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NATIONAL SECURITY AGENCY 
CENTRAL SECURITY SERVICE 

FORT GEORGE G. MEADE MARYLAND 20755-6000 

5 April 2012 

MEMORANDUM FOR THE CHAIRMAN, INTELLIGENCE OVERSIGHT BOARD 

Tl-:IRU: Assistant to the Secretary of Defense (Intelligence Oversight) 

SUBJECT: (U//fetfe) Report to the Intelligence Oversight Board on NSA Activities -
fNFORMA TION MEMORANDUM 

(U/.WOU8) Except as previously reported to you or the President, or otherwise stated in the 
enc losure, we have no reason to believe that intelligence activities of the National Security Agency 
during the qua1ter ending 3 1 December 20 I 1 were unlawfu l or contrary to Executive Order or 
Presidential Directive and thus should have been reported pursuant to Section I .6(c) of Executive Order 
12333, as amended. 

(U//FOUO) The Inspector General and the General Counsel continue to exercise oversight of 
Agency activities by inspections, surveys, train ing, review of directives and guidelines, and advice and 
counsel. These activities and other data requested by the Board or members of the staff of the Assistant 
to the Secretary of Defense (I ntelligence Overs.ight) are described in the enclosure. 

~ ~ GEOR~D 
Inspector Genera l 

,, :~~~,ZB 
PATRIC°K J. REtN6LDS 1 

Acting Genera l Counsel 

(U/fFOUO) l concur in the report of the Inspector Genera l and the General Counsel and hereby 
make it our combined report. 

Encl: 
Qua1terly Report 

K~~A~R 
General, U. S. Army 

Director. NSAJChief, CSS 

This document may be declassified and marked 
" UNCLASSIFIED//Fo1 Official Use ORiy" 
upon removal of enclosure(s) 

e\pproved for Release by NSA on 12-22-2014. FOIA Case# 70809 (Litigation) 
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I. (U) Intelligence, Counterintelligence, and Intelligence-Related Activities that 
Violated Law, Regulation, or Policy and Were Substantiated during the 
Quarter, as well as Actions Taken as a Result of the Violations 

I.A (U) Intelligence Activities Conducted under Executive Order (E.0.) 12333 
Authority 

l.A.1 (U) Unintentional Targeting or Database Queries against US Persons (USPs) 
or Foreign Persons in the United States 

(S~SJ.HRE L TO USA~ FVEY,,A 
telephone and Internet selectors! I , ................................................. . 

l ·NSA'·~rpn·fi1 ifry ... fasklng.i0ol~ .. 'f ~~: · ........... (b) < 1 ) 

.................................................................... ~ ~ ~ g·r-t. L . (:~(~~= ·L. 86-36 

(b ) (3) - 50 USC 3024 (i) 

(U//FOUO)"During the fou1ih qua1ier of calendar year 20 11 (CY20 11 ), signals 
intelligence (SIGINT) analysts in O . .._instances inadve1iently targeted communications to, from, 
or about USPs while pursuing foreign iptelligence tasking. Unless otherwise specified , all 
intercepts , query results, and repo1is ha~~ been deleted or destroyed as required by United States 
SIGINT Directive SP0018. \\ 

(b)(3)-P. L . 86-36 
l.A.1 .a. (U) Tasking Errors 

-++Tf.l+.i+H-lfH':-Hffi~~~-:!-:.~ff.~1:1.---------------'·NSA analysts 
beli~yed to be associated with-..yalid foreign 

intelligence targets The 
.___"'."'"'"9-~-~..,..... ....... ------------...... ---------------------. errors occurred because the analysts did not I l·-The-selectors .. wefe .. d ... et-a~sk-~e~d.,...----------~-----,~ 

c:::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::;;;;;;;;;;~~- ;.1 ( 1) 

_... ~p)(3) -P.L. 

{Sh'Sl//R£L TO USA, PV~Y) I l· rrw~; ·d.iscqvef~d_ ... that an NSA 
analyst had tasked a selector that had been associated with a USPI ......... I The 

respectively . 

tarn:etin!! error occurred.I ......... 
.... ·· .... · 

......... I The 
iL--.-.....,.....,......,. ............ ..,.....-...---..,...---r-------,_.,.~ .... ...--................ -------.------' ! ! analyst detaskep"the selector on I 1··and no collection occurred. 

;/ (~fS;;;'R:EL TO USA, F~'£Y)_.I I an NSA analyst discovered that a 
, , selecto~,..associated with a USP had geen erroneously tasked . The error occurred because the 

targ~t:i'hg analyst overl ooked inforrnation about the target's USP status during the tasking process 
/! I !The selector w~_s'detask~9- I land no collection occurred. 

t//// :ecause of a software e:r:.' ,. ... · ./ n NSA anal st disco ver~n~hat , 
( b ) (1) 
(b ) (3) - P . L . 86- 36 
(b ) (3) - 50 USC 3024 (i) 

( b ) ( 1) 
(b ) (3) - P . L . 86- 36 
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'{hB9PI D: 416527 9 
(o ) (3}-.::J ' . L . 86- 36 
(b-J. (3) - s ·o ··.u9c 3024 (il 

TOP SECRET//Sl/1~tOFORH 

.. ··· ...... 

:;e~~:~~f~~S=~)~st~~~.~~~~~~~",~t:~~~:iri?d ~~t~?1ize<J bl.'._":C()j~.~~~~~: , , ( b I Ii I 
··... .......... ....-...- (b ) (3) - P . L . 86- 36 

~~~'*1±6--+4::H:: .. #:7111r:,:""··~ .. '1\l ..... ~M1 a .. US ... i~~at ion )¥a{~:i:~:o neo usl y 
targeted and collecti on occurred for ................. 

AIL .. c6ll~cfion has been purged. 
___ (_S_h-~-l1-~-ffi-L_T_O_U_S_A_, _F_\_~_\_1_1 _________ 1a-~-~;~~~nirucll~mre ~~~ 

was confirmed to be a USP, NSA analysts detasked all the targe,.f'S° telephone and e-mail 
selectors. However, another analyst, who was absent from tpe··office when the target' s USP 
status was confirmed, retasked the e-mail selector. Upon 
realizing the mistake, the second analyst detasked the selector and deleted all queries and query 
results. 

(SHSl//REL TO USA, FV~Y) ...... an NSA anal st learned that a 
selector associated with a USP was erroneous y tas .· ...... etasked 
I l .. wh~.n the analyst became, .. · :~ware of the target's USP status. No 
coll ection occurred. The analyst .. was counselect fC:( research selectors before tasking them. 

········ ······· . ··(~··) ( 1 ) ( b '}·,J 1 ) 

l.A.1 .b . (U) Database Queries (b l ( 3 ) - P . L . 86_ 36 (b}\(3) - P . L . 86- 36 
( b)\(3)::\.~0 USC 3024 (i) 

: ~ 

(SNREL TO USA, FVE7Ij On0 oc.£asions du ring this qua1ier, analysts performed \ 
overl y broad or poorly constructed database qilerie.S. .. that potentially targeted and/or returned\ 
information about USPs. These queries used 

produced ..,_ _ ___,,--.....,..-....,......_ ........ ...,,....,....----,....--...,..---,....----,....-....,,...,...-...,,....-....,...___, ..... 
imprecise resu Its. On ofthos.e .. .Q.~gasions, the queri es returned results .. .fr9m the database. The 
que1y results were deleted, and no rep~·;·15···wei:e .. lssned:·· .. A11alysts ... w.b.<:> ... Perf~·i:ined. JJ1ese queries 
were counseled by their management. ................................... ::--::.:::,,. (bl ( 

1 
l 

(U) Procedu ral and other errors contributed to the fo llowing incidents. 
( b) ( 3) - P. L . 8 6-3 6 

0 (U/fFOUO) ·NSA. l:l:r:i~lysts performed o~ueri es in 
raw traffic databases without first perfo rming the required researcfr··on .th~ .. ~~1ectch~ . J I 
queries returned results, which were deleted or aged off; no repo1is were issued:·· .... ::.;(bl ( 3 )-P. L . 86_ 36 

0 r-:-:.:.:..::;;;.==:.:....::...;;;;...=.:;= ....:......:.=.-:..l......,_ _____ ___J an analyst discovered I ...I 
L-------------Ll.l,;;;"'1.:~""i'r that had been detasked l .. J·· 

the.J ) nited States. The analyst responsible f0f the 
.-----.... -.... ...,. -"---... :i.-a ........... -.. ~-.~-1.~.-.. ~""".~~,....e-n .... 1_n_g_t,....ra--'ming ·alid .. was ... ~!,~1.~Y.1.~J.e.. ofl I 

:::.Au non-compliant traffic ·was.~py.rg.ed,::~11d .. ·n0 .. i~eporting_ .. occurred . 'I o p tevent fotu re 

.~·<.'': .... ::::-:::·:-.· .................... ··········· ··········· ····················· ············ ................................... ········:::::::::::::::::::""·· ··(~;· ( 1 ) 

(b)(l) (b)(3)-P. L . 86-36 
(b) (3)-P. L . 86-36 TOP SECR:ET//3l//HOFOft:M' (b) (3)-50 USC 302 4 ( i ) 

2 



DOCID: 4165279 .-::!!'<b ) ( 1) 
. .<;/'( (b) (3) - P .L. 86- 36 

.. ···<·) .. / (~) (3) - 50 USC 3024 (i) 

...... ··::::..-:::>.. ! \ 
I OP SP'.C~'f//Sl//HOFOR:H 

incidents, analysts have been instructed .. ! ______ ..,...... ..... _ .... _.· ...... _ . ...-__ ...... _ ..... _ ..... lbefore\;tended 

0 ~:sQ.,e~ ... ::~: ..... ,:l'l'l~ .. f"';_b""';"":~
1

:..,eF'i!~:A:, ~P::_v~~~'::'nu. ______ __...._::.:a_· ~-... ~-,....:...~·-,(~~:base auditor noti~ that an 
analyst had queried ......... \.,_../ ·fo a raw traffic database\ The 

0 

0 

0 

0 

0 

0 

0 

analyst had mistake...,...y- t""'1_o_u_g.,...1t- 1t_w_o_t"""1 ........ _-.. e ....... a_c_c_e-pt-a ...... .... e-.. -t.~-research I )because 

..__...,.........,.._...,..........,....,..,,.,..,....,=-......,.,.....,..--- ....,...--..... / The ah~Iyst was counseled that this is not 
permitted under SIGINT policies governing raw traffic becaµse the foreign target was not the 

I 1...-No results were returned by"t~e que1y. 
...... 

(S//Sl//R:EL 'fO USA, FVf:Y) 01i ~~?asions between! .l 
NSA analysts performed queries in the same"ray.r traffic database usiQg their personal / 
identifiers or the identifier of another analyst. TI°ie .. aqalysts were couri·s~led and provided /a 
refresher on the use of the database. No results were ;:etui:o.ed by the quhies. / 

(S//Sl/fR:EL 'fO USA, F~'EY) I l an. ~.nal~st .pei'foq11ed .. :"·q-~!ery in rlw 
traffic databases using selectors believed to be associate<l" with ·a .. fo.r.~igli"intyllig~nce / arget. 
The analyst later learned that the target held US citizenship. AH queiy" l'esul.is::~~1.:~1del eted 
I , ............................................................................................... :·::::::::.: ....... : ... ::::::;.;;: .. :::: ......... ::;;'.'.::;;.;:;:;:'.:'.'.'.;;;;;'.'.'.'.'.'.'.'.!!:::::;''''u' ~ ~ ~ ~; ~ _ p . L . 

(S//Sl//REL TO USE, F\'EY)I ..................................... l .. a1rNs·A ... ~nalys(performed a query using 
the selectors of0 .foreigh.Tntelligence targets kn_?..w.n .. to"b'e in the United States. The 
analyst deleted the resu lts! l"a'fid was counseled about procedures and 
policies regarding targeting foreign persons in the United States. 

( S//Sl/tltEL 'fO USA, fi'Vf:Y) _______ _._·a __ 1 __ 1 N ........ S .... A ........... da .... t ..... ab...,a=s .... e_.a.....,u ..... d .... it .... o r........,d...,is ..... co .... v...,e .... r...,ed-....-tl .... 1a ...... t_ 
an analyst had mistaken! ueried .. ..... 

,...i_n...;.a...;.1...;.·a_w_t.;...r.-af...,fi...,1c_d.;...a...;.t...;.ab .... a_s_e~~:~~~~:~~~~~~~_:-._ ......... _ . ..., .. :1e~ ...... -.e,_1-1...,·-o~r:o.:cc-t-ir-re"""T"",...e""-'··c-a-u-se-..... "":".tr-e- an- a""T"'""y-:st-, ""T"'""e..-sp-:·t':""te.;;;...J 
::afor:not: realiz:e:f hat::the e-::niat I 

86-36 

._a_d_d-re_s_s-es_w_e-re_ U_S- ad_d_r_e-ss-e-s.----------- ., ... :::::::::::'.:::~~~t•"(b l ( 1 l 
....... , .. "". ""'"" ..... ::/" (b)(3)-P. L . 86-36 

(~l/~111'&E:L TO USA, FVEYi I ........ ·· .. · J :at;:A1~~:::~ ·.~~utine dat-a6·~"'.l~udit. an NSA 
database auditor di scover~c;l .. .that·arf"analyst had performed a que1 ..... :::/ ....... 

' 

lThe"e·i:ror occurred because the analyst had ............. ,./::./ .. 

l .. ·Uponreali.zing ·the .. Inistake .... the.anaiyst ... immedfately cea:sed··forther 
- . ~ ' ....... / / {b) ( 1) 

quenes. ........... ......··_../ (b) (3)-P. L . 86-36 
./ ,./ _./ (b) (3) -50 USC 302 4 ( i ) 

(S//SE//REL USA, FVEY) I l"an analyskfa.i:la que1y against selectors 
associated with a USP because the analyst did not know .. ttfa~ .. tbe target was a USP. The 
analyst deleted the query results! 1...- // 

(S//Sl//REL TO USA, P\"hY) ··~::· NSA anal st ueried the selector 
for a foreign intellicrence tar et 

o resu ts were return y t 1e query . ... ,,,,,, .. ·:::::::::::::: .... ........ , .. , 
················· 

( b ) (1) 
(b ) (3) - P . L . 86- 36 
(b ) (3) - 18 USC 798 
(b ) (3) -50 USC 3024 (i) 

TOP SECRETllSll~TOP~T 
.... 
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..... 

"f'Ofl gECU"fh'gl//iff)fi'Ofilq- ........ ·:::::>:~?'\b) ( 1) 
:::::: ...... ··· ... ·::/ (b.)(3)-P.L. 86-36 

0 (S//SlfffiEL TO USA, FVEY) I l ··ail'ai;~1.;.st-··'ln~d·~~rt~i~~l~ .... ran a qoery 
in a raw traffic database on selectors associated with a t.i'll:ge(while h.~ ·W:c;t.s··~n the United \ 
States. The selectors associated with the target h~ ·heen detasked·-i'ft ~ai:I i'n 

------------__,,..---------· he .. q(1ery and results were 
deleted, and no reports were .. isstfed. The team was reminded .... about the importance of sharing 

I I············· ......... . .... · ····· (6)(1.) 
....----------. ... / .················ (b)(3)"P.L. 86-36 

0 (8//8b'fR:EL TO USA, FVEY) I l:::~n-·afiaJyst. mistakenly I (0)(3)-SO·T SC 3024(i) 
I la ·qffery performed in a raw traffic database. The 
query did not return any results. The analyst was advised to verify all search terms before 
copying them. 

D ( 8//8b'fit:EL "f'O U8A, rVEY) I l·ananalysrpeff6'fi11ea .. :~~::~::J.:~w:::tr.~ifif6"{b)(1 ) 
database a query that included dates during which the target had been ··in::the::urufed States. (b)(3)-P.L 86-36 

Although the anal st · the .. United States, he 

........ ....-.....-........ -----.--......-......... --........ --· TYe que1y returne results that did no_t . ..i:~.qui·r.~b)(1) 
deletion because they had been collected incidentally. No repo1is wer~ . .issued·:··· /! (b)(3)-P.L 86-36 

··········· . . 
. . . 

0 an ·ai1at' st discovered that a. ~elector 
· ·he 

United States r---------------------------, ........ in a raw .._-=---......,,.----....... ---------------'.__ __ ....,, traffic database. To revent future errors 

incident occurred because the analyst was not awate··that.01eL.-__ _;;;;;..,._..,..... ______ .........,, ............ b l···T~1e anal~st deleted the results returned b··· 1tre· uen-es· 
.. The analyst was ... '!,dv1sed to bef6re 
querying a raw traffic databas.~: / 1 / 

0 (Sh'S!Hfl£L TO USA, FVE)'.}I I two SIGINT analysts perfqjJ~ueries 

..... 

in the same raw traffic 9atabase using the sde.C.tors of valid foreign intelligence /t~rget s while 
the targets were in,.the''l.Jnited States. The erro1:s ·ocq1rred because . · · 
I !when.the targets were in the tJni.tg:d States .· AIJ.·tj'i.1ery 
results 11.~vtheen deleted. Analysfa .. ·have··bee.n .~dvised ...._ __________ ....,... ....... 

............... . ............. . ..... :::::: ... ::::::::::::;;;;;;;;;;;;;;, .. t.'.:::<::::::: .. .... ..... ..... (b)(1) 
(b)(1) (b)(3)-P.L 86-36 

(b)(3)-50 USC 3024(i) (b)(3)-P.L 86-36 

TOP SECRET//Sl//HOFORlq: 
4 
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0 

........ ······ .. ·· 
.. ······ 

.. ········· .. •····•·•·· 
....

... ······ .. ··· 
"The analyst suspended the query and deleted the results· .._ __________ ...-::!=:':------:-~ 

"The analyst was reminded to exercise caution when and ....__ ____ __, 

to ensure that all relevant queries are stopped at the appropriate time. 

0 (S//Sll/~L 'fO U3A, FV-EY) I l .. anai1~lyst performed a query in a raw 
traffic database using the selectors for a target, even though tii·e ··ahalyst.was aware that the 
target was in the United States. The analyst deleted all resu lts! L>" 

.,,........ /i (b)(1) 

IA 1.c. (U) Detasking Delays ······••··••· ; iJ:fr·a'~~;;;;:::: ·t:~:;;;2::(3)-PL 86-36 
thought to have been detasked :aflef'ii was learned that th t ro \JSP ha,d 
remained on task. A management learned that ·had · 
~nted the. . .seleci6f"s····:from being detasked when the initial request was made. 
L.JNSA .inan~gement received confirmation that the selectors had been p~:?.P.~ .... .1:1-.Y-.... d-... e-ta-_~m.---.~-.. ~-.. )__. 

., ... ,,.,. ............. No repo1is were issued. ...................................... _ _........- (.6}(3).-P.L. 86-36 
(b)(1J·· .... :::....................................... ............... ,..- ~O USC 3024(i) 
(ti)°(~).~-~-L- 86~zs ·······cs;//~i~r~:~ ... TCYl!.$.i~t;:::FV'EY) I · .. ········ .......... l an analyst discoy.ered. that t..1.__j 

\ ......... I llssodated ·w ith .;:t_target remained on task when the target el)tefod the Unjted States 
\. "· I The analyst.kl1ewl lthe United ;Stat~s and 

........ 1 ....... r The., 
"··1 ...... I " ... · 

immediately d etask ed them, l.__ _____ ___,.------'-1·· ..... ·N_o ......... co .... 1_1e .... c ..... ti .... o_n_,o .... c ..... c.._u1_T .... ed..., ..... a.._n ..... d_n_,0
1
• .,,·_ 

reports were issued. The analyst was advised tol 

I 
(S//SIA'REL TO USA, FV-EY)I k tn NSA analyst discovered that a 

I teLe..Y.~?r associated with a foreign intelligence"·taq~.et remained on task after the 
target had arrived in the Dhited . .States. Alth~ugh collectio~1 had beei1· s.t~spended _onn \other 
selectors the::.Uruted States, this selector had "been m1stakeiit ·. 

on t 1e se ector were issue 

·The )-P.L. 86-36 
-s-el-e-ct_o_r _w_a_s_s-ub_s_e-qu_e_n-tl_y_d_e-ta_s_k_ed __________ ...,. .... --------- (b)(3)-SO USC 3024(i) ....__ ______ _ 

TOP SECRET//Sl/1~tOFORH 
5 
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(b)(1} ::::········ TOP SECRET//Sl//tq=OfOfilq= ....... .... .... (~)(3)-P .L. 86-36 
(p)(3)-P :C::::8~;3.6 . .......... . ... · ... ·..... (b){3)-50 USC 3024(i) 

. ~~·rt:·····Hi·····~··· t-+·· · ·~1++~~+-locl~A· ---------···:~~-~·e···~eviewing results fron~~;~\ .. 

The tarcret office. .. had·· i:eceived several notices 

,__ _____ _,··No collection occurred. To prevent future incidents, the target office will 
suspend collection when notice is received I J 
United States. ···· · · ·· · (f))(1) 

"(0-)(lF::::····· ··· ·· ······ . .. . ............. . ............ ·· ······ (b).(3)-P.L. 86-36 
(I? )(3)~·i=»:t:;::a6.::35 ....... .(S/IREL.TOUSN;· .. pv£¥)1 ..................................... rn..... . . :A··an·arialyst discovered that a se 

\ l O'r a.t;:lr.;·efremaine..c.I on task while the ta;1:g.et.-was .. ili the Uiuted .. Sfa'tes .. durina 
, 201 L 

r--........ ----.~--~--....-..--~-------------------_,_~ 

o reports were issue --------------------....__ _____________ ____. to prevent similar 

(SHSIHREL TO USA, F\'£Y) ... an. NSA anal st discovered that ......... .__ _______ ......_......_ ___________ ___, 

another anal st had failed to detask 

' to-----------------.....,..---,...-------,,..-.,...-...,..,,....,........,......,,........-........ ..,_.... . .L----------~.-----_ ........ b .... e..,cause .. the .. target ... was . .in .. the.::Y:P:tt:~:::§J~;t,~~;::::J;J.1e 
._____. electors were d et asked ,__ ______ __, .. ·and· n-orepoits ·-we·i·~::~:~~~:?. · ..... ·:::·:::::;·:;,;:;;::;;;;;;:: __ .;:::::-- ~~ ~~~~-P. L. 

86
_
36 

··affanal st discoy:ei:ed·. tha.V~lthobgh 

sence rom 
....._ ____________ __. ·ahd no reports were issued . 

LA2 (U) _I _____ !······························· 
.--.................. --------------------. 

······························ 

LA3 (U) Data -Handling Errors 

(b)(1) 
- . . 86-36 

(b)(3)-18 USC 798 
(b)(3)-50 USC 3024(i) 

after learning that a tasked selector 
was associated with a USP, ~n .. anafy§ta.--------....ietasked the selector. The analyst 
fou nrjc=Je-mails that ~ntalp.ed "info...,,r"""m,..,,a~1"""0.,.,..n ...,,,..,,a"""s ,,.,.....,,..o .,.,..n -r1_e target' s communications. The 
an~yst recalled the..-~'~n~:~il.s::.~9ct l I remove the information from all databases. 

... ..·· 

(~/7'~.li~~f::t·O"~sA, P."YB¥) ._I _______ _,I an analyst discovered that 

.
// unmi1.1i1.tii:ted·· tJs tele hone·-niiinbers had been mistakenl disseminated in an e-mail to an 

The analyst attempted to 
_;;;;;;;,,;;;;;;;;,;::::: .. . 

(b)(1) 
(b)(3)-P.L. 86-36 TOP SECRET//Slh~JOFOfilq= 
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:~~~~~:,~::~~el and sent a separate e-mk!:~~~:r&;;;~~~~I ;b~; ts~~~;:;~:·~:~;~~::~;Y;ml-PL 86_36 

the original message. The analyst was counseled regarding the impo1iance of checking e-mail 
distributions before sending any e-mail containing USP information. 

l.B. (U) Dissem ination of US Identities 

(S//REL TO USA, FYEY) The NSA/CSS enterprise issued I l? IGINT product 
~·eports d_uring th~ fou~ih quarter ofCY201 ~ -. In thrse reJorts, ~IGINT ~nai·xsts ~nclude~ 
mformatton that 1dent1fied USPs or US entities on ·occasions wlule ptifsumg foreign 
intelligence tasking. The majority of the US entities' names .. were those oflnt.~rnet service 
providers in e-mail selectors. In0 SJ.QINT products, disseminat~ons were fou ... ~_d to be 
improper, and the reports were canceled"·as .. N.$~CSS I l .. ~palysts learned 
ofUSPs, US organizations, or US entities named"wi.tpout authorizatioit:· .... All data-..\ ,n the canceled 
reports was deleted as required, and the reports were IlOf"reis~.ued or were' 'f~~ssued"<y.rith proper 
minimization. .. ......... ··.. \\ 

······· ······· ·•·•·•·•... \\ ······· \\ 

· ·~ ··~ ~ :·;''j~~ )( 1) 

.... · _........- / i(b)(3)-P.L. 86-36 

l.C. (U) Foreign Intelligence Surveillance Act (FISA) 

l.C.1. (U) NSA/CSS Title I FISA 

I. C. 

1

.a. ~:::::1k:in=g==D=e=la=y=s====::::l -an NSA analyst :iscove\~/ih~;~h: ~~: a$so~~ 
with a tar<ret authorized under a Forei n Intelli<rence Su1veill~nce Court FISC) Order ~·emained\ 
on task ..... .... ,... Althou<rh the tar et ......... 
analyst had been aware of the information regarding_.the· target's 
and had entered this information in a database, the"analyst did no .... t ___________ .,. 

L--.---------......... a ........ .o.d ... 1~·e ... n __ 10 __ v __ e __ t __ h.....,e sel~.ct6i~ from the FISA renewa app 1cat1on . . ie , 
se ector was detaske ···and all intercept collected afted I has been · 
purged. The analyst has been remindea · that ~ppropriate actions must be taken when a selector igi 
no longer authorized for FISA electronic surveTflance........ i 

··· .......... . 
············ 

(S/ISihi+ff) I l·an.NSA anal st di scove.i'ed .. that selectors associated . 
with FISC-authorized tar ets remained on task ' 

.... '.fhe. seiectors .... wei':e .. detask ed 
1----------.a--n __ d __ a __ H ...... 1 ... :io"""n"""e"""o"""m"""p ... li ... a ... n ... t ..... co ... l ... le ... c ... ti ... on ........ h ... a .... 5. ..... b ... e ... e1 ... 1 ... p ...... urged·:·:::::::::::::::::::.:::::.:::::::::::::: .. ::.::::::~:::.::.::.!::::~'":'. 1 '.~:)~~~~~-P .L. 

86
_
36 

( SliSihMF) I l"anNSA'"a'n'alyst I earned. ... that .. ah e=~~rni I s~l eci~ r ....:< .· ' 
associated with a FISC-authorized target remained tct.sked · 

(Sh'Slh'HF) I l·an. NSA analys.-t....;d.;...i.._sco;..o....v..;;..e1....;·ed--...t.;...h..;..;.at....___,,..;;..e-... m ... a-..i ... I .... se.;...l .... ec;..;.t .... 01....;·s ...... 
associated with a FI SC-authorized target remai.ii:ed .. ta.,sked ...._ _______ ........ _____ ....,..... 

I 
l·Infqrmation .... about..,~he target's \ ... 

!Was a.v.aiJ~1..!:>.I.~ .. t.?. the analyst; however; .. the .. ~.~.~lyst -rni.~.P.laced the i riformati9:r:i::::~fiid 
....................................................... •·····•···•··· ··················· ····...... \ <:::::.--

.................. .................. ····· ····· ······.. ,;::·· 
................................ :::::::::::::::: 1 ;11 .i..-•''1~;· 

TOP SECRET//SI/ii+JOFO~J (b)(1) 
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did not submit a detask request until I I. Collection betwee~J .... ___ _, 
I ~·has been marked for purging. // 

1. c.2. (s11rnHRE~---+o- Ll?A. rvEv) I lf·l~A ........... :::;:;_:_:.::1(b)(1) 
--........ / ./-" ! (b)(3)-P.L 86-36 

I. C.2.a (U) Data -Handling Etrqrs ·'/ ,..././ 1 
(b)(3)-50 use 3024(i) 

~f.l.l.G~~-:--T~~~--F~¥ ..... ~····... • al(s(;~:: w.i notified that 

data was sent to a se1ver that-was not autho1-i':l'ed._ to hold / ·F'isA"data. A developer 
updated the processing scripts to delete the recorcl'S--tbat l~(\~/been _received and purged the results 
from the server. "------- J/' ...-...- ' 

...... {b)(1) .-· 

I. C.2.b (U) Unauthorized Access ... .-::::::::::;:::::'''y· (b){~)~P .L. 86-36 

( SHS!lfl<l') I / f ~~;;:: a rat)d6~ ~}~~::~ t h eek, it Jras discovered that 
three NSA analysts we.re --gf~nted access to FISA data· "·... without having 
the alprop1tte.Jrairui}g, .... I(was later discovered "· that'-o.Q, multiple occasions 
since -~r-i?,_t.al···6f nine NSA analysts had been granted access to FlSf>. data without 
having t~~ ... ap'[)ropriate training. All 12 analysts had their FISA access revoked olil I 

I !·-Database administrators have been provided training on verifying completion oftrammg 
requirements before granting database access. 

I. C.3. (TS//Sl/tl'CJF) Business Records (BR) Order 

(0 ) Nothing to repo1i. 

l.C.4. (TSf/Sll/~~F) Pen Register/Trap and Trace (PR/TT) Order 

(TS//Sl//Nr'J The PR/TT Order was terminated on 9 December 2011. 

l.C.5. (U) FISA Amendments Act (FAA) 
.. ...-:/(b)(3)-P.L. 86-36 

.•... ·· ....... .. ...... 
l.C.5.a. (U) Section 702 _......-

(U/1¥0U0j As previously reported , NSA/CSS has impleni~~;~' a p~w process ::· ~l\s~re 
the uraing of FAA § 702 collection that is re uired to be . ufO-ed from NSNCSS databases. A--. .. 

........ ...- to effect the purge. 

-----..-----.------.................. ...-----to 1 entt noncomp 1 ant data that should be purged. 
All collection that has been marked for purging will be purged. 

.. ... ;:: ::::"'"""'?(b) ( 1 ) 
l.C.5.a. i. (U) Unauthorized Targeting ---:::::::::::....... · (b)(3)-P.L. 86-36 

(SHSIHREL TO USA, FVEY)I J· an·JqsA:::~iiai'~~~---~-i ~~overed thaib 
selectors associated with a target had been improperly !.~sked u·nder FAA §702 authority b,ecause 
targeting procedures were not followed . The seJ,eGtofs .. were detasked I l and 
data collected fron~ l haS"'been marked for purging. No reports were issued . 

TOP s;~C&ETl/Sif~tOFOR:H 
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········· .· ··:::::·::::::..... (b)(3)~'5.Q USC 3024(i) 
·········•······ ...... ····· · .... 

(SHSIHREL TO USA, FYEY) .... 1---------··-··· ... l·a:review ofFAA §702 tasked ........... .. 

selectors revealed that an NSA. ~nalystli.1Jprnperly targeted I ··....... "·I 
I ..... ··········· !The analyst was unaware of the}estrictions on tasking 
I IT!ie selector was detasked l I····· ......... ·· ....... . 

(~//Sl,'ffi:EL TO USA, FVE7t) I I an.N.~.A a~~iyst :·d}~oo.yered that the 
user of a tasked selector believed to be associated with a foreign intell igenc.~. tai:ge(~~s not the 
intended target and was in the United States. The analyst emergency detask~a·· me ·sel:~ct<:nQ I l·Noneompliant .. ·coll ection··· ha:s··been··marked···for··putging: ................................. ::::::::::::::::: :: :::_'.'''.1··(b) ( 1 ) 

.. , ... " "" · ,.,......... _./ (b).(3)-P.L. 86-36 

(Sh'Slh'R:EL 'fO USA, FVEY) I .. l't'ffi'N'S'A. . ~nalyst di scoye{~d that ~. 
selector had been tasked when the tar<Tet wa.s...i.nthe·Druted States. The anal st 

············· 

(t>for·····................ The selector was emergency detask ed on .··~md noncompliant coll~ction 
(~)(3)-.~.L. 86- b k d c. . . . a N . . d (o)(1) (l:}).(3)_1ausc een mar e io1 pu1gm0 . o repo11s we1e issue . .. 

~ ·.. . (b)(.3)-P.L. 86-36 
(b){3)-so usc. .. ~.024(1) 

11 /1 
. . , H • • . <b)<3)-50 usc 3024(i) 

\, · ··.. (Sn-SlrrREL TO USA, F-0'£-r) I l· .. rjurmg a review of new FAA §7.p2 
.. tasking changes, it was discovered that a selector had been erroli:eousl a roved for tasking. \ .. 

The FAA .. §702 tasking ··.... .... .. 
,..;T:..:h.:.::e:...:s::.::e::..;:I e::.::c;..:;:t~;;.:.·i:_··w;.:;·;:::as::...d:;:.;e:::.:t.::;a~:::.:.k:..:e::.:::d ________ __. and .aU ... ~?ncomp I iant FAA. po 2 data collected 

·has .. b.e.~nmarked fi5f'purg.i.Dg. I "··..... .J 
-a-d"""d.,...it.,...io_n_a_l -se-1-ec_t_o .-.s- w.,...··. -e1-·e-d..,.,.i-sc_o_v_e-re"""'d,_t-o have been .. efro11eousiy ... app.r9.v&J···for .. tf1.skirig···apd were ......... 

d et ask edl . . I ·All ·non-compliant...traffi.c has ... b~.~~1 ·:i}j~i'.g~::{O.:i:::P.:~!.~~:i}$:~;;~~~9,..lio 
reports were issued. .......... . .. ············ / (b)(1) 

·.. / (b)(3)-P.L. 86-36 

(SHSINR:EL 'fO USA, FV~:h.. ·an·NsA anal st discove1;.~ that a 
tasked selector was associated with a USP:·· / 

(£//£1i4'REL TO USA, F\'EY)I J.a.r..NSA analyst discovered that 
LJelec.t.o.r.~ .. ~ssociated with a fo reign intelligence target had re1nain.ed on task while the target 

was in the Uniiea ·states:·· .T.h.~ ... <:t~~alystl I 
·ho.w.ev.e'i:···because .. o.f.a miscommunication, the analyst .did not detask ! 

the selectors ::!~~ ,s,~t~ptors were eni.el'ge_ncy / 
detasked on ...... -------... -·N"""o-· n-eo-· -m-p ....... l ..... ia_n_t ...,.d.-at-.a.-.. co-. .... IJ ..... ec.te.dJfi>.!i\:I ··""'"""'""""""""'"•.................. : V1as 
been marked for purging. 

......................................... :::"';::;;;.,(b)(1) 
·························· 

..... ······ (b)(3)-P.L. 86-36 

(SHSIH:REL TO USA, F\'EY) I Jit·\vas .. d.iscovered that a selector 
for a target had remained on task during the time the target was in the United States. ,_I ___ __, 

.The selector was 
---------------------------- ····· ........ ! 

TOP ~~CU'f/f~l/1NOFORJq-
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detasked l ________ l··and··all·nonrompHatu .. ·co11·ectio11·lias·beeri .. iii~frke'd:::to:1:::pi:tl:;;:fo6:;;;;;'{g)(1 ) 
No reports were issued. . ................................. ··:::: .... ::::::::::::::'::'::::?.' --

0 

(b)(3)-P.L. 86-36 

·•··········· 
, ..................... . 

········· 
·······.·.·:::::~::::::::::._:::::::: ... ·· : : 

·················· 

-NSA ... ariaTysts tasked selectors for fo~:d.g:n"inteJligelice targets without / 
-p-e"""'r ..... o-rn-1 .... rn_g_r_e ..... search on the targets' citizenship.J lre·s·earch revealed that the targetef 
were US citizens located in the United §tat es: .. · The selectors were emergency detasked I I 

.__ ___________ .... ----·All noncompliant collection has been purged. ...(b)(1) 

C .
............... . (b)('1} ,./ (b)(3)-P.L. 86-36 

I. .5.a.ii. (U) Tasking Errors (b){3)~:P.::L, .~6-36 ,./ (b)(3)-18 usc 798 
,........... ....... -----.:::::::----- ./ (b)(3)-50 USC 3024(i) 

(SHSINREL TO l:J;.SA'~--·FV£Y) I ... · ....... :-----[an NSA analyst l esi:f~ed that a 
selector for a valid foreigl1 intelligence target had he~n tasked·"using outdated information that 
the target was located outside the United States. The ·1·nformation .. predated th.e...-earlier detasking 
of the select9rl·..... ........ .. ....... J ... The analyst had 
forgotten. .. tlfat the selector had been detasked. The selector was detasked agal'rd I 
c:::::Jai~d data collected .. has been marked for purgi1_1.g . 

....................... (b)(1) 
(SHSlhm:t Te USA, P~];'<f.} --1 l·affNSA .. a11aly~t ... di·~~~~ered th~P4(3)-P .L. 86-36 . 

selector had been tas~_ajjneo1:feet1yf-.... .... (b)(3)-50 USC 3024(i) 
I l andl~§kea::::a\'ialid selector that was not associated with the taraet. The selector was 
originaU. --~r-- roved for tasking ........ ""'" ...... .. ... . ·-rhe .. s-~(~~.t.9.i..w-.... -as-.d-.e-t-as_k_ed-...... _________ N_o_n_c-01_11_p-li-a1-1t- da_t_a_c_o_ll-ec-t-ed---

...... ,: .. ;::·:::::::::: .... ·;; .. ;·:·: has been marked for purging. 
(b )(1'):::::::::::::::::::::::···· .............................................. . 
(b)(3)-P. L. 86=36 "·· ...... (S#Sfh'@jj ... j(fUSA;·FVEY)I Ian NSA analyst learned that a selector 

for a valid foreigi1 .. iriteUigenc.eJarget had been task~i:Linc.orrectly .. because·I 
'(b)(1)" ......................... i l-The .. ana:lyscd'efasked""the'sefe2torl I No collectio11 .... -oc_c_u_n_·ed ____ __. 

(b)(3)-P.L. 86-36 "S"Sf ''.D.I:.L Te ·ug..o1.. l::' ' I: ' Q NSA I d' d h (b)(3)-SO USC 3024(i) ( 11 11'.KEL ~ o A , r " c 17 ··an .. ana st 1scovere t at a 
tasked selector was associated with a USP. ...-
----------.---------__. .. the ·ana:lyst ·ha~:::~:i:~~~c:l:::thi:s::i:nfommtion::~';;;f.~1,fi.(b)(1) 
selector was detasked ·and .. coltecfio'ii .. ha·s been marked for p.u.fgi'ffg» ..--No (b)(3)-P. L. 86-36 

repoits :::: TO US*, F~Y)I fan NS~ ~nalyst :c~~;:2::at an e-
mail account believed to be associated with a foreign intelligence target I .. / · ./' I 
I 1 ---T~e error occurred because the analyst did not perfQrrii. sufycient research on , 
the selector before taski'ng...it The selector was detasked I .... / I· .. and noncompliant j 
data has been marked for pm:gfog., __ 1".o reports were issued. .... 

(S/ISlh'REL Te USA, FVE,rjf . l ... ~~~--NSA analyst improperly tasked1a 
selector for a foreign intelligence target without pt:ovidjpg sufficient information to indicate that 
the target was located outside the United States. Because"the. S.~lector was detasked on the same 
day it was approved for tasking, no collection or reporting occui:i'ed·, .... __ · 

TOP SECRET//Sifflq{)f()filq-
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(Sh'Slh'REL TO USA, FVEY) On two occasions! 1-t-JSA analysts 
discovered that selectors for two foreign intelligence targets had been tasked i1korrectly because 
of typographi~al errors. The incorrect selectors were emergency detasked I I 

~:~'::lie~~::::::,:: Queries \ . 

(SHSil/l\£L TO USA, FvtiY)I f..,n_.NSA analyst , using ~ \i,FISC I 
Court Order-approved selector associated with a USP imprope1ly .. p.e.rformed a que1y in &;.raw ! 

traffic database containing FAA § 702 data. After viewing the query · i:esult~,, the analyst l~rned 
that the target's selector had been misidentified in analytic files as being assoCiate.~ with a '\ ' 
foreign target located outside the United States. The analyst was advised to research"·sele~tof.$ / 
before que1y ing a raw traffic database. .. ....... .... ::::::::;:;;;)I(b)(1) 

(SNSlh'flEL TO USA, FVEYj ............ 1·NsA"~·~~·~1;·~~::: i\e~fi;~~~d (b)(
3
)-P.L 

86
-
36 

overl y broad queries that returned more data .than expected. The analysJ.used .. bt'oad que1y terms 
without including! lto lirl'fiCihe que1y. The analysts_ .. c:l.eletecfJhe"que1y results, and no 
reports were issued. . ........ 

.... ··· 

(SHSINREL TO USA, FVEY)I ...... (NS~ analysts queried a raw traffic 
database using selectors associated w~th .. a·'OsP. The analysts did not conduct the required 
research on the selectors befor~ .. que·iy ing the database. They received counseling and 
instructions on conducti9g.-the. appropriate research on the selectors. Query results were deleted 

I 1 ........ 

~~~~b-H-:J-81~,::-+~:-¥-tr ·an. NSA database auditor 
discovered that an analyst had queried a selector that wa . ._The analyst 
had made a typographical error. The query was stopped, and the query resiJlts .were del.eted. No 
reports were issued . .. ................. >·: .. .. 

l.C.5.a.iv. (U) Detasking Delays 
......... . ::J(b)(1) 

"" "'"" ,,,......................... /./f (b)(3)-P.L 86-36 

' 
...... :atfNSA analyst initiated anon-

emergency detasking of a target selector found to 11.ave ..... 
··········· 

·········· he 
FAA §702 target procedures reqi1ired"lhat the selector be detasked. The selector remained on 
task!, J ·cohection has been marked for 
purging. 

(S/Sb'/REL TO USA, FVP().I I an NSA analyst reviewed information 
in an NSA internal report that a ta.rget had arrived in the United St.'.ltes·I I The 
analyst, however, had overloo~.ed information about the tar~et"'S'US travel and had not detasked 
the selector. After reviewipg,...another internal r~po.rtl I the analyst discovered 
that the target had enter¢"the United §tates .. ffnd detasked the selector. Noncompliant FAA §702 
information has beel)"l'narked.Jor .. ptfii~·ing . 

. /:::::::»:. . .. ·· 
(b)(1) 
(b)(3)-P. L 86-36 

TOP SECU'fi/517/NOF ORN 
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(~//~I,'! REL TO USA, F)"fY'}I I, NSA analysts discovered that 
/ D selectors associate9,. w ith·a>foreign intelligence target had remained on task while the target 

..... / was in the United.·.St.afes .... ! I 
,/ ... ! ... ················ .................. J. ..... AHLO]selectors 

.. ·······: ... ·················:r.efiiaiff oi1 task for FAA § 702 collection···because·the .. fa{geflii\s .since left the United State~}~1 ) 
/ .... ··· ·····::::::::........ . ......... , ....... , .. :··········· . . .... . (b){3)-P L 86-36 

.,iiiii:::;i:·;:::·;::::::::::::::::::····NoneomplntfiCFAA § 702 rnfonnatton has been marked for purgmg. (b)(3.)-1 a USC 798 <0Jr1J ······· ················· · 
(b}:(~~,:p·:i:':::$6;35::::::::··:·:··:::·:······························:············· · an NSA anal st discovered t~lflri50 USC 3024(i) 

... <<>··... e-mail ~~fecfbr · \ 
"-...:::.:·· ... ::·· ... b==JNSA determined that the e-mail account ~ 

"···<::. and must be detasked. However , the account was not (fefasked 
.....___. -•.:!!-!"'::-:::·....,,!!"........ (__,b )( 1) 

.... ·:::··:::::: ':".:. ··<.:::: .... ··· · (b)(3)-P.L. 86-36 

(SHSIHR:EL TO USA, FVf:Y)I l::dllfi'ijg::i:: ;;~v·ie.-w.:::ofF.M §702 ' 
selectors, an analyst discovered that a selecto1:Jor··at~frg~t. .. had ... i1ot b~eir·detasked · 

····The··seiector ··w~is detasked· .. · and was 
Lm- , .... s-ta""",-e--y-1-·e--t-a"""s -,e......4' _____ ........ , ···The .. sel ecto r .was··(f~tasked a<rain 

(b)(1) after it was lea1r-·n_e_d _t_ha_t_t_he_ ta_r ... <re_t...._ __ ...,..,...,,.....;..... __ ....,.......,....,......---.-----------1 
(b)(3)-P.L. 86_3B>ata collected -------- or purgmg. 
(b)(3)-18 USC 798 
(b)(3)-50 USC 3024(i) (SHSIAAIBL TO USA, FVEY),___ ___ r---~=---,,,,_...=-....=~;..;..;...;.....;.o..;;..;;;.......;.m~;.;........., 

delay had occurred when a selector associated with , 
the United States ···Up.o.n. . .J~~.og.nizing . .Jh~ mistake, \ 
the analyst requested an emergency detasking .. Nonco.inpliant::::d:ati::G9Jt.~.~~~d .. \ 

I l·has··been·markecl .. forpurging·: .. ··Ncrrepo·~:~ ... ~~r.:~::iSst1.~.·:;;:::::::::::::::;;;::;:::::·::::::::::'>:''.'.'.'.:~~~~~~ P L 
86 36 

(SHSIHR:EJ.'.:. .... !.Q .. USA, ... fiv~rl}f-·.................. ........... .... J:·~·~:.N':SA :~~~j~~~'(::....... . ..... ···· Ith.at - . . -
· ·.::ma:n·~i'C:co·i:ints associated with a forY.i.gn targefhad been access.~.d ··froi11 the United States 

·AffIC agency confirmed thatthe. accounts were being 
-----...,......,,...--....,...,...,.........,.......,,..,,,....,.......,.... 
accessed from within the United States by .. ············ )nstead of 
detasking the e-mai l selectors immediately, th.e .. analyst requested a non-emergency d·eta~king , 

.. ············ I ........... ······ I Upon discove1y of the error, the analyst d'et~sked 
.,. .. ··············· the selector4 l·· .. Noncompliant data has been marked for purging, and no (b)(1) 
(Q)(.1) J·epo1·ts we1·e 1·ssl1ed (b)(3)-P.L. 86-36 
(b){~)~R.~. 86-30 . . (b)(3)-18 USC 798 

(b)(3)~_~o tJSQ .. ~.~24(i) (fSfifSih':ttfL "f'O UfSA, f' '~Tij st discovered that a 
\....... select~.r that should have been detaske .~S erroneously 

\. detasked ·····Wl1~n- the error was 
· ..... \ discovered, the analyst emergency detasked the selector . :: .. :N9lic..oo~pliant 

\·qata collected I !has been marked for.pu.rging, .. and .no..repoits:::W.e,[e 
i ~S~l ed. . .,,,,,,,.,,,.,.::::,,'.'.'.::::::;;:::":"~9) ( 1) 

\.... . ..... ·· ···:.·.:.:.:: .. · .. ········· (b).(3)-P.L. 86-36 

.... ··········· ······ .. F:aii .. NSA ana..lysrle~~·ned that a ........... 
select~} .emained··01liask , even thougl~ ....... .... "I 

..._ _____ .... wei'e known. The error occurred when the .. pmfiary target analyst did not 
convey information aboutj lto···oiher analysts who needed the 

TOP SECR:ET//Sl//tqOfORJq 
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:· ...... . 

(b)(1) 

TOP SECR:E'f//SI//iff)f'OIU<Q' 

information. The selector was emergency detasked ... 1 ______ __.l .. and noncompliant data 
has been marked for purging. 

-f'#f-~i'R-i~-Tf~~'"",~ifF.¥11 ·-an NSA analyst dls.~overed that an 
e-mail selector for a target had been detasked :::when it was determined that 
the user of the account was not the intended target. The analyst, howe:ver,j nitiated ···a_ non
emergency detasking request , and the account remained subject to FAA §70Z'"col.J.ecti.o-~ .... l ----...-I 

I l ·Noncomphant-.data.collected -h~s b~tfo 

marked fo:, p~rging ' '
1 

' _ _ ~ ~ ; ;?'i!~i~~~-PL 86_36 
(~;y~J,,£R:gL TO U£n, f , B I)I l:::w.Iul~: conductrng research op a-._ 

selector before re-tasking it, an NSA analyst discoyered ··th:~ifthe··selector for a foreign ·· · 
intelligence taraet had remained on task . . whileth~::.taro:e(~as in the United States 

I ~he··~halY..~! . had-.. overlooke_d this selector. Th~ selector was not detasked 
because the target h~<:l,. .. srnce depa1ied the Umted States. Collecttonl I 
I I-has been marked for purging, and no reports were issued. 

(SHSIHREL TO USA, FV£Y)I l-·an NSA analyst discovered that a 
selector for a foreign intellio-ence taraet had remained on task whiie .. lhe--taraet was in the United 

..__ _ __. --The --seleetor·was··detasked· .... ····-····_·----_----·_·····_···--_----·_····_·····_----·_--· ---':.:.··:~~~::·~~'.'.~;:1:1:~~~:1:~~-::~~~i.'f ~~:::;:::'::;:::•'·· ~~~~~~-P .L. 
86

_
36 

(~7Y~If/HL 'fO USA,,_.:f.\'E.Yj ....__r--______ ::_an_·:·::_N.,·SA a.1,1alyst·-d1scovered that\ ~n 
.... I -----lhad"I16fheei1 detasked when foi':.a-·fo~eirrn intelliaence \ \ 

target were detaskre:.:;:d..L...---~.,.........-;..--------,-r;.__----------...,...... 
the United States .. "as emergency detasked .__ __ _. 
I l ar1ff"iioncom pliant collection has been marked for purging. No reports were 
issued. 

(~//~I//~L TO USA, FVEY)I l·-a.r __ analyst discovered thatO e-
mail selectors associated with a foreign intelligence target had reril'aine~ on task while the target 
was in the United States. The error occurred because of a miscommunidi:tion between two · 
analysts; each anal st believed that the other would detask -s.electors! 
Although the selectors ... had beendetask. .. . tiie :U nited 

~~~~~:::: :~: 1:::: marked for purging anNS~··~~:~~:: ·;~~::::::z~:m-P L 86-36 

that a target had been in the United States ........ :::tnitial detaskipg of the 
selector was submitted htlfthe detaskina r · tfest-

.1 IAs a result, the selector remained ta~ik:¢ ri;;_ .. '·:::.;..;;;. __ .. ;,;a..;;.··= "'--------.-.-Al- l- 1-10-n--__J 

/ compliant collection was purged I ... ..················ hind no reports were issued. 
······· 

(£//~li'IRBL Tg_:U:SA, F\EEY) I ~el.~ctors were submitted for 
detasking be_gause --6finsufficient information indicating that the targets--·were located outside the 

··········· ···. ··· .. 
······· ···· .... 

(b)(1) 
(b)(3)-P.L. 86-36 
(b)(3)-50 USC 3024(i) 13 

(b)(3)-P.L. 86-36 
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United States. During a review I ko ... v.e.rify that I ~eJ<:!ctors had been 
detasked, it was found that one selector had not been detasked:·· n ·was ... d~t~r._I_nined" tb.~t because 
the target was not a USP and not in the United States, there was no immediate "llrgencf to .. detask . 

............ ::···. 

l.C.5.a. v. (U) Data-Handl ing Errors ......... · .. ::::::>:Y"(b)(1) .... · .. ...-::::>". (b)(3)-P.L. 86-36 

(Sh'Slh'IlEL TO USA, FYEY) I l .. ail'NSA . ~nal;~t..di·sc9;~;~~ ... that files 
containing data collected under FAA §702 authority were misrouteg .. ..into. ~. cl·ll:ecto1y that was \ 
not approved for FAA §702 data. The error occurred because ... ora·l~istyp~d path name. The · 
files have been purged from the incorrect directory and il)oved to ~n ·FAA-cleared directory. 

(Sh'SWREL TO USA, FVE7Ij l .... .... l ·"a;~"~SA analyst discovered that a 
USP had been identified in evaluated, 1~jnitnized traffic (EMT) that was disseminated to a 
foreign partned l"1he disseminated EMT was recalled .... I _______ _, 
and the information was confirmed to have been deleted from the foreign paiiner' s databases. 
The traffic was purged, and no repoiis were issued. 

I. C.5.a. vi. (U) Overcollection 

~SA learned that thti .... __ _, 
·..... .. CollectioI~ 

occurred an~L has been marked for purging. Nci"-reports were issued. j 
......... ........ ··.. 1 : 

(Sh'Slh'REL 'fO USA, FV:EY)I ..... l· .. duri.1:1.g testin;"·~f"atn1pgrade of a 
collection system, NSA discovered that overcollection had occiii'ied:,::::ies~i.1.ti.ng. in t~e .. CQlle.ction of 
I lcon1m.~1.nications. The overcollection occurred because the collecilo'ii':::sY:ste~nJ~:~d ... ~n 
outd~ted .v~rsion "ofan-appli9<.t~.i~~.: .. An int~rim fix has been implemented unti l a pe1T~~~?~t:::::0·0· (b)(1 ) 
solution IS ll1Stal~ed. Nonc~mphant · ~ollec.t~2.~J . . . l·h~s heen (b)(3)-P.L. 86_36 
marked for purgll1g. NSA IS conductrng a thorotJgh··rev.1.~\.\' to venfy that the system 's j 
performing properly. ········ ..... 

l.C.5.b. (U) Section 704 

(U) Nothing to repoii. 

I. C.5.c. (U) Section 705(b) 

.. 
........ .: 

(b)(1) 
(b)(3)-P.L. 86-36 
(b)(3)-18 USC 798 
(b)(3)-50 USC 3024(i) 

I. C.5.c. i . (U) Unauthorized Targeting ..... ··: ::;:::>'::;;:"'""'(p)(1) 
......... · ::::::::::·::::::::::::::::.. .. · (b)(3)-P.L. 86-36 

___ ..... (~_A....,1~t~L TO USA, FYEY)I-.--.. -. _____ ... _ ..... _l .. :~111::NsA· ~~~alyst was notified by an 

L.,-----rth_a...,t an F f0.:.. § 70.S(b) authorized target h~g .entei:ed the United States onO . 
·"The .. anal st detasked the ta1:g.eCs"lelephone selectod I 

·"ei·e not tasked when the target was in the United 
-S-t-at-e-s.- N-o_I_ie-p-ort_s_ w_e-re.....,...is-st-,e-d ..... - T"""'l .... 1e- N"""S-A analyst ren:i.i.1!.ged.th4 ~hat notification is 
required when targets authorized und.~r..FAA .. §705(b} return to the United States. 

·······•·········· ............................ 

(b)(3)-P.L. 86-36 

TOP S~GR:ETllSil~+OFO~+ 
14 



DOCID: 4165279 
TOP SECRET//Sl//NUFOR:H 

l.C.5. c.ii. (U) Detasking Error 

l.D. (U) Other 

l.D.1. (U) Unauthorized Access 

(SHSIHR:EL 'fO USA, P~Y)I .......... . ... /. h~1i lita1y 
personnel who were not authorized to view FAA §702 conducted queries i1ya raw traffic • 
database containing FAA § 702 data. Their access was disconti~~Jetf I .. / I 

l.D.2. (U) Unauthorized Dissemination 
.. ·•··· 

........ · 
........ · 

........ · 
........ · 

... ::)~·(P.) ( 1) 
..... . . .<.:/ {&).(3)-P.L. 86-36 

····························· ... ..··< .. / (tj)°(~)-50 USC 3024(i) 
l.D.3. (U) System Error 

,... · --~ ,._ ._..,T _... - T T r'! ... - - --- T'l. I 
' 'IJ// D / l_"-_t_ • '-./ \.J)..}f"'l.., .L V L .L J . 1.. . ,../ --~:...- .... r·~;;;i ........... 

l·"aii· NSA software de"'.el'Op~l discovered ~\h* \ ... 

I T.~e 
error occurred because of a software glitch! ..... ·· \'I 

.. ······ ...... · I 
.__........,,....._ ......................................... ..,.... ........................................................................................... 1"System,.developei's. are working to a~d a 

notification of errors feature. /// 

---------~- . . ~~'trtl+ttii":'h-H~~'lr,~~.-¥--1 ,../ ···tJSA learned thaf....a s stem errot 
had caused a tasking tool to erroneous! ... / ·· .... 
already been detasked. ·an anal st re-tasked. _______ _ 
selector that had been etas e ecause t 1e target wa th.~.}:!.qited"·States arid held ::i i 

permanent resident card (green card . The selector was etas ' e agarn l · ······· }.1 
Although collection occurred ·no. . .re.p9rtswere)sspe,d./ 

............................... :::::::; : ~:::: ::;~;).: 

(b)(1) 
(b)(3)-P.L. 86-36 I.E. (U) Counterintelligence Activities 

(U) Nothing to repo1i. 
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l. F. (U) Intelligence -Related Activities 

(b)(1) 
(b)(3).~.P.L. 86-36 
(b)(3)~·sq ... ysc 3024(i) 

' "·<:::::"·· ... . 
·· ....... :······· ..... . 

(SHSlhREL TO USA, FVEY) To reduce the risk of unauthodzed teleph~-~y· .. ~oll~ction 
and prevent violations, NSA/CSS has instituted a process that gives analysts greater and fast~r 
insight into a target's location. ·..... "· . 

UNCODED 

·e"::foail selectors 
_____________________ .... · ollected data was purged from 
NSNCSS' s principal raw traffic repositories when required. 

.......... 
............ 

(UHFOUO) ILJ·instances·;· database·access·waswnoltfalriiifafed ... wl1.~ii:access:: wa1trid 3 l - P · L · 8 6-3 6 

longer required. Although not considered violations ofE.O. 123.3. .. 1 .. or ·relafod directives, the 
accesses were terminated. In addition, there wereO instariCes.of unauthorized access to raw 
data during the qua11er. 

II. (U) NSA/CSS Office of the Inspector General (OIG) Intelligence Oversight (10) 
Inspections, Investigations, and Special Studies 

(U//FOUO) During the fourth qua1ier of CY20 11, the OIG reviewed various NSNCSS 
intelligence activities to determine whether they had been conducted in accordance with statutes, 
Executive Orders, Attorney General (AG) procedures, and DoD and internal directives. With 
few exceptions, the problems uncovered were routine and showed that operating elements 
understand the restrictions on NSA/CSS activities. 

II .A. (LJ~ .. Regional· .. Ope·ratton·s··c ent'erj .... L:'..:·: .. ·::·:.::::::::::::::::: .. ·:·:: ... :::::::::::::':'::::':::"::::!::'""'""· ·~~~g~-P .L. 
86

_
36 

ES/i'REL TO USA FVf;Y) As p~n .. ofan·NSAJCS·s · iq:fi~Id .. 'itfspe~ti°~·~~ o4 °l 
....._ __________ _,]tneIO inspection ~.~am ·reviewed the IO program, IO training, and 
application ofIO standards in the SIGI.N'J .. mrs·si'ci'n activities performed at the site. The IO team 
found that , although thel HO-program has not yet been fully implemented, the IO Program 
Manager (IO PM) is putting the appropriate processes, procedures, and documentation in place 
to ensure that the program is easily updated and maintained. To provide oversight of mission 
operations conducted .... ·· the 
IO PM has developed a team of on-site IO Officers. The IO inspection team found. .. tha( the 
physical layout of the site posed a significant challenge to providing effectiye.·pfi>'tection of FI SA 
data and recommended procedural and physical solutions. .. .... 

····· .... ·· 
(b)(1) 
(b)(3)-P.L. 86-36 
(b)(3)-50 USC 3024(i) 

l'Of SECRET//Sl/1~lOFO~T 
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/ (b)(1) 
/ (b)(3)-P.L. 86-36 

11.B . (U) Unauthorized Intelligence Activity / 

(S/ISl//R£L TO USA, F~YJI ~e OIG's Office of Investigation 
initiated an investigation of an allegation that an NSA analyst had conducted an unauthorized 
intelligence activity. In an inte1view conducted by the NSA/CSS Office of Security and 
Counterintelligence, the analyst reported that, during the past two or three years, she had 
searched her spouse's personal tele hone director without his knowledge to obtain names and 
tele hone numbers for targetina. .... .. ..................................... '(6)(1) 

---~..,....-----,,.....-~..,....-......,....----,,.....-~.....,.......,....-..,....-~~......,....~----,,........,.....,......-

... AJthoUgfi ... the investigation is 
ongoing, the analyst has been advised to cease her activities. 

11.C. (U) Misuse of the US SIGINT System 

(0) Nothing to repoti. 

11.D. (U) Congressional and 10 Board Notifications 

(0) Nothing to repo1i. 

11.E. (U) Other Notifications 

(S//R:EL 'fO USA, F\'EY) NSA/CSS has notified the AG otQntetligence·::-felated .............. (b)(1) 
collection activities associated with USP hostage and detainee cases. (b)(3)-P.L. 86-36 

Ill. (U) Substantive Changes to the NSA/CSS 10 Program 

111. A . ( U) ......................... ............... ..... .. ............. :.::::::::::::::::::.::::::::::::::::;::'(9) (3 )-P. L. 86-36 
··········· ... · 

(0) As repo1ied in the second quarter CY 20 l l _ _i:.~po1t; .. ·NSAJC'~.$.: ... i.s .. dev~J~:p.i'~g .. a new • 

tool designed to automate the process of ~ubmitting ii1ission ""l:raiiC~Jneident reports across / 
the worldwide NSA/CSS enterpnse: .. The 1mplementat1on .. 6f the "Ongrnally scheduled to be ! 
~pe~~ti_<:>.1.1.al. for-thef' . J11as been delaye until thel I 
L__Jbecause of system problems. 

111.B. (U) New Purge Procedures 

(U/fFOUO) NSA is in the process of introducing new purge procedures for inadve11ently 
acquired collection across authorities. One of the key features of this new process is the launch 
of an) lwhi ch .. anatysts .. C'~~-:~~~¢.~~]ol .............................. :::::::::::::::::::::::::::::::::::::::::===='''"'' JT6)'(3)-P. L. 86-36 

I 1 .... As .. the .. ·pi'Oc~~~..t:Datures·;· it-i's ·expected to replace the 
current , j Jtoftrrther enhance NSA' s overall compliance 
posture. 

IV. (U) Changes to NSA/CSS Published Directives or Policies Concerning 
Intelligence, Counterintelligence, or Intelligence -Related Activities and the 
Reason for the Changes 

(0) Nothing to report. 

TOP ~~C~T//gl/~lOPO~t 
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V. (U) Procedures Governing the Activities of DoD Intelligence Components that 
Affect USP (DoD Directive 5240.1-R, Procedure 15) Inquiries or Matters Related 
to 10 Programs 

(0) Nothing to repoti. 

TOP 8ECR£T//Sl//MOFOR:H 
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