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1. Missions and Role of the National Security Agency

a. The resources of the National Security Agency (NSA) are
organized to lead and participate in the accomplishment of two
missions primary to the national interests.

(1) The Communications Intelligence {(COMINT) and Electronics
Intelligence (ELINT) missions of the NSA are, (a) to provide an
effective, unified organization and control of the COMINT and ELINT
intercept and processing activities of the United States, (b) to
provide for integrated operational policies and procedures per-
taining thereto, and (c) to produce COMINT and ELINT information

" in accordance with obJjectives, requirements and priorities

established by the United States Intelligence Board (USIB).

(2) The Communications Security (COMSEC) mission of the NSA
is to prescribe, under the policy guidance of the United States
Communications Security Board (USCSB), the principles, doctrine, and
practices, and to provide the cryptomaterial necessary, to ensure the
maximum practicable degree of security for:

(a) U. 8. Federal telecommunications, including those of
the Military Establishment and

(b) Telecommunications of certain friendly foreign nations
and internstional organizations, as authorized by higher authority.

In order to accomplish the first of these two missions, the Director,
NSA, is given operational and technicael control over the COMINT and
ELINT processing activities of the United States, except for those
COMINT and ELINT activities placed under control of specified military
authorities by the Secretary of Defense, or conducted under provisions
of NSCID 5.

b. Within these assigned fields of responsibility and subject to
the supervision of the Director of Defense Research and Engineering,
the National Security Agency is charged to (a) establish and conduct
& research and engineering program to meet the needs of the NSA and
the departments and agencies engaged in activities in these fields;
(b) review and co-ordinate the research and engineering progrsms
conducted by such departments and agencies; and (c¢) recommend controls
and procedures to the Director of Defense Research and Engineering
governing the conduct of research, development, test snd evaluation.

¢. In connection with the commnications system established for
timely trensmission of critical intelligence (CRITICOMM), the Director,
NSA, is responsible for controlling the traffic and cryptographic
operations of the system, and for establishing operational procedures
for handling COMINT and critical intelligence traffic within the
system.
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2. Authority and Responsibilities

a. Genersl

(1) Wnhile the existence of the NSA has been recognized in

Public Law 86-36, the Agency has no independent statutory origin. It
was created as & separate Agency within the Department of Defense by
an Intelligence Directive of the National Security Council (NSC) on

5 Dec 1952 to handle certain prescribed functions within the national
intelligence effort. The authority for administration of the Agency,
ineluding civilian personnel, is delegated to the Director, NSA, by
the Secretary of Defense.

(2) The authorities under which the NSA conducts its security
program stem from applicable Federal Statutes such as Title 18, U. S.
Code, Section 798 and Public Law 86-36, Executive Orders 10450, 10501
and other Presidential directives. Directives of the Director of
Central Intelligence (DCI) issued under the authority vested in him
by the National Security Act of 1947 (as smended, 1949), Department
of Defense directives and internal regulations constitute the remaining
enthority.

(3) sSince there is no statute assigning authority and
responsibility directly to the NSA, the Agency powers are derived
solely by administrative delegation from within the Executive Branch
of the Govermment. The Agency's authority in the security field is
limited generslly by (a) the scope of the NSA's mission as defined
by higher authority, (b) laws and regulations of general applicability,
and (c) security authority and responsibility assigned to other
agencies. The two basic documents chartering the NSA are National
Security Council Intelligence Directive Number 9 (NSCID 9),
subsequently revised and reissued as NSCID 6 on 15 Sep 1958, in
the field of COMINT and ELINT, and National Security Council
Directive on Commnications Security Number 168 (NSC 168), subsequently
reissued as NSC 5711 on 25 April 1957, in the field of COMSEC.

(%) It should be noted at the outset that other authorities
in addition to the Director, NSA, have been delegated responsibilities
for various phases of the broad field of security. These responsibilities
to some extent overlap those of the Director, NSA. Any statutory
enactment in conflict with NSA's administratively derived authorities
would, of course, be paramount. Nothing in the directives establishing
the NSA could override, for example, the statutory responsibility of
the FBI for the investigation of espionage nor the responsibility of
the Director of Central Intelligence for protecting intelligence
sources and methods from unsuthorized disclosures. The Director, HNSA,
therefore, must avoid issuing directives which conflict with the
regulations of other authorities in the field of security.
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(5) The authorities delegated to the Director, NSA, by the
' Secretary of Defense, as executive agent of the govermment for the
. conduct of COMINT and ELINT activities, appear somewhat more limited
| than those outlined in NSCID 6. Department of Defense Directive S-5100.20,
The National Security Agency, dated 19 Mar 1959, (Tab A) provides (Para
IV, 5) that as a function within its assigned fields of responsibility
the NSA shall develop requisite security rules, regulations and standards
governing operating practices in accordance with the poliey of the
| United States Intelligence Board and the United States Communications
' Security Board. This directive also states (Para VI) that to carry
out assigned responsibilities of the Agency, the Director, NSA, is
specifically delegated authority to prescribe, or review and approve
security rules, regulations and instructions, as appropriate. Several
authorities are delegated to the Director, NSA, relative to security
matters by the Secretary of Defense in DOD Directive 5100.23,
Administrative Arrangements for the National Security Agency, dated
25 Aug 1959, (Tab B). These include:

(a) Authority to (1) authorize, in case of an emergency,
the gppointment of a person to a sensitive position for a limited
period for whom a full field investigation or other appropriate

 investigation, including the National Agency Check (NAC) has not

| been completed, and (2) authorize the suspension, but not to terminate
the services of an employee in the interest of national security in
positions within the NSA in accordance with the provisions of the

Act of August 26, 1950, as smended (5 USC 22-1), Executive Order
10450, dated 27 Apr 1953, as amended, and DOD Directive 5210.7,

dated 12 Aug 1953, as revised, (Tab C).

' (b) Authority to clear personnel of the NSA and such

‘ other individuals as may be sppropriate for access to classified
defense material and information in eccordance with the provisions
of DOD Directive 5210.8, dated 29 Jun 1955 (as revised), "Policy

on Investigation and Clearance of Department of Defense Personnel
for Access to Classified Defense Information", (Tsb D) and Executive
Order 10450, dated 27 Apr 1953, as amended.

(¢) Authority to classify, declassify and down~-grade
or up-grade the classification of defense information or material
which the NSA has responsibility pursuant to Executive Order 10501,
deted 5 Nov 1953, as amended, and DOD Directive 5200.1, dated 8 Jul
1957, (Teb E), and to designate in writing, as may be necessary,
~officers and employees within the NSA to perform these functionms.

(d) Authority to promalgate the necessary security
regulations for the protection of property and places under the
Jurisdiction of the Director, NSA, pursuant to paragraphs III. A.

"and V. B. of DOD Directive 5200.8, dated 20 Aug 1954, (Tab F).

3
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b. COMINT/ELINT Authorities and Responsibilities

(1) The Director, NSA, is vested by NSCID 6 with substantial,
but not exclusive, responsibility and authority for the security of
the COMINT activities of the United States. Paragraph 7b (4) of

- NSCID 6 states that the Director's specific responsibilities include:
"within the NSA's field of authorized operations prescribing requisite
security regulations covering operating practices, including the
transmission, handling and distribution of COMINT material within and
among the COMINT elements under his operational or technical control;

~ and exercising the necessary monitoring end supervisory control,

including inspections, 1f necessary, to insure compliance with the
regulations”. This includes all COMINT collection and production
resources of the United States.

(2) It is difficult to delineate the respective powers of
. USIB and the Director, NSA, for the protection of United States COMINT
since there is a twilight zone where both asuthorities function. In
paregraph 4, NSCID 6 states that USIB, in addition to its responmsibilities
- under NSCID 1, shall study, in conmection with its responsibilities
for commmunications intelligence security, the standerds and practices
of the departments and agencies in utilizing and protecting COMIRT; and
establishing procedures whereby the departments and agencies not members
of the USIB are enabled to receive and utilize COMINT. Also, USIB shall
determine the degree and type of security protection to be given COMINT
activities through the protection of information about them or derived
from them, taking into full account that different levels of sensitivity
obtain and applying balanced judgement between the need for exploitation
of the COMIRT produced and the need to protect the specific producing
activity or activities. Further, USIB shall determine the degree and
type of security protection to be given ELINT activities through the
protection of information about them or derived from them. While it
appears that the powers of USIB are policy making, and those of the
Director, NSA, are executive in nature, both authorities have powers
in thelr respective spheres to prescribe security regulations.
\I, 86-36/50 USC 3605
(3) It is important to note that the Director, KSA, does
not have authority for the administration of military or civilian
personnel in the Service Cryptologic Agencies of the Department of
Defense, nor does he have authority over personnel security _programs
governing approximate
for access to COMINT.

[ For = '

breskdown of the distribution of indoctrinated personnel throughout

the Federal Govermment reference may be made to TOP SECRET USIB

. Memorandum for the Secretary ]
Subject: U. S. COMINT Indoctrination Totals, dated 2% Aug 196l

(S1B 00017).

PL 86-36/50 USC 3605
EO 3.3()(2)

D VI COMIN T CHANNE SO Y

TOP-SEERET




! REF 1D:A40539

(4) The general policy governing activities of all persons
dealing with COMINT and ELINT in foreign countries is determined by
USIB. It is the responsibility of each member to ensure that COMINT
and ELINT liaison conducted by his department or agency in forelgn
{countries is consistent with Board policy and in accordance with
' procedures established therefor.

| (s) The Director of Central Intelligence is

- responsible as executive agent of the Govermment for COMINT and ELINT
a.rra.ngements with intelligence services of all foreign govermuents,
-except that such arrangements with the United Kingdom (UK), Canada
and Australis are the responsibility of the Director, NSA, in general
consultation with the DCI.

(b) The product or technical studies of any U. S.
COMINT-producing organization may be exchanged with UK, Canadian or
Australian COMINT-producing organizations only by or in accordance
with procedures established by the Director, NSA.

(c) Procedures for SIGINT liaison with UK, Canada or
Australis are outlined in DCID 6/ 3. A Senior U. 8. Liaison Officer
for COMINT (SUSLO) is appointed, as required, by the Director, NSA,
with the approval of the USIB, tc each of these countries. The
SUSLO is responsible to the Director, NSA, and is accredited to the
COMINT and ELINT Policy Authority or the country concerned. He is
the sppropriate authority for certifying the clearance status of
U. S. pationals stationed in or visiting the country to which he
is accredited. Arrangements for COMINT and ELINT lialson between
USIB member organizations and UK, Canadian or Australian authorities
mst be made through the SUSLO. EO 3.3(h)(2)
PL 86-36/50 USC 3605
(5) It is of the utmost importance that strictest secrecy )

be maintained re

(a) On the basis of technical and operational
considerations, the Director, NSA, is res onsible for determini
the individual items or types of

He provides guidance as

required on the importance of the cm‘l considerations involved.




(b) A specisal operation having as a planned objective the
acquisition of _ is underteken only when
authorized by the Director, NSA, or his fie ld representative.

(e)
close cooperatio .
as appropriate, in pls ng oI such sp a1l opera ons, and for coordina.tion
with NATO, when appropriate, through established channels in the major
NATO hea.dqurters concerned. EO3.3(h)(2)

PL 86-36/50 USC 3605

(d) In cases where the acauisition of|
[y the U. 5. Armed

Services, the Director, NoA, will issue appropriate guida.nce for the
recognition., protection and disposition off .

(e) Insofar as practicable, COMINT channels are used

for technical exchanges of information on the planning of]

(f) Exploitation of prisoners of war or defectors
having cryptologic knowledge is to be accomplished by technically
qualified COMINT-indoctrinated personnel whenever possible.

c. COMSEC Authority and Responsibility

(1) Upon turning to the COMSEC field, it is noted that
COMSEC is, itself, basically a security function in contrast to
the Signals Intelligence (SIGINT) mission where the protective
aspects, however vital, are subordinate to the primary objective
of the collection and production of intelligence information. The
responsibility and powers of the Director, NSA, for the COMSEC
activities of the United States are derived from the National
Security Council Directive on Communications Security (NSC 5711 ),
dated 25 April 1957 and DOD Directive C-5200.5, Communications
Security (COMSEC), dated 27 Oct 1958 which implements NSC 5711
within the Department of Defense.

(2) The United States Communications Security Board
(USCSB) was established by the National Security Council pursuant
to a Presidential Directive of 24k Oct 1952 to integrate policies
and procedures affecting the security of federal communications and
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to coordinate COMSEC activities of the departments and sgencies of the
govermment to achleve the maximum practicable degree of security. NSC
Directive 5711 outlines the COMSEC responsibllities of wvarlous elements
of the govermment. “
! (3) NSC 5711 established the Department of Defense as Executive
' Agent of the Government for all COMSEC matters. The Director, NSA, has
| been designated to act for the Executive Agent in all COMSEC matters set
| forth in paragraphs 2d (1) through paragraph 24 (12) of the NSC Directive.

(4) Paragraph IV of Department of Defense Directive C-5200.5
establishes the responsibility of the Director, NSA. In fulfilling his
COMSEC responsibilities, the Director, NSA, may take such actions as
may be required to emsure continuing security of military communications
subject to the provisions of this Directive. Among others, the Director,
NSA, has the suthority and responsibility specifically:

(a) To prescribe, or review and approve Cryptosecurity
rules, regulations, and instructions for the secure operation and use
of COMSEC equipments and systems.

(b) To formulate basic doctrine for transmission security
and to recommend minimum standerds for the application of this doctrine;
and to review and evaluate procedures developed by the Military Departments
to determine whether such procedures will provide and maintain transmission
security.

(¢) To prescribe minimum standards for the physical security
of crypto material, in collaboration with the Military Departments, as
appropriate. _

(5) Certein special provisions are delineated in Paragraph V
of the Department of Defense Directive on Communications Security. The
Director, NSA, shall discharge responsibilities with respect to the
Military Departments in accordance with his own judgement, subject
to the provisions »f the Directive. The cryptosecurity rules,
regulations, and instructions promulgated by the Director, NSA, in
accordance with his assigned responsibilities in the COMSEC field are
excluded from the Department of Defense Directives System, are
authoritative as published, and are binding upon the Military
Departments.
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3. Basis for a Special Security Program for COMINT

a. The princip%k’reason for a special security program for
Communications Intelligence is to preserve the capability to produce
Communications Intelligence information, or, in other words, to
conserve and safeguard the activities which produce Communications

; Intelligence. It is a fundamental premise of this system that exposure
| of the results, the nmature, or the scope of the Commmications

: Intelligence activities outside of the system, increases the risk of
uneuthorized disclosure, compromise and consequent damage to the
activities themselves. While the security measures have been developed
primarily to protect the sources of Communicstions Intelligence, the
requirement for special protection actually derives from (l) the value
of information obtained, and (2) the peculiar susceptibility of the
Communications Intelligence source to loss. Information content, by
itself, can warrant protection if, because of our knowing it secretly,
we have an action advantage. Content, by itself, can also werrant
protection if the knowledge of ocur possession of it would stimulate

& potential enemy to deny us information of & similsr nature in the
future. .

! b. Since COMINT is derived from intercepted foreign communi-

| cations, it is peculiarly susceptlible to compromise inasmuch as any
revelation of successful exploitetion of their communicstions by
intelligence activities of the United States tends to stimulate foreign
governments to tighten the protective measures they provide for their
commnications. For this reason, the United States and the United
Kingdom, with which the United States has collaborated closely in the
protection of COMINT since World War II, have developed stringent
security measures for the safeguarding of COMINT and information

about COMINT.

¢. Security for Commnications Intelligence information is
obtained through special handling of the material itself, through
employment of special clearance and indoctrination procedures for the
persons who will have access to it, through a strict application of
the principle that an individual will receive only that information for
which he has a valid need-to-know, and a continuing personnel security
supervision program. The emphasis must be placed upon each individual
who is to receive Communications Intelligence information or infor-
mation sbout Communicetions Intelligence activities and the comtrol
of that knowledge which he acguires. All security devices and
procedures in the system designed to protect Communicatlons Intelli-
gence information endeavor to provide assurance that this sensitive
information is properly recognized and securely retained within the
system.




d. While extreme care is taken to safeguard information con-
cerning United States COMINT activities because a target country
can increase its cryptographic or transmission security measures
to the point where its communications are not longer susceptible
to COMINT exploitation, the same degree of protection need not be
given the U. S. ELINT effort. The reason for this is that the
source, direction and nature of electronic emissions from ELINT
target facilities, such as radars, cannct be concealed or disguised
to prevent their interception. Although the special COMINT security
standards and procedures generally are not applied to ELINT and
ELINT activities, they are protected and controlled by the security
regulations of the Government that cover handling of classified
defense information in general. PL 86-36/50 USC
EO 3.3(h)(2)
k., COMINT Security Regulations

a. The basic principles governing the safeguarding of COMINT
and COMINT sources &are outlined in & directive published by the
Director of Central Intelligence, with the concurrence of the USIB
(pcID 6/3, Communicetions Intelligence Regulations, 29 Dec 1959).

b. The basic principle governing disseminetion and use of COMINT
is the need-to-know. A system of ca‘qeg”orization, directly related
to and responsive to sensitivity, is utilized as a basis upon which
COMINT may be disseminated by a USIB member to persons indoctrinated
for access to particular ca.tegories or sub-categories of COMINT. ;’
The Director, NSA, maey approve the issuance of technical instructions
to non-indoctrinated personnel under certain conditions. Provision
is made for special or emefgency use of COMINT in the event of ‘
hostilities or other specified conditions. If prior co-ordination
with USIB| | as appropriate, i1s not possible, the orgeni-
zation responsible for such usage will notify the Director, NSA, of
actions taken; the Director, NSA, in turn, will be responsible for

immediate notification of the Board and will keep the\ J

c. The nature of COMINT and COMINT activities and their sus-
ceptibility to compromise require that certain information regarding
these activities and thelr product be restricted to persons who have
been cleared and indoctrinated for access to COMINT. The classi-
fication of each document containing information related to COMINT
or COMINT activities must be determined individually, after due
consideration of the damage which unauthorized disclosure of its
contents could cause to national security, national interests, and

9
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the capebility of the U.S. to continue to produce Commnications
Intelligence. Classification guidance is included in DCID 6/3.
Materials containing information in certain categories may be

released by the USIB member concerned with the prior approval of
the originator -~ which is usually the NSA. The NSA will inform

d. As outlined in DCID 6/3, elements of the pvocedure for
granting access to COMINT are consecutively:
PL 86-36/50 USC 3605

(1) Determination of the need-to-know. EO 3.3()(2)

(2) Investigation and evaluation in terms of USIB clearance
standards.

(3) Approval for indoctrination.
(4) Indoctrination.

Responsibility for granting access to COMINT in the performance of

duties under the direct cognizance of a USIB member rests with that
Board member. The need-to-know of all other individuals is deter-

mined by USIB.

e. There are restrictions against assigning a COMINT indoctri-
nated individual to hazardous duties, based upon evaluation of his
knowledge of COMINT or COMINT techniques and the advantage which
would accrue to any forelgn country through ability to institute
COMINT countermeagures, resulting from disclosure of that knowledge
through capture or interrogation of the individual in question.
Exceptions may be granted by the Board, or by Boerd members, under
certain conditions, which must be reported to the Board.

f. The protection of COMINT and, especially of COMINT technical
information, requires extraordinary precautions. Board members are
required to control access to COMINT areas and the dissemination of
COMINT in accordance with policies, standards and procedures established
by the Board.

g. Transmission of COMINT by electrical means must be accomplished
in accordance with minimum standards established by the USCSB Board.
The Director, NSA, may periodically perform technical analysis of
electrical COMINT communicetions as may be necessary to ensure the
continuing sdequacy of these prescribed minimum standards. A member
department or agency is required to provide data for such analysis,
but is not required to disclose the contents of communications

10
HANDEE—VEA—COMINT—CHANNELS—ONEY—

TOPSECRET




Sprtasd e
[Feq e R )

if such disclosure would jeopardize other operations under
his cognizance. The Director, NSA, cannot inspect any depart-
ment or agency without the spproval of its Chief.

h. Effective intercept of certain communications and effective
COMINT support of field cormmenders may require COMINT collecting,
processing or dissemination in exposed areas, with hazards involving
pogsible loss of COMINT. The determination to conduct a COMINT
aetivity in a given exposed ares is the responsibility of the
Director, NSA, based on certain criteria established in DCID 6/3
and congideration of the asdvanteges to be gained by the national
COMINT effort against disadvantages of the COMINT losses which
might result if the area concerned were suddenly overrun. A
decision to disseminate COMINT to consumers in exposed areas may be
made, after due consideration of the advantages and risks ilnvolved,
by individual Board members.

i. Any breach of COMINT security regulations or other cir-
cumstance which may be presumed to have revealed COMINT information
or successes to unauthorized persons is reported to the Director,
N8A, in accordance with procedures outlined in DCID 6/ 3. The
Director, NSA, is responsible for informing the Board if, in his
opinion, the compromise is significant, evaluating its effect upon
the COMINT effort and informing the Board of any further actions
he considers appropriaste. The Director, NSA, is also responsible
for notifying ]i£ necessary and
appropriate. Should intelligence services of other foreign govern-
ments be involved, the Director of Central Intelligence is
responsible for such notification as may be appropriate.

:\PL 86-36/50 USC 3604
EO 3.3(h)(2)

11
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5. The NSA Workforce

a. To fulfill its two primary missions as well as
responsibilities in the areas of Critlical Communications
(CRITICOMM) and cryptologic research and development activities,
the NSA workforce must be menned with many diverse specialties
and skills. Requirements range from scientists, mathematicians,
and engineers for SIGINT, COMSEC and R/D activities to blue-
collar wage board employees in the cryptographic production
elements. All of these employees must be cleared for access
to TOP SECRET and cryptographic information. They must also meet
the eligibility standards of the United States Intelligence Board
for COMINT indoctrination. PL‘\86-36/50 USC 3605

from the three Services. A distribution of this workforce by
occupational category is presented in Tab G. The assigament of
this workforce to the principal organizations of the Agency togpthﬁr
with respective manning authorizations is displayed in Tab H. k

c. The normal attrition rate, which is relatively low, averaées

employees. Further increases in strength are in prospect for next
year.

d. Personnel in the National Security Agency are employed in
the Excepted Service and under the provisions of Public Law 86-36.
Thus, they do not have the status of career employees in the
competitive service. Although the Agency is no longer subject to
the supervison of the Civil Service Commission under the Classi-
fication Act of 1949, its personnel policies are, in general, com~
parable to those of other Government Agencies with respect to job
classification, promotion, rates of pay, conditions of work, and
similar metters. All military and civilian positions of the NSA are
designated as "sensitive positions" within the meaning of Executive
Order 10450 as prescribed in Paragraph III E of the Department of
Defense Directive No. 5100.23, Administrative Arrangements for the
NSA, dated 25 August 1959. Employment and retention in the Agency,
therefore, are governed by Executive Order thSO and DOD Directive
5210.7, Department of Defensge Civilian Applicant and Bmployee Security
Program. Security clearances for NSA personnel, as for other
employees of the Department of Defense, are accomplished under DOD
Directive 5210.8, which states the Policy on Investigation and
Clearance of Department of Defense Personnel for Access to Clagsified
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Department of Defense Information. Because of the sensitive
neture of the NSA activities, and because employment in the Agency
requires access to very highly classified information, the NSA
personnel must meet the strictest of all security standards in

the Department, including those required for clearance for access
to Cryptographic information. In particular, each employee, with~-
out exception, must be found to be of excellent character and
discretion and of unquestioned loyalty to the United States. In
setting standards for access to Communications Intelligence and
information about Commmnications Intelligence activities, the
United States Intelligence Board incorporates the standards set
forth in Executive Order 10450 and the Department of Defense
Directives, adding the requirement that individuals handling such
material be native~born citizens of the United States. These are
found in DCID 6/3.

(1) The Director, NSA, like other members of USIB, has
authority to waive certain of these standards in cases where he
has determined the risk involved is negligible and there is a
compelling need for the services ofethe individual. However, in
practice, waivers have been limited under these standards usually
to cases where an employee's spouse, intended spouse, or relative
was not yet a U. S. citizen.

(2) Should information be obtained at any time indicating
that retentlion of an NSA employee was no longer clearly consistent
with the interests of the national security, the Director, NSA, is
empowered to suspend the employment of the individual, without pay,
under the provisions of Public Law 733, Eighty-first Congress.
After the individual has had the opportunity provided by law to
answer the charges against him and received benefit of procedural
rights afforded under that law, the Secretary of Defense may termi-
nate his service. Separation from the NSA may be accomplished also
for non-security reasons, under Rule 6 of the Civil Service
Commission Rules and Regulations, although in such cases the Veterans
Preference Act may also apply.

e. The successful accomplishment of the mission of NSA, so vitsl
to the national defense, is in a large measure dependent upon the
maintenance of a workforce of sufficient size and appropriate compo-
sition. This is a difficult task at best. It is rendered more
difficult by the need to maintain a maximum degree of security. The
security screening process is prolonged beyond minimum essential time
by Agency dependence upon the Military Services for the conduct of the
greater part of the background investigations needed for clearance
determination. Selection experience has shown that three of every
four applicents are rejected because of inadequate qualifications,
unsuitability for federal employment or as a result of security
consideration. In some special skill areas the rejection rate is
much higher. At the very minimum, 6,000 applicants will receive some
degree of processing to permit hiring[::::fingw employees under the
current fiscal program. T

PL 86-36/50 USC 3605
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TOP-SEERET-




f. Despite the urgency of employing a large number of new
personnel, the NSA observes every precaution and exercises every
means within its capacity to insure that every individual
employed fully meets the stringent security standards established
for determining that access to sensitive information is in the
best interests of the national security.

6. Identity of Major Program Elements

a. Basically, the overall szcurity program falls into two
major parts - physical security and personnel security. For the
most part, this report will concern itself with physical security,
personnel securlty and related persoanel matters, excluding con-
sideration of COMSEC and technical security matters which are
closely interiaced with SIGINT operationgs such as categorization
of COMINT.

b. Physical security is that component of security which
results from all physical measures necessary to safegnerd classi-
fied equipment, material, documents, and information from access
to or observation by unauthorized persons. Physical security,
therefore, supplements personnel secwrity by insuring that
authorized persons only have sccess to classified security infor-
mation, and that, in rezeiving, handling, transmitting, and
storing such information, the necessary facilities and procedures
are employed to protect it. A physical security program encom-
passes installation security to include perimeter control, intermal
compartmentation, personnel identification, visitor control, and
property control. Provision is made for safe storage facilities,
including locked cabinets, safes, and vaults. It promulgates and
enploys secure means and procedures for the destruction of classi-
fied waste. It further prescribes and conducts such inspections
and surveys as may be regquired to maintain high standards of
physical security.

¢. Personnel security is that security instituted to make
certain that those persons who are ascquiring knowledge or will
have access to sensitive informetion and material, meet standards
which indicate that they possess the character, discretion, and
loyalty to be able to control the knowledge acquired. The
personnel security program ls composed of three phases. The first
is a pre-employment, or pre-access check; the second is a clearance
determination; and the third, personnel security supervision. The
purpose of clearance screerning prccessing is to provide assurance,
within the limits of human frailties, that acceass to sensitive
informetion by any ilndividual or group is clearly consistent with
the best interests of the nation. Whenever information is furnished
one person by another, the donor must accept the fact that the
recipient may not properly control the knowliedge he so acquires.
Pre-access checks and clearance determinations, ther, are the means

W -
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by which the Government (a) endeavors to prejudge the ability
and willingness of an individual to control the knowledge he
will receive, and (b) tries to assure itself that the risk to
the national security in permitting access to sensitive infor-
mation is acceptable. After a person is cleared and recelves
access to highly classified sensitive information, the potential
damage he can do becomes greater as his access becomes greater.
It is necessary, therefore, that the utmost efforts be gpplied
to ensure the continuing rellability and suitebllity of cleared
personnel.

T. Organization for Administration of the Security Program

e. Insofar as the crgarization within the Agency is con-
cerned regarding security administration, the Director of
Security has been delegasted certain distinct authorities by the
Director of the NSA. Primarily, these authorities relate to
security clearances and the control of access to classified infor-
mation. In effect, the Office of Security Services is a staff or
service element of the Agency providing support in those areas of
security for which it has been expressly assigned cognizance.

b. The Director of Securlty is specifically charged with
assisting and advising the Director, NSA, in the execution of
security responsibilities; with providing the professional staff
necessary to implement the Agency’s security policies; with
insuring that Agency material and space are protected from unasuthor-
ized persons; with obtaining all the information necessary to permit
a determination that persons authorized access to Agency material
meet and contlnue to meet prescribed clearance standsrds; and with
providing security guldance, when requested, to U. S. activities
under the operational and technical control of the Director, NSA.

¢. To properly assume the responsibilities and accomplish
assigned tasks, the Director, NSA, has organized the Office of
Security Services into several operating entities, each charged
with a specific portion of the security mission. The Office of
Security Services has been structurally organized to consist of
the directing element, a plans and management staff, a records
processing and maintenance unit, and the following five divisions:

(1) Physical and Industrial Sesurity Division
(2) Clearance Division
(3) Personnel Interview Division (Polygraph Screening)

(4) Special Operations Division (Personnel Security
Investigations)

(5) Security Bducation Division
15
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The organizational structure of the Office of Security Services
and also of the Office of Persomnel Services are displayed in
greater detall and in & menner showing relationship to other
segments of Management Organizations in Tabs I through K.
Further, specific functional responsibilities of each of the

organizational segments portrayed are specifically detalled in
Tabgs J and K.

Although this paper is based on pertinent directives, the wording
of the originsl directives has, in many cases, been condensed or
gisted for the purposes of this paper; it is not necessarily a
complete statement or an exact transeription of the basle
directive. None of this should be quoted for officisl purposes
without reference to the original directives.

4_ 16
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March 19, 1959
NUMBER S-5100. 20 -

Department of Defense Directive.

SUBJECT The National Security Agency

I, GENERAL

Subjcct to the provisions of NSCID No. 6, dated
September 15, 1958, and tlic provisions of the National Seccurity
Act of 1947, as amended, and pursuant to the authoritics veated
in the Secretary of Dofense, the National Security Agcency in
estahlished as a scparately organized agency within the Depart-
ment of Defense und-r the diraction, authority and control of
‘the Secretary of Dufcnse,

Io. ORGANIZATION

* A, The Nationul Security Agency sha!l conspist of a

" Director, a Headquarters, and such subordinate units, facilitics
and activities as are specifically assigned to the National Sccurity
Agency by the Secretary of Defense or are cstablished by the
Director, NSA.

B. The National Technical Procesaing Genter and the
.Electronic Intelligonce Coordinating Group, establiched pursuant
to DOD Directive S-3115,2, dated July 13, 1955, are abolished.
Assighed functions, records, facilitics and cquipment are hereby
transferred to the Natlon:l Security Agency., Military and civilian
porsonnel (including authorized personnel spaces), and supporting
funds, are also transferred, as niatually agreod betwcen the
National Seci. - " roncy anfd the m:lita.ry scrvices,

III- .El.ubt LN "-'T.. [ .LIILS

The National Securlicy Afency, un ' - ie direction and
. .zurol of the Director of the Auscncy, sha!l. . responsible for
s the following functional fields as specificully srcscribed in
U appropriate NSC and DOD Directives:

L ‘1 €
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l. Communications intelligence (COMINT).
2. Electronics intelligence (ELINT).

3. Other functional fields assigned by specific NSC and
DOD Directives, ‘

IV, FUNCTIONS

Under the direction and control of the Director of the National
Security Agency, thc Agency shall perform the following functions
within its assigned fields of responsibilities:

l. Formulate plans, policies, procedures and principles.

2. Subject to the supcrvision of the Director of Defense
Rcscarch and Engincering, conduct research and
engineering activities to meet the necds of the National
Security Agency and the departments and agencics and
coordinatc the related research, development, test
and evaluation conducted by such departments and
agencies.

3. Determine and submit to the Secretary of Defcnse
logistic support requircments for the Agency, together
with specific recommendations as to what each of the '
responsible departments and agencies of the Govern~
ment should supply. '

4. Prepare in collaboration with the military departmcats
and submit to the Secretary of Defense a consolidated
DOD budget, and requirements for military and civilian
manpower, logistic and communications support, and
rescarch, dcvelopment, test and evaluation, together
with his recommcndations pereaining thercto.

5. Develop requisite security rules, rcgulations and stan~
dards governing operating practices in accordance with
the policics of the U.S. Intelligence Board and the U, S.
Communications Sccurity Board.

v

6. Make reports and furuish information to the U. S.
Intelligence Board or the U,S. Communications
Security Board, as required,

—SEEREF- '
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7. Produce and disscminate COMINT and ELINT infor-
mation in accordauce with objectives, requircments
and priorities cstablished by the U.S. Intelligence |-
Board, (I'his function will not include the production
and dissemination of finished intclligence which are
the responsibilities of departments and agencies other
than the National Security Agency.)

8. Perform such other functions as the Secretary of
Defense or other proper authority assigns.

V. RELATIONSHIPS

A. In the performance of its functions, the Agency shall;

1. Coordinate actions, as appropriate, with the military
departments, other DOD agencics, and other depart-
ments and agencics of the Government having collateral
or related functions in the ficlds of its assigned rcspon=
sibilities,

2. Maintain acti-- linison, arn appropriaie, for the ex-
change of information and advice in the licwi of its
assigned responsibility with the military ., .artments,
other DOD agencics and other departments and apgea-~
cies of the Government. '

3, Make full use of established [a: ‘itics in the militery
depurtments, other DOD agencics, and other deparr-
ments and agencies of the Governmenti, tather than
unnecessarily duplicating such facilitics.

4, Provide for participation by rcprescntatives of each
of the members of the U. S. Intelligence Board in those’
offices of the National Sccurity Agency where prioritics
of intercept and processing are establizhed by the
Director of the National Security Agcncy.

B.. _ Officials of the military departments and otiirr DOD agen-
cies shall provide support, within their respective fields ot respo.i-
sibility, to the Director of the National Sccurity Agengy as may be
necessary to carry out the assigned responsibilitics of the Agency.

]
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Vi. AUTHORITIES

A. To carry out assigned responsibilitics of the Agengy, the
Director of the National Security Agoncy is specifically delegated
authority to:

l, Exercise operational and technical control of COMINT
and ELINT intercept and processing activities of the
United States to the extent prescribed in other specific
DOD Directives,

Z, Issue instructions pertaining to COMINT and ELINT

* | to the Chiefs of the opcrating agencies of the Services
or civilian departments or agencies when action by
them is requircd. However, because of the unique
technical character of COMINT and ELINT operations,
the Director is authorized to issue direct to any \
operating elements under his operational coatrol task
assignments and pertinent instructions which are
within the capacity of such elemunls to accomyplish,
Compliance with instructions issued by the Divector
is mandatory, subject only to appeal to the Szcretary
of Defense by the head of the departinent and arency
concerned (military departinent, other DOD apricy,
oxl other department or agency of the Governinsnt),

3, Have direct access to, and direct communication with,

any elemcnt of the department or agency (miilinry
depariment, other DOD agency, or other depuviinent
’ or arency of the Governmeut) perforining COMINT and

ELINT functions over which he exercises operatiional
and technical control,
4, Cecntralize or consolidatc the performance of COMINT
and ELINT funciions for which he is responsible to
- the extent he deems feasible, in consonance with the
aims of maximum overall efficiency, economy and
cffectiveness,

5. - Prcscribe policies, procedures, principles, and issbuc
instructions for activities under his opcrational ox
technical cantrol, as appropriates

6. Prescribe, or review and approve security rules,
regulations and instructions, as appropriatc.




REF ID:A40539

Mar 19, 59

-SEGRET S-5100, 20

7. Obtain such information and inteclligence material
from the departments and agencies (military depart-’
ments, other DOD agmcies, or other dcpartments
ur agencloes of tho Goverhmunl) an may ho uecan., ey
for the performance of the Agency's functions.

8. Maintain a departmental property account {for the
" Agency,

B. Inproviding direct COMINT and ELINT support to the
military departments, othor DOD agencies and other departments and -
apeuncics of the Government, the Director of the National Sccurity Agency
is authorizcd to delegate opcerational control of specified COMINT and
ELINT f{acililios and rcsources as he determines appropriate,

C. Other authorities spccificaliy delegated by the Sccretary of
Defcnac or other proper authority to the Director of the National
Sccurity Agency in other dircctives or issuances will be referenced
in an inclosure to this directive,

Vi, ADMINISTRATION

A. The Director of the National Security Agency shall be a
commissioned officer of the Armed Forces, on active duty, designated
by the Secretary of Defense, after consultation with the Joint Chiefs
of Staff, and shall have at lcast three-star rank while serving in this
position, His appointment shall be for a terin of four ycars, The
Director shall report to the Secretary of Defense through the Assistant
to the Secretary of Defense (Special Operations).

.. B. Therc shall be a civilian Deputy appointed by the Director
of the Agency. with the approvil of the Secretary of Defcnse.

C. To the extent applicable and consistent with the functions
assigncd to the Agency, Department of Defense policies, regulations
~ and procedures will govern the Agency's operations.

D. The Agency will be authorized such personnel, facilities,
funds and other administirative support as the Secretary of Defense
deems necessary for the performance of its functions. The military
departments, other DOD agencies, or other departments and agencics
of the Government, as appropriate, shall provide support for the
Agency as prescribed in specific directives or support agrecments,

»
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Vi, CANCELLATION

Sécretary of Defense memorandum dated December 5, 1952,

subjact; "Implementation of NSCID No. 9, Revisod!" and DOD Dirnctive
S-3115, 2, dated July 13, 1955, are hereby canceled. (NSCID No. 6,
dated September 15, 1958, superseded NSCID No. 9, Revised, dated

October 24, 1952).

" IX.' EFFECTIVE DATE

This Directive is effective upon publication.

;"’4:4

' Secretary of Defense
Inclosure - 1
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_ Directive 5100.23, dated August 25, 1959.

logic material and equipment by the military departments, as preséri‘bed.
. 4in DoD Directive 5160.13, dated March 20, 1956.
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§-5100.20 (Inel 1) -

Jisting of Specific Delegations of Aut
Secre of Defense to the Director\of the

l. Administrative authorities required for the administration
end operation of the National Becurity Agency, as prescribed in DoD

2. Authority to authorize or request the procurement of erypto-

3. Authority to esta'bl:l.sh and administer programs of training, as
prescribed in DoD Directive 1430, h, dated October 27, 1958.

b. Authority to assign the classification of TOP SECRET, as pre=-
scribed in DoD Directive 5200.1, dated July 8, 1957, and by Seerata.ry
of Defense memorandum, dated June 3, 1958.

5. Authority to dstermine ths eligibility of individual civilian
officers and employees to transport or store their privately owned
motor vehicles at Govermment expense, in accordance with provisions of
DoD Directive 1418.3, dated June 19, 1961.

¥ %k k %

JRevised June 23, 1961

1 e B i e hey o el ik i bt b %A et AL o T TR st o el S, i st Ltnill.



REF ID:A40539

L ]
»
=3
I :
o ~
& R
t] .
[ ]
L J
h
»




REF ID:A40539

August 25, 1959
NUMBER 5100. 23

Adm, Asst.,5/D

Department of Defense Directive

SUBJECT Administrative Arrangements for the
National Security Agency

References: (a) DoD Directive S-5100. 20, '"The National Security
Agency"
(b) DoD Directive 5148, 4, ""Assistant to the Secretary
of Defense (Special Operations)"

I. PURPOSE

The purpose of this directive is to preacribe certain adminis-~
trative arrangements and to delegate the administrative authorities
required for the administration and operation of the National
Security Agency,

I. POLICY

A. The Director of the National Security Agency shall make
maximum use of the established facilities in the military depart-
ments for procurement, accounting, disbursing, investigative and
related administrative operations rather than unnecessarily dupli-
cating such facilities in the Agency.

B. Officials of the military departments shall provide such
support within their respective fields of responsibility, to the
Director of the National Security Agency as may be necessary to
carry out the assigned responsibilities of the Agency.

oI. ADMINISTRATIVE ARRANGEMENTS

The following specific arrangements and provisions will be
~ applied in the administration and operation of the National Security

Agency:

. A. The Department of the Army will act as fiscal agent for
Q the Agency and in that capacity will:
»




I.

1. Incorporate into its annual budget estimates the amounts
determined by the Secretary of Defense to be necessary
for operation and maintenance, procurement, and re-
search, development, test and evaluation activities,
including the amounts required for confidential expenses,
Such amounts will be in addition to the budget of the
Department of the Army for other functions.

2. Allocate appropriations, as approved by the Secretary
of Defense, to accounts established for the National -

Security Agency.

3. Provide disbursing and financial accounting services,
as appropriate, in connection with the expenditure of
funds by the Agency.

The Agency, to the extent practicable, will conform to such budgetary
and fiscal accounting procedures as may be required by the Department
of the Army for similar activities. This arrangement, however, will not
be construed or so utilized as to effect any administrative controls by the
Department of the Army over the fund resources of the Agency other than
those which may be imposed by the Secretary of Defense or required by
law, ' : :

B. The Agency will utilize the established facilities and services
of the three military departments, as appropriate, for effecting the pro-
curement of equipment, supplies and services and for the disposition of
excess equipment and supplies, including the disposal of surplus printing,
binding and related equipment. )

1. To the extent practicable and consistent with its purpose
and objectives, the Agency will comply with the procure-
ment regulations and practices of the individual military
department furnishing this service. The need for and
propriety of the items procured is a matter for deter-

W mination by the Director of the National Security Agency
and the military departments will assume no responsi-
bility for such procurement, except when required by
law as a part of the procurement process.

2, The costs of items purchased for the Agency will be
charged to appropriations made available to the Agency,
but no charge will be made for indirect or overhead
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expenses for the procuring services unless such facility is
operating under a Working Capital or Management Fund and it
. 18 the normal practice to include a charge for overhead.

3. Requests for procurement action made by the Agency to the
military departments will bear an appropriate certificate
indicating the funds that are properly chargeable and that
such are avallable. .

k. Although the Agency will operate its own .printing plants,
1t will utilize the facilities of the military departments
for the disposal of printing, binding and related equipment
that is surplus to the needs of the Agency. Such equipment
will be removed promptly from the Agency facility by the
military department concerned. When such equipment 1s deing
replaced, it will be removed concurrently with or prior to,
as appropriate, the delivery of the replacement items. In
other instances, when it is necessary for the convenience of
the Agency that surplus printing equipment be removed prior
to its final disposition by a military department or the
General Services Adminlgtration, the cost of the removal will
he borne by the Agency. :

5. Other excess or surplus equipment and supplies of the Agency
will be disposed of in accordance with arrangements worked

out between the military departments and the Agency.

C. The Department of the Army will be responsible for the performance
of internal audits of the National Security Agency. These audits will be
performed for the Secretary of Defense in accordance with audit policies
established in DoD Directive T600.2 and DoD Instruction 7600.3. Reports of
audit will be addressed to the Director, National Becurity Agency, with a
copy of each audit report being forwarded simultaneously by the Army Audit
Agency directly to the Assistant Secretary of Defense (Comptroller) and the
Assistant to the Secretary of Defense (Special Operations), respectively,
immediately upon issuance. Within sixty s from the date each report is
issued, the NSA will sultmit to the Asn(co::g, through the ATSD(S0), a state-
ment of actions taken, to be taken, or other comments, with respect to each
reconmendation contained in the report.

ke dk Kk ok ok ok k ok ok ok k%

D. BStatistics, reports or information which will disclose the or-
ganization of any function of the EBA, any of its activities, or the names,
t4tles, salaries, or numbers of persons employed by the Agency will not be
released outside the Department of Defense to any individual, organization,
or government department or agency except when authorized by the Director,
HSA, the Secretary of Defense, or other proper authority, or when required
by law. BStatistics, and progress or status reports, including those per-
taining to personnel employed by or assigned to the National Security Agency,
vhich are required by activities of the Office of the Secretary of Defense
will be sulmitted by the Agency to the Directorate of Statistical Services,

OASD(Comp), in accordance with the provisions of DoD Directive T700.1
3

§Revised May 11, 1961
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E. All military and civilian positions of the National Security Q
Agency are hereby designated as "'sensitive positions" and will be treated

as such in connection with investigative, security clearmce.. and employ-

ment matters governed by DoD Directives 5210. 7 and 5210. 8.

F. The provisions of DoD Directive 1400, 7 and related DoD instruc-
tions issued by the Assistant Secretary of Defense (Manpower) will apply
to the NSA. The Director of the Agency will designate an "Employment
Policy Officer" and will establish and administer the procedures for em-
ployment policy matters as required by the pertinent DoD directives and

instructions.

IV. DELEGATION OF AUTHORITY

A. An inclosure to this directive contains a delegation of the vari- - ,
ous administrative authorities required by the Director of the National
Security Agency to administer and direct the operations of the Agency,
including those required as a result of the enactment of Public Law 86-36.

B. All civilian positions established in the National Security Agency
under the authority of the Classification Act of 1949, as amended, and
Section 1581(a) of Title 10, U.S. Code, which were in effect immediately
prior to the effective date.of Public Law 86-36 (73 Stat. 63), as well as
the compensation for such positions and the appointments of the incum- Q
bents of such positions will continue in effect under Public Law 86-36
until other appropriate action is taken in accordance with the applicable
provisions of this Directive and the attached delegation of authorities to
the Director of the National Security Agency.

V. CANCELLATION

Secretary of Defense memoranda. dated May 19, 1954, March 7,
1955, August 10, 1956,and July 10, 1958, delegating certain administra- .
tive authorities and prescribing arrangements for administrative services -
for the National Security Agency, and Secretary of Defense memorandum .
dated July 2, 1959, continuing all civilian positions in the Agency are
hereby superseded and cancelled.

VL. EFFECTIVE DATE

This Directive is effective upon publication. -
kg sfoLe,
Deputy Secretary of Defense

Inclosure - 1
Delegation of Authority O
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. DELEGATION OF AUTHORITY

Pursuant to the authority vested in the Secretary of Defense, the
following authorities, as required in the administration and operations
of the National Security Agency, are hereby delegated, subject to the
authority, direction and control of the Secretary of Defense, to the
Director of the National Security Agency, or in the event of the absence.
or incapacity df the Director, to the person acting for him:

1. Authority to exercise the powers vested in the Secretary of
Defense by Section 204 of the National Security Act of 1947, as amended
(5 USC 171d), Section 12 of the Administrative Expenses Act of 1946, as

- amended (5 USC 22a), and Section 2 of Public Law 86-36, dated May 29,

1959 (73 Stat. 63), pertaining to the establishment of positions, the fixing
of rates of basic compensation, the employment, the direction and the
general administration of civilian personnel of the National Security
Agency, subject to the following:

a. For the positions established in the National Security Agency
which ordinarily would be subject to the Classification Act of 1949, as
amended (5 USC 1113):

(1) The general compensation rules governing positions
under the Classification Act of 1949, as amended (5 USC 1132) will be
applied.

(2) The rates of basic compensation shall be fixed at the
same rates of basic compensation required for positions of corresponding
levels under the Act.

(3) Appointments may be made at rates of basic compen-
sation above the minimum rates only when higher rates of basic compen=+
sation for similar positions or categories of positions under the Classi-
fication Act-of 1949, as amended, have been approved by the Civil Service
Commission or when otherwise specifically approved by the Secretary
of Defense. Such appointments will be made at the same advanced rates
of basic compensation as are approved by the Civil Service Commission
for similar positions except when otherwise specifically approved by the
Secretary of Defense.
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b. Positions established at rates of basic compensation equal
to rates of basic compensation authorized for Grades 16, 17 and 18 of the
General Schedule of the Classification Act of 1949, as amended.(5 USC
1113(b)) are subject to approval by the Secretary of Defense.

. 2. Authority to establish in the National Security Agency not
more than fifty civilian positions involving research and development
functions which require the services of specially qualified scientific or
professional personnel and to fix the rates of basic compensation for
such positions at rates not in excess of the maximum rate of compensa-
tion authorized by Section 1581(b) of Title 10, U.S. Code. The rates of
basic compensation for such positions will be subject to approval by the
Secretary of Defense.

3. Authority to grant additional compensation to civilian officers
and employees of the National Security Agency who are citizens or
nationals of the United States, in accordance with and not to exceed
additional compensation authorized by regilations of the State Depart-
ment or the Civil Service Commission, whichever is applicable, for
employees whose rates of basic compensation are fixed by statute.

. 4, Authority to establish such advisory committees and to employ
such part-time advisers as the Director of the National Security Agency -
considers necessary for the performance of functions of the National
Security Agency, pursuant to the provisions of Section 173 of Title 10,

U.S. Code.

a. Also, authority to make findings when required to comply
with rule 1 in paragraph V. A. of DOD Directive 5030,13, dated May 29, . -
1959, and to waive compliance with any part or all of the requirements
of rules 3, 4 and 5 in paragraph V.A. of DOD Directive 5030.13 for any
public advisory committee, other than an industry advisory committee,
when the Director of the National Security Agency finds that compliance
.would render effective utilization of the committee impracticable and
that such waiver would be in the public interest.

5. Authority to administer oaths of office incident to entrance
into,the Executive Branch of the Federal Government or any other oath
required by law in connection with employment therein, in accordance
- with the provisions of the Act of June 26, 1943 (5 USC 16a) and to desig-~
nate in writing, as may be necessary, officers and employees of the
National Security. Agency to perform this function. _ |
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O_ 6. Authority to establish an NSA Incentive Awards Board and to
pay cash awards to, and to incur necessary expenses for the honorary
recognition of, civilian employees of the Government whose suggestions,
inventions, superior accomplishments, or other personal efforts, in-
cluding special acts or services, benefit or affect the National Security
Agency or its subordinate activities in accordance with the provisions

of Public Law 763, 83rd Congress (5 USC 2123), Civil Service Regula~
tions, and Department of Defense policies, criteria and standards.

7. Authority to (1) authorize, in case of an emergency, the X
appointment of a2 person to a sensitive position for a limited period for
whom a full field investigation or other appropriate investigation, includ-
ing the National Agency Check, has not been completed, and (2) authorize
. the suspension, but not to terminate the services of an employee in the

interest of national security in positions within the National Security
Agency in accordance with the provisions of the Act of August 26, 1950,
as amended (5 USC 22-1), Executive Order 10450 dated April 27, 1953, as
amended, and DOD Directive 5210. 7 dated August 12, 1953 (as revised).

8. Authority to clear personnel of the National Security Agency
and such other individuals as may .be appropriate for access to classified
° Defense material and information in accordancée with the provisions of
0 DOD Directive 5210, 8, June 29, 1955 (as revised), '"Policy on Investi-
gation and Clearance of Department of Defense Personnel for Access to
Classified Defense Inforrmation", and Executive Order 10450 dated
April 27, 1953, as amended.

9. Authority to act as agent for the collection and payment of
taxes imposed by Chapter 9 of the Internal Revenue Code.and, as such
agent, to make all determinations.and certifications required or provided
for under Section 1420(e) of the Internal Revenue Code and Section 205
(p)(1) and (2) of the Social Security Act, as amended (42 USC 405(p)(1)
.and (2)) with respect to employees of the National Security Agency.

10. Authority to authorize and approve overtime work for civilian
officers and employees of the National Security Agency in accordance
with the provisions of Section 25. 221 of the Federal Employees Pay
Regulations, ' )

11. Authority to authorize and approve travel for civilian officers
.and employees of the National Security Agency in accordance with the
Standardized Government Travel Regulations, as amended (BOB Circular
A-~7, Revised) and applicable Department of Defense directives and in-
structions, and for temporary duty travel only of military personnel

3
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assigned or detailed to the National Security Agency in accordance with
Joint Travel Regulations for.the Uniformed Services, April 1, -1951, as

amended,

' a. In addition, authority to authorize and approve invita-
t:lona.l travel to persons serving without compensation whose consultive,
advisory, or other highly specialized technical services are required
in a capacity that is directly related to or in connection with activities
of the National Security Agency pursuant to the provisions.of Section 5 .
of the Administrative Expenses Act of 1946, as amended (5 USC 73b-2).

12, Authority to approve the expenditure of funds available for )
travel by military personnel assigned or detailed to the National Security .
Agency for expenses incident to attendance at meetings of technical,
scientific, professional or other similar organizations in such instances.
where the approval of the Secretary of Defense or his designee is re-
quired by law (5 USC 174a). This authority cannot be redelegated.

13. Authority to develop, establish and maintain an active and con-
tinuing Records Management Program, pursuant to the provisions of
Section 506(b) of the Federal Records Act of 1950 (64 Stat. 583), (44 USC
396(b)). @

14. Authority to classify, declassify and down-grade or up-grade
the classification of defense information or material for which the
National Security Agency has responsibility pursuant to Executive Order
10501, dated November 5, 1953, as amended, and DOD Directive 5200.1,
dated July 8, 1957, and to designate in writing, as may be necessary,
officers and employees within the National Security Agency to perform
these functions.

15, Authority to purchase or contract through a military depart-
ment or a Government department or agency outside of the Department
of Defense, as appropriate, for supplies, equipment and services for
the. National Security Agency or for which the National Security Agency
is responsible.

16; Authority to establish and use an Imprest Fund for making
small purchases of materiel and services other than personal when it
is determined more advantageous and consistent with the best interests
of the Government, in accordance with the provisions of DOD Direct ive
7200.1, dated October 28, 1957, and the Joint Regulation of the General
Services Administration-Treasury Department-General Accounting
Office for Small Purchases Utilizing Imprest Funds. . @

4
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17. 'Authority to act for the Secretary of Defense before the Joint
Committee on Printing, the Public Printer, and the Director of the
Bureau of the Budget on all matters pertaining to printing, binding and
publication requirements for the National Security Agency.

18. Authority to publish advertisements, notices or proposals
in newspapers, magazines or other public periodicals as required for
the effective administration and operation of the National Security Agency
(44 USC 324). '

19. Authority to appoint Boards of Survey, approve reports of
survey, relieve personal liability and drop accountability for property of
the National Security Agency reflected in the authorized Departmental
Property Account which has been lost, damaged, stolen, destroyed or
otherwise rendered unserviceable in accordance with applicable laws and
regulations.

20. Authority to promulgate the necessary security regulations
for the protection of property and places under the jurisdiction of the
Director, National Security Agency, pursuant to paragraphs III. A. and
V.B. of DOD Directive 5200, 8 dated August 20, 1954,

In making this delegation it is intended that the Director of the
National Security Agency utilize, to the maximum extent practicable and
feasible, existing facilities of the military departments for procurement,
accounting, disbursing, investigative and related administrative opera-
tions in lieu of duplicating such facilities in the National Security Agency.

All of the above authorities will be exercised by the Director of
the National Security Agency in accordance with the provi sions of appli-
cable DOD directives and instructions. The Director of the National

- Security Agency may redelegate these authorities, as appropriate, and
in writing, except as otherwise specifically indicated above or as other-
wise provided by law,

This delegation of authorities is effective immediately and super-
sedes the delegations of authority from the Secretary of Defense to the
Director, National Security Agency, dated March 7, 1955 and July }]O,
1958,

610496
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DEPARTMENT OF DEFENSE
DIRECTIVES SYSTEM TRANSRMITTAL

DATE DISTRIBUTION

August 4, 1955 5210. 7

5210.7-Ch 4

ATTACHMENTS

None

INSTRUCTIONS FOR RECIPIENTS

The following pen change to DoD Directive 5210, 7, "Department of Defense
Civilian Applicant and Employee Security Program", August 12, 1953 has
been duly authorized:

3 PEN CHANGE

gy b

Revise the wording in Reference (a) to read as follows:

"Department of Defense Directive 5210, 8, '"Policy on Investigation
and Clearance of Department of Defense Personnel for Access to
Cl assified Defense Information', dated June 29, 1955"

~ Administrative Secretary

O

PREVIOUS EDITIONS ARE OBSOLETE
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12 August 1953
NUMBER 5210.7

Department of Detense Directive

' SUBJECT Department of Defense Civilian Applicant
M and Employee Security Program

References: (a) Secretary of Defense memorandum, dated 1l June 1950,
fPolicy on Investigation and Clearance of Depart-
ment of Defense Personnel for Handling Top Secret,
Secret, and Confidentisl Material and Informatiomn,%
as amended by Secretary of Defense memorandum,
dated 2 February 1951, and Department of Defense
Directive R-5210.2, dated 5 June 1952.

(b) Secretary of Defense memorandum, dated 2 October
1950 "Elimination of Non-sensitive Areas of
Employment” and attachment thereto, "Criteria for

O Determining Eligibility for Employment for Sensi-

tive and Non-sensitive Duties in the Department
of Defense"

(6) Secretary of Defense memorandum, dated 19 Jaruary
1951, "lLoyalty and Security Policies and Procedures"
and attachment thereto, “"Uniform Criteria for
Administration of Loyalty and Security Policies
and Procedures for Civilian Personnel in the Depart-
ment of Defense"

(d) Secretary of Defenss memorandum, dated 13 February
1951, "Pre-employment Investigations" and attach-
ment thereto, "Pre-Appointment Investigations®

(e) Departmesnt of Defense Directive 5210.7, dated
26 May 1953, "Department of Defense Civilian Appli-
cant and Employee Security Progranm®

I. PURPOSE

To establish and maintain an effective program to insure that
the employment and retention in employment of any civilian
officer or employee within the Department of Defense is clearly
consistent with the interests of the national security,
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IY. CANCELIATION
References (b) through (e) are cancelled.
I1I. AUTHORITY

A. This directive is issued pursuant to the authority vested
in the Secretary of Defense by the following:

1. The National Security Act of 1947 (Public Law 253,
80th Congress, as amended).

2. The Act of August 26, 1950 (Public Law 733, 81st
Congress).

]

3. Executive Order No. 10450, dated 27 April 1953,
ngo swarcde L.

"Security Requirements for Government Emplqyment,

IVe APPLICABILITY

A, This directive applies to the following persons in the
Depar tment of Defense:

l. Civilian applicants for employment

2. Civilian officers and employees

V. DEFINITIONS

A. National Security

As used herein, the term "national security™ relates to
the protection and preservation of the military, economic,
and productive strength of the United States, including
the security of the government in domestic and foreign
affairs, against or from espionage, sabotage, and subver-
sion, and any and all other illegal acts designed to
weaken or destroy the United States.

B, Sensitive Position

A "sensitive position" is any position within the Depart-
ment of Defense, the occupant of which could bring about,

»
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B,

A,

B,
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by virtue of the nature of the position, a material
adverse effect on the national security. Such posi-
tions shall include the following:

l. Any position, the duties or responsibilities of
which require access to Top Secret, Secret, or
Confidential security information or material.

2. Any other position so designated by authority of
the Secretary of Defense or of the Secretary of
a Military Department.

POLICY

No civilian will be employed or retalned in employment
in the Department of Defense if his employment or
retention in employment is not clearly consistent
with the interests of the national security.

The use of the suspension and removal procedures author-
ized by Public Law 733 will be limited to cases in which
the interests of the national security are involved.
These procedures will be used to supplement, not to sub-
stitute for, normal civil service removal procedures.
Maximum use will be made of normal civil service removal
procedures where national security is not a consideration
and such procedures are adequate and appropriate.

STANDARD AND CRITERIA

Standard, The standard for the refusal of employment or

the removal from employment in the interests of the national
security shall be that, based on all the available informa-
tion, it is determined that employment or retention in
employment of the person concerned is not clearly consistent
with the interests of the national security.

Criteria for Application of Standard. Information regard=-
ing an applicant for employment, or an employee, which may
preclude a finding that his employment or retention is
clearly consistent with the interests of the national secu-
rity, shall relate, but shall not be limited, to the
following:

l. Depending on the relation of the employment to the
national security:

a. Any behavior, activities or associatioms
which tend to show that the individual is
not reliable or trustwarthy.
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b. Any deliberate misrepresentations, falsifica-
tions, or omission of material facts.

¢. Any criminal, infamous, dishonest, immoral, or
notdriously disgraceful conduct, habitual use
of intoxicants to excess, drug addiction, or
sexual perversion.

d. Any illness, including any mental condition, of
a nature which in the opinion of competent
medical authority may cause significant defect
in the judgment or reliability of the employee,
with due regard to the transient or continuing
effect of the illness and the medical findings %*

* in such case.

Posk ok o ok
sk ok ok % %k

i

e. Any facts which furnish reason to believe that
the individual may be subjected to coercion,
influence, or pressure which may cause him to
act contrary to the best interests of the national
- security.

2, Commission of any act of sabotage, espionage, treason,
or sedition, or attempts thereat or preparation
therefor, or conspiring with, or aiding or abetting,
another to commit or attempt to commit any act of
sabotage, espionage, treason, or sedition,

3. Establishing or continuing a sympathetic association
with a saboteur, spy, traitor, seditionist, anarchist,
or revolutionist, or with an espionage or other secret
agent or representative of a foreign nation, or any
representative of a foreign nation whose interests
may be inimical to the interests of the United States,
or with any person who advocates the use of force or
violence to overthrow the government of the United
States or the alteration of the form of government
of the United States by unconstitutional means.

"$ Revised 26 Aug Sb
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Advocacy of use of force or violence to overthrow '
the government of the United States, or of the
alteration of the form of government of the United
States by unconstitutional means.

Membership in, or afiiliation or sympathetic associa-

tion with, any foreign or domestic organization,

association, movement, group, or combination of persons

which is totalitarian, Fascist, Communist, or subver-

sive, or which has adopted, or shows, a policy of g
advocating or approving the cormission of acts of {
force or violence to deny other persons their rights {
under the Constitution of the United States, or
which seeks to alter the form of government of the 5
United States by unconstitutional means.

Intentional, unauthorized disclosure to any person of
security information, or of other information disclo-
sure of which is prohibited by law,.

Performing or attempting to perform his duties, or
otherwise acting, so as to serve the interests of ‘
another government in preference to the interests J
of the United States. ' :
Participation in the activities of an organization ‘
established as a front for an organization referred

' to in subparagraph 5 above when his personal views

wore sympathetic to the subversive purposes of such
organization.

Participation in the activities of an organization

with Imowledge that it had been infiltrated by members
of subversive groups under circumstances indicating
that the individual was a part of or sympathetic to

the infiltrating element or sympathetic to its purposes.

Participation in the activities of an orgmnization,
referred to in subparagraph 5 abowe, in a capacity
where he should reasonably have had knowledge of the
subversive aims or purposes of the organigation.

Sympathetic interest in totalitarian, Fascist, Com-
munist, or similar subversive movements.
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12, Sympataetic associstion with a member or members of .
an organizastion referred to in subparagrsph 5 sbove.

(Ordinarily this will not include chance or occasional
meetings, nor contacts limited to normsl business or
officliel relations.)

13. Currently mainteining » close continuing association
with 8 person who has engaged in sctivities or mssoci-
ations of the type referred to in subparagraphs 2
through 11 sbove. A close continuing association may
be deemed to exist if the individuasl lives st the ssme
premigses ss, frequently visits, or freocuently communi-
cates with such verson.

14, Close continuing sssocletion of the type described in
subpsragraph 13 above, even though later separated by
distence, if the circumstances indicate that renewal
of the associstion is probable. .

15. The presence of a spouse, perent, brother, sister or

» offspring in a nation whose interests may be inimical

to the interests of the United States or in satellites

or occupied areas of such a nation, under circumstances

permitting coercion or pressure to be brought on the

individual through such relativea.

16, Willful violstion or disregard of security regulations.

17, Acts of a reckless, irresponsible or weanton nature which
indicete such poor judgment end instability as to suggest
that the individusl might disclose security information
to unsuthorized persons or otherwise assist such persons,
whether deliderestely or inadvertently, in activities
inimical to the security of the United States.

18, Refussl by the individusml, upon the ground of constitu-
tional privilege sgainst self-incrimination, to testify
before a congressional committee regarding charges of
his alleged disloyalty or other misconduct.

: B2 I
- s 08

C. The sctivities and mssoclations listed in paragraph B above
are of verying degrees of seriousness, Therefore, the
ultimate determination of whether employment or retention
in employment is clearly consistent with the interests of
national security must be an over-ell common-sense one based
on pll availsble information. 0

. # Revised Page 6
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VIII. PERSONNEL SECURITY INVESTIGATIONS

A. Investigative Requirements

1. General

The appointment of each civilian officer or employee
in the Department of Defense shall be made subject to
investigation. The scope of the investigation shall
be determined in the first instance according to the
degree of adverse effect the occupant of the position
sought to be filled could bring about, by virtue of
the nature of the position, on the national security,
but in no event shall the investigation include less
than a national agency check (including a check of
the fingorprint files of the Federal Bureau of Investi-
gation), and written inquiries to appropriate local
law-enforcement agencies, former employers and super=
visors, references, and schools attended by the person
under investigation; Provided, that to the extent
authorized by the Civil Service Commission, a lesser
investigation may suffice with respect to per-diem,

0 intermittent, temporary, or seasonal employses, or

* aliens employed outside the United States. Should
there develop at any stage of investigation informa-

' tion indicating that the employment of any such person

b may not be clearly consistent with the interests of
the national security, the investigation will be ex~
tended as necessary to enable the Secretary concerned
to determine whether retention of such person is clearly
conglistent with the interests of the national security.

2. Sensitive Positions

a. Pre=-Appointrent.

(1) No civilian will be appointed to a sensitive
position designated by the Secretary of Defenss,
the Secretary of the Army, the Secretary of the
Navy, or the Secretiry of the Air Force, which
involves responsibility for the development or
approval of war plans, plans or particulars of
future major or special operations of war, or
eritical and extremely important items of war,
or policies and programs which affect the over=-
all operations of the Department of Defense,
the Department of the Army, the Department of
the Navy, or the Department of the Air Force,

O prior to completion with satisfactory results

>
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of a full fileld investigation, which in no event
will be less than a Background Investigation

as defined in Reference (a); Provided that, in
case of emergency, such posgition may be filled
for a limited period by a person with respect

to whom a full field investigation has not been
completed if the Secretary concerned or his
designee finds that such action is necessary in
the interests of national defense, which finding
shall be made a part of the records of the depart-
ment, concerned; and provided further, that a
national agency check with satisfactory results
has first been completed.

Civilian appointees for other sensitive positions
in the Department of Defense will be subject to
the investigative requirements as prescribed in
Reference (a), but in no event shall include less
than the investigation prescribed in A. 1 above;
Provided that, as a minimum, a national agency
check with satisfactory results shall be completed
prior to appointment; and provided further that,
in case of emergency, such position may be filled
for a limited period by a person with respect to
whom such investigation, including the national
agency check, has not been completed if the Secre-
tary concerned or his designee finds that such
action is necessary in the interests of national
defense, which finding shall be made a part of the
records of the department concerned.

bs Incumbents

(1)

(2)

No civilian officer or employee of the Department
of Defense will continue to occupy positions desig-
nated in accordance with 2.a.{1) above unless there
has been conducted with respsct to such person a
full field investigation with satisfactory results;
Provided, that a person occupying such a position
may continue to occupy the position pending the
completion of a full field investigation.

Civilian officers or employees of the Department of

Defense occupying positions referred to in 2.a.(2)

above will be subject to the investigative require-
ments prescribed in that sub-paragraph.

Referral to Federal Bureau of Investigation

Investigations which develop information indicating that an
individual may have been subjected to coercion, influence, or
pressure to act contrary to the interests of the national sscu-
rity or information relating to any of the matters described
in Section VII B 2 through 16 shall be referred promptly to the
Federal Bureau of Investigation for a full field investigation,
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Ce Security-Investigation Tndex

This index is maintained by the Civil Service Commission
under Section 9(a) of Executive Order No. 10450. In
order to comply with Section 9(b) of the said Executive
Order, the investigative agencies, which conduct personnel
security investigations, will prepare and submit, in
triplicate, Standard Form 79 (Notice of Security Investi-
gation) to the Investigations Division, United States
Civil Service Commission, Washington 25, D. C., on the
same day the investigation is initiated. Additionally,
appropriate information concerning each person, who has
been suspended or terminated under Public Law 733, will
bs furnished to the Civil Service Commission.

D. Custody of Investigatiwe Information

The reports and other investigative material and informa-
tion developed by investigations conducted pursuant to
Public Law 733, Executive Order No. 9835, or any other -
.0 security or loyalty program relating to officers or
employees of the government, shall remain the property of
the investigative agencies conducting the investigations,
but may, subject to considerations of the national secu-
rity, be retzined by the department or agency concerned.
Such reports and other investigative material and infor=
1 mation shall be maintained in confidence, and no access
shall be given thereto except, with the consent of the
investigative agency concerned, to other departments and
agencies conducting security programs under the aunthority
granted by or in accordance with Public Law 733, as may
be required for the efficient conduct of government business,

X. CRITERI\ COVERNING APPLICATION OF PUBLIC LAW 733 AUTHORITY

A. Delegation of acthority

1. The authority contained in Public Law 733 to suspend
an emp.Jyee in the interest of national security may
be delegated ty the Secretaries to appropriate sub-
ordinate ofrici.ls below the Secretarial level.

2. The authority contained in Public Law 733 to terminate
the services of an employee in the interest of national
security may not be exercised by subordinate officials

O below the Secretarial level.
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Suspension and Termination o

Should there develop at any stage of investigation infor-
mation indicating that the employment of any officer or
employee of the Department of Defense may not be clearly
consistent with the interests of the national security,
the Secretary concerned or his designee shall immediately
suspend the employment of the person involved if he deems
such suspension necessary in the interests of the national
security and, following such investigation and review as
he deems nscessary, the Secretary concerned shall terudinate
the employment of such suspended officer or employee when=-
ever he shall determine such termination necessary or
advisable in the interests of the national security, in
accordance with Public Law 733. However, employees should
not be suspended under this authordty pending further
investigation when the available information indicates
that retention in a duty status during such investigation
would not be likely to have a material adverse effect on
the security of the activity or of classified security
information or material, nor on mere suspicion, nor for
disciplinary reasons or any other reasons which can be
appropriately handled under some other authority. When
considered necessary in order to provide the maximum pro-
tection to the security of the activity or of classified
security information or material pending determination
under Public Law 733, interim action other than suspen- o
sion should be used to the fullest practicable extent.

Procedural Benefits

le An emplioyee of the Department of Defense who has been

suspended under Public Law 733 and whose termination
under that Act is proposed will be granted procedural
benefits in accordance with the provisions of that Act.

a. The thirty-day time limits specified in Public
Law 733 shall be construed to mean calendar days.

b, Statements of charges given to an employee under
Public Law 733 will be as specific as security
considerations permit. No information which is
relevant to the charges against him will be used
as a basls for terminating his employment unless
it has been excluded from the statement of charges
and the hearing for valid security reasons, or
unless it has been revealed to the employee during
the adjudication process in such a manner that his
ability to present a defense thereto has not been
projudiced,

10 @Lﬁ
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c. The notice of suspension will set forth in detail
the reasons for initiating the proceedings.
Normally the employee will be entitled to all
informaion except that which will rewveal classified
security information or material, investigative
methods, or the identity of confidential informantss

de The hearing "by a duly constituted authority for
this purpose™ provided for in Public Law 733 shall
be construed to mean a hearing before a board
compoged of not less than three members, a majority
of whom must be civilians,.

e, A finding and recommendation by a hearing board
which are unfavorable to the employse shall be
promptly reviewed by the Secretary concerned or
his designee, and the employee notified, in writing,
of the Secretarial action on the case., A Secre-
tarial decision favorable to the employee also will
be promptly communicated to the employee.

Resimations

A resignation submitted by an employee after notice of
suspension or other proposed adverse action under Public
Law 733 has been communicated to him and before final
action has been taken, will be accepted. However, the
Standard Form 50 effecting the resignation will bear the
notation that the resignation was accepted during action
under Public Law 733.

Compensation

In case an employee whose employment has been suspended orx
terminat ed under Public Law 733 is reinstated or restored
to duty by the Secretary concerned, he shall be allowed
compensation for the entire period of such suspension or
termination in an amount not to exceed the difference be-
tween the amount such employee would normally have earned
during the period of such suspension or termination at

the rate he was receiving on the date of suspension or
termination, as appropriate, and the interim net earnings
of such employee; provided that the employee shall not be
compensated for any extension of the perind of suspension
or termination caused by his voluntary action and not the
result of the action of the agency in suspending or termi-
nating hinm,
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X.

XII.

REINSTATEMENT, RESTORATION TO DUTY, REEMPLOYMENT (WITHIN THE

DEPARTMENT OF DEFENSE)

Any person whose employment is suspended or terminated under

the authority granted to heads of departments and agencies by

or in accordance with Public Law 733 or pursuant to Executive
Order No. 9835 or any other security or loyalty program relat-~
ing to officers or employees of the government, shall not be
reinstated or restored to duty or reemployed in the same depart-
ment or agency, and shall not be reemployed in any other depart-
ment or agency, unless the head of the department or agency
concerned finds that such reinstatement, restoration, or reem-
ployment is clearly consistent with the interests of the national
security, which finding shall be made a part of the records of
such department or agency: Provided, that no person whose employ-
ment has been terminated under such authority thereafter may be
employed by any other department or agency except after a deter-
mination by the Civil Service Commlssion that such person is
eligible for such employment.

REVIEW AND READJUDICATION OF PREVIOQUS CASES

Each Secretary or his designee shall review ths cases of all
civilian officers and employees with respect to whom there has
been conducted a full field investigation under Executive

Order No., 9835, and after such further investigation as may be
appropriate, shall readjudicate, in accordance with Public Law
733, such of those cases as have not besn adjudicated under a
security standard commensurate with that established under this
directive.

REFERRAL OF POSSIBLE DEROGATORY INFORMATION

Whenever there is developed or received by any depariment or
agency of the Department of Defense information indicating
that the retention in employment of any officer or employes
of the government may not be clearly consistent with the
interests of the national security, such information shall be
forwarded to the hesad of the employing department or agency
or his designes. 1In cases referred to the Department of
Defense, the Secretary concerned or his designee, after such
investigation as may be appreopriate, shall review and, where
necessary, readjudicate, in accordance with Public Law 733,
the case of such officer or employees.

O
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- XIIIe REPORTING REQUIREMENTS

*

Pursuant to Executive Order 10550, which amended Executive
Order 10450, and in order to assist the Civil Service
Commission in discharging its responsibilities under Execu=
tive Order 10450, the Military Departments and the Office
of the Secretary of Defense will, as scon as possible and
in no event later than ninety (90) days after the receipt
of the final investigative report on a civilian officer or
employee subject to a full field investigation under the
provisions of Executive Order 10L50, advise the Civil
Service Commission as to the action taken with respect to
such officer or employee, This report will be in accord=-
ance with and conform to the reporting requirements of

the Civil Service Commission as stipulated in Departmental
Circular No. 771, dated 27 October 19S5Lhe. No OSD Report
Control Symbol has been assigned to this requirement,

% %k ok s %k ok %k k& k ok %k % k %k X
% ok sk K %k ok Kk % kK k Kk kK & X

XIV. EFFECTIVE DATE

This directive is effective immediately.

v, IMPLEMENT ATTON
O Existing regulations will be modified as necessary to
conform to this directive, and coples of the revised regu-
. lations will be forwarded to the Secretary of Defenses

geilaor

Secretary of Defense

#Revised 16 May 55 i

13
A67951
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June 29, 1955
NUMBER 5210, 8

Department of Defense Directive

SUBJECT Policy on Investigation and Clearance of Department of Defense
Personnel for Access to Classified Defense Information

References: (a) Secretary of Defense memorandum, dated 1lli June 1950,
subject: YPolicy on Investigation and Clearance of
Department of Defense Personnel for Handling Top
Secret, Secret, and Confidential Material and
Information.”

(b) Secretary of Defense memorandum, dated 2 February
1951, subject: "Policy on Investigation and Clear=-
ance of Personnel within the Department of Defense,
its Contractors, and Contractors' Employees for
Access to Restricted Data as Defined in the Atomic
Energy Act of 19L6."

(c) Department of Defense Directive 5210.8, dated
5 June 1952, subject: M"Eligibility Criteria for
Cryptographic Clearances."

(d) Department of Defense Directive 5200,1, dated
19 November 1953, subject: ™"Safeguarding Official
Information in the Interests of the Defense of the
United States.™

(e) Department of Defense Directive 5200,3, dated
21 December 1953, subject: "Department of Defense
Policy for Assignment of Classification Categories
to Official Defense Information," as amended on
15 April 195L4.

(£f) Department of Defense Directive 5210.7, dated
12 August 1953, subject: "Department of Defense
Civilian Applicant and Employee Security Program,"

I. PURPOSES |

A. To prescribe the policy and general procedure relating to
personnel security investigations and the clearance of
military and civilian personnel for access to classified
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C.

defense information, including cryptographic information
and "Restricted Data," when such personnel are citizens

of the United States, or aliens in the United States with
immigration visa for permanent residence, and are on duty
with, employed by, hired on an individual contractual basis,
or serving in an advisory capacity to, the Department of
Defense or its components whether on a permanent, temporary,
or part-time basis and whether or not they are compensated
for their services rendered, or compensated from non-appro=-
priated funds.

To define the minimum standards of investigation and the
criteria upon which clearances may be granted.

To effect general uniformity in the field of personnel secu=-
rity investigations and clearances throughout the Milatary
Departments and in all other agencies and activities of the
Department of Defense, in-order to facilitate the inter-
change of information pertaining to completed personnel
security investigations and clearances granted or denied.
Nothing in this directive, however, willl be construed as
authorizing the disclosure of classified defense informa-
tion to any person even though a clearance for access may
have been or may be granted such person.

CANCELLATION

}

i
References (a), (b), and (c) are hereby superseded and cancelled.

DEFINITIONS

A,

B.

Ce

D.

Classified Defense Information, Official information which
requires protection in the interests of national defense
and which is classified for such purpose by appropriate
classifying authority in accordance with the provisions of
references (d) and (e).

National Security. This term relates to the protection and
preservation of the military, economic, and productive
strength of the United States, including the security of
the government in domestic and foreign affairs, against or
from espionage, sabotage, and subversion, and any and all
other illegal acts designed to weaken or destroy the United
Statese.

Alien. As used herein, the term "alien" means any person
not a citizen or national of the United States.

Immigrant Alien., As used herein, this term means any alien
lawfully admitted into the United States under an immigra-
tion visa for permanent residence.
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POLICY

No person shall be entitled to knowledge of, or possession of,
or access to, classified defense information solely by virtue

of his office, position, or security clearance, - Such infor-
mation may be entrusted only to those individuals whose official
military or other governmental duties require such knowledge or
possession and who have been investigated when required and
cleared for access in accordance with the minimum standards
prescribed by this directive. Clearances serve to indicate

that the persons concerned are eligible for access to classified
defense information should their official duties so require.

As a general policy, no person will be granted a security clear-
ance unless it is affirmatively determined as prescribed herein
that such clearance is clearly consistent with the interests of
national security.

CRITERIA FOR APPLICATION OF POLICY

A. The ultimate determination of whether the granting of a
clearance is clearly consistent with the interests of
national security must be an over-all common sense deter-
mination based on all available information. The activities
and associations listed below, whether current or past and
while not all inclusive, are of varying degrees of serious-
ness and warrant initiation of action to effect such deter-
mination:

l, Commission of any act of sabotage, espionage, treason
or sedition, or attempts thereat or preparation therefor,
or conspiring with or aiding or abetting another to
commit or attempt to commit any act of sabotage, espio-
nage, treason or sedition.

2. Establishing or continuing a sympathetic association
with a saboteur, spy, traitor, seditionist, anarchist,
or revolutionist, or with an espionage or other secret
agent or representative of a foreign nation, or any
representative of a foreign nation whose interests are
inimical to the interests of the United States, or
with any person who advocates the use of force or vio-
lence to overthrow the government of the United States
or the alteration of the form of government of the
United States by unconstitutional means.

3¢ Advocacy of use of force or violence to overthrow the
government of the United States, or of the alteration
of the form of government of the United States by
unconstitutional means. !
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tion with, any foreign or domestic organization,
association, movement, group, or combination of persons
which is totalitarian, Fascist, Communist, or subver-
sive, or which has adopted, or shows, a policy of
advocating or approving the commission of acts of force
or violence to deny other persons their rights, under
the Constitution of the United States, or which seeks
to alter the form of government of the United States

by unconstitutional means. (An organization, movement,
or group, officially designated by the Attorney General
of the United States to be totalitarian, Fascist, Com-
munist, or subversive, to advocate or approve forcible .
or violent denial of Constitutional rights, or to seek

alteration of the form of government of the United

States by unconstitutional means, shall be presumed to

be of a character thus designated until the contrary be
established. )

Membership in, or affiliation or sympathetic associa- @

Performing or attempting to perform his duties, or other=-
wise acting, so as to serve the interests of another
govermment in preference to the interests of the United
States.

Failure or refusal to sign a loyalty certificate, or

pleading protection of the Fifth Amendment or of Article

31, Uniform Code of Military Justice, in refusing to il
completely answer questions contained in required secu- ﬂip
rity forms or personal history statements; pleading

protection of the Fifth Amendment or of Article 31,

Uniform Code of Military Justice, or otherwise failing

or refusing to answer any pertinent question propounded

in the course of an official investigation, interro-

zation, or examination, conducted for the purpose of

ascertaining the existence or extent, or both, of con-

duct of the nature described in 1 through 5 above and

7 through 13 below,

Participation in the activities of an organization estab-
lished as a front for an organization referred to in

l, above, when his perspnal views were sympathetic to the
subversive purposes of such organization.

Participation in the activitles of an organization with
knowledge that it had been infiltrated by members of
subversive groups under circumstances indicating that
the individual was a part of, or sympathetic to, the
infiltrating element or sympathetic to its purposes.

Participation in the activities of an organization,
referred to in i above, in a capacity where he should

h O
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@ reasonably have had knowledge of the subversive aims or purpoces
of the organization.

10, Sympathetic association with a member or members of an organization
referred to in L above, or sympathetic interest in totalitarian,
Fascist, Communist, or similar subversive movements.

11, Currently maintaining a close continuing asso¢iation with'a person
who has engaged in activities or associations of the type referred
to in 1 through 9 above. A close continuing association may be
considered to exist if the individual lives at the same premises
as, frequently visits, or frequently commnicates with such person.

12, Close continuing association of the type described in 11 above,
even though later separated by distance, if the circumstances
indicate that renewal of the association is probalfle.

13, Any facts, other than as set forth in 14 through 19 below, which
furnish reason to believe that the individual may be subjected to
coercion, influence, or pressure which may cause him to act con-
trary to the best interests of national security. Among matters
which should be considered in this category would be the presence
of a spouse, parent, brother, sister, or offspring in a natioﬁ,

a satellite thereof, or an occupied area thereof, whose interests
are inimical to the interests of the United States.

1}, Willful violation or disregard of security regulations,

15, Intentional unauthorized disclosure to any person of classified
information, or of other information disclosure of which is
prohibitfd by law,

16, Any deliberate misrepresentation, falsification, or omission of
material fact,

17. Any criminal, infamous, dishonest, immoral, or notoriously dis-
graceful conduct, habitual use of intoxicants to excess, drug
addiction, or sexual perversion.

18, #cts of a reckless, irresponsible or wanton nature which indicate
such poor judgment and instability as to suggest that the indivi-
dual might disclose security information to unauthorized persons
or otherwise assist such persons, whether deliberately or inad-
vertently, in activities inimical to the security of the United
States.

19. All other behavior, activities, or associations which tend to
ghow that the person is not reliable or trustworthy.

20, Any illness, including any mental condition, of a nature
which in the opinion of competent medical authority

@ may cause significant defect in the Judgment or
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transient or continuing effect of the illness and the

reliability of the individual, with due regard to the @
medical findings in such case.

VI, TYPES OF INVESTIGATIONS

A, Personnel security investigations shall be of two types,
as follows:

1, National Agcncy Checke.
2., Background Investigation.

B. The type of investigation required in any instance will
depend on the category of classified defense information
to which a clearance for access is required and on the
citizenship status of the individual concerned.

C. The minimum standards prescribed herein may be raised in
any particular case or category of cases, if deemed desir-
able by the Military Department or agency concerned.

VII., NATIONAL AGENCY CHECK

A. Components of a National Agency Checke. A National Agency
Check consists of a check with the following agencies ,
d as indicated, for pertinent facts having a bearing on the
loyalty and trustworthiness of the individual:

- 1, TFederal Bureau of Investigation (FBI). The FBI head-
quarters criminal and subversive files will be checked j
in every case. A properly completed non-criminal type q
fingerprint chart will be submitted with each request.

2+ Assistant Chief of Staff, G-2, Department of the Army
(G=2). ill be checked when the individual is or has
been in the Army or a civilian employee of the Depart-
ment of the Army.

3e Office of Naval Intellipgence, Department of the Navy
(OllI)e %ill be checked when the individual is or has
been in the Navy, Marine Corps, or lMerchant Marine, or
a civilian employee of such agencies. (In the case of
Coast Guard personnel, or persomnel with Merchant
Marine background, the files of tre U, S. Coast Guard
will also be checked.)

he Office of Special Investigations, The Inspector General,
USAF, Department of the Air Force (0OSL). Will be checked

when the individual is or has been in the Air Force or .
a civilian employee of the Department of the Air Force,
6
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S, Civil Service Commission (CSC)s Will be checked in
all cases where the individual is or has been an
employee of the United States Government.

‘6, Immigration and Naturalization Service (IZNS). W1l
be checked in all cases in which the individual is an
alien in the United States, an immigrant alien, or

. naturalized citizen.

7. House Committee on Un-American Activities (HCUA). Will
be checked when pertinent to the inquiry.

8. Central Index Personnel and Facility Security
Tlearance File (Department of the Army). WiLl be
checked when the Personal History Statement or
other available information concerning the indi-
vidual indicates that he is, or has been, an
officer, owner, or employee of a firm which has,
or has had, a Department of Defense classified
contract.

9. Other Agencies, Will be checked when pertinent to the
” purpose for which the investigation is being conducted,
Investigative agencies concerned will determine when
such other agencies should be checked.

v B. Extension of Inquiry. In the event derogatory or questionable
information concerning an individual is disclosed by a National
Agency Check, the inquiry will be extended as necessary to
obtain such additional information as may be required to sub-
stantiate or disprove the information.

C. Personnel Who Reguire a National Apgency Check. National
Agency Checks will be conducted on the following categories
of personnel within the Department of Defense, except as
otherwise provided in this Directive:

1, U. S. citizen civilian personnel whose employment
requires:

a, Interim clearance for access to Top Secret and
cryptographic defense information pending final
clearance.

b. Interim clearance on an emergency basis as a pre-
requisite for occupancy of those sensitive positions
set forth in Section VIII.D.l.b. telow. (See refer-
ence (f), Section VIIT.A.2.2.(1).)
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° 2, U, S. citizen military personnel whose assignment,
duty or training requires: @

a, Tinal clearance for access to Top Secret and
cryptographic information, provided that such
personnel have had continuous honoratle active
duty, or a combination of such sctive duty and
civilian employment in government service for
ten consecutive years with no break greater
than nincty dayse

b. Interim clearance for access to Top Secret and :
cryptorraphic defense information. . E

e Mnal clearcnce for access to Secrct defense
nformation.

d, M™nal clearance for access to Secret defense
information ir: connection with short periods of )
active duty for training purposes, as members §
of the sctive llaticnal Guard and reserve forces.

el

~. Tinal clearcnce for access to Secrct defense
information in connection with training activities,
as ncmbers of lational Guard units and reserve com-
- ponents not on active duty.

PP A SR

e Civl'ian ond militorv pernonncl within the Department

. of Dofence selectcd for duties in connection with
osrosrams invelving information, education, and oriemta-
ticn of scrvice personnel, including treining for such

duticc, :
VIYI., BACKGROUND INVESTIGATICH . 3
A. Sccpe of 2 I‘ac!:trround Investipations A Lackground Investi- §

eaticn 1..i~h is conducted for clearance purposes 1s designed

to develc: informaiition v to whethar the access to classi-

fied malerial by the person being invectigated is clearly :
coneinirat “rith the interests of national security. It 4
shall m-%c irquir;r inte the pertinent facts bearing on’ the ;
loyaity ~n.l irp:btuorti-iness of the individual. It will t
normelly cover the period of his life fwem-i—Januery-1933
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ls Derogatory information is developed in the course
of the investipgation, in which event the investiga-
tion will be extended to any period of the indivi-
dual's life necessary to substantiate or disprove the
information or, unless

2. Additional investigation is specifically required by
. competent authority.

Be Referral to Federal Bureau of Investigation (FBI). In the
event that derogatory information is developed concerning
civilians which relates to any of the activities described
in Section V.A.l. through 15, it shall be referred immedi- B
ately to the FBI. Ty

C. Components of a Background Investigation:

l. National Agency Check as outlined in Section VII above, ¢

2. Z2irth Records. The individual's date and place of
birth will be verified through school, employment or
other records examined during othcer investigations.
Only if a discrepancy appears, need vital statistics
records and any other necessary to establish the indi-
vidual's correct date and place of birth be examined,

» 3¢ Educatione. Attendance at last school or college will
be verified, except that verification of attendance
at primary schools is not required in any circumstance;

AL neither is verification of attendance at secondary
aJIbuJ“- ’1?” ggggg}gJarier~to—193?—requireda Results of attendance
o 15'47"“ at Service schools will, as a rule, appear in the indi-
vidual's service record and need not be confirmed. In

addition to examining school records, persons in a
position to know the individual's activities while in
attendance should be interviewed, if available.

Mﬂ"’ M L. Emgloment. The records of present and former employers
o AAUAL <sinceeanuady19374pmar eighteenth (18th) birthday,
whichever involves the shorter period, will be examined
to verify the period of employment and efficiency record,
Former employers and co-workers will be interviewed,
_ if available, to ascertain the loyalty, character, and
reputation of the individual.

5« References., References will be interviewed. Interviews
also be had with persons (not relatives or former
employers) who have knowledge of the individual's backe=
ground and activities, but who are not given as refer-
ences by the individual.
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10,

11,

Neighborhood Investigationse These investigations
will be conducted when deemed necessary or expedient
in substantiating or disproving derogatory informaticn.

Criminal Record, The records of police departments
and other law enforcement agencies in the vicinities
where the individual has resided or been employed for
substantial periods of time will be checked whenever
considered appropriate, or if information developed
from a National Agency Check is not considered ade-
quate. The records of local FBI offices need not be
checked unless special circumstances warrant the
advisability of so doing,

Military Service. The service of the individual in the
armed forces and type of discharge will be verified,

Toreign Connections. Any connections the individual

has had with foreigners in the United States or abroad
will be reported., The extent and purpose of any such
connections will be ascertzined as well as the relation=-
ship of the individual to such persons or orgcnizations.

Citizenship Status, In all cases the citizenship status
of the individual will be established,

a. United States Citizens. (See 2 above.)

b, Dmmigrant Aliens, The records of the Immigration
and Naturalization Service, ‘ashington, D. C., will
be searched to verify date and place of birth,
legal entry into the United States, and to ascer-
tain whether the individual has indicated an inten-
tion to become a citigen of the United States,

c. Naturalized Citizens. +the naturalization and date
and place of birth will be verified through rccords
of the appropriate U. S. District Court. If the
place of naturalization cannot be determined, I&NS
Records, Washington, D. C., will be examired.

Foreign Travel. If the individual has travellcd outside
the United States_s# 9274 excent in
military or naval service, the Dencrtment of State
records will bc checked to determine reasons for such
travel. If such travel occurred after 1 July 1946,
records of the Central Intellisence Agency (CTa) will
also be checked,

10 !
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12, Credit Record. Whenever necessary, credit agencies
and/or credit references will be contacted in those
. gha Aot places where the individual has resided for substantial
davuneq . periods of time since 1 January-1937—er—eighteenth (18th)
s ?’M ro AL birthday, whichever is the shorter period.

. 13, Organizations. During the course of the investigation,
as set forth above and by examination of personal

. history statements and other records examined, efforts
will be made to determine if the individual had:

"Membership in, or affiliation or sympathetic
association with, any foreign or domestic organization,
association, movement, group, or combination of persons
which is totalitarian, Fascist, Communist, or subver-
sive, or which has adopted, or shows, a policy of advo=-
cating or approving the commission of acts of force or
violence to deny other persons their rights under the
Constitution of the United States, or which seeks to
alter the form of government of the United States by
unconstitutional means." (Section 8(a)(5), Executive
Order 10450)

| ot
‘ D. Personnel Required to Receive Background Investigation:

. l. The following persons in the Departmént of Defense are
required to be given a Background Investigation, except
as otherwise provided in this Directive:

a8 Clvilian and military personnel whose assignment,
duty, training or employment requires that they
have access to Top Secret defense information,

‘ including members of the organized National Guard
and reserve forces not on active duty whose train=-
ing activities require access to Top Secret defense
information, -

b, Civilian employees assigned to any position which
involves responsibility for the:

(1) Development or approval of war plans.

(2) Development or approval of plans or particulars
of future major or special operations of war,

(3) Development or approval of critical and ex-
tremely important items of war, ‘

(L) Development or approval of policies and programs
e .. which.affect the-over-all operations of the

"
1n
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* Office of the Secretary of Defense, Departmbnt
of Army, Department of Navy, or Department of '
Air Force.

‘ ¢s Members of Security Screening, Hearing and Review
Boards.--Mlitary personnel who have been granted
final Top Secret clearances under the criteria
established in Section IX.A.l.a.(2){b) below, and
upon whom a Background Investigation has been
initiated, may be appointed as members of boards
which pass upon alleged disloyal, subversive, or .
disaffected military personnel constituting a
security risk.

d. Immigrant aliens who require access to classified
defense information classified Confidential or
higher.

e. Consultants, temporary or part-time employees and
civilians paid from non-appropriated funds, whose
duties require access to Top Secret defense :
information,

f. Civilian and military persomnel assigned to duties
in connection with or having access to pr eseribed : i

. classified cryptographic systems, but subject to §
additional qualifications as set forth in Section {
XV below,
IX, - CLEARANCES

A, Civilian and military personnel and immigrant aliens who are
employed by, hired on a contractual basis by, or serving
in an advisory capacity to the Department of Defense, whether
on a permanent, temporary, or part-time basis, and whether or
not they are compensated for their services rendered, or com=
pensated from non-appropriated funds, may be declared eligible - i
for access to classified defense information by being granted :
a final or interim clearance under the minimum requirements
set forth below for each category of defense information, and
provided that no derogatory information based on criteria set
forth 1n Section V is developed indicating that the clearance !
of the individual is not clearly consistent with the interests :
of national security. In addition, an immigrant alien to be. i
eligible for clearance shall have formally declared his intent H
to become a U, S, citizen. (For cryptographic clearances,
see Section XV below.) Any activity granting an interim clear=- .
ance must insure that the additional investigative procedure i
necessary to satisfy the final clearance requirements is in

progress.
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1o Iop Secret
a, Final Clearance

(1) Civilian Personnel - U. S. Citizens

(a) Background Investigation, or

(b) When the individual occupies a specific
office in the Depar tment of Defense, to
which he has been appointed by the Presl-
dent by and with the advice and consent
of the Senate.

(2) Military Personnel = U. S, Citizens

(a) Background Investigation, or
(b) National Agency Check plus

(1) Continuous honorable active duty as
a member of the armed forces, or a
combination of such active duty and
civilian employment in government
service on a continuous basis, for a
. 4 minimum of ten consecutive years (with
‘ no break greater than ninety days)
immediately preceding the date of the
current investigation, plus

(ii) Check of Unit Personnel Records, 201
File, or Bureau of Haval Persommel File,
Intelligence Field File or Special File
or ONI Case History File, to determine
if any derogatory information exists
concerning the individual, or

(c) When the individual occupies a specific
office in the Department of Defense to
which he has been appointed by the President
by and with the advice and consent of the
Senate,

-

(3) Immigrant Aliens

Background Investigation.

.

. be Interim Clearance
@ (1) Civilian Persomel -~ U, S. Citizens

(a) National Agency Check, except that only in
i ' . 13
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‘ case of emergency as set forth in Section
* VIII of Reference (f), may an interim
clearance be granted to employees occupy-
ing positions involving responsibilities
listed in Section VIII D.l.b, hereof.

(2) Military Persomel - U, S. Citizens

(a) National Agency Check, or

- (b) Continuous honorable active duty as a
member of the armed forces, or a combination
of such active duty and civilian employment .
in government service on a continuous basis
for a minimum of five consecutive years
(with no break greater than ninety days),
immediately preceding the date of the cur-
rent investigation, plus a check of files
required in Subparagraph a{2)(b)(ii) above.

(3) Immigrant Aliens

No interim clearance authorized,

2. Secret

. a, Final Clearance @

(1) cCivilian Personnel - U. S. Citizens

National Agency Check and, in addition, written
inquiries to appropriate local law enforcement
agencies, former employers and supervisors,
references, and schools attended as required by
Section VIII of Department of Defense Directive
5210.7 pursuant to Executive Order 10L450; except
that a Background Investigation is required for
employees occupying positions involving respon=-
sibilities listed in Section VIII.D.l.b, hereof.

(2) Military Personnel - U. S, Citizens

National Agency Check,

(3) Immigrant Aliens

Background Investigation.

1y
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b, Interim Clearance

(1) Civilian Persomnel - U. S, Citizens

(2)

(3)

(a) National Agency Checke

(b) 1In case of emergency, interim clearance for
access to Secret may be granted for a limited
period without a National Agency Check pro-
vided responsible authority finds that such
action is necessary in the interests of
national defense. (See Section VIII A.2.a(2)
of Department of Defense Directive 5210.7.)
This action shall be based upon a check of
available records,

¥ilitary Personnel - U, S, Citizens

Check of files required in Subbaragraph 1.a{2)(b)

© (ii) above.

Immigrant Aliens

No interim clearance authorized,

2+ Confidential

a, Final Clearance

(1)

(2)

(3)

Civilian Personnel - U, S. Citizens

National Agency Check and, in addition, written
inquiries to appropriate local law enforcement
agencies, former employers and supervisors,
refcrences, and schools attended, as required

by Section VIII of Department of Defense Directive
5210.7 pursuant to Executive Order 10l50.

Military Persomnel - U, S, Citizens

Formal investigation will not be required, but a
check of the files required in Subparagraph l.a(2)
(t)(ii) abtove will be conducted.

Immigrant Aliens

Background Investigation.
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be Interim Clearance

(1) Civilian Personnel - U. S, Citizens

(a) HNational Acency Check.

(v) 1In case of emergency, interim clearance
for access to Confidential may be granted
for a limited period without a National
Agency Check provided responsible authority
finds that such action is necessary in the
interests of natiohal defense. (See Sec-
tion VIII A.2.a.(2) of Department of Defense
Directive 5210.7.) This action shall be
based upon a check of available records.

(2) 1litary Personnel - U. S. Citizens

None required.

(3) Immigrant Aliens

No interim clearance authorized.

Access Pending Clearance Requirements - U, S, Citizens

When immediate access to classified defense information
is required in order for the individual concerned to
carry out his assigned task, and because of exceptional
circumstances the delay caused by awaiting interim clear-
ance would be harmful to the national interest, the
commander or responsible authority empowered to grant
clerrances may authorize such access to U, S. citizens,
based on the records immediately available, except for
employees occupying positions involving responsibilities
listed in Section VIII D.l.be. In each such case of
granting im-ediate access, a record of the authorization
shall be made and the commander or responsible authority
concerned will immediately institute the procedures neces-
sary to satisfy clearaznce requirements. This authority
does not abrogate any of the civilian employment require-
ments set forth in Reference (f).

Access by Aliens

a. Alicns, other than immigrant aliens, employed by,
hired on a contractual basis by, or serving in an
advisory capacity to the Department of Defense,
whether on a permanent, temporary, or part-time
basis, and whether or not they are compensated for
their services rendercd, are not eligible for

16
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+ security clearances but may be granted access to
classified defense information under the following
conditions:

(1) Appropriate authority may grant an alien a
"Iimited Access Authorization® in cases when
it is determined that employment of the alien
. in duties requiring access to certain classified
+ defense information is necessary in the interest
! of furthering the mission of the command or
: installation. However, in the Interests of
national security, it is essential that strict
limitations be placed on the types of positions
in which aliens may be utilized and the types
of classified defense information which may be
disclosed. Every effort will be made to insure
that aliens are not employed in duties involv-
ing access to classified defense information
except in exceptional cases and when the need
is clearly established.

(2) For granting an alien a Limited Access Authoriza-
tion, there shall have been completed with satise
0 factory results a Background Investigation. If
geographic and political situat ions prevent the
full completion of a Background Investigaztion,
. ‘ as described in Section VIII, access by the alien
’ shall not be authorized unless the investigative
information obtainable is sufficiently complete
and reliable to enable the authority empowered
to grant access to determine that such access is
clearly consistent with the interests of national
security.

(3) In addition to the above, access to Top Secret
defense information may be granted only upon
the specific authorization of the Secretary of
the Department concerned.

X. INVESTIGATTONS BY OTHER GOVERNMENTAL AGENCIES

A. Whenever a prior investigation by any investigative agency of
the Federal Government meets the standards prescribed in this
Directive, clearance may be granted upon the review of the
prior investigation, provided that service with the Federal
Government has been continuous or no break in service longer
than ninety (90) days, since completion of this prior investi-
gation, and an inquiry of the agency of prior employment
discloses no reason why clearance should not be granted. If
the prior investigation does not meet such standards, supple-
mental or additional investigation will be conducted.

17
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B. Acceptance of Investigations Conducted for Civilian
* Employment @

1. The following investigations may be accepted for investi-
gative or clearance purposes within the Department of
Defense as indicated, provided the person has been con-
tinually in the employ of the Executive Branch of the
Federal Government or no break longer than ninety (90)
days since the completion of the investigations, and an
inquiry to the agency of prior employment discloses no
reason why clearance should not be granted.

a. "Record check and inquiry" conducted by the Civil
Service Commission pursuant to Section 3, Part 1,
“xecutive Order 9835, may be accepted as the equiva-
lent of the National Agency Check plus written
inquiries.

b. "Preappointment loyalty check" conducted by the Civil’
Service Cormission pursuant to Executive Order 9835,
provided an FBI fingerprint check is included, may be
accepted as the equivalent of a National Agency Check.
This does not include the record checks conducted by

. the FBI under Part VI, Executive Order 9835, since such
checlks are.not the equivalent of a National Agency
Check.

P . .
’ c. National Agency Check including FBI fingerprint check,
conducted by a U. S. Governmental agency pursuant to .
s Executive Order 1CL50, may be accepted as the equiva-
) lent of a National Agency Check, as defined in
Section VII.

de Full field investigation conducted pursuant to Execu-
tive Order 10450 by a U, S. Governmental agency may
be accepted provided it is determined upon review of
the investigative report that it meets the standards
prescribed in Section VIII for a Background
Investigation.

2, Where a Background Investigation of a civilian ermployee
is required under the provisiocns of this Directive, the
National Agency Check component of the Background Investi-
gation will not be duplicated if it is determined that
a U. S. Governmental agency is conducting or has completed
a National Agency Check. ' '

Ce Reports of Investigation to the Civil Service Commission

In order to comply with Section 9(b) of Executive Order 10450,
when the investigative agencies of the Department of Defense
- conduct Fackground Investigations on civilian employees for

2 | O
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personnel security purposes, the investigative agency will
prepare Civil Service Commission Standard Form 79 and will
submit it to the Civil Service Commission on the same day
the investigation is initiated.

XI. RECORD OF INVESTIGATION AND CLEARANCE

Final and interim security clearances granted must be made a

v matter of record and made a permanent part of the individual's
personnel file or other appropriate record so as to avoid dupli=-

' cation of investigations and clearances. Records should reflect
the date of investigation; the type of investigation conducted;
the agency which conducted the investigation; the location of
the investigative file; the date clearance was granted; the name
of the authorized person granting clearance; and the degree of
access to which the individual is authorized.

XII. DEIEGATION OF AUTHORITY

A+, The Secretary of the Army, the Secretary of the Navy, the
Secretary of the Air Force, and the Chairman, Joint Chiefs
of Staff are authorized to clear personnel within their
specific areas of jurisdiction for access to classified
defense information. Authority may be delegated within each
area of specific jurisdiction, but the persons holding the
above~-named positions shall be responsible in all cases within
their respective jurisdiction and shall not by virtue of said

. delegation be relieved of their responsibility under this

paragraph.

Bs Where such authority has been delegated, the person so
authorized to grant clearances to others must himself have
been approprlately cleared for access to Top Secret defense

w.o. information. S

C. The Assistant Secretary of Defense (Maripower and Personnel)
will promulgate procedures implementing this Directive within
the Office of the Secretary of Defense (except the Joint
Chiefs of Staff).

XIITI. RECIPROCAL ACCEPTANCE OF PREVIOUS INVESTIGATIONS AND CLEARANCES

A. It is highly desirable that responsible authorities within
the Armed Services and other agencies of the Department of
Defense accept from each other on a mutual and reciprocal
basis (1) the results of previous investigations and (2) pre-
vious clearances which have been granted by appropriate
authority provided the previous clearances have been based
on investigative requirements consonant with present standards,
Such reciprocation will avoid the r epetitious filing of per-
i sonal history statements, the time and expense of multiple
investigations and multiple clearances. However, this applies
» only where a prior investigation by an investigative agency
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of the government meets the standards prescribed herein.
If the prior investigation does not meet such standards,
supplemental or additional investigation shall be conducted.

Bes It is understood, however, that the prior clearance of an
individual by an appropriate authority of one Service or
agency will not be considered binding on another Service
or agency. Except as otherwise provided in Section XII
immediately preceding, the ultimate authority to grant
clearance in any case will rest with the head of the Service :
or agency who is responsible for the security of the infor- !
mation or material to which the individual in question may
be granted access. This ultimate authority will include '
the rignht to review the investigative and personnel files

\ pertaining to the case in question and, if deemed necessary,
to request additional 1nvestigation before granting a
clearance.

C. Whenever it becomes necessary for one Service or agency to
grant a clearance to a member of another Service who has fot
been previously investigated, the necessary lnvestigation
will be conducted by the parent Sorvice of the individual -
requiring access to the classified defense information. The i
‘ using Service or agency will grant or deny the clearance and ;
will notify the parent Service as to the action taken in
order that the appropriate entry may be made in permanent
personnel and security records of the individual concerned. @

ACCESS TO RESTRICTED DATA

Access to Restricted Data as defined in the Atomic Energy Act
of 195} (Rablic Law 703, 83rd Congress) bearing the classifi-
cation Top Secret, Secret, and Confidential, will be governed
by the clearance procedures prescribed for Top Secret, Secret,
and Confidential defense information as set forth in this
Directive,

CRYPTOGRAPIIC CLEARANCES

A. While Background Investigations, National Agency Checks, and
clearunces for other dutiecs may contribute to cryptographic
clearances and warrant due consideration, they do not,per se,
constitute clearance for cryptographic material and informa-
tion., Evaluation of eligibility for access to cryptographic
material and information is the responsibility of the person
to whom this authority has been delegated under the provisions :
of Section XIXI. This evaluation is based upon the results of |
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jnvestigation, and knowledge of the individual's qualifi-
cations obtained either through interview by competent
personnel or from prior knowledge of these qualifications.
The person authorized to grant cryptographic clearances
shall revoke such clearance of any person under his juris-
diction who for any reason apncars no longer eligible to
handle cryptographic material and information.

In order for a person to be eligible for a clearance for .
éaccess to cryptographic material and information pertaining
to the cryptographic systems of the United States, he shallt

1. Be of excellent character and discretion and of unques-
tioned loyalty to the United States. There shall be no
exception to this requirement.

2. Be a citizen of the United States; preferably by birth.
If he is a citizen by naturalization, final papers must
have been held for a ten-year period. ' The members of
his immediate family should also be U. S. citizens.:

3. Be a person no member of whose immediate family nor any
person to whom he may reasonably be considered to be
bound by ties of affection, kinship, or obligation shall
be of dubious loyalty to the United States nor a resident
cf a2 foreign country having basic or critical national
interests opposed to those of the United States.

e Be investigated in accordance with the provisions of
Section IX.A.l. above,.

Whenever practicable, cryptographic duties shall be performed
by carefully selected military personnel. When there are
insufficient military personnel, civilians cleared in accord-
ance with the criteria of Paragraph B above may perform
cryptographic duties under the supervision of commissioned
officers,

Exception to any of the.foregoing requirements except for
Paragraph B.l may be made only after every reasonable assur-
ance has been obtained that, in the circumstance, the security
risk involved is negligible. In cases where exception to

the provisions of Paragraph B.Li are deemed necessary, the
provisions of Section IX.A.l4 shall apply.

No cryptographic clearance is required for personnel to have
access to certain types of material which have be n designated
by the National Security Agency as non-critical from the secu-
rity viewpoint, Examples of such material are authentication
systems, operation codes, call sign ciphers, and similar

21l
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systems, which are normally used in forward tactical @
echelons, in aircraft, or in small surface crafte The

fact that no cryptographic clearance is required does

not obviate the necessity of appropriate investigation

and selection of personnel authorized to handle the

classified information which may be encrypted in these

cryptosystems,

F. The authority for evaluation of eligibility for access to
cryptographic material and information is final and is
invested entirely within the Military Departments and the d
Office of the Secretary of Defense.

xvr, COMBAT OPERATYONS

Under combat conditions or other military exigencies, compe-
tent authority may waive such provisions of this Directive
as is warranted in the circumstances.

XViI. IMPLEMENTATION

A. All directives, regulations, manuals, letters, bulletins,
circulars, or memoranda published or issued by the Services
and agencies concerned pertaining to this subject, which
stipulate policies or procedures not consistent or in accord
~ with these specified herein, will be rescinded, amended, or
d - ~" republished to conform with the provisions of this Directive. o

Be It is requested that copies of implementing directives be
* furnished this office.

XVITI. EFFECTIVE DATE

This Directive is effective immediately and shall
be implemented by the Military Departments at the earliest
practicable date within ninety days from the date hereof,

L d

»

Secretary of Defense

22 : A76652 %
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NUMBER 5200, 1

SUBJECT ;
Ref: (a)
(b)
(c)
(d)
(e)
(f)

' Safeguarding Official Information in the Interests

AsSD(M)

Department of Defense Directive

of the Defense of the United States

Department of Defense Directive 5200.1, subject:
Safeguarding Official Information in the Interest

of the Defense of the United States, dated 19 Novem-
ber 1953, (Cancelled herein)

Department of Defense Directive 5200. 2, subject:
Classification of Aerial Photography, dated 5 Novem-
ber 1951. (Cancelled herein)

Department of Defense Directive 5200. 3, subject:
Department of Defense Policy for Assignment of
Classification Categories to Official Defense Informa-
tion, dated 21 December 1953, as amended by ASD
(M&P) Memo, Subject: Classification of Compiled Data,
dated 4 May 1954, and as further amended on 9 April
1957. (Cancelled herein)

Department of Defense Directive 5200. 4, subject:
Department of Defense Policy and Procedure Governing
Use of Code Words, dated 16 April 1954, (Cancelled
herein)

Department of Defense Directive 5200.7, subject:
Policy Governing the Transmission and Safe Keeping
of Defense Information Classified '"Confidential -
Modified Handling Authorized', dated 15 July 1954.
(Cancelled herein)

Department of Defense Directive 5210, 1, subject:
Photographing or Sketching Vital Installations or
Equipment During FBI Investigations, dated 12
March 1952. (Cancelled herein)
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Department of Defense Directive 5210. 6, subject:
Control of Classified Documents within the Depart- i
ment of Defense, dated 6 December 1953, (Can-

celled herein)

Secretary of Defense Memorandum ddited 4 May 1950,

subject: Classification of Maps, Charts, Aeronautical

Publications and Other Documents Pertaining to Mili-

tary Installations. (Cancelled herein)

(1)

u)

(k)

. (1)

(m)

(n)
*

(o)

(p)
*

»

#Revised Aug 1T, 61

Secretary of Defense Memorandum dated 29 October
1952, subjgct: Unwarranted Dissemination of Classified
Material. (Cancelled herein)

Secretary of Defense Memorandum dated 26 March 1953, <
subject: Improvement of Security Procedures Within :
the Department of Defense, (Cancelled herein)

Secretary of Defense Memorandum dated 26 March 1953,
subject: Security Violations in the Department of Defense.
(Cancelled herein)

Secretary of Defense Memorandum dated 5 March 1954, @
relating to designation of those Office of Secretary

of Defense officials authorized to assign the Top Secret
Classification; as amended on 12 July 1954, 27 December

1954 and 7 December 1955. (Cancelled herein)

Department of Defense Directive 5200, 6, subject:
Policy Governing the Custody, Use and Preservation
of Department of Defense Official Information Which
Requires Protection in the Public Interest

Department of Defense Directive 5145.2, subject:
Unauthorized Disclosures of Classified Defense
Information »

Department of Defense Directive 5400. 4, subject:

Provision of Information to the Congress

Department of Defense Directive 5210. 2, subject:
Access to and Dissemination of Restricted Data,
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Encl: (1) Instructions for the Safeguarding of Classified

Defense Information in the Department of Defense.
Part 1. Definitionms.
Part 2. Classification of Defense Information.

Part 3. Classification of Defense Information in
connection with Cambat or Combat-Related

! Operations.
Part 4. Control of Classified Defense Information.

Part 5. Protection of Classified Information Recelved
from International Sources.

Part 6. Security of Classified Commnications Informa-
tion.

Part 7. Protection of Restricted Data (Atomic Energy
Information).

Part 8. Classification of Photography.

Appendix: (1) (a) Executive Order 10501

* » (v) Executive Order 10816 .

(2) Department of Defense - Government Printing Office
Security Agreement

(3) Audit Activities of the General Accounting Office

(4) Policy and Procedures Governing the Use of Code Words

I. PURPOSE
To implement within the Department of Defense the provisions of
* Executive Order 10501, dated 5 November 1953 and Executive Order 10816, *
» dated 7 May 1959, /See Appendix (1) of the attached Instructions/. In %

implementing this Executive Order, all concerned must recognize that
it is essential that the citizens of the United States be informed
concerning the activities of their Government. Accordingly, -
unnecegsary classification and over-classification shall be scrupu-
lously avoided. These objectives are not deemed inconsistent

)

fRevised November 20, 1959
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with the need for protection of certain official information affect-
ing the national defense against unauthorized disclosure in order
to preserve the ability of the United States to protect and defend
itself against all hostile or destructive action by covert or

overt means, including espionage as well as military action.

In the attainment of these objectives thls directive 1s designed:

A. To achieve uniformity within the Department of Defense in
the asslgnment of the classification categories Top Secret,
Secret and Confidential to official defense information and
in the transmission thereof by establishing standard defini-
tions and procedures in consonance with Executive Order 10501
and Executive Order 10816.

B. To prescribe the circumstances for use of certain special
markings for classified information which is not releasable
to foreign nationals, or which relates to atomlc energy.

C. Pursuant to anthority contained in Section 1k of Executive
Order 10501, to prescribe regulations for the transmission and
safekeeping of defense information classified Confidential dis-
gseminated in connection with certain cambat or combat-related
operations, and to ldentify this type of information by estab-

lishing the term "Confidential - Modified Handling Authorized”, '

D. To insure positive control of important classified documents,
particularly those in the Top Secret and Secret category.

II. CANCELLATION
The substance of reference (a) through (1) has either been in-
cluded in the attached Instructions or has been superseded by
revised policy. References (a) through (1) are therefore can-
celled.

IIT. CLASSIFICATION CATEGORIES

A. As defined in Section 1 of Executive Order 10501, the only
three authorized categories of classified information are
Top Secret, Secret and Confidentlial. Certain types of
Confidential defense information which pertain to combat
or combat-related operations may be designated "Confidential -
Modified Handling Authorized" pursuant to the authority of

#Revised November 20, 1959
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Section 14 of Executive Order 10501. The Policy for
the use of this term is set forth in Part 3 of the attached
Instructions.

B. The term 'Security Information" which was required prior
to the issuance of Executive Order 10501 will not be used
as an integral part of the three classification categories.

PROCEDURES PERTAINING TO "RESTRICTED-SECURITY
INFORMATION"

The category of '"Restricted-Security Information'' used prior to
the issuance of Executive Order 10501 was eliminated from the
clasgification system by that Executive Order. All Department

of Defense information and material classified ""Restricted-
Security Information', except as provided in Parts 5 and 6 of the
attached Instructions, are declassified. In those specific instances
where upgrading to '"Confidential'' is absolutely essential to protect
information affecting the national defense, the definition of "Con-
fidential' set forth in Section 1 {c) of Executive Order 10501 will
be strictly complied with, Inasmuch as material so marked may
still be encountered in the review of record material this policy

is continued in effect.

IMPLEMENTATION

All directives, regulations, manuals, letters, bulletins, circulars,
or memoranda published or issued by the Services and agencies con-
cerned pertaining to this subject, which stipulate policies or proce-
dures not consistent with the provisions of Executive QOrder 10501,
and its implementation herein, will be revised, amended, or re-~
published to conform with the provisions thereof.

EFFECTIVE DATE

This directive is effective immediately.

Enclosure W,&W

Secretary of Defense
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INSTRUCTIONS FOR THE SAFEGUARDING OF CLASSIFIED
DEFENSE INFORMATION IN THE DEPARTMENT OF DEFENSE

Part 1. DEFINITIONS

I. For the purpose of this Directive, the following definitions apply:

A. Classification Official information which requires protection
Categories: in the interests of national defense shall be
. limited to three categories of classification,
which in descending order of importance shall
carry one of the following designations: Top
Secret, Secret, or Confidential (including
Confidential - Modified Handling Authorized;
5 see Part 3 of these Instructions). No other
designation shall be used to classify defense
' information, including military information,
as requiring protection in the interests of
national defense, except as expressly provided

by statute.
B. Classification An instruction indicating the classaification
Guide: that may be assigned to subjects within a
. specific area of Defense activity.
-
C. Combat or Combat or combat-related operations, actual
Combat-Related or simulated, relate to military planning,
Operations: operations, training, communications, intelli-

gence and the logistical support thereof.

D. Compartment- The rules and regulations established by re-

alization sponsible authority to insure that access to
(Circulation classified information will be granted only to
Control): trustworthy persons who require such informa-

tion in performance of their official duties
and classified information is restricted to
specific physical confines when feasible.

E. Document: As used herein means any recorded informa-
tion regardless of its physical form or
characteristics, and includes but is not
limited to the following:




Forme rlz
Restricted
Data:

Material:

Munitions of
War:

Original
Classification

Authority:

Restricted
Data (Atomic
Information):
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1. Written material whether handwritten,
printed, or typed;

2. All painted, drawn or engraved material;
3. All sound or voice recordings;

4, All printed photographs and exposed or
printed film, still or moving; and

5. All reproductions of the foregoing by
whatever process,

Atomic Energy information that has been
removed from the Restricted Data category
for military use that can be protected as
defense information, but that cannot be
released to any nation or regional defense
organization except as provided under Section
142d, Atomic Energy Act, 1954, as amended.

As used herein means any document, product
or substance on or in which information may be
recorded or embodied,

Any and all items required for war inclusive of
food as well as all other supplies and equipment,
but exclusive of manpower, are classed as
munitions of war.

Original classification authority is that authority
required to classify independently any type of
material; this contrasts with derivative classifi-
cation authority, which is the authority to
classify material created as a result of, in con-
nection with, or in response to other material
dealing with the same subject which already
bears a classification.

Pursuant to the provisions of the Atomic Energy
Act of 1954, as amended, the term ''"Restricted
Data' is defined as all data concerning (1) design,
manufacture or utilization of atomic weapons; (2)
the production of special nuclear material; or
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(3) the use of special nuclear material in
production of energy, but shall not include
data declassified or removed from the Re-
stricted Data category which the Atomic
Energy Commission from time to time
determines may be published without undue
risk to the common defense and security.

Technical That which applies to data concerning muni-
Information; tions and equipment, engineering performance,

instructions on maintenance and operation and
any descriptive matter or components thereof.
This includes means of operation, manufacture,

taining to the various sciences which may be em-
ployed directly or indirectly in warfare are also
so classed. Data of a strategic or tactical nature
is specifically excluded from the meaning of
this term,

Part 2. CLASSIFICATION OF DEFENSE INFORMATION
{

1. SCOPE

A.

It is to be emphasized that the designations "Top Secret",
"Secret', '"Confidential" (including '"Confidential - Modified
Handling Authorized'), may only be used in safeguarding
official information which requires protection in the interests
of national defense. Official information not affecting the
national defense, which pursuant to statutory or constitutional
authority may be deemed to require protection in the public
interest for other reasons, shall be handled in accordance with
reference (m).

Nothing in this Directive shall be deemed to authorize the
withholding of information, otherwise releasable, because
its release might tend to reveal administrative error, or

inefficiency, or might be embarrassing.

II. OVERCLASSIFICATION AND UNNECESSARY CLASSIFICATION

A.

It is essential that the general public be kept informed as to
the programs and policies of the Department of Defense to the
maximum extent permitted by considerations of national
security. To accomplish this, unnecessary clasgsification or

overclassification must be scrupulously avoided.

3

use, techniques and processes. Information per-
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B. The Secretaries of the Military Departments, the Chalrman,
* JCS, and the Administrative Assistant to the Secretary of »
* Defense will take appropriate steps to insure that all personnel #
of the Department of Defense, both military and ecivilian, are
made aware of the importance of avoiding unnecessary classi-
fication or overclassification. Responsible authorities at
the time of signature or approval of any document will care- .
fully review its content in light of the category definition
of the classification affixed and in all cases in which ,
security considerations fail to support fully this classifica- N
tion direct the assignment of a lower classification. ‘

IIX. APPLICATION OF POLICY

A. Classification Guides '!

Classification guides shall be used to achieve uniformity in
the application of this policy. In every practicable instance,
classification guldes pertaining to each area of operation,

" planning, technical development, or research shall be
developed and maintained in current status. The examples
of classification categories set forth in Section IV below
shall be the basic guldance in the preparation of these guides.

B. Advance Security Planning

. Advance security planning is an essential part of any plan,
program, or project wherein security is a major factor.
To the extent feasible, the responsible official charged
vwith developing any broad plan, program, or project in
vhich Top Secret or Secret material is involved will insure
that arrangements for giving due consideration to security
agspects are incorporated therein from the beginning. The
basic study or project will include sppropriate security
guldance, which may be included in a special annex, covering
such points as:

1. Issuance of guides for the assignment of classification
categories to various portions of the project, as
appropriate.

2. Requirements for specific special security control measures,
including stipulations as to the special precautions to be
observed and giving the maximum amount of guidance to achieve
campartmentalization.

O

#Revised November 20, 1959 4
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3. Planning for phased downgrading, declassification, and
public release of information concerning the project
when practicable.

1IV. CLASSIFICATION CATEGORIES

A. Top Secret

Executive Order 10501 specifies that the use of the classi-
. fication Top Secret shall be limited to defense information
or material which requires the highest degree of protection.
The Top Secret classification shall be applied only to that
information or material the defense aspect of which is para-
' mount, and the unauthorized disclosure of which could result

in exceptionally grave damage to the Nation, such as:

1. Leading to a definite break in diplomatic relations af-
fecting the defense of the United States, an armed
attack against the United States or its Allies, a war, or

ligence operations, or scientific or technological develop-

@ 2. The compromise of military or defense plans, or intel-

ments vital to the national defense.

Examples of the type of material described in subparagraphs
1 and 2 above might include the following:

a. A strategic plan documenting the overall conduct of a war.

b. War planning documents which contain worldwide:

(1)
(2)

(3)
(4)
(5)

Planning data and assumptions.

Wartime planning factors for the use of nuclear
weapons.

Intelligence estimates of enemy capabilities.

Force composition and deployment, and

Real estate requirements and utilization by geographical
area which are time phased for a period of months.
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¢. An operations plan either for a single operation or a
series of connected operations containing any of the
factors in subparagraph b above and with sortie rates
or target data. - .

d. A document containing any of the considerations in

subparagraph b above directly related to a Top Secret ,

war planning document, the unauthorized disclosure of

which standing alone could result in actual compromise

of a particular Top Secret plan. (This does not neces~ .
- sarily include proposed budgets, current peacetime

deployment of units or munitions, or peacetime manpower .

and organization programs' for future years. Normally

such information is too general in nature to reveal Top '

Secret plans.)

e. Intelligence documents that contain completed intelligence
of such scope that it reveals a major intelligence produc~
tion effort on the part of the United States and which would
permit an evaluation by unauthorized recipients of the
suwcess attained by, or the capabilities of, the United States
intelligence services. (Normally, a broad and complete
intelligence annex or a summary of similar importance.
Not a report or a digest of reported items of information,
except as covered in subparagraph f below.)

f. A plan or policy for conducting intelligence or other
special operations and information revealing a particular
intelligence operation or other special operation, provided
that the compromise of such plan, policy, or particular
operation could result in exceptionally grave damage to the
Nation -~ not just to individuals or groups of individuals.
Intelligence operations may include certain specifically
designated and controlled collection projects.

{ g. Critical information concerning radically new and extremely

| important equipment {munitions of war}, such as nuclear
weapons, atomic weapons stockpile data, and any other
munitions of comparable importance the scientific or tech-
nological development aspects of which are vital to the
national defense. (The DOD-AEC Classification Guide
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distributed by the Atomic Energy Commission, applies
to Restricted Data, and also indicates the proper defense
classification for the same information.)

B. Secret

Executive Order 10501 specifies that the use of the classifica-

tion Secret shall be limited to defense information or material ;
the unauthorized disclosure of which could result in serious }
damage to the Nation, such as: ‘

1. Jeopardizing the international relations of the United States.

2. Endangering the effectiveness of a program or policy of i
) vital importance to the national defense. '

3. Compromising important military or defense plans,
scientific or technological developments important to
national defense,

4. Revealing important intelligence operations.

@ 5. Examples of the type of material described in subparagraphs
1 through 4 above might be the following:

a. A war plan or a complete plan for a future operation
of war not included under Top Secret, and documents ,
showing the disposition of our forces the unauthorized ]
disclosure of which, standing alone, could result in
actual compromise of such Secret plans.

b. Defense or other military plans not included under Top
Secret or subparagraph a, above, including certain
development and procurement plans and programs,
but not necessarily including all emergency plans.

c. Specific information which, standing alone, reveals
the military capabilities or state of preparedness of the
Armed Forces, but not including information the un-
authorized disclosure of which could result in com-
promise of a Top Secret plan.
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d. Information that reveals the strength of our forces en-
gaged in hostilities; quantities or nature of their equip-
ment; or the identity or composition of units in an active
theater of operations or other geographic area where
our forces are engaged in hostilities, except that mail~-
ing addresses may include organization designations.
(During periods of peace, information revealing the
strength, identity, composition, or location of units
normally does not require classif