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Section I
INTRODUCTORY REMARKS
Paragraph
‘The essential difference between monoalphabetic and polyalphabetic substitution 1
Primary classification of polyalphabetic systems. 2
Primary classification of periodic systems 3
Bequence of study of polyalphabetic systems. 4

1. The essential difference between monoalphabetic and polyalphabetic substitution.—a.
In the substitution methods thus far discussed it has been ponted out that their basic feature
is that of monoalphabeticity. From the cryptanalytic standpoint, neither the nature of the
cipher symbols, nor their method of production 1s an essential feature, although these may be
differentiating characteristics from the cryptograpbic standpomnt It 1s true that in those cases
designated as monoalphabetic substitution with variants or multiple equivalents, there is a
departure, more or less considerable, from strict monoalphabeticity. In some of those cases,
indeed, there may be available two or more wholly independent sets of equivalents, which,
moreover, may even be arranged in the form of completely separate alphabets. ‘Thus, while a
loose terminology might permit one to designate such systems as polyalphabetic, it is better to
reserve this nomenclature for those cases wherein polyalphabeticity is the essence of the method,
specifically introduced with tbe purpose of imparting a positional variation in the substitutive
equvalents for plain-text letters, in accordance with some rule directly or indirectly connected
with the absolute positions the plain-text letters occupy in the message. This pomnt calls for
amplification.

b. In monoalphabetic substitution with varants the object of having different or multiple
equivalents is to suppress, so far as possible by simple methods, the characteristic frequencies
of the letters occurring in plain text. As has been noted, 1t is by means of these characteristic
frequencies that the cipher equivalents can usually be identified In these systems the varying
equivalents for plain-text letters are subject to the free choice and caprice of the enciphering
clerk; if he 1s careful and conscientious i the work, he will really make use of all the different
equivalents afforded by the system, but if he 1s shp-shod and hurned in his work, he will use the
same equivalents repeatedly rather than take pains and time to refer to the charts, tables, or
diagrams to find the variants Moreover, and this 18 & crucial point, even if the individual
enciphering clerks are extremely careful, when many of them employ the same system it is entirely
impossible to insure a complete diversity in the encipherments produced by two or more clerks
working at different message centers. The result 1s inevitably to produce plenty of repetitions
in the texts emanating from several stations, and when texts such as these are all available for
study they are open to solution, by a comparison of their similarities and differences.

¢. In true polyalphabetic systems, on the other hand, there is established a rather definite
procedure which automatically determines the shifts or changes in equivalents or in the manner
1n which they are introduced, so that these changes are beyond the momentary whim or choice of
the enciphering clerk. When the method of shifting or changing the equivalents is scientifically
sound and sufficiently complex, the research necessary to establish the values of the cipher
characters is much more prolonged and difficult than is the case even ;n complicated monoalpha-
betic substitution with variants, as will later be seen. These are the objects of true polyalpha-
betic substitution systems. The number of such systems 13 quite large, and it will be possible to

1)
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describe in detail the cryptanalysis of only a few of the more common or typical examples of
methods encountered in practical military communications.

d. The three methods, (1) single-equivalent monoalphabetic substitution, (2) monoalpha-
betic substitution with vanants, and (3) true polyalphabetic substitution, show the following
relationships as regards the equivalency between plain-text and cipher-text vnits:

A. In method (1}, there is a set of 26 symbols; a plain-text letter is always represented by
one and only one of these symbols; conversely, & symbol always represents the same pln.m-text
letter. The equivalence between the plain-text and the cipher letters is constant in both enci-
pherment and decipherment.

B. In method (2), there is & set of n symbols, where n may be any number greater than 26
and often 1s a multiple of that number; a plain-text letter may be represented by 1,2, 3, . . .
different symbols; conversely, a symbol always represents the same plain-text letter, the same as
is the case n method (1). The equivalence between the plain-text and the cipher letters is
variable 1 encipherment but constant in decipherment *

C. In method (3) there is, as in the first method, & set of 26 symbols; a plain-text letter
may be represented by 1, 2, 3, . . . 26 different symbols; conversely, a symbol may represent
1, 2, 3, 26 different plain text letters, depending upon the system and the specific key.
The equivalence between the plain-text and the cipher letters is varable in both encipherment
and decipherment.

2. Primary classification of polyalphabetic systems.—a. A primary classification of poly-
alphabetic systems into two rather distinet types may be made: (1) periodic systems and (2)
aperiodic systems When the enciphering process involves a cryptographic treatment which is
repetitive in character, and which results m the production of cyclic phenomena in the crypto-
graphic text, the system is termed pertodic. When the enciphering process 1s not of the type
descnbed 1n the foregomng general terms, the system is termed aperiodie. The substitution in
both cases involves the use of two or more cipher alphabets.

b. The cyclic phenomena mnherent in a periodic system may be exhibited externally, in
which case they are said to be patent, or they may not be exhibited externally, and must be un-
covered by a preliminary step in the analysis, in which case they are said to be latent. The
periodicity may be qute defirute in nature, and therefore determinable with mathematical
exactitude allowing for no variabihty, in which case the penodicity is said to be fired. In other
instances the periodicity is more or less flexible in character and even though 1t may be deter-

i There 18 a monoalphabetic method 1n which the inverse result obtains, the correspondence being constant

m encipberme 1t but variable in decipherment; this is & method not found 1n the usual books on cryptography

buf 1n an essay on that subject by Edgar Allan Poe, entitled, 1n some editions of his works, A few words on secret

wriing and, in other editions, Cryptography. The method is to draw up an enciphering alphabet such as the
following (using Poe's example)

Plan.. ... . ABCDEFGHIJKLN

Cipher......... SUAVITERINMOD

In such an alphabet, because of repetations in the eipher component, the plain-text equivalents are subject to a
considerable degree of variability, as will be seen in the deciphering alphabet

oz
o
=
n
]
(=]
L -}
=
>
L
N

Cipher.......... ABCDEFGHIJKLMNOPQRSTUVWXYZ
C NGO E KJL HAFBD
U I XN Q R
Plslo......... z s P v T
w Y

This type of vanability gives rise to ambiguities in decipherment A cipher group such as TIE, would yield
such plain-text sequences as REG, FIG, TEU, REU, eto , which could be read only by confezl. No system of such a
character would be practical for serious usage. For a further discusmon of this type of aipher slphabet see
Friedman, William F, Edgar Allan Poe, Cyrplographer, Signal Corps Bulletins Nos 97 (July-Sept ) and 98
(Oct —Dec ), 1937

(3]
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minable mathematically, allowance must be made for a degree of variability subject to limits
controlied by the specific system under mvestigation. The penodicity is in this case said to be
flezible, or variable within limils.

8. Primary classification of periodic systems.—a Periodic polyalphabetic substitution
systems may primarily be classified into two kinds-

(1) Those in which only a few of a whole set of cipher alphabets are used in enciphering
individual messages, these alphabets being employed repeatedlyin a fixed sequence throughout each
message. Because 1t is usual to employ a secret word, phrase, or number as a key to determine
the number, identity, and sequence with which the cipher alphabets are employed, and this
key is used over and over again in encipherment, this method is often called the repeating-key
system, or the repeating-alphabet system It is also sometimes referred to as the multiple-alpha-
bet system because if the keying of the entire message be considered as a whole it is composed
of multiples of a short key used repetitively.? In this text the designation ‘“‘repeating-key
system” will be used.

(2) Those in which all the cipher alphabets comprising the complete set for the system are
employed one after the other successively in the encipherment of & message, and when the
last alphabot of the series has been used, the encipherer begins over again with the first alphabet.
This 1s commonly referred to as a progressive-alphabet system because the cipher alphabets are
used in progression.

4, Sequence of study of polyalphabetic systems.—a. In the studies to be followed 1n con-
nection with polyalphabetic systems, the order in which the work will proceed conforms very
closely to the classifications made m paragraphs 2 and 3 Periodie polyalphabetic substitution
ciphers will come first, because they are, as a rule, the simpler and because a thorough under-
standing of the principles of their analysis is prerequisite to a comprehension of how aperodic
systems are solved. But 1n the final analysis the solution of examples of both types rests upon
the conversion or reduction of polyalphabeticity into monoalphabeticity. If this 1s possible,
solution cen always be achieved, granted there are sufficient data in the final monoalphabetic
distributions to permit of solution by recourse to the ordinary principles of frequency.

b. First in the order of study of periodic systems will come the analysis of repeating-key
systems. Some of the more simple varieties will be discussed 1n detail, with examples. Subse-
quently, ciphers of the progressive type wall be discussed. There will then follow a more or less
detailed treatment of aperiodic systems.

2 French terminology calls this the “double-key method’’, but there 1s no logic i such nomenclature
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SecTion IL
CIPHER ALPHABETS FOR POLYALPHABETIC SUBSTITUTION
Paragraph
Classification of cipher alphabets upon the basis of their derivation 5
Primary components and secondary alphabets 6
Primary componeants, cipher disks, and square tables 7

6. Classification of cipher alphabets upon the basis of their derivation.—a. The substitu-
tion processes mn polyalphabetic methods involve the use of a plurality of cipher alphabets.
The latter may be derived by various schemes, the exact nature of which determines the principal
characteristics of the cipher alphabets and plays a very important role i the preparation and
solution of polyalphabetic cryptograms. For these reasons 1t 18 advisable, before proceeding to a
discussion of the principles and methods of analysis, to pomnt out these various types of cipher
alphabets, show how they are produced, and how the method of their production or derivation
may be made to y1eld important clues and short-cuts in analysis.

b. A primary classification of cipher alphabets for polyalphabetic substitution may be made
into the two following types:

(1) Independent or unrelated cipher alphabets.

(2) Dernived or interrelated cipher alphabets

¢ Independent cipher alphabets may be disposed of in a very few words They are merely
separate and distinct alphabets showing no relationship to one another in any way. They may
be compiled by the various methods discussed 1n Section IX of Elementary Military Cryptography.
The solution of cryptograms written by means of such alphabets 1s rendered more difficult by
reason of the absence of any relationship between the equivalents of one cipher alphabet and
those of any of the other alphabets of the same cryptogram. On the other hand, from the point of
view of practicability in thetr production and their handling in eryptographing and decryptograph-
ing, they present some difficulties which make them less favored by cryptographers than cipher
alphabets of the second type.

d. Denived or interrelated alphabets, as their name indicates, are most commonly produced
by the interaction of two primary components, which when juxtaposed at the various pomts of
comncidence can be made to yield secondary alphabets *

8. Primary components and secondary alphabets.—Two basic, shidable sequences or com-
ponents of n characters each will yield # secondary alphabets The components may be classi-
fied according to various schemes For cryptansalytic purposes the following classification will be
found useful

Case A The primary components are both normal sequences.

(1) The sequences proceed in the same direction (The secondary alphabets are diwrect
standard alphabets ) (Pars. 13-15)

(2) The sequences proceed in opposite directions. (The secondary alphabets are reversed
standard alphabets, they are also reciprocal cipher alphabets.) (Par 131, 14g)

Case B The primary components are not both normal sequences.

(1) The plain component 1s normal, the cipher component is 8 mixed sequence. (The
secondary alphabets are mixed alphabets.) (Par, 16-25)

1 8ee Bec. VIII and IX, Elementary Military Crypiography.
4
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(2) The plain component is & mixed sequence, the cipher component is normal. (The
secondary alphabets are mixed alphabets.) (Par. 26.)

(3) Both components are mixed sequences.

(a) Components are identical mixed sequences.
1. Sequences proceed in the same direction. (The secondary alphabets are
mixed alphabets.) (Par. 28.)
IT Sequences proceed in opposite directions. (The secondary alphabets are
reciprocal mixed alphabets.) (Par. 38.)
(b) Components are different mixed sequences. (The secondary alphabets are mixed
alphabets.) (Par. 39.)

7. Primary components, cipher disks, and square tables.—a. In preceding texts it has
been shown that the equivalents obtainable from the use of quadricular or square tables may be
duplicated by the use of revolving cipher disks or of sliding primary components. It was also
stated that there are various ways of employing such tables, disks, and sliding components.
Cryptographically the results may be quite diverse from different methods of using such para-
phernalia, since the specific equivalents obtained from one method may be altogether different
from those obtained from another method. But from the cryptanalytic point of view the
diversity referred to is of little significance; only in one or two cases does the specific method of
employing these cryptographic instrumentalities have an important bearing upon the procedure
in cryptanalysis. However, it is advisable that the student learn something about these different
methods before proceeding with further work.

b. There are, not fwo, but four letters involved in every case of finding equivalents by means
of sliding primary components; furthermore, the determination of an equivalent for a given
plain-text letter is representable by fwo equations involving four elements, usually letters.
Three of these letters are by this time well-known to and understood by the student, viz, 6, 6;,
and 6,. The fourth element or letter has been passed over without much comment, but crypto-
graphically it is just as important a factor as the other three. Its function may best be indicated
by noting what happens when two primary components are juxtaposed, for the purpose of finding
equivalents. Suppose these components are the following sequences:

(M)ABCDEFGHIJKLMNOPQRSTUVWXYZ
@Q)FBPYRCQZIGSEHTDJUMKVALWNOX

Now suppose one is merely asked to find the equivalent of P, when the key letter is K. Without
further specification, the cipher equivalent cannot be stated ; for it is necessary to know not only
which K will be used as the key letter, the one in the component labeled (1) or the one in the
component labeled (2), but also what letter the K, will be set against, in order to juxtapose the
two components. Most of the time, in preceding texts, these two factors have been tacitly
assumed to be fixed and well understood: the K, is sought in the mixed, or cipher component,
and this K is set againat A in the normal, or plain component. ‘Thus:

Plf.in Inilex
(1) Plain......... ABCDEFGHIJKLMNOPQRSTUVWXYZABCDEFGHIJKLMNOPQRSTUVWXYZ
(2) Cipher....... FBPYRCQTZIGSEHTDJ UM!;VALWNOX
Cipher Key

With this setting Py=Z.



REF ID:A64560

6

¢. The letter A in this case may be termed the index lefter, symbolized A,. The index letter
constitutes the fourth element involved in the two equations applicable to the finding of equiva-
lents by shding components. The four elements are therefore these:

(1) The key letter, 6,

(2) The index letter, O;

(3) The plain-text letter, 6,
(4) The cipher letter, 6,

The index letter is commonly the initial letter of the component; but this, too, is only a con-
vention. It might be any letter of the sequence constituting the component, as agreed upon by
the correspondents. However, in the subsequent discussion it will de assumed that the index letter
18 the initial letter of the component in which it is located, unless otherwise stated.
d Tn the foregoing case the enciphering equations are as follows:
(I) Ky=A,; P,=2Z,

But there iz nothing about the use of sliding components which excludes other methods of finding
equivalents than that shown above. For instance, despite the labeling of the two components
as shown above, there is nothing to prevent one from seeking the plain-text letter in the com-
ponent labeled (2), that is, the cipher component, and taking as its cipher equivalent the letter
opposite it 1n the other component labeled (1). Thus:

Ci;iher Ingex
(1) ABCDEFGHIJKLMNOPQRSTUVWXYZABCDEFGHIJKLMNOPQRSTUVWXYZ
(2) n%»mcqzxcsmwwmn?mmox
" Plain Key

Thus:
(II) Ki=A,; P,=K,

e. Since equations (I) and (II) yield different resultants, even with the same index, key,
and plain-text letters, 1t is obvious that an accurate formula to cover a specific pair of enciphering
equations must include data showing in what component each of the four letters comprising the
equations 1s located. Thus, equations (I) and (II) should read:

(I) K in component (2)=A, in component (1); P, in component (1)=2Z, in component (2).

(IT) Ki 1n component (2)=A, in component (1); P, in component (2)= K, in component (1).

For the sake of brevity, the following notation will be used:

(1) Kxp=An; Pon=2Zep
(2) Kep=A\n; Pyp=Ken

J. Employing two sliding components and the four letters entering into an enciphering
equation, there are, in all, twelve different resultants possible for the same set of components
and the same set of four basic elements. These twelve differences in resultants arise from a set
of twelve different enciphering conditions, as set forth below (the notation adopted mn sub-
paragraph ¢ is used):

(1) 6xp=064y; Op=6,p (7) Oxp==6pp; O1n=0,p
(2) 6xp=011; Oyp=0,n (8) ©xp=04n; O1y=6y,
(3) 6xn=01p; Byn=04p (8) Oun=6y; 610=6,p
(4) ©xn=04p; 6,3=60n (10) Oxn=04p; O1n=6yp
(5) xp=6p; B1n=6,p (11) 8xn=6ypn; O12=064p

(6) Gun=04n; 610=65a (12) 6xn=064p; 612a=6;n
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g. The twelve resultants obtainable from juxtaposing sliding components as indicated under

the preceding subparagraph may also be obtained either from one square table, in which case

twelve different methods of finding equivalents must be applied, or from twelve different square
tables, in which case one standard method of finding equivalents will serve all purposes.

k. If but one table such as that shown below as Table I-A is employed, the various methods

of finding equivalents are difficult to keep in mind.

TasrLe I-A
ABCDEFGHIJKLMNOPQRSTUVWIXYZ
FIB|P|/Y|R|C{QIZII{G|S|E|H|{T|D{J{UIM|IK|VIAIL|{WIN|O|X

B|P|YIR|CIQ|Z|I|G|S|E|H|T|D|JJUIM|K|V/AIL|{WIN|IO|X|F

P|Y|R|C|Q{Z|I|G|[S|E|H|[T|D|J|U|M|K|V|A|L|IW(N|O|X|F|B

C|Q|Z|I|G[S|EIH|T|D|J|U|M|K|V|A|L|W|N|O|X|FIB|P|Y[R

Q|Z|I(G|S|E|HIT|D|J|UIM|K|VIAIL|W|N|OIX|F|BIP|Y|R|C

Z|I|G|S|E[H|T|D|J|U|M|K|V|A|L|{W|N|O[X|F|BIP|Y|R[C|Q

I|G|S|EIH|IT|DIJ|UIMIK|VIAIL|WIN|O|XIF|B|P(YIR|C|Q|Z

G|S|E|H|{T|D|J|U|MIK|V|A|L|{W|N|O|X|F[B|P|Y|R|C|Q|Z|I

S|E{H|T|D|J|U|M|K|VIA|L|W|N|O|X|F|B|P|Y|R|C|Q|Z|I|G

E{H|T|D|{J|{U{M|K|V|A|L|{W(N|O|X|F(B{P|Y[R|[C|Q|Z2|I[G|S

H|T|D|J|UIM|K|V|A|L|W|NIO|X|F|B|P|Y|R|CIQ|Z|I|G|S|E

T|D|J|U|M|K|VIA|L|W|{N|O|X|F|B|P|Y|R|C|Q|Z|I|G|S|E[H

DIJ|UIJM|KIVIA|L|{W|N|O|X|F|B|P|Y|R|CIQ]Z|I|G|S|E|H|T

JIU/MIKIVIAIL|W|N|OIX|F|B|P|Y|R|C|Q|Z|I|G|S|E|{H(T|D

U|M|K|V|A|L|W|N|O|X|F|B|P|Y|R|CIQ|Z|I|G|S|E|H|T|D|J

MIKIVIAIL|W|N|O}X|F|B|P|Y|R|CIQIZ|I|{G|S|E|{H|TID|J|(U

K|{VIA|L|{W|N|O|X|F|B|P|Y|R|C[Q|Z{I|G|S|E|(H|{T|D|J|UM

VIA|L|IWIN|O|X|F|B|P|YIR|C|QIZII|G|S|E|H|T|D|J|U|M}|K

AIL|W|N[O|X|F|B|P|Y|(R[CIQ|Z|{I|G|S|(E|H|T|D|J{UIM|K|V

L|W|N{O|X|F|BIP|Y|R|CIQJZ|I|G|S|E|H|T|D|J|U|M|K|V]A

WIN(O|X|{F(B(PIY|R|C(Q|Z|I|G|S|E{H|T|D|J|UIM|K|{V|A|L

N|O|X{F|B|P|Y|R|C|Q|Z|I|G|S|E/H|T|D|J|U{M|K|V]|A|LIW

O|X|F{B|P|Y|R|C|QIZ|I|G|S|E|H{T|D|J|U[M|K|V|AJL|WIN

X|IF|B|P|Y|R|C[Q|Z|I|G|S|E|{H|T|D|J|U|M|K|V|A|L|W[N|O

Y/R|C|Q|Z|I|G|S|E|/H|T|D|J|U|M|K|{V|AIL{W|{N|O|X|F|B|P

RICIQ|{Z|I|G|S(E/H|T/D|J|UIM|K|V(A|L|{W|N|O|X|F|B{P|Y

6, is letter within the square at intersection of the two lines thus determined.
Thus

Locate ©, in top sequence; locate 6y in first column;

(1) For enciphering equations 6y,=0,,; Opp="0,p:

For example:

Ken=Aspn; Pon=2Z,p
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(2) For enciphering equations 6xs=0;.; Op3=06.n:
Locate 6 in first column; follow line to right to ©,; proceed up this column; 6, is
letter at top.
Thus:

Ken=4in; Pyn=Ken

(3) For enciphering equations 6y,=0;5; O,n=0.n:
Locate 6 1 top sequence and proceed down column to 6;;
Locate 6, in top sequence; O, is letter at other corner of rectangle thus formed.
Thus:

Ken=A12; Pop=Xop

Only three different methods have been shown and the student no doubt already has encountered
difficulty 1n keeping them segregated in his mind It would obviously be very confusing to try
to remember all twelve methods But if one standard or fixed method of finding equivalents 1s
followed with several different tables, then this difficulty disappears. Suppose that the following
method is adopted: Arrange the square so that the plain-text letter may be sought in a separate
sequence, arranged alphabetically, above the square and so that the key letter may be sought
in a separate sequence, also arranged alphabetically, to the left of the square; look for the plain-
text letter in the top row, locate the key letter in the 1st column to the left; find the letter stand-
ing within the square at the intersection of the vertical and horizontal lines thus determined.
Then twelve squares, equivalent to the twelve different conditions listed in subparagraph f, can
readily be constructed. They are all shown 1n Appendix 1, pp. 96-107.

1. When these square tables are examined carefully, certam interesting points are noted.
In the first place, the tables may be paired so that one of a pair may serve for enciphering and the
other of the pair may serve for deciphering, or vice versa. For example, tables I and I1 bear this
reciprocal relationship to each other; III and IV, V and VI, VII and VIII, IX and X, XT and
XII. In the second place, the internal dispositions of the letters, although the tables are derived
from the same pair of components, are quite diverse. For example, mn table I-B the horizontal
sequences are identical with those of Table I-A, but are merely displaced to the right and to the
left different intervals according to the successive key letters Hence this square shows what
may be termed a horizontally-displaced, direct symmetry of the cipher component Vertically,
1t shows no symmetry, or if there 1s symmetry, 1t 18 not visstble? But when Table I-B is more
carefully examined, an invisible, or indirect, vertical symmetry may be discerned where at first
glance 1t 1s not apparent If one takes any two columns of the table, 1t 1s found that the interval
between the members of any pair of letters in one column 1s the same as the interval between the
members of the homologous pair of letters in the other column, +f the distance 18 measured on the
cipher component For example, consider the 2d and 15th columns (headed by L and I, respec-
tively), take the letters P and G in the 2d column, and J and W in the 15th column The distance
between P and G on the cipher component 1s 7 intervals; the distance between J and W on the same
component is also 7 intervals This phenomenon implies a kind of hidden, or latent, or indirect
symmetry within the cipher square In fact, 1t may be stated that every table which sets forth
1n systematic fashion the various secondary alphabets derivable by shding two primary sequences
through all points of coincidence to find cipher equivalents must show some kind of symmetry,

3 It 18 true that the first column within the table shows the plain-component sequence, but this is merely
because the method of finding the equivalents in this case is such that this sequence 1s bound to appesr in that
column, snce the guccessive key letters are A, B, €, . . . Z, and this sequence happens to be 1dentical with
the plain component 1n this case. The same is true of Tables V and XI; it is also applicabls to the first row of
Tables IX and X,

a
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both horizontally and vertically The symmetry may be termed msible or direct, if the sequences
of letters 1n the rows (or columns) are the same throughout and are identical with that of one
of the primary components, 1t may be termed hidden or indirect if the sequences of letters in the
rows or columns are different, apparently not related to either of the components, but are in
reality decimations of one of the primary components

7. When the twelve tables of Appendix 1 are examined in the light of the foregoing remarks,
the type of symmetry found in each may be summarized in the following manner:

Horizontal Vartical
Table Visible or direct Invisible or indirect Vigible or direct Invisible or indirect
Follows Follows Follows Follows Follows Follows PFollows Follows
plain cipher plain cipher plan cipher ain cipher
component | component | component | component | component | component | component | componeant
) R SRR b SN VRS RNV SNV YN S x
) & (PRSI SRS S, - SN (NI ORI S, b SRR S
) 1§ ISP I, ‘S (RPN (PSR NI > SN PR A
| ' U EUUPRUN S > S T S S A I S
|| SIS, X eecccacecfemccmcmm) e e cce el x
'/ U SV . b S P AU R, b SRR S
VI oot X feececeonc|ocammacacloccmcecac|omccccccfecc e X facacacaee
VI e b SN (FURPRRPRRUIIPN FEUPURPRpRR VPOUPRIUPIUN NIRRT RIS X [acamaoeod
) . O, MU PRI IO b S PR S R, x
D SIS VI ORI b SN PRI HUIII A x
D, & SRS U P X Jecommeeao b SN I M A
b 4 1§ S X |accmcacac)ereccccacfemcenaaas b SN ORI SO

Of these twelve types of cipher squares, corresponding to the twelve different ways of using a
pair of shding primary components to demve secondary alphabets, the ones best known and
most often encountered in cryptographic studies are Tables I-B and II, referred to as bemng of
the Vigenere type; Tables V and VI, referred to as being of the Beaufort type, and Tables IX
and X, referred to as being of the Delastelle type. It will be noted that the tables of the Dela-
stelle type show no direct or visible symmetry, either horizontally or vertically and because of
this are supposed to yield more security than do any of the other types of tables. But it will
presently be shown that the supposed increase in security is more lusory than real

k. The foregoing facts concerning the various types of quadricular tables generated by diverse
methods of using shiding primary components or their equivalent rotating cipher disks wall be
employed to good advantage, when the studies presently to be undertaken will bring the student
to the place where he can comprehend them 1n the analysis of polyalphabetic systems. But in
order not to confuse him with a multiphcity of details which have no direct bearing upon basic
principles, one and only one standard method of finding equivalents by means of shding compo-
nents will be selected from among the twelve available, as set forth in the preceding subpara-
graphs. Unless otherwise stated, this method will be the one denoted by the first of the formulae
listed 1n subpar, f, viz: ]

6xn=0611; 6pn=60n

Calling the plain component “1”’ and the cipher component “2”, this will mean that the keyletter
on the cipher component will be set opposite the index, which will be the first letter of the plain
component; the plain-text letter to be enciphered will then be sought on the plain component and
its equivalent will be the letter opposite it on the cipher component.
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Szcrion III
THEORY OF SOLUTION OF REPEATING-KEY SYSTEMS

Paragraph
‘The three steps in the analysia of repeating-key systems 8
First stop: finding the length of the period 9
General remarks on factoring 10
Second step: distributing the eipher text into the component monoalphabets. 11
Third step: solving the monoalphabetic distributions 12

8. The three steps in the analysis of repeating-key systems.—a. The method of enciphering
according to the principle of the repeating key, or repeating alphabets is adequately explained in
Section XI of Elementary Military Cryptography, and no further reference need be made at this
time. The analysis of a cryptogram of this type, regardless of the kind of cipher alphabets
employed, or their method of production, resolves itself into three distinct and successive steps.

(1) Determination of the length of the repeating key, which is the same as the determination
of the exact number of alphabets involved in the cryptogram;

(2) Allocation or distribution of the letters of the cipher text into the respective cipher alpha-
bets to which they belong. This is the step which reduces the polyalphabetic text to mono-
alphabetic terms,

(3) Analysis of the individual monoalphabetic distributions to determine plain-text values of
the cipher letters in each distribution or alphabet.

b. The foregoing steps will be treated in the order in which mentioned The first step may
be described briefly as that of delermining the period The second step may be described briefly
a8 that of reduction to monoalphabetic terms. The third step may be designated as identification of
cipher-text values.

9. First step: finding the length of the period.—a. The determination of the period, that
is, the length of the key or the number of cipher alphabets involved in & cryptogram enciphered
by the repeating-key method is, as a rule, a relatively simple matter. The cryptogram itself
usually manifests externally certain phenomensa which are the direct result of the use of a repeat-
ing key. The principles involved are, however, so fundamental in cryptanalysis that their
elucidation warrants & somewhat detailed treatment. This will be done in connection with a
short example of encipherment, shown in Fig. 1.

Messagz

THE ARTILLERY BATTALION MARCHING IN THE REAR OF THE ADVANCE GUARD KEEPS
ITS COMBAT TRAIN WITH IT INSOFAR AS PRACTICABLE.

(10)
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[Key: BLUE, using direct standard alphabets}
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Plain ... . _ ABCDEFGHIJKLMNOPQRSTUVWIYZ

() I—
€ J—

(¢ ) J—
) J—

Cipher

BLUE

BLUE

BLUE
ARDK

BLUE
THEA

xo
(ol ]
w©mo
<M

< [
= >
T wn
| =]

nE
A
" o,
Ml f=

w1 A
-H O
B M|
(-]

EEPS

RTIL

(S L)
n =
E R
H*

o
[ WS
= a.
1=

ITSC

LERY

< K
m >
-]
o A,

1l
| 2
<
mo

OMBA

BATT

< 1]
% -l
E+
=D

own
D
- B
< M

TTRA

ALIO

=
Eo
== >
H "

@ >
<D
o
=0

INWI

NMAR

[ ]
HO
T wn
=D

=
HO
0N
oA

THIT

CHIN

owm
n=xA
= pe
HS

]
-
B
ox

INSO

GINT

< [
(- = |
< -1
O

&1~
[
il A
e

FARA

HERE

< i
|
o <«
0 e

[y
OoH
w®o
< 0

SPRA

AROF

(SR
- O
M
on

< 11
B >
0
[ =]

CTIC

THEA

-
o e
0 =
<m

= o
<D
>0
QM

ABLE

DVAN

o b
U<
(ON
oA

CEGU

CRYPTOGRAM
USYES ECPMP LCCLN XBWCS OXUVD SCRHT

AYBCX OFPJVW

HXIPL IBCIJ USYEE GURDP

JEMGP XVEUE LEJYQ MUSCX JYNSG LLETA

LEDEC GBMFI

Fraoss L



REF ID:A64560

12

b Regardless of what system is used, identical plain-text letters enciphered by the same
cipher alphabet ! must yield identical cipher letters Referring to Fig 1, such a condition is
brought about every time that identical plain-text letters happen to be enciphered with the same
key-letter, or every time 1dentical plain-text letters fall into the same column m the encipher-
ment > Now since the number of columns or positions with respect to the key is very limited
(except in the case of very long key words), and since the repetition of letters is an 1nevitable
condition 1n plain text, 1t follows that there will be in a message of fair length many cases where
identical plain-text letters must fall into the same column. They will thus be enciphered by the
same cipher alphabet, resulting, therefore, in the production of many identical letters 1 the
cipher text and these will represent identical letters in the plain text When identical plain-text
polygraphs fall into identical columns the result 18 the formation of 1dentical cipher-text poly-
graphs, that 1s, repetitions of groups of 2, 3, 4, . . . letters are exlubited in the cryptogram.
Repetitions of this type will hereafter be called causal repetitions, because they are produced by
a defimte, traceable cause, vz, the encipherment of identical letters by the same cipher alphabets

¢. It will also happen, however, that different plain-text letters falling in different columns
will, by mere accident, produce 1dentical cipher letters. Note, for example, in Fig 1 that in
Column 1, R, becomes S, and that in Column 2, H,, also becomes S,. The production of anidentical
cipher text letter in these two cases (that is, a repetition where the plain-text letters are different
and enciphered by different alphabets) is merely fortuitous. It is, in every day language, “a
mere coimncidence’”’, or “an accident ”’ For this reason repetitions of this type will hereafter be
called accidental repetitions.

d. A consideration of the phenomenon pointed out in ¢ makes it obvious that n polyalpha-
betic ciphers it is important that the cryptanalyst be able to tell whether the repetitions he finds
in a specific case are causal or accidental in their origin, that is, whether they represent actual
encipherments of identical plain-text letters by identical keying elements, or mere comcidences
brought about purely fortuitously.

¢ Now accidental repetitions will, of course, happen fairly frequently with individual letters,
but less frequently with digraphs, because 1n this case the same kind of an “‘accident’’ must take
place twice 1n succession Intuitively one feels that the chances that such a purely fortuitous
cowmncidence will happen two times in succession must be much less than that it wall happen every
once in a while in the case of single letters. Similarly, intuition makes one feel that the chances
of such accidents happening m the case of three or more consecutive letters are still less than m
the case of digraphs, decreasing very rapidly as the repetition increases mn length.

J- The phenomena of cryptographic repetition may, fortunately, be dealt with statistically,
thus taking the matter outside the realm of mmtuition and putting 1t on & firm marhematical or
objective basis Moreover, often the statistical analysis will tell the cryptanalyst when he has
arranged or rearranged his text properly, that is, when he 1s approaching or has reached mono-
alphabeticity in his efforts to reduce polyalphabetic text to its simplest terms. However, m
order to preserve continwity of thought it is deemed inadvisable to inject these statistical con-
siderations at this place in the text proper; they have been mncorporated in Appendix 2 hereof.
The student 1s advised to study the Appendix very carefully after he has finished reading this
section of the text.

g. At this point it will merely be indicated that if a cryptanalyst were to have at hand only
the cryptogram of Fig. 1, with the repetitions underlined as below, a statistical study of the

1]t 18 to be understood, of course, that cipher alphabets with single equivalents are meant in this case

? The frequency with which this condition may be expected to occur can be definitely calculated. A dis-
cussion of this point falls beyond the scope of the present text

L]
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number and length of the repetitions within the message (Par 5 of Appendix 2) would tell him
that while some of the digraphic repetitions may be accidental, the chances that they all are
accidental are small. In the case of the tetragraphic repetition he would realize that the
chances of its being accidental are very small indeed.

A. USYES ECPMP LCCLN XBWCS O0XUVD

B. SCRHT HXIPL IBCIJ USYEE GURDP
C. AYBCX OFPJW JEMGP XVEUE LEJYQ
D. MUSCX JYMSG LLETA LEDEC GBMFI

h. A consideration of the facts therefore leads to but one conclusion, iz, that the repetitions
exhibited by the cryptogram under investigation are not accidental but are causal in their origin;
and the cause 1s in this case not difficult to find: repetitions 1n the plain text were actually en-
ciphered by 1dentical alphabets In order for this to occur, 1t was necessary that the tetragraph
USYE, for example, fall both tames 1n exactly the same relative position with respect to the key.
Note, for example, that USYE in Fig. 1 represents in both cases the plain-text polygraph THEA.
The first time 1t occurred it fell in positions 1-2-3-4 with respect to the key; the second time it
occurred 1t happened to fall in the very same relative positions, although it might just as well
have happened to fall 1n any of the other three possible relative positions with respect to the
key, viz, 2-3-4-1, 3—4-1-2, or 4-1-2-3

1. Lest the student be misled, however, a few more words are necessary on this subject.
In the preceding subparagraph the word “happened” was used; this word correctly expresses
the idea in mind, because the insertion or deletion of a single plain-text letter between the two
occurrences would have thrown the second occurrence one letter forward or backward, respec-
tively, and thus caused the polygraph to be enciphered by a sequence of alphabets such as can
no longer produce the cipher polygraph USYE from the plain-text polygraph THEA. On the
other hand, the insertion or deletion of this one letter might bring the letters of some other
polygraph mnto simmlar columns so that some other repetation would be exhibited 1n case the
USYE repetition had thus been suppressed.

7 The encipherment of similar letters by simular cipher alphabets is therefore the cause of
the production of repetitions in the cipher text in the case of repeating-key ciphers. What
principles can be derived from tlus fact, and how can they be employed in the solution of crypto-
grams of this type?

k. If a count is made of the number of letters from and including the first USYE to, but not
including, the second occurrence of USYE, a total of 40 letters 1s found to intervene between the
two occurrences. This number, 40, must, of course, be an exact multiple of the length of the key.
Having the plain-text before one, 1t is easily seen that it 1s the 10th multiple; that 1s, the 4-letter
key has repeated itself 10 times between the first and the second occurrence of USYE. It follows,
therefore, that if the length of the key were not known, the number 40 could safely be taken to
be an exact multiple of the length of the key; in other words, one of the factors of the number
40 would be equal to the length of the key. The word “safely’’ is used 1n the preceding sentence
to mean that the interval 40 apphes to a repetition of 4 letters and it has been shown that the
chances that this repetition is accidental are small. The factors of 40 are 2, 4, 5, 8, 10, and 20.
So far as this single repetition of USYE is concerned, if the length of the key were not known, all
that could be said about the latter would be that it 1s equal to one of these factors. The repeti-
tion by itself gives no further indications. How can the exact factor be selected from among a
list of several possible factors?

517974 0- 43 -2 ~
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l. Let the intervals between all the repetitions in the cryptogram be listed. They are as
follows

Repetition Intorval Factors
1st USYE to 2d USYE 40 2, 4,5, 8,10, 20
1st BC to 2d BC 16 2,4,8
1st CX to 24 CX 26 5.
1st EC to 2d EC 88 2, 4,11, 22, 44
1st LE o 24 LE 16 2,48
2d LE to 3d LE 4 2,4
1st LE to0 3d LE 20 2, 4, 5, 10
1st JY to 2d JY 8 2,4
1st PL to 2d PL. 24 2,3,4,6, 810,12
1st SC to 2d SC 52 2, 4, 13, 26
(1st SY to 2d SY, already immcluded 1n USYE )
(1st US to 2d US, already mcluded in USYE )
2dUS1t03dUS eeeeeeee e 36 2,3,46,9,18
(1st US to 3d US, already mecluded in USYE )
(1st YE to 2d YE, already included in USYE )

m Are all these repetitions causal repetitions? It can be shown (Appendix 2, par 4¢) that
the odds aganst a theory that the USYE 1epetition 1s accidental are about 99 to 1 (since the
probability for its occurrence1s 01) It can also be shown that the odds against a theory that the
10 digraphs which occur two or more times are accidental repetitions are over 4 to 1 (Appendix
2, par 5¢), the odds against a theory that the two digraphs which occur 3 times are aceidental
repetitions aie quite large (Probability 1s calculated to be about 06) The chances are very
great, therefore, that all or nearly all these repetitions are causal Certainly the chances against
the two occurrences of the tetragraph USYE and the three occurrencesof the two different digraphs
(LE and US) being accidental are quite high, and 1t 1s therefore not astomshing that the intervals
between all the varous repetitions, except in one case, contain the factors 2 and 4.

n. This means that if the cipher i1s written out in either 2 columns or 4 columns, all these
repetitions (except the CX repetition) would fall mto the same columns From ths 1t follows
that the length of the key 1s erther 2 or 4, the latter, on practical grounds, being more probable
than the former Doubts concerning the matter of choosing between a 2-letter and a 4-letter
key will be dissolved when the cipher text 1s distributed 1nto 1ts component uniliteral frequency
distributions

o. The repeated digreph CX in the foregoing messcge 1s an accidental repetition, as will be
apparent by referring to Fig 1 Had the message been longer there would have been more
such accidental repetitions, but, on the other hand, there would be & proportionately greater
number of causal repetitions. This 1s because the phenomenon of repetition in plain text is
8o all-pervading

p. Sometimes it happens that the cryptanalyst quickly notes a repetition of & polygraph of
four or more letters, the interval between the first and second occurrences of which has only
two factors, of which one 1s a relatively small number, the other a relatively high incommen-
surable number. e may therefore assume at once that the length of the key is equal to the
smaller factor without searching for additional recurrences upon which to corroborate hus
assumption Suppose, for example, that in a relatively short cryptogram the interval between
the first and second occurrences of a polygraph of five letters huypers to be a number such as
203, the factors of which are 7 and 29. Evidently the number of alphabets may at once be

fa
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assumed to be 7, unless one is dealing with messages exchanged among correspondents known
to use long keys. In the latter case one could assume the number of alphabets to be 29.

g. The foregoing method of determining the period mn a polyalphabetic cipher is commonly
referred to 1n the hiterature as “factoring the intervals between 1epetitions”’, or more often 1t 18
simply called “factoring ’ Because the latter 1s an apt term and 1s brief, 1t will be employed
hereafter in this text to designate the process

10. General remarks on factoring.—a The statement made in Par 2 with respect to the
cyclic phenomena said to be exhibited in cryptograms of the periodic type now becomes clear.
The use of a short repeating key produces a periodicity of recurrences or repetitions collectively
termed “cyclic phenomena’, an analysis of which leads to a determination of the length of the
period or cycle, and this gives the length of the key. Only 1n the case of relatively short erypto-
grams enciphered by a relatively long key does factoring fail to lead to the correct determination
of the number of cipher alphabets in a repeating-key cipher, and of course, the fact that a erypto-
gram contains repetitions whose factors show constancy 1s 1n itself an indication and test of its
periodic nature It also follows that if the cryptogram 1s not a repeating-key cipher, then
factoring will show no definite results, and conversely the fact that it does not yield definite
results at once indicates that the cryptogram 1s not a periodic, repeating-key cipher.

b There are two cases in which factoring leads to no definite results. One is in the case of
monoalphabetic substitution ciphers Here recurrences are very plentiful as a rule, and the
intervals separating these recurrences may be factored, but the factors unll show no constancy,
there will be several factors common to many or most of the recurrences. This in itself 1s an
indication of a monoalphabetic substitution cipher, f the very fact of the presence of many
recurrences fails to impress itself upon the inexperienced cryptanalyst The other case 1n which
the process of factoring 1s nonsigmficant involves certain types of nonperiodic, polyalphabetic
ciphers. In certain of these ciphers recurrences of digraphs, trigraphs, and even polygraphs
meay be plentiful 1n a long message, but the intervals between such recurrences bear no definite
multiple relation to the length of the key, such as 1n the case of the true periodic, repeating-key
cipher, 1n which the alphabets change with successive letters and repeat themselves over and
over again

¢ Factoring 18 not the only method of determiming the length of the period of a periodie,
polyalphabetic substitution cipher, although it 1s by far the most common and easily apphed.
At this point it will merely be stated that when the message under study 1s relatavely short in
companson with the length of the key, so that there are only a few cycles of cipher text and no
long repetitions affording a basis for factoring, there are several other methods available
However, 1t being deemed inadvisable to interject the data concerning those other methods
at this point, they will be explained subsequently. It is deswrable at this juncture merely to
indicate that methods other than factoring do exist and are used m practical work.

d. Fundamentally, the factoring process 1s merely & more or less ssmple mathematical method
of studying the phenomena of periodicity in cryptograms It will usually enable the crypt-
analyst to ascertain definitely whether or not a given cryptogram is periodic 1n nature, and 1if
so, the length of the perod, stated 1n terms of the cryptographic umit wnvolved By the latter
statement is meant that the factoring process may be applied not only 1n analyzing the periodicity
manifested by cryptograms in which the plain-text umts subjected to cryptograplhic treatment
are monographic in nature (1 ¢ are single letters) but also 1n studying the periodicity exhibited
by those occasional cryptograms wheremn the plamn-text units are digraplie, trigraphie, or
n-graphic in character. The student should bear this point i1n mind when he comes to the study
of substitution systems of the latter sort. However, the present text will deal solely with cases
of the former type, wherein the plain-text units subjected to cryptographic treatment are single
letters.
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11, Second step: distributing the oipher text into the component monoalphabets.—d.
After the number of cipher alphabets involved in the cryptogram has been ascertained, the next
step 1s to rewrite the message in groups corresponding to the length of the key, or in columnar
fashion, whichever is more convenient, and this automatically divides up the text so that the
letters belonging to the same cipher alphabet occupy similar positions in the groups, or, if the
columnar method is used, fell in the same column. The letters are thus allocated or distributed
into the respective cipher alphabets to which they belong. This reduces the polyalphabetic
text to monoslphabetic terms.

b. Then separate unihteral frequency distributions for the thus isolated individual alphabets
are compiled. For example, in the case of the cipher on page 13, having determined that four
alphabets are involved, and having rewntten the message in four columns, a frequency distribu-
tion 1s made of the letters in Column 1, another is meade of the letters in Column 2, and so on for
the rest of the columns. Each of the resulting distributions 18 therefore a monoalphabetre frequency
drstrbution. If these distmbutions do not give the characteristic irregular crest and trough
appearance of monoalphabetic frequency distributions, then the analysis which led to the
hypothesis as regards the number of alphabets involved is fallacious. In fact, the appearance of
these individual distributions may be considered to be an index of the correctness of the factoring
process; for theoretically, and practically, the individual distributions constructed upon the
correct hypothesis will tend to conform more closely to the irregular crest and trough appearacne
of a monoalphabetic frequency distribution than will the graphic tables constructed upon an
incorrect hypothesis. These individual distributions may also be tested for monoalphabeticity
by statistical methods.

12. Third step: solving the monoalphabetic distributions.—The difficulty experienced in
analyzing the individual or isolated frequency distmbutions depends mostly upon the type of
cipher alphabets that is used. It is apparent that mixed alphabets may be used just as easily as
standard alphsbets, and, of course, the cipher letters themselves give no indication as to which
isthecase However,just asit was found that in the case of monoalphabeticsubstitution ciphers,
a uniliteral frequency distribution gives clear indications as to whether the cipher alphabet is &
standard or a mixed alphabet, by the relative positions and extensions of the crests and troughs
in the table, so 1t is found that in the case of repeating-key ciphers, uniliteral frequency distribu-
tions for the isolated or individual alphabets will also give clear indications as to whether these
alphabets are standard alphabets or mixed alphabets. Only one or two such frequency distribu-
tions are necessary for this determination;f they appear to be standard alphabets, similar distri-
butions can be made for the rest of the alphabets, but if they appear to be mixed alphabets, then
1t is best to compile triliteral frequency distributions for all the alphabets. The analysis of the
values of the cipher letters in each table proceeds along the same lines as in the case of monoalpha~
betic ciphers. The analysis is more difficult only because of the reduced size of the tables, but
if the message be very long, then each frequency distribution will contain a sufficient number of
elements to enable a speedy solution to be achieved.

Li]
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Section IV

REPEATING-KEY SYSTEMS WITH STANDARD CIPHER ALPHABETS

Solution by applying prineiples of frequency.
Solution by completing the plain-component sequence.
Solution by the “probable-word method”.

13. Solution by applying principles of frequency.—a. In the light of the foregoing principles,

let the following cryptogram be studied:

A search for repetitions discloses the following short list with the intervals and factors
above 10 omitted (for previous experience may lead to the conclusion that it is unlikely that the
cryptogram involves more than 10 alphabets, showing the number of recurrences which it does):

FPR&EETOEBEDOD

MEssagE

1 2 8 4 §
AUKHY JAMKI ZYMWM JMIGX NFMLX
ETIMI ZHBHR AYMZM ILVME JKUTG
DPVYXK QUKHQ LHVRM JAZNG GZVXE
NLUFM PZJNV CHUAS HKQGK IPLWP
AJZXI GUMTYV DPTEJ ECMYS QYBAV
ALAHY POEXW PVNYE EYXEE UDPXR
BVZVI ZIIVO SPTEG KUBBR QLLXP
WFQGK NLLLE PTIKW DJZXI GOIOI
ZLAMYV KFMWF NPLZI OVVFM ZKTXG
NLMDF AAEXI JLUFM PZJNV CAIGI
UAWPR NVIWE JKZAS ZLAFM HS

Repetition Looation | Interval Factors
LUFMPZJNVC.............] D1, K3 | 160 2, 4, 5, 8, 10.
JZXIG El, H4 90 2,3,5,6,9, 10.
EJK B4, L2 | 215 8.

PTE E3, G3 50 3,5, 10.
QCK D4, Hl1 85 5.
UKH Al, C2 ] 5.
ZLA J1, 14 85 8.
AS D3, L3 | 178 8,57,
EJ Be, L2 | 115 8.
Fl A3, D1 87 8.
il AB, J2 | 188 5.
Al Jz2, J4 12 2,846
FlL J4, K3 20 2,485, 10.
g | K3, L4 30 2,886, 10.
JA A2, C4 00 2,3, 4, 5,6, 10
LA fn,J (] 3, 8.
LA Jl, 14 ] 5.
LL G5, W2 10 2, 8.
NL. D1, H2 | 108 857
NL. 2, K 48 3509
VX €, ¢c5 20 34 8510
b | A3, B3 8 8.
'1

(
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b. The factor 5 appears 1n all but two casos, each of which involves only a digraph. It seems
almost certain that the number of alphabets 1s five Since the text already appears in groups of
five letters, 1t is unnecessary to rewnte the message The next step 1s to make a uniliteral fre-
quency distribution for Alphabet 1 to see if it can be determuned whether or not standard alpha-
bets are involved It 1s as follows

~— -

ALrEABET 1
s -

E_ s SxxEx. E_ES =
ABCDEFGHIJKLMNOPQRSTUVWXYZ

¢. Although the indications are not very clear cut, yet if one takes into consideration the
small amount of data the assumption of a direct standard alphabet with W,=A,, is worth further
test Accordingly a similar distribution 1s made for Alphabet 2.

III

ALPHABET 2

IIII

-~ Y
- - = ==
= % Z =S =

=
ABCDEFGHIJKLMNOPQRST WX

d There 18 every indication of a direct standard alphabet, with H Let sumilar distri-
butions be made for the last three alphabets They are as follows*

< IIII

N

ALPHABET 3
ABCDEFGHIJKLMNOPQRSTUVWXYZ
ALPHABET 4
ABCDEFGHIJKLMNOPQRSTUVWXYZ
ALPHABET 5

§=§ §\S = = Es
ABCDEFGHTI

Fxxx
JKLMNOPQRSTUVWXYZ
b

e After but little experiment 1t is found that the distributions can best be made to fit
the normal when the following values are assumed.

Alphabet 1_._..__.. A=W,
Alphabet 2_...___.. A,=H,
Alphabet 3......... A=1,
Alphabet 4.._...._. A,=T,
Alphabet 5..._____. A,=E,

J. Note the key word given by the successive equivalents of A,> WHITE. The real proof of
the correctness of the analysis is, of course, to test the values of the solved alphabets on the
cryptogram. The five complete cipher alphabets are as follows:

Plain_.__._______. ABCDEFGHIJKLMNOPQRSTUVWXY?Z

) S WXYZABCDEFGHIJKLMNOPQRSTUY

2 e HIJKLMNOPQRSTUVWXYZABCDEFG

Cipher{3____...__.. IJKLMNOPQRSTUVWXYZABCDEFGH

4. TUVWXYZABCDEFGHIJKLMNOPQRS

8:oeco.. ., EFGHIJKLMNOPQRSTUVWXYZABCD
Tiavaz 3.
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g- Applying these values to the first few groups of our message, the following is found:
1 32 8 4 38 1 2 8 4 3 1 2 3 4 & 1 2 3 4 & 1 2 8 4 8

Cipher.._...__. AUKHY JAMKI ZYMWM JMIGX NFMLX. ..
Plain......... ENCOU NTERE DREDI NFANT RYEST. ..

k. Intelligible text at once results, and the solution can now be completed very quickly.
The complete message is as follows

ENCOUNTERED RED INFANTRY ESTIMATED AT ONE REGIMENT AND MACHINE GUN COM-
PANY IN TRUCKS NEAR EMMITSBURG. AM HOLDING MIDDLE CREEK NEAR HILL 543 SOUTH-
WEST OF FAIRPLAY. WHEN FORCED BACK WILL CONTINUE DELAYING REDS AT MARSH
CREEK. HAVE DESTROYED BRIDGES ON MIDDLE CREEK BETWEEN EMMITSBURG-TANEYTOWN
ROAD AND RHODES MILL.

1. In the foregoing example (which is typical of the system erroneously attributed, 1n eryp=
tographic literature, to the French cryptographer Vigenere, although to do him justice, he
made no claim of having “invented’ it), direct standard alphabets were used, but it 18 obvious
that reversed standard alphabets may be used and the solution accomplished in the same
manner. In fact, the now obsolete cipher disk used by the United States Army for a number
of years yields exactly this type of cipher, which 1s also known 1n the literature as the Beaufort
Cipher, and by other names In fitting the 1solated frequency distributions to the normal, the
direction of “reading’” the crests and troughs is merely reversed.

14. Solution by completing the plam-component sequence.—a. There 1s another mathod
of solving this type of cipher, which is worthwhile explaining, because the underlying principles
will be found useful 1n many cases. It1s a modification of the method of solution by completing
the plain-component sequence, already explained 1n Mihtary Cryptanalysis, Part 1.

b. After all, the individual alphabets of a cipher such as the one just solved are merely
direct standard alphabets It has been seen that monoalphabetic ciphers in which standard
cipher alphabets are employed may be solved almost mechanically by completing the plain-
component sequence. The plain text reappears on only one generatrix and this generatrix 1s the
same for the whole message. It 1s easy to pick this generatrix out of all the other generatrices
because 1t ia the only one which yields intellgible text. Is it not apparent that if the same process
is applied to the cipher letters of the individual alphabets of the cipheér just solved that the plain-
text equivalents of these letters must all reappear on one and the same gencratrix? But how
will the generatrix which actually contains the plain-text letters be distinguishable from the
other generatrices, since these plain-text letters are not consecutive letters in the plain text but
only letters separated from one another by a constant interval? The answer is simple The plain-
text generatrnx should be distinguishable from the others because it will show more and o better
assortment of high-frequency letters, and can thus be selected by the eye from the whole set of genera-
trices. If this is done with all the alphabets in the cryptogram, it will merely be necessary to
assemble the letters of the thus selected generatrices mn proper order, and the result sould be
consecutive letters forming intelligible text.

¢. An example will serve to make the process clear Let the same message be used &s before.
Factoring showed that it involves five alphabets. Let the first ten cipher letters in each alphabdet
be set down in a horizontal line and let the normal alphabet sequences be completed, Thus:



C-N- O - IS N

10
11
12
13
14
15
16
17
18
19
20
21
22
23
24
25
26

d. If the high-frequency generatrices underlined in Figure 3 are selected and their letters
are juxtaposed in columns the consecutive letters of intelligible plain text immediately present
themselves

ALPHABET 1
AJZJINEZATJ
BKAKOFABJK
CLBLPGBCKL
DMCMQHCDLM
ENDNRIDEMN
FOEQOSJEFNO
GPFPTKFGOP
HQGQULGHPQ
IRHRVMHIQR
JSISWNIJRS
KTJTXOJKST
LUKUYPKLTU
MVLVZQLMUV
NWMWARMNVW
OXNXBSNOWX
PYOYCTOPXY
QZPZDUFQYZ
RAQAEVQRZA
SBRBFWRSAB
TCSCGXSTBC
UDTDHYTUCD
VEUEIZUVDE
WFVFJAVWEF
XGWGKBWXFG
YHXHLCXYGH
ZIYIMDYZHI

Thus:

For Alphabet 1, generatnx 5
For Alphabet 2, generatrix 20
Selected Generatrices{ For Alphabet 3, generatrix 19
For Alphabet 4, generatnx 8
For Alphabet 5, generatrix 23
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ALPHARET 3
UAYMFTHYLK
VBZNGUIZML
WCAOHVJIANM
XDBPIWKBON
YECQJXLCPO
ZFDRKYMDQP
AGESLZNERQ
BHFTMAOFSR
CIGUNBPGTS
DJHVOCQHUT
EKIWPDRIVU
FLJXQESJWV
GMKYRFTKXW
HNLZSGULYX
IOMATHVMZY
JPNBUIWNAZ
KQOCVJXOBA
LRPDWKYPCB
MSQEXLZQDC
NTRFYMARED
QUSGZNBSFE
PVTHAOCTGF
QWUIBPDUHG
RXVJCQEVIH
SYWKDRFWJI
TZXLESGXKJ

20

ALPEABET 3
KMMIMIBMVU
LNNJINJCNWV
MOOKOKDOXW
NPPLPLEPYX
OQQMQMFQZY
PRRNRNGRAZ
QSSOSOHSBA
RTTPTPITCB
SUUQUQJUDC
TVVRVRKVED
UWWSWSLWFE
VXXTXTMXGF
WYYUYUNYHG
XZZVZVOZIH
YAAWAWPAJI
ZBBXBXQBKJ
ACCYCYRCLK
BDDZDZSDML
CEEAEATENM
DFFBFBUFON
EGGCGCVGPO
FHHDHDWHQP
GIIEIEXIRQ
HJJFJFYJSR
IKKGKGZKTS
JLLHLHALUT

FiGURE 3

ALPRABET 4
HKWGLMHZMT
ILXHMNIANU
JMYINOJBOV
KNZJOPKCPW
LOAKPQLDQX
MPBLQRMERY
NQCMRSNFSZ
ORDNSTOGTA
PSEOTUPHUB
QTFPUVQIVC
RUGQVWRJWD
SVHRWXSKXE
TWISXYTLYF
UXJTYZUMZG
VYKUZAVNAH
WZLVABWOBI
XAMWBCXPCJ
YBNXCDYQDK
ZCOYDEZREL
ADPZEFASFM
BEQAFGBTGN
CFRCGHCUHO
DGSCHIDVIP
EHTDIJEWJQ
FIUEJKFXKR
GJVFKLGYLS

Columnar juxtaposition of letters
from selected generatrices......

TERUHDZO Z A~

OMA>R <103 Zw0
EZDA>P>bBEQ|w
PHOQOHMNZUXNO(N
QP HZASAHMNCGIO

coozZn/m
(Bl i ]
HO B O
HZ>TZ
S x
a2
Z03>»0
HQE X E

AvrEASET B
YIMXXTRMEG
ZJINYYJSNFH
AKOZZKTOGI
BLPAALUPHJ
CMQBBMVQIK
DNRCCNWRJL
EOSDDOXSKM
FPTEEPYTLN
GQUFFQZUMO
HRVGGRAVNP
ISWHHSBWOQ
JTXIITCXPR
KUYJJUDYQS
LVZKKVEZRT
MWALLWFASU
NXBMMXGBTV
OYCNNYHCUW
PZDOOZIDVX
QAEPPAJEWY
RBFQQBKFXZ
SCGRRCLGYA
TDHSSDMHZB
UELTTENIAC
VFJUUFOJBD
WGKVVGPKCE
XHLWWHQLDF

PAEAZOR
QRO
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Plain text: ENCOUNTERED RED INFANTRY ESTIMATED AT ONE
REGIMENT AND MAC . . . .

e. Solution by this method can thus be achieved without the compilation of any frequency
tables whatever and is very quickly attained. The inexperienced cryptanalyst may have diffi-
culty at first in selecting the generatrices which contain the most and the best assortment of
high-frequency letters, but with increased practice, & high degree of proficiency 1s attained.
After all it is only a matter of experiment, trial, and error to select and assemble the proper
generatrices so as to produce intelligible text.

J- If the letters on the sliding strips were accompanied by numbers representing therr relative
frequencies in plain text, and these numbers were added across each generatrix, then that gen-
eratrix with the highest total frequency would theoretically always be the plamn-text generatrix.
Practically it will be among the generatrices which show the first three or four greatest totals
Thus, an entirely mathematical solution for this type of cipher may be applied.

g. If the cipher alphabets are reversed standard alphabets, it is only necessary to convert
the cipher letters of each isolated alphabet into their normal, plain-component equivalents and
then proceed as in the case of direct standard alphabets.

k. It has been seen how the key word may be discovered in this type of cryptogram. Usually
the key 1s made up of those letters in the successive alphabets whose equivalents are A, but other
conventions are of course possible. Sometimes a key number 1s used, such as 8-4-7-1-12,
which means merely that A, 1s represented by the eighth letter from A (in the normal alphabet)
in the first cipher alphabet, by the fourth letter from A 1n the second cipher alphabet, and so on.
This modification 1s known in the literature as the Gronsfeld cipher However, the method of
solution as illustrated above, being independent of the nature of the key, 1s the same as before.

15. Solution by the ‘‘probable-word method.’’—a The common use of key words in cryp-
tograms such as the foregoing makes possible a method of solution that 1s simple and can be used
where the more detailed method of analysis using frequency distributions or by completing the
plain-component sequence is of no avail. In the case of a very short message which may show
no recurrences and give no indications as to the number of alphabets involved, this modified
method will be found most useful.

b. Briefly, the method consists in assuming the presence of a probable word in the message,
and referring to the alphabets to find the key letters applicable when this hypothetical word is
assumed to be present in varous positions in the cipher text. If the assumed word happens to
be correct, and 1s placed 1n the correct position in the message, the key letters produced by
referring to the alphabets will yield the key word. In the following example it is assumed that
reversed standard alphabets are known to be used by the enemy.

MgEssage

MDSTJ LQCXC KZASA NYYKO LP

¢. Extraneous circumstances lead to the assumption of the presence of the word AMMU-~
NITION. One may assume that this word begins the message. Using shding normal compo-
nents, one reversed, the other direct, the key letters are ascertained by noting what the successive
equivalents of A, are. Thus.

Cipher............. MDSTJLQCXC
Plain text.......... AMMUNITION
“Key” o eeceee-- MPENWTJKLP
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The key does not spell any intellgible word. One therefore shifts the assumed word one letter
forward and another tral 18 made.

Cipher..............DSTJLQCXCK
Plain text.________ AMMUNITION
“Key” oo DEFDYYVFQX
This also yields no intelligible key word One continues to shift the assumed word forward

one space at a time untal the following point 1s reached

Cipher......... .. LQCXCKZASA
Plain text.._...._.. AMMUNITION
“Key” e - LCORPSSIGN

The key now becomes evident. It is a cyclic permutation of SIGNAL CORPS. It should be
clear that since the key word or key phrase repeats itself during the encipherment of such a
message, the plain-text word upon whose assumed presence in the message this test is being
based may begin to be enciphered at any point in the key, and continue over into its next repeti-
tion if it 1s longer than the key. When this is the case 1t is merely necessary to shift the latter
part of the sequence of key letters to the first part, as 1n the case noted. LCORPSSIGN is trans-
posed into SIGN . . LCORPS, and thus SIGNAL CORPS

d. It will be seen 1n the foregoing method of solution that the length of the key is of no
particular interest or consequence in the steps taken mn effecting the solution. The determina-
tion of the length and elements of the key comes after ths solution rather than beforeit. In this
case the length of the period is seen to be eleven, corresponding to the length of the key (SIGNAL
CORPS).

e. The foregoing method 1s one of the other methods of determining the length of the key
(besides factoring), referred to in Par. 10e.

f. If the assumption of reversed standard alphabets yields no good results, then direct
standard alphabets are assumed and the test made exactly in the same manner. As will be
shown subsequently, the method can also be used as a last resort when mixed alphabets are
employed.

g. When the assumed word is lcnger than the key, the sequence of recovered key letters will
show a periodicity equal to the length of the key; that is, after a certain number of letters the
sequence of key letters will repeat This phenomenon would be most useful in the case of keys
that are not mtelligible words but are composed of random letters or figures. Of course, if such
a key 1s longer than the assumed word, this method is of no avail

h This method of solution by searching for a word is contingent upon the following cir-
cumstances:

(1) That the word whose presence is assumed actually occurs in the message, is properly
spelled, and correctly enciphered.

(2) That the sliding components (or equivalent cipher disks or squares) employed in the
search for the assumed word are actually the ones which were employed in the encipherment,
or are such as to give identical results as the ones which were actually used.

(3) That the pair of enciphering equations used in the test is actually the pair which was
employed in the encipherment; or if a cipher square is used in the test, the method of finding
c(ag::va.lents gives results that correspond with those actually obtained in the encipherment.

per. 9.)

W

»
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i. The foregoing appears to be quite an array of contingencies and the student may think
that on this account the method will often fail. But examining these contingencies one by one,
it will be seen that successful application of the method may not be at all rare—after the solution
of some messages has disclosed what sort of paraphernalia and methods of employing them are
favored by the enemy. From the foregoing remark 1t is to be inferred that the probable-word
method has its greatest usefulness not in an initial solution of a system, but only after successful
study of enemy communications by more difficult processes of analysis has told its story to the
alert cryptanalyst. Although it is commonly attributed to Bazeries, the French cryptanalyst
of 1900, the probable-word method is very old in eryptanalysis and goes back several centuries.
Its usefulness in practical work may best be indicated by quoting from a competent observer !,

There is another [method] which 18 o this first method what the geometric method is to analysis 1n certain
sciences, and, according to the whims of individuals, certain eryptanalysts prefer one to the other Certain others,
incapable of getting the answer with one of the methods in the solution of a difficult problem, conquer 1t by means
of the other, with a disconcerting masterly stroke ‘This other method 1s that of the probable word. We may
have more or less definite opinions concerning the subject of the cryptogram We may know something about its
date, and the correspondents, who may have been indiscreet 1n the subject they have treated On this bass, the
hypothesis 18 made that a certain word probably appears in the text In certain classes of documents,
mlitary or diplomatic telegrams, banking and mining affairs, etc, 1t 1s not 1inpossible to make very mmportant
assumptions about the presence of certain words in the text. After a eryptanalyst has worked for a long time
with the wrilings of certain correspondents, he gets used to their expressions He gets a whole load of words

to try out; then the changes of key, and sometimes of gystem, no longer throw into his way the difficulties of an
absolutely new study, which might require the analytical method.

To which I am prompted to add the amusing definition of cryptanalysis attributed to a
British wag “All eryptanalysis is divided into two parts trance-titution and supposition.”

1 Givierge, M , Cours de Cryptographie, Paris, 1925, p 30
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16. Reason for the use of mixed alphabets.—a It has been seen in the examples considered
thus far that the use of several alphabets in the same message does not greatly complicate the
analysis of such a cryptogram. There are three reasons why this is so. Firstly, only relatively
few alphabets were employed; secondly, these alphabets were employed in a periodic or repeating
manner, giving rise to cyclic phenomena in the cryptogram, by means of which the number of
alphabets could be determined; and, thirdly, the cipher alphabets were known alphabets, by
which 1s meant merely that the sequences of letters in both components of the cipher alphabets
were known sequences.

b. In the case of monoalphabetic ciphers it was found that the use of a mixed alphabet
delayed the solution to a considerable degree, and it will now be seen that the use of mixed alpha-
bets in polyalphabetic ciphers renders the analysis much more difficult than the use of standard
alphabets, but the solution is still fairly easy to achieve.

17. Interrelated mixed alphabets.—a. It was stated in Par. 5 that the method of producing
the mixed alphabets in a polyalphabetic cipher often affords clues which are of great assistance
in the analysis of the cipher alphabets. This is so, of course, only when the cipher alphabets
are interrelated secondary alphabets produced by sliding components or their equivalents.
Reference is now made to the classification set forth in Par. 6, in connection with the types of
alphabets which may be employed in polyalphabetic substitution. It will be seen that thus far
only Cases A (1) and (2) have been treated. Case B (1) will now be discussed.

b. Here one of the components, the plain component, is the normal sequence, while the
cipher component is & mixed sequence, the various juxtapositions of the two components yielding
mixed alphabets. The mixed component may be a systematically-mixed or a random-mixed
sequence. If the 25 successive displacements of the mixed component are recorded in separate
lines, a symmetrical cipher square such as that shown in Fig. 5 results therefrom. It is identical
in form with the square table shown on p. 7, labeled Table I-A.

(29
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Plain...... . ABCDEFGHIJKLMNOPQRSTUVWXYZ

NAM<L>PZEOXNHEINDAARUHDSMELOND XM
HPNARHS>PZEOMBMINDQARUDHSYXEALOND M
H$¥ONARHL>ZEOKNHIADAKRUDHNYXEATND
OKMNARCAPZEOXNEBHEIMNLDARRUOHDY X ELOV
MOKMNAKMLS> ZEOXNEHEIMNMOARTUHSXELO
CUNODHNMHNARNLSSZEOKBHEINODARMRDHS XS A
ACNDHUMNAMNSP>PZEOKEBHMINODAERUH» XS
EALMONDHKHMHNARNLSPZEOMXMBHEINOARKROHDMX
MEBEALAOCULDMIMNARAPZEOXNEIMNDAERKUOH®D
OXMEAMCUDHMNARCCSD ZEOXEHRINLDARDH
HSMEALONDXMMNANLSSZEOMMBHEIMNOANARKD
OHSMEALONDHKINLAdRH<S>ZEOXEHINDARK
EOHDSXEBALOUDKMNN N> ZEOXKEHTIMOAO
QAEUHDSMXMELMONDKINGAR<S>ZEOXEH LMD
VDARUHDXEBALOCNDMMINAMNAS> ZEOMXEIM
NMOARUHRMEALCCNDMMNARNA>ZEOMX B X
TAOAODAERUDHDMEALONDMHMENIMASAD> ZEOME
FIMUOUARUDHDMELONDXINIRA>ZEONK
KEITOLDARRUHDMEALONDMMMNJIAHNA>ZEO
OREHIMLDARKRUHHMXELOUDMMNOJHS>ZE
EOKEHEIMOUDAERUNSMXEALONDMMNNIR <> Z
ZEOMMEHIMODARUHDXEEATND X HN,IMEL>
SZEOCKABFINDAKRUHSMIELONDHKMNIR<
<> ZEOMMBEIMNODARUHSMEAOND MMNIR
HSS>ZEOEHIMNMODARUOHDYDXEALAONDMMMNGD

NS> ZEORLEHIMNDAOKEIDHDY M BE0LOUNDM™N

Cipher.....

Fi0URE &,

Oy1; Opnn=

¢. Such a cipher square may be used in exactly the same manner as the Vigenere square.
With the key word BLUE and conforming to the normal enciphering equations (6,/;

B.13), the following lines of the square would be used:
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18. Principles of direct symmetry of position.—a. It was stated directly above that Fig. 5
18 & symmetrical cipher square, by which is meant that the letters in its successive horizontal
lines show a symmelry of position with respect to one another. They constitute, in reality, one
and only one sequence or series of letters, the sequences being merely displaced successively 1,
2, 3, . . . intervals. The symmetry exhibited is obvious and is said to be visible, or direct.
This fact can be used to good advantage, as has already been alluded to in par. 77.

b. Consider, for example, the pair of letters G, and V, in cipher alphabet (1) of Fig. 6. The
letter V, is the 15th letter to the nght of G.. In cipher alphabet (2), V, is also the 15th letter to
the right of G, as is the case in each of the four cipher alphabets in Fig. 8, since the relative
positions they occupy are the same in each horizontal line in Fig. 6a, that is, in each of the suc-
cessive recordings of the cipher component as the latter is slid to the right against the plain or
normal component If, therefore, the relative positions occupied by two letters, 6, and 6,, in
such a cipher alphabet, C;, are known, and if the position of ©, in another cipher alphabet, C,,
belonging to the same series is known, then 6, may at once be placed into 1ts correct position in C,.
Suppose, for example, that as the result of an analysis based upon considerations of frequency,
the following values in four cipher alphabets have been tentatively determined:

1)Pla.in___.._.....AB(JDEF‘GHIJKLN!NOPQRSTUVWXYZ

(Clpher ......... G Y v

(2)Pla.in ___________ ABCDEFGHIJKLMNOPQRSTUVWXYZ
Cipher......_. N G P

3)Pln.in ........... ABCDEFGHIJKLMNOPQRSTUVWXYZ

(Cipher ......... L B I

(4)Plain ........... ABCDEFGHIJKLMNOPQRSTUVWXXYZ
Cipher......... W I Q

FIGURE 7o

¢. The cipher components of these four secondary alphabets may, for convenience, be assem-
bled into a cellular structure, heremafter called a sequence reconstruction skeleton, as shown in
Fig. 7b. Regarding the top hine of the reconstruction skeleton in Fig 7b as being common to all
four secondary cipher alphabets listed 1n Fig. 7a, the successive lines of the reconstruction skeleton
may now be termed cipher alphabets, and may be referred to by the numbers at the left

Plain_ ... A|BICID|IE|F|GIH|I|J|K|L|M|N|O|P|(Q|RI{S|T|U|V|W|X|Y|Z
) S G Y v
p N G P
Cipher
......... L B I
4. ... W I Q
F1ouRe 70

d. The letter G is common to Alphabets 1 and 2. In Alphabet 2 it is noted that N occupies
the 10th position to the left of G, and the letter P occupies the 5th position to the right of G.
One may therefore place these letters, N and P, in their proper positions in Alphabet 1, the letter N
being placed 10 letters before G, and the letter P, 5 letters after G Thus.

Plain......... ABCDEF|GHIJKLMNOPQRSTUVWXYZ

¢l | P Y v|N
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Thus, the values of two new letters in Alphabet 1, viz, P,=J,, and N,=U, have been automati-
cally determined; these values were obtained without any analysis based upon the frequency of

P,and N,. Likewise, in Alphabet 2, the letters Y and V may be inserted in these positions
Plain ... AIBCDEFGH[I JK[L|M|N|O[P|Q|R[S|T|U|V|W|X|Y|Z
9ed | | |vin | gl | P | 1y

This gives the new values V,=D, and Y,=Y, in Alphabet 2. Alphabets 3 and 4 have a common
letter I, which permits of the placement of Q and W in Alpheabet 3, and of B and L in Alphabet 4

e¢. The new values thus found are of course immediately inserted throughout the crypto-
gram, thus leading to the assumption of further values in the cipher text This process, mz, the
reconstruction of the primary componenis, by the application of the principles of direct symmetry
of position to the cells of the reconstruction skeleton, thus facilitates and hastens solution.

f. It must be clearly understood that before the principles of direct symmetry of position
can be applied in cases such as the foregoing, i 18 necessary that the plain component be a known
sequence. Whether it is the normal sequence or not is immaterial, so long as the sequence 1s
known. Obviously, if the sequence is unknown, symmetry, even 1f present, cannot be detected
by the cryptanalyst because he has no dase upon which to try out hus assumptions for
symmetry. In other words, direct symmetry of position is manifested in the illustrative
example because the plain component 13 a known sequence, and not because it is the
normal alphabet. The significance of this point will become apparent later on 1n connection
with the problem discussed in Par. 265

19, Imtial steps in the solution of a typiocal example.—a In the light of the foregoing prin-
ciples let a typical message now be studied.

MEssAGE
1 2 3 4 ]

A. QWBRI VWRYCA ISPJL RBZEY QWYEU
B.LWMGW ICJCI MTZEI MIBKN QWBRTI
C. VWYIG BWNBQ QCGQH IWJKA GEGXN
D. IDMRU VEZYG QIGVN CTGYO BPDBL
E. VCGXG BKZZG IVXCU NTZAO BWFEAQ
F. QLFCO MTYZT CCBYQ OPDKA GDGIG
G. VPWMR QIIEW ICGXG BLGQQ VBGRS
H MYJJY QVFWY RWNFL GXNFW MCJKX
J. IDDRU OPJQQ ZRHCN VWDYQ RDGDG
K. BXDBN PXFPU YXNFG MPJEL SANCD
L. SEZZG IBEYU KDHCA MBJJF KILCJ
M. MFDZT CTJRD MIYZQ ACJRR SBGZN
N. QYAHQ VEDCQ LXNCL LVVCS QWBII
P. IVJRN WNBRI VPJEL TAGDN IRGQP
Q. ATYEW CBYZT EVGQU VPYHL LRZNQ
R. XINBA IKWJQ RDZYF KWFZL GWFJNQ
S. QWJYQ IBWRX
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6. The principal repetitions of three or more letters have been underlined in the message and
the factors (up to 20 only) of the intervals between them are as follows:

QWBRIVWY....._ 45=3, 5, 9, 15.
CGXGB..._.... 60=2, 3, 4, 5, 6, 10, 12, 15, 20.
PJEL___.. 95=5,19.
2ZGT.___.. 145=5.
BRIV.. .. 285==3, 5, 15, 19,

BRI .. 45=3,5,9, 15.
KAG . 75=3, 5, 15.
QRD.._. 165=3, 5, 15.
QWB....... 45=3,5,9, 15.

QWB....... 275="5, 11.
WIC....... 130=2, 5, 10, 13.
XNF_..... 45=3,5,9,15.
YZT........ 225=3, 5, 15.
ZTC........ 145=3, 5.

The factor 5 is common to all of these repetitions, and there seems to be every indication that
five alphabets are involved. Since the message already appears in groups of five letters, it is
unnecessary in this case to rewrite it in groups corresponding to the length of the key. The
unthiteral frequency distribution for Alphabet 1 is as follows:

- _E % = =
ABCDEFGHIJKLMNOPQRSTUVWIXYZ
Fiounx 8.

¢. Attempts to fit this distribution to the normal on the basis of a direct or reversed standard
alphabet do not give positive results, and it 1s assumed that mixed alphabets are involved.
Individual triliteral frequency distributions are then compiled and are shown in Fig. 9. These
tables are similar to those made for single mixed alphabet ciphers, and are made in the same
way except that instead of taking the letters one after the other, the letters which belong to the
separate alphabets now must be assembled in separate tables. For example, in Alphebet 1,
the trigraph QAC means that A occurs in Alphabet 1; Q, its prefix, occurs in Alphabet 5, and C, its
suffix, occurs in Alphabet 2. All confusion may be avoic}eid’ by placing numbers indicating the

alphabets in which they belong above the letters, thus: QAC

ALPEABET 1
A B CDEUPGHTIUJOUIKLMKKNUOPAQRSTUVWTIXXY 2
QC GW NT Tv AE AS UD UN IT UT QP NX -W LB LA LA IW NN QI UX QR
PT OP TG AD we FI QX II up YW YW DE Iw
CK 27 LX HW FW LV OT NW QD RB UE
on WB L ND IR SY QC QD LC
GL GV we GI GP
GX we GP QL QB
XD AB RI NW
GB JFP v QE
Iv 2} § NY Ip
NR SW UP
AKX QW
QB

)

oYy

»
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AvrEABET 2
A B CDEVPFOGCGHTIUJ I KTLMNUOPAQRSTUVYVWIXY 2Z
SN RZ IJ IM GG MD MB Iw QF WB BD ZH IP MZ IX QB GN MJ
TG VG QG GG VZ QG BZ BG op IG cG QF VY BD QA
IE VG ID Sz QI AL LZ NZ LV QY PF
MJ CB RG VD KL oJ MY IJ LM YN
SG IG KH MY MJ CcJ EG QB LN
CY MJ RZ N vJ AY vy
IW AJ VY BN
1J
‘ BF
RN
vD
QB
KF
GF
QJ
ALPHABET 3
A B CDEUPGHTIUJI KLMNUGUOPAGQRSTUYVVWIUYZ
YH WR PB BY WE CQ RC IE CC IC WG WB SJ VC PM VC WC BE
IK PK LC EX DC WK DR WF KJ WE TE
WR DR VW IV YJ b ¢ BR WI EY
cY wy XP TY CK XF TZ KZ
wI XB WZ cX PQ AC IZ TA
NR FZ WJ DI PE XC TE EZ
EC cX BJ IB BZ RN
19 TR PH DY
BR CR
DD VR
BZ PE
AD wY
RQ
vqQ
ALPEABET 4
A B CDEUPGHTIUJOI KTLMNDUGOPA QR STUV VW IXVY Z
Z0 NQ YA GG ZY NL MW AQ YG PL BN WR ZQ FU GH BI GN FY GN ZG ZG
DL JI GN YU NW YL GG JY JA GQ BI GG GO YT
DN XU Z1 NG BI JF DA JqQ MU GG BQ 2G
NA FO FQ wQ JX GP GS DQ DT
HN Iw FQ GU DU EU YQ
ND JL JD ZF GN
HA JL JR JQ YT
LJ w JN FL
DQ BI
NL wX
V'

511914 0-43-3
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ArLrEABET b

A BCDEVFGHTIUJIXKLMNOPA QR STUVWFIXYZ

gSE

2

SHER
HEERRES
RRH

28

g
RIRSSENECBESSH
3

R28
SHEBHRER

JR
BV
FG
ES
CL
ET
HL
G

CM
XB EM
RV
II
RV

FAY
Iv
X8
DB
M
FAS

cs JK IB QI RV CM
RM YK YQ

CI
KG
KG
cM
BI

Condensed table of repetitions

1-2

1-2-3

1-2-3-4-5-1-2-3

Q w-6
vV p-3

QWB3

VWY¥2

QWBRIVVWY-2

2-3-4~5-1

CGXGB-2

R RN

anaaa Ll W
Iddd HA33d
oM@ KM ENN
O fe B MU HN
¥ L0
R
e ] 13

22223
1@&L@w
LSOO EHH
M NN

5-1-2

IVWw-2
QR D-2
WIc2

231388 238 183

[ R ] H
Mccpwwwx NTU D> L.Rv.z EWGIQ

Fiauze ¢
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d. One now proceeds to analyze each alphabet distribution, in an endeavor to establish
identifications of cipher equivalents Xirst, of course, attempts should be made to separate
the vowels from the consonants in each alphabet, using the same test as in the case of a single
mixed-alphabet cipher. There seems to be no doubt about the equivalent of E; in each alphabet:

1 323 38 4 8
E=Ionwe:GencloQ0

e. The letters of greatest frequencyzin Alplambet lare I, M, Q,V,B,G,L,R, S,and C. I,
has slready been assumed to be E;. If W, and Q,=E,, then one should be able to distinguish the
vowels fron’x the consonants amo::g the letters M, Q, V, B, G, L, R, S, and C by examining the
prefixes of W,, and the suffixes of Q,. The prefixes and suffixes of these letters, as shown by the

triliteral frequency distributions, are these:
2 &

(= E, Suﬁxeson.( E,)
L TIQRXLVAZO

Prefixes

Na?

of W,
QGKVRB
E\\ 'ﬁ§

"<
1=

J. Consider now the letter M,; it does not occur either as a prefix of ;l., or as a suffix of 6:
Hence it is most probably a vowel, mdl on account of its high frequency izt may be assumed to
be 0,. On the other hand, note that Q, occurs five times as a prefix of W, and three times as
a suffix of 6. It is therefore a consonant, most probably R, for it would give the digraph
ER (—QQ,) a8 occurnng three times and RE (—QW.,) as occurring five times,

g. The letter V. occurs three times as a prefix of W and twice as a suffix of Q. It is there-
fore a consonant, and on account of its frequency, let it be assumed to be T,. The letter Bl.
occurs twice as a prefix of W. but not as a suffix of Q. Its fn:q,uency is only medium, and it is
probably a consonant. In fact, the twice repeated digraph BW, is once a part of the trigraph
t‘;ﬁv’v and é., the letter of second highest frequency in Alphabet 5, looks excellent for T,. Might

not the trigraph GBW be THE? It wall be well to keep this possibility in mind.
h The letter G. occurs only once as a prefix of W. and does not occur as a suﬂix of Q. It may

be & vowel, but one can not be sure. The letter L. occurs once as a prefix of W. a.nd once 8s &
suffix of Q. It may be considered to be a consonant R. occurs once as & prefix of w., and twice
as a suffix of Q,, and is certainly a consonant Neither the letter S. nor the letter c. OCCUIS a8 &
prefix of V’I. or as a suffix of d,, both would seem to be vowels, but a study of the prefixes and
suffixes of these letters lends more weight to the assumption that (11. is & vowel than that é. isa
vowel. For all the prefixes of C, viz, lsl, '1", and V‘l, are in subsequent analysis of Alphabet 5 classi-
fied as consonants, as are hkewise its suffixes, viz, T, C, and B in Alphabet 2. On the other hand,
only one prefix, I.‘.., and one suffix, 1’3., of é. are later classified 8s consonants. Since vowels are
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more often associated with consonants than with other vowels, it would seem that 6. is more
1
likely to be & vowel than é.. At any rate C, is assumed to be & vowel, for the present, leaving é.
unclassified.
1. Going through the same steps with the remaining alphabets, the following results are
obtained:

Alphabet Consonants Vowels
1 Q. V,B, L, R, G? I, M C.
2 B,C,D, T. W, P, I.
3 JN,D Y, P, G, Z.
4 Y. Z, J. Q. C, E?, R?, B?
] G, N, A, I, W, L, T. Q, U.

20. Application of principles of direct symmetry of position.—a. The next step is to try
to determine a few values in each alphabet. In Alphabet 1, from the foregoing analysis, the

following data are on hand:
Plain_._.__. ABCDEFGHIJKLMNOPQRSTUVWXYZ
Cipher...... C? I c? M Q Vv

Let the values of E, alreandy assumed in the remaining alphabets, be set down in a reconstruction
skeleton, as follows:

Plein......... |A|B(CID|E[F|G|H|I|J|K|{L{M|N(O/P[Q|R|S|T|U(VIWIX(Y|Z
.. [C? I c? M Q
p S W
Cipher{3 .. G
4 . . c
T Q
Frouss 10,

b It is seen that by good fortune the letter Q is common to Alphabets 1 and 5, and the
letter C is common to Alphabets 1 and 4 If it is assumed that one is dealing with a case in which
a mixed component is sliding against the normal component, one can apply the principles of
direct symmetry of position to these alphabets, as outlined in Par. 18. For example, one may
insert the following values in Alphabet 5:

Plain.............JA|B|C|D|E|F|G|H|I|J|K|L|{M|N|O|P|Q|R|S|T|U|V|W|X|Y|Z
— |
1] Cc? I Cc? M Q
Cipher
5] |M Q[ |V Cc? I c?

Faune 11,

[}

- —— e —— =

e —— -
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¢. The process at once gives three definite values: I"l.=B,, 6.=G,, ;Z.=R,. Let these de-
duced values be substantiated by referring to the frequency distribution. Since B and G are
normally low or medium frequency letters in plain text, one should find that M, and V,, their
hypothetical equivalents in Alphabet 5, should have low frequencies. As a matter of fact, they
do not appear in this alphabet, which thus far corroborates the assumption. On the other hand,
since I._R,, if the values derived from symmetry of position are correct, I should be of high
frequency, and reference to the distribution shows that I, is of high frequency. The position of
c is‘ doubtful; it belongs either under N, or V,. If the former is correct, then the frequency
of C, should be high, for it would equal N;; if the latter is correct, then its frequency should be
low, for it would equal V.. As a matter of fact, (;. does not occur, and it must be concluded
that it belongs under V;. This in turn settles the value of é., for it must now be placed definitely
under I, and removed from beneath A,.

d. The definite placement of C now permits the insertion of new values in Alphabet 4, and
one now has the following:

Plain__._........_. A[B|C|DIE|F|{G|H|I|J|K|L|M|N|O|P{Q|{R|S|[T|U|VIW|X|Y|Z
¢ S— I c M Q
2 w
Cipher{3.......... G
4 . I C M Q v
I M Q v I C
F1GURE 12.

21. Subsequent steps in solution.—a. It is high time that the thus far deduced values, as
recorded in the reconstruction skeleton, be inserted in the cipher text, for by this time it must seem
that the analysis has certainly gone too far upon unproved hypotheses. The following results
are obtained:

MEzssaae
1 2 3 4 I 1
A QWBRI VWYCA ISPJL RBZEY QWYEU
RE R T E E E RE
B. LWNMGW ICJCI MTZEI MIBKN QWBRI
E E ER O R O RE R
C. YVWYIG BWNBQ QCGQH IWJKA GEGXN
' TE A E E R EN EE E



IDMRU

IDDRU

BXDBN

SEZZG

MFDZT

QYAHQ

x
]

VJRN

It -~

ATYEW

XINBA
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VEZYG

BKZZG

MTYZT

QIIEW

QVFWY

OPJQQ

NE

PXFPU

YXNFG

KDHCA

MIYZQ

LXNCL

VPJEL

EVGQU

EN

RDZYF

MPJEL

MBJJF

ACJRR

LYVCS

TAGDN

VPYHL

KWFZL

BPDBL

XN O
= =

o
L
o H

=
o
HQ
20
v

LRZNQ
E

GWFJQ
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b. The combinations given are excellent throughout and no inconsistencies appear. Note
123

the trigraph QWB, which is repeated in the following polygraphs (underlined in the foregoing text):

1 2 3 4 5 1 5 1 2 3 4 5 1
Q WBRIV. .. SQUWIBTITII

R E RT . . . R E A R E

3
¢. The letter B, is coammon to both polygraphs, and a little imagination will lead to the
assumption of the value B,=P,, yielding the following:

1 3 3 4 [ ] 1 5 1 2 3 4 5 1
Q WBRIUV S Qg W B ITII
R EPORT P R EPARE
4 5§ 1 2 3 4
d. Note also (in F5) the polygraph i G '¥ PW %, which looks like the word ATTACK. The

frequency distributions are consulted to see whether the frequencies given for (5. and l;., are high
enough for T, and A,, respectively, and also whether the frequency of %., is good enough for Cy;
it is noted that they are excellent Moreover, the digraph (':‘.;3., which ocours four times, looks
like TH, thus making 113.=H,,. Does the insertion of these four new values in our diagram of
alphabets bring forth any inconsistencies? The insertion of the value 3’.=A, and IB,=H., gives
no indications either way, since neither letter has yet been located in any of the other alphabets.
The insertion of the value &.=Tp gives a value common to Alphabets 3 and 5, for the value
(a;.=E, was assumed long ago. Unfortunately an inconsistency is found here. The letter I
has been placed two letters to the left of G in the mixed component, and has given good results
in Alphabets 1 and 5; if the value V;J.=C., (obtained above from the assumption of the word
ATTACK) is correct, then W, and not I, should be the second letter to the left of G. Which shall

be retained? There has been so far nothing to establish the value of z‘.,=E,,; this value was
assumed from frequency considerations solely Perhaps it is wrong It certainly behaves like
8 vowel, and one may see what happens when one changes its value to 0, The following
placements in the reconstruction skeleton result from the analysis, when only two or three new
values have been added as a result of the clues afforded by the deductions:

Plain. oo aAlB|c|p|E(F|c|H|I|d|k|L|M|N]|o|P|[Q|R]|S|T|U|V|W|X|¥Y|Z
¢ | S c|B|c M| |PiQ|R|V|W

R [ — P(Q(R|V|W s| (1| |e(B|C

’Cipl:ez:!’, __________ R|V|W s G|B|C M| |pl|Q
b 1| |e|B P|Q|R|V|W S
5! (M| |P[Q|R|V|W s| |1]| |e|B|C

FIGURE 13
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¢ Many new values are produced, and these are inserted throughout the message, yielding

the following:
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22. Completing the solution.—a. Completion of solution 1s now a very easy matter.
The mixed component is finally found to be the following sequence, based upon the word
EXHAUSTING:

EXHAUSTINGBCDFJKLMOPQRVWYZ
and the completely reconstructed skeleton of the cipher square is shown in Fig 135

Plain ... A|B|C|D|E|FGIH|I|J|K|L|M|N|O|P[Q[R[S{T{U|V|WX|Y|Z
4 N— A|U|S|T|I|N{G/B|C|D|F|JK|L|M|O|P|Q|R|V|W|Y|(Z|E|X|H
2. PIQ|R{VIWIY|Z|E|{X|H{A|U|S|TII|N|G|B|C{D|{F[JIK[L[M|O
Cipher..{3...._|R|V|W|Y|Z|E(X|H|A|U|S|T|{I|N|G|B|C|D|{F|J|K|L|M|O|P|Q
4. JI|N|G|B|C|D(F|{J|(K|L|M|O|P|Q|R|V|IW|Y|Z|E|{X|H|A|U|S|T
L —  LiM{O|{P|Q|R|{VIW|Y|{Z|E|{X|H|A[U|S|T|{I|N|G|B{C|D|F|{J{K

Fioore 136

b. Note that the successive equivalents of A, spell the word APRIL, which 1s the key for the
message. The plain-text message is as follows*

REPORTED ENEMY HAS RETIRED TO NEWCHESTER. ONE TROOP IS REPORTED AT HEN-
DERSON MEETING HOUSE: TWO OTHER TROOPS IN ORCHARD AT SOUTHWEST EDGE OF NEW-
CHESTER. 2D SQ IS PREPARING TO ATTACK FROM THE SOUTH. ONE TROOP OF 3D SQ IS
ENGAGING HOSTILE TROOP AT NEWCHESTER. REST OF 3D SQ IS MOVING TO ATTACK
NEWCHESTER FROM THE NORTH. MOVE YOUR SQ INTO WOODS EAST OF CROSSROAD 539 AND
BE PREPARED TO SUPPORT ATTACK OF 2D AND 3D SQ. DO NOT ADVANCE BEYOND NEWCHESTER.
MESSAGES HERE.

TREER,
COL.

¢ The preceding case is a good example of the value of the principles of direct symmetry
of position when applied properly to a cryptogram enciphered by the sliding of a mixed com-
ponent against the normal. The cryptanalyst starts off with only a very hmited number of
assumptions and builds up many new values as & result of the placement of the few orginal
values in the reconstruction skeleton.

23. Solution of subsequent messages enciphered by the same cipher component.—a.
Preliminary remarks.—Let it be supposed that the correspondents are using the same basic or
primary component but with different key words for other messages. Can the knowledge of
the sequence of letters in the reconstructed primary component be used to solve the subsequent
messages? It has been shown that in the case of a monoalphabetic cipher in which a mixed
alphabet was used, the process of completing the plain component could be applied to solve
subsequent messages in which the same cipher component was used, even though the cipher
component was set at a different key letter. A modification of the procedure used in that case
can be used in this case, where a plurality of cipher alphabets based upon a sliding primary
component is used.
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b. The message.—Let it be supposed that the following message passing between the same
two correspondents as in the preceding message has been intercepted:

MgzesaGE
SFDZR YRRKX MIWLL AQRLU RQFRT ITJQKF XUWBS MDJZK

MICQC UDPTV TYRNH TRORV BQLTI QBNPR RTUHD PTIVE
RMGQN LRATQ PLUKR KGRZF JCMGP IHSMR __GQRFX BCABA
OEMTL PCXJM___RGQSZ VB

c. Factoring and conversion into plain component equivalenis —The presence of & repetition
of a four-letter polygraph whose interval is 21 letters suggests a key word of seven letters There
are very few other repetitions, and this is to be expected in a short message with a key of such
length.

1 2 3 4 5 6 7 1 28 4 5 ¢ 7
SFDZRYR FNMZVYV
RKXMIVWL VPBRHXQ
LAQRLUR QDUVQEYVY
QFRTIJAQ UNVGHOU
KFXUWBS PNBEXKTF
MDJZKMTI d. Transcription into periods.—Let the message RMOZPRH
CQCUDPT be written in groups of seven letters, in columnar L ULEMT G
VTYRNHT  fashion, as shown in Fig 14. The lettersineach wG@YV I C G
RORVBQL column belong to a single alphabet. Let the letters VSVWKUQ
TIQBNPR in each column be converted into their plain-com- GHUKTITYV
RTUHDPT ponent equivalents by setting the reconstructed VGECMTG
IVERMGQ  cipher component against the normal alphabetatany HWA VR J U
NLRATQP arbitrarily selected point, for example, that shown IQVDGUT
LUKRKGR  below. QEPVPJV
ZFJCMGP ZNOLRJT
IHSMRGAQ HCFRVJU
RFXBCAB VNBKLDK
AOEMTLP DSARGQT
CXJMRGQ LBORVJU
SZVB FZWK

FIGURE 14 FI6URE 15

Plain.......... ABCDEFGHIJKLMN OfQ STUVWXYZ

Cipher...___. EXHAUSTINGBCDFJKLMOPQRVWYZ

The columns of eqiiivalents are now as shown in Fig. 15.

¢ Ezamination and selection of generatrices.—I1t has been shown that in the case of & mono-
alphabetic cipher it was merely necessary to complete the normal alphabet sequence-beneath
the plain-component equivalents and the plain text all reappeared on one generatrix. It was
also found that 1 the case of & multiple-alphabet cipher mvolving standard alphabets, the pla.m—
text equivalents of each alphabet reappeared on the same generatrix, and 1t was necessary only
to combine the proper generatrices in order to produce the plain text of the message. In the
case at hand both processes are combined: the normal alphabet sequence is continued beneath
the letters of each column and then the generatrices are combined to produce the plain text.
The completely developed generatrix diagrams for the first two columns are as follows (Fig. 16):

n
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POHODONIMIENSAICZOOHOOY

Cotvun 1 Coruxw 2
FVQUPRLWVGVHIQZHVDLF NPDNNMUGSHGWQENCNSBZ
1 GWRVQSMXWHWIJRAIWEMG 1 OQEOONVHTIHXRFODOTCA
2 HXSWRTNYXIXJKSBJXFNH 2 PRFPPOWIUJIYSGPEPUDB
3 IYTXSUOZYJYKLTCKYGOI 3 QSGQQPXJVKJZTHQFQVEC
4 JZUYTVPAZKZLMUDLZHPJ 4 RTHRRQYKWLKAUIRGRWFD
5 KAVZUWQBALAMNVEMAIQK $ SUISSRZLXMLBVJSHSXGE
6 LBWAVXRCBMBNOWFNBJRL 6 TVJTTSAMYNMCWKTITYHF
7 MCXBWYSDCNCOPXGOCKSM 7 UWKUUTBNZONDXLUJUZIG
8 NDYCXZTEDODPQYHPDLTN 8 VXLVVUCOAPOEYMVKVAJH
9 OEZDYAUFEPEQRZIQEMUO 9 WYMWWVDPBQPFZNWLWBKI
PFAEZBVGFQFRSAJRFNVP XZNXXWEQCRQGAOXMXCLJ
QGBFACWHGRGSTBKSGOWQ YAOYYXFRDSRHBPYNYDMK
RHCGBDXTHSHTUCLTHPXR ZBPZZYGSETSICQZOZENL
SIDHCEYJITIUVDMUIQYS ACQAAZHTFUTJDRAPAFOM
TJEIDFZKJUJYWENVJRZT BDRBBAIUGVUKESBQBGPN
UKFJEGALKVKWXFOWKSAU CESCCBJVHWVLFTCRCHQO
VLGKFHBMLWLXYGPXLTBV DFTDDCKWIXWMGUDSDIRP
WMHLGICNMXMYZHQYMUCW EGUEEDLXJYXNHVETEJSQ
18 XNIMHJDONYNZAIRZNVDX FHVFFEMYKZYOIWFUFKTR
YOJNIKEPOZOABJSAOWEY GIWGGFNZLAZPJXGVGLUS
ZPKOJLFQPAPBCKTBPXFZ HJXHHGOAMBAQKYHWHMVT
AQLPKMGRQBQCDLUCQYGA IKYITHPBNCBRLZIXINWU
22 BRMQLNHSRCRDEMVDRZHB 22 JLZJJIQCODCSMAJYJOXV
23 CSNRMOITSDSEFNWESAIC 23 KMAKKJRDPEDTNBKZKPYW
24 DTOSNPJUTETFGOXFTBJD 24 LNBLLKSEQFEUOCLALQZX
25 EUPTOQKVUFUGHPYGUCKE 25 MOCMMLTFRGFVPDMBMRAY
F10URE 16.

J. Combining the selected generatrices.—After some experi-
menting with these generatrices the 23d generatrix of Column 1 and
the 1st of Column 2, which yield the digraphs shown in Fig. 17a,
are combmed. The generatrices of the subsequent columns are
examined to select those which may be added to these already
selected in order to build up the plain text The results are shown
in Fig. 175. This process is a very valuable aid 1n the solution of
messages after the primary component has been recovered as a
result of the longer and more detailed analysis of the frequency
distributions of the first message intercepted. Very often a short
message can be solved in no other way than the one shown,
if the primary component is completely known.

g. Recovery of the key.—It may be of interest to find the key
word for the message. Assuming that enciphering method num-
ber 1 (see Par. 7f, page 6) were known to be employed, all that
is necessary is to set the mixed component of the cipher alphabet
underneath the plain component so as to produce the cipher letter
indicated as the equivalent of any given plain-text letter in each
of the alphabets. For example, in the first alphabet it 18 noted that
C,=S,. Adjust the two components under each other so as to
bring S of the cipher component beneath C of the plain component,

Frouvan 17s. thus:

QH>UEBSEZ"TITINONLAHOENZWNO~
POQOHROUONAMIHRAI<S<ZOORMOOw
YL HCHKIHOHMZOANMICOZC e
HeEerrHUHAPCOCREERAYEZHZYE > .
AOQIANZCQZHAQEHIPHAUORU W
URMUOUOUODOUDZZoSIZ " BH<SW N
NMAHNIITNERAOEETIONHEOY
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Plain _...... ABCDEFGHIJKLMNOPQRSTUVWXYZABCDEFGHIJKLMNOPQRSTUVWXYZ
Cipher........ EXHAUSTINGBCDFJKLMOPQRVWYZ

It is noted that A,—A,. Henoce, the first letter of the key word to the message is A. The 2d,
3d, 4th, . . . 7th key letters are found in exactly the same manner, and the following is obtained:

When COF IR S T equals
S F D ZR Y R then A, successively equals
AZIMUTH

24, Summation of relative frequencies as an aid to the selection of the correct generatrices.—
a. In the foregoing example, under subparagraph f, there occurs this phrase: ‘‘After some
experimenting with these generatrices . . .” By this was meant, of course, that the selection of
the correct initial pair of generatrices of plain-text equivalents is in this process a matter of trial
and error. The test of “correctness” is whether, when juxtaposed, the two generatrices so
selected yield “‘good” digraphs, that is, high-frequency digraphs such as occur in normal plain
text. In his early efforts the student may have some difficulty in selecting, merely by ocular
examination, the most likely generatrices to try. There may be in each diagram several gen-
eratrices which contain good assortments of high-frequency letters, and the number of trials of
combinations of generatrices may be quite large. Perhaps a simple mathematical method may
be of assistance in the process.

b. Suppose, in Fig. 16, that each letter were accompanied by & number which corresponds
to its relative frequency in normal English telegraphic text. Then, by adding the numbers along
each horizonial line, the totals thus obtained will serve as relative numerical measures of the
frequency values of the respective generatrices. Theoretically, the generatrix with the greatest
value will be the correct generatrix because its total will represent the sum of the individual
values of the actual plantext letters. In actual practice, of course, the generatrix with the
greatest value may not be the correct one, but the correct one will certainly be among the three
or four generatrices with the largest values. Thus, the number of trials may be greatly reduced,
in the attempt to put together the correct generatrices.

¢. Using the preceding message as an example, note the respective generatrix values in Fig,
18. The frequency values of the respective letters shown in the figure are based upon the normal
distribution for War Department telegraphic text (see Table 3, Appendix 1, Military Crypt-
analysis, Part I).

[1})

b
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d. It will be noted that the frequency value of the 23d generatrix for the first column of
cipher Ietters is the greatest; that of the first generatrix for the second column is the greatest.
In both cases these are the correct generatrices. Thus the selection of the correct generatrices
in such cases has been reduced to a purely mathematical basis which is at times of much assistance
in effecting a quick solution. Moreover, an understanding of the principles involved will be of
considerable value in subsequent work.

25. Solution by the probable-word method.—a. Occasionally one may encounter a crypto-
gram which is so short that it contains no recurrences even of digraphs, and thus gives no indi-
cations of the number of alphabets involved. If the sliding mixed component is known, one may
apply the method illustrated in Par. 15, assuming the presence of & probable word, checking it
against the text and the sliding components to establish a key, if the correspondents are using
key words.

b. For example, suppose that the presence of the word ENEMY is assumed in the message
in Par. 23b above. One proceeds to check it against an unknown key word, sliding the already
reconstructed mixed component against the normal and starting with the first letter of the
eryptogram, in this manner:

When ENEMY equals
SFDZR then A, successively equals
XENFW

The sequence XENFW spells no intelligible word. Therefore, the location of the assumed word
ENEMY is shifted one letter forward in the cipher text, and the test is made again, just as was
explained in Par. 15. When the group AQRLU is tried, the key letters ZIMUT are obtained,
which, taken as a part of a word, suggests the word AZIMUTH. The method must yield solution
when the correct assumptions are made.

¢. The danger to cryptographic security resulting from the inclusion of cryptographed
addresses and signatures in cryptographic messages becomes quite obvious in the hght of
solution by the probable-word method. To illustrate, reference is made to the message employed
in Pars. 19-22. It will be noted in Par. 22b that the message carried a signature (Treer, Col )
and that the latter was enciphered. Suppose that this were an authorized practice, and that
every message could be assumed to conclude with a cryptographed signature. The signature
“TREER COL’ would at once afford a very good basis for the quick solution of subsequent mes-
sages emanating from the same headquarters as did the first message, because presumably this
same signature would appear in other messages. It 1s for this reason that addresses and signa-
tures must not be cryptographed; if they must be included they should be cryptographed in a
totally different system or by a wholly different method, perhaps by means of a special address
and signature code. It would be best, however, to omit all addresses and signatures, and to
let the call signs of the headquarters concerned also convey these parts of the message, leaving
the delivery to the addressee a matter for local action.

26. Solution when the plain component is a mixed sequence, the cipher component, the
normal.—a. This falls under Case B (2) outlined in Par. 6. It is not the usual method of
employing a single mixed component, but may be encountered occasionally in cipher devices.

b. The preliminary steps, as regards factoring to determine the length of the period, are
the same as usual. The message is then transcribed into its periods. Frequency distributions
are then made, as usual, and these are attacked by the principles of frequency and recurrence.
An attempt 18 made to apply the principles of direct symmetry of position, but this attempt
will be futile, for the reason that the plain component is in this case an unknown mixed sequence.
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¢c. However, if the principles of direct symmetry of position are of no avail in this case,
there are certain other principles of symmetry which may be employed to great advantage.

(See Par. 184.) Any attempt to find symmetry in the secondary alphabets based upon the normal
The following message has been intercepted:

sequence can therefore disclose no symmetry because the symmetry which exists is based upon a

wholly different sequence.
varisgble from day to day, is used as plain component; the normal sequence is used as cipher

component; and a repeating key, varable from message to message, is used in the ordinary

manner.

To explain them an actual example will be used. Let it be assumed that it is known to the
cryptanalyst that the enemy is using the general system under discussion, #i2, & mixed sequence,

MM I IJIOFNORJIALMMND
DEDHMNNANDDHJdHODIEZAHA

cHAMMAKRBEUZUORMUOLS>ABENN<

MONMIPOUOLDPAXKOXUNMBHOEQ JO
HMUOMAMNZERFUZAFMAQAHMXZ XX

PEEOMNMMAANOANMLMSYDROMLD
HFRAMOADPIFRMAHMUN<CSEN
ZEHSEQACEAAQAQADENZRZZO
PRNOO>DLODPMANHYERHE X AR
B MAUMMOMONMMEBEAOZHNMERKD

MOEBMXMHNARN IR JOOMODERHAANA
SHEEDHEKEMD AN EMMMK DX
AR JAESEONXKNAUZOABEDKMN D
QubBldkMMNOKBENTALKXKOH
ZNZLdERIJAZZHKONZIOX > dHK

UNDUOMHALALAABERANAX EMXENX
FEHEBEOEDMLS> DAL BHAE>MAD>

*ORMMPARMMMAHAEREOENRTAQA =B

PMODODMHAO>LNEXMEKODU XD
RDAMMDDODIEXHMEBEREED T EIH>U

NALDMBP PO BOHMBEM™MMMMNMNII
HEAMBEND AN ZMD MM T E D
Edb g Z AV NQAENARNEHEOESDO X
HLCDODAQAPPEOOHII AUV QARD«4A>
AT ZAMEHEEEOY Y EDZEHU AN

Mo X>OPAMMHAOALNKDHENLD
PEXALILIIJAEDUEREANADEHEANN
ONAdHAMNLEALAHUODZEZOADOO
M ddANH IO I IO
OPLDODANIZNANPARUDEHMN

d A study of the recurrences and factoring their intervals discloses that five alphabets are
ALPHABET 1

involved. Uniliteral frequency distributions are made and are shown in Fig. 19a:
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F1aURE 19a.
e. Since the cipher component in this case is the normal alphabet, i follows that the five

frequency disiributions are based upon a sequence which 18 known, and therefore, the five frequency

distributions should manifest a direct symmetry of distribution of crests and troughs. By virtue of
positions, the several distributions may be combined into a single uniliteral distribution. Note

this symmetry and by shifting the five distributions relative to one another to proper superim-
how this shifting has been done in the case of the five illustrative distributions:
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For example, in Fig. 195, X,

in Alphabet 2 is directly under A, in Alphabet 1; hence, if the superimposition is correct then

A64560

The entire process, hereinafter designated as

conversion into monoalphabetic lerms, gives the following converted message:

REF ID
It is merely necessary to substitute for the respective letters in

tion of the respective distributions enables one to convert the cipher

letters of the five alphabets into one alphabet. Suppose it is decided to convert Alphabets

Again T, in Alphabet 3=A, in Alphabet 1; therefore, in the cryptogram one

erimposi

Therefore, in the cryptogram it is merely necessary to replace every X, in the second

J. The sup

1

the four alphabets those which stand above them in Alphabet 1.
x.=A.-

replaces every T, in the third position by A,.

2, 8, 4, and 5 into Alphabet 1.

position by A,.

3
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The uniliteral frequency distribution for this converted text follows. Note that the frequency
of each letter is the sum of the five frequencies 1n the corresponding columns of Fig. 195.

<MUAMECHRM IS ZNOHuE

Fiauns 20.
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g. The problem having been reduced to monoalphabetic terms, a triliteral frequency distri-
bution can now be made and solution readily attained by simple principles. It yields the
following:

JAPAN CONSULTED GERMANY TODAY ON REPORTS THAT THE COMMUNIST INTERNATIONAL
WAS BEHIND THE AMAZING SEIZURE OF GENERALISSIMO CHIANG KAI SHEK IN CHINA.
TOKYO ACTED UNDER THE ANTICOMMUNIST ACCORD RECENTLY SIGNED BY JAPAN AND GER-~
MANY. THE PRESS SAID THERE WAS INDISPUTABLE PROOF THAT THE COMINTERN INSTI-
GATED THE SEIZURE OF GENERAL CHIANG AND SOME OF HIS GENERALS. MILITARY OB-
SERVERS SAID THE COUP WOULD HAVE BEEN IMPOSSIBLE UNLESS GENERAL CHANG HSUEN
LIANG HOTHEADED FORMER WAR LORD OF MANCHURIA HAD FORMED AN ALLIANCE WITH THE
COMMUNIST LEADERS HE WAS SUPPOSED TO BE FIGHTING. SUCH AN ALLIANCE THESE
OBSERVERS DECLARED OPENED UP A RED ROUTE FROM MOSCOW TO NORTH AND CENTRAL
CHINA.

h. The reconstruction of the plain component is now a very simple matter. It is found to
be as follows:

HYDRAULICBEFGJKMNOPQSTVWXZ

Note also, in Fig. 195, the keyword for the message, (HEAVY), the letters being in the columns
headed by the letter H.

. The solution of subsequent messages with different keys can now be reached directly, by
a simple modification of the principles explained in Par 18. This modification consists m using
for the completion sequence the mized plain component (now known) instead of the normal alpha-
bet, after the cipher letters have been converted into their plain-component equivalents. Let
the student confirm this by experiment.

j. The probable-word method of solution discussed under Paragraph 20 is also applicable
here, in case of very short cryptograms. This method presupposes of course, possession of the
mixed component and the procedure is essentially the same as that 1n Par 20. In the example
discussed in the present paragraph, the letter A on the plain component was successively set
against the key letters HEAVY; but this is not the only possible procedure.

k. The student should go over carefully the principle of ‘‘conversion into monoalphabetic
terms’’ explained in subparagraph f above until he thoroughly understands 1t. Later on he will
encounter cases in which this principle is of very great assistance in the cryptanalysis of more
complex problems. (Another example will be found under Par. 45)

. The principle illustrated in subparagraph e, that is, shifting two or more monoalphabetic
frequency distributions relatively so as Lo bring them into proper ahgnment for amalgamation
into a single monoalphabetic distribution, is called maiching. It is a very important crypt-
analytic principle. Note that its practical application consists in shding one monoalphabetic
distribution against the other s0 as to obtain the best coincidence between the entire sequence
of crests and troughs of one distrnibution and the enfire sequence of crests and troughs of the other
distribution. When the best point of comncidence has been found, the two sequences may be
amalgamated and theoretically the single resultant distribution will also be monoalphabetic in
character. The successful application of the principle of matching depends upon several factors.
First, the cryptographic situation must be such that matching 1s a correct cryptographic step.
For example, the distributions in figure 195 are properly subject to matching because the cipher
component in the basic sequences concerned 1n this problem is the normal sequence, while the
plain component is a mixed sequence. But it would be futile to try to match the distributions
in figure 9, for in that case the cipher component 1s a mixed sequence, the plain component 18
the normal sequence. Hence, no amount of shifting or matching can bring the distributions of
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figure 9 into proper superimposition for correct amalgamation. (If the occurrences in the various
distributions in figure 9 had been distributed according to the sequence of letters in the mixed
component, then matching would be possible; but in order to be able to distribute these occur-
rences according to the mixed component, the latter has to be known—and that is just what is
unknown until the problem has been solved.) A second factor involved in successful matching
is the number of elements in the two distributions forming the subject of the test. If both
of them have very few tallies, there is hardly sufficient information to permit of matching with
any degree of assurance that the work is not in vain. If one of them has many tallies, the other
only a few, the chances for success are better than before, because the positions of the blanks in
the two distributions can be used as a guide for their proper superimposition.

m. There are certain mathematical and statistical procedures which can be brought to bear
upon the matter of cryptanalytic matching. These will be presented in a later text. However,
until the student has studied these mathematical and statistical methods of matching distri-
butions, he will have to rely upon mere ocular examination as a guide to proper superimposition.
Obviously, the more data he has in each distribution, the easier is the correct superimposition
ascertained by any method.
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Secrion VI
BREPEATING-KEY SYSTEMS WITH MIXED CIPHER ALPHABETS, II
Parsgraph
Further cases to be considered 27
Identical primary mixed components prooeeding In the same direction 28
Cryptographing and decryptographing by means of identical primary mixed components........ccceeceeueeeecae 29
Principles of solution 30

27. Further cases to be considered.—a. Thus far Cases B (1) and (2), mentioned in Para~

graph 6 have been treated. There remains Case B (3), and this case has been further subdivided
a8 follows:

Case B (3). Both components are mixed sequences.
(a) Components are identical mixed sequences.
(1) Sequences proceed in the same direction (The secondary alphabets are mixed

alphabets.)
(2) Sequences proceed in opposite directions. (The secondary alphabets are
reciprocal mixed alphabets.)
(b) Components are different mixed sequences. (The secondary alphabets are mixed
alphabets.)

b. The first of the foregoing subcases will now be examined.

28, Identical primary mixed components proceeding in the same direction.—a. It is often
the case that the mixed components are derived from an easily remembered word or phrase,
so that they can be reproduced at any time from memory. Thus, for example, given the key
word QUESTIONABLY, the following mixed sequence is derived:

QUESTIONABLYCDFGHJKMPRVWXZ

b. By using this sequence as both plain and cipher component, that is, by sliding this
sequence against itself, a series of 26 secondary mixed alphabets may be produced. In encipher-
ing a message, sliding strips may be employed with a key word to designate the particular and
successive positions in which the strips are to be set, the same as was the case in previous examples
of the use of sliding components. The method of designating the positions, however, requires
a word or two of comment at this point. In the examples thus far shown, the key letter, as
located on the cipher component, was always set opposxte A, as located on the plain component;
posmbly an erroneous impression has been created, mz, tha.t this is invariably the rule. This
is decidedly not true, as has already been explamed in paragraph 7c. If it has seemed to be the
case that ©, always equals A,, it is only because the text has dealt thus far principally with cases in
which the plain component is the normal sequence and its imtial letter, which usually consti-
tutes the index for juxtaposing cipher components, 18 A, It must be emphasized, however,
that various conventions may be adopted in this respect; but the most common of them is to
employ the initial letter of the plain component as the index letter. That is, the index letter,
6, will be the initial letter of the mixed sequence, in this case, Q. Furthermore, to prevent the
posmblhty of ambiguity it will be stated again that the pair of enciphenng equations employed
in the ensuing discussion will be the first of the 12 set forth under Par. 7/, viz, Ox/s=011; 0,/1=04/s.
In this case the subscript “1"” means the plain component, the subscript “2”’, the cipher
component, so that the enciphering equation is the following: 6,/,=0y;; 6,/,= e./..

(49)
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¢. By setting the two sliding components against each other in the two positions shown
below, the cipher alphabets labeled (1) and (2) given by two key letters, A and B, are seen to be
different

Key LeTTER=A ?,
Plain component............. QUESTIONABLYCDFGHJKMPRVWXZQUESTIONABLYCDFGHJKMPRVWXZ
Cipher component........... QUESTION#BLYCDFGHJKMPRVWXZ
&
Secondary alphabet (1):
Plain_.......... ABCDEFGHIJKLMNOPQRSTUVWXYZ
Cipher.. ... HJPRLVWXDZQKUGFEASYCBTIOMN
Key LETTER=B ?,
Plain component.........____. QUESTIONABLYCDFGHJKMPRVWXZQUESTIONABLYCDFGHJKMPRVWXZ
Cipher component........-.. QUESTIONAELYCDFGHJMRVHXZ
6
Secondary alphabet (2):
Plain ... ...... ABCDEFGHIJKLMNOPQRSTUVWIXYZ
Cipher.......... JKRVYWXZFQUMEHGSBTCDLIONPA

d. Very frequently a quadricular or square table is employed by the correspondents, instead
of sliding strips, but the results are the same The cipher square based upon the word QUESTION-~
ABLY is shown mn Fig. 21. It will be noted that it does nothing more than set forth the successive
positions of the two primary sliding components; the top line of the square is the plain component,
the successive horizontal lines below it, the cipher component in its various juxtapositions. The
usual method of employing such a square “(i. e, corresponding to the enciphering equations
6x/0=0110; Opp=0,s) 18 to take as the cipher equivalent of a plain-text letter that letter which
hes at the intersection of the vertical column headed by the plain-text letter and the horizontal
row begun by the key letter. For example, the cipher equivalent of E, with keyletter T is the
letter O,; or E, (Tyx)=0,. The method given in paragraph b, for determining the cipher equiva-
lents by means of the two sliding strips yields the same results as does the cipher square.

"
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NME<<IIERGQIOQOWUOAKTWIPZOHANEQO
ONMIBE<IIERERGCIQEHOAAKTEIPZIOHAINEC
CONMEdAIERGCIQRIUAOAWINOIPZOHANIE
HCcOoONME<ITIUITERGIOQGWODOWrEWIPZOH-AN
NERECONMECAIEREARCGCITNOQAEUAOAKPPWEPZOH-
HUNBECONMISIHIERGCIORUAOAKMNW>ZOHM
HEUUWBRECONMEXXYTERERGIO@WMUOKIWREZO
OHEUNEACONMAEQSIVIERGCIQOHUAOAKD W X
ZoHHAUNACONMAECCIUIRERGQIEQOIUOQOETW >
PZoHANBCONMNMICAIVTERGLGIOIUOQOG W
Wr2ZoHHNEBECONHNALST ITRRCIQTWOQE
CFWrPZOoOHHANECONMIESITI ITRRGIAQTNMUOX
OO PZOHESNEBECQCONXXACIITITERLGIOATMOOQ
QAN UEU>PZOHANBBECONMEA<SIIEXGCIQNO
UQ«WIrruwIsrZoHNEBECONMIE<SD TRERSIXOQT
FTUQKCTWIPZOHHNECONMXA<SCTIRRSGSIDA
QEUUAKPEWPEPZOHNANBCONMESTIRERGX
ToEHmUuaKrwerPbrZoHTNECONMALTIIRRG
QGIEOATNMUAOAKPrEPZOoOHNECONMESTUERERN
RGUITOBOUOAKPIPUIPZOHEANBCONKIAI<XIUE
EXCOIIQEUQAK WP Z0HANBECONMA<CDY
vERGMIQEHUAKINWrIPrZOHAUNRMCONMACSD
VU EBERGIQEHUODAXMPNWIPZIOHANBCONNME<S
S OYR NG ITIQENMUAAKITWIPZO0HANECONNKSE
H4WIERGUIQEUUAOAKIWUPZOoOHANEBCONN
HMELT YRR IIQANUORKINWPZOHHANEBQON

29. Cryptographing and decryptographing by identical primary mixed components.—There
is nothing of special interest to be noted in connection with the use either of identical mixed
components or of an equivalent quadricular table such as that shown in Fig. 21, in enciphenng or
deciphering a message. The basic principles are the same as in the case of the gliding of one
mixed component against the normal, the displacements of the two components being controlled
by changeable key words of varying lengths. The components may be changed at will and so on.
All this has been demonstrated adequately enough in Elementary Military Cryptography, and
Advanced Military Cryptography.

80, Principles of solution.—a. Basically the principles of solution in the case of a crypto-
gram enciphered by two identical mixed shding components are the same as in the preceding
case. Primary recourse is had to the principles of frequency and repetition of single letters,
digraphs, trigraphs, and polygraphs Once an entering wedge has been forced into the problem,
the subsequent steps may consist merely in continuing along the same lines as before, building
up the solution bit by bit.

b. Doubtless the question has already arisen in the student’s mind as to whether any
principles of symmetery of position can be used to assist in the solution and in the reconstruction
of the cipher alphabets in cases of the kind under consideration. This phase of the subject will
be taken up in the next section and will be treated in a somewhat detailed manner, because the
theory and principles involved are of very wide application in cryptanalytics,



REF ID:A64560

Secrion VII
THEORY OF INDIRECT SYMMETRY OF POSITION IN SECONDARY ALPHABETS!
Paragraph
Reconstruction of primary components from secondary alphabets__ . oo cmanaam o ecceecaas 31

81. Reconstruction of primary components from secondary alphabets.—a. Note the two
secondary alphabets (1) and (2) given in paragraph 28¢c. Externally they show no resemblance
or symmetry despite the fact that they were produced from the same primary components.
Nevertheless, when the matter is studied with care, a symmetry of position is discoverable.
Because it is 8 hidden or latent phenomenon, it may be termed lafent symmetry of position.
However, in previous texts the phenomenon has been designated as an indirect symmetry of position
and this terminology has grown into usage, so that & change is perhaps now inadvisable.
Indirect symmetry of position is a very interesting and exceedingly useful phenomenon in

cryptanalytics.
b. Consider the following secondary alphabet (the one labeled (2) in paragraph 28c¢):
(2)Plain- ..... ABCDEFGHIJKLMNOPQRSTUVWXYZ
Cipher...... JKRVYWXZFQUMEHGSBTCDLIONPA

¢. Assuming it to be known that this is a secondary alphabet produced by two primary
identical mixed components, it is desired to reconstruct the latter. Construct a chain of alter-
nating plain-text and cipher-text equivalents, beginning at any point and continuing until the
chain has been completed. Thus, for example, beginning with A,=J,, J,=Q,, Q;=B,, . . ., and
dropping out the letters common to successive pairs, there results the sequence AJQB. .. By
completing the chain the following sequence of letters is established:

AJQBKULMEYPSCRTDVIFWOGXNHZ

d. This sequence consists of 26 letters. When slid against itself it uwnll produce exactly the
same secondary alphabets as do the primary components based upon the word QUESTIONABLY.
To demonstrate that this is the case, compare the secondary alphabets given by the two settings
of the externally different components shown below:

Plain component...... QUESTIONABLYCDFGHJKMPRVWXZQUESTIONABLYCDFGHJKMPRVWXZ

Cipher component..... QUESTIONABLYCDFGHJKMPRVWXZ
Secondary alphabet (1):

Plain..__....... ABCDEFGHIJKLMNOPQRSTUVWXYZ
Cipher......__. JKRVYWXZFQUMEHGSBTCDLIONPA
Plain component...... AJQBKULMEYPSCRTDVIFWOGXNHZAJQBKULMEYPSCRTDVIFWOGXNHZ
Cipher component..... AJQBKULMEYPSCRTDVIFWOGXNHZ

Secondary alphabet (2):
Plain..__..__... ABCDEFGHIJKLMNOPQRSTUVWXYZ
Cipher...... ~-JKRVYWXZFQUMEHGSBTCDLIONPA

! After the student has read this and the next section 1t would be well for him to study Appendix 3, where
snother and perhaps sumpler method 18 explamed
(52)
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e. Since thesequenceA J Q B K . , . gives exactly the same equivalentsin the secondary
alphabets as the sequence Q UE S T . . . gives, the former sequence is cryptographically
equivalent to the latter sequence. For this reason the A J Q B K. . . sequence is termed
an equivalent primary component ! If the real or original primary component is a key-word mixed
sequence, it is hidden or latent wathin the equivalent primary sequence; but it can be made patent
" by decimation of the equivalent primary component The procedure is as follows: Find three
letters in the equivalent primary component such as are likely to have formed an unbroken
sequence in the original pnmary component, and see if the interval between the first and second
is the same as that between the second and third. Such a case is presented by the letters W, X,
and Z in the equivalent primary component above. Note thesequence. . . WOGXNHZ. .. ;
the distance or mterval between the letters W, X, and Z is two letters Continuing the chain by
adding letters two intervals removed, the latent original primary component is made patent.
Thus:

1 23 4 5 6 7 8 9 101113 18 14 15 16 17 18 10 20 21 22 23 24 25 28
WXZQUESTIONABLYCDFGHJKMPRYV

J. Itis possible to perform the steps given in ¢ and ¢ in a combined single operation when the
original primary component is 8 key-word mixed sequence. Starting with any pair of letters (in
the cipher component of the secondary alphabet) likely to be sequent in the key-word mixed
sequence, such as JK, in the secondary alphabet labeled (2), the following chain of digraphs may
be set up. Thus, J,K,in the plain component stand over Q, U, respectively, in the cipher com-
ponent; Q,U, in the plain component stand over B, L, respectively, in the cipher component, and
so on. Connecting the pairs in a series, the following results are obtained:

JNo QU BLoOKMAUES LY MPESSYCoPR- ST CD RV S
TIoDF-WoI0-FGo WX ONGHXZ5NASSHI2200AB5JK . . .

These may now be united by means of their common letters:
JK>KM>MP 5 PRoRV ete=J KNPRVWXZQUESTIONABLYCDFGH

The original primary component is thus completely reconstructed.

g. Not all of the 26 secondary alphabets of the series yielded by two sliding primary compo-
nents may be used to develop a complete equivalent primary component. If examination be made,
it will be found that only 13 of these secondary alphabets will yield complete equivalent primary
components when the method of reconstruction shown in subparagraph ¢ above is followed. For
example the following secondary alphabet, which is also derived, from the primary components
based upon the word QUESTIONABLY will not yield a complete chain of 26 plain text-cipher-
plain text equivalents:

Plain........ ABCDEFGHIJKLMNDO

PQRSTUVWXYZ
Cipher._... CDHJOKMPBRVFWYLXTZ

NAIQUEGS

1 8uch an equivalent component 18 merely a sequence which has been or can be developed or derived from
the original sequence or basic primary component by applying a decimation process to the latter; conversely,
the orginal or basic component can be derived from an equivalent component by applying the same sort of
process to the equivalent component. By decimation 18 meant the selection of elements from a sequence acoord-
ng to some fixed interval. For example, the sequence A E I M. . . is derived, by decimation, from the
unormal alphabet by selecting every fourth letter.
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Equivalent primary component:
1 283 ¢4 5 6 7 8 9101123131 8% 3

ACHPXEOLFKVQT|ACH. . . (The A C H sequence begins again.)

h. Tt is seen that only 13 letters of the chain have been established before the sequence begins
to repeat itself. It is evident that exactly one-half of the chain has been established. The other
half may be established by beginning with a letter not in the first half. Thus:

1 28 45 6 7 8 9 1011218 1 3 3
BDJRZSNYGMWUI|BDJ ... (The B D J sequence begins again.)

. It is now necessary to distribute the letters of each half-sequence within 26 spaces, to
ocorrespond with their placements in a complete alphabet. This can only be done by allowing a
constant odd number of spaces between the letters of one of the half-sequences. Distributions
are therefore made upon the basis of 3, 5, 7, 9, . . . spaces. Select that distribution which
most nearly coincides with the distribution to be expected in a key-word component. Thus, for
example, with the first half-sequence the distribution selected is the one made by leaving three
spaces between the letters. It is as follows:

1 2 8 4 5 6 7 8 9 10 11 13 18 14 18 16 17 18 19 20 21 22 33 M 28 20
A-L-C~-F~H~-K-P-V-X=-Q-E~-T=-0-

7. Now interpolate, by the same constant interval (three in this case), the letters of the other
half-sequence. Noting that the group F — H appears in the foregoing distribution, it is apparent
that G of the second half-sequence should be inserted between F and H. The letter which imme-
diately follows G in the second half-sequence, ¢z, M, is next inserted in the position three spaces to
the right of G, and so on, until the interpolation has been completed. This yields the original
primary component, which is as follows:

1 38 46 6 7 8 01011 121314151617 1810203123258 %35 2
ABLYCDFGHJKMPRVWXZQUESTION

k. Another method of handling cases such as the foregoing is indicated in subparagraph f
By extending the principles set forth in that subparagraph, one may reconstruct the following
chain of 13 pairs from the seconda.ry alpha.bet given in subparagraph g:

1 2 3 9 10 1 12 13
CD-bHJ-bPR-bXZ-)ESaON-DLY-)FG-)KM-)VW-)QU-)TIaAB CD . e

Now find, in the foregoing chain, two pairs likely to be sequent, for example HJ and KM and count
the interval between them in the chain. It is 7 (counting by pairs). If this decimation interval
is now applied to the chain of pairs, the following is established:

1 3 8 4 656 7 8 0 10111213 14 1516 17 15 10 20 21 22 25 24 35 28

HJKMPRVWXZQUESTIONABLYCDFG

l. The reason why a complete chain of 26 letters cannot be constructed from the secondary
alphabet given under subparagraph g is that 1t represents a case in which two primary com-
ponents of 26 letters were slid an even number of intervals apart. (This will be explained in
further detail in subparagraph r below.) There are in all 12 such cases, none of which will
admit of the construction of a complete chain of 26 letters. In addition, there is one case where-
in, despite the fact that the pnmary components are an odd number of intervals apart, the
secondary alphabet cannot be made to yield a complete chain of 26 letters for an equivalent
primary component 'This is the case in which the displacement is 13 intervals. Note the
secondary alphabet based upon the primary components below (which are the same as those

shown in subparagraph d):
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Primary CoMPONENTS

BLYCDFGHJKM
I0

A RVWX2Z
RVWXZQUEST ABLYC

SECONDARY ALPHABET

BCDEFGHIJKLMNOPQRSTUVWXYZ
Cipher....._.. RVZQGUESKTIWOPMNDAHJFBLYXC

m. If an attempt is made to construct a chain of letters from this secondary alphabet alone,
no progress can be made because the alphabet is completely reciprocal. However, the crypt-
analyst need not at all be baffled by this case. The attack will follow along the lines shown below
in subparagraphs n and o.

n. IT the original primary component is a key-word mixed sequence, the cryptanalyst may
reconstruct it by attempting to ‘‘dovetail” the 13 reciprocal pairs (AR,BV,CZ,DQ,EG,FU,HS,
IK,JT,LW,MO,NP, and XY) into one sequence. The members of these pairs are all 13 intervals

apart. Thus:
#1388 4667809101131
A - L) - L] L] L] L] L] L L] L] L ] R

B....... o . s . Vv
c e e e 4 e e 1
2 Q
E..... . . O ¢
F....... . ..U
H. ..o oo S
i K
J. .. e e e e e T
P W
| 0
N . ..o P
. Y
Fiaves 2.

Write out the series of numbers from 1 to 26 and insert as many pairs into position as possible.
being guided by considerations of probable partial sequences in the key-word mixed sequence,
Thus:

0133 466 78 9101131314116
ABcD-..I.....szQ

It begins to look as though the key-word commences with the letter Q, in which case it should
be followed by U. This means that the next pair to be inserted is FU. Thus:

0133 456 7 8 910111213 4KIIIN
ABCDF........ RVZQU

The sequence A B C D F means that E is in the key. Perhaps the sequenceis ABCDF GH.
Upon trial, using the pairs EG and HS, the following placements are obtained:
01 38 4«5 67 8 01011131814 15101718B

ABCDFGH......RVZQUES
This suggests the word QUEST or QUESTION. The pair JT is added:

0123 4667 8 010111313 1415161718 19D
ABCDFGHJ.....RVZQUEST
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The sequence G H J suggests G H J K, which places an I after T. Enough of the process has
been shown to make the steps clear.

o. Another method of circumventing the difficulties introduced by the 14th secondary
alphabet (displacement interval, 13) is to use it in conjunction with another secondary alphabet
which is produced by an even-interval displacement. For example, suppose the following two
secondary alphabets are available.!

... ABCDEFGHIJKLMNOPQRSTUVWXYZ

1. _ RVZQGUESKTIWOPMNDAHJFBLYXC
2. . XZESKTIORNAQBWVLHYMPJCDFUG
FioUuRs 23

The first of these secondaries is the 13-interval secondary; the second is one of the even-
interval secondaries, from which only half-chain sequences can be constructed. But if the con-
struction be based upon the two sequences, 1 and 2 in the foregoing diagram, the following is
obtained:

RXUTNLDHMVZEIAYFJPWQSOBCGK

This is a complete equivalent primary component. The original key-word mixed component
can be recovered from it by decimation based upon the 9th interval:

RVWXZQUESTIONABLYCDFGHJKMP

p. (1) When the primary components are identical mixed sequences proceeding in opposite
directions, all the secondary alphabets will be reciprocal alphabets. Reconstruction of the
primary component can be accomplished by the procedure indicated under subparagraph o
above. Note the following three reciprocal secondary alphabets:

1 28 46 67 B D 10111313814 1516 17 18 190 20 31 23 28 24 36 26

p _ _ABCDEFGHIJKLMNOPQRSTUVWXYZ

1. _ PMHGQFDCWYLKBRVAENZXUOITUJS

2. WVMKSJHGQFDRCXZYILEUTBANPO

3. TSQZLXWVNRPEMIOKCJBAYHGFUD
Fiovas 34

(2) Using lines 1 and 2, the following chain can be constructed (equivalent primary com-

ponent):
PAQSOBCGKRXUTNLDHMVZEIAYPFJ

1 The method of writing down the secondaries shown in figure 28 will hereafter be followed in all cases when
alphabet reconstruction skeletons are necessary. The top line will be understood to be the plain ecomponent; {t
is common to all the secondary alphabets, and {8 set off from the cipher components by the heavy black line.
‘This top line of letters will be designated by the digit §, and will be referred to as ““the sero line”’ in the diagram.
The successive lines of letters, which occupy the space below the sero line and which contain the various cipher
components of the several secondary alphabets, will be numbered serially. These numbers may then be used as
reference numbers for designating the horizontal Iines in the diagram. The numbers standing above the letters
may be used as reference numbers for the vertical columns in the diagram. Hence, any letter in the reconstruc-
tion skeleton may be designated by coordinates, giving the horizontal or X coordinate first. Thus, D (2-11)
means the letter D standing in line 2, Column 11.
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Or, using lines 2 and 3:
WTYKZODPUAGVSLJXICMQNFREBH

The original key-word mixed primary component (based on the word QUESTIONABLY) can
be recovered from either of the two foregoing equivalent primary components. But if lines 1
and 3 are used, only half-chains can be constructed:

PTFXAKECVOHQL and MSDWNJUYRIGZB

This is because 1 and 8 are both odd-interval secondary alphabets, whereas 2 is an even-
interval secondary. It may be added that odd-interval secondaries are characterized by having
two cases in which a plain-text letter is enciphered by itself; that is, ©, is identical with ©,.
This phrase ‘identical with” will be represented by the symbol =; the phrase ‘“not identical
with” will be represented by the symbol 3£. (Note that in secondary alphabet number 1 above,
F,=F, and U,=U,; in secondary alphabet number 3 above, M, =M, and 0,=0,). This charac-
teristic will enable the cryptanalyst to select at once the proper two secondaries to work with in
case several are available; one should show two cases where 6,=0,; the other should show
none,

¢- (1) When the primary components are different mixed sequences, their reconstruction
from secondary cipher alphabets follows along the same lines as set forth above, under b to 5,
inclusive, with the exception that the selection of letters for building up the chain of equivalents
for the primary cipher component is restricted to those below the zero line in the reconstruction
skeleton. Having reconstructed the primary cipher component, the plain component can be
readily reconstructed. This will become clear if the student will study the following example.

9 _ABCDEFGHIJKLMNOPQRSTUVWXYZ

1L . TVABULIQXYCWSNDPFEZGRHJKMO
22..ZJSTVIQRMONKXEAGBWPLHYCDFU
FIGURE 28.

(2) Using only lines 1 and 2, the following chain is constructed:
TZPGLIQRHYOUVJCNEWKDASXMFB

This is an equivalent primary cipher component. By finding the values of the successive
letters of this chain in terms of the plain component of secondary alphabet number 1 (the zero

line), the following is obtained:
TZPGLIQRHYOUVJCNEWKDASXMFB
ASPTFGHUVJZEBWKNRLXOCMIYQD

The sequence AS P T . . . is an equivalent primary plain component. The original key-
word mixed components may be recovered from each of the equivalent primary components.

That for the primary plain component is based upon the key PUBLISHERS MAGAZINE; that for
the primary cipher component is based upon the key QUESTIONABLY.
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(3) Another method of accomplishing the process indicated above can be illustrated graphi-
cally by the following two chains, based upon the two secondary alphabets set forth in sub-

paragraph ¢ (1):

1 2 3 4 § 6 7 8 9 101112138 14 1516 17 18 190 20 21 22 23 94 25 28
g . . ABCDEFGHIJKLMNOPQRSTUVWXYZ
1..._.TVABULIQXYCWSNDPFEZGRHJKMO
2. — Z2ZJSTVIQRMONKXEAGBWPLHYCDFU
Cal 1 Col 2.
A@l1) - T(@-1); —» T(24) — D(@4); —»
D(@4) —- B(14); —» B@-17)-» Q(8-17); »
Q (8-17) — F (1-17); —» F (2-25) —» Y (#-25); —»
Y(@P25) — M(1-25); » M(2-9) —» I(@#9); —
I@9) — X(1-9); —» X(2-18) » M(#-13); —»
M(@13) —» S(1-13); » S(2-3) » C(#3); —»

ete. ete.

FIGURE 20,

(4) By joining the letters in Column 1, the following chain is obtained: A D @ Y I M, ete.
If this be examined, it will be found to be an equivalent primary of the sequence based upon
PUBLISHERS MAGAZINE. By joining the letters in Column 2, the following chain is obtained:
T B FM X S. Thisis an equivalent primary of the sequence based upon QUESTIONABLY.

r. A final word concerning the reconstruction of primary components in general may be
added. It has been seen that in the case of & 26-element component sliding against itself (both
components proceeding in the same direction), it is only the secondary alphabets resulting from
odd-interval displacements of the primary components which permit of reconstructing a single
26-letter chain of equivalents This is true except for the 13th interval displacement, which
even though an odd number, still acts like an even number displacement in that no complete
chain of equivalents can be established from the secondary alphabet. This exception gives the
clue to the basic reason for this phenomenon: it is that the number 26 has two factors, 2 and 13,
which enter into the picture. With the exception of displacement-interval 1, any displacement
interval which 18 a sub-multiple of, or has a factor in common with the number of letters in the primary
sequence will yield a secondary alphabet from which no complete chain of 26 egquivalents can be
derived for the consiruction of a complete equivalent primary component. This general rule is
applicable only to components which progress in the same direction; if they progress in opposite
directions, all the secondary alphabets are reciprocal alphabets and they behave exactly like
the reciprocal secondares resulting from the 13-interval displacement of two 26-letter identical
components progressing in the same direction.

s. The foregoing remarks give rise to the following observations based upon the general
rule pointed out above. Whether or not & complete equivalent primary component is derivable
by decimation from an original primary component (and if not, the lengths and numbers of chains
of letters, or incomplete components, that can be constructed in attempts to derive such equiv-
alent components) will depend upon the number of letters in the original primary component
and the specific decimation interval selected. For example, in a 26-letter original primary com-
pouent, decimation interval 5 will yield a complete equivalent primary component of 26 letters,
whereas decimation intervals 4 or 8 will yield 2 chains of 13 letters each. In a 24-Jetter compo-
nent, decimation interval 5 will also yield a complete equivalent primary component (of 24 letters),
but decimation interval 4 will yield 6 chains of 4 letters each, and decimation interval 8 will




REF ID:A64560

59

yield 3 chains of 8 letters each. It also follows that in the case of an original primary com-
ponent in which the total number of characters is a prime number, all decimation intervals will
yield complete equivalent primary components. The following table has been drawn up in the
light of these observations, for original pnmary sequences from 16 to 32 elements. (All prime-
number sequences have been omitted ) In this table, the column at the extreme left gives the
various decimation intervals, omitting in each case the first interval, which merely gives the
original primary sequence, and the last interval, which merely gives the original sequence
reversed. The top line of the table gives the various lengths of original primary sequences from
32 down to 16. (The student should bear in mind that sequences containing characters in addi-
tion to the letters of the alphabet may be encountered; he can add to this table when he is
interested in sequences of more than 32 characters) The numbers within the table then show,
for each combination of decimation interval and length of, original sequence, the lengths of the
chains of characters that can be constructed. (The student may note the symmetry in each
column.) The bottom line shows the total number of complete equivalent primary components
which can be derived for each different length of onginal component.

D&d;:gon Number of characters in original primary component

32 30 28 27 26 25 24 22 21 20 18 16

2 16 15 14 27 13 25 12 11 21 10 9 8
3 32 10 28 9 26 25 8 22 7 20 6 16
4 8 16 7 27 13 25 6 11 21 5 9 4
b 32 6 28 27 26 5 24 22 21 4 18 16
6 16 5 14 9 13 25 4 11 7 10 3 8
7 32 30 4 27 26 25 24 22 3 20 18 16
8 4 15 7 27 13 25 6 11 21 5 9 2
9 32 10 28 9 26 256 8 22 7 20 2 18
10 16 3 14 27 13 5 12 11 2¢ 2 9 8
11 32 30 28 27 26 25 24 2 21 20 18 16
12 8 5 7 9 13 25 2 11 7 5§ 3 4
13 32 30 28 27 2 25 24 22 21 20 18 16
14 16 156 2 27 13 25 12 11 3 10 9 8
15 32 2 28 9 26 5 8 22 7 4 6

16 2 15 7 27 13 25 6 11 21 5 9

17 32 30 28 27 26 25 24 22 21 20

18 16 5 14 9 13 25 4 11 7 10

19 32 30 28 27 26 25 24 22 21

20 8 3 7 27 13 5 6 11

21 32 10 4 9 28 25 8

22 16 15 14 27 13 25 12

23 32 30 28 27 268 25

24 4 5 7 9 13

25 32 6 28 27

28 16 156 14

27 32 10

28 8 15

29 32

30 16

' Totalmumbee 14 6 10 16 10 18 16 8 10 6 4 6
sequences
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SecTion VIII
APPLICATION OF PRINCIPLES OF INDIRECT SYMMETRY OF POSITION

Paragraph
Applying the principles to a specific example 32
The oryptogram employed in the exposition 33
Fundamental theory 384
Application of principles 35
General remarks 36

82. Applying the principles to a specific example.—a. The preceding section, with the
many details covered, now forms a sufficient base for proceeding with an exposition of how the
principles of indirect symmetry of position can be applied very early in the solution of a poly-
alphabetic substitution cipher in which sliding primary components were employed to produce
the secondary cipher alphabets for the enciphering of the cryptogram.

b. The case described below will serve not only to explain the method of applying these
principles but will at the same time show how their apphcation greatly facilitates the solution
of a single, rather difficult, polyalphabetic substitution cipher. It is realized, of course, that the
cryptogram could be solved by the usual methods of frequency and long, patient experimentation.
However, the method to be described was actually applied and very materially reduced the
amount of time and labor that would otherwise have been required for solution.

83. The cryptogram employed 1n the exposition.—a. The problem that will be used in this
exposition involves an actual cryptogram submitted for solution in connection with & cipher
device having two concentric disks upon which the same random mixed alphabet appears, both
alphabets progressing in the same direction. This was obtained from & study of the descriptive
circular accompanying the cryptogram. By the usual process of factoring, it was determined
that the cryptogram involved 10 alphabets. The message as arranged according to its period
is shown in Figure 27, in which all repetitions of two or more letters are indicated.

b. The triliteral frequency distributions are given in Figure 28. It will be seen that on
account of the brevity of the message, considering the number of alphabets involved, the fre-
quency distributions do not yield many clues. By a very careful study of the repetitions,
tentative individual determinations of values of cipher letters, as illustrated in Figures 29, 30,
31, and 32, were made. These are given in sequence and in detail 1n order to show that there is
nothing artificial or arbitrary in the preliminary stages of analysis here set forth.

(60)
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TaE CRYPTOGRAM

(Repetitions underlined)
1 2 8 4 65 6 78 910
P RCVOPNBLCW

Q LQZAAAMDCH
R BZZCKQOIKF_
S CFBSCVXCHOQ_
T ZTZSDMXWCHM
U RKUHEQEDGZX
V FKVHPJJKJY
W YQDPCJXLLL

X GHXEROQPSE

BB HSPOPNMDLM

CC GCKWDVBLSE

00

PP

QQ

RR

SS

1 3 45 6 7
BKDZFMT

INH
Q2 o
O o
[

LFUYDTZVHGQ

ZGWNKXJTRN_

YTXCDPMVLW
BGBWWOQRGN
HHVLAQQVAYV
JQWOOTTNVQ

B

>~
b

DSOZRSN

X

(=]
"
o
v
v
-
o
>
N

(]
[7]

HOZOWMEX

Q

JJUGDWQRUVM
UKWPEFXENF_

CCUGDWPEUH

RZX
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TRILITERAL FREQUENCY DISTRIBUTIONS

I

A BCDEVPFGHTIJKLMNOPAG QRSTUVWXYZ

EB FF XK YB ES XK ZC VZ WQ ZC ZR DC HC HR MK ~F YQ QT
HZ FC OR NH vQ ZL JF MK NT QG
XK W Z0 QJ JZ NU
wG WK HB
QK MO
ES
EV
LH
EK
MC
ES
I
A B CDEVFGHIJKLMNOPAG QQRSTUVWIYZ
GZ QB WU ZW GX GX IW KB GX LZ GF GX ZZ ¥X GQ KU
BJ JQ CB BB HV JU GQ HZ YD PX HP ¥X BZ
IW RV Ly RU JW SQ GU RX
oD Fv
GK GB
cu BD
BX
uw
I
A B CDEVFGHTIJI KLMNUOTPA QRS STUVWIY Z
cz QP RT BI CW SO KH FP CO KE JN BD
FS CH CR ZG KH GN RD QA
KW Kz RE KH HL Q0 0S ZC
LP N SG KP SE TS
GwW FY BE HE 00
JG TC
CG KD
uo
Z-
Iv
A BCDEVFGHTIJIE KLMNOOPA QR STUVYV WX VY Z
ZA ZK ZP Wp uD Q0 JP VA XL VP UC QQ XN FZ QE UD BE
XD XW QW UD UE WK PP DC BC BT DF
XS XR up vp W0 BC 2D KD
IR uD DW XP WE BW
w 4 |

LJ]

&

”
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v

A B CDETFGHTIJIXKLMNOPA QRSTUV VWX VY Z

AA PF GY ZX ZM CQ NW SZ HL DF RF EO DO WL DL ™
1Q SV SM WJ NX 0T EQ EO
PJ WV HQ . IQ HM
PJ GP PF ON WO
YT HJ oM
GP ON EV
GW oP
Gw
VI
A BCDEVPFPGHTIUJXKLMNOPQRSTUVWIXYZ
AM co EM WZ ZQ PB RZ DO PZ DZ CX LY EQ DF NH
PB PJ 00 WL PM RQ DM PF oT DB DQ KJ
Qv CcX TF DX WQ PY KO WM DP
EX Co wz Sz EE
FT AQ
wX
VII
A B CDEVFGH J KL M NOPQRSTUVWXYZ
FO QD YT ZA JK MN JK FC WE MM MG FM VC WO QO
NL QJ T AD LD XT N MW PO LI
VL LD ND QI OP JL oJ
PV JT OR MC MT
VD PT Qv FE v
WR OR
VIII
A BCDEVFGHIJXLMNOPA QRSTUVWIXVY Z
HS 0J OV XN Q ZC FH MG BC QA LA BU QS QG FR ZH XC
XH MC PU 0K ZS JJ XL VL TV YU YA QX ML
XG EG BS ZK Qv ZU QA
FU X ox
ML OH
'} 4 JR
IX
A BCDEVPFGHTIJIKLMNOPGQRSTUVWXYZ
BV In KH JD CY 0Z MH EF GJ TW AE 00 DM TZ DJ
NE LW DX CQ KY IF LL TN JE 0X NQ TE
w DH RN TX Dy PE DZ RM 0z
WM cQ vQ w LE T2
RN EH
X
A BCDETFGH J KLMNOPAQRSTUVWZYZ
HQ SB KC LS QL LG VG RY UG HZ AK RG UI JG KP
AG NC GR YR CR GH HZ AJ CG GF JY XJ
SG CB LG SY VB CL HB vo
SG uY vu GJ LB UK
XH XH
SG
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Immr. Vu.m FroM AssuMPTIONS

G.—E,, K.—E,, x.—E,, and D.—E., from frequency considerations,

348 450

UGD=THE; PCJ=THE; and SEG—THE from study of repetitions.
1 9838 48 686 7 8 9 10 l’llll'll!m 1 3 8 ¢4 5 6 7 8 910
WFUPCFOCJY| P RCVOPNBLCW|EE BKDZFMTGQJ
TTH E
GBZDPFBOUO| Q LQZAAAMDCH|FF LFUYDTZVHQ
E T E
GRFTZMQMAV| R BZZCKQOIKF| GG ZGWNKXJTIRN
E
KZUGDYFTRY| S CFBSCVXCHQ| HI YTXCDPMVLVW
THE H E E
GJXNLWYOUX| T ZTZSDMXWCM| II BGBWWOQRGN
E E - E
IKWEPQZOKZ| U RKUHEQEDGX|JJ HHYLAQQVAY
E ET
PRXDWLZICW| V FKVHPJJKJY|KK JQWOOTTNVQ
E E E
GKQHOLODVM| W YQDPCJXLLL|LL BKXDSOZRSN
EE THE EE T
GOXSNZHASE| X GHXEROQPSE|MM YUXOPPYOXZ
E E T H E E ~ TH
BBJIPQFJHD| Y GKBWTLFDUZ| NN HOZOWMXCGQ
EE
QCBZEXQTXZ| Z OCDHWMZTUZ| 00 JJUGDWQRYVM
THE
JCQRQFVMLH|AA KLBPCJOTXE| PP UKWPEFXENF
THE =~ H E T
SRQEWMLNAE |BB HSPOPNMDLM|Q CCUGDWPEUH
H THE
GSXEROZJSE|CC GCKWDVBLSE|RR YBWEWVMDYJ
E E T H E E TH -
GVQWEJMKGH|DD GSUGDPOTHX| SS RZX
E E E THE E

g
i m
8

i
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ApprTioNAL Varves raom Assumprrons (I)

3
Refer to line DD in Figure 29; S, assumed to be N,.
' 9
Refer to line M in figure 29; A, assumed to be W,.

9101 23 48

Then in lines C-D, AVKZ U GD is assumed to be WITH THE.

1 388 4 8 6 7 8 9 10 1 2 8 4 6§ ¢6 7 8 9 10
WFUPCFOCJY| P RCVOPNBLCUW/| EE
TTH
GBZDPFBOUO| Q LQZAAAMDCH | FF
E
GRFTZMQMAV| R BZZCKQOIKF/| GG
E wI H .
KZUGDYFTRY| S CFBSCVXCHQ| HH
THTHE H
GJXNLWYOQUX| T ZTZSDMXWCM| II
E E i E
IKWEPQZOKZ| U RKUHEQEDGX | JJ
E— ET
PRXDWLZICW| V FKVHPJJKJY| KK
E E E
GKQHOLODYM| W YQDPCJXLLL | LL
EE = THE
GOXSNZHASE| X GHXEROQPSE | MM
E E TH E E = ©TH
BBJIPQFJHD| Y GKBWTLFDUZ| NN
E E
QCBZEXQTXZ| 2 OCDHEMZTUZ| 00
JCQRQFVMLH|AA KLBPCJOTXE/| PP
T THE =~
SRQEWMLNAE|BB HSPOPNMDLM| QQ
— WH N
GSXEROZJSE|CC GCKWDVEBLSE| RR
ENE TH E E TH
GVQWEJMKGH|DD GSUGDPOTHX| SS
E E ENTHE
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AppITIONAL VALUES FROM AssumpTions (II)

1
Refer to Figure 30, line A; W

Refer to Figure 30, lines N and X, where repetition
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ApprtioNaL VAaLues Frou Assumprions (IIT)

OPN—assume ING from repetition and frequency.

9101

HQZ—assume ING from repetition and frequency.
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¢. From the initial and subsequent tentative identifications shown in Figures 29, 30, 31,
and 32, the values obtained were arranged 1n the form of the secondary alphabets in a reconstruc-
tion skeleton, shown in Figure 33.

1 2 8 4 5 6 7 8 9 10 11 13 13 14 18 16 17 18 19 20 21 22 23 4 25 28

g|a|B|c|D|E|F|G|H|T|J|x|L|M|N|o|P|Q|R|S|T|U|V|W|X|Y|Z
1| |w c| |z X
2 K / S F
3 X U
4|E Glo
5 R P
6 N|O F
7 0
8 c
9 S A
10 E Q
F1aURE 33

84, Fundamental theory.—«a. In paragraph 31, methods of reconstructing primary com-
ponents from secondary alphabets were given in detail. It is necessary that those methods be
fully understood before the following steps be studied. It was there shown that the primary
component can be one of a series of equivalent primary sequences, all of which will give exactly
similar results so far as the secondary alphabets and the cryptographic text are concerned.
It is not necessary that the identical or ongmal primary component employed in the erypto-
graphing be reeonstructed, any equivalent primary sequence will serve. The whole question is
one of establishing a sequence of letters the interval between which 1s either identical with that
in the ongmal primary compenent or else is an exact constant multiple of the interval separating
the letters 1n the orngmnal primary component. For example, suppose K P X N Q forms a
sequence in the ongnal primary component. Here the mterval between K and P, and P and X,
X and N, N and Qs one, 1n an equivalent pruimary component, say the sequenceK . . P . . X
. » N . . Q thenterval between K and P 1s three, that between P and X also three, and so0 on;
and the two sequences will y1eld the samé secondary alphabets So long as the interval between
Kand P,P and X, X and N,N and Q, .. .,1sa constant one, the sequence will be cryptographically
equivalent to the original primary sequence and will yield the same secondary alphabets as do
those of the onginal primary sequence. However, in the case of a 26-letter component, it is
necessary that this mnterval be an odd number other than 13, as these are the only cases which
will yield one unbroken sequence of 26 letters. Suppose a secondary alphabet to be as follows:

N — ABCDEFGHIJKLMNOPQRSTUVWXYZ
Cipher....... X KN P
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It can be said that the primary component contains the following sequences:

XN KP NQ PX

These, when united by means of their common letters, yield K P X N Q.
Suppose also the following secondary alphabet is at hand:

Y — ABCDEFGHIJKLMNOPQRSTUVWXYZ
Cipher......... P X K N

Here the sequences PN, XQ, KX, and NZ can be obtained, which when united yield the two se-
quences KXQ and PNZ,
By a comparison of the sequences K P X N Q,K X Q, and P N Z, one can establish the
following:
KPXNQ
K.X.Q
P.N.Z

It follows that one can now add the letter Z to the sequence, makingitK P X N Q Z.

b. The reconstruction of a primary component from one of the secondary alphabets by the
process given in paragraph 31 requires a complete or nearly complete secondary alphabet.
This is at hand only afier a cryptogram has been completely solved. But if one could employ
several very scant or skeletonized secondary alphabets simultaneously with the analysis of the
cryptogram, one could then possibly build up & primary component from fewer data and thus
solve the cryptogram much more rapidly than would otherw:se be possible.

¢. Suppose only the cipher components of the two secondary alphabets (1) and (2) given
above be placed into juxtaposition. Thus.

1 3 3 4 56 7 8 9 101112138 141516171810 20 21 22 23 24 35 26
@a.....¢ccc0c...X. KN, .. ... P..

) Po.X. ... .. K.N

The sequences PX, XN, and KP are given by juxtaposition These, when united, yield KPXN
as part of the primary sequence It follows, therefore, that one can employ the cipher components
of secondary alphabels as sources of independent data to assist in building up the primary sequences.
The usefulness of this pomnt will become clearer subsequently.

35, Application of principles.—a Refer now to the reconstruction skeleton shown in
Figure 33 Hereafter, in order to avoid all ambiguity and for ease in reference, the position of
a letter in Figure 33 will be indicated as stated in footnote 1, page 56 Thus, N (6-7) refers to
the letter N 1n line 6 and in column 7 of Figure 33.

b. (1) Now, consider the following pairs of letters:

E (8-5) J (6-5)
G (8-7) N (6-7)
H (3-8) 0 (6-8) _
{o #-15) F (6—15)} HO, OF <HOF
(One is able to use the line marked zero in Figure 33 since this is a mixed sequence sliding against
itself.)
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(2) The immediate results of this set of values will now be given. Having HOF as a sequence,
with EJ as belonging to the same displacement interval, suppose HOF and EJ are placed into
juxtaposition as portions of shiding components. Thus:

Plain._..._. .. .HOF. ..
Cpher.... .. .EJ. . ..
When Hy,=E,, then 0,=J,

(3) Refer now to alphabet 10, Figure 33, where it is seen that Hy=E,. The derived value,
0p,=J., can 1mmedrately be nserted in the same alphabet and substituted in the cryptogram.

(4) The student may possibly get a clearer idea of the principles involved if he will regard
the matter as though he were deahng with arithmetical proportion. For instance, given any
three terms 1n the proportion 2:8=4:16, the 4th term can easily be found. Furthermore, given
the pair of values on the left-hand side of the equation, one may find numerous pairs of
values which may be inserted in the right-hand side, or vice versa. For instance, 2:8=4:16
is the same as 2°8=5.20, or 9:36=4:16, and so on. An illustration of each of these principles
will now be given, reference being made to Figure 33 As an example of the first principle, note
that E (-5):H (#-8)=J (6-5):0 (6-8). Now find E (10-8):H (#-8)=17 (10-15):0 (#-15).
It is clear that J may be inserted as the 3d term in this proportion, thus giving the

10
important new value, 0,=4J,, which is exactly what was obtained diwectly above, by means of
the partial shding components. As an example of the second principle, note the following pairs:

E (8-5) H (p-8)

K (2-5) Z (2-8)

D (5-5) C (5-8)

J (6-5) 0 (6-8)
These additional pairs are also noted:

K (1-20) Z (1-7)

T (8-20) G (8-7)

Therefore, E:H=K:Z=D:C=J:0="T.G, and T may be inserted in position (4-5).

¢. (1) Again, GN belongs to the same set of displacement-interval values as do EJ and HOF.
Hence, by superimposition*
Plain....... .. .HOF . ..
Cipher.... .. .GN. . ..

(2) Referring to alphabet 4, when H,=G,, then 0,=N, Therefore, theletter N can be inserted
4
in position (4-15) in Figure 33, and the value N,=0, can be substituted in the cryptogram.
(3) Furthermore, note the corroboration found from this particular superimposition;:
H (@-8) G (#7)
0 (6-8) N (6-7)
This checks up the value in alphabet 6, G,=N,
d. (1) Again superimpose HOF and GN:

.+« .HOF.
.+« ..GN.

(2) Note this corroboration:
068 G (48)
F (6-15) N (4-15)

which has just been inserted in Figure 33, as stated above.
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e. (1) Again using HOF and EJ, but in a different superimposition:
. .HOF. .
.. .EJ. ...

(2) Refer now to H (9-9), J (9-8). Directly under these letters is found V (10-9), E (10-8).

Therefore, the V can be added immediately before H O F, making the sequence VH O F.
f. (1) Now take V H O F and juxtapose it with E J, thus.

. . VHOF . ..
.EJ ...

2) Befer now to Figure 33, and find the following:
V (10-9) E (10-8)
H (@9 J (9-8)
0 (4-9) G (4-8)
I (#9) H (8-8)
(3) From the value 0 G it follows that G can be set next to J in E J. Thus:

.. VHOF. ..
.EJG. ..

(4) But G N already is known to belong to the same set of displacement-interval values
as E J. Therefore, it is now possible to combine E J, J G, and G N into one sequence, E J G N,
yielding:

.. VHOF. ..
EJGN.

: g. (1) Refer now to Figure 33.

V (8-22) E (8-5)
? (1-22) G (1-5)
g ? (2-22) K (2-5)
? (3-22) X (3-5)
? (5-22) D (5-5)
? (6-22) J (6-5)

(2) The only values which can be inserted are:

0 (1-22) G (1-5)
H (6-22) J (6-5)

(3) This means that V,=0, in alphabet 1 and that V,=H, in alphabet 6. There is one 0,
in the frequency distribution for alphabet 1, and no H, in that for alphabet 6. The frequency
distribution is, therefore, corroborative insofar as these values are concerned.

(&) (1) Further, taking EJ G N and V H O F, superimpose them thus:

..EJGN.
.VHOF. ..

(2) Refer now to Figure 33.
E (8-5) H (p-8)
G (1-5) ¢ (1-8)
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(3) From the diagram of superimposition the value G (1-5) F (1-8) can be inserted, which
gives H,=F, in alphabet 1.
1. (1) Again, VH O F and E J G N are juxtaposed:
« « o YHOF . . .
L] L) L] E J G N . L[] L

(2) Refer to Figure 33 and find the following:

H (-8) G (+-8)
A (1) E (&1)

This means that it is possible to add A, thus:
.. AVHOF.
. .EJGN. ..
(3) In the set there are also:
E (8-5) G (1-5)
G (870 2 (-7
Then in the superimposition
.. .BEJGN. ..
..EJGN. ..

It is possible to add Z under G, making the sequence EJ G N Z,
(4) Then taking
.. .AVYVHOF . ..
.EJGNZ,
and referring to Figure 33:
H (-8) N (3-14)
0 (6-8) ? (6-14)

It will be seen that 0=Z from superimposition, and hence in alphabet 6 N,=Z., an important
new value, but occurring only once in the cryptogram. Has an error been made? The work
80 far seems too corroborative in interlocking details to think so.

3. (1) The possibilities of the superimposition and sliding of the AVHOF and the EJGNZ
sequences have by no means been exhausted as yet, but & little different trail this time may
be advisable.

E (3-5) T (8-20)
G (1-5) K (1-20)
X (3-5) U (3-20)

(2) Then:

.EJGNZ. ..
.T.K. ..

(3) Now refer to the following:

E (#-5 K (2-5)
N (8-14) S (2-14)
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whereupon the value S can be inserted:
..EJGNZ. ..
.. .T. K. .8...
k. (1) Consider all the values based upon the displacement interval corresponding to JG:

J (6-5) G (1-5)-|J (- 8) G (4- 8)
N@7) Z(@-7) H@©9) 0 @49
S (0-20) P (4-20)—

S (2-14) P (5-14)

Z (2-8) C (5-8)

K (2- 6) D (5- 5)

. (2) Since J and G are sequent in the E J G N Z sequence, it can be said that all the letters
of the foregoing pairs are also sequent. Hence Z C, S P, and K D are available as new data.
ThesegiveE J GNZ CandT . KD . S P.

(3) Now consider:

T (3-20) P (4-20)
A@ 1) E@&1)
H@ 8 G (4 8)
I@9 049
128456

Now in the T . K D . S P sequence the interval between T and P is T . . . . . P.
Hence the interval between A and E is 6 also. It follows therefore that thesequencesA V H 0 F
and E J G N Z C should be united, thus:

12343868
.AVHOF.EJGNZC. ..

(4) Corroboration is found in the interval between H and G, which is also six. The letter I
can be placed into position, from the relation I (§-9) 0 (4-9), thus:

1284386
«.+»I1..AVHOF.EJGNZC. ..

1. (1) From Figure 33:
H(@ 8 Z (2-8)
E @5 K(@2-5)
N (8-14) S (2-14)
U (#-21) F (2-21)

(2) Sincein theI . . AVHOF . EJ GN Z C sequence the letters H and Z are separated
by 8 intervals one can write.
1 23845678

..IEI'..I.IK...
n.-Ncl.-.-.SuQ-
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(3) Hence one can make the sequence
1 33 ¢5071S
«.+..I..AVHOF.EJGNZC..K. ..
Then .. .I..AVHOF.EJGNZCT.KD.SP...
and ..UI..AVHOE.EJGN_ZCT.KD._S,P...
1 23 8 4 8 6 7 8 1 23 4 8 8 7 8
m (1) Subsequent derivations can be indicated very briefly as follows:
E (#-5) C (@-3) .

D (5-5) R (5-3)

1 3 3 4 5 6 7 8 0 101112138 14151617 15 10 20 21 22 23 4 35 20
FromUI . .AVHOF.EJGNZCT.KD.SP...
one can write «...BE. ... C L

128438
and «.+.D....R.
2 &
making the sequence
1 3 3 4 3 6 7 8 0101112138 14151617 18 10 2 21 22 23 94 25 26
UI..AVHOF.EJGNZCT.KD.SP.R.
(2) Another derivation:
U (3-20) T (3-20)
X(3-5) E(@ 5)

1 2 3 4 86 6 7 8 9 1011 12 13 14 15 16 17 18 19 20 21 23 23 24 25 20
FromUI..AVHOF.EJGNZCT.KD.SP.R.
one can write

UI. ..o weoen. T...
and . .. ... 0. . E.. ... .. o XL ..
making the sequence

1 32 8 4 5 6 7 8 O 1011 12 13 14 15 18 17 18 10 20 21 22 23 24 25 26

UI..AVHOF.EJGNZCT.KDXSP.R.

(3) Another derivation:

E@®-5) G(@1-5)
B((@2) W(1-2

From .. .BEJG. ..

one can write ...E.G. ..

and then . ..B.W. ..

There is only one place where B . W can fit, vz, at the end

1 2 3 4 5 6 7 8 9 101 12 13 14 15 16 17 18 19 20 21 22 B 26

Uul. AVHOF.EJGNZCT.KDXSPBR!I_

n. Only four letters remain to be placed into the sequence, mz, L, M, Q, and Y. Their
positions are easily found by application of the primary component to the message. The com-
plete sequence 1s as follows: .

1 23 435 101121314 Mxl!!lm u

6 7809 16 2N 2 B U BB
UIMYAVHOFLEJGNZCTQKDXSPBRW

L]



A64560

REF ID
75
i component fully constructed, decipherment of the cryptogram can be
completed with speed and precision. The text is as follows:

primary

Having the

oz Z2J BN ZJa bPH O Z.aJ NKH Ol 2 kg XE O
TH A Ot U0 <BE D NNEH MO UO D Zk D0 M
PE R PE K E Z2HM M O OU M HO HO AR
NO ma HW O O HJ NO M MZ O KM A0 EWN
HOD MO A2 O OH BHOD OX AW EH B RO EBEM >
O X A BEH <€« O NU A BB D MH AR BEK
M Z0 LA EA KA OH A2 OH OH UL AR O A<
ODH BEO M O >N BO ME MMH N D BEO DBH BEO
D Ud HEa Ud I W M DM OF X ME DO MO
1O NU MH MW M o AN HH NG Dl DX O MM

Q
G

BKDZFMTGQUJ
SELFWILLGO

EN TE Ahd O H MB ME JO> I NBR NAMA BT S B
OR MZ ITH OR UDO N Jd<d NNEH DN DV MO W1 0K
LA AR HEE DU BEA AR MO OO Q0 AR B BHZ OB AT
ME BN OD M MZ KM D KX OMFH khH NO OD Enn MK
Z0 << OFR Ppd EH OB D YK O Ak EH DK 20 b
AZ <€ XJ O AR MH AZ DD KO HO EEH O MZ AM
OH < D MO NOD XD XD A Mgt BEA ID A OH BEBQ
PN N N< MZ N« DEH >N AL MBE A2 AJd A A0 Xk
VO O\ NI D Hi XM XMAH O I X DO ou1H 2 OO
KA 0 M OZ NU KA ki MHH O OB O XEH T« UR

C
E

HE O >PH BEW MEH NM BV Hp MK AU NM EK MO ML
R DN <BE KA DWW MZ O 2D NEH TH MO Ja <BE 0K
DU Od BEBF HZ Od O HE A <€H Dk HZ AE ZKM 9k
OD MEMH O kKH A, NO NO OD XIE khH OM & A2 NO
(O RO EH MR B O AR A NZXZ OFH MA KO HH OX
O AMZ N> AR AD A BB O Z< AZE MH Ok BEEH KO
AEB AZ HE O Z0 g O XID O HE NE KX < [
ODEH N< g DEH MEHA BEO MAE OO ME HH Mz OO O MM
BD MO MK NI Db HHE ME MEN OF MO DO DO e nNx
E UM URM MEKH UK HE & OFH O M0 OO Had A UHA

FIURE M.
Nevertheless, the random construction of the primary component did not comph-

o. The primary component appears to be a random-mixed sequence; no key word is to be
cate or retard the solution,

found, at least none reappears on experimentation with various hypotheses as to enciphering

equations.
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p. Some students may prefer to work exclusively with the reconstruction skeleton, rather
than with sliding strips. One method is as good as the other and personal preferences will dictate
which will be used by the individual student. If the reconstruction skeleton is used, the original
letters should be inserted in ink, so as to differentiate them from derived letters.

86. General remarks.—a. It is to be stated that the sequence of steps described in the
preceding paragraphs corresponds quite closely with that actually followed 1n solving the prob-
lem. It is also to be pointed out that this method can be used as a control in the early stages
of analysis because it will allow the cryptanalyst to check assumptions for values. For example,
the very first value derived mn applying the principles of indirect symmetry to the problem
herein described was H,=A, in alphabet 1. As a matter of fact the writer had been inclined
toward this value, from a study of the frequency and combinations which H, showed; when the
indirect-symmetry method actually substantiated his tentative hypothesis he immediately
proceeded to substitute the value given If he had assigned a different value to H,, or if he had
assumed a letter other than H, for A, in that alphabet, the conclusion would immediately follow
that exther the assumed value for H, was erroneous, or that one of the values which led to the
derivation of H,=A, by indirect symmetry was wrong. Thus, these principles aid not only in
the systematic and nearly automatic derivation of new values (with only occasional, or mcidental
references to the actual frequencies of letters), but they also assist very materially in serving as
corroborative checks upon the vahdity of the assumptions already made.

b. Furthermore, while the writer has set forth, in the reconstruction skeleton in Figure 33,
a set of 30 values apparently obtained before he began to reconstruct the primary component,
this was done for purposes of clanty and brevity in exposition of the principles herein described.
As a matter of fact, what he did was to watch very carefully, when inserting values in the recon-
struction skeleton to find the very first chance to employ the principles of indirect symmetry;
and just as soon as & value could be derived, he substituted the value in the cryptographie text.
This 1s good procedure for two reasons Not only will 1t disclose impossible combmations but
also it gives opportunity for making further assumptions for values by the addition of the derived
values to those previously assumed Thus, the processes of reconstructing the prumary com-
ponent and finding additional data for the reconstruction proceed simultaneously in an ever-
widening circle.

¢ It 1s worth noting that the careful analysis of only 30 cipher equivalents in the recon-
struction skeleton shown in Figure 33 results in the derivation of the entire table of secondary
alphabets, 676 values in all. And while the elucidation of the method seems long and tedious, in
its actual application the results are speedy, accurate, and gratifying 1n their corroborative effect
upon the mental activaty of the cryptanalyst.

d. (1) The problem here used as an 1llustrative case is by no means one that most favorably
presents the application and the value of the method, for 1t has been apphed in other cases with
much speedier success For example, suppose that in a cryptogram of 6 alphabets the equivalents
of only THE in all 6 alphabets are fairly certain. As in the previous case, it is supposed that the
secondary alphabets are obtained by shding a mixed alphabet against itself. Suppose the sec-
ondary alphabets to be as follows:

L)

0

-t
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@|A|B|C|D|E|F|G|/H|I|J|K|L[MIN|O|P|Q|R|{S|T|U|(V|W|X|Y|Z
1 B Q E
2 c L X
3 I v c
4 N P B
b X 0 P
6 T Z v

Fiaurs 35

(2) Consider the following chain of derivatives arranged diagrammatically:
H (@ 8) 0(5 8)

T (#-20)
E (8- 5)

—P (5-20)
0 (5-8)
X (5~ 5)

P (5-20)
X (5- 5)-E (1-20) X (2-20)
Q (1- 8) L (2-8)
B (1- 5) C (2- 5)-B (4-20)
N (4 5)
P (4 8)

V (6-20)
Z (6— 8)
T (6— 5)—X (2-20) T (9-20)
L (2-8) H (8- 8)
C (2- 5) E (8- 5)—C (3-20)
vV 3 8)
I @3- 5)

C (3-20)
I (3~ 5)
vV (3- 8)—~

E (1-20)
Q (1- 8)
B (1- 5)

FI1GURRE 36

(3) These pairs manifestly all belong to the same displacement interval, and therefore
unions can be made immediately. The complete hst 18 as follows:

EX, QL, NI, LH HO BC, 0Z CE, TP, PV, XT, VQ, IB

(4) Joning pairs by their common letters, the following sequence is obtained:
..« .NIBCEXTPVQLHOZ . ..

e With this as a nucleus the cryptogram can be solved speedily and accurately. When
it is realized that the cryptanalyst can assume THE’s rather readily in some cases, the value of
this principle becomes apparent When it is further realized that if a cryptogram has sufficient
text to enable the THE’s to be found easily, it is usually also not at all dufficult to make correct
assumptions of values for two or three other high-frequency letters, it 1s clear that the principles
of indirect symmetry of position may often be used with gratifyingly quick success to reconstruct
the complete primary component

Jf. When the probable-word method is combined with the principles of indirect symmetry
the solution of a difficult case is often accomplished with astonishing ease and rapidity.

$5171914 0 -48-6
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REPEATING-KEY SYSTEMS WITH MIXED CIPHER ALPHABETS, III
Paragraph
Solution of messages enciphered by known pnmary components. a7
Solution of repeating-key ciphers in which the 1deatical mixed components proceed i opposite directions...... 38
Solution of repeating-key ciphers in which the primary components are different nmxed sequences._....__...... 39
Solution of subsequent messages after the primary components have been recovered 40

87. Solution of subsequent messages enciphered by the same primary components.—a. In
the discussion of the methods of solving repeating-key ciphers using secondary alphabets derived
from the shiding of a mixed component against the normal component (Section V), it was shown
how subsequent messages enciphered by the same pair of primary components but with different
keys could be solved by apphcation of principles involving the completion of the plain-component
sequence (paragraphs 23, 24) The present paragraph deals wath the application of these same
principles to the case where the primary components are identical mixed sequences.

b. Suppose that the following primary component has been reconstructed from the analysis
of a lengthy cryptogram:

QUESTIONABLYCDFGHJKMPRYVYWXZ

A new message exchanged between the same correspondents is intercepted and is suspected
of having been enciphered by the same primary components but with a different key. The
message is as follows.

NFWWP NOMKI WPIDS CAAET QVZSE

YOJSC AAAFG RYNHD WDSCA EGNFP

FOEMT HXLJW PNOMK JTQDBJ IVNHL

————

TFNCS BGCRYP
¢ Factoring discloses that the period is 7 letters The text is transcribed accordingly, and
is as follows:

VZ2HSEXUTLAIN<SNEX
Qa<<RrEa<anNnaxR™
NMZHGOPZ2>PWNeHA
mrxo=EHEHEI>HFP>E=E
QrUYTRQU<EYY
QrRUEUZCAZIa"50oHZ
Lo UQGNOUO

FIGURE 87

78

)



ALrEARET 3

A64560

(¢

d. The letters belonging to the same alphabet are then employed as the initial letters of
wppleﬁm sequences, in the manner shown in paragraph 23e, using the already reconstructed
primary component. The completion diagrams for the first five letters of the first three alphabets

are as follows:

ALFHARET 2

REF ID

ALPHEABET 1

<M IAHODARDISXEBALEPENNODEHMEBEHORX
NEHOZ4AMN JIHOAQARUDINXEAMNSEMNNODR
<M IAMOAKUINOMEALNPEXNNODRHNEHOZ
HOZ<M IHUUVARDIINIMELXKSPEMNODHENEK
WXZQUESTIONABLYCDFGHJKMPRW

the best assort ment of
These are then assem-

1
VARGE S XMEALKNSEMNNODHMNEHO Z <M °
NoprnuneHOZANIMNOLDAKRDIHSXIAKD>EN 4 “ -]
VAR IR EAKPEXNNODHMNEHHOZ<m I § - g
MEAR>CEXMNODHRREHOZAM IXNDARLID 2 o> EHZEE B
MonnMELAKSEXRNODRREHOZAMAMOA <o =o
AmmoHO

NEHHOZLAM IMNDAKOLTHMELMKGEMNODMN
SIEMNODHNEHHOZANAXNODARKRUDILNDX = MLMK
NEHHOZaMIHO AR HXEALMNDEMNNODR
Ho g oEXNNODHNEHHOZAMAMOARKU XD X
NABLYCDFGWnJKMP.RVWXZQUESTT_O

¢ Examining the successive generatracies to select the ones showing

Ingh-frequency letters, those marked in Figure 38 by asterisks are chosen

bled in columnar fashion and yield the following plain text-
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7. The corresponding key-letters are sought, using enciphering equations 6x/=0yy; Gpp=
©./c, and are found to be JOU, which suggests the keyword JOURNEY. Testing the key-letters
RNEY for alphabets 4, 5, 6, and 7, the following results are obtained:

1 2 8 4 8 6 7

€
o
=
3

mR N2
QX >m
HH <3
M= m=
U Uw
nH HZm
MO Mo

FIGURE 40.

The message may now be completed with ease. It is as follows:

JOURNEY JOURNEY
HAVEDIR SAINCEI
NFWWPNO PFOEMTH
ECTEDSE NTHEDIR
MKIWPID XLJWPNO
CONDREG ECTIONDO
SCAAETNQ MKIQDBJ
IMENTTO FHORSES
VZSEYO0J IVNHLTF
CONDUCT HOEFALL
SCAAAFG NCSBGCR
THORORE S
RVNHDWD P
CONNAIS

SCAEGNF

Fiours 41

88. Solution of repeating-key ciphers in which the identical mixed components proceed in
opposite directions.—The secondary alphabets in this case (paragraph 6, Case B (3) (a) (II)
are reciprocal. The steps in solution are essentially the same as in the preceding case (para-
graph 28); the principles of indirect symmetry of position can also be applied with the necessary
modifications introduced by virtue of the reciprocity existing within the respective secondary
alphabets (paragraph 31p).

89. Solution of repeating-key ciphers in which the primary components are different mixed
sequences.—This 1s Case B (3) (b) of paragraph 6. The steps in solution are essentially the same
as 1 paragraphs 28 and 31, except that in applying the principles of indirect symmetry of posi-
tion 1t 1s necessary to take cognizance of the fact that the primary components are different
mixed sequences (paragraph 31g).

40, Solution of subsequent messages after the primary components have been recovered.—
a. In the case in which the primary components are identical mixed sequences proceeding in
opposite directions, as well as in that in which the primary components are different mixed

10

—— e
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sequences, the solution of subsequent messages ! is a relatively easy matter. In both cases, how-
ever, the student must remember that before the method illustrated in paragraph 37 can be
applied it is necessary to convert the cipher letters into their plain-component equivalents
before completing the plain-component sequence. From there on, the process of selecting and
assembling the proper generatrices is the same as usual.

b. Perhaps an example may be advisable. Suppose the enemy has been found to be using
primary components based upon the keyword QUESTIONABLY, the plain component running
from left to right, the cipher component in the reverse direction. The following new message
has arrived from the intercept station:

MVYX0X BZIYZ NLWZH OXIEO OOEPZ
FXSRX EJBSH BONA RAPZI NRAMY,
X0XAI JYXWF KNDOW JERCU RALVBE,
—

ZAQUW JWXYI DGRKD QBDRM QECYV

QW
133 656 1384358
MVXO0OXB OSUMUH
ZIYZNL QPFQKG
WZHOX1I ¢. Factoring discloses that the period is 6 and themes- E QBMUP
EOQOOOEP gageis accordingly transcribed into 6 columns, Fig 42. WM MMWI
ZF XSRX  Theletters of these columns are then converted nto their Q YU V T U
EJBSHB plain component equivalents by juxtaposing the twopri- WA HV BH
ONAURA  mary components at any point of coincidence, for ex- MK J X T J
PZINRA  ampleQ=2,. Theconverted letters are showninFig.43. I QPKTJ
MVXOXA  Theletters of the individual columns are then used asthe 0 SUMU J
IJYXWF  initial letters of completion sequences, using the PAFUEY
KNDOWJ  QUESTIONABLY primary sequence. The final stepisthe N K CME A
ERCURA  gelection and assembling of the selected generatricess. W T DX T J
LVBZARQ Theresults for the first ten letters of the first threecolumns G SH Q J Z
IDGRKD PCLTNC
QBDRMAQ ZHCTOZ
ECYVQW WDFSZE
Fiouns 42 Fiaune 43

1 That 18, measages intercepted after the primary components have been reconstructed and enciphered by
keys different from those used in the messages upon which the reconstruction of the primary components was
accomplished.
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CoLuux 8

UFBMUHJPUF

CoLoMN 2

SPQMYAKQSA

Ooroun 1
OQEWQWMIOP

O MEALEPEMNODRNEHHOZAMA>MDOA
BNEHEHOZAAL PO ARU I HXKEBAMMPPEXNO
ZESPEMNODHNHHOZANAMOARKRUDI DX Z
MEALESDEMNODHRNEHEHOZAMJA>XOAKIDX
HXMELMSPEMNODHNEHHOZANAHOAKDD
MNEHOZ<<MAIPOAKDINXELAEDPEKNDG
LESPEMNODEHRNEHHOZAMAMNOAKUDIN DX
AHOARUIINDMEALMKNDEMNODEHNEHEMHOZ<
UnmHMELESPEMNODHNEHHOZAMN A0 A
ESTIONABLYCDFGHJKMP.*VWXZQ

NMAXMOLOUARVDIHMEALNPEMNODHNNEBEHOZ
HHOZAN IO AKRUIHDKEALKS>PEMNODH
DHVNEHHOZA<MIMOARUDIIHYX EAMKD EMN
Sad>PEXXNODHNEHHOZAANAAIMODARKT IS
MAMOARDIESMEALAKNDSDEMNODEHNEHEHOZ
VCAKRULNHMIBIAXNPEMNMNODRHRNEHOZ M.
AP EMNODENEHHOZAN IO ARD I DX
DEHENHHOZAMAOAOAKUODINDMEAK>ENMN
SEMNODHRVNEHEMOZAMNIXOAERUIDHDME
TH.ONABLV.CDFGHJKMPRVWXZQUE

GOEMMNODEHNEHHOZAMNAXOARUD X XA
Z< A0 ARUIEINDMXMELA>EMNODRNEH
OZAMN AV ARV IO MEALEDEMNODHENK
ARAEPEXXNODHNHHOZAAAN IO AR I DX
MMNODHRNEHEHOZ<AAN IMLUVAKUDIDX ELAL N>
DHNEHEHOZAN IMOARKRUD DX ELN>EUNUN
HMNODHRNEHHOZAANIMNOAKUIHYDX EALK>
NEHOZACMAHNOARODINMXEAXNSEMNOGD
DEHVNEHHOZSMNAMODARONHY X E/LK>BEMN

NABLV.CDW.GHJKMPRVWXZQUESTI

FIGURE #.

Columnar assembling of selected generatrices gives what is shown in Fig 45.

ol O >
s> 0O AR
kG I HdHDAQ KK

H
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FIRSTC
MVXO0OXB

83

It is as follows:

d. The key letters are sought, and found to be NUM, which suggests NUMBER. The entire
message may now be read with ease.

NUMBER

ELAYIN
IJYXWF

AVALRY
ZIYZNL
LESSTH
WZHOXI
IRDSQU
EOOOEP

FHOZ HRB ColrsE RH RQ@
QQ WR USRI <HXWO =
KPP UOOQOHAGUE W Q= OO
<K saNPCC>»On
O EW R MAP>PYIXEH
HX OO Ao P>U G4

EvoocCcrFHN®
<HNB@BZUYSEC =UO
MO HT > W XD
onzZmcr> owmo
Ml == Q=
PO PO PO WO KA

FIGURE 48.

e. If the primary components are different mixed sequences, the procedure is identical with
that just indicated. The important point to note is that one must not fail to convert the letters
into their plain-component equivalents before the completion-sequence method is applied



REF ID:A64560

SxcTion X
REPEATING-KEY SYSTEMS WITH MIXED CIPHER ALPHABETS, IV

Paragraph
General remarks 41

Denving the secondary alphabets, the primary components, and the key, given a cryptogram with its
plain text. 42

Deriving the secondary alphabets, the primary components, and the keywords for messages, given two or
more cryptograms in different keys and suspected to contain 1dentical plain text. 43
The case of repeating-key systems. 44
The case of 1dentical messages enciphered by keywords of different lengths. 45
Concluding remarks 46

41. General remarks.—The preceding three sections have been devoted to an elucidation
of the general principles and procedure i the solution of typical cases of repeating-key ciphers.
This section will be devoted to a consideration of the varations in cryptanalytic procedure arising
from special circumstances. It may be well to add that by the designation “special circum-
stances’ it is not meant to imply that the latter are necessarily unusual circumstances. The
student should always be on the alert to seize upon any opportunities that may appear in which he may
apply the methods o be described In practical work such opportunities are by no means rare and
are seldom overlooked by competent cryptanalysts.

42. Denving the secondary alphabets, the primary components, and the key, given a
cryptogram with its plain text.—a. It may happen that & cryptogram and its equivalent plain
text are at hand, as the result of capture, pilferage, compromise, etc This, as a general rule,
affords a very easy attack upon the whole system,

b. Taking first the case where the plain component is the normal alphabet, the cipher com-
ponent a mixed sequence, the first thing to do is to write out the cipher text with its letter-for-
letter decipherment From this, by a slight modification of the principles of ““factoring’, one dis-
covers the length of the key. It is obvious that when a word of three or four letters is enciphered
by the same cipher text, the interval between the two occurrences is almost certainly a multiple
of the length of the key. By noting a few recurrences of plain text and cipher letters, one can
quickly determine the length of the key (assuming of course that the message is long enough to
afford sufficient data). Having determined the length of the key, the message is rewritten accord-
ing to its periods, with the plain text likewise in periods under the cipher letters. From this
arrangement one can now reconstruct complete or partial secondary alphabets. If the secondary
alphabets are complete, they will show direct symmetry of position; if they are but fragmentary
in several alphabets, then the primary component can be reconstructed by the application of the
principles of direct symmetry of position

¢ If the plain component is a mixed sequence, and the cipher component the normal (direct or
reversed sequence), the secondary alphabets will show no direct symmetry unless they are ar-
ranged in the form of deciphering alphabets (that is, A, . . . Z, above the zero ine, with their
equivalents below). The student should be on the lookout for such cases.

d. (1) If the plain and cipher primary components are identical mixed sequences proceeding
in the same direction, the secondary alphabets will show indirect symmetry of position, and they
can be used for the speedy reconstruction of the primary components (Paragraph 31a to o).

(84)
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(2) If the plain and the cipher primary components are identical mixed sequences proceeding
in opposite directions, the secondary alphabets will be completely reciprocal secondary alphabets
and the primary component may be reconstructed by applying the principles outlined in para-
graph 31p.

(3) If the plain and the cipher prmary components are different mixed sequences, the
secondary alphabets will show indirect symmetry of position and the primary components may
be reconstructed by applying the principles outlined in paragrapb 31q.

¢. In all the foregoing cases, after the primary components have been reconstructed, the
keys can be readily recovered.

43, Deriving the secondary alphabets, the primary components, and the keywords for
messages, given two or more cryptograms in different keys and suspected to contain identical
plain text.—a. The simplest case of this kind is that involving two monoalphabetic substitution
ciphers with mixed alphabets derived from the same pair of sliding components. An understand-
ing of this case is necessary to that of the case involving repeating-key ciphers.

b. (1) A messageis transmitted from station A to station B. B then sends A some operating
signals which indicate that B cannot decipher the message, and soon thereafter A sends a second
message, identical in length with the first. This leads to the suspicion that the plain text of both
messages is the same. The intercepted messages are superimposed. Thus:

1. NXGRV MPUOF ZQVCP VWERX QDZVX WXZQE TBDSP VVXJK RFZWH ZUWLU IYVZQ FXOAR
2. EMLHJ FGVUB PRJNG JKWHM RAPJM KMPRW ZTAXG JJMCD HBPKY PVKIV QOJPR BMUSH

(2) Initiating a chain of cipher-text equivalents from message 1 to message 2, the following
complete sequence is obtained:

1 2 3 4 85 8 7 8 9 1011 12 18 14 15 160 17 18 19 20 21 22 23 24 25 28

NEWKDASXMFBTZPGLIQRHYOUVJC

(3) Experimentation along already-indicated hnes soon discloses the fact that the foregoing
component is an equivalent primary component of the original primary based upon the keyword
QUESTIONABLY, decimated on the 21st interval. Let the student decipher the cryptogram

(4) The foregoing example is somewhat artificial in that the plain text was consciously
selected with a view to making it contain every letter of the alphabet The purpose 1n doing
this was to permit the construction of a complete chain of equivalents from only two short
messages, in order to give a simple illustration of the principlesinvolved. If the plain-text message
does not contain every letter of the alphabet, then only partial chains of equivalents can be con-
structed. These may be united, if circumstances will permit, by recourse to the various prin-
ciples elucidated in paragraph 31.

(5) The student should carefully study the foregoing example in order to obtain a thorough
comprehension of the reason why it was possible to reconstruct the primary component from the
two cipher messages without having any plain text to begin with at all. Since the plain text of
both messages is the same, the relative displacement of the primery components in the case of
message 1 differs from the relative displacement of the same primary components in the case of
message 2 by a fized interval. Therefore, the distance between N and E (the first letters of the
two messages), on the primary component, regardless of what plain-text letter these two
cipher letters represent, is the same as the distance between E and W (the 18th letters), W and K
(the 17th letters), and so on. Thus, this fixed interval permits of establishing a complete chain
of letters separated by constant intervals and this chain becomes an equivalent primary com-

ponent.
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44, The case of repeating-key systems.—a. With the foregoing basic principles in mind
the student is ready to note the procedure in the case of two repeating-key ciphers having identical
plain texts First, the case in which both messages have keywords of identical length but different

compositions will be studied.

b. (1) Given the following two cryptograms suspected to contain the same plain text:

L Ba I
> R >
QO
ol
0naM

L
I

>0
O N

CG
MT
VSNZR

czc
Taw
=R

Q
z
B

“EC
ZEw
OU R
DO

R -
ol

Mazssace 1

PVLLT
ZEFIZ

Mzssace 2

CTYBYV
NSDWN

ABUVY DYSAB
BDJEZ ALVID
HLQFT FLRHL
LCBLQ NETOC

(2) The first step is to try to determine the length of the period. The usual method of
factoring cannot be employed because there are no long repetitions and not enough repetitions
even of digraphs to give any convincing indications. However, a subterfuge will be employed,
based upon the theory of factoring.

¢. (1) Let the two messages be superimposed.

R

TOR Q-
QOB <8 QIe
wWaEs D e
CE: IR MEa
ONE PPl NMo

rfwe

HRUR OCe
HAOY A
O WCw
OHS HHEE ERXRe
QUg oCg8 =Z>y

Z>»a
ol ]
H<3
<Hg NZ
NnAg

QY=
Hy

HaE

Wy

Zog B2XRg Wiy
NOZz U=E Wy
Wwhg O <Hp
WwCg =ZNg Tks
Qg LEy

Z>g UEyg oGy
oRlg HHE Wdy
ORNg ZNg H<y

4 “

E E

(2) Now let a search be made of cases of identical superimposition. For example, L. and L
6 18

uu
are separated by 40 letters, Q, Q, and Q are separated by 12 letters. Let these intervals between
identical superimpositions be factored, just as though they were ordinary repetitions That
factor which 1s the most frequent should correspond with the length of the period for the following
reason. If the period is the same and the plain text is the same in both messages, then the con-
dition of identity of superimposition can only be the result of identity of encipherments by
identical cipher alphabets. This is only another way of saying that the same relative position in
the keying cycle has been reached in both cases of identity. Therefore, the distance between
identical superimpositions must be erther equal to or else a multiple of the length of the period.
Hence, factoring the intervals must yield the length of the period. The complete list of intervals

%0
U

o
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and factors applicable to cases of identical superimposed pairs is as follows (factors above 12
are omitted):

Repetition Interval Factors Repetition Interval Factors
IstELto 2dEL.....__._.| 40 2,4,56,8,10 st TVio 2d TV. .. 36 2,3,46,9, 12
1stUQto2d UQ .........| 12 2,3,46,12 st AHto2d AH.._________ 8 2,4, 8.
2dUQto3dVUQ... ...} 12 2,3,4,6,12 1st BLto2d BL......__.| 8 2,4, 8
1stUBto2d UB..........| 48 2,8,4,6,8,12 2d BL t0 3d BL........_..| 16 2,4, 8
IstKMto2d KM______.....| 24 2,3 40,8, 12, 1st SRto 2d SR........... 32 2,48
lst ANto2d AN..__..._.] 36 2,846,912 1st FDto2d FD.._____.... 4 2,4
2dANto 3d AN..........] 12 2, 3, 4, 6, 12, 1st ZNto2dZN. .| 4 2, 4.
1st VTto2d VI..........e.} 8 2,48 IstDCto2dDC..__..| 8 2,4, 8.
2dVT to3d VT..___.......] 28 2,47

(3) The factors 4 and 2 are the only ones common to every one of these intervals and since a
period of 2 1s not very probable 1t may be taken as beyond question that the length of the period 1s 4.
d. Let the messages now be superimposed according to their periods.

1 2 3 4 1 2 3 4 1 2 38 4 1 2 38 4 1 2 38 ¢ 1 2 3 4 1 2 3 ¢
l1.YHYE XUBU KAPV LLTA BUVY DYSA BPCQ
2.CGSL ZQUB MNCT YBVH LQFT FLRH LMTA
1. TUNG KFAZ EFIZ BDJE ZALYV IDTR 0QSU
2. IQZW MDQN SDWN LCBL QNET OCVS NZRB
l1. HAFK
2. JNOQ

e. (1) Now distribute the superimposed letters into & reconstruction skeleton of ‘“secondary

alphabets ”
Thus:

gA C EiF|G I|Jd L({MIN PIQIRIS|T|UIV|W|X|Y|Z

1 F 0 M|Y N I cia

2 D B M|Z Q L

si{Q|U|T 0 Wi|B E Z R|V S

41H L W Q AlS B|T N

(2) By the usual methods, construct the primary or an equivalent primary component.
Taking lines @ and 1, the following sequences are noted:

BL, DF, ES, HJ, IO, KM, LY, ON, TI, XZ, YC, 2ZQ,

which, when united by means of common letters and study of other sequences, yield the complete
original primary component based upon the keyword QUESTIONABLY:

QUESTIONABLYCDFGHJKMPRVWXZ

(3) The fact that the pair of lines with which the process was commenced yield the orginal
primary sequence is purely accidental; it might have just as well yielded an equivalent primary
sequence.
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J. (1) Having the primary component, the solution of the messages is now & relatively simple

An application of the method elucidated in paragraph 37 is made, involving the comple-
tion of the plain-component sequence for each alphabet and selecting those generatrices which

contain the best assortments of high-frequency letters. Thus, using Message 1:

matter.

mvwszUESTIONABLYcDFGHJKMPR
EmM O AR IS EAN>ENNODRNNEHHO =
<P ERNODHMUREHOZ AR IAMNOARO T H X E A X
mUESTIONABLYCDFGHJKMPRVWXZQ

MESTION”BLYCDFGHJKMPRVWXZQU

mVWXZQUESTIONABLYCDFGHJKMPR
mTIONABLYCDFGHJKMPRVWXZQUES
AAMESEMNODHENEHEHOZASAN MO AKD I - M S
QA OARUIHMEALAGSCEMNODHNEHHO Z <

YCDFGHJKMPRVWXZQUESTIONAB*L

EDRNFHFHOZAMANOUAKRUINKELEDE XNG
M OARU RS MEALNDPERNODHNEHHO Z4m
M AU AMUIISXELAGSEMNODHNEHNO R
EDMNEHO Z NI HNOARU LAY EAESENNC
mHJKMPRVWXZQUESTIONAB%YCDFG

LPH

RN ARULDMEAPEMNODRNEHO Z <«
SO ARUESEEARNPEXNODHMNEHO Z <M
mKMPRVWXZQUESTIONABLYCDFGHJ
HNNODHNEHOZAMN IHDAKU I DX =LK E
YCDFGHJKMPRVWXZQUESTION%BL

FIGURE 48,

(2) The selected generatrices (those marked by asterisks in Fig 48) are assembled in

columnar manner:

< Z ] K
S ENM
- N N
<O Z0 &
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(8) The key letters are sought and give the keyword SOUP. The plain text for the second
message is now known, and by reference to the cipher text and the primary components, the
keyword for this message is found to be TIME. The complete texts are as follows:

SOUP TIME

TUOoOuHEN<WORNXQHEACWOUNWONZXOaMXIW>»
PHOYTUZ PRHRUOZ\NP Y9I vVIAHQIC3IPECX DL
o PO HAEA PZZoQANEH<TIAN YR WW> 4
AMCZId<PEPNHNHOQOQIOOPE <HP>PTI<<HCZ N>
COZunomo<touNEHCMOHEMNIMoOKZEQNDOAOQ>
ZENvTQZZMQZ U 0> OXISRITHOI WA ZZMNON QL
OCU I <EHMWWIHASOZNOHMWKIMEICLOQOE I I
O DZnNCAHlAECP22HZHSESI PO I AR I AR OWE >

Fiaunk 80.

45. The case of identical messages enciphered by keywords of different lengths.—a. In the
foregoing case the keywords for the two messages, although different, were identical in length.
When this is not true and the keywords are of different lengths, the procedure need be only
slightly modified.
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REF ID
b. Given the following two cryptograms suspected of containing the same plain-text en-

ciphered by the same primary components but with different keywords of different lengths, solve

the messages.

&e.w._
SH<WE ODEED> mmm
Bl O [ S ormMxy 8 .m.
HXD <O oxomx .mmW
3P OO EEaMnH .tm
> 5 DR I S msm T e O
gt
Gk - B Y-
M aatd SKEHOX 473.9 Qe .t
MO BN oOH>AO =R -
MOmD> onp>o B as O o~ HAXe
S&In.u. wad L]0 “ ) e
H <O o<mA»n g% e N
DN HE HoaMx BNEZ “O o=
.Jmma.w ANKT aED>e ad o g BHo aN Qo aHDe
p ° -4 v v -y ]
MmO XN Mok ME B g e e e o e e
C - - L HaaoN £538 Do s b e an
N> H o~ pgmOJId0 -m..mm. 8““88”“33”“8 ”H “”223”22VE2
[} NN ~a N M N [ I - ]
[5] .M..mg N O® w) Do wiHSo vEH»o wn  Jo vEHE PO vk Mo
MOEDEH 3 <OHE w”m..m PO o e v Mo o g odZe cTBe «N0
< <O Mm m T Az mmu SEH gy s M aMMe cd @i a0 ] aEDw aNAQ-
pm ] -l -4 - (] ]
momoa X avxua  gap [ZSTTONTOn TR TA S o
- N - N QN - N - N - N w
MES A omEo> .m?mb A On nN A~ At G SO M= PN~ 0F I 2O B
LaxoQo ooUumw ) m
Oln Rl e a> Do afdkHe ol Do af OO0 apife aE e
B < < bt D1 O mmsm “OEe > e ~QAMe ~Ndw ~AMDe Do ~XMKa
ZMMZA < oOU>ANMM mm.m eNZw vHOw v e «Di>v vEH v wviMew vwO e
DMEER> s2TrADMD .IO.M..M: oMo oz o ocN O 0 He 0 Z A ocOP Zw O Do
[
dMEZEE OOCXKMJIOD uMm.waMGa aVEzzOU..zCNzaWD..aMMzzM”z
Mu<db> HOESkX 3% g5 "ZN- AR~ ~Q - ~pEMe ~ZHA 23O #5m-
22 .m N AN AN e e M e
- -1 3 s . s s s e o & s - ¢
W DN EMEMSMN 8 Q0 © 0 K] ) ) I 99
S @
N < 0 M . I 2 om0 e 54 M A m.mm.m ZZ zz A4 A z ZZ ZZ
moNMAaos <UL ZNM .Tn.mnu
EuEexe omoazsa "o
PN >MXO NAONOU c.um.m
-
= H A
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n

d. A reconstruction skeleton of ‘“secondary alphabets” is now made by distributing the
letters in respective lmes corresponding to the 12 different superimposed pairs of numbers. For
example, all pairs corresponding to the superimposition of position 1 of Message 1 with position 1
of Messalge 2 are distributed in lines @ and 1 of the skeleton, Thus, the very first superimposed

pair is

g, the letter Z is inserted in line 1 under the letter V. The next{} pair is the 13th super-
1

imposition, with { g, the letter D is inserted in line 1 under the letter F, and so on. The skeleton
is then as follows.

¢ |alBlcip|E|r|c|H|T]|a|k|L|u[N|olP|Q|R|S|T|U|V|W[X][Y]Z

1-1 |I[Jf (Pl [D QlG|C|E K|0o| |R|z

22 (H|V|N G| |U W E|D|M|L|X
.| 83 |E M x| 6| |T|p|J| [N R AlO
Bl 44 X| |ofc D|K| |A|F|Y|Q V[N
'§1—5 B| |T|W| (L R| |E N| |Y[Q U|A
EZ_G 0 I C D ulv| |F|R
El 3-1({0]| |G R L] |P| |S| |D Z

2 [L[P H u|v E(D|M F

1-3 Q|9 viwlk[o|x[Y M|A

24 |B J| |X[P|O Al |F|Y D

35 |[N|R Y B|C|G Qls

4—6 M Lo sjulviw|x

Fiourg 61

e. There are more than sufficient date here to permit of the reconstruction of a complete
equivalent pnma.ry component, for example, the following: .
0 30 11 12 13 14 15 18 17 18 19 20 21 22 23 U 26 20

ITKNPZHMWBQEULFCSJAXRGDVOY

7. The subsequent steps in the actual decipherment of the text of eitber of the two messages
are of considerable interest. Thus far the cryptanalyst has only the cipher component of the
primary sliding components. The plain component may be identical with the cipher com-
ponent and may progress in the same direction, or in the reverse direction; or, the two com-
ponents may be different. If different, the plain component may be the normal sequence,
direct ur reversed. Tests must be made to ascertain which of these various possibilities 1s true.

g. (1) It will first be assumed that the primary plain component is the normal direct
sequence. Applying the procedure outlined in Par. 23 to the message with the shorter key
(Message No. 1, to give the most data per secondary alphabet), an attempt is made to solve
the message. It is unnecessary here to go further into detai in this procedure; suffice it to
indicate that the attempt is unsuccessful and it follows that the plain component is not the
normal direct sequence. A normal reversed sequence is then assumed for the plain component
and the proper procedure applied. Again the attempt is found useless. Next, 1t is assumed
that the plain component is identical with the cipher component, and the procedure outhned in
Par, 37 is tried. This also is unsuccessful. Another attempt, assuming the plain component
runs 1n the reverse direction, is likewise unsuccessful. There remains one last hypothesis, viz,
that the two primary components are different mixed sequences.

\]
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(2) Here is Message No. 1 transcribed in periods of four letters. Uniliteral frequency
distnbutions for the four secondary alphabets are shown below in Fig. 52, labeled 1la, 2a, 3a,
and 4¢ These distributions are based upon the normal sequence A to Z. But since the recon-
structed cipher component is at hand these distributions can be rearranged according to the
sequence of the cipher component, as shown in distributions labeled 15, 2b, 3b, and 45 in Fig 52.
The latter drstributions may be combined by shifting distributions 2b, 3b, and 4b to proper super-
impositions unth respect to 1b so as to yeld a single monoalphabetic drstribution for the entire message.
In other words, the polyalphabetic message can be converted info monoalphabetic terms, thus very
considerably simplifying the solution.

Mgssage No 1

VYMYZ VABT 1o ABCDEFGHIJKLUNOPQRSTOUVWXTZ
GEAU AYYU

NTPK OAYT m.XEEDEFGHIJRE%NOPQRSTU%%??%
FAYJ DKFE

IZMB NWNT s . 3 o s.s_s s
UMYK DBQK 3 ABCDEFGHIJKLMNOPQRSTUVWXY
BYFI ULAJ

VVSE L2I0 4, XECDEFGHIJKLMNOPQRSTUVWXTZ
OAFS UMAB

KXKR OAFS

YWCA KXQP

CZOR UYM{\ Cee s e mes.
pozR PHQt 1 ITRNPZHMWBQEULFCSJAXRGDVOY
DEFB DBTO N

LKFE SIYS g TTRNPZHMWBQBULFOSJAZRGDVOY
SMKS MIYK

FAFE UROG e = = s T < =
kvqu uwce  ITRNPZHUWBQEULFESJKXRGDVDY
RCMY MZZV _ _ _

ZVOX MVAJ 4. ITRNPZHMWBQEODLFCSJAXRGDVOY

n
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(3) Note in Fig. 53 how the four distributions are shifted for superimposition and how the
combined distribution presents the characteristics of a typical monoalphabetic distribution.

1. ITKNPZHMWBQEULFCSJAXRGDVOY
= o = §§\ BEoss o= s s~
25. EULFCSJAXRGDVOYITKNPZHMWBQ
T, = - = §:\ = E%
3b. KNPZHMWBQEULFCSJAXRGDVOYTIT
4b PZHMWBQEULFCSJAXRGDVOYITKN
= s
-3 = Z
~ = =T BES . _E =~ SES
16.4b. T ESF 22 EEESEs s BBREE
combined ITKNPZHMWEBQEULFCSJAXRGDVOY

FIGURE 53

(4) Tho letters belonging to alphabets 2, 3, and 4 of Fig. 52 may now be transcribed in terms
of alphabet 1 That is, the two E's of alphabet 2 become I's, the L of alphabet 2 becomes a K;
the C becomes a P, and se on Likewise, the two K’s of alphabet 3 become I’s, the N becomes
a T, and soon The entire message is then a monoalphabet and can readily be solved. It is as
follows.

VDVTG ISWNS KOFMV LIRZZ UDVOB UUDVU
ENEMY HASCA PTURE DHILL ONETW OONEO
FMOMU UKWIS YVLFC RDSDL NSDIU ZLJUM
URTRO OPSHA VEDPUG INAND CANHO LDFOR
SDIUF MUMKU WWRPZ GZUDC VMMVA FVWOM
ANHOU RORPO SSIBL YLONG ERREQ UESTR
VVDJU MNVTV DOWOU KSLLR ORUDS ZOMUU
EINFO RCEME NTSTO PADDI TIONA LTROO
KWWIU FZLPV WVDOY RSCVU MCVOU BDJMYV
PSSHO ULDBE SENTV IAGEO RGETO WNFRE
LVMRN XMUSL

DERIC KROAD

(5) Having the plain text, the derivation of the plain component (an equivalent) 1s an easy
matter 1t 18 merely necessary to base the reconstruction upon any of the secondary alpha-
bets, since the plain text—cipher relationship 1s now known directly, and the primary cipher
component 13 at hand The primary plain component 1s found to be as follows:

1 2 3 4 8 6 7 8 0 1011 12 13 14 158 16 17 18 10 20 21 22 23 24 25 26

HMPCBL.RSW. .ODUGAFQKIYNETYV

(6) The keywords for both messages can now be found, if desirable, by finding the equivalent
of A, in each of the secondary alphabets of the original polyalphabetic messages. The keyword
for No. 1 is STAR; that for No 2 is OCEANS.

§179714 0 - 43 - 17
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(7) The student may, if he wishes, try to find out whether the primary components recon-
structed above are the original components or are equivalent components, by examining all the
possible decimations of the two components for evidences of derivation from keywords.

k As already stated in Par 26m, there are certain statistical and mathematical tests that
can be employed 1n the process of “matching’” distributions to ascertain proper superimpositions
for monoalphabeticity. In the case just considered there were sufficient data in the distributions
to permit the process to be applied successfully by eye, without necessitating statistical tests.

i. This case is an excellent illustration of the application of the process of converting @
polyalphabetic cipher 1nto monoalphabetic terms Because it is a very valuable and 1mportant
cryptanalytic “trick,” the student should study it most carefully in order to gain a good under-
standing of the principle upon which it is based and its significance in cryptanalysis The
conversion 1n the case under discussion was possible because the sequence of letters forming the
cipher component had been reconstructed and was known, and therefore the unihteral dis-
tributions for the respective secondary cipher alphabets could theoretically be shifted to correct
superimpositions for monoalphabeticity. It also happened that there were sufficient data in
the distributions to give proper indications for their relative displacements. Therefore, the
theoretical possibility 1n this case became an actuality. Without these two necessary conditions
the superimposition and conversion cannot be accomplished. The student should always be
on the lookout for situations in which this is possible.

46. Concluding remarks.—a The observant student will have noted that a large part of
this text is devoted to the elucidation and application of a very few basic principles. These
principles are, however, extremely 1mportant and thewr proper usage in the hands of a skilled
cryptanalyst makes them practically indispensable tools of his art. The student should therefore
drill himself 1n the application of these tools by having someone make up problem after problem
for him to practice upon, until he acqures facility in their use and feels competent to apply
them in practice whenever the least opportunity presents itself This will save him much time
and effort 1n the solution of bona fide messages

b Continuing the analytical key introduced in Military Cryptanalysis Part I, the outline
for the studies covered by Part II follows herewith

1))

LY

N
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Analytical Key for Military Cryptanalysis, Part I *

(Numbers in parenthcses refer to Puragraph Numbers in this text)

505~ Penodic (2)

404—Polya|phubotie
Systems (1,

|

1

up later,

811—Flexible Perlo-
diclty (2b) (to be taken

ity (2b),

612—Fixed Periodic

208-- Progressive (to be
takeun vp Jater)

710—Repeating Key
Systems (3)

—

taken up later)

§08—A peniodie (to be

—

811 =With Interrelat
ed Cilpher Alphabets
(5-12)

812—With Independ
%gcl) Clpher Alphabets

903—Normal Cipher
Alphabets (Primnary
Componeats are both
Nurnn)) (13-14)

1

904—Mized Cipher
Alphabets (Prlmary
Components are not
buth Normal) (16, 17)

1

1001—Dijrect  Stand-
ard Cipher Alptabets
(13a-h, 146-f, 15)

-

1

1002—Reversed Stand
ard thu Alphabets
(134, 149, 15)

1003—Both
nents mixed (27-30)

CONLDO-

1004 — Ons cotnponent
normal (18, 17)

1101—Different Com
ponents (39)

1102—Identicul Comz
ponents (25-30)

r

J

(31-37, 4040)

1201—8equences pro-
cerd 1u same direction

tious (48, 40-40)

1202--beqQuences pro-
ceed 1n_opposite dueoc-

i

i |

1103—Plun  Compo-
nent Normal (18-25)

1104—Plain  Compo-
nent Mixod (26).

*For explanation of the ube of thid chiart <ee Par 5 of Military Cryptanalysis, Part I

(95)
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APPENDIX 1
TuEe 12 Tyres or CIPHER SQUARES

(See Paragraph 7)

TasLe I-B.!

Components:

BCDEFGH
@ FBPYRCQ2Z
Enciphering equations: 6=

(1) ABC
P

PLAIN TEXT
ABCDEFGHIJKLMNOPQRSTUVWIXYZ
AJA|L|W|N|O|X|F|B|P|Y|R|CIQ|Z|I|G|{S|E|H|T{D|J|U[M|K|V
B|B|P(Y(R|C(Q|Z|I|G|S|E|/H|TID|J{U|M|K|[V|A|L|W|N|O|X|F
CI|C|Q|Z2|I|G|S|E|H|T|D|JJUM|K|VIA|LI{W|N|O|X F|B|P|Y|R
D|D|JjU|M|K|V]IA|L|W|N|O|X|F|B|P|Y|R[C|Q|Z|T|G|S|E|H|T
E|E|H|T(D|J|(U|MIK|V|A|L|W|N|OXIF|BIP|Y|R|C|Q[Z|I|G]|S
F|F|B|P{YIR|C|Q|Z|I|G|S|E|H|T|D|J|U|M|(KIVIA|IL(W|N|O|X
G|G|S|EIH|T(D|JIU[M|K(V]A(L|W|N[O|X|F|(B|P|Y|R|IC|Q(Z|I
H{H|T|D|J|U|M[K|{V|A|[L|W|N|O!X|F(B|IP|Y|R|C|Q|Z|I|G|S|E

I|{I|G|(S|E|H{T D|J|U|M|K|VIAIL|WIN|O|X[F|B|P{Y|R|C[Q|Z
J|J|U|MIK(VIA|L|W|N}O(X|F(B|P|YIR|C[Q|Z|I|G|S{E|H|T|D
K{KIVIA|JL|WINIOIX|F|B{P|Y{R|C|Q{Z|I{G|SIEIH|T!ID{J{UIM

L|L|W|N|O|X|F|{B|P|Y|R|CIQ|Z|I|G|S|E|H|T|D|J|U|MIK|V|A
EMMKVALWNOXFBPYRCQZIGSEHTDJU
“ N|N|O|X|F|B{P|Y{R|C[Q|Z|I|G|S|(E|H|T|D|J|U|M(K|V|IA|L|W

O|0|X|F|B|P|Y|R|IC|Q|Z|I|G|S|E|H|TID|J|U|M|K|V|A[L|W|N
P|P|Y|/RICIQ|Z|I|G|S|E(HIT|D|J|JU(M|K|V|A|{L|W|N|OIX|F|B
QIQ|{Z|I|G|S|E|H|T|D|J|U|M|K|VIAJL|W|N|O|X|F|B[P|Y|R|C
RIR(CIQI|Z|I|G|S|E|H|T|D|J|(U(M|K|V|A|L(W|IN{O|X|F|B|P|Y
SIS|E(HIT|D|J|U|MIK|V|IA|L|W|IN|O|X|F|B|P|Y|R|C|Q|Z|I|G
TIT(D{J|Ui{M|K|VIA|L|W[N|O|X|{F|B|P|Y|R(C|[Q|Z|I|G|S|E|H
UJUIM|IK|V|AIL{W|IN|O|X|F|B|P|Y|R|C|Q|Z|I|(G|S|E|H|T(D|J
VIVIAIL|WiIN|O|X|F|B|P|Y(RIC|QIZII|G|SIE(H|(T|D|J|UIM|[K
WIW|N|O|X|F[(B|{P|Y|RIC|Q|Z|I|G|S|E|H|T|D[J|U{M|(K|V]A|L
X|X|F|B|P|Y|IR|C|IQ|ZII|G|S|E(H|T(D|J|U{M|K|V|A|L{W|N|O
YIY|RICIQ|Z|I|G|S|E|H|T({D[J|U|M|K|VIAIL{W|N|O|X|F|B|P
Z1Z|{I|GIS|E|H|[TID|J|UIMIK|V|AJLIW|NIO|XIFIB|P|Y|R|CI|Q
1 Thus table 18 labeled “Table 1-B”’ because it is the same as Table 1-A on page 7, except that the horizontal
lines of the latter have been shifted 80 as to begin the succesaive alphabets with the successive letters of the normal

sequence,

(96)
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REF ID

97

Tanre I1

Components:

Enciphering equations: Oy4=06,; Opp=0.1 (01 is A).

PLAIN TEXT
ABCDEFGHIJKLMNOPQRSTUVWIXYZ
AJA|HIL|U|R|G[P|SjO|V|YIB|X|D|E|I|M|K[Q[T(W|Z|C|F|J[N
BIT|A|E|N|K|Z|I|L|H|O(R(U|Q|W|X|B|F|D|J|M|P|S|V|Y|C|G
C[P|W|A|J|G|V|E{H|D(K|N|Q|M|S|T|X(B|Z|F|I|L|{O|R|(U[Y(C
DIG|N|RIA|X|M|VIY|U|B|E|H(D(J|K|{O|S|Q|W|Z|C|F|I|ILIP|T
E|J|Q|U|D|A|P|Y|B|X|E|H|K|G|M|N{R|V|T|Z|C|F|I|L[O|S|W
FIU|B|F|O|L|A|J|M|I|P|S|V|R(X|Y|C|G|E|K|N|Q|T(W|Z|D|H
G|L|S|W|F|C|RJA|D|Z|G|J{M|I|O|P|T|X|V|B|EH|K|N|Q|U|Y
H|I|P|T|C|Z|O|X|A|W|D|G|J|F|L|M|Q|U|{S|Y(B|E|H/K|N|R|V
I[M|T|X|G|D|S|B|E|A{H|K|N|J|P{Q|U|Y|W|C|F|I|L|O|R|V|Z
JIFIM[Q|Z|W[L|U|X|T|A|D|G|C|I|J|N|R|P|V|YIB|E|H|K|O|S
K|C|J|N|WIT|I|R|U[Q|X|A[D|Z|F|G|K|O[M|S|V|Y|B|E[H|L|P
LIZ|G|K|[T|Q[F|O{R[(N|U[X|A|W|C|D|H|L|J|P|S|[V|Y|B|E[I|M

> M
|

DIK|O[X|U|J|(S{VIR|Y|B|E|A|G|H|L|P|N|T|W|Z|IC|F|{I{M|Q

¥ NIX|E{I(R|O|{D|M|P|L{S|V|Y|U[A|B|F|J|H|NIQ|T|W|Z|C|G|K

O{W/D/H|Q|N|C|LIO|K|R|U|IX|T|Z|A|E|I|G|M|P|S|V|Y|B|F|J
P|S|Z|D|M|J|Y|{H|K|G|N|Q|T|P|V(W/A|E|C|I|L|O(R|U|X|B|F
Qlo|V|Z|I|F|UID|G|C|[J|M|P|L|R{S|W|A|Y|E|H|K|N|Q|T|X|B
RIQ|X|B|K|/H|W|F|I/EJL|OJR|N|TJU|Y|C]A|G|J|M|P|S|VIZ]|D
S|K|R|V|E|B|Q|Z|C|Y|F|I|L{HIN|O|S|W|U|AID|G|J[M|P|T|X
T|H|O|S|B|Y|N|W|Z|V|C|F|I|E{K|L|P|T|R|X|A|D|G|J|M|Q|U
UIEIL|P|Y|VIK|T|W|(S|[Z|C|F|B|H|I|M|Q|O|U|X|A|D|G|J|N|R
VIB|I|M|V|{S|H|Q[T|IPIW|Z|C|Y|E|F|J|N|L|R|U|X|A|D|G|K|O
W|Y|F|J|S|P|E|N|Q|M|TIW|Z|V|B|C|G|K|I|O|R|U|[X|A|D|H|L
X|V(C|G|PM{B(K|N{J(Q(T|W|S|YZ|D|IH|F|(L|{O(R{U(X|A|E{I
Y{R|Y|(CIL{I|X|G|J|F|M|P|S|O|UIV|Z{D|B/HIK|N|Q|T|W|A|E
ZIN|UJY|BIE|T|IC|F|/B|IILIOJK|QIRIV|ZIXID|GIJIM|PISIWI|A
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TasrLe III

REF ID

N >
> O
=
B E
>l
D«
B >
v x
;=
oD
[Pl ]
oA
= e
=
- K
X n
i &)
- H
I N
v o
fe. O

PLAIN TEXT

Oz, Opn=0cpn (Byais F).

ABCDEFGHIJKLMNOPQRSTUVWXYZ

Enciphering equations 6,

Components-

Rlo|=|xlalai>|x|=|D]|» =m|n|o|H|Njoj o ||| e |m]
ol=z|=|a [x=[2][=]a B0+ > [ 0. ] Ee | 3¢
AEEIE] Din|ale IS o |mim|x|o
o> |20 a|e|zin|n|o|H|Njolo|e|>|a]|a|x]x]|o]=
[a]<|=Ix[=]o]|>|a|e|x|a]|n|o|nn]ojo]|xi>|a]a|w|x]|o]=|=
<|>|x|=min]ls|ale|n|m|un|ol-|Nnlojolxl>julaln|xlo|z]|=]a
>|x|=lo|»|ale|n|mn|nlo|H|N|o|jo|k]|>]|n]|o|x|x]o]=z|e]a]«
MiEIDIn|A|R|EEVNO|H|N|Q OG> o a|k|XO|Z E|(Jd| <>
s|o|n|aleininlulo|w|Nn|alojx|>lu|ajm|xolz|=]|a|w|=]x
onlaie|z|n|n|o|R|n]ololx|> aln|w|xlolz|z]a|<|>|x|=
nlalejn|m|n|o|H|N|olofx)>]anlnfxxolzlz|ala|>|x|=|D
ale|mimln|jolkNn|ojolal=|a|ojn|xlo|z|z]|al«|>|x|=]|0]»
elx|mln|o[qnlojo|x|>|aa|w]x|ol=|=]a|<l>|x|=]|2]>]|a
T|m|n|olnnjolo|alma|n|xx|o]z[=la|</>x]=]|o|n]a|&
mnjolnnjojo|a|r|a|lninklotzislalalsixizmibin]ale|xn
nlojH|N|ojolalm|a|nlwx|o|z|slalals|xi=in|»|a|e|xn|m
olhinojo|x>lao|w]x]o]z]=la x|=[p|~|ale|x|mk|n
Hin| ook |a|a|e|x|jojz|=|al« oln|aje]|x[u|v|s
N|ojo|x|>lam|on|x|ojz|zja|<> = D|»|alein|m|n|v|~
olo|k|>|almlm|x|o|z|z|a|w|>x =iD|nale|n|m]|n|v|H]|N
olg|Hlanlaln|xlo|lzjzlaja s =EinInalein|a|ln|ol-|n|e
xim|om|mix|o|z|=]a]<l>|x[=1D[n|aib |z |w]|n|o|H]|n]o|o
»|elalm|x|olz|z|al<|>|x][=]pln|ale|z=lnn]o]H|n]o|o]|x
alalmlx|olzlz|a|a|s|x]|=|n|n|ale|n|w|n]o]|+|n]ofo]x|>
mlm|x|olzlx|a|<|z|x|F|o»|ole|n|mjnlo|H|Nn|o|o|x|>]a
misolzl=laldls|xiz|p|»|alu|x|nln!c]H N o|o]x|>]|a]m
CcNOUAMKUIHAXIEZOATKNEHD>EMMN

AT
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REF ID
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TasLe IV

Components-

N >4
> O
=
B E
>
=]
B>
nXx
0=
oD
e ]
oA
=B
= T
w1 K
M0
20
- -
& N
o
= O
=
Q>
O A,
mm
< [,

NS
N Ve

s

Oon (B2 is F).

6135 Opp=

Enciphering equations: 6y,

PLAIN TEXT
ABCDEFGHIJKLMNOPQRSTUVWIXYZ
AJUIB|F|OJLIA{JIM|I|P|IS|VIRIX|Y|CIG|E/K|NIQ|T|W|Z|DiH
BIVIC|GIP|M|B|K(N|J|Q|T|W|S|Y|Z|D|H|F|L(O|R|UIX|A|E|I
C{W/DIH|Q|N|C|L|O{K(R{U|X|T{Z|A|E(I|{G|M(P{S|V(Y(B|F|J
D|X|E|I|R|O|D|M|P|L|S|V|YIUIA[BIF|J|H|N|Q|T|W|Z|C|G|K
E{Y(F(J(S{P/E(N|Q[M|T(W|Z|V(B|C[G|K|I|O|R(U|X{A|DH(L

NIR
0|s

F|Z|G|K|T|Q[F|O/R|N|U[X{A|W|C|D|H|L|J|P|S|V|Y|B|E|[I|M
G|A|H|L|U|R[G|PIS|[O|V|YIB|X|DIE{I|M(K|Q|IT|WIZ|C[(F|J|N
H|B|I[M|V|S|H|Q|T|P|W|{Z|C|Y|E|F|J|N|L|{R|U|X|A[D|G|K]|O

I{C|J|N|W.T|T|R|(U|Q|X]|A|D|Z{F|G|K(O|M[S|V|Y|B|E|H|L|P
JID|K|O|X|U|J|S|V|R|Y|B|E|A|G|H|L|(P|N|T|W|Z|C[(F|I|M|Q
K|IE(L|P|Y|VIK|T{W|S|Z|C|F|B|H!II|IM|Q|OJU{X]A[D|G}J

L|FIMIQ{Z|W|L|IU|X|T|A|D]G|C|I|J|N!IRJPIVIY|IBIEIHIK
M|G{N|R{A|X(M|V|Y|U|B|E/H|D|J(K|O|S|QIW|Z[CIFII|L{P|T
N(H{O|SB|Y|N|W|Z{V(C{F|I|E(K|L{PITIR|X{A(D|G|J|M[QU

AN

O|I|P|(T|C|Z|OIX[(A|W|D|G|J|F|ILIM(QIU|S|(Y|B|E{H|K|{N|R|V
P|J|Q|U|ID|A|P|Y B X|E{H{K(G{M(N/R(V|T|Z|C|{F|I(L{O(SW
Q|K|IRIVIE|BIQ|Z|C|Y(F|I|L|H|N|O|S|{W|U/A|ID|G|J(M|PIT|X
RIL|S|W|F|C|R(AID|Z[G|J|M|[I{O|P|T|X|V|[B[E|H|K|N[QjU|Y
S|M|T|X|G|D|S|B|{E|A(H[(K|N|J|P|Q|U[Y|W|CIFII|L|OI|R|V|Z
TIN|UJYIH|E(T|C|F|B|I]L|O|K|QIR|V|Z[X|D|GlJ|M|P[S|W{A
U|O|VIZ|I|FIU|D|G|C|J|MIP|LIR|SIW|A|Y|E|HIK|N|IQ|T|X|B
VIP|W|A|J|G|VIE(H|D|KIN|Q|M|S|T|X|B|Z|F(I|L|O|JRjU|Y|C
W|Q|X|B|KIH|W|F|I|E|JLIO|R|N|T|UIY|C]A|G|JIM|P|S|VIZID
XIR|Y|CIL|I|X|G|J|F|MiP|{S]O(U|V|ZID|B|H/K|N|Q|T|W|AE
Y{S|Z|D|M|{J|Y|{H|K|{GIN|Q(TP|V|IW|A|E|CII|L(O/R|UIX[B|F
Z|T|AIEINIK|Z|TILIH|OIR|U|QIW[X|BI!FIDIJIMIPISIVIY|CIG
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REF ID

100
TasLe V

Components:

UVWXYZ
ALWNOX

OPQRST
DJUMKYV

Opn; ©1n=0,p (B4 is A).

FGHIJKLMN
CQZIGSEHT

CDEFG
2)FBPYRCQ

(H) AB
B
Enciphering equations 6yp

8

PLAIN TEXT
ABCDEFGHIJKLMNOPQRSTUVWIXYZ
AlA|V|K|M|u|J|D|T|H|E|S|G|I|Z|Q|C|R|Y|P|B|F|X|O|N|W|L
B|B|F|X|O|N|W/L|AVIK[M(U|J|D|T|H|E|S|G|/I|Z|Q|C[R|Y|P

C|C|R|(Y|(P(B(F|X{O|N|W|L|A|V|(K(M{U(J|DIT/H|E|S|G|I]Z]|Q
D{D|T|H|E|S|G|I|Z|Q|C|R|Y|P(B|F|X(O|N|W|L|A|{V|KIM|U|J
E|E|S|G|I|Z|Q|C|R|Y|P|B|F({X|O|N|WIL(A|V|K|M|UJD|T|H
FIF|X|O|/N/W|L|A|V(K|M|U|J|D|T|H|E|S|G|T|Z]Q|C|R|Y|P|B

GIG|I|ZiQJC|R|Y|P|B|F|X|O|N|W|L|A|V|{K|M|U|J|D|T|H|E|S
HIHIEIS|G|I|Z{Q|CIR|Y|P[B|F|X|O|N|WIL|AJVIKIM{U|JIDIT

I|I|Z|Q|C|R|(Y|P{B|F|X|ON|W|IL|A|V|K|M|U|J|ID|T|H|E[S]|G
J|J|D|T|H|E{S|G|{I|Z|Q|C{R|Y{P|B|[FIX|O(NIWIL{A|{V{K|{M]U
K{K[M|U|J|DIT(H|E|S|G|I|Z|Q|C|R|Y|P(B|F|X|O{NIW(LA[V

L|L|A|VIKIM|U|J|D|T|(H|E|S|G|{I|Z|Q{C|R|Y(P(B|F|X|O|N|W
M{M|U/JIDIT|H|E|S|G|I|[Z|Q|C|R|Y|P|B|F|X[|OIN|W|LAVI|K
NIN|W|L(A|V|K{M|U|J|D|T|H|E{S|G|I|Z|Q(C|R|{Y(P|B|F[X|O
O|O|N|W|L(A|V|K(M|U|J|D|TI/H|E(S|{G|I|Z{Q|C|R|[Y|P|B|FX
P{P(B|F|X|O|N|W(L|A|VIKIM|U|JID|T|H|E|(S|G|I|Z|Q]C[R|Y
QIQ|C|R|Y|P|B|F|X|O|N|W|L|A|VIK|M|U|JID|T|HI|E|S|G|I]|Z
RIR)Y|P[BIFIX|ON|WIL|A|VIKIM{U|J|D|TH|E|S|G|I|Z[Q|C
S|S|GII|{ZIQICIR{Y|PIBIF|X|{O[NIW|LIA{VIK{M|UIJ|D|T|H|E
T|{TH|E{S|G/I|Z|Q(C|R|Y|PIB|F|X|O|N|WILIA|VIK|M{U|J|D
UiU/J|DITIH|E|S|IG|I]Z{Q|C|R|YIPIB|F{X|O|N|W[LJA|V(KIM
VI|VIKIM{U|JID|THIE|S|IG|I|Z|Q[C[R|Y|P(B|F|X{O|N|W|L[A
W|W|L|A|V|IKIM|U|J|D|T(H|E[S|G|I|Z|Q|C|IR|Y|P|B|F(X|ON
X{X|O(N/WILIA([VIK{M{U|{JID|T|IH|E|S|G|I|Z|Q{C|R[Y|P|B|F
Y|Y|P|B|F|X|O|N(W|L|A[V|K|M|U|[J|D|T|H|E|S|G|I|Z|Q|C|R
Z|ZIQIC/R|Y|PIBIF|X|O|N|WILIA|V|K{M|U|JID|T|HIE|S|GII

B
M
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REF ID

101
TasLe VI

Components:

Opre (Byy is A).

Enciphering equations* ©x,;=0.4; 01,

PLAIN TEXT
ABCDEFGHIJKLMNOPQRSTUVWIXYZ
AJA|T|P|G|J|U|LII|M|FIC|Z|D|X|W|S|O|Q|K|H|E|[B|Y|V|R|N
BI{H{A|W|N|Q|B!S|P|T M!/J|G|K|E|D|Z|V|X|RIO|L|IIF|C|Y|U
C|LIE(A[R|U|F{WT|X|Q|N(K|O|X|H|D|Z|B|V|S|PIM|J|G|C|Y
DUNJADOIFCGZWTXRQMIKEBYVSPLH
E|R|KI|G|X{A|L|IC|Z|D|W|T|Q|UjO(N|J|F(H|BIY|V|S|P|M|TI|E
F|G|{Z|VIM|P|A(R|OS|L|I|F|{J|D|C|Y|U|W|QIN|K|H|E|B[X|T
G{P|I|E|V|Y(J|(A|X|B|U|IR|O(SIM{LIHID|IF{Z|W(T(Q[N|K|GIC

H|S|L|H|Y|B|M|D|A|E(X|U|R|(V|P|O|K|G|I|C|Z|W|T|Q|N|J|F

I|O/HID|U|XII|Z|W|A|T|Q|NIR|L|K|G|C|E|Y|V|S|P|M|JIF|B
JIV|IOIK|BIE|P(G|ID|H|A|X|U|Y|S(RINIJ|L|F|CIZ|W[T(QIM|I

K|{YRINIE|H|S|J|G|K|DIA|X|B[VIU[Q|M|O|I|{F|IC|Z[W|T|P|L
L|B|U|Q{HIK|V|M|J|N[GIDIAIE|Y|X|T|P(R|[L|(I|F|CJZIW|S]|O

M|X|QIM|D|GIR|I|F|J|C|Z|W(A|UIT|P|L|N|HIE(B|Y|V|S|O(K
N|D{W|S|(J|M|X|O|L(P|I|{F|C|GIA|Z|V|R|T|IN|K(H{E[B|Y|U|Q
O|E|X|T(K|IN|YIP|M{Q[J|{G|D|H|B|A|W|SIU|O|L|I|F[C[Z|V|R
P|IIB|X|O|R|(C|T|(Q|U|N|K|H|L|IF|E|A|W|Y|S|P|M|J|G|D|Z{V
Q|MIF|B;S|V|G|X|U|Y|R|(O|L|(P|J|I|E|A({C|W|T|(Q|N(K|H[D|Z

AT

R|K(D|Z|QIT|E(V|S{WPMJINIHIGIC|YIA|UIR|OIL/IFIBIX

SIQ|J|FIW[ZIKIB|YIC|VIS|{P|TINIMIT|/E|GIA|[X|]U|R|OIL[HID

T{TIM|IIZICIN|IE/B|F|Y(VIS|W|QIP|L|H|J[(DIAIX|U|R|OIKI|G
U|W|P|L|C|FIQIH|E|I|B|IY | VIZ|T|S|O|K|M(G[DIA[X|U|R|N|J

V{Z|S{0|F|I|T|KIHIL|IE|B|Y|C|W|V|R|N(P|J|G|D|A|X|U[Q|M

W|C|VIR|I|L|W|N|K|O(H|IE[W[F|U|T|U|Q[S{M|J|G{D|V|X|T|P

X|F{Y|U|LIO|Z[Q|N[R|KIH|A|I|C!B|X|T|VIP|M[{J|G|DJA|W|S

Y|J|IC|Y(P[S|D|U|R|V|O|LII M|G|F|B|X|Z|T(QIN|K|H{E|A|W
Z|NIGIC|T|W|H|Y|V|Z|S|P|M|Q|K|J|F|IBI{D{X|U|RIO|L|I|E]A
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REF ID

102
TasLe VII

Components:

v o

Enciphering equations. ©y3=0p,; 8;3=0n (Oy3 is F).

PLAIN TEXT
ABCDEFGHIJKLMNOPQRSTUVWXYZ

(7] [}

X HSDX IEZ20/MM0xKNED
pACH |

D] ajonjolz|eidin|iH|o|m|x ei>|a|2]»[v]a|<=|n
M|x|e|x|=|>|o]=|o|w|v|alz|n|<|=|n|o|o|a|H|m|o|N]>|x
alz|lnin|s|[K|o|d|aHinjo|o < N|>|die|z|xln|n|m| > Do
oj>|g|H|a|Elz|x|o[x|n|mm N> D|o|n|=||v|a|<wt|x]|e|a
md|oin|xi>g»|z|o]la|<im|>xe|a|x|a|Hon|o|N|=|r|o
<[ jo|n|D|ajHE(kjo|N|a|x|E|ln|o|lo|M|T|u|m|>|>|x|=
N|n|o|m|H|p|xm|a|la|m|>|o|els>|a|z|a|s|ovjal||x|o|o|=
Hzjainjn|sjoixdia|<|iini={Dlo|E|o|m|r|o|n|z|ein]a
Mlo=E|lalo||H|m|»|o|N|E|g|D|e|an]|alz|x|r|a|x]|>|n]|o]|x
Eladjo|m|o/njg|H|m|>]>|N|je|jn|o|x|=|v|a|<|x|D|x|=|»
>oidimlmjuQ|r|<d|K|D|> || Z|>|dx|o|N|E|&|o|=|H
Diz|»|<|alo|m|o|v|n|E|b|xlic|o|z|H|x|n|a|>|s>|n|o]|a]x
M= (N |Zz{a|a|x|>>|nE|oajalz|s|alalx|o|e|o|x|e
njam|>|a=|aj<nxo||>|njo|x|o|R|oiN|E|x|c|=z|]|m
i|o|X|<|2|Oo|N|a|E|H|aibo|z|s|m|n|a|>|>|n|a|=|H@
o|n|m|E|N||n|>|o|>|n]a ep= =R || <] x|D|x|o|a|x]a
iH|E[>]|>|m|<|x|m|D|x|ojn|=la|z]a|n|N|E|e]|o|=z|x|uv]o
ojmjAa|D|X|H|N|E < |R|g|Zix|ax|o|o|a|>|>|v|am|=]|>|x|m
z|o|o|e|E|xz|>|>|N|un|a|=|o|x »n|aja|x|D|c|o]|a|H k|«
Slmimlnj>jo[x|o|>|x|o|aja|sinnlc|o|e|e|o|z|x|z|aln
dimlelgipn|s|e|x|ojzixiolnin|a|n|m|s|n|a|=E]|m|v|o]>
dla|No|b|d|>nE|a|=|nz|nlo|o|x]|<|D|m|o| ] e|m]|
njolx|alnlalole|>|ojaHiE|o|n|nlkiNnie]oz|x | x|u|<|=
Himlio|g|o|e|o|dzix T t]da iz nlal=|n]|olaln]s>
zli<lzlz|ojm|u|a|eiEn oI e oln > eiolalH]|u|o|=]D
vinizlzla|da|ojn|alqimin o oindisloizix|n|n| ]| e
<moAMR K > B M >N
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REF ID
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TasLre VIII

Components.
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90", 6./,=9,,,, (6.13 iS F).

Enciphering equations. 6yxp

PLAIN TEXT
ABCDEFGHIJKLMNOPQRSTUVWIXYZ
A|U(VIWIX|Y|ZIA|B|C|D|E|F|G{H|I|J|K|L|M|[N|[O|P[Q|R|S|T
B|B|C|DIE|F|G(H|I|J|(K|L{M|N O|P|Q[R|S|T|(U|V|W|X|Y[Z|A
C|F|GIH|I|J|K|L(M|N(O{PIQ|R|S|T|U|V|W|X|Y|Z|A|B|C|D|E
DIO|P/QIR(SITIUJVIWIX|Y|ZIA|BIC|D|E|F|G|H|I|J|K|L|M|N
E|LIM|{N(OJP|Q|R|S|T|{U|V|W|X|Y[{Z{A|B|C|D|E|F|G|H|I|J|K

EIX mixiQln

>lmjalm'o

Dlslnlalm

F|A|B(C|IDIE{F|G(H|{I|[J|K|L|Mi{N|O|P|Q|R|S|T|U|V|W|X|Y|2Z
G{J|KILIMINIOIPIQIRIS|T|U|VIW|X|Y|Z|A|B|C|{D|E|F|GJH|I
H|M|IN|O|IP|Q|R|[S|T|U[V|W|X|Y|Z|A|B|C|D|E|F|G|H|I|J|K|L
I|I{J|K|LIM|N|O|P|QIR|S|T|U|V(W|X|Y|Z|A|B|C|D|E|F|G|H
JIP|Q{R|{S|T|U|VIW|X|Y|Z|A{B|C|D|E|F|G[(H|I|J|K|L|M|N|O
K|S|T|U|V|W|X|Y|Z|A[B|C|D|E|F|G|H|I|J|K|IL|M[N|(O|P|Q|R

P
2]

L|V|W|X|Y|Z|A|B|C|D|E|F|G(H|I|J|K|L|M|N|O|P|Q|R|S|T|U

MM[RIS|ITIU|VIW(X(Y(Z[A(B(C|D{E[F{G|H|I|J|[K|L{M|N|O|P|Q

NiX|Y(Z|ABICIDIE|{FIG|/H|I|J|K|L|{M|N|O|P|Q|R|S|T
O|Y|Z|A|B|C|D|E|F|G|H|I|J|K|L|M|N|O|{PIQ|R|S|T|U
PIC|D|IEIFIGIH|I|{J|K|L[M|N|O|P|Q|R|S|{T|U|V(W[X|Y
Q|G|H|I|J|K|L|IM|NJO(P|[Q|R|S|T|U|V|W|X|Y|Z|A|B|C
RIE|IF|IGIH|II|JIK|LIMIN|O|P|Q|R|S|T|U|V|W|X|Y|Z|A

S|K|ILIM|N|O|P|Q[R[S|T|UIV|W|X|Y|Z|A|B|C|D|E|F|G/H|I

TIN|O(P|Q[RIS|T|U|VIW|X|Y|Z|A|B|C|D|E|F|G|H|I|J|K|L|M

UIQ|R|S|TjU|VIWIX|Y|[Z|A|B|C|D|E|F|G|H|I|J|K|L|M|N|O|P
V|T|U|V[(W[X|Y|Z|A|B|C|D|E|F|G|H[I|J|{K|L|M[N[O|{P[Q|R|S

WiW|X|Y{Z|A|B|C|D[E|F(GIH|[I|J|KILI{MN|O|P|Q|R|S|T|U|V
X{Z|A|B|C|D|E|F|G|/H|I|J|X[L|M[N[O|P|Q|R|S|T|U|V|W|X|Y
Y|D|\E|F|G|H|I|J|K|L|MIN|O|P|Q|R|S|T|U(VIWIX|Y |Z|A|B|C

Z|HITlJIKILIMIN]O|P|QIRIS|TIU|V|W|XI|Y|Z|AIBIC|D|E|F|G
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REF ID

104
TasLp IX 3

Components:

Enciphening equations. ©,,==6p; ©;4=0,x (61 is A).

PLAIN TEXT

ABCDEFGHIJKLMNOPQRSTUVWXYZ
AJA|B|C|D|E|F|G|H|(I|J(K|L|M|N|O(P|Q|R|S|T|{U|VIWIX|Y|Z
B|V|F|R{T|S|X|I|E|Z|D|M|A[U|/W|N|B|{C|(Y|G[H|J|K|L|O|P|Q
C|K[X|Y|H|G|O|Z|S|Q|T|U|V|J|L|W|FIRIP|I|E|D/M/A|N|B|C
D|M|O{P|E|I(N|Q|G|C|H|J|KID|AIL|X{Y|BIZ|S|T|U|V|WFR
E|U|N|B(S|{Z|W|C|I|R|E|D|(M|T|V]|A|[O|P|F|Q|G|H|J|K|L|X|Y
F|{J|W|F|IG|IQ|L|R|Z|Y|S|T|U|/H|K|V(NIBIX|C|I|E/DM/A|O|P
G[D|L{X{I|C|A|Y|Q|P|GIH|J|E{M/K|W|F|O|R|Z|S|T(UjVINIB
H|T|A|O{Z|R|V|P|C|B|I|E|DIS|U/M|L|X|N|YIQ|G|H|J|K|W|F

I|H|VIN(Q|Y|K|B|R(F|Z|S|T|G|J|U[A|O|W|P|C(T|E(D|IM|L|X
JIE|IK|W|C|PIM|F|Y(X|Q|G|H|I|D|J|V|N|LIB(R|Z|S|T|UJA|O
K|S{M|L|R|B{U(X|P[O(C|I(E|Z|T|D|/K|W|A|F|Y|Q|G|H|J|V|N
»LIGIU(A|Y|F{J|O|B|(N[R|(Z[S|Q|H|T|M|L|V|X|P(C|I E|DIK|W

(]

“MII|J|V|PIX|D|N(F|W|Y|Q|G|C|E|H|U[A|K|O[B|R|Z|S|T|M|L
N{Z|D|K|B|O|T|W|X|L(P(C|I|R{S|E{J|{V|IM|N|FIYIQIG|H|UIA
O|Q(T|M(FIN|H|L|O}A|B|R{Z|Y|G|S|D|K|U(W|X|P|C]IE|J}V
PIC/H|U(X|W|(E|A|N|V|F|Y|Q|P|I|G|T|M[J|(L|O(B|R|Z|S|D|K
QIR|E|J|(OJL|S|V|W|K|X|P{C|B|Z|I|H|UID(A|N(F|Y|Q|G|T M
R|Y|S|D|N|A[G[K|L|M|O|B/R(FIQ|Z|E|J|T(V|(W|X|P|C|I|H|U
S|P|G|T|W|V|IM|A|U|N|F|(Y|X|C[Q|S|D/H|K|IL|O|BIR|Z|E|J
TIBII|H|LIK|Z|U|V|J|(W|X|P|O|R|IC|G|T(E|M(A|N|F|Y|Q[S|D

UIF|Z|E|A(M|Q|J|K|{D|L|(O|BI{N|Y|R|I|H|S|U|V|W(X|P|C|GT
VIX|Q|S|(VIU|C|D|M|{T{A|N|FIW|P|Y|Z|E|G|J|K|L|(O|B|R|I|H
W|O|C|G|K|J|R|T|U/H|V(W|X|L|B|P|Q(S|I|DIM|A|N|F|Y|Z|E
XINIRII|IM|D|(Y|H|J|E|K|L|O|A[(F|B|C|G|Z|T|U|VIW|X|P[{Q|S
YIW Y| Z|U|T|P|E|D|S|M[A|N|V(X|{FIR|I|Q|H|J|K|L|O[B|C|G
z|L|p|QldiH|B|s|{TIc|Uulv|w|k|o|X|yiz|c|E[D|MIAINIFIR|I

* An mteresting fact about this case is that if the plain component is made 1dentical with the cipher com-

ponent (both bemng the sequence FBPY ..

In other words, the secondary cipher alphabets produced

.), and if the enciphering equations are the same as for Table 1-B,

then the resultant cipher square 18 1dentical with Table IX, except that the key letters at the left are mn the

order of the reversed mixed component, FXON ... .
by the interaction of two 1dentical mixed components are the same as those given by the interaction of a

mixed component and the normal component.
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REF ID

105

TasLe X3

Components:

Enciphering equations: 6y,=0./; 0;1=0pz (0, is A).

PLAIN TEXT
ABCDEFGHIJKLMNOPQRSTUVWIXYZ

NjH|o|nmalz|e]al=[s]=[x[>[<[a[E[z][o|M[x]a]an]>]x]o]o
| lofo|nlr[o|u|a|z|a]|al=|o|=]x|>|<|alz]=z]o|x]|x]a]a
(oo [elo|on[H{e|u(a|z|e[al- (= [=]x]>]<][a|=|=]|o
E|z|o|x|mlala|~]ajo]o|n|Aolu|alz|e|al ]2 ]=]|x]>]<]a
>|<aE|z|o|%|m|m]a]=|ejo|ofnn|o|nla|x]e]al=]o]=]x
olz|xls < q|z=z|o|x|mn]a]>|xo|o|n|R|o|n]a]x]a]a]»
=|alm|o(z[x|s]<wal=lz{o]x|m|ma|a]=]|x|o]|o|n]H][v]v|m|x
nim|zlela[=o(=|x[s|<|al=[=[o[x|e|m{e|~[a|o]a|n]|H|e
lolon|rlo|e|u|z|e]als|o|=x|s|<|al==]o]x]|m]m]a ]
o|n|H|olelm|x|a|al=|o]=|x]>]<|al=]=z]o] %] m|n]a] ] x]o
[ |efo|olnlh|ole|m|z|=]a|~|o]=2]|x]|>|<|al=|=]|o|x|x|m
o|x|[w|a|al|o|on|H|o|e|r|z|a{al=|2]=]x|>| <] ==
Zlo[m|w|mn|a|>|a|o|on|H[o|r|m|z[e|al=[2|=[x|>|<]|a]=
slx|o|<lal=|=zo|xa|ala]=clo|on]|o|e|alz|e]a]n]o
SlE|zlo|x|x|m|a > e|o[on|H|o|u|alz|e|al~|2]=lx|>]<
e <la|=l=z|o|x|m|n]a]>|eo]|o|n|r]o]rlalz|e]al=]=]|=
n|o|s|x|>|<|al=l=z|o|x|m|a|a>|xjo|o|n|H]o|v[u]x]|a]|a
Holnlmneal(o|=x[>]<|al=l=z{o]|x|x]m|a]>]xz]o]o|n
Tlelaln|o|=x]s><|alsl=|o|x|e|m|a]>]x|o|]n]H]|s]n]am
olulrn|z|elol»|o|=x]z <l al=]=]o|x|w|a]n]>]x]olo|n]+
k|mlo > lo|on|Holrlalx|ela]s[o]=]x]>]<|al=|=]o]x
mlxlelal=ln|=x|>|<|al=|=z[o]x|m|mla]>]|z|o|o|n]H]|o]w
alno(=lxl><|al=[=o[M|x|a|a|~|x|o|o|n[m|o|n]u|x]|e
olojn|H|o|alalxle|al~|o|=|x|s|<|a[e|=z]o]|x|x]|m]a]>|x
mla || xlo|on|R|o|eln|z|=]al=|o]=|x]>|<]|a|=]=|o]x]|m
<|alE|Z|olx|m|m|o>|xlolon|~|o]ulm]z|e]|al>]o]=]x]>
CMOAMEOTHSXJIEZOALDENRERD>BE X MN
P4

3 Footnote 2 to Table IX, page 104, also applies to this table, exeept that the key letters at the left will

follow the order of the direct mixed component
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Components:
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Oen (By3is F),

'J|D|C|Y|UIW|Q|N|K|H|E|B|X|T

PLAIN TEXT
ABCDEFGHIJXKLMNOPQRSTU VWIXYZ

Epn; O

MI{DIA|E(X|UIR{VIP|O|K|{G|IIC|Z[WIT|Q|N(JF

TIM|I|Z|C|N|E|B|F|Y|V|S|W[Q|P|L|H|JIDIA|X|U|R[O(K|G

] -

AJL|C|Z|D/W|TIQIU|O|N|J|F|H|B|Y|V|SIPIM|I|E

M|D|G|R|(I|F(J|C|[Z|W|A|U[T|PIL|N/H|E|B|Y|V|S|O]|K
RIN|E|H|{S|J|G|K[D|A{X|BIV|U|Q|M|O|I|F|C|Z|W|T|P|L
S|OIF|I|T|KIH|L|E[B|Y|C|W|V[R|N|P|J|G|D|A|{X|{U|Q|M

UJAJT|P|G|J|U|L|I|M|F|C|Z|D(X|W{S|O|Q|K|H|E|B{Y(V|R|N
VIB|U|Q|H|K|V|M|J|IN|G|D|A|E|Y|X|T|P|IR|L|I|F|C|Z|W|S|O

KIB|E|P|G|{D|H|A|XIU|Y|S|IR|N|{JI|IL{FIC{Z|W|T{Q|M|I
LIC{F|Q|HIE|II|B|Y|V|Z|T|S|O|K|M|G(D(A|X|U|R|N|J

J|F|W|Z(K|B|Y|C'V|S|P|T|N|IMI{I|E|G|A|X|U|R{O|L[H|D

N|J|A|D|OJFC|G|Z|WIT|XIR|Q|M|{I|K|E|B|Y|V|S|P|L]|H

Enciphering equations: 6y,

W-EVRILWNKOHEBFZYUQSMJGDAXTP

X|D|W|S|J|M|X|O|L|PIIFIC|IGIA|Z|V|R|T|N(K|HIE|B!Y|U[Q
Y|E|X|T(KIN|Y|PIM|Q|J|G|D|H|B|A|(W|S|U|O|L|(I|(F|C|Z|V|R
ziFlylviLlolziQINIRIKIHIEIT|CcIBIX|T|ViPIMIJIGIDIA|W]S

JIPII|EfVIY|JIAX|BJUIRIO|SIMILIHID|F|Z/W|T|Q|NIK|G|C

I{O(H|D|UIX|I|{Z|W(A|T|QINIR|L|K|G[CIE|Y|V|S|P|M{J|F|B

H|N|c|c|T|w|H|Y|V|Z|S|P|M|Q|k|J|F{B|D|X|U|R|O|L|I|E|A

BIHIA|WINIQ|B|S{P{TIM|J|GIKIE|D|Z|VIXIR|OJL|{I|F|{CIY(U
Ci{I(B|X|O|R|C|T|Q(U|IN|K/H|L|F|E|A{W|Y|S|P(M|J|G|D{Z]|V
D|J|c|Y|P|{S|D|U|R|V|O|L|I|M|G|F[B|X|Z|T|Q|N|K|H|E|A|W
E|K|DIZ|Q|TIE|V|(S|W|PIMIJIN|HIGI|C|Y[A|UIR|O|L|I|F|B;X
FIL|IE/A(R{U|F|W|T|X|QIN|K|O|I|H|D|Z|B[(V|S|P|M|J|G|C|Y
G{M|{F|B{S|V|G|X|UIY/RIO|L|P|J|I/E{A|C|{W|T|{Q|N|K|H|D|Z

A|G|Z|V|M|P|A|R{O|S|L|I|F



264560
107
TasLEe XII
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PLAIN TEXT
ABCDEFGHIJKLMNOPQRSTUVWIXIYZ
Alr|x|o|N|w|L|A|V|K|M|U|J|D|T|H|E|S|G|I|Z|Q|C|R|Y|P|B
Bls|F|x{o[N|w|L|[A|v|k|M|U|[J|D|T|H|E|S|G|I|Z|Q|C[R|Y|P
cip|B|F|x|o|N|wW|L|A|V{K|M|U|J|D|T|H|E|S|G|I|Z|qQ|C|R]Y
Diy|p|B|F|X|o|N|w|L|A|V|K[M|v|J|D|T|H|E|S|G|I|Z{Q|C|R
E|R|Y|P|B|F|x|o|N|w|L|A|V|k|M|U|o|D|T|H|E|[S|CG|I|[Z[Q|C
Flc|r|Y|P|B|F{x|O|N|w|L|[A|VIK(M|U|J|D|T|H|E|S|G|I|Z]|Q
GlQlc|riY|(P|BiF{Xx|O|N|W|L|A|{V|K|M|U|J|D|T|H|E|[S|G|I|Z
H|z|q|c|r|Y|P|B|F|X|O[N|[W|L|A|V|K|M|U|J|D|T|H|E|S|G|I
I{x|z|Qlc|R|Y[P|B|F|x|[O|N|W|L|A|V|K|M|U|J|D|T|H|E|S|G
Jilclr|z|Qlc|r|Y|p[B|F|X|O|N|W|L]A|V|[X|M|U|J|D|T|H|E|S
Kis|c|z|z|q|c|rR|Y|P|B|F|X{O{N[W|LIA|[V|X|M|U|J|D|T[H|E
Llels|elz|{z|qQ|c|rR|Y|P|B|F{X|O|N|W|L|A|V|K|M|U|J|D|T|H
M{H|E|s|G|I|z|Qlc|R|Y|P|B|F|X|O[N|W|L|[A|V|K[M|U|J|D|T
N{T|H|E|s|a|T|z|[Q|[c[R|Y|P|[B|F|X|O[N|W|L|A|V{K{M|U|J]|D
olpiT|H|E|S|G|I|z|Q|CIR|Y|P[B[F|X|O|N|W|L{A|V|K|M|U]|J
Pla|piT|H|E|s|G[1|z|Q|c|R|Y|P[B|F|X|O|N|W|L|[A|V|K|M|U
Qlulg|p|T|H|E|s|c|I|z|Q|{C|R|Y|P|B|F|X|0|N|W|L|A[V|K|M
R|Mjulsip|T|H|E|S|G|X|Zz{Q|C|R|Y{P|B|F|[X|[O|N|W|L]A|VIK
s|k|mlulo|p|T|H|E|S|c|I|z|Q|c|R|Y|[P|B|F|X|O|N|W{L]A|V
rlvik|(M|ulJd|p|T|H]|E|s|c|z[z|[qlcIR|Y|{P[B|F|[Xx|0|N|W|L]A
vialvikim|u|o|D|T|H|E|S|c|I|Zz{q|[C|R|Y|P|B|F|X|O|N|W|L
viLlalv|k|Mlu|J[D|TIH|E|S|c|I|Z|Q|C|R|Y|P|B|F|X[O!N|W
wiw(L|a|v]|k|M|Uu|lJd|D|T|H|E|S|G|I|Z|Q|c|R|Y|P|B|F|X|O]|N
xIN|w|L|A|v]|k|M|v|o|D|T[H|E|S|G|I|Z]|Q[C|R|Y|P|B|F|X|0O
v|lo|N|w|L|a|v|k|M|U|J[D|[T|H|E|S|G|TI{Z|Q|C|R|Y|P|B|F|X
zix|lo|n|w|L]|a|vik|Miu|lJ[DITIH[E|SIGIZIZIQ|C|R|Y|P|B|F

Enciphering equations: 6,,=0p; 815=6pn (03 1s F).

X
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APPENDIX 2*

ELEMENTARY STATISTICAL THEORY APPLICABLE TO THE PHENOMENA OF REPETITION
IN CRYPTANALYSIS

1. Introductory.—a In Par 9¢ it was stated that the phenomena of repetition in crypt-
analytics may be removed from the realm of intuition and dealt with statistically. The dis-
cussion of the matter will here be confined to relatively simple phases of the theory of probability,
a definition of which implies philosophical questions of no practical interest to the student of
cryptanalysis For his purposes, the following definition of ¢ priom probability will be sufficient:

The probability that an event will occur is the ratio of the number of “fav-
orable cases” to the number of total possible cases, all cases being equally
hkely to occur By a “favorable case’” 1s meant one which will produce the
event In question.

b. In what follows, reference will be made to random assortments of letters and especially to
random text By the latter will be meant merely that the text under consideration has been as-
sumed to have been enciphered by some more or less complex cryptographic system so that for
all practical purposes the sequence of letters constituting this text is a random assortment, that
is, the sequence 1s just about what would have been obtained if the letters had been drawn at
random out of a box containing a large number of the 26 letters of the alphabet, all in equal
propoitions, so that theie are exactly the same numbers of A’s, B's, C’s, Z’s It is assumed
that each time in making a drawing from such a box, the latter 1s thoroughly shaken so that the
letters are thoroughly mixed and then a single letter 1s selected at random, recorded, and
replaced 1n the same box In what follows, the word “box’’ will refer to the box as described

¢ A uniliteral frequency distribution of a large volume of random text will be ‘“flat,”
i e,lacking crests and troughs

d For purposes of statistical analysis, the text of a monoalphabetic substitution cipher 1s
equivalent to plain text As a corollary, when a polyalphabetic substitution cipher has been
reduced to the simple terms of a set of monoalphabets, 1 e, when the letters constituting the
cipher text have been allocated into theiwr proper umliteral distributions, the letters falling into
the respective distributions are statistically equivalent to plan text

2. Data pertaining to single letters.—a (1) A single letter will be drawn at random from
the box. 'What 1s the probability that 1t will be an A? According to the foregomng definition of
probability, since the total number of possible cases 1s 26 and the number of favorable cases 18

here only 1, the probabihty is 1 26:2_16= 0385 This 1s the piobability of drawing an A from

the box The probability that the letter drawn willbe 2 B,a C, a D, , & Z18 the same as for A.
In other words, the probability of drawing any specified single letter is p= 0385.

(2) The value p= 0385, as found above, may also be termed the probabihty constant for
single letters m random text of a 26-letter alphabet For any language this constant is merely
the reciprocal of the total number of different characters which may be employed in wnting the
text in question

1In the preparation of this appendix, the author has had the benefit of the very helpful suggestions of
Capt H.G Miller, Signal Corps, Mr F B Rowlett, Dr 8 Kullback, and Dr A Sinkov, Assistant Cryptanalysts,
O C 8ig O Certain parts of Dr Kullback’s importiant paper “Statistical Methods in Cryptanalysis” form
the basis of the discussion
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(3) Another way of interpreting the notation p=.0385 is to say that in a large volume of
random text, for example in 100,000 letters, any letter that one may choose to specify may be
expected to occur about 3,850 times; in 10,000 letters it may be expected to occur about 385
times; in 1,000 letters, about 38 6 times, and so on. In every-day languege 1t would be said
that “in the long run” or “on the average” in 1,000 letters of random text there will be about
38 5 occurrences of each of the 26 letters of the alphabet.

(4) But unfortunately, in cryptanalysis it is not often the case that one has such a large
number of letters available for study in any single cipher alphabet. More often the cryptanalyst
has a relatively small number of letters and these must be distributed over several cipher
alphabets. Hence it is necessary to be able to deal with smaller numbers of letters. Consider
a specific piece of random text of only 100 letters. It has been seen that ‘in the long run”
each letter may be expected to occur about 3.85 times in this amount of random text; that is,
the 26 letters will have an average frequency of 3.85. But in reaching this average of 3 85
occurrences in 100 letters, it is obvious that some letter or letters may not appear at all, some
may appear once, some twice, and so on. How many will not appear at all, how many will
appear 1, 2, 3, . . . times? In other words, how will the different categories of letters (differ-
ent in respect to frequency of occurrence) be distributed, or what will the distrbution be like?
Will it follow any kind of law or pattern? The cryptanalyst also wants to know the answer
to questions such as these: What is the probability that a specified letter will not appear at
all in a given piece of text? That it will appear exactly 1,2, 3, . . . times? That it will appear
atleast 1,2, 3, . . . times? The same sort of questions may be asked with respect to digraphs,
trigraphs, and so on.

b. (1) It may be stated at once that questions of this nature are not easily answered, and
a complete discussion falls quite outside the scope of this text. However, it will be sufficient
for the present purposes if the student is provided with a more or less simple and practical means
of finding the answers. With this in view certain curves have been prepared from data based
upon Poisson’s exponential expansion, or the “law of small probabilities”’ and their use will
now be explained Students without a knowledge of the mathematical theory of probability
and statistics will have to take the curves “on faith” Those interested in their derivation are
referred to the following texts:

Fisher, R. A, Statistical Methods for Research Workers, London, 1937.
Fry, T. C, Probability and Its Engineering Uses, New York, 1928.

(2) By means of these probability curves, it is possible to find, in a relatively easy manner,
the probability for 0, 1, 2, . . . 11 occurrences of an event 1n n cases, if the mean (expected,
average, probable) number of occurrences in these n cases is known. For example, given a cryp-
togram equivalent to 100 letters of random text, what is the probabihty that any specified single
letter, whatever will not appear at all n the cryptogram? Since the probability of the occurrence

of a specified single letter is 216'= 0385, and there are 100 letters in the cryptogram, the average

or expected or mean number of occurrences of an A, a B, a C, . . .,is 0385X100=3 85. Refer
now to that probabihty curve which 1s marked ¢y, meaning “frequency zero”, or ‘‘zero occur-
rences ” On the horizontal or z axis of that curve find the pomnt corresponding to the value
3.85 and follow the vertical coordmate determined by this value up to the point of intersection
with the curve itself, then follow the horizontal coordimate determined by thus intersection point
over to the left and read the value on the vertical axis of the curve. It is approximately .021.
This means that the probability that a specified single letter (an A, a B, a C,. . .) will not appear
at all in the cryptogram, if it really were a perfectly random assortment of 100 letters, is .021.

517974 0 - 43 - 8
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That is, according to the theory of probability, in 1,000 cases of random-text messages of 100
letters each, one may expect to find about 21 messages in which a specified single letter will not
appear at all. Another way of saying the same thing is: If 1,000 sets of 100 letters of random
text are examined, in about 21 out of the 1,000 such sets any letter that one may choose to
name will be absent. This, of course, is merely a theoretical expectancy, it indicates only
what probably will happen in the long run.

(3) What is the probability that a specified single letter will appear exactly once in 100
letters of random text? To answer this question, find on the curve marked f;, the point of
intersection of the vertical coordinate corresponding to the mean or average value 3 85 with
the curve; follow the horizontal coordinate thus determined over to the vertical scale at the
left; read the value on this scale. It is 082, which means that in 1,000 cases of random-text
messages of 100 letters each, one may expect to find about 82 messages in which any letter
one chooses to specify will occur exactly once, no more and no less.

(4) In the same way, the probability that a specified single letter will appear ezactly twice
is found to be .158; exactly 3 times, 202, and so on, as shown in the table below-

100 letters of random text

Probability that

hmgency v specified single
) letter will cocur
exactly z times

0. 021
. 082
. 158
. 202
. 195
. 150
. 096
. 053
. 026
. 011
. 004
. 001

=OOLOITOU BB =O

-

(6) To find the probability that a specified single letter will occur af least 1,2, 3, . . . times
in a series of letters constituting random text, one reasons as follows: Since the concept “at least
1” implies that the number specified is to be considered only as the minimum, with no limit
indicated as to maximum, occurrences of 2, 3,4, . . . are also “favorable” cases; the probabilities
for ezacily 1,2, 3,4, . . . occurrences should therefore be added and this will give the probability
for “at least 1.” Thus, in the case of 100 letters, the sum of the probabilities for exactly 1 to 11
occurrences, as set forth in the table directly above, is .978, and the latter value approximates
the probability for at least 1 occurrence.

(6) A more accurate result will be obtained by the following reasoning. The probability
for zero occurrences is .021. Since it is cortain that a specified letter will occur either zero times
orl,2,3, ... times, to find the probability for af least one time it is merely necessary to sub-
tract the probability for zero occurrences from unity. That is, 1—.021=.979, which is .001
greater than the result obtained by the other method. The reason it is greater is that the value
979 includes occurrences beyond 11, which were excluded from the previous calculation. Of
course, the probabilities for these occurrences beyond 11 are very small, but taken all together they

i
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add up to .001, the difference between the results obtained by the two methods The proba-
bility for at least 2 occurrences is the difference between unity and the sum of the probability
for zero and exactly 1 occurrences; that is, 1 — (Py-+P;)=1—( 021+.082)=1~— 103==.897. The
respective probabilities for various numbers of occurrences of a specified single letter (from 0 to
11) are given in the following table:

100 letters of random text
Probability that a | Probability that a

“)""” I:Wu'm'eﬁ- Rl oo

exactly z ot leastz
times

(1] 0. 021 1. 000
1 . 082 . 979
2 . 158 . 897
3 . 202 .739
4 . 195 . 537
] . 150 . 342
6 096 . 192
7 053 . 096
8 . 026 043
9 . 011 . 017
10 . 004 . 006
11 . 001 . 002

(7) The foregoing calculations refer to random text composed of 100 letters. For other
numbers of letters, it is merely necessary to find the mean (multiply the probability for drawing

a specified singie letter out of the box, which is-,a,l—6 or .0385, by the number of letters in the

assortment) and refer to the various curves, as before. For example, for a random assortment
of 200 letters, the mean is 200 X .03835, or 7.7, and this is the value of the point to be sought along
the horizontal or z axes of the curves; the intersections of the respective vertical hnes correspond-
ing to this mean with the various curves for 0, 1, 2, 3, . . . occurrences give the probabihities for
these occurrences, the reading being taken on the vertical or y axes of the curves.

(8) The discussion thus far has dealt with the probabilities for 0, 1, 2, 3, . . . occurrences
of specified single letters It may be of more practical advantage to the student if he could be
shown how to find the answer to these questions: Given a random assortment of 100 letters
how many letters may be expected to occur exactly 0, 1, 2, 3, . . . times? How many may be
expected to occur at least 1, 2, 3, . . . times? The curves may here again be used to answer
these questions, by a very simple calculation. multiply the probability value as obtained above
for a specified single letter by the number of different elements being considered. For example,
the probability that a specified single letter will occur exactly twice in a perfectly random assort-
ment of 100 letters is .158; since the number of different letters is 26, the absolute number of single
letters that may be expected to occur exactly 2 times in this assortment is .158X26=4.108.
That 18, 1n 100 letters of random text there should be about four letters which occur exactly 2
times The following table gives the data for various numbers of occurrences
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100 letters of random text
Probabllity that s | Probability that &
Froquancy| Spocifed siagle | " specined singls | TERETS Solober | TrRoells Soviher
@ exactly z atleasts ing vz ing at Jeast z
times times times tmes
0 0 021 1. 000 0. 546 26. 000
1 . 082 . 979 2 132 25. 454
2 . 168 . 807 4108 23. 322
3 . 202 . 780 6. 252 19. 214
4 . 195 . 587 8. 070 183. 962
6 . 160 . 842 3. 600 8. 802
6 . 096 . 192 2 496 4. 902
7 . 053 . 006 1. 378 2. 496
8 . 026 043 . 676 1. 118
9 .011 . 017 . 286 . 442
10 . 004 . 006 . 104 . 150
11 . 001 . 002 028 . 062

(9) Referring again to the curves, and specifically to the tabulated results set forth directly
above, it will be seen that the probabihity that there will be exactly two occurrences of a specified
single letter i 100 letters of random text (.158), is less than the probability that there will be
exactly three occurrences (.202); in other words, the chances that a specified single letter will
occur exactly three times are better, by about 25 percent, than that it will occur only two times,
Furthermore, there will be about five letters which will occur exactly 3 times, and about five
which will occur exactly 4 times, whereas there will be only about two letters which will occur
exactly 1 time. Other facts of a similar import may be deduced from the foregoing table.

¢. The discussion thus far has dealt with random assortments of letters. What about other
types of texts, for example, normal plain text? What is the probability that E will occur 9, 1,
2, 3, + . . times in 50 letters of normal English? The relative frequency value or probability
that a letter selected at random from a large volume of normal English text will be E is .12604.
(In 100,000 letters E ocourred 12,604 times.) For 50 letters this value must be multiplied by 50,
giving 6.3 as the mean or point to be found along the z axes of the curves. The probabilities for
0,1,2,3, ... occurrences are tabulated below:

- 50 letters of normal English plain text
Probability that | Probability that

l'“q(,l:l)‘ il d:fn:ﬂmﬁy d::wgnv:’lt 1&';:

z times £ times

0 0. 002 1 000

1 . 011 . 908

2 . 038 . 987

3 . 076 . 951

4 . 120 . 875

6 . 151 . 755

(] . 159 . 604

7 . 143 . 446

8 . 113 . 302

0 .079 .223

10 . 050 .173

11 . 020 .128

i)
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d. (1) It has been seen that the probability of occurrence of a specified single letter in random
text employing a 26-letter alphabet is p=2l6=. 0385. If a considerable volume of such text is

written on a large sheet of paper and a pencil is directed at random toward this text, the probabil-
ity that the pencil point will hit the letter A, or any other letter which may be specified n advance,
is .0385. Now suppose two pencils are directed sumultaneously toward the sheet of paper. The

probability that both pencil points will hit two A's 1s %Xz%=2%,=.00148, since 1n this case
one is dealing with the probability of the simultaneous occurrence of two events which are
independent. The probability of hitting two B’s, two C's, . . ., two Z's 18 hkewise -2l6’ Hence,

if no particular letter is specified, and merely this question is asked. ‘“What 1s the probabihty
that both pencil points will hit the same letter?’’ the answer must be the sum of the separate
probabilities for simultaneously hitting two A’s, two B’s, and so on, for the whole alphabet,

which is 26 X . W .0385. This, then, is the probability that any two letters selected at random
26 26

in random text of a 26-letter alphabet will be identical or will coincide. Since this value remains
the same so long as the number of alphabetic elements remains fixed, 1t may be said that the
probability of monographic coincidence in random text of a 26-element alphabet is 0385 The fore-
going italicized expression ? 1s important enough to warrant assigning a special symbol to 1t, #iz,
ky (read “kappa sub-r'’), For a 26-element alphabet, then, x,= 0385

(2) Now if one esks. “Given a random assortment of 10 letters, what are the respective
probabilities of occurrence of 0, 1, 2, . . single-letter coincidences?”’ one proceeds as follows.
As before, it is first necessary to find the mean or expected number of coincidences and then
refer to the various probability curves To find the mean, one reasons as follows Given a
sequence of 10 letters, one may begin with the 1st letter and compare 1t wath the 2d, 3d, . . . 10th
letter to see if any two letters coincide; 9 such comparisons may be made, or 1n other words there
are, beginning with the 1st letter, 9 opportunities for the occurrence of a coincidence But
one may also start with the 2nd letter and compare it with the 3d, 4th . . 10th letter, thus
yielding 8 more opportunities for the occurrence of a coincidence, and so on. This process may
continue until one reaches the 9th letter and compares it with the 10th, yielding but one oppor-
tunity for the occurrence in question The total number of compansons that can be made 18
therefore the sum of the series of numbers 9, 8, 7, . 1, which 1s 45 compansons?® Since 1n
the 10 letters there are 45 opportunities for comncidence of single letters, and since the probability

3 The expression itself may be termed a parameter, which in mathematics 13 often used to designate a constant
that characterizes by each of 1ts particular values some particular member of a system of values, funetions, ete
The word is applicable 1n the case under discussion because the value obtained for«, 1s 0385, for a 25-element
alphabet, x,= 0400; for a 27-element alphabet, x,= 0370, etc (n1)

n(n—

3 The number of comparisons may readily be found by the formula 5 where n 18 the total number

of Jetters mvolved This formula 1s merely a special case under the general formula for ascertaining the number
!
of combinations that may be made of n different things taken r at a time, which 18 ,C;= ;T(_n"-———r)l In the

present case, since only two letters are compared at a time, r 18 always 2, and hence the expression

which is the same as %—’; becomes by cancellation of the term (n—2)’ reduced to

__n__
T(n—n?
n{n—1)
-2
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for monographic coincidence in random text is .0385 the expected number of coincidences is
0385X45=1.7325 With m=1.7 one consults the various probability curves and an approxi-
mate distribution for exactlyand forat least 0,1,2, . . . coincidences mayreadily be ascertained.*

e. (1) Now consider the matter of monographic coincidence in English plain text.> Follow-
ing the same reasoning outlined in subpar. & (1), the probability of coincidence of two A’s in plain
text is the square of the probability of occurrence of the single letter A in such text. The
probability of coincidence of two B’s is the square of the probability of occurrence of the single
letter B, and so on The sum of these squares for all the letters of the alphabet, as shown in
the following table, is found to be .0667.

Probability of sep- | Square of probs-
Lot TR | s oens | By o whans

A 73 66 0 0737 0 0054
B 9 74 . 0097 . 0001
C 30 68 . 0307 0009
D 42 44 . 0424 . 0018
E 129 96 . 1300 . 0169
F 28 32 . 0283 . 0008
G 16 38 . 0164 0003
H 33. 88 0339 0012
I 73. 62 0735 . 0054
J 1 64 . 0016 . 0000
K 2 96 . 0030 . 0000
L 38 42 0364 . 0013
M 24 74 0247 . 0006
N 79 50 0795 . 0063
0 75 28 . 0753 . 0057
P 26 70 . 0267 0007
Q 3 50 . 0035 0000
R 75 76 . 0758 . 0057
S 61 16 . 0612 . 0037
T 91 90 . 0919 . 0084
U 26 00 . 0260 . 0007
v 15. 32 . 0153 . 0002
W 15 60 0156 0002
X 4 62 . 0046 0000
Y. 19 34 . 0193 . 0004
VA 98 . 0010 . 0000

Total 1,000 00 1 0000 . 0667
1 The data given are taken from Table 3, Appendix 1, Military Cryptanalysis, Part I

This then is the probability that any two letters sclected at random in a large volume of
normal Enghsh telegraphic plain text will coincide. Since this value remains the same so long
as the character of the language does not change radically, it may be said that the probability
of monographic coincidence in English telegraphic plain text is .0667, or x,=.0667.

4 The approximation given by the Powsson distnbution in the case of single letters is not as good as that
n the case of digraphs, trigraphs, etc, discussed 1n paragraphs 3, 4, below.

$ The theory of monegraphie coincidence m plain text was originally developed and applied by the author
n a technical paper written in 1925 dealing with his solution of messages enciphered by a cryptograph known
as the “Hebern Electrioc Super-Code”” The paper was printed in 1934.

]
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(2) Given 10 letters of English plain text, what is the proba.blhty that there will be 0, 1,
2, . . . single-letter coincidences? Following the line of reasoning in subparagraph d (2), t.he
expected number of coincidences is 0667 X45=3.00, or m=3. The distribution for exactly and
for at least 0, 1, 2, . . . coincidences may readily be found by reference to the various probability
curves. (See footnote 4)

J- The fact that x, (for English) is almost twice as great as «, is of considerable importance
in cryptanalysis. It will be dealt wath in detail in a subsequent text. At this pownt it will mere-
ly be said that x, and «, for other languages and alphabets have been caleculated and show con-
siderable variation as will be noted in the table shown in paragraph 3d

8. Data pertaining to digraphs.—a (1) The foregoing discussion has been restricted to
questions concerning single letters, but by shght modification 1t can be applied to questions
concermng digraphs, trgraphs, and longer polygraphs

(2) In the preceding cases it was necessary, before referring to the various probability
curves, to find the mean or expected number of occurrences of the event in question in the
total number of cases or trals being considered. Given a piece of random text totaling 100
letters, for example, what 1s the mean (average, probable, expected) number of occurrences of
digraphs 1 this text? Smce there are 676 different digraphs, the probability of occurrence

====,00148; gince in 100 letters thore are 99 digraphs (if the letters

are taken consecutively in pmrs) the mean or average number of occurrences in this case 1s
00148 X99= 147. Having the mean number of occurrences of the event under consideration,
one may now find the answers to these questions What is the probability that any specified
digraph, say XY, will not occur? What 1s the probability that it will occur ezactly 1, 2,
3,...times? Atleastl, 2,3, . times?

(3) Again the probabllxt.y curves may be used as before, for the type of distribution 1s the

of any specified digraph i is &

same. The following values are obtamable by reference to the various curves, using the mean
value .00148X99=.147.
100 letters of random text
Probabilty that | Probabilty that. | Probeble sumber | Probable number
Lu;ncy oecur axae f;‘ 1 occur atgrln.ol:t gur n; gx:c. y ;uﬂg;":ﬁ;ﬁ
z times z times z
0 0 86 1 00 581 36 676 00
1 .18 14 87. 88 94. 64
2 .01 .01 6. 76 6. 76
3 00 00 ¢ 00 0. 00

(4) Thus 1t 1s seen that m 100 letters of random text the probability that a specified digraph
will occur exactly once, for example, 1s 13; at least once, .14, at least twice, .01. The probability
that a specified digraph will occur at least 3 tumes 1s neghgible (By calculation, it 1s found to
to be .0005 )

b. (1) The probabihity of digraphic coincidence in random text based upon a 26-element
alphabet 1s of course quite samply obtained: since there are 26? different digraphs, the probabihty

of selecting any specified digraph in random text is -2-15; The probability of selecting two 1den-

tical digraphs in such text, when the digraphs are specified, is 5;—,)(%;=§1€. Since there are 26*

different digraphs, the probability of digraphic coincidence in random text, x3, is 26’X-2%-.=2L6,=

00148.
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(2) Given a random assortment of 100 letters, what is the probability of occurrence of
01,2, digraphic cowncidences? Following the line of reasoning in paragraph 2d (2), in
100 letters the total number of comparisons that may be made to see if two digraphs coincide
is 4,851 This number is obtained as follows Consider the 1st and 2d letters in the series of
100 letters, they may be combined to form a digraph to be compared with the digraphs formed
by combiming the 2d and 3d, the 3d and 4th, the 4th and 5th letters, and so on, giving a total of
98 comparisons. Consider the digraph formed by combining the 2d and 3d letters; it may he
compared with the digraphs formed by combining the 3d and 4th, 4th and 5th letters, and so on,
giving a total of 97 comparisons This process may be continued down to the digraph formed
by combmng the 98th and 99th letters, which yields only one comparson, since 1t may be
compared only with the digraph resulting from combining the 99th and 100th letters. The
total number of comparisons 1s the sum of the sequence of numbers 98, 97, 96, 95, . . 1, which
18 4,851 8

(3) Since 1n the 100 letters there are 4,851 opportunities for the occurrence of a digraphic
coincidence, and since 2= 00148, the expected number of comncidences 15 00148X4851=
7.17948=72 The various probability curves may now be referred to and the following results

are obtained
Drstradution for 100 letters of random text

Probability for exactly r | Probability for at leastz

Frequency (z) | digraphic colncidences | digraphic coincidences
0 0 001 1 000
1 005 999
2 019 994
3 046 975
4 083 . 929
5 120 846
6 144 726
7 148 582
8 184 494
9 107 . 300
10 077 193
11 050 118

¢ In this table it will be noted that it is almost certain that in 100 letters of random text
there will be at least one digraphic coincidence, despite the fact that there are 676 possible
digraphs and only 99 of them have appeared 1n 100 letters When one thinks of a total of 676
different digraphs from which the 99 digraphs may be selected 1t may appear rather incredible
that the chances are better than even (.582) that one will find at least 7 digraphic coincidences in
100 letters of random text, yet that 1s what the statistical analysis of the problem shows to be
the case. These are, of course, purely accidental repetitions. It is important that the student
should fully realize that more comcidences or accidental repetitions than he feels intuitively
should occur 1n random text will actually occur in the cryptograms he will study. He must
therefore be on guard against putting too much reliance upon the surface appearances of the
phenomena of repetition; he must calculate what may be expected from pure chance, to make
sure that the number and length of the repetitions he does see in a cryptogram are really better
than what may be expected in random text. In studying cryptograms composed of figures this

¢ The formula for finding the number of comparisons that ean he made 1s as follows, where n=the total number
of letters 1n the sequence and ¢ 1s the length of the polvgraph Since the number of polvgraphs possible is

n—1+1, the number of comparisons 1s
(n—t+1) (n—1t)
2

because any one of the n—!+1 polygraphs may be compared with any one of the remaining n—¢ but as & com-
panson of A with B 1s the same as a comparison of B with A, the product must be halved.

w

&

qQ



REF ID:A64560

117

is very important, for as the number of different symbols decreases the probability for purely

chance coincidences increases.
d. (1) For convenience the following values of the reciprocals of various numbers from 20 to
36, and of the reciprocals of the squares, cubes, and 4th powers of these numbers are listed:

s Is i s s

20 0. 0500 0. 002500 0 000125 0 000006256
21 0476 . 002266 000108 . 00000514
22 0455 002070 000094 . 00000429
23 0435 . 001892 . 000082 00000358
24 . 0417 . 001739 000073 . 00000302
25 - 0400 . 001600 000064 . 00000256
26 . 0385 . 001482 . 000057 00000220
27 0370 . 001369 000051 . 00000187
28 0357 . 001274 000046 00000162
29 . 0345 001190 . 000041 . 00000142
30 0333 . 001109 . 000037 . 00000123
31 0323 . 001043 000034 . 00000109
32 0313 . 000980 000031 . 00000096
33 0303 . 000918 000028 . 00000084
34 0294. 000864 . 000025 . 00000075
35 0286 000818 . 000023 00000067
36 0278 000773 000021 00000060

(2) The following table gives the probabilities for monographic and digraphic coincidence
for plain-text in several languages.

Langusge Xy x,2
Englhsh. ... 0 0667 0. 0069
French. oo ecamaea 0778 0093
German. . - ceececcmceccccccanaae- 0762 0112
Itahan_ oo . 0738 . 0081
Spanish ..o e eeccccaeeeoa 0775 0093

4. Data pertaiming to trigraphs, ete.—a Enough has been shown to make clear to the student
how to calculate probabihty data concerning trigraphs, tetragraphs, and longer polygraphs.

b. (1) For example, in 100 letters of random text the value of m (the mean) for trigraphs
is .00005689 X 100= 005689. With so small a value, the probability curves are hardly usable,
but at any rate they show that the probability of occurrence of a specified trigraph in so small
a volume of text is so small as to be practically neghgible. The probability of a specified trigraph

occurring twice in that text 1s an even smaller quantaty. o )
(2) The calculation for finding the probabulity of at least one trigraphic coincidence in 100

letters of random text is as follows:
m=(97—>2<9§) (E%,)=4,753x 0000568012=.2704= 27
Referring to curve f,, with m=.27 the probability of finding no trigraphic coincidence is .76.

The probability of finding at least one trigraphic coincidence is therefore 1—.76= 24
¢. The calculation for a tetragraphic coincidence is as follows.

m=(§§%ﬂ)(2l6. —4,656)¢.0000021883=.0101=01

Referring to curve f,, with m=.01 the probability of finding no tetragraphic oo.incidence is
8o high as to amount almost to certainty. Consequently, the probability of finding at least
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one tetragraphic coincidence is practically nil. (It is calculated to be 0094 =approximately .01.
This means that in a hundred cases of 100-letter random-text cryptograms, one might expect
to find but one cryptogram in which a 4-letter repetition is brought about purely by chance; it
is, in common parlance, a “hundred to one shot ”’) Consequently, if a tetragraphic repetition
is found in a cryptogram of 100 letters, the probability that it is an accidental repetition is
extremely small. If not accidental, then it must be causal, and the cause should be ascertained.

5. An example.—a. The message of Par 9q of the text proper will be employed. TFirst, let
the repetitions be sought and underlined, then the repetitions are listed for convenience

A. USYES ECPMP_LCCLN XBWCS OXUVD
B. SCRHT HXIPL IBCIJ USYEE GURDFP
C. AYBCX OFPJW JEMGP XVEUE LEJYQ

D. MUSCX JYMSG LLETA LEDEC GBMFI

Number of

Group occurrences

BC
cX
EC
LE
JY
PL
SC
SY
Us
YE
SYE
usy
USYE

BN BB GO NI BN N LR NN

b. Referring to the table in Par 3a (3) above, 1t will be seen that in 100 letters of random
text one might expect to find about 7 digraphs appeanng at least twice and no digraph appearing
3 times The list of repetitions shows 8 digraphs occurring twice and 2 occurring 3 times,

¢ Again, the list of repetations shows 10 digraphs each repeated at least twice; the table in
Par. 3b (3) above shows that in 100 letters of random text the probability of finding at least
that many digraphic coincidences1s only 193 That is, the chances of this being an accident are
but 176 1n a thousand; or another way of expressing the same thing is to say that the odds against
this phenomenon being an accident are as 807 is to 193 or roughly 4 to 1.

d. The probability of finding at least one trigraphic coincidence in 100 letters of random
text 1s very small, as noted in Par 45, the probabihity of finding at least one tetragraphic coin-
cidence is still smaller (Par 4¢) Yet this cipher message of but 100 letters contains a repetition
of this length

e A consideration of the foregoing leads to the conclusion that the number and length of the
fepetit.ions manifested by the cryptogram are not accidental, such as might be expected to occur
in random text of the same length; hence they must be causal in their origin. The cause in this
case is not difficult to find repeated 1solated letters and repeated sequences of letters (digraphs,
trigraphs) in the plain text were actually enciphered by identical alphabets, resulting in producing
repeated letters and sequences in the cipher text.

]
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APPENDIX 3

A GRAPHICAL METHOD OF RECONSTRUCTING PRIMARY COMPONENTS BY
APPLYING THE PRINCIPLES OF INDIRECT SYMMETRY OF
POSITION '

1. Fandamental theory.—a It Las been shown that the wnteival between letters of a
sequence obtained from a secondary alphabet 1s a constant function of the mterval separating
the letters i the original prunarv component  Considet the following sequence

QUESTIONABLYCDFGHJKMPRYVWXZ

Assume that this component 1s shid against itself and that the following groups of partil sequences
are obtained from three sccondary alphabets

Groupl—S T I; UE, NA
Group2—I N, ET; 0 A
Group3—-T N; Q S O

Figure 1

Refeirmg to the primary component, 1t will be seen that the letters of the partial sequences
obtamed from gioup 1 coineide in their interval with that in the prunary component, the letters
of the partial sequences obtained fiom group 2 represent a decunation mterval of two in the
primary component, and those obtained from group 3, a decimation interval of thiee

b In the foregoing case, decination was accomphished by talung intervals to the mght
along a horizontal component Given Figure 2 below, let a portion of that square table or
matrix be considered, as shown m Figure 3

1 The baste theory underlying this modified method of applying the principles was set forth in a brief paper
(November 35, 1941) by 1st Lieut Paul E Neff, Sig C To his original notes, which 1 have shghtly modified
for purposes of clarfication, I have also added the matter contained in Pars 3e and f
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a1 [y

RNOODRHRVHEHOZAN IO ARKRD I XENLMDENM
EXNODRHMNEHHOZANAMOUODARKRUDISX S0MXD>E
EEMNODMNMNEHEHOZAN IO ARUIHD X EO0 x>
B>EXMNODODHNEHOZAA AU ALD I DX EAm
AE>EXNODLHMOUEMEHOZ<<MJAdMMUODAKUIL S XEAM
SAMESEMNODRNEHHOZAMN JX0VDARKRUTIH XS
SEALMDOPDEMNODEHENHHOZAN AMUARUDIHX
M EALAEDEMNODRHRNHHOZA4N AMOAROI™
EMMXMELEDEXMNODHANBEHEHOZAMN IO AR U T
SEImMEALA>EXMNODHNEHHOZAANI>X>0OAKD
SUTDTHMELAEDEMNODHMNEHHOZ M IO A K
RERUDISMEALESPEMNODRMNEHEHOZ<M.A>™DA
CTORUNHSXNELEDPPEXMNODHNEHEHOZAAMN A MO
SOARUIHMEBEAMPDEMNODHNEHOXZM,.] ™
RO AKRUIHAXMEALALPDEXNOODRHROVNEHOZ<M.J
SRAMUDARUISX EALESPEMNOODRHRNEHOZ<4Mm
SR MU ARULISMEAGPEMNODHMNEBEMOZ«
e M APOOARVUEHYMELEDEMNODHNNEHOZX
PZ M A0 AKRUOUEYXEBAKSEXNODRHNEMO
FrOZ <M MNOARUUIIDXEEBEALAXNSEMNODMENE H
CHOZ<SAMAMOUOARUD IS XEAKDPEMNODR K
CcHHOZLCAAMUODARKRUDINMELESEMNODE®
TNHEHOZAMAJAXNOUOAKUODINDXEALEPEMNODH
CcHNHHOZAMJAHOAKRUIODXEALEKESPEMNTGD
CDEHNEHHOZAM JIJHOAQAKUIHDXELKPEMNG
~ODHRNEHHOZAM IO EKRUUI DX EoED>ENXN

FIGURE 2
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¢ Agam referring to Figure 1, the partial sequences STI, UE, and NA can be obtained from
Figure 3(a) by reading down columns 4, 2, and 8, respectively This can be represented
graphically by the symbol | 1, which means that all partial sequences obtained from Figure
3(a) by proceeding downward mn any column would be in the same group (1. e. secondary
alphabet) and have the same decimation interval
d The partial sequences IN, ET, and OA can be represented graphically by 11_,, or simply
1

N\, which indicates that all partial sequences obtained by taking letters one space down and
one space to the right, or one space down a diagonal to the nght would represent the same
decimation mterval
¢ The partial sequences TN and QSO can be represented by the symbol 1i_;, but they can
2

also be represented by 2/, and, if the entire matrix of Figure 2 1s considered, by other possible
1
routes.

f The dectmation interval of a secondary sequence derwed from a primary 18 the sum of the
horizontal and vertical components of the route selected Swince the partial sequence TN can be
represented by 11_,, the decimation interval of this sequence 1s equal to the vertical decimation

2

mterval of the basic square plus twice the horizontal decimation interval in that square Any
other route selected for the same sequence would give an equivalent of this

g It 18 seen, therefore, that the decimation interval of a component can be represented
graphically mn various ways other than along the horizontal, by use of diagrams such as in
Figure 3, in which the successive juxtaposed components have the same relative displacement
In this case the successive horizontal lines had a one-letter displacement to the left

k Not being hmited to one dimension, reconstruction of the primary component or an
equivalent should be possible 1n one combmed matrix by reversing the foregomg process and
graphically integrating partial sequences from different secondary alphabets into a single
diagram, Suppose the partial sequences in Figure 1 are given and 1t 18 desired to reconstruct
the primary component

Group_....... _ - 1 2 3
{S TI IN TN
Partial sequences. AU E ET QSO0
N A G A
-l-. i1 Nl
FIGURE 4

3 (1) Using cross-section paper one can arbitranly select the STI sequence in group 1 and

write this sequence hornzontally, making the graphical notation _, below group 1
1
(2) Proceeding to group 2, the partial sequence IN contams one letter in common with

the sequence STI already entered, but since NA forms a scquence n group 1 and OA forms a
sequence 1 group 2, 1t is clear that two different decimations are involved and therefore it
would be mncorrect to mtegrate the STI and the IN into STIN However, the letter N can
arbitranly be placed 1n any position other than along the horizontal hine on which STI has been
placed It will be placed directly below the letter I and the group will be denoted graphically
by |1, giving
STI
: . . N

FIOURE 4 (8)
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(3) The skeleton of the matrix or dingram 1s now fixed 1n two dimensions, and no further
lotters can be arbitrardy placed within 1t However, additional sequences from groups 1 and 2
can be added, provided a common letter 1s avalable i the diagram, sequences from other
groups can be added, provided onc pair 18 already entered in the diagram which would fix the
proper graphical decimation

(4) Movmg to group 3, there 1s the partial sequence TN and 1t 18 noted that this pair of letters
18 present 1n the diagram  The symbol \/1 can theiefore be placed under group 3

(5) In group 3 the partial sequence QSO appears. and the letter S 1s 1n the diagram It
therefore follows that the letters Q and O can be placed thus

mae. ..
@2 .SsTI
3. .0N

Fiaure 4 (b)
(6) Similarly the letter E of the paitial sequence ET 1n group 2 goes directly above the T

(NQ . E .
2) STI
3. .0N

Fiouze 4 (c)
(7) The letter U of the sequence UE in group 1 goes before the E

(MQUE.
2).STI
3. .0N

Fiaure 4 (d)

(8) Likewise the letter A of NA 1n group 1 follows N

(H)QUE.
2.STI.
3. .0NA

FIGURE 4 (o)

(9) The sequence OA m group 2 remains to be entered  Since both these letters are already
in the diagram, the letter A can be placed under the existing O or the letter O can be placed

above the existing A Either alternative would be correct Selecting the latter alternative
yields the following

MQUE.
2 STIO
3 . . 0NA
Ficunx 4 (f)

27 All the original mmformation has now been entered in the diagram seen in Figure 4 (f)
and the letter O appears twice therein  This letter O may be termed the “tie-m” letter since 1t
indicates the honzontal interval between the juxtaposed reconstructed sequences of the basic
matrix The absence of a tie-in letter mn the diagram would indicate that insufficient data are
present for the reconstruction of a complete sequence

k (1) By shding the last row of Figure 4 (f) two intervals to the nght the two 0’s can be
superimposed, giving
MHQUE.

@ .STIO.

3....0NA
FIGURE 4 (8)

o

”

11
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(2) Since each horizontal sequence must be shifted two intervals to the right of its initial
position 1n relation to the line above, row (1) must be moved two intervals to the left of 1ts original
position Thus

(IDQUE . . . . ..
@...STI0..
@ ......0NA

Fiaune 4 (h)

(3) Since the three rows involve the same decimation, and simnce the 0 of ONA comncides
with the 0 of STIO, the ONA sequence may be raised up one row and umted with the STIO
sequence If this 1s legitimate then the new row (2) may hkewise be raised up one row This
yields the united sequence QUESTIONA. . . This last step may be more clearly understood by
studying the following partially reconstructed matrix

(DQUESTION.
(2,“3.
B TIIONABLY.
4ONABLYCD.
Fioure 4 ()

2. Application of principles.—a For the specific apphcation of the principles underlying
this method reference 1s made to the problem described in Section VIII of the text It 1s desired
to reconstruct the original primary component, or an equivalent, from the values entered in the
reconstruction skeleton shown 1n Figuie 33, page 68 Since a mixed sequence 1s shding against
itself, all the partial scquences (pairs or greater) which can be estabhshed by studymng the
reconstruction skeleton are histed as shown in Figure 5(a) The single pairs in 3-7 and #-8 are
crossed out since they offer no data for reconstruction This yields the following groups of
partial sequences

8- 1 2 3 4 5 (] 7 8 9 10
BW EK EX AE ED EJ 4H6 66 IHJ HE
EGZ HZ TU HG HCR GN TS Iv
GZ NS I0 NP HOF WA NQ
TK UF TP

FIGuRe § (a)

b. (1) The sequences HOF and EJ n group 6 and HE 1n group 10 are noted. The HOF will
be placed honzontally and the notation —, made under group 6 The letter E of the pair HE

1
of group 10 will be placed under the H, and the notation |1 added under group 10. Thus-

[ o 1 2 3 4 [ ] [ ] 7 8 '] 10
BN EK EX AE ED EJ %6 €¢ IHJ HE
EGZ HZ TU HG HCR GN s 1V
GZ NS IO NP HOF WA NQ
TK UF P

-
1 11
Fiouns 8 (b)

Since the sequence EJ belongs to the same displacement interval as HOF, the letter J can be

inserted after the letter E, giving.
» S1VINg HOF

EJ.

Fiaure 6 (a)



REF ID:A64560

124

No more pairs can be immediately added from groups 6 or 10  Those pairs already entered are
crossed out in their respective groups and an mspection 18 made for additional data in another
group
(2) The sequence IHJ is noted 1n group 9. The letters H and J are already entered in the

diagram  One can therefore place the letter I, and the notation \1 is placed under group 9.
The addition of the letter I now permnts the msertion of the letter V of the sequence IV in group
10, giving*

I...

VHOF

.EJ .

Fioure 6 (b)

(3) In group 4 there 1s the sequence I0 which 1s obtanable in the diagram by the route 11—

2
This notation 18 made beneath group 4, the letter A of the sequence AE and the letter G of the
sequence HG can now also be entered The addition of the letter A permits the placement of
the letter W of the pair WA of group 9, ikewise the addition of the letter G permits the insertion of
the letter N of the sequence GN of group 6, finally, the placement of the letter N permits the
placement of the Q of group 9 One now has

W.I.
.AVHOF.
EJGN
Q
FIQURE 6 (c)

(4) Referring to group 1, the sequence EGZ 1s noted, of which EG appears in the diagram

at —» The letter Z can therefore be placed and the letter B of the sequence BW can be mnscrted
2

two mtervals to the left of the letler W, giving

B.W.I .
.AVHOF . .
EJGNZ
. Q.

FlouRE 6 (4)
(5) Noting the sequence HZ of group 2 as being graphically represented in the diagram by 11_;,
4
the letters K, S and U of the sequences EK, NS and UF may be placed. Thus

B.WUI.
.AVHOF. ..
..EJGNZ

. QK

FIGURE 6 (o)

(e

o

ey

Q
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(6) The letter T of the sequence TK of group 1 can now be placed, which permmts the addi-
tion of the letter P of the sequence TP of group 4 A study of the diagram shows the pair TU
of group 3 at interval 31 , which allows the placing of the letter X of the pair EX of the same

4

group One then has

X...
B.WUI. .
. AVHOF . ..
.EJGNZ.
.TQK . .S
. P.
Fiourz 8 ()

(7) The diagram now shows the pair NP of group 5 at 2/,  The letter D of the sequence
1

ED and the letters C and R of HCR can therefore be inserted Thus-
. X .

B WUI...
AVHOF . .
EJGNZ.
CTQK. S
D..P.
. R.
FIGURE 6 (g)

(8) Pair TS of group 9 remains It has already been noted that the notation \,1 has
been applied to group 9 Hence the letter S can also be placed one interval to the rnght and
below the T, as shown in Figure 6 (h), in which all the available data are now entered

M .x..
2)B.WU
@ ...A
@ .
5) .
6) .
@ .

I.
VH
E

oaQuo
A Q-
o =
WA N
0

FI1GURE 6 (h)

517974 O -43-9 *
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¢. (1) The letter S appears in rows (5) and (6) at a displacement interval of four. This
letter then serves as the ‘‘tie-in”’ letter Marking off 26 squares on cross-section paper the
D.SP of row (8) 18 wntten, and row (5) 1s moved four intervals to the left, at which position
the letter S 1s properly superimposed as follows.

1 2 8 4 6 6 7 8 9 10111213 14 16 16 17 18 19 20 21 22 23 2¢ 25 26
Row(5) CTQK . .S.
Row@®) . .. .D.SP

(2) Likewise row (4) 1s moved four mtervals to the left of its omginal relative position to
row (5) and dropped into position Row (3) is moved the same distance in relation to row (4),
etc These steps may be ilustrated as follows:

1 2 8 4 85 6 7 8 9 1011 12 13 14 15 16 17 18 10 20 21 22 23 4 25 28
Row4) ....EJGNZCTQKD.SP.. ......
Row@3)HOF .EJGNZCTQKD.SP.......AV
Row@)HOF .EJGNZCTQKD.SPB.WUT. .A

>

v
(3) The placing of the letter X of row (1) and the letter R of row (7) gives the final sequence*

1 2 3 4 5 6 7 8 9 1011 12 13 14 15 16 17 18 19 20 21 22 23 4 28 2

HOF EJGNZCTQKDXSPBRWUI. AV

(4) It will be noted that the foregoing component is identical with that obtained in sub-
paragraph m(3), page 74 of the text

3 Remarks.—a In the example given above only one tie-in letter was available and it was
located 1n adjacent rows Although only one 1s necessary, 1n most cases several tie-in letters
are present after all pairs of letters have been entered 1n the diagram, then the superimposed
sequences can be easily connected by their common letters If the tie-in letter had appeared
n adjacent columns instead of adjacent rows as in the foregomg example, the columns would
have been shifted vertically and the sequence taken from the diagram in that manner

b When only a few pairs of letter forming partial sequences are available, frequently only
one tie-in letter may be encountered If it does not occur in adjacent rows or columns the com-
ponent can still be written with additional considerations For example, adjacent diagonals
might be used However, the student will experience no difficulty after the apphcation of th.s
method to a few problems

¢ Since all the data are entered mn one diagram, the graphical method of reconstruction
quickly discloses erroneous assumptions and enables one to ascertain in a short time whether
sufficient data are present for the reconstruction of the component Even if this 1s not the case,
the diagram automatically offers new values which may be substituted 1n the cryptogram One
may then assume additional values which can be entered in the diagram or which will serve to
corroborate sequences already entered.

d The placing of the first two sequences of different displacement intervals in the diagram
determmes the type of sequences that will be established If the original sequence entered
horizontally m the diagram 18 an odd decimation of the primary component, a 26-letter sequence
can be obtained horizontally If this original sequence 18 imtially tied 1n vertically with another
sequence of an odd decimation interval, a 26-letter sequence can also be obtained vertically
from the diagram

)

L]

Q
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e. (1) In certain mstances, however, 1t will happen that the available partial sequences
have all resulted from even decimations of the basic sequence and that no tie-in letters are present
to permt the integration of all the data into a single diagram  In such cases the reconstruction
of the basic sequence may take place by taking data from two or more different diagrams, and
then, using the relative positions of the letters with respect to each other in these diagrams, the
basic sequence may be established. This method can best be demonstrated by means of an
example, and the following one 1s based upon the QUEST.. sequence of paragraph la Suppose
the reconstruction diagram from the derivation of & few plain text-cipher relationships yields the
following partial sequences

Group...__.. 1 2 3
(QHO QXv QTA
FT 0T XE
CE P K F K
Sequences_...{ J N FC UIB
WDS Uzw ZS
NI YGM

GD

F10UBE 7

(2) The partial sequences in the three groups can be combmmed to form two diagrams.
This may be accomplished by considering the sequences of group 1 as parts of a horizontal com-
ponent and those of group 2 as parts of & vertical component of a cipher square based upon the
ongmal or an equivalent primary sequence. When all the letters of these two groups have
been entered mto the two resultant diagrams 1n Figure 8 (a) and (b), 1t will be observed that the
positions occupied n these two diagrams by the letters of group 3 represent the mterval 11_,.

2
Thus:
QHO . . YUJN
XFTP. .Z2G1I.
VCEKA WDSMB
(a) ®)
FIGURE 8

(3) It will be noted that there are 12 letters in each of the two diagrams and that all the
letters appearing m the original partial sequences have been included 1n these two groups It
appears, first, that two 13-letter sequences are involved and second, that the partial sequences in
all three groups represent even decimations of the basic component The problem now remains
to reconstruct the onginal or an equivalent primary cipher square to which these diagrams belong,
or to find the original or an equivalent component of which the partial sequences 1n groups 1, 2,
and 3 are derivatives

(4) Since the two diagrams are linked by the partial sequences of group 3 (because the

interval 1]_, 18 common to both of them), 1t follows that any two letters in one of the diagrams
2

will be separated from each other in the basic sequence by the same interval as any two letters
occupymng the same relative positions m the other diagram. Another way of saying the same
thing 1s, that while the intervals between V and C, C and E, E and K, and K and A, 1n the basic
component (or an equivalent thereof) are unknown, whatever they are they are 1dentical and the
same as that between W and D, D and S, S and M, M and B (from WDSMB), or between Y and U,
Uand J, J and N (from YUJN), and so on. Likewise, Q and K (interval 2 |_.,) are separated by the
same mterval asYand S, or U and M, and so on.



REF ID:A64560
128

(5) Making the easiest assumption first, suppose the basic sequence 18 a keyword-mixed
sequence, and that the letter Z 1s the final letter thereof. If it 1s preceded by Y, then, because of
the relative positions occupied by Y and Z in Figure 8 (b), the following would also be sequent
m the basic sequence QF, HT, OP, XC, FE, TK, PA, UG, JI, ZD, GS, and IM Since the majonty
of these are hardly likely to occur 1n a keyword-mixed sequence, the assumption that Y precedes
Z1s discarded Suppose X precedes Z (implying that Y 1s in the keyword) But X and Z are not
in the same diagram, so no test can be mdde Suppose the sequence 18 W . Z. Then the
following sequences would be vahd

W Z2.1U v.X.Q

D G.J C.F.H

S.I.N E.T.O
K.P

These look very hkely In fact, noting the D.G J and the C F.H sequences 1t seems logical to
integrate or “dovetail” them thus CDFGHJ This then suggests that W Z.U and V X.Q may
be integrated into VWXZQU, S.I N and E.T.0 may be integrated into ESTION From this
pomnt on the matter of extending the partial sequences into the basic one 1s simple and rather
obvious

J (1) Suppose, however, that the basic sequence 1s not a keyword-mixed sequence, so that
clues of the nature of those employed mn the preceding subparagraph are no longer available.
Then what?

(2) Referring back to subparagraph d (3), 1t has already been noted that the two diagrams,
each contamning 12 letters, represent half-sequences (of 13 letters) derived from an even decima-
tion of the ongmal component (The decimation must be the same m both cases because the

interval 1]_, 18 common to them ) Suppose an attempt 1s made to mntegrate the QHO, XFTP, and
2

VCEKA sequences of Figure 8 (a) mto a 13-letter cycle or half-sequence The three partial
sequences 1n this diagram may be umited mnto a 13-letter cycle in a number of ways but the
correct integration will be that which will satisfy all the conditions set up by the partial sequences
i groups 1, 2, and 3  After a bit of experimentation 1t 1s found that the only one which will

satisfy all conditions 1s this
1 2 3 4 5 6 7 8 9 1011 12 13

QHOVCEKAXFTP.

Note, for example, that the conditions represented by QXV mn group 2 are satisfied in that the
intervals between these letters are the same n the 13-letter cycle, the same 18 true as regards the
mtervals between 0 and T, P and K, and so on  Likewise, the conjugate sequence from Figure 8
(b) 18 established as

1 28 485 678 9110101213
YUJNWDSMBZGTI.

Thus there have been established the two half-sequences involved. The problem now remains
to integrate them mnto a single sequence which 1s either the primary or an equivalent basic
component

(3) Each of these sequences may, of course, be expanded to form a 26-element sequence the
elements of which will satisfy the interval relationships among the letters in each 13-letter
sequence. Thus.

1 2 3 ¢ 8 6 7 8 9 10011313 141516171819 20 21 8 B % 28 2
1 . 0.C.K.X.T...H.V,.E.A.F.P.
@ Y.J.W.S.B.G...U.N.D.M.Z.1I.

Fiovne 9

a

wy

4

1]
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There remains the problem of integrating these two sequences into a single sequence
(4) Suppose a start 1s made thus
1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21

2 28 24 2% 2
QYOJCWKSXBTG. .HUVNEDAMFZPI

FiGURE 10

All the interval relationships of groups 1, 2, and 3 of Figure 7 are satisfied by this sequence If
the sequence 1s wnitten on a pair of shiding strips, any even-interval displacement of one of the
strips will produce plain text—cipher relationships fully satisfied by the requirements of the
sequences 1n Figure 7 or Figure 8 Thus

a) QYOJCWKSXBTG. .HUVNEDAMFZPI
HUVNEDAMFZPIQYOJCWKSXBTG
@) QYOJCWKSXBTB. . HUVNEDAMFZPI
XBTG HUVNEDAMFZPIQYOJCWKS
3) QYOJCWKSXBTG. . HUVNEDAMFZPI
TG HUVNEDAMFZPIQYOJCWKSXB
FIGURE 11

The foregoing three juxtapositions will satisfy all the requirements of the sequences indicated in
groups 1, 2, and 3 of Figure 7, as well as those indicated in Fagures 8 (a) and (b) Without further
restrictions or additional data, therefore, 1t 18 1impossible to tell whether the reconstructed single
sequence 18 correct or not In fact, there are 13 possible integrations of the two expanded 13-
letter sequences which will yield equivalent results, since there are 13 positions 1n which the
“dovetaihng” of the second sequence may be commenced with respect to the first sequence  Only
one of these, however, will be correct in that 1t will yield a single sequence which, when shd
aganst 1tself at all juxtapositions (both odd and even displacements) will invariably yield the
full quota of plain text—ecipher relationships that the orginal basic or an equivalent primary
component yields when shd against itself (An incorrect integration will often yield a series of
equivalents of which only a few are wrong)

(5) The correct integration will, however, be disclosed quickly enough when the cipher text
is consulted and one or two additional values are derived Thus, suppose an additional word 1s
deciphered and 1t yields a pair of values in a new secondary alphabet, for example, A,=D, and
U,=0, The single sequence reconstructed as shown in Figure 10 will not yield this pair of
values, as seen 1n the following juxtaposition of the shding strips

QYOJCWKSXBTG. .HUVNEDAMFZPI
IQYOJCWKSXBTG. .HUVNEDAMFZP

FINURE 12.

Here A,=D, but U,=H,, not 0,. However, if the ‘““dovetailing’’ 1s commenced with the letter S,
of Figure 9 and the resultant 26-letter sequence 18 juxtaposed against itself as shown in Figure 13,
1t will be found that the sequence will now satisfy all the requirements

QSOBCGK.XUTN.DHMVZEIAYFJPW
IAYFJPWQSOBCGK.XUTN DHMVZE

FIOURE 13

The sequence is, of course, a decimation of the QUESTIONABLY . . . sequence, at the third interval
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