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Foreword.—In 1931 there was published at Stockholm by Mr. Yves Gyldén, a well-known
Swedish code and cipher expert, an important brochure on cryptography under the title “ Chif-
ferbyréernas Insatser I Viarldskriget Till Lands.” The instructive and informative nature of
Mr. Gyldén’s work was at once recognized by the editor of the Revue Militaire Frangaise, at
whose request Mr. Gyldén prepared a condensed version, which was published in the above-
mentioned journal in August 1931 (no. 122) and no doubt attracted the notice of official cryptog-
raphers all over the world. When Maj. William F. Friedman, Signal Reserve, Chief of the
Signal Intelligence Section in the Office of the Chief Signal Officer, brought Mr. Gyldén’s work
to my notice and indicated the value the publication of & translation of the complete book would
have for Signal Corps personnel, steps were immediately taken to obtain the author’s permission
to publish the translation in serial form in the Signal Corps Bulletin. Mr. Gyldén very kindly
granted the permission sought and the translation appeared in seven successive installments in
the Bulletin, beginning with the November-December 1933 issue and continuing until com-
pleted in the November-December 1934 issue. This pamphlet is merely a reprint of the
translation as it appeared in the Bulletin, save for changes in the numbering of the footnotes.
The translation was made by the Military Intelligence Division of the War Department General
Staff. Major Friedman, who edited the translation, has added some comments, which are
invariably enclosed within brackets and are signed by the initials W. F. ¥.—Editor of the Signal
Corps Bulletin.
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THE CONTRIBUTION OF THE CRYPTOGRAPHIC BUREAUS IN THE WORLD WAR!

By Yves GyLpfiN Motto: For in truth decrypted
letters are very useful.—A Venetian

INTRODUCTION cryptanalyst of the sizteenth century.

To write a review of the contribution of the cryptographic bureaus to the World War is no
light task. The material available is very meager and difficult of access, because all official
cryptographic and cryptanalytic activities of a diplomatic, political, or military nature have,
as a rule, until very recently been enshrouded by a secrecy difficult to penetrate.

However, some information has gradually leaked out in various ways, chiefly through the
literature on cryptography published since the World War and also, to a considerable extent,
through the numerous reports, articles, and memoirs recently published on the war or on events
connected with the war. The more remote the war becomes, the easier it is for the eryptographic
and cryptanalytic experts who took part in it to loosen their tongues, and that not without
important reason.

That is, the secrecy which enshrouded almost all eryptographic activities before the war
has proved itself to be a two-edged sword. The experiences of the World War proved conclu-
sively that such secrecy most frequently does more harm than good. It prevents the spreading,
among soldiers and civilians alike, of the general training in eryptography absolutely necessary
for the conduct of modern warfare. It restricts the horizon of the cryptographer and lulls him
into a fallacious self-conceit. A knowledge of the means, methods, and aims of military cryp-
tography is a necessary prerequisite, especially for all commissioned officers, if effective protec-
tion is to be obtained by the use of one’s own codes and ciphers and if the blunders and errors on
the part of the enemy are to be explmted in the most effective manner by one’s own cryptanalysts
and utilized to the advantage of one’s own leaders.

A general ignorance of questions pertaining hereto brought about results of very declslve
importance on several occasions during the World War., We need merely cite the instance of
the indiscretion on the part of the Russians in the use of radio and cryptography which contrib-
uted greatly to the German military successes on the eastern front during the fall and winter of
1914. General Hoffmann, in his renowned work, ‘Der Krieg der versiumten Gelegenheiten’’,
says of these indiscretions: ““This carelessness facilitated the conduct of warfare in the east for
us; in many situations it alone really made it possible for us to carry on war.”? The Russians
were by no means the only warring nation guilty of such carelessness. The armies of all the
warring nations were guilty, some to a greater extent, such as those of Italy and Germany, and
others to a lesser extent, such as those of France, England, and Austria.

A great responsibility rests upon the eryptographic services in all countries. Surrounded
by a strict secrecy, the chiefs of these services may very easily develop disastrous misconceptions
with regard to the resistance their own codes and ciphers afford against the efforts of the enemy’s
cryptanalysts to solve them. The said chiefs perhaps do not realize that the enemy may possess
other methods and other means of cryptanalysis than those possessed by themselves. If,
besides this, they are ignorant of the technic of cryptanalysis, which so frequently was and in
some places still is the case, the results can only be disastrous. The absence of criticism and of
general testing which accompanies secrecy—a criticism and a testing which are all the more

1 Original S8wedish edition copyrighted by Yves Gyldén.
? Carlswiird, Operationgrna pa tyska ostfranten, p. 39.
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necessary because cryptography, on the whole, is still an “unexplored field”—often prevents
grave errors from being discovered at all. Much can be said about the all-too-common condition
that too strict a secrecy serves rather to protect inefficiency and lack of knowledge from criticism
than to protect one’s own code and cipher system from being solved by the enemy.

Most dangerous of all is the prevalent misconception concerning the ‘“‘degree of safety’
of a code or cipher system. A person unacquainted with the methods and means used by the
cryptanalyst judges the degree of safety of a system by the length of the periods or by the num-
ber of possible variations permitted by that system. He does not suspect that there are systems
possessing permutative possibilities that can be expressed in millions and billions, which never-
theless can be solved in a few hours—often less—in a purely mechanical way. A person versed
somewhat, but not sufficiently, in the methods of cryptanalysis often makes a still more dangerous
error by seeking increased safety for the cryptographic system in involved complications. He
fails to consider that these very complications most frequently render the cryptographing more
difficult and thus give rise to blunders and errors which facilitate the solution of the system.

* The degree of safety possessed by any code or cipher system is not dependent upon any
theoretical calculations nor upon its complications.® It depends, in the first place, upon the
manner in which the system is employed. It depends, in the last analysis, upon the technic
applied by the cryptanalyst in trying to solve it. Only one who has a thorough knowledge of the
modern technic of cryptanalysis is capable of judging the degree to which unavoidable errors on
the part of his own cryptographers are increased or decreased by a certain system or by a certain
complication, and is capable of judging with adequate approximation the highly complex ques-
tion of the ‘“degree of safety’’ possessed by & system. Innumerable were the instances in which
an increased ‘ theoretic’’ safety helped the enemy to solve a system.

In the hands of personnel inexperienced in cryptography the safest possible system is so
handled that it can be solved in a manner entirely unsuspected by the said personnel. Little
do rules and regulations help as long as the personnel does not understand their real import; they
are blithely broken in the heat of combat, especially during the first part of a war. Devotion to
duty and discipline are good foundations to build on, but they are insufficient for a cryptographic
service. Knowledge and intelligence form a far more dependable and secure foundation. A
devoted and conscientious personnel, if ignorant of the principles of cryptography, makes numer-
ous errors, for it does not actually understand what an error in cryptography is. An apparently
precautionary measure frequently constitutes an error. The experiences of the World War have
shown that the diffusion of knowledge concerning the methods of cryptanalysis among the crypto-
graphic personnel reduces errors to a practically insignificant minimum. They cannot, however,
be entirely eliminated.

In brief, all unnecessary secrecy is to a high degree obstructive to knowledge of and efficiency
in eryptography, both as far as the officers and the personnel of lower rank are concerned. To
the cryptographic personnel, which is quite extensive in a modern war and which will rather be
increased than decreased by the development of radio, most obviously the old saying that a
chain is only as strong (strength here meaning knowledge of the subject) as its weakest link, is
applicable.

Therefore we cannot marvel at the fact that at least in the countries which took part in the
World War the experiences of that war have weakened the opinion regarding the necessity for
secrecy. Significant enough is the fact that advocates of the elimination of all unnecessary
secrecy are to be found among the foremost chiefs of the military cryptographlc bureaus that
were in operation during the World War.

3 [An appreciation of the truth of this simple, clear staternent would save much time and useless effort on the part of would-be cipher inventors.

‘We are however inclined to modify the statement to the extent of saymg that the degree of safety is not ‘directly correlated -with calculations or
complications of a purely theoretical nature,—W, F. F.]
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For example, General Givierge, who during the war was chief of the cryptographic bureau
of the French General Staff, without doubt the most authoritative of all such chiefs, says on
this subject: - : '

Too much secrecy is sometimes harmful; too greatly enshrouding the science of eryptography with secrecy
and preventing anyope from learning it results in a lack of expert trained personnet, while diffused general
knowledge in other fields such as, for example, that of transportation, by no means prevents the staffs from
keeping secret the details which might be of interest to the enemy.

The same author maintains that national safety demands that cryptographic and crypt-
analytic talent be discovered and developed in time of peace so that in the event of mobilization
the nation need not be solely dependent upon locating talent of that type in an instant, to be
used for increasing the personnel in the ecryptographic bureaus that have already been functioning
in time of peace.) The Swedish writer, Capt. T. Carlswiird, expresses himself in a similar vein:
““The officers who are to handle this phase (cryptography) in the field must gain an opportunity
in time of peace for learning the art of eryptography, as well as the still more difficult art of
cryptanalysis.”” ¢ -

These ideas and concepts are of still more importance for our country when we consider the
fact that the long period of peace we have been enjoying has prevented practically all worries
about the safety of our own code and cipher systems, or the contingency that those systems may
be solved by a possible enemy. Exercises help little, no matter how nearly the conditions sur-
rounding them are made to simulate actual war conditions. We can never reconstruct the
mental tension undér which many a cryptographic clerk in war neglects all elementary precau-
tionary measures because the methods of enciphering and deciphering are too involved or too
tedious. : :

The conditions surrounding cryptanalysis are analogous. This science easily tends to become
restricted to chamber analysis, that is, analysis by one individual of one single message. This
type of eryptanalysis is to the work done in a modern eryptanalytic bureau ss a leather-cased
gun is to a-modern, long-range, railroad gun. Furthermore, this type of work is very treacherous,
because it tempts the analyst to consider cryptanalysis in general as-a linguistic-statistical and
analytic work, individualistically performed on one or a few communications. Nothing is
further from the truth. Modern cryptanalytic technic involves the cooperation of several
persons in a combined analysis and synthesis, for which much material is required from outside
the special domain of eryptography. Chamber analysis is merely a fraction of the work. Here,
as in many other fields, the World War brought about an almost revolutionary development in
technic, a development which was foreseen only by a few French writers on cryptography of the
eighteen eighties.

Acquiring a knowledge of cryptography and cryptanalysis is rendered much more difficult
in Sweden by the fact that there is no Swedish literature on the subject, with the exception of
an essay by Torpadie which is very restricted in scope and shows an entire lack of familiarity
with modern technic.” As belonging to this type of literature we can scarcely count the few
academic dissertations from the eighteenth century by Ekerman and Forelius ® or Hugo Grotius’
various projected codes. Foreign literature on this subject is available in a striking minimum in

¢ (ivierge, Cours de Cryptographie, Introduction, p. VII. [Nore.—This book, undoubtedly the best and most important work on erypt.
analysis thus far published, has already gone through three editions, the first two appearing in 1925, the third in 1931, It can be obtained at
a very reasonable cost from the publishers, Berger-Levrault, 136 Boulevard 8aint-Germain (VI¢), Paris.—W. F. F.]

8 Givierge, Cours de Cryptographie, Introduction, p. VIL.

¢ Carlswird, Den tridlosa telegraflen under virldskriget, p. 105.

7 Torpadie, Nagra ord om chifferskrift, Hist. Tidskrift VIII, 1888, pp. 376 and following. [NOTE.—The paucity of literature on eryptography
in the English language is more striking than that in the Swedish language.—~W. F. F.]

4 Forelius, Dissertatio de modis occulte scribendi et praecipue de Scytala Laconica, Stockholm, 1697,

Forelius, Dissertatio de Hieroglyphicis et sacris veterum literis, Upsala, 1701,

Ekerman, Ratio scribendi hieroglyphitica, Upsala, 1755,
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the Swedish civilian and military libraries. The basic French works written in the eighteen
eighties on. cryptography are not, as a rule, included. But it must be admitted that the pro-
curement of such literature published some time ago has become very much more difficult,
particularly since the World War.

Interest in military cryptography has, however, been very great in certain countries.- For
example, in France, which without doubt may be said unquestionably to have held the leading
place in the field of crytography for several decades, not less than 15 works on cryptographic
subjects were published by military authors in the period from 1880 to 1905 alone. Five of
these works can even yet be classified as standard on their respective phases of cryptography.

The present work is written for the purpose of pointing out the extraordinarily great part
played by cryptography during the World War and of giving an account of the cryptographic
activities at that time, within the scope permitted by the information available to the author.
On the other hand, its aim is also, so far as possible, to increase interest in cryptography among
extensive circles from which experts may be recruited.

Reports on cryptographic activities during the World War, published after the close of
that conflict, are of varying value. In them also the excessive secrecy has tended to create
confusion, for it has tended to favor obvious exaggerations and distortion of facts which can
only with difficulty be evaluated by an outsider. However, the exaggerations, as a rule, are of
such a nature that they have transferred to the credit of espionage the result of many cleverly
effected cipher solutions, and this has often been done with the consent of the cryptographic
bureaus concerned, as we shall point out farther on. We have therefore found it necessary to
make a careful expurgation and collation of the material collected in the warring countries and
elsewhere. Consequently, this book is submitted to the reader as an attempt at synthesis
‘which has as far as possible beén compiled from reliable sources written by experienced cryp-
tographers.

For the purpose of making clear the widely differing conditions under which the great powers
introduced and developed their cryptographic operations, the author has deemed it necessary
to preface his actual report by a discussion on the development of cryptography in the countries
concerned during the period just preceding the late war.
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CuartER 1
THE PRE-WAR PERIOD

The period in the history of cryptography immediately preceding the World War is usually
designated by the majority of authors on that subject as the “period from 1880 to 1914.” The
dates of demarcation are without doubt correctly selected, because a marked turning point
occurred in the history of cryptography in 1880, and an entirely new era began with the World
War.

After a long period of decadence, about the year 1880, cryptography began to be affected
by the extensive technical development which had set its impression on so many other fields of
human endeavor. A flourishing, although very irregular, literature on cryptography demon-
strates the regular development of that science until 1914; it deserves great attention because
it forms an excellent criterion whereby to judge the technical skill and knowledge of the experts
concerned in the various countries. That is to say, all this literature deserves great attention
except the works published by amateurs, which usually are worthless,

Cryptographic literature in general is not, however, distinguished by any profuse richness,
Yet, comparatively complete bibliographies contain a list of about 200 works exclusively devoted
to cryptography which were published during this period, and a list of more than 100 works
dealing partly with cryptography. That cryptographic literature still is difficult to procure is
chiefly due to the fact that practically whole editions, at least of the first-class works, are taken
for military instruction purposes in the countries of the various authors, and also due to the
fact that it is difficult to obtain such literature at public libraries, both inside and outside of
Sweden. It is worthy of mention that in the Royal Library of Stockholm this literature is
classified under the rather misleading category of “paleography” and that in the libraries in
foreign countries it is sometimes classified under such divergent categories as ‘“military science”
and ‘‘stenography.”

If to this we add the fact that until recently no dependable or entirely complete bibliography
was ever compiled on the said literature, it is obvious that such obstacles have greatly restricted
the development of cryptography and that cryptography has developed very differently in the
different countries. We need not, therefore, be surprised that in those countries in which there
is no tradition and in which no combined and coordinating cryptographic bureaus have been in
existence for a long time, a stagnating level of knowledge is found to exist among a number of
consecutive authors, while in other countries there is evident a marked and perceptible increase
in knowledge resulting from the increased experience gained in permanently organized crypto-
graphic bureaus.

Two tendencies, separated as to end and means, are to be distinguished in the pre-war
literature, all the more easily as they represent different national ‘“schools.” These schools, the
German and the French, together dominate all of the cryptographic literature. The latter
school, however, still is greatly superior, both as to quality and quantity of its achievements,
for reasons which I shall try to point out later on.

The German school, the forerunner of which was Colonel Fleissner von Wostrowitz ® of the
Austrian Army, obviously restricted its activities to simple cryptography, entirely neglecting

¢ Fleissner von Wostrowitz, Handbuch der Kryptographie, Vienna, 1881.

®
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cryptanalysis. All its authors, among whom are to be noted the well-known German crimi-
nologist Schneickert 1° and in our day Colonel Figl ! of the Austrian Army and the criminologist
Tiirkel,'? were absorbed in a hopeless system of cipher complications, without prior explanation
of the cipher theory, and they placed a minimum of importance on cryptanalysis, which was chiefly
restricted to a repetition of the methods of solving elementary ciphers given by the older German
authors Kliiber ¥ and Kasiski,'* and the corresponding method of the latter for the so-called
“multiple-alphabet substitution cipher”’, both systems of the very simplest type. All these
works except a few restricted special treatises, may be said to constitute catalogs of simple
systems, mostly old-fashioned. These systems are repeated by every author, with the addition
of numerous complications, which always make the work of the cryptographic personnel more
difficult and frequently prove no obstacle to the enemy’s cryptanalytic experts. The lack of
cryptographic theory often led the above-mentioned authors, for example, Fleissner, Schneickert,
and Figl, to describe under different names systems which are identical in structure and which
may sometimes be solved in identically the same way.

It is exceedingly easy to find the main sources of the German school. They include the
above-mentioned authors, Kliiber and Kasiski, so far as the description of the systems and the
primitive cryptanalytic regulations are concerned. Again, so far as the classification of the
systems is concerned, it may without difficulty be traced to an author as early as Selenus.!
Without being guilty of underestimation, we can state that the authors of the German school
after Kasiski did not make any real progress. He was meritorious enough for his time, but
his work was absolutely antiquated by the end of the nineteenth century. As far as Fleissner’s
work is eoncerned we must, on the whole, join in the warning against inaccuracies and mis-
takes which is issued by the French authors Lange and Soudart.!® Schneickert’s work is
characterized by an unlimited overestimation of the safety of the system described in it, and as
for Figl, we cannot forego expressing our surprise that so modern an author can display, on the
ordinary plea of a ‘““strictly scientific system”’, such numerous misconceptions concerning code
and cipher theory and the effectiveness of the protection afforded by proposed complications.

With the exception of certain other purely historical works by other authors, works which
moreover are highly interesting, we are naturally impressed by the obviously slight knowledge
possessed by the German school concerning the progress shown in the literature of other coun-
tries, especially France. This ignorance may possibly be attributed to the striking lack of
bibliographic material which we have already mentioned, but must to a far greater extent be due
to the lack of a permanent center of study in the form of organized cryptanalytic bureaus.

If we attempt to analyze the reasons for the false estimate of systems in the various works,
we find that it appears to be due to a faulty theoretic basis for the analysis. In such an uncertain
subject, one so difficult to survey as is cryptography, explicit theoretic bases are indispensable;
without them every analysis risks becoming not only one-sided and incomplete, but even to the
highest degree misleading if used for judging the real resistance of the system to efforts of the
enemy to solve it (providing that it is carefully used).

The analysis in the above-mentioned works, which has been made with the usual German
thoroughness and accuracy, is entirely directed at the complications. The actual or substantial

10 Schneickert, Moderne Geheimschriften, Berlin, 1900.

Schneickert, Gebeimschriften im Geschiifts-und Verkehrsleben, Leipzig, 1905.

Schneickert, Die Graphologie als Hilfsmittel zur Entdeckung von Geheimschriften, Munich, 1899.
u Figl, A., System des Chiffrierens, Graz, 1926.

12 'Piirkel, Morse u. Morseihnliche Zeichen, Graz, 1926.

Tiirkel, Chiffrieren mit Geriten u. Maschinen, Graz, 1927,

Tirkel, Kryptographische Parerga, Graz, 1929.

13 Kliiber, Kryptographik, Tiibingen, 1809.

14 Kasiski, Die Gebeimschriften und die Dechiffrierkunst, Berlin, 1863,

15 Selenus, Systemas integrum Cryptographiae, Liineburg, 1624,
18 Lange ot Soudart, Traité de Cryptographie, Paris, 1925, p. 67.
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structure of the system has been overlooked entirely. If we find little to say concerning the
relation of the conclusions to the premises, the premises themselves are, on the contrary, not only
faulty but even in certain cases entirely false, which explains the inability to find a utilizable
standard for estimating the value of the system. For similar reasons the classification is entirely
wrong. It is based everywhere, except in the work of Figl, on the aspect of the cipher signs.
Anyone who is, in the slightest, familiar with the art of eryptanalysis knows that this detail is of
no importance and can never mislead anyone except the eryptographic clerk himself. Again,
speaking of Figl, his “new’ classification was only relatively new because it was known by the
authors of the French school 40 years before.

The faults enumerated above illustrate that the technic of cryptanalysis was neglected.
The latter is based on purely theoretical grounds, starting with the 2- or 8-dimensional structure
of a system. A knowledge of the structure of any system enables us readily to discover its
weaknesses and its strong points. Such a knowledge enables us to locate several negative
complications in the examples given by Figl—that is to say, complications which instead of
rendering the solution of the cipher more difficult directly facilitate that process.

It may seem peculiar to a layman that such misconceptions should be found in the works of
authors from whom we have every reason to expect a logical analysis. This is none the less
extremely common when the investigations are not based on a knowledge of the science of
cryptanalysis. A locksmith may in the same way be mistaken about the dependability of a
lock if he has no idea of what a lock pick looks like or how it is used."”

Now, to take up a consideration of the French school, we find that it also is represented by a
comparatively great number of authors, a few of whom may be designated as very eminent. A
number of works, beginning with those of the remarkable cryptanalyst and philologist Kerck-
hoffs, display a very plain indication of a tendency toward a synthetic cipher theory and of a
frequently astonishing insight into the technic of cryptanalysis. Several works by the military
authors Viaris, Kerckhoffs, Valerio, and Bazeries, and some by the mathematician Delastelle,
deserve to be designated as standard so far as certain subjects are concerned. These works,
which followed each other at very short intervals, are characterized by a continuity of aim that
may certainly be attributed to the influence of a permanently organized, effective cryptographic
bureau, so that the primeval forest of cryptography was cleared according to a clearly drawn-up
and consistently executed plan. 'To the authors we have already mentioned there may be added
8 great number of less important ones who for the most part merely copied the work of their
predecessors, but at times also advanced some original views. Such were Myskowski, Simonet,
Dallet, Angammare, etc. Others again, such as Josse, published works purely historical in
character or catalogs of known systems of ciphers.

The French school based its work toagreatextent on purely theoreticalgrounds. It analyzed
the real structure of the different systems and deduced therefrom, correctly enough, the various
methods used in cryptanalysis. In this way these highly theoretical works have led to extremely
practical results as far as the technic of cryptanalysis is concerned, which in turn have affected
the choice of suitable systems for the use of the French and of complications really effective in
rendering those systems safer.

If we attempt to compare the two above-mentioned schools, we find that the theoretical bases
of the French ciphers and the great interest of the French school in eryptanalysis led to much
more valuable, practical results, both in the application of eryptography and cryptanalysis, than
the systematized analysis of the German school which was executed without any previous
knowledge of the underlying principles necessary for the correct evaluation of a system. The

17 [The author is, in my opinion, somewhat severe if he intimates that Colonel Figl is lacking in knowledge of cryptanalysis. General Ronge
(p. 57) says:'“‘So I managed, in November 1911, to have an officer assigned to the cipher service, torelieve me of the burden. It was Captain Andreas
Figl, who developed into a brilliant helper, and headed the cipher group, with few interruptions, up to the end of the World War.,”—W. F. F.]
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German school, with surprising consistency, committed the common error of assuming that an
increased complication of the code or cipher necessarily meant an increased security. Experience
has shown, singularly enough, that real security in a code or cipher is often in inverse proportion
to the complication of that code or cipher, for reasons which we need not discuss any further here.

Just asthe German school entirely ignored the French school, so the French school apparently
also failed to take any notice of the German school. Each school went its own way unconcerned
about its competitor. What is said here applies to the authors on cryptography and not to the
French cryptanalytic bureau. Farther on we shall show how the latter followed the development
of the German school very closely.

The cryptographic bureaus in some countries date very far back; in others again they were
founded very recently. These differences in age apply to the cryptanalytic bureaus to a still
higher degree.

The lack of a clear line of demarcation between the activities of the bureaus mentioned above
often leads to a misunderstanding. Permit us to explain here that by the expression ‘‘crypto-
graphic bureau” we generally mean a government establishment, usually under one of the
Ministries of Defense, the Ministry of Interior, or the Ministry of Foreign Affairs, which is
responsible for the compilation and application of the codes and ciphers. But by a “cryptana-
lytic bureau’” we mean a corresponding establishment performing the following missions: In time
of peace examining and solving the code and cipher systems of any possible adversaries; drawing
up the necessary instructions for the mobilized personnel; and also assuming responsibility for
the execution of the measures through which in time of war the necessary material for solving the
codes and ciphers of the enemy is transmitted to the bureau. As a rule, the cryptographic and
the cryptanalytic bureaus are organized as one bureau; only when the activities are extensive,
such as is true in time of war and even in time of peace in the government departments of the
countries of the great powers, they may be organized as entirely independent bureaus, although
very intimate contact always has been found to be absolutely necessary between‘them.

Hence, in what follows, the expression ‘cryptanalytic bureau” will be used to indicate an
organization composed of cryptanalysts, the main mission of which is to solve the enemy’s codes and
ciphers, irrespective of the said organization’s relation to or cooperation with the corresponding
cryptographic bureau.

The oldest known cryptographic bureaus were located at Venice under the Doges and at
the papal curia in Rome. From 1300 to 1400 these centers were so very well organized that
they may in some respects be considered as models even today. Their work included both
cryptography and cryptanalysis to an equal degree, and with a logic which even today has no
equal in many places, cryptanalysis was placed first for the very logical reason that the person
who is best able to solve a cryptogram is able to grasp the weaknesses of his own systems and
work out means for eliminating them. The requirement for admission to the said Italian
bureaus, especially that in Venice, for this reason consisted of the passing of a very difficult
examination in the science of cryptanalysis, which was given once a year for applicants satis-
factory in other respects. The technical literature on cryptography of that period also shows
a most surprising insight into the problems of cryptography, and we must call attention to the
fact that the dissertation on cryptanalysis written at Milan by Sicco Simonetta, a cipher clerk,
and dated 1474, is even today considered greatly superior to all reports prepared by the
German school on the solution of the same cipher system.!®

During the period of decadence of cryptography—that is to say, the eighteenth century
and the first half of the nineteenth century—the remarkable insight of the Italians into the
importance of cryptanalysis gave way to the primitive conception that entirely safe ciphers
may be compiled and employed by a personnel not versed in cryptanalysis. The said idea,

18 8icco Simonetta, Regulae ad extrahendum litteras zifferatas sine exemplo, Milan, 1474.
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which is based on a widespread, deep ignorance of the nature of cryptography, certainly resulted
in a corresponding decline in the skill of the cryptanalysts during the above-mentioned period.
In several places the same idea still persists today.

Thus, in many countries during this period of decadence, the science of cryptanalysis was
entirely neglected; while in others, those which previously had maintained permanent crypto-
graphic bureaus, it appears to have been at a standstill. The latter was the case, for instance,
in France, among other countries. There the cryptographic and cryptanalytic bureau estab-
lished by Richelieu had been extraordinarily well organized by the well-known cryptanalyst
Rossignol,® who laid the foundations for the traditions of the modern French school. In Austria
also there was in existence during the reign of Maria Theresa a particularly well organized and
effective cryptanalytic bureau directly under the Minister, Prince v. Kaunitz.® Its traditions
also have been lost, however, at least as far as cryptanalysis is concerned.

In England and Prussia, during the same period, cryptographic activities were to a great
extent restricted to the compilation of the British and Prussian code and cipher systems. No
cryptanalysis was done in these countries, or if there was any it was only very unimportant. All
that is known about conditions in Russia is that Czar Alexander I had a corps of cryptanalysts
who succeeded in solving a number of the ciphers used by Napoleon I. These were probably
of great importance for Russian strategy.?

We must, of course, remember that successful eryptanalytic operations were not always
made public, even long after they had been accomplished, and that the work achieved along
this line certainly was greater than documents so far available have shown. We may also with
certainty assume that such work was restricted to a very few centers in the period under dis-
cussion, due to the lack of qualified experts.

At the beginning of the eighteen eighties conditions were as described in the following
chapter in the places where military cryptography was chiefly employed.

A. FRANCE

In France all official eryptographic work was placed under the Government ministries.
The sharp delimitation which the republican regime brought into the executive ministries is
reflected in the division of the cryptographic bureaus among five ministries, namely, the Ministries
of War and Navy, the Ministry of Foreign Affairs, the Ministry of Interior, and the Ministry of
Posts and Telegraphs.?? In addition to this, the special police, known as the ‘“Streté Générale”’,
operated a cryptographic bureau, which became widely known for its clever cryptanalysts.®
Despite unavoidable rivalry, cooperation between these various bureaus was comparatively
good, a circumstance which was to a great extent promoted by the fact that the military experts
received their training and instruction from specially trained civilian experts in the Ministry of
Interior and the Ministry of Foreign Affairs.?

The work in all these bureaus included both cryptography and cryptanalysis. The latter,
that is to say, cryptanalysis, as far as the Ministries of Defense were concerned, was chiefly a
matter of theory and organization, while the experts at the Ministry of Foreign Affairs were
wholly engaged in solving diplomatic codes, and the Ministry of Interior, or the Streté Générale,
was engaged in solving the codes and ciphers used by criminals and anarchists, the cipher of the

1 Lange et Soudart, Traité de Cryptographie, p. 44.

® de Broglie, Le secret du roi, Paris, 1879, IT, p. 514 and following.

Boutaric, Correspond. secrdte inédite de Louis XV, Paris, 1866, p. 162 and following; II, p. 379, 384, and following.
11 Bazeries, Les chiffres secrets dévoilés, Paris, 1901, pp. 214 and 215.

31 Lange et Soudart, Traité de cryptographie, Paris, 1925, p. 11,

2 The Sireté Générale comes under the Ministry of Interior.

% Givierge, Cours de Cryptographie, including p. IX. (Ancel and Haverna were the experts in the Ministry of Foreign Affairs and the
Sireté Générale, respectively.)
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royalist conspirators, and after the Dreyfus case, the ciphers and codes used by spies, as the
counterespionage service was transferred from the G-2 Section of the General Staff to the
Stireté Générale.

Work was never lacking; on the contrary, there was too much work, because the analysis of
the most important codes and ciphers was assigned simultaneously to the experts in the various
ministerial departments, competition then spurring them on to do their best.

The material came pouring in from various sources. The most important of these sources
was formed by the copies of telegrams which the “Black Chamber’’ of the Ministry of Posts and
Telegraphs constantly brought to the cryptanalytic bureaus.” Other sources were the military
radiograms sent by the neighboring countries during peace maneuvers and intercepted by the
special intercepting sections, which we shall discuss later on, also spies and deserters.

A very good instance of the above-mentioned cooperation was to be found in the handling
of the material available in the Dreyfus case, all the operations involved in which have by this
time been made public. During the whole time required for solving the famous so-called Paniz-
zardi telegram, Colonel Sandherr, chief of the Statistical Section, G-2 of the General Staff
(counterespionage service), who in that capacity kept in direct contact with the cryptanalytic
bureau in the Ministry of War, was daily kept informed of the progress made in the solution by
the bureau in the Ministry of Foreign Affairs.®

As we have already mentioned, the military cryptographic bureaus did not restrict them-
selves solely to cryptography. This work, at least in the Ministry of War, was organized and
divided into two services, the cryptographic service and the cryptanalytic service, until 1912,%
at which time a general merger of the two services was effected.®

On that occasion the eryptographic bureau was placed directly under the Minister of War
for several reasons, one of which was the great urgency for immediately encoding and decoding
the current correspondence of the Ministry of War. In time of peace there were only two
cryptanalysts in the service of the eryptographic bureau, Majors Cartier and Givierge, now both
holding the rank of general. However, the bureau cooperated intimately with the ‘ Commission
de cryptographie militaire” (Military Cryptographic Commission) which had been organized
at the beginning of the twentieth century and is still in existence. This commission, of which
Major Cartier was secretary up to and including 1903, consisted of about 10 cryptanalysts
selected from among the officers of all ranks and arms who had shown a special aptitude for and
knowledge of cryptography and cryptanalysis. The members of the commission were not
removed from their normal duties in their regiments, staffs, or corps, but were to devote themselves
to cryptographic studies and work in their spare time, as a reward for which they were given
certain fixed compensation. Special leave was also granted those who participated in the meet-
ings of the commission, but contact between the various members was maintained chiefly by
correspondence.

The work of the commission, which attained an extraordinary importance during the World
War, included both cryptography and cryptanalysis. The cryptographic work consisted of
theoretical and practical tests of the systems which were proposed to the commission by its own
members, by other military personnel, or by civilian personnel. The latter used to apply
directly to the commission, submitting all kinds of systems, ideas, and proposals for consideration,
many of them valueless, but some, however, of exceedingly great value. The author was

25 Reinach, Histoire de I’Aff. Dreyfus, Paris, 1901, I, p. 245. Viaris, L'art de chiffrer et déchiffrer, Paris, 1893, p. 78. Myskowski,
Cryptographie indéchiffrable, Paris, 1902, p. 4.

38 Cassation du procés Dreyfus, Paris, 1906, III, p. 175. Dreyfus