
DOCID: 3633965 

Ueclassified and appru·.;ed for· 
elease bv l'~S.A. on 1 '1-30-2009 
JLH"suantto E.O. ·12958, as 
~mended. DECL.A.S 58017 

'TOP SECRET 

ARMY SECURITY AGENCY 

Washington, D. C. 

S'.tCREI 
"9UJ.I ·:: . Jlr Authority of the 

UJl~~ Commaudinq General 

lllitiale 

I, 

0 I 

0 "!\, 
g ''1 

2~ "' &'; 
''""""' 'p EU.HOPEA..1'{ AXIS SIGNAL INTELLIGENCE IN WORLD WAR II i Q . . 
:;~' ~ 

~--~,, .....,, 

AS REVEALED BY ;· TICOM'! INVESTIGATIONS ~ ~ "n ~. 
"'e-J~ .• 

/ 

AND BY OTHER PRISONER OF _WAR INTERROGATIONS 

AND CAFTU'.HED MATERIAL,, PRINCIPALLY GERMAN 
I 

VOLUME 9--GERMAµ TRAFFIC ANALYSIS OF 

RUSSIAN COMMUNICATIONS 

_,Q 

i~ 

., 

:x:r 
-< 

-~f.2 7Av11r - ---
··~-~ ' 1&41 ' 

Pre~ared under the direction o 

IJ /;7/ -1-7 !; 

779j 
··dexea · 

CHIEF,, ARMY SECURITY AGENCY-;--:=-...:..._..1._ ___ _j 
1. May 194-6 

'WDGAS-14 

JOf .SESRET. CREAM 

-- - -· · -~·- ._, -- - · -- ~ - - -- -- - - - ~ - - - - ~ ~- ,.,.,.-· 



DOCID: 3633965 

• 
------ -·--- - ~ - - -... .....- .- :---;- - ---

JOP. sEOREt CREAM 

• 

TABL.E OF CONTEMT5 

C:hapter I Security of Russian Communications 

C:hapter II German Exploitation ot Russian Comrnun1-
cations 

Chapter III Summary of German Successes in Trattic 
An~ys1~ ot Russian Communications 

!I1ab A 

. ; 

· TOP. SESRET CREAif 



DOCID: 3633965 

• 

•• 
.<P"" .• 

- . ~·· , . 9· 

• 

INTRODUCTION 

• I 

. The contents of this volume deal v1th German ex-
plc>1 tation of Russian communications through Traffic '· 
Analysis. There is not as much source ·material available 
on Russia as the.t'e is on United States and England. 
Th•~ ma1n interest or the 1nt~r:t-ogat1on officers. normall~ 
wa1:1 centered .on gaining intelligence concerning Amer1-
C8Jl and British communications, . and consequently, 1n
te:C"est concerning Gel"m&n activity on the communications 
of other countries had to be of secondary importance. 
In addition, because of the .conditions under v.hich many 
of the interrogations vere conducted--& number of them 
being made 1n active combat zonea--there were oftentimes 
g~eat difficulties encountered 1n carrying out even 
this necessary routine line of questioning~ Even had 
there been ideal conditions under which to work it is 
p~obable that not much more intelligence could have 
.be·en obtained on Russian 'communications because the · 
German personnel who were engaged 1n that work were 1n 
the Russian zone of operations. Only a rev of theae 
fell into English or American hande--the Russians cap
turing the others. However, the material which is. 
available does give a fairly adequate, though not com
plete, picture of Russian communications as seen by 
the German Traffic Analyst. 

-~-~------~----~-·-- ·- - - --- -
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VOLUME 9 

.Chapter l 

SECURITY OF , RUSSIAN COMMUNICATIOBS 

1t~( 

Paragraph 
General Security •••••• 

Security on Partisan Nets • 

J.~y and A,ir Forces Nets. • 

• • • • . ' . . . . . • . . . l I 

• • • • • • • • • • • • • • 2 . 

• • • • • • • • • • • • • . ' 
- 1. General security.--Although the Russians monitored 

it.heir own JDl!ltary communications for the more outstanding 
breaches of cryptographic and transmission security, company 
.a,na secondary commands were very careless with their radio
telephone transmissions. Code cover names were rarely heard 

- by -German listening operators. However~ ~1 private con
versations were intercepted as the Russians had a tendency 
to use radio-telephone facilities as an ordinal7 telephone. 
Also .the Russian radio operators committed violations 1n 
security which greatly facilitated the work ot the German 
Signal Intell1gence.l . , . · ·- · 

The Russian radio and radio-telephone operators habit-
· ually engaged 1n "operator chat". One instance of such con
versations, -and the subsequent value to German Signal Intelli
genc.e, occurred in January 1943 when the Germans learned that 
a British-American de~egation was visiting the Rusaian Central 
f'rQnt. In .other instances the arrival or high-ranking officers 
was disclosed 1n private radio-~elephone conversations as well 
as dates tor planned · often~ives.2 . 

Although their radio-telephone traffic was on a very 
low level .or security, the' .inorse and non-morse radio traffic 
of the Russian military torces reached a high degree or 
security during the later pe~iods of the var. This appears 

1 
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to have' been due to the increased amount of radio training 
given the operators; the increased amount or traffic which 
~hey hE~ to seu.d; and the subsequent efficiency which came. 
from pt•actice. ~ · . 

2 .. Security on Partisan Mets. --On the Russian Partisan 
radio nets good operators were employed and the Germans were 
unable to learn much about the operation and activity of 
these iiiets. In the winter of 19~} the ·Germans formed a 
detachment to trace the activity of the Partisan net·s. These 
attempts however were unsuccessful owing to the tact that 
messages transmitted were very brief and. there was only a 
short duration of radio activity when the nets were in opera-
tion. 4· · 

!i. Army and Air Forces Neta. - .. The set-up or the Ruaa1an 
radio nets waa a reflection or the organization of .the 
Sov1e1; Armed Forces. As radio facilities were used without 
restrlctiona. on account of inadequate line communications. 
tl'atf~lc intercept and analysis• as a primary aoUl'ce ot intelli
gence to the Germans. reached a high degree of efficiency. 
An insight into the makeup of the radio nets was facilitated 
by inrpel't~ct changes 1n the radio disc1pl1ne.5 

The &11' units of the Russian 8.l'Dlies were forced, due to 
inadequate line communic~tions, to exercise command from A1r 
A:rmy downwards by radio.b . 

In nets tl'om division downwards in the Army cQmpos1t1on 
radio 1-telephone channels vere used for the passing 1n of com
munic;ations 1n addition to the use of morse radio traff.1c. 
During the latter days of the war th1s use or ,radio-telephone 
1nol'E1ased. At the beginning or the war radio-telephone trans
mission in regard·. to opening of nets, message warning signals, 
and t;he use of the alphabet 1n spelling out names and code 
groups was carried out strictly in accordance yith existing 
regu:Lations. · such was not the case later: the traffic then 

'I-75,, p 4 
4 .. 

4 I-75, p 

5I-?'O, p 4 

61-1'0. p 3 

2 
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sometimes assuming a very free form. Radio-telephony was 
used for passing messages, tire'orders for artillery, 
reports _tor the Ail' 'Warning Service, and· also for general 
conversation between officers and commander·~. The traffic 
consisted mostly or tvo-and-three-figure message-text, 
plain-text, and mixed figure-plain-text. Radio stations 
used cover names which were easily analyzed by the Ge:rmans. 
Call signs or these stations were mostly formed from t}J.e 
coiirer names or the stations. (Thus the call sign 11 MAP" 
was tomed from the cover name or 11 MAPKA" ) • 7 

In analyzing Russian traf'fie the Germans used all the 
dat.a available: . pad num,bGrs, originators' serial numbers, 
call. sign system composition, coo~dination and -knowledge of 
ma~1 coordinates, any results obtained from d§c:rypted mater-
ials, and any direction-finding information.~ . 

71··173 .. p 10 

8I··l9b, P 5 
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Russian Radio counter Measures • 
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4. Russian Radio Procedure.--Dur1ng the first days of 
thft Rua81an-aerman war the speed of the transmit ting operators 
va1i very low, but as time vent on they developed their speed 
unt.11 at the end of the war the avel'age speed attained vas 
16 to ~8 words per minute. on some of the more important 
point-:to-point radio nets . the average speed vas 25 words 
per minute.9 

gl:F-187, p 48 
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a. Procedure Si~als.--The International "Q 11 and "Z" 
signal gl'OUpS Vere use as procedure signals by the Russians. 
Th4:1 Germans assumed that· some of the Russian operators· had _ 
been trained by the British because some well-known British 
ab'brev1at1ons suoh. as "ok11 

1 "pse", 11 for' 1
, 

11 f'n{, ntks", etc., 
often were round 1n traffic. The~e was also & certain amount 
of amateul' l'adio Pl'OCedure used. In add! ti on as a separator .. 
between call signs the Russians used both "def. and "a". The\.,·::·· 
letter "r'' was used as a break between numbered groups in 
c1.pher text while a comma was used in clear-text messages.· 
No1 break sign was used in the radio nets of h18her head
qu1arters, the on~y 1nc$1ca tion. of a bre&k sign being a pause 
af'ter a word or code group had been completed. This was -one 

f:di~e~;~:r!~!i~r~~~ ~~d~~~~ ~~ant~:!~~~~!!~io 

b. Radio Discipline.•-When Russie.n nets underwent call 
s~Lgn changes or frequency changett 1 the German intercept opera
tors had little difficulty in identifying the nets since a 
lack of security 1n turning on of radio sets and checking or 
f:requencies (known as ''tun1ng11 } 1n!!1'1ably permitted :reoog-
nltion of the changes 1n the nets. · . . 

security violations were often committed when work shifts 
were changed. An excellent example of the type or information 
thus made available to the Germans is to be found 1n the follow
ing intercepted message. 

"This is Miehka,how did you sleep? 11 

"We could not decode the third group in your message 
. number 25 of last evening. 11 

nyou must transmit it again." 
.~, 'l~hus Misllka and his request not only gave the Gemans the 

tdent1ty of the net but ens.bled them possibly to obtain a 
previously intercepted message in a nev key if the second 
operator

1
sompl1ed with the request to re-transmit the 

message. · · · 
Some Russian· operators furnished the Germans with a 

1~ood insight into Russian morale by 11 griping" over the radi;o,. 
:some of the operators were so obliging as to inform other 

• 1operators· ot the new
1
rrequency which they would begin using 

' .at a specified time. ' r 

lOIF-187, p 48 
11IF~l87, p 49 
12IF-l87, p 49 

l}IF-187, p 49 
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Russian lapses 1n radio discipline often led to_ ob~ 
ta1n1ng by the Germans ot valuable intelligence. At one 
time the scarcity of traffic from a part of the Leningrad front 
led the Gel'ID&D. Signal Intelligence to think that the Ruaaians 
were planning a new offensive. ·The German Signal Intelligence 
already knew the identity of Air Combat units which vere baaed 
1n tbat area. Therefore, when .· messages from the Pimlish 
area were intercepted containing the names or escadrille 
leaders and 1ns~ruct1ons tor future operations,, it was es
tablished by the German·Signal Intelligence that those units 
formerly located on the Leningrad front had moved to the 
Karel.ian front in Finland. ·This intelligence, which was 
subse,quently proven correct, was obtained by the Germana 
althc1ugh a complete change of call signs and frequencies 
had been made by the Russians.14 · 

5. Special Trart1c Characteristics. 
a. Call 81gns.--The to11ow!Jig iritormation concerning 

work which the Germans did on 1 the .Russia.n Call Sign Books 
was _11ritten by Uttz. (Non-commissioned otf1cel') Wilhelm 
HEIMANN. The Russian C&ll ,i;lgn system, according to HEIMANN, 
is a continuation from a previously known system vhioh the 
Gel'IDllD.B had analyzed. The production or the call sign books 
Wl).B 1by the same method as had been used vi th the older system,, 
but the manner or selection .or the call s1gna 'by enc1pherment 
ot t:b.e radio station basic numbers was different and nev. 
This latter method was almost identical to the system used 
by _tb.e Germana af'ter Dovember 1944 when all the call sign 
systems used by the Germans were changed. lmIMAKN thought 
perhaps the Russian method may have influenced the adoption 

··· ··--or the same method by the Germans. one difference between 
the tvo methods vas that while the Germans enciphered a call 
sign vhich was determ.1.ned by the enciphered basic radio 
atatio~ number, the Russians merely used the enciphered basic 
number tor deterndn1ng directly the page, row, and column · 
1n the call s~ book where the new call sign would be found. 
"Co.Jl1sequently11

1 said HEIMANN,, "the German system is unbreak• 
·able without. say. captured data; the Russian is quite break• 

. ablE1 given sufficient call signs and day-to-day continuity. "15 

14 IJP-187 I p 49 • 
15n~-19r, P 6. 
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When the Gel'ID&lls first began studying ·the Russian sys~ 
tem ot call signs their purpose was to establish the call sign 
books or systems ('{Jnterlagen) trom which call signs were taken; 
the method ot selection ot the call signs from the book; and 
th~ various groups of call sign users. The objective or the 
Gerraans in'making the study was to determine, on the basis ot 
the call signs used, the character and composition ot any 
giv•~n radio net; to identify 1n that net the various fol'Ulat1ons; 
and to maintain continuity throughout call sign changes.lb -

The following methods and results ot this study are given 
by :KEIM.ANN: . 

. ' "Call Sign Systems. , 
"There were found to be two tables (dUterenl or 

call signs: 
"TPR 4': a list ot 1,200 words, the first three 

letters or which were used in keying traffic. 
· "Call Sign Books: each with 1,100 - 1,200 call 

signs, which were compiled of letters $.lld figures 1n 
such a manner that (excepting compilers.1 errors) 1den-

· t1cal call signs could not occur. 
"TPR 4} had. 16 pages, 74 call signs per page, 

divided into three groups, each of 25 call signs. 
· Each group had 5 11nes1 each vith 5 call signs. 

(The abo~e is based on captured documentsJ -
"A Call Sign Book contains 100 call· signs, in 

lO lines with 10 columns, on each of its 11 or 12 
pages. (Oo~1rmed also by captured documents.) 

- "Prom .the numbering of captured documents the 
.approximate scope of t~s material can be estimated 
at . about 17 to· 18 books. Up till now, about 12 or 
l'· books bave 'been 1n use. Books were not compiled 
as complet,e booics 1 but approximately 200 pages were 
first compiled and then split up into books. Each 
page contains 96· call signEJ beg1nn1ng with }2 differ- . 
ent characters, .} call signs per character, and 4 call 
signs beg1Jlninlz_w1th 2 other characters, 2 call signs 
per character~rr 

16IF-19f', . p l 

l '7 The translation here is very poor. What appears to be me~t 
1s: "Each page contains 100 call signs per page. ; 96 ot these 
are 3-letter call signs which begin with 32 dif'ferent possible 
characters. The remaining tour call signs are 2-letter call 
s.1gns a.nd must begin with the remaining two letters ot the Rus
sian alphabet. The Russian alphabet with the English equiva
lents, together with the International Morse chai'acters; are 
g1 ven on . the next page. · 

7 
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RUSSIAN, ENGLISH MORSE RUSSIAN ENGLISH MORSE 

A A n p • 

Ei B p R ...... . . . 
El v -- (W) c 8 . • 0 • 

r . G -- . T 'l' . . 
Jl D 

y 00 • • 

E 3 . P. E • F . . -. 
1~ ZH - (V) x KH (H) •••• 

3 z ·-- Ll TS ~. -.· (C) 

~, · I 4 CH • 
~· I"" . . (J) ill SH c oJ . • 

H K - - Ul SHCH .. -.- (Q) . 
J1 b 9 b 

BARD11 
.(X) L . ' SOFT - -. -.. •• 

.M bl 
SIG'ft 

M YE -....... (Y) 
. ti 

H. N ro YU (tJ) .. 
" 0 0 R YA (A) . ~ .... 

0 'Wlth snotbex- vovel. ( 
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."No call signs began with E, z, R, U, SHOH ((Q)). 
and p. The 34 characters, therefore, used as beginners 
((1..e~, inJ.tial characters)) were: 

"A, B, V ((W))i G< D, ZH ((V)), I, J, K, L, M, Ba 
O, P, S, T, F,, KH ( H)J, TS ((C)), CH, SH, Y, X, IU, 
IA, lfi 2, 3, 'f.., 5, , 7, 8, 9. 

· ''l'he unused .beginners are obviously those likely to 
be contused v1th Russian International Call 51.gns·, operat-
ing signals, etc. · . 

· "51nce the 34 .beginners vould have yielded} x }4: 
102 call signs, 2 beginners 1D rotation vere selected to 
ror;a 2 call signs each. 

r ____ ,_,. "The ' affiliation or the books could thus be l'ecog-
nized by knowing which 2 initial characters on each page 
vere those limited to form 2 call signs each. 

n'l'o keep check on the allocation of call signs to 
individual pages the compiler used a list 1n which the 34 

·initial characters each had .two sheets,, ont:t extend1ng from 
A to 1'5 ( (C)) and the other trom ,CH to 9.lts . . 

"The compiler, having d&i!ived the call sign,, say AAA, 
entiered .it 1n any position on the page which vas then apport
ioned to one ot the 17 or 18 books. The designation of its 
loc,ation, 1n terms of page and Qoordinates on that page, 
e.-g;., page 07, coordinates 23,19 were then entered 1n the 
space for AAA~ Some pages would then appeal' diagonally 

, ad~acent, 2wh1le others would be vertically or horizontally 
· e.dJacent. 0 · · . 

"The printed text of 11 or .12 pages was so arranged 
that two pages were printed on one side of a sheet of paper. 
'l'hua two ·pages were p~l'DlSJlently associated. 

"After some · time these sheets, each of' two .pages,, could 
be ·unbound and reshuffled so . that a completely new arrange
ment ·ot books resulted. Reshufflings ot this type took 
place at the beginning of Oc.t.~ber .1944 and in the middle 
or :sebruary 1945 .. 
· · "Manner or selection." 

. "Formations working with TPR 43, especially from the 
d1v:1s1on forward, were allotted a page by the chief signals 

18S43e Figure · 1, p 16 . 
19F:Lgure 2, p 1:6- 1-... 

20. 
F:Lgu:z'e 1, p 16 

9 
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of'fJ.cer; . selection was made according to the 1nd1v1dual 1 s 
tanc:y but often the page vas used .line by line. Such 
stex•eotyped usage led to the recognition of call signs. n21 

b. Russian 5ec:ret Police Nets.--The High Command nets 
of the Russian Secret Police· (Nirvr>), often .including the · 
netu of regiments forward to b.attalion,, entered the call 
sign selected from TPR 43 -{either consecutively or at random) 
in JLO x 10 squares (100 call signs). By means of daily 
changing digit coordinates tor the squares it was possible · 
to issue a maximum of 100 call signs to a radio station 
pl'oi1ided vi th a 2-c:Ugit basic number. · 'l'his system vas valid 
fol' three months. . 

For example,, consider a radio station with the basic 
number ,}l. The call sign for the first day 1s SHUF. The 
call sign tor the seo~nd day is NASH,, and the call sign tor 

" the 96th day is· STA. 2 · 
.. . For enciphering the 10 1 s digits of the radio station 
bas:Lc number ·there were 6 vertical coordinate columns and 
for enciphering the 1°s digits ·th$re vere 6 horizontal 
CQo:rdinate rows,, thus yielding 6 x 6 = 36 possible encipher
ments per month. ' The columns and rows che,nged monthly; the 
contents or the square changed quarterly.2' . 

. , .. c. Air Force Ground Nets. --The nets of the Air Force 
Ground areas (RAB) entered the call sign selected consecu• 
tively from TPR 4-} ·in sindlar .squares and .then used these 
squares, line by line,, for 31 days. For the RAB which used 
this procedure ~~e same call sign and meaning recurred every 
calendar month. 

For radio stations with call sign books 3·d1g1t radio 
station numbers were issued. Thus up to 1,000 stations ·could 
mak:e a daily change of' call signs by means or one call sign 
boo·k. The · basic radio station number was changed daily by · 
enc.1pheriilg' it by uieans of a simple substitution table 
wh1.ch would then give the page .· in the call sign book; the 
vertical coordinat.e ;: ·and the horizontal coordinate. 'l'he 
1nt.ersect1on of ~ges~6cool'dinates would .then 1ndtcate the 
dally c~ll sign. , 
21J:-19f I - P 2 
22Figure } . 
23JC-i9f I p 3 . 
24:[-19f I p } 

251r1gure 4 
26J~1gure 3 
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DAY 
OF 

MONTH 

PAGE OF TPR 4, CALL 5IGB BOOK 

DAY OF MO"TH 

2 17 96 3 l 9 .8 5 

61 8 ~ 
' 1 7 9 l 7 

3 48 10 7 3 5 l 9 · 

9 5 6 BAC FAL DOM SOM 

st 3 l POM TUR SHUF LEN ' 

4 7 . J M03 STA YOS BOL 

5 6 9 WO:J.; NKT 

3 2 ~ 

-

Figure .3 

1. Find day of month 1ri 6 x '6 squal'e 1n upper left hand 

corner. 

2. Locate first digit (lO's) of basic station number 1n 

vertical colµmn in which day of month is located. 

3. Locate second digit (l's} 1n horizont~l row ·in which day 

of month is located. 

· 4. Intersection or these coordinates gives call sign. · 

13 
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SUBSTITUTION TABLE FOR BASIC STATION NUMBER 

I>igi ts of basic radio 
¢ l 2 3 4 5 6 7 8 9 =,Aj;.a.tion numbeX: 

.lOO 'a digit substitution 5 7 2 6 ' sl 8 1 3 9 4 

lO's digit substitution 6 4 5• 2 7 3 rJ 8 9 1 

l's digit substitution 2 8 4 6 fl 1 5 3 1 9 

Figure 4 

1. Locate digits or basic radio station number at top. 

2. Substitution for digit ttill be found 1n column under

neath each digit according to lOO's, lO's,, or l's 

position. 

3. EXAMPLE: •.: ... 
-.· .. 

Radio station basic number = 58;7 

Subst~tution for·~ first digit (5) in 100' th· 
. . ... . . .. ~• .. -
position is 118". 

Substitution for second d1g1t (8) 1n lO's 

position is -" 9 11 
• 

Substitution for third digit (7) 1n l's 

position is '"3 11
• 

Eli ciphered number is the ref ore 893 and g1 vea·:· 

8 = page of book 

9 = vertical coordinate 

3 = horizontal coordinate. 

14 
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The rows of 10 digj;ts used 1n .the substitution table (see 
Figure 4) were taken from a large table of 100 rova which vere 
derived by cyclioal substitution from 17 basic rove. !he three 
rov13 of digits to be selected daily were .found from a table 
whieh was valid for three months. This table consisted of a 

... col1.unn indicating the day of the month. Opposite each day of 
the month were three columns. In each column vaa the number or 
the row which was. to be selected from ' the large table ot 100 · 
rows. The . table was 9 columns wide: the first 3 columns de
signating the first month; the second 3 columns the second 
month; and the last 3 columns the third month. Tbe arrange
men.t was such that in any one column no row . ot the 100 row · 
table vas repeated during t .he three months eff'ect1ve period .27 

d. Groups of Call Sign Users.--The General start radio 
nets used their own call sign book up till .about February 1945. 
After this date the call sign book was not identified by the 
Ge:r.ma.ns 1n other traffic. The High Command nets~ 1. e. , the< .. 
Front Armies and the Front Corps, used their own ca11 sign 
bo<>k only .from July 1944 until March 1945. · :,· 

There were four call sign books .for the Al'mies, A1X' Army, 
and Corps nets. The Armies of tvo or three widely separated 
fronts employed one call sign :book Jointly so t~t only by 
direction finding was it possible to establish 1;"1i:tvh1ch front 
ahy particular Army was located. While the various groups ot 
users had to be determined after eve'l'y re-shuf'tl1ng ot the 
p~.ges ot the call sign book's, this gave the Germans little 
trouble and often brought additional intelligence. For exam• 

. pl.e, the last re-shuffling in J\pr111945 br0ught to light 
that the call sign books of the command nets contained an 

· additional 11th page in place of the us.ual 10 pages ''which 
:. VELB not af'f'ected by the enciphering process and served to 

select emergency call signs, which then were used as permanent 
c~ll signs. The books of the Army nets ev~n had two additional 
pa.ge s • "2tl . 

e. Another German prisoner. Corp. HEUDORF, vho was a 
radio. and intercept operator on the Eastei-n tr~nt, alao vaa 
interrogated on RusB1an use of call signs. He stated that 
until July 1944 the Germans knew the Russian · call sign aystem 
27I-19t. p 3 
28 

I-l9f, p 4 
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ver--y 1;e11 and were able to make predictions which were reliable. 
At thEt beginning or July 1944 the Russian radio neta ma.1nta.1ned . 
radio silence for seven weeks preceding the Russian offensive 
which took place in the late summer·. · When radio Alilence wa.s 
lifte1tl all. the Russian call sign systems had been changed. From 
that time on it was very difficult tor the Germans to have much 
success with the call sign systems. However . by the end of May0 
ot 1945 HEUDORF sta~~d that good progress had been made inc::--- 1 

solving the system. ':J · · . · · . 
t. Five other German prisoners, ·Sgts. Eric~ ~ERG, 

Dietrich SUSCHOW.K, SCHMITZ; HEMPEL, 'and Corp. GRUBLER, described 
the technique used by the (Je:r.mans 1n identifying radio stations 
in the People's Commissariat for River Shipping {:NXRF). ~hey . 
stated the1,l had no particular difficulty in. locating the . stations 

11 About 50,% ot the messages are not sent direct 
from the station ot the sender to the recipient but 
are passed on, 1n some cases by way of three or tour 
stations . For example, suppose that Saratov (RBtJU) 
has some urgent messages for Moscow (RBFC). But the 
next tratf1c time between Saratov and Moscow is not 
until two hours later. However, · Saratov ha~ traffic 
at that moment with Ku1beshev (RBFR) and knows that 
because of its traffic schedule Xuibeshev Vill be 
working with Moscow immediately af'ter it ha.a finished 
with Saratov. So Saratov ~ends i~s messages to RBFR , 
Kuibeehev: · 

IZ RBUU 465 68 3/10 1200 MOSKWA A/P 
POLKOWNIKU PROMINU 465 143 476 ..... 24}/2 30 . GORBAOEW. . . 

"On conclusion ot the traffic RBFR acknowledges 
receipt of the messages to Saratov, calls Moscow 
and begins: 

IZ SARATOV 465 68 3/10 ·1200 MSK /4/P 
PRONINU 465 143 476 ..•... 243/2 
GORBAOEW. . 

· 
11 This shows clearly that RBUU is. ~.ar.&tov. Naturally 
one is not always so fortunate as to be able to 
follow such a pass-on 1n its entirety. A simple 

Oexped1ent is to collect signatures 1n conjunction 
. 29:r )75~ ·. ~ B . -.. .. 

3oThe message re.ads: }t'ROM RB~U ·,;..;t .••.•• 3/10 1200 ·hours 
Moscow. For Artillery Reg:i,ment-' 7'.. Col. PRONIN}(: ••••• 
S1.gned GOBBAOEW. . · . · 

16 
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with the ·call signs and places which come up with 
them. For example: 

RBUU GORBAOEW SARATOV OE.OERilf 
OEOERIN GORBAOEW. 

"If one has at least two names which come up to
gether one can say certainly that t~e call sign 
and location have been identified. One name alone 
is not sufficient for identification, as 1n a 
large net there might easily be people yith the 
same name working at different places. '' .:>l . 
g. German personnel working. on 1dent1f1cat1on of Russian 

call signs, stations, and nets kept elaborate card indexes which 
contained all known and unknown call signs picked up on the · 
ent.1re Eastern front. These cards shoved whether, and 1n vhat 
coirmect1on, the · call sign had prev'ioualy appeared. A cover . 
name index was also kept which contained all the cover names 
that had been collected, and indicated the source and date of 
occurrence. With the assistance of these card indexes almost 
complete cover name tables for the Russian fronts ve~e re-
covered .'2 · 

h. The call signs of all Russian ground stations were 
m&de up ot three characters, either or letters 1 or letters and 
tlgures. An exception vas the fixed 4-letter call sign used 
on several transport nets. For the greater part. the call signs 
lrnre taken from a call sign book used by the Russian Army after 
AJ>l'il . 1944. 

To form the oall signs all the letters and the digits from 
1 to 9 were usea. . However as 1n the case with the ·book TPR 43 
the letters E, z~ R, u, SHCH((Q)) were not used as the first 
element of the call sign. Each page of the book contained 
1,000 call signs. These call signs vere changed at irregular 
1.ntervals, sometimes daily and at other times at longer periods. 
When units and headquarters moved, a suffix was added to the 
call signs of the various eghelons. TQ.us, "BEM''--rear echelon; 
."BEM-1':--advanced echelon.3.:> · 

Call signs used b~ the Russian Army, Air Forces, and the 

31I-168, p 7 

;;2IF-187, p 2 

:~3IF-187, p , 50 
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Russian secret Police (NKVD)34 down to division nets bad the 
general form of "XXB", where X could represent any letter of·. • 
the :r·oman alphabet or any digit from 1-9 (0 not being used) 6 , 

while~ B could onl¥, represent a letter. Letters of the Russian. 
~lphabet such as 'IA" ( .- • -) , "IU" ( ~. --) , 11 CH" (---.), and , · 

SH(-·-... -). were omitted for the purpose or camouflage since t,:.,~ '. . 
those letters only appeared 1n Russia.Ii moree traffic and thua 
call signs employing those morse characters would be recog• . · .. . 
nizeCI immediately as being Russian. S1m111arly .0 was not used· 
since the Russian operator always used the abbreviatttd form .· · 
(.-) vhich would have confused it with the letter T • .:>:> . 

. ~The call signs were taken from a call sign book cons'iating 
of 26 pages, each page containing 35 x }5 or l,225 .1tems (the 
26 ·lE~tters of the roman alphabet plus the digits, l-9) . . The · 
last element or the unenciphered station call sign indicated · 
the page or the book (the 26 ~ages corresponding to the 26 · 
letters of the roman alphabet)'; ~he first element or the call 
.sign indicated the horizontal row of' the designated page; and · 
the :3econd element indicated the vertical column. Call signs 
beg1~1ng with ';5HCH (Q)" or 11 Z" were not used . as these might 
be contused ·w1th the procedure signals or the International 
Q or Z code. One call atign block was kept for long periods . · 
of time; apparently for a year 1n most cases. It was assumed 
by the Germans that units or the A'l!my, Air Poree and the 
Secret Police (NKVD) all took their call signs from one 
block, for by this means the simultaneous appearance or the 
same call sign at different places vas most easily avoided. 
Units which appeared in regimental nets down used .call· signs 
of the general fol"Ul 1'BBB 11 in which ''B" represented any letter 
of t .he· Russian alphabet. These call signs were 'formed from 
the cover name allotted to the units. If, ror instance, a 

34The Russian Se~ret Police (NKVD) worked in conjWict!on with 
the Russian Armed Forces. The functions of the N.KVD frontier 
troops ..a•) as f ollovs: 

a. Arrest or A:l!my deserters. 
b. Prevention or infiltration by enemy groups into rear 

areas. 
c. Location and arrest of enemy agents dropped 1n rear 

areas. 
' cL Evacuation of civilians from battle zones. 

e. ,Supervision ·or railroad traffic; guarding of railroad 
lines 1 traftio routt;;s,, bridges and industrial plants; 
close search ot forests and villages tor deserters 
and enemy agents~ 

351-17,, p 21 
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unit was allotted the cover name ''SVJEZDA"' tor a certain time, 
1 t w·ould, use the call signs SVE I 8ZA, SED' etc.... 1n 1 ts radio 
traf'fic. No changes might be made 'in the sequence ot the 
lett.ers. Call signs were chosen so that no confusion was 
posE1ible. These call sign.~ were changed at intel'vals of one 
day to a week, and occasionally were changed at the aame time 
a now cryptographic system was placed 1n effect. However, the:re 
wer13 exceptions to the above use or call signs. From time to 
time it was observed by the German operators and tra.ftlo 
analystll that some radio stations appeared whose gall signs 
varied from each other only ba the addition or a ~Nt+, It 
tile'S'e"stations belonged to a1v1s1on or higher eeEilon, then 
they were all in the same unit, bu~ 1f' the call signs appear~d 
1n a small unit the stations belonged. to _individual aircraft;·: 
tanks, etc36 1n connnunication with a ground statlon6 iead!rig 
tank, etc. 

The call signs of a few of the higher Secret Pol1Qe (NKVD) 
units, and ot the nets of the "Al'tillery Reserve ot the Supreme 
CollBmand" were, in some cases, made up of tour elements •. These 
weJ:-e not taken from call sign blocks nor formed from cover 
na1Des. In all internal state traffic or the People's Co1Dln1s-
sa:riat liiternational call signs were used .37 · . 

1. · Cover Kames.--cover names (simple in nature) were 
us·ed frequently by the Russian m111 tary forces to cover or 
camouflage the identity· or units, locations, proper names, 
airfields, etc., and· could be found in various positions 1n 
messages. ExamDaes ot cover names which were common were· 
ROSA and .kUBDf.' · . 

The German Signal Intelligence Regiment 353, which was on 
the Russian :northern rront,reported it was- easy to solve the 
s:l'~le code cover name system used by all the air units in 
that sector. Each air division had a code name which changed 
three times a month. Regiments used the basic divisional code 
name plus a figure suffix, the lowest regimental number having 
the lowest suffix. Aircraft had a basic.code name according 
to t-ype to which would be added the regimental suffi<~, and 
either a number or the pilot's name to indicate the 1ndi'v1dual 

3'6I-17}, p 21 

;;7!-17}~ p 21 
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aircraft. · Ground control stations vith the armies 1n the 
field .also had a bas;~ code name with t1gure . sutf1xea tor 
subs:td1ary a ta:tions .. ':J . . 

j. Proper Names.--The ·use of proper names otte~ led 
to the identity of particular Russian tr&rf1c. Statements 
ot the capture of German prisoners, communiques, and press 
reports often . served to confirm 1dent1.f1cat1ons which the 

'· Germans had previously made • Air base depots and airfield 
battalions .used the names ot unit commanders 1n the clear 
as s. ) signature to messages or put 

4
8he names 1n the actual · 

message content 1n plainlanguage. . .· 
k. Preambles.-..;Messages of the Ant1a11'craft Defense 

. (Protivoyg_~dusc!Ulaya oborona~·PVO) unit• could be ~ecog- · . 
" nized from their preambles alone. Three .2-d1e1 t cover num-
. bera and ·the abbreviation "VZD" (air--vo;.du.eh) ware· used in 

the preamble. At other times a 3-digit cover number followed 
by the abbreviation "Mun with "IJ" at the end ot the message 
w:a-s .. to be round. The text or theae messages ·usually con-· 
tai.ned 5·d1g1t groups interspersed with 6-digit PVO grid 
references.JJl 

1. Message Number Sequences.•-Russian messages were 
numbered consecu·t1vely and these numbers could .often be 
use'a to identify traffic. The message number was usually 
the) last group in a message. 

6. Methods and Results of German Traffic Analysis.-
The .. analysis of Russian Army and Air ·porce traffic vfll be 
tr•~ated .at the same time since the organizations ot both were 
so closely tied together. The main purpose for the existe.nce 
of the Russian Air J\,l'm!es in the military collllilBJ'i.d Vt~ to~ the 
support which they could give to the gro'1nd forces. 
. The German traffic analysts worked hand in hand vith the 
intercept operators on Russian traffic. The tasks of the 

· tr·aff1c analysis section on the Southern Russ1an front were 
to1 record .. the radi·o characteristics of individual Air Armies, 
tc1 identify the various radio nets and their inter-re la t1on

. sh1ps, 4'11d to identify call signs and .reconstruct call sign 
ltsts. 

'91-163 
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The successes on the Southern front and the 1n1"ormat1on 
gained from sources other than cryptanalysis may be summed up 
as follows: . · 

a. Knowledge of tl:le Russian air situatlon. · 
b. Knowledge of the organization and order of battle or 

'Russian Air Armies. 
c. Knowledge of the strength of Russian units including 

type.a and armament of aircraft. 
d. Knowledge of the location and occupation of airfields. 
e. Knowledge of the movements a.rid concentrations ot 

Russian air and ground units. 
r. Knowledge or operational intentions. 
g. Knowledge of the amount and type of air transport. 
h. Knowledge ot the supply situation. 
1. Knowledge of probable targeta.44 
Interrogation of members of the German Army Kona No. l 

(Kommandeur der Nachrichten Aufklaerting· 1) brotight to light 
some important facts concerning German successes in analyzing 
intercepted Russian traff1c.~5 Kona 1 vas engaged 1n the 

. lnterception.t analysis and evaluation of the Russian A:rm:y, 
A.ir, and Secret Police . (MKVD) traffic on the southern hall' of 
t.he Russian front from June 1941 until May 1945. The Germans 
.w·ere able to. obtain, as a result of this work, accu 1c-
ture or the Russian order of battle~ They were ab e~ ~~~en 
to predict the time end location of impending uss1an~.£en- ' 
sives in sufficient time to be able to take advantage or such 
1nt'ormat1on. rTRese results were achieved more by the close. 
interrogation of all available sources of information 
(traffic analysis, evaluation, pr1sc1Der of var interrogation, 
captured documents, etc.) than by reading or enoiphered or 
encoded traf~ However, there was considerable ot the_ . 
Russian low an medium grade traf.fic read. In the German 
,:«>mmand organization there existed considerable rivalry 
between the cryptanalytic and traffic analysis personnel 
on the relative mer~ts of their respective units. ~hie 

fact appears to have created definite disturbances as to 
w·hich of the two units was the most valuable source of in
telligence to the German High Command • . It seems, from the 
overall picture presented by the interrogation of German 
personnel of the tvo units, that to the German ·S1gnal Intell -
gence the resp_e_c..t.11e--Y.alue-0L~~...12 &.nalltai a and,.:.Qf_c..i;· J4fl,.\O.::;.f-

ana-iysf"s was about three to one. This is due to tvo factors 

4lf:IF-l86, p 49 
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a. The general unreadability o~ Russian high grade / , 
tra.f't1c because of the extensive use ot one-time . . 
pad systems.. .' 

b. The large amount of information that could be ex
tracted from the generally lov standard ot Russian 
radio and cipher security, especially 1n respect t 
the use of call signs and radio frequencies and , 
1nd1cators.~b . · 

Russian security, from a cryptanalytic angle, was based 
almost entirely on the use of one-time pad systems for high 
level traffic and the use of a large number of code books 
and enciphering tables tor medium and low level trattic.47 
· . Th~ main source of information to the traffic analyst 
came from the Russian use of call signs and indicator groups 
and from a.tereotyped d1:rect1on-f1nd1ng reports. On u,ie bae1a 
ot this information the German traffic analysts established a 
detailed and accurate order of battle of the Russian forces 
operating on the ent~re Eastern front. In addition they 
also gained 1nt'ormat1~~ concerning Russian operational move-
ments and intentions. (j · . *' 

The Russians had a habit of using the surnames or of~i rs 
and pilots, tor code and cover names. This was especially 
in the Air Rorce. This type of information was cons,$.dered ery 
valuable by the Germans. · 

Quite often 'the information provided by the German Signal 
Intelligence units to the various German combat~~ts went un- . 
heeded. For example, 1n the fall of 19411 vhen f;He. Germans 
were attempting to ef'~ect .a junction vith the Finns at Tich
vj,.n, certain radio characteristics appeared 1n intercepted 
Russian traf'f 1c which had been noticed two veeks previously 
in: traffic emanating from Siberia. This fact was evaluated by 
the German Signal Intelligence as an indication that .Russian 
troops had been transferred in this short interval from 
Siberia to the sector north or T1chv1n. The Ge:rman command 
maintained that such a thing was impossible, and therefore 
did not take any evasive action. consequently, the Russians 
attacked in great force and won a ·decided victory. The 
46I-19.61 p 1 

47I-19b, p l 

48I-19b, p 19 
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juncti1on with the Finns never took place. The railroad be
tween :Leningrad and Moscow was liberated by the Russians and 
the Germans were forc~d to te.ke up positions on the Volchov 
front leaving the 11 hedgehog 11 redoubt at Demyansk to its t'ate.49 

A clarification of the working organization of the Russian 
Air Force is advisable before cons1deI"1ng the weak points 1n 
their transmission security~ The Air Forces were an integral 
part of the Russian Army. Their operations were cont+ned pri
marily to the tactical air support of ground operations. Duri~JE 

.operations actual command was by the ground force commanders, 
with the air commanders acting in an advisory capacity end hav
ing sole responsibility tor the successful execution of missions. 
The structure of· the Soviet Air organization emphasizes it as 
a.n instrument of the Army. Of some 12,000 Russian aircraft 
identified by the German Luftwaffe Signal Intelligence during 
the war (not counting long~range bombers which vere 1n a sep
arate organization) almost 10,000,. or more than 8~, vere fighters 
and tighter bombers. The remainder were· bombers and operated 
ma1nl1 against front-line targets. At the end or the var 
there were 11 Russian Air Al'D11es op'erating on the Eastern front. 
These vere, from south to north, the 17th, 5th, 8tha 2nd, 6th. 
16th,, 4th, 1st, 3rd,, 15th, and 7th Air A.1!'mY'· one Air Al'JDY 
was assigned to each Army Group to which it was operationally 
suborclina.te, and was then subdivided into Corps, Divisions, 
Regime~ts, and Escadl'illes. Each Air Army had two to eight 
Corps, according to the importance of its work. At first 
these corps were mixed tighter, fighter-bomber, and bomber 
units. During the var, however, there vas a tendency to 
change these mixed units 1.nto Uldtorm corps, and by the end 
or the war there was only one mixed corps left on the East 
front: the VI Corps. Each.corps was made up of two to three 
d1vislons; each d1vis1on or two or three regiments; and each 
regimeint of three escadrille a. Reconnaissance and artillery 
obser\ration aircraft, as well as ti:4&nsport units, vere. some..; 
times organized into escadr1lles, but usually they were regi
ments and were directly subordinate to the Air Arm::f. Each 
Air Army also had one reconnaissance and one artille17 ob- , 
servat;!on regiment. In areas vhere preparations to.r a con
centr~~ted attack were be.1.ng carried out the Air Armies were 
often reinforced by one o~ more or these regiments. By 
noting such reinforcements the Germans could recognize, at

0 times ll the intentions and probable plans or the Russians. 5 

49IF-l86, p 16 
50 
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COMPARATIVE STREBGTH OF GERM.AN AND AlJ·IED FORCES :=-
! 

.. . ! 

GERMAN AMERICAN BRITISH RUSSIAJf 
' i 

~t.affel Flight Flight · Escadrille 
I 
i 

~-12 planes 8-12 planes 8-12 planes 8-10 planes f 

' 

Gruppe Squadron Squadron l<egl.Dlent. 
(3 Staffeln) 20-30 planes 20-30 planes about 30 planes 
27-'0 planes 

' 

Qeschvader Group Wing : 

~~i GI'Uppen) 70-90 planes 70-90 planes 
0-90 planes 

D1v181on (2 or 3 
Regiments, usuall~ 

Pl1etii-Jaf'd Wing 3) 60-150 planes 
(2 Geschvader) 210-360 
about 160 . planes -
planes 

Gztoup (num-
ber of. planes 

rc'lieger- depend on .. 

Division mission) 
~bout 320 

planes Command (2 or 
more vings) Corps (2 or 3 
700-1;500 · Divisions) 120-

Lt'l1eger Korps planes 450 planes · 
(2 or 3 

Di visions) . -

About 600-900 ' 

planes 

uuftflotte Air Force Command or Ai~ Army 
Tactical 
Air Force , 

,. --F1gure 5 J~ 

51IF-187, p 9a 
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Lt. Werner RASCH, of the 353rd German Air Force Signal 
Intelligence Regiment in the East, gives the following account 
ot the development and achievements of the Russi&ll Long Range 
Bomber Forces (ADD--Avitsiya Dalne~S Dyest,(viya). 

"Soon after the outbreak of the Rtiasian-oerman . · 
war, practically all of the Russian Long Range Bomber 
Poree was destroyed, either by Germa.n -attaoks on 
Russian airfields, or in combat with Geman fighters. 
What was left of it was withdrawn from action. Mar
shall GOLOVANOV, chief or ADD, reorganized his forces 
with the intention of using them 1n night opera~ions 
only, owing to the threat presented by the strong 
German flak defense. The first successful operations 
following the reorganization took place 1n the battle 
of Stalingrad ((September 1942 - February 1943)). 
From then on, ADD operations played an important part 
1n all Russian otfens1ves. The training for night 
operations was of long duration; at the end of the 
war each bomber regiment had crevs which vere still 1.n 
a training status. . 

"The achievements or the ADD uni ts were not . 
very impressive. Crews were not trained for carry
ing out .night attacks in close formation. In the 
latter days of the var 60 aircraft of a division 
need approximately one hour to assemble and take 
oft, and even this was accomplished only. unde?tthe 
most favorable navigational and meteorological 
conditlons. In planning an attack, each division 
was allotted 20 minutes over the target; in that 
time it was intended that all aircraft of one division 

·should have completed their mission and -moved out to 
make room for the next division. Unless targets on 
the front itself were being raided, the :f'ront line 

). 

was usually crossed before dark. This permitted the 
take~orr to be made during daylight, and the first air
ers.rt to take off were held in an assembly area 1n order 
that a close-flying formation be formed. Formations 
equipped with radio-telephone communications · 
vere again brought into close order by the leading 
aircraft of the regiments before going into the ' 
bomb run. Each regiment had several Pathfinder air
craft, which ver~ flown by the most experienced orevs. 
since the success of the mission depended upon their 
ertort·s • In addition to th~1r flares, they usually 
carried a 1,000 pound bomb. 1 52 · 

' . 
52 JCF.-i87, p 30 
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· . 7. Point-to-Point Nets. --These point-to-point · not~ . ut the 
Long Range Boiiber Forces (ADD) alone vere a ' suff1c1ent basis 
on which the Germans could build up an accurate picture ot 
the ADD organization. When the 18th Rues1an Ail' Army . vas 
re<>rganized the Germans immediately recognized such s·teps 
from traffic on these nets. · The moet ·protitable .traffic ~ 
th•~se nets, trom an intellige~ce standpoint, came from units 
which were widely separated 1n the field as this necessitated 
the! use of radio facilities for communication. In instances 
vh1~re the units were close together very little signal 
1n·t.e 111gence could be gained since there vas slight need tor 
radio transmissions. 

From the intercept and analysis ·or traffic on these 
point-to-point nets, movements of tne Russian Air Army units, 
lo 1cations and occupations of airfields, numbers of operational 
and unoper~tional aircraft, and locations of supply dumps 
could be determined. Traffic intercepted·on these· nets 
alao gave ·the Germans considerable .in.formation regarding 
intended operations and offensives. one outstanding success 
along this 11n~ occurred when a Russian order to bomber units 
was intercep.ted by the Germans. The message ordered an 
attack on 5havl1, Lithuania, vhere an ent1re German Panzer 
Army was immobilized due to a lack or sufficient fuel. · 
The German Signal Intelligence Service reported the·info~
mation to the Luf'ttlotte wh1ch ·prov1ded f'1ghters to meet 
the .Russ tan Long R$I18e Boznbers while German JU 52' s dropped 
gasoline supplies to _the encircled Panzer Army and -enabled 
it to escape.5} 

' 8. · , Call S1Es and Frequencies. -•Three-chal-acter call 
s1.gns vere used . the r~lo nets '6etveen the A.1r A1!my and 
its Corps. They· were changed once during the day and once 

~L.Jl.ight, at which time the frequencies also were changed. 
I Ci~ll signs were based on an arbitrary combination _ot letters 

and digits and ~ere selected from a call sign l.1st that . 
changed nionth1JA! The Ge~3=w.er.e;~"1,11Ubl.e._to;;..A~tf:ll'D11ne 
whether - ~anj _ _g~finLte~tem=vas-emp~ed ton the-choosing· 
of the ~-c&li~.usaa-.-'l'herd'i'd-n-ot-1ae&;=h~~~t-dur1ng 
t-he· ~cciurae of a month a call aign_u~a_given radio station 
lD.J~-'beJ!ep.:src:-e.cCid f iiCii.t-t.he-s.uc.c_eui .QJ) ....Q,f_p..aJ.l signs which had 
· fcrl:"l1>'t1ed at the time of the previous occurrence. Traffic be• 
t11een corps and divisions took place with a periodic change 
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of call signs, but on fixed frequencies·. This fact aided the 
intercept tasks of the German Signal Intelligence. Frequencies 
used vere 1n the 2,500-5,0Q;kilocycle band: 1.e., the nor~al 
Russian military frequency band. The. call sign systems and the 
time of change differed from corps to corps as there -vas no 
over-all unification in .their communication systems, · a.nd tl11s 
fact was a great aid to the German Signal Intelligence in 
1dent1fy1ng the various units. Each radio link b~d two dif
feren.t tz-equenc1es for use during the day and tvo different 
frequ.enc1es for use at night. The night frequencies lay in 
the ,,400-4,509 kilocycle band; the day frequencies between 
the 5,000..;8,000 kilocycle band. As the seasons or· the year 
advanced . the dny f"req-u~ncies gradually moved up to ·a maximum 
ot 10,000 kilocycles.!:> . . · .. 

9. Analysis of Ch8;raoter1st1c Messages.--
a. Address and Signature Groups.-- Five-figure mes~ages 

of the Russian Long Range Bomber units ~ould not be decrypted 
by the German Signal Intelligence Jervice but they were able 
to extract a great dea.l or important information from the 
analysis 9t data found ·in the message numbers and delivery 
groups. n these messages the si ture ou vas next . to 
the l.ast one ess e . s s gna. ure 

· grotrp was constant and served to identity the headquarters of 
the originator·, each headquarters having a , .. digit "dee1gna
ti~>n .. · Two zeros inserted in front of. ·the 3•digit signature 
designation completed the 5•f1gure group. Since no ot,her 
Russlan 5-figure traffic contained similar sroups, this sign&• 
ture was the most .essential characteristic tor the identi
fication of the traf'fic or the Long Range Bombers. The trat ... 
.fie lras further 1dentU"ied by two address groups contained in the preamble of the messages. These address groups were 
likei;.1'.se 3-d1g1t groups, repeated periodically, one of them 
designating ~he unit and the other the section. . In front . · 
of the address group appeared the symbol '"ADR" (address). -
In .fJ:oont of the signatlire group appeared the symbol "SIG" .55 

b. Pre-arranged Message Forms.-- A very valuable source 
of 111telli'gence was found .in the . pre-arran ed measa e o 
whieh all· the.Long Range Bomber un s e e e u e .to s 
to their·comman • ges contained data on regimental 
repOJt'tS Of locations, strenath, and a1rcra.ft serviceability• 

-0 " . 1" One 1type. of these pre-arranged message,t"orms was .Form : 
a d,a:Lly report sent by division to corps, contft1n1ng ~eg1mental 

54IF 187 p J7 . 
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strengths in personnel and atrcra.:ft. The text of the mes
sages consisted of unenciphered numbers preceeded by a 2-
digit null, resulting in a. four or five digit group. _The 
following is an example of such a message. 

nl22}8 l.350 14.36 • • • • • ••• 2.332 24}0 2502 2629 2728 -
2801 2903 3002 3101." 

Arter removing the first two nulls of each group the message 
can b·e inteJ-preted as follows: (12)2}8 indicates the designa
tion of the reglinent whose strength is being reported: i.e., · 
the 2:~8tb Regiment. The second group (13)50 contains data on 
per&oimel strength--the details or which were never definitely 
deter1n:1:ned by the Germans. The last nine groups _(2332 through 

· 3101) refer to aircraft strength and must be read in units 
of truree gxaoups • Atter a.gain removing the tvo nulls of each 
gz•oup,, the .first gives total number o:f. planes; the second 
group the number of sel'V1ceable planes; and the th1l'd grouf 
the number of unserviceable plane's. In this case ( 23) 32, 24) 30, 
(25)02 indicates there is.32 planes total; 30 serviceable, and 
02 .planes unserviceable. The second unit of three groups. 
(i.e .. JJ groups 2629, 2728, & 2801) 1nd.1ca.te the total number 
of ail:-cra.ft on an airfield, ·.and the number or serviceable 
a.nd w1servicea.ble planes. In this ca.se "there are a total of' 
29 planes, of which 28 a.re serviceable and l unserviceable. 
The last three groups ( 1. e., 2903, 3002, and 3101) refer to
reg1mental airers.rt which had landed at other airfields. 
In thj~s case, a total of· 3 planes, of which 2 a.re serviceable 
and l unserviceable. , 

J..nother pre~a.rranged message form, known as "Form 4," 
was sent every fifth day by division to corps, and by corps 
to Ail'' Army. Here again the · t.ext of the message consisted 
ot nun1bers in the clear slightly camouflaged by a two-digit 
null in front or ea.ch group. An example is ,as follow~:· 

1t22250 .3246 4214 42685 5229 620.3 7240 •••••••• 1219" 

Bl a.gs.in removing the two nulls o.f ea.ch group the messages 
gives the following information: 

(22)250 (32)46 (42)14.(42)685 \-52)29 (62)03 (72)40 (12)19. 

Message being reported by :the 250th Regiment; located-at 46, 
·a grid. aystem or coordinates not toodiff1eult to solve (this 

system. changed monthly); 14 aircraft type; 685 serviceable 
aircraft; 29 atrcraft unserviceable; 03 and 40 give details 
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. of. personnel strength which the Germans never could fully 
understand. The last group "lY" indicates the number of 
crE~ws ready for operations. . . 

The two types of pre-arranged message forms given above 
weJre the · two main sources of information for the German · 
Signal Intelligence in gaining 1.ntormat1on of the organiza
tion, order of battle, location, and airers.rt strength or 
the Rus~ian Long Range Bomber Forces.56 · 
· c. Operations Reports.-- Reports 'Of results of opera- . ,_..,, ... 

t1ons were al.so sent by · c'orps to Ail' Army · by pre-arranged ~ · · ' .. 
message forms. These messages contained details as to the 
number .of aircraft ta.king part in a.n attack, the target, time 
an.d altitude over tre target, weight of bombs dropped accord-

. 1ng to type, resu1ts observed byfl):ing personnel, details 
of' German defenses, details of Russian losses, and observa
t1.ons of weather conditions. Quite often messages trom 
CC)rps . tp division containing · operational orders were also 
1n~ercepted. These messages contained details as to the 
tEtrget, ·the time or attack, and the altitude ot attack, and 
oJ~ten aff'orded ample time tor German counter-measures to be . 
ej~fected. The d1 vision also reported to corps the number of' 
a.'.lrcratt to participate 1n the attack, as well as the time of 
t13.k:e-otf • Th.is 1ntorma.t1on provided the Germana

7
w1 th a 

valuable .and reliable basis f'or route-tracking.' , . 
d •. : Airfield Serviceability · Reports.--· Corps 'were required 

t ·o make daily reports on the serviceability o~ airfields . . ·· --, 
being used by their :regiments ·and divisions. Airfield .. ·_. . . . .. ' 
locationa were given by using a 6-dig1t · g:r1d ret~rence system. 
T~e serviceability va.s indicated by constant 4-figuregroups 
des.lgnating "serviceable," "partially serviceable, 11 and . · 
"unserviceable." These reports afforded the German Air Fol'ee 
Signal· Intelligence a .good picture of Russian airfield .service-

. ability and of any changes in location wh1ch m1.ght have taken 
place. · 

e. Orders for Use of Navigational A1ds.'--The headquarte 8 
c>f the Air Army transmitted message·s ·to subordinate oommanda .. 
()rder1ng the USe 01° naVigati,On&l aids fOl' & p&J'tiCUl&r dt.y I · Q 
:Lnd1c.at:Lng the type . of a.id to be used.·. 'When these messages 
iwere intercepted it coulrl be taken a.s a de1"1nite indication of 
a forthcom1Dg oper~t1on... If no messages were 1ntercepte 1t . 
could ·be interpreted th~g no attack was t·o be anticipated uring 
that qay or that night. · 

56IF-l87,·P 38 
571p ... 187, p 4() 
~;aIF-181, P 4o 



DOCID: 3633965 

•• 

.. 

r. Weather Messages.--weather messages Wel'e or great 
ase11:1tance to the German Signal Intellige~~e Service in 1dent -
tying the geographical origin of other t'l!a.~.t1c intercepted o 
the same .radio nets. These weather messages often mentioned 
in the . clear the names and locations of Russian meteorologic 
stations. Thus probable location or the radio station could 
be made. · · 

. ~he Russi~ vea~her messages could be recognized eaeily 
by. the German Signal Intelligence Service because ot message . 
prE;)~11ble characteristics, by random use of the letter "X" 
W~'th:~ the text, and by the absence or · message number and 
del1i1ery groups. In the early part or the war the Russians 
t:ran1:im1tted weather messages 1n the clear quite frequently. 
Lateir 1n the war all the messages vere enciphered. . -

A large number of Russian weather messages were 1nter
cep~c~d by the Germans. The contents of these messages, when 

· decr;ypted, served two purposes. one purpose was to brief t.b.e 
German air crews on the weather conditions 1n Russia; the 
othe:r purpose was to obtain advance. warning or impending 
Russ.18.n operations. If a "wind a aloft" message vas inter
cepted by the Germans 1n the .middle of the day, it could .be 
take;n as an indication of an impending air operation by the 
Russian eori:is transmitting the message .59 . 

10. A1r to Ground Tratf1c.--The assignment of call s gns 
and frequencies used In air-to-ground radio traffic of the · 
Long Range Bomber forces was. performed individually by the 
corps signal officers and did not tqllow any uniform procedu e 
throughout the entil'e Air JJ.tmy. · It vas therefore .a rat.her 

. simple task, because of this lack of uniformity, for the 
German Signal Intelligence Service to identify the V&l'ious 
individual corps -Oy their call signs and frequencies. Each 
regiment, as well as each aircraft, was allotted two differ t 
.frequencies.; one for transmitting and one for receiving. 
The aircraft or each regiment were divided into two groups, 
each group transmitting on its own rrequency. The tre9uen
c1es of the ground stations, in general, lay between 2~ 500 

and 3,000 kilocycles, vh11e the trequencies or the aircraft 
vere1 between 3 .. ooo and 3, 700 kilocycles. The aircraft or t~ · e 
'1Y G~uards Corps of the 18th Air Army, whose uni ts were equip
ped with American B•25 planes,, and therefore had Ainer1can 1 
radj.o sets, used frequencies between 1,.800 and 2,,500 kilo- \ 
cycles. Call signs on these air-to-ground nets remajned 1nl 
use tor several months; the various call signs being re- 4 
pea1~ed at irregular intervals or 5, 6, ·or 7 d~ys. The , 
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re.gimental ground stations used 2-or 3-letter call signs, 
while aircraft used 1-or 2-letter call signs with numeri
cal suffixes. These suffixes referred to the ilot rather· 

.. than to the air· j an were a ocated by either the 
comm:an g regiment or commanding division. 'When the suffixes 
were allocated by the commanding regiment ·the 'numbers of the 
suffixes ran f?'om 1 to 32; when allocated by the commanding 
division they ran from l to 100. The German Signal IJitell1-
genc.e Service could identify regiments a.fter a short period 
o'f time because they also used special CQ call signs. t>.O 

e.. Tuning and Take-o.ff Traff'ic.--When the Russian bom-
bers1 vere. assembling for the take-off on a mission the a1r
craf't -usually engaged in tuning traffic while still on the 
groullld, and at the completion of tuning the traffic was 
usu.silly ter~inated with a "QSA 4" or "QSA 5 11 procedure 
slgmil~ indicating what the signal strength of' the radio. set 
in the aircraft was. The tuning traffic furthermore was 
transmitted by one ot the frequencies allotted for this 
pu:rpose and vas easily intercepted by the Germans. Thus, 
the beginning of an operation could be recognized immediately, 
because the end of the.tuning traffic indicated that the 
take-off was to begin. In those divisions which had air-

. craet equipped with radio-telephone sets the noise or the 
engines being warmed up could be heard by the German opera-
t or11, and this also l!erved as an. additional source of early 
warning. In the radio-telephone traffic, instead of using 

6 the complete call sign, only the numerical suffix vas used. 1 
b.. Direction-f1ndi.ng Traffic.--The navigational train

ing of the Lon§6~ange Bomber Force crews was so poor that 
11 CJ)M 11 and "QDR bearings constantly had to be .given by the 
grouna stations while the planes were enroute to the target. 
Thi:s fact aided the German Signal· Intelligence Service in 
the.tr route-tracking of the Russian Air Force because the 
Russians, instead of' flying :feint courses as did the Ameri
cana s.nd British, usually flew a direct .course to the tar
get. Therefore, these direction-finding fixes sent by the 
ground stations could be taken a.s th~ actual course or the 
bombers and permitted the Germans to make a. reasonably 
accurate target pr&d1ction. The direction-finding traffic 
between aircraft and ground stations did not possess.any 
special characteristics as the bearings were given 1n the 
clear with little attempt at camouflage. The grotllld stations 
of the IV Guards Corps of the 18th Air Army used two nulls 

60 rF-187, p 41 
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.before a three-digit group ilidicating course bearings; e.g., 
00252 1.nd1cat1ng a course or 252 degrees. The I Guard 

· Corps \J1sed the abbreviat.ion "TRS" before giving bearings 
on the outvard flight, and "OPM" before giving bearings on · 
the return flight. Dthex- corps transmitted the ·letter "W" · 
three times before givinf the course bearing· on the outward 
flight. and the letter "A three times before giving the bear• 
1ng on the return flight. These charagter1st1cs served to 
identity the type or traffic and unit. ' . 

c. Tactical Traffic.--over a long period of time German 
moni to;ring of bomber tactical trat':t'ic during approach flights 
resulted in the identification of the greater part of this 
type of traffic. The procedu~e signals used for this traffic 
differ·ed with individual corps. In most cases the traffic 
consisted of 2 or }-digit groups, sometimes enciphered and 
sometimes unenciphered. The III and rv . Guards Corps· were 
very tree in their use or tactical traffic, their aircraft 

, often reporting such .data as take-otfa, flight over the · 
1n1t1a.l point (IPM), flight over the front, execution or 
mission, and observations over the targets. In such traffic 
the time was always given and th1sa1ded the ·German51gnal 
Intelligence 1n itsroute-trackirtg. The ground stations 
also c•ften_ transmitted data concerning . the target or time 
of at1;ack 1n cases where plans had to be. changed after the 
planea had taken .off. This data vas very valuable to the 
Germs.us 1n determ!ng the most ravorabl~

4
time to put their 

. night fighters 1n the air for detense.b 

ll. Russian Air Service Cominand Trat.fic.--The largest 
unit 1of the Air Service Command was the District Air Base . 
Depot (Rayon Av1azionnhgg Bai1rovan1ya--RAB.) and,, in .the case 
of the~Naval Air Force, the Naval Air Base Depo~ (Morekaya 
Aviabasa~-MAB). As a rule ea.ch Russian Air Army had _three 
to five of these RAB's. In order to use to the tulle.st 
extent the iiltelligence .W'hich could be gained from an analysis 
of tbe daily reports . sent by the airf"ield battalions to their 
Distr•ict Air aase Depots it was necessary for the Germans 
to dr•aw up as complete a Russian AiX' 'Se;rvice Conimand order 
ot battle as possible~ The reports contained details on 
numbe'r of serviceable and unserviceable aircraft 1n the 
tactical units. From such an order of battle the· German 
51gnnl Intelligence Service or the Air Force was able ·. 
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to co1•elate Russian airfields and tactical units, . and to 
predict movements ot tactical units on the basis of air-

1 fields under construction. The ·locations ot the airfields · < 
could be readily determined from· the contents . or the radio 
t:raffi.c between battalions and RABi s, and from d1rection
f1nd1Jlig or the sending stations. Reports on the building ·of 
.new alrfields were of special value to the Germana since 
these reports often revealed enemy intentions and pel"lllitted 
the QE1rmans to prepare defensive action against intended 
Russ111.n otten.sives • . Bo offensive ever commenced without / / 
strong air support, which necessarily meant that airfields 
had tc> be located as .neal' the active tl'ont as p~ssible. 
The Russian Standa~d Operating Procedure called tor avia-
tion ln direct support of the ground forces to be located 
at ba11es not more .than 40 kilometers (24 miles) behind the 
front. on some oc~asions the air bases were so near the 
f'l'ont that Russian planes on the . ground were hit by German 
artillery. The number_ and location of a1.rfields . under cons- J/ 
.truct:1on vas a very good 1nd6gat1on or the time 1n which an fi 
offensive could be expected. - · .. , 

:Radio traffic involving movements of .airfield battalions 
waa also monitored closely by the Germans • . FroDrth1s monitor- . 
ing they could obtain clues as to the direction in '·wh1ch 
t :he ~tical unit§.. would-later move. As an example, the 
reconquest of the Crimea by the Russians 1n the spring of 1944 
liberated two A1r A.rm1es .tor further assignment. 'l'he German 
Command was naturally very much intel'ested 1n vhel'8 these 
units would go. In a few days the German Air Poree 51gnal 
Intelligence Service had the answer. one a1.rt1eld battalion 
had r•ec&1 ved an order to board a troop train 1n Simteropol. 
Aftei• the train departed the airfield battalion transmitted a 
message by radio to its District Air Base Depot at each 
stop along the vay until it reached Gomel. It was obvious 
that the battalion would l:>e followed by tac\j.cal units, 1t 
not by the whole Ail' Al'my. This assumption was contirmed· a 
short time later when the entire 4th Russian Air A:J!tJt1 moved 
from the Crimea to the Central front. The operational area 
ot the second liberated Air Army--the 8th Air . Army--vas like• 
vise quickly determined. A message. from an airfield battalion 
was :Lntercepted and read by the German Signal Intelligence I 
'
se ·1'v:Lce. The message stated: "The headquarters tor the 8th 
Air .IU'my 1n 'rarnopol are ready. " In a . very short ~ this 
Air .ll"llcy' moved from the ~rimea to this new sector. . 

65IF-187, p 21 

-66:iF-187, p 23 

33 
. .-·. , .. 

·-·· -



DOCID: 3633965 

( 

. e 

a. Supply Tratf'ic.--Valuable intelligence was obtained 
by the German Signal Intelligence from the interception ot 
radlo traffic which gave details on·supplies of fuel, ammUni
tion and other materials. Details or railway movements of 
sup1,11es were transmitted by the District Air Base Depots to 
thejLr subordinate a1rt1eld battalions. · These messages con
tained information on the qestinat1on, number ot railva1 
car1, being . used, amount and tn>e or · supplies, and the schedu
led time or arrival. When the trains arrived at ·their des
tination a message announcing their arrival was aent to the . 

. air:rield battalions. As a result ot tbe eXplo1tat1on of' 
' th~s type ot traffic the Germans were able to bomb success
fully the stations soon atter trainloads or fuel and 8IDIDWl1-
t1on had &l'rived. In the ~ :So'!:ithern sector a service Command 
point-to-point radio net reported arrivals of Mplacement 
air1Qratt tor the l 7thJ 5th, and 8th Air Armies. These re
placement planes were ferried from the factories to the air- · 
fields. Tactical :units down to regiment .level receipted 
tor these planes and supplies, ano from interception or 
these strength reports ~he Germans were able to estimate 
the .production and distribution rate of Russian planes • 
Cur1rent fuel and ammunition · supplies at airfields were 
rep'?rted on pre•arranged-message forms transmitted by the 
air-field battalions. · These messages, ~!nee fuel and &DIDlU
n1t1on supplies were always increased prior to an offensive, 
afforded the Germana a ggund basis tor predicting impend-
ing Russian of'f'ens1 ves. ' . . ·. · 

b. Miscellaneous Air Service Command Trattic.--The 
Rue1aian Air $erv1ce CQmmand reported by radio on the aoh1eve
mertts 1n . salvaging German aircraft which_ had been shot down 
. or vh1ch had been forced to land. These reports afforded 
thE~ Germans w1tli a source of information ·concerning . their I 
mins!ng ~rev.s, and 1n many caaes it vas possible for the 
Germans to inform tam.lies that the ·crew members were alive 
and were Russian prisoners or var. · Reports or interrogation, . 

. of captured German military personnel were also qften trans
mitted and 1ntercept-ed1by the Germans. In some oases as a 
result or the 1.nf'ol'JDat1on contaJ.ned in. these i-eports, the 

·German Command , carried out cpurt mart:l~l.-pr.o.ceedU:gs 1i1 
ab:sent1a where the 1ntezac_!pted .. ~<?~li_1QP.-.~ca:ry~~~LalU".f1-m¥t· pr~11r-tlilit'"'·t-i1-e-~~ - _prisoners of var had revealed 

: _Ql'Dlat_gA-of ~a . secre .. t . nature. An Air Service Command or . 
the 8th Russ1an·Air Army on the southern front reported l'Outes 
to. be f'lovn by aircraft 1n ;Large-scale .ground attacks; giving 
the time at which the attack would take place. · For ·auch · 

. , 
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attaioks the Russian Air .Army usually ordered the placing· 
of smoke markers 1n the .frontal area on the day before the 
attack would take place. These smoke mal'kers were ueed by 
the Russian planes as an orientation point, and not only 
indicated the proposed dil'ection to be flown, but also 
corresponded to the direction the ground force would advance. 
After a study of these smoke signals the 0e1'Dl&ll Air Force 
Signal Intelligence learned that the signals vere lit 
thirty minutes to an hour before the actual time ot attack. 
Thus, ~he~ it was learned that smoke signals had been set 
out the German Signal Intelligence could usually inform 
the Air and Ground forces some twgftty-tour hours 1n advance 
of plans for a Russian offensive. . 

· . 12.. Russian Air Raid Warn~ Service. --The Russian Air 
Raid Warn1Jig Service was moDltore regul&rly by the Gemans •. 
Fro.m this source the following ·information was ava1labl~: 

a. Reports ot German aircraft over Russian territory 
and. their pos1 tiona. . , _ · 

b. Reports ot Russian and Ame:rican aircrart over Rua
s1fli.n terri toey. 
In the case ot flights made entirely over Russian t~rritory 
thE~ time of departure and airfield destination was included • 

. In the case of flights which crossed the front into German 
te~r1tory the time of arrival at the front would be giveno · 
Whi3n observation ot German aircraft was reported by the 
Russians it was possible tor the German Signal Intelligence 
Service to warn the. planes that the Russians.kliev their 
poa1 tiona and to re.commend a change ot course or other 
evasive action. Reports on American aircraft often re
veal~d information about the '!shuttle11 or 11 tr5angular" 
flights or the 8th and 15th u. 5. Air Forces. ~ - . 

l,. German Monitoring and Analysis of Russian Naval 
T:r.attico--The RUss!an Naefhid Its own Alr Force which per
'l'<>rmed the following duties: 

a. Protection of Russian Naval Ulrl.ts and their bases. 
b. Support ot Naval operations. 
c., Combat or enemy naval forces. 
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The German Air Force Signal Intelligence· Service . 1n the 
East monitored the air traffic of the Russian Naval Air 
Forces which vere 1n a position to operate against the 
Germans. Those units monitored ~ included the Black Sea 
Fleet Air Arm~ the Baltic Fleet Air Arm, and the Arctic 
Fleet Air Arm. The amount of intelligence which the Germans 
were able to extract from this naval air traffic was due 
pr1marilY, to having solved the call sign enc1pherme11t 
table used by the Russian Naval units. This table 'was 
foolishly kept in use f'or more than a ·year with the result 
·that 1t was completely l'econstructed by SIS. 11 Not only the 
air -units but also the naval units vith which they operated 
could be identified by their call s!gris. · Messages at the time 
or te.ke-orr which were transmitted by the Naval Air regiments 
'and z-econnaiasance patrol reports .could be read by the oaomans 
in 8\Jtt"f'1c1ent time to varn their convoy$ and submarines :7 

, Captain .: :;.We.dini HEROLD, officer in chal'ge or Ln. Regi-
ment III/35J of the Signal Intelligence Agency ot the Air 
Foi'CEt High command, gives the following 1ntormat1on on 
traftic analysis performed by the Germans on Russian Naval 
trafj~ic. 

. "The Navy 1n the Southern Sector had the Black -;, 
Sea Fleet or the soviet Union as 1 ts monitoring ~-·~ l-" l<?- ,_ 
As the Black Sea Fleet's code was unbroken,.-results 
could only be achieved by traftic and direction-finding 
evaluation. The na~ was especially interested 1n the 

1 
monitoring or Black Sea· seaplane forces • . The planes 
were monitored and the results passed · to the Gel'JD&n 
navy. The forces consisted or bomber, torpedo, fighter, 
and sea resoue units. Bases 'and strength were, currently 
known • 

''The signal code or the reconnaissance aircraft // 
could be read. The guiding of our -own.~ fighters by 
the listening service onto the reconnaissance air-
craft on · operations often brought us victories. \~The 
navy ·was especially interested 1n reconnaissance ~~
ports about our own ship movementsJ particularly tor~ 
posi t1ons and courses of our own convoys J as after a ~ 
report by the reconnaissance aircrattJ attacks by 
aircraft or submarines could usually be reckoned with. 
The calling up ot t!ghte~ protection, timely warning 
and Changing or course often foiled the enemy's exist-
ing intentions of attack. r;·r1 

1oni'-i81. P 16 . ..,_, r.... r.>-r:~-1M' 
71 
· I·-130, p 15 
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14. Advanced Warn Re orts and Route-trac~.-- · 
AdVE!.llCed warn g repor s an rou e- rac w~n oen possible 
from the results of traffic analysis. The German Air .Force · 
S!grial Intelligence Agency had more success than the Ge~ 
Arm~r Signal Intelligence had against the Russians. one 
souJ~ce of intorma tion from which the German Air Force Signal 
Intelligence were able to make use in giving timely varn1:ngs 
to 1:;he German Air Force came from the traffic of Russian 
Spec:1al1et Air Force Liaison officers who acted 1n an inter
mediary capacity between Army and Air Force f'or Army coopera
tion, close support# and tactical reconnaissance. These 
of.f:Lcers were knovn as "Flivos" (Fl1egerverb1ndungsof'f'iz1er). 
The Flivos consistently transmitted messages which conta.1.ned 
the starting time and course of the Russian Air units to which 
they were assign~d. From the interception of' these messages 
and the exploitation of' the information derived therefrom~ 
the German Air Force was able to destroy a large number of' 
Russian planes. Assumptions ot impending ground .force opera
tio:ns could also be made noting an increase 1n local attacks 
or thl'\lsts in the areas in which the Fl1vos were located. 
The Germans also h4d success in locating points of armored 
concentrations ai.zi~e orders asking tor special air· support 
would be transmitt~d b¥ the F11vos. These requests tor 
,support originated 1it Army· and Motorized Corps headqu&l'tera 
·and . . came .up on a point-to-point net between the Air Al"Dlies 
and. 'their subordinate corps and independent divisions. As. 
the1 c?'yPtograph1c systems 1n which these messages were sent 
vex~ being read by the Gel'Dl&Jl Signal Intelligence the German 
Hie~ c·ommand vas kept informed currently of those targets tor 
wh.tch air support was requested. By the ti.me operat.ional 1n
stxtUct1ons had been sent by the Russians to an A1r Division by 
an Air Corps the German troops. had ample time to take effective 
co\mtermeaaures. Thus these Flivos messages afforded the Ger
mans an excellent means of making tactical evaluations of im
mediate value, especially when the reports contained Russian 
obuerv-.t1ona or Ge~ strong and weak points ot defense. The 
reasons given by the Gel'D!8D. Signal Intelligence as to the 
us•3fulness of' this traffic vere: (a) because of the close 
coc>peration between the Russian Air and Ground Forces, 
a heavy grotind attack could be expected whenever strong air · 
support was requested; (b) the Fl1vos reported their locations 
1n these report~, thereby revealing the position of Russian 
A~ny and Corps headquarters at which the Flivoa were located; 

• ... ·· . . - . . . . . ; 
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and (c) from ground situation reports transmitted by the 
Flivos, seve.ral times a day, an accurate picture or the 
f"ronts1l s7~tor of each Russian Army _unit could be con-
structed. . · · 

~lhe German Air Force Signal Intelligence Agency furth
ermorE~ claimed that from information obtained .from the Flivos 
traff 1c the German High Command had full knowledge of the 
concentration of troops at Stalingrad. Thia 1nrormat1on 
came ,lhen five entire Air Divisions moved into that area. 
The Germans had learned that whenever traffic revealed 

, Flivos of five 'Air Divisions were present 1n any area it 
-coul~ be 1 expected that the Armies of those divisions would 
r appear there . 1n a short time. · The Germana turthemore · \ 
claim t.hey had in.formation fl'om the same source as to the 
plana. ot the Russians tor the last drive upon Berlin, but 
were unable to do anyth~ about the matter because of the 
.set;1ci:us

7
conait1on in which their .Armed Forces to~d them-

selves. ~ · · · . 
. ·a. ·Route-tracking Data Available from Messagea.--

When the German Signal Intelligence service intercepted opera
tion orders it.was an easy task to track the course tlovn by. 
Long Range Bofr1ber Force formations. The only .problems re
ma1iiing were to identify the units participating in the for• 
mat . .+.on, as several corps were quite often used 1n one raid, 
and· to make necessary corrections if any new time vas re-

, ported after the take-off or the predicted time of arrival. 
over' the targets • The 18th Air Army traffic of this type 
served to piece together the intelligence already derived 
rroDl air-to-ground traffic, which at that stage was usually 
meaningless •. The Russian Air Defense organizations also 
frequently transinitted notification of impending missions 
whic~h gave data regarding the course to be flown over Rus~ian 
terJr1 tory. These messages 1 which wel'e dil'ected to the 
Rus:sian .Anti-air-craft Uliits, contained the number and typA. 
of :glanes as vell as the location o.f the point of: attack.-, 

b~ Weather Reconnaissance.--In instances where the 
Germans did not intercept operational orders there still 
existed a possibility fol' predicting RusSiaJ) bomber l'aids 

'72 I:•l7; 1·-16;;; IF-186; IF-187 
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from izl~ormation derived from the interception ot weather 
. reconne~iasance reports. . These reports were uaualiy c&rl'ied 
out 1n the target area prior to an attack. From an analya1a 
ot theE1e messages the Germans could usually predict whether 
or not a raid was soon to take place, as a raid generally 

· occurred only 1.f the ceiling over the target a:rea was at · 
least ~S,000 meters and there was no more than 6 to l~ of 
cloud ()Over. Route tracking or the weather reconnai~sance 
planes waa aided because of the fact that they transmitted 
messages every 5 to 10 minutes, sometimes even reporting 
the1rpos1t1on, and thus making d1rect1on-t1nd1ng by the 
German1:s unnecessary. 75 . · 

c. Flash Reports.--Tactical intelligence resulting 
froD> tlbe interception of Russian Long Range Bomber Forces 
(ADD) 'traf.fio was immediately enciphered and. forwarded by 
wire to visual :observational posts, to the Air Force, to 
the .so-called "light division" for special missions 1n the 
German Al'ttf3' (Jagddlv1s1on), to tlie Arit1-a1r-c~att units, 
end J._o the Central Reporting Center for De.tense of the 
Reicl:J. (Meldekopt). As a result of ee.rly warning through 
these flash reports German d.erensive preparations against 
an anticipated Russian night raid often took place during 
the morning preceed1ng the raid. Aa soon as,the take-off ot 
a bomber formation was established, a v1re line from the 
Signal. Intelligence Service evaluation oompany to fighter 
and AllLt1-a1r-cratt unit headquarters was kept open, and all 
subae~luent intol'ID&tion currently reported to the stations • 
.AllothE1r direct wire line was maintained to the nearest- German 
SignaJ. Intelligence Service radar intercept station. This 
staticJn vae kept informed ot the course and altitude or 
the .Russian bofober formation so that when radio silence vaa

76 begun the radar station could take over the route-tracking. . 

15. Intercept of Russian Radar~·-Radar intercept on the !J· 
Russ11m Eastern Front · by the German Signal Intell~gence · 
5erv11le .brought only 1na1gn1f1cent results since the Ruasians 
made :little use of radar equipment. Very .f'ew details of 
Russi.'!Ul radar equipment are available. On several occasions, 
hovevier, in traffic intercepted on point-to-point · .rieta some 
mention ot three t'ies of eq,uipments va~r found. 'l'hese · 
mentioned "RUS-1", 'RUS-2" · (Radio Ulavl1vatel Samole-tov), 
and "MR'U" (Melki Radio Ulavl1vatel). Several Russian J>riaoners 

75IP-187, p 45 
76 

IF-·187, p 47 

39 

. . : . --

----~-- -- -·"----- - - - -



DOCID: 3633965 

• 

• 

-
·······- -

--~·<\· 
- -:-'• · --· 

o!' war stated to German interrogators that intruder reg1-
ment,s o,f the Long Range Bomber Forces (ADD) used radar again"t 
G~rman night- fighters. Hovever, the Germans never .round any 
trace of any airborne radar equipment 1n the Russian planes 
whic:h crashed or vhl.ch vere shot dovn. It vas concluded 
bJ the German Signal Intelligence Service that the Russian 
prlsoners only made the statements because or suggeat1ona 
made by the interrogators rather .than from any knowled-ge 
of such· equipment because ~heJ kn~w the Gel'lD&ns and the 
Allies vere using radar to a great extent and

7
gere only 

wishing their ovn forces were doing the same. In the 
summer of 194} the Germans d-id establish, from illtercepted 
radi.o-telephone trai"f1c, that the Ruas1&ZJ.S were experiment
ing with ground radar to be used in their defense zones. 
Thre·e or tour German radar intercept teams vere placed along 
the .Eastern front and equipped with direction.finders. In- . 

, tell.1gence obtained from these teams indicated that the 
Russ11ans vere making very little progre.'Ss in the field ot 
radar, and that th~1r equipment was inferior to that or the 
Gernl&Jis 1 1 British, and Americans. In the fall ot 1944 the 
GerDl&ll Signal Intelligence further determined that on the · · 
Cen1~ral Russian front. apart from several small radar · · ~ --; 
eetH apparently being used for anti-air-craft control, 1 there 
was only one large installation which was near Warsaw. 
Further interception of Russian radio-telephone traffic 
lat«;,r again indicated there were several other radar ins
tallations within the air defense zone, but the locations 
could never be established by German d1rect1on-f1ndera.77 

16. · Russian Radio Counter-measures. --Very little inf or- · 
mat1on 1n reference to Riissian use or radio counter•meaauree 
is to be round 1n TIOOM materials. The Russians had a term 
(C'Y:a) which denoted all types of varied camouflaged cormnun1-
cat1ons procedures, derived after 19.42 iiy the Signals 
Officers for use at the f'ront • . The Russians apparently did 
~ot assume that their OYB-procedui-ee would give 100% securitY,.. 
The procedures remained valid tor indefinite periods, being/ 
changed either on the judgment of the Signals Officer who I 
issued ·them> or when there was a suspicion of COW>romise./ 

'761~-187 > p 29 
77

J:F-187, p 70 
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In gen-~ral, the CYB-procedUI'ea of the Russian Air Forces 
rem44ned 1n use longer t~ those or the Army, ,1nce the . 
Air Fo:t'ce procedures were employed behind the lines ·and were 
less exposed to physical comprom1se.7~- . . 

17. German Use of Captured Russian Material. -- The · 
German .Signal Ihte111gence 5erv!ce salvaged a Wge amo~t 
of material from Russian planes which were shot · or forced 
to crash. However, the Germans did not gain much outstand-
ing information from this material because they were already 1n 
possession o·r most of the important tacts and information 
concerning. Russian equipment. They were able to g&iin con
sidera.ble 1nf'ormation from , the standard Opera~ing Ihetruc
tions salvaged from planes. This included dat~ on Russian 
codes, call aigna, r,910 ~requenciss, maps, and grid-square 

... enciphering ~" ays tems. · 

78 I-116, p 3 
79IF·•l87, p 71 
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Chapter 3 

S'UMMARY OF GERMAN SUCCESSES IN TRAFFIC ANALY5I5 OP 

RUSSIAN COMMUNICATIONS 

l. The Russians depended on the use of one-time Pad 
Cl'Jptographic systems tor security of their high level tratt 
and on code books and enciphering tables for their medium 

- and low level traffic. The one-time Pads were not- read by 
the Oern:l&JlS; but the medium and loV level systems were read . 
to a great extent. 

2. The main source of information the German Trattic I 
.Ana

1
1
1
ya

1
te1 had cdam

1
e frrom expl

1
o1 tat!on or 1nthed

1
Rusts1an use of . 

ca s gns, ra o requenc ee, message ca or groups, 
and dire1ction-f1nd1ng reports. 

, 

· }. .Another source of information came from the 1ntell1- J 
gence gained from reading pre-arranged message form.a. Th~_ 

Russ1ann used these forms extensively fol' reports. The - . 
Germans had little difficulty 1n reading such traffic. 

4. There was very close cooperation between.the German 
intercept operators and tl'affic analysts in the field. Inte.:'·-;-~-...i 
grat1on or available 1ntol'mat1on, such as traffic analysis 
results;, evaluation ot data., ccyptanalys1s, prisoner of var 
interrogations, captured documents, and other types of 
intelligence was carried out.with excellen~ efficiency. 

s .. · The Russian call sign systems were not as secure as 
the Rus:s1ans believed. G1 ven sufficient call sign tratf 1c 
and day--to-day cont1nu1 ty the German Signal Intelligence 
Service was able to reconstruct the systems. 

6. Some ot the outstanding successes of Gel'ID&D. Traffic 
Analysis were: 
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a. A kriovledge of the Russian Air Force order or 
battle &11d of battle situation. 

b. A knovledge·of the organization and order of 
battle o1~ some Russian Arif1Y units. 

c. A knowledge· of B trength~ types I and armament of 
aircr&f't~ 

d. A ~ovledge of the location and occupation of a1Ja
f'1elds. 

e. 'A knowledge of the movements and concentrations of' 
Air and .llround. ·Force uni ts. 

t. A knowledge of operational intentions •. 
g. A knowledge of the amount and tyPe of air transport. 
h. A knovledge of the Russian supply s1tuat1ono 
1. A knowledge of probable targets. 

._,../·-
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·~ ~D (AV1 tsiya. Dalneye Dyest·viya.). --Russian Long Range 
Bomber. / . 

ADR. Russian symbol for "a.dress" appearing in front of 
the addreiss group 1n mill tary me'ssages. 

Air.--Vozduch (Russian), abbreviated.VZD. 
Air Army. Russian equivalent to American Air Force, and 

British Gommand. 
Air Liaison OJ~f"icer. --German translation: Fl1egerverbin-

d~gsoff:Lz1er, ( FLIVO) • ' 
Antiaircraft Defense.--P~otivovosduschnaya oborona (PVO). 
Av1ta1ya Dalneye Dyestviya (ADD).--Russian Long Range 

Bomber Forces. 
Corps (Air Force). 120-450 Russian planes (2 or 3 Divisions), 

partly equivalent to an American Wing. 
CYB. A Russian tel'Ill denoting all types of varied camou

flaged communications procedure. 
District Air Base.--Rayon Aviazionnage Bas1rovan1ya (RAB). 

Largest wiit of the Russian Air Service Command. . 
Division (Ail'' Force) 60-150 Russian planes, unit classed 

between a.n American Group and Wing. 
Escadrille. A flight of Russian pl~es~ usually containing 

a ... 10 ::pl~n.nes. 

Fliet'tl-Ja.fti. About 160 German planes (2 Geschwader), equl
. Va.lent to American Wing. 

Fl1eger-D1viu1on. About 320 German planes, classed between 
en .Amer~Lcan Wing and Command. . 

Fl1eger Korpa. About 600-900 German planes (2 or 3 Divisions), 
partially equivalent to an .American Command. 

Flivo (Fli;ge:C'verbindungsoffizier) .-•German for Air Liaison 
Officer. 

Fi1egerverbi:ndungsoff1zier (Flivo).-•German for Air Liaison 
Officer. -

Geschwader. 70-90 German planes (3 Gruppen), equivalent to 
· .American.Group, and British Wing. 
Golovanov, Marshall. Russian commander of the Long Range 
. Bomber Forces • 
Grubler, Corp. ·•A member of Gruppe VIP of the Signal Intell1-

. gence Agency of the .Army.· High Command ( OKH/Gen d. NA) • 

. ( 
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Gruppeo 27-30 German planes (3 Staf.feln}., equivalent 1 to US 
· and Bri t1sh squadron. 

Heimann, Corporal William. A member ot Kona 1, of the Signal 
· Intelligence Agency or the Army High Command (OKH/Gen. 

d. NA). . 
Hempel, Sgt. Werner. A member of Gruppe VI, ot the Si~al 

Intelligence Agency of the Army High Command (OKH/Gen. 
d. NA). He was a Baudot intercept technician. 

Herold, Captain Wa.dim. Officer in ch3rge of Ln. Regiment 
III/353 of the Signal Intelligence Agency of the Air 

· Force High Command ( OXL/LN) 1n the East. 
Heudo?'f, Corp. A member of Naa 8 (radio intelligence 

battalion) of the 3rd Panzer Army. 
I-17. .,Extracts of" SRAE.F Interrogation ot the f'ollowing 

German communications personnel: Maj. Gen. Boner, 
Col~ Grube, Lt. Col. Mettig, Maj. Rottler. 11 A TICOM 
publication. 

I-19. fb) n30 reports written by Kona 1 personnel.r' 
(f) "Report on traffic analysis of Russian wirel.ess 
tra1'.f1c." A TICO.M publication. . ·· · 

I-70. · "Paper on the German 5ig1nt Service by Lt. Col .. 
· Friedrich." A TIOOM publict;ttion. · . 

I-75. "Interrogation report.a on German field Sig!nt 
pers·onnel carried out at Buf"f'er. Lt. August Schroeder, 
Lt. S~a.rke .JI Corp. Heudorf', Capt. Holetzko." · ·. 

I-116. 11 JReport on the 1nte:rrogatio11 of Lt_, Alex Dettmann · 
and Obe:rwachtme1ste:r Sergius !P"~!;?-.-~-oJ.:.1.:··.:... ot OKH {Gen. d. NA~•" 

I-130.. "Homework of Hauptmann HeroldJ O.C., Ln. Rgt~ III/353. ' 
.. ; A TICOM publication. . . . 

I-163. 11Report on interrogation of Hptm. Scheidl, Ltn. Sann, 
; ··. · .... and 1:..tn.~- Smolin_, all of' I/J.;R. Rgt. 353 (East), on · .. · 

German S1g1nt activitj againstRilssian Air Forces." . 
A TICOM publication. . , 

·r-168. . 11~~epo:rt bf. the Karrenberg party on. misce'ilane·ous 
Russ .... an 'W/T.. A TICOM publication. . .. 

I-173. 0 Report by the Karrenberg party on Russian W/T. 11 

/· /A TIGOM ·. publica t1on. . · · . . 
V!.E~18T, .. Vo.l •. XII, Seabourne Rep?.r~. "Technical Operations 

in the.East, Luftwaffe SIS •. 
-186. "l'ol. XI, Seabourne Report. "Histocy ot Operations 

in the East, Luftwaffe SIS." . 
IPM.. Abb?•aviat1on for flight over initial point (Russian 

Air Fiorce) • ·. . ·. . · .· · 
Jagddiv1s1on.--(lerman "light" division. 
JU 52 •.. · German Junker~ transport plane. 
J'tinker 52. German transport plane. 
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, Karrenberg,' Sgt. Erich. A member of Gruppe VI, Si~al 
· Intelligence Agency of the Army High Command {OKH/Gen. 
· d. NA). Worked on Russian Baudot traffic. · 

Kona (Komi:nandeur der Nachr!chten Autklaerung} (Commander 
· for Signal Intelligence). A Kona was the Signal In-

tell:1gence component 1n the German Army organization. 
"Light 11 division. --German translatlon, Jagdd1v1s1on. . 
Long Range Bomber Force.--Avitsiya Dalneye Dyestviya, {ADD). 
Luftrlotte. German ~quivalent to American Air Force and 

Brlt:Lsh .Command~ 

MAB (Moralcaya Avie.basa). --Russian words for Naval Air Base 
· ·. Depot; largest unit of the Russian Naval Air Force. 

MAP. Call sign formed from tbe Russian cover name, MA.PKA. 
'MAPKA. · Russian coveF name. . 
Meldekopf ~--German word f'or 11 reporting center". 
Melki Raclo Ulavlivatel. A type of Ru1:1sian radar. 
M1shka. Russian radio operator's name aa given 1n a.n 

· exam1>le of a Russian radio message. · 
Morskaya Aviabasa (MAB).--Russian vords for "Naval Air Base 

. Depot .• •· Largest unit in the Russian Nave.l Air Force. 
MRU {Melkl R~d-io Ulavlivatel). --A tn'e of RUssian Radar. 
Narodni Kcnnmi.ssariat :Vnutridkh Del {NKV'D). --Peoples' · Com

missariat for Internal Affairs. 
Naval Air Base Depot.--Morska.ya Av1abasa, (MAB). Largest 

unit in the Russian Nav~l Air Force. 
NKRF. --Pec>ples • Gomm1ssal'1at :· for Rbrer Shipping •. 
NKVD (Narodn1 Kommissariat vu.utrinikh Del) .--Peoples I Com• 

missariat for Internal Af.fai.rs. A ·Russian Secret 
Polic:e organization. 

OPM. An
1
~~bbreviation · used by the Russian I_ Guards Corps 

.before giving b~aI"ings on the return flight. . 
Partisan nets. Radio nets used . by the Russian Partisans, 

. a gue:rilla organization. 
Peoples' Oommissariat for Internal Affa1rs.--Narodn1 Kom• 

missariat Vnutrinikh Del (NK''llP). A Russian Secret 
Pol;ice organization. 

Peoples' Commissariat fol' River Shipping.--NKRF 
Prot1.vovosduscl'l.naya oborona. ( PVO) • --Antiaircraft Defense 
· · (RUBS>lan). · . .· ·· · . · .• 

PVO. (Proti.vovosduschnaya oboFona) .--Antiaircraft Defense 
... · ~ (Russian). · · · · ·. · . · ·. 
t~Me -o;o>Q~-sig.nal meaning a requeat for magnetic course to 

ntee:t" \fi th no ~·iil.d ~ · · 
Q.DR.---Q-s1.griel requesting magnetic bearing in :!>elation to 

3tat1.on. 
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QSA. --.Q-signal meaning "What is the strength ot mt signal 
(1 to 5)?" , 0 RAB (:Rayon Aviazionnige Ba'firovaniya.).--The largest unit of 
the Russian Air service Command. 

Radio Ulavlivatel Samoletov (RUS).--A type of Russian radar. 
Rasch. Lt. Werner. · A member or . .35.3rd German Air Force Signal 

Intelligence Regiment 1n the East. 
Rayon .Av1az1onnage Basirovaniya (RAB). District A.tr Base. 

Largest unit in the Russian Air Service Command. 
Reg1Ir:lent (Russian Air Force). About 30 planes, equivalent 

to US and British squadron, German Gl'Uppe. 
Repo:rting center.--Meldekopf (German). 
RU~ (Radio Ulavlivatel Samoletov).-~A type or Russian radar. 
Schmitz, Sgt. A member of Gruppe VI, S1sn:al Intelligence 

Agency of the Army High Command ( O:KH/Gen. .ij • NA) • 
Staffel. A flight of Gel'ID8.Il planes, usually containing 

9-12 planes. 0 

Suschowk, Sgt. Dietrich. A member of Gruppe VI, Signal 
Intelligence Agency of the ArmY High Command (OKH/Gen. 

· d. NA). 
TPR 43.--A ·Russian Call Sign Book. 
TRS. ·--An abbreviation used by the Russian I G\t&rds Col'ps 

before giving bearings on an outvard flight. 
U'ffz. (Unteroff1z1er).--In general, non-connnissioned officer; 

as a spec1f 1c title, corporal•' 
Vozduch (VZD~. --Russian word for "air.''. 
VZD ( vozduch • --Russian· word for "air. ' ., · . . .. 0 ) 
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