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VOLUME ©

' THE FORBIGN OFFICE CRYPTANALYTIC SECTION (PER 2 5)
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. Introduction.-—A paper coverling the genesis, history,
: and operations of the German Forelgn Office Cryptanslytic Section
. can claim neither ‘completeness nor absclute accuracy. The
W . - reasons for this deficiency are attributable to the paucity of
data available as & basis for the paper.
- In the first place, the existencs of the Foreign Office
~ Cryptanalytic Section (Pers Z 8) while suspected, had never .
. been definitely established until the Sectlion was captured in
April 1945. There was consequently 1ittle or no background
-+ Information to assist the interrogstors. - Secondly, the ex-

- ploitation of this specific target was the rirst major exploita-~.
tion undertaken by FTatiuii- As such, 1t suffered from the general
lack of experience found in new undertakingso '

‘The lnterrogetions., it is fell, were not extensive enough.

- .Bo large vas the fleld covered by the Pers Z S cryptanalytic
- effort -- over fifty countries during a perilod of twenty-five
' years -- that-few interrogators wvere aveilable who were com-
-petent to meet the Germsn cryptanslysts on their own ground.
. Most of the lnterrogators and target officers were men who had
... not enjoyed any extensive experlence on diplomatic systems;
- their work for some years had dealt with mllitary probleus.
3 - Faced with the necessity of conducting complete inrerrogations
- . . on subjects with which they were unfamiliar or on which, for
- security reasons, they could not openly appear to be weil- S E
. informed, there were inevitably areas which were not completely
. covered. The-interrogstions, therefore, cover little more than
those highlights which the Germans most readlly recalled. Crypt-
" ranalysis was emphasized, while 1nte11;gence was almost completely
,_.;- -neglecteda S X
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In May 1945% the TICOM principle of requiring prisoners
to do extensive "homework,” that is, write papers, as detailed
as posslble and in thelr own words, was not fully developed.
The cnly Pers Z S report of this type, a most significant docu-

. ment from the cryptographic Eoint of view, was lssued with an

apology for its preparation.
There are equelily serious deficlencies in the Pers Zz S

"documents which were captured by TICOM. Llsttle of the material

had any currency; most of the documents antedated 1942. The
records of the Turkish group and the records of the Mathematical-
Cryptanalytical Subsection vere elleged to have been and most
probably had been completely destroyed prior to capture,

The account which follows, therefore, cannot pretend to be

"~ a complete statement as to the Pers Z S organization, its crypt-

analytic effort, or its achievements. It is based entirely.

‘upon TICOM sources, and must therefore be regarded as & com-

pilaticn of highlights, and & listing of certain clues which -

- suggest facts and conclusions but do not document t.hem°

2. German Foreign O0ffice Organization for ngvyanal 8is,
Communications, and oecurtt -- For many ysars the cryptanalytic

‘activities of the German Foreign 0ffice vere concentrated in ‘the
' "Speciel! (Cryptanalytic) Section, % Branch, Personnel Bureau .

(Personal Z Sonderdienst, or Sonderienst des Referats Z in der
Personaslabtelilung des Auswaertigen Amt es) The section was -
generally called Pers Z S5, an abbreviition of its short Germen
title. . It engaged in cryptanslysis of forelgn diplgmatic codes
and ciphers. It did not work on militesry problems.

Z Branch, referred to hereinafter as Pers Z, was headed ,
by Minister {Gesandter) Sslchow. Z Brench was latterly orgenized

" into four sections, onme of which was the foregoing "Sgecial"

(or Cryptanalytic) Section {Sonderdienst, or Pers Z S
Cryptographic Section §Chiffrierabteilung, or Chiffrierdienst,
abbreviated Pers Z Chi), heaeded by Senlor Specialist {Oberregle-
rungsrat) Horst Hauthel, was engaged in the comp'lation and
distribution of the codes and ciphers used by the Forelgn Office.

- The Communications Section {(Referat ruer Funkwesen, or Funk-

referat, abbreviated as Pers Z F), headed by Senlor Specialist
{Oberregierungsrat) Ernst Hoffmann, handlzd the Forelgn Office
communicatlions systems, including teletyps circuits, telephone

switehboards and radio links, The Administrative Section

{Generalreferat, abbreviated Pers Z Gen), headed by Senior
Specialist (Oberregierungsrat) Dr. Roy, handled pegsonnel and
admimiutrative prcblems for the whole of Z Branch.

lgee I 89, Dr. Rohrbach"s "Report on. the American Strip Cipher
TICOM I 22  para 3 '
311 p s



r - - = — —

DOCID: 3486663

o 3. History and Strength, 1919-1937-- The Foreign Office
code and cipher work had originally been done in Bureau I

(Abteilung I), the normal administrative buréau in e German
governmental department. Its mame at that time was probably

: the "Political Intelligence Bureau.” As its cryptanalytic and

5 - eryptographic work expanded, it;ch&ngﬁd 1ts name, taking the
cover afforded by "Perscanel Bureau,”” Apother source stated
"that the sectlicn vas formerly known as the Cipher Section
{Chiffrierabteilung), later concegled under the lengthy cover-
‘name listed in Parsgraph 2 abovs. As late as 1925 the crypto~
graphic‘activit%es and the cryptanslytic activities were unified
under one heesd.“ o o |

It is not knovn when the Foreign 0ffice sterted its crypt-

analytic endeasvors after the first World War. It is known that
Zastrow, the Fers Z S expert on Americanr systems, hsad seniority
'in the organization dating from December 1lst, 1918. In any
event, an uncavtlomed personunel list, dated May 1919, listed -
_the names of i men and 1l women.! While the significance of
the list is unknown, it does include the names of such well
known personalities as Kasper, Kunze, Scheuffler, Scherschmidt
and Zastrow, all of whom were Pers Z S cryptenalysts in 1945,
It 1is probably safe to assume that Foreign Office cryptanalytic
efforts were vell advanced before the conclusion of the peace -

treaty. . . o : by /

. , -+ No documentary evidence is avallable on the strength of the:
organization during the period 1520-1937. In 1945 Paschke and
Schauffler stated that, beginning with 20-30 people in 1918,
the oprganization grew to a strength of approximately 50 in 1930.8
This statement tends to support the view that the May 1919 list

. of 63 persons included more than cryptanalytic personnel, and
vas probably a list of Forelgn Office cryptographic, communica-
--tions and cryptanalytic personnel. _ - ' ‘
,uldlh'p 1%, A sentence in Document T56, Reports of the A Group,
_ Page 52, gives a clue as to the section's former name: = "The "
solution..{wvas)... achieved in the E Section of the Political
-~~~ Intelligence Bureau of the Foreign Office (E{entzifferungs??):
abteilung der Politlschen Nachrichtenstelle des Auswaertigen
Amtes. ) , . - R

"51 22 para 3. Statement from Br. Rohrbach. Since Dr. Rohrkach
did not join Pers Z S untll after the outbreak of war, the
statement should be taken with reserve.

“6op 17 13273 23
ToF 17 73273
81 22 pars 125
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72 personz on July 1, 1938.

4, Expansion, 1937-1939.--Captured documents show that the
whole strength of Pers Z ({including the four sections listed
above in Par 1) came to 77 Bersons on November 1, 1937, and to

Unfortunately these lists did not
give a detailed sectional breakdown. At least 20 persons were
engaged in cryptographic work (compllation, securlty and message
center), and it seems safe to deduce that the Cryptanalytic

Section (Sonderdienst, or Pers Z 3) did not dispose of a number
.greater than the estimate given above for the year 1930. Indeed,

it could be assumed that tne 1930 estimate of 50 persons was
excessive., Data for the year 1939 tend to confirm thils 1mpression°
Paschke 8qd Kunze estimated the 1939 Pers Z S strength at 80-100
people. A captured document gives a detailed breakdown of

Pers Z S peraoqgel as of December 1, 1939, showing a total strength'
of 92 persons .~ Other documents show that 45 new appointments

- were made between September 1, 1339 and an unspecified date 1n

November 1939. 12 orf these, 22 were regular appointments {(Etats-
stellen) and 23 were newly requested war service appointments

{rienaufgeforderte Kriegsstellen). If the strength on Deﬂember],EB9 -

were 92, and if 45 persons had been hired since September 1, 1939,
then it seems reasonable to estimate the Pers Z S strength prior

» to the war as something less than 50 persons.

The available documents for the period 1937-1939 give the
impression that all of Z Branch might have suffered from perscnnel
shortages and lnertia on the part of higher administrative author-

~ities. The job descriptions (Begruendungen) accompanying the

1938 recommendations for promotion show that Dr. Kunze had been

a specialist (Reglerungsrat) since 1923, and that Paschke and
"Scherschmidt had held the same grade since 1927 Attenbign was

drawn to fne fact that:
. *w~"Poait10ns with comparable activities and responsi-
bilities in other ministrles are given the grade of
_Principal Specialist (Ministerialrat) or Senior Specialist
(Oberreglerungsrat). Thils in spite of the fact that the
personnel conceined are,usually younger and have had less
. time in grade. .

9 op 24 Pers Z/llh{, and 1938 personnel lisfu
10 1.22, para 125

11 g 24 Pers Z S Organization as of December 1, 1939
12 op 24, Personnel list, dated November 1939 '

13 pp-24, 1938 Begruendungen. Such complaints are apt to be

generic in governmental organization. No valid conclusions
could be drewn without comparable data from other ministries.
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‘The Cryptographic Section (Peré Z Chi) complained in the

"
N
s

A

same year that it coulﬂ no longer.function efficiently without

additional personnela
- ovar fifty years of age, six of them over sixty.

represented too much of a strain for men of this age.

Tenn of its thirteen cryptographers were
Night work

_ "Due to the overloading of the Gryptographic Section,
outgoing messages cannot be enciphered and checked with

the necessary care.

- This regrettable state of affairs

was most noticeable during May 1938, and September 1938,
when the polltical atmosphere was at its tensest.

As of December 1, 1939, then, the Cryptanalytic Section -

(Pers Z 8) had a strength of 92 persons. -

It was orgenized as

follOWS°
LOCATION* UNIT STRENGTH | TOTAL
Luisenstift,<under Schauffler's Group (Gruppe) 8
Dr. Schaufrfler’ Paschke's Group o 13
. : . Scherschmidt s Group 10
Brandes' Group = 11
zZastrow's Group .. g
Kdarstien's Group 5 .
Kasper s Group 4
Hagen's Group L
Records Group {Archiv) 4
Clerical Personnel 3 72
Jaegerstrasse 12 Special Group {Stosztrupp) 20 20
IIT, under [Mathematical cryptanalysis] g2
Dr. Kunze S ' - ; -
—. % The exact Iocation of Pers 7 o prior to 1939 1is unknown.v In

1938 parts of the organizatlon were housed at Wilhelmstrasse
- 75¢ In February 1939, unidentified elements were housed in
.the Koenigin Luise Stiftung, Berlin-Dahlem, Podblelskl Allee

78, This locétion was called the "Luisenstift.”

Nothing 1is

" known as “to _the dates for occupation or evacuation of the
quarters in Jaegerstrasse 12 III. _

4

5. Further Wartime Expansion.—nNo det&iled figures are

15 TF 24, Personnel List dated Octcber 1, 1Q40

'14 TF 24, Supplement to Pers Z/l@OO of Nov 2, 1938

3_available to cover the Z Branch expasnsion during the early war
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‘ yews.. By olatob\.r 3., 1940 mere were 290 employees 1n the enti,re\ ﬁ
. branch,-a. ‘three huntired pep eefg increase over the.pPeviously qﬂoted
U figurs of 72 for July 1, 1938.2° - on October 19, 19480 Pers 2 S whs.
s3atEd 60 oceupy quarters im thfg@ buildings, implying a.further
g ;expansiom oves the 1939 figur i 3
S *The kast aviilable statements as to tot&l personnel are dated
B £ % $anuary A94L, At that time,' Dr. Kunze reported he had 53 ‘peps
- 3 employed in’ the Jaegerstrasse, while. Schauffler reported .ge
xf",iﬁ?s a& the Dahlem-?odbielski Allee lac&tion, & tctal pey
VoiIn spﬂue of the expans;on, there 1s good. evidence hat s
.~ Pers Z- Aeaﬂers 3till considered their personnel inadequate b &
e 5cope with ‘g1 problems,' On November 26, 1940 (Schauffler??, R
- signatup legible) submitted a 1ist of cryptanalytic prdblens .
‘angilng gh seventeen count?ies, all. of ¥hich were eithe?‘v'

ks “g detall; g.the problema to which they would be assigned
ey : , Dr. Kunze requested 57 additional employees, 28
. - vwhom vould be employed on American’and British problems, and:

-,wur ep. rqu@sted an, additiona& 1nccement of 17 ' Nothing ie kﬂown

Danlwm, Im DoL 2-6; 5, the Lulsenstift, and ”some rooms

he Kihnographlc Huseun {Museum fuer Voelkerkunde) at. Pring .
{4 '“d,Koeniggr&etzer Streets. ~ Thegse housing arraagememtz”'
erd to Temsin substantially: unchanged urbil - December 1§ %3. '
Saegeratrasss quarters vere in use as late as January 18, 39! lc
Trp 24, ‘Letters listing ‘strength and requirements. One, data@
?&anuapy 18, 1941 i3 headed ”Ja@gerstrasse 12 III" and signed "K"
{almost gertainly Kunze) The' othier, headed "Diemststelle

fo;ﬂ;' Podblelwki ‘Axlee," is dated January 14 19&1 and signed by Sghaufflaﬁ

FTleﬂwp 24, Letter of Nov. 26, 19%0.

”l*,ﬁTwa Jetters, Pers Z/5705, dated November 12, 1941 and &
from - Lhe Personnel Burezu of the Foreign Office, dated :

A 'y 1942, may be revealing. In: the first letter, Minister
+!,e§Gesan@rers Selcnow, head of Pers Z, requested the immediate .
- allocatken of 355 Labor Service Giris: {Arbeitsmaiden) due to: the o
v "gpecial haste incident to the execution of ‘the Foreign Ministerts
- nevw request ( "wegen der besonderen Eile der Durchfuehrung der vom-
. Herrn Reichsminister gestellten neuen Arforderung”). In the Second o
. hetter; Principal Specislist: (Legationsrat) ‘Schvaeger, | referring ,
-gpecifically to the Pers 7 request for 313 regular: employees, = .
stated that-the 1941 budgetary allocations had been: exhaustea
" Heé cited the critlcal state. of theé lebor market, and’ concluded
‘that, the: Pequest ‘shouid b irepnraaed"o"Pe’uatified on the ground

. _ that 1t vas essentlal to fth;e var ef.: ox’*t" Paus kriagswichtigen

s aGruanden"g
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When the Section was captured in April 1045, its 1eaders
stated that the peak in personnel was reached in 1945, when 180~ -
200 persons were employed.<0 Another employee "thought" the
total personnel was about 120.21 Regardless of conflicting
statements, 1t seems clear that Pers Z S never became a large

~organization, and that its personnel never exceeded two hundred

- in number

6. Organizational and Geographical Changes, 1943 19#5 --No
‘major changes were made in the organization untll December 1943,
At that time, Berlin was Dartiale evacusted on account of the

\

oBerlin-Dahlem

e : . V3 £
Aemier . mm———— o i ¢ s %
S
i ‘ . =z

._i;fe_ I . ?&@nkfurt’a/d'Odef"'E | L
T B o CTE e A B foland
. "PERS .Z S LOCATIONS-December, 1945/March 19&5 \ ';
o Scale: 1/1,500,000 o
. \4'. : .\\ .- .
L o , o SN
® Kottbus LT }'.%x‘ e

L S »Bfe.‘au f,
AL L - o _ ‘Liegnitz . i%ﬁ»»*
“Dresden ;. v T
A &«, K \\\' - "Hirschberg
: St kL W ' - LT
.~~~ Former - N e »,
dRSAS Czechoslovakia S , EEEEEQQEE

20 1 22, para 125
1122, para 3%

‘
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.RAF bombings, and Pers Z S was solit into one 1arge group and

two smaller groups. Dr. Schauffler and Dr. Paschke. remained in
Berlin-Dahlem, at Im Dol 2-6,5, with the mein party {Stamm—
abteilung). This party may ‘have been reinforced by "parts
of...5...3ignal Intelligence Agency, Supreme Command of-the .

~ Armed Forces (OKW/Chi)" which had been bombed ocut at the same

time.22 A part of Dr. Paschke's Subsection, under the leader-

| “ship of Specialist (Reglerungsrat) Dr. Karstlen, went to

B Hirschberg 1n the Rlesengebirge The Mathematlc&l Cryptanaljtic:

rERs 7S LOCATIONS- April, 1945 _3
— sceler 1 /1, 500 o0

L e T e e
Q T .
Magdeburg Q
. . : . ' » '
st 45 . -\A-‘ )
A o
. : B ) P " A'i.\ ' River -
¢y
. \\
aischeoplin
. . . {
«T. SR _ Halle-Nleﬁleben
R Leipzié
Burgscheidungen \
"Muehlhausenff" \

?, I- 96 p 5. There 1s some evidence thaﬁ there was an actﬁal
anification of certain Pers Z S-Signal Intelligence Agency of

the Bupreme Command of the Armed Forces (OKW/Chi) subsections-
after November 1943. For detalled discussion, see Chapter 4.

i
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‘Subsection under Dr. Kunze, together with the I.B.M. machinery,_
was evacuated to Hermsdorf in Silesis. The three parties
attempted to work as one, with a daily courier service linking
all three locations.23

In Februsry and March 1945, as tne Russian advances became

- more threatening, the Hirschberg and Hermsdorf locations were

evacuated. The Karstien group moved directly ‘from Hirschberg

to Burgscheldungen in the Unstrut area. They were joined there

‘in April by Dr. Schauffler and some of the former Eerlin-Dahlem

group. Dr Kunze's Mathematical-Cryptanslytic Subsection was .
split up; -elementis proceeding from Hermsdorf to Muehlhausen, &nd.

' the majority, lncluding the leaders, to Zschépplin. Dr. Paschke

brought mest of his subsectlon from Berlin to Zschepplin. An

" unidentified Pers Z S group went from Berlin to the Army-Air
- Force Signa%uschool at Halle-Nietleben, later proceeding to

.Zschepplin., No lntercept traffic was precelved after March 1945,
Some cryptanalytic work was coutinued on back material until the

- Burgscheidungen Zschepplin areas wers overrun in April 1945

T T Important Personne1,~—This paragraph consists of a com-
pilation cf data on some fhirty Pers Z and Pers Z S personalities,

'~ca. 'z Branch gPers Z} Personal:ties

- {1y ‘Minister (Ges&ndter I K1 l}Selchow. vSélchcw_was )
chief of Z Branch., Little 1s known of his background.  Mentlon

. was made of the fact that he had engaged in similar work during -
‘World War I.=5 A persomnel 1ist, without & caption, dated :

May 1919, lists hils name along With 62 others, prequmpti%61'
The

~Foreign Office cryptographic or cryptanalytic activity

date of his appolntment as head of Z Branch (Referat Z) 1s un-
knovwn.  One source states that he had been head of the Branch

since 1919.27 He is listed as a Principal Foreign Office -

Specialist (Vortragender Legationsrat) on Kovember 1, 1937. 8
He held the rank of Minister (Gesandte) in 1945. A document

“~dated 1941 contains recommendatlions for the pvomotion of Senior
Specialifts_(Oberregjerungsraete) Pdschke, Schauffler and -

23 See Chart 6-1, and I-22, p 23

24 I1,'p7

25 1 143, Daré yy

26 DF 17; 3273

f27 I1,p17

28 TF 24, Personnel List of November 1 1937




DOCID: 3486663

. Langlotz to Principaj. Forslgn Office ‘Specialists (Vortragende e o B
' Legatilonsraete).”Y It might be deduged from this document th&b
Selchow had been appointed Minister in 1940 or 1941.

But little more is known as to his ability. Statements .
from personnel 1in other cryptenalytic agencles ilmply that he was
jealous and secretive about Z Branch (Referat Z) activities. His
Pers 7Z S subordinstes characterized him as "a competent adminis-
trator who knew little about cryptanalysis and was content to
leave %ge specialists to run their affalrs as it seemed best to
them."

- Last reported in alaburg in March 1945, he VEs not appre-
hended by TaGCIT. \

_ (2) Senior 5peoialisu4&0berregierungsrat) Dr. Rgx. Dr. Roy
was head d?;the Administrative Section {Pers Z Gen] in Z Branch.
He 1s reported to have been with Z Branch since the early 1920'3,_
Paken prisoner at Muehlhausen in April 1945, he was released as
being of little importance to target teams and interrogators. Av*gy/

l/

‘ (3) Senior Specislist (Oberregierqusrat)_Ernst Hoffmann.
Hoffmann had seniority 1p 2 Branch golng back to 1015.51 A
- Specializt (Reglerungsrat) in July 1937, he was promoted to hils
. 2last grede in 1940.32  Prom 1940 he was head of the Communica-
. tions Sectlon (Referat fuer Funkwesen) in Z Branch, & section
newly created at that time.33 Tothing is known as to the fate
. ) oi‘ the section A T T T -

. (% Senior Speciali:t Oberreglerungsrat) Horst Hauthal.

- Hauthal was latterly head of the Cryptographic Sectlon {Fers Z
Chi) in Z Branch. His section remalned in Berlin, and nothing
is known as to its fate. A yocung man {born ‘March 9, 1913), his
rise in Z Branch was little short of meteoric when compared with

- the progress of his older colleaguewn Joining Z Branch as &
mathematigian and'cryptOgraphe; in uanuary 19%0 his promotion

2

29 1R 24, Anlage 1, Pers 5617/41 | | |

3011, pay
31 _
L DR 17 13273 -
32 TF 24, anlage 1 to Pefs Z 5617/41

, 3; TF 24, Pers Z 647/L0 refers to Hoffmann as head of the "newly
o creaﬁed subsection for radio cowmunications problems ("Leiter
des neugeschaffenen Referats fuer Funkwesen"). Job descriptions
© - and personnel specifications show that Pers Z F disposed of
- telephone, teletype and messenger services, as well as radio.

10
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to -Senior Specialﬁst ’Oberregierungsrat) WS achieved in less
than five. years, ,

b. Pars Z 3 Personahties°

(1) Linguistic-Cr;ptanalgtic vasection

(a) Senior Specialist (Ooerreg*er ungsrat) Rudolf Schauffler.

Although Schauffler was head of Pers 2 S, 1t 1S not clear whether -

this title was more than nominal in i945. The Pers Z S members
listed him as head of a Subsection in 1945, while the 1937~1941
documents. 1ist him &s head of the whole Section.35 Latterly
Paschke, a more forceful type and probably an abler adminis- p
trator, appears to have usurped more and more of Schauffler's
responsibilities. . :
Startlng with Z Branch 1mmeciutcly after World War I,
Schauffler had held the grade of Senior Specilelist {Oberreglerungs-

rat) since at least November 1& 1977, .and vas the senlor crypt-

analyst in the Section. In 1941 he hed been recommended. for the
grade of Princigal Forelign Office Specialist (vOr°ragender
Leg&tionsr&t)

Originally a mathematician, hils main field of interest was

‘theoretical research {Grundlagenforschung). To this end, he .

edited a private periodical ("Schriften des Sonderdienstes"%
which was concerned primarily with cryptologic methodology. 7

- His language specialiles were Japanese, and Chinese, which Pers

Z-S cryptanalytic group he headed. Fe also served &s an adviser

to the Foreign 0ffice Cryptographic Seéctien (Pers Z Chi) on -

securlty. Either he or Senior Specialist {Oberregierungsrat)

Hauthal of the Cryptographic Section (Pers Z Chil) represented

the Forelgn ggfice In the ArmyuAir-Naval uecurity Coordinating
Conferences . X : T .

(b) Senior Snecialist Oberre ierungsrat) Dr. Adolf Paschke.
While junior inm grade to Schaﬁffier, Dr. Paschke during the latiter

Yyears of the war became, with Schauffler, the joint head of Pers .

Z S.- His nominal title was that of head of the Linguistic- g
Cryptanalytic Subsection. .

- - Joining the Foreign Office grour in 1919, he became a
Specialist ?Regierungsrat) in 1927 and a Senior Specialist

(Oberregierungsrat) between 1937 and 1940. In 1941 he was recom-

mended to the rank of Principal Foreign Ofxice Specialist (Vvort-
ragender Legationsrat) _ N . N

- 360F 24, Anlage 1, Pers 4 5617/41

371 22, para 8
38 1 84, para 11
39 TF 24, Anlage 1, Pers 2 5617/41

1l
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Technically he was responsible for bookbuilders and trans- o
latorsg heading & subsection organized by countries and languages.
He was also responsible for liaison with the armed forces. His _
language specialfles were Italian, . Greek and Russian, a group for -

B vhich he assumed direct technical responsibility. A man of un-

doubted competence, possessing a strong personality and flerce ‘en= .
ergy, with. good party connections, he probably had little diffi-
culty in forging ahead of his more academically inclined colleagwm_

{c) Technical Assistant (Willenschaftllcher Hilfsarbeiter)
Karl zastrow, From avsllable Informat€ion, Zastrow was theé senlor
member of the Cryptanalytic Section, having entered service on .
December 1, 1918.- A gifted analyst, he never advanced into the

" higher grades of officialdom. Pronouncedly absent-minded, it

.. is doubtful 1f he were ever a capable administrator.

- for the Foreign Offilce in 1920.

. . From aveallablse documents he appears to have headed the Aumer-
ican and Scandinavien language group {Gruppe) under Dr. Paschke.
However, by 1945 he was no longer head of this group, which was
then directed by Dr. Hans-Kurt Mueller, with Zastrow as his a

- deputy (Xertreter} He was the Pers Z 3 outhorlty on American;'

systemsn

qa) Senior- Specialist ioberrqgierungsratQ;Nilhelm Brandes.

-Dr; Brandes headed the group whlch, under Dr. Paschke's directlon,

exploited systems of Dutch, Swise, Belglan or French origin. &/;
Having. served with Dr. Paschke &“ World War I, he came to work
- He 18 listed as a Specialist

E (Reglerungsrat) in October 1940, and wvas promoted to Senior

‘Speclalist (Obewregierungsrat) sometime between 1942 and 1945

& capable llnguist and bookbu;lder, he also had cert&in Baison

-funct;ons for his own group,

(e) Senio" Speciallst (Oberregierungsrat) Dr. Herrmann

 Scherschmidt.  Scherschmldt 1s listed as having been with>the

Forelgn OrFlce in May 1919.%2  Promoted to Specialist (Reglérungs-
rat) in 1927, he became & Senior Speclalist {Oberreglerungsrat)
sometlme. between 1941 and 1945. Specializing irn Slavonic and
Near Eastern languages, he headed the Pers Z S Turkish group

" from 1934 to 1939. Tﬂereafter ke took over the Slavonic group

until September 1043, Desiring to return to Turkish at that
time, he encountered persooal'difficulties in his o0ld group

b T122pak, - -

1 op 24, Job Descriptions for 1938 Promotions (Begruendungen)
42 pp 17 13273
Brepe
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and transferred to the Foreign 0ffice Document Section
(translations) until September 1944. He then reassumed his
0ld post as head of the Turkish group {under Dr. Paschke),
‘while"Dr. Bengzing, the previous head, shifted to Arabian and
Iranjan systemso

. (£) Specia]istAjRngie”ungﬁwat} ‘Dr. Hens-Heldrun Karatien,
The exact date of Dr. Karstien's entry into Pers Z 8 ia unknown,
‘but .1t antedated the year 1930. In November 1937, he was &an’ un-
classified employee{Tarifangestellter) 1n Group X, then the high-
.est pay grade. 1In November 1940, he was listed as z Specialist
(Regierungsr&t), a grads he held at war's end. ' _

A specialist in Balkan languages (although he worked on
Japanese and Chinese systems from 1930 till 1938}, he worked
under Dr. Paschke's direction, handling Bulgarian, Crcatian,
Polish, Slovakian and (Finnish?) work. When the Berlin group
was spilt, in December 1943, Dr. Kerstlen was placed in charge
.of the party which went to Hirschberg. Proceeding to Burg- .
scheldungen with his party when Hirschberg was threatened by
the Russian advance, he was taken prisoner there in April 1945.

, ; {g) Specialist (Regierungsrat) Dr. Johannes Benzling.

. Dr. Berzing Joined Pers 2z S on July 20, 1937. RBorn January 13,1913,
he was the youngest senior official (Beamter) in the Pers Z2 &
Section. From available data, it seems clear that he was pro-
moted to Speciﬁ£+st (R@gierungsrat) sometime between 1941 and
December 1943,

: A specialist on Near anfern languages he originally worked
on Turkish under Dr. Scherschmidt. -He headed this section from
October 1939 until September 1944, when Dr. Scherschmidt re-

turned from another Section of the Foreign O0ffice. He was then

" placed in charge of work on systems belonging to Iran, Iraq,

~and Afghanistan,a

. {h) Technical Assistsnt (Wissenschaftliche Hilfsarbelterin)
Dr. Ursula Hagen. As was Indicated by Mlss Friedrichs, 1t was
difficul¥ Tor women, no matter how able, to achisve proper recog-
nition or seniority in Z Branch. Miss Yagcn 1s a case in point.
Born March 23, 1901, she entered Pers Z S on QOctober 1, 1922.

By 1939 {and through 1945) she was head of the group (under
Dr. Paschke) which was responsible for work on England, Ireland,
Spain, Portugal, and latin American countries. 1In 1942 this

44 F 24, Anlage 1 to Pers 2 “61(/41

453: 2, p 25
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., involved the supervision of twelve peopjl.e‘,’+6 Her grade and
‘remuneration were never comparable to those of men with like
senlority .end similar responsibilities. She is last listed
(February 1941) as a Technical Assistant (Wissenschaftliche
' Hilfsarbelterin) Grade IV.*7 She was caplured at Zschepplin
~ in 1945, and evacuated to larburg. '

e (1) Dr. Hans-Kurt Mueller. Little is known of Dr. Mueller's
background or abilitlies. Lorn Mey 1, 1906, he went to work in
- Pers Z S on Janvary 22, 1940. Specialisziriz on American and .
. Scandinavian systems; he 1s listed in Deceuber. 1943 as Zastrow's
- deputy (Vertreter). By April 1945, due, no doubt, to superior -
administrative and organizational abilities, he 1s listed as the
head of the group, with Zesirow as his deputy (Vertreter)oﬁg< e
His last known pay grade we: TechniZal Assistant (Wissenschaft-
licher Hllfsarbeiter) Grade YII. e

~ (Jj) Dr. Peter Olbricht. L=, Olbricht, s former anthro-

- pologist with the Ethnograpnlc Mustaum in Berlini, went to work for
Pers Z S in December 1939. An Orleitalist of uome repute, he
specialized on Chinese, Japsnese and .snchukuoal systems, work-

' ing under the direction of Dr. Schauffls~, He was in the Hirsch-
berg group from December 1943, and was <rwutually captured at ..

- Burgscheldungen. . - I T A ’

‘ (k) Miss Asta Friedrichs. While hclding & Posiei. ., ,y4h
. lov rank and senlority, Miss Friedrichs wiz one of the le« -
personalities in Pers Z S. She joined Pers Z S 1in September ... .
‘after study at the Sorbonne and the American University in $ofia,.
She worked under Dr. Karstien, whose depuiy (Vertreterin) she ‘
was, in the Slavonic group, specilalilzlng in Bulgsrien. C

- (1) Miss Hildegarde Schrader. Miss Schrader joined Pers

7 S in September 1939, as & specialist in French. By 1943 she
was deputy to Dr. Brandes in the French-Belglen-Swiss sectlon.
‘When Dr. Brandes fell 11l in 1944, she took over the leadership

of the group, which was then in Hirschberg. She was captured
at Burgscheidungen. ' Like Miss Friedrichs and Miss Hagen, she

apparently never advanced beyond the grade of Technical Assistant

(wWissenschaftliche Hilfsarbeiterin) Grade IV. = < R

- {m) Dr. Otfried Deubner.: Dr. Deubnef started his work
with Pers Z S on July 7, 19%0., By the end of the war he was

461D'16n Peport 4, p 6
7 pp o4, 1941 persomnel list
48 122, p o5 |
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. . " assistant (Vertreter) to Dr. Paschke in the group whic& handled
~ systems from the Vatican, Italy, Greece, and the USSR, He was
~ recommended for the grade of Specialist {Reglerungsrat) in 1941
- but apparently worked throughout the war as a Technical Assistant
(Wissenschaftlicher Bilfsarbeiter) Grade III.

(2) Maphematigal=Crgp£ana;§tic Subsection.

. "{a) Senior Specialist ﬂOberregierungsrat) Dr. Werner Kunze.
Like Paschke and Schauffler, . Kunze was & cryptanaiyst with
25 years of Pers Z S experience. A military crypt yst in
World War I, he joined the Foreign Office in 1919.°% The date
of his promotion to Senior Specislist (Oberreggfrungsrat) is un-
konown, but it was previous to October 1, 1940, e .1 "

: Kunze's Subsection, the Mathematical-Cryptanglytic Subsection,

- usuelly operated apert from the main Fers Z 8 party (Stammabteilung).
Primarily a mathematlician,; Dr. Kunze's subsection consisted of
linguist mathematicians and was also responsible for the Pers Z 8
I.B.M. machinery. They specialized in difficult systems, complex
encipherments, and those problems which required a large expendl- '
ture of time and personnel, or the application of technical devices??
In December 1939, the group included 20 persons and was housed »
apart from Schauffler's Linguistic-Cryptanalytic Subsection. In
December 1943, the Subsectlion was evacuated to Silesis (Hermsdorf).
It came to Zschepplin in March 1845, where it remained until var's

end, : -

. - {b) . Prof. Dr. Hans Rohrbach. A professor of mathematica at

the Charles University in Prague, Dr. Rohrbach divided his time

equally between his teaching duties and work as a cryptanalyst.

He started his work with Pers.Z S early in 1940. An undated
ersonnel 1ist of that year shows him as "provisionally employed" -
Kommissarisch beschaeftigt), witg the assimilated grade of senior

civil servent {hoeherer Beamter). 3 Possessing an excellent com-

mand of English, he had workg& on English,American, and Scandinavian,
as-well as Japanese aystems. By personslity rather than senlority,

‘he was one of the Pers Z S leaders. He was awarded the War Ser- .

vice Cross 2d Class (XVK II) in September 1944, probebly for his

work in the solution of the U.S. Diplomatic Strip System 0-2.

491 22, p 25

50pF 17, 13273 - |

5l 24, Handwritten Personnel List, dated October 1, 1940
521 22, p 25 |

S31F 24, Undated Personnal List

5%1 80 p 3
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(c) DT . habil Felmut Grunsky. Born July 11, 1904,
Dr. Grunsky went to work for.Pers Z S in Sept@mber 1939. Prior

to 'that date, he hed been teaching &nd doing mathematical re-

search at the Prussisn Academy of Sclences. He was a Technical
4ssistant Grade III {Wissenschaftlicher Hilfsarbeiter) in -
December 1940, and was recommended for promotion to Specialist
(Regiewungswat) on March 5, 1941.55 At that time he was listed
as -head of & "group" in the Subsection, a position he still held

© at the end of the war {Gruppenleite mathematischdr Zweig)

(d) Dr. Hans ‘Georg Krug. It i3 not known when Krug Joined;
Pers 7 5. 1t scems proBabIé that he was one of thes large group

"hired in early 1940. He is not listed on the Pers Z S personnel
- 1ist of December 1, 1939, but his name is found among the 1941
. recommendstions for promotion, when he was recommended for the
. grade of Specialist (Regilerungsrat). At war's end he was in
-charge of all the Pers Z2 S HoJ;erith 1nsta11ations,,a :

~(e) Dr. Erike Pannw;tzv' Tt is not known when Dr. Pannwitz

-Jdined Pers 2 S. A mathematician, she w%s listed as- the head of .
& group {Gruppenlelter) in Aprll 1345 5

(f) Klaus Schultz. Schultz joined - Pers Z S shortly after
the outbreak of war., A professional methematician and statis-~
ticlan, he worked for the German Statisticel 0ffice (Statis-
tisches Reilchsamit) before the war.. He is listed as being with
Dr. Kunze's subsection on Decemper 1, 1939. His last known

.¢ivil service grade 1is that of Technica1 Assistant Grade 11X

(Wissenschaftlicher Hilfsarbeiter). It does not appear that
his recommendation for promotion to Specialist (Reglerungsrat)

in 1941 was ever acted upon favorebly. He is listed as the
. head of a group as earl y a8 March 5 1941, and still held that‘

post in April 1945 o7

(g) Dr. Annélise Huehnke. Mrso.Huehnke‘Btarted work with
Pers Z.S on August 31, 19359. She is listed az the head of a

.group_under Dr. Kunze_on March 5, 1941;,>Never recommended for

'55 TF 24 Recommendaulon for 1941 Promotionﬂ
56 tF 24, List of personnel submitted by Dr. Kunze April 1945.
_57 TF 24, Anlage 1 to Pers Z 5617/41, and List of Personnel

submitted by DV.-Kunze, April 1945

16
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. promotion dutside the grade of Technical Assistant (Wissen-
schaftliche Hilfsarbeiterin), she apperently ended the war in
grade III. . ‘

{(h) Dr. Xarl Schroeter. Dr. Schrozter joined Pers Z 3
in the spring of 1941, A former lecturer2in mathematical theory
at the University of Muenster,; he worked ilundependently on Japamr-
ese.addltive and encipherment systems. He 1s listed as the head
of a group under Dr. Kunze in the spring of 1945. -

(3) Personnel on Losn from Signél Intelligence Agency,
+ Supreme Command OF the Armed Forces [CKW/Chi). . :

{(a) Dr. Arthur Grosse (born February 8, 1910), Edgar Hierer
(born March 22, 1915 and Kurt Rave were members of the Signal
Intelligence Agency, Supreme Command of the Armed Forces (Okw/Chi)
who were lcaned to Pers Z & in December 1943, after the Signal
Intelligence Agency Supreme Comunand of the Armed Forces (OKWw/Chi)
had been bombed out of 1ts Berlin quarters. They worked on )
Japanese and Chinese problems. According to Dr. Rohrbach, they
vere "definitely lower grade personnel, and had come to be
trained !0 There is some evidence thet Rave and Hierer were
actually military personnel .29 -

: _ (4) Missing Persons. Most of the key Pers Z S personnel -
. were taken prisonér at .ochepplin or Burgscheidungen in April 1945.
Dr. Scherschmidt was later located through P/W sources in a
Heldelberg hospltal. Other personnel, some of whom were known to
have been with the organization in 1945, were never taken.

- {a) Specilalist {Reglerungsrat) Dr.....Kasper. Dr. Kasper
headed the Rumanian group in Dr. Paschke‘'s Subsectlion. Listed
as having been among the original May 1919 group, he became a
Specialist (Reglerungsrat) sometime prior to October 1, 1940.60
When the Pers Z 5 Linguistic-Crypteanalytic Subsection was split
in December 1943, he remeined with the main body (Stesmabteilung)
in Berlin-Dahlem. He is not mentioned in the 1945 interrogations.
it is not known whether he sought to =lude capture by escape, or
vhether he was dead. His essistant {Vertreter), Wilhelm Menning,
also not taken, was Iincluded in the Pers Z S personnel who went
to Muehlhausen. ' _ ) . ‘ v o :

58

I 22, para 50
59 1 150, p 8
60

TF 24, Personnel 1list of October 1..1940
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{(b) Senior Specialist (Oberregierungsrat) Friedrich Niendorff.
Riendorff, one of the origi 9 group, appears to have been
the Pers Z S specig}ist on. intélligence evaluation (Auswertung) :
- and dissemination.Y> During the interrogations no specific queries
were ralsed concerning his activities, It is possib s that
- Niendorff was no longer with Pers Z S in 1945, However, he or
his successor might have been able to throw some light on the
intelligence value of the Cryptanslytic Section's achievemernits, ;
and 1t is to be regretted that no attempt was made to probe further
into his activities, »

(¢c) Prof. Dr“,.Horn° Under Dr Paschke's direction ng )
Dr. Horn vas responsibie for the Pers 2 S files (Archiv). 2 No
specific informetion is available as to their scope, other than
that they included personalities and place names from decodes,
-and were amplified from newspaper clippings. Dr. Horn was in the
group which went to Muehlhausen, and was never taken prisoner.

61TF 24 Job Specifications for 1941 Promotions
621 22 25 ’
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VOLUME 6

Chapter II. Intercept Control and Treffic Analysis

Paragraph fhﬁg

Sources of Intercept Materiel. . . . . . . . .. .8 1%
Intercept Control and Traffic Analysiz . .. . . . 9 ‘ a0

8. Sources of Intercept Material.- -Pers Z S had
one small intercept statlon under its own control, called the
Landhgus, in Pshlem. This station was used to coveg prior-
ity links, such as Berlin-Ankera and Berlin-Lisbon.®5 Ppers
Z S was dependent for the bulk of its intercept upon the
Signal Intellligence Agency of the Supreme Command of the
Armed Forces (OKW/Chl), Goering's"Resecarch" Bureau (FA),

.and the German Postoffice.

Traffic taken by the intercept stations of the Signal
Intelligence Agency of the Supreme Command of the Armed
Forces (OKw/Chi) at Lauf, Loerrach ané Treuenbrietzen was
forwarded by teletype, probably via OKW. An examination
of message photocopies in the TICOM files shows that a
large amount of intercept traffic was in fact received from
these stations, as well as OKW/Chi/VIb, the section in the
Signal Intelligence Agency of the Supreme Command of the
Armed Forces (OKW/Ch?? which specializsd in the interception
of the press, propagandz and news agency transmissions. Dr.
Paschke stated thet Pers Z S may have hed traffic from the
Signal Intelligence Agency of the Supreme Commend Armed -
Forces (OKW/Chi) intercept stations in foreign countries; but
since in meost cases the traffic was recopled before %t reached
Pers Z 8, there was no indication as to its origin.6

Traffic was also received from Goering's "Resesrch"
Bureau (FA). The intercept stations are unknown. At one
time the traffic, both redic and telegraph, trensmitted by
the German Postoffice was forwarded to Pers Z S through
the '"Research" Bureau (FA). After the "Research” Bureau

(FA) was bombed out, this traffic was receilved direct from

the Postoffice.b7
651 22 Para 103
I 22 Para 103 ‘ .

671 22 para 103 |
. 19
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9. Intercept Control and Traffic Analysis.-- There
vas no mention of intercept control or traffic analysis
in the interrogations or documents. There appears to
have been an attempt to keep 8 cheek on traffic depths
and the relative amount, of garbled sraffic.6 In view
of the fact that most of the Pers Z S intercept came
from outside sources, and was taken on commercial and
diplomatic links which used fixed frequencies and fixed
call signs, it is doubtful 1f any serious efforts in
traffic analysis would have been profitable. )

68T2038, Report on Polish Systems as of Janusry 1, 1941,
referred to a Polish consular system which was unwork-
able, partly due to the poor condition of the intercept
forwvarded by the "Research” Bureeu (FA). T2252, Report
of the Italian Group for the Year 1940, mentioned that
the Signal Intelligence Agency cf ihe Supreme Command
Armed Forces (OKW/Chi) intercept totals had increased
markedly, and that many messages had been received which
had not been taken by the "Research" Bureau (FA) inter-
cept stations.
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'Juenaral Pers Z S Organization fcr

. As ig. many. swall organizévions, the Pers Z S Inteenal -
-organizmtion appsars to.have been establlished mozre in ;":,

VOLUME 6

4, Faragraph f
L Ren®
CHYDERIBLYELE S+ & a0 atowes cmabessonssenosinssennne 10 2

'ZGwnerai Cryptanalytic. Succevses..,.o.a.,,,..c@.u.u‘11 25

etailed Iisting of Cryptanalytlc Successes : PR
by G’letries ca‘oououuehncooooouvoue-eo‘cl}a.ecaauo 12 1&

10 General ?s"q Z-u Organiza+¢on For Cryptanalzais,;

scnformity with personsl factors, than wita any logical

plan.. In order properly to comprehend the: section's AR
organization for cryptanalysis, it is nscessary first to
understand the position: of the tnree ‘eaiers within the :

i ovganzzdtiono

Frem & prcﬁessional point of view, Sehauffler was. the

if_und0ubted dean of the orpanization. Its head for twenty

years, 1t seems probab¥s (while uever stated in so many -
word~§ that in the years just prior to 1945 he had less and-
less of the group's leadership.: Dr. Pasehie, wrapped in

. the weatle of his Italian successes, essentially & more.
- forceful personality, and a party wsmber, seems to have
- usurped {or been appointed %o conduct)more and more of

- Schauffler's administrative functions. At no point,. eith,r

in the interrogstions or in the documents, ‘is there a defié_

~nite steatement &s to vho was the constitutsd head of the'

organization in 1945. Perhaps thers wss none, but 1t seems

~probable that this role was played by Paschlke while, in

dtﬁfexence to Schauffler's seniority and prestige, no paper ,

‘adwinistrative changes were mede. XKunze, the leading mathe-

metical cryptenslyst of the group, appeers only as the ‘head

- of a subsection. With this equivocal gituvation as to 1eader¥

ship .ciearly in mind, it is possible to outline the Section's

’organization Fox cryptan&lysjs with some &egmee of undef~.:'
‘ stapding. , : :

1
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&. Mathematical and Linguistic Prvptanalysis, Chart
6-1, representing the Pers Z o orzanization &s of April, 1945,
1s 1n most respects an jdeal representation. In polnt of
fact, there was in Pers Z S, in Aprll 1945, very little
which could be termed organization. There had not been ideal
working condltions, with all elements of the Sectlon located
in the same building or same general area, since the evacu-
ation of Beriin in Noveubter, 1943

However, in splte of devlations from the sought-for
norm or ideal, through all the vicigsitudes of evaguation
and re-evacuation, one cerdinal orgsnizational princlple
seems to have been retained: thaet mathematical cryptanalysis
involving the initial solution of extremely difficult systens,
the solution of complex enclpherments and additives, and
the application of wechine techniques to these problens,

.s8hould be kept separate from lingulistic cryptanalysls, roughly

defined as including current solution of known additive and
enciphering systems,code-book reconsitruction, translation

. and publicaticn. This principle emerges clearly in Chart
6-1.73 1If Dr. Schaufflsr were pleéced in charge of a sub-.

section enjoying primerily consultative and research functions,
if Dr. Kunze were placed in charge of a ‘subsectlon having
mathematical-eryptanalytic activities, and 1f Dr. Paschks
vere placed in charge of linguistic~cryptanalytic activities,
then a reasonably effective organization was possible. :

b. Scheuffler's Responsibilities. Schauffler’'s responsi-
bilities, aside from some rather vague responsiblilities as co-
head of Pers Z S5 (with Paschke) embraced theoretical research
on ceryptanslytic methods and systems, publications, and
consultation with the Cryptographic Section (Pers Z Chi) on
the security of the Foreign 0ffice code and clpher systems.

His linguistic specialities were Japanese and Chinese, which
linguistic group he  headed, under D»r. Paschke

'731 22, Appendix B. WNo conclusions cen be drawn as to the

genera1 administrative efflciency of this division. In at

least one instance (see T56, Pages 8,22), there seem to be dif-

. Perences of oplnion betWeen the mdthemacicians and the 1lin-
guists as to the proper approach to 8 problem.
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c. Paschke's Linguistic-Cryptanglytic Subsection. This
Subsection consisted of 8 number of small linguistic groups,
organized along semi-lingulstic or seml-geographical lines.
The group organization eppears to have been fluild, varying

- acecording to the intelligence and c¢ryptanalytic priorities.

In general, it was organized into the fol’owing groups, with
group heads as listed:

1‘ Japan, Chins, ManchukuO........ sosecescessoChauffler.
2$ United States of America....... sessasssassal@8trovw

3} France, Belgulm, Switzerland, Hoiland...... Brandes

4} Italy, Greece, Vatican & USSR. Fumx ewa v cme v o PASCHKES
5] Turkey.cceosooscssscocecs cessessccavea . .3cherschmidt
6) Iran, Afhanistan,Arabic S+a+es....,...,....Benzing

T) RUMBNHIS, sossesspasssonsisssonsssiendns s was s snasper

8) England and British Empire, Spain,

- Portugal & latin-American...c...ccco. ..s0s..Hagen.
(9) Bulgaris, Croatia, Poland, Jugoslavia

& BALtLC StALeSTHeuerenenreononennnons «++.-Karstien

Personal considerations seem to have played an im-
portant part in the organization of the work groups. For
example, Scherschmict was 1ln charge of work on Turkish from
1934 untll 1939, and the work on Pclish systems from 1939
until March 1943. Dr. Benzing took over his responsibilities
on Turkish systems when Scherschmidt transferred to Polish,
When Scherschmidt returned to Pers Z S in September 1944,
he reassumed responsibility for Turkish, while Benzing took
over a newly created group which worked on Iran, Afghanistan
and other Arabic language systems.7> Scherschmidt had
originally been in charge of work on Bulgerian systeus, but
Dr. Karstien kept control of this work, as well as the re-
mainder of the Slavonls languages (defined as Jugoslavian,
Croatian, Polish and the Baltic-States).

4 : '
7 'l 22, Appendix A. Such was the fluidity of the organization

after 1943 that no chart can properly show group heads and
group organization for more than a short period. For example,
Scheraschmidt left Pers Z S from March 1943, until September
1644, Paschke headed the group which was responsible for
Russian traffic, but, in point of faet, the traffic was never
tackled. For these reasons, the listing given below will not
corresepcnd strictly to the organization given in Appendix A.

751 63, page 2; I 103 page 3
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d. Kunze's Mathematical-Cryptanalytic Subsectlon. The
internal organizétion of Dr. Kunze's Methematical-Cryptanalytic
Subsection has never been precisely defined. A captured docu-
ment, dated January 18, 1941, listed six work groups, whose
responsibilities were, respectively, Englend, America,

- Japanese Diplomatic, Japanese Military, Greece, and study of-

German systems(elgene Verfahrenj. The 1list of group heads
submitted by Dr. Kunze in April 1645, also included six names.
However; it is doubtful if the division of responsibiliity in
this subsection had remalned constent for four years. From
available evidence, it seems more probable that Dr. Kunze's

Subsection had a loose internal organization which permitted

full concentration of needed personnel on the most 1mportant
problems as they arose.706

' The Mathematical-Cryptanalytic Subsection had had its
owvn IBM machinery since 1942. This wmachinery was used prin-
cipally in solution of difficult additives and superencipher-
ments, and not for bcokbuildiag purposes.

At the end of the war the installations included 20
punches, 10 sorters, 2 collators, 2 reprocducers, 6 tabulators,
one multiplier, and additional special machinery. The most
useful special device vas the so called "sutomaton™, a rapid

. deciphering wachine developed for use on the American Diplomatic

Strip Cipher.77 Another machine, & type of comparator
(Spezialvergleicher), was developed to solve Japanese trans-
position ciphers gy dragging the end of the message through
the cipher text.79 - .

76 '

Five of the six group heads alone had worked on the solution
_of the U. 8. Diplomatic Strip System 0-2. See I 89, page 3
1 89
781 22, Para 147
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79

iy

(e) War-Induced Geographical and Orgenizational Changes.

. In November, 1043, after the bombing of Berlin, the Pers zZ o

crganization was spllt up into three groups. The main bogy
(Stammabteilung Berlin-Dahlem}, consisting of Schauffler, -
Paschke and most of the latter's Linguistic-Cryptanalytic Sub-
section, remained 1n Berlin. Dr. Karstien took a part of the
Lingulstic-Cryptanalytic Subsection to Hirschberg in the -
Riesengebirge. This group consisted of a part of Dr. Xarstien's
group (Bulgaria, Croatia and Poland, less Jugoslavia, which

was left in Berlin under Schimmel), & Japanese-Chinese party
under Dr. Olbricht, and Dr. Brandes® French language group
(France, Belguim, Switzerland) under Miss Schrader, Dr. Brandes
belng ill at the time. This group engaged in code reconstruction,
current solution of the more difficult additives and encipher-

‘ments, and the translation of less urgent telegrams.79 At the

same time, Dr. Kunze's Mathematical-Cryptanalytic Subsection Yo

wvas moved to Hermsdorf in Silesia (Wilhelm Wander Schule).

This organization, knlt together by a daily courier service,
remained unchanged until February 1945, when the various groups
moved westward and southward to avoid the Russlian advances.,

11. General Summary of. Cryptanalytic Successes.-- Con-
sidering the relatively small staff which Pers Z S had, the
conclusion must be drawn that its cryptanalytic successes
were conalderable. Work was done on systews from approximately
50 countries. Of these 50 countries, apparently only three
used diplomsatlec systems which completely defled successful
crzptanalysis- Russia, Czechoslovakia, and Poland after 1942-
1943. It is easy to scorn the Pers Z S inabllity to solve
high grads wachine systewms, whether American SIGita, English
Type %, or Swedish-Hagelin. Yet, with their small staff, they
were able to read the Bwiss Enigma for & short period of time,

-and to solve the Japanese "Red" machine.

- As a diplomatic cryptanalytic agency, the investigatsor is
forced to conclude that in its primary field, the solution of

foreign diplomatic codes, the agency evidenced an extraordinary

degree of competence. With the exception of Russian, sub-
stantlial segments of the medium grade code systems used by the
ma jor powers were read. Englend, the United States, France,
Italy (where the greatest Success was achleved), China, Japan--
many of their diplomatic sodes and ciphers were read. Wit

I 22, Appendix A
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Turkey, Bulgaria, Belgium, Spain, Switzerland, Portugal and-
Poland {until 1942), nearly 100 per cent success was achleved.
In the case of) the lLatln Awerlcan countries, and the smaller
European and Near-Eastern nations, complete Success was _
apparently achievable, insofar as limitations of personnel .
and a relatively trivial message content might warrant. Ha3i:.
there been backing from von Ribbentrop, had there not been
crippling jealousles at agency-hecad levels, there might have
been even greater successes. For a more detailed consideration
of the agency's cryptanalytic successes, see the breakdown by
countries lmmediately following. I ‘

12, Detailed Listing of Cryptanalytlc Successes by Countries.-
a. Argentina. Due to shortages of personnel and intercept
difficulties, it does not seem probable that Pers Z S expended
much effort on Argentine diplomatic systems. At least three
main codes were known, one of which, a five-figure, one-part,
110,000 group system ysyally enciphersd by the addition or
‘ subtraction of & constant, was read almost without gaps. ggo-
hundred forty messages were decoded and published in 1942,
b. Belgium. The Pers Z S cryptanalysts were familiar
in 1945 with three readdeble Belgian codes. The main systems
were four~figure, one-part or partislly alphabetic codes,con-
taining approximately 10,000 groups. They were usually en-
clphered with a daily changing unsystematic bigram substitution
table.  Three-hundred-seventy-three messages were published ig
1942, a small proportion of the tctal intercepted and broken.cl
= ¢. Brazll. Prior to 1943, insofar as limitations of traffic
depth and personnel permitted, the Pers 7 S cryptanalysts seem -
to have read nearly all major Brazilian diplomatic codes. Three
S¥Stems in particular seem to have been read almost without
gaps: 2 five-figure, one-part, 165,000 group code {called
Bras. Bl" by the Germans)ﬁ a five-letter, partially alphabetic,
82,000 group code (called "Bras. B2"); and a flve-figure, one-
part, 100,000 group system {(called "Bras. Z 1"). The basic .
book for "Bras. B2" was available in photostatic form. Traffic
totals fell off sharply after the rupture of diplomatic relations
in January = 1942, and 1t _was not indicated whether the earlier

successes were continued.82

80 o '
I 172,para 1T7; D 16, Report # 4, Page 4
81 1 22, peras 156-159, D 54, Report # & Page 19

P - 82 - :
. D 16 Report # 2 and Report # 4
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d. Bulgaria, Bulgaria used two basic five-figure,
35,000- 40,000 group code books.. Both were one-part codes,
repaginated for varicus links, usua]ly used enciphered.
Goering's "Research” Buresu (FA) had provided photocopies
of the two books.83 Seaior. Specialisn (Oberregierungsrat)
Seherschmidt statﬁd that, from 1943, all major Bulgarian
1inks were resad.o ' :

' e. Cansds (See United Xingdom) '

£. Chile. Little information 1s available on successes
with Chilean systems after 1942, The one-part, two/three/ ,
four-letter, 42,000 group code known as "Clave Solar" (Chilean
name) was read at least until late 1942, and wossiblg until
the end of the war.85 :

g. China. There is little direct’ information relative
to Pers Z "S5 successes with Chinese systems.. The Chinese four-

- letter and four-figure codes were apparently read until 1930.
Few detalls are available on the work done from 193C until
1938. . At that point,. work was stopppd only to be taken up
again early in 1941.‘
S Interrogations showed that two Lhree—letter codes, one
- militery, and the other an attache system, were solved.
. - Another three-letter system called "uti™ was read in 1041- 1942 86"
" . Documents, on the other hand, suggest & somevwhat more extensive
success. From avallable evi&ence, hovever, this cannot be
verified.87 - 1y, -
_ h. Czechoslovakia, It sesems probable that Pers Z 5 d4id
not work on.Czech diplomatic systems. According to gﬁ’ Karstien,
- the systems used were one-time pads and unbreakable.

83T2038’ Filw 8
_ August 13, 1941

841 103, Para 3.

Report of the Polish-Bulgarian Group,

5D16 Report # 4, Page 5. Miss Hagen, when interrcgated
in September, 19h5, did not mention that the code had
become unreadable. I 172, Para 16 -

861 22, Paras. 59, 60, 180

87There is some evidence that all the Pers Z S work was not
mentioned. The three systems mentioned in the text were
unlgswn a2t ASA.  Howsver an examination of documents T197,
Yor, 1169, 1170, end 1172 suggests that there was some
success 1n bookbreaking with AWM. (Chinese name) a major
' diplomatic code.

881 22, Para T1 o
.27




DOCID: 3486663

‘

. 4. Eire {Ireland). .Considerable work was done on the
. Irish diplomatic 1inks to Berlin. The Irish used the British
- Government Telegraph Code (GTC called "B-22" by the Germans),
enclphered by the use of substitutlon alphabets. Thls code,
‘a five-letter, one-part, 84,000 group sYstem, had been captured
‘at Bergen in 194%0.89 : _ '
: j.- England (See United Kin&donl '
: k. Frénce. The Pers Z 5 success in solution of French
diplomatic transmissions was considerab1e°, Dr. Brandes stated
~1n his 1941 report that approxinatelg 75 per cent of French
diplomatic transmissions were read.90 Most diplomatic systeus
were four-figure, two-part codes; enciphered either through an.
additive system, or by bigrem substitution tables. Many were
compromised in 1940, and later, when they were deposited with
the German Armistice Commission at Wiesbaden.
‘1. Great Britain (See United Kingdom).
- m. GCreece. According to Dr. Deubner, there were three
- - main Greek diplomatic systems, all of which were read: an
. unenciphersd five-letter code book (fifth letter for inflection.
’ oaly), carrying most of the trafific; an unenciphered four
‘letter book, used walinly for traffic with Berne; and a four-
figure book, used with bigram substitution, for traffic on
the Moscow, Washington, Calro and Ankara 1links.91 =
n. Hblland‘ﬁmetherlands . Iittle information is available
relative to the Pers Z vork on Duteh systems. A 1939 report
- listed work cn a four-letter, one-part code, and & figure code
convertible to & letter basic book.92
o. Hungery. It is not known whether Pers Z S ever worked_
~on Hungerian codes. In April, 1940, Dr. Paschke reported that
he had discussed cocperation on hungarian systems with Fenner
and Seifert of the Signal Intelligence Agency of the Supreme .
Command Armed Forces %oxw/Chi} fie recommended that Pers Z s
attack the five-figure code designated as ”U-}" 95

891 172, Pars 11, and D 16, Reports #3 and #b
30p 5y, Report # 5, Page 13

,911 22, Para 169. The reports from the Lehmenn Group (Gruppe
Lehmann) for 1939-1941 do not 1list such impressive successes,
‘although they imply that shortages of personnel vere a strong.
contributing factor. See 72052, . -

9272050, Report on Dutch. Systems, dated November 29, 1939
‘ } 93T2043, Report of the Group Austria-Hungary, dated April 1940
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. p. ‘Iran (Persia). Dr. Benzing stated that all the
Iranian systems were read. The Iranians used three-letter,
12,000 - 13,000 group, one«part or reverse~alphabetilc,
enciphered codse books.9

Q.. Italy. Work on Italian diplomatic codes was an out- -

: standing Pers Z 8 achlevement. From 1935 until late 1942,

with lapses as nev code books were Introduced, Pers Z S
apparently read all major Italian diplomatic codes., The
1940 reports from the Italian Group listed twelve codes, en-

. ciphered or unenciphered, 811 of which were read.95 The

work became increasingly difficult in 1942-1943; for the

.1talians introduced bi§ram substitution over the additive on

the basic code books, "If the basic books had beeg changed,
the traffic would have been impossible to read".9° Some

' systems were read after the collapse in 1943. Mention was made
- of & Badoglio double transposition system which was never

solved. 97~ Dr. Paschke mentioned three Neo-Fascist systema
which were read in the latter stages of the war.9

S Japan. Pers Z S read the lower grade Japanese
systems until 1

934. - After 1934 the Japanese went over in-

" ereasingly to the use of a machine, ("JB-48", or the "Red"

machine).. This machine was. solved in oeptember 1938, and
read- currently wntil February, 1939, when the traffic be-

. came unreadable{the Germans failed to realize that a new

machine,. the "Purple" machine, had been lntroduced).99 4

ma jor diplomatic code (known to the Germans &s "JB-57) was
solved at the end of 1941 and read currently for about two
vears. This was a two-four letter book, enciphered by a
series of alphabets and/ o stencil transposition with nulls. 100
Some success was 8lso achleved wilth other diplomatlic systems,

_particularly "JB 64" (US JBA), a two/three letter code.

94T 22, para 166, and 72052, Report of the Lehmann Group,
dated February 19, 1942

95m2252, Report of . the Italian Group for the Year 1940

961 22, Para 25
971 22, Para 168
98; 22, Para 25
991 22, Para 19
loOI 22, Para 176
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o s. Jugoslavia. HNeither interrogations nor captured ,
documents shed much light on the Pers Z S5 work with Jugoslav
systems. It is only known that some work was done on these
systems after 1040-1541.101 '
- t. Manchuria. Manchukuoan systems wers handled by the
group which worked on Japanese and Chinese systems. Little
-data 1s available on successes. A three-letter, Japanese-
language code book, enciphered with a fifteen-place trens-
position was read.  Shortages of personnel were alvays &
limiting Pactor.102 . _ . E
. u. Mexlco. No information is available as to successes
with Mexican systems after 1942. The prineipal codes, "Pomos",
& one-part, five-letter code, and "Xepit”, a similiar system,
. both eunciphered by substitution alphabets, were read through
1942, The "Xepit" book was compromised in November, 1042,
- although it had been broken prior to compromise.lC3 T
- v. Poland. Relatively little progress was made 1in so-
. luticn after 1942. Dr. Karstien stated that Polish codes
‘ .. "were unbreskable in practice- there were too many of them,
* ' . they required too wuch work".1lO04 fThe principal Polish
diplomatic sode (called "PD-1" by the Germans), an enciphered
- four-figure, two-part cods, was broken in 1940 and read 100
per cent until October, 19&2, when it went out of use.l05
w. Portugal. A five-figure, partially alphabetic, 50,000
group bcoE,Eca%Ted "302" by the Germans) was read with some
© success in 19%1. Pwo other five-figurs, partially alphabetie,
61,500 group books were compromised in December, 1942, when a
basic book (called "205") was received from the Signal Intellil
gence Agency of the Supreme Command Armed Forces (OKW/Chi).
~After thet time the traffic was vread 100 per cent. The work
. done in the 19#2-19&5'§er10d does not seem to have been covered
in the interrogations.l06 B ew L

101T2038,'Réport on Jugoslavia at the beginning of the year 1941
102p76, Report of the Menchurian Group &t the beginning of 1941
1°3D16» Report #U4, Page 5 . :
1041 22, Para 72

1051 63, parse’s, 6 |

106D16;, Reports #1, #2, #3, #4
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X. Rumenia. The Pers Z S vork on Rumenian systems was

_not explored,in“%he'interrogations." Dr. Kasper and Menning,
" the head and deputy of theé Rumanian group, respegtively, were

not captured. - A one page report, signed by Kasper &nd dated
1940, ‘1isted seven known diplomatic systems {called "R11-R1T7"
by the Germans), all five-figure codes, varying from 70,000

to 100,000 groups, and enciphered by mea&ns of ten-place sub-
stitution tebles.i0

. 7 No sztetement vas made as to successes
in solution, but captured code book reconstructions indicate
an approximate 5 to 10 per cent recovery on book groups.

y. Russia. Work on Russian diplomatic systems does not

- seem to have been & Pers Z 3 commitment. Dr. Kunze made it

clear that Russian systgms had been read up until 1927, but
that no success had been- achieved after that time. Pre-
sumptively he had reference tc the introduction of cne-~time
pads. Lt. Colonel Mettig of Signal Intelligence Agency of
the Supreme Commend Armed Forces (OKW/Chi) stated that "after
a certain date™ {whieh he -could not remember), no Russian

'diplomaticograffic was attempted, either by his agency or

Pers zZ 8.1
z. Scandlinavie (Denmark, Norway, Sweden). Dr. Mueller,

‘the nominal head of the Pers Z 3 Scendinavian group, stated

that he had worked on Scandinavian systems for about three
months in 1941, After that, all the work was transferred to
the Signal Intellligence Agency of the Supreme Command Armed

Forces (CKW/Chi).109 oOn the other hand, Dr. Rohrbach stated

he had investigated traffic thought to be Swedish Hagelin
for three months in 1941, and again in August, 1944. There
is no contradiction between the two statements, since Dr.

‘Rohrbach worked in the Mathematical-Cryptanalytic Subsection

and Dr. Mueller was in Dr. Paschke's Linguistic-Cryptanalytic
Subsection.110 . -

10 ’ )
7D 54, T2050, Page 5 1940 Report of the Rumanian group

1081 22, Para 16; I 96, Page 14
109 . ~ '
"1 22, Para 182

1101'22, Para 48
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as, South Africa {See United Kingdom).
ab. Spain. Apparently little work wvas done On Spanish

‘systems. . In 1941 and 1942, the only years for which reports

are avallable, work was done only on "04" {German name), a
four-figure, partly alph&betici 10 000 group code book. . The

‘book was partially recovered.l

ac. Switzerland. Generally speaking, all ‘Swiss diplo-
matic systems were read except the Enigma cipher machine.
That, too, was read for & time in 1941. The codes were.

'chiefly thres-letter boocks, usually bi-lingual, enciphered

with a8 series of substitution tables. New wirings of. the

- Enigma were solved by cribs every three monihs. Subsequent '

messages Were recovered from message texts,1l2

' ad. Thai {Siam). According to the 1941 and 1942 reports
issed by Miss Hagen's group, the wain Thalland Code was & one-
part, flve-figure, 110,000 group English language code, used
both enciphered and unenciphered._ It was read almost withoutA
gaps.113 . ,

"' ae. Turkey. Pers Z 8 started work on Turkish systems
after the Montreux Conference in 1934. Most Turkish diplomatic
traffic was read. Three ccdes were usually in use, changing
at monthly intervals. In 1944-1045 ths codes were chiefly.

one part,with a cyclic additive, and were readily broken.lld

. The principal

3 diplomatic systems
were obtained on medium grade letter codes. The Government

_ Telegraph Code (GTC- called "B22" by the Germans), used in

communication with Canada, Australia (and also by Eire), and

~ another Government Telecraph Code {"B23"), used solely for

South Africen communications, were read. These were five-

’letter,bone part, 84 000 group codes, usually unenciphered.

111D16, Report #4, Pageluk'A"Q#” was the Spanish name also.
~ 1121 22, Para 160, and D 54, Report # 8, Page 18 '
11 : - ' '
3D 16, Report # 3, Page 2
114 ' '

I 22, Para 165; I 63
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The forher had been completely sompromised at Bergen in

1940, The four-lestter, two-part codes (called "B25", "B30"

and "B31" by the Germans) had a more significant message
content. "B25" and "B31" (the Foreign Office "R" Codes?)
vere @onsidered moet important by the Germens. The five-
figure Interdepartmental Clpher, a&lso compromised at Bergen,
vas worked on in 1941 and 1942, the bulk of the work being
done by Goering's "Research" Bureau (FA).1ll5 :

' ag. United States of America.. The Germans considered -
thelr msin successes wilth American systems to have included
the solution of the Grey Code {called "B3" by the Germans),
the Brown Code ("B8"), and the 3tate Department strlp systems.
The Grey Code had been in use since June 1918, and the Brown
Code since 1938. BPBoth systems were readable, the Brown Code
having veen compromised in 1941. The Strip System 0-1 was
partially read in 1941, and the Strip System 0-2 was solved
sarly in 1943.116 The strip systems mentioned were not

read currently, but only after a delay of months.

ah. Vatlcan. The 1940 Report of the Italian Group
{(Paschke) mace it clear that vhile approximately 50 per cent
of the Vatican traffic could be read, the traffic was not
a major Pers Z S commlitment. Reference was made to & cne-
part, three-letter code, enciphered by a transposition with-
in the groups, and to a one-part figure code, enciphered by
means of substitution aiphabets and & sliding strip. Most
of the .book groups were secured from Goering's "Research”
Bureau (FA).117 : .

11 ; _ : . ' :
' 5D1_.6, Reports #2, #3, #4; I 22, Paras 91-100; I 172 complete

1161 22, para 2U4; DF 153 Repofts of the A Group 1919-1942

117 . _ '
T2252, Report of the Itallan Group for/the year 1940
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at. Yugoslavia (See Jugoslavia)
aj. fatin America- Smaller States. Such was the se-

'curity level of the systems used by the smaller Ilatin '

American states that cnly limitations of content, inter-

cept and personnel prevented solution. Security levels -

varied from plain language (Nicaragua and Panema), to
pulyalphabetic substitution ciphers (Colombia and Venezuela),
to enciphered codes (Bolivia and Peru). It does not appear .

- from the 19%1 and 1942 reports of Miss Hagen's group that
the main. Peruvian code was ever read, although lack of traffic

depth and personnel shortages were important limiting factors.
In 1941 a five-figure, 78,000 group Bolivian code, enciphered
with a letter substitution table, could be read with some
gaps.118

" ak. Near Eastern Countries jeXQluding Iran and Turkey). .
Little work was done on systems originating in Afghanistan,
Egypt, Iraq or Saudi Arabia. As was the case with the small
latin American states, traffic was usually inconsequential
in content, lacking in depth, and there was never sufficient

personnel to permit exploitation. Some work sigms to have

been done on Afghenistan, Abyssinia and Iraqg.l The available

‘personnel were alwmost invariably employed on Turkish and

Iranian systems,120 '
al. Baltic States. There are no details on Pers Z S work

‘with Finnish systems. - Scme work had apparently been done on

Lettish and Lithuaniarn systems before these countries were
incorporated into the USSR. Dr. Karstien stated that most
Lettish and Lithuanien systems were transposition ciphers,
singly or doubly enciphered, sometimes enciphered with a

Vigenere substitution.121 '

118D16 Reports #2 #3, #4

A18g.6 work sheets and reconstructions in ”1062 T1067, TlOTQ

T1068 T107T
1203 22, Para 1614

1211 22, Para, Th
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VOLUME 6

Chaptef TV. ILiaison and Collsboration with Other
: ) - Cryptanalytlc Agencles

Paragraph Peqe

I % o T D (o o K« DA RO . S oSO SO LU
Liaison with the Signal Intelligence Agency of _ I ,
the Army Righ Command {OKH/GANA).....vceeeeecoeonss 1b 37
liaison with the Signal Intelligsence Agency of .
the Navy High Command {OXM/4 SKL/III)..... ceeeee.. 15 3%
‘Relations with the Signal Intelligence Agency of ‘
the Commander in Chief of the Air Force (Chi ' 37
Stelle, OBdL)...... S I .16 .
Relations with Goering's "Research" Bure@U.......... 17 4
Liaison with the 8ignal Intelligence Agency of '
. the Supreme Commend Armed Forces {OKW/Chi)........ 18 ys
é lLiaison with Forelgn Cryptographers and ) ‘
Cryptanalysts......... Getosevcoocacovvseorassascase 4G 55

13. Introduéfion.-~

"Liaison with other German cryptographic units was
bad... . The Signal Intelligence Agency of the Supreme
Command Armed Forces (0XW/Chi) and Goering's "Research”
Bureau (FA) also worked on diplometic systems and the
relations of all three stations were marked by jealousy
rather than by cocperation®,126

"There was... no overall coordination of pollicy for the
various German cryptographic buresus."127 :

126 -
I‘22, Introduction

i27 . -
TI 143, Para 51




DOCID: 3486663

Statements of this nature abound in the TICOM material.
They imply & gross amount of duplication, strong personal

- jemlousies, and occasional downright inefficlency. However,

in many cases they do not represent inforuwmed opinlion, and

- should. therefore be treated with reserve. From the interro-

gations and the scanty documentary evidence avallable, 1t

- seems clear that the Pers Z S relationships with other crypt-.
analytic and cryptographic agencies do not lend themselves

to generalization. , o . 3
The amount of -¢ollaboration varied markedly from agency

: to‘agency.f-There is no mention of cooperation with the Armi
2.

- High Commend (either with In 7/VI or OXH/LNA) after 1941-19

Senior Specialist {Oberregierungsrat) Tranow of the Signal

“Intelligence Agency of the Naval High Command (OKM/4 SKL/III)

apparently knew Dr. Schauffler. There was some personal.
antipathy between Senlor Specialist (Oberregierungsrat) Voegele,
the principal cryptanalyst in the Signal Intelligence Agency -
of the Air Force High Command {Chi Stelle, OBdL), and Dr.
Kunze of Pers Z S. These agencles, however, had primary
cryptanalytic. interests. of a military nature.

Liaison with Goering's "Research” Bureau (FA) appears
to have been extensive. Intercept material was received from

the "Research™ Bureau {FA), and there was freguent crypt-

~ analytlc gollaboration, including exchanges of recovered book

‘groups and additives.

~ The collaboration with the Signal Inteliigence Agency,
Supreme Command of the Armed Forces {OKW/Chi), at least at
lower administrative and technical levels, appears to have

"been the most extensive of all. Work was divided on various

systems, personnel were exchanged on at least two occasions,
and there i's some evidence that elements of the Signal Intelli-
gence Agency of the Supreme Command Armed Forces were actually -
housel with Pers Z S from November, 1943, until March, 1945.

If collaboration with the Signal Intelligence Agency of the
Supreme Command Armed Forces appears to have been good on .
cryptanalytic matters, the reverse vas apparently the case
where cryptographic matters and Foreign Office codes and-

ciphers were at stake. Dr. Huettenhaln, chief cryptanalyst
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" of the Signal Intelligence Agency of the Supremé Coumand

Armed Forces {OKW/Chi} stated that:

"OXW/Chi vas never allowed to know the detalls of the
ciphers used by the Foreign 0ffice... . Even towvard the
end, when there was a further attempt to . "centrallze
security undey OKW/Chi, the Foreign 0ffice would not
come into line. Selchow (Chief of Z Branch) strongly
opposed it, preferring to remain independent”.128 .

A.detailed'account of 1lailson activities follows.

14, Liaisor with the Signal Intelligence Agency of the
Army High Command (OKH/GAWA].-~ AS pointed out in the Intro-

‘of the Army High Command Inspectorate 7/VI
. 1944 agency, gives the cnly avallable information. Dr. Buggisch,

duction, there was lLlittle in the way of cooperation between

Pers Z S and the Signal Intelligence Agency of the Army High

Command and 1%s predecessors. Dr. Otto Buggisch, formerly
%In 7/VI), a pre-

worked in the French language group in the Army High Command
Signal Intelligence Agency's Inspectorate 7/VI {In 7/VI) from
November, 1941, until August, 1942. Durlng thls period he
collaberated with Dr. Xunze of Pers Z 8 on a five figure

DeGaulle ccde. FHe also worked with Dr. Xunze on the Swiss

Enjgma problem.l29 General Jodl, Chief of the Armed Forces
Operatlons Staff, stated that he did not veceive the Forelgn
Office decodes. However, he knew Iln & general way of the
Pers Z S commitment and successes.l30 o

This general lack of ccllaboration between Pers Z 8 and
the Signsl Intelligence Agency of the Army High Commsnd (CKH/GANA)
does not, however, point to any lack of coordination cn hilgher
administrative levels, nor to jsalousy and lack of cooperation
betwveen the two agencies. They had essentially two distinct
and separate missiocns;, one wilitary and the cther diplomatic. :
Thére was therefore little or no need for & detailed collaboration.

128

129

130 - .
3‘1 143, Page 5

I 31, Page 15
I 58, Pages 5, 6
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.15, Ldaison with the Si 1 Intelligence Agency of the
Naval High Command (OKM/¥ gﬁiﬁ%%ﬁ}if:“tike the Army, the
Navy had little occasion to work with Pers Z S. Their
respective problems ard commitments were basically dissimiliar.
Admiyral Doenitz perhaps best summarized the situation when he

sald that he:

"™had no knowledge of the cryptanalgtic bureaus maintained
by the other services... . As for clvlil bureaus,; he had
never tried to flnd out they were of no use to him. "131

Senior Speclali st (Oberregiefungsrat) Tranow of the Signal
Intelligence Agency of the Naval High Command (OKM 4%/SKL/III)
knew 3chauffler of Pers Z S slightly. Schauf'fler had once
given him some Japanese traffic for examination, but Tranow
had never had time to study 1t.132 Miss BEagen reported in
1942 thet the English group had sent their results on British
codes "B30" and "B31l" to the naval agency, but had received

.nothing in return.l3> Uncooperative the Navy may have been,

but the Pers Z S cryptanalysts were apt to be unavare of
message content in terms of intelliigence. The possibility

that the "B30" and "B31" messages wmight heve been of no interest
to Naval intelligence apparently dgd not occur to Miss Hagen.

1nterested in nessages emanating from 1ts allied counterparts.
Diplomatic traffic would probably have lain outside 1ts scope
of intersst. There are, however, two examples of Pers Z S-
Air Force collaboration in the signal intelligence field.

The first dates back to 1939. According to Dr. Schauffler,
Dr. Kunze of Pers Z S was approached at that time b{}ﬁhe "Luft-

wvaffe” for assistence with British weather ciphers
is known as to the extent or the success of the ensuing.
collaboration.

131
132

133
134

Hothing

I 143, Para 26
I 147, Page 2
I 172, Para 1k

I 22, Para 22. It is assumed that Schauffler meant the
Commander-in-Chiel of the Alr Force (0BAL), rather than
the "Research" Bureau (FA) in the Air Ministry.
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The second instance of collaboration was noted by Dr.
Huettenhain of the Signal Intelligence Agency of the Supreme
Command Armed Forces %OKW/Chi) His letter of July 27, 1943,
speaks for itself.135

"Three weeks ago a discussion was held in the Foreign
Offide between Oberregierungsrat Dr. Kunze (of Pers Z S;
- Reglerungsrat Dr. Voegele {chief Air Force cryptanalyst)... .
Voegeledeclared his willingnesw to cooperate on the
"AM10" (German name for a U. &. Strip System) and Dr.’
Kunze undertook to provide the necessary materlal, ‘

"Voegele was held off for a fortnight. When he pressed
for the production of the promised material, Dr. Kunze

stated that he had changed his mind and would not pro-
vide the material, as Dr. Voegele nad made disparaging

remarks about his work...

‘ "Suggestion: LIV {(unknown) or the head of OKW/Chi
' should arrange with Paschke for the already planned
collaboration of Pers Z S with Chi Stelle OBdAL actually
to come into force. Should Pers'Z S not consent, Chi
will terminate the agreement with Pers Z S to get a
free hand, so that Chi can collaborate with Air... ."

This incident is not mentioned in either the Pers Z &
or the Voegele interrogations. It does suggest that the spirit
of cooperation between Pers Z S and the Signal Intelligence
Agency of the Commander-in-Chief of the Air Force (Chi Stelle,
0BdL) wes not all thet it might have been.

1 . '
35D 60, Page 5 It must be remembered that Pers Z S had

solved the U. S. Diplomatic Strip System 0-2, and that the
Air Force was interested in similiar systems (such as.
CENEB) used by the USAAF and not in "0-2" 1tself
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17. Relationships with Goering's "Research” Bureau {FA).--

"Captain Oschmann...mentioned an utterance by his
chief, Xorvettenkapitaen Patzlg, to the effect that
all cryptanalytic connz¢tions with the Forschungsamt
should be dropped, gince cryptanalytic work did not
belong in the province of the Forschungsant. "136

This unsigned letter, dated FebrLary 23, 1934, wes

-probably written by Dr. Paschke. It was found in a file

which dealt with Pers Z S-Reichswehr collaboration. It
probably does not represent the then prevailing Pers Z S

attitude, but it does constitute the first reference in the

Pers Z S meterlal to this new "third competitor", Goering's
"Research"” Bureau {the Forschungsamt, abbreviated FA).
» The later material bearing on Pers Z S5-~"Research”
Bureau relztlonships is fragmentary. It consists of scattered
references in Pers Z S cryptanalytic reports, none later than.
1942, and the interrogations made in 1945.

Goering is author for the statement that "the Foreign

‘0ffice had continuously tried to interfere” {with the "Research”

Bureau)l37 No dates are given and his statement may have

been motivated by his antipathy to von Ribbentrop. He also
said that "both agencies covered precisely the same field

and there was unfortunately almost complete duplication” i38
Dr. Paschke'!s statement that, in general, "there was less
liaison with the "Research” Bureau than with the Signal Intelli-
gence Agency of the Supreme Command Armed Forces (OKW/Chi)“
seems to be the best summary.l39 .

136DF 17, 13273, Letters on Proposed Foreign Office Pefense
. Collaboration. '

137

< I 143, Para 59

138

139

I 143, Para 40
I 22, Para 101
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Pers Z 38 recelved a certain amcunt of its intercept from
the "Researcn”™ Bureau. The names and locations of the intercept
‘gtations were uninown. Until November, 1943, when the "Research"
‘Bureau was bombed out, it acted as the forwarding agency for
traffic intercepted by the German Postoffice, both radio and

- cable-telegram traffic. Therealfter the Postoffice forwarded
intercept material to Pers Z S direct.ll4O

There 1s little evidence besring on an officisl liaison.
Seifert of the "Research" Bureau 1s author for the statement -
that intelligernce produced by the "Research" Bureau was dis-

. tributed to "all departments, including the Foreign Office... .
At some of these departments we had liaison officers”.l4l
In another interrogation a Dr, Gerstmeyer 1s menticned as the
"Research" Bureau-Foreign Office Liaison Officer (Verbindungs-
mann).1%2 Sauerbler of the "Research" Bureau stated that
"lieison with the Foreign Office...was handled by a single
representative, and neVﬁrvinvolved any exchange of visits by
operations personnel".l%3 .Unfortunately, the interrogations
: do not state ,whether this lialson was cryptanalytic-technical,
‘ ~or of an lntelligence dissemination nature. The latter '
- assumption seewms more probable. There is no statement as to
whether Pers Z 3 itself was ever & direct beneficiary of this
lialson,. v
From the Pers Z S side there 1s excellent, &lbelt scattered
' evlidence that there was a technical liaison of sorts. Both
the "Research" Bureau and Pers Z S were invited to attend as
guests at the meetings of the urnofficial Army-Air-Naval co-
ordinating committee.l%4 Dr. Paschke of Pers Z S evidently

1407 22, Para 103

141, 25, Page 2

142
I 54, Page 4

143
144

I 162, Page U
I 84, Para 11 . -
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knew Ministerial Director (Ministerialdir* ent) Schroder of
the "Research" Bureau. Senior Speciallist (Oberregierungsrat)
. Brandes, head of the French 1anguaoe group in Dr. Paschke's
Pers Z S Subsection, reported in 1940 that he was responsibile
for his group's ilaison with the "Research" Bureau.l45
Goering’s statement about "very @10°e liaison with Pers Z 8
to avoid unnecessary duplication™ takes on additional credi-
bility when the information on technical liaison 1s examined
in detail (See Sub. Pars. a. following).
' Out of this sketchy evidence, several very tentative con-
¢lusions may be formed for the period 1940-1942:

a. There was extensive duplication of effort between
Pers Z S and Goering's "Research” Bureau (FA).

b. There was some sort of official liaison between
Goering's "Research" Bureau and the "Foreign Office",
exact nature and extent unknown.

¢.  On the technical level, there was apparently a fair

. amount of liaison. Where both agencles were working

g ‘ -on the same problem, there was some exchange of
~information. Where solution was achleved, there were
frequent exchanges of keys.

d. It is not known whether the situation outlined in
Paras a-c¢ above still held at the end of the war.

Detailed Listing of Pérs Z 5-FA Collaboration by Countries:
(1) Bulgaria.
A 1940 report from the Pers Z S Bulgarian Group stated
that Goering's "Research™ Bureau (“Aa had furnlshcd them with
photocopies of two Bulgarian codes. 146

145D 54, Report #5, Page 13. While Dr. Brandes had over twenty
years of senlority in Pers Z S, 1t does not seem that his
standing in the agency was suff101ent to permit him to en-

- gage in liaison of the non-technical, pelicy-fermetional

’ type. _
146 e . o
T 2033, Report, on Bulgaria, January i, 1940.-

42
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: §2g' England and the British Empire.
. a) The interdepartmental Cipher, & Five-Figure System.
- : Miss Hagen, head of the Pers Z English Group, hes
- stated that "there was no liaison with the "Research"
‘Bureau (FA) except on the subject of the Interdepartmental
Ciphers.”™ Pers Z S did not work on this cipher &fter the

summer of 1942, but received sections of the additive sequences
from tha "Resbarch" Bureau (FA)

Cods B30 '

In February, 1942, at the request of Senior Specialist
(ORR) Waechter of the "Research” Eureau (FA), an attempt was
made to establish contact with the "Research” Bureau (FA),
which, did not get beyond & gensral exchange of ideas. The
only. concrete results were that the "Research" Bureau (FA)
placed at our disposal a list of approximately 50 "B}O"
recovered groups.

. {c) Code B22 '
) This code, called the Government Telegraph Code, wvas
' - used by the Irish Government for diplomatic communications,
with an encipherment by substitution alphabets. The "Re-
‘search" Bureau ( FA& solved the keys used on the Berlin and
Madrid llnks in 19%3. Pers Z S took over the keys from the
“Research“ Bureau in 1944, : , _

é3}mn;£.e_v
a) Code 19

Mention was mede of the Pers Z S work in 1941 on a .
10,000 group fipgure code designated as "19". The first so-
lution was achieved by the "Research” Bureau, using captured
tables, which vere later turned over to Pers Z S.ngo

_ ;:;I 17? Para 13, 14; D16, Reports #3 and #4

- D16, Report #4, Page 1
L 91 172 Par& 11
150

D54, Report #8, Page 18

. . | 43
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(#} Italy.

There was & falrly extensive Pers Z S "Research” Buresu
(FA) cooperation, on Italilan systems, at least through 1940.
The "Research" Bureau intercepi was made available to Pers
Z 8.151° ¥rom April, 1939, through 1940 there was a regular
exchange of encipherment tables. In Bepteuber, 1940, and
in November, 1940, there was a mutusl exchange of book groups
on two codes, namely "AR 38" and "RA 1".152

{(5) Poland.

Two 1901 documents indicate that Pers Z S was receiving
Polish intercept from the "Research" Bursau at that time, and
‘that both were working on & secondary consular system,
,unnamed

(6) Scandinavia.
. Dr. Mueller of Pers Z S stated that he "hed some un-
“official liaison with the people in the "Research” Bureau
. who were working on Sc&?d&navian"s but specifies no dates
for this collaboration.

( ?E” in.

The 1542 Pers Z S report from the Spanish Group mentioned
Several Spanish systems on which no werk was done and added
that"the "Research” Bureau held the opinion that machines were
employed. "155

éSg Switzerland.
a Swiss Enigma
In his 1941 report Dr. Brandes mentions solution of the
Swiss Enigma. Apparently the "Research” Bureau furnished
Pers Z S with a partisl solution, which Dr. Kunze was able to
complete. Thereafter there was an exchanae of keys between the
two agencles,156

\'

151 o ‘ ) :
T 2252, Annual Report of the Itallen Group for 1940.

1
521bid

1531 2038, situation Report of the Polish Group, January 1, 1941
.1541 22, Para 182
| 1551b1d, Page b
O 156p54, Report # 8, Page 18
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(b) Three-Letter GCode.

The same report mentions a 2304 group, three letter
code 1n the same report. These tables were flrst solved by
the "Research” Bureau, and later by Pers 2 8.157

{9) ‘Thailand.
At the beginning of 1942 the Thailand_Code was turned
over to the "Research" Bureau for copying.l

{10} Vatican.

Wwhile Pers Z S did sowme work on Vatican systems, the
1940 report indicates that most of the ldents on Vatican
systems were received from the "Research"” Bureau.l59 Code

. values were exchanged in 1959 on an unidentified Vatican

system 160

18 ldaison with the Signal Intelligence &ge cy of the
Supreme Command Armed Forces (OKW,/Chi).--
a. Cryptographic Cooperation.

"Since the Army, with its military attachés, is dependent
- for transmission of its reports upon the cipher systems
of the Foreign 0ffice, 1t has a departmental interest in
the security of diplomatic systems. It was suggested that
close cooperation would be in the mutual interest...
.'regarding breaches of security in the handling of ciphers."lsl

This statement, dated Februsry 12, 1934, was taken from Dr.
Paschke's notes. It documepnts the first known example of
Pers Z-military cocperation looking toward an improved cipher
security. It is not known whether the intent and doc¢trine
stated here ever advanced beyond the discussion stage.

357 11a - - R
158 D16, Report # 4 Page 3
159

T2252 Annual Report of the Italian Group for 1940
160
T 93
161 ,
. DF 17, T3273, Page 3
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The 1944-1945 picture shows strong Foreign Office.
(Pers Z) intransigeance in the maiter of the Signal Intelli-
gence Agency of the Supreme Command Armed Forces' (0KW/Chi) °
attempt to act as the senior German agency on all matters
pertaining to security, and code and cipher compilation. In
October, 1943, the Supreme Command of the German Armed Forces:
promulgated an order under which no code or cipher was to be
employed in Germany without the prior consent of the Signal
Intelligence Agency of the Supreme Command Armed Forces
(OKw/Chi). 1In August, 1944, & special section (Gruppe IV)
was created to coordinate the work of all departments in the
armed forces which were interesSted in cipher matters.162
From. September, 1944, until January, 1945, special bi-weekly .
conferences on security were held under the chairmanship of
Dr. Huettenhain of Signal Intelligence Agency of the Supreme
Command Armed Forces %OKW/Chi)., Their purpose was to achleve
"unity among &8ll German authorities using cipher systems",
and out of them grew the unofficial Army-Navy-Alr coordinating
committee.l03 While Dr. Huettenhain could state with pride -
that the conference and the commlttee officially confirmed the
preeminence of the Signal Intelligence Agency of the Supreme
Command Armed Forces {OKW/Chi) as the main authority on
clpher matters, 1t did not have any real powers. Recommen-

- dations could be made, but there was no obligatigﬁ to comply.

Furthermore, conly service systems were covered.l . .
Forelgn Office (Pers Z) representatives were invited to
attend the meetings as guests. = Usually Hauthal of the Crypto-
graphic Section (Pers Z Chi) or Dr. Schauffler attended. Both
Dr. Huettenhain and Lt. Col. Mettig stated that the Foreign
Office went 1ts own way Iin cipher security. Mettlg 1s author
of the statement that the Foreign Office "remained aloof and...
would not cooperate, as it was not prepared to let other
authorities see its ciphers".165 Dr. Huettenhain's statement

1821 96, Page 13

163
16

I 84, Page 4; I 176, Page 10

1 84, Page 30
1651 g6, page 13
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is requotcd here° ,
"OKW/Chi was never allowed +o know. the details of the
ciphers used by the Forelgn Office. He fHuetten;ain)
knew that one-time pads were used, and he had one met
Schauffler and Hauthal. Even toward the end when there
vas & further attempt to centwalize.security under the
Signal Intelligence Agency of the Supreme Command Armed
Forces (OEW/Chi), the Foreign Office would not come into
line. Selchow strongly opposed, it, preferring to re—
main independent."

On the other hand, there is ons instance of Forelgn Office
usage of equipment and systems furnished by the Signal Intellil-
gence Agency of the Supreme Command Armed Foreces  (OKW/Chi).
Dr. Schaufflier noted that the Foreign 0ffice used the Cipher
Teleprinter {Geheimschreiber). The Signal Intelligence Agency
of the Suprems Command Armed Forces (O0KW/Chl) was responsible
for the security of this device, having developed 1%t and '

furnished it to the Foreign 0ffice.

b. Cryptanalytic Cooperation.

The Pers Z S/Slgnal Intelligence Agency of the Supreme
Command Armed Forces {OKW/Chi) relationships in the crypt-
analytic field contrast sharply with the collaboration, or
lack of collaboration; in the cryptographic field. Both
organizations considered diplomatic codes and ciphers as a
primary commltment, with military ant&che systems as the ex-
clusive province of the Signel Intelligence Agency of the :
Supreme Command Armed Froces {OKW/Chi). Since the Signal Intelli-
gence Agency of the Supreme Command Armed Forces {OKW/Chi)
vas junior in the field to Pers Z S, & greater degree of
jealousy and & lesser amount of cooperation might have béen
expected. However, from available sources it seems clear that

'1661 31, Page 15

I 22, Pars 115
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171
172

the cryptanalytic collabecration between the two agencles
was the most extensive and probably the most successful of
all the Pers Z S cooperation ventures. Duplication there
wvas, and too much of it, but it is probable that this

. duplicaticn was furthered by the attitude of jealous

secrecy at the to»n of Pers Z, and a certain amount of lower-
level resentment at the encrcachments on a field vhich had
once been exclusively in the possesslion of Pers Z S.1
Keitel, perhaps the most objiectlve of the top leaders
interviewed by TICOM (but also palpably uninformed on :

.technical matters), characterized the Foreign Office as

"extremely secretive and jealous about anything their -
bureau produced... . Von Ribbsntrop always wanted to keep it
strictly to himsslf."169 Rave, Hierer and Grosse, who were
on loan to Pers Z S from the 3ignal Intelligence Agency of
the Supreme Command Armed Forces, (OKW/Chi) remarked on the

_duplication existing, and commented that Fenner and Paschke

worked to avoid it. "Theilr efforts were not regarded with

- favor by selchog;é vho thus appears again in the role of

obstructionist. Senior Spgcialist (Oberregierungsrat)

Scherschmldt of Pers Z S, a veteran of 25 ye&rs cryptanalytic

service, held a poor opinion of the Signal Intelligence Agency

of the Supreme Command Armed Forces (OKW/Chi)} translations

in the Turkish field, and thought their results wepre dis- ;
proportionate to the number of perscns 1nvolved.17 Dr. Rohrbach
of Pers Z S was more than a little scornful toward the loaned
personnel; characterizing them &s having a 10w$£ level of
capablility that the regular Pers Z S members.ll=e ‘

1688ee DF 17, T3273
169

I 143, Para 37
170

I 22, para 56
~I 103, Page 3

I 22, Para 50
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. Assuming that some duplicatlion and aoms personsl
jealousies did exlst, the owverall picture of the Pers Z S
relationship with the Signal Intelligence Agency of the
Supreme Command Armed Forces (OKW/Chi) 1s reasonably good.

.In the first place, Dr. Paschke and Principal Specialist

{Ministerialrat) Fenner of the OXKW Signal Intelligence
Agency were old friends, both having been born in St.
Petersburg.l7> By viriue of thelr positions these men Were
in a position to eliminate a substantial 2mount of dupli-

cation and friction. For example, when Pers Z S solved &

new system which had 2 traffic content Gealing with non-

‘diplometic matters, 1t was handed over to the Signal Intelli-
gence Agency of the Supreme Command Armed Forces {OKW/Chi)

for exploitation.174 In 1940, after Pers Z S had worked
on Scandinavian systems for three months, all Scandinavian
work was transferred to the Signal Intelligence Agency of the
Supreme Command Armed Forces. {OEW/Chi).lT75 : ,
There were exchanges of personnel, the exact extent of
wvhich cannot be determined. Keitel is author of the state-
ment that he "had put a few people &t the disposal of -
von Ribbentrop... . at the outbreak of the war."l176 This
group of people may well have worked on Chinese systenms, for
Schauffler wenticned that at the beginning of the war Chinese
was taken up agaln, with the collaboration of the Signal
Intelligence Agency of the Supreme Command Armed Forces (ORW/
Chi), which supplied the personnel.l77 Rave, Hierer and Grosse
of the Chinese Group were all Signal Intellligence Agency of
the Suprewme Commend German Armed Forces {O0KW/Chi) personnel,
loaned to Pers Z S in December, 1943, to assist on Chinese @

HRAne T '

1731 172, Para 11. It is not intended to imply that Fenner

and Paschke ccllaborated closely at all times. Questlions
of agency policy must have overridden friendshlip. For
example, Fenner did not approve of contributions by Dr.
Huetterhain to Dr. Schauffler's reports (I 31, Para 52).
The military are also known to have engaged in & certain
amount of cryptanalytic body-snatching. For example, a
certain Dr. Rudolf Kochendoerfer, 8 leadling mathematlcsal
cryptanalyst under Dr. Xunze in 1941, turns up as & cor-
poral (Obergefreiter) in OKW/Chi in 1945 ., I 176, Page 8

I 22, Para 106
1751 22, para 182
1761 143, Para 37
Y771 22, Para 20
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and Japanese traffic. = Zastrow, the ?é%s’ﬁ S expert on //
U. S. systems was on one occasion loaned to the Signal
Intelligence Agency of the Supreme Command Armed Forges
(OKW/Chi) to work im their British-American group.l7
As pointed out in the Introduction, there is some in-
conclusive evidence that parts of the Signal Intelligence
Agency of the Supreme Command Armed Forces (OKW/Chi) may
have been actuvally housed wlth Pers Z 5. ZXeltel and
Schauffler (cf. supra) mentioned & fairly extensive col-
laboration on Chinese at the beginning of the war. In his
“interrogation Rave might have implied that, in late 1943,
after the RAF bowbings of Berlin, the Chinese Section of
the Signal Intelligence Agency of the Supreme Command Armed
Forces $oxw/0h1) wvas at Im Dol, Dahlem, the Pers Z S ad-
dress.179 o o '
Lt. Col. Mettlg stated that, alfter the bombing,

: - "Parts of OKW/Chi weres accomodated with the Foreign
. Ooffice... . Thus, in March, 1945, when OKW/Chi was
moved to Halle-Nietleben, the equlvalent parts of the
Foreign Office accompanied it. These departments
were thence to move to Eilenburg."180 -

Eilenburg is 10 miles from Zschepplin, the final location of
‘& large part of -the Pers Z S personnel. An unidentified part
of Pers Z S was at_Halle-Nietleben, and subsequently moved
on to Zschepplin.l8l 3since the senior member of the OKW/Chi
group was 1st Lt. Adler, head of the Japanese Section, it
‘might be assumed that the Pers Z S Japanese-Chinese section
wvas the "party" mentioned. :

1781 22, Para 84

1791 22, pPara 52, "Rave had joined the OKW in October, 1G4l.
He was first at Tirpitzufer T2-76 until it was bombed out,
then at Im Dol, Dahlem.” This same fallure to dissociate
Pers Z-S and OKW/Chl is apparent in I 150, Page 8, where
Uffz. Beyreuther mentioned Rave and Hierer as OXW/Chi
members, both with military ranks. :

1801 96 page 5
1811-1, Page 7
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In summation, it can be said that:

(1) The liaison between the Japanese-Chinese groups
in Pers Z 5 and the Signal Intelligence Agency of
thé Supreme Command Armed Forces (OKW/Chi) appears
to have been extraordinarily close. ,

{(2) There is some evidence that, from November, 1943,

~ " until the end of the war, the two groups may have
operated a8s one. ' A

In other respects, the collaboration between the Signal
Intelligence Agency of the Suprewe Command Armed Forces '
(OKW/Chl) was also satisfactory. Certain problems were tackled
on. & cooperative basis, with a divislon of work. ' On the '
American State Department Strip Cipher ("0-2"), the Signal
Intelligence Agency of the Supreme Command Armed Forces (OKW/Chi )
worked on the point-to-point traffic, while Fers Z S worked
on the circular traffic.182 In the case of the Japanese "Red"

‘ Machine, Pers Z S worked on traffic from even days while the

- 8ignal Intelligence Agency of the Supreme Command Armed Forces
(0KW/Chi) worked on odd days.183 Results were exchanged. When
the Signal Intelligence Agency of the Supreme Command Armed
“Porces (OKW/Chi) was bombed out in November, 1943, it seens

‘to have made good use of the Pers Z 5 files until its own
vorking materlial could be replaced. Tribute was pald by Colonel
Kettler to the "good relations, both personal and professional, _
with the Foreign Office, which were then of great assistance."184

A detailed listing of known exauples of Pers Z 5 collabo-
ration with the Signal Intelligence Agency of the Supreme
Command Armsd Forces (OKW/Chi) follow .

1821 33, Para 527 |

1831 31, Para 53 It 1s worthy of noting that an identical
"modus vivendi” was in effect from 1940 to 1942 between the
‘U. 8. Army and the U. 8. Navy! This sort of "arrangement”

- was worked out in the U. 8. by the "practical people™ and not
by the technical people concerned-- no doubt the German
equivalent arrangement was worked out by the corresponding
people! - : :

184715 /sac, June Y, 1945, Page 3. OKW Activity Repoit for
January 1, 1944, to June 25, 1944.

L I | 51
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Detailed summary of crxptanal tic collaboration with
the Signal Intelligence Agency of tie Supreme e _Command Armed
Forces (OKW/Chi):

(a) ‘Brazil °
- BRAS B2,
This wvas & partially-alphabetic, five-letter, 82,400 group
code. After Pers Z S had recovered about 2,200 groups, a copy
of the original book was received from OKW/Chi 5

%b) England and _the British Empilre. S
Tha Intéerdepartment Cipher, & Five-figure system. _

- “Pers Z S did not work on this system after the summer of
1942 or early 1943. However, OKW/Chi furnished a copy of the
captured book and the solved additive sequences to Pers Z s.186

‘2. Code B30

Thia’i%r‘ﬁ??bur-figure, two-part code. At the beginni

. of November, 1942 about 750 groups were. turned over to O ?B
‘ Chi for co;()ying Idents ‘were also f‘urnished to Pers Z S by
OKW/Chi.18 '
3. Code B31

This WES BDother four-figure, two-part code (possibly the
‘Foreign Office R Code of 1941 ?). 1In August, 1942, Pers Z S
turned over about 1500 solved groups to OKW/Chi. Thereafter a
regular exchangg of solved groups vas carried out between the
two & encies.1

-  Gode B22,

This was & five-figure, one-part code, xnown to the British
as the Government Telegraph Caode. It was also used by Eire for
diplomatic trensmissions. Pers Z S gave OKW ghi all the Irish
substitution and additive keys on this code. : .

185D16 Report #2 p 3
1861 172, para 13; D 16 Report #2, pl
‘I 172, para 14%; D 16 Report #4, p 2
88D 16, Report #4, p 2
V1891 172, para 14
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(6); Hungary. . .
" In 1940 Dr. Paschke conferred vith Fenner and Seifert
of OKW/Chi with reference to initial Pers Z S work on

- Hungarian systems., It was a%reed that Pers’Z 8 should: work

on the system designsted as It is not known whether or

{4d) Italg.
Pers 2 S apparently considered itself the senior partner

~in the cooperative effort undertaken on Italian systems. The
"1939-1940 reports from the Italian group mention that Pers Z S .

had broken the Italian diplomatic codes after OKW/Chi

‘"and the Augtrian cryptanalytic organizetion had said the vork

was impossible, that OKW/Chi had no success when the excha

of book groups end enciphering tsbles were terminated, etc. 91
The reports imply that Pers Z 3 considered its collaboration
with Goering‘’s "Ressarch" Bureau more fruitful than that with

" OKW/Chi, although the. OKW/Chi intercept was considered to be :
- superior,i®2 At the end of 1940 OKW/Chi and Pers Z S exchanged
- book groups on 4 codes, and there was & current exchange of

solved encipherment tables.

: There 1s little information covering the years 1941-19&5,
but Dr. Deubner's statement that "there was close cooperation
with OKW/Chi" on Italian problems is probably correct.l93

Ae) Japan.
},e'_:fg,l. JB 57

“JB 57 was a wajor Japanese diplomatic code. Toward the
end of 1941, Pers Z S aﬂd OKW/Chi, working 1ndependently, solved-
the first daily keys.lS
2. "Red”" Machine. . - ‘

_ Pers Z S worked on the even days, vhile OKW/Chi wvorked on

_the odd days 195

-

190qp 2043£ Film 9, Report of the Group Austria-Hungary, dated

April 1940 .

91500 moo52. - s |

192T 2252 Annual Report of the Italian Group for the Year 1940
193

I 22; Para 172 -
19"’D76 Film 41, 1941 Report of the Japan~Manchukuo-Ch1na Group.
l951 31 Para 53
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{f) Mexico.

Xegit._

This five-letter code was compromised vhen OKW/Chi
turned over a photocopy to Pers Z 5 on November 25, 1942,

_Pers Z S had broken it on the preceding day.l

(g) Portugal,

OKW Chi gave Pers Z S a. photocopy of this five-figure
code book on December 14, 1942, Before the compromise, there

‘bhad been a regular exchenge of group meanings.l

{(h) Russia.
There was no confirmed example of Pers Z S OKW/Chi col-

- latoration on Russian systems. In February, 1934, there were

Relchswehr-Pers Z S discussions on Russian military sgstems.
Lt. Colonel Mettig stated that "after an unknown date" OKW/
Chi did not work on Russian diplomatic traffic.l9

{3) Turkey.
Rave, Hlerer and Grosse said there had been "some co-
operation on Turkish" early in 1943.199

196D16;vReport #4,.p S

;_197D16, Report #4, p 3

1981 86, Para 14
1991 22, Para 56
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{j) United States of America.

"1, Code BoOL.

This Pilve-letter code (called Al by the State Department)
wes solved in September 19)9 A photocopy was received
from OKW/Chi in 1941.200

2. QLode BY

. There is no direct mention of lialson on this system, but
Pers Z S personnel appeared to be cognizant of 3?9 status of
“solution at ogger agencles, inecluding OKW/Chi.Z _
3. Code
At the end of June, 1941, Pers Z S received a copy of this
code (the Brown Code) from OKW/Chi

4, "sv" (Diplomatic Strip System 01) '

"In the summer of 1941 Pers 2 S received from OKH/Chi a
photocopy of the instructions for use . and 4 series of strips,
which deciphered a number of messages.” This appears to have
been the Strip Device M-138A.203 In the case of one (unidenti-
fied) U. S. Strip System, the Signal Intelligence Agency of

. ~ the Supreme Command Armed Forces (CK¥W/Chi) worked on point to
point traffic, while Pers Z S worked on circular traffic. 205

19. Liaison with Foreign Cryptanalytic Agencies.-- All
the Pers Z 8 personnel interrogated were unanimous in stating
that they had never collaborated in any way with foreign
(Finnish Hungarian, Italian or Japanese) cryptanalysts. Pers

Z S had never been visited by foreign cryptanalysts.

200
%oF 15, Introduction, P4

<0 1DF 15, pages 5, 6, 8

202pp 35, Introduction, p 4

2°3DF'15, P5.
204

®

I 31, p 10. "SV" probably German abbreviation for Strip
System (Streifenverfahren). -

25
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\ VOLUME 6
Chapter V. Intelligence
- Paragraph ?aq{
Surmary and Conclusions........;..........,......,....20 st

‘lack of Data on Intelligence in the Interrogatioms....21 St
Handling and Processing Intelligence.........covvv....22 57

20. Summar and Conclusions.-- In summarizing the Pera
7 S/Foreign Office organization for intelligence, as opposed
to its organization for cryptanalysis, the following con-
clusions seem valid:

a. The question of intelligence output, and of organi-

zation for evaluation and dissemination, vere neglected in
‘_ the interrogations.-

b. The personnel lnterrogated about this phase of their
work, had elther forgotten about the principsal agency successes,
or were apathetlc and uninformed about the intelligence value

- of thelr activities. - / ,

: €. RNo definite information is available as to the dis-
_tribution of the Pers Z S decodes, their intelligence content,
or their consideration and reception by higher authorities.

- d. The organization seemed overly preoccupied with
cryptanalysis ag a sclence, and apparently did not think in
terms of cryptanalysis as a prime source of intelllgence.’

21. Lack of Data on Intelligence in the Interrogations.--
The Pers Z S organization for intelligence, 1ts evaluation
and dissemination, seems to have been weak. From von Ribbentrop
down, “those interrogated could recall little important information .
which ‘had been obtained from their work. Either there was
little or no important lntelligence in their decodes, or the
material contained therein was never properly evaluated and fed
back by higher authorities. The former impression must be erroneous.

". K ;: o 56 .
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212

An organization vhich read the Japanese "Red" machine and
achieved nearly 100 per cent success on Itallian diplomatic

" codes, must have produced some important intelligence re-
‘sults. The answer to the riddle must be sought elsewhere.

It may have been the fault of internal organization (or

lack of organization) for intelligence, or the attitude of

the organization‘s leaders.210"

One lead of potential significance was overlooked in the
interrogations. Until September, 1941 (and probably later)
thers was a relatively high-ranking Pers Z S officlal, whose
responsiblity was the evaluation:of message content from an
intelligence point of view. This was Technical Assistant
{(Wissenschaftlicher Hilfsarbeiter) Friedrich Riendorff, who
had seniority in the orgenizetion dating from October, 1919.211°
There is no mention of Niendorff in the 1945 interrogations
or personnel lists. In an organization which worked on. the

‘systems of some 50 countries and was invariasbly short of

personnel, it is doubtful vhether & separate evaluation group
was overly desirable or efficient. ‘However, had Niendorff

been available, he might have been able to speak with some
knovledge of the Sections's effectiveness as an intelligence
agency. No attempt was made to cover the work done by Dr.. Horn,
vho vas in charge of cribs, files and personality lists { Archivs
and v¥ho presumably had some information along these lines.

22. Handling and Procesaing Intelligence.-- According to
Miss Friedrichs, no intelligence w&s extracted from the material
produced, except such as was necessary to continue reading the
traffic.212 Dr. Xarstien, on the other hand, stated that the

selection of material for publication was guided by considerations

as to 1ts possible intelligence value. This selection was made
by the group head (Referent) on the basis of knowledge and
experience.213 since Pers Z S apparently never had sufficient
personnel to allow adequate cryptanalysis, it is probable that
the group heads never had sufficient time to do a thorough
analysis of the solved traffic.

210The interrogators also placed little emphasis on intelligeuce,
- and must share a part of the responsibility

2llgee Anlage 2 to Pers Z 869/41 in TF 24 -
I 22, Para 37
213y 20, pare 77
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- Miss Friedrichs and Scherschmidt apparently took pride in
the careful standards of translation set up in the Section.
Both commented on the rigid practices which prevailed in
Pers Z S, in contrast to the looser practlices prevalent with
the Signal Intell ﬁnce Agency of the Supreme Command Armed
Forces (OKW/Chi).<:% If the pride in careful translation
evidenced by the above statements be taken in conjunction
wvith Miss Friedrichs' statement as to work tempos, the im-

- pression could be drawn that care and precision in all

phases of the work took precedence over considerations of
urgency (intelligence?)."

Considering the emphasis laid by Schauffler and Rohrbach
on the "Scientific" (wissenschaftliche) aspects of their work,
and consldering the strong academic tinge of the group as a
whole, one way well wonder whether the Section as a whole

"had not fallen into that error of thought which may too easily

dominate a cryptanalyst's work: viz., that cryptanalysis, an
abstract science and the principal element in signal intelligence,
may become an end in itself, and that the raison dtetre of
cryptanalysis- the production of 1ntelligence»may be obscured
by these considerations.

a. Lack of Recognition by Higher Authorities. .

This tendency can be magnified 1f oryptanalysts are not
kept constantly awvare of the meauning and signifance of their
products, the importance of key messages, and the action taken
by other authorities on the strength of cryptanslytic information.
In this important respect the Pers Z S organization seems to

‘have been deficient. Dr. Karstlen's somevhat cynical statement

that there was no official recognition of the work done by the
organlization is countered in part by Paschke's letter of com-:
mendation from von Welzsaecker for his Italian work, and the
War Service Cross (KVK I1I) which was awarded to Dr. Rohrbach.
These were probably lsolated instances. -Miss Friedrichs stated

23
41 22, Para 38; I 103, Para 2. i.e. omitting corrupt groups

or obscure passages.
21 } . :
5“There vas no sense of urgency in the office, deciphered

messages were not transmitted by teleprinter to their
recipients." I 22 Para 37

,58’
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- parsonnel.

that there had been no evidence of appreciation of the work
done by the organization.

'"From time to time copies of messages issued had been
-returned to them bearing a stemp indicating they had been
..seen by the Fuehrer. Otherwlise, no indication of the

lmportance attached to their work had ever penetrated to

the level at which she worked."216

E o higher &uthorities did not tell the cryptanalysts that thelr
vork was of significant importance, it is not to be wondered that
the technicians felt their work ignored and withdrew more and
more into their own world of two-part codes.and enclphering
tables. .

b. Attitude of the Pers Z S leaders.

Some responsiblity for the failure to disseminate in-
ternally information concerning successes must be assigned to
the Pers Z S leaders. Selchow has already been characterized
as a "competent administrator, who understood little &bout
cryptography, and was content to let the heads of the sub-
sections run their affairs as seemed best to them.2l7T Paschke
and Miss H%ﬁgn knew more &bout message content than did junior

Miss Friedrich stated that there was little
encouragement given to the communication of results inside the

organization by junior members, who were encouraged to mind

their own business.219 Apparently the Pers Z S leaders knew

in a general way of thelr successes, but denled this information
to the juniors vho most needed the encouragement. It is possible
of . course, that there was little of great iwmportance in the

~systems which Pers Z S read, but this seems scarcely credible.

In all probability, the Pers Z S leaders were just not "intelli-
gence-minded." They were cryptanalysts, they thought primarily
in terms of cryptanalysis, and intelligence was to them & by-
product of their work..

2161122, Para 36

2171 22, para 35 - |
2188@e I 22, paras 107, 108, 110; I 27, Paras 3, 4.
2191 22, Para 39

59



DOCID: 3486663

‘

v

¢. Handling and Processing of Decodes.

Information dealing with the assignment of missions 1s
also limited. Instructions from von Ribbentrop were invariably
‘of a general nature, and solely concerned with the subject
matter of intelligence- Poland or the invasion. He did not
concern himself with the detalls of systems. Selchow
usually dealt direct with von Ribbentrop and did not go
through Schroder or von Welzsaecker. To further confuse the
issue of mission assignment, Miss Hagen stated/that she
received her instructions direct from the "Secretary" {Under-
‘secretary Steengracht von Moyland).e2l

The distribution given to decodes 1s not known. The
evidence is inconclusive even on the question of distribution
within the Foreign Office. According to Dr. Paschke, von
Ribbentrop "read only about 20-30 per cent of the material

4 . produced. His secretaries, Weber and von Loesch, selected
. these for him."222 At one point in his interrogation von
' Ribbentrop stated that the selection of decodes for his own
personal perusal was made by Inspector Schmidt. He saw
Dbetween one and four items a day, or less.223 His principal
assistant, Steengracht von Moyland,.or one of the secretaries,
determined what distribution should be made outside the -
Ministry. Steengracht also drew his attention to certain
other items.22 If all these statements be taken at face
- value, at least five persons were involved in determining the
~distribution of decodes, with the consequent disadventages of
divided responsibllity and possible loss of continuity.

Nor 18 it known where and how the Pers Z S intelligence
vas integrated into the total intelligence picture. All the
top personalities interrogated at Nuernberg agreed that there
vas no central clearing house for intelligence at the top, and
that this was unfortunate. There 1s some evidence that, due to

- the lack of high level coordination, the same decode might be
passed to a ministry from two or three sources. Keitel did not

2201 3728, Par. 3

221y 1724, Para 18

222 1428, Para 9
22371 143, Papa 4T

4 22k
’ I 14;’», Pa.rav 48

i

'gnv.«
i
&
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state whether or not he received all the Pers Z S deeodes.
Jodl knew in a general way of the Foreign Office achieve-
ments, but did not receive the Pers Z S output.225 Where
a message solved by the Signal Intelligence Agency of the
Supreme Command Armed Forces {OKW/Chi) was not also in the

‘hands of the Foreign 0f7ice, then a copy of the decode {(VN)

was passed to.them.220 Keitel also pointed out that the
Foreign Office were -

"extremely secretive and jealous about anything their
bureau .produced. If, by any chante, Keitel produced direct
to Hitler an OKW/Chi diplomatiec decode and did not pass

it via the Foreign Office, they became extremely annoyed.
Actually, this happened very rarely. ngatr - '

S

No mention is made of decodes exchanged betveen agencles for
technical purposes, and decodes exchanged with agency heads
to be used for intelligence purposes.

225 g 143, Para 6 \
226 1 143, Para 37

227 I;143, Para 37

61



DOCID:

3486663

VOLUME 6

Chapter VI. The Cryptographic Section of the
German Foreign Office (Pers Z Chi)

Paragraph T
History and Personnel.......ccc.... - | &tf

Cr‘yptogl’aphic work.....u....oa..'....,-.o..-po.-..-oo'.. 24 .

23. History and Personnel.-- Little is known from TICOM
sources concerning the history, strength and activities of .
the German Foreign Office Cryptographic Section {Chiffrier-
dienst des Referats Z in der Personalantellung des Auswvaertigen
Autes, abbreviated Pers Z Chi). It was responsible for the
compilation, preparation and distrlbution of the codes and
ciphers used by the German Foreign Office, as well as the
cryptographic securlity of these systems. In the matter of

_security, senior personnel from the Cryptanalytic Section

(Pers Z S) assisted the Cryptographic Section (Pers Z Chi)
as consultants.23% The Cryptographic Section was latterly

{1943-1945) under the head of Senior Specilalist (ORR) Horst -
Hauthal. Its previous head, a2 Senior Specialist (ORR) Langlotz,

died in 1943.235 At the end of the war, when Pers Z S was
evacuated from Berlin, Pers Z Chi remained behind. No trace

‘of the organization was found by TICOM personnel.

.2k, Cryptographic Work.-- ‘Dr. Paschke, a consultant on
cryptographlc security, remarked that the Germans were con-
vinced that their systems were cryptographically secure.2

23%1 1728, Page 7; I 22, Pars 8
2351;22, Para 70

2361 22, para 118 .

v
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It is possible that this attitude of complacency was responsible
for some of the Anglo-American successes agalnst Foreign Office
systema. Pers Z Chi must have been responsible for ths com-
pilation of the "Deutsches Satzbuch" and the additive systems
used for its encipherment, all of which were read by Anglo-
American cryptanalysts. One of the additive systems was theo-
retically a "one-time pad" system, but was insecure because
the additive used was predictable. This was the GEE additive
{ASA trigraph) printed on the Number.Printer (Numerierwerk)
deseribed in Volume 2. of this paper. An inspection of both
recovered and captured daily key tables (Tagesschluessel) used
in enciphering the indicators in the "Floradora" (ASA  trigraph
GEC) additive system indicates that these key tables may have 4
been made up by a machine similiar to the Number Printer (Numer-
ierverk). There 18 no indication as to how the text additive
itself was generated. BN CoeL :
‘The Cryptographic Section seems to have been lnterested
in improvements for the Enigma machine. In February, 1942,
X Schauffler and Hauthal discussed the construction of a new
@ cipher machine with Willi Korn, chief engineer of the Enigma
firm of Heimsoeth and Rincke, Berlin. It was to be called the
- Machine 42 (Maschine 42) and was in effect an Army plugboard
Enigma with three additional rotors inserted in front of the
‘plugboard. The machlne never passed the theoretical develop-
ment stage because of engineering and procurement difficulties.237
So far as is known from TICOM sources, the Foreign Office
Cryptographic Section did not collaborate with any other German.
crigtographic agency. Schauffler and Hauthal attended the
1944-1945 meeting of the unofficial Army-Navy-Air coordineting
commlittee on cryptographic securlity, which were held under the
auspices of the Signal Intelligence Agency of the Supreme
Command Armed Forces (OXW/Chi). A plugboard Enigms with a
‘printing attachment, bearing the German Foreign Office label,
has been captured, indicating that the military style Enigma
was used for Forelign Office communicggions. - It also used the
military style cipher teleprinters.2> , .

23T 5

g o
°°1 22, Para 115
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VOLUME 6
Tab A

Aler 1st Lt. Chief of Subsection V13 of OKW/Chi
{Japan, China)

" Administrative Section See Pers Z QGen. Section responsible

for personnel and administrative problems for &1l Foreign
Office Z Branch, incl. Pers 2 S Pers Z Chi & Pers Z F.

_ASA Army Seéurity Agency (us)

Badoglio,Marshal .Prime Minister of Itali&n Government
September, 19%3 1945 ‘

Benzing, Dr. Johannes Specialist (RR).Cryptenalyst. Head of
Pers Z 8 group for Near Eastern languages.

Beyreuther, Heinz,Sergeant (Uffz). Former cryptanalyst in .
Japanese Subsectlon at OXw/Chi

Brandes, Dr. Wilhelm,Senior Specialist (ORR). Cryptanalyst.
Head of Pers Z S group for France, Belgium, . Holland
Switzerland.

Buggisch, Dr. Otto,S/S5gt (Oberwvachtmeister). Cryptanalyst.
OKW/bhi. Formerly with Inspectorate T/VI

Burgscheidungen. German village in Kreis Querfurt, Thuringia
Location of part of Pers Z S April/May, 1945.

Communications Section. See Pers Z F. Section in Z Branch
Foreign Office, which was responsible for Foreign Office
communication networks, including telephone, teletype and
-radlo. 1945 head was ORR Hoffmann (Funkreferat).

Cryptanalytic Section. See Pers Z 8. Cryptanalytic Section in .
Z Branch of the German Forelgn Office. (Sonderdienst des
Referats Z in der Personalabteilung des Auswaertigen Amtes).

Cryptographic Sectlon. See Pers Z Chi. Foreign Office Section

in 2 Branch responsible for preparation, compilation,
dlstribution and security of Forelign Office codes and
ciphers. 1945 head was ORR Hauthal (Chiffrierdienst des
Referats Z in der Personalabteilung des Auswaertigen Amtes).
D16 Translations. "Annual Reports of the (Pers Z 8} Group
British Empire% Ireland, Thai, Portugal, Spain and
latin America.” A TICOM Publication., , '
D54 Translations of various Z 8 reports dealing with work on
' French, Belgian, Dutch, Swiss and Rumanian systems).

ol .
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~Deubner; Dr. Otfried, Technical Asst. (WHA) Cryptanalyst.

Deputy to Dr. Pascnke in Pers Z S It&lian—Greek-USSB
group.

DF 17 . "Miscellaneous Items from the Files of the German
Foreign office.” A translation of T3273 and T165
TICOM Publication.

Doenitz, Karl, Admiral. Head of German Admiralty. Briefly
head of German govt. April/May/1945. -

Fenner,....., Principle Specialist (Ministerialrat) Crypt-
analyst. Head of Section IV of OKW/Chi. :

Friedrichs, Miss Asta, Technical Asst. (WHA). Pera Z-8
cryptanalyst. Deputy to . Dr. Karstien in Slavonic
language section. Leading female personality in Pers Z 8.

Gerstmeyer, Dr. liaison Officer from Goering's "Research"

' Bureau (FA) to the Foreign Office.

Grosse, Sr.,Aprthur. Pers Z S cryptanalyst;, Chinese 'and Japanese
,language group. On loan to Pers Z S from OKW/Chi.

 Grunsky, Dr. Helmut, Technical Asst. (WHA). Pers Z 8 cryptanalyst.

Group head 1n Dr. Kunze's mathematical -eryptanelytic
‘Subsection.

Hagen, Miss Ursule, Technical Asst. (WHA). Pers Z S Cryptanalyst.
Head of language -group England, Ireland, Spain, Portugal/

» and latin American countries.

Hauthal, Horst, Senior Specialist (ORR). Head of Pers 2
Chi 1945, ° , :

Hermsdorf. Village in Silesia. ZLocation of Pers z S8 - '
Mathematical-Cryptanalytic Subsection 12/43-3/45.

Hierer, Edgar. Minor Pers Z S cryptenalyst. On loen from
0EW/Chi to Japanese-Chinese langusge group.

- Hirschberg . Village in Riesengebirge. Location of part of

Pers z S 12/43-3/45.

Hoffmanﬁ, Ernst, Senior Specialist (ORR). Head of Pers Z F
1945. : - -

Horn, Prof. Dr., Technical Asst. (WHA). In chargs of Pers Z 8

'~ files and records (Archiv) 1945, Not captured.

Huehnke, Miss Dr. Annelise, Technical Asst. (WHA). Pers Z S
cryptanalyst. Group head in Mathematical-cryptanalytic
Subsection.

Huettenhain, Dr. Erich. Chilef cryptanalyst for OKH/Chi from

1937.
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1-1. Final Report of TICOM Teau 3 on the: Exploitation of
Burgscheidungen, dated June 8, 1945. Later canceled as
I-1, and renumbered as a Team Report - A TICOM Publication.

l-22. "Interrogation of German Cryptographers of the Pers Z S
Department of the Auswaertiges Amt." A TICOM Publication.

I-25.  "Interrogation of Five Members of the RLM/Forschungsamt
at Schloss Gluecksburg, near Flensburg, on 15th and 21st
June 1945." A TICOM Publication. .

I-27. "Preliminary Interrogations for Fraeulein Hagen, Head of

- the English Section of, Pers Z S, Auswaertiges Amt." A

.. TICOM Publication.

I-31. "Detailed Interrogations of Dr. Huettenhain, Formerlx
Head of Research Section of OKW/Chi, 8-21 June, 191;5
A TICOM Publication.

I-54. "Second Interrogation of Five Members of the RLM/
Forschungsamt."™ A TICOM Publication.

1-58. "Interrogation of Dr. Otto Buggisch of OKW/Chi." A
TICOM Publication.

I-63. "Interrogation Report on ORR Herrmann Scherschmidt of

" Pers Z S Ausvaertiges Amt."” A TICOM Publication.
I-84. "Further. Interrogation of RR Dr. Huettenhain and Sdf.
_ Dr. Fricke of OKW/Chi." A TICOM Publication. :

I-83. "Report by Dr. H. Rohrbach of Pers Z S on American

Strip Cipher."™ A TICOM Publication.

'~ I1-96. "Interrogation of Oberstleutnant Mettig on the Organi-

zation and Activities of OKW/Chi." A TICOM Publication.

I-103. "Second Interrogation of Reg. Rat Herrmann Scherschmidt

- - of Pers Z S Auswvaertiges Amt on Turkish and Bulgarian -
systems." A TICOM Publication.

1'143 " PReport on the Interrogation of Five lLeading Germans

at Nuremberg on 27 September, 1945 {Jodl, Keitel, Doenitz,

_ Goering, von Ribbentrop)."” A TICOM Publication.

I-147 "Detailed Interrogation of Members of OKM 4 SEL III
at Flensburg." A TICOM Publication.

I-150." "Report b Uffz. Heinz Beyreuther on the Organization
~ of OKW/Chi."™ A TICOM Publication.

' I-162. "Report on Interrogation of Kurt Sauerbier of RIM/

- Forschungsamt held on 31 August, 1945." A TICOM
Publlcation o .
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I-172. Interrogation of Hagen and Paschke of Pers Z S.
" A TICOM Publication.
Jodl, Alfred, General. Chief of the Armed Forces Operations
Staff.
Karstien, Dr. Hans-Heldrun, Speclalist (RR). Pers Z 8
cryptanalyst. Head of Slavonic language group.
Kasper, ..... Dr., Specialist (RR). Pers Z S Cryptanalyagi\;_\\ '
Hezad of Rumenian language group. Not captured.
Keitel, Wilhelm, Field Marshal . Chlef of Staff Suprems
- ¢ Command Armed Forces (OKW).
 Kettler, Hugo, Colonel. Chief of OKW/Chi 1943=1945
Kochendoerfer, Dr. Rudolf, Corporal. Mathematical ecryptanalyst,
{ formerly with Pers Z S, latterly corporal vith OKW/Chi.
Krug, Hans-Georg, Technical Asst. (WHA). I.B.M. machine
expert in Pers Z B. '
Kunze, Dr. Werner, Senior Specialist {ORR). Head of Mathematical-
- Cryptanalytic Subsection of Pers Z .
Lehmann, Dr. Bruno. Cryptanalyst, Former head of Greek

———————

, | . language group in Pers Z S.
. ‘ von Loesch, Karl Heinrich. Secretary to Foreign Minister von
Ribbentrop,

‘Menning, Wilhelm. Deputy head of Pers Z S Rumanian language
group. Not captured. : , :
Mettig, ....., Lt. Colonel. Second in command of OXw/Chi,
- 12/43-1945, S
von Moyland. See Steengracht.
Muehlhausen. Locatlon of elsments of Pers z S 1945.
Mueller, Dr. Hans-Kurt, Technical Asst. {(WHA). Cryptanalyst.
Head of Pers Z S American—Scandinavlan group 1945,
Niendorff, Friedrich, Seniw Specialist RR) In charge of
~ Pers Z S intelligence evaluation 1941 Not captured.
Olbricht, Dr. Peter, Technical Asst. (WHA) Cryptanalyst,
Pers Z S. Deputy head of Japanese-Chinese language group.
Oschmann, ....., Captain. Later Major. Head of Chiffrierab-
: teilung in Reichswehrminlsterium 1932-34, _

6T .
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‘Pannwitz, Miss Dr. Erike, Technical Asst. (WHA). 'Cryptaralyst

in Pers 2 8. Group head in Mathematical-Cryptanalytic
Subsection. ,

Paschke, Dr. Adolf, Senior Specialist (ORR). Pers Z 8
Cryptanalyst. Head of Linguistic-Cryptanalytic Subsection.
Specialist in Italian. ‘ v

Patzig, eero.y; Lt. Commander (Korvettenkapitaen).’ Unknown.
Conﬁected with Chifflerabteilung, Reilichswehrministerium
193

Pers Z Chi. See Cryptographic Section, German Foreign Office.

Pers Z F. See Communications Section, German Foreign 0ffice.

Pers Z Gen. Gerwman name unknown. 2Z Branch administrative

. Sectlon, German Foreign 0ffice. -

Pers Z S. See Cryptanalytic Sectlon, German Foreign office.

Rave, Kurt. Minor Pers Z S5 cryptanalyst. Worked in Japanese-
Chinese group. Loaned to Pers Z S by OKW/Chi.

Ribbentrop, Joachim von, Foreign Minister. German Foreign
Office. ~

‘Rohrbach, Prof. Dr. Hans. Pers Z 8 cryptanalyst. Group leader

. in Mathematical-Cryptanalytic Subsection.
ROY, ....., Senior Specislist (ORR). Head of Pers 2 Gen 1945,
Sauerbler, Xurt. Cryptanalyst, head of Section 9-c¢, Main Sec-
tion IV (Agent systems) in Goering's "Research" Bureau.

' schauffler, Dr. Rudolf, Senior Specialist (ORR) Senior crypt-

analyst and probable head of Pers Z.S.

Scherschmidt, Dr. Hermann, Senior Speclalist (ORR). Pers Z S
cryptanalyst Head of Turkish language group.

Schimmel, ..... Pers Z S cryptanalyst. Head of Yugoslav group.

Schmidt,....., Inspector. Unknown. Probably Chief interpreter
in German Foreign 0ffice.

Schrader, Miss Hildegarde, Technical Asst. (WHA) Pers 2 8
cryptanalyst. Deputy head of French, Dutch, Belgian and

, Swiss group. :

Sehroder,....., Ministerial Director (Min. Dirigent). Head
of main Section IV {Codes and Ciphers) in Goering's
"Research" Bureau.

Sehroeter, Dr. Karl, Technical Asst. (WHA). Pers 2 S crypt-
analyst. Group leader in Mathematical-Cryptanalytic
Subsection. . ‘

Schultz, Klaus, Technical Asst. (WHA). Pers Z S eryptanalyst.
Group 1eader in Mathematical Cryptanalytic Subsectlon.

Schwaeger, ....., Principle Specialist (ORR). Civil Servant,
in charge of budget preparation in German Foreign Office.
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Selechow, ..... , Minister (Gesandte) Head of Z Branch (Crypt-
analysis, Cryptography, Communicationa) in the German
' - Forelgn Office.
P Steengracht von Moyland. Former ADC to von Ribbentrop.
. Succeeded von Weizsaecker as Undersecretary in the
Foreign Office May 1, 1943,
T 56. Reports of the A Group, Reports and Studies by the
American Group of the Cryptanalytic Section of the
German Foreign Office 1919-1942.
76. Situation Report of the Manchurian Group Beginning 1941.
Notes and Reports on Japanese Cipher Systems 1919-1941.
197. Unidentified Pers Z S Document covering work on
chinese.
427. Chinese 5/L Diplomatic Traffic (Film 10).
1062. Partially Reconstructed 3/1 code Afgh(anistan) 1.
1067. Afghenistan Traffic 1939-1944.
1068. Afghan Traffic 1939-194%. |
1074. 1941 Traffic and Worksheets- Iraq.
1077. Washington - Addis Ababa Traffic, 1945.
1169. Chinese Diplomatic Traffic and Decodes. -
1170. 0ld Material on HWM {(abc)- Chinese. =
1172. Chinese diplomatic traffic and explanation of system.
'2038. Report on Polish Systems as of January 1, 1941,
Report on the Polish-Bulgarian CGroup, dated Aug 13, 1941.
Report on Jugoslavia at Beginning of year 1941,
2043, N Report of the Group—Austria-Hungary, dated April,
1940.
2050. See D 54.
2052. Various Reports from "Gruppe Lehmann," the Pers Z 38
' Greek group 1939-1940-1941.
2252. Report of the Italian Group for the Year 1940.
3273. See D F 17. | |
Tranov,,...., Senior Specialist (ORR). Principal GAF crypt-
analyst in Signal Intelligence Agency of the Supreme
Commander, German Air Forces.
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Weber,...... Foreilgn Office Privy Councillor, Secretary to
‘von Ribbentrop
Weizsaecker, Ernst von. Former Undersecretary in German
- Foreign Office. In 1943 appointed Minister to the Vatican.
Wilhelm Wander Schule. School bullding in Hermsdorf (Silesia),
location of the Pers Z S Mathematical-Cryptanalytic
‘Subsection 12/43- 3/45. _
Sastrowo, Karl, Technical Asst. (WHA) Pers Z S:cryptanalyst.
Expert on U. 8. systems. -
Zschepplin. Village in the De11tsch~Eilenburg-Le1pzig area.
' - Location of part of Pers Z S April, 1945, -

T0




N —

DOCID: 3486663

&y e

- - - -—-—:- v: e e — T - 4 -"‘ﬂ‘_ _._____.__1
CAPTURED DOC & INTERRCG NUMRsRg  B-TIB 2028

561
. ADVATIS i




DOCID:

3486663

S
]

-4




1 RN O OO B

DOCID: 3486663

T ;- -'
\_:_:x_ - N ¥ 2 I 5 t . .
‘ : v :
. o
FOREIGN OFFICE GRYPTO OGIC ORGANIZATION - (APRIL, 1945
O ’
} ' ; f FOREIGN OFFICE 5 _ - i _ . , |
| b ‘CAA] : | - | |
U N T | :
g ?PERSONNEL BUREAU |
4. tABT T3 & |
’I ,-______ _________1_________.___,_., . ' l
: il "z" BRANCH E ?
? : UPERS Z1 : - {
_ - : [
R B i U R i
- T itw T ”“”! DRI B S i (RS S, L U hurdiiilebi e v s S
ADMINISTRATIVE ~ SECTION: . CRYPTOGRAPHIC SECTION| CRYPTANALYTIC SECTION 'oommumc/.\mms sscnom; R e
H < f
' [PERS Z GEN1 ! : [PERS Z CHI) Q LPERS -Z S 3 : [PERS;Z F1 ; s
W vy e i Y A f L._-__.,._., R s e -
f :
] ! ﬁ'* S
; 3 3
E 1 f
: | | "
THEORETICAL : ~ ' .t 5 : ) " , : Q
RESEARCH  SUBSECTION | oo oo e S i LINGUISTIC SUBSECTION . ; ) MATHEMATICAL SUBSECTION. e
(ALSO PUBLICATIONS, ORIENTAL > } . : 7
LANGUAGES, ADVIGE ON GRYPTO- , ‘ : OR,R DR PASGHKE : % ORR OR KUNZE - v
GRAPHY) ' : S _ 4 i > N
i l d o
ORR DR SCHAUFFLER , _ ' . ' ‘ . . ! ‘ A
' § FRANGE, BELGIUM  JAPAN : ' I o LB M ¢
(’. : HOLLAND, SWITZERLAND —— CHINA, - MANCHUKUO : : ) - .o A
Y i RR BRANDES “ORR SCHAUFFLER . § ' WHA  KRUG .
+ f WHA FRL 'SCHRADER WHA DR OLBRIGHT 4 ) V.IS) w
¢ %' { : ’ { \.:(\ Qg
L E 4/!\_%‘) (\
gPAENM P'REPORU? E(l;'ﬁlL\l P U.S A, SCANDINAVIA ¥ o
! U . P - ] i " -~ . (‘u
1 7S AMERICA, SIAM ! wii BR  GUECCER |- E ‘ , (UNKNOWN) "
#  WHA  FRL HAGEN : WHA  ZASTROW ’ ; r PROF DR ROHRBACH
] WHA FRL . WERNICK .o 2
[ | : : |
'3_3.33., ITALY, GREECE] | TURKEY i
‘ VATICAN . : ' f (UNKNOWN )
) X ORR SCHERSGHMIDT 1
L E G E |“ D ,:\ WHAOR?)R PAOSE(:]KBENER ! WHA BUBG"ARD |:' . . WHA OR GRUNSKY_
AA < AUSWAERTIGES  AMT i o
ABT = ABTEILUNG e
FRL = FRAULEIN (. RUMANI A IRAN, AFGHANISTAN ,
! ORR = OBERREGIERUNGSRAT s o ARABIAN . STATES 4 ' (UNKNOWN)
: PERS Z : PERSONAL 2 { FRR DR KASPER RR - DR 'BENZING ¢ 1 wha xaus schulrz
PERS Z CHI = PERSONAL Z CHIFFRIERDIENST § WHE  HENNWG wah,  OR SGHNNEL -
PERS ZF = PERSONAL 2 FUNKWESEN ) :
PERS Z GEN = PERSONAL Z GENERAL . bl _ ;
2 8 o R Sy PHNDERDICHAT - SLAVIC STATES [EXCEPT| | : ' ! _
. USSR] LATVIA LIBRARY 8 FILES : !
WHA = WISSENSCHAF TLICHER , . | , : ] (UNKNOWN)
HILFSARBEITER %& RR LDIlHll(JAe‘(l;l'!'élN “ V:IHA DR HORN . { WHA FRL DR HUEHNKE
* = SUBSECTIONS OF 'PERS Z CHI b “WHA FRL FRIEDRICHS : ¢ J o )
_ UNKNOWN ' i 1
REPRESENTS  LIAISON ON CRYPTO- . . , 1 )
GRAPHIC  SECURITY : B : : -
. TOTAL PERSONNEL - ESTIMATED AT 200 - : , g ) _ :
. i = E = ) : ! . 3 L ( UNKNOWN )
(’\- - ) ' : \L : ) WHA DR SCHROETER
- or 28 ' { : : - ; 7 3
.r ) -

: . , _ 4
i‘?‘ & ' ' E\ A ' ' CHART NO. 6 -1
b y




