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Chapter I: ., The Hie~ory of' the German Army Signal 
· . Intelligence Service.;, · 

- · . . · Paragraph . 
The p:re-H1 tle:r Period (1919-193}} .•.• · ••.• · ••• ·......... 1 

. The pre-W~rld War II Per1.od-(1933-1939l._ ••••• ·•· •••• ~. 2 """ 
.The early World.'W~ II Period (1939-1941) ••••••••••• 3 
The tn1ddle World War II· Period (19.41-1944} •••••••••• 4 
~e·late World war Period (i944-l945) •..••••••••.•.• 5 

l. The Dre-Hitler Period }-:.. The pre-
Hitler per o or s gna n e genee in the German Army 
is very obscure. From the scanty and uncertain evidence, 
howeve:r1 the rollow1ng.organizat1on may be suggestet.1. 
A Codes and Ciphers Section or the German Detense Miiliatcy 
(Reichawehrm1nisteri'1m Ch1f'f'rierabteilung), subordinated · 
to an Al-my Signal Officer, had been maintained in.skeleton 
f'oi-ce f'i-oni the end or.. the . .f'irst Worl4 Wa.r.1 The Oh:tets 
vere:2 · · 

Lt. Buschenhagen 
Majol'. Schmidt 

_Major Fellgiebel 
Majo:r Oscmnann 
Major Boetzel 

1919-1927 
1927.:..1931 
1931,-1932 

.1932-1934 
·1934-1939 

The head or the Codes and Ciphe.rs Section ot the 
Ge.rman Def'ense Ministry also controlled the Ministry's - : .. 
intercept network. This· network.dated fl'Om 1'923/4 when the 
1"1rfst f'ixed intercept stations (Fes·te Horchstelle, abbreviated 
Feste) Vel'e estabU.shed.3 . There is ev1denQc;t of' at least 
seven such stations operating be.fore 1933-~ Six or these 
Ve.re devoted primarily to th.e 1ntereept1on of foreign 
military tra.f.fic; and·one to·the interception of foreign 
diplomatic traff'1e. · The six .for military. traffic were lo- . 
eated at Stuttgart, Munich, Muenster; .Koenigsberg., Liegnitz, · 
and_Breslau; the one tor diplomatic trarr1c 1 ·at_T~euenl;:>:r1etzen.5 

. 1' I 96 p 2. 
2 ·1 123 p 4 

3 I 62 p 5; IF 181 ·P l 
4 1 ·as P ·2 

5 I ,62 · 6 p 
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1933/34, t e rman Defense inis 'r'.Y set up t e mo:re 
intercept stations: one at Hersbruck (later moved to 
Lauf"); the other two, at Striegau and Chemnitz.6 With 
thesf~ ten intercept· stations, the German· Defense Ministry 
inte~rcepted f'oreign .Army, Air Force, and diplomatic . 
tra.f:tio. The German Defense M1nisti;y also set up .1n 1933/4 
in Berlin its own military code.and cipher ,section called 
the Intercept Control Station {Horchleitstelle, abbreviated· 
HLS) • 1 For this 1 t drev a few trained cl'yptanalys ts from 
the C.odes and Cipher Section or· the _German ·War. Ministry 
(Re1C.hskr1egsmini'ster1um) .8 Foreign Army traffic inter-
cepted by the German Defense i.'ii!nist:ry vas sent to the · 
Intercept· Control Station (Horchleitstelle); Air Force · 
traffic; to the Signal Intelligence Agency of the Commander­
in-Chie.f of the Air Force (Chiffrierstelle des _Oberbefehl­
shabers der Luftwaffe, abbl'eviated Chi-Stelle· OBdL) . · 
established in 1937.9 Diplomatic traffic was sent to both 
the Codes and Ciphers Section or the German'.Def'ense Ministry . 
{called a:fter 1934 'the German War !J'dnistry (Xriegsministerium) 
and the Foreign 0.f.fiee Cryptanalytic Section (Sonderdl.enst · 
des .Referats z in derPersonalabteilung des Ausvaertigen Arnts, 
abbr•evie. ted Pers ZS) .10 . . , · · . . . . . -

3. The earl World Wa~ II 
the early years o e ~r, t e 
German.AI"'m'f signal intelllgence 

. a. The narrowing of the mission or the interc:ept service 
to include only.Army tra:ff1c. In 1939 a newly formed Signal 
Infa~llfgence Agency of . the Supreme Command · ot the Armed 
For<,ea (Oberkommando der Wehrmacht/Ch1.ffr1er-Stelle~- abbrevi­
ated . OlCW /Chi) took ·over the interception of' all foreign · 
diplomatic tr(l:ff1c.rrotn the· German.Army Signal Intelligence 
Service, an<I ror· that Purpose the A:rmy gave it fyo or 1t.s own 
inte:rcept sta~ions, at Laur and Treuenbrietzen. 

6 185p3 
7 I 78 p 2 
8 The German Defense !Jiinistry was renamed .tlie German War 

Ministry after 1935. 
9 IF 181 p 15 
10 r· a5· :P 2 
11 I 85 p 3 

2 
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b. .The expansion o:f intercept serv1ceo In .1939,. the 
Army established two new branch etat1ons for the intercept 
ot foreign Army traf.fic emanating from the east, one at 
Gra.z and the other at Tullin .12 · · 

. c. The establishment ot rive Signal Intelligence .. · 
Regiments (Kommandeur·der Nachriehten Aufklae:rung, abbreviated 
"KONA") • . These regiments wei-e sent into the .field as com• 
plete intercept and evaluation uni\1.~i;;, attaclled to Arnrs · 
Groups .. 13. The .KONA were given the numbers ·One thl"ough five.: 

.XONA l, 2, 3 we:re. assigned to German Armies. on the eastern 
front: KONA l to the Army Group on the southern front~ 
KONA 2 to the Army Group on the central .front, and·KON4 3 
to the Ar'flr1 Group on the Northern tront. KONA 4 was ·not -
attached to any Army Group but was subordinated to the 
Commandiim Officer who controlled the German Armies in the 
Balkans (Berehlshaber Suedoet).14 KONA 5 vas assigned to 
the Army Group on the Western .front.15 

d. The introduction ot mathematicians and linguists .. 
To cope with the increased a~ount of' enemy ArUIJ" tr~t~ic on 
all leveli:t, and the 1n:cree.a1ngly di:f"ticult problems· o'f' eo­
lution,, mathematicians and linguists were dr,8.f.ted 1n,to the 
Az•my in 19:;9 and were assigned either to the various field 
uni ts or to the Intercept Oontrpl Station .. 16 · · · · 

. e. An increased interest on the .pa.rt of the krl11'1 1n 
the security of'· its: own systems. This·new ·interest gave 
:r:Lse to. the e,stablis~ent o'f" an Armj Signal Security Agene7 
designated as Group 'IV or Inspectorate 7 {Inspekt1on 7 
Gruppe · 1v,, &bbrevia ted In 7 /IV) · vh1 . .Ch was · subo:rd1na ted to 

··the Chief of Al"my Equipment and· Commander· o'f" the Replacement · 
Al'DlJ' {C~ef de:r Heeresruestung und Betehlshabe:r .des Ersatzheeres, 

·abbreviated "Chef ll R\iest u. BdE"}. In 7/IV vas comI)osed 

12 . 
.. ·l 85 p 3 

·i;;I 78 p 4 

:t4IF 171 p l 

l5IF ·127 

.161 78 p 4 

3 . 
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of mathematicians 8.lld former actuaries whose-function vaa· 
the· examination or cryptographic systems used by the German 

.Army, and the pre~ation,. printing and ~1str1but1on ot · 
codes and eiphers.17 . . - _ · _ - -

The German Army signal intelligence service in 1939 
consisted of the. :following parts: · · 

(1) at lea.st 10 intercept stations fQr the interception 
of foreign A~my: traffic D~lled Feste Horehst;ellen~ 
abbreviated Feste · 

(2) five Signal Intelligence Regiments attached to 
Army Groups (each called Xommandeur der Nachriehten 
A~klaerung, or "KONA") - · - _ . -

- (3) an Intercept Control Station· (Horehle1 tstelle, .or 
_, . H.L$) for the analysis and evaluation Of· f'ol'eign 

Arm1 trartic; · . · 
_ ( 4) an· Army 51.gnal Sec ur1 ty Agency .C lnspee tora te . 1/~V, 

or In .7/IV) :for testing and issuing codes and _ 
ciphers for t~e Arrlry. _ 

4. · Per;to<i ·- · 1 41-1 44 -~ When, 
in -1941,, t e sma sta a.t t e ,ore e1 tste _ ·e vas :f'ound 
to be inadequate to c9pe vith the large amo·unt o:r 't;ra:f"fic ' 
Whi.ch had resulted :f"rom the incl'e&sing preBSUl'e Of the Var, 
two ·central agencies. were established to :replace the· · 
station; a central cryptanalytic.agency at_ Berlin designated 
as Inspectorate 7 /1!I o:r the Chief'. of Army Equipment and . 
Connn$.nder of the Replacement Army . (Chef der -Heeresruestung 
und Bet"ehlashaber des Ersatzbeerea lnepektion ·7 Gruppe _VI,· - · 
ab'brevia ted Chef H Ruest u Bd.E/ In 7 /VI or more simply · 1n 7 /VI) ; 
and a· central evaluation agency at Zossen ·de~1gnated as · · 
Contra~ Station :f"or Signal Intelligenee {Le1tstelle der · 
Nac~lutichten Auf'kl&erung, abbreviated LNA} a . 

In 7/vl was organized by Major Mang of the.German Army, 
Vh<>se &im V&S not only to increase the cryptanalytic- staff_ 

·or the nev agency but also to provide reserves ·of' cryptanal7sts 
to work -in k~y areas in the :field~ . In order to- ~cqUire · per• 
aonnel easily, Major Mang subordinated In7/VI in matters 
of personnel and administration to the Ch1~:f ot A"l"f1IY Equip· 
=~1~nd Commande_r ~t the_ Repiacement Arm7. :~Chef H .Ruest u -

- . 
. ·17I 92 P' 6 

.181 78 l' 5 

4 
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In ma.tters of policy,· however, In 7 /VI was subordinated to· ·the 
Field Army. This curious form of organization ~.s said to 
ha.ve e·nabled the cryptanalytic service to l'ecrui t sUff1c1ent 
personn~lwithout serious interference while ma1nta1n1ng 
-close operational cont~ct with field units.19 . 

During the .first fev months of .the existence. or In 7/vI, 
Russian cryptanalysis was included in the cryptanalytic work 
done .·a.t In 7 /vI, and Russian evaluation va~ included. in ·. · 
the evaluation done by LNA. · ·Both these organizations, how­
e-ve_r, soon felt that· the cryptanalysis and evaluation of 
Russ:f.an traffic should be carried on close!' to the forward 
echelon of ,the Get-man Field .Army in East Prussia. In late 
1941, therefo:re, some cryptanalysts and evaluators skilled 
in Russian tra.f.fic were detached from In 7/VI and from LNA 
respectively, and vere sent to Loetzen to vork.20 These 
crypta.na.lysts and evaluat@~s became the nucleus of the 
org&~za ti on which later became the· chief" cryptanalytic and 
evaluation age·ncy for Russian traf'fie, named Intercept Control 
Station East_ (Horchleitstelle Osti abbreviated HLS Ost) • 

. From this point until November 1944 signal intelligence . . . . 
activities were sharply divide<;i into Russian signal intelligence, 
carried ·on by J{LS Ost, and non-Russian signal. intelligence~ 
eaJ-rled on by In 7 /VI and LNA. ·- · · . · · ·. 

-In 1942, the responsibility for security testing of. 
existing ae·rman Army crypto~raphie systems had been trans­
ferred from In 7/IV to In 7/V.I~21_ From-that time, the Army 
Signal aeouri ty Agency :I ' In 7 /IV I bad been~ eon191ned to the - ' 
development of new systems for the-~my and to the production, 
pr1n:t1ng and d1str!butfon of cur?"ent key·a. and systems.22 

'191 ,78 p 5 

20
1 78 p 5· 

211. 78 p 6 
22136 ·P, 2 

' ,5 
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In ~he fall of 1943, In 7/Vl had been transferred to 
the newly created Department of Signals of the General Army 
Offiee and rena~ed Slgna.l Intelligence, Department ot Signals,, 
General Army Office, Army High Command {Oberkommando des 
Heeres/All.g.eme1nes Heeres Amt/Amtsgru_Ppe Naehr1ohten/Naeh- · 
r1chten Au:fklaerung, abbreviated OKH./AHA/AgN/NA) · Minor 
changes in internal organization were effected, but the 
function and operation of the agency was not changed.23 

Although there was no. essential change 1n the orgall.1-
zat1on or the field units or the. German Ai~my Signal Intelli­
gence. Service from 1941 to 1944, additional units were 
placed in the· field. In 1942 the eastern KONA {11 2, and :;,) 
were supplemented by the addition of' KONA 6 which was formed 
to cover the.German campaign in the Caucasus.24 This KONA 
was not subordinated to a.ny·ArDIJ Group but was directly 
under HL5 Ost. KONA 7 was established in FebrU&rf 1943 and 
was subordinated to the Commander-in-Chief South (Oberbefehl0 

sh&p~r Sued) who controlled Arflf1' Group C and .the German t9orcea 
1n Italy.25 · · · 

·The organization o.f the German Army ;Signal Intelligence · 
Service in 1944 consisted or: · . · . 

·1) a.central erypta.nalyt1e agency for non-Russian traffic, 
In 7 /vI (latterly AgN/NA) · · · ·. 

2) a central evaluation agency for non-Russian traf.fie, 
LNA;. . 

3) a.central eryptanalytie and evaluation agency f'or 
Russ~an traf.fie, m..s Ost; 

!~) seven· Signal Intelligence Regiments (XONAs); 
_>) an Army Signal Seeuri ty Agency for the distribution· 

and development o.f· Army systems (In 7 /IV) •. 

_5. The Late World war II Period 1944-194 .-- In 
October 1 , t e organ1za on of t e German, rmy ~1gne.l 
intelligence service vas completely changed throu~!J. the 

·amalgamation o.f the three. central agencies, In 7/VI (latterly 
AgN/NA), LNA, and m..s Of!t,·into.one c~ntral cryptanalytic 

· and evaluation a'geney, (the Signal Intelligence Agency of the 
Army High Command,. the Oberkomma.ndo ~es Heeres/Gener&l der . 
Nachrichten Au:fklaerung, abbreviated OKH/GdNA). , Thi~ amal-. _· 
gamation was the logical result or the retreat ot.~ Ost to-

. gethez.- with the German Army, from Ea.~5 Pruss~a to zossen, 
·where In 1 /vI and LNA ver.e s1tuatedo2 

·23 . . 
IF 190 B p.4 

24DF 18 p 81, . 

. 25IF l72 p 2 . 
26IF 12~ p 5 6 



DOCID: 3486746 . 

• 

• 

~~ Signal Intelligence Regiments (KONAs) were not 
greatly a.f:fected by the amalgamation or the central . 
agencies into the GdNA, although the KONAs did come "under 
close1~ centralized control in matte:rs .o:f administration and 
a1gnal intelligence policy. "27 · · 

. 'l'he main changes in the Armyus signal intelligence · 
t1eld organization 1n 1944-1945 were necessitated by the 
Allied invasion-or France in June 1944. To cope with this 
s1t·uation · KONA 6 was moved .rrom the eastern :rront to the· · 
yeste.rn;2~ and a Senior Commander of Signal Intelli-gence: 
_lHoehere:r Kommandeur der Nachr1chten Auf'klaertlng. abbreviated 
Hoeh Kdr -d NA.1 was sf)t up to coordinate and control KONA 5. 
and 6029 In late 19~4 and early 1945, tvo ad.ditional.KONAs 
were formed in the east,,KONA 8 and KONA Nord,30 but it is 
~ote~orthy that these KONAs V,ere largely composed of unlte · 
borrov~d rrom other eastern front Signal Intelligence Regi­
ments, and the creation of these last two KONA was thus not· 
$0 m\~ch a ~rk or expansion as of' redeployment to areas 
Wld.er. st:ress.31 · ~ . , · . · · 

Colonel Boetzel,( ch+ef''of' ~he Signal Intelligence Agency 
of' .the Army High Command (OKH/GdNA) stated that KONA 4 was' · 
transferred to the West at the end or the war.32· A captured 
document33 ind1ea ted that KONA 4 had been succeeded by a · · 
s1~al battalion ·Nachrichten Aufklaerurig Abteilung •. abbrev1ate4 
NAA) 16, in Februaey 1945 but did not mention its transf"er · · 
to the West.· It is probable that the KONA disintegrated . · 
and that various parts vere sent to the dit'fe:rent fronts. 
. . . The o:rganization or the German Army signal intelligence 
service a.t the end· of the war co~isted o:f: 

1) the Signal Intelligence Agency of the Arrq High 
Conlma.nd(OKR/GdNA) a central c:ryp~lyt1c and 
evaluation agency f'or all trarf!c.· 

2) a Senior Commander of.Signal Intelligenee,,(Hoeh 
Kdr d NA) with. contro-1. over the KONA stationed in 
the· vest 8.ndresponaib111ty for all s1gnal.1ntell1"" 
gence a.ct1v1t1es of' the German Army in the West; . 

3). nine Signal Intelligence Regiments (KONAs) which· 
vere attached to Al-1lJ'f Groups or Commanders in the 
·r1eld. 

27 IF 123 p 5 
28 6' I 1 Appendix, Chm-t I 
29 · iF i23 p s · 
30 T 1402 
3l See below Chapter IV 
32 I 76 p 7 
·33 ·T 1402 7 
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Chapter II: Organization of Central Agencies of the German 
Army Signal Intelligence Service . . 

Para.graph 

Organization of' Intercept; Control Station 
1933-19410 .. · .. •· • ......... · ........•.... · .......... ~ ..... 6 

Organization of In 7/vr': ................................. 7 
0 1 ti f LNA .. . . . . I':g&n za on o . . ...... 0 ••••••••••••• 0 • . • • • • .. . • • • • • • • • • • 8 ,,,. 
Organization of liLS Ost •• .•• •·'• •.•••.•••••••••..••• ·• · •••• · .•• ·• ·9 
Organization of Gd.NA •• .•••••••••••••.•••••••• · .••• ; ••. .". ~ • • • 10 . 

6. Orga.n1za.t1on ot the Intercept Control Station 1923-
1941-- Not much is known of the· organization or tlie Inter- · 
cept Control. Station (Horchleitstelle, abbreviated HL&), 
before 1941. The existence of sections for the cryptanaly­
s:l.s and evaluation.35 of Belgian, Polish, Russian, and Brit ... 

· ish tra.ffic
3
gay be surmised from Mett1g 1s account or its 

. activities. . Nothing specific, however, l is known· from · 
TICOM

3
·,:;sources. The small staff was commanded by Major Dr. 

~rung. ' . . . 
1. OrganizH.tionof In 7/VI.--
a. Insper;torate 7NI (Inspektion 7/Vl·, abbrevie.ted · 

In 7 /VI) in t.he autumn of 1941 was headed by Major Mang, 
and -:was

8
divided into the following sections with head~ as 

shown:3 . . · . · 
Personnel Section ••••••••••••••• Captain Herbrueggen 

· British Section •••• · ••••••••••••• Senior Inspec.tors 
Zillman and Liedtke · 

French Section ...• .•.••.••.•...•. Senior Inspector Kuehn 
Italian Section;..~ ••••••• a •••••• Captain Fiala 

35Eva.luat1on is a. free translation .of the German word 
"auswertu_ng" which to the Germans ~es..nt· traf:f'ic analysis.> 
the interpretation of news · b,roadca.st a.ndplain .t~xt .trans­
missions, · the 1ntezopretat1on or · radio telephone intercept, 
and t~e interpretation of' the results of successful czoyptan­
a.lysis. · All thes.e things taken together res.ulted in fully 
eva.lusted 1ntel.11gence • 

36_1 78 p .3 
·371 78 p 2 

. 38IF 190, B App. } 
,• 8 

' . 

. · _ __ _____ !:_· __ __ . 



DOCID: 3486746 

•• 

• 

Ba.1k&n Section ••••.•••••••••• 
· Mathema~·1cal sect;lon~ •.•••••• 

senior 8peo1al1st Bailov1c 
lst Lt. ·. Lueders and .· · 
Teclui1o1an Dr. fietsch 

· · Russian section .•. ·.~.~ .. • ' •~ •. ls .t .it. DettmAn · · 
Linguistic section ..••...•.• ·. Technician Koehler . 
Training .Seatioil• •••• · •.•••.•• Senior ·Inspector Kuehn . 

. . .. · .. 

Between 1941 . ·and 194~ the toll.ov1ng che.nges in the · . 
Orga:n1zatton ·or In 7/vI took place.: ·. . ·· ·· ·' · · · · ·. 

a) . t .n!1)
3
R
9
uss1an section was sent to Loetze~:. . East Prue• · · 

. sia . 
b) a seot1Qn tor cryptanalysis' of USA syalams was foI"Dled 

with- the entry or t.he USA 1nto the war · 
e) a seot1on for eryptan&lysis of traffic of agents 

· . (foreign · and 1ntern&lJ vas added in 194241 . . . .. 
d) the 1nvestiga.t1qn QftbesecU1'1ty ot current Gel'Dl&D· 

· Axrmy _ systems was transt"erred from In 7/VI, t.h.e · ·.. · 
. former Army .Signal Secur1tt

2
Agency, to the · .ma:the-

... mat1ea.J.. . seotion of In 7/VI .- · . 
el .an IBM -section togotherwith its mach1i\er1' from 
. In 7/IV was · added~-' . -~ . . · . . , · 

. . b. In 7 /vI 1n
4
the :spring of l~4J waa _divided into . the 

tollavtng sections i 4 · · · . · 
· · Chief •••••••.•••••• o0. ~ ... Major Mettig · 

. British section ..•.•.••..• senior inspector Zillmann 
· USA SeQt1on. • • • • • • • • • • • • • • Tecbn1o1an Dr. Steinberg . 
·Balkan Seet1on •••• G••••••#,Sen1or speoial1st·Ba1lov1o 
French section ............. Technician Kue-hn . · 
~ta11an section ......... ~ .. Corporal Mana.1go 
Mathematioal .Section •••••• Technician Dr. rietsch 

. 'Linguistic Section •••••••• Techn1c1an Koehler 
·Ti-atning Section ••••.••••• Senior Ins;Pe~tor·Kuehn 
Agents Seo ti on •••••••••• ·• ~ lat Lt. Vauck 

· · I~ Sec.t1on .•••••••••••••. Specialist Sohenke 

391 1a P 8.-
401 78 p 10 
411115 · p 3 
421 78 p 6

1 

4Ji 78 p 6 
44IF 190 B . App 4 

9 
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The sections of In·7/vI were housed during this period 
in _buildings near the- Bendlerst%"S.S~e in Berlin.. The head• 
quarters .Training Section and· sections for USA, French and 
Agentsu traffic were located at Matthaekirchplatz 4; "45. 
the ~rit1sh ~nd Balkan section, at Schellingstrasse 9; the 
IBM sec ti.on, on Viktoria.stras~g. Location of the Mathe"' · 
ma1~1ca.l section is not known. 

. In N_ovember 1943, the first large RAF raid on Berlin 
destroyed a great part of the offices Of the Army High 
Command on Bendlerstra.sse in Berlin, ~ong whioh were those 
of Ill 7 /VI. In 7JvI was thereupon moved to Juet_erbog, · 
~here it was loa$:)ted until its amaJ.ga.ma.tion 1.n November 
1944 into Gd.NA. I . · · 

. No estima.te is given of the number o£ people employed 
i:n In 7 /vI . · · · . . · 

o. · Organization of AgN/NA. When In 7 /vI was re- . 
organized as the Signal Intelligence Jection of the Depart­
ment of ~ignals o:r the General Army Office, ·or. the Army . 
Hi.gh Command, the internal organization was somewhat changed. 
The previously independent sec~ions were organized into. 
a main section {Ha.uptreferat) for ma.theme.ties, and a main 
se~ction for 1e.ngua.ges.. The lBM section retained its auto-
nomy. . 

The Main Section for Languages, vith the exception 
tlla.t one section vas added for Swedish traffic, covered 
the same rield as had beenc.overed by the 1nd1vi.dua1 le.n­
gua.gesections4§r In 7/VI. The organization af ·AgN/NA is 
outlined thus : · · . · · 

Chief •..••.•.••••••••••• ~ ~ • . • • . • • Maj or L·ecnner 
Main Section A ror Mathema.tics ••• lst Lt. Lueders 
Main Section B for Languages .••••• Senior .Speo1al.1st 

Ba.ilovic · 
British Section ... '° • • • • • • • • • Senior Inspector · 

Zillma.nn 
· USA Sec t!on. • • . • . . . . . . • • • • • • Technician ·steinberg 

French Section •.•. • •.•.•.•.•. Technician Kuehn · 
Balkan section .••..••.• ~ ..... Senior-specialist 

Bailovie 
Sw:edish Section •.....•.•...• .Pfc. Roaden· 

. 451, 58 p 2 

46IF 126 pp 6-7 
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Linguistic Section •.••••.••• ·• 
Training Sectiori. ••••••• o ••••• 

See t. i o.n .... ......... o ••.• o • • " •• 0 • 

.j . . 

Technician Koehler 
Senior Inspector 
Kuehn' · 
8peciaiist Schehke 

8. Or a.nization of the Control Station for Si al 
Intelli ence LNA .~- e organization t e centr 

. evaluation agency tor non-Russian traffic, the Control 
Station f9r Signal Intelligence (Le1tstelle der Nachr1chten 
Aufklaerung, abbreviated LNA) is obscure~ · . · 

According _to Krause, a member of LNA, there vere sec ... 
t1ons for -evaluating British, USA, Italian., Balkan, Greek; 
Turkish .. . Tunisian., Near Eastern; fortµguese, and Spanish 
· .trs.ff1c. Evaluation was .made both of .traff.!c and or the . 
' Contents Of decoded messages _pessed 'tO these sections from 
·In· 7/VI . . Tne s~a.ff. of LNA vas comparatively ·small·, ·. ·con-
sisting · of about :seventj-:-r:tve persons who :we:re .' housed in . 
·~~~l~~;~~~~~4&or which : the .ground _· ~lfi~ i t~ g1v~~ -· 1n,_a CSDlC 

. . . . ' ~ . . . . 

. 9~ Organization of' :HLs Ost."'.'"'.' The Intercept Control·. 
Station Ea.at · (Horchleitatelle Ost; abbreviated HLS Ost) . 
was the . ¢entral . cryptanalytic and evalua..tion . center .for . . 
Russian traffic located at Loetzen, ; Ea.st: Prussia· from: · . 

. late 1941 to late 1944. The ex~ctsize . of the. station 1e 
not known, ·but the organization ls outlined· a.s : follb'wa:59: 

· · ;:>ection . tlZ" •••.••• . • ••••.•• · •• Pe~sonne~ p;r~plems: ·•· .• · 
Sec t'i.on' 1. · ~ · •••.• •·. • • >. ··~ .. -.'.·.· •• Su·ppl:y:~ ~ ma:in!:tenane:e':j; .·: 
· · · · · : -~ ; :: ~ ' ~ ·; ; : ; ; :e.vAl.ua:t4.C-1i- ofi '.<S:B.:pture~:l. 

. . . . . ·.· .... · . . ·, .:·.documeli-~6 and ~e~er$,l- : ' 
research into w:ireless 

. . ' procedures. . 
Section 2 .•••.•.•••••••••••• Evalua.tion, comp1la.t1on 

of ·intercept- situation . 
report . 

·. Section 3 .......... ; ....... ~Russian cryptanalytic 
section.· 

Section 4 ......•.. ...•.••.. ·~ .. Monitoring of inter.;.. : 

49IF lll . Annexes l · a.nd 2 \ . 

5oIF 123. p 4 
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In .the .winter of 1942-43, 1:;he Ba.udot Reception Station 
was moved from Min~k ·to Loetzen·and subol'dina.ted ~ to HLS/ 
Ost, Section 4. · . · · · · · . · · ·. · 

· · HLS Ost was first directed by .Col. Kettler, · who iater 
becuune chie:f of the Signal Intell1sence Agency of .the Su- · 
pr·eme Command of ~he Arme.d Forces l OXW/Ch1). In tte summer 
of 1942, Kettler was succeeded by Baron Col. voh der Osten­
~acken, who remained its chief until July 1944, when he 
was implicated in the ·plot on Hitlercs li:f"e and committed 
suicide. 51 : . · · · · · . 

. 10.. · Organization of Sitnal lntell~enee~ Agency. --
The three agencies, In 7/Vl. ~latterly A /NA), HL8 os.t and · 
LNA were amalgamated in November, 1944, into the SigaiU 
Intelligence Agency of the Army · High Co~d (Ober~o~do 
des Heeres, General der Na.~hrichten Autkla.er-ung, _abbreviated 

. Ol<li/GdNA} ,almo~t · intact.~ · In 7/VI (latterly AgN/NA}, 
wtth some slight depletion of personnel, became Group- IV 
of GdNA, . wh1chvas assigned the respons1b111ty .for e.ll 

, cz'yptana.lysis onfoI'e.ign military traf:fie. LNA-vas trans­
feI'red as a unit to- Group II of OXH/Gd.NA, except · for those 
sections which had been dealing v1th wireless and· news · 
agency .: traffic. These sections were assigned to Group I . 
at qKH/Gd.NA. The . various sect1.ons of HLS Ost were absorbed 
into the appropriate sect1qns o~ OKH/GdNA as fellows: 

section z. ~ ........ ~ . . . . . . . . . . . . . . into Group z 
Section l .••..••.......•..•. ·~..... into Group V 

· section 2 ••..•• ~ .•••.••••••••••••• into Group III 
Section 3 ........ ·. . . . . . . . . . . . .. . . . . into Group · IV · · 
Section 4 .•.••.•••••••.•••••.• ~ • • • into Group VI (ex- · 

cept the wireless. 
'· and news agency . 

wh1chwent :to Group 
. -. . . . I) .·. . . . . 

The organization of the OKll/GdNA wh1Ch is expla.in~d 
in the following pag~s is outlined cin Cha.rt 4'"'.2 ~ I-t was . 
in ef:fect from Novemb~rl944 to the ea.p1tula.t1on~"7. Approxi-
mately 700 people were employed ~y the OKH/OdNA.:;"" . 

·51IF 123 p 4 

52IF l23 pp 5-6 
53All material concerning the orga.n1zat1on of the Gd.NA is 
derived either :from IF 123 · pp 6-14 or I ll} pp 5-12, 
the acoount by Major Hentze, head of Group IV of the GdNA. 

1~ 



DOCID: 3486746 

• 

• 

. . . 

a. Headquarters unit. ·The Headquarters unit of OKH/ 
GdNA aonsisted of the Chief, Signal Intelligence. Service ·· 
(.Che.f,.General de:r Ne.ehrichten Aurklaerung, abbreviated 
Ch~f /Gd.NA), Co~onal Boetzel; his Chief of. staf'f'., Lt. Col. 
Andrae; t,he AdJutant, Lt. Moravec, and the Chief. of' the· 
Understaff, Lt .. .Koebe. . · · ·. · 

The staff controlled .the signal intelligence work of 
. a.ll. uni ts of . the Gd.NA, Groups I through VI. It also . cori­
tre>lled two int&!'cept statj_ons, Feste 6 and ·~este ll .• 
Thetse had been subordinated to }ll..S Ost before being attach­
ed· ta the GdNA.· They specialised· in interceitting high 
frE~quency .trat'f ic of' the Red Army and NKVD. ~ . . 

The Understa.f.f of the OKH/GdNA supervised the inter­
cept coverage of. the Signal Intelligence Regiments (Kom­
.mandeure der Naahrichten Auf'klaerung, abbreviated KONA) 
and. their subordinate units: . directly JI 1n the case or 

-KoNA l, 2, 3, 7, and 8; andr throu·gh the Senior Commander 
o.f Signal Intelligence (Hoeherer Kommandeur der Na.chr1chte~5 Au.fklaerung, abbreviated Hoeh, Kdr.·d NA) for KONA 5 a.nd 6. 

bo. Group I. Group I was under the supervision of, 
-Bodenmueiler ~ It had two main tasks: . . , 

l) the maintenance. Of .. communications betwe~n· the units 
· or the GdNA; - . · 

2) pre.~s monitor.ing9 . . . . 
Fo:r internal communications, teleprinter vas used until 
the final debacle.11 when 1t became necessary to resort to 
radio.. To carry out the second task of Group I, prees 
monitoring, there were f'our subsections: the m.onitoring· 
·or easter,n wireless, western wireless, plain text moni­
to::ring, and evaluation. ·· The evaluation sub-section (.4) 
w.a.s responsible for c'olla.ting all inf'ormation fr.om· the 
other three sub-sections and consolidating it ·into· reports. 
The collated reports were div1Q.ed into separate parts . 
for political, economic, or military news. They were eir­
cula.ted ,withln the departments o~ the Army High Command, 
sometimes with the· classif1oat.1on SECRET (Geheimkommando­
sache, abbrev1a ted GKdo.s) • Beca.us¢ of the personnel short- · 
age, the ;BBC London service and the Reuter Agency were 
~he only news agencies monitored for western traffic. 

54IF 123 ·p_6 

55rF 12} p 6 

13 
/ 

I. 



DOCID: 3486746 

•• 
c. , Group II. . Group II vhich had cannibalized L:NA 

and . consisted of about 50 people, produced radio situation 
i-e·ports correlating the 1ntormat1dn f'l"om KOllAs 5, 6, and 
7. Capt. Thiel, vho vas·hea.d Of t.his group, had been with 
LNAtor a long time and vas said by Hentze to .Qave been 
thor¢.ugbly familiar with the problem$ ot western evaluationo 

d • . Group III. Thia· group, under the supervision of 
Capt. Gorz.olle, uas responsible for tbe evalwit:Lon ot 
tJ.G&rt1e ·and cryptanalytic .work emanating from the Russian 
front. ··. The department was dlv1deo into the f ollov1ng 

· sections: . 
·Tratric . Sorting Office 
Northern Sector Evaluation 
Central Sector· Evaluation 
southern Sector EvSJ.uation 
Russian Special Police (:NXVD) Evaluation 

· !'artisan ti-a.f"fio ·evaluation 
Swedtah traf"tic evs.luation 

e.. Groups IV. Group IV, u.i•der Major Hentze, vas 
!'esponsible f"or all orypte.nal ytic work done at ~ o It 
wa:s one CJf t...'le lal"ga~ t gi-oups of the OXH/GdBA., having been 
bull t up :r:rom parts of three Tormer agencies, . In 7/1/I, · 
LNA and m,s Ost;. The gl'Oup was divided into sepai-ate . · 

. se.etions a.eeol'ding to the origin of the material. 
· ·. Section I, headed by the m&th.ematic1an, Dr. Pietsch, 
wai~ the f'ol'Jllel° Ma.thema.ttcal. Section of In 7lvl. It was' . 
responsible ~or the security orGerm&n Al"l1f1. 51stems. 
Sub-sec.tion la, hesded by Marquardt, vas engaged in re ... 
seGJ:teh on Germa.n A:r!'my hand syste~a;· sub-section lb, 
under Dro .Pietsch handled x-esea.reh on German ~rmy ma.chine 
·systems. . · · 

S~ction .2# headed bJ Kneschke, de&lt with the crypt­
analyi:tis _ s.nd deciphering of noncoftuss1an traffic. There 
were three sub-sections: 

2a: British and USA systems; 
2b: - French systems; . 
2c: Balkan systems . 

3ect1on '~ headed by Lt. De~tmann, was composed or 
the cryptanslytie sections of JfLS, Q8to It dealt vi th 
Russian systems and had four sub-sections: 

· Ja: Russian Special Police tr&ff1c . (DVD); 
3b:· Russian Aruq tra.f:fio; 

14 
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3e: Russian Partisan traffic; 
3d: R~search on Russian systems~ 

· s~ction 4 waa the former IBM sectlon of In 7/VI •. 
According to Major Hentze, this sectionpez-forsned mainly 
s·tatistica.l vork. Most of the members vere women· ~sed to 
run the machines • . The section maintained its ·own repair 
shop ror the machines o · · 

·s$etion 5 was the tra1n1D8 department ot the GdJA, 
whel'e eryptogl'aphic and c:ryptanalytio .eourses were given 
'Ul:lde-r the direction of InspectoF Kuehn. who had · headed the 
'l'ra1ri1ng Seet1on Qr ln 7 /vI. During the isst 'Dionths of 
the W&J:&, th~ onoa flourishing see.ti on dwindled to a group 
or ro:rty students every thl"ee. months. · 

. · f. Group V. Group y · was a mixed group containing 
three sections all ot vhich c~riad out unr~lated actfv1~ 
ties. . 

section l. This section '.headed by Inspe_etor Zipper, 
'was engaged in reconstruc·ting Rus~1an. British, · and USA 
call signs and call signs . systams, and deduefrjg units 
therefrom .. It eovered various ·proeedures of enemy wireless 

. and the allocation. Of wa.v~ lengths o . . , . 

. Section 2. · Thia see ti on under Specialist Block ve.s 
·:Pesponsible tor the exploitation .of captured Russian docu- · 
ments Of\ signs.la interest·~ Captured manuals 'VGl'& trans· 
:1a.ted and descriptions of Russian equipment examined. 

. Section 3. This section w~s engaged 1n supplying ·the · 
.KONAs :with necessary intercept equipment &nd in ma1nta1n­
·ing a workshop to service· the needs of the OKH/OdllA, 1tself o 

g. Group VI. Qroup VI, located at · ~~tsdam under 
Capt. Roeder, was . reQpon&ible for .intercepting and · eval.u- . 
ating special htgh·gr~de machine systemS', Russian systems 
were handled by Section l,, with three sub;.sectio~s: 

la: interception and evaluation of Inter-soviet 
State traf.f1e; 

lb: intercepting and .evaluation of Russian Baudot; .· 
le: 1ntercept1ng and evaluation~ RUssianA,l"llif 

1 traffic. 
' Western teleprinter and automat1c ·mors:e traffic, was handled 
by Sectlon 2o (Interception was done in sub-section 2b, 
evaluation 1n sub-section 2a). 

. . ._, .. 
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h. Group z . . Group .Z (which is not shown on the 
chart} waa responsible for gene:raJ. ·adJDinistrative control 
of all departments v1th1n the oisli/GdNA. The vo:rk was 
divided into .to~ tn>es: personnel,, communications, 
pay,, t.uid drawing. A central ·c&l9d index was kept ot all 
pezasonnel· empJ..07ed' in the OXR/GdNA and the personnel' . 
section va.s responsibl~ tor all transfers,, either inter~ 

,. departmental or outaide ' the OKH/Gd.HA-. The ·seotion tor 
eo.mm'1n1oat1ons ·reg1stered all incoming and outgoing· cor­

.:respo~dence and was r~sponsible .tor .all e·ourier colDIDWl1-
oat1ons between the .OXB/GdlfA and its subordinate . uni·ts. 
For· local communications,, this_ sectionhad its ownrunnei-s; 
but for long distances, the courier' services or the /lrm7 . 
High Command vera used~ All pe:rsonnel of OKH/GdnA were . 

. paid by the "pay}' ·sectio~. ·· In .the d.raviDg section, all 
situation maps and ·radio networks were reproduced. A 

· certain amount of photostat and book-binding activity 
was ·.also carried· on b.ere. . . · 

· Because of the lack or detailed information con .. 
oerningGerman signal intelligence.at the end ot the 
var,, it 1s dirf1oult to appraise the effectiveness of 
the final reorganization of Novermber 1944. In large . 

·measure,, the +,ogical s1mpl.1c1ty ot outline vas disl'Upted 
1n the last months. The tull. organization existed. as .· 
an 1ntegr~ted unit only from November, 1944 to Febru&l'y, 
1945~ · From that time until the surrender, the OKH/GdlVA · 
was almost _ cont1noualy on the move seeking. refuge in . ·· 
southern Germany. Most of the groups ,moved from Zose~n 

~ to Bad Reichenhall either directly ex' by way ot .Erfurto · 
Somewhere between Er.f.urt and Bad Reichenh&ll in the · 
Weimar .area,, the IBM section was lost. Group VI vh1eh 
had been located at6Pots~ went ·r~st to Stuttgart and 
then to Rosenheim.5· · · . 

16 
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Chapter II.I: Organization of' the German Artr1Y, Field 
Signal Intelligence Service 

f.· 

Paragraph 

Organization of' the typical Signal Intel,ligence 
,·Regime~t~ .. •·o.•. a.~-.,·· •• ~"'·' ••••••••••••. o.;"" ••• · •••• ". °'. 11 

0l'g8.nlzat1on of' KONA ·l·•••o••••••••o••••• ... ~.O•••••···· 12 
Orga..nization · o.f .KONA 2 •• o ••• o •• ; •• : • ....... o ............ p.. 13 
Organization, .of KONA 3 .•.••.•.• o .............. ~ ......... e'... .. 14 
Ol"ganization ot KONA 4 .................... • ............. o. •. 15 
O?"ganiza.tion o:r XONA 5 ......... .; ........ • •· • .-~ ................... 16 

a .. '. Organization.· thi>ough 1944 ·. 
, .. b ..... ·Organiz~t:ton.afte:r ·1944 · •· .. ·. . . . ·:. ~,, 

; 

· ·: · ·c. · ,Organlzat:ton:o.f :component ·parts'. ~ • .· .. ·.. _ .· . . ·_;: · 
Orga.n.1.z~ ti on of KONA ._ 6 ~ ... ~ ~ 0 •••• ~ ~ •• ~ ! " • ~ .. ,. '0 ~· •• ~· ~ •. ~ •• ~ c ). 7 ' . ,' • .. ' ' 
Organization of' KONA· 7 ..•. ~ ...... ~ ... ~, ~.,. » -·· :; • ~ ~ ~ ~ •.••• -~ ~ 18 
Organization of K'JNA'8: •. ~ •• ~ •• ~ ... ~~ •• ~~ •••• ,.,.p·~.~ •. ;o~'l9 
organ1za.t1on of' ~ONA N()~d. ~ •••• ~ ~;.;. ... • •• _ ~. ~ ••.• -. .. ~ •.•• ~ •· •. ~O 
Organi.zat1.on' of' NAA ll ••••• ~ ........ ~. ~ ....... ~ .... ~ ~. ~ '.~. : .. • ~.;, .:::1 
Organiza:t;ion of' Fe~te Loelqcen ...... ~ .... ., •• ,. •• ., .. «" ... ,., •••• ., ~"· :22 

. "· .ll." The or·e;a~za.:tio~ ,2! the~ t~1cal 31~1:· Intelli- . 
&!nee ReJ?;iment>-- 1he 'basic. efement*or tiif! tl;Hf -0rgani;:.· 
zation · o:f the German Army signal intelligence service was' 

· the ~1gna.;t . Intelligenee Regiment (Kommandeu:r· de~ Na~.hr.i.cihten. 
'Au.fklaer,~,~ S.:bb?"evia ted,- :.~QNj\).. ·:Each Army ',-Gro.~p ·.wa;$- ;_,pt>ov;4ed 
with a ·signal ·:1ntelligenc~ ;Regiment. (XON.A),, whieh'h.ad' con~ 
trol over all. s~gnal 1nt~liigenee. uni ts. 1n the'-~~~ _g9v~rned 

. by tlle Al'my Group~ If, :as:vas. the ease with KOAA'4·a.na~ · 
. KONA 7, the·. Signal Intelligence. Regiment was attached. to. a_ 
Commander, of tne_ German A:rtniee ~tationed. in. an ~:rea; the.·· 

, Si.gna.1· Intelligence Regiment" had c-ontrol~ of"&;ll ·si~l: intell1~ 
gence uni ts w1 thin the area of that c ormnanQ.. ' ' ' ' ' ' ' ' 

· There were, ot · course, var1a t1·ons 1n the o.rganiza tlon 
and manner of operation_ or the ,various Sign,al Intelligence 
Regiments corresponding to dif.ferences.1n personnel, equipment, 
and opera ti on.al respon~1b111 ties. . . The typical component 

6 
- . 

parts of a Signal Intelligence Regiment~ however, vere: o. 

60 I 190p 5 
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One Signal Intelligence Evaluation Center (Nacnrichten 
AufklS:erung Auswertestelle, abbreviated NAAS), designed. to 
work with KONA headquarters at Army Group level; usually 
one Stationary Intercept Company (Feste Naehrichten 

')\.utklaerungsstelle, abbreviated Feste),. designed to work 
at A:r'my level; usually two Long Range Signal Intelligence . 
Cornpanies. (Nachrichten Fernauf"klaerung Kompanie, abbreviated 
FAK), designed to work, at Army level; usually two C.lose. · 
Range Signal Intelligence c·ompanies' (Nach.richten Nahauf­
kla.erung Kompa.nie, abbreviated N~), designed to work at 
Army Corps level; each Close Range Company usually had two 
or three Close Range Signal Intelligence Platoons (Naehrich- . 
ten Nahaufklaerungs.zue, abbrevla. ted NAZ.), designed to work 
below· the NAK but :still at Army Corps level. . . 

In 1944, the Signal Intelligence Battalion (Nachrich-
ten Auf'klaerung Abteilung,, abbreviated NAA) was·introduced 
1nto the organization o~ the KONA. These battalions were 
small administra t.i ve uni ts,· which acted as coordinating un1 ts 
_at Army leve 1. 

Major Hertzer, CO o~ KONA 1, stated that the NAA 
commanders were generally elderly supervisors whose chief 
duty was to make the rounds of the units forming .the NAA 
gathering O!)inions and effecting small adjustments in the 
use. of close range signal intelligence platoons. Colonel 
Boetzel, head or OKH/GdNA, ·.stated· that the NAA war3· not 
considel'."ed.an eff'ective improvement.61 

This chapter vill deal vi th each Signal Intelligence· 
Regiment separately and· will give in some detail the organi­
zation and history of the components of each. 

18 
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12. Orgariizat!on or .XONA 1.-- .KONA .1 vas org8.l'l1zed 
in the .following way. To KO!lA fuiadquarters vere subordi­
nated :62 

' I 

1 Signal Intelligence Evaluation Center, NAAS 1 
1 Stationa.r·y Intercept Co~pany, Feste 10. 
l Close Range Signal Intelligence CoIDpany, 

NAX Preuss · 
2 Signal ln·telligence Battalions, NAA 3 and NAA 4 

To NAA 3 var~ sub:>rdinated: 

l Long Range S.1gnal Intelligence Company~ FAK 623 
. 1 Close Range Signal Intelligence Company, NAX 953 

. (later NAK Beil.old) . · · . 

.. To NM 4 were subordinated: 

• 1 Long Range· Signal Intelligence Company FAK 61"( 
,1 Close Range Signal Intelligence Company,, NAX 954 

a. Headquarters Unit. The headqual"ters units of' XONA ~;, 
which worked at Army Group headquartel"s, consisted of the · 

·.command.ant of: the KONA, ·his Adjutant, a Chief· of Operations 
(s-3), a paymaster, a technical ·1nspecto1', ·c1~rks, and ,truck 
d.;1-ivers. The f'olloving statistics shov the breakdown o'f' the 
headquarte~s unit. 63 · , . 

Off"i~e:rs 

Co 

Adj. 

S-3 

·1 

l· 

1. 

PaJ1118.ster 1 

Tech:nieai 
lnspeetor 1, 

Clerks 

Truck d.1-ivers 

621 198 p 5 

· 6}IF 40 p 1~ 

-
-~- - - -

Enlisted Men W'omen 

-. 

4 2. 

--r 
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b.. ·NAAS l• Tl)e NAAS o.f KO~ i had two major oper­
at+onal subdivisions:. ·a ~ection engaged in evaluation 
and traffic analysis, and a section ror.crypt~nalytic 
activities. There were also a headquarters seetiqn, a 

- qommwiication line section, and a section o.f truck drivers:. 
The personnel, totalling eight off'icers, one hundred sixty 
enlisted m:an, and i'i:fty enlisted women were thus divided · 
arnong the sectiol'.L: 64 · · 

Section 

Headquarters 

Eva1µa.tton 

'Cryptanalysis 
' ... ' . ·. 

do~unication 

Trµck:or:i.vers 

0.ff icers 

1 

6 

.l 

Enlisted Men 

. , 
··13. 

100· 

Women· 

2 

. 25 .. } .-·. 

. ~· -
~ I • . 

c. Feste 10 and the Long Raiige', Intercept . Com:Paide~ e . 

The Stationary, Intercept Company, Feste 10; and ,the Long · 
. Range Signal Intelligen~e ·companies, FAX 617 and~ FAK 623, 

:w,ere si~;ta.r .in their· organization· and opera t;i.on. , . ~ch had 
a' lie&dquar'ters sectJ;ori;,'' mon1to~1ng cp-~atoons, an.£i,:v;aluat.1oh. 
se'ct1on, a cryptanalytic section, arid. a communfca'tion '.llp.e .· 
platoon. ,The diff"erences between.Feste.10 and too FAKw'ere 
minor. · F~ste .10 was las~ mobile than .the .::Fu~· hliting 'efght 
t:ruck drivers instead of"the twelve arid f!ixteen assigried.to 
F.flK 617 and FAX 623 respectiv~ly. , · . 1. · · 

' ·' 

6.4 IF 40 p 12 

20 
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'. · ;The f'ollov!ng lists shov the ~ubsectiori.s and sti-ength 

or· Feste 10, FAK 617 ~ and FAK 623:05 . . ·. , 
• ' ' ! ' . 

Feste 10 r 
I · 

Section ·. · . Off 1cers · · Enl1s ted Men 
' . . . 

. Headquarters· 

Mani toring · Pl t •. 

Evaluation 

,Jrn>t&Mlr.s1s 

Communication Ln. Plt_. 

Truck Drivers .. 
. ~· 

Enemy Radio .Station. . 
l40c8 toz-s · 

l 

l · 

- . 

T 

., 
.. ' 

FAK 617. 

-section .or:r1eers 

· · B:eadquarters 1 

. Monitoring Yl ts. · ~ l 

Evaluation 1 
::.... , . 

. Cryptanalya~s 

Communication Ln. Plt. -

Ti'uck Dl"i vera· 

65 
IF ·4o p 13 

21 

lS. 

32. 

·. ' 
2~ 

15' 
I 

10 

8 

l~ 

Enlisted Men 

15 

91 

33 

20 

~3 

16 .,-gs . 
~ 

Women · 

2 

61 

8 . 

· 2 

-· 
-·. 

.... ~ .. 

Women 

3 

-

' . 
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FAK 623 

·Section · Of'ficers 

Headquarters 

~on:1 toring Pl ts. 

Evaluation. 

Crypt·analys is 
I 

Communication Ln. Plt. 

Truck Drivers 

'l 

1 

l 

1 

Enlisted Men 

14 

83 

:;4 

16 

17 

12 
176 

Women 

4 

d. NAK 1954.. The Close Range Signal Intelligence Com­
pany, NAK 954, was divided into. sections comparable to 
those of Feste 10 -and the long-rang~ intereep~ compa.nies, 
as· the folloving chart indicates:. 60 · , 

Section Officers Enlisted :~en Women 

Headquarters 1 41 

Evaluation . 30 

RacUo Recei vi~ 25 

Communication Ln. Plt. 18 

4 Monitoring Plts. 4 112 s- 22() -. 
The NAK operated by platoons, one platoon attacheci t9 

eac~h Arrrry Corps. 67, · The strength or a platoon vas from 
tventy to thirty.men, of' which approximately twelve were en­
gaged in radio telephone intercept, two in radio intercept, 
.five in direction finding, and three in evaluation. The 
rest or the platooncomprised cl~rks, drivArs, cooks, et(}~ 

66 . , 
IF 40 p 13. 

671'19b l? 2 
I 
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e. NAK 953,. Up to September, 1944 NAK 953 was subo:rd1a. 
nated to MAA} of KONA . l; but ,at that time it was moved .to 
the west, leaving behind only its interpreters and cr:rnt­
anal7sts, .who continued to serve on the eastern front:~ 
· . r ~ · NAX Benold. NAK Benold, named afte~ its co, was , 
composed or specialists of· various k1.nds who had .been drawn 
from the signal intelligence companies subordinate to KOMA 1. 
As · a company it f'ormed :part ·of NAA 3. · 

· g. NAX heuss. NAK Pi"EIUBS, taking 1 ts :n.8.me a H did NAlt 
Benold,_ f'rom 1 ts CO, · was formed .from f ol'ces w1 thdrawn from 
other unj_ts of KONA i. · This· close rangEI signal company 11as, 
in contrast to the other companies, subordinated d11'6ctl7 
to KONA Headqual"ters. · · · 

13'~· Ore;anization ·of' .KONA 2. -- Th~ organization of 
KONA 21s not ktiovn In detail. As far as can-be deter:l'11.ned 

. :f'rom TICOM sources, there were -subordinated · to thia KONA 
in 1944:69 _ . . 

1 Signal Intelligence Evaluation Center, ·NAA5 2 
3 Signal Intelligence Battalions, NAA 6, 7, and 8 
1 Stationary Intercept Company, Feste 7 , 
3 ,Long Range Signal Intelligence Compaii.1.es, FAX 610, 

619. 622 . . . . 
3 Close ~a~e 51gnal Intell'igence Co~n1e15:' .. NAK 951, 

' 955, 95 . ' ' . 

In February 1945, . the~ components o:f' KOBA 2 were split: 
. part or them. remained vi th KONA 2, which was reas~1gned from , 

Army Group Borth to ArTlfJ" Gx-oup We1chse'l; part or . them were' 
attached to KONA Nord, vh1eh t~ok th~ place ·or KONA 2 with 
ArlDJ' Group North. The origtnar components were divided 
between .the tvo KONA .1n the. following va7:_70 · 

KONA ?: 

2 Long Range .Signal Intelligence Companies, FAX 610,· 622 · 
1 Close Range . Signal In.telligenee Company, MAX 958 
1 5tat1·onary Intercept Company, · Festa 7 . ; . . . 

~S I 19b p 1 - · 

,69 DF 9;. I , 7~ Appendix 

70 DF 9 
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KO~ Nord: 

l.Long Range Intel'cept Company, FAX 619 
l Caose Range Signal Intel:,11gence Pl~toon, NAZ Bl'utus 
2 "lose Range·s1gnal Intelligence Company NAK 951, 955 
1 Signal Intelligence Evaluation Centel', NAAS 2 · 

This .remained_ the general organization until 28 ·.Ma:rcp, .1945, 
'vhen by Ol'de:r at General Pl'&Wl, Chief', Sig.rial Officer, ·1bmed 
·Forces (Chet Wehl"macht Nachrichtenvel'b1nd~en, abbreviated 
Chef WNV) and Chief Signal ·otf'icer, Artrf1 (Chet Heeres · · 
Nachriehtenverbind\ing us~ vesen, abbreviated Chef HNW. ) ltONA 
Nord retu:rned to KONA 2 all its units except the Close Range 
Signal Inte111gence Companies·, NAK 951 and 955. 71 · .. 

· 14. Organization ot KONA f ·. -- . KONA j vas composed, 1n- • 
-so.far as is kriovn, of one NAA 7 10), 72 . one FAX, one N.AX and · 
one Feste •. (The FAX may have been Number· 611, which was · . 
trans.fel'red to the west-tlllder KONA 6 in.October 1944) 73 . 
Nothing f'ur'the~ islmown about KONA 3, which was caught by 
.the Russians in.a pocket in.Kurland at the end of the war .. 74 

, \ , ~ " I . . . . 

15. · organization ·or KONA 4 .. -- · KONA 4,. vas· subord:!nated 
to the Commanding Officer. Southea·st (Be.fehlshaber Suedost).,. · 
vho controlled the German Armie#3 in the Balkans. 75 The . 
responsib:l:li ty ef these _armies appears to have been essen.tial­
ly that of and.occupational :force; and XONA 4, thel'e:fore,· 
added to its normal t~sk of intercepting long range traffic 
emanating.from' the Middle East and A.fries that ot moni"toring 
the traffic Of the occupied Balkan countries~ This circum­
stance may account .for the tact. th.at the organization of KON.A 4 
included no, .mobile Long Range· Signal· Intelllge~ce Compaiµ.es 
and only two mobile Close Range Signal lntel11gerl.ce Platoons. 
The other units of KONA 4 vere the Signal Intell1gerice Evalu­
ation Center NAAS 4, and tvo Sta t1onaey Intel'cept Companies · 
(Feste 5 and'6)76 

7l DF.9 
72 · I .. ,6. Appendix 

7~ l 76 Appendix 
74 I 116·p 8 
·75 . IF 171 p l 

76zF i71 

',. 

' ' 
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a. NAAS 4. The code name tor NAAS 4 was the abbrev1 ... 
at1on HASSO, vhich stood for Horchauswertestel1e Suedost, . 
Intercept Evaluation Station Southeast.77 NAAS 4 vas divided 
into a cr7J)tanalyt1c .section, a direction finding section, · 
a tactical evaluation section,, and a .final evaluation se6.t1on. 78 

' The st~ength o.f NAAS 4 vas about 80-100 men, including 
interpreters, decoders, cryptanalysts, evaluat~ personnel, 1 

d.raughtmen; dr1 vers and sv1 tchboard opera tors. 79 ·-
o. Feste 5. · Feste 5 .was the .former Army Fixed Inter-

cept Station at Graz. It -had the following sections: 

radio intercept seet1on ~
ll headquarters · 

ra<lio operation and maintenance section, operating 
a radio transmitter . 

4) decoding .and cryptanalytic ·section 
5) evaluation section .for d1~ect1on .finding. 

Fest•e 5 had a strength of 150-170 men and operated .fi.ft7 
radio intercept sets9 Its personnel' was comp(>sed ot radio 
intercept operators,.code clerks,, cryptanalysts,, interpreters,,, 
dr1ve:rs,, radio operators, typists, and switchboard operators.oO 
· _ c? Feste 6. Feste 6 vas the ·former Army Fixed Inter-
cept, Station at Tullna It 'had the same subordinate sections 
as F'este 5, with a strength ot about 130 men:81 ll he~dquarters 

2 radio intercept section · .· 
. 3 . radio operations and ·maintenance section, 

a · radio transmitter . . 
decoding and cryptanalytic section 
evaluation section for d1re~t1on finding 

11I:F 171 p 1 
78IF 171 p 2 

.79IF 171 p 2 

SOIF 171 p 3 
811F 171 !) 3 

"5 c. 
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d •. NAZ To The Close Range Signal Intelligence Platoon, 
NAZ T, consisted of abo~t forty-two men; among these were 
Turkish decoders who also acted as interpreters. Its 
organization vas as follovs:82. . 

1 platoon headquarters 
2 radio intercept station with 10 sets 
} radio operation and maintenance section 
4 direction finding platoon · · 

·5 deco.ding section :for Turkish only 
6 final evaluation, section for direction finding 

e~ NAZ w. The signal intelligence pla~oon, NAZ W, 
consisted of about eighty men who specialized in monitoring 
i~ternal Balkan radio µ-a:f:fic~ . Its organization vas as 
:f ollovs : 8~ · · 

1 platoon headquarters 
2 radio intercept station 
} :radio operation and maintenance section 
4 direction :f:tnding platoon 
5 decoding section 
6 :final· evaluation section 

·:r •. Radio Control Station. The Radio Control Station 
(Rundf'unlruebel"Vachungstelle) which had been.~t;. of the 
organ1zat1o~ of XONA 4 vas dissolved in 1942. 84 

' ' 

· · 16. · Organization or KONA ~---
a~ Organization through 1 44. KONA 5 was the only·· 

Signal Intelligence Regiment on the. western front until. the 
establishment of KONA 7 in February 1943.. It remained through-
out the war preeminent on thi.s front. · 

82IF 171 p 3 

, 83IF 171 p 3 

84IF 171 p 3 
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Be.for~ february 1944, the organization KONA 5 ~onsisted 
of a Signal Intelligence Evalua·t1on Center, NAAS 51 .tour -
Statiqnary Intercept ·Companies,. Festa 2,. }, 9., and 12; and 

. two Long Range . Signal ~tell1gence Companies, FAK 613 and 
624.85 . '. :. . .· . ' . . 

· Some tiine arter February 1944~ the organization of 
KONA5 was changed.86 The reorganization or K01'A 5 parallels 
changes in the German order of battle which took place pn 
the. western . .front in early 1944~ · PJ:t1or to this. time th8 
western armies had been under the commaild . .ot Army Group D, 
to which KONA 5 ·!ifas attsched as .the Signal. Intelligence . 

· Regiment o.f. the West. In · early 1944, ho:wever, ArlDJ' Group D · 
· vas absorbed into the Commander-in-Chief Ve~t (Oberbetehl- · 

shaber West), who took control o.f three nevly .fol'med A.rfff1 . 
Groupe on the . western tront, Army Groups B:, H, and G.· · ·. 
KONA 5 ·the!9efore modeled its organization so that .it control­
led three Signal Intelligence Bia.ttalions, · NM· l2, 13, and 
14. Each battalion l(as attached to a separate .Arrrrs . G~9µp:· 
NAA 12 to . -~ G§oup D, MM 13 to ArmJ'· Gr>oµp ' :e_D and D~f l~ 
to A'J!'Wfl Group . G. 7 . . . . . . , .. 

'. :rn regard ~o tbe iJUbol"d1n&t1on of' the six component .· . 
_pal't:s or KONA 5 to the thl-ee 8.1gnal Inte111genceBatt&liona, 
ther1s is disagreement between a · CQ"mbined ~rvices Detailed 
Inte:rrogat1on Centre publ1cat1on8tl and a TICOM interrogat:1:on. 
report. 89~90 _ : . _ · 

85 .. · , .IF .127 
861F 127 ·p 2 

.. . 
i •• • . : ;· .:·: 

871 76 Appendix· :·> ,. ::::·: i~ _ 

88Tn ·.127' - ·".. ·"· .. ;.'_~ ~· • .. 
~· .• ·' .:: L-".A,,,:. ;' ~! 

891 . . 6 .· . . . .. . .. ·.'· ~: ' '· ·, .~ -. > -1 . ·_··.· ,. ···;.. . 
90The ·CSDIC report describing .the grouping or the six com~ 

ponent parts indicate tha.t FAX .624 combined vi th sigJ'.1$1 
· 1~tell1gence . platoon 12. to rorm NA.A 12.i Feste 2 and ],.2 
. combined · to f'orm .NAA 13; Feste .613 combined v1th a sho~t 
r~e intercept company, . N.AX 965, to rorm .tv,\A 14. Feste 
3 and 9 were lert as independent units &dm1ll1stere4 by 
the Kommandeur ~ _. 

,. . - ·, ~ ' :· : .· 
, ,- ' . 

• . " l_ ~. t·. 

• - · ...:..· ·i ., ., ..... :. ..: . -· --~· ·; ;, ,· . .. ~ ;~~- .f. ;~1 
. ., . . . ·'. ·~ ·.:. \ .. <:·-~-' _:-:-, ·: ~ .. ·_ .. ' . . .. • .· .· .. . · .. · ,. 

• •.. >: 

.\. 
\:_ . . ::. .. . . 

·., '·' ·:· . ... \ - . ; .. ' . , .. ·.. . ~.. ..~· .· .. . . . . . . . .. . ·:-· .-- ':" . _, 

. , . ·:··. 

:. (:, .. ; "".', . · .... ' . . ) .. ' . -~ . ";':.' . :···,:--

. '• ' . ·. ',_ ~ ':. : . ·... •',• ~ ~ . - . . . . . ' , 
,, .. 

. .• l· ~ . . • ... : . ... .. - : ·· .. .· ·:(. ·.-,) ... 

. :·,··· .:. ·"' ; :. ' 
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Chart 4-3 shows the dis tr ~-bution o:f the s!X e;Lements · 
aceorCUilg to th~ TICOM :report·. Feste 12 . comb;Lned vi th 
Feste 3 to form NAA 12; Feste 2 and 9 combined with 

. FAX 61:~ to ' form NAA 13. There is no 1nd1qation v~ther 
FAK 62·4 combined vi th · other companies when 1 t . .f orme\d 

- NAA 14. . " · - ' . . · ' . . 
b. Att~r 1944. ,. The organization of KONA 5as outlined 

above remaine~ constant throughout most . of' 1944. In late · 
1944, however, an attempt vas .made to centralize and to 
strengthen the · western field organization. Aecord.1ngl7, / · · 
·a -senio:r Commander of Signa_l Intell~gence (Hoehere:r Komm&nd- . ·. · 
eur der Nachrichten Auf.lclaerurig, abbreviated Hoeh Xdr d NA) . 
va'tl established. This Senior Commander, Col. Kopp, was 
attached to the Commander-in-Chief West (.Obe:r~tehl- u 
sbaber West) and was made responsible tor all ~1gnal . 1ntelli­
gence activities 1~ the vest. 91 The. streng~he~ ot the 
western field sfgnal intelligence was ef':fected by movbig · 
XONA 6 f'l-c)m the eastern front to the :vestern :f:ront to join 
XONA .5. · Boih KONAs ve:re subordinated to the Senior Com­
ma.nde:r: . ·KoNA 5 vas assigned to Army Gr0up D, which co~-

. trolled 'the German armies on the southern end ot the western 
front; . . and KONA 6 vas attached to Arnry Group B, vA1,ch : con~ 
trolled the German armies on the northern end or the western 
front.92 " - · 

With the move of' :KONA 6 to the west, the' organization . 
or KONA 5 vas mod1f 1ed-. · , The Signal Intelligence .Battalions 

·or ·KONA. 5 vere reduced to two, NAA .12 and NA.A 14. NAA 13~ · 
vhichhad, been composed of two Stationary Intercept Com­
panies (Feste -2 and .'9) _and one Long Range Signal ·Intelligence 
Compa.JiJ . (FAK 613}, _was· .. taken f'rom XO~ 5, broken u:p,~ and . . · 
1 ts components reassigneci. · Feste 2· :was 'plac'ed ~der the · 
direct supervision or the Boeh )t:dr d NA; Feste 9 vas shifted 

· :from Norway to .Italy, where. 1 t :tell und~r ~KONA- .7:; and NAA 13 
v1th FAK 613 was assigned ~o KONA :6. KO:NA 5 ·vas compensated 

. :for the loss or Fl:lX 613 by ' the addition of FAX 626, -vhich · 
vas taken· from one of the eastern KONA (perhaps XONA 8) and 
.broug~t to the Ve$tern tront.9' 

. ·91n 1 i2, p 6 
921-76 Appendix 

. 931 16 ;- :IF 121 

~ 

-- · --- ~ -

• If 



DOCID: 3486746 

• 

• 

' 

~ . ~ 

. . c. Organiza t1on of component parts: The organization 
ot KONA 5, theref'ore, 1n the spring of' 1945 vas, as'Chal't 
4-3 indicates:· one evaluation center (NAAS 5) with tvo 
battalions (NAA 12 and 14); subordinated to NAA.12, one 
Stationary Intercept Company (Feste 12), and one Long . 
Range Signal Intelligence Company (FAK 624); subordin&ted 
to NA.A 1.4,. one Signal Intelligence Company· {FAX 626). This 
va.s the organization or KONA 5 until the capitulation. 

1) NAAS 5., NAAS 5,, the Sig:Dal Intelligence Evaluation 
Center ot KONA 5, vas located near Paris at St. Germa1ne-en­
Laye. The strength of' the organization vasabout 150 men, 
consisting of interpretel"s,, C:J7Pta.n&lysts,, evaluators,, 
draught;~,inen. svitchooard operators, drivers, etc. In addition. 
some women auxiliaries ve~e available, particularly tor 
sv1tchboard

4
vork. The internal organization of NAAS 5 is 

not knovn.9 · . 

2) .·Feste 12. · Feste 12 vas the Station&rJ' Intercept 
Company which vas subordinated to NAAS 5 \llltil early 1944, 
when it joint;d with Festa 3 to form NAA 12. · 

The organization of Feste 12 consisted o:r a radio 1nter­
c:ept platoon,, and a telephone communications unit. When it 
was attached to NAAS 5,, Feste 12 had no cryptanalytic or, 
evaluation personnel since this vork was being done at NAAS 5, 
j_ t 1a probable that this type o:r personnel was added. The · 
strength of Feste 12 was estimated at 120 men and 30 women 
auxiliaries. 95 · , . 

3) Feste 2. Accor~ to a prisoner's account,,96 the 
organization of' Feste 2, tlie :former Ar1DJ' intercept ~tation 
~Lt Muenster, closely appl"oxima.ted th.at ot.Feste 3. It had 
n :radio intercept platoon, a direction f'inding platoon, and 
an evaluation platoon consisting of two sections: one tor 
the evaluation or content o:r messages (Inhaltsausvertung) 
sa,nrt one for the evaluation of tra.tfic. (Verke?ll's&usvertung} • 

941F' 127 p 2 

95IF 127 p 4 

96IF.127 p 4 
/ 

• 
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. m. 1944, Feate 2 combiiled vith Peete 9. and FAX 613 to 
torim NA.A 13e ·\glen NA.A 13 was .. broken up 1n llovember 1944, 
Feete ·2 v~a sub;->rcUnated dil'ectlJ' to the Senior·Oomma.ndei-
ot Signal Intelligence in the West. . . · 

· 4) Feste 3. · Fes'te 3 vas ·the original ArDQ' intercep~ 
1$t&t1on at Euslc1rchen. Early 1li the war it had been sub~ . 
orCliliated .to ltONA, ·5. At tirst 8dm1'nistered 1ndependentl7, 

. . 1n . 1944 ~ t combined Vi th Feste 12 to toi-M 'BAA 1,2. .When ··. 
XONA5 vas reorgan1zed1n the. f'all . ot 1944, Peste 3 was 
combined w1th . the ·Long Range 51gnal Intelligence Compan7, 

.FA.K 626, vh,ichhad been brought f'rom the. eastern trc>nt tO 
. f'orm BAA 14. This organization was · V$lid unt11· ·the end 

ot the · var. 97 . · . · · · , . 
. The internal organization of' Feste 3 is described 1>7 a . 

liaison o.ff1cer, Lt •. Hans Le.hvald, attached . to 1 t as con­
sisting of' a ra.dio reception platoon of' approximately 70 
rec:eivers, -and. an evaltiation platoon ot. 25-;o m_.en • .. The 
e:viLluat1on platoon vas· l>r-oken dovn into. sect~ons · f"or tr.,rt'1c · · 
ana~781s, crn>tanal:Jsis, evaluation,. d.11'ect1on finding, and · 
f'111ng · section tor diagraµia of' t~e nets, c&l-1 s"igns, per- · 
so1ialit1es,, code .names, and direction :fi.nding results-..9ts .. 

'• . 

. · · 5} .: Feste 9. Fes·te 9 vas_ a Station&.17 Intercept Comp&li7 
f'o1:omed in Frankf'urt/Main -~ the. spring or 1942 and sent to 
Norway 1n JulJ' of" that .. year. ·It vas rirst stationed at 
Tl-c:>ndhiem; later at Bergen, · and 1n the sprµig ot 1944 at . . 
SlCL near Oslo. (Between the summer of' 1944 ~d .the · f'olloving 
vinter, most of the personnel- vere moved to It&lJ'; b7 . 
Christmas of' 1944, there· vas noth1ng . lef"t ot the unit .in. 
Norwa.7. }99 ~ . . 

97 IP 127 p 3 . . 
' . 

98~ 76 p 2 
99u i20 P 6 
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. While in Norvay Feste 9 vas organized along the lines 
of a Long Range Signal Intelligence Comp&nf, with a head­
quarters platoon, an intercept platoon o:r · 80-120 men, a ·, 
d1rect1ori.f'1nd.1ng, a r&di.o platoon or about 20 men, and 
an evaluation section of about 30 men. The evaluation sec­
tion ;had one subsection.for the evaluation or message 
conte:nts, one tor traf'.fic, ·and one for crypt&nalJ'sia.100 
... _ When in Horva.y, Feste 9 was. subordinated to KON.A 5. 

,;]::(can be surmised, however,, that its connection v1th KONA 5 
· ~W&§ ·a1va.7s more flexible than that or the othe1' units because 
,_:(jf'. 1 ts geographical pos;l, t.ion 1n Norway. When NAA 13 vas 
b'F-Oken up, Feste 5 i-emained wider the supervision of XONA 5 
until, ·it vas shi:fted to Italy Wlder KONA 7 .10~ .. ... . .. 

6) FAX 624.. . FAK 624 vas formed' a.t Montpelller . on 16 
April 1943 and attached to KONA 5.102 In February 1944,, 
FAK 624 vas subordinated to NAA 14 of' XONA 5,, and .1n late 

. tall of' that. year it combined with Feste 3 to f'.orm the 
reorganized NAA· 14.103 · ., · . 

. 'l'he company was composed of' an ,;,ln·tercept platoon v1th 
an.advanced listening post, a communications platoon, and an 
evaluation platoon.. For transport, FAK 624 is said to have . 
had apprrucimately 85 velllcles,vith six special French radio 
trucks and trai.lers with direction :finding equipment. The 
strength o:r the company-was approximately 250 men including 
interpreters, code clerks, c~yptanalysts, radio intercept 
operators and ninety drivers.;104 

100 
IF 120 p 6 

lOlIF 144 p 2 
102 

. IF 127 p 3 

1031 6 -7 Appendix. 
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IF 127 p 3 
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7) FAK 613. FAX 613 beloliged to KONA 5, in so tar ~s · 
is knovn, from its ineeption. In Febrll!Lry 1944, FAX. 61:.; 
combined with Feste 2 and 9 to form NAA 13~ 'When this 
battaJL1on was 'br·o~en up in. late 1944, FAK 613 was· re­
assigned to KONA.6, with which it remained until. the end 
-o:r the war.105 . · · 

Very little is known of' the organization of' FAX.613; 
according to IF 127, its organization paralleled that ot 
FAK 624.106 · . 

. . 

. 8) FAK 626'. FAK 626 vas established 1Ji. August 1943, 
trained until January 1944 and formally activated at that 
time at Vinniza. It vas subordinated to one of the eastern 
KONA. {perhaps X:ONA 8.) and vas· stationed in the Ukraine area.;· 

·In October 1944, FAX 626 was sent to Landau·where it was · 
schooled i_n. western tra.tfio $.nd reorganized. .In November 
1944, it met FAK 624 at Landau; and both units were sent 
vest to KONA 5 with which they x-ema1ned until the end of 
the war .107 . . 

The original strength of FAK 626 on the Russian rront 
is. sai.d to have been 250-300 men o.f c.whom -so-100 were inter­
cept operators, 10-15 direction finding o:Pe:rators, io:.15 
eryptanalysts, 5-7 translator&~ 10.traffic analysts. The 
unit~ however, was greatly wider strength on the western 
fl'ont.108 · . . · . . . 

17. Organization oi KONA 6.-;.. KONA 6 was activated 
as an. eastern KONA at FraiiE"urt/Main in 1941 and stationed 
in.the Crimea tp 109 work in the Caucasian campaign.110 

. A.fter that campaign, 1 ts assignment was the 1ntex-ception 
of-Russian partisan tra.f.f1c.lll This remained its task 

· \int11 the KONA was detached in early 19~4 and reassigned 
to work.on the westernf'ront.112 

" 
l05J: 76Append1x. 

l06IF~l27 p 4 
_ 107! "76. p 3 . 

. . 1081 7() 'p 4 
·io9IF 195 

· llODF 18 p 81 
111nF 18.p 81 
11~1 76 Appendix 
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There is no statement in TICOM documents about the 
organization of KOW\ 6 while 1t was in the east. The 

·organization after it was assigned to the vest, however, 
.is ·c:lear from I 76 .Appendix. - As .. a western XONA, KONA 6 

· had two Signal Intelligence J¥1ttal1ons: NA.A 9 and NAA 13~ 
·NAA 9 ' had been.brought from . the ea.st in November 1944. 
Subordinated .to 1t were the .Close .Range.Signal Intell1g~noe 
Company, NAK 956, which vas e·stablished in October 1944, · 
&rid the Long Range Signal Intelligence Compan,., PAK 6U, ,. 
which . had been brought from . the east at that time. NAA 13, · 
1tv111 be ·:recalled, had been given to KO:NA 6 b7 XONA 5 . 
with the Long Range Signal Intelligence Compan7. FAK-61,3. 
~ubordinated .to ·NAA 13 ·Vere .also FAX_610, which had been 

. brotight from the east 1n November, . 1944; and J~AX 95} · . 
vhi~h had bee.ti brought from the east in October, · ~944.113 . 

• a. · FAK 613. FAX- 613 was given by XONA 5 to XONA 6 
1n late 1944. As . has been stated under the material on 
KOJilA 5, nothing 1s ·known o-r the orgailizatiori of FAK 61}. 
It va~ -probably parallel · to that of' o·ther Long Range Signal 
Intelligence ComPa.nies such,~ as FAK 624.114 · . · 

·. b. .FAX 611. FAK 611 was active on the eastern rront 
dUl"ing the Russian campaign t:rom June 1941. . It ·Vas also 
stationed in Poland, vhere it .vas attached to ArTIIJ' . Group . 
Cente:r.115 In ~ovemQer 1944, F~ 611.vaa moved to the 
western 1'ront·and subordinated to KONA 6 HAA 9.116 · · 
.. No~hing .1~ known or the,1 size of FAK t11 on the eastern 

f'ront.. On. the western h'ont it was small enough to ~ccupy 
a hou~e . 1n Zutphen, Holland, .near the V&ndJ'k cburch, ·and 
consisted of' 30-40 radio s.nd radio telephone. operators, 
10 decoders and orn>tanal,.sts, and .25 evaluators.117 

1131 76 APPendix 
114IF 127 p '4 
_ll5z. 55 p 4 ' 

116 6 .. I 7 Appendix ' · 

ll7I 7·4 p 2 
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e. FAK .610. FAK 610 wa_s- activated in 1940 tar o:Per­
ations on the eastern :front;ll8 Subqrdin.ated to KONA ~, 
it ,1orked1 at Tilsit 1n September 1940 and later settled 

cat Volkhov, where it intercepted Russian\tJ:ta.ffic. In 
Novem~r 1944 it was transferred to the western front. 
Nothing is known or FAX 610 on the vestei-n front except 
tha·t it vas subordinated to NAA 13 of KONA 6.119 

. 18. Organization of X:oNA' J.-- KONA 7 vas established 
in Februal"J'.1943 as· tne 31gnal Intell1ge~ee Regiment aub­
ord:Lnated to the. Commander-in-Ch;lei" South (Obel'betehl• · 
shaber Sued) who controlled the .German Armies in Italy. 
Inl944,_the component parts of XO:NA 7 ven: 120 · 

Headquarters· unit· 
1 Signal Intelligence Evaluation Center, NAA 7, with 

covername Krimhilde 
2 Stationary Intercept Companies," Feste 1 and 9, v1th 

covernames Monika and Astrid 
1 Long·Range Signal Intelligence Company., F'AX62l, with 

eovername·El'1ka 

a. NAAS 7. NAAS 7 vas organized into sections fol' 
c:ryptography, cr:yptanalys1s, and evaluation. Tile evaluation 
sections included.immediate, tactical, Direction Finding, 
tra:f.fic, content_, and :fin.al evaluation. The strength or 
the eva.ltiation center vas a.bout 150 men~ 121 · · 

· b •. Feste l. Feste 1, the former ArTJIY intercept station 
. at .Stuttgart, which had been stationed at Strasbolll'g 1n 

1940; Brittany in 1941_,·ana. later-that -year at Montpellier, 
moved to Italy and. was attached to KONA 7 in 194).122 . · 

The main task o:f Feste 1 1 was interception. No evaluation 
vas do~e by the personnel vho eonsisted 1 0.f radio intercept 
operators, ,telegraph and telephone operators, and direction 
f"lliding opera tors .123 , 

1~81. 62 p 3 
ll91 76 Apperidix 
·l20IF 172 , 
121

IF. 172 ~-· 2 

122IF 172 P 2 

l23IF 172 
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· c. Feste 9 .. The origin and organization of Feste 9 
has been described under KONA 5 .. 

d. FAK 621. FAK 621 was organized in 1942 from the· 
former intercept (Horch) company 3 (H) NA 56.124 Its, 
original commander was Seebohm, who vas captured with' 
most of FAK 621 in the.African campaign on 10 July,, 1942. 
The remnants of this company continued to work on Allied 
syi:stems under Captain 88.bel until :May 1943, w~n .the Allies 
completed the capture o:f·tbe unit at Tunisia.125 Nothing 
is known of the organization of the company and 1nterro- '' 
gations of .the prisoners are not available for this report. 

, 19~ Organization or JrnNA 8. -- KONA 8~ which was .formed 
in. Oc:tober · I9li4 and assigned to the Easte:rn f"ront, Army Group 
Sou\th, had one Signal Intelligence Evaluation Cent~r, .NAAS 8; 
tvo Signal Intelligence Battalions, NAA 1 .ancl 2·;120 one . 

. Long .Range Signal Intelligence· .Company, FAK 620; on.e Close · 
Range Signal Intelligence Companyvhc;>se 1d.ent1t7 1s unknoVn; 
ancl ·one Stationary Intercept Company- { ~i ther 4 or 8) • It 
is· known that Feste 8 attempted in the winter ot_ 1942•3 . , 
to intercept Russian radio telephone traf'.f1c at:Koenigsberg; 
but; 1 t 1a not certain to what eastern KONA this Feste vas 
asi!ligned.127 . FAK 620 had mon1 tored wes·tern traffic on the 
No1•derne7 Island f"rom August 1939 until 1 t yas sent to the 
eastern front and subordinated to KONA a·.1~cs Nothing more 
is ~own o.f the units. 

124 . ' IF 126 p 10 See I 55 p 4 f'cr a l1et o.f the ·seven 
intercept companies (Horehkompanie) in the German ArTlfY. 

1251 78 p 9 
1261 76 Appendix 
127 

IF 123 p 3 
128 

I 76 p 3 
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20.. Organization of .KONA Nord.-- KONA Nord was ~ 

organized in February· 1945 to serve A:rmy Group North when 
KONA 2, which had.been attached to thSt group, was trans­
ferred to Arrify Group We1chsel. From KONA 2, KONA Nol'd re-
.ce1ved NAAS 2, FAK.619, NAK 951 and 955, and NAZ Brutus. 
This p:rgani.zat~on was valid only until 28 MapcJ:i, when 1by 
.order· or General . Pl'aun, KONA Nord was . ol:'dered, to return 
to Army·Group Weichsel all its components except the two 
Close Range Sig;i~l 1'.r,itell:tgep.ce companies, ·NAK 951 and 955. · 
These probably remained with KONA Nord until.the capitu- · 
lation.129 · .· · ., · 

· .2:L. Or~an!zation or NAA 11.-- NAA ll was a field unit 
unlqu«~ 1n t e German Army signal Intell1gene~ organization. · 
Altho1J$h it was assigned to the 20th Mountaill; Army. (XX Gebirg­
sarmee), in matters of signal intelligence it was an 1nde- · 

.pendent unit.subordinated directly to~ Ost aet!ng in all 
:respects. like a Signal Intelligence Regiment.130 . · · 

The·original core of NAA 11 was the Long Range Signal 
Intelligence Platoon designated North (Nachrichten Fernaufk­
laerungszug Nord,,abbreviated FAZ Nord) which operated in 
Finlalld after 1941.. On 1 March 1944, FAZ Nord was merged 
wi~h the Close Range Signal Intelligence Company, NAK 961; 
to fo1:-m NA.A 11. In ·the fall o'f 1944, at'ter Finland's 
capitu1ation, NAA 11 retreated to No:rway.131 In May 1945, 
whei).· :Lt was at G'jovik, ·Norway, it was ordered to turn over 
all d<>euments and papers to the 20th Mountain Army and to · 
orgarilze a group which would incorporate. the exper1,ence and 

'knowledge of the 'llnit.132 The interrqgations of this gro~p 
·which ~came known as the. "Thf? Norway Party 0 are published 
as I -55 and I 106. · 

129DF.9 
130 I rs .) p 5 
1311 55 . ' 

p 5 
132 

I 55. p 3 
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The major .function of NAA 11 vas interception, although 
. it w~s a~so responsible for d1reotio·n finding,, evaluation, · 
cryptanalysis, .. and communications. Tl;ie division or per­
sonnel ·gives an es~1mate of 'the comparative importance of 
thesu functions. Of, the 475 men, from 200 to·· 250 Vere 
assigned to intercept and operated seventy-five. sets; 
th1r1;y · meh were assigned· to direction finding, forty to 
evsluati()n,.tventy-five to cryptanalysis, and thirty to 
commun:tcations. 0ne· hundred men were needed-for dr1vtilg, 

. coold.ng, etc .133 . 

22. Feate.Loelcken.-- The Feste Loekken was the 
Stationary Intercept Company attached to the German m1i1ta17 
commander in Denmark. Nothing is kno~ of' its organt·zlJ.tion. 

1:;3 
I 55 P 8 
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VOLUME 4 

Chapter IV: · German AFDrJ Intercept Operat1·ons 

. Paragraph· 

Intercept Ope:rat1ons 1923--1933 ••••••••••••••••••••• 23 
' Intercept Operations l93J-l939 ••••••••••••• · •••••••• 24 

Intercept Opezaat1ons 1939-1944.o••••••··········••• 25 
a. Control ot intercept coverage 
b'. Assignment o-r intercept · · , 

Inte~cept Opei-ations 1944-1945 ••••••••••••••••••••• ~26 
a. Intercept O.Perat1ons of' Gd.BA 
b. Intere.ept operations in the field 
c. Disintegration ot Intercept operations 

23. Interce t o erations .1 ·23-1 · -- Assignment of 
1ntez.cept coverage ram 92 - 9 was ma .e. b7 tlie Code.a. 
and Ciphers Section of the Defense Minis·tr1 > (Re1chwelu'.J 
m1n1atei-1um Chtrf'r1erabte1lung). · The d1v1a1on of inter· 
cept taaks vas established on a geogra.phioa.J. basis. Mu-. 
nich monitored.Italy (including he:rcolontes)_, Yugoslavia, 
G"eoe,-· Turkey, Bulgaria, Ruman1a; Bung&.17, Austria~ and 
Czeohos~ovakia. ·Stuttgart monitore.d Franoe (including · 
her col()ni~s),, Belg1wn, Bolland,, and Spain. Munete~ moni­
tored England · (including h~l' colonies) · and Dominions •. · · · 
(Ther,e is no J-ecord 1n. TICOM sources ot intercept :of' United 
state's :tra.f'f'1o bef'ore 1941 .•. .'With the entr1 ot the .United· . 
States into t~e war, .a USA section was tol'IZl/ed within In 7 · 
VI.) The. station 1n Koenigsberg intercepted Russian tratf'ic, 
and that at Breslau monitwad Polish,, .Czechoalov&kian · 
{and Russian) commun1oat1Qna. The station at Llegnitz .. 

. h&d tvioe the ·personnel or the other stations, ·• and its. . 
_ Qover 1(as directed bJ the

4
codes and Ciphel"s : St:tct1on of' th;e 

German Def'ense Ministry .1 O .· , . · · .. 
_ The personnel of' eabh· intercept station consisted of' 

one of'f'icer { cliief' .or the station) .t one radio mocbsn1c, . 
eighteen or twenty enlisted men . ., ._and six or· eight civilian 
employeea used as clerks, ·interpreters,, etc •. In 1933, . 

l40IP·l8l p 2 
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.five techn1c1ans . wer.~ ·added to .. the 'personnel. ·. Major Peicht· 
ner or the .Germa.n Air Force, Air Signa.ls Regiment J52 (Lll: . 
Regt. 352} stateQ. that these unita had no ·. t&blea 9t organi­
zation, their personnel being .detached ti9om aignal batta-

. lions : and signal platoons ot the Infallt?7". Cavalr7, etc~ · 
Not until 19.}2 did the: Fixed Intercept 8ta.t1ons_ {Feste · 

· Horeb.Stelle, abl)rev1-ted Peste) receive the11' 'tables ot: 
(.)rganization. Thequal1ty ot the _pereonnel ot·the .P1xed 
Inte~cept Stations was oerta1n to . be of beat· ·because the 
at&t1ons·.:re»ce1,,ed the dlrec~ suppor~ o1". _the Ger'~ .pe,enae . 
MiniatrJ".1141 · · · · · · . . .. · 

The m&te:ri&l 1lite:rcepte4 d&UJ' was _a.tuciied bJ' .the trat· 
f'ia . &D&l7sia aect1·on: Qf the ·fe•te, and the re•ulta vel'Et 
inoQiapor.ated into a daU7 tratt1c analJ"S1S repo'rt • .. The 
declphered·. ra.d1o JD$S8agea vere then ~valuated. · · Al~ .ra.Cl1o . 

.. mesas.gea · vhich could . n~t . bELdecoded ·b7 the intercel'~ stations 
.\.'ere sent ·· datly to the CodGs-C1phe:rs 5eot1oil ()f the German · 
Def"enae 'M.iniatr7 .; On one OOC&SiQli, vhen _th:e mane1'V81'9 ot 

, ~.,_e ot. the .18.l"ge toJ:'eign -powere were being monitored, 
Fe1chtn&l'.stated ·th&t the. head ot the Sub-a~ction dealing 
with the .countr7 tn: question vae sent f'rom the Codes &n4 · . 
·Ciphers Section ~o the .ap:w~~rtate intercept station tor the 
dura t1on. ot tbe maneuvers~ 1 . · · · 

· ,. · The fi;rst x-eal m111tal'J &ctlv1ty ·waa the mon1to~1ns · · 
ot the ~U't Wu ln the middle l920 1 s . (Feichtner · said 1930). 
Th' deploJinent end operational · tactics ot the S,panish· .. · 
and:.Prench ·were learned. in detail· through the de~oding . of 
radio· messages /1 .· arid the German BQ vas regu1ul7 · serv:1ced. · 
w1tb reports. In recognition of the tine perto:rmance ·ot 
theMWl'tch ·interoept station, its chief waa· g1ven _leaI1'Xto 
pursue . ·technical studiea at the expense or the state • . - ~ 

' ·· ~Jol' : Feicbtner made it clea~ that the· period prior . 
to; l9:33 was ·one .or t1'a1n1ng ror the German intercept· un1ts. 

. . 24 ~ . .i Interdept mrat1!ttal9~J~1~9-~ In l9}', ~e . 
Army High C'omman<r( o · · ~as . · gener : control.. o'.f the 

1_4llF "lal · . . :P } . 
142IF 181. p ·4 
143IF-l81 . ·P 5· 
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intercept organizati"onl44 and the Intercept Control Stat1on145 
(HLS) di:rected intercept coverage. · A program of expansion 
and. improvement was instituted, with establishment of three . 
nev :FJ.jced Intercept Stations at Striegau, Hersbruck, and · 
Chemn1tz.l1'-b All AI"my intercept stations were ·impl"oved. •. 
By 1934, for insta.nee, each had its own building ou~s1de · · 
the city' limits where it vas f"ree ·from electriealinter­
r.erence, and et•h was equipped With the latest technical · 
1m,provements. . Y In 1935, the first mobile Sign.al Intel-

. ligenee Companies vere activated, for the gre&te:r part .f'rcm 
Signal Corps l'ecruita. Officers, no11-comm1ssion~d officers, 
and privates \§om the Fixed Intercept Sta.t1on·s acted as 
instructors .1. . . .· . . . . , 

At this time the Army was interoept1~ all Arm7, dip­
lomatic, . and Air Foroe tratf1e. The Army -traffic w:as sent · 
for ~-ysis to the: A:i.Wmy cryptanal7tic and evaluation ' 
agencr ~ -the Intercept Con.trol $tat1on (~8) at Berlln. · · 
D1plomat1e traffic was .passed either .to the Codes and· Ciphers 
Seotio°iQS the German Defense Ministry or. to the . Foreign ·. 
Oft.ice. ~ Sergeant Jering .9f the Signal · Intelligence · _ 
Agency of' the Air Force High .Command(O:KL/L:N Abt .35()) noted 

·. that during this period the Army intercepted and eval~ted 
foreign: Air Foree traffic but did not give it so much atten­
tion. as it.gave the ground force . traff'1c.l5l The Air ·Force 
we.a becoming .increasingly dissatisfied with the Army inter• 
cept · work and in 1935 began to organize 1 ts QWn · ~.>i.~l Intel- · 
ligenee Se~v1ce. For three yes.rs however (1935-l938l. the · 
Alr .Fproe· maintained close relations· vi th the Army o · Air . 

·Force>employees unde~ent . ram.111ar1zat1on training at A,rmy 
Fixed·. Intercept Stations and the Air · Foroe radio intercept . 
stations, WetterfunkeQpfangstelle

1
.· (W-stellen) were· .set ·up 

according ~o the Al'mJ prototy,Pes. 52 BJ 19,9, the break be•. 
tween the Signal Intelligence Servio& of . the Anq High Com­
mand. and that of the Air Force ~igb. CQ!DIMnd was complete. 

1~4I 78 P. 2 
.l45see Chapter II, Volume IV 
l461 85 .p 3 
147IF 181 p 9 

' 148lF ·181 p 10 
14~I 78 p 2 
1501 85" i> 2 
l51IF 181 p 13 · 
l52 IF l8l p . 14 
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At this time the Supreme Command or· the Armda Forces also 
set up its . own intercept service for d1plc;miat1o traffic. 
The Army gave to the Armed Forces two or its intercept· 
stations, Latif (formerly at Hersbruck\ and. Tre~enbr1e~.zen, 
for the tnteroeption or th1s tra.ffic.15} .. From th1s · p~r1od 
on, the Army intercept service confined itself exclusively 
to the intereept1on of fo~ign P.rm.y traffic • .. 

. . The activities of the Army intercept ·service from. 
1933 to 1939 centered around the various· crises ot the . 

: lntern&t1obal situation. In 1934, at the time ot the 4ue-
trian revolt.:. Munich va~ given the ta$k of montto:ripg

4
al.l 

Austrian tra.f'fic including internal communic&tj.ons • .15 · 
At the same time 1t monitored Italians communieations and 
through its . discovery . that the Italians were •saing troops 
at the . Brepner · pa~s brought about the t~eJ.y vithdi-awal 
of Germany f:rom .. the affa1r.l':> .In 19,5. l(unieh vaa aoni- . 
toring French traffic a.t the. t~e of the oec:u;Pation ot ,the 
Rhineland; - an_d; a.a a result· of. the intel~igeJ.lee . derived 
GerrD$ll' troops ~rched in. witho11t . fear ot'repr1s&J..l5o 
·Fr.om 1933 to 1936, th~ period of' ' ·the Abyssinian 'War',· inter_­
cept stations of the 'Army ~11Zh Command monitored Italian_ I 

. trat"fic without cessation~ 5T · From l9:}6 to 19}9.t ·Munich 1 

~ arid ·Stuttgart monitore~ f1e trarric of ·both. f'ac·t1one in 
the Spanish Civil War. 5 · During this period, the first . 
mob11e s1gnal '1ntell1gence company went into the field 

. attached to the Legion Condo~~ · Feichtner stated · th&~~ 
in spite·.or ·the oppc;isition .. of some. or "the .regular .Army 
-or:rteers .·to' a mobile orga.n1za ti on' or. this' type. ' this com­
' pany quickly assumed 1ts role as a mpst, important inatru..; 
ment ot intelligence to the Legion· Command.l~9 . · · 

'• I ' . 

l5}l 85 ' p} 

154IF Iai p, 6 
1?5~ '181. p 6 

l56IF l8i · .PP 6~7 
157IF.· l8l . 
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'25. Interestt oifrat!ons 192a·l944-- Before 1939, 
the German Gener . St . t had pla_ce . very 11 ttle empha~is 
upon intercept in the ffeld. Nea:rly all 1nterce~t ll&d 
been c&l"ried on by the Fixed Intercept_ Stations \Peste). 
With the approach or mobile war.tare, however, .Germ&n Army 
intercept operations also became mobile. The new emphasis 
on field intercept resulted 1n the establishment of S1gnAl . 
Intelligence Regiments (KODA) whose mobile component parts · 
were designed to wo:rk with unit.s or the Army from Army 
Group to Army Corps level. The adaptation ot the Signal 
Intelligence Regiments to meet the ·needs of' the ·Field 
Al'my is one of the ehief aceompl1shments of the Army signal 
intelligence service. · : · · · . · . . · 

· a • . ·control of Interf3t Covera.ae -l93itilf44· ... Control 
Of intercept eove~age UUr . the tf8.19 Stemm rom the 
Intelligence Officers or the Eastern Armies Bran:eh and the. 
Western Armies BI-e.nohlbO . As Jodl stated, these officers 
were thorougb.1{6fam1l1ar ~1th the general signal intelli-
gence picture. The ehain 0£ command is very clear during 
the last yea:r of . the war. The Intell1gence -otf1cers ot the 
EB.stern Al'Dlies Branch and the Western Armies BI-anch br1eted 
the ehief" of the Underst&f"t ot OXH/GdNA,· who had control 

· over all the Signal Intelligence Regiments (KOBA) and. whg 
issued to them the-ir directives for intercept cove:rage.i 2 
In the west, . the Underste.ff worked through the 5enior Com­
mander or 31gn&l Intelligence (Hoeh Kdz- d NA) whose function 
it ljas to coordinate the intercept coverage of KONAs 5 and 
6~lo3 With the other KONA, the chain of command from the 
Understatf was direct. The Signal. Intelligence Ev&luat1.on 
Centers (DA.AS) of the KOBAs issued the ·d1re.ct1ves f'or inter'"'. 
cept cover~e to all units subordinate to the KODA o· 

In 1941-1944, previous to the establishment or the 
Gd.NA~ . the chain of command appears to have been the follov-
1ng~ · non:...Russian intercept coverage was directed by the 
Western Armies Branch thr>ough the Control Sta.t1on6~r Signal · 
Intelltgence . of the Army High Command ( OKH/Ll'IA) ;l. Russ1a.n 

1601 86 . 2 P. 
· 1611 143 .. p 

l62 IF 123 p 6 
163IF .123 p .6 
164I 196 p .10 
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intercept coverage was·diroected by the Eastern Armies Branch 
t~ough the Intercept xggtrol Station Es.st· ot the Army' High 
Command ( OXH/HLS Ost) • · ... 

b. Assignment of inte:rc~t-~ Assignment of .1nte.roept. 
11as established on the geogra ie&l. basis: eastern, south­
eastern, western, southveatern. From the begtnn1ng or the 
war· eastern interception was given high p:r1or1ty and KOBA 
l, 2, 3, vere assigned to ea~tern coverage. In 1942 XONA 
6 and 1n 1944/45 two other KONAs, 8 and Hord were teztmed 
also tor the interception of ea.stern trattic.166 In ad.di.;. 
tion, eastern interception was carried c>n by three indepen-

. dent 8tat1ona.ry Intercept Companies, Feste 7, B; ll, and one-~ 
Long aange·Signal Intelligence Platoon; FAZ :Nord. Af'ter 
1942, new monitoring ot ea.stern tra.ff'ie was ~s.o done b7 
tll.e·. lntercept Control Station East (BL3 Ost.) tn In con-
trast,, aoutheaste:rn,, western,, and southveatei-n interception 
were covered by one XONA apiece, vtth one central monitoring 
a.gent)J · tw all three· &?-ea, the Contz-ol Station tor Signal 
Inte:lligence (LNA}. · . · · · . .· · . 

. l. Eastern intercept. -- The mission ot all eastern 
KONA wa.s thetnterceptionand evaluation of Russian ArmJ. 

· Air J~oree, and Partisan C guerrilla troops) tra.N'ic. . Their 
inteil"cept cover,age differed only 1n _respect to the gf:)ographi• 
cal .origin of' the tra.f'rie. KO:NA i. which vas attached 
dui-ihg the period ~939-1944 to Army Group South Ukraine, 
covered the southe:rn part ot the Russian f'ront. · It moved 
in the vicinities of Lemberg, Winnlia, Poltava, Re1chshof, 
and liovy .J1c1n in Czechoslovak1a.l6ts KOBA 2,. vh-1ch was 
attached .. to Army Gl'oup Center and covered traffic on the· 
central Jluss1an rront, moved 1n the vicinity ot Warsaw

169 Bor.tsov~~orsoh&, Vitebsk, Smolensk, Minsk• and Grodno. 
KORA },whteh was attached to Army Group North. eovel'ed 
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·tra.ff' 1.c on the nortbe?'n part ot the RUB$1an tront and in 
the Baltic states. It was variously at Riga/Duenaberg, 
Pskov, and Kurland, vhere in 1945 it was caught '~D a pocket 
by the Russians and captured !nts.ot.170 XOM 6 vas :rormed . 
in 1942 to cover the tratttc ot, the campaigli 1l1 Caucasus .• l 71 . 
While in the east the .unit va.s located at RostoV on the Don~ 
Novoeherk&ss7, and Minsk.172 : .A:fter that campaign., it was · 
assigned to the interception ot Russian Partisan· t:rlid'tie '. 
and kept this .s.s 1ts , 1nter~ept coverage until November 1944, 
when :Lt w~s withdrawn from . the east and reassigned to ·the 
we1stern :rront~173 . . . · 

The :rour independent Stationary Intercept Companies 
a.s1s1gned to .work · on the eastern t:r:-ont had the following 
aE1signments. To Feste 11 was e.saigned coverage of' . high­
t11equency: tra.f'f'ic on the Red lu!T.rr9. and the llKVD. OriginallJ, 
this Feste vas . located et W'1mi1za, latterly at Kiev .l.'74 ·. 
The other two Feste, 7 and. 8, concentrated on spee18.l. Rua- · 
stan trat'":f1e. Feste 7 was the Russian Baudot reception 
station at Minsk. In 1942-43 it was moved to Loetzen where 

, it became part of 5eetJ.on 4 or the BLS Ost &nd eontinued .. 
to intercept Ruasian· Baudot tra.f'f'1c.175 Feste 8 was the 
f' ormer . AJ.!'mY intercept ·· station ·at Koenigsberg. Atter 1942, 
this station concentrated . on Russian wireless telephone 
tratf'ic eaJ.led by the Gerxaans Russian X-traf'fie • . Attempts 
were made to pick up this. trs.f'f1c by equipment develo~d . . •' 

. by Al'my Ordnance, Signal Eq,uipment Testing Laboratory ,· . . , . · · ·" 
(Wa.t":fenpruef"ung, abbreviated Wa Fruef' 7). The channels 
m<>nitm-ed ran east of Moscow~ the tratf'ic was. mainly econo­
mic. From 1942 to 1944, this traf'f'ie was succesaf'ully . re- · 
C<>rd.84; but af'ter 1944 the Russians scrambled their .wire~ 
less telephone traffic, and after unsuccessful e:ff'orts to 

. I 
1x».tercept th1s

6
scrambled t7pe had been made, the monitoring 

VELS dI'opped. l 7 . . 
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The Y ... ong Range 81.gnal Intelligence Platoon., FAZ Bord., 
operated in Finland e.f'ter 1941 • The m1ss1on or this unit · 
(whioh'vas .attaehed to the 20th German Mountain Arflt1) was 
the. interception ot Russian Army trat'f"io .J· 77 . All Rusa1an 
Army systems were handled by FAZ lioI'd except t1ve-t1gure 

· traf'tic vhieh was sent in &n unprocessed i.-t&te to HLs.178 
Section 4 of m.,5 Ost monitored:nKVD Inter-soviet State 

· tratr1c1 end radio bl'oa.dcasts of" the Tass Mews Agency from 
Moscow. 7'J. (Mention has already been made, Chapter II, cf 
the a.cq"1s1t1on by the seetion of the B&udot reception . 
station in l942-4J, when Feste 7 vas moved trom Minsk)~ 

·2 • . Southeast~rn intercept•- Southeastern intei-eept 
· vas the task: Of kOllA .4 .. wb!oh was the 0~1·s1gnal Iiltelli· 
genee Regiment in the Balk.alls during ·· the var. ·. For the task 
or 1ntei-cept1ng tra1'f'1e in this ai-es., the component parts 
of the KOBA -- were located in atra.teg1c places: NAAS 4, the 
Si:gn-1, Intel.ligence Evaluation Center, was

8
moved 1n the sum­

mer or 1941 to neon Pha.leron near Athens;l O it remained 
there until Fel;)ruary 1944, when it retreated 1;o .Belgrade.l8l 
From Belgrade it Dlf~d to Graz whenoe it had departed some 
tour years laetore. Feste 5, the t .ormer Army intercept 

;~~~~aatiG~!~c:~eT~r~.I~JE~::.·6:
0
~ ;~:!r°irm1 

intercept station at Tulln, was stationed d"ul"ins thi~._per!od 
tn Athens; from which it returned to Tulln 1n 1944-~~ 
The Close. Range SLSnal Intelligence Platoon NAZ 'l' va§ located 
at . .Kavalla on the Thracian Sea; :NAZ VI at Belgrade.ltl5 

The tra:tf"ie'intercepted byJKONA 4 and its component 
parts was divided into two tJPes: · · · · 

a) long range tl"atf"ic em&Dating f'rom the Middle East 
and Af'rica: , 

b) tr.-&f'f1c or the occupied Balkan countries. 

Long t:ange ~rat"tic ot the M1ddle ·East ·emanated from 
Turkey, :rrcim the 'British liinth Army :ln Pales tine and the~ 
'l'enth -Ar'm:y in Iraq. and :f"rom the French Armies in Syria. 

1771 55 p 5 
1781 55 p 9 
179IF 12} p 5 
180IF 171 p 2 
.181IF 171 p 2 

182IF .l71 p 3 · 
183IF 171 p 3 
l84u l71 P } 

' 185!1P~' ·l 7l p 3 45 



DOCID: 3486746 

• 

• 

· Interception ot Turkish traf'fic was carried on from l94lw · 
1944 partly by the NAAS 4 at lieon Pha.leron,1~ but chiefly 
by the close Range Signal Intelligenee Platoon, KAZ T,, 
stationed at Ks.val.la, whose sole mission ~a the inter­
ception and deeod.1.ng of' TUl'kish tra.tt1e.lt57 Traft1o trom 
the British and French troops in Palest!-P:~ and SJria was 
intercepted by . BAAS 4 at Neon Phal.eron.l<Sti · . 

. T~at.t1o ot the oecupied countries wa~ covered before 
1~44 in&inly by NAZ W, opera.ting from Belgadeo This pla• 
toon eovered the traffic of the Cro&ti&n terrorists, the 
Serbian partisans, and T1to.l89 Festa 5 aided by covering 
Greek partisan tratfic.190 Feste 6 added Hungarian trattie 
to its intercept co~erage in l943 b7 sending a plainclothes 
detail. to Slovakia.. near .pz-essbii?>g, Hunga.ry to monitor .this 
traf'f':l.e .191 · When .NAAS 4 vas moved to Belgrade,. it con­
centrated on the traffic of the occupied countries and 
cover~d Yugoslav, Rw:nan1a.n, Bulgarian, and Hungarian trat'i 
rte .192 · . . 

3. Western intercept.-- The traffics assigned to 
western .intercept emanatia f"rom: · 

a) The Br1tish Isles; . 
b) USA ( including Ioeland and American troops in 

the British Isles j, atter the entry' or the ·USA 
into the var·; and 

c) Spain, P.ortugal 1 Brazil. 
d} 'Miscellaneous. . 

.The coverage o~ these traffics was the task or KOBA S 
whieh, until November 1944, was the only 81.gnal Intelli-
gence Regiment in the .western area. · . 

a) Tra.f'fio trom 'the British Isles was considered· 
the most :llnportant o.tthe western t:ratf'1es. lt had been 
monitored intensively since August 1939, when a Long Range 
Signal. Inte111gence Company, FAK 620, 1'&S sent to ·the . 
AUantic ce>ast near Norderney Island to monitor British 
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' . 
Army ma~euvre tra.t1"1c.193 A1though FAK 620 was.sent at 

· a la.ter date to the eaate;rn a.rea·,194 British tra.t'f1c con­
t1n11ed to be monitored by the :f"ollowing units of' ](OlfA 5 
rro1n 1939 to 1944: · · . , 

. l) Long Range Signelintelligenc~ Company, PAX 61.}. 
This unit stationed.at St. Malo monitored exclu­
sively l'adio trattic rrom the B*itish Isles:l.9::> 

2) Feste 2, a Stationary Intercept C~any located 
until lfovember 194} at Husum in Bolland, atter. " 

. th&t a.t Lille •. This unit monitored exclusivel7 · 
trat:tic of' the British Isl.es :l9t> . 

3) Fe$te 9, formed in June 1942, at Praii:kturt/Main 
and sent to Norway to mon1tor.Br1t1sb ti-attic. 
At first the unit vaa stationed ·at .Trondhjem; · 
.later, at Bergen, vh82"8 it remained until the 
spring or 1944 when ·1 t move4 to Ski near .Oslo. .. .. .. · 
The task 01" the unit.was to intercept trat1"1c · 
originated.by the.Bi-1t1ah ~in lorthern England, 
Scotland, and f&l'oes .197 · · · . 

4) Feste 12, a St&tionar7Intercept Campany attached 
to the Evaluation Center of KOBA 5 and located 
at .Louveeiennes. Until Januar7 1944 this station 
monitor~d exclusively traffic trom the British 
Isles. ~8 · · 

b) Tratf'ic emanating trom the United.States and 
Iceland. and .from American troops in the British Isles vas 
monitotted ohietly by Pest& 3 at Euskirchen·and Feste 9 at 
Ber8f~A Norway. Feste 3 concentrated on_tr&.rtic from the_ 
USA .. · · ~ Af'ter the autumn or 1943 • P'este 3 had a special 
tnt.:•reept unit· tor USA non-Morse radio· teletJ'pe tr&N"ic i. · 

:design&ted by the Gezamans as P'F5 (Funk ~ernschre1b 5)20u 
Fr.om Feste 9 1n Bergen, U5A traffic .rrom Iceland vaa mon1-
torod,. This unit watched for short·vaveradio traf't'ic · 

20
], 

t'rom London to Wash_ington via Ireland. but vi thout success. · 
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e) The traftie or Spain, Portugal 11 and the Brazilian 
Army 1n Italy w&s monitored from 1939 to 1942 bJFeste 3 
a:t Eusk1rchen. . In early 1943, however, the Long Range 
S1g&!4 Intelligence Company, FAK 624, was formed at Mont­
pellier on the southern coast of France for the 1,nterception 
of this tr&ftic.202 In january 1944, the interception or 
Spanish, Portuguese, and Brazilian trattie was shared with 
FAK 624 by Feste 12 .203 · · . _ 

d) In addition to the three.m&in commitments of the 
vestern inte~eept units, tvo other minoF traffics were 
monitored: . Swedish Ai!my tra.f'f'ic, and French. police traf'f'1c · 
o:rlginat~ng in Corsica. The Svediah Army tl"a.tf'ic was· ~ter­
cepted -by a subordins.te unit· ot Festa 9 in Norway. This-· 
unit, known as out-station Halden (Aussenstelle Halden) 

.was stationed at Ba.lden, Borwa.y, and was atta.ehed2£~r adm1.n1-
stra.t1ve purposes to the Halden Poliee Batte.lion. . The . 
French police tratt1e fl"om Corsica was monitored by FAX · 
at Montpellier.205 · . . . · 

4. Southwestern 1ntereefii; ... Before 194.3, the German 
. Army appears to have had ne s al intelligence unit in . 
Ital.7. In .February of that year, hovever, l{O:NA 7 was estab­
lished with the taak of intercepting· tra.tfic from Italy 
and .from North A:rrica..206 The tratf'ies consisted of British, 
Amez•iean, :rolish, Freneh,_.and Brazilian~ traffic in 
Italy and North Af':rioa.2ur So far as· can be determined, 
there was no specU"ic division or tasks among the various 
un1t;s or KOBA 7: all units intercepted all A:r1nJ tra.f'tic 
f'ro?J1 these countries·. . . · · , · 
. The most southerly location ot HAAS 7, the.Si~ 
Intelligence Evaluat1on_Ce~8{\r of KOBA 7, was.Rocea; di 
Papa, 25 km south. or Rome. . In September J.943, 1t moved 
1ntc> the neighborhood of' Rome, establishing itself at 
Val1eranoo Later it moved to Vieenza .in northern Italy .209 
Feste 1, the f'ormer Army intercept station at Stuttgart, 
af'tar sµndry_ moves in France from 1940 to 1943 was ultim&tely 
stationed 1n Italy at Genzano near L'Aquila,210 Feste 9, 
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whteh came to Italy f'rom llorva7 1n November 1944, was 
loea.ted at Breganze ~ · remained there until shortly 
before . t.he :collapse. . · · 

. · The Long Range 31.gna.l Intelligence Caupany, FAX .'. . . 
621, which vas att~~d to KOBA 7, had been origin&lly 
des1gna.te4 as the ~211.gnal Company 3 {Horch Bacbrichten 
Au.rklrg. ·,_ H NA 56 . ). · This unit, vhiob was particularly 
active 1n Borth Ati-ieaduring the campaigris there, vas 
oa.ptured ( in part) . in July l9.IJ2 ~ · In May 1943, · tbe entire 
eompa.nJ was captured at Tun1s1.a.2i3 Until· the time or its 
final capture, this ti.nit intercepted traf'f°icor the 'British, 
French, and Americ&n troops in_?lprth Africa and of the 
Egyptian Army and . Camel Corps .214 · 

26. Interce t service l 44-1.94 ~-
. a .. In eree t o era.t ons o " GdDA. The years 194--

1945 saw the eentra. zat on o e l"Jl&D. Army Signal Intel-
·ligenee Service a,nd. its catastrophic di.ssolution in the 
months p:rior to the capitulation. As part ot the m0vement 
to c.entralize the service, OXH/GdliA assumed respona1b111 ty 
~o.r! the intercept and evaluation ot the f"ollov!ng tnes 

.of .traf'f'lc: · ~i foreign press; 
·2 special high grade machine ciphers; 
3 virele~s photography, 

. lo Intercept and· evaluation of' the f°oreignpress waa 
done by Secti.on ·2 of' Group I, OXH/GdllA. This section vas · 
divided into f°our subsect1ons:215 · 

· a) · monitoring of' eastern w11"9less (Rund.uebervachung Ost); 
b) monitoring of western wireless (Rundueberwachung 

West); 
c~ monitoring of' clear text (Helldienst); and · 
dJ evaluation. 

Owing to the personnel shortage during the 7ears 1944-1945, 
Section 2 vas not able to cover its ccimlnitmenta to .an~ 
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large extent. Eastern monitoring waa eontined tor the most 
'pa:iat- to the Moscov vi.reless., al though in the later months . 
a certain a.mount or Balkan mon1.tor1ng was instituted tor 
Turkey and Rumaniao Westem monitoring vas confined to 
the BBC London Service. Dews monitoring was oon1"'.1ned to 
th.a Reuter and Tass Agencies o From these sources the evalu­
ation center collected and collated material. tor its reports. 

2. The 1ntereept1on and evaluation ot special high 
grade ms.chine ciphers of Russia,, Britain., and the USA were · .. 
assigned to GI'oup VI ~ OXB/G4li.A which was located at Potsdam. · 
Section l,, dealing with Russian t:rattte, had thr9e au}J.· 
seetions:216 · · · · 

lal Interception or.· Inter-Soviet State .tratfic;J 
lb Interception ot Russian Baudot tratfio, 
le Interception ot Russian PJ.rm:;f' tl'af'fie. 

The interception of Russian Ba.udot traftic (called b;y the . ' 
R\iu5s1a.ns z-traffie) va.s carried on by the same personnel . 
vbo had manned. the Russian Baudot station ·at Minsk in 1942/43. 
ItL 1943, the Russian Ba.udot .station wa.s moved to BLS ·Ost 
at Loetzeng where it vas absorbed by Section 4 of llLS Ost. 
Wl:len ~8 Ost was absorbed b7 the OXH/~t the Baudot sta-
t:f.on .became Section: lb ot the OKJl/GdNA.. . 

Section 2 or Group VI vas employed with the intercep­
ti.on (2b) and the .evaluat1o~ C2a) ot British and American 
high grade machine .oJ.:phezas.. 18 The interception or this· . 
t:r:•e.tt1o ha.s been carried on b,Y Feste J at Euskil'chen until 
the establishment of' the OKH/GdW\., when the responsibilit~ 
fc>r interception was transferred to the ce~tral agenoy.21~ 

'I'he :tnteraeption of wireless photography. called by 
tl:1e Germans Y-traf'tie, was carried on by ,a special unit ot 
SE~et1on ·I o~ Group VI. · Thi~ unit intercepted traffic· from 
.all over the world but the ·non-Russian channels are aa.id 
n<>t to have yielded any valuable information. Photos inter­
ct:tpted. from 1nterna.1 Russian trs.tfie.

2
however, ·o.ften con- · 

tained technical. diagrams and charts. '20 
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b. Intercept serv1e~ in the rield.-- The intercept 
service in the .field during the ls.a "to year ot the war main­
tained its geographical distribution: eastern, southeastern, 
western, southwestern. Paralleling the changes ~n the war 
situation, there vas an increasing emphasis on western 
intercept and a corresponding decreasing emphasis on south­
eastern intercept in the war situation. 

With the pressure of the Allied invasion, western 
intercept assumed of necessity a position of greater impor­
tance. It vill be recalled that KONA 6 was reassigned at · 
this time from eastern to westerrn intercept and that the 
western Signal Intelligence RegimentsJ KOllAs 5 and 6, were 
subordinated to a Senior Commander of Signal Intelligence 
(Boeh Kdr d NA) who was responsible fat- all signal intel• 
ligence operations 1n the vest.221 Upon these two KO:NAa 
tell t.he taak of intercepting the traf"f ie ot the invading 
Armies. . · . . · · . . · . · 

KOBA 6 monitored tra.f'f'ic for Army Groups H and B which 
were stat1oned.in the northern part o.t the western front; 

!~!t1.~n:dni!
0
:: ~:t:~r~~tr orm4e G~~~~e~ v~~!t ~~~2 

One u1ember of the Long Range 51.gn&l Intelligence Company, . 
FAK 626 (Haupts), states that 'his unit's w1g1nal mission 
was the intel'eeption or tra.N"ic of the First French Army · 
and ot the Seventh USA A'1!f/IY ~ Later · 1t intercepted traff'ic 
of the USA First,, Third, and Ninth Armies. 

The decreasing emphasis on southeastern interception 
vas me.nif"estad by the disbandment ~ KOBA 4. The component 
parts vere apparently reassigned to various f"ronts. South­
eastern intercept and eva.J.uation vas carried on by KOBA 4•s 
success~~' the newly formed Signal Intell1gence ' Battal1on, 
DAA 16. . . . . . 

The situation on the. eastern and southwestern f'ronts 
remainedJ for the most pa.rt, much as ·it had been in the 
previous ye~. To .the aaste~~4.rront were assigned two new 
KOllAs, KOBA 8 and KOBA Nord; and to· KOBA . 7 1n Ita.17, 

2211 76 Appendices 
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one . new 1nterc~. P.t 1Jliit, F'e~te .9, Vh1eh vaa DIOYed to It&l7 . 
ri-<>m ltorway. 2 2:; · . ··. · . · 

A German An!J Report on the intercept situation about 
J'a.z1uary J 1945 g~~gs the tollowit).g picture of' the units and 
their coverage: . . . ··. · 

Eastern Fl'ont: · 
Uni ts : KCllA 8 tor Arfa,. ' Group sou th . · 

KOBA l tor .Army.Group Center 
· KOllA 2 tor Army Group Weiehael 
KO~ lldrd tar A:ffrl' Group · Jlorth 

· . K&lU. ) . to'I!' ·A:i!'IJJ.Y Group Kurland 
liAA ll tor 20th :tountain ARf1 

. · cov~rage: 
Russian :bont t:ra.tf'ie , . 
Ra.dio nets of' .:Nkvn . . . . . . . . . 

. R\1JD4il~ ~ .> , . ..... · .: -:>-- ,., .. · ·· ,.c;.> >_ ..•. · ' · ; ·· 

· R~lig_ .~s: . ~·: :'Poled and lJkra.~e .. . 
Espionag~. Units· in .operational ~as 

SC?U1'llaastern t'l-ont: ·· . ·. . .. , . .. .. ·· . · · 
. Unit: BAA ·16 'fo:r M1nrs. GrOl,lp E 

· Coverage: · · · · · · •. · · · · · · -
Allied troops and eOmmunicatie>ns ·statra 

;'. , in Balkans . 
. . 8ov1at. tl"ont · tratfic · .. 

TITO t:rattic (Jugoslavi•l · 
~ tra.t~ic (Greek) 
Bulgar1e.n traf't,1c · ·. . · 
Ki.ba.Uovic ti-Uric (Jugoalavian:) ·· 

·western t~ont: 
.. Units: ~or CQmmsnder or signal , Intelligence' 

KOBA 6 tor ·A:rriq Gr()Ul)S H &114 B ·. . , 
: . XOllA 5 r~ A1!tlf1 Groups G and Oberrhein 

. C·ove~age: 
English, American P'.l'ench . tr~t ti-at'f'ie 
British tratfic fl-timBr1t1sh Isles· · 
USA tr&ftie trom·un1t8d Sta.tee · 
French tl"&f"t1c ~ail F:ria.n~e · southves tern tront: - . . . . . ., . .. . . 

. Unit: .·· . ltOllA 7 

.225x)p 9 

226i)p .9 

. Coverage: · . . .· · , . 
EngliBh, American,; Preneb. front trattio 
Allied ti-attic t'r.om weatern • ltediter~ean 

· and · Rortli Africa· . . ··· . ·. 
Ita11~"baJ1ds 1n upper Ital.1 
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c. Disintegration of Intercept Operations-- It may 
be saf'ely ·assum.ed that the constant movement .or the German 
Armies a.nd their intercept units during the last months 
of the war prevented continuous ar_id. orderly interception 
of enemy traffic. A brief resume of th,~ movements of the 
various Signal Intell1gence Regiments v1ll illustrate the 
oonfu'31on of these last months.227 KOltA lwithdrew from 
the ' eastern front into Czechoslov8.k1a and was .found by the 
invading forces at Novy Jioin (Neutitsche1n); KONA 2 re­
treated from the· vicinity of Grodno to OI'telburg in. Pruss1e., 
Danzig~ Holstein, and finally the Wismar ai-e&; KONA 3 was 
caught by the .Russians in a pocket at Kilrl&hd and captured; 

. KONA 8 vi th.drew first into Rwnani&, then Croa~1a., and · . 
_ f 1n&lly to Lenz. KONA 5 1n the west vi thdrew from Louve­

c iennes in mid-August, 1944 and went first to V1gg1ngen 
near Metz. At . the bt)g1nn1ng of September, . 1t moved to 
krotdo~f near Giessen, wher~ it stayed until M$.roh; from 
t.h.~re 1 t went · to the Rhgen a.nd finally. to Disch1nge11 in · . 
the . Donauwoerth ar·~a. 22lj Of the component parts or KOMA 6 
less is known. One of.its units, FAK 611 moved in the 
spring or 1945 from Holland to Plensbry.g6~29 Feste 3 moved 
from Euskirohen into the B1ack Forest.~~ 

The southwestern unit, KONA 7 and its subordinates 
retreated into northern Italy. Concerning southeastern 
intercept 1n the. last months Of the W&r, it is kJlOW'n onl.7 
tl;lat NAA 16 remained as the only unit in that area.2}1 

The constant ahiftings ot the KONAs1 and in the late 
months or the var, the disruption . ·ot internal oommunica.· 

· tions between the various parts .cit the KONAs and between 
the KONAs and the Gdl'iA had a disastrous effect on the whole 
problem of enemy inte~oept. 

227r 116 p 8 
2281 ll3 . p 2 

229r 74 P 2 
2301 ·76 .. p ll 

·
2
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During the last months of the var, the internal inter­
cept units. or the Gd?iA were also disrupted. The units of 
Groups I · e.nd V moved w1 th_ the othe.r Groups (Jf the GdNA to 

. Erfurt and then to Bad Rei·chenhall • 252 The intercept unit 
or ·Group VI which had been. covering high gr~de ma.chine 

. traffic at Pot~da.m was moved to Stuttgart. and from there 
to Rosenheim.2:>) The equipment vas bm-ied in the cell&~ 
in the surr.ounding neighborhood of a house, the Pionet?.l" -
Kaaerne:, in Ro~~fieim where. it vas later round by TICOM 
1nterroga tors •. ) . . 

. 232IF 123 

2}3IF 123 
2-'4IF 15 

p 12 

p .12 
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VOLUME 4 

Chapter V: Operations of a Typ1cai Signal 
Intelligence Regiment on the Eastern Front 

Section -A. Introduction 

Paragraph 

Sources for this · chapter ••••••••• o••••••••••o•••••••••• 27 
Successes of KONA l. • • • • • • • • • • • • • • • • • • • • • • • • • • • • .. • • • • • • 28 
Importance of Traffic Analysis •••• ·• • • • •. • • • • • • • • • • • • • • • • 29 

27. sources for .this cha.pter.--The materials describing 
Signal Intelligence RegllDent l (Kommandeur der Nachrichten 
Aufklaeru.ug, abbreviated KONA) provided a rather complete 
account of that unit, and were generally more thorough than 
reports available for other ··field signal· 1.ntelligence rormations; 
there.fore, KONA l 1s discussed 1n this chapter as a typical 
Signal Intelligence Regiment • .. This completeness resulted .from 
the ava1lab111ty of a substantial portion of this unit's per­
sonnel ·.for interrogation~ · The circumstances under which the 
remnants of KONA 1 were found are not without interest: 

"The f'ull facts of the surrender of this unit 
were explained by the commandant, Major Ernst Hartzer. 
The remnant of the regiment -- approximately 700 
officers, enlisted men and women, first contacted 
American troops on 9 May 1945 in the v1c1n1ty of 
Taus1ng, where they were directed to a . PW enclosure 
at Stitt Tepl. They had destroyed almost all of 
their papers except those ·that theyco11s1dered most 
essential for reconstruction of their records. These 
documents were kept 1n three brief cases plus one 
book. ·1n the afternoon of the 9 May, · wh!le .rumors 
circulating in the PW enclosure to the effect that 
the Russians were moving irito the area, the contents 
of the three brief cases were burned o . The book, 
however, remained in one of' the vehicles bµt a minute 
search of that car failed to produce it. 11240 

Three hundred and fifty prisoners were screened at a town 
near Pilsen between 23 May and 28 May~ All oper•tional per- . 
sonnel were interviewed; and of these 41 were chosen tor 

2401F 4o p io 
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further questioning. A few reports.were written near Pilsen, 
but the bulk of documents which formed the basis for later 
interrogations were written between 30 May and 2 June, at 
Oberursel; near Fiaankfort-am-Main, where the unit bad been 
movedo More specific ini'ormation was given and further docu­
ments writt~n after the group was moved to Revin, 1n the · 

·Ardenn.es. 2~1 The material produced consisted of 31 reportsf42 
supported by supplementary "Annexes" giving in.formation on 
traffic analysis, organization, etc. 

. Interrogations of Prisoners of War from units other than 
KONA 1 were relied upon in this chapter to fill out the p1ctureo 
The outstanding of these was the Karrenberg Party report on 
"Russian Rad1oa 11 Corporal (Unteroffizier) Karrenberg wea an 
"exceedingly brilliant" man with a "phenomenal memory."2 lf.3 The 
re:port was written by him and his colleagues o All were members 
of the Signal Intelligence Agency of the Army High Command 
(Ol>erkommando des Heere~, General der Nachrichten Auf"klaerung; 
abbreviated OKH/GdNA ).24lf. . 

Since the Signal Intelligence Regiments were the important 
f1•3ld un1 ts of the German Al'my signal intelligence service, and 
since 1nror:mation on one .of these, KONA l, was available, in 
this chaptel' an acco"Wlt will be given of the functions and 
opie;ira.t1ons of KO:NA l, which may be considered typical of those 
of the other Signal Intelligence Regiments operating 1n the 
East. Because organization has already been treated 1n Volume 48 

Chapter ll, organizational matters will be noted here only as 
some review of them appears necessary to a .full understanding 
of the operations o 

280 Successes of KONA 1.--KONA l operated in the southern 
sector of the Russian Tront from June 1941 until May 1945~ inter­
cepting and evaluating Russian Army, Army Air, ,and NKVD2zi.:;) 1n 
that tl"af,fic areao Elements or this unit appear to have suc­
ceeded 1n reconstructing the detailed Order of Battle of th~ 

· Russian fol'ces, and in predicting the locality and timing of 
the Russian offensives before they occurred.2~6 Captain Roman 
Roessler$ Chief Evaluator of KONA 1 and Commanding Officer of 
the Int·ell1gence Evaluation Center (Nachriohten Aufklaerung 

241 IF 40 p 4 
2·42 I 19b 
243 IF 123 p 2 

"( . •, ·- ~ -~ . . 

244 I 173 p 1 
245 NKVD is translated as "Peoples' Commissariat for internal 

affairs." During the war it mainta1ned frontier troops 
which performed counter espionage and .bad many military 
police functions • See I 67 p 3 ·• 

246 I 19b, i 
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Auswertungsstelle, Abbreviated NAAS) or the regiment, pointed 
out that even when 1dent1f1cat1on of individual formations be­
came 1mposs1ble1 the KONA was still successful 1n p1ct\ll'1ng 
the overall grouping and the number of formations o He conceded 
that · 1n the case of RUssian Rifle corps and Divisions,_ German 
Intelligence units had to rely on ·means other than signal 
intelligenceo However, he emphasized that the overall pictlll'e 
afforded, by signal intelligence units of the "movements of 
strategic reserves, of points of main efforts, chain of command1 

1J[ltent1ons. to attack4
11 etc., were of great value to German 

Intelligence units .2 1 .·. . . 
It should be emphasized that Roessler''s style was rather 

pompous, and his ~!S1mate of KONA 1 successes may have been 
overenthusiastic. . 

29. Im~rtance of Traffic ADalys1s on the Eastern Front.-­
In. general t~ . succeeses noted ab9ve w~re due to trattlc -analysis 
rather than to cryptanalysis. While there seems to have: been 
great disagreement among the persons int~r~ogated on the- . , 
relative merits of · these two methods, the evidence indicated 
tba.t the results · achieved by the careful integration of all 
sources available fro~ traffic analysis appeared to outweigh 
those achieved through l"ead1ng of the Russian low grade codes 
and c1pherso This situation may be accounted for by two 
principal factors • . In the first place: although the Germans 
we:reh1ghly successfUl in reading Russian low grade systems 
(as described in Volume lf,, Chapter VI), most of the RUssian 

. high grade codes employed by the army were one-time pad systems 1 

and consequently defied attack by the KON~ cryptanalystso 
Secondly: . an enormous amount of 1nf'ormat1on was available 

"from the Russian practice 1n the use of 1nd1.cators, .. call­
sign~, and the generally low though improving standard. of 
E.ussian wireless discipline o 

11 249 . .. .· 
Because of this relative importance of cryptanalysis and 

traffic analysis the emphasis 1n this chapter will be upon the 
procedures through wh:t.ch 1.Iitelllgence was derived from a study 

. of the a;.spects of Russian radio operations. ·The c~ypte.nalysis 
. perfol'med by the field units will ·· be discussed 1n another 
chapter and only its organ1zat1onalrelat1onsh1p to the oper­
ations of th~ components will be noted here. 

· The functional relationship or the units of a KONA is 
pict'Ul'ed on Chal't Number 4-4 • . Roughly, the KONA consisted or 
a Si~l Intelligence Evaluation center (NAAS~; of companies 
(FAKJ, subordinate t.o it 1n intelligence !'Unctions, which 

247 I 19b pp 14-15 
248 -I l9g PP 3-4 
249 I 19b p 1 
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in.tercepted. enemy traffic and fed the traffic back to the 
Ev·a1uat1on center; and .close range companies (NAK), which 
intercepted enemy low level traffic, did so~e analysis of 
the simpler' systems,, and passed the results and intercept 
il1to the Signal Intelligence Evaluation Center. To pick up 
enemy traffic of higher formations, there were so-called 
Long Range Sign.al Intelligence Companies (FAK} and so-called 
Fixed companies. (Feate). The first intercepted prima.rilJ _ 
tl'&ffic already identified; the second concentz-ated on net­
works carrying unidentified traffic. Both types of these 
long range companies did analysis on the traffic they inter­
cepted, and passed the results and their traffic up to the 
Signa,l In6ell1gence Evaluation Center (NAAS). 

··-..., . 

• . t " • . .. · · • ·• : .... .. . ····;:··.r.- 1·~ • 

• 
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Section B. 

VOLUME 4 

Chap~~r V 

Functions of the KONA Units 
. - - _.__.. ---

Paragraph 

Introduction o o ~ • o ••• o • ~ ~ ••• o •••••••• Q o •• o • • • • • • • • • • • • • 30 
Functions of the Signal Intelligence Evaluation · 

Center (N.AA.S)"•o•o•••ooo•.•••••••o••••••••••••O••••••• 31 
Functions of the Stationa:ry Intercept Company (Feete). 32 
Functions of the Long Range Signal Intelligence 

Coml)a.ny ( F1Alt) •• o •••• ~ •.• o •• o •• '! • o o •••••••• o • o o •••• •,. •. 33 
F\llll.ct1ons of the Close Range Signal Intelligence . 

COID:~ey" (NAK) • 0 ••• 0 ••• 0 ••••••• ~ ••••• ~ ••••• ,0 .. 0 • ... • .• • .•• ·Qi 34 

30. Introduction.--The purpose of the KONA was to supply 
iILtelligence from Bignal sources to the G-2 1s of the Al'DJy Corl>s~ 
A1"Dlies, and Army Groups. A typical KONA consisted of one 
RE:tgimental Evaluation center and of 5 or 6 intercept and intel­
ligence companies. Chart Number 4-4 shows the layoµt of such 
a Signal. Intelligence Reg1nient. · · 

The chart g1 ves ·the picture of a typical KO.NA as 1 t 
a1~tually operated, with its· signal intelligence platoons oper­
ating near the front lines, with its companies situated back 
near army headquarters, and with its main regimental evaluation 
c·enter in the rear at Army Group Headquarters. · 

Close Range Signal Intelligence platoons intercepted very 
low level traffic, evaluated what they could, kept the G-2 of 
their assigned Army Corps informed.of all intelligence derived, 
and passed back to an evaluation platoon at company headquarters 
all their results and presumably their intercepts. 

Long Range· Signal Intell1gence·compan1es intercepted 
-hi~er level tl'aff1c; did some evaluation, the results of which 
were given to the G-2 of their assigned Army headquarters; and 
passed back evaluation reports and intercepts to the regimental 
e11gnal Intelligence Eval®t1on Centar (NAAS) •. The Stationary 
Intercept Companies operatea in an almost identical manner, 
with primary emphasis on enemy unidentified traffic. 

The regimental Evaluation Center (NAAS) evaluated the 
1•eports and the intercepts from all companies of the regiment 
and passed their results to G-2 or Army Group. 

More detailed functions of the NAAS, or the companies, 
l:Lnd oi' the platoons are discussed below. (The ozagan1zat1on 
of these units has already been described.in Volume 4, 
Ghapter III) • 
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31. · Functions of the Si~al · ·rntelli ence Evaluation Center 
(NAAS) .;25 --'11 e NAAS was s ua. e c ose y Army Group H~a -
quarters .251 The functions of the NAAS in.eluded Evaluation and 
Traffic Analysis, Cryptanalysis, Dissemination of Intelligence, 
ELnd Direction of ·1ntercept cover. 

a. Evaly.ation an~ Traffic Analysis included four tfpes 
of act1v1ty:2~2 . 

(1) Evaluation, ch~c~ing, and coordination of repor.ts 
passed up to the NAAS by other elements of the 
KONA,, anq the synthesis of the results. 

(2) Tra.f.fic Analysis .(including the study of Direction 
Finding results) of identified traffic passed 1n to 
the NAAS by the Long Range Companies (FAK); and of 
NKVD and Russian Air traffic, passed in (presumably) 
by either the Long Range or°Close Range Companies. 

\ . 

(3) Attempts to id.entify unident1f'ied traffic passed 
in by the companies.11 chief'ly by the Feate • 

• 
(4) Keeping· of full files.and card indexes in which 

all data of any possible significance was recorded. 

b. Cryptanalysis 1n the NAAS primarily meant the solut~on 
of unknown systems, the study of developments .in lmown systems, 
and work on NKVD code. The.NAAS worked.on Russian systems up 
to and including 4-figure systems. (The cryptanalytic operations 
are discussed 1n Volume 4, Ch.apter VI •. ) 

Co The NAAS was responsible for the dissemination of in­
telligence; it passed its results to the Intelligence Officer 
of the Army Group to which the KONA was attached,, and reported 
its findings to the Signal Intelligence Agency of the Army High 
·Command ( OKH/GdNA) .253 . . . 

25° For graphic representation of the functions of the NAAS see 
Chart Number 4-~. It should be emphasized that this chart 
portrays the main functions only, and does not represent · 
the breakdown by table of organization sections, which is 
given in Chapter III. 

251 I 19b p l 
·252 I 19b p 6 
253 I 19g p 7 
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d. The NAAS had a key position in the direction.of 
intercept cover. It controlled the intercept coverage of all 
the lower elements of the.KONA, following the overall coo:rdi-
nation exercised by the OKH/GdNAo254 · 

Certain items were passed, unprocessed, throUSh the KONA 
to the GdNA. The main item treated thus was 5-figure (in­
cluding NKVD) traffic., and NKVD traffic which fell outside 

·or the area of the part1cularKONA by whose units it was 
intercepted .255 · . 

32. Functions of the Stationary Intercept Company Feste o-" 

The Stationary In ercept Companies .. es e were · es gne o work 
at the next lower level to the NAAS, that of Army. The Feste 
were pre~war Army intercept stations; and thou~ they retained 
the tradit1onal designation· implying they were 11f'ixed 11 (Festa 
Horchstelle), they actually· were semi-motorized early 1n the 
Russian campaign. Feste 10, the "stationary" ggmpany of KON.A l 
operated for, and near to., Army Headquarters.2 . · 

Festa io2.::>I consisted of five fwlc.tional sections, besides 
the Headquarters sect1ono An

8
1htercept platoon·(whose coverage 

was controlled by the NAAs)25 covered unkndwn traffic 1n the 

~~~0~~~~00~1;~~i~!ef'~~~~t1~~~g9~~oa~;;~t:~s~r~~eb~~~~2~s, 
An evaluation section identified and repol'ted unknown 

trafric~ . Apparently the interception and study of Wlidentified 
traf'fic were the main functions of the Feste.2ol · 

A cryptanalytic section contributed to the interpretation 
of unknown traffic by the identification of keys, ~lso trans­
lated plain-text messages, and did some solut1on.2b2 

The Feste had a Direction Finding platoon, which carried 
out the requests "of the Companies. 11 Communications b.etween 
the Direction Finding sites and the Regiment were c.arried out 
by a Communications platoon. This platoon passed the ~esults 
of Evaluation by telegram or teleprinter to the NAAs.2o3 

254 DF 18 p 82 
255 I 19g p 8 
256 I 19g p 6 
257 See Volume 4, Chapter III 
258 DF 18 p 82 
259 These were also pa:tttly covered by the FAK 8 s 
260 '1 l9b p 3 
261 l 19b pp 3-4; PP 19-20 
262 I 19b p 4 
263 I 19b p 4 61 
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33. Functions of the Long Range Signal Intelligence Company 
(FAK).--The Long Range Signal Intelligence Companies were d1stin­
gur8""hable in function .from the Feste, mainly that they were con­
cerned . to a much greater degree with identified, traffic. ·· Like 
Feste 10 (e.g. ) they were sem1-m9tor1zed and were designed ·to .. 
operate near Army Headquarters.2o4 It was planned that one should 
work with each army staff covering an army sector. In actuality, 
however, the operations of these companies (and likewise those 
of Feste 10) took place further and further in the rear. The 
crush of work would become . heaviest just at a time when safety 
precautions demanded a withdrawal; and it was thus found more 
practical t~ widertake the work in the rear echelon areas where 
it .vould be less frequently interrupted. Fak 1s 617 and 623 and 
Feste 10 ended up by operatil}g in the immediate vicinity of' the 
Evaluation Center (NAAS 1) .2b'.;l . . . 

In their interception of identified traffic,, the coverage of 
the FAK's vaa directed, as was that of the Feste by the cover 
control section of the Evaluation Center (NAAS).~6b The traffic 
intercepted by the FAK was studied by it as fully · as. resouI"ces 
would permit • . Plain-text messages were translated, and tra.ffic 
of. lmown codes decoded by specialists assigned to the unit. · A 
general section was devoted to card indexes and lists. (Raw 

· tre.ffic which defied analysis was sent to the . c·ryptanalyt1c and 
traffic analysis sections of the NAAS.) 

· 34. · Functions- of Close Ran e Signal Intelligence co~pa.ny 
(NAK) .--The C os~ ange Company Na u eerung Kompan e, a; -
"6r'eV!ated NAK ) presumably worked at Army Corps level. Its ma.in · 
responsibility was to pick up and work on low-level (2-figure, 
3-figure, and possibly some 4-figure) traffic.2b7 It should be 
:g.'9t~9 /~~~~ > rrJ.~h9\lS~ ~ p1~ :; 9:i,p~~ :R~.p.~~ . ' 9~m~1~ s~~i;n!:ld i ~p f. ~Y7: been 
designed · to; work· at Armr Corps level·~ 1n practice such a : company 
w~s ·: ~pparently ; als9 s.tat;1oned by the' ''Kommancteur" : of. the '. Regi­
ment (KONA) with eac~ Army as we11.268 

In contrast to the Long Range Companies, which were designed 
to operate 1n full company strength, . the Close Range .Companies 

· operated by platoon.2bSI The operations of each company was 

264 I 19g p 6 
·. 265 I 19b p l 

266 DF 18 p 82 
267 I . 19b p 2 
268 l 19 . ' 1 g P · 
269 I 19g p 6 
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divided among four platoons: Intercept (Horchzug); Direction 
Finding { Peilzug); Evaluation (Auswertezug); and C.ommun1cat1ons 
(Sendezug) .2-70 . · · . 

As in the case of £he other units, intercept coverage was 
. dirE~cted by the NAAS. 27 Al though they were army tmi ts,_ in at 
least one case the NAK apparently covered not only enemy traffic, 
but also enemy air-ground.11 and air traffic as well. A normal 
program of intercept called for .about twenty receivers.272 The 
platoon usually · had two or three intercept operators, while 
there were generally about twelve operators who knew Russian 
to pick up the radio talk . 273 . . . · · 

. The organization or Direction Finding Platoon was rather 
elaborate. Normally for one company there were about eight out­
stations, separated from each other by 5 to 10 kilometers and 
parallel to the - fr~nt at a distance of from one to several hun­
dred kilometers.27 Each section had about five men.275 . 
. With each platoon was · a ~unall evaluation section, consisting · 

of two or three evaluators,27o who worked usually 1n a room near 
the intercept station.277 Presumably their results would be · · 
passed to the Evaluation platoon of the company • . Only the 
simplest systems were worked on at the NAK level; most of the 
raw traffic was passed upwards to the NAAS, which studied 1t · 
cryptana.lytically as well as for tactical intelligence derivable 
through traffic analysis. Captain Roessl~r considered evaluation 
at NAK level a "dispersal of strength,"27tl but the NAK evaluation 
must not be brushed aside too lightly, for these NAKvs did no 
evaluat1on

9
and did pass. the results to the Corps Intellige~ce 

·Ofricer.2"£ 

270- l 62 p 4. The documents relied upon for the following account 
are· not -limited to those describing KONA l wi1ta • . The account 
1n I 6Z is based upon one man's experience with Fwlk:horch­
kompanie 610 and 520 Na.hauflklaerungkompanie on the Eastern 
Front. · 

271 DF 18 p 82 
272 I 62 p 4 
273 I l9b p 2 
274 I 62 p 4 
215 I 19b p 2 
276 I l9b p 2 
·277 I 62 p 4 
278 I 19g p 2 

279 I 19b .p 2 
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VOLUME 4 

Chapter V 

Section c. Features of Russian Radio Communications 

Paragraph 
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35. Introduc.tion.--The .components of the KONA described in 
the precedirig section were designed to provide the most effective 
overall attack upon Russian radio communications. Slnce wiidenti 
fied traffic formed the great percentage of German intercept in 
the East, the 1dent1f1cat1on and .:1,nterpretat1on of .unknown traff1, 
was one of the most important fimctions or the KONA.280 . Thus 1t 
is pertinent here to survey briefly some of the characteristics 
facilitating German .1dent1ficat1on of Russian traffic. The 
operating data (such as networks and call signs) and the visible 
properties of the message text as transmitted formed the basic 
·subject matter with which all uni.ts in va'iylng degrees were con­
ce~ned, and provided the clues leading to identification. 

The reports available did ·not provide sufficient evidence 
to build a full picture of Russian commwi1cat1ons. Russian nets 
were -discussed for the most pa.rt only 1n terms of types of tratfi· 
they passed and their call sign practices. Details on such data 
as frequency systems, time or communication, and so on, were 
lacking. The discussion which follows is therefore limited by 
the sources available, and concentrates upon the d1st1ngu1shd.hg~ 
.features of Russian Signal operations of value to the·1 German · 
signal intelligence field units. 

36. 
Since it was e o s 
place 1n its network structure, the .first objective of German 
tra!'.fic analysis was, broadly speaking, the 1dent1f1cat1on of 

·280 I l9b p 14i I 19g P.4 
I 
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networks of which any station might form a part. This process of 
1dent;if1cat1on was facilitated by the following characteristics 
of Russian network: · 

a. Radio teleprinter (Baudot) traffic was characteristic 
of tlle communications of the Russian General Staff to the Front 
Staffs (Army Group Starrs), and of that or the Front Sta.ffs to 
the "Assault Armies." Russian· General Staff radio teleprinter 
transmissions were 2-cha.nnel, as opposed to the "modulated" 
(i.e. prqoably multic,hannel) transmitters used from Front Staffs 
to ABsault Armi~s. Also, these latter links used lower rre­
quencies.281 Automatic high-speed morse transmission was possible 
on all such higher links 1 but was· seldom used.282 · (Thl'ee radio 
tele:printer. links passing Air Force traf'fic rrQm Moscow to higher , 
Air .Force headquarters were a.ls o identified. ) 2ts3 . . · -

b.· Great radio activity was characteristic of the ·morse 
networks of Assa.ult Armies,, because or. the mobility o.f these· 
Armies and their lack or land lines .284 . . . . 

. · c. Radio silence marked Divisional and Regimental networks 
Just preceding attacks. 

·· d. In general,, units below division used low frequencies 
(2,,200 to 3,900 kilocycl~s).2~5 

· 37. Some 1dent1.fy1ng characteristics of Russian Call Sign 
Pract1ce.--Apparently the Germans put a great deal of effort Into 
the study or Russian cal'l signs, which were.mentioned frequently 

. throughout the reports. One reported stated that up to "July-1944 
the Russian call sign system was well known to the Germans and .. 
predictions reliable •. The 19~4 summer ,,o.f.fensives, however, 
brought a change of system."286 In spite of the seemingly general 
Rµsaian practice o.f enciphering their station call signs,28'( the 
Gerroa.ns do appear to have had.considerable success in their study 

281 I 168 p 2; 
282 I 173 P 6 

I 272 pp 5-7 

283 I 173 p ll 
284 I ·173 pp ·8-10 
285 I 15 P 4 
286 .I 75 P 7 
287 I 168 pp 3-4; I 173 p 21 
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of them as characteristics aiding in trarr1c ident1r1cation. 
The prisoner quoted above stated that by the end of the hos­
tilities the Germans bad made good progress in solving the 
systems ~2~:Hj 
, Two reports indicated · tba t .· most Army, Air Forc.e, and NKVD 
call signs down to division level consisted, in their trans-
mi tt.ed . rorm, ·or three-figure calls, or which the rirst two 
figl..\reS we:;c:e Roman letters with the third either a letter or · 
a number.2ts~ Regimental networks could be disttngu1shed from 
Army, Air Force, and NKVD networks,, because,,· although they used 
three-figure calls, these were composed entirely or letters of 
the Russian alphabet.290 Moreover, the calls or stations ori 
the regimental networks were "usually composed of three lette?"s 
or the cover name; they were .either three consecutive letters 
or tb.ttee consonants of the cover name. 11291 . . ·.·· . · .. · · .. . : . 

One Prisoner of war stated that~ provided the formations 
took their call signs from a "Basic Book for Allotment of Call 
Signs (Hauptverteiler L it was possible to :i.dent1fy with con·- · 
s1derable certainty Army or A1r units as belonging on certain 
.Pron.ts 292 · . . · ·. · . ·· ·· · · · .· · ·· .L 0 .. . . . • ·- . • . 

Call signs or a few higher NKVD networks, of the network . 
Of ·the "Artillery Reserve of the ' &upreme command, II and of the ' 
trarr1c passed on the networks of the Air Force growid stations 
were distinctive in that they used four-element calls.293 One 
prisoner stated that the NKVD calls were mostly pl'onot1nceabl:'e"'294 
and another witness went so far as to declare that the "only · 

-· means of establishing the central NKVD authority" was the study 
of call s 1gn usage •. ~95 The same reporter was of the opinion ·.· . 
that Partlsan traffic could be identified with certainty be~ause 
of . the consistent practice of using one call sign only .296 .·. ·· .. · 

· 38.. Some identif' characteristics of 
traff'ic cou d~ e spotted w a g egree o 
cause of' the transmittal of "NK 11 to separate the preamble from . 
the address( or text),297 and because of the practice of tuni~ . 
by . sending a series or dots and dashes instead or by keying "v 
as 1n other Russis.n tra.ff'ic .29tl The absence in NKVD Administra­
tive traffic · of the group separation sign "r, 11 common in Army . 

. . . . , . . . . . 
... . 288I . 75 i) 7 

289 I . l68 pp 3-4; I 173 P 21 
290 I 173 p 21 
291 I . 173- p ll 
292 I 19b p 36 . 
293 I 173 p 11 and p 21 . 
294 I 19b p 48 
295 I 19b· p 36 ·· ·· 

. 296 I 19b p 36 
. 297 I 168 p 2 
298 I 19b p 47 
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traffic, was a clue aiding 1dent1f1cat1ono299 The appearance 
of S.MERSCH 1h the preamble characterized NKVD messages som,e­
times picked up on Army or Air nets which might be used by the 
Counter Espionage organization OKR S~RSCH.300 . 

The appearance of "WZD" (air raid warning signal). 1n the 
f.reamble characterized Russian Air Force traffic. The use of 
'QCO" .rather than "QTC" 1n the preamble also was some (though_ 

by no means _the ex.elusive) indication that the traffic was 
Air Force, _ . . . . . . . 

Patttisan procedure was -characterized by its use;..of the 
international abbreviations of amateur radio, such as the use 
of "CK" for the group count. FurthermQre, most of the traffic 
was sent blind .301 .. . . . . . . . . . . 

Army traffic could to . some degree be characterized by the 
'absence of 'the features noted above ao2 . .· ' . ·. .· : 

30. Characteristics of Russian Messa e 
Text as·Transm tte .-- e message ex s cip er tex s t:rans­
mitted by the various .formations had recognizable features. 
Gep,erally, high level traffic was sent "in 5-figure groups while 
low level traff 1c t'ended to· be sent in groups of 2 1 3, and 4 · 
f1gu.res. · For instance, the traffic passed on the operat+on$l 

.. networks Of . the General Staff, the Front Staffs I aid ~he Armies 
· tencled to be predominantly 5•f1gure .303 . One witness made the . 
· generalization that 4-figure systems were used "f:rtom corps to 

army and f'rom army to army group. 11304 The traffic passed from · 
Division downwards tended to be 2- or 3-figure .305 : · _ . . 

The significance of. the characteristics of 5-figure traffic 
1n traffic identification was emphasized 1n one of the re·ports. · 
Two of' these characteristics, the 11 bloclmot" indicator and the · 
"Chi-number," were ,or particular importance. . .. · .. 
, . · • :According to one witness, a "Blocknot" consis~ed o~ fifty 
sheets or 5-figure random additive, 100 additive groups to a 
sheet. No sheet was: used more than on.ce; thus the bloclmots 
were in effect one-time pads. Fifty of these additive sheets, 
numbered l .to 50, were 1ssued .:tn a sealed envelope, which bore 
a 5-f1gure number • .. The additive sheets in any "pad" were always 

2991 173 p 12 
' 3oo l ' 19b p 48 

30l I 19b p 36 

30~ I i9b pp 36-37 
< 3o3 I ·173 .. 608 . pp 

304 I 191 p 8' ' 
305 I 

' 
173 pp 10-11 
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designated by the same block number. The 5-f1gure group 
designating the block number was always transmitted within 
the first ten groups of the message. A further 5-figure group, 
usually 1n the first seven groups but always following the 
clock number contained, "as the· last two figures, ·the number 
of the (additive) sheet (1 to 50) used. The middle figure or 
this group indicated the formation level, e.g. 16° migl}t·be 
Corps· forward to Division, 95 ~ might be Div to Div. "306 By .a 
daily-recording of all blocknot numbers, traffic enciphered 
1n the same blocks could.be segregated and identified as being 
transmitted by the same unit • ' ' 

Another characteristic or this 5-fig~e traffic, actually 
a "mes~age external" feature, was·the serial numbering of all 
message,s. Every 5-figure message was assigned a 5-figure serial 
number. This was called the Chi-number by the Germans. These 
Chi-numbers began at 00001 on l Ja.nua.ry and ran serially through­
out the year. The number wa.s sent always as .the last group of 
the messageo307 "Newcomers of formations would ·start at 
000901. ii3oo A study of the Chi•numbers assisted materially in 
traffic 1dBn't_ificat1on. Generally, a Corps sent ten messages 
a day, an Army twenty to th1.rty, and a 11.front" (roughly, Army 
Group) from sixty to one hundred. Since each message was 
serially numbered with a Chi~number, the progression of these 
numbers could be charted on a graph, and it was possible after 
a short time to determine the type or f9rmat1on sending out the 
traffic.from the 1ndi~1dual curves on this graph.309. Theim­
portance the Germans attributed to the Ch1~number was great; 
1n fact, one non-commissioned officer who l'ecorded the time-

10 of-origin as a Chi-number, was: threatened with court-martial .3 
· . The absence of blocknot and Chi-numbers distinguished 

5-figure Russian Pa.rt1·san tra.f.fic from 5-f1gure Army tra!'i'ic .3il · 
NKVD messages consisted of 4 or 5 figures was said to "be 

easily distinguished by their characteristics from Army and Air 
Force messageso" This was probably due to the features of 
NKVD traffic reported as follows: 

"The first group is a discriminant which 1n most 
cases remains constant for one line of traffico The 

3o6 0'75 p 12 . 
3o7 I 19b p 17 
3oB I 75 p 12 

3o9 i 19b p 17 
310 I l9g p 3 · 
311 I 19b p 37 
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• penultimate group contains tbe date and a number 
representing the number of groups in the message 
iesa 'a variable number according to the numbBr of 
indicator groups usedo ···~·Exceptions to these 
rules are very rare. Two and three-figure messages 
usually contained technical 0w1reless

1 chat.• 11312 

Messag·es of the NKVD Frontier Troops were of both 4- and 5-
figure ·txpes, and 1n regimental networks 2-figure codes ~ppeared 
as well.:.:Sl3 The 2-.figure NKVD messages could usually be recog­
nized as such because of the practice, 1n contrast to that or 
the army, of enciphering the same system for months. Moreover, 
3- and 4-figure codes rarely changed in NKVD traffic; and once 
their characteristics had been ascertained, they were also fairly 
easily recognizable .314 ' · 

On the whole a good deal of ,carelessness prevailed in the 
encoding of NKVD messag·es at least in those appearing on the 
Frontier Troop networks.315 Such a lack of security on the part 
of the Russians facilitated the work of the KONA 9s, 

· Air Force tra:f:f1c, which might be picked up on search by 
the KONA units, could be distinguished from Army traffic by 
several external character1st1cs. For instance, meteorological 
messages usually carried an "X" or some other padding letter. 
betweE3n the numerals. Special Air Force expressions · often 
appeared 1n 2, 3, and 4-figure messages with an admixture of 
plain language. In plain language messages there were mentions 
of take-offs, and permission to land or to take-off. ' ·Such 
messa~es: appeared frequently, and once picked up enabled the 
immediate spotting .of the network as Air Force. "In general, 
very many more plain language messages wer~ passed over air 
force networks than over army networks. 11310 Air reconnaissance 
reports, for example, were sent mainly 1n the clear .317· · 

: , ' 
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Chapter V 

Section D. Direction Find1!16 and Radio "Finger-Print;iig" 

Para.graph 
' ' 

D1rec:t1on F1n0,1ng o ·Cl • o o ........... o. ·• Q. o G ~ • o •• o • • • • • • • • • • • • • 40 
Radio "Finger-·Print·ing" •· ...••• ·o. o ......... o.............. 41 

40. Direction Find1~.--D1rect1on finding was or the 
greatest importance Iii Signal Intelligence activities, and its 
importance increased as Russ1~n ~ad1o discipline and code and 
cipher security were 1mproved.3ltl "A relatively large number 
of direction finding personnel was employed by the KONA, e.g~, 

f'ive with each forward platoQn, 50 (as against 84 intercept 
opera tors) with Feste 10. 1131~ · . · 

The NAAS evaluation section was fed by the Direction Finding 
secttons from both the FAK and the NAK. The FAK 9s·sent requests 
not only to the long range but to the close range direction find­
ing sites. FAK 617, for example, sent its orders both to three 

.·· . . · or f'our long2bange direction !'ind sites and to about twelve close 
' range ones oj . . . 

Lon-g-"range direction" finding sets were located 200-350 
. . kilometers behind the front lineo Two to · three direction finding 

, sets at one spot constituted a direction .finding group.321 The 
supervisor worked in the company intercept rooms, and sent re­
quests to the direction finding operators over a command trans­
mitter. Through this means simultaneous fixes could be taken 
by t .wo, and !'requently by three sites .322 .· . .. · · . . 

The Close Range sets were located with the NAK platoonso 
' The sets ~eceived requests not only from the Long ~ange Compani~s 
but also from the Close Range headquarters.323 

....... · .. 
· . '"The dis~B.nce .from company headquarters to .. the 

nearest outstation was generai1y twenty to 'thirty 

318 I 19b p 38 
3l9 I l9g p 5 

·.· 32 0 I l9b p 38 
· 321 . I 19b p 2 

· 322 I 173 p 34 
323 I 19b p 2 
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kilometers. Each 3tation was completely ·mobile, and 
moved with the· sectors of heavy fighting. Wire com­
mun1cat1on was occasiona:lly available, but for the 
most part W/T /wireless/ communication was employed 
between outstations and headquarters. There was no 
communication between outstations. Bearings were 
requested by and at the discretion of, the duty 
officer at the intercept station. The outstations, 
listening on a common frequency, were advised of 
active enemy frequencies by means of messages sent 

. in simple substitution cipher. Bearings were then 
returned, enciphered .by a daily additive. Thirty 
to · sixty seconds were required to notify all out- , 
stations of bearings required. 11 324 · . 

While generally Long Range directio~ finding operations 
. could fix ·a station within . fifteen kilometers, Close Range 
platoon direct1on-find1ng operationse:could narrow the possi­
bility to two or three kilometers.32~ 

· The results ·were screened at company level, and the good . 
bearings were selected, with all relevant infopma·t1on, and · 
reported back to the NAAS, which passed final judgment on them.326 

· 41. "Radio Finger-Printing. 1';'-To enable the identification 
·of pa~tlcuiar raaio stations, a Cprpora.l Arno-G~ul working in 
the NAAS.constructed an apparatus designed to "radio finger­
print 11 the Russian transmitters through a study of osc1llogra.ms. 
The method was 

"to register the incoming telegraphic traif1c in the 
:form of an image on a cathode. ray tube and analyze the 
image. · .Analysis consists of a numbe.r . of steps; so that 
all details and peculiar:,lties of' the tranamitter are 
comprised • . The apparatus is attached to a norm.al inter- · 
cept set. · The individual characteristics of' the trans­
mitter can be recorded graphically by means of tracings, 
or in the form of photostats, 1n a card index. 11327 

Attempts to study the characteristics of particular radio 
operators, by the peculiarities of their sending habits, were 
evidently not undertaken by KONA l in any formal manner. 

324 I 62 p 4 
325 I 19b p 38 
326: I 19b p 38 
327 I 19b p 39 
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Chapter V 

. Section E.. Some Aspects of Evaluation and 
Cryptanalysis in the KONA 

Paragraph . 

Evaluation 1n the l~AASQ"' Q •• o •• o o . o. o ••••• o o ••••••••• o o o o. o 42 
Evaluation 1n the Fes te •.•••••• -~ . • • . • • • • • • . • . • • . • • • • • . • • • 4 3 
·Eval·uation 1n ·the FAK ••••••••••••••••• ~··········· ········ 44 
Cryptanalysis in the KONA............ . • . • • • • • • • . • • • • . • • . • 45 
Reports resulting from Evaluation ••••.....•.•.••••.• • . • . . 46 

42. Eva.'iv.a t1on in the NAAS. - -The main duty of the NAAS. W~B 
to evaluate tfie enemy traI'fic intercepted and passed to lt by the 
Long Range and ·close Range Signal Intelligence Companies. 

Captain Roessler, Chief Evaluator of KONA l, · and Cominanding 
Officer of the NAAS, observed that "there were no prescribed 
rules for evaluation, and this fact ••. made the suceess or failure 
of' the signal intelligence service a pers'onal ·matter depending on 
the perspicacity and experie~c~ of a few specialists and persons 
operating in key positions."j2t:S . . .. 

Evaluation in the NAAS was concerned with "the observation 
and interpretation of. known (radfo) nets/' the study of un­
identified traffic, .and tbe results of cryptanalysis. Roes.aler 
emphasized that 1n the case of KONA 1, 11 the interpretation of 
unknown traf.fic was ... from a long term intelligence point of view, 
the chief evaluation problem. "32~ . ·. · 

Comprehensive research work was necessary to systematize 
the evidence available, and the basic instruments of this system­
atization were the Ca:rd Indexes. The card Indexes were exhaustive' 
in detail, thorough and methodicalo The Germans believed that 
the tiniest detail, tnough utterly lacking in any apparent sig­
nificance at the moment of interception, might fP~m pa.rt of a 
significant picture when scrutinized.in context with similar 
details. Thus the mihutest phenomenon, irrespective of its 
momentary irrelevance was recorded.330 

328 I 19b P 13 
329 I 19b p 14 
330 I 19b P 13; I 19g P 3 
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A sp~rial section 1n NAAS 1 kept up to date all card 
1ndexes.3j These will be described below. 

a. Personality Index. This index listed all officers and 
radio operator,s whose names were derived not only f'rom radio 
but from.all sources (interrogations, captured documents, etc.). 

·All names were treated with caution because of the Russian pro­
pensity for using cover names. There was a special file for 
indexing these. 

b. Unit Index. This file contained all information avail­
able from all sources on all Russian units. Each card was 
designed to list the following items: unit, commanding officer, 
chief of staff, components to which the unit was subordinate, 
subordinate units comprising the unit in question,, location,, 
sate of first appearance, and sources of information. 

c. Block:not Index. Both Blocknots and Chi-numbers were 
contained in the same index. A care:ful recording and study of 
blocknots provided positive clues in the 1dentif1catJ.on and the 
tracking of formations using 5-figure codes. This index was 
subdivided into two files: one, the search card index, con­
tained all Blocknots and Chi-numbers whether or not they were 
known; tne otheri the unit .card index,, contained only known 
Block-and Chi-numbers. Inspector Berger observed that the two 
files·formed "The most important and surest" instrument for 
identifying Russian radio nets known to him.332 . 

. . .... ... 

d. Key (Schluessel) Index. This index contained all solved 
keys, irrespective of the areas in which they were used. They 
were arranged according to the.German designation of the Russian 
keys. · .. "The German system of key designation includes a self-

. evident description of the code plus ·an. allotted number; e.g., 
· R4zc 1800: russischer 4-Zahlen· Code 1800 /Russian 4-figure 

code ·1800/. 11333 The 2 and 3-figure keys especially were 

'331 The information on the Card Index down to but not including 
sub-paragraph h,, roilows very closely the detailed report 

· made by Inspector Georg Berger,, in charge of documents in 
· .. KONA l. This report· is No. 8, I 19b pp 16-18. 

332 1 19b p 16 
333 I 19g p 10 
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. "peculiar to definite formations," and thus certain inferences 
about the formation 1n qu~stion could sometimes be made on the 
basis of the key alone.j3'+ -

e. Call Sign ~ndex. All call signs picked up on the 
entire Eastern front, known or unknown, were listed in this 
index, which showed not only the call sign, but also the con­
nection 1n which it previously might have appeared.335 The 
index was .fully cross-referenced and was r~lied upon not only 
for spot identification but for building new call sign blocks.336 

:f. Cover Name Index. The Russians used cover names 
abundantly, not only for wiits, but for "common military ex- . 
pressions and tactical measures as well." Some were so con­
sistently used that all disguise was lost, and they became 
accepted "expressions. 11 On the who.l .e they presented no great 
difficulty and could usually be 1nt,rpreted successfUlly.337 
All cover names obtained were scrupulously recorded by the Index 
Section. In many cases nearly complete cover tables were re-
constructed for the various Russian fronts.338 . . · 

g. Coordinates Index. The map coordinates derived by 
solution of Russian map reference systems were recorded 1n this 
inde:;::, the coordinates being arranged both by the system and by 
the unit niaking use of the system.339 It is significant that, 
even though the coordinate system might not be understood, the 
method itself might be enough to furni~h important clµes 
facilitating the tracking of a particular formation .3~0 .. 

. · h. · Direction . Finding Bearings. This f'ile cons.1.sted of a 
listing of the various bearings on each Russian radio station 
obtained through direction finding, and helped the NAAS to 
estimate the valu.e and signif'icance or the bearings .3lJl 

i. · Air Traffic Index. Russian Air Traffic was frequently 
picked up by operators assigned to search missions. In order 
to spot this intercept as Air traffic, a cataloguing of its 

334 I 19b p 17 
335 I 19b p 17 
336 I 19b p 36 
337 I 173 p 25 
338 :t 19b p 18 
339 I 19b p 18 
340 I 19g p 10 
341 I l9b p 38 74 
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• characteristics was necessary; and to accomplish this a special 
index was set up 1n the NAAS. In this index were recorded not 
only the statistics derived from German Army interception of 
~ir traffic, but also data supplied by units of the German Air 
Force {2nd and 3rd battalions of Air Signal Regiment 353, 
operating with Local Air Forces 4 and 6 respectively). The 
statistics gathered were passed on to the Long Range Signal 
Intelligence Companies (FAK), which were likely to pick up Air 
traffic. The companies did not have sepa~te air data indexes, 
but kept the data in the Army card index. 342 .· 

It should be pointed out th.at in order to insure the most 
comprehensive indexes possible, liaison was maintained laterally 
between the NAAS of KONA l and the other regiments on the East­
ern front. Full collaboration was effected also with OKH/GdNA. 
A system for exchanging current inf'orma.tion, new interpretations, 
co1•rections, etc., operated smoothly, the data being passed by 
telegl'aph or courier depending upon the urgency or the item 1n 
question.343 . . . .· . 

Below the level of the NAAS, card indexes were extensively 
used; but they were naturally less comprehensive, being only as . 
complete as the company cover assignment permitted.344 or the 
card index in general, Roessler made a significant (and char-
acteristic) observation, emphasizing that while "the card · 
indexes formed the indispensable material basis ror evaluation, 
memory, experieilQ~~ and perspicacity of the individual evaluators 
lent the spark. "j J .. . . .. · . 

43. Evaluation in a Feste.--Evaluation in the Feste was a 
matter of Iaentlrylng and interpreting unknown traffic, the inter 
ception of which was its particular funct1one346 ·some character­
istics of Russian communications facilitating identification · 
have been discussed in the preceding section. The systematiza­
tion of this work as carried on by the Feste Evaluation· Section 
showed how the 1ient1fy1ng elements were studied at this levelo 
. · The first task of the Traffic Evaluation Sect1on347 was to 

work up the information into a network diagram, which not only 

342 I 19b p 52 · 
343 I l9b p 16 
344 I l9g p 10 
345 I 19b p 13 
349 I l9b p 4 
347 The data on Traffic Evaluation in the Feste follows closely 

Report No. 9 I 19b pp 19-20. 
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represented the net structure but listed all pertinent informat101 
and formed the basic medium studied. The diagram contained: 

a. The net number 
b. The date 
c. Traffic workings with call signs ·. 
d. The number and kind of messages (if any) sent 
e. The "Direction finding number" 
r. Block numbers and Chi-numbers on any .5-figure messages 
g. Short plain text messages when available 

' ' ' 

In the case or 5-figure traft:ic, this diagram was turned over to 
a 5-figure section, where an attempt was made to identify the 
station from a study of the Blocknots and the Chi-numbers, which 
we:re checked against the previously indexed or charted data .• 

All diagrams passed through the Traffic Ana·lysis Section, 
where the call sign composition was scrutinized, studied in · 
relation to the "Basic Book for Allotment of Call Signs"(Haupt­
verteiler), and, if unidentified, recorded 1n the index. Net­
work diagrams and message~

8
were checked against .the Card Indexes · 

of names and cover-names34 for interpretation in the light of 
the evidence accumulated there. · ·· 

The network diagrams were passed to the Direction Finding 
Evaluation Section, which determined by the location of the . 

· "fixes" whether the intercept was likely to be, for example,, 
Army (if in an area near the front) ·or Air Force; or Line o:f 
Commun1cation traffic ( 1:f in a rear area). · .. 

. The diagrams went finally to the final Evaluat1on349 or 
Fusion Section,, whel'e the results enter,ed on the. diagram by the 
various sections were weighed an.d considered 1n the light of 
information passed to the Final Evaluation unit by the Crypt­
analytic .section. From here the traffic identified by the 
Fi.nal Evaluation unit was reported to the NAAS, together with 
the tactical 1nformat1o~ derived from the messages. The findings 
guided modif'ication of the cover towards dropping the less im­
portant traf:f1c and placing more sets on the "interesting" 
circuits. · 

44. · Evaluation 1n a FAK.--The Evaluation Section 1n the 
FA:K was apparently organized like that in ;, the Feste, although 
the .relative dearth of· evidence availalE precluded drawing~ 
close parallel. Presumably 1 t differed in :function from the ·· 

348 The source did not make clear whether this function was 
· performed in the Traffic Analysis Section. · 

349 Endauswertung; I 19g "p 3 
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Evaluation section in the FAK worked on identified traffic 
as well.351 

As in the case of the Feste, the basic document of evalua­
tion was the network diagram, prepared by the Traffic Evaluation 
section. This diagram included all evidence by which the station 
in question had been identified (in the. case of 5·-f1gure traffic, 
the Block.nots an.d. Chi-numbers) and other significant· data. · 
Apparently, as in the case of the Feste, this diagram pa:.-sed 
through various sections devoted. to direction finding evaluation, 
traffic analysis, work on unidentified traffics, contents eval-
uation.352 and finally to fusion or final evaluatlon.353. .· 

45. Cryptanalysis in the KONA.--The details of cryptanalysis 
performed by the field units are discussed in Chapter VI of this 
volume. Because of the importance of cl'yptanalysis in the total 
evaluation, however, it is peI'tinent to note here the organiza­
tion and function of the sections carrying out this work at KONA 
level. 

Cryptanalysis in the NAAS was performed by a special section 
separate from the Evaluation and Traffic Analysis sections. The 
cryptanalytic section totalled less than 60 persons. It was 
divided into subsections, the most important of which was that 
d~voted to "new developments." Other subsections were 2-figure, 
3-figure, 4-figure, NKVD, bookbreaking,, and plaintext examination. 
TheEe was also a small subsection devoted to admin1strat1on.354 

" The cryptanalytic section had the following tasks:355 

a. To collect and work on the traffic which .the companies 
could not deal with (whether because of lack of material or 
preoccupation with more important systems). · . . . . : · 

b. To test and check doubtful solutions passed up by the 
companies • . 

c. To eJ&tablish whether keys broken by.the companies were 
the first examples of their kind; to complete them and put them 
in a handy workable form (the so-called "basic form"), and to 
assign a number to each key appearing in the area of the regiment. 

351 I 19b p 5 
352 The section concerned with content evaluation "Lworked/ on 

all readable messages, (identified) places, names and-cover­
names •.• and sees to the immediate forwarding of all important 
messages to the NAAS." (I 19b p 5} 

353 I 19b p 5 
·354 I 19b pp 10-11 ,· 

355 I 19b p 9 
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d. To pass back d'own all solved key systems to companies 
who might be concernedo 

The function and organization of cryptanalysis in the long 
ra.nge companies (both Feste and FAK) appears to have been much 
the same in each. On paper, cryptanalysis at company level was 
a part of the evaluation platoon, in contrast

6
to its independent 

position as a separate section 1n the NAAS;35 it appears to 
have functioned in.practice independently, however, because of 
the special nature of its work.. The evidence indicated that.' 
there may have been 15 to 20 persons en~ged in cryptanalytic 
work in the company evaluation platoons .3'.J7 . . .. · .. 

"It was the task of company.cryptanalysis not only 
to solve systems, to recover ciphers, to decode already 
known procedures, and/or to translate all this material, 
but also to contr1but~ to the ident.!f1cat1ori and inter-

. ;eretation of trat'fics on the basis of keys employed ••• 
LThe cryptanalytic section! cooperated closely with . . . 

cryptanalysis of the NAAS, but was so organized and 
equipped that it could work on most messages itself. 11 358 

. : . . . . . 

. . The cryptanalytic group was divided into separate sections 
for plaintext message translation, 2-, 3-~ and 4-figure traffic. 
( :ooe section for each), and a general section which kept card .· 
indexes and lists and performed certain administrative duties. 

'These sections, besides being responsible for the solution of 
new systems, the recovery of additive, and the decoding of 
solved systems, played an important part 1.n traffic 1dent1fi­
cat1on through a study of the keys employed.359 The key indi­
cators, which the Russians placed at the beg1ruiing and often 
at the end of messages, were ·arranged by the numeric~l desig­
nation ar.bitrari~Y assigned by the Germans to Russian keys 1n 
an index f'11e 03 .. · ·· ·.· . . 

The cryptanalysts relied heavily upon the card indexes 1n 
their work, ·and also had at hand graphic and statistical pre­
sentations of single letter, digraphic~ and trigraphic fre- . 
q·uencies, and lists of pattern words. 3ol 

356 I 19b p 6 
357 I 19b p 11 
358 I 19b pp 11-12 
359 1 19b PP 11-12 
36o. l 19b p 41 
36l I l9b p 41 
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They cooperated closely with the personne.l engaged in the 
rinal evaluation section, often passing notes with the trans­
lated messages calling the attention of the evaluators to. t .he 
key employed on the message or to peculiarities which might 
have a significance when Vi·ewed 1n relation to the total .data. 
Moreover, the cryptanalysts kept in touch with those responsible 
for intercept, to the end of gbta1ning the best pt>ssible copy 

. for solution of new systems .3 2 : ... 

46. Reports. --The findings of the. intelligence units were 
passed to the operating agencies in various reports, and the . 
intelligence in them was made available by an efficient reporting 
system. Captain Roessler observed that "a smoothly functioning 
report system was the chief problem discussed at almost all 
meetings to consider organization. 11 363 . In general, careful pro­
vision was made both on low and high levels for efficient report­
ing. · The reports were passed either laterally to other field 
formations or upwards through signal intelligence channels to 
the higher ~gencies. "Hot" items were sent out ln "Advance 
Reports, 1136 while other important but le,ss 1).rgent conclusions 
were sent in the dally "Situation Reports. 11 305 

. · The gompanies were required to provide highly detailed 
reports.36 They had to exercise their own judgment, showing 
initiative and intelligence 1n selecting the items to be passed 
on • . A great deal of material was never reported at all but 
simply went into the car~ indexes of the companies. The com­
panies had to distinguish urgent from routine items, and· the 

,NAAS frequently rebuked the forward units fo~ a failure to send 
back in a "flash" ~hat they h8d allowed · to get through only 1n 
a routine report .3 7 . . . . · .. · . . 

The NAK maintained an evaluation platoon at Company Head­
quart~rs which correlated and interpreted the materials from 
the other platoons, and reported the findings 18.terally . t _o the 

/ Army Corps G-2 and upward to the NAAS .308 .. . · · 
The basic technical report at company level .was a "Day 

362 I 19b p 12 

363 I 19b p 13 
364 I 19g p 7-
365 I 19b p 14 
366 I 19b p 13 
367 I 19g p 7 
368 I 19g ~ 5; I l9b p 22 

• 
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Report 11 made by the intercept operators, listing all. traffic 
heard ·on the frequencies monitoredo There were columns for 
recording the time of intercept, the frequency upon which the 
traffic was taken, the call signs to and from, the contents · 
of the transmission, the intercept number and remarkso All 
intercept operators made similar logs, which gave a picture 
of the total traffic carried on a particular link or network. 

These logs provided the company evaluation sections with 
the subjegt matter studied in drawing up their Situation 
Reports.3 9 A typical Situation Report described the deploy­
ment and status of identified Russian units and reported any 
appearance of a new unit.370 · 

The reports issued by the Feste and the FAK were much the 
sameo These 1ncilded:371 

a. Twice-daily Network Reports (Netzmeldungen) 

b. · Advance Reports (Vorausmeldungen or SofortmeldWlgen) 
for important tactical items 

c. Daily Situation Reports (TageameldWlgen) for a summary 
of the day 0s Advance Reports and all less important data 

These reports were sent to the NAAS for f\lrther interpretation, 
and s1gn1ficant

7
~ntell1gence items were then passed laterally 

to the Armies .3 A :I:ong range company ne.eded an averag~ of 16 
typist hours to get out its daily report for the NAAS.3fj 

The ·Feete on the Eastern front issued 1n addition to the 
, reports listed above a type of report known as the "5.-figure 
offer" for circulation by OKH/GdNA to the other KONA vs. The 
purpose of the 5-figure off er was to assure the maximum ex­
ploitation of information available, and 1n effect constituted 
invitations to all KONA's to check the data 1n these reports 
with their own files. They listed all current data derivable 
from the ·external cha.racter1st1cs of messages consisting or· 
5·f1gure g.roups.374 . . 

The section at the NAAS for technical and tactical analysis, 
collated and combined the significant findings from all these · 

369 I.173 p 24 
37o I 19b pp 21-23 
37l I i9g p 8 
372 l 19g P ' 8 
373 I 19b p 13 
374 I 19g p 8 
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reports with the data at hand, passed material not immediately 
exploitable to the various specialists 1n the :NAAS for a further 
11 squeeze" and passed its combined report to the Ar-imy Groupo375 
Roessler re.ferred to the daily Situation Reports issued by the 
NAAS as a "La.gemeldungo 0 

· 

Information furnished by members or In 7/vI showed tbat 
the Signal Intelligence Reports issued by the Evaluation Centers 
of some regiments were called 11Funklagemeldungen. 11376 These 
consisted of' rour component reports: 

ao Direction finding reports (PeilmeldWlgen) 

bo Radio traffic reports (Betriebsmeldungen) 

cJ. · Radio clear text reports (Funkmeldungen) 

do Radio code-text reports (Verkehrsnachr1chtenl 

· These reports went beyond In 7/VI and were passed to the 
"Army Group commander as well as to the Army High Command and 
other echelons and commands· on a. distribution list of 14 li·et1ng 
1_1s tings o 

11379 

375 I 19g p 8 
376 IF1 105 p 4 
377 These were the evaluated daily reports compiled on call 

s:t.gns (Rut'ze1chen) and radio tra!'t'ic (Verstaendigungs- . 
. verkehr) of enemy and neutral broadcasting stations . 

(F'Unkstellen'). · · . . . · 

378 These contained the decoded and translated texts of enemy 
messages. 

379 IF 105b p 4 
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VOLUME 4 

Chap~er VI. Russian Cryptanalysis 

Section A. Organization o~ ·Cryptanalyti~ Et.fort 
aga~nst Rus~ia 

Paragraph 

Review of Central .Office Organization ••••••••••••••• 47 
Review or Field Office Organization •••••.••.••••.••• 48 
Assignment of Cryptanaly~io tasks to the 

Office$ and the KONAg s •••••• • • • • • • • • • • • • • .. • • • • • • • • 49 

47. Review of Central Of.fice . Organization.-- Prior 
to 1939, an agency kriown as the Intercept Control Station 
(Horchleitstelle,,abbreviated HLS) had a section for 
handling Russian fraffic; but little is known in detail 
of its achlevements.385 In summarizing German activities 
before the outbreak of war with Russia, Lt. Col. Mettig . 
(second in command of OKW/Chi) stated that the Germans 
were able during the first Russo-FiIUlish var to break a 
number of two-, three-, and four-figure codes .386 · In · 
addition, a copy of ·the Russian five-figure code . was 
obtained ft>om the Finnish General Staff. (This particular 
code was used by the Hussians in the . .first year of war 
wlth Germany.387 The Intercept Control Station (HLS) was 
replaced in 1941 by two agencies, .Inspec tora. te 7 /VI 
(abbreviated In 7/VI)(serving as a cryptanalytic unit in 
Berlin), and the Control Station of Signal Intelligence 
(l .. eitstelle der Nachrichten Aufklaerung, abbreviated LNA) 
in Zossen.388 The section for Russian cryptanalysis that 
hci been part of' HLS remained attached to In 7 /VI during 

' l;he first few months ot its existence; Russian 11eve.luation" 
was done at LNA. · Both organizations felt, however., that 
cryptanalysis a.nd evaluation should be done further forward; 
and late in 1941, the Russian section of In 7/VI (including 
cryptanall:sts and evaluators) vas sent to Loetzen 1n East 
Pruss1a.3tl9 This section' formed the nucleus fol' a tnird 

)8.SIF 181 p 4 
3861 78 p 3 
387

1 78 p -8 

3aar 78 p 5 
3891 7a p 8 82 
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central agency, the ·Intercept Control S~tion East ' · 
{Horchleitstelle Ost, abbrev.lated HLS 0$.t). From this· . 
tlme·until November,1944, German Army Signal lntell1genc~ 
ac1tivities were shar~l.Y: divided into. non-Russian {per­
:formed at In 7 /VI)59v, and, int.o Russian (per.formed at. 
HLS Ost S:Q.d LNA). . . " . .. . .. .· . 
. . In October,1944, liU> ·Ost and LNA vere aml!llgamated, 

· together vi th In 7 /VI, · into t})e ·Signal Intelligence Agency 
of the Army High Command (Oberkomma!.ldo des Heeres{ Gene.ra.l 

- der Nachriehten Aufklae:rung; lJ,bbrevia ted O,KH/GdNAJ, the . 
one .final central agency o.f.j the war, 391 ·. · . . ·· .. · · .. 

For the ultimate breakdowno.f OKH/GdNA in detail see 
Volume 4, Chapter II.392 In br!ef, the . assignment or . 
Russian cryptanalytic :r.~etion.s were . as r'ollow~: . .· 

Group II! (under Capt. Gorzolla): evaluated t:ra:f:fic 
and cryptanalytiQ work :fro.m the Russian front 

' ,· . 

• 

Group·IV. (under ·Major Hertze) : - did all th~ cryptanalytic 
· at OKH/GdNA : . . . . . . -· . . . : · 

Section 3 (under Lt. Dettmann)t:'" the former 
· · cr1J>tan.al7t1c ·section of JiLS Ost, 

and h&ndled · 
a. Rus$1an NKVD traffic 
b. Russian Army traff"ic 
.c. Russian Pa·rtisa.n traff'ic 
d. Research on Russian Systems 

390 Discussed in · Volume 4:,, Chapter VII 

39l The amalgamation was riecess1 ta ted. by the retr~at of .. 
Jll..5 .. Ost to Zoss~n, where In 7/VI and LiiA were · located. 
This move was .. one or operational :rather than crypt­
analytic· expediency: ' the Russians ·were advancing; HLS 
Qst was retl'eating; and when the home of·f'1ce and the - . . . 
field ery-ptanal7tic and .. evaluation o:ffices were all cl9se 
together, it was certainly more expedient to combine . · 
'them. The result: . GdNA. · · 

392pe:rived almost wholly .from IF 123 .. PP 6-14 

83 f / " 
r I ; · r . 
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Group V ·Section l (llllder Specialist Block): re­
constructed Russian call signs · 

Section 2 (tinder Specialist Block): ex­
ploited captured Russian docu-

, ment8 of signals.interest 

Group VI (under Capt. Roeder .at Potsdam): .. 
Section 1:. worked on high-grade machine 

systems , . 
a. Intercept and evaluation of 

Inte:r ... soviet State Traffic 
.b. Intercept and evaluation of 

Russian· Baudot tz·aff1c 
c. Intercept and evaluation of 

Russian Army traff 1 c · 

Section 3 of Group IV in the above chart was the Russian 
cryptanalytic section. It mliY be assumed th&t HLS Ost,, 
although amalgamated into Gd.NA,,. continued very much as 1t 
had in its duties, and that the work perf"ormed earlier by 
HLS Ost was ident1¢al in nature to the work, performed later 
1n Section 3 of Group IV. of GdNA. 393 . . 

48. Review of' Field Office Or~anization • .;..- While 
preparations Vere being ma.de .:for t e attack on Russia, it 

·was f'ound that. there was a.n ~a.cute. shortage" of crypta.nalysts 
available for field work.394 Crypt::1,nalysts were culled from . 
the fixed intercept stations and trained for .field work with 
the newly.organized S1gnal lntell1gence.Regiments (Kommandeure 
de:r Nachr1chten Au.fklaerung,, abbreviated KONA). Five·of' these 
regiments were sent into the field as complete low level . 
intercept and evaluation'units a.ttaehed to .4\rmy Groups: tvo 
went to the western front; KONAs l, 2,, &I\d 3 ve:re assigned 
to the eastern rront. These eastern KONAs were supplemented 
in 1942 by KONA 6,, which was sent out to cover the German 
campaign in the Caucasus395, and which was attached directly 
to HLS Ost. Low level CrJ"Pt&nalysis and evaluation was also. 
done by KONA 8 and KONA Nord, whieh were made up from other 
Eastern front signal intellige:f.~'.:'e regiments, and activated 
in late 1944 and early 1945. · 

393Nothing is · kiiown ,from TICOM sources or .the cryptanalyt1·c 
activities of KL5 Ost befol'e its amalgamation into. GdNA 
except a brief statement or Mettig. ln. I 78 p 8 . · -

3941 78 pp.4, 7· 
395nF 18 p Bl 
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The organization or field uhits for cryptanalysis has 
already be.en discussed. in detail.396 Since the information 
on ·Russian cryptanalysis used in this chapter, however, . 
~rives as much from interrogations or prisoners .. engaged . 
in fleld operations as .from .thediscussion of cryptane;lysis 
Of GdNA 397, . the . . reader · 1 s ref erred .for . a brief' .review to 
the chart of organization· or KONA l 398 about which veknow 
more than any other as it wa:s c.aptured · in to to. 399 

. ~~ 

of' 

49. 

. . . . 

.. .. . . "Once the :forward crypto-a.naiytic un1 ts ha~ ·been · · · . 
set up a.Iid attached to the various forward wireless •· · ·. 
uni ts 1 t was agre~d to allot tq them tJ::,.e lnV'estiga tio.ri .. 

.. of· forward and Line ' ot · Cdmmwi1ca tiori traf.f ic which· could 
be solved in the f"ield • . In 7/VI re~ined., hc;jwever, ... 

. r~spc>nsible for . all .army crypt6-analytic work and con- · 

. centrated on the. most d1f.ficu1t and wis~lved procedures. 11 

. ' • ,i . : '. 

or the assignments r6r ~s Ost and LNA as centralof.fic~s, 
or :for varlo.us KONAs in the .field, there is no stat~ment 
1n TICOM interrogations. ·Of GdNA, there is . only .the state­
ment o.f Dettmann and samsonov 401 to the e.ffe.ct that· "the 
solution o.f agent, guerilla, ·and. Kundsch8fter t~at.fic w~s .. .. 
the :;.r,~~ponsibility . ()~ Referat ·3c .£9.r . Group·. rv\" . Tlie ·fui~~e, . . 
extent, ·and _·assignmen:t o.f cryptanalytic WOJ'.'lt .. to the~e \lt)::l;:t~, · 
both centra:t and .field, -can only . be inferred · fl'om ·the dis-

. cuss.1,ons of' . the Prisoners of War regard11?8 · solution and. ; 
achievement,; 402 . . . . . . 

396volume 4 Chapter · 111 ·· ~. ···-· 

397nettmann and Samsonov, "A Heport on .Russian Decryption· 
in the Formel' Ge:r-ma.n Army", published as DF 18• -

398 ' . Oharts · 4 ... 1, · 4 .. ~ 
399see.also Volume 4, Chapter v for discussion or the 

.functions and duties Of the various :field. units. 
4001 78 P ·a . 
4011 li6 . p 7 . 

. . 402DF~l8 essiP!, .for Gd.NA; all ~eports quoted 1h . thls ~haptel-, 
· · pas$!.:l.P1, . ro~ the KONAs 

_------'---.'. - · ----=- - - .• .... :.! .. .:::: ... 2 _ .. - ___:___ - _:_ _ _ . 
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It is clear, in all the interrogations, that actual 
cryptanalysis was done on all levels ot rield operations 
&nd the central offices almost interchangeably: from 
the lowest level (where 1 t was considered merely a . · 
.fwiotion or "evaluation") up through the highest level 
(where it involved pure mathematics and the assistance of 
IBM machinery). By 1nf'"erence ·. rrom the interrogations, 1 t 
can be said that, with one or two except1ons,403 all types 
of problems were handled in all wiits. The flexibility of 
cryptanalytic assignment was determined mainly by the 
Russianse use of their own systems. Aside from ma~hine 
traffic and five-figure codes (Army or NKVD), which it 
can be assumed contained the most important operational 
commun1cat1ons, the Russian tactical, strategic, and lower 
level operational eommunica tions were not carried· in any · 
set category or systems, determined by their relative··. . 
1mport~ance. Two-, three-, four-, and even some fi ve"'."figure 
traffic was used. by' the·. Russian Air. Force, the NKVD, ·and the 
Army EL.t ail lev~ls' of' operations·. · The German Army crypt­
analytic effort, there.fore, was oriented to fit the situation 
as determined by Russian usage. The discussion of' crypt~ 
analytic ·operations ori the part of German Prisoners .of War 
was invariably set f'orth in term8 of types of' encipherment 
and d:lfficulty o:f solution, and took the form of tv.o-figure, 
three-figure, rour-f'igure, :five-figure, NXV'D, address, . . 
Agents 8 solution. As Lt. Loeffler pointed out, in discussing 
company ol'jp~nalys1s; "The stJ.'.'ength of the various se.ct~ons 
was modified.to cope with developments on the.Russia.n'side'.""-· 
namely, the shifting or-emphasis from 2-figure to·3-figure, 
and then later to 4-.figure~" Cryptanalyt1o·seat1ons were 
diyided according to this scheme in the company (FAK}, the 
battalion (NAA); and the central agency o.f the·KONA {the . 
NAAS). Theaame scheme was followed by Dettmann and Samsonov 
in discussing the w~ole problem of Ger:ma.n Army cryptanalysis 
of Rus~ian systems ~:04,, and appears to .be the underlying . · 
4 ; . 

03 5-figure.codes and part1san:and·agents 9 codes are to 
be discussed later in this chapter. 

404nF 18 
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basis for the organization of training the "Russian 
Cryptanalysis Course" given by.G;roup IV of OKH/GdNA for 
f'1el.d training.405 In this course, more attention was 
given to two-figure tables and·three-figure and f'our-
f1gure .codes becau8e Of their Operational frequency, and their 
importance for taot:tcal and strategic intelligence./ 

In short, the various ci-yptanalytic assignments.seem to 
ha.vet been determined for the most part by how. the Russians , 
used their own systems (operational area and itrlportance) 
and by the amotint·of time and manpower the Germans needed 
to effect solution. A summary of' the assignments follow: 

405 

406 

/ 

.two ... figurecod~s were worked on mostly by the companies· 
(where, it has been po+nted.out, it.was considered 
part of' ''evaluation") because. of the simple· solution 
and the immediate need for the tactical 1,ntelligence 
involved; but it was also handled by.the battalion 
(NAA), the central KONA agenc1 (the NAAS);; and · 
even· by the home of.flee· (GdNAJ: Lt·. Dettmann .says 
that solving the two-.figur~ codes ·was "merely a 
.form o.f crossword puzzle. "406 ·· · · . 

three-f:l.gure codes were worked ori in the companies, but 
· were also handle.d by the NAA, the NAAS and HLS 

. Ost. 

:C 166, complete 

IF5p6 . 
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four-figure codes offered more difficulty in solution, 
since a large amowit or' material was "absolutely 
necessary ••• the majority of unsolved four-fig'iire 
codes were abandoned because of an insufficient . 
number of messages"407; these were handled by the 
NAAS and GdNA, rather than on company level, ·. 
because of the lack of men, machinery (IBM), and · 
time necessary for solution on a forward level ... 

three-figure and four-figure signal codes were con ... 
sidered somewhat "special" and were h&Iidled in· 
the company (FAK) by "chosen· cryptarialysts, . 
sometimes bJ' the. chief cryptanalystt'40B and' in 
the NAAs.409 · 

f'ive-f'igure codes, which were generally con.sid¢red 
unbr~akable, were handed by GdNA, thpugh KONA 1 
for. ·a period did five-figlire cryptanalysis inde­
pendently410;. Dettmann and Samsonov state that 
five-figure traffic· was submitt.ed ror the ex­
alusive processing. of the~A7. 11 411 

agents 1 codes, which had always been done in the cen­
tral o:f"f1ces 12, were "the responsibilitr, of 
Referat 3c"413, ma.inly b~cause solution 'depended 
on captured material. 11 41Jt They were probably 
given to these central offices by other thS.n 
Army sources. · · · · 

4071 191 p 8 
40S1 19b P .. ll 

409r l9b P i1 
4io1 l9b p 43 . 
411nF · 18 p 83 
412see ·volume 
4131 116 p 7 
414ibid. 
~~ 

4, Chapte:r VI and lat!?r in this Chapter 
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NKVD systems formed a special group of' wireless traffic 
from the Russian and the German points ot v~ew, 
and cryPtanalysis of' NKVD material was handled by 
the NAAs415, LNA416 and GdNA {through 4-figureJ 
(five-f1gure)417 · .· . 

machine ciphers were considered on the .same level or 
solution as five-figure code and were handled 
exclusively at Gd.NA 

Whatever systems were solved, or could be easily solved 
and deciphered, were done as far forward and with as rev · 
men and as little time as possible. When more time, or 
manpower, o~ mechanical (IBM) or theoretical help was needed, 
the solution was removed as far to the rear as pra.ctieable 
or necessary~ Because of th9 difficulty involved in solution 
of five-figure codes (Army or NKVD) and machine traffic, 
the ~QdNA was obviously the best agency :for handling these; 
at the other extreme, the companies could almost always . 
solve and process two~figure systems, because of their 
simple encipherment. All systems or intermediate difficulty, 
however, were assigned not only to these units but to the · 
intermediate units, depending on state or solution, amount 
of material necessary, number of men required, etc. Rather 
than outting across systems and thinking in terms of _specific 
levels or operation and levels of intelligence priority, both 
the· Russians and the Germans thought in terms of types of 
encipherment. In discussing the German Army cryptanalytic 
effort o:f Russian systems, ·therefore, the discussion will. 

· take the form of two-figure, three-.figure, f our-f 1gure, 
five-figure, address, NKVD, etc. · · 

4151 96 pp. 46-47 
416 

ibid. pp'9-10 
417nF 18 p 63 
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VOLUME 4 

Chapter VI. Russian Cryptanalysis 

Section B. Cryptanalytic Achievements against '"· ·-. •. · 
Russia 

• I ! 

Paragraph 

2- .f igtire codes . .......................... -. . . . . . . 50 
3 .. figure . codes ........ ............. . ·............ 51 
4- f!gt1re codes.......... . . . . . . . . . . . . . . . . . . . . . . . . 52 
5- !91gllre codes ................... ·.. .............. 53 
f,.ddress Codes ...................................... · 54 
)Si see llaneous. ~ . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . ·55 · 1~1 ~~;~t~~~ecodes 

c Periodic and columnar substitution· 
d Coordinate systems · 
e Machine ciphers 

NKVD a·nd Agents e codes. o •••••••••••••••••• o • • • • • • 56 
(a) NXVD codes . · · 
('b) Agents o codes · 

50. 2-rigure codes.-- 2°rigure codes were used by 
the Russian _Army, Air Force and NXVD. In the Army, they 
were used by Arrrf3' Groups, Armies, Corps, Divisions, and 
Regiments; and by small independent special units such 
as Combat Engineer Brigades, Motor Regiments, and Artillery 
Brigades. In the NXVD, they were used on frontier regi­
mentf:.l networks and from divisional level downwards. 

Solution of 2-figure systems was done mostly on company · 
level (FAX.), but was also handled by NAA, the NAAS, and 
the GdNA. 

a) The PT-39. The ·PT-39 (Peregovornaa Tablica, 
literally 'conversation table"), a 2-rigure code placed in 
a square 10 x 10 and then enciphered by substitution through 
a 2-tigure, 10 x 10 La.tin square422, can be taken as the 
"mother" 2-rigure code.423 

422 1.e. no rigure was repeated in any row or column 

4231 191 p l;I 19c p l 
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(Actually, according .to the Dettmann and 5amsonov424, the 
first 2-figure operational system ·used over a long period 
by the Army and Air Foree of the whole Soviet Union was . 

· PT-35, a code with 100 values, re .. enciphered dJl.ily vit~in 

~• 

the individual networks. In the -last months of 1939, 
PT-35 was replaced by PT-39 .. J From 1940-1942, it was . used 
.far more than all other codes combined.425 .PT~39 vasused 
by A!'nf1 Groups, ArUlies, Corps, · and Divisions .. · The identifi­
cation of the latin square used tor enciph~rment enabled · 
the Germans to .establish to which Russian front or army the 
wireless station uslng lt b~flonged, or whether it was an 
Army or Air Force Station. Since the sqUa.res were often 
.used tor several months, the reconstruction of squares could 
be easily checkf,ld; this ·appears to have been hardly necessary, 
however, since the rows and columns could be solved · (recon­
strueted) with a ininimum of 15 .to 20 groups. The mesa·ages 
were of a teehnieal signal or tactical nature, the latter 
more especially after the beginning .of .the Russian campaign 
in June, 1941. This particular code (PT-39) was used from 
the extreme ·south to the extreme 'north of the efi.8tern front, 
and in :the back areas as . far as the Caucasus, middle Asia, 
and North Persia·. 426 · · · . · • · 

b) The PT.:.42 and PT 42N. The P.T~39 was superseded in 
May 1942 by PT-·42. · There is a .flat disagreement with this 
statement. in the report of Dettmann and samsonov, who say · 
that "at the beg1nn1pg Qf 1942, PT 0 4l came.into use as the 
successor of PT-39. "427 · Dettmann, .and Samsonov do not · 
mention PT-·42 at all, but .their description or PT-41 corre­
sponds to the description given of PT"".42. They are very . · 
probably the same code and eneipherment, misnamed by one 
or the·other or the Prise>ners of war. The PT-42 was similar 
to PT~39 in construction except that the distribution or 
424DF iS p 45 
4251 19c p l 
426

1 19c p 1 
427 . 
. DF JL8 p 47 
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·values in the basic square was ma.de random,, and V8l'ia.nts 
for values (as many as four for common letters such as 
o, e, 1, a) were introduced. The enciphering method was 
the same as for PT-39; b:ut because ot the random nature 
of ·value assignment in the basic aqua.re, the solution of 
a row (or column) ot the enciphering square now required 
abo·ut 30 groups./ PT-42 was restricted in use to Army G:roups, 
Armies, or Corps. For divisions and regiments, PT-42?1 was 
used. It was smaller, wi.th a square 7 x 10 instead of 
10 :x 10, but its construction was the same as ~-42. As in 
the· case ot PT-42,· enciphermant .was performed by rows, but 
these were zaarely derived from a La.tin square. It was 
used almost exclusively from division forwards and remained· 
1n :rorce tn some cases until l944.42tl It produoed much 
tac·tica.l intoI'Dla.t1on. · 

o) The PT-43. The PT-42 and PT-42N were superseded 
{no date given) by PT-43, which was the last general 
2•f':Lgure code used and which remained in force u9 to· the 
cap:Ltulation of the Germans. Unlike the basic square in 
PT-:59, PT-42, aild PT-42:N, it contained no-letters.' PT-4:;, 
ti!~u .. :'.-~1s~d. f'or addresses, ~~t1cularly by the A.ir Force and 
the PWO (A. A. Defense;.~~ . 

d) In addition to PT-39, PT-42, PT-42N, and PT-43, 
sma:tl·independent special units, such as Combat Engineer 
Brigades» Motor Regiments and Artillery Brigades, had their 
own h0me-made 2-f igure codes which were of'ten in use tor · 
only short periods and which, besides the letters of the· 
alphabet and numbers, contained sp~~0ai1zed expressions 
appropriate to the unit concerned. ~ · * 

428:r l9o .PP 1, 2 

429r 19c p 2 

430:r l9C p 2 
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It 1s clear i'rom all the interrogations that 2-figure 

codes were not always in use, but were being constantly 
read •. Prisoners of war oi' NAA 11 said that the last known 
PT table vas PT=43, but that they could,not reconstruct it.431 
But their statement 1s -the <?nly contradictory one among 
many others according to which solution was not only. easy 
but current. Capt. Noletzko, (of Ln. Reg. 353) tho1:Jgh 
speaking ma.inly or air systems (ground/ground, etc.) said, 
for example, that 2-f1gure codes were used only by forward 
troops and were almost 100% readable;43~ he admitted that 
rnuch assistance was gained thro:ugh security breaches on the 
part o:r Russian operators, but 1n~1sted th.at 2-figure trarf1c 
\ras never very difficult to read.433 For Lt. Dettmann, 
solving the PT codes was 0 merely a form of crossword puzzles o "4Y 
Gerlich stated that one or two men were sufficient at NAAS 1 
t;o· cope with current decipherment or 2·figure messages, 
espec:ially as the greater part of them were already being 

· solved :in , the companies, but added th.at solution was ma.de · 
easier. vhen plain text was interspersed.435 • 

The Prisoners of War or KONA 1 stated categorically'that 
the Rµssians praetically ceased using 2-figure codes after 
1943.~36 But other evidence would indicate that the Russians 
continued to use them up to the cessation of hostilities,, 
although only for forward troops. Capt. Schmidt stated 
that the Ar~ and NKVD used 2-figlll'e,codes up tot~ e~d of 
host111t1es437; but Gerlich said, "In the last stages 2· 
figure syste~s only occurred where the wi1ts were engaged 

. 431!' 106 p 2 
4:321 75 p 10 

'4:331 75 p 4 
434IF 5 p 6 
4351 191 pp' 2, 3, 4 
4361 l9c p 1 
4371 55 p 11 
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in fighting: Thus it is to be expected that they are 
still being used in the Red Army even if they are not 
appearing at the rnoment. 11 438 . . 

51. 3-figure codesT- 3-figur~ codes were used by the 
Army,. the Alr~Force and the NKVD. ·They were used first 
(194lc·42) mainly by the Air Force; later, more widely by 
the Ar·my. Every Army Group, Army, Corps, Division, Brigade,, 
Regiment and Battalion had its own 3 ... figure code. The 
3-figure co.des were_ replaced by 3-figure Signal Codes in 
1943 which were used.by al,l units from Army downwards. In 
the NH:vD,, they were used by the Black Sea Fleet and.from 
division downwards~ · 

. Solution or 3 ... .r1gure codes, .Weill carried on mostly in the 
compan.1es (FAK) ,. but since the 3-:figure codes offered more 
difficulty to solution than the 2-figu;re codes, they were 
also handled by the ~ .... the NAAS, and HLS Ost. 

Three-figure cod.es were .first :aoticed in February, 1941. 
They we:re used. increasingly from May, 1941 and the beginning 
of the Russian campaign. From then tintil the second half 
o:f 1942, the Air Force were the greatest users o:f this code 
and each Ai:r Pivision had its-own cipher. Iri 1942. the 
.first Army unit (the 48th Army then in the Caucasus} started 

. usin~ 8 three-figure··syllabic code. 
By the timeo:f Stalin,.grad practically ~yery_Army erigaged 

in the battle had its own 3•figure cipher."439 Although 
they speak of speci.fic 3-figure codes under various c:l,.rcum-
s tances, ·Dettmann and. Samsonov do not discuss any 3-figure 
codes ·as such; it.can only' be assumed that they considered 
the type of book and encipherment so similar to the 2-figure 
PT series that they did not warrant discussion as a special 
type. · · 

Like the 2-figure system, the 3-.figure system· consisted 
of a C'ode-book, and an enciphering table or some sort. The 
:first '.3-f"igure codes were simple 11i ·.rorm, and were .ma.de up 
o.f several pages (at most 10) which contained q.ommo11 words 
arranged alphabetically.·. Originally· the letters of' the 

191 p 4; see also DF -1,8, ·p 47 
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alphabet ve:re placed at the end of the book (arranged al ... 
phabetically, semi-1"·9.ll\\.an, or r.9l<:t'l:om), but were soon after­
wards put into the book in thei:ra alphabetic position. After 
some months, this total alpha.bet1c1ty vas replaced by a 
partial ... alphabetic arrangement (alpha.beticity maintained, 
only within lette:rs); and numbers were scattered at random 
through the book.440 The book could have 1,000 groups, 
but 1st. Lt. Schuber.t stated that the average yas. 300-800,, 

. ·~ "in general small scope, but· .frequent change. 11 441 Ir the 
code were· smaller than 1,000 groups, alternativ~s were given 
either to pages or first figures of the 11nes.4lf.2 The methods 
of enciphering were extremely varied in deta11s, but always' 
involved encipherment ·of a. single figure separately.443 · 
The substitutions could be constructed without any recognizable 
system or they could be made up .from a Latin square; the square 
usually 'lasted a.bout a month,, although in the ,Air FoJ"ce, it 
sc>metimes lasted longer.444 Schubert 'stated that "Towards 
the end, there appeared quite -isolated .4 to 7rfigure sub.,._ 
st;itut1on systems-- presumably private· systems of the zie ... · 
spec ti ve cypher departments. l 1~g1ne th,1:\J -~.9 be, so as 
they appeared very seldom. n445 . ·· 

The · only speei.f ie 3-figure code re:rerrled ·· to. 1.n TIC:OM · . 
is vhat ~he Germans called· R3ZC (Russian,, 3-Zahlen f1ig~eJ, 
Code) me.ptioned by·Corporal A. Faure ·Of' NAA 11, the "Norway 
Party .. "4~6 . {;It va~ a code ·with 10 pages of 100 positions 
each,, 10x10,, alphabetically arranged. ·Only the hundreds 
and tens figures of' ea.eh gro.up were enciphered!'} In general, 
either the 3-figure COde book. itself or the method Of ·en•· 
cipherment were so· varied that Prisoners .of .. war were· able to 
remember only general charaete:ristics, .no specific ex8.mples. 
44 . . . .. 

· 01 19e pp 21 3 
4411 26 p 2 '. 

4421 19c'p 3 
443

1 19C: p :}; I 26 p 2 
4441 19e p3 
4451 26 P3 
4461 55 p 12. 
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The 3-i'igure code, it is clear i'rom all interrogations, 
was used me.inly by the Army, but also by the Air Forces. 
According to the.Karrenberg ~ty, on regimental networks 
and for less important messages on the level of assault 
armies, mainly the 3-figure code (with a 2-.figure latin 
square enclpherment) ·was usedo-447 . But the P?-isoners ot war 
of KON-A l stated that every Al'my Group, Army, Corps, 
Dj.v1s1on, Brigade, Regiment, and.·Battaliori had its own 
; .. figure code vhi~h it used to cornmunioate with ;l.ts. sub- .. 
ordinate 1.tnits. 44tf ·. · . . · . 

. It is curious to note that a good deal or plain text_yas 
inserted in the·3-i'1gure enciphered code as ·transmitteti.449 
Gerliqh pointed out the ~dvantages of plain-text insertion: 
"Ther, often gave words and names not contained in the code 
• ~ •• '450; and con.t1nued, "3-f'igure systems were al':§Sys . 
solved when sufficient material O:Q. one encipherment was 
available ... 451 Tbis would, appear to_ be the general view-. 
point,· since Capt. Holetzko sta .. ted that } .. figure· tra:ff'ic 
. was ·only slightly more secure than 2-figure trllff 1e and 
w:as 80% readable.452 In this ease, Holetzko vas talking 
part1c.ularly of' 3-f'igure codes as used by the Russian Ai:r 
forces (grotind/ground). It is known that Air Force -~odes 
were of ten current for much longer periods thlin those of 
the Arrtr3, sometimes lasting a year;453 and would thus. arrord 
more opportunity.to find depths and set up overlaps.· Army. 
3-f"igure codes were nearly.always ohangeQ,,a:fter a big oper­
atiQn and were with f'ev· exceptions never cl.lrrent for .more • ·· ·· 
than a lllOnth or two, sometimes for only a week;454-solution 
was thereby made more dif'.ficult. · Nevertheless,. Lt.; Starke . 
(who. wor~ed with 3:--.figure traf'f'ic in a ~l stated that, 
given ~pth of' traf':fic, a.11 codes were read.able;455 an<;l · 

447:1 173 pp. 10, 11 
4481 19e p 4. 
4491 26 p 2 
4501 191 7 . , p 
4511 191 p 7 
4521.75·p.io 
453J: 19e p·4; DF lS p 5 
4541 19c p 4; DF 18 p 5 
4551 75 p 6 . 96 
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Lt. Col. Mettig said flatly that from the spr1µg of .1943 
to 1945~ 2-figure and 3-figure tra:t".fic was regularly de­
coded. 4::>6 It can be assumed that 3-figure traf'f'1c was 
being read cw-rently enough and constantly enough, to 
provide a great amount of tactical intelligence. 

The operational 3-figure codes were discontinued in 
1943 and were superseded by 3-:figure Sigrial Ce>des457 
which were.different only in-that they contained no letters, 
but only words .or phrases of' tactical importance, and :Vere 
nc:>t alphabetic but had meanings grouped Wlder va.rio'1s 
headings SUCf.l a.s "attack " 11de.fense 11

, "enemv movements," 
"designation of' units", ~f'1gures or numbersT,,"signal. 
connections", etc. Ea.eh meaning had two or th:ree 3.;..rigure 
groups allotted to it. As in the ease of' the f'ormer 3• 
f'1gure codes, &,n.yth1ng not·contalned in the book 1tselt vas 
sent in elear.458 Every unit f'rom Army dovnvard had its · 
own signal code for use with subordinate units,, The:re ·is '· 
no evidence tnat solution of t:Aese }-figure Signal Codes 
was. more difticul t than solution of' the 3 ... figure codes; ~ 

nor is there 8.ll.Y record or success either in totality or 
currency ·O: decipherment. Lt. Loeff'ler of'" Feste 10 did, 
however, state that they were considered "special procedures", 
and "were studied in the approp~iate section by specially 
chosen cryptanal1sts~ for the most part also by the chief · 
cryptanalyst."459 The solution time varied according to · 

4561 78 p 8 4 . . . . . . . 
. 5'7oettma.nn and samsonov spoke of· 3-f'igure and 4-flgure 

"signal codes" described by members of· KONA; but there­
are discrepancies between the two descriptions; and · 
again it is impossible to determine where the mistake 
lies. T:tie discussion as given by KONA l members seems 
generally more reliable. 

4581 19c p 4 
4591 19b, report 6, p 11 
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security, amount of material for ove:rlapping, etc.; and 
we can only assume that the Signal Codes were read as 
consistently and .as f'ully as the 2.;.:figure and 3•f1gure 
codes they superseded. · 

52 ~ . . 4-f'ig'lµ':E' codes o -- 4-:figure codes were used by the 
Army-, · A1r Force, · and ·NKVDo They .were used in theArT!f1 as 
General Army Codes (called General, Commariders° Codes)~ 
an1i on lower operational levels by.mobile formations ~uch 
as Tank and Mechanized Corps, Tank.Armies, and Tank Adinini• 
stration and Supply Units. In NKVD, they we:re used on 
Ra:tlway anci Transport Nets. . 

Sol~tion was handled partly by the-companies (FAX) 
(There was a #-:figure section, as well as a 2-.figure and a 
3-figure section, in the organization of a typical company 
eryptanalyti.e setu:p46o, but in all probability mostly by 
th~~ NAAS. and Gd.NA. ) · . 

· 1st Lt. Sehul)ert (o.f Gd.NA) sl;ated that, "The Russian 
Ar1ny k~~s are · 3- or 4-:figure system's o Th~ basis is the 
sa1ne. "4ol . Actually, the construction of .q.-:figure codes 
was in principle the same as 1n the case or 3-.figure codes, 
except that the basic book had a possible lo,, ·ooo groups 
1nst.ead or l,ooo.462 Schubert stated that there vere in 
the ·c'ode perhaps only six or seven pages463, each vi th a 
block of. ~oriseeutive numbers; but the description given by 
the membe:rs 6 of KONA l indicates books of from 5 to 100 
pages~ · TPe latter seems .more likely.464 · In any case,, 
the number or pages could vary f'rom · 5 to 100 · (the Air Foree 
Codes usually had about 106 000 groups and the A:rmy 5,,000 

· o~ less),, and eacn page c.ould have. variant page designation.465 

460 
19b .· p I 11 

46J. 
126 p 2 

4621·19cp 4 
4631 ?6 p 2 
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The actual construction of pages varied in 4-figure code­
books as much as it did in the 3-figure code books, in 
respect to alphabeticity and sequence of numbers, etc •• 
But the methods of enciphering the last two digits were 
still more varied than those used in 3-figure systems: 
substitution by row, digraph substitution (in comparison 
to si~le-letter substitution in the case of 3-figure 
codes); combinations or these two, abbreviated figures in 
the substitution, and others. 40C..> . Karrenbergi in his dis­
cussion of the "Russian Cryptanalysis course',_ given for 
field training mentioned that "a 3-figure or q.-figure code .· 
can also be reciphered on an adder. For this purpose a 
text; chosen at random is enciphered (likewise by the code) 
and the code text added to or subtracted ·from (no11-:carrying) ."467 
But there is no other indication in interrogations that 
this method was met in actual practice. The general method 
seen1s to have been variant page designations for the. book 
(2 figures), and encipherment or ·the last 2 d1g1ts.,.by . · 
various means, including 2-f"igure La.tin squares.46t.s 
· From May, 1941, the Air Force began to use 4-f"igure codes 
in n~ny different forms but often of the simplest construction. 
In.the middle of 1943 many mobile formations, Tank and · 
Mechanized Corps, Tank Armies, and Tank Administration and 

. Supply units also started using 4-figtire codes. They were 
also used by Railway and Transport Nets.469 · 

Dettmann. and Samsonov ~o.f Gd."iA) described the "first 
general army and air force' code (4-figure with roughly 
4,600 groups, enciphered with di§I"aphic substitution), and· 
its successors "OKX 5" to "OKK 8 (General Commanderso Codes) 
that rapidly replaced one another' from 1939·41. OKK 5 was 
capt~ured in the Russo-Finnish war; and OXK 6, 7, and 8 were 
captured in the Russo-German waro But Dettmann and Samsonov . . 

466 
I 19c p 5 

4671 166 p 1, 8 
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insisted th&t, "All these systems were, however, recovered 
by cryptanalysis before their capture and vere made com­
plete~y and currently readable."470 Lt. Loeffler (ot Festa 
10) stated that "a general army 4 .. figure cipher 1was last 
observed in use in North Persia in the winter 1941-42. It 
had 50 pages, each designated by two alternative b1grams 
and 100 lines to each page."471 There is no other indication 
in the interrogations thlit fpur-figure codes were no longer, 
or less frequently eim>loyed.~72 In 1944, however, four­
figure Signal Codes (of the same form as the 3~figure Signal 
Codes) made their appearance in the Army, especially v1th the 
army groups,473 and probably superseded in great part, if 
not wholly; the 4-f'igure codes just discussed. 

Generally _speaking', 4-f'igure codes were changed less 
frequently than other codes474; but even .. then, the chlUlge 
came too ·f'requentlyto judge f'rom Gerl1ch 0 s statement that 
"a moi-e f'requent change _of encipherinent vouldhave me.de 
decipherment impossible."475 Certainly the 4~t1gure codes 
gave German C'.-ryptanalysts a certain amount of' · trouble; .. 
actually, a large amount of material vas "absolutely necessary., 
and the majority of unsolved 4-figure cod.es ver~ abandoned 
because of' an · insu:ff1c1ent number of messages."476 

470 
DF 18, p 55 

4711 19c p 5 
4n . . . . . · 

Lt. Loe.ff'ler said only th.at a .four-figure code was used 
by the VI Guards Mech. Corps (lst Ukraine Front) f'rom January 
1945 t-0 the end of· hostilities. It was captlll'ed in January, 
1945. . .· 

4731 19c Pp51 6 
4741 19c p 8 
4751 191 8 p . 
4761 "191 p 8 
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Captain Holetzko (speaking mainly about 4-figtire air 
force code~ (ground/ground), said tha.t they were "only 60% 
reada.ble".1.1-77 And Corporal Heudorf {of NAA 8),admitted 
that later 4-figure traffic on occasion provided some 
diff:lculty, but on the other hand ~ecalled an ·tjng1neei} 
Unit in March and April, 1945, whose 4-figure messages were 
read currently.478. · 

:In the interrogations of KONA 1 members, the following 
· 4-r!gure codes were listed as solved:479 · 

4-tigure code or VI Guards Mech. Corpe (1st tJiaaruU.an 
Front) rrom January, 1945 to end of hostilities 

4 .figure code of 152 Independent Tank Brigade (60th 
Arlff3', 1st ~anian Front.) . 

4-figure Signal Code ot VI Guardf! Tank Corps (1st 
Ukranian Front} 

4-figure code of Tank Supply a.nd Administration 
Authorities of' lat lJ;krania.n Front 

4-figure code of 76th Regional Air Base (Russian 76 RAB) 

4•f'1gure code of' Supply Units of' 13th Army (1st 
Ukranian Front) . 

4-figure code of 3rd Guards Tank Army. 

1st. Lt. Schubert, of GdNA, said simply, "We broke-Army 
thrE~e-and four-figure re-enciphered books. . These were en­
ciphered on a conversion table. Early in the war we ~~ad 
most of this t~a.f.fic, but at the end only 40 to 50%0400 

4771 75 p 10 
478:1 75 p 8 
4791 19c pp 6-8 
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530 5-figUl'e codes.=- 5-.figure codes were used by the 
Army, Air Force, and NKVD. In the Army:, they were used by 
the NKO . (Def~nse Council), Army Groups; Armies, Corps, 
Divj.sions .and Brigades. In the Air Force, they were used 
by Air Armies, Air Corps; Air Divisions, Regional Air Bases, 
Anti-Aircraft Defense, Anti-Aircraft Corps, and Anti-Aircraft 
D1v::l.s1onso T:Q.ey contained strategic, tactical, personnel 
and supply matters, and political reports and directives. 

With the exception of a short period in 1943, when KONA 1 
did independent 5-f"igure cryptanalysis, solution of the 
5-f:1.gure codes. was handled exclusively by Gd.NA. 

In discussing the achievements of In 7/VI (predecessor 
of GdNA·J,Lt. Col. Mettig said very glibly, "The breaking 
of t.he Russian 5~.figure recyphered code ••• was the mos.t · 
outstanding cryptanalytic achievement of In 7/VI. The . ·' 
Russian 5-figure was broken ehie.fly by Dettmann. 11 481 · 
And elsewhere, when rating t~ relative importance of 
cryptanalytic achievements contributing to total intelligence,, 
he 'W'as "most impressed by the continuous breaking of the 
Russian 5-:figure code. despite .the di.fficul ties that were 
experienced a.fter the spring of 1943. 11 482 As the inter­
rogator nointed out in re.ference to this last statement o:f. 
Mettig, 11Even in this case,, however,, there exists the danger 
that PW' is laying more stress on organizational measures 
carried. out tp .facilitate the breaking 0£ the code than . 
on actual cryptographic achievement. n.q.33 It might ·be . 
mentioned in passing that Dr. Otto Buggisch (o:f OKH/Ch1 and 

. OKW/Chil evaluated Mettig a~ follows: "Only a :fev .fundamental 
idea.s about. cryptanalysis. "484 . 

481'. 
I 111, p 2 
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Certainly the evidence from other Prisoner of War 
in1;errogations pointed conclusively and without a doubt 
to an almost complete ·:ra1lure on the part of German crypt­
analysts to make any real progress with the solution of the 
5-figure oodeo In the interrogations of members of KONA l, 
Corporal Althans (of the NAAS) clearly stated that success­
ful cryptanalysis of the 5-figure code was possible only if 

1) there were a number of messages, at least three, 
which had had the same additive applied; or 

2) the 5·f1gure code bad been captured.485 . 
Dettmann and 5a.msonov486 talked at great length about 

the 5°figure codes used by the Russians. According to them, 
codes "011-A t1 t1023-A " ''045-A 11 

· "062-A t1 and "091-A" , . , , , . , 
used successively from the beginning of the Russo-German 
war to the capitulation, did prove difficult for pure . crypt­
analytic sol.ution; but they continued, "It is interesting 
to point out that during the course of the war all the newly 
appearing versions of the "cipher-coden were captured through 
fortunate circumstances, and always so soon that the or1g1-
I1Bls were almost alvays in the hands of the cryptanalyst at 
the instant or their being put into use by the Russians."487 · 
Of course, this "continuous capture" was an aid in solution, 
wider such circumstances because of the one-time pad encipher-

. mE,nt. (see below tor discussion of the encipherment itself') 
As they said, the "individual" tables "offer almost complete 
security against breaking. 11 488 

485 
I 19b, report 25 p 43 

486 
DF 18 p 59 

487DF 18 p 59 
488DF 18 .p 61 
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In the . reports of personnel from NAA 11, Ca.pt. Schmidt 
stated that "with regard to nussian traff'ic, the Abteilung 
ffia;ttalioriJ did everything up to and including 4-figure. 
5-figure they considered insoluble and forwarded to 
GdNA. "489 . . 

Corporal .Karrenberg, (of GdNA) discussing 5-letter and 
5-f1gure codes used for operB:tional orders, sa.1~, "These 
were the so-called Bloeknot codes, which were ob.ly used 
once and were therefore unbreakable."490 Elsewhere, in 
his description of the "Russian Cryptanalysis course given 
at Gd.NA he stated flatly: 

"5-.figure and 5-letter messages were not touched at 
all. In general very little work was done on 
decipherment of 5-group messages, although these con­
tained the most important operational r .eports. They 
were only used to identify units and were only read 
if code books happened ·to have been captured.491 

In 1943, KONA 1 f'o:r a period did 5-figure cryptanalysis 
independently of GdNA.492 But the general practice was for 
all units to send 5-figure traf:fic directly to GdNA for 
possible decipherment.~93 And as Karrenberg pointed out, 
neven at the HQ of GdNA little attention was · give,n to t~ 
5-figure messages and very little enthusiasm displayed in 
working on it. Only the preambles were used to identify 
units, from Blocknots and indicator groups.494 

4891 55, pp 9 and 11 
4901 173 p 6 
491I 166 :P 78; see also 
492 . . 4 I 19b report 2;;: p 3 
493 . . 

see I l9b report 5 PP 
4941 166 p 79 

I 75 p 
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_Finally, Lt. Schubert, when questioned on possible success 
on five-figure codes, replied: "In the Finnish campaign · 
the book was captured and the Russians used the one-time pads , 
over again. Because of this we had considerable success. 
Recently the Russians used the pails correc-tly, and only very 
few messages were read, these through re-encodements."~95 . 
This small measure of success was obviously due to the ful-
.f :lll111ent of the two conditions set .forth by Corporal Althans 
for successful cryptanalysis.496 

Actually, the Finns had captured and turned over to the 
G.ermane a Russian 5•f1gure book wh;i.ch was used continually 
until the Russian-Finnish war. An additional copy had been 
captured by the Germans. And though the Russians introduced 
a new 5-figure code on l April, 1942, the change-over was 
faulty and it was possible to establish 2,000 groups ot the 
new code within a week.497 But it is clear that after this 
time, there was practically no success in 5-f!gure code so­
lution, though the Germans were able to establish the nature 
of the book and the type of encipherment: 

The 5-figure code books contained about 25,000 out 
or the possible 100,000 groups, the pages being numbered 
000999 with a hundred lines on each page. The Germans 
never b~oke a book and any examples they had were cap-
tures. 498 · 

Alphabetic at first, the 5-figure codebooks later became 
paz•tially alphabetic; they contained letters, words, phrases, 
2-t•igure. numbezos, types of units, specific un1 ts of the Red 
army, full stops and commas on every page, all designations 
of types of tanks, ammunition, etc. 

495 
I 15 p 1 

496 see above, p 28; I 19b report 25 p 43 
49'7 

I 78 p 8 
498

1 19c p 8 
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. The encipherment was effected by appl~ing additives taken 
from enciphering pads known as BLOCKNOTS (a variable number of 
sheets on which 50-100 5-figure groups appear<r.:6. ). Each pad 
had a. 5-figure number, and each sheet had a 2-figure number 
running consecutively. There were five different types of 
Blocl<nots: 

1) I - (individual): 50 pages, additive read off 1n 

~l 
one direction only 

Z - (circular) - 30 pages, additive read off in 
OS (?) either direction 
Notblock (emergency) 
Blocknot used for passing on traffic 499 

The distribution of Blocknots was carried out centrally f rom 
Moscow to Army Groups to Armies~ The Army wae responsible for 
their dis~ribution throughout the lower levels ~ Occasionally 
the same Bloclmot was distributed to two units on different 
parts of the front; and here the second condition :for successful 
cryptanalytic success' established by Corporal Altha.ns was ful­
.filled : depth wa.s esta-blished. 11 It seems that depths ot li.P 

to 8 were established at the begiv..ni.!1.g o.f the .Hussian Camps.ign 
but that no 5-:figure was broken af'ter May 1943.HSOO 

54. Address Codes.-- Address Codes (2-figure, 3-figure, 
and 4-figure) were used by the Army for Army Groups, Armies, 
and Independent Corps. They were used more widely by the Air 
Force a.nd the Anti-Aircraft · Defense. · · 

Solution of address codes was considered somewhat "special," 
to judge from the statements in KONA 1 interrogations describing 
cryptanalytic operations o:f the various units: 

. 499 

In the FAK: 15 to 20 people were adequate for compa.µy 
cryptanalysis. Special procedures ··. such. as 
Signal Codes (3-figure and 4-:figure) and 
word codes and address codes (3-f1gure), 
were studied by 'chosen cryptanal~sts, some• 
times by the chief crypU-.una.lyst.501 · 

I 190 p 9 
5001 19c p 10 

501 
. I 19b report 6 p 11 
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In the NAAS: Section 4 /iiev development..§7 did the real 
cryptanalysis: it normally .concentrated on 
difficult systems which the companies had 
neither time nor manpower to deal with 
adequately. It consisted mainly of mathe­
maticians and worked on, inter alia, addresses 
(2-F, 3-F, 4-F)502 ----

Although mention was me.de in the KONA 1 interrogations of 
2-figui-e address material, nothing was recorded in the 1nterro­
ga t1ons on this subject except one statemer~t in the final 
interrogation of NAA 11 personnel: 

"Bigrams and Trigrams in Addresses 

Blome knew of the two used separately, but 
recall any case of the two 1n conjunction. 
that this might accompany somethi~ he had 
3 .Z code mixed into 2Z trafi'ic. 11503 

could not 
He suggested 

seen, namely 

There was no record of' extent or success of solution vith 
regard to 2-f'igure address codes. Likewise the.re va.r.J no 
description of 4-f igure address codes nor any statement regardi~,g 
the ~xtent or success of solution. 

Schubert of Gd.NA stated that towards the close of hostili­
ties, the Russians were using a 3-rigure code fo:r addresses. 
"In 1~his code the clear position :remained unchanged for periods, 
but the ciphers were changed daily. These ciphers were in some 
vay J:oel~ed to the call signs. n504 The only description of 
3-figure addl>ess codes was given in the KONA l reports.505 

502 
I 196 p 11 

5031 106 p 2 
504

1 60 p 2 
5051 190--"Anne.Xe on Russian Codes and Ciphers" 
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Three-figure address codes were used in connection with 
5-figure messages;506 their construction was similar to that 
of the PT-39 or PT-42 codes

1
507 but they contained onli figures, 

unit designations, authorit es, and words such as "for or 
"from." A code or this type was 'f"irst used at the beginning 
or 1944508 on the 1st and 2nd Ukrainian and the 1st White Russian. 
fronts for communications between Army Groups and their re­
spective Armies, and Independent Corps. In the summer of 1944, 
Armies began to use similar codes with their subordinate wiits; 
and lattel'ly the use of such codes increased still further .. 
According to the members of KONA 1, the solution or these codes 
given a fair amount of material, was generally easy.509 But 
members of NAA 11 stated the following: . 

··"A<idresses to personal names rather than titles were 
c.ommon in all Russian traffic, and this suggested the use 
of in1 tlals. The vagueness. of th1s ansver surp:vised iil,terro­
ga tor who asked 1r the addresses, being enciphered on the 
PT table, were not read currently., The answer vas the.t 
unless the same address "Was used frequently and S\.'lrne outside 
hint vas given they •rnre usua11y unable to .read. the add.re.ss. · 
They supposed it used values which had special local meanings 
added to the table."510 

506r 173 P a 
507 "PT 42 vas superseded by PT 43 ••• It contained no letters 

and was used :for addresses, particularly by the Air Force 
and·PWO (AA Def'ense.") I l9c p 2 . 

508 
Dettmann and Samsonov gavel943 in DF 18 p 5 

5°91 19e p 4 
510

1 106 p 2 
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55. Miscellaneous.-- Most of the statements given here 
are .t.'3.ken from the interrogations of members or KONA 1. It fs 
not the complete story, as the Prisoners of War themselves were 

·aware: 

"In the above paper examples are given only of those 
ciphers whose basic construction was established. There 
were· many types of cipher which were only partially broken 
and whose basic form could not be established, these are 
not mentioned •••• The number of Russian ciphers of all 
sorts that were broken was about 3,000."511 

a) Four-letter codes. Two forms of .four-letter code 
f1rat appeared In practice ,traffic between Army Groups and Armies 
a.nd Indepen,dent Corps of the -1st Ukraine Front :tn November_, 1944 ~ 

1) Revolving stencil: sheet of paper ruled off into 
8 x 8 squares; a sheet with 16 holes superimposed 
and revolved at 900 turns around the central point; 
all 64 squares were filled; the text was enciphered 
horizontally in 1, 2, 3, 4 positions; the cipher 
text was read off horizontally. 

2) Transposition: a keyword gave the key; the text 
was written in vertically according to the key, 
and upwards or downwards according to instructions; 
the cipher text was read off horizontally. 

The contents were usually about tactical signal matters 
through "recently .694~ units and positions were named."512 

· On the subject of transposition systems, Gerlich (of Gd.NA, 
Group IV, Section 3) said only this: 

"These were comparatively rarely used by the Russians.,,. 
I do not know whether such transposition systems were solved 
at Sigint. Stn. 1, however, I know th.at transposition mes-· 
sages were being read that "stencils", etc. were used; how­
ever, I think they were solved at General of Sig. Intvs."513 

5111 19c p 11 ( 

512I 19c p 10 
5131 191 p 10 
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in the area. ot the 2nd Ukrania.n F:ront. The book consisted of 
2 halves each designated by a word such as SEVER ZAPAD /Iite:rally, 
North Wes9; clear groups vere in 2 columns; each half ot the cod£ 
contained a number of' columns with cover words. The vords 
1dent1r1ed were only used by the Army and contained strategic 
and tactical reports and the names or units. They vere small 
in size and contained only· essential groups.514 Schubert added 
that they were called TARNTAFELN.515 There was no statement 
regarding extent or solution. 

· e) Periodic and Columnar Substitutions. Corporal Karrenbezag _ 
stated» In discussing the "Russian Cryptanalysis Course," "Ci'hes~ 
rarely appear in Russian cipher systems.o •• Periodic and columns.I 
substitutions concluded the sections on substitution systems in 
the course. Not so much time va.s spent on them a.s they are 
rarel7 encountered in practice."516 

d) Coordinate systems. "These were very varied.. Armies 
ma.de up their own systems and arbitrary re'f'erence points and 
grids were used .. "517 

e) Machin._e ciphers. The handling o'f' teleprinter traffic 
has been mentioned earlier in this chapter in description of 
GdNA duties. It was processed exclusively at GdNA. 'Lt. Schubert 
stated.th.at teleprinter tratf'ic vas. vorked on in the machine 
se~t1on ~roup V1]; he thought that messages in depth had been 

· read, but was uncertain whether the machine had been recovered. 
Be himself never worked on machines, but knev that the Russians 
had a machine in use already at the beginning o'f' the war, but not 
on military tra.f'f'ico518 

514 
I l9c pp 10,, 11 

5151 15 p 9 

5161 166 pp 54, 62 

5l7I 19c p 11 Se~ also DF 18 pp·72~75 for details 
5181 15 pp 8-9 

1110 , 

.. 



DOCID: 3486746 

• 

• 

Corporal Karrenberg(of Gd.NA) spoke of "BandwUl'm," and 
defined it as Russian Ba.udot letter "stJ:tip," not to be contused 
with Russian 5-letter traffic also carried on Ba.udot lines., The 
Germans did not capture any of the apparatus used, but felt that 
1t consisted or 2 parts: lJ a Baudot teleprinter and 2) a cipmr 
attachment consisting or 5 small wheels driven by one large 
wheelo519 Depths were frequent, but the Germans did not seem 
to have any attempt to reconstruct the wheel patterns. The 
system used by the Army and Air FoJ:tce and to a lesser extent by 
NKVD.520 

Dr. Otto Buggisch (o.f OKH/Chi) went irito somewhat more 
historical detail and stated that: 

l) In 1943 (He heard), Goering's Research BUl'eau Forschung­
samt, abbreviated FA) had claimed some success on a Russian tele­
type ~achine and had recreated the action.521 

2J Late in 1943 and early in 1944, OKH itself began to 
intercept non-morse, 5-impulae traffic (called 11 Hughes" by 
Buggisch). The Mathematics section of In 7/VI (see Vol. V, 
Chapter II, on organization) worked on 1t; at the end of.1943, 
there was a "Komprom1as," and a depth or 8 messages with the 
same setting was created. The section was able to recover 
1400 letters of pure key, and to determine that the traffic was 
de~ived from a 5-figure code. The Germans postulated a machine 
like the German T 43, but was not able to prove any theories they 
had. 

3) Hollerith machinery was devised to locate depths, but in 
actuality only three or four more depths were round and were of 
no long-termed value. · 

4)· The traffic (Buggisch thought, since he le.ft the section 
in J'une) slumped off in 1944, and LNA took steps to improve · . 
reception.522 

5191 30 p 2 

5201. 30 p 2 

-521. 
1 176 p 6; I 64 p 2 

522J: 64 p 2 
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"Buggisch stressed one fact which had surprised him, that they . 
had never had information about either of these machines (he · · 
assumed that the one the FA broke was not the same because or · 
the difference or cycles) from PW or agent sources."523 

The number or links, according to Corporal Karrenberg, 
varied according to the number of armies, with a maximum of 8. 
One end ot link was Moscow, the other mobile. After 1944, no 
work was done on the traffic except on the spot. No vital clues 
te> the system vere given away by the Russians, though their 
security precautions were not considered good.524 

56. NKVD and Agents• Codeso NKVD Codes were simple mono­
al.phabetic substitution, 2-figure, 3-figure, 4-figure, 5-tigUl'e, 
and 5-letter types. They were used without any apparent reason 
on two large networks: 1) the networks of the NKVD Central 
Authorities' (the networks were subdivided into those of Security 
Troops, Frontier Troops, and Railway and Convoy Troops); 2) the 
networks or NKVD Formation (communication between units attached 
to Arnry Front Staffs). 4-figure and 5-figure codes were used 
on the front lines: there vas a 4-tigure code, for example, used 
by the military police, and a general 4~t1gure code used on Starr-
Reg1ment-Battal1on links. . 

Solution or NKVD codes was handled by the NAAS and GdNAo 
"T'he trattio of the NKVD formed a special group or .Russian wire­
less traffic. The distinction applied equally to the manner 
of conducting traffic and to the message themselves."525 The 
German ArJ1J1 cryptanalysts reflected this Russian "distinction" 
in their ovn attacks ·on NKVD systems, allocating the work-­
aga1~ as in ~gul~r army and air force traffics--to levels or 
0 oration determined b difficult or · solution. Lt. Ed. Woellner 

o N s a e · t tra fie was a ways covered, but 
only by Long Range Sigint /J.he F~. Evaluation and cryptanalysis 
were done by NAAS."52o On this same subject, Lt. Loeffler (of 
Fest.e 10) stated that "all NKVD signals originating in the reg1-
ment 9s 8.r'ea were worked on in the NAAS, others were sent on to 
LNA."527 · But in neither case was there specified what type of 
NKVD traffic was worked on, and what· type was pass~d to higher 
echelons.. Apparently, the distinction corresponded to that 
observed in the case or actual army trarr10. Al~ ~ower-level 

5231 64 pp 2,3 

5241 153 p 7 

525I 19b, report 28, p 47 
5261 19b,report 27 p 46 
527 

l 19b,report .6, pp 9, io I. ' 
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operational codes (up through 4-figure, e.Et) could be handled 
by NAAS. The five-figure codes vere not dealt with by the · 
KONA, but handled by 40 to 50 men in LNA at Zossen528 where . 
Lt. Loeffler "thought that a good deal of success was obtained 
in the case ·of the Far Eastern traffic." Dettmann and samsonov 
substantiated this point, in their d1scus~11on of the German 
army cryptanalytic effort:529 

"All the five-place message material fl'om the Army or 
the Airforce, as well as the NKVD messages, was sub­
m1 tted tor the exclusive proeessi!}g or the General 
of Communications Intelligence" ~GdNA.:J 

They also gave full descriptions of' NKVD systems.530 (There 
was no discrepancy between the facts in their report and the 
facts given by Lt. Loeffler.) The details of description were 
scattered throughout the report according to types of ene1pher­
ment. They mentioned the following: 

a) 

b) 

Mono-alphabetic substitution systems common to all 
NKVD organizations 

Conversion gystems lP'ubstitution and add1t1v.a7 
1936: 4-figure code: 2500 values; used in 

district 
by 1939: three 4-figure conversion systems; 

codebooks of up to 5,000 values; enciphered 
~bY digraphic substitution Ol' conversion 
tables 

.1939: first general NKVD 4-tigure code; 10,000 
book positions enciphered first by single 
digit s~bstitution .• later_ by additive 

528
1 19c p 12 

529DF 18 p 83 
530DF 18 pp 62-.71 
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At time of capitulation: three 4-figure systems: 
(ZERNO, NEVA, VI'lA, see infra.) used respectively 

byll NKVD troops 
2 NKVD border defense troops 
3 NKVD security troops 531 . 

(200 messages were read daily in all three) 
last of larger systems: ' 5-figure railway code: 
2500 groups; d1graph1c substitution 
encipherment few 3-figure smaller codes (read 
currently) letter transposition codes: never 
found in NKVD traffic number series: 

1940 :4-.figure; single letter conversion encipherment 
(1941 - 1942 J: 4-figure; enci~hered by text 
key (letters equalling numbers} 

1942:4-figure enciphered by military techn~cal manual 
(used by Interior troops) until end of 1944: 
general enclpherment combining single digit 
conversion and Ga.ma Tables (no description or 
these is given) 

Private Huchting (of 
a traf f 1c analysis point 

Feste 10)532, spea.king ,primarily trom 
of view, gave the breakdown of NKVD 

hets: 
1) 

2) 

Networks of the Central Authority, subdivided into 
al Central Authority of the Security Troops 
b Central Authority of the Frontier Troops 
c Central Authority of the Security Troops 

(Divisions and Brigades of the BBck Are&li 
d) Central Authority of the Railway Troops 

Networks of Formation, consisting of communications 
between commanders of the security troops at 
front Staff a and their regiments and between the 
latter and their battalions.533 

531ct'. Schuber.t' s report, I 26 

5321 19b report 28, p ·47 
5331 19b p 48 
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A close watch was kept on the networks of la, because they 
carried communications between the central NXVD authority 
in Moscow and the commanders of .Security troops working 
w1th the Army groups, the directing staffs North and South, 
and the "less interesting independent Company Headquarters 
S:i.gnals regiments." The messages were not read.a.ble.534 
ME~ssages passed on formation networks, however, werenfor the 
most part read.able."535 In addition to the monitoring of 
CE~ntral Authority NKVD--Front HQ. NXVD and Front Sta.f"fs · 
(Frontier Regiments) traffic, close watch was kept on traffic 
from regiments to battalions, because "most of the messages 
could be read. They me~tioned army units by name, etc."536 
( 

1•Traf'f'ia of rear NKVD troops and of th~ Signals regiments were 
o:r no interest, and were not covered by KONA 1~ u537 _ 
· Lt,,!'. Schubert (of Gd.NA) stated, "After ·my studies /yinter 

of 19417, I was posted -:;o a cryptanalytic course at OKH. Since 
I have-functioned as a cryptanalyst. I worked on Russian Army 
till March, 1943. Then KONA 6 was given the commitment of 
covering Russian partisans, and I worked on that till September 
of that year .. After that KONA 6 was dissolved •••• a,nd I went 
to Gd.NA •••• and took over all Eastern Cryptanalysis~ branches: 
Army, NKVD, and Partisang. "538 Lt. Schubert was fand.11ar 
with the same codes mentioned in Private Huchting's net break­
down (la, lb, ld): Security Troops', Frontier Troops•, 
and Railway and Convoy Troops• codes, but,mentioned also "one 
or two ciphers o.f NKGB •••• the 4th section of NKVD,"539 con­
cerned with measures against enemy agents and their own active 
E!spionage •. 

5341 19b, report 28 p 47 
5351 19b p 48 

53619b, report 27 p 46 
5371 19b p 46 
538! 26 p 1 

539! 26 p 3 
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_ Lt. Schubert spoke of tvo 5-f1gure codes: the SMERSCH 

/operations of Russian agent~ organization oode (vith an . 
fiidividual subtractor); and the Railways Troops Code (actually 
a 4-figure code, enciphered by substitution tables, the 5th 
digit representing the quadrant on the page in which the 
g.rc)up appeared) • 5lt0 But he vas mach mo:re familiar w1 th 4-
f igure NKVD Codes, which were apparently much more exploitable 
than the 5-:figure codes. · 

. . The Security Troops Codes were of two types. One vas 
used forward or regiment, when a regiment vas used in approxi­
mately an Army Group Sector ("it is a ·c1pher, thel'efore, used 
forward o'f' Army. Group")S41 This particular code ran for a 
comparatively long period; "the last one which was still valid 
in the middle o:f Februar1 when I left OXH, bad already been 
running l 1/2 years." This code was alphabetical and contained 
100 pages, 25 or 50 groups per page; it was enciphered, by means 
of an enciphered indicator vhich provided for page and position 
substitution, the result of which was again enciphered by a 
subs ti tut1on table. These\ substitution tables were also valid 
for• a longer time and varied with the network.542 The additives 
on the page did not change, only the substitution table. 

The second type, a code used real'Vards or regiment, vas 
enciphe~ed by a figure subtractor originally taken 'f'rom tables 
(up to Sept. 1944l. The same tables could appear on different 
networks, and sinee the subtractor vas used very frequently, 
"it was not uncommon for 20 messages to have the same sub­
tractor. "543 In October, 1945, 2 subtractors were used, taken 
from different tables; and the indicators for the 2nd subtractor 
were enciphered with the first one.544 In spite of the potent1£.J 
difficulties involved in this method of enc1pherment, the system 
was solved by February 15, 1945, though mainly because or bad 
Russian usage of the system. 

' 

s4oI 26 p 4 ; see also DF 18 p 67 
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The Frontier Troops Code was exactly like the Security 
Troops Code rearwards of regiment, with a different basic 
book, at least in trarf1c out of Leningrad.545 (Lt. Schubert 
made a statement on the Railways and Convoy Troops Code 
quoted above). · 

- The tour-figure NKVD codes exploited by KONA 1 were 
used by front line Wlits (regiments and battalions) mainly 
employed as Military Police. "From 1933-42, R4ZC4 /Russian, 
4-figu.re, Code 4/ was in use. It consisted of a 100 page 
alphabetic book each with a hundred lines. Recipher was carried 
out by means of 31 bigram tables. It was broken by the Germans 
in 1940. 11546 "Only one code book (known to the Germans 
R4ZC 1800 and to the Russians as KODOW'AA TABLICA "ZERNO") was 
used by the NKVD from October 1943 witil the end of 1944. 
It was used from Battalion upwards to Front HQ's. 11 547 

~'h~ R4Zl800 code (which was captured in the summer ot 
1944)54tl was described by :rour different ~ople: Corporal 
Thomas of NAAS 1 (as report no. 29, I l9b}; Karl E.xter, of 
NAA ll. (I 55); Lt. Loeffler ot Feste 10 (as Annex I to I 19<d 
and the person,nel of NAA 11.5~9 It would seem to be the most 
import~nt, if not. the only 4-figure code solved and readable. 
11RZ 1800 vas the genel'al code of NKVD introduced in February, 
19441 ,as successor to RZ J.loq~ The White Sea Code550, broken 
by NAA 11, vas an older Ll.94~ code used from 1943 to the 
fall <>f . 19440 Then the White Sea Command adopted the RZ 1800 

5451 26 p 4 
5461 19c p 13 
5471 19c p 12 

5481 106 p 5 
549 

I 166 p 5 · 
550The White Sea Code was tackled by NAA 11 from April to 

July 1944, and about 60% of the traffic was solved, almost 
entirely on higher links. . There was a different "key" for · 
each KONA, and by them to their subordinate units, in all 6. 
Solution was only l'elative, never basic. I 166 p 6 
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itself •••• It was used on the highest levels, Staff to 
Regiment and Regiment to Battalion. No addition was ever 
used with it~ The code was still used in September 1944 
and possibly in April 1945.t1551 Although there were slight 
discrepancies in the accounts, it can be established that . 

·this particular code was alphabetic, and had 50 pages, each 
consisting or 50 lines-- a total of 2500 groups. The encipher­
ment was carried out by 1) a "chiffrant" and 2) digraphic 
substitution tables. The "chif.frant" consisted or figures 
0-9, in rs.ndom order printed at the top of the page, (a d.if.fer­
ent order for each page}: one figure in this "chiff'rant," 
determined by the 3rd figure of the indicator group, was added 
to the numbers of the lines on the page before they were en­
ciphered by the d.igraphic tables. 

Ten sets of 2 digraphic tables (each 10 x 10), the sets 
numbered 0-9, were used to encipher the 2 halves of the 4-figure 
group; the set number for enciphering the line was the 2nd 
dig:l.t of the indicator group; the set number for the page, the 
fourtho A series of substitution tables was current for a 
period of .from 2 to 6 months.552 The first digit of the 1n-
41cator group vas a dummy, and the indicator group itself wa~ 
inserted in clear 1n one of the first ten groups of the 
message.553 

551
1 106 p 5 

5521 19c p 12 
55:' 

I 19c .P 13 
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Though the emphasis was put by the Prisoners of war on 
4-f1gw:ie NKVD codes, it should be pointed out that a great 
variety of encipherments were worked on, though not all 
reado Karrenberg (of GdNA) gave the f'ollow1ng- breakdown of 
nets and types of codes used: 

Administration networks: usually sent 5-figure messages 
and, less often, 4-figure and 5-letter messages. 

Frontier networks: used 4-and 5-figure codes: on 
regimental networks, also 2-figure systems. 

Black Sea Fleet: used 3-figure and 5-.f'igure codes 
networks from divisional level downwB.l'td: used 
2-figure and 3-figure, plain la~guage and figure 
messages with plain language.554 . 

C 01•pora 1 Exter (of NAA 11) s ta ted555 that he worked on 2-f igure 
NKVD ("used up to end or hostil1ties 11

); and on .4-.figure codes 
of the NKVD type des~ribed by him as RZ4Cl800 and codebooks 
enciphered with an additive. "In this latter type, they had 
hacl considerable success vi th tra.f.fic of an NKVD net on the 
Whtte Sea Front, controlled from the NKVD HQ at Archangel, 
but that was with a captured basic book and instructions for 
the system •..• They could not cope with 5-.figure; that was 
sent on to Berlin."556 

In general, certain elements seemed to be constant in all 
NKVD codes: contrary ··to regular Arfir1 usage, NKVD messages were 
enciphered on the same system for many months557 ; NKVD codes 
were always arranged alphabet1cally55B; and all NK\TD messages, 
whether 5-letter or 4-figure or 5-figure, had the date in the 
penultimate group. 559 · · 

554 
I 173 pp 13-14 

5551 55 p 11 
556

1 55 p 11 
5571 167 p 5; I 26 p 4 
558

I 167 p 6 
559 

I 173 P 35; I 19c p 13 
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.b) Agents' Codes •. A§ents' Codes included codes used 
by agents, guerillas, and Kundschafter."560 All types of 
systems were used, from substitutions, double transpositions, 
grilles, and subtractors to one-time pads (tape). Solution 
was always done centrally in Berlin. . 

"The solution of agent, guerilla, and "Kundschafter" 
traffic was the responsibility of Referat 3c /J>f Group IV, 
GdNJi] •••• Solution depended ma.inly on captured material to 
accomplish solution. Some agent traf'fic was one-'time tape 
and therefore unbreakable. By and large the Gruppe did not 
place much value on agent traffic and neglected 1to"561 

It should be pointed out that Russian agent systems 
were not handled exclusively by OKH/GdNA/IV/3c, who really 
were processing the traffic from the viewpoint of military 
operations (countermeasures against the partisans, for example). 
The agent systems were also handled by: 

1) The Radio Defense Corps, (Oberkommando der Wehrmacht, 
Wehrmacht Nachrichtenverbindungen, abbreviated 
(Amtsgruppe OK:W/AgWNV/FU III) who were responsible for 
locating, eliminating, or neutralizing all enemy 
agents~ radio activities.562 Preliminary reading, 
especially when the eode was ca11tured~ or the system 
recognized, was done by WNV/FU/III.56J F,qr more 
difficult cryptanalysis, traffic was turned oyer to 
OKW/Chi, and worked on in the Refer.at VAUCKo5b4 
"Dr Vauck and his section used to be. with OKW/Chi 
but were transferred to WNV~U/III. They continued 
to be controlled by OKW/Chi and passed their results 
to them. Vauck was then posted to OKH. 11565 

560nefined by Dettmann and samsonov as an agent dropped for a 
single specific mission, e.g., blowing up a bridge; a 
Kundschafter was more "localized" whereas the agent was 
mobile. I 116 p 7 

5611 116 p 7 

562IF 176, foreword 
56:~IF 176 p 13 

564see also I 115 p 2 
565r 21, p 4; cf'. also ! 115 p 7, par 37-40 and D 60 p 16 
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2) Some a.gents' traffic was picked up independently or 

OKW/wNV/FU (III) by the regular police {Ordnungs­
pol1ze1, abbreviated ORPO) vho sent their traffic 
to Kurt Sauerbier of Goering's Research Bureau 
(Forschungsa.mt, abbreviated FA), Hauptabteilung IV, 
Referat 9c;5P6 this was , an entirely independent, 
personal relationship between the ORPO and Sauerbier.567 
Sauerb1er's superior in the FA, Specialist Wenzer, 
an .expert in Agentsa Systems, was sent from the 
FA by WNV/FU/III to assist Lt. Schubert of OKH/GdNA, 
in January, 1944568 on Polish Resistance Movement 
Traffic·. ' 

There was, consequently, a certain duplication of effort 
and a certain amount of confusion as a result or this arrange­
me.nt.569 There were also corirlicting opinions on the successes 
achieved. Schubert reported that "Russian agents 8 systems were 
tried by Vauck, who said they could not be solved. Later, 
he said that they were digit substitutions and P/L enciphered 
with a one-time ruruiing key derived from a book."570 But, in 
another report, he stated that he could not remember enough 
about agentsv codes to give details which were in many cases not 
known. In the middle of 1944, for example, the Russians had, 
he thought, about 3000 agents spread over all areas, and it was 
1mpo:9sible to pick out one system and say that it was used ih 
one areao Moreover, he pointed out that he h1msel.f had worked 
only on Partisan and Kundschafter traffic and knev o.f other 
systf~ms only indirectly. Nevertheless, 'in his .first 1nterro­
gat1<>n, he stated th.at Agent's codes were of two types: 

1. Double transpositions and grilles 
2. Subtractors. 

566see the whole report of the homework of Sauerbier, I 164 
567IF 162 

568! 26 p 7 
5690 60, pp 19-20 
570I 21 p 4 
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"Double transposition was only used by partisans 
by spieso" The system was completely unbrea.kable.571 
we·nt into more detail about subst1 tution systems. 572 
consist of three elements: 

e..nd not 
He 

They 

code 
were 

1. The basic cipher (code)» i.e., the substitution 
of the plain text by a substitution system 

2. The encipherment by figure subtractor 
3. The encipherment of the .indicators 

The basic cipher: · o~ certain 11pks, a 3- or 4-figure 
was used; in general, however, simple substitution systems 
employed.573 
The subtractor: these were of three different kinds: 

a. They were printed on teleprinter rolls (the most 
frequently used and called "Blocknot rulon" by the 
Russians); the rolls had 5-figure numbers which 
were given in clear as indicators in Partisan 
trarfic~ not 1n Spy-trarfic 

b. They were taken from tables. There were 4 basic 
systems: a simple enciphering with a table of 
100-300 groups, used especially in NKGB Leningrad 
traffic (solved); 100 enciphering pages, used es­
pecially in NKGB Leningrad traffic (solved);,a 
double encipherment (table of 30 lines, each line, 
10 groups) (solved); a special very complicated 
mixing procedure (not solved) 

c. They were built up rrom an indicator: simple .addition 
in columns, simple cross addition, addition in 

column with a key phrase, cross addition with a 
key phrase, substituted cross addition, subtracter 
boxes. 

57l1 26 PP 3, 5 
572In the .appendix to I 26, written as a single report on 

code-systems of the Russian Partisans and Spies (from which 
report the materia.l .given belov is taken 

573For details, see I 26 p 8 
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The indicator: indicators based on a roll, were always 
inserted in plain. Apart from a very few exceptions, there 
were always two indicators. The encipherment could be 
broken under the following conditions: 

a. when both indicators were enciphered in the same 
systems 

b. when there .:were messages on the same.key 
c. when :I:,ndicators consisted of .5 different figures 
d. when indicator was known by virtue of the 

circumstances.574 

Lt. Schubert. also ment1oned575 a third type of encipher­
ment, by occasional_,....s±tnPle substitution systems.; but he gave 
no details on the ·types of substitutions or methods of solµtion. 
In conclusion, the interrogator sa:td: 

The a'bove gives the most important cipher used by 
Russian Partisans and spies, as far as they are known 
_from breaks, captured documents and POW statements. 
Systems used in the Balkans are not included by they 
are or a similar type. After the middle of 1944, W/T 
traffic of the partisans and spies dropped heavily, 
as they were constantly being overtaken by the advance 
of the Red Arl!ly."576 

574 . -
I 26 p 13 Note·: on p 5 of the original interrogation, 
Schubert said of subtracter systems:. 

"One could talk a whole day describing these methods. 
There was in existence a report of over 50 typed pages ....... . 
There was r.<=trely enough depth to break these tables." 

5751 26 appendix 
576r 26 p 14 . 
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VOLUME 4 

Chapter VI 

Section C. Liaison with other Agencies on Russian 
Cryptanalysis 

Par•agraph 

Liaison with the ~Hgnal Intelligence Agency of the 
Supreme Comrpe.nd of the . .Armed Forces ......•.•... "\". . 57 

LHU.son with the Signal Intell:lgence Agency of the · 
Aj.r Force H5.gh Command... • • • • • • . • • • • • • • . • • • • • . • • • • • • 58 

Liaison with the S:Lgnal Intelligence Agency of' the "· 
Navy l-Iigh c·ornma.nd .. Cl " u •• g .... ., ..... " ........... "' " • o • o •• o •• o 59 

Liaison with Goering' t~ Research Bureau .... ~ ....••.•..•..••. 60 
·----.-~ii.ti son with the Fore:Lgn Of:fice Cryptanalytic Section..... 61 

Liaison with the Japanese .................................... __ 62-
Liai SOXl vi th the Fin11s GI .... a ·8 Q 0 • ., 0 •• 41 " " .... a ...... 0 )~ • • • • • • • • • • 63 

57. Liaison with the Sigp.al Intelligence Agency of the 
Suureme Command cf tfie :Armecr-Force$.-- The liaison between- . 
the Slgnal Intelligence Agency o.f the Arrrry High Command 
{OKH/Gd.NA) and OKW]Chi vas close because o:f the joint de:riva­
tion of both .o.fficen from the Codes a.nd Clphe:rs Section of 
the Defense Ministry, and because o~ the joint and simultaneous 
control of OKW and OKH signal aetivitiea in the person of' the 
Chef HNW and Chef WNV (Chef des Hee1•esnachr:tchtenverbindungs­
wesens and Chef des Wehrmachtnachr1chtenverbindungsabteilung)·. 
A certain amot.mt of' jealous~r .existed on the top levels of 
signal intelligen~~ operations, and n11a.1son between specialists 
was d1scol,lra.ged. n:Jtsl NeverthelP.ss, there were speci?ic cases 
of' specialist inter-service cooperation on Russian cryptanalysis. 

581r 30 p 10 
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The Russian Referat of In 7/VI, under Lt. Dettmann (and, 
for a time, under Professor Novopaschenny) 't·rhich was de_tached 
to the Chief .I' Army Signals Commtinica ti on Agency (Chef' des. 
Heeresnachrichtenverb:i.ndungwesen, abbreviated Chef' HNW/(HLS)), 
in Loetzen.!I had had considerebh) in:L tial success on a Russian 
5-figure code until the spring of 1942. In 1942§robably __ 
Apl"il 1, when the Russians introduced a new 5-figure cody 
OKW/Chi sent a. special Russian 11party 11 to llliS/Ost to col:- · 
labo:!'.'ate with the OKH cryptanalysts there in the solution of 
e. Russian 5-figll1'e code. · Professor Novopaschenny, head of' 
that ·oKW/Chi party, retlll'ned to Berlin in 1943; but the . 
cryptanalysts who had gone with him were absorbed into HLS/Ost 
and :Pemai.ned there. During 1942-43.i; Lt. Dettmann. (o:f HLS/Oet) 
was also passing consj_derable Russian 5-letter traffic to 
OKW/Cl:!i in Berlin f'or soluticn.582 · 

In February 1943~ the language depa.:r·tment of." the Radio 
Defense Corps .(Oberkomrnando d.er Wehrmacht, Wehrma.chtnachrichten-

. verb:tndung~ Funkueberwachnng,, abbreviated OKW/WNV/FU) headed 
by Fer.1ner 3 began collaboration on Agents' Codes with OKH/In 7/VI.. 
By the end of" Max•ch, In 7 /VI had given to Fenner' s sec ti on all 
agen'te 9 traffic intercepted since 1941. Solution was begun, 
and the results achieved by Fenner were passed on to In 7/VI. 
Somewhat later, liaison on this particular problem disintegrated, 
however, since In 7/VI was uncooperative about turning traffic 
ovar to Fenner. 

Ther·e were no other specific examples in TICOM sources or 
cooperation by OlCW/Chi with OKH/GdNA on Russian cryptanalysis. 
It 1:9 known only that OKW/Chi regularly used the IBM machinery 
Of O}ffi in their cryptanalytic W"Ork. 583 

\ 

582 
I 116 p·2 

583 r 96 P 13; 1 er P 2 
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58. Liaison wj.th the S:he:,p.al_J_p.telligence Aaenoy cf the 
Air For·ce _High Command. -- Relations between the Signal Inte"Tli-

. gence Ser~rice of the Air Force High Command ( Oberkomma.ndo 
der Lu:rt-waf'f'e Generalnachrichteni''uelu•e1" Abteilung III.P 
abbreviated OKL/Gen Nafu/III) and OKli/GdNA were on the whole 
good. On a very high level 1 reports · and in.formation were 
exchanged, and periodic meetings were held to discuss teeh-

· niques and experience.584 On an operational level, the 3rd 
Battalion of Air Signs.ls Regiment 353 (Luftnachriehten Regi­
ment 353, abbreviated LW Regt 353) (on the southern sector 
or the Russian fl"ont.) collaborated vi th XONAs 1 and 8 of the 
Army l,iaison officers vere exchanged and evaluation closely 
coordlnated.585 The Gel"man Air Force Signal Intelligence 
Service: often helped I'ill i .n the gaps through their work on 

. air armies vhen the Soviet land army ooserved radio silence.586 
It should be pointed out in review that the Signal In.tell1gence 
Regiments (lCONAs) on the Eastern :front intercepted and solved 

· a g~eat deal o:f Russian Air Force Traffic as well as Army and 
NKVD traffic; and Prisoners of_ War discussed the cryptar.ialytic 
work on Air Fo1•ce systems not as a special task but as pa.rt 
of theh .. general "a1•my" assignment. Cooperation on cryptanalytic 
problems was good a:fter 1943; and it can be assumed that the 
liaison on trarric analysis and evaluation was close and 
constant. 

59. Liaison with the Si~al Intelligence Agency or the 
Navy High_ COmma.nd. -- In 1 ts reati'ons with other agencies~ 
the Signal Intelligence Agency of the Navy High Command 
(Oberkommando der MDrine, Seekriegsleitung IV, III, abbreviated 
OKM/SKJ, IV /III) maintained a traditional aloo.fness. There 
was no ~tatemertt in_TICOM sources o:f specific coope:rat1on with . 

5841 126 p 14 
5851 ,..,0 __ .., p 15 
586IF 186 ! 
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OKH/GdNA on Rus sJ_an cryptanalysl s. Lt. Schubert {of OKH/Gd.NA), 
vho attempted to establish some sort of liaison with the Navy, 
stated simply: 

"I endeavored to achieve cooperation between the Army 
and· the Navy. This task was actually no concern of mine. 
A naval off leer was detached for six weeks who looked at 
all Army systems originating in the West and the East and 
I went to him to attempt some settlement. I tried to 
achieve collaboration, but later events upset things. 
Thei•e are practically no point~ of contact between Army 
and Navy--as regards the Russians •11587 

60. Li~ison with Goeringvs Res~rch Bureau.-- Crypt­
anal.ysts of' the Signal Intelligence Agency of the Army High 
Command ( Olill/GdNA) Wel'.'e riot too well informed on the organi­
za tton or operations of the cryptanalytic unit of Goering• s , 
Research Bureau (Forschungsamt, abbreviated FA). Liaison 
did exist, however, between the tvo organizations, and took 
the form of actual division of tasks, ~haring of perso1U1el 1 

and cooperation on IBM developrnents.58o· .Dr. Buggisch stated 
that (he had heard in 1943) the FA was able to break and 
read Russian teletype traffic,589 though he did not know 
know may details. On another occa1s1on, however, he stated 
(reveali:i:ig ths.t there must have been at least a. modicum of 
i.iaison,590 "The FA had analysed a Russian cipher.teleprinter 
syst.em in 1943 and recognized that it must have been based 
on a machine having certain similarities with the German sz 40. 
Ai"t13r a short time the Russians altered the system. The FA 
then communicated its result,s to my .U...'1.it and was given as a. 
kind of recompense a report on the solution of a German cipher 
teleprinter. This was one of the very rare cases where FA and 
In 7/VI exchanged results.". 

5871 26 p 2 
588rt should be pointed out that Col. Mettig objected to liaison 

with the FA, however, because o:f the "SS" taint, and that 
Dr. B~isch of GdNA considered liaison with the FA "bad 
anyway I 64 p 2 · 

589ror details see above, Volume 4, Chapter VI, section on 
machine ciphers 

59°r 176 P 6 
12.7 
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The liaison between OKH/GdNA and the FA has already 
been. discussed in this chapter~ with :!'.•eference to the visit 
of Specialist Wenzel of the FA to OKH/Gd.NA to help Lt. 
Schubert on Polish Resistance Mmrement tra.ft"ic. 

With regard ·to cooperation on IBM developments, there 
vas no statement about specific Russian cryptanalytic 
problems in TICOM interrogations., It is known that the 
Signal Intelligence Agency of the Army High Command took 
the lead in the de,.relopment and a..pplication of' IBM machinery 
to cryptanalysis, hove-1Ter 1 and their machlnery was made 
available to othe~ agencies. TrBnow (of' the Signal Intelli­
gence Agency of' the Navy High Conm'.IS.nd, (OKM/SKL IV/III) stated: 

"About March 1942 we paid a v1s1tJ> in conjunction 
with the GAF and the FA 1 to the OKH Hollerithl'IBI!7 
depa!'tment in Berlin... • ti591 -

Sinoe there was no evidence in TICOM sources of coordinated 
application of IBM machines to specific Russian cryptanalytic 
p:roblems., it can only be assumed that such liaison existed. 

61. Liaison W:ith the Foreign Of'fiee Cry;ptanalztic Section.-_­
There was no statement in TICOM interrogations about any 
liaison between OKH/GdNJ\. and Pers Z s ·on Russian .cryptanalysis o 

- 62. Liaison with the Ja_p~nese.-- When asked about liaison 
w1 th the ~Japanese on cryptanaJ.-jtlc problems, Dro Buggiseh 
.said. he 'idid not knov about O:h1f--but had never heard of any-­
and as for OXH he was sure that there had never been any Japs 
around in the flesh or any liaison he knew of."592 Actually, 
it seems, there was a certain amount of alleged liaison with 

591I 146 p 17 
592! 64 p 3 

. .J. 

128 
/ 



DOCID: 3486746 

. ! 

Japan; f'or, as D<ittmann and Samsonmr pointed out, "the 
Russian Referat had been visited at Loetzen in 1942 by tvo 
Js.pa11ese of'i"icel"s. 593 The Japax.tese wo1•e given a polite 
:reception but shmlfn very 11ttle of anything:, and no so­
lution wo~k: their tour lasted only three to four hours. 
The ~Japanese said they had sol·il'ed the Hussian OKK 6 and 
OKX '7, otherwise no Russian 5-figU!'a ti~affic.594 ·For all 
intents and purposes., there was liaison only on paper, 
certainly no collaboration on solution techniques or ex­
change of information. 

63. Liaison with the Finns.-- Quite the contrary was 
true in the case of liaisoif Yitl1 Finland. · nLiaison on all 
cryptanalytic nw.tte:rs was excellent, 11595 The Gern1ans, to · 
begin with.I> had a very high opinion of Finnish cryptanalysts:596 
"'.l'he Finnish crypt pe:r•som1el were considered outstanding ' 
and the exchange \?as a. gl;'eat bene:r1 t to NA.A 11. "597 

The. main Finni sh unit vas RTK, "Radio Telegraf Kompe..n1e." 
It was of" ba:ttalion .strength)) wi.th one motorized company and a. 
:fixed un.1.t of a.bout 200 men, located a.t Sorte.vala. RTK had 
a.bout 70 cryJ>tanalytic men, mostly of'fieers, headed by 
Ca.pta.i:Q or the Reserve_, E:rkki P.ale. It also had evaluation 
men. 59ts The Finns w.orked largely on Army tra:ff ic and had 
no separate unit :ror Air Force Signal Intelligence operations. 

593
1 116 p 9 

5941 116 p 9 
5951 106 p 3 

596I 116 :p 10 
5971 106 p 3 
5981 116 p 10 
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Lt. Dettmann visited Finland in 1942 and exchanged 

technical letters from that time on. .But the first German 
liaison of.t"icer 't-11 th the Finns ·was Captain Marquardt {la tel' 
head of Group I, GdNA, not a. crypta.nalyst); he was succeeded. 
by 1st Lt. Riemersohmidt, 'vho was stationed directly at RTK 
(the Air Force Liaison office.tt, 1st Lt. Vastz, ws.s stationed 
at Finni sh HQ. q s in Milcke 11 ), and had a direct rad.1 o link to 
NAA 11. In ~eturn, the Filll1S had a liaison of?icer st 
Loetzen from 1942, lst l~t. Mje-Koja (also not a cryptanalyst), 
who was succ.eeded by 1st Lt. Ohn; in addition, small Finnish 
part:f.es visited NM ll from time to time.599 

Results vere exchanged between the Finns and NAA 11 
every ·twQ or three days, and NAA 11 varied 1 ts cryptanalytic 
priorities to give full attention to any special. links required 
by the Finns; in retUl'n, information and solution rrom LNA 
t.o Sm:-tavala. vere sent to NAA 11: "On one occasion (the 
captured RZ 1800) this was· raster than the direct transmission 
from LNA to NAAll.600 The Finns solved 3-figure and .4-figlll"e 
codes extensivelyy with emphasis on NKVD material. They had 
no success with 5-figure traffic and "never ca~tured any 
copies of those codes as far as Schmidt knew."b0l This is, 
of course, not true: see the section on 5-f"igu:re solution 
(Volume IV, Chapter VI) for an account or Finnish capture 
and deli very and German exploitation o:f the Russian 5·-figure 
code book.602 The Ge:r-ma.n:s sometimes used Finnish equipment 
and vice versai but they "gave the Finns much adviee •• no 
physical help. •603 And. Ca.pt. Sehrnidt stated that.t "NAA ll 
never· got straight intelligence f':r•om the Finns or vice versa. 

·This was characteristic of the general German-Fimi1sh under~ 
standing that La.pland was a German area for opel:>a.tions with 
South Finland allotted to the Finns. 11604 · 

It should be po:t;nt.ed out"' in passing"' that there was no 
statc~ment in TlCOM interrogations about any lia:tson whatsoever 
vith Hungary and Italy, German. 0 s other allies. 

5991 116 p 10; I 106 p 3; I 21 p 2 
)6001106 p 3 
- 6011 106 p 3 ' 
602!15 p 1 
60'31 106 p 3 
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VOLUME 4 

-chapter ·vr. Russian Cryptanalysis 

Sectton D. Successes and Failtires 

Paragraph 

Successes and failures •.•.•...•... · •.•..••••• · •••••••. ·._ 64 

64. Successes and failures.-- In their criticism of' 
the def-ects o:f the structure of the Clerman Army Signal 
Intelligence Agency (OKH/GdNA) ~rom the viewpoint of crypt­
analysis, Lt. Dettmann and Sgt. Sa.msonov made five po1nte:608 

\ 

'· 

1) the- administre.t1on_g both or the cent?'B.l office and 
of the subdivisions-, had no, ·or at most a very small 
spe_c1al1zed knowledge J>egarding the fields of work ••• 
Their e.ff"ect was ••• mostly to hinder.and not to for­
w~rd the vork. 

2) Because the NAAS worked closely with Army Group 
commands; '~he NAAS and its technical direction 
tended to correspond more closely to the desires 
of the Army HQ's rather than to their own central 

3) 

ortice. -

The division of eryptanalysts between the central 
of'fice and the NAAS had as a res·til t that ln addition 
to an enormous amount of "paper -warfare 11 

•••• work o:f 
cryptanalysis and exploitation was carried on with 
almost complete duplication. . . . . . . -~-

. .. .... 

608 . - -
DF 18 part III 
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4) The multiplfcation of e.ff'ort de:!"ived also :from the 

e~~oneous ambition of adlllinistratoPs in individual 
' stations,9 due to - u1compet1 tion.". 

5) The most serious intel"'ference with the actual work,, 
both in the central of'fice and 1n all its branches,,­
h{1wever, was doubtless -brought about by the purely 
military "manipulation" of' this set-up, involving 
treatment according to· rank,, not skill or oompetence;. 
mi_litary exercises, field maneuvers, and the like. · 

They we1•e, of course,. n.ot concerned "tf.1th specific .details 
of the cryptanalytic set·-up, but rather the overall organi­
zational and administrative difficulties involved. The contents 
of their report' and of the reports of othe1• Prisone:r>s o~ Wal' 
on the technical aspects of' cry-ptanalysi~, hovever.; belied any 
long~range s,erious ei".feots on the actual f'u...rictioning of' the 
specif le cl"yptanalytj.c uni ts JI either in the central office · 
or in the field. The only major failure o~ the German Army 

·vis-a-vts the Russian systems was the t:ailu:re to solve and . 
rea.d cwr.ently the 5~f'iglll'e codes o .Maj; .Dr. Rudolf Hentze · 
(head of Group IV or G<lllA) spoke of the. accosPlishments of 
Dettmann and Samsonoir in Refera.t 3b: .n£:Th_ey;] had good success, 
especially on the NIVA codes which d~q not chari.g_e for a period 
of tvo years and theJre.fo.re could be reed almost entirely up 
to tne·end of 1944. This was a.5-figure code enciphered •• 
A nev NIVA cane in at the end of 1944 and about_ 500 ~oups. 
of this had been recovered by the end of' the war. 11609 ·Al­
though he remarked in pas~ing that Referat I or Group IV also. 
"worked on 4- and 5-:figure enciphered codes and had partial 
success working t':i:-om depths, n610 he wss speaking there of only 
one specific code. And. in spite of Lt. Col. Mett·igQs two glib 
statements on the 11continuous break1ngi1 of' 5-f'igure codes.;611 

6091 '1i3' p 6 
610

1 ll3 p 5 
611· 

I 128 p 2; I 111 p 2 
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and in spite o.f Dettmann and Samsonov 0 s boast that they always 
captured the books and could read (although-with di.ff'iculty), 
1 t seems· apparent, jl.ldging from t.he total sum of reports from 
other. P!'isoners of Warj) tnat the 5-figm:~e· code was not read 
currently and the.t 1 even if the book had been captured, the 
encipherment by almost exclusively one··time pads rendered \ 
actual solution practically impossible. -

· On the 9perational level (Le~, outside of GdNA), it 
was generally ag:re.ed by all Prisoners of War that there. was no 
trouble in reading 2-figure and 3 ... figure t:r-aff1c of all sorts, 
and. only a. re la tiv·e difficulty in the case of 4-figure traffic .. 
The solution of _the 2-figure and 3··figu:r•e codes was simple 
enough to be ca:rri·ed out o.n company level; and what was not 
fi,r.tished there {either becauee of la.ck of time or lack of 
.manpower) was completed on the level of th~ NAAS which did 
solution up to and including 4-!'igure material. A certain 
amount -cf" difficulty was encountered in address material in 
agEmts .. 0 codes, but not enough to destroy oontinui ty or to im­
pede the derivation of enough intelligence of" a tactical, nature 
fo1• c1xrrent use. 

In the case of NKVD codes, Dettmann a.nd Samsonov claimed · 
that from cryptanalysls they were able to determine the organi­
zation$ deployment~ and gener>al signif'icance of NKVD as a 
Ru::isian o:rganiza ti on; and were able to establish e1 ther direct 
or indirect knowledge of disposi ti.ans and c:ti..a..nges in dis-
pos1 tions s enemy O!'ders for deployment or attacks_, preparations 
!"or majoT operatlons, supply.I> ammunit:lon, los.ses, reinforcements, 

.health and morale of troops, conditions rearwards or lines, 
~he general traff:i.c si tuation:i p:;:oodu_ction caps.cl ty of factories,. 
pa:rtis-3.n movements, and finally, information on the Polish 
Resistance M.ovemento612 · · 

This, is certa.inl~· an impressive amount or ini'orma.tion to 
ha_ve been derived solely from cryptanalysis, a.s is the cnart 
inad.e up by Dettmann and Sa.msonov detailing actual codes 
rea.d.613 By comparison to other interrogatione.s> there seems 
to be a large amount of boasting in their report, giving a 

·clear impression that s.11 the informations was not strictly 
true as· given, at least for cryptanalysis on central,office level. 

612 
DF 18 PP 16 ... 33 

613DF 18 p 75 

133 
""I ·~·· ··-.~-., ... 



DOCID: 3486746 

• 

,. 

• 

If one can assUnie a truth:t'ul exposition in those cases where 
their 3tatements ' a.greed vith the statement of other Prisoners 

· or War; however~ the amount of c~yptanalytic achievement on 
the na:rt of Gd.NA {and or HIS Ost) and >)f the small units on 
lower levels of operation and solution is still irl'.iPressive. 
It muat be :remembe:r-ed that otb.e!" elements than pure crypt­
a.nalysia entered into the pictm"e and played a large pa.rt 
in the product.ton of total intelligence: 

1) ~he great amount or Traffic Analysis~ Direction 
Findi~g analysis carried on in the Eastern Tront . 
srea.bl4 Statements o:r PrisoneI> 1 s of War indicated 
tha. t, a 1 though 5-t'igure tl"af .fic was no.t read, it 
prcduced, n.ever·thelessl' a. grest amount of' intelligence 
from· extern~l characteristics, blocknot · series 
numbel"S (foi- dj_sposi tion of uni ts using series 
.1umbers):; ·etc. 615 · · 

2} The generally "lov.11 but improving calibre of Rus­
sian transmission,n coupled with bad Russian 
security.. As Lt~ Starke stated in one pla.ce, 
"al though 2-figure tra.:ff'ic VB.·3 never ver-y;, diff'i- . 
cult to read.11 much s:ssiata.nce "Was gained .from 
security breachas· on the part of• Rus~i.an operators .. 616 
There we111e , scattered ref'~rences throl.lghout the . 
in·i.;errogations ·i:;o eonve1"'sations of R.uss1,;tn opera;.. 
to:es liThich provided much real- in.formation on move-

. mente of all kinds. Besides.11 as Dettmann and 
Samsonov pointed out 1n the :reference exclusively ·. 
to NKVD, but by extension to ther systems," the 
re.ct ~lone that NKVlJ ciphers continued to be used 
often .fo1•· mo1.,e than two yea:rs at a time must 1nd1-
cate that the Russians did not believe it possible 
tlmt the enemy was ~eading the tr-arric."617 

614see Cb.apter 
6l5e.g.i I 19b 

.,616r 75 p 4 
617DF 18 p 71 

V:; Vol. V for det~ils 
l'epo:tot 5 p 14 
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3) Finally, the apparently large a.mount of capture 
Of both codebooks and tables. The importance Of 
this type of compromise in solution can not be -
over estimated. -

In spite of these oonsider.ationsJl 1t is still true that 
the German ArmY' read a .tremendous amount of material purely 
cryptanalytically which,, though only rarely of high level 
operational importance,, produced e steady flow of tactical 
a.nd . stl'ei,tegic intelligence. . As an exa.mple vhieh may or 
may not be typical, CorpoJ?al (Uffz) Althans (or NAAS 1) 
drew up the · f'ollowing char>t sho'W'.ing the es_ ti mated monthly 
average~

1
~or the ye~r 19443 ·of t,raff,ic intercepted and . 

solved: . 

Survey o:f Successes ln Cryptanalysis 

of .Messa e Interee ted Remar s 

140 125 •· 90 
6;000 2I/600 43 
5.9000 1,900 38 
2g220 ~86~ ~ 

3;500 egree 0 

--

6Jlooo 1 
s;5oo 

~ 6.9000 100 C:ryptana.lytic 
00 100 

-

500 Su_ccess 
20 000 

- -- -~ ~- · ---

2,,000 · 
~~ 

P 'us 
-figure and (not studied ., 

5-f lgure 8!1000 at KONA l) 
2.9000 onli partial l;y 

studied a.t 
KONA l 

. pr~~ . ~ 
00 

--- -- -·· 

618! l9b report.25 p 44 
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. Dettmam1 and &lm"'onov listed the folloving as systems 
worked en and solv·ed:619 

A:rmy and .Air For(';a: 

1} Operation systems (carrying text concerning oper­
ations and traffic technique) . 
PT-35_, PT-39_, PT-41: there ~·TG:9 a large volume or 
messages in the PT syst.ems.11 which were superseded 
by '1small Codes r? in 194-l~ · 

· 2} Signal Codes: thes·e uere used ill the ~econd half 
of the "!lrs.r and were 3 and 4-figure codes, called 
CYB or "front 11 codes. 'I.'hey vere partlall;y solved, 
but completely vorked cut on].y in the rarest cases 

3) Address Codee: these were used by axry unit in the 
"f:ront :i commands; interp1"etations ~rere ha:r-d to make 1 
because or the Russian use of cove?"na.mea, arid 1 t 
'\Illa difficult to solve the enc1pherments 

l~) 11Conve:'i:"sionn systems: these included codes JI code 
tables auid extended sub;;ititutio.ns·. Among those . 
specifically mentioned we~e: 
. 'I;he Air Force General Code ( 1934-37) J) carrying 
ini~o~ma.tion on landings~ takeoffs, veathe~, etc. 

'The BAK-38,, the la.st genel"al Air For•ce system 
used to the e.nd of 1939 

The Army 8,nd· Air Force . l 1Genera.l Commanders 9 

Oode ~', OKK-5 to OKK-8 ( 1939-41), and OTSKX-7 
~ "Gene:ral Central Comm@.nder':l 1 Code")$ used in 
~ear area.s 
All "con~ersionn systems we~e considered CYB, or 

"front" systems 
5) Transposi. tions: pure trt?.nspoai tiona were used in 

the Army and Air Force only for practice trar~1e 
6) Number codes (called by the Germana ncipher-coden)~ 

these wer,e 5-figure oodes for ·re1a:ying radio reports 
of' operational Ol" tactical content, dlreetion o~ 

troops (on the highes ·~ networks). Specif'1ca.lly 
mentioned 1?ere 011-A \19J)OOO code values in 390 . 
pages L 023-AJ> 045-As 062-A, 091-A (23, 000 eode values 
in 430 pages)J) which was used until the capitulation • 

136 
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.NKVD 
1) 

2) 

3) 

4) 

All these books vere captured; but theenc1pherment 
by Blockn.ots (one-time pads) made solution p:ractically 
impossible: there vas almost eomplete security in 
these systeras.620 

Operational s~stems: these we~e used by individual 
units until 1939, when a general operational system 
(mono-alphabetic substitution, no desor1pt1on was . 
~iven) was int:roduced · 
'Conversion systems": a 4-f'1gure oode was used in 
the Kasakhastan a:rea; three 4-figure eodee were in 
use by 1939; tb:ree 4-figure codes were 1n use at 
the time of' capitulation: ZERl~O., N!VA, VIZA; a 5-
figure railway coqe was also in use 
Tra:q.spoai ti on s-;rstems ~ these v.ere not used by 
NKVD, with the exception or one 4~f'1gure code (used 
in the Arctic Ocean district and on the Finnish­
Russian border) which ~as enciphered by a trans­
poa1t1on: it was read clll'."rently in part 
Number series: ·from 1940 on, a 4-figure code vas 
enciphe~ed by various methods, monographic letter 
substitution, sliding number sequences, and Block­
nota. These were read currently up to the end of' 
the war-. 

Agents e and. Partisans v Systems: ·· these were transpositions 

(single and double), grilles, and keyvord substi­
tutions. (Though . thel'e was no statement of crwt­
analytic achievement~ apparently great d1fficult7 
vas encountered in solution, and not much success 
was achieired) · 

620nF 18 p 61 
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Dettmar..n and Samsonov concluded their discussion v1th 
a chart or German cryptanalytic achievements on Russian 
systems.621 The details of whfch are to be roWld.on chart 
#1-2 (results of European axis cryptanalytic ach1evements)922 

621
DF 18 p 75 

622
It should be pointed out·once again that though Dettmann 
and Samsonov· gave a comprehensive pictu:re of German 
achievements, they we:r•e not to be trusted in every 
deta:t.l. Throughout this chapter 1 t has been shown that 
composite picture of German achievements in Russian 
cryptanalysis as derived from the 1nter~ogat1ons or 
other Prlsone:ros or War. 1n many cas·es did not agree v.tth 
Dettnmnn and Samsono~~ but would seem to contain more 
truth. · 
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Cha,tJter VII'. M1scelluneous c·ryi->ta.nalysis 

Section A. ieriod from l~l;i to l~j~ 

.t' aragrn.l:Jh 

German Army Cry~tanalytic ~ffort l~l~-1~33 .••..• ~. 65 
German Army Cry;,tanalytic Effo~t 1~35-1~39 ........ 6fr 
Fren<::h systems 1~33-l~j~ •••.. ~ .•.........•..•..•.• 6'{ 
BeJ.gian :-Jys tems 1~3)-l.~3~. . . . . . . . . . . . . . . . . . . . . . . • • 6b 
Dutch Systems 1~53-l~j~ ....... · ................•... 6~ 
0wiss Systems .J.S;35~l5:;j~ •••.•••••••.•••..•.•.•••••.• 7u 
Br1 tlsh ..>ys tems 1~33-l~JSI ......... -'• . r ~- ~ • • • • • • • • • • 71 
~wmnary of the 1~33-l~3~ period.- ....••••••.• ~• •••• 72 

·65. Germa.n Army Cryptanalyt~c Effort l~l~-1~5,3-- · · 
Before 19381 there was no Army H16h Oomm:.:.nd an consequently 
no se.tJa.rate German Army 01gnal Intelligence Service~ The 
codes-cilJher sect.ion of the' Gttrman. Defense ~linistry which 
had b~en maintained in skeleton.fore~ since the end of world 
\va.:r I handled the cryi-'tn.nalytic WQrk, on foreign Army systems 
and any security work done. on Gerraa.n Army systems. There 
is no record of the work done by this section. '.· 

66. German Arm ·Cr i)tanal tic :Effort l~ 3-l~r ..... In 
19.53 the newly esta.b. ishe Army Ugh Cornman ·u er omrnando 
des Heeres.abbreviated 11 QKH") set uv its own central agency 
to handle ·.the Army traffic of foreign countries. This 
central agency knovn as the Interce~t Control Station . 
(Horchleitstelle) was staffed by a few trained crypta.nalysts 
who had been drawn by the Armi frorµ the Cipher Section of 

' the German Defense Ministry. b..:>0 Al though little is known 
a.bout the organ:Lze.tlon of the Intercept Control Sta.tlon 1 

Najol,9 Feichtner of the German Pir Force states that it was 
divided into geographical sections, each section dealing • 

1""'9 . ;; 
·~ 
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with an individual country. 631 We know that bef.o.re l~.}Si 
there . were sections. fo:t' the traffic of Belguim, Holland,, 
Switzerland, Englu.ndj e.nd Russia. 

I 
' . 

67. French system~ J.Y.52-J.~j~-- .(yler.tig star.ed t(?.at 
· durln3 the years, l~.57-1~3<;;1, .continuous and sit,-nificant 
successes were obta.,ined by the InterceiJt Control Station. 
a5ainst French Army systems.632 In the crises of 1~37 and 

.1~3o, the Germans ·read the systems used' by the French on 
r.he · ... :irel.ess net -which radiated froni .Paris to the static 
French formations within France . /-7. 'J;hese _systems, designated 
b;y the Germans l?.3 F ~u c:.nd F llu0 .J..J vere described b}' . · · · 
Dr. Otto Buggisc~1., one of the leading Arm~· cryptana5~~ts, 

n.s French Arm~ systems based on a four-figure code. :; 
In one case~ the encippermen~ vas by means of a periodi~ 
additive; in the other it was an ordinary tra.ns_posltion,, 
the transposition key being obtained from a key word which 
1 tself wa.s taken from the .code. Solution, said Buggisch, 
was obtaio~d by methods generally known .. in cry,µtanalytic 
circles. 6:;~ · . 

' 
68. J?el~J-a.n ststems 19,23-1~3~-- The complete order 

of Battle of ne Be~g!an Army vas known to the Germans 
in 1~39 3 6

Q._t. lea.3 ·i; partly through the reading o.f Bel3ian 
systems. · -'0 Huettenhain~ one of" the leading cryvtanalysts 
of the Signal Intelligence A~ency of the Supreme Command 
of the Armed Forces ( OKW/Chi;., described the Belgian Army 
system as a 3-flgure co.de used with substitution tables 
in such a. way tha.t- the fi:rst figure of . e8.Ch group remained 
u_nchanged a.nd the second a.nd third were each enciphered 
individually with ty.i;.>es 05

3
.aubstitutions that could be 

varied with eaeh message. I 

631IF 181 .P 4 
6)21 78 p 3 
6331 58 p_t; 2, 6 
6341 176 .P 2 

63.5r ·176 p 2 

6361 78 p 3 
6.57r 31 .tJ 6 
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........ 
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. 69. Dutch systems im..:i.912-- Mettig states that the Dutch 
Ol'der of Battle was also availaqle to tg§ German Army a.t least 
partly rrom cryptanalytic achievements. ~8 The maneuvers of the 
Dutch6~~my in 1937 we:re covered by the intercept stations of the 
Army. Ver::· sitnple techniques :J principally double transposi-
tion e1.phers,;'were used and these were read by the cryptanalysts 
of the Intercept Control Station without much diff~culty. As a 
result, Dutch Order of Battle was established down to battalion 
level. · 

was o'!i/.y c~:~!i1;yil~~~~o·WcC6~6?.2~~·t~~!:z~;
1
:~n M;;~!gT~g~~' 

source:s concerning the Swiss systems used in this period. 

71 . . B~1 t1sh s stems 193 -l 9-- During the period. 1933~ 
1939, the Intercept Contro Station had very little success in 
reading British systeinso Mettig attr1buted "th1s to6~e very • 
poor quality of the personnel employed on the ta~k. . The · 
Order of Battle of' the arit ~. sh Army, hovever, was built up .from 
direction-finding inf'orma.t!~n and the evaluation or call-signs 
or other radio procedure. o . . · 

72. Su.mmary of . the l933-l9~=- The cryptanalyM.e effort . 
ot the Germans from 1933 to the eginning of the war, 1939., was 
fairly suec~ssful. The Order of Battle of the French, Belgian, 
and Dutch Armies up to that ttme w.as known from crypta.mtly';1c 
achievements. Only in the case of Br1·iia.1n was cryptanalysis 
unsuoc~essful, ·and here traffic analysis 1n41cated the Order of' 
Battle. Against Germa.nyos feebler opponents, such ·as Poland,. 
little was necessary, 11" we may believe Mettig. Mettig stated 
that t.he speedy development and completion or the Polish cam­
paign in 1939 made cry:ptanalytio effort unnecessary, · particu­
larly in view of the fa.ct that the Pole,:., he believed. trans- . 
m.1 tted 1their radio tre.f'fiC in the clear. It was with justifiable 
confidence in their Sign~ Intelligence Service that the Ger­
mans faeed the early years of the war. 

6381 78 .P ·3 
6391 78 p 3 
6401 78 p 3 
6411 78 'P 3 
6421 78 p 3 
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Chapter VII .. Miscellaneous Cryptanalysis 

Section B. Period from 1939-l~4l · 

, 

Paragra,i.ih 

German Army Cryptanalytic Eff'ort l939-1Si4l ••.•• : •..• 73 · / 
Summary of the 1~3~ ... 1941 teriod •...•••.••••.•••••••• 74 

I ._ . 

: · 73. Ger~an Arm~ Cri,etanal;(_tic Effort lS139.-l94l-~ 
In the early · years o ·the· war., tne cryptaniilytic staff of 
the · Intercept Ccmtrol Station (Horchl.eitstelle) was unable 
to CO.tJe with the added burden of the wartime . traffic. The 

• 

·BI•1 tish section of the. Intercept.· Control Station :was un­
able to solve Britii:ih systems;O'.:)U the French se.ction was 
forced.to call upon the Signal Intelligence Agency of the 
Supreme Conuna.nd Armed Forces (Oberkonunando de:r Wehrma.cht 
Chiff:rier Stelle, abbreviated J.JKW/Chi-) to aid in the solu­
tion of French Army systems; 05l and there were not enough 
eryptan~~~sts to_ furnish .the forward units with adequate 
staffs. . . . . . . . 

· The failure. of the British section of the Intercept 
Control Station (Hqrchleitstelle) to .achieve a.ny ·success_ 
with. British systems contim,ied. .In 1940 the six people .t:. 
comprising the section "were moved to BB.d Godesberg wher~ .. 
no success was . achieved despite an abundance of material 
with which to work.653 · Dr. Buggisch, who in J.~42 looked 
over the .files of the British .section regarding work on 
the British high grade mnchine, Typex, chara.cteriz.ed the ' 

· wo~k - of Inspector Breede ~ho worked in the winter or
4
· 1~3~/40 

on the.British "big machine" a.scom,&Jlete nonsense.05 He 
stated tha.t Br~ede described an imaginary ina.chine ·which 
had n·othing whatever to . do with Typex. No cryptanalytic · 
success was recorded. in this period. In Apr.11 1940,, howeV(:JJ', 

650 · I 78 p 4 

6s1.n .60 p 4 
652I 78 p 4 

6531 78 p 4 

6541 I 

66 p 2 
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the British section received a copy~ of' the British War 
Office ·code c~pt~rg2:-1n Norway. A second copy_vns ob­
tained .at Dunkirk. :>:> successes with this system \';:;1 ~ ther.e­
af.ter possi-ble, sine~ the British continued to use this 
system _unt!11 l943.b5o · 

The ·railure of the cryptanalysts of the Intercept 
Control Station to solve independently. the Fre~ch Army 
system succeeding the .F 110 w~s another indication of 
their inadequacy. In early· aut;wnn lY39, the French re :~ 

placed the peace-time · systems, F StO and F 110, With a 
new war-~i'e system whose name is not known from TICOM 
sources. ? 1 . -The Army t:ryptanalysts found themselves unable 
to cope with the situation and called the cryptanalysts of 
the Signal Intelligence Agency 01' the J\.rmed Forces, (OKW/ 
Chi) . to their aid . . HuettenhainJ> one.of the cryptanalysts 
of OKW/Ch1, was sent to the Army Intercept Sta.tion ·at 
Frankfurt/Main to a.id in the solutiono· • J\mong his pag~~s 
v~re two memoranda. deacribing the work he. did. there. ~~ 
In the m~moranda, Huettenhain reported that the task wa.s · 
accomplished,; with the a.id of his own colleagues of OKW/ · 
Chi by October,; (l.939), so that all the September material 
could be read retrospectively. The system continued to 
be worked on successfully through October; and in November, 
Dr,. Huettenhain returned to hi.s own agency, the system 
solved. It may be noted that the head of the Army station 
requestedHuettenhain to convey the thanks of the Army to 
the Signal Intelligence A~ency of the Su:prem. e Command of 
the Armed Forces ,( OKW/Chi) foI' the assistance given to .the 
Army~s qryptnnalytic section and remarked that in his op1n-­
ion such a large cryptanalytic , task could .not be done by 
the Army High .Command either then or in the near fubure • . 

The system was de.coded by the Intercept Control Sta­
tion successfully ~uritil the German offensive of the spring 
of 1940. At this time the French began to .use systems in 
the foI'Ya.rd echelons which the C:C:fJltanalys ts of the Horch­
lei ts telle were unable to solve.b~~ Mettig remarked that 

6551 51 p 2 

. 6561 51~ p 6 

6570 60 p 4 

658n 60· .PP 4-5 

65Yr 78 ~ 4 
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the Army cryptanalysta·both or the ~orward units and of 
the Intercept Control Station (Horchleitstelle) :r1nally 
concgg3rated on two machine systems., the C-36 and the B-
211. Neither was solvedj however, until after the 
cessation of hostilities with France. According to Mettig, 

- the final solution of these two machines rated lower than 
tha.t of the pr~ceding"system since it was not timely and 
wa-s done only with the aid of C$ptured material .. 661 

. In the winter of 1939, the dearth ·of field cryptanalysts 
became apparent t_o the German P..:rmy. When the Signal Intel­
ligence Regiments (KONAs} were preparing to move into the 
field,. the Army found that gg~re were. no trained crypt- . · , 
analysts to send with them. . Col. Randewig, the commander 
of .all intercept units in the west., was able to procure a 
num~er of cryptanalysts from intercept units.around Berlin 
and filled out that nuinber with mathematici~n~ and linguists. 
As a result, when the Gel'Illan of.fensive star-te·d:tn 1940, · 
the Signal Intelligence' Regiments ha<i a moderat~·~upply or 
cryptanalytic personnel;. but mor.e were needed to cope with 
the field problems. · · · 

74. Summary of the 1939-1941 P~riod-- Although.the 
cryptunalytic achievements of the Intercept_Control .sta­
tion {Horchleitstelle) during the years 1939-1941 were · 
minor, their success in intercepting traffic and decoding 
solvable known systems was of great a.id·· to the German 
Army. Mett.ig stated that all messages on the French system 
which succeeded the FllO were read from late 1939 until 
the spring or 1940 when the system.changed; and that these 
messages·, des.Pite their adm1n5s~rative nature helped to . 
f i.11 in the tao ti cal picture. b;> FDr example, ·the strength 
of units being set up on the training ground at Mourmelon . 
wa.s estimated by statistics of wate:r bottles and blankets. 
It was lJOSsible to deduce facts about the.shortage of" armor· 
piercing ammunition Yith the French infantry units. Simi­
larly, t.he conversion o~ the Second and Third French. Cavalry 
Divisions to Armored Divisions 1n the area northeast or . 

· ~6°r 78 .P 4 

6611 128 .P 2 

6621 78 .P 4 
663r ··78 p 3 
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Paris was ascertained in December 1939.664 By the end or 
1939'; the complete Order or Battle of . T,he French Army 
was· available to the German Army from 'the reading of French 
traffic. 'The capture of a copy of the British war Office 
Code in Norway 1n 1940 (and of another copy at' Dunkirk 
in June or that year) a.ffo1~ded the British s.ection its 
first successes and furnished a constant and· important 
source of information from that time until 1943,, when tbe 
Bri t1sh discontinued use of' the code. · · 

In this period the Germans realized the inadequacy 
of their personnel and effort,, and· ·set about correcting 
them. · 

.·• ... ~ . 
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Cha_vter VII. M1sce~laneous Cry,t.>tanalysis 

. Sec ti on C. .Period from 1~41 to 1~45 

f aragraph 

·German· Army Cryl:)tanalytic EffoJ:>t l;14l-l~A4..... . . . . 7'j 
western and southwestern Cry~tanalysis 

' 194:1-1~44. •a e e o a D .. a• e •~a e 41 e e 0 • 0-. ~ e 0 e e Q • • e 0 • • e 0 • e 76 
work on Brl t1sh Traffic l~4l-llj44 ..•. ' ..•..••••.•... 77 
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work on French Traffi~ 1~41~1944. ······~··········· 7~· 
Work on Swiss, Spanish 1 .Portuguese and 
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work on Agents 0 Traffic in Soutl:lern France 

. and Spa.in .................. .' ... · ... ~ ......... o ••••• ~) 
Work on Russian Agents' Traffic •..••..••.•••.•...•• 94 
work on ?olish Resistance Movement Traffic ••••••.•• 95 
work on German Traitora.' Tra.ffic ....•..•.••...•...• ~.6 
Linguistic Research 1;141-1944 ..•..•........•.•••••• 'J7: 
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Ge~man Army Cryptanalytic ~ffort 1945 ..•......••.. ~lul 

75. tic · 41-191'.4--
tha t cons ·era. e expansion 

effort was desirable. As 
Major Mang of the.German 
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Army, was ordered to establi.sh a new German Army cryptana­
tytic and evaluation agency to replace the old Intercept 
Contl'ol Station.670 The new agency was established as 
Ore>up VI Inspectorate of 7 (Inspeoktion 1 Gruppe VI, ab~ 
breviated In 7/VI). Its aim 1 was to increase the cryptana­
lytic effort in the central office and to train cryptan.g,­
lytio reserves ror field work.671 A large number. of 

'mathematicians and linguists were introduced into the 
organization and the number of countries covered greatly 
inc~reased; detachments were sent from In 7 /VI to key areas 
(the Russian section·was dispatched to Loetzen to form 
thE~re the nucleus of the (later) Intercept Control Station 
East (Horchleitstelle Ost); and cryptanalysts trained in 
Bl':i.tish traffic were sent to Rommel's headquarters in 
No:rth Africa to the evaluation center of Signal Intelli­
gence Regiment 4 (KONA 4) in Athens, to KONA 5 in Paris,, 
and to F·este 9 (Feste Horchstelle) in Bergen, Norway • 

. The cryptanalytic work of In 7/VI is described in 
the following pages.according to geographical div-isions: 
western and southwestern cryptanalysis; southeastern crypt­
analysis; eastern cry-ptanalysis. Following these para-. 
graphs the work of the _Agents' Section, of' the Research 

· Section Linguistic and Mathematical,, and of the IBM Section 
will .be discussed. 

76~ .. Western and southwestern cryptana£is1s, 1941-1944-­
Western ana southwestern cryptanalysis was ndled at In 
7/VI by the British section with outposts in North Africa, 
Athens, Paris, and Bergen, .Norway; by the Amerie~n section; 
by the French section with subsections for Swiss, Spanish, 
Portuguese, and Brazilian traffic; and by the Italian sec­
tj.on. "l'he .field· un1 ts· which handled western. and southwestern 
t1•af.fic were the western field units, KONAs 5 and 7. Swedish 
A1•my tra.f.fic was handled by a special unit of Feste 9 in 
Nc>rway. 

77. Work on British 1941-1944-- During the years 
1941-1943,, the main success of the British section was the 
reading or· the British War Office Code (woe~,, two copies 
or which had been captured in early l94o.67 After the 
capture or these documents, the British section under~In­
spekto~ Liedtke was successful in reading messages from 

6'7°1 78 p 5 
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North Africa:durlnf; the spring of ·l~~l, encoded· with \iOO 
and superenciphered'with additives. 75 British trnffic in 
~oc was read oonstantly throughout 1~41. In March of that 
year, a considerable volume of messages wns·read during the 
British Cyrenaic offensive of the British ~ighthArmy under 
Wav·ell ~ The organiza.tion.'of the base services and 'the Ordel' 
of Battle of the Army were recognized, During the late 

·summer: of 19.41, Rommel 'a counter-attack took place lea.ding 
to the siege· of Tobruk. The besiege4 fortress .was· solely 
de1>endent on ~adio for its signal connnunication.s to the · 
Eighth Army and Cairo, and as it used the woe wlt~·an en­
ciphering table almost exclusively its traffic was.read 
by the Germans. The British section of In·7/V1 followed 
accurately the British ~ighth Army 0 s relief attempts in 
November 1Y41 which led to the cutting off of Rommel betveen 
Tobruk, ·Bir Omar and-Sollum and, eventually, Rommel's famous 
break-out to the West at Sidi Rezegh. · · 

. As a result of the success .with the \iOC in Berlin, 
a special detachment of e18bt cryptanalysts was sent to 
the evaluation center of KONA 4 at Athens to solve traffic 
a~ tha~ point and tnereby reduce the time wasted in sending 
the tra:..fflc back to Berlin. Unfortunately for the Germans, 
about 'the time the party started.(the middle of December . 

· 1941) certain dif'fte.ul ties wel:'e encountered in_ the solution 
~f' --the War Office C.ode whie.h prevented the ~.olution of. t~e 
woe for the· :following eight or nine months. -, During . 
this period the British section suffered a fur~er blow. 
through the capt'l,lre in July l~42 of the greater pa.rt of 
the Long Range Signal Intelligence Company~· .FAlC 621, .which 
had been opera.ting·in North Ai'rice.·under seebohm. Although 
the remnants of. the lUlit contim~ed to opernte under a " 
Captain Habel·, ini'ormation gained from the captured part 
.of the unit gave ev:i,.dence to the British that their code 
~as being read and from that tiJlle on the British section 
had no success vith the code.675 Herz.fald said th~t after 
his return to Ber.lln in October 1942, there was a little 
v.·oc tra.f:fic but tb.at its volume was too small for success­
ful explo1tat1on.b7o From December 1942 to·Ma.rch 1943, the 
British used enc1phered.1ndica.tors, and in Mn;?tab. and AD~11 
1943 changed to one-time pads for enciphering tables. 07-f 
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The British section had no success with these innovations 
although Liedtke "f{Orked for a year attempting to break into 
the new system. t>7t5 . ·. . · · 

· From 1942 to the end of the war, the only success 
attained was with British. low ... level traffic, particularly 
Slidex. · Slidex wa.s designated by the, Germans as English·. 
Code (Englische Code abbreviated ' "EC") .followed by a number 
to d.enote the var!~tions of the. basic system~ Slidex was 

· used by the British and later by the American and Canadian 
Army in front line units a.nd in air support networks (ten ... 
tacles). The variations of the EC system men~ioned in · , 

6 
.. 

TICOM sources are: EC 5, 12, 23, 24, 25, 30/3, and 30/20. 79 
E.C . 5 is · described by Graupe of In 7NI as a system in · 

whi:::h the code values are wrttten 1g
8
a1pha.betical order -in . 

the columns of' a rectangle 25 x 25. . . The code ·groups are 
represented in the cipher text by the digra.phie coordin,ates 
and sent in 5 letter groups. ·· .Intercepted Slidex vas prin­
cipally ~ra.ctlce ~§fffic in the United Kingdom during the •· 
pe_riod lY42:--l943 . , and was . solved by the British section 
of In 7/vl which then forwarded the mater1a1

6
. to the training 

section of In 7 /vI for instruction pui-~oses .• t32 . . 
In EC 12, the successor of EC 5., the code group of 

two letters derived r:r~ora the coordinates was enciphe~ed 
by a group of four figures a!ld sent 1n 5 figtire ·groups. · 
The . traf.fic in this code appeared. in North Africa in ig~2 ... 43 
and. was of tactical valul' for : operations in that area. ' · 
It was solved at In 7 /VI and. was decoded -easily in most of ,: · 
the_ field units of .KONA 5 and 7~· · 

678:IF 107 p 7 
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EC 23, 24, 25 were developments or the bas1e EC series. 
The systems are not described in detail in TICOM sources. 
The. tra:rr1e originated mainly :from the United Kingdom and , 
was used from November 1943 Un.til the time of the invasion 
in June 1944. Traffic in these .systems was intercepted 
by Feste 9 in Norway and units of KONA 5 in France. The 
evaluation c~nter of KONA 5 st St. Germain is said to have 
succeeded in reconstructing· all the cards used in systems 
23 and 24. Feste 9 succeeded in this only once after two 
days' work, and then with the help of a message of 190 
digraph.a. System 25 ·was :r-ecognized but seldom intercepted,. 684 

. EC 30/3 was a variation of the EC series intended to · 
be used spec1f1oally for the Invasion and thereafter.685 
It had, however, been used by air liaison links 1n the United 
Kingdom dlll'ing Ma7 1944, and had already been reconstructed 
by Fest.e 9 b:y the time the invasion oceuri-ed on 6 June,, 1944. 
The rec,onstruet1on of'. this code e.lloved the Germans at once 
to discover the order ot battle of' the invading armies at 
Corps. l.eve,.. The evaluation center ot KOMA 5 a.t St. Germs.in 
took over the work o~ intercepting and decoding this t:r-aff'1c 
during the summer and tall· ot 1944; at which time the system 
vas currently and easily solved by unit's of XONA 5 and later 
those of' KOMA 6 with the aid of' oaptured tables. Traf'f'ic in 
this system is said to have b~en solved so quickly that it could 
be handled like plain text.686 

EC 30/20 was a variation of the EC system reconstructed 
by KONA 7 in Italy. Traffic was originated by supply units 
of the British Eighth Al'UJ1 and was currently solved until 
the encl of September, 1944 vhen the t:raf'fie was replaced by a 
four-figure type which vaa not broken.687 

Atter D-day, Slid.ex was also used by the American 
Army.6a8 When the· Germans :round that the American MP units 
were u::Jing Slidex to :report all Army uni ts which passed their 
control PQ1nts, the deciphering of Slid.ex was given high 
prior1·ty.689 Graupe stated· that Slidex messages were also 
particulB.l'ly valuable for identifying bombing and 
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artillery objectives·.-690 The time estimated for the solu­
tion of Slidex was one to three hours it' the basic cards 
vere at hand, five to six hours 1r they were not, s1xty­
r1ve percent of the work is sai~ to have been done with tho 
cards available. 6~J. · · . · . 

Not mueh material concerning other British low-grade 
systems solved can _be found in TICOM sources. Hent.ze of 
KONA 5 sa.id thn t Maplay was worked on throughout 1~44, 
but that the volume was low and the Germans found this 
system harder to break than Slidex. They were . successtUl 

.onlywtth a. great deal of. traffic or with a re•encodement · 
from Slidex which ha~ provided the original brea.k.b92 
Codex was solved by the Germans largely with the help of 
a captured specimen which had been in the ·pos~~~sion . of the 
Germans since the days of the Leros. Invasion.693 It vas 
read by Feste 9 in 1944-45, when that Unit was 1n Italy. 
A. T·iger-code ( so-cB.l.l~d from its .use during the "Tiger" 
pre-invasion exercises in .E.ngland) was solved by the Germans 
arter a half · year of work. 6Y~ .·Solution was made possible 
by a long report in a British paper giving the names of 
units, officers, · etc. · Another .British ~ystem, the 9999 •, · 
which we.~ used during the pre-invasion per1od,was solve~ · 

by the Germans; but it vas never used·operationa.lly.69!:> 
KONA 5 :ts s~1d . to have had considerable success with the 
Tiger Code c9.nd . to have. achieved solution qn the(;fQurth 
or fifth day :El.fter 1ts· regular monthly changes. 9o Matin, 
another .British Army system, .was never so;ived. Hentze . 
says that the Germana arrived at the decision that Matin 

' was a small ma.chin~, but he does not say whether resea.gch 
on this system wa~ carried on at In 7/vl or in KONA 5. 'j7 
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. The outstanding .ratiure of the British aection of 
.In 7/VI; and or In 7/vI in general,. was the failure to 
solve the British 'big machine', · Typex • . Mettig s.tated 
that had the Germans or· In 7/vI had been able to _solve thi~B 
system, it would have been their o~tstanding a.chievement •. 0~ 
At a previous interrogation, Mettig had stated that Typex 
was read · in 1942 in North Africa and thnt success continued 
until the autwnn of 1942 from which time In 7/vI had no 
more success with the· sys\::.em.6!;19 This ract, . coupled with sane 
some information rrom Ultra . .::;ourcea to the effect. that 
FAK 621 in North Afr.ica. had been reading Typex at the time 
of' its ca;i:iture in North Africa in July and November 1942, 
brought about a thoERugh investigation of this subject by 
the interrogators. ·r ll The story in brief vas that in June 
1943 one of the prisoners of Bode claimed that . he had 
worked on British machine methods from 1937 to 1940 and 

· that messages w~ich could not be .decoded by FAK 621 .1n 
North Africa. were sent to In 7/vI at Berlin. Two other 
prisoners from FAK 621, Haunhorst and Possel, stated that 
all high grade traf f1c was handled by a Warrant Officer 
wagner, and :that this Iila.n had at his. disposal one or more 

· British Typex machines captured at Tobruk. They described 
the :machine·a.s resembling a German lbigma. machine with a . 
special. type of adjustable keyboard~ They said ·also that 
certain documents were used ~n the solution of the sett11}8s, 
either captured British cipher documents or- machine settings 
C:oI11pil·ed by In 7 /VI at Berlin from three or four yea.rs of · 
traffic. No further information was gained concerning . 
this incident during the war since other officers refused 
to glve information a.nd Warrant Officer Wagner was. never · 
identified. This 1943 evidence was contradicted by the . 
statements made after the war ·by, highly placed german · 
crypta~alysts. Drs. Huettenhain and Fricke .of the S1gn5~ 
Intelligence Service of the .Al>med F.o:rces ( OKW/Ch1),, and 
Mettig, emphatically denied having solved or heard of a. 
solution of Typex; 'l:he~ had never seen a Typexmachine 
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with rotors although all admitted that a Typex machine 
without rotor.s had been captured at Dunkirk. The TICOM 
interrogators of Dr. Huettenhain and Fricke reported: 

. ''Should it turn out that some of the experts 
" named above [!.. e. Mettig] were in possession Of a 

complete Typex ma.~ine and have achieved
1

successes, 
both these .row's · LHuettenhain and FrickeJ 

7
M£uld lose 

their last faith in their fellO'\l beings." ·. · 
Mettig, moreover, _ st~ted categorically that a success of 
this .nature would have been mentioned in the list of Ger­
man cryptogrn~hic successes which was drawn up for him 
1lr1or to, his visit to Supreme Headquarters J\.ll1ed Expedi-

. tionary: Forces with the liaison cQ~iasion of the Supreme 
C ornm1.:1 nd or the Armed Fore es { OKW )"! Mettig' s . f _ormer ·State• 
ment that Typex was rend in 1942 in North Africa and that 
success continued until the autumn of 1942 (from which time. 
In 7/VI had no more success with the traffic) ~a:y have 
been a misstatement for Slidex. At lea.st, the interroga-'· 

. tors assumed that Huettenhain, Fricke, and Mettig in their 
last interrogation were speaking the ·truth. · . 

Although it is almost certain that In 7/VI never 
solved Typex1· a great deal pf e.ffort was expended on the ' 
proj~ct .from 1940 to 1943. In January 1942 the files · 
of the work on Typex done up to that time at In 7/VI were 
turned over to Buggisch who found work dating back to 1940,703 

. when Inspector Breede of' the British section ruld attempted 
io solve the system; Breede recognized the traff'io as 
ma.ch1nE~ tra.f"fic but described a purely imaginary machine 
which .:Buggisch says had no . relation to Typex~ and was 
complete nonsense o In 1941 some mathematical studies ·. 
were ma.de on Typex; and in January 1942, Buggisch made a 
study o.f the system, .from which he ma.de the following 
conclusions: . . . · .· . 

a.. the · system wo.s similar to that o.f the Enigma,; . 
accordiqg to single letter frequency counts , 
based on 10,000 cipher letters · 

b. certain relationships between two message-se~t1rigs 
frequently existe4 

1u1r i6:i , p 6 
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" .· rrher•e is no. evidence that Buggisch. proceeQ.ed further 
, than this in h~s i:r1vestiga~iorL Ee ~tated· that a 'J:ypex 

ma:chirie w-l..thout rotors was captu;red during the French, 
campaign nea,r Qu..v:tkir-k and thll t some doCUtner!.tS taken f.rqm 
an English· secti:ri ty officer pointed O\l,t f:requent, breaches 
in the strict· regulation th~t rotox>s of; the>Typex machine . 
should be turned at rcndom after .a !nt;i.ss.l,ige 'W.9.$ '.enciphered. 704 
There s-eems to ha.ve been no knowledge of· now 'many rotors . 
the Typex machine had; . B\1ggisch va,gue:ly · rememb,ered · having 
r•eo.d .. thA.,t there we~e~ t1-ien~y"'"f·i1re. 705 ·Re (;:\.J;sg. statc;i.(}. .that 
cas.ue,1 consideration was given t9 vhet:b.~r 'o~· not+> one might 
be able to tackle :the probl,~m of' br-ealdng li:r· .O:ne, k11ew tJrn 

. inner ·\ri~ing of the wheelsL Since no.~:qne· ·at 4.n.Y/Vl knew 
:,;;:::either ·the wiring of t..'1.e ''WP.eels. or h:~ niany vl;leel·s ·there 
·were.P the question was of·. no· ~ractice.l 1.ntet-~.$t .• · · Th~. 
whole matter was ev1dently pe:r'fuanently.abazj:'doned sometime 
in -1943 . . . . . . . . . .· . . . . . .·· . · .. · .. . , · .. . · ·. 

·· Mention should al.so be made., of tb.e 1.solut:ion in KONA . 
4 or British t:rarrfc e~ar:iatirig. f~,om .·the T.ran&1&6±>dan:·p;rontier 
Force which gave valuable inforu1ation c,one:·erlii.ngJ3.:rlt.ish . 
troop movement.s 111 the Mldtile East. Ah intercet;ted (and · 
decoded) message f'rom the Trnnsjo:::-dan Frontier ForGe in-: · 
dicated which units o:f the Ninth Army wt::rebeing moved to 
Egypt tQ counter Rommel's tJ:t..reat. -r,c Alexandria.··. :r.::ven when 
this code wus change¢!. _in July l9·ll,2,$} eolution, prp.¢eeded , . · 
r.egul.ar.ly aftel" a few nours i w9r.}c. ! Ob . . . , · .. . . 

. In :aumznary, on~ may. etate th,at the Brii;ish section . 
was uole to·g:tve intelligence concerning the movements of 
enemy for~es !'~:9m the. solution and. cons·~ant Q.eooding 'Qf' . 
2.U.<~~:~~l.01'.r-J_e"\i"el;. tx-affic us Slidex~ Cod~x,, Muplo.Y.11 -999., ·antl 
thei.T:tger C9de.. Durirt,£ th&· early part' of the uar the. scl,u­
M.;on at> the enclpheritl$ table15 l.H.h:")d to encipher thi Bl>i ttsh 

· wa;r OtfiQe ·c'·ode ms.de possible currant decQding which tu:r~ · 
niafred; .ati' exce;;i.·;l;ent $0UX>Ce! o:f infb:mnation,; 0..u:t,ing t,he l~te];" 

. yeara· Slidex .. d~code·a were.the main SOll:"Ce. ·. With,Typex, _no 
.· SUC~ess· W_as attained 6 ·and a.11 eff'OI'tl3. at solutioz+ W~ra .a.ban• 
· doried in 19~~3. · · . . 
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78. Work on USA traffic 1941-1944-- Th~ USA section 
of In 7/VI vas created with the ent17 or the United States 
into the war in early December 1941.707 'l'he section1 made 
up of personnel who had been c;lrafted from the mathematical 
·section of In 7 /VI, was placed wider the leadersh.1.p ot 
Steinberg, a/ leading mathematician. Initial attempts at 
breaking USA traffic vere fraught with difficulties. 
Because ot the size of the USA wireless network and the use 
ot alternative ·frequencies by USA operators, considerable 
trouble was experienced in 1aent1ty1ng the various linlcs 
and sorting the different systems. After a tev weeks, 
however, order vas established through the reading of · 
call signs .and the sorting b7 discrim:Lnsnts.708 · 

The first major success of the USA s5~tion was in·the 
summer of 1942 when tbe M-94 vas solved.7 ~ '!'he Germans 
des1gniited the M-94 variously as URSAL, CDAF, strip, and 
ACr2! . URSAL vas a name given to the s:rstem from the fact 
that t:raff"1o tl'om the USA veather stations in Giteenland 

. which used URSAL
7
!8 an indicator provided the fizast breaks . 

into the system. CDAP was found in the traffic emanating 
from the C~ibbean Defense Area.711 "strip" and "ACr2" 
(Amerikaniseher ·Caesar 2) stem from the faet that this system 
was long thought to be a strip s7stem.712 The solution ot 
the M-94 vas achieved b7 Steinberg and Luzius~ mathematicians 
ot the USA section, vho are said to ·have written a tventy­
tive page report on their work. After the solution had 
been achieved crJP·tanalyt1cally, a USA manual (FM 11-5) 
~1th a complete description of the .M-94 was found in a 
Berlin library.713 

Current solution ot the M-94 from 1942 to 1943 vas 
dorieboth at In 7/VI 8.nd at the .Signal Intelligence Evalua­
tion Center .of" XOHA 5 at St. Germain. The work consisted 
or finding the daily key. A set ot 25 charts {sJ'lloptic 
tables) corresponding to the 25 discs or the machine vas 
constructed, apparentl7 similar to the "synoptic tables" . 
used by A.merican cryptanalysts. The daily key was tound 
b7 assuming a beginning, and using the charts to discover 
possible disc arrangements. Later IBM was used to eliminate 

7071 78 p 10 
7oal 78 p 10 
7091 113. p 3 
1101 142 p 2 
711lP 107 p 4 
7~~I 142. p\ 2. 
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"impossible" charts. Graupe of NAAS 5 stated that it usuall7 
took two days to recover the order or the discs and that only 
fifty groups were required tor the system to be broken.714 
This solution time s~ems exceptionally long, as American se­
curity studies have shown. Solution of the M-94 usually t&kes 
only a few hoUl's. Estimates on the amount of material solved . 
range fr1:>m 70% to 90%. .· . · 

· · The M-94 was succeeded in 194 3 by the M-209, which was 
first solved by the Germans 1~ the autumn of 1943·. 715 and con­
tinued to be solved with some success throughout the remain-
ing years of the var. Solution was achieved in In 7/VI by Stein­
berg and Luzius, who vere aided by the knowledge that the US 
government had bought the Hagelin ma.chine which had once been 
offered to the German government.716 At first only relative 
settings could be reeovered,717 but later the section refined 
its technique of' recovering absolute settings so that not onl7 

. paired messages but in a large number of cases a whole day's 
traf'f'ic c·ould be read. 'l'he technique of' achieving true setti~s 
was passed on by In 7/VI. to the Navy and the Luftwa1'f'e.718 · · 

Work on an operational level was carried on jointly by · 
the USA section of In 7/VI and NAAS 5 at St. Germain •. Early in 
1944, NAAS 5 bad been supplied with a group of cryptanalysts· 
skilled in work on the M-209; and this sm,all ~oup'headed by 
Engelhardt competed v~th the section at In .7/VI in the quick 
solution or· M-209 traf'f'ic.719 It .is estimated that 10-2~ 
of all M-209 messages 1ntercepted ver-e read by establishing the 
true se·ttings of' the wheels, and th.at about half of these· settings. 
were es·tablished at In 7 /VI, half at NAAS 5. 720 To insure speedJ' 

7l4IF 107 ~ 4; I 113 p 3 
715IF 107 p 5 
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solution all units subordinated to KONA 5 were ordered to tele­
pr1nt to NAAS 5 all messages on the smae setting fr with 1ndi­
ca tors di.1"fer1ng only in the first two lettera.T2 In addi­
tion, . copies ot all intercepts were .sent to In· 7/vI as well · as 
to NAAS 5.in an effort to obtain all possible solutions.722 
Under the most favorable circumstances two days were needed 
to solve , 2gepth, and two.more days to reconstruct the absolute 
settings. Therewere times, however, when captured lists of 
keys or settings made possible a quick solution of" the traffic .• 
During the campaigns ot ~icily and Italy, messages of great 
ta.ct1ca.l value li~~e· decoded using captUl'ed booklets containing 
M-209 settings J At the time: of the invasion Qf .. Normand.y·, 
the M-209 keys of the 82nd and lOlst Airborne Divisions which 
covered the criticai days of June 6, 7, 8, 9, lOt 11 were 
captured and all traffic on those days , was read. 25 · 

The Germans of In 7/vI knew of the existence of a 'big 
American machine• which was designated the AM l (Amer1ke.n1ache 
Ma.schin.e l); but it is quite clear that In 7/vI never solved 
this machine and had no idea a.bout its construction;r?b . Hentze 
of KONA 5 sa.ys that h1~un1t never succeeded in getting a 
model of the Diachine.7 1 Keller's remark that the American 
ma.chine cipher was tackled in Berlin with approximately 2% 
success and that the conclusion that 1t wa~8not vor.th the 
trouble is without doubt utter nonsense :r . 

The Germans were successful with American codes. One code 
ot no ~trateg1c value, a United States Army Administrative . 
Code, designated by the Germans as AC l (Amer1kan1scher Code 1) 
had been captured before 1939, and photostatic copies of the 
code had .been distributed to all field cryptanalytic units. 729 
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The code was a-5 1~5Ber code with 60,000 groups, each page con-
taining ~o groups. Feste ::9 1 while 1t wa.s 1n Norway, inte!'-
cepted and read traf'f ic passed in this code from the summer 
of 1942 to the ~utumn of 1943.731 . Although no traffic .of stra­
tegic value was passed, the intelligence vas valuable enough 

/. 

so that when AC l was succeeded .by a simplified version designated 
· as TEL"WA (USA: S!GARM1

3
~este . 9 took pains to reconstruct the code · 

w1th the help <£AC 1.I · 
Feste 9, aided to some extent in more d!rr1cult solution 

by the USA section of In 7 /VI, also broite the. simple -codes 
used by.us Army units stationed in Iceland and ·the Caribbean. 
These were designated as · D1v1s~ .. Jn Field Code · (DFC) followed 
by a numb~r indicating the variation of the system. The VB.l'ia­
tions descr1b~d73~ TICOM sources were: DFC 15, 16, 17, 21, 
25, 28,, and 29 • · 

a. DFC 15: a 4 letter code, two-pa.rt, with variants 
and nulls. The system was used by the US 
Army in Iceland during the autumn -of 1942 
and was solved in January 1943 by Feste ·9 
1n l~orvay by assuming clear routine mes.sages 
with a basis or encoded text such as Daily 
Shipping· Report, Weather Forecast etc. , 

b •. DFC 16: a 4 letter code enciphered by means or daily 
changing lettez• conversion tables. The system 
was u·sed by stations inside Iceland and on the -
Iceland-Washington link fQr one month only, 

. probably November 1942. DFC 16 was solved 
in January 1943 by In 7/vI •. The solution 
was given to Feste 9 which thereafter succeeded 
in reading 80% of the trai'fic intercepted. . 

c. DFC 17: Similar to DFC 16 but with different code 
equivalents for certain clear letters, words, . 
abbreviations etc. The system was used in 
Iceland and aiso from USAAF links in Centra.l 
America and in the Caribbean Area in February 

· · and March· of 1943. With the a.id ot a captured 
DFC 16 code, Feste 9 broke and read nearly 
·10()% of" DFC 17 tra.f1"1e. · 

7""'0 . ;; IF 1 120 .P 4 
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d. DFC 18: 

e. DFC 21: 

f. DFC 25: 

g. DFC 28: 

h. DFC 29: 

\ 

Similar to DFC 17, and this system was cur­
rent in April, May; and June of 1943 wit}) a 
decline in the volume of traffic in Iceland. 
It iias brok;en by Fes te 9 with the aid of 
experience gathered in the solution of DFC 17g , 
Similar t .o DFC 1 7 and 18, this system was 
current in July 1943 •. It, was broken and read 
by Feste 9w1th the aid or routine admini­
strative messages. 
Current only in the Caribbean sea. Area from 
August to November 1943, this system was . 
intercepted by Feste 3 at Euskirchen but · 
the traffic was handed over to Feste 9 for 
solution. The system was read only in part 
because the letters and figures which pre­
sumably meant types and makes of aircraft 
made book reconstruction very difficult and 
the intelligence was not of interest to the 
Army. 
A training code used in the south of England, 
from December 1943 to March 1944, was inter-· i 
cepted by Feste ·9. A noticeable rise in the 
standard of encoding occurred in comparison 
with the messages intercepted :from, Iceland; 
Traffic in this code was of no intelligence 
interest. 
a copy of this book was captured in the autunm 
of 1943 but it vas never used. 

Mention should a.lso be made of the success of the USA 
section of In 7/VI with the Air Transport Code used for air 
cargo and ijassenger trans~ort circuits to Africa and South 
America;. 73 This code, consisting of two-fi&Ure elements 
from 00-99, vas successfully decoded by In 7fVI from May 1942 
until early 194.3 when it was given to the German Air Force. 
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The work of In 7/VI, USA section, appears to have been 
successful. in lowc .. t,rc.de ciphers and 1n some medium grade ciphers 
such as M-94 and M-209. Mettig. rated the solution of the M-209 
as th.e outstanding achievement of this s~ction a.nd one of the 
best ot In 7/VI. It. is clear also .from re.f'el'ences concerning 
the VOl'k on th1s~·system made by members of other agencies such 
as Tranow, chief cryptanalyst or the Navy, ~nd Voegele, chief 
cryptanalyst of the German Air Force, that the USA section of 
In 7/VI evolved the best techniques of solving the M-209 and 
led .i_,h~ other German· Signal Inte111gence .f\gencies in the work . 
on th.is system. 

,· ' . 

79. Work on French traffic lt41-1944-- French traffic from 
1941-1944 was of two main types,, V chy French and Free French.•: 
Vichy French traffic which was under -the direct control of the. 
French Armistice Commission at Wiesbaden vas ~onitored by the 
1.renCh section of In 7/VI.735 By agreement with the Vichy 
government, the Frenc·,,., were to 1n~orm the Germans of their 
code and cipher procedures, but wary watch vas kept on their 
traffic. ~he work on Free Feench traffic which emanated during 
this period from Free French troops in Syria .and in North, 
West» and EquatorfaJ. Africa. was carried on by In 7/VI and. the 
Signal Intelli~ence Evaluation Center of KONA 4 at Athens where 
the traffic was easily intercepted. 

In a 11.st· compiled by Juehn 3 head of the French section 
of' In 7/vI, of the Free French systems· worked on by In 7/1/I 
a.nd NAJ\S 4-t

6
the follow1rig systems are ment::_oned as being used 

in Sy1•1a: 7..1 , . ,. 
a. ~ }-letter system: code table with fortnight~y key 

change. Thi'! system appeared from about 1942 to the 
middle of 1944 in Syria but was not lnt~rcepted after 
this. Content is described a.s moderate to good. 

b. a· variant or the above code which passed technical 
details of wireless tra.ffio. 

e. poliee systems which a.ppea.rad, according to Kuehn,, 
.rarely: either 2/F substitution tables or simple 
transpositions. 

7351 78 p 9 
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d. a 4/F code with daily key change. Appeared in.1944 
in·the Syrian coastal networko Content described 
ship movements 1n the coastal area. 

From other sources maybe added the de Gaullist systems, 
two ~>f which a.re named: Con.trol .Bedouin and Service Politique.737 
The work on French systems used in Syria was surmna.r1zed by 
Winkl~er and Loeckher, two members of KONA 4: "Al1 Syrian traf­
fic was ~~ad and a complete picture obtained of tp.e French armed 
forces.tt1~tl . -
·· 'Among the Free French systems from North Africa wh1ch . 

were solved and read by In 7J/I and KONA 4, Kuehn ·11sted:739 
a. 5 letter measa.ges.;from a diagonal transposition system, 

with monthly, later semi-monthly changes, used in West 
Africa from l94J to 19450 It was later discovered 
from a captured document that this system had been 
used in World War l, and vaa resurrected evidently 
for use ~n West Africa. 

b. TTSF code. A 4 latter code reciphered by letter 
substitution into 4 letter cipher texto The·f1rst 
group of the message is a.lwe.ys.TTSP; the la.st group 
the indicator. The code was used in North Arrica 
from 1944-1945 for routine messages. . · 

c. 5 latter messages from a diagonal transpos+tion used 
in Equatorial Af~ica in 1943-1944. · . _ 

d. 5 figure messages from a 4 f"igure hatted code, desig­
nated ATM 43. Kuehn or In 7/VI notes that ATM 43 
derived its name from the fact that it was possible 
to.use the vocabulary of the pre-var French Code, 
the ATM, in the reconstruction ot this code. 

e. 3 figure messages f~om '8. 4 figure code with subtractor. 
This system was used 1n North Africa in 1944 tor trans­
port work. 

A 5 figure de Gaulle code was used 1n North, West, and Equa­
torial Africa, and later in France, which had not been solved 
by the end or the war despite efforts made by Iri 7/vI since 

737I 7'4 p 2 
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1941/2. Buggiach stated that in 1941/2 he worked on this 
code w:l th Kunze, one of the chief' cryptanBJ.ysts ot the Foreign 
Ottice.1~1 Despite these ottc;z·te., no success was· attained 
unt1l compromise revealed that the code was transposed with 
daily changing key. :No .further headway appears to have been 
made with this system. . 

The French section of In 7/Vl, it will be recalled, had 
solved the c-36 and th.e .B-211 after the· I•1renoh campaign in 

· 1940. When, therefore, the de Gaullist troops' in North Africa 
and Corsica began to use the c-}6 machine tor their traffic, 
the French section already had a solution and it was easily 
solved du~ing 1943. Even when a. new indicator system based on 
numbers was 1ntrodn.c'3d. in early 1944, a high percemtage of. the 
tra.tfic. continued to. be· solved through the use of cribs and . 
statistics. Th~41nd1cator system itself. was broken 1n the 
autumn of 1944."f 2- . 

At the end or his paper on the French systems treat~ by 
the French section of In 7/VI and KONA 4,, Kuehn made it clear. 
that the French section was gz-eatly aided by certain funda­
merits.l weaknesses 1n French crypto~aphy which led to easy 
solutions or

4
uiost ot their systems. These weaknesses, he de­

scribed as:1 :> 
a.. "the extra.ordinary. conservatism of the French regard­

ing the construction ot their code systems or re­
ciphering methods. Systems which must have peen used 
1n the first World War were, f'or instance,; used in a 
slightly modified fol'm up to 1945 in West Africa." . 
Rec1~er1ngmethods are regularly ot two types: 
either subtcact.ion with finite subtractors o~ trans­
position with keywords taken from the code." 

't:1. "the. habitual 'use. by the French of .stereotyped message 
beginnings and·endings which rac1lita.tes breaking 
into the systems." · · 

740! J.60 p 1 
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c. "the idiosyncrasy or th~ French of communicating 

· cipher matters or key changes by radio. For instance, 
through the diagonal system in West .Arr1ca In 7/VI · 
was able on several. occasions to break the key for 
c 36 ma.chine and once a . ke1 ·ehange for the ATM 4:; 
code we.s a.nnounoed." 

With these vee.knesses, it . was possible tor the French sect1.cn 
to read all or most ot Free French trart1c during the years 
1941-1944. Their previous ex:pui~ience wfth the 0·36 and B-211 
provided them with solutions to this machine traffic as it was . 
used by de Gaulle. No high grade traffic e.ppeus to .have been 
passed by the French during this periodo · 

From f~41-¥9%~, 0fili~vu:~c~~-~~bnp~Ft!W1iVt :az!!~c-~r~;io--
ror Swiss·~ Spanish, Portuguese, and Bra.z·u1an traffic. ·As . 
Kuehn s ta.ted, however, the volume of tra.f':ric was always extremely 
small an~ un1mportanto744 

Buggisch, one of the chief cryptanalysts of In 7/VI, 
worked with Kunze o.f the ~oreign Off1~~5on the so~ution ctthe 
Swiss Enigma {the Commer'!J.al Enigma.) ;·r although they worked 
out a theoretieal solution or the machine, the theory was never 
applied at ln 7/VI ~o Swiss tra.f'fic because the volume did not 
warrant the etf'ort."f46 Moreover, easy solution or the tra.ff1c 
was .precluded by the f's.ct that the Swiss did the1r

7
~wn wiring 

of' the Thligma wheels and changecl these f"requentlyo ·1 
Monitoring of Spanish, Portuguese, and Braz114~ traffic 

was coordinated by the Fr~nch section ot In 7/V.I 1 and was 
carried out by various field signal intelligence units: from 
1939-1942, by Festa 3; .from 19~2 to 1944, by _FAK 624, and from 

7441 160 . p 3 
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.1944 bJ' FAlt 624 and Festa 12. 'l'he amount of tl'&tf'1c. l'ead in 
these .units was evidently small enough to be handled satisfac­
torily by the personnel stationed the~e. Graupe stated· that 
Spanish milita17 transpositions and also a Spanish digit system 
v1th variants vel'e read. or seven Bl'a.zilian systems known, 
rive were read. Most of the systems ~ere usa~ betveen Brazil 
and the United States and vel'e signed by C1udada.7ll-9 . 

Bl. Work on Italian traf'tic 1941-19_44-- From the beginning 
of the w~~ the security of fta!lan systems was a matter ot , 
constant.concern to the Germans. An Italian section under 
Captain Dr. Fiala vae set up in In 7/VI to oheck the secui-it7 
o~ Italian traf'.fic., particularl7 f'rom Italy to Borth Africa .• 
The Germans feared that troop movements of the German Arm7 
to North Ai"rie.s vere. being betrsyed by the insecur1 ty or the 

-Italian systems.750 . 
A~:i early as 1941,, D:r. Fiala paid a visit to Rome to not1f7 

the Italians or the weaknesses of their s7atems and to request 
J ·greater secu:rfty. 751 The visits hovever, ma.de little impression 

on_ the Italians who remained conf'1dent of their own s;rstems.752 
.An attempt to improve Italian security as vell·as to demonstrate 
the use ot IBM m&ehiner;r ~or cryptanalysis probably lay behind 
the German invitation in 1942 tor an Italian cryptanal1st to 
visit the IBM section oT In 7/VI. 753 _ Captain Bigi., one ot the 
crn>tanalyats or the Italian Army, was sent but his report did . 

. not result-in sny changes in Itali&n cryptography. Captain B1g1°s 
next visit to Berlin met only vith coldness on the part ot In 
7 /YI. 754 By late 1942, the general impre.ssion among the Germans 
vas that the Italians were incapable of improving their own 
systems, even with Germans monitoring them,755 and the Ital1An6 ·section or In 7 /VI vae disbanded in 1942 by order of H1 tler."f!>' 
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In June 1943; however, with ItaJ.yDs defection (from German 
view·poin t) · to the A7~+es ii work on I ta.l ian traff ie was again 
started at In 7/vI~ ~he section in 1~43 consisted only of 
the section head,, Manaigo, and a small number of assistants. 
Herzfeld, who was transf"erred to .the section in July,,gave an 
account of the .,,·ork of this section until November 1943 when· 
it was $.fean dissolved,, this time by Major Lechner,, head of 
In 7/VI. ' The dects1on to. disband the section the second 
time was justified by the fact that after the fall of Leros,, 
no aore Italian wireless messages could be intercepted and 
there was no traffic with which to continue work. The .'-Jermans 
a.ssum~d that the Allies had prohibited further Italian wireless 
transmissions. 

During its brief existence from July to November 194.3, 
the Italian section vorked on two codes, the Ellade ·and .Pi~ve,, 
vhioh were being used by the Italians in that per1oa. Great 
help in the solution of these codes wa.s given by · an Italian 
enc1.phering table which had been captlll'ed by sotrl§ German 
Otflcers in Athens ·under drama.tic c1rcumsta.nces;r59 With the 
aid· or this and other captured cipher material from northern 
Ital.y, tvo codes, Ella.de and Piave, were identified and their 
reoi.pher1ng tables reconstructed. Later the :riave code with 
enci.pher1Qg table and ma:cy messages were captured f'rom northern 
Ital.y. Traffic was read on the Piave code. The Ellade code 
was partly reconstructed when the section was dissolved from 
lack of current traffic. 

7571 100 ·. p 2 

_758i 100 pp 2-4 

759when the news of Mussolin1°s ·a.rreat and the Ita11an armistice 
·was .received at the headquarters of KONA 4 1n Athens, two 
German officers drove to'the headquarters of' the Italians in 
Odos Amerik!s, Athens, walked into the Italian code office, 
and began to collect the material lying on the tables and to 
pack it into a case in front of the bewildered Italians. · · 
J:n the midst of' this, .a number of Italian officers came in 
and began shouting rather excitedly. Af'ter some controversy, 
.t;he Germans thought 1 t .preterab1e to disappear quietly since 

. t;he attitude of the ·Italians became too thzaeatening. The1 
did,, howev~r, carry viththem vhat they had collected from 
the tables and sent it to the Italian section in Berlin • 
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. We knov tha~ ~t the end of the we.r 1 KONA 7 in Italy was 
ordered to ~over the traffic of Italian be.nds in north~rn Italy,­
but how much traffic vas .read or of vhat the traffic consisted 
is not known • 

. ~ 82. · Work on Sved1sh traffic 1941-1944-- Work on Swedish 
. Arm~ tra.f'tie from 1941to1944-was handled by a special detach­

ment ot Festa 9 called Out Station "~den (Aussenstelle Halden) 
from the fact .that is located 1n Halden. For administra50ve · · · 
purposes the station ~as a.tta.ched--to the Halden Police."' . ·The 
best a.eeount of the systems worked on is found in a report by 
~rtel, '6~erman cryptanalyst who had formerly worked on the.se 
s3stems. · According to Bartel the .following Swedish Army 
systems were worked on: · 

a. SRA l, SRA 5: a revolving ,grille system. Numerous 
oases of compromises occurred and the system was con~ 
tinuously read. First broken µi the spring or summer 
of 1943. 

b. HGA grille: a more difficult system not read by NAA ll 
orFeste 9 in Norway. Worked on by the German Foreign 
Office but without success. 

<~. SC 2: read in May 1943. A simple field code like 511dex. 
do SC }:read in April 1943. Simple,, partly alphabetical,, 

3-letter field code without reclphering;. 
E3. SC 4: read in June 1943. 3-letter alphabetical code 

without rec1pher. 
The first Swedish cipher ma.chine (Schwedische Masch1ne l,abbre-
via tecl SM 1), was worked on in Norx~~ in 1944 and was identified . 
as a amall Hagelin like the M-209 .·( Messages were read at Halden 
with orib,, by errors in the cryptografhy ~ or by having two· messages . 
in the same key,. The second machine SM 2) was thought to be a 
"large Hagelin' machine. Tw<:> copies of the traf':fic on thi:i....machine 
were ma.de,, one for In 7/VI, one :for the station at HaJ.den.• 0~ 
Frie~ich, a member of the station at Halden, thinks that some 
SM 2 tre.:f:fic was read.~6~ The intelligence gained from tlle break­
ing of' traffic of SM l and the simple field codes allowed the Ger ·, 
mans to build up a complete tactical picture ,of the Swedish' Army 

7601 55 p 9 
761IF 120 p 5 

. 762r 142 , p 4 

763IF 149 P 2 

764IF 149 p 2 
I 



DOCID: 3486746 

'~ . 
I 

• 

·~ ..... -~-

-· 

. ... 

dur:h~g the 11;,1.ie yea.'l;'e of tll~ war&-.. but neither· the· hi~ g~a,de 
. g:rillei~ HGAs p.o:r the .large St-redtsh machine was .s·9lveQ..TO!;) .. 

·.;.._ . . . - •... . ' . .· 
. &3. · ~ .. o.R south~~~~5?'~n~fJ..S .. !~-~1~~~!±!~:..4s~theastarn 

Cn'Jj}te.nalyl!lis · vas · bandied at In lfVI.· by ~th¢ Balli:an. e.~c.tion · .. 
u:nde:t. the leadsl"ship of Ba110~11c and in the tield by._ KON.A 4. . .· 
KOl'lA Jr had. been stationed inr the Balkan ax-ea du!i>ing ,the etiti~e 
pewiod. of ·t.4c; w~~ and -in addition to its r-egu.1.a~ 'tas,k .ot> 1n'ticHf"" · 
cep~lng the traffic. emans.ttng f-rom 8y~ia. an'-1 NoX"t.~ Mr.1.c·a., it ·. · 
had 'been giw~n t.li.& task of mqnitor:tng the .traf'f'tc-'of':tne occupied 
~ountrie5 ·in. t_he ·Balkan B.!"ea., The Ba.lke.n cooo'ti>iea. li.~o.se sys"'·· 
tellm were \fork?d on by In· 1 /vl and KOMA 4 watze: Greec~ ~ Hungary)') 
Romania» Yugoslavia.11 Al'b;mis.6 Tux-key» an-(! ·aulgar1a ... T~e 'liox-k 
dcne O!tl, the · t.x•affic of es.ch of· t;hes~ · cqu1:!.tPi.as i,~ given 'b~loli., 

;;· ·. SJ~~. ~y:· 2,1!; Gre_ek ~afll!L};,2li:!~l9.~!'.'"~ Nearly. all .,Of ou~ 
int qrm.e.tio.n eo:n.cerning "".'TI:rGek s~s tems com.es fx»om: a repprt on 
GX<aek system:.~. by D!". · Ott'o Kari Hi:a.klei• wh9 1u:ts a tl?anslato!f 
and c~.·yutemaJ,.y!i!it ·with. KO!llA ~ from the spx·ir~ of 194); to May 
l nl•t· uiu6 ,, . ., ;, .· :;o,'"1':;,) 0 . . . . . • . • ' . ; . 

. ;.· . According to rir-. Winklr;;r> D' wo:rk on. O·r-eek ~y$ terns a tawted 
tn 1941. wh.s-n J;{Olt!A 4 'IQ"as stationed in Buchattast. ~he f~.st sys•. 
tem bi~cken 'l?Ja~ & Greek Ail" Force. systsxrn- 'l't1hich con.stated Of ·fir 
·single trans1:iesition sent in 3-letter groups ... Dr •. W:ixi!tlalf . 

· · atate'd tr.a.at nea~ly .a.11 ·· me.SJss,ges were l"end. by.· the Ug$e o;f. atere-o"" :~:~l·,i;,_ 

typed beginnings.· Al thou~ the messages vewe or ina1gntfic-s.nt · 
'\f$.~ue~ a· continuous ah.eek on officer personalit:tea:i _deliweries 
cf ato1"$S and 1nfox"mation conce~;ning ail~tields ccnt1"'ibuted to 

. taot.icml kncit-Jl,edge of' t.l:le Greek fo~css. · .. . . . 
Kor~.A 4 Hol"'ked at this t~J.!2S al.so on O~eek ·Alfmy and Wa:lty .. 

m.es-~ag,~a .11 but V.ithcut sue~e::is ~nt~l th.e eon.quest of'- qree.ee ~ ·. · 
At th~i~ ~i:m~.11 Wipkle~ rJtated 9 ~co~0$ e wex'e ~ap.ti.lred 't1hich 'W~lfe 
uiaed by :&;he Greek~ d~:tng the attack on C~e.tsolb7 · · ... ~ . . 

765x 55 ·. !' 9 
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The only other Greek system mentioned as having been 
attacked inl941 was a 5-letter .code with a cyclic recipher­
ment which Buggisch says he worked on at In 77VI. sg1ut!ons 
wer~ becoming rapid when the G~ek campaign ended.76 

After KONA 4 moved 1tsEvaJ.uat1on Center to Athens in 
May 1941, no more work was done by KONA 4 on Greek systems 
until , the withdrawal of NAAS 4 from Athens in the autumn of 
1943. At this time Greek Partisan trarf'icbegan to be inter­
cepted. In the spri'.\.g of 1944, KONA 4 gave Wiiikler the task 
9f forming a small Greek unit to handle trat"fic of the Greek 
P~ople•s AJ!iny of Liberation ("ELAS"). The unit consisted of 

· six persons, eh1ef among whom were oreStrobl, a cryptanalyst 
who worked on and solved a double transposition system of 

. ELAS while Winkler concentrated on translating the traffic 
already readable. The. worl,c became more important and the 
unit, now increased to su~een persons, was attached to a 
Close Range Signal Intelligence Platoon, NAZ G, newly formed 
in Salonika t·:: ·cover wireless and line traff'ie of' th~ Gre.ek 
Partisans. 

Winkler stated that 1n the beginning the Greeks sent " 
their t7~f'1c in two f'igure substitution with alternative · 
groups. · As f'e"" messages were sent on the same substitu­
tion, it took several days to break and read tl).ese substitu­
tions. ELAS soon verit over exclusively to letter traff'ic 
based on double transposition, which Strobl successfully solved 
la:rgely through the aid given by the carelessness of' the Greek 
cryptographers. · 

Winkler estimated that 50-6o;>i·· of the traffic tackled by 
NAZ G was solve(L From· these messages, the unit was able to 
build up an almost complete picture of the organization and . 
composition ot the Greek People 0s Arm¥ of' Liberation (ELAS) 
and the National. Liberty Front C "EAM"}. It also compiled lists 
or lea.ding Greek persona.11t1es and officers and informed the 
competent Germa.n politiea.l and military authorities about many 
planned military and political actions, acts of aabota.ge, 
ambushes, . dyna.mi tings, etc. In add1 ti on, the messages provided · 
1~ormat1on about the exact location ot Al~ied a1rf'1elds in 

768! 58 p 6 
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the Greek mountains, about the position, strength, and activity 
·or the Allied militai-y missions and various British commando 
troopsJI a.bout Greek internal and inter-allied crises and strc~gles, 
about the British tactics for the occupation of Greece, etc.770 
Work on Greek systems ceased on 15·october 1944 when NAZ G was 
transf'erred to Sa.ra~ evo. 771 . · . 

85. Work on H!J!!Saris.n tra.tr1c 1941·1244-- The Hungarian& 
used the commerciil mddei ol tlie ~Igma, and had the rotors 
for the machine made by the German tirm of Konslc1 and Krueger. 
Thia til'm usually turned over the records of rotor w1r1~s to 
the Armed Forces Radio Communications. Bl'anc.b (Ag WW/Fu) which· 
in turn gave them to In 7/VIo However$ Hungarians connected 

.
w~ tb the .f!rm took the rotors at ni,ght and changed the wirings 
enough to make the firm• s re.::~~ds i.ncorrect o Tf2 No effort 
appears to have been made on the part ot the Gem;e.!l.s to recover 
the wirings or to prevent. the aabotage. It is d1tf'1cult to "8Up­
pose that the Gel'IDa.D.a could have been so easily duped had they 
:wished_ to press the matter. Evidently, they did not cons14er 
the t.ra.i"f'1c wo:r'.h causing embarrassment to- the Hunguians •. 

With the onset or ~.;~i·, however, the Germans grew more· 
eaut1oust particularly with the ~ovement of German troops· through 
HurigarJ. 7:> During the spl'ing and summer of' 1941, the radio 
tra.f'.f'ie of the Hungarian Railway Administration was monitored 
from the Fixed Intercept Station at Tulin. Tlle code being used 
at that t!Iae by the railways was a turning grille {Raster Code) 
with permanent squares which could be -t\ll'ned in fOUl' different ·. 
positions, and reversed to give tour additional positions. The 
code uaa solved by Doering Of the mathematical section of lb . 
7/vI.rf Arter the check on the re.1lvay· authoritie.a bad proved 
that they were depend.able, 1ntercept1onvas stopped;t7!) 

77°1 170 p 6 
7711170 P.7 
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Watch on ·Hungarian traffic was dropped from 1941 t2 1943 
because of the high'priority given to Russian tra.f'f'1c.Tf6 
In l 94 3, however, interest again developed and a det.~.11 was 
sent from Feste 6 (the former Fixed Intercept Station at 
Tulln) t~7slovakia near Pressburg,, Hungary to monitor Hungarian 
traffic. 1 ·Some tenseness in the relations of Germany and 
Hungary may be reflected by the fact that all members or the 
detail wore civilian clothing. At t~t time also,, In 7/Vl · 

. began to resume its work on Hungarian ,traf'.f1c. Count Estarhazy 
cf' t.:rie B'bkan · sec~ion began work on a Hungaria.rt code and turning · 
gr1lle;·r Teuchtler and Seper a.re said to have wo11ked on Hun·· · 
gar:La.n messages enciphered with a two figure substitution key.779 

Work on Hungarian traffic was done by the Balkan section 
of ln 7/VI only when the Army thought it necessary to check 
up on the Hungarian allies, but the attempts which were made 

, wer4:t apparently suecesstul.o . The solution in 1941 by Doering of 
the Hungattian gx-ille, vhL1.e not of great strategic or ta.c50ca.l 
importan~e, -~:3 characterized by Buggiach as 8brUl1ant 0 o ., 

86. Work on R~nian tra.ff'io J.9_41.-12.1}!±--·Very little is 
known or tne vork or the B'.:ilke.n . section on Rumanian traf'tic 
fro1n 1941-1944. According. to Mettig, the monitoring ot Rumanian 
traf..f1c cease~8fn 1941 because of high priority given to Rus-
sia11 traf'f1eo In 1941, however,, monitoring appears to have 
resumed. Kotaehs· and Boacheinen of In 7 /vI state that Rumanian 
traffic wa.s completely monitored at that time, and that the 
Balkan section wa.s reading a trauspoa1:t1on system which was .. 
deec:>ded with c ompa.ra ti vs ease. ·n>t:! Other references to Rumanian 
syst~ems are. found in Herzfeld 0 s brief statement that Schmidt, 
Karl, ·and Wagner o"f: the BaJ.ka.n section were workinK...§0. a Rumanian 
diploma.tic code consisting of 5 or 6 figure groups;-, ~ and in 
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Keller Is statemept that KO~A 4 D s Evaluation cEinter while at. 
Belgrade r5~m September to December .1944 worked on Rumanian 
messages.~ . . · 

87. Work on Y oslav traffic 1~41-1 · 44 __ With the insis­
tence of e erman government at ugos a.via align itself 
with Nazi policy in the · spring ·of 1~41, · and the consequent vave 
of _Yugoslav national resistance, the Balkan section of In 7/vI 
and KONA 4 undertook the heavy burden of monitoring the various 
types of Yugoslav traffic. · 
These ty~es were: 

a.; the traffic of the friendly Croi:it1an Regular Army . · 
(Domobran1) and the Secret Police of that Army (Ostashi), 
militazty units of the puppet government established by 
the Germans tn 1941 ; . · · 

b. the traffic of the Chetniks under Genera.l M1ha11ov1tch 
who were resisting German aggression; 

c.. the traffic of the Yugoslav Partisans under Marshal 
Tito; 

d. · the traffic of the Croatian Resistance Movement led 
by Dr. Matchek. . 

When the German government established the puppet govern­
ment of Croatia in 1941, the Croats were given the commercia1

85 model of the Bnigma for use by their Army and 5ec:ttet .Police J 
The traffic of these units was read by the Balkan section cur­
rently without any delay. According to Buggisch, the solution 
of this traffic was . not an outstanding cryptanalytic achievement 
tor the following reasons: . 

a. the machine used wa.s the K model with three wheels 
and no stacker; 

. b. the wheels of the machine were wired .for, the . Croa.t·s 
by the firm of Konsk1 and Krueger which .habitually 
gave the wirings to th~ Armed Forces Radio Communi­
cations, which in turn gave them to In 7/vI; 

c. A single key was used throughout the entire Croat . 
· Army and area., . and this consisted of a. list of lOO 
settings per month; . · 

d. the ringstellung of the wheels remained at AAA; · 
e. the wheel order l.2,3 was always used • 

. 7841' 74' p 2 
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Just to make sure, hm.revel',, adds Buggiscb_, "the Germans pa.id 
for one ot the first keys used, and' With this decoded traffic 
were able to establish st~~eotypes and solve almost 100% ot the 
tra..t"fic from the first. 117~0 Although Buggisch did not reea.ll 
the contents in de.tail,, he stated that there were some interest­
ing passages about actions a.gatnst Tito. He also stated that 
the Germans had considered equip1 ·ing the Croats v1th the plug­
board Enigma.,, but that they decided against this . since they · 
believed the .co7§¥Pt Croats would continue to aell the keys to 
Br1t.1sh a.ge??-ts. · In that case,, the Germans would have to pay 
tor the keys used by the Croats instead of' solving them as they 
could rwtth the .commercial Ihigma.. · . 

Hentze of In 7 /VI s ta.tea that the Balkan section was sue-, 
cess:ful ·With a double transposition used by the Croats . but nothing 
more ta knovri of this system. 7tsts . . . 

Herzfeld states that the Domobran1 and Ustashi u~gd a five · 
figure code based on a former Yugoslav military code."' ~ Evidence 
is' lacking about the actual results obtained but it is probable 
that the system was solved since the former Yugoslav code was 

· ·· known. · 

-· 

Solution of the systems of" General. M:1.ha.1lov1tch'and Marshall 
Tito was divided between a unit of KONA ~ 1n Belgrade and the ' 
Bal.kan section of In 7/Vr. · The breaking or easy guerilla tech­
niques, particularly the solution of daily rec1pher1ngs, was 
earried on at Belgrade by a special deta.chlllent which had served 
in 1941 under Wollny as an evaluation center for Seetiori III · 
Arme(i Forces Radio Communications Branch (Amtsgruppe Wehrmacht­
nachrichten Verbindungen, Abte!;.l~ Funkwesen Gru e III abbre.., 
viate A :wIW u III or Fu III • . With e asswnption y the 
uni o wor against the enemies Tito and M1ha1lov1tch,, the 
deta~hment came under Army control and was attached to KOBA04 
which had its Evaluation Center at that time in Belgra:de.'f~ 
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The ·solution of the more dii'ficult systems was carried on at 
In 7/VI by the Balkan section under the 1mmed1e.te superv1s1.on 
o:f' Ba.1lov1c, a. former employee of the Austr·_a.n cryptanalytic 
bureau and specialist in Slavic traffic. Ba.1lov1c is named 
throughout TICOM source~ as the speoia.lis~ in the systems of . 
Tito a.nd M1hailov1tch.7~l Unfortunately.!) he wa.s not inte~rogated 
per~lona.lly o . · 

Herzfeld, a member of the Balkan section or In 7/VI from 
1941 to the capitulation, has written in tvo reports, I 52 and 
I 69, a. full discussion of the Yugoslav systems wo:rked on by tQat 
section.· . The traffic ot M1ha1lovitch was ·~.n.t12ely double tra:o.s­
pos:Ltiori with .fixed key leµgth and key vord.'f~ These were regu-
larly, if somewhat slowly.., sol\!'ed· a.t In 7/VI vith the aid or . 
a te:reot'Y'ped phra~es, frequency charts, and other well known crypt• 
analytic methods o Herzfeld states that_ it took one to three. days 
to break a single messa.gea 
· 'The .. ystem~ Qf Tito vere far more va.:r:Led, most ot them of 
Russian orig1n."f9/ In I 6~.11 Herzfeld lists among the Tito sys-
tems broken at In 7 /vI: · · · 

a.. a simple letter or tVQ figure substitution system · 
used for enciphering messages sent by brigades and 
partisan units to Tito d:Lv1s1ons'1n 1944; 

b~ a simple substitution key with short reciphering set 
used below di vision level in 1944; · 

c. simple two figure substitution key with nulls and· 
short rec1phering set used .below division in northern 
and western Yugoslavia. and Bosnia in 1944, possibly 
al~o 1n Serbia and Macedonia; 

d. ·multi-columnar substitution key used for traffic between 
divisions and br!.gades in Slovenia.1 western Croatia,, 
western Bosnia in 1944; · . 

e. an Albanian mUltipl~ substitution key used by Tito 
partisans of Albanian national.tty; 

t. variable substitution key with short rec1phering set,. 
the ma.in cipher above division until June 1944. . 

791 IF 126 , Appendix 2; I 51 p 5; IF, 120 p 8 
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The system which succeeded the variable substitution key with 
~hort reciphering set was -ea.lled Tito 9 s "Novo Sifl'a." It wa.s 
used after June 1944 above division l 'evel and was not broken 
by In 7/VI. Herzfeld claims that it could have been broken 
with sufficient t~aff1c and close scrutiny • 

. In the autumn of 1944, work on Tito traffic was 1~creased. 
Bes14es the unit $tationed in Belgrade U.nder Wollny~ the Evalua­
tion Center of KONA 4 was m.oY.~d t~om Athens to .Belgrade l:4;d . 

. began work on Ti to ciphers."'~ The Close Range Signal Intelli­
. gence Platoon, NAZ a, vhich had been working on Greek Partisan 

tra.ff ic wa~ al~Q moved from Saloniki to Sarajevo to cover Yugo-
slav traf.f1c. 7';J";; · · · · 

The only rererence to the work of the Balkan section or 
In 7/vI on Croatian Resistance Movement systems 1.s the note 
by Kotschy and Boscheinen that this tra.tf~c was decoded ms.1n1Jl'

96
· 

by KONA 4 and was rechecked by the Balkan section of In 7/vI.l 
· In general, 1t may be said that the work on Yugoslav 

systems was successful. The systems or Tito and Miha.iloviteh 
. formed the most important pa.I"t of the work of the Balkan 
section and received . the psrson.al attention of the head of 
the section, B~ilov1c. · · 

88. Work on Turkish tra.f'f'ie l~l-1944~- Both the inter­
cept and tlie decoa!ng of Turkish ·tr f ic was ha.pd.led largely 
by.signal units subordinate to KONA 4. The Close Range Signal 
Int,elligenee Platoon,, NAZ "T", Which was stationed at G:raz,, 
worked only on Turkish tra.ff'1c. 797 At first it had inter­
ce,Pted Turkish Navy and Merchant Ma.riµe traffic as well as 
Army and Police tra.1'f1c, but certain disagreements a.rose with 
the German Navy over the interc~p.tion of the Nayy and Marine 

· tra.ff1o and this vas abandoned .·f~ts · 
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· The police ·traffic of Turkey is ·described as :199 
a.. simple transposition used by the police departments 

o~ · Anka.ra, Edirne, Istanbul, Izmir for police matters 
only; 

b. two letter or figure code used for police counter- · 
intelligence vith police agents; · · 

c. two or three letter code used for agent traffic. 
The Turkish Army Codes vere mainly transposition codes with a. 
key word~. sent 1n five letter groups preceded by a four figure 
number.~uO · All of these systems were decoded by NAZ T, and 
were ~8~t to In 7 /VI simply for the. purpos_e of checking all l 
work • . 

Ona special Turkish eOde is mentioned as having been read 
by the Germans either of In 7/vI or NAZ T -- the special 'code 
.used by the PFesident of Turkey while sailing ·on the State 
Yacht~ the Savarona. This code was used in 1943. for / radio 
messagg8

2
vhile t'he .President was 1 on the yacht, and not there­

after. 
Smnet1me in 1942/43, In 1 /VI received from the Research 

Bu;reau of Goering (the Forschungsamt,,abbreviated "FA' the m1s-
•s1on of solving cert~in Turkish dipl9matic traffic. This the 
Bs.lkan section did under the supervision of Bailovic, a.nd the 
decoded tra:ffic was sent to the .Research Bureau. Kotschy and 
Boscheinen state that the traffic was used. by m1l1ta.i~y attaches 
for their reports from Russia·, Bulg~E1a, and Italy, and that 
it was read continually by In .7/VI. j we know from other , 
sources that this ~ra.ffic proved to be a very valuable source 
·or information concerning Russia. Mettig remembers a _number 
of re1-1orts f'rom the winter of 1943-44 on the Ru.sg~~n military 
_s1 tuation and the preparations ! .. Dr an offensive. Desp1 te · 
many· warnings f'rom British sou.rces that the tra.t'fic was being 
read, Turkey failed to change the system, and the reading uf 
irurki~n

5
diplomat1c tra.f'.fic remained . a constant source of' 1Iif'o_rma.­

t1on.. . 
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· 89. Work on Bulgarian traf"f1c 1941-~44-- There vas · 
very 1_1ttle w9rk done on th~ traf'f'1c or B~garia_ during the 
war. Accol'ding to Kotschy and Boscheineu the traf'tic ot the 
Bulgarian military attaches was decoded.~66 Herzfeld s~tes 

· that Thiele or the Balkan section worked on a Bulgarian cipher 
but no details are known. 807 · 

90. 41-1944-~ The Agents' 
section of n 7 I was es a is e n • . Before that time·, 
tbe activities of this section which consisted ot radio seour-
~- t1 inside Germany snd moni taring of illegal transmissions 
had been c3.l"r1ed on b~ Section III of the Al-med Fol'ces Radio 
Communication Branch lAmtsgruppe Wehrmacht Nachrichten Verb1n- · 
dungeri, Funkwesen Gruppe III, abbreviated "AgWNV/Fu Ill" or 

•
11.Fu III").808 In 1942, however, it vas seemed necessary to 

.aatablish a deciphering section specializing in agents' ciphers. 
Fu III wanted 1t set up within itselr,·but the Supreme Command 
of the Armed Forces and the Army High Conima.nd opposed the es­
tabliehment of another cryptanalytic agency. As a result of 
their opposition, it was agreed to set up a section fo~ agentsu 
tra:tfic ~ithin s.n existing cryptanalytic organization. ·In 7/Vl 
was chosen because the Armed Forces could not spare tbe · 
peraonne_l. The Agents 9 section vas thus attached to In 7 /VI 
although it appears to have maintained the close relation with 
!i~u III, hou°"'ing 1 tself' near

8
Fu- III and moving .Yi th 1 t in . 

November 1943 to Jueterbog. 09 · · 
The most complete aooount of ~he vork of the Agentei 

section, commonly called the vauck section from· its chief 
crJPt&na.l7st, First Lt. Dr. vauck, is found in a CSDIC report 
by Mettig (S. I. R. 1726) later re-published as I 115. Mettig 
gives great credit to the work of Dr. vauek saying that this 
section achieved good results because of vauck's leadership 
and his personal cryptanalytic suooesses. The seetionwas 
not large_, consisting of ·twenty people in the main section, 
ten at outposts in Paris and Brussels and other cities, and 
eight lent to the Polish section of the Signal Intelligence 
Agency of the Supreme Command, Al-med Forces {O.KW/Chi). Recog­
nized traffic was decoded 1n the outstations; the rest vas sent 
to Berlin. 81~11 traffic, moreover 1 was sent to Berlin in 
duplicate. 
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The.cryptanalytic methods employed.by the Vauck section 
differed from no:rma.l methods of afflut!-on because or the pecu­
liar nature of Agents~ systems. . Some of the achievements 
of the Vauck section are outlined in the following pages. 

91. Work on Czech Agents' Traffic-- The Vauck section 
worked onaffents I t:rat'fic of ·the Czechoslovak Resistance ' 
Movement • . · Mettig believed that the breaking in 1942/43 
of t wo links running to Eiigland made possible the arrest or 
BrU;ish a.gents in .Czechoslovakia.. The greatest success was 
aeh:Leved by intercepting the wireless communica.'tions of the · 
Czech Resists.nee Movement in London. This was the only case 
in which Mettig is certain that 'it was possible for the Ve.uc.k 
sec·t1on to break into an agent network by purely crypta.nal~t:lc 
·means, and this was la~gely through breaches of security on · 
the pa.rt of the Czech chief, After the ·system had been h:r t ken, 
the book for enciphering was found and the key recovered. In 
September 1942, the Cz~chs were about to go over to a new 
system but were foo: ish enough to name in the old system the 
book to be used for enciphering in the new system. Contents 
of messages solved on this link were nearly always conce1•ned 

.with reports on the political situation and activities of the 
Czech Resistance Movement, and were so important that ror a 
long time the W/T traffic was allowed to continue unhindered. 

92. Work on Yugoslav Agents• tratric-= Work on Yugoslav 
Agents 9 traffic was earrfedon by ·a. detachment in Belgrade 
under Lt. Wollny. This deta.ohment had beeh under Group III of . 
the Armed Forces Radio Communication .Bl'anch (Fu III) but was t' 
attached in 1942 to KONA 4 because all fighting against hostil~ 
organizatgf~s such as M1ha.1lov1tch and Tito was directed by 
the Army. The work of ·this group has already been described 
under the . Balkan section 1 s work on Yugoslav traffic, where 1t 
properly belongs since the tra.:ff1c which was not solved in 
the detachment was sent to the Balkan sect.:l.on ot. In 7 /vI for 
solution. · 

93~ 
Agents• tr 

rrom .USA, 
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radio oontact vith stations in Spa.in. To cope with this tzaaf­
fie·, a camotirlaged bra.rich station wa.3 set up in .Madrid, an9-
the _ 1nte?"cepted :traf':fic _passed to Vauck~s section. Accord1na 

· t ·o Mettig, the resul ts1~r the tzaaffic were very good _a.1 thotlgh 
no details ar·e known. ti , . 

. 94. · Work on Russian . ~nts 6 traffic-- Mettig knew of three 
~porta.nt uss a.n Agents 0 netvor : the Red 3" (Rote 3), the .. 

. Schulze-BQysen- net opera.ting 1n Berlin in 1942, and two links 
running . from Brusse:s. ai~ la.st named links· were, a.s far as .: 
ME?ttig kner1 .. , not solved. ' · . · · 

· The story ·o.f the work. on the "Red 3" net is most interestirg. 
In addition to Mett.ig 0 s account, we have two memoranda written 
by Fenner,_ th_e chief cryp~ag!~yst. of the Signal Intelligence. 
Agency of the Armed Forces. Fenner reported that on 23 
Feb~uary 1943 his agency vas asked by Yauck'a section to colla­
borate -in work on certain messages of Russian agents on · the 
".Red 3 11 net. By the ~nd of March, the Vauck section had fur- · 
n1shed Fenner •s cryptanaly·sts; Novopashni, Trappe, 'and Schmidt,. 
with e.11 the traffic in that system since September l94lso 
that a sta.Pt . was ma.de on solution. ·Fundamental findings. were 
communicated to In 7/VI which enabled that organization to 
break -into the system roughly a.t the time as did .Fenner 1 s 
group. After the initial break in, it was agreed tfiat In 7/VI 
should continue. ·to work on the system, and ~ettig stated that · 
trcJin· thls help , the . Vauck . ~fgt:l.on discovered that the system · · 
wazJ based on a. bool: text. , . 1 In t:Qe autumn of. 1944, · Va.uck is 
said to ha.v~ .toid Mettig that the .exact ·s~n~ing position or 
this net had been determined in Swits:erland. ·A raid was 
planned 'Qut had to be cmi.celled as Sv1ss .autnor1t1es had ·fore-
3talled the German~. The station, according to Mett1g, · ~a.s 818 evacuated and destroyed before the Germans . could teke action. 

814r 115 . p 7 

~151 115 : p 7 
816n 6q . pp 16-20 

8171. 115 p 8. 
8181 115 p lo 
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The sto17 of' the second Russian net,, ~he Schulze-Boysen 
net operat1ng from Berlin in 1942, is equally dramatic.819 · 
·This net received its name from First Lt. Dr. Schulze-Boysen 
whose house was the center of a Communist inspired espionage 
s.gency operating on a large scaleo When the fir.st inroad, 
into this traffic was made'by the Vauck seotion,, Dr. Lenz, 
one of the members of the Vauck section, mentioned the name 
Schulze-Boysen to another member of the Vauek section named 
Haymallll who frequented the Schulze-Boysen houseo Baymann 
varne~ Mrso Schulze-Boysen. Subsequently, both Haymann and 
Dr •. Letiz we~e arrested,, and Haymann condenµied to deatho Lenz 
was released and transf'erred to sn out-station in Paris, since 
all that could be proved against him was that he mentioned.the 
name Schulze-Boysen to Heymann.· With the aid of knowledge 
obtained from decoded traffic, the Gestapo made arrests 'ot 
from ·seventy-ni,ne to·eighty·people of whom seventy were con.;.. 
demned to death. The case was kept str>1ctly secret because 
some or the a~cus~~ were employed

8
1n.var1ous war ·agencies and 

we~e betraying secrets-to Russia. 20 · · 

95. Work on Polish.Resistance Movement trs.:ff'ic-- The most 
notable results In the Agents 0 sectlon were achieved in the in­
terception and solution of the systems ·used by the Polish Re­
sistance Movemeut

1 
particularly during the Polish uprising in . 

Warsaw in 19443i2 From information passed on this s.ystem,, the 
d1spos1t1ons of the Polish liberation troops as well as friction 
be.tween them and the Russians could be estab_lished. It was possi­
ble, moreover·,, to solve all wireless traffic which the Polish 
government in London carried, on with its organizations in Pola:q.d. 
In order to preserve s('lcrecy and to 1nsµre quicker delivery of 
th.e decodes .• eight members of the va.uek sec~ion were transferred 
in. the autumn or 194} to the Polish section or the Sign_al Intelli-, 
gence Agency of the· Supreme Command, Armed Forces (OKW/Ch1,) · 

8191 115 p 10 
820 . . 

See Volume 4~ Chapter VI 
8211 115 p 9 

179 
, I 



DOCID: 3486746 

-· 

• 

for work there. The clear text was published by the ~rmed 
Fo:rcea in their bulletins and was give~ extremely restricted 
distr1butiono . To insur'e complete radio · intercept coverage, . 
the A~med Forces Agency {O.KW/Chi) ordered its station at Laur 
also to 'intercept the traffic. First Lt. Schubert, a crn>tanalyst 
Of GdNA~ wrote a brief account o.f the systems used by the Polish 
National Resistance Movement in which he s~ated that systems 
006, 117, 118, and 181 were broken and that others were vorked 
on. Most or them were simple two figure substitutions used 
without an indicator, with some variations in development and 
the use of basic keys o:r key phrases. 822 . · . . _ 

96. Work on' German Traitors• Tra.f.fic-- Mettig stated 
that he once saw a report concerrilng a German who transmitted 
by wireless to England details or a nevly constructed signals 
shelte~ in Berlin -urgently request1~

3
that it be bombed. No 

deta~ls or these systems are known. 

97. Linguistic Research 1941-1944-- Linguistic research 
dUl'ing the years 1941-19~4 was carried on. at In 7/vI b7 a 
section designated as the Linguistic Research Section . ~Sprach-· 
forschungsref'erat). Mettig listed this section as one of the 
t~eiv~ sections of In 7/VI in 1942 and named Koehler as its 
head.tl24 Koehler remained head of this group throughout the 
war, and in November 1944 the section vas transferred vith 
~oehler .from GdNA to the Signal Intelligence ·Ageney ot the 
Supreme Command of the Armed Forces (OKW/Chi).625 Mettig 
claimed that it was contemplated that the members of the 
l1ngu13t1c research section ~ould.advise the oryptanalyats 
on language problems. and direct all matters of the Armed Forces 
conce1•ning foreign languages. Al though the plans were never 
realized, the nature or the work or the section can be inf'erred 
from these plans • . 

8221 26 pp 14-15 
8231 115 p 10 

. 824I 78 p 6 
8251 96 p 15 
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98. Mathematical Research 1941-1944-- The Mathematical 
Research Section was headed by Dr. P1ets"Ch, who, according 
t.o Mettig, ,collected in this section the.best available 
mathematical brains.826 The work of the section vas t~o-
told: · · · 

a.. ·the investigation of all up.solved traffic from 
the various sections of In 7/VI so long as it 
vas necessary to achieve an 1.nrpad by purely ana-
lytical means; · 

.. b. the investigation ·qr the security of current Ger­
man Army systems. 

To ~chieve these purposes, three subsections were·f'ound 
nee es sa:ry: · . 
. , a.· a subsection designated "F" :for the German word 

'f'or resear.ch, Fprschungo 'J'hie subsection was 
headed by von Denf"fer and handled research.on. 
f'oreign systema.827 . 

b. a subsection designated "7"o This subsection 
was headed by First· I,t o Lueders and dealt vi th the 
security of German Army hand systems. 

c. a subsection designated "13". This subsec·t1on 
vas headed by Dr. Doering and dealt with the · 
security of German Army machine systemsa 

99.. ~Cr:v~tanal~tic work of subsection~F" _ 1941-1944-­
Subsection "F or t e mathematical section e.ppears to have 
done some excellent work in the solution of the more simple 
·ms.cltline systems used by :foreign comitries. The following 
examples of' solution may be cited: . 

a. The discovery of theoretical methods o:f solving 
tra:ffie in ,the Russian 11K-37" ( a B-211 t:rne cipher · 
ma.chine) after capture of a model in 194l~H28 · · 

826:r 78 P 6 
827:r 78 p 6 
828:r 58 p 5; I 176 P- 3 
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b. 

c. 

d. 

Development of· a technique for converting the rela­
tive settings, recovered ror wheels of Converter M-209 
on days when such solution was possible through reading 
or some o.f' the trafr10, into absolute settings, thus 
making it pQssible to read all the traffic sent on 

· those days. ts29 , . . 
The discovery in 1943 or theoretical methods of solving 
messages sent in the French B-211 cipher machine.ti30 
The r~ading of de Gaulle tra.f.f'lc enciphered by the 
C-36.~l , 
The solution in 1944 of t~e25wed1sh Ha.ge11n, the BC 38, 
by Marquardt and Hilburg. ) .. 

Doering's solution in 1941 Of the Hungarian grille should 
be co.unted as one of the achievements of' this section. As baa 
been pointed out, the section had no success whatever with the 
large cipher machines such as the British Typex, the USA SIGABA# 
and large Swedish Hag~lin. Hentze of' Gd.NA states that the mathe­
matical section worked on Russian 4 and 5 figure enciphered 
code vi th partial success. 833 - . . . 

The outstanding men of this section were named by Buggiseh · 
aa Hilburg, Rinow, and Wuenoche. 

Subsections "7" and 1113 11 of the mathematical section were 
concerned vith seaurity studies of German Army hand and machine 
cipher systems. They vill be treated in 'Chapter VIII, which 
deals vi th German Army c1~yptograph1c systems. 

100. · Use of IBM fn Cryptanalysis,, 1941-1944-- Tr~ IBM 
section of In 77VI was derived from the IBM section set up in 
1939/40 by the German Security Agency (In 7 /IV), at the suggestion 

8291 58 p 6;. I ll3 p. 6 
S3oI 160 p 6 

' 

8311 160 p 6; I. 58 p 5. The C-36 had been solved previously 
in 1940 with the aid o:f the Signal Intelligence Agency of 
the Supreme Command Armed F'ozace s ~ OKW /Chi • · 

B32I 176 p 3; I 160 P 6; I 58 P 5 
833

1 113 pp 5-6 
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of the mathematicians and former· actuaries of this section.834 
It was natural that in 1942, when the study of the security 
of German *rmy systems was transferred from In 7/IV to In 7/v~, 
the use 9r· IBM machinery for security studies was transferred 
to In 7/VI and quickly adapted for cryptanaJ.ytic work on foreign 
systems·~ The machinery used by In 7 /VI was mostly of .German . 
make, a.lt~ough a number of captured French IBM machines were · · 
included. 35 The section,. headed by Schenke, consisted 1n 1943 
of t41rty or forty 3gmen key punchers~- and twenty to thil"ty 
soldier mechanics. 8 ;.:e have no exact evidence as to the number 
or types of machines used although Hentze states that i~·1944 
.there ve~re 30 key punchers and 2 tabula tors • ~57 The special 
contribution of In 7/VI to IBM work was the a~3gtation of the 
machines to various tasks by special wirings. In 1943

1 
a 

special workshop for the development of $~proved w1~1ngs vas 
set up \11th the IBM firm at i,1chter.feld. :>':J -The 'ma.jor'8~uccesa obtained was the work on the Russian 5-figure traffic. 40 In 
the early stages of the Russian cam_paign~ it vas comparatively 
simple to establish depths in these messages without the use 
of lBM.P but by 1943 IBM machinery was indispensable for locating 
"depths. " · . 

Buggisch declared that no tasks were undertaken by the IBM 
section which could have been done·by 100 people. He maintained· 
that lack of IBM machinery spurr~d the analysts. of the Signal 
Intelligence Service of the Armed Forces (OKW/Ghi} to the develop­
ment of new and better types of analytic devices while In 7/VI 
remained content with inferior adaptations· ·of IBM machinery. · 
The A:c-my•s general attitude concerning IBM machinery is hinted at 
in BuggischDs statement that the Enigma cQµld probably. be· solved 
by a la.rge enough array o:f IBM ma.chinery,tit\.l but it never oc­
curred to him, evidently, that such would be contemplated by 
the e~emy. 

8341 67 p 2 
8351 78 p 6 
8361 6'"{ ' p 2 
8311 113 
A7.8 
u..J I 67 .P 2 

8>9r ·67 p 2 

84oI 58 p 6 
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It shoul,d be noted that the IBM sec.ti on of In 7/VI was 
at least toward the last hampered by the fact that their machines 
vere outworn~ · outmoded ·and irreplaceable. The factories which 
had been producing parts were bombed out and, as the ma.chines 
wore out, their work became· inaccurateo In some instances, 
work by machine was abandoned~ An example of this 1.s cited 
by Mett':tg in his 41scussion of the attempt in 1944/5 .by the 
Signal Intelligence Service of the Armed Forces to provide units 
'below regimental. ~evel with signal tables. The values were to 
be set up by the IBM sec~ion of GdNA (:formerly of In 7/VI) but 
it transpired that the IBM machines had been g~~rworked in the 
last yea.rs and were not f'unctioning properlyo . As a result 
the trigrams vere not being reciprocally enciphered .and other 
methods of producing them were developed. In early 1945; the 
IBM se~tion of GdNA was offered to Signal Intelligence Agency 
of Sup:reme Command of the Armed ·Forces ( OKW /Ch.1), but Mettig 
stat;es that . the matter

8
}!s.s neyer clinched because o:f the · contusion 

at the end of the war. ::; · · . 

lOlo Ger~an ~! cry:ttana.lxtic eff_2rt 1945-- With the 
establishment of the GdNAn !ate TglPIOJ a.11 o~erationa.l crypt­
ana.lys1·s was carried on·bY sections 2, 3, a.nd 4 of Group IV 
of the GdNA. Section 2, headed by Kneschke, dealt with the 
deciphering . o:f western European traffic and .proba.bl:i also with . 
Hungari&n, R~nianJ and Italian cipherso The~e were three 
subsect1ons:~~4 . 

2a. headed by Dr. Werner Schulz, dealt with British, 
USA, a.nd Sw.ediah systems, · . 

. 2b. headed by O/Insp Otto Kuehn, hand:J.ed French systems 
2c. headed by ~nesehke, processed Balkan 3ystems" 

842I 96 

843! 96 
844

1 160 

p 12 

p 13 
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Section 3. was headed b~4oettma.n and dealt li'ith Rm~.s1an systems, 
with foUl~ subsect1one.: 5 . . ~: 

}a for Russian NKVD {Special .Police) traf.fic, 
3b ror Russian Juomy traffic, . 
3c for Russian Partisan tra.ffie 6 

3d for resea.iach on Russian systems in general • .. 
Section J~ was devoted principally to statistical IBM work. 

TheJ:-e .is no record of any new or di.f.f'.toult systems being 
solved s.i'"ter late 1944. The main effort of the Gd.NA was 
apparently directed to the deciphering .or systems already 
solved a.nd to the simple necessity at finding a place to ope~­
ate • . From February 1945 until the capitulation, Group IV of 
the GdNA was constantly on the move seeking refuge in the south 
f"rom the Allied advance. 

845 . 
IF 123 p 10 
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VOLUME 4 

ChaptE;Jr Vlllo German Ary Cryptographic Systems 

... Para.graph 

German Army Cryptographic Systems a ••. o. o •••• o... • • • • • • • • 102 
Prepa,ra ti on and distribution of keys •••••.•.•• ~ .••• : . • • • 103 
German Army Security Studies ••••• .,. o ••••••••• ~ ••••••• _ •• 104 
Attitude of' Field Army toward Security Studi~s." ·- ••• ,, •• _ 105 

, 102. G~rman Al'~_l crypto~aphic szstems .--The German Army 
used thl~ee me:In types of crypographic machines 1n 1te communi ... 
cations down throush division~ the Enigma .. the teleprinter -
cipher attachment ( 11 Schluessel.zuaatze,," abbreviated "SZ"), and 
the cipher teleprinter ("Schluesselfernschreibmaschine.o" ab-

-breviated ''SFM"). - - _ -- ; - · 
The commercial type Enignia. was introduced p~obably in 1925.850 

It was replaced 1n 1939 by the plugboard Enigma.~51 
The .f1rst teleprinter oipher attachment,, the SZ-40 "original 

model," was introduced into the Army probably 1n 1940852 although 
Dr. Huettenhain. of the Signal Intelligence Agency of the Supreme 
.Command Armed Forces (o~]Cb1) said that the Army had been ex-
per1mguting with this type of cryptographic apparatus as early as 

- 1937. :::>:.:S It was replaced by the, SZ-40 "regular model,," and this 
was succeeded by the SZ-42a. and the sz~42b,, developed by Dr. _ 
Liebknecht of the Army Ordnance Development and Testing Group · 
Signal Branch (Wa Pruef 7).and by Inspector Menzerand_Dr. Huetten­
h.ain of the Signal Intelligence Agency of the Supreme Command 
Ar~ed Fo~ces (OKW/Ch1).ti54 The SZ·42c was a.lao developed and 
~~e~~8~;g te.st sets built, ,but the apparatus was evident!~ not 

The first cipher teleprinter, ;the SFM T-52a., was introduced 
in 1939; improved models were called the SFM T-52b; c, d,, ·and e. 
By the end of the war only models T-52 c,, d,, and e were in use._ 
A one'"'.t1me tape cipher telepr:lntel' designated the SFM T~43 was 
introduced in 1943. - -

850 I 31 p 17 
85l I 78.P 1 . 
852 I 31 p 14 
B53, I 31 p 7 -
854 I 57 pp 5-6; I 45 P 19 
855 I 31 p 13 
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The German Army used hand ciphers below division. After 
World war I~ and before 1942, some of the hand systems or the 
Army,, e.s listed by Dr .• Huettenhain. of the Signal Intellige.uce 
Agency of the Supreme Command Armed Forces (OKW/Chi) were:ti56 

B..; A monoalphabetic type substitution using a keyword, 
mixed alphabet 1n a 5 .x 5 square. 

b. A "comb-transposition'; ( 11Kammwur.fel"). 

co A "book key 11 
( "Heftsc~uessel n). 

d. A double transposition (DOPPEL WUERFEL, abbreviated 
"4-S-40 11

). This system was used until 1926 or 1927~ 

e. The "Single Playfa.1r" (KASTE-SCHLUES~LJl abbreviated 
11TS-42"). 

r. The 11Double Playfair" (DOPPEL-KASTE-SCHLUESSEL, a.bbre 0 

viated "NS-42 ") o 

·. "· 

In' 1942, subsection 7 of the Mathematical Section of In 7/vI 
declare•:i that ~ll hand systems currently ueed by the German Army 
wel'e 1n:3ecure.~57 Since the Field Army had no reserve hand 
systems,, In 7/vl wa~ Qrdered to cooperate with In 7/IV. 1n pro­
ducing Jlew systemso~5i:::S The following hand systems were evolved· 
and used by the German Army from 1942-1945: · · . . · 

a o · Three letter field' codes ("Signal tafeln") w1 th or 
without en~iphering tables ("Schluesseltafeln").859 

b. Single transposition using grille ("Rasterschluessel 
44; 11 usually called "Raster 11

) • ts60 . . . . · · 
\ . . 

c. Double transposition ( "Rastere~satzverfahren"). 

Under field conditions many makeshift systems were employed, _ 
such as monoa.lphabetic substitution,, transposition consisting 
only or reversing the order o:f the letters of the pla:tn text,, 
and whatever the particular radio operators might adopt by agree-
ment among themselves. · 

856 I 31 p 17 
857 I ·20 p 3 
858 I 78 p 13 
859 I 20 p 3 
860·1 20 p 3 
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For weather reporting~ the Army used two types of systems 
until l945g 

ao The "Barbara Coden ("Barbaraschluessel") consisting of 
figu:re cards for encoding artillery meteorological reports for 
Army and' anti-aircraft units. · . . · · . 

b. Weather substitution tables,, for enciphering meteor- · 
ological reports in the Reich Weather Service (Reich \\f~tterd1enst). 

Lt. Colo Mettig stated that the Barbara Code was replaced 
in 1945 by the "Raster. 11e61 .· ·. . . . .· 

· · io3 o Preparation and' distribution of cryatog~phic keys.--
The history of the preparation,, pr!iiting, arid Is rioutlon of · 
cryptographic keys by the German Army was outlined by Fri.eke, 
a member of' In t/rv and latterly of thQ Signal Intelligence 
Agenc~y of the Armed Forces ( OKWlChi) .8b2 According to Fr.1cke,, 
the lceys for the Army were produced at the beginning of the war 
on In 7/IV 8s own press. The number of·personnel required was . 
small (about twenty people in all), since only enigma,, weather 
and book keys (Heftschluessel) were printed. . 
· · With the introduction of the SZ 40/42 and other crypto-
graphic systems which required keys, the amount of' work eJ'.ltailed 
in the preparation,, printing,, and distribution or keys became 
too great for In 7/IV aloneo Inl942 1 therefore 1 the production 
or kE~ table manuscripts was transferred ta the IBM section or . 
I::~. 7 /VI,, and the printing to. the Reich press 1n Berlin; In 7 /IV 
was c:onfined to reading proof and dtstributing the finished 
product. 

· At the time of' the bombing attacks on Berlin in November 1943.9 
the J>rint:ing press and all key material· of Ji:,·. ·7 /IV were destroyed. ' 
The key producing section of In 7/IV was then moved rrom Berlin 
into emergency quarters· prepared some weeks bef'ore in the Army · 
Signal Sqhool (Heeres Nachrichten Schule) at Halle/Saaleo During 
this per'iod 1 private printing firms were. increasingly drawn on 
for the production of keys; first 1 because the Reich printing 
press could. not meet the requirements; and secondly 1 because · 
decentralization was increasingly necessary to avoid bombing. 
About; twenty firms 1n the central German area were given contracts 
for the printing of keys. The high number .was largely attr1b-

. utabl.e to the introduction 1n 1944 of the Stencil System 44 · 
· (Rast.erschluessel 44). . . . _ . . 

'861 I 96 p 12.· 

862 I 36 
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In May 1944, the key producing section of In 7/IV was 
transferred to the Hindenburg barracks at Dresden, where Major 
Dro Metzger 0 assumed direction. This remained the situation 
until l November 1944 when all tasks o:f producing,, printing,, 
and distributing of keys :for the Army were transferred from 
In 7/IV to Section IIIa of the Signal Intelligence Agency of 
the Armed Forces (OKW/Ch1/IIIa). This section was established 
at Dresden in the headquarters which the key preparation section 
of In 7/IV had occupied. In March 1945, Section IIIa was trans­
ferred from Dresden to the Army Signal School at Halle/Saale 

· because of the approach of the Russians o Work was never begun, 
however; and on 12 April, keys and material for producing them 
were loaqed on trucks . to be sent to southern Germany. Keys left 
at Ha,lle _were destroyed by the Gel'mans at the approach of the 
United States Army .8b3 · : . · . . . 

. 104 .. . German Army Seclll"1ty Studies .--Before 1939, the Army 
High Command had no securlty organ!zation of its own. Questions 
of security concerning ArUJy" systems were referred to the Codas 
and Ciphers Section of the German De.fense Ministry. Huettenhain 
stated that he and Menzer, as members of the Codes and Ciphers 
Section, did a security study on the sz 40 ("o-86~1nal model") · 
and found that it could be solved · in two days. This led to 
its improved fol'm • 

. · , In 1939,, the Army: High Command established its own Signal 
Security Agency (In 7/IV), which functioned as such until 19420 
During the period of 1 ts act1 vi ty_, the Signal Security Agency 
(In 7/IV) examined the plugboard r.n1g.ma.~6? from the point of . 
view of security, .and made security studies on t~o Qtber crypto­
graphs proposed for Armyusage_, the M 40 and SG 41.ts66 The 
security study of the plugboard Enigma was occasioned by a sus­
picion roused during the Pol13h campaign 1n 1939 that the Poles 
were :reading Enigma. traff1c.~b7 Pietsch,, Steinberg, and Bohm 
(mathematicians of In 7/IV) made security studies on the machine, 

863 I 36 P 3 · 
B64 I 31 p l7 
865 I 92 p 2 
866 I 58 p 5. · Bugg1sh actually said "c-41 11 but doubless meant 

"sG-41." Both the M-40 and SG-41 are described from a 
cr1ptograph1c·v1ewpoint in Volume 2 of this paper. 

867 I 78 P 7 
189 
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the results of which apparently set to rest any doubts apout _its 
·security. The Army continued to use the system w·ithout change 
_until Fricke (another mathematician of In 7/Iv)8Q8 indicated · 
that the Armyas·manner of using indicators led to an easx

6
· so~ution. 

At his recommendation 1 the indicator system was changed.~ 9 · . 
'. The two machines proposed for Army use, the M~40 and SG-41"' 
bad·been invented by Menzer, a membe?" of-the S:tgnal: Intelligence 
Agency of the Armed Forces {OKW/Ch1). Secuit1ty studies on the 
M=40 were ~ge by Dro Doering and Dr. Buggisch,·mat'hemat-1o1ans 
Of' In 7/1v0 ·r Qr. Buggisch stated that the studies proved the 
device to be moderately·secure.P but trat it was never used be­
cause it waa aa ·bulky as the plugboard rn1grna. but could not 
print letters .ts7l With regard to the SG-41, the· s.tudies ma.de 
by In 7/IV showed it to be superior to the M-40.,.but BuggiaQh. 
stated: -"The Army .hemmed and hawed and never did adopt it o "ts72 

Inl942, the responsibility for making $ecur1ty studies of 
German. Army systems"' and most of the personnel of In 7/IV who· 
had worked on Army comm~1ca.t1ons securi~y testing, were :trans­
ferred. from In 7 /IV to the Mathematical Section of In 7 /VI o '· 

Pietsch, Steinberg1 von Denffer, Hilburg, and Luzius were named 
among those transferred$ts73 · . . 

The ·Mathematical Section of' In 1 /vI assigned· security' stu.dies 
to two subsections: "7" and "l3o" Subsection "7" undertook the 
work on Ge~man hand systems; subsection "13 1 " on German machine . 
systen:1s o87tf... 1rhe first stl.ld1es or subsection "7" on German hand · 
systen~'proved th.at ~11 muid systems currently used by th~ 'German 
Army. were solvable. As a result,, In, 7/vl was. ordered to. col- · · 
labora;te with In 7/IV in the development of m~w systems f~r the 
Army.ti75 Altho~gh In 7/vl would have preferred to establish · 
this section within itself, where the preparation of systems 
would· be done in close .cooperation with cryptanalytic ~peo1al1sts.f · 
this. i:1oint ·of v1ev was not recognized by the Army and In 7 /vI was 

. ordered to send mathematicians back to
6
In 7/IV.. The mathematician~ 

sent were Fricke 1 Jesse;· and Kehren.87 From that time on.11 .sub-
.. section· "7" con.f.1ned it·self to the study of hand systems handed . 

to it by the Field Army. Mettig not·ed that the amateur systems 
with which the section dealt were very b,9.d and betokened giaeat 
ignorance o~ the

8
~rt or the Field Army in regard to code and 

ciphez• security a 17 · 
·Subsection "13 1 " which was responsible for the security of 

B6B I~92 P.5 
869 I 92 p 5J I 20 p 2 
870 I 5S p 5 
871 I 92 p 2 
872 I 58 p 5 
S73 I 92 p 6 
874 I 92 p 6 
875·1 78p . .l3 
876 'I, 78 'p_ 3 
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·German Army cryptographic ma.chine systems, concentrated on 
aecurity studies of the SFM T-52 telepr1nterso SFM T-52a, b, 
and c were tested by Dr. Doe91ns 1n the summer of 1942 and were 
shown to be easily solvable. 7tl By the autumn of 1942, it was . 
clear to the mathematicians of this subsection that SFM T-52c 
could not be made secure. Despite the warn1ngs from. the security 
unit, the Field Army .continued to use SFM T-52c. ·. ·:;hey were 
partioula.rly sure of it because they th9ught the land lines on 
which SFM T-52c messages passed could not be tapped by the 
enemy. Not until a cellar equipped to tap land lines _ was found 
in Paris in late 1942 did the Army consent to the improvement 
of the ma.chine.879 This 1mprovement6 the T-52d, was ready in 
early 1943 and was shown by Dro Doering to beprobably insecure. 
From. his experiments Wigg the T-52d evolved the T-52e, which 
was considered secure .lS · . . . . 

Some 1nvest1~at1on of' the plugboard Enigma was carried on 
by subsection "13 although no def'1n1te conclusion was reached 

. concerning ite security. In 1943-44, definite proof' was ob­
tained from two Polish of'ficers in a prison camp at Hamburg 
that the Poles had read the plugboard Eniggia both bet'ore and 
for i:1ome time after the Polish campa1gn.8c5l This proof cor­
robo1•ated the suspicions aroused at the time of the campaign 
in 1940. · Two Army cryptanalysts, Pietsch and Doer1ngi were sent 
to interrogate the Poles. Al though the interrogations were said . 
to have drawn a blank,, it became evident that Polish. crypt­
analysts at Wicher had solved £-nigma traff'ic, had. gone to France 
after the Polish campaign and-had continued their work there. 
Solution was said to have stopped sometime later. The mathema­
t1c1a:a.e of subsection "13 11 believed that solution · had ceased 
when the Field Army followed Frickeus indicator recommendations. 
The general result was that subsection "13" did not press the 
ma.tte_:r' of Enigma security. , , ". .. .. . · ·_· · , . , .. 

· -· Subsection "13" had also: , been assisting in the design or -.. · . . 
Cipher' Device 39 (Schluesselgeraet_39), an improved Enigma which 
was · intended to employ a plugb.oardj changeable turnover rotors, 
pluggab~§ reflectillg wh~els, and additional Hagelin-type drive · 
wheels. 2 .. Bugg1sch stated these machines were his specialty • . 
They were under construction at the Technische und Nor~lze1t 
firm a.t Frankfurt.am Main at the time of the surl'ender o ts83 

878 I 58 p 2 . ·. 
879 I 78 p 11 
880 I 78 p 12 
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The 1'esp.ons1b111ty for the. security of German Army c:eypto­

graphlo systems l'emained with su·osections "7" and "13" until 
November 1944, when it was turned over to the Signal Intelligence 
Agency of the A:>med Forces ( OKW/Ch1) • The Army then retained . 
only the responsibility for seeing that the8~~stems approved 
by OKW/Chi were properly used in the r!eld. . 

· 105. Attitude of the Field Army toward Security Studies.-­
'l'he Field Army ma.futaihed an uncoopera'Eive attitude toward 
security studies made by the .Mathematical Section or In 7/vI. 
Whenevel' the Field Al'my was asked to change a system, thel'e 
was a storm of protest. All changes 1n methods were supposed 
to be ~nforced-by the staff of the Army Communications Branch 
(Heeres Nachrichten Verbindungsabteilung, abbreviated HNV), and 
the nature of the results depended upon whether the of'ficer at 

·. staff headquarters happened to know anything about cryptanalysis. 
Fricke said he usually d1d not.885 only with the greatest d1f­
f'1oulty was the Field Army persuaded to ·ohs.nge its methods. 

One of the specific ways 1n which . the Field Army consciously 
hampeJc-ed progress in. security studies was to refuse to ful'nish 
In 7 /vI actual traffic. Fricke said that In 7 /vI never kn:ew how 
the Field Army actually· used the systems which it approved. When 
In 7/vl asked for traffic for its studies.11 it was given specially 
p~epared messages such as: "we are standing 1n Berlin ~d see 
the P<>lish infantry coming down the Frankfurt Allee. 11886 However, 
the Field Army made a bI"ief attempt in 1941 to provide the 
analyf!ts with actual traffic o For this purpose .a Signal Intelli­
gence Regiment of the Replacement Army (Nachr1chten Aufklaerung 
Abteilung/Che:f der Heeresruestung U;D.d Befehlshaber des Ersatz 
Heeres, abbreviated NAA/Chef H Ruest u Bd.E) was t"ormed. While 
two companies of this wiit were to act as administrative units 
for personnel of . In 7/vI, the third company was an intercept 
unit which worked 1n the field collecting material for the 
analysts. (Due to peI>sonnel shol'tage, however, this unit was· 
dissolved 1n Febl'uary 1942, arid no subsequent att~mpt was made~ 
by the .German Field Army to procure actual traffic ror In 7/vir-'7 

As described 1n Paragraph 1041 it was difficult ·to persuade 
the Fi,.eld Army to accept as valid the security studies made by 

884 D 68 pp 3-4 
885 I 20 p 3 

. 886 I 20 p 3 
887 I 20 p 3 
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the c:ryptanalyste of In 7/vI. For instance, not until an entire 
cellar with excellent equipment; ror tap).i.ng land lines used by 
the T-52c was raided 1n Paris in early 1943, was the A~ High 
Command per~ua,ded tnat the security study made ·i>y In 7/vI had 
been valid. tjtstj . . -· -

The s.tt1tude of, the Field Army could be traced largely to 
the :Lgn:orance on all levels of matters pertaining to codes and 
cipher security. Fr1cke 9s remark that the staff officer of the 
HNV who controlled code and cipher methods usually knew nothing 
about cryptanalysis has already been mentioned. Mettig stated 
that the suggested. systems handed to In 7/vI for s~~tiny be­
tray1ed the lamentable ignorance· of the Field Army. tjt;S9 Signal 
tables set up by the troops revealed serious cryptographic errors, 
such as the failure to change keywords for long periods.890 In 
an attempt to correct this ignorance, In 7/vI gave lectures at 
the Army Signal School at Halle and issued instructions on code 
and oipher security. The situation,11 howevel', was never satis­
factory. Bugg1sch aptly called it tragic-comic: When In 7/vI 
dete.oted an insecurity, it was not able to achieve effective 
remedies; if Iii 7/vI wanted to install new devices, it had even 
more d1ff1cult1esd . The Army "hemmed and hawed" and never got 

, arou;nd to act1ng.o91 

\\ 
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Chapter IX. Training of ~erman Army Signal Troops 

Paragraph 

Tl9aining of Signal Becrui ts •••••••••.•.•.•.••...•••••••• 
Training of Signal Technicians •••..•.••••••••.••.••..•••• 
Training Qf Special is ts •••••••••••••••••.•••..•••••••.•• 
Training ·or Signal Officers ••••••••.•••••••••••. , ••••••• 
Training of Army Cryptanalysts ••..•..•••.•.•.••••••••••• 
Evaluation of Signal . Training •••••••••.•••••••••.••••••• 

. . 114 
115 
116 
117 
118. 
119 

114. Training of Signal Recruits.--The Signal Intelligence 
Replacement and Training Battalion lNachrichten AUfklae:rungs 
Ersatz und Ausbildun&_Abteilung,, abbreviated NAEUAA)., which w.as 
located at Frankfurt/Main, was responsible for .the training of 
German Army Signal recruits. It had control over Signal Intel­
ligence Replac:ement and Training Companies in each Service 
Command (Wehrkreis) where basic training and some training in 
signal matters.were given to the recru1ts.ts95 In time or peace., 
basic training.lasted .for one year, signal training being taken 
up after the first three months. During the war, the time of 
basic training-was shortened 1n ol'der to place more troops more 

. quickly in the field. Recruits were trained in direction finding, 
teletype operation, a..nd

6
s1mple field codes, and were then sent 

out into field unlta.~9 No special courses were conducted in 
the Replacement and Training Companies. 

· - · 115. Trai~ing of S1fjial T·echnlcians • - -Most of the signal 
technicians were trained specialist schools of various sorts. 
Schools for carrier frequency, switchboard operators,, repair men, 
etc • ., were established by the Army and Division and Corps Signal 

·Battalions and at Army Signal Depots.e97 Instructors were . 
mainly non-commissioned officers who had ~d experience in the 
.field. 

116. Training of Specialists.--The Signal Interpreter Re­
placement ana Trainihg Battalion (Nachrichten Dolmetscher Ersatz 

895 
896 
897 
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und Ausbildung~ Abte1lung, abbreviated NDEUAA) was located at · · 
Halle/Saale.CS9CS This battalion was responsible for the training 
of signal interpreters who were to be employed in signa:l inter­
cept wilts for radio and wireless mon1tor1ng. The battalion was 
divided into three companies: company one for Romance, company 
two for Slavic, and company three for Germanic languages. For 
m.a.tte:rs of administratio.n the battalion was divided into the 

. following rive platoons :~99 . . ' . . . ' . . 

1) cadre platoon (stammzug) comprising cadre personnel, 
and instructors in military and intelligence teclmical 
matters. 

. . 

2) instructor platoon (Lehrzug) comprising teachers and 
members of the instructor group. 

3) tra11;11ng platoon (Ausbildungszug) comprising the students 
who were under instructions in some language. 

4) alert platoon (Marschzug) comprising men who have passed·· 
their final examination and who are expecting to be sent 
into action. 

- . . 

5) pool (Auffanfkorporalschart) comprising newcomers 
. waiting for neir entrance exani1nationo. . 

. . . . . 

A rough estimate of the personnel shows that in 1944 there were 
· . about 350 to 400 men attending the various language classes. · 
.After the courses which lasted six weeks, the men were given a 
.final· examination. According to the results of this examination, 

.. they were assigned to one of the three following categories:890 
...... ·.- .. 

s Speakers (Spracbmittler}o . These were people who spoke 
well and were able to. make themselves understood,, ·but · 
who did not master the language in speaking and writing 
correctly. 

U Translators (Ueberaetzer) •. These were people who 
mastered the foreign language in writing, but were 

D 

only fair in speaking. · 

Interpreters (Dolmetscher). These were people who 
spoke and wrote the foreign language correctly and 
fluently and whose general education was up to a 

· corresponding standardo 

SgS IF 105 p 5 
899 IF ~05 p 3 
900 IF ·~OS p 5 l95 
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Employment was assigned according to the category to which each 
person was assigned. 

For persons of category "s,," a. special course 1n monitoring 
Allied radio communications was organized at Leipzig for English 
speaking personnel only o The course comlisted of three weeks u 
daily instruction in the following subjects:901 

l USA and British organization of signal units 
2 USA and British radio sets used at all level·s 
3 USA and British radio call signs 
4 USA and British authorized abbreviations 
5 USA and British message forms 
6 USA and Bl'itish fixed station and net operational methods 
7 USA and British Army terminology 

Each of. the subjects was taught fbr one hour a day and had a brie.f 
examination. In most cases, the lectures we.re conducted 1n 
English to .facilitate practice in this language. 

117. Training of' Signal O.f.f1cers.--The Army Sir:sl Sc~ool 
at Halle (Heeres Nachrichten Schule» abbreviated HNS , conducted 
the course for officer candidates of the Sign.al Corps.902 Em-· . 

:phasis here was in the first months evenly divided between tech­
nical and military subjects. ·The officer candidat_es were 
selected by their commanders in the f'ield after having proved 
themselves in combat or in outstanding work in their specialty. 
All enlisted men were eligible, although· the racial origin evi­
dently played some part 1n the selection. One prisoner, for 
instance, states that he was not allowed to become an officer 

. candidate because of a Jewish grandmother .903 . . .· 
After their selection, the men were given a four weeks course 

1n tactics, Army regulations, customs, technicai subjects, etco 
Those who passed this preliminary course were sent· to the Armed 
Forces Signal Troop School (Fuehrungs Nachrichtentruppen Schule.ii 
abbreviated FNS), ~here they were trained .for three months in 
Signal Corps work.904 From there they were sent into the field 
for a pr()bation period as leaders of platoons. - During this 
period of training, Colonel Grube states, ma..ny of the candidates 
lost their liveso A final three months at the Signal School at 
-Halle bre>ught with graduation the rank of Lieutenant. Failure 

90l IF 131 p 4 · 
902 IF 205 p 5 
903 IF 127 p l 
904 IF 250 p 6 

196 

.i • 



i18. Traiping of German Army Crzptanalysts.--Noth1ng is 
3 4 8 6 7 4 6 known of the tra.liiing of German Army cryptanalys ts l:>efore 1939. 

Mettig states that when the Signal Intelligence Regiments ' (KONA)
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moved into t~e field 1n 1939, no cryptanalysts were available.90 
Colonel Radewig, the commander at that time of all intercept 
st.ations 1n the west, however, was able to procure a number of 
c:ryptanalysts from the Fixed Intercept Stations (Feste) around 
Berl1n, . ano to this force he· added a few mathematicians and . 
11ngu1sts.907 As a result, when the German offensive began in 
April 1940, the KONA 0 s had a moderate supply of cryptanalytic ' 
personnel. The early years of the war, however, showed that 
many more cryptanalysts wer_e needed. Provision to train these 
cryptanalysts was made by establishing a Training Section in 
In 7/VI under the leadership of Kuehn but Mettig stated that the 

_ work of the section was not fully exploited until 1942 .908 The 
. section was located at Matthaikirchplatz · 4 1n Berlin until 

· November 1943, when it was moved with the rest of the Agency to 
Jueterbog because of Allied bombings. · In November 1944 the . 
Training Section 7 or IN 7/vI became Section 5 .of Group IV of 

.<.:. . the · GdNA .909 According to Graupe, the school consisted or about 
. . • , twenty of'ficers with one hundred and twenty men, and about twelve 

wome:n as stenographers .910 .· - . . · . . 
· The course which lasted 10-12 weeks9ll is outlined in some 

· detail 1n IF 122 pp 3-8. During the morning and for two or three 
afternoons a week, cryptography was studied from a · syllabus. . 
This syllabus included a brief history of cryptography, a general 
picture of the methods of encipherment, details · of various means 
of encipherment and decipherment • . During the remaining after­
noons, the students evidently specialized 1n whatever field to 

·which they were to be assigned. One prisoner of war, Gerd Coeler, 
states that during the afternoons he studied English mflita:ry 
terms and abbreviations, studied th? history and organization .· . 
or the British Empire and the geography or England.912 Karren-, 
berg913 outlines the course given for those who were .specializing ·· 

905 IF 250 p 6 
906 IF 78 p 4 . 
907 i 78· p 4 

908 I 78 P 7 
gog IF 123 p 9 
910 IF 127 p 2 
9l~ IF 123 P .9 
912 IF 12e p 2 
913 I 166 

' 

197 -

.. 
\. 

i . 



DOCID: 3486746 

--· 

• .. '.' r : 

. : . .. : . ~ ' . 
.. ··. ·, ,·.· .. . . 

·.-.. :· 

--·: 

1n Russian cryptanalyaiso Participants were selected from the 
personnel of the Signal Interpreter Replacement and Training 
Battalion who knew Russian. After the most capable interpreters 
had been selected they were given a course ll1 Russian crypto- -
graphy which included all types of Russian systems. ·For practice 
in this course actual Russian military texts were used

4
by which 

the men were gradually accustomed to field problems .91 ... 

. 119. Evaluation of Si~l Training.--The training of crypt-
analyats by the Army appears o hive been eminently successful. 
T~ough the classes of the Training Section at In 7/VI passed 
most of the men.who later became outstanding 1n the field of 
cryptanalysis either 1n the KONAs or in the central agencies. 
Major Hentze, head of cryptanalysis at Paris (KONA 5) and later 
of Gruppe IV of GdNA; 1st Lt. Va.uck, head of the Agents 8 section 
of In 7'/VI; 1st Lt. Lueders, head of one or the subsections of 

. the ma.thema.tica.l section of In 7/vI; and lst Lt. Schubert, h~ad- 015 ·· . of cryptanalysis at HLS Ost, were all graduated from this course"' 
The training of signal troops in the field, however, appears 

to have been less successful. · Attention is continuously drawn 
throughout the TICOM publications to the acute shortage in the 
Field Army of personnel who were well trained in signal 1ntel~ 
l1gence operations. This was particularly true 1n the late years 
or the war when courses became more sketchy. The central agencies 
recognized this wealmess and attempted to remedy it by publishing 
field manuals on secUI"ity and having lectures given at the Signal 
School at Halle by members of In 7/VI. Despite these efforts, 
however, the Field Army remained, according to Fricke, pitifully 
ignorant of the principles of security. Ignorance undoubtedly 
lay .at the bottom or the non-cooperative attitude of the Field 
Ax-my 1n regal'd to the adoption of' systems considered more secure 
th.an those in use by the Army. Conditions were aggravated at 
the en~ of the war by the necessity fol' sending all able-bodied 
men into the front line and by the general conf'usion of the Army. · 
Very little traaining could be carried on by the Field Army during 
the late months since their schools were taken over by operating 
agencies. The Army Signal School at Ha,lle, for example, had been 
used by In 7/IV since November 1943 for the preparation of Army 
keys; and after March 1945 it housed a -considerable section or .. 
the Sig.ual Intelligence Agency of the Armed Forces, including 
service personnel and ms.le and female civilians. It may be 
safely stated that after 1944 little if any signal training 
was carriE~d on by the Army. 

9l4 See Volume 4, Chapter VI for details of this course 
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Liaison with Goering 0 s Research Bureau ••••••••.•.••. o.. . . . . 110 
Liaison ~1th Finland •• o•••··················oo••········o• 111 
L1a1sc)n with Italy ••••••• 00000000•0•••·········•••0•0••••• 112 
Liaisc:>n or the Signal Intelligence service of the Army 

with related Signal Intelligence Services ••• o••o••o••••• 113 

· 106. Liaison with OKW/Ch1.--The relations of the Signal 
Intelligence.Agency of the Army High Command(O.KH/GdNA and its 
predecessors) with the Signal Intelligence Agency of the Supreme 
Command of the Armed Forces ( Oberkommand.o der Wehrmacht Chiffrier 
Stell«~,, abbreviated OKW/Ch1) were conditioned by a number o:f 
important .facts. 

a. The o:ffice of the Chief Signal Officer, Armed Forces 
(Chef der Wehrmacht Nachr1chtenverb1ndungen,, abbreviated Chef 
WNV) and Chief Signal.Officer Army (Chef des Heeres Nachrich-. 
tenvvJ:-bindungswesens,, abbreviated Che:f HNW) were held jointly 
from August 1939 to the capitulation. The close relationship 
which evolved rrom this combined office is outlined by a German 
officer who was aide de camp to General Praun Chef WNV and HNW 
from September 1944 until the capltulation.926 As Chef WNV,,. · 
General Praun (and his predecessors) was directly subordinated 
to General Jodl of' the Armed Forces Operations Staf'f·(Wehrmacht 
Fuehrtmgsstab,, abbreviated WFST) and was responsible for all sig­
nal operations and policy from an inter-service point of .view. 
As Chef HNW, General Praun was responsible for signal operations 

· and pe>licy w1 thin the Field Army,, and in this capaci tr wa·s sub­
ordinate to General Guderian, Chief of General Staff .921 

920 IF1 108. 

921 IF 108 p 2 
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·. b. · The Signal Intelligence Service of the Army (Gd.NA and 

its pr~decessors) and the Signal Intelligence Service of the Armed 
Forces (OKW/Ch1) stemmed from a common origiri, . the Codes and . 
Ciphers Section of the German Defense Mini~try. The Army High 
Command ha.d set up its .first Signal Intelligence Agency, the . 
Intercept Control Sta·t1on (Horchlei tstelle), 1n 1933, by drawing 
a few trained cryptarialysts from the Codes and Ciphers Section · 
of' the German Defense M1n~etry. ·The Signal IntelJ~gence Agency 
of the Supreme Command of the Armed Forces was the d1rect de'-
s cendant or the Codes and Ciphers Section of' the Defense Ministry 
and acquired its new name 1n 1939 .922 · .· 

The close 1nter-relat1onah1ps of these three organizations 
is reflected 1n the rele.tionahlps among the officers who con­
trolled thein. Colonel Boet_zel, who ended the war as chief of 
the Gd.NA, had been from 1934 to 1939 he~d of the Codes and Ciphers 
Section of the Derense M1n1stry.923 General Fellg1ebel, who had 
been. head of the Codes and Ciphers Section of the Defense Ministry 
from 1931-1932 held the office or Chief Signal Officer Army (Chef 
HNW) and Chief Signal Officer Armed Forces (Chef' WNF) from 1939 
until 20 July 1944~924 Colpnel Kettler who ended the war as head 
of the Signal Intell1~ence Agency of the Supreme Command of the 
A.rmed Forces ( OKW /Chi J had been head of HLS Ost • 925 Lt • Col • . 
Mettig, second in command of the OKW/CbiA had been head of OKH/ 
rn ·7/v1 from November 1941 to June 1943.,26 · 

Close collaboration of OKW/Chi and the Signal Intelligence 
Agency of the Army High Command .(OKH/GdNA and its · predecessors) 
can be traced in a number of recorded instances from 1939 to the 
capitulation. In 1939, Huettenhain, chief cryptanalyst of OKW/Chi, 
was sent by that organization to ' the Intercept Station of the Army 
at Frankfurt/Main to collaborate with the Army on the solution of 
a new French Army system.927 The most cordial relationship between 
the organizations is manifest 1n his memoranda on h1s visit to 
Frankfurt/Main:928 . . . . . 

"When I was saying goodbye to the military head of 
the evaluation section of Army Group C at the terniination 
of my attachment in FRANKFURT-ON-Main, the head of the 
evaluation section expressed his regret to me that lie 
could riot yet preserit me with some sign of' outward 

922 Sc:?e Supra Chapter I . · 
923 I 123 p 4 
924 I 123 .P 4 
925 IF 123 p 3 
926 I 78 p 2 

927 See Supra, Chapter 
9 28 060 PP. 4~5 
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recognition for work successfully carried out in FRANKFURT­
On-MAIN. To that I replied that success attained was not 
due to the effort of an individual but was the result of 
development and common effort and th.at if outward recog­
nition should reward this work, Herrn TRAPPE (Chi OKW), ' 
SCHMIDT (Chi OKW} a.nd· Professor Dr. Foppl (Chi OKW) should 
likewise remembered. The head of the project thereupon 
told me tl18.t these gentlemen would be ·similarly distinguished • . 

"In the course of the conversation, I said that ·for 
~a .the finest recognition was the knowledge that important 
:J.ntell1gence, . which could serv~ as a basis for the .t"urther 
conduct of the war, had been sent to G.HoQ • . The head of 
the project replied that he quite understood this attitude 
but he would like to make military departments appreciate 
our work at the full value for up to now, they ha.ve shown 
little understanding of the difficulties of such work. 
. .· "At the same time, the head of the project requested 
~e to convey hie thanks to the Ch1ffr1er Section OKW for 
t.he assistance given to the military dec :tpher:Lng section . 
and remarked that 1n his opinion such a large decyphering 
task could not be done by OKH either now or 1n the near 
futureo" 

. . . In 1942, the S1snal Intelligence Agency of the Supreme Command 
of the Armed Forces ( OKW/Chi') sent a special Russian "party" to 
HLS Ost to collaborate .with .cryptanalysts there in the solution of 
a Russian 5-figure code. Prof o Dr. Novopaschenny, head of that 
party returned to Berlin 1n the autumn of 1943, but his crypt­
analysts were absorbed into the unit at HLS Ost.929 . 

· . · . OKW/Chi also collaborated with the Agents 8 section of OKH/ 
In 7/VI in the solution of Russian agent traffic. The memoranda 

. of Fenner, chief linguist or OKW/Chi, give a detailed picture of 
the nature of this collaboration.930 
· · · On 23 February 1943, Fenner 0 s department was asked by Section 
III of the Armed Forces Radio Defense Corps (Fu Ill) to collab- · 

. orate with the Agents u section of OKH/In . 7/VI in work on certain 
· Russian agents' traffic • .. By the end of March, OKR/In· 7/VI had .. 

furnished Fenner's section with all traffic in that system inter­
cepted since September 1941 so that a start was made on solutiono 

· · Fundamental findings were communicated to In 7/VI which enabled 
its Agents 9 section to break into the system I'oughly at the same . 

929 IF 123 p 3 
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time as did Fenner 9 s group. After the 1n1 t1al break-in, howeve~.,· 
1t was agreed that In 7/vI should continue the work on this sys~em 
while . the S;lgnal Intelligence Agency of the, · Armed Force~ started 

·work on another system. From then on~ relation.a became ·somewhat . 
strained. because of the non-cooperative attitude of the Agents 0 

section · or In 7/vI 1n :furnishing traffic to Fenner 0s fiection~ . The 
basic cooperation of the two departments, ho:w-ever, is noteworthy~ 

· . · One of the mos.t striking instances o.f cooperation between ·· 
the Signal Intelligence Agency or the Supreme Command of · the Armed 
Forc'es ( OKW/Ch1) and the Signal Intelligence Agency .of . the Army · 
High Command (o:KH/GdNA and its predecessors) is tnani.f~st 1n .the ' , 
·vork of the two agencies on Polish Resistance-.M9vement Systems .931 . 
Durilig the years 1943/44, the Agents~ sect-ion of AgN/NA was ajble . 
to intercept and solve the systems used by the Poles 1Ii their 
traffic with the Polish government 1n London.. From this traffic 
the disposition of the Polish liberation troops as well as the 
friction between them and the Russians could be establiehed·o · The 
traffic was- considered so important that eight members of the 
Agents' section were transferred in the autumn of 1943 to the 
Polish_ section of the Signal Intelligence .Agency of the Armed ·· 
Forcea ( OKW/Chi) to work on the · systems . there. The c'lear text 
was published by the Signal Intelligence Agency of the Armed · 
Forces in bulletins with extremely restricted ti1stribut1orio The 
Signal Intelligence Agency o.f _ the Armed. Forces also cooperated .by 
intercepting this traffic at their own station at Lauf 1n order 
to be certain that it was completely covered. Speed in solving 

.the traffic was obtained by having the messages sent to the IBM 
section of' Agr('NA for .. sorting. The work on Polish traffic thus 

.appears to have been a.s much a joint project as is possible for 
two separate agencies to attempt. . 

I.ieng before the time of official "Chi-conferences" · held by 
Lt. General .Gimmler, Chief of the Armed Forces Communications 
Bra,nch (Chef Amtsgru.:ppe .Wehi-machtiiachr1chten Verbindungen,., Sib­
breviated Chef AgWNV),, the Army and the Armed Forces,, Signal In­
telligence ·Services . worked together on s.ecuri ty studies of German 
cryptographic machines and issued. joint resolutions concerning · 
their 1nvest1gat.1ons. Among the papers of' Dr. Huettenbain of . · 
OKW/Chi axie .memoranda desc:rib1ng this cooperation.932 As early a:s 
December 1942, In 7/VI, OKW/CHI and We. Pruef 7 proposed issuing a 
statement., concerning improvements for the secret teletypewri:ter ma­
chine ·sFM 'r-52c to be submitted to ·the "big executive commit.tee·o 1933 
A+u~ough it is not known specifically what is meant by the "big 
executive · committee,," it ·1s .J?ossible that it may have been composed 

9?1 I iis p 9 
~32 D 59 
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of' off:lcials or these ·same organizations o Throughout 1943, 
General Th1ele 9 who held the position o.f Ch1e.f of the ;Army Com-

. munications Branch · (Chef Amtsgruppe Heeres Na.chr1chtenyer­
b1ndungswes ens .11 abbreviated Chef AgHNW) called conferences of~-

. representatives of the various services concerning matters of 
security·. Buggisch"' one of' the mathematicians Qf In 7/vI, 
mentions conf'erences at which Drso Stetil and Hassenjaeger of . . 

. /OKW/Ch~ were present .934 The minutes of one of these oonfer~ces 
. ( qa ted 13 December 1943) have been pubJ:.1shed .935 It should be . · 
'noted that the conference is said to have been called at the 

_ suggestion of' In 7 /IV, am was · held iii the o.f.fice ot that unit 
at Matthaik1rchplatz 4;, Berlino · Those who took pa.rt were Major 
Kempe, head of In 7 /IV i Specialist Luehrs, Dr o Fl'icke, and . 

· ·o.r. Kehr en, ma thema t1c1ans of. In 7 /IV; Dr. . Pie.ts ch and Dr. Doe~ing 
of AgN/1'1A; representatives of ·Wa Pruet 7; and Dro Huettenbain,, . 
Dr. Stein, and 1st Lt. Hasenj~eger, ma.themat1c1ans of OKW/Ch1. · 
F,rom this evidence, it is clear t~t the nCh1-conferences" called 
by Lto General Gimmler 1111944 were only ·aformal exter1or1zat1on 
or an already existing relationshipo This is the reason th.at . 
Buggisch of AgN : NA and· Huette.D..bain of' o:KW/chi were able to mini- , 
mize . the effoi-t"s of Lt o General Gimmler .93° Both observe that 
the. con.ferences did · not f"ost.er a closer relation.Ship among· the 
services · ~- the cooperation of Army .-and Armed Forces: had, been of 

' - the closest nature for, many years, but the ' collaboration w1tlj . 
oth~r servi·ces was not improved o .. . . -

' A.t the formal "Chi,-con.f'erences" and at · the official Army-
Air-Ne.val conferences of 1944, the Armed forces could always 
depend upon the full cooperation of the Army. · The. completeness . / 

. of th:l.s cooperation ie illustrated by the fact that when OKW/Chi 
· , was oz•dered to take over the sup~rv1s1on of all security studies 

within the Al'med Forces, the Army compiled by transfel,'ring to · 
OKW/Chi all personnel of In 7/IV and of the security sections of 
the Mathematical Section of' AgN4:'NA • . ·· · · · · · · 

In the .field or maohinery used ror cryptanalytic and security 
studies"' the Armed Forces and the Army appear to have· 1nfo?'med 
each other .fully concerning their res.pective developments although 
no exchange. of machinery was made. As early as 1939/40,, the math­
ematicians and former actuariea who had been drawn into In/7IV 
suggested the use or IBM machinery for statistical studieso This 
led to an- extensive use of th~ machinery for security studies. 
When security studies were trans.ferred· fl'Om In 7/IV to In 7/VI . 
in 1942"' IBM machinery was developed by In 7/VI for both secill'1ty . . - . . 

'\ . 
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studies and cryptanalytic wo~k. lt is not known whether the 
Signal Intelligence Agency of the Armed Forces had 1ts own !BM 
machines separate f~om those of the Army ·or not 0937 Mettig and 
Bugg1ach both state that it had no :IBM machinery, but depended 
upon the IBM' machines of the Signal Intelligence Asency or the. · 
Army. The .Prepai-at1on of ~hree.;..letter. codes for the use of the .. 
Army was done 8 for instance, by the IBM machines of the GdNA at, 
the :request of the Signal Intelligence Agency of the Armed Forces~ 
IIi .early 1945, the IBM section or/GdNA was o.ffered to the Signal 
Intell11genae Agency of the .Armed ·Forces ( OKW/Chi),; the trans.fer 
was never carried out, however, because of the turn of eventso939 
· - The re la ti on of the Signal lntelltgence Agency of' the Supreme 
Command of the Armed Forces (OKW/Chi) and. of the GdNA and its pre-

-· decessors m.a.f oe summ.ar1zed as one of complete cooperation. Al_­
thOugh the cryptanalytic problems of. the two organizations were· · . 
quite distinct.., those of OKW/Ch1 dealing with diplomatic systems, 
of GdNA with Army -systems; whenever jo1nt problems were deal.',_ 
with by the two agencies there was complete accord. 

. . 107 o ~1a1aon with the Navy. --The. Signal· Intelli'gence Agenc·y . 
of the Navy {Oberkommando dee Marine~ See:kr1egsle1tung, abbre-
v:tEJ.. ted OXM/4 SKL Ill) appeared to have little liaison with. the · 
S1gnal·Intell1gence Agency o~ the Army (GdNA snd its predecessor~). 
TranowJl the chief cryptanalyst of the Signal Intelligence Agency . 

. o:f the. Navy, stated ·that the Navy cooperated with the Army until 
early 1944, but that the~eafter the attempt at coQ~0rat1on was 
given up since no results of value were obtained.'.:i 

The crollaboration, where it ex1ated 3 or the S1gnal .. ,:J:,ntell1- · 
gence Agency of the Navy High Command with GdNA and its pre­
decessors dealt :Princip~lly with: · the USA machine M-209 3 and 

. +BM p~ocedures o91tl In both instances, it so happened that the 
Navy received more fr9m. the Army than 1t,ge.ve • 

. ·. . . a .. Collaboration between OKM/4 SKL !II and In 7 /VI began 
1..ri 1943 when In. 7 /vI passed over to the Signal Intelligence ·· · 
Agencies_ or the Navy and .the Ail' Force the technique of Itecover­
:1,ng true settings.from relative settings.in M-209-.solution. 
Thereafter,, according to Lt. Muentz of OKM/4 SKL III there wa·a 
considerable 11a1son between the thl'ee se~v1ces in regard to 
M-209 and thay exchanged all techniques .9q.2 Schulze.. another.· 

937 I 96 pl3; I 67 p 2 
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_cryptan11lyst 1n OKM/4 SKL III, stated that in his investigations 
of the M-·209 he met -Dr. 3t~1nberg of Ih 7/vI and that they had a 
detailed conversation of the methods used by the German Armys 
Navy_p -and Air Force .for solution. of this system.9~3 From these 
conversations he c9ncluded that the Navy was superior in the 
matter o.~ breaking into a message; the Army I . in reconstructing . 
the · internal settingo · This waa ma1n1y because the Army ·had more 
material t .o work on, and could depend upon. having a few messages 
1n depth every day,,, whereas the Navy never got traff1cw1th 1den-=­
t1cal settings. Schulze pel'suaded the Army to give . the Navy some 

· M-209 m.sterial 1n depth with which he could carry out expe~1ments 
1n OKM/4 SKL ·III . to exped.1te the solut1o~ of the message.9~4· . 

b-o · In regard .to collabo:i-at1on on IBM procedures, Tranow ·' · 
readily admitted that the Army r14et conce1vec;l the idea or using 
IBM machinery for cryptanalysis o';) ~ ·. In March 1942, the Navy I . 

. Air Force, and Goering's Reaearcll. Bureau (FA) vlsited the IBM 
section of In 7/vl in- Berlino rton this occasio.n, 11 said Trano.w, 
"I came to the conclusion that. there vere enormous poss1b111t1~s 
1n the IBM system for · our work alsoo" Tranow immediately set· 
about to get some machinery for t~e S~gnal Intelligence Agency · 
of the Na:vy, but found it · d1ff1cul t to obtain IBM machines at 
that ti'me. From 1 March to May or Jwie 1942, the Signal Intel­
ligence Service -or the Navy se.nt work to the Naval Armaments 
Econc>mic Section which was all"eadJ'.' using IBM machinery for sta­
tistical purposes a This Economic Sec~1on agreed to do the' work 
on condition that Tra.now fUrn1sh his own start. Here again, 
Tranow. had trouble, since the S~gnal Intelligence Agency of .. the 
Navy had very rew IBM specialists in the rank.a. · He was · fo:rced · 
to approach the Army and Air Force -to obtain personnel 1n ex­
cl'lange for naval pe~sonnel of ''equal value," .as he is careful to 
point out Q By'.l'laY- l.942, Tranow says, - the Navy was able to cal'l>Y 
out its · own task.~46 _ According to .Mettig, however; 1n June 1942, 
In 7 /VI tindertoo'k a cqns1derable volume of IBM work for the Sig.nal 

-Intelligence Agency or th~ Navy.91.f.7 It seems ·reasonable to sup­
pose that this is t~e, and tha.t ; Tranow conveniently "forgot" 
this favor ·. on the part of the Army. In September 1944, according 
to a Navy document~ ·the ·s1gnal Intelligence Agency of the Navy 
was still "colla'bo_rat1ng 1

' with the Army on IBM procedure o · .·. • , 

943 I .147 p 22 
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As a matter or general policy, the .Signal Intelligence Agency 
of the Navy High Command d1sappi:>oved of indiscriminate exchange , 
among the services. Lt. Muentz:-etated that·the,head or h1e_sect1on 

·Franke·., disapproved of' !il!Y contact with other services,, and main-. 
tained contact only with the Army on M-209' solution. Lt. Schubert 
of GdNJ). complained that be persona19{8coul.d not bring' ab.out close!' 
relations between the two agenc1eso . . 

"I endeavoured to achieve cooperation between tbe 
A1•my and Navy o This task ·was actually no concern of 
mine. A naval of'f'1cer was detached f'or six weeks who 
looked a. t all Army sys tem.s originating in the west and 
east a.nd l went to him to attempt some settlement •. · I 
t1'.'ied to achieve collaboration but late:r events upset 
things. There are practically no points of contact be-
tween the AJ:tm:y and Navy. 11 

· 

1080 Liaison with the Air Forceo--Before•the German Air 
Force establiahea its .own Signal Intelligence Agency (OKL/LN · 
Abt 350" formerly Chi-stelle OBdL) 1n 1937 the Army fix~ inter­
. cept stations (Feste) intercepted foreign Ail' Force traffic and 

, • worked on it at the .Intercept Control Station (Ho;rchleitstelle). 
Accordi.ng to Majo'r Fie.chtner. of' the German Air Force, however 6 

·the Army did not give air traffic so much attention as it did 
growid force traffic and the Air Fo~ce became increasingly ·dis-· 
satisfied with the Army 0's wol"ko In 19351 the Air Force began 
the formation of its own signal intelligence service,, l\lthough 
for three years close relations with the Army were maintained. 
Air Force employees underwent familiarization training at Ariny. 
Fixed Intercept, Stations and the Air. For·ce 9s first intercept · 
stations were set up ac.oording to ·Army :prototypes. By 1939, the 
dependence of the Signal Intelligence Agency of t~ Air Force 

·· High Command ( OKL/LN Abt , 350, formerly Chi-stelle O!dL) on the 
· Signa.l. Intelligence Agency or

4
the Army High Command (GdNA and 

. its p1•edecessors) was ended.9 9 . , 
During the succeedirig period (1939-1945) relations ot the 

A1l'Fo:rce and Army were Pa.rticularly good 1n field opera.t1onso 
This _was fostered,by such means as unification of Army and Air 
Force signal regulations, a regular exchange of liaison officers.11 

, working personnel,, equipment~ reports,, raw traffic., and crypt-
' , analytic methods.· A ;few outstanding 1 examples of Army-Ai:r Force 

collaboration have been selected from multitudinous instances on 
every battle front. · 

94~ I 26 ~- 2 . ). 

949 IF 181.pp 14-15 
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we kn()W from the minutes ·or a. ,Chi-conference held in October 
1944 that the Army and Air Force attempted to coordinate their 
signal regulations. According to the notes of the minutes pre- . 
served among the papers of' Huettenhain.11 Lt. General G1mmler., Chef' 
AgWNV, stated that one special difficulty in signal communica­
tions was the f'act th&t the diverse parts of the Armed Forces 
used diffe:rent wireless and cipher phraseology. In response to 
this, Lto Col. Schulze of the German Air Force stated that by · 
means of far-reaching assimilation of Army and Air Force regula­
tions, the d1fficulti·es arising in those services from different 
wireless and cipher phras~ology would soon be overcome.950 This 
·attitude of cooperation between Army and Air Force is typical and 
extended to all echelons. 

A regular exchange of.liaison otr1cers between Army and Air 
Force field units was maintained both on the eastern and western 
fronts. In the west, from 1942 an Air Force liaison officer had 
been stationed with NAAS 5 at Sto Germain.951 Major Hentze, CO 
of KONA 5, stated that the two units worked closely together and 
Hentze showed

9
5~m1liar1ty with t~e· unit there,, its complement, 

and its work. . . · · . .. . 
One of the chief duties of the Army liaison officer at an 

'Air Force signal intelligence post was to keep the ground situation 
map up to date from Air Force reports .953 Among other duties, .. 
the Air Force liaison officer at an Army s1gnal

4
1ntell1gence post 

passed requests to the Air Force for support .95 . • · . 
Fr.fendly liaison between commanders and men of units of the 

Air Force . '9-nd AI"r_my wh:tch were closely assoc.iated 1n the field must 
not be overlooked as a source of contact. Col. Muegge and · 
Col. Roaenk:rantz form an excellent example of this type of relation­
ship. When Col. Muegge was commander or the Signal Intelligence 
Regiment 4 (KONA 4) in Athens# Col. Rosenkrantz, an old friend of 
his,, was c.ommander of the Air "Force Signal · Intelligence Unit 
stationed there. When Col. Muegge was moved in 1943 to Italy as 

. commander of Signal Intelligence Reg1ment 7 (KONA 7),, Col. · . 
Rosenkrantz happened to be commander of the Air Force signal in~ 
telligence 1n Italy and the rriendly relationships of their units 
continued .955 . · . . .·· .· . ·. _ . . , . . .· . . . · . . . .. 

Much of the interchange of' men and equipment between f'1eld 
units of the Air Force and Army was caused by the fact that the 

·· · Army had very few long distance d1rect1on-f·1nd1ng· sets,·· and 

950 D 57 p 14 
951 IF 180 p 24 . 
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depend~d upon equipment and reports from the Air Force to com­
penaa te for this def1c1encyo Major .Oeljeschlaeger of the Air 
Force stated that the Army Signal Intelligence· Regiments will­
ingly detached direction-finding parties to reinforce the Air 
Force effort and that the Air Forge wa5 always open to receive 
Army direction-finding raquests.9~b . Muegge told .interrogators 
that as cpmmander of KONA 7 in Ital.y, he borrowed two Air Force 
Direction Finding sets with long and short wave recept1ve_powers . 
from Rosenkrantz 0 s unit and 1forgotg to give them back.95·r NAA-11 
in Finland relied on the excellent Direction Finding .reports of 
the Air Force and stated that these reports were furnished 
directly to NAA-11 whenever they were requested.95ts · 

Intelligence reports of all sorts were exchBnged at every 
level of field intelligence. ·· Army Group Headquarters received 
from the local Air Force which ·served its area copies of the Air 
Forcens daily situation report and fortnightly summary.959 These 
fortnightly .summaries were sent by the Army Group HeadquaI'ters to 
Jodl whq stated that they were well illustrated with sketches and 
plans.9bO Among .the lower echelons, reports, summaries, and ex- . 
p~riences of value were constantly interchanged between units of 
the KONA and the · correlative air signal intelligence unitso Re­
ports from the Air Force were or particular importance in the 

'"'~ · ident1.fication of enemy concentrations. Major ·oeljeschlaeger of 
.\

2
.'.:. ·• ., · .2 the German Air Force stated that the Air Force was always quicker 

·off the mark than the Army mobile ground forces. The enemy could 
sneak up against German positions by imposing radio silence, but 
long bet'ore this the Air Force would have advised the Army com­
mands of significant moves of Air Force ground units.961 · 

.. •··: · 

An interchange of traffic and methods or solution was also 
constantly maintained between the two services. Newly estab­
lished Air Force tratfic was hanged over to Air Force units when 
it was intercepted · by the Army, 9 2 and fro\n 1943 on an inter- . · 
c.hange -of cryptanalytic methods on both western and eastern fronts 
was normal. On the western front~ traffic and methods of solution 
for USA . traffic M-94, M-209, TELWA963 were exchanged between . 
NAAS 5 and, western Air Force signal 1!1tell1gence unitso. After 
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Section B of the Signal Int;elligence Agency of the Air Force · 
High Command (OKL/LN Abt 350} moved to Paris following the in­
vasion, messages encoded in SUdex were decoded at Paris by 
Section B, of the Signal Intelligence Agency of. the Commander 
1n Chief of the.Air Force, and by NAAS 5 at St. germain and were 
exchanged daily in the form of written reports.9 4 On the south­
eastern front there was also an exchange of cryptanalytic pro­
cedure. Muegge of KOl~A 4 contacted the deciphering unit of the 
Air Force unit 1n Athens for aid in the solution of RAF four­
f'igure traffic. Although neither unit bad any success collabora­
tion was maintained.965 On the eastern front common problems of 
the Air Force units and Army S1gn~6 Intelligence Regiments were 
conti:nuousl~ worked on together.9 Collaboration of LN 353 and 
KONA l and 8 is specifically mentioned.967 · . . 

The most striking instance of field collaboration is shown 
at the time of the Dieppe raid. The Air Force intercept company 
which was responsible for monitoring landing traffic bad good 
line connections with German fighter defense and Army forces 
.responsible for defense against landing operations. The Air 
Force unit maintained continuous contact with the Army units 
involved and exploited their findings .for immediate ~ction by 
Air and Army •. The Army signal intelligence headquarters passed 
on this intelligence co the higher headquarters, thus maintaining 
an effective division of labor with outstanding results. The 

· work at Dieppr was publicised 1n the German newspapers and 
Goering praised it in a speech.968 .·. . . 

In summary, the Army and Air Force maintained 1n their field 
relat:tons the close working relationship with an exchange of per­
sonnel. equipment 8 reports, t·raffic and cryptanalytic methods. 
Relations between the central agencies are less well known, but 
appea1• ·to have been adeq,uate f'or all that was necessary. Opera­
tive systems on both fronts, such as USA M-94, M-209, Slidex, 
and Russian systems, were worked on jointly by Army and Air Force 
wilts in the areas where the systems were used and methods of 
solution exchanged. 

109. Liaison with Foreign Off1ce.--Relat1ons of the Signal 
Intelligence Agency of tfie Army High Command (GdNA and its pre­
decessors) and the cryptanalytic section of the Foreign Office 
(Pers ZS) were not close. This is tp be expected both from the . 
nature of their separate commitments (the GdNA dealing exclusively 
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with Army systems, the Foreign Office with diplomatic) and from 
the well-known unwillingness of the Foreigq Off:'ice to share any 
informs ti on~ .. . · 

Buggisch, a mathematician of In 1/VI said tha.t he worked at 
one time on the Sw1ss model ·or the Dn;lgma w:i,th Kunae, one of the 
cryptanalysta of . the Fo:r~ign Office,, and on·~ 5-figure de Gaulle 
code 1n 1941 and 1942 .9o~ Fu1•ther than this there is, to our 
knowledge, no record of' any cooperation between the two agencies. 
Jodl 1 Chief of .Operations of the Armed Forces, stated that he did 
not receive the products of the Foreign Office bureau which went 
directly to the Foreign Minister, Von Ribbentrop. He kne-w from 
military lectures that the Foreign Office had broken some politi-
·cal traffic, but his knowledge was not . directo970 · 

110. Liaison with Goer1n6 ts Research Bureau. · Liaison be­
tween the Signal Intelligence Agency of the Army High Command · . 
(the Gd.NA and its predecessors) and Goer1ng 8s Research Bureau 
(FA) was characterized in general by narrowness of approach and 
mutual animosity of feelingo This was true, apparently, at every 
level. Jodl, Chief of Operations <)f .the Armed Forces, told 1n­
terroga to~s that he kn~w little about . the Research Bureau: 

'\tt vas ·~ · large office and efficiently. organ.ized, but 
Goering 1 s special affair. "971 . -. . · .· · · · · . · 

Items of .special interest from the Research Bureau were passed to 
Jodl from Keitel, .·. 1n .· a special folder and Jodl ·returned them a.ft er · 
perusal • .. He hims.elf received nothing directly from the Research 
Bureau • . Likewise, . Goering stated that p.e ·neve:ra :raece1ved copies 
of Army decodes as such, and had no opinion of the ability of 
the "Army bureau. 11972 . . . _ 

Between · the Gd.NA and the Research Bureau, liaison was ·. ap­
parently poor. Buggisch of In 7 /VI s·tated that this was because 
Mett1g, head of In 7/VI from 1941 to 1943, was opposed to the 
Storm Trooper taint of the Research Bur.eau.973 sauerbier, a .· 
lesser light in the Research Bureau, claimed .tl:Bt the narrowness 

. . of the depa~tment heads of the Research Bureau affected . relations 
of that organization with other bureaus including the GdNA.974 

What_ever liaison was carried on by the Goering vs Research 

969 I 58 pp 5-6 
970 I 1~3 p 5 _. 

971 I 143 p 5 
. 972 I 143 p 16 

973 I 64 . . . .. . . 

974 I 162 p 4 210 
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·· Bureau was done by a single representative and never involved any 
exchange of visits of operational personnel. Klautsche, who was 
liaison officer f'or tha Research Bureau after 1943, maintained an 
office at the Signal Intelligence Agency of the Armed Forces (OKW/ 
Chi). and passed on material to the Navy" Air Force" and Army.975 · 
Besides actual contact with GdNA, Klautsche is said to have passed 
on intelligence material to the Armi

6
General Staff, western Armies 

Branch,, and Ea.stern Armies Branch.9'f -
The lack of contact between personnel of the Research Bureau 

and the GdNA is very apparent from interrogations. Fricke, a 
prominent mathematician of In 7/vI who was later transferred to 
O.KW/Ch.1, stated that he had never seen a.ny·personnel from the 
Research Burea¥ until the war was over and they turned up in · 
prison·camps.9 7 Sauerbier of' the Research Bureau said he did 
not know a single person 1n another cryptanalytic bureau.978 

. There are a few instances of cooperation between the Research 
Bureau and the In 7/vI, but Buggisch, an Army cryptanalyst,·in-
siats that these were very rare.979 One of the outstandiil.g · -
instances of e.ffective collaboration occurred when the Research 

-. Bureau was having d1f'f1culty with a Turkish diplomatic code. The 
·problem o.f solution and reading was turned over to In 7/vI. 
Traffic was intercepted by KONA 4 in At~ens and relayed to the 
Balkan ~ection of In 7/VI where it was broken and read until the 
capitulation. ·.Decoded messages were .-for.warded t'o the Research 
Bureau .9tj0 _ . _ _ ... 

. . . ·. Buggisch stated that there was an exchange of results be­
tween the Research Bureau and In 7/VI in COIUlect1on with some 
work of the Research BUl'eau on a Russian secret teleprinter 1n 
1943. The Research Bureau had analyzed the machine and recog­
nized that it must resemb].e the German SZ 40. When the Russians 
altered their system, the Research Bureau communicated the re­
sults of its investigations to the Mathematical Section or In 7/VI 
and was given in regurn a report on the solution ot a German secret 
teleprinter. No more details of the incident are known, but 
Buggiscp emphasizes th~ .fact that thie exchange of' results was a 
very rare occurrence.9~1 : ... ·.·.·. ·· 

976 ·54 ·p 4 
, . -

I .. 

977 I 20 p 8 
978 I 162 p 4 ·. 
979 I 176 p 6. 
980 IF 126 p 8 
981 I 176 p 6 
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Collaboration between the Research Bureau and the Agentso 
section of In 7/vI is hinted in the statement that Wenzel, a 
civil employee of the Research Bureau, was sent from the Re­
search Bureau by the Radio Defense Corps (FU IIB~ to the GdNA 
to work on Polish Resistance Movement Syatems.9 Nothing 
more· is known concerning the incident from TICO.M. sources. 

Evidence indicates that under pressure, Goer1ng 0s Re­
search Bureau resorted to the Gd.NA and its predecessors for 
help in intercept solution, and editing of difficult traffic,, 
but that in general the Research Bureau held itself al.oof and 
disa.ffect~d. · 

, . 

111. Lia.is on w1 th Finland-- Liaison with Finland was 
always close, both at HLS Ost, and in the ea.stern field units. 
Formal liaison at HL8 Ost was maintained by a Finnish liaison 
officer stationed there. This officer in 1942 was a Lt. Mikkoja~83 
and he was succeeded by 1st Lt. Ohn. Army traffic of Russia, 
Pol.and, Rumania.,, and Sweden was exchanged. The Finni~h General 
Sta.ff 1.s said to have handed ever to the Germans a copy of the 
Russian.· 5-figure codes which was used by the Russians in the 
first year of the war with Gemnany.,984 The Germans had a high 
opinion of Finnish cryptanalysis. Dettman of J:ll,3 Ost stated 
that he had visited Finland in 1942 and had ~gQhanged technical 
letters ever since that time with the FiDBs.~ ~ 

Liaison in the field is known
9
5g some detail from the reports 

of NAA-ll when it was in Finland. .. NAA-11 kept a signal intel~ 
ligence liaison officer stationed with the main F'innish signal 
1ntell1.gence unit at Sortavala. This liaison officer,, whose 
name wa.sRiemerschmidt,, had a direct radio link to NAA-ll. 
Although the Germans of NAA-11 never went to Sorta.val.a th~Piaelves, 
small Finnish parties did visit NAA~ll from time to time.~~( · 

The liaison between NAA-ll and the Finns can be divided into 
several typea:

98
graffic lia1son3 cryptographic liaison and tech-

nical l 1a1s on • · · 
· In the field of tra.ff.ic liaison,, ·?fAA-11 ls said to have 

varied its cryptographic priorities to.give full attention to 
any special links requested by the Finns through Riemerschmidt. 
NAA-11 also aided.the Finns in traffic analysis, in which the 

I 

9821 26 p 7 
9831 21 p ~ 

984r 1a 
985r-116 p 10 

9861 5~> I 106 
9871 106 p 4 . , 
9B?r 106 pp 3-4 
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Finns 'Were admittedly weak. NAA-ll'a systematic work and its 
ability to grasp intelligence from the analysis of small amounts 
of traffic was of great benefit to the Finns. D/F operations 
were coordinated very closely between the Finns and NAA-11. Here, 
on the1 other hand, NAA-ll relied heavily on the Finns who had 
D/F sE~ts with long range. According to R1emerschmidt, a liaison 
observer was stationed by the Germans with the Finnish stations 
at Miltkeli, Ylene, Kemi, and Rovanieme for the specific purposes 
of observing long range D/F. . ' 

In the cryptanalytic field, NAA-ll neither gave nor received 
straight intelligence from the Finns but cryptanalytic procedures 
were exchanged. The Finns gave .the Germans some very valuable 
information on Russian 3- and 4-figure ciphers which tµey had 
succeeded in reading. It is a.musing to note in connection that 
Riemerschmidt passed to NAA-11 some information and solution of 
traffic 1n the Russian RZ 1800 code which hae had rect11ved at 
Sortavala from ~s Ost and this reached NAA-ll faster than did 
the direct~on transmission from HLS Ost to NAA-11. 

Technical liaison was also handled by Riemerscbmidt and 
this proved far more helpful to the Finnish radio telegraph 
company than to NAA-ll. Finnish equipment was mostly of German 
make, with some British· and a few American receivers. The Germans 
gave the Finns a great deal of advice concerning the operation 
of the machines and. on one occasion they put their own apparatus 
and men at the disposal of the, 'Finn~ for an operation in a key 
sector during a Russian offensive.~ 9 . 

112. Liaison with Ita.1~~- Liaison between Germany and Italy 
was negligible because of theerma.n lack of confidence in the 
Italianso There could be no exchange of information, or intel­
ligence when the Germans were so apprehensive or the ItaJ.1n cipher 
department that they thought it not competent enough· to institute 
chan.ges in cipher procedures even 1f the Italians desired to do so. 

This lack of confidence on the part of the Germans was based 
on long experience with Italian codes and ciphers. ·As early as 
1941, Captain Dro Fiala, head of the Italian section of.In 7/VI, 

!!!~=~~e~~9~8me T~~ ~~=s te:r!t~~~~uf~~e!~P;~~:n:~ee e!~h~~1s 
time because they :feared tha.t movements of German troops around 
North Africa were being betrayed to the British by messages of 
the Italian wireless. Dr~ Fiala~ s visit, however, does not seem 
to' have impressed.the Ita.lia.ns who were confident of their 

989! 106 p 3 

. 990I 78 p 11 
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own systems, and the Germans tried another scheme.991 In 1,942, 
the Italians were invited to visit the IBM section of In 7/VI to 

. observe the use of these machines for cryptanalytic and security 
work. Captain Big1, a cryptana.lyst of the Italian army, was 
sent by the Italians for this purpose.992 Upon his return to 
Italy, the Italians did set up an IBM section or their own, but 
it did not f'unction efficiently and the Germans despaired of im­
proving Italian cipher or cryptanalytic methods.993 In late 1942, 
the Italian section of In 7/VI which had monitored Italian traffic 
was dissolved by order of Hitler· .. 994 

After Italy 0s defection to the Allies, the Italian section 
of In 7/vI was rev1v~d from June 1943 witil November 1943 when it 
was again disbanded.~95 During this brief period, however, no 
relations with Italy were maintained. 

113. Liaison with Japan.--According to all evidence, there 
was very little liaison between the Army and Japano In 1943, 
two Japanese officers visited the HLS Ost at,Loetzen for about 
half' a day. According to Dettman 7 HLS Ost they were given a 
polite reception but shown very little of anything and were given 
no hints as to whate::>lutions the Ge~mans had reached on Russian 
traffic. The Japanese stated that they had solved the Russian 

. OKK 6 and OKK 7 but just what help if any, they gave the Germans 
··on thes·e systems is not mentioned .~96 Bugg1sch emphatically . 
stated that he had never seen any Japanese around "in the f'lesh" 
and that he knew of no liais.on with Japan .997 · .· 

At the end of the war, the Germans had decided to send a · 
cryptologic mission to Japan by submarine. Included among the 
officers were Ma·jor Opitz, a German intercept officer, Schubert, 
o'f'·lil.JS Ost, and Morgenroth, a Navy cryptanalyst. How little the· 
mission knew of Japanese Signal Intelligence agencies is shown 
by the fact that they did not know whom they were to contact when 
they got there but were to ask the German Counter Intelligence · · · 
in Japan f'or f'urther instructicm.99e The last minute plan could 
not ee carried out because of the precipitate end of the waro999 

991 IF 1524; IF 1519 
992 I 78 p 11 
993 I 78 p 11. 
994 I 100 p 2 
995 I 100 p 2 
996 I 116 p 9 
997 I 64 ;p. 3 . 
998 IF 108 p 12 
999 I 48 p 3 
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Only one instance is remarked on in TICOM interrogations 
of exchange between the Japanese and Germans.- This occurred, 
according to Barthel; 1n connection with an Army-field cipher 
machine ca88Hred by the_Japanese. Nothing more is lmown of the 
incident.1 

lOOO-IF 120 p 7 --

" -
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TAB A 

AgN/NA (Amtsgruppe Nachrichten/Nachr1chten Aufklaerung).--Depart­
ment of Signals, Signal Intelligence. Name of cryptanalytic 
agency for non-Russian traffic 1943-1944 (successor to 
In 7 /VI). 

AHA (Allgemeines Heeres Amt.--Genera.l Army O~fi~e. 
Air Signals Regiment.--Luftnachrichten Regiment (LN Regt). 
Allgeme1nes Heeres Amt (AHA}.--General Army Office. 
Althans, · , Corporal. Attached to·NAAS 1. ' 
pkn:. see Amtmann. 
Aliltmann (AMTM). --Specialist. · · · 
Amtsgruppe Nachr1chten/Nachr1chten Aufklaerung {AgN/NA).--Depa.rt­

ment of Signals, Signal Intelligence. 
Andrae, , Lt. Col. Chief of ~ta.ft of Boetzel, Chief of 

Signal Intelligence Agency of' Army High Command (OKH/GdNA). 
Armed Forces Signal Troop School.--Fuehrungs Nachrichtentruppe 

Schul e {FNS) • . · . . 
Army Communication Branch. --Heeres Na.chrichten Verbi.adungs-

abteilung (HNV). · 
Army High Command.--Oberkommando des Heeres (OKH). · 
Army Ordnance, Development and Testing Group .. Signs.ls Branch.-­

Waffenpruefu~ (Wa Pruefl. 
Army Signal School.--Heeres NS.chrichten Schule (HNS). 
Army Signal Security Agency (1940-1942).--Inspectorate 7/IV , 

(Inap~\tion 7/IV, abbreviated. In 7/IV). ' . 
Arntz, , lst Lieutenant. Aide-de-Camp to Praun. Chef WNV 

and Chef' HNW. 
Bailovic, Rudolf. Superior Governmental Councillorj former 

employee of Austrian Cryptanalytic Bureau; head of Balkan 
Section of In 7/VI; Specialist of Yugoslav systems of Tito 
and Miha.ilovic. . 

BANDWURM. Term used by the Germans to designate Russian Baudot 
letter "strip". 

Barthel, Thomas. Member of KONA 7. · -
BAUDOT. A 32-oharactar alphabet used in transmitting plain or ~· 

enc~iphered teleprinter messages (corresponds to 26-letter 
Mo1~se alphabet for hand-keying). · 

Befehlshaber Suedost.--Comma.nding Office-r South-ea.st. 
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Benold, , 1st Lieutenant. Commanding Officer of Close 
Range Signal Company (NAK Benold). 

Berger, Georg, Inspector. In charge or documents in KONA l. 
Block, __ .: Specialist. Head of Section 2, Group V, Gd.NA. 
BLOCKNOT. Russian term, used by Germans to·designate a one-

time pad. 
Boetzel, , Colonel. Chief of-Signal Intelligence Agency of 

Army High Command (OKH/GdNA) 1944-1945. Had been Chief of 
Code rmd Cipher Section of German Wal' Ministry 1934..;1939. 

Boscheinen, Heinz, Non-Commissioned Officer. Turkish Interpreter; 
. Member of Bailovic's section at In 7/VI and also worked in 

Evaluation. 
Breede, · , Inspector(?). Member of British section of In 
· 7,IVI---cru:-ring 1941 and worked on Typex, 
Buggisch, Otto, Dr. Cryptanalyst of In 7/VI. 
Buschenhagen, , Lieutenant. Chief of Code and Cipher Section 

of German Defense Ministry 1919-1927. 
Chef der Heeresruestung und Befehlshaber des Ersatzheeres.-­

. Ch1.ef of Army Equipment and Commander of the Replacement 
Army (Chef H Ruest u BdE). · 

Chef der Wehrmacht Na.chrichten Verbindungen (Chef/wNV).--Chief 
Signal Officer, Armed Forces. · 

Chef des Heeres Na.chrichtenverbindungswesens (Chef/HNW).--Chief 
Signal Officer, Army. · / 

Chef/GdNA (Chef/General der Nachrichten Aufkla.erung).--Chief, 
Signal Intelligence Service. . 

Chef/General der Nachrichten Aufkla.erung (Chef/GdNA).--Chief, 
Signal Intelligence Service. . 

Chef/HNW (Chef der Reeres Na.chrichtenverb1ndungswensens.--Ch1ef 
· S!gr1a.l Officer, Army. 

Chef H Ruest u. BdE (Chef der.Heeresruestung und Befehlsha.ber 
des Ersatzheeres.--Ch1ef of Army Equipment and Commander 
of the Replacement Army. · 

Chef /WWI (Chef der Wehrmacht Nachrichten Verbindungen.--Chief 
Signal Officer, Armed Forces. 

Chief of Army Equipment and Commander of the Replacement Army.-­
- (Chef der Heeresruestung und Befehlshaber des Ersa.tzheeres 

(Chef H Ruest u. BdE). · . -
Chief, Signal Intelligence Service.--Chef'/Genera.l der.Na.chrichten 
. ; Auflclaerung (Chef /GdNA) . 
Chief S1gnal,Off1cer, Armed, Forces.--Chef der Wehrma.cht Na.ch­

. r1chten Verbindungen (Chef /wNV). 
Chief Signal Officer, Army.--Chef der Heeres Na.chrichten-

verbindungswesens (Chef /HNW). . 
Chiffrierabteilung/Reichswehrmihisterium.--Code and Cipher Sec­

tion/German Defense Ministry. 
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Chlf'frier Stelle des Oberbefehlshabers de:?" Luftva.ffe (Ch1-
Stelle -OBdL) .--S1gnal Intelligence Agency of the Commander 

- 3-n Chief" or the Air Force. - , 
Chi-Stelle OBdL (Chiffrie~ Stelle des Oberbefehlshabers der 

Luftvafte)-~Signal Intelligence Ageney or the Gommander in 
Chief or the Ai~ Fo:r.•ce. -

-Cl.~se Ra. ·nge Signal Intelli~ence Company. --Nachl'ichten Nah-
- - aut'klae-rung Kompan1e CNAK). . . . 
Close Range Signal Intelligence Platoon.~-Naelll"iehten Nah-

. s.ufklaerwigszilg (NAZ).. · · . . 
Code and Cipher Section/German De.fense Ministx-y~--Chif'f':rier~ 

abte1lu.ng/Re1c.hsvehrmin1sterium. . -
Combined Starrs Detailed Interrogation Centero--CSDICo 
Commander in Chief ·south.--Oberbefehlshaber Sued. 
Ccmmander in· Cr.J.ef West.-:..oberbefeh,lshaber Wes-t. _ 
Commanding Officer South.,..east. --Be:fehlshaber Suedost. -
Control St1:tt.1.on of Signal J:ntell1gence--Le1 tstelle d~:r Nach-

rtchte~'l A~::.fklaerung (:i.J:iA). Central evaluating agency ot 
Army High Command 1942-1944. . 

Cryptanalytic Section, of the-German Foreign Off'ice.-•Sondeie-
. dienst de;i Referats Z in ,der- Personalabt~1lung d.eiii Aus-

wae:cot1gan Amte.s (Pers Z -S). . · 
·-CSDIC. ~-- Combined Stai"fs Detailed Interl'.'ogation ·center. _ , 
_D-60. Miscellaneous pape~s from a :file of"- RR Dr. Huettenhain 

of OKW'/Ch1 .• \ A TICOM publication. -_ · 
Den.ft> er, von. Mathematician in In 7 /IV an<l In 7 /VI. . 
Dettmann, Alex,,. ·1st· Lieutenant~ Head of" cryptanalysis at HLS 

a.st; later head of section 3, Group -IV of Gd.NA. Specialty: 
. Russian systems. · _ - . 

DP'-18. · "Russ1an -De9ryption in the Former German .Armyn by Dett-
tnalUl and Samsonov. See T-805. . ._ · . 

Doering, , Dr. Ma.thematicianwi~h - In 7/VI, .later GdNA. 
Specialty: -Machine cipher, mathematical research. 

~ste1•hazy, Paul, Count Waehtme!ster. Member · of Balkan secti.on · 
- -of In 7 /VI. _ _ - · 

- .Extel', Karl. Attached to NM-11. · ' _ 
.FA . ( Forschungsamt) • - -Goering 8 s Re search BUl"eO. u. 
FAX {Nachrichten Fernau:f"klaerung KompanJ.e).--LOng -Range Signal 

Intelligence Company. · . - · · · 
FAZ (Nachriehten _Fer.naufkle.erungszug). •-Long Range 81gnal In- , 

- telligence Pls. to on. _ - · ' 
Feichtner, Fe'rdina.nd, Major. Commanding O.f':ficer , of' LN Regt 352 

(German Ail' Force) • _ 
Fellgiebel, . , ~neral. Chief" of Code and Cipher Section of . 

. German Defense Ministry 1931-1932; Chief Signal O:ff'icer of" 
AFary- High Command and Of Supreme Command ot Armed Fo:rces -
1942-1944; · Killed in July 1944 after attempt on ·Bitler 0·a 
life. · -
. . . 218 
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Feste. 1923-1939: Abbreviation for Feste Horchstel1e (Fixed 
Intercept Station); 1939-1945: Abbreviation for Feste 
Nachr1chten Au~klaerungsstelle (Stationary Intercept com-
pany). . 

Feste Horchstelle (Feste).--Fixed Intercept Station. 
Feste Nachrichten Aufklaerungsstelle (Feste).--Stationary In-

tercept Compan1. . 
FF (FunkfernachreibJ.--USA non-morse radio teletype. 
Fie.la, ' 1 Captain. Head of Italian Section of In 7/vI during 

1941-1942. 
Fixed Intercept Station.--Feste Horchstelle (Feste). 
FNS (Fuehrungs Nachr1chtentruppen Schule).--Armed Forces Signal 

Troop School, ... 
Forschungsamt (FA).--Goering's Research Bure~u. 
Fricke, Walter, Dr. Mathematician and cryptanalyst: In 7/vI 

1941-1942; posted to In 7 /rv in 1942; tr.ansferred in 1944 
to OKW/Chi IIb. Specialty: · Production of coQes and ciphers, 

_ security studies of Army systems. 
Fuehrungs Nachrichtentruppe Schule (FNS).--Armed Forces Signal 

Troop School. · ~ 

Funld'ernschi-eib (FF).--USA non-morse radio teletype. 
Geheime Kommandosa.che ( GKdoS) • --Secret. · 
General Army Of.fice.--Allgemeines Heeres Amt (AHA). 
General der Na.chrichten Aufklaerung. (GdNA).~-51gnal Intell1-

gerLce Agency. 
GeL'lich, Wilhelm, Dr. Attached to NAAS l (of KONA l}. 5pe-· 

cialty: Russian systems. 
German Defense Min1stry.--Re1chswehrm1n1ster1um. 
German War M1n1stry.--Re1chakriegsminister1um. 
Gimmler» , Major General. Chief Armed Forces Communications. · 
GKdoS. See Geheim.e Komma.ndosache. . 
Goer1ng 0 s Research Bureau.--Forschungsamt (FA). 
Gorzolla, , .Captain. · Head of Group III, Sigrial Intelligence 

. Agency or the Army High Command ( OKH/GdNA) • 
Graul, Arno. Member o~ NAAS or KONA 1. Invented radio "tinger­

printer." 
Gra.upe, , Corporal. Member of In 7/vI 1942-1943, and later 

member of FAK 624, NAAS 5 of KONA 5. Dese?'ted 1n August 
1944. 

Habel, , Capta.ino Successor to Seebohm as commanding officer 
. .. of FAK 621 in North Africa. Captured February 1943. . 
HASSO (Horchauswertestelle Suedos~j.--Intercept Evaluati-on . 

Station Southeast. · ) 
Hauptreferat.--Ma1n Sect,.on. · . 
Heeres JNa.chrichten Verb1J1dungsa.bteilung (HNV). -•Army Commun1-

ca't1on Branch. 
Heeres Na.chrichten Schule (HHS).--Army Signal School. 
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Heimann, Wilhelm, · Corporal. Specialty: Russian procedure, 
call signs, and frequencies. 

Hentze, Rudolf, Major DI'.. Bead of Group IV, 8ignal Intelligence 
Agency of the bTirJ High Command ( OKH/GdNA) • 

Herbrue_gsen, , Captain. Head of Personnel Section or In 
7 /VI in,941. · . 

Hertzer, Ernst, Major. Commanding Officer of KONA 1. 
Hartzfeld, Heintz Wolfgang, Corporal. Member of Gruppe IV, 

Gd.NA; formerly member of Br1t1~h, Italian, Balkan sections 
fu1m. · · 

·Heudo1•f; , Corporal. Member of NAA 8. 
Hilbu:rg, , Corporal. Member of Mathematical Section ot 

In 7/VI. . . . 
HLS (Horchleitstelle).--Intercept Control Station. Central 
. cryptanalytic and evaluating agency 1933-1941. · 

HLS Ost (Horchleitstelle Ost).--Intercept Control Station East. 
HNS (Heeres Nachrichten SchuleJ.--Army Signal School. 
HNV (Hee:res Nach:richten Verbindungsabte1lung).--Al'my Commun1-

<~a tions Branch. 
Hoeh Kdr d NA (Hoehe:re:r Komms.ndeur der Nachrichten-Aufklae:rung).-­

Sanio:r Commander of Signal Intelligenceo 
HoeheJ:oer Konnna.ndeur. der Nacbrichten Aufkla.erung (Boeh Kdr d NA). --

~5en1or Commander of 51gnal Intelligence .. 
Hoeppue:r, , Lt. Col. commanding officer of KONA 8 in 19440 
Holetl~ko,, ,, CS.ptain. Member of' LN Regt 353.. · 
Horchau.swertestelle Suedost (HASSO) .. --Iritercept Evaluation 

· Station Southeast. . 
Hore.h~1 .e1tstelle (BLS).--Intercept Control Station.· Central 

. cryptanalytic and evaluating agency 19~3-1941. . 
Horchle1tstelle Ost (HLS Ost).--Intercept Control Station East. 
Horchzug .. --Intereept platoon. 
Huettenha1n, Erich, Dr. Cryptanalyst of Signal Intell1'5ence 

Agency of Supreme Command of Armed Forces (OKW/Ch1J. 
Huchting, Leonhard; Pfc. Attached to Feste 10. · 
I-2. "Interrogation of Dr. Huettenhain and Dr .. Fricke at Flens-

burg, 21 May 1945." A TICOM publication. · 
l-3. "Uebersicht del'" Russisehen Chi Ver.fahren (Nov. 1940-

May 1945)." A TICOM publication. 
I-7. "Statement of Major Mcintosh on Uf:fz. Graul." A TICOM 

publication. 
I-15. "II1terrogat1on of Oblto Schubert." A TICOM publication. 
1-17. · "Extracts of SHAEF Interrogations ot Maj. Gen. Bone:r, 

· Colonel Grube, Lt. Col. Mettig, and Major Ro.ttler." A 
TICOM publication. . . 

I-18. "Interrogations of Oberst Muegge, o.c. of NA 4 and NA 7 
of German Ar1D7 Sigint Service." A TICOM publication. 
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I-19A-G. "Report on Interrogation of KONA 1 at Revin,France 

June 1945." A TICOM publication. 
I-20. "Interrogation of Sonderfuehrer Dr. Fricke of OKW'/Ch1 

. (Formerly of OKH/Chi)." A TICOM publication. 
I-21. "Preliminary Interrogation of Oberst Kettler, RR Dr. 

Huettenhain, Sdf. Dr. Fricke and Oblt. Schubert (OKW/Chi)~ 
15 June 19450 11 A TICOM publication. 

I-23. "Interrogation of Major Ernst Hartzer, German Army Sig­
nals Intelligence Service (KONA l)." A TICOM publication. 

I-26. 11 .[ilterrogation of Oblt. Schubert (OKH/Chef' HNW/Gen.d.NA) 
on Hussian Military and Agents' Systems." A TICOM publica-
tion. · 

I-30.. "~~eport on Interrogation of Uffz. Karrenbe7.'g ~t St.eep;1~-; 
· Cl~:rdon on 7th .July 19~·5 at 1100 a.m." A TICOM publication. 

I..;33.. 11·::ieport on Traf'f'ic Analysis of BAUDOT Traf'fic by Capt. 
Jae le Magilavy, A. U.S. e;nd D.R. Uzielli, SIXTA." A TICOM 

. publics. ti on. 
1-36.. ".Translation of Pa.per ·written by Reg. Rat. Dr. Huetten­

hain and SonderTuehrer Dr. Fricke o~ OKW/Ch1, Sections 
A.III a!'ld B.V." A TICQM,publication. 

I-45. "OKW'/Chi Cry;.>tanalytic Research on :!!!n1gma, Hagelin and 
Cipher Teleprinter Machines." A TICOM publlcati011. · 

• 

. I-46. "Pre.liminary Repo.zet on Interrogation of Dr. Otto Buggisch 
. (Qf OKH/Gen.d.NA) and Dr. Werner Liebknecht (employed by 
· OKH and O.KW' as tester of cryptographic equipment) 23 June 

1945." A TICOM publication. 
l-48. 0 Report on Special Intel'rogation o:f Drs. Huettenhain and 

Fricke, Oberst MettigJI and Lt. Morgenroth carried out on 
29th July 1945." . A TICOM publication. · 

I-51~ "Interrogation Report .on Uffz. Herzfeld, Heintz.Wolfgang, 
and Translation of a Paper he Wrote on the British War 

·'Office .Code." A TICOM publication. 
I-52. "Papers Written by Uffz.·Herzfeld on Mihailovic and Tito. 

Ciphers." A TICOM publication. 
I-55. "Interrogation of' Se.ven Members of' NAA 11." A TICOM 

publication. 
I-58. "Interrogation of Dr. Otto.Buggisch of OKW/Chi." A 

·TIC OM publica t!on. · 
I-59. "Interrogation of U:ffz. Arno Graul at Revin." A TICOM 

publication. 
I-60. "Further Interrogation of bblt. Schubert of OKH:/Chef' 

HNW/Gen.d.NA." A TIOOM publication. · 
1 ... 62. . "Field Interrogation of Paul Ratz of the German Army 

Si~nals Intelligence (1933-1945)." A TICOM publication. 
I-66. Paper by Dr. Otto Buggiseh of' OKH/In 7/VI and OKW"/Chi 

on TYPEX." Pi. TICOM publication. 
I-67. "Paper by Dr. Otto.Bugg!seh of OKH/In 7/VI and OKW/Chi 

on Cryptanalytic Maehines." A.TI90M publication. 
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I_.~8. "C~nsolidated Report Based on Two Interrogations of 
Oberst Randewig, of Hoeh. Wehrmachts Nafue z.b.V 700, 

« carried 9ut at C.S.D.I.C. on approx. 1 Aug. a.nd·lO Aug. 
:{ 1945." A TICOM publication. . . 

I-69. "Summary of Cipher Information on Jugosla.v Tra:r:ric Pro­
vided by Uffz. ·Herzfeld (Appendices to TICOM/I-52). " A 
TICOM publication. . 

I-72. "First Part o:r the Report by Wm. Buggisch on S.G. 41." 
A TICOM publication. . 

I-?3. "Translated Version of Homework done by Wm. Buggisch." 
A TICOM pu.blication~ 

1-74. "'Interrogation RtSport on Obgefr. Keller, formerly 
Ausvertestelle 4 and Nachrichten Aufklaerungskompanie 611." 
A TICOM publication. 

I-75. "Interrogation Reports on German Field Sigint Personnel 
, carried out a.t Buf'f'er - Ltn. August Schroeder, Ltn. Starke, 

Obegefr. Heudorf, and Hptm. -Holetzko." A TIC OM publication. 
I-76. "Interrog~tion Reports on Le. hwa.ld, .Haupts{ Klett and 

. Lauerbach~". Also I-76 Supplement (Diagrams). A TICOM 
publication. 

I-78. "Inter.rogation of' Oberstlt. Mettig on the History and. 
Achievements or OKH/ARA/In 7 /vI. II A TICOM publication. 

1-80. "PoO.w.·rnterrogation Report - Obgefr. Clement Schuck 
, Ins po VII/6 ( OKH)." A TICOitll publ1ca·t1on. 
I-l34. "Further Interro~at1on of R.R. Dr. Huettenhain and Sdf. 
· Dr. Fricke of OKW/Chi." A TICOM publication. 

I-86. "Interrogation of Oberstlt. Mettig of OKH and OKW/Chi 
on.the higher direction of Gernµin c:r.yptana.lytic work." 
A TICOM..-publica tion .· 

I-92. "Final Interrogation of the Waohtmeister Otto Buggisch 
. ( OKH/In 7 /vl and OK.W/Chi)." A TICOM publication. 
I-96. "Interrogation of Oberstlt. Mettig on the Organisation 

and Activities of OKW/Ch1." A TICOM publication. 
I-98. "Interrogation of Oberst Randewig on German Deception 

Plans.". A TICOM publication. 
I-99. "Interrogation Report of Hptm. Herbert Roeder (Head of , 

Gruppe VI, Gen.d.NA, OKH, 1944-45) .. 11 A TICOM publication. 
I-100. "Report by Uffz. Herzfeld of' NAAST 5 (Gen. d. NA) on 

the Work of the Italian Refera.t of' In 7/VI." A TICOM 
publication. 

·I~lC6. "Final Interroga._t1on Report· on the Norway Party (NAA 11). 
A TICOM publication. . 

I-111. "Further Interrogation of Oberstlt. Mettig of OKW/Chi 
on 14th September 1945." A TICOM publ1ca.t1on. 

I-113. "Interrogation o..r Major Dr. Rudolf Hentze, Head of 
Gruppe IV (Cryptanalysis) General der Nachrichtenauf"kla.er~ 
A TICOM publication. . 
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• I-115. ·"Further Interrogation of Oberstlt. Mettig of OKW/Chi 
on .the German Wireless Security Service (Funldlberwaehung)." 

. ·A TICOM .Publioat1on. . 
. -I-116. "Report of Interrogation of Ltn. ·Alex Dettmann and 

Obe:rwachtmeister Sergius 5amsonow of OKH (Gen. d NA) at 
Oberursel,, Genia.ny, during August 1945." A TICOM 

. publication. . . . 
I-118. nJoint Reports by Reg. Rat. Dr. Huettanha1n and 8df'~ 

Dr. Fricke, written at c·.s.D.I.C. on o:r about 28th 
A'-1gtis·t· 1945. n A TICOM publication. 

I-122. ttlnterrogation Report on Obergefre1ter HWisa (OKH/Gen 
d. NA) • " A TICOM publication.. . 

1-125. "Interrogation ·Report on Anton Stock of OKH/Gen. d. NA." 
A TICOM publication. . , . 

I-127. ninte:rrogat1on of Oberstlt .. Mettig of OKW/Chi." A 
TICON publieation. · . 

I-128. nnec1phar1ng Achievements of In 7/vI and OKW/Chi." 
.. A TICOM publication. . · · .. 

I-136. "Hom~work by Regierungsra.t Dr. Huettenha.in and Sdf'. 
· . (Z) Dr. Fricke 'on Hagel1n B.211." A TICOM publication.' 

l-1}7. "Final Report written by( Wachtmeister Otto Buggisch 
. . of' OKH/Chi and OKW/Chi." A TICOM publication. . 
r.:.142. "P/W Ba.rthel 1 s Account of ,German Work on British_, . 

American, Svedish,, and French Ma.chine Ciph&rs. 11 A '.CICOM 
publication.. '. 

-I-143. "Report on the Interroga.tion 'or Five Leading Germans 
·a.t Nuremberg on 27th September 1945." A TICOM publication. 

I-149. "Report by Uffz. Karrenberg and Colleagues on Allied 
Cypher Machines." A TIOOM publication. 

1-153. · "Second Interrogation of Uffz. Karrenberg of OKH ,on 
the Baudot-3orambler Machine · (llBa.nd'trurm 9 ) • ,

0 A TIC OM 
pubJ. ica ti on. . · . . 

I-154. "Interrogation of Utfz. Rudolph Schneider of In 7/VI." 
'. ... A TJ:COM publication. . · . . 

I-156. "Report -of p~elimina.ry interrogation of Wilhelm Gerl1ch6 
AIC 1900, ca.rFied out by 3rd U.S. Army, 28th ~eptember 
1945 .. " A TICOM publication. 

I-157. roChart of Communications Within a Russian Army Drawn 
up by Uffz. Ka~ranherg." A TICOM publication. · 

. I-160. "Homevork by Sondertuehre~ Kuehn of Gen. d. NA on 
General Orga.n1sa.tion e.nd Work of French Ref'era.t." A 
TICOM publication. . 

I-161. "Further Statements on Typex by Huettenb.a.1n, Fricke, 
. and Mettig." . A TICOM publication. , 
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I-164. "Homework by Kurt S&uerb1er of' RLM/Forschungsamt on 
Russian Agents' Traf'.f1c." A TICOM publication. 

I-166. "Report bf Uff'z. Ks.rrenberg on Russian Cryptographic 
_ Co\ll'se .• " A TIOOM publication. 

I-167. "Report by the Karrenberg Party on the NKVD." A TICOM 
publica·t1on. , i,. · 

I-168. ·"Report by the Karrenberg Party on Miscellaneous Russian 
W/T." A TICOM publication. 

I-169. . "Report by Uff'z. Karrenberg on the, Bandvurm." A <~ICOM 
publication. 

I-170. "Report on French and Greek Systems by Obervachtmeister 
Dr. Otto Karl Winkler of OICH/FNAST 4." A TlGOM publication. 

I-l""(l. "Report on Work on Russian Systems by wachtme1ster, Ber­
ger of' FNAST 6." A TICOM publication. 

I-173. "Report by the Karrenberg Party on Russian W/T." A 
TICOM publication. 

I-175. "Report by Alfred Pokorn of OKH/Chi on M.209." A TICOM 
publication. · 

1.:.176. "Homework by wachtmeister Dr. Otto Buggisch of OltH/Chi 
. . and OKW/Chi. " A TI COM publioa ti on. 
I-178. "Homework.by Hptm. Boed1gheimer of IV/Nachl"o Regiment 

506." A TI00M publication. 
I-17·9. "Homework by Obwm. Riel,, or 5toerbefehlsstelle Balkan •. " 

A TICOM publication. 
l-180. "Homework by Uf'.fz. Keller of In 7/VI and WNV/Ch1." A 

TICOM publication; . 
l-191. "Homework of Dr. Wilhelm Gerlich on Russian Systems." 

A TICOM publication. 
IF-5. "Notes on Field Interrogation of Various German ArlDJ' and 

Air Force Signal Intelligence Personnel on 18/20 May 19450" 
F~mTro~. . · 

lF-15. "Final Report of' TICOM Team l on the Exploitation of 
Kauf'beuren and the Berchtesgaden area. " From TICOM o 

IF-40. "Final Report ot TICOM Team 2o! From TICOM. 
IF-105. Tvo reports. First: Interrogation report on POW 

Heinz Boscheinen ~nd Walter Kotschy. Second: Summary 
inter:zaogation report. From Headquarters,, 3rd US Army,·srs. 

IF-107. "Interrogation of' POW Werner K.Ho Graupe regarding 
German Cryptographic Organizat~on and Solution of Allied 
Codes." 

IP·l08. "Interrogation of Oblt Arntz." CSDIC (UoKo) SIR 1606. 
IF-109. "Report on Information Obtained from Oblt Arntz~ 

CSDIC (UoKo) SIR 1646. . 
IF-115. "Interrogation Report on Willy Grube." 6824 DIC (MIS) 

M.1185. · 
IF-117. "Interrogation Report on Willy Grube." 6824 DIC (MIS) 
-... . M. 1190. . 

,•• j 
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IF-120 "First detailed Interrogation Report on Thomas Barthe1. 11 

. , CSDIO/CMF /Y 40. . 
IF-122 · "Third Detailed Interrogation Report on Gero. Coaler." 

CSDIC/CMF/Y. 38, 31 May 1945. · 
IF-123 11 Consol1dated Report on Information obtained .from the 

followin~: Erdmann,, 'Grubler, Hempel, KEi.rrenbeI&, Schmitz, 
Susd:owk. CSDIC . (U.I.) SIR 1717. 

IF-126 ''Interrogation Report on Schwal'tze and Graupe. 11 

CSDIC (U.Ko) SIR 1335. 
IF-127 "Interrogation Report on Schwartze and Graupe." 

· CSI>IC (U.K.) SIR 1374. 
IF-130 "Copy or MIS Dossier on Fellgiebel. 11 From Captured 

Ge1'Dlall Army Official Dossier now 1n MIS Files, Pentagon. 
IF-131 . 11 Detailed Interrogation Report--Notes on .Sigrial In­

. telligence (Monitoring).'' 6824 DIC (MIS.) M. 1080 18 
, March 1945 • :' 

IF-162 ''Report on Preliminary Evaluation of /German Equipment 
fot• interception or Russian Multichanne teletype circuits." 

IF-171 "Report on Further Information obta. ed from Uftz. 
Kotschy and Uffz. Boscheinen both f'rom estilngs a.rt Abt. 
1518,, deserted Diff'enbach." CSDIC (UK) IR 1346. · 

IF-172 "Report ·on Further Information obta d f'l'om Ui'fz. 
Kotschy and Uffz. Boscheinen both Festu ,. ··s a.rt Abt 1518,, 
deserted at D1ffe·nbach 2~ Nov. 1944. '' C IC (:UK) SIR 
1341 20 Dec. 1944. 

IF-176 Seabourne Report,, Vol. · III. 11 0pera.tion and Techniques 
of the Radio Defense Cozwps, German Wehrma.cht." 

IF-181 Seabourne Report, Vol. VI. 11 Origins of the Luftwaffe 
- SIS and History of Its Operations in the West.'' . 

IF-190 11 The Organization and Historri of the Cry:ptographic 
Service Within the German Army. 1 CSl)IC, {UK) SIR 1704 
8 July 1945. · · 

IF-202 "Report on Inf'orma.tion Obtained tr,om PW Uffz Boscheinen, 
bot:n of Fest Art Abt 1518, deserted at Diffe~nbach,, 22 
Nov. 44. 1

' . OSDIC (UK) SIR 1326. . 
In 7 /IV ( Inspekt!on 7 /r.v ~ Inspectorate &/I.V). Army Signal 

Security Agency 1940-1942; Army Agency for production of 
Army systems 1942-1944. · 

Inspekt1on 7/IV, Inspectorate 7/I.V (In 7/I.V). Army Signal 
· Security Agency 1940-1942; Army Agency for Production of 

· Ciphers 1942-1944. 
Inspecto:ra.te 7/rv, Inspektion 7 /lV (In 7 /r.v) • Army Signal 

Security .Agency 1940-1942; Army Agency for Production of' 
Codes for Army 1942-44. · 
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In 7/Vl (Inspektion 7/vI, Inspectorate 7/vI). Central crypt- . 
analytic agency of the German Army High Command 1941-1942. 
1~entral cryptanalytic agency of the German Army High Com-
mand for non-Russian traffic 1942-1943. · 

Inspelction 7 /YI, Inspectorate '{/VI (In 7 /vI). Centr~l crypt­
analytic agency of' the Army High Command 1941-1942. 
Central cryptanalytic agency of the Army High Command 
for non-Russian traf1'1c 1942-1943. 

Inspect.orate 7 /vI, Inspektion 7 /vI (In 7 /VI). Central crypt­
analytic agency of' the Army High Command 1941-1942. Cen­
tral cryptanalytic agency of the Army High Command for 
non-Russian traf'f'ic 1942-1943. 

Inter<~ept Control Station. --Horchleitstelle (m..s) ~ Central 
<~ryptane.lytic and evaluating agency of the Army High 
Command 1933,..1941. , 

Intercept Control Station East.--Horchle1tstelle Ost (HLS Ost). 
Intercept Evaluation Station Southeast.--Horcqauswertestelle 

Suedoet (HASSO). . · · . ' 
Jering, Karl, Tech. Sgt. Attached to Chi-Stelle / OBdL. 
Jodl, Alf'red, General. Chief' of' Armed Forces .Operations Staff, 

OKW. 
Karrenberg, , Corporal. Attached OKH/GdNA. Crypto-

grapher . on enciphered Baudot Traf':fic. 
Kettler, /1 Col. He~d of HLS Ost 1942; Chief of Signal 

Intelligence Agency of Supreme Command of the Armed Forces 
(OKW/Chi) 1942-1945. . 

Kneschke, . Head, section 2 11 Grou~ IV( Signal Iritelligence 
Agency"o:f Army High Command ·(OKH/GdNAJ 

Koebe,, , Lt • . Chief' of' Understaf'f' 1 81&Ylal Intelligence 
. Agency of the Army High Command \ OXH/GdNA) • · 
Koehler, /1 Technician. Head of linguistic section 1941-1945. 
Kommandeur der Nachrichten Aufkla.erung (KONA).--Signa.l Intelli-
.· . · ~ence Regiment. · · 
KONA ~Kommandeur der Nachrichten Autkiaerung).--Signa.l Intelli-
. genoe Regiment. . 

Kopp /1 · /1 Col. Senior Commander of Signal Intelligence 
late 1944. Attached to C 1n C west. 

Kotschy; Walter , Non Commissioned Officer. Hungarian Interpre­
ter. Worked in Ite.l ia.n section of Af:rika Korps. Trained 
in '' encodL'lg and decoding" a t In 7/VI .. · · . 

Kuehn, , Senior Inspector~ · Read o.f training section of .· , 
·. · In fflI 1941-1945 ·. ('later head of section 5, Group IV Gem.A) • . . ·. .. . . " . . . . 
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Kuehne, Hane Wolfgang, Technician. Head of French section 
In 7/vI from 1941 to Feb. 194_5. 

Lechnerf. , Major. Chief In 7/VI 1943; Commander KONA 6 
1945. . 

ienz. Waldemar, Doctor O/Funker. Member of French section 
In 7/VI; later in Paris. Involved 1n Schulze-Boysen 
Case. 

Leitstelle der Nachrichten Aufklaerung (LNA).--Control Station 
of Signal Intelligence. Central evaluating ~gency of 
Ar.my High Comniaild 1942-1944. · 

Liebknecht, 1 Cryptanalyst in OKW/Ch1. 
--· .1-'iedtke, 

4 
O/Insp ., Head of English section o:r In 7 /vr 

. . . until 19 3. Specialty: British codes. 
LNA. (Leitstelle der Nachrichten Aufklaerung). --.Control Station 

of Signal Intelligence. Central evaluating agency of 
Ar.my High Command 1942-1944. 

LN Regt. {Luftnachrichten Regime~t}.--Air Signals Regiment. 
Loeffler, Lt. Harry. Attached to Stationary Intercept Com-
. pa.ny 10 (Feste 10) 

Long Range 8-ignal Intelligence Company. --(Ne.c.hrichten Ferna.ufk­
laerung Kompanie (FAK). 

Long Range Signal Intelligence Platoon.--(Nachrichten Fernaufk-· 
laerungszus (FAZ). . 

Lueders, , lat Lt. Head of Mathematical section, sub-sect-
ion· 7 of .In 7/VI. · 1 · 

Luftnachrichten Regiment (LN Regiment).--Air Signals Regi~ent. 
Luz1ua, , Doctor Corporal. Mathematician 1n USA aecti~~ ~~ 

In tJVI Specialty: M-209. 
Main Section.--Hauptref'erat. 
Manaigo, , Corporal. Head of Italian section 1943, In 7/VI. 
Mang, , Major. Organized In 7/vI 1n 1942; Chief In 7/vI 

1941-1942. ' 
Marquardt, _, Captain. Commanding Officer NAAS 4. Head of 

Group 14, Sub Section la, of Signal Intelligence Agency 
of Army High Command. 

Martini, · ,General. Chief Signal Officer of the Air Foroe4 
Menzer, • Member of OKW/Chi. 
Mettig, , Lt. Colonel. Signal Officer since 1933; Head~ 

Ih. 1/VI from November 1941 to June 1943; Second in command 
of OKW/Chi from December 1943 to April 1945. 

Mje-Koja., 1 'lat Lt. Finnish liaison officer at Loetzen 
(HLS OST) 

Moravec I . . , Lt. Adjutant to Boetzel~ Chief or Signal Intelli­
gence Agenc_y of Army High Command \ GdNA) • . .. 

' • >. • • • • • • ••• ' • 

. ' ' ..... 
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NAA (Nachrichten Aufklaerung Abteilung).--Signal Intelligence 
Battalion. 

NAA/Chef H Ruest B d E (Nachrichten Autklael'Wlg Abteil~ Chef 
der Heeresl'Uestung u,, Be.fehlshaberdecs Ersatzheeres) .-­
Signal Intelligence Regiment of the· Replacement Army. 

NAAS (Nachrichten Au.fklaerung Auswertestelle).-- Signal Intell1-
ge;n.ce Evaluation Center. / 

Nachl'lchten Aufklaerung Abteilung (NAA).-- Signal Intelligence 
Battalion. 

Nachr1chten Aufklaerung Abte1lung/Chef der Heeresruestung u,, -
· Befehlshaberde:$ Ersatzheeres {NAA/Chef H Ruest B d E) .-­

S~gnal Intelligence Regiment of the Replacement Army. 
Nachrichten Aufkla.erwig Auswertestelle (NAAS).--Signal Intelli­

gence Evaluation Center. 
Nachrichten Aufklaerungs-Ersatz und Ausbildungs Abteilung 

(NAEuAA).-- Signal Intelligence Replacement and Training 
Battalion. · · 

Nachrichten Dolmetscher Ersatz und Ausbildungs Abte1.lung 
(Nl)EuAA).--Signal Interpreter Replacement and Training 
Battalion. 

Nachrichten Fernauf'klaerung Kompa.nie (FAF).-- Long Range 
Signal Intelligence Company. · 

Nachr!chten Fernaufklael'Wlgszug (FAZ).--Long Range Signal 
Intelligence .Platoon. · 

Na.chrichten Nehauf"klaerung Kompa.nJ.e (NAK}.--Close. Range 
Signal Intelligence Compan'f ., 

Nachrichten :Nahaufklaerungszug (NAZ) .. --Close Range Sigria.l 
· _ Int;elligenoe Platoon. 

NAEuAA (Nachrichten Aufklaerungs Ersatz und Ausbildungs · 
Abteilung).--81gnal Intelligence Replacement and Training 
Battalion. 

NA.K (Na<~hrichten NShaufklaerung Kompanie). --Close Range Signal 
Intelligence Company. · · 

NAZ. (Naohrichten Naf'hrichten Nahaufklael'Ullgszug). --Close Range 
S1$I1&1 Intelligence Platoon. -

NDEijAA {Naohrichten Dolmetsoher Ersatz und Ausb1ldungs Ab­
tetlung). --Signal Interpreter Replacement and Training 
Battalion. 

NKVD (Narodni Kommissariat Vnutr1n1kh Del).--Peoples 8 ,Qom­
miHsariat for Internal Affairs. 
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Novopas'4nenny, ,Prof. Member of Signal Intelligence Agency 
of Supreme Command of Armed Forces (OKW/Chi) and of In 7/VI. 

Oberbefehlshaber Sued.--Commander in Chief South. 
Oberbefehlsnaber West.--Comma.nder 1n Chief West. 
Oberkommando der Luftwaffe/General N&chrichten Fuehrer/Abteilung 

III (OKL/Gen Na Fue/III).--81gnal Intelligence Service ·or . 
the Air Force High Command. · 

Oberkommando des Heeres/Allgemeines Heeres Amt/Amtsgruppe 
Nachriehten/Nachrichten Atifklaerung ( OKH/AHA/AgN/NA). -- .. 
81gn~l Intelligence Department of Signals, General Army 
Office, Army High Command. 

Oberkommando des Heeres (OKH).--Army High Command. 
Oberkommando des Heeres/General der Nachrichten Aufklaerung 

(OKH/GdNA).--Signal Intelligence Agency of the Army High 
Command. 

OberkomlilQildo de;t•:·Marine/Seekriegsle.ftung/III (OKM/SKL IV/III).-­
Signal Intelligence Agency of the Navy High Command. 

Oberkommando der Wehrmacht/Ch1ffrierabte1lung (OKW/Chi).-­
Signal Intelligence Agency of the Supreme Command of the 
Armed Forces. 

Oberkonimando der Wehrmacht, Wehrmacht Nachrichten Verbindungs 
Funkil.berwachung (OKW/WNV/FU).-- Radio Defense Corps • 

Oeljeschlaeger, Franz, Major. Chief of Group II, Division III 
of the Chief Signal Office. ' 

OHN, , lat Lt. Finnish liaison officer at Loetzen (lll,,S Ost). 
OKH fQDeFkommando des Heeres).--Army Hi.gh Command. · 
Otli/AJ:lA/AgN/NA (Oberkommando des Heeres/Allgemeines Heeres 

Amt/Amtsgruppe Nachrichten/Nachrichten Aufklaerung).-­
Signal Intelligence Department of Signals, General Arr.rry 
Office, Army High Command. 

OKH/GdNA (Oberkommando des Heeres. General der Nachr1chten 
Aufklaerung).-~Signal Intelligence Agency of the A:r!my 
High Command. . · · . 

OKL/Gen Na Fue/III ( Oberkommando der Luftwaffe/General ?lach­
richten Fuehrer/Abteilung III).-- Signal Intelligence 
Service of the Air Force High Command. 

OEM/SKL IV/III (Oberkonmiando der.; Mar1ne/Seela:iegsle1tung/ 
IV/III).--81gnal Intelligence Agency of the Navy High 
Command. · . 

OKW/Chi (Oberkommando der Wehrmacht/Chiffrier Abte1lung).-­
. Signal Intelligence Agency of the Supreme Command of 

the Armed Forces. · 
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OK~/WNV/FU (Oberkommando der Wehrmacht, Wehrmacht Nachrichten 
Verbindungen Funldlberwachung)~-Radio Defense Corps of 
the Armed Forces High Command. 

ORPO (Ordnungspolizei).~-Regular Police 
Ordnungspolizei (ORPO).--Regular Police 
Oschmann, , Major. Chief of Code and Cipher Section of 

O;ermin Defense Ministry 1932-1934. . · • 
Osten-Sacken, von der, Baron Col. Head of HLS Ost 1942-1944·. 

Implicated in p:iot on Hitler's life 20 July 1944 and com­
mitted suicide. 

Pale, Erkki, Captain in Reserve. Chief' of Finnish Crypt. 
Outfit a.t Sortana.la.~ 

Peilzug, • Direction Finding Platoon. 
Peoples'-0omm1ssa.ria.t for Internal Affairs.--NKVD 
Pers ZS (Sorderdienst des Refers.ts Z in der Personal Abteilung 

des Auswaertigen Amtes).--Crypta.nalytic·Section of the 
· Foreign Of'f"ice. · 

Pietsch, • Baurat Dr. Sonderfuehrer, Head of Mathematical 
Sectio~ of In 7/vI (later Section l of Group IV, GdNA). 

Praun, , General. Chief Signal Officer, A:rrmed Forces, Chief 
. . Signs.I Officer Army 1944-1945 (Chef WNV Chef' HNW) • 

Preuss, , lat Lieutenant. Commanding Officer of Close Range 
s1gn&rcompe.ny ( NAK Preuss) • 

Radio Control Station.--Rundfunkueberwachungsstelle. 
Radio Defense Corps of the Armed Forces High Command,· ·{OKW/wNV/ 

FU).-•Oberkommando der Weh.rma.cht, Wehrma.cht Nachrichten 
VerJ1indungs Funkllberwachung. , 

Radio Intercept Station.--Wetterfunkempf'angsstelle, (W-5telle). 
Randewig, , Col. Commander of Western Intercept Stations 

1939-C.O. of Hoeh. Wehrmachts Naf'ue z.b. V 700. 
Referat, . • Section . · 
Reichs KF!egsministerium. ---Wa.r Ministry (term used during 1935-

1938, later changed into ()berkommando der Wehrmacht/ • 
Reichswehr:ministerium. --German Defense Ministry. # 

Rhinow, , Corporal. Member of Mathematical Section of 
In77V'f. 

Riemerschmidt, , lst Lt. .German Army liaison office;r at. 
RTK (:Finnish C17Pt. outfit). . 

Roeder, Herbert, Captain. Head of Gruppe VI,· Gen.d.NA,)JKH, 
. l944-45. . 

RoesalEn•, Cap,t. Chief Evaluator with KONA l, Commanding 01"f1ce-t" 
of NAAS 1. 

Rohdan, __ , P.fc'. Head of Swedish section of AgN/NA 1943. 
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Rundfunlrueberwachungstelle.--Rad1o Control Station • . 
Samsonow, Sergius, Master Sergeant. Head of Section 3a of 

Group IV. Specialty: Russian Secret Police Systems 
(NKWD). 

Sauerbier, Kurt. Member of FA. Worked on Russian Agents' 
Code. 

Schenke 1 Specialist. Head of IBM section of In 7/VI 1942-
1945. 

Schmidt. , Captain. Commanding Officer of NAA 11, head 
of 1Norvay Party'. , . 

Schmidt, , Major. Head of Code and Cipher Section or 
· German Defense Ministry 1927-1931. · 

Schubert, · , l :st L.t. Expert on Russian and Polish Army 
and Agents' Codes and Ciphers. · 

Section.--Referat • 
. · Seeb9lim, • Commander of FAK 621 1n North Africa until 

capture July 1942. . . 
Seemueller, , Lt. Col. c.o. of KONA 4 Feb. 194~-April 44. 
Sendezug, • Communication Platoon. 
Senior Commander of Signal Intelligence.--Hoeherer Kommandeur 

der Nachrichten Au!'klaerung (Roeh Kdr d NA). · 
Signal Intelligence, Department of Signals, General AJ:tmy 

Qfj~ice, Army High Command • --Oberkomma.ndo des Hee res/ . 
Allgeme1nes Heeres Amt/Am.ts~ruppe Nachr1chten/ Nachrichten 

· Auf'klaerung ( OnI/AIJ.AiAgN/NAJ. · 
Signal Intelligence Agency of the Army High Command.--Ober-

. kommando des Heeres/General der Nachrichten Aufklaerung 
OKH/GdNA). · . 

Signal Intelligence Agency of the Commander in Chief of the 
· Air Force.--Chiffrierstelle des Oberbefehlshabers der 

Lurtwaf're, abbreviated (Chi-Stelle, OBdL). 
Signal Intelligence Agency of the Navy High Command.--Ober­

ko1mnando der Marine/Seekriegsleitung "IV/III (OKM/SKL/ 
IV/III). . . 

Signal :Intelligence Agency of the Supreme Command of the 
Armed Forces.--Oberkommando der Wehrmacht/Ch1ffr1er 
Abteilung ( OKW/Chi) • 

Signal Intelligence Battalion.--Nachrichten Aufklaerung 
Abteilung (NAA). . 

Signal Intelligence Evaluation Center.--Nachrichten Aufk-
. _ . la.erung· Auswertestelle (NAAS). · 
Signal Intelligence Re~iment.--Kommandeur der Nachrichten 

Aufklaerung, { KONA) • . 
. ' . 
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· Signal Intelligence Regiment of . the Replacement Army. --Na.ch­
richten Aufklaerung Abteilung/ Chef der Heeresruestuns u. 
Befehlshaber de~ Ersa.tzheeres, (NAA/Chef H Ruest B d E). · 

Signal Intelligence Replacement and Training Battalion.-­
Nachrichten Aufklaerungs Ersatz und Ausbildungs Abte1lung 
(NAE tl AA). 

Signal Intelligence Service of the Air Force High Command.-­
Oberkommandq der Luftwaffe/ General ~achrichten Fuehrer/ 
Abteilung :tII {-OKL/Gen N'a Fue/III). . 

Signal Interpreter Replacement and Training Battalion.--Nach­
richten Dolmetscher Ersatz und Ausbildungs Abteilung 
(NDE 11 AA). / . 

Soroerdienst des Refers.ts z in der Personalabte1lung des 
Auswa.ertigen Amtes (Pers ZS}.--Crypta.nalytic Section of 
the Foreign Office. · 

Specialist, See Amtmann (AMTM). 
Starke, ; Lt. Attached to NAK on the Eastern front. 
State Police. --Ordnungspol1ze1( ORPO). · · 
Stationary Interce~t Company.--Feste Nachrich'ten Aufkle.erungs-

stelle (Feste).· , 
Steinberg, Dr. Technician. Mathematic section of In 7/vI; 

later section 1 of Group IV, GdNA;· Worked on USA systems--
M 94 and M 209. · . / 

'I-805 11 Russian Decryption in the Former German Army" by 
Dettmann and Sa.msonow. See: DF-18. 

Thomas, , 11.i'c. At ta.ched to NAAS 1. . 
USA non-morse radio teletype.--Funkfernschre1b (FF). 
Vaatz, , lat Lt. German Air Force Liaison officer with 
, , Fliiriish Hq' s at Mikke 11. 
Vauck, . ,lst Lt. Head of Agents Section In 7/vi 1942-1945. 
Waffen pruef'ung (Wa Pruef).--Arm.y Ordnance, Signal Equipment 

Testing Laboratory. . 
Wa Pruef (Waffen Pruefung). Army Ordnance, Development and 

Testing Group, Signal Branch. · · · 
Wehrmacht Nachricht~n Verb1ndungen/Funkueberwachun~ (WNV/FU).--

Rad1o Defense Corps. · . · 
Wenzel, , Specialist. Attached !~o Forschungsamt (FA). 
Wetterfunkempfangsstelle (W-Stelle).--Radio Intercept Station., 

(Weather] • · . · 
w-stelle (Wetterfunkempfa.ngsstelle).-- Radio Intercept Station. 
Winkler, Oscar, Corporal. -Member of KONA 4. 
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GERMAN- ARMY ::SIGNAL INTELLIGENCE SERVICE IN THE WEST 
CHAIN OF COMMAND 

SPRING 1944 

! 
COMMANDER IN CHIEF 

WEST 

' [QB. WESTl . 
I " 

I SIGNAL INTELLIGENCE 
REGIMENT 

CKONA 51 
5 i 

' I 
I I I 

! 
TWELFTH BATTALION THIRTEENTH BATTALION ' FOURTEENTH BATTALION 

CABT 121 I. CABT 13] I CAST 14 J 
I I I 

' I I I I . I 
STATIONARY STATIONARY· STATIONARY STATIONARY LONG RANGE LONG RANGE * INTERCEPT INTERCEPT! INTERCEPT INTERCEPT SIGNAL INTELLIGENCE SIGNAL INTELLIGENCE 

COMPANY 12 COMPANY ·3 COMPANY 2 COMPANY 9 COMPANY 613 COMPANY 624 

[ FESTE 12 J ffESTE 3) CFESTE 21 [FESTE 91 [FAK 613] [FAK ~241 

GERMAN ARMY 'SIGNAL INTELLIGENCE SERVICE IN THE WEST 
CHAIN OF COMMAND 

JANUARY 1945 

COMMANDER 11\J CHIEF 

I: 
WEST 

I [QB. WESTl 

ARMY i GROUP 'ARMY GROUP 
G SIGNAL INTELLIGENCE B 

[ H. Gr. GJ SECTION CH. Gr. Bl 

I· 
CHOEH. K. d. NAJ 

I 
SIGNAL INTELLIGENCE SIGNAL INTELLIGENCE 

LEGEND 
REGIM~NT 5 REGIMENT 6 
CKONA 51 CKONA 61 

ABT. - ABTEILUNG 

I 
I I FAK - FERNAUFKLAERUllGSKOMPANIE 

I I. ' 
FE STE - FESTE HORCHSTELLE 

H. Gr. - HEERESGRUPPE TWELFTH BATTALION FOURTEENTH BATTALION THIRTEENTH BATTALION NINTH BATTALION 

HOEH. K. d. NA , - HOEHERER KOMMANOEUR DER NACHRICHTEN- ABT 12 ABT 14 ABT 13 ABT 9 
AUFKLAERUNG I I 

KONA - KOMMANOEUR OER NACHRICHTENAUA<LAERUNG I I I I I I I I 
NAK - NAHAUFKLAERUNGSl<DMPANIE STATIONARY LONG RANGE STATIONARY LOtlG RANGE STATIONARY CLOSE RAN GE LONG RANGE LONG RANGE CLOSE RANGE LONG RANGE 

INTERCEPT SIGNAL INTELLIGENCE INTERCEPT SIGNAL INTELLIGENCE INTERCEPT !SIGNAL INTELLIGENCE SIGNAL INTELLIGENCE SIGNAL INTELLIGENCE ~IGNAL INTELLIGE NCE SIGNAL INTELLIGENCE 
OB. - OBERBEFE HLSHABER COMPANY 12 COMPANY 624 COMPANY 3 COMPANY 626 COMPANY 2 COMPANY 953 COMPANY 613 CO MPANY 610 COMPANY 956 COMPANY 611 

[FESTE 
* OTHER COMFllNIES, IF ANY, NOT KNOWN 

12] ff AK 624] [FESTE 3] tFAK 626] [FESTE 21 (NAK 953J [FAK 613) [FAK 610) [NAK 956J rFAK 611) 

-- ------- -------
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I llllllllllllllllllllll!llll!llll!llll!lllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllUll 

GERMAN ARMY SIGNAL INT ELL I GENCE REGIMENT 
OPERATIONS CHART 

(BASED ON • KONA 1 11
) 

~&- ~l- ~{/ 

~ I I 
LOW LEVEL TRAFFIC IDENTIFIED HIGH LEVEL TRAFFIC UNIDENTIFIED HIGH LEVEL TRAFFIC 

I 

- ~ I ' I G~OSE RANGE SIGNAL INTELLIGENCE I 
PLATOON 

' (2 OR 3 PER COMPANY) 

R/T I NTERCCPT W/T INTERCEPT 
I l " 12 OPERATORS 3 OPERATORS 

i oiFTJON F1NDING EVALUATION I 

.' 5 OPE:RllrORS 3 PERSONS 

_ _/ j ' ---- ._.I. --- --
"- ' 

G2 OF ARMY CORPS -

( 

CLOSE RANGE (MOBILE) SIGNAL LONG RANGE (MOBILE) SIGNAL STATIONARY INTERCEPT COMPANY 
INTELLIGENCE COMPANY I 

INTELLIGENCE COMPANY (2 PER REGIMENT) I 
(1 PER REGIMENT) 

-· - - -

(2 PER REGIMENT) 
DIRECTION FINDING INTERCEPT : INTERCEPT DIRECTION FINDING >-·-·· ,---------

50 OPERATORS 80 OPERATORS BO OP[RAlORS 50 OPERATORS 
--- -

INTELLIGENCE COORDINATION 
I PERSONS (ESTIMATED) 

CRYPTANALYSIS EVALU.GJION EVALUATION CRYPTANALYSIS 
I 10 

30 PERSONS 16 PERSallS . 
16 PERSONS 30 PERSONS 

. 

------- --------~ 
' 

I 
I JT\. _/ \__ - -- -G2 OF ARMY 

( 

w ,:, 
' ,. 

SIGNAL INTELLIGENCE EVALUATION CENTER 

CRYPTANALYSIS 

60 PERSONS 

I 

G2 OF ARMY GROUP - 1- -

' 
----~ , .......... -

---
Other Si!J'l(il lntel6gence~f .-·· 
OKH/GDNA 5 ·---~---··· ··------------~---·-··---···--··--------- ···-·--·------------------------------------------~-----------------

GAF Signal Intelligence 

TOTAL PERSONNEL llncludinq 560 Overhead) - 1330 

)( 

,' 
(1 PER REGIMENT)· 

-
' ,/ 

E V A L U AT I 0 N: 

70 PERSONS (ESTIMATE~) 

TRAFFIC 

BO PERSONS 

T 
----·-') 

ANALYSIS 

(ESTIMAITD) 

LEGEND 

WIRELESS INTERCEPTION 

FLOW OF RAW TRAFFIC 

FLOW OF INTELLIGENCE 

ENEMY TRANSMITTER 

--

CHART NO. 
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, .•... 
l 

I 
GROUP I 

INTERNAL 
COMMUNICATIONS 

PRESS 
MONITORING 

~M. BODENtvULLEf; 

AMTM. 

G.d.NA. 

HPTM. 

LJ. 

MAJ. 

OKH 

I 
GROUP ll 

WESTERN FRONT 
EVALUATION 

HPTM. THIEL 

ABBREVIATIONS 

= AMTMAN~ 

=GENERAL DER NACH RICHTENAUF KLAR UNG 

=HAUPTMANN 

= LEUTNANT 

=MAJOR 

= OBERKOMMANDO DES HEERES 

REG. BAURAT = REGIERUNGSBAURAT 

UFFZ. = UNTEROFFIZIER 

ESTIMATED PERSONNEL lincludlnq intercopl) - 700 

---- -- - - - ---- -----------------------

fop SECRET 

SIGNAL INTELLIGENCE AGENCY OF ARMY 

I 
GROUP m 

RUSSIAN FRONT 
EVALUATION 

HPTM. GORZOLLA 

SECTION 3 
' RUSSIAN 
, CIPHERS 

~t DETTMANN 

l 

SEC'l;ION 3a 

.....__ RUSSl~N SPECIAL 
POLICE TRAFFIC 

(NKVD) 

SECTION 3b 

- RUSSIAN 

ARMY TRAFFIC 

·. 

SEcTION 3c 

- RUSSIAN 

FllRTISAN TRAFFIC 

SECTION 3d 

- llUSSIAN: 

~ESEARCH 

' 

( OKH/G. d. NA.) 
FROM OCTOBER 1944 - MAY 1945 

HEADQUARTERS 

OBERST BOETZEL 
OBERSTLT ANDRAE 

I 
GROUP Ill GROUP :lr 

-

CRYPTANALYSIS 

MAJ. HENTZE 

SECTION 1 

- RESEARCH 

SECTION la 
RESEARCH ON 
HAND CIPHERS 
REG. BAU RAT 
MAR QUA ROT 

SECTION lb 
RESEARCH ON 

MACHINES 
REG. BAUR AT 

PIETSCH 

SECTION 2 

- WESTERN 
CIPHERS 

-
'---

lsuesECllONS 
UNKNOWN 

SECTION 4 

- STATISTICAL 

(l.B.M.) 

SECTION 5 

'--- CRY PT 

COURSES 

MISCELLANEOUS 

AMTM. BLOCK 

SECTION 1 

- WIT PROCEDURE 

RESEARCH 

SECTION 2 
- EVALUATION OF 

RUSSIAN DOCUMENTS 
OF SIGNAL INTEREST 

SECTION 3 
INTERCEPT 
EQUIPMENT 

!SUPPLY ANO SERVICE!. 

HIGH COMMAND 

I 
GROUP 11I 

SPECIAL 

INTERCEPT 
HPTM. ROEDER 

' 

SECTION 1 

RUSSIAN 

BAUDO:T 

SECTION lei· 
· INTERCEPT1 AND 
EVALUATION OF -
INTER - SOVIET 

TRAFFIC 

SECTION lb 

BAU DOT Cl PHER 

RESEARCH -

UFFZ. ~ARRENBERG 

SECTION 1 c 
INTERCEPT AND 
EVALUATION OF' f-­

·RED ARMY 
TRAFFIC 

SECTION 2 I 
WESTERN TELEl'RIITTER 

- AND 
AUTOMATIC MORSE 

' I.____ 

SECTION 2a 

SECTION 2~ 

INTERCEPT -

I 
I I 

FIXED INTERCEPT FIXED INTERCEPT 

STATION 6 STATION 11 

(RUSSIAN FRONT) (RUSSIAN FRONT) 

CHART NO. 
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GERMAN ARMY 

I OP SECRC'.i 

SIGNAL INTELLIGENCE 
CHAIN OF COMMAND 

-

JANUARY 1945 

ARMY HIGH COMMAND 
[ OKH] 

I_ 

SIGNAL INTELLIGENCE 
AGENCY 

( G.d. NAl 

SERVICE 

I I 
COMMANDER IN CHIEF COMMANDER IN Ci'llEF 

. SOUTH . . WEST 
[OB. WEST l 

I 
SIGNAL INTELLIGENCE 

SECTION 
C HOEH. K. d. NA.l 

I 
ARMY GROUP G 

(WESTERN FRONT) 
CH. Gr. G J 

I 

I 

ARMY GROUP B 
(WESTERN FRONT) 

C H. Gr. B l 

I 

(ITALYl 
COB. SUED l 

SIGNAL INTELLKJEl\CE 
REGIMENT 5 

SIGNAL INTELLIGENCE Ji SIGNAL INTELLIGEl\CE . 

C KONA 5 J 

ABT. 
FAK 
FESTE 
G.d.NA .. 
H. Gr. 
HOEH. K. d. NAc 
KONA 
NAAS 
NAK 
OB. 
OKH 

* ** 

*** 
GRAND TOTAL PERSONNEL 

REGIMENT 6 II 
[ KONA 6 J JJ 

LEGEND 
ABTEILUNG 

FERNAUFKLARUNGSKOMPANIE 

FESTE HORCHSTELLE 

GENERAL DER NACHRICHTENAUFKLARUNG 

HEERESGRUPPE 

HOEHERER KOMMANDEUR DER NACHRICHTENAUFKLllRUNG 

KOMMANDEUR DER NACHRICHTENAUFKLARUNG 

NACHRICHTENAUFKLARUNGSAUSWERTESTELLE 

NAHAUFKLARUNGSKOMPANIE 

OBERBEFEHLSHABER 

OBERKOMMANDO DES HEERES 

SIMILAR TO KONA 1 

CLOSE RANGE SIGNAL INTELLIGENCE COMPANY 953 SENT 

REGIMENT 7 
C KONA 7 l 

TO WESTERN FRONT. RUSSIAN SPECIALISTS RETAINED 

TO FORM NAK BENOLD AND NAK PREUSS 

LOCATED AS SHOWN THROUGH FALL 1944 

ESTIMATED AT 12, 000 

0

STATIONARY 

INTERCEPT 

, COMPANY IQ 

[ FESTE 10 J 

ARMY GROUP SOUTH 
(RUSSIAN FRONT) 

C H. Gr. Sued J 

SIGNAL INTELLIGENCE 
REGIMENT 8 
C KONA SJ 

SIGNAL 
IN TE LLIGENCE 
EVAL UATION 

CENTER 
[ N~ .AS J 

ARMY GROUP CENTER 
( RUSSIAN FRONT ) 

[ H. Gr. Mitte l 

SIGNAL INTELLIGENCE 
REGIMENT 1 
C KONA 1 l 

ARMY GROUP ·NORTH 
{RUSSIAN F.RONT) 

C H. Gr. Nord J 

Sl<3NAL INTELL:JGENCE 
REGIMENT 2 
[ KONA 2 J 

I 

THIRD BATTALION 
CAST. 3 J 

[

cLosElfi.ilN'GEi 
GNAL INTELUGENCEJ 
COMPANY 953 * * I 

I 
[NA K 953l I _____ ____ .J 

I 

~ 
LONG RANGE 

IGNAL INTELLKi8'CI 

CO MPANY 623 

l FAK 623 J 

1 
l 

II CLOSf RANGE 
, !SIGNAL INTELLIGEl'IC£ 

~ 
COMl'~N'I 8ENOLl.1 

[ NAK 8E/()Ll)J 

COMMANDER IN CHIEF 

ARMY GROUP COURLAND 
(RUSSIAN FRONT) 

[ H.Gr. Kurland J 

SIGNAL INTELLIGENCE 
REGIMENT 3 
[ KONA 3 J --L --

~ FOUR~H BATT~~IONi: 
~ [ABT. 4] j 

I . -

E
LONG RANGE I 

N/\I. lr!TELl.IGC:N:.E 
COMrANY 617 

lF/\K 617J 

I 
- I 

CLOSE RANGE 

SKi:l!I\; INT[! LICEN'E I 
c0:-. r 1\NY 95• 

[ NAK 954 J 

SOUTHEAST 
(BALKANS) 

COB SUEDOSTJ 

CLOSE RANGE I 
51CNAI. IN I E.l L13f ~;cE : 

(11MPAIH PREUS~ I 
lNAK rREU55 J 

CHART NO. 
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~ 'WNV /Fu/III (Wehrmacht .Nacl1richten Verbindungswesen Funkueber-
wachung III).--Radio Defense Corps. · 

Wollny.11 Oblt. Commanding Officer or Feste 6; formerly Commanding 
orr1cer or NAZ w or KONA 4. 

Zillmann, ; Senior Inspector. Head or British section of 
In 77VI 1941. 

Zipper, __ , Inspector •. Head ot section 1, Group V Gd.NA. 

• I 

. I 

233 


