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Editorial 

The other day we saw a phrase that we 
haven't seen for a while: "paperless office." 
It was a popular term a while back, and was 
sometimes called the "paperless society." It 
was used to ref er to that future day when all 
paper would be replaced by some other media, 
such as cathode ray tubes (TV) or other 
display devices. 

Just to see if something was happening that 
we hadn't heard about, we took a stroll 
through the local supply room. The shelves 
were still filled with paper supplies, and 
with things that make marks on paper. 
Looseleaf notebooks seem to disappear from the 
shelves as fast as the supply folks can stock 
them. One can still hear serious debate about 
which brand of "white out" does the best job. 
Erasers, paper clips, rulers, IN (and OUT) 
baskets, sheets of press-on letters, 
scissors ••• the list goes on and on. Paper 
does not seem to be on the way out just yet. 
Not around here, anyway. 

There is a growing sentiment that we will 
never reach that paperless state. It is not, 
after all, a question of technology. In a 
recent survey of computer editing systems, the 
authors finished with the somewhat guilty 
admission that, in the preparation of their 
report, they had consumed just under a mile of 
paper. We have no statistics to support it, 
but we have the distinct impression that we 
are using more paper per capita, not less. 

New technology does not have to replace the 
old; it sometimes finds its niche alongside 
the old. Office automation seems to be aimed 
at getting machines to write down, on paper, 
what used to be written down by some other 
method, on paper. Some people think office 
automation will use more paper, not less. 

The next time you wander through your 
favorite supply room, take a close look at the 
tiers of forms arrayed there. Do you think 
they will ever go away? 

FQil QFFHHAT> HSE 811h'f I 
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USER INTERFACE SYSTEM 

P6RT ONE : CONCEPT 
by I I · · · .... ... .... .. 

I he NatioJ"lal Secui:ity Agency Sc!en
t1Uc Ad\lisocy Board just published 
a Report on Networking Architecture 
which should be of special ioterest 

~i'Q"Ol to you if you 1u·e o. user of termi-
oa ls and coiuputers. It recoC11D1eads that 1o1e 
develop aa architecture which makes it possi
ble to put effecti,ve access to data and c~
put ing 'Wt Chio reach of '!.Vet'y analyst who can 
use it. I would broaden that to include pro
grawuera, ~aoagera, tec~o1cal staffs . and the 
hundreds--perhapa thousands--.of people who 
deal with finance, training, travel, supply, 
and other essential support. services both here 
and in the field. UIS (Osers' Ioterface Sys
tem) is that architecture and Che subject of 
tht.& talk. 

t'e!1e) It seeiue to 0>e that there. are at 
least three questions worth asking about UIS: 

I J Fi re t > what ie UXS 7 In llUlO.Y reepec ta, 
this is the eaaieat question to anawer and 
we will do that in the ue~t hour. 

{ ) Se coud, why should you care about some-
t h1Q8 called UIS, anyway? The auawe.r 1.s 
you ehouldo't 1£ you ~rk in total ieola
t1on and don't have anything to do with 
what m.oat of the Agency doe.a. lf, how
ever, you--like moat of ue--have some part 
in the total inforaiatlon flow fro.n. collec
tor to customer and bel1eve--as l do--that 
there is still room. for illlprovement 1n how 
you as a user access, handle, and process 
the information you deal w1 th, then you 
have a vital interest in UIS. 

P.L. 86-36 

A jotat paper presented at the October 
1982 Meeting of CISt. 

{I th.1rd, what' S· a· UIS good for? A couple 
of years ago we wot all over the. Agency 
and asked people whs.t they thought they 
needed to do their job better or 111ake 
their job easier. 11\t.s is what urs is all 
abouc and we 'ii'Ul be talking !Duch 1110re 
about that, both io the next hour and io 
the weeks and mouths ahead. 

~PeijQ) Let me digress for just a moment so 
that 'l!luch of ..mat r say later Will 1118.ke more 
sense. 1 happen to believe that the way we 
usually state <:>ur requirements for 1.1hat we 
need is largely inadequate. We as users (and 
ve' re all users ic. one way or another) often 
have some specific end result in ~ind such as 
the way ~ want to see things oo a screen, the 
way traffic should look •.rhen we get it, the 
processing steps needed to handle lt, who gets 
it next, and so on. From talking With 
analyses in A, B, and G, I am convinced tney 
underataad and e.xJ>lo1t the use of computeu 
for their work \lery, very well· In other 
words, we have some pretty clear ideas about 
just what tt 1s we do today, what we need to 
do it, and in many cases, what the hard1.1are 
and eoft"'8re ought to provide us to let us do 
more, or do it better . When we try to project 
our future needs, ho1ttver, it ie often with 
the mistaken idea that we should be able to 
specify aod build a turnkey solution with the 
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same degree of certainty--the "big bang" 
theory of building systems. Instead, we end 
up with a detailed specification of a change
able, uncertain, future need. 'We run into 
trouble because the syste~ development process 
and the analytic process are veey eiC11ilar, 
Tiiey are both learning experiences: prototyp
ing, testing hypotheses, and feedback are 
vital. We build upon the re$ults of our 
experiences both successful and unsuccessful. 
It really is more of a process than an event. 

I I described it well in his talk to 
CISI last May when he talked about the impor
tance of prototyping and f eedback--aod the 
shortcomings of the requirements process-
developing TSS software for analysts. [11 

. EP6tl0) Somehow we have gotten ioto the 
practice of specifying requireinents in global, 
abstract, artificial, functional, and some
times meaningless tet'ms when we . a tte111pt to 
fully define a solution "up front" to a prob
lem we don't fully understand yet. The end 
result, I think, is that the system designer 
is often unclear about what he is trying to 
build and the user, the analyst, the customer, 
is unclear about what he is getting. The user 
thinks the screen is going to be forinatted one 
'rlay and the designer does it some other way 
because the requirement simply says there will 
be so many protected or unprotected fields of 
infomation, certain "functional" capabilities 
for manipulating the information, and perhaps 
a performance specification of some sort--all 
of which has little meaning in the only terms 
that count--n.Ql!lely satisfying the end user. 

fP8"8) Both the customer and the designer 
have done their best, given the requirements, 
and yet the result is not satisfactory. 

\l"'O'l107 The best recent example of dealing 
with the right kinds of r:equir:ementa in the 
right way is the A21 graphics project. 

(F6ij8) To overcome the language barrier 
between analysts and systecne desigoers, 1110-.::e 

than 1,500 mock-ups were constructed so there 
could be no doubt about ..,bat the analyst 
expected to see and what the designer expected 
to produce. There was a solid basis for 
building the systetn based on a common under
standing of the specific desired end result. 

~What does this have to do with UIS? 
We need to do more prototyping. 'We need to 
involve the user t:houghout. We need to be 
building systems which readily adapt to chang
ing needs--not ignore or refute them--ot even 
worse, require the end user to continually 
adapt to a rigid system conceived years ear
lier. UIS is designed to change and adapt to 
change where it: matters most: with the end 
user--with people. I am tnt:ereated in the end 
result of UIS, whlch we are going to describe, 
and not tn some abstract philosophical con
cept. I am got.ng to be asking you to consider 
UIS in terl!tll of you-.:: job as an analyst, a pro
grau111Jer, a manager, or whatever. I am going 
to invite you to offer aoy suggestions you 
might have now or lacer and I hope you will 
want to work with us as we begin to develop 
UIS and make 1t real. I would ask you to 
think in terms of end results--in the most 
practical terms that you can of what you 
really need and how you would like to eee it 
work. 

(POYO) By the end of this century we wil,l 
have a complex network of people, co!Dputecs, 
and communications to do the SIGINT job and 
virtually everyone will be a part of it in 
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some way. U!S 1s the next vital step in the 
evolution that began with timesharing many 
years ago, continued with the deve lop111ent of 
the PLAITORM network and the GTSS/UNIX Tenni
nal Subsystems, and the now-ubiquitous 
(almost) user terminal. The eod of the cen
tury isn't that far off. 

(1"5a9 l- Raving set the stage, I will talk 
about UIS especially from the user's point of 
view (to the extent that I can) anql 
will talk about the UIS archi tee t .. u_r_e_i-ts_e_l_f__. 
(how it's glued together) and 041' .. plans for an 
actual prototype beginning th1$ year. 

P.L. 86- 36 

Goals, Definitions and Architecture 

~ UIS is the tneans of bringing closer 
to the user convenient, affordable, interac
tive, and personal access to the Agency's coro
puting, communications, and data base 
resources. 

(l'8H0) The stated "formal" goal of UIS is 
to enhance user productlvlty by provldlng 
timely delivery of information and immedlate 
access to required data, computing, and human 
resources. 

(F9QQ) Who is the UIS "user" anyway and 
what is his job? This model of the SIGINT 
data flow system contains many functions 
(except for the "support" functions I men
tioned earlier), all of which are perforroed by 
what I consider to be potential UIS users. 

~ To place the UIS coacept in perspec
tive in relation to t h e fl°"1 of data through 
the Agency, this generalized model of tne 
real-time SIGINT system (used by Mr. George 
Cotter in e recent GISI briefing) shows, in 
the horizontal direction, the flow of data 
from collectors to processors to product data 
bases to consumers and, in the ver tical direc
tion, the interaction of users with the data 
flow and t he processors. NPAS (NSA Forwarding 
and Access Sy.stem). the subject of a later 
briefing, is our networking architectture 
which is concerned with the horizontal axis of 
thla model; UIS applies to the vertical direc
tion. 

-('P8Y9+ A blow-up of the right-hand portion 
of Mr. Cotter's model is a fair representation 
of the UIS architecture. 

(P8ti8) Simplifying this diagram and putting 
other labels on the boxes produces an archi
tectural model of UIS ... ) lwUl treat 
this in more deta 11' ·· in his portion of the 
talk. 

P.L. 86-36 

Technolo8Y Issues 

(P6t:l6) UIS, in continuing the trend of the 
past decade to move dats and processing po'lrer 
closer t o the end user, will take advan tage of 
state-of-the-art technology as it becomes com
merc lally viable. 

(F6t:JO) The key to UIS--the personal 
computer--will soon have greatly incteased 
computing power, internal memory, and disk 
storage capac 1 ty . Other devices included in 
UIS are graphics compute rs, word processors, 
and off ice automation equipment . (Throughout 
this talk 1 wtl 1 intent tonally use the ter1!1 
"personal computer " to include these varia
tions .) 

(P6ff6) Coupling this end-user power with 
networking and s witching technology will 
place , under the direct control of the end 
user, t he capability for him t o control nearly 
all of his processing and data access require
ments. 

(P8~9) Networking and packet switching 
technology will allo~ the user to access data 
bases a nd processing on other Agency mainframe 
compute C's, to co11111>.u(\icate with other users, 
and in general to expand his horizons beyond 
his desktop to the entire SIGINT system. 

(PMO) UIS host computers will provide a 
complete set of user services such as access 
to PLATFORM and PLATFORM resources. Addition
ally , the UIS host will provide data storage 
aod management facilities, data conversion and 
r eformattt<\g sei::vice!l, 111a1l, file archiving, 
security, and other support for various com
munities of users and a variety of general 
utUi.tiea . 

(P8H6) The resulting " layered" or distri
buted processt.ng environment 111ade up of per
sonal computers, UIS host computers, and main
fra111e compute rs will form the basis for a 
dra111atic change in the way most of us will 
work. 

The Key to UIS 

(P6~6) The personal computers--or, as they 
are knolm in UIS parlance , Terminal lolorksta
tions (TWSs}--are the primary elements W'hich 
wlll bring about the change fro~ existing 
methods of working to the UIS environment. 
Only recently has the cost of personal comput
ers decreased sufficiently to make them an 
affordable resource for most Agency personnel. 
Expe't'ts predict that the price per tet'111inal 
will fall to a po int within the neict five 
years that a productlv1ty improvement of only 
8 to 10 percent will justify the investment of 
one-third of a person's average annual salary. 
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Today that's about $9,0QQ, However, it is the 
opinion of these same experts that a signifi
cant (15-50%) productivity gain can be real
ized from a large portion of the Agency's 
workforce as they convert to a UIS environ
ment. 

(F6H9) Just what is meant by a Terminal 
Workstation in UIS terms? Briefly, a n.TS is a 
personal computer with sufficient local 
memory, disk space, display capacity, and com
munications support to provide the user with 
local computing power and, when needed, to 
connect him to a more powerful machine--a UIS 
host or the PLATFORM network and the Main Com
puter Complex. The TWS will be running under 
UNIX or at least a UNIX-compatible multitask
ing executive. The UNIX user interface, the 
file structures, the interprocess communica
tion, and the shell environment are all essen
tial elements. · Additionally, the TWS will 
support, at a minimum, the C compiler and the 
BASIC interpreter. PASCAL may also be deslr
able as well. The current recompetition fo·r a 
replacement of the Agency standard terminal 
(the Delta Data 7000T) is designed to acquire 
a personal computer of the type just 
described. 

(FQ~Q) Personal computers (although not 
with the capacity or the compute power 
described above) have been in use at the 
Agency and have been experimented with for at 
least three years as part of a program ini
tiated by Mr. Kermith Speierman to explore 
this new dimension in computing. During this 
period much has been accomplished, spearheaded 
by the Pl organization, primarily in the areas 
of cryptanalysis and traffic analysis. Most 
of this work has been designed to determine 
just how useful a personal computer can be in 
running ·programs previously available only on 
large ·mainframe computers or to do work done 
by hand at the analyst• s desk. All of this 
early experimentatioq was done primarily in 
a stand-alone mode (Stage I, if you will) 
although several of the personal computers 
have been hooked up to Terminal Subsystem 
(TSS) hosts (PDP-l l/70s) and thus were able to 
access <la.ta bases on other systems. Analysts 
have used this facility to transfer data to 
the personal computer. This was ·stage II in 
the evolution of the application of personal 
computers. 

(Pese) UIS will lay the basis for develop
ment of Stages Ill and IV. People do not work 
in isolation. Sharing of files and programs 
and communicating with each other is neces
sary. The prototype of the Stage III working 
environment is being developed in the TSS of 
today. UIS will build on this work, marry it 
to the power of the personal computer, and 
provide a new host with enhanced capabilities. 
Stage IV will be accomplished when analysts 
worldwide 

through UIS terminal workstations can directly 
affect (and be directly affected by) the flow 
of data from the collectors to the product 
data bases and on to the consumer. 

(F9H9) Moving increased computing power 
nearer to the end user will cause a steady, 
but inevitable and vast, evolution to occur in 
the way data is stored, processed, and 
accessed. The nature of the Terminal Worksta
tion is so different from the directly
connec ted terminals now in use, that we will 
be forced to rethink our most basic and tradi
tional ways of moving, storing, and manipulat
ing information. I cannot emphasize this 
point enough! The TWS reduces the dependence 
of large numbers of users on central proces
sors and central data bases. Data processing 
and data storage and access can now be scat
tered in a large number of locations accessi
ble to large numbers of people and processes. 
The tough challenge that DDT faces in imple
menting UIS is matched by the equally tough 
challenge faced by DDO (in particular) of 
applying the technology to best advantage once 
implemented. There is already a good deal of 
work going on in Pl, A3, A6, 82, 85, 86, G3, 
and elsewhere whic~ is leading in this direc
tion. 

The User's View: A UIS Scenario 

(Peae) ·Several times in this talk, asser
tions have been made that UIS will cause a 
change in the way the user works; will cause a 
change in the way we move, store and manipu
late data; and will challenge all of us to 
derive the maximum benefit from the imple
mented technology. To dramatize the differ
ences between the system today and the system 
as it should be under UIS, a scenario describ
ing the way a user might operate under UIS 
follows. The person described is a composite, 
if you will, of all the analysts, reporters, 
transcribers, flow managers, programmers, 
secretaries, office staffs, and managers who 
will be users of UIS Terminal Workstations of 
various kinds. But, within the scenario 
describing our general analyst's day, will be 
some of the things you might do. 

(P8ti'8) Our UIS TWS user arrives at his desk 
and powers up his personal computer. Til.e sys
tem will ask for his personal ID and password. 
Once the system is satisfied that the user is 
who he claims to be, the user will not have to 
identify himself to any other computer he may 
wish to connect to during the day; his TWS 
will pass his verified identity to any other 
computer requiring it at the time of connec
tion. The other computer needs only to deter
mine that the person requesting access has 
been granted access permission. Specific file 
access on another system might require other 
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(P6tf6) Re ID.ight select from his menu the 
function that would allow him to scan the 
traffic that has accumulated for the past 24 
hours and edit some of it, discard some of it, 
or copy some of it for later use as part of a 
report. 

MAIL MENU 

1. HELP 
2. SBND MAIL 
3. VIE\/ MAIL RECEIVED 
4. TE.LECON'FER.ENCE 

20. RETURN !O MAIN MENU 
21 . SYSTEM FUNCTIONS 

ENTBR ti OF Sl".RVICE 
& PRESS RETURN R:EY:? (20) 

(F81l'8) He might select from his menu the 
function that "10uld allow him to send an 
informal message to another analyst halfway 
around the world or to read messages sent by 
that analyst to him. Given that time d1ffer
enc ea are oo t too great, he might even enter 
into an interactive cooversation with the 
other analyst. 

SPECrALIZED REPORT FORMAT 
MENU 

1. HELP 
2. RECORD MESSAGE (UMPS) FORMAT 
3. USSID 6#0 FORMAT 
4, KLIEGLIGHT FORMAT 
5. TECtlSUM FORMAT 
6. PROCUREMENT REQUEST FORMAT 
7. PERSONNEL SUMMARY FORMAI 
8. LEAVE REQUEST FORMAT 
9. TRAINING REQUEST FORMAT 

2 O. RETURN 1'0 MA1N MENU 
21· SYSTeM FUNCTIONS 

EliTER !I OF SERVICE 
& PRESS RETURN KEY:? (20) 

(F9Y9) lie 1111ght select from h.is menu the 
function that . would provide template!& of any 
one of the hundreds of formatted reports 1o1e 
produce daily. After filling in the necessary 
infortlllltion and correcting any errors, he 
would transfer it electronically · to one or 
several people for coordination/co111J11ent. Ge t 
ting the commented versions back electroni
cally, he would make necessary changes and 
transfer 

the report to the person authori~ed to release 
it. Upon release, the report would be distri
buted electronically to all designated reci
pients, people who would read the report and 
take action or computers that would use the 
report as aa update to some data base. 

PROGRAMMERS MENU 

I. HELP 
2. c 
J. BASIC 
4. CCMPILE 
5. TEXT EDITING 

20. RETURN TO MAIN KENU 
21. SYSTEM FUNCTIONS 

ENTER II OF SERVICE 
& PRESS RETURN REY:? (20) 

(P6ij6) If our user is a progra111JOer, he 
might select from his menu the function that 
would allow h im to generate a progriun or to 
revise a program which he had entered earlier. 
He would have the necessary support functions 
to enable him to design and plan the program, 
properly format the input• and document the 
results . Given that the language he .used t o 
program was one recognized by the TWS (BASIC, 
C, PASCAL, etc.) , he could ensure that the 
program was syntactically correct before con
necting to the host or main frame for compil
ing or execurion. 

REMOTE ACCESS MENU 

l. HELi? 
2 . CONNECT TO SOLIS 
J, CONNECT TO ULTRAMARINE 
4. CONNECT TO CARILLON 

20 . RETURN TO MAIN MENU 
21. SYSTEM FUNCTIONS 

ENTElt I OF SERVICE 
& PRESS RETURN KEY :? (20) 

(!'666) Our typical · ':Iser might select from 
his menu the func tion that would allow him to 
conveniently · and interactively access several 
compute rs where information was stored. 
Required information . could also be brought 
back to the 'NS and used to answer a query, 
become part of some . report, or simply be a 
working aid of some sort . 
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OFFICE SYSTEMS MENU 

1. HELP 
2. CALENDAR 
J, MESSAGES/MAIL 
4. MEMOS 
5. PH ONE BOOK 
6. TEXT ED !TING 
7. SPELLING CHECK 
8. NOTES 
9. ACTION/SUSPENSE FILE 

20. RETURN TO MAIN MENU 
21· SYSTEM FUNCTIONS 

ENTER II OF SERVICE 
& PRESS RETURN KEY:? (20) 

(P0tJe) A manager might select from his menu 
the function that would allow him to examine 
his calendar for the day and a suspense/action 
file of items that should be completed. A 
request for any mail (to include administra
tive messages, personal notes, reports for 
comment/concurrence, etc.) would bring a list 
of items to his attention appropriately prior-
1t1z:ed by his secretary or staff. His 
decision-making process is helped throughout 
the day by selecting from the menu functions 
that allow him convenient access to data 
containing technical, budget, planning, per
sonnel, and management information. 

(f'6tle) At: any time during the day, if the 
l'WS is powered on, any computer in the SIGINT 
system could send information directly to the 
NS. When received, the user would be noti
fied and he could take appropriate action. 
This facility could be used to update the 
user's work queues, to alert the user to the 
arrival of high interest traffic or mail or an 
incoming OPSCOMM, or failure of a critical 
program in the flow. It is a means to get 
real-time, human interaction into the flow of 
the SIGINT process. These brief and highly 
simplified scenarios highlight several advan
tages that the UIS concept has over today's 
operation: 

[] UIS is capable of being tailored very 
specifically to each user while, at the 
same time, taking advantage of general 
utilities common to all users. 

(] UIS does not depend on the 100% availa-
bil ty of the MCC or UIS Host systems for 
the user to do useful work. 

[] UIS Terminal Workstations will provide 
powerful computer capabilites and data 
storage facilities conveniently and 
direc tly available to the user. 

[) UIS will provide convenient access to the 
rest of the SIGINT system when required. 

[] UIS will not only allow the user to 
affect the system but allow the system to 
directly affect the user, thus establish
ing a continuous feedback loop between the 
user and the system. 

Planned Evolution 

~ It is not enough to provide an 
architecture and an operational concept. This 
briefing and the many papers that have been 
written (and will be written) are designed to 
present the UIS concept to a wide audience so 
that systems . designers can begin to incor
porate UIS concepts in their designs. But it 
is not enough to hope that the UIS concept 
will be implemented through the efforts of 
many project managers. There is technology 
that must be developed (or acquired) and 
demonstrated. The UIS technology and tech
niques must be demonstrated in an operational 
prototype and the real challenge of the prob
lems posed by a distributed data processing 
environment must be solved. T44, with DDT• s 
approval and with considerable help from other 
organizations throughout the Agency, hopes to 
introduce a UIS prototype within the coming 
year where the system designer and the user 
can collaborate to produce a functioning UIS 
environment. We have already begun to work 
with Pl analysts and others to see which 
"real" analytic problems we should be address
ing first. If any of you would care to make 
any suggestions or want to know more about 
what we are doing. I invite you to get in 
touch with me. I 1-w~ll be describing 
some of our early plans for the .. prototype in 
the second half of this briefing,·. 

P.L. 86-36 
.. __ , · __ , .. 

1. ~-TSS Revolution, Cryptolog, 
Sep 1982, PP• 8-12. 
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. ··. ... . PARf rwo ; ARCIUTECTURE 
by I 

(F0S0) Now that Tom has told you what UIS 
is for and how it has gotten to where it is, I 
will tell you how it is made up. I intend to 
cover the Architecture (how it all fits 
together); the technology which makes it pos
sible at this point iri time; the components 
(some of which already exist) which make up 
UIS; our approach to making UIS · real in all 
its· aspects; and especially the UIS Prototype, 
which is our initial move in getting UIS where 
we want it to· be. 

(FQl:IQ) This is the basic UIS Architecture. 
It consists of three main levels of com
ponents, with interconne c tion between these 
levels. 

~ At the outer level (closest to the 
user) we have the User Component whic h is 
where all private data and applications 
reside. This is the user ' s private workspace, 
to be treated rather like a desk, chair, 
phones, file, and scratchpad would be used 
today; it will provide as much data storage 
and computer power as we can a ffo rd. 

{PQQ9) At the intermediate level we have 
the Community Components, which is where the 
individual user comes into contact with his 
fellow workers. It is here that · data · needed 
by more than one user is stored (e.g., a 
c alendar which an executive shares with his 
secretary, or a f requently·-used operational 
data base ) . In addition to the sharing func
tion it is at this level _that support to 
users, above and beyond that whic h the 
Use r Component can provide, is available 
(e.g., file archiving, high-quality printers, 
extended co~puting power). 

(F8H8) At the innermost level are the Glo
bal Components, the major computer c omplexes 
in the basement. These must be accessible by 
the user through the other elements of UIS, 
and we do not envisage that they will change 
significantly because of urs. 

(P0S0) There are two levels of connec
tivity, the Community Network, the element 
which connects the user to his Community Com
ponent and to other users, a nd the Backbone 
Network which connects all major components. 
Wh·ile there is only one ( logical) Backbone 
Network, there are eany Community Networks. 
The function o f these componen t s will become 
c learer later in the briefing. 

user component user component user component 

I 
__ I _ _________ ------~--- ---

! Community network \ 
I 

I _____ l _ _ _ _ 
Comll9Jnity component I Community component 

I 
I 

---'----------------~ - - - --/ Backbone network \ 
\ I 

I I 
_ ___ I __ _ ----'----global component I 1 global component 
________ I I _______ _ 

UIS ARCRITECTURE CONCEPT 
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I ( DD ) I I ( DD ) I I ( DD ) I I ( DD ) I 
I (7000T) I I (7000T) I I (7000T) I I (7000T) I 
I I I I I I I I 

I I 
I I 
J I 
l __ I_ 

IPDPll GTSS I 
I I 

I I 
I I 
I I 

_I ___ I_ 
I PDP 11 GtSS I 
I I 

/-- PLATFORM --, 

'-~~--~---~--/ 

UIS ARCHITECTURE NOW 

(F9H9) If all this sounds too ethereal, let 
us look at what we have today and see how 
closely it corresponds to this architecture. 
As you can see the Global Components are in 
place, as is the Backbone Network, in the form 
of the PLATFORM network. The Community Com
ponents are represented by the existing 
PDP 11-based GTSSs, which are the starting 
point for the full Collllll.unlty Components but 
also contain the Community Network and User 
Component facilities, because these are only 
point-to-point lines and "dumb" terminals 
respectively. 

(~ The next few slides show how we 
expect to develop from where we are oow to 
where we hope to be at the end of urs. 

POWERFUL 

I< > I PERSONAL I < > I 
r < > I COMPUTERS j( ) J 

I I\ /I I 
\ f 

f 5".'ITCH I 
I I 

f \ 
PDPll GTSS I/ \/ PDPll GTSS 

_____ I. ! ____ _ 

I-- PLATFORM --, 
~---~------------/ 

--'
CARILLON I I HOLDER I 
___ 11 I 

UIS ARCHITECTURE 
THE POWERFUL PERSONAL COMPUTER 

(P0H0) the first item to be tackled is to 
replace the "dumb" terminals with Powerful 
Personal Computers (PPCs) and .thus greatly 
expand the local processing and storage avail
able to each user, literally on his desk. 
This process has already begun with the use of 
a variety of PCs in many different organiza
tions within NSA. I'll talk more about the 
technical characteristics of these devices 
later but as far as the user is concerned the 
Powerful Personal Computer, implemented as 
what we call the Tenninal Work Station, is the 
basis for the User Component. It will provide 
the user with local, affordable, available, 
and private computing resources--it is his own 
machine, with sufficient storage for his 
private data, processing power (and, of 
course, software) to satisfy, say, 90% of his 
computing requirements and, when the Terminal 
Workstation needs it, access to larger comput
ers, to other data, and to the worldwide net
work of users. 

(F6'tf6) As a starting point, the Terminal 
Work Station will run the UNIX operating sys
tem and so will have available to it many of 
the applications currently used on the PDP ll 
GTSSs--one notable exception being the RAND 
Editor, which will be replaced by a Word Pro
cessing package native to the 'IWS itself. 

(FQijQ) As a first step towards introducing 
the concept of a COlllmunity we shall reduce the 
reliance on a single host by means of a simple 
switching function, implemented either as a 
digital switch or using BOUie early offerings 
in Local Networking. 

POWERFUL 
I < ) I PERSONAL 

I_< ___ )/ 

I < > I COMPUTERS I < > I 
I I I I 

I 
_I 

f LOCAL, AREA network --, 
\ I 

I 

-----'-~--UNIX HOST SPECIAL1ZED ROST 

;-- PLATFORM 

'~------~-----~-
I I ' ~--/ 

___ I_ --'----I CARILLON I 
I I 

! OCEANFRONT 
I 

UIS ARCHITECTURE 
COMMUNITY NETWORK AND SUPPORT 
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(P9H9) This extended local power has to be 
linked to the Community-level components in a 
much faster and more flexible way than we have 
at present. This will be achieved by means of 
the emerging Local Area Networking technology 
(of which more later). We are looking here 
for more than mere connectivity; we are look
ing for some measure of intelligence in making 
decisions as to which hardware component at 
the Community level a User Component needs to 
connect to. (If a user wants to archive a 
file, it is no good connecting him to the 
print server!) 

(F9H9) The development of the Community 
Component will be somewhat slower, relying 
initially on the existing TSSs and their look
alike replacements. By supporting UNIX in 
both the PPCs and the Host, the transition 
from Host software to Terminal software will 
be accomplished over a period of time. This 
will be hastened by the inclusion at the Com
munity level of certain specialized proces
sors, of which the most obvious are the Data
base Machines as typified by the Britten-Lee 
IDM-500, with which T3 is currently experi
menting. 

(FQ:YQ) Extending the idea of reducing our 
dependence on a single host, we shall intro
duce at this stage the idea of a file server 
which holds Community files; when a user 
requires processing and data, he is allocated 
to any available machine and the file server 
stages the required data to that machine. One 
may even wish to consider whether interactive 
connection between the User and Community lev
els should be replaced by a transactional pro
tocol. In the long term one can conceive of 
the Community Component as evolving from a set 
of General-Purpose Processors to become a col
lection of specialized processors. 

l_( ____ )i 

I < > I 
I I 

POWERFUL 
PERSONAL 
COMPUTERS 

I c ) I 
I < > I 
I I 

,- LOCAL AREA network --\ 
\. _______ _ 

I 

UNIX HOST 

I 
___ I 

CARILLON I ____ I 

PLATFORM 

!GATEWAY 

'----:--

I 
I ___ _, 

I OCEANFRONT 
I __ _ 

UIS ARCHITECTURE 
ACCESS TO GLOBAL. RESOURCES 

I -

(P91:19) A major limitation of the previous 
phase of the development is the necessity of 
passing through a general-purpose processor to 
get to the Global Components. This would be 
made easier by including a special-purpose 
machine at the Community level with the job of 
handling the gateway function from the User to 
the Global levels. This in itself is a major 
undertaking. 

I C > I 
I C > I 
l_~ __ I 

I 
_ I 

POWERFUL 
PERSONAL 
COMPUTERS 

I < > I 
I < > I 
'--,---I 

I 
I __ 

I LOCAL AREA NETWORK I 
I 
I 
I 
I 
I 

I ___ I __ 
UNIX HOST I 

I 

I 

I 
____ I ___ ...,... 
I DATABASE MACHINE 
I 

PLATFORM 

I 
I 
I 
I 

'·-----~----- --------' 1 __ I __ 
I CARILLON I 
I I 

I OCEANFRONT 
I _____ _ 

UIS ARCHITECTURE 
THE USER'S DREAM 

(P81:19) If we continue with this trend, the 
Community and Backbone Networks merge. It may 
be, however, that this is more a Utopian dream 
than an achievable goal, though it must always 
be our aim to make the network appear to the 
user to be one cohesive whole rather than a 
set of mazes to be negotiated only with 
skilled navigating. 

f,'J"!l-•o.; 

Apr 83 * CRYPTOLOG w Page 13 

69tl¥lBE!FflM:i 



4019695 69UfIB6Wfl:'tJ,, 

US ER COMPONENT USER COMPONENT USER COMPONENT 

I I _____ ! ___ _ 
COMMUNITY NETWORK 

I 
I COMMUNITY COMPONENT 

------'' I _I I 
I I COMMUNITY NETWORK 

I '-----...,---____ !____ I 
COMMUNITY COMPONENT I 

-'--1 GATEWAY I 
I I 

-~-- ----------'------~--~---/ BACKBONE NETWORK -\ 

\ I 

---'-----GLOBAL COMPONENT GLOBAL COMPONENT 

MANAGEMENT COMPONENT 

tf'6tffit Clearly these phases will overlap 
considerably so what we actually end up with 
is a configuration more like this one; the 
elements of the previous slides can still be 
seen as individual entities however. 

~ A new element, one which is vital to 
UIS but which I won't say much about today 
(mainly because we haven't defined it very 
well yet), is the Management component. This 
is where the system is monitored, controlled, 
and kept heal thy. Al though shown here as a 

single box it is likely to be a fully distri
buted function (when we can figure out how to 
build it}. 

(F0!f8) A typical UIS Community will look 
rather like this (below) • .As well as the ele
ments described so far there will be special
ized User Components supporting Graphics, 
interfaces to dedicated Office Automation net
works, and local print facilities. This is 
just a redrawing of the earlier conceptual 
slides with some real names on the components. 

" :5Pt.0.1~~1lP:.b" 

PU~~noll.. 

QOf'-IMU rJ l T" "/ 

CoMP o t-> £.ur 

·- :....::· -=============--::::: .. =-=·--=--~ 
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~ , .,_,,,: l f"t VE' 

coMi'~Li< 
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TECHNOLOGY/COMPONENTS 

~ Having looked at the architecture, 
we turn to the question of why now is the 
right time to be making a big push for the UIS 
idea. Ai ter all, there is nothing particu
larly revolutionary in the ideas; they develop 
out of existing systems and the natural course 
of technological advances. 

~ The important thing at this time is 
that the technology is now becoming available 
to allow us to move usable processing nearer 
to the user in a cost-effective manner. This 
is a continuation of a long transition from 
central batch processing, through remote 
access, GTSS sys terns, and networking to the 
emerging use of personal computers. The key 
technologies needed to realize the UIS concept 
are Powerful Personal Computers and Local Area 
Networks. Community Support Processors, while 
not in themselves new technology (they are 
developing in a steady progression from the 
existing GTSSs), are essential components of 
UIS and their form and function will be modi
fied by the increased use of the PPCs and 
LANs. Global Networking we already have and 
will need to exploit and expand to support the 
UIS method of working. 

~ Let's now look at some of these 
technologies in a little more detail. 

TECHNOLOGY/C(t(PONENTS 
Powerful Personal Computer 

e Keyboard/Screen 

e Powerful Microprocessor 

~ At least 256Kb Memory 

e 10 Mb+ Winchester Oise 

e Communications Interface/Software 

e Tempest 

• UNIX 

e Word Processor Software 

~ Data Base Support 

{1'0!16) The PPG which we can now purchase · 
for around $10,000 satisfies the definition 
given here. It is no accident that the 
specifications of the UIS Terminal Workstation 
and the Agency standard terminal to replace 
the DD7000, known and loved by so many Agency 
personnel, are so similar. 

(P8H8) You will notice that the memory 
requirements (both main memory and back-up 
storage) are large--some people say too large; 
this is a natural (and relatively cheap) 
response to the information explosion. We 
have never had enough storage on any computer 
(and probably never will have) but at least 
the responsibility for the organization of 
this storage is totally with the user. 

-(iouo) TEMPEST is a restrictive but neces
sary requirement • 

...(.iOYe-t"As we have mentioned earlier, we are 
looking to a PPC which supports the UNIX 
operating system or something which looks very 
much like it. This will give the dual advan
tages of portability of the current TSS 
software and of user familiarity. 

~The communications interface, prop
erly supported by vendor software, is another 
key element allowing the user to access the 
remainder of his world. 

(PeHe) We are looking for an extensive 
amount of vendor-supplied software in addition 
to the ability to transport UNIX-based 
software from the GTSSs. 

(F8H8) A device such as that described here 
could not have been purchased a year ago. 

Apr B3 * CRYPTOLOG * Page 15 

S9tlHBEH1' L'?h 



DOCID· 4019695 

TECHNOLOGY/COMPONENTS 
Local Area Network 

~ Hardware is available and cost effective 

~ Software is developing 

e Tel!lpest 

(FB~Q) Local Area Networking technology 
(needed for the Community Network) is somewhat 
leas mature than PPC technology. It is grow
ing apace and many vendors are pushing their 
hardware. Clearly, this is the technology we 
need and will get; equally clear, however, is 
that we can't buy the software (mainly the 
implementation of protocols) needed to give us 
the necessary functionality. 

~ To UIS the Community Network has 
more than just a switching function; it is the 
means by which the User projects his image to 
the world. For instance, most current PPCs 
come with an asynchronous communications 
interface running at around 9.6 Kb; this makes 
the PPC look to hos ts like a dumb terminal. 
What we need, however, is to make the PPC look 
like what it is: a computer with high-speed 
file transfer and other sophisticated capabil
ities. 111e ability to drive data into the TI.JS 
without the user having to control the trans
fer is a key UIS function, needed to support 
overnight offloading of data from the more 
centralized processors, for instance. 
Clearly, this goes well beyond what is 
currently available in the Local Area Network 
marketplace, and requires changes in the con
nection strategy of the PPCs and the Hosts as 
well as the LAN technology--but it is st lll 
part of what a user considers as the network. 

--
& 

I 

TECHNOLOGY/CCMPONENTS 
Community Support Processors 

• PDP 11/70 now 

e Replace11tent Host 

e Support for 100 terminals 

e How many PPCs? 

(f9ij0) The existing GTSS has served us well 
and will continue to do so, as will its 
immediate successor which is now being com
peted for. Existing applications will con
tinue to be run but will steadily be replaced 
by applications in the PPC--these may be 
copies of the same software in the TSS--and by 
specialized processors. 

(Fe~e) Current PDP l~/70s support up to 32 
directly-connected users; the replacement Host 
will support perhaps 100. By implementing UIS 
we hope to extend the support to several hun
dred, of whom only a small proportion are 
actually using Community resources at any one 
time, thereby enabling Communities to be 
exactly what they need to be--all users who 
work together--no longer being restricted to 
the 32 terminal users of each system. 

~Incidentally , you may notice that we 
haven't explicitly defined what we mean by a 
Community. This is about the closest we have 
come. This is not an oversight. We believe 
that UIS should allow the Users to decide what 
they ~ant to constitute a Community, which may 
be as small as an individual office or as big 
as all analvsts! 

• PLATFORM 

EO 1. 4. ( c) 
TECHNOLOGY /COMPO~.NfK~ 8 6- 3 6 

Global Netwot"ks 

• Theater Networks 

• Global Interconnection 

Global Components 

~ Little ot" no change 
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fFQYQ) Global Networking is already with 
us, in fact has been for many years, and we 
see an evolutionary progression towards 
greater survivability, increased throughput 
and timeliness, and greater functionality. 
This is required for reasons other than UIS 
and will be accomplished through the use of 
theater networks and a global interconnection 
of networks. 

(F0H0) We do not see any major changes to 
the Global processors in the immediate future, 
though they will undoubtedly be affected in 
the long term as we eliminate directly con
nected user terminals. 

THE PROTOTYPE AND BEYOND 

(FQYQ) So where do we start on these gran
diose plans? 

(F8e0) The obvious place is the Terminal 
Workstation, which is what the~ will per
ceive as the interface to the whole processing 
system. 

~ I have talked about the things we 
need on the Powerful Personal Computer and Tom 
talked about the facilities provided to users 
on the user component. It is the implementa
tion of the User Component on a PPC, as the 
Terminal Workstation, which is the first real 
challenge of UIS. The PPC, even with exten
sive vendor software, is not enough. We have 
to add specific NSA software; we have to make 
it attractive and secure to store data on this 
local device and to manipulate it locally, to 
make it easier to access other machines 
(without knowing a litany of FTP commands for 
instance), and to generally be friendly to the 
person manipulating the keyboard. 

(Feee) It is not until we have done all of 
these things that we can begin to claim that 
we have implemented the User Component of UIS. 

(FQQQ) To gain experience in the technology 
and, more importantly, to be able to demon
strate that the ideas we have presented today 
make sense, are achievable, and are attractive 
to the end users, we are building a prototype 
system in T44. 

(FQYQ) We have already gained some experi
ence by using Xerox 820s, originally purchased 
as programmable word processors but subse
quently adapted by us to support other office 
functions and communications to PLATFORM. 
This experience has proven invaluable in ena
bling us to specify a much more powerful and 
flexible device for the true prototyping 
effort. 

~ 
with 

This prototype is a joint venture 

Pl personnel, who also have considerable 
experience in the use of personal computers. 
The intent is to bring in up to 12 Powerful 
Personal Computers and turn them into Terminal 
Workstations, as described earlier. 

(F8!fe) We have chosen terminals made by
WICAT for use in the prototype as they fall 
within an acceptable price range and are the 
earliest models to have all, or nearly all, of 
the features we need. 

~ Under the UIS umbrella we shall also 
be getting experience with Local Area Network
ing. We are, for instance, working with TlS 
to improve the operation of the numerous TSSs 
in the basement by pooling of peripherals. We 
shall also use this type of technology to con
nect the WICAT terminals to a number of NASs 
and TSSs, such as CARONA and STEPSTONE-TQJ, 

(FQYQ) As we get these components in place 
and start to use them, we shall undoubtedly 
run into snags, so we must remain. flexible in 
our approach and try to solve the problems as 
they arise. (We have already changed our 
minds at least twice on how to connect the TWS 
to the Community level and on how many WICATs 
to buy.) 

(FeHe) This prototype, which we expect to 
have operational by August 1983, will be used 
to demonstrate the functions shown here. 

APPROACH 

TERMINAL WORK STATION 
I 
I 
v 

LOCAL AREA NETWORK 
AS A COMMUNITY NETWORK 

I 
I 
v 

EFFECT ON TSS & ITS 
REPLACEMENT--C<MMUNITY CCMPONENT 

I 
I 
v 

GLOBAL CONSIDERATIONS 

(P6\i6) Within the WICAT we shall demon
strate Office Automation functions such as 
Word Processing, memo generation, and. calendar 
and phone directory maintenance; some CA 
applications taken from existing PCs; and 
parts of some TA applications taken from the 
PINSETTER suite. 

~ Our means 
user-friendly is 
approach, with the 

of making the terminal 
to use a menu-driven 

user prompted for the 
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minimum amount of information. On our exist
ing Xerox 820s, for instance, we perform 
transfers to and from CARONA through a NAS and 
only ask the user for the file names on each 
sys tern and his CARONA password--rather dif
ferent from the FTP sequence needed if the 
user is sitting at a dumb .terminal. 

(F9SE'l) Networking applications will include 
electronic mail (messages generated on the 
local TWS but distributed using the existing 
software in the TSS)' and dissemination of the 
TA files to the individual analysts. 

~ Additionally, the prototype will be 
used to investigate some of the areas which 
are less well defined, such as: 

• distributed data;. 

• extension of TWS power; 

• new applications; 

• use of new technologies; 

• management of users; and 

• protocol issues. 

(F91!l9) Some of the specific things we have 
in mind for this further stage are: 

• How to use the Britten-Lee IDM 500 Data
Base Machine as a specialized Community 
Component; 

• Alternative 
Xerox 860s 
Automation 
Graphics in 
of Jerkin); 

User Components, 
and Stars under 

program and the 
support of A21 (as 

such as the 
the Office 
AYDEN CORE 
a prototype 

(F8l:l8) Most of the other items on this 
slide are in the nature of a wishlist at 
present; they will become better defined as we 
get the things from the previous slide imple
mented and have more resources to devote to 
the investigational, rather than demonstra
tional, aspects of the prototype. 

(FQQQ) Having concentrated firstly on the 
outermost layer (the TWS), we intend to move 
steadily inward to implement secondly the Com
munity Network using a full-function Local 
Area Network, as described earlier. This will 
greatly improve performance and flexibility 
over the existing point-to-point connection. 
The effect on the TSS caused by these develop
ments will be the third area to receive 
attention--by the time this happens special
ized processors will be maturing, applications 
will be moving out to the TWS, and greater 
functionality will be available, thereby 
allowing 

a signif_icant step forward to be made. 
Finally we shall see if there are any effects 
on the Global Network and the Global Com
ponents. 

(F9l:l9) In parallel with this mainstream 
development we shall be studying the problems 
of access, security, accounting, control, and 
other management implications of an increas
ingly distributed environment. 

SUMMARY 

41'QIJ9)-In closing, I should like to return 
to Tom's origin~! questions. 

What is UIS? 

~ Well, I hope we have explained the 
Concepts, the Architecture, and the Components 
sufficiently to answer this question • 

Why should you care? 

(F9l:l9) You should ca·re because this is the 
way the Agency will be doing its business by 
the end of the century, and if you don't want 
to get left behind you should make sure you 
have your UIS personal computer with its con
siderable local computing power and practi
cally limitless communications ability. 

What is UIS good for? 

(F91:l9) Our answer is that it is good for 
everything which involves a person, and one or 
more of : data, computing, or communications. 
If you didn't recognize anything familiar in 
the scenarios Tom went through, you are prob
ably in the wrong meeting. If you recognized 
more than a little of what you nee.d to do your 
job, then please watch as we try to answer the 
question more accurately and in more detail by 
gaining experience with real users and with 
their reactions to the prototype. If you can 
see immediate, useful, and powerful applica
tions to your work area, please give us a 
call. 
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P.L. 86-36 
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S'. L . 86- 36 

' ' ' 

Abdul and Kia 40 Tank.a; Aug 75; Mason F.O. 
.Aboot the NSA StG!.NT Sumiary; Ma,...v_._.76 .. ;_l ___ I 
Accentuate the Neg~tive; Apr 78;l._ _____ _.I 

nie followin& cu~ulative index of CRYP
tOLOC (Vols. l through IX, 1974-1982) is 
in three parts, and is being published in 
three aucceaaive issues, by author, by ti
tle, and by keyword. Itet1a in ioultiple 
i aaues (February41arch 1975, ! or example) 
are indicated by t he first month ( i.e., by 
Feb 75). 

Apollo-Soyu~ teat Project; Dec 76; 1 J,£, .._ __ __, 

the Apoatrophe : Some Thought's; Nov 74; 
All Approach to Callaign Analysts; Dec 74; 
. Ja·ckson W. J. 
Are We Waating L1ogu1st1c ti111e?; Hay 75; Irvin 
M.R. 

Aa I Waa Say1ni l'Wo Yeacs >,ao .•• ; Jua 78; 
Pattie H.f. 

ATA Letter to Pre•ident Carter; Apr 78; 
Tinaley R.L. 

Atteotioti Authors and Publicity Cbairmeo; Mar 
82· . 
Att~ntion Hilita~y .. Traffl c Analys ts; 'Har 79; 
An August Baudy; Aui 79 ; 1 l 

I !Sep 77; Pratt 
b.C. 

Autornatioo of a TA ~oceaa; Oct 7S; Kurphy t. 
-P.L. 86- 36 

Agency SulllMr Language Study; Dec 78; Buckley 
D. ·P. L . 86- 36 

A.G- 22/ [ATS: A Vie;w ,Fl:OIO the Bi-{dg~; J un 7 7; 
I I _..·----... 
AXT; Apt 80; EO 1.4. (c) 
1./k/a Sam; Dec 78; Meyer W. P. p L 86_

36 Al Ballon!, 6d1toc; Sep 77; A.J.~~ 

Al Salloni, Editor; Jan 79; A.J.s. · 
Al 1 l Evel" Wanted To l<nOY About DES; Aug 82; 

· Back to Square One!; Oct · 78 ;IL------' 
'Back1.ng into Language Acqu1.s1.tioo; Nov 77; 
I I 
The Baltic encoders ; Jun 79; Reiskf~j.~ · ~~~~~ 
Basic l?atterns ofl !Codes and'°-dtphe-t'11; 

Feb 75;1 I 
I I 
All 'ffie llilgatoca Aren ' t Oo Sport: Shirts; .Jan 

Between :rhe l:.t.ne.a of You11 Performaru:e ... 
Apprai&al; Jan so;! . I . P.L . 86- 36 

82; 
·Anulteur S read Spectrum· Jun 82· 

Nov 77; .__ ___ .....,.._ 
'"'An- al,_y_.11_t _a _o...,..NSA, Arisel; Jan 80; I 
And-a You Bf.tta Rave Hotl-vaysh! ;_ O_c_t - 7'""8,...; ... 

I I 
Another Cipher by •• • ;Sep 76; ! I 
Another Coottoversial Book on Artiflcial ' 

Intellt.geoce; May 77;1 I : 
Another Lset Word on IATS; Sep 77; 1 

P.A. ...____,......,.~ 

Another Source; Oct 79 ;I !. 
A.II.other Word oo AG-22/IATS; Oct 76;\~i--~ 

M.A. , 

The B.1..hle an'd the Waahtngton Monument; Sap 76; 
Snow o. 

IMar 77;0 
._,,..___,,...,....--.,...----,---· Jul 17; · 
Bookbreakere Foru111.; Jun 78; . . P . L. 
Bookbreak•r& Forum; Apr 79; 
~ookbreakera FoC'U,81 On Machine Aids; Af>r 82; 
I I 

~I ---------------~µul 77; Buck s.a. 
The Bucky Ba.lance; Ju~l:........:.7..:..8.:.; ..!::! =:::::;---_.... 
Bust Ans..,er; May 82; .. I ____ _.! 
But lt 1oolq Like the Real Thing; Dec 76; 

I J -----But Life t~ Supposed To Be Hard; Mar ~2;1 J. L-_ _... 

I
Answgr to Can You Hake Out the Na>e!~'- Ap~ , 75; , 
. J But, Kr. Boak, Did You ~er"try to Get Rid oC 
Answer to 11\ree Holes; Har 78; One in a Kurty?; Apr ' 79; D.H ~.w~ • .._ __ ___, 
A.o•we.r to 'Vexing ... · P,r_oblem'; Nov 76; :'l14aoi:t "But Why Do We 'Do It 7; J~.n .78 d 
f,Q. . ' . By- Lines Don't. Cos~--They Pay '"!,-. ""'F""e""b- 7"'8_; _, 

Answer : AA Oid t>Toble•; Oct 82; L-1 _____ ... J_ _ Molltck J.J. 

·'fp·:· L . 86- 36 
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P.L. 86-36 

:"':. .. 

CAA Nevs: What Ever Happened ~o th~· CM.?;_ J..;l 

11;1 1 .. " ; . .; 
CM Nel05 : 'What Are !hey Up . to Any.way.? i .. ~u.g , 7 7; 

CAA News : Whom?; Sep 77 i I 
CAA News; Oct 77;rl ................... __ ...,..I_. ------' 
CAA News; Nov 77.; . ._l __ _,.--.,....-L---~ 
CAA Message and News; Dec 77~~----__, 
CAA News; Jan 78; w.g.s. 
CAA News; .Feb 78.; ·w. E.S. 
CAA News; liar 78; W.E.S. 
CAA News; Apr 78; w.E.s. 
CAA News; May 78; W.E.S. 
CAA Ne'WS; Jun 78; W.E.s. 
CAA News; Jul 78; w.E.S. 
CAA News; Sep 78; W.E.S .. 
CAA News; Oct 78; W.E •. S .• 
CAA News; Nov 78; W.E.S •. 
CAA News; Jun 79; 

~.L .. 86-36 

CAA News; ·~Y ?9; --------. 
CAA Ne"!'s; .Aug 79; .__ _____ __. 

. CAA News: Conference on .Com~unications 
Analysis; Oct 79; .....,,......, ____________ __,I Har '77 ,.· c=J 
D.A. • 

Cal ling Al l SR.As ! -- ~RA S ympos.1~ :" tt.S ·~·%L '.36 
I I . ... . ,.. . 
Callsigns and WARC-79; l1ay 78cll 
0A"IINO News; Feb 75 J I 
The Case.for COMINT ~eaders; Jan 75;1 H.C. .__ ___ __, 
Case a Double Shadow: The !ro1an Horse of 

SIGINT; ·NOV· 78; I I 
Celtic Languages .Today; Jun 78;rl-----~ 
Central Research and The Paper Blob; Nov 82; 
I h . · · · . . 
The Chang 1ng Face of. NSA; Jan 7 8; '·Anon.: 
Chapenko, Shapenko: What Difference Does lt 
Make1; .May 79; I I ... : . 

Characte r Building in the People's Republic of 
China; Oct 74; .__ _______ __, 

Check Your Morse Front-End A.q.gnl'Oe'n t; ,Nov 76; 
~Anon .' 

ID~c s2;I 
~C-h_o_o_a_e_Ye_l_;-May 77 j~..._ ______ _ 

C!RC: . A.o lnt.elligence Data Sa~e; Jan 8.0J 

I I 
CISC News; kar 791 
CISl News: Spring Conference; Kay 79; 
CLA News; Har 78; 
CLA News; Sep 78; 
CLA Ne1Js; Oct 79; .. 
CLA News: Sydney Jaffe .\Ward; Jan 80; 
CLA News: Russian lnetltute; Feb 79; 
Clartty, Thy Nam~ ls Ql,lalifier; Nov 76; 
Mollick J.J. 

Classic Cables; Apr 79; 
Classic Cab le s.; Mu 7 9; 
Classic Cables; M.ay 79; 
Classic Cables; Apr 81; 

''1? .L· 86- 36 

Class.if~cation Col:~er; ·:.JA)l . 7.J'i ...,I_....,..,.... __ _. 
l'Jassjf1c:r·10, .. ·Corner: XCDS-2i'. Sep 77; L - - ... ·... . " 
Class 'I.Heat ion Cqrn~.r : A B,igg~r l'.·~c.ture; Oct 
nd I . . . "· · : · . . - . . \ \ ~ ' . . 

ClnsU t.capoo Corner: ;Who Sai~\?; Qct 77; 
I I.' . 11 '1 • \ . . 
CMI News· .Jan .79· /' ! 1 \ 

CMI News; Aug 79; I I \ . '\.r-_.....__..., 
Codeword or COM INT Cfiannels?; MaY, 75 d 

H. . I. t ~-.-. --~ 

C~~trt loo-fomportt'rA is Not for "Everyone; Feb 

Coming Some; Jan 80; I EQ 1 . 4 . ( c) 

fOMINt Analyis o~ .. lsep 7fi~ L. 86 - 36 

The C01'1IN! Cbat11 :can8: ~ · Feb 79 ~ I 
COMINl', COMSEC, and" ~ilbert 's Tenth; Jan 78; 
I I .. · 
COM1NT tn the Russian Navy, WWII; May 76; 

I I 
A Carom Cbange at Ramasun Station; Ap.r 75; 
I . J . 
Cornments OI). ·AG.-22/IATS ;. Jun 76; 
Com0tents on M;-2"i./.IATS; Jun 76; 
Comlllen.ts on AC-22/lATS ~ Jun 7~.; 
Comments on AG-22/IATS; Jun 76i 
COTI11l!entl' on AG-2 2/IATS; Jun 76.; . 
Col1llllen ts on AC-22/IATS; Jun 76 ;' 
Comments on AG-22/I.ATS; Jut;t 76 ;. 
Comlllents on AG-22/IAT.S; J~n ·76; 
A Collll'a rt so ti 0 f IQSA. and ATA c~·~t"'" 1_,f,...,i __ c_a_t"""i -on __ __, 
Standards; 'Mar.76; [ . 

Compy te r-Aj d ed Iransc r 1 pt I oof · .. I 
I ! Apr76; I I . · .m :I.4. (c ) 
Complrtec: Networ'k Resources In C5; .Aug P/'5f · .. 8 6 - 3 6 
Comp"rer O;er;:lnt System Vul-necabilities; ' Mar 

79;1 q .: . 
Coll!l>u-tH·&neLINr ari4 I~la.,;,etry Business; 

Jun 76 :1 I · P. L. 86- 36 
Computers, Cotnms, aod Lo~-Cr~de Ctphers: The 

I 00 i . 4. ( C ) 

10cc zs :1 I e. L. 86- 36 
A Computer Scratch Pad at Home or at ,'Work?.: 

Ju.a 78 ~ I. · . 
Some Reflections On The Reality of .Computer 
Securi~y; Juo 82; Hanyok R..j. · 

COMSEC Challenges; Nov 82; .__ ____ _ 
COMSEC Famillartzation: Do You Need lt? i Jun 

75; . 
COMSEC/SICINT Relation~; Apr 79i Boak B.C. ~ . 
+coooces Bien la Geogra~ta?; Apr 78./;f l 
Buman ·Factors . Corner: Consumer v.a. ;¢5!11Puter: I: 
hview; Mar 82; I I '· 

Contemplating Coroput1ng; \Apr 77'; ....-----~ 
Con ti nui.ng Pr'ofessioaal1za t ion;' Oc~ '78; 
I I . . 
Contl' tbut tons SolicHed; .Si;!p 74,; . 
Convers'a.t ion With 8 Mk rogr.aphi<:s. . Pioneer; Oec 

· . 11;r I "· , . 
conv\:f'.aation wno a s&okbt-eaked; May 76; 

'Anon.'· 
The Costs of Mudd Ung Through; ·1%v 82; Gould 
R.£, 

Covertenus; Apr 75; Filhy v ;·~. " 
.:'.f} 

P.L. 86- 36 
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\ ·,:,.CC"yptanaiys1$ and Code Recovery; Sep 74; 
~" \~untjoy K . .--------. 

, C,~pdc Crossword; Nov 8l; ~-----..,! 
\ Ct)'.p.~~c Crossword; Mar 82: ._ __ ,,.......,... _ _.! 
AP~tA. 82 ·and ICC-82: Ne~ Crypto Devices; Aug 
ai;I \ .·· . I 

CRYPTOLOG Index for 1974; Dec 74; 
eatPT6i:Oc ' rndex . for 1974; Jan 75; 
CRY'PTOLdG.. Index for 197.4 - 1975; Dec 75; 
C\YPTO'COC\Iud~x for l 9 77; Dec 7 7; 
CR.YPTOLOG-. lndex for 1978; Dec 7 8; 

\ . 
CR.YPTOLOG. 'A '~e._tter of Io.t roduc tion; Aug 74; 
Wolff R.E. \ 

CRYPTOLOC Numb~l'i ng; May 82; 

'l;'!ie Oanang Proce~sing_ Centei::: Oct 75; I A;.. \ ...._ __ __. 

0,;.~a an!f Definitions: ~Hing Things by Their 
Rightful Na111ee; Noy '74;1 · I 

Di;ita Field Naming/Codt'n.s ·conventiooa at NSA; 
.Js'ti 82; · 

D~'1:• l'low--challenge o.f 't.he" .1980s; Apr 80; 
p,ji~Uips c.J. " " · ·. ... 

Data. Security and Human· Error; . Oci: 78; c:::J 
J~ . . . 

Da~f i. Staodarda Centeq Nol( 7l3; Patt!e H.T. 
Data \Standards Wi thout Tee .. rs ; -. Feb . 79; I I 

p 'Qi \ 
Da~~·'.Standards Without teat~: A· Com10ent; Mar 

791;'1 ; I 
Data Stands rda WJ. thout Teeth; · ~u~ · _19 ;"._I __ _. 

P.Q. ' 
Da tfp.g: Game; Jul 77; WU liains o· •. a, . , 
Develop~eot and Correlation of Ihdlcators; Dec 

82; . ' 
DESKPAD: A Progralll.lllerB's Tool; Nov 7S;c===J 
H. 

The Devil's Dlctlonary; Feb 75; 
DI:A V1deoc88ette ProgC"am; Apr 8l; 
DIALOG A~ailable at NSA; Aug 77; 
A Dialogue 6etweeo Ms. Uaer and Ur. Analysis; 

Nov 78;1 I 
Diego Garcia? What? Where? Why?; Nov 74; c::=:=J 

G.A. 
Director's Me1110randum: 'MAROON SHIELD 
Guidance'; Nov 77; Inman ~.R. 

The Doctor Is ln(capable ·of Diagnosing}; Sep 
77; Chauvenet L.R. 

Doea Anybody Here Remember PURPLE?; Dec 82; 
I I 
A Donkey in Your Wl!AT?; ·Har 78;1 
The Do Xa Pads; Oct 7S; Wiley a"".-----

Early Days in HSA Computing; Aug 77;_1 ~~~~ 
L.R. 

An Early NSA Proposal for Satellite Remoting; 
Jan 78; Horo J .E., Nolte W.H. 

Rconomic Iotelligence: 
Oct 81·; I I 

Problems and Proapecte; 

Emitt er !dentif1cat1on Techniques; 'May 79; 

lgulp111ent l1nteoaoce on ABN'ER.; Jun 78EO 1 . 4. (c l 
I I P.L. 8 6-36 

I I 
I Dec 77; I I 

.. .. 

Bscebllsh111ent of CS I Newsletter; uec 15; 
An Evaluation of a Scientific Chinese Machlne 
Tr ans la. t.1on ; Jun 7 6; I I . 

Eveo a 5-yea(-old Child ••• ; Oct 74; 1etrault 
E.W. 

Executive Orde( 11652; Jan 77; 'Leiner' 
ExeC"ciae Suppor~; Dec 81:1 I 
EXPERT; Jul 79; ! I 
£xplet ives Deleted: Gloee1ng Over a Glossary; 

Feb 76;! I 
Expletives Deleted?; Aug 77; Salelll!lle ~.J. 

l 
'l> .L. 86-36 

Fairbanlc.s oo English; Kar 79; Fairbanks s. 
The Paithf ul 1!.cho--The Role of the State 

Depstt111ent toterprete·r:-; Feb 75d . I 
Pear of Testing, and Vhat To Do Al:>out It; Apr 

79;1 I 
Feeding the Germans Misinformation (Book 
Review); Oct 78; Filby p.w. 

A rev Thou3ht a on the NSA Linguist; Mar 7l• 
' Anon. ' 

Fi.rat Lady of Navy Cryptology; Feb 78;1 
R.P. L-~~~ 

A Pi~ for the Language Problem?; Aug 75; 
I I 
Flag-Waving Programnier; Dec 74; John G. 
Pl88hl ll5th SRI Located!; Apr 77; Salemme 
A,J, 

Football and Cryptology; Jan 76; I I 
Foreign Publtcati!l)lll ff~~~ot Prograw; Sep 

76; Ltnk L. 
Formatting PL/l Source Code; Nov 78A K.J. .._ ___ __. 

The Prench(fried} Connection: Gino the Genie; 
Dec 76; I I 

The! fiystem.;Feb76;r I 
Full or Broad Spectrum ~!ghtlng; May 82; 
I r . 
The Future of Cryptanalysis; May 78; Lutwiniak 
w. 

Futur.19t1c Repoc-tiog; N~v,, 8.1 ;._I _____ __. 

P. L . 8 6 - 3 6 ~~01. 4 . ( c ) 
P . L. 8 6 - 36 

Gary's Colors ; Sep 741 Garofalo C.A. 
Gayler - AMS, 1982; Feb 82;j 
GeaC"s of the Mouth; Jul 79; Lai:--a~r-e-y ....... o-.--' 
Geographic Trivia; Apr 80; 
Glosearies versus Dictionaries: Which Should 
It Be?; Peb 75; Gurin J, 
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{JQJ.,den 01.die: The Management Survey of the 
\Ph}lharmonlc:; Aug 74; 

• GOlCi.an Oldie: King Euayb and Queen D.eodi; Sep 
74:1 I 

.Gotden Oldie: An UnoHicial Glossary of Weasel 
· Words; O.ct 74; 
Golden Oldie: Establishment of Molecule 

': Supers eries; Feb 7 5; 
Golden Oldie·: SIMP Tables; Jun Ts; 
Golden, Oldie: .. Blue Russian; Nov 75;1 J.F. ...._ ___ _. 

Golden Oldie: H:i:dde.n Losses in COMINT 
Production; Apr 76; Gould R. E. 

,Golden Oldie: The Things They Say; Nov 76; 
Miller O.E. . 

Golden Oldie: Analyzation of Data; Oct 77; 

I I 
:Col~en Old~e: Unidentified Unit at Unknown 
· Lo~ation; Jun 78; 
Golden Oldie.: On First Opening Keoney's 

'Statistics';; Jan 79; Mountjoy M. 
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NSA-Croatic No. 27; Jul 79; o.a.w. 
NSA-Crost1c NO· 28; Aug 79; n.a.w. 
NSA-Crostic No. 29; Oct 79; o.a.w. 
NSA-Crosti<: No. 30; Jan 80; O.H.'W. 
NSA-crostic No. 31; Apr 80; o.a.w. 
NSA-Crost1c. No. 32; Jan 81; O.B.W • . 
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NSA-(;rostic No. 33; Apr 81; O.H.W. 
NSA-<::roetic No· 35; Oct 81; D.a.w. 
NSA-<::rQstic No. 36; Dec 81; D.H.W. 
NSA-<::rostlc No. 37; Jan 82; O.H.W. 
NSA-Crostic No. 38;·Feb 82; D.tt.w. 
NSA-Cros~1c No. 39; Apr 82; O.H.W. 
NSA-Croetlc .No. 40; Hay 82; D.H.w. 
NSA-<::rosti~ Ho. 41; Jun 82; D.H.W. 
NSA-<::rostic No. 42; Aug 82; D.H.W. 
NSA-<::roet1c i'lo .. 43; Oct 82; o.H.w. 
NSA-Cro&tic No .. ·44; Nov 82; D.tt.w. 
NSA-Crostic No. 4·5; Dec 82; Dawson R. 
NSA Promotion Boards: How They Work; Aug 
I I 

79; 

JS4'n S•rntn] for Grading Translations; Aug 76; 

'!>' ,L . 86-.~6 

E'O J... . 4. ( C) ·. 

EO l. 4 . tg) 
P. L . 86- 36 · 

An Objective A . to.sch to Scor1.~~ Trans lat1oos; 
Mar 76;......., __ ..,....._..__,~ 

Objectfve at s act on Score.: Collection 
Performance; Nov 77; .__ __ ..,......,....,..:....___, 

· An Octobet Overlap; Oct 74; .._ ___ ..,,,_ __ ..., 
,Anawer to An October Overla Nov 74; J.e:. ' ..._ __ _, 

.E0 1. 4. ( C ) 

P . L . 86- 36 

The Oldi l·sectlon; Dec 74; . ._I ___ __, 

Old Phone Books Never Die; Mar. ·52 .
1 

Nolte W .H. 
An Old Problem; Aug 82; . ._I ___ __._ 

Old Russian Manuscript . Ciphers; Jun 77; 
I I · 
Im Old Ti111er Is Ooe Who: N.ov 82; ._I ____ _, 

Oo Being truthful; Apr 76; Gaddy o.w. 
On Coming of Age at'NSA: 'Coofeeeioos of an 

Ex-Linguist; Aug 79;.__ ___ _. 
-Going On-Line 'Wi t.h I.rifoTIDat ion 4..1.de; Dec 82; 

Curio J. . · 
One Day in Danang; Apt 76;._I _.....,.___, _ __. 
One Chance in Three~-But lt Worked; Oct 75; 

; Gerhard W. . . 
;OPELINT Ia Alive and Well In B Group; Nov 81; 

I I . 
or81 Report{ng:·A New Challenge for NSA; J\pr 

. 1s; I I 
Overheard in· the 8urnbag Line; Oct 78; 
Over.heard. Whi.le. 'standing in the Burnbag Line; 

Apr 82; · : · 
,:An:::...::Ov~e.:.rvi.:..':.:e:.;W:.....;:O;.:f_· .:.Pr.:.;:;.O Ji1,,;e:.:C:.:t:.1!-r-_ __.I Mal' 7 7; 
.~!~~~~~~~~--' 

p 
J .Pa.r.i:..n'ers in the Exci Ung Tutu re of S IGHIT; Oct 
J .7.J} Rosenblum B.E]i---------. 
J Passwords; Dec 82> ._ ______ _ 
{. The Internal Performance Evaluet ion : Friend or 
f~~:' Foe?; F'eb 82; I j 

t .L.' 86-36 

'~ . L. 86-36 
~ 
~. 

The Pe(ils of Being a State Departmen~ Jnter-
p:reter; Oct 77; 

A Personal Conunent on Wlpterbotham's 'The 
ULTRA Secret'; Dec 75;'T1l~man J.H. \ 

rersona I Comouter Application; Apr 82; ; 
~L ______ __.I I 

A Personal Computer: A Curre t Cr analysis 
Support Tool; Har 82;.__"'r':,...... ___ .._ _ __, 

A Personal Footnote; Ju~o_...-.Z~·.._ ____ .....,_, 
Plain English; May 77; .__ ______ __, 
PLATFORM: Row Did You Say That Works?; Dec 81; 
I I 
The Poet's COrner; Apr 81; ....-------.... 
The Polyhedral War; Hay 77 J Dieeso M. ..._ ______ _, 

Postscript to 'D.at.1118 Game'; Aug 77; 

The PPC Ia Coming I ; Nov 81; I._, _____ ~ ........ 
j j Jun 78;( 1 

The ·Prebendary and the Pl'opheL. teo 10,choo 
R. 
~~~::;~::ts ip Dtre: Holes; Apr 78;

1 
Con1111unicat Ions; Ang 7'5 ;·[._ ____ __.! 

J>rofessionallting in Computer Systems; Jun ZS; 
I I 
Progrese-1: I 

Sep 78; .. ,__..._ __ d.-------------' 
Project CARB.IAG~ :~·r.ldwide HPDF Modernization 
Plan; Sep 74; Webster J.~~ 

Project KELIPAD: Im Epitaph; May 79;j H.L. ....__ ....... ,...__ 

Project SYMBIOSIS; Jun 75; 'Aooti.' /P.L. 86-36 
Project UTENSIL: The ODO Data . 
Dictionary/Directory; May 78;-j --. ;;..._ __ j 

A Proposal for Calendar Reform; Dec 74; Leahy 
P.T. .. 

.. A Proposed Cure for the 'Perfoi:ina:nce 
·. Syndro1De'; Mar 78; I . I':. 
K Proposed Cure for the Time-1.n-<irade 

sY.ndrollle; Nov 77 i I r P. s~; Feb 79j,....._.._._......,r:::::::::::::::::: ______ _ 
Ps chin the Code Clerk 

..._ __ ..,.Apr 75; Callimahos .. L_._o_. ___ _ 
To l"ull ·a 'Ponyal' ;. Mar 76;.__ ____ .... 

e
n~tuat!On: More Than Meets The Eye; Aug_ 79; I . . -P.L. 86-36 
r ty o the Russian Langua e--Slavo biles . 

vs . Westerof2'\'ra; Noy 74; \ 

Pursuit of the't I Mar 79; 
E.L. .__ __ ___, 

Puzzle: Stink.y Pinky; Aug 74; P.L. 86-36 
Puzzle: Telephone Directory; Aug 74; EO 1. 4. ( c) 
Puzzle: j !Oct 74; 
Puzzle: Secret kessages, Military 
Cryptanalytice'; Dec 74; .. · 

P.L. 86-36 

~::t:: ~~~!:::sc;!~~;d~~r~!~ ~~~:1:7:4:;:::::::: 
a1zzle· C,~ You· ~ake Out the Name?; Feb 75; 
I -
Puzzle: Rov Many Words in 'CRYPTOLOG'; May 75; 

Puzzt~ ~ I Jun n:._ _____ ..,. 
Pu~:tle: CRY-PTO-LOGrolling; Aug 75; EO 1 . 4. ( c) 

P.L. 86- 36 
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Puzzle': Match Them Up!; Jul 77;,_1 ____ _. 
Puzzle: Three Boles; Feb 78; 
Puzzle: lolbo 'and Whom?; Oct 78; ._I _____ _. 

Q 
Qi:!estions Jn Search of a PQE; Dec 82; 
I I·-

EO. 1. 4. (<;) 
p. ~ - 86-36 

___________ _.Jun 79;._I ____ _. 
~.R. 

RAPIDTRAN'·:! 
·1 . I Ju1 15;1 
Readers' Survey; Mar ~79 .. ;-D-."'"H-. w-.--
Reduct ion Ratios 1n ~icrographics; Occ 78; 

Snow o. 
Reflections aad Recommendations; Jan 79; Filby 

V.R. ; 
R~:~?~fons on a ~anelator·s Conference; Nov 

R.e.roeJLir ~oftware. Engineering; Apr 78; ~ 
J .F. 

l R.~ember; 'Aug ~2;1 I 
Replacement of the 'GUPPY Library; Feb 75; 
I L' 
Re-psycbl1ng t~e ~ode Clerk; Jul 75;._I ____ _. 
Reeear:cb tn Speec!'t Per:cept:ion (!>r. '.Ruth Oo.y); 

Aug 76; Tetrault £.W. 
The Return to. RF; Jan 79d 
Revie~ of 'Guide to Russta'""n_T_e_c_n_ni_c_a_.l 
Translation' b7 Salemcue; Feb 15;,..-1-----. 

. AE.J. 

'Review· In ·The ~Sllle of EfHctency; Dec 81; 
I ! . 
Review: 71le Ainericao Mag1c; Apr 82;1 
"R~v1.ev: What Do Yo':1 Th1n~1; :Nov 81; ,_ ____ __, 
~.e. 

'Revised !echoical SIGINT Manual lo 
·Preparation; Mar 77; 'Filby V.R. 

light-to-Left 'text SOr.ts A.re. Not Impossible; 
Aus74;I I·· 

The Roads Around Us.,.· Oct 79; Chauvenet L. R. 
irhe R<>l:t? of .t'l1e .El.~ctronic \.'arff" A4visoq 

: ! Elel'l\erit (EW'AE). of NSA; Jun 75; "' _____ _.J_, 
iRules _;for The ,Camel Corps; Mar 82; I I 

; ; c. : : ,' / .. · 
j Run 'fhiS Through Your Transcriptioo Machine; 

May 79; ... ! _____ ! 
j Russian ·Raodbook of Spolten Usage, Vol 3; Jul 

ii ~9 • -! 

. 
j 

i; J S~y lniat You Hean; Nov 81: Gaddy 1),\.1'. 
¥ }' Scr aps· from the Editor's Desk; May· 76; Sdemme 
: c ,a'..J. 

fj' 
' P.L. 86-36 

· ~~~ . L. 86-36 

Second Sightiog; Jan· 79; '0~~·~1~..__;_:_''-----. 
Not Secret Anymore; Oct 82:'1,_ _ ___,,....------' 
Secrets of the Altars~r~ Moustier 

Cryptograms; Sep 74 I . I 
Self-Paced Instructioo·: The F1,1ture. h Now!; 

Aug 74;1 , I' . 
Semantic Voids: Doo't Shoot the l):•nslator; 

Sep 76d !· . 
Seminar oo Translation Problems; Jul 79; 
Senior Military Cr tolo c· Superviaois 
Course; Feb 78;!!--____ _... __ _ 

Shell Game; Apr 82; 
Shell Game; Aug 82; ..._ ____ __. 
Shell Ga111e: Counter; Oec 82

1
· W.E.S. · 

Shell Ga111e: AJSQUE; Dec 82;. ·1"" 
Shell Caine : 'PW~ 'WHEN; Dec 82 ;I I 
Looooag Shellj Jun 82';._I _____ _... 
lhel ~ercise: A Ca9e Study in 

Special Reaearch Analysis; Oct 74; Fi~. 
Shootout at the S ICLN! Corral; Jul 79; ~. L. 8 6- 3 
p.s. 

~ ~~::t~:e:torv of Ca~~ec l?;inels; ~71.;4. ( c ) 

Ii~;; ;; ; .•oe ~~- a 6- 3 6 

r);~ttOll. 1990; Apr 1s,r . I 
SIC1NT In The 80s: 1\w'o Views; Jan ~1! 
Rtch R.E., Lutwiniak w. 

ruaaian SIClNT and Electronic. Wada~~t ?ctl!>j6 

The SIGlNT Users' Handbook or: Vhat '.s an 
ISHTAR?; Jan 75; Oliver D.B. 

S1GlNT Welcomes INKSTAND; Jun 78; 
SIC?:NT: 1990, Part Ooe; Sep 82; . 
SIGINT: 1990, Par:t T\Jo; Oct 82; . 
SIGINT: 1990, Part Three-; Nov 82; 
Sign Language; Juo 79; 
A Simple Cipher Story; MAY 76; Meyer w,p, 

I lo<:t 1~P 1. 4. (cl 
Sleep Well: Your SDO Is On Duty; DecP8!4· 86-36 

Sa."'Yer z. L. 
63 Days---The Sovie ta tn Space; Jan 76; .1 

J. .~. ---~ 

A Small Problem; Nov 78;1 I 
Snowballs On Tbe Roof; Oct 79; Filby vi.a. 
Software - Al.AS, 1982; Feb 8H . I 
SOLIS: A Vehicle in Search of an Engi~e; Jan 
79~ I I 

Some Background o{i_ the C/t Merger; Ma~ 78; 
Smith F. ! 

Some Ideas about Mechanhed t.anguage !working 
Aids; Oct 76; I I ! · 

SOllle Principles of Cover and Deception; Kay 
76d 1-. '. .. 

Some Things Never Change; Jan 81; 
Some Thoughts oo Lexicog~aphy; -Sep ~4; Buck 
s .l{. 

Some Thoughts on the Russian PQE; Apr 77; 
Clark C.L. 

Soine 'Ups on Getting ProtJ>Oted; Dec 78; I v.c. ..._ __ _... 
A S0111ewhat Larger Problem; Apr 79;._I ___ _. 
W.E. 

Source Protection: Our Agency's Insurance 
Policy; Jul 79 ;I I · . 

P .L. 86-36 
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ISQySer :rrr and . the. Ci.vu IJ'ar; Sep 78; q __ 
I _J Apr so;I 1 ......... -

Tile Soviet ~neral Staff; J ul 78; l I l _____ _. 
l lFeb 78; 

I I . 
A Sov iet View of NSA; /'fay 76; ,_..,.. ____ -., 
Speaking o f Logging •••i Sep 77; 
A. Spot by Any Other NaJ11e: Aug ~!IT'-.~--n--.r~ 

The Sta irve.l l Societ · Oct 81 · 

Th e tory o ' un 
A Story Yith a Moral; May 

Jvue.m Acqu1rc.1~ ooclllnent 

~.· L . 86- 36 
Z!\· . \ -., 

!'" \\, 

Review ; Jan 80; 

! : · ... ii . T":(!~de · Better Syste111 Development; Mar 82; 
I ·.. ·. . I 

... -~ . .....- " -- ..... , .. P.L. 86-36 

-~~afrlc . Aroslysis: Specialty Without Portfolio; 
Apr 81; ....._ ____ _. 

A Traffic Analyst Looks at CQmputers; Apr 80; 
I I 
Traffic Analysis of the Future; Jun 79; 
I 1 · 
Transcriber-Analyst Rela~ions; Kay 79; Miller 

D.E. .. -·· ..... T••·:'.;·l_>. L. 86- 36 

Tne T'ranscrtpUon Skill: ·eon~e ts and .T!la~i\~ng 
.Methodologies ; Jul 77; ' ~ \ 

Translator In Your Pocket ; Jan 81 ;..._-"l!ii_..,;jlo-. ... 
Transliteration or Cyr ill1c?; . .Jua .- 76; · G. r .....__...____. 

Tribute to the Guru; Sep .n; 'Class.1 32' 
True Base : Two Tales; May 82 ;I / I\ 
TSS Revolution; Sep 82; r f· : 
Twenty Years of transpos1tloa; AUg 75 £:::] 
J.£. 
~peWTiter Random ...... A New Look; Aug 75; 
L I 
~e 2000-XearfOld Transcriber; Oct 79; 

I Taad a Little Bit of Luck; Feb 79; 
Will 1.ains 0. H. 

T E9i~ab.lisl:1es Human Resource Development 
· : . PamU; "·Sep· 78;· 
<1 · t-vis·t~n; _:rile Reference l\n::ysl's Mediu111 of 

the Future.,; Jan 79; j __ _ 
EO 1. 4. (c) 
P·.L. 86-36 u 

TA, 8amj:p1a ide.n of CA; t--""'l'i""'a"'y,....,....,,..;-.!. son 'F .Q. 

lA hup 11£at 1oi:r9 of FCC Proposal; May 78; 
... I .. 

ac-:,tlcal LauBua.ge. El(plo1tat ion : A Le-sson 
Learned?; 6C:t. 75;1 .I 

I ';l'ead,her Lea(ii9.: .~ Lesson; Nov 76; .. ,-----. 
'. reaching Comp\ite.r Science To Liogute ts; Jun 
I 79; I ' \\ I 
. technical Support.". Catalogs; Oct 81 ;l 
I 'K.J. \'.:~..... ____ _. 

:A1 Brief Treatise ~O. · Five Laws of Telephonic 
\ ~01D111unicat:1oos; Mah.-.82; Nolte ... w_.M_. ____ .. 
,Telephone Prob le.qi Hei::.e ;. .. Apr 78;._l _____ _. 
>rell Me I'm Just a Sln.oblbllophobe; Jul 78; .. 
1e;J.ling It L.i.ke 1t Is; ·. Aui 77; Santi.ago--Orth 
, R~A. .. . 
TEXTA: What Is It? Where \ ls·. 1t Going?; Dec 81; 
I ~ I . 
TEx;i'A 'Word Seek'; Nov 76;'.-1-.-.-.----.1 
TDB·;.....IW:., TEXTA Da ts Base; Aug 74.; Jackaoa W. J. 
Th eL__J s em in a r Pr ogra.111: Sep n 4 I 
W.L. 

Thanks for the Attaboy!; Jan 78;L-<..------>J 
Third Part Relstionshi s· Ar 81· 

..._ _____ Sep 78; ~------..-------. 
TIDE: A Br.i.ef R.istory; Dec ,.:8::..;:1:...,i:..i,. ====:::;-' 

. ~I!~lll~s f~~i~~a~~!~~:~d 8;;1 . ..,l l.,....;......,,Se,......p....,..7""6-; _ _. 

~oo Many Gardea; ·Jul ?5;..---------. 
Tool Languages; J.ul 77.; :liurphy J .D. 
Toujoura La Politesse · (Japanese); Nov 76; Buck 
s.a. 

To Whom It May Conc~rn; Dec 78; Grant L.G. 

:·:c 1. 4. (cl 
P . L . 86- 36 

..._,~~---------_.!Jun 78;._I __ _. 
L.S. 

Uncle-a Sam Wantsa You!; May 78; .. I....,,.._...,.,,....__. 
~e 1981 Ul\jl XX General Assembly; Dec 81; 

The Uses of Elegant English; Nov 76; ._I -,....-... 

J.R. ) . L. 86-36 
The Uses of ELINI; ~r 75;!"1...,.. ___ ..._....,.....,......,, 

I JKar s2;j ·1 
Universes, Galaxies, Stars, Bars, and O~her 
Concepts; May 77; Phillips C.J, .------

UNNAI pan 75; ,_! ____ _. 

The Unseen Co-Between; Feb 78; Gurin J. 
I I Oct 77;1 l 
EO 1.4. (c) v 'F .L. 86-36 

A Vexing Agency4'1de Proble111; Oct".76; Mason 
F.O. 

Vich las R-r-right?; Jun 77; A.i.s. 
Video Encryption: .~·Report 'From EASCON 81; Jan 
s2;! I · . · 

A View of the Central Computer Complex in the 
Late 1970s and Early 1980s; Mar 77; Phillips 
c.J. 

A VIP Tour through the Attic of NSOC; Dec 78; 
I 1 · . 
VORD is a Better .Ides; Mar 79;._l ___ __. 
The 9oynich Manuscrtpt-TI!ird TI!eory; Aug 75; 
Miller D.E. 

The Voyaich ,Manuscript Revisited; Apr 76; 
I I .. 

.._~ ___________ ___.I Oct 75; .._I __ _, 
F. 

EO 1 . 4 . (c) 
P. L. 86-36 
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A Wa1l, A C0111plaint, and a Melange; Feb 82; 
Snyder s.s. 

Want to Play \ii tµ........_.......,"""" ...... ..._>Zlll.J ............. ...._ ...... .._......, 
The Warsa1o1 Pact 

, ~...,.. ___ ...._.., 
Waveguide Analysis; May 76; .._,...... ___ ~ 
We3poo That Helped Defeat Wa%ls 

(Winterbotham's 'rhe ULTRA Secret'); Dec 75; 
F1lby p.w. 

Wedding Bells and That Old Gang of l1ine; Nov 
78; Sawyer E.L. 

Well, Maybe a Sniffle or two ••• ; Feb 79; 
Pattie H.T. 

What AJ:e We About? (FraRments , Figments, or 
Wha t ?) ; Dec 7 5 ; I I 

What Ever Does 'Rowever· Mean1; Nov 77; 

What ever Happened to GOP~S?; Jan 78;._I __ __. 
14. E. 

\.lh_
1 

_a_t_I_f _t_h_e ... Linguists Obappeared?; .Jan 77; 
. I 
What Is a Coll.e.::tot?; Au~ 74.; I I 
'What ls an 1.nf0;rmat ion Research Analyst?; Aug 

77; .. I ____ ""'I 
'What ls Ctpner text?; Feb 76:1 ::J_____ 
\Iliac ls Patteni Recognition?; Dec 77; L:J 

D.A. 
What Language Problem?; May 76; Pattte H.T. 
What !-lade Th~ Do lt? (Language Self-Study) ; 

Dec 77; I I 
What Promotioo 8oards Want; Aug S2J 
llbat Should You.Expect? or. The An~~1-y-s-1s-o~f.---' 

Cryptallalysts; Aug 74;1 I. 
Wllat' lo Oo !bout 'FANX'; .Apr 80; .,I_. ____ _. 
What· a the 8e$t Locat too for the /Computer 
Applications Function?; Apr 76;·~1--,...----~1 

What's The G-Ood (Pass)Wo,~d?; Oct 82~)--. __ ....,,IL.. 
What's Wrong loCith AG-22/IATS?; ,May .76; ~1 ___ _.I 

D.R.. . ; . __ ...... ! _· -------. 
What's In a Na~e?; ~ec -76 j 
What's In a No1t-Nam~?; :~,ep~."".7""8""',~.,.1---------.1 
Wheo Censorship Backfires; Nov 75J I 
Where Oo Good Transcrt.bers Come. P·r.om?; May 79; 
I I i · : 

Where Does ~Do~· Co,e·F~o~?; Jun 75; Tetrault 
E.W. • f 

Where 'Were We?;: .J!ln 17.7; Ma~O!\ P.O. 
llhich Nu~bet~ng·S~~teo sQ,5uld We Oee?; Oct 77; 

'Asken' ! 
1 

'· • 

Which Tape Has the .Inte~ligence? Projecc 
CRISELOR; Ju). 77; Gerig' _J_. _____ ~ 

Whither the SRA?; Sep 71( . .._ _____ _, 
I/ho Wants A l"io.-otiOl)., ·Ariyway?; Jun 82; 
I I· ' 
Why Are These h9pl~ Sai'lt.ng?: May 77; 

Rarrisoo. M.A. 
Why Can't They D~aig~ a G-Ood SR Test7; Dec 76; 

Bjorklund K. f 
Why Do They Luve?.if.Jao 81; ._I ___ .,.... ___ ___, 

Will It Really D9-;-~e Job?; Oct 78; ._I ____ _. 

~-

;?. :,. 86-36 

Will the Real ELINT Please Stand Up; Apr 76; 
I I 
'il1lt Th<;iu, Angelina . •• 7; Jul 79; Fairbanks s . 
The Winnah: Ki'd Apostrophe I; Oct 76; 
Word Process 1ng In A4; Apr 82 ;-1 
Word Seek; Mar 78; I ) 
Work Quotas for Soviet Translators ; Oct 7&; 
I ...... .J . .. ..... .. ... ... ... ... .......... .... . .. . . . .. i' . L . t3 6- 3 6 
W·.W.tT"Japanese Translation at Ju:Ho.gton l E;o 1. q. (c ) 

Stat lon; Jan 79; 

The Yavn of the Co~puter Age or When Your 
Terminal 1s Tet111inal; Jan 75; .__ _____ __, 

Ye Gads! Apother Country Trigraph Syste~; J~ 
1sJ I 

Yes, Don, There ls an ELI)IT I ; Aug 76~i==:::::J 
11. L· 

You Csn't Tell the Wheat from the Cbatf 
Wt.thout a Program; Oct 78; Gurin J. 

i? . L . 86- 36 

ZBB? What In the World Is That?; Jul 77; c::=:=J 
W.E. 

W& -forgot' to 
hAvc. ot..1,.. <!P.:ffrat..o~ 
S4 \t$c:l'ij>"tlob~ fTlov~'4! 

'-Ni 1r;;;;;:11c. ~ff 

tot IAS ( 
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OVEJ1PllME"1T OF THE PEOPLE' 
6Y THE: PJISITY, * 

FOJI THE LEJIDESISHIP 

I he American student who spends a 
summer or a semester in the Soviet 
Union is usually quite impressed 
when he or she is given the cus
tomary tour of the Kremlin and is 

told about the Soviet government. It seems 
very similar to what one finds in the Western 
democracies. There is a bicameral assembly 
called the Supreme . Soviet which meets in the 
ultramodern DC}! SOVETOV, the House of 
Congresses. The Supr_eme Soviet, like the US· 
Congress or British Parliament, is bicameral 
in that it consists of two bodies: the Soviet 
of Union, to which representatives are appor
t:ioned by population (one for every 330,000 
citi%ens), and the Soviet of Nationalities, in 
which every political entity has a constitu
tionally determined number of deputies (32 for 
each republic, 11 for each autonomous repub
lic, etc). These representatives and deputies 
are elected by the cf tizens of the Soviet 
Union and they, in joint session, elect the 
Presidium of the Supreme Soviet which handles 
the Supreme Soviet's business when the body is 
not in session. The chairman of the Presidium 
is very similar to the European idea of a 
president; he has very litt:le power but he is 
the official representative of the Supreme 
Soviet and the Chief of State (PREZ!DENT), 

P.L. 86-36 

NOTE: This article was written before 
Brezhnev's death, but the situation is 
at.ill so fluid that any statements made 
about Andropov might be obsolete before 
this article gets published. 

Leonid Brel!:hnev was Chairman of the Supreme 
Soviet from 1977 until his death in November, 
1982, and his successor Yuri Andropov was 
quickly elected to the post. (See NOTE,) 

The Supreme Soviet also offici.ally appoints 
the members of the Council of Ministers. This 
is the highest executive and administrative 
organ in the USSR and its chairman functions 
in a manner similar to a European Prime Minis
ter. He is the person charged with the effi
cient functioning of the immense government 
bureaucracy and the proper coordination of the 
ministries sanctioned by the Soviet constitu
tion. Alexei Kosygin ~as the Chairman of the 
Council of Ministers for almost 20 years; 
since his death the post has been filled by 
Nikolay Tikhonov. 
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For a simplified illustration of how the 
elective and appointive processes work, see 
Figure 1. 

C011cll of Mlnislm 
Chlrm1n IPnmiul 
Cb1lrm11 ol Ministries nd 

St1t1 Co1111it1111 

Pruldi111 IPmidaatl 

S11iet of Nltlon1lltles I Snl1t 11 Ualaa 

Elactorat1 

.Sym!:Jols: >:elects 

?ig. l: The Governnent of :he USSR (Theory) 

But there are some very fundamental differ
ences between the actual operation of the 
Soviet government and the way that Western 
democracies function. One of these differ
ences should eventually become apparent to 
even the most apolitical visitor: The Soviets 
have equipped the DOM SOVETOV with a huge 
stage and orchestra pit and the use the House 
of Congresses for ballets when the Supreme 
Soviet is not in session. After three or 
four months of spectacular performances, our 
s.tudent ·might begin to wonder if the Soviet 
congress is ever in session. If he or she is 
in Moscow on a one-year program, that curios
ity would really grow, for the entertainment 

Secondly, when the representatives and 
deputies do meet in solemn session, it is to 
ratify and formally approve actions, posi
tions, and appointments that have already been 
made by the. Communist Party leadership. There 
is. no discussion or debate; still less is 
there any introduction of new alternative 
items on the agenda at the behest of the 
representatives' constituents. 

Finally, since the actual functions of the 
Supreme Soviet are so restricted, its sessions 
are very short, usually lasting only a few 
days. Thus the actual government functions 
very nicely with its official legislative 
branch out of session about 350 days of the 
year. 

The Soviet government in practice is shown 
in Figure 2. 

Fig. -:i. >.c~·Ja.!. O?:=ra':.ion of the So,.:i.et c;overr.rnent 
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The explanation of this puzzle lies in the 
nature of the Supreme Soviet's deputies and 
their duties. They are elected by the 
citizenry, but the selection of the candidates 
is made by the Communist Party and those can
didates are elected without opposition. 

~ Actual control by selection of nominees 

--- -7' ::::i Theoretical control by el~ctlon or appoir.::
:nent. 
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It would not be fair to say that the Soviet 
government is a facade designed to impress 
foreigners, for parts of it are the results of 
national experien~e that far antedated the 
Revolution. For over a thousand years the 
Russians have had a uthor l ta rian governments; 
changes , when they came, 1<1ere decreed by the 
tsar, not demanded by outraged citizens. 
Representatives of the people, when they 
appeared , came to present a problem, not to 
make a decision or demand the enforcement of 
some regulation. Lenin's contribution to this 
tradition was an absolute requirement for dis
cipline within his party. At the time of the 
Revolution thls was a matter of survival. 
Without the discipline that Lenin had 
inspired, the Bolsheviks 1oTould have soon 
disintegrated into impotent bands of squab
bling revolutionaries. 

The trappings of democracy are important, 
albeit cosmetic . They provide an aura of par
ticipation in the formalities of government to 
the Soviet ci tizen without giving him any 
actual power or responsibility. These are the 
jealously guarded prerogatives of the Commun
ist Party. 

Polllbm Sacr111rlal 

Culra l Corultln 

Plrty C11arus 

Symbols.: ___ ;..,) • elects 

Fiq. J : Thtloreti e al struct ure of. t:-ie Col't\ll'lu!list Pac t y 

THE COMMUNIST PARTY 

In theory the Communist Party structure is 
basically democratic, with the members at all 
levels being elected by those under them. The 
o fficial apex of the Party s tructure is the 
Central Commit tee, which had 319 full members 
in 1981. The administrative control of the 
Party's own agencies and operations is in the 
hands of the Secretariat and the day-to-day 
execution of the Centra l Committee's mandates 
is entrusted to a standing committee called 
the Political Bureau or the Politburo . (See 
Figure 3. ) 

In practice, however, the flow of power and 
control within the Party is unidirectional
--from the top. The Politburo is the apex of 
party control and the prime f orlllulator of 
party policy. It is a collegiate body, con
taining within itself those key government 
officials and ministers who will actually 
implement its decisions. It is the Politburo 
t hat introduces the legislation or changes in 
the Constitution that will be ratified by the 
Supreme Soviet. And it is the Politburo which 
deteTlllines its own membership and that of the 
Secretariat. 

The Secretariat is the most powerful admin
i strative and executive organ in the Party. 
Besides directing all of the Party's internal 
and external affairs, the Secretariat also 
dee ides wh ich Party members will stand for 
unopposed election to the Central Committee . 
(see Figure L,.) 

There is little chance for serious conflict 
between these two bodies because many of the 
secretaries of the Communist Party are also 
members of the Politburo and , traditionally, 
the First Secretary of the Communist Party is 
also primus inter pat"es on the Politburo. 
Oddly enough, it is wi thin the Politburo that 
free debate and discussion can intrude. The 
members of the Poli tbuco can and do elect 
their D"'Il leader; Brezhnev's fo r te over the 
years was his ability t o find consensus within 
this group. 

Brezhnev served as First Secreta ry of the 
Communist Party, starting in 1970. Therein 
lay the source of his power, for within the 
Party he was the prime policy maker , the chief 
executive, and the ultimate nominator to party 
and government positions. 

While there were policy discussions within 
the Politburo, all of the participants follow 
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the same ground rules and, by the end of 
Brezhnev's regime, most of them owed their 
exalted position to his influence. Opposi
tion, if voiced, would tend to be circumspect. 
Furthermore, once decisions were made, both 
party instinct and self-preservation required 
an absolutely solid front to the rest of the 
world and to the party/governmental structure 
below them. 

As the General Secretary of the Communist 
Party, Brezhnev did not need to negotiate. 
Everyone nominated for a Party or governmental 
position, whether he or she was to be 
appointed or go through the formality of an 
election, fell under his purview. 

With that much power concentrated in his 
hands, one may wonder why Brezhnev even both
ered to become PREZIDENT. Indeed, for may 
years the post was considered a dead end for 
careers and was used as an upper-echelon dump
ing ground where an old apparatchik could be 
deposited with many honors but no influence. 
Brezhnev may have had some personal reasons : 
he had the power, so why shouldn't he have had 
the honors too? However, being president had 
other advantages, especially in the area of 
protocol. When he was only the General Secre
tary of the Communist Party, Brezhnev had run 
into some awkward situations, especially when 
visiting Western nations; his only civil posi
tion was merely that of a humble delegate to 
the Supreme Soviet (from a district of his own 
choosing) and thus he had to go through the 
motions of deferring to the Premier or the 
·president when one of those chiefs of govern
ment was a member of the official party. As 
Chief of State, he was able to receive 21-gun 
salutes and to review honor guards without 
encumbering himself with any onerous addi
tional responsibilities. 

PARTY CONTROL OF THE GOVERNMENT 

While the domination exercised by the Com
munist Party over a supposedly democratic 
society may be abhorrent to the Western mind, 
there is no doubt about its status under 
Soviet law. Article 6 of the Soviet Constitu
tion states: 

The leading and guiding force of 
Soviet society and the nucleus of 1 ts 
political system, of all state and pub
lic and social organizations, is the 
Communist Party of the Soviet Union. 
The CPSU exists for the people and 
serves the people. 

Palltbaro 

Sacratul1t 

/ 
/ 

/ \ 
\ 

~-------------';'/ 
/ 

/ 

Party Congress 

,,,. 
' > 

Synbols: - - - ~ = Control by selection of nominees 

~ ~ Control by selection of policy 

Fig. 4: Actual operation of the Communist Party 

The Communist Party, armed with the 
teachings of Marxism-Leninism determines 
the general perspectives of the develop
ment of society and the course of the 
home and foreign policy of the USSR, 
directs the great constructive work of 
the Soviet people, and imparts a 
planned, systematic and theoretically 
sound character to their struggle for 
the victory of Communism. 

All Party organizations shall function 
within the framework of the Constitution 
of the USSR. 

This is a key article in the Soviet Consti
tution and merits careful reading because: 

1. While the CPSU is defined as existing for 
the people and serving the people, nowhere 
does it say that it is elected by or 
answerable to them. 

2. It imparts blanket authorization to the 
CPSU to direct all state, public, and 
social organizations with the society and 
to determine internal and external policy 
without authorizing any group or agency 
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external to the Party to decide what 
should be included under these terms. If 
the party decides that stamp collectors 
constitute a social organization needing 
party direction, willy-nilly they will get 
that direction. 

3. While many admirable rights are provided 
for individuals and groups under this con
stitution, the exercise and ultimate 
specification of these rights will be 
under the guidance of the Communist Party. 
Furthermore, the enforcement of these 
rights will be by agencies which will be 
under Party control. 

There can be no doubt about the official 
status accorded to the Communist Party under 
the constitution. It has been given a license 
to kill. The only question that remains is 
how it exercises this power. 

Figure 5 shows the various echelons of 
Soviet government and Party organizations. At 
first glance it would seem that we are dealing 
with two corresponding but separate entities, 
but this is not so. At each echelon the party 
exerts its power laterally to the correspond
ing governmental level and down to the subor
dinate Party organizations. 

The Party exercises its control laterally 
through a combination of appointments and dual 
responsibilities. To begin with, all govern
ment officials at the upper levels are Party 
members and are subject to Party discipline. 
Furthermore, their appointment (or nomination 
to elective office) was authorized and 
approved by the Party bureau or secretariat. 
This is the situation that obtains throughout 
the ministries and directorates and committees 
under the Council of Ministers. However, 
there are some key positions that the Party 
officials have appropriated for themselves, 
resulting in one individual wearing two hats: 
one as a Party functionary and another as a 
government official. Leonid Brezhnev was a 
good example of one man riding two teams of 
horses: he was the General Secretary of the 
Communist Party and the dominant member of the 
Politburo; he was also the representative of 
the Bauman District in Moscow to the Soviet of 
Union and, last but not least, Chairman of the 
Presidium of the Supreme Soviet (PREZIDENT). 
Within the Party, Andrei Gromyko is a full 
member of the Politburo, as well as the Minis
ter of Foreign Affairs and a member of the 
Council of Ministers. Another such minister 
who is also very prominent in the Politburo is 
Minister of Defense Dmitri Ustinov. 

Yet the Politburo is unique in its composi
tion. Its membership is completely open, both 
in number and official status. If the Polit
buro decides that someone's input is necessary 
or useful, he will be elevated to membership, 
at least as a candidate. Its present member
ship includes national, oblast, and city offi
cials. For example, Vladimir v. Shcherbitskij 
is the Ukrainian Party Secretary, Grigorij v. 
Romanov is the First Secretary of the Len
ingrad Oblast ·party organization, and Viktor 
v. Grishin is the Moscow City First Secretary. 

Also, since the Politburo is first and 
foremost a standing committee of the Party, a 
member does not have to hold a high governmen
tal post in order to exert considerable influ
ence. We have already seen that Brezhnev· s 
governmental post was quite humble long after 
he had effectively taken control of the coun
try. Similarly, the late Mikhail Suslov, who 
was in the Politburo for a quarter of a cen
tury and exerted enormous influence, served 
for years as the chairman of an obscure com
mission in the Council of Union. 

PARTY CONTROL OF THE MILITARY 

The Soviet military establishment appears 
to be similar to those of Western nations in 
that it is a ministry of the civilian bureau
cracy. It is headed by a minister who is 
subordinate to the Premier and Chairman of the 
Council of Ministers. Like all the other 
state public and social organizations in the 
Soviet Union, it is under the guidance and 
leadership of the Communist Party accordins to 
the provisions of Article 6 of the Soviet Con
stitution. 

However, there are other historical and 
social factors that make the military dif
ferent. The party, whether headed by Lenin or 
Stalin or Khrushchev, has long realized that 
the military is one organized, disciplined, 
and armed organization with loyalties of its 
own that could be a real threat to Party con
trol; for this reason they have kept it under 
particularly close scrutiny and have been 
reluctant to put the military in policy-making 
positions. While professional military men 
have been appointed Minister of Defense, the 
only one to be allowed into the Politburo 
since Stalin was the late Marshal Grechko, 
except for Marshal Zhukov, who was a member 
for a few months after Khrushchev seized power 
but was quickly eased out. 

This is also one situation where personali
ties can make discerning the tail from the dog 
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difficult. Dmitri Ustinov, as Minister of 
Defense, is officially answerable to the Prem
ier, Nikolaj Tikhonov. But, within the Polit
buro, Ustinov outranks the Chairman of the 
Council of Ministers, both in seniority and 
patronage. 

The Soviet military differs from its 
western counterparts in that the Party does 
not have its functionaries actually running 
military positions or directorates. They 
realize that such an intrusion would seriously 
affect operational efficiency. But in other 
ways surveillance, if not control, follows the 
familiar pattern. To begin with, virtually 
all officers of field rank (major or 
equivalent) and above are members of the Com
munist Party, with a significant number hold
ing elective positions in the government and 
the Party. This puts them under Party discip
line and gives them Party obligations that 
'could dilute their interests and obligations. 
A!J in the civilian sector, there is a separate 
Party organization following the military 
structure down to company level. (See Figure 
6) This constitutes a separate chain of com
mand. The man at the top, Gen-Army Yepishev, 
is accountable directly to the Politburo 
although he is administratively subordinate to 
the Minister of Defense and reports to him on 
the status of troop morale, discipline, and 
political work. 

There is always the possibility, of course, 
that the Party watchdogs might develop a cozy, 
overly sympathetic relationship with ., the 
objects of their scrutiny. To avoid this, the 
Party has built almost baffling layers of 
redundancy into its surveillance: the Komso
mols, the local Party organizations, and the 
military councils back up the military Party 
chain. The Procuracy and the Party Control 
Committees have their own direct lines to the 
Politburo •••• and keeping book on how well all 
of them are performing are the ubiquitous 
agents of the KGB (Committee· for State Secu
rity). If anyone anywhere in the military is 
doing or thinking something heretical, someone 
will be informing the Party leadership. 

CONCLUSION 

Much more detail would have to be added to 
begin describing the civil, military, and 
Party structure of the Soviet Union com
pletely: the lists of ministries and bureaus 
and committees and commissions in the Soviet 
Union and its member republics are almost end
less. The various commands, directorates, and 

departments within the Ministry of Defense are 
perhaps even more confusing. But most of this 
is simply an extension or refinement of what 
has been presented here. The Soviets are 
remark.ably consistent in this regard. 

As this article was being written, it was 
announced in open sources that Andrej p. 
Kirilenko had retired from the Politburo. 
Shortly thereafter, the death of Leonid Bre
zhnev occurred followed by the accession to 
power of Yurij Andropov. But the nature of 
the Communist Party and the way it controls 
Soviet society will remain constant; the 
offices of PREZIDENT and General Secretary 
will not change. Indeed, a basic understand
ing of this system will be even more necessary 
as the survivors and their factions within the 
Politburo scramble for power in post-Brezhnev 
Russia. Without this understanding, you not 
only do not have a scorecard; you don't even 
know the rules of the game! 
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The author would like to express his grati
tude for the advice and assistance he received 
from Marc Brenner of the National Cryptologic 
School, who read the original drafts and pro
vided invaluable source materials and who sup
plied the material for Figures l through 4. 
He also read over the original manuscript 
(prepared as a report while the author was 
serving as a Foreign Area Officer for the Army 
!TAC at FANX). 
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he user of a color graphics system 
. is frequently faced with the need to 

describe or name various colors he 
wishes to use for CRT displays. It 
is important for the user to be able 

to specify the exact hue, saturation, and 
lightness he wishes the colors to have. It is 
also necessary to specify the colors in such a 
way that typical color graphics systems can 
realize and display them. An article in the 
August issue of Communications of the ACM 
describes two color notation systems in gen
eral use for this purpose, and contrasts them 
from a human factors point of view against a 
third system devised by the authors (T. Berk, 
n al., "A Human Factors Study of Color Nota
tion Systems for Computer Graphics," Comm. 
ACM, Vol 25, No. 8, August 1982, P• 547).~~ 

A typical color graphics system can realize 
up to 4,096 different colors. There must be 
some system of description or notation, how
ever, to permit the user to select and specify 
the color that comes closest to what he has in 
mind. The notation system must also let him 
vary the parameters of a displayed color until 
he gets what he wants. Two commonly-used 
color notation systems for graphics are the 
RGB and HLS methods. The RGB system requires 
a user to specify a color in terms of its 
red, green, and blue primary components, 
corresponding to intensities of the electron 
beams that excite red, green, and blue phos
phors on the color CRT. This means, essen
tially, that the user must describe his colors 
in a way closest to the internal workings of 
the system and farthest away from his natural 
(cultural and linguistic) ways of seeing and 
naming colors. To make matters worse, the RGB 
expression 

FOR 

P.L. 86-36 

for a color consists of a triple of real 
numbers between 0 and 1, for instance [O. 73, 
0.63, Q.OS]. This is a very cumbersome and 
unnatural way to describe a color for most 
people. 

The HLS system allows the user a more 
natural way of specifying colors, in terms of 
hue, lightness, and saturation. Unfor
tunately, the mode of representation still 
depends on a triple of real numbers. For 
example, the same color used in the example of 
RGB above (a shade of yellow) would be shown 
as [0.142, 0.73, Q.93] in llLS. What is needed 
is a notation that provides the user with a 
natural and convenient way not only of 
describing the color he has in mind, but also 
of entering it into the system in some 
higher-level language so that it may be con
verted behind the scenes to the RGB-type 
internal representation required by the graph
ics system. 

Well, how do people think and talk about 
colors when they are NOT using color graphics? 
In fact, color names (and, in some cases, even 
the number of different colors distinguished) 
are a matter of language and custom, varying 
among different cultures. Some cultures, for 
example, do not distinguish green from blue as 
we do, but call the whole range of hues 
between our green and blue by one name. As 
English speakers, we take for granted certain 
specific ways of describing and relating 
colors in a kind of "color space" with several 
dimensions along which we perceive colors to 
vary. When we are talking to other people 
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about colors, we can make \lseof a large voca
bulary of specialized -~colOr w9rds like 
"beige, II "maUve~" ·.·or "magenta, II. ore. phrases 
such as ''Kelly green" or "burnt umbe.r." As 
the paint salesma·n can .testify, it is. hard to 
communicate· color changes or relationships 
accurately and operationally using· this set of 
words. ("Make it more beige." "I want a kind 
of tangerinish color but more toward the gold, 
kind of· like a winter sunset!") But· we also 
have another more logical linguistic system 
for color· descriptions using a small number of 
color names 1o1hich may be preceded by one or 

,more adjectives, e.g., "vivid blue," "reddish 
yellow," "very dark purple." In this system, 
we might say "Make it more reddish" or "Make 
it lighter'; to describe a change that would 
move a percaived color closer to a target area 
in our "color space~" 

Berk ~ al. have devised a third formal 
notation for colors, the CNS system. It is 
intentionally designed to be as close as pos
sible to the natural English method of using 
color names and adjectives. The CNS system is 
based on a color lexicon of the Inter-Society 
Color Council and the National Bureau of Stan
dards (ISCC-NBS). The syntax of CNS is shown 
below, with some sample color descriptions: 

A human factors experiment was·· carried out 
to compare the accuracy with' ·which people 
could des\:ribe colors using ·the three systems 
RGB, HLS, and CNS. The 37 subjects .. were com
puter ~cience students at the Florida Interna
tional University. An approximately equal 
number of students were taught each of the 
three systems, and then asked to give specifi
cations for 20 different test colors on glossy 
pigment samples from the Macbeth Color Checker 
Color Rendition Chart. For each response, a 
distance was computed (measured in NBS Color 
Difference Units) between the color on the 
chart and the color the student's description 
would generate. The larger this distance 
turned out to be, the less accurate was the 
description. A 3x20 two-way analysis of vari
ance found the effect of the notation system 
to be statistically significant (p<0.001). 
The RGB users were least accurate, HLS were 
next, and CNS were most accurate. 

The authors note that CNS provides users 
with. a relatively limited choice of discrete 
small regions along the three dimensions of 
the color space, while RGB and RLS . provide. a 
much larger and apparently more flexible set 
of choices·. It might be expected, therefore, 
that users would have more trouble describing 

<color name> ::~<achromatic name> I <chromatic name>· 
<achromatic name> ::=[<lightness>] GRAY I BLACK I WHITE. 
<chromatic name> ::=<lightness> <saturation> <hue> I 

[<saturation>] [<lightness>] <hue> 
<lightness> ::=VERY DARK I DARK I MEDIUM I LIGHT I VERY LIGHT 
<saturation> : := GRAYISH I MODERATE I STRONG I VIVID. 
<hue> ::=<generic hue> I <halfway hue> I <quarterway hue> 
<generic hue> ::=RED r ORANGE I BROWN I YELLOW I GREEN r 

BLUE I PURPLE . 
<halfway hue> ::=<generic hue> - <generic hue> 
<quarterway_hue> ::= <ish form> <g~neric hue> 
<ish form> : := REDDISH I ORANGISH I BROWNISH I YELLOWISH I 

. GREENISH I BLUISH I PURPLISH 

Either or .both lightness and saturation may 
be omitted and, in their absence, ''MEDIUM" and 
"VIVID" are assumed. Only hues which are next 
to each other in the list may be combined to 
form halfway and quarter.way hues. A total of 
627 color descriptions can be generated. 

Examples 

achromatic: 
.DARK GRAY; BLACK;. VERY LIGHT GRAY; WHITE, 

chromatic: 
YELLOW, YELLOWISH-GREEN; YELLOW-GREEN; 

MODERATE BLUE; LIGHT GRAYISH RED-ORANGE. 

colors accurately using CNS. In fact, the 
opposite was true. Clearly, the naturalness 
of the CNS method more than offset any lacks 
it might have had in "power" or "fleidbility~" 
Berk ~ al. close their brief technical note 
with a summary that has wide-ranging implica
tions for software design far beyond the lim
ited area of color graphics: "In sum, the 
resul ta of this experiment confirm the impor
tance of human factors considerations in 
software development. In this instance, it 
has been shown that giving a user choice from 
a small set of values that are carefully 
chosen and based on human. factors principles 
cari produce better accuracy than p·roviding a 
much larger and apparently more flexible set 
of valuea that are not based on such princi
ples." 
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A 
Globecom 82 meeting described a 

number of related projects to pro
vide rural African villages as small 
as a few hundred people with modern 

(t.i') satellite communications. The ITU 
(International Telecommunications Union) has 
sponsored and· coordinated a number of these 
projects, and there have been meetings in 
Addis Ababa, Bangkok, Geneva, and Pa.ris in the 
past few years on this topic. Significantly, 
the West German Ministry of Economic Develop
ment has set aside $500 million to finance the 
development of African telecommunications 
(and, incidentally, to create a market for 
German high-technology products). Traffic 
forecasts estimate as much as 15,000 erlangs 
of traffic to be carried over 20,000 two-way 
satcom circuits. An initial satellite, with 
12 transponders which could each carry 600 
two-way voice circuits (500 erlangs of traffic 
per transponder) could be in service in 1986 
if the earth station problems could be solved. 
An erlang is an international (dimensionless) 
unit of the average traffic intensity of a 
facility during a period of time, normally an 
hour. The number of erlangs is the ratio of 
the time during which a facility is occupied 
(continuously or cumulatively) to the time 
this facility is available for occupancy. 

(U) If this African domsat project is car
ried ou~. it could create a major change in 
global telecommunications dur_ing the ne.Xt 
d~cade. 

(U) Because rural Africa .has vfrtually no 
surplus. wealth, it .. would ordina_rily be !~pos
sible to finance. telephone links to ·the towns 
by eit~~r landline or satellite. On th; other 
hand, :the demand for c telephone serviCe. ·is 

intense; in market towns the Africans will 
wait in queues all day to make. a call from a 
public phone. Current telephone plant in 
rural Africa, where 85 percent of the popula
tion lives, is about 160,000 phones to serve a 
population of 250 million people. In essence, 
the sub-Saharan African countries can scarcely 
provide telephone service in their major 
cities and communications into the rural area, 
except for sound broadcasting, are generally 
limited and uncertain. 

(U) The existence of the West German fund 
had put African telecommunications in a new 
light because it is now possible to capitalize 
a large-scale project. Apparently the aim of 
the German Government is to apply the money as 
part of its foreign aid program and, at the 
same time, create a market for the products 
and services of their very capable telecommun
ications manufacturers. Some of the money has 
already been used to fund ITU studies of rural 
African telecommunications and if the German 
scheme is enacted, the whole pattern of domes
tic intracountry African communications will 
undergo rapid and drastic change. 

(U) Because demand-assigned single-channel 
voice circuits over satellite relay are 
favored as the best solution to rural tele
phony, the proposed transformation would even
tually connect several hundred thousand vil
lages and towns all over sub-Saharan Africa 
through a satellHe relay. Three or four nar
row spot beams would cover the continent from 
the southern edge of the Sahara to the border 
of South Africa. Thin-route terrestrial 
links, e.g., VHF single-channel ·radio links, 
would connect the smallest viliages to the 
hamlets where the earth stations were located. 
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Between 10 and SO percent of the rural traffic 
would connect into the major cities, so that 
the traffic content would reflect the couiplete 
infrastructure and internal activities of the 
countries and the wide r ange of languages aT1d 
dialects that fiourish throughout the con
tinent. 

Rurel Communications 

(U) The problem of rural African CO!ll.Olunica
tJ.ons has been under s tudy by the ITU and by 
private interests for some ti111e. (1-lOJ Oae 
proposed satellite would use three 7° spot
beams at 4-to-6 CHz to cover most of Africa. 
Variations on this would use one 12° beam or 
four 4. 5° beams. The narrower the beaOJS the 
less power needed both iu space a.nd on the 
ground, but satellite complexity increases· 
The satellite, which would cost $200 million, 
would have to have high power and high sensi
tivity to allow the use of Slllall, "cheap" 
earth stations . Some of the design ideas are 
very similar to concepts presented by Lusignan 
and his team at: the Stanford University Com
munication Satellit:e Planning Ce11ter. (Libya 
and Mexico have adopted the CSPC software for 
their 11etwork planning.) The three downltnk 
beanis would operate at 4.0 GHz With 20 watts 
of po..,er (eirp), "backed off" 5 dB. Because 
of the high el evation ang les the downlink rata 
loss vould be negligible at 4.0 GUz. 

(U) The uplinks to the satellite would 
operate at 6.2 GHz with 3-111eter antennas. For 
the 3-bea111 system, uplink power would be o. 5 
watts and the aoteona gain of 43.6 dB would 
give an earth-station eirp of 39.6 dRW. 

(U) The earth stations are the crucial ele
ment of the system because of the need for low 
cost, ruggedness, and extreme reliability. 
The lack of electric power in the stDall towns 
and villages, for the forseeable future, is a 
critical factor in feasibility. Hore than 
half the African population lives in tiny vil
lages with neither transportation nor light
ing . 

Table: Distribution of Rural African Population 

Size of 
Village 

0 - 400 
400 - 1000 

1000 - 4000 
4000 -10000 

Total 

Nu•ber of 
Villages 

324,000 
106,000 
35,380 

3,503 
----
469,000 

Mean 
Pop . 

200 
700 

2,500 
7,000 

Total 
Pop . 

64 million 
74 " 
88 " 
24 " 

----------
250 million 

(U) Terrestrial oets already serve 160,000 
phones. A combination of terrestrial nets, 
e.g., VRF single-channel radio links and 
sa tell! t e link.$ 1 n larger villages, would be 
used to serve a total population of 250, 000 
phones. The smallest villages would have no 
telephones. The traffic demand ls estimated 
at .05 erlangs for the 700-person village 
(about one 3-minute call per hour during the 
busy part of the day). Tilis aggregates over 
the thousands of villages to about 3,500 
erlangs of traffic in the rural area, supple
mented by 10 to 50 percent addJ.cional traffic 
to the urban centers. Traffic from the larger 
towns would increase this volume to about 
18,000 erlangs. 

Table: Distribution of Rurel Traffic 

Size of Traffic Number of Total Demand 
Village Demand Phone!I (+50% 

Urban) 
0 - 400 

400 1000 .05 erlangs 106,000 5,300 7,9.50 
1000 - 4000 .15 " 106,000 5,300 7,950 
4000 - 10000 .so " 38,000 1,760 2,625 

------- ------
250,000 12,360 18,525 
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. (U) _Because the economies and tribal rela
tl<;ins: frequently. e.x·i:~~d · ac·r~ss . the arbi tra_J."y .. 
borders . of· .Afri~an nations, th.e rural traffic 
wi_ll of_ ten. be_. tr!'i!J.Sb()~der .. traffic U~less the 
national . PTTs prohibit .this . ·Equipment . will 
l·i.mtt traffic . growth, .. ev~n if · funding : . is 
ayeilable, for. a _typica~. tra~spo.n~~r - can carry 
only 6.00 two-way_ circuits - and, to keep block
ing below l perce'nt' "oniy 500 can b e' used fo·~ 

peak traffic, Another 10 circuits would be 
used for channel assignments and requests. 
DAMA (Demand-Assigned · Multiple Access) will 
provide geographical fle.x1bil1ty, but a typi
cal satelli_te with 12 transponders can carry 
only 6,000 erlangs of traffic. If · such a 
satellite was launched in 1985-6, it would 
probably reach saturation in the early 1990s 
and a second satellite with 12 more trans
ponders (or a new satellite with 24. trans
ponders to replace the 1986 relay) wo~ld be 
needed. Th~ PAMA system .would be centralized , 
with centralized billing • . This would. give the 
national PTTs virtually complete control of 
all the earth stations, tariffs, and intercon
nections. _. There would . pr esumably be , a 
regional satellite ·operating agency serving. 
the member nations as an "Af r1ca. CCB1SAT." . 

: j • ~ . • " • . .. ., 

Ta,ble: Service fr:'Qlll 12 Transponders 

·Size. of Number of Number o~ 
Village Telephone~ Villages to be 

Connected 

0 400 
400 - iooo 31,000 31 ,000 

1000 4000 31,000 10,000 , 
4000 - 10000 .10,000 1, 000 

(U) This amounts to providing service to 
about one third of t;he :villages of each · size 
above 400 people, but over 300' 000 smallest 
villages. are left .out. -of the s .atellite _system 
in this initial system . 

E.arth S~a.tions 

. ·. 
{U) Once a satellite ls put into operation, 

the spread .- and . usefulness of the network 
depe nds on low-cost , reliable ea.rt-h s·~_ations. 
A critical parameter f o r the SCPC design is 
frequency stability in both . satellite and 
earth stations . Frequency accuracy : of one 
part in 10 millio~ is r _equ1red in both the 
space and g·round· segments• · Because the earth 
station wil'l ' have to operate over a wide tero
perature range (as;. much as so° Cels ius ), a 
refereoce : standard·' '1s . needed in each earth 
station. '\The earth station must have fre
quency agii'ity to tune over 800 MHz in 30-KRz 
steps with',,e rrors no gre~ter than 400 Hz and 

·~· .. ' .!.. ·''•-:- - ··:- · 

600 Hz on the .. down a~<l- up links . Power is 
crit ical, for diesel generators 'are not con
sidered a feasible p~wer · sour:c'e in remote vil
lages; the lacks· of fuel", . main.i:en.ance, and 
skilled · operators . a:re major problems. -. The._ 
earth station reliability crite.rion · i s .~that 
maintenance _calls must be more tha~ a y~ar . 
apart. This is a stringent requirement, but .. 
it is primarily a technical problem. ' Til.e 
alternative would be a complex train:in"g pro
gram. The difficulty of training, operation, 
aii,d. maintenance for any kind .. .of., telecommunica
tio~ equipment and power: su·pply " in · .rural 
Africa can be characterized· .:l,n: ·par.t' : :b.r:~:Tioting 
that with 1-, 700 local languages", inelfruction 
and advice' and reference manuals of·' :cassettes 
would have to· be translated i nto hundreds· of 

, di{fereat: ·languages. 

(U) Smali - two-way e'arth stations ., with 
3-meter dishes currently cost more than 
$100,900, n_ot, i _ncluding power _. . Because ter
restrial circuits must be CO!lf!eCted_ into the 
earth station to serve feeder links to smaller 
villa~~s, ft . 'must have ' a PABX (Privat'.e 
rui'i:.omat1c Branch 'Exchange). Each earth : sta.:.: 
tion can handle up to ro telephone circuits if 
power is available." A 'difficult interface 
problem occurs where the earth station must 
connect into an existing telephone system, 
e.g., in a medium-si?!ed .town, . because old
fashioned manually~perated s Witchboards with 
R.2 signaling 111ust be interconnected to the 
high-technology l ow-power ter111inal. ele_ctron-
i~s. ·· 

(U) The advocates of 'c;i;oDOM ·(Global Domes.::· 
tic.)' rural satellite systems are trying to 
reduce earth station e l ectionics costs to 
$1S,OOO, ·but even if they succeed the total 
cost for 3-meter · earth stations will probably 
not ' go. below $30,000.· If .the German gover·n~. 
ment' does ·provide '$500 million f or rural 
Africa's. telecommuai'cations a·nd · the space seg;_ 
ment costs $200 million, . some 10,000 ,earth 
stations could · be funded in the initial phase 
with' the remaining $300 million. This would 
equip only 7 percent o f the villages and towns 
of more than 40'0 persons, b'ut terres tr:ial nets 
co~id ~tend _the coverage to . many 'adjacent 
villages . 

-~·~ .. 
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(U) Once an "early bird" Africasat network 
began to deliver services to the rural area, 
the extension of services would probably 
become a significant domestic political matter 
ln Africa and the governments would apply per
suas ion to other nations to get addltional 
funding in the fo["U) of loans, grants, etc., to 
extend the network. (At a 1980 meeting in the 
US ooe African Minister of Communications 
declared that telecommuoications should be 
defined as a "basic human right,'' and the 
countries expect transfers of wealth and tech
nology to provide these "rights.") 

(0) Experience tn South America has shown 
that once the primittve HF voice circuits are 
replaced by good-quality satellite voice cir
cu 1 ts, the demand for long-distance traffic 
expanded sixfold overnight• African rural 
l He cen tees around the m.arke t to1o10s, where 
barter, trading, and other v1 tal business 
transactions occur. Once telephone senr1ce to 
the larser to\Jl\s and cities is available, a 
"hid 1ng demand" £or telephony is 11 kely to be 
unleashed wh 1c h presently cannot be seen in 
any conventional traffic studies. In a sens e, 
the lack of transport and energy in the rural 
areas creates a greater deioand for 
communlcatlons--a phenomenon manifested in the 
1o11de dispersion of sound broadcasting t o over 
19 million radio rec eivers. 

(U) ln ad dit 1.on to business t raf fie, growth 
in government t r aff1c, personal t raf fie, and 
publi.c service t raff 1c also repr esent hiding 
demands, capab le of explosive growch . In Aus
tralia medtcal senrices are provided to remote 

areas by HF radio circuits, with verbal 
descriptions of syaiptoms sent one way and med
ical advice and designations of specific 
treatments sent to the outstation. In the 
African conte~t, telephony can be used to pro
vide specific infol'lllatloo snd questions on 
agriculture, health , public health, weather, 
emergencies, etc .. co improve health and the 
rural ecoaomy. This type of specific infot'llla 
t ion is worth the cost of the call to the 
farmer, herdsman, or sick person. 

(U) An impor tant poiot that has oot yet 
been resolved in planning rural Af r ican 
t elec01Dmunications 18 , even if a foreign grant 
capita l izes the initial plant, \lhe r e vill the 
operation and maintenance monies come from? 
In the case of potential l y ric h countries, 
which have 011 or mineral resour ces, business 
customers and general revenues can be used to 
cross-subsidize the r ur al 06.M costs. In the 
LDCs (Least Developed Countries), the oaly 
source of revenue is borrowing and the Western 
banks are becoming wary of the loans. On the 
other hand, Yorld Bank s t udies have shown that 
telephone stations, even in poor countries, 
sooo yield net revenues to the PTTs because of 
the value of the calls rel ~tive to other 
expenditures. 

(U) Major telecommunications companies have 
been very skeptical about the business pros
pects for rural African satellite systems . 
The World Bank has also been s'keptlcal of 
satellites. [l l 1 The high cost of even small 
earth stations for conventional satellite sys
tems has made satcoms appear a hopeless 
investment prospect for some of the poorest 
nations in Africa . However, the use of sensi
tive r ecetver s on the satellite, with l'larrow 
spot beams, comes close r to roa'king small 
eat'th stations a feasible investment. More 
impottsnt, thet'e have now been sevet'al years 
o( studies and conferences under ITU auspices, 

Apr 83 * CRYPTOLOC * Page 42 

110'f RSbeASABtE 'f0 eE:Hl'flU6T9116 'f0P 6 EERET tltt&RI! 

i::o , . 4 . ( ·~ l 

• f.., . %-36 



4019695 '¥9P.8J38RE'f.Uf!BRA 

and the political leaders of both rich and 
poor nations are now thinking of telecommuni
cations as a need which must be fulfilled by 
transfers from rich nations to Africa, without 
regard to return on investment. 

(U) Africa itself is becoming increasingly 
significant to the economies, politics, and 
strategic interests of the rich nations. The 
section of Africa running East-West from Nami
bia to Swaziland, known as "High Africa," is 
considered to be the "Saudi Arabia" of the 
mineral world. By 1990 the US and many other 
advanced nations will be unable to produce 
steel economically unless they get manganese 
from Africa or the USSR. Many other vital 
minerals, (e.g., cobalt, chromium, uraniuM) 
will also have to be obtained from Africa. 
The USSR and several satellite nations have 
spread economic and polit.ical fieldworkers 
into many African rural areas. There are also 
military and trade rivalries spreading between 
the African nations and being imposed on 
Africa from other parts of the world. 

(:~:QUQ) Many of these economic and political 
influences will be manifested in the small 
towns and rural areas, as well as in the 
cities. Thus, there are East Germans, Czechs, 
Russians, Cubans, and other Soviet-bloc field
workers in various African countries. In 
parts of Africa the British and French have 
considerable presence, dating from their colo
nial period. Revolution and guerrilla warfare 
also express themselves in the rural areas. 
The continuous tension between white South 
Africa and the politically volatile Black 
African nations just northward lies, not by 
accident, along the mineral-rich area of High 
Africa. Politics, enormous potential wealth, 
dynamic change, and high strategy are woven 
across the continent, much of which is almost 
unchanged by the last thousand years of his
tory. 

(e eee) One of the striking features of 
communications in rural Africa is that almost 
all of Africa, outside the main ·cities, is 
inaccessible to the West. As R. Richter notes 
in her book Whose News? (p. 241), the African 
governments are very reluctant to let any 
reporters, even their own, get out of the 
cities to see what is happening in the rural 
areas, where most of the population lives. 
One by-product of the Africasat is that the 
urban Africans would be able to find out more 
of what was happening outside the cities, and 
this is apt to make the traf fie content more 
valuable because of the dearth of other 
sources of information • ...____ _____ r 
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in 
(U) The principal international languages 
Africa are Arabic, French, English, and 

rtuguese. These would be spoken at a high 
vel, or across long distances, as governmen-
1 and business languages. Within Africa 
ere are a number of "lingua francas" such as 
usa or Swahili, which are spoken as second 

Po 
le 
ta 
th 
Ha 
or third languages by millions of Africans who 

iginally learned localized vernaculars. In 
uthern Africa the lingua francas are 
1ta,galo, Tswana, Lozi, Umbundu, Lwena, town 
mb'a ... and Nyanj a, Vernaculars in the same 
ea iilclude the Khoisan click languages such 

or 
Sq 
Fa 
Be 
ar 
as 
Ko 
Zu 
Lu 
an 
So 
th 
is 
fe 
li 
an 
Ni 
na 
we 
Ba 
fr 
Ew 

!Kun&-,. Hiechware, Kam, Nama Hottentot, 
rana Hoitentot, and Bantu languages such as 
lu, Xhosa· ... Tswana, Kolo lo, and Chokwe
nda. [ 13] In' .Eastern Africa Swahili, Ganda, 
d Amharic serv.e as lingua francas, while 
mali is the vernacular over a large area at 
e Horn of Africa. · .. (But a dialect of Somali 

used as the lingua""franca between the dif
rent Somali dialecis~) Other well-known 
ngua francas a re Luba (or Chiluba), Ki tuba, 
d Lingala in the Congo "basin, while the 
ger-Congo family contains several dozen ver
cular languages used in the ·same area. In 
stern Central Africa Bulu, Yaimde, Duala, 
li, Adamawa-ful, and Sango serve" ... as lingua 
ancas. On the West African coast" ... Yoruba, 
e, Twi, Ga, Mende, Temne, Susu, and .Wolof 

ar 
Su 
Dy 
fu 

e used as lingua franc as. Jn the w1io l. 4. (c l 
dan Hausa, So.nghai·;· .. Mosi~ Mandingo, Ma~E>. L. !< 6 -36 
ula, Bainhara, and Kangbe serve the same 
nction. Bambara, for example, .is widely 

us ed as a soldiers' language and w~s used by 
th e French for military recruiting. Many of 
th e languages are known by various different 
na mes, and there are differe_n·i: spellings and 
ev en different alphabets for·· some languages. 
Th e Click Languages use .various punctuation 
ymbols such as !, II, a.n·<l & to express dif-s 

fe 
.la 
ca 
ti 
fa 

/ "" 

rent click sounds· /· To summarize, the 
nguage situation is .. ·very diverse and compli-
ted, and the impac_t' of modern telecommunica-
ons will change/ the linguistic situation 
irly rapidly. 

Apr 83 * CRYPTOLOG * Page 45 



OCID: 4019695 'P0P 8E6R6T ~1BIU\ 

Apr 83 * CRYPTOLOG * Page 46 

'f9P 6E9RET tRIBRA 

EO 1 . 4. (c) 
P .L. 86-36 



OCID· 4019695 

!18'F REhEABABhE 'f9 09tl:.t'll:AS:.!'91H) 

'F8P SEiSRE'f UMBRA 

References : 

1. Nickelson, R. L., "Appropriate Satellite 
Systems for Rural Telecommunications," 
CS.l, GLOBECOM 82 Conference Record. 

2 • Laufenberg, W., "A Satellite Telecommuni
cation System for Remote Areas in Africa," 
CS.2, GLOBECOM 82 Conference Record. 

J. Fraser, J. M., "Interfaces in Rural Satel
lite Telephone Systems," C5.J, GLOBECOM 82 
Conference Record . 

4. Johannsen, K. G., "Rural Sateilit:e Colliiri p . L. 86 - 36 
ication System Network ConsiderationEO 1.4. (c) 
CS.4, GLOBECOM 82 Conference Record. 

5. Tustison, G. F., "An Earth Station Design 
for Rural Telecommunication," CS. 5, 
GLOBECOM 82 Conference Rec-Ord. 

6. ITU Report, "Appropri'ii.te modern telecom
munication technology for integrated rural 
development in A,fiica," Geneva, November 
1981. . 

7. Pierce, w. , .. ··and N. Jaquier, "Telecommuni
cations artd Development, general synthesis 
report of the ITU-OECD Project on the con
tribution of telecommunications to 
economic and social development," Geneva 
.;ind Paris, April 1982. 

a;: Meyer, J. A., "Digital Meteorburst Commun
ication," INTELCON 80 Conference Record. 

9. CCIR Draft Report, "Requirements of a 
Rural Domestic Satellite System," Question 
23/4, 26 June 1981. 

10. Space Technology and Africa; OTRAG: why 
we are in Africa. Special Study, Africa, 
Dec 1977, No. 76. pp. 4 9- 5 7. Africa Jour
nal Ltd., London. 

11. Saunders, R., World Bank, statement to 
the author at INTELCON 80, Nov 1980. 

12. Heine, B., Status and Use of African 
Lingua Francas, Weltforum Verlag, Munich, 
l970. 

13. Greenberg, J. H., Studies in African 
Linguistic Classification, Compass, New 
Haven, 1955. 

14. Leistner, D. "Rural communications - a 
topical problem in communication engineer
ing for the next decade," Fernmeldtechnik 
(Germany) Vol. 22, No. 2, pp. 51-55 ( 1982). 
In German. 

15. CClTT Handbook "Rural Telecommunica-
tions," ITU, Geneva, 1979. 

Apr 83 * CRYPTOLOG * Page 47 

'F8P seeRE'F UMBRA 



4019695 60l!FlEJ:IHIHtib F. L. 86-36 

May 83 * CRYPTOLOG *Page 48 P. L. 86-36 
EO 1. 4. (c) 



EO 1 . 4 . (c) 

OCID: 4019695 60!1PIBE!l'f hltL 

\\\ 

May 83 * CRYPTOLOG * Page 49 

Hildffll:B 'iIA ee!IIN'P 911>.YfflEi&S 9U&¥ 



4019695 F0R SPFI9Iid:i H8E 8NbY 

· · ~ ·· 

iAtencion! 

FBIS LATIN AMERICAN REFERENCE AID 

(U) A revised guide to more than S, 000 
abbreviations and acronyms that appear in the 
Latin American press, often without axpansion, 
has been compiled by FBIS Production Group 
linguists. The 1983 ''Abbreviations and Acro
nyms in the Latin American Press," which 
supercedes a smaller 1979 volume,. includes as 
new entries Nicaraguan organizations created 
since the Sandinista revolution and abbrevia
tions from the English-language press of the 
Eastern Caribbean. Alphabetical listings 
include the names of political organizations, 
government entities, professional and labor 
associations and coropanies in 41 Latin Ameri
can countries and territories. The 414-page 
book was compiled for translators and others 
who read Spanish, Portugueses, or French but 
are not familiac 'With many of the local and 
regional abbreviations found in newspapers and 
periodicals. 

(U) The reference aid was printed by the 
Joint Publications Research Service as publi
cation No. 83345. It is available to US 
Government consumers thcough reguL~r acquisi
tion channels. 

(U) "He came close· last year, but close 
only counts with skunks, horseshoes, and hand 
grenades." 

(Miss Oklahoma commenting on a computer 
eXpeJ:"t 's failure to correctly- predict the Miss 
America of 1981) 

f 
I 

SOLUTION TO CRYPTIC CROSSWORD #3 

,. ACROSS 
1--
1 1. 
I 6. 
I 9. 
I io. 
lu. 
I 12. 
I u. 
I is. 
I 19· 
I 20. 
) 23. 

24. 
26. 
27. 
28. 
29. 

olfactory (ol + factory) 
pawns (pa + WNS) 
formula (anag.) 
nankeen (Nan + keen) 
plead (samfil ~ _£elicacy) 
idealists (idea + lists) 
icebound (anag.) 
coma (frantic Onani) 
guns (rev. spell:") 
prurient (u +printer: anag.} 
Dubliners (dub + liners) 
nicer (ni + cer) 
evident (a nag.) 
maidens (ma + I +dens) 
digit (dig + it) 
renegades (anag.) 

DOWN 

1. 
2. 
3. 

I 
4. 
s. 

I 6. 
l 7. 
I 8. 
I 14· 
I 16. 
I 1 7. 
\ 18. 
I 21. 
r 22. 
I 23. 
I 25. 
I 
I 
I 
I 
I 
I 
J 

I 
I 
I 
I 
I 
I 
r 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 

offspring (off + spring) 
forge (double def.) 
cauldron (pun: called Ron) 
ovations (innovations - inn) 
yonder (Roy +Ned: anag.) 
panels (pleasant - AT: anag.) 
whetstone (anag.) 
sinks (double def.) 
ennobling (eNNOBling) 
asterisks 
freshmen (reFRESHMENts) 
bringing (bRINGing) 
wisest (wISest) 
setter (Somerset terminal) 
dread (D + read) 
cr-eed (C + reed) 
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I he single greatest problem confront-\/ tive percent (5%) in space requirements. And 
ing NSA seems to have been the need fhow about other occasions when employees need 
to keep pace with space develop-: ito be away from their desks? Walks to water 
ments. Despite repeated efforts,, Jfountains, reproduction machines, the "powder 
however, it is apparent that only a room," and the boss's office all contribute to 

concerted, highest priority, Agencywide ini-1 lowering the need for standby desks. There 
tiative might succeed to counter our failing are also meetings, planning sessions, and 
space applications programs. In antic ipa ti on coo rd ina t ion conferences. Then there are the 
of such an initiative, I would like to make visits to the bank, the credit union, the bar-
several suggestions which should be studied in be rs hop, and the drugstore. These absences 
addressing this physical space problem. (Yes, have been conservatively estimated to consume 
physical space.) a full nine percent (9%) of the average work 

Perhaps the most important hurdle that we 
must overcome is the traditional thinking that 
each Agency employee is entitled to his or her 
own personal desk, reserved three hundred and 
sixty-five (365) days a year. Let us look at 
the facts. The average employee has twenty
two (22) days of "use or lose" leave annually. 
This represents nine percent (9%) of the work 
year. In addition, all employees receive 
thirteen ( 13) days of sick leave annually, 
equivalent to five percent (5%) of the work 
year. Thus, a cumulative fourteen percent 
(14%) space saving is possible by the simple 
approach of assigning desks on a '~irst come, 
first served" basis each day. 

Once the logic of that solution is accepted 
and the procedure is implemented, additional 
potential savings become almost limitless. 
Training, which averages around three (3) 
weeks per year per employee, makes possible an 
additional six percent ( 6%) space savings, 
while TDY /travel· absences contribute another 
four percent (4%)_ on average. 

But why stop there? Making desks available 
on a "first come, first served" basis at all 
times during each day permits even more space 
savings while encouraging efficiencies. Take 
lunch and coffee breaks, for example. 
Staggering these events, which total almost 
one (1) hour per day, can save an additional 

day. On the one hand, losing your desk during 
these absences would permit further space sav
ings. On the other, it might tend to foster 
efficiences as employees could compete for 
d.esk space by coming to work earlier and by 
staying at their desks longer at a stretch. 

Up to this point, the suggestions have been 
relatively straightforward. So consider now, 
please, a few of the more innovative 
approaches under study throughout the Agency. 
One particularly forward-looking example 
involves the R Staff. For a year now, the 
emphasis has been on recruiting people of-
shall we say?--d1minished stature.. It is 
quite evident that these people are' able to 
remain comfortable in less than customary 
space allocations. Phase II of this experi
ment in R is now about to begin. We have 
become quite conditioned 1n this Agency to the 
proliferation of partitions vertically divid
ing our space. But now, the R Staff is 
embarking upon a new era involving the hor
izontal division of space. That's right: a 
single floor will have platforms installed so 
that, in effect, it can serve as two (2) 
floors of space. This will permit desks to be 
effectively stacked two (2) high~-bunk desks, 
you might say. Theoretically, this could 
yield a fifty percent (50%) space saving, 
although present implementation goals call for 
a more modest thirty percent ( 30%) saving in 
the first fiscal year. Interestingly,· there 
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would be no proble111 lrlth GSA space-per
employee standards which are expressed in 
terms of "square feet" rather than the more 
telling "cubic feet" measure. Thus far, the 
only negative effect of this experiment has 
been the dismal record of the R Staff basket
ball team. 

The T Organization is also embarking on its 
own innovative experiment to solve the space 
problem. Soon, the so-familiar gray and black 
phones that adorn almost every desk will 
disappear. Replacing them will be a limited 
number of phonebooths strategically, but spar
ingly, placed 1n work areas. The estimated 
benefits are several. First, security will be 
improved because of the privacy inherent io a 
closed booth. Complementary to and concomi
tant with this benefit, the noise level in the 
office environment will be reduced. Second, 
since there will be no seats in the booths and 
since there will be queues of fellow employees 
waiting to use the phones, telephone conversa
tions will be limited to essentials. Third-
and this relates to the earlier initiative of 
"first come, first served" desks--it will free 
up more office space as employees using phones 
would have to abandon their desk space. 
Latest .operations research studies indicate 
that the average Agency employee now spends 
fully twelve percent (12%) of effective work
tiroe on the telephone. 

The Operations and the lnstallations and 
Logistics organizations are not standing still 
in the face of this space challenge either. 
Everyone. realizes that there is quite a bit of 
wasted open space between the Headquarters 
Building and the Operations Building. Well, 
in a cooperative endeavor, L will drape an 
inflatable roof over the area after walling up 
the two openings on either side of Gatehouse 1 
(One). The Operations organization will do 
its part by channeling unused e lectrons fro111 
collection efforts into the area. In much the 
same way that hot air currents are used to 
sustain the roof of the rtubert H. Humphrey 
stadium dome (aptly named after a politician), 
our roof will be sustained by the con tinuous 
fl ood of these returning electrical currents . 
After proper subdivision and incorporation of 
some of the stacking and bunk desk technology 
developed by R, this initiative will yield a 
twenty · percent ( 20%) space bonus! To their 
credit, however, the L Organization will not 
stop there. Careful surveys on restroom usage 
i _ndicate" a significantly wasteful amount of 
space has been allocated needlessly,. Applying 
s tandards pioneered at the Capitol Center dur
ing rock concert sellouts, L has mapped out a 
plan to convert ~eventy-five percent (75% ) of 
.these underused areas into office space. 

The next space-saving innovation is already 
bei ng practiced throughout the whole Agency 

although in a less than optimal ~anner. Pat
terned on the children's game, musical chairs, 
it involves periodic reorganization and relo
cation of functions and personnel. By a coor
dinated continuation of these activities, 
fully ten percent (10%) of the work force can 
be kept literally without an assigned office 
space as desks and support equipments sit in 
moving trucks, on loading docks, or in hall
ways. A side benefit of this action, inciden
tally, is improved security through drastic 
records reduction. Personnel required to move 
would have an incentive to clean out desks and 
purge old records, files, and tapes. In addi
tion, movers would be instructed to lose at 
least two (2) boxes per move instead of their 
current quota of only one ( 1) box per move. 
Of course, this then frees up even more space. 

lt goes almost without mention that all 
records are being reduced to either microfiche 
or electrical impulses on storage media. We 
still won't ever · be able to put our hands on 
the information we need, but at least our 
records will take up thirty percent (30%) less 
space in the process of remaining f uoctionally 
useless. And, naturally, the advances of 
space-age electronics will help solve our phy
sical space problelllB too. In twenty-five (25) 
years, a computing capability that once filled 
a whole room is now housed in a one-by-three
inch (l-by-3") box. As these si.ze reductions 
continue, our only problem will be in finding 
operators small enough to use the devices. 

There are many other ideas under study, 
such as using a "lazy Susan" off ice conf igura
tion to eliminate all need for walkways, sub
stituting writing stands for desks, and plac
ing benches along main corridors. Also being 
considered is resorting to a multi-shift 
operation where all staffs wi)..l work mids. 
Staffs seem to operate in the dark anyway and 
they'll have little more than each other to 
bother at that hour. This and the other of 
the more experimental considerations may very 
well find their way into use in the near 
future. 

But for now, if you have kept careful 
track, you noticed that the Asency has proven 
techniques to effect a ninety-seven percent 
(97%) space reduction already. The remaining 
three percent (3%) of the spac e that 1.1e "'111 
continue to need is roughly equivalent to the 
first floor of Operations Building One ( 1). 
We shall, · therefore, retain direc t use of that 
space. The rest will be sublet to those 
unfortunate Federal agencies and departlllents 
that still have not entered the Space Age. 
So, get ready to stretch out in plush sur
roundings and be . thankful that once again your 
every need will soon be satisfied. 
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BOOK REVIEW: 

FRONTIER DENTIST by Phil N. Drill. 

The story of Doctor Perry O'Dontics (1826-
1851), a young graduate of the Painless Parker 
School of Dentistry, who went west with the 
49-ers and performed the first extraction in 
the territory of California. 

The book describes the problems that he 
encountered, especially that of ministering to 
unwilling prospectors who were afraid that 
he'd steal their gold while they were under 
anesthesia. How he won their confidence and 
trust could serve as an example to SIGINT 
managers dealing with other agencies that have 
a certain distrust of NSA and its product. 
The description of how the doctor improvised 
when he ran out of dental floss, making his 
own out of buffalo entrails, could also serve 
as an example to field station managers in 
remote sites. 

(I am reminded of the commander of USM 9999 
in a small town in the Italian Alps who kept 
requesting telephone wire from headquarters so 
that he could do his job better, finally using 

by Marian 0. Librarian 

14 tons of spaghetti made by the women of the 
nearest village. This worked fine for about 
two weeks, but as luck would have it, shortly 
thereafter the migrating season of the pasta 
birds began and as they flew over his station, 
they ate the spaghetti, forc.ing him to impro
vise using bird entrails instead of wire.) 

It was interesting to see how the doctor 
even persuaded some of the miners and prospec
tors to give up some of their gold dust to be 
used as fillings for their cavities. In fact, 
it was Dr. Perry O'Dontics who coined the 
phrase, "There's gold in them thar fills!" 

The last chapter of the book describing the 
problems that arose when another dentist, Dr. 
"Yank" Molarz, moved into the camps and took 
away some of Dr. O'Dontics' patients reminded 
me of some incidents during World War II when 
SIGINT organization from Army and Navy units 
that happened to be in the same general area 
fought over the same intercept and the intel
ligence derived from that intercept. The fact 
that the competition ended in the early dea.th 
of Perry O'Dontics should serve as a lesson to 
units that indulge in internecine conflict, 
especially since there were enough teeth in 
the California for both dentists. 
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BOOK REV! EW : 

MAN DOES . NOT LIVE BY MATZOS ALONE: 

The Story of the Manischewitz Kosher Foods 
Family and Their Company, by I. Nasch. 

The Manischewi tz empire is so vast today 
that it's hard to believe that· it once con
sisted of only Moishe Manischewitz (a humble 
baker in 18th-century Oyvey, Germany) and his 
two sons, Matthew and Mark. But it's true and 
this boo·k· traces the history of the company 
through the. ,generations, showing how the same 
basic techniques ~hat old Moishe .used with his 
f8111ily have been ~aintained through the centu
ries. Some of .these techniques could serve as 
models for SIGINT managers--es.pecially if the 
Agency expands in the future. 

There a re other similarities that can l>e 
pointed out. It is wor th noting that o ld 
Moishe Man'f.schewi tz and all his successors 
have had to comply with two sets of laws, 
those of the coun t ry in which they work and 
the rules govern fog" kosher foods (pf ten more 
stringent tha n national) . The way that Moishe. 
indoct rinated his sons (and later some of th.e 
other young men of the village) could serve as 
a mo.del for the NSA intern program. 

. .. ~ 

Although for generations· the company spe
cialized only in m.atzos, the flat unleavened 
bread traditionally eaten by Jews at Passover, 
it is interesting to note that Mo ishe's grand
son Luke introduced diversifi cat ion into the 
line· with non-Passover foods , overcoming the 
objections of many members of the family 
(including his own grandmother, Goldie, 
Moishe's widow). This reminds me of the 
situation just before World War II, when NSA's 
predecessor decided to try intercepting types 
of traffic other than Morse code, much to the 
despair of old-timers, who insisted ·that the 
time and effort need ed to intercept printer 
and voice would be prohibitive and would 
detract· from. · the effort l>eing devoted to 
Morse. 

Oddly enough , a generation later, when some 
of the other products that Luke introduced 
p roved to be money-makers, Luke's son Manny 
suggested that the company specialize in them 
and drop matzos from their line. Many of the 
members of the f~mily protested this (just as 
the re have always been SIGIN'I people who pro
pose that we stop 'llorrying about Morse code 
and devote our efforts to other meaas of com
municatioo), but time has shown that there is 
a need for bo th the old products and the new 
(just as NSA has bee n extracting intelligence 
from Morse and the newer varieties of trans
mission). 
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Act I, Scene 1 

Place: The inner sanctum of the Secretary of 
Defense in the Pentagon. 
Time: A few decades hence, on the morning of 

17 April· 

"Excuse Ille, Sir. Here's that staff study 
you ordered," said the young lady as she 
dropped a pile of paper on the desk 0 f Warren 
Piece, the Secretary of Defense. 

"Holy . Mackerel!" shouted the Secretary 
[ex.cept that he used a much. stronger term] as 
he scanned the document. "Do you realize what 
your statistics show? For each soldier, 
sailor, ainuan, and Marine in the at'llled 
forces, we have 28 civilian staffers in 
Defense Department agencies! That's prepos
terous. We don't need more . than 10 or 12 
staffers pe!'" combatant. I'll tssue an order 
at once cutting down on the number of staff 
personnel. Miss Spelle, take a directive!" 

Act I, Scene 2 

Place : The inner sane tum of the Di rec tor of 
NSA 
Tim~: Same year, a week or two iater 

"I wouldn't have called this meeting unless 
I thought it. was .urgent, .- said .Admiral. T ..•. v. 
Set.t , Director .NSA/Chief · CSS, to a gathe.r.ing 
of Chiefs of key components '.'and this memo 
from SecDef is just that! He's highly annoyed 
lex~ept · DIRNSA used a more picturesque expres
sion) about the number of . staffs in ·DoD •. 
What's ev-en worse is he sing-les out ~SA/CSS as 
one o~ the wo-rst offenders. For . every. person 
we have actively engaged in col lee ting, 
decrypting, and translating messages, we have 

37 people ·engaged in· staffwork. "That's way 
above the Department average of 28. So, we've 
got to cut do'W'Il on the number of staffs and 
staffniks in the Agency •••• and we've got to do 
it ASAP!'' 

There was a simultaneous nodding of every 
single head belonging to a key component chief 
(KCC), but none of theru said anything. Each 
one mentally recounted the number of indivi
dual staffs in his particular bailiwick, men
tally tabulated the number of individuals on 
each of them. recounted the types of studies 
they prepared. recalled the number of times 
that a well-staffed background study had saved 
his or her: (the KCC's) neck, and came to the 
realization that removing even one staffnik 
would be tantamount to excising his or her 
(the KCC's) own appendix Without an 
anesthetic. 

Finally, Hugh S. Essar, the Chief of A 
Group spoke up. "Sir, I can well understand 
the SecDef's feeling· and I can agree With h.im 
that there are a number of DoD agencies where 
~he number of staf fniks is out of proporti~n 
to the amount of work they perfonn. But l 
venture to say that at NSA/CSS, such is not 
the case. The reason that ' NSA carries out its 
mission so well is that no precipitate actions 
are taken without proper in-dept background 
studies of the causes and effects of all sorts 
of acti~-ris and activities. Speaking in behalf 
of myself and the organization I head, I can 
confidently . state, Sir, ·· . that I ·cannot-'-·
absolutely .notf--dispense with even one of the 
hard-working, loyal members of .any of the 
staffs in A Group." 

"I feel the _same way about my sta.ffnik~ ;'' 
said DeFarr East; Chief· of B Group. "Because 
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of the multiplicity of tasks assigned to our 
organization and the impossibility of any 
supervisor, except the Group Chief, kllO\Jing 
the details of all of them, it is essential-
absolutely essential!--for B Group to maintain 
all of the staffs it has at present." 

"I can wholeheartedly agree with the 
remarks of my colleagues," said Al Lowe, Chief 
of G Group. "Everything they have said is 
equally true of t1f'J organization, only more so! 
Why, my Group has a greater variety of 
targets, crypt systems, report series, and 
product issued than their groups combined 
according to a recent study by a G Group 
staff. Without trying to disparage the other 
KC Cs' org aniza tioos, I would say that proper 
staffing is the major cause of G Group's out
standing reputation." 

"Let's not forget the need of adequate 
etaffwork in the maintenance of a proper edu
cational system." chimed in Reed N. Wrighton, 
Commandant of the NCS . "I recently receive_!l. a 
staff study that shows that for every person 
in E who is actually involved in teaching 
classes, we have only 16 individuals engaged 
in the necessary background staffwork. Since 
this figure is considerably below the DoD 
average--and even farther below the Agency 
average--! ~ould be loath and reluctant to 
dispense with any of my staffs." 

And so it we nt around the table as each KCC 
t"n order, from the Chief of A Group down t o 
the Chief of Y Group, defended the need for 
his or her staffniks and expressed a deep
seated unwillingness to give up any devoted 
staffniks. 

"l was afraid that this would happen," said 
DlRNSA, "but we have no choice. SecDef has 
said that we must cut down on the number of 
staffs and staffers, so cut we must! Accord
ingly, since none of you will bite t he 
blankety-blank bullet yourselves, I must take 
the following action: I am this day establish
ine, a new organization to eliminate unneces
sary stsffs--and I ·111 sure that the re must: be 
one or two unnecessary ones in. a large o rgani
zation like this--in NSA. Since we have used 
up all of the letters of the alphabet through 
Y, this new body will be calle d the Z Staff, 
and it will teport directly to me •••• and I 
hasten t o add that i n order to avoid incurring 
SecDef·s <Jrath, I'll be quite ready t o conc ur 
with most of its recommendations for elimina
tions. To head this new entity, I am appoint
ing Frank N. Stein, my Chief of Staff, as the 
Chief of z. He w111 head an organization io.ade 
up of one staf f person from e ach key com.,
ponent, who111 he will pe rsonally select, to 
help him in his work. Meeting dismissed." 

Act II, Scene l. 

Time: Two or three weeks later (give or 
take a fortnight or two). 
Place : The loner sanctum of Z Group on the 

Ninth Floor of the NSA Building 

Frank N. Stein called the first meeting of 
his Z Staff to outline their duties and work 
out their ~ operandi. "Before we can 
eliminate any_ staffs, we have to know where 
they are. Because of your backgrounds, you 
men and women--but mostly menl--are in a 
position to know just what staffs exist in 
each agency key cOlllponent. Now 1 know there 
will be a lot of loyalty in each of you t o 
protect some of your buddies back in A, or G, 
or K, or Q, but let me remind yo~ all that you 
are now members of Z. Henceforth, your only 
loyalty is to the Z Staff (not to be coof used 
with The A Team). Don't forget: by eliminat
ing your old job you are making your own 
future more secure. " 

"But I've been a staffnik for years," 
remarked Conn Currence. "If I eliminate my 
job back in C Group. what else can I do after 
we finish this project?" 

"The nice part about the Z Staff's mis
sion," replied Stein (who, like a good staff
nik, always spoke in memorandum format) "is 
that: 

(1) we'll be tnvestigat iag all facets of the 
Agency so a good z operative can eliminate 
the positions of certain key individuals 
without necessarily doing away with the 
staff functi ons performed by those per
sons, so that when and/or if Z Group's 
mission is ever completed, there will most 
likely be a need for a trained staffer to 
perform that job. 

(2) SecDef's anti-staffing memo does oot-
repeat not--set any deadline for the 
reduction of staffs, so we don't have any 
s hort fuses to worry about. 

(3) DIRNSA's directive establishing Z Group is 
likewise without any time const raints, so 
if we budget our. man-hours properly, we 
can conceivably make a lifetf,me project 
out of this study, maintaining of course 
that an in-depth analysis of this sort 
cam;1ot be rushed." 

"That's a relief," said Currence, "but 
won't somebody get angry 1f we don't ge t rid 
o f some staffs?" Several other Z-niks nodded 
and said "Yeah, won't they?" 

"I didn • t say that we don• t do anything," 
replied Stein. "I just said that we mustn't 
rush things. I think our motto should be 
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'with all due and deliberate ·speed' (which 
sounds like it means something but is vague 
enough "so ' tha·t no one really sure just what · :i.t 
does mean). I also propose that: we organ:i:z·e 
our . work alphabetically, devoting our first 
efforts to A Group, which ought to take us 
quite a 1 ong time. Then we can work on B 
Group, and so on." 

.· "Maybe we ought to do a : staff study on thiS 
and· consider all the alternatives, Chief," 
suggested Sam Urai, a former " B Group staffer. 
The roar of vo.ices seconding i:his recommenda
tion was deafening, so Stein gave them four 
weeks to concretize their feelings and put 
their recommendations in ~1 ting'." 

Act II; Scene 2 

Place: Same 
' Time: · At least two months la'ter. · 

"I've called this meeting today," declaimed 
Frank N. Stein, "to report on my findings with 
respect to your recoinmendai:iohs about the 
method · for z Group's operation to proceed. I 
have· read · over the staff studies subalitte'd by 
each of you and I must say · that I am 
thoroughly co.nvinced that I have selected . a 
fine. ' burtch of men and women to constitute the 
Z Staff. Your comments about my suggestion to 
proceed through NSA alphabetically by organi
zational designator ranged from total agree
ment to absolute disagreement, each duly sup
ported by impeccably logical reasoning (often 
drawing completely opposite conclusfons from 
the ·same 'data), ·and there were a few' of ·them 
that I've read and 'reread several times and 
st'ill can't fi.gtire Out whose side they're on. 
Excellent work, Z Staffers I 

"Accordingly, we will · now gO ahead with our 
work, proceeding alphabetically by organha
tion designator. Our first target will be A 
Group and our mission is to eliminate ·'as man'y 
staff positions a~ possible. 

Act II, Scene 3 

Place: Same 
Time: ·Over a year later· 

"Well, Z·Staff," said ·Frank· ·N• ·Stein, "we 
seem to be making· progress i'n our analysis of 
A Group. To date we have "discovered three 
staff jobs that can be eliminated, but· we seem 
to be encountering resist.ance from many agency 
employees, which is making our job harder. 
Accordingly, I have today requested that the 
Director authorize the ''expansion of th·e z· 
Staff by at least a doz'en billets and I am · 
happy to say that he concurred without even 
recommending a study. I'd like to introduce 
the fir.st three new members of this staff, all 
of whom· formerly wOrked: on A Group staffs 

until recently·; Because of the1t vast · experi
ence in A"Group, they should · be of . great" 
assistance ~in :helping· us' find positions to 
elimiriate and well-trained· .individuals to 'help 
us in our deliberation's." 

INTERMISSION 

[dur:i.ng which a new President is elected' and, 
consequently, a new Secretary of Defense moves 
into the Pentagon. Since his Chief had been 
elected on ·a program to eliminate waste in 
government, he· heartily endor·ses his 
predecessor's anti-staffnik directive. The 
new Director of NSA/CSS, General Al Arin, 
inspired by the Secretary's statement, orders 
across-the-board promotions for all ' members of 
his staff-cutting staff.] 

Act III, Scene l 

Place: The Fdedmac Auditorium, NSA 
Time: Ov€r a year later 

"'.'I've ·had to · ·call this meeting of · the Z 
Staff h€re · because there are just too mariy of 
us to· sit around the off·ice and · report on our 
progress," said Frarik -N~· Ste1n ·happily • . · ''We 
have been · having ·g.reat 'success wlth eliminat
ing the staffs in · A Group. Fortunately, the 
chiefs of other key components have seen ·that 
we mean business so they have voluntarily 
reduced ·· the number of staffs within ' their 
organizations;: · which makes our task somewhat 
easier. Some of them have appointed an alarm
ing number ·of Special Personal ASsistarits ' for 
specialized functions and some of these SPAs 
have Special Assistants of their own to help 
them. A special six-month Z Group staff study 
has definitely determined that these Special 
Assistants do not technically ·constitute 
staffs and therefore we don, t . have to· elim
inate them .. 

"We've also been· fortunate in having a 
number of qualified staffers who, fearing' that 
their jobs might 'be done ·, away with,· have · 
volunteered · to serve on the Z Staff. Our· 
numbers have increased greatly and this has 
enabled us t 'o complete our functions in A 
Gr·o'up. So ·today we can start the task of 
eliminilting the staffs iri B Group. I wish you 
as much success in your labors there as we 
have had in A Group. 

'"As many of you know, I have been eligible 
for retirement for several months now, but I 
couldn't leave Z Group until we had achieved 
our first important milesto~e, and the elimi~ 
nation of A broup's staffs is that milestone;. 
Accordingly, iri · addition to the news about A 
Group, there are three· other reasons for · this 
meeting: 
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( 1) To formally announce my retiremen t f ram 
governmen t service, the National Security 
Agency, and regrettably from Z Group, 
where I have made so many f i:iends a nd 
accomplished so much; 

(2} To introduce my successor, the new Chief 
of Z, Gilbert O'Teen, and hope that you'll 
give Gil the same support and backing that 
you gave me during lllY tenure as Chief; and 

( 3 ) To announce that although I am offi cially 
re t ir 1ng, I have been persuaded to con
t 1 nue working with Z Staff as a Retired 
Annuitant, so I'll still be available f or 
consultation, advice, concurrence, and 
consultation. l will be, as the saying 
goes, 'Forgotten but not gone!'" 

Young Gil O'Teen, the new Chief, spoke 
briefly, urging the members of Z Staff to con
tinue their dogged pursuit of unnecessary 
staff positions throughout the other com
ponents of the Agency and announced that since 
there were so many members of the organiza
tion, he was appointing several Special Per
sonal Assistants to help him with the day-to
d ay management and papen.1ork of Z . Several of 
the people he named were individuals who were 
not previously Z-niks. 

ANOTHER INTERMISSION 

[during which young Gil O'Teen matured and Z 
Staff continued to grow and to eliminate 
s taffs from other Agency components.J 

ACT IV, Scene l 
Place: The Baltimore Civ i c Center 
Time : Several years l a ter 

Gil O'Teen, a bit gray at the temples, has 
called a meeting of the Z Staff to congratu
late t hem on t heir g reat a ccomplishments in 
elimina ting s taffs from assorted Agency ele
ments. He is t el ling them, "It seems like 
only yes t erday when we s tarted to root out the 
growing 'staff infection' that was affecting 
our beloved Department of Defense. I can 
still recall vividly the opposition that we 
received when we started working on A Group's 
excess staffers, opposi t ion that continued on 
throug h B and C groups . We had to tread deli
cately with D because there was some fear that 
the Di rec tor might retaliate, but fortunately 
the Gener al was a firm believer in Special 
Perso nal Ass i stants to the Director and Z 
Group was able to convince him to appoint a 
few more--I don't think that 427 SPADs l a too 
many for an impo r tant individual like DIRNSA. 
When General Arm was replaced by our first 
female Di rec tor, General Anne S. Thesis, she 
managed to cut the number down to 399 SPADs 
but has no staffs t o spealt of. The other 

groups, E through T. got the message and 
read Uy eliminated staffs and staffers with 
the help of Z Group. We discovered that U 
Group had no staffs f or us to eliminate, but 
V, W, and X Groups did. However, with all the 
experience we had gained in our earlier 
efforts, we had little trouble eliminating 
their excess staffniks. Today we have gath
ered, all 900 members of Z Group, to celebrate 
the removal of the last vestige of staffs from 
Y Group . I have here 1n my hand the document 
for the DIRNSA's signature and subsequent sub
mission to SecDef announcing the removal. of 
all the staffs from NSA/CSS except for the z 
St aff, which is c harged with seeing that the 
scourge of staffs does not again arise in the 
Agency. Now we can all breathe happier in the 
knowledge that our collectors, processors, 
analysts, reporters, and linguists are doing 
their jobs as they are supposed without the 
heavy financial burden of paying so many 
staffnlks •••.•• and Z Group will continue to 
see that the Agency does not slip back into 
its previous staff-ridden days! Keep up the 
good work, members of Z Staff !" 

ACT IV, Scene 2 

Place : The Office of the Secretary of Defense 
Time : One Mouth After t he Previous Scene 

The Secretary of Defense commends General 
Anne S. Thes i a because NSA/CSS is the first 
DoD agency to cu t its number of staffniks so 
sincerel y . He promotes General ihesia, making 
her the Army's first 6-star general, and 
appoints a staff to examine how NSA/CSS did 
such a thorough job s o that. recoro111endat.ions 
can be made t o other agenc ies. 

THE END 

Apr 83 * CRYPTOLOG * Page 58 

F6R 6FFie IJcL l:IS f! eut't 



OC I D: 4019695 

·by'Dickson Airy' 

~:CHESLEY 

Tet111: chesley (verb} 

Heaning: to get out of a difficult 8ituatioo 
by convinc lng others that you are a victim of 
circum.!lts~ce, whether you really are or oot. 

Background: G.V.R. Chesley was , until 
r~cently, a venerable analyst for a major pro
duction group of the National Secui:ity Ageocy; 
his JO-year avsrd testified to his "inestim
able value . " Rovever, J.t is nor for that 
value that he is re~embered• as inestl~able as 
1t was. This accou11,t, as useful as it is, 
leaves questlons unens"1ered . What vas the 
role of the Stairway Society (&ee CRYPTOLOG, 
October, 1981) in this a{ fair? Could they 
have been a hidden factor in these events? 
Cuc ioualy, there is no surviving record of 
wh at C. V. R. stood foe; 11 ll his co-vorl<ers 
remember are the initials. No one can recall 
every hear:tog wha t they stood for, or why 
Chesley never v&ed his full name. Perhaps 
some kind reader could shed some light on 
these details for the eake of historical accu
racy. 

Chesley was 1 n the process of being discip
lined by his superviso r, ~ardio T\lff, for 
being absent from h1s desk for four hours. 
Chesley claimed at the time that he was on the 
sixth floor taking care of some personnel 
business; as he came back dOloln in the. eleva
tor, he found that the crush of oncoming 
passengeu prevented his getting off at the 
first floor . He rode the elevator up and 
do<>m, up and dOlom , up sod down, up and down, 
for several hours, each t it11e being prevented 
from get ting out at the first floor by incom
lng passengers. At last he grew faint and his 
paleness a ttracted the attention of several 
other passengers, ~o successfully extricated 
hi0 frOtll. Che elevator c&r with a variation of 
the flying wedge. 

Some people have such an impact upon those 
around them that their name passes into 
the language as a word of common usage. 
Bloomer, ioycott, Mae West, McAdam, etc., 
have all been memor1.alhed in this way. 
Ther~ ai:e many .NSA· pe?ple -who have done 
thinga worthy of being memorialized , and 
their na111aa have al ready becose pa ct of 
our day-to-d.ay vocabulary. We believe 
that some. note should be taken of these 
people and their contrtbutions, and there
fore ve encout"age ou"t readers to share 
their stories about vord-worthy co-
1ororkers. We offer here the story of one 
of our fellow laborers; although he is no 
longer vi th us, hill name 1 tves on in our 
midsc. 

Tuff expressed disbelief and suggested that 
he could have gotten off at another floor and 
walked down. Chesley produced a l etter from a 
physician indicating thllt he was allergic to 
the paint used in the stairwells. 

llhen Tuff challenged the a~thent ic ity of 
t he letter, protracted and e100tional di.scus
sions ensued. Feel i.ng the need for ooeite 
demonstra tions, both men went to the 
stairwell, where Chesley began t o sneeze 
violently . This startled his supervtsor, vho 
fell dO'llll the. stairs, breaking his lett leg 
and ara1, whereupon Tuff applied for, aod was 
granted , retires>ent on the grouods of diaabil
ity. 

Chesley'& new supervi sor Al B. Careful, who 
turned out to be deathly afraid of gerU111, and 
therefore of being sneezed upon, reviewed the 
case snd decide<! to drop the charges. 
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NSA-C RO·STIC No. 46 
by. dhw 

P.L. 86-36 

TIU!.. -Ui a be.ea-ted A~;u:,t Foo.l4' 
Va.tf puzzle. Solve.It!» may be 
M.&Wted, howevVL, .tluit :theJte 
-l.6 110 .W.ck.e.Jty wha...t6o~ve.Jt .&t 
any Ob the de6..i.tU..tton.6-... 
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