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Section 1

GENERAL
Paragraph
Introductory remarks concerning transposition ciphers - - - - - - 1
Basic mechanism of transposition ciphers ———— - - - - - 2
Monophase and polyphase transposition. . - S — e e e . 3

1 Introductory remarks concerning transposition ciphers —a As stated mn a previous text,
transposition ciphers are roughly analogous to ‘“jigsaw puzzles’” in that all the pieces of which
the original 1s composed are present but are merely disarranged The pieces mto which the
picture forming the basis of a jigsaw puzzle may be divided are usually quite urregular 1n size
and shape, the greater the amount of wrregularity, as a rule, the greater the difficulty in reas-
sembling the pieces 1 proper order In this respect, too, transposition ciphers are analogous to
ngsaw puzzles, for the greater the amount of distortion to which the plain text is subjected 1n
the transposition process, the more difficult becomes the solution

b In pgsaw puzzles there 1s usually no regularity about the size of the mdividual pieces
mto which the original picture has been cut, and this feature, of course, materially contiibutes
to the difficulty in reconstructing the picture There are, to be sure, limits (dictated by con-
siderations of practicabihity) which serve to prevent the pieces being made too small, for then
they would become unmanageable, on the other hand, there are also limits which must be ob-
served 1n respect to the upper magmtude of the pieces, for if they are made too large the puzzle
becomes too easy to solve These features of jigsaw puzzles also have their analogies in trans-
position methods In the latter, if the textual units to be subjected to transposition are made
qute large, say entire sentences, the difficulties a eryptanalyst will have i reconstructing the
text are practically mil, on the other hand, if these textual units aie made quite small, even
smaller than single letters,! then the reconstruction of the transposition text by a cryptanalyst
often becomes a very difficult matter In between these two extremes there may be various
degrees of fragmentation, limited only by considerations of practicability

¢ It 1s fortunate, however, that the cryptanalyst does not, as a rule, have to contend with
problems m which the size of the textual units varies within the same message, as 1s the case
jigsaw puzzles It 1s perhaps possible to devise a transposition system mn which the text 1s
divided up m such a manner that entire sentences, whole words, syllables, individual letters, and
fractions of letters form the units for transposition, but 1t 1s not difficult to 1magime how 1mprac-
tical such a scheme would be for regular communication, and 1t may be taken for granted that
such 1rregularity in size of textual umits will not be encountered m practical communication

d The days when the simple methods of word transposition were sufficient for military
purposes have long since passed by, and 1t 1s hardly to be expected that cryptograms of such
meffectual nature will be encountered in the mihitary communications of even the smaller armies
of today However, 1n time of emergency, when a counter-espionage censorship 1s exercised over
mternal communications, 1t 18 possible that 1solated mstances of simple word transposition may
be encountered The solution of such cases should present no difficulties, unless numerous code
names and nulls are also used 1n the cryptograms Mere experimentation with the cryptograms,
trying various types and sizes of rectangles, will usually disclose the secret text If code names

1 Reference 18 here made to so-called fractionating systems See Special Text No 166, Advanced Military

Cryptography, sec XI
1)
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are used and the context gives no clue to the identity of the persons or places mentioned, 1t may
be necessary to wait until additional messages become available, or, lacking such & possibility,
there s usually sufficient justafication, under the exigencies of war, to compel the correspondents
to reveal the meanmg of these code names

¢ Although transposition ciphers, as a general rule, are much less complex in their mechanics
than are substitution ciphers, the cryptanalyst usually experiences a feeling of distaste and
dismay when confronted with unknown ciphers of this category There are several reasons for
his dislike for them  In the first place, although transposition ciphers are admittedly less intricate
than substitution ciphers, as a general rule there are not nearly so many cryptanalytic tools and
“tricks” to be used in the solution of the former as there are mn the latter, and therefore the
mental stimulus and satisfaction which the cryptanalyst usually derives and regards as part of the
reward for his hard labor 1n solving a cipher 1s often missing 1n the case of transposition ciphers
In the second place, despite their lack of complexity, the solution of transposition ciphers often
mvolves a tremendous amount of time and labor most of which commonly turns out to be
fruitless expermmentation Thirdly, ;n modern military commumecation, transposition methods
are usually not employed alone but in conjunction with substitution methods—and then the
problems may become difficult indeed, for usually before the substitution can be attacked 1t 18
necessary first to uncover the transposition Finally, n working with transposition ciphers a
much higher degree of accuracy m mere mechanical operations 1s required than mm working with
substitution ciphers, because the accidental omission or addition of a single letter will usually
necessitate rewriting the work sheets applymg to entire messages and starting afresh Thus,
this sort of work calls for & constant state of concentrated attention, with its resulting state of
psychological tension, which takes its toll m mental wear and tear

2 Basic mechanism of transposition ciphers —a Basically, all transposition ciphers involve
at least two processes (1) Wniting the plan-text umits (usually single letters) within a specific
regular or irregular two-dimensional design called a “matrix,” “cage,” “frame,” “rectangle,”
efc , m such a prearranged manner that the said units are distributed regularly or irregularly
throughout the various cells or subsections of that design, (2) removing the plain-text umts
from the design n such a prearranged manner as to change the original sequence i which they
followed one another in the plan text, thus producing cipher text Since the first process consists
of mscribing the text wathin the design, 1t 1s techmcally referred to as the process of 1nscrption,
and since the second process consists of transcribing the text from the design, it 1s techmecally
referred to as that of transcription  Either or both processes may be repetitive, by prearrange-
ment of course, In which case the intermediate steps may be referred to as processes of rescription,
or rescriplive processes

b It 1s hardly necessary at this pomnt to give the student any mdications as to how to
differentiate a transposition from a substitution cipher If a review 1s necessary, however, he
18 referred to Section IV of Military Cryptanalysts, Part I

3. Monophase and polyphase transposition —a As may be inferred from the foregoing
definitions, when a transposition system involves but a single process of mseription, followed by
a single process of transcription, the system may be referred to as monophase transposition,
commonly called single transposition  When one or more rescriptive processes mtervene between
the orgmal mscription and the final transcription the system may be referred to as polyphase
transposition  As a general rule, the solution of the latter type 1s much more difficult than the
former, especially when the successive transpositions are theoretically correct in prmeiple

b Any system which i1s swmted for monophase transposition 1s also usually smted for polyphase
transposition, the processes of mscription, rescription and transcription being accomplished
with the same or with different keys

e o sk

SecTion I1

SOLUTION OF SIMPLE TRANSPOSITION CIPHERS

Paragraph
Simple types of transposition.__ I S —- - e - 4
The principles of solution of uniliteral route-transpo-ition ciphers N |
Keyed columnar transposition with completelv-filled rectangles _ . - . - <o oo cem en - - . 6
Example of s0lution . oo - & e e e e o e - e mem 7
The probable-word method of 80lUtiOn - & e e oo csean oo oe 8
General remarks on solution - JU U
Reconstruction of literal key . o mm mm mee e e e e emmm mmmmmmmmacee memmm= smmanm m——— i(l)

Column and row transposition . ... .o cceee om con an comemee o e e = i mmmmem = oo mm am mm—— -

4 Sumnple types of transposition —a The sumple cases of reversed wniting, vertical wnting,
or rail fence writing hardly require serious attention, sice they may be solved almost by mspec-
tion 'These methods are meluded here only because they may be encountered m censorship
operations

b The low degree of cryptographic secunty afforded by these methods may be mecreased to
a shght degree by addng nulls or by disguising the original word lengths, and regrouping mto
false words or mto groups of regular length

¢ Some examples of these simplest types of transposition follow Let the message be

BRIDGE DESTROYED AT ELEVEN PM
(1) Reversing only the words and retaming origmal word lengths
Cpher.. EGDIRB DEYORTSED TA NEVELE MP
(2) Reversing only the words and regroupmng mto false word lengths
Cpher.. EGDIRB DEYORT SEDTA NEVE LEMP
(3) Reversing the whole text and regrouping mto fives
Cipher.. MPNEV ELETA DEYOR TSEDE GDIRB
(4) Reversmg the whole text, regrouping mto fives, and mserting a null in every fifth position
Cipher . TRIMM PNEVP ELETA ADEYR ORTSL
EDEGU DIRBM

(5) Wnting the text vertically m two columns and taking the resulting B S BR
digraphs for the cipher text, as shown at the side The cipher mes- RT ip
sage becomes IR GE

DO DE
GY ST
BSRTI RDOGY EEDDE,or EE RO
BIGDS RYDRD EETOE I;D EE

These simple types can be solved merely by mspection
5. The principles of solution of umbiteral route-transposition ciphers —a The so-called

uniliteral route-transposition methods are next to be exammed The solution of cryptograms
enciphered by these methods 18 a matter of experimenting with geometric figures, usually rec-

®
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angles, of various dimensions suggested by the total number of letters in the message, then
nspecting these rectangles, searching for whole words or the fragments of words by reading
horizontally, diagonally, vertically, spirally, and so on! (See Special Text No 165, Elementary
Mitary Cryptography, 1935, pars 20, 21)

b The amount of experimentation that must be performed mn the solution of ciphers of this
type may be materially shortened by means of formulae and tables constructed for the purpose
But because ciphers of this type are of infrequent occurrence today, these formulae and tables
are only occasionally useful and hence they have not been mcluded in this text 2

6 Keyed columnar transposiion with completely-filled rectangles —a In practical cryp-
tography, the dimensions of the transposition rectangle, as a general rule, cannot vary between
large limits, that 1s, 1t can be assumed m practice that rectangles based upon hnes of writing
contaning less than 5 letters or more than 25 letters will not commonly be encountered If the
width, that 1s, the number of columns, 1s determined by a key, then the number of rows becomes
a function of the length of the message to be enciphered If the latter 1s very long, longer than
can be conveniently handled without too many errors, 1t 18 & common practice to break up a
message Into two or more parts and treat each part as though 1t were a separate communication
Such parts are commonly termed sections

b When the last row of a transposition rectangle 1s completely filled, the solution of the
resulting cryptogram 1s considerably more simple than when this 1s not the case® Conse-
quently, this will the constitute first case to be studied

! It 18 interesting to observe that Damel, of Biblical fame, was apparently the first eryptanalyst in hstory
(as well as one of the earliest interpreters of dreams), for he solved the cryptogram 1n the ‘“handwriting on the
wall,” obtamning as his decipherment words which he mterpreted as predicting the downfall of Belshazzar and
his dynastv (Daniel V 1-28) The following partial account of the episode 1s not as enlightening as one might
wish, but 1t 18 probably the best explanation available It 1s taken from Dr Max Seligsohn’s article on the sub~
Ject m The Jewnsh Encyclopedia, vol & pp 490-491 (1925) “MENE, MENE, TEKEL, UPHARSIN (070 ph xan i)
Words wnitten by a mysterious hand on the walls of Belshazzar’s palace, and interpreted by Daniel as predicting
the doom of the King and his dynasty The meident 1s deseribed as follows Once when King Belshazzar was
banqueting with his lords and drinking wine from the golden vessels of the temple of YHWH, a man’s hand was
seen writing on the wall certain mysterious words  Frightened bv the apparttion, the King ordered his astrol-
ogers to explamn the inseription, but they were unable to read 1t Daniel was then summoned to the Royal
Palace, and the King promised him costly presents if he could decipher the mscription  Damel read 1t *“ Mene,
mene, tekel, upharsin,” and explained 1t to mean that God had “numbered” the Kingdom of Belshazzar and
brought 1t to an end, that the King had been weighed and found wanting, and that his Kingdom was divided
and given to the Medes and Persians

The first question which presents 1tself to the critic, namely, why could the mscription be deciphered by
Daniel onlv—engaged the attention of the Talmudists, who advanced various answers Certain of them
concluded that the Hebrew writing had been changed m the time of Ezra, so that even the Jews that were
found 1 the royal court could not read an mseription wnitten m archaic characters But those who followed
R Simeon m mantaimng that the writing had not changed found other solutions for the problem, ¢ ¢ 1t was
written mn the ervptographic combination ¥2 PR, each letter of each pair bemng substituted bv 1ts companion,
e g BANIM TIR O N, or the words were written thus TVPXR *DPD DVWB, one above the other, having to be
read vertically, or W70% npb ox DX, each word backward, or agamn, P00 YNp KB X2 the first two letters of
each word being transposed (Sanh 22a) It 1s evident that the author of the Book of Daniel meant that the
inseription was written 1n characters familiar to the King and wise men of Babylon, but that, as often happens
with ancient mnscriptions, the transposition of certarn letters baffled every attempt to decipher them ”

3 See Lohr, Lenox R and Friedman, Wilham F , Formulae for the solulron of iransposition ciphers Riverbank
Publication No 19, Geneva, Illinois, 1918

® See Special Text No 165, Elementary Military Cryptography, 1935, Sec V In this text the term ‘“trans-
position rectangle” will be used to designate the matrix, frame, cage, or design regardless of whether the latter
18 completely filled or not

b

¢ In solving a cryptogram of this type the first step taken by the cryptanalyst 1s to ascerfain
the dimensions of the rectangle Clues for this are usually afforded by finding the factors of
the total number of letters mn the cryptogram Suppose the cryptogram contams 152 letters
The dimensions of the transposition rectangle may be 4 X38 or 819, by which 18 meant that
four hypotheses may be made with respect to 1ts dimensions The rectangle may consist of

(1) 4 columns with 38 rows, or

(2) 38 columns with 4 rows, or

(3) 8 columns with 19 rows, or

(4) 19 columns with 8 rows
In practical work 1t 18 rather unlikely to encounter a rectangle that conforms to hypothesis (1)
or (2), and for the present these may be discarded As to choosing between hypotheses (3) and
(4), a rather simple test to be described presently will disclose which 1s the more probable

d It 1s obvious that if the cryptogram 1s transcribed within a rectangle of the correct dimen-
sions, the letters m each row will be the ones which actually were in those rows in the original _
transposition rectangle and formed good plan text theremn In fact, the rows of letters wn the
correctly-dimensioned rectangle would read plawn text were 1t not for the transpositron which they have
undergone within the rows Therefore, the rows of a correctly-dimensioned rectangle are more
likely to mamfest the expected vowel-consonant proportions of normal plamn text than are the
rows of an mcorrectly-dimensioned rectangle, because m the latter case there are brought into
some of the 10ws letters which belong to other rows and which are likely to disturb the normal
vowel-consonant proportions of plam text That 1s, m an incorrectly-dimensioned rectangle
some of the rows will have too many consonants and not enough vowels, in other rows this
relationship will be reversed , whereas 1n a correctly-dimensioned rectangle each row will have the
proper number of vowels and consonants Hence 1n solving an unknown cryptogram of this
type, if a count 13 made of the vowels and consonants i the rows of rectangles of various probable
dimensions, that rectangle m.which the rows show the best proportions of vowels and consonants
18 most likely to be correct, and the one that should be tried first

¢ Having ascertammed the correct dimensions of the rectangle by the foregoing procedure,
the next step 1s to expertment with the columns of the rectangle, trying to bring together several
columns which will then show “good’’ digraphs, trigraphs, or polygraphs i the rows formed by
juxtaposimng the columns This process of combining or matching columns 1n order to bwild up
these fragments of plain text will herein be referred to as anagrammang *

f The procedure 1s to select a column which has a good assortment of high-frequency letters
and find another column which may be placed before or after the selected column to buld up
high-frequency digraphs m the rows, when such a pair of columns has been found, attempt s
made to add another column before or after this pair to build up high-frequency trigraphs, and
so on, gradually building up longer and longer polygraphs until entire words begin to appear in the
respective rows of the rectangle In this process of anagramming, advantage may be taken
of simple mathematical considerations such as adding the normal plain-text frequency values of the
digraphs 1n the rows to assist i discarding combmations which are on the borderline of choice
However, 1t must be noted that the totals obtained by siumple addition of the frequency values of

4+ The Standard Dictionary defines the word anagram as follows ‘“(noun) 1  The letters of a word or phrase so
transposed as to make a different word or phrase, as, ‘time’ and ‘mite’ are anagrams of ‘emit’ 2 A transgosxtlon ,
interchange ”’ As a verb, 1t 1s defined as ‘‘to anagrammatize, to make an anagram of, make anagrams (The
construction of anagrams was & very widespread pastime 1n previous centuries See Wheatley's Of Anagrams,
London, 1862) A strict interpretation of the word would therefore confine 1t to cases wherein the letters to be
rearranged already form bonafide words or intelligible phrases However, this would hardly be broad enough for
cryptanalytic purposes As used 1n eryptanalysis the word 1s commonly employed as a verb to refer to the proc-
ess of rearranging the disordered letters of cipher text so as to reconstruct the original plain text
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the digraphs should be considered only as rough approximations or guides in weighing probabil-
ities in favor of one hypothesis as against another, for theoretically the probability of the simul-
taneous occurrence of two or more independent events 1s the product, and not the sum, of their
respective probabilities In most cases the calculation of products involves an amount of labor
unwarranted by the results to be expected, so that simple addition of probabilities 13 usually
sufficient However, if tables of the logarithms of the probabilities are readily avaiable, the
addition of these logarithms becomes a simple matter and affords a more accurate guide n selec-
tion of combinations produced in the anagramming process ® Once a set of four or five columns
has been correctly assembled 1t 1s usually the case that the process may be completed very quickly,
for with the placement of each column the number of remamning columns possible for selection
diminishes, toward the close of the p1ocess, when only two or three columns remain, their place-
ment 18 almost automatic

g It 1s desirable, as a final step, to try to reconstruct, if possible, the literal key from which
the numerical transposition key was derived

7 Example of solution —a Given the following cryptogram, the steps in solution will be
set forth 1n detail

CrypProGRAM (126 letters)

ILHHD TIEOE UDHTS ONSOO EEEEI OEFTR
RHNEA TNNVU TLBFA EDFOY CAPDT RRITIA
RIVNL RNRWE TUTCU VRAUO OOFDA ONAJI
UPOLR SOMTN FRANF MNDMA SAFAT YECFX
RTGET A

b The cryptogram contains 126 letters (factors of 126 2, 3, 6,7,9, 14, 18, 21), suggesting
rectangles of 7X18 or 9X14 If the former dimensions are taken, the rectangle may have 7
columns and 18 10ws or 18 columns and 7 rows, if the latter dimensions are taken, 1t may have 9
columns and 14 10ws or 14 columns and 9 rows The factors of 126 do not, of course, preclude
the possibility that the 1ectangle may be 6 X 21, that 1s, with 21 columns and 6 rows or 6 columns
and 21 rows If no good results were obtamned by testing rectangles of the dimensions indicated
(7X18 or 9X14), then one would proceed to test rectangles 6 X21 In the event that all tests on
the basis of a completely-filled rectangle failed, then 1t would be assumed that the rectangle may
be mcompletely filled In making the vowel-consonant test described m paragraph 6d, 1t 18
advisable to base the count on the columns as well as on the rows of a rectangle, since 1t 1s possible
that the cryptogram was prepared by mscribing the plain text in rows and transeribing the text
from the columns, or #ce versa  After examining a rectangle both horizontally and vertically,
1t 18 often possible to discard various arrangements without further tests For example, at A
mn figure 1 there 18 shown a rectangle of 7 columns and 18 rows Now 1n & row of 7 letters there
should be (7X40 percent=2 8) either 2 or 3 vowels, but rows 12 and 15 contamn no vowels at all
and rows 8 and 9 contain 5 vowels, row 16, 6 vowels It 1s concluded at once that this arrange-
ment 18 highly improbable If the plamn text had been inscribed vertically m this same rectangle,
and then the rows had been transposed in forming the cipher text, then in each column (18 letters)
there should be (18X40 percent=7 2) about 7 vowels, but column 2 contains 11 vowels and col-
umn 6 only 4 This likewise indicates that 1t 1s highly improbable that the message was mscribed
vertically ard the cryvptogram formed by transposing the rows But when the arrangement at

& A suggestion for which the author 1s indebted to Mr A W Small, junior crvptanalyst in this office  The
principle makes practicable the use of tabulating machinery for the purpose of speeding up and facihitating the
matching of columns 1n the anagramming process

7

B m figure 1 18 studied, 1t 18 not so easy to say at once that 1t 18 improbable For 1n 18 letters
there should be about 7 vowels and none of the rows of thus arrangement shows too great a
departure from this expected number This possibility will have to be explored further and 1t
18 for the moment put aside If 1t be assumed that the message was mscribed vertically in the
rectangle 18 X7 and the rows subjected to transposition, there should be (7X40 percent=2 8)
2 or 3 vowels 1n each column  But smce several of the columns show rather considerable depar-
tures from this expected number, 1t may be concluded that a vertical mnscription and horizontal
transcription 1s not probable and this assumption may be elimmmated Theun the arrangements
at C and D 1n figure 1 are studied i the same manner, with the result that at the end of the study
the situation as regards the various assumptions 1s summsrized as follows
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Rectangle 7 X 18

7 columns and 18 rows
(1) Horizontal inseription, columnar transeription ... ... Very improbable

(2) Vertical mseription, horizontal transcription.. e Very umprobable

18 columns and 7 rows
(3) Homnzontal inscription, columnar transeription. ... ___ Possible

(4) Vertical mscription, horizontal transeription.. ... .. ... - Improbable
Rectangle 9 X 14
9 columns and 14 rows
(5) Horizontal msciiption, columnar transeription. ___. _ . .- Possible
(6) Vertical mscription, horizontal transcription.. _.. Improbable
14 columns and 9 rows
(7) Horzontal mnscription, columnar transcription ... __ ... Improbable
(8) Vertical msecription, horizontal transeription_. . . - .. Very mmprobable

¢ Discarding all assumptions except (3) and (5), the latter are subjected to further scrutiny
Suppose the average amount of deviation from the expected number of vowels in each row 1s

calculated by finding the difference between the actual and expected numbers m each row,
For as-

adding these differences (neglecting signs), and dividing by the total number of rows
sumptions (3) and (5) the results are as follows

18 X 7

7 8 9 10 11 12 13 14 16 17 18

._.
o
pected number

—
[
@
L
o
>

= = = Teviation from ex-

B OO BN B OO N

00 O © =1 O © O Number of vowels
-

Omoooacr»
CHGPZ=Z O P
STonxmrow
HZeNmZa
PP EUZR
T Qm< 3T
>aE QA X M

~3 O U W N =
HAO N ITOMH
HITuoucmom™
moowm=z2o0o
TmMEHOHEAEEME
gl < B vl ol
CFHC<<2=243
OO MmE»TW
AHAOYEQK
<HZDXPHHND
mEnzZar =z
A<cCcoHEcCH

I 2]

Total deviation=8 2

Average deviation=1 2
FIGURE le
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E g 5 ( The frequencies shown are as given 1n table 6, appendix to Malitary Cryptanalysis, Part I )

014 : “i W @) 3) @
k] B B B B
123456789g 5§' g3 §3 g2 g3
A : - -
ISTBRTATFl2 16 7 2 £ 1o £ 1s £ 1o £
2lLORFIUONAI5 1 4 N AS. . .. 41 AT . 47 AT . 47 AF ... 4
JHNRAITNFT|2 16 ; 00 6 0 U ... 37 0N 77 0 A .. 7
4 HSHEACARYIl4 4 : N N___.... 8 NT.. . 82 N F._ 9 NT 82
S5IDONDRUJAEI4 4 A S . 41 AC .. 14 AR ____ 44 AY . 12
TOEFIVINCH 4 J O 2 JU.... 2 JA 1 JE .. 2
NI EAOVRUFFI|5 14 I0.... . 41 I V. ... 25 IN 75 I C. 22
SIEETYNAPMIM 4 UE .. 11 UR_ .. 31 UF _ 1 Ur ... 1
9O ENCLUONRWI 4 PE. ... 23 PA .. 14 PM._ 4 PX .. 0
IJEENAROLDT 4 OB . 3 00U 37 ON . 77 0 R 64
1JUIVPNORMG|3 6 i LEo 37 L O 13 LD . 9 L T . 8
12IDOUDROSAE]5 14 RI .. 30 RO 28 R M.______ 9 RG....__.. 7
1IBJHETTWFOSTI2 16 S ¢ 15 S 0. 15 S A ... 24 SE.. . ... 49
14 TFLREDMAAI{3 6 OE .. 3 OF. ... 25 0 S 14 0 T 19
— MF ... 1 MD_ . 1 MA 36 MA . 36

Total deviation=12 6 e T 27
Average deviation= 9 Total_._ 262 Total______ 371 Total ___ 427 Total____ 313
FIGURE 1f FIGURE 2

The average amount of deviation for assumption (5) 1s only 09 as agamnst 12 for assumption
(3), therefore the former assumption s considered to be somewhat better than the latter and 1t will

add a column to 1t

Combimation (3) gives the highest frequency value for the digraphs and an attempt 1s made to
Here are some of the combinations tried

7 8 1 7 8 2 7 8 3 7 8 9
be tried first ATTI ATS ATT ATF
d The columns of the rectangle shown in figure 1f are now to be cut apart and the procedure ONL ONO ONR ONA
of anagramming appled (For this 1t 1s best to have the cryptogram wrnitten on cross-section N FH NFN NFR NFT
paper preferably with }%-inch squares for ease n handling ) Consider column 7, with the letter ARH ARS ARH ARY
J m row 5, this letter, 1f 1t 1s a part of a word, must be followed by a vowel, which eliminates JAD JAO J AN JAE
columns 1, 3, 4, and 5 as possibilities for placement on the right of column 7 Here are the INT INO INE INC
digraphs formed by combining column 7 with columns 2, 6, 8, and 9, respectively, and the totals UFI UFE UF A UFF
obtamed by adding the frequency values of the digraphs formed 1n the rows PME PME PMT PMX
ONO ONE ONN ONR
LDE LDE LDN LDT
RMU RMI RMYV RMG
SAD SAO SAU SAE
0SH 0SE 0ST 0ST
MAT MAF MAL MAA

FiGuRE 3

¢ Each of these combinations shows at least one “impossible’” trigraph and several “poor”
ones® After more or less work along these lines, the cryptanalyst begins to get the feeling that
“something 1s wrong,” for, as a rule, once a correct start has been made 1n cases of this kind,
solution comes rather quickly Hence, the cryptanalyst decides here that possibly his first

¢ Following the steps taken 1n subpar d, frequency weights may be given the various trigraphs n fig 3 and
! the sums obtamned taken as indications of the relative probability of each of the four trials These steps are here
omitted, for they are obvious

L*
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choice of combmation (3) was a bad one, even though 1t gave the greatest total when frequency
values for the digraphs were summed The second greatest total was for combination (2) m
which columns 7 and 6 were put together ~The infrequent digraph J U suggests a word such as
JUST or JUNCTION Ifit were the former there should bea column containiug an S 1n the 5th row,
and there 1s no such column  If the word 1s JUNCTION, there should be a column containing an N
m the 5th row, and there 1s only one such column, the3d Placing column 3 after columns 7-6
gives the trigraphs shown m figure 4-A  All of these trigraphs are excellent except the last, and
that one may be erther an abbreviation of a signature, or possibly nulls added to complete the rec-
tangle If the word JUNCTION s correct then there should be a column with a C in the 5throw,but
noneisfound However, column 9 has a C 1n the 6th row, and 1f 1t happened that thelast column
on the right 1s No 3, then column 9 would be the 1st column Thus, as shown 1 figure 4-B, the

arrangement of columns becomes 9 763

7 6 3 9 1t * 2?7 6 3 P 1 6 2 8 4 7 6 3
ATT F ATT FIRSTBATT
OUR A OUR ALIONFOUR
NTR T NTR THINFANTR
ACH Y ACH YHASREACH
JUN E JUN EDROADJUN
IVE c IVE CTIONFIVE
URA F URA FIVEFOURA
PAT X PAT XENEMYPAT
OUN R OUN ROLENCOUN
LON T LON TEREDALON
ROV G ROV GUNIMPROV
SOoU E SOU EDROADSOU
OFT T OFT THWESTOFT
MDL A MDL ATEFARMDL
FIGURE 4-A FIGURE 4B FIGURE §

f It 1s beheved that the procedure has been set forth with sufficient detail so as to make
further demonstration unnecessary The rectangle can be completed very quickly and 1s found
to be as shown 1 figure 5

g It will be mnteresting to see if a calculation based upon the sum of the loganthms of the
probabilities given 1n figure 2 would have given the correct combimation as the first choice
Note the results shown 1n figure 6 This calculation gives the correct combmation as first
choice, m2, 7-6, with a logarithmically-weighted value of 17 35 as agamnst a value of 16 51 for
combination 7-8, which was the first one tried on the basis of merely the sums of the frequency
values of the digraphs
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(1) (2) (3) (4)

B g 2 g ) g

b T TR T
7 2 g K] 7 8 g 3 EE 3 £ E

& = 7 8 & A} 7 9 &

AS. 41 1 61(AT._____ 47 1 67)A T..._. 47 1 67|AF. ... 4 0 60
0 0. 6 780 U_.. 37 1570 N.... 77 180 A _____ 7 85
N N..... 8 90 |NT_.... 82 1 91 |NF____ 9 95 | N T ___. 82 1 91
AS._. .. 41 161/AC____ 14 1 15(AR_.. 44 1 64|AY._... 12 1 08
J 0. 2 30tJ U __ 2 30|J A 1 00|J E. _ 2 30
TO0.. 41 161|IV.___. 25 1 40{I N._._ 75 1 8|IC ... 22 1 34
UE__. 11 1 04{UR___ 31 149|U F____. 1 00| UF.___ 1 00
PE____ 23 1 36/PA ___ 14 1 15{P M___. 4 60| P X ___. 0 -1 00
OE. 3 4810 U. .. 37 1 57|0N___ 77 18|0R .. 64 1 81
LE__ 37 1 57| LO.._ 13 111|L D __. 9 95 |L T_.... 8 90
RI___ 30 48 R 0___ 28 1 45|R M__._ 9 95| R G.____ 7 85
S 0. 15 118|S 0. 15 1 18{S A_.. 24 1 38|SE .. 49 1 69
O0E._ 3 4810 F______ 25 14010 S____. 14 1150 T 19 1 28
MF____. 1 00 MD __ 1 00 M A _. 36 1 566 | M A_____ 36 1 56
Total ... 262 13 40/ Total... 371 17 35| Total... 427 16 51| Total... 313 13 17

FIGURE 6

As a mattet of interest, 1t may be observed that the combination 7-6 1s 7 times more probable
than combination 7-8, smce the difference between 17 35 and 16 51 1s 84, which 1s the logarithm
of 7 Likewise, combination 7-6 1s roughly 15,000 times more probable than combination 7-9
since 17 35—13 17=4 18 '

8 The probable-word method of solution —a The probable-word method of attack 1s as
important in the solution of transposition ciphers as 1t 1s 1n the solution of substitution ciphers
and if the eryptanalyst 1s able to assume the presence of such probable words as are usua.ll;r
encountered in mihtary communications, the solution, as a rule, comes very quickly

b As an illustration, looking at the first row of letters in the rectangle shown 1n figure 1,
the letters IS TBR T A T F almost at once suggest FIRST BATTALION as the imitial words of th(;
message A rearrangement of the columns of the cryptogram to bring the necessary letters
into Juxtaposition at once discloses the key Thus

9 1 5 2 8 4 7 6 3
FIRSTBATT
ALION

It will be noted that this assumption requres that there be a column headed by F A, another
headed by I L, another headed by R I, and so on  Had such columns not been found, then the
word BATTALION would not be possible In that case the word FIRST would still remain as a
pomnt of departure for further experimentation

¢ In the foregoing illustration, the probable word was assumed to appear in the first hine
of text in the rectangle If the probable word being sought 1s in the interior of the message, the
steps must be modified somewhat but the basic principle remains unchanged The modlﬁcat',xons
are of course obvious

9 General remarks on solution.—g In solving transposition ciphers advantage should be
taken of all the characteristics and 1diosyncrasies which are applicable to the language of the
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enemy, because they often afford clues of considerable assistance to the cryptanalyst In all
languages there are certain letters, usually of medium or low frequency, which combine with
other letters to form digraphs of high frequency For nstance, in English the letter H 1s of
medium frequency, but 1t combines with T to form the digraph T H, which 1s of lughest frequency
mn hiterary text, 1t also combines with C, a letter of medium frequency, to form the fairly frequent
digraph CH The letter V 1s almost in the low-frequency category yet 1t combines with E to
form the digraph V E, which in military text 1s the 14th in frequency The low-frequency letter
K often combines with C to form the digraph C K  Consequently, in working with transposition
ciphers in English, when there 1s an H, attempts should be made to combine 1t first with a T or
with a C, a V should be combined first with an E, a K should be combined first with a C, and so on

b There 18 usually 1n every language at least one letter which can be followed by only a
certain other letter, forming what may be termed an obligatory sequence, o1 an wnvariable digraph
In all languages having the letter Q, the combination Q U constitutes such an mvariable digraph ?
In bonafide words of the German language the letter C is never used by itself, when present the
letter C is mvariably followed by an H, except on rare occasions when the digraph C K1s employed
In Enghish, the letter J can be followed only by a vowel, the letter X can only be preceded by a
vowel and, except at the end of a word, can only be succeeded by a vowel, or by one of a hmited
number of consonants (CHP T), and so on Letters which behave in this manner, that 1s,
letters which have what may be called a limated qffimity n combuung with other letters to form
digraphs, constitute good pomts of departure for solution and are therefore of sufficient impor-
tance to warrant their being designated by the more or less descriptive name of pulot letters

¢ The presence of pilot letters mn a transposition cipher often forms the basis for the assump-
tion of probable words Obviously, a special lookout should be kept for words of rather high
frequency (n military correspondence) which contamn letters of low or medium frequency
The frequent word CAVALRY, for example, would suggest 1tself 1f the cryptogram has the letters
C, V,L, and Y, which are all of medium frequency The mmportant word ATTACK suggests
itself if the eryptogram has a K, a letter of low frequency, and a C, one of medium frequency,
and so on

d The mechanics of simple columnar transposition make possible the production of rather
long sequences of vowels and long sequences of consonants 1n the text of the cryptogram Note,
for example, mn the cryptogram on p 6, the sequence of vowels0 O E EE E I O E, and the
sequence of consonants VN L R N R W If the enciphering or plamn-text rectangle 1s con-
sulted, 1t will be seen that these two sequences belong together, that 1s, they are in adjacent
columns 1 that rectangle It 1s a characteristic of plain text that consonant-vowel or vowel-
consonant digraphs are much more frequent than consonant-consonant or vowel-vowel digraphs,®
and therefore when long sequences of consonants and of vowels are found i transposition
ciphers, & good start toward solution may result from assuming that such sequences come from
adjacent columns

¢. It should, however, be noted i connection with tell-tale letters such as Q (entermg mto
the composition of Q U) and C (entering into the composition of CH), that astute cryptographers
who realize the clues which such letters afford often replace invariable digraphs by single char-
acters, usually those rarely used in the language in question For example, C Hin German may
be replaced by Q, Q U in French, by K, and so on 'When this 18 done, solution 18 made more
difficult, but only in thosc cases where 1t 1s dependent upon finding letters forming obhgatory
sequences I plain text does this sort of subterfuge become a factor of mportance

? The letter Q may, of course, be part of an abbreviation, such as SQ for “square,” or 1t may be used as a null,
or as a sign of punctuation However, unless there are good reasons for believing that this letter 18 used for such
purposes, QU may be considered to be an invanable digraph

8 The CV and VC digraphs constitute about 62 percent of all digraphs
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J The presence of many Q’s, or K’s, or X’s mn a transposition cipher should not, however, be
taken as prima facie evidence of the type of replacement noted in the preceding subparagraph
It 1s possible that such letters may be used as sentence separators or other punctuation, possibly
they may be nulls, although the alert cryptographer would either use nulls not at all or, if he
had to, would use letters of medium or lugh frequency for this purpose

g Because 1t 1s important that the eryptanalyst take advantage of every peculiarty specifi-
cally applicable to a cryptogram to be solved, especially as regards the presence of low-frequency
letters, 1t 18 advisable that a unihteral frequency distribution be prepared, just as though he
were going to deal with a substitution cipher This 1s probably the quickest way of bringing to
hght the peculiarities which may be helpful 1n solution

10 Reconstruction of hteral key —a The reconstruction or recovery of the lteral key
from which the numerical transposition key was derived 1s naturally the last step in the solution
of cryptograms of this type It 1s often of more than merely academic interest, because if 1t 18
found that the enemy 1s employing for this purpose some well-known book, or words or phrases
of a stmple nature associated with the locale of operations, this fact may be of highest importance
m subsequent work

b In this process there are only a few guiding principles to be noted and much must be left
to the ingenuity and imaginative powers of the cryptanalyst Taking as an example the numer-
1cal key uncovered mn the solution of the cryptogram in paragraph 7, the procedure will be set
forth below

¢ The numerical key 1eferred to was found to be 915284763 Assuming that this
sequence was derived 1n the usual manner, by assigning numbers to the letters of a key word n
accordance with their relative positions m the normal alphabet, the sequence forms the basis for
the key-word reconstruction duagram shown mn figure 7—-A, 1n which the individual key numbers are
wnitten from left to rght on different ““levels” so that each level contains only numbers normally
1n succession

9 1 5 2 81| 4 7163 9 1 5 2 8|4 |78
ABC ABC ABC
DE DE DE
1 1 2 311 1 2
FGH
o
2 4 2 4
KLM KLM
NO NO
3 5 6 3 5 6
LMN
oP
4 7 4 7
MNO
PR
5 8 ! 5 8
R-Z
6] 9 I 6] 9 |
FICURE 7-A F1cure 7-B

d It 18 hikely that the digit 1 on the first level in the key-word reconstruction diagram
represents a letter at or at least close to the beginning of the alphabet Since the digts 2 and 3
are on the same level as the digit 1, 1t 18 ikely (1) that the letter represented by 1 occurs 2 more
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times 1 the key word, or (2) that the digit 2 represents another letter, also near the begmning of
the alphabet, and that this letter 1s repeated, or (3) that the digits 2 and 3 represent 2 different
letters both near the begmning of the alphabet, or (4) that all three digits represent different
letiers but all near the beginning of the alphabet The digit 4, on the second level in the recon-
struction diagram, must represent a letter beyond the letter represented by the digit 3, the digit
5 must represent one beyond the letter represented by the digit 4, and the digit 6 may represent
the same letter as 5, or a letter not much beyond that represented by 5 Assuming that the
letters composing the key word are fairly well distributed over the entire alphabet, the digit 7
must represent a letter near or slightly beyond the middle of the alphabet, the digit 8 must repre-
sent one further toward the end of the alphabet than does the digit 7, and so on  Assigning
several values to the digits, 1n accordance with the foregoing principle, the results are as shown
m figure 7-B

e It1s perhaps possible that some students may find the process of reconstructing the literal
key somewhat easier if the variant possible letters are merely Listed under the respective key
numbers as shown 1n figute 7-C  The candidates for the successive positions n the hiteral key
thus appear in a rather condensed space and the eye 1s able to pick up “good” combinations
very quickly

9 1 5 2 8 4 7 6 3
RAKAMFLKA
SBLBNGMLB
TCMCOHNMC
UDNDPIOND
VEOERJPOE
w
X
Y
z
FiGuRE 7-C

J Now comes the trying process of finding a “‘good” word in this assemblage of letters The
beginning and end of the word are the easiest points of attack, and 1t 1s useful to keep 1n mind the
relative frequency order of letters as mtial and final letters of the language mn question For
English, the data are as follows ?

As mitial letters..._._________ TSAFCO NPE
As final letters. ETDSNYROHLA

Studying the candidate letters at the end of the key, 1t 1s seen that E 1s one of the possibilities
If that 1s correct, then a good ending would be one of the type vowel-consonant-vowel, with E as
the final letter There 13 but 1 vowel in the fourth level m the column under the digit 7, the
letter 0 This gives 0 KE, O L E, 0 ME, O N E as possible termmal trigraphs, the best of which
from a frequency standpomnt 13 ONE Seemg the letters P and H 1 columns 84, the ending
PHONE and then the word TELEPHONE suggests 1tself ~Checking to see 1f there are any mcon-
sistencies, none 1s found and the solution 1s

Numerical key....9 1 5284763
Lateral key......__... TELEPHONE

® Taken from Tables 2-D (2) and 2-E (2), p 111, Military Cryplanalysis, Part 1
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g In future studies, cases will be encountered wheremn the reconstruction of the numerical
key 1s an essential or, at least, a useful element after the solution of one or more cryptograms has
been achieved by cryptanalysis This 1s done 1n order that subsequent cryptograms in the same
key can be read directly without cryptanalysis The reconstiuction of the numerical key 1s,
however, a different process than the one illustrated in this paragraph, wherein the problem 1s
solely one of building up a literal key from 1ts numerical equivalent The purpose in reconstruct-
ing the literal key 1s to give clues as to the source from which keys are derived or taken Some-
times this may lead to ascertaining a book which 1s used for tlus purpose and which may be
available by purchase at bookshops, or 1t may be a well-known document, a telephone directory,
etc Obviously, if the source document or book can be located the solution of future crypto-
grams 1n the same system becomes merely & matter of decipherment and such cryptograms no
longer form the material for cryptanalytic efforts The method of reconstructing the lLiteral
key 18, obviously, easier to apply in the case of long numerical keys than in the case of short ones,
in general, the longer the numerical key the easier 1s the recovery of the literal key

11, Column and row transposition —It should be obvious that when the rows as well as
the columns of a completely-filled rectangle undergo transposition the increase in secunty 1s
hardly worth mention, since the underlying procedure in solution aims simply at assembling a
few columns on the basis of ‘‘good” digraphs and trigraphs brought to Light by juxtaposing
columns After three or four columns have been properly juxtaposed, the placement of addi-
tional columns becomes easier and easier, merely by continuing to build upon the fragments of
words 1n the rows  Hence, the cryptanalyst 1s, during a large part of the process, not particularly
mterested 1n the mtelligibility of the text he 1s building up, only at the end of the process does
this become a factor When all of the columns have been assembled in proper order, then the
text will read contmuously in the normal manner (left to rght, top to bottom) If it does not,
then 1t 18 usually a very simple matter to rearrange the rows of the rectangle to bring this about,
since the letters at the ends and beginnings of the rows give the necessary clues for continuity
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12 General principles underlying solution —a In the system designated keyed columnar
transposition the feature which differentiates an incompletely-filled rectangle from one that 1s
completely filled 1s a very simple one from the cryptographic pont of view The bottom row of
the rectangle in the former case merely lacks one or more letteis, a feature which only very
shghtly complicates the system m practical operation But the consequences of this simple
difference between the two types are, from the cryptanalytic pont of view, quite profound, and
the cryptanalytic effect of this small change mn cryptographic procedure 1s seemmgly all out of
proportion with the sumpheity of the difference

b Cryptograms mvolving completely-filled rectangles are rather easy to solve because of two
arcumstances In the first place, smce the rectangle 1s completely filled, the various possible
dimensions of the rectangle can be ascertained by noting the factors of the total number of letters
Usually only a few possibilities are indicated and therefore this materially reduces the amount of
experimentation that would be 1equired mn the absence of this situation, since 1t 15 obvious that
when working with incompletely-filled 1ectangles a good many 1ectangles of various dimensions
become possibilities for trial  In the second place, the columns 1n a completely-filled rectangle
all contain the same number of letters, and therefore the anagramming process (matching and
assembling of columns) can be performed without any mental 1eservations such as must be made
m working with mcompletely-filled 1ectangles because of uncertamty as to whether the letters
whch are juxtaposed to form digraphs and tiig1aphs really come fiom the same 10w m the plam-
textrectangle The latter statement calls for a bit mote explanation

¢ The columns of an mcompletely-filled rectangle are of two sorts which may convemently
be designated as long and short  The long columns are at the left of the 1ectangle and cach one
contains just one more letter than the short columns, wluch are at the night This follows, of
coutse, from the fact that 1t 1s only the last 1ow m such a rectangle which lacks one or more letters
to complete the rectangle The term wudth, as apphed to a transposition rec tangle, will be con-
venient to designate the number of columns, which 1s, of course, determmed by the length of the
numerical key or the number of letters in the hiteral key ~ Given the width of the rectangle and
the total number of letters in the cryptogram, the length and number of the long and the short
columns may be found by a smple calculation Multiply the width of the rectangle by the
smallest number which will yield a product greater than the total number of letters m the
cryptogram  The multipher gives the length of the long columns, this multipher mmnus 1 gives
the length of the short columns, the excess over the total number of letters gives the number of
short columns, the latter deducted from the width gives the number of long columns Thus,
with a eryptogram of 287 letters and a rectangle 15 columns in width [(15X20) —13=287] the

(18)

'A-v-u-..
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long columns will have 20 letters, the short ones, 19 letters, there will be 13 short columns and 2
long ones

d Now if the ciyptanalyst were able to cut up the text of a cryptogram produced from an
incompletely-filled rectangle into sections corresponding in length with the actual long and short
columns, he could handle thesc columns in exactly the same manner that he handles the equal-
length columns 1n the solution of a cryptogram produced from a completely-filled rectangle In
fact, the solution would be easier because he knows that all the short columns fall at the nght,
all the long columns at the left of the transposition rectangle, and therefore the amount of exper:-
mentation he must undertake in his attempts to juxtapose columns in the anagramming process 1s
considerably reduced But, unfortunately, there 1s usually no way i which, at the imitial stage
of solution, the cryptanalyst can find out, fiom a single ec1yptogiam, which aie the long columns
and which the short Ths 1s obviously a matter directly connected with the specific transposi-
tion key, and the latter 1s the sole unknown factor in the whole problem

e If 1t were practicable to transciibe a eryptogram of this type according to all the possible
transposition keys for a given width of rectangle, solution would obviously metely consist
scanning the various rectangles to find the one which 1s correct—for there will be only one such
rectangle A rectangle 15 columns in width may have been enciphered by any one of factonal
15 transposition keys ! 'Whule 1t 18 concervable that machinery might be devised for this purpose,
so that the production of the milhons of possible rectangles could be effected 1n a relatively short
time, 1n the present state of the art no such machinery has yet been devised  Furthermore, 1t 1s
problematical whether a solution by such means could be achieved 1n a 1casonable length of time
even 1if the machinery were available, because of the immensity of the task 1t would have to
perform 2

f However, this question may be asked Given a cryplogiam of ¢ letters and a rcctangle of
n columns m width, 1s 1t possible to transciibe the text within a single rectangle so that the latter
will show what letters will constitute the respective columns for all possible transposition keys of
n elements? If so, then such a rectangle would be useful in trying to solve the cryptogram,
because the rectangle would then limt the amount of experimentation that would have to be
performed by the anagramming process, since 1t would show whether or not two letters which
are brought together in that process to form a digraph could possibly have been 1n the same row
in the plamn-text rectangle  If not, then of course there would be no use in forming such digiaphs,
and thus the number of trials becomes much reduced Another way of indicating what 1s meant
18 to say that such a rectangle would show the maximum amount that one column may be shifted
up or down 1 trymg to match 1t with another column n the anagramming process  This will be
made clearer 1n 8 subsequent paragraph At this pont 1t will merely be stated that 1t 1s casy to
prepare a rectangle of the nature indicated above for any keyed, columnar-taansposition

cryptogram

1 Factorial 15, or 15X14X 13X X1, equals 1,369,944,576,000 different transposition keys

% T4 18 nevertheless pertinent to indicate that machmery for facilitating the “matching’ or anagramming of
oolumns has heen devised and found to be quite practical in the <olution of problems involving eolumnar trans-
position
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13 Delimting the lengths of the columns of the rectangle, constructing the “hat” dia-
gram —a Given the following cryptogram of 224 letters and an assumed width of 12 columns
in the enciphering rectangle

CRYPTOGRAM
ODNNP TIRNT DTURO EXALN IETGN WTTME
DSTEO ITDMA NLNOE BOUHE NLESE AACTR
MSCLC SOEFC FFTEE EMIAI TEAIJ NSOIV
FMBIE HBVTB ESRSY LXROR UMETY OIKNEK
TNDAH IRHQI ETETN OTRAA VRIRS TGSEF
EAOOT HEACN SHEEV TRESR AIIEA TEEAL
AENEE MYTFI TANLN NUACL RENRT RATSO
ALODT RORYN NRGY
DISTRIBUTION
Z
= Z
s Z - Z x £
Z Z = = = ZE =
2 OB _= T EE Z2EE
RS R EEESRRE ~BEEE__EERERSS_.E
ABCDEFGHIJKLMNOPQRSTUVWXYZ
19466816361012971)1511181225441250(224)

b A cryptogram of 224 letters and a rectangle of 12 columns [(12X19)—4=224] mdicates 4
short columns of 18 letters and 8 long columns of 19 letters The outlmes of & rectangle of this
specification are drawn on a sheet of cross-section paper and the text 1s transcribed withmn 1t,

for the moment assuming only that the transposition key consists merely of the straight sequence
of numbers 1 to 12 Thus

CrMRERONCHUAEAZWHATZ 200~
UHHOMHUUOUBEERACEAZOAEAHZ]
Pl ZEONIcdowWmoOoZr 2 =2
HEFASTTQEEHoOonQrCrQn = %A als
HHWEYTd<HOUNZOHPEPRAHD> H R
HESdIJoAIMIMOr<uILEARWA<W I
BHAHOIIHIPUOUZARZRHO KN
PRI OQANIHI<PEDNGO0Z A
ANEARAAEA<FEAEREIVNZQPEHISO O
H<EEEzZEbrPEEE>EHH>|S
AHxzZmarQrcZ2Z2r2Z2raHRR
<QAZZdTOoOTIHDOrPONA IR

FIGURE 8
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¢ The rectangle shown 1n figure 8 1s the same as though 1t had been assumed that the key
numbers 9, 10, 11, and 12 happened to fall at the extreme rght mn the numerical transposition
key Columns 1 to 8, inclusive, would then be long columns, and columns 9, 10, 11, and 12 would
be short columns But suppose that the key numbers on the extreme right happened to be 1, 2,
3, and 4, instead of 9, 10, 11, and 12 Then columns 1, 2, 3, and 4 would be the short columns,
5 to 12 the long ones In this case, making reference to figure 8, the final letter of column 1
would pass to the top of column 2, the final 2 letters of column 2 would pass to the top of column
3, the final 3 letters of column 3 would pass to the top of column 4, the final 4 letters of columns
4, 5, 6, 7, and 8 would pass to the top of columns 5, 6, 7, 8, and 9, the final 3 letters of column
9 would pass to the top of column 10, the final 2 letters of column 10 would pass to the top of
column 11, and the final letter of column 11 would pass to the top of column 12 The results of
the foregoing reasoning are embodied 1n the matrix or diagram shown 1n figure 9

1 2 3 4 5 6 7 8 9 10 11 12
1 tmuaile
2 eebme fe
3 tael1etesy
4 ldaeeteartr
5 ONMCMHYTOAFA
6 DIATIBONOIIT
7 NENRAVIOTITS
8 NTLMITKTHEAO
9 PGNSTBNREANA
10 TNOCEEKAATLL
11 IWELASTACENDO
12 RTBCIRNVNEND
13 NTOSJSDRSAQI
14 TMOONYAIHLAR
15 DEHESLHREACO
16 TDEFOXISEELR
177(DSNCIRRTVNRY
18 RTLFVOHGTEEN
19 OEEFFRQSRENN
20 EOIﬂTM@IEEMRR
21 XIIEEBMEFSY|TG
22 A[TAEIETERTR|Y

2Z LDAEETEA

FIGURE 9

d Now the capital letters in this matrix or diagram, which 1s often called a crown or hat
diagram,? figure 9, represent the Igtters which are mn the columns in case the first hypothesis
(key numbers 9, 10, 11, 12 at the extreme night) 1s true The capital letters above the heavy
bleck line together with the lower-case letters at the top of the diagram represent the letters
which are m the columns 1n case the second hypothesis (key numbers 1, 2, 3, 4 at the extreme
night) 1s true  Therefore, since the hat diagram covers the two possible extremes with reference
to the positions occupied by the short columns and embraces all possible intermediate conditions
by showing what letters may be in the respective columns under any possible arrangement of long

3 Because the lower-case letters at the top form what 1s usually called the crown or kat
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and short columns, the hat dvagram 18 applicable to any possible numerical key for the eryptogram
wn question and for the assumed urdth of rectangle Therefore, 1n the anagrammirg process the
hat diagram shows the maximum possible amount that any column may be shifted up or down
1n Juxtaposing two columns to form digraphs of letters assumed to come from the same row
m the plain-text rectangle This 1s because all the lettels of the first row of the actual enci-
phering rectangle will be found 1n rows 1 to 5, inclusive, of figuie 9, all the letters of the second
row of the rectangle will be found 1n 1ows 2 to 6, inclusive, and so on, as indicated by the braces
at the nght in figure 9
¢ Thus there anses the following mmportant principle Designating the number of short
columns 1n a specific diagram by n, only such letters as fall within (n+41) consecutive rows, will
be letters that may have appeared in the same row m the actual transposition rectangle Or,
another way of stating the principle 1s thi1s Both members of any pair of letteis actually in the
same row 1n the transposition 1ectangle will be found only among the letters appearing in (n+41)
consceutive rows in the cortect hat diagiam  In the case under discussion, 1if the first letiet
of such a pair 1s located mn row 8, for example, the other letter cannot be in rows 1, 2 3, or 13 to
23 of figure 9
f The usefulness of this principle i connection with the counstiuction and employment of
the hat diagram will soon become apparent For example, agam referring to figure 9, take the
letter Q 1n row 19, column 7, 1t must be followed by a U in the plamn text  There are 4 U’s 1n the
message they are in 1ow 13 column 11, row 14 column 3, row 17 column 1, and row 20 coluran 6
Now the question 1s, can any of these 4 U’s follow the¥, or may one or more of them be elimmated
from consideration at once? Since the U’s in rows 13 and 14 fall outside the 4 consecutive rows
above that 1n which the ¥ 1s located, 1t follows that neither one of these U’s can be the one that
succeeds the ¥ Thus two candidates are automatically ehminated from consideration The U
mm row 17 and the U in 10w 20 are both possible candidates
14 Solution of example —a With the foregoing preliminaries out of the way, the solution
of the cryptogram can now be carried forward with rapid progress It has been mndicated that
the Q m row 19, column 7 (fig 9), may be combined with either the U in row 17 column 1, or the
Um row 20 column 6 Suppose the columns of figure 9 are now cut apart for ease in anagramming
Juxtaposmng the mdicated columns yields what 1s shown 1n figure 10 Smnce the combmnation
shown at @ 1n figuie 10 involves column 1, 1t obviously begins with the letter O and ends with the
letter A or L, no other letters can be added to this column Since column 7 18 already the maxi-
mum length this column can be under any circumstances, no letters can be added to 1t at the
bottomm  Therefore, all the digraphs possible to form by juxtaposing these two columns are
indicated m figure 10a  There are only 17 digraphs 1n all, whereas there should be at least 18
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FIGURE 10

Hence, combimnation 7-1 1s 1mpossible, and combination 7-6 1s the only one that needs to be
considered further There are many excellent digraphs m 1t, and only one which admittedly
looks rather bad, the HX Seeing the digraphs K B and K S 1n these columns, a good assumption
to make 1s that the K’s are preceded by the letter C  Is there a column with 2 C’s n approximately
the correct region? Column 4 meets this requirement  Note the excellent trigraphs 1t yields,
as shown 1n figure 10¢ It now becomes fairly easy to add columns to this nucleus For instance,
the trigraph R Y B suggests a word ending in R Y, such as INFANTRY, ARTILLERY, CAVALRY,
the trigraph M 0 V suggest MOVING, the trigraph C K B suggests the word ATTACK, followed by
a word beginning with B, and so on  Tral of only a few columns soon yields what 18 shown m
figure 10d, from which 1t soon becomes probable that the long columns end with column 12, since
the letters after L Y yield an impossible sequence (E E E Y) Smce 1t was origmally assumed
that theie are only 4 short columns in the transposition rectangle, and since 4 columns have
already been placed at the right (4-7-6-10), the rectangle, with the columns thus far placed,
must be as shown 1n figure 10e  This, then, at once tells what the limits of columns 2, 3, 5, 8, 9,
and 11 must be, and the rectangle can now be filled in without further delay The completed
rectangle 1s shown m figure 11




S © 0 N O LT b W DN e

= e e et et gl e e
W 00 I O T B W N e

—
~n

-

-~

-]

—
(=]

| o|R|c|EIE]S
T blalTTE R
N|T|R|Y|B A
Nis|M|o|v|T
Plo[s|I|T|I
T|AlC|K|B|E
I|L|L|N|E|A
R|O|C|K[S|T
N|D|S|T|R|E
“lr|Ilo|N!s|E
D|R|E|D|Y|A
T O|F|A|L|L
U|R|C|H[x|A
R|Y|F|I|RE
O|N|F|R[O|N
E|N|T|H|R|E
X|R|E[Q|U|E
A|GE|I|M|M

L|Y

FIGURE 10¢

24

o B W N

K=o SRS =2

10
11
12
13
14
15
16
17
18
19

oo

L~

o

w

-
=

9

-

[
[~

'

-~

<

st
=

F
E
A
0
0
T
H
E
A
C
N
S
H
E
E
v
T
R

BlE EF =\ "o " @ m olunlalr alunl =) wl gl e

H O T} H{ D|»|ol=2 3 ® 2 x| +H| ol <] a|lmx™
Bl do|ldHiri<lun 3 n @zl olAal<col o=

simimzmlelcl > mlaolalem] -]l 0w

Mluedu|H|Hlm<[rlr D Aloz]a @ 3 @

Ol H olm|3|lulolm|l=zlrlals|zlala & 4] =

Hwl=s|la|<|H|o]lu|z|lalH|e|lmlal-]e|H 2=
=l Eln @z 8 clolwl mlol =zl =] =
R 2| e|clzlzo 2] 3 ] 1] 9] =

DIk @3lo|lwmlala|lo|a 2w K Al zl=z]lo] o
N Q| 2|20 o|lH HO|lolr] el ol gl »| m

E

FIGURE 11

!
i
i

Jou———

25

b The last step, recovermg the literal key, 1s then taken The key 1s to be found among

the letters of the literal key reconstruction diagram in figure 12

812|513 (11| 9|1112| 47 |6]10

ABC

DEF DEF DFF
GHI GHI GHI

JKI JKL
MN MN

MNO

NOP NOP NOP
RST RST R8T

[CPY

FIGURE 12.

The termination ATIONS seems a likely possibility If this 1s correct, assignment of letters
becomes modified as shown 1n figure 13

8112|5311 9]1(12)4;7]|6]10
A
1
DEF DEF I T
GHI GHI
2 3 4
JKL N
MN
) 5 6
(¢]
7
ﬁ o PRS S
8 9 10
T T
11 12
FIGURE 13

The word PENETRATIONS will fit and 1t 1s taken to be presumably correct There 1s no absolute
certamnty about the matter, for it 1s conceivable and possible that there are other words which
can be made to fit the sequence of key numbers given

15 Alternative method of solution —a The foregoing solution will no doubt appeal to the
student as bemng straightforward and simple—f the orginal assumption as to the undth of the
transposition rectangle 1s correct  But, unfortunately, there 1s no way of knowing whether such
an originel assumption 1s correct until solution 1s well under way In practice, of course, what
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might be donc within a well-organized cryptanalytic unit would be to divide up the work among
the individuals constituting the unit, cach bemg assigned one or more specific hypotheses to try
out with respect to width of rectangle Then one of these individuals would find the correct
width and he would be jomed by the others as soon as an entering wedge had been found 1n this
way Of, if the ciyptlanalyst 15 working alone, he must try out successive hypotheses as to
widih of rectangle unti he hits upon the correct one In making these hypotheses he must be
guided by previous experience with enemy correspondence, which may afford clues as to mmunum
and maximmum widths of rectangles

b However, there 15 another method of atuack wlhich does not necessitute making any
definite iitial assumptions with respect to the width of the transposition rectangle  This method
1s & modification of the method sct forth m the preceding paragiaph  The text of the crypto-~
gram 18 written out columnwise on cross-section papet, every hfth letter being numbered for pur-
poses of reference  Plenty of space 1s left between the columns, and about 10 o1 15 letters at the
bottom of cach column are repeated at the top of the next column so that at any pomnt in the
transcription there will be 1 & single unbrohen string at least one complete column of letters from
the transposition rectangle ‘Then a section of consecutive letters of text 1s written on a separate
strip of cross-section paper, columnwise of course, and by juxtaposing this strip agamst the whole
text, shding 1t to various points of comnudence aganst the text, an attempt 18 made to find that
position i which the best digraphs are formed of the letters on the movable strip and the fixed
sequence Of course, 1if there 1s 8 Q in the cryptogram, the shiding-strip section 1s made to contamn
thisletter, and the strip is then placed against the text where a Uis found, so as to form the digraph
QU The digraphs formed above and below the QU are then studied, possibly a written record 18
made of the digiaphs found Then the same thing 15 done with the Q and all other U’s in the
text, to mswic that a correct start 1s made It 1s this mnitial step which 1s likely to give the most
difficulty (if there 1s anything difficult at all in the procedure) and 1t 1s important that 1t be cor-
rect If this fust step 15 easy, then solution follows quite rapidly, if the cryptanalyst 1s unlucky
and makes seveial false starts, the process 18 likely to be a slow one In choosing from among
several possible juxtapositions 1t may boe advisable to calculate the probabiity value of each
possibihity by adding the logarithms of the frequency values of the digraphs, as explamned m
paragraph 7¢ In the absence of any Q’s in the text, recourse must be had to the foumation of
other probable digraphs, based upon the presence of certam other telltale low-frequency letters,
such as C,H, J, K, V,and X The cryptanalyst 1s fortunate 1f there are two or three of these low-
frequency letters close to one another m a series of letters, for mn this case he can search lor a
place where there are high-frequency letters (in & corresponding sequence) that might be com-
bined with them For example, supposc that a text shows a sequence VEHHK
A sequence such as ARTCC would be excellent to try, for 1t will yicld the digrahhs
AV, RE, TH, CH, CK Or if there 1s a long sequence of consonants, the cryptanalyst should
look for a correspondingly long scquence of vowels, smee these make the best combimations and
are therefore most probable For these reasons it pays to study the text quite carefully before
choosing a starting pomt, to find all such peculiar sequences as might be useful in affording a
good pomnt of departure It should also be noted that there are at least two correct positions at
which the shiding strip can be juxtaposed agamst the text, since m the enciphering rectangle the
letters in one column form digraphs with the letiers m the column not only on the right but also
on the left In the absence of any Q’s, or other low-frequency letters suttable for a point of depar-
ture, the very fiist 20 or 25 letters of the cryptogram may be usced as the starting pomt, since
these letters come from column 1 of the transposition rectangle and therefore there 1s no uncer-
tamnty at least as to the letter which 1s at the top of that column, or, the last 20 or 25 letters of
the cryptogram may be used as the starting point, smce these letters come from the last-num-
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bered column of the rectangle and therefore there 1s no uncertamnty at least as to the letter which
1s at the bottom of that column

¢ Suppose that a good 1mitial juxtaposition has been found for the portion of the text that
has been written on the shding strip, and that a seiies of excellent digraphs has been brought to
hght The next step 13, of course, to add to these digraphs on etther
side by finding sections of text that will yield “good”” tiigraphs and
tetragraphs  Foi example, suppose that the imtial juxtaposition has

yielded what 1s shown in figure 14 The digiaph P R suggests that 1t R R RRS
must be followed by a vowel, prcfarably E, 4, or 0, the digiaph A V N A NAT
might be part of the word CAVALRY, m wlich case 1t will be followed P R PRE
by A, the dieraph C R suggests that 1t might be tollowed by the vowel 1 © TOR
A or E A place 1s therefore sought, in the 1est of the text, where AV AVaA
there 1s a sequence ot the letters here desued, and, of course, at the RE RED
proper antervals  Suppose such a sequence 1s found and yields what 1s TH T HR
shown m ficuiec 15 The skeletons of words arc now beginning to CH CHU
appear  Assuming that A V A 15 indeed part of the word CAVALRY, CK CKA
there should be an L to follow 1t, the trigraph T I N suggests the ter- IL ILL
mination G, the tugraph Z E R suggests the word ZERO A section of TI TIN
text 18 therefore sought, which will have the letters L, G, and 0 1 the CR CRA
1 23 4 5 12 B E B ES
order L G 0 Enough has been shown to demonstrate ZE Z ER
the procedute In the course of the work 1t soon becomes evident E A EADQ
where the ends of columns are, because the digiraphs above and below
the nuclear o1 “good” portion become “bad” quite suddenly, just as 11GTRE 14 FLOURE 16

soon as letters belonging to nonadjacent columns mn the onginal rec-
tangle aie brought together For example, n figure 15 1t 1s observed that the trigraph at the
top, R R §, 18 highly imp1obable, as 15 ikewse the trigraph at the bottom, E A 0  This suggests
that these letters have been brought together erroneously, that 1s, that they do not belong 1n
adjacent columns 1n the enciphering rectangle If this 1s true then the “good” portion 1s com-
posed of the 13 letters betwcen these two extremities and therefore the columns are about 13
letters long  Additional woik will soon show exactly how long each column really 1s, and when
this has been asccrtamed the problem has been piactically completed, since at the same time
that this becomes evident the sequence of columns has also become evident

d An example of solution by this alternative method may be helpful  Using the crypto-
gram of paragraph 13 as an example, figure 16 shows how the text might be transeribed on a sheet
of cross-section paper Noting that the message contains a Q as the 129th letter, a section of
text to include the Q 1s transcribed on a strip of cross-section paper and this strip 1s then juxta-
posed agamst the remainmg text to bring the Q in fiont of a U How many letters should be
mecluded mn this strip? The message contains 224 letters, if a width of say 10 to 20 columnsis
assumed, the columns of the rectangle will be about 12 to 22 letters in length It will be safer to
assume a convenient length closer to the maximum than to the mimmum, consequently a length
of 20 letters will be tentatively assumed Now the Q may be at the top of a column, at the middle,
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or at the bottom—there 1s no way of telling at this pont Hence, to make sure that nothing
18 overlooked, suppose a section of 41 letters 1s taken, with the Q at the center There are 4 U’s
n the message, and 4 trials are to be made The results are as ndicated m figure 17-A Exammn-
ing combmation 11n figure 17-A, the digraphs formed both above and below the QU are not at all
bad In fact, not one of those above the Q U 1s impossible and the same

SOF 18 true of those below the Q U until the digraph V N1s reached Hence,

ERM combination 1 18 possible  As for combination 2, this at once appears

25? to be bad  Digraphs such as I I, and I H are highly improbable, and

this combmation may be discarded with safety Combination 3 1s

CEE possible from the top digraph, O F, to the 12th digraph below the Q U,

TTH although the digraph H X looks very bad  However, the X nught be a

;E‘P; sentence separator, so that this combination cannot be discarded

sto SIT Combmation 4 looks very improbable, with the digraph H N occurring

KD o twice, and other equally bad digraphs showing Of the four possibil-

NN INE ities then, combmations 2 and 4 are discarded, leaving 1 and 3 for

CKN CKS further study It 1s very difhicult to choose between these two possi-

STP STR bihities All the digraphs in combmation 1 down to digraph V N are

ONT ONS possible, manv of them are excellent As for combination 3, all the

EDI EDY cdigraphs down to V D are also possible and many of them are excellent

FAR FAL There does not seem to be much use to add the frequency values of the

CHN CHX digraphs (or logarnthms thereot) in cach combination because 1t 18 hard

FIT FIR to know with what digraphs to begin or end, although as a last resort

FRD FRO this could of course be done However, perhaps u 1s not essential that

THT TR a chowe be made at once, possibly further work along :the lunes now to

- EQU EQU be demonstrated wnll show which combwnation 18 correct

ETR ETM Noting the 2 K’s (in the digraphs K B and K S) among SOFV
EEO EEE the combinations before the Q, assume that these K’s are ERMT
MTE MTT parts of the digrtaph C K Is theie a sequence C Cin AUBR
TEX IEY the text? There 18 but one such place, at the 63d letter AMIE
ATA ATO Suppose the corresponding section 1s placed n front ot CEES
INL INT the combinations 1 and 3 of figure 17, as shown in figure TTHR
TON TOK 17-B It immediately becomes evident that combma- RYBA
ETT BTN tion 3 1s the coriect one, for note the excellent tri- MOVI
graphs 1t gives, as compaied with those in combination SITI

ARE ARK 1  Also note that the second trigraph below the E Q U CKBE

§ﬁg iﬁg m combination 3 consists of 3 E’s, ndicating that the LNEA
- = end of the columns has been reached just before this CKST
FIGURE 17-B trigraph  As for the top trigraphs of figuie 17-B they STRE

are good all the way up But now the skeletons of ONSE
words ate beginning to appear The T H R immediately above the E Q U sug- EDYA
gests cither THREE or THROUGH, the F R O above the T H R suggesis FROM or FALL
FRONT Suppose the word REQUEST 1s assumed for the E Q U, and the word CHXA
THREE 1s assumed for the T HR above 1t This requires a section with 2 E’s m FIRE

succession FRON

¢ There are several such places in the text, and further hmitation 1s advisable THRE
The 8th trigraph from the top 1s certainly suggestive of the word MOVING, which EQUE ¢
requires an I to follow the V Is there a place in the text where an I occurs 12 EIMM
letters before a succession of two E’'s? There 1s one such place, and the corres- EEEY

ponding section 1s juxtaposed at the proper place, yielding what 1s shown 1 Fevrs 17-0

=y
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figure 17-C The upper and lower lumits of the columns are now fairly definite and are
marked by the horizontal bars, tetragraphs EE E Y at the bottom and A M I E at the top
are very umprobable The 'tetragraph C E E S below the top bar 1s possible, because 1t may
represent the end of a word hke FORCE followed by the beginning of the word ESTIMATED, the
tetragraph above the bottom bar suggests a word ending 1n E followed by the word IMMEDIATE
It seems hardly necessary to continue with the demonstration, m a few moments the entire
diagram 1s 1econstructed and yields the solution During this process as soon as a section of
text 1n figure 16 has been used 1t 18 crossed off, so as to prevent its letters from beng considered
as further possibilities for addition to the reconstruction diagram Thus, as the work progresses
the number of available sections becomes progressively less, and the choice for successive sections
for addition to the diagram becomes a quite easy matter

f When two or three operators are assigned to work upon a cryptogram by this method,
solution can be reached in a very short space of time, especially if each one of the operators takes a
different pomnt of attack After a few minutes the fragments of texts obtamed may be assim-
lated into one message which 1s then completed very speedily

g This and the next four subparagraphs will be devoted to some remarks of a general natuie
concerning columnar transposition of the foregoing type The degree of cryptographic security
afforded by simple columnar transposition methods, especially when imcompletely-filled ma-
trices are employed, 18 considerably increased if some of the cells of the matrix are occupied by
nulls mnstead of significant letters If nulls are employed judiciously their presence serves to
confuse the cryptanalyst by mntroducing unusual digraphs, trigraphs, and polygraphs which
may lead him to discard correct combinations of columns 1n the anagramming process and thus
retard solution QObviously, the use of low-frequency letters such as J, Q, X, or Z as nulls does
not commend 1tself for this purpose, as such letters would not only distort the normal frequency
distribution and thus give clues to the presence of nulls, but also they would be quckly
“spotted” in the anagramming process

h Another subterfuge, and a good one, to put stumbling blocks in the way of a quick
solution 1s to leave “blanks’” within the transposition matrx, that 1s, certamn cells are left un-
occupied by letters of the text If only a few cells distributed irregularly within the columns
of the transposition matrix are designated as blanks, the disturbing effect upon the anagram-
ming process 18 quite marked This more or less effectively hinders the cryptanalyst m his
attempts to ascertain the lengths of the columns and considerably increases the difficulty of
the anagiamming process

v In order to fix defimtely the positions of the nulls or of the blanks in the transposition
matnx, defimte prearrangements between correspondents are necessary These may be mn the
nature of “forms” outlining the matrix, showing the number of columns and the positions of the
cells to be occupied by nulls, or of the cells to be left vacant in the inscription process, or the
positions of these cells may be derived from the elements of the transposition key itself If
“forms’’ are employed, they may be used with varying transposition keys, so that even though
there may be only relatively few different forms, the use of varying transposition keys serves to
Increase cryptographic secunity to a rather marked degree

7 If nulls, or blanks, or both, are distributed 1rregularly but symmetrically throughout the
transposition matrix (as, for example, blanks are distributed in cross-word puzzles) solution
of single messages produced by sumple keyed-columnar transposition from such a matux
becomes an extremely difficult if not impossible problem Naturally, if nulls and blanks are
distributed uregularly and assymmetrically the matter becomes hopeless, as far as a single
message 18 concerned

k Of course, if scveral messages of identical length and in the same key are available for
superimposition, the presence of the nulls or blanks then makes little difference, because the
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general solution to be explamned in a subsequent paragraph (par 26) can be apphed Or if mes-
sages with similar begmnings or stmilar endings are available, solution 1s facilitated here as in the
simpler case where nulls or blanks are not employed, as will be explamed m subsequent para-
graphs (pars 23-24) Considerations of space prevent gomg mnto detail i the solution of an
example, and the student should undertake a study of these cases for himself

16 The C—P and the P—C sequences —a Two numerical sequences which constitute the
bases for several very important cryptanalytic operations and procedures m the solution of
transposition ciphers may be derived from, and are applicable to, most ciphers of this class They
are as follows

(1) A sequence the successive terms of which indicate the position numbers that the
successive letters of the plamn text occupy n the cipher text This sequence will heremafter be
designated the plarn—cipher sequence, or P—C sequence

(2) A sequence the successive terms of which indicate the position numbers that the
successive letters of the cipher text occupy in the plamn text This sequence will heremafter be
designated the cipher—plain sequence, or C—P sequence

b These two sequences are obviously related, one being the inierse or indexed version of the
other Given one of the sequences, the other can be derived from 1t by the simple operation of
mdexing, 1n a normal sequence, the positions occupied by the numbers constituting the sequence
on hand An example will be given presently

¢ Note the encipherment shown 1n Figure 18-A

TRANSPOSITION
12 9 1 4 108 6 11 2 133 7 5
THEQUICKBROWN
FOXJUMPSOVERT
HELAZYDOG

1 2 38 4 5 6 7 8 9 1011 12131415 16 17 18 18 20
Cpher EXLBOGOEQJANTCPDWRIM

FIGURE 18-A

2 30 31 32 33 34 35
SOTFHRYV

[
fo ol
o
=R
R
oR
N3
=8

Now, if, instead of letters, the successive numbers 1, 2, 3, are mscribed 1n the cells of the
matnx, in normal order of writing, the ‘“cipher text” becomes the P—C sequence and 1s as
follows

12 9 1 410 8 611 213 3 7 5

01 02 03 04 05 06 07 08 09 10 11 12 13

14 15 16 17 18 19 20 21 22 23 24 25 26

27 28 29 30 31 32 33 34 35

Term number., - -1 2 3 4 6 6 7 8 0 10 11 12 18 14 15 16 17 18 18 2
P—C equences_...___ 03 16 29 09 22 35 11 24 04 17 30 13 26 07 20 33 12 25 06 19

21 22 2B 24 36 2 2 28 20 0 3 32 B M 35
32 02 15 28 05 18 31 08 21 34 01 14 27 10 23

FIGURE 18-B

The student may easily verify that the P—C sequence 1s what 1t purports to be by noting that,
according to 1t, the 1st letter of the plamn text of the illustrative message, T,, becomes the 31st
letter of the cipher text (since the number 01 occupies position 31 in the P—C sequence shown
above), and that in the cryptogram the 31st letter 18 T,, the 2d letter of the plain text, H,, becomes
the 22d letter of the cipher text and that in the cryptogram the 22d letter 1s H,, and soon In
connection with the P—C sequence, it 18 to be noted that successive terms in the sequence,

33

m the case of single transposition, show a constant difference except when passing from a greater
to a smaller number, which happens every tine a transition 1s made from a term applymg to
the bottom element of one column to a term applymg to the top element of the next column
For example, n the case of the Ist three terms in the sequence 16—03=13, 29—16=13
However, 1n the case of the 3d term of the sequence (29) and the 4th (09) the passage 1s from
a greater to & smaller number and the constant difference, 13, no longer 1s evident  The cause of
the constant difference 1s, of course, obvious and follows directly from the mechanics of the trans-
position system 1itself The pomt to be specially noted 1 that the existence of such a constant
difference (with the exceptions noted above) may be taken as one of the identifying characteristics
of single columnar transposition, double columnar transposition or other types of complex trans-
position will show no such constant difference throughout the P—C sequence

d Given the P—C sequence m subparagraph c, its inverse, the C'—P sequence 1s established
merely by preparing an indexed version of the former Thus

Termnumber _ .. . ...... 01 02 03 04 05 06 07 08 0 10 11 12 13 14 15 16 17 18 19 2

P—C sequence......__. _. 03 16 29 09 22 35 11 24 04 17 30 13 26 07 20 33 12 25 06 19
21 2 2 2 25 26 27 28 29 30 31 32 8 U 3B

32 02 15 28 05 18 31 08 21 34 01 14 27 10 23

7

Termnumber . ... ... . Ol 02 03 o4 05 08 07 08 00 10 11 12 13 14 15 16 17 18 19 20
C—P sequence ____.___ 31220109 2519 14 28 04 34 07 17 12 32 23 02 10 26 20 15
2 2 B MU 25 226 7 B W 0 3 32 3B M B
29 05 35 08 18 13 33 24 03 11 27 21 16 30 06

¢ The C—P sequence can also be produced m another way Suppose that numbers are
mscribed m the cells of the transposition matrx, not in the normal manner of writing from left to
night and form the top downward, but according to the route followed in transcribing the numbers
to form the “cipher text,” that 18, in key-number order mn the columns of the matrix Thus

12 9 1 410 8 611 213 3 7 &

31 22 01 09 25 19 14 28 04 34 07 17 12
32 23 02 10 26 20 15 29 05 35 08 18 13
33 24 03 11 27 21 16 30 06

F1aURE 18-C
If these numbers are now transcribed according to the normal manner of writing (from left to

nght and from the top downward), the sequence produced 1s 31 22 01 09 25 , which comn-
cides with the C—P sequence shown i subparagraph d above, which 1n turn was derived from the

P—C sequence

Term number 01 02 03 04 05 06 07 08 09 10 11 12 13 14 15 16 17 18 19 20

C—P sequence._...._____. 31 22 01 09 25 19 14 28 04 34 07 17 12 32 23 02 10 26 20 15
21 2 23 24 25 26 270 28 20 30 31 32 3 34 35

29 05 35 08 18 13 33 24 03 11 27 21 16 30 06

F The C—P sequence may also be called the anagram sequence because 1t can be established
as a result of & solution accomplished by anagramming superimposed messages of 1dentical length
It 18 clear that what 18 accomphshed 1n such a solution 1s to rearrange the letters of the cipher
text to bring them back into their original order mn the cipher text, that 1s, the solution mvolves a
C—P conversion

g The P—C sequence 1s called by a recent French author the xp sequence (from the Greek
word kryptos) because 1t gives the order of the plain-text létters as they occur m the cryptogram
The P—>C sequence 18 also termed the encipher sequence by another wrnter, and still another has
called 1t the transposuion sequence The present author behieves that the terminology adopted
heremn, nz, P—>C sequence and C—P sequence, 18 less confusing and serves more accurately to
1dent:fy or characterize these sequences than the other designations heremn indicated
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k The term number 1s useful merely to facilitate finding and referring to specific terms or
pumbers 1n a sequence, whether the latter be a C—P or a P—C sequence The number simply
mdicates the locus or position a term occupies i the sequence In connection with a plan-
text message the consecutive term numbers 1, 2, 3, may be used as loci for the successive
letters of the message, in connection with a cryptogram the consecutive term numbers 1,2, 3,

may be used as loc1 for the successive lotters of the cipher text

v Insingle, keyed-columnar transposition an interesting relationship exists between sections
of the C—P sequence Consider the C—P sequence given in subparagraph d above, and note
that by adding the integer 1 to the successive numbers thereof, sections of the orgnal sequence
show certain 1dentities with sections m C—P sequence +1 Thus
Term number . . _ - - 2 3 4 5 6 9 10 11 12 13 14 15 18 17 18 19 220 92 2

7 8
C—P sequence.._____ 31 22 01 09 25 19 14 28 04 34 07 17 12 32 23 02 10 26 20 15 29 05
C—Psequence+1... 32 23 02 10 26 20 15 29 05 35 08 18 13 33 24 03 11 27 21 16 30 06
2 4 2% 2% 27 28 29 30 31 32 33 34 35
35 08 18 13 33 24 03 11 27 21 16 30 06
36 09 19 14 34 25 04 12 28 22 17 31 07

In fact, if the successive numbers of the C—P sequence are set down 1n rows to produce sequent
numbers 1n columns, the following interesting diagram 1s obtained

31 22 01 09 25 19 14 28 04 34 07 17 12
+1 32 23 02 10 26 20 15 29 05 35 08 18 13
+1 33 24 03 11 27 21 16 30 06

FIGURE 18-D

Reference to figure 18-C will show the identity of this diagram with that figure Such an
arrangement of course indicates at once the number of columns in the transposition rectangle,
from which 1t follows that if the C—P sequence 1s available 1t 1s an easy matter to establish the
outlnes of the transposition matrix The phenomena dealt with n this subparagraph are but
a reflection of those discussed 1n subparagraph ¢ above

7 The phenomena just indicated may, however, be employed to advantage mn another
manner mn the solution of an unknown example Referring to the illustrative cryptogram in
subparagraph ¢ above, suppose that the cryptanalyst has reason to suspect the presence of the
probable word QUICK The letters necessary to produce this word (and their term numbers 1n

the cryptogram) are as follows
9 g; 19 11 28

Q U I CK
The sequence 9—32—19—14—28 now constitutes a portion of the C—»P sequence Adding the

mnteger 1 successively to these C—P numbers, let the corresponding letters be set down along-
side the numbers Thus

Baseoo...........__. 932191428=QUICK
26 U
Dernivative 1._....___ 10 20 15 29 = J M P S
27 Z
Derivative 2....___. 11 %7 21 16 30 = a2 v o
28 K
Denivative 3......._. 12 g: 22 17 31 = N g HWT

35

Here 1t will be seen that portions of ““good” plain text become mamfest, viz, JUMPS and AZYDO
The 3d derivative no longer 1s ‘‘good’”’ because the rectangle has but 3 rows and consequently
only the 1st and 2d derivatives from the ‘base’” are valid It 1s obvious that the foregong
method of denving plain-text sections from a correct probable word offers conaiderable possi-
bilitaes as a cryptanalytic tool, especially in the case of matrices with more than 2 or 3 rows If
sections of text can be reconstructed in this manner and then combimned 1r proper sequence the
reconstruction of the complete matrix and the transposition key 15 a relatively simple matter
The application of the foregoing principle to the solution of unknown examples 1s, of course,

bwious
° k There 1s also an interesting relationship between the sections of the P—C sequence for a
cryptogram, though 1t 1s somewhat different from that discussed 1s subparagraphs ¢ and ; in the
case of the C—P sequence Consider the P—C sequence set forth in subparagraph d above end
note how, by adding the integer 1 to the successive numbers, sections of the P—C sequence become
1dentical with sections of the P--C-}-1 sequence Thus
P—-C sequence_..._..___. 03 16 29 09 22 35 11 24 04 17 30 13 26 07 20 33 12 725

1 2 3 4 5

06 19 32 02 15 28 05 18 31 08 21 34 01 14 27 10 23

8 ] 10 11 12 13

P—Csequence+1____ _ 04 17 30 10 23 36 12 25 05 18 31 14 27 08 21 34 13 26 07

T=1 =1 =7 =10 “5=12 6=11 T=%
20 33 03 16 29 06 19 32 09 22 35 02 15 28 11 24
S=0 V=1 10=8 11=2 12=9 15=3

The equivalencies between 1dentities, as indicated above, mndicate not only that the enciphering
matrix has 13 columns, but also they may be used to establish the actual transposition key or
at least a cyclhic permutation of the key, by constiucting a chain of equivalents Thus
1=4, 4=10, 10=8, 8=6, 6=11, 11=2, 2=13, 13=3, 3=7, 7=5, 5=12, 12=9, 9=1
This yields, by elimmating the term common to successive equivalents, the following chaimn or
transposition key
1 4 10 8 6 11 2 13 3 7 5 12 9

Reference to figure 18-A will show that the foregoing key 1s a cyche permutation of the actual key

! There remain only some mmor remarks which, being of a general nature ansing from the
mechanics of simple keyed-columnar transposition, are worth noting They are discussed 1n the
subsequent two subparagraphs

m An appreciation of the difficulties introduced by employmng only incompletely-filled
rectangles indicates that 1t would be very useful if there were some method whereby in the initial
stages of solution the cipher text could be divided up correctly into 1ts component long and short
columns, for the subsequent steps of rearranging the columns by the anagrammng principle are
qute simple If, for example, there were some feature which provided a means of ascertaining
when 1n encipherment a transit was made from the bottom of one column to the top of the next
column, then the location of these transition points or ““breaks’” would obviously permit of break-
g up the cipher text into its correct long and short columns In later studies cases of this kind
will be encountered

n It 18 useful sometimes to be able to ascertain just where breaks cannot occur, that 1s,
where a passage from the bottom of one column to the top of the next one cannot occur m the
cipher text, for this will mit the field for experiment A consideration of the mechanics of the
system will afford an excellent clue to the fact that this determiation 1s easy to make In any
transposition rectangle involving simple keyed-columnar transposition the interval, in the cipher
text, between two consecutive letters which are in the same row mn the matrix 1s the sum of a
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multiple of the length of the short columns and a multiple of the length of the long columns For
example, consider the adjacent letters C K mn the plain-text rectangle in figure 18-A  In the cipher,
C.1s the 14th letter, K, 1s the 28th and the interval 1s 28—14=14 The message has a total of
35 letters and the matrix has 13 columns, 9 long ones of 3 letters and 4 short ones of 2 letters
An mterval of 14 can therefore be brought about in only one way 4X3)+ (1 X2)=14, which
means that 4 long columns and 1 short one mtervene between the C and the K mn the plan text,
and that the key numbers applicable to the two columns are 5 apart n sequence, that 18, if the
column 1 which C 18 located has key number 1, the column next to 1t on the right 1s 6, or 1f the
former 18 2 the latter 18 7, and so on  Reference to figure 18—A will show that these deductions
are correct and that the key numbers involved are 611 However, a more general trestment 1s
possible Given a cryptogram of 26 letters and an assumea 1 2 3 4 5 6
width of 6 columns, for example, the matrix can have only 2 7 8 9 10 11 12
columns of 5 letters and 4 columns of 4 letters Setting down 13 14 15 16 17 18
the multiples of the two lengths in tabular form, for conven- 19 20 21 22 23 24
1ence, the following 1s obtamed 2526 |

5 4
0 multiple.__. ________ 0 0
1st multiple._._ ____ __. 5 4
2d multiple ... _ - 10 8
3d multiple. ____________ — 12
4th multiple_._.___________ — 16

All the possible positions of breaks in the cipher text, that 1s, t1ansits from the bottom of one
column to the top of the next column, may now readily be ascertamed by finding the totals result-
mg from making all the possible combinations of the indicated multiples taken 1n pars It 1s
convenient to draw up a table to show directly the sums of the combinations Thus

0 1 2 3 4_ __ . No of short columns
l(:)l:l’]g c?)ll Le;lngth 0 4 8 12 16._. - _Length in letters
umns letters
0 0 0 4 8 12 16
1 5 5 9 13 17 21
2 10 10 14 18 22 26

If, now, diagonal lines are drawn from the lower left-hand corner to the upper right-hand corner
of the diagram, the locations of all possible breaks are given  Thus, there can be a break be-
tween the 4th and 5th letters (passing fiom a short column to the next column, which may be
long or short, of course), there cannot be a break between the 5th and 6th letters, nor between
the 6th and 7th, nor between the 7th and 8th, there can be a break between the 8th and 9th, as
well as between the 9th and 10th, but not between the 10th and 11th, and so on  Suppose that
for one reason or another the cryptanalyst has good reason to suspect that a break occurs 1mme-
diately after the 13th letter  This means that there are 2 short columns (of 4 letters) and 1 long
column (of 5 letters) up to that break The diagram shows that there remain only 2 short
columns and 1 long one, and the only breaks that are possible beyond the one at the 13th letter
are Between the 17th and 18th, or between the 21st and 22d letters

o The importance of the various prmeciples set forth m this paragraph will become evident as
the student progresses in his studies of transposition ciphers

Section IV

OPPORTUNITIES AFFORDED BY STUDYING ERRORS AND BLUNDERS MADE BY
ENEMY CRYPTOGRAPHERS

Paragraph
Importance of the study of errors and blunders 1n early work upon an unknown systcm S, 17
Significance of terms “special solution” and “general solution” . - - e ... 18
Examples to be studied _ - - - - - - - ST 19

17 Importance of the study of errors and blunders in early work upon an unknown
system —¢ Blunders and mustakes made by cryptographic clerks 1 the execution of cryp-
tographic clerks in the execution of cryptographic mstructions should be rarc in a well-tramed and
well-disciphned cryptographic service Nevertheless, blunders and mistakes are commutted
despite all that can be done to prevent their occurrence  Especially i the excitement prior to
or during an mmportant action or movement do such mstances take place and these afford golden
opportunities for the enemy cryptanalytic service  This situation exists in respect to all types of
cryptographic systems and no eryptanalytic struction would be complete 1f cognizance were not
taken of the advantages which may be 1eaped from the blunders, the mistakes, and, occasionally,
the downright meptitude of the adversary’s cryptographers

b Practically every cryptographic system affords opportunities for the commission of errors
i 1ts application, and each system more or less presents a separate case That 1s, the erzors which
may be made m one type of cryptographic system may be peculiar to that type alone and to no
other type, hence, the astute cryptanalyst 1s constantly on the lookout for instances of crypto-
grams contaming the specific type of error by which that system 1s handicapped  Furthermore,
the general types of blunders or errors that may be committed are nearly as numerous as are the
general types of cryptographic systems, so that no complete list of such as may be encountered in
practice can be drawn up

¢ After the cryptanalyst has by pamstaking and more or less arduous labors solved a system
and has become thoroughly famihiar with 1ts mechanics, he should carefully review the details of
the mechanics to learn what things can go wrong, what sorts of mistakes the enemy cryptographic
personnel are hikely to make, and then study the external mamifestations of these aberrations so that he
may be able to recognize wnstances of thewr occurrence in subsequent cryplograms This sort of study
has no value 1n 1tself particularly, its importance lies mn the fact that the effects of erroneous
treatment may lead to very rapid solution or to quick recovery of keys to subsequent messages

d When an unknown system 1s under investigation and the cryptanalyst 1s striving to ascer-
tain just how 1t operates (which 1s often the most dufficult step 1n solution), a study of the crypto-
grams representing corrections to previous messages containing errors 1is & most fruitful source of
data Indeed, at times this sort of mtensive study will yield clues for solving a system which
might otherwise resist all efforts to break 1t down for a very long tume

18 Sigmificance of terms “‘special solution’’ and ‘‘general solution **—a Now the importance
of the comments made m the foregomg paragraph will be clear 1if 1t 18 noted that a study of the
blunders and errors often leads to the elaboration of methods for the rapid breaking down of
cryptographic systems  But 1t must also be realized that m some cases no blunders or errors are
essential to a rapid solution of the type alluded to above Sometimes the very mechanics of
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the system 1tself are such that unavoidable or unpredictable circumstances arise so that special
solutions become possible The latter term calls for a bit of explanation

b When the circumstances surrounding a specific cryptogram or set of cryptograms aie such
as to present peculiar or unusual conditions that make a solution possible when mn the absence of
these conditions solution 1s erther impossible or impiobable, the methods employed m reaching a
solution i such cases constitute what 1s commonly termed a special solution Some examples
will be demonstrated very soon Systems of which this may be true are, of course, cryptographi-
cally weak but 1t may be obse1ved that 1t 1s pethaps impossible to devise a system which may be
considered to be absolutely free from tlus source of weakness

¢ The advantages of a special solution for any type of cryptographic system are, as a rule,
two 1n number  First, 1t often makes a solution possible when otherwise this might not be the
case  Sccondly, if often affords a method of achieving a very rapid solution m the case of a
problem which otherwise might require a long time But a special solution presents one basic
disadvantage It s by its very nature dependent upon the existence of unusual eircumstances, in
other words, upon chance or good fortune bringing about a set of circumstances favorable for a
solution When these unusual conditions or circumstances do not obtan, then solution may be
mmpossible  Therefore, 1t 1s desirable to have, if possible, fo1 every type of system a more or less
general solution which may be apphed 1n the absence of the unusual conditions necessary for the
application of a special solution In other words, a general solution 1n eryptanalysis implies a
method or procedure which if applied 11 o1dinary cases and under noimal conditions will yield
the solution However, the term general solution 1n cryptanalysis must not be taken too literally
The situation 1n cryptanalysis 1s not exactly analogous to that which obtains mn the field of pure
mathematics, for the circumstances are often quite different m the two sciences A general
solution m mathematics 1s expected to, and will, solve every case that falls withmn 1ts province,
a general solution mn cryptanalysis 1s hikewise intended to solve every case that falls within 1ts
province but this usually partakes more of the nature of a prayer or hope than an expectation
Much depends upon the amount of traffic available for study, the length of mdividual crypto-
grams, and the ndefinable element called luck, that 1s, a set of fortwitous circumstances which
happen to make a solution easy or difficult, such as the presence of many or exceptionally long
repetitions, ctc  Furthermore, whereas mm mathematics a general solution prescribes the exact
steps to be followed mn arrving at the solution and the latter can be apphed n all mstances
without variation or deviation from a fixed procedure, 1n cryptanalysis a general solution merely
outlines a broad path that may be followed 1n order to arrive at a solution Appheation of a
general solution m cryptanalysis in spectfic instances may mvolve minor detours to circumvent
unexpected obstacles, or 1t may mvolve quite large changes or modifications m the general
procedure

19 Examples to be studied —a As stated above in paragraph 17, a complete list of the
specific blunders that cryptographic clerks are prone to perpetrate cannot be drawn up  Certam
of them may be described m general terms and examples given of some which have already been
encountered m this and i preceding texts Commonly 1t 1s the case that these blunders do not
become evident until two or more cryptograms are available for comparison  One of the most
frequent sources of circumstances leading to the transmission of cryptograms affordmg nich
material for cryptanalytic comparison 1s the following A eryptographic clerk prepares a crypto-
gram, m the course of which he makes a mistake of such a nature as to render the cryptogram
difficult or 1impossible to decipher by the cryptographic clerk serving the addressee A request
for repetition ensues, whereupon the enciphering clerk reexammes his original work and finds that
he has made amistake He then commuts the grave blunderof reenciphering the identical message
(without paraphrasing) and transmitting what to the enemy cryptanalysts 1s obviously a second
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version of the origmal message The consequences are often fatal to cryptographic security
The least that can happen 1s that the key for this particular message may be disclosed very
quickly, more serious, the basic or primary elements for the entire day’s traffic may be wrested
from the blunder, but most serious are the consequences if 1t happens that the blunder has been
commtted 1mmediately or soon after a new cryptographic system has been instituted and the
enemy cryptanalysts are exerting strenuous efforts to learn 1ts mechanics, for then 18 when the
mformation to be ganed 1s most valuable

b In his previous studies the student has observed the many opportunities for quick
cryptanalytic success afforded by enemy addiction to the use of stereotypic phraseology, espe-
cially at the beginnings and endings of messages Stereotypic phraseology affords even more
golden opportunities for cryptanalytic success mn the case of transposition systems than it does
1n the case of substitution systems

¢ In the next few paragraphs some specific examples of the consequences of cryptographic
blunders and meptitude m the case of transposition systems will be studied These are mtended
to give the student some 1dea of the far-reaching effects such studies may have It 1s important
that he grasp the fundamental principles, for they will enable im to develop for mmself the
methods that he may find necessary m practical work Incidentally, 1t may be added that the
student should not get the 1dea that these mstances are purely theoretical It 18 sometimes almost
unbehevable that cryptographic clerks with any common sense would perpetrate the stupid
blunders that they do occasionally commit
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Secmion V
SPECIAL SOLUTIONS FOR TRANSPOSITION CIPHERS

Paragraph
Solution when the beginning or end of the plan text 15 known - e - - 20
The case of an omitted column e e e e - e mmm e e o e 21
The case of an mnterchanged pair of columns _ . .. e ceco . - e e e e e e 22
Messages with similar begmnings e e e e e e e e mmemmn e . I, . 23
Messages with similar endings - e e e e e e e - . e e .- 24
The solution of a <ingle message contaiming a long repetaitton . . - __ . ... . . ... . . 25
Solution when several cryptograms of 1dentical length and in the same key are available .. . __ _ 26
Reconstruction of the keys in double transposition ... . __ . ... . .. e e e - 27
Special eases of solution of double transposition eiphers .. . - e e em m e - .- 28

20 Solution when the beginmng or end of the plain text 1s known —a It often happens,
when correspondents have fallen into the bad habit of sending stereotyped communications,
that the beginnings or the endings of messages become so fixed in then form and content that
the enemy can with a fair degree of certamty guess what these will be mn specific cases  If so,
a quick solution can be reached, the key reconstructed for one message, and this will, of course,
enable him to read all other messages in the same key This 1s particulaily tiue of simple,
keyed-columna1-tiansposition ciphers It 1s only necessary that the cryptanalyst cut the text
up 1n such a manner as to bring the letters composing the assumed text all within the same row
or rows of the transposition rectangle

b Suppose that the enemy frequently uses the introductory expression REFERRING TO YOUR
NUMBER Here 1s a cryptogram assumed to begin with this phrase

CRYPTOGRAM
IMAOD RMGRN ERNIN TUSFS DRYEP BRCFT
OIRNW TMOIS OIEGE DHOPN CHLFU ESEPAQ
ERIAR UHIAG PAUOO SSSCI ONRRE OVOEY
EMEVG TRIAF HTEPB NBTNE AEETA

¢ Assuming that previous experience has mdicated that the enemy uses keys varying
from 10 to 20 letters mn length, the arrangement of the letters m the tops of columns under a
key length of 10 would be as shown 1n Fig 20

o e

3 4.5 6 7 8 9
FERRING
OURNUMB

X o -~

FIGURE 20

The first group of the cryptogram begins with I M The arrangement shown above gives I U
as the top of a column, hence a key length of 10 1s not coirect A key length of 11 1s then tred
1 2 3 4 5 6 7 8 9 10 11
REFERRINGTO
YOURNUMBER

Fioure 21
(40)
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Here & column 15 headed by I M, so that this 1s & possible arrangement If the width of the
rectangle 18 11, 1ts outlines are as shown in figure 22 There are 5 columns of 11 letters and 6

R|E|{F|E|R|R|I|N|G T O
Y|(O|U|R|N|U|M|B|E| R
" o
B 0
. -
R
M
G
R
N
FiGURE 22

columns of 10 letters  The text can now be marked off mto sections of proper lengths and, more-

over, guided by the letters which must be at the heads of columns, the text can be mscribed m
the rectangle m key order For example, column 1 must end with the second group, RMGRN,
column 2 therefore begms with E R There 1s only one possibihity, viz, the fourth column
This 1s a long column, and must therefore have 11 letters, making column 3 begin with R Y
This definitely fixes the position of the number 3 in the key, and so on The solution 18 reached
after only a very few moments and 18 a8 shown m figure 23




R|E|F|E|R|R|I|{N|G|T|{O
Y| O|U|R|N|{U|M|B|E|R|S
E|VIE|NW|H|]A|T|D|I|S

FIGURE 23

d The same general principles, modified to swuit the circumstances, may be followed mn the
case mvolving known or suspected endings of messages The probable words are written out
according to various assumed key lengths and the supermmposed letters falling at the bottoms
of columns are sought i the eryptogram

21 The case of an omitted column —a Sometimes a very careless clerk omits a column 1n
transcribing the text from the enciphering rectangle and fais to check the number of letters mn
the final cryptogram Obwviously such a eryptogram will be difficult if not impossible to decipher
at the other end, and a repetition 1s requested and sent If now the identical plain text 1s en-
ciphered correctly, two cryptograms are at hand for comparison This will disclose the length
of one column, which can be assumed to be either a long one or a short one The position, in
the correct cryptogram, of the column omitted from the mcorrect one will often afford direct
clues as to the exact dimensions of the enciphering rectangle For example, suppose the crypto-
gram i paragraph 20b had first been transmitted as follows

CRYPTOGRAM

N HH
BCHE=
TO N>
womMoOo
Znoo
T >™
Hhnho=
ZQUa
BHZX
roQ=
e B ol o
o3 B v el
= X T m
>Mma
oW
<X
omaQ
M=o
<O
HEOo
2=
-
<> Z
QX =
_HCA
A=
HHO
> H
QW0
X' O

b The column which was omitted1sE R NI NT U S F S D, and falls between columns
l1and 3 Smce the omitted column contamns 11 letters and column 1 contains 10, the dimensions
of the rectangle immediately become known Thus, uncertamnties as to the dimensions of the
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rectangle are dissolved and a large step forward has been made in the solution Also, the
general whereabouts of columns 1 and 2 are now known, since the former 1s a short one, the
latter a long one

22 The case of an interchanged pair of columns —a The keying element 1n the case of
columnar transposition 1s simply a practical means of controlling the order m which the columns
of the enciphering rectangle are transcribed i forming the cipher text Commonly this numerical
key 1s derived from a hiteral key Suppose that a eryptographic clerk makes a mistake m the
latter step For example, suppose that the literal key 1s ADMIRATION and that as a result of a
shght relaxation mn attention he assigns the number 5 to the letter N and the number 6 to the
letter M A pair of columns will become mterchanged as regards then order of selection in the
transcription process, and hikely as not a repetition will be 1equested by the addressee If a
second version 1s sent, enciphered by the correct key, a comparison of the two versions will dis-
close the wadth of the enciphering rectangle and pos<ibly the general position (left or nght) of
the columns that were mterchanged

b An example will serve to make the matter clear Assume the two cryptograms to be as
follows

FirsT VERsION

ODNIL NTTHD GSOHA 00QSG TERPS
INENE NFUEH RWRRI RATPE DETAN
00CO00 ROGIO S

SEcoND VERSION
ODNIL NTTHD GSOHA 00QSaG TERNTF
UEHRW RPSIN ENERI RATPE DETAN
00CO0O0 ROGIO s

¢ The two cryptograms are superimposed as shown 1n figure 24 and their pomts of stmilarity
and difference noted

Fistversion... O DNILNTTHDGSOHAOOQSGTER[PSINEN E]
Secondverson. O DNILNTTHDGSOHAOOQSGTERINFUEHRW
[INFUEHRWRIRIRATPEDETANOOCOOROGTIOS
RIPSINENEJRIRATPEDETANOOCOOROGIOS

FIGURE 24

d The two versions aie alike except for a pair of interchanged sequences, the bracketed
sequence P S I N E N E m the first version 1s matched by the same sequence mn the second
veision, but at a different position m the message, likewise the bracketed sequence
N F UE HR W R the first version 18 matched by a similar sequence m the second version,
but at a different position in the message The various deductions which can be made from the
situation will now be set forth

¢ One of these sequences contamns 7 letters, the other contamns 8 It follows that the col-
umns of the enciphering rectangle are probably 7 and 8 letters m length, hence, with 61 letters,
the wadth of the matrx1s8 Since there are 23 letters from the begmning of the messages to the
first pomt of their difference, 1t follows that there are 2 columns of 8 letters and 1 column of 7
letters mvolved 1n this section [(2X8)+4 (1X7)=23], and that the error made m encipherment
does not involve columns 1, 2, or 3, which are therefore properly placed in the first version Since
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the sequences which are mterchanged are consecutive i the text it means that the numbers 4
and 5 were mterchanged mn the key for the first version Since one of these sequences 1s of 7
letters, the other of 8 letters, one of the numbers, 4 or 5, apples to a long column, the other, to
a short column Since the second version 1s presumably the correct version, and smee m the
second version the 8-letter sequence comes first, the key number 4 apphes to a long column, the
key number 5 to & short column 1n the correct version With the foregomng deductions i mind,
the solution and the reconstruction of the numerical key becomes a simple matter

S The text of the correct version 1s written out as seen n figure 25¢  Seemng a Q 1n column 3
and a U 1n column 4, these two columns are made adjacent by sliding column 3 one mterval down-
ward, as shown n figure 256  In the latter, column 7 has also been placed at the second interval
to the right of column 5, because the latter yields good trigraphs with columns 34  Seemng the
trigraph T R O near the bottom of columns 3-4-5 and the letters 0 and P in the same row, sug-
gests the word TROOP  The columns are to be reairanged to make this word TROOP  There are

1 2 3 4 5 6 7 8 1 2 3 4 5 6 7 8 3 4 5 2 6 3 4 7 2 6 8 1 §

a c ¢ ONETR ONETROOP
to do a d o OFTHI OFTHIRDS
OHONPREO OTONERPO QUADR QUADRONTI
DDQFSITR DHOFTISR SENGA SENGAGIN
NGSUIRAO NDQUARIO GHOST GHOSTILE
ISGENANG IGSENANG TROOP TROOPONN
LOTHETOI LSGHOTEI EWCHE EWCHESTE
NHERNPOO NOTROPNO RRO D RROAD
TARWEECS THEWCEES
TO R DO ARROD

a b c d

FIGURE 25

two columns which have an 0 in the proper row, columns 2 and 8 The trial of combination
3—4-5-8-6, while producing TROOP 1n the proper 10w, gives bad pentagraphs 1n the other rows,
but the combimation 3-4-5-2-6 shows excellent pentagraphs, as will be seen 1n figure 25¢  The
words SQUADRON and HOSTILE are clearly evident, the completion of the rectangle is now a
very sumple matter The result 18 shown in figure 25d The recovery of the numerical key now
will enable other cryptograms to be read directly

23 Messages with ssmilar beginmngs —a In mihitary correspondence 1t 18 often the case
that somewhat simmlar mstructions or mformation must be conveyed by a superior commander
to several subordinate commanders simultaneously Such a situation frequently results in the
arrcumstance that two or more cryptograms addressed to different stations will begmn with exactly
the same words When simple columnar transposition 1s the system used for encipherment,
then 1t will result, in such cases as the foregoing, that the first two or more rows of the transposi-
tion rectangle will be 1dentical m the messages which begin altke Therefore, the cryptograms
will show 1dentical sequences of two or more letters, distributed throughout the texts and by
studying these 1dentities the cryptanalyst 1s able at once not only to ascertamn the width of the
rectangle but also to divide up the cipher text into sections corresponding with the exact columns
of the rectangle, thus ehmimating the only real difficulty m solution, »z, the determmation of
which are the long columns, which the short An example will demonstrate the short cut to
solution which such a situation provides

b Here are two cryptograms which are assumed to have been mtercepted within a few min-
utes of each other, the messages being addressed to two battalion commanders by the regmmental
commander
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CrYPTOGRAM 1
BNTSE ARKCL CETTNBITER ROTAE LTNNO NNENO
OTOKM SZTGN YITDK LANAE FTFSNPGNPAIRWOTIA
OFGTF CTOTD NINOE WXERF ASIOS TIDRRI RMMADO
ARPAT OUTIOBIEOA GAAPNETIK

CrYPTOGRAM 2
BNTSE INDOT LCETS AFPLE RROMO ISOENNONST
ITITUTO KMFEY KPCYI TDVSI NTAEF TFSTO NTNAR
WOARO EEKTF CTTLT AEANO EWXPV TITIOSTTTF
OCMMA 00SCA NROUTIEELS OAGAA ABITRT

¢ The cryptanalyst, noting the similarities m the first few letters of the two messages, care-
fully compares the two texts, lookmg for additional identical sequences of letters between the
cryptograms For example, No 1 begins with B N T S E and so does No 2, after an interval
of 4 letters m No 1 and 5 letters m No 2 he notes the 1dentical sequences L. C E T, after an
mterval of 5 letters In No 1 and 5 letters in No 2 he notes the 1dentical sequences E R R 0,
and so on  The 1dentities are underhned or marked in some distinctive menner throughout the
texts, as shown 1n figure 26

CryPTOGRAM 1
BNTSE ARK

C CETTNBITER ROTAE LTNNO NNENO
OTOKM SZTG

T

b

YITDK LANAE FTFSNVPGNPARWOTIA

OFGTF CTO
ARPAT OUT

NINOE WXERF ASIOS TIDRRRMMADO

o U = |

BIEOAGAAPNETIK

CrYPTOGRAM 2
BNTSE INDO LCETS AFPLE RROMO ISOEN NONST
ITUTO KMFE KPCYI TDVSI NTAEF TFSTO NTNAR
T
c

WOARO EEK CTTLT AEANO EWXPV TITIOSTTTF
OCMMA 00S NROUT IEELS OAGAA ABITRT

> 11 < 13

FICURE 26

d Now 1t 18 obvious that these 1dentities cxist because the two messages begin alike, and
by taking advantage of the identical portions in the eryptograms 1t will be possible to transcribe
the texts of the latter mnto transposition rectangles which will not only have the identical por-
tions 1n homologous positions, but also will show which are long columns, which are shoit
All that 18 necessary 1s to begin transcribing the texts on cross-section paper, in columns, arranging
matters so that the identical sequences will fall at the tops of the columns Thus, the first
column of No 1 will contain the lettecrs B N T S E A R K C and the first column of No 2 will
contain the letters B N T S E I N D O T, the second column of No 1 will contain the letters
LCETTNB I Tandthesecond columnof No 2will contain thelettersL, C ET S AF P L,

324155—41—4
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andsoon Itappearsthat the identical portion embraces the first four rows of the rectangle and
runs over a number of letters on the fifth row This 18 because the 1dentical sequences consist
of 4 and 5letters Figure 27a shows the 1dentities between the first 5 columns of the two trans-
position rectangles Only once 1 the case of this particular example does any uncertainty arise
as to exactly where an 1dentical sequence begins or ends, and that 18 mn connection with the
seventh pair of 1dentities, mvolving the series of letters AEF T F SNP GNPm No 1, and
AEFTFSTONTNmNo 2 These sequences contain 6 identical letters, but even here
the uncertaimnty 1s of only a moment’s duration The 1mtial letter A does not belong to the iden-
tical portions at the top of the transposition rectangle because the A’s are needed to complete
columns 6 m both rectangles (If the A were placed at the head of column 7 n No 1, then
column 6 would lack a letter at the bottom ) Cases of ‘‘accidental identities” of course com-
plicate the process of cutting up the text imnto the respective columns, but they only serve to
add a small degree of interest to what would otherwise be a purely cut and dried process
The final results of the transcription into columns are shown 1n figure 27b

1 2
BLENT BLENT
NCRNO NCRNO
TEROK TEROK
STONM STONM
ETTNS ESMSF
ANAEZ TIAOTE
RBENT NFIIY
KILOG DPSIK
CTTON OLOUP

T E C
FIGURE 27a

e It 18 obvious from a comparison of these two skeletonized matrices, and a consideration
of the fact that the long columns must of necessity go to the left side, that the numbers 7 and 10
occupy the first two positions 1n the key, and that the numbers 2, 4, 11, and 13 occupy the last
four positions 1n the key By segregating and anagramming columns 7 and 10 as one group,

o
[\

QX% WA |D-
HHIZaaEQIe
g E e300 e
cozZmZF=Zo==]
ZaoAaNnEROH]e
> 2 XIODHH]|®
U Z QY Z0EHEms
QO HOEMP|
HZuoudoMHiQd|d]e
e EAMEEoZ]IE
MwmOoOHMERnOIH]I=
He U XrolREls
omHWOoOHRIC|OfE
RN HMEZYEQRIE
HOoOUZHIE|n3 ==
o nHiEQIe .
HmOWnHO RO |EH]«
CHHARZOX|Z]~
QUR< AR IROE]
PRAZHON<KORH|K]|=
ZaZ oA MAiE]l~
XEMOXOEREMI|
EEEearC A= HHle
AHA G YYEEoIZ]S
QomHARMOH]E
w2 Qoo lEIElS
omrmEHEHMIC|IOlE
HdaHW R

FIGURE 270

and columns 2, 4, 11, and 13 as another group, the exact positions occupied by these 6 columns
are easily ascertained, as shown m figure 27¢

e e

1 2
7_10 2 11 13 4 7_10 2 1113 4
EN LION EN LION
FO COUN FO COUN
TE ESTO TE ESTO
FW TTIN FW TTIN
SX TION SX STES
N E NDBE TP ATET
PR BRIN oV FFLI
GF. IREO NT POSI
N A TROO TI LCOU
PS NT
FICURE 27¢

f The remammmg columns 1, 3, 5, 6, 8, 9, 10, 12, and 14 form a third group of columns to be
anagrammed, but this 1s rather easy now that the columns on either side are fixed The com-
pleted rectangles are shown m figure 27d

1 2
7 10 3 12 6 11 4 9 5 8 2 11 13 4 7 10 3 12 6 11 4 6 5 8 2 11 13 4
ENEMYBATTALIGON ENEMYBATTALION
FORMINGFORCOUN FORMINGFORCOUN
TERATTACKWESTO TERATTACKWESTO
FWOODSATMOTTIN FWOODSATMOTTIN
SXTAKEPOSITION SXMOVEATFASTES
NEARLANTZANDBE TPOSSIBLERATET
PREPAREDTOBRIN OVICINITYOFFLTI
GFLANKINGFIREDO NTSANDTAKEPOSI
NATTACKINGTROO TIONTOREPELCOU
PS NTERATTACK
FiouRk 27d

24 Messages with similar endings —a What has been said at the beginning at the pre-
ceding paragraph with respect to the nature of military correspondence and the presence of
1dentical phraseology in the messages sent by a superior commander to his subordmates also
operates to produce messages mn which the endings are 1dentical It has been noted that when
two messages with simular begimnings are available for companson, the reconstruction of the
transposition rectangles and the recovery of the transposition key is an easy matter It will
now be shown that solution 1s an even easier matter when two messages having 1dentical endings
are available for study

b Guven the followmng two cryptograms

No 1
ETRTE EESOA AEUNI VAFLN IAMND RYHRV MENRTI
EETRO UDCCC OHTCY MRREA RHITNDEYEN RNERY

SRBEN IGSKA ILNRA NFNAD ALOLT XOMAHHRRETI
No 2

TLVSX OPNRE MEFDS KYENRUEERB TSREH TIANT

IVYMR VESIREENEI NOLTM NNEDE TROOP UNARA

CIAAI NSCWN A
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The cryptanalyst now carefully compares the two texts, searching for identical sequences of
letters, but mn this case instead of trymng to locate 1dentities in what may be termed a parallel
progression (as 1n the preceding case) he searches for 1dentical sequences of two or more letters
appearing 1n both messages For example, in the present case, he notes the sequence T R O
forming the final trigraph of the 8th group of No 1 and finds a similar sequence forming the
mitial trigraph of the 13th group of No 2 Going through both cryptograms in this way, all the
1dentaties are marked off m some fashion, by colored crayon or underlining, as shown below In
this search for identities the cryptanalyst bears in mind that when all have been found they
should be distributed at quite regular intervals throughout the text For cxample, note m the
following that the identities in No 1 fall at mtervals of 6 letters, with one exception, in No 2
they fall at intervals of 4 letters, with one exception The imntervals between 1dentities serve as a
guide m finding them After they have all been located, the 1dentities in the cryptograms are
numbered serially
No 1

ETRTE EESOA AEUNI VAFLN IAMND RTHRV MENRI
-z 1

EETRO UDCCC OHTCYMRREARHITNDEYENRNERV
8

SRBEN IGSKA I ILNRA NFNADALOLTXOMAHHRRE__I

v 1

T 12

No 2
TLVSX OPNRE MEFDS KYENR UEERB TSREH TIANT

IVYMR VESIR EENEI NOLTM NNEDE TROOP UNARA

10

CIA_A_E NSCWN A

12 13

¢ The 1dentities between the two cryptograms may now be equated, using for this purpose
the numbers below the 1dentities For instance, 1dentity 1 in cryptogram 1 matches identity 7
n cryptogram 2,1dentity 2 in crytogram 1 matches identity 6 in cryptogram 2, and so on Thus

Cryptogram 1. . ___. 1 2 3 4 56 7 8 9 10 11 12 13
Cryptogram 2 .. .. 7 6 9 2 10 5 11 3 4 12 13 1 8

d Now cryptogram 1 has 105 letters, since the key consists of 13 numbers (indicated by the
13 1dentities), the rectangle for cryptogram 1 contams 12 columns of 8 letters and 1 column of 9
letters Cryptogram 2 has 81 letters, and its rectangle contamns 10 columns of 6 letters and 3
columns of 7 letters The rectangle of cryptogram 1 has but 1 long column, whereas that of
cryptogram 2 has 3 long columns Relative to the position the last letter 1n each rectangle occu-
ples In the last row of the rectangle, 1t 18 obvious that the last letter of the rectangle for crypto-
gram 2 18 2 letters i advance of the last letter of the rectangle for cryptogram 1 Usmng this
difference, ©12, 2, a cyclic sequence 1s generated from the series of equivalencies given above
Thus, the equivalent of 1dentaty 1 of cryptogram 1 1s1dentity 7 of cryptogram 2, and the number
718 placed two intervals to the right of the number 1, the equivalent of 1dentity 7 of cryptogram
11s1dentaty 11 of cryptogram 2, and the number 11 1s placed two mtervals to the rght of number
7, and so on until the following sequence 1s obtaned

1 2 3 45 6 7 8 9 10 11 12 13
1 7 11 13 8 3 9
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¢ The equivalent of identity 9 of cryptogram 1 1s 1dentaty 4 of cryptogram 2, and the num-
ber 4 18 placed between the numbers 1 and 7 1 this sequence, for the sequence may be regarded
as partaking of the nature of a cycle or a continuous series From this pomt on, the process 1s
the same as before, and finally the following 1s obtamned

1234 56 7 89 10 11 12 13
1 47 2 1 6 13 5 8 10 3 12 9

f After Iittle expertment 1t becomes obvious that column 8 belongs on the extreme left
because i cryptogram 1 there 1s only one long column, number 8, ascertaimned by counting the
number of letters between successive 1dentities m that message The number 8 bemng at the
extreme left the final actual transposition key 1s 8 1031291472116 135 The completely
deciphered messages are shown 1 figure 28

No 1 No 2
8 10 3 12 9 1 4 7 2 11 6 13 B 8 103 12 9 1 4 7 2 11 6 18
HEADREDCOLUMN INFANTRYPOINT
INFANTRYANDAR REDCOLUMNPASS
TILLERYMARCHI EDSILVERRUNCR
NGNORTHREACHE EEKATSEVENTWE
DSILVERRUNCRE NTYAMXREMAINH
EKATSEVENFORT EREINOBSERVAT
YAMXREMAINHER ION
EINOBSERVATIO
N FIGURE 28

g The possibility of the rapid solution of columnar tiransposition ciphers by means of the
method of stular begimnings and endings, constitutes one of the most serious drawbacks to the
use of transposition ciphers m military cryptography, because 1t 18 almost 1mpossible to avoid
such cases where many messages must be sent 1n the same key each day

26 Solution of a single message containing a long repetiion —a Sometimes a lengthy phrase
or a series of numbers (spelled out m letters) 1s repeated within a message and if the message 13
enciphered by a transposition rectangle of such narrow width (in comparison with the length of
the repetition) that the repeated portion forms 1dentical sequences within the text of the crypto-
gram, a solution somewhat similar in principle to that explaned in paragraph 24 may be achieved
within a few minutes

b Note the following cryptogram, in which identical portions have been underlmed

CryrTOGRAM (169 letters)
OEAEL TRSED HNUFF RNRYF NTAED ILSMY
NCETS LSTOCMAWIAO TISbLSS LED%HN ORI;IGS
FEBNN%U_UWE S§_M_YE RCuNNO RVTM__OGNUQ
GE;’IFE R%EOM SWERN RASTB 0S8 OSAAA 0OSNOO

IBOSD CAYHL HONEM SETFY HLAUX TAOGG
b [ 8b
PRSVL YEEGGMTISSO UtngV




50

¢ There are 18 segments of underlimed letters, which means 1n this case that the rectangle 1s
9 columns wide, because the repeated portion in the text will give rise to two repeated sequences
m each column This means that the rectangle has 7 columns of 19 letters and 2 columns of 18
letters The first two segments may therefore be assigned the numbers la and 15, since they
come from column 1, the next two segments may be assigned the numbers 2a and 2b, since they
come from column 2, and so on, as shown above Identical segments may now be equated
Thus

la 2¢ 3a 4a 5a¢ 6a 7a 8a 9a
30 4b 26 9b 8b 1b 6b Tb 5b

This gives rise to the cycle 1-3-2-4-9-5-8-7—6, which 1s a cyclic permutation of the actual
transposition key

d By transcribing the text into a rectangle of proper width, “cutting” the columns so as to
bring the 1dentical portions within the same rows, the result shown 1n figure 29 1s obtained

1 2 3 4 5 6 7 8 o 4 6 9 1 &5 3 8 2 7
O FTRREA AT OP R EPORTOTF A
ENOTIGCRANR I RRECUONN A
AT CINS SO OTES I1 SSANCETO
E AASNESMUVY S EVENAMAS
LEWFOUONSTL F OLLOVWSEN
T DI ERMGOTE Y EMYTRTIETDSO
R I ABV S OTE B SERVATTIO
S LONTUWIFE NWESTOTFTLI
E[s[T N[T E[B[Y[G NEGETTTYSEB
DIM|S[u|A[R|O|H|G URGDASHMDPO
HLY|L|U|O|NLS|L]|T UNTHUOLTLTYS
N N[S|PIG|R D A[I PRINGSAND
UCSWNAGCUS W ASUNS SUTCTC
FELEUSATZXS E S S F ULIXE A
F[T[E s[e T[Y[T O S TOFGETTY
R|{s|D[s|Gc[B|H{A[U S BURGTUDASH
NJL|H[M|T|O|L]|O]|U M 0OUNTHOLTL
Ris[N|LYlI[s HLecLP Y S PRINGSH
Y 0 E F A G V E AV YFOG
FIiGURE 20 FI1GURE 30

e Study of figure 29 shows that columns 2 and 7 are the short columns and belong on the
right, either in the sequence 2~7 or 7-2  The cyche permutation of the transposition key obtamed
mn subparagraph ¢ 1s 1-3-2-4-9-5-8-7-6 In order to bring the 2 and 7 adjacent 1n a sequence
2-7 or 7-2 one must take intervals of 5 and 4, respectively, and ‘“‘decimate’ the cycle, giving the
following 1-5-3-8-2-74-6-9 or 1-9-6-4-7-2-8-3-5 Smce columns 2 and 7 belong on
the right, the key must be 4-6-9-1-5-3-8-2-7 or 8-3-5-1-9-64-7-2 Only a few moments are
necessary to establish the correctness of the former alternative and the solution 1s at hand It s
as shown 1n figure 30

J A good understanding ot the principles elucidated in this and the preceding paragraph
will enable the student to derive for himself the procedure applicable to cases of somewhat
sumlar nature, such as that wheremn a single letter or a whole group has been omitted from the
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first version of a message and a second (correction message) 18 sent without paraphrasing the
ongnal text, or that wherein two messages are alike except for & difference 1n a single word (such
as a number) and are cryptographed by 1dentical transposition keys, or that wherein the numer:-
cal key has been incorrectly derived from she hiteral key and two versions ot the same plain text are
available for comparison, one based on a transposition by means of the mcorrect key, the second
based on a transposition by means of the correct key, both keys, however, bemng of the same
length
¢ 26 Solution when several cryptograms of 1dentical length and 1n the same key are avail-

able —a Although the method to be described 1n this paragraph 1s mcluded within the category
of special solutions, 1t 1s of such general applicability that 1t might well be treated as a general
solution for all transposition systems It 1s based upon the very mechanics of transposition as a
cryptographic scheme, 1z, that the essential feature of the transposition method consists merely
1n the alterations m the positions of the elements (letters, groups of letters, or words) composing
the plam text, according to a specific key It follows, therefore, that the respective elements of
two or more messages of 1dentical lengths, when transposed according to the same key, will undergo
1dentical alterations m position m the course of encipherment, and therefore all plain-text ele-
ments occupying homologous positions m the original messages will emerge homologous posi-
tions 1n the cryptograms The situation 1s very much like that which may be observed 1n the
movements executed by two symmetrical groups of dancers i a chorus Suppose each group
consists of 8 dancers starting originally 1n definite positions relative to one another When a
movement 1s executed each dancer 1 each group performs certain evolutions, at the conclusion
of the movement the 8 dancers 1n each group may be m quite different positions relative to one
another than they were at the beginning of the movement, but the correspondingly numbered
dancers m both groups find themselves i 1dentical positions relative to therr neighbors Of
course, the fact that in this analogy the groups are based upon 8’s 1 of no significance, if the
groups consisted of many more the prmeiple would still apply Another way of looking at the
matter 1s to call attention to the fact that wn any type of transposution the position whach a specified
letter or element of the plawn text will occupy vn the final cryplogram s quite definately a funevion of the
number of letters or elements vn the plain text wself For example, suppose that a plamn-text message
contains exactly 100 letters, and suppose that the transposition system and specific key 18 such
that the 1st plam-text letter appears as the 17th cipher-text letter, the 2d plain-text letter, as the
68th, and so on, 1 another message of exactly 100 letters, enciphered by the same general system
and specific key, 1t 1s obvious that the 1st plain-text letier must also appear as the 17th cipher-
text letter, the 2d plan-text letter, as the 68th, and so on In short, all correspondingly num-
bered plam-text letters in both messages will appear in 1dentical positions i the cryptograms

b Grantmg the obvious truth of the foregomng, to what use can 1t be put mn the solution of
transposition ciphers? Smnply this It enables the cryptanalyst to reconstruct the plan texts of
cryptograms of wdentical length unthout even knownng what the transposition key or system was that
produced them The process 13 not at all compheated and if there are several messages the
process 1s very easy It consists In superimposing the geveral cryptograms and anagrammang
the columns formed by the superimposition, for 1t 18 obvious that any circumstances which can
be used as a guide for rearrangmg the letters m one of the Iines of supermmposed text in order
to form plamn text will require, and can be checked by, the results of an identical rearrangement
of the corresponding letters of the other lmes of supermmposed text

¢ An example of the method mvolving the application of this general solution will now
be given, using as & basis five messages assumed to have been enciphered by an unknown but
complex type of transposition It will now be shown how the security of such a system 18 demol-
1shed when 1t 15 used by & large number of mntercommunicating commands
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d Let the following be five cryptograms 1solated from among many messages mtercepted
on the same day and therefore suspected of being m the same key These five cryptograms
have been 1solated because they all contam exactly the same number of letters They are here
shown supermmposed (fig 31) and therefore all the letters m one column have undergone exactly
the same evolutions or changes m position 1 the coursc of encipherment

ColumnNo-_--l23456789101112131415161718192021222'4242526272829303132

MessgeNol I AALNEOFSGTOGVERANOLNDUODETIHISAT
MesssgeNos T DNMRGREONARIEUETNYITCOFEAIEUTTA
MesssgeNo3. A NELNEXEHGILACEMEENLFXTEEEISIGADO
MessageNo4 EENETSLNNFTCOIDOSEAILFIGDWIAARNO
MesssggNos R AMETMIONODIUMALLINXOATGTNNAIBTN
ColumnNo ... _33 34 356 36 37 38 30 40 41 42 43 44 45 46 47 48 49 50 51
MessgeNo1 F TDNRLVORODSWEERORAGQ
MessssNo2. RDTEDNSOEIPECMFEARN
MesssgoNod . RWLLDLVVORDELOCHOTH
MesssgeNo4 . LHNLLNRFVWLREMRAIEA
MessageNos . HITNIASDRMSECUIOVSA
FIGURE 31

¢ Noting a Q m message 1 column 51, the obligatory sequence Q U 1s assumed to be present
m that message There 18 1n message 1 but one U, which 1s fortunate Combming columns 51
and 23, the results are found to be fair (fig 32a¢) The H T n the third 10w suggests a word
ending n G H T, such as FIGHT, MIGHT, EIGHT, et¢ Searching m message 3 for a G, two candi-
dates are found columns 10 and 30 The trigraphs yielded by each combination are shown m
figure 326 The second of the two possibilities looks much the better The trigraph 1n the

u 10 51 2 0 51 23 30 651 23 31 0 51 23 31 22
QU GQU SQU SQUA SQUAD
NO NNO TNO TNOT TNOTC
HT GHT GHT GHTA GHTAX
Al FAI RAI RAIN RAINF
AT OAT BAT BATT BATTA
FIGURE 32a FICURE 325 FICURE 33a FICURE 33b

first row suggests the word SQUARE or SQUADRON, that m the last row suggests BATTLE or
ATTALION This means that a column with an A at the top and a T at the bottom should be
sought There 15 only one such column, 31 Addng 1t to the 30-51-23 combination gives
what 18 shown m figure 33¢  Looking for a column with a D at the top (for SQUAD) and either an
A (for BATTALION) or an L (for BATTLE), there 1s only one candidate, column 22, yielding the
sequences shown m figure 336  Enough has been shown of the procedure to make further demon-
stration unnecessary Once a good start has been made, progress 1s quite rapid, unless the
cryptanalyst 1s unfortunate and arrives at a pomnt where all the messages simultaneously ter-
minate i complete words, without a clue as to what follows or precedes m any one of the mes-
sages In such a contingency the only thing he can do 1s to try all sorts of possible continuations,
erther “fore” or “aft,” that 1s, m front of the origmnal starting pomt or after i1t, until he picks up
another word which will enable him to contmue Or he may have to search for a new pomt of
entry and build upon that, later joming this structure with the other In the case under ex-
amnation no sertous difficulties are found and the entire set of five messages 1s reconstructed
J In the course of this reconstruction the numbers applicable to the columns become assem-
bled in proper sequence, that 1s, 1 the correct order to reproduce the plam text., This sequence,
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constituting the C—P sequence, 1s shown 1n figure 34 as the second row of numbers
Term number __ -1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 10 20 21 22 23 24 25 26 27 28 29 30

C~-P sequence __ ___ 28814%1937254L4_826354l2342712364517”18924338 1 50 44 11
MessageNo1 .. . HAVEORDEREDRATIONWAGONSOFFIRST
MessigeNo2 . .. ENEMYDEFEATEDDIRECTIONOFRETREA
MesssgeNo3. .. SECONDECHELONWILLLEAVEHEREATETI
MessigeNo 4 . ... ANIMALDRAWNVEHICLESOFENGINEERT
MeasageNo b... ...... AMMUNITIONTRAININCLUDINGHORSED
Termnumber. ... . 31 32 33 34 35 36 37 38 39 40 41 42 43 44 45 46 47 48 40 50 &1
C—P sequenee ___ ... 3061233122167213241_!0494431553929%)386
Message No 1 - SQUADRONTOGOLDENVILLE
MessgeNo2 ... TNOTCERTAINAMPURSUING
MessageNo 3. ... GHTAXMXFORGOLDENVILLE
MessageNo 4 . . . RAINFOLLOWFIELDTRAINS
MesssgeNo 5 .. . BATTALIONMOVESATSIXAM
FIGURE 4

g The solution by supermmposing and anagramming equal-length messages m the case of
transposition constitutes a general solutwn which 1s applicable m all cases without exception
Indeed, the possibility of solution by this method constitutes the most serious, 1f not fatal, weak-
ness of transposition as a cryptographic method, for not only 1s 1t applicable to the most complex
as well as to the most simple types of transposition, but, what 1s much more serious, the pro-
cedure 18 very simple, requiring very little cryptanalytic ingenuity or expertness The chief
disadvantage of this general solution 1s, of course, that 1t 1s dependent upon the more or less
fortuitous availabiity of messages of identical lengths, and while this fortunate contingency 1s
quite frequent mn a voluminous correspondence, 1t would naturally be better from the pomnt of
view of the cryptanalyst if this requirement were not essential in all cases Deeper study of
the subject will show that the method can still be applied mn a modified way to the case of mes-
sages of almost the same lengths when the transposition 1s not too involved To illustrate,
a case of simple keyed-columnar transposition will be used and 1t will be assumed that several
messages of approximately identical lengths are at hand

h First, take the case of two messages which have been enciphered by completely-filled
rectangles, one messege having, for example, one more row of letters than the other In the
discussion, the consecutive numbers 1, 2, 3, will be employed as though they constituted
the successive letters of a plamn-text message that 1s being cnciphered This method of treat-
ment 18 very useful in connection with studies of the mechanics of transposition ciphers 1n
general, and especially so i the case of double transposition Note the P—C sequences that
result from the transposition

6 25 7 41 3
01 02 03 04 05 06 07
08 09 10 11 12 13 14 08 09 10 11 12 13 14
15 16 17 18 19 20 21 15 16 17 18 19 20 21

22 23 24 25 26 27 28 B
A

P—C sequence for A._._ 06 13 20 27 02 09 16 23 07 14 21 28 05 12 19 26 03 10 17 24 01
08 15 22 04 11 18 25

P—C sequence for B___. 06 13 20 02 09 16 07 14 21 05 12 19 03 10 17 01 08 15 04 11 18
FIGURE 35a

6 2 67 41 3
01 02 03 04 05 06 07




54

It 18 obvious that the two sequences may be superimposed so as to bring identical sections mto
supermmposition  Thus

06 13 20 27 02 09 16 23 07 14 21 28 05 12 19 26 03 10 17 24 01 08 15 22 04 11 18 25
0613200020916 00071421 0051219 0031017 0010815 1041118 O

The 7 blank spaces in the B Iine mark the ends of the columns in the transposition rectangle
The regularity in the distrbution of the blank spaces follows from the mechanics of encipherment
If two messages were supermmposed m this manner 1t 18 clear that a solution by anagrammmg
becomes perfectly feasible Moreover, anagramming of columns 1s perhaps unnecessary, for
anagramming merely the letters that would occupy 1n line A the positions marked by the blanks
m lme B will yield the transposition key duectly Extension of these principles to the case m
which the two rectangles differ by 2, 3, 4, complete rows 1s obvious

» Taking next a case wheremn two rectangles differ by one or two letters i the bottom row,
1t 18 clear that by shifting the letters of one message one or two spaces to the right (or left) from
a given pomnt will bring most of the text into proper superimposition for a solution by anagram-
ming Note the P—C sequences applicable to the followmng transpositions

6 2 5 7 4 1 3 6 2 5 7 4 1 3

01 02 03 04 05 06 07 01 02 03 04 05 06 07
08 09 10 11 12 13 14 08 09 10 11 12 13 14
15 16 17 18 19 20 21 15 16 17 18 19 20 21
22 23 24 25 26 27 22 23 24 25

A B

P—C sequence for A___ 06 13 20 27 02 09 16 23 07 14 21 05 12 19 26 03 10 17 24 01 08
15 22 04 11 18 25

P—C sequence for B_.__ 06 13 20 02 09 16 23 07 14 21 05 12 19 03 10 17 24 01 08 15 22

04 11 18 25
FiGURE 356b

It 18 possible to superimpose these two sequences by shifting the sections 1n line B after certamn
numbers Thus

24 156 22 04 11 18 25
24 156 22 04 11 18 25

A__06 13 20 27 02 09 16 23 07 14 21 05 12 1¢ 26 03 10 17
B__06 13 20 [] 02 09 16 23 07 14 21 05 12 19 [] 03 10 17

In the case of actual messages corresponding to the foregoing P—C sequences, superimposition
of the two texts mn the manner indicated would at once permit of a solution by anagrammmg of
columns The unknown factor, of course, 1s the location of the blank spaces Where the two
messages differ mn length by only one or two letters brief experimentation would tell the story,
where the messages differ in length by a good many letters the process would be much more
difficult but not at all hopeless of fruitful results Only a small section of text reconstructed by
anagramming will soon lead to complete solution Hence, 1t follows that by regulating the num-
ber of blanks to be left here and there and judicious shifting of sections of text, solution by super-
mposing and anagramming homologous sections of text from several messages in the same trans-
position key will often be possible
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7 The foregomg principles will naturally not be applicable to cases where two messages differ
1n length by but one letter and this small difference brings about a profound difference in the P—C
sequences applicable to the messages This 1s what happens often in the case of true double
transposition,! but the principle can nevertheless be applied even here An explanation of the
procedure lies beyond the scope of the present text, however, and no more will be indicated herem
concerning the matter in the case of true double transposition However, 1n certain cases of
combined substitution-transposition to be discussed 1n a later portion of this text the principles
elucidated 1n these last few subparagraphs may be found to be apphcable

27 Reconstruction of the keys 1n double transposition —a Having reconstructed the plan
texts of the messages solved by supermmposing and anagramming, as explamed in paragraph
26 d, e, can the transposition key be found? First, 1t 18 necessary to ascertain whether a single
columnar transposition had been used and, if not, then the assumption will be that a double
transposition had been used

b If a single transposition were the case, the relationship pomted out in paragraph 16¢, con-
cerning the existence of a constant difference between successive elements of the P—»C sequence,
should obtaxn Having the C—P sequence, the P—C sequence may readily be establshed by
inversion of the former Hence, the P—C sequence is constructed by inversion, asshown in

figure 36a

Term number._... 1
14 47

C—P sequence... 28

18 24 44

4 50
4 4 38

2
3

2 8B AU »
9
“

Term number_... 1 8
P—C sequence... 27 26

2 2
35 48 31

43 0 5t
44 28 32

FIGURE 36a

¢ (1) Smce there appears to be no constant difference between successive terms 1h the
P — C sequence 1n figure 36a, single columnar transposition 1s ruled out and double transposition
18 assumed to have been employed In passing, 1t 18 worthwhile noting that the reconstruction
of the keys employed 1n the case of true double transposition 18 quite important, because 1t 1s
often the case that concentrated effort directed toward the cryptanalysis of one or more messages
and the subsequent recovery of the transposition keys will, of course, greatly facihtate the
reading of all other messages 1n the same keys

(2) There are at least four methods swited to the purpose and they will be dealt with mn an
order most conducive to their comprehension by the student

(3) A prehmary to the reconstruction of the keys in the case of each of the four methods
to be studied consists in establishing or ascertaining the width of either the T-1 or the T-2
matrix, usually the former, because 1t 1s easier to do

1 S8ee Special Text No 166, Advanced Milstary Crypiography, sec 1V
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(4) As 1 paragraph 26k, the exposition will employ matrices n which the consecutive
numbers 1, 2, 3, take the place of the successive plain-text letters i the T-1 matrix,
because in such handling sigmificant facts arsing from the mechanics of encipherment are brought
to light

d In order to study the effects of true double transposition on this matter of reconstructing
the keys an example will be employed, nvolving transposition with two different keys Let
the “message” and the keys be as shown 1n figure 37a

6 2 7 1 5 8 8 4 3 9 1 7 4 2 11 8 10 6 5

01 02 03 04 05 06 07 08 04 12 20 28 36 44 02 10 18 26 34
09 10 11 12 13 14 15 16 42 50 06 14 22 30 38 46 08 16 24
17 18 19 20 21 22 23 24 32 40 48 05 13 21 29 37 45 01 09
25 26 27 28 29 30 31 32 17 25 33 41 49 03 11 19 27 35 43

33 34 35 36 37 38 39 40 51 07 15 23 31 39 47 I——
41 42 43 44 45 46 47 48

49 50 51
—

05 08 0 o 12
48 33 15 44 39 04 42

15 18 17 18 19 22 <) 4 25

17 51 36 22 13 49 34 24 09 43 26

7 B ¥ W n 2 M 3 % a5 B,
01 35 28 14 05 41 10 46 37 19 12

0w 4 42 8 4 4. 8 © H 8
40 25 07 18 08 45 02 38 29 11 47

Term number_ ___ 01 02 03 04 05 06 08 09 10 1 12

C — P sequence.. _ 27 47 09 11 31 02 42 44 23 34 50 38

4 15 18 ¥ 18 19 2 A = B AU %
30 05 26 14 43 37 01 08 17 33 22 41

Z B 2 » 31 32 3B M B/ B ;W
46 29 49 07 20 13 04 21 28 16 36 48

0 4 42 43 4 45 46 4 8 H 0 5
40 32 12 24 06 45 35 51 03 19 39 15

FIGURE 372

Nothing i the nature of a series of constant differences between successive terms 1s now discernible
m the P — C sequence But there 1s, as can readily be seen, a fauly constant relationship
between segments or sections of this sequence For example, take the 1st to 6th terms of this
P — Csequence (20 06 48 33 15), set them under the 29th to 34th terms (28 14 05 41
23), and find the difference between supermmposed numbers (When the mmuend 1s less than
the subtrahend the superimposed terms are disregarded ) Thus

29th to 34th terms --28 14 05 41 23
1st to 6th terms 20 06 48 33 15

Differences 8 8 8 8
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There 1s a constani difference between the superimposed terms The reason for 1ts appearance
18 not hard to understand if reference 18 made to figure 37a and the matter 1s studied m the light
of the mechanics of the method of encipherment As for the two terms 28 and the 20, while
they come from diffecrent columns in the T-2 matrnx, both come from the same column of the
T-1 matrix, as do 14 and 06, 41 and 33, 23 and 15 But the 05 and the 48 not only come from
different columns in the T-2 matrix, but also from different columns in the T—1 matnx, this
1cpresenting a case where there 18 a transit from the bottom of one column to the top of the next
column in the transposition process Now the constant difference 1s mn this case 8 because
the superimposed terms happen to be sequent in the columns in which they fall in the T-1 matrx
If the superimposed terms are in the same column m the T-1 matrix but separated by one row,
the constant difference will be 16, if separated by two rows, the constant difference will be 24,
and so on Thus, for example
6th to 11th terms 44 30 21 03 39
29th to 34th terms. .. . 28 14 05 41 23
16 16 16 16

Here the difference, 16, 18 a multiple of 8 because the superimposed terms are separated by one
row m the T-1 matnx, as can be seen by referring to figure 37a

¢ The foregomng phenomena afford a method of ascertaming the width of the T—~1 matnx
m an unknown case, and, as noted above, this constitutes the first step in recovering the transposi-
tion key or keys For if a study be made of the terms of the P — C sequence 1n figure 36a,
based upon finding sections thereof which show a constant difference, the latter will correspond
to either the width of the T-1 matrx or a multiple of the width An easy way to make this
study 1s to take a section of the P — C sequence mn figure 36a, add 5, 6, 7, (in successive
steps) to each term of the selected section, and then look for repetitions between the orgmal
P — C sequence and the P — C sequence plus the additive A beginning will be made with an
assumption of a T-1 matrix of 5 columns Smce the cryptograms contam only 51 letters, all
totals greater than 51 will be disregarded Hence 1t 1s best to take a section which has a long
series of low numbers, so that when the additive 1s apphed the majonity of the totals will not
exceed 51 Such a series 1s the following (only one term in 1t, the 29th, 1s close to the maximum)
Tetm number.... . - .. 21 2 2 24 % 2 2 B 2 30 3 3 8 % 35 3B 3
P — C sequence. ... 38 35 33 24 07 10 15 01 48 31 34 39 25 14 11 17 06
P —- Csequence-t5_.. 43 40 38 29 12 15 20 06 36 39 44 30 19 16 22 11

Searching for repetitions between the P—C sequence and the P—C sequence -5, the results are
negative Trnal 1s then made of additives 6 to 11, mclusive, with sinilar negative results When
an additive of 12 1s applhied, however, the results obtamned give positive indication that the T-1

matrix 18 12 columns in width Thus

Term DUMDEr- oo oeeeeee e - - 21 22 23 24 25 326 27 28 29 30 31 32 83 34 35 36 37
P—C sequence 38 35 33 24 07 10 15 01 48 31 34 39 25 14 11 17 06
P—-Csequence+12_.._. 50 47 45 36 19 22 27 13 43 46 51 37 26 23 29 18

It will be seen, on referring to figure 36a, that the following repetitions (with the term numbers mn
each of the sequences indicated) are present .

Termno mn P-Csequence+12 21 22| 23 24 25 20‘ 27 28 20 30 31 32 3 34 35 38 a7
Repetations 50 47|45 36 19 22127 13 02 43 46 51 37 26 2329 18

Term no 1n P->C sequence 38 39 || 15 18 17 18 || 01 02 03 04 05

The width of the T-1 matrix is therefore 12 and 1ts outlines may at once be drawn, since the total
number of letters 1n each message, 51, indicates that there are 3 long columns of 5 letters and 9

short columns of 4 letters
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f (1) There 1s another method of ascertaining the width of the T—1 matrix, which 1s perhaps
a bit shorter and more direct than that described above Basically both methods are the same,
the one now to be presented bemng but another way of looking at the matter Suppose that the
differences between successive terms in the P—sC sequence of figure 37a are calculated and set
down as shown below, and then repetitions are sought in the series of differences, the latter
constituting what will heremnafter be termed the P—C wnferval sequence Thus

Term number ... .. __ ___. 01 20 03 04 05 06 07 08 09 10 11 12 13 14 15

P—C sequence___________ ___ 20 06 48 33 15 44 30 21 03 39 04 42 32 17 51

P—C mnterval sequence. . —14+42—-15—18+29—-14 —9—18+36—35+38—10—15+34—15

Term number_.. ___ _ _______ 1 17 18 19 20 21 22 23 24

P—C sequence. . ___....____ 36 22 13 49 31 34 24 09 43

P—C mterval sequence... —14 —9+36—18 +3—10—15+34—17

Term number __ ______________ ___ ___ 25 26 27 28 20 30 31 32 33 34 35 36 37

P—Csequence. ._______________________. 26 16 01 35 28 14 05 41 23 10 46 37 19

P—C mterval sequence__.________ ____ —10—15434 —7—14 —9+36—18—183+36 —9—12 —7

Term number.. . ___ ________________ 38 30 40 41 42 43 44 45 46 47 48 490 50 51

P—C sequence _ ________ __________ 12 50 40 25 07 18 08 45 27 02 38 29 11 47

P—C mterval sequence_.. ... .. .. +38—-10—15—18+11—10+37—18—25+36 —9—18-1-36
FIGURE 37b

Several repetitions are noted and underscored, in the same manner that ordinary repetitions are
indicated mn analogous cryptanalytic procedure Now take the longest repetition, —14—9--36
—18, and find the terms from which 1t originates in the P—C sequence, a constant difference of
8 will be found Thus

(Term numbers 16-20)....__._ ... _ _____________ 36 22 13 49 31
(Termnumbers29-33).._.___._ .. 28 14 056 41 23
Dafferences___ o e 8 8 8 8 8

The other repetitions will show the same constant difference The terms which produce the
repetitions will be found to be located 1n the same columns of the T-2 matrix i figure 37a, and
reference to that figure will show that the constant difference between the sets of terms producing
repetitions i the P—C mterval sequence 1s merely the result of the mechanics of encipherment

(2) In sumilar manner, if the interval sequence 1s constructed for the P—C sequence of
figure 36a, the repetitions underscored 1n figure 365 are noted

Term number_ JEUEERE ) | 02 03 04 05 06 07 08 09 10 11 12 13 14 15
P—C sequence. . ___________ 27 13 02 43 46 51 37 26 23 41 30 16 20 03 45
P—C mnterval sequence. . —14—11441 +3 +5—-14—11 —3+18—11—14 +4—174+42 —9
Term number___________._.___ 16 17 18 19 20 21 22 28 24

P—C sequence........._____. 36 19 22 05 49 38 35 33 24

P—C mterval sequence. . —17 +3—17+4+44—11 —3 —2 —9—17

Term number.._._ ___ _______ 256 26 2/ 28 28 30 31 82 33 34 35 36 37 38 89
P—C sequence... ..____. __ 07 10 15 01 48 31 34 39 25 14 11 17 06 50 47
P—C mterval sequence.. +3 +5—14+47—17 +3 +5—14—11 —3 4+ 8—11+444 —3—26
Term number_..._ .. _.____. 40 41 42 48 44 45 46 47 48 49 5O 51

P—C sequence......__..__. -21 12 40 44 29 18 04 08 09 42 28 32

P—C mterval sequence... —9+28 +4—15—11—14 +4 +1+33—16 +4

FIGURE 360
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Taking the sections of the P—C sequence from which the longest repetition arises and finding
the constant difference between the terms involved, a width of 12 for the T—1 matrix 1s mdicated
Thus

(Term numbers 04-09) .. . .. __________ . 43 46 51 37 26 23
(Term numbers 30-35)___ . .. ... __ 31 34 39 25 14 11
Dafferences ... .. . . 12 12 12 12 12 12

Thus 15 1dentical with the results found by the other method The T-1 matrix for the Inessages
of paragraph 26d 1s therefore 12 columns 1n width

g Having ascertamned the width of the T-1 matnx, the next step 1s to ascertamn whether
the width of the T-2 matrix 1s the same as that for the T-1, or different If the same, the sus-
picion 18 warranted that the transposition keys for both matrices may be 1dentical, in which case
1t 15 necessary to recover but one key If the widths of the two matrices are different, then
1t 18 obvious that two different transposition keys are nvolved Having ascertamed the widths
of both matrces, one can proceed to reconstruct the transposition key or keys which apply
thereto There are, as stated once before, at least four methods suitable for this purpose They
will now be taken up i turn, and each method will be explamed m detail

k (1) In explaming the first method the discussion will be imtiated with a reconsideration
of figure 37a If the C—P sequenco estabhished n that figure 1s treated as thovgh 1t were plamn
text and enciphered by the double transposition method, using the same two transposition keys
as before, an interesting phenomenon 1s observed  Not the followmng (fig 37¢)

6 2 7 1 &5 3 8 4 3 9 1 7 4 2 11 8 10 6 &

27 47 09 11 31 02 42 44 11 38 01 29 16 06 47 34 43 25 21
23 34 50 38 18 30 05 26 12 39 02 30 17 07 48 35 44 26 22
14 43 37 01 08 17 33 22 13 40 03 31 18 08 49 36 45 27 23
41 25 46 29 49 07 20 13 14 41 04 32 19 09 50 37 46 28 24
04 21 28 16 36 48 10 40 15 42 05 33 20 10 51 r_
32 12 24 06 45 35 51 03

10 39 15
1

T-1 T-2

FIGURE 37c

Here 1t 15 seen that the numbers i the columns of the T-2 matrix are consecutwe Obviously, if
the columns of this T-2 matrix were retranseribed i a matrix of the same outlnes as the T—1
matrix, the numbers would be consecutive in rows and would 1epresent the plam-text sequence
1, 2,3, , mseribed within a T-1 matnx in the normal fashion Thus (fig 37d)

8 2 7 1 5 3 8 4

01 02 03 04 05 06 07 08
09 10 11 12 13 14 15 16
17 18 19 20 21 22 23 24
25 26 27 28 29 30 31 32
33 34 35 36 37 38 39 40
41 42 43 44 45 46 47 48

49 50 51|

Fiourk 37d
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The result of these three steps has been to effect a return to the original T-1 matrix containing
plam text mn normal sequence The principal pomnt to be noted here 1s the appearance of the
T-2 matnx m figure 37¢, for 1t 1s the basis of the first method for recovering the transposition
keys, as well as for other operations 1n connection with double transposition

(2) To demonstrate the procedure, the data afforded by figure 37a agamn will be employed
Let the C—P sequence be mscribed within a matrix of 8 columns (the width having been estab-
hshed by one of the methods set forth 1n subpais d-f) Thus

1 2 3 4 5 6 7 8

27 47 09 11 31 02 42 44
23 34 50 38 18 30 05 26
14 43 37 01 08 17 33 22
41 25 46 29 49 07 20 13
04 21 28 16 36 48 10 40
32 12 24 06 45 35 51 03
19 39 15

FIGURE 37¢

Find the column m which term 01 appears and set that column down horizontally, placing a
vertical bar before and after the series of numbers to set them off as belonging to one column

Step (1) [11 38 01 29 16 06 ]
FIGURE 37f (1)
Then find the column in which the term 02 appears and set 1t down under the row of numbers
given 1 Step (1) Thus

|11 38 01 29 16 06 ]
|02 30 17 07 48 35 |

FIGURE 37/ (2)

Step (2)

Note the ascending superimposed numbers 01, 02, 29, 30, 16, 17, 06, 07 Contmue to build up
on this structure in the manner depicted 1 successive steps as follows

|11 38 01 29 16 06 |
Step (3) |02 30 17 07 48 35 |
|44 26 22 13 40 03 |

[11 38 01 29 16 06 |
Step (4) [02 30 17 07 48 35|
|44 26 22 13 40 03]
[27 23 14 41 04 32 19|
[11 38 01 29 16 06|
[02 30 17 07 48 35|
Step (5) |44 26 22 13 40 03
|27 23 14 41 04 32 19|
|42 05 33 20 10 51|

FIGURE 377 (3) (4) (5)

The numbers 01 to 05, inclusive, here have formed the basis for building up the structure shown
as Step (5) The next term 0 the sequence 18 06 but it 1s already mn the structure, as 1s also 07
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[11 38 01 29

[02 30

Step (6) |44 26 22 13 40 03|31
|27 23 14 41 04 32

|42 05 33

In the column m which 06 and 07 appea1 there 18 Just room enough for 08 and 09, since the tetm
10 1s already shown at the botlom of the column Hence

16 06]

17 07 48 35|

18 08 49 36 45]
19|

20 10 51|

|11 38 01 29

102 30

Step (7) 144 26 22 13 40 03|31
|27 23 14 41 04 32

(42 05 33

16 06]

17 07 48 35|

18 08 49 36 45|

19109 50 37 46 28 24 15|
20 10 51|

[11 38 01 29

|47 34 43 25 21 12 3902 30

Step (8) |44 26 22 13 40 03|31
(27 23 14 41 04 32

142 05 33

16 06|

17 07 48 35|

18 08 49 36 45|

19/09 50 37 46 28 24 15|
20 10 51|

FIGLRE 37f (6) (7) (8)

The process 1s continued n this manner until, as shown m figure 37f(9), all the numbers of the
C—P sequence have been placed  (Here the last number 1s 51)

(11 38 01 29 16 06(47 34 43 25 21 12 39|
|47 34 43 25 21 12 39|02 30 17 07 48 35[44 26 22 13 40 03|
Step (9) |44 26 22 13 40 03|31 18 08 49 36 45|27 23 14 41 04 32 19|
[27 23 14 41 04 32 19]09 50 37 46 28 24 15
(09 50 37 46 28 24 15]42 05 33 20 10 51|

FI1GURE 37/ (8)

The T-2 mati1x may now be diawn within the confines of the structure shown i this last figure
The positions of vertical lines to be placed at the left and right to matk the exact outhines of the
matnx may now readily be found by referring to the matix in figure 37¢ It 1s obvious that the
column with the terms 11-15 belongs at the extreme left of the T-2 matnx, the column with the
terms 21-24 belongs at the extreme right The transposition key for the matrix may then be
established directly from the matrix itselt, by following the sequence of numbers m the columns
Thus

1 9 1 7 4 2 11 8 10 6 5

11 38 01 29 16 0647 34 43 25 21 |12 39|
[47 34 43 25 21} 12 39/02 30 17 07 48 35|44 26 22 |13 40 03]
[44 26 22| 13 40 03|31 18 08 49 36 45|27 23 [14 41 04 32 19|
|27 23] 14 41 04 32 19]09 50 37 46 28 24 [15]
|09 50 37 46 28 24| 15]42 05 33 20 10 51 ————

FIGURE 37y

324155—41——b5
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Reference to figure 37¢ will show the cxact correspondence between the T-2 transposition key
and the T-2 matrix of figure 37g with these same elements mdicated in figure 37c  The trans-
position key for the T-1 matnx m figure 37¢ can now easily be denived from figure 37g It

must be as follows
¢ 2 7 1 &5 8 8 4

27 47 09 11 31 02 42 44
23 34 50 38 18 30 05 26
14 48 37 01 08 17 33 22
41 25 46 29 49 07 20 13
04 21 28 16 36 48 10 40
32 12 24 06 45 35 51 03

19 39 15 I

FIGURE 37h,

This transposition key and T-1 matriy are identical with the key and T-1 matnx of figure 37¢

+ Note the apphecation of the foregomg method to the C—P sequence shown in figure 36a
n connection with the messages solved in paragraph 26d—e It has alieadv been found that the
width of the T—1 matrix 18 12 The C—P sequence of figure 36a 18 therefore mseribed within a
matnx of 12 columns

1 2 3 4 5 6 7 8 9 10 11 12

28 03 14 46 19 37 25 47 48 26 35 41
02 34 27 12 36 45 17 13 40 18 09 24
33 08 01 50 44 11 30 51 23 31 22 16
07 21 32 42 10 49 04 43 15 05 39 29

20 38 06|

FIC URE 300

The process explamed in subparagiaph k (2) above 1s now applied The successive steps have
been omitted but the final 1csult 1s shown herewith

|14 27 01 32 06)19 36 44 10|
|48 40 23 1528 02 33 07 20|37 45 11 49|
|41 24 1o 29|03 34 08 21 38|46 12 50 42|
|25 17 30 04|35 09 22 3947 13 51 43|
|26 18 31 05|

FIGURK 36d

All the numbers fiom 01 to 51, mclusive, are contamed withn this structme  Extendmg 1t to
the left or mght to make the T-2 matrix complete, by 1eferrmg to the T—1 matrix, 1t 1s found
that the structure must be made as shown herewith

4 7 1 8 2 b 9 1 3 12 10 6

14 27 0L 32 06 (19 36 44 1048 40 23| 15|
[48 40 23 |15|28 02 33 07 2037 45 11 49|41 24| 16 29 |
41 24 |16 29]03 34 08 21 38|46 12 50 42|25| 17 30 04
|25 |17 30 0435 09 22 39]47 13 51 43|26 18 31 05|

|26 [18 31 05]

FIGURE 8¢

vt rer——

P
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The transposition key for the T—1 matiix 18 now found to be as indicated at the top of figure 36¢

7 A sccond method for reconstructing the keys will now be explamed To demonstrate
this method the data afforded by figure 37a will again be employed Gomg back to the pomt
where the P->C mterval sequence for this example was established mn subparagraph f(1) above,
the terms, m figure 375, which gave rise to the thiice-appearng repetition in the mterval sequence
(—10 —15 +34) are found to be as follows

1st appealance (texm numbers 12-16). __ - . .42 32 17 51
2d appeatance (term numbers 21-25) .. ... __ 34 24 09 43
3d appearance (lerm numbers 25-29) .. _____ ___. 26 16 01 35

FIGURE 371

These sequences may be 1earianged so as to bimg the numbeis in ascending order within
columns Thus

26 16 01 35

34 24 09 43

42 32 17 51

Figure 37/

The constant difference, 8, withm the columns of this structure 1s, of course, the same constant
dufference as was found before, and corresponds with the width of the T-1 matrix It derives
from the T-1 matrix, as may be seen on referring to figure 37¢ The columns of the structure
m figure 37; are seen to be portions of the T-1 matnx, lymg m the following positions m that
matrix

01

09 16

17 24
26 32
34 35
42 43

| )

In the T-2 matrix these numbets fall in the following positions

Fiaure 37

26 34
42 . 16 24
32 01 09
17 35 43
51

FIGURE 371

Now 1if the dimensions of the T-2 matrix were unknown, these numbers could nevertheless be
placed m a skeletonized T—2 mat1ix as follows

26 34 42
16 24 32
01 09 17
356 43 51

FIGURE 37m(1)
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and the block of numbers could be extended on both sides by referring to the T-1 matnx n figure
37a Thus
|02 10 18 126 34 42|50
|08 |16 24 32 |40 48 |
01 09 17 |25 33 41 49 |
|03 11 19 27 |35 43 51

FIGURE 37m(2}

This structure may next be extended by 1eferring to the P—C sequence n figure 37a, by com-
pleting the partial columns of the stiucture

44 (02 10 18 |26 34 42|50 06 14 22
30 38 4608 |16 24 32|40 4805 13
21 29 37 45101 09 17125 33 41 49
[03 11 19 27 |35 43 51]07 15 23 31

FIGURE 37m(3)

Again the structure may be extended by 1eferring to the T-1 matria Thus

04 12 20 28 36 44 02 10 18126 34 42|50 06 14 22 30 38 46
06 14 22 30 38 46 08|16 24 32140 48 05 13 21 29 37 45
05 13 21 29 47 45|01 09 17|25 33 41 49
03 11 19 27135 43 51107 15 23 31 39 47

MIGURE 37Tm(4)

Noting the appeatance of the term 06 1n the 1s1 10w and also in the 2d 10w of the stiucture, the
latter may be transciibed as follows

04 12 20 28 36 44 02 10 18 26 34}42 50 06 14 22 30 38 46

42 50 06 14 22 30 38 46 08 16 24|32 40 48 05 13 21 29 37 45
32 40 48 05 13 21 29 37 45 01 09117 25 33 41 49

17 25 33 41 49 03 11 19 27 35 43|51 07 15 23 31 39 47

51 07 15 23 31 39 47 |

FIGURE 37m (5)

By referring to the T-1 matnix of figure 37a and the foregoing structure, the hey for T- 1 can be
recovered It 1s 6-2-7-1-5-3-8—4 By refetring to the P—C sequence 1in higure 37a the key
for the T-2 matrx just constructed may be cstabhshed It 18 3-9-1-7-4-2-11 -8-10-6-5
L Applying this method to the messages solv ed 1n paragraph 26d-e, the steps are as follows

The width of the T-1 matrix has been established as being 12 The P—C interval sequence 1in
figure 36b shows the repetition +3 +5—14 —11 —3 appearng two times, the repetition
+3 +5 —14 appearing thiece times, and the repetition —14 —11 appearing three times The
terms giving rise to these repetitions are arranged 1 a structure with ascending numbers within
the columns Thus

07 10 15 01

27 13 02
31 34 39 25 14 11
43 46 51 37 206 23

FIGURE 36f
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The constant difference, 12, indicates a T-1 matrix of 12 columns  The matiix 1= prepared
1 2 3 4 5 (] 7 8 9 10 1 12

01 02 03 04 05 06 07 08 09 10 11 12
13 14 15 16 17 18 19 20 21 22 23 24
25 26 27 28 29 30 31 32 33 34 35 36
37 38 39 40 41 42 43 44 45 46 47 48
49 50 51

FICULRF g

The terms within the columns of the stiucture i figure 36f are transcribed mto rows (of the
skeletonized T-2 matnx)
07 31 43
10 34 46
15 27 39 51
01 13 25 37
02 14 26
11 23

FIGLRE 38h(1)

This strueture 1s extended by referring to the T-1 matnx (hgure 36¢g)
1 2 3 4 &5 6 71

07 19 31 43
10 22 34 46
03 15 27 39 51
01 13 25 37 49
02 14 26 38 &0
11 23 35 47
FIGUI E 38h(2)

S WY D

Notmg that the untial terms of the P—C sequence m figure 36a (27 13 02) are present m
this structure (in the 3d column) this gives the top of the T-2 matiix as comneciding with the 3d
row of the structure The P—C sequence mm figure 36e reads 27 13 02 43 46 , the
43 and 46 are also 1n the structure m figure 364 (2) 1n the 1st and 2d rows, column 5, hence the
structure mn figure 36A(2) can be rearranged thus

03 15 27 39 651
01 13 25 37 49
02 14 26 38 50
07 19 31 43 11 23 35 47
10 22 34 46

k1cUrE 38h(3)

The structure may now be extended by referring to the P—C sequence 1n figure 36a

35 03 15 27 39 51 05 17
33 45 01 13 25 37 49 06
24 36 48 02 14 26 38 &0
07 19 31 43 11 23 35 47
10 22 34 46

FICURT 36h(4)
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Thus, by referring alternately to the P—C sequence and the T—1 matrix the structure 18 extended
to the following

35103 15 27 39 51|05 17 29 4109 21 33| 45|

33 |45|01 13 25 37 49|06 18 30 42|12 24| 36 48 |

24 36 48|02 14 26 38 50|04 16 28 40|07]| 19 31 43|
07119 31 43|11 23 35 47|08 20 32 44 |10]| 22 34 46 |

10 | 22 34 46|

FIGURE 36h(5)

It will be noted that the first number to the 11ght of cach vertical bar 1s one of the numbers from
1 to 12, indicating that all the columns of the T—1 matrix are now represented m the T-2 structure
1t 18 now easy to write the transposition key over the T-1 matrnix 4-7-1-8-2-5-9-11- 3-12-10-6
By following the numbers in the P—C sequence the transposition key for the T-2 matrix 18
given directly, 1t 18 the same as for the T-1 matnx

I (1) A third method for reconstiucting the transposition keys will now be set forth It
will first be explained 1n connection with the artificial example 1n figure 37¢ It has been noted
how the width of the T-1 matiix can be ascertamned from a study of the P—C sequence, the work
1n connection with figure 37a and subparagraph e give an indicated width of 8 for the T—1 matria
in this case

(2) Let the additive 8 (found 1n subpais d and f) be applied to the entire P—>C sequence of
figure 37a, and then let the 1dentities between the two sequences be underscored and numbered,
as shown m figure 37n

(A) P—C sequence 06_48 33 15/44 30 21 03 30)04[42 32 17 51|

2
36_22 13 49 3134 24 09] 43| 26 16 01 35|
4 [

8
28 14 05 41 23(10 46 37 19| 12|50 40 25 07|
7 ]

8
18 08 45 02 38 29 11 47|
11

B) P—>csequence+s_________{28 14 56 41 23052 38 20 11 4712]50 4025 59

2
44 30 21 57 39042 32 17 51| 34 24 09| 47

4 ]

6
36 22 13 49 3118 54 45 27| 20 58 48 33 15|
7 8 v

26 16 53 35|10 46 37 19 55|

10 1n
FIGURE 37n

If now the procedure explained n paragiaph 16k, 24¢ to f, and 25¢ to e 1s apphed to the repetitions
noted 1n figure 377, 1t becomes clear that the T-2 matiix mn tlus case must have 11 columns The
transposition key for that matrix 1s then established, as follows 2

B - e N | 2 3 4 ) 6 7 8 9 10 11
A T 11 9 2 3 5 4 10 1 6 8
Cham.. . _.___ 1 7 4 2 11 8 10 6 5 3 9

2 It 15 to be noted that the B sequence (that 1s, the P—C sequence plus the additive) must be used as the
base, otherwise the chain of eqnvalents will be a reversal of the correct chain
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This 1s a cyclic permutation of the key for the T-2 matrix, to obtain the actual hey 1t 18 necessary
metely to fix the position of one of the kev numbers with respect to the matrmia It 1s easy to
find which number belongs at the cxtreme left o1 extreme nght of the matns  Only a few
mmutes experimentation with the key and the T-2 matrix gives the cortect startmg pomnt for
the key, which 1s found to be 3-9-1-7—4-2-11-8-10-6-5

(3) The 1ecovery of the transposition key for the T-1 matnx 15 now a simple matter Its
width having been established as 8 columns, & mere transcription of the P—C sequence numbers
fiom the T-2 matnx into the T-1 matnx gives the key 6-2-7-1-5-3-8-4  The two keys and
matrices are found to be different

(4) The procedure set {orth mn this subpaiagraph 1s apphcable without modification to the
case where the two tiansposition matrices are the same and have the same tiansposition key
This will be noted m the followmng demonstration of the recovery of the matiices and keys for
the messages solved m paragraph 26d and ¢ by anagramming It has alrcady been shown how
the width of the T-1 matrix was ascertained as bemng 12 columns (subpar f) The additive 12
18 then applied to the entue P—C sequence, identaties are established between sections of the
original sequence and sections of the sequence - 12, and these 1dentical sections are equated mn
the usual manner, leading to the establishment of a cychic permutation of the transposition key
for the T-2 matrix Thus (fig 362)

1 2 3
A (P—C sequence) __. e e 27 13 02 37 26 23 41 30 16 20
B (P—Csequence+12). .. - _-_39 25 14 49 38 35 53 42 28 32
1 2 3
4 5 [
306

50 36
5 6

8 9
39 25 14 17 06 50
51 37 26 20 18 62

8 9

11 12
12 40 44 18 04 08 42 28 32
24 52 56 30 16 20 54 40 4
10 11 12

Fi1GURF 36{

5 8§ 9 10 11 12
9 41 2 11 6 3 10
9 11 3 12 10 6 4 7

4
7
[

2

Since sections 1, 4, and 7 of the P—C sequence contamn 5 terms (=long columns), the other
sections only 4 (=short columns), 1t follows that the key numbers 4-7-1 go to the left and the
actual key for the T-2 matnx 1s 4-7-1-8-2-5-9-11-3-12-10-6  Smce the number of elements
n this key 1s the same as 1n the key for the T—1 matrix, 1t 15 likely that the same key 15 employed
for both transpositions Simple experiment will quickly venfy this assumption and the trans-
position matrices for the first of the 5 messages of paragraph 264 mav be seen n the followmg

(figure 367)
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| 154 14 16 16 17 18 19 20 1 22 23 24

1123 26 27 28 29 30 st 32 33 %4 85 36

57 38 59 40 41 42 43 '“ 45 46 47 48

49 50 51

s 15 27 39 51 5 17 £9 41 9 21 33

40 1 13 £6 37 49 8 18 30 42 1% 24

26 38 50 4 16 28 40 7

19 81 43 1 23 35 47 8 20 32 44 10

A|/S/LID|S|D|V|E|G|Q|D|E

22 24 4

NIA|N
Ciyptogram. . .. _ I A A L N E 0O F S G etc
P—C sequence __.. 27 13 2 43 46 51 37 26 23 41 etc
kuURE 367

m (1) A fourth and possibly the most clegant solution to the problem of reconstructing
the keys for double transposition will now be preserted 2 Reference will be made to the two
matrices and keys shown m figure 36 Let the P->C, and P—GC, sequences resulting from the
first and the second transpositions, respectively, be shown, as secen below
1 Telm numb(’l- - 01 02 03 04 05 06 0¢ 08 09 10 i1 12 13 14 15 16 17

2 P—>C,scquence.. 03 15 27 39 51 05 17 29 41 09 21 33 45 01 13 25 37
P—C;sequence .. 27 13 02 43 46 51 37 26 23 41 30 16 20 03 45 36 19

18 19 20 20 22 23 24 2 26 27 28 29 3 31 32 33
49 06 18 30 42 12 24 36 48 02 14 26 38 50 04 16 28
22 05 49 38 35 33 24 07 10 15 01 48 31 34 39 25 14

85 36 37 38 30 40 41 42 43 44 45 46 47 48 49 50 51
40 07 19 31 43 11 23 35 47 08 20 32 44 10 22 34 46
11 17 06 50 47 21 12 40 44 29 18 04 08 09 42 28 32

F1c URE 36k

3 The basic prineipk s unde rly mg this fourth and most mmportant method were discovered and first presented
1934 by Solomon Kullback, Ph D, then Junior Cryptanalyst, 8 T 8

ey » s
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A casual examination of these three rows of numbeis discloses an nteresting tnvariant 1clation-
ship between any pair of superimposed numbers i 10ws 1 and 2 and m rows 2 and 3 Fou
mstance, take the very first parr, 8; m 1ows 1 and 2, mn 10ws 2 and 3 the same pair of supet-
imposed numbers will be found (under term No 14)  This same relationship exists between all

the superimposed pairs in rows 1-2 and 2-3

(2) Given only the third row of numbers mn figure 36k, that 1s, the P—C, sequence (which
has heretofore been designated merely as the P-->C sequence), obtamed as a 1esult of a solution
bv superimposing and anagramming several messages, 1t 18 not difficult to reconstruct the second
1ow, the P—C, sequence  The width of the T-1 matrix can be ascertamed by either of the two
methods indicated in subparagraphs ¢ and f It 1s now known to be 12 A 12-column matnx
18 therefore constructed, containg 51 cells numbered m the normal manner This will, of
course, give the T-1 matix seen m figure 367, but without the transposition key or the letters
in the cells  Thus

1 2 3 4 5 (] 7 8 9 U] 11 12

01 02 03 04 05 06 07 08 09 10 11 12
13 14 15 16 17 18 19 20 21 22 23 24
25 26 27 28 29 30 31 32 33 34 35 36
37 38 39 40 41 42 43 44 45 46 47 48

49 50 51I

The mvanant 1elationship pomnted out m subparagraph (1) above may now be used to estab-
lish the T-1 key Since the key 18 known to contam 12 elements, a start may be made with
any one of 12 possibiities Suppose that the key begins with 1 The fiist five terms m the
P—C, sequence would be as mdicated herewith

FIGURE 3{

1 Term number. ... ______. _______ 01 02 08 04 05
2 P—C,sequence ... ... 01 13 25 37 49
3 P—-C;sequence . ... ... 27 13 02 43 46

Two “conflicts’ o1 contradictions are at once manifested 8} m rows 1 and 2, g.lz mmrows 2 and 3,

also, (1% 1 rows 1 and 2, }g miows 2 and 3 The conclusion 1s obvious that the key number 1

does not occupy the 1st position i the transposition key  Suppose key number 1 belongs i the
2d position mn the key  The superimposed sequences are then as follows

1 Term number.  __ . __. 00 02 08 04 0
2 P—-C,sequence.... ... ... 02 14 26 38 50
3 P—(C; sequence.._... - -2 - 27 13 02 43 46

Here again two conflicts are noted gé mrows 1 and 2, (2)g miows 2 and 3, (l)i miows | and 2, (2)3

m rows 2 and 3  Only a single contradiction 1s sufficient to permut of discarding an hypothesis
The key number 1 docs not occupy the 2d position in the key A tmal 1s made of the 3d position
for key number 1 The results are as follows

1 Term number. .. ___..__ ____ ... 01 0z 03 04 05
2 P—-C;sequence..__ __ .. .. ________ 03 15 27 39 51
3 P-C;sequence. __._ ______________ 27 13 02 43 46
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Hetre there ate no contradictions and one check o1 corroboration 2‘; in 1ows 1 and 2, (2); Im 10ws
-t

2and 3 If key number 1 1eally occupies the 3d position i the key, then the superrmposition
data given 1n the last set of 10ws of superimposed numbeis mav be employed, by transferring the
data to the proper positions in the skeletomzed figure 36m (1)

1 Term number._._._. 01 03 03 04 05 06 07 08 09 10 11 12 13 14 15 18 17

2 P—C,;sequence.... 03 15 27 39 51 05 01
3 P—-C;sequence.. . 27 13 02 43 46 51 37 26 23 41 30 16 20 03 45 36 19

27 28 20 30 31 32 33 3¢
02 04
22 05 49 38 35 33 24 07 10 15 01 48 31 34 39 25 14

35 36 37 38 39 40 41 42 43 44 45 46 47 48 49 50 51

18 19 20 21 22 23 24 25 28

11 17 06 50 47 21 12 40 44 20 18 04 08 09 42 28 32

FIGURE 36m (1)

It then becomes at once possible, by 1eferting to the T-1 matux, to msert more numbeis n the
P-—-C, sequence Thus
1 Tetm number._____ 01 o2 03 04 05 ©06 07 08 09 10 11 12 18 14 15 18 17

2 P—C,sequence... 03 15 27 39 51 05 17 29 41 01 13 25 37
3 P—C,sequence.. 27 13 02 43 46 51 37 26 23 41 30 16 20 03 45 36 19

18 19 20 21 22 23 24 25 28 27 28 20 30 31 32 33 g4
49 02 14 26 38 50 04 16 28
22 05 49 38 35 33 24 07 10 15 01 48 31 34 39 25 14

35 36 37 38 39 40 41 42 43 44 45 46 47 48 49 50 51

40
11 17 06 50 47 21 12 40 44 29 18 04 08 09 42 28 32

FICURE 36m (2)

The new placements now permit of placing numbers in the P—C; sequence  For example, (1);

08
29
in rows 1 and 2 permit of placing the number 08 above the number 29 in the P—C; sequence,

m rows 1 and 2 permut of placing the number 07 above the number 17 in the P—C,; sequence,

andsoon In only a few moments the entue P—C, sequence can be established  Thus

1 Termnumber ... o1 02 o038 o4 05 06 07 08 09 10 11 12 13 14 15 186 17
2 P—C;sequence.... 03 15 27 39 51 05 17 29 41 09 21 33 45 01 13 25 37
3 P—C,sequence.... 27 13 02 43 46 51 37 26 23 41 30 16 20 03 45 36 19

18 19 20 21 22 28 24 25 2 27 28 20 30 31 32 33 34
49 06 18 30 42 12 24 36 48 02 14 26 38 50 04 16 28
22 05 49 38 35 33 24 07 10 15 01 48 31 34 39 25 14

36 36 37 38 30 40 41 42 43 44 45 46 47 48 40 50 51
40 07 19 31 43 11 23 35 47 08 20 32 44 10 22 34 46
11 17 06 50 47 21 12 40 44 29 18 04 08 09 42 28 32

FIGURE 36n

(3) The determmation of the T-1 kev 1s now a very sumple matter ~ Since 1t 18 known that
the key has 12 numbers, 1t 1s only necessary to note i the P—C, sequence the relative order of
the numbers 1 to 12 It 1s as tollows

2 3 4 % 6 7 & 9 10 1 12
5 0 1 6 12 2 4 7 11 8 10

3~
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Thus 1s merely the invase of the actual key, the latler may be obtamned by mmverston  Thus

1 2 3 & 6 6 7T % 9 10 i1 12

4 7 1 8 2 5 9 11 3 12 10 6
Comparison of this key with the T—1 key shown 1n figure 367 will establish the 1dentity of the two
The determination of the T-2 key 1s obvious, having the T-1 at hand  In this case both matrices
and keys are 1dentical

n Attention will be directed to a further interesting phenomenon in this case  Referimg to

figure 36n, if chains of equivalents are constructed between elements of the 1st and 3d 10ws only,
the following two chains are obtamed

01 27 15 45 18 22 35 11 30 31 34 14 03 02 13 20 49 42 40 21 38 50 28
04 43 44 29 48 09 23 33 25 07 37 06 51 32 39 47 08 26 10 41 12 16 36 17 19 05 46

F1aURE 360

All the terms of the P—C,; sequence are represented, except the number 24, which stands by
itself  If now each of these chans 18 shd agawnst 1tself, when properly juxtaposed, the super-
imposed pairs are 1dentical with those in rows 1 and 2 1n figure 36n  Note the followmg

a) 01 27 15 45 18 22 35 11 30 31 34 14 03 02 13 20 49 42 40 21 38 50 28
03 02 13 20 49 42 40 21 38 50 28 01 27 15 45 18 22 35 11 30 31 34 14

@) 04 43 44 29 48 09 23 33 25 07 37 06 51 32 39 47 08 26 10 41 12 16 36 17 19 05 46
39 47 08 26 10 41 12 16 36 17 19 05 46 04 43 44 29 48 09 23 33 25 07 37 06 51 32

FIGURE 36p

The apphcation of the foregomng phenomena m the case under study 1s obvious Here 1t 18 not
even necessary to ascertain the width of the T-1 matrix before procceding to try to establish
the T-1 key Of course, the number of chamns which may be established will vary with the

6 2 7 1t 6 3 8 4 3 9 1 7 4 2 11 8 10 6 &

01 02 03 04 05 06 07 08 01 02 03 04 05 06 07 08 09 10 11
09 10 11 12 13 14 15 16 12 13 14 15 16 17 18 19 20 21 22
17 18 19 20 21 22 23 24 23 24 25 26 27 28 29 30 31 32 33
25 26 27 28 29 30 31 32 34 35 36 37 38 39 40 41 42 43 44
33 34 35 36 37 38 39 40 45 46 47 48 49 50 51 I————
41 42 43 44 45 46 47 48 B

49 50 51
1

A (=T-1)

3 9 1 7 4 2 11 8 10 6 &

04 12 20 28 36 44 02 10 18 26 34
42 50 06 14 22 30 38 46 08 16 24
32 40 48 05 13 21 29 37 45 01 09
17 25 33 41 49 03 11 19 27 35 43

51 07 15 23 31 39 47I———"‘
C (=T-2)

FIGURE 370
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specific matrices and heys, but the general punciples heremn presented mav nevertheless be
applied  In some cases 1t may be necessary to justapose two different chamns obtamned by
equating terms from rows 1 and 3, rather than juxtaposing one chain against itself Only a
few minutes experimentation will be necessary to establish contradictions which will permt of
discarding fallacious hypothcses

o (1) In the foregomg explanation, the two transposition kcys and matrices were 1dentical
Even when they are difterent the same principles, with minor modifications, may be applied
The matrices and keys of figure 37a will agam be employed to demonstrate the necessary modi-
fications

(2) Fust, prcparc the two matiices with consecutiy e numbers m the cells of both matrices,
as shown at A and B n figure 370 and then prepare the T-2 matrnx shown at C

(3) Write the P—C; sequence for T-1, under 1t wute thc P—C, for T-2, and unde
the latter write the P—C, sequence for the final crvptogram  Thus

I Tetmnumber . - .0 __ o1 o2 03 o4 05 06 oF 08 00 10 11 12 138 14
2 P-C,sequencefor T-1.. .. 04 12 20 28 36 44 02 10 18 26 34 42 50 06
3 P-C,sequencefor T-2_ ... 03 14 25 36 47 06 17 28 39 50 01 12 23 34
4 P—-C, sequence . - .- 20 06 48 33 15 44 30 21 03 39 04 42 32 17

15 16 17 18 19 20 21 22 28 24 25 26 27 28
14 22 30 38 46 08 16 24 32 40 48 05 13 21
45 05 16 27 38 49 11 22 33 44 10 21 32 43
51 36 22 13 49 31 34 24 09 43 26 16 01 35

20 30 31 32 3 34 3 36 37 38 39 40 41 42
20 37 45 01 09 17 25 33 41 49 03 11 19 27
04 156 26 37 48 08 19 30 41 02 13 24 35 46
28 14 05 41 23 10 46 37 19 12 50 40 25 07

44 M4 45 46 4T 48 490 o0 51
35 43 51 07 15 23 31 39 47
09 20 31 42 07 18 29 40 51
18 08 45 27 02 38 29 11 47

FIGURE 37p

Note, now, the mmvanant relationship between rows 1-2 and 3-4 The same phenomenon 13
here manifested as was encountercd 1 the preceding case where the T -1 and T-2 matnees and
keys were 1dentical It follows, therefore, that the principles clucidated under subparagraph m
may be applicd, with some modifications, also to the case where different keys and matrices are
employed for double transposition The width of the T-1 matrix mav be ascertamed 1n the
manner alieady .dicated, an assumption 1s made as to the position occupied by key number 1
of the T-1 key, this assumption provides data for making an assumption as to the width of the
T-2 matiix When the correct pur of assumptions 18 made, the data m rows 1 and 2 are cor-
roborated by those m rows 3 and 4 From that pomt on the rest 1s easy and follows along the
same lines as before

2 (1) The procedure will be illustrated by employing the P—C scquence m figure 370
(which 18 the same as that labelled P—C,; sequence 1n figure 37p), 1t being assumed that nothing
18 known about the matrices, and tht the sequence was obtamed from a solution by supermm-
posing and anagramnung scveral messages of identical length
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(2) The width of the T-1 matiix 1s established as 8 and the T-1 mati set down

1 2 3 4 & 6 7 8

01 02 03 04 05 06 07 08
09 10 11 12 13 14 15 16
17 18 19 20 21 22 23 24
25 26 27 28 29 30 31 32
33 34 35 36 37 38 39 40
41 42 43 44 45 46 47 48

49 50 51|

T-1

Fi1aure 37¢

(3) Assunung that key number 1 occupies the first position m the T-1 key, the numbers are
mserted 1n row 2, 1epresenting the beginning of the P—C, sequence for T-1  The superimposed
pairs 1n rows 1 and 2 are distiibuted m rows 3 and 4, with the 1esults shown 1 figure 377(1)

1 Term number. e ___ 01 02 03 04 05 086 07 ©0s 09 10 11 12 138 14
2 P—C, sequence for T-1 _.___. 01 09 17 25 33 41 49

3 P—C, sequence for T-2_ ___ __ 05 03
4 P->C,sequence. ... ... 20 06 48 33 15 44 30 21 03 39 04 42 32 17

15 16 17 18 19 20 21 22 23 24 25 26 27 28

07 02 01
51 36 22 13 49 31 34 24 09 43 26 16 01 35

28 30 31 32 33 34 35 16 37 35 39 40 41 42

06 04
28 14 05 41 23 10 46 37 19 12 50 40 25 07

43 44 45 46 47 48 49 50 51

18 08 45 27 02 38 29 11 47

FICURE 37r (1)

(4) An attempt 1s now made to construct a T-2 matrix which will produce the distrnibution
and spacing of the numbers mrow 3 For example, from the position of the number 05 the matnx
would have to be of such dimensions that there arc short columns of 2 letters and long columns of
3 letters, or short columns of 3 letters and long columns of 4 letterts The former hypothesis
can be discarded at once, for the intervals between the numbers 03, 07, 02, 01, and 06 m row 3
make 1t untenable The latter hypothesis may also be discarded, tor the mteivals between 03
and 07 and between 01 and 06 make 1t impossible  Hence hey number 1 ecannot occupy the fust
position m the T-1 key  Position 2 1s assumed for key number 1 and the procedure repeated,
also without good 1esults  Note what happens when posttion 4 1s assumed for key number 1 1n

the T-1 key
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1 Term number_. . _____ ...

01 02 03 04 06 06 07 08 09 10 i1 12 13 14
2 P—C, sequence for T—1________ 04 12 20 28 36 44

3 P—C,; sequence for T-2 .. ___ 03 06 01

4 P—C,; sequence.______ R 20 06 48 33 15 44 30 21 03 39 04 42 32 17

15 18 17 18 19 20 21 22 23 24 25 26 27 28

05
51 36 22 13 49 31 34 24 09 43 20 16 0l 35

29 30 31 32 33 34 35 86 37 38 39 40 41 42

04 02
28 14 05 41 23 10 46 37 19 12 50 40 25 07

43 44 45 48 47 48 49 50 51

18 08 45 27 02 38 29 11 47
FI1GURE 37r (2)

(5) Heze there are found no contradictions of the nature of those pomnted out above The
T-2 matrix appeais to have columns of 4 and 5 letters, since the interval between 04 and 02 in
row 3 can accommodate a short column of 4 and a long column of 5 letters, the interval between
05 and 04 can accommodate 2 short columns of 4 letters and 1 long column of 5, the mtervals
between 03 and 06, 06 and 01, 01, and 05 can accommodate long columns of 5 letters each
Only 2 matrices can be constiucted of 51 letters with long columns of 5 and short columns of
4 letters They are

7 (long) X5=35
Keyof 11 ___. _ {4 (short)X4=16 51
) 3 (long) X5=15
Keyof 12. . __. '{9 (short) X4==36 51

Each of these T-2 matrices 18 tested as a possibility

1 2 3 4 5 8 7 8 8 10 11 1 2 3 4 5 6 7 8 19 10 1 12

01 02 03 04 05 06 07 08 09 10 11 01 02 03 04 05 06 07 08 09 10 11 12
12 13 14 15 16 17 18 19 10 21 22 13 14 15 16 17 18 19 20 21 22 23 24
23 24 25 26 27 28 29 30 31 32 33 25 26 27 28 29 30 31 32 33 34 35 36
34 35 36 37 38 39 40 41 42 43 44 37 38 39 40 41 42 43 44 45 46 47 48

45 46 47 48 49 50 51 I—-——~ 49 50 51 l

A B

FI1GURE 37r (3)

(6) If matrix A 1s cotrect, then the numbers in columns 3, 6, 1, 5, 4, and 2 can be transferred
to row 3 1n figute 377 (2), these will permut of mnserting numbers m 10w 2 No contradictions
and many chechs are found Here 1s the diagram
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1 Temm number..___________ ______. 0L 02 03 04 05 06 07 08 00 10 11 12 13 14
2 P—C, sequence for T—1__. ..... 04 12 20 28 36 44 42 50
3 P—C, sequence for T-2._ ._____ 03 14 25 36 47 06 17 28 39 50 01 12 23 34
4 P—C, sequence. .______. ________ 20 06 48 33 15 44 30 21 03 39 04 42 32 17

15 16 17 18 18 20 21 22 2 24 25 2 27 28
14 22 430 32 40 05 13 21
45 05 1o 27 38 19
51 36 22 13 49 31 34 24 09 43 206 16 01 35

20 30 31 32 33 34 35 38 37 38 30 40 41 42
17 25 41 49 03

04 15 26 37 48 02 13 24 35 46

28 14 05 41 23 10 46 37 19 12 50 40 25 07

43 44 45 46 47 48 49 50 51
51 07 23 31 39

18 08 45 27 02 38 20 11 47

FlaUuRE 371 (4)

(7) In the first place note, m row 2, the constant difterence 8, giving many corroborations
that the width of the T-1 matrix is 8, 1n the second place no conflicts whatever become manifest
between the pairs of rows Thus, the validity of the assumption of a T-2 matiix with 11 columns
18 well established  The 1est follows quite readily, with the final result that figure 377 becomes
completed, and the recovery of both keys 1s a siumple matter In fact, both keys may be estab-
lished from a simple study of rows 2 and 3 of the final figure (which would, of course, be 1dentical
with that shown m fig 37p and need not heie be repeated)

¢ A carcful study and good g1asp of the principles and methods elucidated in this paragraph
will be sufficient to indicate to the student that when, as a 1esult of a close study of several
messages 1n the same keys, partial C—P sequences become available, the entire C—P sequence
or sequences can usually be reconstructed from the partial sequence or sequences and the mes-
sages solved without too much dificulty For imnstance, suppose 1t has developed that the
enemy has become addicted to stereotypic beginnings, so that the first fow letters of a message
or of several messages can be reconstructed with some assurance of certainty The construction
of partial C—P sequences and theu completion by means of the principles set forth, especially
those presented i subparagraphs m—p, may 1esult in reconstruction of the complete C—P
sequences and ultimate recovery of the t1ansposition key or keys

28 Special cases of solution of double transposition ciphers —a When the double trans-
position system 1s employed mn the field and 1s used for a volummous traffic 1t 1s almost mevitable
that ce1tain situations will arise which make possible a rather easy solution  Aside from the case
m which several cryptograms of 1dentical length and mn the same key are intercepted, other cases
of a special nature may arise  Some of these will be discussed in this paragraph

b First, there 1s the case n which an mexperienced cryptographic clerk fails to execute the
double transposition properly and causes the transmission of a cryptogram which 1s only a single
transposition  The solution of this message will be a simple matter and will, of course, yield the
key If the key 1s the same for both t1anspositions 1t 1s obvious that this will peromt the 1eading
of all other messages even though the latter have been correctly cryptographed The only
difficult part of the matter 1s to find among a large number of intercepted cryptograms one which
mvolves a blunder of this so1t When the cryptanalyst has, as a 1esult of considerable experi-
ence, become adept 1n the solution of transposition ciphers the wotk of testing cryptograms to
ascertain whether o1 not they mvolve single columnar t1ansposition 1s not difficult and goes quite
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1apidly  For only a few minutes ate sufficient to give him the ‘“feeling” that the cryptogram 1s o1
18 not solvable by single transposition  He mught not be able to point out any specific indications
which give him this feehing 1f asked to do so, nevertheless 1t must be recognized that his mtuition
18 alone sufficient to tell him when there 1s hope of solution along this line and when further woik
upon the hypothesis of single transposition 1s useless

¢ (1) Next comes the casc mm which the enciphering 1ectangles of a double transposition
cryptogram happen to be perfect squares (that is, both T-1 and T-2 rectangles are perfect
squares) In this case, not only 1s such a cryptogram detectable at once, since the total number of
Ietters 1s the squate of the number of elements n the key, but also the cryptogiam can be solved
m a very simple manner For the cryptogram now represents a case i which a completely-filled
rectangle has been employed, and moreover there 1s no need even to assume various widths

(2) Given the following cryptogram of 49 letters (7X7) as an example, the text 1s tran-
scribed as shown mn figure 39a and 1etranscribed as in figure 395

Cryptogram . UCTRN OESHI ETOLR GASOE DUWDD
NOEOE RDNDI RFENC OEEEM NNVE
1 2 3 4 5 6 7 1 2 3 4 5 6 7 2 6 1 5 3 7 4 2 6 1 8§ 3 7 4
USRUORE UCTRNOE COUNTER HOSTILE
CHGWEFE SHIETOL HOSTILE FORCEEN
TIADREM RGASOED GEROADS COUNTER
RESDDNN UWDDNOE WOUNDED EDONRTID
NTONNCN OERDNDI EDONRID GEROADS
OOEODOV RFENCOE FORCEEN EVENMEN
ELDEIEE EEMNNVE EVENMEN WOUNDED

FIGURE 30u FIGURE 39 FIGURE 39¢ FIGURF 39d

(3) The columns of figure 39 are now anagrammed, as 1n figure 39¢, and the rows rearranged,

as 1n figure 39d

d When the enciphering rectangle 1s not a perfect square but nevertheless a complete rec-
tangle, solution of a single cryptogram becomes somewhat more difficult Here the columns are
all equal m length, since the last row of the rectangle 1s completely filled Two cases will be
considered, fiist, when the width of the rectangle 1s a multiple of the depth, or number of letters
m the columns, and second, when the depth 1s a multiple of the width

e (1) Taking up the first case, note the following encipherment

6 2 10 1 7 4 9 8 3 5 6 2 10 1 7 4 9 8 3 5
W HI{E{N|W|I|L|L|F|I N|S|A|I[(T|/H|S|R|N|G
12| 3| 48|67 |8]9e]|w ¢ | 14| 2| %422 22]|32)|4«
R|S|T|S|Q|U|A D|R|O FIR|L|O/S|[I{U|H|L|D
|12 [ 13} 14| 158|161 | 18| 192 o | 190 | 20 |3 [49 | 6 | 16| 2 |3 |4
NIR(E{A|C|H|G|O|L D I{O/DIN|E|W|R|N|E|I
2l | 22 | 23| 24 | 25 | 26 [ 27 | 28 | 20 | 30 102 |3 |40;/]s5)|1|n|2a|a]|4a
E\N V, I|L|IL|E|T|O|N w C{LIAJ{L|D|O|T|I
a1 | 32 | 33 | 34 {35 ) 3 {37 | 3 |3 | 4 5 | 16| 26 | 35 | 45] 8 | 18| 28 |3 |48
I|G|H|T|A|D|V I |{S|E LIA|IG|EyVIE|T|IE|V|H
41 | 42 | 43| 44 | 45 | g6 | 47 | 8] 49 | B0 7 (||| 3| 3] B[]

1-1 Rectangle T-2 Rectangle

e e m———

77

P—C sequence...... 34 80 40 35 37 14 19 20 1o 17 32 36 31 38 33 3 6 1 8 3 42 46 41 48 43
Cryptogram.__.____. IONLESROQANLETVHIWLEGDTITIH
4 0 10 5 7 44 49 50 45 47 22 26 21 28 23 12 18 11 18 13 24 20 30 25 27
NFIWLTSEAVRHNOESURDTALDCG

If the P—C sequence 1s examined 1t will be found that sections thereof fall mto two cate-
gories, as follows
Section Section
1— 4 9 10 5 7 6— 2 6 1 8 3
2—14 19 20 15 17 7— 12 16 11 13 13
Category A____. 3—24 29 30 25 27 Category B...{ 8 — 22 26 21 28 23
4 — 34 39 40 35 37 9 — 32 36 31 38 33
5 — 44 49 50 45 47 10 — 42 46 41 48 43

(2) There 1s obviously a definite regularity m the composition of the sections whereby, if the
letters corresponding to the numbers n one section can be assembled properly, all the letters
corresponding to the numbers m the other sections belonging to the same category (A or B,
respectively) will be assembled correctly too For example, in category B the letters correspond-
mng to the numbers occupymg the third, first, and fifth positions m each section are sequent m
the plam-text rectangle, 1n category A the letters corresponding to the numbers occupying the
first and fourth positions m each section are sequent Morcover, all the letters m each section
come from the same row m the T—1 rectangle Consequently, if two sections coming from the
same row can be 1dentified, there will be 10 letters which may be rearranged by experiment to
form plan text, and the key for this rearrangement will apply to all other pars of sections
For example, the message n this case has a Q and only one U The Q (P—C sequence No
15) 1s mn the second section, the U (P—>C sequence No 16) is in the seventh section These two
gections come from the same row and the letters may be anagrammed *

1.2 3 4 8 6 7 8 9 10
SROQA and SURDT
8
[+)

Experiment may now be made with two other scctions, applyng the same transposition Thus

1.2 3 45 s 7. 8 9 10
IONLE and NLETYV
2 1 6 8
or or or or
8 4 10 1 4 7 5 9 2 3
0I N E

ENVILLETON

Obviously the proper key for rearrangement 1s 8-6-10-1-4-7-5-9-2-3 By continumng this
procedure the followmng additional 1ows of the T-1 rectangle are reconstructed
1 2 3 4 & 6 7 8 0 10 3 6 10 1 4 »~ 5 9 2 3

NFIWL and HIWLE yields._.._. WHENW ILLFI
TSEAV and GDIIH yrelds_____. IGHTA DVISE
ALDCG and RHNOE yields___.__ NREAC HGOLD

4 The fact that the length of the sections corresponds to 5-letter groups has, of course, no bearing on the
validity of the method In this case 1t just happens that the rectangle contains 5 letters per column

324155—41—86
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The various rows are now assembled 1n sequence, giving the following
WHENWILLFI

m >
2730 W0
<mA
H>»> W
HfaQo
i« ol o
[ I
s oU
or=x

0
D
N
IGHTADVISE
The transposition key can now be reconstructed with ease
(3) The cryptanalyst i this case must, cf course, make an assumption as to the width of
the enciphermng rectangle before he can apply the method With a number such as 50, the
dimensions 10X5 or 5X10 suggest themselves The process of finding cipher groups which
form pairs on the same row 1s one of “cut and try ” 1If there 1s a single Q and a single U mn the
message, the mnitial pair of groups 1s obvious
f When the depth of the rectangle 1s a multaple of the width, solution follows along the
lines of the preceding case Taking the same message as before, note what happens m enci-
pherment with a rectangle of 5 columns contaning 10 letters each

2 5 1 4 3 2 5 1 4 3
1| 23| 4]s 3 |8 | 18|12
W H|E|N|W E|L{T|D]|E
67 |8 |90 | w0 B8 |3 |38 |4|48
I|L{L|F|I O|V|T|H]|I
mf12 |13 1|15 1| e |fu|e|xn
R{S|T|S|Q W|I|RJU|N
16|17 [18 {19 |2 2 | 31 | % | 41 | 46
U|A|D|R|O H|E|L|I|D
21| 2| 28| 2% | 3 5 (101522
N|R|E|A|C W|I({Q 0jC
% | 2 | 28 | 2 | 30 0 | 36 | 40 | 45 | ®
H{G|O|L|D DIL|N|A|E
a1 | a2 | 38 | a4 | % KRR ERE
E|N|V|I | L N|{F|S|[R}A
3 |37 |38 |3 | @ 2 |34 |30 | 4| 4
L{E|T|O|N LiI|0|T]|S
a1 | 42| 48 | 44| 45 2 [ 7 (12| w| 2
I{G|H[T|A H{L|S|A|R
6 |47 | 8| 0| 7 |32 | & | 2| &
D|V|I|S|E G|N|E |G|V
T-1 T-2
P>Cosequence_._13 88 11 36 16 40 14 20 12 37 3 2 1 26 5 30 4 29 2 27 23 48 21 46 25 50 24 49 2 47
Cryptogram _____ TTRLQNSOSEEOWHWDNLHGEINDCEASRY
18 43 16 41 20 45 19 44 17 42 8 33 6 581 10 35 9 34 7 B2
DHUIOARTAGLVIEILFILN

[«

Taking the numbeis of the P—C sequence an
are as follows

artanging them in sections of 10, the results

s

e 1
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1 2 3 4 5 6 7 8 9 10

3 28 1 26 5 30 4 29 2 27
8 33 6 31 10 35 9 34 7 32
13 38 11 36 15 40 14 39 12 37
18 43 16 41 20 45 19 44 17 42
23 48 21 46 25 50 24 49 22 47

It 18 obvious that if the 3d, 9th, 1st, 7th, and 5th columns are made sequent, good text will be
produced within the 5 rows Thus

12345678910 39175
TTRLQNSOSE RSTSQ
EOWHWDNLHG WHENW
EINDCEASRY NREAC
DHUTIOARTAG UADRO
LVIEILFILN ILLFI

The subsequent steps are obvious Here agam 1n solving an unknown example 1t would be
necessary to test out various assumptions with respect to the dimensions of the rectangle before
attempting to apply the method outhned

g Whenever this simple relationship between the width and depth of the rectangle obtams,
that 13, when one dimension 1s & multiple of the other, solution of a single cryptogram 1s relatively
easy The reason for this s not hard to see  When the enciphering rectangle 1s a perfect square,
every column of the T-2 rectangle 1s composed of letters which all come from the same row of
the T-1 rectangle Hence solution 1s m this case the same as though a false double transposition
were 1n effect, with merely the columns and the rows of a smgle rectangle shifted about When the
width of the transposition rectangle 1s twice the depth, a column of the T-2 rectangle contains
half the letters appearing on one row of the T-1 rectangle, two columns therefore contain all the
letters belongng m the same row of the T~1 rectangle If the width were three times the depth,
then three columns of the T—2 rectangle would contam all the letters belonging 1n the same row
of the T-1 rectangle, and so on  When the width 1s half the depth, a column of the T-2 rectangle
contams all the letters appearmg mn two rows of the T-1 rectangle, when the width 1s one-third
the depth, a column of the T-2 rectangle contams all the letters appearing m three rows of the
T-1rectangle, and soon But when this multiple relationship no longer obtains, solution becomes
more difficult because each column of the T-2 rectangle 1s composed of letters coming from sev-
eral columns of the T-1 rectangle, in an wrregular distribution  Solution 18, of course, most diffi-
cult when mcompletely filled rectangles are used However, although solvable, even m the case
of a single message, the solution will not be dealt with m this text
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29 Specia] designs or geometnic figures —a It 1s impossible here to elucidate and demon-
strate by example all the methods which may be used for the solution of eryptograms produced
by the many various types of transposition designs or geometiic figures other than the simple
rectangular ones thus far treated Reference may be made to such matrices as triangles, trape-
zoids, and polygons of various symmetiical shapes Most of these matrices, however, are imprac-
tacal for military correspondence 1n any case, so that no attention need be given them mn this text

b If such designs were used, although 1t might be difficult to solve a single or even a few
messages In the same key, the general solution described i paragraph 26 1s applicable whenever
two or more messages of identical lengths but in the same key are available for study Since
most of these designs are of a fixed or inflexible character with regard to the number of letters
that can be accommodated with one apphication of the design to the plamn text to be enciphered,
the production of several cryptograms of identical length in the same key 1s by no means an un-
usual circumstance The general solution can usually be depended upon to yield the answer to
cryptograms of this category but 1t then becomes advisable to try to ascertain the exact nature of
the specific design or geometric figure employed, that 1s, to recconstruct the transposition matrx
For this purpose a general method will be indicated by means of a specific example, leaving other
cases to the ingenuity of the student after he has learned the general method

30 Reconstruction of transposition matrix —a Assume that the enemy 1s employing an
unknown geometric figure of rather small dimensions so that i1t appears from a study of the traffic
that 1t accommodates a maximum of 85 letters A long cryptogram has been intercepted and 1t 1s
broken up into sections of 85 letters, which sections are then superimposed, as shown below
It will be noted that there are 3 complete sections of 85 letters each, plus a final section of but
49 letters The final section will be dealt with later

1 2 3 458 6 7 8 9 10 1112131415 1617 18 16 20 21 22 2B 24 35 26 27 28 20 30
1 TDNFR AO0OISJ FEROE EARYO IEPTL THAVN
2 WRTDL UOSFC NNTUI NMOSX LNONP ATSIF
3 MAISV ITSOT HLTES RIOVI YVWNG PEOOI
4 GRUTS OEBRM LRMOO ETCNN DYEEH TQCNT

31032 33 3¢ 35 36 37 33 30 40 41 42 43 44 45 46 47 48 40 KO 51 562 63 b4 55 56 57 58 50 60
1 ANNCT SYOAA CEMEH IEIBI HADEX TCTUR
2 WDHEB RNDTT DIYAF ADAGR DOEOA AJTRE
38 ATUAC ODPOB IMNRT INESH OYNFL IHNRO
4 MOOCE OIBRS EPYCS SSSF

61 62 63 64 65 66 67 63 60 70 7L 72 73 74 75 76 77 78 70 8 81 82 83 84 85
1 RFVST NNRUI NOURT FFENV ELNOE
2 MAION VOTOT TRNOI EUANH ROCTA
3 LTYEX AEUOA EFRTE XYRVR AUINT

(80)
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b The anagrammmg process 18 applied to the superimposed complete sections, using the
letter J 1n the first section as a starting point and building up text on either side, until the follow-
g partially reconstructed text 1s obtaned

40 34 45 85 2 61 20 28 53 10 690 79 41 35 46 84 3 62 21 20 54 11

ACHEDROADJUNCTIONFIVEF
TEFARMXSECONDBATTALION
BATTALIONTOVICINITYOFH

¢ Examimng the numbers foiming this partial C—P sequence, note the following sections
of the sequence

40 34 45 8 2 61 20 28 53 10
41 35 46 8 3 62 21 29 54 11

They show a quite defimte relationship, leading to the suspicion that the C—P sequence 1s
systematic in 1ts composition  The numbers are then written down on cross-section paper so that
consecutive numbers appeal on the same level, as shown n figure 40-A

C->P SBQUEN0O-—cccoe = —ec - — —eee 40 34 45 85 2 61 20 28 53 10 60 79 41 35 46 84 3 62 2 29 B4 11
A/C/HIE|D|/R|O|A|D|J|U|N|C|T|I|O|N|F|II|V|E|F
LM oo oo e e e e T EIFIA\IRIM/{X|{S|E{C{O/N/D|B/A|T|T|/A/L|I|O(N
B(A|TTA|L|T|O(N|T|OV|I|C|I|N|I|T|Y|O|F|H
1 10 11
2 53] (69 54
3 28 79 29
Matrix reconstruction diagram.____ 4 |40 20 41 21
5 34 61 35 62
6 45 2 46 3
85 84
FIGUERE 40-A

d From tlus skeleton of what may be termed the matrwe-reconstruction diagram 1t 1s possible
to dertve direct clues for the continuance and completion of the C—P sequence and the text of
the message  For example, 1t would appear that the very next column to the left should be 78,
the one to the left of 78 should be 68, the one to the left of 68 should be 9 Tmal gives the
followng

9 68 78 40 34 45 8 2
SREACHED
FTATEFAR .
OURBATTA
To the nght of column 11 should come columns 70 80 42 36 47 Thus
20 54 11 70 B0 42 36 47
VEFIVESE -
IONTHIRD. .
OFHARMON
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This, of course, speeds up the work mvolved in the anagramming process and when completed the
text, the C—P sequence, the P—C sequence, and the matrix reconstruction diagram are as
shown 1n figure 40-B In the cells of the diagram there have been mserted in the upper left
hand corner small numbers m 1talics, the latter numbers being meiely the term numbers
applying to the C—P sequence
¢ The matrnx-reconstruction diagram in figure 40-B shows a total of 7 levels of numbeis

Let the term numbers corresponding to the consecutive C—P sequence numbers on the
same level in the diagram be set down Thus, for the C—P sequence numbers 4 to 16, mclusive,
on the first level the term numbers are

C—Psequencenumber.... 4 5 6 7 8 9 10 11 12 13 14 15 16

Term number_____.___..__ 1 3 7 13 21 31 43 55 65 73 79 83 85
On the second level there are two sets of consecutive C—P sequence numbers, those from 48
to 58, mclusive forming one set, those from 64 to 74, mclusive forming the other set Two series
of term numbers are therefore derived

C—P sequence number____________ 48 49 50 51 52 53 54 55 56 57 58
Term number ——- 2 6 12 20 30 42 54 64 72 78 82
C—P sequence number.._ _________ 64 65 66 67 68 69 70 71 72 73 74
Term number.. .o 4 8 14 22 32 44 56 66 74 80 84

What has been said of the 2d level apples also to the remaming levels, and the term numbers
are therefore set down mn the followmg tabular form

C—P sequence
numbers to which
1 2 3 4 5 [ 7 8 9 10 11 12 13 apphiceble
1 1 3 7 13 21 31 43 55 65 73 79 83 85 (4-16)
21 2 6 12 20 30 42 54 64 72 78 82 (48-58)
3] 4 8 14 22 32 44 56 66 74 80 84 (64-74)
4] 5 11 19 29 41 53 63 71 77 (24-32)
5] 9 15 23 33 45 567 67 75 81 (75-83)
610 18 28 40 52 62 70 (17-23)
7116 24 34 46 58 68 76 (38-44)
8|17 27 39 51 61 (59-63)
9125 35 47 59 69 (33-37)
10126 38 50 (1-3)
11]36 48 60 (45-47)
12 | 37 (85)
13 | 49 (84)

FIGURE 41,

f There are m all 13 sets or series of consecutive C—P sequence numbers, indicating
that the transposition matrix has 13 columns, the number of letters mn each column corresponding
with the number of different terms in each series Thus, there 1s a column of 13 letters, 2
columns of 11 letters, 2 columns of 9 letters, and so on This leads directly to the idea of a
very symmetrical matrix of the form shown in figure 42-A
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Telm number ______ 1 2 3 4 5 [} 7 8 9 10 11 12 13 14 16 18 17 18 19 20 21 22 2] 24 25 26 27 28 29 30 31 32 33 34 35 36 37 38 39 40 41 42
C—)P sequence____ 4 48 & 64 24 49 [} 85 75 17 25 50 7 66 76 38 ] 18 26 51 8 67 77 39 33 1 60 19 27 52 9 68 8 40 k1 45 85 2 61 20 28 53
FI|I|R|S|T|{B|{A|T|T| A(L|I|O|N{F|O|UIR|T|IH{I NIFIA(N/T|IR|Y H{A|S|R|E{A|C{H|E|D|R|{O|A|D
Plam text ... ._.__ DIAJL|O|N|G|U|N|I|M|PIR|O}JV| E(DIR|O{A|/DjS|]O|U|T|HI/W|E|/S|T|O|F|T|A|[T/E|[{FI/A{R{M|X|S|E
S|{E{V|E|N|S|I|X|E|I|G|H|T|A|X|P|{R|O|P|O|S|E|]Y|O|U{M|O|V|E|Y|O|U|R|B|A|T|T|A{L|[I!O|N
1 3 7 18 21 81
g 114 5 6 7 8 9
2 4 6 8 18 14 20 22 30 8% 42

? 2 48 64 49 65 50 66 51 67 52 68 53
': I g 11 16 19 23 29 33 41

S 3 24 75 25 76 26 77 27 78 28

3 10 18 18 24 88 34 40

E ________________ 4 17 38 18 39 19 40 20

g 17 o5 7 85 29

§ 5 59 33 60 34 61

E 26 36 38

£ 6 1 45 2

87

= 7 85
Teml number - 1 2 3 4 5 [} 7 8 9 10 11 12 13 7Y 15 16 17 18 19 20 21 22 23 24 25 26 27 28 29 30 31 32 3 34 35 38 a7 38 39 40 41 42
g-’P sequence_ 1 2 38 50 1 3 7 13 21 31 43 58 65 73 79 83 85 10 18 28 40 52 62 70 5 11 19 29 41 53 63 71 ki 25 35 47 59 69 16 24 34 46 88
o

FIGURE 40-B
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41 42 43 44 45 46 47 48 49 51 52 53 54 55 56 57 58 59 60 61 62 63 64 85 66 67 68 9 70 71 72 3 74 V() 76 77 78 7 80 81 82 83 84 85
28 53 10 69 79 41 3% 46 84 62 21 29 54 11 70 80 [>] 36 47 a3 22 30 56 12 71 8t 43 37 3 31 56 13 72 82 4 32 587 14 ] 83 &8 15 74 16
A|{D|JJUINjC|T!I|O F|I|V|(E|F|I|V| E|{S|E|V|IE|N|X| E|N|EIM|Y/P|A{T|R|O|L|E[N{C|O|U|N|T|E{R|E
S|E|{C|O|N(D(B|A!|T A\L|T{O({N{T|H{I|R{D|I{N|/F|A{N{TIRIY!IN|[OI/WJA|TIRJO|A|D|J|JUINJC|TI|I|JO]N
OIN|T(O|{V|I|C|[I|N T{Y({O(F/ H|(A(R  M|O|N|Y|V|I| L{LIE|{A|N|D|W|A|TI|T|F{U|/R|T|/H|E|R|I|N|S|[T|R
43 56 86 3 79 83 85
10 11 12 13 14 15 16
42 44 64 66 64 (] 78 74 78 80 88 84
53 69 54 70 55 71 56 72 57 73 58 74
46 53 67 63 87 71 76 77 81
'8 79 29 80 30 81 31 82 32 83
48 58 58 62 68 70 76
41 21 42 22 43 23 44
47 51 69 61 69
35 62 36 63 37
48 60
46 47
40
84
1 42 43 44 45 46 47 48 49 51 52 83 54 56 56 57 58 59 60 61 62 63 13 [} 68 67 68 69 70 71 72 . 74 75 76 7 78 79 80 81 82 83 84 85
} 58 68 76 36 48 60 2 ] 20 30 42 54 64 72 ;] 82 17 27 30 51 61 4 8 14 2 | 32 44 56 66 74 80 84 ) 15 3 3 45 57 67 75 81 49 37
40-B 324185—41 (Facep 82)
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10111 (12 |13 |14 {15 ] 16

17 |18 {19 |20 | 21 | 22 | 23 | 24 | 25

26 {27 128129 3031|3233 [34]35]36

37 |38 139 |40 | 41 |42 | 43 |44 | 45 | 46 | 47 | 48 | 49

50 | 51 | 52 | 53 | H4 | 55| 56 | 57 | 58 | 59 | 60

61 |62 |63 |64 ;65|66 |67 |68 (69

70 (71 (72 | 73|74 (75|76

78 (79 | 80 | 81

-1

~1

82 | 83 | 84

85

FIGURE 42-A,

g. The recovery of the transposition key (for the columns of figure 42-A) is now a simple
matter. Referring to the P—C sequence shown in figure 40-B, and noting the various columns
in figure 42—-A in which successive numbers of the P—C sequence fall, the key number 1 of the
transposition key obviously applies to the column containing P—C sequence numbers 26-38-50;
the key number 2 obviously applies to the column containing P—>C sequence numbers 1-3—7-13-
21-31-43-55-65-73-79-83-85; and so on. The complete transposition key and the matrix are
shown in figure 42-B. -
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h. The solution of the incomplete section of the message (the last 79 letters) now becomes a
simple matter, since the matrix and the transposition key are both known. The matter can be
handled as if simple transposition were involved, by outlining the matrix to contain exactly 79
letters and inscribing the cipher text in the columns in key-number order.

i. The foregoing principles and procedure will be found quite valuable not only in facili-
tating the anagramming of the text in its initial stages (as in subparagraph d) but also in recon-
structing various types of matrices based upon symmetrical designs used with single transpo-
sition (subparagraphs e—g). It should be noted that the number of levels in the reconstruction
diagram corresponds with the number of different-length columns in the matrix; the number of
different categories of term numbers (as in figure 41) corresponds with the number of columns
in the matrix,

Secrion VII
SOLUTION OF GRILLES

Paragraph
Revolving grilles. 31
Solution of example 32
Concluding remarks on the solution of revolving grilles 33
Indefinite or continuous grilles 34

31. Revolving grilles.—a. In this type of grille ! apertures are distributed among the cells
of a square sheet of cross-scction paper in such a manner that when the grille is placed upon a
grid (a sheet of cross-section paper of the same size as the grille) certain cells of the grid are dis-
closed; then when the grille is turned three times successively through angles of 90° from an
initial position upon the grid, all the remaining undisclosed grid cells (or all but the central
grid cell) are disclosed in turn. Correspondents must, of course, possess identical grilles and they
must have an understanding as to its initial position and direction of rotation, clockwise or
counterclockwise. There are two procedures possible in using such a grille. (1) The letters of
the plain text may be inscribed successively in the grid cells through the apertures of the grille;
when the grid has been completely filled the grille is removed and the letters transcribed from
the grid according to a prearranged route. (2) All the letters of the plain text may first be
inscribed in the grid cells according to a prearranged route and then the grille applied to the
completely-filled grid to give the sequence of letters forming the cryptogram. The two methods
of using the grille are reciprocal; if the first-described method is used to encipher a message, the
second is used to decipher the cryptogram, and vice versa. The first of the two above-described
methods, the one in which the plain text is inscribed through the apertures, will here be referred
to as the alpha method ; the second method will be referred to as the befa method.

b. The number of letters in a cryptogram enciphered by such a device is either a perfect
square, when the grille has an even number of cells per side, or is 1 less than a perfect square,
when the grille has an odd number of cells per side, in which case the central cell of the grid is
not disclosed and hence remains unfilled.?

¢. The manner of construction and the method of use of a grille entails certain consequences
which can be employed to solve the cryptograms and to reconstruct the grille itself. The student
who wishes to get a thorough grasp of the underlying principles to be explained will do well to
prepare a grille 3 and study the properties which characterize cryptograms produced by its use.
Three principles will be brought to bear in the solution of grille ciphers of this type and they
will be demonstrated by reference to the grille and message shown in figure 43.

1 8ee Special Text No. 166, Advanced Military Cryptography, sec. V.

3 Of course, the eryptogram may consist of the letters produced by several applications of the same grille.
For example, if & message of 170 letters is to be enciphered by a grille accommodating only 36 letters at a time,
the message is divided up into 5 sections of 36 letters each (10 nulls being added to make the total a multiple of
36). The total number of letters (180) here shows no properties of the type noted. Again, if the grille has a
capacity greater than the number of letters to be enciphered, certain of the grid cells may be cancelled, so that
the number of letters in the final eryptogram will not be a perfect square or 1 less than a perfect square.
) ? Detailed instructions for the construction of revolving grilles will be found in Special Text No. 166, Ad-
vanced Military Cryptography, sec. V.
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d. The first principle may be termed that of symmetry. When a revolving grille is in position
1 a certain number of colls of the underlying grid are disclosed (uncovered). For each such
disclosed cell of the grid there is a symmetrically-corresponding cell on the same grid which is
disclosed when the grille is turned to positions 2, 3, and 4, because the apertures of the grille
remain fixed—only their positions change as the grille is turned in the process of encipherment.
Now two successive apertures in position 1 will, of course, be occupied by a plain-text digraph (alpha
method of encipherment). When the grille reaches position 3, after a turn of 180°, the two
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apertures concerned will disclose two cells which will also be occupied by a plain-text digraph,
but the lelters composing the digraph unll be in reverse order in the plain text. This property is true
also of two successive apertures in position 2 when they turn up in position 4. Let the student
verify this by means of the grille which he has constructed. Thus, referring to figure 43, at A
is shown the grille in position 1. In the first row are shown 2 apertures, at coordinates 14 and
1-8. At B are shown the results of the first application of the grille to the grid. Note the letters
Y O (first 2 letters of message) in cells 4 and 8. Now note that the symmetrically-corresponding
cells disclosed when the grille is in position 3 are cells 57 and 61 and these correspond to cells 4
and 8 in the reversc order. The letter T in cell 57 therefore symmetrically corresponds with
letter O in cell 8; the letter Y in cell 61 corresponds with letter Y in cell 4. The same is true of all
other letters in positions 1 and 3. As a consequence of this property of grilles, a single cryptogram
can be handled as though it were really two cryptograms of identical length having certain
characteristics by means of which an assumption made in one text may be verified by what it
yields in the other text. That is, when the cryptogram is transcribed as a scries of letters in one
line and the same text is written in another line under these letters but in reversed order, then the
supcrimposed letters will bear the symmetrical relationship pointed out in this paragraph. If
two letters in the upper line of such a transcription are taken to form a digraph, the two corre-
sponding letters in the lower line must form a digraph but in reversed order in the plain text.
For example, if the cryptogram of figure 43 is written out as explained above, the result is as
shown at figure 44. Now the presence of the Q in position 39 suggests that it be combined with
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a U. If the U in position 48 is taken, then the symmetrical digraph corresponding to Q U would
be L. I; if the Uin position 56 is taken, the symmetrically-corresponding digraph would be M I.
Furthermore, two apertures which are in the same column and which do not have an intervening
aperture between them, will yield a good digraph in all 4 positions of the grille. For example, note
apertures 2-6 and 3-6 at A in figure 43. When the grille is turned to positions 2, 3, and 4 they will
disclose two sequent letters in each case. An analysis of the symmetries produced by an 8 X8
grille yields the following table, which shows what cells are disclosed in the other 3 positions when
an aperture is cut in any one cell in 1 of the 4 positions of the grille. For example, an aperture
cutin cell 11 (position 1) will disclose grid-cell 23 when the grille takes position 2, grid-cell 54 when
the grille takes position 3, and grid-cell 42 when the grille takes position 4.

Positions: 1-3 2-4 1-3 2-4 1-3 2-4 1-3 2-4

1 8 5 25 11 23 19 22

64 57 60 40 54 42 46 43

2 16 6 17 12 31 20 30

63 49 59 48 63 34 45 35

3 24 7 9 13 26 21 27

62 41 68 56 52 39 44 38

4 32 10 16 14 18 28 29

61 33 5b 50 51 47 37 36
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Thesecond principle may be termed that of ezclusion. Onaccountof the system upon which
the construction of a revolving grille is based, a knowledge of the location of an aperture in one '
of the bands brings with it a knowledge of 3 other locations in which there can be no apertures. |
For example, referring to A in figure 43, the presence of the aperture at coordinates 1—4 precludes
the presence of apertures at coordinates 4-8, 8-5, and 5-1. By virtue of this prineiple of exclu-
sion, the number of possibilities for choice of letters in solving & cryptogram prepared by means
of a revolving grillo becomes much reduced and the problem is correspondingly simplified, as

will be seen presently.

* f. The third principle may be termed that of sequence. When trying to build up text, the i
letters which follow a given sequence of plain-text letters will usually be found to the right and i i
below, that is, if the normal method of writing was used (left to right and from the top down- E
ward). For example, referring to figure 44, if the trigraph Q U E is to be built up, neither the U h
in position 5 nor the U in position 10 is very likely to be the one that follows the Q; the Uin position ol
43 is the most likely candidato bdcause it is the first one beyond the Q. Suppose the U in position '
43 is selected. Then the E for Q U E cannot be the one in position 40, or in any position in front
of 40, since the E must be beyond the U in the diagram.

g. In solving a grille, it will be found advisable to prepare a piece of cross-scction paper of
proper size for the grille and to cut cach aperture as soon as its location in the grille becomes
quite definite. In this way not only will the problem be simplified but also when completed the

proper grille is at hand.

82, Solution of example.—a. Suppose the cryptogram shown in figure 43 is to be solved. It
has 64 letters, suggesting a grille 8X8. The cryptogram is first transcribed into a square 8X8,
yielding what has already been obtained at Fin figure 43. The Q in position 39 suggests that it
is part of a word inscribed when the grille was in position 3, since there will be 16 plain-text letters
inscribed at cach position of the grille. Then a piece of cross-section paper is prepared for
making the grille as shown in figure 45-A, and an aperture is cut in the proper position to dis-
close, in position 3, cell 39. It will be found that this is the aperture located at coordinates 4-2
of the grille shown in figure 45-A. At the same tire the other 3 cells numbered 4 in the second
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band of the grille are marked so that they cannot become apertures. The result is shown 1n
figure 45-B. Conforming to the principle of sequence, the U to be combined with the Q is
sought to the right of the Q in figurc 43-F. There are three candidates, in positions 43, 46, and

56.  They yield:
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(Qrille in position 3)
39 43 39 46 39 56

Qv QU Q U
I L(=L I,) I A(=A I,) I M(=M I,)
All of the symmetrical correspondents of these 3 Q U’s are good digraphs and it is impossible to
eliminate any of the three possibilities. The U in position 43 would place an aperture at coordi-
nates 6-3 in figure 45-B; the U in position 46 would place an aperture at coordinates 6-6; and the
Uin position 56 would place an aperture at coordinates 7-8.  All of these are possible, none being
excluded by principle 2. Suppose the Q U is followed by E. There are only two possibilities:
an Ein cell 51 and Ein cell 63. The following possibilities are presented:
3 43 51 39 4 6 39 46 51 39 46 63 39 63
Q U E Q U E Q U E Q U E Q E
I L R I L O I A R I A O I M O
A

(=R L I) (=0 L I) (=R I) (=0 A I) (=0 M I)

None of the symmetrical correspondents of the @ U E’s are impossible sequences in plain text,
although 0 A T is not as probable as the others. (The O could be the end of a word, the AI
the beginning of the word AID, AIM, AIR, etc.) Each of these possibilities would be tested by
principle 2 to see if any conflicts would arise as to the positions of apertures. As in all cases of
transposition ciphers, the most difficult part of the solution is that of forcing an entering wedge
into the structure and getting a good start; when this has been done the rest is easy. Note what
the results are when the proper apertures are assumed for QUEST in this case, as shown in figure
45-C. In position 1 this yields OUR LI . . .; in position 2 it yiclds two digraphs AN and UT;
in position 4 it yiclds two digraphs H A and R 0. The student should note that the indicated
digraphs A Nand R 0 in positions 2 and 4, respectively, are certain despite the fact that there is
a space between the two apertures disclosing these letters, for the principle of exclusion has per-
mitted the crossing off of this cell as a possibility for an aperture.
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((irille in position 3)

b. Enough has been shown of the procedure to make further demonstration unnecessary.
Given the sequence OUR LI one begins to build on that, assuming a word such as LINE. This
yields possibilities for the placement of additional apertures in the grille; these are tested in
positions 2, 3, 4, and so on. When any 16 consecutive letters of plain text have been established
all apertures have been ascertained and the problem has been completed. Subsequent crypto-
grams prepared by the same grille can be read at once.
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c. If attempts at solution on the basis of the alpha method of using a grille have failed, the
obvious modifications in procedure on the basis of the beta method can readily be made.

83. Concluding remarks on the solution of revolving grilles.—a. There is nothing about the
mechanics of revolving grilles which prevents their employment in enciphering complete words
instead of individual letters. However, the assembling of whole words in intelligible sequences
and thus the reconstruction of the original plain text is & much easier matter than assembling
single letters to form the words of the original plain text

b. In case the samc grille has been employed several times with separate grids to encipher a

‘message that is considerably longer than a single grid will accommodate (see footnote 2, par. 31b),

the several scctions each representing the set of letters enciphered on one grid may be super-
imposed and the general solution described in paragraph 26 may then be applied.

¢. In case the capacity of a grille is in excess of the number required by the length of the
text to be enciphered, either of two procedures may be agreed upon. The grid cells which would
otherwise be unoccupied may be filled by nulls, or the grid may be left incomplete. As regards
the former procedure, little more need be said than that the presence of a few nulls will only
delay solution a bit until the fact that nulls are being employed for this purpose becomes estab-
lished. But the second type of procedure calls for more comment. If the grid is to be left
incomplete it is necessary, before applying the grille, to count the number of plain-text letters
and to cancel from the grid a number of cells equal to the number of cells in excess of the
total numberrequired. The position of the cells to be cancelled must be agreed upon: commonly,
they are those at the end of the grid. Such cells are marked so that when they become exposed
during the rotations of the grille they will not be used. Thus, for example, the grille shown in
figure 43—-A is intended for a grid of 64 letters; if the message to be enciphered contains only 53
letters, 12 cells of the grid must be canceled, and by agreement they may be cells 53 to 64, inclusive.
The solution of a single cryplogram of this sort, or even of several of them of different lengths,
may become a rather difficult matter. First of all, clues as to the dimensions of the grille are no
longer afforded by the total number of letters in the cryptogram, so that this information can
be obtained only by more or less laborious experimentation. Grilles of various dimensions must
be assumed, one after the other, until the correct dimensions have been found. In the second
place, the symmetrical relationships pointed out in paragraph 31 no longer obtain, so that a
single cryptogram cannot be handled as though it were constituted of two messages of identical
length. Of course, in trying out any assumed dimensions, the 64 letters of the cryptogram may
be written out in two superimposed lines, blanks being left for those positions which are unfilled.
The procedure then follows the normal lines. About the most hopeful clues would be obtained
from a knowledge of the circumstances surrounding the transmission and affording a basis for
the assumption of probable words. However, were such a system employed for regular com-
munication there would undoubtedly be cases of cryptograms of identical lengths, so that the
type of solution given in paragraph 26 will be applicable. Once a solution of this sort has been
obtained, the dimensions of the grille may be ascertained. Subsequent eryptograms may then
be attacked on the basis of the normal procedure, with such modifications as are indicated by
the absence of the number of letters needed to make a completely-filled grid.

84, Indefinite or continuous grilles.—a. In his Manual of Cryptography, Sacco illustrates
a type of grille which he has devised and which has elements of practical importance. An ex-
ample of such a grille is shown in figure 46. This grille contains 20 columns of cells, and each
column contains 5 aperturcs distributed at random in the column. There are therefore 100
apertures in all, and this is the maximum number of letters which may be enciphered in one posi-
tion of the grille. The plain text is inscribed zertically, from left to right, using only as many
columns as may be necessary to inscribe the complete message. A 25-letter message would require
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but 5 columns. To form the cryptogram the letters are transcribed horizontally from the rows,
taking the letters from left to right as they appear in the apertures. If the total number of
letters is not a multiple of 5, sufficient nulls are added to make it so. In decryptographing, the
total number of letters is divided by 5, this giving the number of columns employed. The cipher
text is inscribed from left to right and top downwards in the apertures in the rows of the indicated
number of columns and the plain text then reappecars in the apertures in the columns, reading
downward and from left to right. (It is, of course, not essential that nulls be added in encipher-
ment to make the length of the cryptogram an exact multiple of 5, for the matter can readily
be handled even if this is not done. In decipheiment the total number of letters divided by
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will give the number of complete columns; the r¢mainder left over from the division will give
the number of cells occupied by letters in the lasi column on the right.)

b. Such a grille can assume 4 positions, two obverse and two reverse. Arrangements must
be made in advance as to the sequence in which the various positions will be employed.

¢. The solution of a single cryptogram cnciphered by one and only one position of such a
grille presents a practically hopeless problem, for the apertures being distributed at random
throughout the grille there is nothing which may be seized upon as a guide to the reconstruction
of either the grille or the plain text. It is conccivable, of course, that a person with an infinite
amount of patience could produce an intelligible text and a grille conformable to that text, the
grille having a definite number of columns and a fixed number of apertures distributed at random
throughout the columns. But there would be no way of proving that the plain text so obtained
is the actual plain text that was enciphered; for it would be possible to produce several ‘“solutions’
of the same character, any one of which might be correct.*

d. However, suppose a grille of this sort were employed to encipher a long message, requiring
two or more applications of the grille. For cxample, in the case of the grille shown in figure 46,
having a capacity of 100 letters per application, suppose a message of 400 letters were to be
enciphered, requiring two obverse and two reverse applications of the grille. It is obvious that
symmetrical relationships of the naturc of those pointed out in paragraph 31 can be established.
Of course, if the grille is used several times in the same position to its full capacity, producing
cryptograms of multiples of 100 letters, then the sections of 100 letters may be superimposed and
the general solution elucidated in paragraph 26 applied.

4 In this connection, see Military Cryptanalysis, Part II1, sec. XI, footnote 8.
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e. If the grille shown in figure 46 were used to encipher two messages, one of 80 letters, the
other of 85, it would be possible to solve these messages. For by eliminating 5 letters from the
longer message, the two cryptograms can be superimposed and handled as in paragraph 26. The
difficulty would be in finding the 5 extra letters. Of course, if it should happen that one of the
messages required 3 or 4 nulls and letters such as J, X, or Z were employed for this purpose, the
nulls would be likely characters for elimination. But regardless of this, even if letters of medium
or high frequency were used as nulls, patient experimentation would ultimately lead to solution.
The latter, it must be conceded, would be difficult but not impossible.

324156—41——1




Secrion VIII
COMBINED SUBSTITUTION-TRANSPOSITION SYSTEMS

Paragraph
Reasons for combining transposition with substitution 35
Other types of combined substitution-transposition s) stems 36

35. Reasons for combining transposition with substitution.—a. Transposition methods are,
from the cryptographic point of view, rather highly regarded because they are, as‘“hand methods”
go, rather rapid in operation and usually quite simple. However, from their very nature they
entail the disadvantage that a single-letter omission or addition may render their decryptograph-
ing difficult if not impossible for the average cryptographic clerk. But from the standpoint of
modern cryptography the principal disadvantage of transposition methods is that they can be
mechanized only with great difficulty—certainly with greater difficulty than is the case of sub-
stitution methods. Only one or two attempts have been made to produce machinery for effecting
transposition, and these have not been successful.

b. Pure transposition, that is, transposition by itself, without an accompanying substitution
or other means of disguise for the letters of the plain text, hardly affords sufficicnt guarantees for
cryptographic security in the case of a voluminous correspondence which must be kept really
secret for any length of time. For no matter how complex the method, or how many trans-
positions may be applied to the letters of a single message, sight must never be lost of the fact
that when there are many messages in the same key there are bound to be two or more of identical
length; and when this is the case the type of solution described in paragraph 26 may be applied
to these cryptograms, the transposition keys recovered, and then all other messages in the same
key translated. '

¢. A message may undergo monoalphabetic substitution and the resulting text passed through
a simple transposition. When this is the casc a uniliteral frequency distribution will, of course,
exhibit all the characteristics of monoalphabeticity, yet the cryptogram will resist all attempts
at solution according to straightforward simple substitution principles, It is usually not difficult
to detect that a transposition is involved because there will not only be long strings of low-
frequency letters or high-frequency letters but what is more important, there will be very few or
no repetitions of digraphs, trigraphs, and tetragraphs, since these will be broken up by the trans-
position. When a uniliteral distribution presents all the external evidences of monoalphabeticity
and yet there are no repetitions, it is almost a positive indication of the presence of transposition
superimposed upon the substitution, or vice versa. (The former is usually the case.)

d. When confronted with such a situation the cryptanalyst usually proceeds by stages,
first eliminating the transposition and then solving the substitution. It is of course obvious
that the general solution for transposition ciphers (cryptograms of identical length in the same
key) will not be applicable here, for the reason that such a solution is based upon anagramming,
which in turn is guided by the disclosure of good digraphs, trigraphs, and polygraphs. Since the
letters of a combined substitution-transposition cipher are no longer the same as the original
plain-text letters, simple anagramming of columns formed by superimposing identical-length

(94)
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cryptograms can yield no results, because there is nothing of the nature of plain text to guide the
cryptanalyst in his juxtaposition of columns.!

e. Of course, if it should happen that the substitution process involves known alphabets,
the cryptanalyst can remove the effects of the substitutive process before proceeding to elim-
inate the transposition, even if in the encipherment the substitution came first. For example, if
a standard cipher alphabet were employed for the substitution the uniliteral frequency distri-
bution would give indications thereof and the cipher letters could immediately be converted
to the normal plain-text equivalents. The latter may then be studied as though merely trans-
position had been applied. But if unknown mixed cipher alphabets were employed, this initial
step can not be accomplished and a solution must usually wait upon the removal of the trans-
position before the substitution can be attacked. The latter may be very difficult or impossible
where a good transposition method is used; where simple columnar transposition is used the
removal of the transposition can be effected if the message is long enough.

f. Of course if nothing is known about the system of transposition that has been employed,
there is hardly anything to do but experiment with various types of transposition in an attempt
to bring about such an arrangement of the text as will show repetitions. If this can be done,
then the problem can be solved. For example, suppose that a message has been enciphered by a
single mixed cipher alphabet and the substitution text has then been inscribed within a rectangle
of certain dimensions according to one of the usual routes mentioned in paragraph 5 of this text.
Repetitions in the plain text will of couise be preserved in the substitution text but will be
destroyed after the transposition has been applied. The cryptanalyst, however, in his attempts
to eliminate the transposition, may experiment with route transpositions of the various types,
employing rectangles of various dimensions as suggested by the total number of letters in the
cryptogram. If he persevercs, he will find one route which he will know is correct as soon as he
tries it because it will disclose the repetitions in the plain text, although the latter are still covered
by a substitution.

g. Practically all the mecthods of transposition which may be applied to plain text may also
be applied to a text resulting from an initial transformation by substitution. As already men-
tioned, route transposition may be used; reversed and rail-fence writing, columnar transposition
with or without keying and with complete or incomplete rectangles are also possible. From a
practical standpoint, keyed-columnar transposition applied to a monoalphabetic substitution is
not only a popular but also a fairly sccure combination because in this case the elimination of the
transposition is a rather difficult matter. If the rectangle is completely filled the problem is not
insurmountable in the case of a long message transposed by means of transposition with & rec-
tangle of fairly small dimensions. For by assuming rectangles of various dimensions suggested
by the total number of letters, cutting the columns apart, and then combining columns on the

‘basis of the number of repetitions produced within juxtaposed columns and between different

sets of juxtaposed columns, it is possible to reconstruct the rectangle and thus remove the trans-
position phase. This, however, is admittedly a slow and difficult process even under the most
favorable conditions; and if the rectangle is incompletely filled the process is very difficult. For
in the latter case the lack of absolutely clear-cut knowledge as to the lengths of the columns, the
juxtaposition of columnar material becomes replete with uncertainties and engenders feelings
of confusion, hopelessness, and inadequacy in the mind of the cryptanalyst. However, he need

1 It should, however, not be inferred that anagramming processes are entirely excluded in the cryptanalysis
of all combined substitution-transposition systems. In certain cases the anagramming process may be guided
by considerations of frequency of letters or fragments of letters. A case of this kind will be encountered in the
solution of the ADFGVX cipher, par. 40.
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not be wholly in despair if he is confronted with a problem of this naturc in war time, when
many cryptograms become available for study. For there are special methods of solution suitable
to the occasion, created by special circumstances attendant upon the interception of a voluminous
traffic. In subsequent paragraphs the student will come to understand what is here meant by
the special circumstances and will learn of these special solutions.

36. Other types of combined substitution-transposition systems.—a. There is no technical
obstacle to the application of a transposition to the text resulting from any type of substitution,
even if the latter is polyalphabetic or polygraphic in nature. The obstacles, or rather objcctions,
to such combinations are practical in their character—they are too complex for ordinary use and
the prevalence of errors makes them too diflicult to handle, as a general rule. However, they
have been and are sometimes used even as field ciphers. For instance, on the southeastern front
during the World War, the Central Powers made use of a somewhat irregular polyalphabetic sub-
stitution involving four standard alphabets and a keyed columnar transposition with incom-
pletely-filled rectangles of a relatively large number of columns. Nevertheless, messages in this
system were solved by taking advantage of the possibility of devising special solutions.

b. A few remarks may be made in regard to the order in which the two processes, sub-
stitution and transposition, are employed in a combined system. It is clear that when the
substitution is monoalphabetic it is immaterial, so far as cryptographic security is concerned,
whether substitution is followed by transposition or vice versa, because the equivalent of each
plain-text letter remains fixed regardless of the order in which the plain-text letters appear in
the plain text. However, if the substitution is polyalphabetic in character it is better that the
transposition process precede the substitution process, and that the number of alphabets em-
ployed be different from the number of elements in the transposition key, if columnar trans-
position is the case. The best situation, from a cryptographic security standpoint, is when
the two key lengths (substitution and transposition) have no common factor. If the two keys
are of the same length, the letters in each column are enciphered by the same cipher alphabet
and thus the cryptogram would contain a certain number of sections of approximately equal
length, composed of letters falling in the same cipher alphabet.

¢. Digraphic substitution, such as that produced by the Playfair Cipher, may be combined
with transposition to yield cryptograms of fair security. But here again the elimination of the
transposition phase by taking advantage of special circumstances or by rearranging the gext so
as to uncover the repetitions which are inevitable in the Playfair Cipher, will result in solution.

d. A particularly fruitful source of combined substitution-transposition is to be found in those
methods generally designated as fractionating systems, in which in the substitution phase each
plain-text letter is replaced by an equivalent composed of two or more components or “fractions”
and then these components are subjected to transposition in a second phase. This latter may be
followed by a third phase, recombination of distributed components, and a fourth phase, the
replacement of the recombined components by letters. Thus, such a system comprises a first
substitution, a transposition, a recombination, and a second substitution.? In the subsequent
paragraphs certain systems of this sort will be dealt with in detail. They are interesting examples
of practical systems of cryptography which have been used in the field of military operations in
the past and may again be used in the future. The first one to be discussed is particularly inter-
esting for this reason alone; but it is also of interest because it will serve as & model for the student
to follow in his study of methods for the solution of combined substitution-transposition ciphers
in general.

2 See Special Text No. 166, Advanced Military Cryplography, see. XI.

SecrioN IX

SOLUTION OF THE ADFGVX SYSTEM

Introductory remarks

Special solution by means of identical endings
Special solution by means of identical beginnings
Special solution by the exact factor method-
General solution for the ADFGVX system
Basic principles of the general solution .o oo oo
Tllustration of solution

37. Introductory remarks.—a. One of the most interesting and pra.ctical of the. many
methods in which substitution and transposition are combined within a single system is t.hat
known in the literature as the ADFGVX cipher.! In this system a 36-character bipartite substitu-
tion checkerboard is employed, in the cells of which the 26 letters of the alphabet and the 10
digits are distributed in mixed order, often according to some k.ey word. The row and colump
indicators (coordinates) are the letters ADFGVX, and, taken in pairs, the lat:ter are use(! a8 substi-
tutes for the letters of the plain text. These substitutive pairs are th_en inscribed w1t!1m a rec-
tangle and a columnar transposition takes place, according to a numerical key. The cipher text
consists then merely of the 6 letters A, D, F, G, V, and X.

b. The ADFGVX cipher system was inaugurated on the Western FI‘OI}t: l?y the German Army
on March 1, 1918, for communication between higher headquarters, principally between head-
quarters of divisions and corps. When first instituted on March 1, 1918, the checkerboard con-
sisted of 25 cells, for a 25-letter German alphabet (J was omitted), and the 5 lettgrs A,D,F,G, and
X used as coordinates. On June 1 the letter V was added, the checkerboa.rd: }.mvmg been enlarged
to 36 cells, to take care of & 26-letter alphabet plus the 10 digits. Transpoglt.uon keys ranged from
15 to 22 numbers, inclusive, and both the checkerboard and the transposition kt_ay were changed
daily. The number of messages in this system varied from 25 a day upon the mc.eptlon of the
system to as many as 150 per day, during the last days of May 1918. ’_I‘he first §olut10p was made
on April 6 by the French. The cipher continued in use rather extt?ns.lv.ely until late in J une but
from that time until the Armistice the volume of messages diminished very conmde?a,bly.
Although only 10 keys, covering a period of as many days were ever solvpd, the proportion of
solved messages in the whole intercepted traffic was ab0}1t 50 percent. This was true because of
the fact that the keys solved were those for days on which the greatest number of messages was
intercepted. The same system was employed on the southeastern front' fro.m July 1918 to the
end of the war. Keys were in effect at first for a period of 2 days and beginning on September 1,
for a period of 3 days. In all 17 keys, covering a total of 44 days, were so.lved. _ .

e. At the time that the Allied cryptanalytic offices were working with cryptograms in this
system only three methods were known for their solution and :.ﬂl three of them are classifiable
under the heading of special solutions, because certain condltlops had to o.b.ta..m before the;;
could be applied. No general solution had been developed until after hostilities had ceased.

1 §pecial Text No. 166, Advanced Military Cryptography, sec. XI. ) . »
3 ’IPhe general solutim; to be described in paragraphs 41-43 was not established until after the Armistice.

Had it been elaborated earlier there would no doubt have been many more solutions than were actually effected

by the methods then available.
0N
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Because they are interesting and useful some attention will be devoted to both the general and the
special solutions. Since the special solutions are easy to understand and serve as a good introduc-
tion to the general solution, they will be taken up first.

38. Special solution by means of identical endings.—a. In paragraph 24 it was demonstrated
how the solution of keyed-columnar transposition ciphers can be facilitated and simplified by the
comparison of two cryptograms which are in the same key and the plain-text endings of which
are identical. It was noted in that case that a study of the irregularly distributed cipher-text
identities between the two cryptograms permits of not only cutting up the text into sections
that correspond with the long and the short columns of the transposition rectangle but also of
establishing the transposition key in a direct manner almost entirely mathematical in nature.
When this has been accomplished the plain texts of these two messages are at once disclosed, and
all other messages in the same key may be read by means of the key so reconstructed.

b. The same method of solution is applicable to the similar situation, if it can be found, in
the case of the ADFGVX system, except that one more step intervenes between the reconstruction
of the transposition rectangle snd the appearance of the plain text in the rectangle: A mono-
alphabetic substitution must be solved, since the text in the rows of the rectangle does not
consist of plain-text letters but of pairs of components representing these letters as enciphered by
means of & bipartite substitution alphabet. Moreover, this latter step is comparatively simple
when there is a sufficient amount of text in the two rectangles; if not, additional material for use
in solving the monoalphabet can be obtained from other cryptograms in the same key, if they are
available, since the transposition key, having already been reconstructed from the two crypto-
grams with identical endings, will permit of inseribing all other cryptograms in the same key
within their proper rectangles.

¢. A demonstration of the application of the principles involved in such a solution will be
useful. The following cryptograms have been intercepted on the same date, the 20th:

No. 1
To CG 22d Brigade:
]

10 13 2 2% 1

XVAAX VDDAG DADVF ADADA FXGFV XFAXA
35 40 46 50 85 60
XVAVF AVXAD GFFXF FGAGF DGDGD DGAFD

65 70 78 80 86 %
AADDD XDAVG GAADX ADFVF FDFXF GFGAV

110 115

9 100 105 120
AFAFX FFXFX FVDVX AFFGX AAAVA VAFAG

145

125 130 185 140 150
DDFAG VFADV FAVVX GVAAA FDFAX XFAAG
DX
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: - No. 2
To CG 23d Brlgaéle: “ 5 " . "
FDFFF FVFAD DVFVD GAFDF DAGAD FDFAF
35 40 45 50 55 0
VAXGD VXGFX VXDXV AAAAD GXFFD VFAAG
6 0 5 80 8 %
VGVFF FDAFF FXDAF XGAFD VFVXV DDFAD
95 100 105 110 115 120
DAAAX AAFFA FVFXF FAXXA ADVXA VDAVF
125 136 135 140 145 150
DFAVX VADXF AXFFX XAAVX XADXA AAVYVG
158 160 165 170 176 180
AGDXX FDFAX FDGDF FXDGX FAGDF FDDVD
185 190
DXDAF AGXXA FGAV

d. The delimitation and marking of identities between these two cryptograms is a procedu're
similar to that explained in paragraph 245, except that a little more study may be necessary in
this case because occasionally there may be considerable uncertainty as to exactly w.here an
identity begins or ends. The reason for this is not difficult to understand. Whereas in para-
graph 24b the process involves “unfractionated’’ letters and there are about 18 or 20 different
letters to deal with, so that an “accidental identity’ is a rather rare occurrence, in the present
problem the process involves fractions of letters (the con.xponents of the b‘1‘part:,1te clplfer eq_u.lva,.:
lents), and there are only @ different characters to deal with, so tha:t such | accidental 1dent1tles.
are quite frequent. Now the cryptanalyst is not able at first to distinguish between thege acci-
dental identities and actual identities and this is what makes the process somewhat difficult.

t is meant will become perfectly clear presently. _ ' »
Whae. Taking the two ill\?strative cryptograms, the first step is to ascertain v.vha.t {dentltles
can be found between them, and then mark off these identities. For example, it is obv.mus that
if the messages end alike the last several letters in No. 1 should be fouI}d somewhere in No. 2,
and likewise the last several letters in No. 2 should be found-somew?xere in No. 1. The nmber
of letters in identical sequences will depend upon the length of the identical text and the width
of the transposition rectangle. Searching through No. 2 for a sequence such as A G D X, or
G D X, or at least D X, the tetragraph A G D X is found as letters 151-54. The last column of No. 2
ends with F G A V; searching through No. 1 for a sequence F G AV,orGA Y, or at least A V, tl.le
tetragraph F G A V is found as letters 87-90. These identities are underlined or ma,rked_ off in
some fashion, and search is made for other identities. It would be'a great help if the w1dt}1 of
the transposition rectangle were known, for then it would be Possxble to cut up .the text into
lengths approximately corresponding to column lengths, and this would then restrict the search
for identical sequences to those sections which correspond to the bottoms of th-e _columns. Sup-
pose the key to contain 20 numbers. Then the rectangle for No. 1, containing 152 letters,
would consist of 12 long columns of 8 letters and 8 short ones of 7 letters; that for No. 2, con-
taining 194 letters, would consist of 14 long columns of 10 letters and 6 short ones of 9 letters.
If that were correct then in No. 1 the end of the first column vyould be either X VDD, or XV D.
Searching through No. 2 for either of these a sequence X VD Dis found as letters 84-17. .Column
1 is probably a long column in No. 1. The word probably is used .bef:a.u.se tl{e identity may
extend only over the letters X V D, and the next D may be. an acmdentql stmilarity, since the chanc;s
that D will appear by pure accident are 1 in 6, which is not at all improbable. It_; must also be
pointed out that a certain number of telegraphic errors may be expected, and since there are
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only 6 different letters the chances that an F, for example, will be received or recorded as a D
are fairly good. Column 1 of No. 2 ends either with VFADor VF A, Searching through No. 1,
& sequence VF A Dis found as letters 14-17; a sequence V F A is found as letters 34-6 ; & sequence
VFFP D is found as letters 79-82; a sequence V F A D is also found as letters 126-1 30; a sequence
V F A is found as letters 130-2. Here are several possibilities; which is the one to choose? Two
of these p'oss!ibilities coincide exactly with the full sequence being sought, VF AD. Can one of
th.em be eliminated as a possibility? Perhaps tables to facilitate the location of possible ““breaks”
will be helpful in making the elimination (see paragraph 16n). ‘“Break tables” are therefore
constructed for the messages on the basis of rectangles of 20 columns, and are as shown below.

0 8 16 24 32 40 48 56 64 72 80 88 96

00} 8 |16({24132140/48 |56 6472|8088/ 96

717 (15123 |31(39|47|55(63|71|79/|87|95]|103

14114 )22 |30 38|46 |54 62|70 ]|78)86 ] 94 |102]110

21121 129 {37 45|53 (616977 |85]|93|101|109]117

28128 |36 |44)52(60|68)76|84]|092]|100/108]116/124

8513543 (51 |59|67|75/)83|91|99|107|115/123]|131

42142 |50 (58 |66 |74 (82|90 | 98 106|114 (122]130 138

49149 (57 (65 | 73 (81 (89 | 97 [105(113 (121|129 137(145

56|56 |64 | 72|80 |88 |96 |104|112]120)|128]|136] 144 152

“Break” table for No. 1 (152 letters)

0 10 20 30 40 50 60 70 80 90 100 110 120 130 140

01 01]10[20|30|40|50|60(70]80)90]100 110{120!130] 140

91 9 (1929|3949 59|69 |79 |89 |99 |109 119129139149

18118 | 28 (38 (48 |58 |68 78 [ 88 | 98 [108]118 128138148 158

27127 |87 |47 | 57 | 67 | 77| 87| 97 [107{117|127 137|147 | 157 | 167

3613646 |56 (66 (76|86 | 96 [106|116| 126|136 | 146 1561166 [ 176

45145155165 (75|85]95|105|115|125|135(145 1551165(175/ 185

54154 | 64|74 |84 |94 |104]|114(124]134| 144|154 164174 [184| 194

“Break” table for No. 2 (194 letters)
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From these tables it follows that as regards message No. 1 there can be a break after the 7th, 8th,
14th, 15th, 16th . . . letters but not after the 6th letter, nor after the 9th to 14th letters, nor
after the 17th to 21st letters, and so on; as regards message No. 2 there can be a break after the
9th, 10th, 18th, 19th, 20th, . . . letters but not after the 8th letter nor after the 11th to 18th
letters, nor after the 21st to 27th letters, and so on. Referring again to the two VFAD sequences
in No. 1 which may correspond with the VFAD sequence in No. 2, it was found that the first
candidate would require a break immediately after the 17th letter. But the break table for No. 1
precludes this possibility; hence the first VFAD sequence in No. 1 in position 14-17 may be elimi-
nated as a candidate, leaving the second VFAD, in position 126-130, as a candidate. This would
require a break after the 130th letter and reference to the break table for No. 1 shows this to be a
possibility. Hence, the VFAD in position 126-130 in No. 1 will tentatively be accepted as
matching the VFAD sequence in No. 2. Another section of the text of one or the other crypto-
gram is next selected, with a view to establishing additional identities. To go through the
whole process here would consume too much space and time. Moreover, it is not necessary,
for the only purpose in carrying the demonstration this far is to indicate to the student the
general procedure and to show him some of the difficulties he will encounter in the identifica-
tion of the similar portions when the text is composed of only a very limited number of different
letters. In this case, after more or less tedious experimentation, the hypothesis of a key of 20
columns is established as correct, whereupon two sets of 20 identities are uncovered and the

identities are found to be as shown below.

No. 1
5 10 15 2 25 20
XVAAX VDDAG DADVF ADADA FXGFV XFAXA
1 2 3 4
3B 40 45 50 86 60
XVAVF AVXAD GFFXF FGAGF DGDGD DGAFD
5 6 7 8
85 70 (] 80 85 0
AADDD XDAVG GAADX ADFVF FDFXF GFGAYV
9 10 11 12
95 100 105 110 113 120
AFAFX FFXFX FVDVX AFFGX AAAVA VAFAG
13 14 15 16
125 130 135 140 145 150
DDFAG VFADV FAVVX GVAAA FDFAX XFAAG
_ 17 18 19
DX
20

FIGUERE 47.
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No. 2 -

] 10 . 15 - 20 2 30
FDFFF FVFAD DVFVD GAFDF DACGAD FDFAF
35 © % 50 55 80
VAXGD VXGFX VXDXV AAAAD GXFFD VFAAG

e et

5

.

3

65 75
VGVFF FDAFF FXDAF XGAF]%0 VFVX?I‘5 DDF‘AE)O

7 8 9
9 100 105
DAAAX AAFFA FVFXF FAXXIX) ADVXIXs VDAVII%‘0
10 11 12

126 130 136 140 150
DFAVX VADXF AXFFX XAAVX XADXA AAVVG
13 14 15

1585 160 165
AGDXX FDFAX FDGDF FXDGX FAGDPF FDDVD
16 17 8 —

186 1%
DXDAF AGXXA FGAV

19 20

FIGURE 47—Continued

J. A table of equivalencies-? is then drawn up:

No.1. ... 1 23 4567 89 10 11 12 13 14 15 16 17 18 19 20
No.2 . 9 6 810131117 219 15 7 20 14 12 5 18 1 4 3 16

Since the rectangle for No. 2 has 2 more letters in the last row than the rectangle for No. 1,
two chains of equivalents at two intervals are constructed. Thus:

1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 Jl{ 19 2

1 9o 19 3 8 2 6 .1 7 17

4 10 15 5 13 14 12 20 16 18

These chains must now be united into a single chain by proper interlocking. Since cryptogram
No. 1 has 12 long columns, and since the identities of these 12 columns are now known a, s,

5,7,9,12, 13, 14, 16, 17, 19, 20), the interlocking of the two chains and hence the transposition
key must be this:

12 3 45 67 8 9 10 11 12 13 14 15 16 17 18 19 20
75 17 13 1 14 9 12 19 20 3 16 8 18 2 4 6 10 11 15

g. The two cryptograms may now be transcribed into their proper transposition matrices,
as shown in figure 48.

% It is necessary to remark that in setting up the table of equivalencies, after determining the width of the
rectangle, that message which has the lesser number of long columns is used as the basis for the normal sequence

1,2,3,.... If the one having the greater number of long columns is employed as the base, the reconstructed
key will be reversed.
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No. 1 No. 2
7 51713 1 14 9 1210 20 3 16 8 18 2 4 6 10 11 15 7 517131 14 9 1219 20 3 16 8 18 2 4 6 10 11 15
FXDAXFAFVXAVGVAFAVAF AFXVFVAFFFFAAFDFAFAX
GVFFVXAXAXDADFGVDGDF AXFDDAFAFADAFFVVDAFA
AAAAAFDFAFAVDADXGGFG GVDAFDDXDGAAFXFAGDFA
GVGFAVDGAADAGVAFFAVX VXFVFXVXDXGVFDVXXDAV
FFVXXDDFFAAFAVDAFAFA GDAFFFFAVXAVXGDGFAFX
DAFFVVXGDGFAFXVXXDFA VXXDFAVADADGDXGDFAVX
GVAFDXDAFDXGDGFAFXDA FVFFVXXDDFFAAFAVDAFA
DXDXDAAVAXGD FADAFFVVXGDGFAFXVXXD
FAGVAFDXDAFDXGDGFAFX
DADXDXDAAVAXGD
Fioune 48.

h. A frequency distribution is now made of all the bipartite pairs, so as to solve the encipher-
ing checkerboard. There is no necessity for going through this part of the solution, for it falls
along quite normal lines of monoalphabetic substitution. The two plain-text rectangles are
shown in figure 49. The checkerboard ¢ is found to be as shown in figure 50a. '

No. 1

78 17 13 1 4 9 12 19 20 3 18 8 18 2 4 6 10 n 1

H A \ E 0 R D E R E
FX DA XF AF VX AV GV AF AV AF

D c 0 M M A N D I N
GV FF VX AX AX DA DF GV DG DF

G G E N E R A L 2 3
AA AA AF DF AF AV DA DX GG FG

D B R I G A D E T 0
GV GF AV DG AA DA GV AF FA VX

c 0 U N T E R A T T
FF VX XD DF FA AF AV DA FA FA

A c K w I T H 0 U T
DA FF VV XG DG FA FX VX XD FA

D E L A Y W I T H A
GV AF DX DA FD XG DG FA FX DA

L L A R M S
DX DX DA AV AX GD

FIQURE 49.

¢ Since the second cryptogram is addressed to the CG 23d Brigade and the first eryptogram mentions that
the commander of that brigade has been ordered to do so and so, the solution of the groups GG (=2) and FG
(=3) is made by inference. This gives the placement of these two digits in the cipher square,
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No. 2

7 5 1718 114 912 1820 31 81 24 610 U
E X P E c T E N E M
AF XV FV AF FF FA AF DF AF AX

M Y A T T A c K A T
AX FD DA FA FA DA FF VV DA FA

D A Y L I G H T S T
GV DA FD DX DG AA FX FA GD FA

0 P H 0 L D Y 0 U R
VX FV FX VX DX GV FD VX XD AV

S E C T 0 R W I T H
GD AF FF FA VX AV XG DG FA FX

0 U T F A I L S T 0
VX XD FA VA DA DG DX GD FA VX

P C 0 U N T E R A T
FV FF VX XD DF FA AF AV DA FA

T A C K W I T H 0 U
FA DA FF VV XG DG FA FX VX XD

T D E L A Y w I T H
FA GV AF DX DA FD XG DG FA FX

A L L A R M S
DA DX DX DA AV AX GD

F1GURE 40—Continued.

2nd component

ADF ¢ V X ADF G V X A D F G V X
Al G E M| A|G E R|M| A|J]G|6|E|5|R|M
D| A N|1I L| D|aA NI L| D]A|1L|N|I|S8|L
EF T|{Y|C]|3 H| Fl{T|Y|C|3|P|H]|] F|T|Y|C|3]|P|H
§G B|2|D|F]| @G B|{2|D G|7|S|B|2|Dj4
v K o| V|F K|o| V|F|{6|J|@|K|O
X U|V|w|X X[(Qlulv|iw|X|(z) X|Q|U|V|W|X|Z
FIGURE §0a. FI1GURE 50b. FIGURE 60¢.

1. Speculating upon the disposition of the letters within the enciphering checkerboard, it
becomes evident that the key phrase upon which it is based is GERMAN MILITARY CIPHERS.
The fact that the digit 2 follows B and the digit 3 follows C suggests that the digits are inserted
immediately after the letters A, B, C, ..., as they occur in the mixed sequence. Note the cells
which still remain vacant after the key word mixed sequence is fully developed in the checker-
board, and all the letters which do occur in the two messages are inserted in their correct cells
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(fig. 50b). The complete checkerboard may therefore be taken almost certainly to be as shown
in figure 50¢c. The date (20th) indicates that the transposition key will have 20 numbers in it.
The transposition key was evidently derived from the first 20 letters of the mixed sequence:

GERMANILTYCPHSBDFJKO
7 517 13 1 14 9 12 10 20 3 16 8 18 2 4 6 10 Il 15

39. Special solution by means of identical beginnings.—a. In paragraph 23 was demon-
strated the method of solution based upon finding two cryptograms which are in the same key
and the plain texts of which begin with the same words. The application of this method to the
corresponding situation in the case of the ADFGVX system should by this time be obvious. The
finding of identical sequences is somewhat easier in this case than in the case of identical endings
because the identities can be found in parallel progression from the beginning to the end of the
two cryptograms being compared. Moreover, the discovery of two cryptograms with similar
beginnings is easier than that of two with similar endings because in the former case the very
first groups in the two cryptograms contain identities, whereas in the latter case the identities
are hidden and scattered throughout the texts of the two cryptograms. On the other hand, the
complete solution of a case of identical endings is very much more simple than that involving
identical beginnings because in the former case the establishment of the identities carries with it
almost automatically the complete reconstruction of the transposition key, whereas in the latter
this is far from true and additional cryptograms may be essential in order to accomplish this
sine qua non for the solution.

b. The following represent 8 cryptograms of the same date, assumed to have been enciphered
by the same key.

No. 1
VDDFA XFAAX DXGGF FVFXF GXDXG DGAGTF
AGDAD VGGDA AADXX DXAFF AADAF DFFDA

No. 2
GXDDA DDGDF VGXAX XXGXG AAAAD FADDX
AVDXPF A

- No. 3
XDAAA GXDDX VFFVD GADFD XAAAG DFADG
AFDAD GVGDYVY FDFXA GFXAF AFAXD DDDFD
XAXVA DXFXF DGAGF GGADD AGDGX AVGDG
ADAFA XFAAG VAAGA FDVDYV DXFDA XFDPFF
GDXDV DADAV DADDD GADAG AAAFG GDXAX
FGVXD DGDDF AFAGY AFGXG VDDAX XDVFF
FFDXG VGDFG AVADA XDAFA AFDGF VFXXX
AAGAG AFDGX AFAFX XGGAG AAFFA AFDGA
GAFVX DGGFG DAAAF DADAD XVVAX FVADD
GAFFF GXAXD FDDFX AAAAA

No. 4
AFGFX AGXAG XDDAF AAXAV GDDDD FAFGYVY
DGDX FDXAX GFGDD VADXA XGFAX FDADD
G

No. 5
XAAAD DGAAG DDDXF FAVGA XDGGD FFAVA
DAAXA GDXDX XXXDG VFADA DFFFF VVGFD
XFDGG DAXDG ADFD

e
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The cryptograms have been examined for identical beginnings, and Nos. 3 and 6 apparently
begin alike, identical portions being underlined as shown in figure 51. Now the number of
identical sections in the two cryptograms is 15; this indicates that the width of the transposition
rectangle is 15. Therefore, No. 3 (290 letters) has 5 long columns of 20 letters and 10 short
columns of 19 letters [(15X20)—10=290]. No. 6 (302 letters) has 2 long columns of 21 letters
and 13 short columns of 20 letters [(15X21)—13=302]). The identical sections in No. 3 and
No. 6 having been marked off as shown in figure 51, the next step is to transcribe the texts into
their correct column lengths as given by the study of identical sections, writing them merely
in their serial order, as shown in figure 52. In this transcription no serious difficulty is usually
encountered in the division into correct column lengths, this process being guided by the identical
sequences, the number of letters between the identical sequences, and the maximum and minimum
lengths of the columns as calculated from the dimensions of the rectangle. Whenever difficulties
are encountered in this process, they are brought about by accidental identities of letters before
and after the true or actual identical sequences. In the present case no such difficulties arise
except in going from column 12 to column 13. The identical sections for column 13 here consist
of the sequence A F F A A F; if these sections are placed at the head of column, 13, it leaves column
12 one letter short at the bottom in each diagram. This means that the initial A’s in these
identical sequences represent an accidental identity; these A’s belong at the bottom of column
12 in each diagram, and the true identical sequences are FFAAF,and not AFFAAF. In
some cases there may be many more instances of such accidental identities before and after the
true identical sequences. Another thing to be noted is that the identical beginnings in this
case run along for at least 4 complete rows and part of the fifth row in the transposition rectangle.

Therefore, the identical sequences should consist of not less than 4, and not more than 5 letters;

any letters in excess of 5 in any identical sequence are accidental identities. There are several
such accidental identities in the case under study, viz, in columns 5 and 12.
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No. 3
XDAAA
1
AFDAPD
3
XAXVA DXFXF DGAGYF

ADAFA XFAAG VAAGA

GDXDV DADAYV DADDD

6

FGVXD DGDDF AFAGV AF

ety st

9

GXDDX VFFVD GADFD XAAAG
2

GVGDVY FDFXA GFXAF AFAXD

GGADD AGDGX

N ————— e

G X

FFDXG VGDFG AVADA XDAF
S—— ———

11

AAGAG AFDGX AFAFX XG

—————— e

12

GAFVX DGGFG DAAAF DA

14

GAFFF GXAXD FDDFX AA

——— e

15

No. 6

XDAAV DXDGF XVGDD AV

1

GDFDA AAGAX DVFDF DF

ey et —

3

FDXAX GAXFF VDVAF GV

e

4

GGFDD DVFFV VAGVA XA

6

ADFFG DGFDA AFGAX FF

e

7

DDDAV GAVAD FGDDF FD

9

DXDVF FXVAX GFDAG XF

L

10

XFDAG AGAVD VAGAF DG

et r———

12

AFFAA FFFDV DFFAF DA

—. et

13

VAXDA GADXD VFAFF FG

DG

15

FIGURE 651.
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FDVDV DXFDA

GADAG AAAFG
8

VDDAX

AFDGF

AAFFA

DFADG

DDDF

o

l

Q)

AVGD

XFD

7

=]
!

GDXAX
XDVFF
10
VFXXX

AFDGA

e ——

13
XVVAX

2

FVADD

DXAAD XGGAA

FDDFX FXXFD

DDAGD GGDAA

5

XGXDD DADXTF

DDAGA FADAVY

8
DGGXA

AAXDA
R e

11

XAXDA

FVDXG

VDDDD DFXGYV

GAAAF DXAXA

14

DDDFA GDFAX

e e
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5 and 14, it is obvious that these
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d. In this study, to fix the exact order of the columns and thus to reconstruct the transposi-
tion key, advantage can be taken of the diverse lengths of other cryptograms that may be
available in the same key. In this case there are 6 additional cryptograms, Nos. 1, 2, 4, 5, 7,
and 8, suitable for the purpose. The following calculations are made:

Number of columns
Cryptogram | Total number Loengths of
No. of letters columns
Long Short

1 60 4 All same length
2 38 3and 2 8 7
4 62 5 and 4 2 13
5 74 5 and 4 14 1
7 124 9and 8 4 11
8 54 4 and 3 9 6

Now No. 7 has 4 long columns, and these must consist of 4 columns from among the 5 already
ascertained as falling at the extreme left, viz, 3, 4, 5, 7, and 14. Columns 5 and 14 have further-
more been placed in positions 1-2, leaving columns 3, 4, and 7 for positions 3-4-5. Which
of these three possibilities is to be omitted as a long column in No. 7? A means of answering
this question involves certain considerations of general importance in the cryptanalysis of this
type of system.

e. Consider a transposition rectangle in which the number of columns is even, and consider
specifically the first pair of columns in such a rectangle. The combinations of bipartite compo-
nents formed by the juxtaposition of these 2 columns correspond to plain-text letters, and there-
fore the distribution of the bipartite digraphs in these columns will be monoalphabetic in char-
acter. The same is true with respect to the bipartite components in the third and fourth columns,
the fifth and sixth columns, and so on. Hence, if a long eryptogram of this nature is at hand,
and if the 2 columns which belong at the extreme left can be ascertained, then a distribution of
the bipartite digraphs formed by juxtaposing these columns should not only be monoalphabetic,
but also this disiribution, if it 18 at all normal, will afford a basis for matching other columns which
will produce similar distributions, for the text as a whole is monoalphabetic. In this way, by
proper matching of columns, those which really go together to form the pairs containing the
bipartite equivalents of the plain-text letters can be ascertained. From that point on, the solu-
tion of the problem is practically the same as that of solving a columnar transposition cipher
with nonfractionated letters.

f. But now consider a plain-text rectangle in the ADFGVX system, in which the number of
columns is odd, and consider specifically the first pair of columns in the rectangle. Now only the
alternate combinations of bipartite components in these columns form the units of plain-text
letters. The same is true of the bipartite comporents of the third and fourth, the fifth and sixth
columns, and so on. In all other respects, however, the remarks contained in subparagraph e
apply equally to this case where the width of the rectangle is odd.

g. Returning to the problem under study, it has been ascertained that columns 5 and 14 fall
at the extreme left. Whether their correct order is 5~14 or 14-5 cannot at the moment be ascer-
tained, nor is it essential. The thing to do is to make a distribution of the bipartite pairs and
see what it is like. Since the width of the rectangle here is odd, only the 1st, 3d, 5th, . . . pairs
down the columns can be distributed in a frequency square. The results are shown in Fig. 53.
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No. 3 No. 6
Cgl. Cﬂl. Cﬂol. (1121.
1 D A 1 D A
D A D A
3 A A 3 A A
5 g g 5 g g 2 CoMPONENT
G A ¢ X A D F G V X
7 X D 7 G A
A A D X AN /
9 V D 9 A A £
G X AV ED I
11 D V 11 G A EF
GV G X 2 "
13 A A 13 F D 2G|/
D X D A L)
15 A F 15 D G v 1
F Vv D A X /
17 A A 17 VvV D
X D F X
19 F D 19 F D
A G v Vv
21 V F

FI1GURE 53.

k. The distribution is fairly good. Five occurrences of AA are noted, 3 of FD. These must
represent high-frequency letters. The ¢ (Ph) test for monoalphabeticity may be applied.

Expected value of ¢ for plain text=.0667X21X20=28.01
Expected valueof ¢ for random’text=:.0385X 21X 20=16.17
Observed value of ¢ in this case=(5X4)+(2X1)+(2X1)+(3X2)+(2X1)+(2X1)=34

The observed value of ¢ is considerably greater than the expected value for piain text and more
than twice as much as the expected value for random text. Using the distribution in figure 53 as
a basis, an attempt is made to add to the 5-14 combination a column selected from among columns
3, 4, and 7, so that the second, fourth, sixth . . . pairs down the second and third columns in the
rectangle will give bipartite pairs that will conform to the distribution noted in figure 53. Since
the results sought will be very materially affected if the combination 5-14 should really be 14-5,
all possible combinations of 5-14 and 14-5 with 3, 4, and 7 must be triecd. The various combina-
tions tested are shown in figure 54.
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No. 3 1. Frequency distributions are now made. If combination 5-14-3 is correct for No. 3, it is i

. also correct for No. 6. Hence, a single distribution is made of the bipartite pairs in rows 1, 3, 5, ;

i - (1) (2) (3) (4) (5) (6) . of columns 5-14, and of the pairs in rows 2, 4, 6, . . . of columns 14-3. Similar distribu- . E
b 5 14 3 5 14 4 5 14 7 14 5 3 4 5 4 4 5 7 I E tions are made of the pairs given under each of the other combinations. These distributions are y
i 1 DAD DAF DAD ADD ADF ADD - shown in figure 55. i

. 2 DAV D AD. DAF ADYV ADD ADF

;: 3 AAF AAX AAF AAF AAX AAF i (1) [5-14-3] (2) [5-14-4] (3) [5-14-7] g

4 GFD GFA GFG FGD FGA FGG

* ObF DDX DDD DDF DDX DDD K A DF G V X A DF G V X A DF G V X

; 6 GAX GAV GAX AGX AGYV AGX : Al m ml I / A ml oy / / Al m I, / "

P 7 XDA XDA XDD DXA DXA DXD % - :

8 AAG AAD AAV AAG AAD AAV Dy« |m 1] Dy« |n o Dl w|wm I t
E 9 VDF VDX VDD DVF DVX DVD ' ) il
i 10 GXX GXF GXA XGX XGF XGA Pl o FI | d
! 11 DVA DVX DVD VDA VDX VDD el clu alu 1

12 GVF GVF GVA VGF VGF VGA -.
13 AAA AAD AAV AAA AAD AAV v m{ u |l v mo|wm| o v v lm|
14 DXF DXG DXD XDF XDG XDD | X 1 -
15 AFA AFA AFA FAA FAA FAA ; ol I il I i S K o
16 FVX FVG FVD VFX VFG VFD ! .
17 AAD AAF AAD AAD AAF AAD (4) [14-5-3] (5) [14-5-4] (6) [14-5-7] : ”'
18 XDD XDG XDD DXD DXG DXD E
l9 FDD FDG FDG DFD DFG DFG ADF GV X A D F G V X AD F G V X
20 AGD AGA A (‘;A . GAD GAA GAA Alm | m " INE SN ANEN INL AW, 0wl s
O. ——— — e | ——— :
D n|m my 1 D/ {m{w|w{nw|n| D m | M n|n
} (1) (2) (3) (4) (5) (6) - —— = — 1
: 5 14 3 5 14 4 5 147 14 8 3 4.5 4 4 5 7 F|l/ Iy Fl /|1 1y Fyor | " "-:u
1 DAD DAF DAD ADD ADF ADD |
' 9 DAV DAD DAF ADV ADD ADF G ) n Gyunlunlujt |1 Gy n |1t m / : |
3 AAF AAX AAF AAF AAX AAF :
4 GFD GF A GFG FGD FGA FGG v ! v y v " B
5 DDF DDX DDD DDF DDX DDD X / X / X /
6 GXD GXG GXG XGD XGG XGG ]
7 GAF GAA GAF AGF AGA AGF F1GURR 56.
g R i g i i § 2 }:2 i 2 g }A( lz ? i 2 2 7. These distributiqns are now t_este_d for monoalphabeticity, by applying the ¢ test. The y
10 AVD AVF AV A VAD VAF VAA number of occurrc_mcesmeach distribution is 41. Then 41X403X.0667=109.4 is the expected s
11 GAF G AV G AF AGF AGYV AGF value of ¢ for plain text; 4140X.0385=63.1 is the expected value of ¢ for random text.
1 Here are the calculations for the first distribution (combination 5-14-3) yielding the observed \
! 12 GXD GXD GXG XGD XGD XGG value of ¢ as 82: : .
13 FDD FDV FDA DFD DFV DFA (6X4)+(BX2)+ (1 X0)+(2X1)+(1X0)+ y
14 DAF DAL DAY ADF eDh AD% (2XD)+BX2)+(1X0)+(1X0)+ (BX4)+ (X1 +
5 bex Dbe¥ DGF CGDE ST SO 1X0)+(#X3)+EX 1)+ (1X0) +BX2)+ 2X2) + (2X1)=82

i 16 DAF DAG DAF ADF ADG ADF ( ) R
X 17 VDX VDV VDD DVX DvVyV DVD The observed values of ¢ for all 6 frequency distributions are shown herewith:

; 18 FXX FXD FXV XFX XFD XFV .

19 FDF FDV FDD DFF DFYV DFD (1)=82 (4)=120

20 VVD VVD VVD VVD VVD VVD 2)=76 (5)= 70

[ 21 VF VF VF FV FV F Vv 3)=78 (6)=110

! FIGURE 54. 1k
.
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(3) [14-5-7-3-4] (4) [14-5-7-4-3]

A D F G V X A D F G V X

M| "y Wlim\uwln|u

P R
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G
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o< Q™ O >
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Fraure 57~Continued.

n. Again applying the ¢-test, the expected value of ¢ is 81X80X.0667=432. The observed
values for the four combinations of figure 57 are as follows:

(1) For combination 14-5-3—4-7, ¢=436
(2) For combination 14-5-3-7—4, ¢=276
(3) For combination 14-5-7-3—4, ¢=344
(4) For combination 14-5-7-4-3, $=318

The combination 14-5-3—4~7, giving the greatest value for ¢ (a little better than the expected
value), is very probably the correct one.

o. Examining the other cryptograms that are available, it is seen that No. 7 is the third
longest one of the entire set, with 124 letters; moreover, the dimensions of the rectangle [(15X9)—
11=124] are such as to bring about 4 long columns of 9 letters and 11 columns of 8 letters. The
first 5 columns are definitely fixed in position, since it is known that the first 5 key numbers are
14-5-3-4-7. 'The resulting diagram is shown in figure 58. There is now a section consisting of

1 12 13 15

-
o

14 5 3 4 7 1 2 6 8 9

QIO ™| OO O
i< ®m|qa|>
H|IQ|O|O|H|w»| ==
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10 columns which are to be anagrammed to ascertain their correct sequence. The column to
follow column 7 is ascertained on the basis of the repetitions which are brought about when the
selected column is placed on the right. These repetitions should fall into those cells of frequency
distribution (1), figure 57, which are of high frequency. In other words, the process is one of
selecting from among columns 1, 2, 6, 8, 9, 10, 11, 12, 13, and 15 that column which will yield
the most repetitions of bipartite digraphs with the digraphs given by the juxtaposition of columns
14-5-3—4-7, as distributed in frequency square (1) of figure 57. The column thus selected turns
out to be No. 10. Then other columns are added by proceeding along the same lines, the work
becoming progressively more easy as the number of available candidates decreases. Sometimes
the discovery of what appears to be a long repetition within one of the cryptograms or between
two cryptograms facilitates the process. In this case the results obtained from the 3 crypto-
grams under study are shown in figure 59.

No. 3
“ 5 3 4 7 10 15 12 131 2 8 6 9 u
AD DF DX AA FX DD AG A
AD VD FD F G FD XA GD X
AA FX FV F A AA AG VD D
FG DA GF FF AA A A AF A
DD FX DF GD FA AA AA F
AG XvVv XF XG DG GA GF A
DX AA DF AX GX DF AA A
AA GD VD XA AD F G FG F
DV FX DX DF GD AG DV D
XG XF AG F A AX DD VA G
vD AX DV DF FV GX DF F
VG FF AG DX VF AA VG v
AA AD VD F X XF FX DX F
XD F G DF XG DV DF XG X
F A AA AG AG GD AG FV X
VF XG DA A A GG DV DD X
AA DF DV AG F A GX AD A
DX DG DA AA GD VD XA A
DF DG GD AA DF GD FX G
G A DA A
FIGURE 59.
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No‘ 6 1 2 3 4 5 6 7 8 9 10 11 12 13 14 18 E
5 ws s« v ww w1 38 s ow Mo w R EE LR RRRARNIIR GO IKAUVEY Z |
: II AD D F D X A A F X DD AG A 2p COMPONENT 20 COMPONENT ;|:
i AD VD FD FG FD XA GD X i
- AA FX FV FA AA AG VD D ADF GV ZX ADFG VX lt
. F G DA GF FF AA AA AF A AlT 5| F AlTiHI8B8I|E!B]|F
[ DD FX DF GD FV DF XF F - ]
X6 DG GX DG FD XA AD V gD Lyo RIS EDGL O|WIR|S !
s AG F A FV DD FX GD AG D ] 8
1 XD FX DA AA DD GA GD X - Il T I N I I I Il |
AA DF AX DV VG AV GV G G NIPIG|7|C scl9|IN|{P|G|T]|C 1
i VA DF AG DV DF AD XD X - a
AG FV FF DD FX GD GG F v J K VI[3|{D|4|J|0|K l
XG DD GD FD FV DD XG D B
DF DV AA AD AG FA DX A X v ¥ Xjejujvixjvjz
AD FA XG GD FD DV DA G Ficuaz &0, Fiouaz 61, ; ;
GD XF FX DD DD AG DX A P
i AD FG FF FF AA AA AA G . No. 1
DV Xv DF AX GV AV DX A 4 5 3 4 7 10 1513 13 1 2 8 89 u
. XF XD VF XG DG G A XD v R E G I M E N T :
f_ DF FV DF DV GX AD F A D DV AG GG FX FV AG GD A
i vy DD DA G A G A XF AD v
: FV I N P 0 S I T ,
: No. 7 AF XG DG FD FD XF XA A ,
5 3 4 710 15 12 131 2 8 6 9 1 1 0 N s H A L L \T;
i AX DV DF GD AA DD FX G FX DF GD DX AD FA DD D “'}
. DA GD FX DA AG FD FD X
‘ I A T T A C K
: AA DV AG GF DF DV AA D
| XD F X DD VF X G D A X F A DF XF AA AA AF AG XV X
! GD A A DV Xv FV FX DX D No. 2 §H
i XF XD F G DD XD X A DD F ) Kt |
: AA VD DF DG ¢D FX ¢D A 14 5 3 4 7 10 15_12 13 1 2 8 6 9 11 1
GG DA GF VX VD DF XG D R E Q u E S T I 1l
AG DX DV AG XA XD AG DX AA F Al
F1eUrE 59—Continued. | N s T R U c T I; |
p. What the cryptanalyst now has before him is a monoalphabetic substitution cipher, the XG DD XA AD VX DG XA A &
| solution of which presents no difficulties. The cipher square is reconstructed as completely as I 0 N S ;
i possible, blanks being left where there are no occurrences to give clues as to the character involved, FX DF GD DX
usually some of the digits and the very infrequent letters. In this case the only letters which do
not occur in the plain text are Q, X, and Z. The digits 5 and 7 are recovered from the context, Fiaus 62.
in message No. 6, where the caliber of a gun is mentioned and the digits are confirmed at other
places in the message. The square that is obtained is secn in figure 60. Examination of the
mixed sequence discloses that it is based upon the phrase THE FLOWERS THAT BLOOM IN THE : i
SPRING. This permits of the establishment of the transposition key and of the position of the ' ii
digits in the checkerboard (as in par. 387). The results are shown in figure 61. The completely H
| solved messages are shown in figure 62. ; ‘!
A
1
lx
i
1 o B
et
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No. 3

4 5 3 4 7 10 151_2 Jl 2 8 6 9 11

H 0 S T I L E T

AD DF DX AA FX DD AG A
0 0 P S

AD vD FD F G FD XA GD X

T I M A T E D 0

AA FX FV FA AA AG vD D
E B A T

F G DA GF FF AA AA AF A

L I 0 N A T T A

DD FX DF GD F A AA AA F
K I N G

AG XvVv XF X G DG G A GF A

S T 0 F C 0 T T

DX AA DF AX GX DF AA A
R S T 0

A A GD VD XA AD F G FG F

R I S 0 N E R S

DV FX DX DF GD AG DV D
A P T U

XG XF AG F A AX DD VA G

D F R 0 M Cc 0 M

VD AX DV DF FV GX DF F
A N Y A

FG FF A G DX VF AA VG Vv

T H D I V' I S I

AA AD vD FX XF FX DX F
N I N D

XD F G DF XG DV DF XG X

A T E E N E M Y

FA A A AG AG GD AG FV X
N T E N

VF XG DA A A GG DV DD X

T 0 R E A Cc H H

AA PF DV AG F A G X AD A
N T E R

DX DG DA AA GD vD XA A

0 w N T 0 N I G

DF DG GD AA DF GD FX G
T

G A DA A

Fiaunr 62—Continued.
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No. 4
.136 3 4 7& 15 12 131-28 6 9 11_
T H I R T Y S I
AA AD FX DV AA XV DX F
H F A L
XX GA AA DA XF. AD DA G
A 1) I N G G 0 L
FA XF F X GD GG GG DF D
N v I L
DV DA GG DX FF XD DD D
E
AG
No. 5
14 5 3 4 7 10 15 12 13 1 2 8 6 9 11
c 0 R P S W I L
¢6X DF DV GF DX DG FX D
A K E 0
DD DA AF AV XA GD FX F
E R T R A F F I
A G DV AA DV F A AX AX F
0 N T R
X¢G X6 XD FG DA AD VD F
L A T 0 N c E
DD FA AA DF GD GX AG

Fi6uRe 62—Continued.

QEEEEE




122
No. 6
14 5 3 4 7:1& 15 12 1_31 2 8 6 9 11
H 0 S T I L E
AD DF DX AA FX DD AG A
0 P
AD VD FD FG FD XA GD X
T I M A T E D
AA FX FV FA AA AG VD D
B A
FG DA GPF FF AA AA AF A
L I 0 N M 0 v
DD FX DF GD FV DF XF F
U P
XG DG GX DG FD XA AD YV
E A M L I N E
AG FA FV DD FX GD AG D
T H
XD FX DA AA DD GA GD X
T 0 F R J 5 7
AA DF AX DV VG AY GV G
N D
VA DF AG DV DF AD XD X
E M B L I N G
AG FV FF DD FX GD GG F
0 0
XG DD GD FD FV DD XG D
0 R T H E A S
DF DV AA_ AD AG FA DX A
G 0
AD FA XG GD FD DV DA G
N \') I L L E S
GD XF F X DD DD AG DX A
B A
AD FG FF FF AA AA AA G
R Y 0 F 7 5 S
DV XV DF AX GV AV DX A
I N
XF XD VF XG DG GA XD ')
0 M 0 R c H A
DF FV DF DV GX AD FA D
E E
VV DD DA G A GA XF AD V
M
FV

F16URE 62—Oontinued,
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No. 7

14 5 3 4 7 10 15 12 13 1 2 8 6 9 11

AX DV DF GD AA DD FX G
DA GD FX DA AG FD FD X
AA DV AG GF DF DV AA D
XD FX DD VF XG DA XF A
GD AA DV XV FV FX DX D
XF XD FG DD XD XA DD F
AA VD DF DG GD FX GD A
GG DA GF VX VD DF XG D

AG DX
No. 8

4 5 3 4 7 10 15 12 13 1 2 8 8 9 11
W I R E L I N E
DG FX DV AG DD FX GD A

T 0 B R I G A
GA AD FF FD VF XG GF A

D 1 N T E R R U
VD FX GD AA AG DV DV X

P T E D
DG FA AA GV D

FI1GURE 62—Continued.

40. Special solution by the exact factor method.—a. The student who has comprehended
the successive steps in the solution of the example discussed in the preceding paragraph is in a
position to grasp at once the mechanics of the special solution by the exact factor method. The
latter is based upon the interception of a number of cryptograms, preferably lengthy ones, which
have been enciphered by rectangles in which the last row is completely filled with letters. The
total number of bipartite components in the case of such a cryptogram will yield clues as to the
dimensions of the transposition rectangle. Then the text is transcribed into columns of appro-
priate length, all being equal in this respect, and the process of combining columns, as explained
in paragraph 39e, is applied in order to produce the best monoalphabetic distribution of bipartite




124

digraphs down the juxtaposed columns. There is nothing to prevent the simultaneous use of
all cryptograms that have been enciphered by completely filled rectangles, for it is clear that
if, for example, columns 15 and 4 are to be paired in one cryptogram, the same columns will be
paired in all the other cryptograms. Hence, even if the rectangles are small in depth they can
be used in this process; it is necessary only that all columns of any rectangle be of the same
length. Now if only two or three such pairs of columns can be set up correctly, solution follows
almost as a matter of course. No additional or new principles need be brought into play, beyond
those already possessed by the student.

b. In this special solution, the important step is, of course, the initial one of experimenting
with rectangles of various dimensions until the correct size has been hit upon. In some cases,
excessive experimentation may not be necessary if the total number of characters is such as to
yield only one or two possibilities with regard to the length of the columns. For example, suppose
that previous work has established the fact that the enemy uses transposition rectangles not
less than 15 and not more than 22 columns in width. A message totaling 703 letters would
indicate a rectangle of 19 columns of 37 letters, since these two numbers are the only factors of
703. If this then were corroborated by other cryptograms of 76 (19X4), 152 (19X8), 190
(19X10) letters, the probability that 19 is the width of the transposition rectangle becomes quite
persuasive. Of course, there will be and there should be other cryptograms of lengths that do
not factor exactly; these represent the ones in which the rectangles are not completely filled in
their last row. They do not enter into the solution at first, but just as soon as the positions of
two or three key numbers become fixed, the data afforded by these messages become available
for use in the later stages in the solution.

c. The exact-factor method is a useful one to know. For despite all instructions that
may be drawn up insisting upon the advisability of not completing the last row of a transposition
rectangle, the tendency to violate such a rule is quite marked, especially where a large crypto-
graphic personnel must be employed. It is not astonishing to find that for lazy or ignorant clerks
the temptation to fill the rectangle completely is particularly hard to resist when it happens that
a message falls just one, two, or three letters short of forming a completely-filled rectangle:
it is so much easier for such clerks to handle a rectangle with equal-length columns than one in
which this is not the case. Moreover, the number of errors and therefore the number of times a
shiftless or careless clerk must go over his work to correct errors is reduced to a minimum.
Hence, it often happens that in such cases an enciphering clerk adds one, two, or three letters
to complete the last row, thus leading to the transmission of not a few cryptograms enciphered
by completely-filled rectangles. Space forbids giving an example of such a solution.

41, General solution for the ADFGVX system.—a. All three of the foregoing methods of
solving cryptograms in the ADFGVX system fall in the category of special solutions and therefore
are dependent upon the fortuitous existence of the special conditions required under each case.
What is really desired in the practical situation is a method of solution which is not so dependent
upon chance or good fortune for success. A search for a general solution was, of course, made
during the time that the system was under minute study by the cryptanalytic agencies of the
Allies, but no general solution was devised. All the solutions made during actual hostilities
and for a number of weeks thereafter were of the special types described in the preceding para-
graphs. The first published description of a general solution is to be found in Givierge’s Cours
de Cryptographie, 1925, but only in broad outlines. A complete general solution was inde-
pendently conceived by a group of cryptanalysts in the office of the Chief Signal Officer & and
will be described in paragraphs 42 and 43.

b. The attention of the student is directed to the comments made in paragraph 18, with
regard to the significance of the term general solution in cryptanalysis. He must be cautioned

§ See footnote 7 of this section.
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not to expect that in practical work a general solution will, in the cryptanalytic as in the mathe-
matical field, invariably lead to a solution. If there is a sufficient amount of text and if the text
contains no abnormalities, the attempt to apply the general solution will usually be successful.
But the cryptanalyst must remember that the ADFGVX system is by no means a simple one to
solve even under the best of conditions and if there is only a small amount of text, if it happens
that the transposition key is unusually long, or if the text is abnormal, he may not succeed in
solving the messages by the straightforward method to be set forth below, and he may have to
introduce special modifications. For the latter he can only rely upon his own ingenuity and
intuition.

42. Basic principles of the general solution—a. Every transposition rectangle in the
ADFGVX system must conform to one or the other of two and only two fundamental types: the
number of columns must be either odd or even. A number of important consequences follow from
this simple fact, some of which have already been pointed out in paragraph 39%e. They will be
elaborated upon in the next subparagraphs.

b. Consider a rectangle with an even number of columns. Each of its rows contains an
even number of bipartite components, half of which are initial components, half, final compo-
nents, alternating in a regular order from left to right in the rows. When the transposition is
applied, all the components within a given column are of the same class, either initial or final.
No intermixture or alternation of the two classes is possible. On the other hand, consider a
rectangle with an odd number of columns. Each of its rows contains an odd number of bipartite
components, the 1st row containing one more initial component than final components, the 2d
row containing one more final component than initial components, and so on, this arrangement
alternating regularly in the successive rows of the rectangle. When one studies the various
columns of the rectangle, it is seen that in each column there is a perfectly regular alternation of
initial and final components, the odd columns (lst, 3d, 5th, . . .) beginning with an initial
component, the even columns (2d, 4th, 6th, . . .) beginning with a final component. This
alternation in components remains true even after the transposition is applied. These remarks
become very clear if one studies figure 63. Two transposition rectangles are shown, one with
an even number of columns, the other with an odd number. Instead of the actual components
(ADFGVX), the symbols ©, and 6, are used to indicate the two classes of components, initial and
final, because in this analysis interest centers not upon the actual identity of a component but
upon the class to which it belongs, initial or final. At the top of each column is placed a *“plus”
to denote a column occupying an odd-numbered position in the rectangle, or a “minus’ to denote
a column occupying an even-numbered position.

Evex NuMBER oF CoLuMNSs Opp NUMBER oF CoLUMNS

+ - 4+ - 4+ - 4+ - + - + - 4+ - 4+ - + = +
6, 6 6, 6 6, 6; 6, 6; O ©O: 8, 6; 6, 6, 6, 6, 6, 63 6
6, 62 6, 6, 6, 6, 6, 6: O, O 0 6, 60 6, 6; O, 6, 6, O,
9, 6: 6, 6 6 6; 6, 6, 6, 0O 6, 6 61 63 6, 6; 6, 6 6
a b
FIGURE 63.

¢. In what follows, the term “odd column” will mean merely that the column in question
occupies an odd position (Ist, 3d, 5th, . . .) in the transposition rectangle; the term “even
column,” that it occupies an even position (2d, 4th, 6th, . . .) in the rectangle. The odd or
even designation has no reference whatever to the nature of the transposition key number appli-
cable to that column, whether it is odd or even. Now when the transposition is applied to the
even-width rectangle a, figure 63, the cryptographic text will consist of & number of sections of
letters, each section corresponding to & column of the rectangle, and therefore the number of

324155—41——9
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sections in this case will be even. Moreover, all the components in a section corresponding to
an odd column in rectangle ¢ will be ©, or initial components, all those in & section corresponding to
an even column, 6, or final components. The sections or columns are completely homogeneous with
respect to the class to which their constituent components belong. On the other hand, when the
transposition is applied to odd-width rectangle b, the cryptographic text will consist of an odd
number of sections, each corresponding to a column of the rectangle. The components in the
sections consist of members of both classes of components in a regular alternation; in a section
corresponding to an odd column the order is ©,—6,—9, . . .; in a section corresponding to an
even column the order is 6,—6,—6; . . .. The sections or columns are not homogeneous in this
case as they are in the former.

d. Now if there were some way of distinguishing between initial components as a class and
final components as a class it is clear that it may be possible first of all to ascertain whether the
transposition rectangle contains an even or an odd number of columns. Secondly it may be
possible to identify those columns which are even and those which are odd. Finally, it may be
possible to ascertain which are the long columns and which are short, thus yielding the exact
outlines of the rectangle in case the last row is incompletely filled. From that point on, solution
follows along the same lines as explained in paragraph 40, with the modification that in the pair-

-ing of columns the number of possibilities is greatly reduced, since it is useless to pair two columns

both containing initial components or final components.

e. The foregoing depends then upon the possibility of being able to distinguish as a class
between initial and final components of the bipartite cipher equivalents in this system, or at
least between letters belonging to one or the other of these two general classes of components.
Now if the substitution checkerboard has not been consciously manipulated with a view to
destroying certain properties normally characterizing its rows and columns, the sort of differenti-
ation indicated above is quite possible. For example, if in the checkerboard shown in figure 61
the normal frequencies of the letters as they appear in English telegraphic plain text ® are inserted
in the cells and totals are obtained vertically and horizontally, these totals will permit of assign-
ing frequency weights to the letters ADFGVX as initial and as final letters of the bipartite cipher
equivalents of the plain-text letters. This is shown below in figure 64. The bipartite letter A

2p COMPONENT

D F G V X sum

Al T I H E F
92 34 130 28 284

D LIO|W|R|S
36 76 16 76 (1] 264

Fl A B M| I
74 10 25 74 183

1st COMPONENT N P c c
79 27 16 31 153

D. J K
v 42 2 3 47

x|Q({U (V| X|Y|zZ
3 26 15 5 19 1 69
Sums 169 217 127 169 120 108 | 1.000

FIGURE 64.

¢ As given in fig. 3, p. 13, Military Cryptanalysis, Part 1.
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has a frequency value of 284 as an initial component of the bipartite cipher equivalents of plain-
text letters, and a frequency value of only 169 as a final component.

Similarly, the letters V and X have frequency values of 47 and 69, respectively, as initial com-
ponents and 120 and 198 as final components. It is obvious, then, that in this checkerboard the
weighted frequency values of the letters A, V, and X as initial components differ considerably from
the values of these same letters as final components, the value for G as an initial is only a little
less than its value as a final, the values of D and F as initials are only a little more than their
values as finals. But it is the wide variations in the weighted frequency values of certain of the
letters as initial components and as final components, exemplified in the case of A, V, and X,
which form the basis of the general solution, because these wide variations afford a means for
making the various differentiations noted in, subparagraph d.

f. Of course, in working with an unknown example, the composition of the checkerboard is
unknown and therefore no accurate frequency weights may be assigned to the ADFGVX com-
ponents in the cryptograms. However, it is still possible to arrive at some approximations for
these weights in case there are several cryptograms available for study, as would normally be
true in actual practice. How this can be done will be shown very soon, by studying an example.
For the purposes of this study the set of 12 eryptograms given below will be used.

VDDGG GVFDF VDVVF VDGAD DAFFF
VDXFD DXDVX ADVDV FXGDF VADDG
DGDGV GDDDF XFADA VDVGD GADXV
DADAD FXAVF VDDAA VDFFD FVGDF
VDDGV DDDDA VADAF ADDXA DDGAD
FVGFV DGADV FXVXD GDDAG GDDXF
FDDXA DFGDA GXDDA VFDAF GVFVF
AFFVF AFXGF XDGVA DFVDG GAVGG
DDGDV XAXFD DX (212letters)
I

VDAAV DDFXF XDDAX GXFXD DFXAD
VAGDD FAXDV AVDVD DFVFV FFGDG
FVAXV XAVGD VDXFD XDGAX GFGGF
VFGDF VDXAV XDDVG DDVGV AGFXF
AAAXD DXG (108 letters)

. 11
DAGAA FGAGYV DAFGG XFDXD FVVXG
FXFDX DDAGA DDGVA DDVDD GAFGA
VGDGX DDDAV FVDDF DAAAA DXAGD
XAGGD DAVGV FGDVF VDGGX GGAFF
VFDAX GDDDG DAFDA DGGAD DGDXA
FVYVDFD XFVGD DVAVF DDDVF AGDFF
FXAAD FADGG VFDAV DGXFV DAAVG
DXFGG DDXGD A (186 letters)
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the same class as the first letter, the 3d, 5th, 7th . . . letters may be added to the distribution,
so long as these odd letters come from the same section (column 1). It is, however, necessary
to limit the number of letters taken from the beginning of any one cryptogram to a reasonable
length of column, depending on the size of the eryptogram. Assuming it is known that the
enemy is using transposition keys of not less than 15 nor more than 22 numbers, the latter could
be taken as the maximum possible size. But to be on the safe side it will be here assumed that
a transposition rectangle of not more than 25 columns is being used. Hence, so far as concerns
cryptogram I, which has 212 letters, on the basis of a key of 25 numbers [(25X9)—13=212]
there will be 12 columns of 9 letters and 13 columns of 8 letters. Since there is no way of telling
which are long and which are short columns, it will be safer to work on the basis of columns of
8 letters. Therefore, the first 8 letters of cryptogram I are to be taken. In the case of crypto-
gram II, with 108 letters, its first 4 letters will be taken, and so on, through the 12 cryptograms,
the number of letters to be taken in each case being governed by the length of the cryptogram.
The sections taken in the case of the 12 cryptograms are shown in figure 65.

Cryptogram Length Letters taken Cryptogram Length Letters taken
I 212 VDDGGGVF VII 254 GAFGFFXFVF

II 108 VDAA VIII 144 DGVVG

III 186 DAGAAFG IX 182 GDDDDXV

v 110 ADXV X 130 DGDDF
\'A 202 DFXFDDVV XI 186 VFDDVAX

VI 120 GDGF _ XII _ 224 XFDFXVVD

FIGUERE 65.

b. The odd and the even letters of these 12 sections are then distributed separately, the
results being shown in figures 66 and 67. A consideration of the mechanics of this system leads
to the expectation that if the transposition rectangle has an even number of columns the two distri-
butions will be similar; if it has an odd number, they will be different. The similarity or difference
between the two distributions is usually discernible with as few as 20 or 25 letters.

0dd (1st, 8d, . . .) letters Even (2d, 4th, . . .) letters
A DF G vV X A DF G VX

mn mn mooM meoor
% /// % 7” b %

FIGURE 66. FIGURE 67,

¢. Letters V and X are of high frequency in the odd positions (fig. 66) but of low frequency
in the even positions (fig. 67), whereas the letter F is of low frequency in the odd positions and of
high frequency in the even positions. There can be no question that the two distributions are
dissimilar, and the indications are clear that the transposition rectangle involves an odd number
of columns.

d. Now the letters in figure 66 may be initial components, those in figure 67, final com-
ponents, or the reverse may be the case. At the present stage of the study it is impossible to
ascertain which of these alternative hypotheses is correct. However, this information is really
immaterial at this stage. Suppose the letters in figure 66 are arbitrarily designated as class 1
components, those in figure 67 as class 2 components. Class 1 components (fig. 66) are charac-
terized by a predominance of V’s and X’s (over their frequencies in fig. 67); class 2 components
(fig. 67) are characterized by a predominance of F’s (over its frequency in fig. 66).
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e. The two distributions in figures 66 and 67 apply to the letters which come from column 1
of the transposition rectangles for the 12 cryptograms understudy. In this column, the V’s and
X’s fall predominantly in the odd positions, the F’s fall predominantly in the even positions.
Therefore, beginning with position 1, the components in this column show an alternation of the
type 6,— 0;,— 6,. By referring to figure 63 it will become clear that if class 1 components are
initial components, then it must follow that column 1 occupies an odd position in the transpo-
sition rectangle; but if class 1 components are final components, then it must follow that column
1 occupies an even position in the transposition rectangle. Which of these alternatives is true
cannot be ascertained at the moment. But the important point to be noted is that a definite reversal
in the type of alternation of class 1 and class 2 components indicates the transit, in the transposition,
Jfrom the end of one column to the beginning of the next column. That is, if it is found that from the
beginning of the cryptogram the alternation of components is 6,~> 6,—> 6, and after a number
of letters this alternation changes to 6,— 6,— ©,, the point where this change occurs marks the
end of column 1 and the beginning of the column 2. For the sake of brevity in reference, in the
subsequent paragraphs the type of alternation 6,— 6,— 6, will be designated as the *“+ type,”
and this type of alternation characterizes columns which fall in the odd positions in the trans-
position rectangle 1. e., in the 1%, 3%, 5%, 7% . . . positions from the left. The other type,
6,->0;—0, will be designated as the “ — type,” and this type of alternation characterizes columns
which fall in the even positions in the transposition rectangle 4. e., in the 29, 4, g%, 8% , . |
positions from the left.

f. With these principles in mind, let cryptograms III and XI, each containing 186 letters, be

studied. They may be superimposed, since they have identical numbers of letters and therefore

the columns end at exactly the same points in both cryptograms.

12 3 4 5 8 7 8 0 10 11 13 13 14 15 16 17 18 19 20 3 2 | "
III.D A G A AFGAGVDAPFOGGIXV FDIXDFUVYV
XI. v F DDV AXGDADV FGGGGT FGDTUDTFIZXIX
94 25 26 27 28 29 30 3L 33 83 34 9536 37 38 30 40 41 4z 43 44 45 48
III. X ¢ F X F D X DD AGADUDTGY ADUDYVDTDG
XI. D AFDDXGGAVGAGDVDVFUDFUDDDG
47 48 49 50 Bl K253 54 55 B8 57 58 50 60 6l 62 63 64 65 6667 63 60
III.L. A F G AV GDGIXUDUDUDAV F VYV DDV FUDAANA
XI.AF AFDAAAGVY AVFGGVY ADDTGTDTDF
70 71 72 78 74 7678 77 78 79 80 81 82 83 84 85 86 87 8889 90 91 92
IIN. A D X AGD X A GGDUDAVY GV FGDVUF VD
XI.G F v DD ADVPFGAFDVF VDDV FV VYV ADA
94 05 06 97 08 99 100 101 102 108 104 105 106 107 108 109 110 111 112 13 114 115
IIn. ¢ ¢ X G G AFFVFDAIXTGDUDUDGTDATFTUDA
XI.¢G D X F X XXF FDIXGDUVFUDGT FTDUDUFGD. A
16 117 118 119 120 121 123 133 124 125 126 127 128 170 130 131 132 133 134 185 136 137 138
II. D 6 G A DDGD X AF VDVFDIXU FV GDDUV A
XI. G F A AGGADIXDGVYVYDGA AV GVDUVFDUDF
130 140 141 142 143 144 145 146 147 148 140 150 151 162 153 154 155 156 157 158 150 160 161
III.v F D DD VFAGDT FFFZXAADTFADGGYV
XI.X G AGXFGVFVVDGYVYDIXDVFVFUFIXGX
162163 164 165 166 167 168 160 170 (71 172 173 174 175 178 177 178 179 180 181 182 183 184
IIL.*F D AVDGXF VDAAYVY GDIXUV FOGGDUDIXG
XI.G X A G A GV GDV YV XGFVDIXDDIXTFUVD
185186
II1. D A
XI.D X

FiauRE 68;
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g. It has already been noted that beginning with the first letter of any oné of the crypto-
grams, the type of alternation for column 1is +. It is therefore not astonishing to find, within
the first 10 letters, an alternation of the 4 type. Note how the V’s and X’s fall in the odd posi-
tions, the F’s in the even. Thus:

It is seen that there are 2 V’s which fall in odd positions (1 and 5), but one V falls in an even
position (10). There is an X, which falls in an odd position (7); there are 2 F’s which fall in even
positions (2 and 6). Unquestionably, then, the type of alternation, at least for the first 10
letters in each of these cryptograms, is +-.

k. Take the next section of 10 letters in these two cryptograms. The letters are as follows:
11 12 13 14 15 16 17 18 19 20

IIl. DAFGGXFDXD
XI. DFGGGGFGDD
Here there are 4 F's; 3 of them fall in odd positions (13, 17, 17), and one falls in an even position
(12). Thereare2X’s; one falls in an odd position (19), one in an even position (16). There areno
V’s among these letters. So far as the evidence afforded by the F’s is concerned, it would appear
that this section of text shows the type 2 or ““ — type” of alternation of components, since in
type 1 or “- type” the F’s occupy even positions and here the majority of them occupy odd
positions. But so far as the X’s are concerned, the evidence is equally balanced: one X falls in an
odd position, one in an even position. There being no V’s, no conclusions can be drawn from this
letter. To be guided solely by the evidence afforded by the 3 F’s may be unwarranted. Is it
not possible to weight the frequencies of the letters so that it will be unnecessary to rely merely
upon a few of them and the evidence afforded by all the letters can be taken into account? Why
not assign frequency weights according to the two distributions in figures 66 and 67?7 The figures
then become as follows: _
Odd (1st, 34, . . .) letters

Even (2d, 4th, . . .) letters

A DF GV X A D F G V X
T 2 = BE E B S -
B Sz = =

Total=3 -+ 11+ 3 + 8 + 11 + 6 =d42letters Total=4 4 10 + 11 + § 4 4 + 1=35letters

FIGURE 69.

Since the odd letters have a total frequency of 42, the even, a total frequency of 35, for purposes
of equalizing the distributions in applying the weights it seems advisable to deduct one-sixth
from the total when applying the weights to odd letters.

4. Now in applying these weights to the letters, it must be borne in mind that since a trans-
position rectangle with an odd number of columns is involved, half of the letters are class 1 com-
ponents, the other half are class 2 components. Hence, in finding the frequency value of the

letters it is necessary to apply the weighted frcquencies to alternate letters in the sections, as
shown in figure 70.

11 12 13 14 15 18 17 18 19 20
III. DAFGGXFDXD
XI. DFGGGGFGDD

Distribution of odd letters Distribution of even letters
A DF G VY X A D F VvV X

~ = 0~

w ]
L/
w JIf
~ a2

0 =1 3 ]
FIGURE 70,

f= 0 o 1

T
4
B
&

s e
b
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These distributions, when evaluated in accordance with figure 69, yield a total frequency value
of 126; when evaluated in accordance with figure 69 reversed, yield a total frequency value of
143. The detailed calculations are as follows:

On the basis of figure 69 normal (odd letters as 6,’s, even letters as 9,’s):
0(3)+3(11)+3(3)+3(8)+0(11)+1(6)="72
72

72——6- 60
1(4)+43(10)+1(11)+4(5)+0(4) +-1(1)=66 =66

| Total=126
On the basis of figure 69 reversed (even letters as 0;'s, odd letters as 6,’s):
1(8)+3(11)+1(3) +4(8)+0(11)+1(6)="77
77
7——6— 64

0(4)+3(10)+3(11)+3(5)+ 04)+1(1)=79 =79

Total=143

j. Now the frequency sums here obtained (126 vs. 143) indicate that an alternation of the
type 6,~>0,~>0, is in effect, that is, if a beginning is made with positidn 11, the type of alterna-
tion is “—". Since the type of alternation for the first 10 letters is “-+’’ and for the second
10 lotters “—”, the reversal in alternation would indicate that column 1 of the transposition
rectangle ends somewhere near the 10th létter. This same sort of reversal takes place after the
20th letter, as shown by the ca.lcula.tlon in figure 71.

21 22 23 24 25 26 27 2R 29 30
I1I. FVVXGFXFDX.
XI. FXXDAFDDXG"

Distribution of odd letters
A DF GV X

—_—
~ = =

f= 1

Distribution of even letters
A DPF GV X

=~ D ™ =

w M
w M

.f-O 2

(%]

2 1 1 11
On the basis of figure 69 normal (odd letters as 6,’s, even letters as 6,s):

1(3)+2(11)+ 2(3)+1(8)+1(11)+3(6) =68
68—-%8-—57

0(4)+2(10)+3(11)+1(5)+ 1(4)+3(1)=65 =65

Total=122

On the basis of figure 69 reversed (even letters as 9."5,- odd letters as ©,'s):

0@)+20D+ 3EHEFIAD+3EO=68
68—§6§ 57

1(4)4+2(10)+2(11)+1(5)+ 1(4)+3(1)=58 =58

Total=115

FIGURE 71.

-
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Beginning with the 21st position, the alternation is of type 8,—60,—>6;; hence itisof the* +'*type.
Again the reversal in type of alternation occurs in passing from the 2d set of 10 letters to the 3d
set, and this indicates that column 2 of the transposition rectangle ends somewhere near the 20th
letter. But, fortunately, this time the exact location of the break is definitely indicated: The
simultaneous appearance of V and X in the sequent positions 22 and 23 léads to the idea that the
22d letter marks the end of column 2 and the 23d letter marks the beginning of column 3. There is
nothing of an absolute nature in this point: It is merely an indication based upon probabilities and
does not constitute a conclusive proof by any means, Now if there is this definite break at the
end of 22 letters it means that columns 1 and 2 must each contain 11 letters. The calculations
have heretofore been based upon sections of 10 letters and the results are therefore modified as
shown in the following calculation:

FirsT Secrion (letters 1-11)

1.2 3 4 5 6 7 8 9 10mn

IHI. DAGAAFGAGVD

XI. VFDDVAXGDAD
Distribution of odd letters Distribution of even letters
A DF GV X A DF GV X
f=1 § 0 3 2 1 f=5 1 2 1 1 o

Weighted values of distributions: .
On the basis of figure 69 normal (odd letters as 9,’s, even letters as 6y’s):

1@)+5(11)+ 03)+3(8)+2(11)+1(6)=110 .,

5(4)+1(10)+21)+1(5)+ 1(4)+0(1)=61 =61
Total=153

On the basis of figure 69 reversed (even letters as 6,’s, odd letters as 6,’s):
5@3)+1(11)+ 2(3)+1(8)41(11)+0(6)=>51 51

51— = 42

6
1(4)+5(10)+0(11)+3(5)+ 2(4)+1(1)="78 =78
Total=120

The type of alternation is 6,;—6,—6,, or “ 4.

Seconp SecTioN (letters 12-22)

12 13 14 15 16 17 18 19 20 21 22
III. AFGGXFDXDFUV
XI. FGGGGFGDDFX

Distribution of odd letters Distribution of even letters
A DF GV X A DF GV X
f=0 1 5 3 o0 1 f~1 8 1 4 1 12

P 3
=
5

e R R R
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Weighted values of distributions:
On the basis of figure 69 normal (odd letters as 6,’s, even letters as 6,'s):

0(3)+1(11)+5 (3)+3(8)40(11) +1(§)=56 56

56— —= 47

6
1(4)+3(10)+1(11) +4(5) + 1(4)+2(1)=T71 =71
Total=118

On the basis of figure 69 reversed (even letters as 8,’s, odd letters as 6,'s):

13)+3(11D)+ 13)+4@)+1(11)+2(6)=9%4 ,

0(4)+1(10)+5(11)+3(5)+ 0(4)+1(1)=81 =81

Total—=159

Since the distribution here begins with an even-numbered position (12), and the greatest
total is obtained on the basis of figure 69 reversed, the type of alternation for the second section

of 11 letters is therefore again 6,—>0,—6,, or “ 1",

Tamp SectioN (letters 23-33)
By 2 36 7 ® 2950 3 33 3

III. VXGFXFDXDDA
XI. XDAFDDXGGAV

Distribution of odd letters Distribution of even letters

A DF GV X A DF GV X
f~2 3 0o 2 2 38 f~1 3 38 o 2

1

Weighted values of distributions: '
On the basis of figure 69 normal (odd letters as 6,’s, even letters as 0,'s):
2(3)+3(11)+ 0(3)+2(8)+2(11)+3(6)=95

95—%= 79
1(4)+3(10)+3(11)+1(5)+ 0(4)+2(1)=74 = 74
Total=153

On the basis of figure 69 reversed (even letters as s, odd letters as 6,’s):
1(3)+3(11)+ 3(3)+1(8)+0(11)+2(6)=65 65

6
2(4)+3(10)+0(11)+2(5) + 2(4)+3(1)=59 = 59
| Total=113

Since the best values are obtained on the basis of fizure 69 normal, the type of alternation for
the third séction of 11 letters is 8,—6,—6,, or “ ",

S
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k. Now if columns 1 and 2 contain 11 letters, and the total numbér of letters is 186, the
transposition rectangle obviously has 17 columns, there being 16 long columns of 11 letters and
one short column of 10 letters [(17X11)—1= 186]

l. There is another cryptogram which also contains but one shorb coluran, viz, VII, of 254
letters [17X15) —1=254]." The columns of this cryptogram contain 4 more letters than the
corresponding columns of ITT and XI.  Assuming, momentarily, that the last column is the short
one, cryptogram VII may be added to the superposition of III and XI, provided these sets of 4
additional letters are accounted for. This has been done in figure 72. In that figure the 4
extra letters pertaining to cryptogram VII are shown as falling under the last letters of the col-
umns of cryptograms IIT and XI, but this is only an arbitrary placement. It is sufficient to
place these extra letters in such positions as will make the first one of the series begin in an even
position.

m. Since the transposition rectangle is now known to be 17 columns wide, the data in figure
69 may be enlarged to correspond to this information. For example, whereas in originally
constructing figure 69 the first column of eryptogram I was assumed to have only 8 letters (to
correspond to a key of 25 numbers), it may now be extended to a column of 12 letters, and so op.
The a,dd:txonal portlons used to make the dlstnbutlons in- ﬁgure 74 are shown underllned in

figure 73

8
"-5 ¢
K

1 2 3 4 5 6 7 8 9 10 11 12 18 .14 15 18 17 18 19. 22 -
III.D A G A AF G A GV DAFGGIXU PFDIXDTFUV
XIL.L.V F DDV AXGDADVFGGGG G?PFGDT DTFX
Viih.G A F G F F X PV F G A GG XD X X DUDTF A

. F X AV T G V DD

LB 20 25 26 27 2R 20 30 81 32 3 34 3 36 87 38 30 40 41 42 43 4
II1. v ,:X G.F XF D X DDAG A D.D- G V.A D D V D
XI. X DA F ‘D DX GG AV GAGTDUV DF D'F DD
VIILV D V.F F..A D A V A V A D A A F V.F.D.F V D
' : - F V G G ‘ X F X X

45 46 47 48 40 B0 b5l 52 53 54 b5 56 57 KR 50 60 61 62 63 64 K5 66
Nn.b G A F GA YV GDGIXDUDUDAVF F Y DDTF D
XI.D G AF A FDAAAGYVY A VFGGVY A-DD G
VIL.G D X D DF VDV FUFIX YV ADJIXUVA XDV X A

o o D VvV F X F F V D

67 68 60 70 71 72 73 74 75 76 77 78 70 80 81 82 83 84 85 85 87 88
IIT.A A A AAD X A GDIXAGGUDUD AV GV FGTD
XI.D D F G F VDD ADUFGAFUDT FVDDVF VYV
ViLF D G X F D GFDDUVFAAFVF FPFVXDGTF

B vV b VvV Vv D.D V: A

% 9 01 92 93 o4 95 06 o7 98 99 100 10103 103 104 105 106 107 108 109 110
II.v  v-D G'G X GG AFF YV FDAXGDUDTDG
XI.V A DAGDIX F XXXV FVFDIXGDT FTDG GTFTD
VILD D F DDDJIXT FFAGAAGVYDGGVYDTF G

. F X F X G G X D

1 112 113 114 115116 117 18 119 120 121 122 123 124 125 126 127 128 120 130 131 132
ILD AF D ADGGADDGDXIXAFVDFTDIXTF.
XILD F GDAGTPFAAGGATDIXDGUVDGA ATV G
VILF D F V AFFGPF XGOGDGEGGEGDDAVDIX A

D A X D D F A F

FIGURE 72.
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133134 135 136 137 138 139 140 M1 142 143 144 146 146 147 148 149 150 151 152 153 154
III. v G D DV AV FDUDUDVUFAGTDUVFUVFUVF X A A
XXy pDFDDF X GAGIXV FGVYVYFVY VD GYVY DX
Vi.v # X D D XV AGD VYV XDGIXIXDUVFVY FD

V D DF D DD A

155 156 157 158 159 160 161 162 163 164 165 166 167 168 160 170 171 172 173 174 175 176
JII.D F A D GGV FDAVDGIXVFVDAAVYV GD
XI.D F F F XG X GX A GAGVY GDVY YV X G F V
Vii.A F D F XD X G D A A DV DDV ADTDV DY

. F V D F AV D G

177 178 179 180 181 lsjé 183 184 IR5 IR
I, X F G G D D X G D A
XI.b X D DX F V DDX
VILAF VvV F X F A A V D

D F VD
F1aure 72.—Continued.
Cryptogram| Length Letters taken Cryptogram | Length Letters taken
I 212 VDDGGGVFDFVD VII 254 GAFGFFXFVFGFXA
II 108 VDAAYD VIII 144 DGVVGFXG
III 186 DAGAAFGAGV IX 182 GDDDDXVGVD
IV 110 ADXVFX X 130 DGDDFVF
' 202 DFXFDDVVVDX XI 186 VFDDVAXGDA
VI 120 GDGFXAG XII 224 XFDFXVVDVDAVD
F1GURE 73.
The new frequency weights are therefore as follows:
0dd (1st, 34,. . .) lettt_ers Even (2d, 4th, . T.') _lettexjs
A DF GV X A DF G V X
= 2 B B2 Z B 2 2 B B B2 <%
~ B B E B S
S =B 2 =
Total = 4 + 144 5 + 11 415+ 10 =50 Total = 9 + 16+ M4+ 84+ 7 4 2 =58

FiGURE 74.

Since the two totals are quite close together, no correction need be made of the nature of that
made in preceding calculations, where one-sixth was deducted from the total values of odd letters.
n. Beginning with position 23, in the case of cryptograms IIT and XI, the next 11 letters,
and, in the case of cryptogram VII, the next 15 letters are clearly of the “4’’ type of alterna-
tion. The data are as follows:
23 24 25 26 27 28 20 30 31 32 33

NI.VXGFXFDXDDA

XI. XDAFDDXGGAV
VILVDVFFADAVAY
FVGG
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Distribution of odd letters Distribution of even letters
A DF G V X A DF GV X
R S s & -~ =
f=2 4 1 3 7 3 f= 4 4 & 3 0 2

Weighted values of distributions:
On the basis of figure 74 normal (odd letters as 6,’s, even letters as 6,’s):

2(4)+4(14)+ 1(5)+3(11)+7(15)+3(10) =237
4(9)-+4(15)+5(14)+ 2(8)+ 0(N+ 2(2)=186
Total=423

On the basis of figure 74 reversed (even letters as 0,’s, odd letters as 6’;’s):

4(4)+4(14)+ 5(5)+2(11)+0(15)+2(10)=139
2(9)+4(15)+1(14)+ 3(8)+ 7(N)+ 3(2)=171
Total=310

Since the greatest total is obtained on the basis of figure 74 normal, the type of alternation for the
third section of letters is 6,— 6,— 6y, or *“+".

o. Continuing the foregoing process with the letters beyond position 33, the data are as
follows:

34 35 36 37 38 30 40 41 42 43 4

IN. GADDGVADDVD

XI. GAGDVDFDFDD

VIIL ADAAFVFDVFD

XFXX
Distribution of odd letters Distribution of even letters
A DF GV X A DF GV X
T 2 = = T 2 B E ="
f=3 8 1 0 3 2 f~3 5 5 4 2 1

Weighted values of distributions:

On the basis of figure 74 normal {odd letters as 6,’s, even letters as 6,’s):
3()+8(19)+ 1(5)+0(111)+3(15)+2(10)=194
3(9)+5(15)+5(14)+ 4(8)+ 2(7)+ 1(2)=220

Total=414

On the basis of figure 74 reversed (even letters as 6,’s, odd letters as 6,'s):

3(4)+5(14)+ 5(5)+4(11)+2(15)+1(10)=181
3(9)+8(15)+1(14)+ 0(8)+ 3(7)+ 2(2)=186
Total =377
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Since the distribution begins here with an even-numbered position (34), and the greatest total is
obtained on the basis of figure 74 normal, hence the alternation for the fourth section or column
is of the type 6;— 6,— ©,, or “—7"’,

p. (1) The data for the letters beyond position 44 are as follows:

45 46 47 48 49 B0 Bl 52 53 54 55

I11. DGAFGAVGD.GX

XI. DGAFAFDAAAG

VII. GDXDDFVDFFX

DVFX
Distribution of odd letters Distribution of even letters
A DF GV X A DF GV X

S 2 - = S § S s E S

f= 4 5 1 3 3 4 /=3 4 6 4 0 o

Weighted values of distributions:
On the basis of figure 74 normal (odd letters as 0,'s, even letters as 0,’s):

4(4)+5(14)+ 1(5)4-3(11)+3(15)+4(10)=209
3(9)+4(15)+6(14)+ 4(8)+ 0(7)+ 0(2)=203
Total =412

On the basis of figure 74 reversed (even letters as 0,’s, odd letters as 9,’s):

3(4)+4(14)+ 6(5)+4(11)+0(15)+0(10) =142
4(9)+5(156)+1(14)+ 3(8)+ 3(1)+ 4(2)=178
Total=320

Since the distribution starts with an odd position (45) and the greatest total is obtained on the
basis of figure 74 normal, the type of alterndtion for the fifth section or column is 6, 6,— ©,,
or {4 + ”.

g. The types of alternation for the first 5 columns, which are all long columns, is there-
fore + + + — -+. Since eryptograms ITI and X1 contain but one short column, it is advisable
to be on the lookout for it as the work progresses. It is possible to continue with the process
detailed above. For example, the calculations for the next or sixth section of 11 letters are
shown below:

§6 57 58 50 80 61 62 83 64 85 66
III. DDDAVFVDDFD
XI. VAVFGGVADDG
VII. VADXVAXDVXA
FFVD
Distribution of odd letters Distribution of even letters
A DF G V X A DF G V X
ZE s = - - = R
f= 65 4 4 1 1 2 = =
f= 7 1 2 8 1
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Weighted values of distributions:
On the basis of figure 74 normal (odd letters as ©,’s, even letters as ©,'s):

5(4)+4(14)+ 4(5)4+1(11)+1(15)+2(10)=142
1(9)+7(15)+1(14)+ 2(8)+ 8(7)+1(2) =202
Total=344

On the basis of figure 74 reversed (even letters as ©,'s, odd letters as 0,'s):

1(4) +7(14)+ 1(5)+2(11)+8(15)+1(10) =259
5(9)+4(15)+4(149)+ 1(8)+ 1(7N)+ 2(2)=180
Total=439

Since the distribution starts with an even position (56) and the greatest total is obtained on the
basis of figure 74 reversed, the type of alternation for the sixth section or column is 6,—56,—6;,
or ¢ +n‘

r. But perhaps advantage should be taken of the availability of additional cryptograms.
For example, cryptogram V, of 202 letters, has 2 short columns [(17X12) —2=202], whereas the
cryptograms thus far dealt with each have but one. That is, cryptogram V has one short column
in common with eryptograms III, XI, and VII, and one additional short column not possessed
by the latter. Can this additional short column of cryptogram V be located?

8. Suppose column 1 of cryptogram V is the additional short column. Then the letters of
column 2 would be FXF XFF F VAGTF D. These letters when evaluated on the
basis of figure 74 normal yield a total of 77; when weighted on the basis of figure 74 reversed,
a total of 144. The calculation is as follows:

Distribution of odd letters
A DF G V X

Distribution of even letters

A D F G V X

~— z ~ ot m wma o

/=1 o0 5 0 o o0 J= 0 1 1 1 1 2
On 'the basis of figure 74 normal (odd letters as ©,’s, even letters as 6,s):

14)+0(14)+ 5(5)+0(11)+0(15)+0(10)=29
0(9)+1(15)+1(14)+ 1(8)+ 1(7N)+ 2(2)=48
Total=77

On the basis of figure 74 reversed (even letters as 6,’s, odd letters as 6,’s):

1(9)+0(15)+-5(14)+ 0(8)+ 0(7)+ 0(2)=79
0(4)+1(149)+ 1(5)+1(11)+1(15)+2(10)=65
Total=144

According to this calculation, column 2 of cryptogram V seems to correspond to the type of
alternation 6,—0,—0,, that is “—". But from previous work it is fairly certain that column 2
is of the “+” type. Hence, column 1 of cryptogram V is probably not the additional short
column of that message. Assuming column 2 to be the extra short column, no such contra-
diction is obtained, for the calculation is as follows:
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Assuming column 2 to be short, the letters of collumn3areX AVDAGFDVDGF.

Distribution of odd letters Distribution of even letters

A DF G V X A DF GV X

f= 1 0 1 1 -; 1 J= 1 —3-
Weighted values of distributions:

On the basis of figure 74 normal (odd letters as 6,’s, even letters as 6,’s):

1 1 0 0

1(4) +0(14) +1(5) +1(11) +2(15) +1(10) = 60
1(9)+ 3(15)+1(14)+ 1(8)+90(7)+0(2)= 76
Total =136

On the basis of figures 74 reversed (even letters as 6,’s, odd lctters as 9,’2)
1(9)+0(15)+1(14)+ 1(8)+ 2(7)+1 (2)= 47
1(4)+3(14)+ 1(5)+1(11)+-0(15)+0(10)= 62
Total=109

Since the greatest total is obtained on the basis of figure 74 normal, the type of alternation is
0,—0,—6; and column 3 is a ““ 4’ column, which is consistent with the formula ++ 4 ~ + for
columns 1 to 5, as previously ascertained.

If all the foregoing reasoning is correct, and column 2 is the additional short column for crypto-
gram V, it must be the next to the last column of the transposition rectangle. Since it is a
“4" column, the last column must be a ‘“—’’ one; therefore, there are 9 “—" columns and
8 ““+” columns. This definitely determines that the “—’’ columns are the odd ones, the 4"
columns the even ones, since in an odd-width rectangle there is one more odd column than even
columns.

t. The single short column which is common to cryptograms III, XTI, and VII is one of the
columns beyond column 5. Assuming each possibility in turn, there is obtained for the type of
alternation in each column the distributions of “ <"’ and *‘—"’ shown in figure 75.

* Column
Assumption sm:‘\‘iltzl gf
11213|4]|5|6{7|8|9|10(11|12]13|14|1565(16(17

(1) 6th short + |+ - - | 04, 7
(2) 7th short H+ |+ [ = L o 8-
(3) 8th short +{+H{+H— [+~ =~ 8+, 9—
(4) 9th short, +H = = -] 9 8-
(5) 10th short ++H - ) 8 8-
(6) 11th short + |+ = = ] 7 20—
(7) 12th short +i+ i+~ e 8 12—
(8) 13th short +(+ |+ =+ = ] 7 10—
(9) 14th short + |+ [+ | [+ ==+~ [+~ [~ |~] 8+ 9—
(10) 15th short + |+ 1+ |+ = [ | 9 8-
(11) 16th short + (= (= (| 104+, 7
(12) 17th short. e R R e B e e B e e e B R E R E (R TS B

FIGURE 75,

u. The correct assumption must satisfy the following conditions:

(¢) There must be 9 “—"" and 8“4’ columns.
(8) The short column must be “—". .
324155—41——10 '
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Only assumptions (3) and (5), in which column 8 and column 10 are short columns, satisfy these
conditions. Therefore, column 2 is followed by either column 8 or 10. Testing the combination
2-8 for monoalphabeticity of bipartite pairs, the distribution shown in figure 76 is obtained.
When combination 2-10 is tested, the distribution shown in figure 77 is obtained. Obviously,
the 2-8 combination is the better.

2d component 2d component

A D F G V X A D F GV X

A A
g P §°
=} —~— — = — — — S~
g Gl | = 2 G
v v
x| | = X
E (¢)=.0667X17X16=18.14 E (¢)=.0667X17X16=18.14
¢ = 22 b =4
FIGURE 76. FIGURE 77.

v. It is possible by introducing cryptograms with additional short columns to determine
more of the key. Thus, it was found by using cryptograms XII and VI that the first 3 numbers
of the transposition key are 16-5-7. But the process of anagramming will yield the solution at
least as rapidly. In this process, of course, advantage may be taken of the fact that the columns
have been classified into the “+'" and ‘“—"' types and no combinations of two “+” or two
“ " columns need be tested, since only combinations of the type + —’ or* — +-’” are permissible.

w. The final transposition key and the substitution checkerboard are shown in figure 78.

164 7 L 9 3 14 1 13 ll;l 10 4 12 15 2 8
V I K I G S C R O W N H OTTE L
2d ecomponent
A D F GV X
aAlv|z|o|k|N|G
.D|7|s|c|3|rR|O
E.F W H|{8|T|E|S5
sclL|al1|Bl2|D
vl4|Fle|lJdlalm
x[PlQlulx|Y]|z
FI1GURE 78,

z. All the foregoing details concern a case in which the transposition rectangle has an odd
number of columns. Now if the rectangle contains an even number of columns, this type of
solution is, of course, still applicable, and in fact is easier, since the letters of the text of the re-

VN F .
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spective sections do not have to be distributed into odd and even letters. It is only necessary
to identify a section as being composed of initial components or of final components. This
analysis then produces a series of sections corresponding in number with the number of columns
in the transposition rectangle. This number will, of course, be even. By a careful study of
where alternations in composition of components (©; or 8;) occur, the division of the text into
sections corresponding to long and short columns can be accomplished. The remaining steps
are obvious and follow the lines elucidated in paragraph 39e¢—j.

9. The entire structure upon which this general solution rests is destroyed if the substitution
checkerboard has been consciously manipulated to equalize or flatten out the sums of the weighted
frequencies of the letters in its rows and columns. For example, note the following checkerboard,
which is not ““perfect” but gives approximately similar frequencies in its rows and columns.®

2d component )
A D F G ' X Sums
I S U
A 74 9 61 26 164
D T W c P
92 16 31 2 166
g G A N
E F 16 74 il 169
g
gel x| V| J | E| B | K
3 5 16 2 130 10 3 165
v R M F L
76 25 38 36 165
X D | Z | Y| o]|H
42 1 18 75 34 169
Sums 171 177 166 185 158 163 1,000
FIGURE 79.

z. If the statistical calculations upon which, this general solution is based make use of the
logarithms of the frequencies instead of the frequencies themselves, much more accurate and
clear-cut data will be obtained.

8 The frequencies indicated as those given in fig. 3, p. 13, Military Cryptanalysis, Part L.

T T T P
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44, Review of principles underlying the cryptographic method.—Several bifid fractionating
systems have been explained in previous texts of this series.! In certain of these systems four
basic steps are involved, two of substitution and two of transposition. These steps may be
briefly described as follows: (1) A process of decomposition (substitution), in which each plair-
text letter is replaced by two components, 6} and 62, of a bifid or bipartite alphabet; (2) a
process of separation (transposition), in which the 6'6? components originally paired together
are separated; (3) a process of rpcombination (transposition), in which the separated compo-
nents are combined to form new pairs; (4) a process of recomposition (substitution), in which
each new pair of components is given & letter value according to the original or a different bifid
alphabet. .

45. Example of & simple bifid cipher.—a. One of the simplest bifid fractionating systems
is that exemplified in the following subparagraphs. It will be employed to set forth certain
principles in the general solution of systems of this and similar nature.

b. Given the 25-cell substitution checkerboard shown in figure 80, let the message to be
enciphered be ONE PLANE REPORTED LOST AT SEA. The first step is to replace the plain-
text letters by the bipartite equivalents, the two elements or components being set down ver-
tically beneath the plain-text letters. This represents the first two of the four processes re-
ferred to in paragraph 44, the first being that of decomposition or substitution, the second, that
of separation or transposition, represented by the manner in which the two bipartite elements
are set down vertically (instead of horfzontally), thus separating the two elements from their
normal horizontal juxtaposition,

i See Special Text No. 166, Advanced Military Crypiography, sec. XI and Military Cryptenalysis, Part I,
see. IX. N
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24 component
1 2 3 4 5
1 [ula|nfulF
gz clT|{r|1|G
53 B|D|E|H|K
s {L|olriaqls
s lviwlx|y|z
FIGURE R0,

4

Plain text_____. ONE PL
Components._{ 13 44
3 3 3 1

T SEA
2 4 3 1
2 2 5 8 2

The third process, that of recombination or recomposition, also involving a transposition, is now
to be performed and will consist in combining elements standing in diagonal relationship to the
right, that is, as shown by the arrows below:

ONE PLANE REPORTED LOST AT SEA
4 1.3 4 4 1 13 23 4 4 2 233 4 442 12 431
AAA PP

273387 371283 333238232 125232 223 538 2

giving the pairs 21, 33, 34, 34, 11, 21, 33, etc. There are left, at the end of the process, one
element in the upper line at the extreme left and another element in the lower line at the extreme
right, yielding the pair 24, which may be placed at the head or tail of the resultant combinations,
as preagreed. The last or fourth process, that of recomposition or substitution, is to replace the
new pairs of components by letters from the original or a new checkerboard. If the same
checkerboard is used, it yields the text shown herewith:

Plain. ... ___ONE PLANE REPORTED LOST AT SEA
C e f4,1,8, 4,4 1 1.8 23 4423233 4442 12 4310
omponens{g;.s;s,. 77 s 383232832 1383 33 8332
Cipher.... _ _CEH HMCED EHHTDRETI UIWC TI XBTI

¢. Another and perhaps more simple way of accomplishing the same process is to set down
the bipartite equivalents horizontally and recombine them as shown below:

0O NE PL ANE
42 13 33 48 41 12 13 3B ..
RA RA KA RA KA RA KA RA

C EHHMMGEGCE

The results are identical with those obtained from the preceding manner of operation. The
text is of course sent in 5-letter groups.

d. Ingtead of using the digits 1, 2, 3, 4, 5, as the bipartite components one can use the
vowels A, E, I, 0, U, or any other characters that are deemed suitable. Perhaps digits are best
as they are less likely to be confused with letters of the text. © .

e. As intimated above, the checkerboard used for the recomposition may be different from
that employed in the decomposition. But it will be shown that the additional safety afforded
by using two different checkerboards is somewhat illusory, and is by no means as great as may
appear on first consideration.

e
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48. Principles of solution.—a. Note the following skeleton encipherments, using the
checkerboard shown in figure 80:

CENO SEND RENC HENA TENY
3 1 4 4 3 1 3 2312 3311 2315
1;I3;|3;|2 5)3}'3)2 3 3 3 1 4 3 3 2 2 3 3 4
NBH XBE EBD PBB RBK
(1) (2) (3) (4) (5)

These five encipherments have in common a plain-text digraph EN. The five cipher versions,
however, have only a single letter in common, B. This is, of course, a phenomenon already
encountered many times by the student and its cause is easily understood by him: The mechanics
of the system tend to reduce by one character the lengths of the repetitions in the cipher text,
as compared with their lengths in the plain text, a trigraphic repetition in the plain text mani-
festing itself as a digraphic repetition in the cipher text, a tetragraphic one becoming a trigraphic,
and so on. More will later be stated on this phase of the matter.

b. But now study the individual cipher letter immediately preceding and succeeding the
cipher letter which these five encipherments have in common. They are as follows:

Letters preceding B,......___.. N, X, E, P, R
Letters succeeding Be-. ... H, E, D, B, K

Reference to the checkerboard discloses the very interesting and important fact that the letters
preceding the cipher repetition (B,) all come from the same column in the checkerboard, the letlers
succeeding the repetition all come from the same row in the checkerboard. How this phenomenon
is brought about is quite simple to see. Take the first of the five examples, that in which
C E N 0, produces N B H,. The N, is the result of combining the second component of the
bipartite equivalent of C, with the first component bipartite equivalent of E,, yielding the com-
bination 13, which is N. No matter what the other three letters in the plain-text tetragraph
may be, if the second letter is E;, the second component bified equivalent of the first letter of
the cipher trigraph must be & 3. This means that this first letter of the cipher trigraph must
come from column 3 of the checkerboard. Exactly which row this letter will come from is deter-
mined by the identity of the second component of the bifid equivalent of the first letter of the
plain-text tetragraph. Hence, since the 5 tetragraphs in the example all have the same plain-
text letter in the second position, the initial letters of the cipher trigraphs all must come from
the same column of the checkerboard. It is unnecessary to go through the reasoning, which is
parallel, in the case of the third letters of the cipher trigraphs: these all must come from the
same row of the checkerboard.

¢. A good understanding of the phenomenon just noted can certainly be employed to
advantage in solving this and similar types of systems, for i becomes obvious that a careful study
of the letters immediately preceding and following cipher repetitions should facilitate a reconstruction
of the checkerboard employed in the substitution® Indeed, if there were no other phenomena to
disturb this very simple relationship, solution would be quite easy. All that would be required
would be to study the prefixes and suffixes to all the A’s; B’s, C’s, . . . in the cryptogram, find
the letters which belong in the same columns and rows of the checkerboard, and the reconstruc-~
tion of the latter would follow very simply. Unfortunately, however, there is a disturbing
phenomenon which must now be considered.

# The principle involved in sucllxlrecon.struétion was, to my knowledge, first pointed out and successfully
employed early in 1938 by Associate Cryptanalysts 8. Kullback and A. Sinkov.

IR b R L

- e

= F AR il

(6) (7)

Here the B, is preceded by letters (U and T) which not only are not in the same column as those
in the corresponding position in the case of the first five encipherments, but also these two letters
are themselves in different columns. The cause of this is not difficult to sec. It is mercly that
the second component of the P, and the second component of the R, happen to be identical, the
first component of the U, and the first component of the M; also happen to be identical, thus
producing the same cipher letter in both cases. This is a phenomenon which must happen by
chance a certain number of times, a number which is dependent not only upon the mechanics
of the system but also upon the exact composition of the checkerboard. Disregarding for the
moment the latter factor, it is obvious that if the checkerboard is perfectly balanced, the bifid
element 3, for example, should occur 20 percent of the time as the first or as the second element
of a bifid pair, since there are 5 clements and each can theoretically appesr an equal number of
times. However, since the checkerboard is not perfectly balanced, the bifid element 5 can, in
the case of figure 80, appear as a second component of the bipartite equivalent of a cipher lettcx
only very rarely, since it corresponds to the first component of the bifid equivalents of the letters
V, W, X, Y, and Z, all of which are of low frequency. On the other hand, the bifid element 3, in
the case of figure 80, can appear very frequently as a first component of the bifid equivalent of
a cipher letter because it is the second component of the bifid equivalents for the high-frequency
plain-text letters N, R, and E, which are all in column 3. However, since the exact composition
of the checkerboard is unknown when cryptograms of this sort are to be solved, frequency
weights can, of course, not be assigned to any of the components or bipartite elements and it
will have to be assumed that each one has an equal probability of occurrence, that is, one-fifth.

e. From the foregoing discussion it is obvious that it would be unwise merely to study the
prefixes and suffixes to identical single letters of the cipher text in an attempt to solve crypto-
grams of this sort, for the disturbing effect of the accidental identities of certain cipher letters
would be sufficient to retard solution. A few detailed examples of the type of study that must
be made in connection with repetitions in such systems as this will now be given.

f. It was stated in subparagraph a that the mechanics of the system tend to reduce by one
character the lengths of the repetitions in the cipher text. The expression “tend to reduce”
aptly describes the situation, for not only can it happen that a 3-letter repetition in the plain
text may appear to remain a 3-letter repetition in the cipher text, but also it can happen that
a 3-letter repetition in the plain text may even appear as a pseudo 4-letter repetition in the
cipher text. Study the following examples (based on fig. 80) and note what happens in each case:

C N T_H E D A
4) 11: '21; l:;i aEs 2 (A B =3 = = 12
W R_P D D R _P E c
Y T T H E H A
(B) X BTﬂ s E:B 54 (B) 22 22 34 33 34 12
0 R_P K T R P E L
) 2
A 3-letter plain text repetition appears as a 2-letter cipher text repe- A 3-letter plain-text repetition appears as s 3-letter cipher-text repe-
tition. tition because the st components of the Dy and Hp happen to be identical

(D and H are in same row in checkerboard),
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I N T H E G T 0 T H E M A
(A 2 13 27 —u B QD 2 < =~ B n 12
L D R P D I T R P B M
0 R T H E U N D T H E N E
B) & xn T u B u B) 13 = = m = 13 8
T D R P B E T R P B E
3) 4

A 3-letter plain-text repetition appears as a 3-letter cipher-text repeti- A 3-letter plain-text repetition appears as a 4-letter cipher-text repe-
tion because the second component of the Np and Ry happen to be iden- tition because the phenomena of case 2 and case 3 occur simultaneously
tical (Rand N are in same column in checkerboard). (0 and Dare in same column; M and Nare in the same row in the checker-

board).

g. From a study of these phenomena the rule may be deduced that an n-letter repetition
in the plain text is really reduced to an (n—1)-letter repetition in the cipher text, but it can happen
fortuitously ® that the real repetition is extended on either or both ends of the repetition by a
pseudo-repetitious letter. Hence, a 3-letter plain-text repetition may appear as a 2-, 3-, or
4-letter repetition in the cipher-text.

h. It is therefore possible to make wholly erroneous deductions from some repetitions, es-
pecially if the latter are short. Note for instance the following example, still using Fig. 80
28 a basis:

F 0 U R D A (YS) S 0 M E D U (TY)
15 42 14 23 32 12 . .. 45 42 11 a3 32 14 . e .

Y ¢ 0 D ¢ Y C N D C
Here are 2 sequences of 5 cipher letters, identical save in the central letter, and yet the 6-letter

plain text sequences have only 2 letters in common. This example is cited to show that the

cryptanalyst must be very careful in respect to the deductions he may make in the case of short
repetitions. In the example cited it happens that the accidental repetitions are such as to make
the sequences as a whole almost appear to be identical.

4. It is these pseudo-repetitious elements which complicate the solution of what would
otherwise be a simple system. To illustrate what is meant, note that in case (1) of subparagraph
f the letters W, and O, the prefixes to the repetition RP,, do actually come from the same column
of the checkerboard; the letters D, and K,, the suffixes, do actually come from the same row.
But now note in case (2) that while the prefixes D, and T, come from the same column, the suf-
fixes C, and L, do not come from the same row. Note also in case (3) that while the prefixes
L, and T, do not come from the same column, the suffixes, D, and B,, do come from the same row;
while in case (4) the prefixes turn out to be the same letter, T, (which constitutes an example
where the two prefixes come from the same column) but the suffixes, M, and E,, come from differ-
ent rows. Since the exact length of the real repetition, without its pseudo-repetitious elements,
does not readily manifest itself in the cipher text (although in favorable cases it may be deduced
by a careful detailed analysis and comparison with nearly similar repetitions) the nature of the
difficulties confronting the cryptanalyst become apparent.

7. The nature of the detailed analysis and comparison of repetitions referred to above may

. require a few words of explanation. Suppose that a cryptogram shows many occurrences of

RP, (=THE, in the foregoing examples). It would indicate a high-frequency plain-text trigraph.
A few repetitions of such cipher trigraphs as RPE,, DRP,, TRPB,, would lead to the surmise that
the latter are of the type where pseudo-repetitious elements have crept into the picture and there-

3 Strictly speaking, of course, not really fortuitously. It depends upon the exact letters which precede or
follow the plain-text repetition and the exact positions these letters occupy in the checkerboard. )
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fore the cryptanalyst should be very hesitant to assume that the adventitious prefixed letters
are in the same columns, or that the adventitious suffixed letters are in the same row. In fact,
he would be warranted in tentatively assuming the very opposite condition, that they are not
in the same columns or rows, respectively. The conclusions derivable from a study of short
repetitions can be carried over to the longer ones. Note the following four cases from which
several conclusions may be reached:

U R P_0 s 1I
M — :
H I W 0 T Q C H vV

@ 1 S P O S 1 T I 0N OF

H E
@) LT

&
o
/)]
H

.T._J
-
=]
-]
o
o]

@ ¢ B I o

= R 4]
H
N ]
-
o
2
|
(=]

First, the 7-letter cipher sequence HI W 0 T Q C is common to all four cases; if only the cipher
text were available, one could conclude that the plain-text repetition consists of 8 letters. Second,
the letters H and Y probably come from the same column in the checkerboard, but as for 0, P,
and T, they may or may not come from the same column, most probably not. (Actually, 0 and
T do, but P does not come from the same column as these 2 letters.) Third, the letters Hand E
probably come from the same row in the checkerboard, but as for V, C, and M, they may or may
not come from the same row, most probably not. (Actually, all 3 letters come from different
TOWS.)

k. Note the following cases of encipherment: The fact that the 7-letter cipher sequence is
common to all four cases means that the plain-text repetition consists of 8 letters.

1 2 3 4 5 6 7 8 9 10 1 12 13 14 15 186
N T O P 0 S§ I T I O N S I F T H E
22 22 22 84 33

4 4b A 24 42 13 45 24 15

O N R T T N o T R A T S S
0 N T P 0 S I T I 0 N F I F T H R
ey 5 24 2 % 2 13 15 2% 15 2 34 23

@ et T 1" "0 " " "B " w L "W R 0
W A S P 0 S I T I 0 N L I F T I N
3) =& 12 45 T 2 B 2 2 24 D) ) 41 2 15 2 2% 13

Cc I Y H I W 0 T Q C H A L W T L
T A L P 0 S I T I 0 N T I F L I S
4 = 12 4 8 &2 45 24 22 24 42 13 2 2% 15 41 24 45

i1
-~ h
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The pseudo-repetitious letters, I in the third position in cases (1) and (2), and the letters
Y, and U, in corresponding positions in cases (3) and (4) mean that I, U, and Y, come from the
same column of the checkerboard. The I, in position 2, in cases (1), (3), and (4) and the D,
in the corresponding position in case (2) indicates that I, and D, are probably in different columns
in the checkerboard. In position 11, the H,, B,, and D, give indications of being in the same
row of the checkerboard. In position 14, W, and Y, likewise give indications of coming from the
same row. But note now that from position 12 it may be deduced that W, A, and T come from
the same column of the checkerboard. These are examples of the type of detailed analysis
that the student should follow in his attempt to solve a problem of this sort.

l. In general it may be said that when the repetitions are numerous and fairly lengthy, that
is when there is a good deal of traffic all in the same checkerboard, and repetitions of tetragraphs
and better are plentiful, solution should be relatively easy. In fact, with a fairly large amount
of traffic, most of the work involved would consist in listing the 2, 3, 4 . . . letter repetitions.
Then a chart would be drawn up to show the associations which the prefixes make among them-
selves and the associations which the suffixes make among themselves. For example:

Here it is noted that L, N, X, and Z appear as prefixes to repetitions. The letter X is ‘“found in
company’’ with N twice; the “association value”’ of X and N is 2 units. The association value of
Z and N is, however, 4 units, for the N occurs twice and so does the Z. The association value of
LX or LZ is 1 unit; that of LN or LZ, 2 units. Thus, the association value for each combination
can be studied in all the repetitions and, of course, when the value is high for a given combina-
tion it indicates that the two letters really belong together, or in the same column of the checker-
board.

m. What can be done with but one or two relatively short cryptograms depends largely
upon their lengths, the number of repetitions they happen to have, the exact construction of
the checkerboard, and the ingenuity and patience of the cryptanalyst. Once the letters that
constitute the columns and the rows of the checkerboard employed in the recomposition are
known, the proper assembling of the columns and rows is a relatively simple matter. If a key-
word has been used as the basis for the distribution or mixing of the letters, naturally the recon-
struction of the checkerboard is much facilitated. If not, then either the original or an equiv-
alent checkerboard may be reconstructed. Having the recomposition checkerboard at hand,
the determination as to whether it is the same as that used in the decomposition follows directly.
If not the same, the reconstruction of the decomposition checkerboard is a relatively simple
matter.
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47. Example of solution.—¢. Suppose the two following cryptograms suspected of being in

the same key are at hand:

No.

Line
A

IWVEW DNBAX WSAVI WILTK
DRWVR VSDDT

DAINB

IsSbDCY
XLYIW

EWAYU
NINDC
NIRNG
QDTXD

CWNBI
ITAVN
NSILN

UIAAQ
QDTXW
ALWDS

TIWAU
I
G

UTAAQ DGTEL

DTWAU

MNEWNnM
>
OB >
X B
HH QM
BEHNOH
H X
aLAAD
PO D
vo=zA
no>=>ac
BEaa4a
O<aHD
EHZZ
HDW0nH
=l aNa
o EQ
HEEN
oHD >
[N N 4
QauAQ>
m==g
Z G- A
HHZ A
Z D
H 9 XA

NGTIW AUUTIA AQCQD TV
No. 2

M

Line

Co =g = e
HECZ <

MAOLHK

WA

NDCUW
GIGWL
SSHXS
WVRVS
YIIIG
DTITI
XDWYTI

WAWKTI
NGSLN
DUKDW

GSIHW
CVNOD

IWILT
DIWIR

A
B

TEW

OIWTZX
IRNBA
STLBD
UHQDT

LLQ
vaQc
RXY

HAH
B DM

A M
QED
non

LUDVL
WX
WS

KIRNG
AVNITI

=1

> OO0

[ S W |

AR

H

b,

NIN
CIvVv
VRVSD

QDTXC
BGTEW

AHNTL
ULQDU

CLPLW
VNODN

VTTARQ
BDRWS
DTNIL
DTW
b. A careful and detailed listing of significant repetitions is made, these to show the single-
letter prefix and suffix in each case.

cryptograms is given in figure 81.

I

A partial list of the many repetitions present in the two

¢. Consider the first set of repetitions listed in figure 81, as extracted and shown in figure 82.
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According to the principles elucidated in the preceding paragraph, it would seem that the
following tentative deductions may be made from the data contained in the columns of figure 82:
(1) From column 1: E, D, R, P, X belong in the same column of the checkerboard.
{2) From column 10: W, I, N belong in the same row.
(3) From column 14: D and G belong in the same column.
(4) From column 16: B and H belong in the same row.
(5) From column 16: H and L belong in the same column.
(6) From column 21: Y, K, N belong in the same column.
(7) From column 25: G and B belong in the same row.
(8) From column 27: I and T belong in the same column,
(9) From column 33: I and W belong in the same row.
(10) From column 36: C and D belong in the same row.
(11) From column 37: W and Q belong in the same row.
(12) From column 40: Q and V belong in the same row.

It would be most fortunate and unusual for all these tentative deductions to be correet, for the
disturbing effects of accidental adventitious repetitions have not been taken into account as
yet. But let an attempt be made to assemble the data deduced thus far, to see if they can all
be reconciled.

d. Tentative deduction (1) indicates that E, D, R, P, and X belong in the same column of
the recomposition checkerboard. If correct, the complete set of 5 letters of one column is at
hand. But tentative deduction (3) indicates that D and G belong in the same column and this
would mean that the column has 6 letters, which is impossible. Further evidence will be re-
quired to corroborate the hypothesis that E, D, R, P, and X are all actually in the same column,
or that D and G are actually in the same column. For this purpose, further study must be made,
and it is convenient to compile an ‘‘association table’’ showing how often certain letters are
associated among themselves as prefixes to the repetitions. A similar association table is made
for the suffixes. The tables may be combined in a manner similar to that shown in figure 83,
where the prefixes to repetitions appear at the left of the central alphabet, the suffixes to the
right. _

Take column 1 of figure 82, having D, E, P, R, and X as prefixes to a long repetition. A stroke
is placed in the E, P, R, and X cells of row D; a stroke is placed in the P, R, and X cells of row E;
a stroke is placed in the R and X cells of row P; and finally a stroke is placed in the X cell of row R.
Again, take column 16 of figure 82, reading BHHHL. The B need not be considered, since it is
not a prefix to the repetition beginning KIRXY . . ., but the H and L may be considered.
In the L cell of row H three strokes are inserted to indicate that H and L are associated that
many times. Each time a datum is obtained, it is added to this table. Figure 83 shows the
appearance of the table after all the data obtainable from the repetitions listed in subparagraph b
have been inserted. From even this small amount of material a few deductions can be made.
For example, it is seen that the B line of the table for prefixes shows 5 strokes at G and 3 strokes
at W, from which it would appear that B, G, and W may be in the same column. The letters
C and L likewise seem to be in the same column, as do H and L, making C, H, and L appear to
be in the same column. Studying the table of suffixes, it would appear that B and H are in the
same row; I and N are in a row. After the entire text has been examined and the prefixes and
suffixes distributed in this way, the whole table is studied carefully with a view to eliminating
the effects of the accidental or pseudo-repetitious letters, trying to locate those letters which
represent the prefixes and suffixes of true repetitions.




1
PREFIXES SUFFIXES
(Letters in same column) (Letters in same row)
A B CDETFGHTIZ KILMNU OPU QRS STUUVWIX VY Z A B CDUETFGHTITI KTLMNOPU QRS STUVUWIX VY 2z
A ] A | | A
B W i B / R N | B
c /i - I 7 / ¢ / o
| D / /il / / T i / D / / D
E / / / E E
'} F F F
G G G
H il H / H
I TR I 7 711 / 1] / I
K / 1 K 1«
L il i L / L
M M M
N i N T N
0 1o 0
P / / P P
Q i\ / Q I Q
R 4 R R
S 1 s i S
T / T T
! u U U
v v / v
; w w w
i < X m el x
Y Y Y
y/ yA Z
AB C DEVF GHTIKTULMNUOTPU QRS STUVUWIXVY Z A B CDETFGHTII KTULWMNOGOPI QRS STUVUWIX VY Z

FIGURE 83,

324166-41 (Face p, 152)
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e. Suppose the data have been reduced to the following:

Letters beionglng in same columns Letters belonging in same rows

(1) D, G, U (1) G, B, H, K

(2) H, L, C (2) I, W, N, L

(3) Y, K, N (3) D, C, A, S

(4) W, Q, S, T, B (4) Q VvV, X, VY, 2
(5) T, U

The presumption that Q, V, X, ¥, and Z are all in the same row leads to the assumption that
the mixing of the checkerboard is based upon a key word or key phrase. Following up this
hypothesis, the data are assembled in the following manner:

2d component

1 2 3 4 5

1| W | I|L|N
s2|T|U
B
5 3l S| DJ|C| A
*4]lB|c|H|K
5{Q | VI IX | Y| 2
FIGURE 84.

f. Only 6 letters remain to be placed in the checkerboard. But there are enough letters
already placed to warrant an immediate attempt at decipherment. For example, take the
first few groups of message No. 2 and replace the letters by their bipartite equivalents:

I W I UL TGS I HWWAWIKTINTD

12 11 12 13 21 42 31 12 48 1 11 34 11 4 12 14 32

Recombining the bifid elements:

d 21 11 21 32 14 2 11 24 31 1 13 4 14 41 21 4423 2

Substituting by means of figure 84:
A4 21 m o2 2 M B 1 M ¥ U 18 4 4 4 2 48 2

T WTDN? W ®? S WL BNUDBTH

Obviously the decomposition and recomposition checkerboards are different. But the recon-
struction of the former is not at all difficult, since the text is now in monoalphabetic form. The
message begins with a group showing a repeated letter in the first and third positions: is the
1st word E N E M Y? Probably it is, for message No. 1 also contains the sequence W I L T.
At any rate, a transcription of the cryptograms into the bifid equivalents given by the nearly
complete recomposition checkerboard (fig. 84) soon yields sufficient monoalphabetic text to
permit of the complete reconstruction of both checkerboards:

DETY LR AR
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2d t |
1 2 e;mpon: 5 21 component k. The two cryptograms may now be deciphered directly from the checkerboards. The
1 2 3 4 5 '] plain-texts are as follows: .
ifn|ulT|y]|p 1lwlI|L|N]|oO No. 1
w ISDCYIWVEWDNBAXWSAVIWILTK
§2 E|O|I F|L §2 TIUIR|E|M 123513233541211522411321441345311313452121112132144
§.3 AlM|Blcl|s S3lsiplclalF ITISREPORTEDTHATTHEENEMYH
g g XLYIWDAINBDRWVRVSDDTNULAQD
i ~4]R|/W|(GI|IDI|H E4lB |G HIK|P 63 13 54 12 11 32 34 12 14 41 32 23 11 52 23 52 31 32 32 21 4 22 13 51 32
ASRETIREDTOAPOSITIONWESTDO
S5|KjQ viXx|z 5lQi{V|x|Y|z , UBINRKVLQDNLQDTVTININDCUW
! 22 41 12 14 23 44 52 13 51 82 14 13 51 32 21 52 21 12 14 12 14 32 88 2 11
i A B | 5 FNEWCHESTERSTOPONEREGIMEN :
(Decomposition) (Recomposition) WDCVSODCGSISSGUHKIRXYIRNG i
i Fioure 85. - 11 32 33 52 31 15 32 33 42 31 12 31 31 42 22 43 44 12 23 53 54 12 28 14 42 :
i . TISINVICINITYOFCROSSROADO '
1 g. Speculating upon the key words used to produce the mixed sequences in these checker-

L]
[
=
Ly
8
Ro
-
2
2

boards, the tradename NUT Y P E (a typewriter cleaning fluid) suggests looking at the
label on the box containing a bottle of this chemical. It reads: N UTYPE NON -
INFLAMMABLE TYPE CLEANSER, prepared by WAL TER

| 2 i NIIUHQDTXWITAVNNINDCUWWCG
| G. GIES. This yields the sequence for the decomposition checkerboard. The legend = 14 13 12 g 43 51 32 21 53 11 12 21 34 52 14 14 12 14 33 33 2 1l 11 B 42
_: on the box also reads: WILL NOT INJURE MOST DELICATE REOFSTOPANOTHERREGIMENTCO

FABRICS AND FURNITURE, which yields the sequence for the TLGWWALWDSNSILNNIRNGSTLBD

21 13 42 11 11 34 13 11 32 31 14 31 12 13 14 14 12 28 14 42 31 21 13 41 32

NCENTRATINGNEARROADJUNCTI il

recomposition checkerboard.

By A

80
-3
8N
L]
[}
=
B
-3

{

; CLPWVRVSDDTNULQDUHEKIRIXYIR
33 18 45 11 52 23 52 31 32 32 21 14 22 13 51 32 22 43 44 12 23 53 G4 12 28

E ACKPOSITIONWESTOFCROSSROA

DONETWOEIGHTSTOP
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No. 2
IWILTGSIHWWAWKINDCUWWAXLX
M

12 11 12 13 21 42 31 12 43 11 11 34 11 44 12 14 32 33 22 11 11 34 53 13 53
ENEMYINFANTRYREGIMENTHAGSSB

DIWIRCVNODNGSLNGIGWLYVFDWYV

32 12 11 12 23 33 52 14 15 32 14 42 31 13 14 42 12 42 11 13 52 35 32 11 52

EENOBSERVEDINADEFENSIVEPO
RVSDDTILLQDUKDWSSHXSENCAQD
33

23 52 31 32 32 21 12 13 13 51 32 22 44 32 11 31 31 43 53 31 24 M 51 3

SITIONEASTOFGETTYSBURGSTO
TQGTEUDVQCOIWTIXWVRVSD
2 32 2 52 31 32

21 51 42 21 24 52 51 33 15 12 11 21 53 11 52 3

PYOUWILLTAKEUPAPOSITIONWE
LQDUHKIRIXYIRNBAYTI
3 4

13 51 32 22 1 53 54 12 1 41 2

3 54 1
STOFCROSSROADTHREEFOURTHR
ITLWNKIRNGSTLBDDTITILUDVL

12 12 13 11 14 4 12 23 14 42 31 21 13 41 82 32 21 12 21 12 13 22 32 52 13

EEANDROADJUNCTIONONEMILES
VTTAQAVNIIUHQDTXDWYIWXNIN

52 21 21 34 51 34 52 14 12 12 22 43 51 32 21 53 32 11 54 12 11 53 14 12 14

OUTHTHEREOFSTOPBEPREPARED
BDRWSCLPLWAHNTLQDTXCWSCIV

41 32 23 11 31 33 13 45 13 11 3¢ 13 24 11 63 51 32 21 53 33 11 31 33 12 52

TOATTACKATDAWNSTOPBATTALTI
DTNILVNODNULQDUBGTEWVRVSD

32 21 14 12 13 52 14 15 32 14 22 13 51 32 22 41 42 21 24 11 52 23 52 31 32

ONRESERVEWESTOFYOURPOSITI
DTW

32 21 11
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R
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HE w0 ON 2 HSW
S HW QY ™ s
HQ XN NI <=2 =HH
fo 2439 BN mg XN
CR WE @ s H=
U2 > U S5 20
<M <Ko <9I <M O
ro H=s O wIm QO
< HZ QO <=2 =
HIL HZ 00 W =2W
O< QF N3 U S
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48, Special solution.—a. The preceding example of solution constitutes the general solution
for this system, since no special conditions are prerequisite to the procedure set forth. An
interesting solution, however, is that wherein the same message has been cryptographed by two
different sets of checkerboards.

b. Suppose, for instance, that in this system two cryptograms of identical lengths and plain
texts but different cryptographic texts are available for examination.
and appear as follows:

:' No.
No.
No.

No.

1. No.
No.
|
|
!

They are superimposed

s R e b e i i




SECOND COMPONENTS OF CRYPTOGRAM NO. 1

R H X @ |

< € 4 W X L W O =

FIRST COMPONENTS OF CRYPTOGRAM No. 1

m U o w >

N « X =

A B C D E F G H I K L M N 0 P Q R S T 4] \' w X Y Z
T.I, | T.I, | | S:S, | TN, N,C, WA, | D:D, TX, TyQ,
| TaN: o . N P T Lo ] SG | WY
K.D, WA, WaA,
- - N - izHl- ) E;il— T o DIII IILI B Hle L!Bl N!Il
I L[ R _
N, T, T.G; | NU, FaD,
EXNE T THWR | GE [ | TNK IR, | LN,
CW | ! _
' CV; | L.V, S:E
H,Q,
L.Q,
S:D: | WaW, | W.I, W.I, | WL, N:D, | UD; WA, WY, LAL
w:sl w:"l S:Il §$1 TILI WX,
1
RV, R.X, TE | T:.Q TLE,
SH, 0.D;
N,U, B.G,
D:W, V.Q | VaN, | VoL, Yol K.I,
- — GIII. KgIl
V.F, G:S; D,C, QD, | V.D,
GsS GS, Q.C,
VgS; BIAI.
—_ B,D,
I.G, 1.6, II”;‘ N;0, DV, | IV, | LI; | Usly IL, NI, L.P;
LS
L.T, L.U, N LV, | LaQ | CiU; L.X, WT: [ 0.1,
I-lgvl SITI
XsD; | HsN, XS, G;T,
V.Ty
XY, | C:Q, HX,
D,T, RC, | RaW; | IRy CsLi | C:0: | A, LR, | RaN; | AY; | AQ: | DoU; | AX;
LW, C,I DiR, AV,
D,T, LW, N:G| NIG‘I Laly Ilul
N:B,
“ g:g: B V.N, KsI, Y.I,
B.D, T.L, QA, TX;
B UK, | UH, | DN UH, | LN, AN, | U,B, DN,
D,W, IIII
R LW, I.N,
) X.C, XN, | ViR,
- o
EU, QG
FioURx 80.

SM1G5—41 (Face p. 15)
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No.l. CGUWGXNWTMSSGASNYSGSPDGFMSAXEGASN

No.2. DWYIWXNINBDRWSCLPLWAHNTLQDTXCWSCI

Nool. MTACWOLNIWDNOMSWKPHUAXHMGATAC

No.2. VDTNILVNODNULQDUBGTEWVRVSDDTI

¢. Now consider the first few superimposed letters in these two cryptograms
No.1.__________ GCODMGCEG . .

Take the pair of superimposed letters GN. The G is the cipher resultant of the recombination of
two bipartite numerical components that apply to the recomposition checkerboard. The actual
identities of these numerical components are not known, but, whatever they be, the first of
them determines the first half of G,, the second determines the second half of G,. Therefore, for
cryptanalytic purposes, the actual, but unknown; numerical components may be represented
by the symbols G, and G,, the former referring to the row coordinate of the recomposition checker-
board, the latter to the column coordinate. What has been said of the letter G applies also to
the letter W, the equivalent of G in another checkerboard. It will be found that this manner of
designating bipartite components by means of subscripts to the letters themselves is a very
useful method of handling the letters.

d. Let the first few letters of the two cryptograms be replaced by these same cxpher letters
with their subscripts to indicate components. Thus:

No. 1. ... C G c 0 D M G c E
Components___- CIC, Gle C]_Cz 0103 D;Dz M1M2 G'],Gg CIC:.\ E],Ez
No.2 . ______. I ) I L T G S I H

Components---_ IlIg WIWa Illg Ll Lz Tng G1G2 S;Sg I1Iz HIH,

Now from the method of encipherment it is clear that C;G, and I, W, represent the same plain-text
letter, since both messages are assumed to contain identical plain texts. That is, C,G; of crypto-
gram No. 1=1,W, of cryptogram No. 2. Likewise G,C,=W.I,; C.0,=1I,L;; 0,D,=L,T;; and so on.

e. Let all the component pairs of the cryptograms be equated in this manner and let these
pairs be distributed in a table, such as that shown in figure 86. It will be seen in figure 86 that,
for example, A;C, of eryptogram No. 1=T,I, and TN, of cryptogram No. 2. This means that
I, and N, must represent the same row coordinate of the recomposition checkerboard for crypto-
gram No. 2; in other words I and N must be in the same row in that checkerboard. Again, in figure
86, it is seen that C.G,=G,W,; and D,W;, which means that G and D must be in the same column in
that checkerboard. Again, A,S;=W,A;==S,C,; this means that A and C are in the same row, W
and S, in the same column, in the recomposition checkerboard for cryptogram No, 2, All these
data in figure 86 are studied with the following results:

In same row: In same column:
(1) I, N, L, W : m @ & @ ©
2 A, C, S, D T H Y Q U
3 Q, VvV, X, ¥ w C K B I
(4) B, G s L D
R G
\'}

324155—41———11
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An attempt is now made to bring together these results to reconstruct the recomposition checker-
board for message No. 2. This yields the following:

2d Component
UIK?| R | T |K?
fé I L|W]|[K?
4
g§|D C| S |K?
[#]
= 1G|K?| H| B |K?
VIiY?| X|Q|Y?
FIGURE 85a,

Compare this with the recomposition checkerboard shown in figure 85 (B). Enough has been
shown to illustrate the procedure. If there were just a little more text, probably all 25 letters
of the checkerboard could be definitely placed.

f. By making a reciprocal table for equivalencies between component pairs in cryptogram
No. 2, the data obtained would permit of reconstructing the recomposition checkerboard for
cryptogram No. 1. Having these checkerboards completely or at least partially reconstructed,
the reconstruction of the decomposition checkerboards is a relatively easy matter and follows
the procedure described in paragraph 47f.

9. The complete solution of the two cryptograms, including the decomposition and recom-
position matrices, is as follows:

No. 1
2d Component 2d Component
1 2 3 4 5 1 2 3 4 5
1 R|IE|[(F|L}|C 1 W(A|S|H|TI
g2 |T|I|N|G|P 2 |njlelT|o|D
2 =1
s |olalB|D|H 3 |c|B|E|F|K
o &)
B4 ]K|M|Q|S]|U Z4|L|M|P|Q|R
5 VIiW|X|Y|Z 5 Uu|v|iX|Y|2Z
A 4
(Decomposition) (Recomposition)

GCODMGCEGBWILWGMONGBSXOPCNGESTF
22 81 M 25 2 49 u 53

1 42 22 31 33 22 32 11 15 41 11 1 22 32 13 24 43 31 21 22 33 13 34

ENEMYINF'ANTRYREGIMENTHASBEENOB
MGETLNCGF H ACTOM
24

21 42 41 21 31 2 4 1 1 31 42

22
SERVEDINADEFENSIVEPOSITIONEAST
WBLGAIQPFUAQMSAZPHZGNLMSOWOYV VXG

22

11 32 41 22 12 15 44 43 34 51 12 44 42 13 12 55 43 14 55 22 21 41 42 13 24 11 24 52 53

OFGETTYSBURGSTOPYOUWILLTAKEUPA

4
=3
-

=
=
5
=s
Ea
o
E=
8e
& e
&=
50
8
=R/

XHMGATAKNOMSWCUSHQLSSTMSUWNNEH

53 14 42 21 12 23 12 36 21 24 42 13 11 31 51 13 14 44 41 13 13 23 42 13 51 11 21 21 33 14

POSITIONWESTOFCROSSROADTHREETFO

&
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>

UASUWNTGELSSTMOVCVA ACOGNLO
2 42

51 12 13 51 11 21 23 22 33 41 13 13 52 31 52 12 12 12 31 24 22 21 41 24

URTHREEANDROADJUNCTIONONEMILES
HVSVSUNWTWFMSAXCGUWGXNWTMSSGAS

14 52 13 52 13 51 21 11 23 11 34 42 13 12 53 31 22 61 11 22 &3 21 11 23 42 13 13 22 12 13

OUTHTHEREOFSTOPBEPREPAREDTOATT

: NYSGSPDGFMSAXEGASNMTACW LNIWDN
:;:' 21 54 13 22 13 43 25 22 34 42 13 12 63 33 22 12 13 21 42 28 12 81 1 41 21 15 11 25 21
i ACKATDAWNSTOPBATTALIONRESERVEW
4 OMSWKPHUAXHMGATAC
_' 24 42 13 11 35 43 14 51 12 653 14 42 22 12 23 12 31
1 ESTOFYOURPOSITION
No. 2
2d Component 2d Component
I 2 3 4 5 1 2 3 4 5
1 N|U|T|[Y]|P 1 W I|L{NJ|O
g2 |E|lOo|I|F|L g2 |T|U|R|E|N
[~ =]
! S3|afulB|c|s §£3 |s|pjc|a|F
3 o -
%4 |R|W|G|D|H 24 |B|G|H|K|P
| 5 K|{Q|VI[X|Z b Q| V|X|Y|Z
WILTGSIHWWAWKINDCUWWAXLIXDIWIRC
11 12 13 21 42 31 12 43 11 11 34 11 4 12 14 32 33 22 11 11 34 53 13 &3 32 12 11 12 23 33

ENEMYINFANTRYREGIMENTHASBEENORB
VNODNGSLNGIGWLVFDWVRVSDDTILLAQD

52 14 15 82 14 42 31 13 14 42 12 42 11 13 52 35 32 11 52 23 52 31 32 82 21 12 13 13 &1 32

SERVEDINADEFENSIVEPOSITIONEAST
UKDWSSHXSENCQDTAQCT EUDVQ WTXW
4355 31 % 14 83

) . 2 314131 31 24 14 33 51 32 21 51 42 21 24 23 32 52 Bl 1511215311
OFGETTYSBURGSTOPYOUWILLTAKEUPA

VRVSDDTNULQDUHKIRIXYIRNB
2 48 U 53054 132 M4 4

:"?' 52 23 52 31 32 32 21 14 22 13 51 32 12 23 2 14

POSITIONWESTOFCROSSROADT

IRNGSTLBDDTITILUDVLY
12 28 14 42 81 21 13 41 32 32 21 12 21 12 13 22 32 52 13 &2

URTHREEANDROADJUNCTIONONEMILES
IW NINBDRWSC

121 1411443223113133
OUTHTHEREOFSTOPBEPREPAREDTOATT

CIVDTNILVNODNU
8 15 33

, 2 52 82 91 M 12 13 52 14 1422
i of ACKATDAWNSTOPBATTALIONRESERVEW

Vi D
2 2

i ESTOFYOURPOSITION

-
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2
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h. 1t is seen that the principles elucidated permit of solving this fairly good cipher system
without recourse to frequency studies and detailed, difficult analytical research. What can be
done with complete messages of identical texts will give the student a clue to what might be done
when fairly lengthy sequences of identical plain texts (but not complete messages) are available
for study. Messages with similar beginnings, or similar endings will afford data for such
reconstruction,

49. Periodic fractionating systems.—a. Another type of combined substitution-transposition
system involving fractionation is that in which the processes involved are applied to groupings
of fixed length, so that the system gives external evidence of periodicity. One such system,
commonly attributed to the French cryptographer Dclastelle, is exemplified below. Let the
bipartite alphabet be based upon the 25-cell substitution checkerboard shown in figure 80.
Let the message to be enciphered be ONE PLANE REPORTED LOST AT SEA. Let it also be
assumed that by preagreement between correspondents, periods of 5 letters will constitute the
units of encipherment. The bipartite equivalents of the plain-text letters are set down vertically
below the letters. Thus:

24 gomponent
1 2 38 4 5
1|M|A[N|U|F
g2|CiIT|{R|I|G
=]
23|B|D|E|H|K
BlLj0|P|Q]|s
slviw|x|Y|2Z
FIGURE 87.
ONEPL ANERE PORTE DLOST ATSEA
4 1 3 4 4 1 1 3 2 3 4 4 2 2 3 3 4 4 4 2 1 2 4 3 1
2 3 3 3 1 2 3 3 3 3 3 2 3 2 3 2 1 2 §5 2 2 2 6 3 2

RecomLinations are effected horizontally within the periods, by joining components in pairs,
the first period yiclding the pairs 41, 34, 42, 33, 31. These pairs are then replaced by letters
from the original checkerboard, yielding the following:

ONEPL ANERE PORTE DLOST ATSEA
41 3 4 4 1L 3 2 3 4 4 2 2 3 3 4 & & 2 1 2 4 3 1
2 38 3 3 1 2 8 3 8 3 3 2 3 2 3 2 1 3 § 2 2 2 5 3 2
LHOEB MDDEE QTERR HQTAW APAGD

b. A different checkerboard may, of course, be employed for the recomposition process.
Also, periods of any convenient length may be employed; or, in a complicated case, periods of
varying lengths may be employed in the same cryptogram, according to some prearranged key.

50. General principles underlying the solution.—a. It will be noted that the periods in the
foregoing example contain an odd number of letters. The result of adopting odd-length periods
is to impart a much greater degree of cryptographic security to the system than is the case when
even-length periods are involved. This point is worth while elaborating upon to make its crypt.
analytic significance perfectly clear. Note what happens when an cven period is employed:

ONEPLA NEREPO RTEDLO
41 3 4 4 1 1 3 2 3 ¢ 4 2 2 8 3 4 4
2 8331 2 3 33 3 3 32 3 238 3 1 2
LHLREA NRQEED TEQDDA
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Now if each 6-letter cipher group is split in the middle into two sections and the letters are taken
alternately from each section (Ex. L HL R E A=L R H E L A) the results are exactly the
same as would be obtained in case a simple digraphic encipherment were

to be employed with the 2-square checkerboard shown in figure 88. |M | A | N | U |F
For example, ON,=LR,; EP,=HE,; and so on. Encipherment of this clrirlzla
sort brings about a fixed relationship between the plain-text digraphs 17
and their cipher equivalents, so that the solution of a messageof this | B | p | E | H | K
type falls under the category of the cryptanalysis of a case of simple i
digraphic substitution, once the length of the period has been estab- } L | O | P | Q) S
lished.! The latter step can readily be accomplished, as will be seen viwlxlylz
presently. In brief, then, it may be said that in this system when
encipherment is based upon even periods the cipher text is purely [y |[c (B[ L |V
and simply digraphic in character, each plain-text digraph having
one and only one cipher-text digraph as its equivalent. A|{T|D|O|W
b. But the latter statement is no longer true in the case of odd NIRIEIP X
periods. Note, in the example under paragraph 49¢, that the ciph?r
equivalent of the first plain-text digrapb of the first group, ON,is |y |1 |H| Q| Y
composed of the initial and final components of the letter L,, the }—
final component of the letter O, and the initial component of the | F | G | K | S | Z
letter L,. That is, three different plain-text letters, L, 0, and E, are :
involved in the composition of the cipher equivalent of one plain-text ON EP L'A NE
digraph, ON. Observe now, in the following examples, that variants L R :lmfil “I:' A NE
may be produced for the digraph ON,.
12 34 & 12 34 & 12 34 & 12 34 & 12 34 8 12 34 & 12 34 &
ONEPL|ONTHE|ONCRU PR ON G CONT I PO NG I AT I0 N
91 34 4 | ¢1 23 3 | 41 22 1 42 41 2 24 13 2 43 12 2 12 24 1
23 33 1 23 24 3 23 13 4 33 238 & 12 32 4 32 35 4 22 42 3
IHOEB|LRDDP|LTABH| OLRDK| IACRI| QARRY | AL ATR
) @ - ® @ (5) @ | ©

¢. The foregoing examples fall into two classes. In the first, Wh(j,re the O of ON, falls in an
odd position in the period, the first letter of the trigraphic cipher equivalent must be an L,, the
second must be one of the 5 letters in the second column of the substitution checkerboard, the
third must be one of the 5 letters in the third row of the checkerboard. Therefore, L, may
combine with 5X5 or 25 pairs of letters to form the second and third letters of the 3-letter equiva-
lent of ON,. In the other class, where the O of ON, falls in an even position in the period, the
first letter of the equivalent must be one of the 5 letters in the fourth column of the checkerboard,
the second must be one of the 5 letters in the first row, and the third letter must be R,. There-
fore, R, may combine with 5% 5 or 25 pairs of letters to form the first and second letters of the
3-letter equivalent of ON, in this position in the period. Hence, 01_‘1,, may be reprqsented by 50
trigraphic combinations; the same is true of all other plal.n-text shgrfaphs. Now 1f. the system
based upon even periods is considered as a simple digraphic substitution, the foreg-omg r(?marks
lead to characterizing the system based upon odd periods as a special type of digraphic sub-
stitution with variants, in which 3 letters represent 2 plain-text letters.

% An example of the solution of a eryptogram of this type was given in Military Cryptanalysis, Part I,
sec. IX,




162

d. However, further study of the odd-period system may show that thcre is no necessity for
trying to handle it as a digraphic system with variants, which would be a rather complex affair.
Perhaps the matter can be simplified. Referring again to the example of encipherment in
paragraph 49 a:

ONEPL ANERE PORTE DLOST ATSEA
41 3 4 4 113 2 8 4 423 23 3 4 4 4 3 12 431
2 3 3381 2 33 3 3 3 23 2 3 212 5 2 2 2 65 3 3
LHOEB MDDEE QTERR HQTAW APAGD

Now suppose that only the cipher letters are at hand, and that the period is known. The first
cipher letter is L, and it is composed of two numerical bifid components that come from the first
and second positions in the upper row of components in the period. These comporents are not
known, but whatever they are the first of them is the first component of L, the second of them
is the second component of L. Therefore, just as in paragraph 48¢, the actual but unknown,
numerical components may be represented by the symbols L, and Ly, the former referring to the
row coordinate of the substitution checkerboard, the latter to the column coordinate. The
same thing may be done with the components of the second cipher letter, the third, fourth, and
fifth, the respective components being placed into their proper positions in the period. Thus:

Cipher .o L HOZE B
L1 Lg Hl Hs ol
Og E1 Ez Bl B2

Now let the actual plain-text letters be set into position, as shown at the right in the two dia-
grams below.

Plain text.. oo . 0O NE P L 0O NE P L
4 1 3 4 4 L, L, H, Hs O

Components.....__..._.___ 1 La H, H3 0,
ponents 2 3 38 3 1 0, E; E; B; B,
Cipher L H O EB L HOE B

By comparing the two diagrams it becomes obvious that L,, H,, and 0, all represent the coordinate
4; H,, E,, E,, and B, all represent the coordinate 3, and so on. If this equivalency were known
for all the 50 combinations of the 25 letters with subscript 1 or 2 there would be no problem,
for the text of a cryptogram could be reduced to 25 pairs of digits representing monoalphabetic
encipherment. But this equivalency is not known in the case of a cryptogram that is to be
solved; basically the problem is to establish the equivalency.

e. It is obvious that the vertical pair of components 16‘ represents 0,, the vertical pair é”
2 1

represents N, and 80 on. The complete example therefore becomes:
Plain . ONEPL ANERE PORTE DLOST ATSEA

LiLeH{H: 0, MiM;DiD:Dy QQTiT:Er HiHQiQT: A APy Py A
0:E E;B;B: D:EE:EiE: E;RRRR T4, AWW A;G G DD
Cipher_.._. . LHOESB MDDEE QTERR HQTAW APAGD

f--Note that a plain-text letter in an odd position in the period has its components in the order
0,0,; in an even position in the period the components of & plain-text letter are in the order 6,6,.

Components_._ . {

For example, note the O, in the first period =L and the O, in the third period =Q).  This
0, R,

distinction must be retained since the component indicators for rows and columns are not inter-
changeable in this system. From this it follows that the vertical pairs of components represent-

%
e

¢ e e s e
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ing & given plain-text letter are of two classes: 6,0, and 6;6,, and the two must be kept separate

in cryptanalysis.

g. Now consider the equivalent of O, in the first period. It is composed of L(.)lz This is

only one of a number of equivalents for 0, in an odd position in the period. The row of the sub-

_ stitution checkerboard indicated by L, may be represented by 4 other components, since that

1

O .
row contains 5 letters. Therefore the upper component of the o equivalent of 0, may be any

one of 5 letters. The same is true of the lower component. Hence, 0, in an odd position in the
period may be represented by any one of 5X5=25 combinations of vertical components in the
sequence 6,—6;. 0, in an even position in the period may be represented by any one of a similar
number of combinations of vertical components in the reverse sequence, 8;—>6,. Thus, dis-
regarding the position in the period, this system may be described as a& monoalphabetic sub-
stitution with variants, in which every plain-text letter may be represented by any one of 50
different component-pairs. But in studying an actual cryptogram in this system, since the
position (odd or even) occupied by a cipher letter in the period is obvious after the length of the
period has been established, a proper segregation of the cipher letters will permit of hfmdling the
cipher letters in the two classes referred to above, in which case one has to deal with only 25
variants for each plain-text letter. Obviously, the 25 variants are related to one another by
virtue of their having been produced from a single enciphering matrix of but 25 letters. This
relationship can be used to good advantage in reconstructing the matrix in the course of the
solution and the relationship will be discussed in its proper place.

h. Now if the foregoing encipherment is studied intently several important phenomena may
be observed. Note, for instance, how many times either the 8, or the 8; component coincides
with the plain-text letter of which it is a part. In the very first period the O, has an O, under it;
in the same period the E, has an E; under it. The same phenomenon is observed in columns
3 and 5 of the second period, in column 3 of the third period, and in column 1 of the fifth period.
In column 5 of the third, fourth, and fifth periods the 6, components coincide with the respec-
tive plain-text letters involved. There are, in this short example, 8 cases of this sort, giving
rise to instances of what seems to be a gort of self-encipherment of plain-text letters. How does
this come about? And is it an accident that all these cases involve plain-text letters in odd
positions in the periods? ' .

i. If the periods in the foregoing example in subparagraph ¢ are studied closely, the following
observations may be made. Because of the mechanics of encipherment in this system th'e first
cipher letter and the first plain-text letter in each period must come from the same row in the
substitution checkerboard. Since there are only 5 letters in a row in the checkerboard the probe-
bility that the two letters referred to will be iden tical is 1/5. (The identity will occur every time
that the coordinate of the row in which the second plain-text letter stands in the checkerboard is
the same as the coordinate of the colump in which the first plain-text letter stands.) The same
general remark applies- to the second cipher letter and the third plain-text letter; as well as to
the third cipher letter and the fifth plain-text letter: In these cases the two letters must come
from the same row in the checkerboard and the probability that they will be identical is likewise
1/5. (The identity in the former case will occur every time that the coordinate of the row in
which the fourth plain-text letter stands in the checkerboard is the same as that of the colu.mn
in which the third plain-text letter stands; in the latter case the identity will occur every time
that the coordinate of the column in which the first plain-text letter stands is the same as that
of the column in which the fifth plain-text letter stands.) The last of the foregoing sources of
identity is exemplified in only 4 of the 9 cases mentioned in subparagraph 4 above. These
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involve the fifth plain-text letter in the third, fourth, and fifth periods, and the first letter in the
fifth period, wherein it will be noted that the 6, component standing directly under the plain-
text letter is identical with the latter in each case. .

j. But how are the other 5 cases of identity brought about? Analysis along the same
lines as indicated above will be omitted. It will be sufficient to observe that in each of those
cases it is the 6; component which is identical with the plain-text letter involved, and again the
probability of the occurrence of the phenomenon in question is 1/5.

k. Since the probability of the occurrence of the event in question is 1/5 for 6, componcnts
and 1/5 for 6, components, the total probability from either source of identity is 2/5. This
probability applies only to the letters occupying odd positions in the period, and it may be said
that in 40 percent of all cases of letters in odd positions in the periods the one or the other of the
two cipher components will be identical with the plain-text letter.

l. As regards the plain-text letters in even positions, analysis will show why only in a very
few cases will either of the cipher components coincide with the plain-text letter to which they
apply, for the method of finding equivalents in the substitution checkerboard is to take the
first component as the row coordinate indicator and the second component as the ecolumn indi-
cator; a reversal of this order will give wholly different letters, except in those 5 cases in which
both components are identical. (The letters involved are those which occupy the 5 cells along
the diagonal from the upper left-hand corner to the lower right-hand corner of the checkerboard.)
Now in every case of a letter in an odd position in a period the two vertical components are in
the 6,0, order, corresponding to the order in which they are normally taken in finding letter
equivalents in the checkerboard. But in every case of a letter in an even position in a period,
the two vertical components are in the order 6,0,, which is a reversal of the normal order. It
has been seen that in the case of letters in odd positions in the periods the probability that one
of the components will coincide with the plain-text letter is 40 percent. The reasoning which led
to this determination in the case of the odd letters is exactly the same as that in the case of letters
in even positions, except that in the final recomposition process, since the components in the
even positions are in the 6,6, order, which is the reverse of the normal order, identity between
one of the components and the plain-text letter can occur in only 1/5 of the 40 = 8 percent of
the cases. It may be said then that in this system 48 percent of all the letters of the plain text
will be “self-enciphered’”’ and represented by one or the other of the two components; in the
case of the letters in odd positions, the amount is 40 percent, in the case of letters in even posi-
tions, it is 8 percent. ' :

m. Finally, what of the peculiar phenomenon to be observed in the case of the first column
of the fifth period of the example in subparagraph ¢? Here is a case wherein the plain-text
value of a pair of superimposed components is unmistakably indicated directly by the cipher
components themselves. Studying the cipher group concerned it is noted that it contains
2 A,’s separated by one letter, that is, the A’s are 2 intervals apart. This situation is as though
the plain-text letter were entirely self-enciphered in this case. Now it is obvious that this
phenomenon will occur in the case of periods of 5 letters every time that within a period a cipher
letter is repeated at an interval of 2, for this will bring about the superimposition of & 6, and 6,
with the same principal letter and therefore the plain-text letter is indicated directly. This
question may be pertinent: How many times may this be expected to happen? Analysis along
the lines already indicated will soon bring the answer that the phenomcenon in question may be
expected to happen 4 times out of 100 in the case of letters in odd positions and only 8 times out
of 1,000 in the case of letters in even positions. In the latter cases the letters involved are those
falling in the diagonal sloping from left to right in the substitution matrix.

Y.
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n. All of the foregoing phenomena will be useful when the solution of an example is under-
taken. But before coming to such an example it is necessary to explain how to ascertain the
period of a cryptogram to be solved. '

51. Ascertaining the length of the period.—a. There are several methods available for
ascertaining the length of the period. The simplest, of course, is to look for rgpet_itions of the
ordinary sort. If the period is a short one, say 3, 5, 7 letters, and if the message is fairly .long, t,l}e
chances are good that a polygraph which oceurs several times within the message Wll].. fall in
homologous positions within two different periods and therefore will be identically enciphered
both times. There will not be many such repetitions, it is true, but factoring the intervals
between such as do occur will at least give some clue, if it will not actually disclose the length of
the period. For example, suppose that a 7-lettor repetition is found, the two occurrences being
separated by an interval of 119. The factors of 119 are 7 and 17; the latter is unlikely to be the
length of the period, the former, quite likely. ' o

b. If a polygraph is repeated but its two occurrences do not fall in homologous positions in
two periods, there will still be manifestations of the presence of repetition but the repeated letters
will be separated by one or more intervals in the periods involved. The number of rfzpeated
letters will be a function of the length of the polygraph and the length of the period; the interval
between the letters constituting the repetition will be a function of the length of the period and
the position of the repeated polygraph in two periods in which the two polygraphs occur. Note
what happens in the following example:

WNTOEND OFENDIC OTTROAD
‘S4E31‘£D3'1;I-;13E3E3]fE3§D3045124313 4 1 3 1 3 2 2 4 2 2 2 4 1 38
5 3 3 2 2 4 3 3 8 1 3 3 2 2 23223;61?;5%;6{'6%;%%%;

ETP ENNPBET VIBDD D B D
PH\_R_?'/‘ ~N_ —_ N/
CRYPTOGRAM

PNRGE TPENN PBETYV IBDDR DLBDT XDLOT LDTDT

Here the plain text contains the trigraph END 4 times. The END, in the first period gives rise to
1 2 83 4 5 6 7 . . .
the cipher letters . N . . E . .; in the second period this trigraph also produces
6 7 . . . .
1 2 ;‘I 4 5 E . The interval between the N, and the E, is 3 in both cases. Two times this
interval plus one gives the length of the period. In this case the initial letter of the repeated

trigraph falls in an even position in the period in both occurrences. The END, in the third period
1 2 3 4 6 6 7

gives rise to the cipher letters . . B . . D; in the fourth period it also produces
5 6 7 .. . .
t ; 3 4 D . 'The interval between the B, and the D, is 4 in both cases. Two times this

interval minus one gives the length of the period. In this case the initial letter of the repeated
trigraph falls in an odd position in the period in both occurrences. o

¢. The foregoing properties of repetitions in this system afford a means of ascgrta.mu}g the
length of the period in an unknown example. First, it is evident that.a repeated trigraph in t.he
plain text produces two different pairs of cipher cquivalents accord.mg to whether the initial
letter of the trigraph occurs in an odd or an even position in the penod. The two lettf:rs con-
stituting the repetition in the cryptogram will not be sequent but will be.sepamted by an m:cerval
of1,2,3, ... letters depending upon the length of the period. This interval, .h_owever, is half
of the period plus or minus one.* Conversely, if in a eryptogram there are repetitions of pairs of

4 The student must remember that the text is here concerned only with cases in which the period is odd.
In the case of even periods the interval separating the 2 letters is always exactly half of the length of the period.
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letters separated by an interval z, it is probable that these repetitions represent repetitions of
plain-text trigraphs which occupy homologous positions in the period. The interval z (between
the letters constituting the repetition in the cipher text) then gives a good clue to the length of
the period: p(length of period) =2z=1. _ .

d. A special kind of index is prepared to facilitate the search for repetitions of the nature
indicated. If tabulating machinery is available, an alphabetically arranged index showing say
10 succeeding letters after each A,, B,, C, . . . Z, is prepared for the cryptogram. Then this
index is studied to see how many coincidences occur at various intervals under each letter. For
example, under A, one looks to see if there are 2 or more cases in which the same letter appears
2, 3,4, . . . intervals to the right of A, a record being kept of the number of such cases under
each interval. The same thing is done with reference to B,, Cs, and so on. The tallies represent-
ing coincidences may be amalgamated for all the letters A, B, C, . . . Z, only the intervals being
kept segregated. When tabulating machinery is not available, the search for repetitions may be
made by transcribing the cryptogram on two long strips of cross-section paper, juxtaposing the
strips at A, B, C, . . . Z, and noting the coincidences occurring 1, 2, 3, . . . up to say 10 letters
beyond the juxtaposed letters. For example, beginning with A,, the two strips are juxtaposed
with the first A on one against the first A on the other. Note is made of any coincidences found
within 10 letters beyond the A’s, and a record is kept of such coincidences according to intervals.
Keeping one strip in position the other is slid along to the second A, and again coincidences are
sought. All the A’s are treated in this way, then the B’s, C’s . . . Z’s. The record made of the

coincidences may consist merely of a tally stroke written under the intervals 1, 2, 3, . . . 10.

That interval which occurs more frequently than all the others is probably the correct one. This.
! interval times 2, plus or minus 1 is the length of the period. There are, therefore, only two alter-
l natives. A choice between the two alternatives may then be made by transeribing the text or
a portion of it according to each hypothesis. That transcription which will most often throw
the two members constituting a repetition into one and the same period is most likely to be
correct.
i e. Finally, for ascertaining the period there is one method which is perhaps the most labori-
1 ous but surest. It has been pointed out that this system reduces 10 one that may be described
| as monoalphabetic substitution with variants. If the cipher text is transcribed into 6, and 6,
components according to various assumed periods, and then a frequency distribution is made of
the pairs of vertical components for each hypothesis, that period which gives the best approxi-
| & mation to the sort of distribution to be expected for a system of monoalphabetic substitution
with 25 variants for each letter may be taken to be correct. For in the case of an incorrect period
the resultant vertical bipartite components are not the equivalents of the actual plain-text
letters; hence such repetitions as occur are purely accidental and the number of such cases would
be rather small. But in the case of the correct period the resultant vertical pairs of components
are the equivalents of the actual plain-text letters; hence repetitions are causal and fairly fre-
quent. Were it not for variants, of course, the distribution would be perfectly monoalphabetic.
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52. Ilustration of solution.—a. With the foregoing principles in mind, the following cryp-
togram will be studied: '

KZFBE ILYYM OCBRB LZDOT GBLPK YWCUC CEPQL
AMEYL ZQXWH LRWQY DRWBM TIZEB ELAYE SOBRY
QVBBL YXNAB QBDOY MQDLW LNACO XCRRG ASWQB
FDDTE BAMFD ETENA KGDFO QDUBN DCLYD VWBAX
CAUGG X0ART XXTSD AYXHK OLSXA BRKRP UZWHDO
MTDHT SGMLS LQPOU NHCIC KKAQB DOFLE KAPRG
SXUPO WALMA VQHLM LAXKP WSTMC XKQVH SIXSL
LWXLX RSGZD FKLNY BXMRB NADKT TBAEO BHWVL
YSXMB OWPGX KORZI UCEAD YIDBL ZMITA NHCATI
DNCIDDOYIBC CNOLY UUMCE POTDM GBFUN AHLBD
WXNXK KCSCT 0OXTSD AYXHK CNLDK RRFAY APMHC
ANMBV GREZQ ATCYI MNDLR LGMTWETRCYVY VKTED
UFDEL XHEQV CBLYU DUGYA FHNQL KFRUC NVDLH
LZDRE LKXKU PSEMC TNKTK EBOEE PGVQT GWERH
LZDRE LKFAX IYDAK ZLXXO RRPER RRRNC IE

b. The long repetitions noted in the text (intervals=210 and 35) indicate a period of either

5 or 7. By transcribing several lines of text into their 8, and 6, components according to both
of these alternatives and distributing the vertically superimposed pairs, it is soon found that a
period of 7 produces many more repetitions than does a period of 5. The entire text is then
transcribed into its 6, and @, components according to a period of 7 (see fig. 89) and complete
distributions of 6,0, and 6,0, vertical pairs are made, the distributions being, of course, kept

separate.

They are shown in figures 90 and 91.

The individual distributions show many

repetitions and the distributions as a whole are very favorable for a period of 7.

1

2

3

4

5

KZFBEIL YYMOCBR BLZDOTG BLPKYWC UCCEPAQL

K1 Kg 21 Zg Fl F2 Bl
Bz E1 Ez I1 Iz Ll L2
6
AMEYLZQ

Y, Y. Y, Y. M; M: O
02 Cl Cz B1 Bz Rl R2
7
XWHLRWAQ

B1 Bg Ll Lg Zl Zz Dl
Dg 01 02 T1 Tz Gl Gz
8
YDRWBMT

BiB: L, Ls P, P K;
Kz Yl Y’ w1 Wg Cl Cﬂ
9
IZEBELA

U,U:.C;C: C, C5 By
Ee P PsQ Q: Ly Ly
10
YESOBRY

AMALMMEEY,
Yo L1 Lo ZyZ: Q Qe
11
QVBBLYX

4LX, W WHH L,
LRiReW, W, Q; Q
12
NABQBDO

Y1¥sD; D: Ry Re Wy
WQ Bl Bz Mx M2 Tl TB
13
YMQDLWL

:[1 Ig lezEl E2 Bl
BoE1E;Li Lo A A
14
NACOXCR

Y. Y:E,E S, S: Ol
0;B:B:RR Y, ¥,
15
RGASWQB

Ql QS Vl Vz Bl B2 Bl
Bz L] Lg Y] Y2 XI xl
16
FDDTEBA

NiN: A A: BB, Q
QB B:D;D; 0,04
17
MFDETEN

Y. Y2Mi M Q:Q: Dy
DLy Lo W, Wo L, L
18
AKGDFOQ

N1 Nz A1 Az CI Cz 01
0:X:X.C, CaRyRe
19
DUBNDCL

RiR: GGy A1 A S
S; W W:Q: Q: B, Be
20
YDVWBAX

F1F2D1D2D1D2Tl
T, E; E; B; B: A; A,

MMF, F,D DE,
Ez T1 T: E1 Ea Nl Nz

Al A! Kl K2 G1G2D1
D!F1F20102Q1Q3

FIGURE 89.

D, D: U, Uz B1B: Ny
N;D:D;C, Co Ly Ly

YI Yz Dl Dg V1 V’ W]_
W:B; B, A A Xy X,
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23

24

25

CAUGGXO0O ARTXXTS DAYXHKO LSXABRK RPUZWHO

CiCaAi AU U, G
Gz G1 Gz Xl x: 01 02
26
MTDHTSG

4 ARRTIT: X
LXXTiTS: S,
27
MLSLQPO

DiD:AAY, Y X
X; HiH; K K; 01 0,
28
UNHCICK

LiL, S S X; Xs A
Az B1 Bg R1 Rg K1 Kg
29
KAQBDOF

R1R2P1P2U1U221
Zz W1 Wz H1 Hg 01 02
30
LEKAPRG

MM, T, T D, D, H,
Hy T1 T3 8, S; Gi Ge
3
SXUPOWA

Ml M2 Ll Lz Sl Sg Ll
L: QP P.0, 0
32
LMAVQHL

Ul U2 Nl Nz H] Hg C]
C2 Il Iz C1 Cz Kl Kg
33
MLAXKPW

KiKos A Ay Qi Q: B,
B:D;D; 0, 0. F, F
34
STMCXKAQ

Li Ly E, Bz K, Ko A;
A; P PsRi R G, Ge
35
VHSIXSL

Sl SZ xl X2 Ul Uz P1
P, 0,0, W, W, A; A,
36
LWXLXRS

LileMiM A AV,
VaQiQ:Hi Hy L Le
37
GZDFKLN

MML LA A X
LK K P PaW, W,
38
YBXMRBN

S;S, T, T M; M; C,
C:X X Ki Ka Qi Qa
39
ADKTTBA

ViV:HiH: S, S: Iy
Io Xy Xo Sy Se Ly Le
40
EOBHWVL

LiLeW WX X L,
41
YSXMBOW

Gi1GeZ,Ze D D Fy
F2 Kl K2 L1 Lz N1 N,
42
PGXKORZ

Y1 VBB X; Xo M,
M1 Rl R2 Bl Bg N1 Nz
43
IUCEADY

AADDKKT
T:T: Te B, B A; Ay
44
IDBLZMI

E,E; 0, 0: B, B: H;
Hy W, WV, VL, Ly
45
TANHCATI

V19,8, 8: X X M
M2 Bl Bz 01 02 W1 W,
46
DNCIDDO

Pl Pz Gl Gz X1 x: K1
Kz 01 02 R1 Rz Z] Zg
47
YIBCNOL

I,I,U, 0. C, C E
E;A A, DD Y, Y,
48
YUUMCEP

Il IngDgBl B2 Ll
Lﬁ Zl Zz Ml Mg I] 12
49
OTDMGBF

TiTe A AN\ N Hy
H:CiC AlA T, I
50
UNAHLBD

DiD:N;N: G, Ca I
I: D D: D, D: 0, O,
51
WXNXKKC

Y.Y.I,I,B, B, C
C:N;N:0; O, L, Ly
52
SCTOXTS

Y, Y. U, U, U, U My
M.C CEEPP,
53
DAYXHKZC

ol 02 T1 Tz D1 Dz M1
MG G:BiB:F1 Fy
54
NLDKRRF

UiU:N:N: A A H,
Hy Ly Ls By Bo Dy D
55
KYAPMHC

Wi W X, X Ny N: X,
Xz Kl Kg K1 Kz Cl Cg
56
ANMBYVGR

Sl S2 Cl Cg T1 Tg 01
0: X, XTT:S: S,
57
EZQATCY

Dl D2 Al Az Yl Y2 xl
xz Hl Hz K1 Kz C1 Cz
58
IMNDLRL

NiN: L; L: Dy D K,
Kz R1 Rg R1 Rz F1 Fg
59
GMTWETR

KiK. Y1 ;4 A Py
Pz Ml Mz Hl Hz C] Cz
60
CVVKTED

A1 Ag N1 Nz M1 Mg B|
B:V; V; G: G Ri R,
61
UFDELXH

EE,Z,Z,Q:Q A,
AT, T,C,CY, Y,
62
EQVCBLY

L MM N; N. Dy
D:LiLaRiRe Ly Ls
63
UDUGYATF

G1G2M1 Mg T1 Tg W,
w! E1 Eg Tl Tg Rl Rg
64
HNQLKFR

C.C:Vi V. V, V: K,
Ke T1 T E; E; D, Ds
65
UCNVDLH

LU F F. DD E
E:L;Le X; Xo Hi H,
66
LZDRELK

ElEQQV:V.C
C! Bl Bs LngYl Yg
67
XKUPSEM

U,U:D,D; U, Uy G,
GY.Y:ArAF Fy
68
CTNKTKE

HHNNQQL
LeKiKeFiF: R Ry
69
BOEEPGYV

UiU: CiC NN V;
VoD, D Ly Ly H, Hy
70
QTGWERH

LilsZ,Ze DD Ry
R2 El Ez L1 Lz K] Ka
71
LZDRELK

XNXLKKU U P,

P; S S; E, E; My My

72
FAXIYDA

C:C; T T: Ny N: Ky
K:T: T2 K; K. B, Eg
73
KZLXXOR

Bl Bg 01 0; E1 Eg El
Ez Pl Pz G1 Gg v1 Vg
74
RPERRRR

QQTiT: GG W,
w2 E1 E2 Rl Rz H] Hz
75

NCIE

Lil:Z,Z,D: D: Ry
R: E; E; L Lo Ki K,

FiF Al A X X, T,
LY YD, D A A,

KiK:Z,Z, L, Lo X,
X; X; X: 0, 0: Ri Re

FIGURE 89—Continued.

Rl Rz P1 Pg El Ez R1
R:RiR:RiR: R R,

N, N; C; C,
I, I,E E;
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¢. The text now being transeribed into periods of 7, with the 8, and 6, components indicated
by the cipher letters in each period, the vertical pairs of components are examined to locate
cases in which the basic letters of the 6, and O, superimposed components are identical, where-
upon the plain-text letters indicated are at once inserted into position. In this example 10
such cases are found, one each in periods 14, 22, 26, 35, 36, 52, 59, 68, and two in period 74.
All of these, of course, involve letters in odd positions in the periods. The plain-text letters
thus inserted may serve as clues for assuming probable words.

d. Now if only a few equivalencies can be established between a few of the ©, components,
or between afew of the ©, components, or between a few 6, and 6, components, a long step for-
ward may be taken in the solution. Perhaps some information can be found by studying
figures 90 and 91. A consideration of figure 90 will soon lead to the idea that each row of fre-
quencies can indicate only 5 different plain-text letters, one of which coincides with the indicating
letter at the left of the row. Moreover, in this same figure, while there are 25 rows in all, there
are really only 5 different categories of rows, each category corresponding to a row in the
substitution checkerboard.

e. To explain quite clearly what is meant and how the principle can be employed in this case,
assume that figure 90, instead of applying to an unknown checkerboard, applied to a known
one, say that shown in figure 87. The bipartite coordinates and the letters which would occupy
the cells are as seen in figure 92:

11
c

= ==sm =9 rlaloRolo/orkklo|UlOA»0 0O P30 ]l oW
b el pal i ¢ | =| 0| oD oY= =2V B A H A ZE E O E ] g
el ]l H|o]H|lo|o|locelclo/nH D HClEDH TC]l o»
bal odl e ¢l ¢ | 0| 0| OOV Z KV PP @AV =ZFA @D EZ] O
NiNnNN N Qi QR R QR QR R QR Lo
== s|s|=w» aoldlolojo|E|klo0OR T AP OO0 0OP]| AN
<l el | |l el Hjo|H|olo|o|c|alo| T H| | H | G E| TjH T Ok
<l<lalalagiZmiot]o/t | r BRI QW QI R|W W QW Rl <=
= =|=|=|=r»3loldlo|olo|r|klo/o 3o R0 O EUlr]| =Ew
5a| be| b D4l o] =z | 0| 0| 0| 0| 0| 2| Z| U@ F 2@ FE D E =] MK
el el el HjolH o ooclalolmiH N H G E T H L C|
NNNNN"JQU)QUJMM"H"’]U)NQNQ"JNNQN”J N o

3
N
N
E
R
E
E
N
R
E
R
E
P
N
N
p
P
P
R
P
R
N
X
X
X
X
X

=== = = »| 3] o] B[ o| o] o[> »|o|o|=| o] 1| = o[o|4|O[=]| B
<[<[<[<[<[=[a|r]a|r[r]r]|=]=r|w|c|w| o =(w|w| o|w| = @
< <(<|<|<[=|a|r]alr| 0| r] 2| = r| w|a|w o] =|w|w]| o|w]| =

=|=| =| =] =|>| 3| o[ 1| ol o] o| »| x| o| | 1| o| 1| | o|o|Hjo[=] O
pe| pe| ¢| p¢| p¢| = [ 0| o[ 0| 0| 0| u| =| =] o] @] | @] | =| m| | | @[ =] Ee
NN R R R G E D E R sl el
| | | N| N| 1] 0 v o v u] u] == vl x| o) x| e 8| x| = e x][H] e«
| va| | | | ] 1l o] 1] o] o] o] af alo| = H| = H| o m| | R = a] =
<! ra| [ | <] a] | o] 1] o] o| o) | a|o| x| H| | H| e | =+ = 2] He
| ||| R ] o] v] e vl v| ] = 1| v x| Q] =] o] =] x| x| o= =] xo
< <|<|<|<|=la|r|a|r| 0] r =] =2 e w | w o) =|w|w| ojw|=] £~
<< <|<|[<=|a|r| oo o r] =] 2| r|w| | w] o z|w|w|ojw| = | =~

NKME<CHNIOYVOZErARHIOEEBHBOQW>

O’IO’IC)’!Q‘IC}!!—‘NthPPi##HHrFWNWNHW@ONWH

FI1GURE 92,
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Now consider the A row and the F row. The 25 letters in both rows of cells ave, from the very
nature of the system, identical in their sequence and there are only 5 different letters involved,
each appearing 5 times. Therefore it would seem that frequency distributions corresponding to
these rows should show definite charscteristics by means of which they could be compared
statistically. Furthermore, the ©, coordinates applying to these two rows, A, and F,, indicate
that A and F are in the same row in the checkerboard. What has been said of the A and F rows
also applies to the M, N, and U rows, for the letters A, F, M, N, and U are all in the same row in the
checkerboard (fig. 87). Perhaps a statistical test can be applied to ascertain which rows of
distributions in figure 90 are similar and this in turn may give clues to the letters which fall in
the same row in the checkerboard applicable to the problem in hand.

f. Again, consider the columns in figure 90. What has been said of the rows applies equally
to the columns, and therefore the same sort of test may also be applied to the columns of figure
90 for clues as to the composition of the columns of the checkerboard applicable to the problem
under consideration. If there were sufficient text much of the labor of solving such cases would
be reduced to a matter of statistical analysis. But what sort of statistical test should be used?
Obviously it should be one based upon “matching’ the distributions of figure 90, but specifically
what should it be? Note the distributions in rows D and M; they appear to be similar. Is it
correct to apply the usual x-test for matching two frequency distributions? Consider the com-
position of the rows of figure 90, and specifically consider the A and F rows, composed as follows;

AMMANFFUUFMMNANUNFAUMANUF
AMMANFFUUFMMNANUNFAUMANUF

Herc the letters in opposite cells are identical and there are only 5 different letters involved:
A,M,N,F,and U. Of these only 3 are high-frequency letters in normal plain text; 2 are of medium
to low frequency. But the high-frequency letters in the A row match those in the F row, the
low-frequency letters in the A row also match the low-frequency letters in the F row. Hence,
if frequency distributions corresponding to these rows are tested statistically, they should yield
a fairly high index of coincidence. But should the constant .0667 (probability of monographic
coincidence in normal English text) beused in the test? Obviously not, for this constant is derived
from statistics based upon the normal frequencies of all 26 letters of the alphabet, whereas here
only 5 letters are involved and the exact 5 involved in ary example is determined by the compo-
sition of the checkerboard. Again, consider the A and C rows of figure 90, composed as follows:

AMMANFFUUFMMNANUNFAUMANUF
TCCTRGGIIGCCRTRIRGTICTRIG

Here is a case where, by chance, high-frequency letters stand opposite high-frequency letters
(A and T, N and R); medium-frequency letters stand opposite medium-frequency letters (M and
C, F and G). The only case of fairly marked difference is in that of the pairing of U and I.
Hence, a statistical matching of frequency distributions applying to these two rows would be
apt to yield a high index of coincidence. Yet, these two rows do not belong together and to
assume thet the letters A and C belong in the same row in the checkerboard would block or at
least retard solution. In spite of the foregoing reasoning, there nevertheless remains the feeling
that a statistical matching of the rows should be possible or should at least offer some clues as
to the composition of the checkerboard.

g. In applying the usual x-test for matching two distributions use is made of the important
constant .0667, the probability of monographic coincidence for normal English text. This
constant may be modified to meet the special conditions of the present problem. If it be assumed
that the mixing of the letters in the checkerboard is fairly good, in normal cases it may be assumed
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that there will be 1 high-frequency letter, 3 medium-frequency letters, and 1 low-frequency
letter in each row and in each column of the checkerboard. Suppose the letters in each category
be as follows: ‘

High frequency AEIN ST
Medium frequency .BCDF LMPUY
W

Low frequency ...KQV

R
H
Z

Adding the squares of the probabilities for separate occurrence ° of the letters in each category:

.0054 .0001 K .0000
.0169 .0009 Q .0000
. 0054 .0018 vV .0002
.0063 .0008 W .0002
.0057 .0003 X .0000

. 0057 .0012 . 0000
. 0037 .0013

.0084 .0006 Total=.0004
.0007 Average=.00007
.0007

.0004

Total=.0575
Average=.,0072

<“oUuErIoEmouaw

Total=.0088
Average=.0008
Since each row of figure 90 contains 25 letters, composed of 5 different letters each appearing 5
times, and it is assumed that each row of the checkerboard contains 2 high-frequency letters, 2
medium-frequency letters, and 1 low-frequency letter, the rows in figure 90 will be composed of
10 high-frequency letters, 10 medium-frequency letters, and 5 low-frequency letters. Therefore,
the sum of the squares of the average probabilities of the letters occurring in each row of figure
90 is as follows:
5X.0072=.0360
153<.0008=.0120
5X.00007=.0004

Total =.0484

This, then, is the constant that should be applied in the x-test for the problem under consider-
ation. Suppose, for convenience, the approximation .05 is used. This is considerably less than
the normal constant .0667 and means that in the case of this problem two distributions can be
considered to “match’’ even if the number of coincidences (value of x) is considerably less than
what would be expected in the case of the normal type of frequency distribution. However, it
must be remembered that even if two distributions give an observed value for x that is close to
or even greater than the expected, one can still not be certain that the two distributions apply to
identical rows of letters and indicate two letters in the same row in the checkerboard, since it
may happen that the composition of the checkerboard is such that two rows have letters of about
the same frequency values, as pointed out above.

h. With this reservation in mind, let figure 90 be examined. Take rows D and M, which on
casual examination look a good deal alike, as seen in figure 93.

8 As given in the table on p. 114 of Military Cryptanalysis, Part 1, Appendix 2, par. 2e (1).
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FIGURE 03,

Applying the x-test, the observed value of x=34, the expected valuc is .05 (23)X16)=18. An
excellent match is obtained, and the hypothesis that D and M are in the same row in the checker-
board seems promising. Can any confirmation be found in the cryptogram itself?

i. It has already been pointed out that this system reduces to monoalphabetic substitution
with variants. This being the case it should be possible to find manifestations of equivalency

between some of the variant forms of g‘ vertical pairsin thecryptogram. If thestudent will think
2

over the matter he will quickly see thal this manifestation of equivalency is but a reflection of
the principle elucidated in paragraph 46, expressed in a little different way. In other words,
establishing equivalence between two 0, components mecans that the two base letters involved
belong in the same row of the checkerboard; establishing equivalence betweeen two 6, compo-
nents means that the two base letters involved belong in the same column of the checkerboard.
Note the following instances of apparent equivalency between D, and M;:

Period 16 DB, DB Period 18 G:Q D Q
20 Y:B, DB 32 L, MQ
49 T.B, DB 16 F.E D E
2 Y.B MB 17 FE DE
3 Z.G, DG . 59 GE ME,
56 NaGi MG 12 AB, AD, BD,
13 Q2 Ll Dl Lz 50 A1 Bz Az D1 H1 Dg
37 Zg L1 D1 Lz 8 Dl Bz D2 Ml Rl M!
58 NaLi DiLg 19 DiN: DD, UiDs
66 ZsL; DLy 46 Di:I: DD, NiD.
71 Z: Ly DL 44 DiZ;, DMy Bi M,
6 ALy ML 43 U:A; U.D, CiDs
13 Yali ML, 67 UE UM PiM

58 LiL, ML

It may be assumed D,=M, and the two distributions in figure 93 may be amalgamated.
D+ M, ABCDEFGHIKLMNOPQRSTUVWXYZ

z S\k\\\
=

~
= ~ =~ ~ -~ -~

=
—

s

The only other row in figure 90 which gives indications of being similar to this distribution is the
Arow. Applying the x-test individually to the D, and M, distributions, and then to the combined
D;+M, distribution:

p, A
A

CD

/1t

FGHIKLMNOPQ STUVW

-

Y Z

(a1

L
S N=23

~ ~ -~ =

/M)

-— —

i
I/

N=24

i
l/
m
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Expected for plain text: .05 (23X21)=24
Expected for random text: .038 (23X21)=18

Observed =26
ABCDEFGHIKLM_ISOEQRSTUVE}‘(YZ
M, D N=16
=T~ = = ~ -~ ~ ~ = X =92
A = = N=21
Expected for plain text: .05 (16X21)=17
Expected for random text: .038 (16X21)=13
Observed . =14
ABCDEFGHIKLM!\!OEQE§IUV!I}\(!§
DM, g §7F 2 5 B s N=39
A T = =5 = =T = == N=21

Expected for plain text: .05 (39X21)=41
Expected for random text: .038 (39 X21)=31
Observed =39

From the foregoing calculations it appears that A, may be similar to the D, and. the M, distribu-
tions, for the observed values, while not as great as expecfied for plain text, are h}gher than those
expected for random text. Perhaps more conclusive evidence may be found if a search were
made through the text to see if any equivalences between A,, Dy, and M;, appear.
Note the following cases:
P enod 8 Yg Bl A1 B: An M1 Period 33 Lz Pl Al Pa Ag W;
12 N; B, A/B, A;D; 48 UsPy M P 0, M

50 MN:Bi AB AD=DI 15 GQ AMQ AB
16 DB DB, DhAy 18 GQ DQ DN

20 Y,B. DiB; Di 4 392 1.Q, M Q MH
49 T,B, DiB: DiFy ! : :

2 Yg B] Ml Bg Mz R1 14 N2 xl A1 xﬂ Aﬂ cl
61 Xy, DXy DiH

21 GG AG AX b .
30 KiGi A1G: Si P 57 QLY AY I,D;
3 Z;G, DGy B K 72 Fo Y1 A Y; ADy
56 N2 Gl Ml G2 M& R1 63 Uz Y]_ D], Yg Dg Al

24 LK AK RZ

34 T Ki MK MQ
It certainly seems as though A,=D,=M;, and that these letters are in the same row in the checker-
board. This tentatively will be assumed to be correct.

324155—41—12
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J. Among the most frequent combinations is the pair Y;B,, appearing in the following
sequences;

Period 2 Y2 C1 Y, C, Y. B; M, B; MR,
8 LiQ YW, Y,B, AB AM

10 B]_ Ag Yl 03 Yg Bl E1 Bz Eg Rl

20 NL; YW, Y:B, DBy D;A

41 HL YYM Y,B SB S0

Note how M;, A, E,, D;, and S, all appear to be interchangeable. Are these the 5 letters which
belong in the same row? The probable equivalence among A,, D, and M, has been established by
noting cases of equivalency in the text. A further search will be made to see if E, and S; also
show equivalencies with A,, D;, and M;.

Note the following:

Pel'iOd 21 Cz G1 Al Gz Period 12 Nz B1 A[ Bg Ag D1
30 KG AG 10 Y.B, E B E:R

ﬁg g’ g‘ g‘ G 30 L;P, EP;, ER

16 EG 33 L:P, AP, AW,
56 NEGl M]Gz 2 Iy 142 2 W1
22 DX DH AR nooay By I
32 MQ MH AH 1 Al 4
61 D)Xs D:Hy EH;

Here are indications that E, belongs to the same series, but not enough cases where S, is inter-
changeable with A, D, E, or M can be found to be convincing. But perhaps it is best not to go
too fast in these early stages. Let it be assumed for the present that A, D, E, and M are in the
same row of the substitution checkerboard. In period 16 there is the pair of vertical com-
ponents D, E;. Since D,=E, this pair may be written E,E,, whereupon the plain-text letter E is
immediately indicated. All cases of this sort are sought in the text and the plain-text letters
are inserted in their proper places, there being 7 such instances in all, but these yicld the im-
portant letters, A, D, and E.

k. In a similar manner, by an intensive search for cases in which components appear to be
equivalent because they occur in repetitions which are identical save for one or two components,
it is established that C, 0, M, and W are in the same column in the checkerboard. Note the bracket-
ing of these letters occurring as O, components in the 4th column of the first list of sequences
in subparagraph j. Likewise, B, H, and N are established as being in the same row. Again
the text is examined for cases in which plain-text letters C, O, M, W, B, H, and N may be inserted.
By carrying out this process to the full extent possible, the skeletons of words will soon begin
to appear.

l. Enough has been demonstrated to show this line of attack. Of course, if there is a large
volume of text at hand, the simplest procedure would be to construct frequency distributions
of the types shown in figures 90 and 91, and use the statistical method to match the individual
distributions. For this method to be reliable it would be necessary to have several hundred
letters of text, but this in actual practice would not be too much to expect.

m. There is, however, another line of attack, based upon the probable-word method. It
has been pointed out that, in the case of letters in odd positions in the periods, 40 percent of the
time the plain-text letter involved is indicated by either its ©,; or ©; component. This property
affords a fair basis for assuming a probable word. For example, the cryptogram here studied
shows the following two periods:

o e

CRRIEREN
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Period. oo 35 36
Plain text _____.__ S L
Components...... {V1V,H1H,81$,I1 L,L, W, WsX,XsL,
I,X,X:S:S:L:L, L:X; X R; R: S1 S»
Cipher text..__. VHSIIXSJ SL L W XL XR S

Two letters are quite definite, S, and L,. Suppose the possible plain-text letters be indicated.

Period...eoooo - 35 36
Possible plain-]V . H . § . I L . W . X . L
text letters____|I X L X R S

C nents Vi VaHiHa 5.8, o
omponents...... I,X,X:28,S;L, L, L: X, X R, R, S, S»

Cipher text..._._. VHsSsIIXSUL L WIXULIXR RS

The word HOSTILE is suggested by the letters H. S. I L .. This word will be assumed to be
correct and it will be written out with its components under the cipher components. Thus:

L1 L: W1 w: Xl X2 Ll.

Period 35 36
Plain text HOSTI LE
. ViVaHiHe S; Sp I L L
Cipher-text component............ LX %S Sl LX
. ) HOSTIL LE
Plain-text components...._......... [ H; 0; So To I L. E,

This word, if correct, yields the following equivalencies: Hy=X;=0,;S1=0;; Ty=S;; Li=Ty; I,=
L,=E;;X,=E;. Again the text is examined for cases in which the plain-text letters may now be
directly inserted; but only one case is found, in period 44, where I, L;=1I; I,=I,. This is un-
fortunate, so that additional words will have to be assumed. The 14th period shows a C,
and the components after it suggest that the word CROSSROADS may be present. Thus:

Period 14 15

Plain text_ ... CRO SSROADS

o ¢ NiN: A1 A;C, C: O, RiRiGiGs A; A2 Sy
omponents 0: X; X; C1 C: Ri Rs Sy Wi W2 Q. Q: By By

Cipher text. NACOXCR RGASWQB

Take the first letter R,, represented by Cs R;.
Since R,=C; R,,
Therefore, R; R.=C; R,
Hence R;=C; and R;=R,
Therefore, R;=R;=C,

Again, in the case of the first Oy,
0p= 01 Rg
But OD=01 02= 01 Rz
0;=R,
Therefore, R1=R2=03=Cg
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The various equivalencies yielded are as follows: : - My=W,, this means that R, 0, C, M, and W form one column in the substitution checkerboard, as
Ca=R;=0s=8,=Rs=0G,=W,=Q B,=Ds shown in figure 95-A. The data also indicate that R, G, Q, and S must be in row 1, A, D, and E
= = = = == —] =W1 1= : . . . L . P .
sz=w1=Bz=T1 L,=T, “; : 24 component . . T
Hz=Xz=01=G3 L2=IR=E], vv 1 2 3 4 5
0’=Q1 X1=E2
Q2=A2=D1

—

GS

n. Let all the equivalencies found thus far from subparagraphs e, f, and k be collected in two
tables, as shown in figure 94, one for 8, 6, combinations, the other for 8, 6, combinations.

ABGDHLERGHILKLMNOGPRPAUQRSTTUHVWX Y Z,
Dy H, A A 0, B, T: Ay B, He G G 02 S T, E;

EN E, D C: Ny DHXx 0CGCHW S,

M D M M M; D, Ei Dy G C. 0: M; B, By b H I
L L I, We L M M. W, 4 X L
L, Ls Ls R L. W W. R ‘

é: é’ 3: g: 3: ll:’ ! ; : é’ | : must be in row 4, H and X must be in column 3. This means that 6, for A, D, and E must be 4,

Q S Q Q and that ©, for H and X must be 3. And since M;=1I,=L,, 6, for I and L. must be 4. Substitut-
! PR : ing in the text the coordinates for the known values, additional plain-text words soon become
A Co D: E; Fy Gy Hy Ts Ko Ly Pr QR S T U Va Mo X ¥y Z | evident. For example, taking the periods with the word HOSTILE, it becomes possible to insert

A M; B, X; 0 X Lo I, L C: Th Ly C: He 4 i 35 'ﬁi 36

. 1 Ve g0y 02 11 ° 1 Lg W1 Wz &A1 Az Ly

ﬁi % & ]})311 g: ADll 3;, > g: & Componenbs'"{h XX, S, S; Ly Ly ¢ L X, X,RiR; S, S,

I, M, M, E S R: 4 Cipher text____VH S I X SL LWXLXRS
Ls A; A, M, R, R; j

Q! Qz Qx G1 Ag G1 Gl

Q Q Q

FIGURE 94

1st component

v o W N

FIGURE 95-A,

0,6, COMBAINATIONS

the letters R, and O, as the second and fourth letters after E,, suggesting that the word after

HOSTILE is TROOP. Thisgives W, X,=T,, which permits of placing T in position 5-3. Since T in

HOSTILE=S, L, therefore S;=5 and L;=3. Since Sis in row 1, and S;=5, S must go in pdsition

1-5. Since L,=4 and L,=3, L must go in position 3—4. Since 0, (the 1st 0 in TROOP)=X,R,

A study of the equivalencies indicates that— . and it is known that 0,=3-1, therefore X must be in position 3-3. ' The checkerboard 1 now as
(1) A, D, E, M belong in the same row. shown in figure 95~B. From figure 94, X;=E;. Now X,=3, and since the E must be in row 4,

(2) B, H, N belong in the same row.

(3) G,R, S, Q belong in the same row.

(4) R, C, 0, M, W belong in the same column.

(5) I, L, A, Q belong in the same column.

(6) X, H, G belong in the same column.

(7) The coordinates of R and A are identical and hence this letter occupies a cell along

a diagonal sloping from left to right in the matrix.

60, COMBINATIONS

o. Since a row or a column can contain only 5 letters, it is obvious that A, D, E, M; B, H, N;
and G, R, Q, S, fall in 3 different rows; C, 0, M, W, R and I, L, A, Q fall in different columns. A 1
start may be made by an arbitrary placement of R in the position 1-1, and since R;=0,=C;= 1 T

H I H I
Piguzre 95-B. Fi1GURE 95-C,
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41]GIKIQ|R|S
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FIGURE 95-E.

G|K[Q[R|S
2|H|(N|I|C|B
6,3]X{Y|L|O|P

4l]E|D|A|M|F
5|T|U V| (W|2Z

1

ONONFRO

O,

FIGURE 95-D.
ITUATI

R|IK|G|[Q|S
2|C{N| H]I|B

6,3|0|YX|L]|P

2. The completely deciphered cryptogram is as follows:

5|W|U|T|V]|Z

4|M|D|E|A|F

1

:it is evident that E must occupy cell 4-3, as seen in figure 95-C. There are now only 2 possible
rows for H, either 1 or 2. It is deemed unnecessary to give further details of the process.

it to say that in a few minutes the entire checkerboard is found to be as shown in figure 95-D.
It will decipher the entire cryptogram as it stands, but speculating upon the presence of WU TV 2
in the last row, and assuming a key-word mixed sequence has brought this about, a rearrange-

ment of the columns of the checkerboard is made to give T U V W Z, as shown in figure 95-E.
The arrangement of the rows now becomes quite evident and the original checkerboard is found
to be as shown in figure 95-F. It seems to be based upon the key phrase XYL.OPHONIC BEDLAM.
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g. The steps taken in recovering the original substitution checkerboard demonstrate that
cyclic permutations of a correct checkerboard will serve to decipher such a cryptogram just as
well as the original checkerboard. In other words, a cryptogram prepared according to this
method is decipherable by factorial 5 (5X4X3X2X1=120) checkerboards, all of which are
cyclically equivalent. Even though the identities of the components will be different if the
same message is enciphered by two different cyclically-equivalent checkerboards, when these
components are recombined, they will yield identical cipher texts, and therefore so far #s external
appearances are concerned different checkerboards yield identical cryptograms. The reason
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that there are only factorial 5 cyclically-equivalent checkerboards and not factorial 10, is that
whatever permutation is applied to the row coordinates must be the same as that applied to the
column coordinates in order that the aforesaid relationship hold true. If two checkerboards
have identical row coordinates but different column coordinates certain portions of the erypto-
graphic text will decipher correctly, others incorrcetly. For this reason, in working with cryp-
tograms of this type the cryptanalyst may successfully use a checkerboard which is incorrect in
part and correct it as he progresses with the solution. It may also be added that the actual
permutation of digits applied to the side and top of the checkerboard is of no consequence, so
long as the permutations are identical. In other words, the permutation 5~2-1-3-4 will work
just as well as 3-2—4-1-5, or 1-2-3-4-5, etc., so long as the same permutation is used for both
row and column coordinates. It is the order of the rows and columns in the checkerboard
which is the determining element in this system. Any arrangement (of the letters within the
checkerboard) which retains the original order as regards the letters within rows and columns
will work just as well as the original checkerboard.

r. A final remark may be worth adding. After all, the security of cryptograms enciphered
by the bifid fractionating method rests upon the secrecy inherent in a 25-cell matrix containing
a single mixed alphabet. In ordinary substitution, a single mixed alphabet hardly provides any
security at all. Why does the bifid system, which also uses only a single mixed alphabet, yield
so much higher a degree of security? Is it because of the transpositional features involved?
Thinking about this point gives a negative answer, for after all, finding the length of the periods
and replacing the cryptographic text by components based upon the cipher letters is a relatively
easy matter. The transpositional features are really insignificant. No, the answer to the
question lies in a different direction and may be summed up about as follows. In solving a
simple mixed-alphabet substitution cipher one can attack a few cipher letters (the ones of greatest
frequency) and find their equivalents, yielding fragments of good plain text here and there in
the cipher text. Once a few values have been established in this manner, say 6 values, the
remaining 20 values can be found almost from the context alone. And in establishing these 6
values, the letters involved are not so interrelated that all 6 have to be ascertained simultane-
ously. The cryptanalyst may establish the values one at @ time. But in the case of the bifid system
the equivalents of the plain-text letters are so interrclated that the cryptanalyst is forced to
assume or establish the positions of several letters in the checkerboard simultaneously, not one
by one. In other words, to use an analogy which may be only partially justified, the solution
of a simple monoalphabetic substitution cipher is somewhat like forcing one’s way into an inner
chamber which has a number of doors each having a single lock; the solution of a bifid fraction-
ated cipher is somewhat like getting into a vault—there is only one door which is provided with
a complex 5-combination lock and all the tumblers of the lock must be positioned correctly
simultaneously before the releasing lever can drop into the slot and the door opened. Funda-
mentally, this principle is responsible for the very much greater security of -the bifid system as
compared with that afforded by the simple monoalphabetic system. It is a principle well worth
remembering and speculating upon.

53. Special solutions for bifid systems.—a. The security of the bifid system is very con-
siderably reduced if- the situation in which it is employed happens to be such that two or more
messages with identical beginnings, endings, or internal portions can often be expected to occur.
For in this case it is possible to establish equivalencies between components and quickly recon-
struct the substitution checkerboard. An example will be given to illustrate the steps in a
specific case.

b. Here are two cryptograms transmitted by two coordinate units to a superior head-
quarters at about the same time. They show certain identities, which have been underlined.
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No. 1. QUBBL - YXNAB QBDOY HONDW__VUYTE MHQZD QTLKE EWAPK QSLIP QDWC
No. 2. VBNHY _XDABG BDOTH OBNEV LYTFW HQXDQ VLKEW WAXDQ SABCA NXGX

¢. Apparently these two cryptograms contain almost identical texts. In order to bring the
identities into the form of superimposed components, it is necessary to transcribe the texts into
periods of 7 and to superimpose the two messages as shown in figure 96.

d. The shifting of the second cryptogram 2 intervals to the right brings about the superim-
position of the majority of 6, and 6, components and it may be assumed that for the most part
the texts are identical. Allowing for slight differences at the beginnings and ends of the two
messages, suppose & table of equivalencies is drawn up, beginning with the eighth superimposed
pairs, Thus, g;:g’ ; hence N;=N, and Q,=D,. g’:g‘; hence N,=H, and B;=D,. Going through

1 1 2
the text in this manner and terminating with the 42d superimposed pairs, the results are tabulated
as shown in figure 97.

¢. From these equivalencies it is possible to reconstruct, if not the complete substitution
matrix, then at least & portion of the matrix. For example, the data show that N, H, B, and I
belong in the same row; E and F belong in the same row; N, D, U, ¥, and K belong in the same
column, and so on. Experimentation to make all the data fit one checkerboard would sooner or
later result in reconstructing the checkerboard shown in figure 95-F, and the two messages read
as follows:

1. SEVENTH INFANTRY IN POSITION TO ATTACK AT FOUR AM PLAN FOUR.
2. TENTH INFANTRY IN POSITION TO ATTACK AT FOUR AM PLAN THREEX.

f. The foregoing gives a clue to what would happen in the case of an extensive traffic in
which long phrases or entire sentences may be expected to occur repeatedly. By a proper
indexing of all the material, identical sequences would be uncovered and these, attacked along
the lines indicated, would soon result in reconstructing the checkerboard, whereupon all the
messages may be read with ease.

54. Solution of trifid systems.—a. In the trifid fractionating system the cipher alphabet is
tripartite in nature, that is, the plain-text letters are represented by permutations of 3 com-
ponents taken in groups of 3’s, thus forming a set of 27 equivalents, such as that shown below:

A=111 J=211 S=311
B=112 K=212 T=312
C=113 =213 U=313
D=121 M=221 V=321
E=122 N=222 W=322
F=123 0=223 X=323
G=131 P=231 ¥=331
H=132 Q=232 Z=332
I=133 R=233 7=333

b. The equivalents may, of course, be arranged in a mixed order, and it is possible to use one
tripartite alphabet for decomposition and a wholly different one for recomposition. One dis-
advantage of such an alphabet is that it is a 27-element alphabet and therefore some subterfuge
must be adopted as regards the 27th element, such as that illustrated in the footnote to paragraph
57 of Special Text No. 166, Advanced Military Cryptography, wherein ZA stands for Z and ZB
for the 27th character.
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¢. The various types of fractionation possible in bifid systems are also adaptable in trifid
systems. For example, using the alphabet shown above for recomposition as well as decom-
position the encipherment of a message in periods of 7 is as follows: :

Plain 16Xt oo REL EFO FYOURRE GIMENTT OMORROW

2 1 2 1 1 1 2 1 3 2 3 2 2 1 11 2 1 2 8 3 2 2 2 2 2 2 3

Components. o —ooceeeeo_ 3 221 3 2 2 2 2 3 2 1 3 3 2 3 32 2 2 1 1 2 2 2 3 8 2 2

R 3. 2 3 3 2 3 3 31 3 38 38 3 2 1. 3 1 2 2 2 2 3.1 3 8 3 38 2

Oipher text KAQHORR HWFLXIZ BF?NATN NNWROIZ
CRYPTOGRAM

KAQHO RRHWF LXIZA BFZBN ATNNN WROTIZ

d. The solution of a single cryptograin of this nature would be a quite difficult matter, espe-
cially if there were nothing upon which to make assumptions for probable words. But a whole
series of cryptograms could be solved, following in general the procedure outlined in the case of
the bifid system, although the solution is, admittedly, much more complicated. The first step
is to ascertain the length of the period, and when this has been done, transcribe the cipher text
into components, which in their vertical combinations then represent monoalphabetic equiva-
lents, with, of course, many variants for each letter of the plain text. Then a study is made to
establish component equivalents, just as in the bifid system. If the text is replete with repeti-
tions, or if a long word or a short phrase may be assumed to be present, a start may be made and
once this sort of entering wedge has been forced into the structure, its further disintegration and
ultimate complete demolition is only & matter of time and patience.

65. Concluding remarks on fractionating systems.—a. It goes without saying that the
basic principles of fractionation in the bifid and trifid systems are susceptible to a great deal of
variation and complication. For example, instead of having periods of fixed length through the
message it is possible to vary the length of the periods according to some simple or complex key
suitable for this purpose. Or the bifid and trifid systems may be combined into & single scheme,
enciphering a text by the bifid method and then reenciphering the cipher text by the trifid
method and so on. Systems of this sort may become so complex as to defy analysis, especially
if the keys are constantly and frequently varied so that no great amount of traffic accumulates
in any single key. Fortunately for the cryptanalyst, however, such complex systems as these, if
introduced into actual usage, are attended by so many difficulties in practice that the enemy
cryptographic service would certainly break down and it would not be long before requests for
repetition, the transmission of the same cryptogram in different keys, and so on, would afford
clues to solution. Could such systems be employed successfully in field service there is no doubt
that from the standpoint of security, the cryptograms would be theoretically secure. But the
danger of error and the slowness with which they could be operated by the usual cryptographic
clerks are such that systems of this complexity can hardly be employed in the field, and therefore
the cryptanalyst may not expect to encounter them.

b. However, the simple bifid system, the ADFGVX system, and the like,are indeed practicable
for field use, have been used with success in the past, and may be expected to be in use in the
future. It is therefore advisable that the student become thoroughly familiar with the basic
principles of their solution and practice the application of these principles as frequently as pos-
sible. In this connection, the attention of the student is directed to the fact that there is theo-
retically no reason why the bipartite components of the ADFGVX system cannot be recombined
by means of the same or a different checkerboard, thus reducing the cryptographic text to a form
wherein if consists of 25 different letters, and at the same time cutting the length of the messages
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in half. The matter is purely one of practicability: it adds one more step to the process. But it
must not be overlooked that this additional step would add a good deal of strength to the system,
for it would shorten, mask, distort, or entircly eliminate similar beginnings and similar endings—
the two most fruitful sources of attack on this system.

56. Concluding remarks on transposition systems.—a. Simple transposition systems hardly
afford any security at all; complex ones may in the case of individual or single messages afford a
high degrec of security. But just as soon as many cryptograms in the same key are transmitted
the chances of finding two or more cryptograms of identical length become quite good and the
general solution may be applied.

b. Contrary to the situation in the case of substitution, in that of transposition wherein the
letters of the plain-text itself are transposed (not code) the shorter the cryptogram the greater the
possibility of solution. For, in the case of a message of say only 25 or 30 letters, one might shift
the letters about and actually reconstruct the plain text as one does in the case of the game called
“anagrams.” Of course, several different ‘“‘solutions” may thus be obtained, but having such
“solutions” it may be possible to reconstruct the system upon which the transposition was based
and thus “prove’’ one of the solutions. _

¢. The text has confined itself almost entirely to cases of uniliteral transposition, in order to
demonstrate basic principles. But there is inherently no reason why transposition may not be
applied to digraphs, trigraphs, or tetragraphs. If longer sequences are used as the units of
transposition the security decrenses very sharply, as in the case of the ordinary route ciphers of
the Civil War period.

d. Transposition designs, diagrams, or patterns are susceptible of yielding cryptograms of
good security, if they are at all irregular or provide for nulls and blank spaces. Such devices are
particularly difficult to solve if frequently changed.

e. Transpositions effected upon fixed-length sequences of plain text yield a low degree of
security but when a transposition is applied to the cipher text resulting from a good substitution
system or to the code text of cryptograms first encoded by means of an extensive code book the
increase in the cryptographic security of such cryptograms is quite notable. In fact, transposi-
tion methods and designs are frequently used to ‘“‘superencipher” substitution text or code and
play & very important role in this field. Their great disadvantage is that inherent in all trans-
position methods: The addition or deletion of a single letter or two often makes the entire
cryptogram unreadable even with the correct key.

f. The clues afforded by messages with similar beginnings, endings, or internal portions,
and by repetitions of incorrectly enciphered messages without paraphrasing the original text
are often sufficient to make a solution possible or to facilitate a solution. For this reason the
cryptanalyst should note all cases wherein clues of this sort may be applicable and be prepared
to take full advantage of them.

Secrion XI
ANALYTICAL KEY
Analytical key. ng;

67. Analytical key.—Continuing the scheme initiated in the first text of this series, the
analytical key applicable to the subject matter and systems embraced in this text is given
below.
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