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Foreword

(U) The Center for Cryptologic History (CCH) and its predecessors have
published thirty-seven volumes - monographs, crisis studies, source documents,
bibliographies - concerning the history of signals intelligence and information
systems security, the yin and yang of modern cryptology. These publications
have treated specific events, organizational issues, and technical
developments in peace and war; most have been pioneering efforts, based on
original documentation, and, in many cases, are the first history of their
particular topic in any venue.

(U) There has been a strong need, however, for a single work to undertake
the full sweep of cryptologic history, providing‘a context into which the more
specialized studies may be placed. Such a cryptologic Cook's tour should
incorporate the military-political events of our time and the history of
interaction between cryptologic organizations and other components of the
intelligence community - access to SIGINT and INFOSEC is limited to
"insiders," but it is clear that cryptologic operations do not occur in a vacuum.

(U) Thomas R. Johnson's American Cryptology during the Cold War, 1945-
1989 meets these requirements admirably. Drawing on over a decade of study
and reflection on cryptologic history, Dr. Johnson deals with three facets of
cryptologic history: first he explains how ecryptology responded to the
landmark events and challenges of the post-World War II era. He next provides
profound analysis of how events and personalities affected the development of
cryptology institutionally and professionally. Finally, and even better, Dr.
Johnson spins a fascinating tale of the success or failure of cryptologic
operations in the various crises that have challenged the SIGINT system.

(U) With Books One and Two of this projected four-book work now
available, American Cryptology during the Cold War is "must reading" for the
cryptologic professional. The narrative and analysis in these first two books
are essential background for understanding how the ecryptologic community
progressed to its present configuration. This is the definitive work on
American cryptology after World War II.

(U) For readers who may wish to explore American eryptology prior to the
modern period, I recommend as a companion piece to the present book, Dr.
Ralph E. Weber's Masked Dispatches: Cryptograms and Cryptology in
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Footnotes

The text is footnoted throughout with short, abbreviated citations. More complete
information can be obtained in the Bibliography. However, a few comments on certain
footnote abbreviations are in order.

The largest number of citations is from the Cryptologic History Collection, which is the
working file of the Center for Cryptologic History. This collection is organized into sixteen
series, and citations to that collection begin with the series number and a series of numbers,
e.g.,CCH Series V.A.29.

Citations from the NSA Archives vary depending on whether the document was part of
an archived collection or was still in the Retired Records collection when researched. The
former begins with the accession number, followed by a location, e.g., ACC 16824,CBTB 26.
The latter begins with a box number, followed by a shelf location, e.g., 28791-2, 80-079.

A general bibliography and an index are included at the end of Book II.
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Moreover, once the invasion was launched, they knew what the Germans were doing and
were able to adjust accordingly. As Allied troops moved across France, they moved in sync
with the gold mine of intelligence which detailed most of the important German military
movements. Their intelligence officers must have looked like geniuses - they were able to
predict German moves before they happened and could advise commanders how to react. If
every dog has its day, this was the day of the G-2, the military intelligence officer. The
product of breaking high-grade ciphers was called ULTRA, and it was so good that when it
was not available, as it was not at the Battle of the Bulge, the G2 corps scarcely knew what
to do. A few predicted the German offensive, but most did not. They were wedded to the
SSO0 and the bonanza of information that he could provide.

The Pacific was the American theater, and the U.S. was as successful there as the
British were in Europe. Navy cryptanalysts broke JN25 in time for Admiral Nimitz to use
it in the Battle of Coral Sea in May of 1942. The success of strategic SIGINT was so
important that Nimitz had become a permanent convert. When the cryptologists at Pearl
Harbor came to Nimitz with information outlining a much bigger battle shaping up in the
central Pacific, the admiral was quick to believe and quick to act. To his dying day he
credited SIGINT with the key to the victory at Midway. This turned the war in the Pacific
completely around and launched Nimitz on his Central Pacific campaign which took him
to Okinawa. He considered SIGINT as an absolutely critical component, and he learned to
use information from both the high-grade cipher traffic and the plaintext messages and
operator chatter. Some of his subordinates were as successful as Nimitz in the use of this
intelligence, some were not. But it is hard to argue with results.

SIGINT and MacArthur had a turbulent marriage. The commander in the Southwest
Pacific had outstanding success in using SIGINT on some occasions, the most conspicuous
success coming in his 1944 New Guinea campaign. There were also some failures
resulting from several causes. His staff never came to trust SIGINT as did that of Nimitz.
When they did use it, it was sometimes hard to get it melded into the battle plan, as
MacArthur was a classical intuitive decision maker. Jurisdictional disputes between
MacArthur and the War Department in Washington caused him to come to distrust this
strange SSO lash-up which he could not control because it did not work for him.

In the battle for the sea lanes, SIGINT again played a decisive role. The Japanese
merchant marine was devastated largely because its movements were being given away in
the Water Transport Code. Sinking the defenseless and slow-moving merchant vessels
was relatively easy when their movements were known beforehand. In the Atlantic, the
U.S. and the British used decrypted ENIGMA messages to track German U-boats and to
drive their wolf packs from the sea lanes. This was not quite as easy as going after
merchantmen, and the marriage between SIGINT information and operational procedures
to effect a kill represented a very high level of military and technological expertise. It may
have been the most difficult and delicate use of SIGINT during the war.
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One other wartime accomplishment would become significant in later years. In 1944
the British and Americans established a Target Intelligence Committee (TICOM) to
interrogate captured German COMINT personnel. The major objective was COMSEC - to
determine how well the German cryptologists had exploited Allied communications. The
flip side of that effort was COMINT - to see how well the Germans were doing against other,
and particularly Soviet, communications. TICOM was at Bletchley Park, headquarters for
the British cryptologic service, Government Code and Cipher School (GC&CS). Six teams
of American and British COMINTers were dispatched to the battlefields of the Continent.
They sent their “take” to the Document Center at GC&CS. The original documents
remained there while the microfilm copies were sent on to Washington. TICOM teams
also captured equipment.” One-of-a-kind equipment remained at GC&CS, while duplicates
were senf to the United States.

The new system was so successful that teams were established in the Pacific, with the
British taking the lead in Southeast Asia, the United States in the Central Pacific and
Japan, and joint American and Australian teams in Rabaul and Borneo. Although
TICOM was formally dissolved in November of 1945, American and British experts
continued to exploit the material for years afterward, and TICOM was later re-created in
the United States as TAREX (Target Exploitation), minus British participation.

If the strength of American SIGINT was in providing militarily useful information, its
weakness was in its organization. The Army and Navy were at constant loggerheads over
the control of cryptology, and at times the factional disputes were little short of
catastrophic. British historian Ronald Lewin, a great admirer of American technical
ingenuity which yielded the SIGINT bonanza, was frankly contemptuous of our inability to
get along:

The old antagonism and suspicion between Army and Navy persisted in a manner that may at '
times seem infantile, until it be remembered that tribal loyalty, narrowness of vision, and sheer

egocentricity can make even the most senior and hardened officers occasionally enter a second’
childhood.!

Army and Navy cryptologic organizations had a long and inglorious history of failing
to coordinate their efforts, dating back to the 1920s. In 1940, when the Army’s success in
breaking Japanese diplomatic cipher systems became known to the Navy, there ensued
lengthy and difficult negotiations to determine how the effort was to be divided. They
finally arrived at a Solomonic solution by which the Army processed Japanese diplomatic
traffic originating (i.e., cipher date) on even days of the month while the Navy would
process traffic from odd days. This resulted in a fair division politically, but from the
standpoint of cryptanalytic continuity it was a horror. To make matters even worse, there
was in those days no thought, no concept, of centralized and coordinated intelligence
analysis. What little analysis and interpretation was done (and there was very little
indeed) was accomplished by each service on the traffic which it had decrypted, leaving for

each a checkerboard pattern of information in which every other day was left out. This:
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from 68 to 775. Shipborne collection began with one operator and one receiver in the
Pacific in 1941, but by 1945 there were eight shipborne operator teams with 120 receivers.
Yetin 1945 the entire system quickly collapsed. OP-20-G closed ten of its sixteen intercept
and DF stations. When the war ended, the German cipher exploitation section went from
over 2,000 to0-only 200. i

Since its creation, OP-20-G headquarters had been in the Navy Building on
‘Constitution Avenue in Washington. COMINT. success required more people and more
space to work the traffic, and the Navy began looking for a separate facility for its most
secret :activity. They found it in the fall of 1942, at a girl’s school on Nebraska Avenue
called the Mount Vernon Seminary for Women. The Navy bought it for about $1 million
:and began converting the ivy-covered red brick structure into a military facility. One of
the first things they did was to build new barracks for the 4,000 WAVES (Women Accepted
for Volunteer Emergency Service) who were brought in primarily to operate the “bombes”
that deciphered ENIGMA messages from German submarines.®

‘The Army, oo, took over a girls’ school. In 1942 Signal Intelligence Service (SIS) was,
like OP-20-G, looking for a new and larger home. Then it found Arlington Hall, a junior
college located in the rolling hills of suburban Arlington. The school was big on horses and
equestrian pursuits but had always been short on cash. Its founder, a Dr. Martin, went
bankrupt in 1929, and the school limped along on a hand-to-mouth existence until it was
mercifully extinguished by the Army. Paying $650,000 for the property, SIS acquired it in
June of 1942 and moved from the Munitions Building, which stood beside the Navy
Building on Constitution Avenue.’

Organizationally, SIS was similar to OP-20-G. Although it changed its name to
Signal Security Agency (SSA) in 1943, it remained part of the Signal Corps. In September
1945 it was finally severed from Army communications, attaining status as an
independent command called Army Security Agency (ASA), an implicit recognition of its
contributions to wihning the war. Elevated status gave it a two-star command billet and
an independent position in the Army hierarchy, but it now took its operational direction
from Army intelligence. This placed it back in roughly the same position that it had been
when, in the 1920s, it had been named MI-8 and had been under G2.*°

For SIS, intercept work was more difficult than for OP-20-G because the Army lacked
geographic access. During the early 1930s, SIS relied on the telegraph cable companies to
provide it with message traffic. The earliest SIS efforts to develop intercept sites resulted
in stations in Hawaii and Panama later in the decade, and by 1938 SIS had additional sites
at the Presidio in San Francisco, Fort Sam Houston in Texas, and Fort Hughes in Manila.
In 1942 SIS attempted to hear German transmissions from a new site (USM-1) at Vint Hill
Farms in northern Virginia. By the end of the war, SSA had eleven intercept stations.
The force at Arlington Hall numbered 7,848, of whom 5,661 were civilians."
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were to continue to train at ASA schools and were to contribute instructors and financial
support as soon as the Air Force had a budget of its own. Significantly, the Air Force
assumed all responsibility for “the investigation for intelligence purposes of all types of
electronic emissions relating to radar, radio control of guided missiles and pilotless
aircraft, proximity fuses, electronic navigation systems, infrared equipment and related
subjects.” In other words, the Air Force was to take the ELINT and electronic warfare
missions, which were at the time too new to even have a name. Needing equipment but
not yet having a budget, the Air Force arranged for the transfer of equipment from the
Army, which turned out to be cast-off receivers and antennas that ASA no longer wanted.'

On 20 October 1948, the new Air Force cryptologic organization was officially
established as the U.S. Air Force Security Service (USAFSS), still located at Arlington
Hall. It was a major air command, responsible to neither intelligence nor communications.
Thus from its earliest existence the Air Force accorded a loftier organizational poesition to
its cryptologic service than did the other, more senior, services. And the Air Force did
something else that was unprecedented. In May of 1949 it moved completely out of
Washington. Security Service set up shop at Brooks Air Force Base outside of San
Antonio, Texas. The move was calculated to remove USAFSS from geographical
proximity to the central control authority for COMINT - at the time the Coordinator for
Joint Operations, shortly to become the Armed Forces Security Agency. Thus USAFSS
hoped to be insulated from any sort of outside control, which it regarded as bald
interference in its affairs.' ‘

THE CJO

The lack of central control for COMINT was the most pressing problem of the postwar
years. Cooler heads recognized that the uncoordinated and fractionalized efforts that had
existed since the 1920s simply had to be better controlled. They had already agreed on a
committee system, at that time called STANCIB and STANCICC. The committees could
and did arrive at policy decisions which, in the case of unanimity of the board, were
binding on the services. What was still lacking, though, was an executive organization to
carry out the routine business of central coordination.

In early 1946 the Navy proposed such an executive body. They called it the
Coordinator for Joint Operations, and it was to work out routine intercept coverage and
processing responsibilities between the services. The Navy got Army concurrence, and on
15 February STANCIB approved the proposal. The Coordinator for Joint Operations, or
CJO, was born."”

The CJO was to implement general policies on allocation of joint tasks as approved by
STANCIB. It was to be assisted by three groups: the Joint Intercept Control Group
(JICQ), the Joint Processing Allocation Group (JPAG) and the Joint Liaison Group (JLG).

11 — QR SR CRETLAMBA-
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Rowlett and William Friedman. In the Navy, COMSEC had begun within Captain Laurance
Safford’s embrace, but it had eventually become part of a separate organization under
Naval Communications, called OP-20-K.

After the war, COMSEC policy was allocated by an unregistered executive order to a
Cryptographic Security Board consisting of the secretaries of state, war, and navy. This
very high-level board quickly became moribund, and the real actor in COMSEC policy was
the Joint Communications-Electronics Committee (JCEC) and its subordinate, the Joint
Security and Cryptographic Panel. When COMINT was unified in 1949 under the Armed
Forces Security Agency (AFSA), COMSEC was still decentralized.

The CJO was a compromise between those who wanted tight central control and those
who wanted to continue a loose arrangement. It was voluntary, as had been all of its
predecessors. It never resolved the conflict over joint targets, much to the dismay of the
State Department, which was the principal customer for most of those targets. But the
establishment of an executive organization was the first step in creating an organization
to control COMINT. It didn’t work, but it pointéd the way toward the future.

THE CRYPTOLOGIC ALLIES

America’s SIGINT relationship with Great Britain also dates to World War II. In July
1940, the British ambassador to Washington, Lord Lothian, proposed that the two nations
exchange information on, among other things, technological secrets related to “submarine
detection and radio traffic.” This appears to have pertained generally to SIGINT, but the
wording of the now famous Lothian Letter did not really say precisely what he (or
Churchill) meant. It also appears that day-to-day intelligence cooperation predated the
Lothian Letter, for in April of the same year President Roosevelt met Churchill’s special
envoy William Stephenson to discuss a plan for secret cooperation between the FBI and
British secret intelligence. According to a fascinating account in the somewhat unreliable
book by William Stevenson (unrelated to the wartime William Stephenson), it was at that
meeting that Stephenson informed Roosevelt of British progress in breaking the German
ENIGMA system. (This might have happened but was quite out of character for the
security-conscious British.) This meeting did, in fact, lead to the establishment of the
British Security Coordination (BSC) in Washington, with Stephenson in charge. During
its early days this organization dealt primarily in HUMINT and counterintelligence.'®

The Lothian Letter was followed in August by a visit by Sir Henry Tizard, scientific
advisor to the Royal Air Force (RAF). This inaugurated a series of technical discussions on
a wide variety of subjects. Tizard, not a SIGINTer, was mainly interested in discussing
radar and other such technical developments. At the same time, the United States sent to
Britain a delegation consisting of Brigadier General George V. Strong (Chief of War
Plans), Brigadier General Delos Emmons (United States Army Air Forces -

13 =L0OP SECRETUMBRA-
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+ But in September, with the war officially over, the U.S. had a legal problem. Could it
now continue to collaborate with its British allies? Clearly, the American cryptologists,
good as they had become, still regarded GC&CS with a certain awe. In many cryptanalytic
areas the British were still ahead of us, and their organization of the COMINT system was
superb. And of course there was the problem of the Soviet Union. Already the wartime
alliance had disintegrated. In September of 1945 both the Army and Navy suggested to
President Truman that collaboration with the British continue for the present “in view of
the disturbed conditions of the world and the necessity of keeping informed of the technical
developments and possible hostile intentions of foreign nations. . . .” In reply, Truman
signed a brief, single-sentence note sent to him by the Joint Chiefs of Staff:

The Secretary of War and the Secretary of the Navy are hereby authorized to direct the Chief of
Staff, U.S. Army, Commander-in-Chief, U.S. Fleet, and Chief of Naval Operations to continue
collaboration in the field of communication intelligence between the United States Army and
Navy and the British, and to extend, modlfy, or discontinue this collaboration, as determined to
be in the best interests of the United States.?’

Now that the American side was officially unleashed to collaborate with the British, it
seemed necessary to write a bilateral agreement for the postwar years. After months of
meetings and conferences, the two sides sat down in March 1946 to sign the British-U.S.,
or BRUSA, Agreement. The paper which charted the future course of both countries was
only four pages long. (The policy conference at which it was signed was followed by a
technical conference which wrote all the fine print appearing later as annexes and
appendices.) The exchange agreement was virtually total, and it included traffic
collection, traffic analysis, cryptanalysis, decryption and translation, and acquisition of
information regarding communication organizations, practices, procedures and
equipment. The exchange would be unrestricted unless “special interests so require.” If
information was to be withheld, the other party would be notified. Third Party
arrangements were possible, but only upon mutual agreement, and no Third Party would
be informed of the British-U.S. collaboration. The sole and official channel of COMINT
information between the two countries would be STANCIB for the. Americans and the
London Signal Intelligence Board (LSIB), a British policy council similar in functlon to
STANCIB.

With the signing of the BRUSA Agreement, the BOURBON liaison offices on both sides
of the Atlantic became representatives of STANCIB and LSIB, responsible for the whole
range of COMINT relationships, not just the Soviet problem.” The BOURBON officer,
Commander Grant Manson, was invested with the rather cumbersome title of U.S. Liaison
Officer, London SIGINT Centre (LSIC, as GC&CS was then known) - or USLO LSIC. He
reported to STANCIB through the deputy coordinator for Liaison, part of the new CJO
structure. In early 1946 the British moved LSIC from its wartime location at Bletchley to
Eastcote, outside London, and began using a new title, Government Communications
Headquarters, or GCHQ. Space for Manson was provided at Eastcote. The BOURBON
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liaison office had maintained an office in London, and Manson had to cover two locations,
in Eastcote and London. (This situation continues to this day, with NSA holding offices in
both London and Cheltenham.) USLO never controlled the TICOM group, which also
found quarters at Eastcote.” .

The British, meanwhile, had a more difficult problem. While the U.S. dealt with only
one COMINT organization, GCHQ, the British had two — the Army at Arlington Hall
Station and the Navy at Nebraska Avenue. Not wishing to choose, the British
diplomatically located their liaison officer in the State Department building in downtown
Washington. (They did, however, maintain a technical staff at Arlington Hall.) Their first
liaison officer was Colonel Patrick Marr-Johnson, who had signed the BRUSA Agreement
for the British side. When he retired in 1949, he was succeeded by Tiltman, who was
already well known to the Americans and had served for a time as Travis’s deputy at
GC&CS. This began a practice, continued to this day, of assigning very senior cryptologic -
officials to the respective liaison offices, and the USLO eventually became SUSLO - Senior
U.S. Liaison Officer.

And where were the British Dominions in all this? They were mentioned in the
BRUSA Agreement, and it was agreed that they would not be termed Third Parties, but
they were not direct and immediate partners in 1946.- Arrangements that Great Britain
might make with them would be communicated to STANCIB. STANCIB, in turn, would
make no arrangement with a Dominion without coordination with LSIB. Thus the now-
famous UKUSA Agreement was not that at all, at least to begin with. It was a BRUSA"
Agreement. How it became the UKUSA Agreement was a development that spanned
another eight years.

Of the three dominions with which the Americans eventually associated, the
relationship with Canada began first. Canadian-American SIGINT cooperation appears to
have begun in 1940, in the form of service-to-service collaboration between the respective
armies and navies. These decentralized arrangements were eventually overtaken by a
centralized relationship centering on the Examination Unit of the National Research
Council, established in 1941 as one of those clever cover terms denoting a Canadian SIGINT
organization. Its purpose was to decode traffic to and from the Vichy delegation in Ottawa.
This unit’s control was gradually broadened until it was the dominant force in-Canadian
cryptology. (It was the linear predecessor of the postwar organization Communications
Branch, National Research Council [CBNRC] and its successor, Communications Security
Establishment [CSE].) By 1943 it had its own submarine tracking room and was receiving
plots from the British based on ENIGMA decrypts. When the British began cooperating
with the U.S. in 1941, they requested that the U.S. bring the Examination Unit into the
scope of the cooperation. But the Americans were leery. They knew that the Examination
Unit had been established by Herbert O. Yardley, the renegade American cryptologist who
had published cryptologic secrets in 1931 in The Anmerican Black Chamber. The Signal
Intelligence Service, which had been victimized by Yardley’s revelations, informed the
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discussion, Chifley agreed to establish a new Australian éecurity organization, called the
Australian Security Intelligence Organization.

With the Australian security house supposedly in order, the British prime minister,
Clement Attlee, intervened with President Truman to get a new hearing of the Australian
matter. Attlee complained in a letter to Truman that:

The intermingling of American and British knowledge in all these fields is so great that to be
certain of denying American classified information to the Australians, we should have to den/}:
them the greater part of our own reports. We should thus be placed in a disagreeable dilemma of
having to choose between cutting off relations with the United States in defence questions or

cutting off relations with Australia.?*

With matters at the crisis level, Attlee proposed to Truman that Sir Francis Shedden,
the powerful and respected Australian defense minister, visit the United States to plead
the case. Truman accepted, and Shedden visited Washington in April. But he was unable
to sway USCIB, and the British were back to their dilemma —~ whether to choose the United
States or the Commonwealth as allies. In 1949 the outcome was anything but certain.

Then one of those unexpected quirks of fate intervened which was to save the day: the
Labor government under Chifley went down to defeat at the polls, and Robert Menzies
formed a new Liberal-Country Party coalition in December. The conservative Menzies
was able to successfully disassociate his government from the leftist elements of the Labor
government. This was critical since the actual source of the leaks was known (through the
VENONA project; see chapter 4) to be two leftists within the Australian diplomatic corps.
With a Conservative government in power, USCIB authorized a limited resumption of
cryptologic exchange with Australia. Full resumption of ties did not occur until 1953. The
incident tarnished American-Australian intelligence cooperation for years and caused a
serious rift with Britain which was made worse just a few years later with the Klaus Fuchs
case and the Burgess and McClean defections. It also had a deleterious affect on early U.S.
SIGINT efforts against the People’s Republic of China (PRC).%

By 1953 relations had warmed to the point where Austraha was remcorporated as a
full COMINT partner. The foundations of the Australian part1c1pat10n in the UKUSA
Agreement (the name BRUSA was changed at British request a year later) came at the
Melbourne Tripartite Conference of September 1953. The division of the COMINT world
continued, with Austraha gettmg respon51b111ty fox{

New Zealand came in as a fifth partner but its part1c1pat10n was limited. New
Zealand had contributed mainly DF to the Allied cryptologic effort in World War II and
had sent people to Australia to serve with the Commonwealth effort in Brisbane. After the
war New Zealand integrated | |and they also estal;li:ihed their own
collection site tasked mainly l Although
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unhappy with this development, but they lacked the power to wrench AFSA out of the
military chain of command.

AFSA began life in borrowed quarters. Its people, just over 5,000 in the beginning,
occupied spaces in Arlington Hall and the Naval Security Station on Nebraska Avenue,
sharing space with the Army Security Agency and Naval Security Group from which the
space was obtained. Admiral Stone decided that the Naval Security Station would be used
by AFSA for COMSEC, while the COMINT mission would be done at Arlington Hall. This
decision began a historic physical separation between SIGINT and COMSEC which has never
been completely bridged, despite the later move to Fort Meade. It was logical, though.
Naval Security Group (NSG; formerly OP-20-G) was strong in the COMSEC discipline.
Moreover, the Naval Security Station (NSS) at Nebraska Avenue had only about one-
fourth the space available that Arlington Hall did, and this disparity in size meant that
NSS was about the right size for COMSEC, while the larger spaces at Arlington Hall would
be ideal for COMINT. There was a certain amount of shuffling back and forth as COMINTers
from NSS moved their desks to Arlington Hall and COMSEC people from Arlington Hall
transferred to NSS. But when it was finished, all the COMSEC people were housed in
almost 214,000 square feet of office space at NSS, while the COMINT operations were lodged
in 360,000 square feet at Arlington Hall. Including administrative, storage and machine
space, there were only 79 square feet per worker at the Hall, but about 98 square feet at
NSS.

Workers often sat at tables rather than desks, in large warehouse-like rooms, cheek-
by-jowl], as they worked complex code or callsign systems. Floors were tiled and the noise
level was high. There was practically no air conditioning, and in the summertime it was
common to close down for the day when the ratio of temperature to humidity got too high.

AFSA owned two other facilities: The cryptologic school, a rudimentary training -

ground used originally to keep newly hired workers busy before their clearances came
through (see p. 71), reposed in a structure on U Street Northwest in the District of
Columbia. The Agency also maintained a courier facility at National Airport, then called
Congressional Airport.®

The impact of AFSA on the services was immediate and severe. Besides turning over

more than 600,000 square feet of space to the new organization; the Army-and-Navy hadto -

donate about 80 percent of their existing Washington-area billets ~ 79 percent for ASA and"
86 percent for NSG. Although ASA kept many of its uniformed service people, its corps of
over 2,500 civilian experts was turned over to AFSA virtually intact. This made the
Service Cryptologic Agencies little more than collection organizations, with practically no
central processing - all arms and legs, but no body. This revolution was accomplished
virtually overnight with only minimal dissension and was AFSA’s most noteworthy
success.

27 | IOPSEERETHMBRA—
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intercepted materials but did not agree to give him an SI clearance. He began applying
the code books to the traffic, and he turned out to be a pretty good cryptanalyst, even
though he was doing the work without benefit of formal clearance. Father Henry produced
the first decrypts of enciphered North Korean air traffic.”®

Counterattack

While ASA and AFSS were having trouble getting organized tactically, AFSA pushed
rapidly ahead. Despite an almost total lack of expertise and resources to work the
unfamiliar Korean target, codebreakers in Washington succeeded in penetrating North
Korean communications by late July. At the time, DPRK troops were being readied for
their all-out assault on Taegu, which, if successful, might have caused the collapse of the
Pusan perimeter and American defeat. Three divisions of Lieutenant General Walton
Walker’s 8th Army were on line with the remnants of five ROK divisions; opposing them
were fourteen battle-tested DPRK infantry divisions. On 26 July AFSA decrypted a North
Korean message which contained much of the battle plan for the assault on the 30th. The
information reached Walker on the 29th, and he shifted his forces to meet the attack, thus
saving Taegu and the Pusan perimeter.”” It was one of AFSA’s most conspicuous
successes. ‘

On 15 September MacArthur launched the spectacular Inchon invasion, the second
largest amphibious landing in history, near Seoul. North Korean troops suddenly had a
large American force in the rear of their operations. On 19 September 8th Army began its
breakout from the Pusan perimeter, and in a brief month they had pushed DPRK forces
back north of Seoul. Syngman Rhee’s government formally returned to the capital on 29
September. But the dynamic and committed Rhee wanted to push the fighting into North
Korea, and on 30 September, ROK troops crossed the 38th Parallel. Washington viewed
this development with anxiety. But MacArthur was confident that Chinese and Soviet
forces would not intervene and, like Rhee, lobbied for authority to go all the way to the
Yalu River. The CIA issued an assessment that MacArthur was right. The risks of
invading North Korea appeared rninimal, and in the end the Truman administration
backed MacArthur. American forces crossed the 38th Parallel on 9 October, heading
north.

China

The Chinese problem which MacArthur was so blithely underestimating had been
building for years. The postwar COMINT effort against Chinese communications began
officially in 1945 during the mission of General George Marshall to try to get Chiang Kai-
shek and Mao Tse-tung to the bargaining table. Marshall, familiar with what COMINT had
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done (lurfng World War II, requested COMINT information from both Communist and
N ationé.list communications.

ASA'mounted a small effort against both the Nationalists and Communists. Able to
read only aboutr_:bercent, ASA could still report that the two sides were far apart, and it
was obvious from the COMINT traffic that they were determined to settle their differences
on the battlefield. The Marshall mission was withdrawn in 1946, and in October of 1949
Mao triumphed.

Followiné'the withdrawal of :he Marshall mission, the COMINT mission against China
suffered, as ASA employed all available resources against the Soviet target. Chinese
military communications, virtually unreadable, were mostly one-time pads. What few
potentially readgble systems there were, were ignored in favor of the more important
Soviet problem. ‘ASA kept only a small section against Chinese civil communications,
which were unenctphered. Collection resources were concentrated at USM-3 in Okinawa.

The take from a second source, the intercept
unit at Hong Kong, was unavailable fo the United States unfil October 1949 because of the
USCIB decree at the.time that the U.S. would not deal w1‘§h| |because of
security problems.? °, p

When American and South Korean troops crossed the 38t-h Parallel the Chinese had
already decided to mtewene in North Korea. The decision was taken at a meeting in
Beijing from 3 to 7 October 1950. On the first day of the copference, Chinese foreign
minister Chou En-Lai called Indian ambassador Panikkar to tell him of|the decision, and
Panikkar relayed this news,to the West. But Indians were regarded as pathologlcally left-
leaning, and Panikkar’s comfmunique was disbelieved. Chou’s warning was followed up by

Chinese radio broadcasts, but these, too, were disregarded. 2 . .

Historian Clay Blair asserts that “when MacArthur returned ‘to Tokyo from Wake
Island [in mid-October] he had po inkling of the CCF armies gathermg in North Korea.” %
This was wrong. AFSA had clear and convincing evidence of the. .massing of Chinese
troops north of the Yalu and had*published it in product reports available to the JCS, the
White House, and to MacArthur- As early as July, AFSA began nqtmg references in
Chinese civil communications to a-rmy units moving north. Rail hubs in central China
were jammed with soldiers on their way to Manchuria. By Septerpber AFSA had
identified six of the nine field armigs that were later involved in the fighling in North
Korea and had located them in Manchyria, near the Korean border. Ferries at Anshan (on
the Yalu River) were being reserved fox“military use. Maps of Korea were being ordered in
large quantities. On 7 November, in voice communications intercepted and 'puinShed by

the COMINT community,| stated, “We are al‘f,eady at war
here.”® ' - ‘
. &
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consisting of either Korean or Chinese linguists, depending on which type of unit was on
the other side of the line. The Americans had accidentally rediscovered a technique for
gathering intelligence which had originally been developed during World War I and which

had been a prime producer of tactical informationL

These LLVI teams were quite small, consisting only of an ASA officer, a couple of
enlisted men for analysis, and two or three native linguists. Their value to front-line
commanders, however, far outran their cost, and LLVI was hailed as one of the most
important producers of tactical intelligence during the war.

White Horse Mountain

As the conflict settled down to unremitting trench warfare, highlights were few, and
peace talks gradually replaced warfare in American newspapers. But the front lines
continued to shift imperceptibly as the two sides bludgeoned each other in a series of
bloody encounters to take high ground. One of those, the battle for White Horse Mountain,
illustrated the use of COMINT in a tactical situation. \

The action was originally tipped off by the decryption of a Chinese Communist
military message that was in the hands of the tactical commander before the battle took
place. ASA set up a special field cryptanalytic effort and tactical communications to
report information that might bear on the battle. Through this mechanism, a second
message was decrypted which contained the date, time, objective, and units involved.

True to the intelligence prediction, the Chinese launched a massive infantry assault
on American and ROK troops at White Horse on 6 October and persisted until 15 October.
Throughout the battle, LLVI teams kept the American commander informed of the
position and activities of Chinese units. In a precursor to Vietnam, the American units
were able to call artillery fire on Chinese positions on the basis of the LLVI-provided
information.®® The Chinese suffered nearly 10,000 casualties out of some 23,000
committed to the battle.®

AFSS Introduces Tactical Warning

Like ASA units, AFSS operations in Korea depended increasingly on intercept of low-
level voice communications, using this for tactical warning. The concept relied on the
Joint Training Directive for Air-Ground Operations published in 1949, which stated that
the primary purpose of radio squadrons mobile for tactical support was to collocate with
the Tactical Air Control Center (TACC) so that direct tactical warning could be supplied.
(This followed World War II COMINT doctrine used effectively by Lieutenant General
Kenney at 5th Air Force.) '
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Because of the lack of linguists, AFSS was slow to set up this service in Korea.
However, in the early spring of 1951 AFSS units began intercepting Soviet ground-
controlled intercept (GCI) communications, and this spurred Far East Air Force (FEAF)
into requesting AFSS tactical support. Fortunately, AFSS did have some Russian

" linguists, and eight of them were on their way to Korea in April to form the first linguist

team. They originally set up a mobile intercept and processing hut at Pyongtaek in
central Korea, and communicated with the TACC by landline. No one in the tactical air
operation was cleared for COMINT, so it was disguised using a simple substitution code to
identify enemy aircraft and ground checkpoints. Arrangements were made for the TACC
controller to pass relevant COMINT, intermixed with radar plots, to fighter pilots. The
operation was nicknamed “YOKE,” and became highly successful because it significantly
expanded the range of control of the TACC and 1mproved the air controllers ability to
warn pilots of impending threats.

As the front advanced north of Seoul, so did the air control operations. In June of 1951,
the entire air control operation moved forward to a hill four miles northeast of Kimpo
Airport near Seoul. But in August hearability deteriorated, and the operation, including
the TACC and Security Serice operations, migrated by LST to Pyong-Yong-Do island.
Only six miles from enemy lines, “P-Y-Do” (as it was called) was in an ideal location. The
site at Kimpo was kept open, and linguists were split between the two sites.

~ Soon AFSS was finding tactical voice communications in Chinese and Korean as well
as Russian. Two more voice teams were established for the additional languages. The
Korean voice team consisted of the Cho contingent of the Nichols group. The Chinese
team set up shop on the campus of Chosen Christian College in Seoul (today, .Yansei
University). AFSS acquired its Chinese linguists in Korea basically the same way that
ASA did - they hired foreign-born linguists. In this case, they did business with one
General Hirota, a former chief of the Japanese army COMINT agency during World War II.
Hirota hired twelve Japanese linguists who were fluent in Chinese.

With so many languages involved, the tactical support operation was unusually
complex. The AFSS facility at Kimpo correlated Chinese early warning voice, Chinese
GCI voice, Soviet GCI voice, Chinese air defense Morse and Korean GCI voice. Each input
was produced by a separate team, and each team was in a different location for security

purposes.*°

In September of 1951 the P-Y-Do operation was closed down and moved back to Kimpo,
and that fall all AFSS operations were consolidated at Chosen Christian. This was the
first time that all components of the operation were collocated, which made correlation of
activity easier. According to one officer involved in the operation, “the present top-heavy
success of the F-86s against MIG-15s dates almost from the day of the inception of the new
integrated voice-CW-YOKE service.” ** -
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These developments roughly coincided with the arrival of the first batch of school-
trained American Chinese linguists, headed by Lieutenant Delmar “Del” Lang, in mid-.
1952. At the time the unit was located in Seoul, where VHF intercept was hardly possible,
while the TACC had moved to Cho-Do Island, near the North Korean harbor of Wonsan.
Information had to be relayed from the AFSS unit to Kimpo and from Kimpo to Cho-Deo.
Lang moved the operation to Cho-Do Island and collocated it with the TACC. Tests on
Cho-Do in August of 1952 confirmed that both the Soviets and Chinese were now using
VHEF for their GCI control activities.

To solve the security problems and to make sure that the TACC controller got the best
possible support, Lang positioned an AFSS linguist in the TACC in March of 1953, sitting
next to the controller. The linguist had a field phone on his desk, the other end of which
was attached to the output of a receiver at the Security Service intercept unit three-
fourths of a mile away. In an era when no one knew much about TEMPEST (see chapter 5),
such a wireline was regarded as secure simply because it was a landline.*

Combined with improved hearability, the new lash-up at Cho-Do Island provided the
best support that AFSS mustered during the entire war. In one day, which Lang described
as the “great Korean turkey shoot,” American F-86s downed fifteen MIGs without a loss,
even though none of the MIGs was ever seen on radar. The information came, of course,
from the COMINT operation at Cho-Do. A visiting ASA colonel commented that “it was just
like shooting ducks in a rain barrel.” It was a model for tactical COMINT operations and
was resurrected by the same Del Lang years later in Vietnam. (See chapter 12.)*

The Navy

Naval cryptology was a bit player in Korea. The DPRK had no blue-water navy, and it
was so weak that the Inchon invasion went unopposed from the naval standpoint. The
naval COMINT unit in the region was USN-39 at the huge U.S. ﬁay}al base at Yokosuka.
But USN-39 was not concerned with the small collection of DPRK coastal patrol craft. The
organization concentrated instead almost entirely on the Soviet navy in the Pacific, to
determine what moves, if any, the Soviets would make toward the U.S. presence on the
Korean peninsula.

The unit was housed in cramped quarters in a former Japanese artillery training
school, entirely too small and inadequate for the purpose. NSG found an old Japanese
ammunition storage building about ten miles from Yokohama. Rehabilitation began in
1951, and in November 1952 USN-39 moved to Kami Seya, where it remained for many
years. ' :

Most of the NSG support to the war effort came from its afloat detachments.
Originating out of Hawaii, detachments were placed aboard 7th Fleet vessels beginning in
August 1951, and at the end of the war, Tth Fleet had three such units.*
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session. (The operation was reminiscent of Herbert O. Yardley’s support to the secretary
of state during the Washington Naval Conference of 1921-22.)%

AFSA’s quick start was not sustained. Beginning in July of 1951, the North Koreans
began a total changeover of their communications procedures which saw the introduction
of new codes and'ciphers as well as callsign systems, frequency rotas, and message sending
procedures. Although AFSA recovered some of the mid- and low-level codes, the
organization never again read high-level (above division-level) systems. The following
table illustrates the dramatic change in cryptologic community’s ability to exploit those
systems.

Table 1
NSA and AFSA Exploitation of North Korean Cipher Messages*

July Dec July Dec July Dec June
1950 1950 1951 1951 1952 1952 1953
Messages
received 1,704 1,854 4,019 7,150 9,220 8,480 8,359
Messages - .
decrypted 612 1,518 1,649 1,044 645 1,739 2,045

In the first month of the war, AFSA read more than one third of all North Korean
cipher messages received, and by December AFSA was reading more than 90 percent. Yet
in July 1952 AFSA read only 7 percent, a dramatic decline in the face of expectations that
the trend line would be going in the opposite direction. The new North Korean security
measures were evidently inspired by the Soviet Union, whose communications had in 1948
undergone a similar transformation in the face of possible American and British
exploitation efforts. (See chapter 4.) It was accompanied by a decline in North Korean
radio messages incident to the beginnings of static trench warfare roughly at the 38th
Parallel, which gave the enemy a chance to divert radio communications to landline.

In fairness to AFSA, NSA did not do any better despite the employment of significant
resources, and North Korean high-level communications continue to defy cryptanalytic’
attack. But in 1951 it was a surprise to American commanders grown accustomed during
World War II to being privy to the high-level messages of their enemy. They wondered
what had happened to the “good stuff.”

AFSA had no better success against Chinese high-level communications. The Chinese
were inveterately security conscious, and in 1950 AFSA was reading virtually none of
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their high-grade systems, many of which were basically one-time pads. (They were
reading systems up to medium grade, however.)*

Security was a problem in Korea, as it has been during all wars. Occasional press
releases exposed COMINT support to battlefield commanders. The release of information
about AFSS exploitation of GCI communications became so serious that in October 1951
Detachment 3 of 1st RSM took the extraordinary step of suspending operations for a few
days until they got the attention of key officers in 5th Air Force.®* The employment of
tactical GCI voice and tracking information in the air war caused AFSS to devise new
measures to cover the information, and it set a precedent for use of similar information
during the war in Vietnam.

When NSA was created in November 1952, immediate steps were taken to sort out the
effort in Korea. NSA’s recommendations amounted to a classic “lessons learned” about
war. Most pressing was a program which ‘would allow the use of indigenous personnel
with native language capability. Almost as urgent was the need to sort out the tangled
relationships with the various ROK COMINT efforts. It would also be necessary to increase
NSA representation in the field and to expand existing field offices with technical experts
assisting the SCAs. Finally there was a call to develop new special identification
techniques that would allow NSA and the SCAs to track target transmitters in the
absence of readable communications.’” NSA sponsored these themes for years, until they
became tantamount to COMINT doctrine on warfighting.

One beneficial effect of the Korean conflict was to begin a rapid rise in cryptologic
resources. In July 1950 USCIB recommended to the National Security Council that
COMINT receive a hiring jolt. The NSC approved this on 27 July in a meeting attended by
the president himself.%®

Korea was America’s first stalemated war, and recriminations resounded for years
later. But even an acerbic CIA critic of the cryptologic community had to admit that
“COMINT remained the principal source of intelligence for threat until 27 July 1953, when
the armistice was signed at Panmunjom.”*®

Notes .
1. Rowlett interview, OH 14-81. '

2. Sinkov interview, OH 2-79; oral history interview with Herbert L. Conley, 5 March 1984, by Robert D. Farley,
NSAOH 1-84. .

3. See both Burns, Origins, and Howe, “Narrative.” ‘
4 William L. O’Neill, American High: The Years of Confidence, 1945-1960 (New York: Free Press, 1988.)

5. See Burns. Origins, 65.

6. CCH Series V.F.5.1.
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the NSA offices in Great Britain and Germany was resolved in 1956, but in the Far East
the competition between the offices in Tokyo and Hawaii continued for many years. In
each case the more vital organization was where the technical expertise resided: Tokyo
and Frankfurt.

Civilians in the Trenches - the Civop Program

In the early 1950s NSA turned to the problem of field site collection. Military operator
turnover was high, some years as high as 85 percent. The long-range expansion of
intercept positions set by JCS during the Korean War appeared to be a dead letter unless a
stable manpower pool could be established. NSA liked what it had seen of the GCHQ
program of hiring civilian operators because of the exceptionally long retention rates and
high quality of traffic. NSA was also aware that CIA was hiring civilian operators for

I Negotiations were begun with ASA, and in 1954 an agreement

was hammered out which would start with a pool of one hundred civilian operators at four
ASA field sites: Herzogenaurach, Baumholder, Sobe (on Okinawa), and Kyoto. NSA
would recruit and train the operators, who would be under the control of the field site
commander. For the initial group, rotation at all four bases was set at two years, and the
grade ranges for the program were 5 through 11. The NSA planning group waxed a little
poetic, formulating lc;ng-range plans for thousands of operators and an eventual NSA field
site of its own.

The trial group was duly recruited, trained, and deployed. But even as things were
moving ahead, the services’ attitudes were beginning to cool. NSA promised to recruit
only operators who had retired from service, but ASA and USAFSS foresaw keen
competition for their first-term operators contemplating better salaries doing the same job
for NSA. By 1957 the services had turned against the program, and it was quietly -
discontinued. It had long-lasting beneficial results, however. It yielded, in later years, a
cadre of experienced civilian operators who performed well in crisis after crisis.'®

COMINT Reporting in Transition

The reporting legacy of World War II was translations. ASA and NSG issued
thousands of translations per month, a reflection of the huge volume of readable traffic.
Once the cryptanalyst had finished his or her job, and the translator had put the message
into readable English, the verbatim transcript was released to either G2 or the theater
commander (in the case of the Army) or Office of Naval Intelligence or the appropriate
naval commander (in the case of the Navy). The mechanism for this was to hand the
information in raw form to an intelligence analyst collocated with the cryptologic
organization. Traffic analytic information was also passed in bulk to the appropriate
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chaos. There were 1,100 trainees jammed into the same spaces, still with a staff of 6.
Canine was aware of the problem, and AFSA went to work to improve the situation. In
April of 1951 the school was moved to larger quarters at 1436 U Street, N.W., designated
Tempo R. In June 1954 the school moved to another World War II building - Tempo X -
located on the north side of East Capitol Street, in the area that is now part of the RFK
Stadium parking lot. When, in the mid-1950s, NSA moved to Fort Meade, the training
school moved to a former hospital a couple of miles from the main NSA complex.

Canine later separated training from the Office of Personnel and elevated it to the
level of Office of Training. Its chief was named commandant of the NSA School. Canine
was also a proponent of management training, which was begun in 1952, and he placed the
first NSA students in service war colleges in 1953.

-AFSA also began paying more attention to formal classroom instruction. Instead of
the “sit in the corner and read a book” approach, it began offering a selection of classroom
traffic analysis, cryptanalysis, mathematics, language, and technical training. By 1952
the school was offering training (at some level, at least) in eighteen different languages.
Secreétaries got instruction in clerical and stenographic skills, and there was a four-week
teletype operators course for those assigned to communications. There was also a one-
week indoctrination course for all new hires, with follow-on instruction for certain
specialties.”” By mid-1952 AFSA was also offering three levels of management training ~
junior (presupervisory), supervisor, and executive. Classes were very small, but at least a
rudimentary program existed.

NSA also began using education as inducement. Begun under AFSA, the College
Contract Program began with a contract with George Washington University and
amounted to NSA payment of tuition to qualifiers. Classes were held at Arlington Hall,
Nebraska Avenue in the District, and at Thomas Jefferson Junior High School in Virginia.
There was also a program for graduate students and, for a select few, a fellowship program
which offered full-time study away from NSA.

NSA’s role in broader cryptologic training within the services was less certain. Both
AFSA and NSA enjoyed a theoretical technical control of cryptologic standards, which
included training, but AFSA never exercised its review function. An early AFSA proposal
to create a consolidated cryptologic training school was scuttled by Brigadier General Roy
Lynn, an AFSA deputy director, who was concerned about retaining USAF Security
Service independence.

After 1952, things began to change as NSA became active in reviewing SCA
cryptologic courses. The Agency was especially active in providing technical assistance for
language training and at one time took responsibility for all language training beyond the

basic level. It did not, however, try to take on COMSEC training, preferring to leave that to
the SCAs.
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Arlington Hall and Nebraska Avenue was by incineration. Burnbags were stapled shut,
as they are today, were marked with the originators’ organization, and were placed in
central collection locations. Once picked up, they were pitched into the fire by a military
detail, and destruction was certified by a commissioned officer.

In late 1951 AFSA, determined to modernize the procedure, ordered two Somat
machines, which AFSA officials had seen in operation at CIA. The machines operated
much like the present destruction facility but on a much smaller scale. There was a
whirling tub resembling a cement mixer, into which the burnbags were thrown. The door

was then closed, water was injected, and the tub churned. But the early models did not -

work very well, and the whole process was as dirty as a paper mill. NSA later returned to
the old standby incinerator until something better could be devised.*®

NSA AND THE U.S. INTELLIGENCE SYSTEM

NSA and its director were coping with the problems - technical, organizational, and
fiscal — in establishing a truly global SIGINT system, which at one and the same time would
serve national and parochial interests. This required a strong central institution and
considerable adjustment of the old ways of doing business. When Canine tried to make the
adjustments, he ran into opposition from every direction. His attempts to impose
uniformity were opposed by the SCAs, while his SIGINT turf was simultaneously being
invaded by the CIA. '

Consumer Groups Come to NSA

The modern method of marketing SIGINT is primarily through Cryptologic Support
Groups (CSGs) accredited to consumer organizations. Many NSAers are surprised that it
was not always such. But in fact, the system began exactly opposite. In the beginning,
consumers established liaison detachments (sometimes referred to as “beachheads™)
within NSA. Indeed, NSCID 9 codified what already existed in AFSA when it stated that
“the Director shall make provision for participation by representatives of each of the
departments and agencies eligible to receive COMINT products in those offices of NSA
where priorities of intercept and processing are finally planned.” The motivating force
appears to have been to give customers a voice in setting COMINT collection and reporting
priorities. But the customers did not limit themselves to expressing requirements. All of
them sifted COMINT information and interpreted the meaning back to their parent
organizations. Some of them actually produced their own report series and distributed
them to their home offices.

In the beginning, many of these organizations were quite large and robust: in 1954
both Army and Office of Naval Intelligence had fifty-two analysts at NSA, CIA had




ceeaee s land State had four. Air Force Security Service, however, had by far the
' largest, a total of eighty-one analysts working in an outfit called AFSSOP (Air Force
Security Service Office of Production), which produced COMINT summaries digested from

the mass of technical information available only at NSA headquarters.

NSA did not like the system, and over the years it made moves to cut off the flow of
technical information that kept the consumer groups alive. These attempts were initially
unsuccessful, but the beachheads gradually became smaller and finally faded out of
’ \ existence, victims of an aggressive NSA external reporting program that made them
1 unnecessary. By the end of the 1950s they were gone, except for liaison detachments that
'; had no production or interpretive responsibilities.®

i The Struggle for Technical Control

NSCID 9 gave NSA “operational and technical control” of all U.S. COMINT operations.
This revolutionary authority proved to be the glue that knit the COMINT community
together.

Those who have lived within a unified system all their working lives cannot appreciate
the technical problems that confronted NSA in November 1952. For instance, among the
British, Army, and Navy, there were in the 1940s seven different naming conventions for
I Soviet codes and ciphers.

EO 1.4.(c) e The Navy began the Second World War using an R (probably for Russian, or RATTAN
EO 1.4.(d) as the project was then called) followed by a dash and a one-up number. Later they
PL 86-36/50 USC 3605 g changed to a B (probably for BOURBON, as the project had been renamed).

. The British began w1th-| finally changing to

e The Army began with a Z followed by two more letters designating service or content,
followed by a one-up letter system.

e The Navy copied Soviet intercept on a Cyrillic typewriter, while the Army used an
MC-88, which had capitalized Roman letters.

e The British were copying thingé by hand, much like a voice gist.

Each organization had its own traffic formats. When the traffic came into NSA, it all
had to be hand-massaged to make it suitable for any sort of processing. A coordinated
attack on high-grade systems would be too time-intensive without standardization.®®
Someone had to dictate formats.

The impetus behind standardization was processing. Raw traffic and digested extracts
(called TECSUMSs, or technical summaries) cascaded into NSA headquarters in
unmanageable volumes. An NSA Technical Management Board created soon after NSA
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of his term as DIRN SA, it was rumored that Canine was barely on speaking terms with the
AFSS commander, Major General Hunt Bassett.>*

Like the Army (but unlike the Navy), AFSS began looking into |:|collection.
AFSS officials made contacts with Oliver Kirby’s Plans and Policy Division of NSA in
December 1953 for the establishment of two sites - one behind the Iron Curtgin and one in
a Third World nation. Kirby and his deputy, Philip Patton, gave the Air Forée a quick go-
ahead, and by mid-1955 both sites were active. In 1957 AFSS was back with grander
plans; this time a draft operations plan to establish a network of] sites targetted at
Soviet and Satellite communications. They based their need for this on the m'igration of
Soviet communications to the VHF range and on claims that ASA[_____[sites, were not
getting the air-related targets that the Air Force required. These sites “were gradually
added to the list over a period of years, beginning in 1958, but the AFéS’ ptogram,
beginning well after ASA’s, never grew to be as large.> ¥ ¥

*

: EO 1.4.(c)
The SCAs Create Second Echelons PL 86-36/50 USC 3605

.

.
.

The decentralization plan spawned a second concept, that of three-tiered proc;issing.
Units which gained processing and reporting responsibilities frequently woﬁpd up
controlling related intercept positions at smaller units. The arraggement amounfed to a
de facto layering system in which large units controlled operatio'rfs at smaller units; and in
some cases the smaller units were officially subordinated to the larger one.s: The
intermediate tier came to be known as “second-echel?n," ‘while NSA (and in the Air Force,

AFSCC) operations were called “third echelon.” ,°* : L

In 1950 the chief of ASA Europe (A‘SAE’) cast aside an early plan to ce;ltr:alize
processing at Herzogenaurach. Ihstqad,' he created a major processing center :for:‘ASA
intercept in his own headquarters in Frankfurt’s .G. Farben building. This centef came to
include a jumble of processing-and reporting operations, most prominent of whith was a
large voice transcription effort. The Berlin “gamble” (see p. 118) began paying off as huge
quantities of German elear speech from their political network (called the SED network) i
poured into Frankfurt. Later in the decade this was augmented by carloads of I
|system being used by the Soviets in East Germa_ny.
maintained a large staff to supply technical assistance, especially thel |
linguists needed to process this nonstereotyped intercept.
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PL 86-36/50 USC 3605,

The ASAE processing operation also included processing of { |

|and management of a wide variety of COMINT and ELINT field

operations. Field intercept was massaged on IBM punched card machines, which helped
stoke an enormous output of technical recovery reports. ASAE did much less product
reporting than the Air Force, however, as its mission was, by its very nature, less time-
sensitive.®®

AFSS, after originally opting for a prbcessing center as part of the existing first
echelon 6910 Security Group at Darmstadt, decided to create a separate unit which did no
first-echelon work at all. First established at Landsberg in August 1955, the unit moved to
permanent quarters in Zweibrucken, a small town near the French border, in October
1956. The Navy never did establish second-echelon centers, although USN-40 at
Bremerhaven took on some (but not all) of the functions.’”

In the Pacific the picture was much muddier. The Army and Navy had no clear
COMINT centers, while the Air Force had established a single center at Johnson AFB in
Japan. In August 1955, AFSS created the 6902 SCG, a sister unit of the European
processing center at Zweibrucken, and relegated 6920 SCG to an administrative role in
relation to 6902nd. '

By the mid-1950s all three services were evolving “super-sites” on Okinawa, and in
the late 1950s they began concentrating various second-echelon processing functions at
those units. In 1959 the 6902 SCG (which had moved to Shiroi from Johnson AFB) moved
to Okinawa, and this began a coalescence of organizations which, in 1961, became the
Joint Sobe Processing Center (JSPC). (The story of JSPC will be told more fully in chapter
4)) - ' ‘

All three services created administrative units to supervise theater intercept sites,
and to serve a liaison function with the supported commander(s). However, they all
showed a disinclination to combine operational and administrative functions in the same
organization, believing those to be separate tasks.*®

Watching the Watchers

DIRNSA’s supervisor was not really the secretary of defense, despite what the Truman
Memorandum said. In 1953 the secretary of defense assigned that job to General Graves

~ B. Erskine, a Marine Corps four-star who was already assigned to his staff as head of the
~ Office of Special Operations. Erskine monitored the CIA budget, which was hidden in the

DoD budget, and after July 1953 he also monitored NSA. His deputy, Air Force colonel
Edward Lansdale, later became famous as the author of covert actions projects in both the
Philippines and Vietnam.

The monitoring that Erskine did was rather loose. He always retained professional
cryptologists on his staff to work the details of cryptologic money, and under such a
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system, oversight was not detailed. Occasionally a big-ticket item would come up, like
LIGHTNING (see p. 204), and Erskine’s office would become involved. But Congress had not
yet instituted an effective review of the intelligence agencies (and did not until the mid-
1970s), and CIA did not yet have the authority to ride herd on the finances of the DoD
intelligence organizations. So by the standards of later days, no one was really paying
much attention to the intricacies of NSA’s money.*

NSA AND CIA -THE EARLY YEARS

Will you please have the proper instructions issued discontinuing the cryptanalytical units in the
offices of the Director of Censorship, the Federal Communications Commission and the Strategic
Services. If you are aware of any other agencies having services of this character, will you please

have them discontinued also.

Franklin D. Roosevelt, Memorandum for Director of Budget, 8 July 1942

The origins of CIA were rooted in World War II. Roosevelt, under the pressure of
wartime exigency, created an espionage agency in 1942, called the Office of Strategic
Services (OSSI), under New York lawyer and World War I battlefield hero (winner of the
Medal of Honor in France) William Donovan. Donovan’s agency both collected and
produced intelligence and mounted covert operations around the world. It was a mission
that CIA was to inherit several years later.

NSA'’s difficulties with CIA stemmed from decisions made in the 1940s, almost all of
them bad. JCS, which owned most of America’s intelligence assets, opposed OSS from the
beginning and did everything in its power to deny to OSS the resources to do its job. The
Joint Chiefs failed to keep OSS out of the HUMINT business, but in one area they succeeded
almost totally: COMINT was denied.

Roosevelt’s order (above) resulted in the closure of a small OSS COMINT organization.
Even worse, it was used by the JCS to deny to OSS access to ULTRA. Thus OSS reporting
was crippled from the beginning. It had access to agent reports, photoreconaissance, POW
and defector reports - everything, in short, but the most useful and reliable information. If
World War II was, as has been claimed, a COMINT war, OSS remained on the intelligence
sidelines.®

And it rankled. OSS seniors who later served in the higher ranks of CIA never
accepted the JCS policy. The British intelligence services, which dealt closely with OSS,
were appalled. Their own intelligence community was unified, and HUMINT was routinely
integrated with COMINT in highly specialized offices, in order to reap full value from both. -
(For instance, Ian Fleming, a British naval officer and later author of some note, was
responsible for the integration of Bletchley-produced ULTRA with the Navy’s HUMINT and
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special operations.) JCS had used security as justification for the denial of ULTRA to OSS,
but the British were at least as security conscious as the Americans, and they seemed able
to get COMINT of the highest sensitivity to those in the HUMINT business who needed it.
The outright denial of ULTRA to OSS just did not make sense.®

Truman discontinued OSS immediately after the end of the war, partly to rid himself
of Donovan, who was not in favor with the president. But within six months Truman once
again had himself an intelligence organization, called the Central Intelligence Group.
CIG was bedeviled by the same problems that submerged AFSA - lack of its own budget
and personnel resources (people were loaned in from other intelligence organizations),
absence of a congressional mandate, and lack of firm direction from the top. But the idea
was the same as that of AFSA - to establish central control of U.S. intelligence operations.
When CIA was created in 1947, succeeding CIG, it got its congressional mandate, its
budget, and its own personnel. It still lacked firm leadership, but that was remedied in
1950 with the appointment of General Walter Bedell Smith as DCI. Smith had been
Eisenhower’s chief of staff in Europe, and he knew how to run a tight ship. Tussling with
“Beetle” Smith was like landing in a cactus patch.

In the early days the only high-level COMINT available to CIG was a copy of the MAGIC
Summary put out by the Army, which was available in the Pentagon. In the very early
days, only fifty people in CIG had a COMINT clearance. But in June of 1946 Hoyt
Vandenberg became DCI. Vandenberg was fresh from a tour as chairman of USCIB and
knew the value of COMINT. In December he created an organization within CIG, called the
Advisory Council, to deal with what he hoped would be a flood of COMINT reports.

For a while there were few reports to disseminate. Requests for access to COMINT .
reports were generally denied. But in early 1947, two CIG organizations began to get
involved with COMINT operations. The first was OSO (Office of Special Operations, the
clandestine organization), which in March proposed to the Army and the Navy that they
begin a Joint Counterintelligence Center (JCIC), using COMINT as the basic source of
information. The services received this enthusiastically, and JCIC was established at
Nebraska Avenue, with the understanding that it would eventually move to CIG. (It
moved to CIA in 1949.)

At about the same time, Colonel Robert Schukraft, chief of the Communications
Division at CIG, was establishing a relationship with ASA. F
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Wher AFSA was created, CIA made a pitch for a more active role in COMINT. Then-
DCI Roscoe Hillenkoetter proposed that he should be g:iVe.n.thechairmanship of USCIB,

but this was quickly overruled. CIA Y

[ was being told in unmistakable fashion that they would
remain on the sidelines when it came to the policy aspects of COMINT. That was still the
domain of the JCS.

CIA remained a major critic of COMINT throughout the AFSA period, and
Hillenkoetter’s successor, Walter Bedell Smith, played an important role in getting the
president to appoint the Brownell Committee. CIA was determined to get a bigger stake
in the game.

Smith got much of what he wanted from Brownell. He was made chairman of USCIB
and, as such, could play a large role in COMINT policy. The results of the Brownell Report
also gave CIA the chance to lean on the new NSA to get its own requirements satisfied. No
longer would the civilians have to take a perpetual backseat to military requirements.®

CIA Enters the COMINT Business

In the beginning, CIA probably did not intend to build its own cryptologic
organization. Two very senior NSA officials, Louis Tordella and Frank Rowlett, both
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[ 1]
. In 1948 CIA, in cooperation with a Department of State organization called OPC
(Office of Policy Coordination), began beaming propaganda (some would say “news”)
. broadcasts toward the Soviet Bloc. The operation was called Voice of America, and it lived
.. along and healthy life during the Cold War. Predictably, however, as soon as the VOA
.. stations went on the air, the Communist nations at which they were targetted began

. jamming the broadcasts. Thus ensued, in February of 1948, yet another area of intense
Py competition between CIA and the cryptologic community.

. Tackling the problem of jamming would involve radio monitoring. CIA took on the job
h in 1949 and immediately began preparing a plan to identify and locate the jammers and
. devise a solution. In June 1950 an ad hoc group of the IAC (Intelligence Advisory
Committee, chaired by the DCI) approved a preliminary monitoring plan, called

S ~ Just how Admiral Stone of AFSA found out about it is not known, but it was hard to
s . "+ . keepsecrets at the IAC level. In any case, Stone contacted the Department of State (at the
i %o . 'ttmg OPC was still officially part of State rather than CIA) in July of 1950 to let them
N know't-hat he regarded this as an AFSA responsibility under NSCID 9. Hillenkoetter
i Justlfied CrA activity to AFSAC as being performed under the section of the National
Secilrlty Act thabpermltted CIA to perform “such additional services of common concern

. as the ‘National Securjty Council determines can be more efficiently accomplished
. centrally’,..” This was 'a’weak reed, and Hillenkoetter made his case even less plausible
o by stating that monitoring faclﬁtnes so established could be used for other purposes in time
. of war. Such 4.direct challenge to* AFSA authority in COMINT brought a predictable
*, AFSAC response, and in November USC«IB took up the issue. USCIB concluded in
*. November that :]was a COMINT mfssiop and should be headed by AFSA. A
* USCIB study costed the problem at $5 million and 355 people. But when the matter went
before the National Security Council in early 1951, CIA'won The NSC directed that CIA

be the focal point for a multi-agency attack on the jamming problem

",AFSA wrote a supporting plan but continued to insist that it bé given the mission.
Wheén Canine became director, he took forceful exception to CIA encroaehment in the
situation. But Canine was handicapped by limited resources. :Iwas
going to be expensive, and when the SCAs were polled, they offered only part-time DF
facilities. NSA did not have the money to create a separate system just to monitor
jamming, and the military services contended that they could not provide the
communications to interlock a monitoring system anyway. So in February 1952 President
Truman approved a plan for CIA to proceed on its own.
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Dulles was interested in HUMINT and
covert operations, not technical intelligence.
Richard Bissell, who headed the CIA’s
operations organization in the late 1950s,
once said that “Dulles was always being
encouraged by successive Presidents to
exercise more direction of the whole
intelligence community. And Allen always
resisted that. . . . He always wanted to run
his Agency and exercise a direct,
unambiguous control. .. ."*

When NSCID 9 was revised and
republished as NSCID 6 in 1958, CIA
insisted that language be inserted that they
might engage in intercept and processing
(less cryptanalysis) whenever such opera-
: tions were in satisfaction of responsibilities
Allen Dulles spelled out in NSCID 5. Once he had the
written authority, however, Dulles never exercised it.

According to senior NSA officials of the time, the era of CIA’s SIGINT system was
already beginning to fade. They had neither the time nor the money to pursue a big SIGINT
system and a big HUMINT/covert actions system simultaneously, and so SIGINT was
sacrificed.

General John Samford, who replaced Canine in 1956, moved to heal the breach with
Dulles and the CIA. Samford was a consummate diplomat, and he probably gained more
by soft-soaping the downtown intelligence people than Canine could have done through
head-on collisions.*

NSA’s Other Competitors

The growing size and importance of COMINT made it inevitable that the cryptoldgic
organizations of the armed services would have other competitors from time to time.
During World War II there had been several.

The Federal Communications Commission had a long history of communications
monitoring to secure compliance with federal radio regulations. During the early part of
World War II, the FCC published a series of magazine articles plugging their successful
efforts at finding Axis agent communications. The Army and Navy cryptologists did not
appreciate this glare of publicity on their secret profession, and they sought to get
Roosevelt to close down FCC operations. Roosevelt’s order of 1942 (cited at the beginning
of this chapter) was meant to apply to the FCC and other competitors of the Army and
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BUILDING THE OVERT COLLECTION SYSTEM

Few cryptologic field sites survived World War II (see map on p. 113). By 1947, the two
services were operating only sixteen fixed sites — nine Navy and seven Army. The Army
maintained large fixed field sites, but very few of them. The Navy tended toward small
sites, many with only a DF mission, scattered throughout the world to maintain a DF
baseline.

Even more striking was the geographic pattern. The United States had but one
cryptologic organization on the continent of Europe. Three of ASA’s sites and five of NSG's
sites were in the U.S. Of the rest, the Army collection site in Asmara had existed since the
early days of World War II. The other overseas sites were in Okinawa and Japan, and they
copied primarily Soviet targets. The Navy’s overseas sites were all in the Caribbean (San
Juan) and the Pacific (Guam, Adak, and Hanza). The Americans had left European
collection almost entirely to the British.

This soon changed. The Cold War, the Communist takeover in Czechoslovakia in
1948, the Communist victory in China in 1949, and the unpleasantness in Korea,
combined to force a revolution in America’s eryptologic posture. The somnolent late 1940s
became the go-go 1950s. Cryptologic planning was stirred to a white heat, and the
collection system fairly exploded. By 1960 American’s cryptologic collection system
(minus Southeast Asia and Cuba) had basically been built.

Three things typified this system:

1. The target was the Soviet Union. China, Korea, and the East European satellites
were simply corollary targets. The Third World maintained third billing except
during the aperiodic wars and crises in the Middle East, the Caribbean, and
Southeast Asia. ' '

2. Containment of Communist expansion was the objective. The collection system
became geographically arrayed to resemble Lenin’s predicted “capitalistic
encirclement,” a figurative string of pearls beginning in Northern Europe,
stretching down through South Asia and up to Japan and Alaska. By 1960 the
United States had established, or was in the process of establishing, collection sites
on virtually every friendly piece of territory available on the Soviet periphery,
regardless of existing | | sites. And despite this seemingly
heedless expansiont, N5A was barely able to keep up with customer requirements.

" 3. This was the Golden Age of HF. Long-haul HF systems dominated the world
communications networks. Above-HF transmissions did exist, but in HF’s Golden
Age, most of the truly important messages seemed eventually to find some mode of
HF expression. Propagation vagaries demanded that collection sites pe placed in' a
wide variety of locations. But in theory, if one established enough sites and built
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| Italy, Greece, and Libya

Italy became a platform for American intercept relatively late in the game.
Negotiations to establish intercept sites began as early as 1953, but the Italian
intelligence organization, SIFAR, found out about it and wanted concessions. Specifically,
SIFAR requested technical assistance to its COMINT effort, a copy of all intercept, and the
right to station its agents at each of the two proposed Air Force stations at Treviso and
Brindisi. When AFSS finally constructed a site north of Brindisi in 1959 (Treviso was
never built), the concessmns to SIFAR were never implemented.'*

Air Force Security Service established a small intercept site near Wheelus AFB,
Libya, in 1951. Relations with Libya were still fairly friendly, but became strained as
Arab nationalism consumed Libyan politics, and the site was closed in 1960. In 1954 the
unit established a detachment on the Greek island of Crete. Relations with the Greek
government were more stable (although by no means absolutely docile), and the site
stayed on as a mainstay in the collection of Middle Eastern targets until 1992.'%

Turkey

No piece of real estate during the Cold War bulked larger than Turkey. The Anatolian
Peninsula stood athwart Russia’s historic drive for a warm water port. The Soviet Union
had located considerable military forces near the Turkish border, and the U.S. had early, if
tenuous, evidence that the Soviets intended to use their southern lands for important
aircraft and missile testing. as cold and unwilling to permit American
operations, and in Central Europe the Satellites buffered Soviet soil from American
geographic access. But Turkey butted up against some very 1mportant Soviet areas, and it
might be willing to allow U.S. mtercept sites. '

Moreover, the Turks wanted American protection against their historic' enemy. In
1945 Stalin had made menacing gestures against both Turkey and Iran. Across the
Aegean Sea, the Greek Gommunist Party was large, active and threatening. In March
1946 Truman decreed that America regarded both Greece and Turkey to be’vital to
American interests, and the U.S. would aid both in their attempts to keep the Communists
out. In the case of- 'furkey, the ‘threat was entirely external, and U.S. aid, which began
soon after the enunciation of the Truman Doctrine (as the above proclamation was called),
promised a close political and military relationship between the two nations.'%

.

EO 1.4.(c)
EO 1.4.(d)
PL 86-36/50 USC 3605
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The Philippines and China

Followfng the Second World War, the Philippine Islands received their long-awaited
independencé from the United States. But military relations remained close, and the first
post-independente COMINT unit (ASA) arrived at Clark Air Base in 1949. AFSS followed
with an intercept Upit at Clark in 1952, and in 1954 NSG returned to the Philippines after
an absence of twelve'years.

China, however, was a very different story. The Navy had established intercept and
DF stations on mainland China during World War II, but the last station, in Tsing Tao,
departed hastily in 1949 b‘ef?re the onrushing Chinese Communists. Meanwhile, the
chaotic nature of American relations with Chiang’s government spelled the last of U.S.
SIGINT stations on his territory for the time being. When he and his army moved to
Formosa, the Americans did not méye with him.

But the Taiwan Straits crisis of 1954 changed all that. Suddenly it appeared necessary
to get American collection on the island. In June the 6920th Security Group sent in an
unauthorized covert team with three intercept positions. Once they saw how valuable the
intercept was, AFSS headquarters authorized the activity, and in November the site
received official CHINAT blessing. The next year both the Navy and Army sent temporary
COMINT intercept teams to the island, and all the units collocated with the original Army
ELINT unit near the capital of Taipei. In September NSA sent a representative to the

island to coordinate the technical aspects of the efforts.!'®

Japan

The end of World War II found both the Army and Navy COMINT organizations already
in Japan. The Navy had a unit at Hanza, Okinawa, while an ASA mobile unit was at
Shimabuku. The Army set up its first site on mainland Japan near Kyoto in 1948, while
the Navy moved into a former Japanese base at Kami Seya, in the southern environs of
Tokyo, a year later. When Air Force Security Service was created in 1949, the Army Air
Corps 1st Radio Squadron Mobile became Air Force property. Located at Johnson Air
Force Base, just west of Tokyo, this organization transferred to a former Japanese naval
air base at Misawa in 1953, and it has been there ever since. It eventually became the
largest SIGINT site in the world, with all three services under a single roof.
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Following the war, the Air Force continued aerial reconnaissance against the Soviet
Union. By 1947 the Army Air Force already had a rather elaborate postwar Ferret
program in both the Far East and Europe. The AAF requested ASA assistance in placing
COMINT intercept aboard, but at the time ASA displayed little interest.'?

BLUE SKY

Postwar COMINT airborne collection, however, developed from the Korean War rather
than from the Soviet threat. In 1952 Air Force Security Service became concerned about
reports that North Korean pilots were using the VHF spectrum for GCI communications.
As their intercept of HF GCI communications was beginning to dry up, this seemed
plausible and led to the establishment of a survey site on Cho Do Island. Cho Do definitely
proved the existence of VHF GCI communications, and this finding boosted an embryonic
USAFSS program to build a COMINT collection aircraft using an RB-29 as the platform.'*’

But the people in the Far East were not willing to wait for a long-range fix. The
commander of 6920 Radio Group Mobile at Misawa, working with Far East Air Force,
initiated an in-theater effort which they called Project BLUE SKY. The idea was to seize
whatever platform was available - this proved to be a C-47. It was modified by the
addition of collection equipment and antennas formed up into a single intercept position
and was launched into a series of trial orbits. Although there was plenty of VHF to be had,
the orbit, because of requirements to be able to communicate with the ground station, was
far from ideal, and the initial trials were only moderately successful. The Air Force
adjusted the orbit, but results were still mixed because the wire recorder produced
scratchy, almost unintelligible voices.

After the armistice in 1953, coverage requirements became even more pressing, and
an additional VHF position was added. Results were better, but aircraft maintenance
problems, equipment failures and lack of qualified transcribers on the ground prevented
the program from fully realizing its potential. By 1958, however, BLUE SKY had expanded
by the addition of three more C-47s, and the program continued until 1962, when all C-47s

‘were replaced by USAFSS RC-130s.'%

EO 1.4.(d)

Peripheral Reconnaissance ) e

o
‘-‘
.

The reconnaissance program of which BLUE SKY was,a pér-t came to consist of a
bewildering variety of programs operated by| |American military services.
Most of the missions were peripheral to the Soviet Bloc nations, and to those missio_ns some
rather strict rules applied. But some parts of the program apparently dealt with deliberate
overflights. In the very early days, the penetration missions in Eastern Europe were for
the purpose of unloading tons of propaganda leaflets. As time went on, however, CIA radio
broadecasts substituted for more intrusive measures, and the overflights turned toward
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intelliéence collection. The best known of the latter were the U-2 overflights which
originated in the mid-1950s. Even when actual penetrations went out of favor, SAC
continued to fly “exciter flights” along the periphery, nudging the boundaries of the Soviet
air defense.system to actually stimulate reactions and get them to turn on their
equipment.'”,

By the early 1950s the Soviet Union had built a capable air defense system. It was
deficient in highgltitude aerial intercept capability, but the Soviets had an outstanding
radar detection syStem, beginning originally with American lend-lease equipment. And
as American I—E—_laircraft began playing with their borders, the Soviets began
coming up after them.

The ensuing twenty years were marked by repeated border incidents, both aerial and
naval. A study by NSA in 1986 documented 126 incidents, 81 of them occurring during the
1950s. The peak year, 1952, was marked by nineteen incidents, including the downing of
an RB-29 in the Sea of Japan on 13 June, the first SIGINT aircraft shot down during the
Cold War (and the first loss of life by USAFSS intercept operators).

The Soviets and their allies became hypersensitive to peripheral reconnaissance, and
on occasion they acted “trigger-happy.” In some cases, such as the shootdown of a USAF
photo mapping mission north of Japan in 1954, Soviet radars showed the American
aircraft in Soviet territory. In other cases, especially in the Berlin air corridors, Soviet
pilots showed a predisposition to fire at an Allied aircraft no matter which side of the
border it was on. Some missions were shot down; others were simply fired on or harassed
by “buzzing.”

Although there is no direct evidence for it, it appears very likely that the pattern of
peripheral reconnaissance employed by the U.S. and its allies exacerbated an already
touchy situation and led to more incidents. As Table 5 shows, forty-four of the incidents
were clearly aerial reconnaissance, four were shipborne reconnaissance, and of the forty-
eight reconnaissance incidents, twenty-six involved SIGINT collectors. Reconnaissance
CPAs (closest point of approach) were frequently within a few miles of the twelve-mile
limit and often paralleled the border at that distance for many miles. To the Soviets, this
must have appeared as a taunt. The SAC exciter flights were the most provocative by far.
This was made worse by the inherent inaccuracy of radar, which sometimes placed the
Allied reconnaissance aircraft closer to the Soviet border than the aircraft’s navigator
believed to be the case. Into this volatile mix came the Soviet bloc fighter pilot, who had no
way of knowing exactly where he was relative to the international boundary.
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called Project :hnd sent it to USAFSS for approval. In May 1952 AFSS
approved the plan for temporary implementation,.bﬁt only if it were based on COMINT
which included plaintext (such as VHF voice), DF.dnd associated traffic analysis involving
no complex callsign systems. .

.

Back in Japan, details of the new warnihg procedure were still being worked out when,
on 13 June, an RB-29 SIGINT collection ﬂfght was shot down over the Sea of Japan. The two
AFSS operators who were killed might have been saved had a system been in place; the
event added a real sense of urgeqc§ to this, the earliest advisory warning plan in American
SIGINT history. LY

At this pointlzlgot bogged down in the tangled thicket of COMINT
classifications. The problem revolved around the possible compromise of sensitive COMINT
through its use in advisory warning situations. USCIB approved the USAFSS advisory

warning plan for the Far East, but LSIB was reluctant to go along except in a war zone
(i.e., Korea).

It appears that at least one version of the plan was given interim approval by USCIB,
and a former USAFSS operator claims that it was actually implemented in the early 1950s
for at least one mission. Various modifications were introduced to make it more palatable,
such as the use of bogus messages disguised as warning messages by AC&W units.

In 1956 President Eisenhower, concerned over the number of incidents and loss of
reconnaissance aircraft, directed that positive action be taken to remedy the situation.
The only change that resulted was the implementation of a Navy warning program in the
Far East, which contained certain safeguards, chief among these being the initiation of
“blind” (unacknowledged) broadcasts. Through the summer of 1958, there existed no
universal advisory warning program. % '

The RC-130 Shootdown

The RB-50 program lasted only a few years. The aircraft were old and difficult to
maintain and had room for only five positions. The success of AFSS collection against the
growing VHF problem led to a new program on the heels of RB-50s, in which the new
McDonnell-Douglas C-130 would be converted to a collection platform. The C-130 had
room for ten positions, could fly longer and higher, and, being new, had few maintenance
problems. AFSS planned for a fleet of eighteen, nine in each theater, to begin in 1958. The
first nine went to Europe, and in September AFSS, in association with USAFE, began to-
fly trial reconnaissance missions in the Turkey and Iran areas. '**
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Dulles protested the Soviet attitude on the shootdown to First Deputy Chairman of the
Council of Ministers Anastas Mikoyan, but their representations were again brushed
aside. Out of patience, the administration on 5 February released copies of the tape to the
New York Times, which published them on page one. This deliberate leak of COMINT had
already been placed before USCIB, which had concurred, as had the British.'*

The downing of the RC-130 had immediate and serious consequences. USAFE
grounded the entire RC-130 fleet, and Headquarters USAF requested a complete review of
the ACRP program worldwide. USAFSS produced statistics designed to prove the
effectiveness of the program when compared with ground collection sites, and by mid-
October the flight ban had been lifted. As part of its review, USAFSS also investigated the
possibility that the aircraft was meaconed (intentionally lured over the border) by Soviet
navigational facilities. This possibility added to the conspiracy theories surrounding the
fate of the RC-130, but it was largely contradicted by the internal evidence of the study
which showed that three navigational beacons in the area, two of them in the Soviet
Union, were all operating on virtually the same frequency. Thus, the aircraft very likely
homed on the wrong beacon and pulled itself off course.”®” Although President Eisenhower
himself believed it to have been a deliberate meaconing incident, it was more likely a
navigational error on the part of the SAC crew.

Advisory Warning Is Implemented

The downing of the RC-130 decided the advisory warning issue. USAFSS gave its
units immediate authorization to man the heretofore unmanned manual Morse position
aboard the RC-130s for internal advisory warning. And the long-stalled plans for the
provision of warning from ground SIGINT stations got untracked. By 1961 USAFSS and
SAC had implemented a limited advisory warning program, based on SIGINT, applying to
their own reconnaissance aircraft. In 1963 this was merged into a national program
encompassing all peripheral reconnaissance aircraft, a JCS plan named WHITE WOLF.'*

Advisory warning, of course, depended on accurate SIGINT. That capability came
slowly, depending as it did on the ability to intercept Soviet Bloc air defense facilities and
the air-ground GCI communications. Early shootdowns were reported by the SIGINT
system in only a fragmentary fashion, and then usually long after the fact, as a kind of
postmortem for policymakers. Part of the problem was that, in those early days, the flying
commands generally did not provide COMINT organizations with the flight plans for their
reconnaissance aircraft.

The construction of the super-sites in the 1950s resulted in an intercept system that
was increasingly effective in its ability to copy the HF Morse communications on which the
radar tracking appeared. By 1960, USAFSS demonstrated a high level of competence to
track aircraft almost anywhere in the Soviet Union on a near-real time basis during the U-
2 shootdown. (See p. 148) But since the Soviets were converting from HF to VHF GCI
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Chapter 4
The Soviet Problem

THE EARLY DAYS

From Stettin in the Baltic to Trieste in the Adriatic, an iron curtain has descended across the
Continent. Behind that line lie all the capitals of the ancient states of central and eastern Europe
... all these famous cities lie in what I might call the Soviet sphere, and all are subject, in one
form or another, not only to Soviet influence but to a very high and in some cases increasing

measure of control from Moscow.

Winston Churchill, 6 March 1946

The end of World War II did not result in a large number of unemployed cryptologists.
That it did not was due almost entirely to the advent of the Cold War and an increasing
concern with what came to be called the Soviet Bloc. (In the 1950s, believing in a world-
wide Communist conspiracy, Americans called it the Sino-Soviet Bloc.)

Wartime cooperation with the Soviet Union began to break down in early 1945.
Through a series of late-war conferences among the Allies, it became clear to the West that
the Soviet Union did not intend to retreat from Eastern Europe at the end of the war. An
increasingly frustrated Roosevelt administration became less and less constrained about
public references to the rift with Stalin, but Roosevelt himself remained convinced up to
his death in April 1945 that the rift could be healed by diplomacy. His successor, Harry
Truman, did not share this optimism.

The administration moved to check Soviet expansionism abroad. As a result of strong
pressure, Stalin removed Soviet troops from Iran later in the year. Meanwhile, Greece was
faced with a USSR-inspired internal Communist threat, while neighbor Turkey faced an
external threat by Soviet divisions massed on its borders. Truman again faced down
Stalin, announcing the Truman Doctrine, a promise to come to the aid of countries in that
area faced with Communist subversion or external threats. Administration policy toward
the USSR hardened with the publication, in the magazine Foreign Affairs, of an article by
George Kennan, late deputy chief of mission in Moscow, postulating the Cold War doctrine
which became known as “containment.”

The next year a democratically elected government in Czechoslovakia fell to a
Communist coup, and the new government became an effective satellite of the USSR.
Meanwhile, Soviet troops remained in Poland and East Germany, while Communist
governments took over in Hungary and the Balkans. In June 1948 Stalin tried to cut
Berlin off from the West, and Truman initiated the Berlin Airlift to resupply the city. The
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Second, it was the evidence that led to the arrest and confession of Klaus Fuchs, the
first atomic spy unmasked. Subsequent actions were taken based on an unravelling skein
of evidence prov1ded by the conspirators themselves. One arrest led to .a confession,
another arrest, and still another confession. The investigation proceeded in whirlwind
fashion, gaining momentum as it roared around every corner. At that point VENONA
simply confirmed and solidified what the FBI had learned from its sources.

Third, it began the exposure of the Philby spy ring, surely Britain’s most infamous
confrontation with traitors. Although the FBI was already onto Maclean, it might never
have proceeded further but for the bits of information that VENONA was unearthing. At
the very least, the ring would have operated months, if not years, longer before being
unmasked. ‘ ; - :

The guilt or innocence of Alger Hiss, the decision to execute the Rosenbergs, the
culpability of the Philby ring, the very existence of the atomic spy ring and what J. Edgar
Hoover called the “Crime of the Century” quickly acquired stark political overtones. They
got all mixed up in McCarthyism, and in the 1960s the New Left took up the mantle in
behalf of Hiss, the Rosenbergs, and a wide variety of others who, justly or unjustly, had
been hauled before the House Un-American Activities Committee and the McCarthy
hearings. In the early 1970s a National Committee to Re-Open the Rosenberg Case took
up the cudgels in behalf of the executed couple. Believing that the documents would prove
them right, they used the Freedom of Information Act to pry off the lid of the FBI
investigation and began publishing articles purporting to show how the FBI materials
proved that Hiss and the Rosenbergs were innocent. Then in 1983 two former true
believers, Ronald Radosh and Joyce Milton, published a book entitled The Rosenberg File,
which showed that a dispassionate examination of the documents proved just the opposite. -

What had they got hold of? It was FBI papers based on the VENONA translations.
Unknown to NSA, the FBI had released them through the FOIA process (a release wh1ch
led to a change in the way such FOIA requests-are handled). e

Not many people still believe in the innocence of the Rosenbergs. Even those who hold
firm to" the belief that McCarthy’s methods were wrong (and that encompasses most
Americans) understand that the KGB had done some serious spying. McCarthy so
sensationalized and distorted the anti-Communist campaign in the 1950s that an entire
éra came.into disrepute. The historical importance of VENONA is that this entire episode in
American history was not dismissed as a figment.of someone s'imagination No matter
how lurid and disreputable portions of the anti- Commumst campaxgn became the spy
network can no longer be regarded as a fairy tale. .

As for its long-term 51gn1ﬁcance for cryptology, NSA learned several 1mportant
lessons; First, the difficulty of an effort is not an automatic dlsquahﬁer VENONA.was one
of the most intensely difficult projects that American cryptology has ever undertaken. The
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The matter came to a head in October of 1951. Deputy Secretary of Defense William C.
Foster told Canine, the new director of AFSA, that he had a problem. AFSA’s civilians
were not in favor of the move to Fort Knox, and neither were AFSA’s two most important
non-DoD customers, the State Department and CIA. Canine went directly to see General
of the Armies Omar Bradley, the Army chief of staff. Bradley told him to meet with the
JCS. At the JCS meeting in early December the Fort Knox move was cancelled, and
Canine was directed to appoint another site selection board.

Canine’s new selection board, still chaired by Dyer, but including some civilians, held
hurried meetings in January and February of 1952. The new site had to be between five
and twenty-five miles from the center of Washington. This placed it within the postulated
blast zone of then-existing Soviet atomic weapons and thus violated a JCS stipulation that
the new AFSA site had to be at least twenty-five miles from the Washington Monument.
But Soviet atomic weapons were progressing all the time, and the twenty-five mile limit
no longer made sense anyway. The JCS could have either atomic invulnerability or a
skilled civilian work force, but apparently it could not have both.*

The board looked at several sites in suburban Virginia, including Fort Belvoir, some
land along the George Washington Parkway inhabited by the Bureau of Roads (later to
become famous as the site of the new CIA headquarters building), and Fort Hunt. In
Maryland, it considered several sites within the Beltsville Agricultural Research Center,
White Oak (site of the Naval Ordnance Laboratory), Andrews Air Force Base, and Fort
Meade.

Of those, Fort Meade was the only one on the original list. It was twenty-two miles
from the Monument, the furthest removed of any site considered the second time around.
Despite the distance from Washington, transportation difficulties would be solved by a
new parkway then under construction between Washington and Baltimore. There was
plenty of vacant land on Fort Meade for construction of headquarters and life support
buildings. It was the obvious choice, and on 5 February it became official. (Considering
that Canine said he had already selected Fort Meade himself, and had informed Lovett of
that, the proceedings of the board may well have been window dressing.) ¥

Fort Meade, named for the Civil War vietor at Gettysburg, inhabited a thickly wooded
13,500 acre tract precisely halfway between Baltimore and Washington. Originating as
Camp Meade during World War I, it had been a training facility during both World Wars I
and II. During World War II some 3.5 million men passed through on their way to Europe
and at the peak of the war 70,000 people inhabited the post. After the war it became a
headquarters, first for the 2nd Army and later (in 1966) for the 1st U.S. Army.

When Canine first looked at it, Fort Meade consisted of hundreds and hundreds of
temporary wooden structures being used as barracks, offices and training facilities, with
only a few permanent brick buildings. The corner of the post that NSA proposed to use
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Tordella did indeed become the director’s alter ego. Staying through the tenure of
seven directors, he was the details man, the continuity. To many inside and outside the
Agency, Louis Tordella was NSA.

Public Law 86-36

In 1959 Congress passed Public Law (PL) 86-36, which contained provisions
permitting NSA to separate its personnel system from the regular Civil Service system, a
permission which CIA had had since its inception. The problem that NSA had faced was
that it had never been created by statute (only by executive order, the now-famous
Truman Memorandum). There was thus no law which could keep NSA’s personnel system
apart from that of the rest of the federal government. Civil Service regulations straight-
jacketed NSA procedures, and classification hampered NSA adherence to procedures
which were intended for a completely open system. To eliminate the dilemma, PL 86-36
exempted NSA from the laws relating to the classification and grading of civilian positions
from disclosing any information regarding the number of employees, the names, titles, or
job descriptions. Public Law 86-36 was to have a major impact on NSA policies in both the
personnel and security areas.®

NSA AND THE AMERICAN PUBLIC - THE ISSUE OF LEGALITY

No person not being authorized by the sender shall intercept any communication and divulge or
publish the existence, contents, substance, purport, effect, or meaning of such intercepted

communication to any person....
Federal Communications Act of 1934

Cryptologic activities, which in the United States began during the early years of
World War I, occupied an uncertain place in government. Early American cryptologists
worked without the knowledge of the American public. They even worked without
knowing if what they were doing was legal or not. It was an odd and unsettling position to
be in.

Early statutes affecting cryptology were devised by Congress to protect radio, a new
invention which required protection. Thus it was that a series of acts, beginning with one
in 1912, was passed to protect information in radio messages from being passed to a third
party to be used for commercial gain. This appeared to have a benign effect on eryptologic
activities in the Army and Navy until 1927, when a revised statute stated that “no person
not being authorized by the sender shall intercept any message and divulge or publish the
contents, substance, purport, effect, or meaning of such intercepted message to any person.

” The aim of the legislation was the same as that of earlier statutes - to protect the
information “unless legally required to do so by a court of competent jurisdiction or other
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At the Hall he had a reputation as a stroller. He wandered around, chatting and
picking up bits of gossip. He was also adept at getting himself on distribution for
documents that did not directly concern the work of his section. Highly gregarious,
Weisband had a wide circle of friends, and he entertained some of the top officers and
civilians in ASA. His postwar wedding party was talked about as a who’s who of Army
cryptology.™

Although Weisband had been on an FBI list of suspected Communists since 1948, he
was first tagged as a possible spy through the VENONA project. In 1949 a Soviet agent
identified in VENONA traffic led the FBI to another agent, who led them to another, who
finally implicated Weisband as a “handler.” The FBI began piecing together information
on this new identity and was aghast to learn in 1950 that Weisband was employed at
Arlington Hall, the very place whence the VENONA decrypts were coming. In April 1950
Wesley Reynolds of the FBI went to Carter Clarke, commanding general of ASA, to report
the news. Clarke told Reynolds that Weisband had transferred to AFSA. They went to
Admiral Stone.

At the time, Weisband was working as a section chief on the Soviet problem. Co-
workers had already reported him as a possible security risk, and he had been removed
from access to some of the more sensitive projects while security looked into it. He was
immediately suspended and interrogated. He denied everything. But the walls were
falling in on him even as he spoke. In August, as the subject of an unrelated investigation,
he appeared before a federal grand jury in Los Angeles investigating West Coast
Communism. Ordered to return for further testimony, he did not comply, was arrested
and was convicted of contempt, for which he served a year in a federal prison.

He never returned to AFSA, and in 1951 he was mustered out of federal employment
by a loyalty-security board in San Fransisco, which, not surprisingly, found that removal
from federal employment was in the best interest of national security.”” He remained in
the Washington area, working as a car dealer and apartment manager, and died in 1967 in
Fairfax. He never admitted anything.

The FBI never found out what, if anything, Weisband passed to the Soviets. But his
close involvement with the Soviet problem argued suggested some of the tightening up of
Soviet communications was a result of Weisband’s activities. Many AFSA employees
believed, rightly or wrongly, that he was single-handedly responsible for “Black Friday.”
His case instilled a certain paranoia within the profession, and accounted to some degree
for NSA’s extremely close guarding of COMINT.
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