June 3, 2016

Today the National Security Agency (NSA) is making public more than 200
documents it recently released under the Freedom of Information Act. The
documents illustrate that, as the Agency reported in May 2014, NSA conducted a
thorough search of e-mail and has no records of any e-mail from former NSA
contractor Edward Snowden to Agency officials raising concerns about NSA
programs.

The documents posted today reveal the details of the Agency’s many
efforts to locate the alleged e-mail. Despite an exhaustive search that included
looking for all of Mr. Snowden’s e-mail available on NSA systems and in NSA’s e-
mail repositories, the Agency has no record that he submitted complaints to
senior NSA leadership — including the NSA Director, Deputy Director, and
Executive Director. In addition, the Agency does not have any records that he
submitted any complaints to the NSA Inspector General or the General Counsel
challenging NSA programs.

On May 29, 2014, NSA publicly released one e-mail inquiry from Mr.
Snowden, as well as the accompanying response from NSA’s Office of General
Counsel. The e-mail did not raise allegations or concerns about wrongdoing or
abuse. It posed a legal question that the Office of General Counsel addressed.
There was no additional follow-up noted.


https://www.nsa.gov/news-features/declassified-documents/media-leaks/assets/files/snowden_email.pdf

DOCID: 4209355

“(b) (3)-P.L. 86-36

From: donotreply@nsa.gov

Sent: Friday, May 23, 2014 3:49 PM

To: donotreply@nsa.gov

Cc: matthew.cole@nbcuni.com

Subject: FOIA Request (Web form submission)

Name; MATTHEW A COLE

Email: matthew.cole@nbcuni.com

Company: NBC NEWS

Postal Address: 3@ Rockerfeller Plaza _ .
Postal 2nd Line: Rm 412E1

Postal City: New York

Postal State-prov: New York

Zip Code: 10112

Country: United States of America

Records Requested: Request any and all emails, documents or any other form of communication
sent by EDWARD SNOWDEN to the Office of General Counsel, or equivalent, as well as from
SNOWDEN to the office of legal compliance, or equivalent, including but not limited to, the
years 2012 and 2013.

~ (b) (6)

Approved for Release by NSA on 04-27-2015,
OIA_Case 7 78137




DOCID: 4209359

“(b) (3)-P.L. 86-36

From: donotreply@nsa.gov

Sent: Friday, May 23, 2014 4.22 PM

To: donotreply@nsa.gov

Ce: matthew.cole@nbc.com

Subject: FOIA Request (Web form submission)

Name: Matthew Cole

Email: matthew.colef@nbc.com

Company: NBC News

Postal Address: 3@ Rockefeller Plaza

Postal 2nd Line: Rm 412E1

Postal City: New York

Postal State-prov: NY

Zip Code: 10112

Country: United States of America I AN

Work Phone:[::::::::::] .

Records Requested: Request any and all emails, documents or any other form of communication
sent by or from EDWARD SNOWDEN to the Office of General Counsel, or equivalent, or to any
lawyer or legal office within the agency during the years 2012 and 2013, as well as any
communication in response to Mr. Snowden.

pproved for Release by NSA on
4-27-2015. FOIA Case # 78137




~"th) (6)

DOCID: 4228926

Bauman, Ethan L.

From: Bauman, Ethan L.
Sent: Thursday, April 10, 2014 4:34 PM
To: i id: Poj ren]

T
Ce: o]
Subject: Followup - Media Notification T
Attachments: Snowden USSID 18_Redacted.pdf (b) (3)-P.L. 86-36

Classification: UNCLASSIFIED/7ToH6—

All:

Last night Val provided a heads-up about an article in Vanity Fair. As you may be aware, excerpts of that article now
appear on the web. In them, Edward Snowden is quoted as saying that he contacted “NSA’s lawyers” and “oversight and
compliance authorities” and “raised complaints” and “specifically expressed concerns “ about “interpretation of the
law.” Against the backdrop of extensive searches, supported by investigative interviews, there was one brief email
exchange between Mr. Snowden and the NSA Office of General Counsel in April 2013 seeking generic clarification about
the hierarchy of certain legal and policy documents governing NSA’s mission activities. The NSA Office of General
Counsel responded promptly to Mr. Snowden’s inquiry, provided clarification, and proactively offered to discuss further
if Mr. Snowden desired. This email was identified in the immediate aftermath of the unauthorized disclosures in June of
2013. A copy is attached. The redactions are the names and identifying information of NSA personnel.

More generally, investigations by NSA and FBI have not yielded any evidence that Mr. Snowden expressed concerns or
complaints, in email or any other form, about NSA’s intelligence activities to anyone in a position of authority or
oversight. We will continue to investigate any credible suggestion that this occurred, and will inform Congress of any
additional information we find.

Please let me know if you have any questions.

Classification: UNCLASSIFIED/-e5o~

Bpproved for Release by NSA on 07-28-2015. FOIA Case # 78137)




DOCID: 4228926

Classification: UNCLASSIFIED/4FOR—OFFICTAT—USEONTY—

From:

Sent: Monday, April 08, 2013 1:37 PM
To: Snowden Edward J NSA-FHV USA CTR
Cc:

Subject: RE: (U) Question for OGC re 0VSC180@ Course Content - (U) FW:
Comments from the D2 General Counsel Email Us Form

Classification: UNCLASSIFIED/FOR—OF AU —ohy—
Hello Ed,

Executive Orders (E.O.s) have the "force and effect of law." That said, you
are correct that E.O.s cannot override a statute.

In general, DOD and ODNI regulations are afforded similar precedence though
subject matter or date could result in one having precedence over another.

Please give me a call if you would like to discuss further.

Regards,

Office of General Counsel/D21

963-3121 NSTS/(301) 688-5815 Commercial

OPS 2B, 2B8134, Suite 6250

----- Original Message-----

From: ejsnowd@nsa.ic.gov [mailto:ejsnowd@nsa.ic.gov]

Sent: Friday, April @5, 2013 4:11 PM

To: DL gc_web (ALIAS) D2

Cc: Snowden Edward J NSA-FHV USA CTR

Subject: Comments from the D2 General Counsel Email Us Form

Classification: UNCLASSIFIED/AFoR—OFFcHA—HSE—ONEY—
SID: ejsnowd

fullname: Ed Snowden

Org: FHV

Affiliation: Contractor

Secure_Phone: N/A

Message: Hello, I have a question regarding the mandatory USSID 18 training.



DOCID: 4228926

The training states the following:

(U) The Hierarchy of Governing Authorities and Documents is displayed from the
highest authority to the lowest authority as follows:

U.S. Constitution
Federal Statutes/Presidential Executive Orders (EOQ)
Department of Defense (DoD) and Office of the Director of National
Intelligence (ODNI) Regulations
NSA/CSS Directives and Policies
USSIDs
SID Management Directives and Policies
Office Policies

I'm not entirely certain, but this does not seem correct, as it seems to imply
Executive Orders have the same precedence as law. My understanding is that
EOs may be superseded by federal statute, but EOs may not override statute.

Am I incorrect in this? Between EOs and laws, which have precedence?
Similarly, between DOD and ODNI regulations, which has greater precedence?
Could you please clarify?

Thank you very much,

Ed

Classification: UNCLASSIFIED/+oR—SHFciat—HS—0ONE-

Classification: UNCLASSIFIED/-~-6d6~

Classification: UNCLASSIFIED/-rER—0itetAi—tSr—On -



DOCID: 4228630 =TT () (3) =Pu L. 86-36

From: donotreply@nsa.gov

Sent: Tuesday, April 08, 2014 5:40 PM

To: donotreply@nsa.gov

Cc:

Subject: FUIA Request (VWeb torm submission)

Name: Jason Leopold

Email: .
Company: Investigative Journalist
Postal Address:

Postal City:

Postal State-prov:

Zip Code:

Country: United States of America
Home Phone:

Work Phone:

Records Reguested: Freedom of Information and Privacy Acts request:

To: National Security Agency

Attn: FOIA/PA Office (DJ4)

98@e Savage Road

Suite 6248

Ft. George Meade, MD 20755-6248

This is a request for records under the Freedom of Information Act (“FOIA”), 5 U.S.C. § 552
and the Privacy Act, S U.S.C. § 552a. This request should be considered under both statutes
to maximize the release of records.

REQUESTER INFORMATION
Name: Jason Leopold
Address:

Email:

RECORDS SOUGHT

I request disclosure of any and all emails written by former NSA contractor Edward Snowden in
which Mr. Snowden contacted agency officials through email to raise concerns about NSA
programs.

ADDITIONAL DESCRIPTIVE INFORMATION

According to a report published on April 8, 2013 by Vanity Fair, Edward Snowden stated that
he "raised complaints" to NSA.

pproved for Release by NSA on 07-28-2015. FOIA Case #
8137
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“The N.S.A. at this point not only knows I raised complaints, but that there is evidence that
I made my concerns known to the N.S.A.’s lawyers, because I did some of it through e-mail,"
Mr. Snowden said. "I directly challenge the N.S.A. to deny that I contacted N.S.A. oversight
and compliance bodies directly via e-mail and that I specifically expressed concerns about
their suspect interpretation of the law, and I welcome members of Congress to request a
written answer to this question [from the N.S.A.].”

A link to the report in question can be found here:
http://www.vanityfair.com/online/daily/2014/04/edward-snowden-interview?mbid=social_ twitter

INSTRUCTIONS REGARDING SEARCH

I Instructions Regarding “Leads”:

As required by the relevant case law, the NSA should follow any leads it discovers during the
conduct of its searches and perform additional searches when said leads indicate that records
may be located in another system. Failure to follow clear leads is a violation of FOIA.

2. Request for Public Records:
Please search for any records even if they are already publicly available.

3. Request for Electronic and Paper/Manual Searches:

I request that searches of all electronic and paper/manual indices, filing systems, and
locations for any and all records relating or referring to the subject of my request be
conducted.

4. Request for Additional Filing Systems, Indices, and Locations Searches:
Please search all of your indices, filing systems, and locations, including those I have not
specified by name and those of which I may not be aware.

5. Request regarding Photographs and other Visual Materials:

I request that any photographs or other visual materials responsive to my request be released
to me in their original or comparable forms, quality, and resclution. For example, if a
photograph was taken digitally, or if the NSA maintains a photograph digitally, I request
disclosure of the original digital image file, not a reduced resolution version of that image
file nor a printout and scan of that image file. Likewise, if a photograph was originally
taken as a color photograph, I request disclosure of that photograph as a color image, not a
black and white image. Please contact me for any clarification on this point.

6. Request for Duplicate Pages:

I request disclosure of any and all supposedly “duplicate” pages. Scheolars analyze records
not only for the information available on any given page, but alsc for the relationships
between that information and information on pages surrounding it. As such, though certain
pages may have been previously released to me, the existence of those pages within new
context renders them functionally new pages. As such, the only way to properly analyze
released information is to analyze that information within its proper context. Therefore, I
request disclosure of all “duplicate” pages.

7. Request to Search Emails:
Please search for emails relating to the subject matter of my request.

8. Regarding Destroyed Records:

If any records responsive or potentially responsive to my request have been destroyed, my
request include, but is not limited to, any and all records relating or referring to the
destruction of those records. This includes, but is not limited to, any and all records
relating or referring to the events leading to the destruction of those records.



DOCID: 4228630

INSTRUCTIONS REGARDING SCOPE AND BREADTH OF REQUESTS Please interpret the scope of this
request broadly. The NSA is instructed to interpret the scope of this request in the most
liberal manner possible short of an interpretation that would lead to a conclusion that the
request does not reasonably describe the records sought.

EXEMPTIONS AND SEGREGABILITY .

I call your attention to President Obama’'s 21 January 2809 Memorandum concerning the Freedom
of Information Act, in which he states:

All agencies should adopt a presumption in favor of disclosure, in order to renew their
commitment to the principles embodied in FOIA [....] The presumption of disclosure should be
applied to all decisions involving FOIA.

In the same Memorandum, President Obama added that government information should not be kept
confidential “merely because public officials might be embarrassed by disclosure, because
errors and failures might be revealed, or because of speculative or abstract fears.”
Finally, President Obama ordered that "The Freedom of Information Act should be administered
with a clear presumption: In the case of doubt, openness prevails.”

Nonetheless, if any responsive record or portion thereof is claimed to be exempt from
production, FOIA/PA statutes provide that even if some of the requested material is properly
exempt from mandatory disclosure, all segregable portions must be released. If documents are
denied in part or in whole, please specify which exemption(s) is (are) claimed for each
passage or whole document denied. Please provide a complete itemized inventory and a
detailed factual justification of total or partial denial of documents. Specify the number
of pages in each document and the total number of pages pertaining to this request. For
“classified” material denied, please include the following information: the classification
(confidential, secret or top secret); identity of the classifier; date or event for automatic
declassification or classification review or downgrading; if applicable, identity of official
authorizing extension of automatic declassification or review past six years; and, if
applicable, the reason for extended classification beyond six years.

In excising material, please “black out” the material rather than “white out” or “cut out.” I
expect, as provided by FOIA, that the remaining non-exempt portions of documents will be
released.

Please release all pages regardless of the extent of excising, even if all that remains are
the stationery headings or administrative markings.

In addition, I ask that your agency exercise its discretion to release records which may be
technically exempt, but where withholding serves no important public interest.

ADDITIONAL INSTRUCTIONS REGARDING REQUEST Please produce all records with administrative
markings and pagination included.

Please send a memo (copy to me) to the appropriate units in your office to assure that no
records related to this request are destroyed. Please advise of any destruction of records
and include the date of and authority for such destruction.

FORMAT

I request that any releases stemming from this request be provided to me in digital format
(soft-copy) on a compact disk or other like media.

*kk

Please do not hesitate to contact me if you have any questions concerning this request.
Thank you. I appreciate your time and attention to this matter.

Jason Leopold



DOCID: 4228631

(b) (3)-P.L. 86-36

From: donotreply@nsa.gov

Sent: Thursday, May 29, 2014 12:02 PM
To: donotreply@nsa.gov

Cc: : szoldrap@gmail.com

Subject: FOIA Request (Web form submission)

Name: Paul S Szoldra

Email: szoldrap@egmail.com

Company: Business Insider

Postal Address:

Postal City:

Postal State-prov:

Zip Code:

Country: United States of Americé

Home Phone

Records Requested: I am seeking any and all emails, letters, records, or other correspondence
sent by Edward J, Snowden to the National Security Agency Office of General Counsel. I also
request any and all emails, letters, records, or other correspondence sent in response to his
queries.

This is for journalistic research. Thank you.

pproved for Release by NSA on 07-28-2015. FOIA Case #
8137




DOCID: 4228632

................ T —— (b) (3)-P.L. 86-36

From: donotreply@nsa.gov

Sent: Thursday, May 29, 2014 1:59 PM

To: donotreply@nsa.gov

Cc: myself@davidgarrettjr.com

Subject: FOIA Request (Web form submission)

Name: David A Garrett

Email: myself@davidgarrettir.com

Company: Examiner.com

Postal Address: e bt 88 T

Postal City::l__. e

Postal State-prov:

Zip Code:

Country: United States of America

Home Phone:

Records Requested: In a television interview with NBC News on May 28, 2014, Edward Snowden
said he had previously emailed concerns to the National Security Agency's Office of the
General Counsel. Could you provide me with a copy of that email?

Bpproved for Release by NSA on QT-”E!--20‘|5. FOIA Case # 78137




DOCID: 4228633

........................... e R A S (b) (3)-P.L. 86-36

From: donotreply@nsa.gov

Sent: Thursday, May 29, 2014 3:00 PM

To: donotreply@nsa.gov

Cc: matthew.keys@gmail.com

Subject: FCIA Reguest (Web form submission)

Name: Matthew Keys

Email: matthew.keys@gmail.com

Company: The Desk

" (b) (6)

Postal Addre551 ................. [ — Imi;;: ~-w-~

Postal City: |

Postal State-prov:

Zip Code:

Country: United States of America

Home Phone:

Work Phone: N/A

Records Requested: Seeking to obtain any and all e-mails sent by Edward J Snowden using the
e-mail address ejsnowd@nsa.ic.gov to any and all National Security Agency officials,
including officials at the Office of General Counsel, for the time period between January 1,
2014 and April 1, 2014.

Bpproved for Release by NSA on 07-28-2015. FOIA Case # 78137)




DOCID: 4228635
Blacker, Cindy S

From. Matthew Keys [matthew@sactownmedia com]
Sent Friday, June 27, 2014 10 14 PM

To foiarsc, foiarsc

Subject FOIA case 78111 Withdrawal

Hello,

On May 29. 2014, | submutted a request pursuant to the Freedom of Information Act for "any and all e-mails
sent by Edward J Snowden using the e-mail address ejsnowd ¢ nsa i1c gov to any and all National Security
Agency officials, including officials at the Oftice of General Counsel, for the time period between January 1.
2014 and June 1, 2014 "

On June 27, 2014 I received a letter from the National Security Agency's FOIA/Public Aftairs Chief Pamela
Phillips stating that no records could be located at the agency pursuant to my request because "Mr Snowden
ceased to be aftiliated with this Agency as a contractor 1n June 2013" and "e did not have an active NSA email
account after that ime "

[ believe this to be the case. and am hereby withdrawing my FOIA request #78111 This withdrawal applies
only to FOIA request #7811 1 and does not apply to any other FOIA requests I may have that are pending with
the agency or may file in the future

Thank you for your help on this matter
Best,

Matthew Keys
matthew ‘'« sactownmedia com

¢ matithew kevs
¢ twitter facebook tumblr website

Bpproved for Release by NSA on 07-28-2015. FOIA Case # 78137




DOCID: 4228636

..... s (b) (3)-P.L. 86-36

From: donotreply@nsa.gov

Sent: Thursday, May 29, 2014 3:22 PM

To: donotreply@nsa.gov

Cc: szoldrap@gmail.com

Subject: FOIA Request (Web form submission)

Name: Paul S Szoldra

Email: szoldrap@gmail.com

Company: Business Insider

" Postal Address:

Postal City:

POStal State-pr‘ﬂv: ..... EEERI TR R SN AR _____ ) B {b} { 6)

Zip Code:

Country: United States of America i

Work Phone

Records Requested: Dear FOIA Coordinator:

This is a request under the Freedom of Information Act (S U.S.C. §552). I request that a
copy of the following records be provided to me:

I am requesting any and all email correspondence sent and received by Edward J. Snowden, an
intelligence contractor working for the National Security Agency, date range approximately
from Jan. 2006 to Mar, 2013, He used the following email address:

ejsnowd@nsa.ic.gov

He also may have used these email addresses as well:

ejsnowd@nsa.gov
edward.j.snowden@nsa.ic.gov
edward. snowdenf@nsa.ic.gov

This is for journalistic research. Thank you.

In order to help you determine my status for the purpose of assessing fees, you should know
that I am: A representative of the news media affiliated with Business Insider, and this
request is made as part of newsgathering and not for commercial use.

I am willing to pay fees if my request for a waiver is denied not to exceed $360.

I request a waiver of fees for this request because disclosure of the requested information
to me is in the public interest. It is likely to contribute significantly to public
understanding of the operations or activities of the DIA and is not primarily in my
commercial interest. This is for newsgathering purposes in the public interest of
understanding Edward Snowden.

Bipproved for Release by NSA on 0?-28'-2015. FOIA Case # 78137
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acted if necessary to discuss any aspect

I include a telephone number at which I can be cont

of my request. You can contact me at

Address :

City, State, Zip Code:

Sincerely,

Name: Paul Szoldﬁa_"_ p—

Telephone number:| I
Email address: szoldrap@gmail.com




DOCID: 4228637

S B R B i (b) (3)-P.L. 86-36

From: donoctreply@nsa.gov

Sent: Thursday, May 29, 2014 3:31 PM

To: donotreply@nsa.gov

Cc: rosie@buzzfeed.com

Subject: FOIA Request (Web form submission)

Name: Rosie P Gray

Email: rosie@buzzfeed.com

Company: BuzzFeed

Postal Address: 60@ F Street NwW
Postal 2nd Line: Ste 200

Postal City: Washington

Postal State-prov: DC

Zip Code: 20004

Country: United States of America
Work Phone: 6463699351

Records Requested: I am a reporter for BuzzFeed seeking the email history of this email
address: ejsnowd@nsa.ic.gov

Date range of request: February 209-July 2013

Description of request: Please search NSA records for any and all email communications to or
from the email address ejsnowd@nsa.ic.gov.

As a requester from a news-gathering organization, I understand that the duplication of the
first one hundred pages responsive to my request will be provided without charge. I am
willing to pay up to $30@ for any other processing of this request. Please inform me if the
estimated fees will exceed this limit before processing my request.

Thank you for your consideration.

Bpproved for Release by NSA on 07-28-2015. FOIA Case # 78137
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From: donoﬂep&@insagov~m %

Sent: Thursday, May 29, 2014 3:34 PM ..

To: donotreply@nsa.gov

Cc: evan hill@aljazeera.net &

Subject: FOIA Request (Web form submission) (B, (oo~ Budiy. H6~36

Name: Evan C Hill

Email: evan.hill@aliazeera.net

Company: Al Jazeera America
Postal Address: 435 Hudson Street
Postal 2nd Line: Suite 4090

Postal City: New York City

Postal State-prov: NY

Zip Code: 10013

Country: United States of America e (Y (6)

Home Phone:

Work Phone: 917-819-8458

Records Requested: I request copies of any and all emails or messages sent to or from the
following National Security Agency e-mail address:

ejsnowd@nsa.ic.gov

I am not aware of the exact period of time this account was active but believe it to be a
short period that does not require an unreasonable response effort on behalf of the Agency.

I am aware that e-mails sent to or from United States government accounts are subject to the
Freedom of Information Act.

I request expedited processing of this FOIA records request as the information it seeks is of
wide public interest and not large in size or time and would inform the public about an
actual or alleged federal government activity.

Please let me know if there is any further information that would assist you in responding to
this request.

Best regards,
Evan Hill

Bpproved for Release by NSA on 07-28-2015. FOIA Case # 78137)




DOCID: 4228639

“(b) (3)-P.L. 86-36

From: donotreply@nsa.gov

Sent: Thursday, May 29, 2014 7:51 PM

To: donotreply@nsa.gov

Cc: ellen.nakashima@washpost.com
Subject: FOIA Request (Web form submission}

Name: Ellen Nakashima

Email: ellen.nakashima@washpost.com

Company: The Washington Post
Postal Address: 1150 15th St. NwW
Postal City: Washington

Postal State-prov: DC

Zip Code: 28071

Country: United States of America
Work Phone: 202 334 4419

Records Requested: The Washington Post hereby submits a request under the Freedom of
Information Act, 5 U.S.C. §§ 552 et seq., for the following records:

All e-mails to or from Edward Snowden,a former contract employee(Dell, Booz Allen, with the
NSA in Japan and Hawaii. He worked in Japan from 2009-2013 and in Hawaii from 2013-2014.

The Washington Post respectfully requests a fee wailver pursuant to 5 U.S.C. §
552(a)(4)(A)(ii)(II1), since the records are not being sought for a commercial use, but rather
to inform the public on an issue of intense public interest and continuing controversy. At a
minimum, as a representative of the news media, the Post is entitled to a limitation of the
fees to reasonable standard charges for document duplication. See id. If the fee waiver is
denied with respect to search costs, the Post will pay reasonable duplicating fees, but
reguests to be notified if the cost is expected to exceed $100.

I would appreciate your communicating with me by telephone or e-mail, rather than mail, if
you have questions regarding this request. I look forward to your response within 2@ days as
the statute requires. Thank you for your attention to this request.

Very truly yours,

Ellen Nakashima
The Washington Post

Bpproved for Release by NSA on OT-ZB-;CH 5 FOIA Case # 78137




DOCID: 4228640 e " (b) (3)-P.L. 86-36

From: donotreply@nsa.gov

Sent: Thursday, May 29, 2014 2:07 PM

To: donotreply@nsa.gov

Cc: gkorte@usatoday.com

Subject: FOIA Request (Web form submission)

Name: Gregory T Korte

Email: gkortef@usatoday.com

Company: USA TODAY

Postal Address: 1575 Eye Street, N.W. Suite 350

Postal City: Washington

Postal State-prov: District of Columbia

Zip Code: 20005

Country: United States of America

Work Phone: 7038548907

Records Requested: Any and all communications to and from Edward Snowden to the National
Security Agency's Office of Chief Counsel. This request includes all communications, in

whatever form or format, and does not have any time limit.

Please provide expedited processing. This request involves a matter of national importance
that is the subject of widespread media interest and congressional oversight.

Please waive all fees. I am a journalist engaged full-time in the dissemination of
information to the public. I am employed by USA TODAY is the nation's largest newspaper.

Bpproved for Release by NSA on 0?-28:201 5 FOIA Case # 78137)
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I I ....................................................................................... (B) (3)-P.L. 86-36
From: donotreply@nsa.gov
Sent: Friday, June 27, 2014 10:16 PM
To: donohepW@gnsagov
Cc: matthew@sactownmedia.com
Subject: FOIA Request (Web form submission)

Name: Matthew Keys

Email: matthew@®sactownmedia.com

(b (6)

Postal Address:

Postal City

Postal State-prov|

Zip Code:

Country: United States of America

r

Home Phone:

Records Requested: Seeking to obtain any and all e-mails sent by Edward ] Snowden using the
e-mail address ejsnowd@nsa.ic.gov to any and all National Security Agency officials,
including officials at the Office of General Counsel, for the time period between January 1,
2013 and June 1, 2013.

Bpproved ‘For Release by NSA on 07-28-2015. FOI# Case # 78137].
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NATIONAL SECURITY AGENCY

CENTRAL SECURITY SERVICE
FORT GEORGE G. MEADE, MARYLAND 20755-6000

FOIA Case: 77440
30 April 2014

JASON LEOPOLD

Dear Mr. Leopold:

This is an initial response to your Freedom of Information Act (FOIA)
request dated 8 April 2014, which was received by this office on 9 April 2014,
for “any and all emails written by former NSA contractor Edward Snowden in
which Mr. Snowden contacted agency officials through email to raise
concerns about NSA programs.”

This letter acknowledges that we have received your request and
provides some administrative information. Your request has been assigned
Case Number 77440. Due to a significant increase in the number of requests
being received by this Agency, we are experiencing delays in processing. We
will begin to process your request and will respond to you again as soon as
we are able.

Correspondence related to your request should include the case
number assigned to your request, which is included in the second paragraph
of this letter. Your letter should be addressed to National Security Agency,
FOIA Office (DJ4), 9800 Savage Road STE 6248, Ft. George G. Meade, MD
20755-6248 or may be sent by facsimile to 443-479-3612. If sent by fax, it
should be marked for the attention of the FOIA office. The telephone number
of the FOIA office is 301-688-6527.

Sincerely,

0 PO |

FOIA Customer Representative

Bipproved for Release by NSA on 07-28-2015. FOIA Case # 78137
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NATIONAL SECURITY AGENCY

CENTRAL SECURITY SERVICE
FORT GEORGE G. MEADE, MARYLAND 20755-6000

FOIA Case: 77440A
23 June 2014

JASON LEOPOLD

Dear Mr. Leopold:

This responds to your Freedom of Information Act (FOIA) request of
8 April 2014, which was received by this office on 9 April 2014, for “any and all
emails written by former NSA contractor Edward Snowden in which
Mr. Snowden contacted agency officials through email to raise concerns about
NSA programs.” As noted in our initial correspondence dated 30 April 2014,
your request has been assigned Case Number 77440. For purposes of this
request and based on the information you provided in your letter, you are
considered a “representative of the media.” There are no assessable fees for
this request.

Your request has been processed under the provisions of the FOIA. A
thorough search of our files was conducted, but there are no documents
indicating that Mr. Snowden contacted agency officials to raise concerns about
NSA programs.

The Initial Denial Authority for NSA information is the Associate Director
for Policy and Records, David J. Sherman. The fact that we were unable to
locate records responsive to your request may be considered by you as an
adverse determination, and you are hereby advised of this Agency’s appeal
procedures. Any person notified of an adverse determination may file an
appeal to the NSA/CSS Freedom of Information Act Appeal Authority. The
appeal must be postmarked no later than 60 calendar days after the date of the
initial denial letter. The appeal shall be in writing addressed to the NSA/CSS
FOIA Appeal Authority (DJ4), National Security Agency, 9800 Savage Road STE
6248, Fort George G. Meade, MD 20755-6248. To aid in processing the
appeal, it should reference the inability of the Agency to locate the records you
seek, in sufficient detail and particularity, and the grounds upon which you
believe this Agency maintains such records. The NSA/CSS FOIA Appeal
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Authority will endeavor to respond to the appeal within 20 working days after
receipt, absent unusual circumstances.

As you may be aware, one document was located that shows that Mr.
Snowden raised questions about the agency’s interpretation of NSA’s legal
authorities. Although it is not responsive to your request since it does not
discuss NSA programs or raise concerns about NSA programs, we are providing
the document to you as a courtesy as it was previously released. The
document can also be found posted on the IContheRecord. Tumblr.com website,
as well as on NSA.gov.

Sincerely,

Gty
A ;Q "Zéﬁfﬁ

PAMELA N. PHILLIPS
Chief
FOIA/PA Office

Encl:
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NATIONAL SECURITY AGENCY

CENTRAL SECURITY SERVICE
FORT GEORGE G. MEADE, MARYLAND 20755-6000

FOIA Case: 78071
27 May 2014

MATTHEW A COLE
30 ROCKE FELLER PLAZA RM 412E1
NEW YORK NY 10112

Dear Mr. Cole:

This is an initial response to your Freedom of Information Act (FOIA)
request dated 23 May 2014, which was received by this office on
27 May 2014, for “any and all emails, documents or any other form of
communication sent by or from EDWARD SNOWDEN to the Office of General
Counsel, or equivalent, or to any lawyer or legal office within the agency
during the years 2012 and 2013, as well as any communication in response
to Mr. Snowden.” This letter acknowledges that we have received your
request and provides some administrative information. Your request has
been assigned Case Number 78071. Due to a significant increase in the
number of requests being received by this Agency, we are experiencing delays
in processing. We will begin to process your request and will respond to you
again as soon as we are able.

Correspondence related to your request should include the case
number assigned to your request, which is included in the first paragraph of
this letter. Your letter should be addressed to National Security Agency, FOIA
Office (DJ4), 9800 Savage Road STE 6248, Ft. George G. Meade, MD 207355-
6248 or may be sent by facsimile to 443-479-3612. If sent by fax, it should
be marked for the attention of the FOIA office. The telephone number of the
FOIA office is 301-688-6527.

Sincerely,

FOIA Customer Representative

Bpproved for Release by NSA on 07-28-2015. FOIA Case # 78137
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NATIONAL SECURITY AGENCY

CENTRAL SECURITY SERVICE
FORT GEORGE G. MEADE, MARYLAND 20755-6000

FOIA Case: 78111
23 June 2014

MATTHEW KEYS

(b) (6)

Dear Mr. Keys:

This responds to your Freedom of Information Act (FOIA) request of
29 May 2014, which was received by this office on 30 May 2014, for “any and
all e-mails sent by Edward J Snowden using the e-mail address
eisnowd@nsa.ic.gov to any and all National Security Agency officials, including
officials at the Office of General Counsel, for the time period between
January 1, 2014 and April 1, 2014.” Your request has been assigned Case
Number 78111. For the purpose of fee assessment, you have been placed into
the “all other” category for this request. As such, you are allowed 2 hours of
search and 100 pages of duplication at no cost to you. There are no assessable
fees for this request.

Your request has been processed under the provisions of the FOIA. We
confirmed with the appropriate offices that since Mr. Snowden ceased to be
affiliated with this Agency as a contractor in June 2013, he did not have an
active NSA email account after that time. Because no emails were sent from
that account after June 2013, no records responsive to your request were
located.

The Initial Denial Authority for NSA information is the Associate Director
for Policy and Records, David J. Sherman. The fact that we were unable to
locate records responsive to your request may be considered by you as an
adverse determination, and you are hereby advised of this Agency’s appeal
procedures. Any person notified of an adverse determination may file an
appeal to the NSA/CSS Freedom of Information Act Appeal Authority. The
appeal must be postmarked no later than 60 calendar days after the date of the
initial denial letter. The appeal shall be in writing addressed to the NSA/CSS
FOIA Appeal Authority (DJ4), National Security Agency, 9800 Savage Road STE
6248, Fort George G. Meade, MD 20755-6248. To aid in processing the
appeal, it should reference the inability of the Agency to locate the records you
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seek, in sufficient detail and particularity, and the grounds upon which you
believe this Agency maintains such records. The NSA/CSS FOIA Appeal
Authority will endeavor to respond to the appeal within 20 working days after
receipt, absent unusual circumstances.

Sincerely,

S

PAMELA N. PHILLIPS
Chief
FOIA/PA Office



DOCID: 4228646

R <

M
T TATES 0F R

NATIONAL SECURITY AGENCY

CENTRAL SECURITY SERVICE
FORT GEORGE G. MEADE, MARYLAND 20755-6000

FOIA Case: 78113
3 June 2014

PAUL S SZOLDRA

(b) (6)

Dear Mr. Szoldra:

This is an initial response to your Freedom of Information Act (FOIA)
request dated 29 May 2014, which was received by this office on
30 May 2014, for “any and all email correspondence sent and received by
Edward J. Snowden, an intelligence contractor working for the National
Security Agency, date range approximately from Jan. 2006 to Mar. 2013. He
used the following email address: ejsnowd@nsa.ic.gov.” This letter
acknowledges that we have received your request and provides some
administrative information. Your request has been assigned Case Number
78113. Due to a significant increase in the number of requests being
received by this Agency, we are experiencing delays in processing. We will
begin to process your request and will respond to you again as soon as we are
able. Until further processing is done, we do not know if there will be
assessable fees. Therefore, we have not addressed your request for a fee
waiver at this time.

Correspondence related to your request should include the case
number assigned to your request, which is included in the first paragraph of
this letter. Your letter should be addressed to National Security Agency, FOIA
Office (DJ4), 9800 Savage Road STE 6248, Ft. George G. Meade, MD 20755-
6248 or may be sent by facsimile to 443-479-3612. If sent by fax, it should
be marked for the attention of the FOIA office. The telephone number of the
FOIA office is 301-688-6527.

Sincerely,

(HAaoeld

FOIA Customer Representative

Bpproved for Release by NSA on 07-28-2015. FOIA Case # 78137
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NATIONAL SECURITY AGENCY

CENTRAL SECURITY SERVICE
FORT GEORGE G. MEADE, MARYLAND 20755-6000

FOIA Case; 78113
26 June 2014

PAUL S SZOLDRA

~(b) (6)

Dear Mr. Szoldra:

This responds to your Freedom of Information Act (FOIA) request of
29 May 2014, which was received by this office on 30 May 2014, for “any and
all email correspondence sent and received by Edward J. Snowden, an
intelligence contractor working for the National Security Agency, date range
approximately from Jan. 2006 to Mar. 2013. He used the following email
address: ejsnowd@nsa.ic.gov. He also may have used these email addresses
as well: ejsnowd@nsa.gov, edward.j.snowden@nsa.ic.gov ,
edward.snowden@nsa.ic.gov .” Your request has been assigned Case Number
78113. For purposes of this request and based on the information you
provided in your letter, you are considered an “all other” requester. There are
no assessable fees for this request therefore; we did not address your request
for a fee waiver.

Your request has been processed under the provisions of the FOIA. One
document responsive to your request is enclosed. The names of NSA/CSS
employees have been deleted from the enclosure. This information is exempt
from disclosure pursuant to the third exemption of the FOIA, which provides
for the withholding of information specifically protected from disclosure by
statute. The specific statute applicable in this case is Section 6, Public Law
86-36 (50 U.S. Code 3605).

The remaining records that this Agency maintains pertaining to
Mr. Snowden, including his emails, are exempt from release in accordance with
5 U.S.C. 552(b)(1), S U.S.C. 552(b)(3), 5 U.S.C. 552(b)(6), and S U.S.C.
552(b)(7).

Records pertaining to Mr. Snowden are withheld pursuant to the seventh
exemption of the FOIA (5 U.S.C. Section 552(b)(7)), which protects from
disclosure records or information compiled for law enforcement purposes. This
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includes information that, if released, could interfere with enforcement
proceedings, could cause an unwarranted invasion of personal privacy, could
reveal the identities of confidential sources, or would reveal law enforcement
techniques and procedures. All of the information maintained by this Agency
relating to Mr. Snowden meets the threshold requirements for withholding
under exemption 7 of the FOIA and is withheld under (b)(7)(A), (b)(7)(C),
(b)(7)(D), and (b)(7)(E) of the FOIA.

The sixth exemption of the FOIA (5 U.S.C. Section 552(b)(6)) protects
from disclosure information which would constitute a clearly unwarranted
invasion of personal privacy. In balancing the public interest for the
information you request against the privacy interests involved, we have
determined that the privacy interests sufficiently satisfy the requirements for
the application of the (b)(6) exemption.

In addition, this Agency is authorized by statute to protect certain
information concerning its activities, as well as the names of its employees.
Such information is exempt from disclosure pursuant to the third exemption of
the FOIA (5 U.S.C. Section 552(b)(3)), which provides for the withholding of
information specifically protected from disclosure by statute. The specific
statute applicable in this case is Section 6, Public Law 86-36 (50 U.S. Code
3605). We have determined that such information exists in these records, and
it has been withheld accordingly. Other statutes that apply are Title 18 U.S.
Code 798 and Title 50 U.S. Code 3024(i).

Some of the withheld information was also found to be currently and
properly classified in accordance with Executive Order 13526. This
information meets the criteria for classification as set forth in Subparagraphs
(b), (c), (d) and (g) of Section 1.4 and remains classified TOP SECRET,
SECRET, and CONFIDENTIAL as provided in Section 1.2 of the Executive
Order. The information is classified because its disclosure could reasonably be
expected to cause exceptionally grave damage to the national security.

Because the information is currently and properly classified, it is exempt from
disclosure pursuant to the first exemption of the FOIA (5 U.S.C. Section
552(b)(1)).

The Initial Denial Authority for NSA information is the Associate Director
for Policy and Records, David J. Sherman. Since information was withheld
from the enclosed document, and because the rest of your request is being
denied, you are hereby advised of this Agency’s appeal procedures. Any person
denied access to information may file an appeal to the NSA/CSS Freedom of
Information Act Appeal Authority. The appeal must be postmarked no later
than 60 calendar days of the date of the initial denial letter. The appeal shall
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be in writing addressed to the NSA/CSS FOIA Appeal Authority (DJ4), National
Security Agency, 9800 Savage Road STE 6248, Fort George G. Meade, MD
20755-6248. The appeal shall reference the adverse determination and shall
contain, in sufficient detail and particularity, the grounds upon which the
requester believes that the determination is unwarranted. The NSA/CSS FOIA
Appeal Authority will endeavor to respond to the appeal within 20 working days
after receipt, absent any unusual circumstances.

For your information, there are no emails indicating that Mr. Snowden
contacted agency officials to raise concerns about NSA programs.

Sincerely,

Gty
A ;Q "Zéﬁfﬁ

PAMELA N. PHILLIPS
Chief
FOIA/PA Office

Encl:
a/s
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NATIONAL SECURITY AGENCY

CENTRAL SECURITY SERVICE
FORT GEORGE G. MEADE, MARYLAND 20755-6000

FOIA Case: 78114
3 June 2014

ROSIE P GRAY

BUZZFEED

600 F STREET NW STE 200
WASHINGTON, DC 20004

Dear Ms. Gray:

This is an initial response to your Freedom of Information Act (FOIA)
request dated 29 May 2014, which was received by this office on
30 May 2014, for “the email history of this email address:
eisnowd@nsa.ic.gov . Date range of request: February 2009-July 2013.
Description of request: Please search NSA records for any and all email
communications to or from the email address ejsnowd@nsa.ic.gov .” This
letter acknowledges that we have received your request and provides some
administrative information. Your request has been assigned Case Number
78114. Due to a significant increase in the number of requests being
received by this Agency, we are experiencing delays in processing. We will
begin to process your request and will respond to you again as soon as we are
able.

Correspondence related to your request should include the case
number assigned to your request, which is included in the first paragraph of
this letter. Your letter should be addressed to National Security Agency, FOIA
Office (DJ4), 9800 Savage Road STE 6248, Ft. George G. Meade, MD 20755-
6248 or may be sent by facsimile to 443-479-3612. If sent by fax, it should
be marked for the attention of the FOIA office. The telephone number of the
FOIA office is 301-688-6527.

Sincerely,

(Bt

FOIA Customer Representative

Bpproved for Release by NSA on 07-28-2015. FOIA Case # 78137
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NATIONAL SECURITY AGENCY

CENTRAL SECURITY SERVICE
FORT GEORGE G. MEADE, MARYLAND 20755-6000

FOIA Case; 78114
27 June 2014

ROSIE P GRAY

BUZZFEED

600 F STREET NW STE 200
WASHINGTON DC 20004

Dear Ms. Gray:

This responds to your Freedom of Information Act (FOIA) request of
29 May 2014, which was received by this office on 30 May 2014, for “any and
all email communications to our from the email address ejsnowd@nsa.ic.gov .”
Your request has been assigned Case Number 78114. For purposes of this
request and based on the information you provided in your letter, you are
considered an “all other” requester. There are no assessable fees for this
request.

Your request has been processed under the provisions of the FOIA. One
document responsive to your request is enclosed. The names of NSA/CSS
employees have been deleted from the enclosure. This information is exempt
from disclosure pursuant to the third exemption of the FOIA, which provides
for the withholding of information specifically protected from disclosure by
statute. The specific statute applicable in this case is Section 6, Public Law
86-36 (50 U.S. Code 3605).

The remaining records that this Agency maintains pertaining to
Mr. Snowden, including his emails, are exempt from release in accordance with
5 U.S.C. 552(b)(1), S U.S.C. 552(b)(3), S U.S.C. 552(b)(6), and S U.S.C.
552(b)(7).

Records pertaining to Mr. Snowden are withheld pursuant to the seventh
exemption of the FOIA (5 U.S.C. Section 552(b)(7)), which protects from
disclosure records or information compiled for law enforcement purposes. This
includes information that, if released, could interfere with enforcement
proceedings, could cause an unwarranted invasion of personal privacy, could
reveal the identities of confidential sources, or would reveal law enforcement
techniques and procedures. All of the information maintained by this Agency
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relating to Mr. Snowden meets the threshold requirements for withholding
under exemption 7 of the FOIA and is withheld under (b)(7)(A), (b)(7)(C),
(b)(7)(D), and (b)(7)(E) of the FOIA.

The sixth exemption of the FOIA (5 U.S.C. Section 552(b)(6)) protects
from disclosure information which would constitute a clearly unwarranted
invasion of personal privacy. In balancing the public interest for the
information you request against the privacy interests involved, we have
determined that the privacy interests sufficiently satisfy the requirements for
the application of the (b)(6) exemption.

In addition, this Agency is authorized by statute to protect certain
information concerning its activities, as well as the names of its employees.
Such information is exempt from disclosure pursuant to the third exemption of
the FOIA (5 U.S.C. Section 552(b)(3)), which provides for the withholding of
information specifically protected from disclosure by statute. The specific
statute applicable in this case is Section 6, Public Law 86-36 (50 U.S. Code
3605). We have determined that such information exists in these records, and
it has been withheld accordingly. Other statutes that apply are Title 18 U.S.
Code 798 and Title 50 U.S. Code 3024(i).

Some of the withheld information was also found to be currently and
properly classified in accordance with Executive Order 13526. This
information meets the criteria for classification as set forth in Subparagraphs
(b), (¢), (d) and (g) of Section 1.4 and remains classified TOP SECRET, SECRET,
and CONFIDENTIAL as provided in Section 1.2 of the Executive Order. The
information is classified because its disclosure could reasonably be expected to
cause exceptionally grave damage to the national security. Because the
information is currently and properly classified, it is exempt from disclosure
pursuant to the first exemption of the FOIA (5 U.S.C. Section 552(b)(1)).

The Initial Denial Authority for NSA information is the Associate Director
for Policy and Records, David J. Sherman. Since information was withheld
from the enclosed document, and because the rest of your request is being
denied, you are hereby advised of this Agency’s appeal procedures. Any person
denied access to information may file an appeal to the NSA/CSS Freedom of
Information Act Appeal Authority. The appeal must be postmarked no later
than 60 calendar days of the date of the initial denial letter. The appeal shall
be in writing addressed to the NSA/CSS FOIA Appeal Authority (DJ4), National
Security Agency, 9800 Savage Road STE 6248, Fort George G. Meade, MD
20755-6248. The appeal shall reference the adverse determination and shall
contain, in sufficient detail and particularity, the grounds upon which the
requester believes that the determination is unwarranted. The NSA/CSS FOIA
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Appeal Authority will endeavor to respond to the appeal within 20 working days
after receipt, absent any unusual circumstances.

For your information, there are no emails indicating that Mr. Snowden
contacted agency officials to raise concerns about NSA programs.

Sincerely,

PAMELA N. PHILLIPS
Chief
FOIA/PA Office

Encl:
a/s
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NATIONAL SECURITY AGENCY

CENTRAL SECURITY SERVICE
FORT GEORGE G. MEADE, MARYLAND 20755-6000

FOIA Case: 78115A
27 June 014

EVAN C HILL

AL JAZEERA AMERICA

435 HUDSON ST STE 400
NEW YORK CITY NY 10013

Dear Mr. Hill:

This responds to your Freedom of Information Act (FOIA) request of
29 May 2014, which was received by this office on 30 May 2014, for “Copies of
any and all emails or messages sent to or from the following National Security
Agency e-mail address: ejsnowd@nsa.ic.gov.” As previously provided, your
request has been assigned Case Number 78115.

Your request has been processed under the provisions of the FOIA. One
document responsive to your request is enclosed. The names of NSA/CSS
employees have been deleted from the enclosure. This information is exempt
from disclosure pursuant to the third exemption of the FOIA, which provides
for the withholding of information specifically protected from disclosure by
statute. The specific statute applicable in this case is Section 6, Public Law
86-36 (50 U.S. Code 3605).

The remaining records that this Agency maintains pertaining to
Mr. Snowden, including his emails, are exempt from release in accordance with
5 U.S.C. 552(b)(1), 5 U.S.C. 552(b)(3), S U.S.C. 552(b)(6), and 5 U.S.C.
552(b)(7).

Records pertaining to Mr. Snowden are withheld pursuant to the seventh
exemption of the FOIA (5 U.S.C. Section 552(b)(7)), which protects from
disclosure records or information compiled for law enforcement purposes. This
includes information that, if released, could interfere with enforcement
proceedings, could cause an unwarranted invasion of personal privacy, could
reveal the identities of confidential sources, or would reveal law enforcement
techniques and procedures. All of the information maintained by this Agency
relating to Mr. Snowden meets the threshold requirements for withholding
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under exemption 7 of the FOIA and is withheld under (b)(7)(A), (b)(7)(C),
(b)(7)(D), and (b)(7)(E) of the FOIA.

The sixth exemption of the FOIA (5 U.S.C. Section 552(b)(6))protects from
disclosure information which would constitute a clearly unwarranted invasion
of personal privacy. In balancing the public interest for the information you
request against the privacy interests involved, we have determined that the
privacy interests sufficiently satisfy the requirements for the application of the
(b)(6) exemption.

In addition, this Agency is authorized by statute to protect certain
information concerning its activities, as well as the names of its employees.
Such information is exempt from disclosure pursuant to the third exemption of
the FOIA (5 U.S.C. Section 552(b)(3)), which provides for the withholding of
information specifically protected from disclosure by statute. The specific
statute applicable in this case is Section 6, Public Law 86-36 (50 U.S. Code
3605). We have determined that such information exists in these records, and
it has been withheld accordingly. Other statutes that apply are Title 18 U.S.
Code 798 and Title 50 U.S. Code 3024(i).

Some of the withheld information was also found to be currently and
properly classified in accordance with Executive Order 13526. This
information meets the criteria for classification as set forth in Subparagraphs
(b), (c), (d) and (g) of Section 1.4 and remains classified TOP SECRET,
SECRET, and CONFIDENTIAL as provided in Section 1.2 of the Executive
Order. The information is classified because its disclosure could reasonably be
expected to cause exceptionally grave damage to the national security.

Because the information is currently and properly classified, it is exempt from
disclosure pursuant to the first exemption of the FOIA (5 U.S.C. Section
552(b)(1)).

The Initial Denial Authority for NSA information is the Associate Director
for Policy and Records, David J. Sherman. Since information was withheld
from the enclosed document, and because the rest of your request is being
denied, you are hereby advised of this Agency’s appeal procedures. Any person
denied access to information may file an appeal to the NSA/CSS Freedom of
Information Act Appeal Authority. The appeal must be postmarked no later
than 60 calendar days of the date of the initial denial letter. The appeal shall
be in writing addressed to the NSA/CSS FOIA Appeal Authority (DJ4), National
Security Agency, 9800 Savage Road STE 6248, Fort George G. Meade, MD
20755-6248. The appeal shall reference the adverse determination and shall
contain, in sufficient detail and particularity, the grounds upon which the
requester believes that the determination is unwarranted. The NSA/CSS FOIA
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Appeal Authority will endeavor to respond to the appeal within 20 working days
after receipt, absent any unusual circumstances.

For your information, there are no emails indicating that Mr. Snowden
contacted agency officials to raise concerns about NSA programs.

Sincerely,

PAMELA N. PHILLIPS
Chief
FOIA/PA Office

Encl:
a/s
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NATIONAL SECURITY AGENCY

CENTRAL SECURITY SERVICE
FORT GEORGE G. MEADE, MARYLAND 20755-6000

FOIA Case; 78118
10 June 2014

ELLEN NAKASHIMA
1150 15TH ST NW
Washington, DC 20071

Dear Ms. Nakashima:

This is an initial response to your Freedom of Information Act (FOIA)
request dated 29 May 2014, which was received by this office on
30 May 2014, for “All e-mails to or from Edward Snowden, a former contract
employee (Dell, Booz Allen, with theNSA in Japan and Hawaii. He worked in
Japan from 2009-2013 and in Hawaii from 2013-2014.” This letter
acknowledges that we have received your request and provides some
administrative information. Your request has been assigned Case Number
78118. Due to a significant increase in the number of requests being
received by this Agency, we are experiencing delays in processing. We will
begin to process your request and will respond to you again as soon as we are
able. Until further processing is done, we do not know if there will be
assessable fees. Therefore, we have not addressed your request for a fee
waiver at this time.

Correspondence related to your request should include the case
number assigned to your request, which is included in the first paragraph of
this letter. Your letter should be addressed to National Security Agency, FOIA
Office (DJ4), 9800 Savage Road STE 6248, Ft. George G. Meade, MD 20755-
6248 or may be sent by facsimile to 443-479-3612. If sent by fax, it should
be marked for the attention of the FOIA office. The telephone number of the
FOIA office is 301-688-6527.

Sincerely,

;;L a7,

FOIA Customer Representative

Bpproved for Release by NSA on 07-28-2015. FOIA Case # 78137
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NATIONAL SECURITY AGENCY

CENTRAL SECURITY SERVICE
FORT GEORGE G. MEADE, MARYLAND 20755-6000

FOIA Case; 78118
25 June 2014

ELLEN NAKASHIMA

THE WASHINGTON POST
1150 15TH ST NW
WASHINGTON DC 20071

Dear Ms. Nakashima:

This responds to your Freedom of Information Act (FOIA) request of
29 May 2014, which was received by this office on 30 May 2014, for “all e-mails
to or from Edward Snowden, a former contract employee (Dell, Booz Allen, with
the NSA in Japan and Hawaii. He worked in Japan from 2009-2013 and in
Hawaii from 2013-2014.” Your request has been assigned Case Number
78118. For purposes of this request and based on the information you
provided in your letter, you are considered a “representative of the media”.
There are no assessable fees for this request; therefore, we did not address
your request for a fee waiver.

Your request has been processed under the provisions of the FOIA. One
document responsive to your request is enclosed. The names of NSA/CSS
employees have been deleted from the enclosure. This information is exempt
from disclosure pursuant to the third exemption of the FOIA, which provides
for the withholding of information specifically protected from disclosure by
statute. The specific statute applicable in this case is Section 6, Public Law
86-36 (50 U.S. Code 3605).

The remaining records that this Agency maintains pertaining to
Mr. Snowden, including his emails, are exempt from release in accordance with
5 U.S.C. 552(b)(1), S U.S.C. 552(b)(3), 5 U.S.C. 552(b)(6), and S U.S.C.
552(b)(7).

Records pertaining to Mr. Snowden are withheld pursuant to the seventh
exemption of the FOIA (5 U.S.C. Section 552(b)(7)), which protects from
disclosure records or information compiled for law enforcement purposes. This
includes information that, if released, could interfere with enforcement
proceedings, could cause an unwarranted invasion of personal privacy, could
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reveal the identities of confidential sources, or would reveal law enforcement
techniques and procedures. All of the information maintained by this Agency
relating to Mr. Snowden meets the threshold requirements for withholding
under exemption 7 of the FOIA and is withheld under (b)(7)(A), (b)(7)(C),
(b)(7)(D), and (b)(7)(E) of the FOIA.

The sixth exemption of the FOIA (5 U.S.C. Section 552(b)(6))protects from
disclosure information which would constitute a clearly unwarranted invasion
of personal privacy. In balancing the public interest for the information you
request against the privacy interests involved, we have determined that the
privacy interests sufficiently satisfy the requirements for the application of the
(b)(6) exemption.

In addition, this Agency is authorized by statute to protect certain
information concerning its activities, as well as the names of its employees.
Such information is exempt from disclosure pursuant to the third exemption of
the FOIA (5 U.S.C. Section 552(b)(3)), which provides for the withholding of
information specifically protected from disclosure by statute. The specific
statute applicable in this case is Section 6, Public Law 86-36 (50 U.S. Code
3605). We have determined that such information exists in these records, and
it has been withheld accordingly. Other statutes that apply are Title 18 U.S.
Code 798 and Title 50 U.S. Code 3024(i).

Some of the withheld information was also found to be currently and
properly classified in accordance with Executive Order 13526. This
information meets the criteria for classification as set forth in Subparagraphs
(b), (c), (d) and (g) of Section 1.4 and remains classified TOP SECRET,
SECRET, and CONFIDENTIAL as provided in Section 1.2 of the Executive
Order. The information is classified because its disclosure could reasonably be
expected to cause exceptionally grave damage to the national security.

Because the information is currently and properly classified, it is exempt from
disclosure pursuant to the first exemption of the FOIA (5 U.S.C. Section
552(b)(1)).

The Initial Denial Authority for NSA information is the Associate Director
for Policy and Records, David J. Sherman. Since information was withheld
from the enclosed document, and because the rest of your request is being
denied, you are hereby advised of this Agency’s appeal procedures. Any person
denied access to information may file an appeal to the NSA/CSS Freedom of
Information Act Appeal Authority. The appeal must be postmarked no later
than 60 calendar days of the date of the initial denial letter. The appeal shall
be in writing addressed to the NSA/CSS FOIA Appeal Authority (DJ4), National
Security Agency, 9800 Savage Road STE 6248, Fort George G. Meade, MD
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20755-6248. The appeal shall reference the adverse determination and shall
contain, in sufficient detail and particularity, the grounds upon which the
requester believes that the determination is unwarranted. The NSA/CSS FOIA
Appeal Authority will endeavor to respond to the appeal within 20 working days
after receipt, absent any unusual circumstances.

For your information, there are no emails indicating that Mr. Snowden
contacted agency officials to raise concerns about NSA programs.

Sincerely,

PAMELA N. PHILLIPS

Chief
FOIA/PA Office

Encl:
a/s
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NATIONAL SECURITY AGENCY

CENTRAL SECURITY SERVICE
FORT GEORGE G. MEADE, MARYLAND 20755-6000

FOIA Case: 78119
3 June 2014

GREGORY T KORTE
1575 EYE ST NW STE 350
WASHINGTON DC 20005

Dear Mr. Korte:

This responds to your Freedom of Information Act (FOIA) request of
29 May 2014, which was received by this office on 30 May 2014, for “Any and
all communications to and from Edward Snowden to the National Security
Agency's Office of General Counsel. This request includes communications, in
whatever format, and does not have a time limit.” Your request has been
assigned Case Number 78119. For purposes of this request and based on the
information you provided in your letter, you are considered a “representative of
the media.” There are no assessable fees for this request; therefore, we did not
address your request for a fee waiver. Since this letter fully responds to your
FOIA request, we have not addressed your request for expedited processing.

Your request has been processed under the provisions of the FOIA. The
document responsive to your request is enclosed. This document was
previously released in FOIA Case 78071. Certain information, however, has
been deleted from the enclosure. This Agency is authorized by statute to
protect the names of its employees. This information is exempt from disclosure
pursuant to the third exemption of the FOIA, which provides for the
withholding of information specifically protected from disclosure by statute.
The specific statute applicable in this case is Section 6, Public Law 86-36 (50
U.S. Code 3605).

The Initial Denial Authority for NSA information is the Associate Director
for Policy and Records, David J. Sherman. Since these deletions may be
construed as a partial denial of your request, you are hereby advised of this
Agency’s appeal procedures. Any person denied access to information may file
an appeal to the NSA/CSS Freedom of Information Act Appeal Authority. The
appeal must be postmarked no later than 60 calendar days from the date of the
initial denial letter. The appeal shall be in writing addressed to the NSA/CSS
FOIA Appeal Authority (DJ4), National Security Agency, 9800 Savage Road STE
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6248, Fort George G. Meade, MD 20755-6248. The appeal shall reference the
initial denial of access and shall contain, in sufficient detail and particularity,
the grounds upon which the requester believes release of the information is
required. The NSA/CSS Appeal Authority will endeavor to respond to the
appeal within 20 working days after receipt, absent any unusual

circumstances.
Sincerely,
PAMELA N. PHILLIPS
Chief
FOIA/PA Office
Encl:

a/s |
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NATIONAL SECURITY AGENCY

CENTRAL SECURITY SERVICE
FORT GEORGE G. MEADE, MARYLAND 20755-6000

o | ——C
e TATES 0F Lol

FOIA Case: 78274
18 June 2014

ROSIE P GRAY
600 F STREET NW STE 200
WASHINGTON DC 20004

Dear Ms. Gray:

This is an initial response to your Freedom of Information Act (FOIA)
request dated 29 May 2014, which was received by this office on
13 June 2014, for “...the email history of this email address:
ejsnowd@nsa.ic.gov Date range of request: February 2009-July 2013
Description of request: Please search NSA records for any and all email
communications to or from the email address ejsnowd@nsa.ic.gov.” This
letter acknowledges that we have received your request and provides some
administrative information. Your request has been assigned Case Number
78274. Due to a significant increase in the number of requests being
received by this Agency, we are experiencing delays in processing. We have
begun to process your request and will provide a more substantive response
to you as soon as we are able.

Correspondence related to your request should include the case
number assigned to your request, which is included in the first paragraph of
this letter. Your letter should be addressed to National Security Agency, FOIA
Office (DJ4), 9800 Savage Road STE 6248, Ft. George G. Meade, MD 20755-
6248 or may be sent by facsimile to 443-479-3612. If sent by fax, it should
be marked for the attention of the FOIA office. The telephone number of the
FOIA office is 301-688-6527.

Sincerely,
(Finre 7

FOIA Customer Representative

Bpproved for Release by NSA on 07-28-2015. FOIA Case # 78137
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NATIONAL SECURITY AGENCY

CENTRAL SECURITY SERVICE
FORT GEORGE G. MEADE, MARYLAND 20755-6000

FOIA Case: 78274A
27 June 2014

ROSIE P GRAY
BUZZFEED

600 F ST NW STE 200
WASHINGTON DC 20004

Dear Ms. Gray:

This responds to your Freedom of Information Act (FOIA) request of
29 May 2014, which was received by this office on 13 June 2014, for “any and
all email communications to or from the email address ejsnowd@nsa.ic.gov.”
As previously provided, your request has been assigned Case Number 78274.
For purposes of this request and based on the information you provided in
your letter, you are considered an “all other” requester. There are no
assessable fees for this request.

Your request has been processed under the provisions of the FOIA. One
document responsive to your request is enclosed. The names of NSA/CSS
employees have been deleted from the enclosure. This information is exempt
from disclosure pursuant to the third exemption of the FOIA, which provides
for the withholding of information specifically protected from disclosure by
statute. The specific statute applicable in this case is Section 6, Public Law
86-36 (50 U.S. Code 3605).

The remaining records that this Agency maintains pertaining to
Mr. Snowden, including his emails, are exempt from release in accordance with
5 U.S.C. 552(b)(1), S U.S.C. 552(b)(3), S U.S.C. 552(b)(6), and S U.S.C.
552(b)(7).

Records pertaining to Mr. Snowden are withheld pursuant to the seventh
exemption of the FOIA (5 U.S.C. Section 552(b)(7)), which protects from
disclosure records or information compiled for law enforcement purposes. This
includes information that, if released, could interfere with enforcement
proceedings, could cause an unwarranted invasion of personal privacy, could
reveal the identities of confidential sources, or would reveal law enforcement
techniques and procedures. All of the information maintained by this Agency

Bpproved for Release by NSA on 07-28-2015. FOIA Case # 78137)
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relating to Mr. Snowden meets the threshold requirements for withholding
under exemption 7 of the FOIA and is withheld under (b)(7)(A), (b)(7)(C),
(b)(7)(D), and (b)(7)(E) of the FOIA.

The sixth exemption of the FOIA (5 U.S.C. Section 552(b)(6))protects from
disclosure information which would constitute a clearly unwarranted invasion
of personal privacy. In balancing the public interest for the information you
request against the privacy interests involved, we have determined that the
privacy interests sufficiently satisfy the requirements for the application of the
(b)(6) exemption.

In addition, this Agency is authorized by statute to protect certain
information concerning its activities, as well as the names of its employees.
Such information is exempt from disclosure pursuant to the third exemption of
the FOIA (5 U.S.C. Section 552(b)(3)), which provides for the withholding of
information specifically protected from disclosure by statute. The specific
statute applicable in this case is Section 6, Public Law 86-36 (50 U.S. Code
3605). We have determined that such information exists in these records, and
it has been withheld accordingly. Other statutes that apply are Title 18 U.S.
Code 798 and Title 50 U.S. Code 3024(i).

Some of the withheld information was also found to be currently and
properly classified in accordance with Executive Order 13526. This
information meets the criteria for classification as set forth in Subparagraphs
(b), (c), (d) and (g) of Section 1.4 and remains classified TOP SECRET,
SECRET, and CONFIDENTIAL as provided in Section 1.2 of the Executive
Order. The information is classified because its disclosure could reasonably be
expected to cause exceptionally grave damage to the national security.

Because the information is currently and properly classified, it is exempt from
disclosure pursuant to the first exemption of the FOIA (5 U.S.C. Section
552(b)(1)).

The Initial Denial Authority for NSA information is the Associate Director
for Policy and Records, David J. Sherman. Since information was withheld
from the enclosed document, and because the rest of your request is being
denied, you are hereby advised of this Agency’s appeal procedures. Any person
denied access to information may file an appeal to the NSA/CSS Freedom of
Information Act Appeal Authority. The appeal must be postmarked no later
than 60 calendar days of the date of the initial denial letter. The appeal shall
be in writing addressed to the NSA/CSS FOIA Appeal Authority (DJ4), National
Security Agency, 9800 Savage Road STE 6248, Fort George G. Meade, MD
20755-6248. The appeal shall reference the adverse determination and shall
contain, in sufficient detail and particularity, the grounds upon which the



DOCID: 4228655
FOIA Case: 78274A
requester believes that the determination is unwarranted. The NSA/CSS FOIA
Appeal Authority will endeavor to respond to the appeal within 20 working days

after receipt, absent any unusual circumstances.

For your information, there are no emails indicating that Mr. Snowden
contacted agency officials to raise concerns about NSA programs.

Sincerely,

PAMELA N. PHILLIPS
Chief
FOIA/PA Office

Encl:
a/s
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NATIONAL SECURITY AGENCY

CENTRAL SECURITY SERVICE
FORT GEORGE G. MEADE, MARYLAND 20755-6000

FOIA Case: 78399
1 July 2014

MATTHEW KEYS

Dear Mr. Keys:

This responds to your Freedom of Informa tion Act (FOIA) request of
27 June 2014, which was received by this office on 30 June 2014, for “any and
all e-mails sent by Edward Snowden using the e-mail address
eisnowd@nsa.ic.gov to any and all NSA officials, including officials at the office
of General Counsel, for the time period between January 1, 2013 and June 1,
2013.” Your request has been assigned Case Number 78399. For purposes of
this request and based on the information you provided in your letter, you are
considered an “all other” requester. There are no assessable fees for this
request.

Your request has been processed under the provisions of the FOIA. One
document responsive to your request is enclosed. The names of NSA/CSS
employees have been deleted from the enclosure. This information is exempt
from disclosure pursuant to the third exemption of the FOIA, which provides
for the withholding of information specifically protected from disclosure by
statute. The specific statute applicable in this case is Section 6, Public Law
86-36 (50 U.S. Code 36059).

The remaining records that this Agency maintains pertaining to
Mr. Snowden, including his emails, are exempt from release in accordance with
5 U.S.C. 552(b)(1), S U.S.C. 552(b)(3), 5 U.S.C. 552(b)(6), and 5 U.S.C.
552(b)(7).

Records pertaining to Mr. Snowden are withheld pursuant to the seventh
exemption of the FOIA (5 U.S.C. Section 552(b)(7)), which protects from
disclosure records or information compiled for law enforcement purposes. This
includes information that, if released, could interfere with enforcement
proceedings, could cause an unwarranted invasion of personal privacy, could
reveal the identities of confidential sources, or would reveal law enforcement
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techniques and procedures. All of the information maintained by this Agency
relating to Mr. Snowden meets the threshold requirements for withholding
under exemption 7 of the FOIA and is withheld under (b)(7)(A), (b)(7)(C),
(b)(7)(D), and (b)(7)(E) of the FOIA.

The sixth exemption of the FOIA (5 U.S.C. Section 552(b)(6))protects from
disclosure information which would constitute a clearly unwarranted invasion
of personal privacy. In balancing the public interest for the information you
request against the privacy interests involved, we have determined that the
privacy interests sufficiently satisfy the requirements for the application of the
(b)(6) exemption.

In addition, this Agency is authorized by statute to protect certain
information concerning its activities, as well as the names of its employees.
Such information is exempt from disclosure pursuant to the third exemption of
the FOIA (5 U.S.C. Section 552(b)(3)), which provides for the withholding of
information specifically protected from disclosure by statute. The specific
statute applicable in this case is Section 6, Public Law 86-36 (50 U.S. Code
3605). We have determined that such information exists in these records, and
it has been withheld accordingly. Other statutes that apply are Title 18 U.S.
Code 798 and Title 50 U.S. Code 3024(i).

Some of the withheld information was also found to be currently and
properly classified in accordance with Executive Order 13526. This
information meets the criteria for classification as set forth in Subparagraphs
(b), (¢), (d) and (g) of Section 1.4 and remains classified TOP SECRET,
SECRET, and CONFIDENTIAL as provided in Section 1.2 of the Executive
Order. The information is classified because its disclosure could reasonably be
expected to cause exceptionally grave damage to the national security.

Because the information is currently and properly classified, it is exempt from
disclosure pursuant to the first exemption of the FOIA (5 U.S.C. Section
552(b)(1)).

The Initial Denial Authority for NSA information is the Associate Director
for Policy and Records, David J. Sherman. Since information was withheld
from the enclosed document, and because the rest of your request is being
denied, you are hereby advised of this Agency’s appeal procedures. Any person
denied access to inform ation may file an appeal to the NSA/CSS Freedom of
Information Act Appeal Authority. The appeal must be postmarked no later
than 60 calendar days of the date of the initial denial letter. The appeal shall
be in writing addressed to the NSA/CSS FOIA Appeal Authority (DJ4), National
Security Agency, 9800 Savage Road STE 6248, Fort George G. Meade, MD
20755-6248. The appeal shall reference the adverse determination and shall
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contain, in sufficient detail and particularity, the grounds upon which the
requester believes that the determination is unwarranted. The NSA/CSS FOIA
Appeal Authority will endeavor to respond to the appeal within 20 working days
after receipt, absent any unusual circumstances.

For your information, there are no emails indicating that Mr. Snowden
contacted agency officials to raise concerns about NSA programs.

Sincerely,

PAMELA N. PHILLIPS
Chief
FOIA/PA Office

Encl:
a/s
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NATIONAL SECURITY AGENCY

CENTRAL SECURITY SERVICE
FORT GEORGE G. MEADE, MARYLAND 20755-6000

FOIA Case: 78104
23 June 2014

PAUL S SZOLDRA
BUSINESS INSIDER

(b) (6)

Dear Mr. Szoldra:

This responds to your Freedom of Information Act (FOIA) request of
29 May 2014, which was received by this office on 30 May 2014, for “Any and
all emails, letters, records, or other correspondence sent by
Edward J. Snowden to the National Security Agency Office of General Counsel.
I also request any and all emails, letters, records, or other correspondence sent
in response to his queries.” Your request has been assigned Case Number
78104. For purposes of this request and based on the information you
provided in your letter, you are considered a “media” requester. There are no
assessable fees for this request.

Your request has been processed under the provisions of the FOIA. One
document was found to be responsive to your request and is enclosed. This
document was previously released in FOIA Case 78071. Certain information,
however, has been deleted from the enclosure. This Agency is authorized by
statute to protect the names of its employees. This information is exempt from
disclosure pursuant to the third exemption of the FOIA, which provides for the
withholding of information specifically protected from disclosure by statute.
The specific statute applicable in this case is Section 6, Public Law 86-36 (50
U.S. Code 3605).

The Initial Denial Authority for NSA information is the Associate Director
for Policy and Records, David J. Sherman. Since these deletions may be
construed as a partial denial of your request, you are hereby advised of this
Agency’s appeal procedures. Any person denied access to information may file
an appeal to the NSA/CSS Freedom of Information Act Appeal Authority. The
appeal must be postmarked no later than 60 calendar days from the date of the
initial denial letter. The appeal shall be in writing addressed to the NSA/CSS
FOIA Appeal Authority (DJ4), National Security Agency, 9800 Savage Road STE
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6248, Fort George G. Meade, MD 20755-6248. The appeal shall reference the
initial denial of access and shall contain, in sufficient detail and particularity,
the grounds upon which the requester believes release of the information is
required. The NSA/CSS Appeal Authority will endeavor to respond to the
appeal within 20 working days after receipt, absent any unusual

circumstances.
Sincerely,
PAMELA N. PHILLIPS
Chief
FOIA/PA Office
Encl:

a/s
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NATIONAL SECURITY AGENCY

CENTRAL SECURITY SERVICE
FORT GEORGE G. MEADE, MARYLAND 20755-6000

FOIA Case: 78107
10 June 2014

DAVID A GARRETT

Dear Mr. Garrett:

This responds to your Freedom of Information Act (FOIA) request of
29 May 2014, which was received by this office on 30 May 2014, for a copy of an
e-mail from Edward Snowden to the NSA’s Office of the General Counsel, which has
recently been mentioned in the press. Your request has been assigned Case Number
78107 . There are no assessab le fees for this request; therefore, we have not
addressed your fee category.

Your request has been processed under the provisions of the FOIA. The
requested record has been made publically available on the NSA.gov web site. Please
reference the following web page for the link posted on 5 June 2014:

http://www.nsa.gov/public_info/ whats_new/index .shtml

Since the record responsive to your request is publicly available and we have
identified where you can obtain it, we consider your request to be satisfied and,
accordingly, your request is being closed at this time.

Correspondence related to your request should include the case number
assigned to your request, which is included in the first paragraph of this letter. Your
letter should be addressed to National Security Agency, FOIA Office (DJ4), 9800
Savage Road STE 6248, Ft. George G. Meade, MD 20755-6248 or may be sent by
facsimile to 443-479-3612. If sent by fax, it should be marked for the attention of the
FOIA office. The telephone number of the FOIA office is 301-688-6527.

Sincerely,

PAMELA N. PHILLIPS
Chief
FOIA/PA Office

Bpproved for Release by NSA on 07-28-2015. FOIA Case # 78137)
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NATIONAL SECURITY AGENCY

CENTRAL SECURITY SERVICE
FORT GEORGE G. MEADE, MARYLAND 20755-6000

FOIA Case: 78071
29 May 2014

MATTHEW A COLE

30 ROCKEFELLER PLAZA
RM 412E1

NEW YORK NY 10112

Dear Mr. Cole:

This further responds to your Freedom of Information Act (FOIA) request
of 23 May 2014 for “Any and all emails, documents or any other form of
communication sent by or from EDWARD SNOWDEN to the Office of General
Counsel, or equivalent, or to any lawyer or legal office within the agency during
the years 2012 and 2013, as well as any communication in response to Mr.
Snowden.” For purposes of this request and based on the information you
provided in your letter, you are considered a representative of the media.
Unless you qualify for a fee waiver or reduction, you must pay for duplication
in excess of the first 100 pages. There are no assessable fees for this request.

Your request has been processed under the FOIA and the responsive
document is enclosed. Certain information, however, has been deleted from
the enclosure. The names of NSA/CSS employees have been deleted from the
enclosure. This information is exempt from disclosure pursuant to the third
exemption of the FOIA, which provides for the withholding of information
specifically protected from disclosure by statute. The specific statute
applicable in this case is Section 6, Public Law 86-36 (50 U.S. Code 36095).

The Initial Denial Authority for NSA information is the Associate Director
for Policy and Records, David J. Sherman. Since these deletions may be
construed as a partial denial of your request, you are hereby advised of this
Agency’s appeal procedures. Any person denied access to information may file
an appeal to the NSA/CSS Freedom of Information Act Appeal Authority. The
appeal must be postmarked no later than 60 calendar days from the date of the
initial denial letter. The appeal shall be in writing addressed to the NSA/CSS
FOIA Appeal Authority (DJ4), National Security Agency, 9800 Savage Road STE
6248, Fort George G. Meade, MD 20755-6248. The appeal shall reference the
initial denial of access and shall contain, in sufficient detail and particularity,
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the grounds upon which the requester believes release of the information is

required. The NSA/CSS Appeal Authority will endeavor to respond to the
appeal within 20 working days after receipt, absent any unusual

circumstances.
Sincerely,
PAMELA N. PHILLIPS
Chief
FOIA/PA Office
Encl:

a/s
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(b) (3)-50 USC 3024 (i)

From: Richard Byrne Reilly [richard@venturebeat.com)
Sent: Thursday, May 29, 2014 2:58 PM

To: nsapao

Subject: Edward Snowden Email.

Dear NSA:

My name is Richard Reilly and I'm a reporter with VentureBeat in San Francisco requesting a copy of the email
Edward Snowden sent to the NSA and released today by the agency. I'm working on a very tight deadline and
appreciate your assistance.

Kind regards!

Richard

Richard Byrne Reilly

writer

&
t: %rbyrnerelﬂy
VentureBeat | Events

Bpproved for Release by NSA on 07-28-2015. FOIA Case # 78137
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“(b) (3)-P.L. 86-36

From: Michael van Poppel (BNO News) [mpoppel@bnonews.com]
Sent: Thursday, May 29, 2014 1:55 PM .

To: nsapao

Subject: Edward Snowden

Good afternoon,

Do you have any comment regarding Edward Snowden's claim that he sent at least one email to
his superiors, notifying them of his concerns?

Thank you.

Best regards,

Michael van Poppel
BNO News B.V.

Tel: +1 845-796-9291
Fax: +1 347-521-3174
Twitter: @mpoppel
mpoppel@bnonews . com
www . bnonews . com

exclusively for the addressee. Should you receive this message unintentionally, please do not
use the contents herein and notify the sender immediately by return e-mail.
BNO News B.V. is registered by the Chamber of Commerce under nr. 17264724

Bpproved for Release by NSA on 07-28-2015. FOIA Case # 78137)
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(b) (3)-P.L. 86-36

From: Green Miller, Marci L

Sent: ¢ Thursday, May 29, 2014 1:02 PM
To: '‘Cole, Matthew (NBCUniversal)'
Cc: nsapao; DL PAOMedia

Subject: Email claim

Hi. Please see the below.

NSA has now explained that they have found one email inquiry by Edward Snowden to the office
of General Counsel asking for an explanation of some material that was in a training course
he had just completed. The e-mail did not raise allegations or concerns about wrongdoing or
abuse, but posed a legal question that the Office of General Counsel addressed. There was not
additional follow-up noted. The e-mail will be released later today.

There are numerous avenues that Mr. Snowden could have used to raise other concerns or
whistleblower allegations. We have searched for additional indications.of outreach from him
in those areas and to date have not discovered any engagements related to his claims.

HiH

v/r

Marci Green Miller

NSA Public and Media Affairs Office
443-634-0721

Ekpbroved for Release by NSA on 07-28-2015, FOIA Case # 78137
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" (b) (3)-P.L.

86-36

" From: Matt Sledge [msledge@huffingtonpost.com]
Sent: Thursday, May 29, 2014 2:53 PM
To: Vines, Vanee M; nsapao
Subiject: Follow-up on Snowden email release
Hi all,

Had a quick follow-up question on the Snowden email release.

Snowden claims he "reported these clearly problematic programs to more than ten distinct officials.” Sounds to
me like those reports could very likely have been verbal rather than written in an email.

Have you investigated whether he raised concerns *verbally*? Did your investigation include Snowden's
contacts with officials at Dell or other contractors?

On a separate note, Snowden's supporters frequently point to the experience of Thomas Drake, William Binney
and others to suggest that seeking to raise concerns of wrongdoing within internal channels can backfire in the
intelligence world. Do you have any response on that point?

Regards,
Matt Sledge

Matt Sledoe

hitp://'www.huffingtonpost.com/news/matt-sledge/
https://twilter.com/mgsledpe

Bpproved for Release by NSA on 07-28-2015. FOIA Case # 78137
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From: Dana Liebelson [dliebelson@motherjones.com]
Sent: - Thursday, May 29, 2014 8:22 PM

To: Green Miller, Marci L; Vines, Vanee M

Cc: nsapao; DL PAOMedia

Subject: ' Follow-up on WashPo interview

Good evening, I'm following up on claims just published in the Washington Post by Snowden. According to Snowden,
"Today'’s release is incomplete, and does not include my correspondence with the Signals Intelligence Directorate’s Office
of Compliance, which believed that a classified executive order could take precedence over an act of Congress,
contradicting what was just published. It also did not include concerns about how indefensible collection activities - such
as breaking into the back-haul communications of major US internet companies - are sometimes concealed under E.O.
12333 to avoid Congressional reporting requirements and regulations."

Does the NSA have comment on the allegation that the email exchange released today is incomplete?

Has the NSA received evidence of the alleged correspondence addressing the other concerns Snowden outlines here? If
so, were these disclosures documented verbally or in writing?

- Will the NSA release these emails, or other emails from Snowden, if they exist? If so, when?

From: Green Miller, Marci L [migree3@nsa.gov]

Sent: Thursday, May 29, 2014 9:59 AM

To: Dana Liebelson; Vines, Vanee M

Cc: nsapao; DL PAOMedia

Subject: RE: Quick question about NBC interview last night (Deadline: 2 PM EDT)

Hi.
We have the below in response to your query.

NSA has now explained that they have found one email inquiry by Edward Snowden to the office
of General Counsel asking for an explanation of some material that was in a training course
he had just completed. The e-mail did not raise allegations or concerns about wrongdoing or
abuse, but posed a legal question that the Office of General Counsel addressed. There was not
additional follow-up noted. The e-mail will be released later today.

There are numerous avenues that Mr. Snowden could have used to raise other concerns or
- whistleblower allegations. We have searched for additional indications of outreach from him
in those areas and to date have not discovered any engagements related to his claims.

HiH

v/r

Marci Green Miller

NSA Public and Media Affairs Office
443-634-0721

From: Dana Liebelson [mailto:dliebelson@motherjones.com]

Sent: Thursday, May 29, 2014 9:54 AM
To: Vines, Vanee M

1
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Cc: nsapao )
Subject: Quick question about NBC interview last night (Deadline: 2 PM EDT)

Good morning! In the NBC interview last night, Mr. Williams said that the network had confirmed "with
multiple sources" that before Snowden went to the press, he reported the surveillance that he believed to be
problematic internally with intelligence agency supervisors. In the past, Mr. Clapper has denied this is the case.
[ haven't heard anyone report the NSA's side on this apparent contradiction, and I'd like to do so.

Does the NSA deny that Snowden filed concerns with intelligence agency supervisors internally, in writing,
before going to the press? Why or why not?

If not, why did Mr. Clapper say so previously?
Thank you for your time.

Best,
Dana

Dana Liebelson

Staff Reporter: Mother Jones
Freelance: The Week

Phone: (202) 347-2397 EX 3007
Twitter: @dliebelson
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s S — O

From: Vines, Vanee M

Sent: : Thursday, May 29, 2014 3:05 PM

To: nsapao

Subject: FW: Follow-up on Snowden email release
Nothing else.......

Vanee' Vines

Public Affairs Specialist

NSA Public & Media Affairs
NEW*****=****Media line: 44;3-634—0?21

From: Matt Sledge [mailto: msledge@huffingtonpost.com]
Sent: Thursday, May 29, 2014 2:53 PM

To: Vines, Vanee M; nsapao

Subject: Follow-up on Snowden email release

Hi all,
Had a quick follow-up question on the Snowden email release.

Snowden claims he "reported these clearly problematic programs to more than ten distinct officials." Sounds to
me like those reports could very likely have been verbal rather than written in an email.

Have you investigated whether he raised concerns *verbally*? Did your investigation include Snowden's
contacts with officials at Dell or other contractors? .

On a separate note, Snowden's supporters frequently point to the experience of Thomas Drake, William Binney
and others to suggest that seeking to raise concerns of wrongdoing within internal channels can backfire in the
intelligence world. Do you have any response on that point?

Regards,
Matt Sledge

Matt Sledge

http://www.hutfingtonpost.com/news/matt-sledge/
https://twitter.com/mgsledgee
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From: Green Miller, Marci L

Sent: Friday, May 30, 2014 9:58 AM

To: - nsapao

Cc: DL PAOMedia

Subject: FW: Follow-up on WashPo interview

Not commenting......

From: Dana Liebelson [mailto:dliebelson@motherjones.com]
Sent: Friday, May 30, 2014 09:53 AM

To: Green Miller, Marci L; Vines, Vanee M

Cc: nsapao; DL PAOMedia

Subject: RE: Follow-up on WashPo interview

Good morning, I'm following up on my inquiry below—would be great if I could get a response by noon.

Thanks for your time,
Dana

From: Dana Liebelson

Sent: Thursday, May 29, 2014 5:22 PM
To: Green Miller, Marci L; Vines, Vanee M
Cc: nsapao; DL PAOMedia

Subject: Follow-up on WashPo interview

Good evening, I'm following up on claims just published in the Washington Post by Snowden. According to Snowden,
"Today’s release is incomplete, and does not include my correspondence with the Signals Intelligence Directorate’s Office
of Compliance, which believed that a classified executive order could take precedence over an act of Congress,
contradicting what was just published. It also did not include concerns about how indefensible collection activities - such

as breaking into the back-haul communications of major US internet companles are sometnmes concealed under E.O.
12333 to avoid Congressional reporting requirements and regulations."

Does the NSA have comment on the allegation that the email exchange released today is incomplete?

'Has the NSA received evidence of the alleged correspondence addressing the other concerns Snowden outlines here? If
so, were these disclosures documented verbally or in writing?

Will the NSA release these emails, or other emails from Snowden, if they exist? If so, when?

From: Green Miller, Marci L [migree3@nsa.gov]

Sent: Thursday, May 29, 2014 9:59 AM

To: Dana Liebelson; Vines, Vanee M

Cc: nsapao; DL PAOMedia

Subject: RE: Quick question about NBC interview last night (Deadline: 2 PM EDT)

Hi.
We have the below in response to your query.

NSA has now explained that they have found one email inquiry by Edward Snowden to the office
of General Counsel asking for an explanation of some material that was in a training course

1
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he had just completed. The e-mail did not raise allegations or concerns about wrongdoing or
abuse, but posed a legal question that the Office of General Counsel addressed. There was not
additional follow-up noted. The e-mail will be released later today.

There are numerous avenues that Mr. Snowden could have used to raise other concerns or
whistleblower allegations. We have searched for additional indications of outreach from him
in those areas and to date have not discovered any engagements related to his claims.

Hittt

v/r

Marci Green Miller

NSA Public and Media Affairs Office
443-634-08721

From: Dana Liebelson [mailto:dliebelson@motherjones.com]

Sent: Thursday, May 29, 2014 9:54 AM

To: Vines, Vanee M

Cc: nsapao -

Subject: Quick question about NBC interview last night (Deadline: 2 PM EDT)

Good morning! In the NBC interview last night, Mr. Williams said that the network had confirmed "with
multiple sources" that before Snowden went to the press, he reported the surveillance that he believed to be
problematic internally with intelligence agency supervisors. In the past, Mr. Clapper has denied this is the case.
[ haven't heard anyone report the NSA's side on this apparent contradiction, and I'd like to do so.

Does the NSA deny that Snowden filed concerns with intelligence agency supervisors internally, in writing,
before going to the press? Why or why not?

If not, why did Mr. Clapper say so previously?
Thank you for your time.

Best,
Dana

Dana Liebelson

Staff Reporter: Mother Jones
Freelance: The Week

Phone: (202) 347-2397 EX 3007
Twitter: @dliebelson
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From: Vines, Vanee M

Sent: Friday, May 30, 2014 6:22 PM

To: DL PAOMedia

Cc: nsapao

Subject: Fw: NBC Nightly News - looking for a statement.
NO

From: Cox, Oliver (NBCUniversal) [mailto:Oliver.Cox@nbcuni.com]
Sent: Friday, May 30, 2014 05:44 PM

To: nsapao

Subject: RE: NBC Nightly News - looking for a statement,

"Also, If you had someone who can talk to Andrea Mitchell before 6:30 - she can be reached at 202-885-4835

From: Cox, Oliver (NBCUniversal)

Sent: Friday, May 30, 2014 5:30 PM

To: 'nsapao@nsa.gov'

Subject: NBC Nightly News - looking for a statement.

To whom it may concern,

My name is Oliver Cox | am working with Andrea Mitchell on a spot for Nightly News TONIGHT. we are on deadline and
we go to air at 6:30pm. NBC obtained a letter from Edward Snowden (Below) and we wanted to get your reaction before
Nightly News. Here’s Edward Snowden’s letter:

“The NSA's new discovery of written contact between me and its lawyers - after more than a year of denying any such
contact existed - raises serious concerns. It reveals as false the NSA's claim to Barton Gellman of the Washington Post
in December of last year, that &quot;after extensive investigation, including interviews with his former NSA supervisors
and co-workers, we have not found any evidence to support Mr. Snowden’s contention that he brought these matters
to anyone’s attention.&quot; '

Today's release is incomplete, and does not include my correspondence with the Signals Intelligence Directorate's
Office of Compliance, which believed that a classified executive order could take precedence over an act of Congress,
contradicting what was just published. It also did not include concerns about how indefensible collection activities -
such as breaking into the back-haul communications of major US internet companies - are sometimes concealed under
E.O. 12333 to avoid Congressional reporting requirements and regulations.

If the White House is interested in the whole truth, rather than the NSA's clearly tailored and incomplete leak today for
a political advantage, it will require the NSA to ask my former colleagues, management, and the senior leadership
team about whether |, at any time, raised concerns about the NSA's improper and at times unconstitutional
surveillance activities. It will not take long to receive an answer.

Ultimately, whether my disclosures were justified does not depend on whether | raised these concerns previously.
That's because the system is designed to ensure that even the most valid concerns are suppressed and ignored, not
acted upon. The fact that two powerful Democratic Senators - Ron Wyden and Mark Udall - knew of mass surveillance
that they believed was abusive and felt constrained to do anything about it underscores how futile such internal action
is -- and will remain -- until these processes are reformed.

1
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Still, the fact is that | did raise such concerns both verbally and in writing, and on multiple, continuing occasions -as |
have always said, and as NSA has always denied. Just as when the NSA claimed it followed German laws in Germany
only weeks before it was revealed that they did not, or when NSA said they did not engage in economic espionage a
few short months before it was revealed they actually did so on a regular and recurring basis, or even when NSA
claimed they had &quot;no domestic spying program&quot; right before we learned they collected the phone records
of every American they could, so too are today's claims that &quot;this is only evidence we have of him reporting
concerns&quot; false. .

Now that they have finally begun producing emails, | am confident that truth will become clear rather sooner than
later.”

Hith

Oliver Cox .
Researcher _ .
NBC News

0: 202-885-4271
G g SN N Wl TR RS (b) (6)
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From: Green Miller, Marci L

Sent: Tuesday, April 08, 2014 1:19 PM
To: nsapao

Subject: ' FW: Press/media inquiry from CBS

Amber — for log and file, please.

From: Vines, Vanee M

Sent: Tuesday, April 08, 2014 1:18 PM

To: DL PAOMedia .

Subject: Fw: Press/media inquiry from CBS

Won't comment until/unless we hear from JD/Raj. We don't have any new lines yet.

H

From: Edward Moyer [mailto:edward.moyer@cbsinteractive.com]
Sent: Tuesday, April 08, 2014 01:12 PM

To: Vines, Vanee M

Subject: Press/media inquiry from CBS

Hi, Vanee,
Long time no email. :)

Hey, Edwad Snowden has apparently challenged the NSA to deny that -- before he decided to make off with
and leak secret documents -- he "contacted NSA oversight and compliance bodies directly via email” and that
he "specifically expressed concerns" about the agency's "suspect interpretation of the law." This is from a
Vanity Fair press release about a piece they'll be publishing this week. The magazine says Rick Ledgett told its
reporters -- as VF paraphrases -- that "Snowden made no formal complaints” and that "if he complained
personally to anyone, he or she has not acknowledged it." The release is here:

http://www.vanityfair.com/online/daily/20 1 4/04/edward-snowden-interview

Snowden also apparently told the magazine that he has "zero" stolen NSA documents in his possession and that
numbers that investigators have publicized are wrong -- especially the 1.7 million figure, which, he says, is
"simply a scare number based on an intentionally crude metric: everything that I ever digitally interacted with in
my career." '

Does the NSA have a response? Do the emails Snowden mentions exist? Does the 1.7 million number simply
represent everything Snowden interacted with while a contractor? Does the agency care to accept Snowden's
challenge and unequivocally deny that Snowden tried legal, internal means before going the route of a leaker?

Thanks yet again for your time,

--Edward

1
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Edward Moyer

Associate Editor
CBS Interactive — CNET News.com

T 415.344 2460
235 Second Street, San Francisco, CA 94105

www.cnet.com/profile/edward _moyer/

BNET | CBS Moneywalch | CBS News | CNET | TechRepublic | ZDNet
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From: Green Miller, Marci L

Sent: Thursday, May 29, 2014 12:10 PM
To: nsapao

Subject: FW: warren

Amber - for log and file, please. V closed out by phone

From: Vines, Vanee M

Sent: Thursday, May 29, 2014 12:04 PM
To: DL PAOMedia

Subject: warren

Vanee' Vines

Public Affairs Specialist

NSA Public & Media Affairs
- NEW***********Media line: 443-634-0721

From: Warren.Strobel@thomsonreuters.com [mailto:Warren.Strobel@thomsonreuters.com]
Sent: Thursday, May 29, 2014 10:27 AM

To: Vines, Vanee M

Subject: G'morning

Vanee: hope you are well. Can you weigh in on this today, or can someone in the administration?

http://www.nbcnews.com/feature/edward-snowden-interview/email-supports-snowden-claim-he-questioned-nsa-
practices-n117086

Much thanks
Warren

Warren Strobel

Diplomatic Editor, Washington Bureau
Reuters

+1 202 310 5660 (work)
(mob]]e) .........................................
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From: Susan Crabtree [scrabtree@washingtonexaminer.com]
Sent: Thursday, May 29, 2014 2:33 PM

To: nsapao

Subject: If you have released the snowden email....

Can you please send it along...
or direct me to the place on your website where I could find it.

Thanks,

Susan Crabtree
White House Correspondent
Washington Examiner

Bpproved for Release by NSA on 07-28-2015. FOIA Case # 78137
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From: Green Miller, Marci L

Sent: Thursday, May 29, 2014 1:02 PM
To: ‘Nakashima, Ellen M'

Cc: nsapao; DL PAOMedia

Subject: ; NBC claims

Hi Ellen,

Understand that you were asking about the email in question from last night’s NBC interview. We have the below.

NSA has now explained that they have found one email inquiry by Edward Snowden to the office
of General Counsel asking for an explanation of some material that was in a training course
he had just completed. The e-mail did not raise allegations or concerns about wrongdoing or
abuse, but posed a legal question that the Office of General Counsel addressed. There was not
additional follow-up noted. The e-mail will be released later today.

There are numerous avenues that Mr. Snowden could have used to raise other concerns or
whistleblower allegations. We have searched for additional indications of outreach from him
in those areas and to date have not discovered any engagements related to his claims.

#a#

v/r

Marci Green Miller

NSA Public and Media Affairs Office
443-634-0721

Marci Green Miller

Public Affairs Specialist
NSA Public & Media Affairs
Media line: 443-634-0721
Direct line: 443-634-0695

Follow @NSA PAQ on Twitter

Like the National Cryptologic Museum on Facebook!
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From: Green Miller, Marci L

Sent: Thursday, May 29, 2014 1:10 PM
To: " 'Lee.H.Ferran@abc.com’

Cc: nsapao; DL PAOMedia

Subject: NBC email claim

Hi Lee,

Understand that you were asking about the email in question from last night’s NBC interview. We have the below.

NSA has now explained that they have found one email inquiry by Edward Snowden to the office
of General Counsel asking for an explanation of some material that was in a training course
he had just completed. The e-mail did not raise allegations or concerns about wrongdoing or
abuse, but posed a legal question that the Office of General Counsel addressed. There was not
additional follow-up noted. The e-mail will be released later today.

There are numerous avenues that Mr. Snowden could have used to raise other concerns or
whistleblower allegations. We have searched for additional indications of outreach from him
in those areas and to date have not discovered any engagements related to his claims.

Hih

v/ir

Marci Green Miller

NSA Public and Media Affairs Office
443-634-0721

Bpproved for Release by NSA on 07-28-2015. FOIA Case # 78137)
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From: Cox, Oliver (NBCUniversal) [Oliver.Cox@nbcuni.com]
Sent: Friday, May 30, 2014 5:30 PM
To: nsapao :

Subject: NBC Nightly News - looking for a statement.

To whom it may concern,

My name is Oliver Cox | am working with Andrea Mitchell on a spot for Nightly News TONIGHT. we are on deadline and
we go to air at 6:30pm. NBC obtained a letter from Edward Snowden (Below) and we wanted to get your reaction before
Nightly News. Here’s Edward Snowden’s letter:

“The NSA's new discovery of written contact between me and its lawyers - after more than a year of denying any such
contact existed - raises serious concerns. It reveals as false the NSA's claim to Barton Gellman of the Washington Post
in December of last year, that &quot;after extensive investigation, including interviews with his former NSA supervisors
and co-workers, we have not found any evidence to support Mr. Snowden’s contention that he brought these matters
to anyone’s attention.&quot;

Today's release is incomplete, and does not include my correspondence with the Signals Intelligence Directorate's
Office of Compliance, which believed that a classified executive order could take precedence over an act of Congress,
contradicting what was just published. It also did not include concerns about how indefensible collection activities -
such as breaking into the back-haul communications of major US internet companies - are sometimes concealed under
E.O. 12333 to avoid Congressional reporting requirements and regulations.

If the White House is interested in the whole truth, rather than the NSA's clearly tailored and incomplete leak today for
a political advantage, it will require the NSA to ask my former colleagues, management, and the senior leadership
team about whether |, at any time, raised concerns about the NSA's improper and at times unconstitutional
surveillance activities. It will not take long to receive an answer.

Ultimately, whether my disclosures were justified does not depend on whether | raised these concerns previously..
That's because the system is designed to ensure that even the most valid concerns are suppressed and ignored, not
acted upon. The fact that two powerful Democratic Senators - Ron Wyden and Mark Udall - knew of mass surveillance
that they believed was abusive and felt constrained to do anything about it underscores how futile such internal action
is -- and will remain -- until these processes are reformed.

Still, the fact is that | did raise such concerns both verbally and in writing, and on multiple, continuing occasions - as |
have always said, and as NSA has always denied. Just as when the NSA claimed it followed German laws in Germany
only weeks before it was revealed that they did not, or when NSA said they did not engage in economic espionage a
few short months before it was revealed they actually did so on a regular and recurring basis, or even when NSA
claimed they had &quot;no domestic spying program&quot; right before we learned they collected the phone records
of every American they could, so too are today's claims that &quot;this is only evidence we have of him reporting
concerns&quot; false.

Now that they have finally begun producing emails, | am confident that truth will become clear rather sooner than
later.” ' '

HiH

Oliver Cox
1
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Researcher
NBC News
0:202-885-4271
G
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..................................................................... s (9 T, BELaR

From: Brett LoGiurato [blogiurato@businessinsider.com]
Sent: Thursday, May 29, 2014 2:13 PM

To: nsapao

Subject: Quick question

Hi --

My name is Brett, and I'm a reporter with Business Insider. Could | get your statement re: Mr. Snowden’s email he
discussed last night on NBC? Also wanted to be sure | was on your list to receive the actual email when it is released.

Thanks!

Brett LoGiurato
Political Reporter | Business Insider

I I ............................................... SO .. e — (b) (6)

www.businessinsider.com/politics
(@BrettLoGiurato
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From: Dustin Volz [dvolz@nationaljournal.com]
Sent: Thursday, May 29, 2014 1:49 PM

To: Vines, Vanee M

Cc: nsapao

Subject: Re: Any response to Snowden interview?

Thanks, Vanee. Do you have a approximate time for release?

On Thu, May 29, 2014 at 1:32 PM, Vines, Vanee M <vmvine3(nsa.gov> wrote:

Thanks!

Please see the item below. Also, we’ll post something else soon. Please stand by.

NSA has now explained that they have found one email inquiry by Edward Snowden to the office of General
Counsel asking for an explanation of some material that was in a training course he had just completed. The e-
mail did not raise allegations or concerns about wrongdoing or abuse, but posed a legal question that the Office
of General Counsel addressed. There was not additional follow-up noted. The e-mail will be released later
today.

There are numerous avenues that Mr. Snowden could have used to raise other concerns or whistleblower
allegations. We have searched for additional indications of outreach from him in those areas and to date have
not discovered any engagements related to his claims.

1
i
e

1
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Vanee® Vines
Public Affairs Specialist
NSA Public & Media Affairs

N EW*ikiﬁk*ﬁitﬁMedia hne w

From: Dustin Volz [mailto:dvolz@nationaljournal.com]
Sent: Thursday, May 29, 2014 1:16 PM

To: Vines, Vanee M

Subject: Re: Any response to Snowden interview?

Hi Vanee,

Hearing that the NSA may release the letter Snowden sent Lip the chain of command today. Can you tell me
more?

On Thu, May 29, 2014 at 10:22 AM, Dustin Volz <dvolz{nationaljournal.com> wrote:

Sorry, an edit: asking whethef the NSA has a statement on this. Thanks!

On Thu, May 29, 2014 at 10:22 AM, Dustin Volz <dvolz(@nationaljournal.com> wrote:

Hi Vanee,

Wondering if there's any response from Intel or Chairman Rogers to last night's interview, particularly
Snowden's claim that he communicated concerns to officials within the NSA before his leaks (which NBC says
it has verified as accurate). He's often been criticized for not pursuing internal means before disclosing
classified material. Any statement on this?

Thanks,
Dustin
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Dustin Volz
Tech Policy Correspondent

National Jowrnal
0: 202-266-7186

(61 | e e .

dvolzinationaljournal.com
@dnvolz

Follow tech news? Sign up for National Journal's Tech Edge. a free morning tipsheet with the news yvou need in
tech policy. leaturing a round-up of the best coverage and exclusive tips for the day ahead. Tn vour inbox every
day at 6 a.m. Subscribe at http://www.nationaljournal.com/tech-edge

Dustin Volz
Tech Policy Correspondent

National Journal
0: 202-266-7186 : ' L

Ci I ......................... LT —— I v e e e . (b) {6)

dvolz(@nationaljournal.com
. (@dnvolz

Follow tech news? Sign up for National Journal's Tech Edge, a free morning tipsheet with the news you need in
tech policy, featuring a round-up of the best coverage and exclusive tips for the day ahead. In your inbox every
day at 6 a.m. Subscribe at http://www.nationaljournal.com/tech-edge '
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Dustin Volz
Tech Policy Correspondent

National Journal

O: 202-266-71806
c s R — e R 5 163
dvolz{enationaljournal.com

’“‘ I f
(tddnvolz .

Follow tech news? Sign up for National Journal's Tech Edge, a free morning tipsheet with the news you need in
tech policy, featuring a round-up of the best coverage and exclusive tips for the day ahead. In your inbox every
day at 6 a.m. Subscribe at http://www.nationaljournal.com/tech-edge

Dustin Volz
Tech Policy Correspondent
National Journal

dvolz(@nationaljournal.com
(@dnvolz

Follow tech news? Sign up for National Journal's Tech Edge, a [ree morning tipsheet with the news you need in
tech policy, featuring a round-up of the best coverage and exclusive tips for the day ahead. In your inbox every
day at 6 a.m. Subscribe at http://www.nationaljournal.com/tech-edge
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From: Vines, Vanee M

Sent: Thursday, May 29, 2014 1:33 PM

To: ‘Dustin Volz'

Cc: nsapao

Subject: RE: Any response to Snowden interview?
Thanks!

Please see the item below. Also, we’ll post something else soon. Please stand by.

NSA has now explained that they have found one email inquiry by Edward Snowden to the office
of General Counsel asking for an explanation of some material that was in a training course
he had just completed. The e-mail did not raise allegations or concerns about wrongdoing or
abuse, but posed a legal question that the Office of General Counsel addressed. There was not
additional follow-up noted. The e-mail will be released later today.

There are numerous avenues that Mr. Snowden could have used to raise other concerns or
whistleblower allegations. We have searched for additional indications of outreach from him
in those areas and to date have not discovered any engagements related to his claims.

Vanee' Vines

Public Affairs Specialist

NSA Public & Media Affairs.

NEW > *Media line: 443-634-0721

From: Dustin Volz [mailto:dvolz@nationaljournal.com]
Sent: Thursday, May 29, 2014 1:16 PM

To: Vines, Vanee M

Subject: Re: Any response to Snowden interview?

Hi Vanee,
Hearing that the NSA may release the letter Snowden sent up the chain of command today. Can you tell me

more?

On Thu, May 29, 2014 at 10:22 AM, Dustin Volz <dvolzipnationaljournal.com> wrote:
Sorry, an edit: asking whether the NSA has a statement on this. Thanks!

On Thu, May 29, 2014 at 10:22 AM, Dustin Volz <dvolz&onationaljournal.com> wrote:
1
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Hi Vanee,

Wondering if there's any response from Intel or Chairman Rogers to last night's interview, particularly
Snowden's claim that he communicated concerns to officials within the NSA before his leaks (which NBC says
it has verified as accurate). He's often been criticized for not pursuing internal means before disclosing
classified material. Any statement on this? '

Thanks,
Dustin

Dustin Volz

Tech Policy Correspondent
Nuational Journal

0: 202-266-7186

| e — S——
dvolzinationaljournal.com
(wdnvolz

Follow tech news? Sign up for National Journal's Tech Edge. a free moming tipshéet with the news you need in
tech policy, featuring a round-up of the best coverage and exclusive tips for the day ahead. In your inbox every
day at 6 a.m. Subscribe at http://www.nationaljournal.com/tech-edge

Dustin Volz
Tech Policy Correspondent
National Journal

0: 202-266-7186
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dvolz{@mnationaljournal.com
@dnvolz

Follow tech news? Sign up for National Journal's Tech Edge, a free morning tipsheet with the news you need in
tech policy, featuring a round-up of the best coverage and exclusive tips for the day ahead. In your inbox every
day at 6 a.m. Subscribe at http://www.nationaljournal.com/tech-edge

Dustin Volz

Tech Policy Correspondent
National Journal

0: 202-266-7186

C;l I ___________________________________ [ — R = [ (b) (6)
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dvolz@nationaljournal.com
{wdnvolz

Follow tech news? Sign up for National Journal's Tech Edge, a free morning tipsheet with the news you need in
tech policy, featuring a round-up of the best coverage and exclusive tips for the day ahead. In your inbox every
day at 6 a.m. Subscribe at http://www.nationaljournal.com/tech-edge
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From: ’ Green Miller, Marci L

Sent: Thursday, May 29, 2014 2:21 PM

To: 'Dustin Volz'; Vines, Vanee M

Cc: nsapao

Subject: RE: Any response to Snowden interview?

The email is on the below website now —

http://icontherecord.tumblr.com/

And will be available on www.nsa.gov shortly.

From: Dustin Volz [mailto:dvolz@nationaljournal.com]
Sent: Thursday, May 29, 2014 1:49 PM

To: Vines, Vanee M

Cc: nsapao

Subject: Re: Any response to Snowden interview?

Thanks, Vanee. Do you have a approximate time for release?

On Thu, May 29, 2014 at 1:32 PM, Vines, Vanee M <vmvine3(@nsa.cov> wrote:

Thanks!

Please see the item below. Also, we’ll post someihing else soon. Please stand by.

NSA has now explained that they have found one email inquiry by Edward Snowden to the office of General
Counsel asking for an explanation of some material that was in a training course he had just completed. The e-
mail did not raise allegations or concerns about wrongdoing or abuse, but posed a legal question that the Office
of General Counsel addressed. There was not additional follow-up noted. The e-mail will be released later
today.

1
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‘T'here are numerous avenues that Mr. Snowden could have used to raise other concerns or whistleblower
allegations. We have searched for additional indications of outreach from him in those areas and to date have
not discovered any engagements related to his claims.

i

Vanee' Vines
Public Affairs Specialist
NSA Public & Media Affairs

NEW****#wswrrspMadia h’ne: MQJ'

From: Dustin Volz [mailto:dvolz@nationaljournal.com]
Sent: Thursday, May 29, 2014 1:16 PM

To: Vines, Vanee M

Subject: Re: Any response to Snowden interview?

Hi Vanee,

Hearing that the NSA may release the letter Snowden sent up the chain of command today. Can you tell me
more?

On Thu, May 29, 2014 at 10:22 AM, Dustin Volz <dvolz@@nationaljournal.com> wrote:

Sorry, an edit: as.king whether the NSA has a statement on this. Thanks!

On Thu, May 29, 2014 at 10:22 AM, Dustin Volz <dvolz@nationaljournal.com> wrote:

2
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Hi Vanee,

Wondering if there's any response from Intel or Chairman Rogers to last night's interview, particularly
Snowden's claim that he communicated concerns to officials within the NSA before his leaks (which NBC says

1t has verified as accurate). He's often been criticized for not pursuing internal means before disclosing
classified material. Any statement on this? :

Thanks,
Dustin

Dustin Voiz
Tech Policy Correspondent

Nuational Jovrnal

{}: : - ) - P PRSP PP PP TR
ol e e oo e e S AR SRR v e or L St ‘ (b) (6)

dvolz@nationaljournal.com
{@dnvolz

Follow tech news? Sign up for National Journal's Tech Edge, a free mormning tipsheet with the news you need in
tech policy, featuring a round-up of the best coverage and exclusive tips for the day ahead. In your inbox every
dav at 6 a.m. Subscribe at http://www .nationaljournal.com/tech-edge

Dustin Volz
Tech Policy Correspondent

National Journal

0: 202-266-7186 .
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dvolzi@nationaljournal.com
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Follow tech news? Sign up for National Journal's Tech Edge, a free morning tipsheet with the news you need in
tech policy, featuring a round-up of the best coverage and exclusive tips for the day ahead. In your inbox every
day at 6 a.m. Subscribe at http://www.nationaljournal.conv/tech-edge

Dustin Volz
Tech Policy Correspondent

National Journal

0. 2(J2-ﬁ’66-7] 86 .................
cl 000 e B :

dvolzf@nationaljournal.com

(@dnvolz

Follow tech news? Sign up for National Journal's Tech Edge, a free morning tipsheet with the news you need in
tech policy, featuring a round-up of the best coverage and exclusive tips for the day ahead. In your inbox every
day at 6 a.m. Subscribe at http://www.nationaljournal.com/tech-edge

Dustin Volz :

Tech Policy Correspondent

National Journal :

0:202:260-7186
C: ] st o oo A i .

dvolziwnationaljournal.com '

ftdnvolz

Follow tech news? Sign up for National Journal's Tech Edge, a free morning tipsheet with the news you need in
tech policy, featuring a round-up of the best coverage and exclusive tips for the day ahead. In your inbox every
day at 6 a.m. Subscribe at http://www.nationaljournal.com/tech-edge
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From: Green Miller, Marci L

Sent: Thursday, May 29, 2014 1:00 PM
To: Jill Aitoro'

Cc: nsapao; DL PAOMedia

Subject: RE: Comment on security

Hi.

We have the below in response to your query.

NSA has now explained that they have found one email inquiry by Edward Snowden to the office
of General Counsel asking for an explanation of some material that was in a training course
he had just completed. The e-mail did not raise allegations or concerns about wrongdoing or
abuse, but posed a legal question that the Office of General Counsel addressed. There was not
additional follow-up noted. The e-mail will be released later today.

There are numerous avenues that Mr. Snowden could have used to raise other concerns or
whistleblower allegations. We have searched for additional indications of outreach from him
in those areas and to date have not discovered any engagements related to his claims.

H#H

v/r

Marci Green Miller

NSA Public and Media Affairs Office
443-634-0721

----- Original Message-----

From: Jill Aitoro [mailto:jaitoro@bizjournals.com]
Sent: Thursday, May 29, 2014 11:24 AM

To: nsapao

Subject: ' Comment on security

Good morning. Any comment from NSA on this claim by Snowden about NSA:

"Their auditing was so poor, so negligent that any private contractor - not even an employee
of the government- can walk into the NSA building, take whatever they wanted and walk out
with it and they would never know."

Jill R. Aitoro

Senior Reporter

Washington Business Journal
783-258-0898

Follow me on Twitter: @FedBiz_JAitoro

Sign up for FedBiz Daily and get news, data and analysis on how contractors can grow their
businesses and enhance their partnerships, all delivered to your inbox:
http://www.bizjournals.com/wbj fedbiz signup.html

1
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From: Green Miller, Marci L

Sent: Thursday, May 29, 2014 2:25 PM

To: '‘Josh Gerstein'; nsapao

Subject: RE: Disclosure of Snowden e-mail to OGC

The email is on the below website now —

http://icontherecord.tumblr.com/

And will be available on www.nsa.gov shortly.

From: Josh Gerstein [mailto:jgerstein@politico.com]
Sent: Thursday, May 29, 2014 2:05 PM

To: nsapao :

Subject: Disclosure of Snowden e-mail to OGC

Hi
White House just indicated that NSA plans to release a Snowden e-mail today.

Wondering how, when and where...
thanks

Josh Gerstein

Reporter

POLITICO
703-647-7684 (o)

Bpproved for Release by NSA on 07-28-2015. FOIA Case # 78137)
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From: Vines, Vanee M

Sent: " Thursday, May 29, 2014 1:56 PM

To: 'Michael van Poppel (BNO News)'; nsapao
Subject: RE: Edward Snowden

Hi. The item is below. We’ll post more soon. Please stand by.

NSA has now explained that they have found one e-mail inquiry by Edward Snowden to the Office
of General Counsel asking for an explanation of some material that was in a training course
he had just completed. The e-mail did not raise allegations or concerns about wrongdoing or
abuse, but posed a legal question that the Office of General Counsel addressed. There was not
additional follow-up noted. The e-mail will be released later today.

There are numerous avenues that Mr. Snowden could have used to raise other concerns or
whistleblower allegations. We have searched for additional indications of outreach from him
in those areas and to date have not discovered any engagements related to his claims.

Hit#

Vanee' Vines

Public Affairs Specialist

NSA Public & Media Affairs
NEW********¥**xMedia line: 443-634-0721

i Original Message-----

From: Michael van Poppel (BNO News) [mailto: mpoppel@bnonews com]
Sent: Thursday, May 29, 2014 1:55 PM

To: nsapao

Subject: Edward Snowden

Good afternoon,

Do you have any comment regarding Edward Snowden's claim that he sent at least one email to
his superiors, notifying them of his concerns?

Thank you.

Best regards,

Michael van Poppel
BNO News B.V.

Tel: +1 845-796-9291
Fax: +1 347-521-3174
Twitter: @mpoppel
mpoppel@bnonews.com
www . bnonews . com

1
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The information contained in this message may be confidential and is intended to be
exclusively for the addressee. Should you receive this message unintentionally, please do not
use the contents herein and notify the sender immediately by return e-mail.

BNO News B.V. is registered by the Chamber of Commerce under nr. 17264724
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From: Green Miller, Marci L

Sent: Thursday, May 29, 2014 3:03 PM
To: 'Richard Byrne Reilly'; nsapao
Subject: RE: Edward Snowden Email.

The e-mail and statement are on IC on the Record and will soon be posted to nsa.gov.
Here:

http://icontherecord. tumblr.com/

From: Richard Byrne Reilly [mailto:richard@venturebeat.com]
Sent: Thursday, May 29, 2014 2:58 PM

To: nsapao

Subject: Edward Snowden Email.

Dear NSA:

My name is Richard Reilly and I'm a reporter with VentureBeat in San Francisco requesting a copy of the email
Edward Snowden sent to the NSA and released today by the agency. I'm working on a very tight deadline and
appreciate your assistance.

Kind regards!

Richard

Richard Byrne Reilly
writer _
C:l I ............................................ .............................................................. T S {b) (6}

t. @rbyrnereilly
VentureBeat | Events

1
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From: Green Miller, Marci L

Sent: Thursday, May 29, 2014 2:21 PM

To: Vines, Vanee M; 'Michael van Poppel (BNO News)'; nsapao
Subject: RE: Edward Snowden :

The email is on the below website now -

http://icontherecord. tumblr.com/

And will be available on www.nsa.gov shortly.

----- Original Message-----

From: Vines, Vanee M

Sent: Thursday, May 29, 2014 1:56 PM

To: 'Michael van Poppel (BNO News)'; nsapao
Subject: RE: Edward Snowden '

Hi. The item is below. We’ll post more soon. Please stand by.

NSA has now explained that they have found one e-mail inquiry by Edward Snowden to the Office
of General Counsel asking for an explanation of some material that was in a training course
he had just completed. The e-mail did not raise allegations or concerns about wrongdoing or
abuse, but posed a legal question that the Office of General Counsel addressed. There was not
additional follow-up noted. The e-mail will be released later today.

There are numerous avenues that Mr. Snowden could have used to raise other concerns or
whistleblower allegations. We have searched for additional indications of outreach from him
in those areas and to date have not discovered any engagements related to his claims.

HitH

Vanee' Vines _

Public Affairs Specialist %
NSA Public & Media Affairs

NEW**¥**kxkxxx*kMadia line: 443-634-0721

----- Original Message----- '

From: Michael van Poppel (BNO News) [mailto:mpoppel@bnonews.com]
Sent: Thursday, May 29, 2014 1:55 PM

To: nsapao

Subject: Edward Snowden

Good afternoon,

Do you have any comment regarding Edward Snowden's claim that he sent at least one email to
his superiors, notifying them of his concerns?

1
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Thank you.

Best regards,

Michael van Poppel
BNO News B.V.

Tel: +1 845-796-9291
Fax: +1 347-521-3174
Twitter: @mpoppel
mpoppel@bnonews . com
www . bnonews . com

The information contained in this message may be confidential and is intended to be
exclusively for the addressee. Should you receive this message unintentionally, please do not
use the contents herein and notify the sender immediately by return e-mail.

BNO News B.V. is registered by the Chamber of Commerce under nr. 17264724
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From: Cole, Matthew (NBCUniversal) [Matthew.Cole@nbcuni.com]
Sent: Thursday, May 29, 2014 1:27 PM
To: Green Miller, Marci L
Cc: nsapao; DL PAOMedia
Subject: Re: Email claim

What time will it be released?

Best,

On May 29, 2014, at 1:02 PM, "Green Miller, Marci L" <mlgree3@nsa.gov> wrote:

Hi. Please see the below.

NSA has now explained that they have found one email inquiry by Edward Snowden to
the office of General Counsel asking for an explanation of some material that was

in a training course he had just completed.

The e-mail did not raise allegations

or concerns about wrongdoing or abuse, but posed a legal question that the Office

of General Counsel addressed. There was not additional follow-up noted.

mail will be released later today.

The e-

There are numerous avenues that Mr. Snowden could have used to raise other

concerns or whistleblower allegations.

We have searched for additional

indications of outreach from him in those areas and to date have not discovered

any engagements related to his claims.
HiH

v/r

Marci Green Miller

NSA Public and Media Affairs Office
443-634-0721

1
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From: Green Miller, Marci L

Sent: Thursday, May 29, 2014 2:21 PM
To: '‘Cole, Matthew (NBCUniversal)'
Cc: nsapao; DL PAOMedia

Subject: RE: Email claim

The email is on the below website now —

http://icontherecord.tumblr.com/

And will be available on www.nsa.gov shortly.

From: Cole, Matthew (NBCUniversal) [mailto:Matthew.Cole@nbcuni.com]
Sent: Thursday, May 29, 2014 1:27 PM

To: Green Miller, Marci L

Cc: nsapao; DL PAOMedia

Subject: Re: Email claim

What time will it be released?

Best,

On May 29, 2014, at 1:02 PM, "Green Miller, Marci L" <mlgree3@nsa.gov> wrote:

Hi. Please see the below.

NSA has now explained that they have found one email inquiry by Edward Snowden to
the office of General Counsel asking for an explanation of some material that was
in a training course he had just completed. The e-mail did not raise allegations
or concerns about wrongdoing or abuse, but posed a legal question that the Office -
of General Counsel addressed. There was not additional follow-up noted. The e-
mail will be released later today.

There are numerous avenues that Mr. Snowden could have used to raise other
concerns or whistleblower allegations. We have searched for additional
indications of outreach from him in those areas and to date have not discovered
any engagements related to his claims.

HitH
v/r
Marci Green Miller

NSA Public and Media Affairs Office
443-634-68721

1
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5 From: Vines, Vanee M
Sent: Thursday, May 29, 2014 5:50 PM
To: 'Matt Sledge'; nsapao .
Subject: RE: Follow-up on Snowden email release

Re: Your story today

Hi. The December statement was provided to the Washington Post in response to the writer’s questions. As
today’s statement says: The e-mail did not raise allegations or concerns about wrongdoing or abuse, but posed
a legal question that the Office of General Counsel addressed. There was not additional follow-up noted.

Excerpt from the story:

By last December, Snowden was contacting reporters, although he had not yet passed along any classified
information. He continued to give his colleagues the “front-page test,” he said, until April.

Asked about those coﬁversations, NSA spokeswoman Vanee Vines sent a prepared statement to The Post:
“After extensive investigation, including interviews with his former NSA supervisors and co-workers, we have
not found any evidence to support Mr. Snowden’s contention that he brought these matters to anyone’s
attention.”

Snowden recounted another set of conversations that he said took place three years earlier, when he was sent by
the NSA’s Technology Directorate to support operations at a listening post in Japan.

il lidi
Hi#

Vanee' Vines

Public Affairs Specialist

NSA Public & Media Affairs
NEW™**********Media line: 443-634-0721

From: Matt Sledge [mailto:msledge@huffingtonpost.com]
Sent: Thursday, May 29, 2014 2:53 PM

To: Vines, Vanee M; nsapao

Subject: Follow-up on Snowden email release

Hi all,
- Had a quick follow-up question on the Snowden email release. '

Snowden claims he "reported these clearly problematic programs to more than ten distinct officials." Sounds to
me like those reports could very likely have been verbal rather than written in an email.

Bipproved for Release by NSA on 07-28-2015. FOIA Case # 78137
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Have you mvestigated whether he raised concerns *verbally*? Did your investigation include Snowden's

contacts with officials at Dell or other contractors?

On a separate note, Snowden's supporters frequently point to the experience of Thomas Drake, William Binney
and others to suggest that seeking to raise concerns of wrongdoing within internal channels can backﬁre in the

intelligence world. Do you have any response on that point?

4

Regards,
Matt Sledge

Matt Sledge

hiip//www.hullingtonpost.com/news/matt-sledge/
https://twitter.com/mesledge
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From: Dana Liebelson [dliebelson@motherjones.com]
Sent: Friday, May 30, 2014 9:54 AM

To: Green Miller, Marci L; Vines, Vanee M

Cc: nsapao; DL PAOMedia

Subject: RE: Follow-up on WashPo interview

Good morning, I'm following up on my inquiry below—would be great if I could get a response by noon.

Thanks for your time,
Dana

From: Dana Liebelson

Sent: Thursday, May 29, 2014 5:22 PM
To: Green Miller, Marci L; Vines, Vanee M
Cc: nsapao; DL PAOMedia

Subject: Follow-up on WashPo interview

Good evening, I'm following up on claims just published in the Washington Post by Snowden. According to Snowden,
"Today’s release is incomplete, and does not include my correspondence with the Signals Intelligence Directorate’s Office
of Compliance, which believed that a classified executive order could take precedence over an act of Congress,
contradicting what was just published. It also did not include concerns about how indefensible collection activities - such
as breaking into the back-haul communications of major US internet compames are sometimes concealed under E.O.
12333 to avoid Congressional reportmg requirements and regulations."

Does the NSA have comment on the allegation that the email exchange released today is incomplete?

Has the NSA received evidence of the alleged correspondence addressing the other concerns Snowden outlines here? If
so, were these disclosures documented verbally or in writing?

Will the NSA release these emails, or other emails from Snowden, if they exist? If so, when?

From: Green Miller, Marci L [migree3@nsa.gov]
Sent: Thursday, May 29, 2014 9:59 AM
To: Dana Liebelson; Vines, Vanee M
- Cc: nsapao; DL PAOMedia
Subject: RE: Quick question about NBC interview last night (Deadline: 2 PM EDT)

Hi.
We have the below in r_es.ponse to your query.

NSA has now explained that they have found one email inquiry by Edward Snowden to the office
of General Counsel asking for an explanation of some material that was in a training course
he had just completed. The e-mail did not raise allegations or concerns about wrongdoing or
abuse, but posed a legal question that the Office of General Counsel addressed. There was not
additional follow-up noted. The e-mail will be released later today.

There are numerous avenues that Mr. Snowden could have used to raise other concerns or
whistleblower allegations. We have searched for additional indications of outreach from him
in those areas and to date have not discovered any engagements related to his claims.

HaH
1
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v/r

Marci Green Miller

NSA Public and Media Affairs Office
443-634-0721

From: Dana Liebelson [mailto:dliebelson@motherjones.com]
Sent: Thursday, May 29, 2014 9:54 AM

To: Vines, Vanee M

Cc: nsapao

Subject: Quick question about NBC interview last night (Deadline: 2 PM EDT)

Good morning! In the NBC interview last night, Mr. Williams said that the network had confirmed "with
multiple sources" that before Snowden went to the press, he reported the surveillance that he believed to be
problematic internally with intelligence agency supervisors. In the past, Mr. Clapper has denied this is the case.
I haven't heard anyone report the NSA's side on this apparent contradiction, and I'd like to do so.

Does the NSA deny that Snowden filed concerns with intelligence agency supervisors internally, in writing,
before going to the press? Why or why not?

If not, why did Mr. Clapper say so previously?
Thank you for your time.

Best,
Dana

 Dana Liebelson
Staff Reporter: Mother Jones
Freelance: The Week
Phone: (202) 347-2397 EX 3007
Twitter: @dliebelson '
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From: Green Miller, Marci L

Sent: Thursday, May 29, 2014 2:34 PM

To: 'Susan Crabtree'

Cc: nsapao

Subject: RE: If you have released the snowden email...

The e-mail and statement are on IC on the Record and will soon be posted to nsa.gov.
Here: :

http://icontherecord. tumblr.com/

v/r

Marci Green Miller

NSA Public and Media Affairs Office
443-634-0721

From: Susan Crabtree [mailto:scrabtree@washingtonexaminer.com]
Sent: Thursday, May 29, 2014 2:33 PM

To: nsapao

Subject: If you have released the snowden email...

Can you please send it along...
or direct me to the place on your website where I could find it.

Thanks,
Susan Crabtree

White House Correspondent
Washington Examiner

Elpprcwed for Release by NSA on 07-28-2015. FOIA Case # 78137
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From: Green Miller, Marci L

Sent: Thursday, May 29, 2014 1:50 PM
To: ‘Nakashima, Ellen M’

Cc: nsapao; DL PAOMedia

Subject: RE: NBC claims

Ellen —

Attribution — Statement from the NSA Public Affairs Office. If you need a name, feel free to use mine.

Off-the-record — the statement covers thaose issues. Yes.

From: Nakashima, Ellen M [mailto:Ellen.Nakashima@washpost.com]
Sent: Thursday, May 29, 2014 1:46 PM

To: Green Miller, Marci L

Subject: RE: NBC claims

Is this attributable to you by name? And are you saying you have found nothing to indicate he went to the
Office of Compliance?

Also, have you spoken to all his superiors about concerns he says he raised verbally?

Thanks, Ellen

From: Green Miller, Marci L <mlgree3@nsa.gov>
Sent: Thursday, May 29, 2014 1:01 PM

To: Nakashima, Ellen M

Cc: nsapao; DL PAOMedia

Subject: NBC claims

Hi Ellen,

Understand that you were asking about the email in question from last night’s NBC interview.. We have the below.

NSA has now explained that they have found one email inquiry by Edward Snowden to the office
of General Counsel asking for an explanation of some material that was in a training course
he had just completed. The e-mail did not raise allegations or concerns about wrongdoing or
abuse, but posed a legal question that the Office of General Counsel addressed. There was not
additional follow-up noted. The e-mail will be released later today.

There are numerous avenues that Mr. Snowden could have used to raise other concerns or

whistleblower allegations. We have searched for additional indications of outreach from him
in those areas and to date have not discovered any engagements related to his claims.

HHH

v/r  Bpproved for Release by NSA on 07-28-2015. FOIA Case # 78157
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Marci Green Miller
NSA Public and Media Affairs Office
443-634-6721

Marci Green Miller

Public Affairs Specialist
NSA Public & Media Affairs
Media line: 443-634-0721
Direct line: 443-634-0695

Follow @NSA PAO on Twitter

Like the National Cryptologic Museum on Facebook!
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From: Green Miller, Marci L

Sent: Thursday, May 29, 2014 2:21 PM
To: '‘Nakashima, Ellen M'

Cc: nsapao, DL PAOMedia

Subject: RE: NBC claims

The email is on the below website now —

http://icontherecord.tumblr.com/

And will be available on www.nsa.gov shortly.

From' Nakashlma Elfen M [mallto Ellen Nakashlma@washnost com]
Sent: Thursday, May 29, 2014 1:46 PM

To: Green Miller, Marci L

Subject: RE: NBC claims

Is this attributable to you by name? And are you saying you have found nothing to indicate he went to the
Office of Compliance? -

Also, have you spoken to all his superiors about concerns he says he raised verbally?

Thanks, Ellen

From: Green Miller, Marci L <mlgree3@nsa.gov>
Sent: Thursday, May 29, 2014 1:01 PM

To: Nakashima, Ellen M

Cc: nsapao; DL PAOMedia

Subject: NBC claims

Hi Ellen,
Understand that you were asking about the email in question from last night's NBC interview. We have the below.

NSA has now explained that they have found one email inquiry by Edward Snowden to the office
of General Counsel asking for an explanation of some material that was in a training course
he had just completed. The e-mail did not raise allegations or concerns about wrongdoing or
abuse, but posed a legal question that the Office of General Counsel addressed. There was not
additional follow-up noted. The e-mail will be released later today.

There are numerous avenues that Mr. Snowden could have used to raise other concerns or

whistleblower allegations. We have searched for additional indications of outreach from him
in those areas and to date have not discovered any engagements related to his claims.

Hi

1
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v/r

Marci Green Miller

NSA Public and Media Affairs Office
443-634-0721

Marci Green Miller

Public Affairs Specialist
NSA Public & Media Affairs
Media line: 443-634-0721
Direct line: 443-634-0695

Follow @NSA PAQ on Twitter

Like the National Cryptologic Museum on Facehook!
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From: Ferran, Lee H. [Lee H.Ferran@abc.com]
Sent: Thursday, May 29, 2014 1:16 PM

To: Green Miller, Marci L

Cc: nsapao, DL PAOMedia

Subject: RE: NBC email claim

Great, thanks Marci — Were there any emails to the office of oversight and compliance, as Snowden stated? Or to
anyone else in the NSA from Snowden raising concerns?

From: Green Miller, Marci L [mailto:migree3@nsa.gov]
Sent: Thursday, May 29, 2014 1:10 PM

To: Ferran, Lee H.

Cc: nsapao; DL PAOMedia

Subject: NBC email claim L

Hi Lee,

Understand that you were asking about the email in question from last night’s NBC interview. We have the below.

NSA has now explained that they have found one email inquiry by Edward Snowden to the office
of General Counsel asking for an explanation of some material that was in a training course
he had just completed. The e-mail did not raise allegations or concerns about wrongdoing or
abuse, but posed a legal question that the Office of General Counsel addressed. There was not
additional follow-up noted. The e-mail will be released later today.

There are numerous avenues that Mr. Snowden could have used to raise other concerns or
whistleblower allegations. We have searched for additional indications of outreach from him
in those areas and to date have not discovered any engagements related to his claims.

HH##H

v/r

.Marci Green Miller

NSA Public and Media Affairs Office
443-634-8721

Bpproved for Release by NSA on 07-28-2015. FOIA Case # 78137)
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From: Green Miller, Marci L

Sent: Thursday, May 29, 2014 2:21 PM
To: 'Ferran, Lee H.'

Cc: nsapao; DL PAOMedia

Subject: RE: NBC email claim

The email is on the below website now —

http://icontherecord.tumblr.com/

And will be available on www.nsa.gov shortly.

From: Ferran, Lee H. [mailto:Lee.H.Ferran@abc.com]
Sent: Thursday, May 29, 2014 1:16 PM

To: Green Miller, Marci L

Cc: nsapao; DL PAOMedia

Subject: RE: NBC email claim

Great, thanks Marci — Were there any emails to the office of oversight and compliance, as Snowden stated? Or to
anyone else in the NSA from Snowden raising concerns?

From: Green Miller, Marci L [mailto:mlgree3@nsa.gov]
Sent: Thursday, May 29, 2014 1:10 PM

To: Ferran, Lee H.

Cc: nsapao; DL PAOMedia

Subject: NBC email claim

Hi Lee,
Understand that you were asking about the email in question from last night’s NBC interview. We have the below.

NSA has now explained that they have found one email inquiry by Edward Snowden to the office
of General Counsel asking for an explanation of some material that was in a training course
he had just completed. The e-mail did not raise allegations or concerns about wrongdoing or
abuse, but posed a legal question that the Office of General Counsel addressed. There was not
additional follow-up noted. The e-mail will be released later today.

There are numerous avenues that Mr. Snowden could have used to raise other concerns or
whistleblower allegations. We have searched for additional indications of outreach from him
in those areas and to date have not discovered any engagements related to his claims.

Hi#

v/r

Marci Green Miller

NSA Public and Media Affairs Office
443-634-0721

pproved for Release by NSA
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From: Vines, Vanee M
Sent: Friday, May 23, 2014 9:17 AM
To: '‘Matthew.Cole@nbcuni.com’; 'Shawn.Turne
Cc: DL PAOMedia; 'DNI-Media@dni.gov'; nsapad
Subject: Re: NBC NEWS/ EDWARD SNOWDEN INQUIRY

-

What do you mean? An email about *what*? Have you seen Mr Gellman's story from December? This is what we said
then in response to the allegations that Mr Gellman reported on:

“After extensive investigation, including interviews with his former NSA supervisors and co-workers, we have not found
any evidence to support Mr. Snowden's contention that he brought these matters to anyone's attention."

I'll call soon. Thx! }

FOIA(b)3 - 50 USC 403g Section 6 of the CIA Act of 1949
v OGA

From Co!e Matthew (NBCUnwersaI) [mailto: Matthew Coie@nbcum com]
Sent: Friday, May 23, 2014 09:07
To: Vines, Vanee M; 'Shawn,Turne <Shawn.Turner >
Cc: DL PAOMedia; 'DNI-Media@dni.gov' <DNI-Media@dni.gov>; nsapao
Subject: RE: NBC NEWS/ EDWARD SNOWDEN INQUIRY

Let’s start with this one, but | will still need to have a follow up phone conversation.

Can the NSA and/or DNI confirm or deny that Mr. Snowden sent emails to the NSA’s OGC or any other internal/agency
legal compliance body?

NBC News is aware that in the past NSA has denied that they can find any such emails.

From. Vlnes, Vanee M [m __@llto vmvme3@nsa qov]

Sent: Friday, May 23, 2014 8:52 AM

To: Cole, Matthew (NBCUniversal); 'Shawn TurnerI

Cc: DL PAOMedia; 'DNI-Media@dni.gov'; nsapao .
Subject: Re: NBC NEWS/ EDWARD SNOWDEN INQUIRY

Will call. But can you also put it in writing now so that we can work it faster? Writing is easier. Thx.

Vv

From Cofe Matthew (NBCUnwersaI) [mailto Matthew. Cole@nbcum com]
Sent: Friday, May 23, 2014 08:42 AM

To: Shawn.Tumer[;-:Shawn.Tumerl Iv ; Vines, Vanee M

Subject: NBC NEWS/ EDWARD SNOWDEN INQUIRY

Shawn and Vanee,

pproved for Release by NSA
n 07-28-2015. FOIA Case #
! 8137
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As you may have seen, NBC News will be airing a long interview with Edward Snowden. Given that he makes plenty of
claims in the interview, | have the enviable job of checking the veracity of said claims. Is it possible to discuss by phone
at your earliest convenience. | have initial inquiry, then, by mid day, | should have the final 3 or 4.

Regards,

Matthew Cole
Investigative Producer
NBC News

30 Rockefeller Plza
New York, NY 10112

02126642047 . |
c I o




From: Vines, Vanee M [mailto:vmvine3@nsa.gov]

From: Cole, Matthew (NBCUniversal) [Matthew.Cole@nbcuni.com]
Sent: Friday, May 23, 2014 9:08 AM

To: _ Vines, Vanee M; 'Shawn.Turne

Cc: : ~ DL PAOMedia; 'DNI-Media@dni.gov’, nsapao

Subject: RE: NBC NEWS/ EDWARD SNOWDEN INQUIRY

Let’s start with this one, but | will still need to have a follow up phone conversation.

Can the NSA and/or DNI confirm or deny that Mr. Snowden sent emails to the NSA’s OGC or any other internal/agency
legal compliance body?

NBC News is aware that in the past NSA has denied that they can find any such emails.

Sent: Friday, May 23, 2014 8:52 AM

To: Cole, Matthew (NBCUniversal); 'Shawn.Turne

Cc: DL PAOMedia; 'DNI-Media@dni.gov'; nsapao
Subject: Re: NBC NEWS/ EDWARD SNOWDEN INQUIRY

Will call. But can you also put it in writing now so that we can work it faster? Writing is easier. Thx.

'FOIA(b)3 - 50 USC 403g Section 6 of the CIA Act of 1949
» 7 OGA

From: Cole, Matthew (NBCUniversal) [mai'ltd:Matthew.Cole@nbcuni.com]
Sent: Friday, May 23, 2014 08:42 AM :

To: Shawn.Turneq <Shawnwr%l Vines, Vanee M
Subject: NBC NEWS7 EDWARD SNOWDEN

Shawn and Vanee,

As you may have seen, NBC News will be airing a long interview with Edward Snowden. Given that he makes plenty of
claims in the interview, | have the enviable job of checking the veracity of said claims. Is it possible to discuss by phone
at your earliest convenience. | have initial inquiry, then, by mid day, | should have the final 3 or 4.

Regards,

Matthew Cole
Investigative Producer
NBC News

30 Rockefeller Plza
New York, NY 10112

T {b) (6)

0:212-664-2047
C
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From: - Cox, Oliver (NBCUniversal) [Oliver.Cox@nbcuni.com]
Sent: Friday, May 30, 2014 5:44 PM

To: nsapao

Subject: _ RE: NBC Nightly News - looking for a statement.

Also, If you had someone who can talk to Andrea Mitchell before 6:30 - she can be reached at 202-885-4835

From: Cox, Oliver (NBCUniversal) .

Sent: Friday, May 30, 2014 5:30 PM

To: 'nsapac@nsa.gov'

Subject: NBC Nightly News - looking for a statement.

To whom it may concern,

My name is Oliver Cox | am working with Andrea Mitchell on a spot for Nightly News TONIGHT. we are on deadline and
we go to air at 6:30pm. NBC obtained a letter from Edward Snowden (Below) and we wanted to get your reaction before
Nightly News. Here's Edward Snowden’s letter:

“The NSA's new discovery of written contact between me and its lawyers - after more than a year of denying any such
contact existed - raises serious concerns. It reveals as false the NSA's claim to Barton Gellman of the Washington Post
in December of last year, that &quot;after extensive investigation, including interviews with his former NSA supervisors
and co-workers, we have not found any evidence to support Mr. Snowden’s contention that he brought these matters
to anyone’s attention.&quot; '

Today's release is incomplete, and does not include my correspondence with the Signals Intelligence Directorate's
Office of Compliance, which believed that a classified executive order could take precedence over an act of Congress,
contradicting what was just published. It also did not include concerns about how indefensible collection activities -
such as breaking into the back-haul communications of major US internet companies - are sometimes concealed under
E.O. 12333 to avoid Congressional reporting requirements and regulations.

If the White House is interested in the whole truth, rather than the NSA's clearly tailored and incomplete leak today for
a political advantage, it will require the NSA to ask my former colleagues, management, and the senior leadership -
team about whether |, at any time, raised concerns about the NSA's improper and at times unconstitutional
surveillance activities. It will not take long to receive an answer.

Ultimately, whether my disclosures were justified does not depend on whether | raised these concerns previously.
That's because the system is designed to ensure that even the most valid concerns are suppressed and ignored, not
acted upon. The fact that two powerful Democratic Senators - Ron Wyden and Mark Udall - knew of mass surveillance
that they believed was abusive and felt constrained to do anything about it underscores how futile such internal action
is -- and will remain -- until these processes are reformed.

Still, the fact is that | did raise such concerns both verbally and in writing, and on multiple, continuing occasions - as |
have always said, and as NSA has always denied. Just as when the NSA claimed it followed German laws in Germany
only weeks before it was revealed that they did not, or when NSA said they did not engage in economic espionage a
few short months before it was revealed they actually did so on a regular and recurring basis, or even when NSA
claimed they had &quot;no domestic spying program&quot; right before we learned they collected the phone records
of every American they could, so too are today's claims that &quot;this is only evidence we have of him reporting
concerns&quot; false.

‘Approved for Release by NSA on
7-28-2015. FOIA Case # 78137
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Now that they have finally begun producing emails, | am confident that truth will become clear rather sooner than

later.”

HitH

Oliver Cox
Researcher

NBC News
0;202-885-4271

C

L
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From: Green Miller, Marci L

Sent: Thursday, May 29, 2014 2:22 PM
To: - Vines, Vanee M; 'Sullivan, Eileen'
Cc: 'kdilanian@ap.org'; nsapao
Subject: RE: NSA/today's release

The email is on the below website now —

http://icontherecord.tumblr.com/

And will be available on www.nsa.gov shortly.

From: Vines, Vanee M

Sent: Thursday, May 29, 2014 1:47 PM
To: 'Sullivan, Eileen'

Cc: 'kdilanian@ap.org'; nsapao
Subject: NSA/today's release

Please see the item below. Also, we’ll post more soon. Please stand by.

NSA has now explained that they have found one e-mail inquiry by Edward Snowden to the Office of General Counsel
asking for an explanation of some material that was in a training course he had just completed. The e-mail did not raise
allegations or concerns about wrongdoing or abuse, but posed a legal question that the Office of General Counsel
addressed. There was not additional follow-up noted. The e-mail will be released later today.

There are numerous avenues that Mr. Snowden could have used to raise other concerns or whistleblower allegations.
We have searched for additional indications of outreach from him in those areas and to date have not discovered any
engagements related to his claims. '

HiH

Vanee' Vines

Public Affairs Specialist

NSA Public & Media Affairs
NEW = *Media line: 443-634-0721

; 'pproved for Release by NSA on
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From: Green Miller, Marci L

Sent: Thursday, May 29, 2014 2:25 PM
To: ‘Brett LoGiurato'; Vines, Vanee M
Cc: nsapao :
Subject: : RE: Quick guestion

The email is on the below website now —

http://icontherecord.tumblr.com/

And will be available on www.nsa.gov shortly.

From: Brett LoGiurato [mailto:blogiurato@businessinsider.com]
Sent: Thursday, May 29, 2014 2:22 PM

To: Vines, Vanee M

Cc: nsapao

Subject: Re: Quick question

Thanks.

On Thu, May 29, 2014 at 2:15 PM, Vines, Vanee M <vmvine3{@nsa.cov> wrote:

- Start:

NSA has now explained that they have found one e-mail inquiry by Edward Snowden to the Office of General Counsel
asking for an explanation of some material that was in a training course he had just completed. The e-mail did not raise
allegations or concerns about wrongdoing or abuse, but posed a legal question that the Office of General Counsel
addressed. There was not additional follow-up noted. The e-mail will be released later today.

There are numerous avenues that Mr. Snowden could have used to raise other concerns or whistleblower allegations.
We have searched for additional indications of outreach from him in those areas and to date have not discovered any
engagements related to his claims.

HiH

pproved for Release by NSA on
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Vanee' vVines
Public Affairs Specialist
NSA Public & Media Affairs

NEWW***s*ssswiiptadia line: w

From. Brett LoGlurato [mallto bloqsurato@busme55|n5|der com]
Sent: Thursday, May 29, 2014 2:13 PM

To: nsapao

Subject: Quick question

Hi --

My name is Brett, and I'm a reporter with Business Insider. Could | get your statement re: Mr. Snowden's email he
discussed last night on NBC? Also wanted to be sure | was.on your list to receive the actual email when it is released.

Thanks!

Brett LoGiurato

Political Reporter | Business Insider

www.businessinsider.com/politics
(@BrettLoGiurato -

Brett LoGiurato
Political Reporter | Business Insider
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From: Brett LoGiurato [blogiurato@businessinsider.com]
Sent: Thursday, May 29, 2014 2:22 PM

To: . Vines, Vanee M

Cc: nsapao

Subject: Re: Quick question

Thanks.

On Thu, May 29, 2014 at 2:15 PM, Vines, Vanee M <vmvine3{unsa.gov> wrote:

Start:

NSA has now explained that they have found one e-mail inquiry by Edward Snowden to the Office of General Counsel
asking for an explanation of some material that was in a training course he had just completed. The e-mail did not raise
allegations or concerns about wrongdoing or abuse, but posed a legal question that the Office of General Counsel
addressed. There was not additional follow-up noted. The e-mail will be released later today.

There are numerous avenues that Mr. Snowden could have used to raise other concerns or whistleblower allegations.
We have searched for additional indications of outreach from him in those areas and to date have not discovered any
engagements related to his claims.

HEH

Vanee' _V:'nes
Public Affairs Specialist
NSA Public & Media Affairs

NEW******=+**Madig line: w
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From: Brett LoGiurato [mailto:blogiurato@businessinsider.com]
Sent: Thursday, May 29, 2014 2:13 PM

To: nsapao :

Subject: Quick question

Hi --

My name is Brett, and I'm a reporter with Business Insider. Could | get your statement re: Mr. Snowden's email he
discussed last night on NBC? Also wanted to be sure | was on your list to receive the actual email when it is released.

Thanks!

Brett LoGiurato

Political Reporter | Business Insider

......................................................................................................................................... ) 16}
www.businessinsider.com/politics
(@BrettLoGiurato
Brett LoGiurato
Political Reporter | Business Insider e
S N RSB — [ B} (6}

www.businessinsider.com/politics
(wBrettLoGiurato
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From: Vines, Vanee M

Sent: Thursday, May 29, 2014 2:16 PM
To: ‘Brett LoGiurato'; nsapao
Subject: RE: Quick question

Start:

NSA has now explained that they have found one e-mail inquiry by Edward Snowden to the Office of General Counsel
asking for an explanation of some material that was in a training course he had just completed. The e-mail did not raise
allegations or concerns about wrongdoing or abuse, but posed a legal question that the Office of General Counsel
addressed. There was not additional follow-up noted. The e-mail will be released later today.

There are numerous avenues that Mr. Snowden could have used to raise other concerns or whistleblower allegations.
We have searched for additional indications of outreach from him in those areas and to date have not discovered any
engagements related to his claims.

Hat

Vanee' Vines

Public Affairs Specialist

NSA Public & Media Affairs

NEW ===+ Media line: 443-634-0721

From: Brett LoGiurato [mailto:blogiurato@businessinsider.com]
Sent: Thursday, May 29, 2014 2:13 PM

To: nsapao

Subject: Quick question

Hi --

My name is Brett, and I'm a reporter with Business Insider. Could | get your statement re: Mr. Snowden'’s email he
discussed last night on NBC? Also wanted to be sure | was on your list to receive the actual email when it is released.

Thanks!

Brett LoGiurato
Political Reporter | Business Insider

. pproved for Release by NSA on
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i

From: Dana Liebelson [dliebelson@motherjones.com]

Sent: : Thursday, May 29, 2014 1:50 PM

To: Green Miller, Marci L; Vines, Vanee M

Cc: ; nsapao; DL PAOMedia

Subject: RE: Quick question about NBC interview last night (Deadline: 2 PM EDT)

Additionally, could I receive a copy of that email when it is released, or be notified? What time do you expect it to be
released? '

Thanks,
Dana

From: Dana Liebelson

Sent: Thursday, May 29, 2014 10:03 AM

To: Green Miller, Marci L; Vines, Vanee M

Cc: nsapao; DL PAOMedia

Subject: RE: Quick question about NBC interview last night (Deadline: 2 PM EDT)

Thank you Marci!

From: Green Miller, Marci L [migree3@nsa.gov]
Sent: Thursday, May 29, 2014 9:59 AM

To: Dana Liebelson; Vines, Vanee M

Cc: nsapao; DL PAOMedia

Subject: RE: Quick question about NBC interview last night (Deadline: 2 PM EDT)

Hi.
We have the below in response to your query.

- NSA has now explained that they have found one email inquiry by Edward Snowden to the office
of General Counsel asking for an explanation of some material that was in a training course
he had just completed. The e-mail did not raise allegations or concerns about wrongdoing or
abuse, but posed a legal question that the Office of General Counsel addressed. There was not
additional follow-up noted. The e-mail will be released later today.

There are numerous avenues that Mr. Snowden could have used to raise other concerns or
whistleblower allegations. We have searched for additional indications of outreach from him
in those areas and to date have not discovered any engagements related to his claims.

HiH

v/r

Marci Green Miller

NSA Public and Media Affairs Office
443-634-0721

From: Dana Liebelson [mailto:dliebelson@motherjones.com]
Sent: Thursday, May 29, 2014 9:54 AM

To: Vines, Vanee M

C: nsapao _ o _ N pproved for Release by NSA|
Subject: Quick question about NBC interview last night (Deadline: 2 PM EDT) n 07-28-2015 FOIA Case #

' 8137




DOCID: 4228701

Good morning! In the NBC interview last night, Mr. Williams said that the network had confirmed "with
multiple sources” that before Snowden went to the press, he reported the surveillance that he believed to be
problematic internally with intelligence agency supervisors. In the past, Mr. Clapper has denied this is the case.
I haven't heard anyone report the NSA's side on this apparent contradiction, and I'd like to do so.

-

Does the NSA deny that Snowden filed concerns with intelligence agency supervisors internally, in writing,
before going to the press? Why or why not?

If not, why did Mr. Clapper say so previously?
Thank you for your time.

Best,
" Dana

Dana Liebelson

Staff Reporter: Mother Jones
Freelance: The Week

Phone: (202) 347-2397 EX 3007
Twitter: @dliebelson
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From: Dana Liebelson [dliebelson@motherjones.com]

Sent: _ Thursday, May 29, 2014 1:03 PM

To: Green Miller, Marci L; Vines, Vanee M

Cc: nsapao; DL PAOMedia

Subject: _ RE: Quick question about NBC interview last night (Deadline: 2 PM EDT)

Thank you Marci!

From: Green Miller, Marci L [migree3@nsa.gov]
Sent: Thursday, May 29, 2014 9:59 AM

To: Dana Liebelson; Vines, Vanee M

Cc: nsapao; DL PAOMedia

Subject: RE: Quick question about NBC interview last night (Deadline: 2 PM EDT)

Hi.
We have the below in response to your query.

NSA has now explained that they have found one email inquiry by Edward Snowden to the office
of General Counsel asking for an explanation of some material that was in a training course
he had just completed. The e-mail did not raise allegations .or concerns about wrongdoing or
abuse, but posed a legal question that the Office of General Counsel addressed. There was not
additional follow-up noted. The e-mail will be released later today.

There are numerous avenues that Mr. Snowden could have used to raise other concerns or
whistleblower allegations. We have searched for additional indications of outreach from him
in those areas and to date have not discovered any engagements related to his claims.

HiH

v/r

Marci Green Miller

NSA Public and Media Affairs Office
443-634-0721 ]

From: Dana Liebelson [mailto:dliebelson@motherjones.com]

Sent: Thursday, May 29, 2014 9:54 AM

To: Vines, Vanee M

Cc: nsapao

Subject: Quick question about NBC interview last night (Deadline: 2 PM EDT)

Good morning! In the NBC interview last night, Mr. Williams said that the network had confirmed "with
multiple sources" that before Snowden went to the press, he reported the surveillance that he believed to be
problematic internally with intelligence agency supervisors. In the past, Mr. Clapper has denied this is the case.
I haven't heard anyone report the NSA's side on this apparent contradiction, and I'd like to do so.

Does the NSA deny that Snowden filed concerns with intelligence agency supervisors internally, in writing,
before going to the press? Why or why not?

If not, why did Mr. Clapper say so previously?

pproved for Release by NSA on
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Thank you for your time.

Best,
Dana

Dana Liebelson )
Staff Reporter: Mother Jones
Freelance: The Week '
Phone: (202) 347-2397 EX 3007
Twitter: @dliebelson
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From: Green Miller, Marci L

Sent: Thursday, May 29, 2014 12:59 PM

To: 'Dana Liebelson'; Vines, Vanee M

Cc: nsapao, DL PAOMedia

Subject: RE: Quick question about NBC interview last night (Deadline: 2 PM EDT)
Hi.

We have the below in response to your query.

NSA has now explained that they have found one email inquiry by Edward Snowden to the office
of General Counsel asking for an explanation of some material that was in a training course
he had just completed. The e-mail did not raise allegations or concerns about wrongdoing or
abuse, but posed a legal question that the Office of General Counsel addressed. There was not
additional follow-up noted. The e-mail will be released later today.

There are numerous avenues that Mr. Snowden could have used to raise other concerns or
whistleblower allegations. We have searched for additional indications of outreach from him
in those areas and to date have not discovered any. engagements related to his claims.

Hith

v/r

Marci Green Miller (
NSA Public and Media Affairs Office
443-634-0721

From: Dana Liebelson [mailto:dliebelson@motherjones.com]

Sent: Thursday, May 29, 2014 9:54 AM

To: Vines, Vanee M

Cc: nsapao _
Subject: Quick question about NBC interview last night (Deadline: 2 PM EDT)

Good morning! In the NBC interview last night, Mr. Williams said that the network had confirmed "with
multiple sources" that before Snowden went to the press, he reported the surveillance that he believed to be
problematic internally with intelligence agency supervisors. In the past, Mr. Clapper has denied this is the case.
I haven't heard anyone report the NSA's side on this apparent contradiction, and I'd like to do so.

Does the NSA deny that Snowden filed concerns with intelligence agency supervisors internally, in writing,
before going to the press? Why or why not? -

If not, why did Mr. Clapper say so previously?
Thank you for your time.

Best,
Dana

Dana Liebelson

pproved for Release by NSA on
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From: Green Miller, Marci L

Sent: Thursday, May 29, 2014 2:21 PM

To: ‘Dana Liebelson'; Vines, Vanee M

Cc: nsapao; DL PAOMedia

Subject: RE: Quick question about NBC interview last night (Deadline: 2 PM EDT)

The email is on the below website now —

http://icontherecord.tumblr.com/

And will be available on www.nsa.gov shortly.

From: Dana Llebelson [mailto: dlsebeisonOmothenones com]

Sent: Thursday, May 29, 2014 1:50 PM

To: Green Miller, Marci L; Vines, Vanee M

Cc: nsapao; DL PAOMedia ,

Subject: RE: Quick question about NBC interview last night (Deadline: 2 PM EDT)

Additionally, could I receive a copy of that email when it is released, or be notified? What time do you expect it to be
released?

Thanks,
Dana

From: Dana Liebelson

Sent: Thursday, May 29, 2014 10:03 AM

To: Green Miller, Marci L; Vines, Vanee M

Cc: nsapao; DL PAOMedia

Subject: RE: Quick question about NBC interview last mght (Deadline: 2 PM EDT)

Thank you Marci!

From: Green Miller, Marci L [mligree3@nsa.gov]

Sent: Thursday, May 29, 2014 9:59 AM

To: Dana Liebelson; Vines, Vanee M

Cc: nsapao; DL PAOMedia

Subject: RE: Quick question about NBC interview last night (Deadline: 2 PM EDT)

Hi.
We have the below in response to your query.

NSA has now explained that they have found one email inquiry by Edward Snowden to the office
of General Counsel asking for an explanation of some material that was in a training course
he had just completed. The e-mail did not raise allegations or concerns about wrongdoing or
abuse, but posed a legal question that the Office of General Counsel addressed. There was not
additional follow-up noted. The e-mail will be released later today.

There are numerous avenues that Mr. Snowden could have used to raise other concerns or
whistleblower allegations. MWe have searched for additional indications of outreach from him
in those areas and to date have not discovered any engagements related to his claims.

pproved for Release by NSA on
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HiH

v/r

Marci Green Miller

NSA Public and Media Affairs Office
443-634-0721

From: Dana Liebelson [mailto:dliebelson@motherjones.com]

Sent: Thursday, May 29, 2014 9:54 AM:

To: Vines, Vanee M

Cc: nsapao

Subject: Quick question about NBC interview last night (Deadline: 2 PM EDT)

Good morning! In the NBC interview last night, Mr. Williams said that the network had confirmed "with
multiple sources" that before Snowden went to the press, he reported the surveillance that he believed to be
problematic internally with intelligence agency supervisors. In the past, Mr. Clapper has denied this is the case.
[ haven't heard anyone report the NSA's side on this apparent contradiction, and I'd like to do so.

Does the NSA deny that Snowden filed concerns with intelligence agency supervisors internally, in writing,
before going to the press? Why or why not?

If not, why did Mr. Clapper say so previously?
Thank you for your time.

Best,
Dana

Dana Liebelson

Staff Reporter: Mother Jones
Freelance: The Week

Phone: (202) 347-2397 EX 3007
Twitter: @dliebelson
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From: Brett LoGiurato [blogiurato@businessinsider.com]
Sent: Thursday, May 29, 2014 3:37 PM

To: Green Miller, Marci L

Cc: . Vines, Vanee M; nsapao

Subject: Re: Quick question

Got it. Thanks!

On Thu, May 29, 2014 at 2:25 PM, Green Miller, Marci L <mlgree3@nsa.gov> wrote:

The email is on the below website now —

http://icont_herecord.tumblr.com/

And will be available on www.nsa.gov shortly.

From: Brett LoGiurato. [mailto:blogiurato@businessinsider.com)
Sent: Thursday, May 29, 2014 2:22 PM

To: Vines, Vanee M

Cc: nsapao L

Subject: Re: Quick question

Thanks.

On Thu, May 29, 2014 at 2:15 PM, Vines, Vanee M <vmvine3(@nsa.gov> wrote:

Start:

NSA has now explained that they have found one e-mail inquiry by Edward Snowden to the Office of General Counsel
asking for an explanation of some material that was in a training course he had just completed. The e-mail did not raise
allegations or concerns about wrongdoing or abuse, but posed a legal question that the Office of General Counsel
addressed. There was not additional follow-up noted. The e-mail will be released later today.

pproved for Release by NSA on
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There are numerous avenues that Mr. Snowden could have used to raise other concerns-or whistleblower allegations.
We have searched for additional indications of outreach from him in those areas and to date have not discovered any
engagements related to his claims. '

HitH

Vanee' Vines
Public Affairs Specialist’
NSA Public & Media Affairs

NEWW* s sassesespnadia line: M

From: Brett LoGiurato [mailto:blogiurato@businessinsider.com]
Sent: Thursday, May 29, 2014 2:13 PM

To: nsapao

Subject: Quick question

Hi --

My name is Brett, and I'm a reporter with Business Insider. Could | get your statement re: Mr. Snowden's email he
discussed last night on NBC? Also wanted to be sure |.was on your list to receive the actual email when it is released.

Thanks!

Brett LoGiurato

Political Reporter | Business Insider
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www.businessinsider.com/politics
(@BrettLoGiurato

Brett LoGiurato

Political Reporter | Business Insider

www . businessinsider.com/politics
@BrettLoGiurato

Brett LoGiurato

iti eporter | Business Insider

www.businessinsider.com/politics
@ BrettLoGiurato

(b) (6)

(b) (6)
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From: Green Miller, Marci L
Sent: Thursday, May 29, 2014 3:12 PM
To: 'Marie Tanao'
Cc: nsapao .
Subject: RE: Request for Snowden Email to Office of General Council

The e-mail and statement are on IC on the Record and will soon be posted to nsa.gov.
Here:

http://icontherecord.tumblr.com/

From: Marie Tanao [ma“to ................. ettt e s AR - (b) (6)
Sent: Thursday, May 29, 2014 3:1T PM

To: nsapao ' .
Subject: Request for Snowden Email to Office of General Council

Dear Sir or Madam,
I hope this message finds you well. I am writing on behalf of Japan's daily “The Mainichi Newspapers" (Mainichi Shimbun).
Press Secretary Jay Carney confirmed today at the White House press briefing that the email of Edward Snowden to the

Office of General Counsel will be released today. We would very much appreciate it if you could share a copy of the email with
us upon its release,

Please let me know if you require further information for this request.

Thank vou very much for your attention to this matter. I look forward to hearing from you soon.

Best Regards.
Marie Archer

) pproved for Release by NSA on
P7-28-2015. FOIA Case # 78137
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From: Marie Tanad === | (b) (6)
Sent: Thursday, May 29, Z0T# 3.17 PM
To: Green Miller, Marci L
Cc: nsapao
Subject: Re: Request for Snowden Email to Office of General Council
Ms. Miller,
Thank you very much for your prompt response. 1 will direct my correspondent to the link.
Best Regards,
Marie Archer
On Thu, May 29, 2014 at 3:12 PM, Green Miller, Marci L <mlgree3@insa.gcov> wrote:
The e-mail and statement are on IC on the Record and will soon be posted to nsa.gov.
Here:
http://icontherecord.tumblr.com/
From: Marie Tanao [ma“t ........................................................................................ (b} {6

Sent: Thursday, May 29, 2
To: nsapao

014 3:11 PM

Subject: Request for Snowden Email to Office of General Council

Dear Sir or Madam,

I hope this message finds you

well. [ am writing on behalf of Japan's daily “The Mainichi Newspapers" (Mainichi Shimbun).

Press Secretary Jay Carney confirmed today at the White House press briefing that the email of Edward Snowden to the

Office of General Counsel w
us upon its release.

ill be released today. We would very much appreciate it if you could share a copy of the email with

Please let me know if you require further information for this request. |

pproved for Release by NSA on
7-28-2015 FOIA Case # 78137
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I'hank you very much tor your attention to this matter. [ look forward to hearing from you soan.

Best Regards,
Maric¢ Archer

Marie Tanao-Archer

Correspondent Assistant

Washington D.C. General Bureau

THE MAINICHI NEWSPAPERS

#340 National Press Building

529 14th St, N.W, Washington D.C. 20045
Tel:202(737)2817
Fax:202(549)2309

Cell

~(b) (6)

FYI: The Mainichi Newspapers was founded in 1872 as the oldest national daily newspaper company
in Japan. Mainichi is currently recognized in Japan as one of the leading national daily newspapers,
and has garnered a reputation as a provider of unbiased reporting, poignant editorials and other
information vital to a modern society. Mainichi has a nationwide circulation of 3.5 million copies.
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From: Vines, Vanee M

Sent: Thursday, August 07, 2014 11:14 AM

To: 'Ed'; nsapao

Subject: RE: Request from a writer from the Wall Street Journal

Hi. Given the ongoing federal investigation, we cannot comment on many of the issues that
you raised. Below are some of your questions and a few citations/responses that you and your
research assistant may want to review. Thanks!

-vanee’
* ¥k

"

Q: Snowden claimed in his June 9 video for the Guardian that he could do the following:
“sitting at my desk I certainly had the authority to wiretap anyone, from you or your
accountant to a Federal judge to even the President if I had a personal e-mail. Question:
Did he have the authority to tap the a) the President of the US b) a Federal judge 3) anyone
at all?

Mr. Ledgett responded to this allegation in the May 20814 Vanity Fair story.

Q: In same video, Snowden says “I witnessed systemic violations of law by my government that
created a moral duty to act.” Question: Did Snowden ever report a violation of the law to
the IG or anyone else? ‘

In May we released the statement below; the email can be found on nsa.gov.

“NSA has now explained that they have found one e-mail inquiry by Edward Snowden to the
office of the General Counsel asking for an explanation of some material that was in a
training course he had just completed. The e-mail did not raise allegations or concerns
about wrongdoing or abuse, but posed a legal question that the Office of the General Counsel
addressed. There was not additional follow-up noted. The e-mail will be released later
today.

“There are numerous avenues that Mr. Snowden could have used to raise other concerns or
whistleblower allegations. We have searched for additional indications of outreach from him
in those areas and to date have not discovered any engagements related to his claims.”

#H##

--YOU MAY WANT TO CLOSELY REVIEW THE “TED TALK” TRANSCRIPT:

http://www.ted.com/talks/richard_ledgett_the_nsa_responds_to_edward_snowden_s_ted_talk

Best,

i pproved for Release by NSA on
7-28-2015. FOIA Case # 78137
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Vanee' Vines

Public Affairs Specialist

NSA Public & Media Affairs
NEW**x¥¥**kkx*Madia line: 443-634-8721

----- Original Message-----

From: Ed [mailto:eje@nyc.rr.com]

Sent: Wednesday, July 30, 2014 10:13 AM

To: nsapao

Subject: Request from a writer from the Wall Street Journal

N.S.A (b) (6)
Office of Public Affairs
RE: Request from a writer from the Wall Street Journal

. Dear Public Affairs Officer
I am writing an article for the Wall Street Journal on the credltablllty of Edward
Snowden. My deadline is August 21, 2013 It was be the third of a series.. .My last two pieces
in WSJ can be found: .

June 30, 2014 '
http://online.wsj.com/articles/edward-jay-epstein- rev151t1ng snowdens-hong-kong-getaway-
1404975875?KEYNORDS Edward+Jay+Epstein

May 14, 2014 '
http://online.wsj. com/news/art1cle5/S310661424052702394831364579542462390653932?KEYWORDS Edwa

rd+Jay+Epstein&mg=reno64-wsj

What I am trying to clarify is the various claims made by Snowden. I realize the NSA has
already addressed some of my questions in the past, but as over a year has gone by, I would
like to answer then anew.. It might also be helpful to speak on the telephone. My phone
number is | | Any such conversation, if you prefer, can be off-the record. Below
are my questions. I tried to be as specific as possible. Please feel free to point out
anything I may have missed, SPECIFIC QUESTIONS

1. Snowden claimed in his June 9 video for the Guardian that he could do the following:
“sitting at my desk I certainly had the authority to wiretap -anyone, from you or your
accountant to a Federal judge to even the President if I had a personal e-mail.
Question: Did he have the authority to tap the a) the President of the US b) a Federal judge
3) anyone at all?

2. If he, or anyone else, did not have such authority, would it be a crime at the NSA to hack
into the phone of the President or a Federal Judge.

3. In same video, Snowden claims he worked under “cover” for NSA.

Question: Was he ever directly employed by the NSA as opposed to an outside contractor? Does
working for an outside contractor such as Dell or Booz Allen Hamilton [BAH], constitute
working under “cover. -

4. In same video, Snowden says he was a “ senior adviser for the Central Intelligence
Agency.” Was he a senior advisor to the CIA?

5. In same video, Snowden says “I witnessed systemic violations of law by my government that
created a moral duty to act.”

Question: Did Snowden ever report a violation of the law to the IG or anyone else?

2
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6. Snowden signed Standard Form 312, the ?c13551f1ed 1nformat10n non-disclosure agreement-
with BAH.
Question: Did he sign a similar classified-information non-disclosure agreement with the NSA?
7. Snowden said in an interview with Barton Gellman in the Washington Post on 12/23/13 that
he brought his misgivings to two superiors in the NSA’s Technology Directorate and two more
in the NSA Threat Operations Center’s regional base in Hawaii in Oct 2012.
Question: Is this true, according to your investigation?
Question: Did Snowden work for the Technology Directorate in 2012?
Question Did Snowden work for NTOC in 2012?
8. In same Gellman interview, he Snowden says opened a data query tool called BOUNDLESS
INFORMANT, to show extent of NSA interceptions, for the 2 employees at the NTOC, his 2
superiors at the Technology Directorate, and 15 other people at the NSA in 2012.
Question: Were any of these putative 19 people found by the NSA?
Question: Was Snowden in a position to open this file in 2012?
9. In same Gellman interview, Snowden says in 2009 he was sent by the NSA’s Technology
Directorate to support operations at a listening post in Japan as a system administrator and
pointed out serious flaws with information security first to his supervisor in Japan and then
to the directorate’s chief of operations in the Pacific.
Question: was Snowden sent to Japan by the NSA’s Technological Division in 2009- or, if he
was sent by Dell, did he work for that Division in 2009?
Question” What he.working at NSA as a system administrator in 2009?
Question: Is there any record of Snowden pointing out flaws to his supervisor or the
directorate’s chief of operations?
10. Snowden claims in an interview with James Rlsen in the New York Times on 1©/18/13 that
he decided to act when he discovered a copy of a classified 2009 inspector general’s report
on the N.S.A.’s warrantless wiretapping program through a “dirty word search,” which he
described as an effort by a systems administrator to check a computer system for things that
should not be there in order to delete them and sanitize the system.
Question: Did Snowden in his positions at Dell have the authority to perform such a search?
Question: If Dell found a document as he described. Did he have the authority (or even the
ability) to open it in as an unencrypted document?
11. Snowden, after he switched from Dell to BAH 1n March, took an orientation course in
Maryland in April 2013.
Question. Did Snowden sign a non-disclosure agreement with the NSA?

Did Snowden provide any untrue information in order to complete his training?
12. Snowden reportedly informed BAH in late April that he needed to take a medical leave in
May.
Question: Did Snowden also report to the NSA he would be taking a medical leave? If so, did
he specify either where he was going for treatment or when he would be returning to Hawaii?

r__Ihank_xgu_go much for kindly considering this request as ever Edward Jay Epstein

430 East 86 Street
New York, NY 10028
www . edwardjayepstein.com

“(b) (6)
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From: Vines, Vanee M

Sent: Thursday, August 07, 2014 12:03 PM

To: 'Ed’

Cc: nsapao

Subject: RE: Request from a writer from the Wall Street Journal

I'm not sure how you're conducting your research, but B. Wittes at Brookings has written
about many of the related issues. §

ADM Rogers was also interviewed at length by Reuters (in May).

And you may want to review the interviews that GEN Alexander granted to FOX News' Bret B. in
March/April.

Best,

Vanee' Vines

Public Affairs Specialist

NSA Public & Media Affairs
NEW**¥**xtx**xMedia line: 443-634-0721

----- Original Message-----

From: Vines, Vanee M

Sent: Thursday, August 07, 2014 11:14 AM

To: "Ed'; nsapao

Subject: RE: Request from a writer from the Wall Street Journal

Hi. Given the ongoing federal investigation, we cannot comment on many of the issues that
you raised. Below are some of your questions and a few citations/responses that you and your
research assistant may want to review. Thanks!

-vanee’
¥k ¥k

Q: Snowden claimed in his June 9 video for the Guardian that he could do the following:
“sitting at my desk I certainly had the authority to wiretap anyone, from you or your
accountant to a Federal judge to even the President if I had a personal e-mail. Question:
Did he have the authority to tap the a) the President of the US b) a Federal judge 3) anyone
at all?

Mr. Ledgett responded to this allegation in the May 2014 Vanity Fair story.

1 pproved for Release by NSA
n 07-28-2015. FOIA Case #

8137
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Q: In same video, Snowden says “I witnessed systemic violations of law by my government that
created a moral duty to act.” Question: Did Snowden ever report a violation of the law to
the IG or anyone else? -

In May we released the statement below; the email can be found on nsa.gov.

“NSA has now explained that they have found one e-mail inquiry by Edward Snowden to the
office of the General Counsel asking for an explanation of some material that was in a
training course he had just completed. The e-mail did not raise allegations or concerns
about wrongdoing or abuse, but posed a legal question that the Office of the General Counsel
addressed. There was not additional follow-up noted. The e-mail will be released later
today. '

“There are numerous avenues that Mr. Snowden could have used to raise other concerns or
whistleblower allegations. We have searched for additional indications of outreach from him
in those areas and to date have not discovered any engagements related to his claims.”

#it#
--YOU MAY WANT TO CLOSELY REVIEW THE “TED TALK™ TRANSCRIPT:

http://www.ted.com/talks/richard_ledgett_the_nsa_responds_to_edward_snowden_s_ted_talk

Best,

Vanee' Vines

Public Affairs Specialist

NSA Public & Media Affairs
NEW** ¥ **dk****kMadig line: 443-634-0721

| mmEEe Original Message-----
From: Ed [mailto:eje@nyc.rr.com]
Sent: Wednesday, July 30, 2014 10:13 AM
To: nsapao ‘
Subject: Request from a writer from the Wall Street Journal

N.S.A
Office of Public Affairs
RE: Request from a writer from the Wall Street Journal

Dear Public Affairs Officer

I am writing an article for the Wall Street Journal on the creditability of Edward
Snowden. My deadline is August 21, 2013 It was be the third of a series.. My last two pieces
in WSJ can be found:

June 3@, 2014



DOCID: 4228709

http://online.wsj.com/articles/edward-jay-epstein-revisiting-snowdens-hong-kong-getaway-
1404075875 ?KEYWORDS=Edward+3Jay+Epstein . = (B) (6)

May 14, 2014
http://online.wsj. com/news/aPt1cle5/S816601424052702304831394579542402399653932’KEYWORDS Edwa
rd+Jay+Epstein&mg=reno64-wsj .

What I am trying to clarify is the yarious claims made by Snowden. I realize the NSA has
already addressed some of my questions in the past, but as over a year has gone by, I would
like to answer then anew. It might also be helpful to speak on the telephone. My phone
number ig | “Any such conversation, if you prefer, can be off-the record. Below
are my questions. I tried to be as specific as possible. Please feel free to point out
anything I may have missed, SPECIFIC QUESTIONS

1. Snowden claimed in his June 9 video for the Guardian that he could do the following:
“sitting at my desk I certainly had the authority to wiretap anyone, from you or your
accountant to a Federal judge to even the President if I had a personal e-mail.
Question: Did he have the authority to tap the a) the President of the US b) a Federal judge
3) anyone at all?
2. If he, or-.anyone else, d1d not have such authority, would it be a crime at the NSA to hack
into the phone of the President or a Federal Judge.

3. In same video, Snowden claims he worked under “cover” for NSA,
Question: Was he ever directly employed by the NSA as opposed to an outside contractor? Does
working for an outside contractor such as Dell or Booz Allen Hamilton [BAH], constitute
working under “cover.”
4. In same video, Snowden says he was a “ senior adviser for the Central Intelligence
Agency.” MWas he a senior advisor to the CIA?

5. 1In same video, Snowden says “I witnessed systemic violations of law by my government that
created a moral duty to act.”

Question: Did Snowden ever report a violation of the law to the IG or anyone else?

6. Snowden signed Standard Form 312,. the ?classified-information non-disclosure agreement-
with BAH.
Question: Did he sign a similar classified-information non-disclosure agreement with the NSA?
7. Snowden said in an interview with Barton Gellman in the Washington Post on 12/23/13 that
he brought his misgivings to two superiors in the NSA’s Technology Directorate.and two more
in the NSA Threat Operations Center’s regional base in Hawaii in Oct 2012.
Question: Is this true, according to your investigation?
Question: Did Snowden work for the Technology Directorate in 2012?
Question Did Snowden work for NTOC in 2012?
8. In same Gellman interview, he Snowden says opened a data query tool called BOUNDLESS
INFORMANT, to show extent of NSA interceptions, for the 2 employees at the-NTOC, his 2
superiors at the Technology Directorate, and 15 other people at the NSA in 2012.
Question: Were any of these putative 19 people found by the NSA?
Question: Was Snowden in a position to open this file in 2012?
9. In same Gellman interview, Snowden says in 2009 he was sent by the NSA’s Technology
Directorate to support.operations at a listening post in Japan as a system administrator and
pointed out serious flaws with information security first to his supervisor in Japan and then
to the directorate’s chief of operations in the Pacific.
Question: was Snowden sent to Japan by the NSA’s Technological Division in 2009- or, if he
was sent by Dell, did he work for that Division in 2009?
Question” What he working at NSA as a system administrator in 2009?
Question: Is there any record of Snowden pointing out flaws to his supervisor or the
directorate’s chief of operations?

10. Snowden claims in an interview with James Risen in the New York Times on 10/18/13 that
he decided to act when he discovered a copy of a classified 2009 inspector general’s -report
on the N.S.A.’s warrantless wiretapping program through a “dirty word search,” which he
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described as an effort by a systems administrator to check a computer system for things that
should not be there in order to delete them and sanitize the system.
Question: Did Snowden in his positions at Dell have the authority to perform such a search?
Question: If Dell found a document as he described. Did he have the authority (or even the
ability) to open it in as an unencrypted document?
11. Snowden, after he switched from Dell to BAH in March, took an orientation course in
Maryland in April 2013. '
Question. Did Snowden sign a non-disclosure agreement with the NSA?

Did Snowden provide any untrue information in order to complete his training?
12. Snowden reportedly informed BAH in late April that he needed to take a medical leave in
May.
Question: Did Snowden also report to the NSA he would be taking a medical leave? If so, did
he specify either where he was going for treatment or when he would be returning to Hawaii?

Thank you so much for kindly considering this request as ever Edward Jay Epstein

| | S '
430 East 86 Street
New York, NY 10028

www . edwardjayepstein.com

“(b) (6)
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From: Julian Hattem [jhattem@thehill.com]
Sent: Thursday, May 29, 2014 1:.20 PM
To: Green Miller, Marci L

Cc: nsapao; DL PAOMedia

Subject: Re: Snowden complaint?

Thank you very much

On Thu, May 29, 2014 at 12:57 PM, Green Miller, Marci L <mlgree3(@nsa.gov> wrote:

Hi.
We have the below in response to your query.

NSA has now explained that they have found one email inquiry by Edward Snowden to the office of General
Counsel asking for an explanation of some material that was in a training course he had just completed. The e-
mail did not raise allegations or concerns about wrongdoing or abuse, but posed a legal question that the Office
of General Counsel addressed. There was not additional follow-up noted. The e-mail will be released later
today. :

There are numerous avenues that Mr. Snowden could have used to raise other concerns or whistleblower
allegations. We have searched for additional indications of outreach from him in those areas and to date have
not discovered any engagements related to his claims.

#iH

v/r
Marci Green Miller
NSA Public and Media Affairs Office

443-634-0721

pproved for Release by NSA on
7-28-2015. FOIA Case # 78137
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From: Julian Hattem [mailto:jhattem@thehill.com]
Sent: Thursday, May 29, 2014 9:31 AM

To: nsapao

Subject: Snowden complaint?

Good morning

In the interview with NBC last night, Edward Snowden said that he had filed formal complaints about his work
up the chain of the agency, and NBC claims that there is at least one email that seems to confirm that.
According to their reporting, he asked a question about how the agency had interpreted the law. Is that correct?
Does that disprove the NSA's earlier claim that he had never brought the matters to anyone's attention?

Thank you

Julian Hattem
Staff Writer
The Hill
@jmhattem

Office: 202.628.8568

cell 0 I P,

Julian Hattem

Staff Writer

The Hill

@jmbhattem

Office: 202.628.8568 -

Ce“:l | ......... e i “(b) (6)
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From: Green Miller, Marci L

Sent: Thursday, May 29, 2014 12:58 PM
To: ‘Julian Hattem' '
Cc: nsapao,; DL PAOMedia

Subject: RE: Snowden complaint?

Hi.

We have the below in response to your query.

NSA has now explained that they have found one email inquiry by Edward Snowden to the office
of General Counsel asking for an explanation of some material that was in a training course
he had just completed. The e-mail did not raise allegations or concerns about wrongdoing or
abuse, but posed a legal question that the Office of General Counsel addressed. There was not
additional follow-up noted. The e-mail will be released later today.

There are numerous avenues that Mr. Snowden could have used to raise other concerns or
whistleblower allegations. We have searched for additional indications of outreach from him
in those areas and to date have not discovered any engagements related to his claims.

HiH

v/r

Marci Green Miller

NSA Public and Media Affairs Office
443-634-08721

From: Julian Hattem [mailto:jhattem@thehill.com]
Sent: Thursday, May 29, 2014 9:31 AM

To: nsapao

Subject: Snowden complaint?

Good morning

In the interview with NBC last night, Edward Snowden said that he had filed formal complaints about his work
up the chain of the agency, and NBC claims that there is at least one email that seems to confirm that.
According to their reporting, he asked a question about how the agency had interpreted the law. Is that correct?
Does that disprove the NSA's earlier claim that he had never brought the matters to anyone's attention?

Thank you

~Julian Hattem
Staff Writer
The Hill
(@jmbhattem
Office: 202.628.8568

) | pproved for Release by NSA on
7-28-2015. FOIA Case # 78137
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From: Green Miller, Marci L

Sent: Thursday, May 29, 2014 2:21 PM
To: ‘Julian Hattem'

Cc: nsapao; DL PAOMedia

Subject: RE: Snowden complaint?

The email is on the below website now —

http://icontherecord.tumblr.com/

And will be available on www.nsa.gov shortly.

From: Julian Hattem [mailto:jhattem@thehill.com]
Sent: Thursday, May 29, 2014 1:20 PM

To: Green Miller, Marci L

Cc: nsapao; DL PAOMedia

Subject: Re: Snowden complaint?

Thank you very much

On Thu, May 29, 2014 at 12:57 PM, Green Miller, Marci L <mlgree3(@nsa.gov> wrote:

Hi.

We have the below in response to your query.

NSA has now explained that they have found one email inquiry by Edward Snowden to the office of General
Counsel asking for an explanation of some material that was in a training course he had just completed. The e-
mail did not raise allegations or concerns about wrongdoing or abuse, but posed a legal question that the Office
of General Counsel addressed. There was not additional follow-up noted. The e-mail will be released later
today.

There are numerous avenues that Mr. Snowden could have used to raise other concerns or whistleblower
allegations. We have searched for additional indications of outreach from him in those areas and to date have
not discovered any engagements related to his claims.

HiH

pproved for Release by NSA on
7-28-2015 FOIA Case # 78137
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v/r
Marci Green Miller
NSA Public and Media Affairs Office

443-634-06721

From: Julian Hattem [mailto:jhattem@thehill.com]
Sent: Thursday, May 29, 2014 9:31 AM

To: nsapao

Subject: Snowden complaint?

Good morning

In the interview with NBC last night, Edward Snowden said that he had filed formal complaints about his work
up the chain of the agency, and NBC claims that there is at least one email that seems to confirm that.
According to their reporting, he asked a question about how the agency had interpreted the law. Is that correct?
Does that disprove the NSA's earlier claim that he had never brought the matters to anyone's attention?

Thank you

Julian Hattem
Staff Writer
The Hill
“{b) (6)

(@jmhattem

Office: 202.628.8568

Cell;
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Julian Hattem

Staff Writer

The Hill

@jmhattem (b) (6)
Office-202 628 8568 ’

Cell;
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From: Vines, Vanee M

Sent: Thursday, May 29, 2014 2:55 PM

To: 'Lorenzo Franceschi-Bicchierai'; Green Miller, Marci L
Cc: nsapao

Subject: RE: Snowden email

Hi. The statement was provided to the Washington Post in response to the writer’s questions.
Excerpt from the story:

By last December, Snowden was contacting reporters, although he had not yet passed along any classified
information. He continued to give his colleagues the “front-page test,” he said, until April.

Asked about those conversations, NSA spokeswoman Vanee Vines sent a prepared statement to The Post:
“After extensive investigation, including interviews with his former NSA supervisors and co-workers, we have
not found any evidence to support Mr. Snowden’s contention that he brought these matters to anyone’s
attention.”

Snowden recounted another set of conversations that he said took place three years earlier, when he was sent by
the NSA’s Technology Directorate to support operations at a listening post in Japan.

it

Vanee' Vines

Public Affairs Specialist

NSA Public & Media Affairs
NEW* > *Media line: 443-634-0721

From. Lorenzo Franceschi- Blcchleral [mailto Iorenzo@mashable com]
Sent: Thursday, May 29, 2014 2:30 PM

To: Green Miller, Marci L

Cc: Vines, Vanee M; nsapao

Subject: Re: Snowden email

Thanks!

Any comment on the NSA's previous statement from December? The one sent to Washington Post: "After
extensive investigation, including interviews with his former NSA supervisors and co-workers, we have not
found any evidence to support Mr. Snowden’s contention that he brought these matters to anyone’s attention."

Did you not find the email then? If so, why?

On Thu, May 29, 2014 at 2:21 PM, Green Miller, Marci L <mlgree3iwnsa.gov> wrote:

The email is on the below website now —

pproved for Release by NSA on
7-28-2015. FOIA Case # 78137
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http://icontherecord.tumblr.comj

And will be available on www.nsa.gov shortly.

From: Vines, Vanee M

Sent: Thursday, May 29, 2014 1:56 PM
To: 'Lorenzo Franceschi-Bicchierai'; nsapao
Subject: RE: Snowden email

Hi. The item is below. We'll post more soon. Please stand by.

NSA has now explained that they have found one e-mail inquiry by Edward Snowden to the Office of General Counsel
asking for an explanation of some material that was in a training course he had just completed. The e-mail did not raise
allegations or concerns about wrongdoing or abuse, but posed a legal question that the Office of General Counsel
addressed. There was not additional follow-up noted. The e-mail will be released later today.

There are numerous avenues that Mr. Showden could have used to raise other concerns or whistleblower allegations.
We have searched for additional indications of outreach from him in those areas and to date have not discovered any
engagements related to his claims.

Hu#

Vanee' Vines
Public Affairs Specialist

NSA Public & Media Affairs
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From Lorenzo Franceschl Blcchleral [mailto: EorenzoOmashabte com]
Sent: Thursday, May 29, 2014 1:55 PM

To: Vines, Vanee M; nsapao

Subject: Snowden email

Hey Vanee,

I saw someone tweeting an alleged statement from the NSA regarding an email Snowden sent to the agency's
General Counsel. Could you send me the statement as well? Just checking if the one being circulated is true.

Will you release the email?

Thanks!

Lorenzo Franceschi-Bicchierai
Mashable US & World Reporter ;
lorenzo(@mashable.com | lorenzofb8gmail.com

..... " (b} {6)

Twitter: (@lorenzol'B
Skype:

Encrypted Phone:

OTR: lorenzofbiwjabber.ccc.de

Wickr:

www._lorenzotb.com
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Lorenzo Franceschi-Bicchierai
Mashable US & World Reporter
lorenzof@mashable.com | lorenzotb8gmail.com

Twitter: @lorenzoF3
Skype:
Encrypted Phone]
OTR: larenzofh@habber.cce.de
Wickr:
www.lorenzofb.com
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" From: Lorenzo Franceschi-Bicchierai [lorenzo@mashable.com]
Sent: Thursday, May 29, 2014 2:30 PM
To: Green Miller, Marci L
Cc: . Vines, Vanee M; nsapao
Subject: Re: Snowden email
Thanks!

Any comment on the NSA's previous statement from December? The one sent to Washington Post: "After
extensive investigation, including interviews with his former NSA supervisors and co-workers, we have not
found any evidence to support Mr. Snowden’s contention that he brought these matters to anyone’s attention.'

Did you not find the email then? If so, why?

On Thu, May 29, 2014 at 2:21 PM, Green Miller, Marci L <mlgree3(@nsa.gov> wrote:

The email is on the below website now —

http://icontherecord.tumbir.com/

And will be available on www.nsa.gov shortly.

From: Vines, Vanee M

Sent: Thursday, May 29, 2014 1:56 PM
To: 'Lorenzo Franceschi-Bicchierai'; nsapao
Subject: RE: Snowden email

Hi. The item is below. We'll post more soon. Please stand by.

NSA has now explained that they have found one e-mail inquiry by Edward Snowden to the Office of General Counsel
asking for an explanation of some material that was in a training course he had just completed. The e-mail did not raise

i pproved for Release by NSA on
7-28-2015. FOIA Case # 78137
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allegations or concerns about wrongdoing or abuse, but posed a legal question that the Office of General Counsel
addressed. There was not additional follow-up noted. The e-mail will be released later today.

There are numerous avenues that Mr. Snowden could have used to raise other concerns or whistleblower allegations.
We have searched for additional indications of outreach from him in those areas and to date have not discovered any
engagements related to his claims.

HiH

Vanee' Vines
Public Affairs Specialist
" NSA Public & Media Affairs

_ NEW -+ \Madia line: 443-634-0721

From: Lorenzo Franceschi-Bicchierai [mailto:lorenzo@mashable.com]
Sent: Thursday, May 29, 2014 1:55 PM

To: Vines, Vanee M; nsapao

Subject: Snowden email

Hey Vanee,

[ saw someone tweeting an alleged statement from the NSA regarding an email Snowden sent to the agency's
General Counsel. Could you send me the statement as well? Just checking if the one being circulated 1s true. -

Will you release the email?

Thanks!
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Lorenzo Franceschi-Bicchierai
Mashable US & World Reporter
lorenzoiwmashable.com | lorenzofb8&wgmail.com

S (b) (6)

Twitter: @lorenzoFB
Skype:

Encrypted Phone:

OTR: lorenzofbi@jabber.ccc.de

' Wickr::

www.lorenzoth.com

Lorenzo Franceschi-Bicchierai
Mashable US & World Reporter
_ lorenzo@mashable.com | lorenzofb8(@gmail.com

Twitter: @lorenzolB
Skype: .
Encrypted Phone] |
OTR: lorenzotbidjabber.cec.de

Wickr:
www.lorenzotb.com
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“(b) (3)-P.L. 86-36

From: Green Miller, Marci L

Sent: 5 Thursday, May 29, 2014 2:22 PM

To: ) - Vines, Vanee M; 'Capra, Tony (NBCUniversal)'; nsapao
Subject: RE: Snowden Email

The email is on the below website now —

http://icontherecord.tumblr.com/

And will be available on www.nsa.gov shortly.

From: Vmes Vanee M ;
Sent: Thursday, May 29, 2014 2:06 PM
To: 'Capra, Tony (NBCUniversal)'; nsapao
Subject: RE: Snowden Email

Hi. The item is below. We’ll post more soon. Please stand by.

NSA has now explained that they have found one e-mail inquiry by Edward Snowden to the Office
of General Counsel asking for an explanation of some material that was in a training course
he had just completed. The e-mail did not raise allegations or concerns about wrongdoing or
abuse, but posed a legal question that the Office of General Counsel addressed. There was not
additional follow-up noted. The e-mail will be released later today.

There are numerous avenues that Mr. Snowden could have used to raise other concerns or
whistleblower allegations. We have searched for additional indications of outreach from him
in those areas and to date have not discovered any engagements related to his claims.

4

Vanee' Vines

Public Affairs Spemallst

NSA Public & Media Affairs
NEW***=*******Meadia line: 443-634- 0?21

From. Capra, Tony (NBCUnwersaI) [mallte Tonv Capra@nbcum com]
Sent: Thursday, May 29, 2014 2:03 PM

To: nsapao

Subject: Snowden Email

Hi,
Can you please send me anything you have on the release of an Edward Snowden related email.

Thanks,

pproved for Release by NSA on
: 7-28-2015. FOIA Case # 78137
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Tony

Tony Capra

Senior Assignment Manager
NBC News Washington
(202) 885-4200
Tony.Capra@nbcuni.com
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From: Green Miller, Marci L

Sent: Thursday, May 29, 2014 2:22 PM

To: Vines, Vanee M; 'Lorenzo Franceschi-Bicchierai'; nsapao
Subject: RE: Snowden email

The email is on the below website now —

http://icbntherecord.tumblr.com/

And will be available on www.nsa.gov shortly.

From: Vines, Vanee M

Sent: Thursday, May 29, 2014 1:56 PM
To: 'Lorenzo Franceschi-Bicchierai'; nsapao
Subject: RE: Snowden email

Hi. The item is below. We'll post more soon. Please stand by.

NSA has now explained that they have found one e-mail inquiry by Edward Snowden to the Office of General Counsel
asking for an explanation of some material that was in a training course he had just completed. The e-mail did not raise
allegations or concerns about wrongdoing or abuse, but posed a legal question that the Office of General Counsel

.addressed. There was not additional follow-up noted. The e-mail will be released later today.

There are numerous avenues that Mr. Snowden could have used to raise other concerns or whistleblower allegations.
We have searched for additional indications of outreach from him in those areas and to date have not discovered any
engagements related to his claims.

#itH

Vanee' Vines

Public Affairs Specialist

NSA Public & Media Affairs
NEW********Media line: 443-634-0721

From: Lorenzo Franceschi-Bicchierai [mailto:lorenzo@mashable.com]

" Sent: Thursday, May 29, 2014 1:55 PM

To: Vines, Vanee M; nsapao
Subject: Snowden email

Hey Vanee,

| saw someone tweeting an alleged statement from the NSA regarding an email Snowden sent to the agency's
General Counsel. Could you send me the statement as well? Just checking if the one being circulated is true.

1
Bpproved for Release by NSA on 07-28-2015. FOIA Case # 78137
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Will you release the emajl?

Thanks!

Lorenzo Franceschi-Bicchierai
Mashable US & World Reporter ,
lorenzofwmashable.com | lorenzofb8iwgmail.com

(b) (6)

Twitter: (@lorenzol'B

Skype[ ]

Encrypted Phone:|
OTR: lorenzofbjabber.ccc.de R
Wickr: .
www.lorenzotb.com
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From: Vines, Vanee M

Sent: Thursday, May 29, 2014 2:18 PM

To: '‘Capra, Tony (NBCUniversal)'; nsapao
Subject: RE: Snowden Email

Hi. The item is below.

NSA has now explained that they have found one e-mail inquiry by Edward Snowden to the Office of General Counsel
asking for an explanation of some material that was in a training course he had just completed. The e-mail did not raise
allegations or concerns about wrongdoing or abuse, but posed a legal question that the Office of General Counsel
addressed. There was not additional follow-up noted. The e-mail will be released later today.

There are numerous avenues that Mr. Snowden could have used to raise other concerns or whistleblower allegations.
We have searched for additional indications of outreach from him in those areas and to date have not discovered any
engagements related to his claims.

HiH

Public Affairs Specialist
NSA Public & Media Affairs
NEW**** ===+ Media line: 443-634-0721

From: Capra, Tony (NBCUniversal) [mailto:Tony.Capra@nbcuni.com]
Sent: Thursday, May 29, 2014 2:03 PM

To: nsapao

Subject: Snowden Email

Hi,

Can you plegse send me anything you have on the release of an Edward Snowden related email.
Thanks,

Tony

Tony Capra

Senior Assignment Manager
NBC News Washington
(202) 885-4200
Tony.Capra@nbcuni.com

1 pproved for Release by NSA on
7-28-2015. FOIA Case # 78137
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From: Vines, Vanee M

Sent: Thursday, May 29, 2014 2:06 PM

To: '‘Capra, Tony (NBCUniversal)'; nsapao
Subject: RE: Snowden Email

Hi. The item is below. We’ll post more soon. Please stand by.

NSA has now explained that they have found one e-mail inquiry by Edward Snowden to the Office
~of General Counsel asking for an explanation of some material that was in a training course
he had just completed. The e-mail did not raise allegations or concerns about wrongdoing or
abuse, but posed a legal question that the Office of General Counsel addressed. There was not
additional follow-up noted. The e-mail will be released later today.

There are numerous avenues that Mr. Snowden could have used to raise other concerns or
whistleblower allegations. We have searched for additional indications of outreach from him
in those areas and to date have not discovered any engagements related to his claims.

HH#

Vanee' Vines

Public Affairs Specialist

NSA Public & Media Affairs
NEW********\edia line: 443-634-0721

From: Capra, Tony (NBCUniversal) [mailto: Tony.Capra@nbcuni.com]
Sent: Thursday, May 29, 2014 2:03 PM

To: nsapao

Subject: Snowden Email

Hi

’

Can you please send me anything you have on the release of an Edward Snowden related email.
Thanks,
Tony

Tony Capra ' .
Senior Assignment Manager

NBC News Washington

(202) 885-4200

Tony.Capra@nbcuni.com

pproved for Release by NSA on
7-28-2015. FOIA Case # 78137
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From: Vines, Vanee M

Sent: Thursday, May 28, 2014 1:56 PM

To: 'Lorenzo Franceschi-Bicchierai'; nsapao
Subject: RE: Snowden email

Hi. The item is below. We’ll post more soon. Please stand by.

NSA has now explained that they have found one e-mail inquiry by Edward Snowden to the Office of General Counsel
asking for an explanation of some material that was in a training course he had just completed. The e-mail did not raise
allegations or concerns about wrongdoing or abuse, but posed a legal question that the Office of General Counsel
addressed. There was not additional follow-up noted. The e-mail will be released later today. ' :

There are numerous avenues that Mr, Snowden could have used to raise other concerns or whistleblower allegations.
We have searched for additional indications of outreach from him in those areas and to date have not discovered any
engagements related to his claims. :

HitH

Vanee' Vines

Public Affairs Specialist

NSA Public & Media Affairs
NEW*r* === **Media line: 443-634-0721

From' Lorenzo Franceschi-Bicchierai [mailto: IorenzoOmashabIe com]
Sent: Thursday, May 29, 2014 1:55 PM

To: Vines, Vanee M; nsapao

Subject: Snowden email

Hey Vanee,

I saw someone tweeting an alleged statement from the NSA regarding an email Snowden sent to the agency's
General Counsel. Could you send me the statement as well? Just checking if the one being circulated is true.

Will you release the email?

Thanks!

Lorenzo Franceschi-Bicchierai
Mashable US & World Reporter -
lorenzo(wmashable.con | Iorenzoﬂ)B(a)mnalI com -

pproved for Release by NSA o
7-28-2015 FOIA Case & ?81Sf
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’l‘wittcr'_chLLo.LtumI_u.l
Skype:

Encrypted Phone]

OTR: lorenzotbijabber.ccc.de
Wickr:I o

www. lorenzofb.com
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Vines, Vanee M

From: :

Sent: Thursday, May 29, 2014 1:49 PM
To: ‘Sam Stein'

Cc: DL PAOMedia; nsapao

Subject: RE: snowden email

- Hi. The item is below. We’ll post more soon. Please stand by.

NSA has now explained that they have found one e-mail inquiry by Edward Snowden to the Office of General Counsel
asking for an explanation of some material that was in a training course he had just completed. The e-mail did not raise
allegations or concerns about wrongdoing or abuse, but posed a legal question that the Office of General Counsel
addressed. There was not additional follow-up noted. The e-mail will be released later today.

There are numerous avenues that Mr. Snowden could have used to raise other concerns or whistleblower allegations.
We have searched for additional indications of outreach from him in those areas and to date have not discovered any

engagements related to his claims.

Hi#

Vanee' Vines

Public Affairs Specialist

NSA Public & Media Affairs
NEWy**** =2 \Media line: 443-634-0721

From: Sam Stein [mailto:samstein@huffingtonpost.com]
Sent: Thursday, May 29, 2014 1:35 PM

To: Hayden, Caitlin

Cc: DL PAOMedia

Subject: Re: snowden email

thanks Caitlin!

(b) (&)

On Thu, May 29, 2014 at 1:31 PM, Hayden, Caitlin <

> wrote:

Sam: I've plussed in NSA for you.

From: Sam Stein [mailto:samstein@huffingtonpost.com]
Sent: Thursday, May 29, 2014 1:24 PM

. To: Hayden, Caitlin

Subject: Re: snowden email

gotchya. thanks

pproved for Release by NSA on
7-28-2015. FOIA Case # 78137
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On Thu, May 29, 2014 at 1:22 PM, Hayden, Caitlin <

- NSA is. Refer you there.

From: Sam Stein [mailto:samstein@huffingtonpost.com]
Sent: Thursday, May 29, 2014 1:21 PM

To: Hayden, Caitlin

Subject: snowden email

you're releasing the one he sent to the counsel? i read that on the twitters

Sam Stein
Senior Politics Editor
Huffington Post

.................................

Subscribe to HuffPost Hill: http:/huff.to/db6n10

Sam Stein
Senior Politics Editor
Huffington Post

Subscribe to HuffPost Hill: http:/huft.to/dbon10O

. Sam Stein
Senior Politics Editor
Huffington Post

wiote: .

~ (b) (6)



OCID: 4228720

Subscribe to HuttPost Hill: http://hutt.to/db6n10

Sam Stein
Senior Politics Editor
Huffington Post

Subscribe to HuffPost Hill: http:/huft.to/db6n10

(b} (6)
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From: Green Miller, Marci L

Sent: Thursday, May 29,2014 2:18PM

To: I_l‘L‘_l ............ ¥ e eneamnmr e b R e e e ek e e S R (b} {6;]
Cc: nsapao

Subject: RE: Snowden email to NSA

Hi. The item is below.

NSA has now explained that they have found one e-mail inquiry by Edward Snowden to the Office
of General Counsel asking for an explanation of some material that was in a training course
he had just completed. The e-mail did not raise allegations or concerns about wrongdoing or
abuse, but posed a legal question that the Office of General Counsel addressed. There was not
additional follow-up noted. The e-mail will be released later today.

There are numerous avenues that Mr. Snowden could have used to raise other concerns or
whistleblower allegations. We have searched for additional indications of outreach from him

in those areas and to date have not discovered any engagements related to his claims.

it

From: [mailto e
Sent: Thursday, May 29, 2014 2:09 PM _ e —
To: nsapao '

Subject: Snowden email to NSA

I understand that the NSA is planning to release today the email that Edward Snowden says he
sent to the NSA Office of Legal Counsel raising concerns about its legal interpretations for
NSA spy programs. :

I'd like to receive the email and speak with someone there to get more information about.it,
when someone is available.

Kim Zetter
Senior Reporter
Wired '

Sent from my iPhone

pproved for Release by NSA on
7-28-2015 FOIA Case # 78137
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DOCID: 4228722 :

From: Green Miller, Marci L

Sent: Thursday, May 29, 2014 2:44 PM
To: ‘keollier@dailydot.com'’

Cc: ; nsapao

Subject: RE: Snowden email today

The e-mail and statement are on IC on the Record and will soon be posted to nsa.gov.
Here:

http://icontherecord.tumblr.com/

v/r

Marci Green Miller

NSA Public and Media Affairs Office
443-634-0721

From: kcollier@dailydot.com [mailto:kcollier@dailydot.com]
Sent: Thursday, May 29, 2014 2:44 PM

To: nsapao

Subject: Snowden email today

Hi. Seen reports that WH will today release Snowden's email to NSA. If so, can | be on whatever list it'll go out
to? Thanks! '

pprtwed for Release by NSA on
' 7-28-2015. FOIA Case # 78137
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“(b) (3)-P.L. 86-36

From: Vines, Vanee M

Sent: : Thursday May 29, 2014 12:27 PM
To: ‘Nakashima, Ellen M'

Cc: nsapao

Subject: RE: Snowden emails

I'll be right there.
Jay’s 12:30 gaggle, too.

Vanee' Vines

Public Affairs Specialist

NSA Public & Media Affairs
NEW**********Media line: 443-634-0721

From' Nakashlma Ellen M [mallto Ellen Nakashlma@washpost com]
Sent: Thursday, May 29, 2014 11:53 AM

To: Vines, Vanee M

Subject: Snowden emails

Hi Vanee,

Just called. Several US officials have described the April 2013 email tlhat Snowden sent to OGC after he took his
USSID 18 training and inquiring about whether exec orders trump statutes.

" They described the reply from the attorney as no, EOs do not trump statutes.

Can you release the emails? And were there any other emails from Snowden to compliance officials or anyone
else raising questions? Can you call back as soon as you're able?

I'm on my cell phone T —

Thanks,
Ellen

1 pproved for Release by NSA on
7-28-2015 FOIA Case # 78137
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Gorman, Siobhan [Siobhan.Gorman@wsj.com]

From:

Sent: Thursday, May 29, 2014 1:50 PM

To: Green Miller, Marci L

Cc: Vines, Vanee M; nsapao; DL PAOMedia
Subject: Re: Snowden interview

Thanks very much.

Siobhan Gorman

Intelligence Correspondent

The Wall Street Journal.

(202) 862-9234 (w) | [E). i e — () (6}

On May 29, 2014, at 1:06 PM, "Green Miller, Marci L" <mlgree3@nsa.g0v> wrote:

Hi Siobhan,
Separate from your questions but see the below regarding the email claim.

NSA has now explained that they have found one email inquiry by Edward Snowden to
the office of General Counsel asking for an explanation of some material that was
in a training course he had just completed. The e-mail did not raise allegations
or concerns about wrongdoing or abuse, but posed a legal question that the Office
of General Counsel addressed. There was not additional follow-up noted. The e-
mail will be released later today.

There are numerous avenues that Mr. Snowden could have used to raise other
concerns or whistleblower allegations. We have searched for additional
indications of outreach from him in those areas and to date have not discovered
any engagements related to his claims. '

Hittt
v/r
Marci Green Miller

NSA Public and Media Affairs Office
443-634-6721

From: Vines, Vanee M
Sent: Wednesday, May 28, 2014 11:57 AM
To: 'Siobhan.Gorman@wsj.com'; nsapao
Subject: Re: Snowden interview

I don't have anything for you at this point; 'will keep you posted.

pproved for Release by NSA on
7-28-2015 FOIA Case # 78137
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From: Gorman, Siobhan [mailto:Siobhan.Gorman@wsj.com]
Sent: Wednesday, May 28, 2014 11:51 AM

To: Vines, Vanee M; nsapao
Subject: Snowden interview

Hi Vanee,

| realize it’s a bit difficult to gauge because only bits of this NBC interview with Snowden have been
released, but seeking any reax you have to his discussion about his role working as a contractor for NSA?
He's pushing back on what he sees as a government effort to downplay his responsibilities. | understand
DIA is issuing a denial, so we wanted to check in with the other agencies he’s said he’s worked for/with.

Thanks,
Siobhan

Siobhan Gorman

Intelligence Correspondent

The Wall Street Journal,

1025 Connecticut Ave., NW, Suire S00)
Washington, DC 200306

(202) 862-9234 (w) | (c)
Twitter: (@gorman_stohhan

(b) (6)
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From: Green Miller, Marci L

Sent: Thursday, May 29, 2014 2:21 PM

To: '‘Gorman, Siobhan'

Cc: Vines, Vanee M; nsapao; DL PAOMedia
Subject: RE: Snowden interview

The email is on the below website now —

http://icontherecord.tumblr.com/

And will be available on www.nsa.gov shortly.

- From: Gorman, Siobhan [mailto:Siobhan.Gorman@wsj.com]
Sent: Thursday, May 29, 2014 1:50 PM
To: Green Miller, Marci L
Cc: Vines, Vanee M; nsapao; DL PAOMedia
Subject: Re: Snowden interview

Thanks very much.

Siobhan Gorman
Intelligence Correspondent
The Wa” Street Jour nal’ . [T

(202) 862-9234 (w) RN B

On May 29, 2014, at 1:06 PM, "Green Miller, Marci L" <mlgree3@nsa.gov> wrote:
Hi Siobhan,
Separate from your guestions but see the below regarding the email claim.

NSA has now explained that they have found one email inquiry by Edward Snowden to
the office of General Counsel asking for an explanation of some material that was
in a training course he had just completed. The e-mail did not raise allegations
or concerns about wrongdoing or abuse, but posed a legal question that the Office
of General Counsel addressed. There was not additional follow-up noted. The e-
mail will be released later today.

There are numerous avenues that Mr. Snowden could have used to raise other
concerns or whistleblower allegations. We have searched for additional
indications of outreach from him in those areas and to date have not discovered
any engagements related to his claims.

Hit#

v/r

Marci Green Miller

NSA Public and Media Affairs Office 7
443-634-0721

pproved for Release by NSA on
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From: Vines, Vanee M

Sent: Wednesday, May 28, 2014 11:57 AM
To: 'Siobhan.Gorman@wsj.com’; nsapao
Subject: Re: Snowden interview

| don't have anything for you at this point; 'will keep you posted.

From: Gorman, Siobhan [mailto:Siobhan.Gorman@wsj.com]
Sent: Wednesday, May 28, 2014 11:51 AM

To: Vines, Vanee M; nsapao ‘

Subject: Snowden interview

Hi Vanee,

I realize it’s a bit difficult to gauge because only bits of this NBC interview with Snowden have been
released, but seeking any reax you have to his discussion about his role working as a contractor for NSA?
He’s pushing back on what he sees as a government effort to downplay his responsibilities. | understand
DIA is issuing a denial, so we wanted to check in with the other agencies he’s said he’s worked for/with.

Thanks,
Siobhan

Siobhan Gorman

Intelligence Correspondent

The Wall Street Journal.

1025 Connecucut Ave., NW. Suite 800
Washmgron, DC 20036 i
{2' }2} 8629734 {W) U ...... oo taressmen e A

Twitter: (@gorman_siobhan
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From: Green Miller, Marci L

Sent: Thursday, May 29, 2014 1:06 PM

To: Vines, Vanee M, 'Siobhan.Gorman@wsj.com’; nsapao
Cc: DL PAOMedia .

Subject: RE: Snowden interview

Hi Siobhan,

Separate from your questions but see the below regarding the email claim.

NSA has now explained that they have found one email inquiry by Edward Snowden to the office
of General Counsel asking for an explanation of some material that was in a training course
he had just completed. The e-mail did not raise allegations or concerns about wrongdoing or
abuse, but posed a legal question that the Office of General Counsel addressed. There was not
additional follow-up noted. The e-mail will be released later today.

There are numerous avenues that Mr. Snowden could have used to raise other concerns or
whistleblower allegations. We have searched for additional indications of outreach from him
in those areas and to date have not discovered any engagements related to his claims.

HHH
v/r
Marci Green Miller

NSA Public and Media Affairs Office
443-634-6721

From: Vines, Vanee M

Sent: Wednesday, May 28, 2014 11:57 AM
To: 'Siobhan.Gorman@wsj.com'; nsapao
Subject: Re: Snowden interview '

I don't have anything for you at this point; 'will keep you posted.

From: Gorman, Siobhan [mailto:Siobhan.Gorman@wsj.com]
Sent: Wednesday, May 28, 2014 11:51 AM

To: Vines, Vanee M; nsapao

Subject: Snowden interview

Hi Vanee,

I realize it’s a bit difficult to gauge because only bits of this NBC interview with Snowden have been released, but seeking
any reax you have to his discussion about his role working as a contractor for NSA? He’s pushing back on what he sees as
a government effort to downplay his responsibilities. | understand DIA is issuing a denial, so we wanted to check in with
the other agencies he’s said he’s worked for/with.

Thanks,

1 pproved for Release by NSA on
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Siobhan

Siobhan Gorman

Intelligence Correspondent

The Wall Street Journal, ,
1025 Connecticut Ave., NW, Suire S0
Washington, DC 20036

(202) 862-9234 (w) E‘-,:I“ SOS— T (b) (6)
Pwitrer: (@gorman_siohhan
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From: Green Miller, Marci L

Sent: Thursday, May 29, 2014 2:22 PM
To: 'Jackson, David M'; nsapao
Subject: RE: USA Today

Hi. Statement below.

The email is.on the below website now —

http://icontherecord.tumblr.com/

And will be available on www.nsa.gov shortly.

NSA has now explained that they have found one e-mail inquiry by Edward Snowden to the Office of General Counsel
asking for an explanation of some material that was in a training course he had just completed. The e-mail did not raise

. allegations or concerns about wrongdoing or abuse, but posed a legal question that the Office of General Counsel
addressed. There was not additional follow-up noted. The e-mail will be released later today.

There are numerous avenues that Mr. Snowden could have used to raise other concerns or whistleblower allegations.
We have searched for additional indications of outreach from him in those areas and to date have not discovered any
engagements related to his claims.

#ith

From: Jackson, David M [mailte:dmjackso@usatoday.com]
Sent: Thursday, May 29, 2014 2:19 PM

To: nsapao

Subject: USA Today

This is David Jackson with USA Today
Can | get a copy of the Snowden e-mail it is released?

Thank you

. pproved for Release by NSA on
7-28-2015. FOIA Case # 78137
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“(b) (3)-P.L. 86-36

From: Green Miller, Marci L

Sent: Thursday, May 29, 2014 1:01 PM
To: Vines, Vanee M

Cc: DL PAOMedia; nsapao

Subject: RE: warren

Hi, Warren. Vanee is in a meeting and asked that | forward you the below.

We have the below in response to your query.

NSA has now explained that they have found one email inquiry by Edward Snowden to the office
of General Counsel asking for an explanation of some material that was in a training course
he had just completed. The e-mail did not raise allegations or concerns about wrongdoing or
abuse, but posed a legal question that the Office of General Counsel addressed. There was not
additional follow-up noted. The e-mail will be released later today.

There are numerous avenues that Mr. Snowden could have used to raise other concerns or
whistleblower allegations. We have searched for additional indications of outreach from him
in those areas and to date have not discovered any engagements related to his claims.

HH#

v/r

Marci Green Miller

NSA Public and Media Affairs Office
443-634-0721

From: Warren.Strobel@thomsonreuters.com [mailto: Warren.Strobel@thomsonreuters.com]
Sent: Thursday, May 29, 2014 10:27 AM

To: Vines, Vanee M

Subject: G'morning

Vanee: hope you are well. Can you weigh in on this today, or can someone in the administration?

http://www.nbcnews.com/feature/edward-snowden-interview/email-supports-snowden-claim-he-questioned-nsa-
practices-n117086

Much thanks
Warren

Warren Strobel

Diplomatic Editor, Washington Bureau
Reuters

+1 202 310 5660 (work)

i pproved for Release by NSA on
7-28-2015. FOIA Case # 78137
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DOCID: 4228729 -

(b) (3)-P.L. 86-36

From: ' Green Miller, Marci L

Sent: Thursday, May 29, 2014 2:26 PM

To: Green Miller, Marci L; Vines, Vanee M
Cc: DL PAOMedia; nsapao

Subiject: RE: warren

The email is on the below website now -

http://icontherecord.tumblr.com/

And will be available on www.nsa.gov shortly.

From: Green Miller, Marci L

Sent: Thursday, May 29, 2014 1:01 PM
To: Vines, Vanee M

Cc: DL PAOMedia; nsapao

Subject: RE: warren

Hi, Warren. Vanee is in a meeting and asked that | forward you the below.

We have the below in response to your query.

NSA has now explained that they have found one email inquiry by Edward Snowden to the office
of General Counsel asking for an explanation of some material that was in a training course
he had just completed. The e-mail did not raise allegations or concerns about wrongdoing or
abuse, but posed a legal question that the Office of General Counsel addressed. There was not
additional follow-up noted. The e-mail will be released later today.

There are numerous avenues that Mr. Snowden could have used to raise other concerns or
whistleblower allegations. We have searched for additional indications of outreach from him
in those areas and to date have not discovered any engagements related to his claims.

#i4

v/r

Marci Green Miller

NSA Public and Media Affairs Office
443-634-0721

From: Warren.Strobel@thomsonreuters.com [mailto:Warren.Strobel@thomsonreuters.com]
Sent: Thursday, May 29, 2014 10:27 AM

To: Vines, Vanee M

Subject: G'morning

Vanee: hope you are well. Can you weigh in on this today, or can someone in the administration?

; | pproved for Release by NSA on
7-28-2015. FOIA Case # 78137
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http://www.nbcnews.com/feature/edward-snowden-interview/email-supports-snowden-claim-he-questioned-nsa-
practices-n117086

Much thanks
Warren

Warren Strobel

Diplomatic Editor, Washington Bureau
Reuters

+1 202 310 5660 (work)
I(mobile)
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e ———— 9y B ge 3

From: _ Green Miller, Marci L

Sent: Thursday, May 29, 2014 2:43 PM
To: ‘Sparshott, Jeffrey'

Cc: nsapao

Subject: RE: WSJ re Snowden email

The e-mail and statement are on IC on the Record and will soon be posted to nsa.gov.
Here: :

http://icontherecord. tumblr.com/

v/r

Marci Green Miller

NSA Public and Media Affairs Office
443-634-0721

Sent: Thursday, May 29, 2014 2:42 PM
To: nsapao
Subject: WSJ] re Snowden email

Hello: The White House today said a Snowsen email(s) would be released today. Are you able to send to me? Thank you,

Jeffrey Sparshott
Wall Street Journal

. pproved for Release by NSA on
7-28-2015.  FOIA Case # 78137
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oy A NP, T

From: Julian Hattem [jhattem@thehill.com]
Sent: Thursday, May 29, 2014 9:31 AM
To: nsapao

Subject: Snowden complaint?

Good morning

In the interview with NBC last night, Edward Snowden said that he had filed formal complaints about his work
up the chain of the agency, and NBC claims that there is at least one email that seems to confirm that.
According to their reporting, he asked a question about how the agency had interpreted the law. Is that correct?
Does that disprove the NSA's earlier claim that he had never brought the matters to anyone's attention?

Thank you

Julian Hattem

Staff Writer

The Hill

@jmhattem

Office: 200,608 808 i

Cell: - emssorsncs B Rl e R 25 S, L e e kA SR (b} {6)
. pproved for Release by NSA on

7-28-2015. FOIA Case # 78137
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DOCID: 4228732 o

From: Lorenzo Franceschi-Bicchierai {lorenzo@mashable.com]
Sent: . Thursday, May 29, 2014 1:55 PM

To: Vines, Vanee M; nsapao

Subject: Snowden email

Hey Vanee,

I saw someone tweeting an alleged statement from the NSA regarding an email Snowden sent to the agency's
General Counsel. Could you send me the statement as well? Just checking if the one being circulated is true.

Will you release the email?

Thanks!

Lorenzo Franceschi-Bicchierai
Mashable US & World Reporter

{@ms g | lorenzofb8@¢mail.com
_________________________________ B (6}
Twitter_(@lorenzoFB
Skype: *
Encrypted Phone:| L
OTR: lorenzotb@jabber.ccc.de
Wickr: e

www.lorenzofb.com

pproved for Release by NSA on

7-28-2015. FOIA Case # 78137
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From: I I ................................................................................ (b) (6)
Sent: Thursday, May 29, 2014 2:09 PM

To: nsapao '

Subject: _ Snowden email to NSA

I understand that the NSA is planning to release today the email that Edward Snowden says he
sent to the NSA Office of Legal Counsel raising concerns about its legal interpretations for
NSA spy programs.

I'd like to receive the email and speak with someone there to get more information about it,
when someone is available.

Kim Zetter
Senior Reporter

i .
S T — e

Sent from my iPhone

1 pproved for Release by NSA on
7-28-2015. FOIA Case # 78137
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DOCID: 4228734 | N

From: Capra, Tony (NBCUniversal) [Tony:Capra@nbcuni.com]
Sent: : Thursday, May 29, 2014 2:03 PM

To: nsapao

Subject: Snowden Email

Hi,

Can you please send me anything you have on the release of an Edward Snowden related email.
Thanks,
Tony

Tony Capra

Senior Assignment Manager

NBC News Washington

(202) 885-4200 !
Tony.Capra@nbcuni.com ' .

i pproved for Release by NSA on
7-28-2015. FOIA Case # 78137
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" (b) (3)-P.L. 86-36

From: - keollier@dailydot.com

Sent: Thursday, May 29, 2014 2:44 PM ¢
To: nsapao
Subject: Snowden email today

Hi. Seen reports that WH will today release Snowden's email to NSA. If so, can I be on whatever list it'll go out
to? Thanks!

‘Approved for Release by NSA on
7-28-2015. FOIA Case # 78137
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DOCID: 4228736 I

From: - Sparshott, Jeffrey [Jeffrey. Sparshott@wsj.com]
Sent: Thursday, May 29, 2014 2:42 PM

To: nsapao

Subject: WSJ re Snowden email

Hello: The White House today said a Snowsen email(s) would be released today. Are you able to send to me? Thank you,

Jeffrey Sparshott
Wall Street Journal

pproved for Release by NSA on
7-28-2015. FOIA Case # 78137
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hesacn5 G oo

From: | INSA-D28 USA CIV.
Sent: Tuesday, May 27, 2014 12: 29 PM v %
To: Vines Vanee M NSA- DN1 USA CIVl |NSA—D USA CIV; DL PAOMedia

(ALIAS) DN1

Cc: |  INsA-q31 usa v - vev
[ JNSA-D USA CIV; De Rajesh NSA-D2 USA CIV) - NSA-D2 USA CIV;
SA-D21 USA CIV{ NSA-D28 USA CIv
Subject: RE: (U) FYSA: (U) NBC's note today/leaker

Classification: UNCLASSIFIED/#Feto—

Deputy General Counsel
Litigation and Management
NSA Office of General Counsel

2 ire) TR
(‘UnC{'aSSi'ﬂEd'}” ................................................................... o

ATTORNEY WORK PRODUCT//ATTORNEY CLIENT COMMUNICATION A T
PRIVILEGED COMMUNICATION
Not to be released without OGC approval

(b)(3)-P.L. 86-36
(b}(5)

From: Vmes Vanee M NSA-DN1 USA IV~ -

Sent: May 27, 2014 12:27 PM S
To: |NSA D USA C1V; Jmmmmﬁlv 5)-DN1 o R

Cc: SA-031 USA CIV; INSA-D USA CIV; De Rajesh
NSA-DZ USA CIV; i\ISA-DZS USA av;| NSA-D2 USA CIV]] ~_|NSA-D21 USA

c1v
Subject: RE: (U) FYSA: (U) NBC's note today/leaker

= ~

Classification: SECREFHNGFORN—

Thanks, sir.
From{ INSA-D USA CIV
Sent: Tuesday, May 27, 2014 12:25 PM
To: DL PAOMedia (ALIAS) DN1 . 5?
Cci NSA-031 USA C1vy INSA-Q31 USA CIv; |NSA-D USA ¢ V: De Rajesh
NSA-D2 USA C1V;| |NSA-D28 USA CIV; NSA-D2 USA CIV; NSA-D21 USA
CIv
1

Approved for Release by NSA on 11-13-2015, FOIA Case #78137
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DOCID: 4249175
Subject: (U) FYSA: (U) NBC's note today/leaker
Importance: High
Classification —SEERETHANCHORN—

Vanee,
(UfeH8)-Here are some of the facts for background if we end up actually engaging NBC.

Regards,

Media Leaks Task Force s
National Security Agency/Central Security Service
OPS 2B _2B8090

Jwics i

UNCL

NSTS g

BLACKIM—J_I

From:| INSA-Q31 USACIV...

Sent: Tuesday, May 27, 2014 12:20PM e

TO'I NSA-D-USA CIV i (b)(3)-P.L. 8636
Cc SA-Q31 USACIV

Subject: RE: (U) NBC's note today/leaker
Importance: High

(b)(3)-P.L. 86-36
(b)(5)

Classification:

77 (b)(3)-P.L. 86-36




DOCID: 4249175
Chief, Q31
Cl Investigations Division
968-4802(NSTS)
I Iung] 355.}.... o s S T OO . == e e ; ;;E"-‘"'-{bjm-P.L. 86.36

*This email contains information subject to the Privacy Act*

From: Vines Vanee M NSA-DN1 USACIV .. ——
Sent: Tuesday, May 27, 2014 12:08PM
To{ INSA-D USA CTV;| T G

Arlene U NSA-DN USA CIV; DL PAOMedia - De Rajesh NSA-D2 USA CIV: NSA-D28 USA
CIV;| [MNSA-D2 USA C1v; NSA-D21 USA CIV
Subject: s note today/leaker

Classification: UNCLASSIFIED AH-oR-oHHEAEHSEONEY—

ALCON: NBC’s latest note is below. We have previously avoided talking about the leaker’s specific
assignments/duties. | |

(b)(3)-P.L. 8636
(b)(5)

*okok ok ok ok Rk ok

From: Cole, Matthew (NBCUniversal) [mailto
Sent: Tuesday, May 27, 2014 11:27 AM

To: Vines, Vanee M

Subject: More Requests for Information

(b)(3)-P.L. 86-36

Vanee,
Per our conversation last Friday, | have further requests for comment and/or response from the NSA.

What units/groups/directorates did Mr. Snowden serve in during his various time employed with NSA (via Dell, BAH or
any other capacity)?

Did Mr. Snowden ever attend a meeting or meetings with the Director of Technology Directorate (or where dir/ Tech
was present)?

Did the NSA adopt a systems information program to protect NSA facilities (the data and systems) in the event of a
disaster?

Was Mr. Snowden assigned to do work on identifying China’s cyber espionage efforts?

Was Mr. Snowden asked or tasked to help identify areas in NSA’s network infrastructure that were vulnerable to
hacking?

Did Mr. Snowden keep his CIA PSEUDO while employed with NSA?

Generally speaking, does someone coming over from CIA keep their PSEUDO, or does NSA give them a new one?
3



DOCID: 4249175

Thank you in advance for your attention to these questions.

Respectfully,

Matthew Cole
Investigative Producer
NBC News

30 Rockefeller Plza
New York, NY 10112

R )
s Ilb}{:ﬁ_p‘l‘ 36-36
(U//FOUO) = &

--Vanee' Vines,
NSA Public Affairs Office i
Personall |8/ 969-7509 S (NEW)
PAO Office B/ 969-7499 S (NEW)
Media Line: 301-688-6524 T
Unclass email:| a

Classification: UNCLASSIFIED #HoR-SHCtAEHSEONEY—

Classification: =SECREHNOFORN—

PP S |

ol o PO
CIaSSTcU—oy.
—atet—26675+88—

Classification: -SECRETANOFORN—
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Classification: SR+

Classification: UNCLASSIFIED/7FoH6—



DOCID: 4249177

o

From: Hayden, Caitli |
Sent: Wednesday, 2% A .
To: e ines.V e T e De, Raes i At i 20 H
3] | Evans.. ié |Beaahley ,
0GA . ~Sina;] -IDNI Medza@dna gov i
Richards, Rebecca J :
Cg; POM i : Medla Egan Brian J.; Helnzelman Kate; Fonzone Christopher;
nsor, Leoinel K[~
I i I
Subject: RE:-NBC/email |

We're not going to get the FOIA or relea

Anyone else getting queries? No__ﬁe here

sél'hui?_,stion resolved tonight, but please send a possible Q&A we c"an conslder;

so far. Relé'five._'j}’ little Twitter discussion q'h the interview.

sl - T T T PR

From: Vines, Vanee M|

Sent: Wednesday,

Media@dni.gov']

May 28, 2014 11:39 PM

'Evans. Stuar

be. Raijesh:| 1 | ]
t;] |Beaghley , Sinal_ 5 |'DNI-
IRichards, Rebecca 1] ' :

Cc: Grimes, Arlene U; DL PAOMedia; Egan, Brian J.; Heinzelman, Kate; Fonzgne, Christopher

Ensor, Leoinel K;

g I

Subject: Re: NBC/emall

SA

Reuters is now pounding the pavement over the email issue. Williams clearly said multiple sources confirmed at least 1

email.
i)
QGA
DDNI

""" tb}{3] P.L. 86-36

Fr0m Hayden, Caltlln

Sent: Wednesday, May 28, 2014 T1.04 PM s e
To:| " ] De, Rajesh;| t Vines, Vanee M;
| | [ Evans, Stuart
} —_Beaghley , Sina[ )
; : [ 'DNI-media@dni.gov' <DNI-media@dni.gov>;{ s

| Richards, Rebecca J /

Cc: Grimes, Arlene U; DL PAOMedia; Egan, Brian J.| i Heinzelman, Kate

I : ] Fonzone, Christopher] |
| I_ ; Ensor, Leoinel K|

Ubject: ReT NBC7eman
Like | said, happy. t"o discus@. First n'féed a DOI view. L 8%

From Robert Lil‘tl

Sent: Wednesday, May 28, 2014 10 56 PM P

TOI I; Ha"/dﬁﬂ, .Caltllrl I # I

|Evans, Stuart;] |

)6

Ap'proved for Release by NSA on 11-13-2015, FOIA Case #78137
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B
(b)(3) OGN

e “7{b)(3)-P.L. 86-36
DOCID: 4249177 e
Beaghiey , Sina o Y
| 1 | R
Cc:| - IEqan. Brian 1.: Hei
Kate; Fonzone, Christopher; | |
: I :

: G i
%A ooNi L
From: De, Rajesh| | | | 7 e SV A i kS
Se_‘rllt: Wednesday, May 28, 10: Eastern Standard Time I
To: o
Vines, Vanee M | |II i : |
; ; | = ]
T | | | |
| |Richards, Rebecca J | | |
Cc: Grimes, Arlene U| | I
Ensor. Leoinel K4 | | |
. Vil = | |
e . s (b)(5)
Subject: Re: NBC/email (b)) (b}{3)-P.L. 86-36

From Hayden, Ca:ti|n|

b)(3
Sent: Wednesday, May 28, 2014 10:38 PM E:ac};{,e.J
To: De, Rajesh; Vines, Vanee M; I —

|Evans, Stuart

Beaghley Slnal ]

‘DNI-media@dni.gov' <DNI-media@dni.gov>; |

Richards, Rebecca ]

'Cc: Grimes, Ar

ene U; DL PAOMedia; Egan, Brian
] Fonzone, Chnstopher] ; i

| Heinzelman, Kate

|
|J } Ensor, Leoinel K; | ]
: Subject: e: NBC/email
[ ]
ireanepleaseworkaQandAtorespondsothisieste? o
R o - — - T — ""{:}{?PL 86-36
H Fror'n" De, Rajésh| BISHL A
Sent Wednesday, May 28, 2014 10:34 PM I
To Hayden, Caitlin; | Vi ee M| |
- Evans Stuart| } Beaghley

JDNI- med;a@dm gov' <DN -

Sina]

[Richards, Rebecca J

Cé_;:’Grimes, Arlene U

IoT pAOM_edia_l

} Egan, Brian ).; Heinzelman, Kate;

_ Fohzone, Christopher]

[Ensor, Leoinel K T

0G:

{b)(3)-P.L. 86-36

. (b]{?, —

2DNI



SR
QGA

ODNI

DOCID: 4249177

LSEW: Re: NBC/email -

B S —— Y

From: Hayden, Caitlin| i I 7 FL Y A% - (b)(3)-P.L. 8636
Sent: Wednesday, May 28, 2014 02:14 PM ! ¥ : e kS :
Toj } Vines, Vanee M; De, Rajesh;| 4 . L Ry
| : [ . " Evans, Stuart
> Beaghley , Sma| ' :
[ i'DNI -media@dni gov <DNI- medra@dm gov>; | |
| |R|charc_!s, Rebecca J _ o
c: Grimes, Arlene U; DL PAOMedia; Egan, Brian J.| = |Hemzelman Kate
|; Fonzone, Ch ristopher] ; ._ ]

_Ensor, LeomeIIKl e S ] Yee ' |

Gotcha. Thanks!

F"‘"“-l |
Sent Wednesday, May 28, 2014 2:14 PM '

: Vanee M; De, Rajesh a I

Evans, Stuart; Beaghley , Sina;| |'DNI-

media@dni.gov';] [Richards, Rebeccal _ ;
Cc: Grimes, Arlene U; DL PAOMedia; Egan, Brian J.; Heinzelman, Kate; Fonzone, Christophery] |
Ensor, Leoinel K; [
Subject: RE: NBC/email '

EVERYTHING email and registry wise was checked. ‘{'5,(3}
GGA

ODNI

Senior Advisor & L% i
Public Affairs Technical Director

- NSTS: 969-7504
Comm{
NIPRnet

From: Hayden Caltlml |
Sent: Wednesday, May 28, 2014 1:33 PM
To: Vines, Vanee M; De, Rajesh; ! |
Evans. Stuartd |Beaghley , Sina;| ' Mgm | |

| | Richards, Rebecca 1
Cc: Grimes, Arlene U; DL PAOMedia; Egan, Brian J.; Hemzelman, Kate, Fonzone, Christopher;f |
Ensor, Leoinel K; e |
Subject: RE: NBC/email : e N

NBC is asking whether our search was just of e—'méi_l_s. to 'OG'.C"b'r"éiso to the Compliance Office. Can folks confirm?

From: Vines, Vanee M
Sent: Wednesday, May 28, 7014 10:57 AM
To: Hayden, Caitlin; De; Rajesh; I |



DOCID: 4249177

Evans, btuar‘q_l Beagh!ey Sina;
Richards, Rebecca '

'DNI-media@dni.gov';

Cc: Grimes, Arlene U; DL PAOMedla Egan, Brian J.; Heinzelman, Kate; Fonzone, Chrlstopher|

Ensor, Leoinel KI
Subject: RE: N am
Roger that. Thanks, CH.

(b)(3)
QGA

_ " ODNI
Vanee' Vines :

Public Affairs Specialist
NSA Public & Media Affairs_

o >

NEW#= = Media line:

From. Hayden Caltlln |

Sent: Wednesday, May 28, 2014 10:51 AM

To: Vines, Vanee M; De, Rajesh;|
Evans, Stuart] It

(b}{3] -P.L. 86-36

eagniey , olna,

| 'DNI~media@dni.gov';|

['Richards, Rebecca J

Cc: Grimes, Arlene U; DL PAOMedia; Egan, Brian J.; Heinzelman, Kate; Fonzone Christopher]

Ensor, Leoinel K;

Subject: RE: NBC/emall

From. Vlnes Vanee M

Sent: Wednesday, May 28, 2014

10:50 AM

To: Hayden, Caitlin; De, Rajesh;

Evans, Stuart]

| | Richards, Rebecca ]

Beaghley , Sinaj

|_'DNI-media@dn_ .gov'; |

Cc: Grimes, Arlene U; DL PAOMed:a Egan Brian J.: Heinzelman, Kate: Fonzone, Christopher;]

Ensor, Leoinel K;
Subject: RE: NBU7emai

Hi, CH. Matthew Cole, the “investigative producer” aswgned to NBC s project, again asked NSA PAO abou[ the e- mall

today. I'm guessing that execs above him have not filled him in (he sin NY) |

Best,

Vanee' Vines
Public Affairs Specialist
NSA Public & Media Affairs

)6

(b)(3)-P.L. 86-36

NEW*****=+\Media line:

From: Hayden, Caitlin

Sent: Tuesday, May 27, Z01F F.35 PM

B

0GA

ODNI

- ;'"{busj-P.L. 86-36

)6
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(b)(3)

0GA OONI

o A MBLP L 86436

To: Vines, Vanee M: De, Rajesh:

Evans

| Richards, Rebecca J
Cc: Grimes, Arlene U; DL PAOMedia; Egan, Brian J.; Hei

Beaghley , Sina;

nzelman, Kate; Fonzone, Christopher;|

'DNI-media@dni.gov';{

Ensor, Leoinel K;|

Subject: RE: NBC/email

From: Hayden, Caitlin
Sent: Tuesday, May 27, 2014 7:

51 AM

(b)(5)
(b)(3)-P.L. 86-36

To:

|

media@dni.gov ;|

iEvans, Stuart;]

[Beaghley , Sina;

|DNI-

Cc [Egan, Brian J.; Heinzelman, Kate; Fonzone, Christopher:
] = ' —
ubject: RE: emai iy LA
| | {.bHS} "(b)(3)-P.L. 86-36
. (B)3)

Thanks! -Caitlin OGA _ b)(3)-P.L. 86-36
e S APORPRSSSRRSE | | || .. . NS SRR TR o, N, S ..
From: Hayden, Caitlin R 1 (b)}{3)-P.L. 86-36
Sent: Sunday, May 25, 2014 11:02 AM i
To:l i | . ; '

| Evan : “[Beaghley . Sina;[~ "~ |'DNI-
media@dni.qov ] - 2l F o =%
Cc Egan, Brian J.; Heinzelman, Kate; Fonzone, Christopher;

'- _| “(b)E)

Subject: Re: NBC/emall

(b)(3)-P.L. 86-36

From: Vines, Vanee Ml

Sent: Sunday, May 25, 2014 10:

31 AM

To: De, Rajesh

Tayden, Cartin;

Beaghlev . Sinal

If_w-.q Stuarti
I

Cc: Grimes, Arlene U

[Richards, Rebecca J

DL PAOMeda]

I;' Egan, Brian J.; Heinzelman, Kate;

Fonzon hri her

|Ensor, Leoinel K

b
0GA

ODNI




DOCID: 4249177

Subject: Re: NBC/email

Roger that, sir. The producer asked NSA PAQ to call him on Friday morning. When | asked him whether he could show us
something or give me a clue about the fresh claims, he said he couldn't do so at that point. He didn't say NO.
b))

vanee' w {b)(6)
i i {)(3)P.L. 86-36

ODNI

From: De, Rajesh
Sent: Sunday, May 25, 2014 10:20 AM h
Toi Il

Vanee M;] |
IDNI-Media@dni.gov' <DNI-Media@dni.gov> ;| |Richards,

Rebecca ]
Cc: Grimes, Arlene U: DL PAOMedia

|; Ensor, Leoinel K;

| |
Subject: Re: NBC/email b :

From: | (b)(5)
Sent: Sunday, May 25, 2014 10:12 AM f " (b)(3)-P.L. 86-36

To: De, Rajesh; Robert Litt] | I |
]

| Vines, Vanee M:
| - | DNI-

Media <DNI-Media@dni.gov>] IRichards. Rebecca ] |

[Ensor, Leoinel K;

Subject: Re: NBC/email

Vr P (b)(3)-P.L. 8636

(b)S)
0GA

)
DONI



DOCID: 4249177 - H)E) T ) (3)PL. 86-36
{h)is).. = -
o Tl e N/ A T
From: De, Rajesh ?
Sent: Sunday, May 25, 2014 09: 40 AM L i Sl
To: Robert Litt;[ ] |,|
. T NG | : . L ' IVines, Vanee M
B ; ; B £ lDNI Medna
— ; - [Richards, Rebecca 1|
Cc: Grimes, Arlene U] | DL PAGMedial | o |
| Ensor, Leoinel K| % |
Subject: Re: NBC/email R
|- (b))
e S b e D - § e ~{b)(3)-P.L. 86-36 -
From Robert L:tt ; _ _ osAODm
Sent: Sunday, May 25, 2014 09:25 AM N S e N S D) g0
| I
|'|> [Vines, Vanee M} i
: | DNI-Media <DNI-Media@dni.gov>;
| Richards, Rebecca J 5
Cc: Grimes, Arlene U; DL PAOMedia]
| Ensor, Leoinel K; b))
I 0GA
Subject: Re: NBC/email ZDDNI
From:l | T e P R T ) ...... TR z ”(b}{s]-P.L 86-36
Sent: Sunday, May 25, 2014 08:53 AM Eastern Standard Time ... s BT
i ——— _|Robert Litt; Vines, Vanee M I
e e |DNI-Media;
- f: - Richards, Rebecca T| |
Cc: Grimes, Arlene U | |; DL PAOMedia { | |
| Ensor, Leoinel K |
I l o
Subject: Re: NBC/email : e e (b)(3)
i 0GA
Raj, ODNI
7

e ()
(b)(6) (b)(3)-P.L. 86-36



DOCTID: 4249177

(b)(5)
(b)(3)-P.L. 86-36

o ; ()
(b)3)-P.L. 36 35_ 0GA
ODNI
From: De, Rajesh = - )
Ser'LS.uuday._May_ZS_Zm_‘Lﬂﬁ;.lﬁ.AM
To: |

Vines, Vanee Ml

L E—

~ |ONI-media@dni.gov' <DNI-

media@dni.gov>)] | Richards, Rebecca ]

I.Cc_GLimﬂ._ALI.eaP_LI;_D.I_EADMPdia'l

Subject: Re: NBC/email

Adding who is the task force lead. tb}{ﬁl

From Hayden Caitlm

““b)(3)-P.L. 86-36

To & I 4 l Evans, Stuart|
| IDe, Rajesh; Vines, Vanee M; Beaghley , Sina
| | - f 'DNI- medna@dmgov <DNI-
media@dni.gov>] i'chards; Rebecca 1.

|He|nzelman Kate

._C&:&L'LmsLAdﬂuLu;_QL.EAQMQdm._fgan Brian J.
Fonzone, Chrlistopherl

Subject: Re: NBC/email

Thanks very much,

)
0GA

ODNI

From: ; |
Sent: Saturday, May 24, 2014 05:13 PM pini
To: Evans, Stuart; | E l
| . |Hayden, Caitlin; Beaghley Slnal
| I'DNI-Media@dni.gov' <DNI-Media@dni.gov>; | _
[
| Ccl IEgan, Brian J.; Heinzelman,
Kate; Fonzone, Chnstopher Fallon, Brian (OPA)| | -'

"{io'u'é}

)6)

(b)(3)-P.L. 86-36




DOCID: 4249177 DL 30

Subject: Re: NBC/email ~1b)(6)

Spokesman, National Security Di\:}fis'i_on.l I L 8636
From: Evans, Stuari| ] |
Sent: Saturday, May 24, 2014 03:57 PM '
To| E H

 [Beaghley , Si__na'l

ay

[DNLE

[ |Egan, Brian J.

ubjeck: Re: NBC/email

+ Brian, Kate, and Chris (with them actually added _this timé-_)_
From: Evans, Stuart
Sent: dav. Mav 24, 2014 03:56 PM

;IHeinzelman, Katqg : . [Fonzone, Christopher.

)

0GA
ODNI

To: 1 ' I
Hayden, Caitlin; Beaghley , Sina:| [DNI-Media@dni.gov_<DNL- .
Media@dni.gov>; | : ' 2 ;
I . 5 ]
Cc:! | f
Subject: Re: NBC/email L
+ Brian, Kate, and Chris. :
b)) ;
From: J .
SEI"ItZ Urddy, IMigy 25, £ULS 12.50 FI¥l : £
To:| O |
| _[Hayden, Cattlin; Beaghley , Sina; Evans, Stuart; | [
[DNI-Media@dni.aov' -Medi ' : |
| | =
Cci |

Subject: Re: NBC/email



(b))

DOCID: 4249177 0GA
DOJ's response is being formulated and | hope to have it shortly. ODNI
|5pc_|k_es_man, National Security Division]
e - —— ' " . - - . LT b)3)-PL. 86-36
From| — — o
To: De Rajesh| _vines, vanee M { : |
[DNI-Media@dni.gov’ <DNI-Media@dni.qov>,] |
I(OPA)j . _- . B
I - . ; ) i
Cc: Grimes, Arlene U | | oL PAOMedia| | (b)(5) (B)(6)
Subject: Re: NBC/email (b)(3)-P.L. 86-36
Y e T L e |- I
From: Robert Litt ' o
ODONI

Sent: Saturday, May 24, 2014 12:00 PM Eastern Standard Time
To: De, Rajesh; Vines, Vanee M;

-

[ [DNI-Media <DNI-Media@dni.gov>;
|- 2 |Richards,
Rebecca J i ' ]
Cc: Grimes, Arlene U; DL PAOMedia _ o
Subject: Re: NBC/email “b)5) g "
: OGA {b)(6)
ODNI : ibus}-P.L. 86-36
Sent: Saturday, D'Iay 24,2014 11:11T AM Flaste_rn; Standard Time
To: Vines, Vanee M| } Robert Litt;| |
|
| [DNI-Media]
[Richards, Rebecca J { | :
Cc: Grimes, Arlene U | | DU PACMedia] |
Subject: Re: NBC/email -
s L T i —-——{b:II:S} S " e .
From: Vines, Vanee M (b)(3)-P.L. 86-36 :
Sent: Saturday, May 24, 2014 10:50 AM
To:| I
1 '
| |'DNI-Media@dni.gov' <DNI-

| De, Rajesh;

Media@dni.gov>;)|

[ |: Richards, Rebecca J
Cc: Grimes, Arlene U; DL PAOMedia
Subject: Re: NBC/email

Best,

ib"ﬂ .
{b)EN-P.L. 86-36

10

(O]
OGA

OONI




DOCID: 4249177

| _ b)3)
e vanee' b)) 0GA
~ ODNI
From: Robert Litt| | . o _ ' )
SeI]quLdﬂLMav 24,2014 10:20 AM L
To: : ] vine< Vanee M- |
I » |DNI-Media <DNI-Media@dni.gov>;
| De, Rajesh
Cc: Grimes, Arlene U; DL PAOMedla
Subject: Re: NBC/email T (b)5)
OGA

From: Hayden, Caltlui

Sent: Saturday, May 24, 2014 09 :20 AM Eastern Standard Time -

ODNI LS

[Evans, Stuart

To: 'Vines, Vanee M{ | Beaghley , Sina it
__|Robert Litt; - |DNI-Media; | |

Cc: 'Grimes, Arlene U' I‘I [DL PAOMedia’
a

Subject: RE: NBC/emai

(6)6) 200

ODNI

T
(b}(3)-P.L. 86-36

From. Hayden Caltiln

(b)(6)

Sent: Friday, May 23, 2014 6:10 PM
To: 'Vines, Vanee M'; Beaghley , Sina; Evans, Stuart; 'Robert Litt';

‘DNI-Media’;

Cc: 'Grimes, Arlene U'; 'DL PAOMedia’
Subject: RE: NBC/email

me Hayden Caltlm
Sent: Friday, May 23, 2014 4:20 PM

{bH5}
(b)(3)-P.L. 86-36

To: 'Vines, Vanee M'; Beaghley , Sina; Evans, Stuart; 'Robert Litt';

DNI-Media;

Cc: Grimes, Arlene U; DL PAOMedia
Subject: RE: NBC/email

(b)(6)
(B)(S)

I (b)(3)-P.L. 86-36

From: Vines, Vanee M|

Sent: Friday, May 23, 2014 3:13 PM
To: Beaghley , Sina; Hayden Caitlin; Evans, Stuart; 'Robert Litt]

DNI-Media;

11
(b)(3)-P.L. 86-36

(b)(6)




DOCID: 4249177
Cc: Grimes, Ariene U; DL PAOMedia
Subject: NBC/email

Hi.
If you're still in, please see my High Side note about a proposal to release the leaker’'s ONE e-mail to NSA OGC (and

OGC’s response to his very benign question).

Stu: It's my understanding that you've had conversations about this with Raj and others. The leaker's ONE e-mail (that
we’re aware of) is on the High Side, too.

NBC has yet to shed more light on the current claims. Note: Many news outlets have asked for a copy of the e-mail in
recent months. We'’d have to release it to all.

Best,

Vanee' Vines
Public Affairs Specialist
NSA Public & Media Aﬁa‘r

..... > TR

NEW****xxxixtMadia line

12



(b)(5)

DOCID: 4249178 e EPL (b)(3)-P.L. 86-36
From: De, Rajesh
Sent: Friday, May 23, 2014 6:44 PM .
To: Vines, Vanee M: Bauman, Ethan; : Delong, John M;
| [Grimes, Arlene U; DL MLTF_staff, DL PAOMedia
Subject: Re: REPLY: NBC NEWS/ EDWARD SNOWDEN INQUIRY

From: Vines, Vanee M

Sent: Friday, May 23, 2014 06:39 PM

To: Bauman, Ethan} | Delong, John M; De, Rajesh;
Grimes, Arlene U; DL MLTF_staff; DL PAOMedia

Subject: Re: REPLY: NBC NEWS/ EDWARD SNOWDEN INQUIRY

SA

This news outlet has an "agreement"/relationship with Mr GlennG. It has been working w/ him on stories in recent
months.

, (b)(S)
vanee (b)(3)-P.L. 86-36

From: Bauman, Ethan

SQ?IJ_ELiﬂﬂ._I!IﬂLZLfUI"r 06:30 PM
To Delong, John M; De, Rajesh; Vines, Vanee M;

Grimes, Arlene U; DL MLTF_staff; DL PAOMedia
Subject: Re: REPLY: NBC NEWS/ EDWARD SNOWDEN INQUIRY

pr—

Ethan Bauman R
. Legislative Affairs o oo {b]{S}PL&G-as

From;| per

Sent: Friday, May 23, 2014 06:12 PM —
To: Delong, John M; De, Rajesh; Vines, Vanee M; e Grimes, Arlene U;
DL MLTF_staff; DL PAOMedia; Bauman, Ethan '
Subject: REPLY: NBC NEWS/ EDWARD SNOWDEN INQUIRY

) —
Approved for Release by NSA on 11-13-2015, FOIA Case #78137 i S
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DOCID: 4249178 |

From: Delong, John M
Sent: Friday, May 23, 2014 1:56 PM

To: De, Rajesh; Vines, Vanee M| | Grimes, Arlene U;
DL MLTF_staff; DL PAOMedia; Bauman, Ethan :
Subject: RE: NBC NEWS/ EDWARD SNOWDEN INQUIRY ; B)6)
(b)(3)-P.L. 86-36
All, .
lohn .
" (b)(3)-P.L. 86-36 |

John DeLong, CCEP P |
Director of Compliance e I
National Security Agency L (b)(5) '

I ; i (b)(3)-P.L. 86-36

From: De, Rajesh ' |
Sent: Friday, May 23, 2014 10:18 AM -

To: Vines, Vanee M;| |Grimes, Arlene U; DL

MLTF_staff; DL PAOMedia; Delong, John M; Bauman, Ethan .

Subject: Re: NBC NEWS/ EDWARD SNOWDEN INQUIRY

We've had discussions with WH about thig |
| This is the same topic |
discussed with media roundtable this week. Can NBC provide any more clarity as to what they are referring to so that we
can confirm if it is the same thing? Adding Ethan.

From: Vines, Vanee M

Sent: Friday, May 23, 2014 09:31 AM ;

To: De, Rajesh;| [Grimes, Arlene U; DL MLTF_staff;
DL PAOMedia; Delong, John M i

Subject: Fw: NBC NEWS/ EDWARD SNOWDEN INQUIRY

Mr. Raj, w/ its story done, NBC is asking us to fact-check. Incredible. We'll g'ét more info soon from the producer. In the
meantime, there's apparently a fresh claim about email the leaker allegedly sent to OGC or a compliance official. Please
see the producer's note below, Our December statement about ...no evidence.... is what PAO has.

vanee'

This: (b)(3)-P.L. 86-36
(b)(6)

From: Cole, Matthew (NBCUniversal) [mailto;| ' | -

Sent: Friday, May 23, 2014 09:21 AM I g:c};{:l

To: Vines, Vanee M;| e

Cc: DL PAOMedia; 'DNI-Media@dni.gov' <DNI-Media@dni.gov>; nsapao ODNI

2



DOCID: 4249178

Subject: RE: NBC NEWS/ EDWARD SNOWDEN INQUIRY

Yes, have read that story closely, and noted NSA’s response. Am asking again, based on more detailed claims in our
interview, whether Mr. Snowden sent any emails to the OGC or any other compliance office within the agency regard his
concerns about any of the NSA’s programs. Further, were any emails sent by Mr. Snowden specifically in 2013 to anyone
in the NSA that displayed or suggested Mr. Snowden'’s concerns or objections to NSA programs.

rm at my desk’ R S

From' Vanes, Vanee MLU

Sent: Friday, May 23, 2014 9:17 AM
To: Cole, Matthew (NBCUniversal) |
Cc: DL PAOMedia; 'DNI-Media@dnI.gov’; nsapao

Subject: Re: NBC NEWS/ EDWARD SNOWDEN INQUIRY

DU — B —— T 0 o) g

What do you mean? An email about *what*? Have you seen Mr Gellman's story frorn December? This is what we said
then in response to the allegations that Mr Gellman reported on:

“After extensive investigation, including interviews with his former NSA supervisors and co-workers, we have not found
any evidence to support Mr. Snowden's contention that he brought these matters to anyone’s attention.”

I'll call soon. Thx!

)
v "7 0GA
®)6) o ODNI
From: Cole, Matthew (NBCUmversaI) [malltgl |
Sent: Friday, May 23, 2014 09:07 AM .
To: Vines, Vanee M | '

Cc: DL PAOMedia; 'DNI-Media@dni.gov” <DNI-Media@dni.gov>, nsapao
Subject: RE: NBC NEWS/ EDWARD SNOWDEN INQUIRY

Let’s start with this one, but | will still need to have a follow up phone conversation.

Can the NSA and/or DNI confirm or deny that Mr. Snowden sent emails to the NSA’s OGC or any other internal/agency
legal compliance body?

NBC News is aware that in the past NSA has denied that they can find any such emails.

FI‘OI’II' Vlnes Vanee MI I ........................................................ T {b](3} P.L 86.35
Sent: Friday, May 23, 2014 8:52 AM
To: Cole, Matthew (NBCUniversal);
Cc: DL PAOMedia; 'DNI-Media@dni.gov'; nsapao

Subject: Re: NBC NEWS/ EDWARD SNOWDEN INQUIRY

Will call. But can you also put it in writing now so that we can work it faster? Writing is easier. Thx.



DOCID: 4249178

From: Cole, Matthew (NBCUniversal) [mailto] |

Sent: Friday, May 23, 2014 08:42 AM (b)3)

To: ines, Vanee M 0GA

Subjéct: ODNI
(b)(6)

Shawn and Vanee,

As you may have seen, NBC News will be airing a long interview with Edward Snowden. Given that he makes plenty of
claims in the interview, | have the enviable job of checking the veracity of said claims. Is it possible to discuss by phone
at your earliest convenience. | have initial inquiry, then, by mid day, | should have the final 3-or 4.

Regards,

Matthew Cole

Investigative Producer

NBC News (b)(6)
30 Rockefeller Plza

New York, NY 10112

0:212-664-2047
s




"DOCID: 4249179
INSA-D4 USA cIv

ST —-
From: | | NSA-D4 USA CIV
Sent: Monday, June 09, 2014 10:23 AM
To: I NSA-S3M2 USA CIv
Cc: i ks (ALIAS) D23; DL d_ig_tasker (ALIAS) D; DL ads_registry (ALIAS) Q09;
_ NSA-D USA CIV DL ODOC_Medialeaks (ALIAS) D4; DL ssct (ALIAS) S1;
DL NTOC_ML (ALIAS) V2
Subject: RE: (U) Final "reference” document Q&A for Snowden S Concerns and Notification
Classification:-GONFBENFAENOFORN— . borLss

Attached is ODOC feedback on the revised document._..Mostl’{z" small tweaks.

With regard to your response tol |(b"él6w)] |
Thank you for the opportunity to review, e b)E-P.L. 8636
- (b)(5)
\
(T
FINAL QA archive

doc_20140406...

(U//Eo80— |
| FCEP ...................................... A e PR

Training Program Manager
Office of the Director of Compliance, D4

OPS 2: 2B8054

Personal: 963-2510 (S)J—I{'b} PR
Office: 963-1705% (S)'l |(b'}" e

DropBox:httg:{,{urn.nsa.ic.gov{drogbox| I -

(U/fFe8e)—

= {b)(3)-P.L. 86-36

From{ NSA-S3M2 USA CIV
Sent: Friday, June 06, 2014 4:43 PM

Toi JNSA-Q USA CIV

Cc: DL OGC_MediaLeaks (ALIAS) D23; DL d_ig_tasker (ALIAS) D; DL ads_registry (ALIAS) QO09; NSA-D
USA CIV; DL ODOC_Medialeaks (ALIAS) D4; DL ssct (ALIAS) S1; DL NTOC_ML (ALIAS) V2
Subject: RE: (U) Final "reference" document: Q&A for Snowden's Concerns and Notification

1
Approved for Release by NSA on 11-13-2015, FOIA Case #78137
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'DQCID: 4249179

MNMana
wiaoo

ication: CONFIDENTIAL/NOFORN—
QUi L. WAJINT T

|:| - (b)(3)P.L.86-36
- oE

Thanks for the suggestions!

Just to let you know...| also received the suggestion to

response before deciding.

Thanks again!

Rgds’ B

Media Leaks Task Force
OPS 2B, 288090

969-5009 (s
U}

From| iNSA-Q USA CIV
Sent: Friday, June 06, 2014 3:49 PM
To:| NSA-S3M2 USA CIV

|will consider your additional narrative in that context...and then take another holistic look at the entire

Cc: DL OGC_Medialeaks (ALIAS) D23; DL d_ig_tasker (ALIAS) D; DL ads_registry (ALIAS) Q09;|

[NsA-D

USA CIV; DL ODOC_Medialeaks (ALIAS) D4; DL ssct (ALIAS) S1; DL NTOC_ML (ALIAS) V2
Subject: (U) Final "reference" document: Q&A for Snowden's Concerns and Notification

Classification: CONHBENTHAEHNOFORN—

" (b)(3)-P.L. 86-36

(b)(5)

" Just a couple of suggested tweaks.l

g, |Thanks for the opportunity to review.

ADS&CI Chief of Staff i —— e -
968-6000(s);[______ | B

' o (b)(3)-P.L. 86-36
<< File: FINAL QA_archive doc__20140406’dqc_x_ S e .

From| NSA-S3M2 USA CIV
Sent: Friday, June 06, 2014 1:44 PM




'DQCID:, 424917

D C_Medial eakg {AUAS?DZB; DL d_ig_tasker (ALIAS) D; DL Q_REGIST! RY;I |NSA-D USA CIv;
DL ODOC_Med|aIeaks (ALIAS) D4

Cc: DL ssct (ALIAS) S1; DL NTOC_ML (ALIAS) V2
Subject: (U) Final "reference" document: Q&A for Snowden's Concerns and Notification

Classification: CONFIDENTHAELNOFORN—

| o e - ok L i

(U) Asyou may know, the release of that single email from Snowden to OGC caused little bit of a stir, and we provided
your input to the White House and others to help them nawgate thru the news conferences and follow-up questions.
Thank you for your help on that! &

{U) Post-event has been__r_ela-tivelv'qUIet, but could still bubble up if the media or Snowden wants to push the issue.

| }ecdhﬁmended that we change the Q&A paper to an archive or “reference” document so that we can
respond quickly to any further issues on this release...and to create a living document should there be any further
queries on the release or any potential discoveries of similar evidence as the investigation continues. We will post this
paper in the appropriate MLTF action folder (MLTF 1602} as well as the talking points areas.of the MLTF web site to
make it more accessible to Agency employees.

(V) Attached, please find the “reference” document for your review. It incorporates your most recent updates and
corrections, as well as some structure for readability for anyone who might follow us in the world of Media Leaks.

<< File: FINAL Q&A_archive doc_20140406.docx >>
(U) Would appreciate one last look by your offices before we post this on the MLTF web site.

Thank you again!

Rgds,
___________________________________________________________________________ th}{3l oL 300

Media Leaks T1ask Force

OPS 2B, 2B8090

969-5009 (s N

| (u)
—Classified-By
: L™ | IJJ r

Classification: CONFDENTIADNOFORN—




DOCID: 4249179

Classification: GONHBENTHALANOFORN—
TR

Classification: CONHBENTHALAANOEORN

Classification—GONHDBENHANOFORN—




DOCID: 4249179

'National Security Agency
" Media Leaks Task Force

Date: 06 June, 2014
Re:  (UFFSH6y Reference Document: Q&A Prep for Snowden’s Claim of Concerns and
Notification

(U) Executive Summary

(UHFOB)-Following the NBC interview with Edward Snowden broadcast on 28 MAY 14, the
Intelligence Community decided to release the only krews-email exchange (known to exist at
the time) between Edward Snowden and the NSA Office of the General Counsel in which a basic
question of legal precedence was asked and answered by an OGC lawyer. A Question & Answer
paper was developed for US Government officials to provide background and unclassified
talking points to support the release at news conferences and any potential follow-up questions.
Selected portions of that paper were actually used by the public affairs offices at the White
House and ODNI level. -

(U/H0965- As the event progressed the Q&A package was modified to become the paper that
follows below. This new paper is intended to be a reference source for the event, or as a starting
point should any further evidence come to light in the continuing investigation-.

(U) Bolding and emphasis in this paper is primarily for the benefit of the reader, and is not
required to be included in any formal responses to queries on these topics.

(U) The Trigger Event

(U) Edward Snowden has repeated claimed to have made attempts to express his concerns about
the lawfulness of certain NSA activities to NSA colleagues, leadership, and through official
channels. The following serves as an authoritative accounting of facts as relates to this claim and
should be used as the basis for considering any responses related to these issues.

" (b)(3)-P.L. 86:36



‘DOCID: 4249179

/(b)(3)-P.L. 86-36
A (B)(B)
-CONFEENTATANOTFORN—

(U) Framing Questions

(UHFOESL

A. Did Snowden raise concerns with NSA as he said he did?

(U) We have found a single instance of one email inquiry by Edward Snowden to the office of
General Counsel asking for an explanation of some material that was in a training course he had
Jjust completed. The question was received and an answer was provided to Mr. Snowden. There
was not additional follow-up noted. There are numerous avenues that Mr. Snowden could have
used to raise other concemns or whistleblower allegations. We have searched for evidence of
outreach from him in those areas and have not discovered any engagements related to his
claims. ((Note: This paragraph was publicly released via the White House Press office on 29
MAY 14))

B. How did NSA respond to the NBC FOIA request?

(U) NBC issued a FOIA request for any and all evidence that Edward Snowden had formally
filed his concerns with Agency authorities. The FOIA request was being handled according to
the normal process when it was overtaken by a decision on the part of the NSA Director to
release the text of the one e-mail referenced above.

(U6 Shortly after noon on 28 May 2014, NSA provided the response to Question A.
above, along with a redacted version of the one email inquiry. A copy of that redacted version is
stored in MLTF Action folder 1602.

(UMFeE03 NSA contacted NBC the following week to close out the request and informed them
that the one email that responded to their inquiry was now public record for all.




‘DOCID: 4249179

CONFIDENTIALNOTFORN—

NSA Background to Potential Q& A Responses:

1. What is the training and awareness provided to government and contractor
employees about reporting activities they perceive to be inconsistent with law and
policies?

Training

(U) NSA/CSS provides training to all employees in order to maintain a high degree of
sensitivity to, and understanding of the intelligence-related laws, regulations and policies
associated with the protection of privacy rights during mission operations. Throughout the
curriculum, the instruction repeatedly emphasizes the employee’s responsibility to report
questionable activity and the mechanisms to do so.

(UHFOH0) Selected courses are mandatory before an employee (civilian, military or contractor)
can gain access to certain SIGINT operational systems. These specific training courses discuss
the limitations of SIGINT authorities and mission operations to include reminders and guidance
about who to contact with questions about scope of authorities, and who to contact if there are
known or even potential compliance concems.

The Basics -- OVSC1000

(U) Below are examples from NSA’s core Intelligence Oversight (I0) course “NSA/CSS

Intelligence Oversight Training” (OVSC1000). This course provides training to all employees

in order to maintain a high degree of sensitivity to, and understanding of the intelligence-related

laws, regulations, and policies associated with the protection of U.S. person privacy rights during o
mission operations.

(U) Most contractors are required to take this course. However, it is not mandatory
for all contractors and will depend on their assignment, duties, and the stipulations of
their controlling contract. Snowden’s role as a systems administrator supporting SIGINT
operations, and later as an analyst-in-training in APR -MAY 2014 would clearly place
| him in this-the category of those required to complete OVSC1000. e (b)(3)-P.L. 86-36

(b)(5)

—EHNFN.B. Snowden’s training record is considered Personally [dentifiable
Information, and the protection or dissemination of that information is governed by U.S.
law and Agency policy, and is not part of this Q&A paper. For more i i
nowden's database accesses, skill set, and training record, see actiow
&for more information.
‘ (U) In OVSC1000, sStudents are familiarized with the major tenets of core 10 documents,
including Directive Type Memorandum (DTM) 08-052: “DoD Guidance for Reporting

Questionable Intelligence Activities and Significant or Highly Sensitive Matters.” The
| following are examples of guidance provided within ©¥SE4060-the course:

vttt —
“Breetrrifr 2 639ttT—
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(U) If you become aware of a violation of the authorities, you should report it
immediately. If you are unsure if a violation has been committed, consult with your
manager, your organization’s 10 representative, or Compliance organization. You may
also contact the NSA OGC or the NSA/CSS Office of the Inspector General or OIG for

assistance.,

(U) It is important for personnel to understand that for purposes of intelligence activities
governed by E.O. 12333, DoD Regulation 5240.1-R contains the approved procedures
Jor use within DoD. These procedures also reflect DoD policies for employee conduct
that require you to be familiar with restrictions on the collection, retention and
dissemination of U.S. person information and the responsibility to report guestionable
intelligence activities to the NSA OGC or NSA/CSS IG.

(U) Employees shall report any questionable activity to the NSA OGC or NSA/CSS
OIG. A questionable activity is defined as any conduct that constitutes, or is related to,
an intelligence activity that maybe unlawful or contrary to executive order, presidential
directive, or applicable DoD policy. Employees may also report questionable activities
directly to the DoD General Counsel or Assistant to the Secretary of Defense for
Intelligence Oversight, ATSD(10).

(U) DIRNSA is also responsible for ensuring that no adverse action is taken against an
employee because the emplovee reports a questionable intelligence activity pursuant to
the established procedures. In addition, DTM 08-052 contains specific requirements for
reporting to the President’s Intelligence Advisory Board questionable intelligence
activities and significant or highly sensitive matters that could potentially impugn the
reputation or integrity of the DoD Intelligence Community or otherwise call into question
the propriety of an intelligence activity. Should you need clarification or have questions
about the reporting requirements for possible significant or highly sensitive matters, you
should consult with your manager, your compliance organization, the NSA OGC or the
NSA/CSS 0IG.

(U) Report questionable or significant and highly sensitive intelligence activities to the
NSA OGC or NSA/CSS OIG. You can find contact mformaﬂan can be found in the
Resources section.

i

Awareness

(U/AFOH03 NSA employees are provided information on how to report concerns regarding their
work, or their work environment in a number of different venues to include formal training,
briefings to large and small audiences, Agency static and electronic billboards and wall displays,
and Agency-wide emails and announcements. All employees are made aware of how they may
report concerns, even anonymously, within or outside their supervisory management chain. The
relevant processes are reinforced in recurrent, mandatory training. Depending on the particular
issue and individual circumstances, NSA employees may report concerns through many different
avenues inside NSA, across the-Executive Branch, and to Congress. The NSA OIG websije

4 —Crssifted-Byt——
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provides information about submitting hotline complaints and addresses anonymity and
confidentiality concerns.

(U) Prior to the Snowden incident (pre-MAY 2013), the OIG issued a number of agency-all
messages summarizing investigation results of illegal activity and messages covering policies
and avenues for reporting suspected mismanagement and violations of law, policy, and
regulations. While not every IG report during this time frame dealt with intelligence matters,
they all contained the following statement about the mission of the OIG and how concerns can be
reported:

The NSA Office of the Inspector General actively investigates allegations of fraud against
the Agency. The OIG is committed to eliminating fraud, waste, mismanagement of
Agency resources, and abuse of authority. If vou are aware of potential fraud, waste, or
abuse, please report your concern to the OIG by visiting the Hotline office in 2B708S8,
calling 963-5023, or visiting the OIG Hotline website. You may remain anonymous when
submitting concerns to the OIG Hotline. If you choose not to remain anonymous, your
identity will be protected.

(U) After MAY 2013 and the issuance of NSA/CSS Policy 1-60, the IG issued a specific
message addressing reporting policies and how to submit concerns in JUN 2013 and repeated
this message in 2014,

(U) Within the Agency and the Federal Government, there are several avenues for
reporting suspected mismanagement and violations of law, policy, and regulations. We
recommend that you first try to resolve problems by bringing them to the attention of your
leadership: managers are often in the best position to assess concerns, recognize process
shortfalls, and take corrective action.

(V6 071f vou believe that management has not been able to resolve your concerns,
the Office of the Inspector General (OIG) can assist. NSA/CSS Policy 1-60 requires that
NSA/CSS personnel report to the OIG possible violations of law, rules, or regulations;
mismanagement; gross waste of funds; misconduct by senior officials; or abuse of
authority. A complainant's identity is protected by law, and NSA/CSS Policy 1-62 protects
employees from reprisal for communications with the OIG. You can contact the OIG by
telephone (963-5023), in person (OPS 2B7088), or anonymously through our Web site
("go IG").

(U} The Intelligence Community Whistleblower Protection Act (ICWPA) allows employvees
to report "urgent concerns"” to the intelligence committees of Congress. A complaint made
in accordance with the ICWPA ensures that your concerns are addressed and that
classified information is protected. ICWPA complaints are made through the NSA/CSS
OIG or the Department of Defense IG.

(U} If you have questions about how to report a concern, go to the IG Web site (“go IG")

or contact the IG Hotline (ighotline@nsa.ic.gov) on NSANet. Contact the U.S. Cyber
Command I kibout problems involving that organization.
. . ~ (b)(3)-P.L. 86-36
(b)(3)-P.L. 86-36 . $
—Dared—26670+68—
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(B)(5)

2. What are the mechanisms by which that reporting can occur?

| (U/H0H6% There arevarious mechanisms by which reporting can occur. Employees and
contractors may provide information to the DoD OIG, IC OIG, NSA OIG| anonymously, the OIG ___.]
website via phone, in writing or to various offices within NSA such as:

the Office of Equal Employment Opportunity & Diversity,

the Office of the Director of Compliance,

the Office of the General Counsel, and
the Privacy and Civil Liberties Office.
the Associate Directorate for Security & Counterintelligence

(U) The IG Act of 1978, as amended by the Intelligence Community Whistleblower Protection
Act (ICWPA), also provides contractors and employees of intelligence agencies a mechanism for
reporting to Congress classified information alleging wrongdoing. Employees may contact the
intelligence committees directly only if the employee — -

a) before making such a contact, furnishes to the head of the establishment, through the
Inspector General, a statement of the employee’s complaint or information-and
notice of the employee’s intent to contact the intelligence committees directly; and

b) obtains and follows from the head of the establishment, through the Inspector
General, direction on how to contact the intelligence committees in accordance with
appropriate sccurity practices.

3. What is the process, accountability for addressing such reports?

| (UMAEE0). When an allegation is presented to the NSA OIG or referred to them by an internal
agency element, the OIG Investigations Division reviews it to determine the appropriate action.
The NSA OIG also responds to referrals from external agencies when appropriate. Complaints
regarding systemic process problems may be referred to the OIG Audit or Intelligence Oversight
Divisions. Concerns involving violations of law or policy are pursued via a preliminary inquiry,
and if warranted, via an investigation, by the Investigations Division. All complaints and their
outcomes are tracked through the Inspector General case management system.

(U) If an inquiry is reported directly to Congress and a copy is not provided to Agency
authorities (see Question 2 above), then the NSA OIG may not have knowledge of such a
request. )

p . ; I I e B)BRPLL. 86.36
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4. Is there a record of these kinds of inquiries and responses?

(U167 The NSA OIG keeps a record of all inquiries and actions taken.

5. Do we [NSA| have any examples of reported activity which resulted in corrective
measures? .

(U/AFOB63-Activity that is found to be a violation of law, directive, or policy is thoroughly
reviewed to determine corrective action. NSA’s incidents are most often tied to human error or
technical malfunction that is corrected by local management within the capabilities of the
existing systems in consultation with the NSA OIG and senior leadership. As of JUN 2014 and
as previously reported to the intelligence committees, the OIG is aware of thirteen instances of
intentional misuse of the SIGINT system by individuals over the last 10 years. Most were
referred to the Department of Justice, and eventually ended with the departure of the employee
involved. Auditing and monitoring processes in the operational areas where many of these
violations took place were significantly modified or improved.

(UFFSEE) Other than violations reported by NSA OGC to the Department of Justice, we are
not aware of any SIGINT programs or activities that are inconsistent with the law. Each quarter,
the OIG and OGC review reported instances of non-compliance with SIGINT and Information
Assurance authorities that are typically the result of human error or technical malfunction. These
matters are addressed by local management or through other corrective actions taker-both
directed by, and in concert with,by NSA’s compliance organizations.

6. (OGC) Did we receive correspondence from Edward Snowden about his
concerns?

7. (OGC) If so, in what form, on what dates and with what specificity as to content?

8. (OGC) Were his inquiries responded to? If so, how and when?

(U) No such correspondence has been discovered.

(U) NSA is unaware of any correspondence Edward Snowden had with the NSA Inspector
General, the Office of General Counsel, or his supervisors wherein he expressed constitutional
concerns about NSA’s intelligence operations or authorities. We have found one instance of an
e-mail inquiry to the office of General Counsel asking for an explanation of the content of some
training material.

(U) On Friday 5 April 2013 at about 4PM, Edward Snowden sent an email to the Office of
General Counsel questioning the hierarchy of several NSA authorities identified in a training
course.

Berived-From-NSALCSSMI-53
—Drrtet20070408—
—Declassify-On-2039066+—
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(U) The inquiry did not raise any concerns with the substance of any particular statute, Executive
Order, policy, or regulation.

(U) The inquiry did not suggest that NSA was violating any legal authority; nor did the inquiry
question whether NSA had authority to conduct specific operations.

(U) On Monday 8 April 2013, the next business day, the Office of General Counsel responded to
| his question and the attorey offered to discuss the issue further if he desired to do so, There is
no evidence that any additional correspondence or contact occurred on this matter.

9. (Q/TD) How was our search for any correspondence from him conducted?

(UHFOEE3 As of JUN 2014, the investigation was still ongoing.. We have reviewed all of the
email and NSANet social media posts authored by Edward Snowden which we have been able to
obtain. This review has included manual reviews of his email and posts, as well as searches of
that email tailored to identify any responsive correspondence.

(U/A9H63- We have located additional email between Snowden and members of Office of
General Counsel and Oversight and Compliance relating to his job duties and work on
troubleshooting IT issues, but these emails do not contain any questions or concerns about the
legal authorities under which NSA operates.

10. (Q/TD) Was it exhaustive and authoritative?

(U/H0e3- Given the importance of this issue and the repeated claims by Mr. Snowden, the
effort to uncover any written or recollected evidence of these engagements has been thorough
and involved cognizant authorities in each area of review.

11. (Q/TD) Is it possible there is correspondence we overlooked, didn't record?

e : - (b)(3)-P.L. 86-36
(UAFOHOY We cannot completely rule out the possibility that something may have been 7 b)E)

overlooked, but we have high confidence that the searches and interviews for relevant
information we undertook would have uncovered evidence of assertions that rise to the level of
outreach and protestation claimed by Mr. Snowden. They have not.

(UHFEEeY
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From: e l\lSA—Dl USA CIV

To: e [NSA-D1 usa civ
G Nsa-D14 usa v
Subject: .~ FW: (U) Q&A: Snowden Concerns

“Dater Wednesday, June 04, 2014 12:14:12 PM

e Attachments: FINAL Snowden concerns OA Ver3 ! Iodoc—comments,docx

“Classification: UNCLASSIFIEDHFOR-BFFEATHSEONEY—

I:lPIease review ind T had this last week while you were out, but it's not final so there is
‘new opportunity today.

DepuTy Inspecfor' General, NSA/CSS

063-3544 secure
L ] emel

2B8076 OPS 2B Suite 6247

"Tell me what you know. Tell me what you don 3 know Tell me what you think. Always distinguish
‘which is which." - :

- Colin Powell

From:| [NSA-D4 USA CIv

. Sent: € 04, 2014 12:04 P!
 To: NSA-S3M2 USA CIv: saD23 Usacv;[  JNSA-D4 UsA
Qv NGA-D14 USA CIV;] M NSA-Q USA CIV

I_E._DI_Q.GC_MEQI.: Leaks (ALIAS) D23: DI ODOC Medialeaks (ALIAS) D4; DL d_ig_tasker (ALIAS) D;

SA-D USA Clv; NSA-D USA CIv; DL Q_REGISTRY
Subject: RE: (U) Q&A: Snowden Concerns

Classification: UNCLASSIFIEDHOR—OHEHAEHSEONEY-

—

Thank you for the opportunity to review. ODOC comments are incorporated into the

attached document.

| Best regards,

Approved for Release by NSA on 11-13-2015, FOIA Case #78137
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| ccep
Training Program Manager
Office of the Director of Compliance, D4

OPS 2: 2B8054

Personal: 963-25 10 (S), (b) .............................................. R 'tb}{sj_P‘L 86.36

Office: 963-1705 (s), By

DropBox: http://urn.nsa.ic.gov/dropbo

(UHFEH0)—

From| NSA 532 USA CIV

Sent: Monday, June 02, 2014 5:59 PM_
To: | [NSA'D23 USA CIV; NSA D4 USA C1V; INsA-D14 USA CIv;

M NSA-Q USA CIV

ialeaks (ALIAS) D23; DL ODOC Nedialeaks (ALIAS) D4; DL d_ig_tasker (ALIAS) D;
SA-D USA CIV; NSA-D USA CIV; DL Q_REGISTRY

Subject: (U) Q&A: Snowden Concerns

Classification: UNCLASSIFIEDHFOR-OFHEAEDSEONEY—

{b)(3)-P.L. 86-36
(b)(5)

Thank you for all your input and commentary for the__Q&'A backage supporting the release cﬁ‘
the Snowden-OGC email. When we first assembled this package |

..s0 we thank you for that!

We have not fielded any follow-on questions about Snowden’s claim, or his reaction to the
release...so far. But, we will continue to develop this package for the factual history and as
a hedge against any future questions.

Now that the email has been release and the media has completed at least one swirl on
Snowden’s response|:|thought we should revisit this package and place it into the
MLTF library as a “source document” for future related releases, and to continue serving as
the authoritative statement about the Agency’s effort to find and report on any efforts by
Snowden to communicate his concerns to NSA management or authorities.

Attached is mark up, toinclude some new verbiage to show that the initial event has

(b)(3)-P.L. 86-36
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passed. | have already accepted all of his “cosmetic” narrative changes to make it a little
easier toread; however, |retained afew of his “commentary” boxes and at least one mark-
up that | will need your help to resolve before going final.

<< FI|E FENAL_SFIOWden_concemS_QA_Ver3 jOCX g (b)(3)-P.L. 86-36

And..| have not forgotten that some of you made similar comments about the purpose of
this package, and if some of the Q&A’s might be more appropriate for another paper...or
even as a classified addendum to this package. We can still consider those here in this
version.

Would welcome your thoughts and advice!

| would like to go final onthis by COB TUE, or WED at the latest. Please let me know if
that’s not possible.

Thank you!

[ ] B S C————

Media Leaks Task Force
OPS 2B, 2B8020

969-5009 (s)

i
Classification: UNCLASSIFIEDAFOR—GHEHAETUSEONEY-

Classification: UNCLASSIFIEDHAOR—OSHCAETBSEOSNEY—

Classification: UNCLASSIFIED/HFOR—OHFHCHAEHSEONEY-—
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{U) Edward Snowden has repeated claimed to have made attempts to express his concerns about the

lawfulness of certain NSA activities to NSA colleagues, leadership, and through official channels. The ~ (b)(3)-P.L. 8638
following serves as an authoritative accounting of facts as relates to this claim and should be used as b)5) :

the basis for considering any responses related to these issues. s ==

Framing questions

Framing questions

A. Did Snowden raise concerns with NSA as he said he hid[?

(U) We have found a single instance of one email inquiry by Edward Snowden to the office of General

Counsel asking for an explanation of some material that was in a training course he had just completed.
The question was received and an answer was provided to Mr. Snowden. There was not additional
follow-up noted. There are numerous avenues that Mr. Snowden could have used to raise other
concerns or whistleblower allegations. We have searched for evidence of outreach from him in those
areas and have not discovered any engagements related to his claims. ((Note: This paragraph was
publicly released via the White House Press office on 29 MAY 14))

B. How did NSA respond to the NBC FOIA request?

(U) The FOIA request was being handled according to the normal process when it was overtaken by a
decision on the part of the NSA Director to release the text of the one e-mail referenced above.

(UHFEHeShortly after noon on 28 May 2014, NSA provided the paragraph in response A, above along
with a redacted version of the one email inquiry. The copy of that redacted version is stored in MLTF
Action folder 1602.

(U//FOUO) NSA contacted the FOIA originator NBC to close out the request.

NSA Background to Potential Q&A Responses:

1. What is the training and awareness provided to government and contractor employees
about reporting activities they perceive to be inconsistent with law and policies ?

(U) Fhe-NSA/CSS comprehensive—hiission-Comphiance—Pragrarm-provides training to all employees in
order to maintain a high degree of sensitivity to, and understanding of the intelligence -related laws,
regulations and policies associated with the protection of privacy rights during mission operations.

Throughout the curriculum, the instruction repeatedly emphasizes the employee’s responsibility to

UNCLASSIFIED OO St ot
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report questionable activity and the mechanisms to do so.

(UA#Fe6)- INSA encourages employees to report concerns regarding their work or work environment in ___.
a number of different venues to include formal training, briefings to large and small audiences, Agency

static and electronic billboards and wall displays, and Agency-wide emails and announcements . All
employees are made aware of how they may report concerns, even anonymously, within or outside

their supervisory management chain. The relevant processes are reinforced in recurrent, mandatory
training. Depending on the particular issue and individual circumstances, NSA employees may report
concerns through many different avenues inside NSA, across the Executive Branch, and to Congress. The

NSA OIG website provides information about submitting hotline complaints and addresses anonymity

and confidentiality concerns.

| (U /#PEH8The NSA OIG also provides briefings on how to report concerns to various NSA training
classes, including the new hire orientation class, mid-level leadership classes, and other classes specific

to skill communities, such as }:cntr’actingL_L G

(U/HE0OT Selected courses are mandatory before an employee (civilian, military or contractor) can X
gain access to certain SIGINT operational systems. These specific training courses discuss the limitations

of SIGINT authorities and mission operations to include reminders and guidance about who to contact

with questions about scope of authorities and who to contact if there are known or even potential

compliance concerns.

(U) Below are examples from NSA’'s core Intelligence Oversight (I0) course “NSA/CSS Intelligence

Oversight Training” (OVSC1000). This course provides training to all employees in order to maintain a
high degree of sensitivity to, and understanding of the intelligence-related laws, regulations, and
policies associated with the protection of U.S. person privacy rights during mission operations.

(U) #4amy-Most contractors are required to take this course. However, it is not mandatory for all
contractors and will depend on their assignment, duties, and she-reguirements—afr the stipulations of
their controlling contract.

(U) Students are familiarized with the major tenets of core |0 documents, including Directive Type

Memorandum (DTM) 08-052: “DoD Guidance for Reporting Questionable Intelligence Activitiesand ____ . -~{ Formatted: Font: Not Bold

Significant or Highly Sensitive Matters.” The following are examples of guidance provided within the_
0OVSC1000 course:

(U) jf you become aware of a violation of the authorities, you should report it immediately. If you ‘._---[ Formatted: Font: Not Bold

are unsure if a violation has been committed, consult with your manager, your organization’s 10 -[ Formatted: Font: Not Bold

representative, or Compliance organization. You may glso contact the NSA OGC or the NSA/CSS __,_.[ Formatted: Font: Not Bold

A

Office of the Inspector General or OIG for assistance.

(U) It is important for personnel to understand that for purposes of intelligence activities
governed by E.O. 12333, DoD Regulation 5240.1-R contains the approved procedures for use
within DoD. These procedures also reflect DoD policies for employee conduct that require you to
be familiar with restrictions on the collection, retention and dissemination of U.S. person

information and the responsibility to report questionable intelligence activities to the NSA OGC __--[ Formatted: Font: Not Bold

orNSA/CSS IG. T e

-{ Formatted: Font: Not Bold

UNCLASSIFIED/ rER—SFHEhttstahtr-
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questionable activity is defined as any conduct that constitutes, or is related to, an intelligence
activity that maybe unlawful or contrary to executive order, presidential directive, or applicable

DoD policy. Employees may also report questionable activities directly to the DoD General ,.—-[ Formatted: Font: Not Bold

Counsel or Assistant to the Secretary of Defense for Intelligence Oversight, ATSD(l O).

{U) DIRNSA is also responsible for ensuring that no adverse action is taken against an employee
because the employee reports a questionable intelligence activity pursuant to the established

procedures. In addition, DTM 08-052 contains specific requirements for reporting to the _ ____,_--LFnrmatnad: Font: Not Bold

President’s Intelfigenc e Advisory Board questionable intelligence activities and significant or
highly sensitive matters that could potentially impugn the reputation or integrity of the DoD
Intelfigence Community or otherwise call into question the propriety of an intelligence activity.
Should you need clarification or have questions about the reporting requirements for possible

significant or highly sensitive matters, you should consult with your manager, your compliance ,_—-[ Formatted: Font: Not Bold
organization, the NSA OGC or the NSA/CSS OIG.

(U) Report questionable or significant and highly sensitive intelligence activities to the NSA 0GC _,-[ Formatted: Font: Not Bold
or NSA/CSS OIG. You can find contact information can be found in the Resources section. ____-[ Formatted: Font: Not Bold

(U) The OIG also issues agency-all messages covering policies and avenues for reporting suspected

mismanagement and violations of law, policy, and regulations. The following is a recent example of a
Senior Executive Message from Dr. George Ellard, NSA/CSS Inspector Fenerait e

(U) Within the Agency and the Federal Government, there are several avenues for reporting N

suspected mismanagement and violations of law, policy, and regulations. We recommend that ‘\
you first try to resolve problems by bringing them to the attention of your leadership; managers 3
are often in the best position to assess concerns, recognize process shortfalls, and take corrective i
action.

(U/HReua-if you believe that management has not been able to resolve your concerns, the Office
of the Inspector General (OIG) can assist. NSA/CSS Policy 1-60 requires that NSA/CSS personnel
report to the OIG possible violations of law, rules, or regulations; mismanagement; gross waste

of funds; misconduct by senior officials; or abuse of authority. A complainant's identity is
protected by law, and NSA/CSS Policy 1-62 protects employees from reprisal for communications
with the OIG. You can contact the OIG by telephone (963-5023), in person (OPS 2B7088), or
anonymously through our Web site ("go IG").

(U) The Intelligence Commu nity Whistleblower Protection Act (ICWPA) allows employees to :

report "urgent concerns" to the intefligence committees of Congress. A complaint made in '[.b}{3]-P.L. 26.35
accordance with the ICWPA ensures that your concerns are addressed and that classified (b)(5)
information is protected. ICWPA complaints are made through the NSA/CSS OIG or the

Department of Defense 1G.

(U) If you have questions about how to report a concern, go to the IG Web site ("go IG") or
_contact the |G Hotline (ighotline@nsa.ic.gov) on NSANet. Contact the U.S. Cyber Command IG
hbout problems involving that organization.

UNCLASSIFIED/AFOR=BFFErt ot
(b){3)-P.L. 86-36
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2. What are the mechanisms by which that reporting can occur?

(UAFEHEFhe IG Act of 1978, as amended by the Intelligence Community Whistleblower Protection
Act (ICWPA), also provides contractors and employees of intelligence agencies a mechanism for
reporting to Congress classified information alleging wrongdoing. An employee or contractor may - (b)(3)-P.L. 86-36
provide information to the OIG anonymously, via phone, the OIG website, or in writing. Within NSA, 7 (b)(5)
employees and contractors may also raise concerns with offices as diverse as:

the Associate Directorate for Security & Counterintelligence,

the Office of Equal Employment Opportunity & Diversity,

the Office of the Director of Compliance,

the Office of the General Counsel, and

the Privacy and Civil Liberties Office.

3. What is the process, accountability for addressing such }eportsl"‘ __________________________
(UfFee4 When an allegation is presented to the OIG or referred to them by another agency element,
the OIG Investigations Division reviews it to determine the appropriate action. Complaints regarding
systemic process problems may be referred to the OIG Audit or Intelligence Oversight Divisions.
Concerns involving violations of law or policy are pursued via a preliminary inquiry, and if warranted, via

an investigation, by the Investigations Division. All complaints and their outcomes are tracked through
the Inspector General case management system.
If an inquiry is reported directly to Congress, the NSA OIG may not have knowledge of such a request.

4. Isthere arecord of these kinds of inquiries and responses?

(U/HeE84-The OIG keeps a record of all inquiries and actions taken.

5. Do we have any examples of reported activity which resulted in corrective measures?

(U/HeOT Activity that is found to be a violation of law, directive, or policy requires some corrective
action. NSA’s incidents are most often tied to human error or technical malfunction that is corrected by
local management within the capabilities of the existing systems in consultation with the OIG and senior
leadership. As previously reported to the intelligence committees, the OIG is aware of thirteen
instances of intentional misuse of the SIGINT system by individuals over the last 10 years. Most were
referred to the Department of Justice, and eventually ended with the departure of the employee
involved. Auditing and monitoring processes in the operational areas where many of these violations
took place were significantly modified or improved.

UNCLASSIFIED [#FoR—t it it
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(U884 Other than violations reported by OGC to the Department of Justice, we are not aware of
any SIGINT programs or activities that are inconsistent with the law. Each quarter, the OIG and OGC
review reported instances of non-compliance with SIGINT and Information Assurance authorities that
are typically the result of human error or technical malfunction. These matters are addressed by local
management or through other corrective actions taken by NSA’s compliance organizations.

6. (OGC) Did we receive correspondence from Edward Snowden about his concerns?
7. (OGC) If so, in what form, on what dates and with what specificity as to content?
8. (OGC) Were his inquiries responded to? If so, how and when?

{U) No such correspondence has been discovered.

(U) NSA is unaware of any correspondence Edward Snowden had with the Inspector General, the Office
of General Counsel, or his supervisors wherein he expressed constitutional concerns about NSA's
intelligence operations or authorities. We have found one instance of an e-mail inquiry to the office of
General Counsel asking for an explanation of the content of some training material .

(U) On Friday 5 April 2013 at about 4PM, Edward Snowden sent an email to the Office of General
Counsel questioning the hierarchy of several NSA authorities identified in a training course.

(U) The inquiry did not raise any concerns with the substance of any particular statute, Executive Order,
policy, or regulation.

(U) The inquiry did not suggest that NSA was violating any legal authority; nor did the inquiry question
whether NSA had authority to conduct specific operations.

(U) On Monday 8 April 2013, the next business day, the Office of General Counsel responded to his

question and the attorney offered to discuss the issue further if he desired to do so There is no evidence
that any additional correspondence or contact occurred on this matter.

9. (Q/TD) How was our search for any correspondence from him conducted?

- (b)(3)-P.L.86-36
(b))

(U+=868+ We have located additional email between Snowden and members of Office of General
Counsel and Oversight and Compliance relating to work on troubleshooting IT issues, but these emails
do not contain any questions or concerns about the legal authorities under which NSA operates.

UNCLASSIFIED //Fof—SrrrEh-SeOhey
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UNCLASSIFIED /SRSt

10. (Q/TD) Was it exhaustive and authoritative?

(ULRSHSY .Given the importance of this issue and the repeated claims by Mr. Snowden, the effort to

uncover any written or recollected evidence of these engagements has been thorough and involved
cognizant authorities in each area of review.

11. (Q/TD) Is it possible there is correspondence we overlooked, didn't record?

_____ -1 Formatted: Font: 11 pt
but we have high confidence that the searches and interviews for relevant information we undertook

would have uncovered evidence of assertions that rise to the level of outreach and protestation claimed
by Mr. Snowden. They have not.

‘,_—-[ Comment [.9]: why?

15}'{3;-91_. 86-36
(b)(5)

UNCLASSIFIED/Hof~SFre
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{b)(3)-P:L-86-36 .

Fromi .. | LSA—DI USA CIV
To: i T Nsap1 usa civ
Subject: RE: '(U)' ACTION: Q&A: Snowden Concerns
Date: Wednesday, June '04','-2014__?_:34:14 AM
Attachments: n Ve

f e

Classification: UNCLASSIFIEDHEOR-SFREAEHSEOREY—

See attached — | have a few more comments about things that need some
work/clarification in addition to what you mention below. Regarding the agency alls, we
talk about reporting mechanisms on all messages that we send out — for example:

 Counsel to the Inspector General

. they aren’t as focused as the two you mention, and we might need to massage the words a
U ittle.

.'E__Néi___tional Security Agency/Central Security Service

963-0946 (s)

From:L_______ INSA-D1 USA CIV
Sent: e 03, 2014 3:51 PM
To NSA-D1 USA CIV

Subject: FW: (U) ACTION: Q&A: Snowden Concerns

emaining text is duplicated
n DOCID 4249180

Approved for Release by NSA on 11-13-2015, FOIA Case #78137
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INSA-DJ09 USA CTR

From: Green Miller Marci L NSA—DNi USA CIV

Sent: Tuesday, May 27, 2014-8:27 AM

To: | NSA-D USA CIV

Cc: DL medialeaks_core (ALIAS) D; DL PAOMedia (ALIAS) DN1

Subject: RE: (U) REPLY: (U) FORWARDED FOR FOLLOW-UP: (U) REPLY: SSCI Expectations

Regarding NBC Snowden Story

Classification: CONHDENTATHANOTFORN-

Yes, Sir. | |

Marci

(U) Marci L. Green Miller

NSA Public Affairs Office I et " (b)(3)-P.L. 86-36

Personal:l h/969:75d3-5- i

PAO Office:] |B/969-7499S .

Media Line: 301-688-6524 T o .
BlackBerry:| ol e (b)(5)
Unclass email:| |
From{ INSA-D USA CIV

Sent: Tuesday, May 27, 2014 8:25 AM

To: Green Miller Marci L NSA-DN1 USA CIV

Cc: DL medialeaks_core (ALIAS) D; DL PAOMedia (ALIAS) DN1 _

Subject: (U) REPLY: (U) FORWARDED FOR FOLLOW-UP: (U) REPLY: SSCI Expectations Regarding NBC Snowden Story

Classification: CONFDENTATNOFORN—

(U/#6+ Thanks Marci. | assumel I
Thanks,
.......................................................................... ;5'5::}“:[.!!}{3]-".].. 8636
Media Leaks lask Force E
National Security Agency/Central Security Service
OPS 2B_2B8090
JWICS
UNCL
NSTS 969-5011
BLACK
From: Green Miller Marci L NSA-DN1 USA Clv-
Senlt.luaadax._lﬂmzlz‘ 2014 8:21 AM .~
To: SA-D USA CIV; DL PAOMedia (ALIAS) DN1
Cc: Fleisch Frances J NSA-D USA CIV; Stone Corin R USA CIV; De Rajesh NSA-D2 USA CIV; NSA-D2
USA C1v;| [NSA-D28 USA CIV; Brooks Elizabeth R NSA-DC USA CIV; Ensor Leoinel K NSA-Q USA CIV;

1

Approved for Release by NSA on 11-13-2015, FOIA Case #78137
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L INSA-Q3 USA CIV; NSA-D USA CIV; Bauman Ethan L NSA-DL USA CIV; I
A NSA-DL USA C1V; | NSA-F32 USA C1v; P |NSA-D USA C1v;f I\ISA—D USA
civ; SA-D USA CIV; DL medialeaks_core (ALIAS)D - )

Subject: RE: (U) FORWARDED FOR FOLLOW- UP (U) REPLY: SSCI Expectatlons Regardlng NBC Snowden Story
Importance: High :

Classification: -CONHBENTHAENOTFORN

, " b)P.L 86:36
Sir,

Please let me know if you have any questions/concerns.

Thanks, (b)(3)-P.L. 86-36
Marci (b)(5)

(U) Marci L. Green Miller

NSA Public Affairs Office o
Personal: B/969-7503 5.
PAO Office B/969-7499S .-
Media Line: 301-688-6524 e
BiackBerry:I b

Unclass email:] 1 A

From: NSA-D USA CIV

Sent: Tuesday, May 27, 2014 8: 01 AM -

To: DL PAOMedia (ALIAS) DN1 -~ .~ '

Cc: F|e|5fh Frances ] NsA-% USA C1V; Stone Corin R USA CIV; De Rajesh NSA-D2 USA C1V; | |NSA—DZ
LISA CIV. NSA-D28 USA CIV; Brooks Elizabeth R NSA-DC USA CIV; Ensor Leoinel K NSA-Q USA Cl1V;

SA- 03 USA C1V; NSA-D USA CIV; Bauman Ethan L NSA-DL USA CIV;] ]

A NSA-DL USA Cl1V, NSA- ; 'VI NSA-D USA C1v;| NSA-D USA
Clv SA-D USA CIv; DL medlaleaks core (ALIAS) D
Subject: ARDED FOR FOLLOW-UP: (U) REPLY: SSCI Expectations Regarding NBC Snowden Story

Importance: High

Classification: €OoNHBENTHALANCGEORA-

TO: ML PAO

—{SHANE) Barring further direction or insight that would cause us to revisit, please take Admiral Rogers’ guidance as the
official NSA position in your approach to interagency and Washington Post engagement on this topic going forward.

Thanks,



DOCID: 4249194

Media Leaks Task Force
National Security Agency/Central Security Service
OPS 2B_2B8090

Jwics
Jic e st
NSTS o011

BLACK |:| ____________________________________________________________________________________________________________________

“ia-pL. 863

From: Rogers Michael S ADM NSA-unknown USA USN
Sent: Tuesday, May 27, 2014 6:16 AM

To: Ledaett Richard H Jr NSA-D USA CIV; lsapusacy / |
Cc: NSA-D28 USA CIV: Fleisch Frances J NSA-D USA CIV; Brooks Elizabeth R NSA-DC USA CIV; Grimes

Fle

Arlene U NSA-DN USA CIV;| NSA-D USA CIV; De Rajesh NSA-D2 USA C1V; | INsA-D2
USA C1V; Stone Corin R USA CIV; Vines Vanee M NSA-DN1 USA CIV; Ensor Leoinel K NSA-Q USA CIV: |

NSA-Q3 USA CIv; | NSA-Q31 USA CIV; Bauman Ethan L NSA-DL USA C1V; I\ISA—DL USA
Clv

Subject: RE: (U) REPLY: SSCI Expectations Regarding NBC Snowden Story
Importance: High

Classification "CONHBENTAEANCEORN—

| like Option 1.|

/r,
MSR
(b)(3)-P.L. 86-36

ADM Michael S. Rogers, USN (b)5)

Commander, U.S. Cyber Command

Director, NSA / Chief, CSS

FT George G. Meade, MD

NSA NET:] T ——— e i

From: Ledgett Richard H Jr NSA-D USACIV.- -
Sent: Monday, May 26, 2014 12:28 PM .

To: SA-D USA CIV B . _

Cc: NSA- : Fleisch Frances J NSA-D USA CIV; Brooks Elizabetlb_B._NSA;D_(‘_USL? CIV; Grimes
Arlene U NSA-DN USA C1V| i\l SA-D-USA CIV; De Rajesh NSA-D2 USA C1V; M NSA-D2

USA CIV; Stone Corin R USA CIV; Vines Vanee M NSA-DN1 USA CIV; Ensor Leoinel K NSA-Q USA CIV| |
NSA-Q3 USA civ;| SA-Q31 USA CIV; Bauman Ethan L NSA-DL USA CIV;| NSA-DL USA

CIV; Rogers Michael S ADM NSA-unknown USA USN
Subject: RE: (U) REPLY: SSCI Expectations Regarding NBC Snowden Story

Classification: -SONFENFHAEHNOFORN—

G

7 (b)(3)-P.L. 86-36
(b)(5)

vir,



DOCID: 4249194

Rick

: ="f“"(_;?:(3}-P.L. 86-36

Rick Ledgett
Deputy Director

From:| INsaD usa cv -
Sent: Monday, May 26, 2014 8:03 AM

To: Ledgett Richard H Jr NSA-D USA CIV e
Cc: NSA-D28 USA CIV; Fleisch Frances J NSA-D USA CIV; Brooks Elizabeth R NSA- DC USA CIV; Grimes

Arlene U NSA-DN USA CIVi} INSA-D USA CIV; De Rajesh NSA-D2 USA CIV; | . M NSA-D2
USA CIV; Stone Corin R USA CIV; Vines Vanee M NSA-DN1 USA CIV; Ensor Leoinel K NSA-Q USA CIV;]

NSA-Q3 USA CLV; | [NSA-Q31 USA CIV; Bauman Ethan L NSA-DL USA CIV;| NSA-DL USA
C1v

Subject: (U) REPLY: SSCI Expectations Regarding NBC Snowden Story
Importance: High

Classification: CoMNHBENHARNORFORN—

+ Arlene Grimes/Vanee Vines [0, LAO

Rick,
—f&H There has been extensive dialog on this on the low side. I'll try to capture the varied positions below, welcome
corrections from others if they feel | have not accurately captured positions as extracted from the e-mail train. Point of
clarification in the thread below, the outreach by Snowden was to an BGC i e the I

—(-GH-N-I'-}-Context
NBC did not contact USG about this story until they started promoting it publicly (Friday 23 May) and as of today

have not shared any specifics beyond the one question for which they are seeking comment (per NBC to DNI
PAO Turner and NSA PAQ Vines 23 May 8:42 AM low side)

NBC has a working relationship with Glenn Greenwald (per Vines 23 May 6:40 PM lowside)

Cognizent authorities have undertaken searches and analysis and have uncovered no additional contacts or
evidence of contacts from Snowden in which he expresses concerns about the lawfulness or appropriateness of
NSA activities.

Option 1 - Engage NBC in dialog before their program airs about our factual understanding (a single outreach noted,

barely relevant to his claims},l

'{B}{ay-P.L. 86-36
(b)(5)
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fb}{sj-P.L. 86-36
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IIIIIIIIIIII i (b)(3)-P.L. 86:36

................................................ (6)6)
Vedia Leaks Task Force . ~""(b)(3)-P.L. 86-36

National Security Agency/Central Security Service

OPS 2B 2B80%0

JWICS

UNCL

NSTS 869-5011

BLACK

From: Ledgett Richard H Jr NSA-D- USA CIV

Sent: Sunday, May 25, 2014 10:51 AM

To] JSA-D USA CIV; De Rajesh NSA-D2 USA CIV

Cc| INSA-D28 USA CIV; Fleisch Frances J NSA-D USA CIV; Brooks Elizabeth R NSA-DC USA CIV

Subject: FW: (U) REPLY: SSCI Expectations Regarding NBC Snowden Story
Importance: High

Classification -cEpHBENHALANOEORN—

Thoughts on this?

Rick Ledgett
Deputy Director

From: Rogers Michael S ADM NSA-unknown USA USN

Sent: Saturday, May 24, 2014 5:46 PM

To: Fleisch Frances ] NSA-D USA CIV

Cc: Ledgett Richard H Jr NSA-D USA CIV; Brooks Elizabeth R NSA-DC USA CIV; DL ddir_staff (ALIAS) S
Subject: RE: (U) REPLY: SSCI Expectations Regarding NBC Snowden Story

Classification:~CONHBENTAEMNOFORMN—

I"d love to share the specifics of the only e-mail we have that he sent the IG which asked a very broad question on the
hierarchy of law vs the direction in regulation and other publications and which never mentioned privacy concerns once.

6
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Ir,
MSR

ADM Michael S. Rogers, USN

Commander, U.S. Cyber Command

Director, NSA / Chief, CSS

FT George G. Meade, MD e () (3)-P.L. 86-36
NSA NET{| poe

SIPR: [ Joe

Comm]| I

From: Fleisch Frances J NSA-D USA CIV

Sent: Friday, May 23, 2014 4:50 PM

To: Rogers Michael S ADM NSA-unknown USA USN

Cc: Ledgett Richard H Jr NSA-D USA CIV; Brooks Elizabeth R NSA-DC USA CIV; DL ddir_staff (ALIAS) S
Subject: FW: (U) REPLY: SSCI Expectations Regarding NBC Snowden Story

Classification —"CONFDENTATNOFORN—

Sir

’

(UM Further details on the NBC interview of Snowden due to air next week.
Fran

Frances J. Fleisch
Executive Director
OPS2B 2B8036 Suite 6242 e l)BMPL 8636
963-6513] I PR T

http://urn.www.nsa/dropbox?

From: NSA-D USA CIV
Sent: Friday, May Z3, 2014 4:49 PM

To; SA-D USA CIV '
Cc SA-D USA C1v; NSA-D USA CIV
Subject: x LY: SSCI Expectal Tai NBC Snowden Story

Classification: GONFHBENHAEHNOFORN—

Fran,

The Edward Snowden interview by Brian Williams will be on Wednesday, May 28, at 10 PM. Williams went to Russia to
conduct the interview. Laura Poitras, Glenn Greenwald, and David Miranda may also be involved in the broadcast.__l

P.S. NBC contacted NSAPAO today with a question about the veracity of Snowden’s claim to have conta.cted NSA OGC or
some other compliancy body about this concerns. -

7 (b)(3)-P.L. 86-36
(b)(3)
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Media Leaks Task Force L
National Security Agency/Central Security Serwce pad

OPS 2B_2B8090
Jwics

UNCL

NSTS ~969-000b

BLAC

Froml \_I_SA-D USA CIV

Sent: Friday, May 23, 2014 12:38 PM

To:| INSA-DL USA CIV _ ]

Cc: Bauman Ethan L NSA-DL USA CIV; DL medialeaks_core (ALIAS) D; DL PAOMedla (ALIAS) DN1| |
NSA-D USA C1V} INSA-D 11SA CIV; Ledgett Richard H Jr NSA-D USA CIV; Fleisch Frances J NSA-D
USA CIV; Stone Corin R USA CIV; | INsA-D usa av: NSA-D USA C1V{| |

NSA-D USA C1V; PISA -F32 USA IV
Subject: (U) R : xpectations Regarding NBC Snowden Story

Classification: €oNABENTHAEANSFORN—

—{tE/ ) Received your note about SSCI Chair’s expectations for a “forceful” NSA response to the NBC broadcast next
week. Thanks for the heads up. You can help temper expectations by making clear that we were not aware of this story
before it was publicly advertised and until yesterday had not been contacted to respond to any issues. We have not
been and don’t expect to be given much if any detail beyond the public “teaser.” We can only crystal ball so much,
especially when the protagonist is not bound by facts or the truth. Our intent will be to be as aggressive and responsive
as we can be, bearing in mind thatl : I‘nay_ have their own views about how much we’ll be
allowed to say/do. i e

Regards,
(b)(5)
(b)(3)-P.L. 86-36

Media Leaks Task Force i ':b]'(3l -P.L.86-36
National Security Agency/Central Security Service R T
OPS 2B 2B8090

JWICS
UNCL

NSTS B
BLACK

Classification: CONHBENHAEHNORORN—
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Classification: -“CONHABENTAENOFORN—

Classification: CONFABENTATNOFORN™

Classification: CONHBENHAEANGFORN—

Classification: -SONFBENFHALHNOFORN—
Classification—CONEIDENTHMANOEORN—
Classification: CONFIDENTHANOFORN

Classification: -CONHBENTHAENOFORN—

9

C_L_ b ool By
R 5 ['w b tw 1 | Leriw | ="

DaTEt—26676468—

clacsifiad B””!"':'
Dated: 20070108
—Bectassify- Om—26390561+
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NSA-DJO9 USA CTR

From: e Vines Vanee M NSA-DN1 USA CIV

Sent: Tuesday, May 27, 2014 12:29 PM
To: NSA-D USA CIV
Cc: INSA- Q31 USA CIV; DL medialeaks_core (ALIAS) D; Grimes Arlene U
NSA.DN USA CIV; DL PAOMedia {ALIAS) DN1; De Rajesh NSA-D
NSA- D28 USA CIV| R |NSA D2 USA CIv; SA-~
D21 USA CIV . TR :
Subject: RE: (U) REPLY: (U) NBC's note today/ eaker

Classification: UNCLASSIFIED AFOR-OFCHAEDSEONEY-

| 'Eb}{sj-P.L. 86-36

No, sir. NBC hasn’t said anything else about the claim.

vanee’

From: NSA-D USA CIV i

Sent: Tuesday, May 27, 2014 12:18 PM .. '

To: \i -DN1 USA CIV ; /

Cc:l iNSA.—..Q31’ "USA C1V; DL medial ore (ALIAS) D; Grimes Arlene U NSA-DN U__SA C1V; DL PAOMedia

I_{Aﬂl De Rajesh NSA-D2 USA Cl1V; SA-D28 USA CIV;' '\lSA—DZ USA CIv;
NSA-D21 USA CIV

Subject: (U) REPLY: (U) NBC's note today/leaker

Classification: UNCLASSIFIED #HoR-oHHGHALESE-ONEY—

Vanee,

(U/#eH6e4 | agree with you.

Did-we get nothing further with respect to Snowden’s claim of having raised his concerns on

multiple occasions?

Regards, T bEeL 86
(b)5)

........................ ' '. {bH3} -P.L. 86-36

Media Leaks Task Force e
National Security Agency/Central Security Semce i

OPS 2B 2B80%0 - 0
JWICS
UNCL
NSTS 969-5011
BLACK

From: Vines Vanee M NSA-DN1 USA CIV

Se?t.lues:ian_t’lmgi?, 2014 12:08 PM i -

To NSA-D-USA C1v;] INSA-Q31 USA CIV; DL medialeaks core (ALIASF D; Grimes
Arlene U NSA-DN USA CIV; DL PAOMedia (ALIAS) DN1: De Rajesh NSA-D2 USA ClIV; SA-D28 USA
avj INSA-D2 USA CIV;lthSA—DZl USA CIV

1
Approved for Release by NSA on 11-13-2015, FOIA Case #78137
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Importance: High
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DOCID: 4249196 i .-I‘I-“-.,.-‘.(l_.,us}-P.L‘ 86-36

From: Green Miller, Marci L

Sent: Wednesday; May 28, 2014 1:42 PM e | g’gg}
To: DL PAOMedia S :
Subject: Fw: NBC/email ' : : - EROAL
Pretty sure this is yes. May want to check with ethan a on high side.
From Hayden Caitlln
Sent: Wednesday, May 28, 2014 01-32 PM :
V. To: Vines, Vanee M; De; Rajesh; 3 ; 4 - |
‘ : Evans, Stuart
| Beaghley , Sina | ' |
; |‘DNI med|a@dni gov <DNI-media@dni.gov>; | |
| [Richards, Rebecca J ; .
Cc: Grimes, Arlene U; DL PAOMedia; Egan, Brian J.| - Hemzelman, Kate -

| Fonzone, Christopher] |
| Ensor, Leoinel K]

Subject: RE: NBC/emalil

NBC is asking whether our search was just of e-mails to OGC or also to the Compliance Office. Can folks confirm?

From: Vines, Vanee M
Sent: Wednesday, May 28, 2014 10:52 AM

To: Hayden, Caitlin; De, Rajesh ] |
Evans, Stuart; | [Beaghley , Sina; [ _I"DNI—media@dni;gov';l |

| |Richards, Rebecca ]

Cc: Grimes, Arlene U; DL PAOMedla Egan, Brlan J.} Hemzelman Kate; Fonzone, Chrlstopher,l |
Ensor, Leoinel K;[ : ] |

Subject: RE: NBC/email

Roger that. Thanks, CH.

“b)3)

. b)(3)-P.L. 86-36 - b)) ~ 0GA
Vanee' Vines P g s ' iy : ODNI
Public Affairs Specialist : N i :
NSA Public & Media Affairs
NEW** === Media line
Frorrl. Hayden Caitlin
Sent: Wednesday, May 28, 2014 10:51 AM - -- : -
To: Vines, Vanee M; De, Rajesh | | |
Evans, Stua [Beaghley , Sina; | |'DNI-media@dni.gov';| |

lchards Rebecca J

Cc: Grimes, Arlene U; DL PAOMedia; Eqgan, Brian J.; Heinzelman, Kate; Fonzope Christopher:| |
Ensor, Leoinel K;l | '

Subject: RE: NBC/email

1
Approved for Release by NSA on 11-13-2015, FOIA Case #78137
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DOCID: 4249198 jgmius

From: Hayden, Caillanl " |

Sent: Wednesday, May 28, 2014 10 47 PM

To: I_D.i_Ba.lﬁ.h.'_ - Vines. Vanee M|
[T I _____[Evans_smam] eaghley ,
OGA " Sina] i IDNI medla@dnl govl

Richards, Rebecca J

Ce: ODNI - Grimes, Arlene U; DL PAOMedia; Egan, Br‘au_J_H.aluzalma.ﬁ;KaLa_thzme_QhﬂslTpher;
= IEWIK T

(©)6) T g ™ T
)3 Sttt e NBClemall : ; _
From: De, Ra]esh . ____ i
Sent: Wednesday, May 28, 2014 10:43 PL ' ' S
g itlin: Vines, Vanee M <|
J I
-I_Eivans, Stuart;] ' |Beaghley
. Sinaj DNI-media@dni.gov' <DNI-media@dni.gov>]
| - : Richards. Rebecca J ;
Cc: Grimes, Arlene U| [ DL PAOMedia| |
[ |Ensor, Leoine! K| |
| [ | |
I
Subject: Re: NBC7email Remaining text is duplicated in DOCID 4249177

Approved for Release by NSA on 11-13-2015, FOIA Case #78137
I
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DOCID: 4249199

e --1{3){3].P.L. 86-36

From: Vines, Vanee M -
Sent: Wednesday_May 28 2014 1038 PM
To: i I_M 3 | I_I |
1 | | ._
I Y E
[DNI-Media@dni.gov’;[ | Richards,
Rebecca J - = i
Cc: Grimes, Arlene U: DL PAOMedia;l l
| |
| l: Ensor, Leoinel K| |
| |
Subject: Re: NBC/email
e
S "~ 0GA
b)) be)
(b)(3)-P.L. 86-36 e ODNI

Strobel of Reuters just said he may now

From: De, Rajesh
Sent: Wednesday, May 28, 2014 10:34

report on NBC's claim about the 1 email.

7 (b)(3)-P.L. 86-36

PM

To|

|:"Vines, Vanee M:

I
.

‘DNI-media@dni.gov’ 4DNI-medra@dm.gov>;|

[Rlchard's'.', Rebecca J |

| Ensor, Leoinel K;

Subject: Re: NBC/email

Remaininag text is duplicated in DOCID 4249177 )

Approved for Release by NSA on 11-1
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G |
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DPDOCID.:

4249199




]

DOCID:—4249199




- [DOCTID—4243139
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DOCID: 42435200  beruems

)6) b))
I - O%A oo

Green Mlller MarC| L

From:
Sent: Tuesday, May 27, 2014 8:27 AM - b :
To: I_I:I_amgn Caitlin'; Vmes Vanee M; De, Ra;eshl _
| Evans, F_maﬂ 1B Yy, Sina;
IDNI media@dni.gov' > Richards,
Rebecca J '
Cc: Grimes, Arlene U; DL PAONIedla Egan Brian J.. Heinzelman, her;
|Ensor. Leoinel K; 47
; _ : |
Subject: "RETNBC7email
Thanks, Caitlin. NSA supborts this p;ia n.
Marci
From: Hayden, Cait':liri | '
Sent: Tuesday, May 27, 2014 7:5
To: Vines, Vanee M; De, Rajesh; G
Evans, Stuart Beaghley , Sina;| |DNI-media@dn__.gov';| |

e, Stuar,

Cc: Grimes, Arlene U; DL PAOMedia; Egan, Brian J.; Heinzelman, Kate: Fonzone, Christopher

Ensor, Leoinel K;

al

Subject: RE: N

C/email

Remaining text is duplicated in DOCID 4249177 )
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B (b)(5)

DOCID: 424926f* oo % o=

QDNI ODNI

From: . Robert Li I i S " _
Sent: - Monday, May 26, 2014 2.09 PM - S
To: _'Hayden, Caitlin’; Vines, .\ e M; De; Rajesh; i |

' art| |Beaghiey , Sina]

; ] . | Richards, Rebecca J
Cc: - Grimes, Arlene U; DL PAOMedia; Egan; Brian J.. H : ' her;
i [Ensor, Leoinel K| :

Subject: : Clemai

From: Hayden, Caitlinl | ................. b R R — e

Sent: Sundayr May 25' cU14 11:02 AM ; i [ e R

To:| T — rt‘"Litt;l . | T D) gg 08
| [Evans, Stuarty Beaghley , Sina] |

I—Cc:l |Egan, Brian J.; Heinzelman, Kate: Fonzone, Christopher;
[ |
Subject: Re: NBC/email Remaining text is duplicated in DOCID 4249177)

Approved for Release by NSA on 11-13-2015, FOIA Case #78137
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DOCID: 4249202

From: Vines, Vanee M
Sent: Friday, May 23, 2014 6:04 PM
To: hnM; De, Rajesh _
Grimes, Arlene U; DL MLTF_staff; DL PAOMedia; Bauman, Ethan
Subject: Re: NBC NEWS/ EDWARD SNOWDEN INQUIRY
Update

IThe producer has yet to call me again.
I'm sure this will "evolve" over the weekend. = '

Happy Friday, th){5.J. '
vanee' (b)(3)-P.L. 86-36 , {p?ta}-P.L. 86-36
#

From: Delong, John M

Sent: Friday, May 23, 2014 01:56 PM
To: De, Rajesh; Vines, Vanee M; |Grimes, Arlene U;
DL MLTF_staff; DL PAOMedia; Bauman, Ethan .
Subject: RE: NBC NEWS/ EDWARD SNOWDEN INQUIRY

Remaining text is duplicated in DOCID 4249178 )

Approved for Release by NSA on 11-13-2015, FOIA Case #78137
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From: Vines, Vanee M
Sent: Friday, May 23, 2014 6:28 PM
To: | Delong, John M; De, Rajesh; . I
| Grimes, Arlene U; DL MLTF_staff, DL PAOMedia; Bauman, Ethan '
e PLY: NBC NEWS/ EDWARD SNOWDEN INQUIRY

Subject:

This just in from C Hayden, NSC: B ¥ (b)(3)-P.L. 86-36

Start -

# ©)8
(b)(3)-P.L. 86-36

From
Sent: Friday, May 23, 2014 06:12 PM
To: Delong, John M; De, Rajesh; Vines, Vanee M; ' Grimes, Arlene U;
DL MLTF_staff; DL PAOMedia; Bauman, Ethan :
Subject: REPLY: NBC NEWS/ EDWARD SNOWDEN INQUIRY

From: Delong, John M

Sent: Friday, May 23, 2014 1:56 PM :

To: De, Rajesh; Vines, Vanee M |Grimes, Arlene U;

DL MLTF_staff; DL PAOMedia; Bauman, Ethan

Subject: RE: NBC NEWS/ EDWARD SNOWDEN INQUIRY Remaining text is duplicated in DOCID 4249177 )

Approved for Release by NSA on 11-13-2015, FOIA Case #78137
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“"(b)(3)-P.L. 86-36

DOCID: 4249204

From: $A-S3M2_USA CIV

To: DL PAOMedia (ALIAS) DN1; DL ssct (ALIAS) SO; DL OGC Medialeaks (ALIAS) D23; DL d ig tasker (ALIAS) D;
DL LAO Media Leaks (ALIAS) DL; DL medialeaks staff (ALIAS) K1; DL ODOC Medialeaks (ALIAS) D4

Subject: (U) Archive Document: Q&A Prep for Snowden"s Claim of Concerns and Notification

Date: Wednesday, June 11, 2014 6:15:27 PM

Attachments: FINAL Q&A archive doc 20140409.docx

Classification: -CONHBENTHALMNOFORN—

All

r’

(U/ABH8) Attached is the final version of the Question and Answer (Q&A) prep that was
developed to support the release of the single Showden-OGC email. Most of the material
contained in this document was passed to public affairs offices and the White House

Spokesperson for delivery to the press in the immediate hours after the email was released
by NSA.

<<, >>

(UMHFBYOT™ Later, in an effort to archive and retain this information for future use, the Q&A
was modified to reflect more of the background, facts, and procedures that implement the
notification process at NSA that an employee is informed of, and expected to apply when
reporting a potential problem or violation.

(U) This is a living document that can and should be modified as similar events warrant.
For this initial document, the date/time stamp is 9 JUN 2014.

(U/FBY6+ This document will be filed on the MLTF Sharepoint website under MLTF 1602.
It will also be added to the “classified talking points” tab on the left side of the screen.
While the majority of the material is written to an UNCLASS or U//FOUQ level, there are
selected items that push the document to CONFIDENTIAL/NOFORN.

(U) Attached is a copy for your records.

Rgds,

Media Leaks Task Force ” .".:':'::iI:T'iE:L{b){S}-P.L. -

OPS 2B, 288090

969-5009 (s)

Approved for Release by NSA on 11-13-2015, FOIA Case #78137
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National Security Agency
Media Leaks Task Force

Date: 09 June, 2014
Re:  (UHASHOY Reference Document: Q&A Prep for Snowden’s Claim of Concerns and
Notification

(U) Executive Summary

(U/FFOHO) Following the NBC interview with Edward Snowden broadcast on 28 MAY 14, the
Intelligence Community decided to release the only email exchange known to exist at the time
between Edward Snowden and the NSA Office of the General Counsel in which a basic question
of legal precedence was asked and answered by an OGC lawyer. A Question & Answer paper
was developed for US Government officials to provide background and unclassified talking
points to support the release at news conferences and any potential follow-up questions.

Selected portions of that paper were actually used by the public affairs offices at the White
House and ODNI level.

(U/A0H6>- As the event progressed the Q&A package was modified to become the paper that
follows below. This new paper is intended to be a reference source for the event, or as a starting
point should any further evidence come to light in the continuing investigation .

(U) Bolding and emphasis in this paper is primarily for the benefit of the reader, and is not
required to be included in any formal responses to queries on these topics.

(U) The Trigger Event

(U) Edward Snowden has repeatedly claimed to have made attempts to express his concerns
about the lawfulness of certain NSA activities to NSA colleagues, leadership, and through
official channels. The following serves as an authoritative accounting of facts as relates to this
claim and should be used as the basis for considering any responses related to these issues.

{b)(3)-P.L. 86-36
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(b)(5)

(U) Framing Questions

A. Did Snowden raise concerns with NSA as he said he did?

(U) We have found a single instance of one email inquiry by Edward Snowden to the office of
General Counsel asking for an explanation of some material that was in a training course he had
just completed. The question was received and an answer was provided to Mr. Snowden. There
was not additional follow-up noted. There are numerous avenues that Mr. Snowden could have
used to raise other concerns or whistleblower allegations. We have searched for evidence of
outreach from him in those areas and have not discovered any engagements related to his

claims. ((Note: This paragraph was publicly released via the White House Press office on 29
MAY 14))

B. How did NSA respond to the NBC FOIA request?

(U) NBC issued a FOIA request for any and all evidence that Edward Snowden had formally
filed his concerns with Agency authorities. The FOIA request was being handled according to
the normal process when it was overtaken by a decision on the part of the NSA Director to
release the text of the one e-mail referenced above.

(UFOH0) Shortly after noon on 28 May 2014, NSA provided the response to Question A.
above, along with a redacted version of the one email inquiry. A copy of that redacted version is
stored in MLTF Action folder 1602.

(USO8 NSA contacted NBC the following week to close out the request and informed them
that the one email that responded to their inquiry was now public record for all.

(b)(3)-P.L. 86-36
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NSA Background to Potential Q& A Responses :

1. What is the training and awareness provided to government and contractor
employees about reporting activities they perceive to be inconsistent with law and
policies ?

Training

(U) NSA/CSS provides training to all employees in order to maintain a high degree of
sensitivity to, and understanding of the intelligen ce-related laws, regulations and policies
associated with the protection of privacy rights during mission operations. Throughout the
curriculum, the instruction repeatedly emphasizes the employee’s responsibility to report
questionable activity and the mechanisms to do so.

(UHAFOHO— Selected courses are mandatory before an employee (civilian, military or contractor)
can gain access to certain SIGINT operational systems. These specific training courses discuss
the limitations of SIGINT authorities and mission operations to include reminders and guidance
about who to contact with questions about scope of authorities, and who to contact if there are
known or even potential compliance concerns.

The Basics -- OVSC1000

(U) Below are examples from NSA’s core Intelligence Oversight (I0) course “NSA/CSS
Intelligence Oversight Training” (OVSC1000). This course provides training to all employees
in order to maintain a high degree of sensitivity to, and understanding of the intelligence -related
laws, regulations, and policies associated with the protection of U.S. person privacy rights during
mission operations.

(U) Most contractors are required to take this course. However, it is not mandatory
for all contractors and will depend on their assignment, duties, and the stipulations of
their controlling contract. Snowden’s role as a systems administrator supporting SIGINT
operations, and later as an analyst-in-training in APR -MAY 2013 would clearly place
him in the category of those required to complete OVSC1000.

—=AHS-NLB. Snowden’s training record is considered Personally Identifiable
Information, and the protection or dissemination of that information is governed by U.S.
law and Agency policy, and is not part of this Q&A paper. For more information about

‘s database accesses, skill set, and training record, see action| |
ffor more information . o

(U) In OVSCI00, students are familiarized with the major tenets of core 10 documents, (b)(3)-P.L. 86-35
including Directive Type Memorandum (DTM) 08-052: “DoD Guidance for Reporting -
Questionable Intelligence Activities and Significant or Highly Sensitive Matters.” The

following are examples of guidance provided within the course:

;- 3 ~Classified-Bys
(b)(3)-P.L. 8636 ; ;
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(U) If you become aware of a violation of the authorities, you should report it
immediately . If you are unsure if a violation has been committed, consult with your
manager, your organization’s I0 representative, or Compliance organization. You may
also contact the NSA OGC or the NSA/CSS Office of the Inspector General for

assistance.

(U) Itis important for personnel to understand that for purposes of intelligence activities
governed by E.Q. 12333, DoD Regulation 5240.1-R contains the approved procedures
for use within DoD. These procedures also reflect DoD policies for employee conduct
that require you to be familiar with restrictions on the collection, retention and
dissemination of U.S. person information and the respo nsibility to report questionable
intelligence activities to the NSA OGC or NSA/CSS IG.

(U) Employees shall report any questionable activity to the NSA OGC or NSA/CSS
0IG. A questionable activity is defined as any conduct that constitutes, or is related to,
an intelligence activity that maybe unlawful or contrary to executive order, presidential
directive, or applicable DoD policy. Employees may also report questionable activities
directly to the DoD General Counsel or Assistant to the Secretary of Defense for
Intelligence Oversight, ATSD(10).

(U) DIRNSA is also responsible for ensuring that no adverse action is taken against an
employee because the employee reports a questionable intelligence activity pursuant to
the established procedures. In addition, DTM 08-052 contains specific requirements for
reporting to the President’s Intelligence Advisory Board questionable intelligence
activities and significant or highly sensitive matters that could potentially impugn the
reputation or integrity of the DoD Intelligence Community or otherwise call into question
the propriety of an intelligence activity. Should you need clarification or have questions
about the reporting requirements for possible significant or highly sensitive matters, you
should consult with your manager, your compliance organization, the NSA OGC or the

NSA/CSS 0IG.

(U) Report questionable or significant and highly sensitive intelligence activities to the
NSA OGC or NSA/CSS OIG. You can find contact information can be found in the
Resources section.

Awareness

(UAOH6) NSA employees are provided information on how to report concerns regarding their

work, or their work environment in a number of different venues to include formal training,

briefings to large and small audiences, Agency static and electronic billboards and wall displays,

and Agency-wide emails and announcements. All employees are made aware of how they may

report concerns, even anonymously, within or outside their supervisory management chain. The

relevant processes are reinforced in recurrent, mandatory training. Depending on the particular

issue and individual circumstances, NSA employees may report concerns through many different

avenues inside NSA, across the Executive Branch, and to Congress. The NSA OIG website

provides information about submitting hotline complaints and addresses anonymity and 1b)(3)-P.L. 96-38
confidentiality concerns.
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(U) Prior to the Snowden incident (pre-MAY 2013), the NSA OIG issued a number of
agency-all messages summarizing investigation results of illegal activity and messages covering
policies and avenues for reporting suspected mismanagement and violations of law, policy, and
regulations. While not every IG report during this time frame dealt with intelligenc e matters,
they all contained the following statement about the mission of the NSA OIG and how concerns
can be reported:

The NSA Olffice of the Inspector General actively investigates allegations of fraud against
the Agency. The OIG is committed to eliminating fraud, waste, mismanagement of
Agency resources, and abuse of authority. If you are aware of potential fraud, waste, or
abuse, please report your concern to the OIG by visiting the Hotline office in 2B7088,
calling 963-5023, or visiting the OIG Hotline website. You may remain anonymous when
submitting concerns to the OIG Hotline. If you choose not to remain anonymous, your
identity will be protected.

(U) After MAY 2013 and the issuance of NSA/CSS Policy 1-60, the IG issued a specific
message addressing reporting policies and how to submit concerns in JUN 2013 and repeated
this message in 2014,

(U) Within the Agency and the Federal Government, there are several avenues for
reporting suspected mismanagement and violations of law, policy, and regulations. We
recommend that you first try to resolve problems by bringing them to the attention of your
leadership; managers are often in the best position to assess concerns, recognize process
shortfalls, and take corrective action.

(UHGHE, If you believe that management has not been able to resolve your concerns,
the Office of the Inspector General (OIG) can assist. NSA/CSS Policy 1-60 requires that
NSA/CSS personnel report to the OIG possible violations of law, rules, or regulations;
mismanagement; gross waste of funds; misconduct by senior officials; or abuse of
authority. A complainant's identity is protected by law, and NSA/CSS Policy 1-62 protects
employees from reprisal for communications with the OIG. You can contact the OIG by
telephone (963-5023), in person (OPS 2B7088), or anonymously through our Web site
("go IG").

(U) The Intelligence Community Whistleblower Protection Act (ICWPA) allows employees
to report "urgent concerns" to the intelligence committees of Congress. A complaint made
in accordance with the ICWPA ensures that your concerns are addressed and that
classified information is protected. ICWPA complaints are made through the NSA/CSS
OIG or the Department of Defense 1G.

(U) If you have questions about how to report a concern, go to the 1G Web site ("go 1G")
or contact the LG Hotline (ighotline@nsa.ic.gov) on NSANet. Contact the U.S. Cyber
Command I(j about problems involving that organization.

(b)(3)-P.L. 86-36

(b)(3)-P.L. 86-36
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2. What are the mechanisms by which that reporting can occur?

(UHAFOYOY-There are various mechanisms by which reporting can occur. Employees and
contractors may provide information to the DoD OIG, IC OIG, NSA OIG anonymously, the OIG
website via phone, in writing or to various offices within NSA such as:
* the Office of Equal Employment Opportunity & Diversity,

the Office of the Director of Compliance,

the Office of the General Counsel, and

the Privacy and Civil Liberties Office.

the Associate Directorate for Security & Counterintelligence

(U) The IG Act of 1978, as amended by the Intelligence Community Whistleblower Protection
Act (ICWPA), also provides contractors and employees of intelligence agencies a mechanism for
reporting to Congress classified information alleging wrongdoing. Employees may contact the
intelligence committees directly only if the employee —

a) before making such a contact, furnishes to the head of the establishment, through the
Inspector General, a statement of the employee’s complaint or information and
notice of the employee’s intent to contact the intelligence committees directly; and

b) obtains and follows from the head of the establishment, through the Inspector
General, direction on how to contact the intelligence committees in accordance with
appropriate security practices.

3. What is the process, accountability for addressing such reports?

(UFFEHE) When an allegation is presented to the NSA OIG or referred to them by an internal
agency element, the OIG Investigations Division reviews it to determine the appropriate action.
The NSA OIG also responds to referrals from external agencies when appropriate. Complaints
regarding systemic process problems may be referred to the OIG Audit or Intelligence Oversight
Divisions. Concerns involving violations of law or policy are pursued via a preliminary inquiry,
and if warranted, via an investigation, by the Investigations Division. All complaints and their
outcomes are tracked through the Inspector General case management system.

(U) If an inquiry is reported directly to Congress and a copy is not provided to Agency
authorities (see Question 2 above), then the NSA OIG may not have knowledge of such a
request.

(b)(3)-P.L. 86-36
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4. Is there a record of these kinds of inquiries and responses?

(UAFOB6-The NSA OIG keeps a record of all inquiries and actions taken.

S. Do we [NSA] have any examples of reported activity which resulted in corrective
measures?

(UAHFOB6)- Activity that 1s found to be a violation of law, directive, or policy is thoroughly
reviewed to determine corrective action. NSA’s incidents are most often tied to human error or
technical malfunction that is corrected by local management within the capabilities of the
existing systems in consultation with the NSA OIG and senior leadership. Asof JUN 2014 and
as previously reported to the intelligence committees, the OIG is aware of thirteen instances of
intentional misuse of the SIGINT system by individuals over the last 10 years. Most were
referred to the Department of Justice, and eventually ended with the departure of the employee
involved. Auditing and monitoring processes in the operational areas where many of these
violations took place were significantly modified or improved.

(U/ABHE6 Other than violations reported by NSA OGC to the Department of Justice, we are
not aware of any SIGINT programs or activities that are inconsistent with the law. Each quarter,
the NSA OIG and OGC review reported instances of non- compliance with SIGINT and
Information Assurance authorities that are typically the result of human error or technical
malfunction. These matters are addressed by local management or through other corrective
actions both directed by, and in concert with NSA’s compliance organizations.

6. Did we receive correspondence from Edward Snowden about his concerns?
7. If so, in what form, on what dates and with what specificity as to content?
8. Were his inquiries responded to? If so, how and when?

(U) No such correspondence has been discovered.

(U) NSA is unaware of any correspondence Edward Snowden had with the NSA Inspector
General, the Office of General Counsel, or his supervisors wherein he expressed constitutional
concerns about NSA’s intelligence operations or authorities. We have found one instance of an
e-mail inquiry to the office of General Counsel asking for an explanation of the content of some
training material.

(b)(3)-P.L. 86-36
(U) On Friday 5 April 2013 at about 4PM, Edward Snowden sent an email to the Office of
General Counsel questioning the hierarchy of several NSA authorities identified in a training
course.
7 —_—
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(U) The inquiry did not raise any concerns with the substance of any particular statute, Executive
Order, policy, or regulation.

(U) The inquiry did not suggest that NSA was violating any legal authority; nor did the inquiry
question whether NSA had authority to conduct specific operations.

(U) On Monday 8 April 2013, the next business day, the Office of General Counsel responded to
his question and the attorney offered to discuss the issue further if he desired to do so There is no
evidence that any additional correspondence or contact occurred on this matter.

9. How was our search for any correspondence from him conducted?

(UHESHO As of JUN 2014, the investigation was still ongoing. We have reviewed all of the
email and NSANet social media posts authored by Edward Snowden which we have been able to
obtain. This review has included manual reviews of his email and posts, as well as searches of
that email tailored to identify any responsive correspondence.

(UAOH0) We have located additional email between Snowden and members of Office of
General Counsel and Oversight and Compliance relating to his job duties and work on
troubleshooting IT issues, but these emails do not contain any questions or concerns about the
legal authorities under which NSA operates.

10. Was it exhaustive and authoritative?

(UMFEHO)- Given the importance of this issue and the repeated claims by Mr. Snowden, the
effort to uncover any written or recollected evidence of these engagements has been thorough
and involved cognizant authorities in cach area of review.

11. Is it possible there is correspondence we overlooked, didn't record?

(UAFBE6We cannot completely rule out the possibility that something may have been
overlooked, but we have high confidence that the searches and interviews for relevant
information we undertook would have uncovered evidence of assertions that rise to the level of

outreach and protestation claimed by Mr. Snowden. They have not.
(b)(3)-P.L. 86-36
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To:

NSA-D4 USA CIV CI\.I’ - USA CIV

Cc: DL ssct AQ edl DL O REGISTRY ; I IN‘:»\'—\ 031 USA CIV;
SA-Q3 USA c:[v Ensor-Leoinel K NSA-Q USA cIvy] NSA-Q USA CIV;
DL medialeaks core (ALIAS) D
Subject: (U) Draft Q&A to support Snowden”s Claims of Voicing Concerns
Date: Thursday, May 29, 2014 5:34:42 PM
Attachments: EINAL Snowden concerns Q&A.docx

Classification: UNCLASSEFIED#F‘G‘R‘G‘F‘F‘!‘C‘I#L—U‘S’_EONTIY_

et al.

Thank you for your input. Great stuff!

| have attempted to place it all under the right questions/themes, and will admit that it’s a
lot of material and there may be some redundancies. To some extent, this may be OK in
the sense that more than one particular question may invoke a portion of more than one
response. As areference guide to the reader or the speaker....a little repetition may be
helpful.

| have added a few of my own sentences based on some pointers from some of you, as well
as my own experiences. (In yellow hilite.) I’'m not wedded to these items, and consider
everything in this draft open to comment and correction!

Please take alook tonight if possible sothat we can support any last minute calls for
background from downtown (always a possibility!). If not...first thing in the morning please,
asDas._ an 0900 THUR with ADM Rogers on this NBC interview ...and this information
will be germané'. '

Rgds,

[ ]

" (b)(3)-P.L. 86-36

Media Leaks Task Force
OPS 2B, 2B8090

969-5009 (s)

Classification: UNCLASSIFIEDHFOR—OFACHAEHSEONEY—

Approved for Release by NSA on 11-13-2015, FOIA Case #78137
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Framing questions: Responses provided to the White House
PAO the morning of 28 MAY 14

A. Did Snowden raise concerns with NSA as he said he did?

(U) We have found a single instance of one email inquiry by Edward Snowden to the office of General
Counsel asking for an explanation of some material that was in a training course he had just completed.
The question was received and an answer was provided to Mr. Snowden. There was not additional
follow-up noted. There are numerous avenues that Mr. Snowden could have used to raise other
concerns or whistleblower allegations. We have searched for evidence of outreach from him in those
areas and have not discovered any engagements related to his claims.

B. How do you plan to respond to the FOIA request?

(U) We received the request from NBC this week and are following normal procedures for processing
the request.

Potential Q&A Responses:

1. What is the training and awareness provided to gov’t and contractor employees about
reporting activities they perceive to be inconsistent with law or ethics?

(UAH+SUQ)_NSA encourages employees to report concerns regarding their work or work environment ﬂ

All
employees are made aware of how they may report concerns, even anonymously, within or outside
their supervisory management chain. The relevant processes are reinforced in recurrent, mandatory
training. Depending on the particular issue and individual circumstances, NSA employees may report
concerns through many different avenues inside NSA, across the Executive Branch, and to Congress. The
NSA OIG website provides information about submitting hotline complaints and addresses anonymity

UNCLASSIFIED /AESR—SFHEAHSE-OMEY—
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and confidentiality concerns.

(U560} The NSA OIG also provides briefings to various NSA training classes, including the new hire
orientation class mid-level leadership classes, and other classes spec:fic to skill communities, such as
S '_':ed eourses are mandatory befare an emplnyee (civilian, military or contractor) can

(U) The NSA/CSS Comprehensive Mission Compliance Program provides training to all employees in
order to maintain a high degree of sensitivity to, and understanding of the intelligence -related laws,
regulations and policies associated with the protection of privacy rights during mission operations.
Throughout the curriculum, the instruction repeatedly emphasizes the employee’s responsibility to
report questionable activity and the mechanisms to do so.

(U) Below are examples from NSA’s core Intelligence Oversight (10) course “NSA/CSS Intelligence
Oversight Training” (OVSC1000). This course provides training to all employees in order to maintain a
high degree of sensitivity to, and understanding of the intelligence -related laws, regulations, and
policies associated with the protection of U.S. person privacy rights during mission operations.

(U) Many contractors are required to take this course. However, it is not mandatory for all contractors
and will depend on their assignment, duties, and stipulations in their contract.

(U) Students are familiarized with the major tenets of 10 documents, including DTM _08-052: “DoD
Guidance for Reporting Questionable Intelligence Activities and Significant or Highly Sensitive
Matters.” The following are examples of guidance provided within OVSC1000 course:

(U) If you become aware of a violation of the authorities, you should report it immediately . If
you are unsure if a violation has been committed, consult with your manager, your
organization’s 10 representative, or Compliance organization. You may also contact the NSA
OGC or the NSA/CSS Office of the Inspector General or OIG for assistance.

(U) It is important for personnel to understand that for purposes of intelligence activities
governed by E.O. 12333, DoD Regulation 5240.1-R contains the approved procedures for use
within DoD. These procedures also reflect DoD policies for employee conduct that require you to
be familiar with restrictions on the collection, retention and dissemination of U.S. person
information and the responsibility to report questionable intelligence activities to the NSA OGC
or NSA/CSS I1G.

(U) Employees shall report any questionable activity to the NSA OGC or NSA/CSS 0IG. A
questionable activity is defined as any conduct that constitutes, or is related to, an intelligence
activity that maybe unlawful or contrary to executive order, presidential directive, or applicable
DoD policy. Employees may also report questionable activities directly to the DoD General
Counsel or Assistant to the Secretary of Defense for Intelligence Oversight, ATSD(! O).

(U) DIRNSA is also responsible for ensuring that no adverse action is taken against an employee
because the employee reports a questionable intelligence activity pursuant to the established

UNCLASSIFIED HER—SH A SO —
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procedures. In addition, DTM 08-052 contains specific requirements for reporting to the
President’s Intelligence Advisory Board questionable intelligence activities and significant or
highly sensitive matters that could potentially impugn the reputation or integrity of the DoD
Intelligence Community or otherwise call into question the propriety of an intelligence activity.
Should you need clarification or have questions about the reporting requirements for possible
significant or highly sensitive matters, you should consult with your manager, your compliance
organization, the NSA OGC or the NSA/CSS OIG.

(U) Report questionable or significant and highly sensitive intelligence activities to the NSA
OGC or NSA/CSS OIG. You can find contact information can be found in the Resources section.

(U) The OIG also issues agency-all messages covering policies and avenues for reporting suspected
mismanagement and violations of law, policy, and regulations. The following is a recent example of a
Senior Executive Message from Dr. George Ellard, NSA/CSS Inspector General:

(U) Within the Agency and the Federal Government, there are several avenues for reporting
suspected mismanagement and violations of law, policy, and regulations. We recommend that
you first try to resolve problems by bringing them to the attention of your leadership; managers
are often in the best position to assess concerns, recognize process shortfalls, and take corrective
action.

(U/AEH011f you believe that management has not been able to resolve your concerns, the Office
of the Inspector General (OIG) can assist. NSA/CSS Policy 1-60 requires that NSA/CSS personnel
report to the OIG possible violations of law, rules, or reqgulations; mismanagement; gross waste
of funds; misconduct by senior officials; or abuse of authority. A complainant's identity is
protected by law, and NSA/CSS Policy 1-62 protects employees from reprisal for communications
with the OIG. You can contact the OIG by telephone (963-5023), in person (OPS 2B7088), or
anonymously through our Web site ("go 1G").

(U) The intelligence Community Whistleblower Protection Act (ICWPA) allows employees to
report "urgent concerns" to the intelligence committees of Congress. A complaint made in
accordance with the ICWPA ensures that your concerns are addressed and that classified
information is protected. ICWPA complaints are made through the NSA/CSS OIG or the
Department of Defense IG.

(U) If you have questions about how to report a concern, go to the IG Web site ("go IG") or
contact the IG Hotline (ighotline@nsa.ic.gov) on NSANet. Contact the U.S. Cyber Command 1G
about problems involving that organization.

e G
2. What are the mechanisms by which that reporting can occur?

(U/He0)-The IG Act of 1978, as amended by the Intelligence Community Whistleblower Protection
Act (ICWPA), also provides contractors and employees of intelligence agencies a mechanism for
reporting to Congress classified information alleging wrongdoing. An employee or contractor may
provide information to the OIG anonymously, via phone, the OIG website, or in writing. Within NSA,

employees and contractors may also raise concerns with offices as diverse as:

UNCLASSIFIED/frOROFfCATOSEORt™~
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3. What is the process, accountability for addressing such reports?

(U/fFEHOT When an allegation is received by the OIG, the OIG Investigations Division reviews it to
determine the appropriate action. Complaints regarding systemic process problems may be referred to
the OIG Audit or Intelligence Oversight Divisions. Concerns involving violations of law or policy are
pursued via a preliminary inquiry, and if warranted, via an investigation, by the Investigations Division.
All complaints and their outcomes are tracked through the Inspector General case management system.
If an inquiry is reported directly to Congress, the NSA OIG may not have knowledge of such a request.

4. Isthere arecord of these kinds of inquiries and responses?

(UHFBH6F-The OIG keeps a record of all inquiries and actions taken.

5. Do we have any examples of reported activity which resulted in corrective measures?

As previously reported to the
intelligence committees, the OIG is aware of thirteen instances of intentional misuse of the SIGINT
system by individuals over the last 10 years. Most were referred to the Department of Justice, and
eventually ended with the departure of the employee involved. Auditing and monitoring processes in
the operational areas where many of these violations took place were significantly modified or
improved.

(UAFBY6Y- Other than violations reported by OGC to the Department of Justice, we are not aware of
any SIGINT programs or activities that are inconsistent with the law. Additionally, each quarter, the OIG
and OGC review reported instances of non-compliance with SIGINT and Information Assurance
authorities that are typically the result of human error or technical malfunction. These matters are
addressed by local management or through other corrective actions taken by NSA’s compliance
organizations.

6. (OGC) Did we receive correspondence from Edward Snowden about his concerns?
7. (OGC) If so, in what form, on what dates and with what specificity as to content?

UNCLASSIFIEDHFOR-OFFICATOSEONTY—
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8. (OGC) Were his inquiries responded to? If so, how and when?
(U) No such correspondence has been discovered.

(U) NSA is unaware of any correspondence Edward Snowden had with the Inspector General, the Office
of General Counsel, or his supervisors wherein he expressed constitutional concerns about NSA’s
intelligence operations or authorities. We have found one instance of an e-mail inquiry to the office of
General Counsel asking for an explanation of some material that was in a training course he had just
completed.

(U) On Friday 5 April 2013 at about 4PM, Edward Snowden sent an email to the Office of General
Counsel questioning the hierarchy of several NSA authoritie s identified in a training course.

(U) The inquiry did not raise any concerns with the substance of any particular statute, Executive Order,
policy, or regulation.

(U) The inquiry did not suggest that NSA was violating any legal authority; nor did the inquiry question
whether NSA had authority to conduct specific operations.

(U) On Monday 8 April 2013, the next business day, the Office of General Counsel responded to his
question and the attorney offered to discuss the issue further if he desired to do so There is no evidence
that any additional correspondence or contact occurred.

(b)(3)-P.L. 86-36
Ib}{_5,"

9. (Q/TD) How was our search for any correspondence from him conducted?

(U/ABYE+ We have located additional email between Snowden and members of OGC and Oversight
and Compliance relating to work on troubleshooting IT issues, but these emails do not contain any
questions or concerns about the legal authorities under which NSA operates.

10. (Q/TD) Was it exhaustive and authoritative?
(U7 It has been as exhaustive and authoritative as possible given the evidence we have been

able to discover after a comprehensive investigation into Snowden’s activities at NSA. Due to the
ongoing criminal investigation, we are unable to provide details.
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11. (Q/TD) Is it possible there is correspondence we overlooked, didn't record?

{b)(é}-P.L. 86-36
(b)(5)
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(U) Edward Snowden has repeated claimed to have made attempts to express his concerns about the
lawfulness of certain NSA activities to NSA colleagues, leadership, and through official channels. The
following serves as an authoritative accounting of facts as relates to this claim and should be used as
the basis for considering any responses related to these issues.

Framing questions

Framing questions

A. Did Snowden raise concerns with NSA as he said he did?

{(U) We have found a single instance of one email inquiry by Edward Snowden to the office of General
Counsel asking for an explanation of some material that was in a training course he had just completed.
The question was received and an answer was provided to Mr. Snowden. There was not additional
follow-up noted. There are numerous avenues that Mr. Snowden could have used to raise other
concerns or whistleblower allegations. We have searched for evidence of outreach from him in those
areas and have not discovered any engagements related to his claims. ((Note: This paragraph was
publicly released via the White House Press office on 29 MAY 14))

B. How did NSA respond to the NBC FOIA request?

(U) The FOIA request was being handled according to the normal process when it was overtaken by a
decision on the part of the NSA Director to release the text of the one e-mail referenced above.

(U /FFEEe+ Shortly after noon on 28 May 2014, NSA provided the paragraph in response A, above along
with a redacted version of the one email inguiry. The copy of that redacted version is stored in MLTF
Action folder 1602.

(UFEHOTNSA contacted the FOIA originator NBC to close out the request.

NSA Background to Potential Q&A Responses:

1. What is the training and awareness provided to government and contractor employees
about reporting activities they perceive to be inconsistent with law and policies ?

(U) The NSA/CSS Comprehensive Mission Compliance Program provides training to all employees in
order to maintain a high degree of sensitivity to, and understanding of the intelligence -related laws,
regulations and policies associated with the protection of privacy rights during mission operations.

Throughout the curriculum, the instruction repeatedly emphasizes the employee’s responsibility to

UNCLASSIFIED /R o bl
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report questionable activity and the mechanisms to do so.

a number of different venues to include formal training, briefings to large and small audiences, Agency
static and electronic billboards and wall displays, and Agency-wide emails and announcements . All
employees are made aware of how they may report concerns, even anonymously, within or outside
their supervisory management chain. The relevant processes are reinforced in recurrent, mandatory
training. Depending on the particular issue and individual circumstances, NSA employees may report
concerns through many different avenues inside NSA, across the Executive Branch, and to Congress. The

NSA OIG website provides information about submitting hotline complaints and addresses anonymity
and confidentiality concerns.

(U/AHetDT The NSA OIG also provides briefings to various NSA training classes, including the new hire

orientation class, mid-level leadership classes, and other classes specific to skill communities, such as
contracting. I_ _____________________________________________________________________________________ -
(U /4=404=Selected courses are mandatory before an employee (civilian, military or contractor) can

gain access to certain SIGINT operational systems. These specific training courses discuss the limitations

of SIGINT authorities and mission operations to include reminders and guidance about who to contact

with questions about scope of authorities and who to contact if there are known or even potential
compliance concerns.

(U) Below are examples from NSA’'s core Intelligence Oversight (I0) course “NSA/CSS Intelligence
Oversight Training” (OVSC1000). This course provides training to all employees in order to maintain a
high degree of sensitivity to, and understanding of the intelligence-related laws, regulations, and
policies associated with the protection of U.S. person privacy rights during mission operations.

(U) Many contractors are required to take this course. However, it is not mandatory for all contractors
and will depend on their assignment, duties, and the requirements of the stipulations of their
controlling contract.

(U) Students are familiarized with the major tenets of 10 documents, including DTM 08-052: “DoD
Guidance for Reporting Questionable Intelligence Activities and Significant or Highly Sensitive
Matters.” The following are examples of guidance provided within OVSC1000 course:

(U) If you become aware of a violation of the authorities, you should report it immediately . If
you are unsure if a violation has been committed, consult with your manager, your
organization’s 10 representative, or Compliance organization . You may also contact the NSA
OGC or the NSA/CSS Office of the Inspector General or OIG for assistance.

(U) It is important for personnel to understand that for purposes of intelligence activities
governed by E.O. 12333, DoD Regulation 5240.1-R contains the approved procedures for use
within DoD. These procedures also reflect DoD policies for employee conduct that require you to
be familiar with restrictions on the collection, retention and dissemination of U.S. person
information and the responsibility to report questionable intelligence activities to the NSA OGC
or NSA/CSS IG.

(U) Employees shall report any questionable activity to the NSA OGC or NSA/CSS 0OIG. A
questionable activity is defined as any conduct that constitutes, or is related to, an intelligence
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activity that maybe unlawful or contrary to executive order, presidential directive, or applicable
DoD policy. Employees may also report questionable activities directly to the DoD General
Counsel or Assistant to the Secretary of Defense for Intelligence Oversight, ATSD(I O).

(U) DIRNSA is also responsible for ensuring that no adverse action is taken against an employee
because the employee reports a questionable intelligence activity pursuant to the established
procedures. In addition, DTM 08-052 contains specific requirements for reporting to the
President’s Intelligence Advisory Board guestionable intelligence activities and significant or

: i ! : . . : (b)(3)-P.L. 86-36
highly sensitive matters that could potentially impugn the reputation or integrity of the DoD (b)5)
Intelligence Community or otherwise call into question the propriety of an intelligence activity. :
Should you need clarification or have questions about the reporting requirements for possible g
significant or highly sensitive matters, you should consult with your manager, your compliance
organization, the NSA OGC or the NSA/CSS OIG.

(U) Report questionable or significant and highly sensitive intelligence activities to the NSA
OGC or NSA/CSS OIG. You can find contact information can be found in the Resources section.

(U} The OIG also issues agency-all messages covering policies and avenues for reporting suspected
mismanagem ent and violations of law, policy, and regulations. The following is a recent example of a

Senior Executive Message from Dr. George Ellard, NSA/CSS Inspector Fenera]t
(U) Within the Agency and the Federal Government, there are several avenues for reporting
suspected mismanagement and violations of law, policy, and regulations. We recommend that
you first try to resolve problems by bringing them to the attention of your leadership; managers
are often in the best position to assess concerns, recognize process shortfalls, and take corrective
action.

(U044 If you believe that management has not been able to resolve your concerns, the Office
of the Inspector General (OIG) can assist. NSA/CSS Policy 1-60 requires that NSA/CSS personnel
report to the OIG possible violations of law, rules, or regulations; mismanagement; gross waste
of funds; misconduct by senior officials; or abuse of authority. A complainant's identity is
protected by low, and NSA/CSS Policy 1-62 protects employees from reprisal for communications
with the OIG. You can contact the OIG by telephone (963-5023), in person (OPS 2B87088), or
anonymously through our Web site ("go IG").

(U) The Intelligence Commu nity Whistleblower Protection Act (ICWPA) allows employees to
report "urgent concerns"” to the intelligence committees of Congress. A complaint made in
accordance with the ICWPA ensures that your concerns are addressed and that classified
information is protected. ICWPA complaints are made through the NSA/CSS OIG or the
Department of Defense IG.

(U] If you have questions about how to report a concern, go to the IG Web site ("go IG") or
contact the IG Hotline (ighotline@nsa.ic.gov) on NSANet. Contact the U.5. Cyber Command IG
about problems involving that organization.

(b)(3)-P.L. 86-36
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2. What are the mechanisms by which that reporting can occur?

(UAHE04 The IG Act of 1978, as amended by the Intelligence Community Whistleblower Protection
Act (ICWPA), also provides contractors and employees of intelligence agencies a mechanism for
reporting to Congress classified information alleging wrongdoing. An employee or contractor may
provide information to the OIG anonymously, via phone, the OIG website, or in writing. Within NSA,
employees and contractors may also raise concerns with offices as diverse as:
*  the Associate Directorate for Security & Counterintelligence,

the Office of Equal Employment Opportunity & Diversity,

the Office of the Director of Compliance,

the Office of the General Counsel, and

the Privacy and Civil Liberties Office.

.
®)S) .

3. What is the process, accountability for addressing such }eportst-‘u

(U4 When an allegation is presented to the OIG or referred to them by another agency element,
the OIG Investigations Division reviews it to determine the appropriate action. Complaints regarding
systemic process problems may be referred to the OIG Audit or Intelligence Oversight Divisions.
Concerns involving violations of law or policy are pursued via a preliminary inquiry, and if warranted, via

an investigation, by the Investigations Division. All complaints and their outcomes are tracked through
the Inspector General case management system.
If an inquiry is reported directly to Congress, the NSA OIG may not have knowledge of such a request.

4. Isthere arecord of these kinds of inquiries and responses?

(U #He04=The OIG keeps a record of all inquiries and actions taken.

5. Do we have any examples of reported activity which resulted in corrective measures?

(U A4 Activity that is found to be a violation of law, directive, or policy requires some corrective
action. NSA’s incidents are most often tied to human error or technical malfunction that is corrected by
local management within the capabilities of the existing systems in consultation with the OIG and senior
leadership. As previously reported to the intelligence committees, the OIG is aware of thirteen
instances of intentional misuse of the SIGINT system by individuals over the last 10 years. Most were
referred to the Department of Justice, and eventually ended with the departure of the employee
involved. Auditing and monitoring processes in the operational areas where many of these violations
took place were significantly modified or improved.

(U /fPEH684= Other than violations reported by OGC to the Department of Justice, we are not aware of
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any SIGINT programs or activities that are inconsistent with the law. Each quarter, the OIG and OGC
review reported instances of non-compliance with SIGINT and Information Assurance authorities that
are typically the result of human error or technical malfunction. These matters are addressed by local
management or through other corrective actions taken by NSA's compliance organizations.

6. (OGC) Did we receive correspondence from Edward Snowden about his concerns?
7. (OGC) If so, in what form, on what dates and with what specificity as to content?
8. (OGC) Were his inquiries responded to? If so, how and when?

(U) No such correspondence has been discovered.

(U) NSA is unaware of any correspondence Edward Snowden had with the Inspector General, the Office
of General Counsel, or his supervisors wherein he expressed constitutional concerns about NSA's
intelligence operations or authorities. We have found one instance of an e-mail inquiry to the office of
General Counsel asking for an explanation of the content of some training material .

(U) On Friday 5 April 2013 at about 4PM, Edward Snowden sent an email to the Office of General
Counsel questioning the hierarchy of several NSA authorities identified in a training course.

(U) The inquiry did not raise any concerns with the substance of any particular statute, Executive Order,
policy, or regulation.

(U) The inquiry did not suggest that NSA was violating any legal authority; nor did the inquiry question
whether NSA had authority to conduct specific operations.

(U) On Monday 8 April 2013, the next business day, the Office of General Counsel responded to his

question and the attorney offered to discuss the issue further if he desired to do so There is no evidence
that any additional correspondence or contact occurred on this matter.

9. (Q/TD) How was our search for any correspondence from him conducted?

(Upressr|

(US4 We have located additional email between Snowden and members of Office of General
Counsel and Oversight and Compliance relating to work on troubleshooting IT issues, but these emails
do not contain any questions or concerns about the legal authorities under which NSA operates.

UNCLASSIFIED ARGt eafi

(b)(5)



DOCID: 4249206

UNCLASSIFIED Arof—SFithosity—

10. (Q/TD) Was it exhaustive and authoritative?
(UfHB84- .Given the importance of this issue and the repeated claims by Mr. Snowden, the effort to

uncover any written or recollected evidence of these engagements has been thorough and involved
cognizant authorities in each area of review.

11. (Q/TD) Is it possible there is correspondence we overlooked, didn't record?

{UAFBEEFWe cannot completely rule out the possibility that something may have been overlooked, ___,.--[ Formatted: Font: 11 pt

but we have high confidence that the searches and interviews for relevant information we undertook
would have uncovered evidence of assertions that rise to the level of outreach and protestation claimed
by Mr. Snowden. They have not.

(u/sover]

(ugreses|

| .—-{ Comment [.6]: wny?

(u/souer |

(b)(3)-P.L. 86-36
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attached is the OIG response approved by Dr. Ellard. Thank you

(UpFeLe}

Executive Officer

Office of the Inspector General, D1

OPS2B8076, suite 6247

963-2978 (S)
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[NSA-S3M2 USA CIv

‘Sent: Thursdav, May 29 2014 11:25 AM

~INSA-Q USA CIv; DL d_ig_tasker (ALIAS) D; DL ODOC_Medialeaks (ALIAS) D4;

% [NSA-T Usa CIv.
i o ediaLeaks (ALIAS) D23; I_ltINSA;m USA CIV; DL ssct (ALIAS) S1; DL
RY;

" PAOMedia (ALIAS) DN1; DL Q_REGIST

NSA-Q31 USA CIV

“Subject: (U) ACTION: Snowden's Claims of Voicing Concerns
Importance: High

Classification: UNCLASSIFIED/FOR—OFFEHAHSE-ONEY-

Good .'morning,

DDIR and

are following up on Edward Snowden’s claims that he contacted Agency

authorities regarding his concerns about the legality of NSA SIGINT activities. This is not new

turf, of course...

but the White House, NSC and ODNI are preparing for the obvious questions

and follow-up queries that are sure to follow last night’s NBC broadcast.

and Raj had an email exchange on the low side this morning and they decided to pose

several questions internally to gather the right information, fidelity and confidence in order

to prepare the

PAO offices at the ICand WH levels. Those questions (also attached) are a
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guideline for the information we intend to pass...and it is not necessarily an exam where
each guestion must be answered separately.

REQUEST: that you identify your POC for this action, so that we can collaborate and craft
the basic information that responds to the DDIR’s task.

MLTF has nominally assigned a lead organization to each of those questions to help us pull
the final response together...but this will clearly be a team effort, and everything is
negotiable at this point.

has been tagged as the OGC lead, and he is looking into the questions about

Snowden’s contact with their office and how it was adjudicated. (1 email known to date)

There are also a number of questions at the top regarding the process and mechanisms for
how an Agency affiliate might voice a concern. MLTF is pulling the standing responses to
those items from our library...but we may need further insight and assistance from the OIG,
to include:

n Questions 3 & 4: We will clearly need OIG help in determining how many cases
have been brought to the attention of Agency officials, and how those cases were closed out
(i.e. a characterization of what the Agency deals with on a regular basis, and how we handle
them).

n Question 5: We will also need to discuss the

The last three questions (9-11) are prbbably best suited to Q Group, or perhaps TD. We

have some standard language that has been used publically, but we bel]evel

Below is the statement that NSA made in DEC 2013, and has been the

standard ever since: .

“After extensive investigation, including interviews with his former NSA
supervisors and co-workers, we have not found any evidence to support Mr.
Snowden’s contention that he brought these matters to anyone’s attention.”

We continue to search for other supporting data and statements, and will share that with
you as we pull it from our records.

<< 3> << >>

MLTF POC is ‘Please use the Medialeaks_core alias to keep our entire team
in the loop. o

Thank you! e
(b)(3)-P.L. 86-36
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1. (IG/ODOC) What is the training and awareness provided to gov’t and contractor employees
about reporting activities they perceive to be inconsistent with law or ethics?

2. (IG/ODOC) What are the mechanisms by which that reporting can occur?
3. (IG/ODOC) What is the process, accountability for addressing such reports?
4. (IG/ODOC) Is there arecord of these kinds of inquiries and responses?

5. (IG/ODOC) Do we have any examples of reported activity which resulted in corrective
measures?

6. (OGC)Did we receive corresponded from Edward Snowden about his concerns?
7. (0GCQ) If so, in what form, on what dates and with what specificity as to content?
8. (0GC) Were his inquiries responded to? If so, how and when?

9. (Q/TD) How was our search for any correspondence from him conducted?

10. (Q/TD) Was it exhaustive and authoritative?

11. (Q/TD) Is it possible there is correspondence we overlooked, didn't record?
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1) What is the training and awareness provided to gov't and contractor employees about reporting
activities they perceive to be inconsistent with law or ethics?

(UAFEHET NSA encourages employees to report concerns regarding their work or work environment.
All employees are made aware of how they may report concerns, even anonymously, within or outside
their supervisory management chain. The relevant processes are reinforced in recurrent, mandatory
training. Depending on the particular issue and individual circumstances, NSA employees may report
concerns through many different avenues inside NSA, across the Executive Branch, and to Congress. The
NSA OIG website provides information about submitting hotline complaints and addresses anonymity
and confidentiality concerns.

(UHFEHET The NSA OIG also provides briefings to various NSA training classes, including the new hire
orientation class, mid-level leadership classes, and other classes specific to skill communities, such as
contracting. The OIG issues agency-all messages covering policies and avenues for reporting suspected
mismanagement and violations of law, policy, and regulations.

(U/HEeP6 The following is a recent Senior Executive Message from Dr. George Ellard, NSA/CSS
Inspector General

(U) Within the Agency and the Federal Government, there are several avenues for reporting
suspected mismanagement and violations of law, policy, and regulations. We recommend that
you first try to resolve problems by bringing them to the attention of your leadership; managers
are often in the best position to assess concerns, recognize process shortfalls, and take
corrective action.

(U/AFBY8) If you believe that management has not been able to resolve your concerns, the
Office of the Inspector General (OIG) can assist. NSA/CSS Policy 1-60 requires that NSA/CSS
personnel report to the OIG possible violations of law, rules, or regulations; mismanagement;
gross waste of funds; misconduct by senior officials; or abuse of authority. A complainant's
identity is protected by law, and NSA/CSS Policy 1-62 protects employees from reprisal for
communications with the OIG. You can contact the OIG by telephone (963-5023), in person
(OPS 2B7088), or anonymously through our Web site ("go 1G").

(U) The Intelligence Community Whistleblower Protection Act (ICWPA) allows employees to
report "urgent concerns" to the intelligence committees of Congress. A complaint made in
accordance with the ICWPA ensures that your concerns are addressed and that classified
information is protected. ICWPA complaints are made through the NSA/CSS OIG or the
Department of Defense IG.

(U) If you have questions about how to report a concern, go to the IG Web site ("go IG") or
contact the IG Hotline (ighotline@nsa.ic.gov) on NSANet. Contact the U.S. Cyber Command IG
hbout problems involving that organization.

Dr. George Ellard

 (b)31PL. 8636
NSA/CSS Inspector General
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2) What are the mechanisms by which that reporting can occur?

(U/AFeHe}The IG Act of 1978, as amended by the Intelligence Community Whistleblower Protection
Act (ICWPA), also provides contractors and employees of intelligence agencies a mechanism for
reporting to Congress classified information alleging wrongdoing. An employee or contractor may'
provide information to the OIG anonymously, via phone, the OIG website, or in writing. Within NSA,
employees and contractors may also raise concerns with offices as diverse as the Associate Directorate
for Security & Counterintelligence, the Office of Equal Employment Opportunity & Diversity, the Office
of the Director of Compliance, the Office of the General Counsel, and the Privacy and Civil Liberties
Office. | |

3) What is the process, accountability for addressing such reports?
(UAHFBHET When an allegation is received by the OIG, the OIG Investigations Division reviews it to
determine the appropriate action. Complaints regarding systemic process problems may be referred to
the OIG Audit or Intelligence Oversight Divisions. Concerns involving violations of law or policy are
pursued via a preliminary inquiry, and if warranted, via an investigation, by the Investigations Division.
All complaints and their outcomes are tracked through the Inspector General case management system.
If an inquiry is reported directly to Congress, the NSA OIG may not have knowledge of such a request.

4) s there arecord of these kinds of inquiries and responses?
(UHHFBHE) The OIG keeps a record of all inquiries and actions taken.

5) Do we have any examples of reported activity which resulted in corrective measures?
(U/AFBH67T As previously reported to the intelligence committees, the OIG is aware of thirteen instances
of intentional misuse of the SIGINT system by individuals over the last 10 years. Other than violations
reported by OGC to the Department of Justice, we are not aware of any SIGINT programs or activities
that are inconsistent with the law. Additionally, each quarter, the OIG and OGC review reported
instances of non-compliance with SIGINT and Information Assurance authorities that are typically the

result of human error or technical malfunction. These matters are addressed by local management or
through other corrective actions taken by NSA’s compliance organizations.

6) Did we receive corresponded from Edward Snowden about his concerns?

(U/He-6e4-The NSA/CSS Office of the Inspector General has no evidence that Edward Snowden filed a
complaint with this office.

7) If so, in what form, on what dates and with what specificity as to content?

na
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{b)(3)-P.L. 86-36
8) Were his inquiries responded to? If so, how and when? {b}5)

Per MLTF POC: The last three questions (9-11) are probably best suited to Q Group, or perhaps TD. We

have some standard language that has been used publically, but we believd |
| Below is

the statement that NSA made in DEC 2013, and has been the standard ever since:

“After extensive investigation, including interviews with his former NSA supervisors and co-
workers, we have not found any evidence to support Mr. Snowden’s contention that he brought
these matters to anyone’s attention.”

9) How was our search for any correspondence from him conducted?

10) Was it exhaustive and authoritative?

11) Is it possible there is correspondence we overlooked, didn't record?

UNCLASSIFIED /SRt oo
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From: |\1§A D1 _USA CIV

To: Insa-D1. usa civ

Subject: FW: (U) question - ACTION ‘QRA: Snowden Concerns
Date: Wednesday, June 04, 2014"9: 56:_5_1 :

Attachments:

Classification: UNCLASSIFIED#FOR-OFFHGHHISE-ONEY—

i I:l ___________________ e e iy s

Executive Officer

Office of the Inspector General, D1
OPS2B8076, suite 6247

963-2978 (S)

From:|:|NSﬁ\—D1 USA-CIV

Sent: Wednesday, June 04, 2014 7:34 AM

To: NSA-D1 USA CIV -
Subject: RE: (U) ACTION: Q&A: Snowden ‘Concerns

Classn‘[catlon UNCLASSIF[ED;‘;’F R~ F!C!,"‘.L USE QNLY

See attached - have a few more.comments about. thlngs that need some .
work/clarification in addition to-what you mention. below. Regarding the agency alls, we talk

about reporting mechanisms on all messages that we send out — for example:

they aren’t as focused as the two you mention and we might need to massage the words a
little. ;

Counsel to the Inspector General

National Security Agency/Centra_l.'--"'Security Service

963-0946 (s)

<< >>

Froml iN’SA—Dl USA CIV

Sent: Tuesday, June 03, 2014 3:51 PM

To: NSA-D1 USA CIV

Subject: FW: (U) ACTION: Q&A: Snowden Concerns

Classification: UNCLASSIFIED/HoR—oHHCHAEYSEOoONEY—

Approved for Release by NSA on 11-13-2015, FOIA Case #78137
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welcome back — missed you!!

We worked on this last week when you were gone and | really could use your expertise to
correct a few things so we can submit on Wed....and I:I_can also weigh in again....

- Technically we are not quite briefing NEO yet — still trying to get OIG on schedule

- did_state D14 provides.some briefings and video to sorﬁ_e LEAD and COR classes —
he was going to find out what classes so I'll ask him again

- | can’t find any agehcﬁr—all Or exec messages prior to Snowden about reporting
mechanism #835 — 18 June 2013;'#4_2_3 — April 25, 2014 !

Executive Officer

Office of the Inspector General, D1

OPS2B8076, suite 6247 'i':ij'{bHS}-P.L. 86-36
963-2978 (S)

From: NSA-S3M2 USACIV e :

Sent: Monday, June 02, 2014 .5:59 PM I '

To] NSA-D23 USA CIV;l I\ISA-D4 USA Cl1v; |NSA-D14 USA CIv;
I INSA-Q USA CIV
I_CELDI_D.GC_MEd.ifLeakS (ALIAS) D23; DL ODOC Medialeaks (ALIAS) D4; DL d_ig_tasker (ALIAS) D;

NSA-D USA CIv; NSA-D USA CIV; DL Q_REGISTRY

Subject: (U) Q&A: Snowden Concerns Below textis duplicated in DOCIC 4246102 )
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(U) Edward Snowden has repeated claimed to have made attempts to express his concerns about the
lawfulness of certain NSA activities to NSA colleagues, leadership, and through official channels. The
following serves as an authoritative accounting of facts as relates to this claim and should be used as
the basis for considering any responses related to these issues.

(b)(3)-P.L. 86-36
(b)(5)

Framing questions

Framing guestions

A. Did Snowden raise concerns with NSA as he said he did?

(U) We have found a single instance of one email inquiry by Edward Snowden to the office of General
Counsel asking for an explanation of some material that was in a training course he had just completed.
The question was received and an answer was provided to Mr. Snowden. There was not additional
follow-up noted. There are numerous avenues that Mr. Snowden could have used to raise other
concerns or whistleblower allegations. We have searched for evidence of outreach from him in those
areas and have not discovered any engagements related to his claims. ((Note: This paragraph was
publicly released via the White House Press office on 29 MAY 14))

B. How did NSA respond to the NBC FOIA request?

(U) The FOIA request was being handled according to the normal process when it was overtaken by a
decision on the part of the NSA Director to release the text of the one e-mail referenced above.

(UHHE8+ Shortly after noon on 28 May 2014, NSA provided the paragraph in response A, above along
with a redacted version of the one email inquiry. The copy of that redacted version is stored in MLTF
Action folder 1602.

(UMF8E8+ NSA contact ed the FOIA originator NBC to close out the request.

NSA Background to Potential Q&A Responses:

1. What is the training and awareness provided to government and contractor employees
about reporting activities they perceive to be inconsistent with law and policies ?

(U) The NSA/CSS Comprehensive Mission Compliance Program provides training to all employees in
order to maintain a high degree of sensitivity to, and understanding of the intelligence -related laws,
regulations and policies associated with the protection of privacy rights during mission operations.

Throughout the curriculum, the instruction repeatedly emphasizes the employee’s responsibility to

UNCLASSIFIED [fFofafHChtSehe—
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{b)(3)-P.L. 86-36
®)6)

UNCLASSIFIED AFoR—BF et HSEOhtt—

report questionable activity and the mechanisms to do so.

their work or work environment in a number of different venues to include formal training, briefings to'
large and small audiences, Agency static and electronic billboards and wall displays, and Agency-wide '
emails and announcements . All employees are made aware of how they may report concerns, even
anonymously, within or outside their supervisory management chain. The relevant processes are
reinforced in recurrent, mandatory training. Depending on the particular issue and individual |
circumstances, NSA employees may report concerns through many different avenues inside NSA, across

the Executive Branch, and to Congress. The NSA OIG website provides information about submitting
hotline complaints and addresses anonymity and confidentiality concerns.

(U//PEB} Selected courses are mandatory before an employee (civilian, military or contractor) can
gain access to certain SIGINT operational systems. These specific training courses discuss the limitations
of SIGINT authorities and mission operations to include reminders and guidance about who to contact

with questions about scope of authorities and who to contact if there are known or even potential
compliance concerns.

(U) Below are examples from NSA’'s core Intelligence Oversight (I0) course “NSA/CSS Intelligence
Oversight Training” (OVSC1000). This course provides training to all employees in order to maintain a
high degree of sensitivity to, and understanding of the intelligence-related laws, regulations, and
policies associated with the protection of U.S. person privacy rights during mission operations.

(U) Many contractors are required to take this course. However, it is not mandatory for all contractors
and will depend on their assignment, duties, and the requirements of the stipulations of their
controlling contract.

(U) Students are familiarized with the major tenets of 10 documents, including DTM 08-052: “DoD
Guidance for Reporting Questionable Intelligence Activities and Significant or Highly Sensitive
Matters.” The following are examples of guidance provided within OVSC1000 course:

(U) If you become aware of a violation of the authorities, you should report it immediately . If
you are unsure if a violation has been committed, consult with your manager, your
organization’s 10 representative, or Compliance organization . You may also contact the NSA
OGC or the NSA/CSS Office of the Inspector General or OIG for assistance.

(U) It is important for personnel to understand that for purposes of intelligence activities
governed by E.O. 12333, DoD Regulation 5240.1-R contains the approved procedures for use
within DoD. These procedures also reffect DoD policies for employee conduct that require you to
be familiar with restrictions on the collection, retention and dissemination of U.S. person
information and the responsibility to report questionable intelligence activities to the NSA OGC
or NSA/CSS IG.

(U) Employees shall report any questionable activity to the NSA OGC or NSA/CSS 0IG. A
questionable activity is defined as any conduct that constitutes, or is related to, an intelligence

UNCLASSIFIED AER=—t it oo pii
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activity that maybe unlawful or contrary to executive order, presidential directive, or applicable
DoD policy. Employees may also report questionable activities directly to the DoD General
Counsel or Assistant to the Secretary of Defense for Intelligence Oversight, ATSD(I O).

(U) DIRNSA is also responsible for ensuring that no adverse action is taken against an employee
because the employee reports a questionable intelligence activity pursuant to the established
procedures. In addition, DTM 08-052 contains specific requirements for reportin g to the
President’s Intelligence Advisory Board questionable intelligence activities and significant or
highly sensitive matters that could potentially impugn the reputation or integrity of the DoD
Intelligence Community or otherwise call into question the propriety of an intelligence activity.
Should you need clarification or have questions about the reporting requirements for possible
significant or highly sensitive matters, you should consult with your manager, your compliance
organization, the NSA OGC or the NSA/CSS OIG.

(U) Report questionable or significant and highly sensitive intelligence activities to the NSA
OGC or NSA/CSS OIG. You can find contact information can be found in the Resources section .

(U) The 0IG also issues agency-all messages summarizing investigation results of illegal activity and also
messages covering policies and avenues for reporting suspected mismanagement and violations of law,
policy, and regulations. All messapes contain similar statements about the mission of the OIG and how
concerns can be reported. One example, Former NSA Employee Sentenced to 18 Months in Prison In
Corruption Scheme, posted on 21 June 2011 describes the results of the investigation and includes the (b){3)-P.L. 86-36
following statement: {b)(5)

{U) The NSA Office of the Inspector General actively investigates allegations of fraud against the Agency.

The 0IG is committed to eliminating fraud, waste, mismanagement of Agency resources, and abuse of
authority. If you are aware of potential fraud, waste, or abuse, please report your concern to the OIG by
visiting the Hotline office in 2B7088, calling 963-5023, or visiting the OIG Hotline website. You may
remain_anonymous when submitting concerns to the 0IG Hotline. If yvou chogse not to remain
anonymous, your identity will be protected.

(U) The following is a recent example of a Senior Executive Message from Dr. George Ellard, NSA/CSS

-

Inspector (General|specificall

(U) Within the Agency and the Federal Government, there are several avenues for reporting
suspected mismanagement and violations of law, policy, and regulations. We recommend that
you first try to resolve problems by bringing them to the attention of your leadership; managers
are often in the best position to assess concerns, recognize process shortfalls, and take corrective
action.

(UA06Q) If you believe that management has not been able to resolve your concerns, the Office
of the Inspector General (OIG) can assist. NSA/CSS Policy 1-60 requires that NSA/CSS personnel
report to the OIG possible violations of law, rules, or regulations; mismanagement; gross waste
of funds; misconduct by senior officials; or abuse of authority. A complainant's identity is
protected by law, and NSA/CSS Policy 1-62 protects employees from reprisal for communications
with the OIG. You can contact the OIG by telephone (963-5023), in person (OPS 2B7088), or
anonymously through our Web site ("go I1G").

(U) The Intelligence Commu nity Whistleblower Protection Act (ICWPA) allows employees to
report "urgent concerns" to the intelligence committees of Congress. A complaint made in

UNCLASSIFIED /fTOROFfeatostoity-
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accordance with the ICWPA ensures that your concerns are addressed and that classified
information is protected. ICWPA complaints are made through the NSA/CSS OIG or the
Department of Defense IG.

(U) If you have questions about how to report a concern, go to the IG Web site ("go 1G") or
contact the IG Hotline (ighotline@nsa.ic.gov) on NSANet. Contact the U.S. Cyber Command IG
about problems involving that organization.

(b)(3)-P.L. 86-36

p.2 h\lhat are the mechanisms by which that reporting can occur?

(UAFEHOTThe IG Act of 1978, as amended by the Intelligence Community Whistleblower Protection
Act (ICWPA), also provides contractors and employees of intelligence agencies a mechanism for
reporting to Congress classified information alleging wrongdoing. An employ ee or contractor may

provide information to the OIG anonymously, via phone, the OIG website, o+ in writing or directly to the ~ (b)(3)-P.L. 86-36
Congressional intelligence committees. Within NSA, employees and contractors may also raise : (b)(5)

concerns with offices as diverse as:

* the Associate Directorate for Security & Counterintelligence,
the Office of Equal Employment Opportunity & Diversity,
the Office of the Director of Compliance,
the Office of the General Counsel, and
the Privacy and Civil Liberties Office.

3. What is the process, accountability for addressing such }eports[? __________________________ -
(UAB8F When an allegation is presented to the OIG or referred to them by another agency element,
the OIG Investigations Division reviews it to determine the appropriate action. Complaints regarding
systemic process problems may be referred to the OIG Audit or Intelligence Oversight Divisions.

Concerns involving violations of law or policy are pursued via a preliminary inquiry, and if warranted, via

an investigation, by the Investigations Division. All complaints and their outcomes are tracked through
the Inspector General case management system.
If an inquiry is reported directly to Congress, the NSA OIG may not have knowledge of such a request.

4. s there a record of these kinds of inquiries and responses?

(U/#FEt0T The OIG keeps a record of all inquiries and actions taken.

UNCLASSIFIED /Rt it
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(b)(5)

UNCLASSIFIED /oot

5. Dowe have any examples of reported activity which resulted in corrective measures?

(U #FE67 Activity that is found to be a violation of law, directive, or policy }‘equires[some corrective
action. NSA’s incidents are most often tied to human error or technical malfunction that is corrected by
local management within the capabilities of the existing systems in consultation with the OIG and senior

leadership. As previously reported to the intelligence committees, the OIG is aware of thirteen
instances of intentional misuse of the SIGINT system by individuals over the last 10 years. Most were
referred to the Department of Justice, and eventually ended with the departure of the employee
involved. Auditing and monitoring processes in the operational areas where many of these violations
took place were significantly modified or improved.

(U/f™684= Other than violations reported by OGC to the Department of Justice, we are not aware of
any SIGINT programs or activities that are inconsistent with the law. Each quarter, the OIG and OGC
review reported instances of non-compliance with SIGINT and Information Assurance authorities that
are typically the result of human error or technical malfunction. These matters are addressed by local
management or through other corrective actions taken by NSA's compliance organizations.

6. (OGC) Did we receive correspondence from Edward Snowden about his concerns?
7. (OGC) If so, in what form, on what dates and with what specificity as to content?
8. (OGC) Were his inquiries responded to? If so, how and when?

(U) No such correspondence has been discovered.

(U) NSA is unaware of any correspondence Edward Snowden had with the Inspector General, the Office
of General Counsel, or his supervisors wherein he expressed constitutional concerns about NSA's
intelligence operations or authorities. We have found one instance of an e-mail inquiry to the office of
General Counsel asking for an explanation of the content of some training material .

(U) On Friday 5 April 2013 at about 4PM, Edward Snowden sent an email to the Office of General
Counsel questioning the hierarchy of several NSA authorities identified in a training course.

(U) The inquiry did not raise any concerns with the substance of any particular statute, Executive Order,
policy, or regulation.

(U) The inquiry did not suggest that NSA was violating any legal authority; nor did the inquiry guestion
whether NSA had authority to conduct specific operations.

(U) On Monday 8 April 2013, the next business day, the Office of General Counsel responded to his

question and the attorney offered to discuss the issue further if he desired to do so There is no evidence
that any additional correspondence or contact occurred on this matter.

9. (Q/TD) How was our search for any correspondence from him conducted?

| (UHFEDEr L e e
{b)(5)
UNCLASSIFIED AR et i
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(U84 We have located additional email between Snowden and members of Office of General
Counsel and Oversight and Compliance relating to work on troubleshooting IT issues, but these emails
do not contain any questions or concerns about the legal authorities under which NSA operates.

10. (Q/TD) Was it exhaustive and authoritative?

(U/HeEe+ .Given the importance of this issue and the repeated claims by Mr. Snowden, the effort to
uncover any written or recollected evidence of these engagements has been thorough and involved
cognizant authorities in each area of review.

11. (Q/TD) bs it possible there is correspondence we overlooked, didn't record?!_

{U/FFe484-We cannot completely rule out the possibility that something may have been overlooked,

but we have high confidence that the searches and interviews for relevant information we undertook
would have uncovered evidence of assertions that rise to the level of outreach and protestation claimed
by Mr. Snowden. They have not.

_(upreued]

(u/reses]

_._.-L,—-[ Comment [.9]: wWhy?

(uproney]
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From: | [NSA-D1 USA CIV
To: A-D1 USA CIV

Subject: RE: (V) Final "reference™ document: Q&A for Snowden"s Concerns and Notification
Date: Friday, June 06, 2014 1:59:27 PM

Classification: “CONFDENTANGFORN-
Thanks! Great job.

I

Counsel to the Inspector-General
National Security Agency/Central Secu.i'i'f\}'Service

963-0946 (s)

U b)(@-PL. 86.36

From:| INSA-D1 USA CIV

Sent: Fri ne 06, 2014 1:54 PM
To: INSA-D1 USA CIv

Subject: FW: (U) Final "reference” document: Q&A for Snowden's Concerns and Notification
Classification: COMNHBENFHANCEORMN -

fyi

(U/7FOu0)

Executive Officer
Office of the Inspector General, D1
OPS2B8076, suite 6247

963-2978 (S)

From: |NSA-S3M2 USA CIv

Sent: Friday, June 06, 2014 1:44 PM

To: DL OGC_Medialeaks (ALIAS) D23; DL d_ig_tasker (ALIAS) D; DL Q_REGISTRY;
NSA-D USA CIV; DL ODOC_Medialeaks (ALIAS) D4

Cc: DL ssct (ALIAS) S1; DL NTOC_ML (ALIAS) V2

Subject: (U) Final "reference" document: Q&A for Snowden's Concerns and Notification

Approved for Release by NSA on 11-13-2015, FOIA Case #78137
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From: SA-DL USA CIv
To: NSA-DY USA CIV. .

(o lisa-pi4 Usa civ
Subject: RE: (U) Q&A: Snowden Concemns
Date: Wednesday, June 04, 2014 12:15:18 PM

Classification: UNCLASSIFIEDAFOR-EFFHEHAEHSE-ONTY—

My favorite answer. .~ '

Deputy Inspector General, NSA/CSS
= re
cmel
2B8076 OPS 2B Suite 6247

"Tell me what you know. Tell me wha‘r you don't know. Tell me, wha‘r you think. Always distinguish
which is which." ; . ;
- Colin Powell

From: |:|NSA DI USACIV
Sent: Wednesday, June 04, 2014 12:15 PM
To:[_ INSA-D1 USA CIV
Cc: [NSA-D14 USA CIV -
Subject: RE: (U) Q&A: Snowden Concerns.

Classmcatlon UNCLASS!FIEDHFSR*B-FHG%&U‘SE—GNE(—

I've been working W|t_h on this today ~| have provided her a number of comments

and she isworking with the document. -

Counsel 1o the Inspector Generat__;’

National Security Agency/C_th_r-él Security Service

963-0946 (s)

s/
From ~__NSA-D1 USA CIV

Senlual.ed.u.ﬂsdax_ﬁ‘dne 04, 2014 12:14 PM
To INSA-D1 USA CIV - i i i
Cc: INSA-D14 USA CIV Remaining text is duplicated in DOCID 4249180 )
Subject: FW: (U) Q&A: Snowden Concerns

Approved for Release by NSA on 11-13-2015, FOIA Case #78137
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INSA_-D28 USA CIV

From: [ Jusspsusaay

Sent: Thursday May 29 2014 10:38 AM

To: NSA-S3M2 USA CIV NSA-D USA CIV
Ce: SA-D USACIV - : '

Subject: (U) Q&A processing. T

Attachments: Email Q and A.docx

T @)PL. 8636

Classification: UNCLASSIFIED#FGR—GFH%US‘EGHE{:

INTERNAL/DELIBERATIVE

After hearing fron‘Dhis AM and then speaking with At his suggestion, it appears we are really working a few
different “products”:

1. What does NSA know about all these guestions. This is a factual document that is being prepared so that NSA
has verification about what we know/don’t know and what we did to get the answers.

2. The next product is a draft set of UNCLASSIFIED questions and answers that can be developed for Public Affairs
1o use to address inquiries about the Snowden’s claims that he contacted various people within NSA to complain
about specific issues. Obvsiously per the call this AM—the attached will serve as a starting point, but we may
need to modify these a bit.

3. Finally, then, we might have additional Q and A that are more specific to the release of the email itself. These
may be a subset of #2.

As | understand now, you have already reached out to the IG and Q. { am curicus as it relates to Question #1---is this
something that MLTF already has assembled or is this scmething that should be staffed to SV and or ADET?

Thanks,
{U/AFede;

[ R e B 8636
Deputy Associate GC

Administrative Law and Ethics
NBP1, Rm 3A-67
Phone--NSTS: 892-3930
Qutside!

ATTORNEY WORK PRODUCT//ATTORNEY CLIENT
PRIVILEGED COMMUNICATION
Not to be released without OGC approval

Classification: UNCLASSIFIEDAROR-OFHGALEHUSEONEY—

1

Approved for Release by NSA on 11-13-2015, FOIA Case #78137
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1. Whatis the training and awareness provided to gov't and contractor employees about reporting
activities they perceive to be inconsistent with law or athics?

2. What are the mechanisms by which that reporting can occur?

3. What is the process, accountability for addressing such reports?

4, |s there a record of these kinds of inquiries and respanses?

5. Do we have any examples of reported activity which resulted in corrective measures?
6. Did we receive corresponded from Edward Snowden about his concerns?

7. |If so, in what form, on what dates and with what specificity as to content?

8. Were his inquiries responded to? If so, how and when?

9. How was our search for any correspondence from him conducted?

10. Was it exhaustive and authoritative?

11. Is it possible there is correspondence we overlooked, didn't record?
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1. (IG/ODOC) What is the training and awareness provided to gov’t and contractor employees
about reporting activities they perceive to be inconsistent with law or ethics?

2. (IG/ODOC] What are the mechanisms by which that reporting can occur?

3. (IG/ODOC) What is the process, accountability for addressing such reports? {bl_lg}-P-L- 86-36
(b)(3)

4. (IG/ODOC} Is there a record of these kinds of inquiries and responses?

5, (IG/ODOC) Do we have any examples of reported activity which resulted In corrective
measures?

6. (OGC)Did we receive correspondenceed from Edward Snowden about his concerns?

A. NSAisunaware of any correspondence Edward Snowden has had with the Jnspector
General, the Office of General Counsel, or his supervisors b{h‘g[;‘hg‘gﬁg_rgggg_:_jlggr_w‘shtj!_;y_t‘jgg‘a_l_J_
concerns about intelligence operations or NSA authorities. hSA has found a single instance

of one e-mall inquiry by Edward Snowden to the office of General Counsel asking for an
explanation of some material that was in a training course he had just ccmpleted,l‘__ o

Cn Friday 5 April 2013 at about 4PM in the afternoon, it appears Mr. Snowden emailed

questions to the Office of General Counsel about the precedence between federal statutes
and an Executive Order, as well as the interplay of DoD and ODNI regulations.

The inquiry did not raise any concerns with the substance of any particular statute and
Executive Order or DoD and DNI regulations. Nor did the inquiry question whether NSA had
authority to conduct specific operaticns or raise concerns that NSA might be violating the
constitution or any other law, regulaticn, or policy.
On Monday 8 April 2013, the next business day, the Office of General Counsel provided
specific answers to the questions and the responding attorney offered to discuss the
questions further. No additional correspondence has been identified.
7. {OGC) if so, in what form, on what dates and with what specificity as to content?
A. N/A
8. (OGC] Were his inquiries responded to? If so, how and when?
A N/A
9. {Q/TD)How was our search for any correspondence from him conducted?

10. {(Q/TD) Was it exhaustive and authoritative?

11. (Q/TD) Is it possible there is correspondence we overicoked, didn't record?

Approved for Release by NSA on 11-13-2015, FOIA Case #78137



cmmolte
Text Box
Approved for Release by NSA on 11-13-2015, FOIA Case #78137


DOCID: 4249215

9.

(IG/ODOC) What is the training and awareness provided to gov’'t and contractor employees
about reporting activities they perceive to be inconsistent with law or ethics?

(IG/ODOC) What are the mechanisms by which that reporting can occur?
{IG/ODOC) What is the process, accountability for addressing such reports?
{IG/ODOC) Is there a record of these kinds of inquiries and responses?

{IG/ODOC) Do we have any examples of reported activity which resulted in corrective
measures?

(OGC)Did we receive correspondenceed from Edward Snowden about his concerns?

A, NSAis unaware of any correspondence Edward Snowden has had with the Inspector
General, the Office of General Counsel, or his supervisors where he expressed constitutional
cancerns about intelligence operations or NSA authorities.

On Friday 5 April 2013 at about 4PM in the afternoon, it appears Mr. Snowden emailed
guestions to the office of general counsel about the precedence of an Executive Order, as
well as the interplay of DoD and ODNI regulations.

The inquiry did not raise any concerns with the substance of any particular Executive Orders
or DoD and DNi regulations. Nor did the inquiry question whether NSA had authority to
conduct specific operations.

On Monday 8 April 2013, the next business day, the Office of General Counsel provided
specific answers to the questions and the responding attorney offered 1o discuss the
questions further. No additional correspondence occurred.

(0GC) if 50, in what form, on what dates and with what specificity as to content?

A. N/A

(OGC) Were his inquiries responded to? If so, how and when?

A. N/A

(Q/TD) How was our search for any correspondence from him conducted?

10. (Q/TD) Was it exhaustive and authoritative?

11. (Q/TD} Is it possible there is correspondence we overlooked, didn't record?

Approved for Release by NSA on 11-13-2015, FOIA Case #78137
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NSA-D28 USA CIV

From: | NSA-Q31T USA CIV-

Sent: , 29, 2014 12:10 PM._......commmmrom D00 S (b)(3)-P.L. 86-36
To: . SA‘D23 USACIV

Cc: ;NSA-‘Dzs USA CIV .

Subject: RE: {U) 2014_05 29 - ACTION: Snowden's Claims of Voié'ing Concerns
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1. (IG/ODOC) What is the training and awareness provided to gov't and contractor employees
about reporting activities they perceive to be inconsistent with law or ethics?

2. (IG/ODOC) What are the mechanisms by which that reporting can occur?
3. (IG/ODOC) What is the process, accountability for addressing such reports?
4. {IG/ODOC) Is there a record of these kinds of inquiries and responses?

5. ({G/ODOC) Do we have any examples of reported activity which resulted in corrective
measures?

6. {OGC)Did we receive correspondenceed from Edward Snowden about his concerns?

A, NSA s unaware of any correspondence Edward Snowden has-had with the Inspector
General, the Office of General Counsel, or his supervisors wherein he expressed
constitutional concerns about NSA’s intelligence operations or NSA-authorities.

On Friday 5 April 2013 at about 4PM in the afternoon, #appears-Mr. Snowden sent an
emait -emailed-guestionsto the Ooffice of gGeneral Ceounsel guestioning the hierarchy of
severa! NSA authaorities |dent|fled ina trammg course, &beu{—the—p#eeedeﬁee-em

The inquiry did not raise any concerns with the substance of any particular Executive
Order,ss+DoD or-and DNI regulations. Nor did the inquiry question whether NSA had the
authority to conduct specific operations.

On Monday 8 April 2013, the next business day, the Office of General Counsel responded to

his question previded specificanswersto-the-guestions-and the responding attorney
offered to discuss the issue further if he desired to do so.questiensfurther. There is no
evidence that any Ne-additional correspondence or contact occurred.

7. {OGC) If so, in what form, on what dates and with what specificity as to content?
A. N/A

8. ({OGC} Were his inquiries responded to? If so, how and when?
A. N/A

9. {Q/TD) How was our search for any correspondence from him conducted?

10. {Q/TD) Was it exhaustive and authoritative?

11. (Q/TD) Is it possible there is correspondence we overlooked, didn't record?
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WILLIAMS: and welcome back. as we enter our second half hour, as we continue to hear from edward snowden, part of
a wide-ranging conversation taped a week ago in moscow. we have already heard some extraordinary things, but as you
will see, he's not done yet

SNOWDEN: i'm doing this to serve my country. i'm still working for the government. being a patriot means knowing
when to protect your country. if i could go anywhere in the world, that place would be home.

WILLIAMS: edward snowden'’s last posting was in hawaii. there he rented a house where he lived with his girlfriend and
performed electronic surveillance for the nsa. it was said he took his last position to gain access to the final documents
he wanted to steal and then leak.

how long prior to leaving hawaii did you start to say to yourself, i'm going to gather this, i'm going to put this away, i'm
going to expose this?

SNOWDEN: i think given the ongoing investigation that something better not to get into in a news interview, but i would
be happy to discuss this with the government.

WILLIAMS: what is the number? what's the closest you have come to estimating the number of documents?

SNOWDEN: i will say the 1.7 million documents figure that the intelligence community has been bandying about, the
director of nsa himself keith alexander said just a week ago in the australian financial review, i believe, that they have no
idea what documents were taken at all. their auditing was so poor, so negligent that any private contractor, not even an
employee of the government could walk into the nsa building, take whatever they wanted, and walk out with it and they
would never know. now, i think that's a problem. and i think that's something that needs to be resolved. people need to
be held to account for. has it happened before? could it happen again?

WILLIAMS: what didn't you grab? was there a threshold?

SNOWDEN: right. i didn't want to take information that would basically be take then and thrown out in the press that
would cause harm to individuals, that would cause people to die, that would put lives at risk. so a good gauge of what
information was provided to the journalists is a representation of what you see in the press. now the nsa and the
defense intelligence agency and some of these other organizations have claimed that lives are at risk, that all this
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miiitary information was out there, that, you know, i took all this information about missiles and warheads and tanks,
but we don't see any of that in the newspaper. we haven't seen any stories on that.

WILLIAMS: snowden turned over the secret documents to glenn greenwald and laura poitras, both of whom traveled to
russia for our interview. in his book "no place to hide," greenwald discussed the moment he met snowden in hong kong.

what did you make of him?

GREENWALD: the initial impression was one of extreme confusion. i was expecting to meet someone in his 60s or 70s,
someone very senior in the agency because i knew almost nothing about him prior to our arrival in hong kong.

SNOWDEN: it was a really intimidating moment. you know, it was the most real point of no return because the minute
you start talking to a journalist as an intelligence officer on camera, there is really no going back from that. that's where
it all comes together.

WILLIAMS: also, you had this tangible evidence. in effect he was saying to you if i wasn't legit, where else would i have
gotten this?

GREENWALD: right. that was certainly a good start to establishing his credibility and his authenticity was the fact he was
able to produce many thousands of documents from the most secretive agency of the world's most powerful but at the
same time there were government. questions about the authenticity of the documents t providence, the motives that
led to his taking them and what it was he would say when he identified himself to the world as the source.

WILLIAMS: by handing over the documents to journalists, snowden said he wanted to put some space between himself
and what he himself stole are from government computers. he wanted others to break the stories and do the reporting
and check to see which stories might cause undue harm.

SNOWDEN: and that's the reason that the journalists have been required by their agreement with me as the source,
although they could obviously break that or do whatever they want, but i demanded that they agreed to consult with
the government to make sure no individuals or specific harms could be caused by any of that reporting.

WILLIAMS: that includes nbc news which has reported on its own batch of snowden documents and has a reporting
relationship with glenn greenwald.

SNOWDEN: when it comes to specific stories about the specific collection programs, about specific targets, these aren't
decided by me. these are decided by newspapers.

WILLIAMS: you see the part of this and for a lay audience looking on, they know that this came from you. the bulk
release to the journalists came from you. they are guessing that you had decisions to make within what you had access
to, so then they hear you saying, i didn't put that out, the journalists did.

SNOWDEN: right. that's a fair question. anyone can second guess my judgment. again, i'm a human being. i could make
mistakes. i could make the wrong call. but the reality is the situation determined that this needed to be told to the
public. ' .

WILLIAMS: to your knowledge, there is nothing in what you have handed over to the journalists materially damaging or
threatening to the military or national security?

SNOWDEN: there is nothing that would be published that would harm the public interest. these are programs that need
to be understood, that need to be known, that require deep background and context for research. they are difficult to
report. but they are of critical public importance.
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WILLIAMS: just for clarification here note that snowden didn't deny turning over military secrets. he asserted instead
they wouldn't be published. another break. when we continue, how snowden justifies what he did.

(COMMERCIAL BREAK)

WILLIAMS: on the range between ticker tape parade entence, what do you think ought to happen to you if and when
you return to the united states?

SNOWDE: these are things that no individual should empower themselves to really decide. you know, i'm going to give
myself a parade. but neither am i going to walk into a jail cell to serve as a bad example for other people in government
who see something happening, some violation of the tion who think they need to say something about it.

WILLIAMS: you hear often in the united states are why doesn't he come home and face the music?

SNOWDEN: it's a fair question. why doesn't he face charges? but it's also uninformed. because what has been lain
against me aren't normal charges. they are extraordinary charges. we have seen more charges under the espionage act
in the last administration than we have in all other administrations in american history. the espionage act provides
anyone accused of it of no chance to make a public defense. you are not allowed to argue based on all the evidence in
your favor because that evidence may be classified, even if the it is exculpatory. when people say why don't you face the
music, i say you have to understand the music is not an open court and a fair trial.

WILLIAMS: what would you do if you had an aience with the president right now? what would you say?

SNOWDEN: i would leave advising the president to his advisers. that's -- i wouldn't presume to place myself on the level -
to be able to suggest what his course of action should be.

WILLIAMS: would you ask him if you could come home free and clear?

SNOWNDEN: i think that's a decision he'll weigh and decide based on what he believes would serve the public interest. i
think that's proper and appropriate. ]

WILLIAMS: in your mind though, are you blameless? have you done, as you look at this, just a good thing? have you
performed, as you see it, a public service?

SNOWDEN: i think it can be both. i think the most important idea is to remember that there have been times throughout
american history where what is right is not the same as what is legal. sometimes to do the right thing you have to break
a law. and the key there is in terms of civil disobedience. you have to make sure that what you are risking, what you are
bringing onto yourself doesn't serve as a detriment to anybody else, it doesn't hurt anybody else. if you are volunteering -
yourself to be used as a negative example, to spend a lifetime in prison rather than to spend a time in prison -- a short
period where you will come out, advocate, emerge stronger and inspire other people to resist these policieses, spolicies,
are you doing good or bad?

WILLIAMS: legal sources tell nbc news that snowden's legal team has been in contact with the government's lawyers,
but negotiations have t begun.

are you looking for clemency or amnesty? would you like to go home?

SNOWDEN: i don't think there has ever been any question that i wid like to go home. from day one i have said i'm doing
this to serve my country. i'm still working for the government. now whether amnesty or clemency becomes a possibility
is not for me to say. that's a debate for the public and the government to decide. but if i could go anywhere in the world,
that place would be home. ;
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WILLIAMS: and when we continue, an american in russia. edward snowden talks about what h|s life is like now in exile
and how he feels about coming home.

(COMMERCIAL BREAK)
WILLIAMS: this is a big cultural change. you, in effect, moved to russia from hawaii. what is your life like?

SNOWDEN: you know, it's -- it is a major cultural gap. it requires adjustment. but even though i didn't choose to be here,
even though, you know, circumstances really trapped me here, i can adapt. i can live life as an american more or less.
that's the beauty of the internet. we are no longer tied to our communities merely by, you know, miz call physical
connections. right now i'm watching a show, "the wire." i'm really enjoying it. second season, not so great, but --

WILLIAMS: what do you make of the fact that president putin's standing in the world, let's say, has changed so
dramatically during the time you have been here?

SNOWDEN: it's really frustrating for someone who is working so hard to expand the domain of our rights and our privacy
to end up stuck in a place where those rights are being challenged in ways that i would consider deeply unfair. the
recent bloggers' registration law in russia, i can't think of any basis for a law like that. not just in russia, but any country.
the government shouldn't regulate the operations of a free press whether it is nbc or some blogger in their living room.
there is so much that needs to be defended here in russia, but i am limited by my inability to speak russian and so on
that it's an isolating and frustrating thing. i really hope that russia, the united states and many other countries will work
to push back against this constantly increasing surveillance, this constant erosion and abrasion of public rights.

WILLIAMS: correct me if i'm wrong. the arc of your life is you went from signing up for the military of after 9/11, in effect
saying you were willing to die for your country to then telling people you half expected to die via abduction or
assassination after what you have done in this instance. that's a pretty dramatic arc since 2003, 2004.

SNOWDEN: i think that's actually a solid representation of the dramatic arcses sthat have happened within our
government in the same period. do you think our government has changed since 9/11? have the policies changed? has
civil engagement with the government changed? have our politics changed? are things radically different in terms of
partisanship? there have been radical changes within our government.

WILLIAMS: do you see yourself as a patriot?

SNOWDEN: i do. you know, i think patriot is a word that's thrown around so much that it can be devalued nowadays. but
being a patriot doesn't mean prioritizing service to government above all else. being a patriot means knowing when to
protect your country, knowing when to protect your constitution, knowing when to protect your countrymen from the
violations of and encroachments of adversaries and those adversaries don't have to be foreign countries. they can be
bad policies. they can be officials who, you know, need a little bit more accountability. they can be mistakes of
government and simple overreach and things that should never have been tried or that went wrong.

WILLIAMS: did you say earlier you were still serving your government?
SNOWDEN: yes.
WILLIAMS: how so?

SNOWDEN: when you look at the actions that i have taken, when you look at the carefulness of the program ares that
have been disclosed, when you look at the way this has been filtered through the most trusted journalistic institutions in
america, the way the government has had a chance to chime in on this and to make their case, and when you look at the
changes that it's resulted in, we have had the first open federal court to ever review these programs declare it likely
unconstitutional and orwellian and you see congress agreeing that massive surveillance, bulk collection needs to end.
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with all of these things happening thatheovernment agrees all the way up to the president, again, make us stronger how
can it be said that i did not serve my government? how can it be said that this harmed the country when all three
branches of government have made reforms as a result?

WILLIAMS: many in government say snowden should say for what he's done whether or not he comes home.

what do you miss about home?

SNOWDEN: i think the only -- the only answer to something like that for somebody in my situation is, you know, what
don't i miss? what would you miss? what wouldn't you miss? i miss my family. i miss my home. i miss my colleagues. i
miss the work. because caught up in all these issues, people have unfairly demonized the nsa to a point that's too
extreme. these are good people trying to do hard work for good reasons. the problem that we are confronted with, the
challenge that we are facing is not the working level guy, some mustache-twirling villain out to destroy your life. it's the
fact that senior officials are investing themselves with powers that they are not entitled to, and they are doing it without
asking the public for any kind of consent.

WILLIAMS: is what i heard you feeling bad for the damage to the nsa as a result of what you have exposed from the nsa?

SNOWDEN: well, what you need to understand in what i was saying -- i guess not what you need to understand, but
what i'm saying is not damage to the nsa. it's the sort of conspiratorial that can emerge when there are abuses that le
tnk they can do no good and the government has legitimate programs and purposes and they can do great things. the
nsa can as well. i think it's important to remember that people don't set their lives on fire. they don't say good-bye to
their families, actually pack up without saying good-bye to their families. they don't walk away from their extraordinary
comfortable lives. i made a lot of money for a guy with no high school diploma. and burn down everything they love for
no reason.

WILLIAMS: so you're a kid from north carolina and while i, after this interview, am free to fly back to the united states,
you can't. does that hurt you?

SNOWDEN: i think no american could be prohibited from coming home or traveling anywhere else without feeling a
sense of loss. but, again, i may have lost my ability to travel, but i have gained the ability to go to sleep at night, put my
head on the pillow and feel comfortable that i have done the right thing even when it was the hard thing. i'm
comfortable with that.

_WILLIAMS: a good number of americans, of course, feel that because of what they see as an act of treason, they sleep
less soundly at night fearing this massive leak of secrets has endangered the country. there is more on the way. glenn
greenwald says the next story he is going to public based on the snowden documents may be the biggest yet in terms of
impact. that is our broadcast for tonight. we're going to keep going in the studio to ask the question, in part to take on
the same question is snowden a hero or a traitor? we have assembled correspondents and former government officials.
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10 PM ET: NBC Brian Williams Reports

Edward Snowden
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BRIAN WILLIAMS: good evening. i'm brian williams. he is routinely called the most wanted man in the world. last week in
moscow, cloaked in secrecy and after months of behind-the-scenes back and forth, we sat down with edward snowden
for his first american television interview. let's begin with a reminder of what this 30-year-old has done and why he's
living in exile overseas, wanted for espionage in this country. the classified documents he stole, downloaded from the
nsa and handed over to journalists blew the lid off data mining programs that had been launched in the wake of and in
the name of 9/11. they have names like prism and boundless informant and xkeyscore. some of them designed to
vacuum up phone and internet data are from companies like verizon and google and apple and yahoo! and some of
them could zero in on any one of us. snowden came to this interview armed with talking points, ready to tell his story.
he knew he would be receiving no compensation and no question was off limits. already just today based on prereleased
snippets of what you're about to see secretary of state john kerry launched a full-on fredricton it willontal assault on
snowden calling him a traitor, challenging hill to come home to face justice. we'll hear what edward snowden has to say
about that. he arrived alone carrying only a backpack into our moscow hotel. he came up a back stairway into the
elevator. the moment he sat down and our camera focused on him, it became clear that this was the first good long look
at him the world had had. we saw him framed against the hotel window in hong kong and appearing from undisclosed
locations on closed circuit video. he was here now, introducing himself as ed. a lot of people say you have badly
damaged-your country. ‘

EDWARD SNOWDEN: can you show that? is there any dman vagsemonstration? i have been asking for a year now. if
after a year they can't show a single individual who has been harmed in any way by this reporting, is it really so grave? is
it really so serious? can we really trust those claims without scrutinizing them? i would argue we can't. we should be
open to them. it's fair, the possibility. if this has caused serious harm, i plirnlwould like to know about it.

WILLIAMS: keith alexander has said you have done, quote, significant and irreversible damage to the nation. he said
there is, quote, concrete truth that terrorist groups and others are taking action and making changes and it's going to
make our job tougher. and this amounts to telling our enemy our playbook.

SNOWDEN: so what's interesting is that we see the exact same language, the exact same accusations being levelled
against whistleblowers, against any critic of any government program throughout history, throughout time. -

WILLIAMS: what are you doing in russia?

SNOWNDEN: all right. so this is a really fair concern. i personally am surprised that i ended up here. the reality is i never
intended to end up in russia. i had a flight from cuba to latin america. the united states revoked my passport to trap me
in the moscow airport. when people ask why are you in russia, i say please ask the state department.

WILLIAMS: the u.s. state department says snowden's passport was pulled before he boarded that flight to moscow and
yet he was somehow still able to leave hong kong, a city he had chosen to fly to initially upon leaving the u.s. a formerly
high ranking american official said if snowden's equivalent russian kid was in our hands in the united states we would be
working mightily to, a, befriend him and, absent that, infiltrate what hes has, what he knows. what has your relationship
been to the host nation? have you met putin? have you spoken with him?

SNOWDEN: i have no relationship with the russian government at all. i have never met the russian president. i'm not
supported by the raugs government -- russian government. i'm not taking money from the russian government. i'm not a
spy. the best way to make sure, for example, the russians can't break my fingers and compromise information or hit me
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with a bag of money until i give them something was not to have it at all. the way to do it was by destroying material i
was holding before i transited through russia.

WILLIAMS: people are going to find it hard to believe that president putin hasn't taken a run at you or what you know.
you can state declaratively that that hasn't happened?

SNOWDEN: yeah. i mean, the way -- the way to think about this is, again, i already know how to deal with
counterintelligence. beyond that, i took nothing to russia, so i could give them mothing.

WILLIAMS: you say you're not carrying around any of the materials. you are handing them off. if i gave you a laptop,
could you access the documents?

SNOWDEN: no, no.

WILLIAMS: no, you couldn't remotely, electronically access material?
SNOWDEN: no. -

WILLIAMS: it's gone from your control?

SNOWNDEN: right. i don't have any control - let's put it this way. if i'm traveling through russia -- and i know i'm traveling
through russia and they have a very aggressive, very professional service. and i look like tweety bird to sylvester the cat,
a little walki_ng chicken leg with all the documents if i have control over that, that's a very dangerous thing for me.

WILLIAMS: we'll take our first break here. up next when we continue, the impact of 9/11 on edward snowden.
(COMMERCIAL BREAK)

WILLIAMS: going back almost a year to when this story first broke, edward snowden was defined early on, and not
altogether accurately. the president famously called him a hacker. we in the news media passed along and repeated
terms like systems analyst and outside contractor that didn't really mean all that much and according to snowden didn't
really describe what he did for a living.

(VIDEO BEGINS)

WILLIAMS: how do you define yourself? are you -- were you trained as a spy? specifically i'm talking about the titles
systems analyst, contractor. it seems to me spies probably look a lot more like ed snowden and a lot less like james bond
these days.

SNOWDEN: well, it's no secret that the u.s. tends to get more and better intelligence out of computers nowadays than
they do out of people. i was trained as a spy in sort of the traditional sense of the word. i lived and worked undercover,
overseas pretending to work in a job that i'm not and even being assigned a name that was not mine. now the
government might deny these things, frame it in certain ways and say, oh, he's a low level analyst but what they are
trying to do is they are trying to use one position that i have had in a career here or there to distract from the totality of
my experience which is that i have worked for the central intelligence agency undercover overseas. i have worked for
the national security agency undercover overseas. and i have worked for the defense intelligence agency as a lecturer at
the joint counterintelligence training academy where i developed sources and methods for keeping our information and
people secure in the most hostile and dangerous environments around the world with. so when they say i'm a low level
systems administrator that i don't know what i'm talking about it's somewhat misleading.

WILLIAMS: snowden said his life changed when he was still a teenager on the worst day in modern american history.
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what did 9/11 mean to you?

SNOWDEN: i have never told anybody this. no journalist. but i was on ft. meade on septembeth right outside the nsa. so
i remember -- i remember the tension on that day. i remember hearing on the radio. i remember thinking my
grandfather who worked for the fbi at the time was in the pentagon when the plane hit it. i take the threat of terrorism
seriously. i think we all do. i think it's really disingenuous for the government to invoke and sort of scandalize our
memories, to sort of exploit the national trauma that we all suffered together and worked so hard to come through to
yufjustify programs that are have never been shown to keep us safe but cost us liberties and freedoms that we don't
need to give up, and our constitution says we should not give up.

WILLIAMS: then there is this way of looking at it -- our nation had been attacked in this nonlinear way. we were hurting.
post pearl harbor hurting. why not cast the widest net possible? innocent people around the country were -- all felt the
same way. i've got nothing to hide. we've got to find this enemy we can't see.

SNOWDEN: the definition of a security state is any nation that prioritizes security over all other considerations. i don't
believe the united states is or ever should be a security state. if we want to be free we can't become subject to
surveillance. we can't give away our privacy. we can't give away our rights. we have to be an active party. we have to be
an active part of our government. and h say there are some things worth dying for. i think the country is one of them.

WILLIAMS: like a lot of young men in our country, and especially given the fact that your grandfather was at the fbi, your
dad's a vet. like a lot of young men across america you wanted to join up, and you did.

SNOWDEN: in 2004, i joined the u.s. army under the 18 x-ray special forces recruit prdgram. i have to give high respect
to everyone many the military and the graduates of those programs. they are better men than i. i was injured very early
on in the program and i washed out. i don't hide that.

WILLIAMS: snowden reportedly left the military after breaking both of his legs in training.

SNOWDEN: the fact is that i tried. you know, i saw what was going on in the world. i believed the government's
arguments that we were going to do good things in iraq, that we were going to free the oppressed. and i wanted to do
my part to help share the national burden and create not just a better america but a better world. the problem was, as
time went on, as i rose to higher and higher levels of the intelligence community, i gained more and more access, as i
saw more classified information at the highest levels i realized that so many of the things that we are told by the
government simply aren't true. much like the arguments about aluminum tubes and weapons of mass destruction, colin
powell's discussion about anthrax is a dama -- saddam was going to bring against.us. the iraq war i signed up for was
launched on false premises. the american people were misled. whether that was due to bad faith or simply mistakes of
intelligence, i can't say for sure. but i can say it shows the problem of putting too much faith in intélligence systems
without debating them in public.

WILLIAMS: we'll take another break here. coming up, how edward snowden says the nsa can reach into our lives via our
phones.

(COMMERCIAL BREAK)

WILLIAMS: welcome back. government was now able, if they wanted to, to use our computers to reach into american
lives and whatever you think of him, what edward snowden told us about spying on our data and our personal devices
was chilling. and as an example, we used the phone in my hand.

(VIDEO BEGINS)

WILLIAMS: 'i want to ask ybu about this device. this is not my iphone. this is what drug dealers resort to. this is called a
burner. it's a temporary. it's the one i brought to cover the olympics because our i.t. people told me that the russians are

8
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so good at infiitration. how good? and how good are the americans? what can the nsa do with this device, if they
wanted to get into my life?

SNOWNDEN: so, first off, that's probably the most expensive burner i have ever seen. but i guess we are at the up market
of drug dealers here

WILLIAMS: i'm using a term of art. this is turned off. it's inert.

SNOWDEN: the nsa, the russian intelligence service, the chinese intelligence service, any intelligence service in the world
that has significant funding and a real technological research team can own that phone the minute it connects to their
network. as soon as you turn it on, it can be theirs. they can turn it into a microphone. they can take pictures from it,
they can take the data off of it. but it's important to understand that these things are typically done on a targeted basis.
right? it's only done when people go, this phone is suspicious. i think it's being held by a drug dealer. i think it is being
used by a terrorist.

WILLIAMS: can anyone turn it on remotely if it's off? can they turn on apps? did anyone know or care that i googled the
final score of the rangers/canadiens game last night because i was traveling here?

SNOWDEN: i would say yes to all of those. they can absolutely turn them on with the power turned off the device. that's
pretty scary. the thing about the rangers game ises also salso scary. you might say, does anybody care that i'm looking
up the score for the rangers game? well, a government or a hacker or some other nefarious individual would say yes.
that tells a lot about you. you probably speak english. you are probably an american. you are interested in this sport.
they might know what your habits are. where were you in the world when you checked the score? do you check it when
you travel? do you check it when you're at home? they could tell your pattern of life. when are you doing these
activities? when do you wake up? when do you go to sleep? what other phones are around you? are you with someone
who's not your wife? are you some place you shouldn't be, according to the government which is arbitrary, you know.
are you engaged in any kind of activities we disapprove of, even if they aren't technically illegal? all of these things can
raise your level of scrutiny. these activities can be mis misinterpreted and used to do you wrong. the problem is the
capabilities themselves are unregulated, uncontrol are edun krol uncontrol uncontroledded and dangerous. '

WILLIAMS: all because i googled rangers, canadiens, final score.
SNOWDEN: exactly.

WILLIAMS: snowden says he was astonished at the access he had at his fingertips including a computer program that, as
he put it, could get inside your thought process.

SNOWDEN: when i think about an instance that really just struck me as, oh, my god, we can do this. and we can do it to
anyone was that people at nsa, analysts, can actually watch people's internet communications. watch them draft
correspondence and actually watch their thoughts form as they type. s as you write a message, an analyst at nsa or any
service using this attack against people can actually see you write sentences and backspace over your mistakes, change
the words, pause, and think about what you wanted to say and then change it. it's this extraordinary intrusion not just
into your communications, your finished messages but your actual drafting process, into the way you think. .

WILLIAMS: you must have been aware spying is sometimes called a dirty business. lives have been f_aken and unsavory
deeds have been committed. '

SNOWNDEN: you know, i don't think anybody who 's's been in the intelligence community for almost a decade as i have
been, is really shocked by the specific types of general operations when they are justified. what's more shocking for

anybody is not the dirtiness of the business. it's the dirtiness of the targetsing. it's the dirtiness of the way these things
are being used. it's the lack of respect for the public because -- the lack of respect for the intrusiveness of surveillance.
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WILLIAMS: when the president and others have made the point that you should have gone through channels, become a
whistleblower and not pursued the route you did, what's your response?

SNOWDEN: i actually did go through channels. and that is documented. the nsa has records. they have copies of e-mails
right now to their office of general counsel, to their oversight-and compliance folks from me raising concerns about the
nsa's interpretations of its legal authorities. i have raised the complaints not just officially in writing through e-mail to
these offices and these individuals but to my supervisors, to my colleagues, in more than one office. i did it in ft. meade.
i did it in hawaii. and many, many of these individuals were shocked by these programs. they had never seen them
themselves. and the ones who had went, you know, you're right. these are things that are are really concerning. these
aren't things we should be doing. maybe we're going too far here. but if you say something about this, they're going to
destroy you. do you know what happens to people who stand up and talk about this?

WILLIAMS: what did you report? what was the response?

SNOWDEN: so i reported that there were real problems with the way the nsa was interpreting its legal authorities. and
the response more or less in bureaucratyerreaucratic language was you should stop asking questions. one of my final
acts in government was continuing one of these communications with a legal office. in fact, i am so sure that these
communications exist that i have called on congress to write a letter to the nsa to verify that they do. write to the office
of general counsel and say, did mr. snowden ever communicate any concerns about the nsa's interpretation of its legal
authorities?

WILLIAMS: now about that last point there about the paper trail that snowden says exists within the nsa, so far nbc
news has learned from multiple sources that snowden did, indeed, send at least one e-mail to the general counsel's
office raisingic and legal questions. we have filed a request under the freedom of information act to look for any other
records. and when we continue here tonight, the are the secrets of the u.s. military safe?

(COMMERCIAL BREAK) .
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From:

To:

Cc:

Subject: FW: (U) Q&A: Snowden Concerns
Date: Tuesday, June 03, 2014 3:45:10 PM

Attachments: FINAL Snowden concerns QA V@

Classification-:-""U.NC LASSIFIEDHFOR—OGFFCIAETOSEONLEY

(b)(3)-P.L. 86-36
(B)(S)

ADS&CI reviewed the subject document and offer the following comments for your
consideration:

Question 9, first para: Change to read as follows for purposes of accuracy: (UAFEHET—We
have reviewed all of the email and NSANet social media posts authored by Edward Snowden
which we have been able to obtain. This review has included manual reviews of the email
and posts, as well as searches of the email tailored to identify any responsive
correspondence.

Please let us know if you have any questions.

Thanks.

" (b)(3)-P.L. 86-36

ADS&CI Chief of Staff

968-6000(s),;

From: NSA-S3M2 USA av

Sent: Monday, June 07, 2014 5:59 PM -
Tn-l_x_b'sazozza USA CIV] INsa-D4 UsA cIv NSA-D14 USA CIV;
| NSA-Q USA CIV

: Tleaks (ALIAS) D23; DL ODOC_Medialeaks (ALIAS) D4; DL d_ig_tasker (ALIAS) D;
SA-D USA CIV NSA-D USA CIV; DL Q_REGISTRY
ubject:

: Snowden Concerns

Classification: UNCLASSIFIED//FOR OFFICIAL USE ONLY

Approved for Release by NSA on 11-13-2015, FOIA Case #78137
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hSA-D28 USA CIV

From: | NSA-D23 USA CIV

Sent: Thursday, May 29, 2014 12; 24 PM

To: [ [NSA-Q311 USA CIV-.-.

Cc: | |NSA D23 USA CIV- i

Subject: E: (U) 2014 _05_29 - ACTION:” Snowdens Clalms of Vcncmg Concems

Classification: UNCLASSIFIED A-OR-OFHEAEYSEONEY— - =

Awesome thanks!

From] iNSA—Q?:.il USACIV |

Sent: Thursday, May 29, 2014 12:07 PM
To NSA-D23 USA CIV
Cc NSA-D23 USA 1V

Subject: RE: (U) 2014_05_29 - ACTION: Snowden's Claims of Voicing Concerns

®)(3)-P.L. 866
(0)(3)

Approved for Release by NSA on 11-13-2015, FOIA Case #78137
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| |NSA-D28 USA CIV

~ From: | INSA-D28 UsA cIv

~ Sent: Thursday, May 29, 2014 3:08 PM
. To: | | NSA-D28 USA C1V, Blaskowski Paul J NSA-DJ4 USA CIV; Sherman David )

' DrNSA-DJ USA CIV

Cc: _Phillips Pamela N NSA-DJ4 USA CIV] nsa-D2susacv:[ ]
i _|:E|NSA-D23 USA CIV; Blacker Cindy S NSA-DJ41 USACIV

Subject: j : RE: (U) NBC News Freedom of Information Act Request

Classification: UNCLASSIFIED#FOR-OFFIEHAL HSE-ONEY—

- b) (3)-P.L. 86-36
Deputy Associate GC, Litigation - (b) (5)

NSA Offlce of General Counsel

963-5047 (secure)

(unclass’i’fied)

(STE)

*ATTORNEY WORK PRODUCT//ATTORNEY CLIENT COMMUNICATION//PRIVILEGED
COMMUNICATION™**

éa.(?_’) 3 ):-_P_' L. B9~30 Not to be released without OGC approval.

From{ [NSA-D28 USA CIv

Sent: Thursdav_May 29, 2014 2:20 PM

To NSA-D28 USA CIV; Blaskowski Paul J NSA-DJ4 USA CIV; Sherman David 1 Dr NSA-DJ USA CIV
Cc: Phillips Pamela N NSA-D34 USA CIV;| NSA-D28 USA CI1V; INSA-D23 USA CIV;

Blacker Cindy S NSA-DJ41 USA CIV
Subject: RE: (U) NBC News Freedom of Information Act Request

Classification: UNCLASSIFIEDAOR-OFHEAEBSEONEY-—

(o) (3)-P.L. 86-36
Attorney (b) (5)

Litigation Practice Group
Office of General Counsel
D28, Rm 2B6106, OPS2B, Suite 6278

Bpproved for Release by NSA on 02-05-2016. FOIA Case & 78137)
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Secure: 963-2374/5047

Outside: I

ATTORNEY CONFIDENTIALITY NOTICE. The information contained in this email and any accompanying attachments
constitutes attorney work product and/or client advice, which are legally privileged.

From] [NSA-D28 USA CIv

Sent: Thursday, May 29, 2014 2:17 PM

To: Blaskowski Paul J NSA-DJ4 USA CIV; Sherman David J Dr NSA-DJ USA CIV

Cc: Phillips Pamela N NSA-DJ4 USA CIV] SA-D28 USA CIV;] INSA-D23 USA CI1V;
NSA-D28 USA CIV; Blacker Cindy S NSA-DJ41 USA CIV

- Subject: RE: (U) NBC News Freedom of Information Act Request

' Classification: UNCLASSIFIED/FOR-OFFEIAE-USE-ONEY-

(b) (3})-P.L. B6-36
(k) (3)

{b} (3)-P

Deputy Associate GC, Litigation
NSA Office of General Counsel
963-5047 (secure)
(unclassified)
(STE)
- **ATTORNEY WORK PRODUCT//ATTORNEY CLIENT COMMUNICATION//PRIVILEGED
COMMUNICATION**

. L _ Bo=28 Not to be released without OGC approval.

From: Blaskowski Paul J NSA-DJ4 USA civ-

. Tof NSA-D28 USA CIV; Sherman David J Dr NSA-DI USA CIV

Sent: Thursday, May 29, 2014 2:12 PM

 Cc: Phillips Pamela N NSA-DJ4 USA CIV] Jisa-D28 usA c1v; [NSA-D23 USA CIV;

SA-D28 USA CIV; Blacker Cindy S NSA-DJ41 USA CIV
Subject: RE: (U) NBC News Freedom of Information Act Request

“th) (3)-P.L. 86-36

- Classification: UNCLASSIFIEDAFOR-OFHGIALEYSEONEY— () (5)

(U/FeueH ] - .
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V/R,

Paul

(U}************#**************#****

Paul J Blaskowski

Deputy Chief, DJ4

Freedom of Information and Privacy Office

OPS2A, 2A1118, Suite 6248

Office: 963-5827s //I I I - e
SIPRNet Email| prsem® o

Internet Email] Jmes

FAX{|

***********************#t****#**(u)

“__-' b3y =P L. B86-36

From: IA NSA-D28 USACIV.
Sent: Thursday, May 29, 2014 1:26 PM
To: Sherman David J Dr NSA-DJ USA CIV
I_l:c_lmtllms_Eamela.FlNSA -DJ4 USA CIV; Blaskowski Paul J NSA D34 USA C1V| INSA-D28 USA CIV;
SA-D23 USA cwj INSA D28 USA CIV; Blacker Cindy S NSA-DJ41 USA CIV

Subject: RE: (U) NBC News Freedom of Information Act Request

Classification: UNCLASSIFIED/AoR-oHHESHAEYSE-ONEY—

Dave —|

v/r

() (3)-P.L. 86-36
Deputy Associate GC, Litigation {(b) (5)

NSA Office of General Counsel

963-5047 (secure)

unclassified)

STE) _

*ATTORNEY WORK PRODUCT//ATTORNEY CLIENT COMMUNICATION//PRIVILEGED
COMMUNICATION**

':(b'}- (3)-P.L. 86-36 Not to be released without OGC approval.

‘From: Sherman David J Dr NSA-DJ USA CIV
Sent: Thursday, May 29, 2014 1:15 PM

To| INSA-D28 USA CIV

Cc: Phillips Pamela N NSA-DJ4 USA C1V; Blaskowski Paul J NSA- DJ4 USA C1v NSA-D28 USA CIV;
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NSA-D23 USA CIV; E\l SA-D28 USA ClV; Blacker Cindy S NSA-DJ41 USA CIV
Subject: RE: (U) NBC News Freedom of Information Act Request

Classification: UNCLASSIFIED//ReUo—

(U/fFEH83 | take it you mean our initial written conflrmatlon that the NBC request has been received and we are
working on it. I'll need DJ4 to execute.

(U /A6 also would appreciate-._your view on|

Dave
<< File: Snowden USSID 18_Redacted. pdf >>
David J. Sherman :
Associate Director for Policy and Records ; : e
National Security Agency ) (b) (3)-P.L. 86-36
Room 2A0858 ' (b) (5)
[ |
969-2850 (secure)
(commercial)

From :| |NSA-DZB USA CIV
Sent: Thursday, May 29, 2014 1:08 PM
To: Sherman David J Dr NSA-DJ USA CIV '

Cc: Phillips Pamela N NSA-DJ4 USA CIV; Blaskowski Paul ] NSA D14 USA CIV INSA-D28 USA Clv;
| |NSA-D23 USA CIV| .~ NSA-D28 USACIV
Subject: FW: (U) NBC News Freedom of Information Act Request .
Importance: High ;

Classification: UNCLASSIFIED#‘F@R‘G‘FF‘I‘@#L‘HS‘E‘GH‘I:Y—

Dave — since this is going out through PAQ to the WH and NBC rlght now we need to follow up today with a standard
written response. :

v/r

_____________________________________________________________ = .'.':—"--'{b)(3}_P_L_ SR

Deputy Associate GC, Litigation
NSA Office of General Counsel
963-5047 (secure)
(_u_nclass'ified)
(STE)
*ATTORNEY WORK PRODUCT//ATTORNEY CLIENT COMMUNICATION//PRIVILEGED
COMMUNICATION**




DOCID: 4272115

Not to be released without OGC approval.
=#4b) (3)-P.L. 86-36

From: Sherman David J Dr NSA-DJ USA CIV
Sent: Thursday, May 29, 2014 9:12 AM .

To: Grimes Arlene U NSA-DN USA CIV d ' '

Ccif [NSA-D USA CIV; DL medlaleaks core (ALIAS) D; De Ra]esh NSA- D2 USA CIV | |
NSA-D2 USA CIV;| INSA-D28 USA CIV; DL pao (ALIAS) DN3; D DIR STAFF; Ledgett Richard H Jr NSA-D
USA CIV; DL ddir_staff (ALIAS) S; Fleisch Frances J NSA-D-USA CIV; DL EXDIR STAFF (ALIAS) D; Brooks Elizabeth R
NSA-DC USA CIV; Soule Trumbull D NSA-DC USA CIV; DL cos_staff (ALIAS) DC; DL OGC_Medialeaks (ALIAS) D23;

Bauman Ethan L NSA-DL USA CIV; | I{SA -DL USA CIV: Delong John M NSA-D4 USA CIV;| |
F NSA-D4 USA CIV; Richards Rebecca - A CIV SA-D5 USA C1V; lISA—DZ3

USA av;|;__|N5A-Dzs USA c1v;| NSA-D28 USA CIV; Kuntz Cheryl R NSA-DJ USA C1V; Phillips
Pamela N NSA-DJ4 USA CIV; Blaskowski Paul J NSA-DJ4 USA CIV; Blacker Cindy S NSA-DJ41 USA CIV

Subject: (U) NBC News Freedom of Information Act Request

Classification: UNCLASSIFIED//Foge—

Arlene:

(ULHB63You asked whether NBC has filed a FOIA with NSA with regard to Mr. Snowden’s communications with NSA.

(U/HBHBHt has. Specifically, one was filed Monday via the FOIA page on the NSA public website by Matthew Cole of
NBC News. It seeks:

“Any and all emails, documents or any other form of communication sent by or from EDWARD SNOWDEN to the
Office of General Counsel, or equivalent, or to any lawyer or legal office within the agency during the years 2012
and 2013, as well as any communication in response to Mr. Snowden.”

(UAFBB+We have been in telephonic contact with Mr. Cole to confirm receipt of this request. We will follow up with
written acknowledgement within a few days. The next step will be to task out a formal search for responsive
documents. | am aware that one has been surfaced separately.

Dave

David J. Sherman
Associate Director for Policy and Records
National Security Agency
Room 2A0858
969-2850 (secure) s
(commercial) S e S (b) (3)-P.L. 86-36

Classification: UNCLASSIFIED//AECYe—
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Classification: UNCLASSIFIED/FeEe—

Classification: UNCLASSIFIEDHOR-OFHEATOSEONEY—

Classification: UNCLASSIFIED/-AEcUo-

Classification: UNCLASSIFIED/FFOR-OFHCHALUSEONEY—
Classification: UNCLASSIFIEDAOR-OFHCIATUSEONEY-
Classification: UNCLASSIFIED/AFOR-OFHCALTUSEONEY—
Classification: UNCLASSIFIED/FOROFFICIATUSEONLY

Classification: UNCLASSIFIED/AER-OFCSHAEBSE-ONEY-
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From: I INSA—D USA CIV

To: DL PAOMedia (ALIAS) DNi

Ce: DL medialeaks — (ALIAS) Dy jusa-p usa avi INSA-D usA cIv;
SA-D USA CIV 3

Subject: FW: (U) FYSA: Snowden Ai!egation in Pendlng Vamty Fair Article 55

Date: Tuesday, April 08, 2014 3:59:41 PM

Attachments: Vanity Fair teaser.doc

Classification: €ONHBENTHARHANGFORAN—

Team “(b) (3)-P.L. 86-36

(b) (3)-P.L. 86-36

| b R
Media Leaks Task Force g, i
National Security Agency/Central Security Ser\nce =
OPS 2B 2B8080 e
JWlCS ﬁ)ﬂsa:ic.gOV““ ...................................................... -

UNCL s . i ) (3)-p.L. 86-3¢
NSTS  969-5006 J— =~

BLACK

From: NSA-D USA CIV

Sent: Tuesday, April 08, 2014 3:35 PM .- 3 ' %
To: Rogers Michael S NSA-D USA USN; Ledgett R;chard H Jr NSA- D USA CIV Fle|sch Frances J NSA-D

USA CIV; De Rajesh NSA-D2 USA CIV{[ : NSA-D2 USA CIV; Bauman Ethan L NSA-DL
USA_CIV;] NSA-DL“USA CIV~ s

Ccf NSA-Q3 USA CIV; Ensor Leoinel KNSA-Q USA civi[ © INSA-Q
USA vy [NSA-Q3 USA CIV; DL medialeaks_core (ALIAS) D; DL PAOMedia (ALIAS) DN1;

[NSA-D USA.CIV:] NSA-D2 USA CIV; | INSA-D21

I _
USATIV;] INSA-Q3T USA CIV; SA-Q31 USA CIV; | |
NSA-D? USA CIV : NSA-D USA CIV;
~INsa-D U g SA-D USA C1V] ~INsa-D UsA clv;
. NSA-D USA CIV; Bauman Ethan L NSA-DL USA CIV; NSA-DL USA CIv
ubject: (U) FYSA: Snowden Allegation in Pending Vanity Fair Article

Classification: CONFIDENTIAL/NOFORN—

TO: DIR
DDIR
ExecDIR
GC,D/GC

Bpproved for Release by NSA on 02-05-2016. FOIA Case # 78137
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LAO,D/LAO

(UMFEB6-This Thursday Vanity Fair plans to publish in its May issue a long anticipated article on
the Edward Snowden case. DDIR Ledgett is among government officials interviewed for the article.
The preview information is attached. NSA has not seen the full article and doesn’t expect to before
it is published.

(U/#Beu98)The preview quotes Snowden responding to statements that he made no formal
complaints about his concerns regarding NSA activities,

“The N.S.A. at this point not only knows | raised complaints, but there is evidence that |
made my concerns known to the N.S.A.'s lawyers, because | did some of it through e-mail. |
directly challenge the N.S.A. to deny that | contacted N.S.A. oversight and compliance bodies
directly via e-mail and that | specifically expressed concerns about their suspect
interpretation of the law, and | welcome members of Congress to request a written answer
to this question [from the N.S.A.].”

—teHPesstaw-Enforeement-Sensitiver All of NSA's forensic analysis and multiple interviews of

personnel| have failed to produce any evidence of Snowden’s claim that he
reported concerns to anyone. The closest thing to any engagement by him on this topic was a web-
based query to the OGC submitted in April 2013 while he was at NSA Washmgton training for his
National Threat Operations Center (NTOC) job. =

(b) (3)-P.L. 86-36
(b) (7) (E)
(U/AFOP6T Here is his request, submitted on 5 April: (b) (7) (A)

Message: Hello,  have a question regarding the mandatory USSID 18 training.

The training states the following:

(U) The Hierarchy of Governing Authorities and Documents is displayed from the
highest authority to the lowest authority as follows:

U.S. Constitution
Federal Statutes/Presidential Executive Orders (EO)
Department of Defense (DoD) and Office of the Director of National Intelligence
(ODNI) Regulations
NSA/CSS Directives and Policies
USSIDs
SID Management Directives and Policies
Office Policies

['m not entirely certain, but this does not seem correct, as it seems to imply Executive
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Orders have the same precedence as law. My understanding is that EOs may be
superseded by federal statute, but EOs may not override statute. Am Iincorrect in
this? Between EOs and laws, which have precedence?

Similarly, between DOD and ODNI regulations, which has greater precedence?
Could you please clarify?

Thank you very much,

Ed

And here is the response he received from an OGC attorney on 8 April:

Hello Ed,

Executive Orders (E.O.s) have the "force and effect oflaw." That said, you are correct
that E.O.s cannot override a statute.

In general, DOD and ODNI regulations are afforded similar precedence though subject
matter or date could result in one having precedence over another.

Please give me a call if you would like to discuss further.
tb) (3)-P.L. 86-36
(b)-(5)

Regards, Az

NOTHING FOLLOWS

(U/Feuey

Regards,

""-_:b) (3)-P.L. 86

Media Leaks Task Force [
National Security Agency/Central Security Service S
OPS 2B 2B8090 e

JWICS Rnsaicaoy—
UNCL @nsa.gov

NSTS 969-5011 s
BLACK | }-
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Classification: CONADENTAENCFORN-

Classification: -CONHDENTHALNOFORN

(b) (3)-P.L. 86-36
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Full article not available till 10 April.
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“Every person remembers some moment in their life where they witnessed some injustice,
big or small, and looked away, because the consequences of intervening seemed too
intimidating,” former National Security Agency contractor Edward Snowden tells Vanity
Fair about his motivation for leaking tens of thousands of secret documents. “But there’s a
limit to the amount of incivility and inequality and inhumanity that each individual can
tolerate. I crossed that line. And I'm no longer alone.”

Snowden’s extensive response is part of a 20,000-word narrative in Vanity Fair’s May issue,
by special correspondent Bryan Burrough and contributing editors Suzanna Andrews and
Sarah Ellison. The article is the first comprehensive account—bolstered by interviews with
dozens of key players—providing an inside look at how a geeky dropout from the Maryland
suburbs found himself alone in a Hong Kong hotel room, releasing some of America’s most
carefully guarded secrets to the world.

Snowden writes to Vanity Fair about the N.S.A.’s allegations that he never filed a formal
complaint (and directly challenges it to deny he contacted internal oversight); about why
he’s not a spy; about what he calls the “post-terror generation™s views on defending the
Constitution; about the crucial ways in which he differs from WikiLeaks founder Julian
Assange; about his amusement at being labeled a right-winger; and more.
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Among the highlights of Snowden’s response:

Snowden challenges allegations that he never filed a formal complaint about
the N.S.A. to internal oversight and compliance bodies: N.S.A. deputy director Rick
Ledgett, who led the internal investigation of Snowden, claimed Snowden made no formal
complaints. And if he complained personally to anyone, Ledgett tells Vanity Fair, he or she
has not acknowledged it.

In response to this claim, Snowden replies, “The N.S.A. at this point not only knows I raised
complaints, but that there is evidence that I made my concerns known to the N.S.A.’s
lawyers, because I did some of it through e-mail. I directly challenge the N.S.A. to deny that
I contacted N.S.A. oversight and compliance bodies directly via e-mail and that I specifically
expressed concerns about their suspect interpretation of the law, and I welcome members of
Congress to request a written answer to this question [from the N.S.A.].”

When asked about his initial reaction to the revelation that Snowden was the leak, Ledgett
tells Vanity Fair there was a personal sense of betrayal, stating, “It was like getting kicked in
the stomach.”

On using his personal credit card in Hong Kong to prevent spy accusations:
Snowden tells Vanity Fair that when he checked into the Mira, a hotel in Hong Kong’s
Kowloon district, he used his personal credit card so the government could immediately
verify he was entirely self-financed, was independent, and had, over time, withdrawn
enough financial resources to survive on his own without assistance. He writes, “My hope
was that avoiding ambiguity would prevent spy accusations and create more room for
reasonable debate. Unfortunately, a few of the less responsible members of Congress
embraced the spy charges for political reasons, as they still do to this day. But I don’t think it
was a bad idea, because even if they won’t say it in public, intelligence -community officials
are regularly confirming to journalists off the record that they know with a certainty that I
am not an agent of any foreign government.”

On rumors concerning the number of documents he has: Snowden cautions about
some of the numbers that investigators have publicized, especially the 1.7 million figure,
which, he tells Vanity Fair, is “simply a scare number based on an intentionally crude
metric: everything that I ever digitally interacted with in my career.” He adds, “Look at the
language officials use in sworn testimony about these records: ‘could have,” ‘may have,
‘potentially.” They're prevaricating . Every single one of those officials knows I don’t have 1.7
million files, but what are they going to say? What senior official is going to go in front of
Congress and say, ‘We have no idea what he has, because the N.S.A.’s auditing of systems
holding hundreds of millions of Americans’ data is so negligent that any high-school
dropout can walk out the door with it?"”

“I know exactly how many documents I have,” Snowden continues. “Zero.” But for the other
players involved, “I'm not sure we'll ever know who has what,” The Guardian’s U.S. editor,
Janine Gibson, says.

On what he calls the “post-terror generation’s” views on defending the
Constitution: “What we're seeing today in America is a new political movement that
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crosses party lines. This post-terror generation rejects the idea that we have to burn down
our village in order to save it—that the only way to defend the Constitution is to tear it up.”

On allegations that he has “a doomsday cache” in his possession: In response to
whispers in the intelligence community that Snowden has “a doomsday cache” in his
possession, Snowden retorts, “Who would set up a system that incentivizes others to kill
them?”

On the crucial ways he differs from WikiLeaks founder Julian Assange: “We
don't share identical politics. I am not anti-secrecy. I'm pro-accountability. I've made many
statements indicating both the importance of secrecy and spying, and my support for the
working-level people at the N.S.A. and other agencies. It’s the senior officials you have to
watch out for.”

Why he admires WikiLeaks: “They run toward the risks everyone else runs away from.
No other publisher in the world is prepared to commit to protecting sources—even other
journalists’ sources— the way WikiLeaks is.”

On how he’s amused by reports of his “right-wing politics” and would describe
his political thought as “moderate”: Snowden tells Vanity Fair he’s amused by reports
of his “right-wing politics, based on what seem to be Internet rumors and third-hand
information.” He continues, “I'd describe my political thought as moderate.”

Sources close to the situation discuss Snowden’s living arrangements in
Moscow and his desire to be granted asylum in Germany or another

democratic state: One source close to Snowden tells Vanity Fair that he and WikiLeaks
staffer Sarah Harrison moved multiple times and at one point lived with an American family
outside Moscow. Snowden and Harrision’s time together “was a little bit of a love-hate
thing,” says a person close to WikiLeaks. “They were stuck in close quarters there for a long
time.” Snowden is fastidious and Harrison is not, this person says. Harrison moved to Berlin
in November, but shortly before she did, a German politician had dinner with her and
Snowden, who expressed a desire to be granted asylum in Germany or another democratic
state. Mostly, the politician says, Snowden wished he could go home.

For the full story, subscribe now and get the digital edition, available April 10
for download.
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NSA-D28 USA CIV_

From: . Green Miller Marci L NSA-DN1 USA CIV

Sent: Thursday, May 29, 2014 2:08 PM
To: NSA-D2 USA CIVi| INSA-D4 USA CIv{ |

M NSA-DS4 USA C1V; DL PAOMedia (ALIAS) DN1; DL OGC MedlaLeaks (ALIAS) D23; DL
ODOC_Medialeaks (ALIAS) D4

Cc INsA-F1y usa aiv;| |NSA- 50121 usaavi ]
NSA-D28 USA CIv] [NSA-D23 USA CIv

Subject: RE: (U) ACTION: Request for Information in Support of Medla Leaks Action (1)

Classification: UNCLASSIFIED#FGR—GFFIGHI:_-H-S-E-GNI_AF"-

Thank you! DNI is pushing it now.

(U) Marci L. Green Miller X
NSA Public Affairs Office e
Personal|:b--/ T T L ;
PAO Office: 443-634-0721 B / 969-7499 S T
Media Line: 301-688-6524

BlackBerry[ ]

Unclass email: migree3@nsa.gov

{b) (3)-P.L. 86-36

From{ |nsaA-D2 usa civ
Sent: Thursday, May 29, 2014 2:07 PM - i
To: Green Miller Marci L NSA-DN1 USA CIV; | [NSA-D4 USA CIV;| JNSA-DS4 USA CIV;

DL PAOMedia (ALIAS) DN1; DL OGC_MedialLeaks (ALIAS) D23; DL ODOC_Medialeaks (ALIAS) D4

Cc:| NSA‘-FIY USA CIv;| INSA-S0121 USA c1v;| hSA—DZB USA CIv;
[NSA-D23 USA CIv :

Subject: RE: (U) ACTION: Request for Information in Support of Media Leaks Action

Classification: UNCLASSIF|EDHSR-OFHHCHALEUSE-ONEY—

|Mar_ci o

Confirmed with our Litigation practice group ‘that the copy provided i is fme to post on the website with OGC's
organizational designator, phone numbers and room number. =

| ............................................. S ———————— ) lt(b} (3)-P.L

Office Manager to the Deputy General Counsels
Office of General Counsel (DZ)

963-5548, |

OPS2B 2B8140, Suite: 6250

(UHFEYe-My Dropbox

From: Green Miller Marci L NSA-DN1 USA CIV
Sent: Thursday, May 29, 2014 2:01 PM___ i ?

Tof INSA-D4 USA CIV| INsA-D2 usa c1v;| INSA-DS4 USA CIV; DL
PAOMedia (ALIAS) DN1; DL OGC_MediaLeaks (ALIAS) D23; DL ODOC_Medialeaks (ALIAS) D4

ccf INSA-F1Y USA cIvy[ [NSA-S0121 USA CIv; | INSA-D28 USA CIV
Subject: RE: (U) ACTION: Request for Information in Support of Media Leaks Action

Epproved for Release by NSA on 02-05-2016. FOIA Case # 78137
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Classification: UNCLASSIFIEDHFOROFFEIATHSE-ONEY—

GC has provided approval to post the document as it was provided to PAO.
Marci

(U) Marci L. Green Miller

NSA Public Affairs Office
Personal________ |8/ 969-7503 S
PAO Office: 443-634-0721 B / 969-7499 S

Media Line; 301-688-6524
BlackBerry

Unclass email: mlgree3@nsa.gov

From:| NSA-D4 USA CIV

Sent: Thursday, May 29, 2014 2:00 PM

To: Green Miller Marci L NSA-DN1 USA CIV;] INSA-D2 USA CIv;| |NSA-DS4 USA CIV;
DL EAO.M.Edia_(.AI.IASJJi\INl ; DL OGC_MediaLeaks (ALIAS) D23; DL ODOC_Medialeaks (ALIAS) D4

Cc SA-F1Y USA CIV; [NSA-S0121 USA C1v; | NSA-D28 USA CIV

Subject: RE: (U) ACTION: Request for Information in Support of Media Leaks Action

Classification: UNCLASSIFIEDAFOR-OFFSHAL-USE-ONEY
Marci, : | |

Suggest confirming with OGC that keeping OGC’s organizatiohal designator, phone numbers a'r_'nd room number
unredacted is appropriate. e

.,;.-{ )( }

Training Program Manager
Office of the Director of Compliance, D4
OPS 2: 2B8054

Personal: 963-2510 (s) | key
Office: 963-1705 (s)] o)

DropBox:http:,/;‘urn.nsa.ic.gov{dropbox'«i‘. I -

(U/Fede—

From: Green Miller Marci L NSA-DN1 USA CIV
Sent: Thur May 29,2014 1:38 PM :
To: SA-D2 USA CIV NSA-DS4 USA CIV; DL PAOMedia (ALIAS) DN1; DL

OGC_MediaLeaks (ALIAS) D23; DL ODOC_Medialeaks (ALIAS) D4
cc: [ INSA-F1Y USA C1Vj] INSA-S0121 USA CIv| |NSA-D28 USA CIv

Subject: RE: (U) ACTION: Request for Information in Support of Media Leaks Action

Classification: UNCLASSIFIEDAFOR-OFHACHAEUSEONEY—

2
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All,

We are going to post the email to nsa.gov and IC on the Record ASAP. Is there any issue with posting as it appears in the
this attachment?

Please advise ASAP.
Marci

(U) Marci L. Green Miller

NSA Public Affairs Office

N I - L L PRI ——
PAO Office: 443-634-0721 B / 969-7499 S Sanuill

Media Line: 301-688-6524 R —

BIackBerryzl I PP

Unclass email: migree3@nsa.gov

L. ¢

From] INsA-D2 USA CTV.

Sent: Thursday, May 29, 2014 12:56 PM i

To:[_ NSA-DS4 USA CIV; DL PAOMedia (ALIAS) DN1 DL OGC_MedialLeaks (ALIAS) D23; DL
ODOC_Medialeaks (ALIAS) D4~

ccl INSA-F1Y USA Clvlmt_rthSA S0121 USA CIV; | . NSA-D28 USA CIv
Subject: RE: (U) ACTION: Request for Info 1on 1 support of Media Leaks Action :

Classification: UNCLASSIFIED/FOROFFICIAT USEONEY—

Attached is the email.

I | . _
Office Manager to the Deputy General Counsels
Office of General Counsel (D2) -

963-5548, | |
OPS2B 2B8140, Suite: 6250

(UAFS5+ My Dropbox

From:| NSA-DS4 USA CIV
Sent: Thursday, May 29, 2014 12:12 PM

To: DL PAOMedia (ALIAS) DN1; DL OGC_Medi 23; DL ODOC_Medialeaks (ALIAS) D4

Cc:l INSA-DS4 USA CIV] INSA-FIY USA C1v| [NSA-S0121 USA CIV
Subject: (U) ACTION: Request for Information in Support of Media Leaks Action
Importance: High

Classification: UNCLASSIFIEDAFOR-OFCHAET USEONEY—

All,

(U/ 0T The Media Leaks Outreach team has been tasked to do a “fact check” of the 28 May 2014 NBC interview
transcript. In the interview, Mr. Snowden stated that he sent emails to the OGC and Oversight and Compliance raising
concerns about the NSA’s interpretation of its legal authorities. Respectfully request a copy of the email. We will not
release the information without permission.
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Deputy Chief, DS4 s
Detailed to the Media Leaks Task Force
Room 2A1034 '
963-7763s

b

PRIVACY SENSITIVE - any misuse or unauthorized access may lead to disciplinary action.

Classification: UNCLASSIFIED/FOR-OFHGALEUSE-ONLY—

Classification: UNCLASSIF|ED/HoR-oFHSHAEHSE-ONEY—

Classification: UNCLASSIFIEDASR-OHFEHAEOSEONEY-

Classification: UNCLASSIFIED/AOR-OFHCHAEOSEONEY-

Classification: UNCLASSIFIED/AFoR-SHHCIHAEUSEONEY—

Classification: UNCLASSIFIED/AHSR-OHHGHAELSE-ONEY—

Classification: UNCLASSIFIED/AFoR-OHHGHAUSE-ONEY-—
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From: '
Sent; Thursday, May 29, 2014 1:11 PM
To: Rogers, Michael S ADM 3
Cc: l ' : 1DL
PAOMedia; Ledgett. Richard H; Fleisch, Frances J; Stone, Corin R; De, Rajesh]
L MLTF_core; Bauman, Ethan;| pherman, David J
Subject: FOLLOW-UP: PER YOUR REQUEST: Transcript
Sir,

Based on dialog with the White House the plan is now to have press spokesman Carney use the following material in
his press brief:

NSA has now explained that they have found one email inquiry by Edward Snowden to the office
of General Counsel asking for an explanation of some material that was in a training course
he had just completed. The e-mail did not raise allegations or concerns about wrongdoing or
abuse, but posed a legal question that the Office of General Counsel addressed. There was not
additional follow-up noted. The e-mail will be released later today.

There are numerous avenues that Mr. Snowden could have used to raise other concerns or
whistleblower allegations. We have searched for additional indications of outreach from him
in those areas and to date have not discovered any engagements related to his claims.

The additive difference from what was provided below is the intent to release the e-mail. At this time NSA Media Leaks
PAD is reaching out to NBC and media outlets which have inquired about Snowden’s claim to notify them of our intent

to share the text of the internal correspondence between Snowden and the OGC. It is the same benign e-mail that you

I_a_u_ﬂ'u;ﬁ_dlm,ed As | mentionl

[ INSA’s Leg Affairs office will be informed so
they can advise Senator Feinstein’s office. | i

b ; (b) (3)-P.L. 86-36
Please advise if you have any questions/concerns. (b) (5)

Regards,

Frﬁm:| f-o. ! i
Sent: Thursday, May 29, 2014 12:26 PM
To: Rogers, Michael S ADM

Ccf

DL PAOMedia; Ledgett,

Richard H; Fleisch, Frances J; Stone, Corin R; De, Rajesh;l L MLTF_core
Subject: FOLLOW-UP: PER YOUR REQUEST: Transcript Ry g -

Sir,

Reference the request from the White House, we just provided the following: (b) (3)-P.L. 86-36

--Did Snowden raise concerns with NSA as he said he did?

We have found a single instance of one email inquiry by Edward Snowden to the office of
General Counsel asking for an explanation of some material that was in a training course he
had just completed. The question was received and an answer was provided to Mr. Snowden.
There was not additional follow-up noted. There are numerous avenues that Mr. Snowden could

Bpproved for Release by NSA on 02-05-2016. FOIA Case & 78137
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have used to raise other concerns or whistleblower allegations. We have searched for
ev1dence of outreach from him in those areas and have not discovered any engagements related
to his claims.

--How do you plan to respond to the FOIA request?

We received the request from NBC and are following normal procedures for processing the
request.

NOTHING FOLLOWS
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e
From: i
Sent: __Tuecday March 10, 2015 4:4__0 PM
To: i
Subject: FW: NBC/email

- 'j_.-:ﬁ-:fz;‘é(b} (3)-P.L. 86-36

Deputy Associate General Counsel
Litigation Practice Group
Office of General Counsel

National Security Agency

Tel:

Froml |

Sent: r May 24, 2014 1:15 PM
To:

Subject: Re: NBC/email

That's what | said. For what it is worth | was at the movies this morning. Enjoy the game,

From:| | _

Sent: Saturday, May 24, 2014 01:13 PM Eastern Standard Time _

Tol . (b) (3)-P.L. 86-36
- - § ' b) (5

Subject: Re: NBC/emai o

At Orioles game but can do more substantive analysis this evening.

From{y — } ST ottt M A : (b) (3)-P.L. 86-36

Sent: Saturday, May 24, 2014 01:05 PM

Bpproved for Release by NSA on 02-05-2016. FOIA Case & 78137
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Toll oo T ) (3)-P.L. 86-36
Subject: Fw: NBC/email "

Froml |
Sent: Saturday, May 24, 2014 01:01 PM Eastern Standard Time {b).(3)-P.L. 86-36
To: De, Rajesh (b) (5}

Subject: Re: NBC/email

| have no idea. . Am
now at an appt

. b) (3)-P.L. 86-36
From: De, Rajesh _ :

Sent: Saturday, May 24, 2014 12:52 PM Eastern Standard Time

T0:| I
Subject: Fw: NBC/email Pl ' _"Yb) (6)
Why is doj weighing in on our obligations under privacy act? e (b)) (3)
_ R OGA
- P CDX:
Froml | P ' _
Sent: Saturday, May 24, 2014 12:46 PM s -
T | [De, Rajesh: Vines, Vanee M:

|DNI¥Media@dni.gov' <DNI-Media@dni.gov>;

|Richards, Rebecca J
Cc: Grimes, Arlene U; DL PAOMedia

Subject: Re: NBC/emall [Text below is duplicated in DOCID 4249177)
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From: | [NsA-D2 USA cIv
Sent: Friday, May 23, 2014 2:44 PM

To: Vines Vanee M NSA-DN1 USA CIV; Grimes Arlene U NSA-DN USA C1V, NSA-DZ USA
C1vy] JNSA-I USA CIV; DL PAOMedia (ALIAS) DN1

Cc: De Rajesh NSA-D2 USA CIV; Bauman Ethan | NSA-DL USA CIV; Sherman David J Dr NSA- DJ USA CIV
Subject: RE: (U) PAO RESPONSE RE: (U) Item _

Classification: -GGHHBEH%H@F@Rﬁ— e

| don’t have the email on the low side.

Principal Deputy General Counsel
Office of General Counsel
u}/963-5548(¢)

From: Vines Vanee M NSA-DN1 USA CIV

Sent: Friday, May 23, 2014 2:43 PM i —
To| NSA-D2 USA C1v; Grimes Arlene U NSA-DN USA CIV - NSA-D28
USA CIV}| INSA-D USA CIV; DL PAOMedia (ALIAS) DN1

Cc: De Rajesh NSA-D2 USA CIV; Bauman \-DL USA C1V; Sherman Da\nd 1 Dr NSA-DJ USA CIV
Subject: RE: (U) PAO RESPONSE RE: (U) Ttem

Classification: GONHBENTAENOFORN— .
Thanks, ma’am. I'll include DoJ.

May | have the e-mail on the Low Side, too?

Best,
vanee’

From:| INsa-D2 usa civ
Sent: Friday, May 23, 2014 2:30 PM
To: Vines Vanee M NSA-DN1 USA CIV; Grimes Arlene U NSA-DN USA CIV; NSA-D28

USA Clv; | |NSA-D USA CIV; DL PAOMedia (ALIAS) DN1

Cc: De Rajesh NSA-D2 USA CIV; Bauman Ethan L NSA-DL USA CIV; Sherman David J Dr NSA-D] USA
Clv; NSA-D2 USA CIV
Subjectﬁ‘fth'l: RE: (U) PAO RESPONSE RE: (U) Item

Classification: CONFBENTIALNOFORN—

Vanee,

For clarity, | am not suggesting cutting DOJ out of the coordination.

Bpproved for Release by NSA on 02-05-2016. FOIA Case # 78137
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e " (b)(3)-P.L. 86-36

Principal Deputy General Counsel”™
Office of General Counsel
OPSB2B, Room 2B8140

1)/963 -5548(s)

From: Vines Vanee M NSA-DN1 .USA c1v

Ser\:;jum_mma__ﬁom'z:zg PM ' "
To: SA-D2 USA CIV; Grimes Arlene U NSA-DN USA CIV; INSA-D28

USA CIV;| NSA-D USA CIV; DL PAOMedia (ALIAS) DN1
Cc: De Rajesh NSA-D2 USA CIV; Bauman Ethan L NSA-DL USA CIV; Sherman David J Dr NSA-DJ USA CIV
Subject: RE: (U) PAO RESPONSE RE: (U) [tem

Classification: -GQNEI-D-EN—'HA-I:#NQ-F@RN—

Roger that, ma’am. I'll ask the NSC and ODNI on the High (and share the document now).

Best,

vanee’

From:| [NSA-D2 USA CIv

Sent: Friday, May 23, 2014 2:27 PM %

To:r NS__A-DZ USA CIV; Grimes Arlene U NSA-DN USA cvy INSA-D28
USA CIV; Vines Vanee M NSA-DN1 USA CIV;| NSA-D USA CIV; DL PAOMedia (ALIAS)
DN1 e _ . ;

Cc: De Rajesh NSA-D2 USA CIV; Bauman Ethan L NSA-DL USA CIV; Sherman David J Dr NSA-DJ USA
c1v; | SA-D2 USA CIV. >

Subject: RE: (U) PAO RESPONSE RE: (U:tem
CIassification:-GGHHBEH%t{ﬁ‘&éF@Hﬁ? |
Vanee, ' E
Thanks for taking the call and agreeing to coordinate.

| will still be here for a while if something comes up and you need me.

Principal Deputy General Counsel
Office of General Counsel
OPSB2B, Room 2B8140

:['U}/QS:-; _5548{5) .



DOCID: 4272120

From: NSA-D2 USA CIV

Sent: Friday, May 23, 2014 2:25 PM

To: Grimes Arlene U NSA-DN USA CIV; NSA-D28 USA CIV; Vines Vanee M NSA-DN1
USA Cl1v;| INSA-D USA CIV; DL PAOMedia (ALIAS) DN1

Cc: - SA CIV;-Bauman Ethan L NSA-DL USA CIV; Sherman David J Dr NSA-DJ USA
Clv; SA-D2 USA CIV s R

Sub']Eect' ::mESPONSE RE (U) Item :

Classification: ﬁ@NﬁB‘ENﬂ#HfN@F@RN

Arlene,

Not clear why NSA OGC would coordinate the release. Seems like thé’c"is hart -df':_t‘he_l_norm_al PAO
coordination process. Raj has signed off and understand that Stu Evans has é"S'w.e:H_ o'h':-th_g low side.

Principal Deputy General Counsel
Office of General Counsel
OPSB2B, Room 2B8140 g
u)/963 -5548(s)

From: Grimes Arlene U NSA-DN USA av
Sent: 2014 2:09PM
To NSA-D28 USA CIV; Vines Vanee M NSA- DN1 USA C1V; INSA-D

USA CIV: DL PAQOM (ALIAS) DN1 :
Ccl iNSA D2 USA CIV De RaJesh NSA D2 USA CIV; Bauman Ethan L NSA DL USA CIV;
Sherman David ] Dr NSA-DJ USA CIV_

Subject: (U) PAO RESPONSE RE: (U Jtem

Classification: CORFBENTHAEANOFORN—

5A0 supports publicly releasing this information. Of course, Dq.l-;f.fhe WH and ODNI would also
need to approve. Several reporters continue to ask about this matter so we agree with Raj that we need
to get out in front of this one. ' i

Can OGC please coordinate with Dol, the WH and ODN_I.?.

Thank you,
(U/Feder
Arlene

Arlene U. Grimes
Chief, NSA Media Leaks Public Affairs Offlce
2B5053
Personal: 969-7505s I
PAO Office: 969-7499s /

Blackberry/external email:
After-hours media queries:
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{bu:-nPL 86-36

possi ble.

My dropbox (for large files):

Froml| _ Nsa-D28 usa c1v
Sent: Friday, May 23, 2014 1:56 PM
To: Vines Vanee M NSA-DN1 USA _C_IV;| |NSA-D USA CIV; DL PAOMedia (ALIAS) DN1;

Grimes_Arlene U NSA-DN USA CIV

Cc: | NSA-D2 USA CIV; De Rajesh NSA-D2 USA CIV; Bauman Ethan L NSA-DL USA CIV;

Sherman David J-Dr NSA-DJ USA CIV
- Subject: RE: (U) [tem

" Classification: UNCLASSIFIED//AFete—

Vinee

We defer to your judgment on this. Perhaps it is worth a phone call to indicate that when this issue first
surfaced we looked and could only find one inquiry to OGC and it consisted of a basic legal question.....

Faj_ would prefer to get in front of this in the best way

Deputy General Counsel " ‘(b)(3)-P.L. 86-36
Litigation and Management (B)5)
NSA Office of General Counsel

963-5548 (secure)

unclassified)

ATTORNEY WORK PRODUCT//ATTORNEY CLIENT COMMUNICATION
PRIVILEGED COMMUNICATION
Not to be released without OGC approval

From: Vines Vanee M NSA-DN1 USA CIV

Se?t; Fridav, Mav 23, 2014 1:35 PM

To NSA-D28 USA CIv; | INSA-D USA C1V; DL PAOMedia (ALIAS) DN1;
Grin -DN USA CIV '

Cc: SA-D2 USA CIV; De Rajesh NSA-D2 USA CIV; Bauman Ethan L NSA-DL USA CIV

Subject: RE: (U)| |item

Classification: -SONFBENHALANOFORN —

Ma’am; PAO certainly defers to OGC and LAO regarding the propriety of a public release. |do know that
© reporters would be very interested in the item.

it.:.jt:i}-P.L. 86-36
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Speaking strictly in terms of media relations, | wonder whether|

Best,

vanee’

# 3
'i_bu:-n-P.L. 86-36
{l__ilt5}

From: NSA-D28 USA CIV |

Sent: Friday, May 23, 2014 12:21 PM

To: Vines Vanee M NSA-DN1 USA CIV, NSA-D USA CIV; DL PAOMedia (ALIAS) DN1;

Grimes Arlene U NSA-DN USA CIV -

Cc INSA-D2 USA CIV; De Rajesh NSA-D2 USA CIV; Bauman Ethan L NSA-DL USA CIV

Subject: RE: (U‘ Item

Classification: UNCLASSIFIED//ESUc-

’

Al

/" Deputy General Counsel
L_it'igation and Management
NSA Office of General Counsel

 963-5548 (secure)

(unclassified)

PRIVILEGED COMMUNICATION

ii,";ﬂ_p,.__ 86-36 ATTORNEY WORK PRODUCT//ATTORNEY CLIENT COMMUNICATION
: Not to be released without OGC approval

~ From: Vines Vanee M NSA-DN1 USA CIV
" Sent: Friday, May 23, 2014 11:18 AM
Tof NSA-D28 USA C1V; NSA-D USA CIV; DL PAOMedia (ALIAS) DNi;

Gri -DN USA CIV
Cci ' -D2 USA CIV; De Rajesh NSA-D2 USA CIV; Bauman Ethan L NSA-DL USA CIV
Subject: RE: (U Item

Classification: -GOMNHBENRHAENGFORN—
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(b)(3)

Thanks, ma’am.l

If memory serves, Dol was not in favor of a release in December. But | know that much has changed
since then!

Best,
vanee’

From: NSA-D28 USA CIV

Sent: Friday, May 23, 2014 11:12 AM
To:I INSA-D USA CIV; DL PAOMedia (ALIAS) DN1; Vines Vanee M NSA-DN1 USA CIV;

Gri =DN USA CIV -
Cc SA-D2 USA CIV; De Rajesh NSA-D2 USA CIV; Bauman Ethan L NSA-DL USA CIV
Subject: ' (U] Item e e

Classification: UNCLASSIFIED//AECU6—

Deputy General Counsel
Litigation and Management
NSA Office of General Counsel
963-5548 (secure)
(unclassified)

ATTORNEY WORK PRODUCT/ /ATTORNEY CLIENT COMMUNICATION
PRIVILEGED COMMUNICATION
Not to be released without OGC-approval

From| NSA-D22 USA CIV

Senf:jnMM_ﬁo_m-n:os AM-
To: SA-D28 USA CIV
Subject: FW: (U) Item

Classification: UNCLASSIFIEDH-OR—OSHHEHAEHSE-ONEY—

This confirms that the HPS_CI/SSCI and Minority/Majority House and Senate Leadership staff were
provided a minimally redacted copy of the email (redactions of NSA personnel names).

l |
Associate General Counsel (Legislation)
Office of General Counsel
963-3208
OPS2B7112
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**ATTORNEY WORK PRODUCT//ATTO RNEY CLIENT
COMMUNICATION//PRIVILEGED COMMUNICATION **

Not to be released without OGC approval.

From NSA-DL USA CIV
Sent: Friday, May 23, 2014 11:01 AM
To: Lehner Jonathan NSA-D22 USA CIV
Subject: (U) Item

Classification: UN CLASSiF | EDHF@R—GFHGI-RL—H—S-[—GN—H’—

Jon -

Attached is the e-mail and attachment that Ethan sent It_went to HPSCI, SSCI, and House
and Senate Leadership staff. R

Thanks

(U/ ooty

DL, Legislative Atfairs Offu e .
OPS2B 7112, Suite 6282

963-3747 (s) /I:h") ....... e S S I
e e Wk e e e Y e e e e e e el o e e e e e e e e e e e e e e **(U)}%

Please send large files to my Dropbox:

'5=5;:':“'{bl(3}‘P'L' i

Classification: UNCLASSIFIED/ESR-OCFHGIAHSEOMNY—
S hresifiedBi: no3
Dertredtrom—NSACSSM—o2—
Bated—20070468—

Classification: -CONHBENHALNOFORN-

Classification: UNCLASSIFIED/+~Fede—

DervedFrom NSA/CSSM—t=52—
Dettassify- 026396856+
Classification: CoNHBENTHATHANOFORN—
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Classification: UNCLASSIFIED/+FeHe— .

Classification: -CONHBENHAENSHFORN-

TClassifred-By:
v

Classification: -CONHBENTHAENGHFORN—

Classification: -CONHBENTHAENOGFORMN—

Classification: -COMN—BENTHAENOTHFORM

Classification: SOMNBENHAHANCEORN-
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(b)(3)-P.L. 86-36

Classification—GoNHBENHAEANGTFORN—

_e*.a.spiﬁnrl By
w TETR A I—’J' O

—Dated—20070108—
—Bectassify-On—20396564+—
Classification: -CONEIDENTHANGHFORN—
DernvedtFrom NSACSSM—+=52—
Classification—CoONHBENTHATANCTORN—
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Blacker Cindy S NSA-DJ4 USA CIV

From: Rogers Michael S ADM NSA-D USA USN:

Sent: Monday, July 14, 2014 6:28 PM . i :

To: Sherman David J - A CIV: Ledgett Richard H Jr NSA-D USA CIV; Stone
Corin R USA CIV;l INSA-D USA CIV

Cc: D DIR STAFF; DL ddir_staff (ALIAS) S; DL EXDIR_:S:TAFF (ALIAS) D; DL medialeaks_core

(ALIAS) D; Brooks Elizabeth R NSA-DC USA CIV; Soule Trumbull D NSA-DC USA CIV; DL
cos_staff (ALIAS) DC; Bauman Ethan LNSA-DLUSA Cv;[___~ |NSA-DL USA
CIV; Grimes Arlene U NSA-DN USA CIV; DL pao (ALIAS) DN3; Richards Rebecca J NSA-
D5 USA cIv:| INSA-DS USA cIv; Delong John M NSA-D4 USA CIV;

NSA-D4 USA C1v;| INSA-S02 USA CIV] |
NSA-S02 USA CIV; De Rajesh NSA-D2 USA CIV] [NSA-D2
USA CIV} [E NSA-D28 USA cIv;] NsA-D23 Usa cv;

| INSA—DES USA CIV;l |NSA—D28 USA CIV; Kuntz Cheryl R
NSA-DJ USA CIV; Phillips Pamela N NSA-DJ4 USA CIV; Blaskowski Paul J NSA-DJ4 USA

Clv
Subject: RE: (U) Additional FOIA Requests for Snowden Email, Related Internal and External

Deliberations

Classification: UNCLASSIF|EDH—SR-oHHCHA—HSE-ONEY—

Copy and keep me informed here please.

/r,
MSR

ADM Michael S. Rogers, USN

Commander, U.S. Cyber Command

Director, NSA / Chief, CSS

FT George G. Meade, MD

NSA NETI | .............................. e e SRS g D | g g8
Comm | [

From: Sherman David J Dr NSA-DJ] USA CIV
Sent: Monday, July 14, 2014 2:47 PM
Michael S ADM NSA-D USA USN; Ledgett Richard H Jr NSA-D USA CIV; Stone Corin R USA C1V;
SA-D USA CIV
Cc: D DIR STAFF; DL ddir_staff (ALIAS) S; DL EXDIR_STAFF (ALIAS) D; DL medialeaks_core (ALIAS) D; Brooks Elizabeth
R NSA-DC USA CIV; Soule Trumbull D NSA-DC USA CIV; DL cos_staff (ALIAS) DC; Bauman Ethan L NSA-DL USA CIV;

INSA-DL USA CIV; Grimes Arlene U NSA-DN USA CIV; DL pao (ALIAS) DN3; Richards Rebecca J NSA-D5

USA CIv] NSA-D5 USA CIv; Delong John M NSA-D4 USA CIV; SA-D4 USA CIV;
NoA-s02 Usacvil NSA-502 usxsl'arn—m; ERaEsh NSAD2 USA |_'__|_|

INSA-D2 ysa crv:| [NSA-D28 USA C1V: | |NSA-D23 USA CIV;
NSA-D28 USA CIV;| .. _NSA-D28 USA- ay; Kuntz Cheryl R NSA-DJ USA CIV; Phillips Pamela N NSA—DJ4 USA
CIV; Blaskowski Paul J N DIFUGACY
Subject: RE: (U) Additional FOIA Requests for Snowden Emall Related Internal and External Dellberatlons

pproved for Release by NSA on 1
2-05-2016. FOIA Case # 78137 (b)(3)-P.L. 86-36
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Classification: UNCLASSIFIED/AFeHe

Sir

!

(U/HEH9+We have provided a final response to all but one of the ~10 requests NSA received on this matter.

(U/ABHET—Most sought all email correspondence between Mr. Snowden and either OGC or OIG. We have responded
by providing the one exchange known to exist in this regard and previously released to the public.

(UHFBHETA few requested all of Mr. Snowden’s email correspondence from either 2006 or 2009 to 2013. We have
responded by indicating the complete set of Mr. Snowden’s email are part of an ongoing investigation and cannot be
released (a few media outlets are choosing to ignore that first part and instead say that we refuse to release them,
which is a distortion of the facts). However, we did include the one email noted above and reaffirmed that we have
found no other complaints to OGC or OIG.

(U/H#BerThe single outstanding request is a complex one seeking all of our exchanges with the Senator Feinstein, the
SSCI, NBC, and other media outlets regarding Mr. Snowden’s emails as well as our internal deliberations/talking points
on the one released. This request has been added to our growing backlog and will wait its turn for further processing,
the next step in which would be to taskl |w.it_h searches for responsive documents. | cannot
estimate a time when we get to it. T

Dave  (b)3)-P.L. 86-36
(b)(5)

David J. Sherman

Associate Director for Policy and Records

National Security Agency
| Room 2A0858 |

969-2850 (secure) =
| |(comm'erc'ia1)" [

From: Rogers Michael S ADM NSA- D USA USN. - '
Sent: Monday, July 14, 2014 7:01 AM .~ "

NSA-D USA CIV
c: D DIR STAFF; DL ddir- staff (ALIAS} S DL EXDIR_ ST AFF (ALIAS) D; DL medlaleaks core (ALIAS) D; Brooks Elizabeth
- CIv; Soule Trg_mbull D NSA-DC USA CIV; DL cos_staff (ALIAS) DC; Bauman Ethan L NSA_—DL USA Clv;
| IN'SA-D_ USA CIV; Grimes Arlene U NSA-DN USA CIV; DL pgo rALIAsi DN3: Richards Rebecca J NSA-D5
USA C1V;] NSA-DS USA CIV: Delona John M NSA-D4 USA CIV; |NSA-D4 USA CIV;

[NSA-S02 USA CIV NSA-S02 USA CIV; De Ra]esh NSA-D2 USA CIV;
NSA-D2 USA C1v;| NSA-D28 USA CIV NSA-D23 USA C1V;

NSA-D28 USA C1v; |NSA -D28 USA C1V
Subject: RE: (U) itional FOIA Requests for Snowden Email, Related Internal and External Deliberations

Classification: UNCLASSIFIED/A—SR-SHHEtAE—SEONEY-—

I::T Sherman David J Dr NSA—DJ USA CIV Ledgett Richard H I NSA—D USA Clv; Stone Conn R USA Clv;

David:

Where are we on this one?
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I
MSR

ADM Michael S. Rogers, USN
Commander, U.S. Cyber Command
Director, NSA / Chief, CSS

FT George G. Meade, MD

NSA NET{ I e
SIPR: I r ................................... e S T
Comml I i T

From: Sherman David J Dr NSA-DJ USA CIV
Sent: Tuesday, June 03, 2014 4:51 PM .
To: Rogers Michael S ADM NSA—unknown USA USN Ledgett Richard H Jr NSA-D USA CIV; Stone Corln R USA CIv;
NSA-D USA CIV o

C: D DIR STAFF, DL ddir_staff (ALIAS) S; DL EXDIR_ST. AFF (ALIAS) D; DL medlaleaks _core (ALIAS) D; Brooks Elizabeth
CIV; Soule Trumbull D NSA-DC USA CIV; DL cos_staff (ALIAS) DC; Bauman Ethan L NSA-DL USA CIV;
USA CIV; Grimes Arlene U NSA-DN USA CIV; DL pao (ALIAS) DN3: Richards Rebecca J NSA-D5

. _INSA-D5 USA CIV; Delong John M NSA-D4 USA CIV;| INSA-D4 USA Clv;
_ |NSA-502 USA CIV: | NSA-S02 USA CIV: De Rajesh NSA-D2 USA CIV:
NSA-D2 USA CIV; | NSA-D28 USA C1v;| [NSA-D23 USA C1v;

“NSA-D28 USA C1v;] INSA-D28 USA CIv
Subject: (U) Additional FOIA Requests for Snowden Email, Related Internal and External Deliberations

Classification: UNCLASSIFIED/+Fedc—

INFORMATION ONLY; NO ACTION REQUIRED

ADM Rogers, Rick, Corin, ang

(U464 Since Brian Williams’ interview with Mr. Snowden ran last week, we have received a series of requests under
the Freedom of Information Act from major media outlets seeking additional information about the latter’s email
activities during his period of association with the agency.

(UHBYBF Many of these simply repeat NBC’s request for correspondence between Mr. Snowden and OGC. We will
respond by providing the requesters with the email released publically last week.

(UHFEHOTHowever, we also have a separate set of requests which collectively are seeking the following:

All of Mr. Snowden’s classified and unclassified email from either 2006 or 2009 to 2013;

Information describing how NSA searched for purported emails which Mr. Snowden claims document his
concerns about our operations and practices;

Our exchanges with NBC News regarding Mr. Williams’ interview with Mr. Snowden;

Any and all media inquiries to us regarding purported emails involving Mr. Snowden and our responses to these
inquires;

Our exchanges on this matter with the SSCI and particularly Senator Feinstein;

Our internal deliberations regarding the release of the email made public last week; and

Talking points prepared in connection with that release.
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(UAYB+ | hese requests were made by The Washington Post, al-Jazeera, Business Insider (a website specializing in
business news which has run occasional stories on NSA), The Examiner (which | would characterize as a non-traditional
“citizen media” site), and an independent journalist who has published in various outlets but most recently in The
Guardian.

(UHFEHeT As requests for Mr. Snowden’s emails more generally potentially involve information associated with an
ongoing investigation, OGC and Security will be consulted regarding the appropriate course of action in responding to
them.

(UHFeH6T also will discuss with OGC how to address the requests enumerated in the above bullets. Responses to
them would require considerable assistance from OGC, PAQ, MLTF, LAO, and others. | do not expect a quick turnaround
on any of the requests.

(UMeYet-Separately, | regret that we have received some unfavorable media coverage (attached) regarding a series of
internal emails released under FOIA last week dealing with our initial response last June to a surge of requests from
individuals seeking records of NSA surveillance directed against them.

(U/AFEHE} We GLOMAR (i.e. neither confirm nor deny we have such records) all such individual requests as to respond
in one instance — say, to tell your typical law-abiding citizen that we understandably have no surveillance records on him
or her -- would require us for reasons of equitable treatment to respond similarly in all cases and thus enable an actual
or potential foreign intelligence target, i.e. a terrorist, to file a FOIA request and receive confirmation as to whether he
or she is a subject of surveillance or has successfully evaded it. We now include this explanation in our GLOMAR
response to individuals seeking records on themselves in order to provide them with the reasons for our position.
However, by focusing on our internal back-and-forth as we worked through this issue — which also needed to be heavily
redacted to protect classified information -- The Guardian does not report the outcome of that discussion, which was to
provide the public more information in the form of a reasoned explanation of the rationale why we cannot be more
forthcoming.

Dave

<< File: Surge in FOIA Requests.pdf >> L (b)(3)-P.L. 86:36

David J. Sherman
Associate Director for Policy and Records
National Security Agency
Room 2A0858
969-2850 (secure)

commercial)

Classification: UNCLASSIFIED/+Febe—

Classification: UNCLASSIFIEDH—SR-OFHEHALT—ISEONY—

Classification: UNCLASSIFIED/“Eode—

Classification: UNCLASSIFIEDH—SR-SFHGHEHSE-ONEY—
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#1b)(3)-P.L. 86-36

From: Grimes Arlene U NSA-DN USA CIV ) 2 : 4z
To: Rogers Michael S ADM_NSA-upknown_ USA USN Lede Ric ard Tt NSA-DUSA CW Fielsch Frances J NSA-D

UsA QV; Gone Cain RUSA IV H NS5 S CIV] sa's usaavl
A-S USA USN; Plunkett Debora A NSA-L USA” HSA-V USA CZ[V:

NSA-V USA CIV; De Rajesh NSA-D2_USA-CIV “L A-D2_USA CIV; Delgn . -
usacvf — ———— ] SAD-’e ush CIV" Bauman 'NSA-DL USA CIV : SA-DL
usacv:]  JNSADP USA —n- A CIV; Richards Rebetca J NSA-D
USA CIV SA- DS USA cw Brogks Elizabeth -R-NSA-DC_USA CIV: “ SA-D28_USA
. CIv oinel K NSA-Q USA CIV SA-K: USA CIV;
NSA-C_USA CIV:

NSA C USA qav;

Cc:

Subject: (U) INFORMATION ONLY: Update re: Post NBC Follow-Up
Date: Thursday, May 29, 2014 2:09:05 PM

Attachments: Snowden USSID 18 Redacted.pdf

Classification: UNCLASSIFIEDAOR-OSHHSHAEHSE-ONEY—

TO: Admiral Rogers
DDIR
EXDIR
CoS
ADS&CI
GC
LAO
SID
IAD
MLTF
NTOC
NSOC
oDOoC
CLPO
FAD
NCSC
D

(U6 wanted to provide you with a quick update regarding the actions we’ve taken today. An
interagency decision was made to release the redacted email (attached) and the following press
statement, both of which will be posted to IC ON THE RECORD and nsa.gov shortly.

BEGIN STATEMENT

NSA has now explained that they have found one email inquiry by Edward Snowden to the Office of
General Counsel asking for an explanation of some material that was in a training course he had just
completed. The e-mail did not raise allegations or concerns about wrongdoing or abuse, but posed
a legal question that the Office of General Counsel addressed. There was not additional follow-up
noted. The e-mail will be released later today.

Bpproved for Release by NSA on 02-05-2016. FOIA Case # 78137
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There are numerous avenues that Mr, Snowden could have used to raise other concerns or
whistleblower allegations. We have searched for additional indications of outreach from him in
those areas and to date have not discovered any engagements related to his claims.

HiH

(U/HBH61 We've provided responses to the following media outlets that have submitted queries
thus far this afternoon: ABC, BNO News, The Hill, Huffington Post, Mother Jones, National Journal,
NBC, Reuters, U. S. News and World Report, Washington Business Journal, Washington Post, and

Wall Street Journal.

Thank you,

(UIHFeaor

Arlene

Arlene U. Grimes

Chief, NSA Media Leaks Public Affairs Office

2B5053
Personal: 969-7505s | |

PAQO Office: 969-7499s f| |
Blackberrylexternal email:| -

After-hours media queries: | b

My dropbox (for large files):

From: Grimes Arlene U NSA-DN USA C1v
Sent: Thursday, May 29, 2014 8:16 AM

To: Rogers Michael'S ADM NSA-unknown USA USN; Ledgett Rlchard H Jr NSA-D UC isch !
Frances J NSA-D_USA CIV rin R USA CIV; Shea Teresa H NSA-S USA-CIV; I_I
A-S-USA CIV;%]NSA -S USA USN: Plunkett Debora’ A NSA-I USA CIV{]
NSA-V USA CIV; NSA-V USA CIV; - civ;l I
NSA-D2 USA CIV; Delong John M NSA-D4 USA CIVl QSA D4 USA CIV; Bauman

|Emau_|_NSA;|1|_us|A_c1v; ~NSA-DL USA C1V] Jusa;np_us%cw _
NSA-DP USA CIV; Rich -D5. USA CIV}| SA-D5 USA

CIV; Brooks Elizabeth R NSA-DC USA CIV; SA-D28 USA CIV;] INSA-D21

USA CIV; Ensor Leoinel K NSA-Q USA CIV; ISA-K USA CIV; | ' |

NSA-K USA CIV; NSA-C USACIVZ] INSA-C USA C1v; | |

NSA-T USA CLv; ~_INSA-T USA C1v{ NSA-D USA CIV

Ccf NSA-D2 USA CIV; DL medialeaks_core (ALIAS) D; DL PAOMedia (AI_IAS) DN1;
[NSA-Q3 USA C1v;| JNSA-Q31 USA CIVj INSA- Q31

USA CIV

Subject: (U) INFORMATION ONLY: Post NBC Follow-Up

Classification: UNCLASSIFIED/HOR-CHTCHAEHSE-ONLY-

TO: Admiral Rogers
DDIR
EXDIR
CoS
ADS&CI
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GC
LAO
SID
IAD
MLTF
NTOC
NSOC
oDOoC
CLPO
FAD
NCSC
™D

(U/A#BH6+| wanted to give you a quick perspective about actions following last night’s NBC
interview with Edward Snowden so that you and your leadership teams have information to share
with your respective work force.

(UHSH8) NSA was not made aware of this story by NBC until commercials began running late
last week. NSA personnel were engaged through the weekend with the ODNI and the National
Security Council Staff to see what we could learn about the focus of the planned program. We
received a few fact-check inquiries from the network, but they provided no discernible insight and
requests by us for more information went unanswered. The inquiries seemed more about
solidifying their story, and given the lack of prior engagement with the government about the
interview, an interagency decision was made to not comment prior to last night’s airing.

(ULHFBH0T As the story aired and overnight there has been an active dialog between and amongst
multiple agencies, the National Security Council Staff and the ODNI Public Affairs. This morning we
will be focused on a detailed fact-check of the transcript and interagency engagement about
possible follow-ups today. Thus far, related media inquiries have been light, but we expect that may
change later in the morning. One area of current focus is whether or not to rebut Snowden’s claim,
which he has made before, that he had expressed his concerns about NSA activity to officials on
multiple occasions. A question and answer set on that issue will be developed today and various
stakeholders—particularly the Department of Justice—will be consulted to determine the
downstream implications of any actions in this regard.

(U/AFEH6+ We will endeavor to keep senior agency leadership informed on key developments.

Thank you,

(UFeTeT—

Arlene

Arlene U. Grimes o7 (b)(3)-P.L. 86-36
Chief, NSA Media Leaks Public Affairs Office e T

2B5053 P

Personal: 969-7505s f

PAO Office: 969-7499s i
Blackberry/external email:




DOCID: 4272127

After-hours media queries:

My dropbox (for large files)] | (b){3)-P.L. 86-36

Classification: UNCLASSIFIED/HSR—ESFHEHAHSEOMNE-

Classification: UNCLASSIFIEDHSR—OHHEHATTYSEONEY-
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Classification: UNCLASSIFIED/#FoR—SFFECEAL—HSE—ONEY-—

From:
Sent: Monday, April @8, 2013 1:37 PM
To: Snowden Edward J NSA-FHV USA CTR
Cc:

Subject: RE: (U) Question for OGC re 0VSC1866 Course Content - (U) FW:
Comments from the D2 General Counsel Email Us Form

Classification: UNCLASSIFIED /+0R—0FFFcAl—HSE—Oh-Y—
Hello Ed,

Executive Orders (E.O0.s) have the "force and effect of law." That said, you
are correct that E.O.s cannot override a statute.

In general, DOD and ODNI regulations are afforded similar precedence though
subject matter or date could result in one having precedence over another.

Please give me a call if you would like to discuss further.

Regards,

Office of General Counsel/D21

963-3121 NSTS/(301) 688-5015 Commercial

OPS 2B, 2B8134, Suite 6250

----- Original Message-----

From: ejsnowd@nsa.ic.gov [mailto:ejsnowd@nsa.ic.gov ]

Sent: Friday, April @5, 2013 4:11 PM

To: DL gc_web (ALIAS) D2

Cc: Snowden Edward ] NSA-FHV USA CTR

Subject: Comments from the D2 General Counsel Email Us Form

Classification: UNCLASSIFIED/7FoR—6FHFcHA—USE—ONLY.
SID: ejsnowd

fullname: Ed Snhowden

Org: FHV

Affiliation: Contractor

Secure_Phone: N/A

Message: Hello, I have a question regarding the mandatory USSID 18 training.
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The training states the following:

(U) The Hierarchy of Governing Authorities and Documents is displayed from the
highest authority to the lowest authority as follows:

U.S. Constitution
Federal Statutes/Presidential Executive Orders (EOQ)
Department of Defense (DoD) and Office of the Director of National
Intelligence (ODNI) Regulations
NSA/CSS Directives and Policies
USSIDs
SID Management Directives and Policies
Office Policies

I'm not entirely certain, but this does not seem correct, as it seems to imply
Executive Orders have the same precedence as law. My understanding is that
EOs may be superseded by federal statute, but EOs may not override statute.

Am I incorrect in this? Between EOs and laws, which have precedence?
Similarly, between DOD and ODNI regulations, which has greater precedence?
Could you please clarify?

Thank you very much,

Ed

Classification: UNCLASSIFIED/AQR—OREICIAL USE ONLY

Classification: UNCLASSIFIED/-~8H6—

Classification: UNCLASSIFIED//HSR—oFFciA—USEONLY
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From: | =

Sent: Saturday, May 24, 2014 1:11 PM

To: De, Rajesh;[ i i

Cc: | s |Ensor, Leoinel K Moultrie,
Ronald S: DL PAOMedia] [Grimes, Arlene U;

Subject: ;ep;y: ;-mail Release

I've just been added to this thread so I apologize if I am going over old ground.

Raj, if you are looking for 100% assurance there isn't possibly any correspondence that
may have been overlooked I can't give you that. If you asked me if I think we've done
responsible, reasonable and thoughtful searches I would say "yes" and would put my name
behind sharing the e-mail as "the only thing we've found that has any relatlonshlp to his
allegation.

Give Snowden's track record for truth telling we should be prepared that he could
produce falsified e-mails and claim he sent them. The burden then falls to us to prove he
didn't (you know how that will end).

(b)3)
From: | |
Sent: Saturday, May 24, 2914 09 55 AM- Eastern Standard Tlme
To:
Cc:
Subject: Fw: NBC/email T
' (b)(3)-P.L. 86-36
see below.
From: De, Rajesh
Sent: Saturday, May 24, 2614 09:40 AM Eastern Standard Time R (1O _
To: s S (b)3)
il 03 - . “ OGA
Subject: Fw: NBC/email ¥ S . ODNI

I need very senior confirmation (Kemproultrle[:::]) that all p0551b1e steps have been taken
to ensure there are no other emails from S to OGC.

From: Evans, Stuart [mailtol il |
Sent: Saturday, May 24, 2014 09:25 AM - ;
To: Hayden, Caitlin { : | Vines, Vanee M; Beaghley /, Sina

1
Bpproved for Release by NSA on 02-05-2016. FOIA Case # 78137)




DOCID: 4272148

~DNT-Media@dni.gov' <DNI-Media@dni.gov>;

De, Rajesh ST
Cc: Grimes, Arlene U; DL PAOMedia T (B)3)
Subject: Re: NBC/email ¢ OuA
(b)(E) i ODNI

+ Raj (Caitlin's note is below).

e B)(3)-PLL. 86-36
From: Hayden, Caitlin
Sent: Saturday, May 24, 2014 ©9:20 AM —— e :
: 'Vines, ' Beagh : 5 ® Litt’ -
To: 'Vines, Vanee M' | |Beaghl Stuart; 'Robert Li Text below is

"DNI-Media' <DNI-

Media@dni.gov>; s usdoij.gov>
Cc: 'Grimes, Arlene U' “‘DL PAOMedia’
Subject: RE: NBC/email
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ESA- D28 USA CIV

From: | [NsA-s3M2 usa v

Sent: Thursday, May 29, 2014 11:39 AM

To: INSA-Q USA CIV: DL d_ig_tasker {ALIAS) D; DL ODOC_Medialeaks
(ALIAS) D4; INSA -T USA CIV

Cc: DL CGC_Medialeaks {(ALIAS) D23j - JSA CIV; DL ssct {ALIAS) S1;
DL PAOMedia (ALIAS) DN1; DL Q_REGISTRY T NSA-Q31 USA CIV

Subject: RE; (U) ACTION: Snowden's Claims of Voicing Concerns

Importance: High

Classification: UNCLASSIFIEDAFOROSFHCSI AT YSEONEY-—

Thanklelfor the“reminder!"@ N L s R e R !...iﬁf‘.-.,

(b)(3)-P.L. 86-36

To ALL,
| forgot to include a suspense.
We need your POC right away so that we can talk/horse trade/and write against these questions today.

Jay Carney (White House spokesman) is going in front of the press at 1230 today...he will get the standard fair that we
have used over the past few months...we can’t possibly pass anything useful to him by that time.

ADM Rogers has scheduled a update on the NBC interview in his office tomorrow at 0900. Qur info will be used there as
well.

So...we need to have our input written and ready by 1400 today.
(b)(3)-P.L. 86-36

Thanks! (b}(5)

Rgds,

| I M—

Media Leaks Task Force
OPS 2B, 2B8090
968-5009 (s)

(b)(3)-P.L. 86-36

-

From:| [Nsa-Q usa cIv
Sent: Thursday, May 29, 2014 11:29 AM

Bpproved for Release by NSA on 04-22-2016, FOIA Case # 78137)




DOC

D: 42903882

To: J NSA-S3M2 USA CIV

- suspense?

ADS&CT Chief of Staft

968-60001(s);

From:|

Subject: RE: (U) ACTION: Snowden's Claims of Voicing Concerns.. o

INSA-S3M2 USA CIV

SerILilhuLidM.ay_Zﬁ[
To:

NSA-T USA CEIV
Cc: DL OGC_Med

DL Q_REGISTRY;

2014 11:25 AM

NSA-Q USA CIV; DL d ig_tasker (ALIAS) D; DL ODOC_Medialeaks (ALIAS) D4

23]
NSA-Q31 USA CIV

NSA-D23 USA CIV; DL ssct (ALIAS) S1; DL PAOMedia (ALIAS) DN1;

Subject: (U) ACTION: Snowden's Claims of Vgicing Concerns

Importance: High

[Text below is duplicated in DOCID 4249209]
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DOCID: 4294451

NATIONAL SECURITY AGENCY

CENTRAL SECURITY SERVICE
FORT GEORGE G. MEADE, MARYLAND 20755-8000

o | ——C
e TATES 0F Lol

FOIA Case: 78121
9 June 2014

MATTHEW J WIECEK

N A R i 01

Dear Mr. Wiecek:

This is an initial response to your Freedom of Information Act (FOIA)
request dated 29 May 2014, which was received by this office on
30 May 2014, for “Any and all correspondence from Edward Snowden to any
entity within the NSA in which he notes his concern about the scope and/or
legality of a US surveillance program. I would also like a copy of the response
he received, if any.” This letter acknowledges that we have received your
request and provides some administrative information. Your request has
been assigned Case Number 78121. Due to a significant increase in the
number of requests being received by this Agency, we are experiencing delays
in processing. We will begin to process your request and will respond to you
again as soon as we are able.

Correspondence related to your request should include the case
number assigned to your request, which is included in the first paragraph of
this letter. Your letter should be addressed to National Security Agency, FOIA
Office (DJ4), 9800 Savage Road STE 6248, Ft. George G. Meade, MD 20755-
6248 or may be sent by facsimile to 443-479-3612. If sent by fax, it should
be marked for the attention of the FOIA office. The telephone number of the
FOIA office is 301-688-6527.

Sincerely,

Honre 7F

FOIA Customer Representative

Bipproved for Release by NSA on 04-27-2016. FOIA Case # 78137




DOCID: 4294452

NATIONAL SECURITY AGENCY

CENTRAL SECURITY SERVICE
FORT GEORGE G. MEADE, MARYLAND 20755-6000

FOIA Case: 78121A
1 July 2014

MATTHEW J WIECEK

)

Dear Mr. Wiecek:

This responds to your Freedom of Information Act (FOIA) request of
29 May 2014, which was received by this office on 30 May 2014, for “Any and
all correspondence from Edward Snowden to any entity within the NSA in
which he notes his concern about the scope and/or legality of a US
surveillance program. I would also like a copy of the response he received, if
any.” For purposes of this request and based on the information you provided
in your letter, you are considered an “all other” requester. There are no
assessable fees for this request.

Your request has been processed under the provisions of the FOIA. A
thorough search of our files was conducted, but there are no documents
indicating that Mr. Snowden contacted agency officials to raise concerns about
NSA programs.

The Initial Denial Authority for NSA information is the Associate Director
for Policy and Records, David J. Sherman. The fact that we were unable to
locate records responsive to your request may be considered by you as an
adverse determination, and you are hereby advised of this Agency’s appeal
procedures. Any person notified of an adverse determination may file an
appeal to the NSA/CSS Freedom of Information Act Appeal Authority. The
appeal must be postmarked no later than 60 calendar days after the date of the
initial denial letter. The appeal shall be in writing addressed to the NSA/CSS
FOIA Appeal Authority (DJ4), National Security Agency, 9800 Savage Road STE
6248, Fort George G. Meade, MD 20755-6248. To aid in processing the
appeal, it should reference the inability of the Agency to locate the records you
seek, in sufficient detail and particularity, and the grounds upon which you
believe this Agency maintains such records. The NSA/CSS FOIA Appeal
Authority will endeavor to respond to the appeal within 20 working days after
receipt, absent unusual circumstances.

Bpproved for Release by NSA on 04-27-2016. FOIA Case # 78137




DOCID: 4294452

FOIA Case: 78121A

As you may be aware, one document was located that shows that Mr.
Snowden raised questions about the agency’s interpretation of NSA’s legal
authorities. Although it is not responsive to your request since it does not
discuss NSA programs or raise concerns about NSA programs, we are providing
the document to you as a courtesy as it was previously released. The
document can also be found posted on the icontherecord.tumblr.com website,
as well as on NSA.gov.

Sincerely,

PAMELA N. PHILLIPS

Chief
FOIA/PA Office

Encl:
a/s



DOCID: 4294457
UNCLASSIFIED / A FOR—OFFICIAL USE ONLEY ™
{b)(3)-P.L. 86-36

{B)(5) FOIA Case: 78071
M/R: (U) Final/ Partial Denial

(U) This letter further responds to Mr. Matthew Cole’s FOIA
request of 23 May 2014, received in the FOIA office on 27 May 2014, for
~“Any and all emails, documents or any other form of communication sent
by or from EDWARD SNOWDEN to the Office of General Counsel, or
equivalent, or to any lawyer or legal office within the agency during the
- years 2012 and 2013, as well as any communication in response to Mr.

Snowden.”

(U) For the purposes of this request, and based on the information
provided by the requester, he is considered a representative of the media.
The requester states that he is affiliated with NBC News. A search of
their website confirms that Mr. Cole is a current writer for NBC. NOTE:
Mr. Cole has also posted an article, dated 29 May 2014, titled “Paper
Trail? NSA Releases Email Snowden Sent to Agency Officials.”

(U /0167

(U/Aet6r

UNCLASSIFIED/7FOROFFICIALUSE-ONLY-
Bpproved for Release by NSA on 04-27-2016. FOIA Case # 78137




DOCID: 4294457
UNCLASSIFIED/ fFOR—OFFICIAL USE-ONEY-

FOIA Case: 78071

(U) We provide the requester with 1 document (2 pages) with a
Partial Denial response, explaining the exemptions cited and providing
NSA appeal rights.

(U /oot and Cindy Blacker, DJ41, 966-4073,
29 May 2014 "

(U) Paul Blaskowski, DJ4, 966-4072, 29 May 2014

(b)(3)-P.L. 86-36  (b)(3)-P.L. 86:36
(b)(5)

UNCLASSIFIED /A FOR—OFFICIALUSE-ONLY—



DOCID: 4294458
UNCLASSIFIED / FOROFFICIAL USE-ONLY-
{b)(3)-P.L. 86-36

(b)(5) FOIA Case: 77440

M/R: (U) FINAL RESPONSE - NO RECORDS

(U655 The attached letter responds to Mr. Jason Leopold’s
FOIA request of 8 April 2014 for “any and all emails written by former
NSA contractor Edward Snowden in which Mr. Snowden contacted
agency officials through email to raise concerns about NSA programs.”

(U /Fe50+|

(U/fReder |

UNCLASSIFIED / A FOR—OFFICIALUSE-ONLY-
Bpproved for Release by NSA on 04-27-2016. FOIA Case # 78137

(b)(3)-P.L. 86-36




DOCID: 4294458
(b)(3)-P.L. 86-36 UNCLASSIFIED / fFOROFFICIALUSE ONEY—

(b)(5)
' FOIA Case: 77440A

UNCLASSIFIED / FOR—OFFICIALUSE-ONEY—



DOCID: 4294458
UNCLASSIFIED /7FOROFFICIALUSE-ONEY

FOIA Case: 77440A

(b)(3)-P.L. 86-36
(b))

UNCLASSIFIED /[ AFOR-OFFICIAL-USE ONLY



DOCID:

{b)(3)-P.L. 86-36
(b))

4294458
UNCLASSIFIED /-AFOR—OFFICIALUSE-ONEY—

FOIA Case: 77440A

- e

(U 7Fo5a]

(U) The requester is advised that he is considered a “representative
of the media”. We inform him that there are no assessable fees for this
request. We explain that there are no responsive records relating to
concerns about NSA programs, and provide appeal rights. We do advise
that there is one email between Mr. Snowden and the OGC that raises
questions about NSA’s interpretations of legal authorities and advise that
we are providing it as a courtesy, although it is not responsive to his
request. We enclose a copy of the document (2 pages) which was located
by OGC and previously released in Case 78071. The requester is
informed that this document has also been made publicly available and
can be found at www.odni.gov as well as on the IC on the Record website
(IContheRecord.tumblr.com). Finally, appeal rights are provided for the
“no record” response.

7 (b)(3)-P.L. 86-36

(U] Hrever| [ DJ41, 966-4078, 10 April 2014
(U) Cindy Blacker - 10 April 2014 and 29 May 2014

UNCLASSIFIED/ /FOR—OFFICIAEUSE-ONEY—




DOCID: 4294458
UNCLASSIFIED HFOR—OFFICIAE USE-ONLEY —

FOIA Case: 77440A
(U) Cindy Blacker - 5 June 2014

(U) pnphill 6/5/ 14 (pending meeting and OGC concurrence) Updated
6/23/14

UNCLASSIFIED / /FOR—OFFICIAE USE-ONLEY—



DOCID: 4294459
UNCLASSIFIED /A FOROFFICIALUSEONEY—
{b)(3)-P.L. 86-36

®)©) FOIA Case: 78104

M/R: (U) FINAL/PARTIAL DENIAL

(U) The attached letter responds to Mr. Paul S Szoldra’s FOIA request
of 29 May 2014, for “Any and all emails, letters, records, or other
correspondence sent by Edward J. Snowden to the National Security
Agency Office of General Counsel. I also request any and all emails,
letters, records, or other correspondence sent in response to his queries.”

([ Ao

(U /1EOUOy

(U/Fo86H

(U/7Fe86)

UNCLASSIFIED / FOROFFICIAL USE ONEY
Bipproved for Release by NSA on 04-27-2016. FOIA Case # 78137




DOCID: 4294459
1)(3)P.L. 8636 UNCLASSIFIED //EOROFFICIAL-USE-ONEY-

(b))
WY FOIA Case: 78104

(UHFe56)

(U/A086)

(U) The requester is advised that he is considered an “all other”
requester. We inform him that there are no assessable fees for this
request. We enclose a copy of the document (2 pages) which was located
by OGC and previously released in Case 78071. A Partial Denial response
is provided, explaining the exemptions cited. The requester is informed
that this document has also been made publicly available and can be
found at www.odni.gov, on the IC on the Record website :
(IContheRecord.tumblr.com), and on NSA.gov. Finally, appeal rights are
provided for the cited redactions. :

(U /2067 DJ41, 966-4075, 3 June 2014
(U) Cindy Blacker — 4 June 2014 e
(U) pnphill 6/23/ 14

(b)(3)-P.L. 86-36

UNCLASSIFIED //FOR—OFFICIALUSE-ONEY—



DOCID: 4294461
UNCLASSIFIED HFOR-OFFICIAL USE-ONLEY—

(b)(3)-P.L. 86-36 .
(b)(5) FOIA Case: 78107

M/R: (U) GRANTED-IN-FULL (publically available)

(U) The attached letter responds to David A. Garrett’s FOIA request of
29 May 2014, for a copy of an e-mail from Edward Snowden to the NSA’s Office
of the General Counsel, which has recently been mentioned in the press.

(U) Mr. Garrett shows an affiliate of “Examiner .com,” which is a blog
media outlet that anyone can join. Per the web site, “Examiner.com is fully
powered by Examiners, thousands of writers who are self-motivated
independent contributors. Each Examiner is able to express through words
and photos a deep expertise in a topic.” To join this web site, the person
should be “credible, passionate and knowledgeable subject matter expert.” As
Mr. Garrett did not provide any evidence as such, and because there are no
fees for this request, we are not addressing his fee category. The “all other”
category was selected in CTS for admin purposes. For case 74230 shown
below, he was given “media” status, but for any future requests, his category
should be fully investigated; he may need to provide evidence of his “deep
expertise in a topic.”

UNCLASSIFIED/ /EOR OEEICIAL-USE-ONLY-
Bpproved for Release by NSA on 04-27-2016. FOIA Case # 78137




DOCID: 4294461
UNCLASSIFIED /A FOR—OFFICIALUSE-ONEY—

FOIA Case: 78107

(U) We inform Mr. Garrett of his assigned case number, and because there
are no assessable fees for his request, we have not addressed his fee category.
We inform him the responsive material requested is available on the NSA.gov
web site and provide him the exact web address. Finally, we inform him that
we have administratively closed his request.

(U /56t DJ41, 966-4076s, 6 June 2014

E{b)(B}-P.L. 86-36 ' (b)(3)-P.L. 86-36

(0)(5)

UNCLASSIFIED HFOR—OFFICIALUSE-ONLY-



DOCID: 4294462
UNCLASSIFIED HFOROFFICIAL USE ONLEY—
(b)(3)-P.L. 86-36

(b)(5) FOIA Case: 78111

M/R: (U) NO RECORDS

(U) The attached letter responds to Matthew Keys’s FOIA request of
29 May 2014, for “any and all e-mails sent by Edward J Snowden using the e-
mail address ejsnowd@nsa.ic.gov to any and all National Security Agency
officials, including officials at the Office of General counsel, for the time period
between January 1, 2014 and April 1, 2014.” Per information in his request,
he is placed in the “all other” fee category. The referenced e-mail account is to
NSA internal (NSANet) e-mail.

(U/7F656- We inform Mr. Keys of his “all other” fee category, and that
there are no assessable fees for his request. We inform him that we confirmed
with the appropriate office (Security) that because Mr. Snowden ceased to be
affiliated with NSA in June 2013, there are no records responsive to his request
since he did not have an active NSA email account after that time. Finally, we
provide our appeal procedures.

(U/7FOT0) DJ41, 966-4076s, 6 June 2014
(U) pnphill 6/23/ 14 i

" (b)(3)-P.L. 86-36

UNCLASSIFIED HFOROFFICIAL-USE-ONEY—
Bpproved for Release by NSA on 04-27-2016. FOIA Case # 78137)




DOCID: 4294464
UNCLASSIFIED /A FOR—OFFICIAL USE-ONEY—
{b)(3)-P.L. 86-36

(®)S) FOIA Case: 78113

M/R: (U) FINAL RESPONSE - PARTIAL DENIAL OF DOC AND FULL
DENIAL OF REMAINING EMAILS

(U856 This letter responds to Mr. Paul Szoldra’s request of
29 May 2014, for “any and all email correspondence sent and received by
Edward J. Snowden, an intelligence contractor working for the National
“Security Agency, date range approximately from Jan. 2006 to Mar. 2013.
He used the following email address: ¢jsnowd@nsa.ic.gov. He also may
. have used these email addresses as well: ejsnowd@nsa.gov
~edward.j.snowden@nsa.ic.gov, edward.snowden@nsa.ic.gov .”

(U/ fPOYeH

(U/tPOBOY

(U/AFE56F

e——

UNCLASSIFIED HFOR—OFFICIAL- USE-ONLY-
Bpproved for Release by NSA on 04-27-2016. FOIA Case # 78137

(b)(3)-P.L. 86-36




DOCID: 4294464 oo
)(3)P.L. 8636 UNCLASSIFIED /—/—FOR—OFFIGHH:—USE—GN—I:&L

2
FOIA Case: 78113

. (U HEouoy|

'.{UﬁF@H@-}-

(u/#reser]

(U/4EOUSY

UNCLASSIFIED /- FOR—OFFICIAL- USE-ONLY



DOCID: 4294464
UNCLASSIFIED / A FOR—OFFICIALUSE-ONEY—

FOIA Case: 78113

(b)(3)-P.L. 86-36
(b)(5)

(UAHFOHO} The requester is advised of his all other fee category
and that there are no assessable fees for this request. Since there are no
fees associated with this request, we explain that we are not addressing
his request for a fee waiver. Appeal rights are provided for any denial (no
records of complaints; redactions in the released Snowden email if
responsive to the request; and/or full denial of all other Snowden emails.

(U] HRoBey DJ41, 966-4078, 25 June 2014

(b)(3)-P.L. 86-36

UNCLASSIFIED /FOR—OFFICIALUSE-ONEY—



DOCID: 4294466
UNCLASSIFIED /[FOR—OFFICIAL USE ONLY

{b)(3)-P.L. 86-36
FOIA Case: 78119

)

M/R: (U) FINAL/PARTIAL DENIAL

(U) The attached letter responds to Mr. Gregory T. Korte’s FOIA
request of 29 May 2014, for “Any and all communications to and from
Edward Snowden to the National Security Agency's Office of General
Counsel. This request includes communications, in whatever format,
and does not have a time limit.” Mr. Korte advises that he is a journalist
employed-with USA Today, and also seeks expedite processing. A review

. of the News Media Yellow Book confirmed that he is a reporter with USA
. Today.

(U/4ROUo}- |

v %

(UHHFOY6T

UNCLASSIFIED/ A FOR—OFFICIAL USE-ONEY-
Bpproved for Release by NSA on 04-27-2016. FOIA Case # 78137




DOCID: 4294466
(b)(3)-P.L. 86-35 UNCLASSIFIED /A FOR—OFFICIAEL USE-ONEY—

(b)(5)
FOIA Case: 78119

(U) The requester is advised that he is considered a “representative
of the media”. We inform him that there are no assessable fees for this
request; therefore, we did not address his request for a fee waiver. Since
this letter fully responds to Mr. Korte’s request, we do not address the
request expedited processing. We enclose a copy of the document (2
pages) which was located by OGC and previously released in Case 78071.
A Partial Denial response is provided, explaining the exemptions cited.
The requester is informed that this document has also been made
publicly available and can be found at www.odni.gov as well as on the IC
on the Record website (IContheRecord.tumblr.com). Finally, appeal
rights are provided for the cited redactions.

(U/ o6y} DJ41 966-4075, 2 June 2014
(U) Cindy Blacker — 3 June 2014
(U) pnphill 6/3/14 '

" (b)(3)-P.L. 86-36

UNCLASSIFIED //FOR—OFFICIALUSE-ONLY-



DOCID: 4294467
UNCLASSIFIED //FOROFFICIAL USE-ONEY—

EE;%PL 86-36 FOIA Case: 78121A

M/R: (U) FINAL RESPONSE/NO RECORDS

(U/ 564+ The attached letter responds to Mr. MATTHEW J
WIECEK’s FOIA request of 29 May 2014 for “Any and all correspondence
from Edward Snowden to any entity within the NSA in which he notes
his concern about the scope and/or legality of a US surveillance
program. I would also like a copy of the response he received, if any.”

(U). For the purposes of this request, and based on the
information provided by the requester, he has been placed in the “all
other fee category. Since there are no documents responsive to this
request, no fees were assessed.

(U/A=e861

(U HHROT6-

UNCLASSIFIED //FOR—OFFICIAL-USE-ONE¥—

(b)(3)-P.L. 86-36

Bpproved for Release by NSA on 04-27-2016. FOIA Case # 78137




DOCID: 4294467
UNCLASSIFIED/ A FOR—OFFICIALUSE-ONEY—

fﬁﬂi{” ol FOIA Case: 78121A

o e

(U /o6t

(U /-H=e64-The requester is advised of his “all other” fee category
and that there are no assessable fees for this request. Appeal rights are
provided along with our “no records” response.

(U/4Robe) [ DJ41, 966-4073, 1 July 2014

B {b)(3)-P.L. 86-36

UNCLASSIFIED / /FOR—OFFICIAL-USE-ONLY—



DOCID: 4294469
UNCLASSIFIED / FOR—OFFICIALUSE-ONEY—

FOIA Case: 78115A

{b)(3)-P.L. 86-36
(b)(5)

M/R: (U) FINAL RESPONSE - PARTIAL DENIAL OF DOC AND FULL
DENIAL OF REMAINING EMAILS

(U/ P60 The attached letter responds to Mr. Evan Hill’s FOIA
request of 29 May 2014 for “Copies of any and all emails or messages
sent to or from the following National Security Agency e-mail address:

" ejsnowd@nsa.ic.gov.”

_ (U) Mr. Hill, who is affiliated with Al Jazeera America was granted
expedited processing on 6 June 2014. We also advised him that he was
considered a-media requester and that there were no assessable fees for
his request.

(U /o809y

(U /ROUO}

 (b)(3)-P.L. 86-36

UNCLASSIFIED /FOROFFICIALUSE-ONEY—
Bpproved for Release by NSA on 04-27-2016. FOIA Case # 78137)




DOCID: 4294469
UNCLASSIFIED AHEFOR—-OFFICIALUSE-ONEY

{b)(3)-P.L. 86-36 .
(b)) —_— FOIA Case: 78115A
U i
(U FoH64H
(U] e8]
(U /He0)

UNCLASSIFIED / /FOR—OFFICIAL- USE-ONLY



DOCID: 4294469
UNCLASSIFIED / fFOR—OFFICIAL-USE-ONLY-

FOIA Case: 78115A

(U6} Appeal rights are provided for the denials (redactions
in the released Snowden email and full denial of all other Snowden
emails).

(U564 Pamela N. Phillips, Ch/DJ4, 966-4071, 6/26/14

(b)(3)-P.L. 86-36
(b)(5)

UNCLASSIFIED / FFOR—OFFICIAL USE ONEY—



DOCID: 4294470
UNCLASSIFIED -/ FOR—OFFICIAL USE-ONEY—

10)(3)-P.L. 86-36 FOIA Case: 78114

b))

M/R: (U) FINAL RESPONSE - PARTIAL DENIAL OF DOC AND FULL
DENIAL OF REMAINING EMAILS

(U/ #6967+ This letter responds to Ms. Rosie Gray’s request of 29
May 2014, for “any and all email communications to or from the email
address ejsnowd@nsa.ic.gov .”

(U /+FEu6H]

(U/ Fouor

(U -4Eou0)]

oL 8535 UNCLASSIFIED /[ FOR—OFFICIAL-USE-ONLEY—
Bpproved for Release by NSA on 04-27-2016. FOIA Case # 78137




DOCID: 4294470
UNCLASSIFIED/ /FOR—OFFICIALUSE-ONLY —
{b)(3)-P.L. 86-36

®)(6) FOIA Case: 78114

(U [LEOUET|

(U/4Eouor

(U/srever]

(U/+FoH6t

UNCLASSIFIED //FOR-OFFICIAL USE-ONLY-



DOCID: 4294470
UNCLASSIFIED /[ FOR—OFFICIAL USE-ONEY—

FOIA Case: 78114

(b)(3)-P.L. 86-36
(b)(5)

(U/7FOT6T The requester is advised of her all other fee category
and that there are no assessable fees for this request. Appeal rights are
provided for any denial (no records of complaints; redactions in the
released Snowden email if responsive to the request; and/or full denial of
all other Snowden emails.

(U/7FOP0) DJ41, 966-4078, 26 June 2014

(b)(3)-P.L. 86-36

UNCLASSIFIED HFOR—OFFICIALUSE-ONLY



DOCID: 4294471
UNCLASSIFIED /7 FOROFFICIAL USE ONEY —

E:;{:;-P.L. 86-36 FOIA Case: 78274A

M/R: (U) FINAL RESPONSE - PARTIAL DENIAL OF DOC AND FULL
- DENIAL OF REMAINING EMAILS

(UHFO0) The attached letter responds to Ms. Rosie Gray’s FOIA
request of 29 May 2014 for “any and all email communications to or from
~ the email address ejsnowd@nsa.ic.gov.” A 20-day letter was sent on
18 June 2014. Ms. Gray is affiliated with Buzzfeed.com and claims to be
a media requester. For purposes of this request, we place Ms. Gray in
the “all other” category and advise her that there are no assessable fees
for this request.

(U/1F656)

(U/HeBer-

 b)(31PL 863

UNCLASSIFIED /A FOR—OFFICIALUSE-ONEY—
Bpproved for Release by NSA on 04-27-2016. FOIA Case # 78137




DOCID: 4294471
UNCLASSIFIED //FOROFFICIAL USE ONEY—
{b)(3):P.L.86:36

(B)s) S FOIA Case: 78274A

(U /PEH0r

(U /4EoTer

(U /retoer

(U/4FoUoH]

UNCLASSIFIED / /FOR—OFFICIALUSE-ONLY—



DOCID: 4294471
UNCLASSIFIED //FOROFFICIAL USE ONLY —

FOIA Case: 78274A

(U/7FOY61—The requester is advised of her fee category and that
there are no assessable fees for this request. Appeal rights are provided
for the denial (redactions in the released Snowden email and full denial

of all other Snowden emails).

(U/ APOHOT Pamela N. Phillips, CH/DJ4, 966-4071, 6/26/ 14

(b)(3)-P.L. 86-36
(b)(5)

UNCLASSIFIED//FOR—OFFICIAL-USE- ONLY



DOCID: 4294473
UNCLASSIFIED //FOROFFICIALUSE-ONEY—
{b)(3)-P.L. 86-36

(b)(5) FOIA Case: 78118

M/R: (U) FINAL/PARTIAL DENIAL

(U /=64 The attached letter responds to Ms. Ellen Nakashima’s
FOIA request of 29 May 2014, for “All e-mails to or from Edward
Snowden, a former contract employee (Dell, Booz Allen, with the NSA in
Japan and Hawaii. He worked in Japan from 2009-2013 and in Hawaii
from 2013-2014.”

(U) This request has been assigned case number 78118. The
requester is a report with The Washington Post and is currently
recognized as a ‘representative of the media.” There are no assessable
fees for this request.

(U6t

(S sacicici

_tb"?-‘-];P_L;m UNCLASSIFIED //EOR-OFFICIAL-USE-ONEY—
Bpproved for Release by NSA on 04-27-2016. FOIA Case # 78137
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UNCLASSIFIED /[/FOR—OFFICIAL USE ONLY
{b)(3)-P.L. 86-36

{b}{5) FOIA Case: 78118

(U /0661

(57080

(U/#FoE6)

{IH—»LPQ-I-IG-FI

UNCLASSIFIED / /FOR—OFFICIALUSE-ONEY—



DOCID: 4294473
UNCLASSIFIED HFOR—OFFICIAE USE - ONEY —

FOIA Case: 78118

(U /+e6} The requester is advised of his fee category and that
there are no assessable fees for this request. If appropriate, we explain
that we do not address the request for a fee waiver. Appeal rights are
provided for any denial (no records of complaints; redactions in the
released Snowden email if responsive to the request; and/or full denial of
all other Snowden emails.

(U /ey DJ41, 966-4075, 24 June 2014

.(b}{3)-P‘L. 86-36
(b)(3)
(b)(3)-P.L. 86-36

UNCLASSIFIED /FOR—OFFICIALUSE-ONEY—



DOCID: 42944776
UNCLASSIFIED /AFOR—OFFICIALUSE-ONEY-

}:;g;n 86-36 FOIA Case: 78399

M/R: (U) FINAL/PARTIAL DENIAL

(U /<4667 The attached letter responds to Mr. Matthew Keys’
FOIA request of 27 June 2014 for “any and all e-mails sent by Edward J
Snowden using the e-mail address ejsnowd@nsa.ic.gov to any and all
NSA officials, including officials at the office of General Counsel, for the
time period between January 1, 2013 and June 1, 2013.

(U/AeE6r

(U/4+e50y

(U/#R0U0}

UNCLASSIFIED//FOR—OFFICIAL-USE-ONLY- '
Bpproved for Release by NSA on 04-27-2016. FOIA Case # 78137
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- . FOIA Case: 78399

(U/7FOBeH

(U/+E9%L9+'I

(U/FFet0]

(U /HFesor|

UNCLASSIFIED / /FOR—OFFICIAEUSE-ONEY—
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UNCLASSIFIED /- FOR—OFFICIALUSE-ONLEY—

FOIA Case: 78399

(b)(3)-P.L. 86-36
(b))

(U /4064 The requester is advised of his fee category and that
there are no assessable fees for this request. He is provided with a copy
of the email previously released in Case 78071. Appeal rights are
provided for any denial (no records of complaints; redactions in the
released Snowden email if responsive to the request; and/or full denial of
all other Snowden emails.

(U] FFOB6T DJ41, 966-4075, 30 June 2014
(U) pnphill 7/1/ 14 N

 (b)(3)-P.L. 8636

UNCLASSIFIED/7FOROFFICIAL USE ONLY
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Brooks EIizaI::t_eLl‘ll_R NSA-DC USA CIV

s
From: NSA-D USA CIV
Sent: Tuesday, June 03, 2014 5:49 PM
To: Rogers Michael S ADM NSA-D USA USN
Cc: Ledgett Richard H Jr NSA-D USA C1V, Stone Corin R USA CIV; Brooks Elizabeth R NSA-

DC USA C1V; Shea Teresa H NSA-S USA CIV; Moultrie Ronald S NSA-S USA CIV; De

Rajesh NSA-D2 USA C1v; A-D2 USA CIV; Delong John M NSA-C
USA C1V; Ensor Leoinel K NSA-Q USA C1V; NSA-D4 USA Cl1v;

Richards Rebecca J NSA-D5 USA CIV; DL medialeaks_core (ALIAS) D; Grimes Arlene U

NSA-DN USA CIv| NSA-D USA CIv)| INSA-
D USA CIv] INSA-Q USA C1V] INSA-Q3 USA C1v;
| [NSA-Q31 USA civ] INSA-Q31 usa c1v; |
SA-SV USA CIv{ INSA-S USA C1v;| [NSA-S02'USA
av[ [NSA-133 USA C1v] INSA-D USA C1IV;
| INSA-D USA CIv;| [NSA-T USA C1v] |NSA-D USA
@\Y| “INSA-D USA CIV] INSA-DC USA CIV; Bauman Ethan L NSA-
DL USA C1V] o Insa-pLusacy;| INSA-D2 USA CIV

Subject: (U) UPDATE: Context Of Snowdén:.Enga_gements

Classification: SEERETHNOFORN

MAY CONTAIN ATTORNEY/CLIENT PRIVILEGED INFORMATION

MAY CONTAIN LAW ENFORCEMENT SENSITIVE INFORMATION (b)(3)-P.L. 86-36

TO:  Admiral Rogers
Sir,

BLUF: (UAOY0) With specific regard to Mr. Snowden’s repeated claims that he expressed his concerns
about “clearly problematic programs to more than ten distinct officials,” I, as the accountable NSA official for
Media Disclosures issues, accept responsibility for the representation that the only engagement we have
uncovered is a single web platform e-mail engagement with an attorney in the NSA Office of General

Counsel. This is the same e-mail released in lightly redacted form on the heels of the recent NBC interview
(See Attachment A below my signature block). I apologize that my failure to characterize that determination
with full context, as I set out to do below, left NSA/CSS leadership insufficiently informed about this matter. It
is my responsibility to keep NSA senior leadership informed about these developments as they occur and I will
endeavor to correct for that going forward.

~EANFY In short, there were three interactions between Mr. Snowden and either OGC or SV, only one of
which involved a written question and answer. During the course of the investigation, standard interview
questions were used, but were tailored as needed to follow the flow of the interview. It is also important to note
that there were questions included that were meant to uncover whether Mr. Snowden was dissatisfied with the
US government.

BACKGROUND

1

Bpproved for Release by NSA on 04-27-2016. FOIA Case # 78137)




DO%W&:%% a%vare n?’rhree separate engagements between SV and Edward Snowden. One of those three
SV engagements resulted in the e-mail exchange with OGC that was released after the NBC story. None of the
engagements expressed concerns about NSA programs or activities.

1. €€/ The contact initiated by Edward Snowden on 5 April 2013 about the hierarchy of authorities
reflected on a slide in a training course was submitted to the NSA OGC via the “Email Us” form on
their internal website. This form generated an email to an OGC alias and copied Snowden. This
email was recovered by investigators from Snowden’s email Inbox, and was marked as having been
read but not forwarded or responded to. Because it was about an SV training course (OVSC1800 —
Legal Compliance and Minimization Procedures), it was forwarded for action by the OGC to SV’s
lead for Access Oversight Training and Strategic Guidance. Although the individual in SV knew the
correct response to the question, they determined that it would be best for the OGC to provide an
authoritative response since the question raised a legal point. Snowden’s e-mail was forwarded to
OGC and the response was made for the record (See Attachment A). There was only one question
asked and only one answer provided; the e-mails forwarded back and forth did not deal with the
underlying question, but which organization would answer it.

€E/ANP)-We are aware of two other contacts by Snowden with SV:

2. (U/FOB©) In early April 2013 an individual who did not identify himself appeared at the desk of an
employee in the SV training area. He asked if he could talk to someone about the OVSC1203 (FISA
Amendment Act Section 702 training) course. In the words of the SV employee he seemed upset and
proceeded to say that he had tried to take OVSC1203 and that he had failed. He then commented that
he felt there were trick questions throughout the course content that made him fail. ((Note: SV
Training has standard responses used to respond to questions like this.)) The SV employee introduced
herself and informed him that the OVSC courses did not contain any trick questions and that all of

- the answers to the test questions could be located within the course content. She reminded him that
the course is open book and not timed. He was told that students get multiple attempts to
successfully pass the course and if he was not successful after multiple attempts, he would need to
contact the office for further assistance. In the view of the SV employee he seemed to have calmed
down by then and said he still thought the questions tricked the students, but he would try again. He
departed the SV training area and to her knowledge did not address the issue with SV training
again. This interaction did not involve concerns about NSA programs and activities.

3. (U/FOY6Y While serving as a Systems Administrator with Dell in 2012, Edward Snowden assisted
NSA Hawaii personnel with access to files related to a “FISA document template”
process. Subsequent to that an SV employee at NSA Headquarters contacted Snowden to gain
assistance in solving a similar problem. He addressed that support remotely from NSA Hawaii. This

activity was within the routine duties performed by Mr. Snowden as part of his employer’s contract
with NSA.

1SN Note: The same employee was involved in the first two engagements with SV. In response to the
June 2013 Agency All (See Attachment B) she provided in writing her account of these engagements.

DETAILED CONTEXT

(U/A0H6¥ Through interviews, research and solicitations for information in support of investigative and
other requirements we have accumulated a set of data which represents our best, most authoritative capture of
encounters initiated by Edward Snowden which may have some bearing on the investigation, media disclosures
and or his claims. We cannot affirm with 100% certainty that this is a complete set of information, that would



DQCID

e impossible t 0 ac hieﬁeﬂuut&is a body of knowledge upon which we can and have drawn some defendable
conclusions.

~SAHS- What we know about Edward Snowden’s official and even unofficial engagements is derived from
this ageregate set of insight. This insight includes

OUR INTEREST IN HIS ALLEGATIONS

&AM+ rom his first public claims (The Guardian, 10 June 2013) that he engaged officials to express

concerns, we have sought to account for any possible engagements. Qur focus became more crystallized arofgid
the April to May 2014 timeframd to counter Mr.

Snowden’s assertion in a Vanity Fair interview. In that interview he 1s quoted as saying:

“The NSA at this point not only knows I raised complaints, but that there is evidence that I made my
concerns known to the NSA’s lawyers, because I did some of it through e-mail. I directly challeng’é the
NSA to deny that I contacted NSA oversight and compliance bodies directly via e-mail and that I .
specifically expressed concerns about their suspect interpretation of the law, and I welcome members of
Congress to request a written answer to this question [from the NSA].” 5

Although we already had conducted a number of previous checks for responsive material, in the interest j)f due
diligence we issued in April 2014 a task for an e-mail search by NTOC, OGC, the Inspector General, SID
Oversight and Compliance and the Office of the Director of Compliance. All of them responded saymg ‘that no
additional contacts from Snowden had been uncovered. . :

(UHFBY65 One final note, during the NBC interview with Brian Wllllams the following exchange t:ransplred

with respect to Snowden’s claims:
(h)(3} -P.L. 86-36

WILLIAMS: What did you report? What was the response? ®)G)

SNOWDEN: So I reported that there were real problems with the way the NSA was interpreting its legal
authorities and the response more or less in bureaucratic language was you should stop asking

questions. One of my final acts in government was continuing one of these communications with a legal
office. In fact, I am so sure that these communications exist that I have called on congress to write a
letter to the NSA to verify that they do. Write to the office of general counsel and say, did Mr. Snowden
ever communicate any concerns about the NSA's interpretation of its legal authorities?

The portion highlighted is important because]

[The likelthood we would have a credible reflection of an assertion made in one of his “ﬁnal acts in
government” is high, but no examples have been found that rise to the level of his claims.

“b)3)-P.L. 8636
3 (b)(7)(A)
(bX7)(E)
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(U//F©86) The information compiled in this document was done so with the support and assistance of the
Media Leaks Task Force, the General Counsel (D2) and the Office of Counterintelligence (Q3).

(UAFOB6Y Once again, my apologies for not having provided this level of detail and context previously. If
you have further questions or concerns please don’t hesitate to have your staff contact me.

(b)(3)-P.L. 86-36
s/l 0)7)A)
O)DE)

o " (b)(3)-P.L. 86-36

Media Leaks Task Force
National Security Agency/Central Security Service

OPS 2B 2B

JWICS

UNCL :
NSTS -5011

BLACK

Attachment A
Redacted E-mail Publically Released After the 28 May 2014 NBC Interview

From: [

Sent: Monday, April 08, 2013 1:37 PM
To: Snowden Edward J NSA-FHV USA CTR
Cc:

Subject: RE: (U) Question for OGC re OVSC1800 Course Content - (U) FW:
Comments from the D2 General Counsel Email Us Form

Classification: UNCLASSIFIED/H-SR-BFHHEALUSEONEY-
Hello Ed,

Executive Orders (E.O.s) have the "force and effect of law." That said, you
are correct that E.Q.s cannot override a statute.

In general, DOD and ODNI regulations are afforded similar precedence though
subject matter or date could result in one having precedence over another.

Please give me a call if you would like to discuss further.

Regards,



‘DOCID: 4294494
I

Office of General Counsel/D21
963-3121 NSTS/(301) 688-5015 Commercial
OPS 2B, 2B8134, Suite 6250

From: ejsnowd@nsa.ic.gov [mailto:ejsnowd @nsa.ic.gov]

Sent: Friday, April 05, 2013 4:11 PM

To: DL gc_web (ALIAS) D2

Cc: Snowden Edward J NSA-FHV USA CTR

Subject: Comments from the D2 General Counsel Email Us Form

Classification: UNCLASSIFIED /AHSR-OFHEAEHSEONEY—
SID: ejsnowd

fullname: Ed Snowden
Org: FHV

Affiliation: Contractor
Secure_Phone: N/A

Message: Hello, | have a question regarding the mandatory USSID 18 training.

The training states the following:
(U) The Hierarchy of Governing Authorities and Documents is displayed from the
highest authority to the lowest authority as follows:

U.S. Constitution
Federal Statutes/Presidential Executive Orders (EO)
Department of Defense (DoD) and Office of the Director of National
Intelligence (ODNI) Regulations
NSA/CSS Directives and Policies
USSIDs
SID Management Directives and Policies
Office Policies
I'm not entirely certain, but this does not seem correct, as it seems to imply
Executive Orders have the same precedence as law. My understanding is that
EOs may be superseded by federal statute, but EOs may not override statute.
Am | incorrect in this? Between EOs and laws, which have precedence?

Similarly, between DOD and ODNI regulations, which has greater precedence?

Could you please clarify?



'DOCID: 4294494

Thank you very much,
Ed

Classification: UNCLASSIFIED A/ FOR-OFFHEATHSE-ONEY—

Attachment B
Agency All Message Soliciting Individuals to come forward with information

Matler Home [ Standard Oporating frocodures /| Help

. -20 14 n.gmu:v Al Mailers,
Tudnv 5 Messnuus | I.asl ? Davs ! Last Sll) daﬁ IIYJ.IL\:L&].I

Postad en: Juns 10, 2013
(U) Recent Media Disclosures:
.-Dlstrlbulion (Entire NSH. wmi'fome

POQ 312 [909-6772}

:  feHREEAS You are undoubtedly aware, thers have-been numerous recent disciosures and afizgations in the press,

- -Bbout NSA'S imalligency activitios. Although Edhward Snowidun;, § clirent NSA conitractor and formor CIA affdiate, has
come forward as.the source of the media leaks, the m\resbgabun by annrol:mate law en:[ozl:emeat and

; wumonmrzligo.nw authoritios continues,

H I‘an-mnq :rnraanabnn in dose: mrdmabrm mm me NSA Offica or Ganaral Cwnsel A:w Nw::ss affiliay s infarmation
_clerlaimnu %o this case andfosr-had cor!«tact with £ is requaswd to contatt Special Agen hiaf, Q212,

i Coma:omlse mwemumm 8rangh, 958-6772 o
{UiFOYeY The ADSBC] would lile to remird all NSACSS afflatas to-refrain from.making mmmems ‘about i case unless cdearad-to do so

“by.the AOSECI in sunncm; of the official qwernmammvesmaum NSNCSS arﬁﬁaxes \sha ha\ra sewnw mn-:ems about thls Lcase are also
_anmmcad 10.00NEaLT yoUur s:ar{.foro;actﬁre!d sdicurity officor ("go 5507,

SE . (UAFSPeYAs this coso will Sontinue to recoive: medip arontion, HEAICSS Mﬁ:wm ang remindod of thiir rgspangebility’ o ecferi ingariog
. from the prass or others oul:srde of Nsa.fcf-s 10 the NSA Puhhc aﬁalrs Uﬁnae {PAO] P.ul:) tan ba reached on 963- 5825 or 301- 688-6524 via.-
. undlpssilind o- maﬂ ﬂt nsaoao@nsu 001. or 05 DL PAD, ;

ib)(s}.P.L. 86-36
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ment C

(b)(3)-P.L. 86-36
(B)T)A)
(b)(7)E)
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(b)(3)-P.L. 86-36
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(b)T)(E)
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Classification: - SECREFNOFORN—

(.b}{3)-PAL‘ 86-36
(b)(7)(A)
(b)7)(E)

11

(b)(3)-P.L. 86-36




DOCID: 4294502 I
Brooks Elizabeth R NSA-DC USA CIV -

From: [ INsasvusacwv

Sent: 3 Tuesday, June 03, 2014 9:18 AM

To: S Brooks Elizabeth R NSA-DC USA C1V; Ensor Leocinel K NSA-Q USA CIV; Delong John M
NSA-D4 USA Cl1V; Delong John M NSA-D4 USA CIVl |NSA—D USA C1V;
Shea Teresa H NSA-S USA CIV; Moultrie Ronald S NSA-S USA CIV

Cc: DL s_exec (ALIAS) S; NSA-SV USA CIV

Subject: FW: (U) Snowden question for OGC re OVSC1800 Course Content

Importance: High

Classification: SEERETHNOFORN—

. " (b)(3)-P.L. 86-36
Liz, s
SV had three interactions related to Snowden:
o (U/7FOHO) The email exchangeregardingﬂhieharchy of authorities actually

came into OGC initially, and the office manager there forwarded it to the SV
training team. It appears to be from a link he clicked on from the 0GC web page.
Our training person, | said that while she knew the answer, she
thought it would more appropriate coming from OGC as it involved legal
authorities, and sent it back to OGC for response. SV did not directly engage with
Snowden in this instance. See below for email I sent to Kemp last June before
standup of media leaks task force. I will forward a second email trail separately
that provides Ms. summary of this situation and the next one.

® (U/AHBue)While TDY to NSAW, Snowden made an in person visit to Ms.

[ ]to discuss OVSC 1203, the FAA 702 online training course. Hewas agitated
and said he had failed the course ained that the questions were difficult
and included trick questions. Ms. Iprovided our standard response that the
test is open book and all the questions can be answered from the material.

e (U/#F686>-The only other exchange with Snowden was in his official
capacity as a system administrator (second attachment). NSA/H had forwarded some
evaluated, minimized FAA 702 traffic to SV for a standing DOJ 6@-day review. SV
was unable to open the file and a help ticket was put in to solve the problem.
Snowden responded to the ticket. Will send email separately as is also encrypted.

7 (b)(3)-P.L. 86-36

Chief, SID Oversight and Compliance (SV)

1

Bpproved for Release by NSA on 04-27-2016. FGIA Case # 78137)
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Secure: 966-2479

Unclassified: e i S e i;wf”” : (mmPLssn
————— Original Message----- 7

From: | INsA-SV UsA CIV

Sent: Monday, June 10, 2013 10:02 AM

To: Ensor Leoinel K NSA-Q USA CIV

Cc: Shea Teresa H NSA-S USA CIV; Moultrie Ronald S NSA- S USA CIvV; ’/ Ii
MG NSA-S USA USA; DL s exec (ALIAS) ;[ |NSA-SV USA CIV;

NSA-F6 USA CIV;| NSA-SIN USA CIV; |NSA S203A USA

CIv

Subject: (U) Snowden question for OGC re 0VSC1800 Course Content

Importance: High

.Classification:-Sffﬂf¥ffN6F9RN——-

Kemp,

Here's another data point on the Snowden situation. If you have a POC you'd

prefer I send these to, please let me know.

Thanks,

(UAHFOEE—

R e Wmtjjif’}mm$LJ&%

Chief, SID Oversight and Compliance (SV) Room 3w160{ﬁ§uité"6476

Secure: 966-2479

Unclassified:




DQ.%:'[]F T 42945 UAINSA-SVZI USA CIV

Sent: Monday, June 1@, 2013 9:17 AM

To: INsA-sv21 usa c1v

Cc: NSA-SV21 USA CIV

Subject: FW: (U) Question.for_OGc re OVSC1800 Course Content - (U) FW:

Comments from the D2 General Counsel Email Us Form ( 3 of 4 emails)

Importance: High

Classification: UNCLASSIFIED}%FQR—QFFEEEA&—BSEéeNb¥——

(U) OGC Attorney response to Mr. Snowden's question.

(u/+Febey

SID Oversight & Compliance

Access Oversight Training and Strategic Guidance
Team Alias: DL SV_Training Phone: 963-0249s

Ops 1 Room 3W145 Suite 6476 (U//6H63)-

From: NSA-D21 USA CIV

Sent: Monday, April 08, 2013 1:37 PM

To: Snowden Edward J NSA-FHV USA CTR

cc: | | NSA-sv2_usA CIv: | INSA-SV21 USA CIv; |

NSA-5V21 USA CIV

[NSA-D21 USA CIV; |NISA-DZ USA CIV;

Subject: RE: (U) Question for OGC re 0VSC1800 Course Content - (U) FW:

Below
released in
DOCID
1228026
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~(b)(3)-P.L. 86-36
J T shotng PTeski¥ogod hao (o
Apr [ me Su~k hetn O Laptgart Fo da an vaquotet
Vin! \'fj % VIV o¥ . )
Gor N:tmj ) P Ukar Sty ho-d
L{}{Jk;‘f é—«."u\’\d /\'3#\.?’ Jinad radthen W UALugosn
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h (b)(3)-P.L. 86-36
(B)THA)
(b)(T)E)

Bpproved for Release by NSA on 04-27-2016. FOIA Case # ?813?1 .
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DOCID: 4294506

Blacker Cindy S NSA-DJ4 USA CIV

) S
From: | INSA-1423 USA CIV
Sent: Tuesday, March 03, 2015 10:12 AM
To: I INSA-D USA CIV.
Subject: FW: RE: (U) MLTF 1549 -- Vanity Fair: Search of Correspondence 1012am

Signed By: |

Classification—FOP-SECREFHSIHNOFORN—

From: .| INSA SV USA CIV

Sent: Tuesday, June 03, 2014 3:18PM~ g '
To: Iihs;\ D USA CIV; DL medialeaks_core (ALIAS) D; DL SV_MediaLeaks (ALIAS) SV43

Cc: DL ssct (ALIAS) S1
Subject: RE: RE: (U) MLTF 1549 -- Vanlty Fair: Search of Correspondence

Classification:__

(UAFHBE683 The information was provided to Kemp Ensor on J " 2013. A summary of all the information was
provided to and discussed with senior leadership this morning was in attendance).

(U/#FE965The April request was a repeat action.

Regards,

(UgFesey—

.............................. e S e ) 8038
D/Ch, SID Oversight & Compliance R a2

OPS 1, Rm 3W160
963-8174(s)| e

Fro [NsA-D usa cIv

Sent: Tuesday, June 03, 2014 2:50 PM

To: DL medialeaks_core (ALIAS) D; DL SV_Medialeaks (ALIAS) SV43

Cc: DL ssct (ALIAS) S1

Subject: RE: RE: (U) MLTF 1549 -- Vanity Fair: Search of Correspondence
Importance: High

Classification: FOP-SECRETFHSHNOFORN—

SSCT, SV,

We have an urgent follow-up question regarding action MLTF 1549 that you answered in early April. The action was to
search for and report any interactions between Snowden and a variety of organizations, including SV. Below and
attached is what SV reported.

Bipproved for Release by NSA on 04-27-2016. FOIA Case # 78137




DOCID: 4294506

Our follow-up is we need to confirm whether the information provided back in early April was discovered as part of that
MLTF action or sometime prior to that. If prior to the MLTF action, at roughly what date (estimate is fine) and under
what circumstances were these discovered?

Thanks in advance. Need this asap please.

Regards,

Media Leaks Task Force "
969-5008s

" (b)(3)-P.L. 86-36
OPS 2B - Rm 288090

From:l |N‘S'A-sv3 USA CIV -

Sent: Thursday, April 10, 2014 8:37 AM

To: DL medialeaks_core (ALIAS) D »
. Cc: DL SV_Medialeaks (ALIAS) Sv43 .-~

Subject: RE: (U) MLTF 1549 -- Vanity Fair: Search of Correspondence

ClassificatioaneP'S'EGRE:F#S-iﬁNeFeﬂH—

Attached are two documents we discussed. The emails reference the following interactions between SV and the leaker:
1. OVSC1800 Issue regarding ranking of Authority Documents Used in Course Content OVSC1800
2. 0VSC1203 Issue Regarding Course content and trick questions
3. An SV Analyst unable to open EMT files forwarded to NSAW from NSAH

Please let me know if you have any questions.

(U oe—

SID Oversight & Compliance (SV)
Compliance Verification (SV3)

OPS1, Room i 476
966-1833 (s) / b)

Do you have a large file to send me? Please put it in my dropbox: '

(UA=eoT

o wfiad By
S

STTTIA I-JJ
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(b9 L. 8636 —Derived-From NSATCSSM 52—

Classification: FOP-SECRETHSHNOFORN-

Classification: FOP-SECREFHSHANOFORN—

CtassifredBy:
Dated—200+81+68-

Classification: FOP-SECRETHSIHNOFORN—

PPN S

—DBéatea286+6108—

Classification: FOR-SECREHSIHNOEORN—
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DOCID: 4294509

NSA-FHV USA CIV

From: | fcOL NSA-V2 USA USAF
Sent: Thursday, April 10, 2014 6:16 AM
To: INSA-D USA CIV; DL medialeaks core (ALIAS) D
Ce: INSA-v2 UsA Civ] Nsa-v usa avi]
NSA-V USA CIV] INSA-V USA C1v] INSA-FHV USA Q1V;
NSA-v2 usa civi INSA-V2UsA v ]
_ INSA-D USA a1vj| NSA-D USA C1v;|
COL NSA-V2 USA USAF
Subject: RE: (U) MLTF 1549 -- Vanity Fair: Search of Correspondence

Classification; <SECRETSHNOTFSRN—

[]

Q spent lots of quality time in Hawaii, so my assumption is that the context of that discussion is not new.
-an-correct. me if | am wrong.

“*(b)(3)-P.L. 86-36

[ [cotonel, USAF
Deputy Chief, Analysis Group (V2)
NSA/CSS Threat Operations Center (NTOC)

NSTS: 966-7585
UNCLASS:| |

From: JSA D USA CIV - :

Sent: Thursday, April 10, 2014 9:29 AM T - ; .
To; Hcial. NSA-V2 USA U‘SAF DL medialeaks*core (ALIAS)D =

Cc: NSA-V2 USA CIV - : NSA-vUsACIv;f |
NSA-V USA CIV] SA-FHV USA CIV.] E CIv NSA-V2
USA CIV; -D USA Clv;| SA-D USA CIV

Subject: RE: (U) MLTF 1549 -- Vanity Fair: Search of Correspondence

Classification=S=—aAaaeann

Thank you for the quick response. WRT the side note on his conversation with NTOC-H Chief, is it safe to assume this

has been previously reported to Q7 s there additional detail that you are free to report directly to MLTF that might be
relevant to this action?

Regards,

(b)(3)-P.L. 86-36

1

Bpproved for Release by NSA on 04-27-2016. FOIA Case # 78137
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o Timets Eum
Medio Leaks Task Force s A

969-78785 7 BITISE

lf .....................

OPS 2B - Rm 2B5066

From:| JcoL Nsa-v2 usa usaF 4,,,.:;;;:::t???"’
Sent: Wednesday, April 09, 2014 5:13 PM
To: DL medialeaks_core (ALIAS) D A

{b)(3)-P.L. 86-36

= INSA-V2 UsA cv —_Insavusacivl - INSA-v Usa éi\f] |
NSA-V USA C1V] NSA-FHV USA CIV; _NSA-V2 USA CIV; INSA-V2
USA C1v;| |NSA DUSACY; - NSA-D USA C1v; ]:r:zL NSA-V2 USA

USAF
Subject: FW: (U) MLTF 1549 -- Vamw Faw Search of Correspondence
Importance: High

Classification: wiﬁf%ﬂ"ﬁ“,’ﬁﬁ%f{h —

E"‘/? L¥ f"

FFOTSTDuring the time that E. Snowden was at NTOC-H, he did not have an
correspondence with NTOC leadership as it relates to concerns over NSA collection a

y verbal or written

clivities,

As a side note, one of the few conversations Snowden held with the NTOC-H Chief was about his

(Snowden's) possession of a| |mﬂf indicated|

|h s knowledge of them,

and his desire to help NTOC-H (in his| ]capauty) to take advantage of all awﬂiﬁb e sources in
order to better prosecute the sustained 3na¥ysas m;ssmn amﬁ in particular the ; intrusion
set. ~ e . ’
V/R
Co Bmw% USAF
. & - o
Deputy Chief, Analysis Gmup 4’\/2)‘* Eb;§3;-P.L. 86.36

NSA/CSS Threat Operations Center (NTOC)

NSTS: 966-7585 - W —

UNCLASS: o i

Fromy_ [NSA-S3M2 USA CIV

Sent: Wednesday, April 09, 2014 4:14 PM

To: DL SV_Medialeaks (ALIAS) SV43; DL ssct (ALIAS) S1; DL NTOC_ML (ALIAS) V2

Cc: DL OGC_MediaLeaks (ALIAS) D23; DL d_ig_tasker (ALIAS) D; DL ODOC_Medialeaks (ALl

2

AS) D4
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F3 I Al T e

Subject: rw: (U) MLTr 1545 -- Vanity Fair: Search of Correspondence
Importance: High

Classification -SSNEBENTHANRGTFORN
Good afternoon,

REF the MLTF tasker issued ealier today (below).

Four your SA and to ask for your assistance, we wanted to alert you to this action and ask that you coordinate
with the Agency OGC, OIG, and ODOC as appropriate.

NTOC may want to respond directly to the MLTF POC below.

SV, please also keep SSCT apraised of anything you might pass to ODOC.

[ ] e —— s T

Media Leaks Task Force
OPS 2B. 2B8090

969-5009 (s)

)

From: NSA-S3M2 USA CIV
Sent: Wednesday, April 09, 2014 3:28 PM
To: DL OGC_MediaLeaks (ALIAS) D23; DL ODOC_Medialeaks (ALIAS) D4: DL d ig tasker (ALIAS) D

Cc: DL medialeaks_core (ALIAS) D; _ SA-D USA CIV — NSA-D USA CIV; Ellard George Dr
NSA-D1 USA C1V; NSA-D USZ

Subject: (U) MLTF 1549 -- Vanity Fair: Search of Correspondence
Importance: High

Classification: CONFBENTALNGFORN—
0GC, IG, and ODOC,
(U) MLTF 1549 has been entered into the system and requires your action.
—{tE&HMN- A Vanity Fair article due out this week is expected to assert that Edward Snowden made an attempt(s)
to express his concerns about NSA's activities. Request that the IG, OGC, and ODOC, please search your

official email, web-based contacts, and correspondence for any evidence that he contacted your office for any
reason. [f found, provide a short recap of the exchange.
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a0 Iy

&7t The Vanity Fair articie is already in publication, and may be on the street as soon as tomorrow. NSA
and the IC are formulating a possible response, and need your information as soon as possible.

(U) POCin Media Leaks is 069-7878s.

Thank you.

Rgds,

Media Leaks Task Force
OPS 2B, 2B8090

969-5009 (s)

W

Classification:-CONFDENTIAD/NOFORN—

— L Y 20
Laten _.r\'mjrj_g

Declassify On: 20390404

Classification “CoM=BENHAEANOHFORN—

ol ¥ = D
IdSSITTCUTLTY
PervedFrommNSACSSHM =52

e L YNNI 4 N
UalolU, 200 Twr J-‘B

o (AT T cTaleTalal ¥ e
Dol oot Dot

Classification: SECREHSHMNORFSRN—
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From: | I

Sent: —Lhurseay May 20 9014 7-57 AM
To:
Cc:
Subject: FW: REPLY: DNl and WH Status

All,

See questions below. This is urgent tasker from the 8th deck }hod answered some of these
questions before as the head of ADMIN. —

Deut Gonaral Conmiel . i .;:;:;.:_i:_:_:j__.(b} et sese
Litigation and Management e gy
National Security Agency

963-0235 direct, 963-5548 (main line)

From: De, Rajesh

Sent: Thursday, May 29, 2014 7:54 AM

To] |Ledgett, Richard H

Cc: Grimes, Arlene U; Vines, Vanee M; Bauman, Ethan
Subject: Re: REPLY: DNI and WH Status

Ok, | wi ign a lawyer to work through authoritative answers to bll of these questions
with MLTI Is work this). |suspect the issue will be OBE for today, but we should work

to have answers prepared to be thorough

————— Original Message -----
From:

Sent: Thursday, May 29, 2014 07:21 AM

To: De, Rajesh; Ledgett, Richard H

Cc: Grimes, Arlene U; Vines, Vanee M; Bauman, Ethan;
Subject: REPLY: DNI and WH Status

Raj,
1

Bipproved for Release by NSA on 04-27-2016. FOIA Case # 78137
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! don't know specifically, but | would expect it would authoritatively address things like:

What is the training and awareness provided to gov't and contractor employees about
reporting activities they perceive to be inconsistent with law or ethics?

What are the mechanisms by which that reporting can occur?

What is the process, accountability for addressing such reports?

Is there a record of these kinds of inquiries and responses?

Do we have any examples of reported activity which resulted in corrective measures?
Did we receive correspondence from Edward Snowden about his concerns?

If so, in what form, on what dates and with what specificity as to content?

Were his inquiries responded to? If so, how and when?

How was our search for any correspondence from him conducted?

Was it exhaustive and authoritative?

Is it possible there is correspondence we overlooked, didn't record?

s — - .~“A(b) (3)-P.L. 86-36

From: De, Rajesh

Sent: Thursday, May 29, 2014 7:15 AM
To: Ledgett, Richard H;
Cc: Grimes, Arlene U; Vines, Vanee M; Bauman, Ethan;
Subject: Re: REPLY: DNI and WH Status

| think the WH request for Q and A is just an attempt to put off decision bc Caitlin does not
want to release the email. I'm not even sure what a Q and A would say. do you have any
idea? DOJ has already said they defer to the IC after pointing out minimal litigation risk.

————— Original Message -----
From: Ledgett, Richard H
Sent: Thursday, May 29, 2014 06:31 AM



DOCIED-+—4294513
J'D
Cc: Grimes, Arlene U; Vrnes Vanee M; Bauman, Ethan; De, Rajesh;

Subject: Re: REPLY: DNI and WH Status

Great - Iet s move with alacnty on those fronts Raj, can you help with the Q/A and expediting
through DOJ? : :

Rick

Rick Ledgett

Deputy Director

----- Original Message ----- spriiale BOERR
From:
Sent: Thursday, May 29, 2014 06:26 AM

To: Ledgett, Richard H

Cc: Grimes, Arlene U; Vines, Vanee M; Bauman, Ethan; De, Rajesh;
Subject: REPLY: DNI and WH Status

Rick,

o) (3)-P.L. 86-36
(b) (5)

From: Ledgett, Richard H

Sent: Thursday, May 29, 2014 5:34 AM

To: Bauman, Ethan; De, Rajesh; Murphy, Wayne M,
Subject: Re:

I'm good with that. what do DNI and WH say about it?

Rick Ledgett
Deputy Director

————— Original Message -----
From: Bauman, Ethan

Sent: Thursday, May 29, 2014 01:25 AM
To: De, Rajesh; Ledgett, Richard H,

“*(b) (3)-P.L. 86-36
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Coslaimer. N~
SJuUupjcLL. Nne.

(ofc)
(mobile) -

----- Original Message ----- S

From: De, Rajesh .
Sent: Wednesday, May 28, 2014 09:19 PM e

To: Ledgett, Richard H;
Cc: Bauman, Ethan

(b) (3)-P.L. 86-36

Subject: Re:
————— Original Message ----- e
From: De, Rajesh EE; ig;—P.L. 86-36

Sent: Wednesday, May 28, 2014 10:30 PM
To: Ledgett, Richard H,

We should release the Snowden email asap.

(b) (3)-P.L. 86-36
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From: | INSA-D22 usa cIv] |

Sent: Thursday, June 05, 2014 .10:03 AM

To: [ Nsa-D2usaciv[ |NsA-D2 UsA CIV
Subject: RE: (U) Additional Snowden Context - Congressional Notification?

Classification:-SECRETANGFORN-

{b)(s}-P.L. 86-36
(b)(5)

Associate General Counsel (Legislation)
Office of General Counsel

963-3208 SRS .
OPS2B7112 S e

“(b)(3)-P.L. 86-36

**ATTORNEY WORK PRODUCT/ATTORNEY.-CLIENT COMMUNICATION/PRIVILEGED
COMMUNICATION #*

Mot to be released without OGC approval.

From]] INSA-D28 USA CIV

Sent: Wednesday, June 04, 2014 6:48 PM g
To:d&t\-m USA C1v;] ) NSA-D22 USA CIV

Subject: RE: (U) Additional Snowden Context - Congressional Notification?

Classification: “SEERELL

i 5 : (b)(3)-P.L. 86-36
~Stesstfted—By+[ ] (b)(5)

3 - Jooona L
nﬂ'l"'i1~7f‘\f4 Fr 32ar) _?\TC?\; v s = -

p o g

. £ . Sosonec

1
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........................................................................... e B3P L. 8636

Deputy General Counsel
Litigation and Management
NSA Office of General Counsel

963-5548 (secure) . —
{unclassified)

ATTORNEY WORK PR_ODUCT//.A-TT_bRNEY CLIENT COMMUNICATION
_.~PRIVILEGED -COMMUNICATION
~Not to be released without OGC approval

From; NSA-D21 USA CIV

Sent: Wednesday, June 04, 2014 6:13 PM

To INSA-D22 USA CIV

Cc NSA-D28 USA CIV

Subject: RE: (U) Additional Snowden Context - Congressional Notification? - (b)(3)-P.L. 86-36

(b)(5)
Classification: -SEEREHANSFORN—

Thanks!

Deputy General Counsel i o
(Operations)
963-5548 (NSTS)

--WARNING NOTICE: This communication contains information that inay'be subject to the ATTORNEY-CLIENT
and ATTORNEY WORK PRODUCT privileges that is exem pt from public disclosure w:thout the express
permission of NSA/OGC. -- .

From: Bauman Ethan L NSA-DL USA CIV )
Sent: Wednesday, June 04, 2014 12: 58 PM

To: Ensor LeTiuﬂLK.NSA;O_USA_C.IV De Rajesh NSA-D2 USA CIV] INsA-D21 usa c1v] [NsA-

D22 USA CIV NSA-Q3 USA CIvy : NSA-Q USA C1v; | INSA-Q3T UsA
vy [NSA-DL USA C1v;| INSA-D USA CIV

Cci| NSA-DL USA CIV

Subject: (U) Additional Snowden Context - Congressional Notification?

Classification: SEEREHHNGTFORN- (b)(3)-P.L. 86-36
0

Security and GC Folks:




DOCTD: 4294588

“(b)(3)-P.L. 86-36

Thanks, (b}{3)
Ethan (b)(3)

- = Vil S
Sent: Tuesday, June 03, 2014 5:49 PM
To: Rogers Michael S ADM NSA-unknown USA USN

-P.L. 86-36

Cc: Ledgett Richard H Jr NSA-D USA CIV; Stone Corin R USA CIV; Brooks Enzab?m_a_msa;o_c"_usa_f' Shea Teresa H

NSA-S USA CIV; Moultrie Ronald S NSA-S USA C1V; De Rajesh NSA D2 USA CIV,

SA-D2 USA CIV;.

Delong John M NSA-D4 USA CIV; Ensor Leoinel K NSA-Q USA C1V;

INSA-D4 USA CIV RJchards

Rebecca J NSA- ks_core (ALIAS) D; Grimes Arlene U NSA-DN USA C1v;l i : |
NSA-D USA CIV: NSA-D USA CIV: NSA-Q USA av; [ oA
Q3 USA CIv;| NSA-Q31 USA C1v; |NSA-Q31 USA CIV; '|\SA-SV'.USA Clv; -
NSA-S USA IV |NSA-S02 USA CIV; NSA-D USA CIV; I
NSA-D USA CIV; NSA-D USA C1V SA-D USA CIV I\ISA D USA c1v;
[ NSA-D USA CIV} NSA-DC USA CIV; Bauman Ethan L NSA-DL USA C1Vj] [Nsa-DL
USA CIV} NSA-D28 USA CIV

Subject: (U) UPDATE: Context Of Snowden Engagements [BEIOW text duDIicatEd in DOCID 4294494]
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| |NSA__— D28 USA CIV

From: |NSA—D28 USA CIV

Sent: Tuesday, March 10, 2015 4:27 PM

To: | i\ISA:—_D28 USA CIV

Subject: FW: (U) 2014_04_09——ACTION——Search of Emails-MLTF 1549
Importance: High

Classification -CONFDENTIALMNCFORN—

'(b)(3)-P.L. 86-36

Deputy Associate GC, Litigation
NSA Office of General Counsel
963-5047 (secure)

||:n_||ra) o

*ATTORNEY WORK PRODUCT//ATTORNEY CLIENT COMMUNICATION//PRIVILEGED
COMMUNICATION**

Not'td Be_ released without OGC approval.

— [NSA-D28 UsA cIv

Sent: Wednesday, April 09, 2014 4:32 PM

To: DL gc_lit (ALIAS) D2
Cc: NSA-D28 USA CIV| NSA-D28 USA CIV

Subject: (U) 2014_04_09--ACTION--Search of Emails-MLTF 1549
Importance: High

Classification: CONFIDENTIALINOFORN—
INTERNAL/DELIBERATIVE
We are asking formally, only because we are not sure anyone has officially asked you to search your emails, like you

would a FOIA type request---does anyone have any emails from Edward Snowden. Obviously these would have occurred
prior to May 17, 2013.

Affirmative/Negative responses required. Please cc- me ang

Thanks.

{b)(3)-P.L. 86-36

ATTORNEY WORK PRODUCT//ATTORNEY CLIENT
PRIVILEGED COMMUNICATION
Not to be released without OGC approval

1
Bpproved for Release by NSA on 04-27-2016. FOIA Case # 78137
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" (b)(3)-P.L. 86-36

From: [NSA-D2 UsA CIV

Sent: Wednesday, April 09, 2014 3:54 PM e

To: DL Ops_Tasker (ALIAS) D21; DL GC_IA Tasker (ALIAS) D24; DL gc_leg (ALIAS) D2; DL Lit_Tasker (ALIAS) D; DL
ART _Tasker (ALIAS) D25; OGC_AdmlnEthlcs

Cc; NSA-D2 USACIV

Subject: FW: (U) MLTF 1549 -- Vanity Fair: Search of Correspondence

Importance: High

Classification:-GONFHBENHALNOTFORN—

Please see action below and respond back to me and vith any exchanges as soon as possible. It would be
best to send a consolidated response to the MLTF.

| ——
Office Manager to the Deputy General Counsels -
Office of General Counsel [02)
963-5548 | |
OPS2B 2B8140, Suite: 6250

(UHFSESY-My Dropbox

: 553"|"{b)(3}-|=.|.. 86-36

From| NSA-S3M2 USA CIV
Sent: Wednesday, April 09, 2014 3:28 PM :
To: DL OGC_MediaLeaks (ALIAS) D23; DL ODOC Medialeaks (ALIAS) D4; DL d ig tasker (ALIAS) D

Cc: DL medialeaks_core (ALIAS D]_I_Iusa;n_usa_:m[l | NSA-D USA CIV; Ellard George Dr
NSA-D1 USA CIV SA-D USA C1v; -

Subject: (U) MLTF 1549 -- Vanity Fair: Search of Correspondence

Importance: High
[Below text duplicated in DOCID 4294509
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NSA-D28 USA CIV

From: I INSA—DZS USA CIV

Sent: Tuesday, March 10, 2015 4:27 PM

To: | NSA-D28 USA CIV

Subject: FW: (U) MLTF 1549 —"—”Van_i_t_y Fair: Search of Correspondence - ACTION RESEND - LAST
CALL o :

Classification:

Deputy Associate GC, Litigation
NSA Office of General Counsel

liunhlalssifi_e_d) i

*ATTORNEY WORK PRODUCT//ATTORNEY CLIENT COMMUNICATION//PRIVILEGED
COMMUNICATION**

Not to be released without OGC approval.

From{ NSA-D2 USA CIV

Sent: Thursday, April 10, 2014 12:29 PM

To: DL gc_agcusers (ALIAS) D2

Cc: DL GCSECR

Subject: FW: (U) MLTF 1549 -- Vanity Fair: Search of Correspondence - ACTION RESEND - LAST CALL

Classification: CONHBENTTALNOFORN—
Assoc’s,

Please confirm that the search has been completed by each practice group. Please respond ASAP.

Office Manager to the Deputy General Counsels
Office of General Counsel (D2) s

963-5548,[ | e SO
OPS2B 2B8140, Suite: 6250

(UAFSYS> My Dropbox

From;| [NSA-D2 USA CIV

Sent: Thursday, April 10, 2014 8:56 AM

To: DL GCUSERS e

Ccf [NSA-D2 USA CIv

Subject: RE: (U) MLTF 1549 -- Vanity Fair: Search of Correspondence - ACTION RESEND - LAST CALL

1
Bpproved for Release by NSA on 04-27-2016. FOIA Case # 78137
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Classification: GONHBENTHALANOFORN—

For those of you who have not completed this action please do so. | will be responding to the Media Leaks Task Force at
noon today and need to know by then if there are any other exchanges with Snowden. Again please only positive
responses and respond only to myself and -Thanks all for your assistance with this action.

Office Manager to the Deputy General Counsels. ..

Office of General Counsel (D2) i,

9635548 | e,

OPS2B 2B8140, Suite: 6250 P BIRPL. 8636

(UHFSHS3 My Dropbox

From] INSA-D2 USA CIV

Sent: Wednesday, April 09, 2014 4:51 PM

To: DL GCUSERS

Subject: FW: (U) MLTF 1549 -- Vanity Fair: Search of Correspondence - ACTION RESEND
Importance: High

Classification:-CONHDENTHALANOFORN-

Please see action below and respond to myself and I:kcc‘d) ASAP with any exchanges you had. No need to
respond if you had none. Many of you have probably already seen this and if you have already responded no need to
respond again. Thanks.

Office Manager to the Deputy General Counsels

Office of General Counsel (D2) -

963-5548] | i = S 2 e e
OPS2B 2B8140, Suite: 6250 T i """""
(U#FS-S¥ My Dropbox S

From] [NSA-S3M2 USA CIv
Sent: Wednesday, April 09, 2014 3:28 PM o
To: DL OGC_MedialLeaks (ALIAS) D23; DL ODOC_ Medialeaks (ALIAS) D4, DLd _ig_tasker (ALIAS) D

Cc: DL medialeaks _core (ALIAS) D; ! INSA-D USA CIV; NSA-D USA CIV; Ellard George Dr
NSA-D1 USA Clv; -

Subject: (U) MLTF 1549 -- Vanity Fair: Search 0 Correspondence

Importance: High i i
[Below text duplicated in DOCID 4294509)
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)CID: 4294714

I

(COL NSA-V2 USA USAF

INSA-v2 usa v

(when he returns) just shoot it our

From: ]
Sent: Wednesday, April 09, 2014 11104 AM
To: [NSA<FHV USA CIv
Cc: _INSA-FHV USA c1v]
FOL NSA-V2 USA USAF
Subject: RE: (U} MLTF 1549 -- Vanity Fair: Search of Correspondence
Heation: SEERTHNOFERN
It you get any additional data from MSgf] o1
suspect this question will come up again.
Eolonel, USAF
ity Chief, Analysis Group (V2)~
. (55 Threat Operations Center (NTOC)

From:l NSA-FHV USA CIV-—
Sent: nesda ril 08, 2014 5:02 PM

To

COL NSA-V2 USA USAF

Cci|

SA-FHV USA CIV

Classification: S

Subject: RE: (U) MLTF 1549 -- Vanity Fair: Se:étéh of Correspondence

'ﬁ..ii_:zz'-*(b) (3)-P.L. 86-36

or | never received any written correspondence nor had a conversation with Snowden with regards to his

erns over NSA activities. As a matter of fact, one of the few conversations that | participated in with him when he

ssession of a

l’h‘; knowledge of them,

first arrived was his po

that indicated|

and his desire to help us (in hlsl capacity) to take advantage of all available sources in order to better
cute our sustained analysis mission, and in particular

||5 not-in the office today so | can’t double-check with him, but in
on this matter; he noted he also never had a conversation like the oni

SUpervisaor, ,r'v'll'_)g

el 115 direct

/ previous conversations with MSg
g investigated (when he returns, T will ask again), The team leaderthat Snowden worked closely with is also on
¢ I I.;r’le-r having:just returned from a 30 day TDY but probably won’t be back in the office

") (1)
(b) (3)=-P.L.

86-36

. ""j(b) (3)-P.L. 86-36

Bpproved for Release by NSA on 04-27-2016. FOIA Case # 78137




DOCID:, (4294744

From oL Nsa-v2 Usa UsaF

Sent: Wednesday, April 09, 2014 10:

To: DL V2_Ofc_Chfs (ALIAS) V2; INsa-FHV Usa cIv: NSA-FHV_USA CIV
[_____InNsa-v2 usa vy INSA-V3 USA Clv: :NSA-VI USA crv:|

NSA-V USA CIv:[— INSA-VS ; USA CIv; SA-V2 USA

NSA-V USA C1V;]

V;l NEA-\2 tlca'r"]\;;
IﬂNSA-_V__D_? USA av; NsAvor ACIY) NSA-v3
USACIV S e T,y | —
(o INSa:s3M2 UsA crv; fcOL NSA-v2 USA UsaF

Subject: FW: (U) MLTF 1549 - Vanity Fair; Search of Correspondence - .
Importance: High

(b) (3)-P.L. 86-36

Classificatinn <Ol inraiTi Al I Taleialn] 8
LiaSSIHCAation ST TNy I T T o i

NTOC-W and NTOC-H Leadership,

=& If you had any personal correspondence (or know of someone who did} in which E. Snowden
expressed concern over NSA activities, we need to let the medialeaks team know ASAP.

I'hanks,

Colonél; USAE_

Deputy Chief, Analysis Group (V2)

NSA/CSS Threat Operations Center (NTOC)

NSTS: 966-7585

UNCLASS:

From INSA-S3M2 UsA c1v i
Sent: Wednesday, April 09, 2014 4:14 PM Below text
To: DL SV_Medialeaks (ALIAS) SV43; DL ssct (ALIAS) S1; DL NTOC_ML (ALIAS) V2 uplicated in

Cc: DL OGC_MediaLeaks (ALIAS) D23; DL d_ig_tasker (ALIAS) D; DL ODOC_Medialeaks (ALIAS) D4 OCID 4294509
Subject: FW: (U) MLTF 1549 -- Vanity Fair: Search of Correspondence
Importance: High




D
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]l)OCID : 4294714




DOCID: 4294714




DOCID: 4294742

INSA-DJ4 USA CIV

From: [ INSA-DS09 USA CIV

Sent: Wednesday, IMg[gr 04, 2015 12:18 PM

To: SA-S35 USA CIV

Subject: FW: (U) MLTF 1549 -- Vanity Fair: Search of Correspondence - ACTION RESEND - LAST
CALL

Classification: CONHBDENTHAENOFORN—

This was the email | received from your practice group. | have another folder somewhere just trying to find and it and
will let you know if | see one just for you.

From: INSA-D28 USA CIV

Sent: Thursday, April 10, 2014 1:08 PM
To:| |NSA__—_D2 USA CIV

Subject: FW: (U) MLTF 1549 -- Vanity Fair: "S'earch_g_f Correspondence - ACTION RESEND - LAST CALL

Classification:~CONFHBENTAENOFORN— )

FYSA -

(UHFETET (b)(3)-P.L. 86-36

Paralegal
Office of General Counsel
Litigation, D28

963-5047| b
OPS2B 2B6106, Suite: 6278
Dropbox

(U/Aeuer

ATTORNEY WORK PRODUCT//ATTORNEY CLIENT COMMUNICATION
PRIVILEGED. COMMUNICATION -
Not to be released without OGC approval

From:l |‘NSA—D28-USA C1v
Sent: Thursday, April 10, 2014 1:06 PM

To INSA-D28 USA c1v: |&SA-D28 USA CIV
Ce: | ['NSA-D28 USA CIv

Subject: RE: (U) MLTF 1549 -- Vanity Fair: Search of Correspondence - ACTION RESEND - LAST CALL

Classification: €ONHDPDENTHAENOFORN—

1

Bpproved for Release by NSA on 04-27-2016. FOIA Case # 78137




@: 42904742

Litigation does not have any exchanges with Snowden with the caveat thai Ia ndl emails were
not searched as they are on leave. | believe that if they had some contact with Snowden they would have raised it prior
to this tasking in response to the upcoming Vanity Fair article.

Attorney .

Litigation Practice Group

Office of General Counsel .

D28, Rm 2B6106, OPS2B, Suite 6278

Secure: 963-2374/5047 s

Outside] | -
ATTORNEY CONFIDENTIALITY NOTICE. The |nformat|on contatned in this email and any accompanwng attachments
constitutes attorney work product and/or client adwce which are legally privileged.

From:| NSA-D28 USA CIV
Sent: Thursday, April 10, 2014 12:34
To NSA-D28 USA CIV; NSA-D28 USA cxv

Subject: FW: (U) MLTF 1549 -- Vanity Farr Search of Correspondence - ACT ION RESEND LAST CALL

Classification: UNCLASSIFIEDH‘F@H@—-

Is this done? (b)(3)-P.L. 86-36

Deputy General Counsel
Litigation and Management
NSA Office of General Counsel

963-5548 (secure) .
(unclassiﬂed}

ATTORNEY WORK PRODUCT//ATTORNEY CLIENT COMMUNICATION
PRIVILEGED COMMUNICATION
Not to-be released without OGC approval

o, Below text
From{ INSA-D2 USA CIV duplicated in
Sent: Thursday, April 10, 2014 12:29 PM DOCID
To: DL gc_agcusers (ALIAS) D2
Cc: DL GCSECR 1294712

Subject: FW: (U) MLTF 1549 -- Vanity Fair: Search of Correspondence - ACTION RESEND - LAST CALL
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DOCID: 42947751 pproved for Release by NSA on

4-27-2016. FOIA Case # 78137
| FISA-DJOB USA CTR

From: | NSA-Q31 USA CIV
Sent: Friday, May 23, 2014-11:01 AM
To: DL medialeaks_core (ALIAS) D; DL PAOMedia (ALIAS) DN1;
Cc: IEnsor Leoinel K NSA-Q USA CLV; | NSA-Q USA CIV;
INSA—QS USA CIV; I\ISA—Q USA CIV;
| INsA-Q3 UsA cv

Subject: (U) NBC Story - Email with OGC_

Classification: -CONHBENHALANOHFORN-
All,
Given the NBC story and recycled claim that Snowden contacted NSA OGC to raise 'éoncerns' Iwa'nted to

remind everyone that we went through an exhaustive exercise for the Vanity Fair article. in Aplll which
resu]ted ln the be]ow note ﬁ omdl = b e S —

From: INSA-D USA CIv

Sent: Tuesday, Aprl 08, 2014 3:35 PM P ' L
To: Rogers Michael S NSA-D N; Ledgett Richard H Jr NSA-D USA CIV; Fleisch Frances J NSA-D USA CIV: De
Rajesh NSA-D2 USA CIV; P NSA-DZ USA c1v Bauman Ethan LNSA-DL USA CIV)| -~ - NSA-DL
USA CIV - :

ccf —_—— |NSA 103 USA CIV; Ensor Leoinel K NSA- -Q USA av I NsA-0 ysa v, ]
[NSA-Q3 USA C1V; DL medialeaks_core (ALIAS) D; DL PAOMedia (AuAsl)m,_l_ﬂm SA-D USA CIV;
INSA-D2 USA CIv “INSA-D21 USA CIV; USA CIV;
FSA-Q31_USA CIV: - INSA- NSA-D USA CIV;
: A [NSAD USA cw NSA-D USA CIV; S
USA CI SA-D USA CIV: Bauman Ethan L NSA-DC [NSA-DL USA CIV

Subject: (U) FYSA: Snowden Allegation in Pending Vanity Fair Artlclel Text below dupllcated in DOCID 4272115]




‘DOCID: 4294751




‘DOCID: 4294751
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From: | INSA-T USA cv

Sent: Wednesday, April 09, 2014 5:26 PM

To: Grimes Arlene U NSA-DN USA CIV

Cc: DL PAOMedj . DL medialeaks_c ore (ALIAS) D; NSA-
D USA CIv; NSA-D USA CIV

Subject: (U) ACTION: Way Forward for Vanity-Fair Article '

Follow Up Flag: Follow up

Flag Status: Flagged

Classification: UNCLASSIFIED AFOR-OFCIAETOSEONEY- HIREEL gm0

Arlene,

(U/H#eH67 Presuming the following conditions are met:

We get word from the organizations asked to revisit their e-mail for any evidence of the outreach claimed by Edward
Snowden in the Vanity Fair teaser, AND no additional information has surfaced (MLTF Core on the hook to verify this
for you)

AND

We have affirmed from:Ithat Dol doesn’t have any hold on the one exchange we have of Snowden asking
a generic authorities question of OGC in‘April 2013,

Please engage|:|(copied) to coordinate an outreach to Vanity Fair indicating that our efforts to substantiate
Mr. Snowden’s claim in this regard has produced one, barely relevant e-mail and we intend to challenge the veracity of
that point if if is published in the final article and point out that we brought it to the attention of Vanity Fair.

(UHFOHOT Let me know if you have any questions/concerns.

Regards

(b)3)

| s S .. 0GA  ODNI

Media Leaks Task Force i o
National Security Agency/Central Security Service .
OPS 2B 2B8030

Jwics
UNCL

NSTS

BLACK

Classification: UNCLASSIFIED HOR-OFCHAEOSEONREY—

““b)3)-P.L. 8636
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| |NSA-028 USA CIV —

From: | INsA-D28 UsA cv

Sent: Tuesday, March 10, 2015 4:27 PM

To: | NSA-D28 USA CIV

Subject: FW: (U) REPLY APPROVED RESPONSE: (U) OGC draft answers
Importance: High

Classification: UNCLASSIFIEDHOR-OFHCHAEOSEONLY e,

“(b)3)-P.L. 8636

Deputy Associate GC, Litigation
NSA Office of General Counsel

963-5047 (secure) ..o
'ri:'_LTssified)

*ATTORNEY WORK PRODUCT//ATTORNEY CLIENT COMMUNICATIONHPRIVILEGED
COMMUNICATION**

_ No{t_.to:be released without OGC approval.

Fromj [NSA-D USA cIv

Sent: Thursday, May 29, 2014 12:16 PM

To:l IJNSA -D28 USA CIV; Grimes Arlene U NSA-DN USA CIV; DL PAOMedia (ALIAS) DN1

Cci NSA-D28 USA CIV; Sherman David J Dr NSA-DJ USA CIV; | |NSA-D23 USA CIv; DL

medialeaks_core (ALIAS) D

Subject: (U) REPLY APPROVED RESPONSE: (U) OGC draft answers
Importance: High

Classification: UNCLASSIFIED/AOR-CHFHECALTUSEONEY—
TO: ML PAO

Please push these responses to the WH for the 12:30 event. OGC has chopped.
o (b)3)-P.L. 86-36

Media Leaks Task Force
National Security Agency/Central Security Serwce .

OPS 2B _2B8090
JWICS e

UNCL

NSTS 969-5011

BLACK

From:| |NSA-D USA CIV

Sent: Thursday, May 29, 2014 11:55 AM

Toj SA-D28 USA CIV; Grimes Arlene U NSA-DN USA CIV; DL PAOMedia (ALIAS) DN1

ceil NSA-D28 USA CIV; Sherman David J Dr NSA-DJ USA CIV; NSA-D23 USA CIV

Subject: (U) REPLY: (U) OGC draft answers
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Classification: UNCLASSIFIEDW S

" (b)(3)-P.L. 86-36

(U/ A6+ think we need to be more explicit as relates to Snowden’s comments and the specific WH questions:

1. Did Snowden raise concerns with NSA as he said he did?

We have found a single instance of one e-mail inquiry by Edward Snowden to the office of General Counsel
asking for an explanation of some material that was in a training course he had just completed. The question
was received and an answer was provided to Mr. Snowden. There was not additional follow-up noted. There
are numerous avenues that Mr. Snowden could have used to raise other concerns or whistleblower
allegations. We have searched for evidence of outreach from him in those areas and have not discovered any
engagements related to his claims.

2. How do you plan to respond to the FOIA request?

We received the request from NBC this week and are following normal procedures for processing the request.

Media Leaks Task Force
National Security Agency/Central Security Service
OPS 2B 2B8090

JWICS

UNCL

NSTS s

From:| INsA-D28 usA cIv

Sent: Thursday, May 29, 2014 11:41 AM

To: Grimes Arlene U NSA-DN USA CIV; DL PAOMedia (ALIAS) DN1;| INSA-D usA cIv

ccl [NSA-D28 USA CIV; Sherman David J Dr NSA-DJ USA CIV; | NsA-D23 usA civ

Subject: (U) OGC draft answers
Importance: High

Classification: UNCLASSIFIED/+Fob50—

(1) There are numerous avenues that Mr. Snowden could have used to raise whistleblower allegations. We have
searched those avenues and have not surfaced any complaints with those offices.

(2) With respect to the FOIA, we will process this in accordance with our normal procedures and have only surfaced
one email communication between Mr. Snowden and OGC.

On item 2, since OGC has already performed a search which was as extensive as one would have been done under FOIA,
no new search would be required by our office. One document was identified and that document was redacted and
provided directly to Dave Sherman earlier in the week.

Deputy General Counsel

Litigation and Management S

NSA Office of General Counsel B e {b)(3}-PL 86-36
963-5548 (secure) B T

(unclassified)
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ATTORNEY WORK PRODUCT//ATTORNEY CLIENT COMMUNICATION
PRIVILEGED COMMUNICATION
Not to be released without OGC approval

Classification: UNCLASSIFIED/+Fe&e-

Classification: UNCLASSIFIEDAHOR-OFCALUSE-ONLY-

Classification: UNCLASSIFIEDAH-SR-OFHCHAEBSEONEY

Classification: UNCLASSIFIEDHOR-OHHEHALYSE-ONEY-
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From: Rogers, Michael S ADM e (b)(3)-P.L. 86-36

Sent: _'Lh.u.:sdau_May_ZB_f014.5:_49 PM = _—

To: i Y e

Cc: y s (o) 8
PAOMedia: | edgett Richard H; Fleisch, Frances J; Ston in R; Rajesh;|
DL MLTF _core; Bauman, Ethanelm—_m_lSheman. avid J

Subject: Re: FOLLOW-UP: PER YOUR REQUEST: Transcnpt

Copy aiClAS"we discussed, as long as we don't endanger any follow-on legal action we should be proactive and
transparent with the public. SEN Feinstein adding her thoughts would also be of value to the public | believe.

I, |
" -.-.'“"(P}{s)-P.L.se-se

— | SR
Sent: Thursday, May 29, 2014 12:11 PM

To: Rogers, Michael S ADM e
Cc il |DL PAOMedia; Ledgett,

Richard H; Fleisch, Frances J; Stone, Corin R; De, Rajesh;| L MLTF_core; Bauman,

Ethan;| Sherman, David ] v : -
Subject: FOLLOW-UP: PER YOUR REQUEST: Transcript |Stell‘?‘;’1t?3’dm'5 exactly duplicated in DOCID 42?2118'
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From: | |
Sent:
To: _
Subject: FW: REPLY: Follow-Up

Deputy General Counsel |
Litigation and Management

National Securlty Agency
I

Sent Thursday, May 29, 2014 8: 08 AM -
To: De, Rajesh .

(e
Subject: REPLY: Follow- Up

Raj,

We searched what we have, but as you know that is an imperfect data set in some cases
recollected in retrospect. The search for e-mail within the 0GC was undertaken by individual
0GC employees of their personal holdings.

----- Original Message----- s

From: De, Rajesh B un@}PL.s&ss
Sent: Thursday, May 29, 2014 7:19 AM. e S

To: i
Cc: |” R
Subject: Re: Follow-Up

n“I*mlbpen to any suggestions you might have. I was told that the [::::::::] and mltf

teams did searches, as with| | Is that not the case? Addingl:;;:::] who
was tracking this. I also think this should be framed as everything we've been able to find.

If you are still against releasing because of concern about risk, please also weigh in with
leadership and interagency. :

------ Original Message------

From: | | ——

To: Rajesh De

Subject: Follow-Up o,V

Sent: May 29, 20614 7:14 AM (b)(3)-P.L. 86-36

Raj,

Given your engagement last night on this topic, the fact that the protagonist specifically
pointed to e-mail’'s sent to the OGC and your expectations expressed in the note below I would
encourage you to work with your staff to give yourself confidence that requests of your folks
to check for records are/were sufficiently robust to underpin your personal level of
confidence. I am not in any way suggesting that people did not take the requests seriously--
they did, but they did so under time pressure.

1
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tOplC can lead to 5 different methodologies and 5 different results.

Very respectfullff

From: De, Rajesh

Sent: Saturday, May 24, 2014 ©9:40 AM Eastern Standard Time
To:
Cc:
Subject: Fw: NBC/email

I need very senior confirmation (Kemp/Moultrie| that all possible steps have been taken
to ensure there are no other emails from S to 0GC.

I%RMG}RLBSGS
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From: [ |

Sent: Thursday, May 29, 2014 12:26 PM

To: i T,

Cc: DL
IEAQME.GI&;_LE.G.Q.EII._BE'BFG H; Fleisch, Frances J; Stone, Corin R; De, Ra;esh| |

LMLTF core
Subiject: FOLLOW-UP: PER YOUR REQUEST: Transcrrpt i '
St " b)31P.L. 8636

Reference the request from the White House, we just provided the following:

--Did Snowden raise concerns with NSA as he said he did?

We have found a single instance of one email inquiry by Edward Snowden to the office of
General Counsel asking for an explanation of some material that was in a training course he
had just completed. The question was received and an answer was provided to Mr. Snowden.
There was not additional follow-up noted. There are numerous avenues that Mr. Snowden could
have used to raise other concerns or whistleblower allegations. We have searched for
evidence of outreach from him in those areas and have not discovered any engagements related
to his claims.

--How do you plan to respond to the FOIA request?

We received the request from NBC and are following normal procedures for processing the
request.

NOTHING FOLLOWS O S——

From:[_ |
Sent: Thursday, May 29, 2014 11:39 AM
To.lﬁgers, Michael S ADM

Cc: DL PAOMedia; Ledgett,
Richard H; Fleisch, Frances J; Stone, Corin R; De, Rajesh;| DL MLTF_core
Subject: PER YOUR REQUEST: Transcript

Sir,

As requested, below is a transcript of the NBC program we obtained from the White House in support of attribution
work. Since it was not acquired for a fee we’re meant to limit our use. | believe it was generated off a CLOSED
CAPTIONING system so there are a few text garbles. In response to a request we received <30 minutes ago, Media
Leaks Public Affairs and OGC are at this time preparing information for the White House press office in support of the
daily press engagement by Jay Carney at 12:30 EST. Specifically answers to two question:

--Did Snowden raise concerns with NSA as he said he did?
--How do you plan to respond to the FOIA request?

The FOIA request reference is hig'h'lighted in the transcript below. We do not know if the White House plans to present
this information proactively or have it in reserve if they receive a specific question. We will make certain you receive
what is sent to the White House.

Please advise if you have any questions/concerns.

Respectfully,
1
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BEGIN TRANSCRIPT

BRIAN WILLIAMS: good evening. i'm brian williams. he is routinely called the most wanted man in the world. last week in
moscow, cloaked in secrecy and after months of behind-the-scenes back and forth, we sat down with edward snowden
for his first american television interview. let's begin with a reminder of what this 30-year-old has done and why he's
living in exile overseas, wanted for espionage in this country. the classified documents he stole, downloaded from the
nsa and handed over to journalists blew the lid off data mining programs that had been launched in the wake of and in
the name of 9/11. they have names like prism and boundless informant and xkeyscore. some of them designed to
vacuum up phone and internet data are from companies like verizon and google and apple and yahoo! and some of
them could zero in on any one of us. snowden came to this interview armed with talking points, ready to tell his story.
he knew he would be receiving no compensation and no question was off limits. already just today based on prereleased
snippets of what you're about to see secretary of state john kerry launched a full-on fredricton it willontal assault on
snowden calling him a traitor, challenging hill to come home to face justice. we'll hear what edward snowden has to say
about that. he arrived alone carrying only a backpack into our moscow hotel. he came up a back stairway into the
elevator. the moment he sat down and our camera focused on him, it became clear that this was the first good long look
at him the world had had. we saw him framed against the hotel window in hong kong and appearing from undisclosed
locations on closed circuit video. he was here now, introducing himself as ed. a lot of people say you have badly
damaged your country.

EDWARD SNOWDEN: can you show that? is there any dman vagsemonstration? i have been asking for a year now. if
after a year they can't show a single individual who has been harmed in any way by this reporting, is it really so grave? is
it really so serious? can we really trust those claims without scrutinizing them? i would argue we can't. we should be
open to them. it's fair, the possibility. if this has caused serious harm, i plirniwould like to know about it.

WILLIAMS: keith alexander has said you have done, quote, significant and irreversible damage to the nation. he said
there is, quote, concrete truth that terrorist groups and others are taking action and making changes and it's going to
make our job tougher. and this amounts to telling our enemy our playbook.

SNOWDEN: so what's interesting is that we see the exact same language, the exact same accusations being levelled
against whistleblowers, against any critic of any government program throughout history, throughout time.

WILLIAMS: what are you doing in russia?

SNOWDEN: all right. so this is a really fair concern. i personally am surprised that i ended up here. the reality is i never
intended to end up in russia. i had a flight from cuba to latin america. the united states revoked my passport to trap me
in the moscow airport. when people ask why are you in russia, i say please ask the state department.

WILLIAMS: the u.s. state department says snowden's passport was pulled before he boarded that flight to moscow and
yet he was somehow still able to leave hong kong, a city he had chosen to fly to initially upon leaving the u.s. a formerly
high ranking american official said if snowden's equivalent russian kid was in our hands in the united states we would be
working mightily to, a, befriend him and, absent that, infiltrate what hes has, what he knows. what has your relationship
been to the host nation? have you met putin? have you spoken with him?

SNOWDEN: i have no relationship with the russian government at all. i have never met the russian president. i'm not
supported by the raugs government -- russian government. i'm not taking money from the russian government. i'm not a
spy. the best way to make sure, for example, the russians can't break my fingers and compromise information or hit me
with a bag of money until i give them something was not to have it at all. the way to do it was by destroying material i
was holding before i transited through russia.
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WILLIAMS: pecple are geing to find it hard to believe that president putin hasn't taken a run at you or what you know.
you can state declaratively that that hasn't happened?

SNOWDEN: yeah. i mean, the way -- the way to think about this is, again, i already know how to deal with
counterintelligence. beyond that, i took nothing to russia, so i could give them mothing.

WILLIAMS: you say you're not carrying around any of the materials. you are handing them off. if i gave you a laptop,
could you access the documents?

SNOWDEN: no, no.

WILLIAMS: no, you couldn't remotely, electronically access material?
SNOWDEN: no.

WILLIAMS: it's gone from your control?

SNOWDEN: right. i don't have any control -- let's put it this way. if i'm traveling through russia -- and i know i'm traveling
through russia and they have a very aggressive, very professional service. and i look like tweety bird to sylvester the cat,
a little walking chicken leg with all the documents if i have control over that, that's a very dangerous thing for me.

WILLIAMS: we'll take our first break here. up next when we continue, the impact of 9/11 on edward snowden.
(COMMERCIAL BREAK)

WILLIAMS: going back almost a year to when this story first broke, edward snowden was defined early on, and not
altogether accurately. the president famously called him a hacker. we in the news media passed along and repeated
terms like systems analyst and outside contractor that didn't really mean all that much and according to snowden didn't
really describe what he did for a living.

(VIDEO BEGINS)

WILLIAMS: how do you define yourself? are you -- were you trained as a spy? specifically i'm talking about the titles
systems analyst, contractor. it seems to me spies probably look a lot more like ed snowden and a lot less like james bond

these days.

SNOWDEN: well, it's no secret that the u.s. tends to get more and better intelligence out of computers nowadays than
they do out of people. i was trained as a spy in sort of the traditional sense of the word. i lived and worked undercover,
overseas pretending to work in a job that i'm not and even being assigned a name that was not mine. now the
government might deny these things, frame it in certain ways and say, oh, he's a low level analyst but what they are
trying to do is they are trying to use one position that i have had in a career here or there to distract from the totality of
my experience which is that i have worked for the central intelligence agency undercover overseas. i have worked for
the national security agency undercover overseas. and i have worked for the defense intelligence agency as a lecturer at
the joint counterintelligence training academy where i developed sources and methods for keeping our information and
people secure in the most hostile and dangerous environments around the world with. so when they say i'm a low level
systems administrator that i don't know what i'm talking about it's somewhat misleading.

WILLIAMS: snowden said his life changed when he was still a teenager on the worst day in modern american history.

what did 9/11 mean to you?
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SNOWDEN: i have never toid anybody this. no journalist. but i was on ft. meade on septembeth right outside the nsa. so
i remember -- i remember the tension on that day. i remember hearing on the radio. i remember thinking my
grandfather who worked for the fbi at the time was in the pentagon when the plane hit it. i take the threat of terrorism
seriously. i think we all do. i think it's really disingenuous for the government to invoke and sort of scandalize our
memories, to sort of exploit the national trauma that we all suffered together and worked so hard to come through to
yufjustify programs that are have never been shown to keep us safe but cost us liberties and freedoms that we don't
need to give up, and our constitution says we should not give up.

WILLIAMS: then there is this way of looking at it -- our nation had been attacked in this nonlinear way. we were hurting.
post pearl harbor hurting. why not cast the widest net possible? innocent people around the country were -- all felt the
same way. i've got nothing to hide. we've got to find this enemy we can't see.

SNOWDEN: the definition of a security state is any nation that prioritizes security over all other considerations. i don't
believe the united states is or ever should be a security state. if we want to be free we can't become subject to
surveillance, we can't give away our privacy. we can't give away our rights. we have to be an active party. we have to be
an active part of our government. and h say there are some things worth dying for. i think the country is one of them.

WILLIAMS: like a lot of young men in our country, and especially given the fact that your grandfather was at the fbi, your
dad's a vet. like a lot of young men across america you wanted to join up, and you did.

SNOWDEN: in 2004, i joined the u.s. army under the 18 x-ray special forces recruit program. i have to give high respect
to everyone many the military and the graduates of those programs. they are better men than i. i was injured very early
on in the program and i washed out. i don't hide that.

WILLIAMS: snowden reportedly left the military after breaking both of his legs in training.

SNOWDEN: the fact is that i tried. you know, i saw what was going on in the world. i believed the government's
arguments that we were going to do good things in iraq, that we were going to free the oppressed. and i wanted to do
my part to help share the national burden and create not just a better america but a better world. the problem was, as
time went on, as i rose to higher and higher levels of the intelligence community, i gained more and more access, as i
saw more classified information at the highest levels i realized that so many of the things that we are told by the
government simply aren't true. much like the arguments about aluminum tubes and weapons of mass destruction, colin
powell's discussion about anthrax is a dama -- saddam was going to bring against us. the irag war i signed up for was
launched on false premises. the american people were misled. whether that was due to bad faith or simply mistakes of
intelligence, i can't say for sure. but i can say it shows the problem of putting too much faith in intelligence systems
without debating them in public.

WILLIAMS: we'll take another break here. coming up, how edward snowden says the nsa can reach into our lives via our
phones.

(COMMERCIAL BREAK)

WILLIAMS: welcome back. government was now able, if they wanted to, to use our computers to reach into american
lives and whatever you think of him, what edward snowden told us about spying on our data and our personal devices
was chilling. and as an example, we used the phone in my hand.

(VIDEO BEGINS)

WILLIAMS: i want to ask you about this device. this is not my iphone. this is what drug dealers resort to. this is called a
burner. it's a temporary. it's the one i brought to cover the olympics because our i.t. people told me that the russians are
so good at infiltration. how good? and how good are the americans? what can the nsa do with this device, if they
wanted to get into my life?
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SNOWDEN: so, first off, that's probably the most expensive burner i have ever seen. but i guess we are at the up market
of drug dealers here

WILLIAMS: i'm using a term of art. this is turned off. it's inert.

SNOWDEN: the nsa, the russian intelligence service, the chinese intelligence service, any intelligence service in the world
that has significant funding and a real technological research team can own that phone the minute it connects to their
network. as soon as you turn it on, it can be theirs. they can turn it into a microphone. they can take pictures from it,
they can take the data off of it. but it's important to understand that these things are typically done on a targeted basis.
right? it's only done when people go, this phone is suspicious. i think it's being held by a drug dealer. i think it is being
used by a terrorist.

WILLIAMS: can anyone turn it on remotely if it's off? can they turn on apps? did anyone know or care that i googled the
final score of the rangers/canadiens game last night because i was traveling here?

SNOWDEN: i would say yes to all of those. they can absolutely turn them on with the power turned off the device. that's
pretty scary. the thing about the rangers game ises also salso scary. you might say, does anybody care that i'm looking
up the score for the rangers game? well, a government or a hacker or some other nefarious individual would say yes.
that tells a lot about you. you probably speak english. you are probably an american. you are interested in this sport.
they might know what your habits are. where were you in the world when you checked the score? do you check it when
you travel? do you check it when you're at home? they could tell your pattern of life. when are you doing these
activities? when do you wake up? when do you go to sleep? what other phones are around you? are you with someone
who's not your wife? are you some place you shouldn't be, according to the government which is arbitrary, you know.
are you engaged in any kind of activities we disapprove of, even if they aren't technically illegal? all of these things can
raise your level of scrutiny. these activities can be mis misinterpreted and used to do you wrong. the problem is the
capabilities themselves are unregulated, uncontrol are edun krol uncontrol uncontroledded and dangerous.

WILLIAMS: all because i googled rangers, canadiens, final score.
SNOWDEN: exactly.

WILLIAMS: snowden says he was astonished at the access he had at his fingertips including a computer program that, as
he put it, could get inside your thought process.

SNOWDEN: when i think about an instance that really just struck me as, oh, my god, we can do this. and we can do it to
anyone was that people at nsa, analysts, can actually watch people's internet communications. watch them draft
correspondence and actually watch their thoughts form as they type. s as you write a message, an analyst at nsa or any
service using this attack against people can actually see you write sentences and backspace over your mistakes, change
the words, pause, and think about what you wanted to say and then change it. it's this extraordinary intrusion not just
into your communications, your finished messages but your actual drafting process, into the way you think.

WILLIAMS: you must have been aware spying is sometimes called a dirty business. lives have been taken and unsavory
deeds have been committed.

SNOWDEN: you know, i don't think anybody who 's's been in the intelligence community for almost a decade as i have
been, is really shocked by the specific types of general operations when they are justified. what's more shocking for

anybody is not the dirtiness of the business. it's the dirtiness of the targetsing. it's the dirtiness of the way these things
are being used. it's the lack of respect for the public because -- the lack of respect for the intrusiveness of surveillance.

WILLIAMS: when the president and others have made the point that you should have gone through channels, become a
whistleblower and not pursued the route you did, what's your response?
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SNOWDEN: i actually did go through channels. and that is documented. the nsa has records. they have copies of e-mails
right now to their office of general counsel, to their oversight and compliance folks from me raising concerns about the
nsa's interpretations of its legal authorities. i have raised the complaints not just officially in writing through e-mail to
these offices and these individuals but to my supervisors, to my colleagues, in more than one office. i did it in ft. meade.
i did it in hawaii. and many, many of these individuals were shocked by these programs. they had never seen them
themselves. and the ones who had went, you know, you're right. these are things that are are really concerning. these
aren't things we should be doing. maybe we're going too far here. but if you say something about this, they're going to
destroy you. do you know what happens to people who stand up and talk about this?

WILLIAMS: what did you report? what was the response?

SNOWDEN: so i reported that there were real problems with the way the nsa was interpreting its legal authorities. and
the response more or less in bureaucratyerreaucratic language was you should stop asking questions. one of my final
acts in government was continuing one of these communications with a legal office. in fact, i am so sure that these
communications exist that i have called on congress to write a letter to the nsa to verify that they do. write to the office
of general counsel and say, did mr. snowden ever communicate any concerns about the nsa's interpretation of its legal
authorities?

WILLIAMS: now about that last point there about the paper trail that snowden says exists within the nsa, so far nbc
news has learned from multiple sources that snowden did, indeed, send at least one e-mail to the general counsel's
office raisingic and legal questions. we have filed a request under the freedom of information act to look for any other
records. and when we continue here tonight, the are the secrets of the u.s. military safe?

(COMMERCIAL BREAK)

WILLIAMS: and welcome back. as we enter our second half hour, as we continue to hear from edward snowden, part of
a wide-ranging conversation taped a week ago in moscow. we have already heard some extraordinary things, but as you
will see, he's not done yet

SNOWDEN: i'm doing this to serve my country. i'm still working for the government. being a patriot means knowing
when to protect your country. if i could go anywhere in the world, that place would be home.

WILLIAMS: edward snowden's last posting was in hawaii. there he rented a house where he lived with his girifriend and
performed electronic surveillance for the nsa. it was said he took his last position to gain access to the final documents
he wanted to steal and then leak.

how long prior to leaving hawaii did you start to say to yourself, i'm going to gather this, i'm going to put this away, i'm
going to expose this?

SNOWDEN: i think given the ongoing investigation that something better not to get into in a news interview, but i would
be happy to discuss this with the government.

WILLIAMS: what is the number? what's the closest you have come to estimating the number of documents?

SNOWDEN: i will say the 1.7 million documents figure that the intelligence community has been bandying about, the
director of nsa himself keith alexander said just a week ago in the australian financial review, i believe, that they have no
idea what documents were taken at all. their auditing was so poor, 5o negligent that any private contractor, not even an
employee of the government could walk into the nsa building, take whatever they wanted, and walk out with it and they
would never know. now, i think that's a problem. and i think that's something that needs to be resalved. people need to
be held to account for. has it happened before? could it happen again?
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WILLIAMS: what didn’t you grab? was there a threshold?

SNOWADEN: right. i didn't want to take information that would basically be take then and thrown out in the press that
would cause harm to individuals, that would cause pecople to die, that would put lives at risk. so a good gauge of what
information was provided to the journalists is a representation of what you see in the press. now the nsa and the
defense intelligence agency and some of these other organizations have claimed that lives are at risk, that all this
military information was out there, that, you know, i took all this information about missiles and warheads and tanks,
but we don't see any of that in the newspaper. we haven't seen any stories on that.

WILLIAMS: snowden turned over the secret documents to glenn greenwald and laura poitras, both of whom traveled to
russia for our interview. in his book "no place to hide," greenwald discussed the moment he met snowden in hong kong.

what did you make of him?

GREENWALD: the initial impression was one of extreme confusion. i was expecting to meet someone in his 60s or 70s,
someone very senior in the agency because i knew almost nothing about him prior to our arrival in hong kong.

SNOWDEN: it was a really intimidating moment. you know, it was the most real point of no return because the minute
you start talking to a journalist as an intelligence officer on camera, there is really no going back from that. that's where
it all comes together.

WILLIAMS: also, you had this tangible evidence. in effect he was saying to you if i wasn't legit, where else would i have
gotten this?

GREENWALD: right. that was certainly a good start to establishing his credibility and his authenticity was the fact he was
able to produce many thousands of documents from the most secretive agency of the world's most powerful but at the
same time there were government. questions about the authenticity of the documents t providence, the motives that
led to his taking them and what it was he would say when he identified himself to the world as the source.

WILLIAMS: by handing over the documents to journalists, snowden said he wanted to put some space between himself
and what he himself stole are from government computers. he wanted others to break the stories and do the reporting
and check to see which stories might cause undue harm.

SNOWDEN: and that's the reason that the journalists have been required by their agreement with me as the source,
although they could obviously break that or do whatever they want, but i demanded that they agreed to consult with
the government to make sure no individuals or specific harms could be caused by any of that reporting.

WILLIAMS: that includes nbc news which has reported on its own batch of snowden documents and has a reporting
relationship with glenn greenwald.

SNOWDEN: when it comes to specific stories about the specific collection programs, about specific targets, these aren't
decided by me. these are decided by newspapers.

WILLIAMS: you see the part of this and for a lay audience looking on, they know that this came from you. the bulk
release to the journalists came from you. they are guessing that you had decisions to make within what you had access
to, so then they hear you saying, i didn't put that out, the journalists did.

SNOWNDEN: right. that's a fair question. anyone can second guess my judgment. again, i'm a human being. i could make
mistakes. i could make the wrong call. but the reality is the situation determined that this needed to be told to the
public.
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WITLIAMS: to your knowledge, there is nothing in what you have handed over to the journalists materially damaging or
threatening to the military or national security?

SNOWDEN: there is nothing that would be published that would harm the public interest. these are programs that need
to be understood, that need to be known, that require deep background and context for research. they are difficult to
report. but they are of critical public importance.

WILLIAMS: just for clarification here note that snowden didn't deny turning over military secrets. he asserted instead
they wouldn't be published. another break. when we continue, how snowden justifies what he did.

{(COMMERCIAL BREAK)

WILLIAMS: on the range between ticker tape parade entence, what do you think ought to happen to you if and when
you return to the united states?

SNOWDE: these are things that no individual should empower themselves to really decide. you know, i'm going to give
myself a parade. but neither am i going to walk into a jail cell to serve as a bad example for other people in government
who see something happening, some violation of the tion who think they need to say something about it.

WILLIAMS: you hear often in the united states are why doesn't he come home and face the music?

SNOWDEN: it's a fair question. why doesn't he face charges? but it's also uninformed. because what has been lain
against me aren't normal charges. they are extraordinary charges. we have seen more charges under the espionage act
in the last administration than we have in all other administrations in american history. the espionage act provides
anyone accused of it of no chance to make a public defense. you are not allowed to argue based on all the evidence in
your favor because that evidence may be classified, even if the it is exculpatory. when people say why don't you face the
music, i say you have to understand the music is not an open court and a fair trial.

WILLIAMS: what would you do if you had an aience with the president right now? what would you say?

SNOWDEN: i would leave advising the president to his advisers. that's -- i wouldn't presume to place myself on the level
to be able to suggest what his course of action should be.

WILLIAMS: would you ask him if you could come home free and clear?

SNOWDEN: i think that's a decision he'll weigh and decide based on what he believes would serve the public interest. i
think that's proper and appropriate.

WILLIAMS: in your mind though, are you blameless? have you done, as you look at this, just a good thing? have you
performed, as you see it, a public service?

SNOWDEN: i think it can be both. i think the most important idea is to remember that there have been times throughout
american history where what is right is not the same as what is legal. sometimes to do the right thing you have to break
a law. and the key there is in terms of civil disobedience. you have to make sure that what you are risking, what you are
bringing onto yourself doesn't serve as a detriment to anybody else, it doesn't hurt anybody else. if you are volunteering
yourself to be used as a negative example, to spend a lifetime in prison rather than to spend a time in prison -- a short
period where you will come out, advocate, emerge stronger and inspire other people to resist these policieses, spolicies,
are you doing good or bad?

WILLIAMS: legal sources tell nbc news that snowden's legal team has been in contact with the government's lawyers,
but negotiations have t begun.
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&TE you 1G0King Tor clemency or amnesty? would you like to go home?

SNOWDEN: i don't think there has ever been any question that i wid like to go home. from day one i have said i'm doing
this to serve my country. i'm still working for the government. now whether amnesty or clemency becomes a possibility
is not for me to say. that's a debate for the public and the government to decide. but if i could go anywhere in the world,
that place would be home.

WILLIAMS: and when we continue, an american in russia. edward snowden talks about what his life is like now in exile
and how he feels about coming home.

(COMMERCIAL BREAK)
WILLIAMS: this is a big cultural change. you, in effect, moved to russia from hawaii. what is your life like?

SNOWDEN: you know, it's - it is @ major cultural gap. it requires adjustment. but even though i didn't choose to be here,
even though, you know, circumstances really trapped me here, i can adapt. i can live life as an american more or less.
that's the beauty of the internet. we are no longer tied to our communities merely by, you know, miz call physical
connections. right now i'm watching a show, "the wire." i'm really enjoying it. second season, not so great, but --

WILLIAMS: what do you make of the fact that president putin's standing in the world, let's say, has changed so
dramatically during the time you have been here?

SNOWDEN: it's really frustrating for someone who is working so hard to expand the domain of our rights and our privacy
to end up stuck in a place where those rights are being challenged in ways that i would consider deeply unfair. the
recent bloggers' registration law in russia, i can't think of any basis for a law like that. not just in russia, but any country.
the government shouldn't regulate the operations of a free press whether it is nbc or some blogger in their living room.
there is so much that needs to be defended here in russia, but i am limited by my inability to speak russian and so on
that it's an isolating and frustrating thing. i really hope that russia, the united states and many other countries will work
to push back against this constantly increasing surveillance, this constant erosion and abrasion of public rights.

WILLIAMS: correct me if i'm wrong. the arc of your life is you went from signing up for the military of after 9/11, in effect
saying you were willing to die for your country to then telling people you half expected to die via abduction or
assassination after what you have done in this instance. that's a pretty dramatic arc since 2003, 2004.

SNOWDEN: i think that's actually a solid representation of the dramatic arcses sthat have happened within our
government in the same period. do you think our government has changed since 3/11? have the policies changed? has
civil engagement with the government changed? have our politics changed? are things radically different in terms of
partisanship? there have been radical changes within our government.

WILLIAMS: do you see yourself as a patriot?

SNOWDEN: i do. you know, i think patrict is a word that's thrown around so much that it can be devalued nowadays. but
being a patriot doesn't mean prioritizing service to government above all else. being a patriot means knowing when to
protect your country, knowing when to protect your constitution, knowing when to protect your countrymen from the
violations of and encroachments of adversaries and those adversaries don't have to be foreign countries. they can be
bad policies. they can be officials who, you know, need a little bit more accountability. they can be mistakes of
government and simple overreach and things that should never have been tried or that went wrong.

WILLIAMS: did you say earlier you were still serving your government?

SNOWDEN: yes.
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SNOWDEN: when you look at the actions that i have taken, when you look at the carefulness of the program ares that
have been disclosed, when you look at the way this has been filtered through the most trusted journalistic institutions in
america, the way the government has had a chance to chime in on this and to make their case, and when you look at the
changes that it's resulted in, we have had the first open federal court to ever review these programs declare it likely
unconstitutional and orwellian and you see congress agreeing that massive surveillance, bulk collection needs to end.
with all of these things happening thatheovernment agrees all the way up to the president, again, make us stronger how
can it be said that i did not serve my government? how can it be said that this harmed the country when all three
branches of government have made reforms as a result?

WILLIAMS: many in government say snowden should say for what he's done whether or not he comes home.
what do you miss about home?

SNOWDEN: i think the only -- the only answer to something like that for somebody in my situation is, you know, what
don't i miss? what would you miss? what wouldn't you miss? i miss my family. i miss my home. i miss my colleagues. i
miss the work. because caught up in all these issues, people have unfairly demonized the nsa to a point that's too
extreme. these are good people trying to do hard work for good reasons. the problem that we are confronted with, the
challenge that we are facing is not the working level guy, some mustache-twirling villain out to destroy your life. it's the
fact that senior officials are investing themselves with powers that they are not entitled to, and they are doing it without
asking the public for any kind of consent.

WILLIAMS: is what i heard you feeling bad for the damage to the nsa as a result of what you have exposed from the nsa?

SNOWDEN: well, what you need to understand in what i was saying -- i guess not what you need to understand, but
what i'm saying is not damage to the nsa. it's the sort of conspiratorial that can emerge when there are abuses that le
tnk they can do no good and the government has legitimate programs and purposes and they can do great things. the
nsa can as well. i think it's important to remember that people don't set their lives on fire. they don't say good-bye to
their families, actually pack up without saying good-bye to their families. they don't walk away from their extraordinary
comfortable lives. i made a lot of money for a guy with no high school diploma. and burn down everything they love for
no reason.

WILLIAMS: so you're a kid from north carolina and while i, after this interview, am free to fly back to the united states,
you can't. does that hurt you?

SNOWRDEN: i think no american could be prohibited from coming home or traveling anywhere else without feeling a
sense of loss. but, again, i may have lost my ability to travel, but i have gained the ability to go to sleep at night, put my
head on the pillow and feel comfortable that i have done the right thing even when it was the hard thing. i'm
comfortable with that.

WILLIAMS: a good number of americans, of course, feel that because of what they see as an act of treason, they sleep
less soundly at night fearing this massive leak of secrets has endangered the country. there is more on the way. glenn
greenwald says the next story he is going to public based on the snowden documents may be the biggest yet in terms of
impact. that is our broadcast for tonight. we're going to keep going in the studio to ask the question, in part to take on
the same question is snowden a hero or a traitor? we have assembled correspondents and former government officials.

END OF TRANSCRIPT

10



DOCID: 4294819

I | NSA-DJ4 USA CIV

From: [ |NSA-D2 USA CIv

Sent: Thursday, May 29, 2014.1:13 PM

To: INSA-DS09 USA CIV; NSA-D2 USA CIV;

INsA-D2 UsA cIv _

Cc: | [NSA-D2 USA CIV; INSA-D23 USA CIV;
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Subject: FW: (U/#6563 (U) Recent Media Disclostires OO -

Attachments: Untitled R

Classification: UNCLASSIFIEDHESHS—

o b)@)P.L. 86-36

All,

I:lprbm'pted me to perform my own search. We found this ourselves and alerted Q. NOT MLTF

Deputy General Counsel Litiga_tion--ahd Management NSA Office of General Counsel

963-5548 (secure) ..
I(-ur‘ic'lassified)
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Subject: FW. (UFOT6+ (U) Recent Media Disclosures
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Please make sure Q (see below) is aware of the question you received from Snowden.
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Associate General Counsel
(Intelligence Law)
963-3121 (NSTS)

--WARNING NOTICE: This communication contains information that may be subject to the ATTORNEY-CLIENT and
ATTORNEY WORK PRODUCT privileges that is exempt from public disclosure without the express permission of
NSA/OGC.--
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From: Automated Mass Mailer [mailto:agencyall@nsa.ic.gov]

Sent: Monday, June 10, 2013 11:30 AM i}

To: Agency All 2.0 (alias) b))
Subject: (U/FOHOT (U) Recent Media Disclosures S (b)(3)-P.L. 86-36

Classification: CONFIDENTIALI{

—tEHREE As you are undoubtedly aware, there have been numerous recent disclosures and allegations in the press about

NSA's intelligence activities. Although Edward Snowden, a current NSA contractor and former CIA affiliate, has come
forward as the source of the media leaks, the investigation by appropriate law enforcement and counterintelligence
authorities continues.

—EH#RELY The Associate Directorate for Security and Counterintelligence (ADS&CI), at the request of the FBI, is providing
support to this ongoing investigation in close coordination with the NSA Office of General Counsel. Any NSA/CSS affiliate
or detailee who has information pertaining to this case and/or had contact with Edward Snowden is requested to contact
Special Agent| | Chief, @312, Compromise Investigations Branch, 968-6772 orltl

(U//fFeH8) The ADS&CI would like to remind all NSA/CSS affiliates to refrain from making comments about this case
unless cleared to do so by the ADS&CI in support of the official government investigation. NSA/CSS affiliates who have
security concerns about this case are also encouraged to contact your staff/project/field security officer ("go SSO").

(U/H63 As this case will continue to receive media 'attention, NSA/CSS affiliates are reminded of their responsibility to
refer inquiries from the press or others outside of NSA/CSS to the NSA Public Affairs Office (PAQ). PAO can be reached
on 963-5825 or 301-688-6524, via unclassified e-mail at nsapao@nsa.gov, or at DL PAO. :

(U0 Release Authority: Corporate Communications, Messaging and Public Affairs, DN1
(UHFEHE) POC for Message:| nsa.ic.gov]
(U/H©4Y63 Content Approval for Message: A
(U/MOTST Distro: Entire NSA Workforce b R o,
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From: | NSA-DS09 USA CIV

Sent: Thursday, May 29, 2014 11:53 AM

To: | NSA-D23 USA CIV

Subject: FW: (U) ACTION:Snowden's Claims of Voicing Concerns
Importance: High

Classification: UNCLASSIFIED !fFGH-e-FFPGHH_—H-SEQNHL

I:l_.wan_ted_ you to be aware of this since has been made lead of this Mé'ﬁi-a.___Le-a ks action...

Office Manager to the Deputy General Counsels ™
Office of General Counsel (DZ)

963-5548, : ......................................
OPS2B 2B8140, Suite: 6250

(UAFEUOT My Dropbox

From: NSA-S3M2 USA CIV

Sent: Thursday, May 29, 2014 11:39 AM

Toy NSA-Q USA CIv; DL d |g tasker (ALIAS) D; DL ODOC_Medialeaks (ALIAS) D4|

NSA-T USA CIV

Cc: DL OGC_Medialeaks (ALIAS) D23; | NSA D23 USA CIV; DL ssct (ALIAS) S1; DL PAOMedia (ALIAS) DN1;
DL Q_REGISTRY; | INSA-Q31 USA CIV

Subject: RE: (U) ACTION: Snowden's Clalms of Voicing Concerns
Importance: High

Classification: UNC LASS IFIED HFOR-OFCHAEBSEONEY-

Thanks, for the reminder! *

To ALL,
| forgot to include a suspense.
We need your POC right away so that we can talk/horse trade/and write against these questions today.

Jay Carney (White House spokesman) is going in front of the press at 1230 today...he will get the standard fair that we
have used over the past few months...we can’t possibly pass anything useful to him by that time.

That said...there are still discussions with DOJ about possibly releasing the one email we have between Snowden and the
OGC..and the potential for other press conference later today...so we need to move fast.

ADM Rogers has scheduled a update on the NBC interview in his office tomorrow at 0900. Our info will be used there as
well.
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So...we need to have our input written and ready by 1400 today.

Thanks!

Regds,

- (b)(3)-P.L. 86-36

Media Leaks Task Force
OPS 2B, 2B8090

969-5009 (s e
(u)

From:| NSA-Q USA CIV
Sent: Th May 29, 2014 11:29 AM
To:| NSA-S3M2 USA CIV : -
Subject: RE: (U) ACTION: Snowden's Claims of Voicing Concerns

I:l—'su;epense?
I |

ADS&CI Chief of Staff

968-6000(s); | |

Froms [NSA-S3M2 USA CIv -_
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To: NSA-Q USA CIV; DL d_ig_tasker (ALIAS) D; DL ODOC_Medialeaks (ALIAS) D4;|

NSA-T USA CIV :

Cc: DL OGC_MediaLeaks (ALIAS) D23;| INSA-D23 USA CIV; DL ssct (ALIAS) S1; DL PAOMedia (ALIAS) DN1;
DL Q_REGISTRY; | INSA-Q31 USA CIV

Subject: (U) AC_TION: Snowden's Claims of Voicing Concerns
Importance: High [Text below duplicated in DOCID 4249209)
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| NSA-DJ4 USA CIV

From: Grifhes.A_rIene U NSA-DW USA CIV
Sent: Friday, May-30, 2014 3:28 PM
To: | INSA-D2 UsA cIv

Subject: RE: (U) PLEASE REVI.EW-EZ'-REViSGd Article for NSA Workforce

Classification: UNCLASSIFIED #FGR‘O‘F‘F‘I‘G#&L—US'E'GNH‘—

many-thanks for the quick response! Greatly appreciate it.

Cheers,
(Ut
Arlene

Arlene U. Grimes

Chief, NSA Media Leaks Public Affairs Office
2B5053 i
Personal: 969-7505s | P

PAO Office: 969-7499s | | ot
Blackberry/external email: | o
After-hours media queries: nsapao@nsa.qov-"_. 1

(b)(3)-P.L. 86-36

My dropbox (for large files):

From: ~ |NSA-D28 USA CIV
Sent: Friday, May 30, 2014 3:17 PM

To: DL medialeaks_core (ALIAS) D; DL PAOMedia (ALIAS) DN1; NSA-D USA C1V;

[Insa-F1y usa cv
Subject: FW: (U) PLEASE REVIEW: Revised Article for NSA Workforce

Classification: UNCLASSIFIED/+Fotcr

Please see small changes below. This is a consolidated OGC response. |

(b)(S)
| | (b)(3)-P.L. 86-36
Deputy General Counsel T
Litigation and Management
NSA Office of General Counsel g
9635548 [sequre) T

ATTORNEY WORK PRODUCT//ATTORNEY CLIENT COMMUNICATION
PRIVILEGED COMMUNICATION
Not to be released without OGC approval

From NSA-D2 USA CIV
Sent: Friday, May 30, 2014 2:51 PM
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Classification: UNCLASSIFIED #FOR-OFFEAHSE-ONEY— |

From: Grimes Arlene U NSA-DN USA CIV
Sent: Friday, May 30, 2014 1:04 PM
To: DL OGC_MediaLeaks (ALIAS) D23

Cc: DL medialeaks_core (ALIAS) D; DL PAOMedia (ALIAS) DN1; NSA-D USA CIV;

SA-F1Y USA CIV
ubject: (U) PLEASE REVIEW: Revised Article for NSA Workforce (b)3)-P.L. 86-36

(b)E)
Classification: UNCLASSIFIED /A~SR-oHHCHAEHSEONEY-

OGC, please review this draft article which is in response to several questions that have been submitted by the
NSA workforce to the Media Leaks Internal Communications web site since the NBC interview ‘aired on
Wednesday night. We would greatly appreciate a response by 1500, if possible so it can be shared with the
workforce as soon as possible. &

(U) On 29 May 2014, NSA Public Affairs released the below statement to the press:

BEGIN STATEMENT

NSA has now explained that they have found one email inquiry by Edward Snowden to the Office of the
General Counsel asking for an explanation of some material that was in a training course he had just
completed. The email did not raise allegations or concerns about wrongdoing or abuse, but posed a legal
question that the Office of General Counsel addressed. There was not additional follow-up noted. The email
will be released later today.

There are numerous avenues that Mr. Snowden could have used to raise other concerns or whistleblower
allegations. We have searches for additional indications of outreach from him in those areas and to date have
not discovered any engagements related to his claims.

END STATEMENT
(U8 We understand the frustration many must feel. Please understand we are making every effort to

ensure that NSA continues to be transparent with the public while protecting sources and methods and the
integrity of the investigation.
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(U) Piease remember ihat if you are approached by the press regarding any of these allegations; please refer
them to the NSA Public Affairs Office, 301-688-6524 or nsapao@nsa.gov.

Thanks much, " (b)(3)-P.L. 86-36
| ——
Arlene

Arlene U. Grimes L
Chief, NSA Media Leaks Public Affairs Office .-
2B5053 o

Personal; 969-7505s fl:l_l e
PAO Office: 969-74995 / -

Blackberry/external email:l |
After-hours media queries:  nNsapao@nsa.qov

My dropbox (for large files):l |

Classification: UNCLASSIFIED HOR-OFCHAEBSEONEY—

Classification: UNCLASSIFIEDHFOR-OFHCHAEHSEONEY-

Classification: UNCLASSIFIED HOR-OFHEHAEBSEONEY—

Classification: UNCLASSIFIE D/ASR-oHHEAEHSEONEY—

Classification: UNCLASSIFIED//iESU6—

Classification: UNCLASSIFIED//FSHe-

Classification: UNCLASSIFIED /-SR-S GAESE-ONEY—
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s TR

From: | IsA-D usa v B '

Sent: Thursday, April 10, 2014 3:32°PM
To: Grimes Arlene U NSA-DN USA CIV; Bauman Ethan LNSA DL USA Clv
Cc: DL PAOMedia (ALIAS) DN1 |NSA D USA CIV DL medialeaks_core
(ALIAS) D; De Rajesh NSA-D2 USA CN;| NSA—DJE USA CIV;| I
SA-Q

| SA-DL USA CIV: Ensor Leoinel K NSA- : NSA-
USA CIV; NSA-D USA CIv; [NSA-Q31 USA CIV;

! NSA-Q3 USA CIV: Bauman Ethan L NSA-DL USA CN;:l
NSA-D21 USA CIV

Subject: (U) REPLY: (U) FINAL PAO REPLY RE: (U) UPDATE: (U) FORWARDED FOR FOLLOW-UP:
(U) FYSA: Snowden Allegation in Pending Vanity Fair Article

Classification: CONHDENTALANOFORN-

Arlene,
(U/He6+ Thanks. If we get any inquiries about that specific issue | assume we will use the same language we have
previously used (with Bart Gellman) on that topic.

Ethan B (LAQ),

(U/HFEH0T Based on our conversation | am deferring entirely to LAO any action/format with respect to
communicating with the Hill, either proactively or in response to outreach from them. | ask only that you please keep us
in the loop in the event any of that engagement circles back in the form of media inquiries. Please deal directly with
0OGC and Q31| |if you need any version of the April 2013 e-mail exchange involving Snowden and an OGC
attorney. e,

Regards,

"(b)3)-P.L. 86-36

Media Leaks Task Force i
National Security Agency/Central Security Service i
OPS 2B_2B8090 e

JWICS
UNCL

NSTS -
BLACK i

From: Grimes Arlene U NSA-DN USA CN e
Sent: Thursday, April 10, 2014 3:11 PM~

To{ NSA-D USA CIV- -~ : v
Cc: DL PAOMedia (ALTAS) DN1{ INSA-D USA CIV; DL medialeaks_core (ALIAS) D; De Rajesh NSA-D2
UsA cvil NSA-D2 USA C1V] SA-DL USA CIV: Ensor Leoinel K NSA-Q USA CIV:

[ 'NSA-Q USA C1v] -D USA C1V;] [NSA-Q31 USA c1v;

NSA-Q3 USA CIV; Bauman Ethan L NSA- DL USA CIV
Subject: (U) FINAL PAO REPLY RE: (U) UPDATE: (U) FORWARDED FOR FOLLOW-UP: (U) FYSA: Snowden Allegation in
Pending Vanity Fair Article

Importance: High

Classification: -CONHBENTALTANCHFORN-

1
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(UAABEe |PAQ.does not recommend releasing a statement in response to the Vanity Fair article. We released a
statement on 30 Decembér"'20-13__and we simply aren’t able to provide anything new or substantive at this time. The
good news is that this article has not received any bounce and there have been no media queries today.

Thank you,
(Uproter
Avrlene

Arlene U. Grimes
NSA Public Affairs Office Lead
2B5053

Personal: 969-7505s /| | e
PAO Office: 969-7499s |

Blackberry/external emaii:l |
After-hours media queries: nsapac@nsa.qov

My dropbox (for large files): | : - ' ' I

From: Grimes Arlene U NSA-DN USA CIV.
Sent: Thursday, April 10, 2014 11:25 AM~

To; NSA-D USACIV . 4

Cc: DL PAOMedia (ALIAS) DN1, [NSA-D USA CIV; DL medialeaks_core (ALIAS) D; De Rajesh NSA-D2

usA cavyl ~_|NSA-D2 USA C1v]| NSA-DL USA CIV: inel K NSA-Q USA C1V;
SA-Q USA Clv;| NSA-D USA cw;i INSA-Q31 USA C1V;

NSA-Q3 USA CIV; Bauman Ethan L NSA-DL USA CIV
Subject: (U) FOLLOW UP RE: (U).REPLY: (U) PAO REPLY: (U) UPDATE: (U) FORWARDED FOR FOLLOW-UP: (U) FYSA:
Snowden Allegation in Pending Vanity Fair Article

Classification: €CONHDENTHAENOFORN—

{U%@&@Dtbrrect, this statement would be for release in addition to the CN and only after the CN is released
today. If OGC and Security approve, we will seek NSC and ODNI approval.

Thank you,
(UFese+—
Arlene

Arlene U. Grimes

NSA Public Affairs Office Lead
2B5053
Personal: 969-7505s | P ;
PAO Office: 969-7499s ffl | o o

Blackberry/external email: | | e

After-hours media queries: nsapao@nsa.gov

My dropbox (for large fiies):' o o —— — ; |

From: NSA-D USACIV

Sent: Thursday, April 10, 2014 11:12 AM .~

To: Grimes Arlene U NSA-DN USA CIV =~~~ P _

Cc: DL PAOMedia (ALIAS) DN1| INSA-D USA CIV: DL medialeaks_core (ALIAS) D; De Rajesh NSA-D2

USA C1v] _— NSA-D2 USA CIV;] JNSA-DL USA CIV; Ensor Leoinel K NSA-Q USA CIV;
[NSA-Q USA C1v;| [NSA-D USA C1v;| |[NSA-Q31 USA C1V;

INSA-Q3 USA CIV; Bauman Ethan L NSA-DL USA CIV
Subject: (U) REPLY: (U) PAO REPLY: (U) UPDATE: (U) FORWARDED FOR FOLLOW-UP: (U) FYSA: Snowden Allegation in
Pending Vanity Fair Article
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Classification: CONFDENTATNOFORN-

Arlene,

(U/#H- Is it your recommendation that we do so in addition to the CN for the purposes of addressing a factual
error published by Vanity Fair? Is so, I'd like to see the CN go first so we provide the Hill the courtesy of awareness. In
the meantime you can run the necessary traps to clear language if we're satisfied that the e-mail searches have come up
empty handed.

Thanks

Media Leaks Task Force — (?]'{3)-P.L. 86-36

National Security Agency/Central Security Service
OPS 2B 2B8090

JWICS
UNCL
NSTS 969-5011
BLACK

From: Grimes Arlene U NSA-DN USA CIV
Sent: Thursday, April 10, 2014 11:07 AM- - ' 4
To: Bauman Ethan L NSA-DL USA CIV;| - INSA D. USA Qv

Cc: DL PAOMedia (ALIAS) DN1; - NSA-D USA CIV; DL medialeaks_core (ALIAS) D; De Rajesh NSA-D2
USA 1v;| SA'DZ USA CIV;] INSA-DL USA CIV; Ensor Leoinel K NSA-Q USA CIV;

I INSA-Q LSA Clv; [NSA-D USA CIV'| '|NSA-Q31 USA C1V;

[ INSA-Q3 USA CIV

Subject: (U) PAO REPLY: (U) UPDATE (U) FORWARDED FOR FOLLOW-UP: (U) FYSA: Snowden Allegation in Pending
Vanity Fair Article
Importance: High

Classification: -GCONHBENHALHANOFORN—

(UHFOB6 for your reference, there was a previous NSA statement released on 30 December 2013, in
response to a query from Bart Gellman.

“After extensive investigation, including interviews with his former NSA supervisors and co-workers, we have
not found any evidence to support Mr. Snowden's contention that he brought these matters to anyone's
attention.”

(UHFEH6 Does OGC and Security want PAO to release an updated statement today? Here is a proposed
draft for internal review.

The Vanity Fair article reports Mr. Snowden saying that he expressed his concerns in emails to NSA's
attorneys and compliance and oversight authorities. Despite extensive searches, supported by investigative
interviews, NSA has not yet found anything that substantiates this claim.

Thank you,
(UPFeEe-
Arlene
Arlene U. Grimes e (0)(3)PLL. 86-36
NSA Public Affairs Office Lead i et 2

2B5053 T

Personal: 969-7505s /| fo

PAQO Office: 969-7499s /
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DIECKDEFWIBX[EIHSE emaii: |
After-hours media queries: nsapao@nsa.gov

My dropbox (for large fi!es):l e I

From: Bauman Ethan L NSA-DL USA CIV" '
Sent: Thursday, April 10, 2014 10:26 AM - i
Toy INSA D USA CIV: Grlmes Arlene U NSA-DN USA CIV

Cc: DL PAQOMedia (ALI DN1; [NSA-D USA CIV; DL medialeaks_core (ALIAS) D; De Rajesh NSA-D2

USA v 5 |NSS -DZ USA CIV] ISA-DL USA CIV; Ensor Leoinel K NSA-Q USA CIV;
INSA-Q USA C1v;| NSA-D USA CIV; | |NSA-Q31 USA C1V;
INSA-Q3 USA CIV

Subject: RE: (U) UPDATE: (U) FORWARDED FOR FOLLOW-UP: (U) FYSA: Snowden Allegation in Pending Vanity Fair

Article

Classification: -CONHBENTHAENOFORN—

Understand, however, that anything we provide to Congress, which will be unclassified, will immediately be leaked to
the media. I'm not sure where that leaves the DOJ position, but that’s the reality here.

From{ INSA-D USA CIv

Sent: Thursday, April 10, 2014 10:22 AM

To: Grimes Arlene U NSA-DN USA CIV

Cc: DL PAOMedia (ALIAS) DN1; | INSA-D USA CIV; DL medialeaks_core (ALIAS) D; De Rajesh NSA-D2

USA C1v| NSA—_QZ_QS&QLIBaumah' Ethan L NSA-DL USA CIVi |NSA-DL_USA CIV; Ensor
Leoinel K NSA-Q USA cv:| NSA-Q USA Clv: | |NSA—D USA.CIV'| ]

NSA-Q31 USA C1v; SA-Q3 USACIV:. —=
Subject: (U) UPDATE: (U) FORWARDED FOR FOLLOW- UP (U) FYSA Snowden Allegatlon in Pendlng Vanlty Fair Article

Classification: COMN—BENTHAEHNCFORN

‘(b}{S)-P.L. 86-36

TO: ML PAO

Arlene,

(UMee-1t is my understanding that Dol prefers that any information refuting Snowden’s assertions (i.e. the April
2013 e-mail) not be released so if we are going to pursue a public response we will need some help to re-engage Dol. |
do not believe this should in anyway preclude a Congressional notification once we’ve achieved the right level of
confidence about any actual correspondence.

Media Leaks Task Force

National Security Agency/Central Security Service
OPS 2B _2B8080

JWICS
UNCL

From: [NSA-D USA CIv

Sent: Thursday, April 10, 2014 7:43 AM

To: Grimes Arlene U NSA-DN USA CIV. -~

Cc: DL PAOMedia (ALIAS) DN1;{ [NSA-D USA CIV; DL medialeaks_core (ALIAS) D; De Rajesh NSA-D2
USA C1V; NSA-D2 USA CIV; Bauman Ethan L NSA-DL USA Cl1V; 'NSA-DL USA C1V; Ensor

' b)ErPL 8636

4
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Leoinei K NSA-Q USA uv,| NSA-Q USA C1v; NSA-D USA Clv;

NSA-Q31 USA CIV; [NSA-Q3 USA CIV ;
Subject: (U) FORWARDED FOR FOLLOW-UP:(U) FYSA: Snowden Allegation in Pending Vanity Fair Article
Importance: High s i,

Classification: -CONHBENTHAEANOTFORN—

TO: ML PAO

(b)(3)-P.L. 86-36
Arlene,

Good Morning (0’s Beat Yanks Again - )

(UAFEEOT Taking into account the Director’s expectations below, what we now know about the final article and the
update | provided last night (attached), please huddle with your team and the relevant stakeholders this morning and
provide your recommendation for the best way forward. |think one of the key issues in any response will be the degree
of certainty we express on the specific issue of outreach by Snowden to express concerns. Please tap any assistance you
need to accomplish this task and Iei:|or___l___know how we can help.

Thanks,

Media Leaks Task Force

National Security Agency/Central Security Ser\rice ;
OPS 2B 2B80390 =
JWICS
UNCL

NSTS g
BLACK :

From: Rogers Michael S NSA-D. USA USN 2 .
Sent: Wednesday, April 09,2014 12:57 PM =~ ; LR
To:LmeNSA -D USA av; Ledgett Richard H Jr NSA-D USA CIV; Fleisch Frances J NSA-D USA CIV: De

Rajes - CIv; | el |NSA-D2 USA C1v; Bauman Ethan L NSA-DL USA CIV . NsA-DL

USA CIV. : -

Cc:| - |NSA—Q3 USA CIV; Ensor Leoinel K NSA-Q USA CIV; | "~ INSA-Q USA CIV: 1
CA- 7; DL medialeaks_core (ALIAS) D; DL PAOMedia (ALIAS) DNL]| NSA-D USA CIV;

NSA-D2 USA CIV:] INSA-D21 USA C1v; | I 1 USA CIV;
[NSA-Q31 USA C1v;| INSA- ! — NSA-D USA CIV;
[NSA-D_USA C1v;| INSA-D USA C1v; SA-D USA C1V; NSA-D
USA QVj] INSA-D USA CIV; Bauman Ethan L NSA-DL USA CIV;] NSA-DL USA CIV

Subject: RE: (U) FYSA: Snowden Allegation in Pending Vanity Fair Article
Importance: High

Classification: CONBENTALNOFORN-

Let’s be ready to be very public here. If his claims are factually incorrect and we do not have security concerns with the
subject matter we should be very forthright in stating his claims are wrong and factually incorrect. | want us to do the
coordination ASAP vice waiting for an article and then spending three weeks debating our way ahead.

/r,
MSR

ADM Michael S. Rogers, USN
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Commander, U.5. Cyber Command
Director, NSA / Chief, CSS
FT George G. Meade, MD

NSA NET] ] . .. o -
SlpR:LI =

Comm [

From] INSA-D USACIlV

Sent: Tuesday, April 08, 2014-3:35 PM

To: Rogers Michael S NSA-D USA USN; Ledgett Richard H Jr NSA—D USA C

b)(3)-P.L. 86-36

leisch Frances J NSA-D USA CIV: De

Rajesh NSA-D2 USA C1V; | NSA-D2 USA‘CIV; Bauman Ethan L NSA-DL USA CIVi| |NsA-DL

USA CIV i T I R :

c[ INSA-Q3 USA CIV; Ensor Leoinel K NSA-Q USA CIv;[__ InsA-0 usa civi[_]
[ NGA- V; DL medialeaks_core (ALIAS) D; DL PAOMedia (ALIAS) DN1;| |NSA-D USA Clv;

NSA-D2 USA CIv}] NSA-D21 USA C1V; | NSA-Q31 USA C1V;
~_|NSA-Q31 UsSA avy : [NSA-D2 USA CIV: T \SA- :
INSA-D USA CIV| INSA-D USA C1v;| = L CLV; NSA-D
USA C1v} SA-D USA CIV; Bauman Ethan L NSA-DL USA c1v;| NSA-DL USA CIV

Subject: (U) FYSA: Snowden Allegation in Pending Vanity Fair Article

|Below text is duplicated in DOCID 4272116])
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Brooks Elizabeth R NSA-DC USA CIV : [ A

From: [ [NsA-DusACIV
Sent: Tuesday, June 03, 2014 8:11 AM
To: Brooks Elizabeth R NSA-DC USA cv
Cc: Ledgett Richard H Jr NSA-D USA CIV; Shea Teresa H NSA S USA CIV De Rajesh NSA-D2
USA C1V] : NsA-D2 usA v [NSA-D28 USA cIv;
—_INsA-Q3 usa av; | INSA-Q31 usA aiv] |
NSA-Q31 USA C1V; Soule Trumbull D NSA-DC USA CIV:| ]
- A CIV; Grimes Arlene U NSA-DN USA C1V; NSA-D23 USA
Ccv
Subject: (U) FOLLOW-UP: 2014_05_30 FYSA---(U) If_indings
s T (b))
Classification: CONHBENTTAL] e __ (b)(3)-P.L. 86-36
Liz,

(U/#FEH8¥| understand you may have taken a task this morning to organize a review of the thoroughness of the
check for material which may represent outreach by Edward Snowden to officials at NSA along.the lines of what he has
publicly claimed. Please advise if there is something you need from me or the task force to assist with that action.

(U/ 6164} Thread below may be of interest/reelvance. :

Regards

Media Leaks Task Force #TE ) - (b)(3)-P.L. 86-36
National Security Agency/Central Security Serwce g ‘ P {(b)T)(A)
Qrags e ' | BINE)
JWICS o - s

UNCL

NSTS -5011

BLACKI I

From: NSA-D28 USA CIV

Sent: Friday, May 30, 2014 6:25 PM

To: DL medialeaks_core (ALIAS) D; Grimes Arlene U NSA-DN USA CIV; Vines Vanee M NSA-DN1 USA CIV
Cc| |NSA-D23 USA CIV] INSA-D23 USA CIV

Subject: (U) FW: 2014_05_30 FYSA-—~(U)| ffindings

Classification: UNCLASSIFIED/+Fo50— EE;%-P.L. 86-36

All,

In making sure we had done due diligence with respect to any follow on actions for NBC, we reviewed the SV
documentation of three Snowden interactions about why he failed an exam, the Dell trouble ticket and the OGC
question. (excerpted below),|

1
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|Thus if engaged and if

appropriate, we have never denied the existence of correspondence just correspondence containing any complaints.

Regards

Deputy General Counsel
Litigation and Manageme

nt

NSA Office of General Counsel

963-5548 (secure)

I:I(unclassn‘led)

SV information:

- b)(3)-P.L. 86-36

(b)(3)}P.L. 86-36
(b)(5)

B An email exchange circa APR 2013 when Snowden was with FHV, with NSAW SV regarding the
legal hierarchy guestion from the OVSC1800 course that was eventually referred to the OGC...and answered by

B A personal exchange circa APR 2013 with SV

( Provides more background on the “one” contact we accounted for in our work today.)

when Snowden appeared at her desk with concerns

about “trick questions” in the test for OVSC1203 being the reason why he failed the test. Iexp!ained
there are no trick questions, and that directly-related answers can be found verbatim in the course
material. She also explained that he can retake the test...which appeared to calm his concerns.

B  Email exchange circa 2012 while Snowden was a SysAdmin with Dell. He helped NSAH personnel regardi

sysadmin support and access to particular files related to a “FISA document template” process. Later, SVI
|_Y:|:'ontacted Snowden because she had a similar problem and needed assistance, which he provide

long-distance by e

MLTF does not see these as items that show his “concerns”
elements fo NSA, albeit administrative in nature.

mail.

...but they do show interaction with the Compliance

“(b)(3)-P.L. 86-36

From NSA-Q312 USA av.

Sent: Friday, May 30, 2014 9:09 AM
: NSA Q311 USA C1V;}
SA-D23 USA CIV

Subject: (U)

ﬁndi__ngs -

NSA-Q31 USA CIV;

Classification:-CONFBENTAL

NSA-Q31 USA CIV;

(b)(3)-P.L. 86-36
(bX7)(A)

- (b)) (b)7(E)

(b)(3)-P.L. 86-36

(b)(3)-P.L. 86-36
(b)(7)A)
(b)(7)(E)
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(b)(3)-P.L. 86-36
(b)}(7)(A)
(b)(7)(E)
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4 (b)(3)-P.L. 86-36
(b)(T)A)
(b)(THE)
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(b)(3)-P.L. 86-36
5 (b)(7)A)
(b)(7)(E)



(UHFOLO)-

Special Agent

Assigned to 03!
FANX 2, Room 48, Suite

6832

Direct: 968-33?4(5'
Office: 968-

DropBox

S (b)(3)-P.L. 86-36

(b)(3)-P.L. 86-36
(b)(T)(A)
(bX7)(E)
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"This email contains information subject to the Privacy Act.”

b))
(b)(3)-P.L. 8636

Classification: eGNFI'BENThﬁrtf-

Classified By:
—BerivetdHrom-NSA/ESSM-1-52

Classification: CONFDENTHALE

Classification: UNCLASSIFIED/¥Fedo—

Classification: eeH'F-I-BEN-'FIAE{

'fb}{S)-P, L. 86-36
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Blacker Cindy S NSA-DJ4 USA CIV

From: [ INSA-D4 USA CIV

Sent: Monday, June 10,_ 201312:.06 PM |
To: | INSA-SV USA CIV |NSA-SV Usacv[ |NSA—

T132 USA CLv; "SA—$V4’2 USA C1Iv] {NSA-SV4 USA CIV
Subject: (U) I had email contact with him ' 7
Importance: High B 4.

: (b)(3)-P.L. 86-36
Classification: TOP-SECRETHSiT
This was in relation to not being able to open the EMT files forwarded to'me from Hawaii.
From: Snowden Edward J NSA-FHX4 USA CTR
Sent: Thursday, August 30, 2012.6:19 PM 4
To{ NSA-SV4 USA C1V;| INSA-FHS2I USA CIV; - |NSA-unknown
USA CTR}| NSA-T99 USA CTR ;
Cc:| FSA-FHX4 USA C1V;| [NSA-FHX4 USA CIV] [NSA-FHX4 USA CIV
Subject: RE: (U) Ticket IM98705 - CRITICAL - NSAW Oversight cannot read/access NSAH files
Classification: TOP-SECREHSH
)
(b)(3)-P.L. 86-36

Ah. Appreciate the clarification.

.rtf files aren’t actually word docs, MS Word just has a default association to open them since they’re universally
readable. This is because Word is “greedy” by design in regards to file associations. To fix that:

1) Right click one of the .rtf files and hover over the “Open With” option
2) Click “Choose default program”
3) Select “Wordpad” from the list of programs, make sure the box in the bottom -left that says “Always use the
selected program to open this kind of file” is checked, then click ok.
a. If “Wordpad” is not visible on the list, you’ll have to click “Browse” and go to the location of the
executable to find it. You can do a windows search for wordpad.exe, but it’s probably in C:\Program
Files\Windows NT\Accessories (named wordpad.exe) if NSAW is using a modern OS build.

Now you just have to double click (or however you prefer to open the files) and Windows will start the proper
application automatically.

If you’re still having trouble, please feel free to call me directly on the number below.
Thanks,

Ed Snowden
Systems Administrator, DELL — Advanced Solutions Group

Computing Services, Office of Information Sharing
NSA/CSS Hawaii — HT322

1
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Secure; 952-4501

Black: | | e

From:| INSA-SV4 USA CIV

Sent: Thursday, August 30, 2012 11:59 AM o :

To: Snow: -FHX4 USA CTR; INSA-FHS2I USA CIV; : NSA-unknown
USA CTR; NSA-T99 USA CT i

Cc:| -FHX4 USA CIV;l |NSA:FHX4 USA CIV . INSA-FHX4 USA CIV

Subject: RE: (U) Ticket IM98705 - CRITICAL - NSAW Oversight___ca'n'not read/access NSAH files

Classification: FoP-SEEREFHEOMHNTT

TR

okay, will try that. (b)(3)-P.L. 86-36

My 2™ question was that | don’t want to have'to open word docs in word pad from now on. What is the ultimate
solution to this problem. ; : :

From: Snowden Edward J NSA—FHX4 USA CTR
Sent: Thursday, August 30, 2012 5:54 PM ;
To{ [NSA-SV4 USA CIV; NSA—FHSZI USA CIV : INSA-unknown

USA CTRI] ~INSA-T99 USA CTR

Cc: INSA-FHX4 USA Cl1v; NSA-FHX4 USA CIV NSA-FHX4 USA CIV
Subject: RE: (U) Ticket IM98705 - CRITICAL - NSAW Oversight cannot read/access NSAH TIIles

Classification: TOP-SEEREFHSH R <+ P

Hi

The .rtf file format supports embedded images, and Wordpad should render them the same as Word. You can test this
by grabbing an image (Ctrl+PrintScreen will capture a screenshot of your desktop, if you don’t have one), and saving it
into an rtf file. It should display, save, etc, the same as any other document viewer.

Regarding your second question, I’'m not sure | understand the question. If you’d prefer a different file format (pdf?),
that’s easy enough to implement, but as a proprietary format, it would be more difficult to programmatically parse that
a more open standard like rtf, which could limit the production unit’s ability to automate this in the future.

Ed Snowden
Systems Administrator, DELL — Advanced Solutions Group
e ()(3)-PL. 86-36
Computing Services, Office of Information Sharing T
NSA/CSS Hawaii — HT322
Secure: 952-4501 i
Black: | Jos -
From{ INSA-Sv4 USA CIV-+
Sent: Thursday, August 30, 2012 7:39 AM S -
To: Snowden Edward J NSA-FHX4 USA CT R;I INSA-FHSZI USA CIV;l |NSA-unknown
USA CTR; NSA-T99 USA CTR :

Cc: SA-FHX4 USA Clv; I\!SA-FHX4 USA CIV;l '\ISA-FHX4 USA CIV
Subject: RE: (U) TicIEel! IM98705 - CRITICAL - NSAW Oversight cannot read/access iles

Classification: FoP-SEEREFHCOMHET

)
(b)(3)-P.L. 86-36
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kd — | was able to open recent files in wordpad. Sometimes the word docs contain embedded pictures — | don’t know
what would happen to them in wordpad though?

What else can we do to turn this problem off at the source? e 'Etb}{3l-P-l-- 86.36

From: Snowden Edward J NSA-FHX4 USA CTR-
Sent: Tuesday, August 28, 2012 6:41 PM P g, '
ITo — NSA-SV4 USA CIV; _ INSA-FHS2I USA CIV : |NSA—unkn0wn

Cc:| SA-FHX4 USA CIV; ts SA-FHX4 USA CIV; “[NsA-FHX4 USA cIv
Subject: RE: (U) Ticket IM98705 - CRITICAC - versignt cannot read/access NSAH files

Classification:-FOP-SECRET#SH

-
(b)(3)-P.L. 86-36

Helld

Thanks for reaching out. The folks generating these documents are still getting fully trained up on the new process, so
we suspect they may have missed a small but critical step in the process (i.e. saving the .rtf in a non-MS-Word program,
not simply saving the document as a .rtf from within MS-Word).

That said, | suspect you may still be able open the .rtf files you were sent if you use a program to open them that is
NOT/NOT MS Word. For how to do this:

- Please open “Wordpad (this program is entirely distinct from Microsoft Word, even though it has a
similar name).” To do so:
o Hit the start button, then type “wordpad” and hit enter (for Windows Vista or 7), or
o Hit the start button and then click “run,” and then type “wordpad” and hit enter.

- Once the “Wordpad” program is open, try to open the .rtf files.
The reason this works is because the links that you’re having trouble with are only understood by MS Word, which
seems the embedded links and tries to “phone home.” By opening the .rtfs in a non-MS-Office-Suite program (such as

Wordpad, which is installed by default on Windows systems), you’re basically telling the computer “Only show me the
content of the files, and ignore any MS-Word specific metadata.”

As for the genesis of problem, | can only speak to the technical causes, which are complex, but I'll do my best to simplify

them |

This by itself would not be a problem, since you’re being sent the files directly, however, the program used by the
analysts to generate these files (Microsoft Word) embeds a huge amount of hidden rr__letadata into every file it

creates. In this case, it’s creating a “phone home” link that tells Word where to get a copy of the FISA document

tem p!ate that was used to create the file (this is really bad design on Microsoft’s part, but in their defense they were
probably assuming an open-sharing environment). That means when someone outside the enclave tries to open the
document in Word, Word immediately detects the phone home link and tries to go get a copy of the document template
(from the enclave it can’t reach). It also won’t let you do anything for roughly five minutes (more bad design) until it
decides that the enclave is actually inagces-sibié, rather than temporarily non-responsive.

No_r:maiiy, the simple fix to this would be “don’t create the document from a Word document template,” but since the
analysts rely on macros embedded in the document template for a part of their production process (minimization), we
i ' 3

(b)3)-P.L. 8636
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have to go with a solution that aliows them to use the macros, and then disassociate all of the “trash” metadata this
generates from the produced content. That’s why the .rtf (a universally readable format) file needs to be created
outside of Word — non-Word programs don’t understand all the phone-homing chicanery and simple omit that
information from the finished file entirely. Creating the .rtf this way creates a file that you can still open in Word and
won’t phone home — which is our desired result. Conversely, if the .rtf file is saved within Word, you just get a
universally -readable file that still wants to phone home -- this is what | suspect you were emailed.

However, opening those files in a program that is not Word will still ignore the “phone home” instruction, because only
Word can understand that instruction. Other text editors will just ignore it, and allow you to open the file anyway.

| hope that fully answers your question. If you'd like any additional information, piease feel free to contact me
directly. Also, please ' /ou ﬁor are not able to open the .rtf files in Word, (NOT/NOT Warﬁ) so | can
factor tha |

Yours in service,

Ed Snowden
Systems Administrator, DELL — Advanced Solutions Group

Computing Services, Office of Information Sharing
NSA/CSS Hawaii — HT322

Secure: 952-4501

Black: | |

From:| InsA-sv4 usA o~ ’
Sent: Tuesday, August 28, 2012 9:28 AM .. & L
To: Snowden Edward J NSA-FHX4 USA CTR| |NSA-FHS2I USA CIV; * [NSA-unknown
USA CTR .

Cc: INSA-FHX4 USA av;| |NsA-FHX4 USA c1v] [NSA-FHX4 USA CIV
Subject: RE: (U) Ticket IM98705 - CRITICAL - NSAW Oversight cannot read/access lles

Importance: High

Classification—FOP-SECREFHEOMIN e b R0

Ed,

| am the POC at NSAW who alerted to this problem. The files | received in RTF format this morning have the same
problem.

What is the reason that there are hidden links that we are all struggling to compensate for? What has changed in the last
month or so....

s D

SV/Oversight & Compliance
969-0151s
FMHQ OPS1 3W145
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From: Snowden Edward J NSA-FHX4 USACTR ...~ o

Sent: Fri 2012 9:06 PM — P
To: NSA-FHS2I USA CI\. —INSA-unknown USA CTR :
Ce: NSA-FHX4 USA C1V;| INSA-FHX4 USA CIV;| INSA-FHX4 USA CIV

Subject: RE: (U) Ticket IM98705 - CRITICAL ~ NSAW Oversight cannot read/access NSAH files

Classification—FOP-SECREFHSHA %
e (b))

i1 (b)(3)-P L. 86-36

Summary:

The issue ended up being a process related issue caused by Word’s handling of template & macro tracking. As |
explained on the phone, in simple terms, there were basically “hidden” links in all of the documents your analysts were
creating that were requiring anybody trying to open the files to be able to reach into the NSAH network. Not all offices
can do that, which caused the problems NSAW experienced.

We came up with a solution that would allow your folks to continue with their normal workflow (that utilizes local
templates) while maintaining readability for external offices.

If you’re interested in the specifics, they are included below. (b)(3)-P.L. 86-36
Problem:

The analysts generating the word documents use a special template that implements certain macros they rely on for the
FISA minimization process, but it creates a link (internal to the document file format) to that tem-}olate’s location and
some other associated enclave content paths. Since those file locations aref | external users not only
can’t view the document’s content, but the peculiarities of Microsoft Word’s startup process ensure that users cannot
even “fail” to open the document until a 5 minute network timeout elapses.

After those five minutes pass, you can use template tricks to fix the document, but this results in a poor user experience
(and requires a key-management style template tracking process to make sure all recipients have the latest template),
so it was not recommended as a solution. Unfortunately, saving in a different format within Word (barring perhaps .txt,
which strips formatting and is therefore undesirable) still preserves the template, and manually disassociating the
template within word is a roughly “ten click” process, so analysts were having trouble coming up with a simple
workaround.

Solution:

Producers will continue to use Word for workflow, as this allows them to access their macros locally. Once the
document is finalized, they’ll save it into a universally readable, metadata free format that preserves formatting (such as
.rtf) through a product that does not support Word macros/templates (wordpad) to remove the enclave hardlinks. This
ensures any user anywhere will be able to read their reporting without the format quibbles.

Additionally, the Ctrl+A/Ctrl+C/Alt+Tab/Ctrl+V sequence was suggested as a simple “now” workflow solution. Longer
term, suggested they write a simple parser to rip the text content from .docs within their working folder and convert it
to a better format (rtf/txt/html/xml) programmatically, so the analysts don’t have to consciously think about changing
the document format. Probably possible via a simple script.

Main POC in your office for further information is

 (b)3)-P.L. 8636
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If you have any additionai questions, just let me know.
Thanks,

Ed Snowden
Systems Administrator, DELL — Advanced Solutions Group

Computing Services, Office of Information Sharing
NSA/CSS Hawaii — HT322
Secure: 952-4501

Black:
From: INSA-FHX4 USA CIv
Sent: Friday, August 24, 2012 9:21 AM

To: NCHI HT322 L
Cc: NCHI Customer Advocate;] [NSA-FHX4 USA CIV
Subject: RE: (U) Ticket IM98705 - CRITICAL - NSAW Oversight cannot read/access NSAH files

Classification: TOFP-S5EEREFHSHH-

Good morning,
Can someone help us out on this situation?

NSACSS Hawaii Solulions Desk Lead

952- 27[9(5 U

Have an IT question/problem? “go NSAH-HELP” jor
- ar HHIJ’I’T;”(ML nis -
Have a sugge mm* T Jma wEil, or E’HF plaini? Click HERE

From NSA;u nknown USA €Tl R

“(b)(3)-P.L. 86-36

Bt
(b)(3)-P.L. 86-36

I '(b]u[3] -P.L. 86-36

wswers,..common DIY guides, and up-to-date

Sent Friday, August 24, 2012 8:58 AM i _ w0
I I\!SA FFX4 USA CTR: o SA-FHX4 USA CTR;

NSA-FHX4 USA CTR;

TSA NSA-FHX4 USA CTR
Cc |NSA—FHX4 USA CIV
Subj icket IM98705 - CRITICAL - NSAW Oversight cannot read/access NSAH files

Classification: FoP-SEERE=HASH-

I don’t know how to proceed with ticket or who to forward to. Need help

Froml INSA-FHS2I USA CIv

24, 2012 8:47 AM
NSA-unknown USA CTR

Subject RE: (U) Ticket IM98705 - CRITICAL - NSAW Oversight cannot read/access NSAH files

Classification: FOP-SEECRETHSH

Th‘anks for all of your help!

(b)(3)-P.L. 86-36

(b))
(b)(3)-P.L. 86-36
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(UIFeder
e oss e oo e e R RS N SR il ‘“{b"3}-PL. 86.36
Chief, HS212] W s
NSAH'
952-71/8s
From| INSA-unknown USA CTR
Sent: Friday, August 24, 2012 8:45 AM P
To SA-FHS2I USA CIV
SuLject: RE: (U) Ticket JM98705 - CRITICAL - NSAW Oversight cannot read/access NSAH files
Classification: FOP-SECREFHSH R . Y

| will look into this further and update you as soon | get more info. Apologies for the delay.

From] O —— e N
Sent: Friday, August 24, 2012 8:15 AM ..
Cc: “TI2 NSA-FHS2I USA USN

Subject: RE: (U) Ticket IM98705 - CRITICAL - NSAW Oversight cannot read/access NSAH files

Classification: +oP-SEERETHST

BN

(b)(3)-P.L. 86-36

Its you again, huh?;-)

We are without issues here at NSAH. The problem comes up when we
send files to NSAW for legal review; NSAW cannot read the files that we send them. Since those
files need to be accessible by Dept of Justice, we have a legal issue here.

was working via phonecon with HX but couldn’t get anything to work, so we finally put in a

formal ticket, and asked NSAW to do the same. They received information in the attached email, but

we can'’t see if it works until Anne comes.in for her shift at 1400.

| have to say I'm very disap;ﬁdime.d in NSAH —1 put |n a critical ticket and it has apparently sat around
for over a week before it got reviewed...when | called for a status! Who needs to be contacted about

this situation, to make sure it doesn’t happen to another customer?

(Uit

Chief, HS212]
952-7178¢] | .
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From:| INSA-tinknown USA CTR
Sent: Friday, August 24, 2012 8:05 AM .
To{_ INSA-FHS2I USA av

Subject: (U) Ticket IM98705 - CRITICAL - NSAW Oversight cannot read/access NSAH fi Ies

Classification: U NC LASSIFIE D #FGR—GFF&G%I_—HSEGNE{—

Just got this ticket in our queue forwarded to us. Does the information listed below satisfy your refquest?

using instructions

posted on the Magicdesk FAQ site.

Here is an excerpt from an email concerning

_|The users that truly need acces

| per instructions drafted by HT322 inthe affached
document. HT32 will coordinate with HT33 in creating an SM7 Knowledge Article (KA) on the dttd(h&d
procedures Monday that can easily be used by the GECC and other helpdesk support personnel in
addressing issues and assisting users.

The date/time for this act1v1ty has been planned to occur next Wed {27 June at 0700 local HST). HT322 SA’s :

will arrive early that morning between 0530-0600 and implement |

T33 would provide helpdesk support with HT321/2 being available as required for 1ssues that
require immediate attention.

Regards, e d———E S S ) @)P.L. 86-36

From NSA—unknown USA CT R

Sent: Fri 24, 2012-7: 42 AM.
To: SA—uqknown USA CTR
Subject: (U) Mapping

Classification: UNCLASSIFIED H-OR-SHEATBSEONEY—

Please follow the instructions as stated below. You should be able to accesd upon successfully completing
the instructions. Thanks!!! :

Information below can also be read at the following link:




{b)(3)-P.L. 86-36
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Classification: UNCLASSIFIED AFOR-OHCHATOSEONEY— B)3-P.L. 86-36

Classification: UNCLASSIFIED HOR-SHFHEHAEHUSEONEY-

ClassifiedBy-

Classification: FOP-SEEREHSH;

Classification: FOP-SEEREFHSH, |

Classification: FOP-SECREFHSHE

Classification: FoP-SEERETHSH

Classification: FOR-SECREH/SH

| —Classifted—By= ejsnowd
e Dated26676108
(b}(3)-P.L. 86-36 _ .

10
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Classification: FOP-SECRET/SI

Classification—TOP-SECREFHEOMNG

Classification: FOR-SECREFH#3

Classification—FEP-SEEREFHESHHNF

Classification: —'FGP—S-E—G—R—EFHS-H-

Classification: ?GP-SEGRE%G'WN-T"

Classification:m

Classification: FOR-SECRETFHSH-

b))
(b)(3)-P.L. 86-36

11

—Derivedrom—NSACSSWM—-52—
—DBated—26676+66—
-Bectassify O 20370801

—Glassifea—By ejsnowd
—DBatet—2067+6106—

——————
Bectassify-Om26376864
Classifted-By: ejsnowd
—Dated—28676108

~ eSSy Om—26376864—

—ClasstiftedBy: ejsnowd

(b)(3)-P.L. 86-36
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Brooks Elizabeth R NSA-DC USA CIV

From: Shea Teresa H NSA-S USA CIV

Sent: < Tuesday, June 03, 2014 9:17 AM

To: : Rogers Michael S ADM NSA-unknown USA USN; Ledgett Rlch ard H Jr NSA-D USA CIV

Cc: Delong John M NSA-D4 USA CIV; De Rajesh NSA-D2 USA CIV I\ISA SV
USA CIV; Brooks Elizabeth R NSA-DC USA CIV] . |NSA D USA ClIV;
Ledgett Richard H Jr NSA-D USA CIV; Stone Corin R USA CIV] NSA-D
USA ClIV; Moultrie Ronald S NSA-S USA CIV; Ensor Leonnel K NSA-Q USA IV

Subject: FW: (U) ACTION: Low-side e-mail exchange

S B Y0

Classificatiom—SECREF- o | B)ERL S0

Sir, Rick, -

As a follow up to our discussion this morning, we are getting ground truth between SV, OGC, and Media Leaks on exactly

what email was sent from whom to whom. My comments this AM, were based or note below which stated that

there was an email from Snowden to SV.

Further analysis indicates that the email trail appears to originate with Snowden clicking on a link in his OVSC1800
course which generated an email that went to an OGC D2 alias. The OGC office manager then forwarded the email to
SV, who forwarded it back to OGC.

Below, please also find the note documenting both the email and the personal engagement from Snowden with SV that
documents all contact made with SV. SV will provide email trail in preparation for 1000 this AM.

V/R,

Teresa

Sent: Thursday, April 10, 2014 10:46 AM _ et e (BRL B030
Toj NSA-SV2 USA CIV .

Cc INSA-SV21 USA CIV

Subject: (U) Information Regarding My Contact w/Leaker in Aprll 2013
Importance: High

Classification: UNCLASSIFIED//FOR-OFFCHAEUSE-ONEY—
(U/4=8uB7}| had two separate contacts with “the leaker” during the timeframe from 5 — 12 April 2013, one instance via

email regarding the OVSC1800 course content and the ranking of the associated authority documents and one instance,
in person, regarding the OVSC1203 course content. Details of each follow, as well as the individual emails.

1. (UA#FBUBJ 0VSC1800 Issue regarding ranking of Authority Documents Used in Course Content

(UAHFEHOTInitially | received an email which was forwarded to me from the OGC Office Manager on 5 April
2013. The email was sent to the OGC D2 alias and then forwarded to the SV training team via our training alias the same
day. The individual was questioning the hierarchy of the authoritative documents, ranked by precedence, which are part

1

Bpproved for Release by NSA on 04-27-2016. FOIA Case # 78137




s DQQ@SCRO& gu%e4c08nt§n;l'Although | felt comfortable answering his question, | thought it was more appropriate
for OGC to respond since the authority documents involve legalities and the individual wanted them ranked in
precedence order. | spoke withL__y—_ISV_TD, who indicated that two of the OGC attorneys had recently
provided the hierarchy of the authorities during thé‘OVSC‘18OO course development meetings. | forwarded the email
directly to the two OGC attorneys { [to obtain their comments and assistance on 8 April
2013.|

[responded dlrectly to the individual, also on 8 Apnl and cc d my superwsor] ,,|who

2. (UAHFOYO)0VSC1203 Issue Regarding Course content and trick questions ” ifz:s”’“(ﬂ),(a).p_L_ 86-36

(U/HBHeThe individual appeared at the side of my desk in the SV training area during the timeframe
between 5—12 April 2013, shortly after lunch time. He did not introduce himself and instead asked if he could talk to
someone about the OVSC1203 course. | indicated that he could talk to me. He seemed upset and proceeded to say that
he had tried to take OVSC1203 and that he had failed. He then commented that he felt we had trick questions
throughout the course content that made him fail. SV Training has standard (canned) responses we use to respond to
questions like this. | introduced myself and provided the information to him. My comments were standard and part of
our “canned” responses, and informed him that the OVSC courses did not contain any trick questions and that all of the
answers to the test questions could be located within the course content (our standard response when someone states
they have failed any of our courses). Also, as part of our standard response with this type of question, we remind the
student that the course is open book and not timed, also part of our routine canned response. | also reminded him that
students receive multiple attempts to successfully pass the course and if they are not successful after multiple attempts,
he would need to contact us for further assistance. He seemed to have calmed down by then and said he still thought
the questions tricked the students but he would try again. Apparently he didn’t realize he had multiple attempts. He
departed the SV training area and did not address the issue with SV training again. When the issue regarding his actions
came up, and | realized | had contact with him, | immediately tried to pull his training record but it had already been
pulled from the system. Consequently, | reported the contact to my management and considered the issue closed.

—

(U/-+eH0) =i
SID Oversight & Compliance - e
Access Oversight Training and Strategic Gu1dance N .
Team Alias: DL SV_Training Phone: 963-0249s
Ops 1 Room 3W145 Suite 6476 (U/6BHEY)

From-| INSA SV USA CIv_

Sent: Monday, June 02, 2014.10:06 AM

Tol _ INSA-S USA CIv

Cc: DL sid_dir_exec (ALIAS) S; DL SV_Exec (ALIAS) SV
Subject: RE: (U) ACTION: Low- Slde e-mail ‘exchange

CIaSSIflcat|on UNCLASSIFIEDHFGR—GFF'I'G'I#I:—U'S'E'O'N'I:Y—_

Snowden sent the email in question to the SV training team as a student in one of our OVSC courses (| believe OVSC
1800). We forwarded it to OGC, and now retired) provided the answer. The question he asked was very
straightforward and had to do with the precedence of our legal authorities, as in, what’s the hierarchical order. The
email did not say he had concerns, and no one thought there was an implication he had concerns. It appeared to be
simply a student seeking clarification.




.DOCID: 4294841

Snowden had another interaction with the same SV woman, this one in person when he was here TDY. He stopped by
her desk to complain about OVSC 1203 — the FAA 702 course. He said the test was too hard and had trick questions. He
said he had failed it multiple times (I’d have to check with ADET on that). He did pass the course at some point.

Please let me know if you need anything else.

___________ o ”(b)(3)-P.L. 86-36

Chief, SID Oversnght and Compliance (SV)
Room 3W160, Suite 6476

Secure: 966-2479

Unclassified:

ﬁ

From{ h”s“A"’s'usA“t':iV

Sent: Monday, June 02, 2014 9:10 AM
E_—LINSA SV USA CIV .

Cc. DL sid_dir_exec (ALIAS) S; DL SV_Exec (ALIAS) SV

Subject: (U) ACTION: Low-side e- -mail exchange

Importance: High

Classification:/l,JNCLASSI FIEDAFOR-OFHCHAL-USE-ONEY—

Can you provide any insight/comments to Ms. Shea on the low-side e-mail exchange asking for comments on the NBC
interview? You were CC’d w/Raj stepping in asking that no one else comment on the low-side (or add additional folks to
the e-mail exchange). Thanks.

Regards,

I:I' I — R ——— S e—— IR " (b)(3)-P.L. 86-36

(U/ st O e T
I I ,,,,, .

Executive Assistant to the Director, Signals Intelllgence Dlrectorate
Ops 1, 2W102 i
NSTS: 963-3333, CMCL:

Classification: UNCLASSIFIEDHOR-OHHEAEHUSEONEY—

Classification: UNCLASSIFIEDAFOR-OFAECHAE USE-ONLEY-

Classification: UNCLASSIFIED/AFFOR-OFFEACUSEONEY—

Classification: UNCLASSIFIED/AASR-OFHGIALUSE-ONLY—
—DBerivedFromNSAESSM-1-52—
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Classification-SEGRET

(b)(1)
(b)(3)-P.L. 86-36



DOCID: 4294887

From:
To:

Subject:
Date:

"(b)(3)-P.L. 86-36

SA-50 USA u_s&

| |

RE: (U) SECONDS?! -- FW: (U) Your question on Snowden and Authorities
Thursday, May 29, 2014.3: 52:38 PM

CIaSSificat_iQ_n-:--*’FéP—SEGR-E:F#SMNQ-FQR-N—

all

!

—{(FSHSHAHT Bringing this up an echelon, into the space of the potential. This is the crux of the

matter

for a very strong way for which we can ‘push back,” ‘return fire,” whatever words we wish to

consider.

(b}{1) S—
(b)(3)-50 USC 3024{.)
(b)(3)-P.L. 86-36

The contentions by the fugitive that he had umbrage with programs are not apparent, in any
fashion, in these communications.

These types of questions about OVSC 1203, which is standard training for any junior analyst
or someone new to working SIGINT in NTOC, absolutely fly in the face of his contentions of
being ’senior‘ anything, by job position or. workingl INSA,

. _NTOC (and | had about 8 of them on my team in 20 months) would pose — these were all his

age and positional-peers: young enlisted Troops, interns, and new hires. Nobody that has
taken this test several times, or worked of “things for more than a
couple of years, would make such complaints. It is not a gentleman’s course; *I* failed it

~.once, the first time | had to renew, but not on subsequent renewals, and I've only been here

since 2011. | would expect folks who are on keyboard working SIGINT for some years can
proba'bfy take this test without exhaustive .

Taking oVSC 1203/1800 a month before his departure is not commensurate with being
‘senior’ in anythi"ng.____More of the ‘ink still drying” type of point in a career, regarding
certifications to acce'é'S"Fﬂ_\_A_

Look at the signature block’.“-System administrator. That is not a lowly orignoble position,
but it is not in line with the persona that he has painted as a ‘senior’ player.

(UAFEE)-1 think we (NSA) have a very interestiﬁg decision to potentially weigh in on —though the

decisio

n is probably that of DOJ. At what point do we stap focusing on muddying the waters of a

*potential * prosecution, and start looking at how we can have an exceptionally strong retort — that

has a half-life —and help restore our brand/help with hiring, at the expense of tainting the

potent
*if* th

ial? Emotionally, we want justice. Empirically, | challenge whéthe_r *if* there is a trial, and
ere is a conviction, that the net gain exceeds what we could do with this —the substantiation

that his allegations are false, as is are his claims of his role here — in developing potentially powerful

external communications to our net benefit. Something I've been impressed by is the tenor on
all of this — dispatches to the workforce that our heads are high, we're marching on, we will
continue to aggressively develop.

Bpproved for Release by NSA on 04-27-2016. FOIA Case # 78137
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(U) Thanks if you're still with me in this thought exercise. ...

Cheers -

(UFe5et L[eutenant Colonel, United States Army
Chief, SID Strategic Communications Team for Media Leaks ,Q.[gase send !t‘ems requiring timely

SSE :tta!!ﬂ:'l t: !;![ EE::J i: tE]E :'lt'”,: tf:f]! !1 ;rE Sg ; ;
National Security Agency, OPS 1, Room 1E024 suite 6’209

NSTS: 963-6775 (group), 966-5491 (desk} Commeraai 'idesk}
NSA Journal ] e | A
link to my dropbox

From| \5A-S3M2 USA CIv

SeTL._‘meway_ig 2014 3:05 PM
NSA-S3M2 USA CIV;] l\ISA D4 USA CIV; NSA-D14 USA

cv;| INSA- D23 USA (@Y INSA-Q USA CIV; SA-D

USA CIV

Ce: INSA-D USA cvj| [NSA-D USA CIV; DL ODOC_Medialeaks (ALIAS)

D4 SA-ES2 USA CIV; DL medialeaks_core (ALIAS) D; DL ssct (ALIAS) S1
Subject: (U) SECONDS?! -- FW: (U) Your question on Snowden and Authorities

Importance: High
Classification: FoR—SECREFHSHNOFORN-

All,

ODOC reminded us of some other lnteractlons Wifh Snowden that may n_:ééd to be considered for

this action (thank you:h

dug this one out of the: SSCT files for us.. it dispia\}s 2 3 additional contacts
with the SV contingent that we need to consider...but they do not appear to have any “alarm” or
“concern” for illegal pr questlonab{e activities on the part NSA.

They are: 3 '

N An email exchange circa APR 2013 when Snowden was with FHV W|th NSAW SV
regarding the legal hierarchy question from the OVSCiSOO course that was

eventually referred to the OGC...and answered by] |(Prowdes more

background on the “one” contact m_/_e"accounted for in our Work today.)

N A personal exchange circa APR _2_0'13 with SV :I when Snowden appeared at her
desk with concerns about “trick questions” in the test for OVSC1203 being the reason why
he failed the test. I:I‘éxplained there are no trick questions, and that directly-related
answers can be found verbatim in the course material. She also explained that he can
retake the test...which appeared to calm his concerns.

N Email exchange circa 2012 while Snowden was a SysAdmin with Dell. He helped NSAH
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personnel regarding sysadmin support and access to particular files related to a “FISA
document template” process. Later, SV I I_contacted Snowden because she
had a similar problem and needed assistance, which he provided long-distance by email.

MLTF does not see these as items that show his “concerns”...but they do show interaction with the
Compliance elements fo NSA, albeit administrative in nature. '

Does any of the above change your input to our action today?

Rgds,

Media Leaks Task Force
OPS 2B, 2B8090
969-5009 (s)

(u)
From: INSA 51N2 USA CIV
Sent: Thursday, May 29, 2014 2: 29 PM
To:| NSA-S3M2 USA CIV

Cc: DL ssct (ALIAS) S1; DL medialeaks_core (ALIAS) D
Subject: (U) Your question on Snowden and Authorities

Classification: FOP-SEEREHSHNOFORN—

| believe that what you are looking for is MLTF 1549. | suspect that you all may ha
information filed for this, but perhaps this is a start. S =

(UnFeey| |

S1N2 Technical Director / Detailed to SID Media Leaks ’

OPS 1 1E024 "

966-5878s

From: |N'S;Q-SO -.USA v

Sent: Friday, April 11, 2014 4:46 PM__~

To: Shea Teresa H NSA-S USA CIV; -5 USA CIV| |MG NSA S USA
USA; | INSA-S USA CIV; NSA-S02_USA Clv; INSA-
S01 USA CIv;l NSA-F32 USACIV; INSA-S JSFA USN

Cc: DL s_exec (ALIAS) S; NSA-S USA CLV| !\ISA-SOZ USA CIV; DL

ssct (ALIAS) S1
Subject: (U) Vanity Fair Article With Fugitive - May Cause Additional Work

Classification: FOP-SECRETHHSHNGRORN—
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(U) Hello All, the much anticipated Vanity Fair article with the fugitive is out, please see attached.
The article could cause additional work for us.

(U/fFEH8)- Probably the most concerning issue in the article is the fugitives assertion that he raised
complaints with NSA lawyers and oversight and compliance personnel.

“At Kunia, Snowden would later claim in a statement to the European officials of his concems about
overreaching government surveillance, “none of whom took any action to address them,” he wrote.
“Everyone in the intelligence community is aware of what happens to people who report concerns
about unlawful but authorized operations.” But, according to Rick Ledgett, the N.S.A.’s deputy
director who would lead the internal investigation of Snowden’s leaks, Snowden made no formal
complaints. And if he complained personally to anyone, Ledgett says, they have not acknowledged it.

The N.S.A. at this point not only knows | raised complaints, but that there is evidence that | made my
concems know to the N.S.A.’s lawyers, because | did some of it through e-mail. | directly challenge
N.S.A. to deny that | contact N.S.A. oversight and compliance bodies directly via e-mail and that |
specifically expressed concerns about their suspect interpretation of the law, and | welcome
members of Congress to request a written answer to this question [from the N.S.A.].”

—FSHSHA-The MLTF has already asked the IG, OGC, and ODOC, to search their official email, web-
based contacts, and correspondence for any evidence that the fugitive contacted their office for any
reason. If any evidence was found, they were requested to provide a short recap of the exchange.
Two folks from SV responded that they had contact with the fugitives, see attached. One of their
responses was classified TS//SI/ and th MLTF task was C//NF, whichis why this
paragraph is TS//SI//NF. e

)
(b)(3)-P.L. 86-36

(U/AFeder

Regards,

Mr_| |
D/Chief, SID Strategic Communications Team for Media Leaks - please send items requiring timely
SSCT attention to 'DL ssct'so the entire team has SA

‘National Security Agency, OPS 1, Room 1E024, Suite 6209

NSTS: 963-6775 (group), 966-5853 (desk), Commerciak:-

Link To My Drop Box s

Classification: %P%EGRE—'FHSHNGFGR—N—
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Classification: FoP-SEGREFHSHMNOEFORN-

Classification: FoP-SECREFHSHNGCEORMN-

Classification: FOP-SECREFHSHNCFORN

'ib)(:a}-P.L. 86-36
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NSA-D28 USA CIV

e e |
From: | INSA-D28 USA CIv
Sent: “_Thursday, May 29, 2014 1:36 PM
To: | INsA-D23 UsA cIv
Cc M NSA-D23 USA CIV. SA-D28 USA CIV;
[NSA-D23 USA c1v; NSA-D28 USA CIV
Subject: RE: (U) UPDATED VERSION 2014_05_29 - ACTION: SEEKING INPUT on strategy about

specifics- PROPOSED response to #6 - Snowden S Cialms of Voicing Concerns

Classification: UNCLASSIFIED//Fotio—

==t 3 T T T T

These are good responses.

Deputy General Counsel
Litigation and Management
NSA Office of General Counsel
963-5548 (secure)

bl (3)-P.L., 8636

(unclassified)

ATTORNEY WORK PRODUCT/ / ATI'ORNEY CLIENT COMMUNICATION
PRIVILEGED COMMUNICATION : 1
Not to be released without OGC approval

From:l iNSA-Dz3-uSA cIv

Sent: Th May 29, 2014 1:29 PM
To: —SA-D28 USA CIV ¢
Cc: J SA-D23 USA CIV k\lSA D28 USA CIvV; : NSA-D23 USA CIV;

SA-D28 USA CIV
Subject: (U) UPDATED VERSION 2014_05_29 - ACTION: SEEKING INPUT on strategy about specifics- PROPOSED
response to #6 - Snowden's Claims of Voicing Concerns

Classification: UNCLASSIFIEDHFOR-OFHEAEUSE-ONEY—

1

This is updated with comments—this version is timed at 1325.
<< File: OGC Comments Email Q and A 1325.DOCX >>

Just FYSA---| suspect you already had this conversation or know this---after speaking with t does not appear the
Agency would protect the content of this message in response to the pending FOIA request.

Thanks all!

1
Bipproved for Release by NSA on 04-27-2016, FOIA Case # 78137
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ATTORNEY WORK PRODUCT//ATTORNEY CLIENT
PRIVILEGED COMMUNICATION '
Not to be released without OGC approval

From: [NSA-D23 USA CIV
Sent: Thursday, May 29, 2014 12:53 PM
To| NSA-D28 USA CIV :

cc| | NSA-D23 USA CIV; NSA-D28 USA c1_v,-| I\ISA—DZ3 USA CIV
Subject: (U) 2014_05_29 - ACTION: SEEKING INPUT on strategy about specifics- response to #6 -

Snowden's Claims of Voicing Concerns

Classification: UNCLASSIFIED

[ ]

OGC Answer due by 1400-

You can see in here that after working with MLTF---they have asked us to fashion a proposed response to 3 of the
questions. Obviously we will still review all the Q and A before it goes final. '

| have put together a response in here. Obviously, we could stick with just what |proposed and has been sent to
the WH just a few moments ago for the 1230 Briefing.

My draft is more specific about the inquiry raised.

- | provide the timing of the inquiry (Friday afternoon request and OGC answer on Monday) to show we were
responsive.

- lalso discuss with a bit more detail what the query was concern and that it was NOT about concerns with
violations of law.

Obviously getting this specific begs the question as to whether we can then still protect, at least these portions of the
message in the pending and future FOIA requests.

<< File: OGC Comments Email Q and A.DOCX >>

(U [Freer

BemT EoE 56 i

Administrative Law and Ethics e (D) (3) P L. 86-36
NBP1, Rm 3A-67 i |

Phone--NSTS: 992-3930

Iﬁmﬂidp'l po S

ATTORNEY WORK PRODUCT//ATTORNEY CLIENT
PRIVILEGED COMMUNICATION
Not to be released without OGC approval

From: NSA-D23 USA CIV
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Sent: Thursday, May 29, 2014 12:26 PM .
To: INSA-D28 USA CIV' i

Cc: |NSA’-DZB USA Cl1v; & INSA-D28 USA CIV
Subject: FW: (U) 2014_05_29 - ACTION: Snowden's Claims of Voicing Concerns

“(b) (3)-P.L. B6-36

Classification: UNCLASSIFIED/FOR-OFFGHALUSEONEY— ~ ®©

(b) (7} (B}

) (7) (E)
Just FYSA---See below where Q indicates that they found it

| suspect OGC may have found it later as well when the OGC “All” went out....

Does this sound right?

me:l NSA-QBTLUSA CI s R () (3) 8. L. 86-36
Sent: Thursday, May 29, 2014 12:07 PM ... 0 S T
To: NSA-D23 USACIV. .

Cc SA-D23 USA CIV

Subject: RE: (U) 2014_05_29 - ACTION: Snowden's Claims of Voicing Concerns

Classification: UNCLASSIFIED/AoR-OHHCAEOSEONEY—

| just sent|:|my input to the issue and | spoke to on the phone.

Q311 Counterintelligence Investigatith'--: ;

FANX 2, Room A2A048, Suite 6832
Office: 968-3373(s)

(b} (3;-P.L. 86-36

. (b
Fromi |NSA—023 USA CIV Ekb)
Sent: y 29, 2014 11:34 AM (b
To: NSA-Q311 USA CIv

Cc: SA-D23 USA CIV

Subject: (U) 2014_05_29 - ACTION: Snowden's Claims of Voicing Concerns

Importance: High
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Classification: UNCLASSIFIE D#HSR-SFHGIA-USE-ONEY—

(b) (3)-P.L. 86-36
(b)+(5)
INTERNAL/DELIBERATIVE (b} (T).(A)
— e
2 Things:
1. Forwarding the below ﬁlessage so you can see that have also received this.
2. ;
Thanks,
................................................ _.-s-"'-{b) WO
ATTORNEY WORK PRODUCT/ /ATTORNEY CLIENT
PRIVILEGED COMMUNICATION
Not to be released without OGC approval
Fro:?] [NSA-S3M2 USA CIV

Sent: May 29, 2014 11:25 AM '
To: NSA-Q USA CIV; DL d_ig_tasker (ALIAS) D; DL ODOC_Medialeaks (ALIAS) D4
NSA-

Cc: DL OGC_MediaLeaks (ALIAS) D23[ [NsA-D23 usa CIV; DL ssct (ALIAS) S1; DL PAOMedia (ALIAS) DN1;
DL Q_REGISTRY;| INSA-Q31 USA CIV
Subject: (U) ACTION: Snowden's Claims of Voicing Concerns

Impartance: High [Text below is duplicated in DOCID 4249209)
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Brooks Elizabeth R NSA-DC USA CIV

From: | INsA-sv UsA cIv

Sent: Tuesday, June 03, 2014 9:22 AM i

To: IiI\ISA SV USA CIV; Brooks Elizabeth R NSA-DC USA CIV; Ensor Leoinel K
NSA-Q USA CIV; Delong John-M NSA-D4 USA CIV; Delong John M NSA-D4 USA C1v;

| |NSA D USA a1v; Shea Teresa H NSA-S USA CIV; Moultrie Ronald S

NSA-S USA CIV B

Cc: DL s_exec (ALIAS) S; NSA—S.V_ USA CIv

Subject: FW: (U) SV Email contact with Edward SnoWden %

Signed By: . T

Importance: High

.-.:Ih.‘(b}{3i-P.L. 86-36

Classification:+oP-SECREFHHSHNOFORN-

And here’s the final email trail, this one related to the third bullet in my initial email where we had an exchange with him
in his official capacity as a system administrator.

" b)(3)-P.L. 86-36

Chief, SID Oversight and Compllance (8V)
Room 3W160, Suite 6476

Secure: 966-2479 -
Unclassified:| |

Froml NSA-SV USA CIV. -~

Sejl.t._M.Qlldﬂ..lu.uLA 013 12:51 PM

To InsA-Q3t2 usaclv -

Cc: NSA-SV3USACIV[____ |NSA-SV USA CIV

Subject: mail contact with Edward Snowden
Importance; High -

Classification:—_'F@P;S-EGR-g#SWNGFQR-N—

Below is an email exchange between SV and Edward Snowden. If we find others, we’ll forward them to you.
is the SV lead for this situation. .

Thanks,

U &

............................................................................. i - .””N__”M_. (b)3-P L. 86-36

Chief, SID Oversight and Compliance (SV) T
Room 3W160, Suite 6476 st .
Secure:; 966-2479 r

Unclassified:| |

Bpproved for Release by NSA on 04-27-2016. FOIA Case & 78134
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Fromi| INSA-5V4 USA CIV

Sent: Monday, June 10, 2013 12:06 PM- . — i
Toj InsA-Sv usa civ] —NSA-SV USA CIV; F‘JSA-SVB USA cw;l |
NSA-SV42 USA C1\ INSA-SV4 USA CIV

f;':}:;ﬁé‘,ﬂgﬂ email contact with him [Text below 15 duphicated in DOCID 4254538)
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From: NSA-Q31 USA CIV
Sent: Thursday, April 10, 2014 10:43 AM
To: | NSA-Q311 USA CIV

Subject: RE: (U) REPLY: (U) FOLLOW-UP: (U UPDATE (U) FYSA: Snowden Allegation in Pending
Vanity Fair Article ; ;

" (b)3)P.L. 86-36

Classification —CONHBENHAEANOFORN -

We have his TS NSANet email and his UNCLASSIFIED NSA.gov email.

There was also no mention of any emails or phone calls to/from Snowden when we spoke to IG, SV, and
0OGC outside of what we have already reported.

Cl Investigations Division e 7 (b)(3)-P.L. 86-36

968-4802(NSTS) (b)@3)-P.L. 86-36

(B)(THA)
unctass) e (b)(7)E)
*This email contains information subject m the: era >y Act
From: NSAD USA CIV
Sent: Thursday, April 10, 2014 10:11 AM
To:| INSA-Q31 USA C1V

Subject: (U) REPLY: (U) FOLLOW-UP: (U) UPDATE: (U) FYSA: Snowden Allegation in Pending Vanity Fair Article

Classification:"CONFDENTAEANCHFORN-

1

E\pproved for Release by NSA on 04-27-2016. FOIA Case # 78134
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Thanks. 'l visit you when they put you in prison for talking to Dol.

Do we think we had a clean capture of all of his work e-mail related high-side e-mail—to include any engagement with
his Booz chain? Sorry, just trying to educate myself.

7" (b)(3)-P.L. 86-36

Media Leaks Task Force -
National Security Agency/Central Security Service T
OPS 2B 2B8090 o=

JWICS I e
UNCL

NSTS 9569-5011

BLACK

From{ NSA-Q31 USA CIV

Sent: Thursday, April 10, 2014 8:39 AM

To:l |NSA D USA CIv

Subject: RE: (U) REPLY: (U) FOLLOW-UP: (U) UPDATE: (U) FYSA: Snowden Allegation in Pending Vanity Fair Article
Importance: High

Classification CONFIDENTATANGHORN-

Spoke withBt home. She said no telephonic contact after the email. Also confirmed that Snowden
did not reply to her response which matches with what we see in the email.

Our review of his email did not turn up any additional emails that match the description in the article. I
truly believe we have the right one.

I have asked Do] to call me so we can discuss the release issue. I have heard that is not happy that
[ am talking to DoJ, but I am not too concerned with that right now. I will just add it to the list.

Chief, Q31
Cl Investigations Division
968-4802(NSTS)

ii::"“;[b)(:;}-P_L. 86-36

forctmssy ="

*This email contains information subject to the Privacy Act*

From{ INsA-D usa v
Sent: Thursday, April 10, 2014 7:46 AM
Toy |NSA-Q31 USA CIV

Subject: (U) REPLY: (U) FOLLOW-UP: (U) UPDATE: (U) FYSA: Snowden Allegation in Pending Vanity Fair Article

Classification:-EONFHENFHAHNOFORN-

Thanks so much

Media Leaks Task Force



DOCID: 4294900

Natioial Securily Agency/Cential Secuiily Service
OPS 2B 2B8090

L= | O ———— e
e B

BLAGK [ e
From{ INSAQ31U5A e

Sent: Thursday, April 10, 2014-7:26 AM

To: NSA-D USA CIV -

Subject: RE: (U) FOLLOW-UP: (U) UPDATE (U) FYSA: Snowden Allegation in Pendlng Vanity Fair Article
Importance: High

CIassification:f@NﬁBEHﬂﬁHfN@F@F}N—

When this issue came up prior (Gellman article) we spoke to and she didn’t recall any additional
interaction. [will call her first thing this morning to triple check this and get back to you.

.................... e eeneeseeersco L e RS AR S (b}{S)-PL 86-36

Chief, Q31

Cl Investigations Division
968-4802(NSTS) -
unélass)

*This email contains information subject _to.-thé_PrN'acy--A'ct*

From: I\ISA-DUSACIV |
Sent: Thursday, April 10, 2014 6:24 AM

To:| !NSA—Q31"USA CIv
Subject: -UP: (U) UPDATE: (U) FYSA: Snowden Allegation in Pending Vanity Fair Article

Classification —SOMNFBENFARANOFORN-

(U/HB9e3-Thanks again for responding to my questions last night, based on my queue this morning it doesn’t look
like providing them stimulated any action... sigh... where’s the fire in the belly for doing the right thing!

(U/FBE64-0ne last question that woke me up last night, do you know ifI |_who received the April e-
mail from Snowden was specifically asked if she received any further correspondence? | ask only because there
probably isn’t anyone checking her e-mail queue since she is now retired. I'm just trying to be as sure as possible we've
asked the right people and checked the right places for any potential surprises. -

Thanks,

———— "L 863

Media Leaks Task Force
National Security Agency/Central Security Ser\ﬂce e -
OPS 2B 2B8090

JWICS | I
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NSTS I969—5011 ...... ’flbl(S}-P.L. 863
BLACK .
From{ hsa-D Usa v

Sent: Wednesday, April 09, 2014 7:23PM

To: De Rajesh NSA-DZ USA C1v;

| —JNSA-D2 USA CTV: Bauman Ethan L NSA-DL USA av;
NSA- Leoinel K NSA-Q USA CIV; NSA-Q USA CIV
NSA-Q3 USA CIV; Ensor Leoinel K NGA-Q USA C1V] INSA-O PSA CIV;F
: 1V;

Cc: o
[NSA- 03 USA CIV; DL medialeaks_core (ALIAS) D: DL PAOMedla (ALIAS) DN1| : NSA-D U
|NSA—D2 USA CIV]] NSA-D21 USA C1v; NSA-Q31 USA CIV
- NSA-Q31 USA C1V; SA-D2 USA CIV SA-
INSA-D USA CIv] [NSAD USA C1V] NSA—D USA CIV:
NSA-D USA CIV; Delong John M NSA-D4 USA CIV NSA-D4 USA C1v;
'NSA-D USA CIV
Subject: (U) UPDATE: (U) FYSA: Snowden Allegation in Pending Vanity Fair Article

Classification: UNCLASSIFIED HFOR-OFFCHATOSEONREY

SA-D

LSA CTV:1

T 7 (b)(6)
(U/fFOH6} Here is where we stand as best | can determine as of the time of this-e-mail:

1. Dol clearance to make use of the April 2013 e-mail exchange between Snowden and OGC (Pending with
[ husaand JUSAVAE at Dol HQ)
2. Due diligence checks for any Snowden e-mails about authorities that may have been missed:
a. 0DOC - Pending, gone for the day
b. SV —Waiting to see what they found, believe it’s the exchange we already have
c. 1G—Pending, gone for the day
d. OGC - Pending
3. LAOCN - on hold pending approval of #1 above and “all clear” on #2
4. Engagement with Vanity Fair editors to dispute claim by Snowden that he reported concerns (on hold pending
approval of #1 above and “all clear” on #2)

Given that we don’t have some of the information we need to trigger action and some elements we’'re waiting to hear
from are gone for the day this will need to be resumed in earnest tomorrow. Main effort in my view is to conduct a
timely determination of our ahility and confidence to challenge the assertion that Snowden reported his concerns.

@}{3}-P.L. 86-36

Media Leaks Task Force
National Security Agency/Central Security Service
OPS 2B 2B8090 et

JWICS
UNCL
NSTS —
From: [ NsAD USACIV.
Sent: Wednesday, April 09, 2014 2:56 PM
To: De Rajesh NSA-D2-USA C1V; NSA-D2 USA CIV; Bauman Ethan L NSA—DL USA CIV
NSA-DL USA CIV; Ensor Leoinel K NSA-Q USAC1V;| SA-Q USA CIV ", :
Cc:| T INSA-Q3 USA C1V; Ensor Leoinel K NSA-Q USA CIV: [ NSA-Q USA CIV
' V; DL medialeaks_core (ALIAS) D; DL PAOMedia (ALIAS) DN1;| NSA-D USA C1V;

N'SA-DZ USA-CIV; NSA-D21 USA C1v;| NSA-Q31 USA CIV:

A-Q31 USA CIV; SP;DZ_USA_CM_: SA-D USA CIVj |
1V; NSA-D USA CIV [NSA-D

NSA-D USA CIV; Delong John M NSA-D4 USA C1v;| NSA-D4 USA CIV;

4
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| NSA-D USA CIV (b)(3)-P.L. 86-36

Subject: (U) REPLY: (U) FYSA: Snowden Allegation in Pending Vanity Fair Article
Classification: CONHBENHALHNCHFORN—

MAY CONTAIN ATTORNEY CLIENT PRIVILEGED INFORMATION

TO: LAO, OGC, Q

(US4 After some thought and counsel | think we need greater certainty about whether or not there is/was

additional correspondence before we stake the reputation of the Agency on a counter narrative. | am going to trigger an

action for the appropriate organizations to do an e-mail searchl

Ito affirm that there is no further correspondence that could substantlate _

Snowden’s claim. |think we need to compiete that-before we move forward.

Regards,

_________ :'t{'b}.{.3)-P.L.86-36

Media Leaks Task Force

National Security Agency/Central Security Sewice
OPS 2B 2B8090 2 )
Jwics
UNCL
NSTS  969-5011
BLACK

From: NSA—D USA"dV

Sent: Wednesday, April 09, 2014 1: 50 PM
To: De Rajesh NSA-D2 UsA av;[

'auman Ethan L NSA-DL UESA CIV

NSA-DL USA CIV; Ensor Leoinel K NSA Q USA CIV;

NSA-Q USA CIV W
Cc: = SA-Q3 USA CIV; Ensor Leomel KNGATY USA CIV; NSA-Q USACIV] ]
| [SA-03 USA CIV; DL medialeaks core (ALIAS) D; DL PAOMedia (ALIASY DNT] ~—___INsADUSA QLY
1 NSA-D2 USA CIV; NSA-D21 USA Clv] NGA-Q31 USA CIV;
[N5A-Q31_USA QIV: NSA-D2_USA CIV] NSA-D USA CIV;
Clv; [NGAD USA C1v] NGAD USACLV; INSA-D
'I NSA-D USA CIV; Delong John M NSA-D4 USA CIV; | SA-D4 USA CIV;

INSA-D USA CIv

Subject: (U) REPLY: (U) FYSA: Snowden Allegation in Pending Vanity Fair Article
Importance: High

ification: CONAFBENHATANOFORNT
Classification “(b)B)
OGA

TO:  LAO, OGC, Q CDNI

(UAAaUEL- Lots have folks have jumped in to offer to help ar'have started action to move forward on the option to
release a fact to counter the anticipated challenge in the Vanity Fair article that Snowden tried to communicate his
concerns while he was still an employee. This kind of responsiveness, and especially more proactive actions to
undermine future and recurring false narratives, is the direction in which we want to take the work of the MLTF. That
work will by necessity require a closer, quicker more structure engagement with your organizations and others. We
need to be synchronized as to actions, timing and message.

(U/AE8 In talking to:Iat ODNI PAO who has deep experience in these matters he suggests that if we are

prepared and cleared to release the information which refutes Snowden’s claim, we should seriously consider contacting

Vanity Fair BEFORE they publish and let them know that we plan to immediately and publicly challenge that assertion
5
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AND make ciear that we warned Vanity Fair that the facts are wrong. [ believe we need to give this approach serious
consideration,

“1b)(3)-P.L. 86-36

Media [eaks Task Force W
National Security Agency/Central Securﬂy Ser\nce e

OPS 2B 2B8090

JWICS
UNCL

NSTS T
BLACK | | %

From: Rogers Michael S NSA—D"USA USI\'I"

Sent: Wednesday, April 09, 2014 12:57 PM

To: r SA-D USA CIV; Ledgett Richard H Jr NSA-D ' USA CIV; F|e|5ch Frances J NSA-D USA CIV; De

Rajesh NSA-D2 USA C1V;| INSA-D2 USA C1V; Bauman Ethan L NSA-DL USA CIV NSA-DL

USA CIV :

cal INSAQ3 USA CIV; Ensor Leoinel K NSA-Q USA CIV;| _ InsaQusacv; ]
INSA-Q3 USA CIV; DL medialeaks_core (ALIAS) D; DL PAOMedia (ALIAS) DN1: : INSA-D USA Clv;

INSA-D2 USA C1v,; NSA-D21 USA C1v; ___INSA-Q31 USA TI
NSA-Q31._USA CIV; SA-D2 USA C1V;] . INSA-D USA CIVI |

-D USA CIV; | '\ISA—D USA C1v;| INSA-D USA C1V;| NSA
USA CIVj] NSA- ; Bauman Ethan L NSA-DL USA CIV;I NSA-DL USA CIV

Subject: RE: (U) FYSA: Snowden Allegation in Pending Vanity Fair Article
Importance: High [Text below duplicated in DOCID 4284833
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DOCID: 4294902 Approved for Release by NSA on 04-27-20186,
OlA Case # 78137

NSA-DJO9 USA CTR

From: - ~Grimes Arlene U NSA-DN USA CIV

Sent: Thursdav. April 10, 2014 11:38 AM

To: | i [NsA-D usA civ

Cc: DL PAOMedia {ALIAS} DN1

Subject: RE: (U) FOLLOW UP RE: Wy REPL_Y: (U) PAO REPLY: (U) UPDATE: (U) FORWARDED FOR

FOLLOW-UP: (U) FYSA: Snowden AI_ieg_ation in Pending Vanity Fair Article

Classification: CONFDENTATANCOFORN

" (b)(3)-P.L. 86-36

Many thanks for the assistance,

Vanity Fair reports Mr. Snowden saying that he expressed his concerns in emails to NSA’s attorneys and
compliance and oversight authorities. Despite extensive searches, supported by investigative interviews, NSA
has not yet found anything that substantiates this claim.

(===
Arlene

Arlene U. Grimes

NSA Public Affairs Office Lead

2B5053

Personal: 969-7505s / |
PAO Office: 969-7499s Y
Blackberry/external email:] |
After-hours media queries: nsapao@nsa.gov -

My dropbox (for large files

From;| |'NSA-_D_USA C1v

Sent: Thursday, April 10, 2014 11:34 AM.

To: Grimes Arlene U NSA-DN USA CIV

Subject: RE: (U) FOLLOW UP RE: (U) REPLY: (U) PAO REPLY:-(U). UPDATE (U) FORWARDED FOR FOLLOW-UP: (U)
FYSA: Snowden Allegation in Pending Vanity Fair Article

Classification —CONHBENRHAEANOTHORN—

“*(b)(3)-P.L. 8636

We'll get it reviewed for you if you like.

From: Grimes Arlene U NSA-DN USACIV .. o
Sent: Thursday, April 10, 2014 11:25 AM

Cc: DL P, i N1; '- NSA—D USA CIV; DL'r..nedlaleaks core (ALIAS) D; De Rajesh NSA-D2
USA CIV NSA- 3 NSA-DL USA CIV: Ensor Leoinel K NSA- -Q USA Clv;

To] INSA-D USA IV
NSA-Q USA CIV;| NSA-D usA civ] INSA- -Q31 USA 1v;
NSA-Q3 USA CIV; Bauman Ethan L NSA-DL USA CIV

Subject: (U) FOLLOW UP RE: (U) REPLY: (U) PAO REPLY: FOR A:

Snowden Allegation in Pending Vanity Fair Article

Below texl dullcated |n DOCID 4294833
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DOCID: 4294904 pproved for Release by NSA on
: 4-27-2016. FOIA Case # 78137

NSA-D28 USA CIV

From: NSA-D23 USA CIV

Sent: Thursday, May 29, 2014 4:08 PM

To: [ [NSA-S3M2 USA c1v;| |NSA—D4 usa c1v] |
NSA-D14 USA CIV| [NSA-Q usaA civ;] INSA-D USA
CIv _ .

Cc: | INSA-D USA Clv]] [NSA-D UsA c1v; bL
ODOC_Medialeaks (ALIAS). D41 m E92° USA civ; DL medialeaks core
(ALIAS) D; DL ssct (ALIAS) S1 '

Subject: (U) 2014_05_29 OGC to MLTF No changes- (U) SECONDS?I - FW: (U) Your question on

Snowden and Authorities

Classification: FOP-SEERET#SHNOFORN—  “ppeLess

| concur—there are obviously lots of contacts Snowden had with folks in various organizations of NSA while he was in
access.

So long as the Q and A remain fashioned about correspondence regarding “his concerns”---i.e. reporting of violations;
questions of lawfulness, etc...then it seems like the planned approach will still be accurate.

The additional interactions noted below do not change OGC inputs to #6-8.

(UHFFOHEY

T .

Deputy Associate GC
Administrative Law and Ethics
NBP1, Rm 3A-67

Phone——I*I.SIS._QBZ;?aS.B.G.
Qutside:
ATTORNEY__WOhK PRbDUCT//ATI’ORNEY CLIENT
PRIVILEGED COMMUNICATION
_Not to be released without OGC approval

Best,
From:| [NSA-s3M2 USA CIv
Sent: Thursday, May 29, 2014 3:05 PM :

.| NSA $3M2 USA C1V;| INSA-D4 USA cw| |NSA—D14 USA CIV;

SA-D23 USA CIV] ,_NSA_D_IJSA_(il\I NSA-D USA CIV

< NSA-D USA CIV;| NS.‘\-D-U?ATTV_UFCL- DOC_Medialeaks (ALIAS) D4;[ |

A NSA- ; DL medialeaks_core (ALIAS) D; DL ssct (ALIAS) S1

Subject: (U) SECONDS'?1 -- FW: (U) Your question on Snowden and Authorities
Importance: High [Below text duplicated in DOCID 4294887)
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. Approved for Release by
e SRsdaha NSA on 04-27-2016. FOIA

INSA-D28 USA cIv Case # 78137

From: - INSA-Q311 USA CIV

Sent: 9,2014 3:13 PM

To: wSA-DB USA CIvV

Subject: RE: (U) SECONDS?!. -- FW: (U) Your question on Snowden and Authorities

Classification: TOP-SECRETHSHNOFRORN—
That’s a relief, we're still good, the only emails are the one We knew about.

The in person contact is news to me, but again, not an actual complaint about the law or authorities (just that we use
trick guestions in our tests). :

S/A CFE; CISSP- v
Q311 Counterintelligence Investigations

.'.E"u(}b}{S)-P.L. 86.36

Assigned to Q3 -
FANX 2, Room A2A048, Suite 6832

Office: 968- 3373{5}:

From{  |NsA-D23 Usaciv

Sent: Thursday, May 29, 2014 3:07 PM

To.ljl NSA-Q311 USA CIV

Subject: FW: (U) SECONDS?! -- FW: (U) Your questlon on Snowden and Authorities
Importance: High

Classification: =F9P—SEGREFHSH7‘N8F6RN—

As we discussed

From: - ~INsa-s3m2 UsA cIv
Sent: Th May 29, 2014 3:05 PM : - '
[ .. INSA-S3M2 USA cIv NSA-D4 USA C1V;] Nsapiausacvl ]
ﬂVSA-DB USA IV NSA-Q USA CIV| [NSA-D USA CIV
Cc: NSA-D USA CIV; NSA-D USA CIV; DL ODOC_Medialeaks (ALIAS) D4;

[___INSA-E92 USA CIV; DL medialeaks_core (ALIAS) D; DL ssct (ALIAS) S1
Subject: (U) SECONDS?! -- FW: (U) Your question on Snowden and Authorities

Importance: High [Below text duplicated in DOCID 4294887
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DOCID: 4294906

From: | INSA-Q31 USA CIv
Sent: Tuesday, March 18, 2014 9:40 AM
To: | I

Subject: FW: (U) Snowden Claims "

(b)(1)
(b)(3)-P.L. 86-36

Classification:-SEERET

Both of the answers are captured in the
the way at the bottom.

Let me know if you need anything else.

Chief, Q31
Cl Investigations Division
968-4802(NSTS)

below. The direct quote that addresses both of these points is all

|unclass) '

*This email contains information subject to the Privacy-Act*

From: |nsa-D2 UsA cIv
Sent: Tuesday, March 11, 2014 1:26 PM
To: Le

Cc: En

dgett Richard H Jr NSA-D USA CIV; Alexander: KEIth B GEN NSA-D U

SA USAY

INsa-Q31 usa cv

sor Leoinel K NSA-Q USA C1v;|

NSA-Q USA CIv;

INSA-Q3 USA C1v]

| !\ISA-.: 3 USA C1IV
NSA-Q31 USA ClV; Fleisch Frances - IVHE

!N
I_D_USA_CJM_D.LUHAIF__Staﬂ AL ; D DIR STAFF; De Rajesh NSA-D2 USA CIV;

NSA-D28 USA CIV

Subject: RE: (U) Snowden Claims

—
(b)(3)-P.L. 86-36

Classification: “SECRET

Sir,
The Intelligence Community Whistleblower Protection Act of 1998 and Presidential Policy Directive PPD-19 provide a
mechanism for both employees and contractors to report alleged wrongdoing.

Whistleblowers can report matters of “urgent concern” to the NSA IG and DoD IG.

Whistleblowers, to include contractors, can report matters of “urgent concern” to the intelligence committees after
notifying the NSA 1G or DoD IG of the intent to do so and obtaining direction from the IG on how to contact the
Intelligence Committees.

The Whistleblower statute provides an avenue to report concerns related to classified matters without improperly
disclosing classified information.

T S D 8.3

Bpproved for Release by NSA on 04-27-2016. FOIA Case # 78137
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Principal Deputy General Counsei e l)EHPL 8636
Office of General Counsel S S

OPSB2B, Room 2B8140 T

1)/963-5548(s)

From: Ledgett Richard H Jr NSA-D USA CIV
Sent: Tuesday, March 11, 2014 12:58 PM

To: Alexander Keith B GEN NSA-D U§ ysal R i ﬁ\tSA—Q31 USA CIV P -

Cc: Ensor Leoinel K NSA-Q USA CIV; INSA-Q USA C1v;] |NSA-Q3 USA CIV:
[ INSsA-Q3 usA cv [NSA-Q31 USA C1V; Fleisch Frances ) NGA-D USA CIV;| iNSA—
D USA CIV; DL ddir_staff (ALIAS) S; D DIR STAFF; De Rajesh NSA-D2 USA C1V; INSA-D2 USA CIV

Subject: RE: (U) Snowden Claims

Classification: -SEERET (b)(3)-P.L. 8636

Sir,

It's not the recently enacted Whistleblower Protection Act, but there are previous laws that protect contractors. Cc'ing Raj
andlleho can provide that info.

viT,

(b (3)-P.L. 86-36
Rick |

Rick Ledgett
Deputy Director

From: Alexander Keith B GEN NSA-D USA USA
Sent: Tuesday, March 11, 2014 11:41 AM o
Tos Ledgett Richard H Jr NSA-D USA 1V — NSA-Q31 USA CIV

sor Leoinel K NSA-Q_USA CIv] — [NSA-Q USA CIV;| INSA-03 USA CIV:
NSA-Q3 USA CIV; | INSA-Q3T U3A CIV; Fleisch Frances J NSA-D USA CIV: SA-
CIV; DL ddir_staff (ALTAS) S; D DIR STAFF

Subject: RE: (U) Snowden Claims

Classification: SEEREF | o s
Rick,

| believe there is also a Whistleblower methodology for contractors. Do we have that?

Thanks

GEN A

From: Ledgett Richard H Jr NSA-D USA CIV

Sent: Tuesday, March 11, 2014 11:28 AM
To:| NSA-Q31 USA CIV

ff: Ensor Leonel K NSA-Q_USA C1V] NsA-Q USA CLV; | [nsa-Q3 usacv ]
NSA-Q3 USA CIv) NSA-Q31 USA CIV; Alexander Keith B GEN NSA-D USA USA; Fleisch Frances ]
NSA-D USA C1V; | NSA-D USA CIV; DL ddir_staff (ALIAS) S; D DIR STAFF
Subject: RE: (U) Snowden Claims : ; )
=0 J (b))

Excellent — thanks!

2 T :EE::-.m..'(-bHS)_P_L, 86-36
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VIT,
Rick

Rick Ledgett s --j:';-;-*“""(_b}{s_)-P.L. 86-36
Deputy Director N SN S N

From NSA-Q31 USACIV ..

Sent: Tuesday, March 11, 2014 11:27 AM

To: Ledgett Richard H Jr NSA-D USA CIV DA : y
Cc: Ensor Leoinel K NSA-Q USA cv: | |NSA-Q USA CIV;I INSA—Q3 USA C1V;

[InsA-Q3 usa av;| [NSA-Q3T USA CIV
Subject: (U) Snowden Claims
Classification:-SEEREH (b)(3)-P.L. 86-36
Rick,

(U/#AFE6H07TAs requested we, ADS&CI and FBI, have conducted extensive research into the below
statement, which Snowden has invoked on multiple occasions. Thisincluded a review of all interviews
and case material to include all paperwork and interviews collected/conducted with contractors Dell and
Booz Allen Hamilton.

“l had reported these clearly problematic programs to more than ten distinct officials, none of whom took
any action to address them. As an employee of a private company rather than a direct employee of the US
government, I was not protected by US whistleblower laws, and I would not have been protected from
retaliation and legal sanction for revealing classified information about lawbreaking in accordance with the
recommended process.”

—577REEFOur findings are that we have found no evidence in the interviews, email, or chats reviewed
that support his claims. Some coworkers reported discussing the Constitution with Snowden, specifically
his interpretation of the Constitution as black and white, and others reported discussing general privacy
issues as it relates to the Internet. Not one mentioned that Snowden mentioned a specific NSA program
that he had a problem with. Actually, many of the people interviewed affirmed that he never complained
about any NSA program. We also did not have any reflection that he asked anyone how he should/could
report perceived wrongdoing.

(UAHBH07F Please let me know if you have any additional questions.

Thanks

~ (b)(3)-P.L. 8636

Chief, Q31
Cl Investigations Division
968-4802(NSTS) -

| [u-n‘t’:’laés)

*This email contains information subject to the Privacy Act®
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Classification:=SEEREH

Classification: SECRET

Classification: -SEERET

(b)(1)
(b)(3)-P.L. 86-36

(b)(3)-P.L. 86-36
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|N5'A"-Dz"s USA CIV T |

From: | INSA-Q311 usA civ

Sent: Friday, May 30, 2014 5:38 PM

To: |NSA—D23 USA c1vi| I\JSA-Q312 USA CIV

Cc: NSA-Q31 USA CIV,| [NSA-Q31 USA CIv

Subject: RE: (U findings (b)3)P L. 8636
(BLYTHA)
(b)(T)E)

Classification; CONHBENHALE

We agree 100% which is something we're going to have to make sure is clearly put forward by PAO as Ed is claiming we
were denying the existence of the email we released and that we withheld the SV correspondence, plus the media
saying that there is only one email. So it’s going to need to be crystal clear that we denied having correspondence
containing any complaints, not that we denied having any correspondence period.

S/A CFE, CISSP
Q311 Counterintelligence Investigations

Assignedtoa3{ | e [0 (b)3)-P.L. 86-36
FANX 2, Room A2A048, Suite 6832 [
Office: 968-3373(s)[________|b)

From:_______ |NSA-D23 USACIV

Sent: Friday, May 30, 2014 5:31 PM _

To: NSA-Q312 USA CIV | |

cc: NSA- JSA CIV; | NSA-Q31 USA C1V] NSA-Q31 USA CIV
Subject: RE: findings

Classification -GoONHBENTALA

INTERNAL/DELIBERATIVE B
(b)(3)-P.L. 86-36

Thankd | (BX7)A

. O)N)E)
This is great and was timely. |
None of these appear to me to be of the ilk he is re.fé.ren'cin'g in the media.
Please advise if you disagree. |
Foanks, e —— S U bIeeL 863

ATTORNEY WORK PRODUCT//ATTORNEY CLIENT
PRIVILEGED COMMUNICATION
Not to be released without OGC approval

1

Bpproved for Release by NSA on 04-27-2016. FOIA Case # 78137
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e e BI7E)
From: I:lNSA -Q312 USA CIV
Se 30, 2014 9:09 AM | -.
To: INSA-Q311 USA c1v] INsA-Q31 usa cIv NSA-Q31 USA CIV;

NSA-D23 USA CIV
findings  [Below text duplicated in DOCID 4294835 pages 2 & 3)
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NSA-D28 USA CIV

From: " [NsA-Q311 USA cIv

Sent: ' 29, 2014 2:57 PM

To: NSA-D23 USA CIV .
Classification: CONFDENTIALY

s/A kre.cissp.

Q311 Counterintelligence Investigations

Assigned to Q3 _I:‘ e —————"

FANX 2, Room A2AQ48, Suite 6832
Office: 968-3373(s) b)

o)1)

—— P e - (b)(3)-P.L. 86-36
From: NSA-Q312 USA CIV e :
Sent: Thursday, May 29, 2014 9:54 AM ;

To: IuiSA Q312 USA CIV;] INSA-Q312 UsA cIv
cc: SA-Q311 USA CIV

Subject: (U) Emails with OIG, OGC, SV, Q (b)(3)-P.L. 86-36
Lo

Classification:-GoONHBENTAL

Just FYI,

(UAFBUB3-Since there was only one concrete thing to come out of the interview, | searched again for email contact
with Office of the Inspector General (D1), Office of General Counsel (D2), SID Oversight and Compliance (SV), and
Security (Q and FHQ). Here’s the results. Nothing new, but I’'m sure there will be questions about it:’

Office of the Inspector General: No documents

Office of General Counsel: 7 documents

5 emails were withl |regarding the ability to open certain documents. Strictly a technical
trouble shooting email thread {8
1 email about “FAA for 9 August 2012” regarding a document that was TS//SI/I !

1 email generated through the OGC web form about questions for OGC. On 5 April 2013, Snowden asked about
a slide in the USSID 18 training program (OVSC1800) that listed United States legal authorities (Constitution
at the top, office policies at the bottom). Snowden argued that Federal statutes should not be on the same
level as (i.e. equivalent to) Executive Orders. Snowden also asked which has greater precedence, ODNI or
DOD regulations (also listed on the same line). On 8 April 2013,:'esponded that E.O.s have the
“force and effect of laws” but cannot override federal statute. DOD/ODNI conflicts would be settled by date
of issuance and subject matter. It should be noted this is four months after contacting Glenn Greenwald
(according to Greenwald) and three months after contacting Laura Poitras (according to Poitras and
Greenwald). So this email is not evidence that he tried to raise concerns about NSA procedures through
official channels before turning to the media.

1 ..I'(b}{3)-PALA 86-36

Bpproved for Release by NSA on 04-27-2016. FOIA Case # 78137
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SID Oversight and Compliance: 19 documents p;
17 emails dealt with the trouble ticket regarding opening certain documents (the 5 emails involving OGC).
1 email about “FAA for 9 August 2012” regarding the:Idocument (same thread as the one involving OGC).
1 email about 5 April 2013 the OGC web form submission. OGC contacted SV to get their input.

Security: 31 documents
Mostly blast emails fromEo the HSOC_All alias, to which he belonged.

1 thread about his partner being invited to the 6" annual pole-dancing competition in China ‘ |
replied and counseled against them going or sending any money). j
1 thread about getting his supervisor read in " |resp0nded).
1 thread fornCIasking Snowden to call about a CAC issue Snowden was having
(UHFOHE— | ?
Special Agent - e

(b}{a) P.L. 86-36

Assigned to Q3 - | s A
Direct: 968-3374(s] by

Office: 968-5441(s) By L
DropBo [

"This email contains information subject to the Privacy Act."”

Classification CONMFDENTHALT

Classification"CONFDENTAL/

E.(b}{3)-PALA 86-36
(b)(7)(A)
(b)(7)(E)

(b))
(b)(3)-P.L. 86-36
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From: | I\lSA -Q31 USA CIV
Sent: 99, 2014 1:01 PM
To: NSA-TUSA CIV

Subject: RE: (U) REPLY: (U) FYSA: Snowden Allegation in Pending Vanity Fair Article

Classification: CONADENTALANOHORN—
FYI, [ have already asked Do] if this is going to be an issue, waiting to fiear back.

— e e
Cl Investigations Division e :
968-4802(NSTS)
unehags)- e T

*This email contains information subject to the Privacy Act™ ....—

Froni INSA-D UsA cIv B |
Sent: Wednesday, April 09, 2014 12:59 PM e - '
To: Rogers Michael S NSA-D USA USN; Led ett Richard H Jr NSA—D USA Clv; Flelsch Frances J NSA-D USA CIV De

Rajesh NSA-D2 USA c1v| i SA—DZ USA CIV; Bauman Ethan L NSA—DL USA-CIVj[ _NSA-DL
USA CIV
ccil T NSA- Q3 USA CIV Ensor Leginel K NSA- -Q USA v NSAQ USA CIV:
, NSA-Q3 USA CIV; DL medialeaks_core (ALIAS) D; DL PAOMedia (ALIAS) DN1;| INSA-D USA CIV;
[NSa-D2 usa cIv:] NsA-D21 usA a1y, NSA-Q31 USA CIV;
. |NSA-Q31 usA a1v;] NSA-D2 USA CIV;| NSA-D USA CIV;
NSA-D USA CIV; NSA-D USA Q1V; | NSA-D USACLV; |NSA-D

USA C1V] NSA-D USA CIV; Bauman Ethan L NSA-DL USA CIV;| NSA-DL USA CIV
Subject: (U) REPLY: (U) FYSA: Snowden Allegation in Pending Vanity Fair Article

Classification: -CONRHBENHALHANORORN-
Understood sir. Will plan and execute accordingly:

Thank you

Media Leaks Task Force

National Security Agency/Central Security Service
OPS 2B 2B8090

JWICS
UNCL
NSTS 969-5011
BLACK

From: Rogers Michael S NSA-D USA USN
Sent: Wednesday, April 09, 2014 12:57 PM

To:| INSA-D USA CIV; Ledgett Richard H Jr NSA-D USA CIV; Fleisch Frances J NSA-D USA CIV; De
Rajesh NSA-D2 USA ClV; | iNSA—DZ USA CIV; Bauman Ethan L NSA-DL USA C1V; NSA-DL
USA CIV

1

Bpproved for Release by NSA on 04-27-2016. FOIA Case # 78137
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DOCID_.J?_Q_I4920 -
Cc: JNSA-Q3 USA CIV Ensor’ Leomel K NSA- Q USA C.IV l NSA-Q USA CIV;-IZl
, A 1V; DL medialeaks core (ALIAS) D; DL PAOMedia (ALIAS) DN1;| NSA-D USA CIV;
iN_sg_x__-Dz USA av; NSA-D21 USA C1v; | SA-Q31 USA C1v;
_INSA-Q31 USA C1v;| INSA-D2 USA C1v;] NSA-D USA CIV:] |
IWH| INSA-D USA C1V; [NSA-D USA C1V;| INSA-D
USA C1V; SA-D USA CIV; Bauman Ethan L NSA-DL USA C1V; | '\ISA-DL USA CIV

Subject: RE: (U) FYSA: Snowden Allegation in Pending Vanity Fair Article

Importance: High Text below dupicated in DOCID 4294833)
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Non - Responsive

DOCID: 4294921

From] IN-SA;DZB USA CIV
Sent: Thursday, May 29, 20143:22 PM

To NSA-D28 USA CIV —
Cc NSA-D28 USA CIV 4 : : J\JSA-DZS USA CIV

I> .. NSA-D28 USA CIV { LNy
Subject: (U) 2014_05_2 5V.:e::rj:"_|é_i'is"n:o_t:';b:e{e-vrepl to De relevant -~ FW- (U) Your guestion on Snowden and
Authorities e ST

Importance: High

Classification—TorP-SECREFHSHNORORN—

SR PSR TTES eausidndwesiaeeantEasesstALATTESny L, {b)(s}_P.L. 86_36

Perhaps you are already aware of these additional contacts between SV and Snowden

Bpproved for Release by NSA on 04-27-2016. FOIA Case # 78137
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| don’t believe these change the content or posture of the Q and A as Question 6 is styled---"

about his concerns.” (emphasis added)\

[ don’t think the query in person meeting about the test (OVSC 1203) changes our response.

..receive correspondence...

Nor do | believe the

SysAdmin support he gave to

wiould count as interaction about his concerns .

Best-

mel |NSA 53M2 USA CIV

Sent: Thursday, May 29, 2014 3:05 PM

To:| INSA 53M2 USA CIV' |N¢.A D4 USA CIVl

" b)(3)-P.L. 86-36

Nsa-D14 UsA IV,

)

SA-D23 USA cw |

INSA-Q USA CIv

JNSA-D USA CIV

Cc — [NSADUSATIV; NSA-D USA CIV; BLODOC_Medialeaks (ALIAS) D4;
[[INSAE57 USA CIV; DL medialeaks col—(m'A'S)'rU!re DL ssct (ALIAS) S1

Subject: (U) SECONDS?! -- FW: (U) Your question on Snowden and Authorities

Importance: High

[Text below duplicated in DOCID 4294887
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NSA-DJ4 USA CIV

From: [ hsaesusacw

Sent: Thursday, April 10;2014.11:00 AM
To: SA-SV USACIV.._

Cc: NSA-SV43 USACIV.
Subject: FW: (U) Information Regarding My--(;_pr__i__t_é'éf w/Leaker in April 2013
Importance: High

" (b)(3)-P.L. 86-36

Classification: UNCLASSIFIEDAFOR-GFFEIAEUSEONEY— <

We received a call from D4 questioning the dates (11 or 12 Jun) that annotated during the discussions on
0VsC1203 —Dhas_lﬂ_{)difi@d her dates to reflect 5-12 April 2013,

Please send a corrected copy out.

“ (b)(3)-P.L. 86-36

From: NSA-SV21 USACIV .~
Sent: 110, 2014 10:46 AM

To: NSA-SV2 USA CIV

Cc: SA-SV21 USA CIV

Subject: (U) Informafion Regarding My Contact w/Leaker in April 2013

Importance: High [Text below duplicated in DOCID 4294841)
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(U) Email chain follows:

(U) email to supervisor in.JuQéfﬁéiB+yadvjsing him of my contact with the leaker.

From:i INSA-SVZI_USA CIv -
Sent: Monday, June 10, 2013 9:15 AM 3

To: NSA=SV21 USA CIV

Ce: [NSA-Sv21 USA CIV-

Subject: (U) FW: Comments from the D2 General Counsel Email Us Form (1 of 4 emails)
Importance: High - ' £

Classificatipnf.UNCL&SSIFIED/*FG&*BFFiEfﬁt—USE—Gﬁt*“-

[ ]

(U) Email preceived with Ed Snowden's question, sent to us from the Office Manager for 0GC,
DZ. ;

(U/ Heu69
SID Oversight & Compliance
Access Oversight Training and Strategic Guidance

2
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Team Alias: DL SV_TTaining Phone: 963-0249s - (b)(3)-P.L. 86-36
Ops 1 Room 3W145 Suite 6476 (U/+Fo06r kT

(U) Email from O0GC Office Mgr to SV Tfﬁining”"

----- Original Message-----.-""

From:l LNSA-DZ USA CIV

Sent: Friday, April @5, 2013 4:34 PM

To: DL SV_Training (ALIAS) SV2 s

Cc: Snowden Edward J NSA-FHV USA CTR .~

Subject: (U) FW: Comments from the.DZ”General Counsel Email Us Form

Classification: UNCLASSIFIED/fFGR—GFFfEfﬁt—HSE—BHb*——

0GC received the questlon below regarding USSID 18 training but I believe that thls should
have gone to your org instead. Can you help with this? -

Office Manager to the Deputy General Counsels Office of General Counsel (D2) 963-5548, [::::]
OPS2B 2B8140, Suite: 6258

(U888 My Dropbox

(U) The leaker email to 0GC alias.

----- Original Message-----
From: ejsnowd@nsa.ic.gov [mailto:ejsnowd@nsa.ic.gov]
Sent: Friday, April @5, 2013 4:11 PM

To: DL gc_web (ALIAS) D2 : ;
Cc: Snowden Edward J NSA-FHV USA CTR 452?20:’2?H duplicated in DOCID

Subject: Comments from the D2 General Counsel Email Us Form




ttorney response to leaker’s question.
(U) 0GC A y p 1 ’s g i

----- Or‘lglnal Messa - S e s R SRS SRR < +rsaecbpACeRaseRESE RS
From] Insa=p21UsA Civ

Sent: Monday, April €8, 2013 1:37 PM

To: Snowden E NSA-FHV_ USA-CTR _ g i ' ;

e imqﬁ:<v9 jSA CIv;| INSA-Sv21 usa c1v; | |nsA-
D21 USA CIV;]| NSA-D2 USA CIv;| |NSA-SV21 USA CIV

Subject: RE: (U) Question for OGC re 0VSC180@ Course Content - (U) FW: Comments from the D2

Senmral. Cowvsel Emdl 35 Fore (Bolow toxt_duphcatad n DOCID 4272127)

S b)3)PL. 8636
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T (B)(3)-P.L. 86-36

DOCID: 4294921

NSA-DJ4 USA CIV

From: | KisA-D4 USA CIv | .

Sent: Monday, June 10, 2013 12:06 PM -

To: [ SA-D9 USA c1v;| INSA—SV usacv] I\ISA-
T132 USA CIV INSA-S\B USA CIV NSA-SV4 USA CIV

Subject: (U) I had email contact with him

Importance: High

[Text below duplicated in DOCID 4284838 though the final non responsive pages)
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“DOCID: 4294937 pproved for Release by NSA on
Brooks Elizabeth R NSA-DC USA CIV 4-27-2016. FOIA Case # 78137

F
From: [ Insasvusaav |

Sent: Tuesday, June 03, 2014 3:21 AM ]

To: | NSA SV USA CIV; Brooks Elizabeth R NSA-DC USA C1V; Ensor Leoinel K
NSA-Q USA C1V; Delong John M NSA-D4 USA CIV; Delong John M NSA-D4 USA C1v;

| NSA- D USA av, Shea Teresa H NSA-S USA C1V; Moultrle Ronald S

NSA-S USA CIV

Cc: DL s_exec (ALIAS) S; NSA SV- USA Clv

Subject: FW: (U) Information Regarding My Contact w/l.eaker in Apn! 2013

Importance: High

" (b)(3)-P.L. 86-36
Classification: UNCLASSIFIED/HSR-SFHHCHAEYSEONEY—
Per previous email, here’s the email trail where Ms. summarized her experiences related to Snowden.

Chief, SID Over8|ght and Compllance (SV)
Room 3W160, Suite 6476

Secure: 966- 24?9

Unclassified E—

From: INSA-SV2 UG G-t L — === ::__::;__;:;_::3-::.;‘.““_{bm}-P.L‘ -
Sent: lﬁu@a—A—l'lpn 0, 2014 L1200 AM._.. st
To: NSA-SV USA CIV B

cc: | NsA-5v4 UsA cIv
Subject: FW: (U) Information Regarding My Contact w/Leaker in April 2013

Importance: High [Below text duplicated in DOCID 4294921)
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g pproved for Release by NSA
DOCID: 4255024 n 04-27-2016. FOIA Case #

8137

NSA-D28 USA CIV

FI'OI‘I"I: :NSA‘023USA CEV ................. .. ‘(b}{3)_P‘L‘ 86.36

Sent: Friday, May 30, 2014 5:44 PM ...
To: I INSA-D28 USA CIV _
Cc: [ [NSA-D23 usA qvi| [NSA-D28 USA CIv
Subject: 2014 05 30 FYSA---(Uy . findings (b)(3)-P.L. 86-36
Attachments: | < e (b)(7)(A)

el (b)7)(E)
Classification:-CONFDENTHALA i

INTERNAL/DELIBERATIVE

It appears he is now claiming we were denying the existence of the email we released and that we withheld SV
correspondence. In addition, apparently some media outlets may be a bit confused saying that there is only one email
total. So PAQ, if engaged and if appropriate, may work to highlight that NSA has previously denied having
correspondence containing any complaints; NSA does not deny the existence his correspondence.

ATTORNEY WORK PRODUCT//ATTORNEY CLIENT
PRIVILEGED COMMUNICATION -
Not to be released without OGC approval

From_______ INSA-Q312 USA CIV

Sent: Friday, May 30, 2014'9:09 AM : : ;

Tof “JNSA-Q311 USA CIV;| [NSA-Q31 USA C1V; | [NSA-Q31 USA c1v;
[NSA-D23 USA CIV

[
Subject: (V) [indings  [Text below duplicated in DOCID 4294835 pages 2 & 3)
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- 0)(E)

| |NSA'-’D28 USA CIV - .

From: | |NSA-Q311 USA CIv

Sent: Friday, May 30, 2014 8:22 AM :

To: [ INSA-D23 USA CIV

Cc: SA-Q312 USA C1V}| [NsA-Q31 usa civ
Subject: :

[Below text duplicated in DOCID 4294494)




DOCTID—4255024







DOCTEPD+—42-95024




DOCID: 4295027

|NSA-D28 USA CIV

From: | INSA-S3M2 USA CIv
Sent: Friday, May 30, 2014 8:17 AM
To: |_—y_y_l\JSA D23 USA CIv{ INsA-D usa civ

Subject: RE: (U) Joe---question #1

Classification: TOP-SECRETHSHNOFORN—

Done!

Rgds,

(b)(3)-P.L. 86-36

Media Leaks Task Force
OPS 2B, 2B8090

From; NSA-D23 USA CIV

Sent: Th May 29, 2014 7:49 PM _
To| INSA-S3M2 UsA CIv;] [NSA-D USA cIv

Subject: (U)| |—-quest|on #1

Classnflcatlo_n. ?GP—SEGR-EFH—SHAN@FGRN—

| recommended we drop the word “ethics” and replace with “policies” for Question #1.

There is no annual “ethics” training requirement for every employee---specific annual ethics training is required for
certain employees (mostly those dealing in contracts) and Seniors. In addition, “ethics” issues are often about use of
government resources and the like...not typically violations of the 4" Amendment type concerns... It seems

“What is the training and awareness provided to gov't and contractor employees about reporting activities they perceive
to be inconsistent with law or ethies policies.

Cheers,

From:| |NSA-S3M2 USA CIV e
Sent: Thursday, May 29, 2014 3:05 PM-

Tof _ Nsa-ssM2usacvi N AD : NsA-D14 USA cxv
[ INSA-D23 USA CIVi[ - i V| NSA-D USA CIV

Cc: NSA-D USA C1V; NSA-D USA CIV; DL ODOC_Medialeaks (ALIAS) D4

DN.:A E92 USA CIV; DL medialeaks_core (ALIAS) D; DL ssct (ALIAS) S1

Bipproved for Release by NSA on 04-27-2016. FOIA Case & 78137
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‘Subject: (U) SECONDS?! -- FW: (U) Your question on Snowdgn and Authorities _
Importance: High Below text duplicated in DOCID 4294887
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OCID: 4295031 = poeces

From: Vines, Vanee M
Sent: Thursday, May 29, 2014 10:44 PM

To: | |nsapao
Subject: e : -UP:

Sigh. I explained that several times - to HuffPost and NBC's Matt Cole in particular.

A BNYP.L. 8836
----- Original Message ----- ;&
From: Michael G Birmingham!
Sent: Thursday, May 29, 20 :
To: Vines, Vanee M; nsapao

Subject: Re: REPLY: FOLLOW-UP: 59 oo

Vanee' - =
Both Strobel's article and Gellman's Q+A allow Snowden'tp_misapply your quote to mean all
communication and not just the communication with colleagues as it was intended.
Best, Mike ¥ ; : 5

----- Original Message -----

From: Vines, Vanee M ; | ] o E :
Sent: Thursday, May 29, : ' . p—
To: Robert Litt; | '

[:::::::f:f:iiGreen Miller, Marci L | | De, Rajesh

. |

cc: | _ Grimes, Arlene U @ ;

A | [DCMCTF_core | I | I |
[DNI-Media; | :

| [Richards, Rebecca 7 | _ |
Subject: Re: REPLY: FOLLOW-UP: '

W Strobel and other beat reporters are seeing through the baloney. I'm not a fan of his
ending, but the lead graf is spot on. This: -

NSA, Snowden clash over 2013 internal email release Thu, May 29 21:21 PM EDT (b))

By Warren Strobel

WASHINGTON (Reuters) - An email exchange released on Thursday shows Edward Snowden questioned
the U.S. National Security Agency's legal training programs, but provides no evidence the
former contractor complained internally about vast NSA surveillance programs that he later
leaked to the media.

Snowden responded in an email to the Washington Post that the release by U.S. officials "is
incomplete.”

The release of the April 2013 emails between Snowden and the NSA's legal office is the latest

round in a battle between Snowden, who casts himself as a crusading whistleblower, and U.S.
security officials, who say he failed to report his concerns to superiors before acting.

1

Bpproved for Release by NSA on 04-27-2016. FOIA Case # 78137)




DOCID: 4295031

In an interview with NBC News on Wednesday, Snowden said he had raised alarms at multiple
levels about the NSA's broad collection of phone, email and Internet connections.

"I have raised the complaints not just officially in writing through email to these offices
and these individuals but to my supervisors, to my colleagues, in more than one office,"
Snowden told the network.

"Many, many of these individuals were shocked by these programs,"” Snowden said, adding that
he was advised: "If you say something about this, they're going to destroy you."

The emails were first released by the office of Democratic Senator Dianne Feinstein,
chairwoman of the Senate Intelligence Committee.

In a statement, the NSA said: "The e-mail did not raise allegations or concerns about
wrongdoing or abuse, but posed a legal question that the Office of General Counsel
addressed."

“"There are numerous avenues that Mr. Snowden could have used to raise other concerns or
whistleblower allegations. We have searched for additional indications of outreach from him
in those areas and to date have not discovered any engagements related to his claims,” it
said.

Snowden told the Post there were other emails "and not just on this topic. I’m glad they’ve
shown they have access to records they claimed just a few months ago did not exist, and I
hope we’1ll see the rest of them very soon." The email exchange appears to be the first
internal communication by Snowden, while he was working for the NSA, to be released publicly.

"INCOMPLETE LEAK'®

In an April 5, 2013, email to the NSA's Office of General Counsel, Snowden questioned the
contents of a mandatory legal training course.

The course, he wrote, cited the U.S. Constitution as the nation's top legal authority,
followed by "Federal Statutes/Presidential Executive Orders (EO)."

"I'm not entirely certain, but this does not seem correct, as it seems to imply Executive
Orders have the same precedence as law,"” Snowden wrote. "Could you please clarify? Thank you
very much, Ed."

An unidentified official in the General Counsel's office wrote back three days later that
executive orders, issued by a U.S. president, "have 'the force and effect of law.' That said,
you are correct that E.O.s cannot override a statute.”

Asked by the Post on Thursday if he had been was wrong in saying he reached out to many
colleagues and supervisors to express his concerns, Snowden replied: "No, not at all.

"The bottom line is that even though I knew the system was designed to reject concerns
raised, I showed numerous colleagues direct evidence of programs that those colleagues
considered unconstitutional or otherwise concerning. Today’s strangely tailored and
incomplete leak only shows the NSA feels it has something to hide.”

#

----- Original Message -----

From: Robert Litt| I B 16
Sent: Thursday, May 29, 2014 ©09:02 PM 0GA 0ONI



o)y (b)(3)-P.L. 86-36

102 I |

| IGneen_M1J1£w1 fkuxn_L;_De-'Raweshzl e : [
o | : [Grimes, Arlene U; DL PAOMedia;

DL MLTF core;l ] I

DOCID: 4295031

|Vines, Vanee M; Combs, William F.; | e | ;
] DNI-
Media <DNI-Media@dni.gov>; - |Richards, Rebecca J '
Subject: Re: REPLY: FOLLOW-UP: T
- e ©)3)
Of course the format of written questions precludes any meaningful followup. L
T ODNI
----- Original Message ----- ot " 1b)(3)-P.L. 86-36 :
From: Hayden, Caitlin | RN
Sent: T 4 ©8:57 PM Eastern Standard Time
To: |
I ; I |
Cc: Evans, Stuart] | 3 I :
- |
. [Beaghley , Sina
| DNI-Media:l N - |
i | Robert Litt
Subject: RE: REPLY: FOLLOW-UP: : B0
. Gt 0GA
It figures he'd say that. A B)E)
e ODNI
----- Qriginal Messgge-=----
From
Sent: Thursday, May 29, 2014 8:41 PM 5
To: | Hayden, caitlin; [ |

Cc: Evans, Stuart; | . |
s | I

| Beaghley , Sina; DNI-Medla;l :

| Robert Litt ' 1

Subject: Re: REPLY: FOLLOW-UP: h :

www.washingtonpost.com/world/national-security/edwafd-showden-bésponds-to-releaée—of—éQmail-
by-us-officials/2014/05/29/95137elc-e781-11e3-afc6-aldd9407abcf_story.html

e B)(3)-P L. 8636

----- Original Message ----- T
From: Green Miller, Marci L [
Sent: Thursday, May 29, 2014 ©1:64 PM _ e e
To: Green Miller, Marci L | - “] *Hayden, Caitlin’

| De, Rajesh| 73
Cc: Evans, Stuart| | Grimes, Arlene U[ - oL -
PAOMedia[ ] DL MLTF_core| e ] ]
| ' o ™1 |vines, Vanee M

: | ] ]
!' [ Beaghley , Sina s

IDNI-Media; |

| | Richards, Rebecca J| |Robeh¢ Litt
Subject: RE: REPLY: FOLLOW-UP: ;

©10)
3 OGA
ODNI



DOCID: 4295031
All,

I have sent the below to the press who have contacted NSA PAO today. We will continue to
provide this language to any other outlets that request our response.

NSA has now explained that they have found one email inquiry by Edward Snowden to the office
of General Counsel asking for an explanation of some material that was in a training course
he had just completed. The e-mail did not raise allegations or concerns about wrongdoing or
abuse, but posed a legal question that the Office of General Counsel addressed. There was not
additional follow-up noted. The e-mail will be released later today.

There are numerous avenues that Mr. Snowden could have used to raise other concerns or
whistleblower allegations. We have searched for additional indications of outreach from him
in those areas and to date have not discovered any engagements related to his claims.

#H# e
08 )(3)-P.L. 8636
Marci 7 09“'

----- Original Message-----

From: Green Miller, Marci L

Sent: Thursday, May 29 2014 12: 58 PM }

To: 'Hayden, Caitlin'; De, Rajesh; | - | ; _

Cc: Evans, Stuart; s A & OMedia; DL MLTF.core; | 1 |
| h' Vines, Vanee M;

I
b Beaghley , Sina; 'DNI-media@dni.gov'[ ]

| [Richards, Rebecca J;
Subject: RE: REPLY: FOLLOW UP: i

I am launching now to those that asked and Cole from NBC.

----- Original Message-----

From: Hayden, Caitlin [mailtoj
Sent: Thursday, May 29, 2014 17748 PM ____
To: Green Miller, Marci L; De, Rajesh; | : |

Cc: Evans, Stuart; Grimes, Arlene U; DL PAOMedla, DL MLTF_core;] - I
[ |," ines, Vanee M,| L —

| ;. Beaghley , Sina; "DNI-media@dni.gov’;
[ ~ |Richards, Rebecca J; I £ |
Subject: RE: REPLY: FOLLOW-UP: : ;

Great. Let me know when you've launched. Thanks! -CH

----- Original Message-----
From: Green Miller, Marci LI

Sent: Thursday, May 29, 2014 12:46 PM

To: Hayden, Caitlin; De, Rajeshl |

: Evan rt; Grimes, Arlene U; DL PAOMedia; DL MLTF_core; '
I ! | vines, Vanee M; Combs, William F.,
| |; Beaghley , Sina; 'DNI-media@dni.gov';
| | Richards, Rebecca J; !

Subject: RE: REPLY: FOLLOW-UP:

Thanks. On it now. ..AEHM
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)6} )
Marci : "{b)(3)-P.L. 86-36 ' BeA
I OONI
----- Original Message-----
From: Hayden, Caitlin
Sent: Thursday, May 29, 2014 I1Z2:44 PM (b)(5)
To: De, Rajesh; Green Miller, Marci L; I l' ;
Cc: Evans, Stuart; Grlmes, Arlene U; DL PAOMedla, DL MLTF core,l |
ﬁ j | Vines, Vanee M; | |
;j | Beaghley , Sina; 'DNI-media@dni.gov ']
Richards, Rebecca J;
Subject: RE: REPLY: FOLLOW-UP:
----- Original Message----- () :@Hﬂ e
From: Hayden, Caltlfn ' fOGA R R e
Sent: Thursday, May 29, 2014 12:43 PM '
To: 'De, Rajesh'; Green Miller, Marci L; : | :
Cc: Fvans, Stuart: Grimes, Arlene U; DL PAOMedia; DL MLTF_core; | |
i Vines, Vanee M;
'|33eaghlev , Sina; DNI-media@dni.gov'}
|R1chards, Rebecca J;
Subject: RE: REPLY: FOLLOW-UP:
----- Original Message-----
From: De, Rajesh| |
Sent: Thursday, May 29, 2014 12:32 PM (b)(5)

To: Hayden, Caitlin; Green Miller, Marci L;

5{51[3};P.L. 86-36




DOCID: 4295031

Cc:| | Grimes, Arlene U; DL PAOMedia; DL MLTF_core;| ]

] vines, Vanee M; |

|
1
I

_|; Beaghley . Sina; 'DNI-media@dni.gov.' ;-
lRlchards, ‘Rebecca J; e

Subject: RE: REPLY: FOLLON UP

Ok with me, thx :_."{bj'(s;- N e )
: S S 2 oo

OONI

----- Original Message----- . S g
From: Hayden, Ca1t11n| -~ "|t,.
Sent: Thursday, May 29, 2014 12:28 PM T e e
To: De, Rajesh; Green Mlller Marci L; ] ' : o ' R |

ce:l Grimes, Arlene U; DL PAOMedlaJ DL MLTF core,l s |
ines; Vanee M; | |

- i hlev . Sipna: 'DNT-media@dni.gov';
| !Richards, Rebecca J; I _
ubject: 3 ) W-UP: - ' ;

(b)5)

----- Original Message--- - 5 | a e )e)
From: De, Rajesh [mailto g .
Sent: Thursday, May 29, 2014:12:24 PM

To: Green Miller, Marci L; "Héyden, Caitlin;| —— |
Cc: |Gr1mes

Tene U; edia; DL MLTF_core:l
10 Vines, Vanee M;

|Beaghley , Sina; 'DNI-media@dni.gov';

|[Richards, Rebecca J;

Subject: RE: REPLY: FOLLOW-UP:

Just seeing this thread. I would modify a little (below). Also, our leg folks just heard
from Grannis that Sen Feinstein is releasing the email - I don't know if that is confirmed or
if Jay needs to be aware of that before the briefing .

--Did Snowden raise concerns with NSA as he said he did?

We have found one email inquiry by Edward Snowden to the office of General Counsel asking for
an explanation of some material that was in a training course he had just completed. The
question was received and an answer was provided to Mr. Snowden. There was not additional
follow-up noted. There are numerous avenues that Mr. Snowden could have used to raise other
concerns or whistleblower allegations. We have searched for additional indications of
outreach from him in those areas and to date have not discovered any engagements related to
his claims.

--How do you plan to respond to the FOIA request?

We received the request from NBC and are following normal procedures for processing the
request.

Rajesh De

General Counsel

National Security Agency

9800 Savage Road, Suite 6250
Fort George G. Meade, MD 20755



DOCID: 4295031

Phone:l / 963-5548 (secure)
Email: | / L A v

“b)3-P.L 86-36

----- Original Message-----

From: Green Miller, Marci L

Sent: Thursday, May 29, 2014 12: 26 PM
To:| | 'Hayden, Caitlin';
Cc: Evans, Stuart; Grimes, Arlene U: DL PAOMedia; DL MLTF_core;
L Vines, vanee M; |

| ; Beaghley , Sina: 'ONT-mediagdni.eov'[ |

Richards, Rebecca J; De, Rajesh;

Subject: RE: REPLY: FOLLOW-UP:

Below was approved by our GC.
RE d (b)(6)

--Did Snowden raise concerns with NSA as he said he did?

We have found a single instance of one email inquiry by Edward Snowden to the office of
General Counsel asking for an explanation of some material that was in a training course he
had just completed. The question was received and an answer was provided to Mr. Snowden.
There was not additional follow-up noted. There are numerous avenues that Mr. Snowden could
have used to raise other concerns or whistleblower allegations. We have searched for
evidence of outreach from him in those areas and have not discovered any engagements related
to his claims.

--How do you plan to respond to the FOIA request?

We received the request from NBC and are following normal procedures for processing the
request.

-----Original Message----- - il gﬁf
From:| |
Sent: Thursday, May 29, 2014 11:41 AM ODNI
To: 'Hayden, Caitlin';l |
Cc: Evans, Stuart; Grimes, Arlene U; DL PAOMedla, DL MLTF_core; | |
' . Vines, Vanee M; | | _
H Beaghley , Sina; DNI-media@dni.gov';l
[Richards, Rebecca J; De, Rajesh; |
Subject: RE: REPLY: FOLLOW-UP: :
OGC provided a draft response to our PAO for consideration,
I |
Deputy General Counsel
Litigation and Management
National Security Agency
I 963-0235 direct, 963-5548 (main line) . (b)(3)-P.L. 86-36

----- Original Messager=z====
From: Hayden, Caitlin
Sent: Thursday, May 29, 2014 11:21 AM

T



DOCID: 4295031
o

Evans,

| Jvi

Stuart: Grimes, Arlene U; DL PAOMedia; DL MLTF_core;|
T nes ,

Vanee M;

|
media@dni.gov ;]

|Beaghley , Sina; 'DNI-

Subject: RE: REPLY: FOLLOW-UP:

Thanks much! (m@;

----- Original Message-----

: b

'"|R1chards, Rebecca J; De, Rajesh;

0GA

From:|

ODNI N

Sent: Thursday, May 29, 2014 11:20 AM
To: Hayden, Caitlin : :

es, Vanee M|

Cc: Evans, Stuart: Grimes, Arlene U; DL PAOMedia; DL MLTF core;l
Vi [ '
' . | Beaghley , Sina; 'DNI-

“media@dni.gov ]

|Richards, Rebecca J; De, Rajesh;

ubject: W-UP:

Caitlin, .

(UAH+BH8)- Got it, Arlene's team is on point and working to do the coordination and get

you the responsive information.

‘(b)(3)-P.L. 86-36

T (B)E)
7 OGA

" oDNI

----- Original Message
From: Hayden, Caitlin

 1_ | ol _ﬁ;’,; (b)(5)

Sent: Thursday, May 29, 2014 11:82 AM

To: De, Rajesh;

Cc: Evans, Stuart; Grimes,

bovi

Arlene U: DL PAOMedia; DL MLTF core:l

.

es, Vanee M:

"DNI-

media@dni.gov"; |

[Beaghley , Sina;
|Richards, Rebecca J :

Subject: RE: FOLLOW-UP:

----- Original Message-----
From: Hayden, Caitlin

"b)@)-PL 8636

Sent: Thursday, May 29, 2014 8:45 AM

To: | |

Cc: Evans, Stuart; |

—

|Beé=hley

Al

, Sina; 'DNI-media@dni.gov';

Subject: Re: FOLLOW-UP:

(b)(6)
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Raj: 1his is still an_active discussion. I

----- Original Message ----- X
From: De, Rajesh l“
Sent: Thursday, May 29, (40 AM_ sl A, - \
T0:| —_ Hayden, Cai_‘_tli"n; I I
Cc: Evans, Stuart; Grimes, Arlene U | [pL PAOMedid | DL
e : |
L] Il ' | Vines, Vanee M

| ] |
Beaghley , Sina; 'DNI-Media@dni.gov' <DNI-Media@dni.gov>; | : l
| Richards, Rebecca 3| [

Subject: Re: FOLLOW-UP:

Ok. I seem to be the only one who thinks we should do somethlng, so I will back off if
everyone else disagrees.

bie. gﬁ? -~f””" f¢§B}RL8&%
-*-F--Drlglnal Message ----- ODNI
From: Robert. Litt | -
Sent: Thursday, May 29, 2014 08:18 AM L : _
To: 'Hayden, Caitlin'| 1 |. s '

. Cc: Evans, Stuart ~|Grimes, Arlene U; DL PAOMedia; DL MLTF core;
[ e i Vines, Vanee

M; De, Rajesh;| [l i 3

il [Beaghley , Sina
1 [DNI-Media <DNI-Media@dni.gov>;| |
Richards, Rebecca J
Subject: RE: FOLLOW-UP:

I've now read the relevant portion of the preliminary transcript, which is excerpted below:

"i actually did go through channels. and that is documented. the nsa has records. they have
copies of e-mails right now to their office of general counsel, to their oversight and
compliance folks from me raising concerns about the nsa's interpretations of its legal
authorities. i have raised the complaints not just officially in writing through e-mail to
these offices and these individuals but to my supervisors, to my colleagues, in more than one
office. i did it in ft. meade. i did it in hawaii. and many, many of these individuals were
shocked by these programs. they had never seen them themselves. and the ones who had went,
you know, you're right. these are things that are are really concerning. these aren't things
we should be doing. maybe we're going too far here. but if you say something about this,
they're going to destroy you. do you know what happens to people who stand up and talk about
this?"

Reading this, I'm not sure that releasing the email will necessarily prove him a liar. It
is, I could argue, technically true that the email I have seen "rais[ed] concerns about the
NSA's interpretation of its legal authorities.” As I recall, the email essentially questions
a document that Snowden interpreted as claiming that Executive Orders were on a part with
statutes. While that surely is not raising the kind of questions. that Snowden is trying to
suggest he raised, neither does it seem to me that that email is a home run refutation.

Bob
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----- Original Message-=

From: Hayden, Caitlin T gﬁ?
Sent: Thursday, May 29, 2014 8:10 AM e ”f:
[ Pnsa.gov’ e ~ ODNI

Cc: Evans, Stuart; | )

| : ) Raohert | 11'I'l'J
1 | '

t Beaghley ; Sina; DNI-Media; |

Subject: Re: FOLLOW-UP:

Cemess

----- Original Message ----- _ et
From: | tha,gov]

Sent: Thursday, May 29, 2014 08:06 AM.
To: Hayden, Caitlin - e . s

Cc: Evans, Stuart; GleES. Arlene U | - ;
MLTF core | : ' “H

| . Lﬁayden, Caitlin; Vines, Vanee

il B De, jo?sh| |
Il :

| Evans, Stuart; | |
[ Beaghley , Sina; | - |' DNI -
Media@dni.gov' <DNI-Media@dni.gov>; | |
| Richards, Rebecca J | i
Subject: FOLLOW-UP: o

(b)(6)
Good Morning Caitlin,

Welcome your comments on the following as Q&A 1ssues| |
Our GC is already working on them:

What is the training and awareness pkbvided to gov't and contractor employees about reporting
activities they perceive to be inconsistent with law or ethics?

What are the mechanisms by which that reporting can occur? e
What is the process, accountability for addressing such reports?

Is there a record of these kinds of inquiries and responses?

Do we have any examples of reported activity which resulted in corrective measures?

Did we receive correspondence from Edward Snowden about his concerns?

If so, in what form, on what dates and with what specificity as to content?

Were his inquiries responded to? If'so, how and when?

How was our search for any correspondence from him conducted?

Was it exhaustive and authoritative?

Is it possible there is correspondence we overlooked, didn't record?

10
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NOTHING FOLLOWS

11
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From:

Sent: Thursday, May 28, 2014 10:17 AM

To: o

Ce: ; DL PAOMedia| |Bauman, Ethan;
Subject: A: FOLLOW-UP:

1]

Looping you in to this thread since you are on point for OGC working the proposed QRA.
This is germane to the phone con we just had with you.

Ethan £
Note Bob Litt's ref to outreach to your office. ) (3)
Regards, ; (k) (6) -
_ ODN|

----- Original Mes LS
From: Robert Litt ) |
Sent: Thursday, May 29, 2014 9:59 AM

To: 'Hayden, Caitlin'; De, Rajesh; |
U; ia, MLTF_core;l

| Beaghley , Sina; DNI-Media;| |
| Richards, Rebecca J
Subject: RE: FOLLOW-UP:

Cc: Evans, Stuart:; Grimes, Arlene
[ | Mines‘_MaTee M; Combs, William F.;

FYI received the attached from David Grannis, which I believe may reflect conversations he
has had with others as well

Is there any reason not to make public the one email that NSA/FBI have located between
Snowden and NSA people involving a legal question? That email is certainly not what Snowden
described in the interview... The only reason that I can see not to release the email
exchange is if people are concerned that there are other emails out there, so I suppose that
is a question of how confident are people in their ability to search old records. That

shouldn't be too difficult...

(By the way, Sen. Feinstein spoke late last week to Denis McDonough and Lisa Monaco about
this very thing, having been tipped off that it would be part of the interview. I followed
up with NSA OLA to make sure there was a response in place. I haven't seen anything yet.)

(b) (3)
----- Original Message----- DS
From: Hayden, Caitlin| ]
Sent: Thursday, May 29, 2014 8:45 AM CDNI
To: | Robert Litt;| |
Cc: Evans, Stuart; | ‘PAOMedia@nsa.gov'; 'MLTF_core@nsa.gov';
| |'vmvine3@nsa.gov'; F |
E-|Bea

ghley , Sina; DNI-

l | [
Media;! |
Subject™ - =OF? :

(b) (3)-P.L. 86-36

1 (b) (6)

Bpproved for Release by NSA on 04-27-2016. FOIA Case # 78137
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NSA-D28 USA CIV

From: | [NSA-sv4 UsA cIv

Sent: Wednesday, April 09, 2014 4:48 PM

To: NSA-SIN3 USA CIV

Cc: DL OGC_Medialeaks (ALIAS) D23; DL d_ig_tasker (ALIAS) D; DL ODOC_Medialeaks
(ALIAS) D4j| [NSA-S3M2 USA c1v;| NSA-D USA CIV;
DL SV_Medialeaks (ALIAS) SV43

Subject: RE: (U) Immediate Media Leaks Action for SV -- MLTF 1549 -- Vanity Fair: Search of
Correspondence

Classification: CONHBENTHALHNOFORN—

The information is attached. Please let us know if you have any questions. e *;.."(b}{S)-P.L. 86-36

Fw: (U)
Information Reg...

I(UH-FS'UO')' |

SID Oversight & Compliance

FISA Authorities (SV4)

Classification Advisory Officer (CAQ) R T (b)(3)-PL. 86-36
OPS 1, 3W160A, Suite 6476 et T

969-0029 (S) /1:|{U)--- -

(U/HFeer—

Fromj |NSA-S1N3 USA CIV
Sent: Wednesday, April 09, 2014 4:24 PM
To: DL SV_Medialeaks (ALIAS) SV43

Cc: DL OGC_Medialeaks (ALIAS) D23: DL d_ig_tasker (ALIAS) D; DL ODOC_Medialeaks (ALIAS) D4;

NSA-S3M2 USA CIV; INSA-D USA CIv
Subject: (U) Immediate Media Leaks Action for SV -- MLTF 1549 -- Vanity Fair: Search of Correspondence

Classification:-CONMFDENTHAENOFORN-

Immediate Media Leaks Action for SV

SV colleagues:
1

Bpproved for Release by NSA on 04-27-2016. FOIA Case # 78137
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<E€/NF) Per the MLTF tasker below, please effect a search of SV appropriate repositories to see if you have a record
or records of the Leaker sending you NSANet email, or Web-based input, or some other form of input on high-side NSA
IT systems.

<EANF See below for full details, related to a Vanity Fair article due out this week, which is expected to assert that
Edward Snowden made an attempt(s) to express his concerns about NSA's activities.

“t&NF-Findings. If found, provide a short recap of the exchange. Please coordinate directly with ODOC, with a Cc to
SSCT.

Regards,

7 (b)(3)-P.L. 86-36

(V/FeueT— L T

SID Media Leaks Team (51 Rep)

(Please send all Media Leaks related emails to the alias DL SS CT)
Ops 1, 1E024 Suite 6209

966-5884s

From:| |NSA-S3M2 USA CIv

Sent: Wednesday, April 09, 2014 4:14 PM

To: DL SV_Medialeaks (ALIAS) SV43; DL ssct (ALIAS) S1; DL NTOC_ML (ALIAS) V2

Cc: DL OGC_Medialeaks (ALIAS) D23; DL d_ig_tasker (ALIAS) D; DL ODOC_Medialeaks (AL
Subject: FW: (U) MLTF 1549 -- Vanity Fair: Search of Correspondence

Importance: High

Classification:-CONHDENTALANOFORN-
Good afternoon,
REF the MLTF tasker issued ealier today (below).

Four your SA and to ask for your assistance, we wanted to alert you to this action and ask that you coordinate with the
Agency OGC, 0IG, and ODOC as appropriate.

NTOC may want to respond directly to the MLTF POC below.

SV, please also keep SSCT apraised of anything you might pass to ODOC.

" (b)(3)-P.L. 86-36
Rgds,
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I o

OPS 2B, 2B8090
969-5009 (s)

From: NSA-S3M2 USA CIV

Sent: Wednesday, April 09, 2014 3:28 PM - '

To: DL OGC_Medialeaks (ALIAS) DF'_D.L_QD.O.C_MﬁIialéakS (ALIAS) D4; DL d_ig_tasker
Cc: DL medialeaks_core (ALIAS) D;| .- SA-D USA CIV; |
NSA-D1 USA CIV]] NSA-D USA C1v; [NSA-D USA CIV
Subject: (U) MLTF 1549 -- Vanity Fair: Search of Correspondence

Importance: High (Below text duplicated in DOCID 4294509)
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| INSA-D28 USA CIV |

From: | NSA-SV2 USA CIV..-

Sent: Wednesday, April 09, 2014 12:11 PM

To: INsa-sv usa cv

Cc: Nsa-svausacv

Subject: FW: (U} Information Regarding My Contact w/Leaker in Apnl 2013

Importance: ngh

Classification: l_J_NC'LASSIFI_ED/7‘l561"\‘'6‘l'_"F_'le1'1Bcl_—l:J'S":e-I‘wl-l_JlL

Please see below. . . here are the emails that were forwarded ta during the initial request for
anyone who had contact with the Leaker. . ..

From{ INSA-SV21 USA CIV
Sent: pril 09, 2014 12:08 PM
To NSA-SV2 USA CIV

Cc: NSA-SV21 USA CIV

Subject: (U) Information Regarding My Contact w/Leaker in April 2013
Importance: High e AinTicated In DOCID 3234071 a1 10,46 AM)




————— L] = T NP | 8636
From: lNSALSVZl USA CIV i

Sent: Monday, June 10, 2013 9:15-AM -

To: INSA-SV21 USA CIV

Ees |NSA-SV21 USA CIV

Subject: (U) FW: Comments from the D2 General Counsel Email Us Form (1 of 4

2
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Importance: High




DEETPD+—4295078



DOCID: 4295078




4nnr:n-1n
L ITIVITO

DOCTID-:




OCID: 4295078




DOCID: 4301740

T (b)3)-P.L. 86-36

From:
Sent:
To:
Cc:

Subject:

Importance:

INsA-Q311 UsA av

Thursday, May 29, 2014 12:02 PM .-

InsA-Q usA civ

DL Q_REGISTRY/|

NsA-03 UsA cIv;

| |NSA—Q3 USA

qvi

INSA-Q31 UsA CIv,|

SA-Q311 USA CIV-

INSA-Q31 USA CIV,

FW: (U) 2014_05_29 - ACTION: Snowden's Claims of Voicing Concerns

High

Classification: UNC LASS 1) e

(U/-/-FQH-G-)-I:Igave me a heads up on this tasking. Below are my suggested Q input to the questions.

Respectfully,

{b)(3)-P.L. 86-36
(b)(5)

1

Bpproved for Release by NSA on 04-27-2016. FOIA Case # 78137
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"

|cF, cissp
Q311 Counterintelligence Investigations

Assigned to Q3 -|:| o

FANX 2, Room A2A048, Suite 6832

Office: 968-3373(s

b) -

From

NSA-D23 USA CIV

{.b)(3}-P.L. 86-36
(b)(S)

U )@rP.L. 8636
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Seni: Ti i viay 29, 20i4 1i:34 AM
To: NSA-Q311 USA CIV
Cc SA-D23 USA CIV

Subject: (U) 2014_05_29 - ACTION: Snowden's Claims of Voicing Concerns
Importance: iigh [Below text duplicated in DOCID 4294890)
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From: ejsnowd@nsa.ic.gov

Sent: Friday, April 05, 2013 4:11 PM

To: DL gc_web (ALIAS) D2

Cc: Snowden Edward J NSA-FHV USA CTR

Subject: Comments from the D2 General Counsel Email Us Form

[Text below is duplicated in DOCID 4228926 )
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From: | hS‘A=D2 USA CIV..

Sent: Friday, Ap.rll' 05, 2013 4:34 PM bI(3)P.L. 86:36
To: DL SV_Training (ALIAS) SV2 '

Cc: Snowden Edward J NSA-FHV USA CTR :

Subject: (U) FW: Comments from the D2 General Counsel-Email Us Form

Classification: UNCLASSIFIED/ AOR—OFHEHAHSEONE-

OGC received the question below regarding USSID 18 training but | believe that this should have gone to your org
instead. Can you help with this? -

Office Manager to the Deputy General Counsels Office of General Counsel (D2) 963-5548, OPS2B 2B8140,
Suite: 6250

(UfAFEHET My Dropbox

From: ejsnowd@nsa.ic.eov [mailto:ejsnowd@nsa.ic.gov ]
Sent: Friday, April 05, 2013 4:11 PM

To: DL gc_web (ALIAS) D2 Below text duplicated in DOCID 4228929
Cc: Snowden Edward J NSA-FHV USA CTR
Subject: Comments from the D2 General Counsel Email Us Form
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From:
Sent:
To:
Cc:

Subject:

NSA:D‘?‘I"'USA ClvV

Monday, April 08, 2013 1:37 PM

Snowden Edward J NSA-FHV USA-CTR

INSA-SV2 USA cv]

NS

_._ﬁﬁI',:.__'_5::.-__"-'=ef="p_g}{3:.-9‘l_. 86-36

A-SV21 USA CN;' |

NSA-D21 USA CIV)|

|NSA-D2 USA CIv

USA CIV

INSA-sV21

RE: (U) Question for OGC re OVSC1800 Course Content - (U) FW: Comments from the

D2 General Counsel Email Us Form

[Below text duplicated in DOCID 4228926
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DOCID: 4301740 T ST “7(b)(3)-P.L. 86-36

From: '
Sent: Thur May 2 14 7:57 AM

To:
Cc:

Subject: P RERLY DRl and WR SIS B elow text duplicated in DOCID 4294513)
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1. (IG/ODOC) What is the training and awareness provided to gov’t and contractor employees
about reporting activities they perceive to be inconsistent with law or ethics?

2. (IG/ODOC) What are the mechanisms by which that reporting can occur?
3. (IG/ODOC) What is the process, accountability for addressing such reports?
4. (IG/ODOC) Is there arecord of these kinds of inquiries and responses?

5. (IG/ODOC) Do we have any examples of reported activity which resulted in corrective
measures?

6. (OGC)Did we receive corresponded from Edward Snowden about his concerns?
7. (0GCQ) If so, in what form, on what dates and with what specificity as to content?
8. (OGC) Were his inquiries responded to? If so, how and when?

9. (Q/TD) How was our search for any correspondence from him conducted?

10. (Q/TD) Was it exhaustive and authoritative?

11. (Q/TD) Is it possible there is correspondence we overlooked, didn't record?
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From: | INSA-Q USA cIv

Sent: Thursday, May 29, 2014 2:54 PM

To: | I_'\ISA—S3M-2 USA CIV

Ce: | NSA-D23 USA V] INsA-Q UsA cv: ]
NSA-Q USA CIV; [NSA-Q3 USA c1v;| |NSA-Q31 USA
CIV; DL ads_registry (ALIAS) Q09 '

Subject: (U) 2014_05_29 - ACTION: Snowden's Claims of Vozcmg Concems

Importance: High

Classification: UNCLASSIFIED /

Q31’s answers are below Understand that the email has been released. [ — ' (b}{3) P.L 86.36

ADS&CI Chief of Staff
968-6000(s); -

If so, in what form, on what dates and with what specificity as to content?

(U/ /88 On Friday 5 April 2013 4:11 pm Eastern time, Snowden submitted a question to the Office of the General
Counsel (OGC) via the “Email Us” form on their internal website. This form generated an email to OGC and copied
Snowden, a copy of which remained in Snowden’s email Inbox when the investigation obtained it and is marked as
having been read but not forwarded or responded to. The question concerned the precedence of Executive Orders and
Federal Statutes as well as precedence between DOD and ODNI regulations.

(U/Oe+ Less than a half hour later (at 4:35 pm) an Office Manager for OGC forwarded the email to the SID Oversight
and Compliance training group and CC’'d Snowden indicating the question might be better answered by that office. A
copy of this email was filed by Snowden in a folder within his Inbox. The email is marked has having been read, but not
been forwarded or responded to.

(U/#O6+ The next working day, Monday 8 April 2013 at 1:37 pm Eastern time, a lawyer with OGC responded to
Snowden’s questions. A copy of this email was filed in a folder within his Inbox. The email is marked has having been
read, but not forwarded or responded to.

1
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(U/fPEHes All three emails are attached.
Were his inquiries responded to? If so, how and when?

(U/Ho6+ See above for the emailed correspondence. ADS&C| has spoken with the lawyer who responded to
Snowden’s inquiry and she remembered considering calling Snowden since the inquiry was out of the ordinary.
However, she decided not to and instead in her email invites him to call her if he wanted further discussion. She does
not recall any actual telephonic contact by Snowden.

How was our search for any correspondence from him conducted?

(U//PBB8+ We have reviewed all of the email belonging to Edward Snowden which we have been able to obtain. This
has included both manual review of the email as well as searches tailored to identify any correspondence involving the
organizations of the OIG, OGC, and Oversight and Compliance.

(U/HBB8+ We have located additional email between Snowden and members of OGC and Oversight and Compliance
relating to work on troubleshooting IT issues, but these emails do not contain any questions or concerns about the legal
authorities under which NSA operates.

Was it exhaustive and authoritative?

(U/HBHe4- It has been as exhaustive and authoritative as possible given the evidence we have been able to discover
after a comprehensive investigation into Snowden’s activities at NSA. Due to the ongoing criminal investigation, we are
unable to provide details.

Is it possible there is correspondence we overlooked, didn't record?

(UAFFEYe+ It is extremely unlikely that additional correspondence exists which matches Snowden’s descriptions,
specifically email sent to members of OGC and oversight and compliance sent as “one of [his] final acts in government.”

(UHFO0+ It remains possible that unrecorded verbal communication existed between Snowden and one of the offices
he cites, but we have not located any individual who remembers any such hypothetical conversations despite a

comprehensive investigation into Snowden’s activities at NSA.

" (b)(3)-P-L. 86-36

From{ NSA-S3M2 USA CIV

Sent: Thursday, May 29, 2014 11:25 AM

To:l INSAQ USA CIV: DL d_ig_ tasker (ALIAS) D DL oooc Medialeaks (ALIAS) D4|

NSA-T USA CIV

Cc: DL OGC_Medialeaks (ALIAS) D23 NSA- 023 USA CIV; DL ssct (ALIAS) S1; DL PAOMedia (ALIAS) DN1;
DL Q_REGISTRY] |NSA- Q31 USA C1V

Subject: (U) AC_TION: Snowden's Claims of Voicing Concerns
Impartance: High [Below text is duplicated in DOCID 4249209)
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From: ejsnowd@nsa.ic.gov

Sent: Friday, April 05, 2013 4:11 PM

To: DL gc_web (ALIAS) D2

Cc: Snowden Edward J NSA-FHV USA CTR

Subject: Comments from the D2 General Counsel Email Us Form

[Text below is duplicated in DOCID 4301740)
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| |

From: I I

Sent: Thursday, May 29, 2014 7:57 AM
To:

Cc:

Subject: FW:REPLY: DNI'and WH Status Balow text duplicated in DOCID 4294513)
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