NSA Office of the Inspector General Releases Three Reports

17 February 2016

The National Security Agency (NSA) is releasing today three reports by NSA’s Inspector General
about the Agency’s compliance with a current and former statute authorizing electronic surveillance.
The reports detail steps NSA has taken to adhere to the law and highlight the importance of these legal
authorities to the Agency’s national security mission. They also reveal some procedural and other
deficiencies that have been subsequently corrected. NSA reported the incidents to Congress as
required. All three reports — more than 300 pages total — confirmed that there had been no cases of
intentional violation of laws. NSA released the reports under a Freedom of Information Act request.
They are being published on NSA.gov to help raise public awareness of the Agency’s foreign intelligence
mission and to highlight the Agency’s ongoing commitment to compliance with the law. The NSA
Inspector General’s rigorous, independent, and continuous reviews are an essential part of the Agency’s
extensive oversight.

These reports, issued over a five-year period beginning in 2010, concern NSA activities
conducted pursuant to two authorities: Section 702 of the Foreign Intelligence Surveillance Act (FISA),
which authorizes targeted surveillance of foreign persons located outside the United States in certain
cases, and Section 215 of the USA PATRIOT Act, which was replaced last year by the USA FREEDOM Act.
NSA itself initiated two of the reports, and one was requested by members of the Senate Judiciary
Committee. Below are highlights from these NSA Office of the Inspector General (OIG) reports.

NSA OIG report ST-14-0002. This report, issued on February 20, 2015, was compiled by the NSA
OIG at the request of members of the Senate Judiciary Committee. The OIG reviewed the controls
implemented by NSA in carrying out activities pursuant to two FISA authorities. The first was Section
702, which was enacted as part of the FISA Amendments Act of 2008 and authorizes the targeting of
non-U.S. persons reasonably believed to be outside the United States to acquire critical foreign
intelligence information. This collection authority is one of the Intelligence Community’s most
significant tools for the detection, identification, and disruption of terrorist threats to the United States
and its allies. The second authority examined by the OIG was Section 215 of the USA PATRIOT Act.
Pursuant to Section 215, NSA was authorized to collect in bulk certain telephone metadata. This
program operated from 2006 until its termination by statute on November 28, 2015. Section 215 was
amended by the USA FREEDOM Act, which was enacted on June 2, 2015, and became effective on
November 29, 2015. The USA FREEDOM Act made significant changes to NSA’s authority to collect
telephone metadata pursuant to the Foreign Intelligence Surveillance Act and was not the subject of the
OIG’s review, so significant portions of the report are no longer relevant to NSA's activities.

The report presents a detailed, comprehensive picture of the operation of the Section 702
program. Specifically, it describes the extensive internal and external oversight and compliance regime,



including access restrictions, training requirements, and technical controls — as well as limits on data
retention and dissemination of information. The report also notes a number of unintentional
compliance failures and describes the controls put in place to mitigate recurrence. The report further
notes that Section 702 contributes significantly to NSA’s mission.

NSA OIG report, ST-11-0009. This report focused solely on Section 702 and was issued on
March 29, 2013. It reviewed the system of management controls that NSA implemented, including
training, access, and multiple levels of review and oversight. The OIG did not identify any areas of non-
compliance. It recommended several areas in which controls over compliance with Section 702 could be
improved, including a lack of clear guidance to analysts, inadequate documentation, and insufficient
training in some instances. In each case, NSA’s Signals Intelligence Directorate agreed with the OIG’s
recommendations and implemented corrective action plans.

NSA OIG report AU-10-0023. This report, which covered only certain aspects of NSA’s
implementation of Section 702, was issued on November 24, 2010. Specifically, the report reviewed the
process by which NSA transitioned from collection pursuant to Section 702 to other authorities under
FISA. The OIG identified the lack of a standardized process, which created the potential for gaps in
lawful surveillance coverage. The Agency has since implemented an improved transition process.
Moreover, Section 701 of the USA FREEDOM Act subsequently clarified surveillance procedures in that
regard.

The National Security Agency is tasked with a complex foreign intelligence mission and is
dedicated in its respect for U.S. laws and policies. There is a robust internal and external oversight
structure in which all three branches of government play a key role, as well as a rigorous internal
compliance program. The three NSA OIG reports published herélare intended to help raise public
awareness of the Agency’s mission and to highlight ongoing commitment to compliance with the law.
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(U) NSA OFFICE OF THE INSPECTOR GENERAL

(U) The NSA Office of the Inspector General (OIG) conducts audits, investigations, inspections, and special
studies. Its mission is to ensure the integrity, efficiency, and effectiveness of NSA operations, provide
intelligence oversight, protect against fraud, waste, and mismanagement of resources, and ensure that NSA
activities are conducted in compliance with the law. The OIG also serves as an ombudsman, assisting Agency
employees, civilian and military, with complaints and questions.

(U) Intelligence Oversight

(U) The OIG Office of Intelligence Oversight reviews NSA’s most sensitive and high-risk programs for
compliance with the law.

(U) Audits

(U) The OIG Office of Audits within the OIG provides independent assessments of programs and organizations.
Performance audits evaluate the effectiveness and efficiency of entities and programs and assess whether NSA
operations comply with federal policies. Information Technology audits determine whether IT solutions meet

customer requirements, while conforming to information assurance standards. All audits are conducted in
accordance with standards established by the Comptroller General of the United States.

(U) Investigations and Special Inquiries

(U) The OIG Office of Investigations administers a system for receiving and acting on requests for assistance
and complaints about fraud, waste, and mismanagement. Investigations and special inquiries may be
undertaken as a result of such requests and complaints (including anonymous tips), at the request of

management, as the result of questions that surface during inspections and audits, or at the initiative of the
Inspector General.

(U) Field Inspections

(U) The Office of Field Inspections conducts site reviews as part of the OIG’s annual plan or by management
request. Inspections yield accurate, up-to-date information on the effectiveness and efficiency of field
operations and support programs, along with an assessment of compliance with federal policy. The Office
partners with Inspectors General of Service Cryptologic Components and other Intelligence Community
Agencies to conduct joint inspections of consolidated cryprologic facilities.
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OFFICE OF THE INSPECTOR GENERAL
NATIONAL SECURITY AGENCY
CENTRAL SECURITY SERVICE

24 November 2010
1G-11226-10

TO: DISTRIBUTION

SUBJECT: (U) Audit of the FISA Amendments Act (FAA) §702 Detasking
Requirements (AU-10-0023) — ACTION MEMORANDUM

X, (U) This report summarizes the results of our audit of the FISA
Amendments Act (FAA) §702 Detasking Requirements (AU-10-0023) and
incorporates management’s response to the draft report.

2. (U/ /#0Y6) As required by NSA/CSS Policy 1-60, NSA/CSS
Office of the Inspector General, actions on OIG audit recommendations are
subject to monitoring and follow-up until completion. Therefore, we ask
that you provide a written status report concerning each planned corrective
action categorized as “OPEN.” If you propose that a recommendation be
considered closed, please provide sufficient information to show that
actions have been taken to correct the deficiency. If a planned action will
not be completed by the original target completion date, please state the
reason for the delay and provide a revised target completion date. Status
reports should be sent to Assistant Inspector General
for Follow-up, at OPS 2B, Suite 6247, within 15 calendar days after each
target completion date.

3. (U/ /O80T We appreciate the courtesy and cooperation
extended to the auditors throughout the review. For additional
information, please contact on 963-0957 or via e-mail at

(b) (3)-P.L. 86-36

Cedard
George’ Ellard
Inspector General

Y EW A oS
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(b) (1)
(U) EXECUTIVE SUMMARY ®) (3)-P.L. 86-36
(U) OVERVIEW (b) (3)-50 USC 3024 (i)

=877 ST/ /RECTO USE, TVEY] Section 702 of the Foreign Intelligence Surveillance Act
(FISA) Amendments Act of 2008 (FAA), has strengthened Signals Intelligence

(SIGINT) collection, particularly against terrorist targets. From September 2008 to
March 2010, the number of SIGINT reports that incorporated FAA §702 sourced
collection| |

—TS77/St/7NF Under the law, collection under FAA §702 must cease in certain
circumstances, potentially resulting in a gap in coverage. To regain coverage, NSA
must transition to another authority for continued collection, such as a FBI FISA
Order. The Agency does not have a consistent process to ensure a seamless
transition from FAA §702 authority to FBI FISA Orders.

(U) HIGHLIGHTS

(U) Gaps in coverage exist
. SATTYEY Analysis of detasking for FAA §702 compliance

(b)(3)-P.L. 86-36

(U) Significance of| |
RS/ SHHF) | i
5t =1 36

(b) (3)-50 UsC 24 (i)

S-S REETFO-HSATFYEY) Need for standardized processl |
— PSS NE) The Agency lacks a standardized process |

(U/ /FOH6) Management Response
(U/ /864 The recommendation is being addressed by management,

(b) (1)
(b) (3)-P.L. 86-36
—FOP-SFERETF/CONMINT/NOFORN" (b) (3)-50 UsSC 3024 (i)

iii
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I. (U) INTRODUCTION

(U) Background

(b) (1) —FSLLSLL/NFE] Section 702 of the Foreign Intelligence Surveillance Act
(b) (3)-P.L. 86-36 (FISA) Amendments Act of 2008 (FAA), enhances surveillance against
(b) (3)-50 Usc 3024(i) foreign nationals outside the United States. | |

! 18702 effectively broadened

access to critical targets of interest, particularly terrorists. From
September 2008, when FAA was implemented, to March 2010, the
number of Signals Intelligence (SIGINT) reports that incorporated
§702 sourced collection | |

(b) (1)
(b) (3)-P.L. B6-36

~FS5H5t7#F Collection under FAA §702 must cease under certain
circumstances. Detasking is required when a target is determined to
be entering or to have entered the United States| |
Collection also must cease when a target is found to be a U.S. person
(USP)|

| To regain coverage of such a target, collection

must transition to another authority, for example, a Federal Bureau

(b) (3)-P.L. 86-36 of Investigation (FBI) FISA Order. The transition from FAA §702 to

(b) (3) -50 USC 3024 (i) another authority may not be seamless, thereby creating a gap in
coverage and potentially causing a risk to U.S. security. This audit
assessed the circumstances and extent of the FAA §702 coverage gap
by examining tasking and detasking records, FBI FISA data, traffic
collected and purged, and SIGINT reporting.

(U) FAA §702

—tFS7-5H - FAA §702 allows NSA to use the assistance of U.S.
telecommunications and Internet service providers to target non-
USPs outside the United States, After the Attorney General and the
Director of National Intelligence file a joint certification that certain
statutory requirements have been met and the certification is
approved by the FISA Court (FISC), NSA may conduct foreign
intelligence surveillance of the content of communications. The
certification includes an affirmation that the surveillance targets only
non-USPs reasonably believed to be outside the United States. The
certification is submitted to the FISC and typically is approved for
one year. Acquisition under a certification must adhere to targeting
and minimization procedures approved by the Court. As of August

—TOP SECRETHCOMINTANOFORN—
1
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2010, NSA was authorized to conduct FAA §702 collection under

I:Icertiﬁcations.

(b) (1)
(b) (3)-P.L. B86-36
(b) (3)-50 USC 3024 (i)

(U/ /#6861 Other, FISA authorities provide alternative means to
obtain collection against foreign intelligence targets when NSA must
stop collection (detask) pursuant to FAA §702.

«(U) FAA §704
(U/ FFOB0Y Other Acquisitions Targeting USPs Outside the
United States. A FISC Order is required, but surveillance
techniques are not reviewed by the court.

= (U) FAA §705b
(U/ B Joint Applications and Concurrent Applications .
When a FISA Order that authorizes surveillance of a target
inside the United States is in place, the Attorney General can
authorize targeting while the USP is reasonably believed to be
outside the United States.

«(U) FBIFISA Order

5+ SHREEFOFYEY The FBI is authorized under a FISC
______ Order to perform searches and electronic surveillance a%ainst

(b) (1) agents of a foreign power. Under FISC docket number
(B) (3)-P.L, B6-36 (known as the Raw Take Sharing Order) dated July 2002, NSA

(b) (3) -50 USC 3024 (1) is able to receive most FBI FISA collection.

(U) Increased use of FAA §702 Authority

—SSHREEFOUSAFYEY According to analysts in the Signals
Intelligence Directorate (SID), collection under FAA §702 authority is
productive and grew in the 19 months between September 2008 and
March 2010. Increased tasking under FAA §702 authority has
resulted in increased SIGINT reporting. The Agency has also
experienced an increase in compliance-related detaskings of
selectors.
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= (U) Tasking
S HRE—FO-HSA—FVEY- Tasking by selector] |
=2 ]

increased
::; :;:_P e - (U) Detasking
(b) (3) =50 USC 3024 (i) 37754 —H - Compliance-related detasking
=09 significantly increased| |

= (U) SIGINT reporting
Reporting based on collection
under FAA §702 authonty increased | |

I I
S R S Py

B raaara e e 2 o
(U) NSA oversight of FAA §702 collection
—5H5HREEFO-HSAYEH In addition to the analysts’ obligation to

review the status of their selectors, the SID Oversight and
Compliance Office (SV) is responsible for monitoring compliance with
FAA §702 and tracking detasking. SV monitors selectors through
special tools to ensure comphance| ; |(b) (3)-P.L. B6-36

When a compliance problem exists, SV contacts the
Targeting Office of Primary Interest (TOPI) and requests that its
personnel research the selector before detasking. SV is also
responsible for maintaining a Protect America Act (PAA)/FAA
Incident database to record and track incidents and provide that
information for external oversight by the Department of Justice (DoJ)
and the Office of the Director of National Intelligence.
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Il. (U) FINDING AND RECOMMENDATION

(U) FINDING: Gaps inl Coverage Exist RN -RR. BRTIR

—FSH#SHNF Although FAA §702 has provided important SIGINT
collection, the Agency has experienced coverage gaps when
transitioning from FAA §702 to another authority.

~ The Agency does not have a consistent process to ensure a
seamless transition from FAA §702 authority to FBI FISA Orders.

(b) (1)
(b) (3)-P.L. 86-36
(U) FAA §702 Implementation (B () ~5% UEG J02{1)

(U) FAA §702 procedures

PS54 FAA §702 requires that NSA adopt procedures to
ensure that its collection targets are non-USPs reasonably believed to
be outside the United States and to ensure that the Agency does not
intentionally acquire communications known to be purely domestic.
NSA must also establish minimization procedures that reasonably
balance its foreign intelligence needs against the privacy interests of
USPs with respect to the collection, retention, and dissemination of
information.

(U) FAA §702 detaskings for compliance

(U/ F6H6) In certain circumstances, NSA must detask selectors to
maintain compliance with FAA §702 and approved targeting and
minimization procedures. There are three broad reasons for
detasking.

«(U) Roamers

—8/ S REFFO-B5A— A The foreign target is initially

believed to be oversea.s, but it is subsequently determined
that the target has entered the United States| |

(b) (1)
(b) (3)-P.L. 86-36

» (U//FEHe+~ USP status determined after tasking
S SHARE-FO-U5ATFYEY The target is overseas and
believed to be foreign, but NSA subsequently determines that
the target is a USP overseas.
(b) (1)
(b) (3)-P.L. B6-36
(b) (3) -50. USC 3024 (i)

STt REE oS AR | I

—FOP-SECREFHCOMINTHNOFORN—
5
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(b) (1)

(b) (3)-P.L. 86-36

(B) (1)
(b) (3)-P.L. B86-36

Al-10-0023 —TOPR SECREFACOMNANCGFORN—
- |
—+57 - The target is foreign and
overseas.|

NSA must detask the account from FAA §702 collection.

—FS//SIA/NEL Once NSA determines that a target is a USP, is
roaming in the United States, or |
NSA must detask associated selectors from collection under
FAA §702 authority and purge related SIGINT holdings from all
databases. To avoid a break in coverage, other authorities must
be sought if the target remains of interest and is an agent of a
foreign power (e.g., §704, §705b, and/or FBI FISA).

(C) Compliance detaskings few in context, but potential risk is great

ST/ SHREETFE-U54

—FYEYr The number of (U/FEH0; FAA 701 detasked
selectors that are Selectors compared to all FAA
Savealind Das tasking and total SIGINT Selectors
compliance reasons (b) (1)
from collection under (b) (3}

FAA §702 authority is
small compared with
all SIGINT selector

tasking as of March
2010|

however, loss of FAA
§702 collection on
potentially high-
interest selectors,
particularly those
related to poses a
risk when transition to
alternative coverage is

not seamless.

tP.L. B6-36

(U) Defining the FAA §702 gap in coverage

—F5/-5H-- The gap in coverage is the collection lost in the time
between destasking selectors from FAA §702 collection authority and
initiation of collection under anether authority (e.g., §704, §705b, or
FBI FISA). For non-FAA §702 coverage, a higher legal standard,
individualized probable cause, is required to secure a FISA order. In
some cases, the Government may not be able to assemble facts
sufficient to satisfy the probable cause standard.
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(b) (3)-P.L. 86-36

(U) Audit universe of FAA §702 detaskings

—{ESF#SH MY To determine the extent of the coverage gaps, we
identified every Digital Network Intelligence (DNI) and Dialed
Number Recognition (DNR) selector that was detasked to comply
with FAA §702 after enactment of the FAA in July 2008. By

examining

|tasking records and SV’s

PAA/FAA Incidents database, we identified
‘These selectors were drawn from

®) (1)

relevant detasked

(b) (3)~-P.L. 86-36
(b) (3)-50 USC 3024 (i)

DNI and DNR selectors

FAA §702 certifications

(U/IFFe5©) Contribution of collection under FAA §702 authority to
reporting

From September 2008 to March
2010, FAA §702 collectlon contributed to an increasing percentage

M e “of| " |reporting. Overall; the increase was from Dpercent to
(b) (3)-P.L. B6-36 percent.
877 ST REEFSHSATTFYEY)

Percentage of] Reports with Contributions from FAA

(September 2008 - March 2010)

ﬁp S% Qﬂp S 59 63 éﬁ &5 ;9 63‘é9 65 (ﬂ ﬁﬂ C9 65 ?9 SP G&
CJQ;Q O(}' %0 0‘6 \;bc‘ QQ\;O @'b‘ V‘Q é\’b\\ \)Q \0 v"'% Q’Q él Qo ng‘ \;bo ‘(Q‘p \x\b
—FOP-SECREBHCOMINEANOFPORN—
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{bi (3) -P.L. B6-36

(3)-P.L. 86-36
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(b)(3)-P.L. 86-36

(U/FFoYEY Audit sample focuses o DNI selectors

=S SHREEFO-HS3ATFYEYT From the universe ometasked
DNI and DNR selectors, We_id_enti'fied|___|DNI selectors for

.. detailed selector-by-selector gap analysis (see Appendix B for

scope and methodology). DNI selectors represented the large
majority of FAA §702 detaskings in the sample (93 percent). In
addition, electors accounted for| [percent of tasked FAA

§702 DNI DNI FAA §702 Selectors by Certification

selectors as
indicated in the (as of March 2010)

adjacent diagram,
The large quantity
of taskings and
detaskings
coupled with the
significant role of
FAA §702 on
reporting, as well
as the high risk
that a gap in
coverage poses,
prompted_our
focus on DNI
detaskings.

(b) (1) Jg
(b) (3)-P.L. |—36
(b) (3) =50 Usci3024(i)

(U) Effective
Collection Priority

—SHSHAREEFO-
USATFYEY To understand better the priority of tasking and
forwarding of collection for these selectors, we obtained the

- Effective Collection Priority (ECP) of the Dselectors under review.

- ECP-is derived from two values: national SIGINT priority and
collection precedence| : |

| | ECP values range from
one through nine, with one being the highest priority. For the
selectors that we identified, the average ECP was 2.52, indicating
that these selectors are of high priority.

(U) Effect of Gaps on SIGINT Collection and Reporting

-P.L. B6-36

—FSAASLLNEL To determine the effects of FAA §702 detasking on
I:l_SIGINT_ collection and reporting, we .analyzed the I:]selectors
during a 13-month period (February 2009 to March 2010),
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(b) (1)

b) (3)-P.L. 86-36
Ll S L (W) Collection Coverage Gap Analysis

(b) (1)

(b) (3)-P.L. 86-36 " 1
(U//FBY0) Time delay poses risk on productive selectors

—ESH S |




DOCID: 4273445

AU-10-0023 —TOP SECRET//CONHNT/NOTORN-

(b) (1) '
(b) (3)-P.L. 86-36

(b) (1)
(b) (3)-P.L. B86-36
(b) (3)-50 USC 3024 (1)

(b) (1)
(b) (3)-P.L. 86-36
(b) (3)-50 USC 3024(1i)

(U) Minimal delay on some high-interest selectors

S SHE|

(U) Projected lost FAA §702 collection

— S/ SHAREE-FO U A FYETT|
|could
result in risk to the nation ifrom these high-interest |_|targets.
(b)) (1)
(U) Majority of_|selectors dropped from collection (b) (3)-P.L. 86-36
—ES SN |
—TFOP-SECREL/CONMINT/ANOFORN-
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(U) Selectors not Retasked

— SN
; No. of Percentage
Reason Selector Was not Retasked D ki f Total
(b) (1)
(b) (3)-P.L. B6-386
Tofal | |  100.00%
RS

(U) Lack of Systematic Process | |

| (b)(3)-P.L. 86-36

()]
~+FSHHSHHI | | Production Center has faced
challenges in achieving seamless coverage of targets while
(b)(1) maintaining compliance with FAA §702 requirements, | |
(b)(3)-P.L. 86-36
(b)(1) UlFedey
(b)(3)-P.L. 86-36 '%'EFS#SH'}LL"H'I I I

(b)(3)-50 USC 3024(i)

(U) Need for consistent process

—{RSHHEHHNT |

? (U/+eBes |

11

(b)(3)-P.L. 8

(b)(3)-P.L. 8
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(b)(1)
(£)(3)-50 USC 30244 (U____rasking Time Gap (b)(3)-P.L. 8
—{FE 5T
Gap s er::c;t(:)t's Percentage
(b)(1)
(b)(3)-P.L. 8
Total | 100%

(b)(3)-P.L. 86-36

(UIFese) |

~(RST7SHNFT

(b)(1)
(b)(3)-P.L. 86-36

—{FS 75|

1. 4FSA/ASH--N After the Agency detasks an FAA §702 selector,

(b)(3)-18 USC 798

(b)(3)-50 USC 3024(i)

2. —¥8/5HHH TOPIs can directly n

otify | |

(b)(1)

3. FSSH-HHS After normal duty hours, NSA's (b)(3)-P.L. 86-36

4, 4FS4+S-HHS Agency analysts can send

RS/ S |

— S5~ [n addition, in September 2009, at the request of

the NSA Director, an Eme
Operations was developed

rgency Authorization Concept of- (b)(1)

and the Office of (b)(3)-P.L. 86-36

General Counsel (OGC) to outline a detailed process for

maintaining coverage|

23 d S g

}(1)

12

(b)(3)-P.L. 86-36
(b)(3)-50 USC 3024(i)
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(U/A~oe) Lack of understanding of the handoff process

~RSHSHNR

(b)(1)
(b)(3)-P.L. 86-36
(b)(3)-50 USC 3024(i)

(U//FOUO)

Case studies

S SN |

(b)(1)
(b)(3)-P.L. 86-36
(b)(3)-50 USC 3024(i)

1 4FSHHSHAREEFO--5ATFYEY Informal, but nearly seamless:
]

S SR o Foh ]

(b)(1)

(b)(3)-P.L. 86-36
(b)(3)-18 USC 79
(b)(3)-50 USC 30

—{PSA SR} |

(b)(1)
(b)(3)-P.L. 86-36
(b)(3)-50 USC 3024(i)

I—_w&llectors Associated with|

(P77 SN

Selectors

(b)(1)

(b)(3)-P.L. 86-36

13

(b)(1)

(b)(3)-P.L. 8

(b)(1)
(b)(3)-P.L. 8
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—FSH5H-- NSA, the Central Intelligence Agency, and the FBI

(b)(1)
(b)(3)-P.L. 86-36

Iw«,—ﬁ‘&ﬂ Learning experience: |:|

—FS7SHNE |

(b)(1)
(b)(3)-P.L. 86-36
(b)(3)-50 USC 3024(i)

—(%NFTSeIectors Associated with |

5/ .S A

(b)(1)
(b)(3)-P.L. 86-36

~{FS/ SN
S/ S REE-FO- 54 YEY These selectors had been placed

under FAA §702 coverage |

because they were used by several persons assoclated with

(b)(1)

(b)(3)-P.L. 86-36 s
(b)(3)-50 USC 3024(i)  —FSHSHR [ ]analysts initially

did not know who to contact

about obtaining alternative coverage and were not clear about

what could be obtained from FAA 8§70

taskingl

5b tasking and how this
Ultimately, the analysts

J‘f‘S“"S']""R‘EHG‘b‘Sﬂ—F\'E"Q-)'I. - - - - - - —

14

(b)(1)
(b)(3)-P.L. 8

(b)(1)
(b)(3)-P.L. 8

(b)(3)-P.L. 8
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were provided guidance internally | |
(b)(1)
(b)(3)-P.L. 86-36
(b)(3)-50 USC 3024(i)
~FSSHNTY |

occur because not all analysts in the office are familiar with these
new procedures.

3. 1P SH/REEFOHSAFYEY Limited feedback and a long
delay: |  —

—SHSHA| I

(b)(1)
(b)(3)-P.L. 86-36
(b)(3)-50 USC 3024(i)

ﬁelector Associated with|

-l

—TTST 7St
[TS778HA2d0_Shortly after tasking on the selector had been
initiated _

(b)(1)
(b)(3)-K

LSHSHREFOHS ATV RSV useslIIlu monitor tasked selectors to ensure foreignness and

compliance with (he law.

—FOP-SECRET/COMINT /NOTFORN—
(b)(3)-P.L. 86-36 15

(b)(1)
(b)(3)-P.L. 8

.L. 86-36

(b)(3)-40 USC 3024(i)
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(b)(1)
(b)(3)-P.L. 86-36
(b)(3)-50 USC 3024(i)

= () I
(D)(3)-P.L. 86-36  —(PSFFSHE|
agreed that a standardized process would improve the timeliness
| | They also concluded that the
process should be strengthened and suggested other
improvements to the current system.

III_\ el 11— : =]

“+FS//SI//NF) Establish a standardized process for
ras when it is determined that
(b)(1) coverage should continue after selectors are detasked

(b)(3)-P.L. 86-36 -
(b)(3)-50 USC 3024(i) from FAA §702 collection.

(ACTION: SID with OGC)

(U) Management Response

CONCUR. (U//#oue}[ Jand OGC concur with OIG’s (b)(3)-P.L. 86-36
recommendation. Corrective action 1s under wav and will be

completed as soon as possible,

—FOR SECRELHACOMINIANOFORN—
16
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Successful completion within this timeframe is contingent upon
direct involvement from SV and S1 as they are owners of mission
components that are directly tied to the transition process (see
Appendix C for full text of management comments).

(U) OIG Comment

(U) Planned actions meet the intent of the recommendation.

’ (b)(3)-P.L. 86-36
(U) Loss of Collection | |

TS/ SH/REETOUSAFYEY We also grouped the selectors

reviewed by the reason for detasking.

e Circumstances of Detasking

(b)(1)
(b)(3)-P.L. 86-36
(b)(3)-50 USC 3024(i)

—{ S SN
P
(U) Significance of] ~ (b)(3)-P.L. 86-36
1TSFSHNH|
—FOP-SEFEREH/CONMTINT/NOTORN—

17
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(U/fFBH67- Strict guidance on detasking (b)(3)-P.L. 86-36
TS7STFREETFOGSAFYEY Strict guidance from DoJ and OGC

—{FS/SHEY| |

(b)(1)
(b)(3)-P.L. 86-36
(b)(3)-50 USC 3024(i)

(U) Action taken
— PSS | | the DIRNSA, along with the  (b)(3)-P.L. 86-36

Attorney General and the acting Director of National Intelligence,

filed with the FISC FAA 8702 certification renewal documents

related to targeting and minimization procedures for the

— SR | | NSA learned that the FISC was

concerned with the proposed changes to the minimization
procedures. DoJ and NSA are exploring alternatives to address
the matter while continuing to operate under the existing
procedures.

18
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(U) ACRONYMS AND ORGANIZATIONS

()] |

CIA (U) Central Intelligence Agency

U/ /fetre) -

() _

DIRNSA (U) Director, NSA R g

DNI (U/ 567 Digital Network Intelligence (b)(3)-P.L. 86-36

DNR (U) Dialed Number Recognition

DaoJ (U) Department of Justice

ECP (U) Effective Collection Priority

FAA (U) Foreign Intelligence Surveillance Act of 1978 (FISA)
Amendments Act of 2008

FBI (U) Federal Bureau of Investigation

FISA (U) Foreign Intelligence Surveillance Act of 1978

FISC .(U)IForeign Intelligence Surveillance Court |
(U)

0GC (U) Office of General Counsel

PAA (U) Protect America Act

SID (U) Signals Intelligence Directorate

SIGINT (U) Signals Intelligence

SV (U/ HoH07 Signals Intelligence Directorate, Oversight and
Compliance

SvV4 (U/ AEH6T Signals Intelligence Directorate, Oversight and
Compliance, FISA Authorities

TOPI (U/ /FOHOT Targeting Office of Primary Interest

USP (U) United States Person

19
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(U) APPENDIX A

(U) About the Audit
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(U) ABOUT THE AUDIT

(U) Objectives

(U) The audit objective was to document the circumstances and the
extent of dropped Signals Intelligence (SIGINT) collection as a result
of Foreign Intelligence Surveillance Act of 1978 (FISA) Amendments

Act of 2008 (FAA) §702 restrictions.

(U) Scope and Methodology

(b)(3)-P.L. 86-36

(b)(3)-50 USC 3024(i)

(U) Conducted from February to August 2010, the audit examined
the gaps in coverage when a selector is required to be detasked for
compliance with FAA §702 and the measured effect of the lost
coverage,

(U/ /FOH6+ We reviewed current policies and laws pertaining to FAA
§702. We obtained access to the Protect America Act (PAA)/FAA
Incident database and reviewed reported incidents from 10 July
2008 (when the FAA became law) through 4 March 2010 and
documented actual instances when SIGINT collection was stopped
to comply with §702. See Appendix C - Data Analysis for our data
sources.

-c-We interviewed representatives from the following organizations:

Signals Intelligence Directorate (SID) Oversight and Compliance

(sv),{ | Office of General
Counsel (06€), | | and
addition, we met with| land documented the

collection transfer from NSA to FBIL

(U) SID Oversight and Compliance

(U/ AAOHOT To gain an understanding of the Agency’s process for
documenting and reporting incidents and violations, we met with the
SV staff. We obtained for our analysis information from SV’s
PAA/FAA Incidents database on selectors that were detasked
because of FAA §702 restrictions.

(U) Office of General Counsel

(U/ /#0671 We met with the OGC FAA liaison to gain the overall legal
perspective of the implementation of FAA §702. We also met with the
Acting General Counsel to discuss the nature of collection
restrictions that are inherent in NSA's legal authorities. In addition,
we discussed whether the current law is sufficient for NSA to achieve
its mission goals.

—FOPSHERIBACOMNFAAOORN—
3
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{b)(3)-P.L. 86-36

(b)(1)
(b)(3)-P.L. 86-36
(b)(3)-50 USC 3024(i)

AU-10-0023 —TFOP-SECRET//CONMINT/NOTORN—

(L) |

(U/ o561 We met with technical leadership in the

| |to gain an understanding
of the legal, policy, and compliance constraints in the

|analytic environment, specifically related to

FAA §702. Case studies regarding selectors that were detasked
because of FAA §702 restrictions were conducted. | |

[when a selector was detasked was discussed with

nalysts. We obtained the analysts’ opinions about the effect of
collection on their work, including specific benefits and obstacles of
the FAA §702 authority.

(U) FAA implementation leads

(U/ /[FeQ} We met with the Analysis & Production FAA leads who
are charged with overseeing working groups, which are addressing
problems with carrying out work under the FAA. They outline etforts
on analytic training and coordinate with the Department of Justice,
0OGC, and SV.

{SUSHIREL TO-USA—FvEY| |
—ESASHANF)

(U) Tasking tool and data repository personnel

(U/ /[FOH61 We met with personnel in| . |

to discuss thel. |and
ftasking databases. We obtained extractions from these

databases to assist in our review. In addition, we met with the S2

metrics team,l

personnel, and a representative from SIGINT Strategy and

Governance to gather additional data concerning tasking gaps,

collection prioritization, and qualitative measures related to the FAA

§702 selectors of interest.

(U) Training

(U/ /#6067 We took the Legal Compliance and Minimization
Procedures (USSID 18) training to obtain access to certain
databases. In addition, we attended raining.

(U) Government auditing standards

(U) We conducted this performance audit in accordance with
generally accepted government auditing standards. Those
standards require that we plan and perform the audit to obtain
sufficient, appropriate evidence to provide a reasonable basis for our
findings and conclusions according our audit objectives. We believe

S (b)(3)-P.L. 86-36
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that the evidence obtained provides a reasonable basis for our
findings and conclusions according to our audit objectives.

(U) Prior Coverage

(U) The Office of the Inspector General has not performed any
previous audits or inspections on FAA §702.

(U) Use of Computer-Processed Data

U) To perform this audit, we used data that originated from the
the SV4 PAA/FAA Incid‘e‘nts',| I"and (b)(3)-P.L. 86-36
databases. We used the data to conduct a gap analysis on selectors
that were detasked for FAA §702 compliance reasons. We did not
determine the validity of these databases; however, we validated the
data across multiple sources to ensure an accurate depiction of the
data as used for our analysis.

(U) Management Control Program

(U/ [FOP6+ As part of the audit, we assessed the organization’s
control environment pertaining to the audit objectives, as set forth
in NSA/CSS Policy 7-3, Internal Control Program, 14 April 2006. We
found that SV4’s 2010 statement of assurance reported that a lack
of upgrades of Information Technology systems and software
application and lack of training and staffing could impede the SV4
mission.
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(U) APPENDIX B

(U) Data Analysis
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(U) DATA ANALYSIS

(U) Identification of Detasked Selectors

B \ U ) We used the SV PPAA/FAA incidents database and the
(b)(3)-P.L. 86-36 as sources of selectors that were detasked to maintain
compliance with FAA §702.

(U//IFOUO) SV4 PAAIFAA Incidents database
(U/ /FOTO) We examined the SV4 PAA/FAA Incidents database,
which contains a record of reportable incidents under the PAA/FAA.
A reportable incident under PAA/FAA is one of the following:

(U/ e 0 The conduct of any SIGINT activity (collection,
processing, retention or dissemination) using PAA collectors ina
way that contravenes the terms of the PAA or the terms of the
specific certification under which you are operating. ¢ This includes
any activity that runs counter to the Director’s affidavit or the
associated exhibits that describe the process for determining
foreignness, the minmimization procedures, or the targets authorized
for collection under the certification.

(U/ /#65%) The conduct of any SIGINT activity using PAA
collectors without having a certification in place to cover the (b)(1)
target being collected. (b)(3)-P.L. 86-36

=3 SHREEFO-H5AEH We reviewed the records in the SV
PAA/FAA Incidents database from 10 July 2008 (the inception o

FAA) to 4 March 2010 and determined that there were a total of
incidents.

=

(U/ OS] The records in the database are categorized by incident
type. This allowed us to determine those that met the criteria for
our review of detaskings related to compliance. The relevant
incident types for further review are:

By = _ . -{-S-f-,‘-S-I-;‘ﬁ%EHB—B-SH’b‘E’!‘)' Roamers into the US

(b)(3)-P.L. 86-36 . HHREEFO-HS7 |

(b)(3)-50 USC 3024(i) o SRR S A
* ASHSHARE-FO-ES5AFYEYY Targets identified as a USP after

tasking under §702

(U/ #*OH8) Incident types such as “analyst error” and “tasking
error” did not relate to detasking to maintain compliance with §702;
therefore, we eliminated these types of records from our review.

% (U) PAA was the predecessor lo FAA.

—TOP SECRET//COMINT/ANOIFORN-
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(UIFeHe)| = =

—3 B REEFO O SATFYENT Jis the targeting tool used to
submit and manage Digital Network Intelligence (DNI) targeting
requests. To ensure that we obtained records of all detaskings
related to §702 compliance, we requested fmmIZItasking records
a record of detaskings for any of the three following reasons’:

1. Userisa USP
2. User is entering the United States
3. User is in the United States

—=de4 The main purpose for requesting
detasking records from was to search for selectors that were
detasked citing a reason “user is entering the United States” and
that were not captured as incidents in the SV PAA/FAA Incidents
database because they were detasked before the user actually
roamed into the United States.

(b)(3)-P.L. 86-36

(U) Audit universe

(U/ /F#O6H6) We compared the results of the query with the selectors
identified in the review of the PAA/FAA Incidents database and
identified additional selectors that were detasked for compliance
purposes.

~ S-S REETO U 5ATFYEY} From our review of the SV PAA/FAA
(b)(1) _ Incidents and[___ Jdetasking records, we identified a total universe

(b)(3)-P.L. 86-36 0 unique selectors that were detasked for compliance reasons.
The detaskings covered the I‘AA 8702 certifications:
|

| We were able to identify both detasked DNI and

e Dialed Number Recognition (DNR) selectors from the FAA
(b)(1) Incidents database and detasked DNI selectors from
(b)(3)-P.L. 86-36 detasking records. The breakout of the selectors are detailed in the

(b)(3)-50 USC 3024(i) following table:

2009; therefore, our search within
March 2010.

¢ (Uf?‘f‘f}b‘e-'jIZIdid not l't:rrmailt mf] nde a “detask reason” field until anupgrade was performed in February,

detasking records was performed for the date range February 2009 to

" (b)(3)-P.L. 86-36

(b)(3)-P.L. 86-36

~ (b)(3)-P.L. 86-36
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(T/ He=er
(U/IFOY) Detasked Selectors by Source and Type
vl
§702 Time No. of
Source Type Selector Description Detasked
Frame
Type Selectors
SV4 PAAIFAA Incidents Compliance-related Jtz'ﬂg?ff
database detaskings since July 2008 2010
SV4 PAA/FAA Incidents Compliance-related ‘ig'{ﬂg?{g}:
database detaskings since July 2008 2010
SV4 PAA/FAA Incidents Compliance-related ‘izliﬂgsf:
database detaskings since July 2008 2010
SV4 PAA/FAA Incidents Compliance-related Jt:“r{ﬂg?ft?
database detaskings since July 2008 2010
Compliance-related February
I:Idetasking record detaskings since February 2009 to
2009 : March 2010
Compliance-related February
I:Idetasking record detaskings since February 2009 to
2009 March 2010
Total |
(b)(3)-P.L. 86-36 (b)(1)

(b)(3)-P.L. 86-36
(U) Audit Sample for Gap Analysis

- The focus of our gap analysis was on
FAA selectors that were detasked for collection for compliance
reasons under the certification from February 2009 to March
2010. We concentrated on the selectors from theEIcertiﬁcation
because of the signifance of the FAA §702 collection, including the
number of FAA §702 taskings, and the key role it plays in[f
SIGINT production. We also based our decisions regarding the time
frame for review and the focus on |selectors on of the availability
(1371 b E——— ez OF, records necessary to conduct the analysis, and the majority of the
(b)(3)-P.L. 86-36 702 detaskings werel """ _ | There were I:Idetasked
selectors. We were unable to conduct an anlysis of| _|selectors
because of 4 lack of traffic or tasking information or both.

—SHSHREEFOHSATYEY Our analysis covered both time gaps

(gaps in coverage in days) and collection coverage gaps (projected
missed collection as a result of the loss of coverage) for the

selectors.
(b){(1)
— S REE O TS AT YR (RSPl 86-36
§702 Selectors Reviewed
Database Type Selector (February 2009 to
Type 2 March 2010)
SV4 PAA/FAA Incidents database
| |detasking records
(b)(3)-P.L. 86-36 Total |
1S3/ REETTOUSA TVEYT
—TOP-SECRET/CONMINT/NOTFORN—
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(U/FOUS) Records reviewed
(U/ /[FOY6+ To measure the extent of the gaps associated with
detasked §702 selectors, we evaluated multiple sources_of

imformation. This information was requested from SV,

|and the S2 We.also reviewed the
" (b)(3)-P.L. 86-36

following databases: [

» (U/FBHESYr §702 tasking history
(U/ o80T records were used to determine the dates of
coverage for the selectors. The data included the dates the
selectors were tasked and detasked i11|:|for Executive Order
12333 and §702 coverage.

- (UIFeuey | |
(U/ /FfOB6} Data were requested from the:on the tasking
and detasking of the selectors. This allowed us to draw a

comparison between information in th PAA/FAA Incidents

database and the tasking records from We also used the
data to determine the Effective Collection

Priority of each of the selectors.

(b)(a)PL 86-36

- (UFedey | |
- : | |data were requested for
determination of the number of pieces of traffic, or “traffic hits,”
collected per day related to §702 This
(b)(1) = ' : trafﬁc_ allowed us to determine how active the selectors were in
(b)(3)-P.L. 86-36 regard to traffic collected| |
(b)(3)-50 USC 3024(i) From this information, we were able to project the potential

collection that was lost during gaps in coverage related to §702
compliance. It also provided us the ability to determine how

» (U/E=eYESr Purged records
(U/ /FEYOT Purge requests from SV4 to database managers were

evaluated for records related to the group o-f-Dselectors in the
atabase. The purged records in effect represent a gap
in collection coverage.
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= (U/FEY8) reporting
(u/ We requested from the 82I l:ounts of

serialized SIGINT reporting that cited §702 data as the source

artial or sole-source). The records were extracted from the
database and provided us the ability to determine the effect
of §702 collection on serialized SIGINT reporting.

| (U;’fF&b‘G‘)l _
ey I

(b)(3)-P.L. 86-36

= (UH=SHO §704/§705b tasking

—S/SHREEFOUSAFYEYT Reports were generated from
and records requested from SV regarding %704/?05]3

authorizations to determine if any of the detasked §702
selectors were subsequently approved under those (b)(3)-P.L. 86-36
authorizations.

(b)(1)
(b)(3)-P.L. 86-36
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(U) APPENDIX C

(U) Full Text of Management Comments
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(U) SID and OGC Management Responses

SECURITY CLASSIFICATION

NSA STAFF PROCESSING FORM

TO | EXREG CONTROL NUMBER | ®Ge CoNTRAL NUMBER

OIG | 2010-8956

THRU - ACTIGN EXREG SUSPENSE
D APPROVAL 15 Nov 2010

SUBJECT KCC SUSPENSE

(U/A6H8,) SID Response to Drafi Audit Report on the [ sonature s

FISA Amendments Act 702 Detasking Requirements INFORMATION

DISTRIBLTION

SUMMARY

PURPOSE: (U//F&6+ To provide the SID response to the draft report on FISA Amendments Act
(FAA) 702 Detasking Requirements (AU-10-0023).

BACKGROUND:; (U541 The Audit was initiated at the request of DIRNSA. The Audit
objective was to document the circumstances and the extent of dropped SIGINT collection as a result
ot FAA 702 restrictions. The dralt Audit report was provided to] |

| and Office of General
Counsel (OGC) to review for factual accuracy and respond to the assigned recommendation listed
below,

SN E-Recommendation: Establish a processl Icoverage for
accounts de-tasked from FAA 702 collection. Lead Actionee: SID with OGC.

DISCUSSION: (U/#2E67 The m@;mnem (Tﬁ is the consolidated SID/S2 and OGC

response to the subject report, The deferred k& or their response to this tasker.

(b)(1)
(b)(3)-P.L. 86-36

Thiz SPE may be downgraded and marked SECRET/COMINTYNOFORN upon removal of encl(s).

COORDINATION/APPROVAL

c_nrnc_E " NAME AND DATE SECURE OFFICE | NAME AND DATE PROARE
_SDIR ] tfzfe e S

502 r'f!r}:ﬁﬂ e T (b)(3)-P.L. 86-36

Sa_ | [Frzno 9633335

QG femait/iiiong | 963-3121
| feimail1 110010 463-4093

ORIGINATOR ORG PHONRE {Sacure) CATE PREPARED
| | 5023 D66-5590 11/15/2010

FORN 467967 REV FEB 2005 | Sunersades AG796 NOV 96 which iz absniste) | SECURITY CLASSIFICATION
WNEMN TRIO-FM-001-5465

Derived From: NSA/CSSM 1-52 =S e REEAC O HINT OT O RN
Dated: 20070108
Declagsify On: -PSSSEHHE-

(b)(3)-P.L. 86-36 (b)(3)-50 USC 3024{i

)
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L (U) SUMMARY

AU-10-0023

(U/FEHJ0} As requested, this correspondence provides the Office of

|and Office of General Counsel's (OGC) statements of (b)(3)-P.L. 86-36

TSHStHN Recommendation : Establish a process for NSAI

concurrence (or non-concurrence) with the recommendation contained in the Office
of Inspector General’s (OIG’s) draft audit report on the transition gap NSA
encounters when targets of Foreign Intelligence Surveillance Act (FISA)
Amendments Act (FAA) §702 collection must be de-tasked from this collection

authority. This memorandum also provides OIG with the results of

and

OGC'’s review of the draft report for factual accuracy.

IL. (U) CONCURRENCE WITH RECOMMENDATION

collection.

(b)(1)
(b)(3)-P.L. 86-36
(b)(3)-50 USC 3024(i)

(U) Lead Actionee: SID with OGC.

(U) Concur/Non-Concur & Estimated Completion Date:

coverage for accounts de-tasked from FAA 702

and OGC concur with  (P)3)-P.L. 86-36

OIG’s recommendation. Corrective action is underway and will be completed as

soon as possible,|

| Successful completion within this

timeframe is contingent upon direct involvement from SV and S1 as they are
owners of mission components that are directly tied to the transition process.

~FSHSHHNR Comment: A”h‘I’i‘?h there is a current process for the Signals

Intelligence Directorate (SID)

|coverage of targets of interest,

OGC does not dispute OIG’s substantive finding that the current process does not

appear to be universally understood by SID’s|

| personnel. 1n ~ "(b)3)-P.L. 86-36

response to this finding and recommendation, OGC and individuals from SID, to

include

personnel, are working on improving the current process

| [coverage of|

collection. OGC and SID|
establish a clearer process for NSA

|targets that must be dropped from FAA 702
|[personnel have already initiated discussions to
coverage for selectors de-

tasked from FAA 702 collection. OGC and| |personnel have begun drafting a
comprehensive standard operating procedure (SOP) for analysts to follow when

as appropriate. The SOP will

also include a quick reference guide and checklist for analysts. OGC will engage

with the Department of Justice (DoJ)

as (b)(3)-P.L. 86-36

B R L
£

(b)(1)
(b)(3)-P.L. 86-36
(b)(3)-50 USC 3024(i)
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necessary to ensure that the new process addresses OIG’s finding and

recommendation.
(b)(1) - ‘ - -
(b)(3)-P.L. 86-36 —(FSHSHANFTIn the short term,[__]has initiated a series of training sessions for (b)(3)-P.L. 86-36
(b)(3)-50 USC 3024{hembers of the division and branch leadership teams to raise awareness of the

process| | The purpose of the

training is to establish branch and division level Points of Contact (POCs) who will

be able to assist analysts through th4:|process. Additional Video

Teleconferencing Center (VTC) sessions will be scheduled to include the extended

enterprise.

(b)(3)-P.L. 86-36 _ N . .
Finally, an e-mail alias has been created that includes technical and

policy experts in|:| The purpose of this group is to assist the division and branch
POCs as they work with the analysts on theIt‘process. Members of the
group will also ensure that timely resolution is reached for selectors de-tasked from
FAA 702.

II1. (U) REVIEW FOR FACTUAL ACCURACY

{b)(3)-P.L. 86-36

(U/FEH63 OIG Comment: The OIG does not agree with the|:|that all suggested
changes were due to inaccuracies or misleading statements. In most cases, these
suggested changes were based onDinterpretations of the report and new
information. We made the appropriate changes to update and clarify areas of the
report.

—SHEHANT-The following lists areas of the report where :lidentified factual
inaccuracies or misleading statements that should be corrected in the final version
of OIG’s report on thei:lgap NSA encounters when targets of FAA 702
collection must be de-tasked from this collection authority. These factual
inaccuracies do not affect|:|concurrence with the report’s recommendation that
SID and OGC establish a new processl
| |[targets that must be dropped from FAA 702 collection. The
following constitutes speclflc suggested corrections:

(b)(1)
. (b)(3)-P.L. 86-36 (b)(3)-P.L. 86-36
(U) Correction 1 (b)(3)-50 USC 3024(i)

—{STStHNFY Highlights Section (page i): On page ‘i’ in the “Highlights” section, the
report contains a sentence that says|
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—5HSHNFT Comment: This statement implies that NSA would have been able to
obtain probable cause on all of those selectors and would have been able to

transition to another authority. Believe we should clarify that we cannot transition
all selectors in all circumstances.

(b)(3)-P.L. 86-36
(U) Correction 2 (b)(3)

—{SHSHANFT Gaps inl :Cove'rage Exist (page 5): Under the FINDING (top

of the page), it states “...the Agency has experienced coverage gaps when
transitioning from FAA702 to another authority.”

—5H5HANF Comment: This statement implies that NSA should be able to transition
to another authority in all instances. This is not the case. Believe we should clarify
that we cannot transition all selectors in all circumstances. While the need for a

“higher legal standard” is mentioned on the bottom of page 6, believe we need to be
up front with the fact that some selectors will not transition.

(U) Correction 3

—&H5H Effective Collection Priority (ECP) (page 8): This section states that the

average ECP was 2.52 indicating that “the average ECP was 2.52, indicating that
these selectors are of high priority.”

—{8##Stid Comment: Believe we need to add context to this statement. We would

imagine that most if not all _ has an (b)(3)-P.L. 86-36
ECP that falls into the 1-3 range. Probably all|_|se|ectors are of high priority based
on the ECP.

(U) Correction 4

—{FSHEHAN- Selectors not retasked (page 11): The table at the top of the page
indicates that - (b))

(b)(3)-P.L. 86-36

—FS5HSHAN Comment: We think it is important to add a footnote that indicates
that the analysts were told that they did NOT have to perform thorough research to
try to recall why the selector was not retasked. Below is an excerpt from an email
exchange between OIG andljindicating that the analyst did not have to perform
research if they did not remember why the selector was not retasked.

~FOP-SECRET/COMINT/NOTORN

(b)(3)-P.L. 86-36 6
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—F5HSHANT) We agree with your assertion that the analysts simply note that they do
not recall what happened to the selectors if they cannot remember. Our intention
was not to require people to spend hours trying to recall information to answer our

survey, which is why there is a “don’t recall” option in the first questiorypy1)
(b)(3)-P.L. 86-36

(U) Correction 5 (b)(3)-50 USC 3024(i)

FSHEHANRY]

=T33t Comment :

(U) Correction 6

—F5#5HNFT Need for consistent process (page 11): The document states that,
(b)(1)
(b)(3)-P.L. 8636
(b)(3)-50 USC 3024(i)

—FS5HSHNF- Comment: We think it is important to note that some selectors will
take longer to transition compared to others based on the circumstances. The
probable cause standard is higher than the standard associated FAA 702 tasking.
This statement implies that we should always be able to transition quickly. It may
take time and a lot of back and forth between before we (P)3)-P.L.86-36
reach the probable cause standard. We realize this is addressed in the Case Studies
on page 13 but we think it should be stated up front.

(U) Correction 7

(0)(3)-P.L. 86-36

—{SH5HRELT Footnote 3 (page 14): States that

—F5HSHANE Comment

®N1)
(b){3)-P.L. 86-36
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b)(3)-P.L. 86-36

(U) Correction 8

=5/ 3tHANFY First Paragraph (page 15): “The analysts also may not have been

p)(1)
b)(3)-P.L. 86-36
(b)(3)-50 USC 3024(i)

—

—F5H5HA Comment:

(U) Correction 9

—F5H5HNF Action Taken (page 18): This section discusses the new procedures

which are supposed to provide relief on somg scenarios. (b)(1)
(b)(3)-P.L. 86-36

—FSHSHHF Comment: Unfortunately, provisions were (b)(1)
- s (b)(3)-P.L. 86-36
removed from the new procedures so we will not see any relief
based on the new procedures. OGC would have details on exactly what occurred
and where we stand.

IIL (U) OGC - REVIEW FOR FACTUAL ACCURACY

(UHABHQ) OIG Comment: The OIG does not agree with the OGC that all
suggested changes were due to inaccuracies or misleading statements. In most
cases, these suggested changes were based on OGC'’s interpretations of the report
and new information. We made the appropriate changes to update and clarify
areas of the report.

“5H5HHE The following lists areas of the report where OGC identified factual
inaccuracies that should be corrected in the final version of OIG’s report on the
transition gap NSA encounters when targets of FAA 702 collection must be de-
tasked from this collection authority. These factual inaccuracies do not affect
OGC’s concurrence with the report’s recommendation that SID and OGC establish
a new processl Itargets that must be
dropped from FAA 702 collection. The following constitutes OGC'’s specific
suggested corrections:

(b)(1)
—TLORSECRETACOMINT/ANOFORN- (b)(3)-P.L. 86-36

8 (b)(3)-50 USC 3024(i)
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(U) Correction 1 {g;g;-PL P
«SHSHANR Highlights Section (page i): On page ‘i’ in the “Highlights” section, the
report contains a sentence that says the issue of a |
| lis currently under review by DoJ. This statement is
factually incorrect. In July 2010, Dol attempted to persuade the Foreign Intelligence
Surveillance Court (FISC) to allow tasking to continue under one version of the

[but the FISC
refused to accept the proposed change to NSA’s FAA targeting and minimization
procedures that the Government proposed to address this problem. OGC'’s
understanding is that the FISC concluded such a change would conflict with
statutory restrictions contained in the FAA legislation itself. Therefore, Dol is no
longer reviewing this issue in the manner mentioned in the draft report. Instead,
Dol is reviewing two different draft legislative proposals that attempt to close the
transition gap. One proposal was drafted by NSA and the other proposal was

prepared by DoJ's National Security Division. I

. (b)(1)
(U) Correction 2 (b)(3)-P.L. 86-36

{55+ Introduction : On page 2, the “Introduction™ section of the draft report
contains the following sentence:

(b)(1) ~{SHSHNFY “Under FISC docket number[ ___|(known as the Raw Take

:g;g;;‘}i,gﬁgmn Sharing Order) dated July 2002, NSA is able to receive FBI FISA collection.”
(U) As drafted, this sentence is factually inaccurate. The sentence should be revised
to read:

—(SHSHANFY “Under FISC docket number (known as the Raw Take
Sharing Order) dated July 2002, NSA is able to receive most FBI FISA
collection directed against the FBI's counterterrorism targets.”
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(U) Correction 3 (b)(3)-P.L. 86-36

—5H5HANFT Finding that Gaps inDTarget Coverage Exist: Page 6 of this section
of the draft report contains the following sentence:

(55t “To avoid a break in coverage, other authorities must be sought if
the target remains of interest and is an agent of a foreign power (§704, §705b,
and/or FBI FISA).”

~SHSHANE This sentence is inaccurate as drafted since it implies that the listed
authorities are the only possible authorities available to resume coverage. The
sentence should be revised to read:

-SHEHAR “To avoid a break in coverage, other authorities must be sought if
the target remains of interest and is an agent of a foreign power (e.g., §704,
§705b, FBI FISA, etc.).”

(U) Cotrection 4 (b)(3)-P.L. 86-36

~“5HEHNE) Finding that Gaps inDTarget Coverage Exist: Page 6 of this section
of the draft report contains the following statement:

—SHSHHAN-“For non-FAA §702 coverage, a higher legal standard,
individualized probable cause, is required to secure a FISA order. | I

—5HSHAT Although the statement is accurate as drafted, for completeness OIG
may wish to note that, in some cases, the Government may simply not be able to
assemble facts sufficient to satisfy the probable cause standard. ib)ﬁ)

(b)(3)-P.L. 86-36
(U) Correction 5

—FSHSHNFT Discussion of lack of process| | On pages
15 to 16 of this section of the draft report, there is a discussion of the delay
experienced in regaining coverage of selectors associated with|

Since the report says

—FOPSEERFHACOMNTANOFORN—  (b)(1)
10 (b)(3)-P.L. 86-36
(b)(3)-50 USC 3024(i)
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{b)1)
(b)(3)-P.L. 86-36
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NSA had to de-task the account once the Agency. learned that] |

(U) Correction 6

—(SHSHANR) Discussion of “Strict guidance on detasking| ]: On

pages 17 to 18, the draft report states that DoJ and OGC have provided “strict
guidance” to de—task[ ] Although accurate, as drafted the report
implies that DoJ and OGC have discretion to alter the guidance. Therefore, the
draft report’s discussion of the legal advice provided by Dol and OGC on the de-
tasking of| |is extremely misleading. Although this section of the
draft report notes that the FISC has expressed “concern” about the modifications
the Government prop’osed:lto NSA’s FAA 702 targeting and
minimization procedures, the report fails to note that the Court’s concern was with
the| lissue. OGC’s understanding is that the Court concluded that
even the modest changes proposed| |to address one aspect of the |

were

incompatible with the current statutory framework. Moreover, for completeness,
the report should also note that, even if the statutory language is changed, there
may be Fourth Amendment problems with maintaining electronic surveillance of a
U.S. person or a person located inside the United States on anything less than a
formal probable cause determination.

11
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(U) OFFICE OF THE INSPECTOR GENERAL

(U) Chartered by the NSA Director and by statute. the Office of'the Inspector General conducts
audits, investigations. inspections. and special studies. Its mission is to ensure the integrity.
efficiency. and effectiveness of NSA operations. provide intelligence oversight. protect against
fraud. waste. and mismanagement of resources by the Agency and its affiliates. and ensure that
NSA activities comply with the law. The OIG also serves as an ombudsman. assisting NSA/CSS
employees. civilian and military.

(U) AUDITS

(U) The audit function provides independent assessments of programs and organizations.
Performance audits evaluate the effectiveness and efficiency of entities and programs and their
internal controls. Financial audits determine the accuracy of the Agency’s financial statements.
All audits are conducted in accordance with standards established by the Comptroller General of
the United States.

(U) INVESTIGATIONS

(U) The OIG administers a system for receiving complaints (including anonymous tips) about
fraud. waste. and mismanagement. Investigations may be undertaken in response to those
complaints. at the request of management. as the result of irregularities that surface during
inspections and audits. or at the initiative of the Inspector General.

(U) INTELLIGENCE OVERSIGHT

(U) Intelligence oversight is designed to insure that Agency intelligence functions comply with
federal law. executive orders. and DoD and NSA policies. The 10 mission 1s grounded in
Executive Order 12333, which establishes broad principles under which IC components must
accomplish their missions.

(U) FIELD INSPECTI ONS

(U) Inspections are organizational reviews that assess the effectiveness and efficiency of Agency
components. The Field Inspections Division also partners with Inspectors General of the Service
Cryptologic Elements and other IC entities to jointly inspect consolidated cryptologic facilities.
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OFFICE OF THE INSPECTOR GENERAL
NATIONAL SECURITY AGENCY
CENTRAL SECURITY SERVICE
29 March 2013
[IG-11526-13

TO: DISTRIBUTION

SUBJECT: (U) Revised Report on the Special Study: Assessment of Management
Controls Over FAA §702 (ST-11-0009)—ACTION MEMORANDUM

1. (U/ /49067 This revised report summarizes the results of our special study
of management controls that ensure compliance with Section 702 of the Foreign
Intelligence Surveillance Act (FISA) Amendments Act of 2008 (FAA §702) and the
Targeting and Minimization Procedures associated with the 2011 Certifications. It
reflects changes made based upon additional information provided subsequent to the
release of the original report on 8 November 2012. The report documents our
analysis, findings, and recommendations for improvement. It also notes other areas
that merit attention.

2. (U/ #6H6+In accordance with NSA/CSS Policy 1-60, NSA/ CSS Office of the
Inspector General, and 1G-11358-12, Follow-up Procedures for OIG Report
Recommendations, actions on OIG recommendations are subject to monitoring and
follow-up until completion. Consequently, we ask that you provide a written report
concerning each OPEN recommendation in the following circumstances: when your
action plan has been fully implemented or has changed or if the recommendation is no
longer valid. The report should provide sufficient information to show that corrective
actions have been completed. If a planned action will not be completed by the target
date, please state the reason for the delay and give a revised completion date. Reports
should be sent to| | Follow-Up Program Manager, at e-mail DL
D1 Followup (ALIAS) D1.

3. (U//FOUSr We appreciate the courtesy and cooperation extended to our
staff throughout the special study. For additional information, please contact

|on 963-1422(s) or via e-mail at|

(b)(6) %ML%

(b)(3)-P.L. 86-36 DR. G
Inspector General
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(U) EXECUTIVE SUMMARY

(U) Overview

—{¥8// St The National Security Agency/Central Security Service
(NSA/CSS) conducts activities nunder the authority of Section 702 of the
Foreign Intelligence Surveillance Act of 1978 Amendments Act of 2008
(FAA §702), a key source of information on foreign targets, Since FAA's
inception, reporting based on FAA §702 collection has grown from an
average of reports per month to more thanl | FAA §702 reports are
sourced from collection obtained with the assistance of
U.S. communications service providers. The majority of the collectior

:i-s from Internet Service Providers (PRISM traffic), and the
remainder (telephony and upstream Internet traffic) is obtained from (b))

(U/ /Feteq For the Agency to retain this important tool in support of its
mission, it must ensure compliance with FAA §702. NSA/CSS has
implemented policies and control procedures, including training, access
control, multiple levels of review, and oversight. This system of controls is
designed to provide reasonable assurance of compliance with the statute
and FAA §702 targeting and minimization procedures that form the basis for
the affidavits made by the NSA Director concerning the Agency’s use of the
authority.

(U/ /#8H6+The findings represent improvements needed to the overall
control environment in which the FAA §702 authority is used. In a later
review, the Office of the Inspector General will conduct compliance and
substantive testing to draw conclusions on the efficacy of the management
controls.

577945

(b)(1)
(b)(3)-P.L. 86-36
(b)(3)-50 USC 3024(i)

(U) Highlights

(U/ AFEB0T Although the OIG did not identify areas of non-compliance with the
targeting and minimization procedures, we identified six areas in which controls
over compliance with FAA §702 should be improved:

= (U/FFotEey Assessment of performance against compliance standards
Establishing accountability for compliance requires clear performance
standards, measurement of actual performance against those standards,
reporting results, and implementation of corrective action. These
processes are not fully developed.

{ r

i
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(b)(1)
(b)(3)-P.L. 86-36
(b){3)-50 USC 3024(i)

(b)(3)-P.L. 86-36

- TSRS ]

- —{tF5#5HA Dissemination process

A review of FAA §702-sourced serialized dissemination does not include
steps to verify that, when MCTs were used to support what is being
disseminated, the multiple communications transaction (MCT)
documentation required was prepared in accordance with the
minimization procedures.

(U/IFe9) Documentation deficiencies

Some internal Standard Operating Procedures and other internal
FAA §702 guidance have not been kept up to date and require
reorganization by subject across internal NSA web pages.

(Uireser] |
would improve purge execution, training

compliance, and production of compliance alerts.

(U//~2y Training update and enforcement

Adjudicators (personnel responsible for approving targeting requests) do
not have a documented, standardized version of their training for
reference. In addition to the initial FAA §702 training required before
accessing FAA data, analysts are now required to take a new FAA §702
applications course on compliant targeting requests and targeting
maintenance. However, the requirement for the applications course is
not yet enforced.

(U) Management Action

(U/ AFEHOT Signals Intelligence Directorate personnel agreed with the Inspector
General recommendations, and the planned actions meet the intent of the
recommendations.

n
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(U) INTRODUCTION

(U) Background

(U) Sources of Section 702 Foreign Intelligence Surveillance Act (FISA)
Amendments Act of 2008 (FAA §702) collection (b)(3)-P.L. 86-36

—FSA5HMF FAA §702 data is composed of Digital Network Intelligence

(DNI) and Dialed Number Recognition (DNR) data. DNI is Signals

Intelligence (SIGINT) received from Internet Service Providers (ISPs) with the

assistance of the Federal Bureau of Investigation (FBI) (the PRISM program)|

and from |(upstream collection). Analysts submitting

FAA §702 tasking can | |
DNR data is SIGINT obtained via mtercept of the telephone

network. NSA has the authority to acquire communications to, from, or, in

the case of DNI collection f1'0m| | about tasked selectors.

(b)(1)
(b)(3)-P.L. 86-36

(U) Requirements of FAA §702

—8/ The target of collection must be a non-U.S. person (USP) who is
reasonably believed to be located outside the United States and possesses, is

expected to receive, and/or is likely to communicate foreign intelligence
| |FAA §702 Certifications:

(b)(1)
(b)(3)-P.L. 86-36
(b)(3)-50 USC 3024(i)

S/ FAA §8702 requires the Attorney General to adopt targeting and
minimization procedures in support of the statute. The targeting and
minimization procedures are documented in each Certification. DIRNSA’s
affidavit for each certification provides information regarding how the
Government will implement those procedures and states that:

| (h)(1)
b)(3)-P.L. 86-36
)(3)-50 USC 302
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= Reasonable procedures are in place to ensure that acquisition under
the Certification is limited to targeting non-USPs reasonably believed
to be located outside the United States.

» Targeting procedures are reasonably designed to prevent the
intentional acquisition of domestic communications. ?

» Acquisition is for the purpose of obtaining foreign intelligence
information within the scope of each Certification.

= NSA will follow specific minimization procedures.
= NSA may provide the Central Intelligence Agency (CIA) and the FBI
unminimized communications acquired through this authority.

(U) Independent measure of compliance performance

=tS77¥F The Agency’s compliance with FAA §702 is subject to bi-monthly

review by the Department of Justice (DOJ) and the Office of the Director of
National Intelligence (ODNI), who review disseminations, queries of U.S.
person identifiers, compliance incidents, and the targeting requests for all
new and retasked selectors for the period as well as the supporting
information for a sample of the selectors. These entities have reported a
very small number of errors.

(U) Objective and Scope of Review

(U/ /#6807 The objective of the OIG review was to assess the adequacy of
management controls to ensure reasonable compliance with FAA §702. This
analysis was based on review of published and draft guidance and certain
controls in systems supporting application of the authority. We also
interview ed managers and analysts responsible for targeting, approval, and
oversight subject to FAA §702 requirements. Testing of the controls
identified will be the subject of a later review.

(U) Standards of Internal Control

(U) We assessed management controls against the Government
Accountability Office’s Standards for Internal Control in the Federal
Government, November 1999, which presents the five standards that define
the minimum level of quality acceptable for management control in
government: Control Environment, Risk Assessment, Control Activities,
Information and Communications, and Monitoring,.

(U) Internal control, or management control, comprises the plans, methods,
and procedures used to meet missions, goals, and objectives. It provides

“S5~5 Domestic communications . according to Section 2 of the FAA §702 Minimizalion Procedures. are all

communicutions other than foreign communications. including those in which the sender and all intended recipienls
are reasonably believed to be located in the United States at the time of acquisition. Foreign communications musl

have at least one communican! oulside the United States.

2
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reasonable assurance that an entity is effective and efficient in its
operations, reliable in its reporting, and compliant with laws and
regulations. NSA/CSS Policy 7-3. Managers’ Internal Control Program,

14 February 2012, advises that evaluations of internal control consider the
requirements outlined by the GAO standards. The Office of the Inspector
General (OIG) evaluate s management control against the standards,

(U) Targeting and Minimization Procedures: Basis for Compliance

(U) Targeting

5S4 The targeting procedures specify that NSA will make a
determination about “whether a person is a non-United States person
reasonably believed to be outside the United States in light of the totality of
the circumstances based on the information available with respect to that
person,| |

(b)(1) 4 | | With respect to the foreign intelligence

(b)(3)-P.L. 86-36 purpose lor the targeting, the procedures require NSA to assess “whether the
target possesses and/or is likely to communicate foreign intelligence
information concerning a foreign power or foreign territory....” With respect
to documentation. “analysts who request tasking will document in the
tasking database a citation or citations to the information that led them to
reasonably believe that a targeted person is located outside the United
States” as well as “identify the foreign power| |labout which
they expect to obtain foreign intelligence information pursuant to the
proposed targeting.”

=877 The submitted targeting request, is then subject to an adjudication

review by specially trained personnell

(b)(1)
(b)(3)-P.L. 86-36
(b)(3)-50 USC 3024(i

—t5++5H#+ Obligation to review target status Once collection begins,
analysts are responsible for conducting “post-targeting analysis to detect
those occasions when a person who when targeted was reasonably believed
to be located outside the United States has since entered the United States,
and...enable NSA to take steps to prevent the intentional acquisition of any
communication as to which the sender and all intended recipients are
known at the time of acquisition to be located in the United States, or the
intentional targeting of a person who is inside the United States,” per the
targeting procedures. NSA’s Guidance to Analysts on Obligation to Review
Data Under...the FISA Amendments Act (OTR Guidance), states that, after
tasking, “analysts are required to verify the foreignness and nature of the
target | The OTR Guidance
states that the targeting analyst must perform initial target verification
within five business days of first receipt of data, verifying that the:

« User of the selector is the intended foreign intelligence target,

(b)(1)
(b)(3)-P.L. 86-36 " POTRN. :



DOCID: 4273133
—TFOP-SEERETSHANOF—ORN—

= Target remains appropriate under the Certification cited in tasking,
and

« Target remains outside the United States and/or there is no
information to indicate that the target is inside the United States.

—AS4FThe On-Going Target Review section of the OTR Guidance states
that analysts must| lto uphold
that there has been no change in the target’s status that would require
adjustment to maintain NSA’s compliance. At least every 30 days...the (b)(1)
review should confirm that the: (b)(3)-P.L. 86-36

* Selector remains associated with the intended target,
+ Target remains appropriate to the Certification cited,

» Target remains outside the United States and/or there is no
information to indicate that the target is inside the United States, and

« Type of data being obtained is not routinely of a type that is subject to
immediate destruction requirements (i.e., domestic communications).

=877/ Information that demonstrates a change in any of these factors
might require detasking the selector, destroying or otherwise handling
collected traffic in accordance with the minimization procedures, and notice
to the Agency’s overseers

(U) Oversight and reporting

(U/ [#6E6+ The Agency must:

* Train those targeting and those approving targeting or accessing
FAA §702 information ;

« Ensure that FAA §702 raw traffic is stored only in authorized
repositories and is accessible only to those who have had the proper
training : and

« Conduct spot-checks of targeting decisions, intelligence
disseminations, and queries of data repositories for compliance.

(U) Minimization

(U/ /FEH0) The minimization procedures are designed to protect USP
information during acquisition, processing, retention, and dissemination of
information obtained by targeting non-USPs reasonably believed to be
located outside the United States. They require that the Agency ensure that:

¢ Acquisition is conducted in a manner designed, to the greatest extent
feasible, to minimize the acquisition of information not relevant to the
authorized purpose of the acquisition;

« Personnel...exercise reasonable judgment in determining whether
information acquired must be minimized and...destroy inadvertently

~FOP-SECRET/ST/NOFORN
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acquired communications of or concerning a USP at the earliest
practicable point in the processing cycle [unless the data can be
retained under exception provisions detailed in the minimization
procedures] ; and

= Report(s) based on communications of or concerning a USP may be
disseminated...if the identity of the USP is deleted and a generic term
or symbol is substituted so that the information cannot reasonably be
connected with an identifiable USP. Otherwise, dissemination of
intelligence reports based on communication of or concerning a USP
may be made to a recipient requiring the identity of such person only
for the performance of official duties but only if meeting [certain]
criteria.

(U) Control Environment

(U) Reliance on manual controls

(U/ /507 A significant number of the procedures and controls established
to ensure compliance with FAA §702 and NSA's court-approved targeting
and minimization procedures are manual. Thus, training, supervisory
reviews, and oversight are critical elements of the control structure.
Modifications to the systems relied on for targeting, collection, and
processing continue to:

» Improve the ability to purge information when required,
+ Identify and prevent instances of over-collection, and

« Improve efficacy and efficiency of processing and oversight.

(U/FEH6) Realignment of responsibility

(U) SID has restructured operations to better manage FAA §702 processing
and compliance.

o S| lassumed
-responsibility for adjudicating FAA §702}

(b)(1) .
(b)(3)-P.L. 86-36

- ] I

« (U/AFEH6T S2 Mission and Compliance performs functions
supporting use of the authority, as well as additional oversight of
FAA §702 processing and compliance (SV continues to perform much
of the direct oversight of targeting.) | |
assumed responsibility from SV for;

(b)(3)-P.L. 86-36
—TUOPSECRET /ST NOTFORN—
5
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0 Execution of purges related to FAA §702 incidents (removal
from data repositories of records ineligible for retention under
the authority).

0 Implementation of a purge adjudication process to better
ensure completeness of purges.

o Development of processes and tools to enhance compliance
while reducing the burden on analysts,

0 Training and oversight of targeting adjudicators, and

0 Preparation of additiona | management measures, including
metrics, to improve accountability.

(U) Continued process improvement

—tFS/SHHF The Agency has undertaken several reviews of NSA systems
and processes, as well as the data acquired from communications providers
and other Agency sources under FAA §702 authority, in response to
compliance incidents and questions raised by the Foreign Intelligence
Surveillance Court (FISC). These reviews and other efforts to improve
compliance and efficiency of operations have resulted in several changes to
the processes and controls supporting the Agency’s use of the authority.

—tS778Fy SID continues to take steps to improve FAA §702 compliance.

« In addition to FAA §702 training that focuses on legal requirements
for use of the authority, a new course, “FAA702 Practical
Applications,” was released |

(b)(3)-P.L. 86-36

= SID continues to make changes to the targeting tool to support
b)) compliance and increase efficiency (see Findings Resolved During the
(b)(3)-P' L. 86-36 _ Review, p. 9). (b)(3)-P.L. 86-36
_* SID completed thel |pr0jec"t
“.to reduce errors in targeting requests. 1he most signilicant gaps

iderntified included a lack of standardized feedback to targetin
analysts for the reasons targeting requests failed approval| |

msufficient management reporting of denied targeting
requests, and the need to inerease accountability and compliance for
targeting. Corrective actions, including standardized denial reasons,
management reporting of denial metrics | |
|We.1'e implemented. These actions reduced average
weekly denials of targeting requests by 24 percent, | |

I improved
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compliance with required internal procedures for selector
management, and reduced the risk of incidents.

(U) Definitions

(U) Annual Contribution Evaluation (ACE): The Agency’s performance
management system based on established individual performance
objectives and performance elements.

Adjudicators: Personnel| - | (b)(3)-P.L. 86-36
with responsibility for reviewing and approving FAA §702

targeting requests.

(U/ 70663 [ |

which provides authorization attributes and access control services to
enterprise programs and projects.

~+F&5/H5HNF Digital Network Intelligence (DNI): SIGINT derived from
communications involving Interne t-based selectors | |
37| M = .
(b)(3)-P.L. 86-36 I - : | e oy 4
(b)(3)-50 USC 3024(i) 157757y Dialed Number Recognition (DNR): Collection p‘rucessD
from telephony systems.

(U) Foreignness: Assessment and documentation supporting the
determination of reasonable belief that a target is not a United States
person and is outside the United States.

(U] [Fe+6| | A corporate compliance tool that serves as a
streamline d access control mechanism, | |Checks that
individuals meet the necessary mission, tramming and clearance required
for initial account access to SIGINT tools and databases.

(U/ Fetor] |

(b)(3)-P.L. 86-36

(U/ /#84E09 Master Purge List (MPL): NSA'’s central record of SIGINT
collection, including records derived from that collection, which NSA has
purged. The list includes| - |that have been
marked for purge or have been purged from| |
systems that are used in sourcing traffic for SIGINT reporting.

v ¥ T r
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(b)(3)-P.L. 86-36

(b)(3)-50 USC 3024(i)

(b)(3)-P.L. 86-36

'(6)(3;)-P.L. 86-36

—FOP-SECREFASHANOFORIN—

— S5ty Multiple Communications Transaction (MCT): Traffic

containing more than one discrete communication. This traffic might
contain discrete communications that are not to, from, or about tasked
selectors. Upstream collection might contain both discrete and MCT
traffic and could include MCTs of non-targeted individuals that contain a
tasked selector.

{-U//-F-G-H-G-]l | A database repository that provides storage and
retrieval Ufl content. It is a raw SIGINT storage

..system.

W NSA's primary storage, search, and retrieval

mechanism for SIGINT | It is a raw
SIGINT storage system.

1FS/+St PRISM: PRISM refers to the portion of the FAA 702 collection
architecture wherein individual electronic communication service providers

provide Internet communications |
| | that. in general_are hosted by the provider. |

(U/ /¥686+ Product Lines (PLs): | lalso known as
production centers. They have authority for tasking and reporting on
SIGINT targets. [ |

(U) Purge: The on-demand removal of data items, rendering them
unreco verable through standard mission data access mechanisms,

(U/ fPove |

(U/ [4+6+Raw SIGINT: Any SIGINT acquired either as a result of
search and development or as targeted collection operations against a
foreign intelligence target before the information has been evaluated for
foreign intelligence and minimized in accordance with the applicable set
of minimization procedures.

(U/ robe) A controlled information
management system which is the authoritative data source for a given
configuration managed data element and is governed in accordance with
NSA/CSS Policy]| |

(U} /FeHey t A SID organization that
leads planning and acquisition efforts for| |
l_:lcullection of intelligence.

(U] Fower| | AsD

initiative whose objective was to reduce targeting errors, thereby
improving processing efficiency and compliance for FAA §702
transactions.
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—F5/+5t7F) Upstream Collection: NSA’s interception of Internet
T communications acquired from| _ |locr—1_tecl on the United‘
(b)(3)-P.L. 86-36 States’ h:lterpet “back]:mne"; conducted with the assmt:ance of eleFtronxc
(b)(3)-50 USC 3024(j) Communications service providers who are locatecl_ inside the United
States and have been served with FAA §702 directives. This collection
method lis distinguished from other
FAA §702 DNI collection (PRISM).

{5775t )I | The targeting tool for
(b)(3)-P.L. 86-36 submitting DNI and DNR targeting compliant with FAA and other SIGINT

authorities,
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Il. (U/FFSYO) FINDINGS RESOLVED DURING THE REVIEW

(U/IiFeJey Incompatibility between Assigned Authorities

[ land Compliance Controls for FAA §702

—{5/N One of the primary NSA internal control mechanisms that ensure
compliance with FAA §702 Targeting Procedures is the adjudication of
(b)(3)-P.L. 86-36 targeting requests before tasking. This review confirms that the target and
il associated selector are tasked under the proper FAA §702 Certification, the
target is not a USP, the target is outside the United States (foreign), and the
determination of reasonable belief of foreignness is properly supported. An

(U/ /[EOE8+ SV was aware of this gap between the NSA-required internal

(b)(3)-P.L. 86-36 control and implementation of the internal control within the tool, and it
' was resolved| |

I I
—{S#NF) Increased Risk of FAA §702 Non-Compliance for

| ITasked Selectors

—t5+¥+ To support compliance with FAA §702, automated OTR notices that

a required review of target communica tions is due are generated
and sent to analysts. | |

(B)(3)-P.L. 86-36

~S77NFY I

11
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Il. (U/FFoH6) FINDINGS AND RECOMMENDATIONS

(U/FOUYS) FINDING ONE: Performance Standards,
Performance Metrics, and Compliance Enforcement
Measures for Targeting and Minimization Procedures

Are Incomplete

(U/FF6H6} Establishing accountability for compliance requires clear performance
standards, measurement of actual performance against those standards,
reporting results, and implementation of corrective action. These processes are
not fully developed.

(U) Elements of an Effective Compliance Oversight Program

~4S-LLNE4-NSA has established a pre-tasking process that includes reviews of
targeting requests for compliance with the targeting procedures. The
targeting request must be approved before the selectors are released for
(b)(3)-P.L. 86-36  tasking and collection. | |

(U/ A6+ Effective compliance oversight requires the development of
measurable standards against which actual performance can be assessed.
Comparison of performance against these standards must be reported
regularly to management for timely review and follow-up action, Together.
these elements provide the means to establish accountability and initiate
action to improve compliance.

(U) Shared Responsibility for Oversight

“{S/7NTT Monitoring compliance with FAA §702 targeting and minimization
procedures has become a shared responsibility within the Agency. Before
2010, SID SV had primary responsibility for monitoring the Agency’s
application of FAA §702 authority. |

(b)(1) |
(b)(3)-P.L. 86-36

—tS7FT As personnel outside SV assumed more of the responsibility for
adjudicating FAA §702 targeting reqllests.:l trained new adjudicators

—TOPSECREF/ ST NOFORN— (b)(3)-P.L. 86-36
13
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and assumed oversight of the targeting queue. Statistics on the targeting
queue provide an assessment of the timeliness of the adjudication process
and the means to evaluate the adequacy of the number of adjudicators given
the volume of targeting requests. |

(b)(1)
(b)(3)-P.L. 86-36

[Although these
statistics inform management of the overall processing of targeting requests,
they do not provide qualitative information regarding the accuracy of target
requests submitted and approved and compliance with the targeting
procedures.

(b)(3)-P.L. 86-36
(U/ A6+ SV’s continuing oversight of analyst and adjudicator
performance is effected through reviews of targeting requests (see Finding
Three), participation in bi-monthly overseer reviews, and management of
FAA §702 incident reporting. Errors identified in targeting requests are
communicated to the analyst, adjudicator, and After overseer 60-
day reviews, SV prepares feedback briefings to inform adjudicators of
overseer findings. The briefings also provide metrics on the reasons for
denial of targeting requests, trends identified in SV's review, and guidance
on FAA 8702 targeting procedures. Incident reports are also analyzed to
identify trends that might require action. SV's oversight provides a critical
assessment of compliance with FAA §702 independent of those requesting
targeting, This feedback, however, is not provided to the managers
responsible for the targeting analysts and adjudicators.

(U) Development of FAA §702 Compliance Metrics AR Bl

(U/ FFEeHOT S2 Compliance & FISA Staff:l provides some metrics for
FAA §702 processing and compliance, including weekly reports on the
targeting request queue| |

| | The process to establish complete standards and
measures for assessment of compliance continues.

(U/ /#6464 To support effective monitoring of the Agency’s use of FAA §702
authority, metrics must be:

» Based on clear and consistent expectations of performance for all
targeting analysts and adjudicators within the Agency and

(b)(3)-P.L. 86-36

(U Foven| |
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= Generate sufficient detail to facilitate action by the adjudicator or
targeting analyst. (b)(3)-P.L. 86-36

(U/ o0y The development of these metrics by'I:Iis not associated
with the Comprehensive Mission Compliance Program, a group of NSA
initiatives to achieve reasonable assurance that the SIGINT and Information
Assurance missions are conducted in accordance with the laws and policies
that protect USP privacy. The program includes monitoring and
assessments, including trend analysis.

(U) Incomplete Implementation of Processes to Ensure Targeting
Proficiency and Compliance Accountability

(U/ /#6561 In 2010, SID completed theljproje(‘t, a Lean Six Sigma
project to reduce targeting errors and improve processing efficiency and
compliance for FAA transactions. The project team comprised personnel
. . from |

(b)(3)-P:L. 8836 Although several of the
1‘ec0mmendaﬁoﬁs”from| |have- been implemented, recommendations
that focused on accountability for targeting accuracy have not. The
study recommended for FAA analysts:

* Employee performance review objectives for compliance with targeting
requirements;

+ Periodic metrics to leaders in organizations responsible for targeting
(original focus was on denial metrics for FAA §702 targeting requests);
and

= Progressive measures to improve compliance with targeting
standards, including removal of FAA §702 targeting authority.
(b)(3)-P.L. 86-36
(U/ #6464+ Although not addressed by theI study, similar actions are
needed to assess, monitor, and remediate the quality of targeting reviews
conducted by adjudicators.

(U/ 8464 To measure and increase targeting proficiency of the work force,
including targeting under FAA §702 authority, SID has developed
the Targeting Workforce Readiness Standard (WRS), a functional Job
Qualification Standard (JQS) for all Agency personnel involved with
targeting. Its purpose is to establish the standard targeting tasks along with
the knowledge, skills, and abilities necessary to complete the tasks at a
defined proficiency level.* The standard is supported by training and
assessment plans (standard tests and on-the-job training evaluations). The
WRS is under review and not fully implemented. Associated development

' (U ELSHeA functional JQS defines (he standard of performance for a broad SIGINT function. such as targeting
or reporting . and crosses skill communilties. work roles. and personnel ypes. Tt applies to civilians (and contractors)
as well as military personnel. The functional JQS. once completed at the specified proficiency level. accompanies
the individual across PLs and SID.

15
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plans and a means to track progress are being created within the Associate
Directorate for Education and Training’s (ADET) Enterprise Learning
Management (ELM) architecture and include much of the required training
(classroom and on-the-job) for FAA §702 targeting analysts to achieve full
proficiency. Implementation of the WRS and associated training and
assessments will provide a means to achieve accountability for compliance
with targeting requirements and ensure training standardization and
enforcement. Development of FAA §702 metrics based on the WRS
proficiency standards would support the performance measurement
component of the WRS.

(U#FEHQ) RECOMMENDATION 1

(U//Fedeq Establish for FAA §702 targeting analysts and adjudicators ACE
performance objectives based on completion of a specified proficiency level
of the Targeting Workforce Readiness Standard and ELM training plan.

—(SHNE) ACTION: | |
(U) Management Response . (b)(3)-P
(U/ /46+8) AGREE SID| |are preparing an ELM plan for

target analysts and adjudicators. The ELM plan will be broken down into
proficiency levels, thereby allowing the analyst to register for the correct
training as stated in the ACE objective. The ELM plan for the Targetin
Workforce Readiness Standard for FAA §702 will be completed

for all National Cryptologic School (NCS) courses. Enforced
registration in the ELM program and targeting proficiency statistics to the
individual level as well as completion rate of any required FAA §702
training (NCS courses) will be comp'leted[ I Structured on-
the-job training will be phased in.
(U) Status: OPEN ]
(U) Target Completion Date: | | (b){3)-P.L. 86-36

(U) OIG Comment

(U / /#6564 Planned action satisfies the intent of the recommendation.

L. 86-36
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(U/fF6801- RECOMMENDATION 2

(U/F©40) Develop metrics and management reporting to:

= (U/FOYO) Measure targeting analyst and adjudicator compliance
with FAA §702 targeting and minimization procedures and

= (U/H=BY©j Support analysis of trends indicative of changes needed in

training or guidance.

(U//FOY®) Coordinate this process with the Comprehensive Mission
Compliance Program,

—(SHNF} ACTION: |

(U) Management Response

-8/ AGREE | | as part of the
SID Lean Six Sigma Team. Participants will assess the feasibility of

developing metrics to evaluate de-targeting trends and process
deficiencies. Final implementation will depend on technical capabilities
and deployment schedules.
(U) Status: OPEN
(U) Target Completion Date: I I

(U) OIG Comment
(U / /#66+Planned action satisfies the intent of the recommendation.

(b

i7

(tﬂ(s)-P.L. 86-36

(3)-P.L. 86-36
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{b)(1) (SHNFy FINDING TWO: Certain FAA §702 Selectors

(b)(3)-P.L. 86-36
(b)(3)-50 USC 3024(i)

TTSHSHNF|

~SHNFY Verification that Authorized Selectors Are on Collection

(RS SHHY

(b)(1)
(b)(3)-P.L. 86-36
(b)(3)-50 USC 3024(i)

P35St The OIG’s Report on the Assessment of Management Controls
to Implement the Protect America Act (PAA) of 2007 (ST-08-0001), 7 April
2008,

(
(b)(3)-P.L. 86-36
(b)(3)-$0 USC 3024(i)

(DA
(b)(3)-H.L. 86-36
(b)(3)-40 USC 3024(i)
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(b)(1)
(b)(3)-P.L. 86-36
(b)(3)-50 USC 3024(i)

(b)(1) -
(b)(3)-P.L. 86-36
(b)(3)-50 USC 3024(i)

(b)(1)
(b)(3)-P.L. 86-36
(b)(3)-50 USC 3024(i)

(U//FE86} RECOMMENDATION 3

(U/FOY6 ACTION:

(U) Management Response

(b)(3)-P.

| . 86-36

{FS775t//#F AGREE |

(U) Status: OPEN
(U} Target Completion Date: | I

(U) OIG Comment
(U/ /#9464 Planned action satisfies the intent of the recommendation.

(b)(3)-P.L. 86-36
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(U/FFeH©O) FINDING THREE: Oversight Requirements of
FAA §702 Targeting Procedures and NSA Policy Are Not
Fully Addressed

—{TSHSHNF)-SV oversight of FAA §702-sourced dissemination has not been
modified to address requirements for multiple communication transactions. SV
is implementing a new process for oversight of audits of FAA §702 database
queries.

(U/FEY8) Oversight of FAA §702 Dissemination

—5/+- The FAA §702 targeting procedures associated with the 2011
certifications require that SV perform “periodic spot checks...of intelligence
disseminations to ensure compliance with established procedures....” SV
performs spot checks of both serialized dissemination and dissemination of
evaluated minimized traffic,

—ITS77St/ 7 FAA §702 minimization procedures establish unique
requirements that analysts must implement. This includes the requirement
that analysts document steps taken to verify that discrete communications
within collection containing MCTs are eligible for dissemination. SV's spot-
check of serialized dissemination does not include steps to verify that, when
MCTs were used to support what is being disseminated, the MCT
documentation required was prepared in accordance with the minimization
procedures.

(U/ [Feber

(b)(3)-P.L. 86-36
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(U/FEHe-RECOMMENDATION 4

FSHEHNFY Although not required by the minimization procedures, SV
should include in the spot-check of serialized disseminations of FAA §702-
sourced material procedures to evaluate analysts’ compliance with the
documentation requirements pertaining to dissemination based on discrete
communications within MCTs. The spot-check should also evaluate proper
use off [per NSA policy.

(U/FFedey ACTION: SV

(U) Management Response

| [to modify the methodology and process
for spot-checking disseminations of FAA §702-sourced material.
(U) Status: OPEN

(U) Target Completion Date:

(U) OIG Comment

(U/ /#6864 Closure of this recommendation will be evaluated upon receipt
of documentation supporting the action taken.

1S7%F+ AGREE | 1 b)3)

P.L. 86-36

(U) Oversight of Targeting Decisions

(b)(3)-P.L. 86-36

(b))
(b)(3)-P.L. 86-36

(b)(3)-50 USC 3024(i)

(b)(3)-P.L. 86-36

5+ FAA §702 targeting procedures require that SV “conduct ongoing

oversight activities and make any necessary reports, including those relating

to incidents of noncompliance [with the FAA §702 targeting
procedures]...and ensure that necessary corrective actions are taken to
address any identified deficiencies.” SV achieves oversight of targeting

decisions through several means:

. Adiud_icatnrs|

[ |[review FAA §702 targeting requests for
compliance with the FAA §702 targeting procedures and NSA's

implementation guidance. |

weo] | SV’s review includes analysis of the adequacy of

the foreignness support for these targeting requests. |

= 8V adjudicates selectors nominated by the CIA, after review by NSA

personnel |

l |the FBI

y
L=V
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implemented its own process for nominating selectors. These are also

adjudicated by SV.)

SV reviews | |selectors before (b)(3)-P.L. 86-36
sending them to the overseers bi-weekly. | ]
|

SV evaluates the targeting request for inconsistencies or inaccuracies
and might review the sources cited to support foreignness if SV
question s information | |

« A full review, including sources supporting foreignness, is conducted
for all targeting requests selected for review by DOJ/OD NI.

Supporting documentation was reviewed for:l of the (P)(3)-P.L. 86-36

targeting requests submitted for a recent review period.

—tS77 Nt Together, these processes give SV a perspective on the quality of the
FAA 8702 targeting and adjudication processes

| (b)(3)-P.L. 86-36

(U/ /#0464 An assessment of compliance with the targeting procedures,
based on SV'’s reviews of targeting requests, is not reported to management.
Such reporting would aid in identification of trends, analysts and
adjudicators whose performance demonstrates a need for additional
training, and authoritative guidance in need of improvement.

(U/F6H6} RECOMMENDATION 5

(U/4=0U0) Periodically provide management an assessment of targeting
analyst and adjudicator performance against the legal and policy
requirements for FAA §702 targeting based on SV reviews of targeting
requests. Coordinate with FAA §702 metrics reporting (see
Recommendation 2).

(U/FeH6} ACTION: SV

(U) Management Response

U AGREE Per the requirements of Recommendation 2,

will incorporate metrics for management’s assessment.
(U) Status: OPEN '
(U) Target Completion Date: | |

{U) OIG Comment
(U / /#0567 Planned action satisfies the intent of the recommendation.

(b)(3)-P.L. 86-36
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(U) Oversight of FAA §702 Raw Traffic Repositories

(U/ FOH56+ The FAA §8702 targeting procedures for the 2011 certifications
require that SV conduct periodic spot-checks of queries against repositories
containing unevaluated and unminimized FAA §702 traffic. All queries of
databases containing raw SIGINT content are subject to daily review by
auditors assigned to each targeting analyst. Under U.S. Signals Intelligence
Directive (USSID) CR 1610, Section A2.9, auditors must be trained in
accordance with SV standards or meet with SV for a briefing on auditor
responsibilities before conducting audits. USSID CR 1610 also requires that
SV conduct “super audits” of all interactive raw SIGINT database systems.

(U/ /#6461 Daily audits of queries assess compliance with FAA §702 query
requirements. Oversight of the audits is necessary to ensure that they are
properly and consistently executed. However, such reviews are not
performed with regularity. SV has piloted and will soon fully implement a
new super audit process that will examine the justifications for queries and
evaluate query terms for foreignness using various Agency databases.

(U/F~ed6) RECOMMENDATION 6

(U/A04e} Implement the super audit process and provide periodic feedback
to FAA §702 auditors and their management on the quality of audit
performance.

(U//Fe"Be+ ACTION: SV

(U) Management Response

(U/ Ao+ AGREE SID/SV has fully implemented the super audit
process for FAA 702. SID requests closure of the recommendation.

(U) Status: OPEN
(U) OIG Comment

(U /#6464 Closure of this recommendation will be evaluated upon receipt
of documentation supporting the action taken.
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(U/FF6UJ8) FINDING FOUR: Some Documentation Supporting
Use of FAA §702 Authority Has Not Been Kept Up-to-Date
and Requires Reorganization Across NSA Web Pages

(U/FF6H6} Guidance supporting compliant use of FAA §702 authority is
maintained in several locations and is not fully organized by subject. Some of the
guidance is outdated. Two Standard Operating Procedures (SOPs) provide
differing guidance on the adjudication process. SOPs for some oversight
functions have not been developed.

(U) Maintenance of FAA §702 Guidance

(U/ 6864 Part of the function of NSA’s SOPs and other forms of guidance
on FAA 702 is to instruct analysts and adjudicators in the proper use of
FAA §702 authority. Included in the guidance are such topics as targeting,
| | dissemination, incident reporting, and the requirements
for approval of FAA §702 targeting requests.

(b)(3)-P.L. 86-36
(U/ /6] These instructions are found in several places, including the
FAA, SV, a’nd:lweb pages, the SV SharePoint site, and web pages
maintained by individual S2 product lines. It is unclear whether some of
the guidance is current because it refers only to PAA, the predecessor to
FAA. In addition, much of the information on the FAA web page is
presented as tips or appears in memorandum form, making it unclear
whether it carries the same degree of authority as the SOPs.

S-S Some of the links from the FAA web page to the guidance _
documents do not work such as the| " (b)(3)-P.L. ¢
Material

1s not fully organized by topic. Thus, to access complete mformation on a
topic, a user might have to search through working aids, frequently asked
questions, and other references.

(U/ /64 The FAA web page, which should be the primary source of
(b)(3)-P.L. 86-36  authoritative guidance, is owned by the| |
SID’s FAA §702 Implementation Lead has been planning to
update the guidance on this site, but other priorities, such as support for
the 2011 FAA §702 Certification renewals, required attention.

(U) Targeting Review: Two SOPs

—SHfSHAH-Two SOPs that provide guidance for adjudication of FAA §702
targeting requests have been issued. SV prepared the| |
| |
(b)(3)-P.L. 86-36 and the| |web page carries the| |
The former, written primarily for
adjudicators, provides detailed descriptions of the review process, including

23
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examples ofl |and common _errors.  It| |J
In

contrast, the SOP published by| |lists the roles and responsibilities
for targeting analysts, releasers, and adjudicators reviewing FAA §702
targeting activities but does not provide a detailed description of the review
requirements. Responsibility for training adjudicators now resides in
I_I__l which should establish the authoritative guidance to support that
training.

(U) SOPs for Oversight Activities

(b)(1) :
(b)(3)-P.L. 86-36
(b)(3)-50 USC 3024(i)

- compliance with the authority by analysts and adjudicators.]
1 | supports 60-day reviews of targeting and

(U/ o861 SOPs are key elements of a system of management controls.
They establish performance expectations necessary to achieve corporate
objectives, including compliance with established authorities.

(U/ AFOH6+ The Agency’s use of FAA §702 authority is subject to monitoring
by SV, S2 Mission Support Staff, and Agency personnel who oversee
targeting analysts (including adjudicators). As noted already, guidance for
targeting analysts and adjudicators has been developed by SV and S2
Mission Support Staff, It is important for the oversight functions to have
documented procedures to ensure consistent execution of these functions
despite staff turnover.

—{S++H4 Responsibilities for FAA §702 oversight have changed significantly

in the past year. SV performs reviews that support assessment of

dissemination by DOJ/ODNI, and manages incident report investigation and
follow -up. As personnel outside SV have accepted responsibility for review
and approval of a significant portion of the targeting requests (including
adjudicators across the Agency), the FAA Implementation Team has
assumed responsibility for training and oversight of adjudicators and
monitoring the targeting process. Ih_as implemented the purge
adjudication process to improve the completeness and accuracy of purges of
FAA §702 data. SOPs for these oversight functions have not been fully
developed.

(b)(3)-P.L. 86-36

(U) Role of the Rules Management Process

(b)(3)-P.L. 86-36

(U/ o561 As part of NSA’s Comprehensive Mission Compliance Program,
the role of the ODOC] lis to gather, organize,
maintain, and provide access to the information contained in external
authorities, NSA/CSS policy, and compliance standards which govern NSA
mission activities, The FAA §702 guidance should be maintained within this
framework,
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(U/AeH84 RECOMMENDATION 7

(U//FOY6Y In accord with the Rules Management framework, establish a
process to maintain authoritative guidance supporting compliant execution
of FAA §702 authority:

- (U/FBH8) Organize the information to facilitate research by topic,

= (U/FFeYes Coordinate changes in guidance with required training,

and (b)(3)-R.

» (U/A-QY0) Establish a single SOP as the guidance for adjudication of
all FAA §702 targeting requests.

(U/FeH©e) ACTION:

(U) Management Response

(U//*F-G-B-G} AGREE The following activities are in progress:
lare developing and updating a single SOP for
oversight, adjudication, and targeting FAA §702 functions and

training.

* The| |is populating FAA §702

~ documentation into a repository. In October 2012, SID
work ed with the - ; to discuss the process

‘and progress.
= SV will collaborate with --S-QI:'to organize the “go FAA”
and { JFAA” web pages.

» Guidance changes that require updates to NCS courses (within
the CRSK series) will be requested via a New Learning Solution. In
such case, will be the originator upon coordination with
SV. In addition, (see Recommendation 1) will manage
changes to the Targeting Workforce Readiness Standard and ELM
training plan,

(U) Status: OPEN
(U) Target Completion Date: I I

(U) OIG Comment

(U / [2B84) Planned action satisfies the intent of the recommendation.

L. 86-36
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(U/IF6YS) FINDING FIVE: Increased Automation of
Processes Supporting FAA §702 Is Needed to Ensure
Compliance and Reduce Errors

—{(SHSHNF-The process for purge adjudication and execution relies on manual
procedures that might result in incomplete and untimely processing. Eligibility
for access to FAA §702 raw traffic databases is not verified after user accounts

are established. Notices supporting required reviews are not
automated.

(b)(;) L. 86-36
(U) Purging of FAA §702 Records sgi{a};ﬁ_ﬁﬁg__&uﬂi)

(U/ /FOT) The Agency identifies communications that must be removed
from its systems by making a determination that content does not meet the
standards for retention. Such records are ineligible as sources for Agency
reports and must therefore be removedl
Ii As these records are identified, they are added to the | Jor
MPL. This system contains items that have been or are being evaluated for
purge. NSA analysts rely on:as a primary source for reporting. To
prevent improper use of purged records, all records sourced to a report are
checked against the MPL, in real time, when a report is released. The
are responsible for deleting records from their system based on an
Execute Order, which is an authoritative request to remove data from the
Completeness of the MPL as a register of records purged and full
removal of records from the I:lare critical to compliance.

(B)(3)-P.L. 86-36

(U/ /#5643 FAA §702 records that analysts identify for purge are subject to
adjudication by personnel in: The review provides assurance that
records subject to purge are completely identified. It also avoids purging
records eligible for retention because they were collected under authorities
e _in addition to FAA §702. also.. .c:uordinates' |
(b)(3)-P.L. 86-36 I:Im execute the purge order.

(U/ /#6607 The adjudication process is manually intensive . | I

[personnel issue the execute order to the
appropriate systems and conduct follow-up without automated support.

| The manual process 1s subject to

(b)(3)P.L.8636 ~ error]

Lack of automation to
complete the purge creates the opportunity ior incomplete or untimely
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processing. |

(b)(3)-P.L. 86-36

(U/ =004 No instances of inappropriate reporting were identified during
this review which did not include testing.

(U//FOUQO) RECOMMENDATION 8

(U/FS6H67 Increase automation of the purge adjudication and execution
processes to support complete and timely execution.

(U/FoYoy ACTION:

(U) Management Response (b)(3)-P.L|86-36

(U/ o884 AGREE SID outlined a three-phased approach to develop
requirements for automation to improve purge process efficiency. plan a
schedule of work, and implement the new capabilities (see Appendix C for
the detailed response).
(U) Status: OPEN

(U) Target Completion Date: | |

(U) OIG Comment
(U / A6+ Planned action satisfies the intent of the recommendation.

(U/IIF6HO) Access Controls over FAA §702 Raw Traffic Databases

b)(3)-P.L. 86-36
—S++The FAA §702 targeting procedures associated with the 2011( N3)-P

certifications require that SV establish processes to ensure that raw traffic is
accessible only to those who have had the proper training. Raw traffic

derived from FAA §702 collection is maintained in I

To obtain a user account and access these databases, users must he

assigned to an approved mission| |obtain the
access required for the database] | and take

required training. When all of these requirements have been met,
(b)(1) ; | | an automated notice that

(RJA)-P-L Bb-3p permits establishment of an account. This process ensures that users have

a mission need to access the mformation, understand the restrictions for
handling the data, and have been properly trained in FAA §702

requirements. : "(b)(3)-P.L. 86-36

(U/ [FereH |does not update training or access information
after accounts have been established. does not verify that persons
accessin% FAA §702 raw traffic databases continue to meet eligibility criteria.

can be used to verify this information; began using

30
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:lfor this purpusel I Plans for :lhave not been

established.

(U//-FG-H-G-)I:' provides authorization attributes and access control

services to NSA enterprise programs and projects. NSA/CSS Policy 6-31,
Authentication and Authorization Services on NSANet Resources, 26 July
2010, requires that all legacy data repositories and applications be

enabled. According to the policy, a system is enabled
when it utilizes attributes about the user; obtained from and
applies authorization decisions based on those attributes.” The
Usage Guide states that, “authorization is based on privileges held such as
security clearances, training completedl |

(U/ /#6567 Failure to verify user attributes that qualify for raw SIGINT
access increases the risk of inappropriate access to FAA §702 raw traffic
databases. although no such inappropriate access was identified by the OIG
during this study.

(U/Fe46} RECOMMENDATION 9

U/ Establish for repositories of FAA §702 data, | |
a means to verify that users remain eligible for access.

(b)(3)-P.L. 86-36 (U/FBHE) ACTION: | I

(U) Management Response

(U/ /#656) AGREE | |manages the mapping of access controls
thro-u-ghl [to repositories. Eligibility to access FAA §702 data
is updated and reflected in |
' |are able to restrict access according to a user’s eligibility
status. This control was previously handled at a system level but is now
managed by| |SID requests
closure of the recommendation.
(U) Status: OPEN

(U) OIG Comment

(U / [46-) Closure of this recommendation will be evaluated upon receipt
of documentation supporting the action taken.

|Required Reviews of FAA §702 Selectors

—SHNFY

(b)(1)
(b)(3)-P.L. 86-36

—&5- Under FAA §702 authority, analysts are required, before tasking
selectors, to determine that the intended target is a non-USP reasonably

(b)(3)-50 USC 3024(i) believed to be outside the United States and confirm that the person is

appropriate for targeting under FAA Certifications. After tasking is initiated
and collection begins, the targeting procedures require NSA to conduct post-
targeting analysis “designed to detect those occasions when a person who
when targeted was reasonably believed to be located outside the United
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States has entered the United States, and will enable NSA to take steps to
prevent the intentional acquisition of any communication as to which the
sender and all intended recipients are known at the time of acquisition to be
located in the United States, or the intentional targeting of a person who is
inside the United States.”

—t54F+ To ensure compliance with these requirements, the Agency has
implemented the Obligation to Review (OTR) process, which establishes
standards for post-tasking reviews, Initial target verification must be
completed within five days of receipt of communications for the tasked
selector. Analysts must confirm that:

* The user of the tasked selector is the intended foreign intelligence
target,

*» The target remains appropriate under the Certification cited in
tasking and is not a USP, and

» The target remains outside the United States or there is no
information to indicate that the target is inside the United States.

—SM-After the initial verification, analysts must review sufficient
information to verify that no change has occurred in the target’s status that
would affect eligibility for targeting. NSA’s internal guidance directs that

:E;g;-P.L. 86;36 this .Fevie_w is to he dpne at least every 30 days. In addition to the_

(b)(3)-50 USC 3024(i) requirements for I‘fijlEW‘I : . ! |analysts must determme_
whether the collection obtained is routinely of a type that might require
prompt destruction (e.g., domestic communications).?

~8-A5H-r Automation _has been implement ed to support compliance with

the OTR requirements. |

(b)(1)
(b)(3)-P.L. 86-36
(b)(3)-50 USC 3024(i)

" (U4~ Guidance to Analysts on Obligation to Review Data Under Protect America Act and the FISA
Amendments Act (on the FAA web page).
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(b)(1)
(b)(3)-P.L. 86-36
(b)(3)-50 USC 3024(i)

(b)(1)
(b)(3)-P.L. 86-36
(b)(3)-50 USC 3024(i)

(U/fFeY©e) RECOMMENDATION 10

H5HSHF) Improve accountability for compliance with NSA's internal OTR
requirement:

-

. | | (D)(3
(U/H~ede} ACTION: |

(U) Management Response

ST S+ AGREE SID reports that the requirements| |
| |

are completed. | |

|
(U) Status: OPEN
(U) Target Completion Date: | |

(U) OIG Comment

(U /HBH6+ Planned action satisfies the intent of the recommendation.

33
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(UHFOUHO) FINDING SIX: The FAA §702 Curriculum Needs to
Be Updated and the Training Requirement Enforced

(UHBH8) Although the new FAA §702 course significantly improved training
content, additional subjects should be considered, and the training should be
enforced. An online resource supporting adjudicator training is needed.

(U) Analyst Training

(U) SID has significantly improved training for FAA §702

(U/ o8 All personnel with access to FAA §702 raw traffic databases
must take the training course “FISA Amendments Act (FAA) Section 702"
(OVSC1203), which provides students with an understanding of the legal
policies and minimization procedures for this authority.

(b)(3)-P.L. 86-36

#ﬁﬁ) “FAA702 Practical Applications,”|
teaches application of FAA §702 authority. The course is part of the

1 | which is establishing common
standards and processes for SIGINT targeting and creating training and
competency assessment mechanisms to support those standards. “FAA702
Practical Applications” will provide a tool to improve analyst understanding
of how to apply FAA §702, including clear examples of documentation that
meets the legal and policy requirements, and exercises in the use of the
principles. Topics covered in the training include targeting requirements,
selector research, documentation required to support the targeting decision,
approval of targeting requests, analyst obligation to review communications
to verify that selectors continue to meet targeting requirements, and incident
research and reporting.

(U/HSGT “FAAT02 Practical Applications” does not address certain topics
important to compliance with FAA §702

—F5F 5N “FAAT02 Practical Applications” focuses on targeting and
target maintenance. Certain matters were not included in the scope of the
course, including handling of incidents resulting from improper
minimization, dissemination, handling, and site tasking, Based on
interviews with SID personnel and OIG review of the course, other matters
should be considered for addition to the course:

= Explanation of the reasonable belief standard,

* Reporting (including the new procedures required for handling
MCTs),

*= Query requirements, and

* Procedures for sharing FAA §702-derived information within the
Agency and disseminating FAA §702-derived information to
customers.
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(U/F658) “FAAT02 Practical Applications” is not enforced for targeting under
FAA §702 authority

(U/ 67 According to S2 officials, completion of “FAA702 Practical
Applications” is required for analysts who have access to data derived from
FAA 8702 collection. The course offers more detailed training in the
application of the authority and the potential to improve targeting efficiency
and compliance with FAA §702. However, the requirement to take the
course will not be enforced until ADET modifies the content to address
deficiencies identified by SID Operations personnel plan to begin
enforcing the requirement for all analysts with access to FAA §702
information | |

(U) Adjudicator Training

(b)(3)-P.L. 86-36

—tS++5H Adjudicators verify that targeting requests meet FAA §702

compliance standards before tasking. A significant training effort was

undertaken |

ut a standardized online resource is needed to support current
and future adjudicators. An online course would provide the basis for
performance standards, support consistency of training, and serve as a
ready reference when questions arise.

(U/FEH6-RECOMMENDATION 11

(U/H2H0) Modify the FAA §702 curriculum:

* (U/FOY6) Include additional training on incidents (e.g., from
improper minimization, dissemination), reporting requirements
unique to FAA §702, query requirements, sharing of FAA §702-derived
information, and an explanation of the reasonable belief standard;

+ (U/FB4Y6e) Update “FAAT02 Practical Applications” and enforce the
requirement for all FAA §702 analysts to complete the course; and

= (UHBH8} Document the adjudicator training and make it available for
reference.

(UHFEHEYT ACTION: | ||

(b)(3)-P.L. 86-36
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(U) Management Response

(U/ /#6661 AGREE
OVSC1203: SV will work with ADET to update the FAA §702 (OVSC1203)

course to reflect the amended Targeting and Minimization Procedures that
the Foreign Intelligence Surveillance Court approved in September 2012.
Ewill publish training slides onto the S2 FAA §702 Targeting
Review Guidance web page and work with ADET to update OVSC 1203

CRSK 1304 & 1305: Updates to “FAA702 Practical Applications”
(CRSK1304) and “FAA702 Adjudicator Training” (CRSK1305) were
completed| | In addition, enforced registration in the
ELM program and targeting proficiency statistics to the individual level as
well as completion rate of any required FAA §702 training (NCS courses)
will be completed | | Structured on-the-job training will be
phased in.

(U) Status: OPEN

(U) Target Completion Date:

(U) OIG Comment

(U / /#6146 Planned action satisfies the intent of the recommendation.

(U) Conclusion

(U/ H=H67 NSA has designed a system of management controls, including
training, policies, processes, procedures, systems, and oversight, to ensure
compliance with FAA §702. Our recommendations suggest ways to improve
the overall control environment in which the FAA §702 authority is used.

(U) This review examined the design of the controls. Compliance and
substantive testing needed to draw conclusions on the efficacy of the
management controls will be conducted in a later review.
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IV. (U) OBSERVATION S

(U/FoHE) Procedures to Improve Representations to the FISC

(b)(3)-P.L. 86-36

(U/ /#6H6+In an operation as diverse as NSA, where a multitude of legacy
systems are involved in processing and compliance under a given authority,
it is understandable that variations might exist in systems and manual
procedures involved in the application of authority under FAA §702. These
variations have the potential to create compliance concerns when standards
are mandated for all users of an authority. | | NSA expanded its
use of Verification of Accuracy (VoA) procedures to NSA’s FAA 702
Minimization Procedures and Affidavits. NSA’s VoA procedures are to be
applied to written representations that describe NSA’s acquisition,
processing, retention, analysis, and dissemination and form the basis of a
legal opinion, a FISC Order, or an Executive Branch decision or authority.
The purpose of a VoA review is to increase confidence that the
representations made to external entities are accurate and based on a
shared understanding among operational, technical, legal, policy, and
compliance officials. The VoA procedures require all factual statements
within the declarations to be verified. Subject documents must be reviewed
by authorizing individuals identified by senior leaders within the
Directorates.

(U/ /#e04 Additional training, maintenance of clear and updated guidance,
and continued implementation of the VoA procedure s will provide an
increased level of confidence in obtaining a consistent understanding of
Agency processes and in the accuracy of representations made regarding
these processes to outside authorities (see Recommendations 7 and 11).

(UIFOYO} Effect od on Compliance with FAA §702

(U//FoEer|

3)-P.L. 86-36
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(U/HFOYO) Effect of Manual Entry of Information on Targeting Requests

—t5/HH A significant requirement for processing targeting requests under
FAA §702 authority is the documentation of support for analysts’
determination that the target is outside the United States and is not a USP.

(b)(1) :
(b)(3)-P.L. 86-36
(b)(3)-50 USC 3024(i)

5 Before the targeting request is approved, adjudicators review the
sources documented in the targeting request that support the foreignness of

the selector. |

(b)(1)
(b)(3)-P.L. 86-36
(b)(3)-50 USC 3024(i)
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V. (UFBHE8)» SUMMARY OF RECOMMENDATIONS

(U/HFEYeY RECOMMENDATION 1

(U/FFOH©0) Establish for FAA §702 targeting analysts and adjudicators ACE performance
objectives based on completion of a specified proficiency level of the Targeting
Workforce Readiness Standard and ELM training plan.

{S#NFY ACTION: | I
(U) Status: OPEN (b)(3)-P.L. 86-36

(U) Target Completion Date: I:l

(U//FE6H6+ RECOMMENDATION 2
(U//FOYOY Develop metrics and management reporting to:

« Measure targeting analyst and adjudicator compliance with FAA §702 targeting
and minimization procedures and

« Support analysis of trends indicative of needed changes in training or guidance.
(U/FPOB07 Coordinate this process with the Comprehensive Mission Compliance

Program.
—S#HNF) ACTION: |

(U) Status: OPEN (b)(3)-P.L. 86-36

(U) Target Completion Date: | | (b){_‘l__) .

(b)(3)-P.L. 86-36
(U/Fe-96) RECOMMENDA TION 3 (b)(3)-50 USC 3024(i)

’:@ﬁsws-i |

(U/FBYdey ACTION: .

(U) Status: OPEN ARl B

(U) Target Completion Date: :l

—tHed8) RECOMMENDATION 4

—{FS#5HANE) Although not required by the minimization procedures, SV should include in
the spot-check of disseminations of FAA §702-sourced material procedures to evaluate
analysts’ compliance with the documentation requirements pertaining to dissemination
based on discrete communications within MCTs. The spot-check should also evaluate
proper use of |per NSA policy.

(U//IFOe+ ACTION: SV (b)(3)-P.L. 86-36
(U) Status: OPEN
(U) Target Completion Date: |
(U) OIG Comment: Closure of this recommendation will be evaluated upon receipt of
documentation supporting the action taken.

41
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(U/Fed6) RECOMMENDATION 5

(U/FFEY83 Periodically provide management an assessment of targeting analyst and
adjudicator performance against the legal and policy requirements for FAA §702
targeting based on SV reviews of targeting requests. Coordinate with FAA §702 metrics
reporting (see Recommendation 2),

(U/AFBHde) ACTION: SV

(U) Status: OPEN Y y
(U) Target Completion Date: | | L et

(U/F~8d8) RECOMMENDATION 6

(U/fF6H8) Implement the super audit process and provide periodic feedback to FAA §702
auditors and their management on the quality of audit performance.

(U/FFHe) ACTION: SV

(U) Status: OPEN SID/SV reports the super audit process is fully implemented for FAA 702.
(U) OIG Comment: Closure of this recommendation will be evaluated upon receipt of
documentation supporting the action taken.

(U/Fede) RECOMMENDATIO N 7

(U/HSY6) In conjunction with the Rules Management framework, establish a process to
maintain authoritative guidance supporting compliant execution of FAA §702 authority:
= Organize the information to facilitate research by topic,
= Coordinate changes in guidance with required training, and
- Establish a single SOP as the guidance for adjudication of all FAA §702 targeting
requests.

(U/Fe40) ACTION: | |

(U) Status: OPEN
(U) Target Completion Date: | | (b)}3)-P.L. 86-36

(U//[Febe4 RECOMMENDATION 8

(U/F6Y8)-Increase automation of the purge adjudication and execution processes to
support complete and timely execution.

(U//F848) ACTION: | |
(U) Status: OPEN (b)(3)-P.L. 86-36
(U) Target Completion Date: | |

(U/FF6H6) RECOMMENDATION 9 (b)(3)-P.L. 86-36
(U/F~ed61 Establish for repositories of FAA §702 data, a
means to verify that users remain eligible for access.
(U/FEH8) ACTION: | | - (b)(3)-P.L. 86-36

(U) Status: OPEN SID reports that actions have been taken to resolve the recommendation and
requests its closure.

(U) OIG Comment: Closure of this recommendation will be evaluated upon receipt of
documentation supporting the action taken.

—TFOPSECRET/ST/NOFORN
42
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(UHedey RECOMMENDATION 10
(U/FOY6) Improve accountability for compliance with NSA’s internal OTR requirement:

tatus: -
. b)(3)-P.L. 86-36 (b)(3)-P.L. 86-36
(U) Target Completion Date: | | (B)3) (b)(3)-50 USC 3024(i)

(U/FOHES+RECOMMENDATION 11
(U//FFeH0T Modify the FAA §702 curriculum:

« (U/FFOU0T Include additional training on incidents (e.g., improper minimization,
dissemination), reporting requirements unique to FAA §702, query requirements,
sharing of FAA §702-derived information, and an explanation of the reasonable
belief standard;

» (U/IiF2Y6]j Update “FAA702 Practical Applications” and enforce the requirement
for all FAA §702 analysts to complete the course; and

« (U/FSUe) Document the adjudicator training and make it available for reference.
(U/FeH6) ACTION:

(U) Status; OPEN .
(U) Target Completion Date: | | (b)(3)-P.L. 86-36




DOCID: 4273133

(U) This page intentionally left blank.

44



DOCID: 4273133
—FOP-SEEREFHSHNOE-ORN—

VI. (U) ABBREVIATIONS AND ORGANIZATIONS

(U) ADET Associate Directorate for Education and Training
(U) CDW Corporate Data Warehouse
57t CIA Central Intelligence Agency
(U) DIRNSA Director of NSA
S-S DN Digital Network Intelligence
S5+ NF-DNR Dialed Number Recognition
(U) DOJ Department of Justice
(U) ELM Enterprise Learning Management
(U) FAA Foreign Intelligence Surveillance Act Amendments Act
(U) FBI Federal Bureau of Investigation
(U) FISA Foreign Intelligence Surveillance Act
(U) FISC Foreign Intelligence Surveillance Court
(U) ISP Internet Service Provider
tF5/ 53 MCT  Multiple Communications Transactions
(U) MPL Master Purge List
(U) NCS National Cryptologic School
S NTOC NSA/CSS Threat Operations Center
(U) ODNI Office of the Director of National Intelligence
(U) ODOC Office of the Director of Compliance
(U) OGC Office of General Counsel
(U) OIG Office of the Inspector General
(U) OTR Obligation to Review
(U) PAA Protect America Act
(U) PL Product Line
(U)} |
(U) S02 SIGINT Policy and Corporate Issues Staff
(U) S2 SID Analysis and Production
(U)
| ()
(b)(3)-P.L. 86-36(U)
' (U)
(U) S3 SID Directorate for Data Acquisition
(U)
(U}ISID Signals Intelligence Directorate I
(U) SIGINT Signals Intelligence
(U) SOP Standard Operating Procedure
(U)
(U)
(U) SV SID Oversight and Compliance
(U) TD Technology Directorate
(V)
(U)
(U)
(U)
(U) USP U.S. person
(U) USSID United States Signals Intelligence Directive
—TFOPSECREF/STHNOTFORN-
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(] I | - o T (b)3)-P.L. 86-36
(U) VoA Verification of Accuracy
; ti* J‘ﬁ(ﬂm‘ - - -
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(U) ABOUT THE STUDY

(U) Objective

(U/ 44 The objective of this study was to assess the adequacy of
management controls designed to provide reasonable assurance of

compliance with Section 702 of the Foreign Intelligence Surveillance Act of
1978 (FISA), as amended by the FISA Amendments Act of 2008 (FAA §702).

(U) Methodology

(U/ HE63 This study was conducted from March 2011 to February 2012
and was based on review of published and draft forms of guidance; review of
certain controls in systems supporting application of the authority; and
interviews with managers and analysts responsible for targeting. approval,
and oversight subject to FAA §702 requirements. (This report of the study’s
findings also incorporates information that was provided subsequently ,
primarily with respect to Finding Three.) Testing of the controls identified
will be the subject of a later review.

(U/ /POP6T The study was conducted according to the standards of the
Council of the Inspectors General on Integrity and Efficiency Quality
Standards for Inspection and Evaluation, January 2011. We believe that the
information derived from interviews and the documentation reviewed
provides a reasonable basis for our findings, observations, and conclusions
according to our study objectives.

(U) Use of Computer-Processed Data

(U) The use of computer-processed data was not necessary to perform this
audit.

(U) Prior Coverage

(U/F6H6) Assessment of Management Controls to Implement the Protect
America Act (PAA) of 2007

—8- The Assessment of Management Controls to Implement the Protect
America Act of 2007 found that additional controls were needed to verify that
only authorized selectors were on collection and that tasked selectors were
producing foreign intelligence on the expected targets. The study also
identified the need for more rigorous controls to increase the reliability of
spot checks for PAA compliance (PAA was the predecessor to FAA).

A-1
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(U/HEH0T Audit of the FISA Amendment s Act (FAA) §702 Detasking
Requirements

—{S7/~ The OIG Audit of the FISA Amendments Act (FAA) § 702 Detasking
Requirements |

| |and that the Agency does not have a
consistent process to ensure a seamless transition from FAA §702 authority
to FBI FISA.

(b) (1)
(b) (3)-P.L. 86-36

A-2
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(U) FAA §702 Control Requirements
and Management Controls
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(U) FAA §702 CONTROL REQUIREMENTS AND MANAGEMENT CONTROLS

(b} (1)
(b) (3)-P.L. BE-36

—t5~MHL Many of the internal control requirements are established by the Affidavit of the Director of NSA (DIRNSA
submitted for each Certification, Exhibit A to the Affidavit, and Exhibit B to the Affidavit, |

|
I IExhiEn A establishes the Agencyv's FAA 8702 targeting procedures: the process lor determining that a person
T

argeted under Section 702 of the Foreign Intelligence Surveillance Act (FISA) Amendments Act of 2008 (FAA §702)
authority is a non-U.S. person (USP) reasonably believed o be located outside the United States; required post-targeting
analysis to ensure that the Agency does not intentionally target a person known at the time of acquisition to be in the
United States and does not result in intentional acquisition of domestic communications, required documentation of the
foreignnes s determination: compliance and oversight; and steps required for departure from the procedures. Exhibit B
contains the minimization procedures to be used for information collected. In addition to the control requirements
established by the affidavits and exhibits, the Standards for Internal Control in the Federal Government provide a
general framework of controls that should be incorporated into daily operations.

(U] This document provides a summary of the internal controls in place to meet these require ments.
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Assessment
Control Objective” Source Control Description o - Needs
X Impro
() TARGETING PROCEDURES
1 | (L) Determination of Whether the Acquisition (U} Exhibit & Targefing Requirements:
Targets Non-USPs Reasonably Believed to Be e |
Located Outside the United States | |

FraErRISA determines whether a person is a
Jthe selector tasked

non-USP reasonably believed to be outside the |
Lfmted States in light of the tqtailly o[_lhe Y and support Tor the ble belef of forei is alsa required
circumstances based on the information available X - X
with respeet to the. person, ~tEH#F-The Targeting Rationale (TAR) Statement is also reguired and
NSA documents why targeling is requested and must indicate the tie to a

aralyaTs may use Ton o are aroate of foreign intelligence purpose specific to the FAA Cerification under which
the following to make that determination: targefing Is requested.

Lead information 'Ifs i | I| L]

agdei?;:tzr[arll mﬁ:;izases. Bl yapoct. | e atrReleaser review, Signals Intelli ( NT) Directora
S0 Product Ling (PL) personnel lwlewl I
| | |Iargetir1g Reguests for overall compliance wi e chosen
rtification before releasing it for adjudicah’on| ]
|

i Adjudication: Al targeting requests submitted under FAA §702
Certifications must pass this review for accuracy of processing and
sompliance with FAA 5702 requirements. It includes the
appropriatenass of the target to the carification, verfication of the
support for reasonable belief of forelgnness, conflirmation that the most
recent foreignness support is used, and that the information supports the
non-USF status of the target, (See recommendation 11 regarding
determination of a single Standard Operating Frocedure (SOP) for

adjudication )

(b))
{b)(3)-P.L. 86-36
(b)(3)-50 USC 3024(i)
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Assessment
Control Objective” Source Control Description Needs
Good Adequate Improvement
2 (L) Determination of Whether the Asquisition (U) Special Processing:
Targets Non-USPs Reasonably Believed to Be ettt
Located Outside the Unitad States (continued)
(B)(1) |5+ The Central Intelligence Agency (CIA) has its own nomination ¥
(b)(3)-P.L. 86-36 process. Requests are reviewed for FAA §702 compliance by NSA
(b)(3)-50 USC 3024{(1) Imrsonneil :
| | SV perlarms the
adjudication review.
&M+ FBI Tasking Requests; The FBI implemented -its own (b)(3)-P.L.186-36
%process subsequent to the field work on this study:
[T |
3 sk To acquire communications about the | (U) Exhibit A ey |P filters are used to ensure that one end of collected
target that are not to or from the target, NSA will lications for DNI selectors is foreign (see special requirements
[ Jto enstire for Multiple Gommunications Transactions (MCTs } — Minimization #
that the person from whom it seeks to obtain Procedures, row 4).
foreign intelligence information is located overseas
l| |N'5A ill direct 1 |(b)1)
Will direc
survelllance at a party to the communication (b}{S]»P.L. 8636 r
reasonably believed to be outside the United {b)(3)-50 USC|3024(i)
States
4 (L) Assessment of the Non-USP Status of the (L) Exhibit & (U) See Targeting Requirements (rows | and 2).
Target
=TS Information that MNSA examines to
determine whether a target is reasonably believed
to be located outside the United States might also 8
bear on the non-USP status of the target. For
axample

(b)(3)-P.L. 86-36
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(b)(1)

(b)(1)
(h){(3)-P.l. B6-36

|The adjudicator's review verifies

the reasonable beliel of foreignness and that there is no contrary
Information conceming the target's USP status

{b)(3)-P.L. 86-36
(b)(3)-50 USC 3024(i)
Assessment
Control Objective” Source Contrel Description Needs
Good Adequate Improvement
5 : To grevent inadvartent targating of & (L) Exhibit A
USF‘,i |
Sty
| | q
]

B-4
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Assessment
Control Objective” Source Control Description Needs
Good Adequate
Improvement
B |-tEr Assessment of the Foreign Intelligence (W) Exhibit A “Taifr The TAR Statement documents why targeting is requested and o

Purpese of the Targsting must indicate the tie to a loreign intelligence purpose specilic to the FAS

~ShTo assess whether the target possesses Certificalion under whith targeting Is requested. This is subject to

andler is likely to communicate foreign_intell adjudication

infarmation related to a forelgn powe
q MNSA considers infarmation a

ineluding

seleclor

(b)(1)
(b)(3)-P.L. 86-36
(b)(3)-50 USC 3024(j)

(b)(3)-P.L. 86-36
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(D)X3)-S0 USC 30280, g rcREFrstvOFORN—
& 0 I » i/

B-6

Assessment
Control Objective® Source Control Description Needs
Good Adequate Improvement

3 I, (U/FeEEs POST-TARGETING ANALYSIS BY (U) Exhibit A | e NEA's Internal Obligation to Review (OTR) policy reqlires

MNSA analysts to perform reviews as follows:

e et Fost -targeting analysis is designed to - Initial collection must be reviewed within 5 days to venly that the ( j(1]

detect when a person who, when targeted, was user of the selector is the intended foreign intelligence target, {b)(3)-P.L. 86-36

reasonably believed to be located outside the the target is appropriate to the FAA Certification under which it i <

United States has since entered the United States is tasked, and the selector is pot in the United States ora USP. { }3)-50 USC 3024(i)

and will enable NSA to take steps to prevent - Collection must be reviewed at least every 30 days to affirm the

intentional acquisition of communication in which target's foreignness and non-USP status and verify that

the sander and all intended tecipients are-known-at information obtained is not of a type to raquire immediate

the time of acquisition o be located in the United destruction (e.g., domestic communications).

States. or the Intentional targeting of a person who %

i& in the United States. Such analysis may includa: Curiayiie |

#
]
|
(b)(1)
{b)(3)-P.L. 86-36
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Assessment
Control Objective” Source Control Description Needs
Good Adequate Improvement
Il {U) DOCUMENTATION (U} Exhibit A “TeeEAll targeting requests submitted under FAA §702 Cenifications
—ramER Analysts who request tasking will are sublect lo review by an adjudicater for verification of compliance with
decument inﬁe laskinqualaba:e I:?:Iration of requirements including approprialeness of the target to the Certification,
citations to the informatian that led them o support for determination of forelgnness and USP status, and foreign
reasorably believe that a targeted persan is intelligence purpose. The adjudicator is responsible for ensuring that the
located outside the United States. Before tasking support far reasonable belief of forsignness is documerded ina
is approved, the database entry for that tasking will database maintained by 31D SV
be reviewed to verily that the database entry |=+S#—r The largeting system requires the analyst to choose from a
contains the necessary citations. menu of foreign intelligence purposes specilic to each FAA §702
84447 A citation is a reference that identifies the joal] certification is chosen, the analyst must s #
3 [ ; ] associated with that ceftification. If the|
WHIE | Is not in the menu, the selector cannot be tasked under
Wil maitain, The ctalion wil enable those FAA authority
responsible for conducting oversight to locate and (b]ﬁ]
review the Information that led NSA analysts to
conclude that a target is reasorably believed to be (b)(3)-P.L. 86436 (b)(3)-P.L. 86-36
located outside the Unlt.etl_ Statles. - (b)(3)-50 USC 3024(i)
nalysts also will identify the foreign power
bout which they expect ta
obtain foreign intelligence.
IV, (U) OVERS|IGHT AND COMPLIANCE (L) Exhibit & (UiFetey Adjudicators are subject to the same training requirements
(U/FOHGS SV with NSA's OGG will develop and as analysts. They also have recejved in-person training on the targeting
deliver training to ensure that personnel review process. Documentation standardizing the information provided
respansible for appraving hrgeﬁ_ng of persans in ;hls_ training has not been made available online for reference by the
under FAS §702, as well as analysts with access adjudicators
to the acquired forzign intelligence information, (/e sV and OGC developed the “FISA Amendment Act (FAA)
understand their responsibililies and the Seqtion 702" course (OVSC1203) when FAA was implemented. |t B
procedures that apply to this acquisition. locuses on the legal requirements of FAA.
(Ul/Fakkes A new course, “FAA T al Applications ™
(CRSK1304), was made availablg It provides analysts with
detailed examples of use of the autharity, The requirement for its
completion s not yet enforced (see Recommendation 11)

(b) {(3)-P.L. 86-36
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Control Objective”

Source

Control Description

Assessment

Neads

Imp

(Lif=des SV has established processes for
ensuring that raw traffic is labeled and stored only
in authorized repositories and is accessible only to
those wha have had the proper training

(t

(U) Exhibit A

h)(3)-P.L. 86-3¢

(/e Al collection stores must be compliance cerdified before they
can be vsed o process. or store FAA §702 data

(/e All FAL §T02 systems are cenlified for purge and access
functions ,
(Ln=2H54 To obtain access to the FAA §702 databases individuals

p must have anapproved mission (entered ln:] by their
upervisor). appropriate clearances (supervisor must request in the

§

I bystem]. and required training
(Overview of Inteligence Aulhontles, USSID 18 Legal Compliance and
Minimization Procedures, and OWVSC1203).

BT Requests for analysts access tof |

ontaining FAA 702 data must
& subm Y ar access sponsor access must be
approved by the[——Jowner.
(L= 5V reviews requests for compartmented accesses, verifying
that the analyst has required training and an appropriate justification for
access (8.0, Includes mission function, targets requiring FAA access)

FF& ﬂ@; ECRE] venl‘,r an aceount IioiaerE COH‘II‘IUII"IQ engiEiH'[y o

access FAA §702-derlved collection. Eliglbility is determined when the
account fs established. Compliance with annual requirements to update

L] : rified at sign-on g t-up (thie wae correctad
far ina system updat (see Recommendation

2

—

{

)3)-P.L. 86-36

a1

)(3)-56.USC 3024(i)

(b){3)-P.L. 86-36
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listing all the key fislds for the review. | 1

T0J sends NSA 3 spreadshest

of e seleciors chosen 1of review. SV must gather all supporting
material for each selector.

Assessment
Control Objective” Source Control Description Needs
Good Adequate Improvement
1 (U/iFesas SV will conduct oversight activities and | (U) Exhibit A (U} Incident Reporting — see row 13,
will make necessary reports, including those (OO low : ;
refating fe incidents of non-compliance, to the NSA - S pedonns Wi tobowiie ve st swities:
inspactar General and OGC, r = —lnewly tasked or retasked before
. sending to DCJ and Office of the Director of Mational Inteligence (ODNI
=~ SV will alse ensure that comrective actions Di-waekly.
are taken to address wertified deficlencies. To
that end, SV will conduct periodic spot checks of {b)(1)
targeting decisions and intelligence disseminations {b)(3)-P.L. 86-36
o ensure o iance with established procedures (b)(3)-50 USC 3024(i)
and conduct periodic spot checks of queries in
data repositories.
- Review targeting support for the bulk of items requested b
DOJ/ODN] for the 60-day review
Q If support is insufficient, SV WIT Tolow dp W & adjudicator #
and largeting analyst for additional support or correttive action (including
possible detasking).
(b)(3)-P.L. 86-36 - Spot check sefialized reports based on FAA 5702 information,
feports containing USP identifiers_and evaluated, minimized tlal’fiD
following up on Identified
discrepancies  Provide record of all FAA §702-derived dissermination for
review by DOJ/ODNI and follow up on any issues identified in their
review . SV's spot check of serialized disseminations does riot include
rocedures| |
[ [verfication of analysis ;
Complance with The minimizanon procedures documentation (0)(3)-P.Ly 86-36
requirements for dissemination defved from MCTs(see
Redommendation 4).
- Oversight of Queries: All queries are reviewed daily by auditors in
the 51D production centers. SV has not conducted reviews of auditor
performance consistently (see Recommendation 6)
12 (UrfFstey DOJ and QDN will conduct oversight (Y Exhibit & (/s 5V coordinates bi-monthly reviews by DOJ/ODN| of targeting
of NSA's exercise of [FAA §702 authonty], which and dissemination. including respanding to guestions raised and
will Inelude periodic reviews by DOJ and QONI providing feedback sessions to adjudicators on the overseers' findings,
personnel to evaluate the implementation of the [-r&raebi+ DOJ performs reviews every 60 days covering all tasking and
pracedures. Such rewiews will occur at least once dissemination for a two-manth pariod. Every 15 days. SV sends a
every 60 days. document to DOJ for each certification,_one each for DNI and DNR E

(b)(3)-P|L. 86.
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B-10

Assessment
Control Objective* Source Control Description £e Neads
Good 1 5
mp
13 | (Uis=een NSA vill report to DOJ and ODNI (L) Exhibit A (U} Incident Research/Reporting:
incidents of non-compliance with these prozedures (UFeeen SV and the targeting team research potential incidents
by NSA persannel that result in the intentional jointly, SV maintains records of the meiderits (b)(3)-P
targsting of a person reasonably believed to be Jir a SharePoinl database TManages
lacated |n the: Urited States. the intentional The Tallow-up process 1o praduce the required notice to DOJODNI within
targeting of a USF, or the intentional acquisition of & business days of confirmation of an incident
communication in which the sender and all SR 1
intended recipients are known at the time of it |
acquisition to be located within the Uniten States.
(LirFean NSA will pravide such reports within 5
business days of leaming of the Incidert,
| |
(b)1)
| SANEFORC raviens he mcidert and Wtiately detetmines whatter £ [ a) s Dp-a0
e reviews the incident and ullimately determines whether - s
meets the criteria for reporting to DOJ/OONI. For incidents of non- (b)(3)-50 USE 3024(i)
compliance with procedures (e.g.. failure to appropriately detask a
selector. over-collestion). NSA must explain why it happened and what
steps were taken to remediate the matter (e.g,, purge dafa, provide
additional training). DOJ determines whether the matter must be
reported to the FISC |n accordance with Rule 13(b} of the FISC Rules of
Procedure,
(U0 The Target of Primary [nterast (TOPI) provides SV with the
parameters lor hecessary purge of j i
[ Incident record in SharePaoint. S2°
Fuses this infermation to initiafe The purge process. verlying 1hat
parameters include_all affected collection without purging informalion
eligible for retention. [ |
(UmRalICL) Infarmation acquired by intentionally |_9 |
fargeting a USF or a person not reasonably P B
believed to be outside the United States at the time I_l_rﬂ'_\'h_l_k_‘w puUrge process
of such targeting will be purged fram NSA relies on manual procedures fhal create a risk of incomplete or untimely
databases. purge execution (see Recommendation &),
(b)(3)-P.L. 86-36

L. 86
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Assessment
Control Objective” Source Control Description Needs
Good Adequate Improvement
14 [TSHNNSA will report to DOJ and OONI Incidents | (U) Exhibit A |78 Per OGC, the sammie incident reporting process is used for
of non-compliance (including over<allection) by matters involving providers incident reports ‘b]“}
any electroniac communication sernvice pravider to @5 a result of provider error have been il (b)(3)-P.L 86-36
whom the Altorney General and Director of " whae

Hatiorial Intelligence issued a directive under §702.
Such report will be made within 5 business days
after deterrining that the provider has not
complied or does not intend to comply with a

directive,

15 {8 In the event that NS4 corcludes that a (L) Exhibit & | =SS s the analyst's respansibility to follow up on
person is reasonably believed to be located Information from review of traffic and detask all related selectors
outside the United States and, after targeting, promptly il the target is in the United States or identified as a USP, the

learns that the person is inside the United States or rimary user is not the target

If NSA concludes that a persan, who at the lime of An incident is initiated

targeting, was believed to be a non-USP was in dentification_of i A ¢l

fact a USP, it will take the following steps: Teview of collaction.

1. Terminate the acquisition without delay, If NSA m_—‘ ] The
2 2 g argeting team works with SV to document the incident. Information

inadvertently acquires a communication sent to or !

from the target while the target was located inside captured in the Incident Report database Includes the detasking date, th"“

the United States, including communication In whether other selectors associated with the target were detasked, and C(b)(3)-PIL. 86-36
parameters for purge of communications collected that are ineligible for (b)(3)-P|L. 86-

which the sender and all intended recipients ars .
reasonably believed loabe lozated |§si5ﬂe the United fetention. SV follows up with PL personnel ta ensure that the incident - (b){3)-50 USC 3024(i)
record iz complete, including entry of purge criteria, i

States at the time of acquisition, such

communication will be treated in accordance with -Mpelécml management ensures lhat:
the minimization procedures Insident folleve-up are handled timely. regardiess of analyst turnover or
2. Report the incident to DOJ and ODNI within & absence.
business days I::ls respons:; ;or l me;y ;n;nw-up.
Note: [mplementat an of| [WIII add
m

controls over the process, Including a requirement for anagement
te document their review that the Incident record |s complete,

(1)(3)-P.L. 6Bl l

(U) See Row 13— Incident Reporting.

- 1 il
s 0 75 1
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Assessment
Control Objective* Source Control Description G Neads
Good X Imp
16 | V. (U) DEPARTURE FROM FROCEDLIRES (L) Exhibit A (Urieeen According to OGC, such actions would be coordinated by
i If, to protect against an immediate threat to that deparm!elnl and involye per:ip_nnel at the hlghesi levels of the
national security, NSA determinies that ft must take Agency; DOJ/ODNI would be notified, No specific procedures or L
action lemporarily in apparent departure from controls have heen developed.
these procedures and It is not feasible to oblain a
timely modification of these procedures from the
Attorney General and Director of National
Intelligence, NSA may take such action and will
report that activity pramptly to DOJ. Under such
circumstances, NSA will continue to adhere (o all
of the statutory limitations set forth in the Act
(U} MINIMIZATION PROCEDURES
1 1. (U Acquisition and Processing — General (U} Exhibit B, o See targeting and adjudication processes foreignness criteria,
(3l TSTStPHFY Acquisition of information by Section 3 TAR. etc. (rows 1 throtigh 6 of Targeting Procedures).
targeting non-USPs reasoriably believed to be — | (b)(1)
located outside the United States pursuant to | (b)(3)-P.L.
FAA 5702 will be effected in accordance with an (UEakses] 1
authorization made by the Attormey General and Ak AT 1 " (b)(3)-80 US
Director of National Intelligence and will be Tiey may stap collectian (b)(3)-P.L. 86-36
conducted ina manner designed. to the greatest = £ %
extent possible. to minimize the acquisition of fﬁ% query procedures define spacific requirements lor use
infarmation not relevant lo the authorized purpose of Inguery selection tefms.
of the acquisition +E-Daily audits of querres.I:] identify overly
broad queries (excessive targeling).

86-36

C 302
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| SV performs fellow-up

( b)(3)-P.L. 86-3p0 verlly Thal Purge and Frelasking Compliance has Updated the inaldent

record with the status of purge completion. The purge process relies on
marnial procedures that create a risk of incomplete or untimely purge
exacution (see Recommendation 8)

e SV works with TOPIs 1o prepare destriction waivers for
pbjects that meet purge criteria and conlain significant lorsian
intelligence value or evidence of a crime of threat of harm. The
Destruction Waiver must be appraved by DIRMSA.

Assessment
Control Objective” Source Control Description
Good Adequate Neds
Improvement
2 (b} (U) Monitoring, Recording, and Processing (U) Exhibit B, (Uit} The FAA §702 training course (OVSC1203) specifies the
(1 |#EEtFs Personnel will exercise reasonable Section 3 steps_anaiys!s are to take lo analyze communications for eligibllity for
Judament in determining whether Information ratention.
atquired must be minimized and will destroy |
inadvertently acquired communications of or Frovides direction for retentiondestruction on the basis
concerning @ USP at the sarliest practicable pomnt {b)(3)-P.L. 8 ether the target was putside the United States at the time of
inthe processing cycle at which such collection and whether the communication is fareign or domestic,
tommunication can be identified sither as clearly | <&+ Unless an incident is reperted from improper acquisition of stch
not relevant to the autharzed purpose of the communications, there is no review process o ensure that analysts &
acguisition (e.g., the communication does not identify and destroy them as required.  The cost of such control wauld be
contain foreign intelligence infarmation) or as nat prohibitive The requirement s that all identilizd issues of improper
containing evidence of a crime that nay be collection be reported ta SV and an Insident Initiated. Performance
disseminated under these procedures. standards and analysis of actual versus expected performance cauld
=S Except for Internet transaction from Improve accountability for compliarce (see Recommendations 1-4),
Lpsiream collection, such inadvertently acquired (U} Examination of retention contrals was not included in this review. {B){[1)
communications of or conceming a USP may be (b)(B)-P.L. 86-36|
retained no longer than 5 years from the expiration by 7
date of the certification authorizing the collection. (b)(P)-50 USC 3Q24(i)
3 (4)+5-EHHE Az a communication is reviewed (U} Exhibit B, | |
analysts will determine whether it is a domestic or Section 3 | provides direction for retention/destruction on the basis
foreign communication to. from, or about a target of whether the target was oltside the United States at the time of
and is reasonably believed to contain loreign collection and whather the cc ication is foreign or domestic. This is
intelligence. information or evidence of a crime covered in detall in OVSC1203. the required FAA §702 training
3:2:5””" ‘“"f'm”_“':a“:!';s aa" ha P'c_'“::‘ﬁd Al (L) See aiso Obiigation to Review — row 7 of Targeting Procedures.
: B y (/s Parameters for purge of collection associated with an
Incident are provided to SV by the TOP| and recorded In the incident
record in SharePaint. 52 Purge and Pretasking Compliance uses this to
Initiate the purge process, verilying that all affected collect
#

0y 0 7

B-13
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Assessment
Control Objective” Source Cantrol Description Neads
Good Adeq L
mp
W1, ()5 ey Processing of Internet (L) Exhibit B, T3t The Technology Directorate developed procedures to
Transactions Acquired through NSA Upstrean Section 3 analyze upstream colleclion. Data permitted for use by analysts must
Collection Technigues have the active user (sender or recipiept) be the target or be outside the
(@ FERERHFrS A Wil take reasonable steps United States (currently approximalely ol Lpsiream oollection).
after acquisition to identify and segrepate through Datauls_ sequaste be in
technical means Internet transactions that cannot the United States
be reasonably identified as containi na single, |
discrete communications inwhich the active user
of the transaction (i.e.. the selector used ta send or TS There is no training on use of MCTs at this time (see
receive the Internet transaction te or from a service Recommendation 11),
pravider) is reasonably believed to cate A
the United States] | {(b)(1)
- - - (b)(3)-P.L. 86-36
(@)1, 4FSHE=h Such segregate: "
communications will be rélained in an access- (b)(3)-50 USC 3024(i)
controlled repositary accessible only to NSA ’ )
analysts trained to review suich transactions for the (LS Efforts are ongoing to develop procedires for removing data
purpase of identifying those that cantain discrete from sequestration anc_# spec_lal training for analysts who will process this
communications in which the sender and all data {no recommendation — in protess)
Intended reciplents are reasonably believed to be
lozated in the United States.
I (b)(5)b ~+Fertt NSA analysts seeking to (U} Exhibit B,
use a discrete communication within an Internet Section 3
transaction that contains multiple discrete ”

communications will assess whather the discrete
communication (1) is @ communication in which
the sender and all intended recipients are located
in the United States and (2) is to, from, ar about &
tasked selector or otherwise containg foreign
intelligence information.

UL (b)(5)b.3 Tk ]

Training on appiication of these procedures Nas not been developed
(s=se Recommendation 11},

(b)(1)
(b){3)-P.L. 86-36

(b)(3)-50 USC 3024(i)
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Assessment
Control Objective” Source Control Description Needs
Good Adequate &n
provement
Il (D)(E)+FRr3t=PT Magnetic tapes or other (U) Exhibit B, |-rS#FGuidance on queries of FAA Databases states that NSA may not
storage media containing FAA §702-denved Section 3 use USP namess oridentifiers as selection terms when reviewing
communications may be queried ta identily and tallected FAA 5702 data
select communications for analysis. Query terms (/e Queries are subject 1o review by auditors in the 52
used will be limitad to selection terms reascnably production centers to verily that the query has a foreign intelligence
fikely ta return foreian friteligence intormatian. purpose within misslon scope and reasonably excludes protected data
Identifiers of an identiflable USP may not be used W ) .
as terms to identify and select for analysis any (Ui Reviews of the audits performed by PL personnel have not
infernet communication acquired through NSA's been regularly executed by SV to ensure quality of the audit process (see ]
upstream tollection technigues. Recommendation 6),
=t Any use of USP identifiers as terms to
|dentify and select communications must first be {b}(ﬂ
approved In accordance with NSA& procedures, % x
NSA vill maintain records of all USP idenfifiers (b)(3)-P.L{86-36 (b)(3)-P.L. 86-36
approved for use as selection terms, (b)(3)-50 WSC 3024(i)
1L (e} (L 4=exHer Destruction of Raw Data (WY Exhibit B, . | |
" Section 3 provides direction for retention/destruction on the basls
FAA 5702 afﬁ&lﬁ”'&ﬁe‘?ﬁ;ﬂ?;Igi;hu::{mam whether the target was outside the United States at the fime of
callection that do niot meet the retention: standards collection and whether the communication s foreign or domestic, This is
set farth in these procedures and that are known to also covered in detail in OVSC1203, the reguired FAA §702 tralning
contain communications of of concerning LISPs will (L) See also Obligation to Review — row 7 of Targeting Procedures.
De:destrnyed. Alpor racothition and may ba ey A malrix of scenarios/reasons purge action is required is
retained no longer than 5 years from the expiration documented for authorities including FAA §702. Purges are identiiied as
date of the ceification authorizing the colleclion. part of the incident investigation process: SV and the TOPL capture the
purge parameters in the incident record on the SV SharePoint site. The
purge adjudication team per! fris esearch i
items identified for A
rge
completeness and timeliness (see Recommendation B)
U/ Purge Process: | 1 (4)(3)-P.L. 86-86
Jare
responsible for deleting recards from their system on the basis of a
Purge Execute Order, to prevent impraper use of purge records to
support reporting.
(b)(1) L '
(b)(3M{P.L. 86-36
{b"33150 USC 3024( )} Retention — outside scope.
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Assessment
Control Objective” Source Control Description Neads
(b)(3)-P.L. 86-3q  Good Adeq -
8 MR Internet transactions that are acquired | (U) Exhibit B, (U) See also Obligation to Review —row 7 of Targeting Procedures,
fhrough NSA's upstream collection and do not Section 3 o
contain information that meets the retention provides direction for retenionidestruchion on he basts
standards set forth in these procedures and that of whether the target was outside {he United States at the time of
are known ta contain communieation of or collection and whather tha communication is forsign or domestic. This is
concerning USPs will be destroyed upon plso covered in detail in OWSC1203. the required FAA §702 tralning.
recognition. Al upstream collection may be : -]
retained no longer than 2 years fram the expiration 1UJ_PFG'|:P0? Th_a need to purge communications 1s identified as part of the
date of the certification authorizing the collection Incident investigation process; SV and the TOPI capture the purge (b)(1)
The Internet transactions that may be retained parameters in the incident record on the SV SharaPoint site, The purge
include those that were acquired becalse of adjudication team perorms research to verily completeness of items (b)(3)-P/L. 86-36
limitations on NSA's ability to fiter Identified for purge. Purge adjudication and execution is manual and (b)(3)-50 USC 3024(i)
communications. subject to error affecting completeness and timeliness (see
Recommendation ),
(U} Retention — outside scope.
9 li.{d) (U} Change In Target's Location or Status {U) Exhibit B, (V) See also Obligation to Review —row T of Targeting Procedures.
a4 I the event that NSA determines thata | Section 3 FrErste Detasking guidance states that analysts are responsible for
person reasonably believed (o be located outside delasking a selector upon review of content indicating that the selsctor is (P)1)
the United States and, after targeting the person. used by a USP, confirmation that the selector js being Lised by an {E"s}_P L. 86-36
learns that the person is inside the United States or individual in the United States | Lo é
if NSA congludes that a person who, at the time of {p)(3)-50 USC 3024(i)
targeting, was believad o be 3 non-lUSP is i fact
a USSP, the acquisition from that person will be
terminated without delay.
TETSt T Communications acquired through the #
targeting of a person whe at the lime of targeting (U} See row 7 for purge procedures.
was reasonably believed to be located outside the
United States but was in fact located inside the
United States at the time such communications
were acquired. and any communications acquired
by targeting a person who at the time of targeting
was believed to be a non-USP but was infact &
USP, will be treated as domeslic communications.
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Assessment
Control Objective” Source Control Description
Good Adequate Neds
Improvement
10 1Yo Acquisition and Processing — Attarney- | (U) Exhibit B,  [S#StR OGC reports that noinstances of such collection have been
Client Communications Section 4 identified to date by NSA analysis  and, therefore, no log has been
e ; initiated. Such instances would be rare (e.g. it would occur only if a
cnrnmunicatg; sg&ﬁ;:ﬁ“@f&:ﬂaﬁ;‘eg I-:ﬁ\tw?\ person reasanably believed to be outside the United Stales targeted by
to be under criminal indictment in the United States NSA s knowri o be under Indictmant in the United States and NSA&
and an attomey who represents that individual 1 intercepts a communication between the target and an attarney NA
the matter. manitoring of thal commurization will representing that foreign person in the U.S. legal proceeding) .
cease and the communication will be identified as
an attormey -client commu nication in a log
maintained far that purpose.  The relevant portion
of the communication containing that conversation
will be segregated, and the National Security
Divislon of DOJ will be notified. In addition. all
proposed di inations of inf i
constituting USP attorney-cllent privileged
communications must be reviewed by OGC before
dissemination,
11 V. (U) Domestic Communications (U} Exhibit B, e < tion that is determined to be domestic (does not
TSt HFErA communication identified as a Section S have at least one communicant qutside the United States) will be
domestic communication will be promptly promptly destroyed upen recognition Llnielss DIRNSA specifically 8
destroyed upon recognition unless DIRNSA for determines in writing that the communicatinn may be retained. SV
Acting DIRNSA ) specifically determines. in writing, wnlk_s with TOPIs to prepare destruction ‘Walvers This process is
that if meats certain criteria (e.q., contains monitored as part of the follow-up on incidents and purges.
significant foreian intelligence, evidence of a
cnme}.
a domestic communication indicates
that a target has entered the United States, NSA
may advise the FBI of that fact,
12| VI (U) Fareign Commurnications of ar Concerning (1) Exhibit B, ommunication resulting from the targeting of a person who
UsPs Section & was reasnnably believed at the time of targeting to be a non-USP
(a} (U} Retention Incated overseas but is later determined to be & USP ora person inthe g
; o S United States will be promptly destroyed upan recognition unless
[—HE=R Foreign communications of or concerning DIRNEA specifically determines in writing that the commiunication may
USPs may be retained only If necessary for the be retained. S\ works with TOPIs to prepare destrustion waiyers. This
g;:slr:;:‘::::nD;:izz:ﬁﬁ;ﬁ:::ing i process is monitored as part of the follow-up oh Incidents and purges,
reference to such USPs would be parmitted upder
subsection (b), orif the Information is evidence of a
crime and is provided 1o appropriate federal law
enforcement autharities.
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law, requlation, and palicy

Requlation 5240 1-R Procedures Governing the Acfivities of DOD
Intelligence Components That Affect United Stales Persons, and the
Classified Annex to Department of Delense Procedures Under Execulive
Order 12333,

Assessment
Control Objective” Source Caontrol Description Neads
Good Adeq '
mp
13 | VI by (U) Dissemination () Exhibit B, (Il This restriction on dissemination is not unigue to FAA §702
S+EHME A report based on communications of ar Section & and is consistent with procedures required by Executive Order (EO. )
concerming a USP may be disseminated in 12333, B
accordance with Section VIl or VI if the identity of
the USP is masked, Ctherwise, dissemination of
intelligence reports based on communications of or
goncerming a USP may be made only to a recipient
requinng the identity of such person for the £
performance of official duties that meet certain (b)(1)
sriteria (b)(3)-P.L. 86-36
14 | VI {cTrSe&s Provision of Unminimized (U) Exhibit B,  |Fenskue] |
Communications to CIA and FBI Section &
BBy MSA may prowide to the CIA and FBI
unminimized communications derived from
FAA §702 collection. e Discussion of FAA §702 collzction with CIAFBL: If IC analysts &
have their own copy of the data, provided threugh C1A nomination or FBI
dual route, NSA analysts may discuss the information with them, They
may not provide copies of the information to IC personnel. This is
addressed in required NSA/CSS Pelicy 11-1, Infarmation Sharing.
15 | VI (U) Other Foreigh Communications (U) Exhibit B, (UrFeveer Dissemination is handled In accordance wilh the Foreign
Uy F icali f Section 7 Intelligence Surveillance Act Amendments Act of 2008, the Minimization
LQLJ;?;:: rg;n ;:;::?’nsu;: racnc:’n;?;:;nrﬁi:amd Procedures Used by the National Security Agency in Connectior ith
inany lorm o accardance witrolhae applicable Acquisitions of Fareign Intelligence Information Pursuant to Section 702
of the Forgign Inteligence Survelllance Act of 18978, as Amended. DoD L4
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Control Objective”

Source

Control Description

Good

Needs

mpro

16 | VIl 7S Collaboration with Foreign
Governments

(&) +EMF) Procedures for the dissemination of
evaluated and minimized infermation: Infarmation
acquired under FAA §702 may be disseminated to
a foreign government.  Other than in cases lor
linguistic assistance by a forelgn government
(Saction VIl (b)), dissemination to a foreign
government of information of or concerning a USP
may be done only ina manner consistent with
subsections VI (b) and VI (rows 13 and 15)

(b)Y +E Pracedures for technical o linguistic
assistance: Communications that, because of their
technical or linguistic content, may require further
analysis by foreign governments to assist NSA in
determining thelr meaning or significance, MNSA
may disseminate items containing unminimized
FAA §702 information ta foreign governments Tor
analysis, under certain restrictions

(U) Exhibit B,
Section 8

[=tEmiie Sharing Evaluated and Minimized I ]

5445 Evaluated and minimized |

||

L)1)

iy |
]

#’ The provision for technicalllinguistic assvslance[

IDocumentm“on Is developed case by case. Consideration
ould be given to documentation of this process,

(b)(3)-P.L.
(b)(3)-50 |

86-36
JSC 3024(i)

(b)3

(U} MANAGEMENT CONTROLS

-P.L..
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Assessment
Control Objective” Source Control Description Neads
Good Adeq L
mp
| (L) Activities must be established to monitor (U) Standards (Ui Annual perfarmance objectives for compliance with
perfarmance measures and indicators. Contrals for Internal FAA §702 requirements, associated policy, and SOPs have not been "
should be aimed at validating the propriety and Control in the established (see Recommendation 1).
integrity of orgarizational and individual Federal
performance measures and Indicators, Gavernment
2 (U} Information should be recorded and (1) Standards (/42 Companson of actual parformance o established standards
communicated to management and athers within for Intarnal for compliance activities associated with FAL 5702 are incomplate (see #
the entity who nesd it and in a form and within a Control I the Recommendalions 2, 4.5 and &)
time frame that enables them to carry out their Faderal
internal control and other responsibilities. Government
3 (U Internal control monitoring should assess the (U} Standards wﬂ | (b)(1)
quality of performance aver lime and ensure that fer Internal (b)(3)-P.L.
findings are resolved. It includes regular Control in the
management and supervis ory activities, such as Federal (bj3)-50 U
ongoing comparnsons and reconciliations, to Government
ensure that controls are Junctioning properly.
4 (U} Access to resources and records should be (U} Standards (U/H=2e=To share FAA §702 information with other NSA analysts
limited ta authonzed Individuals, for Internal steps must be laken to ensure that the individial has the proper &
Control in the clearance, This infarmation is not addressed in the required FAA 8702
Faderal tralning and guidance Is not included on the FAA web page |see
Gavernment Recommendation 11).

B-20

86-36
SC 3
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(U) Full Text of Management Response
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SIGNALS INTELLIGENCE
DIRECTORATE

memorandum

22 February 2013

FROM: Signals Intelligence Directorate (SID)

T0: Office of the Inspector General (01G), ATTN s S (b) (3)-B.L. 86-36

SUBJ: (U//FEt67SID Response to the Revised Report on the 01G Assessment of Management
Controls Over FAA 702 (ST-11-0009).

(1) The purpose of this memorandum is to provide SID's revised response to the subject report
which includes updates to corrective action plans, content adjustments, and technical minutiae to
ensure accuracy

(U/ Aot SID reviewed the revised report in its entirety. The attached response
acknowledges SID's agreement with eleven recommendations, and provides pevised
corrective action plans, points of contact, and target completion dates as needed.

(U/ Fo405 The SID consolidated response is attached to this memorandum. Please
contact 8022, 966-5621(s) if you have any questions,

sy (Y. L. 86436

Deputy Chief of Staff for
SIGINT Policy and Corporate Issues (S02)

Encl: a/s
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NSA/CSS OFFICE OF INSPECTOR GENERAL

———u .

(U) OFFICE OF INSPECTOR GENERAL (OIG) DRAFT REPORT:
Assessment of Management Controls Over FAA §702

Management Response to Draft Report

(U) In accordance with 1G-11357-12, “Coordinating Office of Inspector General Reports,” the
purpose of the draft coordination phase is to gain management's agreement or disagreement
with report findings and recommendations. The SIGINT Directorate (SID) has been extended
an opportunity to review and comment on the revised report to ensure contexlual accuracy.

(U) The following matrix includes SID's consolidated revisions to management's action plans
where applicable:

Rec.
No.

Action

Agree or
Disagree

Management Response

Completion
date

—HEHNERSID.

wi

Agree

(U, the
recommendation. Th nd

re currently preparing an ELM
plan for Target Analysts and
Adjudicators. This plan will include FAA
702-specific training

(U) POC;

(unrete)| |
963-0561

preparing an ELM plan for target
analysts and adjudicators. The ELM
plan will be broken down into
proficiency levels thus allowing the
analysts to register for the correct
training based on proficiency level as
stated in the ACE objective. The ELM
plan for the Targeting workforce

readiness standard for FAA §702 will be
completely for all NCS
courses. Enforced registration in the

ELM program and targeting proficiency
statistics to the individual level as well
as completion rate of any required FAA
§702 trainj will be
complete Structured
OJT training will be phased in

: -(b

Rerved From: NSA/CSSM 1-52
Dated: 20070108
Declassify On:<2895660+

)3)-P.L. 86-36
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(b)(3)-P.L. 86

il work
with{ Jes part of the SID Lean Six
Sigma Team. Participants will assess
the feasibility of developing metrics to

uate de-targeting trends and
Pldcess deficiencies, Final
implementation will be dependent on
technical capabiiities and deployment
schedules,

(b

reconciliation process.

(U) POC:

o —

)(3)—PL86“ ==

I e —
bard (U) POC:
(uirever |
963-0561
g . i
(UPoEe) 960-
6729
| |
Oversight & Compliance (SV) |
] }m‘l! convene to establish
3 (UD Agree nical procedures to implement a :

- (V) SV with OGC

SID/SV will collaborate withl
nd OGC to establish a
m y and process for spot-

checking disseminations of FAA 702-
sourced material dependent on the
volume of dissemination

{U) POC:

(Urove ——TJoss.

b)(1)
(b)(3)-P.L. 86-36
(b)(3)-50 USC 302



DOCID: 4273133

ST-11-0009

ST-11-0009

and OGC to modify the
odology and process for spol-
checking dissemination of FAA §702-
sourced material.

(V) sv

Agree

(UI#=2He Per the requirements of
Recommendation 2, SID/SV will
incorporate metrics for management's
assessment.

(U) POC:

uiFese s, s6s-

2479

(b)(3)-P.L. 86-36

(v sv

(U/AOBOTSIDISV has fully
implemented the super audit process
for FAA 702 SID requests closure of

Request
Closure

rﬂm"

V.

ith ODOC

Agree

Sk The following activities are
currently in progress.

« SID/ e
developing and updating a
single SOP for oversight,
adjudication and targeting FAA

currently populating

documsnui::gn infoa _I
|

Pmﬂm
\ will collaborate with S2 and
to organize the “go FAA"
a AA" web pages.

i ki

Revised Management Response:
(U/#=2=24 Add bullet #4: Guidance
changes that require updates to NCS
courses (within the CRSK series) will be
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requested vi earning Solution.
In such case ill be the
originator oordination with SV. In
addition (see recommendation
1) will manage changes to Targeting
Workforce Readiness Standard and

(b)(3)-P.L. 86-36

ELM training plan.

63-1109

o | 0L

(b)(3)-P.L. 86-36

Agree

(U/FeHe) Phase 1: Requirements
Gathering:
« Conduct techpi e
sessions witn&.@r

developers.

p .
|:u:mg :e;:::: ;e:ngs of

the purge process and
requirements.

+ Document recommendations
for specific areas where
automation will improve
process efficiency.

* Update the compliance
steering group on automation
requirements and existing
gaps.

(ViFOHe} Phase 1 Deliverable:
Report documnenting reviews and
technical exchanges with[__] This will
include an implementation plan,

(U) Target gomnlgﬁion:

(] Phase 2: Planning Phase:
Per the development and
implementation plan, create a schedule
of work required to increase automation
of the purge adjudication and execution
processes.

(Uieu8) Ph eliverable:
Coordinate wir:EF.l document a
scheduleftimeline with specific
completion tasks required to enhance
this capability per the implementation
plan.
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(b)(3)-P.L. 86-36

U) Ta C tion Date:

Ui Phase 3:

Development/implementation:
Work with_Jto develop the new
capability per Phase 1 and 2

(U846 Phase 3 Deliverable:
Complete the development and provide
a final report to OIG defining results.

pletion Date:

(U)POC:
UI}FOUOI-
t953-0551 I

) SF Agree

(b)(3)-P.L. 86-36

(UHFQHG;-GIE‘ lrnanages the

s controls through

repositories. Eligibility
to access Ffamammqed and
refi in
ﬁﬂl—ﬂ“ able [0 reslncl access according 10

a user’s eligibility status. This control
was previously handled at a system
leve! but is now managed by

mapping of access controls through
#c repositories.
| Eligibility to access FAA §702 data is

(U) POC;

(Uiseue)| |
963-0561

age the

Jareable 1o

restrict access according to a user's
eligibility status. This control was

previously handled at a system level but
is now managed t_rﬂ I

(U/F~256+ SID requests closure of the
recommendations. Deliverable
Update: The SID Data Manager can
provide documentation to enable
closure of this recommendation.

Request
Closure

= “(b)(3)-P.L.
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(U
969-6729 & ]
963-3004

('i;iis)-P.L.

ibi(ﬁ)-P.l

B6-36

Agree

.. 86-36

(U) Sub-bullet #1:

—t8ier DNI OTR guidelines, the

requtremeniuu.umusm.ﬂ_
completed

The analyst must assess trafc

and respond to three supportin
questfons.l I

(U) POC:

(uiFeve)| ]
963-0561

(Ui-ene)
6729

1

GC,
ADET

(U Sub-bullet 1 & 2:

Si eferred to SV. SV will work
with ADET to update the following
course: FISA Amendment Act (FAA)
Section 702 (OVSC1203) to reflect
modified Targeting and Minimization
Procedures that are currently pending
the Foreign Intelligence Surveillance
Court ruling

(U#FEEST Sub-bullet 3: SI will

(b)(3)—P L. 85p3ﬁ|sh training slides onto the 52 FAA

702 Targeting Review Guidance
webpage and will work with ADET to
develop a course to replace briefings
and informal training sessions

(u) POC:
| |

- (b)(1)

(b)(3)-P.L. 86-36
(b)(3)-50 USC 302
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963-1109 and| |

SV, 966-2479

(UIFSHSy OVSC 1203: SV will work
with ADET to update the FAA §702
(OVSC1203) course to reflect the
amended Targeting and Minimization
Procedures that the Foreign Intelligence
Surveillance Court ap in
September 2012, S| will publish
training stides onto the S2 FAA §702

‘| Targeting Review Guidance webpage
and work with ADET to update OVSC

(U/He-erCRSK 1304 & 1305:
Updates to FAA §702 Practical
Applications (CRSK 1304) and FAA
§702 Targeting Adjudication (CRSK
1305) were completed in December
2012. In addition, enforced registration
in the ELM program and targeting
.| proficiency statistics to the individual
level as well as completion rate of any
required i0j

3 SIEMﬂEWQS—I
ﬂstrucmre OJT training will be

phased in.
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NATIONAL SECURITY AGENCY/CENTRAL SECURITY SERVICE

(U/IF6UO} Implementation of
§215 of the USA PATRIOT Act and
§702 of the FISA Amendments Act of 2008

ST-14-0002
20 February 2015

(U) This report might not be releasable under the Freedom of Information Act or other statutes and regulations.
Consult the NSA/CSS Inspector General Chief of Staff before releasing or posting all or part of this report.

(b) (3)-P.L. 86-36 )
Classified B_]!:‘ZI
Derived From: NSA/CSS Manual 1-52
Dated: 30 September 2013
Declassify On: 20400226

—FOP-SECREFSHANOFORN-
Bpproved for Release by NSA on 02-11-2016. FOIA Case # 80120 (litigation)
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(U) OFFICE OF THE INSPECTOR GENERAL

(U) Chartered by the NSA Director and by statute, the Office ofthe Inspector General conducts audits,
investigations, inspections, and special studies. Its mission isto ensure the integrity, efficiency, and
effectiveness of NSA  operations, provide intelligence oversight, protect against fraud, waste, and
mismanagement of resources by the Agency and its affiliates, and ensure that NSA activities comply with the
law. The OIG also serves as an ombudsman, assisting NSA/CSS employees, civilian and military.

(U) AUDITS

(U) The audit function provides independent assessments of programs and organizations. Performance audits
evaluate the effectiveness and efficiency of entities and programs and their internal controls. Financial audits
determine the accuracy ofthe Agency’s financial statements. All audits are conducted inaccordance with
standards established by the Comptroller General of the United States.

(U) INVESTIGATIONS

(U) The OIG administers a system for receiving complaints (including anonymous tips) about fraud, waste, and
mismanagement. Investigations may be undertaken inresponse to those complaints, atthe request of
management, as the result of irregularities that surface during inspections and audits, or at the initiative of the
Inspector General,

(U) INTELLIGENCE OVERSIGHT

(U) Intelligence oversight is designed to ensure that Agency intelligence functions comply with federal law,
exccutive orders, and DoD and NSA policics. The 10 mission is grounded in Exccutive Order 12333, which
establishes broad principles under which IC components must accomplish their missions.

(U) FIELD INSPECTIONS

(U) Inspections are organizational reviews that assess the cffectiveness and efficiency of Agency components.
The Field Inspections Division also partners with Inspectors General of the Service Cryptologic Elements and
other 1C entities to jointly inspect consolidated cryptologic facilities.
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NATIONAL SECURITY AGENCY
CENTRAL SECURITY SERVICE
OFFICE OF THE INSPECTOR GENERAL

20 February 2015
1G-11763-15
Re-Issued
TO: DISTRIBUTION

SUBJECT: (U/AOH6) Report on the Implementation of §215 of the USA PATRIOT Act and
§702 of the FISA Amendments Act of 2008 (ST-14-0002)

1. (U/A6465 Attached please find the report on Implementation of §215 of the USA
PATRIOT Act and §702 of the FISA Amendments Act of 2008, as requested by members of the
Senate Committee on the Judiciary.

2. (U) In September 2013, ten members of the Senate Committee on the Judiciary
requested a comprehensive, independent review of the implementation of §215 of the USA
Patriot Act and §702 of the Foreign Intelligence Surveillance Act (FISA) Amendments Act
(FAA) of 2008 (FAA §702) for calendar years 2010 through 2013. In January 2014, NSA’s
Office of the Inspector General (OIG) and staff members of the Senate Committee on the
Judiciary agreed on the scope of a review the OIG would conduct on NSA’s use of both
authorities.

3. (U) The following is the NSA OIG’s report on both authorities which will be sent to
the ten members of the Senate Committee of the Judiciary who requested the review, the
Chairman and Ranking Member of the House Committee on the Judiciary, the Chairman and
Vice Chairman of the Senate Select Committee on Intelligence. and the Chairman and Ranking
Member of the House Permanent Select Committee on Intelligence.

4. (U/fFEH6-We appreciate the cooperation and courtesies extended to our personnel
throughout the review.

DR. GEORGE ELLARD
Inspector General

(U) This report might not be releasable under the Freedom of Information Act or other
statutes and regulations. Consult the NSA/CSS Inspector General Chief of Staff before
releasing or posting all or part of this report.

—FOPSECRETAHNOTFORN-



DOCID: 4273474

—TFOP-SECRET/SHNOFORN

(U/Fet©) DISTRIBUTION:
SID DIR (Ron Moultrie) P
TD DIR| |
OGC (Raj De)

AIG [
CLPO (Rebecca Richards)

ODOC (Catherine Aucellal

LAO (Ethan Bauman|

0G| |
S0 |

S19]

S1 1

S2

s2 wig

S3 |
S313 '

S35] [

S354]

ST

SV |
SV4 |

Tlh
Tl

TELI
TE2

TS
TV

DL BMD Weekly (ALIAS) STC1
DL SIDIGLIAISON

DL TD_REGISTRY

DL TD_Strat Ops Grp

DL D COMPLY TASKER

DL d_ge registry

DL d lao tasker

é§b)(§)—P.L. 86-36

ST-14-0002
(U//Fet0y cc:
AIG] I
0DOC] X
0GC

S01

DL S02 frontoffice (ALIAS) S02

S02
S1 |
S19] ]

8207 |
15203

S2D

S214

$35433

LST |

|
|
-
—

V07
IG
DG
DI

D11, D12, D135, DI




DOCID:

4273474
ST-14-0002
(U) TABLE OF CONTENTS
I AD) INFRQBUCTION o iicisnarensicsssmmsammming, aissmpusummsiityiibonaiviaiamtismsansid
(N REREOR BORREVIER »mnulkeumsnmimeasapiiesndins i S s s s
B O B B TN S iaiy s civs sosis ooy iy a6 e s 0 o 0 08V N BN A S s SO WV BT N 0%
Il. (U) SECTION 215 OF THE USA PATRIOT ACT ...ccccoiiinnnnnniininninns sorearessnesnns

L BACKOREUND oo snnimaii et i e b R i RS e e i St d
L) METHERSLOGY ANDBEDIPE i sttt s nss e we s R A B ik
U) BR FISA PROGRAM CONTROL FRAMEWORK .....ocvvveeiieirieesiiresssesssessnnnesssinsseassnsnnseenns
U) BR FISA PROGRAM INCIDENTS OF NON=COMPLIANCE .......oooeieiierieaeaeeieinnceaersnnnnaeees
L) NSA USE OF THE BR FISA ALITHORITY wioctnseesnssissns corsrsmms srmmmessasssvsssssgasssssnsseniepinssss

B B ACKERIEINDL s Sarsisipmths phasspiisiniv i senrona kg Sani s sty S I i

LN AT RO DO DT AN BETIRE s oyt i st s e s SR S S s AR Sm e

) FAA §702 PROGRAM CONTROL FRAMEWORK .....cciiumieiaiimiriansiinteesseeeeanninessinsaesaesnneas

) FAA §702 INCIDENTS OF NON-COMPLIANCE .....cvisviesssiesssiesssssssnssssasasssssarsssassssasrassn

(15} NSA USE OF THE FAA ST02 AUTHORITY iisiisivusinsissssriatrmarsris st

IV. (U) ABBREVIATIONS AND ORGANIZATIONS .....ocoovvmmiimmminniminininns sommsssssmssnsinnnns

(U) APPENDIX A: ABOUT THE §215 AND FAA §702 REVIEW ......covevvereerseeecssnnns
(U) APPENDIX B: BR FISA PROGRAM CHANGES 2010-2012 .....cvverresreeresrsnreeees
(U) APPENDIX C: BR FISA PROGRAM INCIDENTS OF NON-COMPLIANCE

(
(
(
(
(
lll. (U) FAA §702...
(U)
(
(U
(U

2010 THROUGH 2012.. P =
(U) APPENDIX D: FAA §702 PROGRAM CHANGES ..



DOCID: 4273474

ST-14-0002
Y, O

I. (U) INTRODUCTION

(U) Reason for Review

(U) In September 2013, ten members of the Senate Committee on the Judiciary requested a
comprehensive, independent review of the implementation of §215 of the USA PATRIOT Act
and §702 of the Foreign Intelligence Surveillance Act (FISA) Amendments Act (FAA) of 2008
for calendar years 2010 through 2013.

(U) Objectives

(U) In January 2014, the National Security Agency/Central Security Service’s (NSA) Office of
the Inspector General (OIG) and Committee staff agreed that the NSA OIG would review NSA’s
implementation of both authorities for calendar year 2013. The study has three objectives:

(U) Objective |

* (U) Describe how data was collected, stored, analyzed, disseminated , and retained
under the procedures for §215 and FAA §702 authorities in effect in 2013 and the
steps taken to protect U.S, person information.

* (U) Describe the restrictions on using the data and how the restrictions have been
implemented , including a description of the data repositories and the controls for
accessing data.

* (U) Describe oversight and compliance activities performed by internal and external
organizations in support of §215 Foreign Intelligence Surveillance Court (FISC)
Orders and FAA §702 minimization procedures.

(U) Objective II

= (U) Describe incidents of non-compliance with §215 FISC Orders and FAA §702
Certifications and what NSA has done to minimize recurrence.

(U) Objective 111

* (U) Describe how analysts used the data to support their intelligence missions.

(U/AEHE67 Our study of NSA’s implementation of §215 and FAA §702 authorities was based
largely on program stakeholder interviews and reviews of policies and procedures and other
program documentation. For this review, the NSA OIG documented the controls implemented to
address the requirements of each authority ; however, we did not verify through testing whether
the controls were operating as described by program stakeholders.



DOCID: 4273474

ST-14-0002

Il. (U) SECTION 215 OF THE USA PATRIOT ACT

(U) Background

(U) Business Records Order

(b)(1)
(b)(3)-P.L. 86-36
(b)(3)-50 USC 3024(i)

(U) Since May 2006, the Foreign Intelligence Surveillance Court (FISC) has
authorized the National Security Agency/Central Security Service’s (NSA) bulk
collection program under the “business records™ provision of the Foreign Intelligence
Surveillance Act (FISA), 50 U.S.C. §1861, as amended by §215 of the USA
PATRIOT Act, legislation enacted by the U.S. Congress and signed into law by the
President. From its first authorization in May 2006 through December 2014, the
program has been approved 40 times under Business Records (BR) Orders issued by
18 FISC judges.

S5 Pursuant to the series of BR Orders issued by the FISC, NSA receives
certain call detail records (or BR metadata) fmml U.S. telecommunication s
providers. NSA refers to the series of BR Orders approved by the FISC as the “BR
Order” and the control framework NSA has implemented as the “BR FISA program.”

(U) The BR Order requires that providers produce to NSA certain information about
telephone calls, principally those made within the United States and between the
United States and foreign countries. This information is limited to BR metadata,
which includes information concerning telephone numbers used to make and receive
calls, when the calls took place, and how long the calls lasted but does not include
information about the content of calls, the names of the participants, or cell site
location information (CSLI).

(U) The BR FISA program was developed to assist the U.S. government in detecting
communications between known or suspected terrorists who are operating outside the
United States and communicating with others inside the United States, as well as
communications between operatives within the United States. The BR Order
authorizes NSA analysts to query BR metadata only for identified counterterrorism
purposes. The BR FISA program includes oversight mechanisms to maintain
compliance with the BR Order and external reporting requirements to the FISC and
Congress.

(U) BR renewal process

(U) Approximately every 90 days, the Department of Justice (DoJ) on behalf of the
Federal Bureau of Investigation (FBI) and NSA files an application with the FISC
requesting that certain providers continue to provide calling records to NSA for
another 90 days. If the FISC approves the government’s applications to renew the
program, the Court issues a “primary order” delineating the scope of what the
providers must furnish to NSA and the provisions for NSA’s handling of BR

1
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metadata. The FISC issues “secondary orders™ separately to each provider, directing
them to deliver an electronic copy of certain calling records to NSA daily until the
expiration of the BR Order.

(U) Methodology and Scope

(U) Our review of the BR FISA program control framework, incidents of
non-compliance, and NSA’s use of the authority to support its counterterrorism (CT)
mission was based largely on BR program stakeholder interviews and reviews of
policies and procedures and other program documentation. For this review, we did
not verify through testing whether the controls were operating as described by BR
program stakeholders. However, we tested controls of the BR program during
previous NSA Office of the Inspector General (OIG) reviews (see the Oversight
section for a list of those reviews).
(b)(3)~P,L.. ik (U) Our study focused on the processes and controls in place in 2013. We used BR
Order 13-158. approved by the FISC
| |and compared the requirements listed in that Order with the
processes and controls NSA used to maintain compliance with that Order. In
addition, we documented the changes implemented in the BR FISA program
following the President’s directives in 2014.

(U) Presidential directives affecting querying controls in 2014

(U) On 17 January and 27 March 2014, the President of the United States directed
that NSA implement the following changes to the BR FISA program:

I, (U/ASH6) Submit selection terms to the FISC for reasonable articulable
suspicion (RAS) approval (see Querying section for RAS discussion) . Before
17 January 2014, RAS selection terms were approved by the Chief or Deputy
Chief of NSA’s Homeland Security Analysis Center (S214) or one of the
twenty specially authorized Homeland Mission Coordinators (HMCs) as the
BR Order required, and NSA’s Office of General Counsel (OGC) performed
First Amendment reviews for selection terms associated with U.S. persons
(USPs).

2. (U/HBH63 Restrict contact chaining to two hops from seed selection terms
(see Querying section for contact chaining discussion). Before
17 January 2014, the BR Order authorized appropriately trained and
authorized NSA analysts to query to three hops; however, NSA guidance
restricted those analysts to query BR FISA repositories two hops from seed
selection terms and one additional hop (three hops from seed selection terms)
with Analysis and Production (S2) management approval,

3. (U) Store BR metadata in provider controlled repositories and not in NSA
repositories. Once implemented, NSA will submit FISC-approved RAS
selection terms to providers for them to query their repositories. Providers
will provide to NSA only the results of those queries.

—TFORSECREFSHNOFORN-
2
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(U/HFOH09 NSA implemented the first two directives by February 2014. The third
directive, storing BR metadata in provider repositories and obtaining only those query
results from providers, will require Congressional approval of a new statute for the
production of business records, which had not been implemented before this report
was issued.

(U/FOH69 The following sections describe how the BR FISA program control
framework complies with BR Order 13-158 (including the changes implemented
following the President’s directives in 2014), the 2013 BR FISA program incidents of
non-compliance, and NSA’s use of the BR FISA authority.

(U) BR FISA Program Control Framework

(U/ABBOT The BR FISA program control framework describes how NSA collects,
samples, stores, accesses, queries, disseminate s, and retains BR metadata and the
oversight mechanisms to comply with the BR Order. This section summarizes the
provisions of the BR Order and the controls implemented for each phase of the BR
FISA production cycle.

" (b)(1)
(U) Collection (b)za}-P.L. 86-36
(U) Provisions of BR Order 13-158 (b)(3)-50 USC 3024(i)

- The BR Order 1'ec|uires|:|U.S. telecommunication s providers to
providci |a11 clectronic copy of certain call detail records (hereinafter referred to
as “BR metadata™). The BR Order defines BR metadata as comprehensive
communications routing information, including but not limited to session identifying
information (e.g., originating and terminating telephone number, International Mobile
Subscriber Identity (IMSI) number, and International Mobile Station Equipment
Identity (IMEI) number), trunk identifier, telephone calling card numbers, and time
and duration of call." BR metadata does not include the substantive content of
communications ; the name, address, or financial information of a subscriber or
customer; or CSLI.

(U) Data received from providers

(b)(1)
(b)(3)-P.L. 86-36
(b)(3)-50 USC 3024(i)

' (U) The IMEI number is a type of metadata related lo mobile telephony. It is permanently embedded in a mobile
telephone handset by the manufacturer and generally is not changeable by the user. In most instances, the IMEI
does not travel with the Subscriber Identity Module (SIM) card, in contrast lo the IMSI number, which dees. The
IMSI number is another type of'metadata relaled to mobile telephony. It isa 15-digit number used (o identify a
customer. IMSI numbers are permanently stored on SIM cards, allowing a user 1o plug a card into any mobile
telephone and be billed correctly. Calling card numbers are numbers used for billing telephone calls. A calling card
number may be a telephone number, as the phrase is commonly understood and used, plus a personal identification
number, or may be another unique set of numbers not including a telephone number .

—TFOP-SECRET/SHNOTFORN-
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(0)(1)
(b)(3)-P.L. 86-36 _
(b)(3)-50 USC 3024(i) —{FSHSHAEY|
E$SJ,€§1;J:BIE I

* (U/HFB8) A SCIF is an accredited area, room, or installation, incorporating physical control measures (e.g..

barriers, locks, alarm systems, armed guards), to which no person has authorized access unless approved lo receive

the particular category of sensitive compartmen ted information and has a need to know the sensitive

compartmented information activity conducted therein. (b)(3)-P.L. 86-36

Y (U/FeEed | A contact chain

shows that selection term A communicated with selection term B, their first and last contact dates, telephony type.

and the total number ol communications between selection terms A and B.

e e |
| | ¥ (b)(1)
(b)(3)-P.L. 86-36
(b)(3)-60 USC 3024(i)
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ISHSHASTET Figure | illustrates the BR metadata dataflow from the provider to NSA

(b)(1) and the various BR metadata repositories in 2013.
(b)(3)-P.L. 86-36 _ 5 =
(b)(3)-50 USC 3024(i) (FSHSHNF-Figure 1. BR Metadata Dataflow and Repositories
—~FSUSHINE)
— e
—~ERSHSEANE). The BR Order requires that| |provide all BR
mctadata| |for communications between

the United States and abroad or wholly within the United States, mcluding local
telephone calls. The BR Order does not requiref

|
g 4 | | (o)1)

(b)(3)-P.L. 86-36
(b)(3)-50 USC 3024(i)

e s unsol| |
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-(-'FS#,%#‘;NT—)L-AS of 31 December 2013, NSA receiv-edl |BR metadata
from roviders. | i
o '
; b)(3)-P.L. 86-36
(b)(3)-P.L. 86-36 (U) Table 1. BRFISA i

(b)(3)-50 USC 3024(i)_rq rarrrer

(U) Metadata Sampling
(U) Sampling to verify BR metadata integrity

(U/FEH6) NSA’s Data Integrity Analysts (DIAs) team| | (b)(3)-P.L. 86-36
(S31324) has|___|full-time employees dedicated to
the BR FISA program. DIA responsibilities include:

® (U/#OH67 The BR FISA Authority Lead is responsible o the NSA Director and the Director of the Signals
Intelligence Directorate for implementation of FISC BR authorizations by the NSA organizations responsible for the
collection, processing, and analysis of BR metadata under the BR Order.

—TFOP-SECRET/ST/NOFORN—
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= (U/ABY9) Verifying that BR metadata is correctly ingested, processed, and
formatted into chains;
« (U/HOH6- (b)(3)-P.L. 86-36
- (U/Foue |
* 5D (b)(1)
I| | (b)(3)-P.L. 86-36
(b)(3)-P.L. 86-36 * +57NH (b)(3)-P.L. 86-36

=TSS4 NSA has two types of controls to monitor data received from the
providers and maintain compliance with the BR Order. The first is
preventive control that uses rules. The second isa erformed
by the DIAs using data sampling techniques | |

(b)(1) =
(b)(3)-P.L. 86-36

| (b)(3)-P.L. 86-36
g I

— =

| ]
(b)(3)-P.L. 86-36
I
¥} The DIAs maintain rhcl |but changes are implemented by the
project team. The arc updated as nceded and reviewed at least
quarterly. The DIA team reviews proposed changes and decides which
ot _ changes will be implemented by the | iteam. hanges are
(b)(3)-P.L. 86-36 5 cked and maintained on the] _|shared drive. Thel | project
team runs tests to verify that hanges have been implemented and provides the

test results to the DIA team to validate that the changes have been made.

(U/F66 Sampling DIAs run Iquerie_s on the BR metadata to
answer five questions as part of the sampling process controls to verify compliance
with the BR Order:

" (U/F&883 The standard format is (b)(3)-P.L. 86-36
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|. 55 Did the BR metadata contain credit card numbers?

2. (U/#666 Did NSA detcct CSLI in thef | ()
identification field? (b)(3)-P.L. 86-36

Lot

(U) Did the BR metadata record structure adhere to expectations?

4. (U) Did the BR metadata record content adhere to expectations ?
5. (U/4FeB6es Did adhere to expectations ?

(U) The sampling results are submitted to NSA’s Office of the Director of
Compliance (ODOC) in weekly BR FISA compliance reports. ODOC compiles the
information with other compliance reports and provides it to the Director of
Compliance for review. The BR FISA Authority Lead summarizes the weekly BR
FISA compliance reports for the DoJ National Security Division’s (NSD) review
before quarterly compliance review meetings (see Oversight section).

—FSHSHAE Credit card numbers DIAs sample the] |

| known to have contained
thl(‘l) = crcdj.t card numbers used as part of calling _card personal idcnt‘iﬁciation nu.mbcrs. The
(b)(3)-P.L. 86-36 BR Order does not-authorize NSA to receive customer financial information. [ |
(b)(3)-50 USC 3024(i) | | DIAs sample all BR metadata records for the| [hat could

contain credit card numbers. The sampling of BR metadata is performed to identify
to screen for credit card numbers.
When specific| |are identificd, DIAs test to

determine whether they pass| |

[
|
~FSHSLNE | |

|DIASs identify them as credit

card numbers and forward them to)
8 | [DIAs determine whether the credit card
(b)(1) numbers were ingested into| and notifies stakeholders,
(b)(3)-P.L. 86-36 including DoJ NSD. S (b)(3)-P.L. 86-36

~FSH#SHANFY To demonstrate the number of files and BR metadata records that are
sampled daily for credit cards, the OIG randomly se]ected:l for review
(Table 2).
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(U) Table 2. |Sampling Metrics for Credit Cards
~CFarStEy
(b)(1)
(b)(3)-P.L. 86-36
(b)(3)-50 USC 3024(i) —ESHEHNTT
TTSrSHME To demonstrate the number of files and BR metadata records sampled
for credit cards, the OIG randomly selected the testing
performed on] (Table 3). ' \ (b)(3)-P.L. 86-36
(U) Table 3. Sampling Metrics for Credit Cards
ey
S ———
’ ~y / I
(b)(1)
(b)(3)-P.L. 86-36
(b)(3)-50 USC 3024(i) : o )
H5 Cell site location information (CSLI) DIAs test thel ]
|to verify that it does not contain CSLI because the BR Order prohibits
NSA from receiving this data. The DIAs sample] |
(b)(3)-P.L. 86-36
| DIAs have identified no CSLI data in
the | Jfeed since it became operanonal:I (b)(3)-P.L. 86-36
“FSA#SH2H9 Record structure The DIAs sample BR metadata records for
cach feed to test whether the BR metadata record structure has changed| |

I |

9 (b)(1)
(b)(3)-P.L. 86-36
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(b)(1)
(b)(A)-P.L. 86-36

If any tests show differences, a warning message is generated for the DIAs
to address. Changes in BR metadata record structure are very rare, but, if identified,
the provider is contacted to determine whether the change is permanent or a one-time
processing anomaly .

(U/FOt6-) BR metadata record content DIAs review the BR metadata record

content for cach feed| |
| |" According to the DIAs, exceptions are very rare. (b)(3)-P.L. 86-36

(U/AFBH6 Table 4 shows the percentage of the|:|feeds tested for BR metadata
record structure and content during 2013.

(U/HBH86) Table 4I;|Sampling Percentages for BR Metadata Record
tructure and Content Testing

— U —

(b)(1)

(b)(3)-P.L. 86-36

(b)(3)-50 USC 3024(i)

— AR

=545 Data feed volumes DIAs monitor data feed voJ.umcstm'
anomalies by reviewing the I ' ]Status Report,” which lists for
each feed the number of raw BR metadata records| | received and the

number 'o_fl L‘ecordsl i

(U/AHEn Table 5 shows the number of BR metadata records received D)(ﬂ
| | (b)(3)-P.L. 86-36

* (U/#6H65 BR metadata record content is distinel from the content of communications: BR metadata record
conftent does nol contain the content of communications , defined in 18 U.S.C. §2510. as the substance, purport. or
meaning of a communication .

FOPSEERETFHSHNOFORN
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(U) Table §. Total Number of BR Metadata Records Received

—TSHItNE—

—FFEHEHNT—

(U) Table 6 summarizes the provisions of BR Order 13-158 for collection and the
(b)1) controls NSA implemented to maintain compliance.

3)-P.L. 86-36
:g;}sggo USC 3024(i) (U) Table 6. Collection Provisions and Controls

‘ i
fﬂr data flow
Metadata Records problems. DIAs monitor data feed volumes or anomalies.
: ~FEHEHMN- Parser rules are designed to prevent uhauthorized
Exl.i}trl}\:)?i;:egngagecewes data from being ingested into operational systems. DIAs sample
datal |tc detect unauthorized data.
: i
(b)(1)
(U) Repositories (b)(3)-P.L. 86-36

(U) Provisions of BR Order 13-158

(U) NSA will store and process BR metadata in repositories within secure networks
under NSA control.

(U) NSA repositories that store BR metadata

(U/FOt0r) All NSA systems that store and process BR metadata are certified as
secure through an accreditation and certification process and are in NSA controlled
SCIFs. During 2013, the following systems stored and processed BR metadata.

. —(-S%-WREHG—H&%,—F—E%Y—)' | is the corporate contact chaining

database|

(b)(3)-P.L. 86-36

(b)(1)
(b)(3)-P.L. 86-36
(b)(3)-50 USC 3024(i)

11
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(B)(3)-P.L. 86-36 . -{-Sﬁ‘S-!ﬂ%E-L—"FG—ESﬁ,—Fﬁ-‘l‘-}l—hS the corporate database
e - repository that stores BR metadatal |

(UJKFGQG‘* § is the conrinp:_enc% sttem for:l

and has the same hardware and software a

D R iz e et e e |

is the system backup|

(b)(1) - [ _ I
§E=§g§:goi'ugg:;% 24(i) - (U//FeHe Backup tapes are maintained at| | The BR
' metadata electronically stored in] |are saved to tape backup
. (_U/fFGHG—ﬂ |designed for the BR FISA program is software
_ ~_that runs onal | system.
(b)(3HP.L. 86-38 - (UFeBeT | data distribution
systems move BR metadata between NSA systems .
—(CHREE-FO-USA—FVEY) How information is stored in| |
iR b e | are the only operational
(b)(3)-P.L. 86-36 databases used to store BR metadata for intelligence analysis. As previously
mentioned, | |
(b)(1)
(b)(3)-P.L. 86-36
~FSHSHAE | I
(b)(1)

(b)(3)-P.L. 86-36
(b)(3)-50 USC 3024(i)

(b)(3)-P.L. 86-36

T (UEese| |

12
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(UIHFEUBY-Figure 2. | | Architectures (b)(3)-P.L. 86-36
= FEHSH—
(b)(1)
(b)(3)-P.L. 86-36
(b)(3)-50 USC 3024(i)
S

IS US| |
(b)(1)
(b)(3)-P.L. 86-36
(b)(3)-18 USC 798
(b)(3)-50 USC 3024(i}|

SN

(U) NSA system accreditation and certification processes

(U//Fe&E67 Accreditation |(TS) is responsible for
managing the risk on all NSA networks and the computer systems and devices
connected to those networks. TS responsibilities include:

(b)(3)-P.L. 86-36

" (Uy A relational database stores data in tables using a standardized data format. This allows similar information to
be organized and queried on (he basis of specific data fields.

13
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* (U/FOH6) Guiding, prioritizing, and overseeing the development of

information assurance programs nccessary to ensure protection of information
systems and networks by managing the NSA Information Security Program,

« (U/ABY0O71 Serving as the NSA Director’s Authorizing Official to accredit all
NSA information systems,

* (UAOHOy Conducting information systems security and accreditation and
risk management programs, and

* (U/FOHO) Establishing, maintaining, and enforcing information systems
security policies and implementation guidelines for NSA.

(U/ABH63 Accreditation i1s the official management decision to permit operation of
an information system in a specific environment at an acceptable level of risk, based
on the implementation of an approved set of technical, managerial, and procedural
safeguards.

(U/AeE0) When accrediting systems, TS uses a risk management framework to
determine the appropriate level of risk mitigation needed to protect systems,
information, and infrastructure. The framework comprises six steps.

* (U) Categorize the information and information system,

= (U) Select an initial baseline of security controls and tailor as appropriate for
the system, data, and environment,

* (U) Implement and build the security controls in the information system,

¢ (U) Authorize the operation of the information system (accept the risk), and

= (U) Monitor continually and assess the effectiveness of the security controls.
(U/ESH0y Before a system is authorized to be put on a network, it must go through

the accreditation process and be approved by TS. Table 7 lists the dates through
which the BR repositories are accredited.

(U) Table 7. Dates through which BR Repositories Are Accredited

(U//F#BB6 Certification In addition to the TS system accreditation requircment, all
systems containing FISA data must be certified by| |(TV)

[(TV4). TV4 isthe NSA authority for

certification of systems to ensure they are compliant with the legal and policy
regulations protecting USP privacy.

. (b)(3)-P.L. 86-36
O SHERF ST OO —
14
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(b)(3)-P.L. 86-36

(b)(1)
(b)(3)-P.L. 86-36

(Uf/'FGH&)I:] TV began certifying FISA systems, including the repositories
that contain BR metadata, to ensure that they comply with USP privacy protection.
TV developed | | the NSA corporate database for registration of
NSA systems and their compliance certification and data flows. It is NSA’s
authoritative source for all compliance certifications. TV’s certification process
evaluates system controls for maintaining compliance in the following areas: purge,
data retention and aging off, data access, querying, dissemination, data tagging,
targeting, and analytical processes.

(U/FOH6+ To be certified to handle FISA data, systems must be certified by TV as
part of the Compliance Certification process. Table 8 shows the TV4 certification
dates for repositories that contain BR metadata.

(U) Table 8. Certification Dates for Repositories Containing BR Metadata

(U) Table 9 summarizes the provision of BR Order 13-158 for repositories and the
control NSA implemented to maintain compliance.

(U) Table 9. BR Repository Provision and Control
_(UKsoueT

NSA will store and process BR metadata in
repositories within secure netwarks under
NSA control.

through NSA's system accreditation (TS) and
cerlification process (TV4) and located in NSA
controlled SCIFs.

(UliFeuey

(U) Access and Training

(U) Provisions of BR Order 13-158

(U) BR metadata shall carry unique markings such that software and other controls
(including user authentication services) can restrict access to authorized personnel
who have received appropriate and adequate training with regard to this authority.
NSA shall restrict access to BR metadata to authorized personnel who have received
appropriate and adequate training.

(U) Appropriately trained and authorized technical personnel may access the BR
metadata to perform those processes needed to make it usable for intelligence
analysis. The Court understands that the technical personnel responsible for NSA’s
underlying corporate infrastructure and the transmission of the BR metadata from the

15
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specified persons to NSA will not receive special training regarding the authority
granted herein.

(U) NSA’s OGC and ODOC will further ensure that all NSA personnel who receive
query results in any form first reccive appropriate and adequate training and guidance
regarding the procedures and restrictions for the handling and dissemination of such
information. NSA will maintain records of all such training.

(U) OGC will provide DoJ NSD with copies of all formal briefing and/or training
materials (including all revisions) used to brief or train NSA personnel concerning
this authority .

(U) Restricting access to BR metadata to authorized personnel

—tFS#SHANFYT The Signals Intelligence Directorate’s (SID) Office of Oversight &

Compliance (SV) verifies semi-weekly that persons authorized access to BR metadata
m?in ain the required credentials |

The training required for these two credentials is listed in the “Appropriate and
Adequate Training ™ heading of this section. ' b))

(b)(3)-P.L. 86-36
FSHSH Thc:I:Icrcdcnt]al significs that an individual has been adequately

and appropriately trained (discussed below) with regard to the BR FISA program and
provides the authorization to view the results of BR metadata queries, in any form,
including written and oral summaries of results. l:ldocs not provide access to
the BR metadata in the bulk metadata (BMD) repositories or authorization to query
the data.

#5585 Table 10 shows a breakdown of the number of personnel with as
of 31 December 2013 by affiliation. b))
" (b)(3)-P.L. 86-36

~(TSHSHNF) Table 10. Number of Personnel with[___|by Affiliation

NSA Civilians

NSA Military
Non-Agency Civilians I

Contractors
Total

A FEE Ay

~FS5H5HA%Fy Table 11 shows a breakdown of the number of personnel with|:|as
of 31 December 2013 by work role.
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—(FSHSHNF] Table 11. Number of Personnel with[____ |by Work Role

Analyst

Oversight
Leadership
Staff
Technical
Contractor
Total

: —FSUSIUNE)
(b)(3)-P.L, 86-36

-(-'PS#%'—NF—)_The‘:lcredential signifies that a person is authorized to access

BMD repositorics and is the first step in obtaining the ability to use

| | to perform queries against BR metadata. ' s only

authorized for specific intelligence analysts working CT targets described in the BR
(b)(1) Order and technical personnel who maintain the systems that process and store BR
(b)(3)-P.L. 86-36 metadata. The BR FISA Authority Lead is the ultimate authority for deciding which

organizations arc authorized to access BR metadata repositorics.

— 545 Table 12 shows a breakdown of the number of personnel with
as of 31 December 2013, by affiliation and work role.

—(FEHSHNF) Table 12. Number of Personnel with | (b)(1)
by Affiliation and Work Role (b)(3)-P.L. 86-36

Analyst

- Oversight

- Technical

- Total
NSA Military
Contractors

- Technical
Total

—FafShET

_(J;S#-S%G‘E')':I In addition to |if an individual needs to

‘query BR metadata using the intelligence analyst contact chaining tool, a Division

Chief, Deputy Division Chief, Branch Chief, or Deputy Branch Chief must submit to
SV a written request that the individual be given guery access. If the individual is
(b)(1) current in all training and holds the [credentials, SV sends an

(OH3)-P.L. 8638 o mail to thel_—n_l team and requests that the person be added to the

" (UNFGH&)[ ]iis the graphical user interface analys(s use to query data, including BR

meladala, inl I

—TOP - SECRET/ST/NOFORN—
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User Group in|:|1"7 The administrator verifies the
person’s credentials and training, adds the person to the user group, and notifies SV
when complete. Upon completion, hutomatically sends an e-mail to SV

indicating that the person has been added to the user group. This additional
management control helps ensure that only appropriately trained and authorized
personnel are able to execute queries. " (b)(3)-P.L. 86-36

(U//FOB6) Table 13 shows a breakdown of the number of personnel on thelZl

R i User Group with querying capability as of 31 December 2013.

(U) Table 13. Number of Personnel with Querying Capability
as of 31 December 2013

Analysts
Technical

Total

(Vl/Eober

ESASEAES Receiving query results NSA personnel who receive query results are
required to receive training and guidance regarding the procedures and restrictions for
handling and disseminating such information. Before analysts send BR-unique query
results containing USP information to another individual, they must first confirm that
the recipient has .thel credential. Sharing BR-unique query results
containing USP information with an individual without the credential would
violate the'BR Order and require notice to the Court.

(b)(1)
(b)(3)-P.L. 86-36 (U) Training records The BR Order requires that NSA maintain records of BR
training. NSA’s Associate Directorate for Education and Traning (ADET)
Enterprise Learning Management database is NSA’s source system of record (SSR)

for maintaining training completion records for all required training .

(U) Figure 3 shows the categories of individuals authorized access to BR data.

(b)(3)-P.L. 86-36

o (UIFQUWI:IES NSA’s Corporate Authorization Service Portal, which provides authorization attributes
and access control services to NSA programs and projects,

" uEever |
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(U/IF2HQ7 Figure 3. Access to BR Information Determined by Credential s
Maintained by BR Stakeholders
ST

AUthorizea mission analysts Without query

('b)'(1':') 1 ability
(b)(3)-P.L. 86-3¢  JRLELE-EE SV et

analysts

2R nradiict rannarte

Technical personnel wha develop or

maintain systems that process BR
metadata

—FSHSHANF) Obtaining the credential To obtain the| [credential,
a request must be submitted in the| |
NSA’s corporate credentialing system. AI |request must contain the name of a
valid sponsor who currently holds the requested credential. The Associate 3)-P.L. 86.36
Directorate for Security and Counterintelligence (Q) rcvrewsl___lrcqucsts P ?( »
(b)(1) : ]
(b)(3)-P.L. 86-36 security concerns. Ifapproved, the request is forwarded to SV for final adjudication.
SV verifies that the individual is current on the required training (explamed below)
and that the request includes a valid mission justification. Ifall requxrements are met,
SV approves the credential m|:| for entry into

—FSHASHAES Maintaining the credential To ensure that personnel remain current on
training, SV runs & |report several times a week that lists all the personnel
with the| |credential and their training status, which is color coded
(green=current, red=expired). If someone’s OVSCI1000 or OVSC1100 training has
expired, SV notifies that person by e-mail that training must be completed . If
OVSCI1800 or OVSCI1205/0VSC1206 has expired, access is revoked immediately.
Access 1s not restored until a new request is submitted and all training is
current. If an individual’s training expires and the credential has been revoked, this
would not violate the BR Order. However, if someone accesses BR metadata but has
not completed the required training, this would violate the BR Order because the
person has not been appropriately and adequately trained. The violation requires
notice to the Court. "

" (U463 The Court understands that the technical personnel responsible for NSA’s underlying corporate
infrastructure and the transmission of the BR metadata from the specilied persons to NSA will not receive special
training regarding the authority granted herein.

—FOP-SEERETHSHNOTFORN-
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(U/FBH67 Appropriate and adequate training NSA/CSS Policy 1-23, Procedures
Governing NSA/CSS Activities That Affect U.S. Persons, 30 July 2013, requires that
Agency personnel (civilians, military, military reservists, integrees, and most
contractors) complete intelligence oversight (10) training annually .

FESHSHAEY In addition, to qualify for the| feredential and comply

with the requirements of the BR Order, persons must have completed specific training
(b)(1 )' courses within the last 12 months. All courses are developed by NSA’s ADET in
(b)(3)-P.L. 86-36 conjunction with the OGC, mission subject matter experts, and mission compliance

professio nals.

= (U/FeE6r OVSC1000, NSA/CSS Intelligence Oversight Training, the
Agency’s core 10 course is provided to the workforce to maintain a high
degree of sensitivity to and understanding of intelligence laws, regulations,
and policies associated with the protection of USP privacy rights during
mission operations. Personnel arc familiarized with the major tenets of the
four core 10 documents: Executive Order (E.O.) 12333, as amended;
Department of Defense (DoD) Regulation 5240.1-R; Directive Type
Memorandum (DTM) 08-052; and, NSA/CSS Policy 1-23. OVSCI1000 is web
based and includes knowledge checks for proficiency. "

= (U/AFBHOr0VSC1100, Overview of Signals Intelligence Authorities, the
core SIGINT IO course, provides an introduction to various legal authorities
that NSA uses to conduct its operations. Upon completion, personnel should
be able to identify applicable surveillance authorities at a high level, define
the basic provisions of the authorities, and identify situations and
circumstances requiring additional authority. OVSCI1100 is web based and
includes knowledge checks for proficiency. All personnel in the U.S. SIGINT
System (USSS) working under the NSA Director’s SIGINT authority with
access to raw SIGINT are required to complete OVSC1100 every 12 months.

« (U/ASHE6) OVSCI1800 (Analytic) and OVSC1806 (Technical), Legal
Compliance and Minimization Procedures, advanced SIGINT 10 course that
explains policies, procedures, and responsibilities within missions and
functions of'the USSS to enable the protection of USP and foreign partner
privacy rights. Upon successful completion, NSA analysts with mission
requirements to access raw SIGINT databases will have met the additional
training requirement imposed by SID. _OVSC1800 and OVSC1806 are web
(B)(3)-P.L. 86-36 based ‘and include competency cxams[
' Personnel who do not pass the test after| attempts must
complete remedial training. All personnel in the USSS working under the
NSA Director’s SIGINT authority with access to raw SIGINT are required to
complete OVSC1800 or OVSCI1806 every 12 months.

" (U/AFeBe) E.O. 12333, United States Intelligence Activities; DoD Regulation 5240.1-R, Procedures Governing
the Activities of DoD Intelligence Components That Affect U.S. Persons.: DTM-08-052, DoD Guidance for
Reporting Ouestionable Intelligence Activities and Significant er Highly Sensitive Matters.

—FOPSECRET/SHNOTORN-
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« (U/FOH8) OVSCI1205 (Analytic) and OVSC1206 (Technical), Special
Training on FISA, advanced IO courses that present legal policies surrounding
the FISC Orders and RAS standards pertaining to specific CT focused
programs. OVSC1205 and OVSC1206 are web based and include
competency exams with a minimum passing score of 90 percent for
OVSCI1205 and 89 percent for OVSC1206, a higher proficiency threshold
than other courses because BR FISA data has a greater probability of
containing USP information. Personnel who do not pass the test after one
attempt must complete remedial training. All personnel with access to the BR
FISA program are required to complete OVSC1205 or OVSCI1206 every 12
months.

(U/FOH6> Dod NSD review of training material As the BR Order requires, NSA’s
OGC provides DoJ NSD copies of the material (e.g., OVSC1205 and OVSCI1206
training courses) used to train NSA personnel on the authority. OGC most recently
provided DoJ NSD copies of revisions to the training materials in February 2014.
NSA had revised the training materials because of the 17 January 2014 program
changes, which included the two-hop limitation and FISC RAS-approval process.

(U) Access requirements for technical personnel to BR repositories

(U/AABH6-) The BR Order states that appropriately trained and authorized technical
personnel may access the BR metadata to perform those processes needed to make
the data usable for intelligence analysis. The following describes the repositories and
systems and the access requirements for technical personnel.

o (FSHSHaEY|
(b)(1)
(b)(3)-P.L. 86-36
(b)(3)-50 USC 3024(i)

) pe—

' (U/FeB6y Backup tapes are securely stored in a locked cabinet inside a restricted access room ala secure
facility and are only accessible by des_i_gnalccllleersonucl,
(b)(3)-P.L. 86-36 21
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(b)(1)
(b)(3)-P.L. 86-36
(b)(3)-50 USC 3024(i)
- e | |

= (U/FOH0) NSA's Corporate Infrastructure Technical personnel
responsible for maintaining NSA’s underlying corporate infrastructure and
transmission of BR metadata to NSA (e.g., corporatc] | personnel
and SharePoint system administrators ) are not required to receive special
training regarding the BR program .

" (b)(3)-P.L. 86-36
(U) Access requirements for analysts to query BR repositories

—FSHSHNEY To query thef | database usingl:l_l
analysts, including DIAs, must be listed on the| |User Group in
The process to be added to the user group was discussed in the] | section.

P - When analyst§ log into |: using their public key infrastructure (PKI)
(ON1)- - password, [ Jverifies that the analysts are listed on the| user group
(D)(3)-P.L. 86-36 4 they have the|
| credentials. It all three requirements are met, the
analysts are able to select the |mode in[____Jand query BR

metadata. As of 31 December 2013, [pcrsomlcl had the ability to run queries on
BR data using

(U/FeBe) Table 14 summarizes the provisions of BR Order 13-158 for access and
training and the controls implemented by NSA to maintain compliance.

(b)(3)-P.L. 86-36

T L . . o
T (ureter | TD technical personnel system accesses tof | were terminated.

" (U/#e%e PKI is used to authentficate users on NSA networks. PKI binds public keys with users of a digital
certificate au:harily.l !
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(U) Table 14. Access and Training Provisions and Controls

(U) Access to BR metadata shall be restricted
to authorized personnel who have received
appropriate and adequate training.

(b)(3)-P.L. 86-36

(b)(1)

~FSHSHAH All personnel with acce: i
metadata must be approved for theﬂ
credential. All personnel with access to the BMD
repositories must have lhebredenlial. All
personnel who query the BR metadata in the BMD
repositories_must have the credential and
be on the ser Group inl 1 All
personnel with th |credential
must complete appropnate and adequate training
verified and monitored by SV.

(U) Appropriately trained and authorized
technical personnel may access the BR
metadata to perform those processes needed
to make it usable for intelligence analysis.

—-EHEHA- Technical persolumun_gmﬁs_m]the
BR metadata must have the
credential and must have completed appropriate
and adequate training verified and monitored by SV.

(U) Technical personnel responsible for
NSA’s underlying corporate infrastructure and
the transmission of the BR metadata from the
specified persons to NSA will not receive
special training regarding the authority

(U) Technical personnel responsible for NSA's
underlying corporate infrastructure do not receive
special training regarding the BR program .

(b)(1)

(U) Querying
(U) Provision s of BR Order 13-158

(b)(3)-P.L. 86-36

TTS7SHA NSA may access BR metadata for purposes of obtaining foreign
intelligence information only through queries of the BR metadata to obtain contact

23

granted herein. (b)(3)-P.L. 8643
(U) NSA’s OGC and ODOC will further T SITSTINFT Before an analyst sends BR-unique
ensure that all NSA personnel who receive guery results containing USP information to another
query results in any form first receive individual, the a st confirm that the
appropriate and adequate training and recipien credential. * An individual
guidance regarding the procedures and with th credential must complete and
restrictions for the handling and remain current on required training, which includes
dissemination of such information. training and guidance on handling and

disseminating such data.
(U) NSA will maintain records of all such (U//Fe84 NSA's ADET Enterprise Learning
training. Management database is NSA's SSR for

maintaining training completion records.
(U) OGC will provide DoJ NSD with copies of | (U/#8968) NSA's OGC provides BR FISA training
all formal briefing and/or training materials material o Dod NSD for review before modifying
(including all revisions) used to briefitrain material in the OVSC1205 and OVSC1206 training
NSA personnel concerning this authority. courses.
b |

— TS

" (b)(3)-P.L. 86-36

6
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chaining information using selection terms approved as seeds.'” A seed is a selection
term approved for querying BR metadata. All selection terms to be used as seeds
with which to query the BR metadata must first be approved by the S2I4 Chief or
Deputy Chief or one of the twenty specially authorized HMCs in the SID Analysis
and Production Directorate. Approval shall be given only after the designated
approving official has determined that based on the factual and practical
considerations of everyday life on which reasonable and prudent persons act, there
are facts giving rise to a RAS that the sclection term to be gueried is| |

(hereafter the Foreign Powers). If the selection term
is reasonably believed to be used by a USP, the NSA’s OGC must first determine that

(b)(3)-P.L. 39_35 the USP is not regarded as| |
(b)(3)-50 USC 3024(i) I:lsole]y on the basis of activities that are protected by the First

21

Amendment to the Constitution.” RAS approvals shall be effective for 180 days for
any selection term reasonably believed to be used by a USP and one year for all other
selection terms.

(U/FOH6 Furthermore, queries of the BR metadata using RAS approved selection
terms may occur either by manual analyst query or through the automated query
process.” Contact chaining queries of BR metadata will begin with a RAS approved
seed, and will return only that metadata within three “hops” of the seed.

(b)(3)-P.L. 86-36

(b)(1)

Y (U//F6H603 The term “selection terms™ includes but is not limited to “identifiers.” The term “identifiers” means a

telephone number, as that term is commonly undersiood and used.]

*FSHSHATR Selection terms that are the subject of electronic surveillance authorized by the FISC based on the
FISC’s finding of probable cause to believe that they are used by]

| lincluding those used by USPs, may
be deemed approved for querying for the period of FISC-authorized electronic surveillance without review and
approval by a designated approving official. On 26 February 2014, NSA began sending selection terms to the FISC
for RAS approval to comply with the President’s directive of 17 January 2014, On 28 February 2014, the FISC
approved RAS for the first two selection terms under this new process.

*' (U) The First Amendment to the U.S. Constitution prohibits making any law abridging the freedom of speech,
infringing on the freedom of'the press, interferin g with the right to peaceably assemble, or prohibiting the petitioning
for a government redress of grievances. The BR Order nolonger requires that NSA's OGC perform a First
Amendment review of selection terms used by USPs for non-emergency RAS requests; the FISC performs those
reviews. This change was made following (he President’s directive on 17 January 2014, which requires that NSA
submil selection terms to the FISC for RAS approval.

“PSHSEAES The automated query process was initially approved by the FISC in the 7 November 2012 Order that
amended docket number BR 12-178. Although approved, NSA never implemented and is no longer authorized (o
use the automated query process since it withdrew ils request to do so in the renewal applications and declarations
that support the BR Orders approved by the FISC (beginning with BR Order 14-67, dated 28 March 2014),

*(U/FOH6% The firsl hop from 4 seed returns results including all selection terms (and their associated metadata)
wilh a contact and/or connection with the seed. The second hop returns results (hat include all selection terms (and
their associaled metadata) with a contact and/or connection with a selection lerm revealed by the first hop. The third
hop returns resulls that include all selection terms (and their associated metadata) with a contacl and/or connection
with a selection term revealed by the second hop. On 29 January 2014, NSA’s software system controls were
modilied to limit the number of hops from seed selection terms lo two to comply with the President’s directive of 17
January 2014,

24
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Appropriately trained and authorized technical personnel may query BR metadata
using selection terms that have not been RAS approved to perform processes needed
to make the BR metadata usable for intelligence analysis and may share the results of
those queries with other authorized personnel responsible for these purposes.
However, the results of such queries may not be used for intelligence analysis
purposes. NSA must ensure through adequate and appropriate technical and
management controls that queries of BR metadata for intelligence analysis purposes
will be initiated using only selection terms that have been RAS approved.

(U) Presidential directives affecting querying controls in 2014

(U) On 17 January 2014 and 27 March 2014, the President of the United States
directed that NSA implement the following changes to the BR FISA program:

1. (U/AFBE8) Submit sclection terms to the FISC for RAS approval. Before
17 January 2014, selection terms were RAS approved by the S214 Chief or
Deputy Chief or one of the twenty specially authorized HMCs as the BR
Order required, and OGC performed First Amendment reviews for selection
terms associated with U.S. persons.

[ ]

(U/FOHe3 Restrict contact chaining to two hops from seed selection terms.
Before 17 January 2014, appropriately trained and authorized NSA analysts
were authorized to query to three hops; however, NSA guidance restricted
those analysts to query BR FISA repositories two hops from seed selection
terms and onc additional hop (three hops from seed selection terms) with S2
division management approval.

3. (U//FOH07 Store BR metadata in provider controlled repositories and not in
NSA repositorics. Once implemented, NSA will submit FISC-approved RAS
selection terms to providers for them to query their repositories. Providers
will provide to NSA only the results of those queries.

(U/F86-) NSA implemented the first two directives by February 2014. The third
directive, storing BR metadata in provider repositories and obtaining only those query
results from providers, will require passage of a new statute for the production of
business records, which had not been enacted when this report was issued.

(U//FO¥) The remainder of this section documents the control framework in place
for querying BR metadata in 2013, including the changes implemented by the
President’s directives in 2014,

(U) Determining seed selection terms for requesting RAS approval

(U/H0E60y Analysts working CT missions focus on lead selection terms, which can

be derived from multiple sources.| : | (b){3)-P.L. 86-36
Amnalysts apply a wide range of tradecraft in determining which selection
terms to pursue RAS approval . | |
—TFOP-SEERETHSHNOTORN
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(b)(3)-P.L. 86-36 (U860 Analysts making determinations whether selection terms are eligible to
be used as seed s under the BR FISA authority must consider all the facts they know
or reasonably can know before submitting requests for RAS approval. Looking at the
totality of the circumstances, analysts evaluate whether there 1s a RAS that the
selection terms are used by persons associated with one of the terrorist organizations
in the BR Order. The level of proof demanded by the RAS standard is less than a
preponderance of the evidence or probable cause.

(U/Ae6Nonetheless, the RAS standard requires more than a mere hunch or
uninformed guesswork. Analysts must have an “articulable reason.” supported by at
(b)(3)-P.L. 86-36 lclast one source, for suspecting that the person using the selection term is associated
with one of the terrorist organizations in the BR Order. Sources used to justify RAS
requests include, but are not limited to.]

|** The RAS standard is the same for selection terms
associated with USPs and foreign persons.

—FSHSHAEY. Analysts electronically submit RAS requests in[____ |- NSA’s
RAS selection term management system: has required fields for analysts
e to enter justifications for RAS requests, user nationalities , and user ties to at least one
(b)(3)—PL 86-36 of the terrorist organizations in the BR Order. Analysts save the supporting
documentation for RAS requests in I:lfor review by designated officials.
As authorized by the BR Order, if selection terms are subject to ongoing FISC-
authorized electronic surveillance | |based on a finding of probable
cause that the selection term is used or about to be used by persons associated with
one of the identified foreign powers, NSA may use the selection terms to query the
BR metadata without obtaining RAS because probable cause, a higher standard, has
alrcady been met. In these cases, entries are still submitted through
along with supporting documentation, and HMC and possible OGC review (if a
i) selec_rim_]_ term 18 _a_ssoci_ate_d with a USP) wn_u]d also be required. According to)-P.L. 86-36
(b)(3)-P.L. 86-36 a majority of the sclection terms submitted for RAS approval are derived ﬁ'oml
(b)(3)-50 USC 3024(i)

[-% Maintaining the list in

| I

*(U/FOBE) I RAS requests are based in part or in whole on NSA SIGINT, NSA performs a purge verification
check for the selection term when the request is submitted (o ensure that the selection term had not been submilted
for on-demand, retroactive, or reactionary removal of data from NSA SIGINT syslem repositories. The “purge
verification™ field must be filled out when creatitig a RAS request and must be conducted no more than 24 hours
before submission.
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(b)(1)
(b)(3)-P.L. 86-36
(b)(3)-50 USC 3024(i)

—FSHSHAH RAS can be met onlf on selection terms associated with the terrorist

organizations listed ir Those would include organizations listed in the
FISC-approved BR Order or based on IC reporting and determined by NSA’s OGC

and SV as| |a terrorist organization in the FISC-approved
BR Order.”~”
(b)(3)-PL. 8638 = Order.” |
Only individuals assigned the] | role can maintain the
terrorist organization list in| [|  [NSA personnel were assigned this role
(b))
o (b)(3)-P.L. 86-36
(b)(1) -FFS%:GH‘-P@F)I:' which NSA implemented in June 2010, provides the
(b)(3)-P.L.86-36 gystem control framework for nominating, justifying, reviewing, approving, and
(hi(S)=80.USC 30280 disapproving RAS for selection terms‘l | has built-in safeguards to ensure

that RAS approved selection terms comply with requirements of the BR Order

(e.g., required RAS approvals documented, only approved terrorist organizations used

for RAS, maximum time limits not exceeded for RAS approvals). I_E:I also

serves as the authoritative source for RAS approved selection terms and exports the

- selection terms to other systems in the BR control framework .

(b)(3)-P.L. 86-36
(U) RAS approval process—2013
(U/FO6) In 2013, the RAS approval process included certain mechanisms NSA
used to determin e whether selection terms were associated with one of the terrorist
organizations i11|:|bef0re BR authorized analysts could use the selection
terms as seeds to query BR metadata. Consistent with the BR Order, all selection

(b)(1) terms used as seeds for querying BR metadata were first approved by the S214 Chief

(b)(3)-P.L. 86-36

PFSHSHA In May 2012, DoJ NSD stated that it was generally acceptable for NSA's OGC to determine. based

|
[ In addition. with the condition of RAS being met, NSA can include] |
|

| Dol NSD further stated that OGC must revisit those delerminations every six months

27 (b)(1)
(b)(3)-P.L. 86-36 (b)(3)-P.L. 86-36
(b)(3)-50 USC 3024(i)
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or Deputy Chief or one of the 20 specially authorized HMCs. If selection terms were
reasonably believed to be used by USPs, NSA’s OGC determined whether the USPs
were regarded as associated with one of the terrorist organizations named in the BR
Order solely on the basis of activities protected by the First Amendment. Figure 4
illustrates the RAS approval process in place during 2013.

(U) Figure 4. RAS Approvals Needed Before Querying BR Metadata in 2013
(UIFeuer-

NSA analyst seeks approval to query the BR metadata using the selection term of an individual
suspected of being associated with a designated terrorist organization.

Is there a reasonable articulable suspicion that the individual is associated with a designated

terrorist organization?
Hometand Aission Coordinator
NO @ YES ‘ (HAAC) venfies Uns step.,

STOR PROCESS CONTINUE PROCESS

e Is the selection term associated with a U.S. person?

NO - ' YES Is the suspicion of association with a designated terrorist organization based
solsly on activities protectad by the First Amendment?
CONTINUE PROCESS

YES @ NO ‘. NEA Office of General Counsel

vearifies His siah
STOF PROCESS CONTINUE SROCESS

NSA analyst queries the selection term against the BR metadata (e.g., date/time of call, calling )
number, called number, duration of cal - e RO (b)(3)-P.L. 86-36

e After analysis, NSA issues a report if appropriate.

(U/Fo0ey
(U/AOH67F Table 15 summarizes the RAS selection terms approved in 2013.
(b)(1)
(U) Table 15. 2013 RAS Approvals (b)(3)-P.L. 86-36

e (b)(3)-50 USC 3024(i)

* (U/iFe98 Data includes RAS selection terms that were approved more than once in 2013.

t (U/#286&) Data only includes unique selection terms approved during 2013; it excludes multiple
RAS approvals for the same selection terms in 2013.

—FSHEHHT

(U) HMC review process —2013

(U/Ao0 After RAS approval requests are submitted in|:| automatic
c-mail notifications are sent to HMCs alerting them that requests are available for
review. Depending on the ranking assigned to RAS approval requests in

reminder e-mails are sent after|:|for emergency requests, |for urgent

“FOP-SEERET/SHNOFORN—
28
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(b)(3)-P.L. 86-36

(b)(3)-P.L. 86-36

requests,lzlfor priority requests, and | |for routine requests.
HMCs verify that :

= (U//FOYHOy Justification s sufficiently and accurately document user ties to the
selection terms submitted for RAS approval;

« (U/4eH6e Justifications clcar]% support user tics to one of the terrorist

organizations listed in|
= (U/AOHE6) RAS requests are supported by credible source documentation;

= (U/HFBY83y Source documentation is current and has not been superseded by
other intelligence ; RAS requests contain time restrictions , if selection terms
are or were associated with users for only a specific and limited time; and

* (U/HFOHe) If SIGINT is used as justification for RAS approval requests,
analysts performed purge verifications when requests are submitted .

(U/FH65 If HMCs determine that the documentation requirements have not been
met and the RAS standard has not been not satisfied, analysts are notified of
deficiencies and asked to provide additional information. HMCs denote denied RAS
requests as “Pending” until adequately documented in[______ | Ifthe
documentation requirements are met and the RAS standard has been satisfied, HMCs

change the status of requests from “Pending ” to “Approved™ in ’t
Change logs in |d0'cumcnt all status changes and edits of the original RAS

approval requests by analysts and designated approvers. For oversight purposes,
change log histories cannot be edited. ﬁlsystem controls require that OGC
approve selection terms used by USPs before completing the RAS approval process.
Figure 5 illustrates the RAS standard.

(U/HSH6¥-Figure 5. RAS Standard

(b)(1)
(b)(3)-P.L. 86-36 <
(b)(3)-50 USC 3024(j) 'e—m

(b)(3)-P.L. 86-36

* (U//POEOT Some BR trained and authorized analysts can approve RAS requests and query BR metadata.

However,

syslem controls prevenl persons from submitting and approving (heir own RAS requests.

—FOP-SECREFSHNOFORN—
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(U) OGC First Amendment review of seed selection terms associated with
USPs—2013

(U/FBH64 NSA is prohibited from establishing RAS on a USP selection term based
solely on activities protected by the First Amendment. In 2013, RAS requests
containing selection terms associated with USPs were forwarded to the NSA OGC for
a First Amendment review. I:lscnt automated e-mail notifications to
designated OGC attorneys until a First Amendment review was completed. OGC
reviewed the RAS requests and source documentation, as well as the RAS decisions
made by HMCs, and determined whether NSA intended to target individual s based
solely on activities protected by the First Amendment. If there were indications that
RAS requests were based solely on such activities, OGC would deny the RAS request
(denoted as “Disapproved” in . Once OGC has approved RAS requests
in the selection terms are authorized for use as seeds for querying.
However, a series of system updates must be completed before analysts can query BR
metadata using newly approved seed selection terms. [

(U) Controls for querying BR metadata using only RAS approved seed
selection terms within the authorized number of hops

(U/HeEe l:l tracks the status of selection terms and for an “Approved”
status the expiration of the RAS approval. The BR Order specifies that RAS
approvals shall be effective for 180 days for selection terms reasonably believed to be
used by USPs and one year for all other selection terms. However, NSA, out of an
abundance of caution, used a more restrictive RAS expiration policy in 2013:

90 days for selection terms used by USPs and 180 days for selection terms used by
foreign persons.*’ E is configured to automatically change the status of
RAS selection terms from “Approved” to “Expired” when expiration dates NSA set
are exceeded.

(U/FeEe)| |

L]

U/ is the graphical user interface that analysts use to query data in
including BR metadata. When launchinglil analysts with

” (U.e’fFGHQ-]l IWEIS reconfigured so that selection terms used by USPs expired in
173 days and 358 for all others. NSA made this change to avoid burdening the FISC, which began approving RAS
for selection lerms as the President had directed, with more frequent reauthorizations than the BR Order requires.

—FOP-SEERET/SHNOTORN—
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appropriate credentials have the option to include BR metadata in their queries. If
analysts select thel |

—~FSA4SHAE- When in thf:l:Imode oflIl analysts may only use a RAS

approved sclection term io query BR metadata. The term used to initiate a query of
BR metadata is referred to as a seed because it is used to produce a “chain” of

metadata contacts, known as contact chaining. When analysts submit seed selection
terms for querying using another part o middleware called

‘the Emphatic Access Restriction (EAR) checks whether the selection terms appear as

“Approved” in the| ]tab]cs.38 The EAR, through internal software
system controls, ensures that contact chaining is restricted to seeds that are RAS
approved by preventing non RAS approved selection terms from being used as seeds
for conducting call chaining analysis of BR metadatain[_____ | (c.2., expired,
decommissioned. disapproved selection terms, terms that have never been entered
nto . If selection terms submitted by analysts for querying of BR
metadata appear as “Approved” in the| | tables, the EAR allows
queries to perform. The EAR prevents queries from performing when the selection
terms do not appear as “Approved.”

(U/FO6) In 2013, the EAR software system controls also restricted the number of
hops to three from the seed for contact chaining, as the BR Order authorized. **
However, if analysts , after reviewing the first two hops results wanted to perform
contact chaining out to a third hop from the seed selection term, SID policy required
that they first obtain S2 division management approval. NSA relied on analysts to
comply with SID policy—no system control was in place to prevent analysts from
querying out to three hops without S2 division management approval.

(U/AOH03 To understand how contact chaining was performed and the system
controls implemented by the EAR to only allow querying using RAS approved seeds
and within three hops of the seed selection term in 2013, it is helpful to review an
example.

—t5A 5RO SAT VY Seed selection term A—reasonably believed to be used by
a foreign personf |
was RAS approved by an HMC. No First Amendment review was required because
selection term A (the seed) was not used by a U.S. person. The analyst entered selection
term A inlolil to perform contact chaining analysis one hop from the seed. The
EAR automatically checked thef | tables to determine whether

HLFSHSHAE NSA implemented (he EAR| | Before then, NSA relied on analytic_due
diligence to qucryi(BR metadata) with only RAS approved selection terms, After ] release
in June 2010, the EAR was reconfigured to use data ['TUWI_—ELIIG prevent queries in| | using
selection terms that were not RAS approved, including USP selection terms that OGC had not reviewed .

HF S On 29 January 2014, NSA modified the EAR sofiware system controls o reduce the number of hops
from the seed to two o comply with the President’s directive of 17 January 2014,

—FOP-SECREFSHNOFORN-
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g

selection term A was RAS approved. Because it showed as RAS approved, the EAR
allowed the query of BR metadata ir:l' First hop queries returned all
seleetion terms available in the BR repository (and associated metadata) that had a

contact or connection with the seed. |

|If the analyst tried to query beyond the
third hop or query using a selection term that had not been RAS approve d, the EAR
would have prevented the action.

(U) EAR bypass

—FSHSHA Because it can take| | for system updates to complete
before a RAS approved selection term can be used for querying BR metadata, an
EAR bypass was implemented for emergency situations. If an analyst, with a RAS
approved seed selection term and S2I14 management approval, determines that
immediate querying of BR metadata using the RAS approved sced selection term is
necessary to obtain time-sensitive results to respond to an emergency, S214 informs
designated OGC, SV, and ODOC personnel ofits intention to bypass the EAR
software system controls. After this notification, S2I4 management contacts the
| team requesting that designated analysts be temporarily added to the

~ |user group--in| | This allows the analysts to select the
bypass option in| | thereby bypassing the EAR software system controls for
hop restrictions and checks of RAS sclection terms against thel |
tables. Analysts . with manual checks by direct on-site supervisor oversight, ensure
that queries performed in the bypass mode do not exceed three hops (before
17 January 2014) or two_hops (on and after 17 January 2014). The | team
is notified when the analysts should be removed from the| |user group
in Fimmcdiatcly following NSA’s responsec to an emergency situation or
after normal system updates have completed to allow querying using the RAS
approved selection terms. No NSA personnel were included in r'he| |
user group

(U) Querying by trained and authorized technical personnel for testing
purposes only

=545t The BR Order allows authorized NSA technical personnel to access the
BR metadata, including through queries, to make it usable for intelligence analysis.
This includes performing| |
and maintaining records to demonstrate compliance with the BR Order. However,
technical personnel do not share the results of these queries with analysts. Tests of

BR metadata are performed | |
| | as the BR Order allows.

Only a limited number of technical personnel, who appear in the :

“FOP-SECREFHSHAOFORN- {b)(3)-P.L. 86-36
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user group in:l can query BR metadata using non RAS approved selection
terms in operational databases. The| | user group is used only by
technical personnel. SV audits all queries performed using query tools by technical

. and mission personnel to ensure compliance with the BR Order. [ Jauthorized

(b)(3)-P.L.86-36  NSA technical personnel were in the | user group[ ]

(U) RAS approval process—2014

=FS75tE On 17 January 2014, the President directed that NSA implement
changes in how it operates the BR FISA program: NSA must submit selection terms
to the FISC for RAS approval and limit contact chaining to two hops from the seed
sclection terms. Before 17 January 2014, RAS selection terms were approved by the
S214 Chief or Deputy Chief or one of the twenty authorized HMCs, as the BR Order
required, and contact chaining was allowed out to three hops. |

(b)(1)
(b)(3)-P.L. 86-36

| | As an added measure, on 23 January 2014, all RAS selection
terms in an “Approved” status were changed to “Revalidate™ in 4
: ‘ A (b)(3)-P.L. 86-36
(U/ABB0O) In the weeks following the President’s directives, through a motion to

amend BR Order 14-01 the FISC approved on 5 February 2014, the following:

(U) The government may request, by motion and on a case-by-case basis, permission
from the Court for NSA to use specific selection terms that satisfy the RAS standard as
“seeds” to query the BR metadata to obtain contact chaining information, within two
hops of an approved “seed,” for purposes of obtaining foreign intelligence information.
In addition, the Director or Acting Director of NSA may authorize the emergency
querying of the BR metadata with a selection term for purposes of obtaining foreign
intelligence information, within two hops of a “seed,” if: (1) the Director or Acting
Director of NSA reasonably determines that an emergency situation exists with respect to
the conduct of such querying before an order authorizing such use of a selection term can
with due diligence be obtained; and (2) the Director or Acting Director of NSA
reasonably determines that the RAS standard has been met with respect to the selection
term. In any case in which this emergency authority is exercised, the government shall
make a motion in accordance with this amendment to the BR Primary Order to the Court
as soon as practicable, but not later than seven days after the Director or Acting Director
of NSA authorizes such query.

(U/FBH6) In response to these new requirements, the NSA BR control framework
changed:

= (U/A0B609 RAS approvals submitted to the FISC NSA no longer
approves RAS for selection terms, except in emergency situations. HMCs or
the S2I4 Chief or Deputy Chief previously approved RAS. They now perform

YV APSHSHASE) On 17 January 2014, selection terms were in an “Approved” status inj 14 |
| |RAS approvals fo selection terms had expired, and Jautomatically changed
status from “Approved” to “Revalidate.” | Jthe remaining |___kelection terms still in an
“Approved” status were changed to “Revalidate” .iu| |

. (b)(3)-P.L, 86-36
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only first level reviews to determine whether RAS requests are adequately
documented and supported by creditable source documentation in

Analysts follow the same preliminary procedures as before for
determining whether selection terms are used by persons who arc recasonably
believed to be associated with one of the terrorist organizations listed in the
BR Order and for documenting RAS requests in: After reviewing
the supporting documentation, HMCs send RAS requests back to analysts to
make additional changes (as nceded), deny RAS requests, or formally endorse
them. Only RAS requests endorsed by HMCs are submitted illl_:llo
OGC for second level review (regard]e?ss of whether selection terms are used
by USPs or foreign persons).

(U/AFeH9) OGC no longer officially performs First Amendment reviews of
selection terms used by USPs for non-emergency RAS requests; the FISC
performs those reviews. OGC now performs second level reviews of RAS
requests, source documentation, and endorsement decisions by HMCs to
provide greater assurance that the FISC will not reject RAS requests because
of insufficient documentation or First Amendment concerns (for selection
terms used by USPs). OGC reviews HMC endorsements during RAS
verification meetings, at which HMCs present evidence supporting the RAS
justifications for review by SV, OGC, and the S2 Declarant (usually the S214
Chief or Deputy Chief) who signs the eventual motions seeking FISC
approval of the selection terms. This group (known as the “RAS verification
panel”), chaired by SV, confirms that representations in RAS requests are
accurate. If the RAS verification panel endorses the RAS requests, OGC
submits them to DoJ NSD for review and submission to the FISC for
approval . At each level of review by HMCs, OGC, the RAS verification
panel, and DoJ NSD, all questions, concerns, and requests for additional
informatio n must be satisfied before DoJ NSD submits the requests to the
FISC.

F5#5HHS The FISC makes the final determination of whether the RAS
standard has been met for each request and notifies DoJ NSD of'its decision to
approve or disapprove requests. After OGC has been notified by the Dol
NSD of the FISC decision, OGC enters the date of the decision, saves the
supporting court documentation, and updates the dispositions of RAS requests
in| |as “Approved” or “Disapproved.” *' FISC approvals are
effective for 180 days for selection terms used by USPs and one year for all
others. However, NSA established slightly more conservative expirations in

173 days for selection terms used by USPs and 358 days for all
others. Figure 6 illustrates the non-emergency RAS approval process.

3] (U"f I

is the system of record for storing documents relating to NSA authorities, including BR

Orders for the BR FISA authority.
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(U) Figure 6. Non-Emergency RAS Approval Process

(UPeTeT
1| it _ N s=
ot =—

(b)(3)-P.L. 86-36

(UIFederr

(U/A6B6-) Emergency RAS approvals Under the BR Order, the NSA
Director (DIRNSA) or Acting DIRNSA can approve RAS for selection terms
for querying BR metadata within two hops of'the seed selection term only
after the RAS standard has been met and only when responding to
emergencies. When submitting a RAS request for emergency approval,
analysts document the request and justification for emergency approval in
I_:I An HMC performs a first-level review and requests additional
information from the analysts (as needed) and denies or endorses the
emergency RAS request. If the HMC endorses, the RAS verification panel is
immediately convened to review the supporting documentation and
justification for requesting emergency approval. Ifthe RAS request contains a
selection term used by a USP, OGC performs a First Amendment review to
determine that the basis for secking RAS is not solely based on activities
protected by the First Amendment. [fthe RAS verification panel concurs with
the HMC’s endorsement and OGC concludes that there are no First
Amendment concerns, the S2 Declarant, BR FISA Authority Lead, SV, and
OGC will brief the DIRNSA or Acting DIRNSA, who determines whether an
emergency situation exists, and the RAS standard has been met, and the RAS
determination is not based solely on First Amendment protected activities.

(U/FeBe) If the DIRNSA or Acting DIRNSA approves the emergency RAS
request, OGC saves the approval documentation and changes the disposition
of the RAS request to “Approved” in:Iand notifics DoJ NSD of the
emergency RAS approval. If immediate querying is required, S214

coordinates adding the designated analysts to the| |user group
m|:| (see Querying section for EAR Bypass procedures). Otherwise,
the designated analysts must wait | |for a series of system

updates to complete before querying BR metadata using the
emergency -approved selection term.

(U/FH0-) The BR Order requires that, within seven days of the emergency
RAS approval, DoJ NSD file a motion with the FISC on behalf of NSA

—FOP-SEERET/SHANOTFORN—
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If the FISC grants the motion, OGC
enters the date the FISC approved the RAS request and records the supporting
court documentation if______| Ifthe FISC denies the motion, NSA will
take remedial action, including actions the FISC has directed. Figure 7

illustrates the emergency RAS approval process.

(U) Figure 7. Emergency RAS Approval Process

and only selection term for emergency querying since receiving this new
mandate from the FISC on 5 February 2014. A motion was filed with the
FISC within seven days of the DIRNSA’s approval of the emergency RAS

request. |

| the FISC approved RAS for the selection term.

(U/AFOE67 Two-hop restriction for contact chaining On 29 January 2014,
NSA modified the EAR software system controls to restrict contact chaining
to two hops from seed selection terms as the President had directed. Before
17 January 2014, authorized NSA analysts could query BR FISA repositories
two hops from seed selection terms and one additional hop (three hops from
seed selection terms) with S2 division management approval.

(U) Table 16 summarizes the provisions of BR Order 13-158 for querying BR
metadata and the controls NSA implemented to maintain compliance.

36
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(U) Table 16. Querying Provisions and Controls

Seed selection terms must be approved by
a designated approving official and also
reviewed by OGC, if the selection term is
used by a USP, before querying BR
metadata for intelligence analysis
purposes.

In

2013, controls ensured that one of the
22 designated approving officials approved RAS for
selection terms and, if used by USPs, OGC performed
a First Amendment review. Selection terms were

added to the RAS Approved List only after the
required approvals were documented i

Approvals shall be given only after the
designated approving official has
determined that there are facts giving rise
to RAS that the selection term to be
queried is assaociated with a Foreign
Power.

stores supporting documentation for

justifving RAS: it also maintains the authoritative list of
fareign powers.

(b)(3)-P|

L. 86-36

NSA shall ensure, through adequate and
appropriate technical and management
contrals, that queries of the BR metadata
for intelligence analysis purposes will be
initiated using only a selection term that
has been RAS approved.

EAR restricts contact chaining fo only those seeds
that are RAS approved by preventing all non RAS
approved selection terms (e.g., expired, disapproved)
from beinP used as seeds for conducting contact
chaining.

RAS approvals must not exceed 180 days
for selection terms reasonably believed to
be used by a USP and 365 days for all
other selection terms.

automatically changes the status of RAS
approved selection terms from “Approved” to “Expired”
when expiration dates set by NSA are exceeded. In
2013, expiration dates were set for 90 days for
selection terms associated with USPs and 180 days
for all others.*

Results of contact chaining queries must
not exceed three hops from seed selection
terms.

In 2013, the EAR limited the number of hops to three
from the seed selection term for contact chaining .?

Technical personnel may query the BR
metadata using selection terms that have
not been RAS approved to perform
processes needed to make it usable for
intelligence analysis.

SV reviews all query records for compliance with the
BR Order.

* (UIF29€) On 26 February 2014, NSA began sending RAS requests to the FISC for approval to
comply with the President's directive of 17 January 2014. On 28 February 2014, the FISC approved
selection term under this new process, and NSA began the process of manually entering

the dates that the FISC approved RAS for selection terms. |wa5 updated
to require that FISC approval dates be inputted into it before adding selection terms to the RAS

RAS far

into

Approved List.

' (U/FFEH8) The EAR relies on RAS a%mved selection terms to be accurately entered by

authorized personnel manually into

approved selection terms that were inaccurately entered into
response, NSA implemented a iwo-person review for accuracy of RAS approved selection terms

manually entered int

t (UIFeYQ) | the expiration dates in

selection terms used by USPs and 358 days for all others.

| the EAR software system controls were modified to limit the
number of hops from seed selection terms to two to comply with the President's directive fram 17

S (UlFeyde)|

January 2014.

In 2014, NSA discovered instances of RAS
by authorized personnel. In

were changed to 173 days for

(UifromeT

(b)(3)-P.L. 86-36
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(U) Sharing and Dissemination
(U) Provisions of BR Order 13-158

(U//FGH63 Sharing Results of intelligence analysis queries of BR metadata may be
shared, before minimization, for intelligence analysis among NSA analysts, subject to
the requirement that all NSA personnel who receive query results in any form first
receive appropriate and adequate training and guidance regarding the procedures for
handling and disseminati ng such information.

(U/FOH0) Dissemination NSA shall apply the minimization and dissemination
requirements and procedures of Section 7 of U.S. Signals Intelligence Directive
(USSID) SP0018 to any results from queries of the BR metadata, in any form, before
the information is disseminated outside NSA in any form. In addition, before
disseminating USP information outside NSA, the DIRNSA , the Deputy Director, or
one of the officials listed in Section 7.3(c) of USSID SP00 18 (i.c., Director of SID,
Deputy Director of SID, Chief of Information Sharing Services (S1S), Deputy Chief
of SIS, and the Senior Operations Officer of the National Security Operations Center)
must determine that the information identifying the USP is related to CT information
and it is necessary to understand the CT information or assess its importance (“CT
nexus”). Approximately every 30 days, NSA shall file with the Court a report that,
among many things, includes a statement of the number of instances since the
preceding report in which NSA has shared, in any form, results from queries of the
BR metadata that contain USP information, in any form, with anyone outside NSA.
(b)(3)-P.L. 86-36
(U) Sharing BR-unique information with authorized NSA personnel

~(FSHSHANFT NSA refers to “sharing” as providing query results internally to
appropriately trained and authorized NSA personnel. Sharing restrictions in the BR
Order only apply to BR-unique query results of'a USP. “BR unique” is a term used
by NSA that refers to contacts| |within a chain solely derived from BR
metadata| | Oral
or written depictions, manipulations, and summaries are also query results. Unless
already included in a disseminated report, BR-unique query results containing USP
information arc only shared with individuals who have thci |crcdcntial. BR
stakeholders manually check to confirm that recipients havel |
before sharing BR-unique USP information, in any form. BR stakeholders also
ensure that documents or files containing BR-unique USP information are only stored
in access-controlled, personal or shared network locations accessible only to BR-
cleared personnel and that BR-unique results containing USP information displayed
in the workplace are not visible to analysts who do not have ~ (b)(1)

(b)(3)-P.L. 86-36
(UHBHO
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(U) Disseminating BR-unique information

(U) Dissemination is the sharing of information outside NSA. The BR Order includes
two provisions for disseminating information: the CT nexus requirement and the
dissemination tracking requirement.

= (U/F6H69 CT Nexus Requirement The CT nexus requirement applies only
to disseminations of BR query results containing USP information. The
dissemination provisions of Section 7.3(c) of USSID SP0018 must be
followed. If query results include USP information unique to BR metadata
and the analyst needs to disseminate that information to an external customer,
such as the FBI, then the CT nexus requirement must be met before
disseminati ng information in any form. However, if query results contain
only foreign person information, the CT nexus requirement does not apply
when disseminating BR information. The remainder of this section focuses on
disseminating USP information derived from BR-unique metadata.

=SS [n accordance with USSID SPOOIR, if unminimized USP
information is to be disseminate d, one of the designated approval authorities
must determine that the information is necessary to understand the foreign
intelligence in the report before the information is released. This applies to all
disseminations of unminimized USP information under all NSA authoritics.
The BR Order further requires that one of the approving authorities confirm
that the information identifying a USP also relates to CT information and is
necessary to understand the CT information or assess its importance. SIS
stated that most disseminations of USP information derived from BR metadata

(b)(1)
(b)(3)-P.L. 86-36
(b)(3)-50 USC 3024(i)

(U/FOBOTThere are two categories of BR disseminations : Published
disseminations | |
and other disseminations (e.g., oral briefings to recipients
external to NSA, such as the FISC, who are not receiving the information as
part of their lawful executive or legislative oversight function).

o (UfﬁFGHG.—)Iereports are used to disseminate SIGINT information
that responds to special IC requirements| |
| freports are
disseminated in a limited distribution to customers empowered to act on
the information and to additional customers who have an operational need-
to-know (e.g., FBI, NCTC, Central Intelligence Agency (CIA), Office of
the Director of National Intelligence (ODNI)).
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o (U/AeY6) RFIs are requests by customers (e.g., FBI) for information
from NSA. RFls are usually requests requiring one-time, specific

TESpPOnNSes.
(o] (Uf/FGHQ—] Iare SIGINT reports that generally focus onone
topic or event| | (b)(3)-P.L. 86-36

variety of collection authorities to a wide audience. However,
are not used to disseminate USP information unique to BR metadata

(U/FOH0y After one of the approving authorities listed in Section 7.3(c)
of USSID SP0018 has approved the dissemination, if USP information
unique to BR metadata is included in an it is usually combined
with information from other collection authorities to provide a more
(b)(3)-P.L. 86-36 - complete intelligence summary. Otherwise, NSA masks the identitics of
USPs mentioned inl ke;g., USP1), so that tth:| can be
distributed widely and sends separately an Identities Release
Memorandum only to those parts of the IC that need to know the person’s
identity. ** Only those recipients within the IC who receive both the
and Identities Release Memorandum can determine the USP
identity , and then only after submitting a formal justified request that has
been approved by one of the officials listed in Section 7.3(c) of USSID
SP0018.

(U/FOH6-) Dissemination of BR information occurs most often in

reports. SIS stated that, even when NSA disseminates information using
RFIs, corresponding ?Ircporls follow to formally document the
dissemination.™ This allows the information requested by one IC customer
but impertant to other 1C customers, to be released through a slightly wider,
albeit highly controlled, distribution. Table 17 summarizes the BR reports
disseminated n 2013.

(b)(3)-P.L. 86-36

" (U/FB8H69 Masking is the process of using genetic identification terms in place of USP names, titles, or
contextual identifiers so that the person’s identity is not revealed in written or oral disseminations.

" (UIFFEH8) 8214 confirmed that all RFIs containing BR-unique information have been followed up will1|:|

reports

FOP-SECREF/SHNOEORN
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(U) Table 17. BR Reports Disseminated in 2013 (b)(1)
(b)(3)-P.L. 86-36
-_ | Totat |
BR Reports Disseminated”
Total Selection Terms
Reported (Derived from BR
Total BR Unique Selection
_ Terms Reported'
(b)(;;)-p_]__ 86-36 Total U.S. Contacts
Repor‘led'r
* There were] ladditiongl disseminations in oral presentations. The NSA Director briefed
the SSCI and NSA made a presentation to
the FISC |
e

(U/FEH6y The SIS Chief or Deputy Chief, two of the approving authorities
designated in USSID SP0018, reviews the majority of the requests for
disseminating USP information for all NSA authorities, including those
unique to BR. Dissemination requests are approved usually the day they are
received. Senior Operations Officers (SOO) in the National Security
Operations Center (NSOC) are also authorized approvers for disseminating
USP information and typically review and approve dissemination requests
submitted after hours or in emergency situations.

(U/Feuer)| I

(b)(3)-P.L. 86-36

(U/ﬁeﬁl S maintains disseminated reports ' |

signed in an access-controlled SIS network folder. Disseminations
(b)(1) approved after hours by the SOOs are formally documented, normally the
(b)(3)-P.L. 86-36
(b)(3)-50 USC 3024(i)
EE| E:Fq :S[aREI ;g “5 A : F} EE:.nl I
I |
(Ut |
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following business day, by S1S. The NSOC Senior Reporting Officer notifies
S1S of these disseminations. | |

(b)(3)-P.L. 86.36

(U/A086-) Oral briefings that include USP information derived from BR-
unique metadata to officials outside NSA occur less frequently. Normally,
these briefings are provided by NSA leadership who are approving authorities
for disseminating USP information under USSID SP0018. All other BR
stakeholders coordinate approvals with one of the approving authorities before
presenting information outside NSA. The CT division tracks oral
briefings only, and S1S and S2I4 track all disseminations of USP information
(published and oral), which are included in the 30-day reports filed with the
FISC, as the BR Order requires.

* «FSHS5HNE Dissemination Tracking Requirement The second provision
of the BR Order that applies to USP information is the dissemination tracking
requirement regarding BR-unique information. NSA tracks and reports to the
FISC every instance in which NSA disseminates USP information derived

_ from BR metadata. *® Approximately every 30 days, OGC requests from SIS
(b)(3)-P.L. 86-36 and S214 the number of disseminated reports containing USP information
: derived from BR-unique metadata for input into the 30-day reports filed with
| the FISC | | |
I | Although no longer required to track disseminations of foreign
person information, S214 continues to track all disseminations of BR-unique
information. Disseminations were tracked manually until | | NSA’s

corporate dissemination tracking tool, was implemented| |
(b)(1). Since then, all disseminated reports containing BR-unique information have
(b)(3)-P.L. 86-36 been tracked in[ lcompleted the upload of

"Elcurrent and past BR disseminations into | =

(b)(3)-P.L. 86-36
(U/H#BHB67 Table 18 summarizes the provisions of BR Order 13-158 for sharing and
disseminating information derived from BR query results and the controls
implemented by NSA to maintain compliance.

0 PSS Since 3 September 2009 (BR Order 09-13), NSA has been exempt from reporting in the 30-day
reports to the FISC BR disseminations lo the executive branch for oversight. On 3 January 2014 (the date the FISC
approved BR Order 14-01). this reporting exemplion was [further extended lo include BR disseminations to the
legislative branch for oversight.
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(U) Table 18. Sharing and Dissemination Provisions and Co"tmlﬁ))(a)-P.L. 86-36
SRCHEEE

(U) Results of intelligence analysis queries
of the BR metadata may be shared, before
minimization, for intelligence analysis
purposes among NSA analysts, subject to
the requirement that all NSA personnel
who receive query results in any form first
receive appropriate and adequate training
and guidance regarding the procedures
and restrictions for handling and
disseminating such information.

(b)(1)
(b)(3)-P.L. 86-36

r BR
| NSA's corporate authorization services
tool, to confirm that recipients have before
sharing BR-unigue query results of a USP_ in any
form. |

(U) Before disseminating USP information
outside NSA, the NSA Director, the
Deputy Director, or one of the officials
listed in Section 7.3(c) of USSID SP0018
must determine that the information
identifying the USP is related to CT
information and that itis necessary to
understand the CT information or assess
its importance .

(UIH-ede) One of the designated approvers (usually
the S13 Chief or Deputy Chief) verifies that the CT
nexus has been met before disseminating USP
information in any form. The approving

documentation is independently maintained by S18 for
internal recordkeeping and for external review by
overseers.

(U) Approximately every thirty days, NSA
shall file with the Court a report that among
many things includes a statement of the
number of instances since the preceding
report in which NSA has shared, in any
form, results from queries of BR metadata
that contain USP information, in any form,
with anyone outside NSA.

(U/FeY8) S1S and S214 independently track the
number of disseminations since the preceding report
in which NSA has shared, in any form, results from
queries of BR metadata that contain USP information,
in any form, with anyone outside NSA. ST tracks oral
disseminations only. This data collectively is provided
to OGC for input into the 30-day reports filed with the
FISC.

(U) Retention
(U) Provisions of BR Order 13-158

—FSHS -

(U) The BR Order requires that BR metadata be destroyed no later than five years

(60 months) after its initial collection.
(b)(3)-P.L. 86-36

(U) NSA's BR age-off process

—F5H5HF) To remain compliant with the five year retention requirements, NSA

completed its first BR age-off]

May 2011 |
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(b)(1)

(b)(3)-P.L. 86-36 (UU/FOH6) Based on guidance from OGC, BR retention compliance is determined
using the date when records are received from providers, not the call communication
date.

= (U/#FOH6) Record receipt date is the date on which providers electronically
deliver BR metadata to NSA.

* (U/A066n Call communication date is the date on which a telephone call is
made from one selection term to another.™

(U) Timing differences with call communication dates and record receipt dates

ESUSLNE]

(b)(1)

(b)(3)-P.L. 86-36
(b)(3)-18 USC 798
(b)(3)-50 USC 3024(i

| Because of these differences, NSA tracks record receipt dates for
BR metadata to document compliance with the BR Order. | |

(b)(1)
(b)(3)-P.L. 86-36
(b)(3)-50 USC 3024(l7

(U) Quarantine process

R T | |

(b)(1)

(b)(3)-P.L. 86-36
(b)(3)-18 USC 798
(b)(3)-50 USC 3024(i)

7 (U/#OH64 In September 2013, the DoJ Civil Division directed NSA 1o preserve all records relating to (he
collection of BR metadata under the BR FISA program as a result of civil lawsuits against NSA. To comply with
the preservation order, NSA did not age-ofl data with record receipt dates exceeding 60 months in 2014, This data
was saved in partitions within NSA system repositories inaccessible to analysts.

R, : . 5 s ; P .2
* (U) Selection terms also refer to identifiers used in dialed number recognition (e.g.. telephone numbers).

—FOP-SECREF/SHNOTFORN-
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(U) 2013 age-off
TFSHSHAD
(b)(1)
(b)(3)-P.L. 86-36
(U/FeHE) Table 19. 2013 BR Age -Off Procedures
)

(b)(1)
(b)(3)-P.L. 86-36

(U) Changes that affected the 2014 age-off

(U/FOH6) In September 2013, Dol’s Civil Division directed NSA to preserve all
records relating to the collection of BR metadata under the BR FISA program as a
result of civil lawsuits against NSA. This affected the age-off performed during
2014: BR metadata that would have been aged off to comply with the BR Order was
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retained to comply with the preservation obligation. This data was saved in partition s
within NSA system repositor ics inaccessible to analysts. |

(U/FeH6) On 12 March 2014, the FISC granted the government’s motion for
(b)(1) temporary relief from the five year dcstruagtion requirement pending resolution of the
(b)(3)-P.L. 86-36 preservation litigation filed by plaintiffs.™ As permitted by the BR Order, analysts

continue to access for intelligence purposes the‘ij repository that contains

BR metadata rcccwcq on or after the 010 retention cutoff date using 0“}3)(3)—P.L. 88.45
RAS approved sclection terms.
<ESHSHANF | |
(b)(1)
(b)(3)-P.L. 86-36
(b)(3)-50 USC 3024(i)
(b)(1)
(b)(3)-P.L. 86-36
(b)(3)-50 USC 3024(i)
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~EHREE—TFO-HSAFVEYY Table 20. "(En;) v
(before and after data comparison) (bN3)-P.L. 86-
OGN

— R

(U/ABB83 Table 21 summarizes the provision of BR Order 13-158 for retention and
the control implemented by NSA to maintain compliance.

(U) Table 21. Retention Provision and Control

BR Metadata must be destroyed no later than five | See Table 19 for the procedures performed to
years after its initial collection. age-off BR metadata to comply with the BR
Order in 2013.

(UliFeBey

(U) Oversight
(U) Provisions of BR Order 13-158

(U) NSA’s OGC and ODOC will ensure that personnel with access to BR metadata
receive appropriate and adequate training and guidance regarding the procedures and
restrictions for collection, storage, analysis, dissemination, and retention of the BR
metadata and the results of queries of the BR metadata. NSA’s OGC and ODOC will
further ensure that all NSA personnel who receive query results in any form first

“FOP-SEERETH/SHNOTORN-
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receive appropriate and adequate training and guidance regarding the procedures and
restrictions for handling and disseminatin g such information. NSA will maintain
records of all such training. OGC will provide DoJ NSD with copies of all formal
briefing and/or training materials (including all revisions) used to brief/train NSA
personnel concerning this authority .

(U) NSA’s ODOC will monitor implementation and use of the software and other
controls (including user authentication services) and the logging of auditable
information referenced in the previous paragraph.

(U) NSA will ensure that an auditable record is generated whenever BR metadata is
accessed for foreign intelligence analysis or accessed using foreign intelligence
analysis query tools.

(U) NSA’s OGC will consult with DoJ NSD on all significant opinions that relate to
the interpretation, scope, and/or implementation of this authority. When
operationally practicable, such consultation will occur in advance; otherwise, Dol
NSD will be notified as soon as practicable .

(U) At least once during the authorization period, NSA’s OGC, ODOC, DoJ NSD,
and any other appropriate NSA representatives will meet for the purpose of assessing
compliance with the Court’s orders. Included in this meeting will be a review of
NSA’s monitoring and assessment to ensure that only approved metadata is being
acquired. The results of this meeting will be reduced to writing and submitted to the
Court as part of any application to renew or reinstate the authority .

(U) At least once during the authorization period, DoJ NSD will meet with the NSA’s
OIG to discuss their oversight responsibilitics and assess NSA’s compliance with the
Court’s orders.

(U) At least once during the authorization period, NSA’s OGC and DoJ NSD will
review a sample of the justifications for RAS approvals for selection terms used to
query the BR metadata.

(U) NSA oversight

(U/FEH0y In addition to the oversight requirements listed in the BR Order, NSA
performs additional oversight, not required in the Order, to ensure compliance. The
organizations and the oversight performed are described next.

(U/FOH6- BR FISA Authority Lead is the focal point for the BR FISA program
within SID, reporting to the CT Associate Deputy Director, who reports to the SID
Director. The BR FISA Authority Lead’s responsibilities include:

" (U/HFeH83 As of 28 March 2014 (BR Order 14-67), the FISC no longer required OGC and DoJ NSD to conducl
periodic reviews of RAS approved selection terms. The government sought (his change asa result of'the President’s
directive of 17 January 2014 that NSA submit sclection terms to the FISC for RAS approval.

A S R —
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* (U/F6He) Chairing weekly BMD meeting

« (U/FOYD) Ensuring appropriate program direction and proper program
functioning

= (U//FEH0) Signing NSA’s declaration s to the FISC during renewal and

= (U/A0U0) Ensuring that the BR authority is used as described in the BR
Order.

(U/AFeH63 Weekly BMD meetings are held to discuss BR FISA program activitics
to ensure compliance with the BR Order. They include representatives from OGC,
ODOC, TV, SV, GTO, DIAs, TD, Counterterrorism Production Center (S21), OIG,
and other organizations involved in the BR FISA program. Agendas and notes are
maintained for cach meeting.

(U/FOH6) Authorities Integration Group (AIG) reports directly to the Deputy
DIRNSA . The AIG works directly with SID and Information Assurance Directorate
authority leads, including the BR FISA Authority Lead, and holds weckly meetings
with the authority leads and corporate process leads (c.g., TD, ODOC, OGC).

(U/446 The AIG focuses on the activities for each authority, both internal and
external, to ensure that they are coordinated and integrated across NSA. The AIG
acts as a “forcing function” within NSA, facilitating discussion among the
Directorates to promote a better understanding of how decisions affect the various
authorities. The AIG updates the Deputy DIRNSA quarterly on each authority .

(U) ODOC In 2009, NSA created the position of Director of Compliance to improve
the Agency’s ability to keep NSA’s activities consistent with the laws, policies, and
procedures designed to protect USP privacy during SIGINT and information
assurance missions. ODOC has specific functions with the BR FISA program
outlined in the Order. The Assistant Director for Special Compliance Activities is
ODOC ’s representative to the BR FISA program. Seme of ODOC’s responsibilities
include:

« (U) Involvement in all decisions related to the program,

= (U) Participating in weekly BMD meetings,

» (U) Updating BR FISA program training material,

= (U) Participating in quarterly compliance meetings with Dol NSD, and
* (U) Leading the verification of accuracy (VoA) process.

(U/AeH6) The BR FISA program has been designated a special compliance activity
(SCA) since 2009, that is, an NSA mussion activity determined to require additional
tailored compliance safeguards to ensure the protection of USP privacy. When an
activity is identified as an SCA, ODOC becomes active in all aspects of implementing
the SCA until it is determined that it is sufficiently underpinned by the
Comprehensive Mission Compliance Program and significant risks have been
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mitigated. The Comprehensive Mission Compliance Program provides a framework
and strategy to organize, govern, and resource compliance activities across NSA.

(U/FSH6) An activity may become an SCA when:

* (U/FOH63 NSA’s external overseers (e.g., DoJ NSD, FISC, Congress) have
a heightened sensitivity about an activity or the means by which NSA is
executing an activity ;

= (U/FBH6¥ NSA’s legal, policy, compliance, or oversight elements determine
that an activity requires attention to understand the application of compliance
measures and potential risks; or

« (U/FBH6) NSA identifies an activity or process that may be out of sync with
oversight and compliance regulations and policies, thus making NSA
vulnerable to compliance incidents.

(U/AFOHOy Recognizing the critical importance of the completeness and accuracy of
documentation filed with external entities, ODOC developed line-by-line accuracy
procedures, known as VoA. These procedures provide greater assurance that the
representations NSA made to external overseers are accurate and based on a shared
understanding among operational, technical, legal, policy, and compliance officials.
NSA uses the VoA process during the application process to the Court when
requesting renewal of the BR Order.

(U/AB68) OGC has specific functions with the BR FISA program outlined in the
Order. One requirement is that the OGC consult with DoJ NSD on all significant
opinions that relate to the interpretation, scope, or implementation of the authority.
The lead OGC BR attorney, assigned from January 2013 to September 2014, stated
that OGC consults with DoJ NSD on all significant opinions. OGC saves all
correspondence discussing significant legal opinions with DoJ NSD in an access-
controlled network folder.

(U/AE84 In 2013, NSA OGC met with DoJ NSD at least once during cach BR
authorization period to review a sample of the justifications for RAS approvals for
selection terms used to query BR metadata. However, as of 28 March 2014

(BR Order 14-67), the FISC no longer required OGC and DoJ NSD to conduct
periodic reviews of RAS approved sclection terms. The government sought this
change as a result of'a January 2014 presidential directive under which NSA began
submitting selection terms to the FISC for RAS approval.

(U/A0E6+ In addition to the OGC’s oversight requirements listed in the Order, the
OGC defined its BR FISA program responsibilities as:

* (U/AOHO7r Addressing all legal questions from BR FISA program
stakeholders ;

« (U/FeH63 Coordinating all interaction with DoJ NSD;

—“TOP-SEEREFSHANOFORN-
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* (U/FOHe Coordinating the filing of 30-day report s and renewal documents:
= (U/ABH09 Leading quarterly compliance reviews with DoJ NSD;
= (U/ABH07 Performing First Amendment reviews for USP RAS approval
(before 17 January 2014);
= (UHAeH6 Coordinating RAS requests and submitting them to DoJ NSD for
approval by the FISC (on and after 17 January 2014); and
b)) o FSHSHNE) Approving, wiil}--SV, additions of] | to
(b)(3)-P.L. 86-36 the | List.

(b)(1) 5
(b)(3)-P.L. 86-36

(b)(3)-P.L. 86-36

(U/FH63 SV implements the SIGINT compliance program across NSA,
particularly within SID, enabling the SIGINT mission to operatc in compliance with
laws, policies, and other guidance. SV provides guidance across the global SIGINT
enterprise, manages compliance incidents, monitors compliance in high-risk areas,
resolves problems, and verifies compliance through site visits, audits, and managing
the SIGINT Intelligence Oversight Officer program.

“FSHSEAES SV performs two main oversight functions for the BR FISA program:
(1) managing access by verifying training requirements semi-weekly for persons who
have the keredential and for persons included in the FISABR user
group in and (2) auditing all BR querics performed using query tools by
mission and technical personnel to verify compliance with the requirements of the BR
Order. SV’s process for verifying training and managing access can be found in the
Access and Training section.

=tFSHSHA As the BR Order requires, whenever BR metadata is accessed for
foreign intelligence analysis or accessed using foreign intelligence analysis query
tools, an auditable record of activity is generated. Although not required by the BR
Order, NSA audits all query records. SV verifies that only authorized personnel with
the required credentials queried BR metadata, selection terms used to query BR
metadata for intelligence analysis were RAS approved at the time of the query, and
queries for intelligence analysis remained within the authorized number of hops from
RAS approved seeds, as the BR Order requires. For the last two checks, SV verifies
manually that the EAR software system controls are working as intended. SV stated
that it has never found an instance of the EAR] | (b)(3)-P.L. |
allowing a non-compliant query to complete. In 2013, SV audited all| | BR
query records for that year.

(U) Additional SV responsibilities include: {b)(1)
(b)(3)-P.L. 86-36

* (U) Ensuring that SID mcident reports are entered timely into NSA’s
corporate incident reporting database

* (U) Assisting in the development of oversight and compliance courses

« FS5HSHEAE Providing BR query statistics and:lcrcdcmialing data for

monthly metrics reports provided to SID leadership

—TOP-SECREF/SHNOFORN—
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* (U/AFOHO-) Maintaining the content and access to the SV BR SharePoint site
for storing BR FISA program documentation

* (U/FOH6 Performing VoA for statements assigned to SV in the BR
Declarations and

» —FSHSEANEY Approving . with OGC, additions of| |
to the List. (b) 1')

(U/ABB0TINn 2013, SV also assisted DoJ NSD in its periodic review oflg&”-P'L' el
approved selection terms used for querying BR metadata. SV provided DoJ NSD

with RAS justifications and supporting documentation for each review. As

previously mentioned in the OGC Oversight section, the periodic reviews of RAS
approved sclection terms were discontinued pursuant to BR Order 14-67,

28 March 2014,

(U/AFSE3 TV is responsible for identifying, assessing, tracking, and mitigating
compliance risks, including USP privacy concerns, in NSA mission systems across
the extended enterprise, including systems that hold BR metadata. TV manages the
system compliance certification process, continuous compliance monitoring , and
technical compliance incident management and conducts training and awareness for
technical personnel. TV attends the BMD weekly meetings and performs VoAs for
arcas assigned to it in the BR Declarations .

(U/FOE8) OIG conducts audits, special studies, inspections, investigations , and
other reviews of programs and operations of NSA and its affiliates. OIG oversight
includes:

* (U/Feb0) Performing audits and special studies of the BR FISA program;

*» (U/AOHOY Meeting with Dol NSD at least once during each BR
authorization period to discuss oversight responsibilities , NSA’s compliance
with the BR Order, the status of OIG reviews, and important developments

(b)(3)-P.L. 86-36 aﬂ’ectin‘% the BR FISA program (notes from these meeting are documented in

* (U/AH67 Receiving notification of incident reports for all NSA authorities,
including BR FISA, saved in the Agency’s corporate incident reporting
database;

« (U//FOH09y Reviewing Congressional Notifications and notices filed with the
FISC of'incidents of non-compliance with the BR Order;

« (U/FBH) Preparing Intelligence Oversight Quarterly Reports, in
coordination with the DIRNSA and OGC, that summarize compliance
incidents for all authorities occurring during quarterly review periods and
forwarding the reports to the President’s Intelligence Oversight Board through
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the Assistant to the Secretary of Defense for Intelligence Oversight

(ATSD(10)) *':

= (U/FOY6y Performing 10 reviews during OIG inspections of joint and field

sites;

= (U/AeH07 Attending weekly BMD meetings for situational awareness;

« (U/AOB63y Maintaining the OIG Hotline and responding to complaints of
violations of law, rule, or regulation (the OIG also investigates allegations of
SIGINT misuse by NSA affiliates operating under the DIRNSA SIGINT

authority ); and

= (U/FOH0) Reporting immediately to the ATSD(IO) a development or
circumstance mvolving an intelligence activity or intelligence personnel that
could impugn the reputation or integrity of the IC or otherwisc call into
question the propriety of an intelligence activity .

(U/ABHE6e) The OIG reviews management controls, maintains awareness of
compliance incidents, and stays informed of changes affecting NSA authorities,
including BR FISA. OIG reviews of the BR FISA program allow it to independently
assess compliance with the BR Order. Since 24 May 2006, the date the original BR
Order was signed, the OIG has completed five BR FISA program reviews. Table 22

summarizes OIG reviews of the program.

(U) Table 22. OIG Reviews of the BR FISA program

ssssenf Management ontrs
09/05/06 | for Implementing the FISC Order:
Telephony BR (ST-06-0018)

Reviewed collection, processing, analysis,
dissemination, and oversight controls.

NSA Controls for FISC BR Orders
05/12/10 | (ST-10-0004)

Reviewed querying and dissemination controls;
summarized pilot test results for January
through March 2010.

Audit of NSA Conirols to Comply with
05/25/11 | the FISC Order Regarding BR
(ST-10-0004L)"

Reviewed querying and dissemination controls;
summarized the monthly test results for 2010.

Audit of NSA Controls to Comply with
10/20/11 | the FISC Order Regarding BR
Retention (ST-11-0011)

Verified age-off of BR FISA metadata in 2011 fo
maintain compliance with the 60 month
retention requirement of the BR Order.

NSA Controls to Comply with the FISC
08/01/12 | Order Regarding BR Collection
(ST-12-0003)

Reviewed collection and sampling controls for
ensuring that NSA receives only the BR FISA
metadata authorized by the BR Order.

controls during 2010.

* (U881 This report summarized monthly test results of the BR querying and dissemination

(UHFeEey

" (/56T In 2014, the ATSD(IO) was changed lo the Office of the Senior DoD Intelligence Oversight Official.
“FOP-SECRET/SHNOFORN—
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(U) External oversight

(U) DoJ NSD is the liaison between NSA and the FISC for the BR FISA program.
Dol NSD oversight includes the following :

(U) Coordinating 90-day renewal applications

(U/AOH67) Providing guidance to NSA OGC on all significant legal opinions
relating to the interpretation, scope, and implementation of the BR authority

(U/A086 Reviewing NSA briefings and training transcripts to ensure that
they accurately describe the requirements of the BR Order before NSA
incorporates material into its training program (e.g., OVSC1205, OVSC1206)

(U/A#864 Meeting with NSA’s OIG at least once during each BR
authorization period to discuss oversight responsibilities and NSA compliance
with the BR Order. Proposed initiatives and other important developments
affecting the BR FISA program are discussed with the OIG

(U) Meeting with NSA’s OGC, ODOC, and other NSA stakeholders at least
once during BR authorization periods to assess compliance. DoJ NSD meets
with OGC, ODOC, and the BR FISA Authority Lead to review the Quarterly
Compliance Report that summarizes the results of weekly tests NSA
performed to ensure that NSA is receiving only authorized data. DoJ NSD
submits summaries of these meetings in writing to the FISC as part of
applications to renew the authority .

—FS5H#SHASTEY In 2013, DoJ NSD met with NSA OGC and SV at least once each BR
authorization period to review a sample of the justifications for RAS approvals for
selection terms used to query BR metadata. For RAS selection terms approved in
2013, DoJ NSD sampled 100 percent of the USP RAS selection terms and 20 percent
of the foreign RAS selection terms. As mentioned in the OGC Oversight section, Dol

NSD and OGC’s periodic reviews of RAS selection terms were discontinued pursuant

to BR Order 14-67. dated 28 March 2014. NSA now submits sclection terms to the

FISC for RAS approval to comply with the President’s January 2014 directive.

Table 23 summarizes DoJ NSD sampling of RAS selection terms approved in 2013.

(U/#2Ye-Table 23. DoJ NSD Sample of RAS Selection Terms
Approved in 2013

100% 20%

* (U/FFe9es Estimate calculated using DoJ NSD sampling methodology (sample 20 percent of
foreign selection terms for review).

T (U/fFede% Data includes RAS selection terms that may have been approved more than once in

2013.

—(FomarNE-
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(U/AOH67 ODNI representatives attend DoJ NSD meetings with NSA’s OGC,
ODOC, and the BR FISA Authority Lead to review the Quarterly Compliance Report.
Although ODNI does not have a formal role described in the BR Order , it participates
in its general role as an overseer of IC activities.

—eREEFO-USAFEYS FISC s the approving authority for all renewals,
amendments, reinstatements of the BR authority , and, starting in February 2014, RAS
for selection terms NSA submitted. The FISC approves the BR Primary Orders that
authorize NSA to acquire bulk BR FISA metadata and the BR Secondary Orders that
compel providers to provide daily bulk BR FISA metadata to NSA for the duration of
the Order. The FISC performs oversight by receiving filings of Rule 13(a) Notices,
Correction of Material Facts, and Rule 13(b) Notices, Disclosure of Non-Compliance,
by DoJ NSD on behalf of NSA. The FISC also reviews the 90-day renewal
applications and 30-day reports that NSA files. The 30-day reports document NSA
application of'the RAS standard (no longer applies after March 2014); NSA’s
implementation and operation of the automated query process (no longer applies after
March 2014—NSA never implemented the process and withdrew its request to do
s0); NSA’s description of significant changes in the way in which the BR metadata is
received from providers and significant changes to the controls NSA has in place to
receive, store, process, and disseminate BR metadata; and the number of instances
since the preceding report that NSA disseminated, in any form, USP information
outside NSA. The 30-day reports also include NSA’s attestation that the CT nexus
was completed and disseminations were approved by a designating approving
authority before disseminating USP information derived from BR-unique metadata.

(U) Table 24 summarizes the provisions of BR Order 13-158 for oversight and the
controls implemented by NSA to maintain compliance.

(U) Table 24. Oversight Provisions and Controls

NSA's OGC and ODOC will ensure that
personnel with query access to BR metadata
receive appropriate and adequate training and
guidance regarding the procedures and
restrictions for collection, storage, analysis,
dissemination, and retention of the BR metadata
and the results of queries of the BR metadata.

NSA’s OGC and ODOC will ensure that all NSA
personnel who receive query results in any form
first receive appropria[e and adequate training See Table 14 — Access and Traimng Provisions
and guidance regarding the procedures and and Controls.

restrictions for the handling and dissemination of
such information.

NSA will maintain records of all such training.

OGC will provide DoJ NSD copies of all formal
briefing and training materials (including all
revisions) used to train NSA persannel
concerning the authority .

n
wn
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NSA’s ODOC will monitor implementation and
use of software and other controls (including user
authentication services) and the logging of
auditable information referenced above.

SV performs 100 percent audits of queries
performed using query tools by mission and
technical personnel to verify that only
authorized personnel who have the required
credentials queried BR metadata, selection
terms used to query BR metadata for
intelligence analysis purposes were RAS
approved at the time of the query, and queries
for intelligence analysis purposes remained
within the number of authorized hops from RAS
approved seeds

NSA's OGC will consult with DoJ NSD on all
significant opinions that relate to the
interpretation, scope, and/or implementation of
this authority .

NSA OGC confirmed that NSA has always
consulted with and received advance approval
from Dod NSD and the FISC before
implementing significant changes to the BR
FISA program. NSA OGC saves all
correspondence with DoJ NSD in an access-
controlled network folder.

At least once during the authorization period,
NSA's OGC, ODOC, DoJ NSD, and any other
appropriate NSA representatives will meet to
assess compliance with the Court's orders.
Included in this meeting will be a review of NSA's
monitoring and assessment to ensure that only
approved metadata is acquired. The results of
this meeting will be reduced to writing and
submitted to the Court as part of any application
to renew or reinstate the authority.

DoJ NSD meets with OGC, ODOC, and the BR
Lead to review the Quarterly Compliance
Report, which summarizes the results of weekly
tests performed by NSA to ensure that it is
receiving only the BR metadata authorized by
the Order. DoJd NSD submits summaries of
these meetings in writing to the FISC as part of
the application s to renew the authority.

(b)(3)-P.L

At least once during the authorization period, DoJ
NSD will meet with the NSA’s DIG to discuss
their respective oversight responsibilities and
assess NSA’s compliance with the Court's
orders.

NSA OIG meets with DoJ NSD at least once
during BR authorization periods to discuss
oversight responsibilities and NSA's compliance
with the requirements of the Order__Notes from
these meeting are documented in

At least once during the authorization period,
NSA's OGC and DoJ NSD will review a sample of
the justifications for RAS approvals for selection
terms used to query the BR metadata.

In 2013, NSA OGC and SV met with DoJ NSD
at least once during BR authorization periods
and review a sample of the justifications for
RAS approvals for selection terms used to
query the BR metadata.*

FISC for RAS approval.

* As of 28 March 2014 (BR Order 14-67), the FISC no longer required OGC and DoJ NSD to conduct
periodic reviews of RAS approved selection terms. The government sought this change as a result
of the President's January 2014 directive under which NSA began submitting selection terms to the

. 86-36

(UiFeten

(U) BR FISA Program Incidents of Non-Compliance

(U/A6HE64 FISC Rules of Procedure require that NSA report “corrections of material
facts” and “disclosures of non-compliance” with FISC Orders. NSA also must
determine whether Congressional notifications are required. Our review focused on
the process for identifying and reporting incidents of non-compliance, the incidents
reported in 2013 to the Court and other external overseers, and the controls NSA has
instituted to mitigate recurrence of compliance incidents.
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(U) FISC Rules of Procedure

(U) The FISC Rules of Procedure, 1 November 2010, adopted pursuant to

50 U.S.C. § 1803(g), govern FISC proceedings. Rule 13, Correction of Misstatement
or Omission; Disclosure of Non-Compliance , is the procedure that NSA follows when
notifying the Court, through Dol NSD, of BR FISA misstatements and compliance
incidents,

(U) Rule 13(a) Correction of Material Facts If the government discovers that a
submission to the Court contained a misstatement or omission of material fact, the
governme nt must immediately, in writing, inform the Judge to whom the submission was
made of:

(1) (U) the misstatement or omission;

(2) (U) necessary corrections;

(3) (U) the facts and circumstances relevant to the misstatement or omission;

(4) (U) modifications the government has made or proposes to make in how il will
implement any authority or approval granted by the Court; and

(5) (U) how the government proposes to dispose ol or treat information obtained as a
result of the misstatement or omission.

(U) Rule 13(b) Disclosure of Non-Compliance Ifthe government discovers thal any
authority or approval granted by the Court has been implemented in a manner that did not
comply with the Court’s authorization or approval or with applicable law, the
government must immediately, in writing, inform the Judge to whom the submission was
made of:

(1) (U) the non-compliance;

(2) (U) the facts and circumstances relevant to the non-compliance;

(3) (U) modifications the government has made or proposes to make in how it will
implement any authority or approval granted by the Court; and

(4) (U) how the government proposes to dispose of or treat information obtained as a
result of the non-compliance .

(U) Identifying and Reporting Incidents of Non-Compliance

(U) Identifying incidents of non-compliance

(U/Ao) NSA typically discovers mcidents of non-compliance with the BR Order
during its operation of the BR FISA program. Because of the program’s sensitivity,
suspected anomalies are reported out of an abundance of caution. Training, a pillar of
the compliance framework, provides a heightened sense of awareness for personnel to
identify potential violations ofthe BR Order. A sccond pillar, monitoring and
assessment, includes manual and technical controls to detect abnormalities. A weekly
BMD meeting, attended by BR FISA program stakeholders, provides a forum for
addressing potential problems.

(U/AOt07 When a possible incident is discovered, it is communicated to the BR
FISA Authority Lead, OGC, ODOC, SV, and, if appropriate, TV and S2. BR FISA
program stakeholders meet to discuss the facts and determine, with OGC’s
concurrence, whether a potential violation of the Order has occurred. If OGC
believes an incident has or may have occurred, even if all the facts have not been
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gathered, preliminary notification to DoJ NSD is made shortly after notice to the
DIRNSA , other NSA leadership, BR FISA program stakeholders, and OIG. Upon
receiving initial notification from OGC, DoJ NSD starts drafting a preliminary
notification to the Court.

(U/AEH6Y Once the facts have been gathered and OGC has made an imtial
determination that a violation of the BR Order has occurred, OGC finalizes a
notification of non-compliance and forwards it to Dol NSD, which makes the final
determination as to whether there has been an incident of non-compliance that must
be reported to the FISC. If DoJ NSD determines that an incident has occurred, it
prepares a draft notification to the Court, coordinates the notification with NSA,
finalizes the draft, and files the notification with the Court.

(U/A886r Dol NSD often files a preliminary notification with the Court and, if
needed, will follow up later with additional notifications. In some cases, the
preliminary notification of an incident serves as the final notice. More than one
notice to the Court to address an incident is typically required when at the time of the
preliminary notification :

= (U/AFeH6+> NSA does not have all the facts the Court needs to fully
understand or address the incident or

= (U/AE6+r Remedial follow-on action may be needed.

(U/H2H65 For the four incidents of non-compliance first reported to the Court in
2013, two required additional information; therefore, final notices were filed
separately. One of the incidents included a notice of material misstatement because
NSA had previously filed a declaration to the Court that contained inaccurate
information.

(U) Congressional notifications

(U/FOHE04 In addition to the requirement to notify the FISC, DIRNSA has a
statutory obligation to keep the Senate Select Committee on Intelligence and the
House Permanent Select Committee on Intelligence fully and currently informed of
all significant intelligence activities. * NSA resolves doubts about notification in
favor of notification. In addition to notifying Congress and the Director of National
Intelligence (DNI), DIRNSA must notify the Undersecretary of Defense for
Intelligence (USD(1)) and other USD(1) staff, as USD(I) guidance directs. For all BR
FISA incidents of non- compliance reported by Congressional notifications to the
intelligence committees, NSA also notifies the Senate and House Committees on the
Judiciary .

(U/HF0r NSA’s Legislative Affairs Office (LAQO) manages NSA’s liaison with the
Congress and DNI, DoD, the IC, and other U.S. government departments and
agencies regarding matters of concern to the Congress. LAO is NSA’s focal point for

% (U) See 50 U.S.C. §3091, as implemented by Intelligence Community Directive 112, Congressional Notification
16 November 201 1.

—FOP-SECREFSHNOFORN—
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Congressional inquiries, correspondence, questions for the record, and RFIs directed
to NSA.

(U/FFOHe) NSA Policy 1-33, Relations with the Congress , 22 July 2005, provides
guidelines for identifying matters that OGC and LAO must consider reporting to the
Congressional intelligence committees under 50 U.S.C. §§3091 and 3092. The
guidelines do not constitute a comprehensive list of what must be reported .
Compliance incidents arc assessed under a general guideline to consider for reporting
matters that the intelligence committees have expressed a continuing interest in or
which otherwise qualify as significant intelligence activities or failures.

(UMFOH6) NSA works to keep Congressional intelligence committees fully and
currently informed about the Agency’s activities, more than what is required under
the guidelines outlined in NSA/CSS Policy 1-33.

(U/FEE) OGC’s analysis of the incidents of non-compliance that occurred in the
BR FISA program in 2013 resulted in three of the four incidents reported as
Congressional notifications.

(U) 2013 Incidents of Non-Compliance

(U/FE0) In 2013, NSA reported four incidents of non-compliance to the Court.
The following are NSA’s reports of the incidents and the actions NSA took to
mitigate recurrence.

—FS#SHAE Notice of Compliance _Incident] _ | (b)3)P.L. 86-36

jﬁﬁﬁ%l Ian NSA analvst conducted a query of the BR metadata
with a RAS approved U.5. person selection term (the U.S. person is currently subject fo
Court-authorized electronic .snrv_e:!.’.anczl |
The query yielded| _|new identifiers believed
(bm) e to be used by the same > TS, pemm ay the selection term. The analyst then sent those
(b)(3)-P.L. 86-36 .L.S. person identifiers, for further tasking, to an ¢-mail alias that included NSA
personnel who had not completed the required BR metadata training to receive query
results containing U.S. person_information. The analyst also entéred rhe:}a’emu‘wu
into certain analytic and tasking tools to which NSA personnel without the required BR
metadata training have access.

5y The same day, the analyst's NSA supervisor realized that the

U.S. persan identifiers had been shared, within NSA, with analysts who had not received
the training required (o receive them. The supervisor ook steps to immediately delask
the identifiers, delete them from the analytic tools, and recall the e-mail message,
processes which had been successfully completed on or about March 22, 2013. The
analytic and tasking tools had returned no collection or results, and a follow-up e-mail
was sent to all addresses on the e-mail alias instructing that anyone without the required
training should destroy all copies of the original e-mail sent to the alias.

(U/FEB68) OGC determined that no Congressional notification was required for this
incident.
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+F5+5HA- Controls put in place to mitigate recurrence The BR Order requires
that results of queries of BR metadata may be shared among NSA analysts for
intelligence analysis before minimization, subject to the requirement that all NSA
personnel who receive query results in any form first receive appropriate and
adequate training and guidance regarding the procedures and restrictions for handling
and disseminating such information. Analysts who run queries and obtam results on
BR metadata receive annual OVSCI205 training regarding the rules and restrictions
on sharing BR metadata query results. Before analysts share BR-derived query
results containing USP information, they must confirm that the recipient has the
credential to receive BR metadata information. Analysts are reminded to
verify recipient’s credentials| To help
mitigate recurrence, the analyst’s supervisor reiterated to the analyst the requirements
for sharing BR metadata query results and the portions of the OVCS1205 training
related to sharing .

— Notice of Compliance -I-nc:idcnt| |

(b)(1)
(b)(3)-P.L. 86-36

S | | NS4 technical personnel discovered that NSA
had inadvertently retained files containing call detail records that were more than five
vears old. Specifically, these call detail records, which had been produced pursuant to

the Court’s Primary Orders, | | These call detail
records were_ among those used in connection with a migration of call detail records to a
new s-l-,s'.fem| See Declaration, Docket Number BR

11-57 at 13 n.8 (describing migration of recards to a replacement svstem). The call
detail records could be accessed or used by only technical personnel who had received
appropriate and adequate training to access call detail records.

i FE™

| NS4 technical personnel destroyed the call
duar? records used in the migration of records that had been inadvertently retained past
the retention limit of five vears. As aresult of the destruction, NSA is unable to provide
an estimate regarding the volume of data destroyed. For recovery back-up purposes,
NSA has retained those call detail records used in the migration of records that did not
exceed the retention limit, and will use those records in accordance with the
requirements of the Court’s Primary Orders.

+FSHSEHANE- On 7 May 2013, NSA submitted a Congressional notification of the
compliance incident to the House Permanent Select Committee on Intelligence, the
Senate Select Committee on Intelligence, and the House and Senate Committees on
the Judiciary. Copies were also provided to Congressional affairs offices at the
ODNI, USD(I), and DoJ. On 7 May 2013, the NSA OIG notified the ATSD(IO) of
the incident and Congressional notification.

(b)(3)-P.L. 86-36 —tFS575HANF) Controls put in place to mitigate recurrence In response to this

incident, technical personnel developed a script that searches for ingest and backup
files in:|Pscrvc1's containing BR metadata older than four years, 11 months.
Before the preservation order, if'such files were identified, the script would send
automated reminders weekly for three weeks and then daily until the files had been
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manually deleted.™ No files matching the criteria have been identified since the

(b)(3)-P.L. 86-36 script was developed. Before the preservation order, -the:ldatabase, which
ingests files fromthel | servers, automatically deleted files before they
reached the five-year mark. NSA maintains location restrictions for machines and
directories that hold BR metadata files.

iw Notice of Compliance Incidents. | |

(b)(1)
(b)(3)-P.L. 86-36

(b)(1)
(b)(3)-P.L. 86-36

S Preliminary | | NSA informed the
NSD's Office of Intelligence (OI) that, in the course of reviewing its formal reporting to
the FISC, it had identified BR metadata products containing U.S. person information that
it had not reported in thirty-day reports to the Court. These disseminations

] For each BR
metadata product, an authorized official made the required CT determination prior to
dissemination. NSA and OI continue (o investigate the facts and circumsiances
concerning this matter and the DoJ will provide a thorough explanation of this matfer to

the Court, (b)(3)-P.L. 86-36

—ffbrdrteA= Final I I final notice of Compliance [ncia’em.s..
| as filed with the Court. The notice
indicated that the disseminations - | |r'n total —were not included in the thirty-day
reports because al the time the incidents occurred NSA relied on a
single individual to keep reports of disseminations that occurred during each reporting
period-and (o provide information about those disseminations for inclusion in the thirty-
day reports. Inadvertently, the disseminations desecribed above were not recorded and,
as result, information about them was not included in the thirty-day reports. Currently,
as discussed in a notice in this matter filed with the Caurt| | NS4 s
Information Sharing Services (ISS) office maintains records of the CT determinations for
each disseminated BR metadata product containing U.S. person information. NSA's ISS
now also verifies the accuracy of statements regarding disseminations that are included
in each thirty day report by confirming that its records reflect the number of
disseminations described in each report.

“FSHSHANF Along with the final notice, a supplemental report to the Court provided
additional details and NSA’s attestation that, before dissemination, the USP
information was determined to be related to CT information and necessary to
understand the CT information or to assess its importance.

~FSH5HAE) On 20 September 2013, NSA submitted a Congressional notification of
the compliance incident to the House Permanent Select Committee on Intelligence,
the Senate Select Committee on Intelligence, and the House and Senate Committees
on the Judiciary. Copies were also provided to the Congressional affairs offices at
ODNI, USD(I), and Dol. On 12 September 2013, the NSA OIG notified the
ATSD(IO) about the incident and pending Congressional notification.

" (U/AeHe) On 21 March 2014, the U.S. District Courl for the Northern District of California issued a
preservalion order against the destruction of BR metadata

FOP-SEEREF/STANOFORN—
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—F5+#5HH5 Controls put in place to mitigate recurrence In response to this
incident,| NSA issued the “BR FISA Reporting Process SOP”
that documents external reporting requirements and organizational responsibilities
and defines a standardized, repeatable process for the creation, coordination, and
) release of mandatory FISC reports for the BR FISA program. The SOP states that, as
(b)(3)-P.L. 86-36  part of incident remediation, the BR program committed to refine the manual report
process and create a software tool, | to help automate accounting of BR
FISA disseminations . '

( U/HFBBG-‘:l NSA’s corporate dissemination tracking tool, was

implemented in December 2013. Before this, disseminations were tracked manually.
Since then, all disseminated reports derived from BR metatada have been tracked in

I-_w; Notice of Material Misstatement and Compliance Incident,l |

—FAAH Preliminary | | NSA notified the NSD’s OI thar (1)]_|
| NSA received-| |a sample of] i
e \call detail records for testing purposes.| |
(b)(1)
(b)(3)-P.L. 86-36
(b)(1) FESHSHFNF) NSA deleted alll lcat detait records| | Prior to
(b)(3)-P.L. 86-36 its destruction, the was stored at all times on servers

(b)(3)-50 USC 3024(i) accessible only to technical personnel and was not available for intelligence analysis.
NSA and O continue (o investigate the facts and circumstances concerning this matter
and the DoJ will provide a thorough explanation of the matter to the Court upon
completion of the investigation.

LS LSS Final | | final notice of Compliance Incident, | ]
fwas fited with the Court. NSA identified| [n the sample
|call detail records

(b)(1)
(b)(3)-P.L. 86-36

-FSHSEAES On 17 December 2013, NSA submitted a Congressional notification of
the compliance incident to the House Permanent Select Committee on Intelligence,
Senate Select Committee on Intelligence, and the House and Senate Committees on
the Judiciary. Copies were also provided to the Congressional affairs offices at the
ODNI and USD(I). On 2 December 2013, the NSA OIG notified the ATSD(10) of
the incident and pending Congressional notification.

FOP-SECRET/SHNOTFORN
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T -
(b)(3)-P.L. 86-36
(b)(3)-50 USC 3024¢(i)

“FS7St*NF) Controls put in place to mitigate recurrence NSA filed a “Notice of
Material Misstatement” because in a previous declaration_to the Court, NSA stated

that it had expected to receive sample[___|records | |

for testing and that NSA had notified the providers that it did not want

'CSLI information. NSA was fiot able to verify | | As

an implementing control, NSA modified the way it performs the VoA on the
declaration to the Court so that all organizations associated with the BR FISA
program participate in the VoA process and review the entire document. The BR
FISA Authority Lead initiated quarterly meetings with stakeholders to compare the
previous final BR Order with the new declaration to identify changes and ensure that
the new declaration is reviewed for accuracy. Since the incident, NSA has not
received samplc:l records| ]

~“FS575HAr As discussed in the Sampling section, DIAs fest the| |
feed daily and weekly to verify that it does not contain CSLI data. The DIAs
identified no CSLI data since the] |feed became operational

(U/A90) The four incidents of non-compliance were included in NSA’s first, third,
and fourth quarters 2013, Report to the Intelligence Oversight Board on NSA
Activities .

(U/ABE8) For a list of the incidents of non-compliance from 2010 through 2012, see
Appendix B.

(U) NSA Use of the BR FISA Authority

(U/FOH63 Although no formal process has been implemented to assess the
effectiveness of the BR FISA authority, NSA asserts that the authority has made
valuable contributions to the CT intelligence mission and that it plays an important
role for NSA intelligence analysts tasked with identifying potential terrorist threats to
the U.S. homeland and U.S. interests abroad.

(U) Methods Used to Assess Effectiveness

(b)(1)
(b)(3)-P.L. 86-36

(U) NSA’s BR FISA program was developed to assist the U.S. government in
detecting communications between known or suspected terrorists operating outside
the United States and others inside the United States, as well as communications
among operatives within the United States. The 9/11 Commission identified that
detecting and linking such communications as a critical intelligence gap in the
aftermath of the attacks on 11 September 2001.

—F5+5t Based on requests from the Senate Select Committee on Intelligence to
determine the “value of the program,” NSA and FBI personnel developed in February
2014 the “BR FISA Bulk Metadata NSA/FBI Process for FBI Feedback™ plan that
describes NSA’s responsibility to deliver to the FBI spreadsheets with BR
information and the FBI’s responsibility to summarize use for NSA. The plan called
for FBI's| | to categorize selection terms in the BR FISA
report as follows:
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* (U/FOHO) Not of Interest—selection term is technically flawed or the
characteristics make it worthless for rescarch.

* (U/ASH6> Known to the FBI—FBI is aware of the selection term
independently .

* (U/ABOH6y Known to the FBI with additional information—FBI is aware of
the selection term independently, but NSA reporting provides amplifying
information to aid FBI investigations .

* (U/ABH6) Unknown to the FBI—the FBI was not aware of the selection

term.
(FSHSHAE) Under the plan]  ]would send BR-unique leads to FBI ficld
- _offices:; I
(b)(1)
(b)(3)-P.L. 86-36
(U/#FeEe)| ]

(b)(3)-P.L. 86-36 _ ; .
(b)) (U/A0Be) BR FISA program leadership recognizes that there is no process to track

program effectiveness. They agreed on the need to track effectiveness but were
unable to determine how to do so. Feedback is difficult to obtain. One former BR
FISA program lcader asked, “How do you assess the effectiveness of an authority
when we don’t get feedback from the customer?”

~FSLSHAES Another limitation on NSA 's ability to determine the effectiveness of
the BR FISA program | |

(b)(1)
(b)(3)-P.L. 86-36
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(U) Table 25. Selection Terms in Approved Status as of 31 December 2013
by Target Office of Primary Interest

(b)(1)
(b)(3)-P.L. 86-36

—ISHSHNF

(b)(3)-P.L. 8636 & U/Feuas) ]

|NSA implemented the “BR

FISA Bulk Metadata Monthly Internal Report for SID.” The report includes:

(U/FeB6) Program highlights,

(U/FOH6) Number of disseminations,

(U/FeH0y Number of approved RAS selection terms,
(U/AFBB60) Number of queries,

(U/F6e86) BMD volume, and

(U/FEH6) Number of personnel by organization and work role with program
access, approved to disseminate USP information, and approved as HMCs.

(U) Contributions from BR FISA Authority that Support the CT Intelligence

Mission

(U) 2013 highlights

—tFS#SH NP NSA does not assert that information from the BR FISA program does,
by itself, identify or thwart plots. Instead, information obtained through the program
plays a complementary role within a larger body of intelligence and CT
imvestigations. It is important to note that BR metadata may sometimes be the single
source of intelligence . However, typically, acquisition and analysis of BR metadata
are designed to fill gaps in information gathered under other collection authorities.
By helping close those gaps, NSA personnel report that BR data contributes to
comprehensive efforts to identify and address threats to the homeland. The following
are highlights from the BR FISA program in 2013.

. e | |

(b)(1)
v (b)(3)-P.L. 86-36
~FOP-SECREF/SHNOFORN- (b)(3)-18 USC 798

65 (b)(3)-50 USC 3024(i)
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(b)(1)

(b)(3)-P.L. 86-36
(b)(3)-18 USC 798
(b)(3)-50 USC 3024(i)

(U) On 21 June 2013, in response to a request from the House Permanent Select
Committee on Intelligence after unauthorized public disclosures, NSA provided to
that committee and the Senate Select Committee on Intelligence, the House and
Senate Committee s on the Judiciary, and the Defense subcommittees of the House
and Senate Appropriations Committees a list of 54 events in which the BR FISA or
FAA §702 authorities or both contributed to the production of SIGINT and to the 1C’s
understanding of terrorism activities.

(U) Analyst Use of the Authority

(U/FEH69 NSA senior management believe that the BR FISA program 1s important
to intelligence analysts tasked with identifying potential terrorist threats to the

U.S. homeland, primarily in support of the FBI, by enhancing their ability to detect,
prioritize, and track terrorist operatives and their support networks in the United
States and abroad. By querying BR metadata, intelligence analysts are said to:

= (U/ARSHE®) Detect domestic and foreign selection terms in contact with
domestic and foreign selection terms associated with foreign terrorist
organizations,

(b)(3)-P.L. 86-36

" (UFeue) |
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« (U/AOH6) Discover selection terms with which the foreign and domestic
selection terms associated with foreign terrorist organizations are in contact,
and

« (U/HABU65 Detect possible terrorist-related communications between
communicants inside the United States.

(U) Identifying threats

(U//FBE6) NSA has many sources of information that provide indications of
potential terrorist activity against the United States and its interests abroad. The best
analysis typically occurs when analysts evaluate information obtained from all those
sources to disseminate to the FBI and the IC as complete a picture as possible of
potential terrorist threats. Although BR metadata is not the sole source of information
available to NSA CT personnel, it is a component of the information that analysts rely
on to exccute threat identification and characterization. BR metadata can add to the
IC’s and law enforcement community’s understanding and evaluation of threat
information and the need to take investigative action.

(U) Agility

(U) BMD, NSA personnel assert, enables the Agency to quickly analyze
communications and contact chains. Unless the data is aggregated, it may not be
feasible to detect communication chains that cross communication networks and
authorities. The ability to query accumulated metadata from multiple authorities
significantly increases NSA’s ability to rapidly detect persons who are affiliated with
foreign terrorist organizations and might otherwise go undetected .

(U) Hops

(U/Fo6) When NSA performs a contact-chaining query on a terrorist-associated

selection term, analysts are able to detect not only the direct contacts made by that

first tier of contacts but also the additional tiers of contacts, out to the maximum

number of permitted hops from the seed selection term. | (b)(3)-P.L. 86-36

provides a more complete picture of those who associate with terrorists or are
engaged in terrorist activities. The ability to look at a network beyond the first hop
enables analysts to potentially identify the core of a network, focusing and
prioritizing resources efficiently against threats.

(U) Historical data

—(FSHSHAES- Another advantage that SID leadership ascribes to the BR FISA

program is that the BR metadata is historical. | |
Ihis__tor‘ical connections are critical to understanding

newly 1dentified targets, and metadata may contain links that are unique, pointing to

potential targets of interest that may otherwise be missed.

—TOPSEERETHSHANOFORN (o
" ] (b)(3)-P.L. 86-36
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(U) Tradecraft

(U//FOTOT Analysts report that BR metadata analysis enriches their understanding of
the communications tradecraft of terrorist operatives who may be preparing to
conduct attacks against the United States. | |

[ == s ThI(SHR.L. 8536
(U) Complementary

(U/AoH6) The BR FISA program, SID leadership asserts, complements information

that NSA collects by other means, increasing the value to the Agency and linking

possible terrorist-related telephone communications between communicants based

solely inside the United States. As a complementary tool to other intelligence

authoritics, the NSA’s access to BR metadata increases the likelihood of detecting

terrorist cell contacts within the United States. The BR FISA program provides NSA

the information necessary to perform call chaining that can enable analysts to obtain a
much broader understanding of the target and, as a result, allow NSA to provide to

the FBI and the IC a more complete picture of possible terrorist-related activity inside

the United States.

(U) Prioritizing Wi 0k
(U/AFe6) The BR FISA program assists with applying limited analytic and
linguistic resources available to the CT mission | fhave the highest
probability of connection to terrorist targets. Analysis of BR metadata can help
analysts prioritize communications of non-USPs that it acquires under other
authorities because such persons are of heightened interest if they are in a
communication network with persons in the United States.

(U/Ae86 SID leadership asserts that, without the ability to obtain and analyze BR
metadata, NSA would lose a tool for detecting communication chains that link to
selection terms associated with known and suspected terrorist operatives, which can
lead to the identification of previously unknown persons of interest. The BR FISA
program allows efficient, |

| potential terrorist activities. Any other means that might be used

to conduct similar analyses would require multiple, time-consuming steps that would
frustrate rapid analysis in emerging situations and could fail to capture some
information available through BR metadata. If BR metadata is not aggregated and

retained for a time, NSA could not detect|

(U) Former DIRNSA General Alexander testified to the Senate Committee on the
Judiciary in December 2013:

(U) Measuring the value of the BR FISA authority by the number of plots exposed to date
misses the point and presents us with a false choice. The BR FISA authority is similar to
an insurance policy, designed to make sure that the gap exposed after 9/11 doesn’t

happen again, with perhaps even more catastrophic consequences. As with an insurance
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policy on your house, you don’t determine its value by asking how many times you’ve
collected on the policy to date—you want to have it for the possible fire, or flood, or theft
in the future. Combined with the limitations on the program, the potential benefit in
allowing us to uncover the hidden terrorist in the U.S. still provides a unique value
consistent with the protection of privacy rights.
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I1l. (U) FAA §702

(U) Background

(U) The FAA §702 certifications

—5 Section 702 of FAA, Procedures for Targeting Certain Persons Outside the
United States other than United States Persons , states that the Attorney General and
the DNI may jointly authorize, for the period of up to one year, the targeting of
persons who are not USPs and who are reasonably believed to be located outside the
United States to acquire forcign intelligence information. This authority is granted on
the basis of annual certifications made by the Attorney General and the DNI to the
FISC. :lcertiﬁcations identify categories of foreign intelligence information
sought through this acquisition:

(b)(1)
(b)(3)-P.L. 86-36
(b)(3)-50 USC 3024(i)

5 The NSA targeting and minimization procedures establish the processes that
the Agency must follow and the requirements that it must satisfy to comply with the
limits the statute and the Constitution impose on the use of this surveillance. The
targeting procedures must be “reasonably designed™ to limit acquisition under the

AA §702 certifications to non- USPs reasonably believed to be located outside
the United States to acquire foreign intelligence information and to prevent
intentional acquisition of communications in which the sender and all intended
recipients are known at the time of acquisition to be in the United States.” The
purpose of the minimization procedures is to establish controls over the acquisition.
retention, and dissemination of non-publicly available USP information.

(U/AOH0) In addition to targeting and minimization procedures, FAA §702 requires
the Attorney General, in consultation with the DNI, to adopt guidelines to ensure
compliance with the limitations in the Act on acquisition of communications. These
are documented in Guidelines for the Acquisition of Foreign Intelligence Information
Pursuant to the Foreign Intelligence Surveillance Act of 1978. Approved by the
Attorney General in 2008, the guidelines reinforce the targeting procedures, establish

% (U/Fete) Acquisition is the collection by NSA or the FBI through electronic means of non-public
communications to which they are not intended parties.
—FOPSECRET/SHANOTFORN
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requirements for application of the targeting procedures, and establish requirements
for obtaining court orders.

(U/PBE83 The government’s FAA §702 certifications, targeting procedures, and
minimization procedures (but nof the Attorney General Guidelines) require FISC
approval. The FAA §702 certifications are accompanied by affidavits from the heads
of elements of the IC, such as the DIRNSA |, that describe the Agency’s basis for
assessing that acquisition will be consistent with statutory authorization and limits.

(U) Methodology and Scope

(U/AeH0) Our review of the FAA §702 control framework, incidents of non-
compliance, and NSA’s use of the authority to support its mission, was based largely
on FAA §702 stakeholder interviews and reviews of policies, procedures, and other
program documentation. The OIG’s Special Study: Assessment of Management
Controls Over FAA §702, revised and reissued 29 March 2013, was also used as a
resource. That study examined the controls designed to ensure compliance with
FAA §702 and the targeting and minimization procedures associated with the 2011
certifications. Given the time constraints for the current review and the agreement
with staff of the Senate Committee on the Judiciary, we did not verify through testing
that all controls were operating as described by FAA §702 program stakeholders. *

(U/ABHE) Our review focused on the processes and controls in place in 2013. Two
documents filed annually with each FAA §702 certification delineate NSA’s
procedures for complying with the FISA Amendments Act of 2008:

= (U/HFOYS Procedures Used by the National Security Agency for Targeting
Non-United States Persons Reasonably Believed to be Located Quiside the
United States to Acquire Foreign Intelligence Information Pursuant to Section
702 of the Foreign Intelligence Surveillance Act of 1978, as Amended (FAA
§702 Targeting Procedures) and

* (U) Minimization Procedures Used by the National Security Agency in
Connection with Acquisitions of Foreign Intelligence Information Pursuant to
Section 702 of the Foreign Intelligence Surveillance Act of 1978, as Amended
(the FAA §702 Minimization Procedures).

(U//FBB8) For calendar year 2013, the period under review, different versions of
these documents were in effect because of changes made at the annual certification
renewal and special amendments to the procedures.

* (U) Targeting Procedures

0 {5/ Procedures approved with the 2012 renewal of the authority,
effective 24 September 2012 through 10 September 2013.

" (U/#eH6Err The NSA OIG has conducted several audits and special studies on the effectiveness of certain
FAA §702 program controls.
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0 SN These procedures were not changed for the 2013 certification

renewal and remained effective 10 September 2013 through 28 August
2014.

« (U) Minimization Procedures

:g;g;—PL i B +4 ) Procedures approved for the 2012 certification
3 renewal, approved by the FISC 24 August 2012, were effective 24

September 2012 through 23 September 2013. |

(b)(1)
(b)(3)-P.L. 86-36
(b)(3)-50 USC 3024(j)

o (U/AOH683) An amended version of the 2013 minimization procedures
approved 13 November 2013, added special procedures for assessing
NSA’s ability to use collection received when N-SA‘-SI_:I]JOSI-
tasking checks were not functioning properly and procedures for handling
data collected during a period in 2013 when these checks were not
performing as intended.

(b)(3)-P.L. 86-36

(U) We also examined implementing procedures and controls for the Attorney
General’s targeting guidelines.

(U) FAA §702 Program Control Framework

(U/FO64 The FAA §702 control framework describes how NSA targets, collects,
retains, accesses, queries, disseminates, and purges FAA §702 data and the oversight
mechanisms to comply with FAA §702 certifications, including FISC-approved
targeting and minimization procedures. This section summarizes the provisions of
the targeting and minimization procedures and the controls implemented for each
phase of the FAA §702 production cycle.

(U) Targeting
(U) Provisions of FAA §702 certifications
—5HS- The FAA §702 targeting procedures set forth the measures that NSA uses to
determine whether a prospective target is eligible for targeting under this authority.

Each prospective target must meet three criteria. The individual must be a non-USP,
reasonably believed to be located outside the United States, who possesses or is likely

T (U) A target is a person or entity against which intelligence operations are conducted. Foreign intelligence is
obtained by tasking the target’s selectors (e.g., e-mail addresses) lo acquire information pursuant lo one of NSA's
authorities.
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to communicate foreign intelligence information consistent with one of the
FAA §702 certifications. **

—SHNE The targeting procedures state that, when NSA proposes to direct surveillance
at a prospective target, it does so only after it has learned something about the
prospective target or the facilities the individual uses to communicate. For example,
NSA personnel may examine lead information, obtained from a non-NSA element,
such as tips from the CIA or FBL | |

e T IJ
(b)(1) I

(b)(3)-P.L. 86-36

(b)(3)-50 USC 3024(irt>DHE-NSA personnel must also assess whether the prospective target possesses or

i1s likely to communicate foreign intelligence information concerning a foreign power

and whether the proposed target is appropriate under one of the

| |FAA §702 certifications.

(b)(3)-P.L. 86-36
(U) Targeting process overview

(U/A8e3 To initiate targeting under FAA §702 authority, NSA personnel must
rescarch the prospective target to determine whether it meets the requirements of this
authority and to identify sclectors that will yield communications from the
prospective target. " Mission analysts operate within an assigned mission team (see
the Access and Tramning section) and follow targeting guidance established by SID
Analysis and Production on the basis of the FAA §702 Targeting Procedures to
complete the analysis that forms the basis for a targeting request (TR). The

|is the vehicle for development and submissioni of TRE

|The TR documents information supporting the targeting decision and

1s subject to at least two levels of review before targeting. Additional reviews may be
performed by the SID Data Acquisition (S3) office of Targeting Strategy and Mission
Integration (TSMI) and SV.

(U/#BH6) Mission analysts are responsible for the initial research and identification
of potential targets within their organization’s assigned missions. Analysts must
complete a training regimen involving general courses on legal authorities and annual
courses on FAA §702 procedures to be eligible to submit TRs under this authority
and access and handle FAA §702 data (see the Access and Training section).

(U) Provisions of FAA §702 certifications—eligibility for targeting

-5+t Foreignness determination The targeting procedures require that NSA
personnel examine, as appropriate under the circumstances, three categories of
information to determine whether the intended target is a non-USP reasonably
believed to be outside the United States (the foreignness determination). The

" (U) FAA does not define the term “reasonable belief,” but the Act requires that NSA adopt targeting procedures 1o
ensure that FAA §702 acquisition is limited to targets reasonably believed to be oulside the United States.

"(U) Facilities are communication vehicles used by targets, including telephone numbers and e-mail addresses.
NSA tasks these facilities or “selectors™ to obtain foreign intelligence from approved largets.

an

(U) Selectors are unique identifiers of largets (entities againslt which intelligence operations are conducted), such

as telephone numbers and e-mail addresses. used for tasking (initialing SIGINT collection for the larget’s seleclors).

—TOPSECREFASHANOTFORN—
73



DOCID:

(b))

(b)(3)-P.L. 86-36

4273474

ST-14-0002

determination is based on the totality of information available about the prospective

target’

s location and status as a USP and may be obtained from any one or a

combination of these sources:

I+sm+|
|

=548 |

I I I

(U/#0HOerForeign intelligence purpose for targeting In addition to the
foreignness determination, NSA personnel must assess whether the prospective target
possesses, is expected to receive, and/or is likely to communicate foreign intelligence

pursuant to one of the FAA §702 certifications.

" Each certification identifies

categories of foreign intelligence (see Background at the beginning of FAA §702
section) and specifies activities for which foreign intelligence collection is approved.

—t5H5 Targeting must also comply with the Attorney General’s Guidelines for the
Acquisition of Foreign Intelligence Information Pursuant to the Foreign Intelligence
Surveillance Act of 1978, which reiterates the five targeting activitics prohibited by
FAA §702:

(U) Intentionally targeting a person known at the time of acquisition to be in
the United States;

(U) Reverse targeting, that is, targeting a non-USP outside the United States
for the purpose of targeting a particular, known person reasonably believed to
be in the United States;

SN Intentionally targeting a USP reasonably belicved to be outside the
United States;

(U) Intentionally acquiring communications as to which the sender and all
intended recipients are known at the time of acquisition to be in the United
States; and

(U) Targeting inconsistent with the Fourth Amendment to the Constitution of
the United States.

! (U) Foreign intelligence information is defined in FISA as (1) information that relates to, and if concerning a USP
is necessary to, the ability of the United Slates o protect against- (A) actual or polential attack or other grave hostile
acls of'a foreign power or an agenl of a foreign power; (B) sabotage, international terrorism, or the inlernational
proliferation of weapons of mass destruction by a foreign power or an agent ol a foreign power; or (C) clandestine
intelligence activilies by an intelligence service or network of a foreign power or by an agent of'a foreign power; or
(2) information with respect to a foreign power or foreign territory that relates to. and if concerning a U.S. person, is
necessary {o — (A) the national defense or the security of the United Stales or: (B) the conduct of the foreign alfairs
of the United States.
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(b)(1)
(b)(3)-P.L. 86-36

(b)(3)-P.L. 86-36

-54pHS Target research—foreignness

(U) Targeting control procedures

(U/AOH0) Target research—foreign intelligence determination NSA mission
analysts task targets that are aligned with the National Intelligence Priorities
Framework, can be linked to one of the foreign intelligence purposes specified in the
appropriate FAA §702 certification and, generally, are within the analysts’ assigned
mission area. "] |

(U/AFOE0) Targeting request Once mission analysts complete the research for the
proposed target, they must develop and submit a TR| |
identified for an eligible target. The TR documents the analyst’s determinations that
the prospective targets meet the standards in the targeting procedures. Once the TR
has been reviewed and approved (sce Targeting Authorization), the sclector identified
in the TR is used to initiate collection. To complete a valid TR, mission analysts
must compile specific information to demonstrate that, based on the totality of the
circumstances determined from the research performed, there is a reasonable belief
that the proposed target 1s foreign (not a USP and not within the United States) and is
likely to produce foreign intelligence consistent with one of the FAA §702
certifications. The TR must include:

" (U//F6H6) Raw dala is data that has not been evaluated for foreign intelligence or processed to handle USP
identities pursuant fo the minimization procedures. Metadata is dialing, routing, addressing, or signaling
information associated with a communication but does not include information concerning the substance of the
communication.

** (U) The National Intelligence Priorities Framework translates national foreign intelligence objectives and

priorities approved by the Presidenl into specific prioritization guidance lor the IC. It serves as guidance for U.S.
foreign intelligence analysis and collection.
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- (U/FOT0)

b)(3)-P.L. 86-36

- (UK*FGH-Q-)' I

« (U) Sources supporting the determination of foreignness. **

(U/A060+ Mission analysts must create permanent documentation of the
information sources used to establish foreignness. Copies of the source information
are saved in a restricted access SharePoint site SV maintains. This repository
facilitates approval of the TR, as well as internal and external oversight.

U//FotHoy Tthleystcm supports targeting compliance as the mission analyst

; creates the TR. The system requires:

(b)(3)-P.L. 86-36 ) ! ’ Ak
* SHSHREETFO-HSA—YYS Detailed information establishing the

foreignness of the selector, | |

(:;)(1} P.L. 86-36 I I
:b;53;:50 LIJSC— 3024(i) - (U//FOEOY Target information, including the TAR,
= (U/AFOH+ Completion ofkey fields to document information about the
prospective target (e.g., authorized targeting purpose, how the individual was
determined to be outside the United States, basis for expectation that targeting
the individual will produce foreign intelligence), and

* (U) Identification of the appropriate FAA §702 certification.

(Ut -ThDsystem also:

(b)(3)-P.L. 86-36 (b)(1)
* (U) Identifies conflicting data within the TR, (b)(3)-P.L. 86-36
= (U) Captures references to supporting documentation,
o ASHRE-FOHSAFYEYY| |
ol
B At st o S S s |

Ty Targeting Rationale is a briel justification for largeting a selector, intended to explain the connection between
the proposed target and a foreign intelligence purpose.

SURELFO-HSAFEY |

L3
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i
(b)(1)
(b)(3)-P.L. 86-36
(b)(3)-50 USC 3024(i)
(P SHSHREEFOHSA—EVER] |
(b)(1)
(b)(3)-P.L. 86-36
(b)(3)-50 USC 3024(i)
~ESHSHNEY |
I |
e |
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(b)(3)-P.L.86-36  ~FSHSHAP |
(b)(3)-50 USC 3024(i)
I
- (U/FES) (b)3)-P.L. 86-36
[ |
- I(UL‘-Feb‘eﬂ | |
- 54 | 1)
| (b)(3)-P.L. 86-36
R aaa |
(b)(1)
(b)(3)-P.L. 86-36
(b)(3)-50 USC 3024(i)
I
B e

(U) Provisions of FAA §702 certifications—authorization to target

(U/ABE63 Approval to task a prospective target’s selectors requires that the TR
entry for that tasking be reviewed to verify that it contains the necessary citations to
source information that led the analyst to reasonably belicve that the individual is a

e o |(b)(1)
| | (b)(3)-P.L. 86-36
(b)(3)-50 USC 3024(j)
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(b)(3)-P.L. 86-36

non-USP outside the United States and is linked to the appropriate FAA §702
certification.

(U) Targeting authorization—c ontrols

(U/FEH6) NSA has implemented a multi-level review process to approve all
proposed targeting.

(U/F88685 Releaser review Submitted TRs are first reviewed by the mission
releaser. Normally, the releaser is in the same organization as the mission analyst.
Releasers must complete the same training courses as mission analysts. They
examine the TRs for completeness and compliance with the FAA §702 Targeting
Review Guidance developed and maintained by the Mission and Compliance staff,
part of the Directorate for Analysis and Production, within NSA’s Signals
Intelligence Directorate. ™

(U/HE6E6y Adjudication | | the
final approval ofthe TR, known as adjudication, is a critical control point in tasking
selectors under FAA §702 authority and is performed by personnel designated as
mission adjudicators. TRs were initially subject to adjudication by SV but| |
{ | the responsibility was moved to the
mission groups within the SIGINT Analysis and Production organization, where
specially trained and experienced analysts, usually from the same organization as the
targeting analyst, perform adjudication.*” Adjudicators must complete the same
courses as other mission personnel as a prerequisite for access to FAA §702 data (see
the Access and Training section). They must also complete a specific course on
adjudication and receive on-the-job training in their mission office before they are
permitted to adjudicate independently. Adjudicators receive advice and updated
information from the staff of the SIGINT Analysis and Production organization, SV,
and OGC on developments affecting the application of the FAA §702 authority. The
majority of adjudicators have two or more years experience in adjudication.
Adjudicator performance is monitored by the Mission and Compliance staff in SID’s
Directorate for Analysis and Production.

—eREETFOFSATY - Adjudicators review TRs for accuracy, evaluate the

evidence in the TR supporting the foreignness of the proposed target, examine the
TAR statement for the individual’s foreign intelligence value, and verify that the TR
supports eligibility for targeting under the specified FAA §702 certification. As part
of their TR reviews, adjudicators recreate the steps taken by the mission analyst to
independently confirm that the supporting data is accurate and that the most current
information available is used to support a reasonable belief that the prospective target

*(U/FOBOT As part of the Operali ol ¢ 2 "includes teams who provide support and oversight
of SID’s use of FAA §702, such a (S203A1) and|

(S203A7).
(/PO Mission Groups are primarily in §24

; |SE'-('1rnppr6prmlc'}, SV, and the NSA 0GC.

FOP-SECREF/SHNOFORN
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is foreign. Following the same procedure as mission analysts, adiudicatorsl |

(b)(1) [to determine

(b)(3)-P.L. 86-36 whether there is supporting or contrary information regarding the foreignness of the
individual. Adjudicators must complete a series of checks manually or assisted by
technology:

{DRI)-ELIBE=0 (UHEeEe) | |for an initial foreignness determination. *
* AFSHSEHREETFOUSATYEYT Reviewing the database of selectors
(b)(1) - | [whether there was information indicating that the
(b)(3)-P.L. 86-36 mndividual was not foreign.

« (U/AEH) Accessing the SV4 SharePoint Site to determine whether there is
information that would preclude the current tasking request from being

approved|
|

(b)(3)-P.L. 86-36 - (US| |
| [

(U/HH6¥ If adjudicators are able to confirm that the prospective target meets the
FAA §702 requirements for tasking, they approve the target’s selector for ta'ski'ngD

| | However, if there is an error or required information
1s absent 1n the TR, adjudicators must ensure that corrective action is taken before
approving the TR,

—tFS+SH - In most instances, 1f adjudicators identify updated foreignness
information, they substitute that information in the TR to ensure that the TR is
current. If adjudicators find an error, such as inaccurate foreignness information,
insufficient evidence to support foreignness, or an incomplete TAR statement,
adjudicators may deny the TR and return it to mission analysts for correction. When
the TR is corrected, the TR goes back to the mission releaser and the mission
adjudicator. As part of the approval process, adjudicators upload documentation of
the sources supporting the targeting decision to the SharePoint site that SV maintains.

by
(b)(3)-P.L. 86-36
60 Ee,"‘REl F O F":E“ﬁl I
[ |
5o rors A e | |
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(b)(1)
(b)(3)-P.L. 86-36

(U/AOB0T The targeting review process is summarized in Figure 8.

(U) Figure 8. FAA §702 Targeting Review Process

52 FAA 702 Targeting Review

/{b)(3)-P.L. 86-36
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(U) Provisions of FAA §702 certifications—approval of TRs from other

agencies

(U/MPOT6Y The FAA §702 minimization procedures set forth processes NSA uses for
the acquisition, retention, use, and dissemination of information acquired under FAA

§702.

(U/FOHOY In accordance with Section 6(c) of the minimization procedures, NSA
provides the CIA and the FBI unminimized communications acquired pursuant to
FAA §702 for targets nominated by the respective agencies and approved for tasking

in accordance with NSA’s targeting procedures. |

| Both

the CIA and the FBI must handle unminimized communications re_c__e_ived from NSA
in accordance with their FISC-approved minimization procedures adopted by the
Attorney General in consultation with the ODNL '

?

(b)(3)-P.L. 86-36

B)(1)
(b)(3)-P.L. 86-36
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(U//Fe8) Controls over approval of CIA and FBI TRs

ASHREETFOHSATTVYEYY The CIA and the FBI submit requests for tasking selectors
of prospective targets to NSA, which reviews the foreignness information and the
foreignness justification for the prospective target and approves the selectors for
tasking upon an assessment that there is a reasonable belief that the prospective target
is a non-USP outside the United States and that collection will produce foreign
intelligence information pursuant to one of the approved certifications. [ |

(b)(1)-
(b)(3)-P.L. 86:36..

4N Targets proposed by the CIA or FBI that are not currently tasked by NSA are
vetted through reviews performed by NSA personnel | |

(U//FEY8) Table 26 summarizes the targeting provisions of the FAA §702 targeting
procedures and the controls NSA has implemented to maintain compliance.

(U) Table 26. Targeting Provisions and Controls

(U) Foreignness - Acquisition {UIIFBUE}) The TR documents the supporl fcr NSA s

targets only non-USPs determination of the prospective target's foreignness.
reasonably believed to be FEHOHREEFEHA—FYEYT The targeting system[ |
outside the United States enforces completion of required fields (including foreignness

information), identifies conflicting data, flags selectors ineligible for

-| tasking| |
(b)(1) ' |and captures source
(b)(3)-P.L. 86-36 | information supporting targeting.

(U/iFedey All TRs are subject to at least two levels of review prior
to targeting. Additional reviews may be performed by TSMI or SV.
Reviewers examine available information to validate accuracy of
the foreignness determination and that conflicting information has
been resolved.

% (U) An MCT is an Internel “transaction” that contains more than one discrete communication within it. 1f one of
the communications within an MCT references a tasked selector and one end of the transaction is foreign, (he entire
MCT transaction will be acquired through upstream Inlernet collection lechniques. Since this can include discrete
communications that do not conlain the tasked selector, use of such information must meet specific requirements.

—FOPSECREF/SHNOFORN—
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e o wiy-ea=er | ]
e |

(b)(1)- B W=y TR Ty =V | ' |

(b)(3)-P.L. 86-36 ‘

(b)(3)-50 USC 3024(i)
| |

(b)(3)-P.L. 86-36

=tSHetd= NSA will maintain

‘records of selectors

(&5t NSA maintains these records in a database of

Igﬂectorsl |
This tool is used in target

research by analysts and interfaces with |to identify ineligible

{Fo support
compliant tasking. New TRs will

be compared with these records
before targeting.

selectors proposed for targeting. The information generated is
reviewed by the adjudicators and any conflicts should be resolved
before the TRs are approved.

o (b)(3)-P.L. 864

(U) Foreign Intelligence Purpose
of Targeting - NSA will assess
whether the target possesses or
is likely to communicate foreign
intelligence pursuant to one of
the approved certifications.

(U983 The TAR Statement documents why targeting is
requested and indicates the tie to a foreign intelligence purpose
specific fo the FAA Certification under which targeting is
requested. This is subject to adjudication.

(U) NSA may provide
unminimized communications
acquired pursuant to FAA §702
to the CIA and FBL.

~“SHREFE-BSAFYEYS The CIA and FBI may nominate targets
and selectors_for acqguisition, subject to NSA's targetin _
procedures. | [ (b)(

(o)

|The CIA
and FBl have their own minimization procedures for processing
the unminimized data that they receive.

(U8 Tasking requests
must be supported by citations to
the information that led to the
analyst's reasonable belief of the
foreignness of the target.
Approval of the TR will include
review of the citation.

(U/HE4er) The adjudication review includes examination of the
citations supporting the foreignness determination maintained in
the SV SharePoint site.

)
)-P.L. 86-36

— TSN

(U) Provisions of FAA §702 Certifications and other Guidance—Post-
Targeting Review

—5+H) In accordance with the targeting procedures set forth in each FAA §702

certification, NSA analysts are required to conduct post-targeting reviews of all
sclectors tasked under FAA §702 authority. The targeting procedures state that “Such
analysis 1s designed to detect those occasions when a person who when targeted, was
reasonably believed to be located outside the United States has since entered the
United States, and will enable NSA to take steps to prevent the intentional acquisition
of any communication as to which the sender and all intended recipients are known at
the time of acquisition to be located in the United States, or the intentional targeting
of a person who 1s inside the United States.”
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(U) Post-targeting

—t5#NF NSA has implemented four procedures to ensure that targeted persons
continue to meet the criteria specified i the FAA §702 targeting procedures,

—SREETFO-HSATFVYEYT Post-targeting controls—obligation to review NSA has
implemented a process called Obligation to Review (OtR) that has two provisions.

The first requires that, upon tasking a selector, the mission team that initiated tasking
must review collection from that tasking within 5 business days of the receipt of the
(b)(1) initial piece of traffic from FAA §702 collection. An e-mail notification is sent to
(b)(3)-P.L. 86-36 mission team members notifying them of the receipt and the 5 day review
(b)(3)-50 USC 3024(i) requirement. The mission analyst must review a sample of the content of the
collection to determine that:

* (U) The selector is being used by the intended target,

» (U) The target is valid under the requested FAA §702 certification, and

 (SREEFOHSATVEY) I

(U/AB10) If the reviewing analyst determines that all three requirements have been
satistied, thus making the tasking valid under FAA §702 authority, no further action
is required. If any of the three requirements is not satisfied, the selector must be
immediately detasked in the| system (removed from collection). The selector
cannot be resubmitted for tasking until all requirements have been satisfied.
(Detasking is discussed further in Monitoring Collection section.)

(b)(3)-P.L. 86-36

(b)(3)-P.L. 86-36
(U/FOY6Y The second provision of the OtR process requires the mission office to
conduct an ongoing review of at least a sample of the content from ongoing collection
to ensure that the target continues to meet the criteria for targeting under FAA §702.
After the initial review has been completed, a sample of collection is reviewed

i

_ (b)(1)
—FOPSECRET/SHNOTORN— (b)(3)-P.L. 86-36
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(b)(3)-P.L. 86-36

e e |

(h\(3\.P | R8R.1286

(U/AOH67 Post-targeting controls—monitoring collection Mission analysts
must monitor collection for indications that the target no longer meets the foreignness
requirements, is not associated with the tasked selector, or is not linked to a valid
foreign intelligence purpose tied to an FAA §702 certification. If it is determined
that the target or the selector is no longer appropriate for tasking under this authority,
NSA will have to take actions that might include detasking the selector, reporting a
compliance incident, recalling intelligence reports, and purging collected
communications.

(U/FBH) If collection indicates|:|user of a tasked selector is an

individual who is not the intended target and is not of foreign intelligence value or is

or may be a USP or is in the United States, the mission office must immediately
remove from collection all sclectors| |and identify
collection ineligible for retention. Additional research may be performed before
detasking, if there 1s evidence that the information on the user’s USP status or
location is not correct. Unless there is a strong reason to doubt this information from
collection, it is presumed valid and detasking should occur immediately. If review of
collection identifies communications in which the sender and all intended recipients
are determined to have been within the United States at the time of collection
(domestic communications), those communications must be destroyed with limited
exceptions. *!

(U) If analysis of the collection finds that the selector is no longer used by the target,
the selector must be removed from tasking. *

(U/AeH0) Attorney-client privileged communications are subject to special
procedures designed to prevent privileged information from being used in
prosecution. Should review of collection identify communications between persons
known to be under criminal indictment in the United States and their attorneys,
review of the communication must be discontinued and OGC notified for guidance on
handling the communication. *

(U8 If the domestic communication collected is not related to an incident (see Incident Reporting).
DIRNSA may approve a destruction waiver to allow retention of the collection.

63 B -

|

b

(U/AeH83 Monitoring communications between a person known to be under criminal indictment in the United

States and an attorney representing that individual in the matter under indictment must cease once the relationship
has been identified. The acquired communications must be logged and NSD notified so that measures may be taken
to protect such communications [rom review or use in criminal prosecutions.

T T
5 ¢
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(U/FEHe) 1f authorized collection incidentally acquires a foreign communication of
or concerning a USP (e.g., an FAA §702 target is communicating with a USP or
about a USP), the communication may in general only be retained if the USP
information qualifies as foreign intelligence or the information is evidence of a crime
and is provided to appropriate federal law enforcement authorities. Domestic
communications, including communications of a target who has entered the United
States, must in general, be destroyed upon recognition, unless DIRNSA or the Acting
DIRNSA approves retention of the communication for one of the limited reasons
listed in Section 5 of NSA’s FAA §702 minimization procedures. (b)(3)-P.L. 86-36
(U/AOH98) For intelligence collected from upstream Internet co]lectioanlsubject
to MCTs, NSA mission analysts must identify and carefully review collection
containing MCTs made available for analytic review. While NSA automatically
segregates certain MCTs and does not pass them to repositories accessible to analysts,
there may still be information in some MCTs that is not eligible for retention. If a
discrete communication within an MCT is not to. from, or about a tasked selector but
otherwise contains foreign intelligence information and the discrete communication is
not to or from an identifiable USP or a person reasonably believed to be in the United
States, the MCT may be retained to the same degree that a discrete communication
could be retained. 1f any portion of the MCT contains a domestic communication, the
entire MCT must be purged, unless there is no underlying compliance incident and
DIRNSA approves a destruction waiver.

(U) For selectors removed from tasking, all communications collected after the target
no longer meets the requirements of FAA §702 must be identified for purging
through incident reporting and the purge adjudication process (see the Purge section).

—F5+5HA Post-targeting controls—detection of targets that may have

entered the United StatesF | In addition to analyst review of

i -~ selector cemqmnicayious, NSA has implemented | |

(b)(3)-P.L. 86-36 [ |for indications that the user of a tasked sclector has entered the United
(b)(3)-50 USC 3024(i) States. |

immediately detasks the roaming selector, and| [sends a message to mission (b)(3)-P.L. 8¢
analysts notifying them that the selector has been detasked. It is the analysts’

responsibility to identify and detask additional selectors for the target and develop the

information necessary to produce an incident report. Though NSA may not have had

prior notice of the target’s intention to travel, FAA §702 may not be used to target

individuals in the United States (see the Incident Reporting section).

—SHREETFO-HSAFYES |

86



DOCID: 4273474

—FOP-SECREFHSHNOFORN-
ST-14-0002
(b)(1)
(b)(3)-P.L. 86-36
(b)(3)-50 USC 3024(T
—(SHREEFO-HSAVE) |

(b)(1)
(b)(3)-P.L. 86-36

(U//FOYOY Post-targeting controls—periodic selector review As discussed
carlier, NSA 1s required to regularly confirm that all selectors tasked under FAA §702
continuc to meet targeting requirements. In addition to these ongoing reviews, |
defaults all FAA §702 targeting to a one year review. To maintain acquisition for the
target, mission analysts must confirm that continued tasking of the selector is
expected to acquire foreign intelligence relevant to the FAA §702 certification under
which the targeting was executed.

(b)(3)-P.L. 86-36

(U/FeH) Table 27 summarizes the post-targeting provisions of the FAA §702
targeting procedures and the controls implemented by NSA to maintain compliance.

(U) Table 27. Post-Targeting Provisions and Controls

L ;
3 —_— - — = & —

(U/A=ee Post-targeting (U) Analysts are required to monitor collection to determine
analysis is performed to detect whether the target continues to meet targeting criteria, including
when a person, reasonably fareignness.

believed to be outside the (U) Analysts receive “obligation to review” notices upon first
United States when targeted, receipt of collection for newly tasked Internet selectors and every
has since entered the United thirty days commencing with the date of first collection after the
States. This will allow NSA to | |ast review. The notice is repeated until collection has been

take steps designed to prevent reviewed.
acquisition of domestic
communications or the
targeting of a USP.

(U) Annual reviews confirm that a target remains eligible for
targeting and continues to be expected to produce foreign
intelligence relevant to the FAA §702 certification under which it
was approved.

NSA will routinely compare
tasked selectors with
information collected from
N N (b)(1)
87 (b)(3)-P.L. 86-36

(b)(3)-50 USC 3024(i)
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| ]or detasking of the selector and purge of

any non-compliant communications.

~SHEHNE NSA will routinely

compare selectors tasked

~SHRE—TO-Ei—EY=r See Table 26 — second control.

NSA will
for indications that a-
foreign target has entered or
intends to enter the United
States.

(U)-Autemated . notices are sent to mission teams upon first receipt |

of collection for newly tasked Internet selectors and every thirty
days commencing with the date of first collection after the last
review. The notice is repeated until collection has been reviewed.

(U) If NSA determines that a
target has entered the United
States, it will take the
necessary steps to assess
whether the incident represents
non-compliance with the
targeting procedures and report
such occurrences to DoJ and
ODNI and purge related
communications from NSA
databases as required.

(U) See the Incident Recognition and Reporting section.

(U) If NSA determines that a target has entered the United States
and the target's selectors were not detasked before eniry, itis
reported to DoJ and ODNI as an incident. DoJ assesses which
incidents represent non-compliance with the targeting procedures
and reports such occurrences to the FISC. NSA purges related
communications from NSA databases as required. In some
cases, DIRNSA may grant a destruction waiver so NSA can retain
collection that is otherwise subject to purge.

(U) If NSA determines that a
target who at the time of
targeting, was believed to be a
non-USP is in fact a USP, it will
terminate collection without
delay and report the incident to
Dod and ODNI and purge such
collection from its databases.

(U) See the Incident Recognition and Reporting section.

(Ui As soon as it
becomes apparent that a
communication is between a
person who is known to be
under criminal indictment in the
United States and an attorney
who represents that individual
in the matter under indictment,
monitoring of that
communication will cease and
the communication will be
identified as an attorney-client
communication in a log
maintained for that purpose.

(U/iFeHer Annual FAA training requires that such
communications be brought immediately to OGC's attention for
further instruction. OGC maintains e-mail records of such
communications, | | Dod has agreed that the
process used to quarantine these communications is a sufficient
process for documenting the information.

(U) Incident Recognition and Reporting

(U) Provisions of FAA §702 certifications—incident reporting

(U/AOBOT The targeting procedures state that NSA will conduct ongoing oversight
and report incidents of non-compliance to the NSA OIG and OGC and ensure that
corrective actions are taken to address deficiencies. Reporting is required for
incidents of non-compliance “that result in the intentional targeting of a person

88
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reasonably believed to be located in the United States, the intentional targeting of a
USP, or the intentional acquisition of any communication in which the sender and all
intended recipients are known at the time of acquisition to be located within the
United States.” NSA must report these incidents within five business days of learning
about them. The Agency must purge from its databases information acquired by
intentio nally targeting a USP or a person not reasonably believed to be outside the
United States at the time of targeting. If post-targeting analysis shows that the target
1s inside the United States or a USP, acquisition must be terminated without delay.
Inadvertent acquisition of domestic communications is addressed in the minimization
procedures see the Purge section). NSA also reports incidents of non-compliance
with the FAA §702 minimization procedures. Some examples include incomplete
minimization of USP information, improper queries of raw data, and technical crrors
that affect systems controls over the data, such as retention beyond the required
destruction date.

(U) Incident reporting controls

(U/A9H65 Training and management communications emphasize the fact that
incidents can occur at any point in the collection, targeting, dissemination, access, and
retention of SIGINT communications and stress the importance of immediate
reporting of instances of non-compliance. Individuals do not have to prove that the
activity 1s noncompliant to report an incident. SV works with the mission tcam that
reports the matter to develop an incident report with complete and accurate
information. If the incident involves a system or a system’s performance, TV
involves all appropriate subject matter experts (including SID, SV, TD, and OGC) to
assess the situation and evaluate its effect on compliance under the authority. OGC
informs DoJ and ODNI of incidents that may indicate non-compliance with

FAA §702. Dol, in coordination with ODNI, makes the final determination whether
an incident is reportable to the FISC.

(U/FeH6e) The OIG receives internal incident reports from SV and TV. Notices of
non-compliance (13b notices) that DoJ files with the FISC are made available to the
OIG. The OIG uses this information to develop the Intelligence Oversight Quarterly
Report, which is prepared with OGC and sent to the President’s Intelligence
Oversight Board through DoD. The incidents and notices of non-compliance are also
used as input to OIG inspections and intelligence oversight reviews.

(U/FOHOY The annual FAA §702 training required of all individuals handling
information obtained under this authority addresses incident recognition, reporting,
and processing. It defines two types of reportable events: incidents of non-
compliance and changes in the target’s status.

(U/FOHO) Reportable compliance incident An FAA §702 compliance incident
occurs when NSA violates FAA §702 statutory requirements or targeting and
minimization procedures or has made materially inaccurate representations to the
FISC or has otherwise not performed in a manner consistent with previous
representations to the FISC. For example, if NSA tasked a foreign intelligence target
reasonably believed to be outside the United States at the time of tasking and later

—TOPSECREFSHNOFORN-
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learned that the target planned to travel to the United States but did not detask the
selector before the target’s entry into the United States, this would be reported as a
compliance incident.

(U/HeH6) Reportable compliance incidents may also result from actions taken by
communication service providers. For example, provider error could cause
distribution to NSA of communications for selectors not tasked under FAA §702.

(U/H46) Change in target status After tasking selectors associated with a target
that meets all requirements of the targeting procedures, NSA may identify
information about the target that was not available when the targeting decision was
made. This information may show that the target is a USP or is located in the United
States, making the target ineligible for targeting. These changes in target status,
though not incidents of non- compliance, must be reported.

(U/FOH6 Incident reporting and documentation SV has a significant role in
reporting incidents of non-compliance with FAA §702. SV developed an operating
procedure that addresses the multiple means of incident discovery and the actions SV
personnel follow for each. There are three primary sources from which SV may
identify incidents: )
(b)(3)-P.L. 86-36
= (U/FBY67 Detask notifications —produced by:}wh_en mission personnel
remove selectors from collection. A detargeting reason is associated with
each notification, some of which may indicate an incident, e.g.. the user of the
tasked selector has been identified as a USP,

. (U/FFG{:FGH |targets that appear to have roamed into the
United States, and

* (U/H#eH6y Communications of incidents reported by analysts, query
reviewers, and others involved in processing or monitoring collection. This
may include errors by communication service providers.

TSHSETREEFOYSATYEY) For cach incident, SV works with personnel familiar
with the occurrence to create a permanent record including significant detail about the
incident and its resolution, for example, the selector, the intended target,
| | method of incident discovery, detasking information, and
b)) dates .of' c-ollc.ction to be purged. SV creates an entry in the databasc of selectors
(b)(3)-P.L. 86-36 gssoc.tated with targets that_ llavc roamed into the Ul].Ith Starcs'or hgvc been .
(b)(3)-50 USC 3024(i) identified as USPs to identify selectors associated with targets identified as meeting
~ certain criteria. | Igene_rates anotice to analysts
entering TRs. This entry is required when incidents identify atarget located in the
United States,| | or a target identified as a USP.
(b)(3)-P.L. 86-36
(U/AFBHE6) TV is responsible for overseeing the reporting and mitigation of incidents
that affect TD personnel and systems. For each incident, information regarding the
incident’s root cause and mitigation is gathered and documented. There are four
primary ways in which incidents in TD are discovered:

FOP-SECRET/SHANOTFORN
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= (U/ABY0) Technical personnel or analysts find data that is not protected,
labeled, or transferred as expected,

= (U/AOHe) Audits of queries submitted by TD personnel are reported when
they do not comply with the minimization procedures,

* (U/FOHOy Upon analysis of a system for TV certification, instances of
potential non-compliance are reported, and

* (U/AFOYO) Technical personnel self report incidents.

(U/FeHe) SV and TV provide the incident reports to OGC to assess whether the
incident 1s a matter of non-compliance with the FAA §702 certifications and targeting
and minimization procedures and is reportable to NSA’s overseers (see the Oversight
section).

(U/FOH9) Incident remediation Several types of activities may be necessary to
resolve compliance incidents or changes in status, for example, detasking selectors,
purging communications ineligible for retention, recalling disseminated reports based
upon communications subject to purge, correcting system errors, and training. The
actions taken are documented in the incident report and, if appropriate, the notice of
non-compliance filed with the FISC. Depending on the magnitude of an incident of
non-compliance (e.g., a system error affecting the functioning of targeting controls),
the FISC may require supplemental reports on progress in correcting the matter. SV
and OGC coordinate such reports with DoJ and ODNI.

(U//FEH6) Table 28 summarizes the incident reporting provisions of the FAA §702
targeting procedures and the controls implemented by NSA to maintain compliance.
The provisions are documented in the oversight and compliance requirements in the
targeting procedures.

(U) Table 28. Incident Reporting Provisions and Controls

(U/IFeHeT

(U) NSA will conduct ongoing oversight | (U) FAA §702 training addresses incident identification,

activities and will make necessary

reports, including those relating to

incidents of non-compliance, to the
NSA OIG and OGC.

documentation, and the process for self-reporting.

(UM=e6ey SV and TV document the incident with
assistance of the individuals who identified the matter and
provide the information to OGC for review. QGC, in turn,
forwards the incident to DoJ and ODNI.

(U) NSA will ensure that necessary
corrective actions are taken to address
identified deficiencies.

(U) The incident report documents measures taken to
remediate the incident (e.g., detasking and purge of
communications).

(UrF~edSr NSA will report to DoJ NSD
and ODNI incidents of non-compliance
(including over collection) by electronic
communications service providers
within five business days after
determining non-compliance.

(UliFeeey SV, TV, and OGC manage the incident
reporting process to assure that initial reporting is
performed within five business days of the identification of
non-compliance.

(U/reTey-

—TOP-SECRETHSHNOFORMN-
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(U) Collection

(U) NSA’s FAA §702 minimization procedures require that collection of information
by targeting non-USPs reasonably believed to be outside the United States be
conducted in a manner designed, to the greatest extent feasible, to minimize the
acquisition of information not relevant for the purpose under which the collection was
authorized. Steps to assure that acquisition meets this requirement start with target
research and approval and the determination that the proposed target meets the
criteria for eligibility under FAA §702. NSA has incorporated additional measures in
its collection process to comply with this limitation.

(U) Collection mechanisms for FAA §702 communications

(U) NSA has two collection mechanisms for FAA §702. I (b)3)-P.L. 86-36
communications are obtained by the FBI through compelled collection from ISPs and
include only communications to which a tasked selector is a party. For upstream
Internet collection and telephony collection, the communication service providers
who control the telecommunications infrastructure over which the communications
travel are legally compelled to make available to NSA communications related to
tasked selectors. Upstream collection of Internet-based selectors may include
communications to or from the tasked selector, as well as communications in which
the selector is referenced within an Internet transaction. The latter is called “abouts™
collection because the communication is neither to nor from the tasked selector, but
“about” the selector, i.c. the selector is contained within the communication.
Communications acquired from telephony selectors are only to or from the tasked
telephone number (i.e., “abouts™ collection 1s not a factor).

(U) Provisions of FAA §702 certifications—filters

(SLLa—L20E-H NSA's FAA §702 targeting procedures state that,| (b)(1)
| . (b)(3)-P.L. 86-36

NSA wil]| |employ an Internet Protocol filter to ensure that the person from
whom it seeks to obtain foreign intelligence information is located in a foreign
country,

(U) Collection controls for telephony and upstream Internet communications—
communications not to or from the target

—FSHSANE | |

(b)(1)
(b)(3)-P.L. 86-36
(b)(3)-50 USC 3024(i)
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The providers should deliver only communications meeting these criteria to NSA.

(b)(1) (U) Provisions of FAA §702 certifications—analysis of selector targeting status

(b)(3)-P.L. 86-36  _(SuREL TOHSA—FWEYY NSA’s FAA §702 targeting procedures set forth criteria

(P}(R)-50.USEC 30240, initiating collection on a target. Once a target’s selector has been placed on
collection, the Agency continues to evaluate collection and use other tools to identify
changes in the status or location of the target (e.g., change in USP status, such as
information that the individual has been granted permanent resident status in the
United States or information that the target is entering the United States). If these
changes occur orit is determined that the target is no longer producing foreign
intelligence, the selector 1s removed from collection. Changes in targeting status may
be processed immediately upon identification in NSA systems| |

| | This requires NSA to
employ measures| |

(U) Collection controls—uverification that collection is for currently tasked

targets
~tSANFY For each source of collection, NSA employs processes to determine whether
[ : p===1h){1)
are sending communications only for selectors currently tasked and  (P)(3)-P.L. 86-36
authorized for collection. | |

(U//FOE6) Collection for telephony selectors |

(b)(3)-P.L. 86-36

~FSH#5HAE) Upstream collection for Internet-based selectors| |
—HP SRR A O ORY— (b)(1)
93 (b)(3)-P.L. 86-36

(b)(3)-50 USC 3024(i)
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(b)(1)
(b)(3)-P.L. 86-36
(b)(3)-50 USC 3024(i)
~FSHSHAEY A situation known as| | can result in the

unintended acquisition of non-target communications | |
| | NSA implemented a verification
process to address this situation that is another check performed before upstream
(b)(1) Internet communications are forwarded to analyst-accessible repositories for

(b)(3)-P.L. 86-36 processing. |

(b)(3)-50 USC 3024(i)

(b)(1)
(b)(3)-P.L. 86-36
(b)(3)-50 USC 3024(i)

(U) Provisions of FAA §702 certifications—upstream Internet transactions

(U) Background Upstream Internet collection includes acquisition of two types of
communications not present in downstream collection: “abouts” communications and
“multiple communications transactions” (MCTs), “Abouts”™ communications are
those that are not to or from the target selector but whose contents include the
selector. For example, if a target’s e-mail address is within the body of the Internet
communication between other individuals, the communication is “about” the selector.
An MCT 1s an Internet “transaction” that contains more than one discrete
communication. If one of those discrete communications is to, from or about a tasked
selector and if the active end of the transaction is foreign, the entire MCT transaction
will be acquired through upstream Internet collection. This can include other discrete
communications that do not contain the tasked selector. If the targeted selector is not
the active user in the transaction, the MCT can include other discrete communications
that do not contain the tasked selector.

(U) Provisions NSA’s FAA §702 minimization procedures require NSA to:
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—
(b)(3)-P.L. 86-36
(b)(3)-50 USC 3024(i)

(b)(1) .
(b)(3)-P.1L-86-36

take reasonable steps post-acquisition to identify and segregate through technical
means Internet transactions that cannot be reasonably identified as containing
single, discrete communications where: the active user of the transaction (i.c., the
clectronic communications account/address/identifier used to send or receive the
Internet transaction to or from a service provider) is reasonably believed to be
located in the United States; or the location of the active user is unknown.

(U/ASB Internet transactions that cannot be identified as meeting the above
definition must be segregated and retained in an access-controlled repository from
which transactions may not be moved, except for processing to render them
mntelligible, unless they are determined not to contain discrete communications for
which the sender and all intended recipients are reasonably believed to be in the
United States. Any such transactions moved to data repositories accessible by
analysts are required to be identified as having been previously segregated. “ NSA’s
FAA §702 minimization procedures also specify that Internet transactions acquired
through NSA's upstream Internet collection techniques on or before 31 October 2011
be destroyed upon recognition.

(U) Upstream Internet collection controls—multiple communication
transactions

—tFSStANFY Effective January 2012, NSA implemented a process for analyzing and

processing upstream Internet collection to ensure that only MCTs devoid of wholly
domestic communications will be forwarded for further analysis. This process
applied to all upstream data that had been sequestered starting 1 November 2011.%
Three criteria are used to sort these communications and determine whether they
would be withheld from use by analysts (sequestered in a collection store) or sent to
data stores accessible by analysts: the type of communication (discrete or MCT), the
active user of the selector, and the location of the active user. The minimization
procedures require that sequestered communications be accessible only to specially

trained personnel to determine whether they may be authorized for use.

| As

NSA reported to the FISC, all FAA §702 upstream Internet transactions acquired
before November 2011, whether or not they were MCTs, were deleted. Additional
controls are required when MCTs available to analysts arc used, for example, to
support reporting of foreign intelligence (see the Sharing and Dissemination section).

S Though the minimization procedures permit NSA lo pass previously segregated communication to

e}
T

repositorics accessible 1o analysts, NSA has not done so.

| the only FAA §702 data forwarded to

analyst-accessible repositories was dala| | or where (he target was the active
user. The remainder was sequestered pending development of decision logic to assess MCTs. The data was also
excluded from| ]
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(U) Table 29 summarizes the collection provisions of the FAA §702 minimization
procedures and the controls implemented by NSA to maintain compliance.

DOCID: 4273474
- (U) Table 29.
—(—Eq‘r-f—_rfi-)-(u‘,

(U) Acquisition of information

by targeting non-USPs
reasonably believed to be
outside the United States will
be conducted in a manner
designed, to the greatest extent
feasible, to minimize the
acqguisition of information not
relevant to the purpose for

(U/FEeHEn Targeting controls (see Table 26) are the first
measures employed to limit collection to communications of
targets that meet the requirements of the targeting procedures.
The foreignness requirements and the post-targeting analysis of
communications serve to minimize collection of communications
not authorized for acquisition (e.g., domestic communications).

e |

Collection Provisions and Controls

which it was authorized,

(Uieue

(b)(1)

(b)(3)-P.L. 86-36
(b)(3)-50 USC 3024(i)

i Acqulisition of
communications not to or from

(U/HBH6 Internet protocol filtering is perforrned| |
on collection |

the target will employ an |

| to verity that at least one end of each transaction

Internet protocol filter orf

—enater] |

Is foreign. Only transactions meeting this criterion should be
delivered to NSA.

b)) |

(b)(3)-P.L. 86-36

(U) NSA will take reasonable
steps post-acquisition to
identify and segregate through
technical means Internet
transactions that cannot be
reasonably identified as
containing single, discrete
communications where the
active user of the transaction is
reasonably believed to he
located in the United States or
the location of the active user is
unknown.

(U/HFeHD3 NSA has implemented procedures to analyze
upstream Internet collection. Only discrete transactions and
MCTs meeting certain criteria are made accessible to andlysts.

'ib)(s)-P.L.

(U) Repositories
(U) Provisions of FAA §702

(UiFeder

— N

certifications— repositories

(U/FOHOT NSA’s FAA §702 targeting procedures require that NSA establish
processes tor ensuring that raw traffic is labeled and stored only in authorized
repositories and is accessible only to those who have had proper training (sce the

Access and Training section).
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(U) Control framework for access to FAA §702 repositories

(U//FOH61-Several control procedures are employed to ensure that FAA §702 data is
stored in repositories that meet standards for security and compliance and that access
to the data is properly controlled. From the tume of collection, data is processed
through interim systems before it reaches thel approved source systems for
FAA §702 reporting. " The remainder of this section describes four types of controls,
focusing on their application to th

; e (b)(3)-P.L. 86-36
* (U/FH6+ System security accreditation, 2

*« (U/FOH8) System certification,
= (U//FoH®) Data flow management, and
* (U/AOH6y Data tagging.

(U//IFBH6) Approval for NSA systems to store and process FAA §702 data

(U/FBOH0) Accreditation TS is responsible for managing the risk on all NSA
networks and the computer systems and devices connected to those networks. TS’s
responsibilities include:

« (U/FBH6¥-Guiding, prioritizing, and overseeing the development of
information assurance programs necessary to ensure protection of information
systems and networks by managing the NSA Information Security Program,

* (U/FOHO} Serving as the Director NSA Authorizing Official to accredit all
NSA information systems,

» (U/EQH8) Conducting information systems security and accreditation and
risk management programs, and

« (U/#OY0) Establishing, maintaining, and enforcing NSA information
systems security policies and implementation guidelines .

(U) Accreditation is the official management decision to permit operation of
information systems in specific environments at acceptable levels of risk, based on
the implementation of an approved set of technical, managerial, and procedural
safeguards.

(U/ABB67When accrediting systems, TS uses the National Institute of Standards
and Technology (NIST) Risk Management Framework to determine the appropriate
level of risk mitigation to protect systems, information, and infrastructure . NIST
Special Publication 800-37, Guide for Applying the Risk Management Framework to
Federal Information Systems, February 2010, describes the six steps in the
framework.

" Fesen| (b)|3)-P.L. 86-36
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= (U/FOY) Categorize the information system and the information processed,
stored, and transmitted by that system based on an impact analysis (risk
assessment),

« (U/FOY) Sclect an initial sct of baseline security controls for the
information system based on the security categorization; tailoring and
supplementing the security control baseline as needed based on an
organizational assessment of risk and local conditions,

* (U/ABY0) Implement the security controls and describe how the controls are
employed within the information system and its environment of operation
(system developers),

« (U/FOH) Assess the security controls using appropriate assessment
procedures to determine the extent to which the controls are implemented
correctly, operating as intended , and producing the desired outcome with
respect to meeting the security requirements for the system (independent
testing by TS),

« (U/FOH) Authorize information system operation based on a determination
of the risk to organizational operations and assets, individuals, other
organizations, and the nation resulting from the operation of the information
system and the decision that this risk is acceptable, and

= (U/#56) Monitor the security controls in the information system on an
ongoing basis including assessing control effectiveness, documenting changes
to the system or its environment of operation, conducting security impact
analyses of the associated changes, and reporting the security state of the
system to designated organizational officials.

(U/Ao) Before a system is authorized to be put on a network, it must go through

the accreditation process and be approved by TS. Once implemented, systems are (b)(3)-P.L. 86-36
subject to reaccreditation every three years or when significant changes occur that

may affect the risk assessment. The dates through which the FAA §702 repositories

are accredited are listed in Table 30.

(U/F6de) Table 30. Accreditation Status of NSA

(b)(1)
(b)(3)-P.L. 86-36
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(U//FOHOY Certification |n addition to system accreditation, all systems containing
FISA data must be certified by TV4, the NSA authority for certifying automated

systems to ensure they arc compliant with the legal and policy regulations protectin
USP privacy. Dol and the FISC are notified when NSA designates an_cwlig’

(U/AeH07 In 2010, NSA began certifying FISA systems as part of an effort to
ensure that they comply with the legal and policy regulations protecting USP privacy.
This included the repositories that contain FAA §702 metadata. Personnel from
various organizations within SID and TD performed the initial certifications. TV
subsequently assumed responsibility for system certification and developed the NSA
corporate database for registering NSA systems, their compliance certification, and
data flows. It is NSA’s authoritative source for all compliance certifications.
BRI 5830 (U//FEHE) The Agency’s certification process currently evaluates system controls
for compliance with purge, data retention and age-off, data access, querying,
dissemination, data tagging, targeting, and analytical processes. These mission
functional areas are defined by the Comprehensive Mission Compliance Program
ODOC administers. Through this program, compliance certification requirements are
developed to address required compliance controls. The compliance requirements,
administered by the TV2 requirements team, form the basis for the criteria against
which systems are certified for compliance.

(U/AOH6) To be certified to handle FISA data, systems must receive TV
certification through the Compliance Certification process. The TV4 certification
dates for thclilthat contain FAA §702 data and which can be used as sources
to support dissemination are listed in Table 31.

(U/F©YS) Table 31. Compliance Certification Status of NSA (b)(3)-P.L. 86-36

(b)(1)
(b)(3)-P.L. 86-36

SISURE TG

(U//FEOYBOT TV provided new compliance certification guidance in May 2014.
Systems other than those being decommissioned within twelve months, which meet
the following criteria, should be recertified by TV: (b)3)-P.L. 86-36

« (U/Fe07 Systems with two significant system-reclated incidents in a twelve
month period or three total,
= (U/AOt0T FISA systems that have not been certified within two years,

—TOP-SECRET/SHANOTFORN
99



DOCID: 4273474
“TOP-SECRET//SHNOTORN—
ST-14-0002

 (U/#BHO) Systems with a major upgrade affecting compliance functionality,
or

« (U//FOTOT Systems planning to process under a new authority (e.g., addition
of FISA data).

(U//FOHOY Owners of all affected FISA systems were notified in June 2014 that they

should complete recertification, if their systems met these guldelmes within six

months. |_P_|of the rcposnoricsl | (b)(3)-P.L.86-36
are scheduled to be decommissioned and were exempted from this

requirement.

(U) Data flow management

: USSIDs define a set of controls and operating procedures
for the United States SIGINT System. USSID DA3511, Data Acquisition
Directorate Targeting and Data Flow Management , defines a process intended to
assure that only desired SIGINT is delivered to intended users in the time frame and
format required.

: & is responsible for governing end-to-end
management of Internet and telephony data collection. houses the access data
_ managers responsible for testing and setting up new data flow paths that traverse the
..... SID processing infrastructure. The Data Governance Team governs the
(b)(3)- P.L. 86-36 processing and distribution of data collected within NSA’s SIGINT system, oversees
the documentation and review of all new dataflow requests, and implements
processes designed to ensure that NSA compliance standards are maintained
throughout the development of new data flows.

¥ The Data Governance Team manages the data flow
proccss Customers must complctc Dataflow Management Requests (DMR) to initiate
or modify data flows. DMRs require detailed information, including the status of

(b)(1) i system certifications, system accreditation plans, types of data to be processed

Eg;g;gol_uggﬁ)z 4(i)| . | authorities for collection, and
documentation of data flows. DMRs are evaluated and approved by a triage team
| | Upon triage team concurrence, the DMR is
given to th Targeting and Tasking and Data Delivery organizations for
testing and mmplementation. DMRs are complete once all required approvals are
obtained and data flows become operational.

(b)(3)-P.L. 86-36
(U) Data tagging
(U/FE&y Historically, NSA has managed data access by implementing restrictions
on data storage, including the use of logical database partitions. Data flows were
designed to place data in these partitions, for example, according to the FAA §702
certification under which the communications were acquired. To access the data,
personnel had to have appropriate training and be given access to certain systems and
missions matching the data partitions where the data was stored.

:FBP SEERE:F “SI“? !BFBRP!
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(U/FOHO) As NSA|

| new mechanisms for

(b)(3)-P.L. 86-36

storing and accessing data are being developed. Data tags are created for each
collection record, identifying the authority under which the data was collected, as
well as several other pieces of information used in managing the data over its life

cycle.”'|

certification for FAA §702, ana

Thus, to access raw data acquired under the
ysts must be approved for access to such col

1

|
{p)(3)-P.L. 86-36

ection as

part of an authorized mission and fulfill the training requirements for the authority.

(U//FOB6Y Data tags also serve to maintain compliance with limitations on the scope
of querics, as well as age-off and purge requirements.

(U//FeH0y Table 32 summarizes the repository provisions of the FAA §702
targeting and minimization procedures and the controls NSA implemented to

maintain compliance.

(U) Table 32. FAA §702 Repository Provision and Controls

ed pro

only in authorized repositories.

cesses for
ensuring that raw traffic is labeled and stored

(U) All systems processing FAA
complete a security accreditation process.
(U) All FAA §702 repositories are certified
protecting USP privacy.

and SV to ensure compliance.

authority under which the information was

§702 data must

compliant with the legal and policy regulation

(Ul Data flows must be approved byIZl

(U/Fee) Data tags are applied to identify the

i

dCCess

acquired. The tags also serve to manage

(U) Access and Training

I.Lu.aud.mneu.unu_uuharata]

(b)(3)-P.L. 86-36

(U) Provisions of FAA §702 certifications

(U) The FAA §702 targeting procedures state that NSA will develop and deliver
training to ensure that intelligence personnel responsible for approving the targeting
of persons under that authority, as well as analysts with access to the raw data
acquired pursuant to FAA §702, understand their responsibilities and the procedures

that apply to this acquisition.

(U/fFouer

—TOPSECREFASHANOTFORN-

(b)(1)
(b)(3)-P.L. 86-36
(b)(3)-50 USC 3024(i)
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(U) Control framework for restricting access to FAA §702 collection to
authorized personnel

—tFS St NSA requires that users having access to FAA §702 data have one or
more credentials, be current on the required training, and be assigned to approved
missions. -~ (b))
= (b)(3)-P.L. 86-36
—-3=0E) | Required credential One] leredentials is needed to access FAA

§702 data: |
is required fo access data collected under thel I—
| FAA §702 certifications. | |
I.-‘.l

—EAREEFOHUSAFVYEY) Obtaining the credential To obtain any of the

credentials, a request must be submitted in:I Only individuals who
hold the requested credential may submit someone for the credential. The request is
first reviewed by the Associate Directorate for Security and Counterintelligence (Q)
to determine whether the applicant has satisfied certain security criteria. 1f approved
by Q, the request is forwarded to SV for final adjudication. SV reviews the request,
verifying that the individual is current on required training and that the request
-includes a valid mission justification. If all requircments are met, SV approves the
credential in for entry to NSA’s security database.lilretrieves
information from and several other corporate authoritative source systems that
provide the status of individuals” approved missions, training, and clearances. Using
this information__’:lcalculates daily a list of individuals who qualify for
FAA §702 access. NSA systems use the information from to determine
what data the individuals are authorized to access. SID mamntaimns the authority rules,
which determine what:lvcriﬁcs for individuals to access data.

(.bj(s)_P-L'86-36

(U/F9H0) Obtaining access to mission resources SID policy designates
[ |as NSA’s tool for the proper administration and implementation of
access to SIGINT data in NSA repositories; it facilitates the administrative process of
acquiring access to tools and databases. Access sponsors submit individuals for
access. The sponsors determine the appropriate SIGINT authority for users,
assigning them to a mission documented in the mission correlation table, a master list
of all analytic production elements that have been approved for SIGINT missions.
The table facilitates database access by providing a record of databases needed to
perform SIGINT missions. The access sponsor nominates a user for access to raw
SIGINT databases, sources, and tools in support of a stipulated mission. The sponsor
ensures that auditors are assigned to the mission to review queries of mission
auditable data.| feeds user access. information to

(6)(3)-P.L. 86-36

- [U!HFGHGi-Tl\(:I:lcred'enlial was originally established for FISA data ;mdl_mmm_mjml‘_n NSA’s
Standard Minimizalion Procedures for FISA information. Later, differeni versions of

mwerc established for particular categories of FISA. ermits access (o FAA §702 data
acquired before the establishment ot'll'lc. |crcdcnlial 'i!l-lj

—FOP-SEERET/SHANOTFORN
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(B)(3)-P.L. 86-36

(b)(3)-P.L. 86-36

(U/HOHey Maintaining access Automated and manual procedures provide
assurance of continuing eligibility to access FAA §702 data. Users and access
sponsors are responsible for removing users” access when they no longer qualify for a
mission. Each| | mission is also required to have an intelligence
oversight officer who performs periodic reviews to ensure that individuals assigned to
missions are still eligible for access.

(U//FOHO6Y Enforcement of required training is supported by the production of
automated notices to individuals well in advance of their training expiration date.
Notices are produced at regular intervals until the training is completed. If training
expires, the individual is automatically removed from access to FAA §702 data.”

-f%Elr’FG-USA—EiEEJé)l |calculatcs daily a list of individuals who
qualify for FAA §702 access. | |interfaces with several corporate
authoritative source systems that provide the status of individual’s approved missions,

trainin%i and clearances. For systems that use data tags, user information in

1s compared with the data tags applied to the communications before
giving the individuals access to the data. If the user does not possess the
combination of requirements identified in the data tag, access to that data is denied.

(U/FFOH&) Appropriate and adequate training NSA/CSS Policy 1-23 requires
that Agency personnel complete [O training annually .

(U//FEBOY To qualify for access to data acquired under an FAA §702 certification,
persons must have completed specific training courses within the last 12 months. All
courses are developed by NSA’s ADET in conjunction with the OGC, mission
subject matter experts, and mission compliance professionals. All NSA analysts who
perform targeting functions must take the first three courses listed next; the last is
mandatory only for personnel requiring access to FAA §702 data.

= (U/ABH6y OVSCI1000 - NSA/CSS Intelligence Oversight Training - the
Agency’s core 10 course, provided to the workforce to maintain a high degree
of sensitivity to and understanding of intelligence laws, regulations, and
policies associated with the protection of U.S. person privacy rights.
Personnel are familiarized with the major tenets of the four core 1O
documents: Executive Order 12333, as amended, Department of Defense
Regulation 5240.1-R, Directive Type Memorandum 08-052, and NSA/CSS
Policy 1-23. OVSCI1000 is web-based and includes knowledge checks for
proficiency . ™

= (U/AFEH) OVSCIL100 - Overview of Signals Intelligence Authorities - the
SIGINT core 10 course, provides an introduction to various legal authoritics

7 uEeue) | does not verify the individuals’ FAA §702 training status: | |

" (U/FeHen E.O. 12333, United States Intelligence Activ m'u DoD Regulation 5240.1-R, Procedures Governing
the Activities of DoD Intelligence Components That Affect U.S. Persons, DTM-08-052, DoD Guidance for
Reporting Ouestionable Intelligence Activities and Significant or Highly Sensitive Matters.
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governing NSA operations. Upon completion, personnel should be able to
identify applicable surveillance authorities at a high level, define the basic
provisions of the authorities, and identify situations requiring additional
authority. OVSCI1100 is web-based and includes knowledge checks for
proficiency. All personnel in the U.S. SIGINT System (USSS) working under
NSA SIGINT authority with access to raw SIGINT are required to complete
OVSC1100.

(U/FeEey OVSCI1800 - Legal Compliance and Minimization Procedures -

an advanced SIGINT intelligence oversight course which explains policies,

procedures, and responsibilities within missions and the obligations of the

USSS to protect U.S. person and foreign partner privacy rights. OVSC1800 is

web-based and includes competency exams| |
Personnel who do not pass the test after| __ |attempts must

complete remedial training. All analysts in the USSS working under DIRNSA

SIGINT authority with access to raw SIGINT are required to complete

OVSC1800 annually. {b)(3)-P.L. 86-36

(U/FeE8) OVSC1203, FISA Amendments Act (FAA) Section 702, explains
the legal policies and targeting and minimization procedures FAA mandates.
The course is web based and includes a competency exam | |

| Personnel who do not pass the test after| |

attempts must complete remedial training. All analysts who require access to
FAA §702 data must take this course annually.

(U/FOH65y Other courses are also required before analysts can access NSA targeting
tools. The first four of these are required for all NSA analysts who perform targeting
functions, while the last is mandatory only for those analysts targeting under

FAA §702.

-

(U/Ae86y CRSK1300, Foundations of Smart Targeting, a web-based course
that covers targeting policy, processes and concepts, available assistance,
targeting tools, research, and collection.

(U/FeB83- CRSK1301 , Foundations of Smart Targeting: Research, available
in web-based format beginning January 2015, the course focuses on elements

of the targeting process requiring research, the research process, and the tools

and databases used in research.

(U/Feey CRSK1302, Foundations of Smart Targeting: Targeting, a web-
based course that includes collection source considerations, the target
workflow process, creating TRs, finding and assessing collection results, and
documenting sources.

(U/FBH6ey CRSK1303, Foundations of Smart Targeting: Targeting
Maintenance, a web-based course that focuses on resolving compliance
problems, managing traffic, and maximizing the intelligence value of tasked
selectors.
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= (U/ABY6) CRSK1304, FAA Section 702 Practical Applications, a web-
based course required for all NSA analysts who conduct targeting under
FAA §702. It is scenario -based and addresses compliant TRs, targeting
maintenance, and incident reporting.

(U/AoY0Or Adjudicator training In addition to the above courses, mission

personnel who grant final approval of FAA §702 TRs must take a course on the

approval process, be approved by their FAA §702 mission lead, receive hands-on

training by personnel with adjudication experience, and be approved by S2 Mission

and Compliance staff. Upon approval, elements in SID will upgradc the individual’s

access role ml:'to allow adjudication of TRs. 4 / (b)(3)-P.L. 86-36

= (U/FEH0) CRSKI130S - FAA Section 702 Targeting Adjudication — a course
that explains NSA resources for validating selectors and foreignness
explanations iulZlTRs, determining whether submitted TRs should be
approved, and follow-up actions after a TR has been approved or denied.

(U) Access requirements for technical personnel to FAA §702 repositories

(U/AFEH6) Technology Directorate personnel who directly support repositories and
systems that contain raw SIGINT data or activities that utilize raw SIGINT must
complete OVSC1000, OVSCI1100, and OVSC1806 training annually. OVSC 1806 is
the same course as OVSCI1800 (see above) but has an additional Iesson on the system
compliance certification process. Technical personnel who support FISA systems
and whose responsibilities may include direct access to FISA data are also required to
attend a briefing administered by OGC and TV. Upon completion of the briefing, SV
updatcslilrccording the user’s attendance at the briefing and their
authorization for access.

(U) Identification of access vulnerability ir:
(U/Feto )l |i's one of thel |schcdulcd to be decommissioned in

2017. | |relies on a combination of] |

(b)(3) E|;. T "8'6' 3 | to protect access to data. | |does interface
~with| | however, 1t does not verify that an individual is current on training
as part of its access control.

B S s SN S SN sk ARV | | an individual with authorized access to

FISA data discovered that FAA §702 data had been included in the results ofa query
of:| data. The individual had received FAA §702 training when she was

(U Feug) | |

" urresEe)| lis NSA's Corporate Authorization Service. See the Obtaining the Credential section for

more information oul l - i D

(b)(3)-P.L. 86-36
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assigned to a different mission so her access to the data was not in violation of the
FAA §702 targeting and minimization procedures. However, the access did violate
SID policy because the mission to which the individual was assigned was not
authorized for FAA §702.77 Investigation of the occurrence led to the discovery that
ersonnel without the required FAA §702 training could access FAA §702 data in
‘-:Iifthey have the credential. ® To date, no incidents have
been identified of individual s who have not received FAA §702 training querying

| |artd receiving FAA §702 data. ™

(U/Fe863 When SV personnel discovered this vulnerability, they worked with TD
to initiate corrective measures. | |was updated to
add new COls to FAA §702 data collected on or after that date. The new COls

emulate the access controls required for other FAA §702 systems, includin
controlling access based upon the authority under which it was obtained. Ii:l

a similar process will be implemented to address access controls for data

thain_cd| | A review is currently underway regarding action to take
for data

(U/H6567 Table 33 summarizes the access and training provisions of the FAA §702
targeting procedures and the controls implemented by NSA to maintain compliance.

(U) Table 33. Access and Training Provisions and Controls

(UIFeToT
(U) NSA WIII develop and dellver traming (U;‘H—'CTUO‘} NSA has a list of courses requ;red
regarding the applicable procedures to ensure annually for analysts to qualify for access to daia
that intelligence personnel responsible for acquired under FAA §702. This includes
approving the targeting of persons under 0OVSC1203, a course specific to FAA §702.
FAA §702, as well as analysts with access to (U/FeH83 To access NSA targeting tools, all
the acquired foreign intelligence information, analysts must complete four courses on targeting.
understand their responsibilities and the Analysts targe[ing under FAA §?02 must also
procedures that apply to this acquisition. take a course on application of the authority.

(U/FSd8) Adjudicators (who grant the final
approval of TRs under FAA §702) must also
complete a course on adjudication specific to the
authority.

(U/iFeten) Technology Directorate personnel
who support FISA systems must complete
OVSC1000, 1100 and 1806 annually and attend a
briefing administered by OGC and TV.

T HEHREEFO-HSA—RWEY) SID Management Directive 421 states that FISA access is based on current mission

need and does not follow individual analysts when they move to new mission s or location s unless specified in the

document authorizing the assignment. Persons changing missions, jobs. or locations must provide re-justitication to
3§V through their management chains for FISA access or access fo unminimized, unevaluated content in the new

“positions,

™ (U//Fee8) Without :II |credential, analysts cannot access FAA §702 data and most other types of FISA

data. Th

credential was originally established for FISA data and requires training in NSA's standard

minimization procedures for FISA information,

TS OFNSA® SDSIG[NT l'i'llSSlC'l'lS aulllonzcd for FISA access I:Iarc also authorized lo access
FAA §702 data. .

—"FQP—SEGR-E—'F:‘;‘SHNGF-GRN— (b))
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(U) NSA has established processes to ensure (UHESH8) Access to FAA §702 foreign
that raw ftraffic is accessible in authorized intelligence and the ability to submit and approve
repositories only to those who have had the targeting under the authority require certain
proper training. credentials and access to mission resources

(databases, sources and tools). The approval is
not granted unless the required training has been
completed. (See above information regarding

access.) (b

(UlFoder

(U) Querying Repositories of Collected FAA §702 Data

(U) Provisions of FAA §702 certifications—q ueries

(U) Minimization procedures permit use of computer selection terms to scan storage
media containing communications acquired pursuant to FAA §702 and to select
communications for analysis with certain limitations. Query selection terms (e.g.,
telephone numbers and key words and phrases) must be formed in a manner
reasonably likely to return foreign intelligence information. Collection obtained
through NSA upstream Internet collection techniques may not be queried using
selection terms of an identifiable USP.

(U) Compliance controls —query compliance

(U/AeH63 Queries of raw SIGINT databases are subject to USSID CR1610, SIGINT
Production and Raw SIGINT Access, revised 12 February 2013, which requires that:

= (U/FFOH6) All user organizations designate two auditors to review daily
those queries presented for their review, *

« (U/FBB) Auditors be familiar with the targets and types of queries
executed within their missions,

« (U/ABH65 SV provide training for new auditors on their responsibilities and
certify them as compliant before conducting audits, *'

*« (U/FGHS) SV conducts periodic super audits of interactive raw SIGINT
database queries, verifying that selectors were foreign on the date the super
audit 1s performed and examining the query terms to determine compliance
with NSA policy, ¥

* (U/AOB6y NSA maintain a non-editable file of all such database queries for
a minimum of one year,

2 (Ua“m):NSA implemented an approach o query review that uses siratified sampling based upon
historical rates of queries identitied as “reportable™ to determine the queries {rom each database to be presented for
auditor review. The|:| system passively logs queries, but the queries are nol subject to audit. NSA is
developing a process to provide additional oversight for queries against this system.

" (U Auditors are now required to take NSA Raw Traffic Database Auditor Training (OVSC3101) every
two years and must be cleared to the security level required for the authority under which the analyst performed the
query subject to audit.,

* (U//FOBO) The system used to test foreignness[ ] does not maintain an historical record of
foreignness of'the tasked selector. i

(b)(3)-P.L. 86-36
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= (U/H#OH65 All queries be driven by a foreign intelligence purpose, and

= (U/FSH0) An audit record of the selection terms be created and reviewed per
NSA policy by the originating organization.

(U/#FOH0) Mission auditors arc assigned to each mission using the| |
tool described in the access section. The tool requires that missions have designated
auditors before new personnel can be approved for the missions. Auditor

. qualifications include target knowledge expertise in the mission area, famiharity with
the type of queries to be reviewed, ability to mentor analysts to improve query
execution, attainment of all credentials required for the data reviewed, and
completion of all required training. Queries presented to auditors are required to be
audited within 24 hours of receipt or on the next normal duty day.

(b)(3)-P.L. 86-36

(U//FOY60) SV developed OVSC3101, NS4 Raw Traffic Database Auditor Training,
to prepare auditors for post-query review. The course provides instruction on use of
the corporate query audit system, incident identification, incident reporting, and
maintenance of records of audits (to support SV super audits and DoJ/ODNI
reviews).

—SW&WTheIII system, a legacy system which
predates USSID CR1610 and is scheduled to be decommissioned, does maintain alog
of queries for five years. The system has not yet been modified to provide these

(b)(3)-P.L. 86-36 query logs to the corporate logging and auditing system. |

[SV is developing a procedure to perform audits of these queries.

(b)(1)
(U/IF0H63 Queries not using USP selection terms (b)(3)-P.L. 86-36

(U/FO0r FAA §702 systems provide records of queries to the corporate logging
and auditing system for user gencrated querics of raw SIGINT content. ™ These
records are the source for daily post-query reviews by auditors and SV query
oversight. These systems also maintain records of query reviews.

(U/AEH0T Auditors examine querics to determine whether they have a valid foreign
intelligence purpose. Auditors also evaluate query selection terms to determine
whether they were constructed so as to avoid obtaining information on USPs. The
review is intended to balance the pursuit of foreign intelligence and protection of
USPs” Fourth Amendment rights. When a tasked FAA §702 selector is used as a
query term and the selector is foreign, the corporate query logging and auditing
system does not present the query for review by an auditor because the term has been
reviewed by a releaser and an adjudicator as part of the TR approval for tasking
during the targeting process. ™ If a tasked selector is used as a query term and the

% (U//FeW0y One of the| | does nor send query records to the NSA corporate logging and ~(b)(3)-P.L. 86-36
auditing system. This system is scheduled 1o be decommissioned.

Y (U/FOBe) The query auditing and logging system obtains current tasked selectors t“romlj and verilies (heir
foreignness against NSA SIGINT databases.

—TOPSECREFSHNOFORN—
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selector is not foreign, it is subject to review by an auditor. Queries using selection
terms that are not approved selectors are subject to auditor review.

(U/FFBH9) Provisions of FAA §702—queries using USP selection terms

(U/FeH6) A 3 October 2011 FISC Order approved the use of modified

minimization procedures that permit queries of data collected under the authority only
for foreign intelligence purposes, using USP query terms subject to specific NSA
review procedures and external oversight. Such queries can only be performed using
FAA §702 telephony communications and Internet communications obtained from
downstream collection. Use of USP identifiers to query FAA §702 collection must be
approved in accordance with NSA procedures. NSA is required to maintain records
of all USP identifiers approved for use as selection terms. These query procedures
are subject to oversight by DoJ and ODNI.

(U/IF&Y6y Compliance controls—queries with USP selection terms

(U/FOB6) NSA adopted internal procedures governing use of USP identifiers for
queries of communications collected under FAA §702. Upstream Internet collection
is not approved for such queries. Dol and ODNI reviewed and approved these
procedures. The Senate and House Intelligence Committees were informed of these
changes. There are three sets of procedures for approval of these queries:

» (U//FS5 Queries of metadata,
* (U//FOHYO) Emergency queries of content, and
« (U//FeH6) Non-emergency queries of content.

(U/FOHE) NSA’s annually required course on FAA §702, OVSCI1203, includes
training on the use of USP identifiers to query raw data collected under the authority.
The NSA FAA web page also contains the documented and approved procedures for
these queries. Although metadata queries are not subject to pre-approval, the query
and a foreign intelligence justification must be recorded to support external oversight.
The justification must document the analytic knowledge linking the selector to a
foreign target or foreign intelligence purpose. Content queries using USP identifiers
are subject to pre-approval by S2, SV, and OGC. SV maintains records of all queries
using USP identifiers and includes such queries in its query oversight.

(U) Table 34 summarizes the query provisions of NSA’s FAA §702 minimization
procedures and the controls implemented by NSA to maintain compliance.
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(U) Table 34. Query Provisions and Controls

(U) Storage media (data repositories)
containing communications acquired
pursuant to FAA §702 may be queried ta
identify and select communications for
analysis. Query terms, such as telephone
numbers and key words or phrases, will be
limited to those selection terms reasonably
likely to return foreign intelligence
information.

(b)(3)-P.L. 86-36

(U) Queries of FAA §702 databases may only be
conducted for foreign intelligence purposes and are
subject to review by mission auditors who must
have target knowledge expertise in the mission area
and have completed training on raw traffic database
audifing. The review evaluates whether the query
was for a valid foreign intelligence purpose.
(U/=eeed SV conducts periodic super audits of
these queries.

; NSA maintains a file of
all database gueries for at |east one year in the
corporate logging and auditing system for user
generated queriés of raw SIGINT content:

(U) Identifiers of an identifiable USP may not
be used as terms to query any Intemnet
communication acquired through upstream
Internet collection. Use of USP identifiers -as
terms to query communications must be
approved in accordance with NSA
procedures. NSA will maintain records of all
USP identifiers approved for use as selection
terms.

(U/Fe8) All personnel receive annual training on
USP query procedures which can only be performed
for foreign intelligence purposes against FAA §702
telephony communications and Internet
communications

The SV web page provides instructions
or requesting approval of such queries, using a
process that Dod and ODNI approved.
(U/Fete Queries of upstream Internet collection
using USP terms are prohibited.
(U/IHF84d6ey Queries of metadata are not subject to
pre-approval, but the query and foreign intelligence
justification must be documented.
(U/Fe:83 Content queries using USP terms follow
request and documentation procedures and are
subject to pre-approval by SV and OGC.
(U/fFe8) SV maintains records of all queries
using USP identifiers and includes these queries in
its oversight of query review.

(U/fFe9€) Dod and ODNI will conduct
oversight of NSA's queries using USP
identifiers.

(U) See the Oversight section.

(U) Sharing and Dissemination
(U) Sharing

—EHE R T e ST BT T

(U/FOHO) As stated in the Access and Training section, targeting procedures require
that all personnel accessing or otherwise handling raw data acquired pursuant to

FAA §702 must be current on training for the authority. This imposes restrictions
even within NSA on the use of information obtained under this authority.

(U) Unminimized communications acquired pursuant to FAA §702 may be provided
to the CIA and FBI for targets cach has identified to NSA. Each agency has
minimization procedures for handling data collected under this authority and must

—FOP-SEEREFH/SHNOFORN
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handle communications provided by NSA in accordance with those procedures.
Currently, unminimized data shared with the CIA and FBI is limited to
communications derived from downstream collection.

(U) Dissemination

(U) The NSA minimization procedures apply to dissemination of all information
acquired under FAA §702, including non-publicly available information concerning
USPs acquired by targeting non-USPs approved under the NSA targeting procedures.
There are several restrictions on dissemination of information acquired under this
authority.

(U/Fo0) Discrete Communications within an MCT Analysts seeking to
disseminate information obtained from a discrete communication within an
MCT must assess whether the communication is eligible for dissemination
(e.g., not a domestic communication) and document that assessment in the
comments ficld of the reporting tool in a manner that supports internal and
external oversight.

(U/FOB61 Attorney-Client Communications Dissemination of USP
attorney-client privileged communications must be reviewed by the NSA
OGC. NSA must cease review of communications between a person known
to be under criminal indictment in the United States and an attorney
representing that individual in that matter, segregate such communications,
maintain a record of the identified attorney-client communications, and notify
Dol so that appropriate procedures may be established to protect such
communications from review or use in a criminal prosecution, while
preserving foreign intelligence information in the communication.

(U/FOH9) Domestic Communications A domestic communication may
only be disseminated 1f DIRNSA has approved a destruction waiver for that
communication, documenting its eligibility for retention and dissemination.
Such communications must contain information that meets one of four
criteria: significant foreign intelligence, technical database information
necessary to assess a communication’s vulnerability, evidence of a crime, or
information concerning a threat of serious harm to life or property.
Communications acquired when there was no reasonable belict at the time of
tasking that a target was a non-USP located outside the United States are not
eligible for destruction waivers. Ifa waiver has been obtained, NSA may
share domestic communications that do not have foreign intelligence value but
are believed to contain evidence of a crime with appropriate federal law
enforcement authoritics in accordance with applicable laws and regulations. *°
Without a destruction waiver, NSA is authorized to notify the FBI if
information in a domestic communication indicates that a target has entered
the United States. The Agency may also provide information to the CIA and

S (U) 50 U.S.C. §§1806(b) and 1825(c) require that the communications be released with a statement that the
Attorney General must approve use of the information in a criminal proceeding. USC §1806(b) is not limited Lo
FAA §702 domeslic communications; it applies lo all disseminations (o law enforcement,

—FOP-SEEREFHSTNOFORN —
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FBI for collection avoidance purposes. NSA may retain domestic
communications shared with the CIA and FBI for six months and must restrict

further use or dissemination of communications whose destruction has been
waived by placing the identifiers for these communications on the MPL.

(U) Foreign Communications of or Concerning USPs These
communications may be disseminated, ifthe identity of the USP is deleted
and a generic term substituted so that the information cannot reasonably be
connected with an identifiable USP. This process is referred to as “masking.”
Otherwise, dissemination of intelligence based on such communications may
only be made to recipients requiring the identity of the USP to perform their
official duties and only if at least one of cight additional requirements is met:

0 (U) The USP consented to dissemination or the information is publicly
available,

0 (U) The USP identity is necessary to understand the foreign
intelligence information or assess its importance,

0 (U) The communication or information indicates that the USP may be
a foreign power, an agent of a foreign power, residing outside the
United States and holding an official position in the government or
military forces of a foreign power, a corporation or other entity owned
or controlled directly or indirectly by a foreign power, or acting in
collaboration with an intelligence or security service of a foreign
power and the USP has or has had access to classified national security
information or material,

0 (U) The USP may be the target of intelligence activities of a foreign
power,

0 (U) The USP is engaged in unauthorized disclosure of classified
national security information (only if the originating agency has
verified that the information has been properly classified),

0 (U) The USP communication was authorized by a court order and the
communication may relate to the foreign intelligence purpose of the
surveillance,

0 (U) The USP may be engaging in international terrorist activities, or
0 (U) There is evidence that the USP is engaging in a criminal activity.

(U) Foreign Communication of or Concerning a Non-USP may be
disseminated in accordance with other laws, regulations, and policies,
provided that the communications are eligible for retention under FAA §702.

(U) Collaboration with Foreign Governments Consistent with the authority
accorded NSA by E.O. 12333, the Agency maintains cryptologic liaison
relationships with certain foreign governments. Information derived from
FAA §702 collection that has been evaluated for foreign intelligence and
minimized for USP information may be dissecminated to these foreign

—TFOP-SECERET/SHANOTFORN
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governments. © Dissemination of information of or concerning a USP must
comply with the restrictions described in Foreign Communications of or
Concerning USPs above, as well as with those described for MCTs above.
NSA is permitted to disseminate unminimized communication s to foreign
partners to obtain technical or linguistic assistance to determine the meaning
or significance of the information. *’

(U) Sharing FAA §702 with authorized NSA personnel

(U/Ao8) Analysts authorized to access FAA §702 communications are trained to
ensure that individuals with whom they wish to discuss such communications have
appropriate credentials. I:I-per_mi_ts review of an individual’s training and
clearances. The training also addresses NSA policy which states that ¢-mailing
unminimized and unpublished data to anyone, even other NSA personnel, violates
compliance controls, such as effective auditing. -

(b)(3)-P.L. 86-36
(U) Provision of unminimized communications to CIA and FBI

(U/FOHE0) As described in the Targeting section, NSA must approve selectors
nominated by these agencies based upon compliance with NSA targeting procedures.
For approved selectors, Internet communications |

are routed to the requesting agency| [based
upon mformation in the TR. NSA policy states that analysts should not share
unminimized and unevaluated communications received pursuant to this collection
with the CIA and FBI for selectors tasked on behalf of those agencies; collaboration
on such collection is permitted when analysts from the CIA or FBI access the
unminimized communications from their own agencies’ FAA §702 data repositories.
The required annual FAA §702 course, OVSCI1203, provides training on these
restrictions which are designed to assure accountability of dissemination ifrecall or
purge becomes necessary.

(b)(3)-P.L. 86-36

(U) General dissemination requirements

(U/AOH0) Limits on use of reported FAA §702 communications Analyst
training (OVSC1203) instructs that “use or disclosure of information derived from
FAA §702 communications in any criminal proceeding, immigration proceeding, or
any other legal or administrative proceeding is prohibited without the advance
authorization of the Attorney General of'the United States.” To prevent such use,
NSA internal procedures require that disseminations of FAA §702 derived
information include the “Intelligence Purposes Only” caveat that prohibits use of the
information without approval. This is included in the FAA §702 training.

" (U/Ae8e) Collected traffic that has been evaluated to determine whether it contains foreign intelligence and has

been subject to minimization to protect USP identities is referred to as evaluated minimized traffic or EMT.

¥ (U) Dissemination for technical or linguistic assistance is subject lo specific restrictions limiting the use of the
information by the foreign government o translation or analysis of the communications, allowing disseminalion
only (o the individuals performing the analysis or translation, resiricting the foreign government {rom making a
permanenl record of the information. and requiring destruction or return to NSA of the information disseminated.

—TOPSECREFHSHANOFORN—
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(U//FBH0) Reporting documentation Consistent with the purge requirements in
the minimization procedures, NSA is required to account for and must be able to trace

its disseminations based on FAA §702 communications. The annual training
addresses the documentation that analysts must complete to fulfill this requirement:

» {S/NFY The collection authority (specific FAA §702 certification| |

| | for each
piece of traffic used in the report, and (b)(3)-P.L. 86-36

* (U) A source verification statement documenting an identifier for each piece
of traffic and confirming that the source was not ineligible for retention or
subject to purge. A new reporting tool, first introduced in 2013, performs the
source verification automatically. Successful completion of this process with
no flags confirms the traffic may be used as a source for reporting.

—SHSHREEFOHSAFYEY-An NSA reporting policy document, Sourcing
Requirement and Verification Guidance, 1SS-054-10, revised 8 May 2012, provides
reporting and dissemination guidance. The policy requires that individuals releasing
reports verify that the reports do not contain information that should have been
purged from raw SIGINT databases. This must be performed within 24 hours of the
report release using the Master Purge List. SIGINT reporters are also required to
include traffic source identifiers for all reports and enter source verification
statements in the reporting tool to confirm that this review has been performed.

—tSHSHREETO-HSAFYEY) The primary analyst reporting tools used in 2013
performed automated verification of sources against NSA’s at the time of
report release. If none of the source records for the report matched records in the
purge system, the report would be released. If a match to the identifier for a purged
record was found, the release would be stopped and the individual releasing the report
would be notified. The policy requires that a manual source verification check be
performed for reports relcased through means without automated source verification.
In 2014, a new analyst reporting tool was implemented that also includes automated
source verification (see the Purge section).

(U) Disseminating communications involving MCTs

(U/FeH0) The FAA §702 annual training course, OVSC1203, addresses procedures
that analysts must perform for upstream Internet collection containing MCTs to
comply with the minimization procedures. The training identifies the requirements
for disseminating single discrete communications within MCTs. The course also
explains requirements for documenting the analysis that supports the decision that
communications are cligible for reporting. An NSA reporting policy document,
Source Record Entries for Reporting from FAA 702 Multiple Communications
Transaction, 1SS-185-11, requires that compliance be documented in NSA reporting
tools. SV performs oversight of the documentation supporting use of certain MCTs
for reporting (sce the Oversight section).
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(U) Disseminating attorney-client communications

(U/AFeH6) In OVSC1203, analysts are trained on the requirement that NSA OGC
personnel pre-approve disseminations of information involving USP attorney-client
privileged communications.

(U/#6H6) Disseminating domestic communications Dissemination of domestic
communications is limited to those communications for which DIRNSA has approved
a destruction waiver documenting their eligibility for retention. ** Such
communications must contain information that meets at least one of five criteria:
significant foreign intelligence, technical database information, information necessary
to assess communications vulnerabilities, evidence of a crime, or information
concerning a threat of serious harm to life or property. (Destruction waivers are
discussed in the Oversight and Purge sections.) Training on retention and use of
domestic communications is included in OVSC1203.

(U/F6Y90) Disseminating foreign communications of or concerning USPs

(U/AeB8y OVSCI1203 addresses the requirement to exclude information from
reporting that would allow a reader to determine a USP’s 1dentity unless the identity
qualifies for dissemination under the terms of the FAA §702 minimization
procedures. NSA’s Information Sharing Services Group (ISS) reviews exceptions to
this “masking” requirement. [SS handles requests for release of USP identitics.

(U) Disseminating foreign communications of or concerning a non-USP
Foreign communications of non-USPs that contain foreign intelligence are eligible for
dissemination subject to other applicable laws and policies.

(U) Dissemination to foreign governments Information obtained under FAA §702
may be disseminated to foreign governments in three ways (addressed in

OVSC1203):
B o T e e (B)(})-P.L. 86-36

-—{-S#SH#REHG—H-S:A,—F—‘HE—‘F}' I

These records
are provided to SV and are subject fo review by DoJ and ODNL

" (U/#eHeT A destruction waiver is not required for dissemination of domestic communications to notify the FBI
of the targel’s presence in the United Stales or 1o notily the FBI or CIA for collection-avoidance purposes.
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- (U/Feter

Such dissemination must be performed n accordance with special
handling procedures and requires the approval of SV and OGC, who maintain

records and report this activity to DoJ and ODNI.

—tSHREFSH5A—+FY¥E Dissemination of collection acquired when post-

tasking technical checks are not functioning properly In 2013, NSA identified
and reported an incident in which a system modification caused incomplete

production of

I('se'e the Post-Targeting section). Amended

minimization procedures approved in November 2013 required application of
procedures that NSA developed in response to the incident. These procedures
included additional verification of target location before FAA communications

acquired during a period wher

post-tasking technical checks are not

functioning as intended are used for targeting and dissemination, These procedures
were the subject of several communications across SID, as well as training sessions,
and are documented on NSA’s FAA §702 web page.

(U/AFBHE6) Table 35 summarizes the sharing and dissemination provisions of the
FAA §702 targeting and minimization procedures and the controls implemented by

NSA to maintain compliance.

(U) Table 35. Sharing and Dissemination Provisions and Controls

e

(U) NSA has established processes to ensure
that raw traffic is accessible in authorized
repositories only to those who have had the
proper training.

(U) Annual FAA §702 training addresses analyst
responsibility for ensuring that individuals with
whom they wish to discuss FAA §702
communications have the necessary credentials
and training.

(U) NSA may provide to the CIA and FBI
unminimized communications acquired
pursuant to FAA §702. These communications
will be based upon targets that each agency
identifies fo NSA. i
(b)(1) :
(b)(3)-P.L. 86-3

(S SV adjudicates TRs from CIA and FBI. If

approved, the agencies will receive unminimized
communications| |

For requested targets whose selectors

are alea r_Laﬁjgﬁ_d_by_N_SA__&L:) personnel will
dual-route to provide

i !lnternet communications to the
Tequesiing agency.

(U) Minimization procedures require NSA be
able to purge communications that meet
specific requirements.

(U) To account for and trace dissemination based
on FAA §702 communications and to comply with
purge requirements, analysts must document
certain information for the data sources in each
report, including the certification under which data
was collected and a statement verifying that each
piece of traffic used was confirmed as eligible for
retention. This is addressed in annual analyst
training and NSA reporting policy.

(U/feder) A new reporting tool, first introduced in
2013, performs the source verification
automatically. Successful completion of this
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process with no flags confirms the traffic is not
subject to purge and may be used as a source for
reporting.

(U) A dissemination based on communications
of or concerning a USP that are eligible for
retention may be made, if the identity of the
USP is deleted and a generic term or symbol
is substituted so that the information cannot
reasonably be connected with an identifiable
USP. Otherwise, dissemination of intelligence
based on communications of or concerning a
USP may only be made to a recipient requiring
the identity of such person for the performance
of official duties and only if at least one of
eight criteria is met.

(U) This requirement is consistent with NSA
reporting policy for all reporting based on
communications of USPs.

(U) NSA analysts seeking to use a discrete
communication within an MCT for reporting
must document that specified analysis has
been performed.

(U/FEe+ Annual FAA §702 training includes the
requirements for reporting based upon discrete
communications within an MCT and the
documentation required. SV reviews this
documentation for certain MCTs. (See Oversight -
SID Oversight and Compliance .)

(U) All proposed disseminations of information
constituting USP attorney-client privileged
communications must be reviewed by the NSA
OGC before dissemination.

(U) Monitoring of attorney -client
communications between a person known to
be under criminal indictment in the United
States and an attorney representing that
individual in the matter under indictment must
cease once the relationship has been
identified. Acquired communications must be
logged and the National Security Division of
the DoJ notified so that appropriate
procedures may be established to protect
such communications from review or use in
criminal prosecutions, while preserving foreign
intelligence information contained therein.

(U) Annual FAA §702 training addresses
procedures analysts must perform to disseminate
this data. OGC notifies Dod NSD of such
communications and advises mission personnel on
dissemination.

(U/Hed®) Minimization procedures require
that domestic communications be promptly
destroyed upon recognition, unless DIRNSA
approves the communication for a destruction
waiver, Domestic communications for which a
destruction waiver is approved may be
disseminated. If a waiver has been obtained,
NSA may share domestic communications
believed to contain evidence of a crime with
appropriate federal law enforcement
authorities in accordance with applicable laws
and regulations. Without a destruction waiver,
NSA is authorized to notify the FBI if
information in a domestic communication
indicates that a target has entered the United
States and may provide information to both
the CIA and FBI for collection avoidance
pUrposes.

(U) Annual FAA §702 training addresses this
requirement.
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~“(SHRETFOU5A—FYEY NSA is permitted to

disseminate evaluated minimized information
to foreign partners.

“+ESHRETFO-EEA—FEY NSA policy requires that
dissemination of EMT acquired pursuant to

FAA §702, other than as serialized product, must
be approved by the SIGINT Director and a record
of the dissemination provided to SV.

(U) NSA may disseminate raw data to a
foreign government for technical or linguistic
assistance.

(U) Annual FAA §702 training addresses the
requirement that such dissemination must be
approved by SV and OGC, who will manage the
restrictions on this dissemination, keep the
required records, and report to DoJ and ODNI

4S54 If NSA seeks to use information
acquired pursuant to FAA §702 when there is
uncertainty about the location of the target of
the acquisition because post tasking
checks described in NSA's 02
targeting procedures were not functioning
properly, NSA will follow internal procedures
for determining whether such information may
be used.

SN Procedures addressing the requirements
for use of data acquired when post-tasking
checks are not functioning as intended
“were communicated to mission personnel and are
documented on the FAA §702 web page.

(b)(1)
(b)(3)-P.L. 86-36

(U) Purge

(b)(1)
(b)(3)-P.L. 86-36
(b)(3)-50 USC 3024(i)

(U) Background

“SHREEFOH5A Y The Post-Targeting section documents the requirements for

destruction of communications and the processes that may identify a change in the
target’s location or USP status. These processes include analyst review of

communications, |

|and receipt of information from other

agencies. If the circumstances result in unauthorized collection, the non-compliant
data will be identified and purged.® The period of the unauthorized collection is
included in an incident report documented by SV and is used by the purge
adjudicator, who initiates the purge process.

(U/#26e+ Compliance controls—pur ge of FAA §702 communications e
Manual and automated controls support the purge process. SID’s Mission Support-
Systems and Data Compliance Group, within the Directorate for Analysis and
Production, developed a purge information web page to guide analysts. This page
includes instructions to purge communications collected under FAA §702 authority.
The directions call for analysts to contact SV, if they believe that purge of FAA §702
data is required, because nearly all cases requiring purges also require incident

reports.

S5 REEFSBSAEYS The purge web page describes two types of purges: 1)
incident or parametric purges which are necessary when the reason for the purge
affects all collection for a target or selector over a period of time (SID’s Mission
Support-Systems and Data Compliance Group performs these); and 2) purge upon

*(U) “Purge” refers to the deletion of communications from systems that were acquired as 4 result of unauthorized
collection or otherwise are not authorized for retention pursuant to the minimization procedures,

PSSy From (he time of collection. ]

|

| The following description focuses on the
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recognition or analyst-driven purges. A parametric purge is applied, for example, to

remove communications collected after a target is determined to be in the United
States. Purge upon recognition for FAA §702 is, for example, required when: 1)
NSA identifies a discrete domestic communication within an MCT, requiring the

entire MCT to be purged or 2) a legally acquired foreign communication between a
foreign target and a USP or a communication in which the subject is a USP found to
have no foreign intelligence value.

(U/F0H68) NSA has implemented a mission compliance standard for purges which
states that, consistent with NSA’s FAA §702 minimization procedures and absent a
destruction waiver, some or all communications data acquired under the authority
must be purged if any of the following criteria are satisfied:

-

(U) The targeted person is confirmed or believed to be a USP, regardless of
location (purge all communications),

(U) The targeted person was confirmed or believed to be in the United States
at the time of collection (roamer) (purge collection acquired during period of
U.S. travel),

(U) A person was incorrectly targeted (purge all collection),

(U) The tasked selector is known or suspected to be used by a USP (purge all
communications from known date of use by the USP),”

(U) The tasked selector was known or suspected to be accessed from within
the United States (purge communications from date of access),

(U) The tasked selector was tasked before being approved for tasking,
remained tasked for any reason after collection was no longer authorized, or
was tasked under the wrong authority (purge all collection),

(U) An incorrect selector was tasked (purge all collection),

(U) The communication is one in which the sender and all intended recipients
were in the United States at the time of acquisition of the communication
(purge affected communications), or

(UAOH6)-The communication otherwise qualifies as a “domestic
communication” as defined in the FAA §702 minimization procedures and
DIRNSA or the Acting DIRNSA has not executed a destruction waiver to
authorize continued retention of the communication (purge affected
communications).

(U/FOH0) Purge processes Purging involves four processes: nominate data to
purge, adjudicate purge nominations, execute purge actions, and verify_purge actions.
Other systems are certified to hold certain data copied or derived from data

(b)(3)-P.L. 86-36

s

(0)(1)
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focuses on the (b)(3)-P.L. 86-36

objects. These S\:zstems have their own purge processes. The following description
(U/AOH6) Nomination for purge Nomination involves identification of the
selectors and time period for which communications must be destroyed. For

FAA §702, most are identified in incident reports, and SV determines whether purge
is required and documents the date range for purge in the incident report. Purges of
specific data objects are also initiated by analysts recognizing content that meets
minimization criteria, but which is not an indicator of a compliance incident. This
process is known as “purge upon recognition.” For this type of purge, the identifiers
of the affected communications are placed on the MPL in “discover state” before a
modified version of the process described below is followed.

(U//FOE6y Adjudicating purge nominations Purge adjudication is the process
whereby the purge adjudication authority, SID’s Mission Support-Systems and Data
Compliance Group, determines the validity and accuracy of a nominated purge
request, locates the data required for destruction, and places the data objects on the
master purge list (MPL). The goal of adjudication is to ensure compliance with purge
criteria without over-purging communications at the expense of mission. The
adjudicator:

» (U/FBY®) Evaluates the nomination against the purge criteria (unless a
determination was made during incident processing).

« (U/HBHE) Using logical parameters provided in the nomination, determines
and issues search criteria for discovery of potentially affected communications
. 92
in the

« (U//FBYO) Reviews and collates the results of purge discovery searches[  (B)(3)-P.L. 86-36

= (U/AOH6e) Enters identifiers of affected data objects in the MPL in “discover
state™ to prevent use as a source for new SIGINT reporting or other controlled

uses and to initiate checks to determine if the objects were used in prior
SIGINT reporting,

= (U//FOH8) Manages the impact of pending or approved destruction waivers
that may exclude specific objects from purge,

« (U/FOHE0) For data objects requiring purge, changes MPL state of their
identifiers to “purge” and issues purge execute orders to the to
delete those objects, and

* (U/FOH0) Records the decision to purge, release, or quarantine the data
objects in the corporate purge tracking systcmli'which retains  (b)(3)-P.L. 86-36

X ?UH"FG'UFB‘) The discovery. process i§ performed by a limited number of individuals with special access lor each
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submitted data identifiers with historical records of actions taken and cross-
references to original compliance incidents and/or purge nominations that
caused them to enter the purge process.

(U/ABB0) For purges stemming from system or technical errors, collection and/or
technical subject matter experts are typically relied upon to conduct or assist with
purge discovery. Some aspects of the adjudication process may be modified based on
the details of the specific incident.

(U/FOH6y Executing purge actions The purge executor receives purge dcc151ons

from the adjudication authority, issues execute orders ol bystem owners  (b)(3)-P.L. 86-36

containing the unique identifiers of the data to be purged, confirms receipt of the
orders, changes the MPL state for those identifiers to “purge.” and retains records of
the purge action for five years. ] system owners are responsible for
processing the orders, rendering the specified data unrecoverable, and confirming
completion of purge execute orders.

(U/Ae%6 Verifying purge actions Procedures are performed to provide
additional assurance that system owners have purged required SIGINT data from
NSA - SV obtains random samples of data from the master purge list and
determines whether the data objects have been removed from the systems selected for
review.

(U/H#SH6) Automation to support purge processing Much of the purge process
is performed manually. NSA is developing a system to automate more ofthe purge
process in phases between | o=

(U/F8H0) Reports affected by purge actions SIGINT reporting procedures
require MPL checks to prevent publication of new reports with sources that were
subject to purge. Additional measures are taken to detect and adjudicate already-
disseminated SIGINT products affected by a compliance incident or specific data
identified during purge discovery. Incident reports include information SV obtained
from the mission team on reports issued related to the target or collection referenced
in the incident. Another source of information is a daily query run by NSA's
management information systems for SIGINT production against the MPL to identify
reports sourced from communications listed on the MPL, whether because of an
incident or purge-upon-recognition.

(U/AFOHOr When SIGINT products with potentially "tainted" sources are identified,
the Reports under Review (RUR) team coordinates with the mission team that issued
the report, the purge adjudication authority, SV, and OGC, as necessary, to determine
and complete appropriate actions. This may include requesting a destruction waiver
to permit retention of the traffic and allow the report to stand, removing the MPL-
listed traffic completely from the report and revising and reissuing the report, or
recalling the report. The RUR team maintains a list of affected reports and their
status that is updated when the report analysis is complete. The purge adjudication

¥8P SEERE? “Sl“?‘eFeR;‘v
121

(b)(3)-P.L. 86-



DOCID:

4273474

FOP-SECRET/SHAOTFORN-

ST-14-0002

authority makes necessary changes to the status of the communication identifiers on

the MPL, depending on the action taken.

(U/Ao56) Table 36 summarizes the purge provisions of the FAA §702 targeting and
minimization procedures and the controls NSA has implemented to maintain

compliance.

(U) Table 36. Purge Provisions and Controls

(U//Fe89 Telephony communications and
Internet communications acquired with the
assistance of the FBI from Internet service
providers that are not approved for retention
under the standards set forth in the
minimization procedures and that are known
to contain communications of or concerning
USPs will be destroyed upon recognition.

(U/A=e884 Annual FAA §702 training addresses

post-targeting review of target communications and
situations requiring destruction of communications,
which most often require notification to SV and an

incident report.

(Ui Internet transactions acquired
through NSA's upstream collection techniques
that do not contain information that meets the
retention standards set forth in the
minimization procedures and that are known
to contain communications of or concerning
USPs will be destroyed upon recognition.

(U/iFeEes Annual FAA §702 training addresses
post-targeting review of target communications and
situations requiring destruction of communications,
which most often require notification to SV and an
incident report.

(U) Internet transactions that are identified and
segregated pursuant to the requirements for
processing MCTs and are subsequently
determined to contain a discrete
communication in which the sender and all
intended recipients are reasonably believed to
be in the United States will be handled as
domestic communications.

(UliFeB®) Annual FAA §702 training addresses
post-targeting review of target communications and
situations requiring destruction of communications,
which most often require notification to SV and an
incident report.

(U//FEST A communication identified as a
domestic communication (and, if applicable,
the Internet transaction in which itis
contained) will be promptly destroyed upon
recognition, unless DIRNSA or the Acting
DIRNSA approves a destruction waiver after
determining the communication meets one or
more of four specific conditions.

(U/iFEete3 Annual FAA §702 training addresses
post-targeting review of target communications and
situations requiring destruction of communications,
which most often require notification to SV and an
incident report.

(UiFFe"e) Any communications acquired
through the targeting of a person who at the
time of targeting was reasonably believed to
be outside the United States but is in fact
inside the United States at the time such
communications were acquired and any
communications acquired by targeting a
person who at the time of targeting was
believed to be a non-USP but was in fact a
USP at the time such communications were
acquired will be treated as domestic
communications under these procedures.

(U/iFed€) Annual FAA §702 training addresses
post-targeting review of target communications and
situations requiring destruction of communications,
which most often require notification to SV and an
incident report.
“SHRETFE-USATvEYY In addition to analyst
review of communications, investigation of
notices from others involved in processing
FAA §702 information, and receipt of information
from other agencies may identify an incident. If the
circumstances of the collection require an incident
report, analysts and SV work together to determine
the extent of the communications affected. This is
used to document the purge parameters in an

FOP-SEERET/SHNOTORN
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(b)(3)-P.L. 86-36

incident report, which becomes the source for the
purge adjudication process.

(U/Herer) Communications identified for purge
are subject to adjudication to determine whether
the nominated data objects are consistent with the
purge criteria, communications affected by the
incident have been properly identified, destruction
waivers (pending or approved) may affect the

purge |

|

The adjudicator adds the relevant data
to.the Master Purge List (MPL) to prevent its use in
targeting and reporting and issues purge execute
orders to appropriate systems,

(UlFeH8) Owners of the FAA §702|:|
execute the purge orders, remove data matching
the included identifiers, and acknowledge
completion of each order,

(U//FeBOT NSA's management information system
for SIGINT reporting queries the MPL daily to
identify data objects added to the list that may be
associated with issued reports. The Reporis under
Review team uses this information and incident
report data concerning reporting associated with
the affected communications to follow up with
mission personnel for recall or reissuance of the
reports.

(U/fF&He SV randomly samples records from the
MPL, comparing them to the FAA §702
repositories to assure completeness of purge.

—&#M For information acquired pursuant to
FAA §702 during a period when|
post-tasking checks were not functioning
properly, resulting in uncertainty about the
location of the target of the acquisition, if NSA
determines that the target is reasonably

at the time the information was acquired, such
information will not be used and will be
prompily destroyed.

believed to have been inside the United States

o

S SID guidance, NSA Procedures for the Use

of FAA 702, 704 or 705(b) Collection, last revised
15 November 2013, was updated to provide
manual procedures for evaluating data when
NSA's post-tasking[_____Jchecks are not
properly functioning.

(1)
(3)-P.L. 86-36

(U) Retention of Data

(U) Provisions of FAA §702 certifications

(U//He66) The retention criteria in the minimization procedures apply only to
communications not subject to purge based upon other minimization requirements

(sce the Post-Targeting section).

(U//FE%6r NSA minimization procedures state that telephony | |

communications will be retained no longer than five years from the expiration date of

the certification authorizing collection, unless NSA analysts have determined that the
communications meet the retention standards set forth in the minimization
procedures, for example, communications necessary to understand foreign
intelligence information. Communications for which SIDDIR has approved longer
retention and for which a purge was not otherwise required, may also be retained.

;
—FOP-SECRET/SHNOTFORN-
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Communications for which DIRNSA has waived destruction may also be retained in
accordance with the terms of the destruction waiver.

(U) In general, NSA may not retain Internet transactions obtained through upstream
collection techniques longer than two years from the expiration date of the
certification authorizing collection. However, NSA may be able to retain certain
Internet transactions longer, 1f at least one discrete communication within the
upstream Internet transaction would otherwise meet the retention standards and cach
discrete communication within the transaction is to, from, or about a tasked selector
or not to, from, or about a tasked selector and is also not to or from a USP or person
reasonably believed to be in the United States. The minimization procedures also
required destruction of all upstream Internet transactions acquired before

November 2011.

(U) Retention control procedures

(U/FOHEr System certification The NSA system certification process
implemented in 2010 (see the Repositories section) includes the Agency’s
requirements for compliance with the FAA §702 retention limits established in the
minimization procedures. To be certified, FAA §702 systems must: 1) limit retention
of unminimized data records to the authorization and retention periods of the
certification under which they were collected, 2) retain data with an approved age-off
waiver beyond the normal age-off period (SID Director waiver), and 3) provide a
means to identify data records to be retained beyond the maximum retention period
specified by the collection authority under which it was obtained. ””

(U/A6665 Data tagging Data tags are now associated with most collection before
it is made available to data stores accessible to analysts. The tags include the
certification under which the communications were obtained, further supporting
NSA’s ability to identify records that meet the criteria for removal from system
repositories based upon age-off requirements associated with each certification. In
2014, new data tags were implemented to distinguish among the retention periods for
upstream Internet transactions (two years), downstream collection (five years) and
telephony data (five years).

(U/AFOH6) Implementation and monitoring of age-off Processes have been
implemented to age-off data in FAA §70 ‘Though the minimization ~ (b)(3)-P.L. 86-36
procedures require data be aged-off within two or five years of expiration of the

certification, depending upon the source of collection, the processes NSA uses for

determining age-off result in earlier removal of data (sce Table 37).%

* (U//POH6) NSA’s FAA §702 minimization procedures provide no maximum retention period for foreign

communications determined to contain foreign intelligence information. The age-off requirements apply to
communications for which such a determination has not been made,

' (U/FOEO) The FAA 702 cerlifications are renewed annually. Expiration of the certification in effect for any
collection would cccur somewhere between 1 and 365 days of that collection. NSA applies age-off criteria Lo time
of collection or recording date, not the expiration of the certification.

—TOP-SEERET/SHNOFORN-
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(b)(3)-P.L. 86-36 (U) Table 37. System Age-Off Procedures

(b)(1)
(b)(3)-P.L. 86-36
(b)(3)-50 USC 3024(i)

* (U/He@) Enterprise data header (EDH) is a small set of metadata tags applied to a piece of
issi that it can be identified, protected, tracked, and handled throughout its life cycle.
: ill enly accept data with an EDH.

: T (UFeOT Systems scheduled to be decommissioned.
(b)(3)-P.L. 86-36 * (U/FFee) DTOI, date and time of intercept.

e | 1

i
i e~

(U/40H0) Table 38 summarizes the retention provisions of the FAA §702 targeting
and minimization procedures and the controls NSA implemented to maintain
compliance.
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(U) Table 38. Retention Provisions and Controls

communications acquired by or with the
assistance of the FBI from Internet Service
Providers may not be retained longer than five
years from the expiration date of the certification
authorizing the collection unless NSA determines
that each communication meets the retention
standards in these procedures.

(U)

(U) Internet transactions acquired through NSA's
upstream collection may not be retained longer
than two years from the expiration date of the
certification authorizing the collection, unless
NSA determines that each communication meets
the retention standards in these procedures.
[Additional reguirement regarding MCTs are
addressed in the Purge section ]

FAA §702 systems, includes retention

standards consistent with minimization
procedures.

(U) Data tags are now associated with most
collection before it is made available to data
stores accessible to analysts, Data tags support
identification of recards for age-off.

(UiFess utlizesa (b
software tool to search for data beyond the
required age-off prccedffre_ A similar tool is

being developed for

(U) Intemet transactions that are identified and
segregated pursuant to the procedures for MCTs
will be retained in an access-controlled
repository.

(U) Any information contained in a segregated
Internet transaction may not be moved or copied
from the segregated repository or otherwise used
for foreign intelligence purposes unless it has
been determined that the transaction does not
contain any discrete communication as to which
the sender and all intended recipients are
reasonably believed to be located in the United
States.

(U) Any Internet transactions acquired through
NSA's upstream collection techniques prior to
31 October 2011 will be destroyed upon

recognition.

(U/FEe) NSA has implemented a
segregafion process and sequestered MCT
data is maintained in a collection store where it
is not available for analytic use. None of the
data subject to sequestration has been
transferred fo repositories accessible to
analysts.

(U/HFEHS) NSA has deleted all identified
upstream Internet collection acquired before
November 2011. If additional data is identified
that was subject to this purge requirement, NSA
deletes it upon recognition.

(U) These controls are documented in the
Collection section.

(U) Oversight

(UIFedsy

(U) Provisions of FAA §702 certifications—internal and external oversight
(U//FOBO) The FAA §702 targeting and minimization procedures provide that NSA

will conduct the following oversight:

* (U) Implement a compliance program with ongoing oversight of its exercise
of FAA §702 authority, including the associated targeting and minimization

procedures

= (U) Develop and deliver training regarding procedures to ensure that
intelligence personnel responsible for approving targeting of persons under
these procedures, as well as analysts with access to the acquired foreign
intelligence information, understand their responsibilities and the procedures

that apply to this acquisition

“FOP-SEECRET/SHNOFORN—
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= (U) Establish processes for ensuring that raw traffic is labeled and stored only
in authorized repositories and is accessible only to those who have had the
proper training

« (U/ABY0) Conduct ongoing oversight activities and make necessary reports
to the NSA OIG and OGC, including reports of non-compliance

* (U) Ensure that corrective actions are taken to address identified deficiencies

* (U) Conduct periodic spot checks of targeting decisions and intelligence
disseminations to ensure compliance with established procedures and conduct
periodic checks of queries in data repositories

+5#2F Report incidents of non-compliance with the targeting and
minimization procedures within five business days of discovery to the Dol
NSD and ODNI’s oversight team.”

(U) DoJ NSD and ODNI oversight requirements include:

* (U) Oversee NSA’s exercise of the FAA §702 authority, including bi-monthly
reviews to evaluate the implementation of the procedures

* (U) Oversee NSA’s activities with respect to use of USP identificrs to query
communications collected under FAA §702.

(U) NSA oversight

(U/AeB63 NSA operates a comprehensive oversight framework to maintain
compliance with the FAA §702 targeting and minimization procedures. The NSA
organizations that perform oversight are described below.

(U/FoB6e) FAA §702 Authority Lead is responsible for the implementation and
operation of the FAA §702 authority for NSA. The FAA §702 Authority Lead serves
on NSA’s corporate Authoritics Integration Group and works with other NSA
mission Authority Leads and corporate, legal, policy, compliance, and technology
personnel to coordinate implementation of NSA mission authorities. The FAA §702
Authority Lead addresses the tactical and strategic elements of the program; interacts
regularly with NSA’s OGC, ODOC, TD, LAO, and SID; routinely interacts with Dol
NSD, ODNI, FBI, and CIA; provides direction regarding daily operational and
technical questions; and coordinates input to reports to Congress and the FISA Court.

(U/FOH0) Authorities Integration Group (AIG) is administratively assigned to
ODOC and reports to the NSA Deputy Director. The AIG works directly with SID
and Information Assurance Directorate authority leads, including the FAA §702
Authority Lead, and holds weekly meetings with the authority leads and corporate
process leads (e.g., TD, ODOC, OGC) to bring legal, policy, compliance, technology,
and mission areas together to provide recommendations on the implementation of the

** (U) ODNI's oversight leam is comprised of ODNI's Office of General Counsel, ODNI's Civil Liberties and
Privacy Office, and ODNI's Office of the Deputy Director of Nalional Inielligence for Intelligence
Integration/Mission Inlegration Division.
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authorities. The AIG focuses on the activities of each authority, internal and
external, to ensure that they are coordinated and integrated across NSA. The AIG
acts as a “forcing function” within NSA, facilitating discussion among the
Directorates to promote better understanding of how decisions affect the various
authorities. The AIG updates the NSA Deputy Director quarterly on each authority.

(U//F6H6y Office of the Director of Compliance (ODOC) is responsible for
developing and directing the execution of compliance strategies and activities focused
on protecting USP privacy during the conduct of authorize d NSA missions. ODOC
has the authority to develop, implement, and monitor a Comprehensive Mission
Compliance Program for the Agency, which addresses: (1) integration of compliance
strategies and activities across NSA mission, technology, and policy organi zations;
(2) a training and education program for compliance; and (3) maintenance of and
reporting on the status of mission compliance. The CMCP’s focus is on mission
compliance, particularly in Signals Intelligence and Information Assurance
operations, including the technology basc on which they function. The key objective
of the CMCP is to provide reasonable assurance that the legal authorities and policies
affecting USP privacy are reliably and verifiably followed by NSA. The CMCP
includes activities and funding to support compliance with FAA §702, such as
compliance target validation and query tools.

(U/Fey ODOC’s monitoring activitics provide continuous assessment to
determine whether internal controls are operating as intended. Its assessments help
management evaluate the effectiveness of the compliance program and its
components. For example, ODOC reviews compliance activities associated with
queries in NSA repositories, including those related to FAA §702:

= (U/FeB0) ODOC analyzes queries  (b)(3)-P.L. 86-36
forwarded to the query audit database that could indicate a problem in
communicating with the repositories queried,

* (U/AFOY0) It verifics that all queries requiring post-query review are
assigned to reviewers,

= (U/FSTO) It monitors the number of queries selected for review and the
timeliness of review, and

+ (U//FOH6 It tracks the super audits performed by SV (see the Oversight
section).

(U/FOHE63 1In addition, ODOC performs Compliance Vulnerability Discovery
(CVD) reviews that focus on high-risk areas within the CMCP to discover
compliance weaknesses. In 2013, ODOC completed two CVDs focused on mission
compliance with SIGINT authorities. Table 39 summarizes these CVDs.
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(b)(1)

(b)(3)-P.L. 86-36

(U) Table 39. Compliance Vulnerability Discovery Reviews

']
e
':|I"

05/03/13 Fisa/ Multiple Reviewed implementation of controls to
FAA §702 | Communications segregate unauthorized data from NSA's FAA
Transactions §702 Upstream Multiple Communications
Transactions

071713 All Data Ta'gjind | Reviewed data from NSA systems for proper

tagging to support designation of these systems

as

(b)(3)-P.L. 86-36 (U/Eoue)

(U/AeH8) ODOC has also implemented processes to ensure that NSA
representations to external overseers are accurate and NSA personnel have a
consistent understanding of program activities. VoA and verification of
implementation reviews are performed on written NSA representations that describe
the Agency’s acquisition, processing, retention, analysis, and dissemination and form
the basis for legal opinions, FISC Orders, and Exccutive Branch decisions. In 2013,
ODOC conducted VoAs with FAA §702 stakeholders for the affidavits and targeting
and minimization procedures supporting renewals of FAA §702 certifications. One
verification of implementation was conducted in June 2013 with NSA external
partners (DoJ NSD and ODNI) on procedures for implementing the FAA §702
targeting procedures.

(U/A0H6) SV implements the SIGINT compliance program across NSA. SV
establishes SIGINT compliance standards and provides guidance across the global
SIGINT enterprise, manages incidents of non-compliance, monitors compliance in
high risk areas, resolves problems, and verifies compliance through audits and by
managing the SIGINT Intelligence Oversight Officer program. SV manages
resources to ensure that NSA corporate systems and capabilities align with CMCP
solutions.

—EREETFOHSATFYEY To mantain NSA’s compliance with the FAA §702

targeting and minimization procedures, SV:

- SR I

(U/ABt0) Adjudicates TRs for selectors nominated by the CIA and FBI,

(b)(3)-50 USC 3024(i) l}.nhﬂﬂg the same process used for NSA TRs

o S RcvichI Itasking requests for completeness.

I |
* SHREEFO-HSAES Performs post-tasking analysis for FAA §702

selectors suspected of being accessed within the United States
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= (U/ABH6) Investigates all incidents of non-compliance with FAA §702
targeting and minimization procedures, coordinating with TV when a potential
incident involves a system. SV works with the mission team to document

FAA §702 incidents, promptly reports them to OGC, OIG, and ODOC, and
maintains a permanent record

= (U/FEE6) Works with mission personnel and OGC to process destruction
waivers as necded

* (U/AH63 Conducts super audits of queries of raw SIGINT databases that
provide records of queries to the corporate logging and auditing system to
analyze the quality of query reviews by auditors

= (U/FFeEy Completes Purge Verification Activities quarterly fof |‘bN3)'P‘L' b
and certain other stores that hold FAA §702 data to assess NSA’s

effectiveness in purging non-compliant SIGINT

= (U/ABH97 Oversees use of MCTs as a source for reporting and verifies
completion of required documentation *

= (U/FOYOy Serves as the FAA §702 tasking liaison for the NSA enterprise,
IC customers (FBI and CIA), and overseers from Dol NSD and ODNI

= (U/FeH8) Provides documentation for review by DoJ NSD and ODNI. SV
TeVIews I_):lfor each selector tasked and reviews records of

(b)(3)-P.L. 86-36 information shared with NSA SIGINT partners for compliance with
dissemination requirements. Records of database queries using USP query
terms and records of USP reporting arc also provided to overseers. SV
coordinates responses by NSA organizations to questions from DoJ NSD and
ODNI during their review of information SV made available.

= (U/HABH0O) Pre-approves USP content queries in conjunction with OGC

« (U/HBU0) Participates in the verification of accuracy process for renewals of
certifications and targeting and minimization procedures

« (U/ABH07 Partners with the Associate Directorate for Education and
Training to develop and implement oversight and compliance training for the
SIGINT workforce. SV co-develops and reviews all updates of the FAA §702
course.

(U/AeH6) SID Analysis and Production, Mission and Compliance Office This
office supports all areas 0f NSA’s SIGINT operations by overseeing:

YHSHATFT Three types of MCTs are made available to analysts. Two types of transactions made available to
analysts after the MCT sequestration process are those that contain only discrete communications (no MCTs) and
those where the active user of the selector is a largeted individual. SV performs oversight of the third type, where
the active user of the selector is a non-targeted individual outside the U.S. (an example of “abouts™ collection). SV
examines these MCTs for compliance with NSA reporting guidance (ISS-185-11), which states that analysts are
“only authorized to use those discrete portions of MCTs containing the targeted selector.”

—LOPSECREFHSHNOFORN—
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« (U/HeH6) FAA §702 adjudication and training (interfacing with analysts
on how to use the authority, approving new adjudicators who meet training
and mission requirements, and reviewing adjudicated TRs for compliance)

* —~&4NF Dual-route adjudication (approving provision of the results of
targeting to the CIA or FBI for selectors already on NSA collection)

* S REEFOYUSATFY-FISA and production metrics (providing

feedback to management on use of the authority and analyst/adjudicator
performance)

s ASHREEFOHSATFHSA The application of the authority (e.g.,

i instructions for maintaining compliance when| |
(b)(1) were not operating, targeting and adjudication checklists, and general
(b)(3)-P.L. 86-36 guidance on the analytic use of the authority).

(U/+6H0) TD Office of Compliance (TV) is responsible for identifying, assessing,
tracking, and mitigating compliance risks, including USP privacy concerns, in NSA
mission systems across the extended enterprise, including systems that hold FAA
§702 data. TV manages the system compliance certification process, continuous
compliance monitoring, and technical compliance incident reporting and also trains
technical personnel. TV performs VoAs for arcas assigned to it in NSA
representations.

(U/}-FB-HG’;I:I TV began certifying FISA systems, including the FAA §702
(b)(3)-P.L. 86-36 systems, to ensure compliance with the law and policies protecting USP privacy (see
the Repositories section).
(U) The Office of the General Counsel provides legal advice to NSA and is the
liaison to DoJ NSD for NSA’s FAA §702 program. One of its main oversight
responsibilities includes independently assessing potential incidents of non-
compliance.

(U) OGC receives reports of potential incidents of non-compliance from SV. OGC
compiles FAA §702 incidents daily, provides them to DoJ NSD and ODNI, and
makes an initial determination whether incidents represent non-compliance with the
FAA §702 certifications and targeting and minimization procedures. OGC notifies
Dol NSD and the ODNI’s oversight team of potential incidents of non-compliance
with the targeting procedures within five business days of discovery, as FAA §702
targeting procedures require. OGC reviews all proposed disseminations of
information constituting USP attorney-client privileged communications before
dissemination, as NSA’s FAA §702 minimization procedures require. For all
violations of NSA’s FAA §702 targeting and minimization procedures, OGC
coordinates input from NSA organizations and edits the content for factual and legal
accuracy. DoJ NSD prepares Rule 13 notices, in coordination with ODNI.
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(U) OGC performs additional oversight responsibilities including:

= (U//FOHO) Reviews requests to perform content queries using USP selection
terms. Only OGC approved selection terms can be used to perform content
queries of USP information.

BETIC |
b)) b |
fgzgi:gol'ugg?’3324(n' IﬁS?‘?‘S‘[??‘N’P‘j Reviews| [tasking requests for completeness. |

= =1

* (U/FFBYO-Participates in the VoA process.

* (UHFOUS) Reviews and makes updates to the FAA §702 course, as
necessary.

(U) Office of the Inspector General (OIG) conducts audits, special studies,
inspections, investigations, and other reviews of the programs and operations of NSA
and its affiliates. OIG oversight includes:

* (U) Performing audits and special studies of the FAA §702 program

* (U) Receiving notification of incident reports for all NSA authorities,
including FAA §702, saved in the Agency’s corporate incident reporting
databasc

» (UHFOHO) Reviewing Congressional notifications and notices filed with the
FISC ofincidents of non-compliance with FAA §702 targeting and
minimization procedures

* (U) Preparing Intelligence Oversight Quarterly Reports, in coordination with
the DIRNSA and OGC, that summarize compliance incidents for all
authorities occurring during quarterly review periods and forwarding the
reports to the President’s Intelligence Oversight Board through the
ATSD(10) "

= (U) Performing intelligence oversight reviews during OIG inspections of joint
and field sites

= (U) Maintaining the OIG Hotline, responding to complaints, including
allegations of SIGINT misuse by NSA affiliates operating under DIRNSA’s
authority

= (U) Reporting immediately to the ATSD(10) a development or circumstance
involving an intelligence activity or intelligence personnel that could impugn
the reputation or integrity of the IC or otherwise call into question the
propriety of an intelligence activity.

7 (UAHeHE) In 2014, the ATSD(IO) was changed lo the Office of the Senior DoD Iuntelligence Oversight Official.
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(U//Fed®) The OIG reviews management controls, maintains awareness of
compliance incidents, and stays informed of changes affecting NSA authorities,
including FAA §702. OIG reviews of the FAA §702 program allow it to
independently asscss compliance with minimization procedures. Since the Agency
obtained FAA §702 authority in January 2008, the OIG has completed annual reviews
of reports containing references to USP identities and targets later determined to be in
the United States, as the statute requires. The OIG has also completed two special
studies of the program (Table 40).

(U) Table 40. OIG Reviews of the FAA §702 program

(U//f<5e9 Reviewed management controls for

(U) Assessment of Management

312913

Controls Over FAA §702 (ST-11-0009) [ maintaining compliance with targeting and
minimization procedures.
10/29/13 | -feH] 5| |

(b)(1) Saals
_ (b)(3)-P.L. 86-36

(U) External oversight (b)(3)-50 USC 3024(i)

(U/FEH0) Dod NSD and ODNI closely coordinate to perform oversight to ensure

that NSA’s FAA §702 program is compliant with the statute and FISC rulings. Dol
NSD is the primary liaison between NSA and the FISC for all matters pertaining to

the FAA §702 program. DoJ NSD and ODNI oversight includes:

* (U/FBeB6) Reviewing and approving annual certification renewals and
updates of the associated targeting and minimization procedures and filing
them for FISC approval

= (U) Providing guidance to the NSA OGC on legal opinions relating to the
interpretation, scope, and implementation ofthe FAA §702 authority

= (U/FOH0O) Reviewing bricfings on NSA proposals to substantia lly modify
systems or processes supporting FAA §702. This allows NSD to determine
that the modifications are lawful and that the Attorney General (AG) and the
FISC are aware of the scope and nature of the changes

= (U) Evaluating and investigating potential incidents of non-compliance with
the statute or procedures and reporting any matter determined to be a
compliance incident to the FISC

* (U) Reviewing NSA bricfings and training transcripts to ensure that they
accurately describe the requirements of the FAA §702 Orders

“+5F) Performing bi-monthly reviews of NSA authorities under thelzl
FAA §702 certifications. The reviews include NSA’s targeting decisions,
(b)(1)
4 : (b)(3)-P.L. 86-36
: : (b)(3)-50 USC 3024(i)
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including source documentation supporting these determinations, to assess
compliance with NSA targeting procedures and AG Acquisition Guidelines.
The reviews also examine database queries using USP query terms and
disseminations of serialized reporting and EMT.

* (U) Preparing the periodic reports the statute requires:

|. 4SHNEY Dol submits the Semiannual Reports of the AG Concerning
Acquisitions under Section 702 of the FISA to Congress and the FISC,
Pursuant to FISA §707, the AG reports on the acquisition of foreign
mtelligence information conducted under the FAA §702
certifications by NSA and FBI. While the CIA does not acquire the
information, it may receive unminimized data that NSA and FBI acquired.
The AG’s semiannual reports focus on analysis of incidents of non-
compliance with targeting and minimization procedures by NSA and FBI
and incidents of non-compliance with minimization procedures by CIA.

2. —t5+NF Jointly, the AG and the DNI submit the Semiannual Assessments
of Compliance with Procedures and Guidelines Issued Pursuant to Section
702 of the FISA to Congress and the FISC. These reports summarize the
oversight performed on implementation ofthe FAA §702 authority, trends
in targeting and minimization (e.g., changes in the number of sclectors
under collection and statistics on use 0fthc|:|ccrtiﬁcati0ns), and
compliance incidents with the FAA §702 authority for NSA, FBI, and the
CIA.

+ (U) ODNI hosts bi-monthly interagency meetings and a weekly phone call to
discuss FAA §702 implementation and compliance matters.

=TSN The FISC reviews and, when satisfied that the legal requirements have been
met, approves all renewals of certifications and targeting and minimization
procedures for the FAA §702 authority that have been authorized by the AG and
DNL” In addition, the FISC reviews representations NSA made regarding the
operation of the program and Rule 13 notices of incidents of non-compliance filed by
DoJ NSD on behalf of NSA. If the Court finds that incidents of non-compliance
result from processes inconsistent with the targeting and minimization procedures
(e.g., incomplete application of the-iidentiﬁcation), NSA will be
required to change its internal systems or procedures and report to the Court on the
progress made to achieve compliance. The Court may also determine that additional
measures or changes are required to the targeting and minimization procedures (e.g.,
sequestration of MCTs), ifit deems that NSA processes do not adequately protect
USPs.

" (U/PEH83 The AG and DNI authorize the collection of data pursuant to FAA §702 using targeting and
minimizalion procedures adopted by the AG (in consultation with the DNI). The FISC must approve the
certifications and associated procedures thal the AG and DNI have authorized.

—TOP-SEERET/SHANOFORN-
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(U/ABY0) Table 41 summarizes the oversight provisions of the FAA §702 targeting

and minimization procedures and the controls NSA implemented to maintain
compliance.

(U) Table 41. Oversight Provisions and Controls

(U) NSA will implement a compliance program, (U/#~eE7 NSA operates a comprehensive
and will conduct ongoing oversight, with respect oversight framework to maintain compliance
to its exercise of the authority under FAA §702, with the FAA §702 targeting and minimization

including the associated targeting and procedures. This compliance framework is

minimization procedures, collectively managed by the NSA organizations
described above.

(U) NSA will develop and deliver training (UIHe8) SV partners with the Associate

regarding the applicable procedures to ensure Directorate for Education and Training to

intelligence personnel responsible for approving develop and implement oversight and

the targeting of persons under these procedures, | compliance training for the SIGINT workforce,

as well as analysts with access to the acquired SV co-developed and reviewed all updates of

foreign intelligence infoermation, understand their the FAA §702 course. OGC also reviews and
responsibilities and the procedures that apply to updates the FAA §702 course.
this acquisition.

(U) NSA will establish processes for ensuring that | (U/#S483 TV certifies FISA systems

raw traffic is labeled and stored only in authorized | periodically, including the FAA §702 systems, to
repositories and is accessible only to those who ensure that they comply with law and policy
have had the proper training. protecting USP privacy. TV's certification
process evaluates system controls for
maintaining compliance in a number of areas,
including data tagging and data access.

(U) NSA will conduct ongoing oversight activities (U/Feder SV and TV investigate incidents of
and make any necessary reports, including those | non-compliance with FAA §702 targeting and

relating to incidents of non-compliance, to the minimization procedures. SV works with
NSA OIG and OGC, in accordance with the NSA mission teams to document FAA §702
charter. incidents. SV promptly reports potential

incidents to OGC and ODOC and maintains a
permanent record. When a potential incident
involves a system, TV manages the incident
investigation.

(UIHe8) The OIG receives notification of
incident reports for all NSA authorities, including
FAA §702. The OIG also receives
Cangressional notifications and notices filed
with the FISC of incidents of non-compliance
with the FAA §702 targeting and minimization
procedures.

(U/Fee) OGC receives naofifications of
potential incidents of non-compliance far all
NSA authorities. OGC compiles FAA §702
incidents daily (which it provides to Dod NSD
and ODNI), and assesses whether incidents
represent possible non-compliance with the
FAA §702 certifications and associated
targeting and minimization procedures.
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(U) NSA will ensure that necessary corrective
actions are taken to address any identified
deficiencies.

(UliFee) SV and TV investigate all incidents
of non-compliance with FAA §702 targeting and
minimization procedures and monitor corrective
actions.

(U) OIG performs audits and special studies of
the FAA §702 program; tracks
recommendations until completion.

(U) NSA will conduct periodic spot checks of
targeting decisions and intelligence
disseminations to ensure compliance with
established procedures, and conduct periodic
spot checks of queries in data repositories.

(U/IFe48) SV performs oversight of targeting
decisions, queries, and dissemination and
provides documentation for review by DoJ NSD
and ODNI to support their oversight of NSA's
implementation of FAA §702. SV also conducts
super audits of queries of raw SIGINT
databases.

(U) OGC reviews all proposed disseminations of
information constituting USP attorney-client
privileged communications before
dissemination.

(U/FEHS) NSA will report incidents of non-
compliance with the targeting and minimization
procedures within five business days of discovery
to the DoJ NSD and ODNI OGC, and QDNI
CLPO,

(U/IFEY63 OGC notifies external overseers of
incidents of possible non-compliance with the
targeting procedures within five business days
of discovery. OGC coordinates input by NSA
organizations for Rule 13 notices prepared by
DoJ NSD, in coordination with ODNI, for all
violations of the FAA §702 targeting and
minimization procedures.

(U/FeteT DoJ NSD and ODNI will oversee
NSA's exercise of the FAA §702 authority, which
will include bi-monthly reviews to evaluate the
implementation of the procedures.

1-=+#MH Dod NSD and ODNI perform bi-monthly

reviews of NSA authorities under the

FAA §702 certifications. Dod NSD and ODNI
review NSA's targeting decisions, including the
source documentation supporting these
determinations, to assess compliance with NSA

(U/f€&98) DoJ NSD and ODNI will oversee
NSA's activities with respect to use of USP
identifiers to query communications collected
under FAA §702.

targeting procedures and Attorney General's
(AG) Acquisition Guidelines. NSD and ODNI
also review queries, and disseminations of

serialized reporting and EMT.

(b)(1)
(b)(3)-P.L. 86-36

(U/AeH0) FISC Rules of Procedure require NSA to report to the FISC “corrections
of material facts” and “disclosures of non-compliance” with FAA §702. In addition,
NSA determines whether Congressional notifications are required.

(U) FISC Rules of Procedure

(U//FEH0) The FISC Rules of Procedure govern all FISC proceedings. Rule 13,
Correction of Misstatement or Omission; Disclosure of Non-compliance , is the
procedure NSA follows when notifying the Court, through Dol NSD, of incidents of

non-compliance with FAA §702.

(U) Rule 13(a) Correction of Material Facts Ifthe government discovers that a
submission to the Court contained a misstatement or omission of material fact, the
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government must immediately, in writing, inform the Judge to whom the
submission was made of’

(1) (U) the misstatement or omission;
(2) (U) necessary corrections;
(3) (U) the facts and circumstances relevant to the misstatement or omission;

(4) (U) modifications the government has made or proposes to make in how it will
implement any authority or approval granted by the Court; and

(5) (U) how the government proposes to dispose of or treat information obtained
as a result of the misstatement or omission.

(U) Rule 13(b) Disclosure of Non-compliance Ifthe government discovers that
an authority or approval granted by the Court has been implemented in a manner
that did not comply with the Court’s authorization or approval or with applicable
law, the government must immediately, in writing, inform the Judge to whom the
submission was made of’

(1) (U) the non-compliance;
(2) (U) the facts and circumstances relevant to the non-compliance;

(3) (U) modifications the government has made or proposes to make in how it will
implement any authority or approval granted by the Court; and

(4) (U) how the government proposes to dispose of or treat information obtained
as a result of the non-compliance.

(U) Identifying and Reporting Incidents of Non-compliance

(U) Identifying incidents of non-compliance

(U//EeE) All potential incidents of non-compliance with FAA §702 certifications
and targeting and minimization procedures are reported to SV or TV upon discovery
by analysts and others operating under the authority, as documented in the FA4 §702
Program Control Framework section - Incident Recognition and Reporting. Training
provides a heightened sense of awareness for personnel to identify potential
violations. Incidents may also be discovered through oversight mechanisms
addressed in the FAA §702 Program Control Framework section Posi-Targeting and
Oversight. Monitoring and oversight include manual and technical controls to detect
abnormalities.

(U/FOT0) After review of the incident, SV or TV forwards documentation to OGC.
If OGC believes a violation of the targeting and minimization procedures has or may
have occurred, even if all the facts have not been gathered, preliminary notification is
sent to DoJ NSD. OGC notifies DIRNSA of instances of non-compliance, as
appropriate. Upon receiving initial notification from OGC, DoJ NSD drafts, in
conjunction with ODNI, a notification to the Court, should one be required under the
FISC Rules of Procedure.
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(U/F06) Once the facts have been gathered and OGC has made an initial
determination that a non-compliant FAA §702 event has occurred, OGC finalizes a
notification of non-compliance and forwards it to Dol NSD and ODNI, which make
the final determination as to whether there has been an incident of non-compliance
that must be reported to the FISC. If DoJ NSD and ODNI determine that an incident
of non-compliance has occurred, DoJ drafts a notification, which is coordinated with
the IC elements involved, finalizes it, and files the notice with the Court.

(U//FeB071 Dol NSD often follows up on preliminary notifications with one or more
additional notifications. In some cases, the preliminary notification of an incident
serves as the final notice of that incident, *?

(U/FeH0) In 2013‘|:|incidcnts of non-compliance (13(b)s) were filed with the

FISC for matters identified in that calendar year. None of these incidents involved

inaccurate information in previously filed declarations to the Court, requiring that a
Rule 13(a) notice of correction of material fact be filed.

(U) Congressional notifications

(U/AeH6) DIRNSA, as head of an IC clement, has a statutory obligation to keep the
Senate Select Committee on Intelligence and the House Permanent Select Committee
on Intelligence fully and currently informed of all significant intelligence activities. "
NSA resolves doubts about notification in favor of notification. In addition to
notifying Congress and the Director of National Intelligence, DIRNSA must notify
the USD(I) and other USD(I) staff, as directed by USD(I) guidance. For all

FAA §702 incidents of non-compliance reported to Congressional intelligence
committees, NSA also provides discretionary notifications to the Senate and House
Committees on the Judiciary.

(U//FOEe) NSA’s LAO manages NSA’s liaison with the Congress, and with the
DNI, DoD, the IC, and other U.S. government departments and agencies regarding
matters of concern to Congress. LAO is NSA’s focal point for Congressional
inquiries, correspondence, questions for the record, and RFIs directed to NSA.

(U/FFBB6y NSA/CSS Policy 1-33 provides guidelines for identifying matters that
OGC and LAO must consider reporting to the Congressional intelligence committees
under 50 U.S.C. §§3091 and 3092. The guidelines do not constitute a comprehensive
list of what must be reported. Compliance incidents are assessed under a general
guideline to consider reporting matters that the intelligence committees have

¥ (U/&e46y Dol NSD files the “Quarterly Report o the Foreign Intelligence Surveillance Court Concerning
Compliance Matters Under Section 702 of the Foreign Intelligence Surveillance Act™ which includes incidents Dol
NSD and ODNI determined to be violations of the targeting and minimization procedures (13(b)s) as well as all
other incidents determined not to meet the reporting requirements of 13(b). This quarterly report to the FISC also
provides supplemental information on previously reported compliance incidents.

" (U) 50 U.S.C. §3091, as implemented by Intelligence Community Directive 112, Congressional Notification,
16 November 2011, requires the head ofeach element of'the 1C {o inform Congress on significant intelligence

aclivities.

“FOP-SECRETHSHAOEORN-
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b)(1)

expressed a continuing interest in or which otherwise qualify as significant
intelligence activities or failures.

(U/FEHO) NSA works to keep Congressional intelligence committees fully and
currently informed about the Agency’s activities over and above what is strictly
required to be reported under the guidelines outlined in NSA/CSS Policy 1-33. Ata
minimum, however, NSA must keep the Congressional intelligence committees
timely informed of all major intelligence policies and activities and provide the
information those Committees request.

(U/FOH6) Determining whether Congressional notification should be provided is a
Judgment based on the facts and circumstances and on the nature and extent of
previous notifications to Congress on the same matter. Not every intelligence activity
warrants Congressional notification. NSA’s analysis of the FAA §702 incidents of
non-compliance filed during 2013 resulted in two incidents reported in Congressional
notifications; one related to a 2013 incident, and the other to an incident first reported
in 2012,

—FSHSHAF) Congressional Notification, | | reported a retention

(b)(3)-P.L. 86-36  and dissemination compliance incident involving an NSA corporate database

—FSASHNE- Congressional Notiﬁcation,:provided resolution of'a
matter first reported to the Congressional intelligence committees on

| | This update reported on the actions taken to resolve the
matter, mncluding correction of the affected system component, purge of affected
transactions, verification that no disseminated reports had been based upon
overcollected data, and implementatio n of a post-acquisition review of this type of
data to identify future overcollection.

10] {Ur’lm,}l (_bl
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(U) Incidents of Non-compliance in 2013 (b)(3)-P.L. 86-36
(U/AF6H6%+ In 2013, Dol reported to the CourtDincidcnts of non-compliance with

FAA §702. The incidents and rates of occurrence are in Table 42.

(U//IFOUQ) Table 42. FAA §702 Incidents of Non-Compliance
Reported in 2013

Tasklng Errors* 12%

Detasking Errors’ 19%

Non-compliance with Notification Requirementi 57%

Non- compllance with Documentation 59,
a

Requirement®

Minimization ErrorsT 6%

Other** 1%

* (U) Tasking errors—foreighness support was insufficient to support tasking (e.g., foreignness was
not reestablished following travel to the United States, foreign intelligence purpose explanation was
insufficient, or a typographical error was made).

T(U} Detasking error examples include: (1) delayed detasking which occurs when NSA has a foreign
intelligence target, reasonably believed to be outside the United States at the time of tasking, and
later learns that the target plans to travel to the United States, but does not detask the target's
selectors before the target arrives in the United States; and (2) incomplete detasking of all tasked
selectors when it is determined the target is no longer eligible for tasking.

¥ (U) Notification—NSA's targeting procedures require certain incidents be reported to NSD and
ODNI within five business days, even if these incidents do not involve non-compliance with the
targeting procedures. Specifically, NSA is required to terminate acquisition and notify NSD and
ODNI if "NSA concludes that a person is reasonably believed to be located outside the United States
and after targeting this person learns that the person is inside the United States, orif NSA concludes
that a person who at the time of targeting was believed to be a non-United States person was in fact
a United States person.”

3 (U/e8e) Documentation Errors—The targeting procedures require that NSA provide a citation to
the source of information upon which the determination of the target's foreignness was made. These
errors, in which the citations were not considered adeguate to support the foreignness of the user of
the selector tasked, were identified through DoJ and ODNI review of NSA tasking.

L (U) Minimization errors may include errors in querying, reporting, and retention.
** (U) The “other” incident type often pertains to instances in which systems that suppart compliance
are not operating as intended.

— SN

(U/fFOEO) Examples of incidents, including actions NSA took to mitigate
recurrence, follow. This information is taken from the 13(b) notices Dol NSD filed
with the FISC.

(U/F6H6) Example 1: Incident as a result of delayed detasking

—FS#SHAE Notice of Compliance Incident Regarding Section 702-Tasked

Facilities.

—~ SR INSA reported to the National Security Division (NSD) and
the Office of the Director of National Intelligenice (ODNI) a delay in the detasking of

—TOPSECRET/SH/ANOFORN
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By | NSA determined | |that the

(b)(3)-P.L. 86-36  iarpcted user of [one of the sclectors| had traveled to the US|
I_b:h_lan NSA analyst detasked [the selector associated with the U.S. travel|. The
analyst, however, inadvertently did not detask the othcrl Isclcclorsl used by the
target. NSA discovered this errOTI and detasked| | the

same day. The continued tasking of the [remaining selector| was not discovered until
I:y_]whcn [the selector| was immediately detasked.

(U/FOE) Action taken to mitigate recurrence The target office [was| reminded of
the need to identify and immediately detask all facilities used by a target when the target
is found to be in the United States.

(U/A06> NSA did not issue a Congressional notification about this incident. The
incident was included in the Semiannual Report of the Attorney General Concerning
Acquisitions under Section 702 of the Foreign Intelligence Surveillance Act, dated
March 2014.

(U/F8Y067) Example 2: Other incident (technical error)

~5-E) Notice of Compliance Incident— 2013 (Preliminary) and
2013 (Supplemental/Final) i (D)(1)
= (b)(3)-P.L. 86-36
- —55M S Preliminary | NSA orally notified the NSD of an
(b)(1) incident regarding the |post-tasking checks NSA conducts to help ensure that
(b)(3)-P.L. 86-36 | |accounts tasked for collection pursuant to Section 702 are not

being used from inside the U.S. NSA provided written notice of this incident to NSD and
the ODNI| |

59 NSA identified the following compliance incident as a result of its ongoing
pmccss[ |

S NSA’s post tasking checks are intended to identifv _indications that
users of Section 702-tasked |[sclectors| may be inside the U.S. |

)(1)

)(3)-P.L. 86-36

~S+4F On| INSA identified that certain Section 702 [selectors] were

not being sent f‘roml fol I thereby preventing | |

102 4oy
103
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checks from being conducted regarding these [selectors]. |
()1
(b)(3)-P.L. 86-36
(b)(3)-50 USC 3024(i)
NSA has reviewed| |and confirmed that there 1s no

|selectors] were

| [ndicafing that any of the users of the|
ocated m the U.S. as of]

with g |are now sent to

|NSA made a modilication (o ensure thall |rec0rds

=5+ NSA, NSD, and ODNI |at the time] continue|d] to investigate this incident. The
Department of Justice [committed] to continue to inform the Court of additional

information regarding this incident as it became available.

—t5+F) Supplemental/Final As detailed in the preliminary notice.... NSA determined
that certain Section 702 [selectors] were not being sent from NSA’s| |

Jlo NSA’s |

|thereby preventing| |post-tasking

b)(1)
{b"3)'P.L_ 86-36
(b)(3)-50 USC 3024(i)

J— from being conducted regarding these [sclectors]. |

ib)(1) S | INSA made a modification

(b)(3)-P.L. 86-36 P e

to ensure tha ll

(b)(1) _ NSA
(b)(3)-P.L. 86-36 determined that with respect tof [revealed no
(b){3)-50 USC 3024(i) previously unknown indica'tionsl I
10 FS-‘-? IF}I
|
| INSA was in the process
of fixing this issue at the time the 13(b) was reported to the FISC.
|
| | NSA [at that time] continued to investigate the alert.
106 |

57 To prevent the potential for a fitture compliance incident, NSA has corrected the error thal prevented
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I Iwhilc those facilities were tasked for Section 702 acquisition. With respect to
the remaining | |[selectors], NSA has identified one confirmed period of foaming in
the United States by the intended target, which lasted  |days.|

|acc0unls have been detasked.

(b)ﬁ) - —SHSEAE S_ummary of action takel_z to mitigate recurrence With rcspccl 1'0:'

(b)3)-P.L. 86-36 [sclcclorgl d'1scusscd a‘bovc, NSA advises that the unique 1dentl1ﬁers associated with

(b)(3)-50 USC 3024(i) communications acquired while users were or may ]ln]ave been in the U.S. were added to
NSA’s Master Purge List (MPL) in discover status ?l

=579 The notice also stated that Dol would include this issue in its quarterly report to
the Court regarding Section 702 compliance occurrences and that the report would
confirm that NSA had added the communications to the MPL in purge state.

(U/FO6) NSA did not issuc a Congressional notification about this incident. The
preliminary incident of non-compliance was included in the Semiannual Report of the
Attorney General Concerning Acquisitions under Section 702 of the Foreign
Intelligence Surveillance Act, dated March 2014.

(U) NSA Use of the FAA §702 Authority

(b)(1) —£55NE) NSA asserts that the FAA §702 authority provides significant foreign
(b)(3)-P.L. 86-36 intelligence information related to the foreign intelligence categories specified in the
JFAA §702 certifications. The] |certifications cover] |
(b)(1)
(b)(3)-P.L. 86-36

(b)(3)-50 USC 3024(i)
(U) Methods Used to Assess Effectiveness

(U/F06) NSA maintains a variety of statistics related to the FAA §702 authority
that show the overall contributions to NSA SIGINT reporting, how customers value
and use reports, and the unique access to foreign intelligence information FAA §702
provides. Data presented in this report is for calendar year 2013, unless otherwise
noted, and statistics are limited to NSA reporting.

(U) FAA §702 contributions to SIGINT reporting
—(FSSHREEFOHSA—EYT As Figures 9 and 10 show, information obtained

(b)1) u_n_(_ier__FAA §702 is a key and growing source of reportable foreign intelligence to

(b)(3)-P.L.86-36 _U.S. gpovernment consumers and allied foreign governments. Of the more than
IleIGINT reports issued in calendar year 20!3-,|:|pcrccm were based in
whole or in part on FAA §702 information.

0L eg e : {gl(‘l)

(3)-P.L. 86-36
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(U) Figure 9. Total SIGINT Reports Issued in CY2013
SNSRI O AN
(b)(1)

SR |

(U) Figure 10. SIGINT Reports Based in Whole or in Part
on FAA §702 or PAA Collection

—FSHEHREETFEHSRYEY

2008 2009 2010 2011 2012 2013

—FEHSHRETo USSP FYEY

-QGH&E-I:—'FG-HSA—F-VE%‘) When a report is solely sourced to an authority, it indicates that a particular source

was used by the analyst but does not mean that the collection was only available from that one source of collection.

~TOP-SECRET/SHNOFORN—
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7 - During 2013, NSA disseminated an average of over

serialized SIGINT reports a month that included information collected under the
FAA §702 certifications. '

(B)(1)-.
(b)(3)-P. L. 86-36 LSSHREL-TFO-HSA—A-Y) NSA management believes that disseminated reports
based on FAA §702 collection further the U.S. government’s understanding of high

priority international terrorism targets. Beyond disseminated reports, collection
obtained under FAA §702 contributes to| |

| |and helps intelligence analysts|

I I
—FSHSHREETFOBSATVYEYOn average, during 2013 NSA dissemmatcdl I

SIGINT reports per month concerning international terrorism that include information
derived from FAA §702 collection.

(U) Figure 11. Terrorism -Specific SIGINT Reports Sourced with
FAA §702 Information CY2013

AR O A— e —

(b)(1)
(b)(3)-P.L. 86-36

" (U/FeB8) The number of issued reports was obtained in November 2014 from NSA's management information

system for SIGINT production. The number of reports for any pertod is net of any reporls recalled alier they were
issued.
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—FS#SHAE-On average, more thanl |se]ect0rs were tasked for acquisition
under FAA §702 during 2013.

{b)(1)
(b)(3)-P.L. 86-36

(U) Analyst Use of the Authority

—~+574F) The FAA §702 authority is utilized broadly to support NSA missions. Its
usefulness is confirmed by the above statistics. as well as the fact that the number of
sclectors tasked to the authority has increased
since 2010. Similarly, the increase in the number of reports sourced by FAA §702
communications has increasedl in the same period.

(U) FAA §702 Contributions to the Intelligence Mission

(U) In 2013, NSA reported to the Senate Committee on the Judiciary that
“information gathered from Section 702 of the FISA Amendments Act and Section
215 of'the Patriot Act, in complement with NSA’s other authorities, has contributed
to the United States government’s understanding of terrorism activities and, in many
cases, has enabled the disruption of potential terrorist events at home and abroad.”

(U) On 21 June 2013, NSA provided to several Congressional committees testimony
concerning 54 cases in which these programs contributed to the U.S. government’s
understanding and, in many cases, disruption of terrorist plots in the United States
and more than 20 countries.

(U) The SIGINT Directorate provided to the OIG additional examples of the value of
FAA §702 collection to NSA missions. b))

ﬁ%ﬂé Disruption oiplotl targeting U.S. andl

RS

-P.L. 86-36

(b)(1)

(b)(3)-P.L. 86-36
(b)(3)-18 USC 798
(b)(3)-50 USC 3024(i)

e e
O e i = e i

e
A
T

=

(b)(1)
(b)(3)-P.L. 86-36

_— —FSrShAE)| |

(b)(1) | |

(b)(3)-P.L. 86-36

(b)(3)-18 USC 798

(b)(3)-50 USC 3024(i) —FOP-SECRET/SHAOFORN—
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(b)(1).

(b)(3)-P.L. 86-36
(b)(3)-18.USC 798
(b)(3)-50 USC 3024(i)

—EESHSHANFY Section 702

5 Section ?OEI I

55 Based on Section 702 collcclion.' |disruplcd the potential aftack

(b)(1)  ESHSHAE) Disruption of plot
b)(3)-P.L. 86-36 -
(b)(3) TS LS LF"|

(b)(1)

(b)(3)-P.L. 86-36
(b)(3)-18 USC 798
(b)(3)-50 USC 3024(i)
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—F5+SH7NT) NSA analyzed and dissemin ted] linformation to the
larger Intelligence Community.
| |
TFSHSHREEFOBSAFYED| | based upon information obtained
pursuant 1o Executive Order 12333 and Section 702, NSA | |
bbbt | |
i s 2 = v e | |
(b)(1)
(b)(3)-P.L. 86-36
(b)(3)-18 USC 798 1 [ NSA’s analysis of Section 702-acquired communications revealed
(b)(3)-50 USC 3024(i)
—(FSHSHREFO-HSA—FVEYY Section 702
R ] |
—sip)] |

|.had been armslcdl I

(b)(1) . [

(b)(3)-P.L. 86-36
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(b)(1)

(b)(3)-P.L. 86-36
(b)(3)-18 USC 798
(b)(3)-50 USC 3024(i)
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IV. (U) ABBREVIATIONS AND ORGANIZATIONS

(U) ADET
(U) AIG

Associate Directorate for Education and Training
Authorities Integration Group

(U]

(U) ATSD(IO)

Assistant to the Secretary of Defense for Intelligence Oversight

(U)

(U) BMD
(U) BR

Bulk metadata

Business Records

(U)]

(U) CDR
(U) CIA

(U) CMCP
(U) CSLI

(U) CSP

(U) CT

(U) DIA

(U) DIRNSA
(U) DMR
(U) DNI

(U) DoD

(U) DoJ NSD
(U) DTM
(U) DTOI
(U) EAR

(U) EDH

Call Detail Record

Central Intelligence Agency

Comprehensive Mission Compliance Program
Cell site location information

Communication Service Provider
Counterterrorism

Data Integrity Analyst

Director, NSA

Dataflow Management Request
Director of National Intelligence

Department of Defense

Department of Justice, National Security Division -
Directive Type Memorandum

Date and Time of Intercept

Emphatic Access Restriction

Enterprise data header

(U)]

(U) E.O.
(U) FAA
(U) FBI

(U) FISA
(U) FISC
(U) FTP

Executive Order

FISA Amendments Act

Federal Bureau of Investigation
Foreign Intelligence Surveillance Act
Foreign Intelligence Surveillance Court

File Transfer Protocol

(U]

(U)]

(U) HMC
(U) IC

(U) IMEI
(U) IMSI
(U) 10

(U) LAO
(U) MCT

Homeland Mission Coordinator

Intelligence Community

International Mobile Station Equipment Identity
International Mobile Subscriber Identity

Intelligence Oversight

Legislative Affairs Office
Multiple Communication Transaction

—TOPSECRET//ST/NOFORN—
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(U) MPL Master Purge List
(U) MRG Math Research Group
()] |
(U) NCTC National Counterterrorism Center
(U) NSA National Security Agency/Central Security Service
(U) NSAW NSA Washington
(U) NSD National Security Division
(U) NSOC National Security Operations Center
(U) ODNI Office of the Director of National Intelligence
(U) ODOC Office of the Director of Compliance
(U) OGC Office of General Counsel
(U) OIG Office of the Inspector General
(U) OTR Obligation to Review
(U) PKI Public key infrastructure
(U)Q Associate Directorate for Security and Counterintelligence
(U) RAS Reasonable Articulable Suspicion
(U) RFI Request for information
ELLJJ? S1S Tnformati ISh it Beciibes @ (o)1)
nformation Sharing Services Group S
(U) S2 Analysis and Production & (PRSP, 9636
(U) S21 Counterterrorism Production Center !
(U) S214 Homeland Security Analysis Center
(U) S3 Data Acquisition
(U) S31324 |
(U) S354 |
(U) SCA Special compliance activity
(U) SCIF Sensitive Compartmented Information Facility
(U)| I
(U) SID Signals Intelligence Directorate
(U) SIGINT Signals Intellicence
(U) I
(U) |
(U) SOO Senior Operations Officer
(U)I
(U
(U Counterterrorism Division
(U) SV SID Oversight and Compliance
(U) TI2
(U) T1222
(U) T131
(U) T1323
(U)TI6
(U) TD Technology Directorate
(U) TR Targeting request
(U) TS
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O[]
(U) TV
(U) TV4
(U) USD(I)
(U) USP
(U) USSID
(U) USSS

TD Office of Compliance

Compliance and Verification
Undersecretary of Defense for Intelligence
U.S. person

U.S. Signals Intelligence Directive

(U

U.S. SIGINT System
|

(U) VoA

Veritication of accuracy

ST-14-0002
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(U) APPENDIX A: ABOUT THE §215 AND FAA §702 REVIEW

(U) Reason for Review

(U/HFEH65% In September 2013, ten members of the Senate Committee on the
Judiciary requested a comprehensive, independent review of the implementation of
§215 of the USA PATRIOT Act and §702 of the Foreign Intelligence Surveillance
Act (FISA) Amendments Act (FAA) of 2008 for calendar years 2010 through 2013.

(U) Objectives

(U/EHe) In January 2014, the National Security Agency/Central Security Service’s
(NSA) Office of the Inspector General (OIG) and Committee staff agreed that the
NSA OIG would review NSA’s implementation of both authorities for calendar year
2013. The study has three objectives:

(U) Objective 1

= (U) Describe how data was collected, stored, analyzed, disseminated , and
retained under the procedures for §215 and FAA §702 authorities in
eftect in 2013 and the steps taken to protect US Person information.

* (U) Describe the restrictions on using the data and how the restrictions
have been implemented , including a description of the data repositories
and the controls for accessing data.

* (U) Describe oversight and compliance activities performed by internal
and external organizations in support of §215 Foreign Intelligence
Surveillance Court (FISC) Orders and FAA §702 minimization
procedures.

(U) Objective 11

* (U) Describe incidents of non-compliance with §215 FISC Orders and
FAA §702 Certifications and what NSA has done to minimize recurrence.

(U) Objective 111

« (U) Describe how analysts used the data to support their intelligence
missions.

(U//FOE®) The report also provides a summary of the changes made in the
implementation of both authorities for calendar years 2010 through 2012 and for
§215, a list of incidents of non-compliance for calendar years 2010 through 2012.
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(U) Scope and Methodology

(U/AFEHQ Our study of NSA's implementation of the §Section 215 and FAA §702
authorities was based largely on program stakcholder interviews and reviews of
policies and procedures and other program documentation. For this review, the NSA
OIG documented the controls implemented that address the requirements of cach
authority. However, we did not verify through testing whether the controls were
operating as described by program stakeholders.

(U) Section 215

(U/A86) Our §215 review focused on the BR FISA program control framework,
incidents of non-compliance, and NSA’s use of the authority to support its
counterterrorism (CT) mission in 2013. To document the BR FISA control
framework, we used BR Order 13-158, approved by the FISC on 11 October 2013
and effective through 30 January 2014, and compared the requirements listed in that
Order with the processes and controls NSA used to maintain compliance with that
Order. In addition, we documented the changes implemented in the BR FISA
program following the President’s directives in 2014.

(b)(3)-P.L. 86-36

(U/AFBB63 We interviewed personnel in the Signals Intelligence Directorate’s (SID)
Oversight and Compliance (SV), Information Sharing Services Group (SI1S),
Homeland Security Analysis Center (S214). Data Acquisition (S3).| |

|
. |and Counterterrorism|  |division; the Technology Directorate’s (TD)
Office of Compliance (TV),] |
| | the Office of the Director of
Compliance (ODOC); the Authorities Integration Group (AIG); the Legislative
Affairs Office (LAQO); and the Office of General Counsel (OGC).

(U) FAA §702

—tF5+SH [n addition to FAA §702 stakeholder interviews and reviews of policies
and procedures and other program documentation, information obtained in the OIG’s
Assessment of Management Controls Over FAA §702, revised and reissued
29 March 2013, was also used as a resource. That review examined the controls that
NSA used to maintain compliance with FAA §702 and the targeting and minimization
procedures associated with the 2011 certifications.

—tFSHSEANTT Our FAA §702 review focused on the processes and controls in place in
2013. Two primary documents filed annually with each FAA §702 certification
comprise NSA’s procedures for complying with the FISA Amendments Act 0f 2008:

= (U/AFOYH3 The Procedures Used by the National Security Agency for
Targeting Non-United States Persons Reasonably Believed to be Located
Outside the United States to Acquire Foreign Intelligence Information
Pursuant to Section 702 of the Foreign Intelligence Surveillance Act of 1978,
as Amended (FAA §702 Targeting Procedures), and

—FOP-SECRETH/SHNOTORN—
154



DOCID: 4273474
—TOP SECRET/ST/NOTORN—
ST-14-0002

 (U/ABHE) The Minimization Procedures Used by the National Security
Agency in Connection with Acquisitions of Foreign Intelligence Information
Pursuant to Section 702 of the Foreign Intelligence Surveillance Act of 1978,
as Amended (the FAA §702 Minimization Procedures).

(U/FOEOT For calendar year 2013, the period under review, different versions of
these documents were in effect because of changes made with the annual certification
renewal and special amendments.

« (U/HBHO) FAA §702 Targeting Procedures

0 (U/HOH68 Procedures approved with the 2012 renewal of the authority,
effective 24 September 2012

0 (U/ABEQ) These procedures were not changed for the 2013 certification

renewal and remained effective 10 September 2013 through 9 September
2014.

« (U/AOHE) FAA §702 Minimization Procedurcs

0 5™ Procedures approved for the 2012 certification renewal, approved
by the FISC 24 August 2012, were effective 24 September 2012 through
(b)(1) ok 23 September 2013 | |

(b)(3)-P.L. 86-36 | |
(0] —('%5‘-}' |

(b)(1)
(b)(3)-P.L. 86-36
(b)(3)-50 USC 3024(i)

(U/FEHOY We also examined implementing procedures and controls for the
Attorney General’s targeting guidelines.

(U/AABB6) We interviewed personnel in SID Policy and Corporate Issues Staff

(SUEJ) SV_ Analysis and Production (S2) Staff and Product Lines. Data Acquisition
(S3) |

| and] lJ
| the TV.|
| [ and Mission Capabilitics (T1), ODOC, the LAO, and OGC.

(U) Prior Coverage e (b)(3)-P.L. 86-36

(U/A8) Since 24 May 2006, the date the original BR Order was signed, the NSA
OIG has completed five BR FISA program reviews. Table A-1 summarizes the
reviews the NSA OIG has performed on the BR FISA program.
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(U) Table A-1. NSA OIG Reviews of the BR FISA Program

09/05/06 | Assessment of Management Controls Reviewed collection, processing, analysis,

for Implementing the FISC Qrder: dissemination, and oversight controls.
Telephony BR (ST-06-0018)

05/12/10 | NSA Contrels for FISC BR Orders Reviewed querying and dissemination
(ST-10-0004) controls; summarized pilot test results for the

period from January through March 2010.
05/25111 | Audit of NSA Controls to Comply with Reviewed querying and dissemination

the FISC Order Regarding BR controls; summarized the monthly test results
(ST-10-0004L)* for 2010.

10/20/11 | Audit of NSA Controls to Comply with Verified age-off of BR FISA metadata in 2011
the FISC Order Regarding BR to maintain compliance with the 60 month
Retention (ST-11-0011) retention requirement of the BR Order.

08/01/12 | NSA Controls to Comply with the FISC | Reviewed collection and sampling controls for
Order Regarding BR Collection ensuring that NSA receives only the BR FISA
(ST-12-0003) metadata authorized by the BR Order.

* This report summarized monthly test results of the BR querying and dissemination controls during

2010.
e

(U/4H8) Since the Agency obtained FAA §702 authority in January 2008, the
NSA OIG has completed annual reviews of reports containing references to USP
identities and targets later determined to be located in the United States, as required
by the statute. Table A-2 summarizes the two reviews the NSA OIG has completed
of the FAA §702 program.

(U) Table A-2. NSA OIG Reviews of the FAA §702 Program

3/29/13 | (U) Assessment of Management (U/f~S8) Reviewed management controls for
Controls Over FAA §702 (ST-11-0009) | maintaining compliance with the targeting and
minimization procedures.
| —rsrl |l s
— (ST
(b)(1)

(b)(3)-P.L. 86-36
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(U) APPENDIX B: BR FISA PROGRAM CHANGES
2010-2012

(U) 2010
= (U/A/FFOTOTON 25 June 20.10] |NSA’S RAS selection term
management system; | |
. (Uﬁﬂ‘@ﬁ@')l | the Order requirement restricting the number of
analysts allowed to access BR metadata was lifted.
- (UMFGHG-H |Ihc Order requirement for weekly reports of
ﬁ')(?)-”-'-- 86-36 BR-related disseminations was changed to monthly .
() 2011
- (U/FOHO)|

| |primary repository for detailed
telephony transaction records.

- (U/Fote)|

(U) 2012

. (UHFGH-E))I |thc Order requirement for NSA to review a sample
of records obtained was changed to a review of NSA’s monitoring and assessment
to ensure that only approved metadata is being acquired.

s (UEeEO) | NSA notified the Court] |
- (U/Feu6 )| [NSA notified the Court]
- (U/FeBer) | the Court authorized NSA to implement an

automated querying process.'

" (U/HeB6) NSA is no longer authorized to use the automated query process since it withdrew its request to do so
in the renewal applications and declarations that support the BR Orders approved by the FISC (beginning with BR
Order 14-67, dated 28 March 2014).
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(U//Fe6 On 29 November 2012, the Order requirement to track and report the
number of instances, since the preceding report, in which NSA has shared, in any
form, results from queries of the BR metadata, in any form, with anyone outside

NSA was changed to apply to only sharing of query results that contain
U.S. person information.
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(U) APPENDIX C: BR FISA PROGRAM INCIDENTS OF
NON-COMPLIANCE 2010 THROUGH 2012

(U) Table C-1. BR FISA Incidents 2010 through 2012

(b)(1)
(b)(3)-P.L. 86-36

* (U/A84@) On 1 November 2010, Rule 10(b) and 10(c) notices were replaced by Rule 13(a) and
13(b) notices respectively.
T (UIfFEYE) Final Rule 10(c) notice| | e S )P L. 86-36
i (U/ee9 Supplemental Rule 13(b) noticel | :
§ (U/#646¥ Final Rule 13(a) and 13(b) notice| |
e
“TFOP-SECRET/SHNOTFORN—
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(U) APPENDIX D: FAA §702 PROGRAM CHANGES

(U) Minimization Procedures

(U) 2011

(U/FOt8) Language on upstrcam data added to Minimization Procedures.
(U/AOH0) The retention period for Upstream Data is reduced to two years

(U/FEH0) Clarified that the five-year retention period for unevaluated data
began to run from the date of expiration of the certification under which the data
was collected. Prior versions did not specify when the five-year period began.

(U/FOHO6 Permitted queries using USP identifiers to identify and sclect
communications. Requires pre-approval before any queries are made.
Specifically excludes queries against upstream data.

(U//FEH6Y Adds requirement to segregate Internet transactions that cannot be
reasonably identified as containing single discrete communications.

(U) 2012

(R)(1) :

(U/FOB63 Limited access to metadata from Internet transactions fo data acquired
on or after October 31, 2011.

(U/AOTOT Adds specific requirements for DIRNSA determination that a
domestic communication can be retained. This includes a requirement that
DIRNSA first determine that the sender or recipient of the domestic
communication was properly targeted under FAA §702.

(b)3)-P.L.86-36 . supprrotsa] | |

(U) 2013

(b)(1)
(b)(3)-P.L. 86-36
(b)(3)-50 USC 3024(i)

o b |

(U) An amendment to the Minimization procedures was made in late 2013. A
section was added precluding NSA from using information acquired pursuant to
FAA §702 unless NSA determines, based on the totality of the circumstances, that
the target is reasonably believed to be outside the United States at the time the
information was acquired.

(b)(1)
(b)(3)-P.L. 86-36
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(U) Other Changes

(U) 2012

o —FFSHSEANF Coneress notified by NSA|

- —TFSHSHANEY NSA begins| |
I I

(b)(1) (b)(1)
(b)(3)-P.L. 86-36 (b)(3)-P.L. 86-36
(b)(3)-50 USC 3024(i)
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