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This report was preparedby the National Security Agency (NSA) Civil Liberties and
Privacy Office aspart of its responsibilities to enhancecommunications and transparencywith
the public and stakeholders. Its Director is the primary advisor to the Director ofNSA when it
comes to matters of civil liberties andprivacy. Createdin January2014, the Office is also
chargedwith ensuring that civil liberties andprivacy protection are integrated into NSA
activities. The intent of this paper is to help build a common understanding that can serveasa
foundation for future discussionsabout the existing civil liberties andprivacy protections.

The mission ofNSA is to make the nation safer by providing policy makers and military
commanderswith timely foreign intelligence andby protecting national security information
networks. NSA collects foreign intelligence basedon requirements from the President,his
national security team, and their staffs through the National Intelligence Priorities Framework.
NSA fulfills thesenational foreign intelligence requirements through the collection, processing,
and analysis of communications or other data, passedor accessibleby radio, wire or other
electronic means.

NSA's authority to conduct signals intelligence collection for foreign intelligence and
counterintelligence purposesis provided primarily by Section 1.7(c)(1) of Executive Order
12333, asamended.The execution ofNSA's signals intelligence mission must be conducted in
conformity with the Fourth Amendment. This includes NSA's acquisition of communications to
which a U.S. person is a party under circumstancesin which the U.S. person hasa reasonable
expectation of privacy. The Foreign Intelligence Surveillance Act of 1978 (FISA) further
regulatescertain types of foreign intelligence collection, including that which occurs with
compelled assistancefrom U.S. communications providers.

This Report describesone way in which NSA meets theseresponsibilities while using
Section 702 of FISA, asamendedby the FISA Amendments Act of 2008. Although multiple
federal agenciesparticipate in Section 702 collection, this paper describesthe processby which
NSA obtains, uses, shares, and retains communications of foreign intelligence value pursuant to
Section 702. It also describesexisting privacy and civil liberties protections built into the
process.



The NSA Civil Liberties andPrivacy Office (CLPO) usedthe Fair Information Practice
Principles (FIPP)I asan initial tool to describethe existing civil liberties andprivacy protections
in place for collection done under Section 702 authority?

Section 702 of FISA was widely andpublicly debatedin Congressboth during the initial
passagein 2008 and the subsequentre-authorization in 2012. It provides a statutory basis for
NSA, with the compelled assistanceof electronic communication service providers, to target
non-U.S. personsreasonablybelieved to be located outside the U.S. in order to acquire foreign
intelligence information. Given that Section 702 only allows for the targeting of non-U.S.
personsoutside the U.S., it differs from most other sectionsofFISA. It doesnot require an
individual determination by the U.S. Foreign Intelligence Surveillance Court (FISC) that there is
probable causeto believe the target is a foreign power or an agent of a foreign power. Instead,
the FISC reviews annual topical certifications executedby the Attorney General (AG) and the
Director of National Intelligence (DNI) to determine if thesecertifications meet the statutory
requirements. The FISC also determineswhether the statutorily required targeting and
minimization proceduresused in connection with the certifications are consistent with the statute
and the Fourth Amendment. The targeting proceduresare designedto ensurethat Section 702 is
only usedto target non-U.S. personsreasonablybelieved to be located outside the U.S.

The minimization proceduresaredesignedto minimize the impact on the privacy on U.S.
personsby minimizing the acquisition, retention, and dissemination of non-publicly available
U.S. person information that was lawfully, but incidentally acquired under Section 702 by the
targeting of non-U.S. personsreasonablybelieved to be located outside the U.S. Under these
certifications the AG and the DNI issuedirectives to electronic communication service providers
(service providers) that require theseserviceproviders to "immediately provide the Government
with all information ... or assistancenecessaryto accomplish the acquisition [of foreign
intelligence information] in amanner that will protect the secrecyof the acquisition .... " The
Government's acquisition of communications under its Section 702 authority thus takesplace
pursuant to judicial review andwith the knowledge of the service providers.

NSA cannot intentionally useSection 702 authority to target any U.S. citizen, any other
U.S. person, or anyoneknown at the time of acquisition to be located within the U.S. The statute
also prohibits the useof Section 702 to intentionally acquire any communication as to which the

1 The FIPPS are the recognized principles for assessingprivacy impacts. They have beenincorporated into
E013636, Improving Critical Infrastructure Cybersecurity and the National Strategy for Trusted Identities in
Cyberspace. Theseprinciples are rooted in the U.S. Department of Health, Education and Welfare's seminal 1973
report, "Records, Computers and the Rights of Citizens." The FIPPs have beenimplemented in the Privacy Act of
1974, with certain exemptions, including onesthat apply to certain national security and law enforcement activities.

2 NSA CLPO will continue to refine its assessmenttools to best suit the mission ofNSA, as a member of the
Intelligence Community, and to protect civil liberties and privacy.



senderand all intended recipients areknown at the time of acquisition to be located inside the
U.S. Similarly, the statuteprohibits the useof Section 702 to conduct "reverse targeting" (i.e.,
NSA may not intentionally target a person reasonablybelieved to be located outside of the U.S.
if the purposeof suchacquisition is to target a person reasonablybelieved to be located inside
the U.S.). All acquisitions conductedpursuant to Section 702 must be conducted in a manner
consistentwith the Fourth Amendment. NSA's FISC-approved targeting procedurespermit
NSA to target a non-U.S. personreasonablybelieved to be located outside the U.S. if the
intended target possesses,is expectedto receive, and/or is likely to communicate foreign
intelligence information concerning one of the certifications executedby the AG and DNI.
Although the purposeof Section 702 is to authorize targeting of non-U.S. personsoutside the
U.S., the statute's requirement for minimization proceduresrecognizes that suchtargeted
individuals or entities may communicate about U.S. personsor with U.S. persons. For this
reason,NSA alsomust follow FISC-approved minimization proceduresthat govern the handling
of any such communications.

NSA must report to the Office of the Director of National Intelligence (ODNI) and the
Department of Justice (DOJ) any andall instanceswhere it has failed to comply with the
targeting and/or minimization procedures. In addition, ODNI andDOJ have accessto
documentation concerning eachofNSA's Section 702 targeting decisions and conduct regular
reviews in order to provide independentoversight ofNSA's useof the authority. The FISC
Rules of Procedurerequire the Government to notify the Court of all incidents of non-
compliance with applicable law or with an authorization grantedby the Court. The Government
reports Section 702 compliance incidents to the Court via individual notices and quarterly
reports. In addition, the Government reports all Section 702 compliance incidents to Congressin
the Attorney General's SemiannualReport. Depending on the type or severity of compliance
incident, NSA may also promptly notify the Congressional Intelligence Committees, aswell as
the President's Intelligence Oversight Board of an individual compliance matter.

Existing Privacy and Civil Liberties Protections: Eachof the three branchesof federal
government overseesNSA's useof the Section 702 authorities. NSA provides transparencyto
its oversight bodies (Congress,DOJ, ODNI, DoD, the President's Intelligence Oversight Board
and the FISC) through regular briefings, court filings, and incident reporting. In addition, DOJ
and ODNI conduct periodic reviews ofNSA's useof the authority and report on those reviews.
More recently, at the direction ofthe President,the Government hasprovided additional
transparencyto the public regarding the program by declassifying FISC opinions and related
documents. Although FISA surveillance is normally kept secretfrom the targets of the
surveillance, there are exceptions. For example, if the Government intends to usethe results of
FISA surveillance, to include Section 702 surveillance, in a trial or other proceeding against a
personwhose communications were collected, the Government must notify the person so the
personcan challengewhether the communications were acquired lawfully. Theseprotections
implement the generalFair Information Practice Principle (FIPP) of transparency.



Before an analyst gains accessto anyNSA signals intelligence data, the analystmust
complete specializedtraining on the legal andpolicy guidelines that govern the handling and use
of the data. Additional training is required for accessto Section 702 data. Theseannual
mandatory training requirements include scenario-basedtraining, required reading, and a final
competency test. The analyst must passthis test before being granted access. Furthermore, if a
compliance incident involves amistake or misunderstanding of relevant policies, the analyst is
re-trained in order to continue to have accessto the dataacquired pursuant to Section 702.

Next in the Section 702 processis for anNSA analyst to identify a non-U.S. person
located outside the U.S. who hasand/or is likely to communicate foreign intelligence
information asdesignatedin a certification. For example, suchapersonmight be anindividual
who belongs to a foreign terrorist organization or facilitates the activities of that organization's
members. Non-U.S. personsarenot targetedunlessNSA hasreasonto believe that they have
and/or are likely to communicate foreign intelligence information asdesignatedin a certification;
U.S. personsarenever targeted.

Once the NSA analyst has identified a personof foreign intelligence interest who is an
appropriate target under one of the FISC-approved Section 702 certifications, that person is
consideredthe target. The NSA analyst attempts to determine how, when, with whom, and
where the target communicates.Then the analyst identifies specific communications modesused
by the target and obtains a unique identifier associatedwith the target - for example, a telephone
number or an email address. This unique identifier is referred to asa selector. The selector is
not a "keyword" or particular term (e.g., "nuclear" or "bomb"), but must be a specific
communications identifier (e.g., e-mail address).

Next the NSA analystmust verify that there is a connection between the target and the
selectorand that the target is reasonablybelieved to be (a) a non-U.S. person and (b) located
outside the U.S. This is not a 51% to 49% "foreignness" test. Rather the NSA analyst will check
multiple sourcesandmake a decision basedon the totality of the information available. If the
analyst discovers any information indicating the targetedpersonmay be located in the U.S. or
that the target may be a U.S. person, such information must be considered. In other words, if
there is conflicting information about the location of the person or the statusof the personas a
non-U.S. person, that conflict must be resolved before targeting can occur.

For eachselector, the NSA analyst must document the following information: (1) the
foreign intelligence information expectedto be acquired, asauthorized by a certification, (2) the
information that would lead a reasonableperson to conclude the selector is associatedwith a



non-U.S. person, and (3) the information that would similarly lead a reasonableperson to
conclude that this non-U.S. person is located outside the U.S. This documentation must be
reviewed and approved or denied by two seniorNSA analystswho have satisfied additional
training requirements. The seniorNSA analystsmay ask for more documentation or
clarification, but regardlessmust verify that all requirementshave beenmet in full . NSA tracks
the submission, review, and approval processthrough the documentation and the seniorNSA
analysts' determinations are retained for further review by NSA's compliance elements,aswell
asexternal oversight reviewers from DOl and DONI. Upon approval, the selector may be used
asthe basis for compelling a serviceprovider to forward communications associatedwith the
given selector. This is generally referred to as"tasking" the selector.

Existing Privacy and Civil Liberties Protections: NSA trains its analysts extensively through a
variety of meansto ensurethat analystsfully understandtheir responsibilities and the specific
scopeof this authority. If the analyst fails to meet the training standards,the analyst will not
have the ability to usethe Section 702 authority for collection purposes. If the analyst fails to
maintain ongoing training standards,the analyst will lose the ability to use the Section 702
authority for collection purposesandall ability to retrieve any datapreviously collected under
the authority. NSA requires any authorized and trained analyst seeking to task a selector using
Section 702 to document the three requirements for useof the authority - that the target is
connectedsufficiently to the selector for an approved foreign intelligence purpose, that the target
is a non-U.S. person, and that the target is reasonablybelieved to be located outside the U.S.
This documentation must be reviewed, validated, and approvedby the senioranalystswho have
received additional training. Theseprotections implement the general FIPPs of purpose
specification, accountability and auditing, andminimization.

ACCESSING AND ASSESSING COMMUNICATIONS OBTAINED UNDER SECTION
702 AUTHORITY

Once senior analystshave approveda selectorascompliant, the serviceproviders are
legally compelled to assistthe government by providing the relevant communications. Therefore,
tasking under this authority takesplace with the knowledge of the service providers. NSA
receives information concerning a taskedselector through two different methods.

In the first, the Government provides selectorsto serviceproviders through the FBI. The
service providers are compelled to provide NSA with communications to or from theseselectors.
This hasbeengenerally referred to asthe PRISM program.

In the second,serviceproviders are compelled to assistNSA in the lawful interception of
electronic communications to, from, or about taskedselectors. This type of compelled service
provider assistancehasgenerally beenreferred to asUpstream collection. NSA's FISC-
approved targeting proceduresinclude additional requirements for such collection designedto
prevent acquisitions of wholly domestic communications. For example, in certain circumstances
NSA's proceduresrequire that it employ an Internet Protocol filter to ensurethat the target is



located overseas. The processfor approving the selectorsfor tasking is the samefor both
PRISM and Upstream collection.

OnceNSA has received communications of the tasked selector,NSA must follow
additional FISC-approved proceduresknown asthe minimization procedures. Theseprocedures
require NSA analyststo review at least a sampleof communications acquired from all selectors
taskedunder Section 702, which occurs on a regular basis to verify that the reasonablebelief
determination usedfor tasking remains valid.

The NSA analyst must review a sampleof communications received from the selectorsto
ensurethat they are in fact associatedwith the foreign intelligence target and that the targeted
individual or entity is not a U.S. personand is not currently located in the U.S. If the NSA
analyst discovers that NSA is receiving communications that arenot in fact associatedwith the
intended target or that the user ofa taskedselector is determined to be a U.S. person or is located
in the U.S., the selectormust be promptly "detasked." As a general rule, in the event that the
target is a U.S. personor in the U.S., all other selectorsassociatedwith the target also must be
detasked.

Existing Privacy and Civil Liberties Protections: In addition to extensive training, the analyst is
required to review the collection to determine that it is associatedwith the targeted selector and
is providing the expectedforeign intelligence shortly after the tasking startsand at least annually
thereafter. This review allows NSA to identify possible problems with the collection and
provides an additional layer of accountability. In addition, NSA hastechnical measuresthat alert
the NSA analysts if it appearsa selector is being usedfrom the U.S. Theseprotections implement
the general FIPPs of purpose specification, minimization, accountability and auditing, data
quality, and security.

NSA PROCESSING AND ANALYSIS OF COMMUNICATIONS OBTAINED UNDER
SECTION 702 AUTHORITY

Communications provided to NSA under Section 702 areprocessedand retained in
multiple NSA systemsand data repositories. One datarepository, for example, might hold the
contentsof communications suchasthe texts of emails and recordings of conversations,while
another,may only include metadata,i.e., basic information about the communication, suchas the
time and duration of a telephone call, or sendingand receiving email addresses.

NSA analystsmay accesscommunications obtained under Section 702 authority for the
purposeof identifying and reporting foreign intelligence. They accessthe information via
"queries," which may be date-bound,andmay include alphanumeric strings such astelephone
numbers, email addresses,or terms that canbe used individually or in combination with one
another. FISC-approved minimization proceduresgovern any queries done on Section 702-
derived information. NSA analystswith accessto Section 702-derived information are trained in
the proper construction of a query so that the query is reasonably likely to return valid foreign



intelligence andminimizes the likelihood of returning non-pertinent U.S. person information.
Accessby NSA analyststo eachrepository is controlled, monitored, and audited. There are, for
example, automatedchecksto determine if an analyst hascompleted all required training prior to
returning information responsiveto a query. Further, periodic spot checks on queriesby NSA
analystsareconducted.

Since October 2011 and consistentwith other agencies' Section 702 minimization
procedures,NSA's Section 702 minimization procedureshave permitted NSA personnel to use
U.S. person identifiers to query Section 702 collection when sucha query is reasonably likely to
return foreign intelligence information. NSA distinguishes between queries of communications
content and communications metadata. NSA analystsmust provide justification and receive
additional approval before a content query using a U.S. person identifier can occur. To date,
NSA analystshave queried Section 702 content with U.S. person identifiers less frequently than
Section 702 metadata. For example,NSA may seekto query a U.S. person identifier when there
is an imminent threat to life, suchasa hostagesituation. NSA is required to maintain records of
U.S. personqueriesand the recordsare available for review by both OOJ and ODNI aspart of
the external oversight processfor this authority. Additionally, NSA's proceduresprohibit NSA
from querying Upstream datawith U.S. person identifiers.

Existing Privacy and Civil Liberties Protections: In addition to the training and accesscontrols,
NSA maintains audit trails for all queriesofthe Section 702 data. NSA's Signals Intelligence
Directorate's compliance staff routinely reviews aportion of all queries that include U.S. person
identifiers to ensurethat all suchqueriesare only conductedwhen appropriate. Personnel from
DOJ and OONI provide an additional layer of oversight to ensurethat NSA is querying the data
appropriately. Theseprotections implement the generalFIPPs of security, accountability and
auditing, and dataquality.

NSA DISSEMINATION OF INTELLIGENCE DERIVED FROM COMMUNICATIONS
OBTAINED UNDER SECTION 702 AUTHORITY

NSA only generatessignals intelligence reports when the information meetsa specific
intelligence requirement, regardlessof whether the proposedreport contains U.S. person
information. Dissemination of information about U.S. personsin any NSA foreign intelligence
report is expressly prohibited unlessthat information is necessaryto understand foreign
intelligence information or assessits importance, contains evidence of a crime, or indicates a
threat of deathor seriousbodily injury. Even if one or more of theseconditions apply, NSA may
include no more than the minimum amount of U.S. person information necessaryto understand
the foreign intelligence or to describethe crime or threat. For example, NSA typically "masks"
the true identities of U.S. personsthrough useof suchphrasesas"a U.S. person" and the
suppressionof details that could lead to him or her being successfully identified by the context.
Recipients ofNSA reporting can requestthat NSA provide the true identity of a maskedU.S.
personreferenced in an intelligence report if the recipient hasa legitimate needto know the
identity. Under NSA policy, NSA is allowed to unmask the identity only under certain



conditions andwhere specific additionalcontrols are in place to preclude its further
dissemination, and additional approval hasbeenprovided by one of sevendesignatedpositions at
NSA. Additionally, togetherDOl and ODNI review the vast majority of disseminations of
information about U.S. personsobtained pursuantto Section 702 aspart of their oversight
process.

Existing Privacy and Civil Liberties Protections: As noted above, NSA only generatessignals
intelligence reports when the information meetsa specific intelligence requirement, regardlessof
whether the proposedreport contains U.S. person information or not. Additionally, NSA's
Section 702 minimization proceduresrequire any U.S. person information to be minimized prior
to dissemination, thereby reducing the impact on privacy for U.S. persons.The information may
only be unmaskedin specific instancesconsistentwith the minimization proceduresandNSA
policy. Theseprotections implement the general FIPPsof minimization andpurpose
specification.

RETENTION OF UNEVALUATED COMMUNICATIONS OBTAINED UNDER
SECTION 702 AUTHORITY

The maximum time that specific communications' content or metadatamay be retained
by NSA is establishedin the FISC-approved minimization procedures. The unevaluated content
andmetadatafor PRISM or telephony data collected under Section 702 is retained for no more
than five years. Upstream datacollected from Internet activity is retained for no more than two
years. NSA complies with theseretention limits through an automatedprocess.

NSA's proceduresalso specify several instancesin which NSA must destroy U.S. person
collection promptly upon recognition. In general, theseinclude any instancewhere NSA
analysts recognize that such collection is clearly not relevant to the authorized purpose of the
acquisition rior includes evidence of a crime. Additionally, absentlimited exceptions,NSA must
destroy any communications acquired when any user ofa taskedaccount is found to have been
located in the U.S. at the time of acquisition.

Existing Privacy and Civil Liberties Protections: NSA haspolicies, technical controls, and staff
in place to ensurethe data is retained in accordancewith the FISC-approved procedures. The
automatedprocessto delete the collection at the end of the retention period applies to both U.S.
person andnon U.S. person the information. There is an additional manual processfor the
destroying information related to U.S. PersonswhereNSA analystshave recognized the
collection is clearly not relevant to the authorized purposeof the acquisition nor includes
evidenceof a crime. Theseprotections implement the general FIPPs of minimization and
security.



NSA is subject to rigorous internal compliance and external oversight. Like many other
regulated entities, NSA hasan enterprise-wide compliance program, led by NSA's Director of
Compliance, a position required by statute. NSA's compliance program is designedto provide
precision in NSA's activities to ensurethat they are consistently conducted in accordancewith
law andprocedure, including in this casethe Section 702 certifications and accompanying
Section 702 targeting andminimization proceduresandadditional FISC requirements. As part of
the enterprise-wide compliance structure,NSA hascompliance elementsthroughout its various
organizations. NSA also seeksto detect incidents of non-compliance at the earliest point
possible. When issuesof non-compliance arise regarding the way in which NSA carries out the
FISC-approved collection, NSA takes corrective action and, in parallel, NSA must report
incidents of non-compliance to ODNI and DO] for further reporting to the FISC and Congress,
asappropriate or required.

Theseorganizations, along with the NSA General Counsel, the NSA Inspector General,
andmost recently the Director of Civil Liberties and Privacy have critical roles in ensuring all
NSA operationsproceed in accordancewith the laws, policies, and proceduresgoverning
intelligence activities. Additionally, each individual NSA analyst hasa responsibility for
ensuring that his or her personal activities are similarly compliant. Specifically, this
responsibility includes recognizing and reporting all situations in which he or shemay have
exceededhis or her authority to obtain, analyze,or report intelligence information under Section
702 authority.

Compliance: NSA reports all incidents in which, for example, it hasor may have
inappropriately queried the Section 702 data,or in which an analyst may have made
typographical errors or dissemination errors. NSA personnel are obligated to report when they
believe NSA is not, or may not be, acting consistently with law, policy, or procedure. IfNSA is
not acting in accordancewith law, policy, or procedure, NSA will report through its internal and
external intelligence oversight channels,conduct reviews to understandthe root cause,andmake
appropriate adjustmentsto its procedures.

IfNSA discovers that it hastaskeda selector that is usedby a person in the U.S. or by a
U.S. person, then NSA must ceasecollection immediately and, in most casesmust also delete the
relevant collected dataand cancel or revise any disseminatedreporting basedon this data.NSA
encouragesself-reporting by its personnel and seeksto remedy any errors with additional
training or other measuresasnecessary. Following an incident, a range of remediesmay occur:
admonishment,written explanation of the offense, requestto acknowledge a training point that
the analyst might have missedduring training, and/or required retesting. In addition to reporting
describedabove, anyintentional violation of law would be referred to the NSA Office of
Inspector General. To date there have beenno such instances, asmost recently confirmed by the
President's Review Group on Intelligence and Communications Technology.



External Oversight: As required by the Section 702 targeting procedures, both DOl and
ODNI conduct routine oversight reviews. Representativesfrom both agenciesvisit NSA on abi-
monthly basis. They examine all tasking datasheetsthat NSA provides to DOl and ODNI to
determine whether the tasking sheetsmeet the documentation standardsrequired by NSA's
targeting proceduresandprovide sufficient information for the reviewers to ascertainthe basis
for NSA's foreignnessdeterminations. For those records that satisfy the standards, no additional
documentation is requested. For tho~erecords that warrant further review, NSA provides
additional information to DOl and ODNI during or following the onsite review. NSA receives
feedback from the DOl and ODNI team and incorporates this information into formal and
informal training to analysts.DOl and ODNI also review the vast majority of disseminated
reporting that includes u.S. person information.

Existing Privacy and Civil Liberties Protections: The compliance and oversight processes
allow NSA to identify any concernsor problems early in the processso as to minimize the
impact on privacy and civil liberties. Theseprotections implement the general FIPPs of
transparencyto oversight organizations andaccountability and auditing.

This Report, preparedby NSA's Office of Civil Liberties andPrivacy, provides a comprehensive
description ofNSA's Section 702 activities. The report also documentscurrent privacy and civil
liberties protections.


