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1 INTRODUCTION

The Commercial Solutions for Classified (O®i@jramwithin the Natiot t { SOdzZNA (& ! ISy Oeé Q:
Cybersecurity Directorate (CSD), publisBapability Packag¢€Psjo provide configuations that
empowerNSAcustomers to implement secure solutions usingependent,layered Commercial Off

the-Shelf (COTS) product&heCP areproductneutraland describesystemlevel solution frameworks
documentingsecurity and configuratiorequirementsfor customers and/or Integrators.

The NSA delivers thidSfGMobile Access (MA) @8 meet the demand fomobiledata in transit
solutions(including Voice and Videasingapproved cryptographialgorithmsand National Information
Assurance Partnelnip (NIAP) evaluated componentShese algorithms, known #ise Commercial
National Security Algorithm (CNS3Ajte, are used to protect classified data using layers of COTS
products. In MA CP Version 2.1 and future versions, the Key Management Requisehase been
relocated from this CP to a separd@&fC Key Management Requirements Anid CP Version 2.5
takes lessons learned from solution support, a testing environment, and a CSfC Initial Soaition
implemented secure voice and data capabititissing the CNSguite, modes of operation, standards,
and protocols.

While CSf@ncourages industry innovation, trustworthiness of the components is paramount.

Customersand their Integrators are advised that modifyia¢NIARvalidated component in

a CS€solution may invalidate its certification amdquire a revalidation processTo avoid delays,
customersandintegrators who feel it is necessary to modify a component should engage the

component vendor and consult NIAP through their Assurance ContiRuiicesghttps://www.niap-
ccevs.org/Documents_and_Guidance/ccevs/schemb-6.pdf) to determine whether such a
Y2RATFTAOIGAZ2Y Attt T FTFSOG GKS O2YLRYySyiQa OSNIATAO

Ly OF&asS 2F I Y2RATA QQSICragfamiVRinagemenOffitéABMEMirasa b { ! Qa
statement from NIAP thadtatesthe modification does not alter the certification, or the security of the
component. Modifications thattrigger the revalidtion processriclude, but not limited toconfiguring

the component in a manner differerftom its NIAPvalidated onfiguration, andnodifying the Original
Equipmenta | y dzF | Gddez{taBndlieadigitally signing the code).

Mobile communication systesn(i.e, cellular, WiFi, etc.) are inherently riskyThe CSfC Mobile Access

(MA) Capability Package (CP) Versianwasdeveloped and approved by the National Manager as a
commercial strategy suitable for protecting classified information ldatlonal curity SystemadNS$

LINE A RSR (KS OdzaAG2YSNIDa AYLI SYSyGlrGAz2y 2F GKS az2f
required by the CPThe residual risks for this CP are documented in the MA CP VersiRisR.
AssessmentThe National Manager iesponsible for ensuring that the design documented in tRésC
sufficiently robust to protect classified information and N38eGovernmentAuthorizing Official (AO)
assumes the risk for implementing and deploying the solution in accordance withghgements in

the CP.The AQnmustconsider the operational environment and provide appropriate usage guidance to
End UsersEnd Users must understand the risks and adhere to handling requirements established by
the AO for the fielded MEP systemEnd Wersmustmaintain positive physical control of the End User
device. Further, End Users should consider their environment and ensure adequate physical standoff to



https://www.niap-ccevs.org/Documents_and_Guidance/ccevs/scheme-pub-6.pdf
https://www.niap-ccevs.org/Documents_and_Guidance/ccevs/scheme-pub-6.pdf

mitigate threats associated with physical proximifRecommend a standoff distance of @aast 15
feet.)

2 PURPOSE AND USE

ThisCPprovideshighlevel reference desigrend corresponding configuratialequirementsthat allow
customers to select COTS products from the CSfC Componengsvhiktble on the CSfC web page
(https://www.nsa.gov/resources/commerciaolutionsfor-classifiedprogram, for their MA solution
andproperly configure those products to achieve a level of assurance suffioipnbtect classified data
while in transit. Asdescribed irSectionll, customersnust ensure that the components selected from
the CSfC Componeritsst providethe necessary functionality for the selectedpabilities To
successfully implement a solution based on ®#, all Threshold (T@&irements,or the

corresponding Objective (OpRuirements applicable to the selectedpabilitiesmust be

implemented, as described Bectionsl0and12.

Customers who want to use thi@Pmustregister their solution wittthe NSA. Additional information
about the CSfC process is available on the CSfC welfgagge//www.nsa.gov/resources/commercial
solutionsfor-classifiedprogram.

This CP will be reviewed twicey@ar to ensure that the defined capabilities and other instructions still
provide the security services and robustness required. Solutions designed according to this CP must be
registered with the NSA. Once registered, a signed Deputy National Maiadel) Approval Letter will

be sent validating that the MA solution is registered as a CSfC solution validated to meet the
requirements of the latest MA CP and is approved to protect classified information. Any solution
designed according to this CP mayused for one year and must then be revalidated against the most
recently published version of this CP. Top Secret Solutions will be considered orbg-case

basis. Customers are encouraged to engage their Client Advocate or the CSfC PMO teamtlearly in
process to ensure the solutions are properly scoped, vetted, and that the customers have an
understanding of risks and available mitigations.

Please provide comments on usability, applicability, and/or shortcomings to your NSA Client Advocate
and theMA CP Maintenance Team Bftobile Access@nsa.goWA CP solutions must also comply with
the Committee on National Security Systems (CNSS) Palicies and Insstuétignconflicts identified
between this CP and the CNSS or local policy should be provided to the MA CP Maintenance Team.

For any additional information on Cross Domain Solutions (CDS) conta¢itityeéal Cross Domain
Strategy Management Office (NCDSMPat ncdsmo@nsa.gov

Customers and integrators must adhere to all applicable data transfer policies for their organization
when designing and implementing these capabilities within their CSfC solution architectuesahRtple

DoD customers must follow DoDI 8540.01 when deploying a CDS within a CSfC solution and if any
discrepancies are found between the guidance in this document and DoDI 8540.01 report according to
the instruction found in this section.



https://www.nsa.gov/resources/commercial-
https://www.nsa.gov/resources/commercial-solutions-for-classified-program
https://www.nsa.gov/resources/commercial-solutions-for-classified-program
file:///C:/Users/cmcortr/AppData/Roaming/Microsoft/Word/Mobile_Access@nsa.gov
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3 LEGAL DISCLAIMR

CKA& /t A& LINRPDARSR al a Aaodé lye SELINBaa 2N AYLX
warranties of merchantability and fitness for a particular purpose are disclaimed. In no event must the

United States (U.S.) Government be lidioleany direct, indirect, incidental, special, exemplary or

consequential damages (including, but not limited to, procurement of substitute goods or services, loss

of use, data, profits, or business interruption) however caused and on any theory ofyjatfilether in

contract, strict liability, or tort (including negligence or otherwise) arising in any way out of the use of

this CP, even if advised of the possibility of such damage.

The User of this CP agrees to hold harmless and indemnify the U.Sn@ewgrits agents and

SYLX 28SSa FNRBY SOSNE OflAY 2NJ ftAlFLOAEAGE O06KSUKSNI
Oz2aiGaz YR SELSyasSas NAaAaAYy3I Ay RANBOG O2yasSljdsSyo
limited to, claims or likilities made for injury to or death of personnel of user or third parties, damage

to or destruction of property of user or third parties, and infringement or other violations of intellectual

property or technical data rights.

Nothing in this CP is intenddo constitute an endorsement, explicit or implied, by the U.S. Government
2F Fye LI NIAOdzZ F NI YIydzFlF O dzNENDa LINBRdzOG 2NJ aSNIDA

4 DESCRIPTION OF THE MBILE ACCESS SOLUTION

ThisCPdescribes a generdMA solution to protect classified information as it trdseacross either an
untrusted network or a networlkconsistingof multiple classification level The solution supports
connectingend-user devices (EUDs) to a classified network via two layers of encryption terminated on
the EUDprovided that theEUDandthe network operate at the same security levdlheMA solution

uses two nested, independent tunndts protect the confidentiality and integrity of datincluding

voice and videogs it transits theuntrusted network. The MA solution uses Internet Pamol Security
(IPsec) as the Outer Tunnel and, depending on the solution design, IPsec or Transport Layer Security
(TLS) as the Inner layer of protection.
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comporent (device or software application) that terminates the Inner layer of encryption. An Inner

Encryption Component can be a virtual private network (VPN) Component or a TLS Component that is in
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Gateways and VPN Clients in situations where the differences between the two are unimportant. The
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(TLSProtected Server orégure Reatime Transport Protocol (SRTP) Endpoint) and EUDs (TLS Client or

SRTP Client) in accordance with this CP (see Sebt&inaind 5.6.3 respectively). There are two EUD
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to describe a dedicated piece of hardware that can be part of an EUD and terminates the Outer layer of

IPsec encryption.




Table 1. Overview of Mobile Access CP Terminology

Component VPN EUD TLS EUD
Inner Encryption IPsec provided by VPN Client | TLS or SRTP provided by-Pt&ected
Component Server, SRTP Endpoint, TLS Client,
ORSRTP Client
Outer Encrypion IPsec provided by Dedicated | IPsec provided by Dedicated Outer VPN
Component Outer VPNDRVPN Client ORVPN Client
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Figure 1. Overview of Mobile Access Solution

As shown irFigure 1 before being sent across the untrusteetwork, classified data is encrypted twice:

first by an Inner Encryption Component, and then by an Outer VPN Component. At the other end of the
data flow, the received packet is correspondingly decrypted twice: first by an Outer VPN Component,
and then byan Inner Encryption Component.

All Encryption Components are within the CSfC Solution Boundary. The MA CP Version 2.0 and future
versions, no longer allows the use of existing Classified Enterprise Network Encryption Components to
provide the Inner layeof protection.

MA solution components are managed using Red Management Services for Inner Encryption
Components and Gray Management Services for Outer Encryption Components. The Gray Management
Services include an administration workstation, a Gray e Security Information and Event
Management (SIEM) Component, Intrusion Detection System (IDS)/Intrusion Protection System (IPS)
and any additional components located between the Outer VPN Gateway and Inner Encryption
Components. Gray Management Sees may also include a locally run Outer Certification Authority

(CA), Certificate Revocation List (CRL), CRL Distribution Point (CDP), and/or authentication server. The
Red Management Services include an administration workstation, an Inner Firevdadihean

components within the Red Network. The Red Management Services may also manage a locally run




Inner Tunnel CA and, optionally, a locailiyp Outer Tunnel CA. In addition, the MA CP allows customers
to leverage an existing Enterprise Public Kesastfucture (PKI) to issue certificates to Outer VPN
Components and Inner Encryption Components. To use an existing Enterprise Root CA at least two
separate subordinate CAs must be used: one to issue Certificates for Outer VPN Components and the
other toissue certificates for Inner Encryption Components.

The EUDs used within the MA CP are fdawgtor agnostic. They include smart phones, tablets, and

laptops. An MA CP EUD can be composed of multiple physical devices (e.g., a Dedicated Outer VPN and
a Conputing Device) all collectively referred to as the EUD. Although the CP allows flexibility in the
selection of the EUD, customers and Integrators must ensure that EUDs meet all applicable

requirements for the planned solution design. Sectioh 1descrbes in detail the differences between

the VPN EUD and TLS EUD solution design options.

The MA CP instantiations are built using products from the CSfC Components List (se€l®ection
Customers who are concerned that their desired products are not yeéh@®CSfC Components List are
encouraged to contact the appropriate vendors and encourage them to sign a Memorandum of
Agreement with NSA and commence evaluation against a NIAP approved Protection Profile using the
CSfC mandated selections which will endgbtm to be listed on the CSfC Components List. NIAP
Certification alone does not guarantee inclusion on the CSfC Components List. Products listed on the
CSfC Components List are not guaranteed to be interoperable with all other products on the CSfC
Components List. Customers and integrators should perform interoperability testing to ensure the
components selected for their MA Solution are interoperable. If you need assistance obtaining vendor
Point of Contact information, please emedifc_components@nsa.gov.

4.1 NETWORKS

This CP uses the following terminology to describe the various networks that compose an MA solution
and the types of traffic present on each: Red, Gray, and BlEo&.terms Red, Gray, anthBk refer to

the level of protection applied to the data as described below.

4.1.1 REDNETWORK

Reddataconsists of unencryptediassified datand a Red Networkontainsonly Reddata. Red
Networks are under the control of the solution owner a trusted thid party.

The Red Network begins at the internal interface(s) of Inner Encryption Components located between
the Gray Firewall and Inner Firewall. E@bPsess the Red Network through the two layers of nested
encryption described in this CP. For examatelnner VPN Gateway located between the Gray Firewall
and Inner Firewall terminates the Inner layer of IPsec encryption from a VPN EUD. Once a successful
IPsec connection is established, the EUD is given access to classified services such as wébtuamail,
Desktop Infrastructure (VDI), voice, etc.

In some instances, when the MA infrastructure is designed to support TLS EUDs;Retétisd

Server or SRTP Endpoint, which terminates the Inner layer of encryption, will implemerPeolidcEed

Sener that includes both Gray and Red Network interfaces located between the Gray Firewall and Inner
Firewall. This TEHSotected Server terminates the TLS connection from the EUD and acts as a proxy to
Red Services located outside of the CSfC Solution Round



mailto:csfc_components@nsa.gov.

If using user client certificate authentication fdret services in your enterprisee@&Network, then the

Inner TL®rotected Server acting as a TLS proxy option is NOT recommended. The Inner VPN Gateway
option is best in this case. The Inner-Pt&tected Server acting as a TLS proxy option is viable if t
services in your enterpriseeR Network are using TLS Server Authentication only or are clear text.

Please note that the TLS certificate on the TLS EUD that is used to connect to the lsfretddt&d

Server is a noperson entity (NPE) certificate. Another use case for the InnePidt8cted Server

option isreplicated services on the gragd boundary. In this case a user certificate is allowable, but a
NPE certificate is still preferred

A similar situation exists for SRTP when using a Voice over Internet Protocol (VolP) Gateway/Border
Controller to terminate the SRTP traffic for an EUD and relaying the data to the Red Network. Since a
VolP Gateway/Border Controller, located between @Gy Firewall and the Inner Firewadrminates

the Inner layer ofSRTRlesktop phones in the Red Netwaaike not included in thé&olution Boundary:

Red Network may only communicateith an EUDhrough theMA solution ifboth operate at the same
security level.

4.1.2 GRAYNETWORK

Graydatais classified data that has been encrypted on€&ray Networks are composed of Gray data
and Gray Management Services. Gray Netwainle under thghysical and logicalontrol of the
solution owner or a trusted third party

The Gray Network is physically treated as a classified network even though all classified data is singly
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classified, perhaps by determining the Interfbtocol (IP) addresses are classified at some level, then

the MA solution described in this CP cannot be implemented, as it is not designed to provide two layers

of protection for any classified information on the Gray Network.

Gray Networlcomponentsconsistof the Outer VPN Gateway, Grdgrewall, andGray Management
Services All Gray Network components are physically protected at the same level as the Red Network
components of the MA infrastructure. Gray Management Services are physically conttetttedsray
Firewall and include, at a minimum, an administration workstation. The Gray Management Services also
includes a SIEM unless the SIEM is implemented in the Red Network in conjunction with a CDS (see
Section8). The MA CP requires the managemtneihGray Network components through the Gray
administration workstation. As a result, neither Rext Back Administration Workstations are

permitted to manage the Outer VPN Gateway, Gray Firewall, or Gray Management Services.
Additionally, the Gray admistration workstation is prohibited from managing Inner Encryption
Components. These Inner Encryption Components must be managed from a Red Administration
workstation.

4.1.3 BLACKNETWORK

Black data is classified data that has been encrypted twice. The retwonecting the Outer VPN
Components together is a Black Network. Black Networks are not necessarily, and often will not be
under the control of the solution owner and may be operated by an untrusted third party.




The MA CP allows EUDs to operate ovgr Black Network when used in conjunction with a
Governmentowned Retransmission Device (RD) or a physically separate Dedicated Outer VPN to
establish the Outer IPsec Tunnel.

The governmenbwned RD is a category of devices that include$Miotspots ad mobile routers. On

the external side, the RD can be connected to any type of medium (e.g., cellukir, S TCOM,

Ethernet) to gain access to a Wide Area Network (WAN). On the internal side, the RD is connected to
EUDs either through an Ethernet caldr WiFi. When the RD is a Wi access point connected to the

EUD (or multiple EUDs), the ¥inetwork must implement ki Protected Access Il (WPA2) with-Pre
Shared Key (PSK). The EUD must be configured to only permit connections to authoriZzeD&R&re.

only permitted to establish connectivity to the Black Network, and may not be placed between an Outer
Encryption Component and Inner Encryption Component.

The CP also allows connectivity without the use of a RedicatedOuter VPNif any of tre following
transport networks are used: Government Private Cellular Networks or Government Private Wireless
Networks or Government Private Wired Networks. Government Private Cellular Networks are defined
as cellular base stations that are owned and @ped exclusively by the U.S. Government (such as in
tactical environments). Government Private Wireless Networks denotgi\ébnnectivity by a Wireless
Local Area Network (WLAN) accredited by an Alilese WA networks must comply with applicable
orgarization policies. Withithe Department of Defense (D) the applicable policy is Dolnstruction
(DoDI)8420.01. At a minimum, these Wi networks must implement WPA2 with PSK; however, WPA2
with certificate-based authentication is preferred for all usases. When Government Private Wireless
Networks use certificatdased authentication, they cannot share the Outer Tunnel CA or Inner Tunnel
CAcertificateManagement Services. WPA2 between the RD and EUD protects the Black Transport
Network, but does at count as one of the layers of CSfC dat&ransit encryption. A Wireless Intrusion
Detection System (WIDS) is required if a Government Private Wireless Networks is used within the
solution. A Wireless Intrusion Prevention System (WIPS) should atem&idered. For requirements

and information on WIDS and WIPS see@®fC Wireless Intrusion Detection System (WIDS)/Wireless
Intrusion Prevention System (WIPS) An@exernment Private Wired Networks are hardwired

networks that are accredited by an AO

Table 2. Acceptable Black Transport Networks

VPN EUD TLS EUD
Any Black Transport Networ| Government RIDRDedicated| Government RIDR
Outer VPN Dedicated Outer VPN

Government Private Cellulari No additional requirements | No additional requirements
or Government Private
Wireless o Government
Private Wired
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Figure 2. Acceptable Black Transport Networks

As shown irFigure 2 both EUD designs can connect to the MA solution over Government Private
Cdlular or Government Private Wireless Networks or Government Private Wired Networks without the
need for a separat®edicatedOuter VPNor RD. When connecting over any other Black Transport
Network, EUDs must use a Dedicated Outer VPN or a Governmeatd@briect to the MA solution.

When an EUD includes a Dedicated Outer VPN, that VPN is used to establish the Outer layer of IPsec to
the government infrastructure and is included within the CSfC Solution Boundary. The Dedicated Outer
VPN must be connectdd the computing platform using an Ethernet cable (see Sections 12.10 and
12.11). The computing platform then terminates the Inner layer of encryption. Although only required
as described above, a Dedicated Outer VPN can be used to connect to angtraesywork for any of

the EUD solution designs. Similarly, an EUD can use a Government RD to connect to any transport
network. The Government RD is part of the CSfC Solution Boundary, and acts as an intermediary
between the desired transport network arlde EUDand is to be protected from unauthorized use and
tampering Similar to the Government RD, tBedicatedOuter VPNmust be protected from

unauthorized use and tampering.




4.1.4 DATA, MANAGEMENTAND CONTROLPLANE TRAFFIC

Data plane traffic is classifiéaformation, encrypted or not, that is being passed through the MA

solution. The MA solution exists to encrypt and decrypt data plane traffic. All data plane traffic within
the Black Network is encapsulated within an Outer layer of Encapsulating S&aylibad (ESP) and

either a second layer of ESP or a layer of TLS or SRTP. All data plane traffic within the Gray Network is
encapsulated within ESP, TLS, or SRTP.

Management plane traffic is used to configure and monitor solution components. It esctod
communications between an Information System Security Officer (ISSO) and a component, as well as the
logs and other status information forwarded from a solution component to a SIEM or similar repository.
Management plane traffic on Red and Gray Natve¢ must be encapsulated within the Secure Shell

(SSH), ESP, or TLS protocol.

Control plane traffic consists of standard protocols necessary for the network to function. Unlike data
or management plane traffic, control plane traffic is typically nofatetd directly on behalf of a user or
an ISSO. Examples of control plane traffic include, but are not limited to, the following:

1 Network address configuration (i.e., Dynamic Host Configuration Protocol (DHCP), Neighbor
Discovery Protocol (NDP), etc.)

1 Address resolution (i.e., Address Resolution Protocol (ARP), NDP, etc.)
1 Name resolution (e.g., Domain Name System (DNS))
1 Time synchronization (i.e., Network Time Protocol (NTP), Precision Time Protocol (PTP), etc.)

1 Route advertisement (i.e., Routing InformatiBrotocol (RIP), Open Shortest Path First
(OSPF), Intermediate System to Intermediate Syste®f|Border Gateway Protocol (BGP),
etc.)

1 Certificate status distribution (i.e., Online Certificate Status Protocol (OCSP), HTTP download
of CRLs, etc.)

The MA CP explicitly prohibits the use of most control plane traffic for EUDs that use a single Computing
Device to provide both the Inner and Outer layers of encryption. The MA CP does not allow route
advertisement or certificate status distribution to ingsésgress from the Black Transport Network for
these EUDs. As a result, the implementing organization must implement procedures to handle a
situation in which the certificate of an Outer VPN Gateway is revoked. EUDs are configured for all IP
traffic to flow through the Outer IPsec VPN Client with the exception of control plane protocols
necessary to establish the IPsec tunnel. The control plane necessary to establish the IPsec tunnel is
limited to Internet Key Exchange (IKE), address configuration, jinehsonization, and in some cases

name resolution traffic. EUDs selected from the CSfC Components List use NIAP evaluated
configurations to ensure that IP traffic flows through the Outer IPsec VPN Client. Upon establishing the




Outer VPN tunnel, the CP @®not impose detailed requirements restricting control plane traffic in the
Gray and Red Networks.

Restrictions are also placed on control plane traffic for the Outer VPN Gateway. The Outer VPN
Gateway is prohibited from implementing routing protocolsextternal and internal interfaces. The
Outer VPN Gateway must rely on the Outer Firewall to implement any dynamic routing protocols.

Except as otherwise specified in this CP, the use of specific control plane protocols is left to the solution
owner to appove. The solution owner must disable or drop any unapproved control plane protocols.

Data plane and management plane traffic are generally required to be separated from one another by
using physical or cryptographic separation. Use of a Virtual LoeaNetwork (VLAN) alone is not

sufficient to separate data plane and management plane traffic. As a result, a solution may, for
example, have a Gray data network and a Gray Management network that are separate from one
another, where the components on¢hGray Management network are used to manage the

components on the Gray data network. The Gray Management network is separated from the Gray data
network via the Gray Firewall. The Gray Firewall uses an Access Control List (ACL) to ensure that only
appropriate Gray Management Services (i.e., administration workstation, SIEM or Network Time Server)
can communicate with the Outer VPN Gateway. The Gray Firewall is also responsible for ensuring that
Gray Management Services are only capable of flowing iappeopriate direction. For example, SSH

traffic is permitted to initiate from an administration workstation to the Outer VPN Gateway, but not

from the Outer VPN Gateway to any Gray Management Services. Conversely, system log data is
permitted from the Quter VPN Gateway to the Gray SIEM, but is not permitted from the Gray
Management Services to the Outer VPN Gateway. Given that some control plane traffic is necessary for
a network to function, there is no general requirement that control plane traffisib@larly separated,

unless otherwise specified.

4.2 HIGH-LEVELDESIGN

TheMA solution is adaptable tsupportmultiple capabilities depending on the needs of the customer
implementing the solution.The supported EUD capabilities are mutually excludigecuistomer

chooses to implement an EUD using two layers of [RBeathe Inner TLS Client woultbt be included

as part ofthat EUDmplementation. Similarly, if a customer only needs a secure voice capability, then
the Inner IPsec Component would nat imcluded as part of that EUD implementation. Although the

EUD solution designs are mutually exclusive, the infrastructure may be configured to support both EUD
solution designs (se&ppendix . This enables implementation of both types of EUDs basedse

cases and device featuresny implementation of théviA solution must satisfy all of the applicable
requirements specified in thiSP, as explainad Sectionsl1and12.

4.2.1 ENDUSERDEVICES

This CP uses the concept of an EUD, which is either a Gimiglputing Device, such as a smart phone,
laptop, or tablet, or the combination of the Computing Device and a Dedicated Outer VPN. The EUD
provides two layers of protection for data in transit to tunnel through the Black Network and access
classified datan the Red Network. In some instances, an EUD encompasses more than one piece of




hardware (e.g., Computing Device and Dedicated Outer VPN) each of which perform a layer of
encryption. Where more than one piece of hardware is used, each componenuidaddas part of the

EUD and are within the CSfC Solution Boundary. EUDs are dedicated to a single classification level and
can only be used to access a Red Network of the same classification. There are two EUD designs which
can be implemented as part ah MA solution. Each of the EUD designs share many requirements in
common, but also have unique requirements specific to that design:

1) IPseelPsec (VPN EUDYses two IPsec tunnels to connect to the Red Network. Such an EUD
includes both an Inner VPN Glieand Outer VPN Component to provide the two layers of IPsec.
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implemented using combinations of IPsec VPN Clients and IPsec Gatewaygpeedix D).
For examplea VPN EUD can be implemented on a Computing Device with two VPN Clients
running on separate IP stacks. Similarly, the MA CP allows a VPN EUD to use a Dedicated Outer
VPN to provide the Outer layer of IPsec encryption and a VPN Client installed on ai@gmput
Device to provide the Inner layer of encryption.

2) IPse€TLS (TLS EUMDJses an Outer layer of IPsec encryption and an Inner layer of TLS
encryption to access the Red Network. Throughout the document this EUD design is referred to
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or a Dedicated Outer VPN. The Inner layer of encryption is then provided by a TLS Client. The
EUD TLS Client includes a number of different options which can be sele@echidance with
the CP requirements, to meet the operational needs of the customer. The EUD TLS Clients
include, but are not limited to, web browsers, email clients, and VolP applications. Traffic
between the TLS EUD Client and the-Fiddected Servessiencrypted with TLS or in some
instances SRTP.
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Figure 3. EUD Solution Designs

Figure 3hows the two EUD solution designs available as part of the MA CP. In each design the Outer
VPN Component is used to establish an IPsecdiuorthe Outer VPN Gateway of the MA solution
infrastructure. In either EUD design, this Outer VPN Component must be selected from the CSfC

Components List and could be either a VPN Client or a Dedicated Outer VPN. If a Dedicated Outer VPN
is used to povide the Outer IPsec tunnel, then the computing platform must be connected to the
Dedicated Outer VPN using an Ethernet cable.

The Inner layer of encryption for VPN EUDs is provided by a VPN Client. The Inner VPN Client must be
selected from the CSfC Cponents List (see Sectidd). If VPN Clients are used for both the Inner and
Outer layers of encryption then they must use a different IP stack, and are generally implemented using
virtualization.

The Inner layer of encryption for TLS EUDs is provigesither TLS or SRTP. Every application that
performs TLS or SRTP must be selected from the CSfC Components List.

The MA CP allows three different deployment options pertaining to the use and handling of an EUD
while powered off:

1. EUD with DARTo implemen Data-at-Rest (DAR) on an EUD, the DAR solution must be
approved by NSASA 1 KSNJ | &

O2YLX ALyl FyR NBIAAGSNBR 6A




tailored solution for the protection of information classified at the level of the Red Network
connected to theEUD. Specification of such a DAR solution is outside the scope of this CP, but
can be found in the DAR CP. Continuous physical control of the EUD must be maintained at all
times.

2. Classified EUDrhe EUD can only be used when applying physical semed#gures approved
by the AO. EUDs are not subject to special physical handling restrictions beyond those
applicable for classified devices as they can rely on the environment they are used within for
physical protection. If this design option is selecteén the EUDs must be treated as
classified devices at all times. The EUD in this caseanabte the native platform DAR
protection (e.g., encryption) in ordeo protect the private keys and other classified
information stored on it from disclosure drincrease the difficulty of tampering with the
software and configuration. Continuous physioahtrol of the EUD must be maintained at all
times.

3. Thin EUDThe EUD can be designed to prevent any classified information from being saved to
any persistenstorage media on the EUD. Possible techniques for implementing this include,
but are not limited to: using VDI configured not to allow data from the Enterprise/Red
Network to be saved on the EUD, restricting the user to apensistent virtual machinero
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locally. Since the EUD does not provide secure local storage for classified data, its user is also
prohibited by policy from saving classified data to it. TU®Hn this case mushable the
native platform DAR protectioto protect the private keys stored on it from disclosure, and to
increase the difficulty of tampering with the software and configuration. This option is not
permitted if any of the private kes or certificates stored on the EUD are considered classified
by the AO.Continuous physical control of the EUD must be maintained at all times.

While powered on, an EUD is classified at the same level of the connected Red Network, since classified
datamay be present in volatile memory and/or displayed on screen. To mitigate the risk of accidental
disclosure of classified information to unauthorized personnel while the EUD is in use, the customer
must define and implement an EUD user agreement thatigies the rules of use for the system. The
customer must require that all users accept the user agreement and receive training on how to use and
protect their EUD before being granted acce$kere is no limit to the number of EUDs that may be
includedin an MA solution.

The intent of a continuous physical control requirement for the MA CP is to prevent potential attacks via
brief, undetected physical access of an EUD by a nation state adversary. Since MA CP EUDs by their
nature are mobile they are fragently transported and operated outside of physically protected
government spaces. As a result, customers must maintain continuous physical control of the EUD at all
times.




4.2.2 INDEPENDENTSTE
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Figure 4. EUDs Connected to Indepedent Site

Figure 4shows a single Red Network connected to EUDs that operate at the same security level through
the MA solution. Here, the Red Network has at least two Encryption Components associated with it:
one or more Inner Encryption Components nented to the Red Network, and an Outer VPN Gateway
between the Inner Encryption Components and the Black Network. There are two layers of encryption
between any EUD communicating with the Red Network: one IPsec tunnel between their Outer VPN
Componentsand a second IPsec, TLS or SRTP layer depending on the selected EUD design(s).

For independent sites, administration is performed at that site for all components within the Solution
Boundary, including the Outer VPN Gateway, Gray Management Serviceskhengstion Components,

Red Management Services, firewalls, and EUDs. Independent sites are not interconnected with other
infrastructure sites through the MA solution; therefore, management, data plane, and control plane

traffic between solution infrastrcture sites are outside the scope of the MA CP. If two or more sites

must be interconnected, customers may also register the MA solution against the MSC CP or use a NSA
Certified encryptor.

While Figure 4shows only a single EUD, this solution does nait the number of EUDs being
implemented.




4.2.3 MULTIPLESTE
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Figure 5. Multiple Mobile Access Solution Infrastructures Supporting EUDs

Figure 5shows two MA solution infrastructures that an EUD can connect to in order to actfessrdi

Red Network services. Customers may want to implement multiple solution infrastructures to support
Continuity of Operations or provide better performance based on geographic location of EUDs or Red
services. The multiple solution infrastructumasy be interconnected using a N&gproved solution

such as the MSC CP or a Netified encryptor; however, connectivity of Solution Infrastructure
Components is outside the scope of the MA CP.

While Figure 5shows only two sites, this solution can scalénclude numerous sites, with each
additional site having the same design as thosEigure 5
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Figure 6. Mobile Access Solution Supporting Multiple Security Levels

4.2.4 MULTIPLE SECURITYLEVELS

A single implementation of thBl1A sdution may supporinultiple Red Network of different security

levels The MA solution provides secure connectivity between EUDs and the Red Network of the same
security levelvhile preventingeUDs from accessing Red Netvgookdifferent security levels.This

enables a customer to use the same physical infrastructure to carry traffic from multiple networks.
EUDs operating as part of a Multiple Security Level solution are still dedicated to a single classification
level. Although eachRed Networlwill gill require its own hner Encryption Component(s) site may

use a singl®uterVPN Gatewain the infrastructureto encrypt and transport traffic that rebeen

encrypted by InneEncryption Componentsf varying security levelsAs shown irFigure 6 aSECRET
Coalition EUD is only capable of communicating with and authenticating to the Inner Encryption
Components for Network 8 SECRET Coalition. This EUD does not have any connectivity to the Inner
Encryption Components of Network 1 and Network 2.

Thete is no limit to the number of different security levels tlaatMA solution may support.

MA solutions supporting multiple security levels may include indepertlgy managed sites (see Section
4.2.2 ormultiple sites(see Sectiod.2.3. In all caseseparate CAs and management devices are
needed to manage the Inné&ncryption Components and Inner Firevedleach security levelFor
example Figure 6showsan independent site with multiple security leveNetwork1, Network2, and
Network 3each haveheir own CA and management deviagich prevent EUDs from being able to
authenticate with the incorrect network




In addition to separate Inner Encryption Components and @&#fathentication servemust beusead to
allow theuse of a single OutarPN Geeway for multiple security levelsTheauthentication server
resideswithin the Gray Managememetwork and validats that Outer Tunnetertificatesare signed by
the Outer TunnelCA are still within their validity period, and hae not been revoked.The

authentication servealso parses the certificate fanformation assigned to a specific inner network
(i.e.,Organizational Unit@U) field or policy Object Identifiers Q@IDs))to determine which inner network
the EUD is authorized to connedfter siccessful authenticatiorthe authentication serveprovides a
acceptmessage to th®©uter VPN Gateway along with a Venespecific AttributgVSA) The Outer VPN
Gateway uses the V3é assign the proper network and firewall rules such thatEUxan ory reach
the appropriatelnner Encryption Components.

4.3 RATIONALE FORLAYEREDENCRYPTION

A single layer oENSAencryption, properly implemented, is sufficient to protect classified data in transit
across anuntrusted network. TheMA solution uses two laysrof CNSAencryption not because of a
deficiency in the cryptographic algorithms themselves, but rather to mitigate the risk that a failure in
one of thecomponents, whether by accidental misconfiguration, operator error, or malicious
exploitation of animplementation vulnerabilityresults in exposure of classified informatiofihe use of
multiple layersof protectionreduces the likelihoodf any one vulnerabilitpeingused toexploit the full
solution.

If anOuter VPNComponentis compromised or faili some way, the Inndeéncryption Componerdan

still providesufficientencryptionto prevent the immediate exposure of classified data to a Black
Network In addition, theGray Firewaltan indicate that a failure of th@uter VPN Gateway has
occurred,since the filtering rules applied its external network interfacavill drop and log the receipt

of any packetsiot associated with an Inner Encryption Componegtich log messages indicate that the
OuterVPN Gateway has been breached or misconfigurgaktmit prohibitedtraffic to pass through to
the Innerencryption component

Conversely, ithe InnerEncryption Componeris compromised or fails in some way, tBeter VPN

Gateway can likewise providifficientencryptionto prevent the immediate expase of classified data

to a Black NetworkAs in the previous case, tligray Firewalliltering rules applied to itinternal

network interfaces will drop and log the receipt of any packeisassociated with an Inner Encryption
Component Such log mesges indicate that the Inner Gateway has been breached or misconfigured to
permit prohibitedtraffic to pass through to th®uterVPN Gateway.

If both the Outerand Inner Gateways akmpromised or fail simultaneously, then it may be possible
for classifed data from theRed Networko be sent toa Black Networkvithout an adequate level of
encryption. The security of thé/A solution depends on preventing this failure modegsgmptly
remediating any compromises or failures in derecryption Componertiefore the other also fails or is
compromised.

Diversity of implementation is needed between the components in each layer of the solution in order to
reduce the likelihood that both layers share a common vulnerability. The CSfC Program recognizes two
ways toachieve this diversity. The first is to implement each layer using components produced by
different manufacturers. The second is to use components from the same manufacturer, where the
manufacturer has provided NSA with sufficient evidence that theemphtations of the two




components are independent of one another. The CSfC web page
(https://www.nsa.gov/resources/commercigdolutionsfor-classifiedprogram) contans details for how

a manufacturer can submit this evidence to NSA and what documentation must be provided. Customers

that wish to use products from the same manufacturer in both layers must contact their NSA Client

Advocate to confirm that NSAhasaccei® G KS Y I ydzZFI OGdzZNBNRa Of I Avya 0S¥z
solution.

4.4 AUTHENTICATION

The MA solution provides mutual device authentication betw@&arier VPNcomponents andetween

Inner Encryption components via public key certificat€gisCPrequires allauthentication certificates
issued toOuter VPNcomponents and Inner Encryptimemponents be No#Person Entity (NPE)
certificates, except in the casehen TLS EUDs are implemented. In addition, NPE certificates issued to
Outer VPN Gateways may need teers the IP address of the Outer VPN Gateway in either the
Common Name field of the certificate Distinguished Name, or in the Subject Alternative Name
certificate extension. The EUD may be required to check the IP address asserted in the Outer VPN
Gatewaycertificate and ensure it is the same IP address registered in the EUD.

4.4.1 TRADITIONALAUTHENTICATION

Following the two layers of device authentication, VPN EUDs require théousethenticate to the
network before gaining access to any classified data, username/password, user certificatd)LS
EUDsnayusea device certificate or a user certificaté/hen a device certificate is used, the user must
also authenticate to thé&ked Networlbefore gaining access to any classified datdhe same mannera

a VPN EUD (e.g., username/password, user certificien a user certificate is used, the user
certificate authenticates thénnerlayer of TLS encryption and authenticates the user for access to the
requested classified datdn this latter case, its recommended that additional access contralsch as
Allowlist,be implemented in conjunction with the user certificate to control accedRd¢d Network
services.

In addition to authentication for the Outer and Inner layer of encryption, the MA CRresqusefto-

device authentication. This authentication occurs between the user and the Computing Device (which
processes Red data) of an EUD. In some instances the Computing Device may be physically separate
from the component of the EUD which providég Outer layer of encryption (for example, a Dedicated
Outer VPN Gateway provides the Outer layer of encryption). The MA CP requires EUD components use
a minimum of a sicharacter, cassensitive, alphanumeric password to authenticate to the device.

This password can be used both for decrypting the platform encryption as well as for unlocking the
screen. EUD components, which are selected from the Mobile Platform section of the CSfC Components
List, are able to use a relatively short authenticatioridasince they use a hardware based root

encryption key which is evaluated during the NIAP certification.

4.4.2 TwWOFACTORAUTHENTICATION
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https://www.nsa.gov/resources/commercial-solutions-for-classified-program

token and the EUD must be stored in a physically separate and independently securable storage
containers when both devices are securely stored.

4.4.2.1 User to EUD

This two factor use case could apply to eithera VPN or TLSEPR B ND i5¢ A& RSTAYSR | a
second factor of authentication for login to the devicEhis could be accomplished using a smart card

with an identity PKI cert (something you have) and a passphrase (something you Rinsvgould also

be accomplished with  LJF 8 A LJIKNJ 8S 6a42YSOKAy3 &2dz (y268 IyR (K
youK | @S¢ FI1 OG2NJ YI yATFSailA yedtertaldront thelRNEUD upplyihgda-odeS LI NJ-
time password for the user to entelAs shown in Table 19, the passphrasbadth cases must still meet

the complexity and length requirement specified in MA25. For future versions of the MA CP,

transferring this ongime password via a sherange RF communication will be examined.

4.4.2.2 EUD to Infrastructure

This use case ofvb factor appliestoaVPNEU®9 ! 5 (2 Ay FNI &0 NHzOGdzNB¢ Aa RS
factor of authentication to the Inner VPN tunnel. This could be accomplished as follows: The first factor

will be the certificate that is on the device as required by-EIA35. The second factor will be a
Ga2YSiyokKlyASe FFOG2NI YIYyAFSadAy3a +a + LKeaAOlffte a
one-time password for the user to enter. The purpose of adding a second factor of authentication to

the solution is tgorevent continued access to a network if an EUD is compromised as a result of an

attack. If a device has been compromised, it can be assumed that the certificates used to authenticate

to the enterprise would be accessible to an adversary to be usedeyitamate device or they could be

extracted and used on a different device masquerading as the lisen adversary has managed to

compromise the certificates on an EUD, adding a second authentication factor prevents persistent

access to a network.

4.5 OTHERPROTOCOLS

Throughout this document, when IP traffic is discussed, itreter to eitherlPv4 or IPvéraffic, unless
otherwise specifiedas the MA solution is agnostic to most named data handling protocols.

Public standards conformant Layer 2 conpabtocols are allowed as necessary to ensure the

operational usability of the networkThisCPis agnostic with respect to Layer 2; specificdlgoes not
require Ethernet.Public standards conformant Layer 3 control protocols may be allowed badedain

AO policy, but the default configuration of this solution is for all Layer 3 control protocols to be disabled.
Red andsray Networkmulticast messages and Internet Group Management Protocol (IGMP) or
Multicast Listener Discovery (MLD) may also tenadd depending on loc#iOpolicy. Multicast

messages received on external interfaces of@hder VPN componentnustbe dropped.

It is expected that thé1A solution can be implemented in such a way as to take advantage of standards
based routing protocits that are already being usedtime Black and/or Red Networkor example,
networks that currently use Generic Routing Encapsulation (GRE) or Open Shortest PESPiFst
protocols can continue to use these in conjunction with tuter Firewall anthner Firewalkolution to
provide routingas long ashe AOapproves their use.




4.6 AVAILABILITY

The highlevel designs described 8ectiord.2 are not designed to automatically provitiggh

availability Sipporting solution implementations for whidiighavailability is important is not a goaf

this version of the CPHowever this CP does not prohibit adding redundant components in parallel to
allow for component failover or to increase the throughput of the MA solution, as long as each
redundant compaent adheres to the requirements of this CP. The CP does not limit the number of
Outer VPN Gateways or Inner Encryption components that can be implemented for high availability in a
MA Solution.

5 INFRASTRUCTURE COMRIENTS

In thehigh-level designsliscused in the previous section, all communications flowing aced3kck
Networkare protected by at least two layers of encryptiamplemented using a®@uterIPsec VPN
tunnel and arinnerlayer of IPsec, TLS, or SRTP encryptitemdatory aspects of the adtion
infrastructure also includadministrationworkstations, IDBPS, SIEMirewalls, and CAs fdwey
management using PKI.

Eachinfrastructurecomponent is described in more detail beloWwhe descriptions include information
about the security provied by the components as evidence for why they are deenembssaryor the
solution. Componentsare selected from th€SfC Componesitistand configured per NIAP
configuration guidance in accordance with the Product Selection requirements of this CGe¢tiea
11).

This section also provides details aifddional components that can be added to the solution to help
reduce the overall riskHoweverwhere indicated in the texthese are not considered mandatory
components for the security of the solati; therefore, thisSCPdoes not place configuration
requirements orthose optionalcomponents.

5.1 OUTERFIREWALL

TheOuterFirewallis located at the edge of thdA solution infrastructure and connected tinve Black
Transport Ntwork.

The external interfacef the Outer Firewallonly permits IPsedKE and ESP traffic with a destination
address of theOuter VPNGateway.

The internal interface of th®uterFirewallonly permits IPsec traffic with a source address ofCGheer
VPNGateway and any necessaryntml plane traffic. The minimum requirements for port filtering on
the Outer Firewallcan be found in Sectiot2.13.

As shown in Figure ZheOuter Firewal| selected from the @S Components List, must be physically
separate from theDuter VPN Gateway




5.2 OUTERVPNGATEWAY

Authentication of peer VPN Components, cryptographic protection of data in transit, and configuration
and enforcement of network packet handling rules are all aspects fundamental to the security provided
by VPN Gateways.

Theexternal nterface of the OutePN Gateway isonnected to the internal interface of the Outer
Firewall. The VPN Gateway establishiedPsec tunnekith peer Outer VPN Componentshich

provides device authenticatigeonfidentiality, and integrity of informatiortraversingBlack Networks
VPNs offer a decreased risk of exposure of information in transit since any information that traverses
Black Networks placed in a secure tunnel that provides an authenticated and encrypted path between
the site and an EUDIheOuter VPN Gatewais implemented identically for all theigh-level designs
supporting a single security level. When supporting multiple security levels, the Outer VPN Gateway
must use a gray authentication server.

Similar to the Outer Firewall, thexternal interface of the Outer VPN Gateway only permits IPsec traffic.
The internal interface of the Outer VPN Gateway is configured to only permit traffic with an IP address
and port associated with Inner Encryption Components, Gray Management SerggesIEM and
administration workstation), or control plane component (i.e., DNS and NTP Servers in the Gray).

The Outer VPN Gateway is prohibited from implementing routing protocols on external and internal
interfaces and must rely upon the Outer Firewalprovide any dynamic routing functionality. As

shown in Figure 4, the Outer VPN Gateway, selected from the CSfC Components List, must be physically
separate from the Outer Firewall and Gray Firewall.

Described in Sectiof.2.4 The Outer VPN Gatewayingplemented in conjunction with a Gray

authentication server when multiple security levels are implemented. The Outer VPN Gateway acts as

an EAP paghirough for authentication between the EUD and the authentication server. Upon

successful mutual authdication, the Outer VPN Gateway receives an accept message and VSA for that
specific EUD. The Outer VPN Gateway uses the VSA attribute to assign the correct IP address and ACL to
ensure that the EUD is capable of reaching only the correct Inner Encr@mimponent.

TheOuterVPN Gateway cannot route packets betwelea Gray andBlack Network; any packets
received on &ray Networkinterface andransmitted toa Black Networknterface must be transmitted
within an IPsec VPN tunnel configured accordmthisCP

5.3 GRAYHFREWALL

The Gray Firewall is located between the Outer VPN and Inner encryption components. In addition to
filtering EUD traffic, the Gray Firewall also provides packet filtering for the Gray Management Services.

The external interfacefdhe Gray Firewall should only accept packets with a source address of the
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accept packets with a source address of the-Fitddected server or the Inn&rPN Gateway as part of an
established communication session. When supporting multiple security levels the Gray Firewall must

also ensure that only EUDs and Inner Encryption components of the same security level are able to
communicate.




In addition to ED data traffic, the Gray Firewall adjudicates traffic related to both the management of

the Gray boundary and EUD control plane traffic. As shown in Figure 4, the Gray Firewall, selected from
the CSfC Components List, must be physically separate fro@utez VPN Gateway and Inner

Encryption Components.

5.4 INNERFIREWALL

The Inner Firewall is located between the Inner encryption components and the Red Network. The
external interface of the Inner Firewall should only accept inbound traffic with a sourcessldf the
TLSProtected server or Inner VPN Component. The internal interface of the Inner Firewall should only
allow outbound traffic from the Red enclave to the Inner VPN Component or thErokexted server.

The TL®rotected servers include, but anet limited to: VolP call managers, mobile device

management (MDM) services, VDI, and web server content.

The Inner Firewall, selected from the CSfC Components List, must be physically separate from the Inner
Encryption Components.

5.5 GRAYMANAGEMENTSERVIGES

Secure administration of components in the Gray Network and continuous monitoring of the Gray
Network are essential roles provided by the Gray Management Services. The Gray Management
Services are composed of multiple components that provide dissiectrity to the solution. The MA CP
allows flexibility in the placement of some Gray Management Services. All components within the Gray
Management Services are either directly or indirectly connected to the Gray Firewall (e.g., multiple Gray
ManagementServices connected to a switch which is connected to the Gray Firewallizraje
Management Services aphysicallyprotectedas classifiedlevices.
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Figure 7 shows the infrastructure components of the Gray Management Services in the MA Solution.
Within the Gray Network, which is between the Outer VPN Gateway and Inner Encryption Components,
has an Administration workstation,E3¥, Authentication Server, and DNS. Components within the Gray
Network are further described below.

5.5.1 GRAYADMINISTRATIONWORKSTATION

Gray aministrationworkstations maintain, monitor, and control all security functiéoisthe Outer VPN
Gateway, Gray Fiveall, and all Gray Management service components. These workstations are not
permitted to maintain, monitor, or control Inner Encryption Components or Red Management Services
AllMA solutions will have at least one Gragministrationworkstation. Secton 7 providesmore detalil

on management of MA solution components.

5.5.2 GRAY SECURITYINFORMATION ANDEVENTMANAGEMENT(SIEM)

The Gray SIEM collects and analyzes log data from the Outer VPN Gateway, Gray Firewall, and other
Gray Management service componentsog data may be encrypted between the originating

component and the Gray SIEM with SSHv2, TLS, or IPsec to maintain confidentiality and integrity of the
log data. At a minimum, an auditor reviews the Gray SIEM alerts and dashboards daily. The SIEM is
configured to provide alerts for specific events including if the Outer VPN Gateway or Gray Firewall
receives and drops any unexpected traffic which could indicate a compromise of the Outer Firewall or
Outer VPN Gateway respectiveljhese functions caals be performed ora RedSIEM if a CDS is used

as described in th€SfC Continuous Monitoring Annex

5.5.3 GRAYAUTHENTICATIONSERVER

The Gray authentication server is only required for solutions supporting multiple security levels. The
authentication server isesponsible for performing mutual authentication with EUDs using the Outer

VPN Gateway as an EAP pidgsugh. In addition to verifying that certificates are signed by the correct

CA, are within their validity period, and are not revoked, the authenbcaserver parses the certificate

for information (e.g., OU field or Policy OID) that is associated with the Red Network with which the EUD
is permitted to establish an Inner IPsec connection or TLS session. Upon successful authentication of the
EUD, the athentication server sends an Accesscept packet to the Outer VPN Gateway. The Aecess
Accept packet includes an attribute derived from the OU or policy OID which the Outer VPN Gateway
uses to apply ACLs and route the EUDs traffic to the proper Inngrina Component.

5.6 INNERENCRYPTIONCOMPONENTS

The MA CP allows for the use of up to three different types of Inner Encryption Components: Inner VPN
Gateway, Inner TEBrotected Server, or Inner SRTP Endpoint. Inner VPN Gateways are always located
betweenthe Gray Firewall and Inner Firewall. An Inner VPN Gateway will always have at least two
interfaces, one external interface connected to the Gray Firewall and one internal interface connected
to the Inner Firewall.

Inner TLSrotected Servers and InneREP endpoints are permitted to use a single data plane interface
or multiple data plane interfaces. Similar to the Inner VPN Gateway, InnétrdteSted Servers and
SRTP endpoints with multiple interfaces have one external interface connect to thei@raglFand




one internal interface connected to the Inner Firewall. If implemented with a single data plane

interface, then that interface establishes the Inner layer of encryption and provides the classified data to
the TLS EUD. An example of aHitdicted Server with a single data plane interface is a web server
located between the Gray Firewall and Inner Firewall that terminates the Inner layer of encryption with
Hypertext Transfer Protocol Secut¢TTPS) and directly returns the content to the TUS.EThe TLS

Protected Servers and SRTP endpoints must be placed between the Gray Firewall and Inner Firewall, but
are not required to connect to the Red Network or Inner Firewall if it is acting as the server for the EUDs.
Inner VPN Gateways and TRi®tected Servers are always managed from the Red Management

Services. The management interface of the Inner VPN Gateway-8rdteSted server can either be
connected to the Inner Firewall or run directly to a standalone Red Management Services enclave.

AnMA solution infrastructure may support both TLS EUDs and VPN EUDs. When supporting both TLS
EUDs and VPN EUDs the solution infrastructure will always include an Inner VPN Gateway between the
Gray Firewall and Inner Firewall. This Inner VPN Gatewagnmiihate the Inner layer of IPsec traffic

for all VPN EUDs. Additionally, the solution infrastructure will include one or moierdiested

Servers. The TiBotected Servers are placed between the Gray Firewall and Inner Firewall. The TLS
Protected $rver(s) must be placed in parallel with the Inner VPN Gateway such that tHergteSted

Server is not dependent on the Inner VPN Gateway to reach the Gray Firewall or Inner Firewall (see
Appendix D.

For load balance or other performance reasons, rpldtinner Encryption Components that comply with
the requirements of the CP are acceptable.

5.6.1 INNERVPNGATEWAY

Similar to theOuter VPN Gateway, thinner VPNGateway provides authentication of peer VPN
Components, cryptographic protection of data in tranand configuration and enforcement of network
packet handling rulesThe Inner VPN Gateway is located between the Gray firewall and the Inner
Firewall. The Inner VPN Gateway is required to be implemented if supporting VPN EUDs.

Theexternal interface dthe Inner VPNGateway isonnected to the internal interface of the Gray
Firewall. The VPN Gateway establishiedPsec tunnekith peer Inner VPN Components. Similar to the
Outer VPN Gateway, the external interface of the Inner VPN Gateway only pénmiggress of IPsec
traffic and AGapproved control plane traffic. The internal interface of the Inner VPN Gateway is
configured to only permit traffic with an IP address and port associated with Red Network services.

Thelnner VPNGateway cannot rout@ackets between Red ar@ray Network. Any packets received
on aRed Networknterface and sent to &ray Networkinterface must be transmitted within an IPsec
VPN tunnethat isconfigured according to thiSP The Inner VPN Gateway, selected from ti&@
Components List, must be physically separate from the Gray Firewall and Inner Firewall.

5.6.2 INNERTLSPROTECTEDSERVER

The Inner TL-Brotected Server(s) uses TLS with select cryptographic cipher suites to provide
confidentiality, integrity, and mutual auéntication between a TLS EUD and-Pt&ected Server(s).
The TL®rotected Server is located between the Gray Firewall and the Inner Firewall. ThedléwsP
the TLSProtectedServerto useany protocol that is encapsulatedthin TLS




TheTLSProteced Serveshouldhave a different cryptographic library from the one used in@hger
VPN Gatewagnd must only be managed from the Red Management Services.

The TL®rotected server can be managed, through a dedicated network management interface, or

internally, through a trusted inline interface. If the Fi®tected Server is managed from the internal

interface, the HosBased Firewall must be configured to allow only those ports and protocols that are

required for the solution to operate as specifigdthis CP (see Sectid2.7). Inner TL®rotected

Servers must be managed from the Red Administration workstation. Therdtegted Server must

also be configured with a HeBtased Firewall. The HeBased Firewall must have a delmy-default

rule setfor both inbound and outbound data plane, control plane, and management traffic. Only ports
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firewall.

Examples of TESrotected Servers include, bare not limited to, web servers, Enterprise Session
Controllers (ESCJormerly known as Session Initiation Protocol (SIP) servers, VDI Servers, and MDM
servers. Web servers implemented as part of the MA CP terminate the Inner layer of encryption using
HTTPS. EAP over TLS for registration of EUDs and SRTP endpoints, session setup, and session
termination. When ESC servers are included, Session Description Protocol Security Descriptions (SDES)
is used over the EAPRLS session for key exchange betwele EUDs or between a TLS EUD and a SRTP
Endpoint. As shown in Figure 4, the Inner TLS Prote&etver, selected from the CSfC Components

List, must be physically separate from the Gray Firewall and Inner Firewall.

5.6.3 INNERSRTPENDPOINT

Inner SRTP endpoingsovide cryptographic protection of data in transit. Within the MA solution
infrastructure, SRTP endpoints are located between the Gray Firewall and the Inner Firewall. The Inner
layer of SRTP encryption can also be terminated between two TLS EUBsdses5.2). Registration,
session setup (including authentication and key exchange), and session termination for the SRTP
endpoints is performed using ESC over TLS.

All SRTP endpoints that terminate the Inner layer of encryption originating from aJCL&&de within
the CSfC Solution Boundary and must meet all applicable requirements as described in the MA CP.

The VolP gateway/border controller terminates SRTP Traffic from a TLS EUD and relays the data to the
Red Network. Inclusion of a VolP gatellayder controller allows integration with existing enterprise
voice systems.

As shown in Figure 4, the Inner SRTP endpoint, selected from the CSfC Components List, must be
physically separate from the Gray Firewall and Inner Firewall.

5.7 REDMANAGEMENTSERMCES

Secure administration of Inner Encryption Components and continuous monitoring of the Red Network

are essential roles provided by the Red Management Services. Red Management Services are composed
of a number of components that provide distinct setutd the solution. The MA CP allows flexibility in

the placement of some Red Management Services as described below.
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Figure 8. Overview of Red Management Services

Figure 8 shows the infrastructure components of the Red ManageiBervices in the MA Solution. The
Red Network, which is located beyond the Inner Encryption Components, has management services
components associated with it. Each of the management services components are described below.

5.7.1 REDADMINISTRATIONWORKSTATIONS

The Red dministrationworkstationis responsible to maintain, monitor, and contedl security
functionality forthe Inner Encryption Components, Inner Firewall, and all Red Management service
components. The Red administrative workstations arepgsmitted to maintain, monitor, or control
Outer Encryption Components or Gray Management Servidk#A solutions will have at least one
Redadministrativeworkstation. Section7 providesmore detail on management of MA solution
components.

5.7.2 REDS&ECLRITY INFORMATION ANDEVENT MANAGEMENT(SIEM)

Red SIEMs collect and analyze log data and flow data from the Inner Encryption Components, the Inner
Firewall, and other Red Management service components. Log data may be encrypted between the
originating compnent and the Red SIEM with SSHv2, TLS, or IPsec to ensure confidentiality and
integrity. The SIEM is configured to provide alerts for specific events. Customers are encouraged to
leverage existing Enterprise SIEM capabilities to monitor log data freen Encryption Components,

the Inner Firewall, and Red Management Services. A Red SIEM may also be used to analyze log data
from Gray Network components when used in conjunction with an approved CDS as described in the
CSfC Continuous Monitoring Annex




5.8 PUBLICKEYINFRASTRUCTURIOMPONENTS
Key Management Requirements have been relocated to a sep@st€ Key Management Requirements
Annex

6 END USER DEVICE COMINENTS

The MA CP supports both VPN EUDs and TLS EUDs; however, the EUD must be dedicateal \dBMither
EUD or TLS EUD. VPN and TLS EUDs are composed of a Computing Device and optionally include a
physically separate Dedicated Outer VPN to provide the Outer layer of IPsec encryption. When a
Dedicated Outer VPN is included as part of the EUD it beuphysically connected to the computing
platform using an Ethernet cable.

A RD is required when connecting to the Black Network, except for the solution designs and use cases
specified in Section.1.3and6.4.1

Appendix F. EUD configuration Optionspyides clarification on the various EUD configuration options.

6.1 VPNEUD

VPN EUDgselPsec using a VPN Cli¢émtprovide the Inner layer of encryptiorhe purpose of the

Inner VPNClientis to establish an IPsec tunnel to thmer VPNzateway of théviA solution
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power-on process, following establishment of trter VPN tunnel.Once the Inner VPN Client

establishes the Inner IPsec tunnel, any applicatistaiied on the Computing Device can send and

receive classified data with the Red Network. The private keys and certificates used for the

authentication of the Inner VPN Component are considered Controlled Unclassified Information (CUI)

and must be, at aninimum, protected byenabling the native platform DAR protection.

Appendix Dprovides additionaldetails on the allowable configuration of VPN EUDs.

AVPN Client mape usead as thelnner VPNComponent foVPNEUDs.The Inner VPN Client establishes

an Psec tunnel to the Inner VPN Gatevedyhe MA Solution Infrastructure.The tunnel may be

O2y FAIdzNBR G2 Fdzi2YlF GAOIT & odbprSeass. lAcdmbitakod & the & LI N.
VPN Client and the Operating System on which it is instadtedides configuration and enforcement of

network packet handling rules for the Inner layer of encryption. The Inner VPN Client is selected from

the IPsec VPN Cliesgction of the CSfC Components lishe VPN Clieng installed on theComputing

Devie selected from theMobile Platformsection of the CSfC Components List.

Virtualization can be used when an Outer VPN Client and Inner VPN Client both reside on the same
Computing Device. Use of virtualization ensures that two separate IP stacks arédpiseddix D
provides additional guidance on implementing EUDs.

6.2 TLSEUD

TLEUDwseTLS clients or SRElientsto provide thelnnerlayer of encryption.Thelnnerlayer of TLS
or SRTP implementedby TLS clients and SRTP clients provided by indiaghplications installed on




the Computing DeviceEach application that sends and receives data to the Red Network must be
selected and configured in accordance with the requirements of the CP. Each application then
terminates the Inner layer of encryiph to TLSProtected Servers and SRTP endpoints within the MA
solution infrastructure.

The private keys and certificates used for user authentication of the Inner TLS and SRTP clients are
determined by the AO. If the private keys and certificates areideresd CUI then the EUD component
must, at a minimum, implement the native platform encryption. If the private keys and certificates are
considered to be classified, then the EUD must be treated as classified at all times or implement a NSA
approved DARdtion (see Section.2.1).

TLS EUDs must use either a Government RizdicatedOuter VPNto connect to the Black Network,
except for the use cases defined in Secdoh 3which provides more detail on the allowable
configuration of TLS EUDs.

6.2.1 TLSQLIENT

Applications with a TLS client can be installed on the Computing Device and used for the Inner layer of
TLS encryption. On TLS EUDs, every application that sends or receives data through the Outer VPN
Component must be independent. For example, ibiger application, web browser, MDM agent, and
email client are installed on the Computing Device, each application is configured to establish a TLS
session to the TEBrotected Server in the MA solution infrastructure. In some instances an application
mayperform both TLS and SRTP encryption. Those applications must be configured to meet
requirements for both TLS clients and SRTP clients.

The TLS8lientuses a device certificate or user certificate for authentication to the-Fid®ected Server.

The certiicates are issued by tHaner CA, which may be the same CA that issues certificates to the TLS
Protected Servers (e,gustomer enterprise CAMWhen a device certificate is used, the user must then
authenticate to theRed Networlbefore gaining access any classified data (e.g., username and
password, token)When a user certificate is used, the user certificate authenticatesrther layer of

TLS encryption and authenticates the user for access to the requested classified\databination of

the TLS Client and Computing Device Operating System is responsible for providing configuration and
enforcement of network packet handling rules for the Inner layer of encryption.

6.2.2 SRTPCLIENT

Applications with an SRTP client can be installed on the Compdgivige and used for the Inner layer

of SRTP encryption. If multiple SRTP clients are installed on the TLS EUD, then each must be configured
independently. SRTP Clients are generally used to encrypt real time traffic, such as voice or video. In
some ingances, an application may perform both TLS and SRTP encryption. Those applications must be
configured to meet requirements for both TLS clients and SRTP clients.

SRTP clients use certificates for mutual authentication. In most cases, the SRTP dianiagse
certificate for authentication.User certificates are issued by Inner CA, which may be tlsame PKI

that issues certificates toLSProtected Server (e.g, customer enterprise PKI), which may be different
than thelnnerCA Alternatively, tle SRTP client can use a device certificate for authentication followed
by user authentication (i.e., username and password, token, smartcard, etc.). A combination of the




SRTP Client and Computing Device Operating System is responsible for providingatmmfignd
enforcement of network packet handling rules for the Inner layer of encryption.

6.3 ENHANCEDISOLATION

In this CP, the current isolation options include software virtualization and hardware isol&wftware
virtualization achieves its isolatiadghrough the use of hypervisor and virtual machine technologies on
the EUD.Hardware isolation removes certain aspects of the solution from the EUD and places them in
another component.This component is linked to the EUD either via wireless or direet Whe various
isolation options are used to increase the attack chain and thereby lower the overall risk of the
solution. The different options currently supported in the MA CP are discussed below.

Within this CP, a governmentvned Black Network isafined as any MA CP solution that uses a
Government Private Cellular or Government Private Wireless or Government Private Wired connection,
and where a government entity controls all network components between the EUD and Outer VPN
gateway. All other impémentations are defined as using a public Black NetwAtkMA CP customers

using a public Black Network must implement either the Enhanced Hardware Isolation requirements or
the Software Virtualization requirement€£ustomers using a governmeotvned Back Network can

omit these isolation requirements as their networks are already isolated from the public.

6.3.1 SOFTWAREVIRTUALIZATION

Virtualized EUDs use a type 1 hypervisor running directly on the hardware to create multiple isolated
and standalone domain®n a single EUD. The most common form of one of these domains is a virtual
machine (VM). The isolated domains allow multiple parts of an MA CP EUD to be built securely into a
single piece of hardware. They also ensure that separate IP stacks ar®wueadH connection layer.

The hypervisor also provides the virtual networks that are used by the domains for the internal network
connections required for the dual layer MA CP remote connection.

A virtualized EUD should include the following domains: Ahuser domain, a VM that the end user

logs into and interacts with. Two transport domains to connect the Outer VPN Gateway and the Inner
VPN Gateway of the MA solution. A wireless domain for each wireless device built into the EUD that is
used in the saltion.

The Outer transport domain should be configured as an Outer VPN Component as described in Section
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End users should only be able to access end user domains. Other domains should be managed by an
administrator. Additional domains/VMs can also be added for device management functions.

6.3.2 ENHANCEDHARDWAREISOLATIONREQUIREMENTS FOIRETRANSMIS8ON DEVICE

This section describes several enhancements to the hardware isolation requirements for government
owned retransmission devices (RD$he main change is that on the internal side, the RD can only be
connected to EUDs through a hard wired cortimtsuch as Ethernet or Ethernet over USB. The RD
may not use WFi on the internal side for connection to EUDN¥i-Fi must be disabled on the EUDhe




RD must implement a software or hardware firewall to restrict traffic that is allowed to flow giroloe
device. The chip providing connectivity on the external side must be physically separate from the main
processer.The RD must implement a protocol break between the RD and the EREDRD must be
managed over a wired connectioifhe ideal forrfactor for this device would be a sleeve type design
that the EUD slides into.

6.4 OUTERVPNCOMPONENT

The allowable Outer VPN Components for both the VPN and TLS EUD are ideuntieaitication of
peer VPNComponents andryptographic protection of data imansit are fundamentahspects othe
security provided byhe EUD Outer VPN Component

The Outer VPN Component establishesdPsec tunnekith the solution infrastructure Outer VPN

Gateway which provides device authenticatioconfidentiality andmairtains theintegrity of

information traversinglack Networks The MA CP allows the use of VPN Gateways or VPN Clients to be
used as the Outer VPN Component of EUDs.

The classification of private keys and certificates used for the authentication of tlez QRN
Component are considered CUI and must be protected with a FIRS\ialidlated cryptographic
module. Customers deploying MA solutions in Higiieat environments may also choose to implement
controls to mitigate against tampering attacks.

As desched in Sectiod.2.4, solutions supporting Multiple Security Levels configure EUDs to perform
authentication of the Outer IPsec tunnel using an HAB as part of the IPsec IKE to the Outer VPN
Gateway. Mutual authentication occurs between the EUD andthikentication server using the Outer
VPN Gateway as an EAP pidssugh.

6.4.1 DEDICATEDOUTERVPN

A Dedicated Outer VPN can be used as the Outer VPN Component for EUDs. Using a physically separate
VPN as part of the EUD improves security by providing phgsiparation between the Computing

Device and the Outer layer of encryption. When a Dedicated Outer VPN is used as part of an EUD, there
is no requirement to use a Government RD. When using a Dedicated Outer VPN, the Outer VPN and
Computing Device are ectively referred to as the EUD.

The Dedicated Outer VPN included as part of the EUD must be physically connected to the computing
platform using an Ethernet cable. The Dedicated Outer VPN is selected from eithiéséreVPN
Gatewaysection or thelPsec VPN Clierstection of the CSfC Components List.

When a Dedicated Outer VPN is included as part of an EUD, it proeidgguration and enforcement

of network packet handling rulder the Outer layer of encryption. The configuration settings of the
Dedicated Outer VPN may need to be updated when entering new environments (e.g., updating the
Default Gateway). Dedicated Outer VPNs are dedicated to a single security level and can only provide
the Outer layer of IPsec for clients connecting to a Red blidtwf the same security level.




6.4.2 OUTERVPNCLIENT

AnOuterVPN Clientan beused as theOuter VPN Component falA EUDs.TheOuter VPN Client

establislesan IPsec tunnel to th®uter VPN Gatewagf the MA solution infrastructure The tunnel can
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GKS xtb /ftASY(lZ YR GKS O2YLJMziAy3d LI FGF2N¥Qa 2 LISN.
configuration and enforcement of network packet handling rules fer@uter layer of encryption. The

Outer VPN Client is selected from tiiRsec VPN Cliesgction of the CSfC Components Likte VPN

Clientisinstalled on theComputing Deviceelected from theéMobile Platformsection of the CSfC

Components List.

7 MOBILE ACCESS CONFIGURIWN AND MANAGEMENT

The MA CP includes design details for the provisioning and management of Solution Components, which
requires the use of Security Administrators (SAs) to initiate certificate requests, and Registration
Authorities (RAsto approve certificate requests. The CSfC solution owner must identify authorized SAs
and RAs to initiate and approve certificate requests, respectively. The following sections describe the
design in detail and Sectidi® articulates specific configutian requirements that must be met to

comply with the MA CP.

7.1 SOLUTIONINFRASTRUCTURKOMPONENTPROVISIONING

Provisioning is an otaf-band process performed in a physically secured area (e.g., the Red Network)
through which MA solution infrastructure compents are configured and initialized before their first
use. During the provisioning process, the SA configures the Outer VPN Gateway, Gray Management
Services, Inner Encryption Components, and Red Management Services in accordance with the
requirements @ this CP.

During provisioning, the Outer VPN Gateways and Inner Encryption Components generate a

public/private key pair and output the public key in a Certificate Signing Request (CSR). The SA delivers
GKS hdziSNJ xtt b DI GSsl &axn L/y[ywS NI 29 yiGNSE LGdxi2SyNJ // 21 Y LI2YYRS v
CA. The appropriate CA processes the CSR for each encryption component and returns a signed X.509
certificate. The SA then installs the unique signed certificate and the certifibatg whichconsiss of

the signing CA's certificate atite Trust Anchocertificate (i.e., Root CA certificateyheSAmay also

install an initial CRL

7.2 EUDPROVISIONING

Provisioning of EUDs can be performed via directfwgrd connection or over the air using a controlled
access wireless network. During the provisioning process, the SA loads and configures the required
software for the EUD. hE SAinstructs the EUD to generate the requisite public/private key pairs for the
9 | 5QuterVPN Component anldner Encryption Comonentas well adutput the public keys in a
specified CSR format for delivery to t@eiter CA andhe InnerCA respectively.

If the VPN EUDses a DedicatedOuter VPNto establish theDuterIPsec tunnel, the public/private key
pairs and CSRs are gertechon and output fronthe DedicatedOuter VPNdevice. ForTLS EUfthat
require an enterprise user certificate addition to theOuterand Inner Tunnel device certificateghe
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certificates. This CA may not be the same as theerCA

If the EUD cannot generate its own key pairSRghen a dedicated management workstation is
required to generate the key pairs for the EUD and construct the @8Relivery to theDuter CA and

the InnerCA. The CAprocesshe CSRs and return signedtifezates to the SAwho installs the

certificates onto the EUand if required, the Dedicateduter VPN devicelf required, theSAalso

installs the privatkeys onto the EUDThe SA then finalizes the security configuration of the EUD before
it is used for the first time.

If the MA solution owner is unable to remotely manage EUDs over the two layers of encryption within a

MA solution, then the EUDs must periodically locally rgorovisioned in order to receive software and
configuration updates. ReINR @A aA2y Ay 3 O2yarada 2F NBG21Ay3a (GKS
provisioning the EUD using a trusted baseline configuration that does not make userefangd data

originally stored on the EUR.(@, factory reset and provision as a new deyic&his CP does not impose

a particular frequency for rprovisioning. Without remote management of EUDsprevisioning is the

only means of applying securityitical patches to EUDs.

Due to the time and effort needed to #grovision EUDs, it is preferable to remotely manage them when
possible. With remote management capabilities, updated software (e.g., VPN client, VolP application)
and configuration data (g., Mandatory Access Control (MAC) policy, MDM policy) can be provided from
a central management site through the MA solution to the EUD after the EUD establishes the two MA
solutiontunnels (see Sectiofh.2.1).

7.3  ADMINISTRATION OFMOBILEACCESE£OMPONENTS

Each component ithe solution has one or more administration workstations that maintain, monitor,
and control all security functions for that component. It should be noted that all of the required
administrative functionality does not need to be presémeach individual workstation, but the entire
set of administration workstations must collectively meet administrative functionality requirements.

The administration workstation is used for configuration review and management. Implementations
employ a $M in the Gray Management Services for log management of Gray Infrastructure
Components except where AOs use a CDS to move Gray Network log data to a Red SIEM.

Given the architecture of the solution, each layer has its own distinct administration LAMWDbI;, Yhe
Inner Encryption Components are managed from the Red Management Services and the Outer VPN
Gateway and supporting components are managed from the Gray Management Services.

The Gray Administration Workstation, along with all Gray Management 8gniscphysically connected

to the Gray Firewall. The Gray Firewall maintains separate ACLs to permit management traffic to/from
the Gray Management Services, but prohibits such traffic from all other components. These ACLs
ensure that approved managememaffic is only capable of flowing in the intended direction. This
architecture provides the separation necessary for two independent layers of protection.

Administration workstations must be dedicated terminals for the purposes given in the CP. For
example, administration workstations are not used as the RA for the CA, a SIEM, or as a general user




workstation for performing any functions besides management of the solution. Additionally,
Administration workstations cannot be used as an enroliment watlan or provisioning workstation.

Management of all MA solution components is always encrypted to protect confidentially and integrity,
except in the case where components are locally managed through a direct physical connection (e.qg.,
serial cable fronGGray administration workstation to Outer VPN Gateway). Management traffic must be
encrypted with SSH, TLS, or IPsec. When components are managed over the Black Network, a CSfC
Solution must be implemented in order to provide two layers of approved @tiory. This requirement

is not applicable if the MA solution infrastructure components are being managed from the same LAN or
VLAN. For example, a Gray administration workstation residing within the Gray Management Services at
the same site as the Out®PN Gateway need not use CNSA Suite algorithms since this traffic does not
traverse an untrusted network.

In most cases, Computing Devices are managed over the Black Network by using the Outer layer of IPsec
and a MDM server selected from the CSfC Comptenkist. When a MDM server is used to manage TLS
EUDs, the MDM server is considered aFtddected Server and the MDM agent is considered a TLS

Client. As aresult, the MDM server must be placed between the Gray Firewall and Inner Firewall. Like
other Inner Encryption Components, the MDM server is managed from the Red administration
workstation. As a TEotected Server, the MDM server must be configured to establish a session with

the MDM agent in accordance with the requirements in Table 15. Adthamot mandatory, the use of a

MDM enables organizations to dynamically change policies enforced on the Computing Device, allowing
more flexibility. Additionally, there are several security advantages by using a MDM including the ability

to perform a renote wipe of the EUD.

7.4 EUDs FORDIFFERENTCLASSIFICATIONDOMAINS

As specified in this CP, an EUD is only authorized to communicate with Red Networks operating at the
same classification level. Implementation of the Multiple Security Levels design dodsngedhe
requirement for EUDs to be dedicated to a single classification level. However, the CP does not preclude
the possibility that an approved CDS can be used within an infrastructure to provide cross domain
transfer of data between EUDs operatingdiffering classification levels. It also does not preclude the

use of an EUD as an access CDS for multiple enclaves operating at different classification levels if
approved through the appropriate CDS approval process.

The requirements for a CDS capatilgoroviding separation between enclaves of two or more
classification levels are outside the scope of this CP. If developing a MA solution with a CDS capability,
the solution owner must register against this CP and use the appropriate CDS approvagsoces

8 CONTINUOUS MONITORIN

The MA CP allows customers to use EUDs physically located outside of a secure government facility.
With this increase in accessibility comes a need to continuously monitor network traffic and system log
data within the solutionnfrastructure. This monitoring allows customers to detect, react to, and report
any attacks against their solution. This continuous monitoring also enables the detection of any
configuration errors within solution infrastructure components.




Continuous Maitoring requirements have been relocated to tA&fC Continuous Monitoring Annex
Figure 9 shows the monitoring points in tB&fC Continuous Monitoring Annex
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Figure 9. Solution Continuous Monitoring Point

9 KEY MANAGEMENT

Key Maagement Requirements have been relocated to a sepat&fC Key Management Requirements
Annex

10 REQUIREMENTS OVERVIK

The following sectionsSgectionsl1through 15 and theCSf&Key Management Requirements Annex
specify requirements for implementations BFA solutions compliant with thi€P However, not all
requirements in the following sections will apply to each compliant solut®ectionsl0.1and10.2
describe how to determine which set of requirements applies to a particular solution. Key Mag@igem
Requirements have been relocated to a sepa@8fC Key Management Requirements Annex

10.1 CAPABILITIES

This CP provides the flexibility needed to implement a variety of designs for the implementation of the
MA solution. Although most requirements are ajimable to allsolutions some requirements are only
applicable to implementations whosegh-level designgmplement certain featuresFor example,
requirements dealing witifiLS EUDd0 notinclude requirements for an Inner VPN Cliefiable Jists

the capabilitiescovered by thisCPand the designators used in the requirements tables to refer to each.




Table 3. Capability Designators

Capability Designator Description

TLS Solution T Requirement that applies to the MA Solutiorattconnects to the Red
Network using IPsec as the Outer layer and TLS or SRTP as the Inn
layer, as described in Sectiér.

VPN Solution \% Requirement that applies to the MA solution that connects to the Re
Network using two IPsec tunnels, as desailire Sectiors. 1

TLS Infrastructure TI Requirement that applies specifically to the infrastructure associated
with the TLS solution.

VPN Infrastructure | VI Requirement that applies specifically to the infrastructure associated
with the VPN solution.

TLEUD TE Requirement that applies specifically to the EUD associated with the
solution.

VPN EUD VE Requirement that applies specifically to the EUD associated with the
VPN solution.

All Solution All Requirement that applies to the EUD amdthe infrastructure,

Components regardless if it is a VPN solution or a TLS solution.

CDPs C Requirement that applies to the MA Solution that includes CDPs, as
described in theCSfC Key Management Requirements Annex

Multiple Security MS Requirement that aplies to MA solution infrastructure which supports

Levels multiple security levels thorough the same Outer VPN Gateway.

Connectivity to wC Requirement that applies to EUDs which include a Dedicated Outer

Dedicated Outer VPN

Virtual EUD VZ Requirement thaapplies specifically to the EUD with Software
Virtualization.

Hardware Isolation | HI Requirement that applies to EUDs with Enhanced Hardware Isolatio
Requirements.

Any solution that follows this CP must implement each applicable capability for thefios (e.g., all

VPN EUD (VE), VPN Infrastructure (VI), and VPN Solution (V) requirements for a solution supporting only
+tbh 9!5a403X YR YI& AYLXSYSy(d YdzZ GALX S OFLIOGATAGAS
tables in Sectiong1 through 15 identifies which capabilities the requirement applies. A requirement is
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capabilities being implemented by the solution.

10.2 THRESHOLD ANDOBJECTIVEREQUIRBVIENTS
Multiple versions of a requirement may exist in this CP, with alternative versions designated as being
either a Threshold requirement or an Objective requirement:

1 A Threshold (T) requirement specifies a feature or function that provides the minaoep&ble
capability for the security of the solution.

1 An Objective (O) requirement specifies a feature or function that provides the preferred
capability for the security of the solution.

In general, when separate Threshold and Objective versions ofuireetent exist, the Objective
requirement provides a higher degree of security for the solution than the corresponding Threshold




requirement. However, in these cases, meeting the Objective requirement may not be feasible in some

environments or may requercomponents to implement features that are not yet widely available.

Solution owners are encouraged to implement the Objective version of a requirement, but in cases

where this is not feasible, solution owners may implement the Threshold version ofgh&ement
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In most cases, therns no distinction between the Threshold and Objective versions of a requirement. In
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Such requirements must be implemented in order to comply with@#s as long as the requirement is

applicable per Sectioh0.1

Requirements that are listed as Objective in this CP may become Threshold requirements in a future
version of this CP. Solution owners are encouraged to implement Objective requirements where
possible in order to facilitate compliance with future versions of this CP.

10.3 REQUIREMENTDESIGNATORS

Table 4. Requirement Digraphs

Digraph Description Section Table
PS Product Selection Requirements Section11 Table 5
SR OverallSolution Requirements Section12.1 Table 6
CR Inner and Outer VEN Configuration Sectionl2.3 Table 11
Components Requirements
IR Inner VPN Component Requirements Section12.4 Table 12
OR Outer VPN Component Requirements Section12.5 Table 13
MS Multiple Security Level Requirements Sectionl2.6 Table 14
TE TLSProtected Server & SRTP Endpoint Sectionl2.7 Table 15
Requirements
RD Retransmission Device Requirements Sectionl2.8 Table 16
HI Enhanced Hardware Isolation Requirements| Section 12.9 Table 17
Ve Conngctivity to Dedicated Outer VPN Section 12.10 Table 18
Requirements
EU End User Device Requirements Section12.11 Table 19
\24 Enhanced Virtualization Requirements Section 12.12 Table 20
PE Port Filtering Requirements for Solution Sestion 12.13 Table 21
Components
CD Change Detection Requirements Section 12.14 Table 22
DM Device Management Requirements Section12.15 Table 23
CM Continuous Monitoring Requirements Section 12.16 Table 24
WIDS Wirele_ss Intrusion Detection Syste_m/WireIes Section 12.17 Table 25
Intrusion Prevention System Requirements
AU Auditing Requirements Section 12.18 Table 26
KM Key Management Requirements Section 12.19 Table 27
S . Section12.20 Table 28
2F Two-Factor Authentication Requirements Sectionl2.21 Table 29




Digraph Description Section Table
GD U= and Handling of Solutions Requirements Section13.1 Table 30
RP Incident Reporting Requirements Section13.2 Table 31
RB RoleBased Personnel Requirements Section 14 Table 32
TR Test Requirements Section15.1 Table 33
TI Tactical Implementation Oviay Requirementg Appendix E Table 34

11 REQUIREMENT$OR SELECTING COMMNENTS

In this section, a series of requirements are given for maximizing the independence between the
components within the solutionThis will increase the level of effort requireddompromise this

solution.
Table 5. Product Selection Requirements
Req # Requirement Description Capabilities sl Alternative
q q P P Objective
MA-PS1 The products used for the Inner VPN Vi T=0

Gateway must be chosen from the list of
IPs& VPN Gateways on the CSfC
Components List.

MA-PS2 The products used for any Outer VPN VI, Tl T=0
Gateway must be chosen from the list of
IPsec VPN Gateways on the CSfC
Components List.

MA-PS3 The products used for any Inner VPN VE T=0
Client must ke chosen from the list of
IPsec VPN Clients on the CSfC Compon
List.

MA-PS4 The products used for any Outer VPN TE, VE T=0
Client must be chosen from the list of
IPsec VPN Clients on the CSfC Compon
List.

MA-PS5 The products used fohe Inner and Outer| VI, Tl T=0
CAs must either be chosen from the list ¢
CAs on the CSfC Components List or the¢
CAs must be prexisting Enterprise CAs ¢
the applicable network.

MA-PS6 Products used for Mobile Platform EUDs| VE, TE T=0
must be chosen from the listf Mobile
Platforms on the CSfC Components List.
MA-PS7 Intrusion Prevention Systems (IPS) must VI, Tl 0] Optional
be chosen from the list of IPS on the CSf
Components List.

MA-PS8 Products used for the TLS Client must b TE T=0
chosen from thelLS Client sections (i.e.,
TLS Software Applications, Email Clients
Web Browsers, etc.) of the CSfC
Components List.




Req #

Requirement Description

Capabilities

Threshold/
Objective

Alternative

MA-PS9

Products used for the SRTP Client must
chosen from the list of VolP Applications
on the CSfC Components List.

TE

T=0

MA-PS10

If the solution is using a TIP3otected
Server, it must be chosen from the list of
TLSProtected Servers on the CSfC
Components List.

TI

MA-PS11

If the solution is using a ESC, it must be
chosen from the list of ESC on the CSfC
Componentd._ist.

TI

T=0

MA-PS12

If the solution is using a SRTP Endpoint,
must be chosen from the list of SRTP
endpoints on the CSfC Components List

TI

MA-PS13

Products used for the Outer Firewall, Grg
Firewall, and Inner Firewall must be
chosen fronthe list of Stateful Traffic
Filtering Firewalls (TFFW) on the CSfC
Components List.

VI, Tl

T=0

MA-PS14

If the solution is using a MDM, it must be
chosen from the list of MDMs on the CSf
Components List.

VI, Tl

T=0

MA-PS15

Withdrawn

MA-PS16

The Outer VPN Gateway and Inner
Encryption endpoints must either come
from different manufacturers, where
neither manufacturer is a subsidiary of th
other, orbe different products from the
same manufacturer, where NSA has
determined that the products medhe
CSfC criteria for implementation
independence.

VI, Tl

T=0

MA-PS17

The Outer Firewall, Outer VPN Gateway
Gray Firewall, Inner Encryption
Component, and Inner Firewall must use
physically separate components, such th
no component is used for moré&n one
function (seeFigurel).

VI, Tl

T=0

MA-PS18

The Outer VPN Gateway and the Inner
Encryption endpoints must not use the
same Operating System. Differences
between Service Packs (SP) and versior
numbers fdNJ I LJ- NI A Odzt | |

not provide adequate diversity.

VI, Tl

T=0




Req #

Requirement Description

Capabilities

Threshold/
Objective

Alternative

MA-PS19

The Inner and the Outer CAs must follow
one of the following guidelines:
9 The CAs come from different

manufacturers, where neither
manufacturer is a subsidiary of the
other.

9 The CAs are different products from tt
same manufacturer, where NSA has
determined that the products meet the
CSIC criteria for implementation
independence.

9 The CAs use an Enterprise PKI appro
by the AO.

VI, Tl

O

Optional

MA-PS20

The Gray Networkifewall and the Inner
Encryption endpoints must either come
from different manufacturers, where
neither manufacturer is a subsidiary of th
other, or be different products from the
same manufacturer, where NSA has
determined that the products meet the
CSfQriteria for implementation
independence.

VI, Tl

T=0

MA-PS21

¢CKS 9! 50Qa hdzi SNJ £t
Inner Encryption Components must eithe
come from different manufacturers,
where neither manufacturer is a
subsidiary of the other, or be different
productsfrom the same manufacturer,
where NSA has determined that the
products meet the CSfC criteria for
implementation independence.

VE, TE

T=0

MA-PS22

The cryptographic libraries used by the
Inner Tunnel CA and Outer Tunnel CA
must either come from different
manufacturers, where neither
manufacturer is a subsidiary of the other
or be different products from the same
manufacturer, where NSA has determing
that the products meet the CSfC criteria

for implementation independence.

VI, Tl

Optional




Req #

Requirement Description

Capabilities

Threshold/
Objective

Alternative

MA-PS23

Thecryptographic libraries used by the
Outer VPN Component and the Inner
Encryption Components must either com
from different manufacturers, where
neither manufacturer is a subsidiary of th
other, or be different products from the
same manufacturer, wherBSA has
determined that the products meet the
CSfC criteria for implementation
independence.

VE, TE

O

Optional

MA-PS24

Each component that is selected from th
CSfC Components List must go through
Product Supply Chain Threat Assessmer
to determine theappropriate mitigations
for the intended application of the
O2YLRYySyid LISN (kS
approved Product Supply Chain Threat
Assessment process (see CNSSDS&REM
for additional guidance).

All

MA-PS25

All solution components must be
configured to use the NIARertified
evaluated configuration from the CSfC
Components List.

All

MA-PS26

If the solution supports multiple security
levels, the authentication server must be
chosen from the list of authentication
servers on the CSfC CompaiteList.

MS

T=0

MA-PS27

If the solution uses a Dedicated Outer VI
as part of an EUD, it must be chosen frol
the list of IPsec VPN Gateways or IPsec
VPN Clients on the CSfC Components L

VE, TE

T=0

MA-PS28

Withdrawn

MA-PS29

Black Network Emrprise PKI is prohibitec
from being used as the Outer or Inner
Tunnel CA.

All

T=0

MA-PS30

Black Firewall products used for the
Retransmission Device must be chosen
from the list of Stateful Traffic Filtering
Firewalls (TFFW) on the CSfC Compone

List

VE, TE, HI




Req #

Requirement Description

Capabilities

Threshold/
Objective

Alternative

MA-PS31

All products used for Solution
Components (e.g., the Inner VPN
Gateway, Outer VPN Gateway, Inner VP
Client, Outer VPN, Inner and Outer CAs,
Intrusion Prevention Systems (IPS), Out¢
Firewall, Gray Firewalinner Firewall, and
Mobile Platform EUDS) that contain a
Trusted Platform Module (TPM) must
provide a Platform Certificate compliant
with the latest version of the TCG Platfor
Certificate Profile and a corresponding C
certificate chain. The Platform Certificate
must contain omponents for, at a
minimum, the Chassis, Baseboard, CPU
RAM, Disk(s), and NIC(s). Component
details must include, at minimum, the
manufacturer name, model number, seri
number for each component. For produc
that are compliant with the UEFI
specifiation the platform certificate must
be stored in the UEFI partition at locatior
/boot/tcg/cert/platform.

All

O

Optional

MA-PS32

All products used for Solution
Components (e.g., the Inner VPN
Gateway, Outer VPN Gateway, Inner VP
Client, Outer VPN, Innand Outer CAs,
Intrusion Prevention Systems (IPS), Out¢
Firewall, Gray Firewallhner Firewall, and
Mobile Platform EUDs) must provide a
Reference Integrity Manifest (RIM) Bund
compliant with the latest version of the
TCG Reference Integrity ManifeBt)
Information Model and a corresponding
CA certificate chain. For products with a
TPM and comply with the UEFI
specification must provide a RIM Bundle
that is additionally compliant with the
latest version of the TCG PC Client
Reference Integrity Manife (RIM)
specification and the PC Client Firmware
Integrity Measurement (FIM)
specification.

All

Optional




Threshold/

Req # Alternative

MA-PS33

Requirement Description

If the End User Device (EUD) uses a Clig All O
Virtualization System (VS) (i.e., client Ty,
M KELISNBAa2NL G2 Y
Virtualization Enhanced Isolation
requirements, the Client VS must be
chosen from the list of Client Virtualizatic
Systems on the CSfC Components List.

Capabilities Objective

Optional

12 CONFIGURATIONREQUIREMENTS

Once the products for the solution are selected, the next step ingetip the components and
configuring them in a secure mannerhis section consists of generic guidanodow to configure the
components of theMA solution.

12.1 OVERALLSOLUTIONREQUIREMENTS

Table 6. Overall Solution Requirements

Req #

Requirement Description

Capabilities

Threshold/
Objective

Alternative

MA-SR1

Network services provided by control plane
protocols (such as DNS and NTP) must be locat
on the inside network (i.e., Gray Network for the
Outer VPN Gateway and Red Netwéor the

Inner Encryption Endpoints).

VI, Tl

T=0

MA-SR2

The time of day on Inner Encryption Endpoints,
Inner Firewall, and Red Management Services
must be synchronized to a time source located if
the Red Network.

VI, Tl

T=0

MA-SR3

The time of dayn the Outer VPN Gateway, Gray
Firewall, and Gray Management Services must |
synchronized to a time source located in the Grg
Management network.

VI, Tl

T=0

MA-SR4

Default accounts, passwords, community strings
and other default access control meclisms for
all components must be changed or removed.

All

T=0

MA-SR5

All components must be properly configured in
accordance with local policy and applicable U.S.
Government guidance. In the event of conflict
between the requirements in this CP and Ibca
policy, this CP takes precedence.

All

T=0

MA-SR6

Solution components must receive virus signatu
updates as required by the local agency policy a

the AO.

All

T=0




Req #

Requirement Description

Capabilities

Threshold/
Objective

Alternative

MA-SR7

The only approved physical paths leaving the R
Network must be through a K solution in
accordance with this CP or via an-Afproved

solution for protecting data in transt.

All

T=0

MA-SR8

When multiple Inner Encryption Components arg
placed between the Gray Firewall and Inner
Firewall, they must be placed in parallel.

VI, TI

T=0

MA-SR9

Inner Encryption Components must not perform
switching or routing for other Encryption
Components.

VI, Tl

T=0

MA-SR10

Infrastructure components must only be
configured over an interface dedicated for
management.

VI, Tl

T=0

MA-SR11

DNS lookup services on network devices must b
disabled.

All

Optional

MA-SR12

DNS server addresses on infrastructure devices
must be specified or DNS services must be
disabled.

All

T=0

MA-SR13

Automatic remote bootime configuration
services must bdisabled (e.g., automatic
configuration via Trivial File Transfer Protocol on
boot).

All

T=0

MA-SR14

All Infrastructure components must implement a
password/authentication with entropy of at least
112 bits.

All

MA-SR15

MA-SR15

All infrastructurecomponents must use an
authentication service on their respective
network/domain in order to access the
Infrastructure component of the respective

network/domain.

All

MA-SR14

1in some cases, the customer will need to communicate with other sites that havethe NSA-certified Government off -
the-Shelf (GOTS)solutions. In particular, it is acceptable for a given site to have both an egress path via an NSA
certified product solution and an egress path viaa CSfC Solution conforming to a CP.




12.2 ALL VPN COMPONENTSCONFIGURATIONREQUIREMENTS

Table 7. Approved Commercial Algorithms (IPsec) for up to Top Secret

Security Service

Approved Algorithms

Specifications

Confidentiality (Encryption)

AE&256

FIPS PUB 197

IETF RFC 6239
IETF RFC 6379
IETF RFC 6380
IETF RFC 6460

Authentication (Digital i§nature)

RSA 3072

or,

ECDSA over the curve
P-384 with SHA384

FIPS PUB 186

IETF RFC 6239
IETF RFC 6380
IETF RFC 6460

Key Exchange/ Establishment

ECDH over the curve
P-384 (DH Group 20)
or,

Diffie-Hellman 3072

NIST SP 8686A
IETF RFC 6239
IETF RF&379

IETF RFC 6380
IETF RFC 6460
IETF RFC 7296

Integrity (Hashing)

SHA384

FIPS PUB 18D

IETF RFC 6239
IETF RFC 6379
IETF RFC 6380
IETF RFC 6460

Table 8. Approved Commercial Algorithms (TLS) for up to Top Secret

Security Service TLS Cipher Suites Specifications
TLS _DHE_RSA_WITH_AES 256 _GCM_SHA384 FIPS PUB 18D
or FIPS PUB 185

or

TLS Cipher Suite

TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384 | FIPS PUB 197

FIPS 80G6A

TLS_ECDHE_ECDSA WITH_AES_256_GCM_SHA3§ IETF RFC 5288

IEFT RFC 5289
IETF RFC 8422
IETF RFC 8423
IETF RFC 8446
IETF RFC 8603

Authentication (Digital RSA 3072

Signature)




or

ECDSA over the curve3B4 with SH/A384

Key Exchange or

Diffie-Hellman 3072

ECDHE over the curve3B4 (DH Group 20)

Table 9. Approved Commercial Algorithms for Wireless Connectivity

Security Service

Algorithm Suite

Specifications

Confidentiality
(Encryption)

AES128-CCMP (Threshold)

AES256-GCMP (Objective)

FIPS PUB 197

IETF RFC 6239
IETF RFC 6379
IETF RFC 6380

Table 10. Approved Commercial Algorithms (SRTP) for up to Top Secret

Security Service

Approved Algorithms

Specifications

Confidentiality (Encryption)

AES256 in Counter Mode (CM)

IETF RFC 3711
IETF RFC 2675

IETF RFC 7714

Integrity

HMAGSHA1

IETF RFC 3711
IETF RFC 2104

TLS)

Key Exchange (using ESC Ove

TLSSDES or DTLS

IETF RFC 4568
IETF RFC 6347

12.3 INNER ANDOUTERVPN COMPONENTCONFIGURATIONREQUIREMENTS

Table 11. Inner and Outer VPN Component Configuration Requrements

Req #

Requirement Description

Capabilities

Threshold/

Objective Alternative

MA-CR1

The proposals offered by the Outer and Inner VH
Components in the course of establishing the IK
Security Association and the ESP SA for Inner &
Outer Tunnels mst be configured to only offer
algorithm suite(s) containing the CNSA algorithn
listed in

Table 7.

All

T=0

MA-CR2

Default, selsigned, or proprietary device
certificates, which are frequently preinstalled by
the vendor, for any Outer and Inner VPN
Component, must not be used for establishing S

All

T MA-CR3




Threshold/

Req # Requirement Description Capabilities C Alternative
Objective
MA-CR3 Default, selfsigned, or proprietary device All (0] MA-CR2
certificates, which are frequently preinstalled by
the vendor, for any Outer and Inner VPN
Component, must be removed.
MA-CR4 Unique device certificates must be loaded onto t| VI, Tl T=0
Outer and Inner VPN Gateway along with the
corresponding Certification Authority certificates
MA-CR5 A device certificate must be used for each Outer All T=0
and Inner VPN Component authenticatidaring
IKE.
MA-CR6 Authentication performed by Outer and Inner VP VI, Ti T=0
Gateways must include a check that device
certificates are valid and not revoked. This checl
may use a CRL or OCSP responder.
MA-CR7 Outer and Inner VPN Componeaithentication VI, Tl T=0
with device certificates must include a check tha
certificates are not expired.
MA-CRS8 Withdrawn
MA-CR9 All IPsec connections must use IETF standards,| All T=0
implementations (RFC 7296).
MA-CR10 All Outer and Inar VPN Components must use | All T MA-CR16
Cipher Block Chaining for IKE encryption.
MA-CR11 All Outer and Inner VPN Components must use | All T MA-CR12
Cipher Block Chaining for ESP encryption with &
HMAC for integrity.
MA-CR12 All Outer and Inner VPNo@ponents must use All 0] MA-CR11
Galois Counter Mode for ESP encryption.
MA-CR13 All Outer and Inner VPN Components must set t| All T=0
IKE SA lifetime to at most 24 hours.
MA-CR14 All Outer and Inner VPN Components must set t| All T=0
ESP SA lifetime td enost 8 hours.
MA-CR15 All VPN Components must-eaithenticate the All T=0
identity of the VPN Component at the other end
the established tunnel before rekeying the IKE S
MA-CR16 All Outer and Inner VPN Components must use | All 0] MA-CR10
Galois CounteMode for IKE encryption.
12.4 INNERVPNCOMPONENTSREQUIREMENTS
Table 12. Inner VPN Components Requirements
. e _ Threshold/ :
Req # Requirement Description Capabilities Objective Alternative
MA-IR1 The Inner VPN Componentust use Tunnel Mode| VI T=0

IPsec or Transport Mode IPsec using an associd
IP tunneling protocol (e.g., Transport Mode IPse

with GRE).




Req #

Requirement Description

Capabilities

Threshold/
Objective

Alternative

MA-IR2

The packet size for packets leaving the external
interface of the Inner VPN Component must be
configured toreduce packet fragmentation and
limit performance degradation. This requires
proper configuration of the Maximum
Transmission Unit (MTU) (for IPv4) or Path MTU
(PMTU) (for IPv6) and should consider Black
Network and Outer VPN Component MTU/PMTU
values toachieve this.

Vi

o

Optional

MA-IR-3

The Inner VPN Gateway must not allow any
packets received on an interface connected to a
Red Network to bypass encryption and be
forwarded out through an interface connected to
Gray Network.

MA-IR6

MA-IR4

The hner VPN Client of EUDs must encrypt all

traffic, with the exception of traffic necessary for
the EUD to connect to the physical network (e.g,
DHCP) and locate the Inner VPN Gateway (i.e.,
t221dzLd 2F GKS +#tb [/ 2Yl
accordance withhis CP.

VE

T=0

MA-IR5

The Inner VPN Component must not allow any
packets received on an interface connected to a
Gray Network to bypass decryption and be
forwarded out through an interface connected to
Red Network.

MA-IR7

MA-IR6

The Inner VPIGateway must use MAC policy to
not allow any packets received on an interface
connected to a Red Network to bypass encryptiq
and be forwarded out through an interface
connected to a Gray Network.

MA-IR3

MA-IR7

The Inner VPN Component must use Mp@Gcy to
not allow any packets received on an interface
connected to a Gray Network to bypass decrypti
and be forwarded out through an interface
connected to a Red Network.

MA-IR5

12.5 OUTERVPNCOMPONENTSREQUIREMENTS

Table 13. Outer VPN Components Requirements

Req #

Requirement Description

Capabilities

Threshold/
Objective

Alternative

MA-OR1

Outer VPN Components must use Tunnel Mode
IPsec.

All

T=0

MA-OR2

Outer VPN Components must not permit split
tunneling.

All

T=0




Req #

Requirement Description

Capabilities

Threshold/
Objective

Alternative

MA-OR-3

The Outer VPN Component must not allow any
packets received on an interface connected to a
Gray Network to bypass encryption and be
forwarded out through an interface connected to
Black Network.

All

T

MA-OR11

MA-OR4

All traffic received by the Oat VPN Component
on an interface connected to a Gray Network, wi
the exception of control plane traffic not
prohibited in the CP, must have already been
encrypted once.

All

T=0

MA-OR5

The Outer VPN Client of EUDs must encrypt all
traffic, with the exeption of traffic necessary for
the EUD to connect to the physical network (e.g.
DHCP) in accordance with this CP (see Section
4.1.4.

VE, TE

T=0

MA-ORG6

If one or more virtual machines are used to
separate Outer and Inner VPN Clients on an EU
then theOuter VPN Client must not run on the
host operating system.

VE, TE

T=0

MA-OR7

The Outer VPN Component must not allow any
packets received on an interface connected to a
Black Network to bypass decryption.

All

MA-OR12

MA-ORS8

Withdrawn

MA-OR9

The Outer VPN Gateways must not use routing
protocols (e.g., OSPF, BGP).

VI, Tl

T=0

MA-OR10

If a Dedicated Outer VPN is used it must be
dedicated to a single security level and only
provide the Outer layer of IPsec to Computing
Devices connecting to a &letwork of the same
security level.

VI, Tl

T=0

MA-OR11

The Outer VPN Component must use MAC Polig
to not allow any packets received on an interfacq
connected to a Gray Network to bypass encrypti
and be forwarded out through an interface
connectedto a Black Network.

All

MA-OR3

MA-OR12

The Outer VPN Component must use MAC polig
to not allow any packets received on an interface
connected to a Black Network to bypass

decryption.

All

MA-OR7

12.6 MULTIPLE SECURITYLEVELREQUIREMENTS

The followingsection provides requirements for customers using the same Outer VPN Gateway for
multiple security levels as described in Sectddh4




Table 14. Multiple Security Level Requirements

Req #

Requirement Description

Capabilities

Threshold
Objective

Alternative

MA-MS1

The solution must include an authentication serv
in the Gray Management Network.

MS

T=0

MA-MS2

A unique device certificatmustbe loadedon the
authentication servernlong with the
corresponding CA (signincgrtificate.

MS

T=0

MA-MS3

The EUD must establish an ERBES session with
the Outer VPN Gateway within IKE to exchange
credentials.

MS

T=0

MA-MS4

The Outer VPN Gateway must act as an EAPR pg
through and forward authentication packet
between the EID and authentication server.

MS

T=0

MA-MS5

Upon successful authentication the authenticatia
server must send an Access Accept Radius or
Diameter packet to the Outer VPN Gateway
including an attribute for which network the EUD
is associated.

MS

T=0

MA-MS6

TheOuter VPN Gatewaynustuseunique physical
internal interfaces for each erate of the solution
(i.e., VLANrtunking of multiple enclaves is not
permitted).

MS

T=0

MA-MS7

The Outer VPN Gateway mustute EUD traffic
over the appropriate iterfaceand networkbased
on the attribute provided by theauthentication
server in the Access Accept RADIUS or Diametg
packet

MS

T=0

MA-MS8

TheOuter VPN Gatewaynustassign direwallACL
to EUDs based on the attribute information
provided by theauthentication server

MS

T=0

MA-MS9

The EUD and Outer VPN Gateway must use
approved algorithrsfrom Table 8 and process for
key exchange.

MS

T=0

MA-MS10

The EUD and authentication server muse X.509
device certificates for mutual authentication

MS

T=0

MA-MS11

The EUD and Outer VPN Gateway naundy use
OALIKSNI adza G Sa
row of Table 8

a Sphed SuiteS A

MS

=0

MA-MS12

Withdrawn

MA-MS13

Gray Network components must be physically
protected to the level of the highest claied

network.

MS

T=0

12.7 TLSPROTECTEDSERVER& SRTPENDPOINTREQUIREMENTS




Table 15. TLS-Protected Server & SRTP Endpoint Requirements

Req #

Requirement Description

Capabilities

Threshold/
Objective

Alternative

MA-TE1

TLS Compomas mustuseTLS 1.2 or later.

T

T=0

MA-TE2

TLS Solution Infrastructure componentsist
terminate the Inner layer of encryption
originating from TLS EUDs.

TI

T=0

MA-TE3

TLS Solution Infrastructure componentsist
use X.509 device certificates for rat
authentication with TLS EUDs.

TI

T=0

MA-TE4

Default, seHsigned or proprietary certificates,
which are frequently preinstalled by the
vendor, for the TLS Componanustbe
disabled.

MA-TES

MA-TES

Default, seHsigned or proprietary certiftates,
which are frequently preinstalled by the
vendor, for the TLS Componanustbe
removed.

MA-TE4

MA-TE6

Unique device certificatesiustbe loaded
onto TLS Components along with the
correspondingCertification Authoity
certificates.

T=0

MA-TE7

TLS Componentaustonly use cipher suites
""" 0KS ad¢

(Thresholdd NZRTableB T

=0

MA-TE8

Withdrawn

MA-TE9

SRTP Componentsustonly use algorithms
selected fromTable 1Ghat are approved to
protect the highestlassification level of the
Red Network Bta.

T=0

MA-TE10

TLS Solution Infrastructure componentsist
not allow any packets received on an interfa
connected to a Gray Network to bypass
decryption and be forwarded out through an
interface connectedd a Red Network.

TI

T=0




12.8 RETRANSMISSIONDEVICEREQUIREMENTS

Table 16. Retransmission Device Requirements

: o _ Threshold/ ;
Req # Requirement Description Capabilities Objective Alternative
MA-RD1 An EUD must only connect to Retransnaiss VE, TE, HI T=0
Devices (RDs) authorized by a Government AO
MA-RD2 A RD must provide EUDs with connectivity to th{ VE, TE T=0
MA Solution infrastructure via any Black Networ
using WAFi or an Ethernet cable.
MA-RD3 If the RD is configured to l®eWiFi access point, | VE, TE T=0
the WiFi network must implement WPA2 PSK.
MA-RD4 A RD must not be used to protect Gray data VE, TE, HI T=0
between an Outer VPN Gateway and EUD.
MA-RD5 Withdrawn, covered in th€SfC Key Managemen
Requirements Annex
MA-RD6 A RD must only permit connections to devices o| VE, TE 0] Optional
Media Access Control Allowlist.
MA-RB7 If the RD is configured as a-¥Aliaccess point, thel VE, TE T=0
the PSK must not be displayed on the RD.
MA-RD8 If the RD is cdigured as a WFi access point, they VE, TE T=0
the Service Set Identifier (SSID) must not be
displayed on the RD.
MA-RD9 If the RD is configured as a-¥Aliaccess point, thel VE, TE T=0
the Media Access Control address of connected
devices must not be displayexh the RD.
MA-RD10 The Administrator password must not be VE, TE, HI T=0
displayed on the RD.
MA-RB11 The RD must display the number of currently VE, TE, HI 0] Optional
connected devices.
MA-RD12 If the RD is configured to be a \Wiacess point, | VE, TE T=0
then WiFi Protected Setup (WPS) must be
disabled.
MA-RD13 The RD must be administered using HTTPS. VE, TE, HI T=0
MA-RD14 The RD must require authentication with VE, E, HI T=0
Administrator credentials to make changes to RI
settings.
MA-RD15 The RD default Administrator credentials must by VE, TE, HI T=0
changed during provisioning.
MA-RD16 The RD must be configured to allow the fewest | VE, TE, HI T=0
number of EUDs required for the mission.
MA-RB17 If the RD is comjured as a WFi access point, thel VE, TE T=0
traffic of multiple EUDs sharing the RD must be
separated (commonly referred to as Wi Privacy
Separation or Access Point Isolation).
MA-RD18 If the RD is configured as a-¥liaccess point, they VE, TE 0] Optional
the RDmust disable broadcasting of the Service
Set Identifier.
MA-RDB19 The RD must only permit charging on USB porty VE, TE 0] Optional

and interfaces.




Threshold/

Req # Requirement Description Capabilities C Alternative
Objective
MA-RDB20 The RD must not permit connected EUDs to acq VE, TEI T=0
files stored on the RD.
MA-RD21 The RD must require Administrator authenticatiq VE, TE, HI T=0
prior to downloading logs or configuration files.
MA-RD22 The RD must only allow firmware updates signe| VE, TE, HI (0] Optional
by the RD manufacturer.
MA-RD23 The RD mugrevent the ability to boot into VE, TE, HI 0] Optional
recovery mode.
MA-RD24 The RD must require user or Administrator VE, TE, HI 0] Optional
authentication prior to updating firmware.
MA-RD25 Withdrawn, covered in th€SfC Key Managemen
Requiremerg Annex.
MA-RD26 Withdrawn
MA-RD27 If the RD is configured to be a Wiaccess point, | VE, TE T MA-RD28
the WiFi network must only use cipher suites
selected from the "Confidentiality (Encryption)
O0¢CKNBaK2f ROE NRPg 2F ¢l
MA-RD28 If the RD is configured to be a Wi access point, | VE, TE (@] MA-RDB27
the WiFi network must only use cipher suites
selected from the "Confidentiality (Encryption)
6ho2SO00APSOE NRg 2F ¢l
MA-RD29 If the RD is connected to a Black Network which VE, TE, HI T=0
requires useinteraction (e.g., captive portal
wireless, 802.1X user authentication) the EUD
must not be used to provide any input.
MA-RDB30 Initial provisioning of the RD occurs in a physical VE, TE, HI T=0
secure area.
12.9 ENHANCEDHARDWAREISOLATION REQUIREMENTS
Table 17. Enhanced Hardware Isolation Requirements
. r _— Threshold/ :
Req # Requirement Description Capabilities Objective Alternative
MA-HI-1 The RD must provide EUDs with connectivity to | HI T=0
MA Solution infrastructure viany Black Network
using a hard wired connection such as Ethernet
Ethernet over USB.
MA-HF2 The RD may not use Wi on the internal side for | HI T=0
connection to EUDs.
MA-HI3 Wi-Fi must be disabled on the EUD. HI T=0
MA-H}4 The RD mustnly permit connections to devices | HlI Optional
on a Media Access Control Allowlist.
MA-HI5 The RD must have separate ports for charging a Hl 0] Optional

for tethering to the EUD.




Threshold/

Req # Requirement Description Capabilities Objective Alternative
MA-HI6 The RD must be connected via a wired connecti{ HI T=0
on the internalside.
MA-HF7 The RD must implement a firewall either softwar| Hl T=0
or hardware.
MA-HI-8 The RD must strip and replace the Datak Layer | HI T=0
protocol headers between the RD and the EUD.
MA-HI9 The chip providing connectivity on theternal HI T=0
side must be physically separate from the main
processer.
MA-HI10 The RD must be managed over a wired connect{ Hl T=0
MA-HI11 For management of the RD, mutual authenticati¢ HI 0] Optional
between the RD and the admin device is require
MA-HI12 The RD firewall must be configured to only allow| HI T=0

traffic needed for the outer layer of encryption ag
determined by the AO.

12.10 CONNECTIVITY TODEDICATEDOUTERVPNREQUIREMENTS

The following section provides requirements for EUDs usiDgdicated Outer VPN connected to the
Computing Device.

Table 18. Connectivity to Dedicated Outer VPN Requirements

. r _— Threshold/ :
Req # Requirement Description Capabilities Objective Alternative

MA-WG1 A Computing Device must onlyromect to a wC T=0

Dedicated Outer VPN authorized as part of the N

CP solution.
MA-WG2 Withdrawn
MA-WG3 Withdrawn
MA-WGA4 Withdrawn
MA-WG5 Withdrawn
MA-WG6 Withdrawn
MA-WG7 Withdrawn
MA-WGS8 Withdrawn
MA-WG9 Withdrawn
MA-WG10 Withdrawn
MA-WG11 Withdrawn
MA-WG12 Withdrawn
MA-WG13 The Dedicated Outer VPN must be managed ov{ WC T=0

wired interface.




MA-WG14 The Dedicated Outer VPN must comply with all | WC T=0
requirements inTablell. Inner and Outer VPN
Componentand Tablel3. Outer VPNComponents
Requirements
MA-WG15 Withdrawn
MA-WC16 Withdrawn wC T=0
MA-WG17 All EUDs must connect to Dedicated Outer VPN| WC T=0
devices with a wired connecin.
MA-WG18 Wi-Fi must be disabled on the EUD. wC T=0
MA-WG19 A Dedicated Outer VPN must only connecttoa | WC T=0

Computing Device authorized as part of the MA
solution.

12.11 END USERDEVICEREQUIREMENTS

Table 19. End User Device Requirements

Req #

Requirement Description

Capabilities

Threshold/
Objective

Alternative

MA-EU1

EUDs that do not implement a N&pproved DAR
solution and allow a user to store classified
information on the EUD must be treated as
classifiedat all times. (See Sectigh2.]).

TE, VE

T=0

MA-EU2

EUDs that implement a NS#pproved DAR
solution (e.g., Data at Rest CP) must comply wit
the handling requirements specified for the DAR
solution.

VE, TE

T=0

MA-EU3

Thin EUDs which prohibit a udesm storing
classified information must be treated as
unclassified, or a higher classification level as
determined by the AO, when powered down.

VE, TE

T=0

MA-EU4

The Outer VPN Client private key store must be
separate from the private key store foréHnner
VPN Client.

VE

MA-EU5S

The Inner and Outer VPN Clients on the EUD m
be implemented on separate IP stacks.
Implementations of IPv4 and IPv6 on the same
operating system are considered to be part of th
same |IP stack.

VE

MA-EU6

If the EWD is not remotely administered, then it
must only be updated and rekeyed through re
provisioning.

VE, TE

T=0

MA-EU7

The EUD must not allow sptitnneling.

VE, TE

T=0

MA-EUS8

Withdrawn, covered in th€SfC Key Managemen
Requirements Annex.

MA-EU9

Withdrawn, covered in th€SfC Key Managemen
Requirements Annex.

MA-EU10

An EUD must be dauthorized from the network
and submitted for Forensic Analysis if suspected
being compromised.

VE, TE

T=0




Threshold/

Req # Requirement Description Capabilities Objective Alternative
MA-EU11 An EUD must be destroyed if it haseim VE, TE T=0
determined to be compromised through Forensig
Analysis.
MA-EU12 Users of EUDs must successfully authenticate | VE, TE T=0
themselves to the services they access on the R
Network using an A@pproved method.
MA-EU13 Red Network servicasust not transmit any VE, TE T=0
classified data to EUDs until user authentication
succeeds.
MA-EU14 Withdrawn
MA-EU15 All EUD Users must sign an organizatiefined VE, TE T=0
user agreement before being authorized to use g
EUD.
MA-EU16 AIlEUD Users must receive an organization VE, TE T=0
developed training course for operating an EUD
prior to use.
MA-EU17 At a minimum, the organizatiedefined user VE, TE T=0
agreement must include each of the following:
1 Consent to monitoring
I Operations Security gdance
1 Required physical protections to employ whe
operating and storing the EUD
1 Restrictions for when, where, and under wha
conditions the EUD may be used
1 Responsibility for reporting security incidents
1 Verification of 1A Training
9 Verification of appreriate clearance
1 Justification for Access
1 Requester information and organization
1 Account Expiration Date
1 User Responsibilities
MA-EU18 EUDs must be dedicated for use solely in the M4 VE, TE T=0
solution, and not used to access any resources (
networksother than the Red Network it
communicates with through the two layers of
encryption.
MA-EU19 EUDs must be remotely administered. VE, TE O Optional




Req #

Requirement Description

Capabilities

Threshold/
Objective

Alternative

MA-EU20

The EUD must disable all transmitted Global
Positioning System (GPS) and locatienvises

except Enhanced-2-1 (E911) or those authorized
by the AO.

VE, TE

T

MA-EUG0

MA-EU21

The EUD must disable FirmweaBaerthe-Air
(FOTA) updates from the cellular carrier.

VE, TE

T=0

MA-EU22

The EUD must disable all wireless interfaces (e.
Bluetooth, NFC, Cellular, 802.11) that do not pag
through the Outer VPN component.

VE, TE

MA-EU6G1

MA-EU23

The EUD must disable processing of incoming
cellular services including voice messaging serv
that do not pass through the VPN client.

VE, TE

T=0

MA-EU24

All EUDs must have their certificates revoked an
resident image removed prior to disposal.

VE, TE

T=0

MA-EU25

Passwords for user to device (EUD selected fror
Mobile Platform section of CSfC Components Li
authentication must be a miniom of six alpha
numeric case sensitive characters.

VE, TE

MA-EUG5

MA-EU26

Withdrawn

MA-EU27

For a VPN EUD that uses a Dedicated Outer VP
the Dedicated Outer VPN must be the Outer lays
of encryption and the VPN client on the Compuiti
Device wi be the Inner Layer of encryption.

VE

T=0

MA-EU28

Withdrawn

MA-EU29

If the EUD is using a Dedicated Outer VPN, the
communication between the EUD and the
Dedicated Outer VPN must be through a wired
connection (e.g., Ethernet).

VE, TE

T=0

MA-EU30

Withdrawn

MA-EU31

If the EUD uses a Dedicated Outer VPN to conn
over the Black Transport Network, the Dedicateq
Outer VPN must be used to establish the Outer
layer of encryption.

VE, TE

T=0

MA-EU32

If a NSAapproved DAR Solution is not
implemented on EUDs, the native platform DAR
protection must be enabled.

VE, TE

T=0

MA-EU33

EUDs must use a unique X.509 v3 device
certificate, signed by the Outer CA, for mutual
authentication with Outer VPN Gateways.

VE, TE

T=0

MA-EU34

TLS EUDs mustaua unique X.509 v3 device
certificate or user certificate, signed by the inner
CA, for mutual authentication with TiESotected
Servers.

TE

MA-EU35

VPN EUDs must use a unique X.509 v3 device
certificate, signed by the Inner CA, for mutual
authentication with Inner VPN Gateways.

VE

T=0

MA-EU36

Withdrawn




Req #

Requirement Description

Capabilities

Threshold/
Objective

Alternative

MA-EU37

EUDs must be configured for all IP traffic, with th
exception of IKE, network address configuration
time synchronization, and name resolution traffig
required to establish the IPsdunnel, to flow
through the outer IPsec VPN Client.

VE, TE

T

MA-EU38

MA-EU38

EUDs must be configured for all IP traffic, with th
exception of IKE, to flow through the outer IPseg
VPN Client.

VE, TE

MA-EU37

MA-EU39

The EUD password lifetime must less than 181
days.

VE, TE

MA-EU40

The EUD screen must lock after three minutes o
less of inactivity.

VE, TE

MA-EU41

The EUD must perform a wipe of all protected dz
after 10 or less authentication failures.

VE, TE

MA-EU77

MA-BU-42

VPN protection must be enabled across the EUL

VE, TE

MA-EU43

A security policy (e.g., MAC policy, MDM policy)
must be configured on the EUD specific to each
permitted RD and/or Government Private Wirele
Network and/or Government Private Wile
Network.

VE, TE

MA-EU44

During provisioning, all unnecessary keys must I
destroyed from the EUD secure key storage.

VE, TE

T=0

MA-EU45

During provisioning, all unnecessary X.509
certificates must be removed from the EUD Trus
Anchor Database

VE, TE

MA-EU68

MA-EU46

All display notifications must be disabled while ir
locked state.

VE, TE

Optional

MA-EU47

USB mass storage mode must be disabled on th
EUDs.

VE, TE

T=0

MA-EU48

USB data transfer must be disabled on the EUD
for all purposes except Ethernet over USB.

VE, TE

T=0

MA-EU49

Prior to updating the Application Processor syste
software, the system software digital signature
must be verified by the EUD.

VE, TE

T=0

MA-EUS50

Prior to installing new applications, the apgaltion
digital signature must be verified.

VE, TE

T=0

MA-EU51

The EUD must connect to the Black Network
through a Government Private Wireless Network
Government Private Cellular Network,
Government Private Wired, Dedicated Outer VP
or Retransmissiobevice.

VE, TE

T=0

MA-EU52

If the EUD is using a physically attached
Retransmission Device, the Computing Device
must use Ethernet or Ethernet over USB.

VE, TE

MA-EU53

If EUDs use Government Private Wireless
Networks for black transport, the Geksnment
Private Wireless Network must be accredited by
Government AO.

VE, TE

T=0




Req #

Requirement Description

Capabilities

Threshold/
Objective

Alternative

MA-EU54

The end user must only be able to access the
applications that are necessary for the EUDs
intended purpose.

VE, TE

T

MA-EU62

MA-EUS55

The end user must not ketble to change security
relevant settings on the EUD.

VE, TE

MA-EU63

MA-EUS56

The EUD must not be able to directly access the
Black Transport Network. All traffic must pass
through the Outer VPN tunnel.

VE, TE

T=0

MA-EUS57

USB debugging capabilitieaust be disabled on
the EUDs.

VE, TE

MA-EUG4

MA-EUS8

All EUDs must display a consent prompt that
requires users to accept prior to using the devicg

VE, TE

Optional

MA-EU59

An EUD must implement a MAC policy.

VE, TE

Optional

MA-EU60

The ED must use MAC policy to disable all
transmitted Global Positioning System (GPS) an
location services except Enhanced-Q (E911) or
those authorized by the AO.

VE, TE

MA-EU20

MA-EU61

The EUD must use MAC policy to disable all
wireless interfaces (g., Bluetooth, NFC, Cellular,
802.11) that do not pass through the Outer VPN
component.

VE, TE

MA-EU22

MA-EU62

MAC policy must limit applications to only those
necessary for the EUDs intended purpose.

VE, TE

MA-EU54

MA-EUG3

The EUD must use MAGlicy to prevent end
users from changing security relevant settings o
the EUD.

VE, TE

MA-EUS5

MA-EU64

MAC policy must disable USB debugging
capabilities on the EUD.

VE, TE

MA-EU57

MA-EU65

Passwords for user to device (EUD selected fror
Mobile Platform section of CSfC Components Lig
authentication must be a minimum of 14 alpha
numeric case sensitive characters.

VE, TE

MA-EU25

MA-EU66

EUD must not use other Computing Devices as
source of power for charging.

VE, TE

T=0

MA-EUG67

EUB must prohibit the use of removable media
through configuration, policy, or physical
modification.

VE, TE

T=0

MA-EU68

During provisioning, all unnecessary X.509
certificates must be disabled from the EUD Trus
Anchor Database.

VE, TE

MA-EU45

MA-EU69

If the EUD is using a physically attached Dedica
Outer VPN the Computing Device must use
Ethernet or Ethernet over USB.

VE, TE

T=0

MA-EU70

SIM card must be removed from EUD unless
connecting to a Government Private Cellular
System.

VE, TE

T=0

MA-EUT71

ESIM must be disabled in the EUD unless
connecting to a Government Private Cellular

System.

VE, TE

Optional




Req #

Requirement Description

Capabilities

Threshold/
Objective

Alternative

MA-EU72

EUD must implement the Basic Input/Output
System (BIOS) security guidelines specified in N
SP 80a147.

VE, TE

T=0

MA-EU73

The BIOS/Unified Extensible Firmware Interface
(UEFI) must be configured to require a passworg
before continuing the boot process.

VE, TE

Optional

MA-EU74

The EUD must have the BIOS/UEFI password
enabled with an entropy of at least 112 bits.

VE, TE

T0

MA-EU75

The EUD must only allow authorized boot types
determined by the AO.

VE, TE

T=0

MA-EU76

The EUD must be deployed with atgimper
technologies. (e.g., Bags, Tape)

VE, TE

Optional

MA-EU77

Security policy must administratively lock the
account of the EUD user after three consecutive
authentication failures.(Administrator
intervention is required to unlock)

VE

T=0

MA-EU41

MA-EU78

The EUD must be #@ooted periodically as

required by the local agency policy and the AO.

VE, TE

T=0

12.12 ENHANCEDVIRTUALIZATION REQUIREMENTS

Table 20. Enhanced Virtualization Requirements

Req #

Requirement Description

Capabilities

Threshold
Objective

Alternative

MA-VZ1

The EUD and virtualization architecture must be
able to secursf isolate hardware components so
that only authorized domains can access require
components.

VZ

T=0

MA-VZ2

The virtualization software must have the ability
create virtual TPMs (VTPMSs).

VZ

MA-VZ3

Each VM in this solution must perform a boot
integrity check via a vTPM.

VZ

MA-VZ4

The WiFi drivers and hardware on the underlying
host EUD must only be accessible to theRVi
domain. The other domains (Inner VPN, Outer
VPN, and User VM) must not have access to the
Wi-Fi drivers and hardware.

VZ

T=0

MA-VZ5

The end user may only have access to the User
domain and must not have access to any other
domains.

VZ

T=0

MA-VZ6

The hypervisor must allow the configuration of th
virtual network infrastructure to other domains
within the EUD to suppothe secure connections
between each domain.

VZ

T=0

MA-VZ7

The Inner VPN, Outer VPN, and the externaFi
connectionamustall be implemented on separate
IP stacks by using separate domains for each
connection on the EUD.

VZ

T=0




Req #

Requirement Description

Capabilities

Threshold
Objective

Alternative

MA-VZ8

Rekeying ofachR2 YI Ay 4 Q OSNI A 7
associated private keymustbe done through re
provisioning prior to the expiration of keys.

VZ

T

MA-VZ9

MA-VZ9

wS1SeéAy3da 2F I R2YlFAYyQ3
private keyanustbe done over the MA solution
network pria to expiration of keys.

VZ

MA-VZ8

MA-VZ10

Alldomairs musthave their certificates revoked
and resident image removed prior to dispasal

VZ

T=0

MA-VZ11

If a NSAapproved DAR Solution is not
implemented onthe user domainthe native
platform DAR potection mustbe enabled

VZ

T=0

MA-VZ12

The Outer VPMomainmustuse a unique X.509 v
device certificate, signed by the Outer CA, for
mutual authentication with Outer VPN Gateways

VZ

T=0

MA-VZ13

The Inner VPMomainmustuse a unique X.509 v3
device certificate, signed by the Inner CA, for
mutual authentication with Inner VPN Gateways

VZ

T=0

MA-VZ14

The User domain password lifetime must be lesg
than 181 days.

VZ

T=0

MA-VZ15

The end user must not be able to change securit
relevant setting on any of the domains.

VZ

MA-VZ17

MA-VZ16

User domain must display a consent prompt that
requires user to accept prior to using the device.

VZ

MA-VZ17

The User domain must use MAC policy to preve
end users from changing security relevant segs.

VZ

MA-VZ15

MA-VZ18

Passwords foser domairauthenticationmust
be a minimum ofL4 alphanumeric casesensitive
characters.

VZ

T=0

MA-VZ19

All domains must generate logs and send to a
central SIEM in the enterprise network of the sar
classiication label.

VZ

MA-VZ20

The hypervisor must be configured with an
administrative password.

VZ

T=0

MA-VZ21

The End User must not be able to change any
administrative settings in the hypervisor.

VZ

T=0

MA-VZ22

The End User must not be able t@ate nor
remove virtual machines on the EUD.

VZ

T=0

MA-VZ23

The hypervisor must not allow any of the domair]
to access any cellular technologies that are
integrated into an EUD unless explicitly allowed
a solution that uses a Government owned pteva
cellular network.

VZ

T=0

MA-VZ24

The user domain virtual/physical disk must be
encrypted. This can be accomplished either by t
hypervisor or by the OS running in the user

domain.

VZ

T=0




12.13 PORTHILTERING SOLUTIONCOMPONENTSREQUIREMENTS

Table 21. Port Filteri ng Solution Components Requirements

Req #

Requirement Description

Capabilities

Threshold
Obijective

Alternative

MA-PF1

All components within the solution must hav
all network interfaces restricted to the

smallest addres ranges, ports, and protocolg
possible.

All

T=0

MA-PF2

All Components within the solution must hay
all unused network interfaces disabled.

All

T=0

MA-PF3

Solution Components must only allow HTTP
traffic from authorized CDPs or OCSP
responders.

=0

MA-PF4

Forthe OuterVPN Gatewainterface
connected to a Blacketwork, traffic filtering
rulesmustbe applied to both inbound and
outbound traffic, such that only IKE, ESP, an
control plane protocols (as defined in ti@§)
approved by organizain-defined policy are
allowed.

All

T=0

MA-PF5

Forthe Inner VPNGateway interface
connected to a&ray Networktraffic filtering
rulesmustbe applied to both inbound and
outbound traffic, such that only IKE, ESP, an
management and control plane protols (as
defined in thisCB approved by organizatien
defined policy are allowed.

VI

T=0

MA-PF6

The Inner Firewall must implement an ACL
which only permits ingress/egress traffic
from/to Inner Encryption endpoints.

All

T=0

MA-PF7

Any service or featerthat allows arOuter
VPN Gateway aan EUDo contact a third
party server (such as one maintained by the
manufacturer)mustbe dropped

All

MA-PF8

MA-PF8

Any service or feature that allows &uter
VPN Gateway aan EUDo contact a third
party sewer (such as one maintained by the
manufacturer)mustbe disabled.

All

MA-PF7

MA-PF9

Multicast messages received on any interfag
of the Outer VPN Gateway, Gray Firewall, a
Inner encryption components must be
dropped.

VI, Tl

T=0

MA-PF10

For soldions using IPv4ahe OuterVPN
Gatewaymustdrop all packets that use IP
options.

All

Optional




Req #

Requirement Description

Capabilities

Threshold
Objective

Alternative

MA-PF11

For solutions using IPvithe Outer VPN
Gatewaymustonly accept packets with
Transmission Control Protocdl@R, User
Data Protocol DB, ESPor ICMP in the IPv4
Protocol field and drop all other packets.

All

T=0

MA-PF12

For solutions using IPvithe OuterVPN
Gatewaymustonly accept packets with ESP,
TCP, UDP, or ICMPV6 in the IPv6 Next Hea
field and drop all other packets.

All

T=0

MA-PF13

For all Outer Firewall interfacesaffic
filtering rulesmustbe applied to both inboung
and outbound traffic, such that only IKE, ES
and control plane protocols (as defined in th
CB approved byrganizationdefinedpolicy
are allowed.

VI, Tl

T-0

MA-PF14

EUDs consisting of a single Computing Devi
must prohibit ingress and egress of Certifica
Revocation traffic (e.g., OCSP queries, HTT
GET to CDPs) on the Black Interface.

VE, TE

T=0

MA-PF15

EUDs consisting of a single computing devig
must prohibit ingress and egress of Name
Resolution traffic (e.g., DNS query/response
on the Black Interface.

VE, TE

Optional

MA-PF16

EUDs consisting of a single computing devig
must prohibit ingress and egress of NTP traf
on the Black Interface.

VE, TE

Optional

MA-PF17

Withdrawn

MA-PF18

Management plane traffic must only be
initiated from the Gray administrative work
stations with the exception of logging or
authentication traffic which may be initiated
from Outer VPN components.

VI, Tl

=0

MA-PF19

The Gray Firewall must only permit EUDs
traffic to the Inner Encryption Component
associated with the appropriate classification
level.

VI, Tl

T=0

MA-PF20

EUDs must prohibit ingress and egress of

routing protocols.

VE, TE

T=0

12.14 CONFIQURATION CHANGEDETECTIONREQUIREMENTS
Configuration Change Detection Requirements have been moved ©G$f@ontinuous Monitoring
Annex




Table 22. Configuration Change Detection Requirements

. " - Threshold .
Req # Requirement Description Capabilies Objective Alternative
MA-CDBO Must meet all requirements defined in tHeSfC ALL T=0

Continuous Monitoring AnndRat apply to the MA
CP.

12.15 DEVICEMANAGEMENTREQUIREMENTS
Only authorizedsAsare allowed to administer th@omponents. TheMA solutionis used asatransport
for the Secure Shell vBEHVR IPsec, or TLS data from thdministrationworkstation to the

component.

Table 23. Device Management Requirements

Req #

Requirement Description

Capabilities

Threstold/
Objective

Alternative

MA-DM-1

Administrationworkstationsmustbe dedicated for
the purposes given in thEPandmustbe
physically separated from workstations used to
manage norCSfC solutions.

VI, Tl

T=0

MA-DM-2

The InnerEncryption endpointsnus be managed
from the Red Networland theOuter VPN
Gatewayand Gray Firewathustbe managed
from the Gray Network

VI, Tl

T=0

MA-DM-3

A separate LAN or VLAN on the Red Network m
be used exclusively for all management of Inner
Encryption endpoints ahsolution components
within the Red Network.

VI, Tl

T=0

MA-DM-4

A separate LAN or VLAN on the Gray Network n
be used exclusively for all management of the
Outer VPN Gateway, Gray Firewall, and solution
components within the Gray Network.

VI, Tl

T=0

MA-DM-5

TheGray Management &twork mustnot be
directly connected tdNon-Secure Internet
Protocol Router Network (NIPRY or any other
Unclassified twork not dedicated to the
administration of CSfC solutions.

VI, Tl

T=0

MA-DM-6

All administration osolution components must be
performed from an administration workstation
remotely using a NSA approved solution (e.g., C
or Type 1 encryptor) or by managing the solutior|
components locally.

VI, Tl

T=0

MA-DM-7

SAgnustauthenticate to solution componest
before performing administrative functions.

All

MA-DM-8

MA-DM-8

SAgnustauthenticate to solution components
with CNSAcompliant certificates before
performing administrative functions remotely.

All

MA-DM-7

MA-DM-9

SAs must establish a security ipglfor EUDs per
GKS AYLX SYSydAy3a 2NHI y
include procedures for continuous physical

control.

VE, TE

T=0




Req #

Requirement Description

Capabilities

Threslold/
Objective

Alternative

MA-DM-10

Withdrawn

MA-DM-11

SAsmustinitiate CSR for solution components as
part of their initial keying withirthe soluion.

All

T=0

MA-DM-12

Devicesnustuse Enroliment over Secure
Transport (EST) as detailed BTARFC 7030 for
certificate management.

All

o

Optional

MA-DM-13

The samedministrationworkstationmustnot be
used to managénner Encryption Components dn
the Outer VPN Gateway.

VI, Tl

T=0

MA-DM-14

The Outer VPN Gateway and solution componel
within the Gray Network must forward log entries
to a SIEM on the Gray Management Network (of
SIEM in the Red Network if using a CDS) within
minutes of the eveti 8 Q@ 2 0.0 dzZNNB y O

VI, Tl

T=0

MA-DM-15

Inner Encryption Components and solution
components within the Red Network must forwa
log entriesto a SIEM on the Red Management
Network within 10 minutes of the events
occurrence

VI, Tl

T=0

MA-DM-16

All logs fowarded to a SIEM on the Gray
Management Network must be encrypted using
SSHv2, IPsec, or TLS 1.2 or later.

All

Optional

MA-DM-17

All logs forwarded to a SIEM on a Red
Management Network must be encrypted using
SSHv2, IPsec, or TLS 1.2 or later.

All

Optional

MA-DM-18

Withdrawn

MA-DM-19

The CSfC solution owneustidentify authorized
SAs to initiate certificate requests

All

T=0

MA-DM-20

Authentication of SAmustbe enforced by either

procedural or technicatontrols.

All

12.16 CONTINUOUSMONITORINGREQUIREMENTS
Continuous Monitoring Requirements have beetocatedto the CSf@ontinuous Monitoring Annex

Table 24. Continuous Monitoring Requirements

. . _ Threshold .
Req # Requirement Description Capabilities Objective Alternative
MA-CM-O Meet all requirements defined in th€SFC All T=0

Continuous Monitoring AnneRat apply to the MA
CP.

12.17 WIRELESINTRUSIONDETECTIONSYSTEMW IRELESINTRUSIONPREVENTION

SYSTEM(WIDS/WIPS) REQUIREMENTS
Wireless Intrusion Detection System aitireless Intrusion Prevention System Requirements have been
relocated to theCSfC Wireless Intrusion Detection SygiatibS)MWireless Intrusio Prevention System
(WIPSANnex.




Table 25. WIDS/WIPS Requirements

: o _ Threshold .
Req # Requirement Desiption Capabilities Objective Alternative
MA-WIDSO | Meet all requirements defined in thESfGVireless | All T=0
Intrusion Detectiorsystem(WIDS)/ Wireless
Intrusion Preventio®ystem (WIP$nnexthat
apply to the MA CP for government private
wireless
12.18 AUDITING REQUIREMENTS
Auditing Requirements have beeglocatedto the CSf@Continuous Monitoring Annex
Table 26. Auditing Requirements
: L _ Threshold .
Req # Requirement Description Capabilities Objective Alternative
MA-AU-0 Meet all requirements defined in th€SfC All T=0

Continuous Monitoring AnneRat apply to the MA
CP.

12.19 KEYMANAGEMENTREQUIREMENTS

Key Management Requirements have been relocated to a sep@st€ Key Management Requirements

Annex
Table 27. Key Management Requirements
. . _ Threshold :
Req # Requirement Description Capabilities Objective Alternative
MA-KM-0 Meet all requirements defined in th€SfC Key All T=0

Management Requirements Anntat apply to
the MA CP.

12.20 EUDTO INFRASTRUCURE TWO FACTORAUTHENTICATIONREQUIREMENTS

Table 28. EUD to Infrastructure Two Factor Authentication Requirements

Threshold

Req # Requirement Description Capabilities Objective Alternative

MA-2F1 TheVPNEUDmustimplement a seond \% 0] Optional
authentication factor to prevent persistent acces

MA-2F2 The second factor of authenticationustuse a \% 0] Optional
physically separate token.

MA-2F3 The second factor of authenticationustonly be | V 0] Optional
implemented on thdnnertunnel.

MA-2F4 The second factor of authenticationustnot be \% (0] Optional
used as a replacement for the primary
authentication method a the Inner layer of
encryption.

MA-2F5 The second factor of authenticationust V 0] Optional

implement a combined useyenerated password
and atokengenerated ondime pass.




Threshold

Req # Requirement Description Capabilities C Alternative
Objective

MA-2F6 The management server for the second factor of VI (0] Optional
authenticationmustbe located irthe Red
Management network.

MA-2F7 The token generated orime passnust \% (0] Optional
implement a timebased algorithm.

MA-2F8 In the event of loss afontinuous physical control | V 0] Optional
the tokenmustbe considered compromised,
reported to theAO/Delegated Approval Authority
(DAA), and must not be reused.

MA-2F9 Ifthea SO2y R FIFOG2NI 2F | dZV o) Optional
compromised, all tokens are considered
compromised and must be replaced.

MA-2F10 During procurement, the vendor must not be Vi 0] Optional
permitted to store backups of seed files.

MA-2F11 All seed files must be encrypted during transport| VI 6] Optional

MA-2F12 Authentication tokens must be physically secure( VI 0] Optional
in a separate storage container from the EUD.

12.21 USER TOEUDFORTWO FACTORAUTHENTICATIONREQUIREMENTS

Table 29. User to EUD for Two Factor Authentication Requirements
. . _ Threshold :
Req # Requirement Description Capabilities Objective Alternative

MA-2F13 The EUD must implement a second authenticati¢ VE, TE,VZ 0] Optional
factor for logging into the device.

MA-2F14 The second factor of authentication must use a | VE,TE,VZ 0] Optional
physically separate token.

MA-2F15 The second factor of authentication must VE,TE,VZ 0] MA-2F16
implement a combined user generated passwor( MA-2F18
and PKI based smart card.

MA-2F16 The second factor of authentication must VE,TE,VZ 0] MA-2F15
implement a combined user generated passwor(
and a token generated ortime pass.

MA-2F17 The management server for the second factor off VE, TE,VZ 0] Optional
authentication must be located in theed
Management network.

MA-2F18 The system generated ortame pass must VE,TE,VZ 0] MA-2F15
implement a timebased algorithm.

MA-2F19 In the event of loss of continuous physical contrq VE, TE,VZ (0] Optional
the token must be considered compromised,
reported to the AO/DAA, and must not be reused

MA-2F20 L¥ G6KS aSO2yR FI OdG2NJ 4VETEVZ (0] Optional
compromised, all tokens are considered
compromised and must be replaced.

MA-2F21 During procurement, th@endor must not be VE,TE\VZ 0] Optional

permitted to store backups of seed files.




Threshold

Req # Requirement Description Capabilities C Alternative
Objective
MA-2F22 All seed files must be encrypted during transporf VE, TE,VZ (0] Optional
MA-2F-23 Authentication tokens must be physically secure( VI o Optional

in a separate storage containgom the EUD.

13 SOLUTION OPERATIONVIAINTENANCE, AND HANLING
REQUIREMENTS

13.1 USE ANDHANDLING OFSOLUTIONSREQUIREMENTS
The following requirements must be followed regarding the use and handling of the solution.

Table 30. Use and Handling of Solutions Requirements

Req #

Requirement Description

Capabilities

Threshold/
Objective

Alternative

MA-GD1

All solution infrastructure components, with the
exception of the Outer Firewall, must be physica
protected as classifiedavices, and classified at th
level of the Red Network.

VI, Tl

T=0

MA-GD2

Only authorized and appropriately cleared (or
escorted) administrators and security personnel
must have physical access to the solution
infrastructure components.

VI, Tl

T=0

MA-GD3

Only authorized and appropriately cleared users
administrators, and security personnel must hav
physical access to EUDs when in a classified stg

VE, TE

T=0

MA-GD4

All components of the solution must be disposed
of as classified devices, unleteclassified using
AOapproved procedures.

All

T=0

MA-GD5

EUDs using a N@#proved DAR solution must be
disposed of in accordance with the disposal
requirements for the DAR solution.

VE, TE

T=0

MA-GD6

All EUDs must have their certificates revokeibip
to disposal.

VE, TE

T=0

MA-GD7

Users must periodically inspect the physical
attributes of EUDs for signs of tampering or othe
unauthorized changes.

VE, TE

T=0

MA-GD8

Acquisition and procurement documentation mus
not include information conceiing the purpose of
the equipment.

All

T=0

MA-GD9

The solution owner must allow, and fully
cooperate with, NSA or its authorized agent to
perform an IA compliance audit (including, but n
limited to: inspection, testing, observation,
interviewing) of he solution implementation to
ensure it meets the latest version of the MA CP.

All

T=0




Req #

Requirement Description

Capabilities

Threshold/
Objective

Alternative

MA-GD10

The AO will ensure that a compliance audit must
be conducted every year against the latest versig
of the MA CP as part of the annual solution re
registrationprocess.

All

T=0

MA-GD11

Results of the compliance audit must be provide
to, and reviewed by, the AO.

All

T=0

MA-GD12

Customers interested in registering their solution
against the MA CP must register with NSA and
receive approval prior to operatinthe solution.

All

T=0

MA-GD13

The implementing organization must complete al
submit a MA CP requirements compliance matri
to their respective AO.

All

T=0

MA-GD 14

Registration and reegistration against the MA CH
must include submission of MA @®jistration
forms and compliance matrix to NSA.

All

T=0

MA-GD 15

When a new approved version of the MA CP is
published by NSA, the AO must ensure compliaf
against this new CP within 6 months.

All

T=0

MA-GD 16

Solution implementation information, wbh was
provided to NSA during solution registration, mu
be updated annually (in accordance with Section
15.3 as part of an annual solution-registration
process.

All

T=0

MA-GD17

Audit log data must be niatained for a minimum
of 1 year.

All

T=0

MA-GD 18

The amount of storage remaining for audit event
must be assessed by the Security Administrator
quarterly in order to ensure that adequate
memory space is available to continue recording
new audit events

All

T=0

MA-GD19

Audit data must be frequently ofbaded to a
backup storage medium.

All

T=0

MA-GD20

The implementing organization must develop a s
of procedures to provide guidance for identifying
and reporting security incidents associated with

the audit events to the proper authorities and to

the data owners.

All

T=0

MA-GD21

The implementing organization must develop a
continuity of operations plan for auditing
capability which includes a mechanism or metho
for determining when the audit ipis reaching its
maximum storage capacity.

All

T=0

MA-GD22

The implementing organization must develop a
continuity of operations plan for auditing

capability which includes a mechanism or metho
for off-loading audit log data for longerm

storage.

Al

T=0




Req #

Requirement Description

Capabilities

Threshold/
Objective

Alternative

MA-GD23

The implementing organization must develop a
continuity of operations plan for auditing
capability which includes a mechanism or metho
for responding to an overflow of audit log data
within a product.

All

T=0

MA-GD24

The implementing manization must develop a
continuity of operations plan for auditing
capability which includes a mechanism or metho
for ensuring that the audit log can be maintained
during power events.

All

T=0

MA-GD25

Strong passwords must be used that comply witl
the requirements of the AO.

All

T=0

MA-GD26

The implementing organization must test and
subsequently apply security critical patches to al
components in the solution in accordance with
local policy and this CP.

All

T=0

MA-GD27

Local policy must dicta how the Security
Administrator will install patches to solution
components.

All

T=0

MA-GD28

Solution components must comply with local
TEMPEST policy.

All

T=0

MA-GD29

Software, settings, keys, and all other
configuration data persistently storechdcUDs
must be handled as controlled unclassified
information or higher classification as designateq
by the AO.

All

T=0

MA-GDB30

All hardware components must be tracked throu
an AQGapproved inventory management process
that identifies each component gmart of a CSfC
Solution.

All

T=0

MA-GD31

Users must maintain continuous physical control
the EUD as defined by local policy.

VE, TE

T=0

MA-GD32

A baseline configuration for all components mus
be maintained by the Security Administrator and
be awilable to the Auditor.

All

T=0

MA-GD33

The implementing organization or solution owne
must validate the TCG Platform Certificate using
the certificate path provided for each product
obtained for the solution. The validation must
include certificate viidation (includingvalidation

of the holder certificate) and component
information checking. The minimum component
to check are the Chassis, Baseboard, CPU(s), R
Disk(s), and NIC(sThe Platform Certificate
mustbe collected and checked against theoduct
by a third party Verifier prior to allowing the

connection to the Black, Gray, or Red Networks.

All

Optional




: _ Threshold/ .
Req # Requirement Description Capabilities Objective Alternative

MA-GD34 The implementing organization or solution ownel All (0] Optional
must validate the Reference Integrity Manifest
using the certificate path praged for each
product obtained for the solution. In addition eac
individual product must have a TPM Quote
collected and checked against the RIM Bundle b
third party Verifier prior to allowing the connect t
the Black, Gray, or Red Networks.

MA-GD-35 If a CDS is being leveraged within the solution, | All T=0
then it must adhere with all applicable
organizational policy and be on the NCDSMO CI
Baseline. (For example: DoD customers must al
adhere to DoDI 8540.01 and the DISN Connecti
Process Gdke)

Additional MAGD requirements can be found in Section 14.

13.2 INCIDENTREPORTINGREQUIREMENTS

Table 31 identifies incident reporting requirements for reporting security incidents to NSA and must be
followed in the event that a solution owner idgfies a security incident which affects the solution.

These reporting requirements are intended to augment, not replace, any incident reporting procedures

Ff NBFReé Ay dzaS GAGKAY (KS azftdziazy 2¢ytloNRa 2NAI YA
Administrators (CAAs), and Auditors are familiar with maintaining the solution in accordance with this

CP. Based on familiarity with the knoygaod configuration of the solution, personnel responsible for

the operations and maintenance of the stiun will be better equipped to identify reportable incidents.

C2NJ UKS LldzN1}2asSa 2F AYOARSY(d NBLR2NUAY3IAS avYlfAOA?2dz
attributed to activity by an adversary but also any events that are unexplained. In otinds yan

activity is assumed to be malicious unless it has been determined to be the result of known non

malicious activity.

This section only provides requirements directly related to the incident reporting process. See Section
12.16for requirements suporting the detection of events that may reveal that a reportable incident
has occurred.

Table 31 Incident Reporting Requirements

. r L Threshold/ :
Req # Requirement Description Capabilities Objective Alternative
MA-RR1 Solution ownersnust report confirmed incidents | All T=0

meeting the criteria in MARR3 through MARR16
within 24 hours of detectiowia Joint Incident
Management System (JIMS) or contacting NSA g
specified in the CSfC Registration Letter issued f
the solution.




Req #

Requirement Description

Capabilities

Threshold/
Objective

Alternative

MA-RP-2

At a minimum, the organization must provide the
following information when reporting security
incidents:

I CSfC Registration Number

1 Point of Contact (POC) name, phone, email
1 Alternate POC name, phone, email

1 Classification level of affected solution

1 Nameof affected network(s)

1 Affected component(s) manufacturer/vendor
1 Affected component(s) model number

i Affected component(s) version number

1 Date and time of incident

9 Description of incident

9 Description of remediation activities

9 Is Technical Support from NS#quested?
(Yes/No)

All

T=0

MA-RR3

Solution owners must report a security failure in
any of the CSfC solution components.

All

T=0

MA-RP4

Solution owners must report any evidence of a
compromise or spillage of classified data caused
a failure of theCSfC Solution.

All

T=0

MA-RR5

For all Gray Network interfaces, solution owners
must report any malicious inbound and outbound
traffic.

All

T=0

MA-RR6

Solution owners must report any evidence of an
unauthorized device/user gaining access to the
clas#fied network via the solution.

All

T=0

MA-RR7

Solution owners must report if a solution
component sends traffic with an unauthorized
destination address.

All

T=0

MA-RR8

Solution owners must report any malicious
configuration changes to the component

All

T=0

MA-RR9

Solution owners must report any unauthorized
escalation of privileges to any of the CSfC solutio
components.

All

T=0




Req #

Requirement Description

Capabilities

Threshold/
Objective

Alternative

MA-RR10

Solution owners must report if two or more
simultaneous VPN connections from different IP
addresses are ¢ablished using the same EUD
device certificate.

All

T=0

MA-RR11

Solution owners must report any evidence of
malicious physical tampering with solution
components.

All

T=0

MA-RR12

Solution owners must report any evidence that or
or both of the layes of the solution failed to
protect the data.

All

T=0

MA-RR13

Solution owners must report any significant
degradation of services provided by the solution
excluding connectivity issues associated with the
Black Network.

All

T=0

MA-RR14

Solution ownes must report malicious
discrepancies in the number of VPN connections
established by Outer VPN Gateways.

VI, Tl

T=0

MA-RR15

Solution owners must report malicious
discrepancies in the number of VPN connections
established by the Inner VPN Gateway.

VI

MA-RR16

Solution owners must report malicious
discrepancies in the number of TLS connections

established by the TEotected Server.

TI

T=0

14 ROLEBASED PERSONNHREQUIREMENTS
The roles required to administer and maintain the solution are definddvinealong with doctrinal
requirements for these roles.

Information System Security OffictSSOY;, The ISSO must be responsible to maintain, monitor, and

control all security functions for the entire suite of products composing the MA solution. Security
Administrator duties include but are not limited to the following:

1) Ensures that the latest securityitical software patches and updates (such as Information

Assurance Vulnerability Alerts (IAVAS)) are applied to each product.

2) Documents and reports sectyrirelated incidents to the appropriate authorities.

3) Coordinates and supports product logistic support activities including integration and maintenance.

Some logistic support activities may require that the Security Administrator escort uncleared
personne.

4) Employs adequate defenses of auxiliary network devices to enable proper and secure functionality
of the MA solution.




5) Ensures that the implemented MA solution remains compliant with the latest version of this CP as
specified by MAGD15.

6) Provisions and aintains EUDs in accordance with this CP for implementations that include them.

Certification Authority Administrator (CAA) The CAA must be responsible to maintain, monitor, and
control all security functions for the CA products. CAA duties includarbutot limited to the
following:

1) Administer the CA, including authentication of all components requesting certificates.
2) Maintain and update CRLs.

3) Provision and maintain EUD certificates in accordance with this CP for implementations that include
them.

Auditor ¢ The Auditor must be responsible to review the actions performed by the SA and CAA and
events recorded in the audit logs to ensure that no action or event represents a compromise to the
security of the MA solution. Auditor duties include, but ar¢ lmited to, the following:

1) Review, manage, control, and maintain security audit log data.
2) Document and report securitselated incidents to the appropriate authorities.
3) The Auditor is only authorized access to Outer and Inner administrative components.

Integrator ¢ In certain cases, an external Integrator may be hired to implement an MA solution based on
this CP. Integrator duties may include, but are not limited to:

1) Acquire the products that compose the solution.

2) Configure the MA solution in accordanwéh this CP.
3) Document, test, and maintain the solution.

4) Respond to incidents affecting the solution.

End UsecAn End User may operate an EUD from physical locations not owned, operated, or controlled
by the government. The End User must be responsilslegerating the EUD in accordance with this CP
and an organizatiowlefined user agreement. Remote User duties include, but are not limited to, the
following:

1) Ensure the EUD is only operated in physical spaces which comply with the end user agreement.

2) Alert the SA immediately upon an EUD being lost, stolen, or suspected of being tampered with.




Security Administratorg The SA must be responsible to maintain, monitor, and control all security
functions for the entire suite of products composing the MA Sofutiln some organizations, the SA
may be known as the Information System Security Officer. SA duties include, but are not limited to:

1) Ensure that the latest securigritical software patches and updates (such as Information Assurance
Vulnerability Alets (IAVAS)) are applied to each product.

2) Document and report securitselated incidents to the appropriate authorities.

3) Coordinate and support product logistic support activities including integration and maintenance.
Some logistic support activitiesay require that the SA escort uncleared personnel.

4) Employ adequate defenses of auxiliary network devices to enable proper and secure functionality of
the MA Solution.

5) Ensure that the implemented MA Solution remains compliant with the latest versidno€P, as
specified by MAGD15.

6) Provision and maintain EUDs in accordance with this CP for implementations that include them.
Additional policies related to the personnel that perform these roles in a MA Solution are as follows:

Table 32 RoleBased Personnel Requirements

. . —_ Threshold/ .
Req # Requirement Description Capabilities Objective Alternative
MA-RB1 The SA, CAAs, Auditor, EUD User, and Integratq All T=0

must be cleared to the highest level of data
protected by the solution. Whean Enterprise CA
is used in the solution, the CAA already in place
may also support this solution, provided they me
this requirement. Black Network Administrators
may be cleared at the Black Network classificatig
level.
MA-RB2 The SA, CAAnd Auditor roles must be performeqd All T=0
by different people.
MA-RB3 All SAs, CAAs, EUD Users, and Auditors must n All T=0
local Information Assurance (IA) training
requirements.

MA-RB4 The CAA(s) for the Inner Tunnel CA must be All 0] Optional
different indivduals from the CAA(s) for the Oute
Tunnel CA.

MA-RB5 Upon discovering an EUD is lost or stolen, an EU{ VE, TE T=0
User must immediately report the incident to the
SA and CAA as well as any other reporting chan
as dictated by organizational poy dictated by the
AO.

MA-RB6 Upon notification of a lost or stolen EUD, the CA| All T=0
Ydzald NB@21S GKFEd 9! 5Q4




: _ Threshold/ .
Req # Requirement Description Capabilities Objective Alternative

MA-RB7 The Security Administrator(s) for the Inner VI, Tl T=0
Encryption endpoints and supporting component
on Red Network must be different individuals
from the SA(s) for the Outer VPN Gateway and
supporting components on Gray Networks.
MA-RB8 The SAs must periodically inspect the physical | VI, Tl T=0
attributes of infrastructure hardware for signs of
tampering or other nauthorized changes.

MA-RB9 The Auditor must review all log alerts and All T=0
dashboards specified in this CP at least once a ¢

MA-RB10 SAs must initiate the certificate revocation proce| Al T=0
prior to disposal of any solution component.

MA-RB11 Auditing of the Outer and Inner Tunnel CA All T=0

operations must be performed by individuals wh
were not involved in the development of the CP
and CPS, or integration of the MA solution.

15 INFORMATION TO SUPPRT THE AO

This section defiés items that likely will be necessary for the customer to obtain approval from the
system AO. The customer and AO have obligations to perform the following:

1 The customer, possibly with support from an Integrator, instantiates a solution implementation
that follows the NSAapproved CP.

9 The customer has a testing team develop a test plan and perform testing of the MA solution, see
Sectionl5.1

9 The customer has system Assessment and Authorization performed using the risk assessment
information referencedn Sectionl5.2

1 The customer provides the results from testing and system Assessment and Authorization to the
AO for use in making an approval decision. The AO is ultimately responsible for ensuring that all
requirements from the CP have been properly iemented in accordance with the CP.

1 The customer registers the solution with NSA andegisters yearly to validate its continued
use as detailed in Sectidb.3

1 Customers who want to use a variant of the solution detailed in this CP will contact Swir N
Client Advocate to determine ways to obtain NSA approval.

1 The AO ensures that a compliance audit must be conducted every year against the latest version
of the MA CP, and the results must be provided to the AO.




1 The AO ensures that certificate revocatioformation is updated on all the Solution
Components in the solution in the case of a compromise.

9 The AO ensures that any Layer 2 or Layer 3 control plane protocols that are used in the solution
are necessary for the operation of the network and thatlqeolicy supports their use.

1 The AO reports incidents affecting the solution in accordance with Section 12.

The system AO maintains configuration control of the approved solution implementation over the
lifecycle of the solution. Additionally, the AO rhagasure that the solution remains properly configured
with all required security updates implemented.

15.1 SOLUTIONTESTING

This section provides a framework for a Test and Evaluation (T&E) plan and procedures to validate the
implementation of a MA solutionThis T&E will be a critical part of the approval process for the AO,
providing a robust body of evidence that shows compliance with this CP.

The security features and operational capabilities associated with the use of the solution must be tested.
The folbwing is a general higlevel methodology for developing the test plan and procedures and for

the execution of those procedures to validate the implementation and functionality of the MA solution.
The entire solution, to include each component describefdntions and5.8, is addressed by this test

plan including the following:

1) Set up the baseline network and configure all components.

2) Document the baseline network configuration. Include product model and serial numbers,
software version numbers, and safare configuration settings at a minimum.

3) Develop a test plan for the specific implementation using the test requirements from Table 28.
Any additional requirements imposed by the local AO should also be tested, and the test plan
must include tests to ensa that these requirements do not interfere with the security of this
solution as described in this CP.

4) Perform testing using the test plan derived in Step 3. Network testing will consist of both Black
box testing and Gray box testing. A tperson testing approach should be used to administer
the tests. During test execution, security and rsmturity related discrepancies with the
solution must be documented.

5) Compile findings, to include comments and vulnerability details as well as possible
countermeasire information, into a Final Test Report to be delivered to the AO for approval of
the solution.

The following testing requirement has been developed to ensure that the MA solution functions
properly and meets the configuration requirements from Secfidn Testing of these requirements
should be used as a minimum framework for the development of the detailed test plan and procedures.




Table 33. Test Requirements

. L _ Threshold/ :
Req # Requirement Description Capabilities Objective Alternative
MA-TRO The organization implementing the CP must T=0
perform all tests listed in th&1A CP Test Annex.

15.2 RISKASSESSMENT

The risk assessment of the MA solution presented in this CP focuses on the types of attacks that are
feasible against this ation and the mitigations that can be employed. Customers should contact their
NSA Client Advocate to request this document, or visit the Secret Internet Protocol Router Network
(SIPRNet) CSfC site for information. The process to obtain the risk asseissavailable on the

SIPRNet CSfC web page. The AO must be provided a copy of the NSA risk assessment for their
consideration in approving the use of the solution.

15.3 REGISTRATION OFSOLUTIONS

All customers using CSfC solutions to protect information aioNal Security Systems must register

their solution with NSA prior to operational use. This registration will allow NSA to track where MA CP
solutions are instantiated and to provide the AOs at those sites with appropriate information, including
any sigificant vulnerabilities that may be discovered in components or-tégkl designs approved for
these solutions. The CSfC solution registration process is available at
(https://www.nsa.gov/resource/commercialsolutionsfor-classifiedprogram.

Solution registrations are valid for one year from the date the solution registration is approved, at which
time customers are required to seegister their solution in order to continue using it. Approvefs will

be reviewed twice a year, or as events warrant. Registered users of this CP will be notified when an
updated version is published. When a new version of this CP that has been approved by the Deputy
National Manager for National Security Systamgublished, customers will have six months to bring

their solutions into compliance with the new version of the CP an@géster their solution (see
requirement MAGD15). Customers are also required to update their registrations whenever the
information provided on the registration form changes.



https://www.nsa.gov/resources/commercial-

APPENDIX A:.GLOSSARY OF TERMS

Authorization (To Operate}, The official management decision given by a senior organizational official
to authorize operation of an information system and to explicitlgegt the risk to organizational
operations (including mission, functions, image, or reputation), organizational assets, individuals, other
organizations, and the Nation based on the implementation of an agope set of security controls.
(NIST SP 8€&r)

Authorizing Officialg A senior (Federal) official or executive with the authority to formally assume
responsibility for operating an information system at an acceptable level of risk to organizational
operations (including mission, functions, imagereputation), organizational assets, individuals, other
organizations, and the Nation.

Assurance; Measure of confidence that the security features, practices, procedures, and architecture of
an information system accurately mediates and enforces thersggolicy. (CNSSI 4009)

Audit ¢ The activity of monitoring the operation of a product from within the product. It includes
monitoring of a product for a set of prgetermined events. Each audit event may indicate rogue
behavior, or a condition that detrimental to security, or provide necessary forensics to identify the
source of rogue behavior.

Audit Logg A chronological record of the audit events that have been deemed critical to security. The
audit log can be used to identify potentially malicsoactivity that may further identify the source of an
attack, as well as potential vulnerabilities where additional countermeasures or corrective actions are
required.

Availability ¢ Ensuring timely and reliable access to and use of information. (NISJOSP)8

Black Box Testing Testing the functionality of a component of the solution, such that testing is limited
to the subset of functionality that is available from the external interfaces of the box during its normal
operational configuration withouany additional privileges (such as given to the Security Administrator
or Auditor).

Black Networkg A network that contains classified data that has been encrypted twice. (See Section
4.1.3.

CP¢ Guidance provided by NSA that describes recommended appesao composing COTS
components to protect classified information for a particular class of security problem. CP instantiations
are built using products selected from the CSfC Components List.

Central Management Site A site within a MA solution that iresponsible for remotely managing the
solution components located at other sites (see Sedicgh3).




Certification Authority (CAY, An authority trusted by one or more users to create and assign
certificates. (1ISO9598)

Certificate Policy (CR)A namedset of rules that indicate the applicability of a certificate to a particular
community and/or class of application with common security requirements. For example, a particular
CP might indicate applicability of a type of certificate to the authenticadibparties engaging in
businesgo-business transactions for the trading of goods or services within a given price range. (IETF
RFC 3647)

Committee on National Security Systems Policy No. 15 (CNS$®Policy specifies which public
standards may be usfor cryptographic protocol and algorithm interoperability to protect National
Security Systems (NSS).

Computing Device An EUD such as a phone, laptop, or tablet.

Confidentiality¢ Assurance that the data stored in, processed by, or transmitted bgybheem are
protected against unauthorized disclosure, and confidence that only the appropriate set of individuals or
organizations would be provided the information.

Control Plane Protocat A routing, signaling, or similar protocol whose endpoints arevoek
infrastructure devices such as VPN Gateways or routers. Control plane protocols carry neither user data
nor management traffic.

CRL Distribution Point (CDPA web server that hosts a copy of a CRL issued by a CA for VPN
Components to download (sdééey Management Requirements Anhex

Cross Domain Solution (CDSA form of controlled interface that provides the ability to manually
and/or automatically access and/or transfer information between different security domains. (CNSSI
4009)

Dedicated OutelVPN- A dedicated piece of hardware that can be part of an EUD and terminates the
Outer layer of IPsec encryption.

End User Device (EURDA formfactor agnostic component of the MA solution that can include a
mobile phone, tablet, or laptop computer. B& can be composed of multiple components to provide
physical separation between layers of encryption (see Sedti@ifor explanation of detailed
differences between VPN EUD and TLS EUD solution design options).

External Interface; The interface of th®©uter VPN Gateway that connects to the internal interface of
the Outer Firewall.

Factory Reset Removal of user data and any applications not already installed by the vendor.
Malicious executables, at the application layer, may still be present aftetary reset.




Federal Information Processing Standards (FIP&)set of standards that describe the handling and
processing of information within governmental agencies.

Gray Box Testing The ability to test functionality within a component of the satutj such that full
management privileges are granted (i.e., knowing passwords for Security Administrator and Auditor and
access to the capabilities associated with those privileges). In addition, the use of any and all testing
equipment and/or testing stfvare used inside and outside the developed solution is available.

Gray Networkg A network that contains classified data that has been encrypted once (see Section
4.1.2.

Gray Firewalk A stateful traffic filtering firewall placed on the Gray Networlptovide filtering of
ports, protocols, and IP addresses to ensure traffic reaches the correct Inner Encryption endpoint or is
dropped.

Internal Interfaceq The interface on a VPN Gateway or Inner Encryption Component that connects to
the Inner network (e., the Gray Network on the Outer VPN Gateway or the Red Network on the Inner
Encryption Component).

Locally Managed DeviceA device that is being managed by the direct connection of the
Administration Workstation to the device in a hardwired fashiorcfsas a console cable).

Malicious¢ Any unauthorized events that are either unexplained or in any way indicate adversary
activity.

Management Plane Traffig Any protocol that carries either traffic between an ISSO and a component
being managed, or log mseages from a solution component to a SIEM or similar repository.

Mandatory Access Control (MAEAN access control policy that is uniformly enforced across all subjects
and objects within the boundary of an information system. A subject that has beetedraocess to
information is constrained from doing any of the following: (i) passing the information to unauthorized
subjects or objects; (ii) granting its privileges to other subjects; (iii) changing one or more security
attributes on subjects, objectthe information system, or system components; (iv) choosing the

security attributes to be associated with newdgeated or modified objects; or (v) changing the rules
governing access control. Organizatidefined subjects may explicitly be granted orgatian-defined
privileges (i.e., they are trusted subjects) such that they are not limited by some or all of the above
constraints. Source: CNSSI 4009 & NIST SB38R6v 4.

Media Access ContrelSublayer of the data link layer (DLL) in the setegerOSI network reference
model. Media Access Control is responsible for the transmission of data packets to and from the
network-interface card, and to and from another remotely shared channel.

Platform Certificate- A Trusted Computing Group (TCG) definddX Attribute Certificate that asserts
the LI | G F 2 NIV Sapertieshutd dovifigiration as shipped.




Protection Profile¢ A document used as part of the certification process according to the Common
Criteria. As the generic form of a security targgeis typically created by a user or user community and
provides an implementation independent specification of information assurance security requirements.

Public Key Infrastructure (PK¢)Framework established to issue, maintain, and revoke public key
certificates.

Registration Authority (RAY An entity authorized by the CA to collect, verify, and submit information
that is to be entered into public key certificates. The term RA refers to hardware, software, and
individuals that collectively perform & function.

Red Network- Contains only Red data and is under the control of the solution owner or a trusted third
party. The Red Network begins at the internal interface(s) of Inner Encryption Components located
between the Gray Firewall and Inner K.

Reference Integrity Manifest (RIM)A Trusted Computing Group TCG) defined Reference Integrity
Manifest contains structures that a Verifier uses to validate expected values (Assertions) against actual
values (Evidence).

Retransmission Device (RQA standalone piece of hardware used to provide Black Network
connectivity to EUDs.

Security Levet The combination of classification level, list of compartments, dissemination controls,
and other controls applied to the information within a network.

Sdit-tunneling ¢ Allows network traffic to egress through a path other than the established VPN tunnel
(either on the same interface or another network interface). Split tunneling is explicitly prohibited in
MA CP compliant configurations (see {@&R2 andMA-EU7).

SRTP Clieng A component on the EUD that facilitates encryption for voice communications.
TLS Client A component on a TLS EUD that can provide the Inner layer of data in transit encryption.
TLS Componerg Refers to both TLS Clients and-Ptd@ected Servers.

Trusted Inline Interface; Any controlled management interface external to the virtualized managed
device.

VPN Client A VPN application installed on an EUD.
VPN Component The term used to refer to VPN Gateways and VPN Clients.

VPN Gteway ¢ A VPN device physically located within the VPN infrastructure.

VPN Infrastructure; Physically protected in a secure facility and includes Inner and Outer VPN
Gateways, Certificate Authorities, and Administration Workstations, but does not inElu@es.




Wipe ¢ Removal of all user data, applications, and operating system.




APPENDIX BAACRONYMS

Acronym Meaning
ACL Access Control List
AES Advanced Encryption Standard
AO Authorizing Official
ARP Address Resolution Protocol
AU Auditing
BIOS Basidnput/Output System
BGP Border Gateway Protocol
CA Certification Authority
CAA Certification Authority Administrator
CDP CRL Distribution Point
CDS Cross Domain Solution
CM Continuous Monitoring
CNSA Commercial National Security Algorithm
CNSS Canmittee on National Security Systems
CNSSI Committee on National Security Systems Instruction
CNSSP Committee on National Security Systems Policy
COTS Commercial Ofthe-Shelf
CP Certificate Policy
CP Capability Package
CPS Certification Practicet&tement
CRL Certificate Revocation List
CSfC Commercial Solutions for Classified
CSR Certificate Signing Request
CUl Controlled Unclassified Information
DAR DataAt-Rest
DAA Delegated Approval Authority
DHCP Dynamic Host Configuration Protocol
DM Device Management
DNS Domain Name System
DoD Department of Defense
DSA Digital Signature Algorithm
DNM Deputy National Manager
ECDH Elliptic Curve Diffiddellman
ECDSA Elliptic Curve Digital Signature Algorithm
EAP Extensible Authentication Prototo
ESC Enterprise Session Controller
ESP Encapsulating Security Payload
EST Enrollment Over Secure Transport
EUD End User Device
FIPS Federal Information Processing Standards
GRE Generic Routing Encapsulation
HTTP Hypertext Transfer Protocol
HTTS Hypertext Transfer Protocol Secure
IAVA Information Assurance Vulnerability Alert
ICMP Internet Control Message Protocol
IDS Intrusion Detection System
IETF Internet Engineering Task Force




Acronym Meaning
IGMP Internet Group Management Protocol
IKE Internet KeyExchange
IP Internet Protocol
IPS Intrusion Prevention System
IPsec Internet Protocol Security
IPv4 Internet Protocol Version 4
IPv6 Internet Protocol Version 6
ISIS Intermediate System to Intermediate System
KM Key Management
MA Mobile Access
MAC Mandatory Access Control
MDF Mobile Device Fundamentals
MDM Mobile Device Manager
MOA Memorandum of Agreement
MLD Multicast Listener Discovery
MTU Maximum Transmission Unit
NCDSMO National Cross Domain Strategy Management Office
NDP Neighbor Disavery Protocol
NIAP National Information Assurance Partnership
NIST National Institute of Standards and Technology
NPE Non-Person Entity
NSA National Security Agency
NSS National Security Systems
NTP Network Time Protocol
6] Objective
OCSP Online @rtificate Status Protocol
OID Object Identifier
(OF] Operating System
OSPF Open Shortest Path First
PKI Public Key Infrastructure
PMTU Path Maximum Transmission Unit
POC Point of Contact
PSK Preshared Key
PTP Precision Time Protocol
RADIUS RemoteAuthentication Dialn User Service
RA Registration Authority
RD Retransmission Device
RFC Request for Comment
RIM Reference Integrity Manifest
RIP Routing Information Protocol
RSA Rivest Shamir Adelman algorithm
SAs Security Administrators
SCRM Supply Chain Risk Management
SDES Session Description Protocol Security Descriptions
SHA Secure Hash Algorithm
SIEM Security Information and Event Manager
SIP Session Initiation Protocol
SIPRNet Secret Internet Protocol Router Network

SP

Service Pack




Acronym Meaning
SRTP Secure Realime Protocol
SSH Secure Shell
SSHv2 Secure Shell Version 2
SWaP Size, Weight, and Power
T Threshold
T&E Test and Evaluation
TCG Trusted Computing Group
TCP Transmission Control Protocol
TLS Transport Layer Security
TPM Trustead Platform Module
UDP User Datagram Protocol
UEFI Universal Extensible Firmware Interface
usB Universal Serial Bus
VDI Virtual Desktop Infrastructure
VolP Voice over Internet Protocol
VM Virtual Machine
VPN Virtual Private Network
VS VirtualizationSystem
VSA Vendor Specific Attribute
vTPM Virtual Trusted Platform Module
WIDS Wireless Intrusion Detection System
WIPS Wireless Intrusion Prevention System
WLAN Wireless Local Area Network
WPA2 Wi-Fi Protected Access Il
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APPENDIXD: END USER DEVICE IMEMENTATION NOTES
VPN EUDs:

¢CKS *tb 9!5 OFy 0SS &aSi dzLJ dza A ylBatidns, andnvdr)dBNA y 3 5 S @A O
Component, and an Outer VPN Component. The Inner VPN Component is a VPN Client residing on the
alrYS /2YLMziAy3a 5SOGAO0S a (GKS dzaSNRa LK AOFGA2yad
can be a Dedicated Outer VPN Compdrarbe a VPN Client on the same Computing Device as the
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Device using Ethernet. The Dedicated Outer VPN must follow the requirements in Section 12.10 as

shown inTable 18.As shown in Figure 11, if all components are on the same device, virtual machines

will be required to provide separate IP stacks for the Inner and Outer VPN Clients. An RD will also be

required in this case, unless, as noted in Sectid .3 the connection is to a Government Private

Wireless Network or a Government Private Cellular Network, or a Government Private Wired Network
(seeFigure 12.

j |
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| .’ y N
|
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| o Any Black Network
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End User Device Inner VPN |
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Figure 10. VPN EUD with Inner VPN Client and Separate Outer VPNGateway
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Figure 11. VPN EUD with Inner and Outer VPN Clients in Separate Virtual Machines with
Retransmission Device
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Figure 12. VPN EUD with Inner and Outer VPN Clients in Separate Virtual Machines
without Retransmission Device

TLS End User Devices:

The TLS EUDs can be set up using up to two separate components. These components consist of the
Computing Device and the VPN Component. The Computing Device sends and receives classified data.
The Oute?VPN Component is either a VPN Gateway or a VPN Client. Dedicated Outer VPN components
are always physically separate from the Computing Device and are selected from the CSfC Components
List (see Sectiobl). VPN Clients are selected from the IPsec VRNtGkction of the CSfC Components

List. The Inner layer of encryption is always provided by an application on the Computing Device which
terminates either TLS and/or SRTP. Each application installed on the Computing Device must be
selected from the C8&fComponents List. The CSfC Components List provides several sections for which
customers can select the TLS Application including Web Browser, Email Client, and VolP Application.




Physical separation between encryption components provides a number afityemdvantages, but also
is more difficult to implement due to the required hardware users require.

As shown in Figure 13, for TLS EUDs, each application installed on the Computing Device is responsible
for terminating the Inner layer of encryption.dfDedicated Outer VPN component is used it must be
connected to the Computing Device using Ethernet. When the Dedicated Outer VPN connects to the
Computing Device, the requirements in Section 12.10 must be followed.
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Figure 13. TLS EUD with Separate Outer VPN Gateway

As shown in Figure 14, an Outer VPN Client can be installed within the same Computing Device as the
TLS Applications which provide the inner layer of encryption. As shown in Figure 15, an RD will also be
required n this case, unless, as noted in Secdah3 the connection is to a Government Private

Wireless Network or a Government Private Cellular Network or a Government Private Wired Network.
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Figure 14. TLS EUD with Integrated Outer VPN Client with Retransmission Device




Figure 15. TLS EUD with Integrated Outer VPN Client without Retransmission Device

Retransmission Devices:

A Governmenbwned RD includes WAi Hotspots and Mobile Routers. On the exteriié sthe RD can
be connected to any type of medium (e.g., CellularFWEATCOM, Ethernet) to gain access to the Wide
Area Network. As shown in Figure 16, on the internal side the RD is connected to EUDs either through

an Ethernet cable or \AKi.




























