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1 INTRODUCTION

CKS /2YYSNOAFET {2fdziAz2ya F2NI/t+FraaArfTASR o/ {F/ 0 t N
Cybersecuritpirectorate (CSDYublishes guidance to empower its customers to implement secure
communications solutions using independent, layered Commeuoffidhe-Shelf (COTS) products. This

guidance is produeteutral and describes systelavel solution frameworkdocumenting security and

configuration requirements for customers or integrators.

CSD delivers guidance for customers implementing Continuous Monitoring (CM) capabilities of CSfC data
in transit and data at rest solutions using approved cryptographic ithgas, and National Information
Assurance Partnership (NIAP) evaluated components.

2 PURPOSE AND USE

National Institute of Standards and Technology (NIST) Special Publication (3B7 8@fines

information security continuous monitoring as, "maintainiorggoing awareness of information security,

@dzft YSNI0AfAGASAY YR GKNBI G& G2 adzJl2 NI 2NBIFYyAT
solutions, CM enables the following:

91 Defines a baseline set of expected system and network behavior withifCasGl8tion
environment

1 Detects improperly configured products within solutions to achieve a level of assurance
sufficient for protecting classified data in transit and data at rest

1 Analyzes system activities to identify unauthorized activity within a &#fGon network

CM is implemented as part of a holistic, risk management and deferdepth information security
strategy integrated into CSfC architectures. Organizations designing CSfC solutions and implementing
CM capabilities should leverage théammation gathered from CM capabilities to take appropriate risk
mitigation actions as well as make cestective, riskbased decisions regarding the operation of CSfC
systems.

The guidance provided in the CM Annex references architecture and corresgdndidevel

configuration information to help customers develop a CM solution to meet CSfC CM requirements. To
implement a CM solution based on this guidance, all Threshold requirements, or the corresponding
Objective requirements, must be implementeddescribed in Section 10.

The requirements in this document supersede existing CM requirements in published CSfC Capability
Packages (CP). Future CP revisions will direct customers to this annex for CM implementation.

Please provide comments on the usaliliapplicability, and/or shortcomings of this guidance to an NSA
Client Advocate and the CM guidance maintenance tea@SdC CM_ team@nsa.g@olutions

adhering to this guidance must also comply with Comrmeitt@ National Security Systems (CNSS)
policies and instructions.
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For any additional information on Cross Domain Solutions (CDS) contaititvéal Cross Domain
Strategy Management Office (NCDSMQat ncdsmo@nsa.gov

3 LEGAL DISCLAIMER

¢tKA&d ! YYSE A& LINPGARSR ala Aaéd !ye SELINB&aa 2N AY
implied warranties of merchantability and fitness for a purpose are disclaimed. In no event must the

United States (U.S.) Government iblliafor any direct, indirect, incidental, special, exemplary, or

consequential damages (including, but not limited to, procurement of substitute goods or services, loss

of use, data, profits, or business interruption) however caused and on any theoapitifyi whether in

contract, strict liability, or tort (including negligence or otherwise) arising in any way out of the use of

this Annex, even if advised of the possibility of such damage.

The User of this Annex agrees to hold harmless and indemnify BeGovernment, its agents, and

SYLX 28SSa FTNRBY S@OSNE Of FAY 2NJfAlFOoOAtAGE O66KSGKSNI
Oz2aiaz I'yR SELSyasSasz  FNAaAYy3I AY RANBOG 0O02yasSljdsSyo
limited to, daims or liabilities made for injury to or death of personnel of User or third parties, damage

to or destruction of property of User or third parties, and infringement or other violations of intellectual

property or technical data rights.

Nothing in this Anex is intended to constitute an endorsement, explicit or implied, by the U.S.
D2OSNYYSyid 2F Fye LI NOAOdzZ ' NI YI ydzFl OGdZNBEND& LINE R dz

4 DESCRIPTION OF THE@NTINUOUS MONITORINGOLUTION

This CM Annex provides guidance for collecting and analyetmgrk and security data to enable CM
GAGKAY | RSLI 2&S8SR. ./ { TlayerzRappinach & ¢norypiok, &affuye offofe®dr Q& Y dz
more components may result in observable network or device behavior that significantly deviates from
established basines. For example, these deviations may manifest as unexpected protocols, port usage,
packet size, Internet Protocol (IP) addresses, or anomalous events observed on an End User Device

(EUD).

CSfC CM capabilities are designed with a Aayer approachd compliment the functional architecture
of a CSfC solutioSfC CM solutions provide high visibility across the monitored network, allowing
analysts to validate the operational status of encryption components by observing network activity
before and afte encryption points and within management networks

Eight (8) distinct Monitoring Points (MPs) are defined within the CSfC CM architecture. These MPs are
positioned in strategic locations across the Black, Gray, and Red Networks (see Figures 5, & 7). Ea
MP represents a critical point within the CSfC infrastructure where monitoring capabilities grant visibility
into system and network behavior. This does not necessarily represent a physical point where
monitoring will be deployed. Customers have theiltlity to deploy solutions that will meet their

needs.
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An MP may be comprised of one or more monitoring capabilities. A monitoring capability is the
implementation of a specific monitoring system that feeds data to collection, analysis, and notifying
sydems for CSfC solutions operators (see Sedjon

4.1 MONITORINGSOLUTIONOVERVIEW

The monitoring solution provides high visibility across the network, allowing analysts to validate the
operational status of encryption components by observing network actpégfgre and after encryption
points, within management networks, and at eight distinct but strategic monitoring points within the
CSfC architecturdhe monitoring solution provides observability of networks and systems, comprised
of solutions such as Sedy Information and Event Management (SIEM) and Security Orchestration,
Automation and Response (SOAR) technologies that are pivotal in strengthening security operations,
collection natifications, and network analysis. The monitoring solution:

1 Comprisedf one or more capabilities for analyzing and aggregating network traffic, system
logs, and user behavior analytics to monitor environmental behavior

1 Optionally within monitoring solutions, automated response to observed behaviors may be
deployed tomitigate potential threats and risks posedto the CSfC network

9 A robust monitoring solution provides views into CSfC systems and networks which enable
administrators to observe and monitor system health and behavior to mitigate threats,
misconfigurationsanomalies, or unexpected user and device activities

1 Monitoring capabilities can include systems such as network traffic analyzers to include
intrusion detection and prevention systems, centralized logging and security event management

1 Popular implementatios of such monitoring capabilities include products sucBl& and
SOAR solutions. These products enable administrator searching, reporting, and observation, and
if configured, response within a CSfC network when properly configured and tuned

Comprehensie data collection and aggregation from each MP into centralized monitoring capabilities
such as SIEM systems, provide security administrators with the capability to monitor data sources from
within a network. SIEM solutions present secuatministratorswith the collective data set to monitor

the security posture of the CSfC solution and report on sectelgvant events within the

infrastructure. These tasks are often accomplished through a defined set of automated notification
capabilities and dashbeods built to identify targeted information of interest.

Expanding beyond SIEM management of CM data are SOAR systems to provide more robust
management and remediation for events of interest. A SOAR enables security administrators to receive
notable eventsmanage them through a case management system to enrich event data, evaluate
potential root causes of events, and conduct triage and response activities that can be manually or
automated and executed through playbooks. Event management can be further atgdro remove

the security administrator and allow for remediation to occur based on defined evaluation rules.

In addition to technical CM implementation, broader CM success relies on the implementation of site
specific policies and procedures for managihe CM infrastructure. Securiggdministratorsshould
have defined roles and responsibilities to review and generate timely, meaningful analysis of the data.
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Organizations should have defined policies and procedures for managing findings and making sound
risk-based decisions during incident response/remediation. The scope of this document does not delve
into these components in detail. However, customers are expected to develop their own policies and
procedures in accordance with local policies and Auttiog Official (AO) guidance.

The monitoring solution must also integrate Cyber Threat Intelligence (CTI) across SIEM, endpoints,
network, cloud, and oipremises sources to support analytics (i.e., malware and social engineering
threats), thus improving dection, investigation, and responsiveness.

4.1.1 SECURITYINFORMATION ANIZEVENTMANAGEMENT(SIEM)

Security Information and Event Management, or "SIEM" systems, are designed to collect, aggregate,
correlate, and analyze security event data from CSfC compori2ats.should be sent to the SIEM from
the following sources: hardware devices, virtual machines, security appliances, and software and
services running within the solution network(s). Within a CSfC solution network, a properly configured
SIEM can provide ae reattime support for datadriven risk management decisions via reporting
RFaKo2lFNRa FYR aSOdz2NRiGe | RYAYAAUNr G2NJ ljdzSNEAY 3 O
covers both proprietary and opesource solutions, which can be hosted withie tolution boundary

or on a separate network outside the solution boundary, protected at the highest security that the
solution supports. When configured correctly, this functionality presents customers with a holistic view
of the status of their solutiometwork to detect anomalies and system events that may impact
performance or security posture of the environment.

CSfC customers, integrators, and solution owners standing up new, or adding to existing SIEM
capabilities, can expect the following benefits:

91 Increased data confidentiality, integrity, and availability
1 Greater visibility of securityelated network events
1 Improved network resilience, despite the ewelranging cyber threat landscape

9 Easier tracking of hardware and software informatieohnology assets throughout the
enterprise

1 Enhanced support for organizational change management processes

{L9aa SylFrofS | WoA3ad LIAOGAINBE GASsQ FT2NJ 20aSNBAy3 a
reportable events. Over time as event dasacollected, security administrators should be able to better

identify behavioral changes which may indicate a failure of security components, misconfiguration,
subversion, or attempted subversion of implemented security controls.

SIEMs should provide tification when anomalous behavior is detected. Security administrators should
monitor and review monitoring dashboards on a frequency determined by the AO or relevant governing
policy. Automating notifications are recommended to enable security admitdsg@o monitor metrics
operating outside of expected thresholds. Thresholds should be reviewed on a continual basis as
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determined by their AO to verify compliance and adjust to operational risk decisions for their
2NBIFyATFGA2yQa ol &aStAyS O2yiNRfaod

Resultfrom SIEM reporting mechanisms should directly support Incident Response activities for an
organization. The metrics gathered and the ability to search through historical data should enable
securityadministratos to readily review event data.

4.1.2 SECURITYORCHESTRATIONAUTOMATION, AND RESPONSESOAR)

Expanding beyond passive monitoring solutions, additional monitoring capabilities should be considered
by customers to improve response of generated natifications from monitoring solutions or other similar
monitoring capabilities.

{htw LIFGF2NY¥a LINRDARS GKS OFLIoAftAdGe G2 SELIYyR O
environment and provide tools for managing event evaluation, enriching events to add additional

context through threat intelligence feeds other third-party data sources and applying necessary

remediation actions. These remediation actions can be manually executed or automated through the
application of playbooks.

Such evaluation and remediation can be fully automated where specified forceatbmer
environment but it is not required. Examples of remediation actions may include updating firewall
policies to isolate systems on the network, forcing disconnections or requiring reauthentication of
services. By automating such responses, custembould be able to swiftly react and respond to
reported events in a repeatable manner to mitigate against potential external and internal threats
within the CSfC environment.

Implementation of a SOAR capability within an environment should provide tetefinore efficiently

triage security events, automate remediation workflows where applicable, and reduce the Security

' RYAYAAUNFY G2NR&a g2NJ f2FR (2 F20dza 2y KAIKSNI LINRA 2 N.
comprised of one or more solutiongorking independently or in conjunction with each other to meet

Fy 2NBFYyATFdiA2yYyQa [dzi2zYlFIGA2y yR OFasS YIyl3aSySyi




174

175
176

177
178
179
180
181
182
183

184
185
186
187
188
189
190

4.2 GRAYMANAGEMENTMONITORINGSOLUTION
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Figure 1. Gray Management Monitoring Solutions

The Gray Managemembonitoring solutions collect and analyze log and network monitoring data from
the Outer Encryption Component, Gray Firewall, and other Gray Service components in both the Data
and Management networks. Log data must be encrypted while traversing the GrapiKe¢o maintain

its confidentiality and integrity. Gray Management monitoring solution notifications must be reviewed
at least once a week by a security administrator at a regular interval defined by the mission and
approved by the AO or relevant govargipolicies.

The monitoring solution is configured to provide notifications for specific events. For example: if the
Outer Encryption Component or Gray Firewall receives and drops any unexpected traffic, it could
indicate a compromise of the Outer FirewallOuter Encryption Component. A Gray Management
monitoring solution may be used to aggregate log data from Black components when used in

conjunction with an approved CDS (see Section 6.2). When an approved CDS is used, the data collected
from Gray Netwdk systems can be sent to the Red Network where these functions can be performed on
a Red Management monitoring solution (see Section 6.3).
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4.3 REDMANAGEMENTMONITORINGSOLUTION
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Figure 2. Red Management Monitoring Solution

The RedManagement'monitoring solution collects and analyzes log and network monitoring data from
the Inner Encryption Component, Inner Firewall, and other Red Management Service components in
both the Data and Management lines. Log data should be encrypted trdnitersing the Red Network

to maintain confidentiality and integrity. Red Management monitoring solution notifications must be
reviewedat least once a week by a security administrator at a regular interval defined by the mission
and approved by the AO oelevant governing policies.

If available, customers are encouraged to leverage existing enterprise monitoring solutions if available
within their network architecture. A Red Management monitoring solution may be used to aggregate log
data from Black and/ioGray Network components when used in conjunction with an approved CDS (see
Section 6.3).

4.4 MONITORINGDATA SOURCES

Data for the CM solution can be sourced from applications, networks, and security components,
including but not limited toNetwork Taps, navork security monitoring tools such as Intrusion
Detection System/Intrusion Prevention System (IDS/IPS);basstd security monitoring tools, network
vulnerability scanning, system event logging, Wireless Intrusion Detection System (WIDS)/Wireless
Intruson Prevention System (WIPS), Device Health Attestation, or Integrity Verification processes.
Network Monitoring Data is information about network traffic traversing the solution. This data can
include full packet captures or metiata about traffic, compsed of information gathered from

Network TAPs, Port Mirrors, Network Flow, or IDS/IPS.
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Table 1. Monitoring Data Sources Overview

Monitoring Data Sources

Description

Network Tap

Inf AyS aodzYLJ Ay GKS 6ANBE HKAOK
for this data are typically a datollection servepr IDS/IPS to monitor
for unauthorized network traffic.

Port Mirroring

Configured on network devices, port mirrors duplicate netiwtraffic on
the device to a destination on a specified network port. Provides sim
functionality as a Network Tap.

Network Flow

Network protocol providing IP traffic. information for monitoring
purposes.

System Logging

Local system event loggingnictionality providing logs generated from
services such as application, security, and host operating systems.

Intrusion Detection
System (IDS) / Intrusion
Prevention System (IPS)

A device or software application that monitors a network or system f¢
malicious activity or palicy violations. Includes netwdksed Intrusion
Detection System (IDS) and hdstsed IDS solutions.

Network Scanning

The collection of tools providing Vulnerability and Network Scanning
capabilities.

WIDS/WIPS

A component or group of components that monitors the WLAN Acce
Systemwireless connects for malicious activity or policy violations.

Device Health Attestation

The process for providing a digital signature for a set of security
measurements stored onsystem, and then having the requester
validate the signature and the set of measurements

Integrity Verification

Methods to obtain assurance that information has not be altered in a
unauthorized manner.since it was created or stared

Network Taps aretandalone devices deployed within an infrastructure to copy all network traffic,

known as raw network traffic, and send to another system for analysis and retention. Network Taps are

most useful when integrated with an IDS/IPS to provide real time mongpmspection, and

notification generation on unexpected or anomalous network traffic. Network tap data can be stored on

acollection servepr monitoring solution to maintain a history of all network activity. For customers
implementing network taps, c@ideration may be made for a solution using Cyber-@fay Tap or an

NSA evaluated diode to transmit directly to higher classification networks from these tap points. This
option enables consolidation of network data without requiring the data flow to tngibghrough a CDS

to monitoring solutions analyzing the data. Cyber @viay Taps must be compliant with the NCDSMO
document "Cyber On&Vay Taps Technical Requirements” v1.0 or higher and deployed within the
manner described in this document. This documesnt be obtained by emailing the NCDSMO at
ncdsmo@nsa.gov

Port mirroring provides a similar capability as a Network Tap. However, this functionality is deployed on
network devices versus standalone devices. Netvaekices implementing port mirroring include both
physical and virtual switching devices. A port mirror capability should direct traffic to a dedicated port
mirror interface on a collection server, monitoring solution or IDS/IPS. When considering
implementdion of this capability, customers should assess their expected network volumes to ensure
port mirroring can be reliably performed.
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Network flow data (e.g., NetFlowFlow, IPFIX, NetStream) is generated from network devices, such as
routers, switches, ashstandalone probes. Network flow data provides characterization of network

traffic flow that includes information such as IP protocols, source and destination IP addresses, source
and destination ports, and traffic volume on a gssion basis. Condudgimnalysis of network flow

data requires establishing a baseline for network behavior, updating it on a continual basis, and
developing triggers for notification generation when custordefined thresholds have been exceeded.
Network flow data should be véewed continuously to identify anomalies such as systems generating
excessive amounts of traffic, devices trying to connect to improper IP addresses, and clients trying to
connect to closed or undefined ports.

System logging capabilities are broad andude operating system, application and security relevant

events, generated health and status notifications, and any other data generated by a system.

Granularity needs of system logging may vary from customer to customer. Customers should become
familiarwith system logging severity levels to determine what level of logging is appropriate for their
monitoring needs. To protect the confidentiality.and integrity of the data, all system logging data should

be encrypted with Secure Shell (SSH), Transport ISaairity (TLS), Internet Protocol Security (IPsec),
Media Access Control Security (MACsec), or Datagram Transport Layer Security (DTLS) when sent to the
collection server. If a component does not allow or perform-the function, then it is considered aampli

with the logging requirement.

EUDs can be configured with hdsised solutions, often referred to as endpoint detection systems or
endpoint applications. To complement system logging, endpoint detection systems allow for the
collection of endpoint andietwork events to analyze and detect whether an anomalous activity is
present. Endpoint solutions may provide local notification and.technical preventative actions in the
event of such anomalous activities. Where technically and programmatically feasisbterners should

send relevant endpoint analytics back to a central collection system within the enterprise for correlation
and analysis.

An IDS monitors network behavior or systems for malicious activity or policy violations. IDSs are
implemented in one btwo configurations: either they receive network traffic from a Network Tap or

port mirror interface or are deployed inline on the network. IDSs should be configured to generate
notifications when unknown or unexpected traffic is observed. A complemetgahnology to an IDS is

an Intrusion Prevention Systems (IPS). An IPS carries out automated actions such as dropping malicious
packets, blocking traffic, or resetting connections using signdtased and/or statistical anomaly

detection in addition to tle functions provided by an IDS.

Network Scanning tools encompass a suite of solutions performing Vulnerability Scanning and Network
Device enumeration. These systems allow continuous scanning of systems within a network to search
for known vulnerabilitiesgocument system configurations to validate configuration compliance or
identify unexpected systems connected to the network.

A WIDS monitors the behavior, infrastructure, and clients of a WLAN Access System for malicious activity
or policy violations. WIS should be configured to generate notifications when unknown or unexpected
events are observed. A complementary technology to WIDSs is a WIPS. A WIPS carries out automated
actions such as dropping malicious clients blocking unauthorized clients ormgssitinections to the
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WLAN Access System using signahased and/or statistical anomaly detection in addition to the
functions provided by a WIDS. For more information and requirement€S6€ WIDS/WIPS Annex

Device Health Attestation (DHA) provide$th OF LI 6 Af AGe G2 GSNAFe GKS adl d
firmware status. This provides assurance that the device is operating in a known and trusted state either

as a requirement for certain actions or as a general periodic status check. Storageceftumith

credentials should be protected by appropriate hardware or softw@ased solutions such as a Trusted

Platform Module (TPM) or Virtual TPM. Managing DHA can be accomplished through a variety of

methods to include Mobile Device Management (MDMstegns and dedicated health monitoring

reporting services.

Integrity Validation provides a broad set of capabilities across which CSfC implementations can leverage
validation of the operating environment of a EUD or service component. Integrity checkingas part

of the assurance process of an information system..Considerations for the use of integrity validation
checks include component configuration file verification, system state verification, container validation,
and evaluating virtualized compongstatus befare execution. Integrity validation can be executed as

part of runitime operations or prior to the execution of critical system functionality.

Figure 3 depicts an example of the monitoring data sources that a customer may. consider for pkaceme
within a CSfC network architecture to collect relevant CM data.

Gray Firewall

Management

Data Data

Quter Encryption E Inner Encryption
Component £ Component
&
©
=
©
=
N A System Logging, Netflow
Gray
Management : Tap, IDS
Network C Netflow, System Logging, IDS/IPS
D Port Mirroring

Gray Enclave

Figure 3. Examples of Monitoring Data Sources
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4.5 DATAFLOWMODEL
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Services
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Figure 4. Data Lifecycle

The CM data lifecycle model is a process foictisustomers should define within their systems

development, integration, and maintenance plans. This document defines the three primary activities

within the CM lifecycle dataflow for integrator consideration. In addition to the below guidance,

customersai K2dzf R O2yadzZ G GKSANI 2NBFYAT FdA2yQa RFEGF 3208
aging off data used for monitoring purposes.

Data Collection

Collection of monitoring data within a CSfC solution takes many forms as referenced in 84ction

Consideration must be made to balance expected monitoring data collected against network bandwidth

and available storage for monitoring data, especially for customers performing remote logging and

centralized management functions. Appropriate logging llevequired from network devices and

services, EUDs, andotherd8gS Y SN> G Ay 3 St SyYSyida Ydzad 6S RSGSNXYAYS
inclusive of meeting specified logging events as defined in the CM Requirements. Maost network devices

allow privilegedusgér (2 O2y FA3IdzNE f233Ay3a FILOAEAGASAE GO RATT
WAYTF2NXNIGA2YEFEZQ YR Wgl NYyAy3IQe {2YS f233Ay3a tS@S
customer needs. Superfluous information fills data storage and triggeasrdallocation more

frequently. Proper data hygiene is critical to maximizing available storage.

Data Retention

Data retained from collection activities should be backed up at regular intervals. Data can be aggregated
in higher classification networks agi an approved CDS. Data retention should be analyzed for data sent
to CM collection points and local device storage. In the event netlvaded solutions fail, security
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administrators must be able to fall back to local logging facilities to view eveat Batention policies
must be defined in the data lifecycle plan as approved by the AO but is recommended to store logs for a
minimum of one year.

Data Reallocation

A data reallocation strategy must be defined due to a limited capacity in data storag®sol o

prevent processes from encountering completely full storage devices, old data should be erased at
regular intervals and backed up per local data storage policies. In addition, processes should be
restarted at regular intervals to flush memorypptmemory leaks, and clear temporary files. Older data
that is no longer required to provide meaningful results tedemand queries may be considered for
longer term storage.

Consolidated Monitoring

The CM solution architecture is designed to maintai $leparation of Black, Gray, and Red monitoring

data within each security domain. Dividing monitoring data into discrete sectors presents challenges to

track and correlate systems and network events across each of the domains. Also, it requires the
implementation of separate infrastructure components to collect and manage monitoring data.

Consolidated monitoring within CSfC.is the process by which monitoring data is moved into a single
SY@ANRYYSyYyld (G2 GNFO]l FyR YI Yyl 3Semabléstsdcdityd a Ay It S LIy
administratois to monitor their infrastructure from a single location and reduce the monitoring

footprint within the Black and Gray domains at the expense of implementations of data transfer

solutions (see Section 6).

5 MONITORING POINTS

Each subsection below expands upon the intent of each MP and defines the scope of traffic transiting
the MP, expected MP. functionality, and types of notifications generated within each MP. MPs are a
collection of one or more monitoring data sources (Selelda). Each MP is designed to give visibility
into a particular network segment and detect malicious activity or misconfigured components.
Customers are required to implement MPs in accordance Sttion 10.4While all MPs are not

required, customers are highly encouraged to deploy all MPs to provide the most comprehensive
coverage for monitoring system and network activity across the CSfC solution.

The diagrams tht follow, reference MP placement for each CSfC CP solution.



bookmark://_CM_Monitoring_Point/

Gray Firewall

Black
Transport

EUD Outer Encryption
Component MP6 &5

Gray
Management
Network

Outer Firewall
MP1 MP2 MP3 MP4 MP5
inE inE inE mESE inE

Inner Firewall

Inner Encryption
Component MP7 &

¥

Red
Management
Network

Red
Data
Network

350 Continuous Monitoring Solution — Mobile Access
351 Figure 5. Continuous Monitoring Solution I Mobile Access CP
Gra Firewall Inner Firewall
MP2 MP3 MP4 Red
((('))) o soE Q Data
Network
WLAN AP
Outer Encryption Inner Encryption
Component MP6 ~© 5 Component
((('))) Gray Red
‘ Management Management
Q0 Network Network
WIDS
352 Continuous Monitoring Solution — Campus WLAN
353 Figure 6. Continuous Monitoring Solutioni Campus WLAN CP

354




355
356

357
358
359
360
361
362
363

364
365
366
367
368
369
370

371
372
373
374
375
376

Outer Firewall Gray Firewall Inner Firewall

Independent Site @ . MP3 MP4
Outer Encryption Inner Encryption
Component Component

Red
Data
Network

Black Gray Red
Transport Management Management
Network Network
Outer Firewall Gray Firewall Inner_ Firewall
Red
Data
Network
: Outer Encryption Inner Encryption
Independent Site Component Component
Gray
Management Management
Network Network

Continuous Monitoring Solution — Multi-Site

Figure 7. Continuous Monitoring Solution i Multi -Site Connectivity CP

5.1 MONITORINGPOINT 1 (MP1): BLACKDATA LINE

MP1 is located within the Black Network to monitor.the data network between the Outer Firewall and

Outer Encryption Component. The monitag solution(s) should be configured to generate a

notification upon detection of any traffic that should have been blocked by the Outer Firewall. These
Y2UATFAOFGAZ2YE&a YI & AYRAOFGS | FlLAfdzZNBE 2F GKS hdzi SN
either an improper configuration, a potential compromise, or attempts to make unauthorized

connections to the Outer Encryption Component(s).

The two key. components within the Black Network segment are the Outer Firewall and MP1. The
recommended solutionaceives data from both devices to the Black Network monitoring solution. In
addition, network flow data from the Black Network can be collected from the Outer Firewall and sent
to a Black Network collection server. The Outer Firewall may be a standalomp®oent or if operating
within an enterprise environment, a shared firewall providing services for multiple customer networks.
If MP1 is implemented, then.network monitoring data must be collected from the chosen monitoring
solution.

Normal traffic at MP1s welldefined. Traffic traversing the Outer Firewall to the Outer Encryption
Component should be limited to ports and protocols required to support the outer encryption layer:
IPsec, MACsec, and a limited number of control plane protocols as requiredgiemer

implementation. Inbound traffic should only be destined for the Outer Encryption Component IP
address. All outbound traffic not matching preexisting inbound sessions should be blocked and only
traffic sourced from the outer encryption IP addret®uld be allowed.
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Figure 8. Monitoring Point 1: Black Data Line

Since nearly all traffic traversing MP1 is encrypted, network monitoring capabilities are generally limited
to analyzing IP addresses; MAC Addresses, oagycols, and flow data. Management of MP1
components occurs within the Black Management Network or.via local connections if no Black
Management Network is implemented.

For customers implementing CSfC solutions operating Government owned Black Infuasirivii 1
capabilities can optionally extend throughout the Black Network to include monitoring from the EUD to
the infrastructure and throughout the entirety of the network path between client to server. Additional
monitoring within the Black Infrastructa will not be considered applicable to meeting MP1
requirements but rather optional enhancements for customer assurances CSfC EUDs and Outer
Encryption components are operating as expected.

Customers are encouraged to leverage existing enterprise momgt@apabilities, if available within
their network architecture, to function as MP1 so long as their existing enterprise monitoring
capabilities meet CSfC MP1.Requirements.

5.2 WIDS/WIPS

For Campus Wireless Local Area Network (WLAN) CP solutions, MP1 does not exist in the traditional
aSyasS Fa RSLI28SR Ay G2ANBReE [/ {F/ [t Ay GKS .t 0]
consists of Wireless WIDS capabilities within the wireldsastmucture. For more information and

requirements for WIDS solutions s€SfC WIDS/WIPS Annex

For MA CP solutions using the government private wireless a WIDS must be used to monitor the
Wireless Access System. For more information and requirementsiD®s 8e€SfC WIDS/WIPS Annex
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5.3 MONITORINGPOINT 2 (MP2): GRAY DATA LINE
MP2 is located within the Gray Network to monitor the data network between the Outer Encryption
Component and Gray Firewall.

Normal traffic at MP2 is not as narrowly defined as MPlydn@r a restricted set of traffic is expected.

This set of traffic includes, but may not be limited to, IPsec, TLS, MACsec, data plane traffic encrypted
with TLS or Secure Realtime Transport Protocol (SRTP), and customer defined control plane traffic (e.g.
clientDomain Name SystefiDNS) requestsjypertext Transfer ProtocHTTP) requests f@ertificate
Revocation LigiCRL), Address Resolution Protocol (ARP), Spanning Tree Protocol (SPT). Source IP
addresses from inbound client traffic should be reg&d to assigned Outer Encryption IP address pools
and destination IPs should be to Gray Data Network Services or Inner Encryption Components.

The monitoring infrastructure should be configured to generate a notification upon detection of any

traffic that should have been blocked by the Outer Encryption Component or Gray Firewall. These
V2UAFAOLIGA2ya Y@ AYRAOFGS || FrAfdz2NE 2F (GKS DNI @
functions and may be evidence of either an improper configuration ortarpial compromise. All

security event data must be sent to a collection server located within the Gray Management Network

and may be fed into the monitoring solution.

If MP2 is implemented, network monitoring data must be collected from the chosen mingjtor
solution. Network flow data from the Gray Network should be collected from the Outer Encryption
Component and Gray Firewall and sent to a collection server or monitoring solution in the Gray
Management Network. If additional network devices are deptblpetween two these two components,
it is recommended that network flow data be sent to'the collection server or monitoring solution as
well.

This method of data collection may aggregate data in such a way that MP2 and MP6 requirements may
be satisfied. Cstomers should evaluate MP.compliance when designing their monitoring architecture.

Management of MP2 occurs within the Gray Management Services Network.
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Figure 9. Monitoring Point 2: Gray Data Line

5.4 MONITORINGPOINT 3 (MP3): GRAY DATA LINE
MP3 is located within the Gray Network to monitor the data network between the Gray Firewall and
Inner Encryption Component(s).

Normal traffic at MP3 should be a subset of data transiting MP2. Traffic observed at this MP should only
include canmunications with the Inner Encryption Components. Types of traffic include IPsec, TLS,
MACsec, data plane traffic encrypted with TLS or SRTP, and control plane traffic necessary for network
health:and management. Source IP addresses from inbound cladfictshould be restricted to

assigned Outer Encryption IP. address pools and destination IPs should be to Inner Encryption
Components.

The monitoring infrastructure should be configured to generate a notification upon detection of any

traffic that should lave been blocked by the Gray Firewall or sent by the Inner Encryption Component(s)
GKFG A& y2i SELISOGSR ¢KSasS y20AFAOFGAZ2YE YIé& AYR
and may be evidence of an improper configuration or a potentaimromise of the Firewall or Inner

Encryption Component. All'security event data must be sent to the monitoring solution located within

the Gray Management Network and may be fed into the Gray monitoring solution.

If MP3 is implemented network monitoringath must be collected from the chosen monitoring solution.
Network flow data from the Gray Network should be collected from the Gray Firewall and sent to a
collection server or monitoring solution in the Gray Management Services.

Nearly all traffic travesing MP3 is encrypted either with IPsec, MACsec, TLS, or SRTP, which prevents
deep packet inspection of client data traffic.
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Management of MP3 occurs within the Gray Management Network.
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Figure 10. Monitoring Point 3: Gray Data Line

5.5 Monitoring Point 4 (MP4): Red Data Line
MP4 is located within the Red Network to monitor the data network between the Inner Encryption
Component(s) and Inner Firewall.

Expected traffic for MP4 must be defined by the customer and should be limited to that required for end
users to perform their mission. Ports, protocols, and destination IP addresses should be documented
within the solutions registration package and impkemted into Red Network security components to
restrict traffic flow to allowed services only. Source IP addresses should bdefie#d from the client

IP address pool assigned by the Inner Encryption Component.

Monitoring capabilities should take intmnsideration the defined set of allowed traffic and develop
appropriate reporting and notification mechanisms to identify anomalies within their network. The
monitoring infrastructure should be configured to generate a notification upon detection ofraffict
that should have been blocked by the Inner Encryption Component or the Inner Firewall. These
Y2UAFAOFGAZ2YAa YI & AYRAOFGS | FlLAEtdz2NBE 2F (GKS
functions and may be evidence of an improper configorabr a potential compromise. All security
event data must be sent to the monitoring capability located within the Red Management Services
Network and may be fed into the Red monitoring solution.

Lyy SN

If MP4 is implemented network monitoring data must be azilbel from the chosen monitoring solution.
Network flow data from the Red Network must be collected from the Inner Encryption Component and
Inner Firewall and sent to@ollection serveor monitoring solution in the Red Management Network.




469 Deep packet insection may be feasible for MPs deployed in the Red Network. The customer may
470 consider deploying solutions to collect and analyze client traffic at this point in the network.

471  Management of the MP4 monitoring point occurs within the Red Management Services
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473 Figure 11. Monitoring Point 4: Red Data Line

474 5.6 MONITORINGPOINT5 (MP5): REDDATA LINE

475  MP5 isdocated within the Red Network to monitor the data network between the Inner Firewall and the
476 Red Data network.

477  Expected traffic for MP must be defined by the customer and should be limited to those that are

478 required for end users to perform their mission. Ports, protocols, and destination IP addresses should be

479 R2O0dzYSY(iUSR 6AGKAY GKS az2fdziAz2yQa edNNeddriasachdyid A 2y LI O
480 components to restrict traffic flow to allowed services only. Source IP addresses should-defimel

481 from the IP address poal assigned by the Inner Encryption Component.

482  Monitoring capabilities should consider the defined set afwa#ld traffic and build appropriate

483 reporting and notification mechanisms for the security administrators to identify anomalies within their

484  network. The monitoring infrastructure should be configured to generate a notification upon detecting

485 any traffic that should have been blocked by the Inner Firewall or detecting unexpected traffic sent from

486 the Red Network destined for the EUD or Inner Encryption Component. These notifications may indicate

487 I FlLFAEdzZNBE 2F GKS LyySN 9y 0fiteringifun@ighs dné@ nvayiepfeSefith@ a = 2 N.
488 improper configuration or a potential compromise. In addition, all security event data must be sent to

489 the monitoring capability located within the Red Management Network and may be fed into the Red

490 monitoring solition.
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If MP5 is implemented, network monitoring data must be collected from the chosen monitoring
solution. Network flow data from the Red Network must be collected from Inner Firewall and sent to a
collection server or monitoring solution in the Red Mgament Network.

Deep packet inspection may be feasible for MPs deployed in the Red Network. The customer may
consider deploying solutions to collect and analyze client traffic at this point in the network. Solutions
such as proxies may be considered tged encrypted traffic at MP5 or within the Red Network. If
deployed in MP5 it is recommended to configure notifications and analysis capabilities where feasible
within the red monitoring capability.

Customers are encouraged to leverage existing entegprisnitoring capabilities if available within
their network architecture to function as MP1 so long as their existing enterprise monitoring capabilities
meet CSTGAP5 requirements.

Management of the MP5 monitoring point occurs within the Red Managemenicast
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Figure 12. Monitoring Point 5: Red Data Line

5.7 Monitoring Point 6 (MP6): Gray Management

MP6 is located within the Gray Management Network to monitor the management network deployed in
the Gray Network. MP6 is requiredail CSfC CM Solutions. The aggregate of data collected for MP6
must provide security administrators visibility of all network and system behavior on the Gray
Management Network to meet specified MP6 requirements.

Data collected at MP6 may include but niotited to system log data, network flow data from the Outer
Encryption Component and Gray Firewall, Network Tap traffic, IDS/IPS notifications, inline IDS/IPS
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traffic/notifications, and SPAN port or port mirroring. All traffic source and destination askekeshould

be within the subset of management network IP addresses. All monitoring data should be sent to the
CM monitoring capability for aggregation and analysis. Gray Management Network traffic destined for
the Outer Encryption Component, Gray Firewallpther network devices (e.g., data switches) should

be restricted for management access via defined protocols and ports to known IP addresses.

Monitoring capabilities in MP6 include Vulnerability Scanning Tools, Network Scanning Capabilities, and
similar tools to monitor security posture and configuration compliance. Reports generated from these
tools should be sent to monitoring solutions and reviewed on an AO defined interval. If existing
enterprise capabilities for performing these scans are alreaghayed within customer sites, these
solutions can be leveraged where available.

Monitoring solutions should be configured to generate notifications for-agpected traffic transiting

the Gray Management Network, identify traffic that should have beeckdd by the Gray Firewall, and
enable security administrators to query system event log data for components connected to the Gray
Management Network. Notifications generated in the Gray Management Network may indicate a failure
2F (GKS DNJ &ingGuhdidhsidr rhdy Bedidedcaah itnBoper configuration or potential
compromise of the Outer Encryption Component, Gray Firewall, or Gray Management Network
components.

Data Network traffic is forbidden on the Gray Management Network. Collection ofdgidvithin the
Gray Network must maintain separation unless transmitted using authorized data transfer mechanisms
between the Data and Management networks (see Section 6).

Management of MP6.occurs from within the Gray Management Services.

Gray Firewall

Management .

Data Data

Inner Encryption
Component

Outer Encryption
Component

Management

Gray
Management
Network

Gray Enclave — MP6

Figure 13. Monitoring Point 6: Gray Management Line
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5.8 MONITORINGPOINT 7 (MP7): RED MANAGEMENT

MP7 is located within the Red Management Network to monitor the management network deployed in
the Red Network. MP7 is required in all CSfC CMi&aeéu The aggregate of data collected for MP7

must provide security administrators visibility of all network and system behavior on the Red
Management Network to meet specified MP7 requirements.

Data collected at MP7 may include but is not limited to eystog data, network flow data from the

Outer Encryption Component and Inner Firewall, Network Tap traffic, IDS/IPS natifications, inline IDS/IPS
traffic/notifications, and SPAN port or port mirroring. All traffic source and destination addresses should
be within the subset of management network IP addresses. All data should be sent to the data collection
system and ultimately the monitoring solution for aggregation and analysis. If existingoring

solutions are deployed within an existing Managementid¢ek within the Red Network, these

solutions can be leveraged in place of deploying a separate solution for the CSfC monitoring solution.
Red Management Network traffic destined for the dnner Encryption Component, Inner Firewall, or other
network devicege.g., data switches) should be restricted for management access via defined protocols
and ports to known IP addresses.

Monitoring capabilities in MP7 include Vulnerability Scanning Tools, Network Scanning Capabilities, and
similar tools to monitor secuitposture and configuration compliance. Reports generated from these
tools should be sent to monitoring solutions.and reviewed on an AO defined interval. If existing
enterprise capabilities for performing these scans are already deployed within custaagitsese

solutions can be leveraged where available.

Monitoring solutions should be configured to generate natifications for-agpected traffic transiting

the Red Management Network, identify traffic that should have been blocked by the Inner Figevdall,

enable security administrators to query system event log data for components connected to the Red
Management Network. Notifications generated in the Red Management Network may indicate a failure

2T GKS LYYySNI FANBgI £ f Qd@ncefokan imProldentanfigiratiph@ripatenalh 2 NJ Y I
compromise of the Outer. Encryption Component;.Inner firewall, or Red Management Network

components.

Data Network traffic is forbidden on the Red Management Network. Collection of EUD logs within the
Red Netwok must maintain separation unless transmitted using authorized data transfer mechanisms
between the Data and Management networks (see Section 6).

Management of MP7 accurs from within the Red Management Services.




566
567

568
569
570
571
572

573
574
575
576
577
578
579

580
581
582
583
584
585
586

587
588

Inner Firewall

Red Data
Network

Inner Encryption =
Component ]
: £
[}
(1]
@
c
[}
=
Red
Management

Network

Red Enclave — MP7

Figure 14. Monitoring Point 7: Red Management Line

5.9 MONITORINGPOINT 8 (MP8): ENDUSERDEVICE(EUD)

MP8 is located on the EUD and collects system, network, and application event log data from the device.
Sources of EUD monitoring data include but are-not limited to opayatystem event log data, Host

Intrusion Detection System, Remote Attestation Solutions, Mobile Device Manager, Endpoint Detection
and Response tools, Extended Detection and Response tools, and enterpriss-Batt agents.

Implementation of MP8.capalties is directly influenced by the EUD's form factor and system
architecture designed to implement two layers of encryption. Given modern EUD solution designs, an
EUD may be comprised of one or mare physical, logical, or virtual layers providing BlaokkNetw
transport, Gray Network access, Red Network access, and User Environment services. Considerations
should be made by customers to consider the extent for which holistic event logging and monitoring
within each of these layers provides the greatest Visybfor device behavior to meet CM Annex
requirements and add additional capabilities as so desired by the AO.

Logging from the Inner Virtual Private Network (VPN) Tunnel provides status of the VPN tunnel,
software/firmware updates, hardware status, misdigurations, and/or intrusiomelated event data.

Device health attestation measurements can be executed by systems operating on the inner encryption
boundary or within the red network management EUD management systems to ascertain the current
running sate of hardware, firmware, drivers, software, or other measurements as deemed necessary by
the AO. Performing these checks provides assurances against compromise of the EUD platform to erode
trust that the EUD has not be altered from a good known operadiate.

Data transmitted from an EUD lives in the Data Network. Customers deploying remote log collection
should take this into consideration when designing monitoring architectures. Consolidating EUD log data
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with infrastructure log data requires data trafer between the Data and Management networks (see
Section 6).
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Figure 15. Monitoring Point 8: EUD

Customers must configure MP8 capabilities to send EUD log data to a Red Data Network collection
server or monitoring solution. Thexception to this requirement is customers who choose to deploy
MP8&like monitoring requirements to service virtual machines or dedicated security components on an
EUD. Only.those components that can connect into the Gray Network or Red Network arezaathor
send log data. The logs and notifications generated may show evidence on the EUD of either an
improper configuration or a potential compromise. Managing MP8 may occur from within the Red
Management Network, Red Data Network, via boundary Innenfption Components, or locally on

EUD platforms when protected by Administrator access (see Figure 18).

5.10 VIRTUAL MONITORINGPOINT 8 (VMP8): VIRTUALIZEDEUD(VEUD)

A Virtual EUD (VEUD)is an EUD that relies on a virtualized engine to separate out the pbttien

EUD which handle Black, Gray and Red Data. VMPS8 is located on a Virtualized EUD and collects system,
network and application event data. Sources of VEUD monitoring data include, but are not limited to,
authentication event logs, remote attestati@olution, user space logs and roser space logs in the

Red and Gray Data Networks. VEUD monitoring data considers the defined set of allowed traffic and
facilitates the development of appropriate reporting and notification mechanisms to identify aresnali
within the Red and Gray Data Networks. The VEUD will monitor and validate the credential failures of
CSfC securitselevant components. The VEUD must detect if there is any attempt to reach an
unauthorized IP address, domain and/or network. The VEUDnailitor configuration changes to the
securityrelevant components of the virtual instance. The VEUD must monitor and validate hardware,
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firmware and driver component signatures. The VEUD must log the establishment and termination of
VPN and TLS connect® Figure 16 shows the expected connectivity flow of a VEUD.
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Figure 16. Expected VEUD Connectivity

5.11 DEDICATEDOUTER

A Dedicated Outer is a separate device that can be used as the Endgmtion Component for an EUD.
Dedicated Outers are separated.into Dedicated OMtigNand Dedicated Outer WLAN he Dedicated

Outer is included as part of the EUD and must be physically connected to the computing platform using
an Ethernet or Ethernatver USB connection. The use of a physically separateMRNANas part of

the EUD improves security by providing physical separation between the Computing Device and the
Outer layer of encryption.

The Dedicated Outer has the capability to log eventf sigcthe establishment and termination of VPN
tunnels, the establishment and termination of \Wii connections, and other relevant security and
configuration events.

Once generated, device logs are then forwarded to the Gray Data collection server usiigtiag
Outer Encryption tunnel establishing a layer of encryption using SSHv2, IPsec, TLS 1.2 or later, MACsec,
or DTLS.
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632 5.12 MOBILEDEVICEMANAGEMENT(MDM)

633  Mobile DeviceManagemeni{MDM) products allav customers to. apply security policies to mobile

634 devices, such as smartphones, tablets and laptops. These policies establish an adequate security posture
635 to permit mobile devices to process customer data and connect to customer network resources.

636  Multiple devices are managed with a single solution and allows for visibility of those devices, protection
637 of data containerization and device security featuréisese security enforcement features are being

638 used inplace of the traditional monitoring and loggiegttires of EUDs which do not rely on an MDM.

639 ¢KS a5a ASNIISNI LINPJARSE RYAYAAUGNIG2NR 6AGK | aAy
640 to ensure consistent security, configuration, compliance and software management. The MDM server

641 collects anl logs the provisioning of these enforced dewidiee policies.

642

643 The MDM client (residing on the EUD device), contains its own security requirements and is loaded with

644 an MDM agent that establishes inner encryption TLS connections back to the MDM server.
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5.13 DEPLOYMENT ORMONITORINGPOINTS SUPPORTINGMULTIPLE-CPS
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Figure 19. Deployment of Multiple CPs
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For deployments of multiple CPs within the same network architecturepoess can share CM

capabilities to meet applicable CM requirements. Each CSfC solution must meet the functional
requirements specified in each respective CP, as well as all applicable CM requirements specified within
this annex.

Customers should considtgiloring monitoring solutions with individual and combined common
operating pictures of their network operations to monitor and observe network activity and systems
operations for each CP implementation. Notification and reporting mechanisms shouldlbi lbai

GSNRATe ySihig2N] aSaINBIALGA2y Aa SyT2NDSR a RSTAYSR

6 CONSOLIDATED MONITORIG

The CM Annex allows for the implementation of CDS capabilities to transfer data from the Black and
Gray Networks to either the Gray and/or Red Management Networks-tocaie monitoring event data
into a singlanonitoringsolution Consolidated monitoringan be accomplished through the

AYLX SYSyil-oXK2 ¥ KXy datyt@msfers from the Black and Gray Networks into the
Gray or Red Network through an approved CDS. Using a CDS to aggregate the data may eliminate the
need for agraymonitoring ®lution depending on customer monitoring requirements. With all data
accessible from a singhaonitoring solution, security administrators will no longer need to work across
multiple networks to perform event detection.and correlation. Additionally, a €CgreeWay Tap oan
NSA evaluated diode, as described in Sectidnmay be used to transfer raw network traffic to higher
protection levels without a CDS for ingestion into an B&)itoring solutionor other CM capability.

This use of Cyber OsWay Tamran NSA evaluated diode is limited to only raw network capture of the
solution and cannot be used for the transfer of logs or any other processed data to a higher level of
protection.

Figure 20 showan approach implementing CDS capabilities to mova tatween security domains
within a CSfC solutions network. There is no requirement for customers to implement data transfer
capabilities within their solution.

For customers deploying consolidated monitoring functionality, the requirements specifiedlmZba
Multi-Site Requirements, must be met. Implementers must consider two caveats:

T 5FGF Ydzad 2yie 0S-toKMIKET SISO 1M vi B3 (6KIAYS |

1 Data from higher classification levels cannot pass to a lower classifidatien

1 Data and Management plane traffic is considered to be on separate security/administrative
domains within each respective network

Customers and integrators must adhere to all applicable data transfer policies for their organization
when designingind implementing these capabilities within their CSfC solution architecture. For

example, DoD customers must follow DoD Instruction (DoDI) 8540 when deploying a CDS within a CSfC
solution, and if any discrepancies are found between guidance in this dod¢amdrboDI 8540 report
according to the instruction found in Section 2.
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6.1 BLACKNETWORK

The Black Network is not permitted to receive data from a higher classification network such as the Gray
or Red Networks. Data received from Black Network devices and stored on the Black collection server or
monitoring solution in the Black Network can be forwarded to the Gray collection server or monitoring
solution in the Gray Management Network, or to the Retlection server or monitoring solution in the

Red Management Network through an approved CDS. In addition, Cyba@ndaps or an NSA
evaluated diode must be used between the Black Network and the CDS.
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6.2 GRAYNETWORK

The Gray Collection Server or monitoring solution is‘permitted to collect data from the Black Network
through an approved CDS. The recommended solution would store data from all devices in the Gray
Network on a Gray data collection senor monitoring solution. If authorized by an AO, data from the
Gray collection server or monitoring solution in the Gray Network can be forwarded to the Red
Collection Server or monitoring solution in the Red Network through an approved CDS. In addition,
Cyber OnéVay Taps or an NSA evaluated diode must be used between the Gray Network and the CDS.




704
705

706
707
708
709
710

Outer Encryption Component Gray Firewall Inner Encryption Component

Management

N

Data

Data

=
[
E
[
&
cECu Gray Management Services
AAA
Gray Server
DNS
PKl services
B From Morioring etwerk IR o+ Toventarg -
@ - Cyber Tap cDS

Gray Network CDS

Figure 22. Gray Network CDS

6.3 REDNETWORK

The Red Managemeubllection serveor monitoring solution is.permitted to collect dataofn the
Black and Gray Network Networks through an approved CDS. The recommended solution would store
data from all devices in the Red Network on a Red ManagenwlgoBon Serveror monitoring
solution.




711
712

713

714
715
716
717
718
719

720
721
722
723
724
725
726

727
728
729
730
731

Inner Encryption Component Inner Firewall

WELERECIL

Red Data
Network

Management

AAA
Red Management
Server DNs
PKI services
—> To Monitorin \
Cyber Tap CcDS @

Red Network CDS
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7 MULTIPLE INNER ENCLXES

Customers deploying multiple Inner Enclaves to-provide access to Red Networks operating at different
classification levels, groups, or Inner Encryption Component types have a tailored set of CM MP
requirements to implementRegardless of the chosen CP, the CM Annex requires network traffic
monitoringto occur at MP3, MP6, and MP7 for multiple Inner Enclave solutions. At a minimum, one MP
in eachnner Enclave (MP4 or MP5) and one MP located in either the Black Enclaver(GiRY) o

Enclave (MP2) are also required.

Key components within each Inner Enclave may vary based on the services implemented, but must
include the Inner Firewall, Inner Encryption Component, separate monitoring points, and associated
Management Services. Akown in Figure 24, all security event data within each destination enclave
must be sent to @ollection servetocated within its respective enclave (e.g., Orange, Red, and Blue).
Network flow data from the Inner VPN Encryption Component and/or Innewgll must be sent to a
collection serveor monitoringsolution within its respective enclave. A separate monitoring solution
within each Inner Enclave must be deployed to monitor each local enclave network.

When multiple Inner Enclaves are interconnectadplementation of multiple monitoring solutions and
disparate collection devices may result in an increase in complexity for the CSfC CM solution. To support
event correlation and provide an enterprisgde CM capability, data from Inner Enclaves (&gd,

Orange, and Blue) can be forwarded to Inner Enclaves of higher classification levels, or enclaves higher
in the hierarchy (Orange and Blue forwarded to Red) through an approved CDS.
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8 MULTI-SITEENVIRONMENTS

This section provides guidance for CM implementations of the it Connectivity (MSC) CP. MSC
solutions connect more than one CSIC solution to each other in a hub and spoke, or mesh configuration.
Two monitoring design options are presed below for customers to consider in managing MSC
Environments: Standalone or Centrally Managed CM configuration.

Customers may consider using a hybrid design, consisting of a standalone and centralized managed CM
configuration. Customers should usendigurations and data models that best meet mission needs and
levels of risk acceptable to the AO.

8.1 STANDALONECONFIGURATION
Standalone CM configurations require deploying monitoring capabilities locally within the Management
Network of each site. Standale CM configurations are typically administeredsite.

Advantages

9 Standalone CM solutions are less likely to be affected by communication outages to other sites
for shared resources since they are designed to operate independently

1 Local personnel haveare options to respond to incidents than centrally managed solutions

1 Standalone CM solutions can be tailored to fit the specific needs of CSfC sites and operations
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Disadvantage

9 Customer CSfC solutions must implement requirements from the CM Annex agitgakihich
may take valuable resources away from local operations

8.2 CENTRALLYMONITOREDSOLUTION

In Centrally Monitored Solutions, customers have one or more main sites that monitor, maintain, and
administer one or more remote sites. In order to enableretation across remote sites, the Gray

Network monitoring capabilities at the remote sites must forward data to the Gray Network storage

server at the main site(s). Similarly, the Red Network storage servers at the remote sites must forward

data to the RedNetwork storage server(s) at the main site. This monitoring allows customers to detect,

react to, and report any attacks against their CSfC solutions in addition to detecting any configuration
SNNEBENB gAGKAY AYTNIadNHzOG dzilzed Watch BddnoSopedationst N2 Y | Odz
centers.

Advantages

9 Valuable local resources can focus on mission requirements, while a centralized watch floor can
oversee the health and operation of remote sites. Using local personnel only when required

1 Centrally Managed CM solutions are typically standardized across multiple remote sites

1 A broader view of the health of remote sites in.a central location or watch floor

Disadvantage

1 Centrally Managed Configuration CM solutions are likely to be affdgtet mmunication
outages to other sites for shared resources like DNS, Certificate Distribution Point (CDP), or
Authentication Authorization and Accounting Services

Geographically remote sites may experience low bandwidth, intermittent connectivityther ssues

that limit the transfer of data to a main site, resulting in a degraded ability to detect, report, and react to
malicious activities at the remote site. In these situations, users may store logs and CM data locally for
remote security adminisators to review notifications from an incident when network connectivity is
restored or when authorized personnel arrive to audit CM data and/or provide incident response. For
networks with limited bandwidth availability, customers should consider forwardiich data during
non-peak hours.

Customers should consider deploying a centrally managed monitoring solution to integrate IPS
capabilities at remote sites. In the absence of having onsite administrative personnel or reliable remote
management access calpilities, an IPS allows the remote site to protect itself by automatically
detecting and reacting to anomalous network behavior while connectivity to a main site is degraded.
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Figure 25. Centrally Monitored Solution

9 MONITORINGIN A HIGH AVAILABILITY ENVIRONMENT

Customers scaling their CSfC solutions architecture to implement high availability requirements, such as
hot or cold failover, redundancy, or load balancing, must extend the monitoring architecture to account
for the inceased network footprint. The following must be considered when deployingdighability
capabilities:

9 Verification and monitoring of traffic transiting crekisks

9 Additional bandwidth and computational power may be required to transmit data and
management traffic, as well as processing within deployed monitoring solutions

No specific requirements are levied for customers deploying CM capabilities within a high availability
environment. Customers must meet the intent of the requirements as defioedach respective MP
and ensure all communications paths are monitored.

Customers should develop notifications within their monitoring infrastructure to detect event triggering

FIAf 208N O2yRAGAZ2YA® 9ELISOGSR yBIH®BENIYRSIKIGRIZNS 20
should be defined. Customers should monitor for unexpected changes within the solution that may
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Figure 26 epresents a sample high availability architecture and points within the network architecture
that must be evaluated for CM capability deployment for MP2.



























































































