NSA DIB CYBERSECURITY

SERVICES

DRIVE DOWN RISK | PROTECT DOD INFORMATION

To better protect sensitive information on Defense
Industrial Base (DIB) networks, NSA offers the following
no-cost cybersecurity services to companies with active
DoD contracts (sub or prime) or access to non-public,

DoD information.

PROTECTIVE
DNS

v Scalable GovShield
DNS firewall service
from Akami.

v Real-time DNS malicious
query interdiction.

v Integrates Akamai’s
commercial threat
intelligence with NSA
analytics and indicators of
compromise.

ATTACK SURFACE
MANAGEMENT

v Leverages commercial and
open-source information to
illuminate vulnerabilities.

v Automated aggregation
and tailored reporting to
companies, with issues
prioritized for remediation
based on severity and
whether or not the
vulnerabilities are actively
being exploited.

For more information on qualifications and enroliment,
email DIB_Defense@cyber.NSA.gov

cybercenter.nsa.gov

THREAT INTELLIGENCE

COLLABORATION

v Tailored distribution of
NSA cybersecurity
products and DIB-specific
threat intel.

v Timely and prioritized
sharing of indicators of
compromise and
mitigations.

v Collaboration with NSA
analysts on findings.
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