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(V) Controls on Laptop Computers; NSA/CSS IG; ST-05-0015; 25_-0c'1‘(§ber 2005
(UAFODOY Summary. After conducting many, mves'tlgatlons of imssmg laptop'

computers, the Compromise and Computer, Forensics E)fﬁde asked the'NSA OIG to review

the Agency’s inventory processes. and-determ.me whefher the Agency'has. adequate confrols
to track and account for laptep bomputers -Qver ‘the past 3 years, the Comprémise and

Computer Forengics Office conducted[ i
to locate[ | [ [classified,

gof unknown classification, an

laptops. Such losses, while financially immaterial, raise countermtelhgence cPncerns.

(UH#FOBSrManagement Action. To address the root cause of the losses—the lack
of hand receipts for laptops—the Security, Logistics, and OIG orgamzatlons are
strengthening the enforcement of laptop controls, including penalties for pel:sonnel wha do
not comply with the hand receipt requirement and managers who fail to enfdrce it. The:
three organizations will meet every go-days to discuss the enforcement of the’hand recerpt
policy and ways to hold managers accountable . .

(U) Overall Report Classlflcatlon CONF!DENTIAL
(U) Category. Infopmatlon Technology Management

*
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(UHFEYEOrSummary. |

NSA/CSS IG;

investigations of missing laptops but was unable
unclagsified) of the[ |-

(U) Management Action. Management agreed to act on all our recommendations.

However, Signals Intelligence Directorate and Information Technology Directorate are still
“working out the appropriate division of effort and responsibilities for managl.ng and
optlmlzmg data flow.
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