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To: Chief, D14 . el *t Date: 16 December 2016
From: Investigator Eg; Eg; et WPl
Subject: l |[mpr0perly Directing Contract Activities

(Personal Services) in violation of the Federal Acquisition Regulation

(FAR)
File No: IV-16-0026
Precedence: Routine
Purpose: To provide a summary report of investigation, and to recommend that this

case be closed.
Details:
. (U) Background

(UFFOHEO) The Office of the Inspector General (OIG) conducted this investigation in
response to an allegation that | |

L ________ | may have been inappropriately directing """ ...

Activities I;elatmOr to NSA Contract] | The'contract, commonly

referred to as the——J contract, is a Firm Fixed Price Level of Effort contract awarded

to the| .} The I contract staffs technical personnel such as
«=.*.*." “InTormation Securlty Systems Engineers and Systems Administrators to support the

" T— organization.
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(U/HOH0) Specifically, the allegation stated that :was reviewing resumes .
. and conducting interviews of contractor personnel in order to accept or relect_them for="""
*.  the contract, thereby creating an unauthorized personal servieescontfact in violation of
"+ the FAR.! In addition, it was alleged thattmapproprlately disclosed

proposal information to another company.

1 (U/FOB6) On 6 May 2016, the AIGI forwarded a management referral outlining these concerns to the
Agency Senior Acquisition Executive for awareness. (Appendix D)
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IV. (U) Investigative Activity

A. (U) Document Review:

e Contract] land TTO:; Firm Fixed Price Level of
Effort contract awarded to the " " *ltApperdix A) |

contract labor categories. Initially forwarded to the COR and 0, TD
without markings in July 2015. (AppendixB) T te.
® White Paper marked as | JPROPRIETARY™”

"1rd-1g) (q)

9€-98

e OIG Management Referral sent to the Senior Acquisition Executive on 6
May 2016. (Appendix D)

V. (U) Witness Interviews:

(U) Reviewing Resumes

. Technjcal Director (TD), and established that a process has been in-
place since at least 2014 whereby*the COR forwarded resumes she. récéivéd fioni ¢hd. = "=+

TD and: they reviewed the resumes and provided the requested feedback, . -**
both positive and negative, on the varying levels of experience reflected in the resumnres.

" (UAEQUWY Jacknowledged reviewing the resumes along _wiﬂl‘l{is Deputy
and TD. He understood the resumes were being shared with his.tedm to provide
awareness of the skillsets and backgrounds of contractor personnel being assigned to
very technical positions within his organization. He.and his leadership team, as a group,

. reviewed thesesumgs, On occasion, they found that some of the resumes seemed to lack
*. the quantity or quality of expérience-theywere hoping to see, but no one was accepted
+, orrejected by his team. Everyoneunderstood that the ultintate-decision of hiring and
- assigning contractors to —— was made solely by the COR and the company. —1

and his leadership team willingly accepted whoever was assigned to the contract.
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Appendix D

6 May 2016
CO-16-0219

MEMORANDUM FOR| | SENIOR'ACQISITION EXECUTIVE

SUBJECT: (U/#6H6) Concerns with management of NSA Contract| |

(U/FBHO) The Office of the Inspector General (OIG) recently received allegations thatD_
| Jon the subject contract, may be inappropriately directing *

activities related to the contract. While we dré ¢onducting an inquiry, into these and other .
allegations related to this contract, we wanted to bring them to your attention immediately- . ., . ",
because they may adversely impact the timely and effective execution of the existing contract..

(U/HOH6) According to information provided to the OIG :ll‘lSlStS on approving all
contractor personnel that are assigned to support the contract. This allegedly includes teviewing" * * 1
all resumes of contractor personnel proposed by the contracting company, [} and in

many cases, conducting in-person interviews. Not only are these actions inappropriate, they may

also be causing inordinate difficulties and delays in the staffing of the

*

more troubling, it is our understanding that[___Jhas been informed on more than one et
occasion that his activities are inappropriate, but that he has ignored that advice and Q(mtlhued to,

operate in this manner.

(U//EOUO) We request your assistance in reviewing[________]ongoing activities related to
this contract, and ask that you take appropriate action, if any. Please provide an update to my

POC for this matter Jby 27
Call me at if yw-hﬁve- a-ny questionts_n R
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Assistant Inspector General for ‘[nvesngatlons

Co:
0GC| |

PRIVACY SENSITIVE: This memorandum contains information protected by the Privacy Act of 1974, as
amended, and should not be shared or distributed without the approval of the NSA/CSS OIG. The information
being shared is relevant to the official responsibilities of your office and disclosed for a routine use as described in

the NSA/CSS System of Records Notice GNSA 29.
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