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(U) OFFICE OF THE INSPECTOR GENERAL

(U) Chartered by the NSA Director and by statute, the Office of the Inspector
General conducts audits, investigations, inspections, and special studies. Its
mission is to ensure the integrity, efficiency, and effectiveness of NSA operations,
provide intelligence oversight, protect against fraud, waste, and mismanagement of
resources by the Agency and its affiliates, and ensure that NSA activities comply
with the law. The OIG also serves as an ombudsman, assisting NSA/CSS
employees, civilian and military.

(U) AUDITS

(U) The audit function provides independent assessments of programs and
organizations. Performance audits evaluate the effectiveness and efficiency of
entities and programs and their internal controls. Financial audits determine the
accuracy of the Agency’s financial statements. All audits are conducted in
accordance with standards established by the Comptroller General of the United
States.

(U) INVESTIGATIONS

(U) The OIG administers a system for receiving complaints (including anonymous
tips) about fraud, waste, and mismanagement. Investigations may be undertaken in
response to those complaints, at the request of management, as the result of
irregularities that surface during inspections and audits, or at the initiative of the
Inspector General.

(U) INTELLIGENCE OVERSIGHT

(U) Intelligence oversight is designed to insure that Agency intelligence functions
comply with federal law, executive orders, and DoD and NSA policies. The 10

mission is grounded in Executive Order 12333, which establishes broad principles
under which IC components must accomplish their missions.

(U) FIELD INSPECTIONS
(U) Inspections are organizational reviews that assess the effectiveness and
efficiency of Agency components. The Field Inspections Division also partners

with Inspectors General of the Service Cryptologic Elements and other IC entities
to jointly inspect consolidated cryptologic facilities.
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(U) SUMMARY (b) (6)

. . . = .
-‘. - -

(U/AOt0y This investigatipn was conducted in rcc.pcnse to-an allcgatLon thatl |
| | Signals [mc]llgcncc-Ducctoratc (SID), 3howed {avorltlsm and
preferential treatment during the 2014 prqmotlon proccss The alicgatlon states that a
Intelligence Analysis Development, PrOgl am (IADPY intern, [+ . }was evaluated
but not forwarded for promoilqrrbv an IADP Proiram Manager. | |lh.cn asked for
1 Jpromotjert review package, PRP), and] B Jwas subsequently %

.+ promoted._ Thc-cem,piamant states that a ntmrber of employees had scored higher than A

AR T FEEREEEEN Lﬁe promotion deliberations. that] . Inever worked for

and that he f(l{eix'h-erl 011]y because] i I (b) (6)

86-36

. --'I.':‘l":
-

A i B L) '-.l:'
(U/40463 The mvequgatlorrre\eealcd thatl L . ... -~ [bas’k'nc')i&'ﬁl -+ o Jand I <

[ i Jthrough . |has alsa bgén an
~ =~~~ sinformal mentordo] | since she became employed with NSA on o [

Within e Jwas evaluated for promotion by an * %,
IADP Associate Pro;__,l am Manager (APM) in accordance with the standard IADP promotion. = = = * =

(b) (3)-P.L.

rocess and was deemed “not ready for promotion.” On 29 April 2014,] , = lemailed
and told him she was not recommended for promotion. Or [ May 2014,
T initiated discussions about promoting | |duting final SID promotion

*« discussions, and Ms. Teresa Shea, Director SID. approved]  Forpkonfotiom s v s s e
| Jwas promoted t

(U/4e+€) The preponderance of the evidence supports the conclusions that:
provided ptefel ential treatment tol Im violation of 5 C. F R. 2635 101(b)(8).

T d-(€) (q)

9¢€-98

Management Manual, Chapter 366, l 3 (G), and used his publlc office for the private gain of a §
friend in violation of 5 C.F.R. 2635.702. <

(U/FeE63 A copy of this report will be forwarded to MR, Employee Relations, for informatioyt

and action deemed appropriate. A summary of the report will be sent to Q242, Special Actions:
for information. .

—FOP-SECRET/ST/ANOFORN- o
Classified by:
Derived From: NSA/CSS 1-52
Dated: 20070101
Declassify On: 26356364
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I1. (U) BACKGROUND

(U) Introduction

(U/AO After working at NSA, while with the|

| prarked as a civilian employee at the Agency fro mL_._.IJymi!..,,.,l.' b
. | He worked at ‘the Central Intelligence Agency from until

. |when he returned to NSA as the

‘(‘fJf:’FG{-}G-)l Ienteted on dut_y with NSA as 2 GS- 0_) JADP intern,on, , .. .

Under the mana&ement and g gwdance of an APM. s'he completed several T0UTS in
the intern program. including a tour in,the Natiomal SIGINT Operat:ons Center (NSOC) from

| | She recently graduated from the intern program and now
works in| '

relationship with her. On 9 May 2014, the OIG received an anonymous email reiterating the
same concern.

L]
-

(U) 'S}l) Promotion Process

(U//Fe%a3 SID works with the Associate Directorate for Human Resources Services (ADHRS)
to determine dmtrlburion of promotion money to SID organizations. Organizations such as
received an allocation of promotion funding and are given the authority to identify individuals

-

for promotion. In addition to tsilizing the funding originally allocated, each SID organization is +
offered the opportunity to request a fipited number of additional promotions, using reserve funds
managed by Ms. Shea. Ms. Shea andl:conduct a name-by-name review of

prospective SID promotions to GS-15, and also considered the requests for promotions based on
reserve funds.

' (U/Hee) The Intelligence Analysis Development Program (IADP) is a three year program designed to help civilian new hires in the
Intelligence Analysis (IA) Skill Community achieve full performance in accordance with the Intelligence Analysis Professional Devglapmeht”
Standards (IAPDS). The program includes formal classroom and computer-based training as well as] Jiotaling 36
months. designed to provide focused inwfll;._:cncc analysis work experience. Approximately]

bt e
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(U/Fe+69 On 8 May 2014 ] et with the.QIG-CGhief o Stdff and
" * = -alleged thay jimproperly initiated promotion, based on a personal

(9) (a)
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(lJiﬁ[“G‘U‘G‘)I_rprovides an allocatipn of promotion funding for the IAE).P interns. :

| disseminated guidance on the IADP ptomotion process in
January 2014 via email (Appendix J). She told the IADP interns that they wdulg be evaluated by
IADP APMs, that she was the Deciding Official for intern promotions, and that they should send
their completed PRPs to the listed APM, rather than their current tour supervisor.
also sent an email to the IADP tour supervisors, explaining the process and informing them of
their option to submit a Supervisor Justification in support of an intern’s promotion. The
promotion evaluation process for the IADP interns in 2014 was consistent with how it was
handled in 2012 and 2013.

(U) Applicable Authorities

(U) The investigation considered possible violations of the following authorities. Full
citations are contained in Appendix A.

(U) 5 C.F.R. §2635.101(b)(8)
(U) 5 C.F.R. §2635.502(a)(2)
(U) 5 C.F.R. §2635.702

(U) NSA/CSS PMM. Chapter 366, Section 1-3 (G)

s
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III. (U) FINDINGS

(U/HFe0) ALLEGATION: Did | |give preferential
treatment to Jdurfng the 2014 promotion process, jn violation of 5
C.F.R. §26 5.101(b)(8) and NSA/CSS PMM, Chapter 366, Section 1- 3'(6) and, if so, did
doing so constitute use of his public office for the private gain of a friend, in vm!mum of 5
C.F.R. §2635 702? .

. (bu"F&HHj CONCLUSION: Substantiated. s

¢U) Documentary Evidence

G
3 >
L (U/4e+=9) Appendix B — Emails between_l } and| fdated - - - . . P
+ 29 April 2014 and 5 May 2014 - - = * * ° ;:’
» ..-"'... l""‘ & .:"
et L) On 22 AprH 2014 . . . .. [ L -+ * " ]that she had not’ been oo’
g forwarded for promotion. On 5 May 2014} ) relayed that she had a “very ncqtraf
& feedback session.” and| Jresponded: “There should be addiional information * S e
= forthcoming.” Later that dayl |61na|]cdza11d explained that S.HL. .
A . reggived positive news’’ T
a:--.s-.'u'-_-_- ..-.-..-.-‘l-li i€ ol
p'? (UHI'FB'HG) ‘Appendix G ~ NSOC| INoqnnzrtlnn-Prlorl
= List for 24/7 Personnel (FY14) and Promotion Justification to l:lj
el | |(IAD_P.|ntern) dated.28 Janu-arv)()14~’ ‘° o
-"‘n.:,-!-;\ g L M e R R e 8 *
s "." e !UM‘.@H@} Jhe Nommatlon Priority List ranked 'las t'he thlrd candldate out of
. % f’our .whom NQOC h.a'd ricbmrnendcd for promolton The Promojion JL|<11t|callol1 gives rea*ions
t\,hv the" S‘OO stronﬂl s endorsed [ . . for rematl.ou ic'i I .
- - ) I " . - l p ‘ ‘ -. l. I. " = = = = = = L]
¢ (UHFGU-@)-) Appendlx D- Addltmnal Vacancy for FYII Gradq,atmg lADPersI I (k) (6)

.
*

P (U m—e&eﬂ, | 8 ()5 emallsl |.[0 explqm th tan addltlonaDvacancy

. had been provided to the mtems and, that be WIIl keep| ¥ Jup to date on the
. appllcantsfselecttqn process.’ :c % wiy -
" (U/AeHE0) Appendlx E Ema.ll froml R |.t0.| |
| . ., |dated 15 April 2014.
(U/Fe=es | lasks| Jif he thinks that] Jis competitive for

promotion, and, if so, whether he could craft several bullets that highlight her accomplishments
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and why he believes she should be considered for promotion.| Jtells| i
that, if he does not deem her ready for promotion, no action is requireds = = ™",

- ® -

(U/o43 Appendix F - Prpmpﬁon-.hlStiﬁcllfion to Iforl I_'|and Bullets
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NSA 22810

from| e - JACE, authoredbyb o oo oo n o2t 77T L B E
B e | @6
& (U/Aet6e) The two documents were forwarded t():upon his request, on 16 Aprit ,
i 2014 and 20 April 2014, respectively. il J SRy . o
o Alimlg . . .
w e, Lt
. (U/H+6) Appendix G - Email from| | to] Jdated = = = = "
s d8March 2014 sttt G
| ey, W —
o (U//44+3 In an email | tells e
3 | firat = = = - - - - - -Jis doing great work Torf - - ard:thal they 4ré Tthrilled i Habe * * * *
~ | . hgras part Jf the, Team.. . Six- managers-i-]_'o]nﬂ;j' are copied on the message.
-‘-'-:':b'l'd't'ﬁé'UTG'l'ﬁﬁi'tFE email was sent to him unsolicited.
(U/F6H69 Appendix H -| [Ranking of IADP Interns, dated 21 February
2014.
(U//POE63 The interns were evaluated and placed in one of three categories: “Green —
Promote; Yellow — Promote if funding becomes available: Red -~ Not Ready tor Prometions™ = = » = =
| | ranked 4™ o candidates reviewed, placing her T
. in the Red category. - L £
S (UAewer P\‘pbendix I - Email and Attachment from| | . _*IU
Sei? ‘recommending |for a Time off Award, dated 3 February 2014. ) &
e e T T R e -
] o]
% (U/A=a+") The email to Supponl |f0r a time off award contains a document g
= originally written as a promotion justification. N
- (U/Fea3 Appendix J - Emails from| |r(.:g.:1|-‘d.ing the Nk
1 promotion process, dated 8 and 24 January 2014. s
(481 - .
g (U/ A=) provides guidance to IADP interns and IADP supervisors regarding
= . the subniission of PRPs and Supervisory Justification Statements for Promotions: ’
o -.': :(LMFQH_G-} Appendix K |Scoring of] IPRP, dated 19 June
.20.]4. '-.._.. -'-------.....-............__.
(U// - — |s§0_rc-d| ________ ||n §i>_< §u-bfact0rs. [n the comments column, he o
said that * . Jhad been outstanding during the rating period and mentions her* ** """ " " 7| =
contributions to the| | -
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(U/AFOE6) Appendix L — Preserving the Integrity of the Federal Merit Systems, dated
December 2013.

(U/Fe® This report, compiled by the U.S. Merit Systems Protection Board, was sent to the
President and the Congress. Portions of the report are included.

U// ey Appendix M - Email from|

[COS, to]
20U . Tt

|dated 11 April

(U!ﬁFG-H-Q-)I |pr0v1des mformatlon about decision pQttq promete . . .

He offers to review the IADP process in depth and spemf'cally
PRP, if asrquestions about the Fairness efithesprocess.s « « « « = . &

(9) (a)

(U) Testimonial Evidence i

s urﬁeeayl._...._ |

0
L]
L]

{'LH/‘,’FG'E'G‘) Urr?»ﬂ.Mag 20]4'
the TQnmeﬂ‘sworn testm’icﬁ-y‘ Lo s

- * . - L]
.‘.f*J.. . . = o

UIH-G'H-Q-) Durﬁng,thc 2013 promotion process. |

. {feceiVed feedback'that her PR,

was strong: howeyer, 'she w L nof detting promoted due io a l%fck.qf monev. Befote sybmitting *
her PRP this year,| asked| +  fand "t = ., Jtwo former -

supervisors, and a third erson whom she could not recall, ta teview her PRP:* Botlvl J
andl Igave her 5ubgestlons thae she Teit strengthened ther pd(.ka“f: She

. submitted her PRP on 15 January 2014 to TADP APM. In late Apuil 2014, - .

$ Dallcd her to tell her she was nqt-being forwarded for promot-lon Shie-wal upset by

the initial feedback and lost her temper a.Bll withp |[0|d her he would get

-
-
L
»
-

86-36

{b) (3)-P.L.

* together with ket saon to. provide.moye speuf"?c'feedback She expressed frustration to some 0-1‘

her co-workers after the conwr%ataon with

="
* " % ; lll‘..--

also dlscussed her feedback with .+ + | whom she has .
. « = knownthroug “Jfor Se.ve,ml years. | Iand i

| | | and fht:)- see each other weekly. She kas also met w |t]'|| a
“handful of titrres™, sp that he cou]d pro‘wdﬁ he: guidance and ‘mentorship. .

(U/A~e+=e9

(U/4e=es | Ihdd beért cunous about her p-rqmetlon this year, so she emailed him °,

* after hearing-frot He told her he*was sm? to héar the news and to let him know *,
how the feedback session went. She saw | * : Jand told -

“1d-(€) (q)

9¢-98

him how devastated she was about not getting promoted. He

 told her the sy.stem myst be ﬂawed

if someone who was recommended by her NSO(]

and

did not Uet pro-morcd

(U/Aet6) On 5 May 2U|4~;gave formal feedbackto
frustrated and taken aback by the typos and writing style problalpsj

.
.f'i

e

| (b) (3)-P.L. 86-36
A T e R T L

5]

She was
highlighted on
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86-36

(b) (3)-P.L.
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her PRP. She said three mentors looked over her PRP. She said that her writing style was
normally a strength, but admitted that her writing on the PRP was “maybe not as strong as it

could have been.” About an hour after the first feedback session.| alled her back to
his office, telling her that extra promotion money, had been tdentitied and that she was going to
be promoted. | Jwas-thrilted bécause she felt she really deserved a promotion this

Yo ! basgd én her Accomplishments and ACE scores.
Far

" (U/4BEE) _In February 6r'March: 20‘]41 =+ =« -« .« Jdiscussed, witl her desire

opined that would be a good place for her to go, given her background. Originally, there
. were no bll ets, avaliable m_ﬁ and she alertedl |because she wanted hlm to know '._'
VWOt the pmblcm Qt p]acmg.IAf)F:‘ fnfe;n' raduates. Later, an[_l_lbllje.t “appeated.” Ihere‘.
were several positions m]:lmcludm? anl Iv*acanqy. thatrcame out a month og; so*atier the
initial vacancies had been advertised might have put in a good i&b;d- for her,
saying she was a good candidate > for]_] but she does not know:, Slstill had to interview and

o Ot:t'the ]jo'smon -hi§ word only goes so far. My resume speaks’ ior itsgk”

.
- -

(U:’fF(-)HG-)—l Jhas never worked for:.directly. She does not mention
him in her offices, preferring to do thins on her own merit. She thinks he recommended her for
employment when she hrsl;lpphed for the Agency. She denies asking him to help her get
promoted: “Everything 1 have done, I have done on my own. I made a concerted effort not to
bringﬂmlo this. Ireally did. Yes, he is a friend of the family and a mentor, but |
never wanted to abuse the mentorship or friendship. I wanted to prove myself on my own merit.
[ never want to be on somebody’s coattails because that only gets you so far. I have to prove
myself to me.”

(Uff‘Fﬁ'd'G)l |
(UIKFQ'UG-) On 29 May 20]4 | |APM IADP, D.wa:-, interviewed and provtded the
foll@wmg: sworn testlmmq) ---- R O

.(U/?“I‘G'Uﬁ‘) chen APMs evaluated the IADP interns for pmmotlon The interns” PRPs were
“reviewed aecording to shared criteria by the APMs to minimize the potential for bias. Consistent

with the other APMs, id not have day-to-day responsibility for the D.lnlerns he
evaluated for promotion. e e

s { Y/ RO PRP was not up to par with many packages, he eva]uat&d Hei
most swnl’ncant weakness was fhe lack of examples of mission.dmpac -Ad'ditlona]l) there were
spelling and grammatical errors. ll ForwardedEIbf iheﬁnterns he evaluated for
promotion, believing that they clearly stood out from the other candidates based on their PRPs.

"
..'I.-'-'.II-I.

"yt 2 (U/seRd There wey ADP interns eligible for promotion. interns submitted PRPs and were

*_evalyated by the APMs. and two other APMs and| Jevaluated the
» Fandidates who submitted PRPs. D_of theuvere torwand’ed‘tp lthe Program

Manager. |approved allEIfor ;:':romdti'on “a S Sy .

B LA A S 1 Y ‘\é :.

—FOPSECREFAAANOFORN- b} (SR L, B30
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AII were approved b}]: the PM and| bwas ranked * ", """

86-36

(b) (3)-P.L.

"3 out ofl_Jand r')laccd in the red category, meaning “not ready for promotion.” | |
ranking of candidates is contained in Appendix H.

(U/He8e) On 29 April 2014 fcalled| fand told her-that shewas ROt « 4+ .
s anen e heing forWatded:Tor promofion. Jwas angry and upset, saying she could not

believe it, and that this was the third year in a row she submitted a PRP and did not get

promoted. She said that in 2013, she was told she was not promoted due to lack of resources.

Later that same day.] Ireceiveg a voice mail from| Jon th staff,

"Td-(€) ()

9¢€-98

renoeestyingthad® "7 [had dsKedtora” <" "
copy off |PRP. I I[e]t the timing of the call was suspicious. After
discussing the matter with his supervisor and suggesting he also send copies of the interns’ PRPs
that were ranked aheqd ot] |forwarded only her PRP as requested.

SRR (CfF== s res) Emet with| fon § May 2014 10 previde:formal prometion .

feedback. He showed her specific examples of mistakes op her PRP andexplainéd that she

needed to pay more attention to detail. | was not pleased with the feedback but

was calm and professional in their meeting. Shortly after the feedback session.

received an email from| i LR
" telling him-that she needed to talk to him about an additional promgtion. [ - - purmised ” Lt
she was referring to| [because in April told him there was interest

“way up the food chain” regarding] promotion status. When he met with her,
old him tha;l had interest in| =~ """ " * ... promotion, She told

86-36

(b (3) =P.Ls

*Trd-(€) (q)

9€-98

o natify], Jthat she was being promoted, based. o_n,dddlt.mnal Tardfng s « AL
Despite his Yeluctange to do so.| *  |met with] |dnd told her she avas fiow

on the promotion list. | Id id not seem surprised, and | Jhad a sense that
*something was up.”

{UHF@-H-G')_:Human Resources. MA3, called] |ab0ut| la
., -, {8 datys faier and asked whether] . Jwas not being recommended ToT, prQMOITon G s et

wie Ju

86-36

(b) (3)-P.L.

WE g% LW ® o mom N N NN EoEEEEoE N

7 “Whiether'she was-recommended it promptiQil money was available. explained
| |ranking on his list and said that] _Jhad not recommended her for promotion.

(U//= Based on the PRP, it does not appear that| |evet worked directly Wlth

(Uff-Fe-H-G)-)]:| (b) (6)

(U//#e40) On 30 May 2014] ] was interviewed and provided

*17d-(€) (q)

9€-98

Prillthe following Sworn testimony. T Tt

.e "t
-, .
. .
. P

¢ (UUFQ-H-(—)-):WaS the responsible APM for |during her time in the
. IADP. She was a solid employee and good worker and performed well during her NSOC tour.
*, Her tours were not anything out of the ordinary: many interns work in NSOC, for example. But
id not think she was a standout performer within the IADP. She is somewhat
aggressive and impatient, and does not hesitate to pick up the phone and ask for something. For

~FOP-SEERER/SH/ANOFORN
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. iy

oy .l‘ Jposition and was selected for a permanent assignment-upon graduation. "

.
.0
+*

o

86-36

(b) (3)-P.L.

(b) (6)

}

.
Ll

.
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instance, she sent him monthly reports, and, if he did not respond to them immediately, she
would call and ask him if he had reviewed them. He does not have any negative feelings about
her, however.

(U/A8=83 Several months ago, approximately January, 2014, a request was sent to thel I

product lines to identify vacant billets for graduating IADP interns | Jwas
graduating in June 2014). She complained tqw she cquld not be piacea Tn‘l — t - g
an

because they had no vacant billets. Subsequently. posmon descrlpuon was published. .
* When uestioned where it came from

| .. |called him into her office and said the vacancy was established
« betausel |then mter\ iewed for the

Icalled:rup%t that she

(U/Feen In late April or early May 20]4'

« v wwas natprontoletls SHecalled hini back a week or so later and said she was ptomoted'

:lt the promotion was initiated by: .

: was stunned. He as]«.d

ooy

*Trd-(€) (9)

9€-98

answered affirmatively.

(U/AeHe The IADP APMs went to great lengths to ensure a fair and equitablc promotion
"précesss Theyde net-want.to be inyolved in the promotion process if it is Oomg: tobe . ......-

(9) (a)

“undermined” like it was jn this instance.] « = « « = =}is*concernéd that the "external as&ocmt]on
betweenl| | and| was the “catalyst for this promotion.™

rf{}tm I

.+ (UHSHST On29 May 2014] I
| |was interviéwed and prov;ded the following sworn testimony.

. (U/AFe+69 The involvement of] |in| Jpromotion was “grossly
inappropriate.” The promising and high performing IADP population invites meddling,and " " " " " °
:&and the APMS get a myriad of inquiries about the interns, often by seniors. But in

(9) (a)

 this case. there seemed to be no relationghjp,hetweenf. . - « . - « « - «Jwork and{~ """ "} :'."-":‘".
was told that knows The figst e she .
heard about their relationship was when| jwantéd to work.n]* I,xpon graduation
from the intern program, but no billets were available. i ; Jwas involved in resolving *
that issue. . - 2 g

. i . -
:
-

(U7/f‘6‘t!'®j It is not unprecedented for an IADP intern to Uraduatc from [[]L program ang not be
promoted. Thé numbeg of strong candidates andsjunior oraded makes it difficult to prgmote all
: should

deserving interns. To makn a‘teue assessment ofd : IPRP, |
have done a zero base review of alﬁ:mter PRPs. :

(U//edes | promotion would &te lmposmble to explain t§ the other interns:
“It’s hard enough when you have pegple you havk actually evhluated. . -heart
wrenching...explaining this would be expapentlally worse. |Hon’t know how to do a better job

. =

(b) (3)-P.L. 86-36

9
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of having our leadership likezunderstarld what this does to a large group of
people....” R

(Ureto| ] Tt (b) (6)

(U/A56) On 30 May 2014 ] ] was interviewed aride ="
psov ided the f0||0\\» ing swdrh testimony. o

¥ "'L_ _H:Q;U;@jl—leslabilshed the overall guidance for the eva vation 0[ IADP interns for

promotion and acted as} | Graduating as from the IADP is not
unusual. Only 26% of the total intern population was promoted last year. and this year it was .

around 30%. Based on prior years, it has been almost mathematically impossible to promqte all
of them while they are in the intern program. .

.
-

(9) ()

86-36

_-'."',":'-..."."?""'""""'""'"""""""'i'-'-'-'-'-----.-u-.-.-.-.-.-.-.-,._..._._,.'.. =
(UHFG‘H'G‘}DOT'Iﬁe m tetns were approved for promotion, and, ‘overa]iu D
interns were approved within the rocess. | Jwas mot recommended for
promotion by] Jdid not work for| Jand there is no evidence to

. « = »indicate’that his interest in her promotion was based on a significant contribution she made at
work.] Iis bothered by} |promotion because there were other interns
more.deserving of promotion who were not forwarded for promotion.

(b) (3)-P.L.

(UHFoHoy . and the APMs spent considerable time discussing and establishing the
process for €valuating the interns. The APMs were each assigned reviews of interns at only one
grade. They did flot review any PRPs of candidates for whom they served as the day to day
. APM:to muﬂmlze bias in their evaluations. The APMs spent long hours and weekends

,‘ eval uatm'g PRPs. It is not appropriate for someone external to the IADP process to initiate a
-pron’lotzon of one intern, while not considering the rest of the intern population.

,4
-.‘

o (U//FeEey

(U/HH69 On 30 May 2014] |

was interviewed and provided the following sworn testimony.

. s« o (U/EGEOS In Apri[l Ihcr Deputy, told her thatz_was mqumnc about

whyl Jhad not been promoted. At that time, no feedback had been provided {o"the *
IADP interns.

86-36

() (3)-P. L.
(9) ()

(U/A6+67 The seven IADP APMs handled a difficult and intense promotion process with
' integrity and fairness. 5 wrewiniee g E

.

- L]

* AR - "
a s m s =" -

* ¢ (U/M=4+9 She is not sure why:was involved because her /\I’M; todd Rer
. | |never worked for him. His involvement would have bgen*niore understandable if
". he had reviewed all interns for promotion. She knows:md thinks highly of him,

*, and wishes she would have called him directly when she first heard about his interest in
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(b) (3)-P.L. 86-36

(U/Feowes | I R : A2

.

(U//FeE6Y On2-Jtine 2014, e . . e ]
was interviewed aptl previded the following sworn tesltimony’_:.‘

L]
- * . .®

(U [ Jekpressed interest inl g Jto S ", +]Chief of Staff,
in February, 2014, whert sheswad looking for a full time fassignmentafter graduatiort |‘1‘0m the

intern ptogram. . told her that they would find . a position in and
theydidso. |« was told by someone that| ] |
. ™ I o w: & B e rt * : .. ‘-
3 ¥ (l_y’x’_Fﬁﬁﬁ')l ¥ & Jaction regarding]| Junderfnines the integrity of th
s pfeirofion proeess. <Im 20124 took a similar. actiqn_for] Jwhomhe
%) also mentored. Jwas evaluated for ¢ promotion by her Division Chief but was
— | * - notrecomnrended.r When{. Jfound out that she was not being promoted, he decided to
S promote her himself. | e was bothered by the action, but not as much as she is
2 about| Jpromotion, becausel pnce worked for as his
'_:,-‘ Executive Assistant. He had,observed . [work first hand. He has never direetly
* *,*.  supervised| lor 6bsé§vcd her work=performance. ®
- (U/FeRe ] } - c ] B (3)-P.L. 86-36
s .- ‘0 A +1 -i e K .
: *{ U746 On 6 June 2014.} ’ |(}_hiefof Staff (:CDSJ was interviewed and L
- provided the following sworn testimony. s oY Ve :
- \d * " l. e 2 -
(ur/ He first became aware of s. finterestinf - s -« ... -'la-few monthss « « « « «

v asked which office she would go to after graduating from tht JADP. She
wanted to go to

* “COS."Which would allow for interns to be placed-agginst full time billets encymbered by

» » 7 _individudls who were soon departing._Accordingly, identified and posfed a vacancy, which
© | * [filled. The email f'roml Ito tating that found an .
3 - additional vacancy is at Appendix D. .'
[«8] - = -
. . (U/eEe) | °, |COS. and | .
A P e ey . % .. . lasked questions regarding| . _|promotion status,on .
2 Igcha[f. | Jwas the only person| - . |was asked about by nadme
2 during the promotion process. staft told| Jthat] . " Jhad not been °
o) recommended for psomotion. Laterin the process] . Jtold:him that] Jagain

o e e o A3KGdher whethed was getting promotec!:‘ o leeviewet the feedback
response from th TADP PM and wasscomfortable with the de¢isjon and the process

described. He emailed int,that he believed 1heﬁprocess had been appropriate

and consistent and offered to score| ‘. dckage relagiye to the other interns if
needed (Appendix M). He did not receive a reply., .- ':-;
+ " a
ey [

(b) (3)-P.L. 86-36
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upon graduation, But there Wete no vacancies. ﬁﬁ'@red‘teqvive e
extra positions forf but] __* - Idiscussed an attrition model with l]]el: i
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(p) {3)=E.l.

86-36

IV-14-0099

.
- en '

.1

(U/Fote) Subsequelulgl +o M Jor] :‘

Jasked | <.

Joffice to write a reserve

fund request for] .* ..
| IPRP b.ut did not $ien the request beca

decision. Nobody was taken off‘th'e

* - -

g p'.lomoiion They comple

promolion list as a resglt of] .

the*request using
id nof make the promotion
Jpromotion.

use

- *

Uk [ - I'docs no! kriow whethef|

i
Jinvolvement it the promotion of

was due to the mentm ing relatronship or an extt_t‘halmiatmnship He recognizes

that it is within

urview to decide to promote a SIHD employee. Howg,vg,r he

. ._lh_ir]kns'_tl'i_a'tl'

Ishould have had a brdader category of candidates to assess afid, at 4 * * « . o

-% "

(b) (6)

“e {l-J;‘!‘FS'H'G'):broughl

(b) (6)

minimum. scored] . |PRP beforc making a decision 1o promote her. If . .
was utilizing a pfomotion process based solely on mahagement nominations, I
should have defined that upfront and made cer}ain there was a defensible, repeatable process.

(9) ()

had a consistent and objective process in evaludtmg, the IADP interns for pmmouon The other
* « . _interns would have a valid a:gument if they asked why they did not get a review from Y e ok
. :" %

-
- -
. . s -
- -

(U//reEe) | Jwould not have bgen promoted if not for] =+, « |personal * -

knowledge of her. The examples| |pr0vidcd| e Jwotk .

were solicited, as opposed to personal observations by] | Being a mentor does not [ :

provide day to day insight into a person’s work. . :

(U/#es0) | | . .
(U/A0%6) On 19 June 2014.) | (05' |W'19 infer'viewed anﬂ-pm\e ided.. . .
the following sworn testimony. U T S s il ':~'- g '*:"‘ i

Ito her attention, asking her, Iowa.rd the end’of |

the promotion cycle to ascertain whether| |wa5 being promotgt. did
not ask her about any other interns., After having.obtaingd Eucci,badgf't;om
fthad . . ., ... Jwas net-being promoted. told her that he mentors
"t | that she has not been promoted in three years in the IADP, and that she was a
'dcs,ervmg employee who he wanted to make sure was not being overlooked. He asked an NSOC
* . managet k),fgrward documentation regarding| |perf0rmdnce there. NSOC
ferwarded a wrifes indigatipg that.they suppored} - Ffor pfmﬂ(}{laﬁ‘
was*concerned that '

did ot 1ev16w or consider N%OC sinput s sttt "y

(U/Fetdy) | *+ ., ]and Ms. Shea met to discuss SID prom.oii’p;ﬁ
after all lecm’mnendations had been forwarded. and Ms. Shea review the G$*15

promotions name by name, but typically do not review other promotion lists, leayiny ;l'rem up to
their subordinate magagers. There is a process whereby SID reserve funds camn ‘be > iequested for

- *

additional promotions: « _ «*

. E: *

(U/H#0H60) In the meeting brought up| | disoussed the input he
received from NSOC, and said that she deserved a promotion. He opintd that SID had violated
its process by not assisting this relatively new employee with wha to put in her package as well
as not getting all the necessary input to evaluate her. said the process had been

“FOP-SECRETAHANCFORN-
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followed and that the discussion they were having was “outside the process.” | |
association with] Jwas never discussed. Ultimately, Ms. Shea decided to add S,

| = Jio the promotion list, if additional funding could be identified. [ Jworked "
. mth JIR to secure the nccessaly fundmU LR

. = oo

(g) (q)

vl H : later }q_ | I;here was concern that he had been nwolved in
" " [ptonfotiom. *Hestold| . . . . i |Ih,dt he mentored] fand ... r0e

-
. . %

acknowledged he knew her from outside the Agency. | o Jtokd-him there also was,an® * e
Inspector General complaint about the matter. Jtold her that in his pasitioh, nhe

was able to effect the right outcome, he was going to do that. In| mind.«if is about
“doing right by his employees.” o

.
-
.
.

(U/Feee) | Jis not aware that anyone came to:[.msolicited endorsing

| ...-*"  [for promotion.

R

86-36

{(b) (3)-P.L.

=0,

. (W/[FOHE9 Ms. Shea has the authority to add anyone to the promotion list, but it is unfortunate

. '_“ when thé pregess is not followed. “I was concerned by this...Part of my job is to protect my
bﬁ}sscs.bindicated he did not need my protection, quite directly....” | |
e wai‘ not the next one onmli%l which concernedb~ She expressed that concernto  +

saying there had to be others like her whom they wez’e'not.nromotmg But he did ."

(b) (6)

not really welcome her input, saying: “That doesn’t mean I should ignore this bries™ i .

.
.
. * Ll .

. (UHF&H@-}:thinks it is dangerous for a mentor to %el involved with a promotion of

: a mentee because it is “outside the process.” Ms. Shea trusts implicitly, and she is
. also concerned about individuals in the development programs: so it is not surprising that she
*  agreed to the promotion. .

.
= -

" (U/fe69) In early June,l |and Ms. Shea discusseq the factthere was®ah D'I('} a0t

'complaint about] , .+ " Jpromotion. told Ms. Shea that| . |
Was not qnfthe'promotlon list or supported by hlch made this a bit of a different 5|lua£10n
..M?u‘Sﬁca was clearly surprised by this information.” " " " " "ttt eee el

W
", . . %y
.

(U/Aase) | | g I

86-36

(Umaeée) On 23 June 2014, = e was.t

*T1d-(g) (a)

9£-98

(U;’:’F’GH-Q-} *On 29 April 20]4.] bbtained a copy-of] : M I-PRP fromEFmd

(9) (q)

(B) (3)=PuLs

providedittpf . - -+ + * " On | May 2014, e eas e bamd MRESHRT 7" T
$9 » el to fmalw: SID promotions. | said that he believed there had been a breakdown

*+ i the process because | Jaccomplishments had not been appropriately recognized.
ﬁdpmed that the process had worked as it should, that there had not been a

breakdown, and that} Jhad not been promoted because her package was not as
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strong as the other packages.: said that the system had failed to help people like
| |ensure that their PRPs were clean. crisp and articulate.

(U/FeeE0) After Ijsténing to the discussion, Ms, Shea said “add. hex hdnte™d the Tigt.!“F‘unding

had to be identified to promote] | but} Jworked within SID, using reserve

~ + » - funds, and requested and receivedl |j‘1'0m HR to cover the cost for the promotion.

" then asked] |to forward a reserve request to S1D fo'jdistify'ahd fund the prometions On
2013} helped] — Jwith his dashboare te eompiet
promotion actiop.”| * Jacting forf | pulled} |PRP into his

% d'lshboeud arid documenled his scotes based on his review of her PRP, because the decision had

;' x bgcn o, at.thtDe\ee]

86-36

I'g-' u;‘g.‘-.‘.-’l.-

(b) (3)-P.L.

"Ird-(€) (q)

9€-98

o (UH-FGH-@-)I Ido.e.s not know whether] Jhas an outside re]atlomlup whth
I

| She knew he was]| Jmentor and took an interest in her in that
role. From the discussion about| | it wa$ elgar dhrat RSOC was very positive about

(b) ()

her accomplishments. Ms. Shea made the deqm@rrrb-momotd | *Was

endorsing anyone e[‘;u like this? No. He did not ask to frave any othez names put
forward. *She was the onb one.” When asked if she thought the prom‘bt'lon wGu,]d have

happened withdut] ™ .. actlons.l Istated “I don’t believe it would 'have .SI[)
had promotions this year: and Ms. Shéa"donotleak.at all promotlom

(U/Feee))| | '

(U_;’/FG:H'S-) Chief, | | was interviewed on 14 August
*2014, and provided the following sworn testimony. R FYe. .

-

.
.
.
-
-
L - =

" == I. --..,nll5lf'

T UEeEe) | Jworked for — |is an LADP- infepnfroha dimeary 2014 until .
July 2014. | |Deputy Director] Jand Jsupervisor, had asked
to interview| ffor a tour within She interviewed] was

86-36

*T1rd-(g) (q)

9¢£-98

impresséd. and told| Jthat she would be happy tohavef ™ = = * - = - - finf- - -} e,
boaat, o "o'ld' ker that{ Jwas being mentored by | | i "."d

LUK&IM some point after| |began her tour in| i n'into
NS©€ -and he thanked her for taking care of] . *|" In March 20

- n W

(b) (3)-P.L.

—_—

= ut
. *
.

.

PrrE R sent-l |dn email FLQa]‘d]HU an operatlonal mrtlhtwe forwarded

"+ . the email to] | letting him know t_hqt' |was performing very.welling ., . ..
Dand that the organization was thrilled to have her.

(9) ()

(b) (3)-P.L. 86-36 N

‘. Il"'.. ."l. %
"

(U re—— A promotion “dashboard” X a’qnu‘dl. locatioh W ith insthe E-Ium(m Resourtes Wmhwum nt Syste m (I TR¥1SY whereall PRPs*

submitted to a Promotion Rgviewaing {Judual are located. Since] submitted her i’i ’m her IADP management in thr
t,\dileiI(l]'i had to firs jfive her PRP into his ddbhm ard to complete 1h:. scoring mr

4 (U/memey NSA HR policy gefifiires that. in order for a promojion to be effected. the PRP must be scored by someone with stllml’ll\ to make
promotion decisions \mu. id not decide to promote vhen scored her PRP:\]md to score her on his
dashboard n grderic Ay effect the promotion. He was able to do so becauSe e 15 at a higher review level in the SID organizational
structure thar
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(U/F66) Teresa Shea

(U/40€) Ms. Shea, Signals Intelligence Director, was interviewed on 25 June 2014 and
8 July 2014 and provided the following sworn testimony.

(U/F646) In their SID reserve fund promotion disqussians.-Ms. Shea does hotrécall ©
' Jadvocating forf | She thought that NSOC had submitted
. ]for Jpromotion consideration via the reserve funds. She just recently learned from

] hat although N?'OC Wrofe'up & promotion-jusiification l.o:l. AP l_'_ i
. brought the nomination forward'in their final promotion diSCUSSIONS. & & & o rererarssar=ry

1. (U/AeE0) She does not recall any discussion of a personal relationship between

*Id-(€) ()

9¢£-98

-+ and| | a‘m_:l she was not aware that he mentored her. SID providés promotion
.~ funding to its organizations, such asD_ We rély on OLﬂ' Subbrdnian: nranggers e v v i
* accountable for making sure the right peOp]e in theqrorgamzatlons get promoted.™ -

t (U/o61) At the end of the ddy. Ms Shea is responsible for SID promotions so i'fthe process

was \flolated inany Wway, she takes full responsibility for that. | Jwas qualified for
pr_omonon based on what information she had. “It’s always the case that you are comparing

*°  apples to oranges...you are making judgment on the criteria...I do think she was qualified and
competed successfully on our list....”

(U//Feey Ms. Shea stated "I have worked \'\fltﬁzto: four years and have never

found him to have anything but the highest integrity, responsibility and accountability. So, 1

¥ 2ugss [ would be very disturbed to hear that there was some, maybe not full, however you would
categotize it, full legitimate behavior. I just don’t think that he would have done anything that he
did not Belueve was the right thing...based on my personal knowledge of him...If they had a
close and continuing comacy, I do think you should recuse yourself from a dt.ltberatlon for
monetary reward. [ think lf you asked an ethics lawyer, they would tell you that too.”
(U//4==¥a9 She does not rccall‘:shdwmg any kind of favoritism in the discussion
they had. “It wasn’t clear to me there was any kind of pefsonal relatlon‘;h:p or that he had

solicited any kind of input.... P PR R i
.'__..-.-----.-.. 9:
(U//Fe+63 When asked if] Jwould have been promoted mihoutl | =
involvement, Ms. Shea stated: “I don’t know. Evidently, she did not come up through her chain T
of command, and did not come to us through NSOC, so if he had not surfaced her, I don’t think :

we would have looked at her...” -
co
(o))
(U/A9) Ms. Shea believed thatf I\.\ /as deser\eing of promotion, based on her o
accomplishments and weighing the promotion criteria, = = = " * = = * » B WA xS =

FOR-SEERETASHANOFORN-
15
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(b) (6)
U/ | | S
UHFG'H-G-) On 23 June 2014} %5 | was
mtuwcwgd and provided the foilomng swom testimony. ‘.
(W/OH0) Jorked the[ Jin NSOC while—___ ~~]was
.‘the *She was a terrjﬁE performer in NSOC. i ..
‘.’(U!H-G-H-Q)l .. Iwho is freguentl\f on the NSOC floor, made a pomt ‘ohong Occasmn. ..
& ’ to say hello L(ﬁ | Someone later remarked to} Jthat | Iand %
i) I — [ PRS0
oo -
; (UffFGH@j_:does not recall an instance when he wrote up or was asked to endorse
2 . -, =, *_any ihtern for promotion. Had he been asked to, he would have provided glowing remarks on
I has never approachcdilior Jpromotion input on
Q
— Lo SR |

s,

T d-(g) (q)

9€-98

- (U:’I'FQ'H-QO Jlike the other IAPD interns he has had | ]v\as a strong pgrfori mer R
- when she workéd dor him in NSOC for six momhs in 2013 and 2014. The premdtion input © 2
". process for interns seems to change every year.® He provided NSOC a !

romotion write-up for| "« Jand later sent the same write-up to |
for a time-off award for| I He did not think he needed to give the IADP

anything further since he already submitted promotion input through NSOC.’

(b) (3)-P.L. 86-36

|
) ‘f_{ :

l'. .‘. - 1
* (U/ /e After the interview, E'?c@h‘zo& he Mad previously lor\\;?fdml a promotion s drite- tp g nhl Jwhich he mrﬁq

when he w as intery iewed by the OIG. Ouna2¥ Ju 12 sent documeptation that he Iwg‘lrﬂtd to H‘ILJ

for NSOC. January 2014, rugum‘lcndn;g romotion (Appeqgx C) = Je i
] {l"m :\m\ on Jl\[nbtl won list of a2 ganuary 2014 u‘ﬂh’lmml T |dc.\;€rihing the process for
TADP intern supervisprs to submj it ;:\titlwﬂopg for prcunonom.\ See appendix S = Lt * 8 i

7 (U/ M) Of 16 July 20447 the updersigned telephorficalldcontacted | _ ‘. ut 2 | o

F |u.knm\k¢5.&i‘fhat on Igbtuary 20144 she ru,u-'!'d an email 1m;n| 1 |N‘4'Q{ whigh secommended{________1
/ intern, for a ting-G1t d\\dl‘ddxp]itndl\ 1) ]I'IL title nI t'lk'@md]f was “Cogside llun Ibr '['Imu JiL Award] e I The attachment
llmtEuﬁrm ided jsMtled* Promotion 1u:.t1l|«.qlmp D'fR AFT does hot think she forwarded the

email and attaghnent to anyene afer receiving ityand to the bu'f ' her know e, dld_nnt receive a IJ]TIL“O“ award as a result.

said that gyt thettitle of the emai_ she weuld nobhave handled=the en dbl asa prumﬂlluu justification. $he did not forward the
the APM who evaluatet lpr promotiof,. Howt ever_in reviewing the document, emphasized
that the N%()L \\iII; up was rddtl\ti\ vague dﬁd that tifere was n thlm_ in it that made stand out from the other 1gh performing

; 3 acontribution that was Fol referenced on

said many of the intgrns had to e P v opined that
evaluation ur:\\huh p|du.d hnr in the bottom third m'ﬂnlr_lam]ldalu he reviewed (Appendix H). would not have
een sufticiently impacted by the NSOC input to moye her mtn the list of |_Jinterns he forwarded for promotion. She emphasized how stiff the
competition was within the IADP intern population. gnd »d:d the supervisory write-ups the APMs reviewed rarely impacted the overall promotion
decision on an intern. On 16 July 2014, sent ap email to the OIG saying that after reviewing the NSOC write-up, it would not have
changed his decision regarding forwarding for promotion

16
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b) (6)

(

(U!/'F(')'B'(')‘)’ In April 2014, emailed| Iand asked whether
| Jwas worthy of promotion, and if so. if he could provide bul lgts e\plal

1V-14-0099

ning why

(Appendix E). He respohded-with-anarratiyg summar mng wh) she deserved to be pmmoted

L]
L]
"'. TR =

and included relevant bullets from her ACE (Appendm ). 8 e e s

.'. (U;H‘GH'Q-) At some point.| ]‘;toppcd b) his office and told]

Ishe

*.  was not "elftl.l‘l& premoted, which surprised him. He figured it was too ]a{c to do anythi
*, that, bu * ., |flater lo_ld him that additional money il
*going to be promoted. |~

n(‘I’IG}\}S"""" R L I O O T T T

hing about
she was
« 450t

did not surprise him much when he asked aboylther, He.figured there ntight beé some

relationship betweer] Jpromotion and since the two are

(U//mater| |hope=; he did not play a lole in{ |Enilial]) not getfjng
promoted*hy sending the write up to the wrong person, especially sincé $hie Was 4 [‘Jﬁcﬂdiﬂt_'hal" Rl et
employee. A series of things went wrong within NSOC regarding the promotion process: he was o

confused becduse of the email exchanges with the IADP and NSOC Staff about what
to provide and Because NSOC was going to do its own endorsements. Also, the NSO
coordinator did not forward the write up to the IADP management. NSOC could lear
and make sure that ﬂ’lfi process improves.

(b) (6)

(U A " |

provided the following sworn testimony.

" (UHFG-H(-)} Jhe person “who madé the altegation that.he prompted| |based on an
« external relationship toes not, understand the SID promotion process. | Jcan only

+ make promotion recommendations? Ms.. Shga, SID Director, and ultimately DIRNSA

#inal decision on promotions. "

Ll |
L —
.

(U/H=e49 On 5 June 2014, | was interviewed and

frientls.

-

he needed .
C desk * oy
n from this ,*

. .
-
i

L]
L]

»

L]

-
.

.

-

L4

make the

(Uﬁ{—G'U'G-)' The SID Front Office is a major part of the promotion process. :asked 4

86-36

{(b) (3)-P.L.

regarding, her accomplishments.

. . . .questions abouf Jpromotion status because people pushed things his way .

(U/ﬁFeUe»;] Jknows[ |

o LT | ‘Herprobably did notget- to knowq
her graduation from high school, whén'he sent her a card. asa hiand
relationship with a lot of people

from college I

He recomiméndéd that she work at the Agency, based on her background which

Llg saw her more frequently once she returned
father .LS - - - - - - - - - - an " % 5

T ]

“I7d-(g) (q)

9¢€-98

(9) ()

.~ » v Rer inpthersig - |

*« .and has connected with| |based on their mutual interest. |_,__.
| a handful of times at work since she started with the Agehcy in 2011.

as seen
One day

he walked her down to NSOC to show her the center and encourage her to dora tour there. He

gives her mentoring advice regarding future assignments and the importance of a posi

FOP-SEERER/SHANOFORN- (b) (6)
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outlook. She has never been to his office for a formal mentoring session. He has probably
mentored her more |1han anywhere. He talked to her more extensively when

Jtold him |
L .I R

"T7d-(€) (9)

86-36

o

(b) (3)-P

s L

9€-98

. (U!!‘FS'L-‘G) A:nu:r;,ﬂt:] of people came to unsolicited about an
- IADP intern.-because they knew he knew her." When shé Was-in NSOC, was

" mentoring her. He a%_kr_‘:dl fif she was putting together a prometion package cm,d.;f- T
e :l i 'lwas helping her. He told her that if she needed him to read her pro.mof'bn- o>

packagu he would, although she never gave him a copy of her pmmolnpn package 1Q re‘\/lew .

- -

(UHF@-U-@% In late March, he asked his COS.| |t0 see whether} hf'as

(9) (q)

C ctitive for promotion. | Jcontacted and was told that

. was not competitive at this time. asked for detajls gs,tp why she i R
K qu not compelltlve and eventually was told that she was not compelllwe Lompared with the, . - * '. 4
- othér interns.” He was perplexed by this because he had heard of her strong conlrlbu.tions in .‘

. NSOC, and the IA Council. He heard that she had some typos on her, RRP. “Not satisfied .

« o With the feedback he received, he went to] Jand askedhim whethet

e 5

(b)

. should be considered for promotion based on her acc01nplishﬁrems._|_1 |said yes and
explained that NSOC had supported her for prqm@ﬂon | sen mpui .
(6) (Appendix F). . .

[ L] . - *

- - L -.
(UHFQ'H'G-) '+ . ., Jthen went on vacation for about ten days. At some point after he came

..+ » » back..he saw] Jand told her he had no idea what her promotion status

86-36

(b) (3)-P.L.

*« was, telling her that he hoped she got promoted. When he got back to work in late April,
Jtold him that promotions were essentially finalized and that SID had approximately
He asked her to see if] Jhad been promoted. She checked with and was
«* told

. idnot get promoted. emailed him areung she same it * * * *
et A "61a him she aid hot gét promoted. fe asked] o see ID‘looked at all the

materials she had and was not given a definitive answer. told him that promotions
were “locked down.” He worried about a process problem then, thmkmg “there may- have hegn a

*I7d-(€) (9)

9€-98

disservice not only to] ] but to other people as well. On 1 May 2014, I
- a'nd M. Shea reviewed promotions:| . .lto[-d-MS'. SHea that he suspected | «* "

due diligence had not been performed on| |by the IADP.Program Managers, They .

discussed her accomplishments and ACE score, and] |stated théli[had "

written her up for promotion. He said this person was being lauded aéross the Agenc"y-and by
external partners she interacted with in NSOC and had more accomplishments than'sdbme ef'tbe ..t

86-36

(b) (3)-P.L.

P .
-

. _-.-.. R N ¥ I
» By H')l!'(-)'} “Tfe !)!{n t!llL) [Burtd tvdence af aqng,individual giving unsolicited feedback tc abou I I
: See Appendix G and| Jiestimony. vas aware that mentoreck L I T e e

9 (L)) b 111 17 11 April 2014 email from LC stated: “Based on the program’s rt‘m\\ of romotion

(g) (q)

review package, they conaluded ;h‘r'uﬂwug'lhﬂm package Wy Sibstaptiyedas were the majority of the BePelbpMhéntprbgram participant’s
-.—-P-Fll’"fuﬁ\* Iﬁd@uwrﬂpﬂsﬁmmfa did"ndt demonstrate mission impact warranting a higher score. She was also notably weaker than her CE R
i pc&.run teaming. For these reasons. the overall score for package was in the bottom third of the group review. Also of note (which impaoted the”
communicAtibnascere). the package was a bit sloppy. with misspelled words and inconsistent abbreviations. z\]tlmugb lenredmtortable that
the Program [lhmu“bllldunu} utilized a sound and thorough review process of submitted PRP’s | uo!lld' be ]mpp\ to review the process
in more depth, and in pamaulaDmkdw if you feel there are any questions on the ;\propﬁdfm“ of the Program’s processes or any
concerns of thLJ)rpu.wnm Being fair to all metmcu See Appendix M. m’uj not reply to this email

~FOP-SEEREFAAANCFORN—
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other people SID was promoting. He recommended that she be added to the SID list, and

Ms. Shea concurred, assuming that funding for the promotion could be identified. They made
sure that nobody was going to be taken off the list, finding money from other sources to promote
| land a few others.

(U/Feeex] kid not talk to the IADP Program Managers about any oftth‘

* = * * tifdtérhs, including] | He does not know what their promotion criteria are: the
interface he uses with them is his COS. His" key questron is: “what-enahles us to,dp our,
"+ o+« .omission...We makeJudbment calls, which is within our purview, as long as the person meets the "
criteria for Eromotloh ¥ *Someone in the IADP cannot judge mission impact as well as senior

people i or NSOC. When asked whether He*was taneerred abauf the other interns,

particularly in light of thé¢ ddubts he expressed about.th IADP process |said he
discussed the process problem with Ms. Shea an Fm 1 May 2014 TTe Foiterated Ais ~ ~ ~ ~ =

concern with the process, specifically the emphasis on typos. He asked the question several
times about whether someone “plugged in with all the people to get all the input” and did not get
answers.

(Ub’FQ-H-G-)]:Sdid that somebody should look at the entire IADP promotion process.
On 1 May 2014, they had to make a decision on final promotions, and it was in the SID
. + Director’s purview legally to add| as long as she met the qualifications for |

(b) (6)

promotion. “I can’t go back on 1 May 2014 and stop the éniire process. . bécause 1 think we
have a flawed process somewhere in the organization.”

(’Uﬂ-FQ-l-J-Q-)J:did not make]| |promotion happen: “People promote

" " " “theimsélves...I can’t do her work...at the end of the day. I don’f have Her accomplishiments:. faMl 1 *
. .-de was find something wrong Wlth this process...there’s not one person in the IADP program
'. that-Suffered because of this..

(’UfﬁP-GU@-)Eexplamed ‘I had a role in| fpromotion, butd had.a. . . .

rokg in everyone else’s promotion here too. Can | promote someone without the justification?
Absolutely not. Ican’tdo it..It’s illegal to do it...I have the promotion justifications that WC!‘§:'
given tq us by the people in NSOC that wrote them up. I have pages of bullets and .

.
*

accomplfshmcnt% that that person has. T hat’s not my work. That’s not fiction.. ot i

(U;’/FG‘H'G-)]:md not review any ofthe’ other IADP interns prom(‘}tlon packages and

86-36

(b) (3)-P.L.

= . didanot recognized the names of two IADP interns who wese rated immediately after the
IADP'interns that had nominated for pr omotlon.l s |compared his

relationship with | | |promotion recommendations of

JHg explained:| -I
;0 l R Fvhatever...I know a'lo{ofpeople Would you ask that same

question off | you're makmg, the tecommenda,tlon for promotion or .
whatever...that’s part of his job, he can do that.. .| would say for an intern who doesn’t make it on
that list...there are people who are known to us bccauae of the1r accompllshments [ can’(tell
people, *don’t tell me about people’s accomplishments in our orgam/aUOn It wouldn’t be the

right thing to do.. R .

[
L] -
! f L]

*u A

(b) (6)
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-
.o

*e
-

*

.

*

. .S.OO would have said this person had not doneElwo:k At's Jyst the opposife,thaugh.~three * = *

'.

.

et '-('LJ?JFG)-EG-)' Ms: sm:at ~= -« land|

1V-14-0099

(_Lme):asserted that he did not bypass the promotion process: “We are

the

promotian*process... We did not take someone off the list that had been promoted....” He did

not promote someone that was not qualified. The objective data, such as the SOO’s
. ¥+écommendation to promote her, refutes the alle atl n tha
their externalrelationship. | = = = = = * = * Jd[' " I

i \’V&S l"["lak]]'IL mgmhcant contributions

romoted her based on

and

“was wor’[hy of promotion. The person who mdde the decision on her promotion did not have all
the data or lacked the insight that has. “We ha\?e'aﬂ aythority and an obligation to

see if there were people who were in any way shape or torm missed in'thig process. We fe

[t that

person was missed...you could easily have dozens of 1G conm]amts every time you do t:.sif the |

pages for-a who has dong gll these things at*highlevels.” £ If the information that was

* forwardedon| " *+. has not considered as part of the plomotlon process, then the
plDCESS has a serious pro’l)lqm “e., . .

.
LI T -
. . M

.
] 2 2 2 2 8 8 8 &= & -‘l-.u ------ " owm m, g Wy o

(‘UfﬁFe-He-) After being asked by'l | |c05| =a
&mailed and said that] "+, |package whlie substantive, did not

démanstrate sufficient mission impact. The TADP administrative prcrg,l am is rrot able to judge

mth-what he heard fror and others. The people did hot 'do ¢ due dlﬁé'e.ﬁc'é?

*

mission impact like a SOO would. ThLElf'ccdbat:k he rt_pf;l\{egi is, lremendousl inconsistent

- t .
-
. = .

case. »
L4 *

(UNFG'E'S-) :s:mp]y asked| |whether| " .

promotion. When he inguired. h'e'ret,elye.d.the-aforcmehtloned write up. He Ihcn had 1o
a(jjgdlqa{e'thdmoonsmdnl m?ormatmn from the SOO and

San -J-- LT}

nl

R |w£ls deségving of

-

-

“You have't start wrth did
mt e pérsoh 'have tHe atcomplishiments. . We are going fo know a certain set of people imour *,”

. *

organization., Those people should not be penalized for us knowing them. That is a concern thal» :

I have here. This gal should not be guilty by the fact that .she v\as ; -8
promoted becairse she did something that somebody thought she warranted promotion. .. Atthe- . , "_ 3

. end of the day, th'e value for whether or not somebody is contributing to the mission has to
" with peoplé i ih 't-lre'orgﬂnwallon If doesn’t rest with somebody in the developmental
program...the SID Director asked why
promotion points....”,

|spent considerable time going over
promotions iri 4 very profgssional and detailed process. “Everybody in SID gets a look...1

rest

did not promote her...he does not have

dao nol

have to go back and look at people...but I have the authority to ask questions. ,.d am

responsible for ensuring that everyone in SID gets a look...we can ask questlonq OR ]Jeople
groups...that is fair in the process.” .

*
-
-

(U//F4y “Why didn’t | promote her the first year, last year.. .w]w-d'lcin’t I ask for her

package last year...I knew her probably better then...I would net-advocate for her any more .

than | would advocate for...when you start to question somebody’s integrity, you make
assumptions about how we feel about people and it woukd almost be asking me...would vo

Ll

promotel "

for whether I have met them outside or not...

T
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(b) (8)

anything you are harsher on those people that you kr.iqw.béc'ause you know you are going to get
the scrutiny...l have no final say over them,..at the Senior Executive levels, you get people that
say| |..I'm telling you...at our level it’s'crazy...some of
us say no...everything you do, you do with integrity...would I favor someone.. } |
until I can retire. I haven’t done it in 35 years, I’'m not going to do it now. It’s a goofy question.
I don’t want people’s values imposed on me. | have much higher standards...impeccable...l am
not going to put my career on the line....”

(U/Fe=6e) |sent| Jan email the day she received promotion
feedbagk *She subsequently emailed him that she recéived-the.ward that she was getting

" (U)/RSES) i the bisiress'that 1 am s at the devel-l am.at, you make jt.a .point to do things by

policy. regulation...there are no favors that you do for anybody in this business...”
nd anl Isupervisor had day to day, hands on knowledge Oﬂ |

perfpnmance and were in.the.best pesition ¢o say whethtet She déserved promotion. He asked , «*"
L3 * theni « f@r-thear.rewmmenditlo n and they provided the write-up. Weighing that write-yp vice the

feedback he received from which he did not deem sufficient. he felt there was a horrific
injustice.” Based on all the data he had, he felf Jwas deservmg of promotion.
There was sound informatien there to coiduct a re-look i in this case.

'. L = .
! -_(“?f’F@HQ-E Following the interview]™ * - - Itorwardcd the promptiqn,igpput from

and | (Appendix F) and an email he received from Chief,
regarding erformance there (Appendix G).
p

(U) Analysis and Conclusions

(U/Fe6) 5 C.F.R §2635.101(b)(8), Standards of Ethical Conduct for Employees of the
Executive Branch, states that “employees shall act impartially and not give preferential treatment
to any private organization or individual...” PMM Chapter 366, Personal Conduct,

Section 1-3.G, states that “generally, every employee is expected to...act impartially and not
give preferential treatment to any private organization or individual.”

(U/Ae) In December 2013, the Merit Systems Protection Board (MSPB) sent the President
and Congress a report titled “Preserving the Integrity of the Federal Merit Systems:

Understanding and Addressing Perceptions of Favoritism™ (Appendix L). The MSPB noted that
the:

Merit System Principles guide Federal supervisors to base their workforce decisions on
objective criteria, such as assessments of ability or performance, rather than personal
feelings and/or relationships. In brief, “personal favoritism™ occurs when a supervisor . . .
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T Additionally, they review submissions of candidates who were recommended by an organization

1 " |Ft ndne.ofthe categories that would typically receive promotion attention from

1V-14-0099

grants an advantage to one employee . . . but not another similarly situated employees . . .
based on friendship or other affinity rather than a legitimate merit-based reason. '’

(U/rese)| Jtestified that as :he| |

| he is responsible for the carger development ofeupdofr = = =+ + = <* %"~
.civilians and that he is a senior executive who has o'th_et: senior executives who work for him.
Given this scope of responsibility, as Ms. Shea testified. SID leadership, including
and Ms. Shea, focus on senior promotions. | testified that
and Ms. Shea only conduct a name-by-name review of the promofions to'GG-15.= = = + « . .

buf were not promoted due to funding constraints within the recommending organization.

"Trd-(g) (q)

9¢-98

(U/ A=) (‘eltain]): as he stafc.d has the authority to recommenrd-the’ promotlon o
of an employee in the SID organization. But the isSHE is not” ~whether promotion $ .
recommendations are within his purview,"buf rather whether] |1nvo]vement in ‘The .

promotion of] [provided her preferential treatment not available to other,similarly .
situated employees. F

. .
* -
*

(U//F=0) Additionally, the OIG is not questioning whether] Jwas qualified for
romotion. The concern is, rather, that she was given favorable treatment over the otherDl(}C-
ﬁn{ems who also submitted PRPs but were not forwarded for promotion, including a
significang numbe! of those who were rated higher than her, because of a non-work-related

relationship wth:

(U/4ee)] |kndwledge of] Iwas almost e};c!uswely due to non-
"work refated interactions, as well as memIapon forwarded from tWo 01‘] AR S L

supervisors who knew of his interestin hercareer-{*,* * " * has a fong time aqs_oclaumﬂwth
=« .. Janid] . Both land

| " ., |tc<;t1hc,d that tHeY have kmown.eagh,other since a@ Oxlmatt_]y 1992, almost 20-

*Trd-(€g) (q)

9€-98

years before]” * + ., |began working at NSA. sharés-fut afinferestin o o
| Iwithl "+« . Jfather} |Ii | mpﬁfts.rz,cd that, . » :

*, she has never workéd' directhy forl - -+ . . . prheepina posmdrrwhre;e.he li;;.)i.lkj 'observe"ha.r "

* day-to-day performance. Though he has not met Tormally with asa 'm'enfou.\ R Yl

|has given her guidance and mentorship several times over the three yegrs tha she
has been an Agency employee, primarily when they were| I I | R
comfortable enough to directly inform him that she was having a difficult time finding a full time

-

(9) (q)

- = 54
. I

+ - o
* ...l‘

. b J
10 (U//medd The Merit System Principles are codified at 5 U.8.C. §2301 and are applicable to agency Emplmus sp-.ulualh with regard tos * b

b g
promotions, See, e.g.. PMM, Chapter 377, Definition of Terms Annex, par m.{m;:h.- Spec rhgd[f\ s0sce §2301(b)(8) states that “[e]mpldy ces »’
should be protected against . personal favoritism.” i . . )

I (U/#eee) Originally, the OIG r-.pon indigaiedstht and] |t'alhcr| 5 % _ ]
During his interview with thg QiGeon 3* Jine 2014, estified that | . + |
1 Jand just, you kpgme” lhat s, kind of a side interest of mine.._he knew of my interest in that*so we talked aboutthat .. .~
In s response to the OIG Enmatau‘l‘mamﬂs (Appendix N). indicated he never di:scusscdl k\ithl i
Accordingly. the OIG |-.p;rph5-\ thn amegndeds cengislent witl response

.‘lllgunnnnuln---nu
-4 s
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position inDas well as sending him at least three emails about her promotion status and the
feedback she received.” = =« . ,

(U//FOBO% Though sources repeatedly told the OIG that the' TADP-interns are a special, high
performing group, did not insert himself into the promotion process for'ahy other. . . ..

— intern. When questioned., did not recognize the names of the first two IADP interns A
= identified as worthy of promotion should funding become available, even though they were 2
o) ranked significantly higher for promotion than| Jwho was in the *not ready for ©
weunns o Jromotion category.” In the meeting with Ms. Shea to discuss finalizihg SH> premations, . 0
e dld not mention any individual other than] e R R LR e
(U?‘IFQ-U-Q# From March throu;:h Jun-e:took five separate actions in support of i
% bromonon — he took none of these actions in support of any of the other &
GGI /\DP mterns Who' submgtfcd PRPs'but were not forwarded.fer.pramation.. . ., ... ."" A 2
.°. [ (U ees ]n ld,ti.‘.‘. March, 20 l-4-_asf<ed:[to asccr,tam whether Fe ’
S’ | | was cmhpet:lwe for promotion. e
(b) (6) 2. (U/A49 In early April 20]4. s .asked for and received f‘mm:
N details as to why was not competitive for promotion.
3. (U;"/'FG'U-G-) On 15 April 2014, he emailed| Jand asked whether he thought
was competitive.for-p ‘dmotion and asked him to craft several bullets that
»" woul‘d.hlghlzgh_[ her accomplishments, if] |believed she should be
.-' consrdf:l’cd_
& o "" S A (U[/‘FQ'H'G-) Ih'fa:e' Aprrl 20 I-4.l “idinlaia . a lagalpaske to determine
T whether| ", Jwas going to be promotéd"within{ - Jang was told that she was
P not. L
E ~naaag . (Uf"f'@ﬁ'@‘l On | May 2014 I | without notifying Ms. Shea that hls o
I “Knowledge of = - - + . . . . Jwas based primarily on his ﬂlends'hlp withher, """ """ """ ~
&, recommended to Ms. Shea tha ., Ibe promoted using SID reserve funds. -
a Ms. Shea, who assumed that NSOC had Seught her promotion thiough resgrve. lundx LNBEEE
..., agreedto p;omotel Ilffundlnb apu.id boidentified: " ", L. -0 L.

3 i;lfﬂ&_l_[took these actions wjitheut B\?er Fia.vmg reviewed or “evaluated
. «IPRP. In fact.| Jdid not assign scqre':'lo her PRP until 19 June 2013,

more than six weeks a‘fter..rgcommendmg her promotjantd M:s. Shea, when he was required to do
SO to documc,nt the decision to pr@mq;e (Apperrdlx K). ie

(U/e+e Evei]_l ]mterest tr.;r |pr0m0t[0n had developed from a
concern about lhel_lt,valuatlon process, he should not have-be¢ome personally ihvolved with
the decision to promote her, given his long-time friendship with| land

as well as the mentor relationship. Assuming he had a valid concern that her accomplishments
were not appropriately considered, he should have removed himself from the evaluation process

*
*

—FOP-SEERET/ASTANOFORN—
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and referred the matter to another senior leader to adjudicate. At a minimum, he should have

fully informed Ms. Shea about his relationship with| ] before her
decision to promotel | a decision Ms. Shea made based ptimarily on his personal
recommendation.'” Tnstead, and against the advice of his C@S. ,hg: inserted himself" directly, mto

a promotion evaluation of an employee with whom he jis associated almost solely outstde thee 2114 N
Agency. while at the same time not taking any actjons for similarly situated employees and not

taking any action to address the purported weakliesses he identified in the process itself.

(U/Fete) .Itl_lhdd solu,fted input and lobbied for promotion for any other IADP

intern, as he did for} I-ne is blelythat his ipvelvement would bave reaudted indlrat = « = ===
intern’s promotion, as it djc for The influence and authority,t tba.t[ S I

Cannot be overstated. | |was ‘the only IADP

Jdirect involvement into the promotion process and

., . *Jactions were unquestionably the catalyst fo:" ].pnom.ot.lalL 6 g

(U/iReee |

2 a o 3

intern who benefitted from|

n l l.. l.l.'- ‘:l:‘.‘.‘-'!‘h“

actions clea‘rl} prowdt:d] Pase T\mth an ad\fdntage ovér the
IADP interns*whb had submitted PRPs but were not,forsarded for promotion

rocess in 2014. 1f he had misgivings about howDevaluated the IADP interns,

hL should have initiated a broader review of the candidates instead of focusing his efforts only on
| When the interns submitted their PRPs, like all Agency employees, they had a

right to expect that*each.PRP would be evaluated in a fully objective and equitable process. The
rEIIADP APMs and PM worked ciligently to ensure a level playing field for the interns.

T ].“wo[vemcnt significantly tilted that.p aymg field in |fav0r The

an unfar advantage over her peers. And
while it is correct that no employee was removed frorh ’tHelpmmo,tlpq list 10 make room for" » .

claimed, this does not account for the "fact fhét'fandil@' was. |, i, ‘.,
available to promote one more employeé arid"that fidnt bf the ther tmployees whoswere NISIPLHES Y

"Trd-(g) (q)

9€-98

. forwarded for promotion was given an opportunity to fairly compete for this promotion position.

,{UlﬁFQ-H-GH Jactions granted an advantage to one employee, | | but

" ot other similarly situated employees. These actions, based on their personal | relationship |afh1=1~ e
th‘an a ]CQItlmﬁ(C merit-based reason, resulted in ||ecu\emg pleferenual treatment ~ * " "
and persona[ favoritism and violated 5 C.F.R. §2635.101(b)(8) and PMM Chapter 366
Section 1-3G._ Furthermore, | hctions resulted inl Ipromotion to

GG a promo't]on that otherwise would not have occurred in 2014. As a result of this . , |
promotion,| Jreceived-significant financial and senionity gains-that she othemuises v v 3 %~

"1rd-(€) (q)

9€-98

would not have receiv ed 1 actions, takenrin his rdle ds'aplblic official, resulted in
the private gain of] |a friend and person with whom he is affiliated in a
nongovernmental capacity and, therefore, violated 5 C.F.R. §2635.702.

12 (U//ew 5 C.F.R. §2635.502 provides a process by which an employee who is concerned that circumstances would raise a question
regarding his impartiality can seek a determination by an independent agency designee on whether the emplovee should participate given
concerning circumstances.

bbbt b b
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IV-14-0099

IV. (U) RESPONSE TO TENTATIVE CONCLUSIONS

(U/AeH8) On 29 September, 20]4,:;responded to the OIG’s tentative
conclusions. His response is included as Appendix.N.

(b) (6)
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O RN
IV-14-0099

(b) (6)

V. (U) CONCLUSION

(U609 The prepohde'ra{nzre of the evidence supports the conclusion tha
gave preferential treatment to| |during the 2014 promotion
process, in violation of 5 C.F.R. §2635.101(b)(8) and NSA/CSS.PMM, Chapter 366, Section

1-3 (G), and used his public office for the private gain of a friendl, in violation of 5 C.F.R.
§2635.702. .

(b) (3)-P.L. 86-36

07
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IV-14-0099

VL. (U) DISTRIBUTION OF RESULTS

(U/Aete3 A copy of this report of investigation will be provided to:
1. M/ER for information and any appropriate action.

2. Special Actions, Q242 (Summary)

Senior Investigator ',

(b) (3)-P.L. 86-36

Concurred by: o

Assistant Inspector General
for
Investigations

Release 2022-12
NSA 22833



Doc ID: 6797912

IV-14-0099

APPENDIX A

(U) Applicable Authorities

1V-14-0099
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UNCLASSIFIED / /FOR-OFHEATHS-0MEY
1V-14-0099

(U) 5 CFR §2635.101 — Basic Obligation of Public Service

(b) General principles. The following general principles apply to every employee and may
form the basis for the standards contained in this part. Where a situation is not covered by
the standards set forth in this part, employees shall apply the principles set forth in this
section in determining whether their conduct is proper.

(8) Employees shall act impartially and not give preferential treatment to any private
organization or individual.

(U) 5 CFR §2635.702 — Use of Public Office for Private Gain

(2) An employee shall not use his public office for his own private gain, for the
endorsement of any product, service or enterprise, or for the private gain of friends, relatives,
or persons with whom the employee is affiliated in a nongovernmental capacity...An
employee shall not use or permit the use of his Government position or title or any authority
associated with his public office, in a manner that is intended to coerce or induce another
person, including a subordinate, to provide any benefit, financial or otherwise, to himself, or
to friends, relatives, or persons with whom the employee is affiliated in a nongovernmental
capacity.

(U) NSA/CSS PMM Chapter 366 — Personal Conduct
Section 1-3, GENERAL PRINCIPLES FOR ON-THE-JOB CONDUCT
Generally, every employee is expected to:

G. .Act impartially and not give preferential treatment to any private organization or
individual....

UNCLASSIFIED/ /[FOROFF AT BSE Ot
1V-14-0099
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FOP-SECRET/STANOTFORN
IV-14-0099
APPENDIX B
(U) Emails between and dated 29April 2014 and

5 May 2014, respectively

(b) (3)-P.L. 86-36 (b) (o)

[V-14-0099
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From: | |
Sent: Tuesday April 29 2014 12 58 PM G .
To: | l . R
Subject: (U) Personnel Issue N el e
(b) (6)
Classification: UNCLASSIF IED/ /-t P
From: | e+
Sent: Tuesday, April 29, 2814 12:35 PN * " * .,
To: | o
Subject: (U) Just a quick note ",
Classification: UNCLASSIFIED/ /-Gt
T
Hello, g
(W8]
I just wanted to let you know that I did not get put forward for promotion this year. | .
-
<o
. o
I hope you are doing well. A
a3}
(U/ /rome

Classification: UNCLASSIFIED/ ks
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From:
Sent:
To:
Subject:

Classification:

1

Monday May 05 2014 2 11 PM

RE (U) Feedback

UNCLASSIF LED/ / ittt mefebiomimio i

We walk by faith!

(9) (q)

»
-
-
-
]
.

L I

The lesson for you is to always take care of the mission, capture your contributions,
ensure that they get to into your supervisory chain, and finally remain positive. Being
negative just places you back in the same position with a negative disposition and in the

end, the right

thing will usually occur.

The final decision (for all Agency personnel) rest with the Director, but this is very

positive news.

Thanks for the note.

. .
- "
Fl‘om:l I_.'
Sent: Mondav. Mav A5 2014 1:25 DM [ iR
To:

Subject: RE: (U) Feedback

Classification:

Hello again,

---.--..-l.u-----;’--ll.l

*
*
-

*
"R E W R E N SN E S EE NS EEEEE

UNCLASSIF LED/ / triormisioimepeimfoietmfebionfmisifeemi

*

(9) (a)
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I got a call back, and received positive news!

Thanks,

o
w
|
-
[ss]
Ff‘cm:l I T
Sent: Monday, Mav 05, 2014 10:22 AM o
Te: ul.:":-------uu.ol----------.o-l.
- n % -
Subject: RE: (U) Feedback L ses*” s
- - ® -
'a. .-" .
L :
.-'.‘-- .‘.* o'
Classification: UNCLASSIFIED/ /o u:r.m,_'rgL.L-J_;;_ ey .-'.n.
‘--".- 0. . w
*
*
*

Okay please stand-by. There should be additional information ftﬂﬁhroming. Thanks

-
. momowom
4 ampum &= waun -
i owm owm EOECELE L= B "
"
s mom e wnonn . "
s = nm w m = 3 L *
e = m a = m =8 & .I‘- +*
+ s+ " *
- .
-
-
R .-
.
g .
.
- . +
.‘_- 75 .0
-.-‘ - -
. . *
.
* .
. *
o .
.
- *
. -
- *
.
- .
* *
*
. -
- +
.
L]
*
. *
. .
+
* +
. -
& .
.
¥, -
* *

Fr‘ow:l
Sent:
To:
Subject:

Monday, Mav @5, 2014 10:13 AM ,°*

(U) Feedback
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Classification: UNCL:&SSIFIED/;’fC:‘ T e ———t———

Hello,

I just wanted to let you know that I had a very neutral feedback session.

I hope you are doing well.

Thanks,

(b) (3)-P.L. 86-36

(U/ i &

Classification: UNCLASSIFIED/ /foftrimperti—r—ry

Classification: UNCLASSIFIED/ / kb

Classification: UNCLASSIFIED/ /4trmmiiefieimirt b
Classification: UNCLASSIFLED/ / omirimiiioim— iy
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APPENDIX C

and Promotion Justification to

for

1V-14-0099

(IU__llNSOC SOO Nomination Priority List for 24/7 Personnel (FY14) —

il (IADP intern) 5 | dated 2!

(b) (6)

8 January 2014

(b) (3)-P.L.

86-36

1V-14-0099
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NS OO Nomiination Prior | t for 74 Pars
-
*
1 The following candidates arg hominated for promotion, 1n priority order
.0
*
3 -
15 ¢
*
-
*
i (b) (6)
.
- =
-
-
4 -
i
tRationale for the ordering of candidates -
+ e
P T
'I s " *
. ® = "
0' . n =" R "
P -
g m = . X
o
o
1
o
D
s |
D_-n st T " .
1
=)
Q
*
:
:t
* .
- -
* -
- -
- ..
* +
-
- -

*2  The following employees are nominated for DCIPS Quality Increase (DQI) or
*, Sustained Quality Increase (SQI)* in priority order

*
*
Ye*re=—
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(b) (6)

"X oE s s s EE O OEOEOEOEEEOEEE A .-'-'.-.-._
5 %

™ =
| o
o -
= @
. |
ke e

o, .
| |
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—_—— (o3}
Q .a I
== W
- a oy

- - ...,1...._-..._.‘.1 I
———— NS I |' as displayed a high-leve! of profess 3 | ]t
L |
anag decicatl t 1SS th a matunty and Lapabidtwbeyang | gf years arng ne 1y A0
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(b) (6) ;
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1V-14-0099

APPENDIX D

(U/F#8¥E69- Additional Vacancy for FY14 Graduating IADPers

(b) (3)-P.L. 86-36

[V-14-0099
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EW: (U) Additional Vacancy for FY 14 Graduating IADPers| (———

w
— C
—
Q ¥
T E\A/ | T P .
W: (U) Additional Vacancy ., ..
. C o A PP " *e
. February 11, 2014 446 PM wl ., o
A = 5 i . .
- February 11, 2014 4 46 PM 1o 'y o
- Fawsiy .‘ L
. Y. Y
'] a¥
e e s . 2 e wwn=nn =
* 1S SITICa 10N e et R R = e —
. wonon -
as follow-up to our conversation last week _.an additional vacancy has been provided to the interns | | -
keep you up to date on the applicants/selection process Please let me now if you have any questions w
I
T I I I Temm———— .
e T S T R R LR (o
w
o
I
w
o
" = = = -.
-.o-.--IOI"""'.... o
e m W B MW E W B RSN :-..
mel I oy "
“ " ~ ~. T ..
Sent: Tuesday, February 11, 2014 12:59 PM N ;
IL:I o t o
ry L]
- -
. L ]
* L]
-
»: .
- L]
b L]
*
5 .
- L]
¥ L]
-
R .
* L]
* .
-
.
-
- -
- -
- -
-
- -
- -
- L]
*
- -
- L]
- -
-
- =
~ L4
Lr,l .
Subject: (U) Additional Vacancy for FY 14 Graduating IADF’(_-H\_I I
Classification =S e S S
Good morning
First, please let me introduce myself. | ml I.'_'a.-'a{f | aml I
I - - Iir_,\ include the
Cal .

.
If you are

IADP
-

Il‘-:absence | would like to direct your attention to an additional job opport
a II:'.,‘hief of Staf E‘«Jr* ccehe
-

i AT 3 1 x = = i 41 P 3
interested, please fogward your updated ISR to the
-
'] - =

(attached)

dllas

Looking forward to meeting all of you

(b) (3)-P.L. 86-36
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(U) Email froml

(b) (6)

-

-

APPENDIX E

to

(b) (3)-P.L.

86-36

1V-14-0099

dated 15 April 2014

IV-14-0099
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.. (b) (6)
From: | 1 ",
Sent: Tuesday, April 15, 20614 1@:.32 QT Ty
To: "._
Subject: (U) Personnel Issue - T
l'. ..‘-
C1aSSTiFiCation : michmmsbhei et G bttt e Wli2)Bals: 820
% ST § : . . (b) (6)
Hope that all is well. I have a-question that requires your input.
| | You mentored her in NSOC and probably contributed t0 her gost_récent ACE. As
you know she has been with the Agency for 3 years having bgan® hir , as a [:f::] My
question for you is do you believe that she is operating at the [Llevel and would you
consider her competitive for promotion at this _time,*1.e. does she meet the criteria that
would warrant consideration for promotion to If not, fully understood, and no further

action required. If you believe that she does warrant consideration, it would be helpful if
you could craft several bullets that highlight her accomplishments (NSOC primarily or
elsewhere if you have them) and why you believe she should be considered for promotion. This
should not be lengthy and again a “not ready” for promotion is fully acceptable.

Thanks for your mentoring of our junior employees. You do it extremely well and it’s a
tremendous investment in our future.

Thanks again.

(b) ()
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(U) Promotion Input from

APPENDIX F

IV-14-0099

|dated 16 and 20 April 2014

(b) (3)-P.L.

86-36

[V-14-0099
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From: I I.
Sent: Wednesday _April 16 2014 1 35 AM g
To: | | "
Subject: RE  (U) Personnel Issue Y S
Attachments: PROMOTION JUSTIFICATION DRAFTI:[JAN 2Q14 doc
Categories: PERSONNEL SENSITIVE “ TR M
Classification: OO Tor T ——— iy = L
(b) (6) g
. m = s m W m m m s w m 8 ™ ®m S S S S =% %3=@=G@® a
H m m % ®E ®m N m ®E ®E ® = ® o]
i3 ,
g
[m
I am doing well especially considering that the last year and a half has probably been the S
most difficult year and a half of my life so far. Thankfully I am being incredibly blessed "
at this time. i
...‘...'.-.;.rfll-
I enjoyed havinngith me in the :last year and the beginning of this year. 1
am more than happy to provide you with some bullets. When do I need to get the bullets to
you?
I am back midshift for Thursday mids and then I go Days for 4 weeks starting Sunday (those
two days will be my best opportunity to provide you with bullets). One of my reasons for my
staying in NSOC_is the chance to “hang” with some of the many fantastic representatives of
NSA’s future. is a perfect example of the caliber of young folks I am able to get to
know and hopefully encdufdge and mentor.), , . .
" = m %= = = = = s = = @® --...---.'-.'-.‘-‘-‘...--
m a m = m ® 2 ® = 5= =& .-.-ll-" g
BTW Iput together a write-up forEbased in part of what I am =
attaching - if you want additional bullets, please let me know.. W
"ID
(b) (8) i
Take car‘eDdrld thanks for the note! @
G
(o))
" % = = ¥ =¥ N 8§ ® § & ® ® 8 ®E N S S S S W N N W N N S S S ®S =N ® ® % & & ® ¥ 2 8 B 8 §F 8 ® ® N =W 'I : :'-l‘-’l f‘
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(b) (6)
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(b) (6)
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From:

Sent:

To:

Subject:
Attachments:

Categories:

Sunday. Apnl 20 2014 1

223 PM SRR S o

(b) (3)-P.L. 86-36

RE (U) Perscnnel Issue N
PROMOTION BULLETS lidoce =egrmmmrmmrerg
: ‘l‘ ..:0
TDYRBadS .n.‘ *
I. .‘.l'
0' ’. ..a
Classification: =i o Fok ¥
0‘ .
I‘ ..
- *
- -

Hello again

I hope you and your wife had a nic® Easter Weekend!
*

I have put together «ahother item on
the ACE I wrote f&r her recently, t
If you still jreed something more from me, please let me know.

support

.
-
-
-
.
-
*

-

*

(b) (6)

*
*
-

for promotion.

Have a great start to your week!

From :I

Sent: Tuesday, April 15. 214 16:32 *

To:

Subject: (U)

Personnel Issue

e, +
" o
'la..
"

.
-
-

behalf with the approach of,using 5 bullets, from
ed (somewhat) to each of the promotion criteria.

Again, I wholeheartedly

*

(9) (q)

LI I RO B B K B B B I B b L
*

(b) (3)-P.L. 86-36
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(b) (1)

(b) (3)-P.L. 86-36
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(b) (1)

(b) (3)-P.L. 86-36
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(b) (1)

(b) (3)-P.L. 86-36
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(U) Email from Chief,

| |to

APPENDIX G

(b) (3)-P.L.

86-36

IV-14-0099

dated 15 March 2014

-

(b) (6)

1V-14-0099
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frany I N e -‘l (b) (3)-P.L.

86-36

Sent: | hursday ine Ub 2L !
I PI-I.."II-I‘.-

To: . LR
e Fersonnel 1ssLE G . .
Subject: J) P R L Y
o T . ot *
Fer b . g ..
— 1 P 2. o . . .." .o
{ CIT 2 FRAR ] ] -
o w n R ) 2 ..o
e - " T U5
- - -
y < 7 +i A
n t found th ' the gueue fron unsol ui‘n\ ‘. xecutive i our organizat W
ommendt st tc her abe I I;"n rm °-_.;§ r kno f j ¢ d |
R .
[ ] L= ] o
-
-
1] '
L . B R U D R S R T LI *
i S e T S I RS
(b) (6)
L "= & = = = = - = = "= = = = = = = = = "= = = "= = = - ‘
P
. - “o.
=y - - ‘I
- -
) - L3 i ..'
ol -
From | s .
l Ko R, AR -
Sent: Saturday, March 15, 2014 12:15 PM=", Lt
- -
To | e
‘ " M I
Cc: . .
. - * I
- - &
- -. ry -
I o - . -
: ] .n t. i
Sub]ect- 'iljrr\r("r‘\ 1Y "'II ¥ W - R . . .
- -
= TN e ow g S % * *
‘.I.. . g . " I"'n....'.t..:: .:.
|ASSITICAM®T =ttt ——— " ataeg,
.
" (b) (3)-P.L. 86-36
.

., .
e, -
LN .
LI N .
.

oy, .

. .
e, -
LA -

- -
LN ]
Ll T

P % 2 o= ® E RN R oEoE N E RN NN OEOE O E W RN EEEE S E W NS ®EoE s EE s wweons aVal

(b) (3

y=EB.L: 86-3%

---.-.------.-l------n-nt-------no--.

NSAnet .

From:l I
Sent: Friday, March 14, 2014 3:47 PM

To:
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Ce

L

Subject: (U]

g

-
»

i i e e -

(b) (3)-P.L. 86-36

T
.
.
-
-
.
.
.
.
d v
P * .
—— .
-
-
L T
*s .
... %
-
., =
i Te ®
“., o.‘
LI
e —

(b) (1)
(b) (3)-50 USC 3024 (1)
(b) (3)-P.L. 86-36

(b) (3)-P.L. 86-36
— ——

Classified By
e e e n e e e s—
Denved From NSA/CSSM 1
L)Aal U0 /010
‘i, { { n eEsetret-
....
I..
...
...
'I
lassified |
Derived From: NSA/CSSM 1-52
Dated 20070108
Declassify () -—————————

Derived From' NSA/CSSM 1-52

Dated 20070108
Declassify On =a=aa504
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(U)

APPENDIX H

(b) (3)-P.L.

86-36

1V-14-0099

Ranking of IADP interns for Promotion

IV-14-0099
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(b) (3)-P.L.

86-36
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—FOP-SECREFASHANOFORN-
1V-14-0099
APPENDIX 1
(U) Email from Recommending Time Off Award for

datéd 3 February 2014

»

(b) (3)-P.L. 86-36

[V-14-0099
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From:

To:

Cc:

Subject: (U) Consideration for a Time-off awardl | .
Date: Monday, February 03, 2014 2:41:41 AM ey, B 3
Attachments: PROMOTION JUSTIFICATION r:-P..:.F-Il |_L1-:'-1 2014 .doc YA, W, .

Classification: UNCLASSIFIED/HER-EFetas—ats e,

Good morning!

| | IADP intern and forme:_eft NSOC a few weeks ago anmnd [

wanted to recognize her for her hard work and dedication to the mission during her time on watch
with us.

| am wondering if each of the organizations addressed in this email would be willing to provide 8

*Td-(g) (q)

9¢-98

hourseachtowarda24hourtimeoffawardf0|i |- RomEiRe ¢ KB 4 B WESESEER 8 R 8 R

Additionally, | have provided a draft for the award write-up. Would you please look at this
document and see if it meets your satisfaction or if you have any editorial comments.

If you are in agreement with presenting an TOA tDplease prowde gwdance on how we, shquld, ,

proceed from here in the process. | ask this because we have had some dlfﬂcuity when trying
these multiple organization awards in the past.

Thank you in advance and have a great start to the week!

"Trd-(g) (q)

Take care!

9€-98

L NN

Classification: UNCLASSIFIED/=oR-oH-ctAt—S0Mtr
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1V-14-0099

(b) (3)-P.L. 86-36

APPENDIX J .

(U) Emails from

[V-14-0099
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— -

From: | S Womiy
Sent: VWednesday Janugry 08 2014 Y 38 AM RS, .
TO: = " " = omoww : : : LI,
- = Il] s = = = = = =
Subject: ' (b) (3)-P.L. 86-36
i ]

- - “ - ) . ¥ el o W . Lo r -t - * )
Classification: UNCLASSIFIED/ f=trim=ar=f==tit—ttSE—oitT ) .
You are being BCCed on this e-mail far privacy purposes .:" g
(U fmimimm \W/ith the new electronic PRP process, we have contacted HR to help t"ﬂl’aﬁh.:;h procedures for the IADP 3
promotion program. This cycle will be slightly different than in the past. PRPs will lse Sent directly to an Associate g
Manager You will not send your PRP to your tour supervisor. Next week will send you an e-mail with the «

name of the Associate Manager that will initially review your package along with additional information regarding the
IADP promotion process. After the Associate Managers review the packages, they will submit individuals to

with a Nomination Justification Statement to review for promotion :\MIE review the packages to determine
who will be promoted Promotion packages will be due to the Associate Manager that has been assigned to review your
PRP by 23 January 2014.

(U/Aeeaiam In preparation of the upcoming cycle, we are interested in whether you intend to submit a PRP. Please reply
to this e-mail with your intentions {yes, no, unknown) by COB Friday, 10 January 2014. Your response does not lock you
into submitting or not submitting a PRP. Regardless of your response to this e-mail, you are able to decide whether to

submit a PRP through 23 January 2014.

(U et Submitting a PRP is a personal decision. There is no negative impact il vou do not submit
a PRP. Your decision should be based on the framing questions found on the “go promaotion™ website

which also contains information on the promaotion process and auwlomation,
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*
From: | | .
Sent: Friday January 24 2014 2 53 PM
To:
Ce:
Subject: (U) Sup
Attachments: E-mall to IADP Participant doc

Classification: UNCLASSIF [/ /it el —
To Supervisors of IADPers,

(U) The premotion process for IADP participants this year required the IADP participants to submit a package directly to
an IADP Associate Manager as we are conducting a zero based review of all applicants who submit a PRP. Each IADP
Associate Manager was assigned a group of IADP participants based on grade. We chose to do this in lieu of a board as
we anticipate a large number of PRPs. After the IADP participants were assigned an |ADP Associate Manager, they were
sent an e-mail with instructions regarding the PRP submission and the IADP Promaotion Process. A sample of this e-mai
is attached. In the e-mail sent to IADP participants, it was suggested that they ask their tour supervisor to review their
EPA tor input. However, the SIAA would like to give every supervisor the opportunity to provide a nomination
justification statement for IADP candidates who they have supervised currently or in the recent past that are
competitive for promotion. Because the IADP participants are sending their PRP directly to the Associate Managers, we

are going to use e-mail for the supervisor justification statements

(U) Your Supervisory Justification should be sent to thel Ialias by COB 18 February 2014. Please use the

following subject line: x .
* *
2014 Supervisory Justification — Name of IADP Participant *
* Ll
(U) We appreciate supervisor involvement in the IA Development Program ow
-

(b) (3)-P.L. 86-36
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Promotion Factor 1D

Scornng EmpllD Employee Scoring Manager
ar Name Manager 1D Nam Grace
014
" .
- -
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.

EPA Total Score Promotion Rank  Promote Employee (Y/N

(b) (6)

Final Approver

(b) (3)-P.L.

86-36

Step Increase (Y/N)

Submitted Submitted
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Appendix L

(U) — Preserving the Integrity of the Federal Merit Systems, dated
December 2013.
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Addressing Pereptions of Favoritiom. o sustain a ompetent, ettectively managed Federa

LS. MERTT SYSTEMS PROTECTION BOARD
1615 M Streer, N
Washingron, DC 20:419-0001

The President
President of the Senate
\}!L';lkt'l' ot the House of cht’u»n'ﬂ[;lli\'m

Dear Sirs:

In accordance with the requirements of 5 ULS.C8 120400031, e is myv honor o submit this U.S. Merit
Systems Protection Board (MSPB) reporc. Preserving the bitegrity of the Federal Merit Systems: ( nderstanding aned

workforce tha serves the
public interest, civil service statute has established merit systems and governing principles for those svstems — the
merit system principles and prohibited personnel practices. In addition to selection and advancement “solely on
the basis of relative ability.” those principles require that Federal emplovees be “protected from arbitrary action
fand] personal favoritism.” Favoritism occurs when an official grants an advantage © an cplovee or applicant

based on non-merit factors such as personal il'c|i|1§‘l\ or relationships,

Much progress has been made in achieving che vision outlined in the merit systen principles. Previous MSPB
studies document a marked decrease in the proportion of emplovees who believe thar they have experienced
discrimination on bases such as sex and ethnicity or race. Nevertheless, many Federal employees continue to
perceive that personnel decisions are often influenced by favoritism. For example. 28 percent of Federal employees
believe thae their supervisor demonserates favoritism by treating some emplovees better than others. Our analvsis
revedls thae such beliets- regardless of their basis in fact—are damaging o morale, leadership credibility. and

productiviry.

This report discusses factors that can contribute to perceptions of Favoritism and oudines how Federal agencics
can take, and communicate, merit-based personnel decisions. In particular. this report emphasizes to Federal
officials the need w0 distinguish their personal preferences from job-related criterta, and ro distinguish personal
rapport with an emplovee or applicant from proven ability o dey &‘]up cHecrve unl'|<i|l:.: rcl.uinnx}lips_ Ihe report
also emphasizes to Federal emplovees the value of understanding the facrors thar agencies mav properly consider
when making personnel dedisions. and secking developmenral feedback o help them compere tor advancement

and recognition on their individual merits.

I believe vou will ind chis report usebul as vou consider issues alfecting the Federal worktorce and Federal

ageney performance.

Respecttully,

Susan Tsui Grundmann

I IILILl\ltrt'
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The Merit System Principles (MSPs) promote an etlective Federal worktorce tree of Prohibited Personnel
Practices (PPPs). Summarized under nine aspirational goals, the MSPs serve as the foundation of Federal
employment policy and practice, workplace fairness, and the Federal Governments ability o effectively
accomplish its goals. As codified at 5 ULS.Co§ 2301(b) (1), the Arst merit svstem: principle demands
that Federal emplovees be recruited “from all segments of sociery” and selected and advanced “solely
on the basis of relative ability, knowledge, and skills. ater fair and open competition.”  Further, under

5 ULS.CLS 2301(B)(8)(A), Federal emplovees are to be protecred against “personal favoritism.”

The Merit Svstem Principles guide Federal supervisors to base their workforce decisions (c.g.. hiring,
promoting, giving awards, and disirllmting assignments) on objective crireria, such as assessments ot
ability or pertormance, rarher than personal feelings and/or relationships, lest they be viewed as practicing
personal favoritism. In brief, “personal tavoritism™ occurs when a supervisor or selecting official granes an
advantage to one emplovee or applicant but nor another similarly situated emplovee or applicant based
on triendship or other athnity rather than a legitimare merit-based reason. Favoritism is distinet from
discrimination on legally protected bases and is frequently more ditheult to dearly identitv when it is
oceurring given the absence of visible cues on which the preference is made, However, like discrimination,

favoritism is contrary to the ideals of the Federal merit svstems,

This report summarizes the findings of MSPB'S rescarch into emplovee perspectives regarding the extent
to which they believe that favoritism occurs within the Federal merit systems and s porential etfects. The
results of our surveys and in-depth discussions with groups of emplovees indicate that the majority of
Federal emplovees believe dhae discrimination based on the legally protecred classes of race/ethnicity, sex
and age has decreased over the past 15 vears. However. many emplovees remain unconvineed that thev
are treared fairly in all aspects of their careers. In particular, a significant percentage of Federal emplovees

believe that personal favoritism undermines merit-based decision making.

Fliminating perceprions of favoritism has proven extremely challenging. Supervisors and emplovees often
have contlicting opinions as to the influence of favoritism on the supervisor's decisions. which may result
from their differing perspectives or due to ditferential access to varving tvpes and amounts of information

about their supervisors” decisions.

Theretore, the purpose of this report is to reduce the likelihood that favoritism is occurring (or believed
to be occurring) by providing recommendarions tor strengthening supervisory and managerial practices
while also identitving steps that employees can take to improve their understanding of the merit svstems
and their ability to advance within them.

A REPORT BY THE LLS. MERIT SYSTEMS PROTECTION BOARD
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The workplice is acomplex soctal environment. Muhtiple parties view sicuanons trom ditterent perspectives
and interpret actions based on their own experiences and expectations. Supervision is a demanding role
that requites a carctul balanding of responsibilities 1o ensure the efective and ethdient management of
emplovees while accaomplishing the arganization’s mission. As part ot their enirical role, supervisors must
allocate work responsibilities and imited resources according to necessarily subjective evaluadons. Inan
wheal world. che supervisors actions are tulv meric-based. and chis is readily apparent 1o all obscrvers,
including emplovees and human resources management (HRM st

Untortunately. the evpical work environment teatures ambiguiry that precludes tull confidence in supervisors
making merit-hased decisions. For example. supervisors may be unable to exeraise adequare transparency
so others feel confident in the propriety ot these decisions. On other occasionis. sipervisors mav intend 1o
abide by the MSPs. but lack rhe knowledge, experience or tools to make merit-based decisions or mav be
inadvertemly influenced by nonmerir factors duce to a lack of awareness. And finally. nov all supervisors
fullv embrace the meric svstem principles and seck to circumvent them by intentonally favoring some
emplovees based on tactors unrelated to meric.

According o MSPB survey resules, abour one in four Federal emplovees believe thae their supervisor
practices favoritsm and over halt suspect that other supervisors i their organization practice favoriism,

Three out of ten HRM emplovees agreed that favoritism occurs in the organizations that they service,

Although virtaally every interacdon between a supervisor and emplovee caninvolve percepions of
favoritism. emplovees were most likely o report witnessing favoritism through social interactions (27
percent agreed therr supervisor demonstrated favoritism through social interactions). Almost as frequent
were pereeptions of favoritism regarding traditional beneties that supervisors may bestow upon employees:
desirable work assignments 26 percent!, awards (23 percent). performance appraisal ratings (21 percent),
promotions (21 percent), and acting supervisor opportunities (21 percent).

Lmplovees mav abso suspect favoritism when rhey are not selected tor promotions within their organizations,
particularly if they do not receive teedback when they were not selected. Honest feedback from the selecting
othaial canserve two vidal purposes: 1) to help emplovees improve cheir readiness for furure opportunities
and 2 to provide transparency to decrease pereeptions of favoritism,

I ikely canses of perceived favoritism include:

Lo Inentional tavoritism, where the supervisor intends to make decisions based on personal
connections rather than merin:

2. Unintentional favoridsm, where the supervisors decisions have been influenced by interpersonal
relacionships without the supervisors consaious awareness or a lack ot knowledge or tols o help
the supervisor make merit-based decisions: and

-

A misperception by employvees, such as when protessional relationships exist that do not contict
with the merit svstens, or when a mentor or supervisor provides more opportunities o those who
demonstrate the ability and motivation o ke on new roles.

PRESERVING THE INTEGRITY OF THE FEDERAL MERIT SYSTEMS: PERCEPTIONS OF FAVORTTISAM
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The LLS. Merit Svstems Protection Board (MSPB) serves to protect the Merit Svstem Principles (MSIs)
and to promote an effective Federal worktorce free of Prohibited Personnel Practices (PPPs). To support
this mission, MSPB conducts studies 1o assess how fairlv and effectively Federal agencies are managing
their emplovees and to make recommendations for improvements. By exam ining trends over time, MSPB
can promote an understanding of gains rhat have been achieved over time, as well as areas needing further

atention.

1o understand the contexr for this study, it is usetul to keep in mind that the Federal civil service started
as a patronage svstem in which people were granted jobs largely duc o political loyaly, rather than
qualifications. To remedy the problems created by this process, Congress passed the Pendleton Civil
Service Retorm Act in 1883, establishing the principle that appointment to the civil service should be on
the basis of merit rather than political athliation or other nonmerit reasons. Nearly a century Later, as pant
of the Civil Service Reform Act of 1978, Congress codified the MSPs and PPPs in 5 US.CL § 2301 and
5 LL5.E % 2302 o Ll‘ll'i[:\' expectations for a merit-based Federal civil service. While the MSDs prm'lulc
aspirational goals for managing Federal emplovees, they alone cannot serve as the basis for a legal action by
an employee or agency. Concurrently, PPPs were developed to work in concert with the MSPs and spell
our specitic actions that agencies may not take.

‘The MSPs and PPPs state clearly what should be considered (e.g., “relative ability, knowledge, and skills™)

ararn
frd

and what should nor be considered (e.g.. “political athliation, race. color. religion. national origin, sex.

marital status. age” and disability) when making decisions that impact prospective and current Federal

emplovees. They also indicate that basing these decisions on “personal favoritism™ or nepotism (favoring

I'he “spaoils svsremy Bikele resudied n0g !n:_-_i er pereatitage of less guabiticd people osdupyving Federal positions, turmot] assocdated
wirh turnover during ranges of Adminiserarion, aswell as disiractions cansed by individials lobbving for Federal employiient.
Flowvevey, the assassinaion of Prosident Guartield by o frustrared jolvsecker wh espected o Federd] job b reniim tor cAmipigning on
behalt of the Presiden became the precipivaring evene o chus signitican change o the Federal petsonnel svstenn, Although the inirial
LML inthe COMPER Ve sefvive Wl lirnived. this auehoriiy o \pun|u:' ;:!x'|r|\ et time, For tore intormanion, sec a’l'rr{'\- .:,“i"l ol at iy
ledeal: A Hiory of e Federal € reid Soveace, U0 bice of Personsiel Sanggemene, frim ||I||~ i hive HEHTE AN ".~lnL'_r.||,\|.\-»' inideal’ oy ot
September 13, 203

For the sewr ol the Merin Systen Principles, see Appendin A

For the watof the Prohibined Personned Praceices, sec Appendiy B

FLR: Beps No W51 71 an 128 019 M reproteed an T8 DN 0 AN 2RO, 280
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reladivest is ot proper teven in the absence of discrimination on the fegally protecred bases mentioned
abovel Although the regulations on nepotism specity the tvpes of tamilial relitionships that are prohibited
between supervisors and emplovees: the MSP regarding favariiam requires more interpretation ot the

chrcumstanices, and consequently. greaer potential for ditlering opinions.

Favoritism occurs when supervisors or managers base decisions regarding current or prospective
emplovees on personal tedings andior relationships and not on objective crieria, such as
assessments of abiline,. knowledge. and skills. Since the MSPs do not define the term Lavoritism,
we base our definition on the corollary: prohibited personnel practice in 5 ULS.CL 8 2302(b;
(6), which forbids the granting of “any preference or advantage not aathorized by law. rule, or
regulation to any emplovee or applicant for employment (including defining the scope or manner
of competition for any position) tor the purpose of improving or injuring the prospects of am
particular person for emplovment.”

In ather words, a selecting official or 4 supervisor is prohibited from granting a benefit to one cmplovee
ot applicant but notanother similarly situated emplovee or applicant tor reasons other than a legitimate
merit-based reason. Examples of favoritism might include:

o Ihasdlecring otficial asked human resources management (HRM) statf to find a way 1o hire a person
(suich as a friend o p litical .t“_\'l INto a position for which the person wis l]l‘ll]lldlit]t'i{ ul Lla'.il'i_\
less qualified than orher applicants:

o Itasupervisor granted a career ladder promotion to a favorite emplovee bur denied it ro a similar
cmplovee who pertormed anthe same level:

e Iasupervisor took disciplinary action against one emplovee but nota similarly situated emplovee
fwho had a similar history and demonsirared identical performance or conduct).

Furdher in the process of providing an unaudhorized preterence w one applicant or emplovee, other PPPs
may abso be commirted. Forexample. it asupervisorsought to favor an applicantoremplovee based on shared
polinical athhation (or o disadvantage an individual based on dissimilar politcal views), the supervisor
would be wrongtully considering intormation unrelated 1o work-relared tacrors by discriminating for or
against an emplovee based polirical athiliation or on conduct unrelated o work pertormance or by taking

“action against any employee or applicant tor emplovment as 4 reprisal for the refusal of any person o

E?‘f L O ST RSV ST W G R T T TR T SO (O SR T TR % Jf 1§ g £ M EPCTVINOEY CIRRE Y o A e ictd s Wl i st et g
ooty tvare iage s oeler b Vi rvaarronsbigs, whsel dlleses iol avives poograr ety v b .|||'in\ et -t b adbs tmtgze s, | learty b
i Finvad s ister 1o the Fodvtal 1 SHE stostettis e derinirion o fepronisin doses mat o hide ..<,l-l[-;|\“ O RN AL (1] Wil Y
1 ¥ )
Ihaty roprevetst duantlig bt nierest «) I i pasin GUR a1 e £ 1 TRSRET S MRS TEIERS N o vaneve 8 gagend 1
st bmarital aftatts) Plabovee pemeady b mnfate iecarment vaused e ehise circaiisoamvis ool s pratsued ader S 1 N 3318
[
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Email to

V-14-0099

dated 11 April 2014
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*
* .
-
* [
4'-- m -
From: | i =i |
Sent: iday April #1 2014 5 27 PM SN T
ent: . - .
To: o ® | . .,
Cc: : " sy . I
- . » r .'
S“b]ecl o * (W) : rrrErs ’."‘l-’- d
(b) (3)-P.L. 86-36
“ P { ] 1 AL T | A & { [ B lll'
{ |.'~\-.!||4-:.!T|='-|| T T e A s _.'--'-"":-."
o S e e e 1 "t
® . W n .. - L l..'
o - a ® b -
D went back to the |IA Development Program mMafagement fincluding
o -
decision to not promote

bl ,
and further inquired on thi
w = "
Based on the Program’s review of
concluded that

althou 2‘}_1 the pdc :_._;;LIII_- was substantive (as were the majority of

accomplishments did not demonstrate
notably weaker than her peers in teaming

promotion review package they
the development program participant’
mission impact warranting a higher scor

e She was a

For these reasons, the overall score for the package was in the bottom third
of the group reviewed

Also of note (which impacted the communication score), the package was a bit sloppy, with
misspelled words and inconsistent abbreviations

Promotion feedback will include all the above along with
recommendations to carefully proofread the package prior to submission

Although I'm comfortable that the Program (through

puidance) utilized a sound and thorough review process of
submitted PRP's, | would be happy to review their processes femoje depth, and in particular
" oa

package, if you feel
there are any questions on the appropriateness of the Program’s processéssos gny concerns of the process not being fair
L - .
to all employees B .
-
T B
Please let me know if you have any other questions () (3)=P.1i, B6~30
- = = - = = - = = ® = = - = = - = = "= = = "= = = = = = " = = - = = - = = - = u I. I. L
-
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Appendix N

(U) Response to Tentative Conclusions

dated 29 September 2014
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86-36

(b) (3)-P.L.

e e FTOM . 2w n = I.
To: 'I' i
Subject: (U) Re: Follow-up to OIG Issue (Personnel Confidentiad) , .

Date: Monday, September 29, 2014 9:04.05 AM e

Classification: UNCLASSIFIEDHF@-R—@-FHGB%SE—QNHL. g -

(9) (Q)

" Attached is my response to “Tentative Conclusions of the OIG Inquiry.” Thank-you.
Tentative Response to the OIG Inquiry " :

(U/ B8 | appreciate the opportunity to respond to the OIG I.n.q'uiry as to whether |
provided preferential treatment to an Agency employee. Realizing that the Federal
Government has finite resources, | regret that any of my actions may resulted in an official
OIG inquiry. | understand and fully concur with that all Federal “employees shall act
impartially and not give preferential treatmt_ent’t'o any private organization or individual....”
I truly regret if any of my actions led to,conclusion that | made a recommendation that I, in
this instance, made a promotion b‘asé& on anything but legally, defensible facts. Having .
stated that | must address, as,succinctly as possible, the basic premise of this report .
because it is filled with qgrééious inaccuracies, misrepresentations, and unfortunately sub-

standard analysis. ,*°

.
*

(U/ 444 t will not spend time outlining what the SIGINT Director, |,
and our predecessors, have seen as our responsibility or obligation as it pertains

to the technical health of our organization. Suffice it is to state that those developmental
programs that contribute skills deemed critical to the SIGINT Enterprise have been deemed
part of our responsibility. | will address the personal aspects of this report that appear to
substantiate official, definitive conclusions but are based on faulty data. I'll begin with basic

facts then outline inaccuracies:

1. (U//FOHEe¥Basic Facts

A. (U//Febue) b s s s s e s xmxwon = | (b) (6)
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B. (U/HB84Ye) Work

The employee has worked in several offices while in the IADP. | know some of her
assignment history and that of hundreds of other Agency employees. As an
employee and senior executive, | have provided input and recommendations for
individuals at every level across the Agency, in every Directorate, to include LAO,
OIG, etc. Having worked extensively outside the building | have also been asked for
and provided input for personnel throughout the Intelligence Community and at all
levels of the USG;
The fact the employee “felt comfortable enough to directly inform him (me) that
she was having a difficult time finding a full time position” and sent e-mails about
her situation is not indicative of an improper relationship. Many of our more
personable, i.e. approachable, personnel have these conversations on a weekly, if
not daily, basis and involve personnel in all organizations and at all levels;
My recommendation that this individual be considered for promotion was based on
her contributions to the mission and value that she had added working critical issues
|whi|e in NSOC. As an aside, | received several unsolicited notes

. from individuals on her performance (do not know why these were directed to me
. but suspect it’s the typical bureaucratic, unofficial “hallway file” that is kept on each
. of us and it includes our associations and positive and negative aspects of our

. careers) ;

. One concern that | have with this OIG report, which | will address from an

(b) (3)-P.L. 86-36
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.‘o’,' you have them) and why you believe she should be considered for promotion. This
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(b) (6)
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" accomplishments. The SID Director reviewed the 1-paragraph respon;,é and the 5-

objectivity standpoint later, is how my question to her NSOC supervisor was
captured:

(1Y (3 =Pih

86-36

The OIG report states that: “On 15 April 2014, he emailed an NSOC supervisor and
asked whether he thought]

him to craft several bullets that would highlight her accomplishments, if the NSOC

supervisor believed she should be considered.” In actuality, the verbatim note that |

sent her supervisor stated the following:
What | actually sent was: “You mentored her in NSOC and probably contributed to

her most recent ACE. As you know she has been with the Agency for 3 years having

been hired on as a My question for you is do you believe that she is

operating at the)’ level and would you consider her competitive for promotion

at this t.r'me,.i:e:f does she meet the criteria that would warrant consideration for

promot‘fgrﬁ ‘Tc‘) If not, fully understood, and no further action required. If you

be:‘{qv@'t{mt’ she does warrant consideration, it would be helpful if you could craft
‘séuferdf"buﬂets that highlight her accomplishments (NSOC primarily or elsewhere if

should not be lengthy and again a “not ready” for promotion is fully acceptable.”

the report noted | did ask the SID Chief of Staff about the employee in question in

.. April 2014; to the best of my knowledge there is nothing illegal or improper in

"'a.slfing such a guestion. Seniors and non-senior leaders do this multiple times a year
on .f\'gengy employees. What the report unfortunately fails to mention is that what
was prov'iae-d.:cp me as a response was a poorly crafted, one-paragraph e-mail that
stated that the 'e'mpjgyee had “typos” in her paperwork and a general statement
that she “she was nof'cmp.petitive as others.” Knowing what she had accomplished,
| asked for specifics on her Btrt.p.ever received them. Having asked for a substantive
answer for several weeks, | went'&if.e'c'tly to her immediate supervisor for input;
The employee’s immediate supervisor pravided a 5-page response stating that the
employee met the criteria for promotion to] *. | | presented the one paragraph

= response and supervisor’'s 5-page endorsement to t'hE.SjD Director telling her that |
'- did know the employee. | did not/repeat did not tell her tiat the employee
Jas it had absolutely no bearing on the emﬁlbyqe’s

" page response and stated that she would make a decision. The attempt to 'irfject a

|was competitive for promotion and asked

As it pertains to ascertaining whether an employee is competitive for promotion, as

" “personal aspect” into the merits of the employee’s readiness for promotion to
detracts from the real issue of process;

The OIG report states that | did not score the individual’s PRP for 6-weeks after the
recommendation to promote. That was a scheduling issue between my calendar
scheduler and the SID’s Chief of Staff personnel (I could have provided chapter and
verse on this if asked — again it is disappointing that the investigator, who had 5+
months to work this inquiry, never asked me to return to OIG spaces to discuss this
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issue but felt it pertinent enough to include in this report). During the meeting with
SID Director to discuss final promotion recommendations we discussed
qualifications, legality, and authority (I specifically asked this question several times
during the meeting) and was advised that the promotion recommendation was
within the SID Front Office’s purview; and,

The report implies that | “solicited input and lobbied” for only the employee in
qguestion and that this was the only IADP intern who benefitted from my direct
involvement in the promotion process. This demonstrates an almost complete lack
of knowledge of what occurs throughout the year vis-a-vis personnel. During the
course of a year we receive numerous briefings from interns, journeymen, mid-level
and senior-personnel in the Intelligence and Language Analysis, STEM, and other
skilled communities. Being impressed with the vast majority of the briefers, seniors
will almost always take a moment after a briefing to comment to a supervisor (in
private) on the briefer (this can cover a briefer’s years at the Agency, grade,
previous and projected assignments, etc.). On various occasions Office-, Group-, and
Directorate-level personnel will mention that someone was “just promoted or will
be recommended for promotion, etc.” during the next promotion cycle. These
discussions (KUDOs and laudatory remarks) occur frequently and usually become
input used in promotion write-ups. The fact that this process was not captured in
the OIG report suggests that the document is not as comprehensive as it could be.
The SID, or most Front Offices’ processes, usually serve to ensure that deserving
individuals do not “fall through the cracks.” If this is inappropriate or if MRAs or
Directorates are expected to have their decisions approved and validated by
subordinate organizations, then that guidance should be promulgated throughout
all levels and organizations of the Agency.

(U/ 4889 Process & The IADP Program

(U/ B89 The crux of this issue is process, with the basic question being “why did | not go
to the IADP panel for the next 10 (or pick a number) of personnel who should be
considered for promotion.” There are multiple facets to my response. | listed the three
most pertinent facets of my response below:

1.

(U/P&188) Having served at the most senior levels of the Agency, | am not aware
of this requirement being levied on any duly constituted promotion board or body,
and | have served on numerous boards throughout my career. For example, when
the PRB makes a recommendations to Director, they are just that recommendations.
If the Director or Deputy Director decides to add names to a promotion list it is
within their purview as long as the individual meets the criteria for promotion.
There is no mandate for the Director to go back to the PRB to request a list of the
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next 10 (or you pick it) names to be considered in priority order. That has not held
for any other board that | have had the opportunity to be a member of or party to
their decisions. For the OIG to determine that that is the process that |, or in this
case the SID Front Office leadership, should have followed then it “an after the fact
determination” that has not been levied on the SID leadership before and that is
probably not widely adhered to across the Agency today;

(U/#E®y Based on what the Agency leadership has learned during the past 6-
months the IADP program has some significant issues that must be addressed. One
challenge is that the IADP is not using the same criteria that the SIGINT Director or
Deputy Director would use to promote individuals in the program. The OIG, again
unfortunately, chose to make this issue about me and a “perceived personal
relationship” instead of objectively conducting a comprehensive, end-to-end fact
finding inquiry as to why |, or any other leader would choose to recommend
someone for promotion not recommended by the program. Indeed the SID Director,
has stated emphatically since May 2014, that she would have probably selected a
list different from the IADP program’s list if she were selecting candidates. Most
troublesome is that the IADP is selecting candidates based on their abilities to do

One of the most damning indictments of the .
IADP program (insightful and a must read) tame. from (last name c
intentionally withheld). She wrote clearly and concisely about the JQU_’P'progrgm’s .

.

lack of interaction with IADP interns, its unwillingness to find assignments Tér-thért,., Sn

and flippant attitude that was rampant in the IADP program’s Ieadership: TR
article is entitled “MIH,” which we later find was written on an IADP front office

board, and verbally conveyed to interns that if they do not like how the program is

run, “McDonald’s Is Hiring” or MIH. At a time when the Agency is doing all that it

can to retain our most highly skilled individuals, the IADP program leadership is
irresponsibly telling them if they do not like what is occurring within the program,

they should seek employment elsewhere. This is completely incongruent with where

senior leadership must take this Agency if it is to remain_releyant to,ouc nation’s « « v v o & s

"Td-(g) (q)

9¢£-98

security. After speaking withaho resigned to join another government ST )
entity, | asked her to inform her peers to contact me before they consider resig,nin'g.

from the Agency. The numbers who contacted me were overwhelming. Qf-n'o‘te, the

DDIR himself has inserted himself into the process to fix the IADP rog'rém. Lastly on

the question of “if the IADP would have provided me with th other IAD

interns” what would | do, my answer would be | hope that | would have the y

conviction and the integrity to take the right action, for the work force and for the (b) (6)

Agency’s future. The argument that | should have engaged the IAPD program on the
list is in part negated by the fact that | did reach out through the SID Chief of Staff
to acquire data from the IADP program, for whatever reason, they provided a non-
substantive crafted answer;
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evaluated the IADP interns.” That was done. If it were comprehensive, the report
would indicate that | did engage the Chief 0f|:]about the IADP program and its

promotion crlterla] AR

| | During my engagement with Chlethe informed me that he “was
aware of the problems and that leadership changes were being made in the IADP
program to address the numerous complaints coming from IADP interns.”

. (U/ Aee3-Conclusion

(U//8889 As a member of this Agency | will accept whatever decision is made by the
Agency’s leadership. | understand the importance of not allowing any perceptions that
might shine a negative light on the integrity of any personnel process. | have lived by that
for my entire career and | will uphold and support that now. My goal in providing this
paper was to go on the record with the “rest of the story” behind this inquiry. Having read
this report, | am thoroughly disappointed in the process. From the beginning, the
investigator seemed to have a reached a conclusion and would not let the facts get in the
way of what he wanted to prove. The fact that he met with me gnly once, several months
ago, while meeting numerous times with others to “prove” his case, is indicative of at least
a “perceived” lack of objectivity in this case. Having been an IA analyst my entire career
and serving in my current position, | would expect our OIG’s analytic efforts, knowing the
impact that there decisions might have on careers, to be at least on par with that of the
SIGINT Directorate’s analytic efforts. Unfortunately, it is not close to SID’s analytic
standards and that is as alarming as it is disappointing. In discussions with the Agency’s IG,
who | tremendously respect, | have recommended some of SID’s highest potential
personnel to fill positions in the OIG. Hopefully those reading my response will at least
have the factual context, in which to cast this paper.

(U//PEE84 | believe that it is important to re-emphasis these key points:

There was no close, personal relationship with the employee so it could not have

impacted my recommendation on promotion. That recommendation was based on

accomplishments;

| did attempt to engage the IADP program via established Chief of Staff channels but

after several attempts, | received only poorly crafted input; iw e e w w8 W

Going back to IADP’s leadership to get the next in line of theDother IADP

interns was not a prescribed process and it would have vyielded results
that would have been inconsistent with SID Front Office’s Strategic vision "

-
*

*

.
--“"'

for the SIGINT Enterpr:se | have decided not to go into the multitude of issues of
command prerogatives as this could be a separate paper;

The IADP program office has/had serious leadership challenges with its lack of
engagement of IADP interns and its “McDonald’s Is Hiring” attitude. As senior
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leaders we should be embarrassed that this was allowed to occur within this
Agency; and,

Although the OIG report is not comprehensive and is lacking in facts, | understand
the need to ensure that there are absolutely no misperceptions of favoritism or
other improprieties among the Agency’s senior executives. | therefore will accept
management’s decision but felt it imperative to get the facts on the record. '

(U//FOE8% Finally, as my career is in its twilight, | am thankful that this is the first (and it
will be the only time | might add) time that | have had to endure this process. My larger
concern is for the young analyst who is also mentioned in this paper. This issue is squarely
on my shoulders and it should not taint her career. She is fine individual and a good person
with many years ahead of her — let the record also show that she did nothing
inappropriate, her accomplishments merited promotion, and that she has served her
Agency well during her brief tenure.

(U/He88% Thank you for the opportunity to comment on this document.

v/r,

(b) (6)

Classification: UNCLASSIFIED -SR-S EHAt—oSEONEY
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