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(U) OFFICE OF THE INSPECTOR GENERAL

(U) Chartered by the NSA Director and by statute, the Office of the Inspector
General conducts audits, investigations, inspections, and special studies. Its
mission is to ensure the integrity, efficiency, and effectiveness of NSA operations,
provide intelligence oversight, protect against fraud, waste, and mismanagement of
resources by the Agency and its affiliates, and ensure that NSA activities comply
with the law. The OIG also serves as an ombudsman, assisting NSA/CSS
employees, civilian and military.

(U) AUDITS

(U) The audit function provides independent assessments of programs and
organizations. Performance audits evaluate the effectiveness and efficiency of
entities and programs and their internal controls. Financial audits determine the
accuracy of the Agency’s financial statements. All audits are conducted in
accordance with standards established by the Comptroller General of the United
States.

(U) INVESTIGATIONS

(U) The OIG administers a system for receiving complaints (including anonymous
tips) about fraud, waste, and mismanagement. Investigations may be undertaken in
response to those complaints, at the request of management, as the result of
irregularities that surface during inspections and audits, or at the initiative of the
Inspector General.

(U) INTELLIGENCE OVERSIGHT

(U) Intelligence oversight is designed to insure that Agency intelligence functions
comply with federal law, executive orders, and DoD and NSA policies. The 10
mission is grounded in Executive Order 12333, which establishes broad principles
under which IC components must accomplish their missions.

(U) FIELD INSPECTIONS

(U) Inspections are organizational reviews that assess the effectiveness and
efficiency of Agency components. The Field Inspections Division also partners
with Inspectors General of the Service Cryptologic Elements and other IC entities
to jointly inspect consolidated cryptologic facilities.
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I. (U) SUMMARY

(b) (3)-P.L. 86-36
(b) (6)

F I
-
o."

(U/AOH6) This investigation was conducted in response tQ 'aoc‘omp'lamt allegmg that an Agency
employee received possible personal security mformat).pn dt-scrlbe.d as an lmage -of a picture’
badge, or the image of an affiliate used on a picture baﬂge from ah-unidentified Associate -
Directorate for Security and Counterintelli genae‘('AD'S&CI) empl’o.yee The coniplainant +
believed that the recipient of the image may ha\ae a romantlc.mterqst in the pers(m whose

information was exchanged. R s

(U/A0) During the cour'se df the erve‘tl gation it waa'deterrnmed that| i . |
expressed mtere'stt i a friend in about an NSAPolice Ofﬁc‘er

subsequently idemi'ﬁed‘asl . | Her intefest was rel-ayed byl - |to] |

e ] [was simply mtere téd in.'leaminﬂF the identity of the
officer. | Jcontacted| L . ] and

described the officer’s physical chaigcteristics. | belleVed that the inquiry was for
official purpose:s'and based upon the descrlthn- believed that -he office was In

order to be certatn, she scanned a picture o with his name beneath it which was
mamtamed in the NSAP office. | |emalled the i lmage to the

| who ftgmarded the 1mag&; via .emall to[ [then emgiled the image
off fto 7 - -
(U;’/'FGUG The OIG concluded that the ﬁnage 0 Goupled with his na.me constituted
personally identifiable mform'atlon (PID). :E}y shdring Pl without an authorized purpose and
without the required dlsclalmer]_ |and-| |Were in violation 0f NSA/CSS Policy

1-22, Protecting Privacy 2 WA SAYI.SS Lfec’z_f om.r, Infw mation Systems, Para'graphs 13 (a) & (b).

(U//#e49 A copy of this report-wﬂ['be forwarded to M-R/Employee Rela,tlons for any action
deemed appropriate, and a summary wfl}'be ptroylded to therChief, Q2 Pen;sonnel Security, for

. \ "
information. . ",, - ik 2
i 1 - -
i s

(b) (3)-P.L. 86-36
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il.(U) BACKGROUND
(b) (3)-P.L. 86-36

" (b) (6)
(U) Introduction _,.-:2'" -
(U/rete)| ;¥ s * * | She has been an
NSA employee since] Jand has v\im‘kéd in]  [since] - |
(U/FeE ~ : ] She
has been an NSA employee sincef -*_|and has served as the] fince
October 2003. et %
(U/Feeen| L |She has been an NSA
employee since| | and has spent her efitire career in positions supporting

(b) (3)-P.L. 86-36

(U) Applicable Authorities

(b) ()

(U) The investigation looked at possible violation of the following authority.

(U) NSA/CSS Policy 1-22, Protecting Privacy on NSA/CSS Electronic Information Systems
13. (U) Authorized users of NSA/CSS internal electronic information systems shall:

a. (U) When sending PII over email, certify: that there is an official need; that
addressee(s) (including “cc” addressees) are authorized to receive it under the Privacy Act;
and that it is protected from unauthorized disclosure, loss, or alteration; and,

b. (U) When transmitting personal information over email, apply the following
statement at the beginning of the email: “Privacy Sensitive — any misuse or unauthorized
access may result in disciplinary action.”
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(b) (3)-P.L. 86-36

(b) (6)
I1l. (U) FINDINGS
.t ";’r 2
T o ;
- . a3 .0 ..0?. 2= L]
_w? 5 %t F

e . * . . N .

(U//F650) ALLEGATION:| land| . :'transrmt Pll over:
NSA/CSS information systems without an o?‘f:c:af’pwpose'? . :

* .

(U//~ee) CONCLUSION: Substant;afed 7] onderarg’ce of the ewdf—znce
d[ :

*lemailed Pl for unauthorized

supports the conclusion that an
purposes and without the required d:sc!auner in violation of f\!SA/.CSS Pohoyf 22,
Paragraphs 13 (a) & (b). ¥ & 5 : .
(U) Evidence o .’ - : .
(U) Documentary Evicjeﬁce : z
(U//Fee4 On 4 September 2014 at 1411 hours | isentl Jan 2mail, Subject
line | +_|with a scanned picture o named| ipg,” attached.
| X 15 written on the bottom of the picture. *In ffie body of the email ]
wrote: Here'ls a plcture ofml blocked Qut-lus'informatlon since I’ m-en’iallmg this.

L.

-
-

- -

-

¥ n L] " - *
- - o Y -

Nothmg’w,a-s written in the body of tfie ‘email. A cppy of that email

(U/AFeE8) On 4 S'e'ft'e er, 2014 at 1445 hours ::forwfirdgd ‘the same email with the

picture attached to
chain is attached at Appendix A. (b) (3)-P.T. 86-36
U//FoEe ) On 4 September 201% ‘at {421 hoursl |f0rwarciea 'tHe'Sérhé'émdil'tOD
however, she deleted the information identifying| . Iandl Iand simply

emailed the picture with nothing written in the body of the emall A copy of that email is

attached at Appendix B.
(U/H64E6) On 9 December 2014

lemailed the

OIG the following information, in part, in response to questions about whether or not her office
considered the mishandling of PII as described in this case to be a PII Breach.

(U//Fe¥8) In this particular instance, DJ4 made the determination that this was not a reportable PII
breach. Make no mistake that the image should not have been pulled for this purpose, nor should it have
been shared with the individual who expressed interest in the officer. However, DJ4 determined that
because of the actions and discussions that occurred when this came to light, combined with the fact that
the photo, to the best of our knowledge, never left positive government control, there was a negligible
chance that harm would come to the individual. Since the IG was working this clear cut case of
misconduct, DJ4 deferred to the actions of the OIG. Had the IG not been handling the case, DJ4 would
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have run an investigation and conferred with all individuals involved and the leadership of the principles.
If we determined legal action should have been taken we would have coordinated with OGC. Any
disciplinary action would have been coordinated with leadership and HR. In this case, those involved
acknowledged their actions were inappropriate and seem to have learned their lesson about only using PII
for the purposes it is collected. Again, while DJ4 did not determine this to be a reportable PII breach, itis a

clear case of misconduct.

(U) Testimonial Evidence'

(b) (3)-P.L. 86-36
(b) (6)

ll'

(U/Feses)| oo s |was intetviewed on 31
October 2014, and provided the following fnformatips'l e . .

*s o w
H . .
. e . e - .-

(U/FeEes |ackn0wledwé¢that shé, recewed an u‘nagg! @-fan NSA Pohcé’; Officer, -

name unrecalled, from

].wltom she descrlb‘ed as a.friend ii-security.” Altht)ughm

did not ask that]

send her the' plcture ,11’ wz’is reccwE;d after she had e)@pressea ;m

interest in the officer, later ldentlﬁed P, |t0| = ] - .

- +* o .“ 3 2 . " » [ :
(U;’;’F@-U-Qél .’ K IWas interviewed telephomcally on 12 v
November 2014, and prov1ded fhe followmg pg:mnen-t'mfofmathn. e
(U//FOH6y After hear.lng that had an mterest--m ﬁnd-mg out the name o‘fa NSA :
Police Officer, alled to see if she ¢épld determine his name. did

not request a picture of the officer, but-s}fe did eventually reeely_e.a scanned image from who she

initially believed was| ] « On,l‘3 November 2014,

contacted the QIG via' emall

to advise that it was actually]

."_Jwho sent her the plct‘u,re-ofl 1 ] -

subsequently emailed the scarmed.photo t0| ¥ | e . .

. i

. @ .
- - . * Bl L}

(U/Fese)

2 was " .

interviewed telephonically on 25 November 201 Z -and‘prm’n.ded the"followmg inf ormatio.n:

* 000 .

(UiﬁF@H@i:acknowledged accessm‘g a hardcopy..lmafge of | Jtrom the Tocal

NSA police files, scanmng thie picture, and emallmg it t0| [

’o
n‘l"-

-
*

i, -

'o

(UIﬁF@H@iEwaS-mtemwwed und'ﬁr. qath, on, 18 Décember.2 T_‘. d provided:tile

following sworn, testimony.

. (b)()Pi8636

(U/IFQ-U-Q-) She was contacted by:Im an effort.te detem:inc ‘the 1dentity of a s:pec1f' ¢
NSAP officer. A physical description svas givén and based 1'lpon that,+she believed the officer to

bef . |believed that the quety was official in«iature, potentially resulting

from a-complaint about the offiger.- Af fo time was she informed that the request was

fof
|decided to scan a copy of] Epicture and send it to| I

ersonal reasons. |
bso that they could ma

ke sure he was the one that they were trying to identify. She heard

nothing more about the matter until being contacted by an OIG Hotline manager.

1(U/ /HEae3=All of the individuals interviewed denied having user access to retention badge images.
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(U/AeB0)| | was telephonically interviewed on 25
November 2014, and provided the follbwin,g pertinent information.

-
-

(U/Feeo) Jacknowledged sending the 1m‘age of fto] |after having

received it via email from|
picture she knew it was not for a.n official purpose.”

-a_-.. .,
% -"-'—_.:.'

(b) (3)-P.L. 86-36
(b) (6)

at’

.'0‘

(U) Analysis and COncll;sions

(U/Fe0) NSA/CSS Pollcy 1-22 states that when sendyng’ Pl'l' via email there must
be an official need, the recipients must be aythorized {o regtive the PII under the
Privacy Act, and it must Be protected from dl.sclosurf;,‘ioss or alterations. Further,
there is a requirement to apply a Prlva.cy S‘ensmve Statement at the beginning of an
email containing PII. When| “{and| .° |emailed the picture of] I
it was done without an ofﬁmal, need and they failed to include a Prlvacy Sénsitive”
statement in the email. As'a result the ‘reponderance of the evidence Supports the
conclusion that *Jand Iwere in violation o,f-NS'AfCSS Policy 1-22,
Protectin% Privacy on NSA/CSS Electromc Information Systems Paragraphs 13 (a)

& (b). believed.that the query was for*ofﬁmal purposes; therefore, we did
not find that she was in v1qlat1‘on of appllcab‘le policy.

(b) (3)-P.L. 86-36
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V. (U) RESPONSE TO TENTATIVE CONCLUSION

(U//FeE0) On 17 December 2014, I-pmvided the _fqll_owjn_g_re_:spsmse to the OIG

tentative conclusions.

(U//#e%=e¥ | would like to respond to the tentative conclusions below.

(b) (6)

(b) (3)-P.L. 86-36

(U/E@d=y Even though I did not request the picture that I received via email, I did forward it "I honestly havg to
say though that I was not aware that the picture and the name together was a violation of P'_[I Pohcy I would mever
intentionally violate any NSA Policy and I sincerely apologize for doing so. I had 110 idea that {he information, that I

forwarded was PII and truly regret my actions. o

-
*

(U/Ae=ey 1 have beer With NSA forElyedrs and have been comnutied to uph{ﬂdm;_., all poﬁcms and procedures |

have strived to be a good employee and now understand that my actions weresin violation of 1hc'Pohcy stated *

below. Irespectfully request that this not be a part of my pcnn‘mcmorccorcL

(U) Thank you for the opportunity to respond. P *

- L]

(U//Fe6) On 18 December 2014 |
OIG tentative conclusions. .

* L]

(U6 1 did not knowingly distribute PII 111formdhon as I did not open the email attachment that was
The signature blbck

forwarded to me bdl dld however: forward the information via email to
of all my emails lists the following staténtents *'

.Jprovided the following response to the

Ihls ‘email may contain information subject to the Privacy Act." I

was unaware that a person’s name and picture tog,ether “déemed the, mfomldt!on PIL I apologize for any involvement
that I had in this matter and know that in the fugtire I will not forward dny [ferson.ll.ll],formdtlon yia email.

.
»-
-

(b)-(3) =£.L.

86-36

(U/Ae%8) On 18 December 2014 |
OIG tentative conclusions. _+ Lanet?

[} - L]

-

- .

* - L] - -
-.-

]'pro'vided‘fl}b,'fdl'[dwing response to the

(U/Ae¥e3 1 was unaware Ihdt sendm;_., a picture ‘deD}_., 'wnh a name violated v1d'the agenc pohcy concerning *
personally identifiable ll"lfOI’chlllOE EP'llf he erhail was disseminated within the iichdm]e}s and I belieyed

that it would remain withis the

channels. I never thought it would be disseminated anyy further and thus

would be pretected 'lccardlng,ly Obviously, that was not the case. regularly sends PII '_informa{lon, w;lhm
channels, without using the “PII caveat.” An example of lhls is timecards. I regularly receive timecards via
email for entry intg DCPS system and the PII caveat is not on a lot«of the emails I receive. The request was at the
direction of my parent organization and I had no foreknowled;__e-of the real reason behind the request. 1 would Rot
knowingly viokate any agency policy or regulation. IfI had known beforehand what the real motive behind Ihe’
request was for I would have refused the request. I will make sure all emails that I send in the fijture has the “BII

caveat” om them to protect myself from any other policy.violations.
- *

and| . |

U/#eH0) The responses noted do not chdn(i'e the findings with regard to

however, we determined that did not violate policy.
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VI. (U) CONCLUSION (b) (3)-P.L. 86-36

(U/AeH0 The OIG concluded that the image of] Ecoupled with his name, constituted
Personnel Privileged Information (PII). By sharing PII in the manner described, where there was
no authorized purpose, the preponderance of the evidence supports the conclusion that

Jand were in violation of NSA/CSS Policy 1-22, Protecting Prlvacy on NSA/CSS

Electromc Informatlon Systems, Paragraphs 13 (a) & (b).

(b) (3)-P.L. 86-36
(b) (o)
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Vil. (U) DISTRIBUTION OF RESULTS

(U//FeH) A copy of this report of investigation will be provided to MR, Employee
Relations for any action deemed appropriate.

(U/FO0) A summary of this report of investigation will be provided to the Chief,
Q2, Personnel Security, for information.

Deputy Assistant Inspector General » . |
for Investigations

(b) (3)-P.L. 86-36

Concurred by:

Assistant Inspector General
for Investigations
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APPENDIX A

(U) Email Chain
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APPENDIX B

(U) Email from Ito

*

(b) (3)-P.L.
(b) (6)

86-36

{b) (3)-P.L.

86-36
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