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OFFICE OF THE INSPECTOR GENERAL

NATIONAL SECURITY AGENCY
CENTRAL SECURITY SERVICE {Ei Eg;'P'L' 8628
b
. ‘.'
- ‘I:
for . * .’. :
To: Chief[ ] .+ Date: 4 Angust2015
From: i ". '
Subject: X Alleged Labor Mischargi.né.'
FileNo:  IV-14-0097 ‘i
Precedence: Routine . ." ‘-‘
Purpose: To provide a summary re‘port of i 111vest1gat10n and tor recommcnd that this
case be closed. L .
e = ) . i | (b)(3)-P.L. 86-36
Details: PR - | o) (a)
r Ll
I. (U) Background I . .

.

(U/#080) |_I | I lemployed by:l
| was identified through the Ofﬁce of the Inspector

General (OIG) labor mlschargmg initiative as a contractor employee who spent a
significant amount of hours outside'of the NSA accesé control areas.
suppoﬁeD an element of the NSA Texas (NSATY Techhology Directorate.

Subsequently, the’QIG opened an investiggtion to dete e “if C———1 submitt¢ d
false labor hours whilé working on NSA,cohtrac
| The mqual analysig of "qccess control data and labor

hours for the period of 1 July 2013 th;ﬁugh 31 January 2014 %pvealed a discrepancy o.f
557.50 hours. - " .

1. (U) Issue(s) . .".:3,' ., '

. % . Y :-
(UHPOE6) Did C———J knowingly and willfully-bill £or hburs‘slle did not work?
e ek iy

[1I. (U) Applicable Standard(s) Tt

td"‘
»

(b) (3)-P.L. 86-36

(U) 31 US.C. § 3802 — False Claims and Statements; liability

IV. (U) Investigative Activity

UNCLASSIFIED/ /OO Cri-ahi—
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* "
L -

(UIJEOU-O) . " LDeputy Program Manager, was interviewed
on5S Ma}-20-14 .and provrded the ﬁ’.‘)hl(;n)\nnﬂr swom -testrmony

Wlhem== ):has b the Centracting Ofﬁcer s-Representative (COR)
1’ about one and a half years. The contract prior tbequlred
E—— | respond td N ht NSAT and she did not
have a desk. No laborhours were -brlled to the govemment| Iwas created in
order to hdve E.provnde il tlme service of the har ware. C————]
began wor-kmg fif]l timé.in support off " " " * * *Jm-July2013” mmd her
own desk at NSAT with an unclassified network computer so that she could do
everythipg frof there.  °. i EE; ggi_P'L' Sk

(U.’:(.EOI;FG-) Iwas the onsite _CQR_.f,or-m""""'f 1':.'He rooms

contammg.the equrpment thabm\iorked on were located in"ttie’main NSAT
facility. ] could have done some things offsite, such as updatirfg tickets on
th fwebsite. old-him that =ordered- équipment fipm her car

and home because she] . " ]at NSAT Contractpally, he

[3

was concerhed because he thoughf thel o land she was hot

equipment. :I)vas told tha as working the issue with the
:E)ut he does not remember if t ey ever told h1m 1t was resolved (b) (3)-P.L. 86-36

A " B R O I R O L O B B L (b)(4)

authorlzedm work at home, howew&irf =had a valld reason’ta hg ordering the
AE

(UHFEE0) :approved C ] invoices. He did not havea
way to confirm how many hours she actually worked. He never asked:b
verify the hours. He only reviewed the labor hours to ensuse they were reasonable.

* -

(UAFOT0] |and Jreceived weé;kly'status reports from
————) . '_lrecewe a lot of positive comments about [ : ]
performance befort the * Jcontract was awarded'but has not reeewed feedback
of her performance_’o{n L . o é ‘s

. = " -
' . -

(U] - "« . |was interviewed on 4 Jung 2014 ajid provided the

following sworn te§timony. *.: . . "
rrese-x s thé[_JChief and local CORforE——],
has beel] I= : JJ COR since July 2013 rovided -
|—l_techn|eal ov.ersrght- ens,wred the tools she. needed were available, and made
sure tickets were srﬁ}mltted and processed a-pproprlately| . = hever received.
complaints about [+ -+ - = -lworked onsite 1.n building Iaqd
offsité to order and;::ck_mppﬁrt"s.’ e TR o " .. . . et : .
. oo e dgi ‘

'(U#-F-OUQ) | recrem— P a[ .. Jforall of theJ:at
NSAT.. There were ?ver st .- Pauipment, W en.tflcfe;was:an issue with the
”‘! :- % == T . o

-- L
Tra e e

Ll Y 2

(b) {3}"P-L. 86"’36 (b) (3}_P.L. 86_36
UNCLASSIFIED/ FOR-OFFChrtrotE-or=¥ (b) (6)
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86-36

UNCLASSIFIED// oo et UsronT

+ = ..,
. - .
3000 .

equlpment'.ﬁ JIRA glcket was submitted:" T————1read the JIRA tickets. entered a

'0 *

. | ordered equipment fron
made repirs and upgrades “and picked up or disposed ‘of &dquipment, Fer.eyery J
ticket, m had to open’ & Gase u-lil‘ (b) (

. (b) (4)

=P L,

86-36

(UM}# was| LT fat NSAT

| . * ._Jand had to use her per. 0 al
computer to order parts anct ppen cases. | |knew used' I

in the evenmgs and may have taken a day during the ‘week 1o def” R bntrles and
orders. —————1 and[Z}néd to gef| |t0 WGrk at NSAT.
submitted aticket to get it fixed as-soon asT————"=1old her.she had't6, ge-[p her car

and use her cell phone to order parts- The issue has still not been fixed. (b) (3)~P.L. 86-36

. *

when they; ardered patt$ last’ minute. For exaiple - waited until they needed
to ask ——————"1to order pew ories. 1 ordered them’tOUether but
ad to identify each old:;hat-was being replaced. One time| | ‘jwent through
an “inventory manpower turnover’ and T had to [ R - |
until new e-qulpmenf camein. . °
:,spent at least 30% of her time each week 0ut51de of NSAT in suppdrt of
L — lworked quickly compared to-past mdmduals who dad- similar
.= work. Ty o g . ; .

- . .
. L » L4 N a

:: (UFFOH0) =.had to picF; e eg\mpment from aj .
- although if it did not fit in her car, thé équipment was-ttraﬂed directly to the| |
- NSAT or to a depot located | . llt tS+pogsible C——————J had
-.some equipment shipped to her home and therr brought it info NSKT s SQmetimes ittook
~C——————a,whilg tq bring in new equlpment or remove it from NSAT b'ecau,se of

(U#EQ-U-G) It took a lot'ef time tt) order parts because ther-e-was.aceﬂam process
that had to bg followed for each R}ece of ec’furpment! ﬁad A0t Take it any eadier

.-uSecunty procedures. . T o )

s (b) (6)

=Pl

86-36

= (U/eE0)| +__was interviewed on 3 June 2014, a and,
= provided the following sworn testimony S -' R A

.

TR T . "
.
-

s (U/A6H0) |=r~su;3ported alleystémi] g; NSATF. —1

supportestystems since September 201 [..kn July 2013 [bought additiqhal
“ support to allow :‘m take on additional tagks°that would have usually been
- performed by a System Administrator. Ewem to NSAT to view tickets, run
i |and then in he'r ‘home office she opened a case for each
ticket she -recewed onlJ IRA ordered any parts ‘needed, and entered in notes and other
data neces-sary to resolye the 1sst1e . .

e = = =
Ll
*

L(U/=Fe0) ]IKA is an éssue tracking software.
2 (U HFeHE0) AC mrdrny l(gl:vqmpmont shipped to =h0m{' was not a
security risk bémme the équipment was not attributable to NSA.

b
&
!
3
1
i
H
1
)
i
i
1
1
]
I ..".

(b) (3)-P.

L. 86-36 UNCLASSIFIED/ AOR-SRRH i E-a=r-
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(b) (6)

admlmstratlve..work in her home’ofﬁce She also did inventory management offsite. This
was discussed;after July 2013 w:thqntemal EZLpersonnel and it was recorded with [
that she had a 'home offi¢e. Some days ‘thcrq wer€ six hardware repairs and other days
there were 26 repalrs It was 1mposs1ble form to perform all of the work at

NSAT because she waq !she geded to do the administrgtive
work. There hgsbeen a ticket ol L7 | She sent’ticket
updates tmnd 1ncluded it in her weekly status repqrts ]E hopes

they fix it soor hecause she does nqt lrke working from home.” # : o

..... e,

(U:‘?‘F’G‘U&) There were days when: claimed labor hl‘)htrs when she
did not work at NSAT at all. This occurred when she had to catch up on achmfm[ratlve

taSkS n SllppOl‘t 0}\: -----------------------------

i N B N S8

86-36

(U/+FG-E-Q®= estimated that she spent abqus 80% of he} tlmé;,' ..'
working outside NSA facilities. The paperwork and parts coordmanon‘;oo’k.a‘qu’ of time. -«
Occasionally, she rand edrried some equipment into NSAT-and s.mﬁetlmes it h,'ad_ to beD

at anothef bu'lldmg before she could brmg ,1t.mt’0 the buﬂdmg,

(UH-FGHG)'=J on[y suppor‘sed= full time bm-l:l'

supported other facilities and sometlme,s she was asked to help cover call& from other
facilities. Her m'tlmecard was 3 poor reflection of what was billed tg NSA because it

included all of the hours she- worked whether in support of ; or on ] related
matters. ———7 Separately emailed| the hours she worked

in direct SuEﬁ ort'of 1 She felt 100% confident that the hours she submltted to

were accurate.

(ULESEO) After being notl-fied by the OIG about the investigation, J:I

(b) (3)-P.L.
(b) (6)

asked if there was a mlsunderstandmg regarding her place of work
an old her "no’; becayse NSAT was not able to give her the tools 3he needed
to perkorm ar understodd that she had to work offsite to perform some of the work.
86=3% 15 (U Docun’ient Review: %

(U 'i"j'm'e;l;e;et's -suﬁrﬂlt'téd'b'y"== were obtained from :J_for the
period df 1 Februa'ry.2013 fhmu-gh 31 Japuary 2014. Further review indicated: that the
timesheets were not an ad:m;@te Ie,ﬂectlon' ﬁf-the.'b,ours billed to the governmen_t for

[ - ] labor because’ réﬂeaed both, the hiqurs T worked:for [land
the hours she worked for I T—, - lemaded?sep&rately the
amount, of hours she worked for [ e B » ] timesheets are aftached at
Appendix A. '*:o:. ’.‘ , :

. | Project N:ﬁlnager,

'.'

L

UNCLASSIFIED /Rl
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Release 202p-4

NSA19723




Doc ID: 6760708

UNCLASSIFIED/ Mttty (b) (3)-P.L.
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hours for the period of 1 July 2013 through 31 October 2013. Anphh‘ler ej.pendlture report
showed a total of 1,280 contract hours for the period of 1 Novembe; '2013 through 30’
June 2014. This expenditure report also broke out tbe ntimber of n’lan holirs expended per
week. It showed 358 man hours were expendgé for the perlod.@f 1 November 2013
through 31 January 2014. The expendlture reports are attached at Appendlx B.

00

(UA=H0) Invoiced labor ‘hours for [ lolabor hours W'el*e obtained from

| |PrOJect Director said j:l.bllled for all of .
labor hours. According to for the peried of 1 July 2013

through 31 October 2013, the gosernment was billed.for 640 hours and for the penod of
1 November 2013 through 30 Jiine 2014, the' govemment.was billed for 1,280 hours. The
expenditure report indicated thiat durmg the perigd of 1 November 2013 through 31 .
January 2014 there were 358 1abor hoyrs expended by ——— 1 ltcan thereforelbe
deduced that during the pertod of 1 July 20-13 througlf 31 January 2014, the government
was billed for a total of 998 hou‘rs (640 hOurs plus ?;58) The 1 1r1,v01ces are attached at
Append.lx C.

00
n

(Uv‘v‘FGGQ) NSA Access -ﬁ'ontrp{ records for =fwere obtained and
compared to the total [mmber of hours the government was billed for [ ]
labor hQurs for the- pér.lod of 1 July 2013 threugh 31 January 2014. The analysis revealed
that Ewas w1thm access contrelled spaces for 432.50 hours. The government
was bllled for 998.iows during the same period revealing that the government was billed
for 565.5 more hours than ————1J was within access controlled spaces. The
spreads:heet ana'lysm is attached at Appendix D.

-

-

(Unffiﬂg) * Jwas obtained and
revnewed;« he contract clauses are attached at Appendix E. The contract specifies:

(b) (3)-P.L.

86-36 | Unless the written approval of the Contracting Officer is obtained in advance, the
wark hereiu shall not be performed at any facility, other than the Contractor's

j?:}'r:ility located at or the
Governpent Site.

U) Contract{., specifies:
p

(U) Level of Fjﬁ)r{ * ()F) Contract

(b) (3)-P.L.

(b) (4)

86-36 Labor Classifi cano?f. Rate:
T [$96.35

*

(UMRQUQ) Pre-contractual information forl__—Jwas obtained and included
the following information and is attached at Appendix F.

1. (U) Contract Data

c. Place of Performance:

UNCLASSIFIED//FoR-OfFfiCiAttTSEONEY
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NSA 19724



Doc ID: 6760708
UNCLASSIFIED// A==t

(b) (3)-P.L. 86-36

(g’ ‘g"P-L- 86-36 - (U6 NSA-T
o © - (H6H0) A space waiver for a single desk bas be&n appr ovea‘
‘I.. e, - .@.MSA_T P . . ,5

L
' * M - -. '-
- il i * - .'

-

']
(UHFOHO) Bssué avith Eappllcatlm- On 4_June 2014Eprovided fie

OIG a copy of,an enail concerning the applicatiop °ISSHGSE experienced af;
NSAT. This emall is at’tached at Appeﬁdlx G. Tﬁe following is aﬁummary ofthe ema: -

(U/&e%6 On 1‘2 Decembel’ 2013[+° . [ emalledl -', '.' :
that C told him T———Iwas Sl havmgl L :
. * |t0 support the application she needs to ord_E:r arts

responded tct |that=needs to run an application called
* " - I
1(‘.1 that-smce= has been able to ord'e.r parts from he'r home she did
| forwarded the email to[ |and |
1v1llan and asked Lf the leadership.
eplled that 1.t should be .

(U#F@'U‘G}:Tlckets tol : 10 3 June 2014, IZI
provided the--OIG several-emails with’ticket numbérs as.socmted w1th C————land

aﬁemptmg to geE&ccess at NSAT. These ematls; aré attached at

Append]x[—]‘_' TN TTsasasasaenan -.-‘.

3)=P.L. 86=36
(b) (3)-P.L. 86-36 . (b) (4)

- .
e

V. (U) Analysis

(U/ree) 31 U. S C. § 3802 prohibits any person from making; presentmg .or
submitting a claim that the person knows or has reason to know is false, fictitious, or
fraudulent. Under apphcahle legal standards, a person “knowingly’ ‘makes 4 false
statement whenever he or $he acts with knowledge of its falsity or acts witlr reckless.
disregard of whether the st-atement is true.’ ¥ "

[l
*

(U NSA access control records for Ecovenng the perlod of
I July 2013 through 31 Jahuary 2014 revealed the govemment was billed:for g

approximately 565.5 morg hours than =\vas within access controlled spaces.
:,attrlbuted the discrepancies to the work, she performéd fronj home and
handling equipment outside of NSAT spaces. Apt:ordmg to the terrhs of the contract,
:,was requlre;d to perform her work at the gbvemment site or contractor;

facilities. .. _. .. . . - e :
(U/ Howe er ‘the OIG fQund that =:I_was t’acn‘ly authorlze.d by
the site COR, to work at both N’SAT and her home, a‘lthough -her home was

not an authorized place of:performaytce in the NSA. contract. Additionally E
required the application to perform het dutles and “ was not .«
accessible to her at NSAT was also aware tflatI::::'.l_'spent time |

a' ol

3 (U) See, e.g., U.S. v. Lange ,528 F.2d 1280 (5" Cir., 1976); 31 U.S.C. 3729. . ey

(b) (3)-P.L. 86-36
(b) (6)

UNCLASSIFIED/Fotor ™ CTIAL Uor UNL Y
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. B6-36

outside of NSAT handling equ1pme.nt mstipport ofm There is no evidence to
indicate that =was not working whij¢* outside of NS?\ spaces. 1
cannot be held accountable for not having acoeSS'to the necessary tools she needed to
support "] and the resu]tant dlscrepancles betweén the hours billed to NSA and
the access control records. -I-Iowever the OIG conclud,ed that because the contract only
authorized the contractor s facility or the govemment site as a place of performance but
:'workgd outside of these locatlons the 565.5 hours were “out of scope.”

VL. (U) Conclusioﬁ(s) W
(U, Unsubstantlated The preponderance of the evidence does not support the
conclusion that =kn0wmgly and willfully claimed hours that he did not
work on an NSA contract. o

-

VIL. (U) Recommendation(s)

(U/OHOT In accdrdance_ with the above, this case should be closed. Additionally, a
referral should be made (o for 565.50 hours potentially performed outside the scope
of the contract. - ‘.

-
‘e

-
e
*
"o
-
-

(b) (3)-P.L. 86-36

UNCLASSIFIED/AOR-Ot it hir—ahid

Release 2022-4
NSA 19726




Doc ID: 6760708

Release 2022-4
NSA 19727



Doc ID: 6760708

Release 2022-4
NSA 19728



Doc ID: 6760708

Release 2022-4
NSA 19729



Doc ID: 6760708

Release 2022-4
NSA 19730



Doc ID: 6760708

Release 2022-4
NSA 19731



Doc ID: 6760708

Release 2022-4
NSA 19732



Doc ID: 6760708

Release 2022-4
NSA 19733



Doc ID: 6760708

Release 2022-4
NSA 19734



Doc ID: 6760708

Release 2022-4
NSA 19735



Doc ID: 6760708

Release 2022-4
NSA 19736



Doc ID: 6760708

Release 2022-4
NSA 19737



Doc ID: 6760708

Release 2022-4
NSA 19738



Doc ID: 6760708

Release 2022-4
NSA 19739



Doc ID: 6760708

Release 2022-4
NSA 19740



Doc ID: 6760708

Release 2022-4
NSA 19741



Doc ID: 6760708

Release 2022-4
NSA 19742



Doc ID: 6760708

Release 2022-4
NSA 19743



Doc ID: 6760708

Release 2022-4
NSA 19744



Doc ID: 6760708

Release 2022-4
NSA 19745



Doc ID: 6760708

Release 2022-4
NSA 19746



Doc ID: 6760708

Release 2022-4
NSA 19747



Doc ID: 6760708

Release 2022-4
NSA 19748



Doc ID: 6760708

Release 2022-4
NSA 19749



Doc ID: 6760708

Release 2022-4
NSA 19750



Doc ID: 6760708

Release 2022-4
NSA 19751



Doc ID: 6760708

Release 2022-4
NSA 19752



Doc ID: 6760708

Release 2022-4
NSA 19753



Doc ID: 6760708

Release 2022-4
NSA 19754



Doc ID: 6760708

Release 2022-4
NSA 19755



Doc ID: 6760708

Release 2022-4
NSA 19756



Doc ID: 6760708 Appendix C

From:

To:

Subject: RE: (U) FW: PO Acct. Summary Reportsfor _{
Date: Tuesday, August 04, 2015 8:43:29 AM * . .
Attachments: o '.

Classification: UNCLASSIFIEDH-SR-SHESH—HSE—OMtY

" . . .

Attached is fr;)'r'n'l-July 31 October. The entire cost (640 hours) were bilted and paid in January,
2014. The 1 November —31 -Ja.nuary costs in your timeframe were mduded’ln an invoice last July
that were paid. It looks like all the howrs from that timeframe have been bllléd (1280 hours from 1

November through June). T . Y
I"ll wait to hear from Thanks for your help. ., . ‘-.‘,
Thanks, TRRRr e
E’ ----------- L] " = % & ® W ® N N S 8 S N ® N 8 ¥ N N N N N 8 S 8 N N = * W (b) (3)—P.L. 86—36
----- LI
s owowowomomon s mEER R -l RS0 .'.'-. ;,:t
.= =t s . ® v ’ 3 : :.“ v.
720-0578 (Secure) .+ * " Y L i
=" * .. i ..‘: - *
From:] ad P R fC
Sent: Tuesday, August 04 2015 8:33 M Pt .
To:f i . 4
Subject: RE: (U) FW: PO.Acct Summary Report fogl .' |
Classificat-ioh: UNCLASSIFIED]?FC;CR'OFFTC'HL—U'SE'G‘W

Do you have a copy of the invqj¢é or stmmary report showing the hours that were billed for her
labor? ¢ .

So, the unofficial fmdmg is that she was tacitly approved by the CORs to work offsite and there’s no
evidence to |nd|ca.te she wa’sn t working. It not I fault and there’s evidence they were
trying to get a $dol to \ay@rk onsite that she neefled but for a while it was not working. So, the issue
falls wit o decide if any of the hours should be credited back or not since contractually she
was nota'uthorizgd‘to work offsite or at home.*Do not take any action on this until you hear from
someone irDl don’t have final findings until the summary report is signed and distributed to

(b) (3)-P.L. 86-36
(b) (6)
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Thank you,

Hey ' * - ; * * ) 5 . .-
Since that time :lhaS b|,|led for that time penod fo’r :ﬁes Let me krrow if you require them to
credit all the hours. LN e T . 5 ‘.’. L
Thanks, TV, v R, O
.l -- . -.. .- '. .. .-. '. o LI SR Y ..‘. -..,.~:::'~'E "
p (b) (3)-P.L. 86-36
T P P E PR T EELRR Y . -
S R i - P | ~."' - 3
|720—0578 (Secure) G ow o MR TN .
P ._.-“: : “*»%\‘-.::_ .
I . * .‘-I. H 20 ..:...’.Q.'a. » a: :
..-'...'..o‘ .'."..a.. : :. [l
= T . Y . = »
From| | PR A R s R .
Sent: Tuesdav, August 04, 2015 8:21 QM_ N A T .
TO 4 o‘o. .‘-‘.‘«‘. : ": .
Subject: RE: (U) FW: PO Acct Summary Report forl i Sl I,' -‘_- .' . :
CIaSSIflcatlon UNCLASSIFIEDHFGR—GFHGHEHGE—@*H
| know it’s been awhile since I.Ias:t spc;ke t * about th15 one, but I'm draf‘un’g a letter toD
concerning this matter and"| reatized had men’uoned that =X didn’t ball.fcrr |
hours yet Bid =X ever bill for] . |hours onl Phe period I'm
curious about is l}u1y‘2013. through 30 January 2014. Please let mé krlow as soon.as possible.
Thank yout * : TEER N gy B X
e’ N : (b) (3)-P.L. 86-36
D 2 2 (b) (&)
From: _ ‘
Sent: Thursday, May 29, 2014 12:21 PM )
To
Cc;

Release 2022-4
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Subject: (U) FW: PO Acct. Summary Report for | |

Classification: UNCLASSIFIED//[FOR OFFICATOSE-OiNEY-—

Hi

Per our conversation, [, has not yet billed for,

A summary report is attached.

. . a. .. » .
Contact me if you need any additiorfab fpfarmation. ‘:
'.-" . i
- .l. ... ’
Thank you !
tl.'t.... 1
.'n..:
e e e e s e e e vl vl vl vl vl ke e e e e sl sl sl sl e o o o e vl sl sl sl vl e e e e e ol ol ol ol el ol o o e e e e e (b) (3) =7 P - I_J - 8 6_36
e ‘I’.-.
] . ::::::.-‘l .lfi'.:;.;.’:.:::
966-8391(5)| T i T
| . gt _'
Classification: UNCLASSIFIED#FQ-R—QFFJG%L—U‘SEGNEF
From:| L " I" . X .'
-?::nlt Thursday, May 29, 2014 11: 55 AM ( . il > ) (BYBLL. BG3E
Subject: PO Actt. Summary Report S . (b) (6)

is h|gh||ghted on pa'ge 3 for

The unbineg.méd for

* ']
. .

720-0733 (Secure) .

Classification: UNCLASSIFIED/A=-SR-oHHctAt—gSE=0NtY

Classification: UNCLASSIFIED/AOR-OFACIATOSEONREY™
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Classification: UNCLASSIFIED/MEQR-GEHCHALISE=—OMN-Y-

Classification: UNCLASSIFIEDHSR-SH ot AHe=—0N -

Classification: UNCLASSIF|EDHSR-SHHGHASE=—ONY-
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86-36

Appendix D

Doc ID: 6760708 (b) (6) UNCLASSIFIED/ fFOfrarHemttSromTT
> 30 min.
Confirm | MID-DAY | Total |COMPANY| DISCREPANT Empl. Disc.
Date Dow Time Location Gaps Total GAP Hours | BILLED HOURS ADJ. | HOURS (NET) | NOTES
1 Feb 13 to 31 June 13 | Ino Iabor hours billed |
.' = - |Began
1-Jul-13 *: 0:00 0:00 - -
* +
2-Jul-13 , 0:00 0:00 . s
L) O
3-Jul-13 Wed 10:45 . - . -
3-Jul-13 10:47 . 5 j £
3-Jul-13 10:48 . 3 . .
3-Jul-13 10:48 2 - o -
3-Jul-13 11:05 . w4 -
3-Jul-13 11:22 2 . -
3-Jul-13 11:59 . .- -
3-Jul-13 12:17 X 1:32 1:32 .t (1.50) (1.50)
-
8-Jul-13 Mon 10:27 ¥ 8 - -
8-Jul-13 10:29 ¢ . - -
8-Jul-13 10:29 . . - -
8-Jul-13 10:51 a - g
8-Jul-13 10:52 . i - -
8-Jul-13 10:52 b o - -
8-Jul-13 11:07 . o - .
8-Jul-13 11:20 N .’ - -
8-Jul-13 11:35 . K 5 ”
8-Jul-13 11:39 N 1:11 , 1 1:11 (1.00) (1.00)
- * * i -5
9-Jul-13 Tue 10:46 o - -
9-Jul-13 10:49 . -
9-Jul-13 10:52 kS - -
9-Jul-13 11:34 . = -
9-Jul-13 12:11 . - -
9-Jul-13 12:49 & 2:02 2:02 (2.00) (2.00)
+ * - -
10-Jul-13 Wed 9:51 . o = 5
10-Jul-13 953 |. n . .
10-Jul-13 954 [ 5t . -
10-Jul-13 10117« o - -
10-Jul-13 10:21 * - -
10-Jul-13 10:53 . |, - -
5 +
(b) (3)-P.L. 86-36 UNCLASSIFIED /A R-0 ettt i Release 2022-4 of 36
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Doc ID: 6760708 (b) (6) UNCLASSIFIED/ fFOfrarHemttSromTT
> 30 min.
Confirm | MID-DAY | Total |COMPANY| DISCREPANT Empl. Disc.
Date Dow Time Location Gaps Total GAP Hours BILLED HOURS ADJ. HOURS (NET) NOTES

5-Aug-13 14:44 - -
5-Aug-13 15:30 - -
5-Aug-13 16:20 3:13 3:13 (3.00) (3.00)
6-Aug-13 Tue 10:09 - -
6-Aug-13 10:12 - -
6-Aug-13 10:21 - -
6-Aug-13 11:14 B .
6-Aug-13 11:19 - -
6-Aug-13 12:46 2:36 2:36 (2.50) (2.50)
7-Aug-13 Wed 9:00 - -
7-Aug-13 9:.04 - -
7-Aug-13 9:07 . .
7-Aug-13 9:15 - -
7-Aug-13 9:16 - -
7-Aug-13 10:38 - -
7-Aug-13 11:44 - -
7-Aug-13 12:00 - -
7-Aug-13 12:02 - -
7-Aug-13 12:14 - -
7-Aug-13 12:34 - -
7-Aug-13 12:38 0:04 - -
7-Aug-13 13:29 - -
7-Aug-13 13:29 - -
7-Aug-13 13:38 - -
7-Aug-13 15:10 - -
7-Aug-13 15:15 - -
7-Aug-13 15:27 B .
7-Aug-13 15:35 - -
7-Aug-13 15:36 - -
7-Aug-13 17:06 8:06 8:06 (8.00) (8.00)
8-Aug-13 0:00 0:00 - -
9-Aug-13 Fri 9:59 - -
9-Aug-13 10:01 - -
9-Aug-13 10:02 - -
9-Aug-13 10:13 - -
9-Aug-13 10:42 B .
9-Aug-13 12:02 - -
9-Aug-13 12:03 - -

(b) (3)-P.L. 86-36
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Doc ID: 6760708 (b) (6) UNCLASSIFIED/ /fOfrafFemt=IsromTT
> 30 min.
Confirm | MID-DAY | Total |COMPANY| DISCREPANT Empl. Disc.
Date Dow Time Location Gaps Total GAP Hours BILLED HOURS ADJ. | HOURS (NET) | NOTES
1-Oct-13 0:00 0:00 = z
2-Oct-13 0:00 0:00 - =
3-Oct-13 0:00 0:00 - -
4-Oct-13 Fri 20:22 - -
4-Oct-13 20:25 E 5
4-Oct-13 20:26 - -
4-Oct-13 20:27 - -
4-Oct-13 20:32 0:10 0:10 - =
7-Oct-13 Mon 14:39 - -
7-Oct-13 14:40 - -
7-Oct-13 14:51 - -
7-Oct-13 15:00 0:20 0:20 (0.25) (0.25)
8-Oct-13 0:00 0:00 - -
9-Oct-13 Wed 9:18 E -
9-Oct-13 9:19 - -
9-Oct-13 9:20 - -
9-Oct-13 10:14 z )
9-Oct-13 10:21 - -
9-Oct-13 10:46 - -
9-Oct-13 10:47 - -
9-Oct-13 12:07 - -
9-Oct-13 14:16 2:09 - -
9-Oct-13 14:16 - -
9-Oct-13 14:19 - -
9-Oct-13 14:57 i -
9-Oct-13 15:55 6:37 2:09 4:28 (4.25) (4.25)
10-Oct-13 Thu 11:06 - -
10-Oct-13 11:09 . =
10-Oct-13 11:16 0:07 . .
10-Oct-13 11:19 - -
10-Oct-13 11:25 . -
10-Oct-13 11:27 - -
10-Oct-13 12:05 = -
10-Oct-13 14:17 - -
(b) (3)-P.L. 86-36
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(b) (3)-P.L. 86-36

Doc ID: 6760708 (b) (6) UNCLASSIFIED/ fFOfrarHemttSromTT
> 30 min.
Confirm | MID-DAY | Total |COMPANY| DISCREPANT Empl. Disc.
Date pow Time Location Gaps Total GAP Hours BILLED HOURS ADJ. | HOURS (NET) | NOTES

31-Oct-13 Thu 14:52 = z
31-Oct-13 14:52 - -
31-Oct-13 15:35 . =
31-Oct-13 15:36 . -
31-Oct-13 15:44 0:52 0:52 (0.75) (0.75)
1-Nov-13 Mon 0:00 0:00 - -
4-Nov-13 Mon 0:00 0:00 - -
5-Nov-13 Tue 8:14 - -
5-Nov-13 8:16 - -
5-Nov-13 9:36 - -
5-Nov-13 11:22 - -
5-Nov-13 11:23 = -
5-Nov-13 12:02 - -
5-Nov-13 13:49 5:35 5:35 (5.50) (5.50)
B6-Nov-13 Wed 9:55 - -
B6-Nov-13 9:58_\ - -
6-Nov-13 10:01 = 5
6-Nov-13 10:34 - -
6-Nov-13 12:16 2:20 2:20 (2.25) (2.25)
7-Nov-13 Thu 10:18 - -
7-Nov-13 10:19 - -
7-Nov-13 10:19 - -
7-Nov-13 10:43 - -
7-Nov-13 11:22 - -
7-Nov-13 12:54 - -
7-Nov-13 13:59 1:05 - -
7-Nov-13 14:00 & =
7-Nov-13 14:19 = z
7-Nov-13 16:27 6:09 1:05 5:04 (5.00) (5.00)
8-Nov-13 Fri 12:08 - -
8-Nov-13 12:32 - -
8-Nov-13 12:33 - -
8-Nov-13 12:34 - -
8-Nov-13 12:59 = -
8-Nov-13 13:08 - -
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(b) (3)-P.L. 86-36

Doc ID: 6760708 (b) (6) UNCLASSIFIED/ fFOfrarHemttSromTT
> 30 min.
Confirm | MID-DAY | Total |COMPANY| DISCREPANT Empl. Disc.
Date Dow Time Location Gaps Total GAP Hours BILLED HOURS ADJ. | HOURS (NET) | NOTES
9-Dec-13 10:06 - =
9-Dec-13 11:22 - -
9-Dec-13 11:32 - -
9-Dec-13 14:06 2:33 - =
9-Dec-13 14:09 y .
9-Dec-13 14:09 - -
9-Dec-13 14:11 - -
9-Dec-13 14:36 5:25 2:33 2:51 (2.75) (2.75)
10-Dec-13 0:00 0:00 - -
11-Dec-13 Wed 9:32 - -
11-Dec-13 9:33 z =
11-Dec-13 9:48 . .
11-Dec-13 11:15 . -
11-Dec-13 14:17 3:01 . .
11-Dec-13 14:17 - -
11-Dec-13 14:18 . -
11-Dec-13 14:25 - -
11-Dec-13 15:18 5:46 3:01 2:44 (2.50) (2.50)
12-Dec-13 Thu 9:35 - -
12-Dec-13 10:25 - -
12-Dec-13 10:39 z )
12-Dec-13 11:28 1:52 1:52 (1.75) (1.75)
13-Dec-13 Fri 10:13 - -
13-Dec-13 10:13 - -
13-Dec-13 10:13 - -
13-Dec-13 12:25 - -
13-Dec-13 14:31 2:05 - -
13-Dec-13 14:31 = -
13-Dec-13 14:33 = =
13-Dec-13 15:58 5:45 2:05 3:39 (3.50) (3.50)
16-Dec-13 0:00 0:00 - -
17-Dec-13 Tue 10:06 - -
17-Dec-13 11:44 . -
17-Dec-13 14:29 2:45 - -
17-Dec-13 14:39 = -
17-Dec-13 14:49 - -
(b) (3)-P.L. 86-36 UNCLASSIFIED /A @ RO f et Release 202244 of 36
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(b) (3)-P.L. 86-36

Doc ID: 6760708 (b) (6) UNCLASSIFIED/ fFOfrarHemttSromTT
> 30 min.
Confirm | MID-DAY | Total |COMPANY| DISCREPANT Empl. Disc.
Date Dow Time Location Gaps Total GAP Hours BILLED HOURS ADJ. HOURS (NET) NOTES

27-Dec-13 14:05 - -
27-Dec-13 14:21 6:21 6:21 (6.25) (6.25)
30-Dec-13 Mon 10:22 - -
30-Dec-13 10:25 - -
30-Dec-13 10:25 - -
30-Dec-13 11:19 - -
30-Dec-13 11:48 - -
30-Dec-13 12:29 2:06 2:06 (2.00) (2.00)
31-Dec-13 Tue 12:52 - -
31-Dec-13 12:59 - -
31-Dec-13 13:00 - -
31-Dec-13 13:05 . .
31-Dec-13 13:06 - -
31-Dec-13 13:25 0:33 0:33 (0.50) (0.50)
2-Jan-13 0:00 0:00 - -
3-Jan-13 0:00 0:00 - -
6-Jan-14 Mon 7:49 - -
6-Jan-14 8:04 - -
6-Jan-14 8:05 - -
B6-Jan-14 8:45 - -
6-Jan-14 11:13 - -
6-Jan-14 11:13 - -
6-Jan-14 12:25 - -
6-Jan-14 12:33 4:44 4:44 (4.50) (4.50)
7-Jan-14 0:00 0:00 - -
8-Jan-14 Wed 13:35 - -
8-Jan-14 13:38 - -
8-Jan-14 13:39 - -
8-Jan-14 13:56 - -
8-Jan-14 14:29 - -
8-Jan-14 15:03 - -
8-Jan-14 15:24 - -
8-Jan-14 16:04 2:27 2:27 (2.25) (2.25)
9-Jan-14 Thu 11:25 - -

(b) (3)-P.L. 86-36

UNCLASSIFIED /fSReSf it Release 20224 of 36
NSA 19793




Doc ID: 6760708

Release 2022-4
NSA 19794



(b) (3)-P.L. 86-36

Doc ID: 6760708 (b) (6) UNCLASSIFIED/ fFOfrarHemttSromTT
> 30 min.
Confirm | MID-DAY | Total |COMPANY| DISCREPANT Empl. Disc.
Date pow Time Location Gaps Total GAP Hours BILLED HOURS ADJ. | HOURS (NET) | NOTES

17-Jan-14 13:39 1:26 = =
17-Jan-14 13:44 - -
17-Jan-14 14:10 - -
17-Jan-14 14:17 . =
17-Jan-14 14:21 4:11 1:26 2:45 (2.75) (2.75)
20-Jan-14 Mon 0:00 0:00 - -
21-Jan-14 Tue 10:12 - -
21-Jan-14 10:13 - -
21-Jan-14 10:14 - -
21-Jan-14 10:24 & =
21-Jan-14 10:24 = =
21-Jan-14 10:34 . .
21-Jan-14 10:34 - -
21-Jan-14 11:19 . -
21-Jan-14 11:45 - -
21-Jan-14 11:53 - -
21-Jan-14 11:54 - -
21-Jan-14 13:11 2:59 2:59 (2.75) (2.75)
22-Jan-14 Wed 11:15 - -
22-Jan-14 11:17 - -
22-Jan-14 11:18 - -
22-Jan-14 11:19 = =
22-Jan-14 12:56 1:41 1:41 (1.50) (1.50)
23-Jan-14 Thu 10:53 - -
23-Jan-14 10:54 - -
23-Jan-14 11:43 - -
23-Jan-14 12:48 - -
23-Jan-14 12:56 = -
23-Jan-14 12:56 2:03 2:03 (2.00) (2.00)
24-Jan-14 Fri 0:00 0:00 - -
27-Jan-14 Mon 10:57 - -
27-Jan-14 11:01 - -
27-Jan-14 12:23 - -
27-Jan-14 12:40 1:42 1:42 (1.50) (1.50)
28-Jan-14 Tue 0:00 0:00 - -

(b) (3)-P.L. 86-36
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Appendix F

(b) (4)

()63 =R T,

86-36
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Appendix H

From: I

To: i

Cc: .

Subject: CFW: (U) I need all the trouble ticket n._lmbers you have submitted for getting access tcm
Date: Tuesday, June 03, 2014 4:26:12 PM , .
Classification: UNCLASSIFIED//FOR-SF - CHAt—tSt—CH=y :

These are the ticket numbers that were opened tc; try and get access needed to perform’administrative
tasks within the confirm. .

(UpEoE0)
] B 3)-B.L. 86-36 (b) (3)-P.L. 86-36
[ (b) (6) . (b) (4)

(U//EQde) " 5 .

————— Ofiginal Message--- " . .

From: | i d
Sen;EﬂdaLDeM.LQ:IM AM . ¢

To: ] :

Cci . . | .
Subject: RE: (U) T need all the trouble t?clset AUMDETS you-Nave SUDMTEed Tor geting access to] |

Classification: UNCLASSIFIED/#eR-oFCAT—ISEONTT ¢ :

These two also: : F

09/29/13 21:25:43.. ]

Customer can't access "

incident <

(b) (3)-P.L. 86-36

12/03/13 20:17:06 e

In Progress 4

incident e

Related to

Release 2022-4
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I cannot fin

L]
-
»

-

d a ticket number to reference the board meeting for my request to have

(U/foue) i .
CreL .. ] @ 3)-P.L. 86-36 .
N ISRTS :
(U/HeEe) .-°: By .
& . (b) (3)-P.L. 86-36
A : > .‘:..::‘ =
b. " . . e . * o .“* ‘: e
- s 4 - . v ‘.- LI
From:| . I‘ .:“’o'..,:' _'::. e
Sent: Thursday, December 12, 2013 149 PM+ .7 °c = e,
TO: . - A. . '-‘ N .. -
r- s hd ud - a L E : I
ubje eed all the trouDle, ticket mumbers you Nave, submitted for gettiing access 1.
Classificatioh: UNCLASSIFIED/ A-OR-GFHEHAHSEONEY | = . - ;
:" R o (b).(3)-P.L. 86-36
5 S * {b)=(4)
D—IQ leadership sas requested I elevate this problem to kjcaIDeadership. y—
I've had a ghét with]  ,°

and

p with Tocar]

-
-

Thef alsor instructed TE tO TOIOW U

Per my records,.f only know of ticket numberp
I know you have submitted several tickets on this.

{ad they have asked for icket, nurabers.
. 'eadership, and

Please send ‘us any open tickets you are aware of, and an recent update of where things seem to be on
this issue.*

*

Classification: UNCLASSIFIED/7FOROFFChHA-HSE=OMN=Y

Classification: UNCLASSIFIED/ /ROR-BFRECH =S a =Y~

Classification: UNCLASSIFIED/ AFOR-OFFCHAHSE-ONtEY

Release 2022-4
NSA 19837




Doc ID: 6760708

From: | | T . (b) (3)-P.L. 86-36
To: | | (b) (6)

Subject: FW: (U)l '_ ¢ -

Date: Tuesday, June C§,2014 4:28:58 PM = * .' .

Classification: UNCLASS[HED//P(-:'}I-?{—G;FFtebeﬂ_—ueEéNHL

(b) (3)-P.L. 86-36

(b) (4)

Another ticket to try and resolveﬂcces_s-m L. S — =

oL * 5 - .

. . % s -

- * L :

(U/ et o* S .

- (b) (3)-P.L. 86-36

:. -

- L ] -

Y 3:.“ "

s talr .

- s * .:: LY -

(U jdtmttinro Y TR s *

Lol ",:' ': .

* .0. PO "y .

LI T . -

.". - l:‘.... .... :

& o‘ * A::.‘.,. ., .

From:| .

Sent; i z
To: —
Cc: I . " " .

Subject: RE: {U)| | Fal ol

Classn‘icatlon UNCLASSIFIED//.FGR—GFF%L—U-SE—@PM

- L]
. L]

(U/ e | bel#éve:ﬁas tried to g‘all.}ou a couple of times over the past few weeks.

(U) When yqu get a chance, can you give her a call?

* -
* "

Thanks,* X .

973-2436(s) |
(U=

Release 2022-4
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A | (b) (3)-P.L. 86-36
Sent: Monday, May 05, : . (b) (6)

To I.
Suhject: FW: (U] | ' ;’,:' .

Classification: UNCLASé]'FIED/W" e

Please follow-up with| |ancl |on 'this effort. Tt "
.................... (b) (3)-P.L. B6-36
Thanks “ : ------------------ il
From: < L.t o
Sent: Monday, May 05, 2014.4:17 AM S
To: [ R .
Subject: (U)| | . ..
Classification: UNCLASSIFIED//FGR—GFHG%L—H—S-E@N-L—‘#
‘. . (b) (3)-P.L. 86-36
Good Morning| |an(| | . . (b) (4)
| would like to troubleshoot your issue dccessing the:;E)pjication, so please give me a call @
your earliest convenience. T, * .
Thtﬁs' . ) ) & - ..0 :
(s) 996.0281 . .....-.........-...'.'.'.'.'-‘-lnillclli (b) (3)_P.L. 86-36

Classification: UNCLASSIFIED/ASR-HCHAHSEONtEY-

Classification: UNCLASSIFIED/AoR-SHaHAESE-ONLY

Classification: UNCLASSIFIED/AFSR-SHtotA—S—oM--

Classification: UNCLASSIFIED//FOR-OFCHAEDS=—0MNEX

Release 2022-4
NSA 19839



Doc ID: 6760708

(b) (3)-P.L. 86-36
(b) (6)
From: I' i«
To: L | .
Subject: Fw: (U)f gccess i i
Date: Tuesday, June 03, 20)4 4:28:11 PM . T

*

Classification: UNCLASSlift.ED/Aé@RL;éFHew_—ueE—eNH

This was email coordination With:lpﬁe\uous COR) about the need forD
the issue resolved or find a suitable wo’rkarpund

hnd me trying to get

. : : o. -
(U : et -
i (b) (3)#P.L. 86-36
Rr— - L ket > :
From:| s * |'_.' £ :'_ y
Sent: Friday, December 06, 2013 2:24 PM ;¥ > . .
To:[~ . " . - |
| | P T
Cc . * 'L '-
Subject: (U)] |access ‘, .
Classmcatlon UNCLASSIFIED#F-Q-R—Q-EFJ-GJAL—U-SE@%H (b) (3)-P.L. 86-36
(b) (4)
Good aftemoon all, L .
Usent an email wanting information about my issues accessing Ffrom work. |rarely :

interface personally with the three of you so | decided to drop you a quick line to explain

Release 2022-4
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(b) (3)-P.L.

86-36

(b) (3)-P.L. 86-36

Doc ID: 6760708 (b) (4)

-
.

‘ 3

Another ticket was also opened requesting the downloa.d.oﬂ
that | can connect the way | do at home to try and fing*another workaround to resolve this issue.

-
-

The request was sent before a review board for new applications and denied.

| have suggested other methods for opening cates without requiring the system admins to do this

and make life a little easier for everyone. =X management is reviewing to see if it is possible using
the open paths that | do have. If you have any additional questions, please feel free to reach out to

me directly.
(b) (3)-P.L. B6-36

(Yeanzazad)
(b) (6)

(U peaey
Classification: UNCLASSIFIEDAOR-OFHCIATOSEONREY
Classification: UNCLASSIFIED/FOR OFFICTAT OSEONEY-—
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