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(U) OFFICE OF THE INSPECTOR GENERAL

(U) Chartered by the NSA Director and by statute, the Office of the Inspector
General conducts audits, investigations, inspections, and special studies. Its
mission is to ensure the integrity, efficiency, and effectiveness of NSA operations,
provide intelligence oversight, protect against fraud, waste, and mismanagement of
resources by the Agency and its affiliates, and ensure that NSA activities comply
with the law. The OIG also serves as an ombudsman, assisting NSA/CSS
employees, civilian and military.

(U) AUDITS

(U) The audit function provides independent assessments of programs and
organizations. Performance audits evaluate the effectiveness and efficiency of
entities and programs and their internal controls. Financial audits determine the
accuracy of the Agency’s financial statements. All audits are conducted in
accordance with standards established by the Comptroller General of the United
States.

(U) INVESTIGATIONS

(U) The OIG administers a system for receiving complaints (including anonymous
tips) about fraud, waste, and mismanagement. Investigations may be undertaken in
response to those complaints, at the request of management, as the result of
irregularities that surface during inspections and audits, or at the initiative of the
Inspector General.

(U) INTELLIGENCE OVERSIGHT

(U) Intelligence oversight is designed to insure that Agency intelligence functions
comply with federal law, executive orders, and DoD and NSA policies. The 10
mission is grounded in Executive Order 12333, which establishes broad principles
under which IC components must accomplish their missions.

(U) FIELD INSPECTIONS

(U) Inspections are organizational reviews that assess the effectiveness and
efficiency of Agency components. The Field Inspections Division also partners
with Inspectors General of the Service Cryptologic Elements and other IC entities
to jointly inspect consolidated cryptologic facilities.
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I. (U) SUMMARY

(b) (3)-P.L. B6-36

.
Il' = |

(U/FeH6y On 17 April 2014, the NSA/CSS Ofﬁce Qf the {nspector General’ (0IG) reeelved

information that| ot % employee ;

| supporting] |e1;1gaged in labor mischarging..The OIG feviewed

timesheets,agency facility access s control (AC) records, and otlier documents. In

addition to interviewing[_____] the ©IG conducted interviews of the site lead and
Govemmem team leael. .

L]

(U/rote) The prepondel’ance of the evidence supports the conclusion that from -

| February 20 I’}-thr.o'ughjl January 2014 [ Jknowingly and willfully claimed false
labor charges onhls company timesheets, totaling 85.50 hours. actions likely
caused to vwlate Federal Acquisition Regulatlon (FAR) 31.201-2 thereby reductg
allowable costs and, paym.ents underFAR 52.216- - . -_
(U/#0865The OIG will-forward assummary of the ﬁndmos to the Associate Dlrectorate for
Security and Countermtelhgence (ADS&CT). The OIG will also issue a letter to butlining
the amount of mischafged.hours. Based upon the labor fates provided to the OIG by the
85.5 hours mischarged by equate to-an approximate loss to the Government of
$6,500. The OIG will forward inforrjation to the Maryland Procurement Office (B3P) in order to
recover funds payable té-tEe Government. 52

.
.y W
.

(b) (3)-P.L. 86-36
(b} (6)

: (Uffm}:nay have also violated 18 U.S.C. §§ 287 and 1001, and 31 U.S.C. § 3802 by knowingly
and willfully claiming false labor charges on his company timesheets. The OIG reported this potential violation to
the United States Attorney’s Office (USAO) for the Southern District of Georgia onl_L' and the USAOQ
declined to accept this case for prosecution; therefore, this report does not analyze the potential criminal violation.

(b) (6)
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I1I. (U) BACKGROUND
(b) (3)-P.L. 86-36
(b) (4)
(b) (3)-P.L. 86-36

(U) Introduction
(U//reses | lisa] '’ 'emplo ee,assigned to support NSA/CSS Georgia
(NSAG) as a ; under ani Jcontract. On 17 April 2014, the OIG
received information that had engaged in labor mischarging by billing the

Government for hours not worked.:was interviewed on 20 and 22 May 2014.

-
Ll

(U) Applicable Aaithorities

(U) The investiga;tig.n lpSked at possible violations of the following authorities. See Appendix A
for full citations. . » ,*

"
*
e
-

(b) (3)-P.L. 86-36

9 19 — (U)31 US.C. § 3802
False Claims and Statements; liability

— (U)FAR 31.201-2
Determining Allowability

— (U) FAR 52.216-7
Allowable Cost and Payment
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I11. (U) FINDINGS

(U//F66» ALLEGATION: Did [ knowingly and willfully claim false labor

charges and cause the Government to be biﬂed for hours that he did not work?

(U//"650) CONCLUSION: Substantlated The preponderance of the evidence supports the
conclusion that| |know1ngly and wnl-lfully claimed false labor charges on his company

timesheets, totaling 85.5 hours actions likely caused to violate Federal
Acquisition Regulation (FAR) Jl 201 2 thereliy reducing allowable costs. and payments under
FAR 52.216-7.

-

(U) Documentary Evidence

(b) (3)-P.L. 86-36
(b) (8)

(U) Timekeeping Records -
', " v .

(U//FOE) The initial analysis othlmesheets ﬂnd AC records for 1 February 2013
through 31 January 2014, reveal?d 237.75 discrepant hours WerelnEworked less time
than documented on his timeshegts. :was credited’ wvith all work-related time spent at
other buildings located on Fort Gordon regardless of whether d;eny had AC. He was also credited

with all work-related travel tl.me to and from other buildings loc‘gted on Fort Gordon

(U//FeHey After all work-*related gaps were credited, the analysm-revealed 9'7' 25 discrepant
hours wherein was within access control less time than’do¢umented on his
timesheets. The discrepancies consisted of shortages and midday gaps. There were also 11.75
hours wherein[____Jwas within access control more time than docutpented on his
timesheets. The final analysis revealed 85.5 discrepant hours whereinr'_.lwas within
access control less time than documented on his timesheets. The analysi$, of » |
timesheets, AC records, and JSignout records is attached in Appendix B.| Jtimesheets
are attached in Appendix C. JSignout records are attached in Appendix D.

(b) (3)-P.L. 86-36

(U) Contract| fis & Ll :

L]

(U//FOBYSY The OIG obtained and reviewed the, Econtnact’ and T'echmcal ’Task Order-.
(TTO). The contract states that wark shrall be perfp:me’d at the ‘Contractor S facﬂity located at
| Jor at the Goveérnment’s CDNUS field sites as Stated in indiVidual

mmmwmmmmmﬂmmmﬁomm Lis -

_ i Fuﬁher TTO|_r Istates “The contractor shall staff this site w:tP
qualified personnel to} meeting the requirements for NSAG-|
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(U) Training Records

(U//FE&B09 The OIG obtained and reviewed :NSA Training Record. The training
record does not account for any of the discrepancies on the.analysis.

(U//FOYO) The Contracting Officer Representative (COR), | } verified
:dld not submit any requests for additional trammg durmg the period of review.

(U/He0) The OIG obtained and reviewed| 1. ITraining Record. :
completed the followmgmcourses regarding tlmekeep-mg

. -
ECbmp'lmnce 2011, New Hire Tlmekeepmg Completed o-n 24 January
2011 " . . & ;
(UX;’F'GHQ) This training states “We must ensuré th3t we comply with all laws
and regulatrons It is a felony to kmwmgly make a’false claim to the
govemment , . te .

»
"o . .
I' . .

o I:I Compllance 2012, Tlme,keepmg Compieted‘pn 27 Marc}l 2012

0' |

= (b) (3)-P.L. 86-36
(b) (3)-P.L. 86-36 (b) (6)

(U) Billing Records

. Bl Y

o
= o - -
(U//FSEQ) =bllllng records were-obtained and rev1ewed -§ billed the GBvernment
varying amounts from $69.85 to $83. 8.'1 per hour'of lahor for work on TTOD

‘e
* L

(U) JSignout Records . - it B

. i
R

s . ..
.

(U//Fe8) The OIG obtaln'ed and revl'ewed E’Jshgmout retords (Appendlx D). All
relevant information was meorporated mto the anal'yms gAppendix O 2

(U) Testimonial Evidepce [ ..°.* R . e . (b) (3)~P.L. 86-36
2 o S -0, .o (b) (4)

(U/Feee) | : L s e e

(U/#eE6r0n 20 and 22 Mayozoml -~ . - I " ] was

interviewed and provided t-h.e’ follomng- sworn teSUmony . - .

(U//Feey :has been emplqyed by:ﬁor apptoximately 3.5 years. ]
has worked on thegcontrgct while employed by: Frgm approximately September
2013 to the present, Jhas| - . " |

L .

? The OIG requested access to the following === courses that| J=1 training record indicated he
completed: Code of Ethics, Professional Conduct, New Hire Timekeeping, Timekeeping, Accounting for
Unallowable Labor Costs, and Ethical Decision-Making. Due to technical problems in accessing the online courses,
only New Hire Timekeeping and Accounting for Unallowable Labor Costs were reviewed.

UNCLASSIFIE D/ OR-OF eSO~
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outside of AC. | |’w0rks on

he is working

lin the building.

He also works on| » Jin the-l Iapprox_npately one time per week for testing and

downloads. o & : ®

(U/et0). P;ior to September 20 I‘3' ften*worked 011] Jin the
uilding, located on Fort Gordqn. hdad AC until approximately mid-

September 2013. could not recall _any prdjects lie completed outside of AC prior to

September 2013. said all work outslde of AC was.approved per his contract.

e

U/ [ Jusually censi(jers the starf time of ﬁi's,daih\yhen he enters the building.
normally eats funch at his desk while workihg; on dgcaston he eats lunch outside of
AC with his feam |:[d0es not charge the:comract forlunches with his team. He
usually completes hi$ timesheets either.daily or every other day. He stated that approximately
two times per month he i stOpp,ed in the, parkmg lot'by, colleagues, and engages in work-related
discussions for uE to 45 thinutes at’ a't.lme He cOuld recalt one instance Whe‘n his Government

supervisor,

[ stopped him in the- rkihg Jot.and engaged hing ifa work-related

conversation for appr0x1mate1y 45 minutes. &was’unabl'e 0 recall whe.n this situation
occurred; however, he stated he did include the 45 minufés ag’ wo.l'lgtlme on h’is nmesheet

*

*

(U/4=a4e “A couple of times per week,” uses his cell phone m’hls \;ehle}e for 10 to
20 minutes to make personal phone calls. He estimated | thé Tast-time .he dld thig was last-week
and the phone call lasted apprommately 30 minutes. He charges this time to tHe,IZﬂ*_ tract,

as he considers these instances “breaks.” Although no one has ever toldEhe was

entitled to paid breaks, he compared them to other people taking smoke breaks.

timesheet. The last training he received occurred i in F.ebruary 2014.

b) (3)-P.L. 86-36
(U/rese)| | | B i '.
oY . K

(U//FE) On 21 May 2014
Contract, was 1nterv1ew.ed and provuded the followmg sworn. tesnmony

- -

...... ;-u................

(b) (6)

(b) (3)-P.L.

86-36

------

(UHF@'H‘@):WOI‘];S for| fas a M | His area 6f .
responsibility is Fort Gordon which allows him to trayel to dlffe?e;rt buildings, used byE

on Fort Gordon. Much of h.:s work is conductéd in the
have AC. During the courge of his business da

does not have AC | Jhas never suspected

building, which does not
oocasmnally travels to the
buildmg, located on Fort Gordon, which
was recording false or inaccyrate
labor hours on his timesheets. Further, he has fever been questioned about[” |

locations during duty hours.

(b) (3)-P.L. B86-36
() (4)

UNCLASSIFIE D/ OR-OFF eSO~
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(b} (3)-P.L., 86-306
- ' o (b) (3)-P.L. 86-36
- LA .
(Uﬁﬁets'te)l : Mol e, (®) (6)
L - .o".‘. ...... &
T = e T ¥ b

(Uff#@-'a@) On 22May 20 14 ATt i B.ranch Chref, 1"_,—_.4.2 wés rhtemewed and

(UHFGB%) . .h{:iS worked m: . ¥z ra'rfch for a{]g)rox.lhmtely ‘ten months.
is the =1 sue lead m 's,‘resdngl le £

whe.re " ® d
RS |t,llat.are..bemg-esmbhshed in

Jwill be responsiblé fox] -

Jestimjated | travels-fo - Japproxingately thee times per week to
perform work-reldted duties. He said| ,* has the-autonofity to go to and work
whenever there isa need to do so. Addmonally *]has worked in the which is
located outside of-AC :sclledule varies accordinmto | E He
has worked late nights and early morning dependmg on when . - land what

issues arise regard‘mg - |

(U//FeE) E was asked if he recalled a 45-minlte conversation with:in
the:lparking lot prior to entering AC one morning, T——71 could.not recall the
conversation, and said he was not aware that " Jcharged that timé to the

contract. Fle stated he has had unclassified conversations with on the.way into work;
however, ht has told all members of his team that their workday does not start 1intil they arrive at
their asswncd work station. Therefore :should not have charged tithe talking in the

parking lot te the :lcontract

(U//FeE0) :_has never questlonedl |t1me and attendancefwork hours. He
stated although’he does not 51gn| Itlmesheet he has full awareness of his work
locations and whereabouts. | 18 consrstent in documenting his- focation on JSi gnout.
Additionally,| - rhaintains constant contact w1th.=:regardmg his locations and
schedule. de scrlbedE above reproach’; and.a “super star worker.” He

usually eats lunch 3t his desk ‘and does not waste time, [L————1 said his desk is located
nearbsb he is. aware Wwhen :lls aWay from hig desk at another site working.

. *s . .

')

(U//FeQ) On 4 Septel‘pber 2015 and 28 Septembero!?l’i [ i now Deputy
Chief, :lwas re- contat:t;egi to provide ipformatien regarding| (work schedule
in buildings that did noI have AC.'He Prowded the fo-ll.ow:ﬁ;gg m‘formatlem

I‘: A

(U//FEE0) Durmg the tm’],e penod in revzew s a‘t],l;h@pzed to work in several

locations on Fort Gordon meluding buildings that'lagked AC. Trakel'time to and from these
buildings could take up. to Ad.'.mmutes total. Howevex,, m dtd ﬁot find it feasonable that
on almost half of| .- Jwork days he went d.l'rcqtly 16 work a bm[dmgs without AC,
before arriving at his ofﬁce 'lu- fhél .... ; |bu1ldnxg., or left work* (hréetlj'.fr-om bulldmgs
without AC. He stated that thare was net a requlrement,forgto ,mamtam this type of
schedule on almost 50% of hl,q, work days ...... . '. ‘, "i-

"-l{

(b) (3)-P.L. 86-36 (b) (3)-P.L. 86-36

UNCLASSTTTE D ROttt i £5)
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(U/Feue) | |

(b) {3)-P.L.

(b) (4)

86-36

fU;’;’F@H@Q On 22 May 2014 [ . I I ] supporting

was interviewed and prow?_ided'.the following sworn testimony:

*

(U//FOES) L= ]is the [ = | head on the|:contract;'h0wever, he works on a
different team than who is aSSIgned to .
works a Monday thmugh Friday eightheut pey day, day shift schedule. work area
is not located in | . Jdirect, lihe of si ight §0*heis unaware o time in,the
office. I:l_ls not awaré.of arry, work that h 'sbj;t'si‘de of AC_ He fs'not;
aware of any allegations*af labt)r mfs,chafgl ng regarding nd Heifér'sfls'péc'té'd" A
s not working the, houré»he-el-a-lmed on fus tl-mesheet ---------------- R
o
(U//F6E6) On 13 July 2015, =] was contacted v1a-,’teleph0ne and provided the
following additional information: (b) (3)-P.L. 86-36

training provides | information regarding “‘what is billable and what'ls not billable.”
———Tlast completed this traifiing in October2014 and: W‘as tmable to recall if the

training provides specific information regardmg how io account fa'r petsqnal breaks on one’s

86-36

timesheet. However, he explained that since 2012, as the I:I'leﬁ_gi he has conducted “meet and
meets with
the new employees and provides them with informatien including w-hat actlvmes are considered
billable and what are not. He includes information regarding meal periods and’ personal breaks
that occur outside of the Sensitive Compartmented Information Faciljty (SCIF). 'E
informs all employees that any personal breaks or meal periods that o¢cur away from®one’s desk
are “not chargeable” to the contract. Although C—————1 was unable to recall if he”.
conducted a “meet and greet” information session with :he.s-tated that all new 1

greet” events with all new I employees. During these sessionsy

employees participate in these sessions.

(b) (3)-P.L. 86-36
(b) (&)

(U) Analysis and Conclusmns : "":'ﬂ

(U//FOYO) Analysis of
claimed that he did not charge lunches away from his desk to, the

AC «records revealed many mldday gaps Although
contract,

analysis of his AC and J Signout records (Appendix B) demonstrate otherwije. On six occasions,
JSignout records (Appendix D) documented that he was at lungch in the middle of
the day. On each occasion, there was a corresponding midday gap that ranget from 58 minutes to

two hours and 25 minutes. Nong*of these midday gaps were accounted for on

timesheets. Fuﬂher,:admitted that many of the discrepancies in the.analysis were

likely due to taking “breaks” a “couple” of times per week to use his cell phone in his vehicle.
These breaks were not accounted for on his timesheets and were charged to the

UNCLASSIFIE D/ OR-OF et E5E0N -1~
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(U/Fe68) Based on[______Jtestimony that he took 10 to 15 minute “breaks” a “couple”
of times per week to use his cell phong in his vehicle the OIG estimated that he engaged in this
activity approximately two times per week for approximately 15 minutes at a time.
admitted to charging this time to the ontract. As was not engaged in svork-
related activity on these occasions, the OIG was,unable to credit him eime for these mldday
breaks, resulting in 26 hours falsely charged ta theocontract

-
-

(U//FOHO)| | ] and [ o | all sestified that
related activity outside the[, uilding, mcludmg the
on Fort Gordon that did not have*AC. Therefore, the OIG credited
gaps, except noted above, which mcluded,;travel t1me to other bulldmgs on FOrquordon

-

(U//POE6) The remaining discrepancies are due to Uv’-en;al‘l shortages; workmg les‘s tlme than
indicated on his timesheets. These dlscrepaneres do not inchrde work- related mldday gaps..For
example, on 6 March 2013 :.enteredrAC at 0932 hours and exited af 1729 hours;
working a total of seven hours and 57 minités: Yet, the contract was chal’ged for ei ight apda half
hours of labor time. The analysis of 217 work days srevealeds 108 d1serepan01es of bhls nargre
indicating that on over 49% of his workdays,] | worked fewer hours thdn- doefj.n; nted

on his timesheets. Therefore, at a minimum.] _____ « Jacted with reckiess dlsregard when| ) 3)-p.1. 86-36
documenting his time worked on the NSA| | contragt. '. % . (b) (6)

‘|II"-.f|

(U//FE6) The analysis revealed 97.25 drsere,pant .hours wheremﬁwas mthm access

was within access control a greater number of hou-rs than docufnented on hrs tame’sheets
Due to the difference in the number of these discrepant hours the OIG determined that the
discrepancies wherein he was within access control fewer Hours tﬁan d(}cumented-on his
timesheet were not inadvertent. After inco oratmg'a'll dlscrepah.(:les }nt& the analysrs, the final
number of discrepant hours wheremﬁworked fewer hours $han mdrcated cm his
timesheet was 85.50. g e e 2

‘ 'aﬂ'
.

(U//Fe8e) FAR 31.201-2(d) states that “[a] contractor is responmble for aeceuntni_g for costs
appropriately and for maintaining records, including supperting docu.uhentatmm adequate to
demonstrate that costs claimed have been incurred, are 4llocable to,the contragt and. comply with
applicable cost principles in this subpart and agency supplements.”. . .” By failtgg o’accurately
document hlS work hours and account for non- -waork related breaks |:[ l'fce.ly caused

52216’? - -‘ ---------- : ----------------
. .. (b) (3)-P.L. 86-36

(U//#e¥8) The preponderance of thé ev1dence supports "the conclusion that from-

1 February 2013 through 31 January 2014 :knowmgly and willfilly Cclaimed 85.5
hours on an NSA contract that he did not work and caused the Govérnment to be billed for work
not performed. : actions also likely caused C—T'to violate FAR 31.201-2, thereby
reducing allowable costs and payments under FAR 52.216-7.

UNCLASSIFIED/FOR-OF et E5E-0N--
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IV. (U) RESPONSE TO TENTATIVE CONCLUSION(S)

(b) (3)-P.L. 86-36
(b) (4)

(8 @H@):provided the following response to the OIG’s tentative con’c‘i;lsions:

(Ux’x‘F@-U-Q-) “I am adamantly opposed to your “tentative conclusions” re Uardmg my
work hours on my time card as being falsely misrepresented of attual heurs

warked. As I stated before, my position as (here with :tNSA
requires that I travel from the swipe facility of’ to various auitlining .
building which do not have swipe access installed. That being said, ‘again as the

I . . - 2 l
it is requires that I visit these sites at random times, some times before I actually :
¢hecked into the swipe facility to begin a work day and other tife as I swiped Q.ut of”
facnllty, [ would take a trouble calls before retiring for the day’” X

_' (U//FeH0) “After careful review of my records, which were alse submitted to my
* supervisors , it corroborates that as the| lassngned to the “Outside -

the Fence” projects during the time frame of (1 February 2013 thro.ugh 31 January

(0) (3)=F.L. 86736 | 9014) I was required to travel from the swipe access facility to a noris sw1pe fac1hty :

(b) (&)

which consists of the following buildings : |
_‘ﬁqﬁ:' :Lastly, I was not informed by the government customer nor =lcmporate of
é,‘{l»q}/ té trac-k thls tlme until approximately early 2014.”

(UﬁF@EB)response doges not provide any additional information to mntrlbute
to this investigatiOipand thus does nqt change,the results of the investigation. The QG is- .
aware that]_:‘lhad'ofﬁmal dutiés -that requ'lr-ed him to work in buildings that 'Jid ndt
have AC. This .mfomlafwn was pr0v1ded byl Jand C——] during their*, -
interviews with'the OIG. [ > Jwork locations were considered and aHl 1dday gaps
except for instances of lunches.and cell phone breaks, were credited toﬁ as ofﬁmal
work time.« ' e . Sy

o" »

(b) (3)-P.L. 86-36

(UHF-GUQ):clalm that he‘often worked in buildings without AC prior to
arriving at his office oF after leaving hi$ o#fice at the,end of the day is not reasonable. Tﬁe
analysis showed overall.shortages, wherein worked less time than mdleaged an
his timesheet, on 108 of 217 work days. For claim to be true, he would have
reported directly to buildings without AC before aryiving at hts. assigned office or “after *
leaving his office on over 49% of his work days. Affer recelvmg response to
the tentative conclusions, we"again contacted his former governmet lead, 1, who
confirmed that although during the time period in review was authorized to work
in several locations on Fort Gortlon, including buildings that lacked AC’, it was not
reasonable that on almost half off _______ Jwork days he went directly to work at
buildings without AC, before arriving at his office, i the building, or left work
directly from buildings without AC. C———J stated that he “[could] not say there was a

UNCLASSIFIE D/ OR-OF eSO~
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(b) (3)-P.L. 86-36

. requiremént” for to report directly to buildings without AC prior to arriving at
- his office of after leaving his office on almost 50% of his work days.

. (U/FOUEQ) Ad;h"gionally, the overall shortages in the analysis are comprised mostly of 15
"minute discrepanciés. The OIG does not find it probable that 15 minutes was enough time to
+travel to or frofn another building on Fort Gordon and complete a work assignment.
——— supported this conclusion when he stated that travel time to and from other
buildings on Fort Gordon ct),uld take up to 40 minutes.

(U//FeE0) As:response to the tentative conclusions did not change the results of
the mvestlgatl@n the tentative conelusuons became final. The preponderance of the evidence
supports the conclusion that during 1 February 2013 through 31 January 2014,

knowingly and willfully claimed false labor charges on his company timesheets, totaling 85.5
hours.[ -~ Tactions likely caused == to violate FAR 3I 2201 *3, thereby reducing
allowable COsts and payments under FAR 52.216-7. .
(UﬁF@HQB:l was sent the OIG’s final contlusions, via e-mail, on 29 September 2015.
On 28 Otfober 2015 : responded,te the OIG’s final conclusions and stated that due to
arten(fmga three week training course, he had just received the final conclusions. He asked for
additipra time to* prov1de more-emdence that supports [him] working in non-access control
bulldm,gs ” The'OIG responded with the following:

-'ﬁ (UHP@HG% ‘As noted in my previous email, your case is closed. You were provided
s . mu1t1ple opportunities over the period of more than a year to provide evidence and

(b) {3)-P.L.

(b) (6)

" information, and everything you provided was carefully considered in reaching our

#7% 1 conclusion. While you can always forward information to the OIG, it is unlikely that it

2 wxll alter the conclusion of the investigation. If you choose to send addltlonal

{U;’;’ ESHO) “I have gathered additional supporting documents, my attached War Reports,
to aid in my claim that my job required going to buildings without an access control...”

(U//Fe0) “As I previously stated, I would on occasion go to various buildings before
and after I entered the main facility which contained a swipe. Additional supporting
dacument [sic] are contained in reports from theiltook of which I have no
actess to.”

(U/FEB0) “Also, I have a attach [sic] email from mj; site supervisor:

"

(U;’;’F@'U‘Q-)]:k mail response in its entirety, mcl'udmg aftachments is located in
Appendix E.

-

(b} (3)-P.L. B6-36
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(U/FOB®) The OIG considered[Jresponse. However, the information he
provided did not include any additional mitigatimg evidence. claim that his
position required him to travel to buildings without AC was considered during the
investigation and was credited with all midday gaps, except for'lunches and cell
phone breaks. Although he provided weekly activity reports (WARs) for 2013, the
information included in the reports did not support his ¢laim of working in baildings without
AC before or after reporting to his office in the bu1ldmg As prewously stated in
this report, the majority of the remammg’dlscrepancnes consvst of 15 minute increments. The
OIG does not find it probable that 15 minutes was efjough time o travel to or fipm another
building on Fort Gordon and complete a work dssignment. Addltlonally

former government lead, C———1], did not find threasonable thag on almost half of .
[ Jwork days he went directly to work at butldings without AC, before. arriving at
his office in the| : lbulldmg or left work dlre'ctly from bulldmgs without AC

(U//FEEO) TheD tlcket fobk s a system that was prev:ously used at NS.A Georg-la to
submit tickets to whlchE.wouid respond. TheDsystem has nof been used for
some time and there is,no way fo retriéve.its data However, even 1mhad been
able to acquire tickets on whiclt he worked fromt l’hems.ystem this mformatlon woljld
not have provided any addltlonal mitigating information. Just hkeEWARs the
tlckets would not hav@ pravided exact times of day that E:wo;ked‘dn the -

without AC before or aft‘er l'epo'rtmg to his office.

: ol (b} (3)-P.L. 86-36
u// F'GH'G)| Irespohse included a mess&_ge. from . which states EAX
that all members of the t - i lde'llvery C.)fd'er' m-ay h,el'gﬁgdt’éﬂ to
perform wopk outside of the CONFIRM -system F-rdm' the 'beg,mnmg of the leQStlgatlon the
OIG has been-aware that[[, dutles occasl.pnally cause*pim fo travel to buildings
without AC. Thus, the OIG credlted wxbﬁ a'll mld‘day gaps- except for lunches
andcellphonebreaks il (HETED v LR

(UﬁF-GHQ)EreS;pnse‘to the ﬁnal concﬁss'ioﬁs did not change the results of the
investigation; therefore,-thé final conclusions remazil‘unchanged The preponderance of the
evidence supports the conclu.smn that duzing 1 Febmary 2013 through 31 January 2014,

knowmfrly and willfully clairhed false labor charges on his company timesheets,
totaling 85.5 hours. m‘actlons dikely caused_]:l to violate FAR 31.201-2, thereby
reducing allowable costs and payments under FAR 52'-216 7.

.I-
+  am i -
-
=
L1
"
-
-
-

. -
PP N I .-

(b) (3)-P.L. B86-36
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V. (U) CONCLUSION

(b) (3)-P.L. 86-36
(b) (8)

(U//FOHO) The preponderance of the evidence supports the conclusion that during

1 February 2013 through 31 January 2014, i{knowingly and willfally claimed false
labor charges on his company timesheets, totaling 85.5 hours. :actions likely caused
[ to violate FAR 31.201-2, thereby reducing allowable costs and payments under FAR
52.216-7.

(b) (3)-P.L. 86-36
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VI. (U) DISTRIBUTION OF RESULTS

(U//FeEQy A summary of this report of investigation will be provided to Q242,
Special Actions, for information. The OIG will issue a letter to outlining the
amount of mischarged hours. In addition, the OIG will forward mfoml.at!on to B3P
in order to recover funds payable to the Government.

for Investigator

(b} (3)=P.L. 8B-36

Concurred by:

Assistant Inspector General
for
Investigations
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(U) Applicable Authorities
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(U) 18 U.S.C. § 1001 — Statements or Entries Generally

(a) Except as otherwise provided in this section, whoever, in any matter within the jurisdiction of the executive
... branch of the Government of the United States, knowingly and willfully—
(1) falsifies, conceals, or covers up by any trick, scheme, or device a material fact;
(2) makes any materially false, fictitious, or fraudulent statement or representation; or
(3) makes or uses any false writing or document knowing the same to contain any materially false,
fictitious, or fraudulent statement or entry;
shall be fined under this title, imprisoned not more than 5 years or ... both.

(U) 18 U.S.C. § 287 — False, Fictitious or Fraudulent Claims

Whoever makes or presents to any person or officer in the civil, military, or naval service of the United States, or to
any department or agency thereof, any claim upon or against the United States, or any department or agency thereof,
knowing such claim to be false, fictitious, or fraudulent, shall be imprisoned not more than five years and shall be
subject to a fine in the amount provided in this title.

(U) 31 U.S.C. § 3802 - False Claims and Statements; liability

(a)(1) Any person who makes, presents, or submits, or causes to be made, presented, or submitted, a claim that the
person knows or has reason to know—
(A) is false, fictitious, or fraudulent;
(B) includes or is supported by any written statement which asserts a material fact which is false, fictitious,
or fraudulent;
(C) includes or is supported by any written statement that—
(i) omits a material fact;
(ii) is false, fictitious, or fraudulent as a result of such omission; and
(iii) is a statement in which the person making, presenting, or submitting such statement has a duty
to include such material fact; or
(D) is payment for the provision of property or services which the person has not provided as claimed,
shall be subject to, in addition to any other remedy that may be prescribed by law, a civil penalty of not more than
$5,000 for each such claim. Except as provided in paragraph (3) of this subsection, such person shall also be subject
to an assessment, in lieu of damages sustained by the United States because of such claim, of not more than twice
the amount of such claim, or the portion of such claim, which is determined under this chapter to be in violation of
the preceding sentence.
(2) Any person who makes, presents, or submits, or causes to be made, presented, or submitted, a written statement
that —
(A) the person knows or has reason to know—
(i) asserts a material fact which is false, fictitious, or fraudulent; or
(i) (I) omits a material fact; and
(II) is false, fictitious, or fraudulent as a result of such omission;
(B) in the case of a statement described in clause (ii) of subparagraph (A), is a statement in which the
person making, presenting, or submitting such statement has a duty to include such material fact; and
(C) contains or is accompanied by an express certification or affirmation of the truthfulness and accuracy
of the contents of the statement,
shall be subject to, in addition to any other remedy that may be prescribed by law, a civil penalty of not more than
$5.000 for each such statement.
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(U) Federal Acquisition Regulation 31.201-2 Determining
Allowability

(a) A cost is allowable only when the cost complies with all of the following requirements:
(1) Reasonableness.

(2) Allocability.

(3) Standards promulgated by the CAS Board, if applicable; otherwise generally accepted
accounting principles and practices appropriate to the circumstances.

(4) Terms of the contract.

(5) Any limitations set forth in this subpart.

(d) A contractor is responsible for accounting for costs appropriately and for maintaining records, including
supporting documentation, adequate to demonstrate that costs claimed have been incurred, are allocable to the
contract, and comply with applicable cost principles in this subpart and agency supplements. The contracting
officer may disallow all or part of a claimed cost that is inadequately supported.

(U) Federal Acquisition Regulation 52.216-7 Allowable Cost and
Payment

(a) Invoicing

(1) The Government will make payments to the Contractor when requested as work progresses, but (except for small
business concerns) not more often than once every 2 weeks, in amounts determined to be allowable by the
Contracting Officer in accordance with Federal Acquisition Regulation (FAR) Subpart 31.2 in effect on the date of
this contract and the terms of this contract. . . .
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> 30 min. -

Confirm | MID-DAY| Total |COMPANY| DISCREPANT Empl. Disc.

Date DOW Time Location Gaps | Total GAP Hours BILLED HOURS ADJ. HOURS (NET)

8-Mar-13 Fri 9:06 - -
8-Mar-13 9:08 - -
8-Mar-13 15:09 - -
8-Mar-13 15:11 0:02 6:05 6:05 6:00 - -
11-Mar-13 | Mon 9:39 - -
11-Mar-13 9:41 - -
11-Mar-13 14:26 - -
11-Mar-13 14:28 0:02 - -
11-Mar-13 14:38 0:10 - -
11-Mar-13 14:39 - -
11-Mar-13 15:01 - -
11-Mar-13 15:39 0:37 - -
11-Mar-13 15:41 - -
11-Mar-13 18:19 - -

11-Mar-13 18:22 0:02 8:42 8:42 9:00 0.25 0.25
12-Mar-13| Tue 9:29 = -
12-Mar-13 9:31 - -
12-Mar-13 17:27 - -
12-Mar-13 17:29 0:02 | s:00 8:00 8:00 - B
13-Mar-13 | Wed 9:38 - -
13-Mar-13 9:51 - -
13-Mar-13 17:18 - -

13-Mar-13 17:20 0:02 7:42 7:42 8:00 0.25 0.25
14-Mar-13 | Thu 9:03 - -
14-Mar-13 9:06 - -
14-Mar-13 11:49 - -
14-Mar-13 12:42 | 053 - -
14-Mar-13 14:08 - -
14-Mar-13 14:10 0:02 - -
14-Mar-13 14:19 0:09 - -
14-Mar-13 14:21 - -
14-Mar-13 17:10 - -
14-Mar-13 17:12 0:02 8:09 8:09 8:00 - -
15-Mar-13 Fri 8:19 - -
15-Mar-13 8:20 = B
15-Mar-13 8:22 - -
15-Mar-13 9:20 - -
15-Mar-13 9:48 - -

UNCLASSIFIED Release 2020 - 12
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(b) (3)-P.L. 86-36

> 30 min. | -
Confirm |MID-DAY| Total |[COMPANY | DISCREPANT Empl. Disc.
Date DOW Time Location Gaps | Total GAP Hours BILLED HOURS ADJ. HOURS (NET)
9-Apr-13 16:32 - -
9-Apr-13 16:35 0:02 7:06 7:06 7:30 0.25

10-Apr-13 | Wed 9:13 - -

10-Apr-13 9:15 - "
10-Apr-13 10:19 * -
10-Apr-13 10:22 0:02 - -
10-Apr-13 11:23 1:01 - -
10-Apr-13 11:26 - -
10-Apr-13 11:40 - -
10-Apr-13 11:44 0:04 E 5
10-Apr-13 13:25 2 :
10-Apr-13 13:27 2 ¢
10-Apr-13 14:25 2 R
10-Apr-13 14:27 0:02 - -
10-Apr-13 14:57 0:29 - o
10-Apr-13 15:00 . -
10-Apr-13 16:31 - .
10-Apr-13 16:33 0:02 | 7:20 7:20 8:00 0.50

11-Apr-13 | Thu 9:26 F .
11-Apr-13 9:28 - -
11-Apr-13 11:34 : .
11-Apr-13 11:36 0:02 : .
11-Apr-13 13:02 1:25 - .
11-Apr-13 13:02 - .
11-Apr-13 13:08 - .
11-Apr-13 13:21 0:12 5 -
11-Apr-13 13:23 5 -
11-Apr-13 14:08 - "
11-Apr-13 14:11 0:02 | 444 4:44 8:00 3.25 3.25
15-Apr-13 | Mon 8:56 - -
15-Apr-13 9:30 - -
15-Apr-13 9:33 0:02 - -
15-Apr-13 9:41 - -
15-Apr-13 9:43 2 s
15-Apr-13 9:57 0:14 2 ¢
15-Apr-13 9:59 . R
15-Apr-13 12:44 % R
15-Apr-13 12:47 0:02 - o
15-Apr-13 12:59 0:12 . -
15-Apr-13 13:01 s =
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(b) (3)-P.L. 86-36

> 30 min. | -

Confirm |MID-DAY| Total |[COMPANY | DISCREPANT Empl. Disc.

Date DOW Time Location Gaps | Total GAP Hours BILLED HOURS ADJ. HOURS (NET)

3-Jul-13 | Wed 8:36 - -
3-Jul-13 8:38 - -
3-Jul-13 11:36 - -
3-Jul-13 11:38 0:02 - -
3-Jul-13 13:18 1:39 - -
3-Jul-13 13:20 - -
3-Jul-13 16:05 - -

3-Jul-13 16:07 0:02 7:31 7:31 8:00 0.25 0.25
5-Jul-13 Fri 9:02 - -
5-Jul-13 9:05 - -
5-Jul-13 11:33 - -
5-Jul-13 11:35 0:02 - -
5-Jul-13 12:32 0:56 - -
5-Jul-13 12:38 - -
5-Jul-13 15:07 - -
5-Jul-13 15:09 0:02 - -
5-Jul-13 15:23 0:14 - -
5-Jul-13 15:25 - -
5-Jul-13 15:55 - -

5-Jul-13 15:57 0:02 6:54 6:54 8:00 1.00 1.00

8-Jul-13 Mon 7:44 - -

8-Jul-13 7:47 2 "
8-Jul-13 8:28 - .
8-Jul-13 828 - .
8-Jul-13 8:32 - .
8-Jul-13 12:17 - .
8-Jul-13 12:17 - .
8-Jul-13 12:19 0:02 - -
8-Jul-13 12:36 0:17 - -
8-Jul-13 12:39 - -
8-Jul-13 14:35 - -
8-Jul-13 14:38 0:02 - -
8-Jul-13 15:49 - -
8-Jul-13 15:52 0:02 - 5
8-Jul-13 15:57 0:05 - 5
8-Jul-13 15:59 E =
8-Jul-13 16:47 z R
8-Jul-13 16:49 0:02 9:04 9:04 10:00 0.75 0.75
9-Jul-13 0:00 0:00 8:00 8.00 | (8.00) .
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(b) (3)-P.L. 86-36

> 30 min. | -

Confirm |MID-DAY| Total |[COMPANY | DISCREPANT Empl. Disc.

Date DOW Time Location Gaps | Total GAP Hours BILLED HOURS ADJ. HOURS (NET)

22-Nov-13 7:50 0:02 - -
22-Nov-13 11:21 3:30 - -
22-Nov-13 11:23 - -
22-Nov-13 11:58 - -
22-Nov-13 12:00 0:02 - -
22-Nov-13 13:43 1:43 - -
22-Nov-13 13:46 - -
22-Nov-13 14:25 - -

22-Nov-13 14:28 0:02 8:02 8:02 9:30 1.25 1.25

25-Nov-13| Mon 9:20 = =

25-Nov-13 9:22 z 7
25-Nov-13 9:33 F 5
25-Nov-13 9:39 0:05 F R
25-Nov-13 10:18 z 5
25-Nov-13 10:47 z 5
25-Nov-13 12:17 = s
25-Nov-13 12:20 0:02 E .
25-Nov-13 12:51 0:31 E -
25-Nov-13 12:54 = s
25-Nov-13 15:04 F s
25-Nov-13 15:06 0:02 E =
25-Nov-13 15:11 0:05 = s
25-Nov-13 15:17 ' = s
25-Nov-13 18:03 P =
25-Nov-13 18:06 0:02 8:45 8:45 9:00 - -

26-Nov-13| Tue 8:17 = =

26-Nov-13 8:19 - -
26-Nov-13 10:25 - -
26-Nov-13 10:27 - -
26-Nov-13 13:39 - -
26-Nov-13 13:43 - -
26-Nov-13 13:58 - -
26-Nov-13 14:03 0:05 - -
26-Nov-13 17:28 - -
26-Nov-13 17:31 0:02 9:14 5:54 6:00 - -

27-Nov-13 | Wed 8:20 = i

27-Nov-13 8:22 - -
27-Nov-13 9:52 - -
27-Nov-13 9:54 0:01 - -
27-Nov-13 11:01 1:07 - -
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APPENDIX C

(U) Timesheets
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