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36

86—

{b) (3)-P.L.

86-36

(b) (3)-P.L.

From:

To:

Subject: o0t (U[Yissues 3 of 4

Date:. R Tuesday, Juh,ﬂ'30, 2013 10:04:26 AM

. .

*

Classification: FOP-SECRETHSIHNOFORN—

This.is the information frpm! ;;!t.h.a.t prompted me to take a close look at
what was going on . 11

stop doing it, but at that point nobody.over‘-here realized

" oE -

| figured that out Ia:cer.in"che day. .

Jhad tried to get] Jto

____________________:__._"_l_.._"_._______:‘_‘._v_ .
(U/#EH0) T .
(b) (1)
(b) (3)-18 USC 798
(b) (3)-50 USC 3024 (i)
(b) (3)-P.L. 86-36
T e
‘0
From: | 50
Sent: Monday, March 18, 2013 10:24 AM L*
To: .

Subject: FW: (U)
*

.Classification: TOP-SECRETH/SHREETOUSATFYEY—

| will send a few more emails with the same Subject.

(uffreter—
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(uffreue)

g To:
. Ct:

-
L

From{_ |
Sent: Friday, March 01, 2013 1:26 PM %

(b} (3)-P.L. 86-36

PSRN (1) m—

Classification:

—

(U) Your concerns have been duly noted.

(U) """ frrvolved, are my responsibility (indeed ALL of
responsibility per the MOU betwéén our organizations). I want to
understand the activity_before making changes thus my

investigation will continue to obtain empirical information to help me
decide upon the proper course of action.

(U) I will share what I find when there is something to share.

(U) DO NO HARM also means doing the right thing for the right reason;
thus the need for empirical knowledge and not working off a guess that
something is the correct action and not just producing a green dot for the
sake of seeing a green dot.

(U) This exchange is over. We are shorthanded here, and I have other
clients to waiting for

Unclassified fre+rStieat-dse-Onty-

(9) (q)

9£-98 "I d-(g) (Q)

(b} (1}

(b) (3)-18 UsC 798
(b) (3)-50 USC 3024 (i)
(b) (3)-P.L. 86-36
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(1) (aq)

2 Unclassified fFor-Officiat-Use Oniy—
A
ﬂ: e o e e e e S S S S S S B S, S S B S, B, S S S s, s
|
GG
=2 Erom: ] (b) (3)-P.L. 86-36
a8 .. .Sent: !r'd_M_FH ay, March UL, 2013 12.5% PM L LA :
. Toj | ;
’ Cc: | T |
- I R . TeLik )
*  Subject: RE: (U} |
. Classification: FOP-SECRETASHREETOUSATYEY-
) How is my allegation purely hvpothetical?l |
- - : I .
RS
VA
Lo B B
. o @
. Paa
e - = ® 3 @ ?: xc”r!;
7St ) You are correct that “anything anyone does with][ Jcan have that E w
1mpacr _ but our duty is to DO NO HARM. If you want I will inform the[———] R
| Jand they will be able to tell us the impact. . E
(UHFEH9)
i
@
o
. == ononw == - == L r‘
a
&
(=21
(UMfFeYe)-
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B6-36

{b) {3)-P.L.

(b) (6)

From: |
Sent.. Fri March 01, 2013 11:50 AM
To:
Cct

. .ubject: RE: (U)ﬁt .................... 3

-

(b} (3)-P.L. 86-36

(U) My management is aware of what I am doing and why. My
management is in contact with your branch management.

—(5//ST//REL) Your allegation that I am| |is purely
hypothetical. Please show where

798

(b} (3)-18 USC

(b) (1)

(b} (3)-50 USC 3024 (i)

(b) (3)-P.

86-36

Tvs

anyone does with can have that impact.

UnclassifiedfrerBffeat-dse Onky—
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B6-36

{b) (3)-P.L.

(b) (6)

% Unclassified /for-Officiat- Use Oniy—

From:| | e L R
Sent: Friday, March 01, 2013 11:00 AM =
To: | =
« * * "Cc: | w

Su ']ec il = = = mcmmE . . o AR R R R .' .u .I N Sy %y o :'lj
Classification:-SECRET/SHRECTOUSA +VEY 2
UiFeHer se

(b) (1)

(b) (3)-18 USC 798

(b) (3)-50 USC 3024 (1)

{(b) (3)-P.L. B6-36 =
(UHFEUE)— ;us®” .
U/ HOUYO) . L :

Classified By:

Derived From: NSA/CSSM 1-52

Dated: 20070108

Declassify On: 20380701
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Classification:TOP-SECRETHSHNOFORN—
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RE: (U) Ongoing ncident

Dat * Thursday, May 09, 2013 7:06:59 PM
Attachments#® im (1]

. Imoged02, 000

I e,
Imaged0d, png

o005 o -l-----l-----l-----l----.-----------o-----o-----
-
. - = =
* Elaecilicel SEOE
+ Classification: TOPSECRET/STNOFORN— e
-
N s
. =
LR oo B -
:f\ (U) A little light reading for you. The flow is top to bottom. w w
1 L o 00
0 I . o
- It~
[=e] L 6 w
. o M o
A e
o e
':1“ 4 Thanks -~
5 —1
]
1
W
- . "
-
- g .
* , Classification: TOP-SEERETSHRECTOUSATrYEY— S .
® . ® " L
. * s
- -
- g % . *
»  —HEESEARER) Someone in OGO advised me to contact you about this. § . * l . 3 i
” . * L] - .’ . . z L 2
- . ® . * - + -
. - - .
i . " - * - * .
— . -
- .2 . - * . » . - "
=GR | called) fewamiliutes ago to tell him [ 1 B cmsfdﬂt make him understand what the problem is. He said it's okay because
B *Then jie told me to talk to his managers, and hung up on me before [ couldexplaing = 1
o M
o | T w 1 . o +
el T . .
® (UssEs 1 called OGC to ask] T | Jand thei? sqid to contact you. I know loesn't think there's
* anything wrong with it, but we've had several analysts here look at it, including tw andikorg as well as the tech director, and we feal certain that this taskif should not have occurred.
. SRR e wiig . % .
2 L youl, Ll A . * L]
LA . »
L -
LA .
. _p -
i (b) {3)-P.L. B8&-36
Senfil\ﬂ:d'na March 20, 2013 0:50 AM (b) (6)
Toi
ke T T s s s s oxoxox wow aua
gubject: (U) detasking request e e LA
. - = = ®
* g 2 - mono® -
t'Ciasstflcatlon: TOP-SEERETHSYHOFGRN= = = * © "
% awusnuwswd "
s T
:
] I have been contacted I)ﬂ I!hat vou have | |
- 1 was asked to step in and make sure that whatever you have done to cause this 1s undone quickly. Please advise as to what exactly you have done,
e and why you think this is appropriate, given that there is a potential incident here. If as we look into this, it is determined that there is an incident, you will be responsible for drafting *
o] and submitting the incident.
1
@ 3 i T oo
w0 If vou have any questions, please contact me. cocouo
i .. = Son
: i gt
o L] 1T 1 1
~ | oF o
=
< ¢ &g
— [ZR7)
= w00
|~
W O W
L i, — o
* ™ = Gept: Wednesday, March 20, 2013 10:20 AM il
» Tcl:iJ ¥ > 1 | —_
- Sub; ) efasking request -
o —
. .-
- oo . 2 b -
» Classification: FOP-SECREF/SHNOTERN
L
il 20 PEPR L e - i
—tFraHE) Thank you very much. § N ol
| | ¥
- - § .
—{TSrzstoieit | can't speak to what may have come back from that; possibly nothing, But accorflimg i |
L
- - . .

(U/He4H8) In any case, | hope he'll be more forthcoming with you than he was with me. However, if he argues that there is nc‘=and you

need data that he doesn’t seem to be able to locate, let me know. | can pull it out for you.

Thank you,
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Fromi |
" sentllaieda Mo 0 200 LI A "
L] To: -

ﬂhg 2 (U) would you please check into

‘ Classification: FOP-SEERETHSIHRECTOUSAFYEY™

.
4  —

»* a m m = = = ®
-
- ; * »
.. =tF=SRER) [ cc’ed you on an email [ul Inzaldmz M}( was working. According toj 1

: « o dnaccordance with his activities, [ H If you would please u(?macmm
inderstand bettér what Imypcma and defermine whether there might be an meident, I'would greatly applu,]ain. it. Perf X

en though this was EO-12333, we need male gure how it was tasked. 5 L
L

" . i » - * 4 .
I appreciate the assist, O I Lig *: " 2
LA » . "

86-

(9) (q)
1rd=-{£} {q)

9€-98

(b) (3)-P.L.
.

From . (b) (1)
s, *SehtTieled March 20, 2013 11:36 AM (b) (3)-18 UsC 798

"y Subject: RE: (U) would you please check into v 3
. g i * (b) (3)-P.L. 86-36

T | R | 1 (b) (3)-50 USC 3024(i)

"’ i Classification: TOP SECRE T COMNTRECTO USA FVET .
.y ']
L -
Let's get together To dismusy \\l]x:l m you free? .

L
e, .

me‘
Sent: N B ;|

To#-
§h ject: RE: (U) would you please check into
-

..'. Classification: UNCLASSIFIED#FER-SFFCHATTSEONEY—
.0
5 Hi
i: | e, e i L g e L b 'uirhﬂ-;i}um"hl }mqmbxﬂauuu.\pl_wg!qu ;HE sgrry, Lhayne t vet heard back from the folks. T am awaiting their response to try to

. learn what happened in their area. I'll get back to you, Thanks!

86-36

(9) (q)

*1ra-(g) (q)

9€-98

(b) (3)-P.L.

|
e : Wednesday, March 20, 2013 12:10 PM
io: E'E;EH':E
Subject: RE: would you please check into
.

* . Classification: UNCLASSIFIED/FOROFFCIATHSEONEY-

= = + No problem - this was not internal to my orgamzation. Some folks in my office just happened to spot strange things happening with the data and started
. dookmq in detail to see what was going on.

Imnks‘
u (b) (1)

. mel_ (b} (3)-18 USC 798

= Seu;Wednesda_*: Tareh 20, 0L L T (b) (3)-50 USC 3024 (i)
To: |

*  Subject: (U) one more (b) {3)-P.L. 86-36

= Classification:FoP-SECRETHSHNSFORN— .« * : L

-
(1) Apologies -{ B 1 must have done something wrong whenf - 1 "

]
Fw | 1 " J However, 2-3 weeks ago someone ¢lse in my branch
J 50 normally all questions go to him initially. Several emails were

exchanged in which he defended the tasking without saying that he hadn't put it in personally; we assumed that he had. (I wasn't involved in that exchange, but the correspondents on
this side still have copies of those emails.)
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(b} (3)-BP.L. 86-36
Doc ID: 6789497 (b) (6)
- * ]
.. - » e, 3
. * - - " oa ¥
" E) The folks who asked him aBiout it earlier in the month were not aware of the full scope of éhe problem and did not realiz it might be a security issue; they
5 & e "
L R [ ol -
w SHREE S = lid tel i my branch that he had beeng ienced people 0;:
'T' team, and he may have been coaching them to set up tasking in this manner. I don't know if anyone other thar
Lo G .l". -
® Thanks. R
hanks. ,ﬂ....’.‘
e Seat
e C e " Classification 555
2 O 8385
a —H‘iﬁmm[dt]unertll I ,é_ d,l o
= I T - =
TR R s s s oa oy o - = e
- LI A LI P N e
. ¥ W
@ 3 02
b a
. I W=
- " I’ ”I LW O WD
o b @
I =
{U-"'H"F)H('}u
] ------l"'.'.'
Lt gow ow & B
Ty | Bl —
i ]
-
L]
.I
i1 1
T
P
.
* -
*
| | * —_— -
ooouo
ottt | — s
I [RERERE
[
et | 1. ¢ | 3%
=
I f.:.‘-- =
— - ® w 0
2 g w om® Ld L w00
e | PP L ] T w
w o W
o s insim | =
l ] T =
LI I T N S N N N S .
N . . *
. mwmn" el . L -
=TTt g .« s " LI . . . P,
e - . " o
a ® - .
(U/o48) Below is the email thread ahmﬂD‘from earlier in the month, I)ctwcciﬂandl 5 = § (The flow is frong the bottom up.)
L] . o .
S T R e *
I, e m o= =" - * -
a s u =" - * " - .
. . P - - .
D] T —— P | . *
0 * «Sept: Friday, March 22, 2013 1:25PM. PR A
T l:%-mﬂ:-‘—' (b) (3) -PJL% 86-36
(0] (b) (&) * (b) {3)-P.L. B86-36
oo - .
- Classification: FoR-SRGREFACOM OO RN— .,,i;d"’-
: 22 20N
DI‘ - I‘ -
™ e if that
: iT you
L0
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Classification: UNCLASSIFIEDA-SR-SFHGHA-HEE-OMNEY—

1

» | don't understand why | ] the collection is blatantly improper.
- - *
« T my writeup was ebtuse | Jeould evaluate the data
and maybe explfin it rgofe clearly than I did.
- - -
L * -
-
- »
o
- -
. * s
L
L | |
L
© [N sewem—
o Sept: Friday, March 22, 2013 3:54 PM
| To'l ' |
AR —
oo ‘{
-
. -
= . % o =
I Classification:
¥ o
|
)
&
(b) (1)
(b) (3)-18 USC 798
. 5 5 4 .
i (b) (3)-50 USC 3024 (i)
{b} (3)-E.L. Bb~-36
-
-
-
-
-
-
-
-
R d
.
L3
+
From. - 1 | -
[X=]
bt
| k. That at
w
oo -
n all this *
ke -
) -
A *
I L d
—_— -
) +
S .
a .
-
+
h
o
- Suﬁ_]szl: RE: TSHSTHREL)|
"o .Y. g ST
. Classi :Caluop. - 7 ¥
. . ]
. * . o g ¥
Y . . W
ks Per my phone call 40 yeu tlus moming - 1 appreciate you passing me past correspondence, Butd believe a more top-level and systematic approach is required here to spell out what
*  your complian nn&ty?:n.e T'he technical emails you've been sending me indicate there is a con®rw, byt they are somewhat down in the weeds and a bit hard for me to understand
*®  or put in context. The ovegirching concers need to be articulated fivst. For me to act on this, and to .:mmb ts on this, [ have to understand what's going on, as will their
*» management ..
. ¥ ¥

.
':I'\ domg this 7z ;nml:ulsvhv\'us it do be a compliance concern because In broad terms, the technical analysis shows _{a couple

= sentences or 50, not more at this pomt®
-

s also doing this . AN believes this is also a compliance concern because T'echnical analysis shows that (again, only a few
sentences here)

Third, fourth examples?

Please do not get bogged down in the technical descriptions right away, it's more important to state the top-level compliance concerns with a few sentences that support that assertion

Release 2022-10
NSA 22045



Doc ID: 6789497

The more detailed technical descriptions can follow in supporting documentation

I also need to know if your compliance representatives share your concemn and agree with your assertions/conclusions.

Hope that helps explain what I'm looking for. The better 1 understand this and the better it is articulated, the more [ can assi
-. "= = = = = = ® & =

B6-36

(b} (3)-P.L.
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51 u'niEIouk]l:_‘_‘ into this
m w 8 m % m = m s 8% 8 ¥ S s 8838 ™S EsEEEEEEsEEEELE
* »  Thaoks!
{te]
= j
|
{te]
[=4]
IJ. Lo« " ]
[
[
i —-—--Original Message__———
] From |
o Semt:"Monday, March 25, 2013 11:29 AM
. " Tof —_— 1
F A Subjest W]
‘ a - -
| P By » Classification &
1 ] - -
.
L ] ”_ b F,
1 ”1:::] ® %
‘ -
= | talked to.nemd told "E=4 | would write something up and then call you to talk this over so we are all on the same page.
b Basically, what | believe 1s happening is §
LY
L
L] L
" |
" -
b -
"= .
uy -
- .
uy L]
L™ "
" .
"y L]
"= =
-y -
. 5
I‘ -
-
-
-
.
_' I'd like to follow this up on the phone. L
- -
L]
-
L]
-
-
3 650 (b) (1)
(b) (3)-18 USC 798
(b) (3)-50 UsSC 3024 (1)
() {3)-P.L. B6-36
-
Original M g L
- nal Message - --—- . .
From | . L +
wn*.hmmm.uu.u.\.u.ap . .
1Q - - » *
.
syffject: RE: (U) RP= Lo 5
% - . ® +
& Classification STErt e e RO ey . .
- -
- - -
X p""‘”k"‘ e
* .
L e il = »
And isn't t&crc a second but |e|a_lcd issuefd s * - 1
L [
.
Feel free to call to discuss.... i
| | i
- - = -
* . Classification =SEEREFr-rEe N O i i b i— ”
- -
I e .
and | spoke briefly about this. | wanted to circle back with you to see if we need to add in
e S e e e
-
-
-
= = w TEETTEE S " 888 EEoEoEoW ')
0*.‘ Do you want to add those points to the overall statement of issucsu email below)? Please call me and we can discuss.
*,
~
-e
‘."ﬂ'hanks.
=v"'“. ]
Segt: M March ;
To:
b FW: (U
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Classification: UNCLASSIFIED/fFeR-SFHCHEHSEONE—

|=mm:=pl

Sent: Friday, March 22, 2013 3:53 -

T";%=-

Ce: . » |
- - - -

Fr_—qmmﬂ—.—. ., L .

(b) (1)

(b} (3)-18 USC 798

(b} (3)-50 USC 3024 (i)

(b} (3)-P.L.

86

"o - - -
o il . . .
Classification: UNCLASSIFIED/HOR-SRFEHHEEoNE- * ¥
. . . ., - -
- - L L -
" - * . . *
- . »
- - . -
- e B .
" - e .
LI e e .
g, N .h..‘.:.‘ .9
LA Bt Y
(b} (3)-P.L. B86-36
B
(UrPeter-
" = = ® ®E E ® E E EE N EEEEEW = L R 2P b e
e omiww e n wom mRE TN T o,
y m momomomos®oEE o’
From: L - — o
Sent: Monday, March 25,2013 1:54 PM FF3
Tor e 1 e
Subj (U] R [ r—— e A I " .. I
= "o - .. .. L L T R |-1
" . . e R R e o P T Y
-
Classification: 7 :
w
— T
"% s xagoaa i ._Iu
Additional statements (in blue) added lon 'melg: Delow® ™ " " " & ¥ u & 4 o " eoaeo. Lo
- = "= " & = = = "= = = - = = - = l.l .. .. .l .l .'
Tl <5 - = n = UL O "a "u "n fn
“m"ki‘-.--""'...-.'_ ..--.'. -.----"....lll.l.ll"l'.

T - . .
1 talked lo=-and told E=¥T would write something up and then call you to talk this over so we are all on the same page.
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"
g

B6-36

{b) {(3)-P.L.

*
.
L

86-36

(b) (3)-P.L.

D 1as provided some examples and I'll highlight one here:

Classification:-SESRER

Ot

LR = = L o g =

.
-
" -
" -
x -
- -
- -
L g ®m WW
. .l-l‘l.....-.'-..-....- —~—
. SR TR T L T T e Tooo
. - == =
. So, we llna.rt. allowed some leeway when doing things for technical purposes tof Fhasically figure out what happened technically so we can possibly T s
plergent a solution or safeguard to prevent future occurrences. The question here 1s: —_——
& P
I * I I'm not 100 percent sure of the answer. :U g ;
’ L L T SR,
* 1'd like to follow this up on the phone. R 7 a
e O 0
o
SR - | T w
. . w o w
a me:? Gv.ba o
o = = ®Seht: Tuesday March 26, 2013 12:59 PM i
" § 8§ Ko :
Subject: RE: (U) Rex =
Classification =SESREHSOMINTHRELTFO-HSA—ASGH— i
-
can e? I'veinforme
L - S Sm S Ea w
-
-
-
-
-
-
-
-
-
.
-
-
-
. | - -
T, March 26,2013 1:11 PM I
To: .
-Sub_]ecl‘FEQJ)Re e e, .
LI I i P
L - L S g
. Clglsstflcallon -SEGF@E‘FHGWHEL—'F@-HSHGGH—' e .,
L) . LI I
* Tl e, ik Nt -
L]
* H‘:o .t .'t. l‘ 'lo....
. M - ] . Al S S
. I sent a re-writtgn draft !u.:dlmul pa an hour dlj[}_‘='sd‘(\ he will be the one to send the final statement to you. | can let hun &.nklmw
. you're hoping to get it sooner rather thart later.
-
» - -
» _ Side note: a new thing was gcl(fm[ today after additional info came in from another analyst. been doing something else in the system that's causing
<l | i » Jthink the explanation for that is clear, the statement shodld be pretty much good to go.
- -
Thanks, .
= »
-
-
[ —
(b) (3)-P.L. 86-36 -
(b) (6) 2885
s s W W w e
Classification; SEERETHSIHREETO-HEAEY— .."' S
- 1
— L P35
. -
..' "‘ Il-.n-.--.--.--..-l'.::\:c;
. . W W
L —— . @ O 0
. & - <|h L =d
* e+ . w oW
e e o ®
F 4 - —
. ! . [
[hanks, ¥ . - —
L S » S—
LN - "
aO":-."l:q..-...."" L I '. 3 .-.-.- ‘0&
¥ '(WH-QHGEIIJFS last one 15 utterly baffling lo mc never.scnl the written statement, but if either he Ty smid®*th®y "understood” what the q-; .
a Y Lo do, it was a [ilpl:)mﬁlla skatgment, not an agreement t that there was nothing wrong, wythait,s The Stuf¥f about heeding to be educated is baldendas i .
- has ‘ho,tcchnical knowledge at all and® just oayots wi}alcvcr SaYy) s = = ® " 5 ¥ .,
- ]
-
that wesnetd mﬂm q,f'rom lhc he never mentioned it to any of us. | was recruited to » .
back in have more experience with them than anybody else in the entire intelligenge sommurity, an 5
have been doing this for years longeg tha n‘has I can’t really explain any of what's being said below. | just know that Wy whole thin®j was dropped
after that. We were told that any tasking ﬁjld would be considered legal, [ — < ] e were stk with it 15
saying here that ere shown the light, while =d|d afterward Ilidt=n1d{ie a decision without thestatemest being sent.
e BT e LA B " ~
" ey, - ., - [}
R LA u L7
From{ 1 ., e .
Sent: Tuesday, April 02, 2013 9:44 AM b L I T e St 4
2$ e N LR L P R PR T X
Subject: RE: (U) re-ta (b) {3)-P.L. 86-36
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(b) (3)-P.L.
(b) (6)

86-36

Doc ID: 678949/
(b) (3)-FP.L. B6-36
1if he or y
d to my er
1wl said education nee

o
o
©
o
9
,'1: -
|
)
a

-

by

(U] Hetes-

Classification: TOP-SEEREFH/SHNOFORN—

6_‘.

w

nind as well, these | T

-Jo‘#-‘.‘ .—-:- :U

=4

]

(3]

[}

L

=3

1, and | will ensure it is
L I B I B

1ining concerns, and pl

Classified By]
Derived From: NSA/CSSM 1-52
Dated: 20070108
Declassify On: 20380501
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From:
To:
Subject: FW: (U) would you please check into .
Date: Tuesday, June 25, 2013 7:04:13 AM ‘%
Attachments: Fw ()] 1 e
- - - - ‘
Cla55|ﬁcat|oq:.ﬁﬁekﬁfﬁmﬂmﬁ&tm (b} (3)=P.L. 86-36
L
e (b) (3)-P.L. B6-36 R =
* (o) (8) e .
- s L * * -
—:—«—Oriqinal Message----- " AR . :
, from:| | i p g
.+ Sent: Thursday, March 21, 2013 11:38 AM , e . .
~ To; ] . .
d Ccq . I
© & w Subject: RE: (U) would you please check into e
r~0 | -
AVe] -
R Classification: “FOP-SEERETHCOMINTHREETOUSAALSCAN-GBR—
h: : "._I * *
B a Folks, i
ammm *
=333 —SA/SHREL) First you need to understand how theEanalysts have "verified" this|
" LSHSHRED) T am not an idiot. l
Please see attached.
UnclassifiedHer-Sfficial-dse-Oniy-
- - . .
i -
k‘l;: * . Ll -
. R 0 N (b) (3)-P.L. 86-36
% & ,.
T Unclassified AFer-Official-dse-Onty- (=) 182
B (M spmgmaenien s e Mo Susie e T s i L
a
i W ;—;—;Oriqinal Message-----

. \Wednesday, March 20, 2013 4.5 PN
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o

Lis

(B) (3)~F.

A S S Ia‘klpv_ﬂ X

.

.

>

> *Froml

_ > *Sent:* Wednesday, March 20, 2013 11:36 AM

> *Sub]ect ¥ RE: (U) would you please, check into

> *CIaSS|fcat|0n —'F9F'—SEGFHFF;‘;‘-E@-I’-‘I-I-PcF1'7‘7’-I%E!z—'F9-b’r57°¢—|=‘a“.«:-‘kuL

> -
> Let's get together to discuss. When are you free?

....I> —

VVVVVVVVVVYV

v

> *From:|

(9) (q)

[*d-(g) (q)

> XTou*
, > %Cc!

_
£-98 "1

6

86-3

(b) (3)-P.L.

0=:>'l‘
“-3%.

> *Subject:* (U) would you please check into
>

> Classification—TOP-SECRET//SH/REETOUSATFVEY—

CHT
>

>~FSHSHREL I cc'ed you on an email to :regarding some

iyities he was working. According to
~ > there was tasking %:[Cohducted m-aecor-dance wlt

his,

>"ac1|wt|es such that they were able to vern‘y|_r il SeChELEAEECEE PR LN EFLFAPIFLPLES
If you would plea

>
>Imcﬁ(on cc) to understand better what happened, and
> determine whether_there might be an incident, I would greatly

it appears that the tasking has been removed

(1) (q)

*Trd-(g) (q)

(T)F20E 28N 0S-(€) (q)

86L 2sn 8I-(€) (q)

9€-98

>

> appreciate it. Per%_

Fl..-u.l..l.l.fllﬂﬂi
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36

B6-

(b) (3)-P.L.

86-36

{b) (3)-P.L.

From:

To:

subject: , ® TPW: ()

Daje: ® a8 Tulbday, June 25, 3013 7:15:34 AM
. :nl-chl\eu‘s: imagedin]. pog

.g".-. .

»

Classification: UNCLASSIFIED/fFER-SFHSASSEONEY

me#

«Seft: Monday, March 25, 2013 1:53 PM

.T A
Classification: UNCLASSIFIED/FeR-SrSH—HoE-Oht—

Done as ordered

(L ey

me:F
Sent: Monday, March 25, 2013 1:27 PM

1ol
Enbject: RE: (U;;
-

‘ -
% Cla ssif:s,ahon: UNCLASSIFIED/fFeR-of et oSEONEY

1g done just to work through the issue

Friday to ask tf

(b) (1)

(b) (3)-18 USC 798
(b) (3)-50 USC 3024 (i)

(b) (3)-P.L.

86-36

ubject: »

+ -
-
.
._ Classification: UNCLASSIFIED.-‘.‘FS‘?QFH&#WSE@N‘H"
-
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P {b) (3)-P.L. 86-36

|} et = m ®m % m ®m % E = ® W = 8 ¥ ™ = ¥ ®
‘I‘..l L]
» 25
P D o *
a3 T ® e, LS I .
[ Frda " Tt g."‘ + . . .
T o .« *a® e i Y 2% o
(U i .. : S . . " - PP L - - -
LT < el o e o 3e ¢ RS S = .
From: f— * * . ‘. .- P :.‘: .3 PR - - -
Sent: Friday, March 22, 2013 3:47 PV * o ST e , P o p
To: s * . . T P bl .
e — e !
Y *
T —— s S L :
> Tt e .. . w
Classification: LURCLASSIFIED/H s . » - =
" . .‘ b ) * " o 2
s e, * .o . . .
So everyone is on the same page, S.?endingfhis email. '. * . . .
. N ‘0 > - * . * . Lo Lo . p s . N
| just spoke with b askbd what repercussions thege is to mission if the tasking that:m concerned about was stopped this weekend and it
appeared there is none. Whi s 190% sure there is noeampliance issue he regluctantly agreed to turn this tasking off until and he meet Monday to work
through the issues that and ﬂ'supporting analysts Have with the wayds doing business. It could be that we have been doing business wrong for many,

many years and we need to modify what we are doing..HcMever. my guess is this is not the case.
-

Stay tune for the actual facts as=.<y§ through this with their technical folks.

»

Classification: UNCLASSIFIED/mOROFFCIAT OSEONEY

Classification: UNCLASSIFIED/FSR-SFHGHEHEEoONEY—
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. + * Subject: RE: (U) IG Investigation - Request for interview

*.Classification: FoP-SECREHSIHREETOYSATYEY—

HeiloD

Thank you. | look forward to talking with you. | will be TDY 4-14 June. May we go ahead and
schedule something for when | return? How does Thu 20 June at 1300 work for you?

< From: :
g To:
; Cc:
- . i Subject: RE: (U) IG Investigation - Request for interview
i Dafe” * * » « « . Thursday, May 30, 2013 10:44:15 AM
{E Attachments: Bﬂ{_ﬂLD{_ﬁ_,j_U_lSB_Lms_q
. Classification: TOP-SECRET/SIRECTO USA, FVEY"
. June 20 works for me. 5
" LS
. I've attached a couple emails concernlng this subject for you fo_ read. One contains a draft "
. of an email | was going to send tof Jwho is thel — ] ] =
™ . | never did send it as | was waiting on a response from since | mentioned &
m . her name and a conversation we had about this subject. s, the [ | 3
b3 * The draft is part of an email chain on the subject. The second attachmeni t:d'ntams a PDF | . o
4 . file with an email between myself[__Jand e T ""
. .;-.--n---------.--l- -...Illl.- 2
o -'-'..-i.....I .
;I,; G . Idid relay the conversation | had gm our-analysfs who were still'ndt’ happy with
E E . the results. | told them that since was the] Jthat | would defer to her.
== . | do see the argument 1hat makes (PDF) and understand it, however, I'm not sure | would
c usé thé same process that] lis using. My main concern was|
(b) (1)
(b) (3)-18 USC 798
(UHAFOUEY (b) (3)-50 USC 3024 (i)
(b) (3)-P.L. 86-36
5
@
; . . .From:] |
T Sent: Wednesday, May 29, 2013 2:41 PM
) To:
a Cc:

Release 2022-10
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In the meantime, if you have any emails that you believe would be pertinent to this activity, please
forward them to me. | understand that at some point you may have been preparing a summary of
the |ssue (I beheve o submit toD but it was never completed/sent. If you still have that draft and

86-36

(b) {3)-P.L.

think it would be helpful for me to read ahead of time, please forward that as well. If you have time

to prepare a simple timeline of the events and any actions taken, that may also be helpful to our
investigation.

Also, | have asked| | an Evaluator from the IG’s Intelligence Oversight Office (D11)
to participate in our meeting. She is fully aware of the investigation and allegations made thus far.

Sl Pl_ease %nt:lude‘l:on any other emails you send to me regarding this matter.
'.0‘ = 5.

= ‘Agam thank youD

B V/R:-

—

. (Urroves] ]
* Senior Investigator
" NSA/CSS OIG, Office of Investigations, D14

**PRIVACY SENSITIVE — any misuse or unauthorized disclosure may lead to disciplinary
action**

From:| |

Sent: Wednesday, May 29, 2013 2:25 PM
To:l’

Subject: RE: (U) 1G Investigation - Request for interview

. Classification: TOP-SECRETHSHRELTOUSAFVYEY-

d
-
g

L

»
id
-

86-36

(b) (3)~-P.L.

] m—

FSHSHREETFOUSATFVEY) 1 have been privy to this situation and can certainly
answer any questions you have. Unfortunately, I will be out of town on Friday and
I am also on leave Tuesday June 4. Any other day would be fine.
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86-36

(b)Y (3)-P.L.

86-36

(b) (3)-P.L.
(b) (86)

" From:] |
. Sent: 144 PM
* To:

-

SL'rBject- (U) IG Investigation - Request for interview

(b) (1)
(b) (3)-18 USC 798
Classmcat:on FOP-SECREHHSIHREETOUSATVEY (b) (3)-50 USC 3024 (i)

o (b) (3)-P.L. 86-36

Good aftemoon.: ; :
(FSHSYREETOUSATVEY) The Office of the Inspector General recelved an allegatlon

that has been tasking| |
[ | It has

been alleged that:does not have a foreign intelligence purpose for conducting this
. collgction and that an IO incident report has not been filed regarding this alleged activity.

(UAFBB0O) It is my understanding that you, as the| Jand 100, may
have information regarding this matter that would be helpful to our mvestlgatton Are you
available to meet with me on Friday, 31 May at 1000 to discuss further? I woul'd great

appreciate your time and insights on the matter. A
G
e
]
o
(Urrerei | i
Senior Investigator z
NSA/CSS O1G, Office of Investigatians D4, . . ... ... ... >

**PRIVACY SENSITIVE — any misuse or unauthorized disclosure may lead to disciplinary .

action** 2

Classified By:

Derived From: NSA/CSSM 1-52
Dated: 20070108
Declassify On: 20380501

Classification: TOP-SECRET//SITREC TO USA FVEY—
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Classified By:[__]

Derived From: NSA/CSSM 1-52 .

Dated: 20070108
Declassify On: 20380501

Classification: TOP-SECRET/SHREETOYUSATFVEY—

Classified By:[ | '

Derived From: NSA/CSSM 1-52
Dated: 20070108
Declassify On: 20380501

Classification: FoORP-SECREHSIHREETFO-YSATFVYEY—

9€-98 "I d-(g) (q)

Classified By:[ ]

Derived From: NSA/CSSM 1-52
Dated: 20070108
Declassify On: 20380501

Classification: TOP-SECRETHSIHRELFO-USAFVEY.
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B6-36

(b) (3)-P.L.

.
(L

PR ol Folelo (ge IsF-"d= o A CT(o1Te g PP GTETG |

From: |=L
To: ' . |

Subject: FW: (U) Strange tasking going on S .
Date: Tuesday, June 25, 2013 7:37:18 AM ¥y Y %

Classification: FoP-SECREHREETOUSAFRVEY- “ag ..

From:| Ia

Sent: Tuesday, April 23, 2013 8:57 AM Lot

To: | ]

Cc:i ——— -.-._..-.....’.-...--n.l.-'l.l.l'l.l-'h'lk“‘--

Subject: RE: (U) Strange tasking going on
Classification:FOP-SECRETHAREETO USATFVEY

This is what was discussed at the 15 April meeting: i ® :

L] -

1. | | said he would put out meeting notes on the outtome of the meetiﬁg =
.* whether the compliance assertions were resolved tozsatisfaction, the two actions for
o ]:below. If [Jdid not put out the meeting notes, it would be in [—Jbest interests

' . todo S0, in “the event this issue comes up again in the future.
- ‘. - - »
* 2

*d-(g) (9)

9€-98 "1

'l '2".II=I ..............-.............-...I-n

3. T—Jto write an Information SPF and a new SOP describing its procedures, how it does its
work, where it puts its data, and how oversight and compliance are conducted. The SPF is to
Jalso suggested it include a warning to go

out to the workforce | |

Pr_:om:l |

" Seng: Tuesday, April 23, 2013 8:33 AM

+ To: ]
" Cc:| ]

Subje'ct: RE: (U) Strénge tasking going on
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Classification: TOP-SECRET/RECTOUSA, FVEY

(b) (3)-P.L

. B6-386

T d-(g) (a)

(T)p20E D8N 06-(€) ()
81-(€) (9)

9¢-98
B6L 08N

(1) (9)

FEEE TR Y fand-myself} did meet with the-Dfolks to discuss their
- concerns. | believe that everyone agreed that there are no compliance issues at this
- ime but] _____Istill had a little concern about
El R 1A As[__Istated in her email on this subject there is still some cleanupto -
i be done to close this out. One of those things is| s et
".; TEy 'I’ruthfuﬂy } haven’t tracked that too closely since it was a fand- -+ - -
':; . not a comp]tance issue and]:]seemed like he had a handle on that.
" Have you meet with yet? If so, could you provide us an update
v (UHFOUO)
Fr"om:‘l ]
Seht: Monday, April 22, 2013 12:51 PM
T‘“#
Cc: ]
Subject: RE: (U) Strange tasking going on
Classification: TOP-SECRETH/RECTOUSA FVEY
A -
FIS wamin L O I T
Can | please get an update on where this issue stands? Is it still of concern toDor did the
meeting happen and all are happy?

. From: I

|
. Senr Monday, April 15, 2013 1:57 PM
l

|
Subject: RE: (U) Strange tasking going on
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Classification: TOP-SECRET/RECTOUSA FVEY-

|
] there were repeated statements made by the ]

. At today’s meeting between]|
analysts that they were ot given an opportunity to respond to the assertions that were made about

their work. It is ugaéar what they were referring to as their management and compliance officer
were cc’d gnedll status messages; at any time someone from:.had the opportunity to have said *

.' (or bet-tér‘vet documented) “here is the real situation.” That did not éacur
o™ I_\ayll_l no |(_3n_g'er.b_e'd9§umentm.g status mgssa_g_esl f_o.d:as |s§ues arise, asin the'em.alls below. In “
© the future, any issues that arise concermnngﬂl be sent directly to —_]for response, My .
(_u'g attempt to provide status messages was a way to ensure all personnel were on the same pages for .
I the short term, and to document the situation and way of doing business, for the long term Tites, . o %
a |77 khowledge ba’se),'Dwill take on that obligation for their issues. e
o T
) At the end of today’s meeting | was asked to capture the meeting notes and actions. | declined as | ©
e .hayq done enough documentation on this issue. | said either| | or[ ]fr0m| |shou|d o [ H— L
4 |t; said’he Woald butsinge,the actions fall ontD would suggest it might have been in 2
ow
+ your best intérest iq control the message forD that the compliance concerns were largely T
L
dmeliorated (except for[ } and thatD.le document |ts procedures and plans @
for.| Jin an Information SPF betweenl Jalert to the| |
workforce to be determined).
. o From:! M'I
- . Sent: Friday, April' 1./, 2013 /:42Z°A
> To |
« . S34
& Shbject: FW: (U) Strange tasking going on
(b} (1)
(b) (3)-18 USC 798
(b) (3)-50 USC 3024 (i)

LI ~
i Classification: TOP-SECERET/RECTO USA FVEY—
(b) (3)-P.L. 86-36

.

s ‘.
’.
o You'll see thachas sent out a meeting invite to discuss the] ]I
%0 would assume you would like to invite] Jand] | please do.
‘f:..-r::::::::::.::::::“”“.- .
- Below are the emails | sent to: There is more history from March relating to discussions
o
5 betfv.eengc:m_dml haven’t included here but can be discussed at the meeting.
P 2. st
Release 2022-10
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you would probably be interested in attending as well. Monday, April 15, 2013 10:00 AM-

» 11:30 AM ) |
t: *
4 L.
CL: Y. " .,
o Frontl:.l |
a Sent: Thursday, April 11, 2013 6:52 AM
- am To’
’:“"‘.t |
* * .'-I - I
',. Subject; -RE (U) Strange tasking going on
CtaSS|f|cat|on -‘F@P—SEGR’EF#REH@-US#FVE‘T"
I.- I .'-.. ..-t‘.
Caﬁ.you please set up a meeting with] S E Ifolks either today or tomorrow or next
Week- as there are two issues that need to be resolved here. fyeu would like to hold a pre-meeting
first m:to ensure we're all on the same page before meeting W|th| 'l defer
© to you on that.
g The f|rst issue |s the CO”jQ"f'”.C'e concerns fir f|r5t expressed b\,D.arlidl n-owj: As outlined below,
o “they are l) that the| } -
0

| | If it is determined none of this is happemng, and collection can continue, then we can
move on the second issue.

1rd-(g) (a)

£-98
(T)p20E

-(g) ()

a

280 0¢

86L 08N B8I-(£) (Q)

(1) ()

The second issue is| | The following questions need to be = *,.*
* .
answered: o
* +
*
s .’

2. What were the reasons| |-and when was that decided?
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Let me know if you are ready to meet internally or if you are going to go ahead with the meeting
with The folks who have offered to meet with you are on the addressee list on the April
0972013 1:13 PM email below.

-
*

. ’ _| -1 Jthought you might have some insight into this, | can give you a call if you
&+ f = =fdeed more background.
3 Thanks,
if...
a
L
T ", " From] ]
- ", Seht: Tuesday, April 09, 2013 3:39 PM
N (<Y |
X = |
- L Col ]
g Subject: FW: (U) Strange tasking going on
", Classification: TOP-SECRET/RECTO USA, FVEY
| | has concerns about] I.se..e below. | called
.* " him, and he added in further concerns while we were talking. Could you please arrange a meeting
© with your folks and his to discuss some of these issues?
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9¢
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(T)PE20E D280 06-(€) (q)
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g86L 0sn 8T~ (€) (q)
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| | Can you please plan you

B86-36

(b) {3)-P.L.

86-36

(b) (3)-P.L.

86-36

(b) (3)-P.L

o oy Sy

r responses to these concerns/issues, as they will

likely come up again. TR

AR A TATATA A TA TR TR T T Ty Ty ey L] " " = % = ® » = ®'®=s w = = ® ®

d'be reviewed by, patticularly the
be coordinated both inside and outside E]thO ensure all agree with what is being proposed. |

g_l read your SOP —it looks like it went only tol __1for coordination, not outside to[ ] | think it
shoul folks. As a matter of course, most SPFs should

also didn’t see a date on it —was it previously written and coordinated oris it a new SOP?

| know th_arl .Ia_an.d | Jhave said they have no remaining concerns following your

T L ; ; : e 5w
distusdions with them. However, aJ___Jstill does, | think a discussion is in order to make sure
everyone is on the same page.

Thanks,

‘—

From: | |

Serlt: Tuesday, April 09, 2013 1:13 PM
< H |

Subject: RE: (U) Strange tasking going on

Classification: TOP-SEERETH/RECTOUSA FVEY—

N

The concern | have, irrespective of how | learned of the issue, is that there is at least the appearance «
(if not the fact) |
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. From:#
hursday, April 04, 2013 3:36 PM

. Sent:
O Tal ]
LG i
o Cc:
K * ‘Subject: RE: (U) Strange tasking going on
; Classification: TOP-SECRET/RECTOUSATFVEY-
'?::'..E'.Ej tha‘n I'checked with theT——Jfolks | 1
el T BT L s v )
Agree wath'm that this part:cular outreaeh-%omwas not part of the agreed-upon process in
our discussions w1thDon this ongoing issue, and thafD is having some internal discussions
related to that.
“,E From: |
® Sent: Thursday, April 04, 2013 2:20 PM
E To: ]
o peri
’L ' . L
E %
+ * " Subject: RE: (U) Strange tasking going on

)
-
. -
"
L “ .,
. - " o.
b, . il ]
. L]
L A " ow

» -
. » i "
. . £ -

Jwas at my desk as | returned from[__] this morning and | pointed him to

As he described
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(b} (3)-P.L. 86-36

the situation (a cor_wtaet'fr.om'ljl explained thatD has been working with the folKs 'inD and
interacting sonfe with the:to]ks, such that she is fully aware of the situation. Also mentioned
thatnhas put together a new/replacement SOP for their activities and that during discussions on

Friday, that included | |-

-
*
-
L4

| know that withinl:those who are aware of this situation are conducting some internal
discussions as tp*whom and how they should reach out with this type of concern. | consider that this
particular re;ac'h out thwas not a part of that process.

- -

Thankss ,"

dedkkk

EEEE LS E TR £ E TR T OO0 O e vk ok ok ok ok e e ook e e e

. B6-36

(b) (3)-P.L
0"
0]
2
L =
=
c
=
w
(=8
ot}
pd
=X
=]
So
ny
o
—
(O8]
I=
un
o2]
ae)
=

Subject: FW: (U) Strange tasking going on

Classification: FOP-SECRETH/REETOUSATVEY

. B6-36

|

*1°d-(g) (qA)

(b) {3)-P.
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(U/HFOEO)]

From: | ]

et ?Ient Thursday, April 04, 2013 1:42 PM
.32 I 1

IEI—I I

. Subject: RE: (U) Strange tasking going on

L.

(b) {3)-P.

"+, Classification: TOP-SECRETHRELTOUSA FVEY

=T —

Thanks! |

" okkckkkkdckkkkhkkhkkkckk ok kR kR ke kR -

(U/AFeder

Y. From:| |
.Sent: Thursday, April 04, 2013 12:40 PM
.._ - Jeo ]

j Cc:i |

Subject: RE: (U) Strange tasking going on

86—

L.

Classification: TOP-SECRETHREETOUSAAUS CAN GBRNA—

(b) {3)-P.

wundhanksE ], if you need more info, vou can, check with o1 -~ now in [ as the
. [ ]is supposed to know about this, but | don't think she’s sufficiently aware of the

+ (UHFeber
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Doc ID: 6789497

-
*

.+, From:] |
2+*.".". "Sent: Thursday, April 04, 2013 12:39 PM
2 " .E:l !
s Cc: ]
R Subject: RE: (U) Strange tasking going on
= Classification: FOP-SECREHHREETO USAAUS CANTGBRINA-
A
< 7T We'will research thisimmediately[_]
RV
. (UIFeU9)| |
o —— ]
.t .‘t | (U *
< |.... . .From:} ]
2 | "+« Sent: Thursday, April 04, 2013 12:33 PM
= To:| |
2 )
i e - ]

- .g
", Subject: (U) Strange tasking going on

e e (b) (1)

. BRI (b) (3)-18 USC 798

g Ry (b) (3)-P.L. 86-36 (b) (3)-50 USC 3024 (i)
* Guys, e, (b) (6) (b) (3)-P.L. 86-36

.
.

:brought to my attention that apparently, there’s some-l |1 : I
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86-36

| spoke witd Ito see if she knew about this and she did]

(b) (3)-P.L.

So, can you check

I’'m leaving very soon for the weekend, but I'd like you guys to check into this and follow up.uhas

IThere is a way 4o do
this compliantly. | just don’t know if that’s already been put together and it’s worth looking inte and
making sure we have some documentation on it. :

Thanks a bunch.

*Trd-{g} {d)

J8n 0s-(€) (q)

9€-98

(T)rzoe

g6L osn 8T-(€) (q)

(1) (q)

E. (b} (3)-P.L. 86-

(b} (&)

36

Derived From: NSA/CSSM 1-52
Dated: 20070108

Declassify On: 20380401
Classification: FOP-SECRETHREETOUSAAUSCANGBRNZE

Classified By:
Derived From: NSA/CSSM 1-52
Dated: 20070108
Declassify On: 20380401

Classification: TOP-SECREHAREEFOUSA-EVEY.

Classified By:|

Derived From: NSA/CSSM 1-52
Dated: 20070108
Declassify On: 20380401
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Classification: TOP-SECRETHREETO USATVEY
Classified By:
Derived From: NSA/CSSM 1-52 -
Dated: 20070108 "
Declassify On: 20380401

Classification: TOP-SECRETHREC TO USA, FVEY

Classified By: %
Derived From: NSA/CSSM 1-52 =
Dated: 20070108 @
Declassify On: 20380401 ¢
Classification: FOP-SECREFHHREETFO-USAFVEY S

Classified By:[___|

Derived From: NSA/CSSM 1-52

Dated: 20070108

Declassify On: 20380401

Classified By::I
Derived From: NSA/CSSM 1-52
Dated: 20070108
Declassify On: 20380401

Classification: FoP-SECREHREETOUSATFVYEY

Classification: TOP-SECREHREETFOUSARVEY—

Release 2022-10
NSA 22076




Doc ID: 6789497

Release 2022-10
NSA 22077



Doc ID: 6789497

Release 2022-10
NSA 22078



Doc ID: 6789497

Release 2022-10
NSA 22079



Doc ID: 6789497

Release 2022-10
NSA 22080



Doc ID: 6789497

Release 2022-10
NSA 22081



Doc ID: 6789497

Release 2022-10
NSA 22082



Doc ID: 6789497

Release 2022-10
NSA 22083



Doc ID: 6789497

Release 2022-10
NSA 22084



Doc ID: 6789497

Release 2022-10
NSA 22085



Doc ID: 6789497

Release 2022-10
NSA 22086



Doc ID: 6789497

Release 2022-10
NSA 22087



Doc ID: 6789497

Release 2022-10
NSA 22088



Doc ID: 6789497

Release 2022-10
NSA 22089



Doc ID: 6789497

Release 2022-10
NSA 22090



Doc ID: 6789497

Release 2022-10
NSA 22091





