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S5 This mves;lg:,dtlon was condumed in rg:’s !:se th 4 referral fI;Om the NSA Ofﬁce of the

General Counsel (OGC). In|  ,»-

A/CSS; Informatior- Assuran(tc Directorate

(IAD) management officials, asRcd the OGC qH%al g:ldance on ccrlam aSpecis of authorized
IAD Red Team activities x,bnduc.tc;d in 201 l.'Thgise_ agt_mtz.eb were Gdndm,ted it 5upp011 of a

] - . "
I 0’ o =
- " ol

lto

identify vulnerabllmésl - T Tyw g

+
*

T this program is e}{ecun':d Wsth the express, knowledge and apf)rova] of
: h.e OGC received allugatmms by Red Team per bomei that information obtained-

in support of]

corfeer nin "

| ¥ al 1ad no‘s.becn properly rcportcd

S5 On | | the Rc;d lc’gm repd‘ned that

Icommunication‘; had

been successfully accessed due tQ" DOOED sswo'rd secuslty The Red Team was aple to read

communications between| . .jand ather senjor U.S. g:ovcmmem officials and gather

and a family memher This

details of upcoming public qctivitiej involving

information was reported to E

*

J - -

a During Red Te monitoring of the Dol Non-classified Internet

Protocol Router Nem(‘)rk system (NIPRNet-

Joperators observed

what they believed {o be evidence of an adulterous relationship between
| The Red Team also observed what analysts believéd may be classified

nd ]

information transmitted by| Jconcerning]

Red Team

analysts orally reported to the Red Team chain of command a possible violation of the Uniform
Code of Military Justice (adultery) and their concerns regarding the unauthorized disclosure of
classified information. This information was not reported to anyone outside the Red Team.

S|

& conclusions about] Jrelationship with

. |details discovered 0n|

~53S Dn 20 July 2011, Red Team analysts submitted a final report onf
Jcomputer activity to Red Team management. This report contained analytic

|and the potentially classified
unc]dsslﬁed g)\fer11m01n computer. This

1

tinformatin was not properly n_ported under the Red l"aeam s Standard Operdtmg Procedures.
\

)

TSHAHE) As a result of our! inquisy., we conclyde thall

* I

E failed to ensure that thé Red Team took required actions to report mr.,!dents when they
1S

covered:potentially classuﬂr.,d mater ial or]

Junclassified jnachihe and when they

‘rccelvc,d dliegatlons I)Fa-posmbk vioJatioh of Article 134 (adultery) of the Umtorm Code of
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(b) (1)
(b) (3)-P.L. 86-36 —SEEREFNOTFORN—
- IV-13-0051
Military Justice by in violation of NSA IAD 1741 Red Team SOP Incident

Response and Activity Documentation, 14 June 2010.

(U/MOH6) A copy of this Office of the Inspector General report will be forwarded to the
NSA/CSS Associate Directorate for Security and Counter Intelligence. the NSA/CSS Office of
Employee Relations, the Department of Defense Inspector General, and the
| |for information and action deemed appropriate. .

(b) (6)
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Il. (U) BACKGROUND

(b) (1)
) (3)-P.L.

8e6-36

(U) Introduction .
L

524 NSA Red Team assessntents of |

|comnutez networks began ml |The

IV-13-0051

assessments were conducted unﬁ.ér various oper ational names|
. fsponsored each

operation. =

(U/Ae6) The Red Team for}

team leader. The operators were mainly umt‘or grade enlisted military personnel.
_and team leader were NSA civiliaps. The team reported td an operations manage

included operators, analysts, and a civilian

The analysts

2 deputy division chie

"and a division chiefl

“|"The diviston chleilcpm'tﬁd dquctly 10

) f(.p:)r.'tcd.te I-h;,,cpl;‘ri ., la NSA senior,*

(b) (3)-P.L.

86-36

| | the Red Team first explmted]' the government compulers used by

| the Reel Team fjotifiéd hat the computels had been

exploited due to poor password security) . : * |
x T the Red Teaf‘n observed

fhat indicated

at

to the operators and analysts

violation of Article 134 of the: Uniform Cpde ofMll-ltary JuStice.” The Red Team als;
sent potenllﬁ[[y clas§ified mtormdtmn.régdrdmg._,
- This mformanon w.as orallv reported to the Red Team deputy

hief ora-lly passed this information to

analysts and team ledder were then

email|
| .

division chief and lelSlOl’l chigt,F

and a:woma'-n later 1dentified as "
Jmag haye been committing adulter) a possible

detected in

tasked with wrltmg areport of their findinds

s 8"

¥
.

chief on 20 July 201] |

Thls.lepom was prowded
E_[passcd {hiy information to

o the Red Tedm di

vision

(U/HH0) After an-OGC meelrpg mlh Red Team personnel in

thls matter to the Ola

-
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(U) Applicable Authorities

(U) These authorities were reviewed during this investigation. See
Appendix A for the full citations.

e NSA/CSS Policy 5-5. Reporting Of Security Incidents
and Criminal Violations

e Title 10, U.S. Code §934 (Uniform Code of Military
Justice, Article 134)

e Directive-Type Memorandum (DTM) 08-052 DoD
Guidance for reporting Questionable Intelligence
Activities and Significant or Highly Sensitive Matters

e NTISSD No. 600, Communications Security
(COMSEC) Monitoring

e NSA IA]1 Red Team SOP. Incident Response and
Activity Documentation

(b) (3)-P.L. 86-36
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—SEEREF"NOTFORN
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iI1l. (U) FINDINGS
(U//FEeU9O) Issue: Did| fail to report information to appropriate

authorities possible violations of federal criminal law, as NSA/CSS Policy 5-5,
Reporting of Security Incidents and Crjminal Violations requires?

(U//Fe6©) CONCLUSION: Unsubstantiated.

(U/FEH8) Issue: Did| fa;f! to report information related to a
significant crime to a military commander or law enforcement agency with
appropriate jurisdiction as NTISSD No, 600 requires?

(U/Fe©) CONCLUSION: Unsubstantiated.

(U/H~oe0) Issue: Did| . - |fail to ensure that the Red Team
took required actions to report and respond to incidents as required by Red Team
SOP?

(57N CONCLUSION: Substantiated. The.preponderance of the evidence supports
the conclusion that ailed to éﬁ.SIL_Jre that the Red Team took appropriate
actions to report and respond to information that |- may have been
involved in criminal activity by engaging in adultery in violation of UCMJ article 134 and
that he inappropriately passed potent;aﬂy c!ass:ﬁ-ed information rhr@ugh an unclassified

computer network. .
(U/FOU0) Issue: Did| ", 'ﬁd to report information or ensure
that the information was reported to the Ass:s!ant to the Secretary of Defense for
Intelligence Oversight (ATSD(10)), as DTM 08-@2 requires? .
(U/Fe&8) CONCLUSION: Unsubstantiated. (b) (3)-P.L. 86-36 ®) (1)
(b) (6) (b) (3)-P.L. 86-36
(U) Documentary Evidence | l——————_—l .
(-E:#H-F—)I |email, o g e L;nalled Agency
management to notify them that the Red Feam had syccessfully exploited the NIPRNet
computers used by]| " also reportegd- +hat he had notified external

customers of the exploitation. Thts email contained an attgchment which provided a timeline of
that exploitation, examples of exp.lcnted information, stich as communications with senior
government officials and| Jand mitigation recommendations. This email was
classified as QECRETHNOFORN(Appendlx’B)

L

5+ Red Team Analyst Rf‘,pott, Th]S Yéport contains a synopsis of data
obtained from INIPENet account by the NSA* Red Team. This report summarizes
the information obtained by the Rcd‘ ['eam regarding the potcnttafﬁor f01e15n intelligence service

(b) (3)-P.L. 86-36 (b) (6)
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(b) (3)-P.L. 86-36

(b) (1)
(b) (3)-P.L. 86-36

RO | (D) (©)
. - 0 o ! L
LY . ; ‘.“I LI ) ‘-: ::‘ ..f'-‘. " " v ¥ !V-!’j—oosl
ex Ioit't’ noff ° mdr due to hf, Cl'O"iG fetationship”™ witfl I
S nd details regarding .. fhat]- - ., sent
‘on the Lm(.lasuhed-nelwmk The Red ['etaml Y, |
- ] t‘ ? * - %
¢ : :: . - .
The Red Feam also identified an unclassified email domain] | Email in this

domain was used te transmit information about

This report

was sent to| : |Red Team

Red Team (Appengix C).

(U/#e+0) Agency Computer Records. The OIG condt

|(b)(3}—P.L. 86-36

ct_e_ sfechmputer records*and
accounts associated with .. Tand T his review, «
confirmed that the Red [J'eam arratyst report dated 20 July 2011 Wwas sent to] B
| . _|Red Team, and| . |Red Team, on 20

July 2011. The review was unable to verify that the Red Team analyst report cited above was

sent electronically to

s
=tS7-Red TeamZip File. Witnesses interviewed testified that a zip file confaining screen
L]

shots from k NIPRNet accounts obtained by the Red Team was treated and .
password protected. Testimony indicated that the password]
v loffice. The OIG searched thel [oTTice and found
n' B . .
L] i "
=S > " The program obijectives include

identifying gnd exploiting potentiak vulnerabilities

I ! %
r'i

) (3)-P.L. 86-36

(b) (6)

KAppendix P). - -

(b) (1)
(b) (3)

o ol I

86-36

(U//Pe63 Red Team SOP, Incident Response and Activity Documentation (14 June 2010).
The SOP describes documentation requirements for normal NSA Red Team operations and
identifies steps for reporting incidents outside normal activities. The SOP includes the detection
of possible criminal activity and misuse of Government information systems as a significant

reportable activities (Appendix E).
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-3 Red Team Supplemental Rules of El;gagement and Ob]ectn cs'for .

Pt MUY b

The Rules of Engagement state: .t ;)
- - iy ’
+ * n' « -
+ - - =
" - . . ; . 4
* - . o o "
. * . . - "
S ¥ . o
. ¥ - o "
* - . O
.‘. . -. - 5
£S5 NSA Red Team objective (f) states 5 - .
L v' : " -
o S oz .
- . o :- %
. . , .
K J -

1S Classﬁicatlen Rewew of Red Team Analyst Renort 20 July 2011. On 5 April 7'01 3

| . _Iprov.ldcd classification
review of the Red Team Analyst Report. | :E.onsulted with I'A]JI . -lassification

(U) Testimonial Evidence (b) (6) ;> (b) (3)=P.L.

authorities and determined that the information perfainirrg-tol, 2y
:ﬁs classified SECRET/NOFORN. (Appehdix G). L :

86-36

.
=

(Uf:“Fﬁ'H'G')I Managehrem Jfor Oper(monl: | .
(U/Aet) On 24 A 1l| 2013 mana rers q.flht,l T provided

* 5 tp the OIG|] . JRed Team members present during

insight on . i . R
the meeting. Were ‘e I DoD Red Team.]". . |
. % Dob Red Team.

oD Red Team, and
management provided tht.following information pertairting to] . Jrules

| of engagement. .
S| T, |d:d not restrict Red Team access to its c,omputt,rs Allf
computers were qu'bjt.ct to Rcd Team monitgring during| . . | ‘

545 Under| Yo e kxputed the NSA Red T'eam to conduct a two- told

mission: assess network vu]nurabiim.cs and sear CIM‘OI information of mterest to torelgn .
intelligence services that could leadto ;‘Salsonnél Y ulrwlabllltleq . .«

| quncctcd the NSA Red Icam to report.queqtlon'; that pcdamt.d to the

the| 11111'551911 If the NSA Red Ttam nonitoring discovered reportable p

information outside the scope of] * « .

L\db not.intgr ebtcd m, recelvlng reports on matters outsid

. . ta Xpected that the NSA Red Tcam:

- L
. ¥ ‘. » 'Ll

would follow NSA reporting procedurss,” * = . | .. Loty

(U/Fete| ) |Red Team"agera:‘or e
T .. . H f .o .

(U/AeEe) Jwas interviewed on 19 I)ecen;b: i 2002 3]]351%]'0\ ided the -

N

following sworn testimony. .
v (b) (1)

1 (b) (3)-P.L.

86-36

(b) (3)-P.L. 86-36

—SEERET/NOTORN-

g Release: 2019-06
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PR

ﬁ%&ﬁ-jn . -]n-’l'l-ﬁfc;working for the Red Team
begame htvare oi| TR [[nitially Red Team X
personhel AT .
. . |1t was eventually determined Tirat .

- . * *

T v -
o > - I "

= . .
L = "= " hud + 2 .

[Red Team mé&mbers were concerned abouf Y | -

e:-\' tramarital affair.", s

: (b) (3) -P.

- -
'Y

L.

86-36

=5 H= The information was mmal[y reported to Red Tea.ml R .' P LA
who said that he. wauld report thc’{-édnce.ms to thc next leel of"man_agemem .|
Sometime after the mrtlal reportf- = * 7 s Jand Ot.her tearﬂ' mémbers
attended a meeting with| fand N pat . deputy, to
discuss Red Team concerns abouj] * ,.-*" comnﬁun:catmns floTd the team that
the information pertaining to| pvoulkd be reported up the managemept chain.
Ultimately, someone inRed Team management decided not to view any more of

emails heard second hand that the information was reported to but

not reported further. Felieved “this was a bad decision, . |

(U/reue)]

|Red Team Operator) .

(U//Few6)|

I'Wclb dbbl”f.led to the Red Tean] . . . .

Pe-.

2013 and provided the followmg.swom testimony.

Wwas interviewed an:8: Januagy,s

(b) (6)

(S '

lwas the Red Tcam operator who directly momtored ) I
computer activity as part ‘O.f'l . .

|He \1ewed| . |

Pl
.

- (S5 At first|

. .

|thoug,ht that’ these emalls a\ ere 11(11 somethifg the Red Team
. should be reviewing. He changed 'hrs.mmd 'once there was atilscuqs-lon within the Red Team
*about the counterintelligence concerns theé emalls created. He agrc.ccl mth the othel feam
membels that the ema]lsl e . Tee, Ipre‘sented a LOUHtGFl[lIQ]]I}DLnLe
.concern and that the team weuld be actln'g appropriately by repor Lmﬂ this informafion to Red
-Team management. A report was qventually plc'parcd by the YRy, Y0 e and
know

i i did

'_1hc team’s 5 i ® .

not see the rcport.apd.dog;s not

L]
»
e

(b)
(b)
(b)

(1)

(b) (1
(b) (3

)
)

e i U1

86-36

(3)-P.L. B86-36

(6)

ettt

wllll.ll.ll..lllli.’?.

(b) (3)-P.L.

86-36

(b

) (3)-P.L.

86-36

) (6)Release: 2019-06
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(b) (1)

(b) (3)-P.L. 86-36
—SEEREFANVOFORN | (0) (3)-P.1. 86-36
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: 8

-'!
who the 1eport-nas sent to.- 1'-hc: team was zgomg by the” book in reporting their

u)unteuntcihé,tﬁlce concer HS {about| .

]to manag:ement

.- - ‘-'

n files wh'lch C'Ol'ltalnt.dl

and| <

: L‘ome he on the tea clt:atcd two zi
; created a random password to protect these files..He

used as mam-’as twenty ra.ndom characters for the paqsm).rd *Me was unable to recall the

password. Hel 2

* +_linside a navy blue, two*

L]
- .-. ¥
L] Y

pocket folder. He then stored the Toldor 4 inador3s drawe’r safe within Red Team work space. Ikz
does not know xfthe fo]der con.tanun;, this passv\er-d is 91111 within Red T'edm space. p

|and the Red Tt,am w hen thé m-iermanorl db{)utm

-------- nulol"

B (b) (1)

e ,:'
ersonnel, mdudmgl
IThe Red Team did not tarﬂet[ L s &

(b) (&)

{UM-F-G-U-Qa-I
(U/FeHen| - &

He provided the fo.lIowmc sworn .testlmon}, o 0

86-36

- Rel.d Team Operator (b) (3)-P.L.

|I.l‘s

- |was interviewed on 19 Det.embm%‘]? and ']Q A'erl 2013.

-
L] . ®
-

|was. part ofthe.Redﬂ eam whcn it was monttor 111g,|‘ 2
. | The monitoring was part-of .

*
[
. *
.

* -
- L]
[

-
.
1 O
-
*
-
-
— T "=

*

i |recalled viewing communicafions]|

Jcould not recall. |
+ - Jthat only contained email

ﬁNF-) This information was reported lol

| who then

Later, the entire team was called
Id(:puty| |also attended

reported it to the

fottice for a meetm},,l

'. into} :
" the meeting. Durmg the meeting, the team was instructed to slop-al[ operations associated with

Iand not to speak of the trafﬁc the team had found to anyone outside the Red
“Team. He recalfed] |tell-1né the team operators that “they did not know what they
saw” in 1eg:a-rd fo] ° : ; | & | Management believed
that there wgs not cnough; evidence o-t wrongdoing to report it Hid not agree with
the decision® no-t to pursue this matter because he thought the information made] |

1

*u » *
* .

should have been made awar¢

v : e Yo |He belfeved that

O
.
. *
. -
.

of the inforrhation. e ‘
[l » . **e * *
. " - - & 0 0 " » -

heard no more about themfo: mation uritil the team was requestéd to

per[Qrm a d‘a(a scrub tQ I‘Bmtwe all r’sona] 1nf0r1nd1ltm from’the systems. The request to
came before thetact that]

remaye data pertaining to
" - - Jtold a team*apgeratds,

§ was ha\»mg an =
. to delete .
Jis:not certain’

affaui
1nfo:matt0n.pertamlng -tpl" gt Ifrom the Red Team.red)tcfs .
.. .: .:,° _--'.'-:."l'l'...‘.'::“.‘:.: : '.
% -IIO.“ & -‘ ..- R SR .‘I.-... L] -
1 .-'0 ---..“ .'. L
. —SECREFAOFORN- (b) m
(B) (3) ~Frefeasd’ 50_1% %6

(b) (3)-P.L. 86-36 9
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—SECRET/NOTORN
> IV-13-0051
who in the management cfiain was consulted before this decision was made but believes that
| made the decision. A password protected
encrypted file was created containing the correspondence from| |N0 one has been
able to recall the password. .
(b) (1)
(U/FoEe| lformer Red Team Operator (b) (3)-P.L. 86-36
(Uffl"@ﬂ@i—lwas le[ephomca]h mtet viewed on 16 April 2013. He had deployed to
an overseas ]OCcit]Oi'II » Iproudcd the f‘oiLomng information. 2
Wwas a member of h- ‘s |Red Team \\i‘ll]tl
| " [While s o Red 9 eam operator | -
directed him to delete all inforniatidn the }eam-had' u():l l}:gle’d pertammg, t0| | .
(U/FOE6) Cinef:- -««| () (3)-P.L. 86-36 FrE o o)
Uff'l-e-b-e-):.was mtel\le\\ed -on 70 I)c.ceml’x,l 7012 and 10 April 20]3 H.epro-vrdtfd
the following sworn tuatlmomr - e EEEREET .
U/rewe  Jwas a member'ef the Red Team| | He was
| until his departure.
| « Jwas Dsponsored exercise to identify
vulnerabilities that an adversary could use tovaccess classified or sensitive information. The
team attempted to look Yor data that {n advefsary could use to target leadership. “We would look
for anything a real adversary would ook fqr.” (b) (3)=P.L. 86-36

E5#Hs OIG personnel to]d:ﬁhg OIG had been teld that lhc Red‘ Femm' had strayed
from conducting network.analysis and W3 Londm.tmEJ an unauthdrized investigation of

| | Jobjected to that assertion said that +[differed
from a typical Red Tean) operation. Normally. the Red Team would only be asked.tb look for
network vulnerabilities. However; w1th| Ith-c team was also_asked to conduct

a fudl spectrum vu]neldb-l[ll\ ds'aessme,nl that consisted of looking at vulnerabilities to networks
and.personnel. The team. was aut-horlz:ed to look onI 3 Icomputel networks for
inf¢rmation useful to ho§tile agents. The team woulld noj ‘have been abl¢ to fulfill the full

spertrum analysis had they not heen‘able to tar g,d comf)ulem off .- |
; L e R R | He was considered a
legltm;ate target of L E > 3 oe |
| * . - - = | the+team gained access to the government computers used
b}:l . ® Iwaq.notlﬂ'ed and.ﬁ)‘ld the team to continue to monitor| |
computers. The. Icaml gk @ Jthe computers| - Jused and
qergsionally tbol-. screen shgs Q h']b.éompulels Hm.s;stems weqe‘momlmed until
| % -, -_-I' .:,:.. -._‘_.-__. -._._.
L] - = .-:'.*.‘.‘ .. .". . *
% Wt e (b) (1)
x A B (b) (3)-50 USC 3024 (i)
(b) (3)-P.L. 86-36
(b) (1) —SEERET/NOTFORN"
{b) (3)-P.L. 86-36 10 Release: 2019-06
NSA:08609
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86-36 ISR OORN" | (b) (6)
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(b) (3)-P.L.
-t .‘l

. . L

x

I

el

o 4

ttempt to

ot

1
» * =5 The Red l«.am did not tasped ~Hhey did not
J - - ;
- %2

. o
e

» L]

wn an wn feices =s wn

.
L] - &
- L]
-
- -
. . . e
. . - -
- - - n s . 1 ]
- - . ., - *
- -
» - s "
v T - -
. 5 o . o=, ",
i

> % fasked a lea;’n oper aor 1f-an) lhmg_ new was

5= In latL| A
* happening withl - [T'he operator immediately d.sd a Scréen tapture and lhey saw an

-
* -
- -

-

L] » -

-"& " . "
v

H

» -

=

» -

T . T 0

.
e » - .* - » ™ -
* I3 X - o ‘.
- u

. . o
- L
- -

.

A= The Red Team m made up mainly of enlisted” miln'ary personnel|
* was ireally bad.” Cplleetlveh the

| i fwas -hdvmg3 an affair with| . .
hat to do.

. team thought this information s l.oulgl be reported up-the chain for a decision on w
the Red Tejlm _, » |Was notified, and‘ht also d%.:t‘et‘d that it was “bad.] ¢ |
- |mf0rm(,d his 1mmed13}e super-\lsor[ 2 |H()we\er.

+ does not know iff . - =",

- the nexfdayf« * * - kame- mi()-lhe-lea-m s work areajand said: ¥ You-guys ai‘.en 1 -
- .treubIé. You aren lbreakmu the law. You don’ tknow what you saw.™ : (b) (3)
.- 86_36

-

. 3 ke | () (6)

(b)

=B

(6)
%Dld not agree with|_*__* *__lbecayise “we a‘H knew w
-lwas havi fng an affair with'

There was no doubt in his mind that] * -
One of the things that S . I . ; ¥ |

- . 5 P I . u =
Y .

b - i
T . r
-

-(-S#Hl"—i_hheughl lhatl i | : ; :
¥ He thought thisiwas a foreign irtelligence

| = Jposed a

' I‘lS]\.I thoughL thd{ thL l'[‘,']dt]Ol‘l‘shID belw een‘|
. % - - I

*

telligenee r 15 o <

II.‘

-..-. '.

mmcd sereen shots ef what the Red Te'lm operators had captyf ed -atler he
. gontained, informatjidon that| fwas havi Mg an

* » |showed them directly tof « || .

—.
.

¥ .
.

i 7 - -
=y g
+ .
= * » .
| andf- . L B . ‘
» e * -
% "anw - -

" & o ..
. + |daily that the Red Team had seen

S Jl (ts:):! IR 1 i ;
emails from| * "~z *. Jon the tn¢ aésm(_ hetwerk that contained classified mt():mqtlon
5 S “JqHe iepeated!} recommended that managTren

]
]

[ ]

[ ]

]

]

1

[ |

]

1

[ ]

[ ]

] about| K wan *3 *o s

. reporl.lhe intformation the tedm’ l‘md [‘oundnregafdﬁusl % Jrelationship with
. NN chuse he thought there was a .
]

n

[

]

]

]

[ ]

[ ]

L}

]

[ ]

I Fam L .
countcr1ntelhg.nu. eonc‘ém 'I le %pok&'to .". ¢ s Jand

concerns and also dbscussa,d thcm at m.ck,lt operalfon's, m:;_elmgs lhal
nin ) to .

-(-br%ﬂf'_lbelj'e\.cd that fhc '(.ounlerlnlelh;:e]u \ﬂ.ﬂﬂb[‘ablrlllt?b perta
- [should have been ng:pgrled to the appropriate é(‘)! amn‘&ni officials: [ * * °
wnlmwsr] daily to niml'oxa-,manabemem {a L,iu ate t[]lb mattért. .I‘N\’m brou;:ht up m meetings -

‘&

v
" e ..I'
L] "o
" o.

(b) (3)-P.L. 86-36

el e
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(b) (1)
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(b) (1) B) )P L. 80730 | Ao oR (b) (3) -P.L. 86-36

(b) (3)-P.L. 86-36 .

e ._ TV-13-0051
regularly. sp c1ﬂczﬂl\« the belief thaf “+,___Fhould be inyestigated. :bclicved
that mandgehwnl continued to focus on the affair #gelf rather than the counlermle]]]g,cncc
concerns d%ouatcd with the relationship. ., .

-(-S%I__:—:EE clationship with] land| ; Idetel iorated as a result
. |should be reported.

of his continually telling them that the information con'cermngl
He eventually dpplled'f()r and was seletted fora poqmon with.apother orgamzatton within NSA.

Once his pendm{, mov€ became known to his management, he was rx,as&gned té an empty office
for 60 days mthQul being.given any work. ilhmks he*was ,gu cn a lo&&.er performance

evaluation EecaUSe' of this incident but has no evidence

.
----- " = = = = = = N N ®N BN

(U//reEes '. '. |S,em;)r:Anaiysr| |- e a et eneteg
-l'.-...-.l“'-- \a

LI R R T ] (b) (3}“P.L. 86_36

(UHFQ{-J-Q-)]—-_T[was the] *, o v=""" ik |for the Red Team]' . |
rch 20’1 'dnd- F proyided,the following .

has mtcrwcwcd on 28 Ma

L N ..-.'-...-.-'Il-

sworn testlmony. '_ '_ o £ .t R
* - . " . L (b} (6)

5% The Red Team received penmbmod N |' i ]
s Jto thel v

- LI . .

and then tg pproval ¢
| Mol == '|Who orally mf&rmed 1'h¢ Ked Team that the Lqucé‘ﬁuad' cen (b) (1)
approved. ., .. -‘ J* . (b) (3) -

P.L.

86-36

governmen} computer§. The initial ru:[w.st went from|
i * | Thesaj roval came back from? hrough th :
Pt I'F"‘T‘T“TL & el'-l..-.—-!-e' -~

.
" 2

SRS Tt was typical tor the Red Team to rewew emails on targeted systems and computers of

[ 3 EEEEEEEE andl- o jknew-\.thal tl’wim\&as.,_

.l':' -“‘
-

{ookingatl' Y . pu s n®any
.-"'-._n'.'.l'..\

[

L] A L]
_—

- a ™

= Y
- - 2 .
T |-.t,rc proie’ss.;onal an L -
L

S5¥) Inilially the emails between| | s
2 | E\ entl.lally'tlie team Stared. seem;_han‘ial.l%.dbou

0111.t.tfu: “ oe "

were about .
RITE . ]A’t SOmef
r I il | . «° lsaw nuimerqiy's

-
. - . .
I LIS » a

(54D The team also collected emails) 3 .

‘ : + |Thé emailsalso
contained information about] .’ . | .~ Jthough! that -
the emails were at least classified CONFIDENTIAL . F g yr

*

] Iand another team analysl * | prepased a

report citing their counterintelligence concerns rgdarding | The report.was .
provided to] land K |believed that) * land __ °
| wanted to "‘keep this matter quiet and not reported.”| andl_

| Jwere beth hands- oﬁ anagers who were “being inconvenienced by this report.” He
remembered askmd s dl, I’ll least six times about sending the report
forward. | leavd -+ - and| Jthe opportunity
to look at the emalls the opcuatms}tad qgen but[ e re'not sure 1f they ever actually looked

." & o w -....
L

. - ', & * .t

A - ] ‘:' s
2 . P (b) (3)-P.L. 86-36
(b) (6)

(b) (3)-P.L. 86-36 —STERETNOTORN
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(b) (6)

(b) (6)

¥i(3)—-P.L.

86-36

at them

—SEERFEFHANOTORN—

operators had misconstrued what they had seen.

TSN It w asI |0pini0n that it was impossible to get]

. ua"s “meqnyenient™ for thém[
performance €v aluatrons bocause.of, their réposting on this matter, and
hat he would not be pr omoted bechus

matter be reported t6 TAD managernent and

(U/reue

}Team Leader]. - -

(U/‘:‘FGH-QQ' I-\r\ﬂb assigned to the Red ¥ c‘:dm as an analyst.ané tc,t.lm ;ﬁt}’fbacfer from

| |He was mterwewed Lon 78 Marc_h 2013 and p10u1d¢dﬂ1&ﬁ)}!0wm.;, sworn *
. testimony. $

>
PR T ]
.

. {Was an exercise in which
team to assess vulnegabilities to sy stems arrd” persou.ne’

IV-13-0051

Jtold the operators that what they saw “was not a big deal” and that the

Jand]|

engaged 1n team ope'ratl.ons and that the information found by the team regarding)|

olloll‘----.-'-'-ﬁ.l

vere glven poor
mldﬁ

se of hf’s'wr'srst-cncc in ucommendmu tha} tRis

J.r

- *

- -.'H.-'l

(b) (3)-P.L. 86-36

(b) (1)
S

(b) (3)

By

71y -» I‘
. .t “
. ¥ ...

..o

-

.-Tthreug,hl

L.

86-36

-

abked the

and| o

-
.
3

informed

andl .’ [

]]‘he cuslm:n'&r in this case]

told the team which computer addresses thev. could not ta;‘gt,t Ihutcam througl
hat they _i*rdd access to the computer

[ e teaml .

used. There was no m‘atrucUon fr oml
gnifori 1115, of]

his computer. The m

*
-

 Jor]

IfOI the team to stop monitoring

-
-
=5 [nitial seréen shots capturing |

computer was an authorized activity under

. |Later screen shots revealed that the communications were|

He heard tha

ad shown these screen shots 1o| g |

»
L
»

| and

-

=S The team had concerns that] °

* Military Justice]

* indicating that]

Iwas in \flel-anon of the Uniform Cede of
* « IThe team atao.uaptmed screen shots

'
LS

|was passing classified inforrhation i

..
e
s

| The team had counterintelligencé,concerns
|and they thought thjt the information should Fm[pmarded to

.e
.'Q

becanse|

*seen regarding

* 0.

-('%-‘-N-l—} The decision tg n.ot notify the IADJ Oﬂlu, of (Jenera}:Cmmsel of 11110111141'1()11 fou

*
3 0
4 - .

- *

. '5’0‘
- s Y e
et e
. ’.lo

-lhf: team was mddc. b\l

b

(b) (1)
(b) (3)
(b) (6)

= M £

(b) (6)

86-36

(Y2 =P. 5.

B6-36

R OO RN
13

. mue alone and forget abont whdt they had segh., :

‘('EJ-’-‘N-F—) The team put all of 1l1e[

-z.lp file and protected thefile w;lh a passxi-'erd.

-
‘o

TR & '[mf‘otmaflo-n pertaining tof

-
.
.
»
.
.

(b) (3:)-P L.

86-36

told team opelﬁtgls and analysts That they did not know what they hat
jnd that l]1t'\* s.hduld leave th,ts

'.
‘-

]Tﬁﬁ'.mbormallon c,ollecled on

tt‘o‘
a, .
ﬂ [

.5_

nd bE

(b) (1)

{(b) (3)-P.L.

86-36
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—STEERETNOTFORN—
IV-13-0051
| |was reportable, butl Idid not want to go outside the chain of command
because| * .. Jand thought fhaf He*woutd-be-frred. « . . . . ,
.o' "- . = o= owm ® S S S = = e EaE (b){B}—P.L. 86-36
(/oo v, IC!rfffﬁE R —
(b) (6) | (U/HFOES) vas interv lcwed on 16 Apn] 2013and i)rovidcd:t-ffc; following sworn
* teSHMONYs * s v v v v vy, . T S -';:.

'-"l-n.-.. - Pedeci
- " R R SN 8
..- - e omanta g g

. UH-F-GH'@:WaS the chief of operations for th'e'Retl,"Eé"d.m from
He supervised technical and team leaders assigned. to thé, Rel *T.eam operations, including

-
. . ., i
* . . .
- * -
SR I S ———— P ‘o .
.-ll.

=¢S5 The true impact of the Red Team is to fepOI‘MQ Semor'leaciers V\hat-mform.au(pn 'the,team

is able to exploit, not in “simply telling thcm thcy. hawe a problem with a computer router.” (b) (1)

ll.ll’.ll. l‘lllll.lllllllllll.llllllll (b}(3}—P_L_

A CuEaw; Jw as unique in thdg this operation allowed the team to look for | g¢-36

vy | Jand| _+___[Ireported several problems associated With[.*
that made him vulnerable ¢ a foreign intelligence service | . " |ptade the decision
not to report this inforgration outside NSA. i e g,

* * o * "
'('S#H-F):discussed the need to report the coﬁnter.imélligaﬁge vulngrabilities described
in the analyst report associated with| |Wi’gh- . el |a11d|' Iand

was told that “they would handle it.” He had another‘discusgien with . on this
matter and was told Red Team leadership did nef wanf toa€port the,informatien and “it was time
to move on.” The information should have béen rcpo.tjeci ina Sigufﬁcgm‘t Actiyity Report.

* - .. * .
e | Jand| . Jsaid that| .+~ Jordered them to “get rid of the
files™ the team had collected 015[’ The normal Rfocess for deleting information is to

wait until an after-action report had been x:‘bmplc,fe,d and prgvided to+the custonter
did notagree with thg decision+o delgte this information,, He, believes that, the tpam did not

complv.wuh the, ; Jrules of e'nganeme;m by not repomng ’Lhe m[ormatmn about
| 2 and by having the information deleteg. , 5
. . i 4 (b) (3)-P.L. 86-36
(U/Aebey . - ¥ | .- (b) (6)
(U#F@i:‘-@-; was interviewed 0n~‘L5 May 2013 and provided the following sworn
tcstimohy.. ; : 5 ’. 2 o
(U/ ) Jwas the Depusy C]net Red Team, from |
He.reported dlleul\ Ior « .*  ,* |He was the fof

approxinfately ubordinate 'ml[ilary. menrbers assigned to Red Team operations. He spent
most of-his time wraling av\.a.rds -and assessmems for subordinates while §ssigned to this position.

He d]‘%()-ﬂ‘?%l%tedl P {in’ .Emytdmg str. ateglc direction for 'Ri.,d Feam activities.
- : hze Fep,, o=
(b) (3)-P.L. 86-36 (b) (6)
—S RN OTFORN-
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Doc ID: 6672264 (b) (1)
(b) (3)-P.L. 86-36 (b) (3)-P.L. 86-36
—SEEREFNOTFORN-
: i e o 1V-13-0051
: :. > “o" .
(U//reise)| . |dods-'n0t m,c,all written guidelines de&tﬁlblllé what information was

requnreﬂ in a Signifjcant Activi w-Re ort SAR,). Typically, Red Team leaders would orally

preqenﬁmiormatlon' to him andf, - . :
the mf(:rmallon to their m'lnamr' ¥

. e

. *
- 0

Ubualig he was not.pz esent w he;

(‘57‘1‘5‘4'1-‘-]

discovered information lndlcat-mg that
the information theeam had m]lected.
mf01m.mon to]

an‘d they would decide to issue a SAR or present
N 10‘r~a decrsmn on whether to report a concern.

e bh.sented: iﬂfmm'ttlon toI

»  Jwas to'[d'bv ;

1 %&1 N

was, Javi ying an affair.

(UHFQ-I-J-Q-)I

had prepared. H
decided to notif’

dhcmsed this 1

: |sa.w lhe dnal} st report, dated 20 JuIvQOl 1|

- *
.

+
- * .

that the Red Team had
He never asked to see

hold’hmi that he was gomé t_o report this

-
-

lind

hnd they

|d1d.not wi

in the analyst report, but

] Dort-about a hali dozen times with .
N ‘.« Jpresented this 1ntormatmn to] -

mforrnm ) .

hbout the information .

|and|

Ihas no reason to doubt.lhat he did.

(U//FeEa]

|believes that ]Sent‘thq ana],\, st rcpor:t ‘tol :
They expected that the dnalyst report would be routed dppropr.ldlel\/ and handled with-

sensitivity. As far dsthe and| . . .

chain tof

(Ul

]welu, concernéd, they 1e_p0rled

[and did not let sensitivé information-“rest vy ith th<.m, 3 .:'. .

former Division Chief, Red Team

(U//Feay

deployment |

-
-

(Uﬁﬁeee-j_l
I

(b) (6)

He reported d:recth of -

Iwas the D.msmn Chief foTAhe-Red Team from

old-him that he was going to pa{»s 1he information to

L]
* .

th‘e.mfmmuan up the.

Jwas mterwex&ed on 8 July 2013 after returning trmp.anvoxerseas
]p;oy 1ded the foll‘ommg sworn te‘;tlmonv .

.
U R R
8o ".,-I"' +
o ptu mts= * .
7= :.n . *

('U';’H;Q-U-Q) The challenge for Red Team isto -pusent’vuh*:erablhty mtormahon to customers to
show the importance of protecting their networks. The Rr;d Tézrm 1S ot relevant if customers do

not act upon information provided to them. Red Team oper‘lhmas fmc ﬁlwa\.s about the

information vulnerability, not just network vulnerabilities. Each Red Tadm ﬂ..p?ends a lot of time
looking for “that nugget of information™ to make sémeone understand v\h\ net»%orkf SECLII’II) IS
important.

- . . * .
ere were daily, morning meegmgq with|
| The team had gained access to the government computers

-
-
*

krecarding] - . . . .

(b) (3)-P.L. B86-36
(b) (6)
(b) (3)-P.L. 86-36

LT

~Jused. There

was no questlon that the team was authorized to access those {:ampu‘lers

rS'h‘H-l-} In approximately|__*_

collected email communications between

*

*s
“.
-

v
L4

|renortr:d 10

khat the team had

- bind g

-

Jabout

-
*

+
0 .. .
* * *

|ha

not changed his passv\ ord J my earsl

| The team also determined that
|1ep0rted this information to

and believes that t}is m;armat]bn was passed to external customers.

(b) (1)

(B) (3) =Pl

86-36
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(b) (3)-P.L. 86-36 (b) (1)

Doc ID: 6672264 (b) (1) (b) (6) (b} {(3)=P.L.

86-36

(b) (3)-P.L. 86-36 SFCREF"NOTFORN- s
. - o’ ]
(b) (6) A PP EEET e G IR-0D5]

< » .‘t- a3 ) . = .,..

=5+ In the Iumtramc;l - ot - - Jthat the téam hadcaptured
screenshots -fl -om| s lgch:efnmen‘t compiltt.r lndl_CdtIl“l}.!J . o |\\ea_'s. having an
affair with| . LA FTear) mempbersdtiéd fo ‘;h(ml . Lue&n shots of

| : Icomnuml(.dtmm m?h] 3 Tbut h@ did'not want to see them He orally
reported thls information to| . Y \ﬂ}o was no’hliappv heari mg that 1he Ie&"m had
found this information and‘asked hirfy ¥ thé ledm.w'ab dom{j w11a1 they werte sup.posed do be
doing| . said he \Aasmomﬁ to tali{ tb-‘tl'le guys in ' the war roam.about .\i hat they
had found.’{ Jviewed| o .+ . ‘mlention 19 speak 'dJlecliy tq'the tea_m operators
as unusual. He told his deputyd , . *% ° * | to make sur > that one OF both*6f. themwvere in the
room when! iSkaL o’ tl'te'@pcratdrq - " Fwensoff Yn higlown” and

spoke to the team operators duectl\m ithout] " "= :Jofil - .o * hemg._ thgre. :

and| ; Itold . ofigat] Eanfeidia. e war JTéo’am] lold them

and the rest: of the team Lﬁdl lhe; hettled fo'forgatatirat.they.had -sem .atzqtl,f l'he'ph'a el affau

between . | s hnd not talk about it to anygne. .
. (b)( )=

L.

86-36

A = = 2"u u = SN EESE SN SEEEEEEEEE : ------
i [ 1) l-hel N Itime framel‘ Ic.amt, to him and f_pm‘tcd- lhit'tbe.team had

seen details about] - . I He told to

prepare a réport about the informatien. He speuhcal‘]) instructed| Jto’leave put any
‘

reference ¢ the alleged affair, He kaew tha't he would be providing this report to

who wauld then be. providing it te the customer. However, when he recelved the report
from| " ]it contained a pararfraph about the affair between | ‘i * |
| |He deleted the paragraph and seft the report, via email, to] - |

=5t |did not want-to include the paragraph on the alleged affair because he
wanted the report to havé a broad distribution] so the customer could fix the network.
vulnerability. Jalso thdught the analysts were wrong in their conclusiops about

| |ha\1ng an dlfﬂll’“].lﬁ ¥ . | |1 ecalled that the analyst team
involved in this issue had made a v\rtmg, I:encf.usmn about a previous, different issue and thought
that this was afiother example where they had] LLdChLd the wrong CO[‘IL]‘U‘EIOH .

=it : Jtold] Jthat he ha-d tasked the anal /sts with wulmg a report
on the information found Orrl |}_0Qu nment compntﬂr L nsked him
numerous times if the dnal\-st r{.pm‘t “wal 'hanh@'d and reminded Himi. nymerous ‘times {§ make
sure he was sent the report] Ibelleveb that he sent the analveLseport 1o

:E‘nor:e than oncg¢’ cnows that he sent* pmrls ofittpl " "t 4 S l'ie "was
receiving them. He kept nvolved s i all aspects of “the fean's ~n'mri§.&p,_g of

|g0\ ernment computers be(.au‘;e he v\as new to the }ob | ) (3)

=P.L.

86-36

-(-W—)'l_._rhhd many discussions \Mtu * about what the t‘eam had
“found :elra:dmg [. * Howlever. he dldnot know

what happened to th'L mi()rmdtlon ‘He recalled having-a conyersatior, th . when
the informatign| - |su'rfat.ed The LOHWlSdu‘Qn was inf . - Joffice,
and the two distussed whether to provide the mformatlon 19 solpeonef .. ° "

They talked about whether there was away to teH an| g w EX ® TG - |that
“they have a potential network issue.” T hc lga, did ot have a cusgomg'r relationshi

and he and| =* were, iy i be careful w1tf1-hp\\ tjrg\. 1£pxn'k.cl thig 1!1]?0m|
l-h{, infor matmn l’l'lt.Ld. Hn'gsﬁo'fgl 1o do.same.thmb tht,r than the startdard yeporting descrlbed in

(b) (1)

(b) (3) -

o l.... "'.\ -
.-".i =

Bl BRI S L A (h) (3) ~B. L. §6~36
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(b) (3)-P.L. 86-36 | ——SPERFEFAVOFORN (=) (5}

3 ' .c'. 5 0 .. : 1V-13-0051
the SOP, He tu_og?nued that Ihere Mas bomelhzng: d,;i-‘ietenf ]’kﬂ qt'-dnd he needed to rv.:pmit this
informatjon to his njanagement due lo 11’5. sensm.\itv ancl' ass-ouau'on mlhl _ |

= ’ .. e -’ . . .‘. R
(U/Fe6] o recal}ed sendm}, the ana]y st.leport tot Jand discussing
it with him. Iff "= . J%says he doesn tknoy\ anything about the information in‘the
analyst report that means that hr,;'!lorgot. b‘c’cause he;\'was told.’ | . |rememberq-m1t1al]y
discussing the analyist report Witl . nd thep com.njg hack to discuss it again a
few weeks later. He'never recetyed ‘any lnfolmallon from{ . * . fas to what he did with
the analyst report. ‘At the time he “did not know-what information] - fommunicated

up the chain of com-mdnd 01".1T he“gasaed the analybt report to amone clsn
(-S#N-F-)I . - |thmks thala p0531b]e reasoh,forl . ‘bot providing th-e

analyst report to anvéne‘was that|* . . . and the

information containgd in thc*’;na]yst réport had * bcen overcome by eyents.” The vulnera ilities
noted in the dndly'st report may have beép viewed as no longer relevant because

. . N |Slopped “pushmg the issue with{ |
Io el * . e believed the information the team
collected cmlrc fwas reportable bgcause it demonstrated the potential impact of poor
network security. (b) (3) -P.L. '86—36
Sameazad | |r ecalled bE:mg c.:oncm;-ned that the’information,captured by the team

contained personally identifiable 1nf0rmdtmn (PII) pertaming tg . |Information is
considered PII if it is information that is pgrsbnal in natwre and is notrelated to the mission and
function of the customer. In} ~— * .Jview. this definition of PII “is probably broader
than the official definition of PII.” An exanfple of infornjation meetifig his definition of PII is
someone sending an email on a g,dvernmem computer about ¢ ‘wanting to buy a boat.” While this
email did not include personal jdentifying mformation, such as a social security number or date
of birth, it dealt with a “persarial event™ ang therefore mét his definition of PII.

5= There was a gengral practics; withid the Red Team to keep information that had been
collected for long periods of time. There wWas no clear policy to addrgss what information should
be retained or how long. In approx’imatel)‘:ra |management started to develop
procedures for dataCollection, refention and storage.| - fhought that the team was
keeping data for long periods of time for np good reason, During management discussions about
data storage and retention, he went tol a member of thel . Itca m and

told him to deiele the mtormahon ertaining to . . rknew that I
vas no longer ml , |and.\.\as theredoxe, no longer a target of the*operation.

He also instructed Jto make sure thdt they had hninstalled monltormg tdevices from the
governniént computer '_ |used. He 10]d| fhat the tearh ‘could retarget that
partic(tlar:computer once . . { He said the deletion of
mfc,l‘matlon within the,team was net just, ’tbout.dc]etmg mformanon pertaining to} |
management was trying to enact standards across thee board to addrgss data retention
practices. * A “ B A L ax’
o -f -;l’.l-‘-. w8 "
(b) (1)

(b) (3)-P.L. 86-36
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(b) (3)-P.L. 86-36 —SFERFEF A OTORN
: IV-HOOS!

’.‘ 0'-
- i'

(U/POt07 Regarding lcportmg: 1e'qm_1.e,ments Operatp'rs rec,e'wed formal training, dud Standard
Operating Procedures (QOPQ}L()\«ered the bam.; of what to do: when to do it. and what to report.
The Red Team SOPs applied® 10 all operations * acxés-b.the board .

S At any time there wercl IRed Team opmallum ongoing | |had
a good grasp of the generalities off |but was hot Ldllllhdl with the details of
that operation. The operation was.a little different because the customer was] even though

the operation involved monitoring networks. Addffionally.] ]
was unlike other operations becaus . He spent more time on the
other Red Team operations because off fand his responsibility to issue after

action reports.

(U/4euey

(U/4euey |was interviewed on 20 Dcccmber 70]7 10 May 70] 3. and 13 o

September 2013. He provided the following sworn testimony.
(b) (3)-P.L. 86-36
(b) (6)

(U) 20 December 2012 interview (B) {8y ~ELa 86~38

. ¥ -
.
L wyow "

it Lot e ’ lwhen the Red Team began to
monitor the email traffic of] et . | The first vuJnerability discovered related tod
was inf when the Red.Team noticed that X /as sending on an
unclassified network official traffic of a“sehsitive nature] . s : ll
. -fand that . . : g

* { This information was reported fo extejnal customers. '_ :
] . =

- L]

554 In early] "'. I .. J;:loup chief., t_old him that ther&*

was sgcculanon from Rgd Team operators that “there vyas an affair going on involving .

He did not pefsonal]y view empils and communtcanonb attributed 1@]

nor did he“get specifics aboutAthul conterrts. He Was todd that| ‘may have bccn -
having an affatr,” ’, Jreasom - for bringing ﬂ:ls issue to his attentior} was to determnie

what should be dong with the ml"o.rmatlou . & . e

R | {bellc\» ed thdl’thc. Red Team 9]10uld not pursue “things;of a personal -
nature™and provided this ifstruction to] *. | h :,ecmed outside of the bounds of W].Jﬂi

the Red;Team’s charter was in handling pc,rsonal type mformatlon He spoke'mth the Red : -
Team operators inside the oper ations room and gsked them, at the time, if they-Wwere sure thi

S=me
information was coming directly from|+, “+ |The ope'z aters could “not give me a

definite } He also asked the operatdrs«if someon;-elbe coul'd have had acc'less to -
o
:ic01npute1 and was told that “yes, sofmonc else 'Could ha've h'\d access- . s
., . i n = -f-
(U;’/'FG!:E-) T, Hecided ndt to have thlsmformdu(m purs'ucd furthbr He did - j
discuss his decision with his«s.upervisor . Ivtbo agreed with h-un He did n.of
consult w1t1'1 anyone at a higher 1ével wlhm NSA about this ‘matler' .t . ﬁ
T . 0‘ .'O .- I.f:
-(-‘ia‘#ﬂ"-)l . fbelieved there was no dehm'tnc evidence 01 a gritne ana the Red Tégm
was not iny olved in counterintelligence: so that avenue wa's.not purwed Aidés taf £ |
also coul’d‘havu had access to his email accounts. He performed 2 nqccsxm*d'uexhhgcnc:c 4
- 29607 .
Wl ke 18 Haledse! 610708 °°73°
NSAUsb1/
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before making his decision and. in hindsight. woyld tome to the same conclusion, in spite of the
-

I |-

)

=57 If the speculation of the Red Team operators was correct, there would have been other
people closer to] Jwho would have been aware of the affair. If we had absolute
evidence of an affair I guess I would have considered it. “That article of the UCM]J is hard to
prove and often not pursued. That also factored into my decision.”

(b) (3)-P.L. 86-36

(U) 10 May 2013 interview WS
a a m = = = = 8 -‘.h % " |
{IW-F%G-){ Iwas represented by}, . =% %" i . | .
during this interview.| , = "[Wvas given a rights warning before the interv IC“
.and was told that he was suspectegd :c&l“‘h‘atqng3 failed to comply with Directive Type Memo ‘

.(DTM) 08-052 Questionablé 7:11€I!rg€me Activities and Significant or Highly Sensitive
* Matters.and NSA Pollcy 5-5¢ Reprmmg of Security Incidents and Criminal Violations.
::proxflded the- ﬁ)llowmg voluntary, sworn testlmom.

-

(U/A-eE03 The ﬁ rst time he read the DTM-08-052 and N,SA Policy 5-5 was on 6 May 2013
. after rectiving these documents from the OIG. He was uptaware of the reporting requirements

: urider this Directive and Policy. He was never informed*by the NSA OGC that the reporting

requirements specified in these documents applied to the Red Team.

(b) (6)

PP (b)(l)

54 -The Red Team had the approval ofl chl] lto monitor the | (®) (3)-P.L. 86-36

= om, --.-.-.-----.-:.|~
government computers| fused: : T E LA

545 The passing of classified infermatidn’ on an unclassified Lqmpu‘ter.wauld be somgthing
the Red Team: would report. was not told or shown ,any information lhatﬂ
had passed classified information over the urtclassified.gover nment«computm network.
The first time he saw the Red Team andivsl report was 1n R

)
-

-
.

fS#N-F-)-I as hot gl‘wbou what the Red Team operators found

.

regarding| . affair with . .

I  or both; gave him an oral repdrt thal the opetators had found information that made
them mlsp:cto-us thall fmay be having an &ffair. He "did not ask t6 see the .
information that {hie operators had seen and did not ask : for[ - Ito .
provide informatjon to him."He had trust in his subordinay¢ leaders thal-lhey weuld have )
provided an accurate representation’to him as to what thé operators had seen. It would have bgen
inappropriate lor-hlm to look at the informatidn chausr_ he was two to threc lev g]f. removed ftom

Red Team operations. oy e, N *, e .
e | - Jclaimed that he did 1 ot order the delen.on of any. mtorma’l-lon Lolleuled
by the Red Tedm pertamm;: to| A co s .
. ; '. (b) (3)-P.L. 86-36
(U) 13 Seprember 2013 interview .
(U/eeesT hls interview was conducted to g?ne[ ]m.opportumty t(‘) address
differences betwaen his testimony and testimory provided by his subordinate]
(b) (1)
(B3 -Fpli 8536 —SECREFANOTORN (b) (3)-P.L. 86-36
(b) (6) 19 (b) (6) Release: 2019-06
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(b) (3)-P.L.

(b) (6)

86-36

]
»
-

was advised of his rights and consented to a volum’m rnterwe\\

!

without-legal representation.
: S

"
!Lif.’idl ,I

"
.
L

kdid not recall talking witH

(b) (1)
(b) (3)
(b) (6)

-P.L. 86-36

regarding the inforrpation the Red Team exploited from
recall discussing information'se

’

0‘0

(b) (1)

(b) (3)-P.L.

86-36

|provided the following swgrgq{.snmmu

'.comactm& s
computers. Fle did

n bv the Red Team that

but the main

thrust of this discussion was the alleged affair

This discussion wasieither witl

probably took placebefore or in early,

+*

.
i

$vas having with|
arte of the Red Team analysts. This discussio

[

|

L] -

-

-

-

(U/HeH64 G

with NSA lawyers
Team chain of command. Red Team members did not have to rely upon his approval® "0

|There is a possibility]
2011, but he did not,'rc,cenc itor fa1led to, read it.

-

*

[

-.".
L]

=5+ Any membeérs of the Red Team Loulc:i have diseussed ﬁ]elr conéerns, a'beml_'

FE—

or other NSA managers without § gding th:oug:ﬁ"t@e Red

along their concernss

=5 In |
amounted to nothing beyond analytical speculation. He did not see any of the raw data the
analysts had seen and was not presented with any evidence that met the criteria for reporting.

(U/ A0

(b) (6)

. 5]

has been the chief of]

--;-t!..--

(IJIH'('){'}G"_lDIShS was interviewed o.n 31 Ianua:} 70Io-dnd. pmwd

following sworn testimony.

fopinion, the information provided to him about]

Jwhen

and

.

operators found indications 1hat|_| )
He d

id not see the anz

\‘51 report pr.‘rtammg to],

-

’n .'

Jnot toq'.much longer after this’discussi@n.

|did not see the Red Team ana'ly‘B).lc.port from 20 ful} 7@1 1 until
Isent this Fcpmj to him via Cmaﬂ in July

.
.l-llDlI'I'l

= '-'-IV 13- 0051-

(o) (3)=P:L.

86-36

(b) (3)

=-B.L.

86-36

ech‘l_le

& e
m{_el I'H't, ha,dv been.t'he thcf ODfor

Iora]]y'miormeé him that Red Team
Imav have bu,e,n- having gn aﬁal: \Mth

*

or know of this reports existence,.until

o,

5

mdde

him of any counterintelligence concerns assomafod with
this matter in July 2011.

“5HA==In July 2011.|

information indicating that

- .
*

dﬂdl

" He understood

this to mean t

‘may ham, an‘isSue ‘,\,\’lthl
1at'thc team was ma-kul}, an accusatjon, that there could

10 mention to
agn mfforming him of

Itold hlm Ihal the l.edm' had seen vague

be an aftair but did not have specific mformatlon m.support this'glaim. He ag,r-ccd with the

assessment made by]|

He suggested to[
information as to what they saws

land] °

-0'

“jthat this 3 Was not a repoﬁdbit_ incident.
that ht bhoul‘d meet W rth 'tg,am op(:lators to gétamore

al‘rcportcd back 40 him that teafjj operators said

they Had not seen any evidence pf a report,ab]:c'crmu‘: and"thf;v could not be, 100% sure that the

comnrunications they saw actually came Trom|
LR

computer.

(b) (1)
(b) (3)-P.L.
(b) (6)

86-36

- hiid :301 ‘30!’1"“,01’18 c[%t, using]

(b) (1)

b) (3)-P.

<o) (3)

(b) (&)
Release: 2019-06
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| |made the decision to stop the leal;nisﬁmnim{nu of}
computer. and supported that decision. He" had a strona sense ak the time that the
team was out of bounds and that-tht,y needed to* Ut.t off oﬂ Computer.” The

decision to stop monitoring| + . fomputer was made on the day’he heard about the
alleged affair or within a day or two later. Sy .

-
Y on "

S IIE_thc Red Team reported aproblem invoiving|. | His failure to
change his computer password|” * = * ** * * - -i — .|bt:]i.t‘}"t:d.thi.,5,“;a§ an appropriate
example of the Red Team reporting a vulnerability.

(b) (3)-P.L. B86-36

=5+ Sometime between| Jthe team or)eranon clmged‘ from one of

assessment td Las®®
| His first concern as the new chief of was thtal team operators .

LA B T T . R e ] - A
L]
L] = . LI L NN T
T

7 }-n-------.----'u'-'o‘\l- 3 3
.

— () (1)
S5 In| Jopinion. the Uniform Code of Military Justice (UCMJ) is not éké)_:i? B
applicable to Red Team operations. “Anyone who thinks the UCMIJ applies to what the Red

Team does is showing their ignorance about the Red Team mission.” The team has an obligation
to report significant crime to the NSA Office of General Counsel and * po&srbte wolatlons of the
UCMLI are never considered.” “Rule number one of Red Team operations is that the team should
avoid files contammg, personal information| w2

(Uﬁ%):lslated “NSA/CSS Policy 5-5 is a global. over-arching high level and
vague document focused on ré€pdrtimg erminal.vialatiops.”, While having respect for Policy 5-5.
referencing this document in this scenario “is a stretch because TAD his spécificpoliey

documents which guide Red Team operations.” (b) (3)-P.L. 86-36

(U/A=4+ According t():. NQA d()es 110[ have a L(}Llntf.rlntclll,g,epcf.' ﬁmssﬁon and
IAD does not have a counterintelligence mission.” The Red Team was repd‘rlmﬁ uﬁoﬁnanon that
was clearly of “a personal nature and out of bounds.” A S‘.sgmﬁcqm ‘Actmi’v Péaﬁort should not
have been generated by the team and, had that report been-dassemmated [AP® woutd have been
in “violation of DoD and IAD policy.” The n},hl declslbn was, made to nol'dmemmate the
analyst report. e . o .

*o. »
- * s -

. %
I. ‘ i

(U/Feer IOwner, C fnef Executive Ofﬁc}!r,l d |

- L T

( Uz’/'FG-HG-)-I |was interviewed bn 14 June 2013 ‘ghd provided tllc. following sworn
testimony. Before his interview with the Ol(i,zwas re-indoctrinated for access to
TOP SECRET//Special Compattmented Information,by the ADS & CI.«

+ L]

{Uf;‘F@-b’-@-)I_I.was the acting chief ofl° ’ from| .

| | He was the Deputy Chicf. | * - |Tis duties
included managifig Red Team and Joint COMSEC Monitoring Activities. He resq,g.ned from
Agency employment| T E e, : .
vy - - - .. y : ; * *
(b) (6)
—SEEREFNOTORN-
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(b) (3)-P.L. 86-36
(b) (3)-P.L. 86-36 —STCRET/NOTORN et "
i, Les i R IVAI3-0051
-(-b#H'l-)l |managufu,nt duties included maintajning overmghl Qf Red Team activities.
told him aboutthe tcam s access t0| Lt l_:ovelmmm computers and

expréssed concern about theiack of.»gvel sight"and the retention of inddrmation gathered by the
team. |used the'-o_xamp«le’ of “junior enlisted team members having access to

information that| : |may hav‘e had an affair” as ap example of an area in which the
team may have overbteppei 1!5 authorlt\ . alse cited af

| - $ E |1t was in this context that the discussion
about oversight and data re'terition took place:, *,

=== [n thel fh |time fra.m.e‘:slaned to look into Red Team
activities and discovered there;was no clear policy tn data retention. He found that various teams
were keeping information collécted from operations| | He was “blown away”

by the lack of oversight within regarding the collection, access, and retention of information.
This information was stored on, shared drives with no auditing or oversight as to “who was
accessing the information and Why it was being retained.” With extensive experience in the
Signals Intelligence Directorate, he thought the Red Teams were inappropriately handling data.
He held meetings with managers, including Red Team managers. to make it clear that the
organization “needed to be mor¢ professional in the way data was handled and retained.” It

would not have surprised him if] [went back to the Red Team and ordered the
deletion of information pertaining to] |He did not Speciﬁcallv order] |
to delete information pertaining to but hé was so+ ‘spun,up’, about the lack of

oversight and policy on data retention that his message 6 marfagément coukd: -defiditelys shaye led
to someone ordering the deleting of data. He also told the managers they needed to remove

(b) (1)
operator accesses to computers no longer required for legitimate operations. : (b) (3)-P.L
86-36
...... laimed that wi the-anal yst repert pmpafed-onmt

; have 1ma

nd was never Yold that rfiriately-refedsed classifjed
information about actually “passed™ {.ldqmﬂed
information on the unclassified network, the team “sheuld have created a SAR and eported that
event as an unauthorized disclosure of classified information 36 that] . . “could clean
up the network.” If the analysts had written a report on this issue he assumed the report.would

have been “passed along.”

(b) (3)-P.L. 86-36
rrr e

] old] frat the analysts lhought' Jvas BdVing an
affair with| Jand that he had not changed his computer passw &1

| !He was told the analysts thought there was a potential UGN} violation and .
should be.held decpumah]el = B Jopined that “it was s gxperience

that there needed o be other chargeb present' not just infidelity, for action to be taken against an
officer for mf“dellt-y' e’ : i

- did not seé any, of the screen shots the team had collected on = o
mal led the analysts to think that he v\eac..hawngT an affair with| * | He understood the

issue \Mthl . |t0 be limited to an aLlegallon of mfidelity and * ‘he did not warit}lo see

any information about an ateged : aftalr « Le*h, . ::

] . i -
(U/A6 Team operators go throngh a ]-en;:thv te-chu!cal r} aming pmu,ss before bem&
assigned to an operation., The 'training is céntered on the téchnieal aspects o-t the job. There is

< C =
(b) (1) E92152 (b) (1)
e R BEea TR (b)) -F.L. 86736
to3.58) 23 Release: 2019-06
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little, if any, training on reporting requirements. There is a close relationship with the NSA OGC
for operations approval, but the OGC did not provide training on external reporting

! f=]
requirements. The training provided by OGC to SID was much more detailed than the training
provided to IAD.

(b) (3)-P.L. 86-36 By 6)
(U/ae)| I BT X
L -y )
(U// (e was interviewed on 1 Marc,h 70,']' and prowd.;,d tln:'iol[omn’g SWOith,* 4
testimony. . R : e . W5
(UHF@BG-)l . {has beeh assigned to the Jmnt (Bm‘mumcatlons Monitg :-lng: Ac.tiwtv- =
(JCMA) sinc and has been the 0. ICMAI Her dl.l{le‘?, m.cludp
reviewing all JCMA reports. & - ¥ . . ’
) The JCMA did not monitor the emm] LO!I]ITYLLI‘IICEIIIOI]S bet\\.ebnl . || l:
0 reports were ma cor iles c:oal'(: concernjng their email correspondence.
| _ No rep de or fil d njng th il ponde
e5=e) JCMA procedures do not ailov& monilorin},’ofLonm‘luni(_ations absent a s c(,i'ﬁ(. o king
order. The JCMA did not monitqr the “email L()11m1tln1(,af10ns between| M |
| z |No reports were ) made or I]les-u'egned corfeerning t,hew email coh LspondEme
(U// oo i q .‘ - R
(Uff-[-@-l::@-):[wds mlerwewc’d on 1 Maluh 20132 d prov 1ded ’th f‘oT]onU S\mm
tt%llll]OI‘l‘V

- . N -
*

(U;’fl-et‘e'i_l'has : i the

been assigned to-the Joint,

€ omimunieations Monitdri ing AClI‘\.ll)
(JCMA} and has beer] - »____Jemal - -
£5E) The JCMA mission i e et .
&+ While emails] a4 d11(iL'."_| s - |
- . "f . . : . : ':.
- - L ] :‘ - l. s
- . a & e " = . =
* * = .9: + i * + " -: : :
T 3 = '. :-
- - ‘ - - - -'

. I'. . I ,’.o. 0..0..‘ ‘.‘.- : 2 ::. -._:
- LAY F-il » .' Ll ~ L
=) [n the timeframe the ICT\IA Was asked tochéck if any .
communications F hatl,been stored gr retained.:This "
request (_ame from| . s andl e IAD.’A’ scarch {vas conducte‘d that =
revealed ho emails, files. a?leports‘m‘ any l( MA re.ﬁomtqq ’:, " :- -
L] = ‘ u" : L) .: l: -:' ..
: “’”u "“fE‘ ; ‘:
(b) (1) (b) (1)
(b) (3)-P.L. 86-36 (b) (3)-P.L. 86-36
(b) (6)
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V. (U) Analysis and Conclusions
(b) (1)
(b) (3)-P.L. 86-36

(U/A9+0+ Failure to report to appropriate authorities possible v10latlons of federal 1-

criminal law as required by NSA/CSS Policy 5-5, Reportmg of .Sleeur:g:’ Incidents and
Criminal Violations 2

* *
.
. 0‘

(U/A=aQ-NSA/CSS Policy 5-5, Reporting of‘i‘eczrmy [nudenmund( ‘riminal hofa!mm'-

requires that “possible criminal acts committed By non-affiliates’ ‘and discovered by affiliates;

while on official duty” shall be reported to'the NSA/CSS Assomate Directorate for Security, and
CounterIntelligence. However, this.policy states that V];olatlons of law discovered through -

COMSEC monitoring shall bg feported in a manner coﬁS1stent with” NTISSD No. 600. Beeause
the Red Team Operations dutlined in this report wese conducted, at least in part, under COMSEC

Monitoring authorities', any potential violation ¢f faw discovered during the Red Team’

| Jfell outside NSA/CSS Policy $25 and reporting was not required under that

policy. oo

. .
-

(U/4#007 Failure to report mformation related to a significant crime to a military

commander or law enforcement agency with appropriate jurisdiction as required by
NTISSD No. 600 .yt

-
s c

=5 NTISSD No. 600 qtates that “information acquired incidentally from government *
telecommunications during the course of authorized COMSEC monitoring which relates directly
to a significant crime avill be referred to the military commander or law enforcement agency
having aDDronriatﬁu‘rfsdiction ” The information that was evidence of possible criminal ac}ivity

by was acquired incidentally from government telecommunications during the

course of authorlzed monitoring. However, the possible criminal activity — adultery and tha

potential complomlse of classified material resulting from having classified material on an;

unclasmﬁﬁd computer — does not constitute “significant crime”.” Therefore, because |

ossible criminal activity was not a significant crime, there was no requirement to

report it under NTISSD No. 600.

L (U/ /#6889 See NSA Red Team Standing Rules of Engagement, which states that “[u]nder the authority

of National Security Directive 42 . . . and in conformance with . . . [DoD Instruction 8560.01,

Communications Security (COMSEC) Monitoring and Information Assurance Readiness Testing], the

NSA Red Team performs readiness and vulnerability testing of DoD national security systems.”
2 (U/ /ey “Significant crime” is not further defined in NTISSD No. 600. However, the 1995

Memorandum of Understanding regarding Reporting of Information Concerning Federal Crimes, to

which the Attorney General and NSA are parties, defines “serious felony offenses” as crimes involving
intentional infliction or threat of death or serious physical harm; crimes, including acts of terrorism, that

are likely to affect the national security, defense or foreign relations of the U.S., crimes involving
unauthorized electronic surveillance in the U.S,, violations of U.S. drug laws; and the transmittal,
investment and/or laundering of proceedings of these types of unlawful activities.

—SEECREFAOTORN-
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(b) (1)

(b) (3) -

P.L.
86-36

-
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(U/F) Failure to ensure that the Red Team took required actions to report and
respond to incidents as required by Red Team SOP

(U/Freten Tth Red Team SOP, Incident Response and Activity Documentation,
the appropriate steps for reporting incidents outside of normal activities.

“identifies

™ All Red Team affiliates

are required to be fanliliar with the document and must review the document at least annually.

Paragraph 2 of the SOP notes that, in the normal course of operations,

“Red Team members may

observe activity or an.event that requires additional reporting.” The SOP then establishes
definitions. triggers. necessary steps. and responsibilities for handling such reportable incidents

and significant activity.

(U/4=% Section 4 of the SOP identifi ies eight activities that, if discovered during Red Team

Operations, trigger arj “incident response.’

" Including in the list of eight are the discovery of

material that exceeds'the host’s classification level and the discovery of material that may
indicate criminal activity or misuse of Government information systems. Paragraph 4 provides
descriptions (and ﬂow charts) of the specific actions to be taken if an incident response is

required.

(U//FeH€) When information is discovered that exceeds the host’s classification level, also

referred to as “spillage,”

the Red Team is required to produce a Significant Activity Report
: @ ﬁ-RD Lflcludmg- copying the US Cyber Command integree if the material is found on a DoD

! systend, - A0G the 1:1(,1dent i thre-watch.lQg, and report the incident to the client/system
ownel;.Unqlé S

was the cllem

= D.uringl S A | the Red Team. discovered potentially classified material on
Elunclassmed compum system] Red Team Team testified that he
* reported to hls‘leaderqmp mc’ludm;.l — ik T |and| i e
- multiple occasions that Red Tean? eperitors had seen emails from|_ i bn the

" unclassified netwolk-thal contained’; oten.malfv classified information aboull - |

* le

_:L:_,_I

and

-
»

—

the potentially clasmf’ad‘mtm mation found on].

[3

-

recalled se'ndmg the répart fol 2

Red Team.management, up | t(ran-d ]noludlm,l

classified [nformatlon found onl

Junclassified Gomputer, no+S

us Cyber‘Command was not nbfihed and the incidents wete ot re orted ¢
system owner, all in wo!atlon of thie SOP. Althou},h

report containing this mt01mat10n Tn»

. had sént him this tey

.
A

prepared a report that described

hinclassified comfnuterD
and ﬂiSGqssin}_, it with hijn. Although the

was aware of the pot’entlallv

as completed,
or the

lesm"ed that he first saw the

lhe acknbw]cdgcd that it was possible that

Given 1he-wed th of testimony that]#

conclude bya prepondt,rance of me'evldenqe that] '
poten‘ual!v classified-material was' -found on|

lwas informed:

*

DRI 1N 501 1. but he hadn’t re'caah»ed it or failed-to read it.

ara'll} and in wgiting, we

a

failed to ensure that the Red Teain SOP was tollowed'

3 (U//‘l’ﬂ'b‘@) Itis 1mpprtant to note;'that the SOF dated 14 June 2010, was approved by

himself. %

" »

Ll Y

p *
+

.
-y "
p " -

@’
e

(B) (3) =Pl

86-36

2

bR AR

5

h;iei been informed that
hnc;lassl}'cd computer and that he

(b) (3)
(b) (6)

-P.L. 86-36
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-
‘e
- &

=55 Separately, paragraph 4.e of the SOP delineatqs-s‘i.r’ﬁi]ar actions when materigl is
discovered that may indicate criminal activity or misyse $f Government information systems. In
addition to submitting a SAR, these required action$ inglude notifying “legal™ and writing a
report. It is undisputed that Red Team 11101nber§°éisco.¢éred. and informed their chain of

command up to and including| |inforfation that led them to believe that
Imay have been engaged in adultery with| & | Adultery. when servide

Iscrediting or prejudicial to good order and discipline, is criminal activity under the Uniform
Code of Military Justice (Article 134) which applies to members of the armed serviges, including
| » | Despite this, and in violation of;the Red Team SOP decided not
to report this activity through the use of a SA R and he decided not to report this acmll) to the
Office of General Counsel, « |decision to not report this information. supported
by his superviso deprived senior military and civilian leaders of the opportunity to
determine whéther this information was gélevant and required any action on theif part.

(U/Fretes Fa’lm’,e to report mform.Atlon or ensure the"mi'ormathn was reported to the

Assistant to the'Secretary of DefenSe for Intelligence Oversight (ATS [ D(1Q0)) as required by
DTM 08-052. °, - " . (b) (3)-P.L. 86-36

-
- . *

~“SAH= DTM 08- 052‘ DoD Gmdance for Reporting Questionable Imelllhence Activities and
Significant or Highly Scnsntlvc'Matters requires that DoD components report certain
circumstances mvol‘vmg an mtelhgen{,e activity or intelligence pcrsonnc-l DTM 08-052
incorporates the Exec’uuve @rder 12333 definition of an “Intelligence Activity”: “all activities
that elements of the II’]!C].]IgC[]CL Community [including NSA] are authioriZed to conduct pursuant
to this order.” EO12333 authorizes NSA to conduct eight specific acfivities, including the
Director acting as the Nahonal Manager for National Security Systeins, a ro]e IAD fills. Red
Team activities are part 0f-IADs responsibilities. Therefore, for the purposes of determining the
applicability of DTM 08-632. the focus is on the activities condueted by NSA’s Red Team.

Furthermore,| . IlS not considered “intelligence personnel.” Becatise nothing the
RED Team did wth regard inder the N foperation was
inappropriate and & vas not inte[ligence personngl, there was no sequirement for
or anyone asgociated with the Red Team to r¢port under DTM?08-052.*
.‘ L " -
, - - . - -
¥ i " @
!l L] - - -
L : "o (b) (1)
(b) (3)-P.L. 86-36
(b) (1) (b) (6)
(b) (3)-P.L. 86-36
HS7~=E) NSA may have been aware of an affair between Iandl lbefore that
| |the

Agency was required to report, and did report the matter through the OIG to ATSD(1O).

— A OORA
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(b) (3)-P.L. 86-36
(b) (o)

-

IV. (U) RESPONSE TO TENTATIVE CONCLUSIONS

.

(LW-I-“-@-HG-)-.T-eht'a‘;ive conclusions were forwarded to|  * ion 18 March 2014.
esponded to the OIG’s tentative conclusions via email on 20 March 2014. His
response is attached (Appendix H).

(U//Fe469 The OIG reviewed the response provided by| Jand determined that
his response did not have an impact upon the conclusions.

27 Release: 2019-06
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(b) (3)-P.L. 86-36 V. (U) CONCLUSION

(b) (e)

=57 The preponderdngee of the evidence supports the conclusion that| |
retired, failed to ensure thit the Red Team took required actions to report and respond to
incidents the Red TeamSOP requires after he was informed that| may have been
involved in criminal activity by engaging in adultery in violation of UCMIJ article 134 and that

| Jinapproprjatély maintained and passed potentially classifted information through
an unclassified eomputer. network. .

(U/AH63 We conclugé tha] kid not violate NSA/CSS Policy 5-5, Reporting
of Security Incidents andCriminal Violations, because Red Team operations are conducted. in
part, under COMSEC Mcrmtqrmg authorities and any violation discovered during the Red
Team’s[ -loperatlon fell outside NSA/CSS Policy 5- 5

- -
s -
[ -

TS We conclude that Al kid not violate NTISSD No: 600 reporting
requirements for * SIgmf'cam crime’ bectukse the possible criminal actlwty a violation of UCMJ
article 134, — adultery — docs not constlmte a mgmﬁcant crime.

-

5 We concluded tha] |di'd knof violate the reportin:& requirements of DTM
08-052, DoD Guidance for Reporting Quesnonab!eJmeH:gence Activities and Significant or

Highly Sensitive Matters, because the Red Team acled'wuhm their scopc of authority andm
Iit»as not an intelligence official at that time. <.

‘e
.

:

(b) (1)
(b) (3)-P.L. 86-36
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VI. (U) DISTRIBUTION OF RESULTS

(U/A=086 This report of investigation will be provided to:

1. M/ER for information and any appropriate action

2. Associate Directorate for Security and Counter Intelligence (Q234)

3. Department of Defense Inspector General

4. | | (b) (6)

(U//Fe4e9 A summary of this report of investigation will be provided to:

1. NSA Office of General Counsel

Senior Investigator .

Concurred by:

Assistant Inspector General
for
Investigations

29 Release: 2019-06
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Appendix A

(U) Applicable Authorities o s L

(U) NSA/CSS Policy 5-5. REPORTING OF SECURITY INCIDENTS and CRIMINAL
VIOLATIONS -

5. (U/ASH63 Any incident described below shall be reported to ADS&CT or, if after
normal duty hours, to the Security Operations Command Cente

b. (U/AOH Possible criminal acts committed by non-affiliates and
discovered by affiliates while on official duty.

(b) (6)

(U) Title 10, U.S. Code §934 (Uniform Code of Military Justice, Article 134)

Though not specifically mentioned in this chapter, all disorders and neglects to the
prejudice of good order and discipline in the armed forces, all conduct of a nature to
bring discredit upon the armed forces, and crimes and offenses not capital, of which
persons subject to this chapter may be guilty, shall be taken cognizance of a general.
special or summary court-martial, according to the nature and degree of the offense,
and shall be punished at the discretion of that court.

(U) Punitive Articles of the UCMIJ, Article 134 — Adultery
Elements.
(1) That the accused wrongfully had sexual intercourse with a certain person;

(2) That. at the time, the accused of the other person was married to someone else:
and

30 Release: 2019-06
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(3) That. under the circumstances, the conduct of the accused was to the prejudice
of good order and discipline in the armed forces or was of a nature to bring discredit
upon the armed forces.

(U) Directive-Type Memorandum (DTM) 08-052 — DoD Guidance for Reporting Questionable
Intelligence Activities and Significant or Highly Sensitive Matters

1. REPORTING PARAMETERS

a. The DoD Components shall report the following matters to the Assistant to the Secretary of
Defense for Intelligence Oversight ATSD(IO) in accordance with references (a) and (d).

5. Significant or Highly Sensitive Matters. A development or circumstance involving an
intelligence activity or intelligence personnel that could impugn the reputation or integrity of
the DoD Intelligence Community or otherwise call into question the propriety of an
intelligence activity. Such matters might be manifested in or by an activity:

(a) Involving congressional inquiries or investigations.

(b) That may result in adverse media coverage.

(d) Related to the unauthorized disclosure of classified or protected information, such as
information identifying a sensitive source and method. Reporting under this paragraph does not
include reporting of routine security violations.

(U/AeH6) NTISSD No. 600, Communications Security (COMSEC) Monitoring

(U/FEe16) Information acquired incidentally from government telecommunications during the
course of authorized COMSEC monitoring which relates directly to a significant crime will be
referred to the military commander or law enforcement agency having the appropriate
jurisdiction.

(U/#60) NSA TAD[_JRed Team SOP, Incident Response and Activity Documentation

2. (U/H469 Overview of Incident Response and Significant Activity Report
a. (U/AO8e In the course of normal opératians, Red Team members may observe activity
or an event that requires additional reporting. The follewing sections establish definitions,
triggers. necessary steps and responsibilities for handling réportable incidents and
significant activity. e

(b) (3)-P.L. 86-36

(U/Ae6n Section 4, INCIDENT RESPONSE
a. (U/Ae6y Within the broad range of activities that Red Team identifies as “significant
activity” there are some events that are also identified as reportable incidents. Incidents
require specific responses in addition to the generation of a SAR; detailed steps are listed in
the following sections. Each of the following is an incident response trigger:

3) Material is discovered exceeding the host’s classification Icvel
4) Material is discovered that may indicate criminal activity or misuse of Government
information systems.

31 Release: 2019-06
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(UM—‘@BG-)I email,
08, (AT Hhicon. WG (b) (3)-P.L. 86-36
(b) (6)
—SECREFAOTORN
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From: .
Sent: "
To: . | . . |
Cc: 3 . .
Subject: FW. (U) NSA Red Team 13.9&'_!--;' . . .
Attachments: Timeline ?_:- docx 7 . . .
Signed By: l X o oo . .
l. .- 0" .: n‘ :
%, ) (b) (1)
., L .| (b) (3)-P.L. 86-36 (b) (3)-P.L. 86-36
'.. I ‘e 1.:-.
" . & - 0::- " A :
" - .' .' N ..- ‘o ‘: o
. * ’ 0" " . *u <
Fro 2 . * .' I : .‘:.' .0 .. :o :
Sen R | e ol P 5 m "
of - N N
| I - > I s v N :
Ccy] _ _ g Y rL Ty -
Subject: FW: (U) NSA Red Team Targetlngl . I . Te, i g
. 5 $ .o
» . . " .
i - i - -’
: sattty . (b) (3)-P.L. 86-36
. - : (b) (6)
: : o + b
. .'.r' :
From:| _' | - "
Sent:| | .- ;
To: Plunkett Debora A NSA-I USA CIV . : .
cc . :

Subject: (U) N5SA Red Team larget 4| I
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. .
AS "‘f‘i:]'.l.‘r’il':’_":fi, ihe at

1ac hegd Higneln

* . Jare provided
-
*

I -

asl
JCMA to see if they had obtdined anything reiated to this in their effor{sstipporting
. * ¥

(b) (1)

(b) (3)-P.L. B86-36

~ —
s = &
-« w moms® -
aom s m EmE " ¥
s n =" s % " -
. .

i a_p.u "= n"a T
emd*mifigation recommendations: caneerfdrte the *
anmc Igation reca 1ations CONeELIMITE £ P &

.
E L i ™ .
g S e .
s “® * L
- " . " . .

[about the accesses obtais

| and his staff as well
Iso double-checked with

ho -D.PUE_.. | notified] J,’ .
. * kystems. Ia

Eariier today, after discussing the matter With our

on[ . y

e
cu

I-- They had not

- L]
*
- L]

V/R e 5
(b) (3)-P.L. 86-36 (b) (6)
o . .
«..| ® (3)-P.L. 86-36
(b) (6)
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WO;)G.’SHQHI l"u‘-i"R exploitation timeline

(b) (1)

(b) (3)-P.L. 86-36 e
(b) (6)
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(b) (1)
(b) (3)-P.L. 86—
(b) (6)
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Appendix C
(U) Red Team Analyst Report, 20 July 2011
R OORAY-
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From: ;
= .
|

Sent:
To: : | ¥
Cc: _ _ . > =
Subject: (U) FW: Final Report onf. |af;-’_)‘e§g‘ . ‘:‘ .
Attachments: | " il e SRR EREE
oL . % (b) (1)
Importance: High ¥4 (b) (3)-P.L. 86-36
. [ . |

[ (0 43),
(B)*(€) . "«

| E | ol st smsiisach _
-P.L. 86-36 e .

L]
" .
-

B T :
. LR " aaa,, . 'a'... N
——)l!—— - --.._..:'.'!-.:h.:‘.h‘ "
(b) (3)-P.L. B86-36
I .

From{ _
Sent: Wednesday, July 20, 2011 7:25 AM

To:
ol
ACCesS

Subject: FW: Final Report on
Importance: High Yo
From: — | ’ . .
Sent: Wednesday, July 20, 2011 7:19 AM " * * = ., i
To ey, ;
Cc _ .. 8 o .
Subject: Final Report on CCess e
Importance: High sessssasassd (b)(3)-P.L. 86-36
B s m. MUY B R ) IR
I I i m & WS s mom s s s EER % vy . . :’... o
: - : . * . .
Below is a summary of all the inteliigence gaineq brem the our accesq * + . i Jwith deta
on how a FIS would take advantage of these vuinerabilities Vg .‘_
P ok . 'o.:'
ease |el or myself know if you reguire further detalls
) (b) (1)
(b) (3)-P.L. 86-36
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3 (b) (1)
: (b) (3)=-50 USC 3024 (1)
(b) (3)-P.L. 86-36
(b) (6)

.

~t5/HE) Executive Summary: Following is a synopsis of Intelligence data mined from NIPRNet Access of
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(b) (1)

(b) (3)-50 USC 3024 (i)
(b) (3)-P.L. B86-36

(b) (6)
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(b) (1)

(b) (3)-50 USC 3024 (i)
(b) (3)-P.L. B6-36

(b) (6)
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(b)

(
(
(
(

1)

3)-50 USC 3024 (1)
3)-P.L. 86-36

6)
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(b) (1)

(b) (3)-50 USC 3024 (1)
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APPENDIX E

(U) Red Team SOP, Incident Response and Activity Documentation (14 June 2010)
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Date: 14 June 2010

UNCLASSIFI
Release: 2019-06
NSA:08662



Doc ID: 6672264 -
UNCLASSIFIED/+¢

IA Serial No[__Jo11-10 Dated: 14 June 2010
(U) INCIDEPET.RESPONSE AND ACTIVITY DOCUMENTATION SOP
Reviewed By: K .
Chief, U
' ion ‘Assurange) * .
¥ 5 ':.}Egg
(b) (3)-P.L. B86-36
Approved By: v ':
.o‘.:b :
- f" -
+ & £ »
o. ’;.o -
+ . . -
* Lok
. P -
.. 0‘ {’0. ¢. ::
.’. 0’«‘ ,. ::
(b) (3)_P-L- 86_36 .0 .:‘.‘ . -:
(b) (6) - T [l e
DISTRIBUTION{ .- e i

.

(1)) This documcp{'(lz\ Seri G.D(]i 1-10) supersedes documenty . }024-09,
“Incident Response™, amﬁmﬁ-ﬂg, “Operational Reporting”.

(L) OPI 968-6625s. X
(L) No section of this document shall be released without approval i’romj

L

UNCLASSIFIEDA¢
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(b) (3)-P.L. 86-36 N I o [ e s

IA Serial No. E;B;Ol 1-1 Dated: 14 June 2010
i. *'. (U) PURPOSE AND SCOPE
Py .. M

(UH-FG;:FG-) This doc,umcnt describes the operational activity documentation
requirements durmg norma]‘NSA Red Team operations, and identifies the appropriate
steps for reportjng mr:lclcnts omsu:le of normal activities.

l'“ .
.

(Uf/'F‘S‘UG?‘Th]S SOP s nr[g:ndcd primarily for the Operations branch, but all Red
Team afﬁ]:aics,-must'bc familidg with,this document. Steps that affect all Red Team
affiliates are outlijed’jn sections’3 (Sigpificant Activity Reports), 4.d. (Incident
Response- Material is discoveredl that'may indicate criminal activity or misuse of
Government ipformation systems),and 4.h. (Incident Response- Evidence of an
unauthorized :Entr'udei: is discovered on Réd Team systems). All Red Team affiliates
shall review this docunent at least annually, asoutlined in the Critical Documentation
SOP. 5 " Ve

- - - 2 *
* *

(U#FGHS‘) Thls document does notoapp]y to dcconfllctlons (i.e., the process by
which one w,n.f 1€8 whether or not suspicious “activity detected on a U. S. Government or
military netwmﬂ( is aj tributable to the NSA Red Team), W‘thh are covered in the SOP
titled Deco:g/hcrf(ms I-OO'? 10). For instructions on deconﬂlctlon reporting and
responding to mc1dcnts related to deconflictions, f¢fer to the Deconﬂictmns SOP.

" - *

(Uf/-FGU‘G') This doc' iment does not apply t0| * | which

S

are covered in‘the SOP titled s | For
instructions o reporting and responding to incidents related tol |refer to the
| SOP (that document supersedes this SOP).

(U//Fe86¥ In this document, section 4, /ncident Response, and section 5,
Oversight & Compliance, implement the requirements of References ¢ and d.

3

LN LSS T | kel ettt
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Team War Room Opartions

1A Serial No[_J011-10

Dated: 14 June 2010

(U) STANDARD OPERAT ING PROCEDURES

1. (U/rFeEes|

[Operations-Database * = = = °

() (3)~P. L.

:}' :

a. (U//Fe69 All pertinent details for any opcrailom;f‘aclmty shall be

entered into the operations support database |

Th15 database is

used to track critical information for every operationak eyént, such as: date and

time, IP addresses, all target identification, and a summary

f actiyities carried out

on the target system|

All of this

information must be entered in}

| sodhat Red Team operation§ can

be properly audited at any time.|

atd is glso used in the process

of deconfliction, and for clean-up of

attack or other operational event may be subjéct fo dewnﬁ:crmn and, therefqQre,
must be properly recorded. . Kdatabase.is also used o support I
Security Solutions and NSA/CSS Threat

Flow Diagram-

War Room Operators
« Exploit Logging
« Tool Logging

s *|Note- Even an uﬁsucfessﬁrl

perations Center (NTOG) missions.

. Red Toam Operations Lesdership

Operations Branch
» Operational

+ Deconflictions

War Room Leads 2
« Daily Watch Log

(U/#EB0) Figure l.a +

L]
»
-
-

Inquiries-
-

Trusted Agent
Coordinator «
o Deconflic_tions

b. (U/F9#63 Each War Room operator shall log daily activities in the
| database. Examples of entries include, but are not limited to:

1) Host Details

4

A T

SHAT

12 Y(‘.-'_!-\!'{]_'.

1]

. T
v, Ui CWAONLL
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IA Serial No.

(b) (3)-P.L. 86-36

UINCLASSIT HED: ittt

I»Oil-lO Dated: 14 June 2010

2) Interaction with Host

e é}l' . |(details in.| |

-

4) [50qonﬂictions (Z!étails,in Deconfliction SOP)

-

c. (U/AOE6¥ Team Leads shall use thd |Daily Watch Log
to record problems, events, @nd courses of action within their War Room.
Examples of entries include, biit.are not limited to:

d. (U/FeBeyrEach War Room Team Lead is res.pfurﬁihlg for ensuring all

pertinent War Room activities are properly entered into the
database.

Overview of shift activity

Tasks to be completed by the next watch

Open Source Research (focu.s', results)

Changes to operations that impalct the ongoing activity, with the

reason(s) for the change .,
Any other items deemed necessary by*the Team Lead or Red Team
leadership ‘e

.
-

2. (U/OHE6) Overview of Incident Response and Significant Activity Report

a. (U=t In the course of normal operations, Red Team members
may observe activity or an event that requires additional reporting. The following
sections establish definitions, triggers, necessary steps and responsibilities for
handling reportable incidents and significant activity.
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Flow Diagmm—Ovﬁwiew of Incident Response & Significant Activity Report

Operator

Operator Performs
War Room Activities

(b) (3)-P.L. 86-36

N

i Log Activities in* |”| >
Opersicc o
Surprising Continue

Event? War Room Activities

Notify
Team Lead

Team Leed

Treat as an
“Incident"?

SAR
Needed?

Incldent Response Guidelines
1. Red Team varies from target list
or approved authorizations
2. Approved target is found to be-
long to another entity

3. Material is discovered that may
exooed the host's classification
level

4. Materials may indicate criminal
activity or misnse of Gavern-

Team Lead
Perform Perform
Incident Response SAR
Process Process
(U//Pee) Figure 2
6

Continue
War Room Actlvi!les)

ASSHATE D7 ettt
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3. (WrOte) Significant Activity Report (SAR)

a. (U/A6H63 The Red Team defines significant activity as: any activity
that interrupts or prohibits normal operations; any activity outside the scope of
Red Team authorities; or any activity that uncovers something potentially
unlawful or harmful. Whenever significant activity takes place during a Red
Team operation, a Team Lead will prepare a SAR to inform the operational chain
of command. Examples of significant activities include, but are not limited to:

5 I') Red Team becomes Non-Mission Capable
g 2) Discovery of any unauthorized network activity
. 3) Change in the hours of operation
ol . T, BELAE 4) Request to cease operations (Cease and Desist Order)
T 5) Any other event that could impact Red Team operations
- .,
% v,
. % . »
.t ¥ 5
T Flow Diagram—Significant Activity Report (SAR)
‘ L]
e b1 * -
- s a
- ‘
: SAR
- Proceds
. “ . Sample SAR E-Mail:
- l-‘m:n? » John Doe, Temn Lead
" Sent: Ty Month S Seib elge P\
Te-n]ﬂd. I: ‘hm
. Subject:  SAR FOR OPERATION XY £ - CEASE AND DESIST URDER
. Create
EARCT--al : Classification: UNCLASSIVILD w
On NSANET .: ASSITISatvon: vl ¥
: : - Al the request of the ¢lient’s CIO, Red Team has ceased all operations against
= LA Farget until further notice due to possible real world activity The Customer
E ‘: Rep will notify us when we can resume operations,
: ..’ ‘Team [ .ead Doe
. :: Classification, LNG LASSIFIEL 1o m———
; :
L] “
- * -
- = *
- o *
. ‘e
L -
“Toum Loag '.'_ Distribution List Includes:
3 i e All Tcam Leads
_Se[_u! S'AR to ‘e ®  All Tech I eads
DIStm unor;';ls_.t.;-,_-«-""’f S, s All Capability Leads
“~—* TA Coordinator (s)
* . |® Mission Dircctor
Jl,»  Branch Chicl/ Deputy Cluel
# Red Team Technical Director
&’ Red Team Chicl / Depuly Chael
°* ‘ersight & Compliance
. lans
(U/~e9 Figure 3.a

NCLASSIFILD
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. b. (U/A©863 Red Team Services shall develop and maintain an e-mail
distribution list on NSANET, named “d kar”, that shall be used to distribute
SARs. This list shall include, at a mlmmum
. 1) All Team Leads, .+ *
‘ 2) All Tech Lgads
: 3) All Capability Leads

4) T‘ruStéd Agent Coordinator(s)
. 3> "Mission Director
ki . * " 6) Operations Branch Chief/ Deputy Chief
* .*" 7) Red Team Technical Director
8) | Team Chief/ Deputy Chief
9) Oversight & Compliance

w0 Jptans

L™
s

e (UMY The SAR shall take the form of an e-mail sent on NSANET
to'fhit, “dbar” distribution list. The message shall contain the following
mfc'n-matlon a’clear description of the activity that initiated the SAR, who was
lnvo'i-veﬂ when and where the incident occurred, and any actions taken. A sample
SAR 'can-be found in Appendlx A.

.d ('U./!Fe'b*e-) Addltlenal SAR recipients shall be added to the e-mail, as

appropr’iate Jixamples :nc]udc ‘ut are not limited to:
& = . 1) hall bc'inc]uded if the SAR is about systems/access

. issues
2) Rcd Team Services leadershlp shall be included if the SAR is
'_ -". abeut training/capability gaps "«
. 3-) ASR leadership shall be included #f,the SAR is about tool failure
" 4) 1&adership shall be included if thé 8AR is about Red Team
- " being * |

- *

(b) (3)-P.L. 86-36

%) NSA/CSS Threat Operations Center (NTOC) and .USCYBEITIOM
* LNO shall be included if the SAR is about discovery,of significant
« vulnerability or analytic finding on any DoD system. TD shall
provide direction whether or not to use the NTOC reporting tool,

6) US-CERT shall be included if the SAR is about discovery of
significant vulnerability or analytic finding on any non-DoD
system (e.g. USSS.gov., DOE.gov., USCG.mil)

7) Associate General Counsel/Information Assurance (AGC/IA) and
IAD Oversight & Compliance (IV) shall be included if the SAR is
about any activity beyond the scope of Red Team authorities

e. (U/A9%) Red Team branch and division Icadership shall determine
whether or not to alert NTOC, USCYBERCOM or US-CERT, except as
specifically outlined in the Incident Response scenarios listed in section 4 of this
document.
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4. (Ul/#6+6) INCIDENT RESPONSE

: a (U/Febe) Within the broad range of activities that Red Team
identifies as “significant activity” there are some events that are also identified as
repprtable incidents. Incidents require specific responses in addition to the
generation of a SAR; detailed steps are listed in the following sections. Each of
th? following is an incident response trigger:

1) Red Team varies from the approved target list or approved
authorizations on a network

2) Approved target is found to belong to another entity

3) Material is discovered exceeding the host’s classification level

4) Material.is.discovered that'may-indicate criminal activity or.misuse

« of Goyernment information systemss

% 5) Evidence of an unauthorized intruder is discovered on customer

2 networks

6) A military/political situation arises that may impact Red Team
(b) (3)-P.L. 86-36 operations

7) Red Team inadvertently reboots, crashes or destroys data on a
target machine

8) Evidence of an unauthorized intruder is discovered on Red Team
systems

Note- This is an addendum to the guidance provided in Annex D of Reference c.

LING LASSHE LD, i
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(b) (3)-P.L.

86-36

» Operator
b Exploits
. Inappropriate
3 IP Address
Temnlesd o

. Stop Operations,
‘. Collect Data

*
s

-
-

Team Lead

Dated: 14 June 2010

« b. (U/A=8465 Red Team varies from the approved target list

. Flow Diagram—Red Team Varies From the Approved Target List

_— Stop all exploiis against this IP address.
Inform Team Lead.

—> .

—>C

Perforin.
SAR .
Process

-

-

Teun Leud 1

Document
Incident in
Watch Log

Teaimd §

Attempt to
Extract Tools
from
Exploited Host

Term Lemd 3

Contact Legal &
Write Report

0&C y

Alert IV
include in
IG Quarterly,
as Required

(U/Ae=e Figure 4.b

White report and route through Branch
& Division Leadership

—) W

[l Include details in the IG's
I Report Quarterly Report, as required
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86-36

Dated: 14 June 2010
1) (UM Incident: An operator has mistakenly varied from

typing an incorrect IP address for a probe or exploit. Note: The target list
is a list of IP addresses provided by the customer or compiled by Red
Team through rescarch/target development activities. All addresses on this
list have been verified by AGC/IA as falling under the Red Team’s legal

*  the target list or approved authorizations on a network, for example by

. authority to probe or exploit. Variation from the approved target list

réstiMs ip probing or exploiting a host or network for which the Red Team

. may havc'n'o'leg,a]. authority and may result in a criminal violation.

-

2) (UFFSH6T Action: Operator — Cease all operations against
the erroneous 1P address. Immediately teport the incident to the Team
Load for further guidance and log activity in} Jitems to be
reported are the intended IP address, the incorrect IP address, the account
in usg (including its IP address), the time of occurrence (Zulu), all
operations (probing or attacking) conducted against the incorrect IP
address, and the script file or files which document the erroneous activity.

-

3).(U/AOEOAction: Team Lead — Ensure that all operations
against thé erroneous IP address have ceased and will not be resumed.

and document all details provided by the operator into

with notes in the Daily Watch Log, and generate a
Significant Activity Report (SAR). Steps will be taken to determine the
ownership of the incorrect IP address, and any damage that may have been
inflicted on the dpintended target. Steps will be taken to coordinate the
removal of any Red Team tools from the affected host. Notify AGC/1A
within one business day. A written report of the incident is required and
must be routed through Red Team branch and division leadership.

4) (U versight & Compliance (O&C) is responsible
for alerting IAD Oversight & Compliance (IV) within one business day
and ensuring that the incident and all relevant details are included on the
Inspector General’s quarterly report, as required.
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. ¢ (U/AOtOr Approved target is found to belong to another entity

' Flow Diagram—Approved target is Found to Belong to Another entity

- Oparedar
' ||]|:> Stop Stop all exploits against this IP address.
| | Approved Target Inform Team Lead.

(b) (3)-P.L. 86-36 Belongs to

oo p, A00MNEL Enfity | ; e aaaaasa.
:“. e .Iﬂ@ ﬁmgacﬂv&yill |

\\.._,..-’/
Town Lot {
. e IB Stop Staop all exploits against target by all
Stop Operations, ‘—> operators.

‘Collect Data,

Update Target
" List '? Target | Update Target List to exclude
£ . 10 List problematic IP address

. .

"l'eam Lead X 3 .
Perorm ’
SAR %
Procégss .
- ..
. .
Toom Taud y * b

Document °,
Incidentin . ]ﬂ
Watch Log -

Team Lead v

Attempt to
Extract Tools
from
Exploited Host

Contact Legal,

Team Load g
“r ¥ Incident | _—'if Legal advises, wiite repart and route
||]|:> Report through Branch & Division Leadership

Write Report,

Alert Plans ]
Ti Alerl Plans 50 they can Inform

customer end update target list

0kC h 4
Alert IV
Include in e Include details in the IG’s
IG Quarterly, I Repart Quarterly Report, &8 required
as Required -

(U/eBOTFigurc 4.c
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1) (U/A93 Incident: After a given IP address which is on the
approved target list has been probed or exploited, evidence is discovered
indicating that it actually belongs to an entity that the Red Team has no

(b) (3)-P.L.

86-36

legal authorization to attack.

2) (U/A=86 Action: Operator — Cease all operations against
{he affecied 1P address: lmmediately.r

it the incident to the Team Lead
7 " dor fttr.ll}e] guidance and log activity in

Items to be
T reported are the affected IP address, the account in use (including its IP

. -.addregs) the tinie* of occurrence (Zulu), all operations (probing or

"Jexploiting) conducted” against the affected IP address, and the script file or
files which-document the aclivity,

LY -

T 3) (Uf)‘i“&tﬁea- Action: Team Lehd = .Ensure that all operations
* agaipst the affected. IP address have ceased and

will not be resumed.
- Dotument all details provided by the operator mui |Lmdcr
. the E)a'sly Watch Log, angl generate a Significant Activity Report (SAR).

* If pomblc remove any Réd Team tools from the affected host. All Red
* Team” pperators are to be informed that the affected IP address or IP

| address bock is off-limits to further operations; this must be logged in
. addressed during ghift turnover meetings, and reflected

by amendp oved target Jist. Any amended target list must be
placed in| °, ions'agai

Operations against the affected IP address may
be resumed ofily 1f 1t is proven that it bcléngs to a customer organization
legally subjecto Red Team attack and the exgrcise documentation
package prowdoq for the inclusion of the IP ad

dress. If affected IP address
does not belong 1p a customer organization, alcﬂ?lans so the target
list can be updated. Within one business day, notify

GC(IA) and IV of
the incident. A written report of the incident is required, and must be

routed through Red -Tcam branch and division leadership

4) (UfﬁFB'b‘@" O&C is responsible for alerting IV and ensuring
that the incident and all relevant details are properly documented for

inclusion in the Inspector General’s quarterly report, as required

SSIFIT]y 4

TN

g Release: 2019-06
NSA:08674



Doc ID: 6672264

{ \ SIZIEED

1A Serial No[__Jo11-10 Dated: 14 June 2010

. 4. (U/FBB6) Material is discovered that may exceed the host’s
clagsification level

. Flow Diagram—Material Discoverad, May Exceed Hosat's Classification Levesl

s = & s |m = ® ¥md9 e

(b) (3)-P.L. 86-36 Information with o
. « « s « Gl@ssificatian. J .
S Issues

no Nat.
Contact Law
E'nfomm-nt

"
*

Perform -

SAR ! Copy USCYBERCOM Integree If
Process . materlal Is on & DoD system

Toam Load y

Document
Incident in |
Watch Log
Mo

TA Coordinator |

Report
Incident to
Client / System
Owner

(U/FeE) Figure 4.d

1) (U/4==4+4 Incident: During Red Team operations, a document
is discovered whose classification level appears to be higher than that of
the host it resides on. Note: This situation is sometimes called spillage.

2) (U/da4e+ General Instructions: Do not contact law
enforcement. It is the client’s responsibility to control its own information
systems, using its own procedures.

3) (U/AOH Do not attempt to classify the information. The
NSA Red Team is not the originator of the information and, therefore,
may not classify it. If the classification is clearly marked on the document,
and the content appears consistent with the marking, the marking shall be

] AN ] ) et ALCTERY Release: 2019-06
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considered the classification of the document. If the document is not
labeled but it appears that it may contain classified information, the
document will be considered “sensitive.”

4) (U//=a4+) Action: Operator — Immediately report the
incident to the Team Lead, and log activity inf |

I ) ) (U;’/F'G'U'S‘)'Action: Team Lead - Document the incident into
(b) (3)-P.L. 86-36 | inder the Daily Watch Log, and generate a Significant
Activity Report (SAR). Relevant details include the date and time (Zulu),
the target 1P address, and the location of the suspicious information.
Forward the SAR to the Red Team USCYBERCOM integree who shall
alert the Network Defense Watch Officer (NDWO) and generate a CCIR
(Commanders Critical Information Requirement) if appropriate.
Operations branch leadership will determine whether or not exploits
should be stopped against the target, and will make the determination if
and when to remove Red Team tools from the affected host.

6) (U/A 63 Action: TA Coordinator - If the affected host is
the property of the Red Team's client, report the incident to the client’s
Point of Contact (POC). If the affected host is not the property of the Red
Team's client (i.c., it is a “jump point” owned by another organization the
Red Team is currently legally authorized to exploit), report the incident to
a Trusted Agent at the appropriate service CERT (US-CERT if affected
host is non-DoD). In either case, report the classification of the document,
or the fact that the Red Team believes the information contained in the
document to be sensitive.

15
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. e (U/F66) Material is discovered that may indicate criminal
activity or misuse of Government information systems

. |:> _— Stop all activities and inform

Finds Material Team Lead.
That Indicates

~ 3 _ Criminal or O
(b} (3) o 86 36 |- -. ) .-. pr-o':nimt.&df.c-ts ; -i‘fsw "= " omowow a5 Lauaw"ityin
ead. |

' %OM < Infoii Tearn
'Itatm Lond
'Alert Red Taam
Leadership—Do If the incident presents an immediate risk
Nof Contact Law 1o life, property, or national security, im-
Enfort:ement mediately contact Legal and athers as
directed by Red Team Leadership
Team Load o
= —— f Send copy of SAR to:
PRI %, « USCYBERCOM, if on a DoD system
Beogesi i o NISIRT, if on any Red Team system
e e US-CERT, if on a non-DoD system
TeamLead o ®

e

'« Document
‘pb"g:s Incident in |[||:>
o Watch Log

Teamlead
Contact Legal & :Wnts report and route
Write Report “]:> R‘Pm through Branch & Division
Leadership
(U//+%=63 Figure 4.c

1) (U/A=a Incident: Material is found that may indicate
criminal or other prohibited activity (e.g., pornography on Government
systems). Alternatively, the client notifies the Red Team that they have
found evidence of criminal activity near where the Red Team is operating.

2) (U/A===e9 General Instructions: Do not contact law
enforcement. Only AGC(IA) is authorized to contact law enforcement
agencies outside of NSA.

3) (U/d=a4 Action: Operator - Cease all activity and
immediately report the incident to the Team Lead for further guidance.
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Operations- log activity in| | Items to be reported are the
affected IP address, thc.ac'coum in use (including its 1P address), the time

of occurrence (Zulu), all operations (probing or attacking) conducted
against the affected TP address, and the script file or files which document

Dated: 14 June 2010

the activity. .

-

4) (U/H==4+3) Action: Team Lead — Immediately Alert Red

Team tgrénch and division leadership.
.* « [Ifthe incident presents an immediate risk to life, property, or
& national security, immediately contact the NSOC (NSA/CSS
. ’ Security Operations Center) and/or NTOC (NSA/CSS Threat
Operations Center) watch officers as directed by Red Team
leadership. AGC(IA) shall also be immediately contacted
through the aliases: DL nsocsoo and DL SOCC.

(b) (3)-P.L. 86-36

) 3y (U/AeH0) Generate a Significant Activity Report (SAR) and
forward to the'Red Team USCYBERCOM integree. If the material was
found on a NSA sysfem, also forward the SAR to NISIRT. If the material
was found on a non-DoD S.S!Sleill, forward the SAR to the US-CERT. A
written report of the incident is réquirgd, and must be routed through Red
Team branch and division leadership. Optragions- Ensure that all activities
against the affected IP address have ceased and*arg not resumed.
Document all details provided by the operator into

the Daily Watch Log.

under
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v (U//Fe68) Evidence of an unauthorized intruder is discovered on
customer networks

-

Flow Diagram—Evidence of Intruder Discovered on Customer System

(b) (3)-P.L. 86-36

.‘ . Tbl %o -
. T T 4 ,IINI> Stop &ll exploits against this Network
2 E\;‘lii:fl:;rOf Domain. Inform Team Lead.
- niru * -

4 Found on

‘Glient's Network ||]|I> @
- /

Log activity in

* '_'l
L

Temn Lesd : .
5 ||| Stop all exploits against this Network
Stop Operations, ‘—D Domain, by all operatars.

Collect Data,

Update Target
¥ List ? % Target Update Target List to exclude
0 List problematic IP address

l'eam Laad r
Perform *
SAR .
Process "
.1
TeanLed o *

Document 1
Incident in “]
Watch Log

Ops Dranch
Lendership
Determine Consult with Divislon Leadership and
If & When Legal to determine role Red Team
Operation Will might play In dealing with the potentlal
Continue intrusion. And, determine next steps In
the operation.
TA Coordinstor
SO Wal for Instructions from Ops leader-
Client / System ship before contacting client.
Owner
(U/7O%69 Figure 4.f
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. 1) (U/POte Incident: During a Red Team operation, evidence
* is found that may indicate an unauthorized intruder has compromised the
client’s network. Alternatively, the client, a Trusted Agent, NSOC, or a
CERT notifies the Red Team that it has found evidence of intrusion

activity near where the Red Team is operaling, or publishes such evidence
) in an incident report.

(b) (3)-P.L

. 86-36

2) (U/fe68=General Instructions: Do not contact law

enforcement. Only AGC(IA) is authorized to contact law enforcement
o 2 agencies outside NSA.

U/'f‘FG'HG-) -Actign: Operator — Cease all operations against
the aﬂlcpted network domain. lmmetlrately report the incident to the Team
2 Lead for ﬂmh.cr guidance and log activity in |Ilems to be
- reported are the affected IP address or network domain, the account in use
. (including its IP addrbss) the time of occurrence (Zulu), all operations
* (probing or attacking) condncled against the affected address or domain,
- and the script file or files whlch'document the activity.

4) (U//ete=Action: Team Lead [Ensure that all operations
against the affected network domain have ceascd

j;]d will not be |§;1‘,umed
Decument all details provided by the operator int nder
thé.Daily Watch Log, and generate a Significant Activity Report (SAR).

Ensyre that scripts of all Red Team activity, as well as sniffer logs from

the client’s network, are maintained so that intruder activity can be

differentiated from that of the Red Team. Coordinate with Red Team
. * branchand division leadership to determine the subsequent course of
. action.l i ¢ '

management, with the advice of AGC(IA), shall determine
whether operations against the affected host may be resumed, whether

resources will be directed to assist in locating the intruder, or whether
the current operation will be put on hold or cancelled

5) (U//==a4) Action: Branch Leadership — Coordinate with
division management and AGC(IA) to determine course forward

including whether or not to notify NTOC and/or JTF-GNO if on a DoD
system (or US-CERT if on a non-DoD system)

6) (U/M==a) Action: TA Coordinator - When directed by Red
Team Operations leadership, notify the appropriate Point of Contact
(POC) for the affected host. If the affected host is the property of the Red
Team's client, report the incident to the client’s POC. If the affected host
is not the property of the Red Team s client (i.c., it is a “jump point”

owned by another organization the Red Team is legally authorized to

attack), report the incident to a Trusted Agent at the appropriate service

CERT. In either case, report all relevant information, including the fact
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that the NSA Red Team is present on the affected systems and can
coordinate tool removal if necessary.

g.|U/Ae+E8) A military or political situation arises that may impact Red
T'eam operations

(L) (3) =Pk

Flow Diagram—Military or Political Situation Arises That May Impact Operations
86-36 s Lo

2 Team Lead

> . |« .learnsofa ||] Stop Stop all exploits against this Network
. . " Polificat/Military
. “Situation " *le.

Domain, by all operators.

* .v
.

Opereipr '

s L]

.
.

Stop E)p.erations, Log activity inl
Collecs Data "]
-

-
«Team Lead

L]
*

Perform L
SAR
Process *

Team Lead

Document
Incident in
Watch Log

Team Lead

Wait for Notice
From Client that %
Operation May

Continue

(UMW) Figure 4.g

1) (U//Fe6) Incident: During the course of an exercise or

assessment, the client becomes involved in real-world military or political
situation that requires halting Red Team operations.

*

2) (U/A=9%9 Action: Operator - Follow the Tecam Egader’s
directions. Save all scripts and work completed to this point in

3) (U/A=a+9 Action: Team Lead - Ccase all Red Team activity
against the client's IP ranges or specified Commands until further notice.

20
FINC T AN ) b
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L4
-

. Log all pertinent information into] |gencrate a SAR, and
. notify Red Tegm branch and division leadership. management will
- - detethine whether Red Tean dperafions will be put on hold or cancelled

(b) (3)-P.L. 86-36 entirely. Active operations will resume only when the customer has

communicated to the Red Team that operations may recommence.

T h. (UtH9=63Red Team inadvertently crashes ta rget machine or
destroys’customér daga

. - -

Flow Diagrém—Rad Tear'n’Orashes Target Machine or Destroys Customer Data

" L4
*

Openflor -

. _I[] Stop all exploits against this IP address.
Red Team lnfnrm Team Lead.
Crashes Target

Maghine or

Destroys Data |m:> Y
_ﬁ Log activity |n|

TeamLesd & °*

Stop Opera!lons “] Stop all exploits against target by
Collect Data all operators. Walt for notice from

customer that operations may resume.

-

Team Lead v .
Perform 4 Copy ASR with information about which
SAR . tools were In use so that any related
Process ‘. issues can be addressed.
Team Lead o s

L

Document
Incident in “]
Watch Log

TA Coordinator

Report
Incident to
Client / System
Owner

(U/AS0) Figure 4.h

1) (U/AO=6s-Incident: Red Team operations inadvertently crash
a target machine, result in loss or destruction of data, or otherwise have an
unintended negative impact on customer or third party systems.
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IA Serial No‘_ lO‘. 1-10 Dated: 14 June 2010

. 2) (U//Fe89 Action: Operator - Immediately cease all

I operations against the target host. Save all scripts from that session in

- | fand inform the Team Lead. Items to be reported are the
.. affected IP address, the account in use (including its IP address), the time

.. ol oceurrence (Zulu), all operations (probing or exploiting) conducted

:+  against the affected IP address, and the script file or files which document
-« the activity. Take no further actions against that host unless directed by the
Team Lead.

-
L

3) (U/HFeH6) Action: Team Lead - Log all pertinent information
... i_nfol IWalch Log, and cnsure that all relevant scripts are
(b) (3)-P.L. 86-36 saved for later analysis. Generate a SAR. Notify the client as soon as
possible. Alert ASR leadership, identifying any tools that may have been
. involved in the incident. If recommended by ASR, attempt to remove
"+ tools from exploited host. Wait for approval from client before resuming
'o.operations.

.

- 4) (U/Fe=9 Action: TA Coordinator — Notify the client’s TA
and«he TA of the organization with the affected target machine of the
incident.

5)(U/A43 Action: TA Coordinator — If the affected host is
the properly of the Red Team s client, report the incident to the client’s
Trusted Agent. If the affected host is not the property of the Red Team's
client (i.e., it iSa “jump point™ owned by another organization the Red
Team is legally authorized to attack), report the incident to a Trusted
Agent at the appropriate CERT.

6) (UiﬁF@-&GDOvcrsighl & Compliance shall review all
incidents to help Red Team leadership determine if the events should be
treated as “Items of Significant Interest to Senior Leadership™ as defined
in Annex D of MD-20 (see Section 5 of this document).

LN T ASSH T ) ok =t Release: 2019-06
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IA Serial No -011-10

Dated: 14 June 2010
i. (UM Evidence of an unauthorized intruder is discovered on
Red Team systems

l-:-iow Diagram—Evidence of Unauthorized Intruder Discovered on NSA System

R __— Stop all exploits against all
% ||]|_> Stop targets on this machine.
i intruder Found
-----en.Red'.I’eam...Iu I Vi
(D) (3)=P.L. 86-36 s snufe=sS¥stell. o ok v v v v Favapuvnonnees .‘.
-:.oo‘ LIE T S
i Lo " oa g : : : : qa .gﬁ S —
-l. - % s -w“ﬁ- % ..
s o. ¥ w
. - .a' C—
-. .. o.. \\-’——/

operators. Try to determine source of

N Stop all exploits against target by all
- the suspected intruder.
*| Stop Opetations, "] 1 ..
, Collect Data. \

.
*

Team Loed =

‘.__Perfonu - e
« SAR
*‘Process

Team Leads

*
A
0

Dosument g:;‘
Incident in
o

Watch Log
2 S

Team [ 2ad

Work Wit
Leadership,

ITCM, & NISIRT ITCM and NISIRT will nesd to Investigate, flle
to Find a report, and cleanup the affected system.
Way Forward

(U// =61 Figure 4.1

1
Lid
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1A Serial No. LO11-10

Dated: 14 June 2010
) (U/O63 Incident: During Red Team operations, suspicious
activity or files are identified on the Red Team networks. The activity may
include the actual exploit and compromise of a Red Team system

2) (U//#9%+3 Action: Operator - Immediately inform the Team
; Lead and ITCM about the suspicious activity. Disconnect the network
cable from the machine and save all specifics from the network monitor to
a file for future reference. From another connection, identify the owner of

the soureg LP,address via a commergial DNS resolytion utility, and inform
the Team Lead of its ownership. Red Team members |

(b) (3)-P.L. 86-36

.
- i

| nor shall they engage in any activities outside the normal
- Seppe of Re&*Tea’m qma‘hor.fties

. o 3) {U#FQ-BGQ Acﬁmj Team Lead — Ensure that the suspiciou
-_'.'.'. connectlon has been severed

- ‘.-.

o

. »
. &
-

'\Lotlfy Red Team branch and division

ieadurs.hu}-ef thc suspicious activity,and any actions taken in response to
" it. Revigw, the rclcvam network logg .mcl save them to a file for future
< reference,[ .

Ll

[l

L]

-

L ¥
.

L

. *

* Do not attempt further investigation into the orgins of
the activitys Geqrate a SAR and forward it to ITCM. Unless the
aclwny is déconfhicted and identified as benign, swbmit an incident report

to NISIRT on® NSANt (“go NISIRT”). War Rooms* record all relevant
itformation in .

A ) { - n
" 4) (U//4a) A&tlﬂl‘l All — If it is determined that comp omise of
a Red Team system has takoen place, coordinate with NISIRT andb
ITGM for i investigation and,clcanup Forensic imaging should only be
dong at the direction of ITCM and NISIRT.

(U) OVERSIGHT AND COMPLIANCE

2 (Uf?FQHGDOvcrsighi & Complian‘ec.(‘()&C) shall review all SARs for

potential reporting requirements as outlined in MD-20° Annex D (that document includes
incident triggers not covered in this SOP). As required O&C shall forwarding
incident response reports to 1V and/or IG using the fofpn in Appendix B, and shall submit

all reportable entries for the E.O. 12333 Quarterly Compliance Report (aka IG Quarterly
Report). In addition to steps outlined in section 4 above

O&C shall investigatc all
incidents, through spot checks or audits, to ensurc the following

Release: 2019-06
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IA Serial No. |01 1-10 Dated: 14 June 2010

. a. (U/O1e Initial reporting is done in compliance with documented
procgdures.

. b (U/ee Containment is done in a timely and effective manner to
prevent or minimize any impact to U.S. Person (USP) privacy.

. c. (U/Fo4#e9 A full understanding of the impact to USP privacy and root
causes.

d. (U//#e+es Notification of the proper entities.
(b) (3)-P.L. 86-36

(I (U/A==9 Closure of incidents, with appropriate corrective and
preventiVe acfions.

% .f..,(UN-F-Q-U-Q-) Review _ofincidcnts with management, and on the E.O.
12333 Qudrterly Compliance Repart(aka IG Quarterly Report), as required.

-
-
- - - ..
-
* .

6. (U//Fe40% Through regular spot checks and audits |()&C shall monitor
training, compliace, and management oversight of this SOP.

" (U) REFERENCES
7. (U) References; T A 25 .

*

a. (U/E&W8Y Deconfliction SOP]___007-2010, revised 30APR10

b. (U//Feter) |sop, xxx-2010,
revised XX-XXX-XX

¢. (U/Fetes IAD MANAGEMENT DIRECTIVE NO. 20 (MD-20),
“IAD Oversight and Compliance Program™, dated 31 May 2005, revised 16
February 2010.

d. (U/MSE) NSA/CSS MISSION COMPLIANCE INCIDENT
HANDLING GUIDE, dated 4 December 2009.
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IA Serial No[__Jo11-10

(b) (3)-P.L. 86-36

From: John D{:e, Team Lead

Sent: Day. Mpnth #7, i PM
To: ddr

Ce:

Appendix A

Sample SAR E-Mail:

Subject: SAR FOR OPERATION XYZ - CEASE AND DESIST ORDER

Dated:; 14 June 2010

Al the request of the client’s C10, Red Team has ceased all operations against Target until further notice due to possible real world
activity. The Customer Rep will notify us when we can resume operations.

Team Lead Doe

! Release: 2019-06
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1A Serial No. 011-10

(b) (3)-P.L. 86-36

: Appendix B

Dated: 14 June 2010

(U) Incident / Violation Report

(U) Response

(U//14a4H=+ POC, organization, phone
number.

(U//=e%e3 What kind of incident is it?

(U//==4+39 Which authority or procedures
were violated?

USSID SP0018, FISC Order, PAA 2007,
FAA 2008, etc. (Include Court Order
number, PAA or FAA Certification if
applicable.)

(U/3=9%6) Which organization was
responsible for the incident?

(U//Fee3 On what date was the incident
discovered?

(U//Fe8e Which organization
discovered the incident?

(U//=a4 How was the incident
discovered?

(U/H=ee0) What are the details of the
incident (in chronological order)?

Things to think about when compiling your
chronology.

e Dates on which raw traffic,
transcripts, translations, reports, etc.
were destroyed at all locations,
including personal files.

¢ Did you re-issue reporting with
identities masked?

e Did you seek a waiver or other
authority, if appropriate? On what
date? Was it approved?

¢ Did you detask a selector or stop
collection? On what date? Who
detasked or stopped it?

e Did someone verify that the
detasking occurred? If so, on what
date?

e Did you advise customers to

Release: 2019-06
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SO ASSTLL D it

LT s T

IA Serial No. L011-10 (b) (3)-P.L.

86-36

Dated; 14 June 2010

destroy copies, notes, etc.? On
what date? Who advised them to
destroy the data? Was the
destruction confirmed? On what
date?

(U/A=e+0) Why did the incident happen?

(U//Fe6) How long had the incident
been going on? (Be specific; put exact
dates.)

(U//9 What was the volume of
data collected, if any? (If no data was
collected, say so.)

(U//=e9 What measures have you
taken to mitigate the incident?

Note: You can name the U.S. person or
entity when reporting a USSID SP0018
violation.

(U//Fee) What measures have you
taken to ensure the incident will not recur
(training, counseling, internal controls
review, process adjustment, SOP change,
etc.)?

REMEMBER:

e SUBMIT TO NSA VIA REPORTING ALIAS DL 1G INCIDENT
REPORTS, WITH A COPY TO DL SID IG QUARTERLY OR IAD AS

APPROPRIATE.
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APPENDIX F

(U/Ae9) Red Team Supplemental Rules of Engagement and Objectives f01|

36

IV-13-0051

(b) (1)
(b) (3)-P.L.

86-36

Release: 2019-06

NSA:08690



Doc ID: 6672264

National Security Agency
Red Team

Supplemental Rules of Engagement and
NATIONAL SECURITY ACENCY Objectives For

If wa win, WE lose!”

(b) (1)
(b) (3)-P.L. 86-36

Perived From: NSA/CSSAM (-32
Dated: 200743148
Dechassify O drermpeetieltept—et-
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—SEEREF—

SUBJECT: (U) CNO GROUND RULES FOR NSA VAO RED TEAM DURINGI

Assessment
References:
A. (U)NSA VAO Red Team “Standing Rules of Engagement,” 16 July 2009
B. 54 rogram Plan, 1 June 2009
C. (U)NSA Red Team “Supplemental Rules of Engagement and Objectwe‘; for
| f 10 November 2009
1. (U) PURPOSE L

. *

(U) This document outlines the Ground Rules a.nd Cilenl objectives that the Nanonal
Security Agency (NSA) Red Team will attempt for fulnlt ;iurmg this operation in accordance
with references (a) and (b).

2. (U) BACKGROUND Ya .
a. (UM Within this document the term ‘Client’ refers to.thd‘ : |
and all Designated Approval Authormés (DAA) of networks
the NSA Red Team will be evatuating durmg this operation. e

b. (U//FO¥8) The Client understands that by Sigming this document it is acknowi'edgmg
receipt of and agreeing to the terms by which NSA Red Team wil] operate*gs ouitlined in

.
e
., *e %
.
.

reference (a). *

(b) (1)
3I~S3-ASSESSMENT FOCUS (b) (3)-P.L. 86-36

sessment. @t ot

b. (U/F6t6) The NSA Red Team will commence R éperati'ons no

earlier than the signing of this document P_WQL&[A Red Team Wwill conclude }
support for this assessement no later than g e . s :

c. (U/FEe86) The primary targets are as fol]ows L B :

1) <8 L
2) e * el * o ® £ “ -
4. (U/ TRA[NING OB:TECTIVES
a. 5 As|§i_stj — i n identifving and promoting sccugltgi stability and prosgerlty
of the *

1

(b) (3)-P.L. 86-36
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SR

/13 b. =5 Assis] |m identifying|

| . and identifying associated vulnerabilities.

¢. 5ldentify b -
I I- | * * ¥ *
Gd SSpecifically, the] . | with-NSA Red Team|
} I i . « ]
1) Focus the assessment on o, :".. ¥ .
I I . ry 0. hd

. e -
- * -

2) Re-evaluate corre;:fivq measures dcvel‘tm,ed.ByH.

Eﬁ‘or mitigating yulnerabilities identified.in previously conducted N‘Sé Red
Team aasebsmentsl ‘. NP "'.' : A

LY

"; 3) Identify and lemplate routine actwmes, that may a‘li.ow ;&1 adversary to target s. %

-,
L
L4
L
[
,
L
’
r
-’
[
I
o’
[ ]
T’
[
[ ]
]
[ ]
L)
]
[ ]
n
_l
!
I
!
L
o1

assets and personnel, to mc]ud.c B, N %
. - o * =
| i . P -
e - " . e - =
T i * - * 0.:..00 »
- i ¥ - - 0’,, -
| L . . ‘.'.0 )
g .. . i v, A
- » R . % .,.’ :
- . ..‘ ’
e 1 s
., y i
(b) (1)

. (b) (3)-P.L. 86-36
P 1. 7
\ . - * il '.

1 .i® E B .'-
| ks » :-t
- . o L - L]

5)_Identify] :
| |

\ a)

.J 4) >t bilities at facilities I . & o -
| —
\

Identify vulnerabilities in the procedures and implementation methodologles

L]
[]
L2
AY
L]

\ b) Develop specific courses of action (C()A),l
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PR

6) Develop COAs and be prepared to conduct “walkthrough” demonstrations.

NOTE:

7) Identify potential mitigation techniques that could reduce vulnerabilities.

8) Identify potential locations for future NSA Red Team operations.

5. (U)NSA RED TEAM OBJECTIVES

a. Re-evaluate corrective measures developed b}l 2
for mitigating vulnerabilities identified in previously ¢ cted NSA Red .
Team assessments . to .
include but not limzted to: . , .
(b) (1)
(b) (3)-P.L. 86-36
- a® n® it LR »
LI '] ‘:‘
b. '('S#R'EHI IR e S = 'l .,.:
| I A
e C. ASHREH : ACE I
[ ] o I o{
d I-(-s»mg,] 3
. = A G .l
| ' i I
——— e. t97rer) Enhance OPSEC awareness, | z = | - :
5 - -]

—— I S8 Tllustrate the OPSEC implications o

: —

g 57|

h. €5#RFTF) Establish and maintain

Release: 2019-06
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(b) (1
P (b) (3)-P.L. 86-36
e .
TS REH dentify and exploit weaknesses| 2%’ . i I 3 :
57t Use data collected|* © . .
%{U) RED TEAM NEGOTIABLE SERVICES ~ .* :
a. (U/H44+9 The Client requests| _" _ : | .
:;hat Red Team may use is the > d(pending NSA General .
Counsel.review and approval) | — ; . [-:
b. 453 The Client requests| K : 4 H . ] !

C.

(U/Feeen The Chent requests NSA Red Team personnel|

After Aumn Repnn (AAR) and associated briefs. . .
d. -{S-}l_Th-_e NSA Red '-l[aaml " . . 3 - ;

7. (U) Reference (c¢) is cancelled. (

...
o

‘. n

» LY
LY

(U/A===+e3 The NS,A Red Tkam will provxdc both an AAB and an AAR to the Client no
later than 30 days after the cducluq;on.of this operation. te
(U/FSE6y The Client agrees ty a NSA- Staff Assist Visit (SRV) approxnmatcly 60 days

after the Lompletmn of this operation. Thtq SAV is intended mprowdf., the Client with in-

depth technical assistance on cntwal items and suggested reméegliation actions tq be

implem cntod ‘_:- .

L]

b} (3)-P.L. 86-36

¥ .

The underrg,ncd have reviewed the Ground Rules for NSA Red Team support of:

and concur as written. =

Date

National Security Agency

(b) (3)
(b) (6)

-P.L. 86-36
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(b) (6)

*

(b) (3)-P.L. 86

-36

. * . ° ’ Daf’E’
. Divistef Chief A o
. Date
Director of Operations and Plans
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APPENDIX G
(U) Classification Review of Red Team Analyst Report
—S5 RO ORAY
37 Release: 2019-06

NSA:08697



Doc ID: 6672264

Rl T NOroORN

(b) (3)-P.L. 86-36

Memorandum

ToI . D14

From

Subject: Classification Review

(b) (1)
(b) (3)

=BiLis

86-36

5 April 2013

=454+ | have reviewed the provided documents and determgned that all portions are currently and

. [l
*
-

properly classified SECRET//NOFORN.

=+SAME On 3 April 2013, | consulted with Neal Ziring, m: Technical Director to discuss IA equitiés. The NSA
Red Team Classification Guide, dated 12 Octobey 2011, authorizes information in Red Team reports
containing risk information relating to technioaVeproit information to be classified SECRET at a
minimum. Given that all of the mformatlon in the documents fa-IIs into this category, all portions qualify

for SECRET-level protection under thls.classuflcatlon guide. .

[from{

—{S444E) On 3 April 2013, | also met with|
equities in the document

Jto discuss the classification of the_D
nforgrration classified at the SECRET//NOFORN level includes:

(b) (6)

+SLANE-Other DoD information that likely would have been classified SECRET at the time

(b) (1)

(U//=e48q Because the equities outlined above fall under multiple and overlapping authorities, all
information in the documents remains currently and properly classified SECRET//NOFORN.

(b) (3)-P.L. 86-36

Classified By:
Derived From: Multiple Sources,
Declassify On: 2838+23%+

NSA/CSSM 1-52 dated 20070108

—SHEREF/~NOTFORN-
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*4 (b) (3)-P.L. 86-36 §C T Z? ;UQFE‘(SZE;G (b) (3)-50 USC 3024 (i)

(b) (3)-P.L. 86-36
(b) (6)
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(b) (1)

(b) (3)-50 USC 3024 (i)
(b) (3)-P.L. 86-36

(b) (6)
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(b) (1)

(b) (3)-50 USC 3024 (i)
(b) (3)-P.L. 86-36

(b) (6)
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sy

b-x:“\.m-b g e

(b) (1)
(b) (3)
(b) (3)
(b) (6)

-50 UsC 3024 (i)
=B.Li: 86-=3%

S Lapai ML it
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(b) (1)

(b) (3)-50 USC 3024 (i)
(b) (3)~P.L. B6-36

(b) (6)

]

SECRET e
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(b) (1)

(b) (3)-50 USC 3024 (i)
(b) (3)-P.L. 86-36

(b) (6)
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f////W/“"’
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UNCLASSIFIED/FOROFFEHATTHSEONY-

(U) NSA/CSS CLASSIFICATION GUIDE TITLE/NUMBER: NSA Red Team, 3-13

(U) PUBLICATION DATE: 12 October 2011

(U/A6#6) OFFICE OF ORIGIN: IAD Remote and Deployed Operations| |

(U/Ae%6y POC|

Information Assurance Director

(U) ORIGINAL CLASSIFICATION AUTHORITY: Debora A. Plunkett,

|TAD Current 0perations,D968-5674 (NSTS)

(b)) =Pl

86-36

-
.

(U) This guide provides specific classification guidance pertaining to NSA- Red Team
activities (tools, techniques, procedures, results). NSA Red Team actiVities are intended
to demonstrate (notionally or during an exercise) the potential-imbact of computer
network vulnerabilities and weaknesses on the operatipnal readiness, effectiveness, and
response of a U.S. Military Command, other U.S.government organization, or the U.S. in
general. Upon request by a customer, NSA Red Team will emulate an adversary and
conduct Computer Network Operatiqns {CNO) on that customer’s network(s) to find
network vulnerabilities and wqakhésses, demonstrate the impact an adversary can have on
the network(s), and provide suggested mitigations for the vulnerabilities and weaknesses.

(U) For any pmgr.ams involving the release of information or technology to foreign
fartne[Sg please contact the Information Assurance Directorate (IAD) Operations Group

Description of Information

within the NSA Foreign Affairs Directorate.

Classification/

Markings

Reason

Declass

Remarks

A.1. (U) The fact that NSA/CSS has a Red Team. | UNCLASSIFIED N/A N/A
A.2. (U) The mission of the NSA Red Team is to: UNCLASSIFIED N/A N/A (U) In support of
e (U) Identify vulnerabilities and weaknesses in the mission, Red
United States cyber information systems; Team develops and
e (U) Simulate real world CNO adversary or tests computer
opposition forces during DoD and network exploit and
Government assessments, exercises, and attack tools,
Information Operations (10) activities; techniques, and
e (U) Demonstrate the impact of identified procedures for use
vulnerabilities and weaknesses in a near real by Red Team.
world environment; and
e (U) Provide recommendations to mitigate
identified vulnerabilities and weaknesses.
A.3. (U) The Red Team cover term for ongoing or | UNCLASSIFIED// N/A N/A (U) Either the cover
future operations and the dates/times that the NSA | FOR OFFICIAL term or the dates of
Red Team is active with no other details. USE ONLY Red Team activity
separately with no
other details are
UNCLASSIFIED.
A 4. (U) Information regarding ongoing or future UNCLASSIFIED// N/A N/A (U) Classification

UNCLASSIFIED/AFOR-OH A S0

Release: 2019-06
NSA:08710




Doc ID: 6672264

UNCLASSIFIED/FOROFFEHATHSEONEY-

Red Team operations that includes the system or
the customer, and other amplifying information
such as the:

e (U) Target organization;

FOR OFFICIAL
USE ONLY
At a minimum

and releasability
depends on the
sensitivity of the
system and/or

e (U) Red Team cover term; and/or customer.
e (U) Dates/times that the NSA Red Team is
active.
A.5. (U) The approximate number of personnel in | UNCLASSIFIED N/A N/A (U) The Red Team
the NSA Red Team (total or any subsets). will occasionally
need to provide the
approximate
number of
individuals who will
be devoted to a
customer’s activity.
The exact number
of personnel in the
NSA Red Team
(total or any
subsets) is classified
CONFIDENTIAL//
REL TO USA,
FVEY.
B.1. (U) Information that could be used to identify | UNCLASSIFIED// N/A N/A (U) An example is a
Red Team activity. FOR OFFICIAL description of
USE ONLY network traffic that
can be used
as a signature to
identify Red Team
activity.
B.2. (U) Information that could be used to disrupt | UNCLASSIFIED// N/A N/A (U) Classification is
Red Team activity. FOR OFFICIAL dependent on the
USE ONLY details about the
At a minimum customer, target,
and potential
adversary.
B.3. (U) Red Team non-exploit tool (source code, | UNCLASSIFIED// N/A N/A
documentation or executable) that does not target FOR OFFICIAL
or contain information about vulnerabilities, and USE ONLY
that performs a function that is known in the
unclassified community.
B.4. (U) Red Team exploit tool containing only UNCLASSIFIED// N/A N/A
publicly known technical/exploit information for FOR OFFICIAL
publicly known vulnerabilities for commercial off- | USE ONLY
the-shelf (COTS) systems or components
(hardware, firmware, or software).
B.5. (U) Red Team exploit tool containing UNCLASSIFIED// N/A N/A
technical/exploit information for vulnerabilities for | FOR OFFICIAL
COTS systems or components (hardware, USE ONLY

firmware, or software) for which the vulnerability
information is available within the public domain
and for which there is unclassified value-added
analysis by Red Team or other DoD/IC
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(b) (3)-P.L. 86-36

component.

B.6. (U) Red Team exploit tool containing
technical/exploit information for vulnerabilities for
COTS systems or components (hardware,
firmware, or sofiware) for which the vulnerability
information is not available within the public
domain, and for which the vulnerability has not
been approved for declassification by the NSA
Issue Resolution Process (IRP) or other
declassification process.

B.7. (U) Red Team tools containing
technical/exploit information for vulnerabilities for
COTS systems or components (hardware,
firmware, or software) for which the vulnerability
information is not available within the public
domain, but for which the vulnerability has been
approved for declassification.

C.1. (U) Information about publicly known
vulnerabilities within DoD or other U.S.
government systems observed during Red Team
activities not attributed to a specific system or

UNCLASSIFIED

N/A

N/A

customer.
—
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UNCLASSIFIED/ASR-OFH A5 ONY-

(U) *Declassification in 25 years indicates that the information is classified for 25 years
from the date a document is created, or 25 years from the date of this original
classification decision, whichever is later,

(U) DEFINITIONS

1. (U) Computer Network Operations (CNO): Comprised of Computer Network Attack,
Computer Network Defense, and related Computer Network Exploitation enabling
operations. (DODD 3600.01)

2. (U) Commercial Off-the-Shelf (COTS): A component, product, or system that has been
developed, produced, and distributed by a commercial enterprise, and is available on the
commercial market. (Information Assurance Vulnerabilities and Weaknesses
Classification Guide, 03-02)

3. (U) Exploit: To perform or demonstrate the compromise or violation of one or more
security services of a particular system by taking advantage of one or more specific
vulnerabilities. (Information Assurance Vulnerabilities and Weaknesses Classification
Guide, 03-02)

4. (U) Exploit tool: A tool or technique that attempts to take advantage of or demonstrate
a vulnerability or weakness, such as a misconfiguration, and which incorporates or
encapsulates the technical details of the attack techniques employed.

5. (U) Government Off-the-Shelf (GOTS): A component, product, or system that has
been developed, produced, and distributed by a U.S. Government entity or under U.S.
Government contract, and is not available on the commercial market. (Information
Assurance Vulnerabilities and Weaknesses Classification Guide, 03-02)

6. (U) Information Assurance (IA): Measures that protect and defend information and
information systems by ensuring their availability, integrity, authentication,
confidentiality, and non-repudiation. These measures include providing for restoration of
information systems by incorporating protection, detection, and reaction capabilities.
(Information Assurance Vulnerabilities and Weaknesses Classification Guide, 03-02)

7. (U) Information Operations (I0): The integrated employment of the core capabilities of
electronic warfare, computer network operations, psychological operations, military
deception, and operations security, in concert with specified supporting and related
capabilities, to influence, disrupt, corrupt or usurp adversarial human and automated
decision making while protecting our own. (Joint Publication 1-02, “Department of
Defense Dictionary of Military and Associated Terms,” current edition)
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8. (U) Publicly Known Vulnerability: A vulnerability is publicly known if there is a paper
or other published documentation in the open source (e.g., that which could be found on
the internet, in trade journals, etc.) which specifically discusses the vulnerability under
consideration and how the vulnerability could be exploited. This does NOT include
information currently and properly protected as U//FOUO or classified that has been
inappropriately released to the public. (Information Assurance Vulnerabilities and
Weaknesses Classification Guide, 03-02)

9. (U) Red Team: An IAD Remote and Deployed Operations organization that performs
red teaming (i.e., role plays hostile actors) of customer networks, exploiting the networks
to find and demonstrate the impact of vulnerabilities.

10. (U) Red Team Tool: A software tool developed or modified by the Red Team for its
use.

11. (U) Risk: The potential impact on a user if the vulnerability was exposed by an
adversary.

12. (U) Vulnerability: A discovered weakness in a system or an IA COTS or GOTS
component or product that can be exploited. (Information Assurance Vulnerabilities and
Weaknesses Classification Guide, 03-02)
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(b) (&)

86-36

38

IV-13-0051

response to the OIG’s Tentative Conclusions

Release: 2019-06
NSA:08715



Doc ID: 6672264

From:|

To:

Subj:

20 MAR 2014

-

| Inspector for the NSA/CSS Office 6fthe Inspector General

NSA/CSS Office of theolnspector General (OIG) Red Team Invéﬂigation

1. This statement is submitted in re.sponse tc:m March 2014 emmajl containing the
following tentative OIG conclusions: Yy * (b) (3)-P.L. 86-36

“There is one issue, that you did not follow the Red Team SOP. *, )

"o % (b) (6)

*

-
. . e

The OIG is tentatively concluding that you failed to en;ﬁre.thot Eh,e ﬁza }‘eam took required actions to
report and respond to incidents as required by the Red fe,aﬁ*fé OP after }O‘u were informed that an
individual was involved in possible criminal acti_vf:y and that this same indiv{dual inappropriately
maintained and passed classified r‘nfonpgﬂdn'through an unclassified gompu‘ter: network.”

2. NSA Red Team Standard,Gperating Procedures (SOP) are specifically for’mgmﬁegs of the Red Team
and not any person er'element in the IAD chain-of-command above the Red Téam DNision level. Asthe*

- -
. * -

0

L4 * *

* -

| I was not subject to Red Team SOP. | was subject, as is the case with other I(ISJ—:\ employees,

to Federal laws and the DoD and NSA/CSS policies and directives pertaining to my duties anct
responsibilities. (b) (3)-P.L.

86-36

3. Onor aboutl IRed Team leadership informed me that the g B 3 Iwar .
room team believed that[ who was being rno‘m;cxrédl by the Red Team under thls
operation, might be “involved in an affair.” | requested proq_f'bft'hls allegation, but neither saw nor was

provided any. Both Red Team leadershlp and tha e(.'-tmg Chief off . |

| *|looked into the matter and reported that there was
“nothing there.” Th k" analysts themselves indicated that there was “no

evidence of a crim‘e."- Bvén so, although | had ng legal or ethical requirement to report the

unsubsta ut-ia‘te'd‘rumors or speculation of others, | did discuss this matter with my supervisor, the Chief

a member of the Defense Intelligence, Senior Executive Service.” He concurred that this matter

did not meet the established reporting criterig.”Had either of us believed there was any evidence of a
crime, especially a “significant crime,” as spemﬂed in NSA/CSS policy, we would have notified IAD

lawyers immediately.

4. All NSA/CSS personnel are required to reppft violations of Federal c::.iminal law to the Office of
General Counsel. Independent of the guidangg and oversight provided-to the Red Team through their
chain-of-command, the Red Team leadership, &nd operators met routin:efy with IAD lawyers to discuss
legal issues pertaining to operations and opeJational guidance. They nbrma[ly met once a week. IAD
lawyers and IAD Oversight and Compliance pgrsonnel attended and aciively participated in the weekly

operational briefing. If anybody on Red Teath had any legal concern about this|

incident, they could have and should have rdised it with the two IAD Ia.'wvers with whom they routinely

(b) (1) Release: 2019-06
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(b) (1)

{b) (2)—=PBalis

86-36

met. In fact, if they had any evidence of a 5|gn|f:cant cnme,.they‘had an obllgetlon to do sq They did

not bring this issue up with the Iawyers P 1 e -

PLNLFLE]

5] bvas conducted in support of another DoD agencv The Red Team met
routinely with representatives of this agency, sometimes as much as every two weeks. T hg_Red Team

did not discuss this matter of the alleged extramarital affair with representatives of this agency.

6 | . o |
was thel The Chief was TDY. | mentioned to the next person present |:1 my chain-of-
command, the Deputy Chief of] | that-the Red Team’1 . . Janalysts
had speculateq I:Nithout supportiné é\ri&e_nce,l might have beeEt involved in
an affair. He reported this up the1AD chain-ef-com marid'_apd, to my knowledge, this is wh?::t triggered
the NSA/CSS OIG investigation. .. (b) (6) a (b) (3)-P.L. 86-36 ::

7. Red Team discovers, exploits and mitigates U.S. Governmgﬁt computer |’1etwork vuInerab!llties it

does not monitor someone’s personal matters. NSA Informatldn Assurancepollcy, referenced in Red

Team SOP, states that matters of a personaJ nature are off limits. | . _Ianalysts
arrived at their speculation concerning an extramantal affair by . . |
s % . _|and Chief/Députy Chief of

Red Team to ensure that the Red Team was operatm.g in accordance with its own SOP and

ground rules. As part of this review, they put measupes in place to ensure [eadership would be aware of

when Red Team operators were ta*rgetmg the U.S. gqvernment computer systems and communications

|for the authorized purpgses of network viilnerability discovery,

exploitation and mitigation. Red Team members wete dirécted to re-familjarize themselves with Red

Team SOP and the specific ground rules for their particular operation. Du€ to the actions taken, no

violations of policy or law took place. : . 2

- . -

8. Nobody ever informed me thatl had “...inapprppriately maintained and passed

classified information through an unclassified computer network.” *An OIG email of 14 March 2014 is
the first time this issue was brought to my attention. Red Team, as well as Iand other IAD
operational elements, routinely found classified information on unclassified systems during their

operations and took appropriate action in accordance with SOP. | know ¢f no instance where this was

not the case. .

9. On the advice of counsel, on 19 March 2014 | submitted a FOIA request to NSA for the Red Team
investigation. | cannot fully or adequately respond to its findings if | have not bégn shown the actual
investigative report. If the report can be provided, | would request that | be allowed to provide any

additional comments, as appropriate, after | am able to review it.

(b) (3)
(b) (6)

-P.L. 86-36
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