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(U) OFFICE OF THE INSPECTOR GENERAL

(U) Chartered by the NSA Director and by statute, the Office of the Inspector
General conducts audits, investigations, inspections, and special studies. Its
mission is to ensure the integrity, efficiency, and effectiveness of NSA operations,
provide intelligence oversight, protect against fraud, waste, and mismanagement of
resources by the Agency and its affiliates, and ensure that NSA activities comply
with the law. The OIG also serves as an ombudsman, assisting NSA/CSS
employees, civilian and military.

(U) AUDITS

(U) The audit function provides independent assessments of programs and
organizations. Performance audits evaluate the effectiveness and efficiency of
entities and programs and their internal controls. Financial audits determine the
accuracy of the Agency’s financial statements. All audits are conducted in
accordance with standards established by the Comptroller General of the United
States.

(U) INVESTIGATIONS

(U) The OIG administers a system for receiving complaints (including anonymous
tips) about fraud, waste, and mismanagement. Investigations may be undertaken in
response to those complaints, at the request of management, as the result of
irregularities that surface during inspections and audits, or at the initiative of the
Inspector General.

(U) INTELLIGENCE OVERSIGHT

(U) Intelligence oversight is designed to insure that Agency intelligence functions
comply with federal law, executive orders, and DoD and NSA policies. The 1O
mission is grounded in Executive Order 12333, which establishes broad principles
under which IC components must accomplish their missions.

(U) FIELD INSPECTIONS

(U) Inspections are organizational reviews that assess the effectiveness and
efficiency of Agency components. The Field Inspections Division also partners
with Inspectors General of the Service Cryptologic Elements and other IC entities
to jointly inspect consolidated cryptologic facilities.
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. (U) SUMMARY

-3
‘g'i

(U//FOS) On 31 January 2012, the NSA/CS5 Offlceﬁf the- I-nspector Gegneral OIG-)

received allegations that| o N'Sﬁc/ CSS Informatlon .
Systems Incident Report Team (NISIRT had engaged in timecard: fraud :
Specifically, it was alleged that claimgd more timie worked than actually.

present for duty. It was further alleged that] .~ had.' engaged in the
unauthorized monitoring of other NSA pers(mnel’s OUTLQOK email trafflc, 1nclud1:ag
that of A

(b) (6) .

.

(U//FEB0) Analysisof : timesheets, Masfer Tlme History (MTH) and
Access Control {AC) fecords for)0% May 2011 through 04 May 2012 discloged
discrepancies that supported théconclusion that- he workéd fewer hours than he had
claimed. Subsequent to investigative mitlgatlon wefourdd 175 discrepanties (totalirig
175.50 hours) that shortchanged:the Government (he arr{ved:at work laterf, and/ or left
work earlier than indicated on his, tlmesheets? Algo included in the negatlve

discrepancies were 17 occasions when was gut of the office at:midday for
more than the allowable 30 rmnute Iunch period and four occasions when
claimed to have worked a full day, but was not present for cIuty There were also s1x
positive dlscrepancles that tota]ed 4.75 hours

(U/ /FOB6) As amember of the- Nl’SIRT :was a pr1v11eged user of the

Agency’s computer networks w1th speaal accesses to allow-him to perform his official
duties, including.the authorized momtormg of networks fot inappropriate or
anomalistic email traffic and the authonzed accessing and monitoring of {ndividual;
affiliates” OUTLOOK email accounts based on official requésts from the OIG and the
Associate Directbrate for Secur1t~y and Counterintelli gence (ADS&CI). The OIG
investigation determined that altl‘ ough he was not authorized to do so,

used Agency equipment to access Eemaﬂ traffic on the NSA unclassifie
computer network on 21 occasions between September 2011 and March 2012. Further,
from August 2(-]11 through March 2012; he accessed her traffic on the Agency’s
classified computer network a total of 168 times, clicking on and accessing individual
emails sent b . . jconversations with
another NSA affiliate. On 37 occasions during the same timeframe,l |also
inappropriat€ly accessed that affiliate’s email traffic on the NSA classified computer
network.| acknowledged having intentionally accessed the email traffic of
bothy and the other individual without authorization.

(U/ /FOHE) The preponderance of the evidence supports'the conclusion that, during
the period 09 May 2011 through 04 May 2012, knowingly and willfully
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submitted false and inaccurate timesheets, for a total shortfall to the Government of
170.75 hours (approximately $7,170), in violation of 5 CFR §2635.705(a) and the
NSA/CSS Personnel Management Manual (PMM), Chapter 360, §§ 1-3(A) and 2-7(A),
Chapter 362, § 2-19(A), and Chapter 366, §§ 2-1(K) and 2-2(B, E, and G).

U/ The preponderance of the evidence also supports the conclusion that
engaged in the unauthorized monitoring of email traffic on NSA computer

networks and in doing so misused both his position and Government property in
violation of 5, CFR §2635.702(b), 5 CFR §2635.704(a and b), DoD Directive 5500.07-R, the
Joint Ethics Regulation (JER), Chapter 2, § 2-301(a and b), and the PMM, Chapter 366, §
2-2(E and G). In performing unauthorized monitoring may also have
violated crimintal prohibitions against unreasonable searches and seizures
(Amendment IV, to the United States Constitution) and the interception and disclosure
of electronic communications (18 U.5.C. 2511).

(U/ /POEE-Copies of the OIG report will be forivarded to Employee Relations (ER)
and the ADS&CI for information and action deémed appropriate.

— AR T AR L R O L S o A LS AN GRS
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II. (U) BACKGROUND

(U) Introduction

when he left to assume a position
11 Bnother organization. As an NEA in the NISIRT,

as a privileged user who had the NSA
computer network accesses necessary to perform his official
duties. Such duties included the authorized monitoring of
the networks for inappropriate and anomalistic email

activity and the accessing and monitoring of particular
Agency affiliate OUTLOOK email accounts for official

purposes on behalf and at the direction of the OIG and the
AL ngs&cx

.
..
e

U/ /-F@U@);On 31 January 2012, the OIG received an
allegation thétﬂ

had engaged in timecard fraud
The OIG subsequently.notified his management and

provided them with a thrée month analysis of timecard
discrepancies to discuss with|

|was
unable to mitigate the discrepancies. Therefore, the time
and attendance (T&A) analysis was expanded to cover a
", one-year period and the OIG launched a formal
-_ ‘investigation.

o (U / /o8] Based on NISIRT leadership concerns regarding

. | . |privileged user status and therefore his ability

. to hccess the OIG investigator’s email accounts on both the
Ager}cy’s classified and unclassified computer networks, an

» audit of his network accesses was performed. The NISIRT
. audit’ revealed no attempted accessing of the OIG

investigator’s accounts. However, it revealed that

may have inappropriately selected other user
accounts and accessed them to view email traffic
Specific

ly, the NISIRT identified three NSA affiliates whose
accounts had allegedly accessed without
authorization. In Ju

v 2012, the NISIRT referred the matter
to the OIG for investigation

— CONTIDENTHAI REE TS0 CAN -G R A
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(U) Applicable Authorities

5 CFR Part 2635-Standards of Ethical Conduct for Employees of the
Executive Branch

...Subpart G-Misuse of Position
..§2635.702, Use of public office for private gain.

An employee shall not use his public office for his own private gain, for the endorsement
of any product, service, or enterprise, or for the private gain of friends, relatives, or
persons with whom the employee is affiliated in a nongovernmental capacity, including
nonprofit organizations of which the employee is an officer or member, and persons with
whom the employee has or seeks employment or business relations. The specific
prohibitions set forth in paragraphs (a) through (d) of this section apply to this general
standard, but are not intended to be exclusive or to limit the application of this section.

...(b) Appearance of governmental sanction. ...an employee shall not use or permit the
use of his Government position or title or any authority associated with his public office
in a manner that could reasonably be construed to imply that his agency or the
Government sanctions or endorses his personal activities or those of another.

..§2635.704, Use of Government property.

{(a) Standard. An employee has a duty to protect and conserve Government
property and shall not use such property, or allow its use, for other than
authorized purposes.

(b) Definitions. For purposes of this section:

(1) Government property.... The term includes office supplies, telephone and
other telecommunications equipment and services, the Government mails,
automated data processing capabilities, printing, and reproduction facilities,
Government records, and Government vehicles.

{2) Authorized purposes are those purposes for which Government property is made
available to members of the public or those purposes authorized in accordance with law
or regulation.

§2635.705, Use of official time

(a) Use of an employee’s own time. Unless authorized in accordance with law or
regulations to use such time for other purposes, an employee shall use official time in an
honest effort to perform official duties.

—CONEL D EN T Aol R E O LS e LS - A NG B R N
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(U) The Joint Ethics Regulation (JER), DoD Directive 5500.07-R, Chapter 2:
Standards of Ethical Conduct

...Section 3. DoD Guidance
2-301. Use of Federal Government Resources.

a. Communication Systems, Federal Government communication systems and
equipment (including Government owned telephones, facsimile machines, electronic
mail, internet systems, and commercial systems when use is paid for by the Federal
Government) shall be for official use and authorized purposes only...

b. Other Federal Government Resources.... Federal Government resources, including
personnel, equipment, and property, shall be used by DoD employees for official
purposes only....

(U) NSA/CSS Personnel Management Manual (PMM), Chapter 366-Personal
Conduct

...Section 2-Personnel and Security Standards
Part 2-1. Work Environment

Employees will not engage in any conduct that creates a hostile work environment
and/or interferes with an individual’s work performance.

...K. False Statements — Employees will not knowingly make or present a false or
fraudulent statement or claim; enter into an agreement or conspiracy to defraud the
Government by obtaining or aiding in the payment or allowance of a false or fraudulent
claim; or, knowingly and willfully falsify or conceal a material fact by a trick, scheme, or
device....

Part 2-2. Personnel Security Requirements:

Employees granted access to classified information and Sensitive Compartmented
information must be stable; of excellent character, judgment and discretion; and of
unquestioned loyalty to the United States. Any conduct, including off-duty conduct, that
brings into question these character traits may be cause for appropriate security action
and in some cases administrative action. The following illustrations are provided as
examples and are not inclusive:

...B. Deliberate misrepresentations, falsifications, or omission of material facts in any
Agency document;...

...E. Criminal, dishonest, or other conduct that would reflect adversely on the
individual’s reliability and trustworthiness;...

...G. Behavior which reflects a lack of judgment and discretion....
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(U) NSA/CSS PMM, Chapter 360-Time and Attendance

Section 1-General Provisions
...Part 1-3. Policy:

All NSA/CSS civilian personnel receive compensation based on federal law. The
Comptroller General of the United States determines the procedures that govern
the administration of timesheets for civilian employees. To ensure full
compliance with these procedures, the Agency has established the following
policies:

a. Timesheets are maintained on a daily basis;...

...e. Timesheet fraud is a federal crime and must be reported to the Inspector
Generai.

Section 2-Responsibilities
...Part 2-7. Employees:

A. Ensure that all information relevant to their time and attendance is recorded
accurately....

(U) NSA/CSS PMM, Chapter 362-Hours of Duty

Section 2-Establishing Tours of Duty and Hours of Duty
...Part 2-19. Meal Periods:

a. Theregular authorized meal period is 30 minutes. This pericd is
uncompensated time during which employees are not in a duty status and
are free to engage in personal activities. Meal periods are generally
scheduled in the middle of the duty day. Shifts of 8 hours or more may not
be established without allowance for a scheduled meal period unless a “meal
in place” is authorized...

b. With supervisory approval employees may occasionally work their normal
duty day or Jonger, and skip the required meal period. In these cases, the
“No Meal” box should be checked on the timesheet.

P/ Release: 2019-03
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Ill. (U) FINDINGS EE; Eé;—P.L. 86-36

09 May 2011 through 04 May 2012, and were any d.'screpanmes knowing and
willful?

. .
.
.

(U/FeH8) CONCLUSION: Substantfafed The prependerance of the
evidence supports the conclusion that, during the period Q9 May 2011
through 04 May 2012, knowingly and willtidly subm:tted false and
inaccurate timesheets, for a total shortfall fo the Goyemnment of 170.75 hours
(approximately $7,170), in violation of 5 CFR §2635 705(a), and the PMM,
Chapter 360, §§ 1-3(A) and 2-7(A), Chapter 362 §2 1 9(?-'\) and Chapter 366,
§§ 2-1(K) and 2-2(B, E, and G).

.

(U) Evidence . .

(U) Timekeeping Documents .
(U/ / FOBEOT Timesheets, MTH, and AC records were used in the
OIG's initial ghalysis of T&A. The initial analysis
revealed 179 discrepancies (totaling 201.25 hours) where

%t@ok long meal periods, and/or arrived at work later,
and/ or leit earlier than'shown on his timesheet. There were also
six positive discrepangies (totaling four hours and 45 minutes)

where he was present within AC for longer than claimed on his
timesheet. :

(u/ Included in the 179 discrepancies were five dates for
which [claimed to have worked full days, but for

which there were no AC records:

o (7 June 2011;

o 21 June 2011;

s 24 June 2011;

¢ 30 November 2011; and
e 18 January 2012.

(U/ /FSEQ) Copies of the relevant timesheets and MTH are
attached as Appendix A. Associated AC records are attached as

7 Release: 2019-03
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Appendix B. A copy of the OIG’s final analysis (after mitigation)
ofVET&A is attached as Appendix C.

(_t:l) Training Profile

JU/ A8, ITraining Profile disclosed that he

N {(the total number of hours required were not listed). It
« also diselosed that{ - . . ,

. freceived creditfor] " - ..., . |
) I | The Training Profile did ot disclose
" whether these courses were taught on-line over the NSA
Lomputer network and therefore completed within AC. Other
;' courses listed in the profile were annual requirements fulfilled by -
L over the NSA computer network within AC. A copy

*,+ of the Training Profile is attached as Appendix D.

{(U) Testimony

® e T (U} JPESEE) On 05 September 2012 | .-
" NSA, was interviewed and provided 4} {he

) 'f@llowmg sworn testimony:

I

f *
N (U/ /FGHG)Effmal duties did not often take

< I’um oulmde of AC. However, there was one occasiort in either |

e '.inl M . __|a contractor (name unreqalled
= 4% Weated at flte National Basiness Park (NBF). as
(b) (3)-P.L.. 86-36 unusual in thatit required that he spend over ah Kour outside:
of AC On most mch occasions, ahd a colleague -
IWould,.take the NSA shuttle to NBP and the ¢ontractor would,
. $‘ . " e, . ' - L
. Howeve‘r on this particular octaston the, mntractor refused te
* | . fand| |a1s1d his tolleague had:
* to wait for fl spec1a1 agent from the AD$&C} to come an
| happened in the early evening,”
after most of thelr team had left for the day .

o
«
'.

{(U// PGHS)'I . fest preparation
courses llsted‘onl I1 raining Profile were on-line

. courses taken over the NSA computer network while at work.
* Similarly, the course onl . was
. also taken on-ling while at work within AC. However, the

. actuall ' exam, which required
. approximately threg hours to complete, took place at a local

" community college. second-level supervisor,
| |had authorized him to take this

CONTIDENTA REEF OS5 CANCBR-NE
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examination during duty hours. had no other
duties requiring him to spend more than an hour at a time
outside of AC during the time period under analysis.

(U//ro0e) When confronted with the frequency and length
of his, absences from ACJ:dﬂ not acknowledge any
_mt‘ent to defraud the Government: “I might not have even
. " knowrt I've been doing it.” Although he knew that he was
prient supposed to complete his timesheet on a daﬂy basis, he

P I | During this permd
o . e I:herefore, h19 an.lmed
T work honrs may have been inaccurate. " * ., , ,

.y /eeee) Immediately afted  EEEEEEEN E-
I, ‘) |- (b) (6)

Kowever, hel .o aaes L:-‘,-

. o s

—" . ., fréquer}.ﬂy_:

03 Py

L * L | On suehe’
occasions, ounted tus workday as startmg'when -'
he wag dropped of even thqugh he then'had.to .

take a Shuttle to OPS before beginning wdrk. S

(U// FGE@Q During the period under ana1y51s
stress was ¢ompounded and ability to thmk Clear] y'ad'versely
impacted b which  ~ |
required that] requently take off of work to assist *
her. He provided the OIG a copy of a doctor’s noté dated . "
16 August 2012, which indicated thatf ' .
| . N Iand require
his attendance o] . . .
| K I |said
that he did not inform his supervisors of either
| juntil after the T&A allegations
surfaced. Further, he had never sought assistance from
NSA/CSS Disability Affairs.

.

.

(U/ /FSP8) When told that the negative discrepancies were
consistent and therefore did not appear accidental,
acknowledged that there were occasions on which he realized
that he had not worked all the time he had claimed. While

—— OB N FA AR OGS S CoA NGB RN —
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and left work

or did not come in: “You know what, if I don’t feel good,

forgetit.s At the fime;

told himself that he" would

make up any discrepancy by either working late the next day
or coming in over the weekend - which he may or may not
have subsequently done. He reiterated that because his «

|he was not thmkmg

clearly "There’s no excuse for what ! did

*
. .l
*

. Iand

* to'have woi‘ked a full day, but was not present for d'uty, .-

ro'v.ujed no explanation, stating that he had ne
recollectjon of the ciscumstances surrounding the

.

3

*, tatuff ? ‘When asked about the occasions when he had cIalmed .

o
o
»
.
.
.®

e

.
s o0
3

1V-12-0108

discrepancies. .

(U/ /FE88) Irremails to the OIG dated 02 and .

03 January 2013,

. ot

. "
. s ® “\-‘0'

tatetthatl ..o w e

| He alsq provigded the date of his

that subsequent to|

| Fm‘ally, rote:
lhe had had] . ° .

s o0 "

.
o L, n

®* .
=

. .
.
.
* .
.

| a period of several'months

(b) (3)-P.L.

86-36

3282007 (UA/EBHO) On 04 January 2013]
L 0,0 4 @ .
ne 3 .. Iemployee,l
POTIRENEN
.. ‘X . : .
Vo . ]ufle 2011 he:—md al

that comncided with |

(U] Other Witnesses

| contractor

[was

telephonically contacted in an effort to corroborate

» *. "+, |testimony that on an evening in either May or

Jcolleague had difficulty

.

3

3

.

la contractor and

*: had to wait.ox.'rer,an hou: for an agent from the ADS&CI to
fitinsjead [ ]

said that he had not been

imvolved in‘tmch’an inctdent. However, he recalled that

. may haveobeen .

.

U Fe-ugofloz; war 213‘I

.
3 .

|was telephonically

contacted by the OIG and'prov1ded the followmg information:

.

(U//F@EG'

ad been mvolved_m such an

incident, which he referred to as {

‘. It
happened at approximately 4pm, when he wentﬁ

10
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|
Lt fand he had to call the ADS&CI, which
..« * " wasable to resolve the situation after an extended period of
W time (duration unrecalled).
(b) (3)-P.L. 86-36
e (U/ /FOPO) Because he had had earlier problems obtaining
R cogperation from] |had wanted to ensure
% +:.  ‘thatdcbHeagug came along with him as a witness. However,
DV . : . he could nbk s.pec1f1caily racal] whether he had gone alone or
":“‘ . with someone else, Tet al ne whetHet the.other person was
-7 ":‘ R rarely 'partlapated in| |
LN ) 4 v

L] ‘e ‘
S ~}; (U//'FUE'S)’[n emails dated 08 January 2013
_. “' informed Hae OIG that he had checked his records and
S0 asdetermined that thel Kescribed above occurred

"-,p--”‘

AR | after most of his colleagues had left the office.
'..‘ -: ,,‘-‘ . )

I - his
t:mesheet revealed that he Worked until 6:15 p.m. that date.

(‘U / /PGS@) On 09 January 2013 j | Chief,

. I : |was interviewed
. and p1;qv13.ed the following sworn testimony:

sy

Uy / Q)] AR fwas| |direct supervisor

at the ~ +_|from apprexiinately May 2011 through
May 2012 when&assumed his current position.

3

*

A (U / _/'P@E@) *. Jallowed duty hour flexibility for his
: sta'ff' within ) mcludmg': He did not
) (3)-P.L. 86-36 y di T&A *d ith th th
(6) . iscuss proper procédures with them, as they were
. expenenced and responsiblé, professionals who for the most
art had Been with the organization longer than him.
N ..' . expected that they knew the rules and acted
., .reépo,nsrblym terms of their T&A.

(U;’ i 1 [:Trml the OIG 1nqu1ry,:was unaware

" . Ehat ' fhad-not worked the hours he had claimed on
+ his ﬁmesheet's:L '+ Jworked an early schedule.
[ Jarrivéd after him and.was still at work when he
left. | ' R i Iand frequentlv had to
adjust his work schedule In.prder |
However, |d1d~not mind when

worked less than a full day and tiade up the time by working
on the Weekend - it was qu:eter and Eould get

more done.,

oo

(b) (6)

11 Release: 2019-03
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(U/ ey was not close to

personally and was unaware of any issues in his personal life
that imght have impacted his ability to either work a full day

. ® e
o oo”
. .

. * " or document his T&A accurately. H'OWever did
(b) (3)-P.L. 86-36 K On one
v """ occasion while under] . |su'pervision,* o |
v | B : However,,
'_-‘:_“:, B | . I’lever 1mpacted his work. He,
__’.‘ Z':. . a1way5| L K Tt e, L, and: " .“::
R always performed his asmgned tagks, some of which were
'_‘_‘_' " 'tl,ulte comphcated ma competeflt manner.
. '_'."- * d1cl not notice any changein °:° V.
- ehavjer during the time period that he wag ° .
v supéervisor. Because work.ed a$ part
-+ «. "ok teaslt, it would have been brought to his attenfion had'
- '_... .5 " L Mstarted havmg chfflculty performmg hjs duués or
N ‘_. s .seerged ofhe:rWJ,se different than normal .
- .-Q\ o‘. “. ".‘
Doy ‘(U;;/ﬁeﬁea]zchecked his emaﬂs shd ofhér records -
ot '_- for the t[me penoﬂ under analysxs andl Jiad not .
'.:.\_ __' i . . [was -
Exam on .
b) (3)-P.L. 86-36
() (3] “clu.ty “thme*in approxn-r\ht'ehl ------ Further 4 1
(b) (6) —
. »  waj in training cutside ‘¢f AC from
EIR TR
I: :‘” :

(U / ff@ﬁ@) ght occasionally have assisted his
C@lleague .o |

. _.confractors Iocatwed at the NBP.| -,

1

iy gel‘leral}y. required less than an

our to perform, as the

. [ EE . : | However,
", there was one ‘occasjon, known as thel |
whgre«m[ ‘Lt |

which as é.result was'delayed while waiting for an ADS&CI
agenf', - . e fwas
not at work-that day (date uhtecalled) and did not know
whether ﬂhad’ been mvolved

(U / Acéordh}g to other than as noted
above, ad*no official duties ongside of AC from
May 2011 through Mav 2(112 After the Té&A allegations came
to light, he spoke with . about them.

did not admit to the intentional falsification of his timesheets
and did not specifically mentior the reasons behind his

midday gaps within AC. Rather,

aid that he did

12
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not complete his timesheets on a daily basis, did not keep
track of his hours well, and might have made mistakes.

(U/ /#6885 Because of the number and consistency of the
discrepancies involved and the fact that they were consistently

negative, rather than positiv:(,{:jdjd not find
i:explanation credible: “It was very systematic and

. seemed very deliberate.”. It appeared thatﬁknew

. what he was doing and had intentionally. claimed just a little
: bit more duty time than he had actually worked in order to
« “stay under the radar” and not have his behavior noticed.

[
.
¢ .
.
. *
.

.
a - -

(V) Analysis and Cenclisions :

e
*

L (U AESEe) In conduchn'g our initial analysis of
. T&A, midday absences from AC of less than aprhour were not
) . counted as negative dlscrepanc1es Similagly, late arrivals and
early departures of-less than 15 minutes Were also not counted as
. . : negative dlscreRanmes i 0IG mvestlgatlon,
e rovided the date of hi# + [exam as .
gonfirmed that this test was an oﬁﬁclal task. He also
ttehded tramm oﬁtsxde of AC from

(b) (3)-P.L. 86-36

L déte'o‘fl :r . oinecided with - -

. ,' ; mfogmahpn 111 l'us‘TEA re;:grds, which showed that he did not

L3
¢
.

‘:.:‘ “'\_ ’ (U / )EF@Hej Al»thou i he drd not spéc1f1ca]]y recall] I

s = mwvolvement]” -t " ° ald' ‘thatthe] ° Joccurred
(b) (3)-P.L. 86-36 | = .° durm ....... ks r e s .J-Ba-sedon{ ]
(b) (6) » . " testimony re ardmg d very Sirvdlar incident and| Jan
T, . " ]:ﬂstatements. that the matter was the only
? 0%
2" «v . occasion on which a delay was experlencedl |

Ry a contractor, we found it reasonable that
articipated in thq ]
* |

.
.

%U / /-P@-H-é-} As aresult of the above, we were prepared to credit

for a late afternoon or early evening absence of over
an hour that date. H'Qwever the T&A analysis revealed that
was outside df AC from 5:03 p.m. to 5:59 p.m. on

- a period of only 56 minutes. Although this gap
would have corresponded with involvement in the

13 Release: 2019-03
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| |it totaled less than an hour and therefore had not

" constituted a negative discrepancy in our initial analysis. As a
result, the analysis did not require amendment. Additionally,

---- { lwas one of only six dates during the period under

i . analysis on which| Jhad a positive discrepancy - He

%. . had worked one‘hour more than he claimed on his timesheet and

.

(b) (3)-P.L. 86-36

. had received 5ppr0priate credit in the OIG’s initial analysis.
2 (U [/ BOBO) After mitigation, the T&A analysis revealed 175
v dlscrepam:les (totaling 175.50 hours) that shortchanged the

e < govemment j:]arrlved at work later and/or left work
.+ +. ° earlier.thdn indicated on his timesheets). Included in the negative
. T -dlscrepark;les were 17 occasions when_Ewas out of the

YRR - six positive dlscrepanc1es that totaled 4.75 hours
. . ® ox o, l. ‘ . .‘.

RO (U3 /56O Jasserted that it was|
USRS PO ", that caused his .
AR . hrmésheets to be inaccurate. However, he never shared his
IR N . yith his -
. *. *supervisor,| . Further eve'r detected him.
I A ‘. _or incapable of performing o'fhgr tasks ",

- far more comphcated than theatcurate cqmpletion of timeshegts. *
. ‘ P L I S - -

(U A / F-G-b‘ej Addlhonally:::negatlve dlscrepz;n::;eé ]

nemamed &gnsistent throughout the period under analysis. Out of (b) (6)
the 33 daya He claimed to have worked prior toiﬂ‘\e‘ké &

wete 28 'days for which he had negative discrepancies (including,
three for iw-hich he claimed to have worked a full day, but was l;lbt
present far d-uty) Durmg this same period (09 May thwugh :

27 June*2011), . _Jhad only one positive dlscrepancy for .
an hour oy ' ~ the date on which he, may have dssisted
a colleague in a g | K . )

. .
.

(U/ /F&T0) Further, althoughl - Jindicated that his

*
. .
. .
*
*

R | his T&A inaccuragtes continued.
Out of the 33 days| Jworked from 0F July through
31 August 2011 (the approximate period duying which he claimed
there were 20 days for
which he had negative discrepancies and two where he had
positive discrepancies. However, during the remainder of the
period of analysis, from 01 September 2011 through 04 May 2012,

.

)
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there were over a hundred dates for which:claimed to
have worked more time than actually present for duty within AC.

U/ 7#FOE8) Given the above, we did }tot find it credible thaf . . - -

T&A inaccuracies were| Wealso
. did not find credible + lagsertion that the inaccuracies
. were unintentional: knew that his timesheets were

! sometimes maccm:ate he acknowledged that he had occasionally
claimed more t{me than actually worked, rationalizing that he
would make.gp thesiegative time later. That ould
not realize.fHat he consistently failed to make up his negative
dlscrepanaes i8 not believable. They wlere too frequent for him
not to be aware. :

.
.

(U¢: /-Peae} Further,[tj testimony that he frequently
completed his tl.mesheet at the end of the pay period - possibly
”Causmg m_acdtlraaes - is irrelevant. Regardless of the accuracy of
. “, *the arrival and departure times noted on a timesheet, if an
CL ”am'ployee actually worked the 80 hours claimed, no shortfall

D4 e

*¢*.." would exist. Further, over the two-week pay period, a similar

number of positive and negative discrepancies would be expected.
b) (3)-p.L. 86-36 | ____ . However, this was not the case w1th_th&A. Rather,
(k) (6) the vast ma]onty of iscrepancies (175 to six) were in

his favor, not the Government’s. Over the period under analysis,
i+, ° ., this resulted in a total negative shortfall to the Government of
170,75 hours.

." (u/ /'Fe'b‘ej The Ere]-gonderance of the evidence supports the

» conclusion that owingly and willfully submitted
false and inaccurate timesheets, for a total shortfall to the
gwemment of 170.75 hours (approximately $7,170), in violation of
5 CFR §2635.705(a) and the PMM, Chapter 360, 8§ 1-3(A) and
2- 7(A) Chapter 362, § 2-19(A), and Chapter 366, §§ 2-1(K) and
2-2(B, E‘and G).

.

(U/FeHer Did[: engage in the unauthorized monitoring of OUTLOOK
email traffic on the NSA computer network and in doing so misuse either his
position or Government property?

.
.

(U/FEH0) CONCLUSION: Substarjated. The preponderance of the
evidence supports the conclusion thatt:j:angaged in the
unauthorized monitoring of email traffic on NSA computer networks and in
doing so misused both his position and Govemment property, in violation of
5 CFR §2635.702(b), 5 CFR §2635.704(a and b), the JER, Chapter 2,

§ 2-3071(a and b), and the PMM, Chapter 366, § 2-2(E and G).

L » b 3
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(U) Evidence
(U) Training Profile

(U/ A& Jiraining Profile disclosed that he
passed the course “ Annual Privacy Awareness for Employees” on
26 August 2010 and again on 15 August 2011. He also
successfully completed the course “Legal Compliance and
Minimization Procedures” on 02 December 2009. The profile did
not reveal any courses specific to NISIRT employee
responéibilities in network monitoring (See Appendix D).

(U) NISIRT Audit

(€REE) The NISIRT conducted an audit of their network
monitoring system and provided a log of recent searches of the
classified and unclassified networks’ email traffic conducted by
to the OIG. The audit revealed that between
- August 2011 and March 2012| bccessed the classified
* network email traffic of| . |
| Jon 168 occasions. During approximately the
" “same time perlod Je ateessed her unclassified email tfaffic a total
of 21 times. [ . Jaiso accessed the classified network email

%
« traffic off o ‘.
N | Lot bt 37 and four times,
s sspectively. A copy of this log is attached ds Ap.pend'lx E.

L R
] ot

vt (U) Testimony (b) (3)-P.L. 86-36

(U AEQUO) On 02 Apgust 2012, the QG ey With s | y
(o) (2)_P‘L‘ B6-36 | | Chief andarepresentahvgfrom:].
) (6) related to the audit results. proviged thefollowing
-:".l'.f lﬂ.fﬂfﬂlqtl_()p. e . Re ;.

AP Ff&ﬁ‘R‘EE)I e e bwasl J‘Slxp€rv1sor and had been
.+ - since May 2012. | Ibfflclal :dytles included;the
t. momtormg of NSA affiliate email {yaffic over Agency”.
* ". communtcations equipment. Thidugh his superwsor‘-
*.also recewednfflaal OIG and ADS&CI taskers to access and
momtor’l;he email ommurm:atlons of particular affilihtes.

Hawever * *never tasked to * |
1 * mail traffic. The NISIRT had no
* authdyized taskers on sald persormel e

.

Afte,r' management obtamed the audit log Of‘hlS
séarches, as asked what would be found if an audit

of . Jaccesses was performed. I Jrésponded

that there had been| [with the
location that had caused him tol that might
O DN L At Rl TPl e oA B R
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appear inappropriate. As a result of] |response
requested that| . |check whether

. there had beer] . roblems during the period in

P

.' which| - had Accessed]. email traffic._:j
3

informed|* . [that there ad not. ~, R

- L
» : ‘ .
» L

. __-(-C,L;‘@EE]:[:demonstrated the NIS’LRT monitoring
. sygtem and displayed for the QIG a detailed electromc
. Sprpadsheet reﬂectmg the ‘emnail trafhc ofI Jthat

a s e .
(b) (3) -P.L. 86-36 _'—(%HLREL-)-The elec’rromc spreadsheet revealed that between
« . 20 June 2011 and 22 March 201 2| faccesse
“-”'_f 2 ..' ,' individual emails] . | According to“
RIRTIK T . }it would have, tequired “Jronse clicks-by
s N Tyt .., Jinorderto view the text details of these &rhailg, -, W

. "1+ 'Thereforsy I',he acgesses could not have been unintentional. The

s réadsheet W]:nch dlsp]a ed the actual text viewed by

) aled accessed] < et - i‘sen’c emails on dages‘corresponding to.”
L S +Jemnails tof | it was| * * speculation,’ -
RS 'that . id so in order.to tead both sides of their N .
mo ‘,'.' convers’at[ons The spreadsheet also revealed thatl .
-l :_ accessed ernail traffic on four, separate occasions, all of
., . ' . .“ which occuired on 18 November 2011. S
-:::::, o {U 7 /¥BHG) N'ISIRT management suspended N
L 'I‘ laccessesaas a result of the audit. They remain -
sttt e n Y suspended pending the outcome of the OIG mvestlgat:lon .
(b) (3)-P.L. 86-36 )
(b) (6) (U/ /AReHQ)During his 05 September 2012 interview with the

e OlG ::provided the following swom testimoﬁy'

RS prlvﬂe ges that allowed him to search for and select a particuar
. *. user and then access their classified and unclassified ¢mail
. * accounts for a'lu»t];lormed purposes. Further, his accesses allowed
him to read individua] emails from the accounts. His super¥visors
* diréeted him to perform these tasks based on requests from the

- OIG am;l the ADS&CI. ., N
* -f%ﬁLR-E-E)]:also initiated such uger emaﬂ searcl‘ es On
* his own. Inhis previous position as| ‘.
supervisors had taught new| I |

17 Release: 2019-03
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I
|
|became a
|

-
' train himself ]

included, how to use

| Theretore, he took a similar approach to

)
Ll LI .- =

lalbeit without supervisory knowledge

N
(b) (3)-P.L. 86-36 n -
(b) (6) ,'.'-. . and authorization.
-::;."'l:’:-.l.-.-,,.. .,..
Ui, .::'_'~ : : W.as not a member of “the “in’ club like
. ,’. S éverydnie else” and his colleagues héver told him when systems
L. were dowan, Therefore, on the occasions wherein] was
. ,":'". ‘. ..:.': ."..
NN T * {be would attempt to determine on his
faN . ,~'own whether there was a probleml | He
,.f--_-' 5 didsobyl R |
LA IS |
i N AR [ |aid
,: ;‘ i th1s withr otheruSeI:s as well. | |
.t. *Na o o . R o et
£, .:\.'.o.. .. . SRR
L35 ." 5 -
AR t: "It wasn't ]uSt i Bt Would be other people [as well], like
A L .
(b) (3)-P.L. 86-36 . —(@;H—R-EH Alﬂ]oughl su.pqrvisors were unaware of
AN o s such actiuity, he always mforme . |
LT ',"'.'-'-I.--._ .. I " Jaccessed
‘. . .'_.' .a_pprdx&mat'ély e, [emaits sent over the
‘. R classyﬁed nefwork; but djd not speeifically recall accessing her
. L ernsil traffic’ @1} the unclassifiéd network. .
P w2 * who worked at the| .t |
.o;~.'somet1mes| . . to train himself and to
o determine whether there were] . |
..'.: S -(Gﬁ‘-RE-Lj Almbugh]:understood that it was
& '. nappfopnate to monitor the email traffic of U.S. citizens without
Jo° .+ " proper authorization, he rea mails that he accessed.
"'." et I: EEE |1:_1_1-§{z_1_1‘11 ac_c_(_eg_sed ork email traffic solely
© 6 |en.. for training and testing purposes. However,|
) ¥
Release: 2019-03
NSA:07555

18




Doc ID: 6659386

IvV-12-0108
(U/ /FeB88) Although

knew that he was not
supposed to engage in the unauthorized monitoring of user email
traffic ﬂad authorized him to do so with hers. She had
not expressly given per
traffic. Rather

‘I‘L‘lSSlOI‘l for him to monitor her email

freqtlently joked about his job and
associated ability to read others’ emal'l including hers.

[~ Istopped monitoring

A -
- T *
"

.
- ‘e
.

e nih

email &
“"“’ _.-“ I- -------------- MEY
B iy IR | Jond his- < -
(b) (3)-P.L. 86-36 accessing of her traffic had been unintentional. | |
o T T T T !
4 . b .' . . . *
= .: -(Uf /FEEEY On 04 January 20‘13,| Icontractor
N employee,l G s ° was
L. o .telephomca]ly mterVIewed "and provided the following
L mformatlorv T
. : N : . K Ifor the
. :'.". . ISIRT Both his and duties at the NISIRT involved
. :; et fnomtormg the email traffic of NSA affiliates using Agency
(b) (3)-P.L. 86-36

communications systems. They were frequently tasked by
*  superiors to monitor particular individuals’ email
T e, icati

Iry

communications for legitimate purposes. Sometimes the

.
LX)
LX)
Ly
. e

* o0

e

e eMails of particular md]wduals a

- practi‘c;]

There had been np.extenswe problems impacting

| Certaindy, there were none that would
. justify] |attempt1ng to

*

tI for whom the
It Was neither allowable nor common

*

[by attempting to

- access the email traffic of someore, you knew. Additionally, there
* were bettér technical ways of checkiug into the matter that would
*also helf] °,

.

v
.

en the correct
procedure would have been for him to ask|
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—(&/REE) The NISIRT did have|

l _[could simply ha.\-fe:
--------------- el X -: I.
(b) (3)-P.L. 86-36 Il—lThere wotild be no need and it woukd.

(b) (6) be improper fo [ ‘. -
R R L There were* occasmns-on whu:h-l pskech

Te ,' ' '| . |whether1ha[ ------ e L . |

i There may d]so-have beeri occgsions on whlch] paid. ».

would Rave assumed that

. .
l ftools.  * -,
(U// never told thot hé Was accessing
kmail traffic inprded< "
R ISuch 3 statement would have “stood out” to
and he would not have alfowedto engage in
the activity, as it was prohibited and would constitute T

unauthorized monitoring.

U// During his 09 January 2013 interview with the OIG,
provided the following sworn testimony:

_____ ._—(G/-,LBE-]ng was focused on] at the time
(b) (3)-P.L. 86-36 . left the organization. I ) |perf0rmed
jusing a varletv of software tools in otde
R «* «* If
'. ,. . " ot > . *

. ,',... potential violations or ptoblems were idenfifieds then they were

L0, Feported to the agpl'opnate authontles A such as the ADS&CI and
st the.OIG for action. . .

.
.
LR o . “
» o - . .
~.. -

g T&'T‘RE‘I%AS art Qf‘ theu' off1c1a1 investigations, ADS&CI and the
013 also affléia,]]y requestte information from the NISIRT
. ‘regardnfg partictitay user netwoik traffic. Therefore

£ .°,.’sometimes directed| o select a gpecﬁlc user’s traffic for
f e . . analysis-on-their Behalf. gathered the requested
L information, but had no authority to investigate. I |
(b) (3)-P.L. 86-36 :

«  would see the traffic text involved.|

Jhad no knowledge of any authorized cases

Therefore, for
to have intentionally selected these individual users to

involving

—— GO DNk R Ol b~ NGB RP
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illegal. Furtherl Jwould have recalled any NISIRT case
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-
-

involying]- * | Because she was|
ALY [fo a NISIRT member pr than] T4
(b) (3)-P.L. 86-36 ..........mm}veorlmoﬂﬂ.......‘l . .
& " " = & m 3 oa g * I “ “‘ -
.t L . . .. . { - . . o -
e Ty / E@-U»CJ) NISI‘RT membets receive the same annual trammg ds
‘. all othér Ng# e:nployees on their responsibilities regarding the -
.. mpmtormg of JUESA personnel Further, by virtue of what they do, -
" «they are wellaware tﬁét-the.y can cm]%r conduct authorized B
R mt)mto‘rmg and cannot access NSA atfiliate Lomputer network
L+« arsér accounts for personal purposes. ead'ersh;p verbally
.+ .+ emphasizes these responsibilities and the trust placed in
e * personnel. members know that the accessing and
s monitoring of specific user email traffic must be authorized by
(b) (3)-P.L. 86-36 management, who also document the requirement in writing.
(b) {6)
st TE It would have been neither appropriate nor reasonable .
o have accessedl i .
., emaﬂ accounts to] . ' | The NISIR'I'
K .o S~ . L Daily status briefings also
e ..mformed staff of & any 1
-" M ° hd o' t . *
3 * . | Frther, if | .
R .::T‘: * “ T | There would be no
t‘ reaspn o accéas, TeT alone read] . |
".':r‘f'-_‘_'l ‘ I .
(b) (3)-P.L. 86-36 — (S RER "+ |accessing o email traffic could
“er L ot have been-unintentionad.
. * .'.' * > I
. S *, | Further, clicking to obtain
", mdlv:dual traffic messages requjred intent, as did the initial
i selection f a spedlﬁc user. ",

.
. L]

.
.

. -QC,J-,LREH-Further a].though ccount was accessed
. only four times and all 6n the same date, it was highl un]:kely
*, those accesses were an accidental result of
* multiple computer monitors or

21 Release: 2019-03
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Iwould have to physically type her SID in or search
JTor her as a user) and |

(U/ oy If]::had accidentally accessed someone’s

account for seme reason at any time, then he should have

. reported the incident to his supervisor. :was W,
. of whyl Jwould have accessed the accounts oflj

{U} Analysis and Coriclusions .
. "t . . * "
A O (U//FEH6) The OIG investigation revealed that although he was.
s WD notauthorized fodoso [ — Jused Agency network :
e momtormg hardware and software to access and rea :
S _verrtail traffrc over the NSA’s classified and unclassified networks'
et on168 ahd 21 occasions, respectively, during an approximately
(b) (3)-P.L. 86-36 :» . eight-fnonth period. During the same period and without
(b) (6) e, aythorization, he also used the NSA’s network monitoring
, . :: . équipment to access and email traffic DVEli
e ,'.'. re. s the Agency’s clasdi 1ed network-oh 37 and 4 occasions,
; ";:’,1 . l'espectwely .
L .: L " :' (U//%E@‘)t:testlﬁed that as an NEA, he had the "
D) (3)P.L. 86-36 . . accesses that allowed him to use NSA hardware and software to :
". ‘e acCess users’ classified and unclassxf-led' email accounts.f@r .

& il 'authonzed purposes. .He also acknowledged havipg, “dsed his
.+t phivilegdd.ower status and Government equ1pmént to access
e ¥, - Iandl lemall trafhc without

-
-
-
-
L]
-

Authorizafion.: . NINE
¢ * .".. . : ¢ Py *

U Whﬂemséerfed that his accessing of .
emall traffic had béen unintentional, he acknowledgetl
that his accessmg off 7* Jand] jhad not and was -
mappropnate Hgfuever, he claimed that, at least initially, he only
accessed] .« Jahd| mails for training and testing
purposes’— it was‘only after
emails that egan reading her emails

specifically in order to monitor her activities.

+ (U/ HoB6) Wedid not find[_______|explanation credible.

supervisor described him as technically competent.
Further, his colleague and supervisors noted that there was no
need to access another user’s account to identify whether a

22 Release: 2019-03
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|existed. Rather, i

Jusmg NISIRT tools. Also, he
could simply ask the NISIRT’S fechnical expert whether a
SO

.

il

Jisted. inally, that]
= . knowmgly and'unneceasarﬂy choose‘to violate Agency policy
" possibly the law in erder to]

3

. ¢

ould

y and
on
s his ‘own and be(;ome more profICIent in his duties is simply not
*l;easona‘ble We fmd itaore likely that
‘y  Jand

" Thehes hnihg, 'e5pecm]]yn given| .
TS

accessed his
mail traffic-f&r his own private gain from
nd thefact that-bothr users emadl traffic ivag « « & s
. morntored dutmg the same period of time. (b) (6)
2o et e s d
RN (8 /' / F@H@) Although it stretches credulity, could "
A have.accessedmaﬂ traffic acdidentally. His .
(D) (3)-P.L. 86-36 T *  supervisor said that, such unm.tenhonal accessing was pOSSIble,
o) (6) » although hwhl‘ ¢, 'and should have been, but was nd,
T _.. » reporiedby ). - .. However
LRI Jand
. clIcks Qn a compliter meusd|, ,

onitorifig of
Jemmls was mntentional. It took nuhmerous

-1
Fiurther, regardless of when he bégan accessing and
. readmg email traffic forhj;
tqs’uﬂed to having done so.

S OWIt fersonal interests,
uséd his position and related accesses, 2
networks and tools, in order to monito

acknowledged that he

s well as NfA computer
commutiications and therefore her activities
(U/ /FEH0) Th

e
conclusion that b

reponderance of the evidence supports the

engaged in the unauthorized
monitoring of email traffic on NSA computer networks and
in doing so misused both his position and Government
property in violation of 5 CFR §2635.702(b),
5 C.F.R. §2635.704{a and b), the JER, Chapter 2
GjJ.

§ 2-301(a and b}, and the PMM, Chapter 366, § 2-2(E and

I e e I N e
23
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IV. (U) RESPONSE TO TENTATIVE CONCLUSION

(U/ /FOB&) On 15 March 2013, the OIG sem:the tentative conclusions

reached in the investigation. That same date, he responded that he had nothing
further to add. As a result, our preliminary conclusions became final. A copy of
esponse is attached as Appendix F.
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V. (U) CONCLUSIONS

(U/ [FOB0) The preponderance of the evidence supports the conclusion that, during
the period 09 May 2011 through 04 May 2012, knowingly and willfully
submitted false and inaccurate timesheets, for a total shortfall to the Government of
170.75 hours (approximately $7,170), in violation of.5 CFR §2635.705(a) and the PMM,
Chapter 360, §§ 1-3(A) and 2-7(A), Chapter 362, § 2<19(A), and Chapter 366, §§ 2-1(K)
and 2-2(B, E, and G). ;

(U/ [FSHQ) The preponderance of the evidence also supports the conclusion that
engaged in the unauthorized monitoring of email traffic on NSA computer
networks and jn doing so misused both his positich and Government property in
violation of 5 CER, §2635.702(b), 5 CFR §2635.704( and b), the JER, Chapter 2,

§ 2-301(a and b), and t}}e PMM, Chapter 366, § 2-2(E and G).
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VI. (U) DISTRIBUTION OF RESULTS

(U/ fFRSTCT A copy of this report of investigation will be provided to ER and
ADSCI for information and any action they deem appropriate.

Senior Investigator

Concurred by: (b) (3)-P.L. 86-36

Assistant Inspector General
for Investigations

——— O A D S A R O e S NG A
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APPENDIX A

{(U) Relevant Timesheets and MTHs
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EMPLOYEE

DATE

ID

TY S/G

-

NAME

.
-
.

E/N NGT DATE

MASTER TIME HISTORY 19:24 07/11/12
PPE DATE 11 05 11

INJ y ALT

NO JOB ORDER IDC

WORKED HR IDC HRS', SFT OTH'.DIF ADJ

10
10
10
10
10
10
10
10
10
10
10
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RG
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O Moy dboa b b 0 oy N
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.00°0

.00
.00
.00
.00
.00
.00
.00
NS
- 18
.00

0

o I

E BEE 8 S ® a

PO

-
-
.

(b) (6)

(b) (3)-P.L. 86-36

PRESS F2 FOR ADDITIONAL INFORMATION

-
.
-
-

(b) (3)-P.L. 86-36
(b) (6)
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MASTER TZME EISTORY 29:24 07/11/12
Doc 1D 8RR0380

. EMPLOYEE ID NAME PPE DATT 11 05 11
DATE TY S8/G E/H NGT DATE  INJ . ALT

WORKED HR IDC HRS SFT OTH DIF nDJ NO J3B ORDER D¢

21 02 L1 RG 6.00 0

. i (b) (6) _ _

71 03 11 RG 8.50 C (b) (3)-P.L. 86-36

. (b) (6)

.11 04 1 RG £.50 ©

(b) (3)-P.L. 86~36

2103 END OF DATA
0036 PRESS F3 FOR PREVIOUS INFORMATION
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Doc ID: 6659386

LCN

(b) (3)-P.L. 86-36

«*
. L]
.

Badge ’ SSN

Last Mame First Name "Reader

Buildin

g

90
0
90
90
90
90
20
20
80
90
90
20
90
20
90
Q0
a0
90
90
0
90
90
90
0
90
90
20
90
90
20
80
90
80
90
80
90

Event

Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granied
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted

Date/Time Local

2011-01-28 09:48:27.000
2011-01-28 09:50:32.000
2011-01-28 17:33:37.000
2011-02-01 09:55:53.000
2011-02-01 09:57:58.000
2011-02-01 19:13:07.000
2011-02-01 19:15:13.000
2011-02-02 09:45:33.000
2011-02-02 09:47:42.000
2011-02-02 16:02:59.000
2011-02-02 16:05:14.G00
2011-02-04 09:38:09.000
2011-02-04 09:40:12.000
2011-02-04 14:29:10.000
2011-02-04 14:30:16.000
2011-02-04 15:16:28.000
2011-02-04 15:39:44 000
2011-02-04 18:31:39.000
2011-02-04 18:39.27.000
2011-02-04 20:20:20.000
2011-02-07 09:39:07.000
2011-02-07 09:41:28 000
2011-02-07 13:10:08.000
2011-02-07 13:12:25.000
2011-02-07 13:52:35.000
2011-02-07 13:53:10.000
2011-02-07 13:59:24 000
2011-02-07 13:59:37.000
2011-02-07 17:50:17.000
2011-02-08 15:06:25.000
2011-02-08 15:49:51.000
2011-02-08 15:54:23.000
2011-02-08 16:00:35.000
2011-02-08 17:50:31.000
2011-02-09 15:07:09.000
2011-02-09 15:29:06.000
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a0 Access Granted 2011-02-09 17:24:14.000
a0 Access Granted 2011-02-10 09:52:22.000
a0 Access Granted 2011-02-10 16:26:50.000
90 Access Granted 2011-02-11 09:54:11.000
90 Access Granted 2011-02-11 18:02:40.000
90 Access Granted 2011-02-14 09:51:27.000
g0 Access Granted 2011-02-14 09:53:29.000
g0 Access Granted 2011-02-14 16:07:05.C00
90 Access Granted 2011-02-14 16:09:15.000
a0 Access Granted 2011-02-15 09:39:51.000
80 Access Granted 2011-02-15 09:42:00.000
90 Access Granted 2011-02-15 11:33:32.000
a0 Access Granted 2011-02-15 11:35:44.000
920 Access Granted 2011-02-17 08:18:34.000
a0 Access Granted 2011-02-17 10:10:52.000
90 Access Granted 2011-02-17 10:15:41.000
20 Access Granted 2011-02-17 11:33:03.000
20 Access Granted 2011-02-18 09:53:02.000
20 Access Granted 2011-02-18 08:55:07.000
80 Access Granted 2011-02-18 17:27:49.000
20 Access Granted 2011-02-18 17:30:05.000
80 Access Granted 2011-02-23 18:18:3%.000
90 Access Granted 2011-02-23 20:10:34.000
80 Access Granted 2011-02-23 21:20:28.000
g0 Access Granted 2011-02-23 21:28:06.000
50 Access Granted 2011-02-25 09:37:25.000
80 Access Granted 2011-02-25 09:39:51.000
90 Access Granted 2011-02-25 17:18:20.000C
80 Access Granted ~ 2011-02-25 17:20:40.000
80 Access Granted  2011-02-28 09:15:05.000
90 Access Granted 2011-02-28 09:17:14.000C
90 Access Granted 2011-02-28 11:40:56.000
90 Access Granted 2011-02-28 11:42:56.000
80 Access Granted 2011-02-28 11:58:48.000
90 Access Granted 2011-02-28 12:02:07.000
90 Access Granted 2011-02-28 15:04:07.000
90 Access Granted 2011-02-28 15:06:25.000

(b) (6) (b) (3)-P.L. 86-36
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90
90
90
90
90
S0
20
90
90
90
90
20
80
90
90
90
90
20
90
90
90
80
90
80
80
90
80
80
20
90
90
80
90
90
20
a0
90

(b) (3)-P.L.

86-36

Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted

2011-03-01 09:26:46.000
2011-03-01 09:28:52.000
2011-03-01 14:46:18.000
2011-03-01 14:49:07.000
2011-03-01 15:10:46.000
2011-03-01 17:55:30.000
2011-03-02 15:17:05.000
2011-03-02 18:16:15.000
2011-03-03 13:42:56.000
2011-03-03 16:39:07.000
2011-03-04 09:33:11.000
2011-03-04 09:35:19.000
2011-03-04 14:33:24.000
2011-03-04 14:35:39.000
2011-03-07 10:03:27.000
2011-03-07 12:59:51.000
2011-03-08 09:15:54.000
2011-03-08 09:18:07.000
2011-03-08 15:14:45.000
2011-03-08 15:12:58.000
2011-03-08 18:01:23.000
2011-03-08 18:03:31.000
2011-03-08 09:23:43.000
2011-03-09 09:25:52.000
2011-03-09 17:25:23.000
2011-03-08 17:28:16.000
2011-03-10 09:01:03.000
2011-03-10 09:03:07.000
2011-03-10 17:42:45.000
2041-03-11 09:05:20.000
2011-03-11 09:07:25.000
2011-03-11 12:48:28.000
2011-03-11 12:50:45.000
2011-03-14 08:48:28.000
2011-03-14 08:50:28.000
2011-03-14 14:03:12.000
2011-03-14 14:05:10.000
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90
Q0
90
90
a0
Q0
90
80
80
90
90
90
90
0
90
90
0
90
20
80
80
20
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80
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80
90
90
20
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a0
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90
a0
90
20
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Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted

2011-03-14 18:19:46.000
2011-03-14 18:22:01.000
2011-03-15 08:29:51.000
2011-03-15 08:32:07.000
2011-03-15 11:22:39.000
2011-03-15 11:30:23.000
2011-03-15 14:48:13.000
2011-03-15 14:54:17.000
2011-03-15 16:42:10.000
2011-03-15 16:44:23.000
2011-03-16 08:37:28.000
2011-03-16 08:39:33.000
2011-03-16 14:59:04.000
2011-03-16 15:01:16.000
2011-03-17 16:15:29.000
2011-03-17 16:20:12.000
2011-03-18 08:33:56.000
2011-03-18 08:36:06.000
2011-03-18 14:06:38.000
2011-03-18 14:09:06.000
2011-03-21 09:20:03.000
2011-03-21 09:22:02.000
2011-03-21 17:55:15.000
2011-03-21 17:57:27.000
2011-03-22 08:1%:05.000
2011-03-22 08:21:01.000
2011-03-22 17:23:05.000
2011-03-22 17:25:10.000
2011-03-23 08:56:32.000
2011-03-23 08:58:38.000
2011-03-23 17:33:38.000
2011-03-23 17:35:569.000
2011-03-28 09:10:14.000
2011-03-28 09:12:12.000
2011-03-28 16:52:11.000
2011-03-28 16:54:17.000
2011-03-29 09:20:06.000
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90
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20
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90
80
90
a0
90
90
90
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20
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00
90
90
80
90
a0
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0
a0
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20
20
20
90
80
90

(b) (3}-P.L.

86-36

Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted

2011-03-28 09:22:10.000
2011-03-29 15:38:51.000
2011-03-29 15:46:23.000
2011-03-29 17:11:18.000
2011-03-29 17:13:32.000
2011-03-30 09:07:47.000
2011-03-30 09:09:47.000
2011-03-30 13:53:59.000
2011-03-30 13:56:05.000
2011-03-30 14:34:09.000
2011-03-30 15:42:26.000
2011-03-30 15:48:04.000
2011-03-30 17:06:26.000
2011-03-31 09:08:27.000
2011-03-31 09:10:48.000
2011-03-31 19:25:23.000
2011-03-31 19:28:03.000
2011-04-04 07:48:53.000
2011-04-04 07:50:56.000
2011-04-04 13:04:25.000
2011-04-04 13:08:38.000
2011-04-04 16:09:07.000
2011-04-04 16:14:39.000
2011-04-04 16:40:09.000
2011-04-04 16:42:47.000
2011-04-05 07:38:06.000
2011-04-05 07:41:20.000
2011-04-05 16:00:12.000
2011-04-05 16:03:18.000
2011-04-05 17:33:52.000
2011-04-05 17:36:15.000
2011-04-06 07:48:36.000
2011-04-06 07:50:43.000
2011-04-06 14:26:50.000
2011-04-06 14:44:23.000
2011-04-06 17:19:35.000
2011-04-06 17:21:41.000
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90
90
80
0
a0
90
90
90
90
90
90
90
90
90
o0
90
a0
90
90
90
90
80
90
80
80
80
90
80
90
00
90
20
80
20
90
90
90

(b) (3)-P.L.

86-36

Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted

2011-04-07 08:49:51.000
2011-04-07 08:52:00.000
2011-04-07 11:52:52.000
2011-04-07 11:656:16.000
2011-04-08 09:02:03.000
2011-04-08 09:04.04.000
2011-04-08 17:05:56.000
2011-04-08 17:08:04.000
2011-04-11 08:29:20.000
2011-04-11 08:31:21.000
2011-04-11 13:50:36.000
2011-04-11 13:52:31.000
2011-04-11 15:21:05.000
2011-04-11 156:23:15.000
2011-04-12 09:00:26.000
2011-04-12 09:02:36.000
2011-04-12 16:01:51.000
2011-04-12 16:10:32.000
2011-04-12 17:05:57.000
2011-04-12 17:07:53.000
2011-04-13 09:19:25.000
2011-04-13 09:21:36.000
2011-04-13 17:32:55.000
2011-04-13 17:34:58.000
2011-04-14 09:07:59.000
2011-04-14 09:10:05.000
2011-04-14 14:48:53.000
2011-04-14 15:01:19.000
2011-04-14 16:46:09.000
2011-04-14 16:48:24.000
2011-04-15 08:54:03.000
2011-04-15 08:56:11.000
2011-04-15 15:38:40.000
2011-04-15 15:41:01.000
2011-04-18 08:56:44.000
2011-04-18 08:58:48.000
2011-04-18 13:33:53.000
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90
80
20
80
90
90
0
90
90
90
20
20
80
90
Q0
90
90
90
90
QG
20
20
80
920
90
20
Q0
90
0
0
90
90
90
90
90
90
20

(b) (3)-P.L.

86-36

(b) (3)-P.L. 86-36
(b) (6)

Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted

Invalid PIN Number
Invalid PIN Number

Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted

2011-04-18 13:39:10.000
2011-04-18 18:16:36.000
2011-04-18 18:18:48.000
2011-04-19 08:52:05.000
2011-04-19 09:01:13.000
2011-04-19 09:58:25.000
2011-04-19 10:14:16.000
2011-04-19 10:30:15.000
2011-04-19 10:47:04.000
2011-04-19 15:11:34.000
2011-04-19 15:13:39.000
2011-04-20 09:10.49.000
2011-04-20 09:13:14.000
2011-04-2C 15:52:19.000
2011-04-20 15:59:25.000
2011-04-20 17:26:24.000
2011-04-20 17:27:36.000
2011-04-21 09:11:49.000
2011-04-21 09:13:54.000
2011-04-21 14:45:13.000
2011-04-21 14:50:00.000
2011-04-21 19:33:11.000
2011-04-21 19:35:25.000
2011-04-25 06:54.41.000
2011-04-25 07:07:16.000
2011-04-25 07:40:56.000
2011-04-25 07:44:44.000
2011-04-25 07:44.49.000
2011-04-25 07:44:59.000
2011-04-25 08:09:29.000
2011-04-25 08:13:55.000
2011-04-27 09:47:38.000
2011-04-27 09:49:49.000
2011-04-27 14:12:10.000
2011-04-27 14:14:15.000
2011-04-27 14:56:50.000
2011-04-27 18:45:25.000

Release: 2019-03
NSA:07601



Doc ID: 6659386

80
a0
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80
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80
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90
20
20
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0
0
0
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90
90
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0
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90
90
0
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90
90
90

(b) (3}-P.L.

86-36

Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted

2011-04-28 09:22:34.000
2011-04-28 09:22:40.000
2011-04-28 09:26:02.000
2011-04-28 16:12:33.000
2011-04-28 16:18:17.000
2011-04-28 17:30:48.000
2011-04-28 17:32:56.000
2011-04-28 09:16:54.000
2011-04-29 09:19:04.000
2011-04-29 16:26:33.000
2011-04-29 16:35:26.000
2011-04-29 17:00:09.000
2011-04-28 17:02:17.000
2011-05-06 08:55:58.000
2011-05-08 08:58:02.000
2011-05-09 15:41:34.000
2011-05-08 15:49:24.000
2011-05-09 18:07:30.000
2011-05-09 18:11:02.000
2011-05-10 09:16:29.000
2011-05-10 09:18:38.000
2011-05-10 15:04:54.000
2011-05-10 15:09:17.000
2011-05-10 18:17:10.000
2011-05-10 18:19:15.000
2011-05-11 08:58:22.000
2011-05-11 09:00:33.000
2011-05-11 17:42:57 000
2011-05-11 17:45:09.000
2011-05-12 09:20:27.000
2011-056-12 09:22:37.000
2011-056-12 10:48:00.000
2011-05-12 11:01:22.000
2011-05-12 13:24:58.000
2011-05-12 13:27:13.000
2011-05-13 09:06:28.000
2011-05-13 09:08:32.000
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Q0
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a0
90
20
90
20
90
90
a0
90
90
90
90
90
20
20
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80
90
80
90
90
90
90
90
Q0
90
90
90

(b) (3} -P.L.

86-36

Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted

2011-05-13 10:567:36.000
2011-05-13 11:06:12.000
2011-05-13 14:02:41.000
2011-05-13 14:23:56.000
2011-05-13 17:40:46.000
2011-05-16 08:56:18.000
2011-05-16 08:58:25.000
2011-05-16 12:36:32.000
2011-05-16 12:38:35.000
2011-05-17 09:11:24.000
2011-05-17 09:13:53.000
2011-05-17 12:45:05.000
2011-08-17 12:51:21.000
2011-05-17 17:48:33.000
2011-05-17 17:50:29.000
2011-05-18 08:65:32.000
2011-05-18 08:57:35.000
2011-05-18 11:58:36.000
2011-05-18 12:00:07.000
2011-05-18 12:05:13.000
2011-05-18 12:24:02.000
2011-05-18 14:04:37.000
2011-05-18 14:14:39.000
2011-05-18 15:30:63.000
2011-05-18 15:50:27.000
2011-05-18 17:03:07.000
2011-05-18 17:59:40.000
2011-05-18 18:27:55.000
2011-05-19 10:42:23.000
2011-05-19 15:49:49.000
2011-05-19 15:562:58.000
2011-05-19 17:33:33.000
2011-05-20 10:00:44.000
2011-05-20 10:02:44.000
2011-05-20 13:32:12.000
2011-05-20 13:34:10.000
2011-05-20 14:58:41.000
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(b) (3)-P.L.

86-36

Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted

2011-05-20 18:19:35.000
2011-05-23 09:02:49.000
2011-05-23 09:05:06.000
2011-05-23 12:31:23.000
2011-05-23 12:33:27.000
2011-05-23 13:14:11.000
2011-05-23 14:10:56.000
2011-05-23 14:33:19.000
2011-05-23 17:45:23.000
2011-05-24 10:04:21.000
2011-05-24 10:06:33.000
2011-05-24 17:35:49.000
2011-05-24 17:38:07.000
2011-05-25 08:58:55.000
2011-05-25 09:02:11.000
2011-05-25 16:00:38.000
2011-05-25 16:06:20.000
2011-05-25 16:50:56.000
2011-05-25 16:53:13.000
2011-05-27 09:33:50.000
2011-05-27 12:35:05.000
2011-05-27 12:37:18.000
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2011-12-22 17:55:23.000
2011-12-22 17:59:20.000
2011-12-22 18:00:39.000
2011-12-22 21:13:24.000
2011-12-22 21:16:28.000
2011-12-22 21:24:53.000
2011-12-23 01:19:47.000
2011-12-23 20:28:52.000
2011-12-23 20:31:10.000
2011-12-23 21:30:13.000
2011-12-28 13:53:15.000
2011-12-28 13:54:43.000
2011-12-28 15:25:12.000
2011-12-28 17:26:10.000
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Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted

(b) (3)-P.L.

86-36

2011-12-28 17:43:12.000
2011-12-28 19:32:26.000
2011-12-28 20:52:46.000
2011-12-28 21:27:32.000
2011-12-28 22:06:35.000
2011-12-28 23:21:36.000
2011-12-28 23:53:10.000
2011-12-28 23:57:28.000
2011-12-29 00:22:31.000
2011-12-29 15:56:05.000
2011-12-28 15:57:30.000
2011-12-20 16:12:39.000
2011-12-29 16:22:21.000
2071-12-29 16:38:16.000
2011-12-29 17:20:24.000
2011-12-29 17:25:04.000
2011-12-29 17:26:22.000
2011-12-29 19:46:52.000
2011-12-25 21:07:13.000
2011-12-29 21:29:01.000
2011-12-29 22:38:52.000
2011-12-30 00:04:38.000
2011-12-30 00:09:46.000
2011-12-30 16:59:21.000
2011-12-30 17:02:36.000
2011-12-30 17:07:04.000
2011-12-30 17:07:14.000
2011-12-30 17:12:37.000
2011-12-30 21:08:06.000
2011-12-30 21:15:00.000
2011-12-30 21:17:05.000
2012-01-03 10:01:03.000
2012-01-03 10:03:08.000
2012-01-03 10:04:26.000
2012-01-03 11:03:03.000
2012-01-03 13:46:24.000
2012-01-03 13:59:48.000
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Access Granted
Access Granted
Access Granted
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Access Granted

Invalid PIN Number

Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted

(b) (3}-P.L.

86-36

2012-01-03 14:04:22.000
2012-01-03 14:08:20.000
2012-01-03 14:12:01.000
2012-01-03 14:17:42.000
2012-01-03 17:44.34.000
2012-01-03 18:00:17.000
2012-01-03 18:02:32.000
2012-01-04 09:26:18.000
2012-01-04 09:26:54.000
2012-01-04 09:29:06.000
2012-01-04 09:30:35.000
2012-01-04 09:36:48.000
2012-01-04 11:30:22.000
2012-01-04 13:53:33.000
2012-01-04 13:58:58.000
2012-01-04 14:04:28.000
2012-01-04 14:16:40.000
2012-01-05 09:45:54.000
2012-01-05 09:48:04.000
2012-01-05 09:52:55.000
2012-01-05 10:55:47.000
2012-01-0513:21:42.000
2012-01-05 14:54:14.000
2012-01-05 14:56:13.000
2012-01-09 09:28:16.000
2012-01-09 09:29:37.000
2012-01-09 11:01:32.000
2012-01-09 14:55:45.000
2012-01-09 16:45:48.000
2012-01-09 19:57:00.000
2012-01-09 20:10.35.000
2012-01-09 20:12:58.000
2012-01-10 09:00:53.000
2012-01-10 09:02:54.000
2012-01-10 10:46:35.000
2012-01-10 11:14:02.000
2012-01-10 12:11:15.000
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Access Granted
Access Granted
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Access Granted
Access Granted
Access Granted
Access Granted
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2012-01-10 12:15:36.000
2012-01-10 14:03:35.000
2012-01-10 14:53:58.000
2012-01-11 09:21:46.000
2012-01-11 09:24:01.000
2012-01-11 09:28:46.000
2012-01-11 09:47:35.000
2012-01-11 09:51:55.000
2012-01-11 11:22:50.000
2012-01-11 12:28:43.000
2012-01-11 14:11:35.000
2012-01-11 16:12:28.000
2012-01-11 17:66:29.000
2012-01-11 18:58:10.000
2012-01-11 19:19:15.000
2012-01-12 08:55:30.000
2012-01-12 08:57:40.000
2012-01-12 08:58:02.000
2012-01-12 09:02:39.000
2012-01-12 10:44:17.000
2012-01-12 12:50:08.000
2012-01-12 14:47:34.000
2012-01-12 14:54:34.000
2012-01-12 14:56:51.000
2012-01-13 09:38:53.000
2012-01-13 09:41:04.000
2012-01-13 09:42:33.000
2012-01-13 10:07:09.000
2012-01-13 10:31:55.000
2012-01-13 10:43:07.000
2012-01-13 12:48:06.000
2012-01-13 15:03:13.000
2012-01-13 15:05:09.000
2012-01-17 09:33:03.000
2012-01-17 09:35:13.000
2012-01-17 08:39:54.000
2012-01-17 09:43:06.000
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Access Granted
Access Granted
Access Granted
Access Granted
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Access Granted
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Access Granted
Access Granted
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Access Granted
Access Granted
Acceass Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted

Invalid PIN Number

Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted

2012-01-17 10:47:51.000
2012-01-17 13:04:39.000
2012-01-17 14:02:17.000
2012-01-17 14:08:39.000
2012-01-17 14:23:54.000
2012-01-17 14:28:52.000
2012-01-17 18:26:41.000
2012-01-19 08:15:23.000
2012-01-19 08:17:30.000
2012-01-19 08:18:47.000
2012-01-19 11:25:19.000
2012-01-19 12:53:01.000
2012-01-19 13:03:08.000
2012-01-19 13:12:16.000
2012-01-19 14:51:03.000
2012-01-19 14:57:26.000
2012-01-19 14:59:34.000
2012-01-20 11:25:01.000
2012-01-20 11:28:19.000
2012-01-20 13:09:09.000
2012-01-20 13:19:27.000
2012-01-20 13:25:32.000
2012-01-20 13:49:22.000
2012-01-20 15:21:06.000
2012-01-2015:21:41.000
2012-01-20 18:48:59.000
2012-01-20 20:19:45.000
2012-01-20 21:42:22.000
2012-01-20 21:51:57.000
2012-01-22 12:27:53.000
2012-01-22 12:31:55.000
2012-01-22 13:19:03.000
2012-01-22 14:25:28.000
2012-01-22 14:28:38.000
2012-01-22 14:34:00.000
2012-01-22 16:03:01.000
2012-01-22 16:47:13.000
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Access Granted
Access Granted
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invalid PIN Number
fnvalid PIN Number

Access Granted
Access Granted
Access Granted
Access Granted
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Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted

2012-01-22 17:19:01.000
2012-01-22 1§:02:47.000
2012-01-22 20:06:05.000
2012-01-22 20:14:05.000
2012-01-24 09:41:05.000
2012-01-24 09:43:27.000
2012-01-24 09:48:48.000
2012-01-24 09:52:56.000
2012-01-24 11:31:55.000
2012-01-24 13:06:08.000
2012-01-24 13:09:46.000
2012-01-24 13:09:561.000
2012-01-24 13:09:57.000
2012-01-24 14:31:21.000
2012-01-24 18:12:55.000
2012-01-24 18:48:15.000
2012-01-24 18:50:17.000
2012-01-25 09:28:50.000
2012-01-25 09:31:03.00Q
2012-01-25 09:35:34.000
2012-01-25 10:02:01.000
2012-01-25 13:08:30.000
2012-01-25 14:40:02.000
2012-01-25 14:44:53.000
2012-01-25 14:47:39.000
2012-01-26 09:11:35.000
2012-01-26 09:13:51.000
2012-01-26 09:28:22.000
2012-01-26 10:10:07.000
2012-01-26 11:48:43.000
2012-01-26 12:08:05.000
2012-01-26 14:00:27.000
2012-01-26 14:54:39.000
2012-01-26 14:58:30.000
2012-01-26 15:00:30.000
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Access Granted
Access Granted
invalid PIN Number
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted

UNCLASSIFIED//FoR-SFH S50

Date/Time Local

2012-01-30 09:38:32.000
2012-01-30 09:40:37.000
2012-01-30 08:45:26.000
2012-01-30 08:45:28.000
2012-01-30 10:31:37.000
2012-01-30 14:37:10.000
2012-01-30 14:47:29.000
2012-01-30 14:49:52.000
2012-01-31 09:52:50.000
2012-01-31 09:54:54.000
2012-01-31 10:01:35.000
2012-01-31 11:51:24.000
2012-01-31 13:42:31.000
2012-01-31 13:47:48.000
2012-01-31 16:38:57.000
2012-01-31 19:42:24.000
2012-01-31 19:48:42.000
2012-01-31 19:50:48.000
2012-02-01 08:40:07.000
2012-02-01 08:42:16.000
2012-02-01 08:43:43.000
2012-02-01 08:43:52.000
2012-02-01 09:16:53.000
2012-02-01 13:39:30.000
2012-02-01 14:32:53.000
2012-02-01 14:58:25.000
2012-02-01 15:00:28.000
2012-02-02 09:08:43.000
2012-02-02 09:11:13.000
2012-02-02 09:16:07.000
2012-02-02 09:35:45.000
2012-02-02 11:14:23.000
2012-02-02 12:59:05.000
2012-02-02 14:31:06.000
2012-02-03 09:28:26.000
2012-02-03 09:30:33.00C

(b) (3)-P.L. 86-36
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Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted

2012-02-03 09:31:58.000
2012-02-03 09:35:51.000
2012-02-03 10:45:58.000
2012-02-03 13:33:03.000
2012-02-03 15:00:21.000
2012-02-03 15:02:30.000
2012-02-06 08:45:04.000
2012-02-06 08:47:12.000
2012-02-06 08:48:28.000
2012-02-06 08:53:33.000
2012-02-06 12:16:16.000
2012-02-06 12:20:09.000
2012-02-06 12:25:14.000
2012-02-06 13:45:17.000
2012-02-06 14:20:13.000
2012-02-06 16:06:46.000
2012-02-06 15:08:44.000
2012-02-07 09:31:08.000
2012-02-07 09:39:43.000
2012-02-07 09:43:42.000
2012-02-07 09:50:20.000
2012-02-07 12:21:56.000
212-02-07 15:01:09.000
2012-02-07 17:08:14.000
2012-02-07 18:37:35.000
2012-02-07 19:24:08.000
2012-02-07 20:02:51.000
2012-02-07 20:04.59.000
2012-02-08 09:48:00.000
2012-02-08 09:50:10.000
2012-02-08 09:55:51.000

2012-02-08 10:06:09.000- *

2012-02-08 11:13:59.000
2012-02-08 41:16:26.000
2012-02-08 15:11:42.000

Access Granted, . *2012-02-08 16:53:42.000

Access Granted

UNCLASSIFIED/FOR-SFRGH =t

2012-02-08 19:51:59.000

(b) (3)-P.L.

86-36
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Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted

2012-02-08 20:04:14.000
2012-02-08 20:06:29.000
2012-02-09 09:03:20.000
2012-02-09 09:05:27.000
2012-02-09 09:06:44.000
2012-02-09 09:40:43.000
2012-02-09 11:47:34.000
2012-02-09 12:40:17.000
2012-02-09 14:26:42.000
2012-02-09 14:58:27.000
2012-02-09 15:01:04.000
2012-02-09 15:03:02.000
2012-02-10 09:39:18.000
2012-02-10 09:41:23.000
2012-02-10 09:46:43.000
2012-02-10 10:37:39.000
2012-02-10 14:11:53.000
2012-02-10 14:42:42.000
2012-02-10 14:44:34.000
2012-02-11 07:12:57.000
2012-02-11 07:17:23.000
2012-02-11 09:15:32.000
2012-02-11 11:32:37.000
2012-02-11 12:00:30.000
2012-02-13 08:29:41.000
2012-02-13 08:31:49.000
2012-02-13 08:33:16.000
2012-02-13 09:13:15.000
2012-02-13 10:13:25.000
2012-02-13 11:25:44.000
2012-02-13 13:10:41.000

2012-02-13 14:05:49.000* °

2012-02-13 14:42:88.000
2012-02-13 14:54:21.000
2012-02-13 14:56:29.000

Access Granted, - *2012-02-14 09:47:08.000

Access Qrante'd

UNCLASSIFIED/FOROFFCAT DS E-OhiY—

2012-02-14 09:49:29.000
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Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted

Invalid PIN Number

Access Granted
Access Granted
Access Granted

2012-02-14 09:54:07.000
2012-02-14 12:48:41.000
2012-02-14 12:55:48.000
2012-02-14 13:00:08.000
2012-02-14 13:33:07.000
2012-02-14 13:38:11.000
2012-02-14 13:47:06.000
2012-02-14 15:53:54.000
2012-02-14 19:51:57.000
2012-02-14 21:17:09.000
2012-02-15 09:40:20.000
2012-02-15 09:42:32.000
2012-02-15 09:47:06.000
2012-02-15 09:52:10.000
2012-02-15 10:25:35.000
2012-02-15 11:06:00.000
2012-02-15 14:35:42.000
2012-02-15 17:50:36.000
2012-02-15 18:54:15.000
2012-02-15 18:56:26.000
2012-02-16 09:17:15.000
2012-02-16 09:44:57.000
2012-02-16 09:47:02.000
2012-02-16 10:06:36.000
2012-02-17 08:34:44.000
2012-02-17 08:36:08.000
2012-02-17 08:52:30.600
2012-02-17 10:44:02.000
2012-02-17 11:05:26.000
2012-02-17 12:30:05.000
2012-02-17 16:56:06.000

2012-02-17 18:63:30.000- *

2012-02-17 18:53:36.000
2012-02-17 48:56:52.000
2012-02-21 09:37:34.000

Access Granted, . *2012-02-21 09:40:16.000

Access prante'd

UNCLASSIFIED//FOR-SF Stk

2012-02-21 02:47:07.000
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Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted

Invalid PIN Number

Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted
Access Granted

2012-02-21 11:10:53.000
2012-02-21 13:53:53.000
2012-02-21 15:17:06.000
2012-02-21 16:14:14.000
2012-02-21 17:43:23.000
2012-02-22 08:15:20.000
2012-02-22 08:17:30.000
2012-02-22 08:18:50.000
2012-02-22 08:23:39.000
2012-02-22 11:09:51.000
2012-02-22 12:40:17.000
2012-02-22 13:52:44.000
2012-02-22 14:43:45.000
2012-02-22 14:46:05.000
2012-02-24 07:28:35.000
2012-02-24 07:29:55.000
2012-02-24 07:29:59.000
2012-02-24 07:34:41.000
2012-02-24 08:20:38.000
2012-02-24 09:23:20.000
2012-02-24 10:15:24.000
2012-02-24 10:58:15.000
2012-02-24 11:48:14.000
2012-02-24 13:46:35.000
2012-02-24 14:54:14.000
2012-02-27 08:43:01.000
2012-02-27 08:45:31.000
2012-02-27 08:47:05.000
2012-02-27 09:02:59.000
2012-02-27 10:39:24 000
2012-02-27 12:31:25.000
2012-02-27 12:39:12.000°
2012-02-27 13:18:22.000
2012-02-27 13:24:42.000
2012-02-27 14:54:46.000

Access Granted, - *2012-02-27 14:56:52.000

Access Granted
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2012-02-28 09:38:58.000

(b) (3)-P.L.

86-36

Release: 2019-03
NSA:07635




Doc ID: 6659386

90
90
a0
20
20
a0
90
Q0
90
80
20
20
80
80
80
90
90
a0
90
90
Q0
90
90
90
80
90
90
80
80
80
90
90
80
90
a0
90
90

UNCLASSIFIED// FER=-aeht-LSE 0N X

Access Granted
Access Granted
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Access Granted
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—_ - -
From: 1 I'
Sent; Friday, March 15, 2013 11:32 AM . '
To: ... (b) (3)-P.L. 86-36
Subject: RE: (U) Results of OIG Inquiry . L

Classification: UNCLASS!F[ED//%%FH;&N?@SE—GNH

t have no additional comments. Lo

From — — (b) (3)-P.L. 86-36 B
Sent: Friday, March 15, 2013 10:42 AM (b) (6)

T°1 l. ----------- i .‘ LAY

Subject: (U) Results of OIG Inquiry et *

Glassification: UNCLASSEFI‘E‘DKF#@'H‘@FHW

—

This is to notify you of the tentative conclusions reached in the OIG inquiry into allegations that you engaged in timecard
i In

fraud and the unauthorized monitoring of other NSA personnel’s OUTLOOK email traffic, including that o
accordance with the investigative process, we are affording you the opportunity to comment on the tentative
conclusions and/or offer additional information before we close our inquiry. Your comments will be given full
consideration in reaching our final conclusion.

Our investigation substantiated the allegations. Analysis of your timesheets, Master Time History, and Access Control

records for the period 09 May 2011 through 04 May 2012 disclosed discrepancies that supported the conclusion that
you worked fewer hours than you had claimed. Subsequent to investigative mitigation, we found 175 discrepancies
{totaling 175.50 hours) that shortchanged the Government {you arrived at work later and/or left work earlier than .
indicated on your timesheets). Also included in the negative discrepancies were 17 occasions when you were out of t

he

office at midday for more than the allowable 30 minute tunch period (midday absences of less than 60 minutes werge not

charged) and four occasions when you claimed to have worked a full day, but were not present for duty. There were

also six positive discrepancies that totaled 4.75 hours.

(b) (6)

Our investigation aJso getermined that althaugh you-were-not authorized to doso, you dséd Agency equnpmen’r,‘to
accessl mail traffic on the NSA unclassified computer network on 21 occasions between -Seﬁtem ber 2011
and March 2012. Further, from August 2011 through March 2012, you accessed her traffic oA the A enéy 5 classified
computer network a total of 168 times, clicking on and accessing individual emails 3ent deome of these
emails involved conversations with a particular NSA affiliate. On 37 _oceasions during the same timeframe, you also
inappropriately accessed that affiliate’s email traffic on the.NSA tlassified computer network. You acknowledged havi
intentionally accessed the email traffic of botf:and the other individual without authorization.

ing

The preponderance of the evidence supports the conclusion that, during the period 09 May 2011 through 04 May 2012,

you knowingly and willfully submitted false and inaccurate timesheets, for a total shortfall to the Government of 170.

hours {approximately $7,170), in violation of 5 CFR §2635.705(a) and the NSA/CSS Personnel Management Manual
{PMM), Chapter 360, §§ 1-3(A) and 2-7{A), Chapter 362, § 2-19(A), and Chapter 366, §5§ 2-1{(K) and 2-2(B, E, and G).

The preponderance of the evidence also supports the conclusion that you engaged in the unauthorized monitoring of

email traffic on NSA computer networks and in doing so misused both your position and Government property in

1 Release: 2019-03
NSA:07725
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