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(U) OFFICE OF THE INSPECTOR GENERAL

(U) Chartered by the NSA Director and by statute, the Office of the Inspector
General conducts audits, investigations, inspections, and special studies. Its
mission is to ensure the integrity, efficiency, and effectiveness of NSA operations,
provide intelligence oversight, protect against fraud, waste, and mismanagement of
resources by the Agency and its affiliates, and ensure that NSA activities comply
with the law. The OIG also serves as an ombudsman, assisting NSA/CSS
employees, civilian and military.

(U) AUDITS

(U) The audit function provides independent assessments of programs and
organizations. Performance audits evaluate the effectiveness and efficiency of
entities and programs and their internal controls. Financial audits determine the
accuracy of the Agency’s financial statements. All audits are conducted in
accordance with standards established by the Comptroller General of the United
States.

(U) INVESTIGATIONS

(U) The OIG administers a system for receiving complaints (including anonymous
tips) about fraud, waste, and mismanagement. Investigations may be undertaken in
response to those complaints, at the request of management, as the result of
irregularities that surface during inspections and audits, or at the initiative of the
Inspector General.

(U) INTELLIGENCE OVERSIGHT

(U) Intelligence oversight is designed to insure that Agency intelligence functions
comply with federal law, executive orders, and DoD and NSA policies. The IO
mission is grounded in Executive Order 12333, which establishes broad principles
under which IC components must accomplish their missions.

(U) FIELD INSPECTIONS

(U) Inspections are organizational reviews that assess the effectiveness and
efficiency of Agency components. The Field Inspections Division also partners
with Inspectors General of the Service Cryptologic Elements and other IC entities
to jointly inspect consolidated cryptologic facilities.
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(b) (3)-P.L. 86-36
I.  (U) SUMMARY e

*
oV
+%
.
*e
** -
o *

(U/ /FOES) On 5 April 2011, Employee Relations (ER), Mationat Security

Agency/Central Security Service (NSA/CSS) referratt ta the NSA /€SS Office of the
, fffjactor General (OIG) allegations that| .0 *___{(formerly with

harassed| Jthen a high school work study (HSWS) student, and

in doing so misused Government resoureés and divuleed non-public information.
Specifically, it was alleged that harassed by Gsing offensive
languyge and gestures and making denigrating commentsin the workplace and by
anonymously sending an ¢mafl ‘exchange and letter to] - arents that
demonstyated hostility t(‘)w’a{rd him. It was further alleged thatf Jused
Governmignt computers and printers in sending said lettey and email exchange and that
the documénts involved revealed non-public im‘ormatién:abbuﬂ Jwork

performancé, @nd'on-the-job conduct.

U/ /PP The preponderiance of the evidence supports the conclysion that
&lmisu‘sed Governrhent resources and divyilged:nen-publi¢ information in
sending an anonymous package tof |p,arents; i) violation of the Joint Ethics
Regulation (JER), Chapter 2, Section 2-301a. and b.) and th NSA fCSS Personnel
Management Manual (PMM), (.Ehapter 366, Sectiort 2-4. The Ppreponderance of the

evidence also supports the conclusion tha used offensive language and
gestures directed agaihst| Jand dthers and alsé used actions and words that
denigrated and showed.hostility toward thereby affecting his work

performance, in violation of thé PMM, C hapter 366, Sectfon 24 (A.).

(U/ /686 A copy of the NSAYCSS OIG réport will beforwarded to ER and the
Associate Directorate for Security and Counterintelligence (ADS&CI) for information

. P
and action they deem approptiate.
. F

-

-

(b) (3)-P.L. 86-36
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IIl. (U) BACKGROUND

(U) Introduction

(U/ /| Fresey | was an
administrative olflicer and supervisor within D from
(5) (6) |mwmmmemmminfessssesae-fto] wheri he left to assume a
i position in another-orgahization. At that fime, [ ]was led
teal, . byl |Chief; and|
e '- " PEputy:Chiéf:] | who was a minor at the
werd €& 0000 fime; was a HBW-S employee within :from
(b) (3)-P.L. 86-36 September 10 to April 2011, when the NSA Office of
. S:tud.ent Programs moved him to an HSWS position in

§ : R “anofHet or nization. Alfhough whilé hssigrred to D
e W ﬁr&ported to its cHief, € primarily
L ... - received: day- to—'day tasking froml

: :(U/ﬂ“@-ﬁe) In Noverﬂbe.r 2010 | land his parents

» . complamed .to the HSW‘S Progr-am Manager (PNJEEELQIILEI
» " what they bel1é¥ed to be harassmg'bfehamor by

" The HSW§ PM subsequently spoke, with{* * hnd

i recewed assur igt.the matter was resolved. She so
. e iriforme and usged him to inform her if
+ ,.* "+ problems persisted. oE "

.
% . w s " . .
g Py m "

- ®

(b) (3)-P.L. 86-36 "(U//TO88) On 28 February 2011 _Jatleged to

B (6) © NN e ﬂ}.e-HSWS PM-tvhatﬁwas again making the work
. environment uncomfortable by picking on him. During

g P subsequent meetings alleged that part of his

disdomfort was b?ggq on ipappropriate sexual comments
and questions by On 3 April 2011,

| |parents informed the HSWS PM that they had
received an anonymous package in the mail accusing their
son of workplace misconduct. The package made them
uncomfortable, and they asked that NSA take appropriate
action. Both the harassment and anonymous package
allegations were brought to the attention of Employee
Relations (ER), who referred the allegations to the OIG for
investigation.

.
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(U) Applicable Authorities

(U) The Joint Ethics Regulation, DoD Directive 5500.07-R, Chapter 2:
Standards of Ethical Conduct

...Section 3. DoD Guidance

2-301. Use of Federal Government Resources.

a. Communication Systems. Federal Government communication systems and
equipment (including Government owned telephones, facsimile machines, electronic
mail, internet systems, and commercial systems when use is paid for by the Federal
Government) shall be for official use and authorized purposes only...

b. Other Federal Government Resources. ... Federal Government resources, including
personnel, equipment, and property, shall be used by DoD employees for official
purposes only....

(U) NSA/CSS Personnel Management Manual (PMM), Chapter 366-Personal

Conduct

...Section 2-Personnel and Security Standards

Part 2-1-Work Environment:

A. Harassment/Intimidation — Employees will not use actions or words that denigrate or
show hostility toward an individual for any reason, but especially because of race, color,
religion, gender, national origin, age, or disability. Likewise, employees will not use
abusive or offensive language, gestures, or other conduct (e.g. display of offensive
writings, objects, or pictures) directed against other employees that could affect the
individual’s work performance or impact the work environment.

...Part 2-4-Safeguarding Information:

(U//FO86) Employees will protect all classified, Sensitive Compartmented
Information (SCI), unclassified, sensitive, personnel privileged, Privacy Act, and
non-public information and/or material in accordance with all applicable laws,
regulations, and procedures.... The following definitions apply:

...F. Non-public Information — Information that the employee gains by reason of
Federal employment and that he knows or reasonably should know has not been
made available to the general public.

Personnel Privileged Information

UNCLASSIFIED//FOR-OFIHIA—ASE-ONIE Release: 2016.02
x .

NSA:07077



Doc ID: 6652227
UNCLASSIFIED/FOROTFICHE5FEONEY IV-11-0043

. (U) FINDINGS

(b) (3)-P.L. 86-36
(b) (6)

4

(U/FFeH6) Did:m'is&se Government resources and divulge
non-public information in séndmg an anonymous package to
parents? . s

.I‘ . .

s " .

(U//F6) CONCLUSION: Substantiated. The reponderénce of the
evidence supports the cbnclusion that misused Government
resources and divulged fon-public information in seneling an anonymous
package to| parents, in violation of the'JER, Chapter 2,

Section 2-301(a. and b.) '.a_‘nd the NSA/CSS PMM, Chapter 366, Section 2-4.

-

- a® -

w w -

(U) Evidence i o .
. Documents o

. {U//'F"QU-Q-) Ina memorandum for the record (MFR) dated

- 28 Mal'c 2011 (SUBJECT:| EMPLID:
. P supelwsmy'concerns and expectations

* regaldmg] |hm‘e and attendance (T&A) and work

(b) (63 E‘:‘Fformanee.were dogumented byl ]
Fl:he MFR de-té'illed SPEC]_fICI l:oncems abOut

. . fallure-te follow’ his estabhshed work schedule ,aceurately

8 d.m.ﬂmex;lt-on his hme%‘heqt-lmurs worked on one par ticular day,
N T et wear a chlared- s‘hlr.t while at wotk, follow direction re arding
. .;-.‘ X unclasmf;ed, Intemgt.usage and be productive i’nad

* 5 beeui)bsels ed 1eadmg a magazme and conhducting persona

~ 4
RS rr.smrch.on-ﬂ*tg Internétrather than performing recurring tasks or
: ,‘;i‘.:"._._'_-.'_'- : _' . .requeShng'add:ttonal work). A copy of the MFR is attached as
ok AppendixA,*

(b) (3)-P.L. 86-36

,,-...;._1. T T U/ /-r-eb‘ey The M_FR also dOLLlI'I‘L(—_‘l'lted related meetings between
't - FISWS perso'ﬁhdl] Tttt fand | jmanagement
Yalr s feam, all of'w'-h'ldﬁ-we.l (ﬁ'held on 15 March 2011. According to the
ey ME'R‘ durmg said meemigs:was reminded of the
‘HE‘;WS 1eL1u1Te:ment to work a"minimum of four hours a day five
day$ e ,week durmg tertain hours regardless of the alternative

work schegyle-( AWS) to which he Was assigned (Against HSWS
policy, ad a’llowedl ito be on AWS 4

becauseof | * *. |
However, Switched ack to the required
AWS 2 schedule afte ailed to work his assigned

hours of duty and required minimum number of hours).

Personnel Privileged Information
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(U/ /88 The MFR documented that during the meetings, an
alleged timesheet concern was determined to have been the result

(b) (3)-P.L. 86-36

s = s on oo e of @amiscommunicationand was resolved: However,

(b) (3)
(b) (6)

-P.L. 86-36

Vgt .ackryowledged that he had stopped adhering to the HSWS dress
. ." ':: " Code because ¢ of frustrahons with® [tkﬂDgorgamzatlon ” He
e, e . .\'avas fold that deSplte Such frustratipns, | he was to dress and act

@ p:offess‘ional].y In regard to Internet usage :explamed

P th::rt:h-e wouid va_q- to his mother in email regarding issues he

%o . was havi {oewith During a particular occasion on
o * which © v frefused] |direction to show
= lné website he was viewing | - fhad
P " mihimized it upon| approach }l |had been
A "t typmg Jtlsb such-an’email to his mother. Internet
o e ag(‘.eae.was Tevoked as a result. | |further explained that
el “When askegl his managers did not always have additional tasks

aest?t © +lorhimto pérform his HSWS coordinator had suggested that he

'brmg a magazme to work to occupy his down time.

U +OH56) The M-FR also documented a separate issue raised by
ot l N {uring the 15 March 2011 meetings. During a

et .« meeling between] Jand the HSWS program personnel,
. said that Jhad engaged in inappropriate

“sex talk” in'the office. S ecxflcally,r claimed that on
sever al'(}cpa51onsr__Ll1ad asked whether |

wanted to have sex with particular young arohien in the office.
urpqrted regponse’on each occasion was, “I don't
look at my toworke15‘ that way,” and, “I have a girlfriend.”
Acgprd-mg fo the MFR, whe1 aised this topic during

(

, it ': .a&ubs tiént meetmg W1th the HSWS program personnel and

IE— allegatxon Rather, he “apologized for the statements that he
.s.:,,.: . made TheMFR'lhforrnedbthat because of

% pxtemratmg circumstances and issues involving his management,
he v\.cru.ld be transferr ed, to another organization.

-
x -

(U/ /‘Fe'b‘ej .111 a3 April 2011 emaﬂ (SUBJECT: “Mailing to Our
Home”)| * . _|parents informed of an
anonymous package they had received. The parents alleged that
the package, which made them “uncomfortable,” had been sent by
an employee of NSA. They asked that'the Agency take
appropriate action and provided scanned iniages of the package
and its contents as attachments to their emailb
provided the email and attachments to ER, which referred the
matter to the OIG. Copies of the email and included
attachments are in Appendix B. .

(b) (6)

Personnel Privileged Information
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(U/ /$O88) The package was sent via the U.S. Postal Service in
an envelope date stamped 1 April 2011 and addressed

(handwritten) tof Jat their home with
no return address. It includgd a typed, unsigned letter accusing
| Jof the folloting misconduct:

- .

e," Abusing wor.k- hours and Internet access,

J» Failing i‘O,dI:E'SS appropriately in the workplace,
.. Disre.sp'e.cting supervisors,

. ® Tl;lr('awing “tantrums,”

" ¥ . '[:Tsmg derogatory language in the workplace, and

. .o Submitting false timesheets.

- *
e .

o .(U//LFQ-HG) According to claims made in the letter,

o8| Jhad been disciplined for his misconduct by being
‘s’ » * "placed on a strict work schedule, having his Internet access

(b) (3)-P.L. 86-36 cancelled, and receiving a verbal counseling. Furthermore, it was

Y claimed.that in retaliation Jhad made false

. do te allegations against work colleagues that had “caused promotion
. - ¥ pankages to be.pulled and lifelong federal careers to be placed in
; '. ‘1eopardv based on the word of, a17 year old.”

* .
0 " .

.U/ /"l"@b‘e The letter writer alleged that[ Jwas not

*an mnocent victim and provided “evidence” —h

ard copies of a
‘*'i-;--;..' Tttt SNOVRmbEr201D eail tonversaton (SUBJEGT: |__P_|
B '3.-' o between| ‘. fand an unidentified individual (all
. o) 1:1'@Itlgjfymg information had been blacked out by hand). In the
s " eﬁ‘taﬂ'exahang&l’ liokingly (“Hahahahaha”) claimed
‘. | “, "X, | The other
. Tndividual ;e_sspor’tdai;l T, |
S | This

+,_unknown individuafa‘lsq commented: | |

e
*

(U/ e The a.nonymous letter to the :ended with the

following;: .

(u/ /FGE'G-):haS been given the opportunity of a

lifetime and he’s abused it. Given the chance to be
accountable for his actions, he chose to blame others. To
date, his lack of accountability has worked. He's been
reassigned to a new office while his old office is left
picking up the pieces. He may be able to play the “I'm
only 17 years old” card for now, but that isn’t going to
last long.

(b) (6)

Personnel Privileged Information
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(U/ /#86) The OIG obtaine
“private” directory on the NSA classified computer network. A

review of his

1V-11-0043

email account and

rivate directory revealed ‘the letter sent to
arents saved under the filé,name “Mr.” A review

mail account disclosed thdj on 30 March 2011,

rith the S

ubject line

* %L Y delate”, pqrtloﬁ of the 3 November 2010 inappropriate email

arents received as part of the

f dnopymous package.* The-eémail revealed that

prever the version folwarded t

had

L * be n'the other individual mv.ol"!@d in*the releyant exchange w1th

. ".. include.the earlvupart.of the exchange dv.fmg which,the individual

ad Commen'ted thal

ey

-
»
*

(f(rp,lés of these

(b) (6)

(b) (3)-P.L.

86-36

he received his day-to-day wmk'taskb fmn

. NS, a

rom September 2010 untjl -Apnl 2011 4vas
mterviewed by +he OIG on 17 June 2071 “and saie ‘tha '. ‘hile at

package his pargmts received — the email.éxchange illjcludcd
I-'urth.ermt)re

ddress; during ar~darkier

discussion about wheére each of them lived, “ ad

also identified
handwuhng on the package envelope as being

ought up aerial views of both hpmes on

—

the

L]
_
.

UL/ 'F'G'H'G)I kspeculated that] T Fent the

had tdld others

. lmade in

had been trying tobe transferred

R putaf or maqnfhs, bu.t' |w0uld not let jim leave

card for now
threat—once

misconduct.

inally informed her of]

surn,r o ¢ inappropuiate e(mments-andl |rg at

(b) (3)-P.L. 86-36 of
N % orwarded $o
“2 % { ‘.
Wiy ;* ., cmwer%al:ron.tﬁat
% “COIT e‘;pondmg with]*
.- I . m B
T " e dqmments are A.ppendlx <,
(b) (6) -_ Testlmony K
W (U//
‘member of
According tol P
had been petWeen only him and
l Jknew |
gone online and,br
GOOGLE EARTH.
.emonymous package because]
< abbut the inappropriaterstxual comments
K ".the wor lace! | |
(b) (3)-P.L. 86=36 |= = » » = » » » gituation.

o m 3% *Betduse she did not understand the seriousness of thi

orth

ed discomfort.

stated that he and ,Ius parents
*believed the final sentence of the letter regatding hjs alleged
On-tht‘; ]ob misconduct that was part of the anonynjous
packageé ¢ ‘He may be able to play the ‘T’ mnnly 17 years old’

t that isn’t going to last lohg.”) to be a
bmrned 18 infended to

somehow reprise against him for reporting| |

Personnel Privileged Information
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(b) (3)-P.L. 86-36 .

(b) (3)-P.L. 86-36

(b) (6)

-

(b) (3)-P.L. 86-36

(b) (6)

-
ot
-

*

interviewed

(U//7E68)

she was aware of] Jahd
dbout.s’exual mattea.é-b‘v email

£ 'szbtzt'sexua} Cunﬁnents ‘matle by
.* .* the email titled * ‘delete”, to eerhonstrate that the inappropriate

sereseghrodic ntrt'q'ut-s’emrlr.iabautqt

A T

-

5" worjc perfarmance,

IV-11-0043

IBranch Chief,J: was
by the OIG on 30 ]ul &2011. When asked whether

Jpantering
eplied “One email
only.” She c@rtfnmed that this was the email sent to her by
& 30 NMarch 2011. :hdd earlier told
¥ +Jthat during a r.neetmg with the HSWS PM about
had complained

—

anter had bearr iitual and, in thls instance, was initiated by

g B At the tinte
email stream, titled

to read and delete it, which she did.

emal
of

.* @écessarily tell the truth. At the time,
'. ..o “strange tha

o+ did not ?sk‘hlm any.questions.
0.. -
.“

Shortly after sent her the “delete” .
ran iritd who had transferred out . £y
old her that he had anonymously sent, .'
parents a sexually inappropriate email theif son ,

I‘lOtlLCd that the forwarded
gs actually incomplete, but
sked he1

(b) (&)

Jhadewritten to demonstrate to them that their son d id'not .‘

would d

thoughtit  «
o duch a ‘rhm.g. However, she
had no knowledg,e of

seﬁdmg an accompanvmg-anonymous letter. .

:FQH.Q-)I
was iritérvieved by the OIG on 18 Jaby-2011:

stateds -that he sent the

- -

|Program Man oer,

he package containing an

anonvmmls-letter and an email exchange (with his identifying

informatien b]aeked out) between him and theﬁson.

He had drafted the anonymous letter during his lunch period

R .usmg his Government cdmputer and printed if, as well as the
. Je]:ate’d. email exchange with[ -, Iusmg 3 Government

'n.nte], .He had ot received supetvisory approval to do so.
bkqew-ap roximately where&!ived and

looked up the ¢ complete address on the Interndéin order to
send the packages At ,the ’tm}e it did not occur to‘fnm that the

information contained 111 the an‘cmymous letter was %
non-public, personnel p¥ k\/‘l]égif;‘d mfo-rmatlon

-~ -

(b) (3)

=PI

86-36

» L

(U/ /¥y According to
involving the HSWS PMJJ, . « **

o

g{u.rmg‘h “meetin
acd.lsgdﬂ who

was one of] jinformat supervisors,qf makinﬁ

inappropriate sexual comments. As a result,

management was notified. Even though he was preparing to
transfer to another organiza tion,tmana gement

Personnel Privileged Information
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directed that he write a statement regarding his interactions
with| | 1t was during this same time period that

| +_Jalso learned he was not being forwarded for
promotion. | puspected that the decision had been
due to' "omplaint.

U/ /‘F@G@) When aéked why he had sent Ipart of
the 3 November 2010 email exchange he had initiated with
d| | Faid that hé andl |frequently

.' talked about twork . performance and conduct.
(b) (6) o . Therefore, heséntit te ek to “nform her of what was going on
Al P N basnallv 1 §a1d 'you know, this is the kind of stuff that I've
: i ':,;' ’ ha d td Elea‘l Wwith. . P said that he did not know
! N o ‘1,- ,.wi’iy he tolc to delebe the email exchange and could
.:;;:.::'-:‘-.'. . -'retal]'no further details. ‘:-"-:.‘
(b) (3)-P.L. 86-36 (U/ H@H@Fdemedm}? intent to be threatening in
w P rit - chisdetter to.the Rather, He*was very upset b
=, M| |a]lega*bpn ﬁgmmt f:um > given that‘|
) had himself been sexualty Ina ?naj.'e at work.
R wanted to ensure that the& ha(j“-the whole story,”
i given that their son’s accusations may hjme hurt his cgreer.

e X He acknowledged that it had been beth mappropnate and a
*+ *,  bad decision to send such a package to* thearents of an NSA

w2 employee. :said that he regretfed hu.s ach-ons

-
.. - fe, i

(b) (3)-P.L. 86-36
(U) Analysis and Co‘n‘plu:-‘.lons (b) (6)

GU / /-FGE@&:JChmwled gecl sendmg to the parents of
"an NSA employee an anonymous pac,kage that contained an email
and a lettéy, and he also acknowledged having used Agency
résoprces to draft and print.the letter. The letter divulged specific
in¢idents of dn-the-job niisconduct purportedly perpetrated by
[ Ias wiell as specific disciplinary action taken as a
resubt. | - _Jwas aware of this information in his official
capacity asl Iinformal supervisor. He both reported
the information to the HSWS PM and was instrumental in the
actionstaken as a result of the incidents, which included an MFR
toﬁas well as the cancellation of his Internet access

and the switching of his AWS.

(U/ /088 The PMM defines non-public information as
information gained by a Federal employee by reason of Federal
employment and that the employee knows or reasonably should
know has not been made available to the general public. Such

Personnel Privileged Information
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information includes personnel privileged information regarding
disciplinary actions involving NSA personhel. We find it
reasonable that as af |
new the information he provided to| |
Jparents was not publicly available. | Jackirowledged that
.+ providing the package fa non=NSA personnel-was a poor decision

e that he regretted: ° "
Sy amEd” (U/ AeE6) For an NSA emplp.yeé to compile and send an
(b) (3)-P.L. 86-36 anonymous, potentially thredtening package detailing non-public
(b) (6) information regarding a minor employee to that minor
e, employee’s parents reflects unfavorably on the Agency. That
€W .' . did’so using Government resources is particularly
e, Trae regious. NSA employees are expected to conduct themselves,
%, on and off the job, in a manner that reflects favorably on the

"+, +Agency and the Federal Government. They are also expected to
.+ *protect non-publictimformation and to limit their personal use of
.t Federal resources to ensure that such use would not reflect

(b) (3)-P.L. 86-36 unfaverably on the Agency. In'sending the letter and email
« =+« » » seXchange fo iparents, failed to fulfill his

P obligations’as an NSA employee.

(U/ AEE6) The'preponderance of the evidence supports the
conclusiqn tha misused Government resources and

divulged ndn-public information in sending an anonymous
package to bparents, in violation of the JER,
Chapter 2, Section 2-301(a. and b.) and the NSA /CSS PMM,
Chapter 366, Section 2-4.
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(U/ASE6) D:d| |use offensive language or gestures directed against
lor others or use actions or words that denigrated or showed
| Jwork performance?

lthat could affect

hosﬁﬂty toward]

*

(U//FGHS) CONCL USION: Substantiateq: The reponderance of the
[ Iused offensive language

nd others and also used actions

evidence supporfs the conclusion that] «
and gestures directed against

akd words that denigrated and sbbwed hostility toward

thereby

affecting his-wolk performance in violation of rhe NSA/CSS PMM,

Chapt‘er 366 Sectron 2-1 (A) .

-
L]
L]
.

(U) Evidence

(U) Docuinents

s "
)

lated 11 November 2010,

(b) (3)-P.L. 86-36

mailto

complained about harassing

(B) [(3)=Pilw

86-36

FOHS).Jnan e
--.a_ther

bfa'tlhg ¢hat it upset his son and must stop.
]

'. beh;wml by

* He al]égeﬁ tha
fmm his goa‘f of [iH-fime, permanent émployment with NSA after
h schdol . antd pressuring him to go to college instead.

i
L. initially ratéd[] Jas
. im,all categories of his performance evaluation on
sl Jihat doing sq world

. N o-'lU November 2010, te]ling|
P emui,e that he could not get "a'job at NSA and therefore woyld® be

.

forced to attend college. However,

had beén dlscouragmg]

as

.

| " e '|ultimatelv rated |
Uﬁ al}I .'

. . « = categories.

(b) (6)

nd

(b) (6)

(U/ [rese esponse, dated. 23 November 2010
assured Rat She had spoken with .
" anid His hariapémeént aild that'the issues petwrdn :

to have

were resolved. .She hlged

(b) (3)-P.L. 86-36

-

2 B TT ST

%

o‘ .-
.&

. of the rele\mnt émalls are m.Appende 5

UZ P
‘tor vxhrded
on 18 November 2010 in Whl(.h

an emdile

tell her ifany ‘additional problems arose. Copies

— lhad

9] ?.2 Nm»embm 20104
Fe had received from' |
questioned whether

for his assigned

'__I}ad a problem Wwith cltherl
pat.tQ leta bad daE affect his

*woxl\ and admonished

ﬂor‘[\‘pe';f.o‘rma nce. In a 23 Novem]
that she had spokert with his supervisor,

* JChief, +Jand that the issues he was i‘raymg with
“Should no longe-r be a problem.” She aske'de ?Im to let

L

avsured

ber 20,1(} re5p0nse

her know if he céntinued to exp.ei iemge problems with
That same date, :emailedbto inform her that
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:had just taken him to a private office and told him that
he was “very irritated” with| ~Jand ﬂk’tt:was
csoasuanaiaia TS t.msthi'th}"-.’“-l [wrote that he felt “very

aykward” in such a working environment and requested a
transfer to another office. These emails are in Appendix E. When

‘."ﬁ': s e '::Chtdked trt with] |bv email on

£ : ..~ 21" Devember 2070 1 |thanl<ed her for her help and
E . mdlcated that thimgs were bettel in the office.

.
. 2 L e, .,

(u/ /'F@b‘ej In an eirmil also dated 23 November 2010,
* +  reminded| |leadlers were cc’d) that ad

. : *_ been upset about the evaluatig ad given him two
. weeks before. ALcmdmg-to main

. copmm wayg tHat-he had been asked to provide input into the

: Rt Ll -E"vaiuation which was contrary to guidance he had received from

- that his supervisor was to grade his performance).

EEEEEL said that he could find no written policy on how to
evaluate an HSWS and asked for guidance to “prevent us from

L -em.ountermg these problems in the future.”

(b) (3)-P.L. 86-36

(b) (3)-P.L. 86-36
(b) (6)

:; . (U/)"Fe‘b‘e The next ¢ da\’ [ Jsent a follow-on email to
= (w:thout| |leadership cc’d). Init, he reiterated

gutdanhee he had re;dewed telephonically from:- that the
HSWé:g,Véluatlon processparallels “the ACE program where the

supefvmo;: §h0u]d be ass1gnmg the'rat; and not asking the
¢mployee fo&'.tihen input.” However &argued that such
sguidance, Was 1fraucurate because in the ACE model, employees
« are askgd to rav iew -thplr progress toward achieving objectives
N and 0 complete'a self ?qpprt of accomphshmen ts.

- . -
L]

> (-U/ [FeEey In the efnalll |sa1d that he had comfleted

< +the fo.rm only because| "+ ‘|-.\ras out when ave it
SR him 15 miputes be,forel i |(':1eparture from work and

", .+ said that Jthad td Be' L(}mpleted that same day. :had
RACRT |.i;_&| do a detailed self- assessmentin aCLordance with the
86-36 ACE program guidelines. Accordihg to he concluded

. the meeting by= tellingl lthét he had come a long way in
. the last two months and was doing a grea job. d
*, conciuded his email by reiterating the need for written guidance
ta super visors on the proper execution of the HISWS performance

-

Lvaluabi(;m These emails are in Appendix F. .

s -

L]
*
-

-

(b) (3)-P.L.

(u/ ;‘-FGHG} I-n,-ap email dated 10 February 2011,

informed| o lleadership was cc’d) that effective

13 February 2011, Jwould be assigned to AWS 2 and
have a firm work schedule requiring that he take leave for any
time that he was not present during designated work hours: “We

Personnel Privileged Information
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allowed you to be on AWS 4 to accommodate your personal
schedule, but you've abused the privilege so you will be switched
to the more stringent AWS 2.” In his response that same day,

Ethamked:staﬁng that having set hours
would help him “with faking off for schooll ;

i '(U / [FOEOY In an£mail the next day, [ Jexpressed

.* displeasure withy |re5ponse | |wr0te that
. | |shcruh.{ hav¢ been truly’contrite and apologetic and

. ’ . shaquid, Ravg added somethmg to the effect of “[I] hopé,that I can

: prove 'to*vou over the coming weeks that I am responsible and can
hand]é the privilege of working on AWS4.” The email ended,

(b) (3)-P.L. 86-36 ”Leam from it!” The emails are in Appendix G. .

" | “., ITeacherI |H1gh
E School', reported that‘l Jwas having i issues with his

: colleagues.” He had been'on, AWS 4 to allow him the flexibilify to

. take off work early to] but wasnow
assigned to AWS 2. | |had-1}ot come to work. af NSA*
OniE day the previous week because the achool system had had a

“snow day.” However, because he had not offiqally requeStpd

. the time off as required under AWS 2, an email was sent by hig °,

‘_', Lolleag'ues te].hpg ‘all]l | thay was abusmg the*
. [AWS] code.” This had emba.rlassedl Iw ho asked tha‘t,

ot tell abbuf fhza anvidept because when he*.:

{(b) (3)-P.L. 86-36
(b) (6)

. - had previously @omplamed about his evaluation bV: (b) (6)

. "+ “they were npt happv wlth hirn!” .

W/ RSy Ace srding o |:|emaﬂ
. Loﬂeague‘; were utaking things difficult for.lrim in o];her ways:

» qulmtng‘to gi‘\!e him additional work ‘when he asked for it,
'. 1efusmg.t(’) show him tht;; cun"u.t code for adl’rumstlatlve leave,
and aﬁmomshmg hirh for failing to give appropriate notice when
'ta'kmg off york. In her response tHat same date,

.,:’; -‘ 'kal&‘.'bbed r:dmfusxpu bega,usp.l |would be excused from
.-.--wm‘k any "tirhe fns SLhOQl‘V\’aS closed for inclement weather, and,
(b) (3)-P.L. 86-36 on this occasion; NSA "had been closed as well. She also noted that
i, .:should not have been on an AWS 4 schedule that

<" lileiyed kil to workefewer than four hours a day. She asked that

S, fe. hav"o' <., kontact her to provide additional
‘J.nfm mahon " Thesg emarls areim Appendix H

(U// == In an email also ﬂated 98 February 2011:
told] . Jthat he was once again expemencmg problems

i and felt uncomfortable at work. In an email
distributed to| [Jleadership, had remove
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it

from AWS 4 because he had purportedly “’abused’ the code.”
Howeverl:denied any abuse, stating that

had allowed him to be on AWS 4 to accommodate hi

schedule. :Llaimed to have taken off work three or
four times for emergencies and to have occasnondlly switched his
work hours tol I‘whlch he ,thought he
could do: “I know I’ moved for| IbutI do not appreciate
being called out in frbnt of e\(ervqne that gof the message and
being changed toa new .edcle in Wwhich I didn’t do anything
wrong.’ seTe

.
-
-
-

(U//Tove) ’In’the emaﬁ (Appemflx I) l:also said that
after,a day off because’of Age.ncy closure for had weather, he had
as‘ked his ¢6- wor]\e.rs what'remarks to make oh his timesheet for
e " the adn‘mﬁstrahve leave that ‘Had been _granie_d-
o dir ected him {¢ _[qo.lg.up-the' infdjrhation on the:web (“I thought

. i 'that was kind of miean.. ). | |was uhcomfortable when

- S .

(b) (3)-P.L. 86-36 o shortIy the’réajaer I_Fame to his desk and sternlf told

(b) (6) *roroes e R what tedo: Additional 'behauo;s on-the-part

Y- . madEeven more umom&)rtable .
.. "y
-

- * Wy =

*
-

% Pap s " «(U/ - One last thing tﬁa‘t'has hapﬁened is
ETAs thal:l stopped ta}kmg to me for about a
Vgt w T ., week and a half but what I don"tdnderstahd is that
vt 't walk in today and he brings me ].unch which I feel
] . is a little weird beciuse he does theSe [mean] things
i - and then’ ts.suddenly]nice. I rrught add in there
3 that sinc |dfqe3n t talk t().me rnu:_h

s ’, anymore he is the one that } glves me prq]ects, and
(b) (6) . without him talking to me [ do not get a-ny work.

5o I have been coming to work th(; last m,eek‘ and

have been working for an hour and a half',to two
¥ hours and then just sit at my desk for the r§st.of the
AL time. i‘do get up and ask if anybody has‘w(ﬁ{k but
¢ they all sy no. I feel uncomfortable workihgtin

; P *
. ¥ this el1v1rom11ent:rnti [ woukd- - -

- L

¥ '+, appreciate it'if | got a transfer. (b) (3)-P.L.

86-36

U,/ /$666) In an emaifl to dated | M‘a-l (,h
reposted tha had hea ud that

would be meetingwith ahd thetefore wanted to meet
with her as well. xpressed tonfusion about what was
going on in the workphate: * |never minds when they
are discussing welk, but it appears that there is a level of Efﬁull%rmg
going on here, that I personally find unacceptable and
as a HSWS student, definitely should not be required to
tolerate.” These emails are in Appendix J.
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(U//¥688) In an email dated 7 March 2011 (Appendix K),

Itdvlsed:that he had not yet met with

ut intended to do-sp later in the week:

- -
- L]

. (U/ /ey I'd like to give yQu the opportunity to

. meet with me priérto me talking with

. Please reply to this email stating that you want to
. meet with me or not. My intent i tq yriderstand

. your side of the story before I brief her of my side

. of the story. b) (3)-P.L

. 86-36

S U/ /#686) Inan email tol_____ Hated 44 Mh 2011,
| llequested thathis and|____ .= pl‘ax’med meeting

e’ with] be r(,SLheduled'f Durmg thé ensumg email

R eonversatio ta'ted that g}though he was “not really
(b) (3)-P.L. 86-36 sure” what 011(:91;15 were yegarding the work
(b) (6) environment, he had his owpsconcerns te ardmgb

C
W Tttt eondtict: One was thatdespite] iacmmmodating

det, schedule by allowing him to be
i, 'e, OnAWSY, id notfellow guidance to work 10 days
' &+ "+ each pay period and provide advancé hetice if he could not come
ce et 10 work or had to leave early. During the pay periqd ending
gt 012 Febfualv 2011 :ca]]ed in the first Mondav and said

-hé would make up the hours. On the second Tuesday, i "

. ald'that he could work only an hour that day and
would not be in at all' t<hfi next day: “Three times in an 8 day

penQd W;rlS enough.” qw1tched:to AWS - iy
U / / J )l Iexpressed othel concerns in the. emall He

.~ sald that|* . Jhad Submitted an inaccurate timesheet and
k. then lled‘abput'lf ‘Eur thermore,l Ipmfessmnal
ey ﬁypearal1cellaei detenor‘dfed Upon starh,ng'w.ork al__ |hehad
5 wom dﬁ,ss pantsand a 'dress Shirt WIth #ie althou gh the only

*
-‘\‘."- " .'

requuement was td wear a collared,s'hlrt (“quite impressive
xRl —Faly 8838 | * Howevet, sinte apptoximately fate‘Octaber 2040, ril
e o ., dress had become uchdegs'professional. By early January 2011,
g almost every

- Cla-\" ” & .:' '.... .o
- . -

"J(U/ /FOES) ALCOI‘dﬂI& to:emad:also

abused his Internet access &nd was on it almost,constantly. After
he had been observed viewin g (Zl a':g s List on 25 February 2011,

:was told his Internef agcoun't 1d bé suspended if
he went to the site again. On7 Mareh 2011 | ’ i
minimized the site he was on as| Japproached and then
refused to say what he had been viewing. As a result,

*
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revoked his access. Similarly, had also been observed
viewing NSA Trading and reading a computer gaming magazine.

e e e e s (U /PSSy According to] Jwas also
(b) (3)-P.L. 86-36 ... . Qisrespectful..On 1. March 2011 asked to
b) (6) i meet with him. While walking toward the-me'eting,
Vet e Loppgd and turned around, stating that he was not going.to
., T sp,eak wn'hl Jtold him that'he did rdt have a

. choice; so-they met. However | |refused to speak
* . openly, stating orﬂ\S that he would addtess his cencerns with

. hnd wanted to be teassigned to a new office. %
omplamed thdtﬁcﬂso had bad dags when
he avoided speaking wittr anypne. Actording to
demonstlated a lack Of'CT@d.Iblilfy accourgtablht\

integrity, and respect. The ‘eiai tsin Appe.nd'lx L T

(U/ /OB As previously mentioned in this report, a (50 fosEidi. (ERr3n

28 March 2011 MFR documentqd, meehngs-aela&d_to,, ’
work pe rformance that werg h;e‘ld o.n' 15 March 2011.
During the meeting between . and, the FISWS program
personnel that date, ralsed theissye of
engaging in inappropriate"Sex talk” jn the,affice” Specifically, on
several occasions iske hether he
wanted to \i&'sex_ with parbCulal young women in the office.
s R fosponse on'each occasion was, “I don’t look at my
s 28O workerh that way ‘and “I have a girlfriend.”.’ According to the

’
-’ MER, whe Jagain raised the topic Juring a meeting
(b) (3)-P.L. 86-36 with the HSWS program personnel and

(b) (6) R mapagemnt.temw&dld not deny the allegation.
‘e, Rather, he “apologized for the statements that he made” (see

W s :; Appendix A)
'(U/ /"FQ-U-Q-} In emails dated 24 March 2011 tg those who
. pamgipafed I | Chief of Staff) documented a
b meetirig ;h.at sefe date petweer? Her | . land| |

5 L Jte disCuss alle e:d.n.'lapp Jitate dist dssiéﬁs of a sexual nature
el 1 Duving the meeting i
hE " éstablished that mN" vaimber 0101+ * * *Jhad counseted |

+ manage, about making inappropriate
ﬂﬂ-‘ f I‘- .- -... -_IQ(.BS ..

! Iso dtring the meeting,
’ I; . Hirectet 0 hav document
-, Tappropriate discussions between him and| |by close

* . of business 28*March 2011. The emails are in Appendix M.

.. * e

U In emails to:dated 28 March 2011,
summarized three separate occurrences in which
had engaged in offensive sexual discussions. In late

(b) (3)-P.L. 86-36
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November 2010 was atf Jdesk assisting
him with a task wh’eni |stopped by to tell
someﬂung, « Asshe lcft| Jlooked at
qnd.thé‘n looked at and said, I I
| Accor dimé tﬂ |1fis
Lo : épgmse was‘sbmethmg tq the effect of, ['m not answering

. '. s t-ha't be;auﬁe I’deﬁ t ]001<°aj: co- work‘ms like that. ”| |then

SR droppedﬂ‘témattel TE N

(b) (3)-P.L. 86-36 & . . s,
N '(L’/ f'E@E'G_-) The sl Tetaitedla secohd ‘mcuient that occurré‘d

I A 13 mil to late, December 20 ff * fhad had a short *
e a v I“ LT a"ann O L
IS0 A conve'rs’afibh Wi th B 1 desk. As

(b) (3)-P.L. 86-36 ‘.:’..' e * Jleft) watched her.walk away and then leaned
(b) (6) .. down to ask | I i £1%
" % 3w *‘zeitetated that hie did not view co-workers in those terms. — ~ * *°
T 'omurled and then finished assisting him. (b) (6)
o
U/f'FG'HB-) The ‘third incident occurred in mid- -January 2011 oy
when new|" . *, | were rotated inte H*LQ‘b?fu,e A
new| % | stopped to %‘peak wmh L
who was at| Hesk at the finte, As sﬁéleft ‘.

watched her walk away. Heg then 'I‘oc\ked Qv'u“tfle top of the » |
cubicles to chegle w héthes, arivone waq.ﬁearﬁv and asked . *

* .

56 t |to which -
apilc. responded, ' No# +On thiscoccawidn] |stated] |
(b) (3)-P.L. 86-36 -
(b) (6) |

.

. Jsole

s *w,, Besponse was to say, “Ok,” beuau%e therg w¥as no point in saying

- .more “I told lu.n’l twi 1ce bLfel’e thq’r-l don’t look at co-workers and
'f.,he dldn t lisfen to me.” These émails are in Appendix N.

- .t

3 . e, * '. *
- (U I:n.an emall dated 29 March 20]1 :directed
s tb tlommehat lus know ledge-of 1nappr0p11ate
b discmss:on's,bem’een bmﬂ | as well as to
o ;ﬁ:ﬁundl  Jio prmhﬂe-hls summary of events, which was
"y wOWRT e, In the_plallj Jrtated that during a conversation
T Jhad told her about the meeting
(0) (3)7F L. 86730 freeeeeecgny T Il | |
_.-:':':-f gLersl d':ﬁi]' R E=X |left the meeting

.. daddyglt .t -Iold'[ " - Jthat the sex talk needed to

*, stop.” 'R’a dleny, it Tt apol gized i
*, presence. Jasked[  Tto have Idocument

* what happened during the exthange.

(I'J-//“FG'H'G-) fre his response that same date:told

| |that| Iwas on leave. However, neither he nor
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had ever heard[~  Jmake inappropriate sexual
jQkes or comments in| Jpresence. He relayed that the
» only inappr ’)prlateqok‘mg hrad occurred in November 2010, during
. " the twq brahch chiefs’ { Jand completion
o off Q}]:relfo1,111a114.e.e'\raiLfa[if)n. Initially,| ]

. -."rokmglv SRy all O’s after being told jehad to be

o : Sfilled 6t qulcklv éu,qrdmﬁ e cxwrdte Jat
A2 £ o e et inG WAL BOM - and {ad admitted joking

(b) (3)-P.L. 86-36 f aswnnens -w1-th| I ‘agerusual” about his pefformance, which was
actually very good’ “They never intehded to scare him and they
; have apolowblzed and talked to h.u‘n about everything in a

o pm‘féssufnal marme ! ”

\;-

oo TS B MRS In the emarl :noted that the complaint from
. F.e *. Jin Navember 2010 intlueed, “a slew of things”
'. beyortd 111a'ppr‘0pl iate jokes and his evaluafidrr. It also involved
-. (;Om.ei'ras about mappr opriate comments related tol |

x Eost hl'glrs;,hoql plarfs] -

é} ror dmg I | ovember 2010, he had counseled (b) (6)
. andl Ithat not only was

a teenager, it was inappropriate to discuss situations
Bog or jokes of a sexual nature with anyone of any age while at work:
A “So post November EVERYONE was very careful about what
they said within earshot of:’ Furthermore, although on
three occasions between Nevember 2010 and March 2011

.
.O .
+ *
-
o
‘.

-

(b) (3)-P.L. 86-36
(b) (6)

. | Jrold] Jto see him if ever bothered,
":'_.".- ... unr:0mf01 tabIe 01" uhderutilized, I had never done so.
e .. :' In hIS email I Ihald it seemed that every time
% was LOllthed for T&A, work ethic, appearance,
. attitude, or [hja; nétissues, hé ¢omplained to the HSWS PM that
..' - dfe was b@n&, treated, poorly.” He referred: toE
i ," al'laghhon régarding sextial copuments iade by as
> ,,‘° Sa ¥ LOITlpILtO hypeabcrlq’ ﬂas unaware of any sexually
25 o Lk exphat‘]_dkes or conjments, haying béenamade | bfter

R M NovemBet 2010 1TI'Li'¢3'E‘I fe V\‘l’t‘ereasl + st - fand]

BRI —Eals BE-RE [oeewning "1"ec'0'imﬁé'htiéd tha enrairein|  Jo be “brought back
"-";'. N . “to his Former work ethicy” recommended that he be
’ ",': i «~ moved because of his immaturity. These email exchanges are in
’.:'Appeudle-..,‘ "..

U/ A X ) Qh 29 Margh 201’1' as,an attachmenf ko, an email to
I (subseql.ren‘tly.erwarded to[ 11 ]

provided ‘his response tof . request. He said that from

almost the beginning of mployment, he had had

concerns zcgaldmgl Icredibility, even directing

Personnel Privileged Information
UNCLASSIFIE D/AFOR-OF A5y
Release: 2019-02

18 NSA:07092



Doc ID: 6652227

UNCLASSIFIED/AFOR-OFFICHTESEONEY IV-11-0043

to look up the word in the dictionary and read aloud
, »the definition to him.

1 il{ |

According to the informatio

(b) (3)

=Pl

86-36

had-also -cmumeled:

|f0r an

-~

(b

) (3)-P.L.
b) (6)

86-36

(b) (6)

* ?.c'r WA
Q'

. . Jncident i inw

.l'wmaqséx_uﬂs Fulthelmex‘é it Wa

ich he used derogato / terms to refer to

who er\gaged m

ot papprop.l J,a‘te_qehjai eisqussions in the Workplace and had to be

o ‘_ . D gomg on in the'locker room at schoql: “I asked him wh
R ® it wasand as- e.;:k’scubed it[,]] told|

- told 261 %tbp On pne ocCasf(m,

talked aboutl
at

‘you shouldn't be' tall\mg about that stuff [at] work.” In addition,

it was

H

. | |had to tell

o f

—

ueritly asked sexual questions —

that+it would be inappropriate

for him to answer such questions uhti

jwas 18 years

old: “In fact, I wouldn’t even let swear in the
workspace; however, as time went on, I wasn’t as strict with him
as I should have been.”

(U/ [reoee claimed th November 2010

evaluation ineident, he hﬁormedﬂthat from that time

forward.théy would have a “strictly work-related professional

relationship.” Thereafter was oh.”pins and needles”

to ensure that] . . » * "~ Jhad no subsequent workplace concerns
.* " (“he thought he Louid get away. with anything” ) He noted that
‘U pe_rformance began fo'dreeline in Febmary 2011, as

(b) (3)-P.L.

86-36

"did his T&A" practices: As'a"result
AWS 2.

hqed hlm on

(b) (6)

(b) (3)-P.L.

86-36

"l"\l'-—p

U"/?-F@@@} Actdrliny 1g summpary,-a6 Qfy
"_. -1 March 2011 f - . .. Jwould no ]pnge: !;pea!k 't |
‘: £ and on 2 March 2011, T 1e‘3p0rted to_ the HSIVS program
*, *.thathis Lolieagueq were being mean?” 'Ihereafteh

‘, provided the HSWS PM with a Sum1ar\’ S
i "peafolmance issues,” and a meeting

was éldﬁon 15 March 2011
to addless them.. Durmg the'meetmg,l lstated that “the

sex talk® eeded to stop,” and sponded by asking
. Iwhat that peant. « «Jthen said that
Iﬁad asked whether | . |was his type of girl.”
Although| |did not specificaly recall asking] I
aboutl | he immediately apologized:

(U/ /+ee8 At that poin-t:I' stated, “look, there may
have been some lines crossed on everyone’s part
here to include] . } and if there was
ever a time that elt offended, I apologize, I
was the adult in the situation and I should have

@ |
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made sure that he wasn’t offended” and I assured
| Jthat we wouldn’t have any
agdftional problems.

(U//FEEO) In his summary,l Jsaid that he felt
, blindsided by the allegation because ad never said
.* he had been offended_hy-anj th‘fngtkzglbefore and had
K also neverstémed to be offarided. He speculated that in his
e st S Imma mnh!;:ma y have taken out of context something
(BY (3)-B.T.:. BE=36 |sald in orderto be al}owed to transfer offices and avoid
accaountability for hig own actions. A copy of the relevant emails
., " a.nd attach ment ale‘in Ap.pendlx %
'-.. i '., QU / eas=as) As’ prembus,ly mentioned in this report, at the
DRSS -bebmnmg mEAprl]- 2011 |parents received an
%" ‘anonvmous package that made them uncomfortable. The package
‘: coptamed a létter, which| Iacknow[edged to the OIG that
*he Wrote, efaiming that|, + [had been disciplined for
Jn  mhis¢dgduct and in retaliation had made false allegations against
BN wb;k colleagues» that “caused promotion packages to be pulled
. s and hfelong'fedelal careers to be placed in jeopardy based on the
Y . ."word'Qf a 17+v% %r old.” The letter ended with the following, which

ald the OIG he and his parents perceived to be a

- ¥ tﬁreat of reprlsal'
ot T (U/ /'F@U@ as been given the
(b) (3)-P.L. 86-36 ":  opportunity of a-ljfetime and he’s abused it. Given
(b) (6) *+ the chance to be aecountable for his actions, he
- ».chose to blame others. To date, his lack of
e, ““accountability has worked. He's been reassigned to
Ty R, . @new office while his old, office is left picking up
Hay the pieces. He may be ablé to play the “I'm only 17
’ 0‘.’ . Vears old” card for now, but that isn't going to last
T Ton:.g el .,

0-"' -

(u/ /-Feb‘é‘) The package also contained ar0 V of an
inappropriate ema1l'ea<change between .Jand an
unidentified mdividuai (uienhtv blacked out), who
acknowledged £ the OIG whs hlm The email appeared to
include sexual Bgnter between both participants. In the email
exchange | " jokingly ("Hahahahaha”) claimed to get

| [ Jhe other individual
responded,| |

N | As also dotumented
..« = =emrlier in the report, an OIG review of email account
on the NSA classified’computer network revealed that
had forwarded toda portion of this inappropriate email
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exchange. The version sent to Idid not include an early
part of the exchange du:mg which the unidentified individual

determined to be|

commented that|

Plgase refer to Appendices, B

-
.-
L

-

-

-

-

(b) ()

(b) (3)-P.L. 86-36

(b) (3)-P.L. 86-36 |« = «

-

U/ /-F@H-@Nh an email dated 5 April 2011 in response to a

re¢uest fmm ER

bh fleme,nt '0!; .statements madd'
meetm she an (alsa with MB3) held with
. am elated toI kond uct and

and G For copies of the relevant documenitd.* * * = * 2 tiraaaat.,
-

(b) (6)

provided ER a summary of the three

" "15 Maich' 2017 théetin gs mvo'lvmg:and his
°??.E:f ;' =" mauagzmnt, spegific to the alleganons of inappropriate

durmg the initial

-
-
»

—

because that could affect his employees” promotions
‘...we could not understand how issues

+ subseguehf Yelated meeti:

performance

L. Jopened the meeting with comments such

as that he “feared for his emplovees” who had to “walk on

eggshells” aroum‘ﬁ He also said that he did not want

entor management made aware of any issues related to

i

and future careers:

regarding time and attendance/time card discrepancies, dress
.code, and misuse of external internet and other seemingly minor
-ISSIJES doesn’t take notes and he tries to get others

. ‘tp do his work) would affect the managtment team'’s potential for
p'rpmo}mn.an-f[ /or future careers.’

o, -‘

(u/ /'ﬁ@UQ.) Acmrdmg to"the email, at the conclusion of a

ng be twee.n] and

kaid that] |had “a few

woufd "ha

-

mapploprtate cbnversat10n9~ w1th I'um whlch he referred to as

n'

w tallk”: On severat QCL&S]OI’I&, ‘when
ex1teti Wpfk.‘gvréa
Ve sex w1th. tﬁem
that he dither haﬁ; a gu‘lfrlend or did not view his

roung female co-workers
asked him whether he
esponded by telling

co- Wﬁlkt‘l‘} in Ehat manner. . .

{U A f'F@HB) In the emai],

fneeting, which ticluded
K lmanagement team (absent . At the end of

(D) (Z)=PL

86-36

- -
L4

le:d described the third
her, Jand

> disgussion related tof

buformanc‘e.and conduct,

nought up the sex talk issue, tel@that it
.had to stop. He repeated thé Statermentafter said he
did fot.hear it. Rather than deny the allegation, ]
apolog17ed for the statements he had made and said that as the

adult he should hdve'known better than to have made them. A

copy of ER’s request and|

response is in Appendix Q.
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(U) Testimony

(U/ A3 During his interview with the OIG

stated that in November 2010, he had complained to both his
parents and bout an evaluation and ‘pressure he had
received from |had been urging

(b) (3)
(b) (6)

=P.L.

. b= * " "} go to college instead C\f'seelxmg full-time
LA employmerit with NSA after high school, which was
86-36

PREE A .tg etl " - ]to 5o tocoliege. For exanrpie;
* 4 ated < p” o his pnofessaqnahsm although
. I_pm posefully tifedsed micaly. Althoughl |
.’ ult atelv gavel . good Lvaluanonl |made
i}‘i&ﬁ flght farHit” Ilterallv makmg him argue over every rating.

o3 o e
> o tﬂ//F@H@ﬁiAccordl.ng .tal | after his November 2010
l

(b) (3)-P.L.

86-36

\3'-'. ‘...« Lpmplaint, | |t00k him, along withl Ifriend,

to the cafeteria, where he made a general apology to

£ |before proceeding to critique his work performance.
Empealed very aggravated during the meeting, even

a¢tiising - - Jof pytting careers on the line by complaining

about his« o],leaguns Thereafter, istanced himself

fl rom his pr evious Enend!v relationship w 1th| |

,(U/ /FEES} According te Ealthough eallf on tth

had both ]oked with each other at work, it was only
<+ who ;Mked abou} and. discussed deXtial matters. He denied ever
AL (T honally engaging in-sexuak banter with the

’

o

t
.
o
-
- -

(b) (6)

(b)) (3)-P.L,

86-36 ;. email exchange sent as part of an anonymous package to his

) parents was not meant to be sexual in nature, at least not on his

intént. Edirther, when¢asked him for apevaluation,
I Iinappropri y gave him a poor oné, stating that he

(b

) (6)

P B S -
."-}: et
. * . -'- * + .
o * I
. * .

l HO&A’EWEI’ A i
T ", also begahreferring to him jokingly aﬂ- . *» Jgaving that

-
£3 L - b ]

> *. . - . g T . ¥og - I
. ¢ - . PO 2

LS . *

. Ll
ae g » " . I
v

.
Frai] .. m
-

- . .

{B) (2)-B.5.

N
* *

86-36

.fU.; R Accerding <o * - Jhe responded to ;

. jokes by refer, ;mg to h}m‘;e.lf ad |as they
N tended to be poor. Refglenws in the ‘vaembel 2010 email =
F, exchanges tof e werejusta .
continuation of thg - * Jthéme. Furthermgqre,

frequently soughf assistance. from| Jon this

SRl o) L “I"'would neverjokeraboutsexual'matters: wﬂh[l R
‘....:H‘ O Sa!(j t}_laq ] . g n " . .‘u‘.. q.o k

work projects, Which caused to jbke about|

As a result, when| Jsaid the
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same thing during their November 2010 email exchange,
ﬁdid not interpret the comment as sexual innuendo.

"+ (W) HEOBE6) However;

explicitly sexual comments,

unconifortabler in Nouembegr 2010, after a fenta
I |had stopped by] |desk,
Jrim] |

e colleague,

declined to

lasked

(b) (3)-P.L. 86-36

But, he just kept Elo’ing "

: , _(U / _/“F@E-G)I |was alrea:i'v aware that

. "abl_\ed

|However, in mid to late December 2010

. kthat he did not look at co-workers from
. wnd ser-qlalpu'spectwe and bad a girlfriend. Furthermore, if he
¥+ * vanted to talk about sex, e would do so with his friends outside

of work, not with co-workers:”He goes, ‘I understand. I
understand.’

iked

(b) (3)
(b) (6)

=2 L,

86-36

e

o,

(b) (3)-P.L.

86-36

o

o

..0

-

' ;. ,comment about]

e
= taaT
SV r---.----u.o._ hdl A
-

. . LCOMments

[whether he wanted td hawe sex awith her.
again tried to brush off tht, qunshon reiterating that
- he did notlpok af ea-workers that way Vs vSimllmly,

1anualv %lal &fter flmshed a discugsion with
L. t

[desk and walked away,l
peeredover t

he top of the' cubicles and then leaned bac
;1SI<I I

to

-
O LR ]
. *

(U/ 8869 Although those were thee only sexually inappropriate
ade abQUt.prLi_ﬁL colleagues, he Was__ g

» .sgxually inappsopriate in other ways that made m?ﬁ?g’
i um.omf'ortablc .On ong eccasion in app10x1 ety | 1487

"

*Jaskec o

o Joilained that] s & cLe

(b) (6)

.
. - * .
. * _ .

s F=. .+t Jthen went dnlime to look up and show

(U/ HeH80) During the same Lonvefsahon.l |made a

"Whicl he-referred to as| | [went on to joke

that Wwould know about the practice from his high
school locker room. When questioned the term,
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werheard and also asked what it meant. | |

continued to tease repeatedly saying that] |

would participate m| lde‘;plte . |bffended

.demals) 7 .

U//F@H@:dcmed e\.ér.aqgmg any sexual questions

of or inifiatingssexual discuSsionis witl Rather, as a

: . '!.U;'f-F.G-.H@)_A]thoughl ot ¢ |nevér'to].d| |

et JAccor! dmg | ' . JWhtle the twq were 1eturnm Taome
w2 w st 50 0 slipplies after Christpiad 201()' 5 ‘I * I‘.,.
Fwhen ="
(b) (3)-P.L. 86-36 (b) (6)
Sigeie [rt.sfponded by h%km g why it mattered | |
5‘.‘ .. replied thitht ]Ubt wanled to know. | JtHen told him -« * *
“’ '.‘:.:..0 . i &. * * 4 !' ‘. * : . - : : . ' .a
.- ’:.0:0%4': ‘O.‘o:. . : : : - .'
.. 9:‘.‘:.‘. ‘l‘.. . :.;. .
.; :5 & * - - ‘. = £ o - *
: “3 s % G . . . *:
:f :_.' A %L’;’/'F@;H'e Ao found such remarks offensive, but he
2 * . - . X
e s dld-nat- dir-entlyh say so b | “1 dldn't want to hear it and
(b) (3)-P.L. 86-36 . I'made 1% 1001(,11le [ didn’t want to hear it.” He tried to'divert
(b) (6) TEEEA '-' such cbhvusaﬁ'o‘;ﬁ back td worka ut yoyld bring
lhem baL]'c to'sex, etthel asking uestiorls that were

. dose to 'l'um il fsaid th@t

"toa pergona:]om baikmgoabout his own sex life. i

-

was trying to get

Iwas ‘too personal”
'fnormthe start, "He‘was trying to be, like, my 'dad, I guess.... I
Lou{d afl's;e it plogreS§mg 1 knew, 1 knew.hL was trying to get

=
00 ‘ﬁ.

(U %/, Fese-) when a-e,ked Whether

LlOSE rsona] with me?,* Whm; asked whether he ever thought
% thatb‘ra&;‘”hltm% on him, hesitated and

* finally stated that, bmng heterosexual‘ ke had not previously
tpnsidered that possibility, HO‘N(—Z‘VE‘I‘ given the sexual

discussions nphated by nd that Iso

frequently talked abouff *, e . Jit was possible that
twas-tu ing to gatige wheth.erl Imight have a

*

sexual interest in him. )

*
*
.

(u/ /-FGHG):was asked about an incident that

occurred when he first started a

wherein he allegedly used a

derogatory term to refer to homosexuals.

said that he

and a new female colleague had been discussing tourist
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for her to visit locally. When he recommended that she

visit]

places.
(he had.rto

his hIgh school culture Lommg ouyf.
* to him about the ineiedertt thhl

._ . . swlrat fo'do

" * " apotogtze.

resolved.

(b) (3)-P.L. 86-36

| it was one of his favorite

1phas:7ed that he had not meant to offend

t known that his Lolleague was a lesbian) —it was just
subsequently spoke
lpresent. When he asked

to remedy the situation, | Jsuggested that he
dmqulately dﬁd.‘;o, and the incident was

-
*

.
.
'o

-
-

.

;lU{ ﬁ‘F@E&) When asked ab()ut the 28 Februarv 2011 email to

in whu.h he saidl that he*was uncomfortable around

*
)

Ir esponded thatthe dlscomfort was

*

-

11othmg ne,w
because he, ge‘ts 3 Tittle too personal.”

. behavios th

. ‘date, af'tel’not speaking to]__. * °
) umaﬁ(;mctedlv brought‘hlm his favorite

4 was uncomf01tab1e the whole*time [if
*Jengaged in other
ound odd-and-harassing. On this same
Jfor several days,

for lunch.

(U/ /-F@E@jl |had vir t'ualh 5topped speakmg to

‘-ctfbet not- 3
also unexpectedly showed up]|
According to] | when

» Jby Eebrmraty 2011. However, in late 'Febru‘arv 2011,
cakmg to and acting as if he hated

oofirst came &o|°, | he

(b) (3)
(b) (6)

-P.L. 86-36

done so un

to lum agal

|ll-Il-l|--l-Il"]'}m m\qw.‘ﬂl 4 g ==

* * saw hint there.” “Fatrthermore; the next dgv,

urt] “.¢ Jhad not
til this pal'mul;lr Oi.t.aS],O'l"l *Lfelt a listle welrd:when I
asnice

natwork: “I thought tha.t tifis guy hatlea,real  a.

-oblem or somothmg like that.” Because he'thgugﬁ.t

behay:or ‘weirtl,” started to avid +*w®

*
*

- *
.

(b) (3)-P.L. 86-36 3 magasine

Speaki,ng w
speaking to

ith - } whorsubsequently returned to not

(b) (6)

- L]

<
* ‘O‘{

g

;}ped'
asked for

3 -

this® same timeframe,
rork to do* even thougt

*Durin 0]
- e

* e

" ';t.mﬁlhple hmeg q days whith made h1m bored and EVen-rnme

. -m1cdmt0rtable On his HSWS Loordma.tdra«s ad¥ice he -bmught in
to occupy his time. pr’evel,got upset
. « UPGN semgﬁiqdmg it, tel]tng hirh thatto do so was
P amacdeptable.] also bg.gan| . |

-
-

-

v
*

land other office

members frequently]

thought tha

.
+*

I
] |

. Jwas trying to disparage and harass him

|

byl
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(U//Fese)____ Fhanged[__ JAWScode,

alleging that he had abused the flexibility provided by AWS4.
ha-d previously been allowed to flex his work days

and hours because of hlEI lschedule However, on one

occasion) -« Jrealized that he needed to leave early
L " because, g4 | Jhe'had forgotten. He told
% nd his colleagues that hé needed to leave and would

.t Lealse not be in the next day beqause of| Jor which he

;:‘."....- . . hag ].Itﬂe notice., Although theysaid i weas f-me-| fcould
teH they were upset and he apologized befote leaving. When he

. retumed to work, he apologized agair, bu elled at
e e *"him and told him he had abused hlS f]exfhllltv and would be

&

o : fﬁken off ]u‘; AWS code. o . T

- . » -
- - -
. -

“ U) / E@H@)axd thatl:ongqmg harassmg
> behawor affected his work performance and conduct” Fot,*

2 exa'mple‘topped. d1es<;1ng professionally as a.reSult

T * . . of*His frustration'over the evaluation incident. Also, as tlme"o

gttt progressed and rustration and,discomfort with *

(b) (3)-P.L. 86-36 - | Igrew his productivity declined. :beheved :

(b) (3)-P.L. 86-36

-t

(b) (6) T “that] Jintended to continue his harassment. He (b) (6)

;= = = considered the final sentence in the anonymous letter sent to his

e » . parents to have been a thr eatTha't:would try to get him*
i ",‘ in‘trouple at work once he turned 18. .

-

.
. . * . .

e ¥ ‘(LT'/ o .F'e'b‘ej ALLOLdmg tof ] on 28 February ?011, he
. . Lontaf_tedl |1ath01 thar about his goncerns for
.t +, severdloreagoms. and had a clese re]atiOnship

el -'md fr equt—'nt[v kaed togethér about]
e Fm tl‘uﬂmmerafter m&km his initial complaint in
%% Notembes 70'1{3 . poke w;thbbout

- behavm]; (he dId npt mention the mappropriate

g o .se‘xual comments) but was'riot takEf‘l seriously. :dld

%2 .npbh‘ing and seerhiéd to 51de.w

Q...l‘i. . .-u‘

:«:“\.. . B A {U//’F@H@) On 15 March 2011 durmg meetings with HSWS

" .
L RN : pergohnel and his supervisors; rought up the
(b) (3)-P.L. 86-36 "pffensive sexual comments, asking] Jto stop “the sex

0 Tt kY tActorting tof | when he raised the topic,
* *" _ . &
Yo Tagt -ﬁimmedlately acted guilty. He became obviously angry
"+ "< and dpologized repeatedly: “I'm sorry, I'm sorry.” When

a - -
K . I 5 g Ir'eé'lctmi with surprise and asked what they were talking
*. aboft,| Efarted to explain but was quickly cut off by

| “Well, 'm sorry "I-h.agl some sexual discussions with
fand Ijust apologize.” Given fhtak if was his word as an
HSWS against a long-time NSA employee,:was
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surprised by :quick admission. However, the apology
ended the conversation —no further details were discussed.

.
-

(U/ /reEe)| MB3, was interviewed by
the OIG by telephone on 6 uly 2011, said that in

Nevem'ber? omplained that he was being
Lwte e hafadsed {w Jhad been pressuring him to go
(b) (3)-P.L. 86-36 to aol!ege rather thapraccept full-time employment with the
e, j—\'gencv and eveneleft college information on his desk.
..‘i i ..:..- Fﬂptﬁermbf,e,mlhall'v g!avré‘l Iall O'sand 1’s
. . : .oﬁ }‘!LS'BEJ farmamc eVdlaation and then madd] Jjustify
¥ ‘the :'ecupfof.bette; ;atmgs Accordmg tol JHSWS

“ evAflgaijbrs are typ aly ‘completed by the supervisor, yet
. m a'n.ted to o them himself.

- % ‘ e - Yo

R (7 t r ft‘ll.fng{ superwisor to
s+ make s'f;ontmud sqch behaviors, elieved

IPC A 1 () mafter Wwas 1esofued At the, lll'I'IE she did not consider

Voo i |allaged harassment fo-have-heen egregious.
(b) (3)-P.L. 86-36 : Yo
(b) (6) (U/ /reee) Pccor dmg tol 4 |m Na 'ch 2041, she and her

2522+ . wsuperyisorl [met mtl’i g ntl, his|

o % " * supevisprs regarding problénis both' Betvreen nd
T i‘a‘nﬂ ‘Wwith| Jwork performance and
‘ . : . attibude. First, they met with] I Jand| I

% . tO"dlSLllSS problems with| Jperformance and conduct.

3 Bqﬂa she and| thotight it strange that;bpened
+ _* the’ mde.hng by stating that he did not like.thdt his staff “had to
'..' walk arqund q.rreggshells w1th and worry about
' theig ear ears or Pmmot;tous.befng affected by him. I Iand
z % I_ldlcl nqt.{mderstand thEIc@ﬂcems with
S - 1‘&A_, al;hﬁrd‘e dréss, and work performance could

o -h,.a.-‘ha‘\{(;‘.énegahve effet.t On the careers of others: “It was the
» Oo.:l

rogrde e welrdest comment th’a.t Ihad ever heard from a supervisor.”
(b) (3)-P.L. B86-36 = = =« &«

KU‘//?BHB’) Dufing 4 <‘.ebé¢’at’e 'me.eﬁng'betweon:
o :'.' WLALLCT T land] Jinformed them that

'. v Ihad made, ina.ppro riate coments ‘on more than one
% " QLLabmn W-hel_em he askedl |whether he would like to
. ha\;’e-sex with 'VGIIIOUS female colleagues. | jhad also sent
. . him mapp:.o_pnate ‘eirtails. mphasized that the

+ women ifvolve dld not dress or act provocatively at work and
+ that “dmaments made hin uncomfortable. After their

tqc,etmg with| |a11di Ispeculated

that it was this inappropriate sexual conduct b)l Ithat

1ad been referencing when expressing concern for his
subordinates’ careers.
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(U/ /#8868 According to she and] |
subsequently met, with BT ]

Inag Jefe). After they.discugsad
o iF i s me t:on_'duct] |
+¥ " THesex talk has to s.top immediate]y dpologized,
(b) (3)-P.L. 86-36 acknowledging that they htid had inappro rfate conversations
2 +(% ¥ous Te ﬂght ! apnlg-g}?e Whe;wFLthkeLi to what

‘ 'the\ wel e refefriyg Jwas unable to explain further
. ' beLause T got defensive and cut him off.”

o
.
= -

M/}E%@j Durmg he.r 30 ]une 3011 irterview with the OIG,
Sald that when _Iflrst startedat|_ Jhe had
~made derogatm vrng ences about homosexuals while telling a
.‘,. -+ hew employee (whonfl . knew to be lesbian) about
ot Il | |
(b) (3)-P.L. 86-36 ]
() (6) | Jsubsequently cotinseled
i that the yse “of such deyogatory terms Yyas offensive as
e weHas (.ompletei.\:'mappropl1ate in‘the workplace and su%%tsted

LA
L
. ¥

-

L Ll

LI

’.:_ . that ‘he gpologize to the riew employeé, which he didk
< *said thatsflé'ﬁrequentl\ had ‘to teII Ee wat@h his

N language in the wofkplace aig sef i ® e i
= . " > - :. "'l "o » * .n
) . U/‘/‘FG-H-G:Faid thatd:d not make *
e 1119;9;;sﬁpﬁate exual comments about .femaie-wlleagues irr her

SRR -**Presenge ‘and she Was unaware of his ever having ‘Mrde such
commertts. Howevel when specifically asked Whethe.rE
(b) (3)-P.L. 86-36 engaged ih,a lot of sexual ]okmg or teasing, her" responsa was .
vague: “I wauldh.t say a lot. Tcan’t say it never hap.pened She
&g o elaborated that.the talL was nothing, she ever found offelzlglve or’,
Wb :”u'xgr hho top . . . e B

* - -
- .

0‘ -
" *
e
13

B ? '(U/ /*99@)- FSCL @Tﬁmg tol |bef01e aNovember 2010 s’

£ % nn,u‘[ent 1é1ated tof - Jevaluation] Jand "
- |had bqntt.rec'l.wis[*l each Sther, but she could not recall | ®) (€)

. "especifics (she did recail.that

“en
o J'AS ﬁ1é1{thned earlier in the report, 1
', was aware of one emall-ug whith they had engaged in®_+.'*
*, inappropriate sexual banter; becéuse] S, . Ewd‘ﬁo?warded
“her part of the exchange. Furthermere . ften
complained abouf |
; . 3o I
However ras unaware off* + ) -k;alling
| |iwy the nicknameL o | or ofH jioking
about
Personnel Privileged Information
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]
[
* -

(U/ /$6%%8) When asked about a discussion regarding[__]

| I Jsaid that because her cubicle was catty-corner
to] | she had overheard parts of a conversation
between| . Jand| fregarding the topic.
However, ail| Jcould specifically recall was hearing

| ask| |whether he knew what the term

.meapt. When she then asked whjt it meant, someone told her to
. ,T(}ok it up on the Internat outside work.

* t
ao’

Jelt (U/ et | Isald'_that she 'Witnessed the November 2010

.+« evaluation incidents broyght in a performance

oy evaluation sheet front his hi SLhOO] and aslqedEto
- complete the form l;ecau,se was out of the office and the

o .evaluatfon was due the néxt da?;.l/\.henl Jasked him to
PEEESTUEI out with the ratings hé thought he deserved | |
_declined, stating that a superwsm should ‘doit. To teac
to stand up for hlmse]f ayud “defend his ratings,”
rated him very low in “several categories but-had made

w. e i copy | of the ft)rm without knowledge :

Yoy -

] ‘('LI/ /-F@H-é)'\yhe,nl |p10v1ded thhco'mpleted evaluation

ol "+ to| | I'asked him what had accomplished
e that woul&support better ratings, erbally provided
.o the input. [ ‘. |eiskec1 whether he Rad:anther copy of the
..y evaluatioh.form ]f(l’le'w he did Rot). BV

i subsequently‘gave he cleaﬂ eqQpy he-lﬁd,already
% .°. madeand had i\?en ve;y g’oqd 9\7'.a-[ ion. At the

s % Hime i'd'ﬁot debrn‘upset.”

(b) (3)-P.L.

86-36

% '- (U//'Fe'b‘e-) However, about.a week aftgr.r eoervlng is 2
*. " performance evaluation did segm npset.and ’
".studdenly avoided speaking to] . JGeard that
* “duling this same timeframe, o 1ad Gomplamed to his
'- parénts and the HSWS PM about his eva uatwn and bein
. pne‘sstn,red to attend college after lugh s;dﬂoel Becwseﬁ

"hadt frequently asked his golieagucs £or thelr advice anid opinions

1’e,gcn'dm';;‘j college versus 1mmed1ate employment did
not beheve that he had been prg&;sure\i K g
(U],/-P@-E}@-'y Although did not recall Whetl*l:}r it was

Jsilence or his complaint that precipitated the action,
Jfook| |t0 the cafeteria WImﬁae a
witness to talk aboutf Jconcerns, ag well as his recent
moodiness. | |had already sentﬁ an email
telling him not to let his poor attitude affect his work; During the

meetin g,Emade a general apology toS

saying that they had not meant to push him in a particular
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direction or upset him about his evaluation. :then said

that perhaps he had gotten “too close” or “familiar” with
ﬁ Furthel more, now that| |knew|

A ’ relat_iop.gh,ig.-,l |took th1s slia'[ement to be related to
wrrrrrrll |being offended bﬁ&E]okes related to the
(b) (3)-P.L. 86-36 evaluation. .
3:5'}1: ey (Y /,{-F@-E‘Gﬂ‘l_ldl,d- not recall:sm]dmg
et fe N ) Tor.}ﬂ‘l’ll'tmg jobs qn the tine with his complaint during

Mg J—|—|
.+ . thedpeetinig 'Ehx:'ha.d_ no k;'lowkdge of — ]having directed
% pologv q for whether said apology was
falet,te td any okt inappropriafetjekes or Lomment§| ]
!y hav.e I’nade ﬂd&d not 1eqa1[| |eve1 telling her

B 'and Her 'colleagu’es that.it wag' m,ap‘pro riate to discuss sexual
:‘.’.’.‘ . matte_ls; at-wd;rl'( espéca_ally in front oft]

fI- . ="
(b) (3)-P.L. 86-36 U Accol’dmg tc\: before Novémber 2{)1()i

(b) (6) § e 1ad had a mentorin relahonqlup with

pr 0v1de uidance and tried to get him to
% .7 ¢ &« do “the right thing,” confronting| Iabout his credibility
., " ‘wher he to]d | outrageous stories. After Noyember 2010,

Y. bocarhe mpre and more “grouchy” and withdrawn

* and his relationshijp w-lthl |Changed

*, avoided going to for'work or, with questions and
*, instead approached orher: “He Wolddjyst pot want to

Talk to] | (b) (3)

=Bl

86-36

(U [Fee)| Jwork pertorinance nd fiitduct also
declihed. When he started at] et Iqons'ta-_nﬂ} asked
for wor]( and expedltlously completed it. Heoa'lso over- -tressed,
always wearing a dress-shnt tie, and =;lac.k*i gven fough he was

told he cotld swear a polo shirt and khakis.. Dver time, >
began d on one

occasion _ei® | He stopped askmg for work and

was, abserved atgessing inappropriate [nternet siles after. bemg

L Yold not to do so. ﬁat’tendance slipped as well. He

began calling in sick frequently, arriving laje without calling in,

(b) (6) and telling his colleafues af the last minuft that he had to.leave
“rsasua.. .. Sarly, Other than poas’lble displeasure over the evaluatiory

incident and having to 1ugg]’e his| * r |

had no explanation ,ft)l thé change in| - jttitude and

performance. .’ . .

- e [

(U//-Feﬁejolh regard to] * Joehavior toward
| Jsaid that after November 2010, he stopped

bantering and joking withl Iand discussed only
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work-related matters. However, there was an occasion when

eemed upset with

and did not speak to
.him for several days. As time progressed, the tension between
was obvious. However, despite the

IV-11-0043

] Joccasionally brought back

it c.hange in thejr reldtionship i ;
e |a}'tt,r being out with the rest of the office.

opetoudeted-thal - - - -

{felt sorrv-for him:

fin

she first heard about

|c0mplamt tegarding sexual comments made by, .
T |m M-arL'h 2011 aftell keturned from*a"

.+ Ieeting with fhe, HSWS PM regardm

.t work

...

However:

LT Febl u,m'y 2011 aftel attending a nearby after-work officé f‘uncnon

(b) (

6)

of having asked him whether he

never seemed offended by talk in the office and, at least initially,

'.':”" " that
. m? g “” >
n e . b

= ves .
- -
- -
R
-

s e

- -

Lo ’ I Jand]
e " funch f01
(b) (3)HP-L- 86-‘36 TRTHETETE TR TN
(b) (6)
also atten-d'ed ome of]
'&.‘ "
.*’ *(;UX {F@E@} -A‘mcprdmb to
Sl A per'formance
;‘:::.-“- . ™ * . . E’!C.CUSé
‘:1":'1".'..'.... 1
(b) (3)-P.L. 86-36

. « seemed (o be-a-willing participart.

expressed skepticism

ould have waited so long to report something

- *

L] LI -
- L]
- - "
. - -
- .

':.- that he found to be offensive. She speculated that he used office
<. --'I;mnter as an excuse for why he was unhappy and to get
; e traﬁ&'fez’red flom the office.

was not interviewed by the OIG. Inquiries
': . e reve’a.lt,d that he was on extfemded leave because of a family
TN met;lmgll'emergﬂu.v

: |Cluef r.).f Staﬁf was interviewed
. * by the OLG on 15 July 2011. She described as an

*  told

|tha't

fa;; havmg problems with him:

.

: '(I.J/ f-FG-EG! It was [aj perfom;lame based issue [in]
g tha washit dping'what he was

(U/ FFOEO)

who'found them “really bizarre.”
10thifyg would happen to him or others in

I %

. supposed to do andl Im’ade the
. comiuent to me on at [east two ogcasiong that they

. wanted to get rid of the kld and hé said, “because
heads ale going to roll, caleqrs will ber rumed"

-

. abglesswe ohardmrm klngj young man who alwadys.sought to assist
his co[leagues I—Rm sever, on either 7 or 8 March 2011 angd then
. again on either '],6-01 % Mar-ch 2011 the following week,

epeated comrhents Lonfusedl I

She reassured|
as a result of

failure to perform and did not probe further.
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(U/ /#686) On 17 March 2011, the Chief]  asked] Jto
obtain details regarding] [ﬁ)crfonmem?:é issues and
: esire to remove him from theoffice. | Jtelephoned
; and I.eamed ahout the accusafxon against
. hﬁduned:that during a meetmb
« Lo taldf L. e Jmat “the sex talk.needed t$ $top,” Furthermore,
* 1 13 Japologized, a]though the other employee present,

A R A

- .- o
Ant Sreiib s |séeined taken aback by the actusation.

b) (3)-P.L. 86-36 |+ = » s = a x &

S (,U./'Ehex’l et witJon

"'.-. - 18" March 2011 to obtain addmonal details. He told her that
A ' § had engaged in sexually inappropriate behavior from

. "N{N,ember 2010 thm'ugh January 2011. On one occasion,

.... I L. _.‘ On
o anotl‘lef,’wl}ife-fhey_were walking down a corridor |
.t " «Commerited fof | N |
e *+ . Isaid that also
o “* .+ became “too Perqanat”'w'hbn tabkirrgrabout body parts an\imade
:::'. «*  sexual<corhmentstabout] land R -|mcludmg that
‘?.:'.--'___._-.1 I..........'.".'q.\

El};; Eg; “P.L. 86-36 (U/ He8e) According tol i I on 29 March 2011, before he
e _prov'cled hiswritten summary regarding| Jinteractions

*as :':' * with ]mr.t with her and expressed shock at

B the e!ccusaUens agamstl | During the meetmg,
. Ve " fnenhoned thathe had qounseled his division m.NUvem ber 2010

. 8 after. tf(,eqrnm;, aware thatl ]ha‘d told a sexual joke in

'. . Emnt ofl I However, he did not say how he became
e o0 aw’c‘ue-df he joke anid whcthell I’lad complained about
e -',‘ R s noted -tha'tl pifice is at the opposite end of a

<3 sxda ._I'ong, harta Toom f'rgm[ weicetl Jand |
Reslece _' Work alé‘a am:i he could not overhear what went on there,

(b) (3)-P.L. 86-36

bR '(L g /*F@UG') 'Auo'rdmg to] Jtold her that he
* ':.,» iy *a#-.m.aq u1;l'1wa1-e.qf engaging in any type of inappropriate
© e, ‘sex,l,}a'l‘ tﬁd’c_t.;ssmns it |after November 2010.

$ “.Furthcrmc_n e, .+ “Jdid.not believe the allegation against
v L% lantd referredto] ., ~ * * - Jas aliar. This
* ”flabl‘:mgasted ‘who had found] Jto be an
Bonest pers;m Furthermore, bhe foundl Fredlble
because of the-tewel of detail he provided regarding the incidents
(“1 dlti.beheve: how could’a 17 year old make up stuff like

this?”).". L .
(U/ /#0863 According to] | Jwas very critical
of| [ Ito[d her that he had been clear with

everyone about his plan to obtain regular employment with the
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Agency after graduation. However, in completingl |
evaluation,| lJtoldI Ithat_ he-would not receive

good ratings bacause

ati G wanted"him to go to college
instead. | 5 Ialse exméssed confusion toﬁ

regarding 10t speaklng. to hini for a period of time
Jantl -thm-wlexpedt,g{iv-h ihging him lunch. In speaking with
R md reading the related written statements, “the one
Ae".:’--'::" :: _' “thin that came, thropgh very clearly? t0:was that
TR SO MR icked onb ‘almost to an extreme.”
v Eyree ., [,JJ;" 4 During his 18 July 2011 interview with the OIG,
Had :‘ 2 ﬁfﬂeﬂ “tratf - Jwas “making a big ordeal over

nq't,hmg According tol | he and] |got along
. .‘Vg)’l\« Wee]l tmtil the November 2010 incident in which he asked

% or mpq #ihto his performance evaluation.
s dld s0 because gsking, submohmq,tcs for such input was standard

, ,-' .practice at NSA. It was Becayse efused to detail his

o e accompllsﬁments that he was ipltmfly assigned poor performance
e 1ating§ :denied fellingﬂthat the ratings

Y were to-ehsurg that he went to college instead of staying at NSA.

":” (U//Feb‘e') Au.m dmg_ tc}: the evaluation incident did

.' . «n0t becbme an issue until two weeks later, whe

' | |He. . ...

(b)Yi(3)-P.L. 86-36

(b) (6) speculated that| [was frustrated becatise he “didn’t () (6)

want to work here, he wanted| and therefare .

S, wiate the e complamt gbout his evaluatlon and about feeling

b pressuled't a*to college. AItﬁough acknowledged

’ ?:- ) * having toldﬂfh‘at lag f.hpuld 0 to college instead of

,".. ‘;ee‘kmg ful*tigre employment at NSA, I ijerﬁed ever
Eﬂessurmg l'uTn to go tQ edllege.

* .

U/ Aﬂ I [November 2010 complaint,
2 ked [for his side of the stor y. b

agfy'isedf N Jto be careful in the fut“ule abdut what he said

sahd did arcundf . He-madeno specific mention of
% seXyal jokin apologized tqﬁand also told

e "

o

0

.;‘ tant e shoudd addr ess problems directly with the

’ %ai 2 Person” ifvolved and ensure that his emotions did not adversely

*

affect his work. «
(b) (3)-P.L. 86-36 :
R RS /‘E@b‘@* When asked whether he had engaged in sexual

banter w;nzh i " .| replied that it “depends on

how you descrbe it, " For .exampIe !frequently
mentioned having a giflfriend but'n'evar seemed to actually spend
time with her. When Lolleaguts ‘atked what nd his

girlfriend did together on the weekends, |was vague
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[began teasing] Jabout having
made up & giﬁfriend. 5
U//'F@b‘@) Fulthern‘fore, on at least two Ocgasions |
had asked] | In'response,
| kimply said that] I On one
eccagion | Jalso, told] |that.fie should not yet
e | ] Without prompting told

o ¢ *him,that he already had-l G }z“es.pm;lded‘by'tellmg-.
(b) (3)-P.L. 86-36 |t0 wa‘ituntllhe was-done wnt[uoﬂege a7 ."'«‘.3_

(b) (6) -
{LI/Z /FﬁU@jEdemed havmg been in Daytona, FL, ) (5

i Elnnng hissepiur, weék of high' school. However,he. « « = = * * g%

. ackncawfedge(} t11athe might'rave-told] * |that,he‘.had"
vl M.}ult. in high 5chool. | .+ ", «  katd that
. he Wa,s-unsure of.the Lontext [ lg],so recailed aa'incident,

) but’ not specifig detdifs .in which he odked.
& .:' . .rneanmg- for
.:.;-.,' i .Héwever, he did not reedll] [being. Sresent. | |
o s dentied éver ha v.mg a . |
(b) (3)-P.L. 86-36 N I
"'ﬂl.t- .. . - i : -
e CU/H}S-H@_-) In regard to lhcl inmdent
stated that’ i }Vaal — [who first mentioned the term. He
thougflt thatl * +Jmay alsbhave hegn present. Although he

knew what the termmeant, | =~ * .. ]asked| Jwhat he

was talking about. | Jexplained the meanjng of the term

and said that it went on in his ‘;choql I Itolcl |

that ¥ stich actiyity.oceurfed,; it was inappropriate and needed to
R [1 -rep'orted

e R L qa e (U /POEOY Accondimgto |:ﬁllring the 15 March 2011
A meetmh with the HSWS PM made a comment that
, , “the sex talk needs td stopi " MHen] -Iasked what he

ant

“said somethmg about| Jand sex.”
recalled onlv one dISL ussiort with
pnd it was not séxual. On that occasion, he
hz;&:gmﬂt;-. saet] nd asked whether she was the type
. .i- (3fglrﬂ Jliked an lhad responded, “No.”

L & AT e e’r,.- because heyras theadult and| |was only 17,
(b) (3)-P.L. 86-36 during the meeting ologized for anything he may
Y have d’one to-o{fen

-

« .'... 5

'(U/ /-FG-UQ I lsta ted thathe.did got recall asking

I, fin Novemhel 207" | |
P_&Ithoughl klso said he ‘dict nat recall askin
in'Decernber 2010 whether he wOuld “do"ﬁ
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he acknowled%cd that they had occasionally “joked around”

about sex. said that he did not recall a January 2011
incident during which he allegedly asked| | |
|a11dL ¥ |
. | When asked if He could have made the
comments a]ltng aid, “I, you know, anything is *
possﬂ)le but, you kn,pw7” . " -
(U/ i‘F@E‘G} Aceo;ding tom wheEgot ar-
Gmplamed that he’hdd no moneysfor lunch:_ .
Therefored * - . | " Al |
{ . .| On one such o’cﬁas,idn .

."_made:the‘staterhent that hig Collga‘gues must tﬁml.she wasan* -
. mq_auso he bad no mone\ﬁ It was, becatxse of thls 5

o _+ Gonyersation thatlrt inttia tmg'the 3 Noveitber: 2010 emaﬂ,, N w
S Lthan e he latér printed and sent aren‘tq, v'-‘_
el itled the entail to] | | itintas ndtr %

»
»

*
+
* *

. ;:. LR otherwisg-a steady, foke between them. Furthermore, they did not

(b) (&)

- .---l'-'"""" L ™Y
(b) (3)-P.L. 86-36 . L._l ,gn".‘..

(b) (6) . A
« &% waelnieie (-U/ z’f@'U'@)-A@cenimg “to| |the] ]emaﬂ F
& -
i A * exchangp demonstrated that any sexual banfer betwedl him an
':;’ o W was mutual. He explam‘bd that hIs res‘ponse of
Jaerew lta
AT S | line, | | was iii
LA ,‘-‘ .reference to their earlier] it | During that

e v Conversation] lindicated that although|
(b) (3)-P.L. 86-36 . |

357 .* banter about e eee I.’.

*
-

-:‘:;:ﬁ'. d Lr}/ F@H@) When asked whether such banter was appropriate
s ."'«” “for. sgfmeone in his position to engage in with a minor HSWS
. S'tudemmlalmed that the email exchange had been a
. Smigularone. F’urt:hcl more, after the exchange, he chastised
. _ or sendmg Such inappropriate emails: “In fact, after
*, thate;mail, ¥said, “What are you, w.hat are you doing? You can’t

rar .

* be smdmg e'—'_uhaﬂs like that .,
"'

E{ /‘P@E‘Gﬂ [ .+ Jsaid that hé ¢ got mad” at:cm
both occasions that]  *. | omplamed.tg the HSWS PM.
ad beerr told tn November 2010 aftex, his first

complaint that if he had a proiale.m, he should teH: At
the time,ﬁalso'tpldI:that his colleagues just

liked to joke around and did not mean to offend him or hurt his
feelings. According to :af ter November 2010, he even
made a point to say, “You know I'm only kidding, right?”
whenever he was trying to be funny or joke around with
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He also teased___lby saying that he would
not say or do certain things begause he did not want

to cgll the HSWS PM on him, * L
(U] /Feeey According & Jover a P‘eribd of months
after November 2010, rew disrespectful and began

to do whatever he wanted. He failed tp*come to work on time and
abused the workschedile he had been placed on to accommodate
| R | Jwork attire went from
. being very prb fassional.to pSing unprofessional. He and another
. HSWS stydent |
without pel'mlssmn' "As a result, . rew more firm with
s him “osget hlm'head'ed in the righfdirection.” According to
. he legmmatelv cared, folf Jand tried to help
;i Jian.dgvell. Heé denied ot spealdng to] '. Jin early
s e ‘Fqb?uary 2011"and  stated t‘bat by tHat hmel § Jknew his

s ..: x‘asslgned tds.l'a and -no'long,c:l qegu‘lred regular® taskmg

. oo o’

-'f."

.‘ aMd (.U{[FQHG-) B.ecause. ofl Jr&cA issues, on

) '10 Febitiaty 20171, “ removed ffrom AWS 4.
FHE dlgochurtselec about his-irritating behaviors and
. -T&.ﬁ_ pmblems “I'm leaving [for a new position]. I won’t be here
i g to-tzabvsl,t‘you anymore., You need to knock 1t off.” Bécause the
“; F ct)nvel.sau(m obviously upseﬂ | |sént him a
iy “x : stext {ate that aftempon that read, ”I [ hope you don’t think"['m just

.' =yt -hgmg mean 2 u. U knbw.] only Want 2 see u succced 7 He',
. .,1 e;gwéd a text baci@ﬁorﬂiﬂnt read, in parf,. | kh_ow

(b) (3)-P.L. 86-36 f»=saa

‘1 "
d

(b) (6)

fhah'>c for helpmg me out.” « &

Ty v Fs S8 s + 2 o -

. . * : v T, .

Aol (Wemese) . Jsaid that the next day, he also surprised.
(b) (3)-P.L. 86-36 SRS =Y I Iandcould‘
(b) (6) tell'that] «. -+ | | AS & iestelty =a v

SRR 4 believed thoy‘were back on good terms. When asked

the ugmflcaﬂc? of other .h,and written dates on the text message, ..

.y

print-ou} he pr ovlded (oAppendJ.x R}J |exp1au‘_1e.d- that .

they sere,two dates’ that‘he | | and, Qther ‘members of
the offmrvyem to luteh togbsher on

30 Septemher’..()l[) and on 22 October 2(}&1{]),
demonstrahng thathe ar got along well toge'ther
and “never had any pl’(ﬁhl?ﬂ‘lb g o=

(U/ /=) Accb.rding tol -+ |before the 15 March 2011
meeting with the HSWS PM,|__ Jhad riot said anything
about being upset bt his sexual ]Okmg, thereforey did
not believe tha had ever actually been offended by
anything he said or did. Rather | ras “Just too cool”
and only cared aboutl |
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not his job. Eblamed :Ifor his getting in
trouble over his'work schedul'e "and also wanted to leave the

LY o and | [never discussed in detail
sz it accusation of 15 March 2011. Rather,l |

(b) (3)-P.L. 86-36 |__ . ...~asked], ... .l¢pbautthé “sex tall’-and| Jtold him

(b) (6) abaﬁt the incident in-which he had asked. whethe

S was-the type of .glrr'l- thath‘ked Although

. ",,"*'-.*, . ~was concerned about the impact of the aliégation on his career, he

. ¥+ did not discuss  these .cm’lcerns with _Iasked
S I *fte domm,ent'hls interactibns w1th

L

e Z was m_ﬂ‘le_ process of moving to a new
p‘o,si&on gndinftially dit'not do so. It was only, when
‘: ; ‘ 5 Seumm the eméut_l ﬁrpn'l-:hskmg for his side of tl:':e story
SN s o - that realized the seriousness of the situation (“Oh no,
(b) (3)-P.L. 86-36 '. Im[PEI‘C&W@d aS] the bad guy”)-

...... CU' /7 desr.‘n’oed:as ‘the worst story
SO “‘sefler'm the worlkd” with the maturity lével of a 12-year-old.
J Accordmg t0| I he had done everytiung he could to be a

.' . mentor tol |yet| Iwould ndt.acce t personal
185 onsibility (“everything that goes wrong WItBl ]

Eb life is someone else’s fault”). Asa resultl |

caréer was affected. As noted earlier in this report, this upset
| Jto such an extent that he sent the anonymous package
to Iparents to inform them of what their son was like.

(b) (3)-P.L. B6-36

(U) Analysis and Conclusions

o nid 5O
(U/ /FOEe) Almough:comén‘déd that e did not
engage in conduct in thé workplace that demonstfated hostility
toward r was offensive, the weight of the eviderjce
in the case jndicates otherwise. The‘prmaple reasons follow.-

*
.

. b Accordm th:emalls and teS‘hIncm , on or
abouty November 2010, he mtentlona]]y gavi

an underage. FISWS with approximately two months of
(b) (3)-P.L. 86-36 experienge, a poor performance evalugtign because
b} {8) E based on guidance he had received from the
R HSWS PM, declined to rate himself. The HSWS PM

confirmed ﬂ'latI:‘:hrechon to ad
+heen inappropriate — the evaluation was'to be completed

by the supervisor, not the student. | konfirmed
thatilinitiaﬂy gave| Jlow ratings to
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'I
*

.

"- .
(b) (3)-P.L. 86-36
syrpiiiiog
t:‘-'-.'.- 2t
(b) (3)-P.L. 86-36 B
(b) (6)
*::.: e .,
ey .l. L
T 0. ..‘. :
.:o % .o.",
- .:‘.
- "o‘
A ﬁo‘a‘
gt
"‘::'t.\":-‘ "“
(b) (3)-P.L. 86-36
ﬂa‘q’r::..

s -'D'g_Splte the-

s obvmus d n.egatwe change in fhelr N
%oy 1eh§%ansl‘npi |cont1nued' to ‘[e'aSe' . |

1V-11-0043

teach him a lesson and then made think that
no other form was available to aLloW the negative ratings
to be changed. Finally, desplfe]jasserhon that
dwas not offended by tHe incident and made a

corthplaint two.weeks later because] |
Jemails revealed him to have felt so

deni‘grated and devastated that his parents feltcompelled
* "to lodge a Lomplamt c;f halassment on 11 November 2010.

I:ltestifi.ed that he was-angm’-atEfor

" making the November 2010 complaint and that to'keep
.ﬁgomg in the'rlght direction,” he becate more

2 firm wigh hifn. This cortéspartded with
emall-s and teshmonv that he had,been belittled and .
m‘hgued in November 2010} ltodK] ]
_+aside to say that he was very irritatéd with him and tHat he
was not trustwor !;hv"' m.Februa Iy 2017 directed
him to look.up' on the Intr anet haw to accbunt for .
admmrstl ative leave ori Ris timesheét rathel than just |
. explam it to"hiim, and that same month removetl,-h.lm from
* AWS2 for having “abused” it in an email for which aflE

leaders were on distribution. Furthermore, when -« .

provided an innocuous response to the emajl,
- lectured him, teuing|__}_|that he should

hawe been more contrite and apglogetic and to “Learn
from it!” told the OIG that he found such

(b) (6)

behaviors » mean offens‘lve and harassing,.

"
"
s
"
*. * g}
»
" . *
*

noticed the change in and . '.
reIahonshlp after the November ')@TO o e
. evaiuatidn

ngident. She testified that for a perlqd of ** S
oo, ‘at:;vvelal days i Idld not speak te and seeme.d. v
; 'upset with y .Furthermopel . I’ N

avbided %peakmi; W‘lth | Thls.donoborated the .
. te;t;many-pfl who sa1d that as a result he w as

uncomfortable when o . N

¥ *
.
-
.

tésti¥ied that because| . |
his colleagues regu\larlyl

In his 29 March*2011 emall tol 5 Inoted
th?a,tl Ir@gularly joked aboutl | 5

performance. | | testified that in January 201],

teased him repeatedly about engaging i
despite his repeated denials. In addition,
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[ Jacknowledged regularly teasing[ ]

abdut having an imaginary girlfriend. In testimany and
exprassad.his discomfort with such

(b) (3) -

Pl

86-36

|went to the HSWS- BM aliegmg pro.tgems with

|perf01,mance‘ and umduct on-lvy ﬁter learning

(b) (3)
(b) (6)

g =i C

86-36

that| had made,a-second complau;’t against

- him: ackrowledged to the/OIG fifat he was
angry af] ffor his Compl'am ts fo, 'the HSWS PM.
In light of this information, theopl‘EVIO]fSI inknown list of

S — aileﬁed inappropriate condutt byl _* % Jthat

laid out in 1es«ponsé to], 7  Jsecond

comp laint seems to have beén an Act of hostility and
retaliation against @hd lacks credibility.

+
M "
o .

Du-rmg the Ia‘March 70]1 meet-m in Wwhich he was
accused pf-enga-gmg in “sex talk, bapologmed

rather tHarr denv the alleg'ahons In his summary to

had asked

R claimed that durmg the meeting, he
what

meanf by “sex talk” and

th) [(BY=Fily
(b) (6)

86-36

. |explained that
asking whether

the phtase referred to
was “his type of

.....--g-lri ‘|

|reiterated this version of events during

L .

his testimony to the OIG and stated that he apologized to
despite having no recollection of engaging in a
sexwal discussion related to We do not find it

e N reasonable that

would have considered a

-’ ‘quesh,on as to whether S5omeone was “hi

-

is type of ¢irl” to
| —

-

-.',-“ efuate t® sex talk Furthermore, both
e festlfled to the OIG.that durmg the meeting,

ha{-been ‘uhable to explain what was meant

.

e ‘o.u- o

. t‘- . \]J
:

-, ;. . ®
0"’ -

(b

J 3y =P.5L.

86-36

.
-
-

sox-tAlk” — He had been immediately interrupted by

who acl\now.ledged having engaged in
" Inappropridté CQ'nvérSa'tank.wnhl Jland

= apologlzc_d JFinally, in her tastfmony to the-OIGl |
"" T, said that it w Ew 'ho, 1mmediately after his

.
*

g ""'mgetmg with the HSWS PM, told her that he had been
actuspd of askmg' I

.
-

version of eents. | * . ' s

- - L]

+ L .

. L]

Ire hlS 29 Mar ch 2011 1e&;ponse to equest that he

document inappropriate discussions between him and
I I |also omitted and -mlsrefresented

several incidents. He asserted that it was
he, who had engaged in sexual discussions in the

not
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workplace and had to be told to stop, while neglecting to
mention the inappropriate emails he sent during the
xchange (a portion of which he forwarded to

he following day). Furthermore, he claimed that
oldl ito stop defining what was
meant by the term l (implying that she was
offended by syth a discussion in the workplace).
.However, in her testimony tosthe OIG, rovided
.’ a different narrative - she heard + fask

if he knew what the; term meant and then
when‘she asked for the defmmon was told by someone to

. 10012 itup. Such ormsslons and’misrepresentations are
. mdlcatwe of an attEmpt bvﬂm cover up

-
»
-

. * ‘behavior th:;lbﬁe knew would, be 001151dered inappropriate
+ +" and offensne b $. b

. . . n hib testimony ta fhe*f)IG Edui not L deny

S~ .+ engaging in the speaflc sexual discussions desc‘ubed by
Pk & Rather he asSerted that he could not recall.

i % . Hawever, ha atklaowledged teasing abqut
(b) (3)-P.L. 86-36 having athate-up girlfriend and said that he could hiave
s "« = om o= o= t()llj_'l l N
’je.‘. L ETT P Al .° |- Furthermore, alth_oug_' .
SO lenit =
. SRR | (b) (6)

.‘,"“-,.' o S‘dESCrlbéd'By:'he acknowfedged .

* +,* having used his Government computer to resgareh the *,*

*

o0

RN -medmng tof] ,.-° |.”

*.. . : Fmallv, because they “joked around” about sex,
$ e 5@1& that although he did npt recailhavihg done so, it was

S rdssible thatfrecdild have made sexual comments to
tarles [ % | about his female colleagues as alleged.

(b) (3)-P.L. B6-36 .t
(b) (6) D Ft)r maf(m‘g the latest allegations agamst.ﬁlm and in an

proeoe e attempt to-d-i&crahtl | |sent an
e R anortymous lefter (drafted on a Goyernment computer) to
RIS ﬁparents on 1 April 2011 telling them that
§ e their son had éngagéd, in extensive misconduct for which
A «+ *, he had been pumshed “This .Emal act of denigration and
* hosuhtv toward is demonstrative of the
¢ paﬂ;ern of 1nappr0pr1at¢ 'Lorrduct in which
. engaged X o

. . ‘e
* e

(U7 /-FGHG-):aéserted thal::was never
offefided by his ¢gnduet in the workplace. Ac¢ording to

| the’l *. [ email exchange demonstrated that any
sexual banter had been mutual. Furthermore,:had
never directly tCJ]d:that he was offended by any of
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. Iconduct. Finally,:was anery at
for changing his work schedule, Efecula ted
i

fhhat made false allegatlons 1183 ge in

_++frouble and to receive a tlansfer- e

..’: ’ (u/ /-Febej We'fb ,mdl |arguments disingenuous for
o many. reasorrs *h |ema11 was written in early
o . I&b‘:e-mber 3010, befbre the,evaluation incident and first

oA e complamt Othes than, this fmail and-:tcshmony, we

Rl "faund no other testimonial or dogumgntary evidence that
(B) (3Bl @6=36 | e i nna | Jesver. engaged in-sexudh banter with In
(b) (6) s _..L.ontlastl acknowledeed that he might have told
o A | | that] |
) ‘e . r ‘e ‘1 Jvividly detailed the meldent to the OIG,

L . . ." : "l'l!(h he &aid occuﬂ‘ede inlate December 201[}

.
5 0. ‘09 )

(U/ /"F'G'BG-I Ipoor evaluation ar;c

: ;‘Dlafai ‘joke™ about not havmg angther form to fix it ¢jeated an

« vm + obvipus f:ppmg point that negatively af'fa:_ted their relat’lenshlp

et o A‘Iﬂmu h thev.mav have initially engaged i in mutyal sexual-lganter
wte . "'..' (as thg”. Icmaxl seems to mdlca te), we find it redsenable 'that

(b) (3)-P.L. 86-36

Gffensive and harqbsmg "
‘!:.," b . . ‘“Q
% ‘ U; +OES) Furthel mere, as an adult-qnd informal supervlse.f‘,‘o .
* B knowingly enga ged in ina ppropjlate condugt yy:ﬂ'l an
:.- underp ge subordinate — beha»\rml that reflects unfavora-b'[y on the

: Agem.y* ‘Pyring his interview with the OIG,
8 agknowlafged ‘thatin the 3 N (wémbcr 2010 ’{
** exchange nlth L he used mappl opr 1ata anguage
+ directed toward] . * = Jin wrifinj taé line | |
: |
| He further acknowledged havmg.mtentlonally used
sexual mnuendo durmg the exchange. Spet:lflcall'v his line about
| a o .
| s " | |
initiated this.exchange with a 17-year-old and kept it going,
despite his ad’nlission that such emails were inappropriate.

(U/ e Givén:admjssions regarding sexually
inappropriate conduct, we do not find credible his lack of recall
regarding specific sexwally explicit comments and gestures he
allegedly made toﬁin regard to specific female
employees. We believe it reasonable that a long-time Federal

employee would know that sexual comments and gestures
directed against specific employees would be considered offensive

Personnel Privileged Information
UNCLASSIFIED// FOR-OF 50N ¥ _
Release: 2019-02

41 NSA:07115

¥ R ",,.! jwould fi fi nd subsequent “teasing™ and.semal,banta *
rom a mentor.who had othel wise become critical and cold to be

(b

) (6)




Doc ID: 6652227

o
. % v

UNCLASSIFIED//FOR-OFHCHATE5F-ONEF

IV-11-0043

as well as inappropriate in the workplace, especially when made

to an underage employee, and therefore would deny that such
comments and graphic gestures had been made. b
i rding, these specific

alleged incidents (“anything is possible”) are indicative of a desire
to avoid lying under oath without being édmpletely honest.

vague responses to the OIG’s questions rega

(U/ /886 Similarly, we do not find it reasonable that an
employee wrongly accused, of sexual impropriety would

immediately apologize, rather than deny the

demand to know the specific allegations. Therefore,

misconduct and

reaction during the 15 March 2011 meeting —to intérr upt

allegation by apologlzmg-fél having engaged in

inappropriate conduct with hini—seems to have been a knowing
Jattenipt to aVOId havirg the details of said misconduct revealed to

Lo others R

A (U'//'FG‘B'&) .Fmallv,l Jknew that

ound

spme of his conduct offensive

eomplained about the

pos, _‘fake evaluation and the pressure‘to gooh to college and as a
result | |tdld| -Ito be careful in his interactions

st lwith]

| Despite this,

b

S I'm only joking, l‘l.'gi"lt?“) g

.
$ o« L

- a*

continued to “tease”
2 and even teased hirh about being teased (“You know

U,{' JFOES) In }_Ol‘lt‘ﬂﬁf‘;t to: we found| |

»
.
«*
"o

e poor evaluﬂhon JBhiat

:’ €t approached théi—[SWS PM in early February 2011 after being
s+ abr gwitchedte a more stringent AWS via an email
) ', Lot Isentiq a]l'GIDIeaclershlp experiencing probleins, K

e wvth obtdining assistance mn completm,g.hls tirhésheet, and beihg

Jfestimony and‘responses to management quesfions to be detailed
anﬁgconmstent and his responses to the gircumstances to be

¥ reaqorfabla In November 2010, he t,omp[amed to the HSWS PM
i when he:felt bullied into atteridin college and was initially given
elt harassed and again

(b) (6)

(b) (3)-P.L. 86-36
(b) (6)
E S
" -
S
* \‘
-“ *
LI
LI
L
":5'..
Feed
(b) (3)-P.L. 86-36

iven the gilent treatment I8 a’ncl at the same time
H‘d ~ Jis credible.

ry -

"-'

appioached

supelvisers, and “ A

€ We also found it 1ea50nab1e fhat':

d h1s HSWS cooi‘dmator rather than his
with' concerns related to

c‘bndgct in the worl\place. |

Jtestified that

he was confused by'and uncomfortable with

strange

and offensive conduct and tried to avoid speaking with him.

Furthermore, he believed that

had not taken seriously

his initial concerns —a belief borne out by the continued lack of
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concern exiressed in the summary of events :provided

to on 29 March 2011. N
(U/ [+ We also found credible | |testim0ny that
he had tried to avoid tellin out the “sex talk” and

ofly did so to make her unqlefétand how serious his discomfort
.was and why he needeg«3 he fransferred. As a result, although
* no witnesses other thanl_lwere present to corroborate
.- the three specifje mci'd ents described by]| |we found his
+ testimony qrediible. Thathe found] [behavior in
. genmal eontrollmg, behttlmg, offenswe and harassing seems
. rea,stmable gwen thve eircumstance’s "and his a ge and experience.

£y e ktnowledged ]
»“ i performanu: agd conduct‘d‘eélmed over time. However, we did
‘g% 1 ..+ mdEfind or edible hi$ contention that the decline was due to

. -

(b) (3)-P.L. 86-36 pvsen==- O |rather than

Jconduct in the workplace. «

gh ‘e o.(U/ FF@-H-@Q All documentary evidence and w1tness~1nterwews in
AT, " the' msarevealed:to have been an mmallv v
ol _.Q.-". conscientious, ha1d~w01k1ng, and capable HSWS student whb-

L., Mureceived a positive appralsal for his performance and conduct i
e ‘ﬁom September through Neyember 2010. Furthermore, (b) (6)
(E’ (3Bl BB ::'.'_‘ testm"lomal evidence revealed that the circumstances of
B49) :: b, performance evaluation it Noyember 2010 were a
. :":."-‘ 3:'- 1p1ng' ofn't ' Icontentlon that was only
i

ofu" atin s:o’1§ .111e1evant :acknowledged that
pe.rformange deteriorated thereafter. Furthermore,
tedtified that:h eatment of him during the

.evaIUahon'caused Fn?n; to StOE dressing professionally and to

avmd u1teracm1,g with
WL . .

U/’ Given stich Eifmmstances, we find it reasonable that

2 . Jfound ubsequent teasing, sexual
c_ommehts,_questlons and gestiuts, and odd conduct offensive,
dembrath; ;.and hostile and that his performance suffered as a
result. dlsreg,ardedil\]ovember 2010
cautions as'fq what constituted professional behavior toward an
HSWS student, and continued to engage in halasemg conduct
toward .

-
-

(U/ /FeEe) The steponderance of the evidence éupports the
conclusion that used offensive language dnd gestures
directed against and others and also used aetions and
words that denigrated and showed hostility towardz

Ld
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thereby affecting his work performance, in violation of the PMM,
Chapter 366, Section 2-1(A.).
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IV. (U) RESPONSE TO TENTATIVE CONCLUSIONS

(U/ A8 On 07 February 2013, the OIG sent the tentative conclusions

reached in the investigation. He f‘:rovided his response in an email dated

22 February 2013. A copy of response and related emails are in
Appendix S. . .

. -

(U/ 86y We made no change in thé tentative conclusions based on:
response. In his response,ﬁ&erteid that, at the time, he did not know

that the information he sent to parents was-non-public information.
Further, he asserted that the letter he,wrote iind sent toﬁ parents-was

not meant to be a hostile act. Rathet, it,was irtfended as aij informative ”plea:for
help.” also reiterated Lis assertion that he had never said anything that
fourtd to be offensive and wascareful (5L1'bsequent to November2010)
when saying anythmgv»tbat could possibly beomlscoh‘;tlued Jfo tell not to
take it “the wrong way” and re.port him. Accordmg to] | he tolerated

was nice to him, a‘nd trled to he}p hrm succeed 'detsplte| |
immagurity. i e, L R

(u/ /-be‘@):pr@wded no new mforma tion rpqmrmg additional *
investigation. As a 1e‘;ult,. otir plebmmal y conduswns bécamd final.

L] '..‘_ . 0.-

-
.

*en

& - .-'
2%

.

d -

'. e, we (b) (3)-P.L. 86-36
. Jan (b) (6)

(b) (3)-P.L. 86-36
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V. (U) CONCLUSIONS

(b) (3)-P.L. 86-36

-
‘0.

U/ /OO The preponderance of the evidence suppQrts the conélusmn that

misused Government resources and.divulged non-public information in
sending an anonymous package to parents, in yiolation.of the JER,
Chapier 2, Section 2-301(a. and b.) and the NSA /CSS PMM, Chapter 366, Section 2-4.
The preponderance of the evidence also supports the conclusion that]’ sed
offengive language and gestures directed agamstIZIani crth rs and also used
actiorts and words that denigrated and showed hostility toward] I thereby
affectmg his work performance, in violation of the_ RMM, Chapter 366, Section 2-1(A.).

-

(b) (3)-P.L. 86-36
(b) (6)
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VIi. (U) DISTRIBUTION OF RESULTS

(U/ /TS84 A copy of this report of investigation will be provided to ER and
ADSCI for information and any action they deem appropriate.

Senior Investigator ‘e,

(b) (3)-P.L. 86-36

Concurred by:

Assjistant Inspector General
J for Investigations
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APPENDIX A

(U) MFR, Dated 28 March 2011
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MEMORANDUM FOR THE RECORD March 28, 2011

SUBJECT:

(b) (3)-P.L. 86-36
This Memorandum for the Record is being provided to vou in orden to
communicate some of my concerns as well as my expectations regarding your
participation in the High School Work Study (HSWS) Program, the HSWS
Program rules as well as your time, attendance and performance. *
According to your former management. they have had issues With yvou in the
following five areas: R
AWS Schedule: . (b) (6)

e In December Jagreed 1 movesyou weaws [T ]

[ 1 |10u}_]l he was aware of the figct that HSWS

participants should be on AWS 2. he used the additional guidance from one of my
e-mails which stated “if your otfice requires you to beon a different AWS Code. |
am okay with that™. My e- nm! continued by stating fhat HSWS’s were still
required to follow the rules of an AWS 2 (set Monday-Friday schedule with a set
report time between 1030-1 23{'1'Ljuil)'. and work a minimum ol four hours each
day). O .
L-ven though your management had*discussed with you the need to identify any
schedule change in your work schedulg in advajice, they indicated that you did not
stick with your established schedule. Oh,sev eral occasions you called in and
stated that vou were not coming in but \muld-m.akc, up the hours later in the pay
period. qmm told you that that wis not the intent of putting you on
AWS 4 code and remjnded you that an AWS -‘i.wdc required you to work 10 days
in the pay period. ey * .
For the pay period ending nn " *bruary 12,2011, you called in on the first
Monday and said you'd make up Ihwhm.m within lho{m\ period. On the second
Tuesday. you showed up and said that Sotd, ‘only be here an hour today and
wouldn’t be here tomorrow™. | ||’crande wou of the requirement
to request leave in advance and in coordination with they decided 10
put you back on AWS 2. s

Time card discrepancy: (b) (6)

(b) (3)-P.L. 86-36

You submitted a timesheet ddlLd Lebeuary26; Jo011 stating that on the second
Friday {hhrua;\_ 259 ef*he pd\ pumd vou left at 1600. On March 1. 2011,

Was notified that you left early on Friday February 25 so he sent you an
email asking what time you actually left. On March 1 you submitted an updated

timesheet with the correct departure time.

FINCT ASSTETE [ itsirnpesioisipspspep e ies
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Appearance:

¢ Your management indicated that you werg_aware of the requirement to wear a
collared shirt every day upon reporting to For the irst four weeks you wore a
dress shirt with a tic and dress pants evepy day except Friday. Your management
thought this was quite impressive.  ,°

e Starting in late October/early Novewiber, vou started wearing| |

I I L B e ST = e -
L —— = ‘

e In carly January, youl I (b) (6}

" = = 8 = =u =

| Jalmos evety dat * THefe Was 1156 dn'instance when vou
\\urel I‘ et e

* - =

Internet usage: B >

e  When vou hrsl.alamd working in given e:uﬁclussilicd
internet auuuml to use for ru.sc!m.h Ll '\fm thay you could check you
web- hasgd -mail dunn,_z-lum.h (W Iu.n You worked enough hours to qualify for
lunch), * = < F . =

e  On Lriday. Fgbr u;:r\ 25, y0u " were caughy] Jon Craigslist.com.

infar med vou that if you caught on that yebsite again during work
.immx \_nu‘\\wld lose your access to the unclassified*internet.

;. On \Iundd\ \ltllt..['l'?n while on the unclassified systeni.vou minimized your web

VOU Were

(b) (3)-P.L.

86-36

browser when \ttUu:d up. E‘.I‘J\Ld you what you were
looking at and you said nothing, \\ h¢n asked agajin. you sdid you were not doing

’"-,.m\ 1h|n£_ :w\kcd you 1o shm\'hqm the hit?‘\\‘HLl' history and you said
Jl’ahm}c of your concern” " Pue 1p lhu»:. mud'u.ma \mw umldwh;d internet
‘it.LCi;\ s revoked. ) "

e Lten l’lmu:_'h you had tasks that needed to be wmph.u.d “\hu al's@’u.erc observed

spe ndmu d alelmugl ambant u! time on NSA trading.
. . . . (b) (3)-P.L.

. T (b) (6)

* - .

86-36

Lack of umcern . . .

e On \!und*;x Febr uar‘\.?hEll}mm wu 'ma,dtm a computer gaming
magazine at your desk.’ kyen il you wére not d1re¢,ll\ fasked. \-m had reoccurring

tasks that you could have dhuc or vou coulds h.l\t .:slud ;hLI .l cadership for

things to do. hul voudid not. .t
: .¢ * - * * . i,
On Tuesday. |5 March 2011, Jand I met with you and vour
management team| Jand| |t

discuss the above referenced issues, as well as other issues of concern. We first met
with your management team, then with you, and finally we met with evervone. During
that meeting we were able to get additional information regarding each of the areas of

coneern.

AWS Schedule:

UNCEASSTFTELD  rbbsfonietefepsmmeief by
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* Though you and your management were fully aware of the work schedule rules
and requirements for the HSWS Program. vou still decided not to follow them.
which led 10 issues with your work schedule. During the meeting you were again
reminded about the fact that regardless of the AWS code that you are on. you
must still follow the rules of an AWS 2 code and you must work a minimum of
four hours a day. Monday-Friday. with a scheduled report time between 1030-
1230 and core hours from 1230-1430.

Time Card Discrepancy: (b) (3)-P.L. 86-36

* This was an area of miscommunication. Since your urgm;ixalinn collects
timesheets on the Friday morning prior to the end fthe pay period. you had
completed your timesheet as though you were going to work a full day on
Iebruary 25. Later in the day you realized that vou needed to leave a few minutes
carly and received permission from You stated that until you received
the e-mail I‘roml |_\'uu had forgotten to fix your timesheet from the
previous Friday. Once you received the ¢-mail. you adjusted vour timesheet
accordingly and submitted a new timesheet,

-
Ll

Appearance: i

* You stated that your organization never discussed their dress code with you.
However, based on the New Employee Orientation and my discussion regarding
the dress code, you were undn.r thesimpression that you had to wear a collared
shirt and dress pants daily. You stated to me that you had stopped dressing

appropriately due to your frustrations aith vour organization._On the dav ot our (b) (6)
meeting. you were wearing] ’

| [ You ST that vou Rnew you were not dressed
professionally. Tinformed you of the fact that even if you are not happy with
your organization: you still need to not only*dress professionally. but act
professionally as well. Since our discussion. t,ou have been dressing
appropriately every day. v

(b) (3)-P.L. 86-36
Internet Usage: (b) (6)

l"‘ - .

¢  You informed me that you uxut wout pr:r».umi ¢-mail so v nfi could commufjicate

with your mother. When fou would have Issues with you would vent
10 your mpsher* via e-mail. On the pamurim day when vou refused to show
which website you were viewing. you did not refuse because of the site.
but you refused because you were in the middle of typing an e-mail to your
mother: the e-mail was about and the issues you were having that day.

l\ll‘\\'\HHlJ — ;\-. :1:x;n Ly \yL\;‘I
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Lack of Concern:

* Youintormed me that you did request work tfrom vour management team. but
they did not always have work available for you to complete or they were not
always available to give you more work. Based on guidance you had received
from your school coordinator, you brought a magazine into work to occupy your
down time.

b) (3)-P.L. 86-36
Other Issues; :b; EG;

e During our one on one mccnnu voutalso mlmmui-nk of the fact1lat
had a lew nmpprupmalu conversations with you, Y ot Jreterred 1o this as “Sex

Falk™. You slaluilhdl there are a few, younger \\umm'm vour oltice and o1
several mut:\m‘ns. when the ladies t\ﬂt.{.i your er.l.l I I

I | You stated.thar yawtold hun. SLdon’s ook af,.-,
my coworkers that way ™ and T have awirlfiiend”™. When we had our group (b) (6)
meeting. you brought this up and did not deny the allegation and

apologized for the statements that he made. This issue has been discussed with
management team.

As a participant in the High School Work Study (HSWS) Program, you are
required to complete all work assignments. request additional work as needed. have a set
daily schedule. request leave in advance except under extenuating circumstances. as well
as follow the rules and procedures as stated in the HSWS Policy. HSWS FAQ's. and
miscellancous e-mails from the HSWS Program Manager.

Per the HSWS Policy. HSWS participants must have a scheduled daily report
time between the hours of 1030-1230 and must work a minimum of four hours daily or
take leave for the hours missed. This guidance was provided to all HSWS applicants
during their interview (all applicants were required to sign the HSWS Student Agreement
form- you signed your agreement on 12/17/09 and were given a copy lor your records).
and once again when the Final Job Offer was extended. This was reiterated during the
HSWS New Employee Orientation.

I'am providing you with the following guidance to ensure that your performance
and time and attendance meet the HSWS Program requirements as well as your
organization’s needs:

# During your duty hours, vou are expected to work on your assigned tasks. [ vou
need additional work, you must contact a supervisor to discuss your workload.

# You must complete your assigned tasks for the day prior to leaving cach day. If
you will not be able to complete your tasks before you leave, vou must contact a
supervisor to discuss the situation.

N ASSTETE Y tmeiemsipefmepmsing v
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You must use the most up-to-date timesheet as required by Payroll. You must
also complete your timesheet accurately. asking for assistance if necessary
validate your timesheet at the end of every pay period: and digitally sign your
timesheet alter validating your timesheet (so it will have an accurate date stamp).

You must follow the instructions provided 1o you by your supervisor.

Your duty hours will be from 1200-1600 Monday through Friday. Should you
need to change these hours. you must ensure the report time is scheduled between
1030-1230 daily and submit a written e-mail request 1o your supervisor. Since
1230-1430 are considered as the core hours for the HSW'S Program. if you arrive
later than 1230, you are required o use your personal leave to account for the
time missed until your arrival. If late arrivals continue to be an issue. they could
result in disciplinary action to include your removal from the HSWS Program and
from NSA.

Credit hours may be earned or taken only with prior supervisory approval. [cave
requests (Credit and Annual) must be made in advance and either via e-mail or
lLeave Request form.

Failure to report to duty and failure to be on approved leave may result in AWOL
charges.

When requesting unscheduled leave, you must contact a supervisor within the first
hour of your workday. It you are unable to contact a supervisor, leave a message
where you can be reached. You will be carried in an AWOL status until you
receive supervisory approval for leave,

[I" your supervisor does not approve vour leave request. you will be expected to
report for work. I you are not able to report to work due to medical reasons.
management reserves the right to request medical certification to support your
absence. You will be carried in an AWOL status until you have provided
sufficient documentation and your absence from duty has been approved.

Failure to notify your supervisor of your inability to report to duty within the first
hour of your workday will result in AWOL procedures being initiated.

Failure to abide by Agency policy. the rules and instructions of the HSWS

Program and your supervisor’s instructions may lead to further administrative action up
to and including termination from NSA employment.

Based on our meeting and follow-up discussions. these issues were a resull of’

both your misconduct, and miscommunication involving vour management. As we have
discussed. due to extenuating circumstances and issues involving your management. you
will be placed in a new organization to finish out your time as a HSWS., However. if
your attendance, misconduct. or performance issues resurface, I will have to give

UINU T ASSTEHE ) bbb
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consideration to recommending your termination from NSA employment. If these issues
do not resurface. you would be eligible for conversion to permanent employment, should

positions become available.

Should similar misconduct oceur, this Memorandum could be used to support

additional action. If there are any issues that may be affecting your ability to become a
successtul and productive NSA employee. please bring them to my attention so we can

resolve these issues,

MB3

{(b) (3)-P.L.

86-36

| HEREBY ACKNOWLEDGE RECEIPT, QE THIS MEMORANDUM:

b

Employee Signature . *Date
1% Mo
Witness Signature Date

Distribution:

-Lmployee
-HSWS Program Manager

NCLASSIFIELD =
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(b) (3)-P.L. 86-36

APPENDIX B

-

Email with Attachments from Parents to

Dated 03 April 2011
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From: |
Sent: 3. 2011 8:03 PM
To:
Subject: 5] ome
Attachments: CCF04032011,08Q00.jpg;, CCF04032011_00001 Jpg. CCF04032011_00002 jpg.
CCF04032011 -DOD{)?,mg CCFO4032011 _00004.jpg
Importance: High % i
e (b) (3)-P.L. 86-36
Dear‘ -...I--l-.--.-:.xlﬂl .'Q ¢...

. - -

On April 2, 2011, we received the ttached mailing to our home with no returp address or
return addressee provided in the correspondence. We discussed the mailing with band
he indicated that in the email conversat;on, a number of emails are missing. These missing
emails, when included, provide for differént conclusional meanings and are not accurate in
their arranged sequence as contained Jer this mailed correspondence. My wife and I felt that
you should have a copy of this mallmng We',feel uncomfortable receiving this mailing. We
believe a letter, sent to our home.r951dence- from an employee of the National Security
Agency, is out of protocol. We have faith in. the Agency's management authorized to handle
such matters, and feel this communication should be directed from this authority. We
appreciate any time and attention to this matter, and would like confirmation that you
received this email and attachments Thank you" for your cooperation.

Sincerely, 4 i

(Parent's ofl I (b) (6)
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(b) (6)
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I'm not sure whatDtells you about what goes on at his work, so let me provide a brief summary of

his actions: S

-
. .

He's abused his Internet access to the point that he lost his account

-

He's disrespected his supervisors .

-
»

- He's thrown tantrums where he won't speak to anyoné »

(b) (6) terms to you)

+, - He'sleftearly and failed to submit corrected timesheets

He’s abused his working hours'to the point that he had to be put on a strict schedule

He’s failed to follow the basic dress code ofewearing a collared shirt on a daily basis

- He's used homosexual derogatory terms in the work space anti figd to be counseled
'R T THe's Introdutedterms li'}cel |, just to name 3 few (he can explain the

(b) (3)

-P.L. 86-36

These actions led to a disciplinary meeting in which the issues where ad,dfe*ssed -Instead ofE

acknowl 0dgs qg any wrong doing on his part, he chose to make al.Iegattons agam&t his fellow employees
that didn’t exactw present the whole stary. These altegatmhs have resulted in an ongoing investigation
that has caused promqtlan packages to be pulied and hff.long federal careers tg be placed in Jcopardy
based on the word of a 17 year old. | say. h,ased on the word of a 17 year old bgcause the evidence is
anecdotal and the case is solefy-b_qsed on accounts from memory. The only real evidence is the email
that ['ve enclosed for you tg sefad. 'Aft.er you read the enclosed email and:nexpfains to yqu what it
means that] . ° Ji ask that you assis

finding the i.m;egﬁty to do the right thing and stop playing the victim.

-

in

mas been giving the opportunity of a lifetime and he’s abused it. Given the chance to be
accountable for his actions, he chose to blame others. To date, his lack of accountability has worked.
He’s been reassigned to a new office while his old office is left picking up the pieces. He may be able to

play the “I'm only 17 years old” card for now, but that isn’t going to last long.
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From:
Sent: —yveanesaay. Novemnper U3, 2010 31T T
To: | s . |

Subject: RE: (U}l " | i

«* . v

Classification: UNCLASSIFIED/FOR O TR USIONREY W .
| | e e (b) (3)-P.L. 86-36
e h e, el
.' - . ".'
o‘ ..0 .“&0‘.
" ". :‘ . o.
. Sk 7 e N

P ... “ ... ......:'.

Sent: Wednesday, N . .. . )
T nt N : ?Ipp? .= f‘:‘o R *s s s s s mmon (b) (3}_P'L' 86_36
Subject: RE: (U .t e P . (b) (6)

- ‘I

aa 3 * . - 2 . e ‘. ) i ;
Classification: UNCLASSIFIERD/ffOROFHEAEESESREY- .- .*
I 5 - L . ® - b o 4 . " . 5 . : :. - P
.' 5 uy .- 3 . - - . - 3 & . .0 - 4 ‘.
Froml i 2 .‘.:':' . "_..: . :, = . Y R . 1—..
Sent: Wednesday, November 03, 2010 3:09 PM .~ S E T L R T
TO: . . * :‘. I R - : » » - ‘0
Subject: RE: (U)] b 4 5 56 e & s
"R s oaoaa o, .: ¥ e e, : ] 2 e
- + . RUSEARETEI B W wowow w "- " ..' *
Classification: UNCLASSIFIED/SR-a-ahtro—Otr- 24
. . . (b) (6)
| don’t know what that means. . o ¥ S
(U/fPeey SR
— e o
From{ . ] o't

Sent: Wednesday, November 03, 010 3:08 PM . *
To{ |.*°

Subject: FIE?(U' | L ¥
Classification: UNCLAS@U—‘IEDJ%L—HSEM
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From
Sent. Wedneatay, Novempe! b3, 2010 3.06 FM
To . -l

Subject: RE: (UI .I o .
Classification: UNCLASSIF|ED/FORBFFEATHIEONEY

| | &
(U/AeHe *.
mel I.‘. .:. .,
- T . PM . o:. oo ke n g o (b) (3)-P.L. 86-36
(b) (6)
Sub]ed: RE: (Lll | o AL o'.. e n?
Classification: UNCLASSIF!EDH‘F@'R‘B‘FF‘!‘&*EH&E@*EF i
I 5 v * S - * . I
I I. .. -8 " - - f o :n...‘ O’:. <
- LA - ™ . _— _._:;.Q', e < e el S — =
From| | F g *
?ﬁi‘t R 2 P e etee e o] ) (3)-P.L. 86-36
Sub]ect: RE: {U II I i " % " o® s o= omom .. :o. :“‘_ " - l.:.._ = . ”
Classification: UNCLASSIFI[:D!!FG‘R‘SFF?G‘PM.‘U@E‘GW!" T Ea
. ) (6)
* % %o owom oo -...'. .t -.,;‘... ------ ---.-.-.-_ L
(/e £ e

Sent: nesday, Nov 3

Ject: RE: (U] [ K
Classification: UNCLASS!FIEDHF&R‘G‘FE?@%‘H‘S{—%

+

Su
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{b) (3)-P.L. 86-36

Sent: Wednesday, Novembe 2 :55 PM
To " x & m ®m o m o mom E W E E N E N RS EEEEEE W
Subject: RE: (UI I .. v
Classification: UNCLASSIFIED//FSR-OF S attSEOttr- L ,"
(/e o T ot
Frbm ; - L] .— .---_... .. - - .

; 36 AM . ° e ..

(b) (6)

S.u.qu:t: RE: {u‘ .. =l L R A =
Classification: UNCLASSIFIEDHOR-OFEHAHSEORtT—

(U// AT .

Classification: UNCLASSIFIED/fFor ottt

(b) (3)-P.L. 86-36
(b) (6)
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(b) (3)-P.L. 86-36

(b) (6)
APPENDIX C
Relevant Document & Email from NSA Computer Network
Accounts

Personnel Privileged Information
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(b) (6)
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I’'m not sure whatmtens you about what goes on at his work, so let me provide a brief summary of
his actions: . . *a

He’s abused his working h'Qurs to the point that he had to be put on a strict schedule
He’s abused his Infternet access to the point that he lost his account

He’s failed to follow'the basic dress code of wearing a collared shirt on a daily basis
He's disrespected h|3;_su pervisors,

He’s thrown tantrum¥where he wan’t speak to anyone

He’s used homosexual*derogatory terms in the work space and had to be counseled
He's introduced terms like|

terms to you) ’

-
.

He's left early and failed tq submit corrected timesheets

|, just to name a few (he can explain the

These actions led to a disciplinary rﬁeeting in which the issues where addressed. Instead o
acknowledging any wrong doing on‘_ﬁis part, he chose to make allegations against his fellow employees
that didn’t exactly present the whole s.;tory. These allegations have resulted in an ongoing invéstigation
that has caused promotion packages‘_t(;-be pulled and lifelong federal careers to be placed in.feopa rdy
based on the word of a 17 year old. Is_a\;-_based on the word of a 17 year old because the evidence is
anecdotal and the case is solely based bn accounts from memory. The only real evidence is the email
that I've enclosed for you to read. Aftet you read the enclosed email andl_lexplains to you what it

means that| *

finding the integrity to do the right thing and stop playing the victim.

|, 1 ask that you assisi in

:]has been given the opportunity of a lifetime and he’s abused it. Given the chanee to be
accountable for his actions, he chose to blame others. To date, his lack of accountablhty has worked.
He's been reasmgned to a new office while his old office is left picking up the places He  nay be able to

play the “I'm only 17 yea'rs Qld” card for now, but that isn’t going to last long. ; *

[
-

. ® -
.

(b) (3)-P.L. B6-36
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From: ] |
Sent: ednesday, Marc j :

To: — | (b) (3)-P.L. 86-36
Subject: (Updelete 3 (b) (6)

Classification: UNCLASSIFI F'I:))’ .

From{ T | .
Sent: Wednesday, November, 03; 2010°3:10 PM -+ ~ o'
Tol P I- g . - ‘:. .o
Subject: RE: (U} | - 5 “ & .:' @
Classification: UNC L&SolraﬁD/H‘W@f‘H&ﬁh—Hﬁi—@H
.. * Y .‘ . I.':-.‘ 0‘
v . ’ 2
From] -] P LI

SEtMMMMmMMJfMPM B o
TO ‘. 0. * L

Subject: RE: (U)| | ‘,‘ B '. .". ',

Classification: UNCL ASSTFIEDI!F@&G‘I‘%&EUGE@H%
S * . .
I don’t know what that means., -'.. . ‘. - "' ~ ‘_
U//Ferten J B el Hoi
.. * '. ": .. ‘I

'. .. - i .‘ '. -
From{ ) ) (6 )%,
Sent Wednesday, Novefnber 03,'291{! 3;?3 PM  ,..-:38 R
Sub]ect RE: (U)] - L i b e
Classification: UNCLAS ;IHHJ;’. L e

. . (b) (3)-P.L. 86-36

A -
. ®
+ .
. : PO ™
+ . "

From:| o S
Sent: Wednesday, Novembee 03, 2040 3.0 PM
To: |

Subject: RE: (U)] |

-
23
e e ———————
Classificatio u"_J1 U@ SIFIED//F€ R r} 7t v e ) g g

-
+
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(U/ o (b) (3)-P.L. 86-36
(b) (6)
Froml et I *rrrsssesannnead (b) (3)-P.L.

Sent: Wednesday, November 03, 2010 3:05
To:|

Subject: RE: (U] |

Classification: UNCEASSIFIED//=

PM

86-36

(b) (6)
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(b) ()

UNCLASSIFIED//FFOR-OTF 50 L1

APPENDIX D

V-11-0043

11 November 2010 Complaint &

Response

(b) (3)-P.L.

86-36

Personnel Privileged Information
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From: . l |

Sent: . Tuesday, November 23, 2010 8:16 AM
To: . . * |

Cc: + s - = l

Subject; | (b) (6) *} RE: Tnappropriate Evaluation Procedure
Good Morning A e X

Sorry for thé delay.in respoﬁqing to your e-mail. Thank you for providing the below
information regarding the problems yeuh, son was facing at work. I have spoken with
and his management So this sHould no longer be a problem. I-F:shar‘es any other
information with you‘regardlng problem§ he is having in the work place, please tell h1m to
make sure he prov1de5 the information to® me as well so I can address the issues. I want to
make sure this is a pbsitive learnlng exper;ence for all of the HSNS participants. °

-
- * . "

-
* L] L]

Thanks again and have 3 great week, S o z .

+ *
- - L3 4 = L
" * * . .

. . +*

.

*
.
.

Mailing Address: - 1 '-:'3,-.. & . .
National Security Agency - 1 "3'n.n,’: . e
9800 Savage Road < = .
Ft. Meade, MD 20755-6779 * (b) (3)-P.L. 86-36
ATTN:HSWS - .

. T Vel .

: R g .

i .-"--1=':¢;? .
----- iginal Message----- PR T S S :
From: | =
Sent: Thursday, Nowerber 11, 2919 : TE L R )
To: | v gs" ‘z . -
Subject: InapproprLate Euaiuatlon Pﬁbced R EE;E;;‘P-L- 86-36 ;
Dear "'. ¥ .%u N S, Yo,

s . * :...‘-" .: . = ..
On . 11/18/19 my 50n,| . ,ﬁ'-':’j came home with his Work-based Learnlng Assessment.
explained that he.had réceiveq a ratihg of Unacceptable (@) on all categordes. He

explained thatl who wrbte the eyaluation, told him he needed to go*to
college., - l after receiving thﬂs uﬁacceptable Learning Assessment, explained to

| |that he thought h15.progres§ on.the LearnLng Assessment categories was more acceptable
meeting expectatlons and performance .* After debating the criteria in the AsSessment, they
both came to terms in catergory’ levels 3 and 4 --Good/Outstandlng Performance. In the past,

Jexplained to that he would like to go to college part timg¢ while hopefully
ascertaining a full time positlon with NSA. In-the past several months, has
explained to us thatl | at NSA had been advising him not to seek full time

several monthg‘that should not work at NSA but should seek attendance full time at

employment wlth-NSA ost his Internshlp | | has repetitively stated over the last
college after high sc%oo;.

[::::::]was upset upon explaining the above information to me. I am surprised that an
agency, with a reputation of professionalism, would utilize information biasly in what has
been constructed to be an cobjective based learning environment. I feel this type of behavior

1
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is harrassing, in its nature, subjucated to make biased choices. My son, although an
Intern, is still considered an NSA employee. As.an Intern, I would expect Superiors, or
employees of Seniority, to accomplish most importaritly instruction during a learning
internship objectively. I would expect an immediate cbmnclusion to this behavior and would
appreciate your immediate involvement and/or the person orf .persons that oversee the policies
and/or regulations that govern this program with your agency.’.

I look forward to hearing from you in the near future. (b) (3)-P.L. 86-36

Sincerely yours,

(b) (6)
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(b) (3)-P.L. 86-36
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I

From: | |

Sent: Tuesday, November 53,‘-2@.@ 8:58 AM

To:

Cc: o,
Subject: RE: (U) Hey TR . ey

(b) (3)-P.L. 86-36

Classification: UNCLASSIFIED/#OR-SFEHATHSE-ONT—

e B Rl . :.0“
o : --l""'--. o ® '.o”
Good Mommg:‘ e 2
= . - . - ’.
| wanted to let you know that | 5pok_e-W1t'h \;ow superwmr | ¥+ |on Friday to discuss the issues you were
having WIUD Based on our con.u@rSdtfon this should RO longer RE a-probiem If for some reason you do continue
to have any problems’ plegse-lét me know right away . A
= . .‘ -
.t . ' . = o ’°¢ .
Thanks, .="* ' T E gt Al
+ * LA - ..O -
+ i . " .
* - .” »
o ‘“» T <
(U orere L .. e Y
'0‘ .Q - i .
- . -
.” - -
o.“ .
. . (b) (3)-P.L. 86-36
e 0 (b) (6)
" »“ .. L
0. n" ,. -
. e P -
o el Persomnel Privileged Information
. b *
+ * .
S Do notgelease without permission of DI4P
e . -
- £ - -
o 0 Do not fupther release without approval from originator
- .. - -
- -

['his docwment may contain Pr |\'ﬂ.\ Act (1974, as ame nded) information, tvhich must be protected IAW NSA/CSS Policy 1-34 or

removed prior to further ¢ise losure. This I PTTIATON 15 Pt e—————

From{ o ¢ < o
Sent: Monday, November 2 118 PM &
To * -
Subject: FW ('U) Hey > S
4’;:assific;étion: UNCLASSJFEEDHFSR‘BFH:@']*&H‘SEGNE#
Here is,the email that had sent me.
. Thanks,
1 Release: 2019-02
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(b) (3)-P.L. 86-36
(b) (&)

FrOm: I..---.o- ---.-----..:

Sent: Friday, November 19, 2010 3.04 E[i1 SN

TO’ — % ‘..‘0.0‘

Subject: FW: (U) Hey * ., N

Classification: UNCLASSIFIED{IFG‘H'B'FFW-'

Here's the email | sent you yesterday. By . v i o .

(U// 03— A 3

° o N (b) (3)-P.L. 86-36
Ao ‘n i R .
From: ; | yam== L

To:|

Subject: (U) Hey

Classification: UNGLASSIFIEDAFOR-BFEEHAHSEONEY

[T

*

-

-

L4

- .

+ a ®

-

-
Ll
»

Sent: Thursday, November 18, 201D 1;26 PM* * ° LLe

It's obvious tjra’t you're having a bad day...which seems to tie in to the generally bad week. | just want to make sure that
you don’t Jrave a problem with me or yourwork here. If you do, then you need to address it. If you're just having a bad
day, theri that's fine, but don’t let it impact your work.

=

(U/Fetey %

Classification: UNCLASSIFIED//F OO oA Se—On=¥
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(b) (6)
From: . |
Sent: *
To:
Subject: Ue Untitled Messagdg,

L
- *
- *

Classification: UNCLASSIFIER/

*

.
. LY

I I . .
. Lots

* : alked me to a prevat.e office and-bad a conversation with me. We discussed what had happened
last week. He said he was very irritated with me and that,he | am not trustworthy we had discussed the evaluation and
how | felt | was pre‘ssured to go to college. He 5a|d he gaV2 me the option on whatever | wanted to do with my life and
that | wasn’t pushing hit. | agreed to keep the conversatltm rolling. We discussed about part of the evaluation in which |
got a bad score with dressmg appropriately he said | was nct professmnal in how | dressed. | feel as if everything | say, it
gets twisted and gets turned back-op me. | feel that to have a.nice high school work study experience, | think | should be
transferred to another office or orga nlza,tlon because workmg,m this office will be very awkward for it is a very biased

working environment. o

‘. %, I Thanks,

(b) (3)-P.L. 86-36

Classification: UNCLASSIFIED//+Sf ]
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(b) (3)-P.L. 86-36
(b) (6)

(B) (3)=P.L. B86~36

APPENDIX F

Email Correspondence between & Dated

23-24 November 2010
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E—

-

From: ‘I |

Sent: Wednesday, November 24, 2010 10:28 AM

To: | |

Subject: RE. '(U) Tmportant HSWS Tniormation- Please Read

. » -

Classification: UNCLASSIFIEDIE&R—GFF@#&L—HG-E—GNL—Y— el (iRl GR8

ll..
..‘.---0" F

.
. m m mommw .
D.--....-l ‘. . %
. = A

.
* = + ‘ "

~0..
ot

L3

L "

As a follow up to our phone call a few mmutes‘qgo I wanted lo add to yonr admment that the HSWS program parallels the
ACE program where the supervisor should be asmgmng the 'ratmgs and nq,l‘askmg the employee for their input.

Obviously it's not the same performance evaluation s.ystem bul"l actua&y asked for input based on the ACE model where
the employee’s responsibility is the following: * . ,‘

- - L]

- Review progress toward achiguirfg objectives  +* o -
Complete a self report of, actomplishments m.the ACE a mmated tool. *

- Openly discuss progreés strengths, and areas for impreyément with rater.
Source: | . :.‘ I
Normall mwould have filled out the form, but hewés out for the day so when:gave me the form 15
minutes before his departure time and said that he had te turn it in the next day it limited our discussion time. Based on
the ACE program guidelines | had him do a self assesghem while sitting with me and we discussed every trait. | closed
out the meeting by telling him what a great job he wa;!domg and that | rhought he came a long way in only two months.

I'm sure we won't have any further problems in oW ¢ offlce but | did want to docnmenl that | think the evaluation form
should be provided upon entry of the HSWS intg* an office. Additionally, as | s.tated on the phone, some written guidance
should be provided on executing the evaluatlon i

’ " r
Thanks for your time, S
Y ‘e
III.I.II"‘-‘I-. LI LI "= oa o ..‘
(U//Fe=en i (b) (3)-P.L. 86-36
S (b) (6)
r s
¢~ R
£ % R L 2
0 o
& 5 i »
+ Y I .
’ * .
F * . .
’ * a .
‘f ."b s m . *
From{ T |
Sent: Tuesday, Nowembeér 23, 2010 3:20 PM
To N ]

Cc: |
Subject: FW:, (U)Important HSWS Information- Please Read

Classific,a{igﬁ: UNCLASSIF | ED/H=S{R=S+ctAd—S—0Mtr

| Jworks in our office and as you know he was upset about his Work-based Learning Assessment that |
gave to him two weeks ago. I've discussed this with him and his main concern was that | asked him for his input. He
feels that | should have graded him on his performance without his input based on guidance he received from you. I've
read all of the HSWS documents/instructions that | can find and haven't found anything that specifically addresses the
Work-based Learning Assessment and input from the HSWS. Can you please provide any guidance you may have that
can prevent us from encountering these problems in the future?
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Thanks,
(b) (3)-P.L. 86-36
(U/ e (b) (6)

FromL |

Sent: Thursday, September 30, 2010°7:31-AM. .

Ccy ]
T

LSthect: (U) Important HSWS Information- Please Read T R R s e R

(b) (3)-P.L. 86-36

Classification: UNCLASSIFIED//FOR=O ittt Ght¥

-

i
PLEASE READ THIS ENTIRE E-MAIL AND RETAIN IT FOR YOUR RECORDS AND YO.(:)H REFERENCE

. L]
-

Good Morning HSWS's, w' ol

+ x

| hope everyone has been doing well in their first few weeks at the.Ag'ency, and I‘hope you are enjoying your jobs.
Please know that if you ever have any questions or concerns please email or call mg"at.any time. My core hours are
0800-1500, but | am usually here before and after those times. Also, my work schedule allows me to have off one day a
pay period, and my scheduled day off is currently the second Mongay of each pay period. | have attached a softcopy of
the HSWS FAQ's for your reference. | have also included some *additional inforntation which will hopefully answer

some/most of your questions. . ..

Work Schedules: REMINDER: You MUST W(.}rck'a MINIMUM of 4 hours a day, Monday-Friday (NO
EXCEPTIONS) and you should be reporting to work+between the hours of 1030-1230. You MUST have core hours
between 1230-1430 and MUST have a set schegltle. If you need to adjust'y vork schedule, please make sure you
receive your supervisor's approval, then e-maifboth me and your appropsiat OC as follows:

|POC’s for the different orq' anizations:

We will need to know the number of hours you will be working each day. Please note: Once we receive your
request, the work schedule change will be made effective the next full pay period.

AWS Codes: All HSWS's should be on an AWS 2 code (which can be found towards the top left hand side of
your timesheet) since your work schedule is set for a minimum of 4 hours daily. If your office requires you to be on a
different AWS Code, | am okay with that, however, you MUST still have a set Monday-Friday work schedule as indicated
above.

Holidays and Leave: We touched on this briefly on your first day, but it is important that you know and
understand the rules. Unless the Agency has a scheduled holiday or your school is closed due to inclement weather (see
Inclement Weather Policy below for additional information) you are required to report to work or use your Annual leave or
Credit hours. Do not forget, all of your leave requests MUST be approved by your supervisor in advance. Please
remember to account for your work hours daily by signing in and out on your timesheet. This will ensure you have an
accurate timesheet at the end of the pay period.

Annual and Sick Leave: A HSWS earns one hour Annual and one hour Sick leave for every 20 hours worked.

2 Release: 2019-02
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Credit Hours/Overtime: If your office has additional work for you to do on your days off from school and your
supervisor approves you to work additional hours, you are more than welcome to do so, but keep in mind that you cannot
work more than 8 hours a day (plus your half hour for lunch). The additional hours can be counted as Credit hours or
Overtime Unscheduled.

Overtime Unscheduled- You will not get paid time and a half for the overtime hours, you will only receive
straight pay. This MUST be approved by your supervisor in advance because the funding will come out of your
organizations overtime budget. FYI- | have been informed that the OU code will not work for AWS 2 schedules
but will work for AWS 4 and 5 schedules. If you are on an AWS 2 work schedule and you find that you have been
approved to earn Overtime Unscheduled, your timekeeper will need to go in to DCIPS and do a work schedule
change to switch your AWS code to 4 or 5 for that pay period. HR does not have to put anything in the system to
make this change effective.

Credit Hours- The amount of credit hours one can earn and carry from pay period to pay period is based
on the total number of hours the HSWS is scheduled to work within a pay period (1/4 the total number worked). If
the HSWS works more credit hours than they are allowed to carry over, they must use those additional hours by
the end of the pay period, or they will lose them.

Our next holiday here at NSA is 11 October. On that day, you will not report to work, and you will receive holiday
leave for the number of hours you are scheduled to work. If the Agency is authorized a 2 hour early release Erior foa
holiday (this sometimes happens right before our major holidays such as Thanksgiving, Christmas and the 4" of July) and
you report to work on that (meaning you did not make plans to take leave for that entire day), then you would be entitled to
the 2 hours of Administrative leave. If you have ANY questions about leave please do not hesitate to ask me.

Moral Building Activities (MBA): (this is taken from PMM 363 Leave, SECTION 6, Administrative Leave -

Excused Absences - Duty Status):
6-17. Administrative Leave for Morale Building Activities.

Morale Building Activities (MBA) are defined as activities planned for the purpose of promoting employee morale
within the employee's assigned organization and are scheduled to take place twice a year during normal duty
hours. These activities are generally conducted outside the workplace and may include, but are not limited to,
luncheons, picnics, bowling, movies, ball games, etc.

* Approval Level - Designated to the lowest possible level within the organizational chain.

* Supervisors may authorize up to 4 hours of administrative leave for employees to attend each of
the two MBAs per calendar year. These two events may not take place on the same day.

* Administrative leave for MBA purposes may only be received for attendance at events in the
employee's current organizational chain, and may not be used for the purposes of attending
events planned by an employee's former organization, a spouse or friend's organization, or a
private organization.

* Employees may combine the administrative leave authorized for an MBA with personal leave.
Absences which exceed the authorized administrative leave must be charged to personal time off,
or must be made up by flexing the work schedule as authorized by management and in
accordance with the employees' assigned AWS code.

* Employees who do not attend the morale building activity, or for whom the day or time of the MBA
does not fall within their scheduled hours of duty, are not authorized the administrative leave.

Administrative leave for attendance at MBAs must be posted on the employee timesheet in quarter hour
increments. The amount of administrative leave authorized will be recorded as 'LN' and annotated in the remarks
section "|AW NSA/CSS PMM 363, Section 6-17"

Example: An employee scheduled to work an 8 hour day arrives at 0800 and works until 1200. If the employee
does not take a meal period during these hours, they will check the "no meal" box. The employee will then record
4 hours of administrative leave for their MBA from 1200-1600.

As a HSWS, you are entitled to attend your office’s Moral Building Activity. Please keep in mind that you are not
authorized a meal period (unless you are scheduled to work more than 5 hours a day), so the maximum number of hours
you would be authorized would be 4 hours (if you are entitled to the meal period based on your work schedule, then you
would be authorized 4.5 hours- 4 hours of Admin Leave then would mark “No Meal” for the additional 0.5 hours). If you do
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not report to your office first, and you go directly to the MBA, that is fine. However you must still account for your regularly
scheduled work day and will be required to take either Annual Leave or Credit Hours to make up the difference.

Dress Code: Please make sure that you are acting professionally in your jobs. When you got to your
organization your supervisor should have gone over the dress code with you. Please do your best to follow the guidelines
of your office when it comes to dress and your professionalism. | do understand how hard it can be to transition from
school to work, but | know that you all realize that this a professional work environment and will do your best.

Orientation Evaluations: Could you please complete the attached evaluation from your orientation and
provide your response to me by 13 October (please CC Deneen Ward on these evaluation e-mails as she will be
compiling the information for me). You can provide your response in the Word document and e-mail it back to me when
you have completed it. This evaluation will help us to improve the HSWS Orientation for the future HSWS's.

Required Courses: Many of you were given information regarding the Mandatory courses that need to be
completed ASAP. | have heard that some of you have had difficulty finding the links or locations for these courses. | have
attached an updated copy of the required courses (with new links or additional information for finding the course
locations). If you have any problems finding these courses (using this updated information), please let me know and | will
look into it.

Continued Employment: This is a reminder, employment after the HSWS Program is NOT guaranteed. At
this point in time, it is WAY too early for me to know whether or not we will even have available positions for HSWS
conversions. My best advice is to work hard and go above and beyond what you are expected to do. As soon as | know
ANYTHING about HSWS conversions to permanent employment, | will let you know (this probably will not happen until
the May timeframe). Just a heads-up... if you are eligible to convert to permanent employment, | will need either a letter
or a transcript from your high school which indicates that you have graduated (or you have met ALL of your high school
requirements and will be graduating on date). | will provide more information about this in the May timeframe.

Resume Review: Please do not forget, if you would like to include information regarding your HSWS
employment on vour unclassified resume, you will need to visit the following website and follow the instructions on the
page:| This process could take a few days, so please make sure you plan accordingly.

Inclement Weather Policy: This can be difficult to understand, but is important that you understand when
you do and do not need to report to work. Below are the rules for Inclement Weather. You MUST follow these rules.
« If schools are closed fo¢ inclement weather for a FULL DAY then all students are NOT to report to work. You will
receive Administrative Leave for the scheduled hours missed. You MUST call your supervisor to let them know
that your school has been-closed for a full day due to inclement weather and you will not be coming into work.

You will use the Administrative,Leave (LN) code for your timesheet, and will be required to include the following in
the comments section of your timesheet;- “LN granted in accordance with Manual IAW 4-15A, Chapter 3, 1, D"

* *This one is confusing® If school is closed for a HALF DAY due to inclement weather then the following is true:
1. All students who would normally Ieave school earlier then the closure should report to work and follow the
Agency inclement weather policies. .
EXAMPLE: If school closes at 12 pm and }ou would normally leave school prior to the closure time of 12 pm then
you ARE required to report to work on time and follow the Agency’s inclement weather policy from that point.

2. All students who would normally leave schoc;l'gn or after the time of the closure should NOT report to work for
that day. .

EXAMPLE: If school closes at 12pm and a student would normally leave on or after the closure time of 12 pm
then you DO NOT report to work. Please call your supervisor and let them know that your school closed prior to your
departure and you will not be able to make it into the office. Yol will receive Administrative leave for the scheduled hours
missed for that day. You cannot change your work schedule to nfake it so that you do not have to report to work.

¢ |f there is a delayed opening of school, all students are to rbport to work and work their full work day. If you will
be late for work due to time changes in your school schedule you must call your supervisor and let them know of
the changes for that day.

-
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***If you are to report to work on one of these days and you do not feel comfortable driving or having someone
drive you in these weather conditions, you are authorized to use your own Annual Leave or Credit Hours to take
off for that day. Call your supervisor and let them know that you are scheduled to work, but you do not feel
comfortable driving in the weather, and you will be using your own Annual Leave/Credit Hours for the time
missed.***

In times of bad weather, be sure to always check the Agency’s operating schedule| |1t
the Agency is closed, you obviously do not have to report to work or notify your supervisor. i

| do hope that all of you are enjoying your positions here at the Agency. Please let me know if you have any
problems, questions or concerns. REMEMBER... If you have questions, | (or one of my MD POC’s) am the person you
should be coming to for the answers. .

| hope that you will enjoy your time here at NSA. Like | said previously, if you have any questrons at all please do
not hesitate to email or call me.

Have a great day! -
: I. (b) (3)-P.L. 86-36

(Ym=a=a=)

Personnel Privileged Information
Do not release without permission of DJ4P
Do not further release without approval from originator

This document may contain Privacy Act (1974, as amended) information which must be protected IAW NSA/CSS Policy 1-34 or
removed prior to further disclosure. This information is e e oottt

Classification: UNCLASSIFI EDH‘F@H—GFF-PGHEH-S-EGNH’

Classification: UNCLASSIFIED/FOROF1CHATHSEONE-
Classification: UNCLASSIFIED//FoR-0SHt—S—0ht=¥
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(b) (3)-P.L. 86-36

(b) (6)
(b) (3)-P.L. 86-36
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—_—

From: | _ |
Sent: Monday, Febr : :
To:
Subject: FW: (Ui BWS antI.Woﬂ;hours Form
Classification: UNCLAS%IF—IED!:‘F‘B‘R‘@‘I-I-{'E{HSF-Q-M—A
From|_ _ | e
Sent: Friday, February 11, 2011 7:43 AM
Toi -------------- = omoEow oo (b) (BJ—P,L, 86—36
Subject: RE: (U)| |AWS-andWorkhours-Fam"r S AR AT R
Classification: UNCLASSJFIED’!#F@R-GI-H%—U%&&HH ;"
| think you missed an opportunity here... % ."‘

i e
What sounds better? 5 ,'o'

o. ."‘.

I apologize that | had a few unexpected appointments conle ;f'p‘:m 1 the past couple of weeks that made you think |
abused the privilege of being on AWS4. | understand thal \‘Fmart moving me back to AWS2 and hope that | can prove
to you over the coming weeks that | am responsible and ¢&% hamﬂo the privilege of working on AWS4. | plan to do a
better job of notifying you of my leave plans and workigi Within my,set hours.

. % -
] ”
L}| *“% *
Pz ., (b) (6)
These new hours should help me e
. s i
Learn from it! s ‘1-
LI S (b) (3)-P.L. 86-36
3 .. - = - = - L] - ..'.‘.‘-- = = CIN I I B = s == (b)(6)
.
LIS .
A . " s %
- ‘ . - . -
S N o W » £ »
U/Foter %R PR i
- $‘ - - *
- . . -
. .
.. "h .r
FI‘OI'I"II o. * I
Sent: Thursday, Februarg 10, 2011 12:47 PM
To: s |

Cc: !
Subject: RE: ZU5| IAWS and Workhours Form

Classification: UNCLASSIF | ED/ASR=-at= =ttt
1 Release: 2019-02
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*J liese new hours should help me e en s = o (D) (6)
Thanks ' .
From{_ s | ",
Sent: Thursday, February 10, 2011 12%{7°PM- . . , .y
To: . "
Cc: s LTS F

Subject: FW: (U) AWS and Workhours Form

(b) (3)-P.L. 86-36
(b) (6)

-

Classification: UNCLASSHIED/FOR-OF ettt E-Eit=y

When you fil the attached form vou’caﬁ put thdt effective 2/13/2,0-:11 (pay per'rcfd 5) you will be switched to AWS 2.

» -
*

As a reminder AWS 2-er you means 5 m’rork.days gach week 4- hrsfday ﬂex|ble start and stop times agreed to by
management and each employee; credit hours.ea.rned after 4 duty hrsﬁday with supervisory approval. Once your start
and stop times are agreed to (ske me) you can put'them inthe attac«hed document and you will be expected to be here at
those times. If you are not here, you wull‘ be on annual,leaueicredrt or sick leave.

-

We allowed you to be on AWS 4 to accommo-date your berscmal schedule, but you've abused the privilege so you will be

switched to the more s.tnngent AWS 2. .. sEar
Let me knowif you have any questions. - s R Tar
. * e - ”.
.'. (b) (3)-P.L. 86-36
(U/Fetes . .
-
"'l
1
From{ ¥ |
Sent: Wednesday, Eebfuar'y 09, 2011 1:09 PM
To:| |

Subject: (U)| |AWS and Workhours Form
Classification: UNCLASSIFIED H=SR=-atota—oo—0H -

Hello Everyone,
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Over the past few months a few incidents on the ops floor have driven home the need for all of us to have a set duty
hours schedule with our supervisor. As | said during the Division meeting, knowing your normal work schedule is critical
for managers because they need to understand what is normally late or unusual about your daily routine. Remember at
NSA you only have 1 hour before leadership is supposed to begin tracking you down and you can be assessed AWOL
status.

Therefore attached is a form explaining Dset core hours, regulations on the work-day and extra references to
guide you to further info on Overtime and premtum pay... Obviously many of these issues will not apply to military
members but they are still required to observe our'core hours and set a schedule with their supervisors. So please take
the time to read through this document, collaborate Gvigh your supervisor on you normal hours, then sign the document

and send it to them. €
If you have any questions don’t hesitate to let me know.  + .
Cheers s

.- . *
-, *
#
e o o e o e o e P i P o P P e e s o B L e T e e e P P o o o P o et .
3

*

L] L4
..'
L e, *
"-.. LI -
L T » -

(b) (3)-P.L. 86-36
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From: Division Chief

Subj: Working Hours Polléy

Ref:  (a) PMM 362A Alternative Work Schedule Program S
—— LR Pt ) [P e

e £ .

e -.. .n..
T .

'. . ® - &

1. (U) The following details theD_dut-y H'ours palicy and Sets both the Alternate Work
Schedule (AWS) and ofﬁaal work hours for pers_onhel

2. (U)Dduty hours pohcy ’ . .

(b) (3)-P.L. 86-36

*

Flexibility. (U)D has flexibility, bo” ad_]ust vwrk hours to meet mission requirements or
accommodate an employee’s schedule. However, any deviation in arrival and departure
times of the set hours must.be'pre-approved by the supervisor.

Core Hours. (UD daily core hpu'rs are from 1000-1400. Employees must be at their
appointed place of duty, i.e., your desk, a meeting location, training classroom, etc. during
those hours. Missed core hours,rust be charged as leave unless arrangements have been
pre-approved by the supervisof. Leave includes authorized paid leave, compensatory leave
(comp time), credit hours or time-off award hours. If prior arrangements have not been
made and an employee, cannot charge the missed core hours as leave, then the missed
hours will be counted as ‘absent without leave’ (AWOL) for that perlod of time.

Alternatively, theﬂChief may, at their discretion, approve leave without pay.

Workday Starts. (U) The workday begins upon arrival at your duty location for the day,
i.e., your desk, a meeting location, training classroom, etc. The duty day does not include
preliminary activities such as time spent driving through the vehicle gate, parking, walking
to the building, entering through CONFIRM, or walking to the office. Similarly, the workday
ends when you leave your duty location at the end of your workday and does not include
walking to and exiting through CONFIRM, walking to your car, etc. Additionally, per federal
regulations, your normal home-to-work commute, and vice versa, is not compensable.

(U) If for an any reason, an employee is not going to arrive at their duty location on
time, they must notify their supervisor as soon as possible but no later than one hour after
their designated start time. If the supervisor has not heard from the employee within one
hour after their designated start time they will be determined to be AWOL and security
procedures will be initiated in accordance with NSA policy. Notification has not taken place
until acknowledgement is received from the supervisor.

Meal Periods. (U) Employees must account for a 30-minute, non-duty, meal period
when working five (5) hours or more during the same workday. Employees who work less
than five hours in the same day are not required to account for a meal period. High School
Work Study (HSWS) employees must also account for a 30-minute, non-duty, meal period
after five hours of work on the same workday. Employees are only authorized to deviate
from this policy upon pre-approval from the supervisor.

Optional Flex Days (Saturday and Sunday). (U) Work on these days must be pre-
approved by the supervisor. These days have no daily core times and do not require meal
periods. Regular (RG) and credit (CD) hours may be earned during Flex days.

UNCLASSIFIED
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UNCLASSIFIED

Basic Work Requirement. (U) AWS Code 4 has an 80-hour, ten day work requirement,
Workdays can be longer or shorter than the normal 8 hours without the need to supplement
the short days with paid leave or equivalent. However, any deviation to a 8 hour day must
be coordinated with, and approved by, the supervisor.

Individual Work Schedules. (U) Employees must have an authorized, and documented,
daily/weekly work schedule. This document will suffice for the requirement. All schedules
must indicate set hours. Additionally, theDJ-Signout will list the set hours for all
government employees. e,

»
»
-

Credit Hours. (U) Credit hours can only be earned with sypervisory pre-approval. After
80 work hours have been accrued in Week 2 under AWS Code "4, «redit hours may be
earned. See reference (a), para 2-5 for specific guidance. fe

-
-
.
L]

Premium Pay. (U) See reference (a), para 2-7 for specific guidance.
{(b) (3)-P.L. 86-36

Overtime. (U) See reference (a), para 2-7.B. for specific guidance.

-

~0
Temporary Duty (TDY). (U) Work schedule(s), premium pay applica];_iﬁ?ls, and the
earning and use of credit hours while TDY will be discussed with super??sor before departing
on TDY. ..t

LI
“.

3. (U) NSA employees are responsible for accurately docuqﬂehtiﬁb their time and
attendance. Failure to annotate timesheets accurately may, tesult in administrative action.

* . .
* *

4. (U) This paragraph documents the AWS code apd duty hours for the following individual:

.‘ ..
* .
* .

- Effective as of __02/13/2011 _ and ng‘Pen'é& 5 , your AWS code is:_2

-

- Your duty hours are: __ 1200-1800 . St ’

3

I have read and fully understgnﬁl the Working Hours policy contained in this memo.
Emp{oyee:l . Date: 02/13/2011
Supervisor: Date:
2
UNCLASSIFIED
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(b) (6) (b) (3)-P.L. 86-36

-

APPENDIX H

Email Correspondence between & Dated

28 February 2011
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From: e | |
Sent: s Monday, February 28, 2011 10:00 AM

To: S .

Subject: ‘. RE] |

. v
- - *
* . =

No problem...he worked this all ot}*with his supervisorl Iso that he was able to
complete his hours| * A ® [and it should not be a
problem going forward anyway. There IR *sohe confusion aboyt last Tuesday - - the way he was
called out on giving notice abBout his’Hqups - he was never approached, but an e-mail was sent
out announcing his abuse of his hours... *I*will have him contact you directly.

* at »

Thanks for your attention to this. =, . *.o. 5
I I. : :. . .‘.-
Teacher Ttrag, o o : k .'.f ::
(b) (6)
- . ‘...‘ i .0 ‘.:
Lt 3 . . 2
s " * - ‘. 2
. ¢
From:| | vl
Sent: Monday, Febriary 28, 2011 9I32-:AM ., 3¢
TD I I " = " e Ll " sy .t‘
CC I I': = " o ®oE o E NN E N EE = ®E .- .a .. .- .- L l:‘
Subject: RE:] . | -: "errs s s s sseresnsnnsss=s] (b)(3)-P.L. 86-36
Good Mornin . &
e1 : o

Thank you for the e-mail. We too were closed on Tue;day, so I am a little confused
about what they are giving him a harg time about. S
Even if we were not closed, since school was closed ald’ day'due to the inclement weather, he
would have been excused from work (he just would have been required to notify his supervisor,
but since we were closed, that was qot necessqny) "o

. ot .

In regards tol * .* | he should not have been approved to leave
early to do that (at least not on a dally/weekiy basis). As you are aware, HSWS participants
are required to work a minimum of, four hourﬁ'a day, Monday through Friday, and report to work
between 16:38am and 12:30pm each day. If he was not doing this, then he was not meeting the

+

HSWS Program Requirements., ¢ .
* ’

Could you p_le'd:se havemcontact me? I need to get additional
information/clarification before I can proceed. I am sorry that he is having so many
problems.  .° .

.
*

Thanks, again for the iprrmation,

*
-
*

.

Mailing Address:
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National Security Agency
9800 Savage Road
Ft. Meade, MD 20755-6779
ATTN:HSWS

----- Original Message-----
From:I L e (b) (6)

Sent: Monday, February 28, 2011 3:29 AM K
To: ,:T
CC: Rl W i ¥ .‘n.:
Subject: R e e JF
Hi:- W % ® ® = ® ® s ® ®W ¥ S ® S N ¥ N N N S E W N N N W .l :.:':*::.l':.:..--.-..--.u.‘.l'l'-

* . (b) (3)-P.L. 86-36
Hope all is going well for you in the processing of new agpllcants o -

s ..---'sl“"‘:“'\
One of our current HSWS students, | Iié ‘having 1§sue§ with his colleagubs This
is the same student who had issues withl . |baqh Nﬁen evaiuatlons were due.
was on a AWS-4 (I personally do net unﬁeﬂstand*ﬁhat thlS is, but apparently it is

important) where he could take off eanly] a | Last Tuesday the County
schools had a snow day. . ¥

Well, he is now on a AWS:2 aﬁd they told pim that he dld not request the time off. His
understanding, as 1s-our5, is thatowhen }t 15 a-snow day for schools, they do not work.

In respon-sb tu 'thls supposed transgre §1 n, r‘ather' th‘qn approach the student, :I:and
sent an e-mail messagé 1o all (again do not* know what this is) telling them that
is abusing the code. . A .

- . »

He is embarragsed by this’ and did’not want me to tell you*because apparently the last time we
spoke to yow about evalﬁations,.%hey were not happy with him! ¥

"
*

loves his jdb but they are making things a little difflcult He finishes all work by
1:30, asks for mork, but is -not given any. They did not want to show him wher®e to look up the
code for the snqw day. They are telling him that he is not g1v1ng approprlate notice, etc.

-

Wanted to kegp you in tUE loop. .: x
Thanks fqr‘your attenfion, (b) (3)-P.L. 86-36
. " (b) (6)
| |
Teacher .

Please consider the environment before printing this e-mail.
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(b) (3)-P.L. 86-36

-

"APPENDIX |

Email from to Dated 28 February 2011

Personnel Privileged Information Release: 2019-02

UNCLASSIFIED//FOR-OFF AT TSt ONEF- NSA:07162



Doc ID: 6652227

From: | |
Sent: Vionday, February 28 2011 1261 PIM ™ " = == s .,
To: il
- -P.L. 86-36
Subject: (U) Untitled Message o) ) -F

—1 (o) (6) S
Hello again we recently wiscussed a coup{e ‘months 280 about'a cowor’ker namedEand how | had
some problems with him. WEII-the problems aré hagpenlng agam and | feel’u‘ncomfortable workmg in the environment
that | am in. First there \’Nas a incident where | was taken off a AWS code.because-l +apused” the; c.o'de What | mean by
this is that | was AWS 4 am:l from what | was toldayou canwor'k and get \,ro-ur 20 hours however yqu-want too but you
have to have-2D hours a'week but you can take off every, once ina whileein case of emergency. N.ow bnd
im still jrr ﬁlghschool.and | was moved to AWS 4 fot, the:so | can work out my schedu‘.lé' so | don’t miss work
In the last 5 months that | have been working here | havé taken ©Off 3-4 times unless andleft early a couple of
times| bnd everythmg.Esent-me a email that also was.. forwarded to theﬁleaders which im
guessing is all the chiefs and supervisors i nd hé had told me that | am mbving to AWS 2 becduse | abused the code.
Now | have too say that | do not think | abused the code. | know ) moved fort but | do*not appreciate being
called out in front of everyone that got the message and.being*changed to a new code in which | didn’t do anything
wrong. | will send you the message. Another thing | have to Bring up is that we had off on Tuesday due to bad weather
and | went into the office and | asked what remarks we haye to make on our timesheet when we put down
administrative leave and another coworker of mine| nd she said | should have knownl told her | didn’t know
because | have never received LN for coming in late or-havmg off. She told me find it. | asked whdf, do I look for because |
didn’t know what to type in google to help medook for af answer. All of a sudderDcomes in"without saying a single
word and said well why don’t you look for it..I thought th;t was kind of mean because you know.me being a hsws and
not having worked in NSA before. | think | have the right ta.ask and get help from people who arg working at NSA. So
about 10 min passed and he got up walked over to my deskand told me what to do in a stern vaice and | felt
uncomfortable. One last thing that has.happened is thatf . ktopped talking to me for about a-week and a half but
what | don’t understand is that | walk in today and| Jwhich | feel is a little weird Because he does these
things and then nice. | might add in there that since| Hoesn't talk to me much anymore he 5 the one that gives me
projects, and without him talkmgto me | do not get any wqrk. Sa E-have been coming o work the last week and have
been working for a hour and a half to two hours and then juse sit axmy desk for the rest of the fime. | do get up and ask

if anybody has work but they-all say no. | feel uncomfortable wo'rkung.ln this en\nronm-en and | would
appreciate it if I got a transfer Thank you, e 2 .
o“. .
b) (3)-P.L. 86-36
(b) (6)
Classification; UNCLASSIFIED//#=€
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UNCLASSIFIED/AOR-O114HCA S50 ¥ IV-11-0043

(b) (3)-P.L. 86-36

APPENDIXJ .-*°

.
*

Email from to Dated 04 March 2011

(b) ()
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I

»
*

From: 5
Sent: .
To: X

Subject: ,

*

Hil_l. .

Friday_March 04, 201+7:47 AM

-

(b) (3)-P.L.

86-36

u'naerstands that you are meeting wit|

here, that I personally find unacceptable and

Let me know steps can be taken in this regard. Thanks,

Teacher

(b) (3)-P.L.
(b) (6)

86-36

today. Me also would like a meeting with you. I am not sure
what is going on. He never minds when they ar& discussing work, but,it appears that there is a level of bullying going on
as a HSWS student, definitely should not be required to tolerate.

(b) (6)

Please consider the environment before printing this e-mail.
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UNCLASSIFIED/FOR-OF 50N~

(b) (3)-P.L. B86-36
(b) (6)
APPENDIX K
Email from to

IV-11-0043

Dated 07 March 2011

(b) (3)-P.L.

86-36
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—

From: | _ IR

Sent: Monday. March 07, 2011 2:58 PM Yy

To: |_Z'_ -+« -] (v (3)-P.L. 86-36
Subject: (U) Meeting ., W

[l
* ...‘ -
0--

Classification: UNCLASSIF!EDHFO'R‘G'F'PTCHL—UGE—GNHL

: ...

| haven't met withEyet, but will later this week. I'd like to Bive you an opportunity to meet with me prior
to me talking with her. Please reply to this email stating that you want to nieet with me or not. My intent is to

understand your side of the story before | brief her on my side of the story. T y

(15): (3) =P L. B86-36
(b) (6)

Classification: UNCLASSIFIED//FOROFF et SE=On=¥-
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UNCLASSIFIED/AOR-GFFHEIA—E5F-0N—Y IV-11-0043
(b) (3)-P.L. 86-36
(b) (8) APPENDIX L
Emails between & Dated 14 March 2011

(b) (3)-P.L. 86-36
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(b) (6)

From: | i

Sent: Monday, March 14, 2011 222 PM

To:

Cc:

Subject: RE.(U) HSWS Meeting reschedule

Attachments: Timesheets.pdf; Timesheet resubmit.pdf, RE: (U) What time did you leave on

Friday 2/25?, RE: (U) AWS and Workhours Form
- » 4 . “~00‘.
Yaa, T,
Classification: UNCLASSIFIE D/ Ao
i e e sewsasmssssnsansnassnnswsassf| (b)(3)-P.L. 86-36
== lIllIllIlIll-ll-ll-lI. ? L] ﬁ.

Eha% /15 from 1500-1600 and 3/17 from 1400-16 iLTLEh 1 on his calgndar .isthere a Tmmm there that will

work for vou? e .'.: : . e

I'll address some of the concerns in advance from mv‘ihlnl ofwiews, however, 'm not really sure what f.'Jr'lL'.err‘mD

has relayed to you. e . X .

Returning to AWS 2- . o . :
In December, after the last tinn"fl |,- (mr.if‘rmt',mu with conicerns, l.agreed to move him to AWS 4 so that he
could| [ was awdre u'i your mail dated 9/ 30 to the HSWS members stating that they

needed to 'In on AWS 2, but it also said “if y‘mn;fflua requires you to hr on a different AWS Code, | am okay
-
with Hm1. Ju I used that as a basis for ¢ h“nnnu ~his AWS ta accommodate his desires.

E Jelhﬂmupn we had discussed with | ,r-ni..l n-u d toidentlfy any schedtule change in advance, he could never
. sfick to it. On several occasions he wowld cal Irl and stale -i 1at h -\h".:ﬂ coming in antd he would make up the
hours later in the pay period. At thatJdime | 1' Id him that was not the {(ntent of puttin g him on AWS 4 and
(b) (6) reminded him that AWS 4 required fim to u.:nh 10 days ifthe pay pe rtod
s '(-cu the PP ending 2/12, he called iff the I||';,l Monday and fdrri he'd make up the hours. On the second Tuesday
fw ho W{‘r{hp and, sal(l that he'd *only behere an hour tod: ay and wouldn’t be here tomorrow”. Three times in
wn 8 day period was m OuER.. | h'mi talk with hiln about reduesting leave in advance and we both
apw ed to put him back on AWS .). il . " J
Whe > he came back to work! told hir that | e hatd*hean, dhmmp AWS 4 by not working 10 days in the period
and fhnt he would be placed back oi WAWS 2. He didn’t un :Lus!ﬁt'ﬂid' Ny we didn’t have him on AWS 5 to begin
with so [h.ﬂ he could only,Work 8 'Jrn, 5. | explained to hin "l|1 it he is a= Hw\f‘*s ahel is yequired to work 4 hours
“'vﬂrvriw‘ N z . : e * 8 R
In attached m.'rat! {rs"l I/\‘--"J‘_-} antl Workhours form), he gtated “Thése new hours should help m-::
Time card discrepancy: i : .
He submitted timesheet dated 2/26/11 (attached in IileDrrmeshs}elS} stating that on the second Friday (2/25)
he left at 1600 . :
On 3/1 1 was notified that h-':lpn early an 2/25 so | sent him the attached email (RE: what time dic c you leave on

o o - o 1 .
Friday 2/25). On 3/1 he submitted a second timesheet (attacher D imesheet resubmit) and stated that that
it was the timesheet he ofiginally submitted to me and that he didn’t know where | got the first one from. The

timesheet that he claims*o be the original is time stamped 3/1 13:03 in his digital signature Although he
-

argued with me that it was the timesheet he submitted on Friday 2/25
.
He asked me to sign it and | said | wouldn't until | discussed it with you
-
-

Appearance "

Upon reporling mDhe was aware of the requirement to wear a collared shirt every day.

1 Release: 2019-02
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Far the first four weeks he wore a dress

shirt with a tie and dress pants every day except Friday. It was actually
quite impressive.

Starting in late October/early Novem!

nber, he started \.\.rtn-:l'ill_kl
(this was discussed the last time we |

hatl a problem|

In early January, he has started weari I
couple of weeks ago hs

e wore an
him about it, he]

1 ’ L]
that it was done with a certain lack of respect frraea, L .‘3

| b 1
I-,.-*.: §! e s ..(:;Hmo ' replay

Internet usage:

When

(b) (6)

could check Ris web-based e r||l|1| gurmp funct
That access hag dtaer mrated to ne
*He'was to

On Monday (3/7) he mnmm >d the browser when | -.".-'-ilL\-"-n up on him
he said nothing. | ask again .-n'rﬂ,l\.- said he wasn't doing anything

L ». -
and he said “it’s none of your concegn”. We've since revoked hi:

gy - i J « " ® -
:t”.r started he was given .1m~'_ qount{ntlass internet) to use Tdrve

It:&-.-ur his dress

T
cearci
-

I—:l!n‘r.‘,')[ every da In
I When

aying the scene here hut understand

45

clothes

|‘l_>_

;:t'(-i

*tald him he

ar constant usage. On 2/25 he was cavught an ('rvii-u_!.:-,i.u:-mE
Jthh.;r he was on there again he Wpuld lose his access.

I asked him what he was looking at and

l-asked him to show

-
me the lirowser history

Illl'L".\:JK
s . .
He does continue to spend significant trpe on NSA trading even though he has tasks that need ro be completed
: g f
’. &
- £l
Lack of concern g s
On 2/3

'8 | walked up on him reading a compute
he has re

anything for him to do, but he didn’t. Just the fact that he h

-
-
- . *
Cuarterly evaluation: Y

- -

r gdeing magazine at his desk
. - -

reoccurring tasks that he keeps up with or he r-;mjri have came tg

. *

. *

*
-

3
= time he told me that it was a requirement before he could get his grade..

Even if he

»
-

* .

wasn® directly
leadership to serif we had
1 the Mag ‘!'IJH swith hirm demc ng fl(d

s intent
-

. _ A . .
Ve filled out a quarterly evaluation on him in November (that was the basis for she first phong cali to you). At
| i

tasked,

§ ’ * .
since that November evaluation, we've never filled out another evaluation ey i L' O Ym he wrmupia ted anather

semester.

evaluation,

- I

.
i =
in Th‘_‘ sdime [il‘ill:_"jf"‘lu"[\(‘:". the othe I'DI SWSw 'ln{' LQES l” || E‘ same schoaol and has [(”gf\i,.ﬁ d an additional
-

Can you check with the school to see if they've

Lack of Respect:

-
.-l"'::‘-"‘..o. X
< ok o s

= ter | talked with vou on 3/10, you state ‘tl.}; YO e A o'k .,.m- t.w?FH'u ;m{:-.m (atayn

- - & -

U”I(‘.',':.’i.l'.} '._.-"‘. '-.‘.._-' .n' ¥ . =

| - " % . - - -
On 3711 | &'«kl"'ilDl{_‘. meet with me so ‘l\ W -‘|\'Uif" it out thJ tis el OSIL S WelEs 7
" . ] 5 . -
- While walking to the meeting he l"‘l um‘h'se (.

told him he didn't |:(’Wt' d Gheit £, Htl'\."ll.r it .’ -
-

mrlm .‘.11I<rmf away and ',.n.[i‘

received one or two evaluations I'HID"

-
»

{b) (3)-P.L.

86-36

Dmu‘;\”’ ta new

‘I'm nal going te talk with you"

»
At the meeting the 'br1|~- tluuf«.lh $t he would say t r me'is “lwant to e reas signed o a new offite” and “I'll tell
-

-
- * * ‘.
. * - * -
| . . ¥ 2yl *
:'Ilﬂlll.,a. ..' .’
lenmonstrates a lack of: @t o
libil - 3
[ reioiliby . -
redibiliny L . .
Accountability  «* ." g
» -
s e .
h”.( }:,r“. I .‘ *
-
Respgpet o *
-

.
-
*
-

- L]
- -
:_I!:-ai:r s fo move to another offices He's cre:

above and continues to blame us

remain in our office. I've spent a lot of time mentoris

nd helping

out teday, so T wan't speak for him

but |t

elieve that
£ adjust to work here at NSA

ited his environment here by demanstrating a lack

ﬁ n”" }
should

lenjoy working

Release: 2019-02
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with him when he represents himself as a

YOUNgE prafess) mnal .“-|i!i;'|-_'-l o worl Howevear. he PO [J'g-r.;:_:.'_:'] l"ii“!:-n"', wh
he has a bad day and doesn't want to talk with anvone. It is a <urls attitude which is unprofessional and intolerable to

his office coworkers and supervisors. He needs to understand the pportunity that he is wasting. | fully support him
i,'!"-l‘_-':r"‘ re ir .:!"'.':i.:,'\'i””_l.‘_r.'-i!l'_i'-'['.i !(,i.||| "Z_-l"i oW Ne consunie '\-'1: !"|I|-'_hl'l'_ o, |ii-""|t' I':'.'l:i"_-‘i"'I_!"'\"'Fiil:"
Feturn on our inve -_?:b:!"i!i
*
-~
-

-

1 | - *
Looking forward to meeting with vou later this week
Ly

. ' (b) (3)-P.L. 86-36

-
-
. (b) (6)
--l--a--a--:--a--ai:.--.--------.--.--a
. '-.‘u
. .t e
¥ EaL e
[':llf" * . " O."
By . i = . * e
- L
. . -
.
. * .
2 - *
.® + *
2 . "
s
-
. w1 *
- . . -
- .
* x o *
. 4 -
- - H
» + . »
.
" .
-. * 7 *
- L . ¢

From: l.° . .
Sent: Monday, March 14,2011 9:59 AM *+ =~ " """ =+l Ly
To: | ) .

Cc: I . (b) (3)-P.L. 86-36
Subject: RE: (U) HSWS Meetipg reschedule '

x .:
‘ a. " ‘c .".
ok B —— ~t A N ~ Y N LA | R g " " . .
Classification: UNC|ASSIFIE D/t " W7,
» . *
. . .
* - . - . *
> . * L4
Good |-'|(.-|'i|'|-i%D ... . o .
- + .
. . 't. “ *

- - L4
sl = - = e e B, S 1+ I . i = \ |
ust checked my calendar and it lwdks like I'should ket available any day but Wednesday. Please let me know
- - L
i Al .. ! * (]
whnen we can reschedule. Also, if woti have any infotmatioh | can starl reviewing prior to the meeting, could you please
. ) - - -

1 & " ok $ 8 *
send that to me as well? , » X e %
e » *
- * -
. .
e +* .
N T . .. +
I anKs, 5 .
- * .
- - -
*
- - =
. - *
I ‘. » -
T —— . . o
a -
-
-
-
-
-
*
-
-
-
*
L -
- .
- -
" * [y 1l Pravili Fintormadem
» -
L4
L
-
-
* | | | [ Y 1 | [ L
. . Py
- -
- -
. * ) il il | Hrom originalol
> -
-
-
- Ll
nan ML |".:\. Y ACL Y AL as amended) mformsation w hich must be protected TAW NSACSS Policy 1-34 o
-
mved e o urther dascimsare, [ hes miormalion | Te T T i
Pl

From:| * |
Sent: Monday, March 14, 2011 9:56 AM
Toy |

Subject: (U) HSWS Meeting reschedule

3 Release: 2019-02
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(L) {3)—BsL: B6-38

Classification: UNCLASSIFIED/ o=t rorarSEoT

We are scheduled to meet today @ 1200, howeverzhas called in sick today. Would it be possible to
reschedule for later in the week? If so, can you provide your availability?

Thanks,

(U / i)

(b) (3)-P.L. 86-36

(b) (6)
Classification: UNCLASSIFIE D/ttt Sty
Classification: UNCLASSIFIE D/ At
4 Release: 2019-02

NSA:07172
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From:
Sent:
To:

Cc:
Subject:
Signed By:

—

!
Thtigsday, March 24, 2011 1:49 PM

| 2 )

(0] Correction: “N/R-- Megting on 24 March 2011

NSA:07174

" " " " = = o= oE® "= " " s oEow (b) (3 -P.L. 86“'36
- P " o
From l g . ™ . g . 0.' * : -.
Sent: Thursday, March 24, 2011 1:49 PM* o X : .
To . .. - o - I
Cc: ] e . 3 .
Subject: (U) M/R - Meeting on 24 March 2011 i . . -
Purpose: (U/A©H€) To document a meeting on Thur'sday, 24 March: 2011, regarding alleged inappropriate discussions
of a sexual nature between| . |and| |{HSWSaSS|gned toﬁp
Attendees: (U/Aeue) | and]| I (b) (3)-P.L. 86-36
(b) (6)
i "-ussmn
‘ , & The purpose of the meeting was to discussalleged magptopfriate d;scussmns of a se‘)(ué-} qﬁture that took place
betweenl Jand| Jin 2010 and 2011 on at least two, occasmn,s, as.f’equ’ted o]
e (U/#S480)In Nov 2011,:c0unseiedmmanﬁgers, includingm about inapproprigfe jokes in
presence. o et L = i
o (U/Heue)] sked[ Jto direct Jto document the alleget'inappropriate discussions
between him’ . and| Iby COB Monday, 28 March 2011. ﬁis to send his
documentation'to Jand| I . !
® U//-FG-U@-:WHI a‘sj< the HSWQ. |to have] [:I-cument what
happened. . 5 %] *. T A
2 - .o .. .o ‘.5 + S . o] - ..
o (U/Feue) |and erT meet during the week of.28 Mar — 1 April to discuss after
they have an opportunity‘tb.rev-igv'u . s cor_umentation . i 5
.. i . [ e . "
0:‘ . * ' ‘\‘ l.‘ i 5 .-
o (U//F848H There is no need forl | and| fto meet on 25 March to
discuss this issue as previously plaﬁﬁqd..vo. * 'y - =
BT e Py e
° (U//-Feﬁe-):mll meet with thé.l‘l.irWSi | antd her supervisor, to discuss the
DCQLU’S.E.Of action. Yy, ; .:.:.-_!;- 7 . .
B : .
LI o T - o.;:i= - i
- " = . i = e .I‘l.. I.-.-.: 5
1 (b) (3) - 86-36 Release: 2019-02
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(b) (3)-P.L.

86-36
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I

From: | - |
Sent: Monday, March 28,2011 1.28 PM* .., ,_,
To: I e

Sl.lbject: RE (Ul I TE ey " . -..-.'-".lc.-n.

(b) (3)-P.L. 86-36

Classification: UNCLASSIHEDNFerR-&FHew-u-%j:eHH i

--‘
.-l".--' . * “ .‘b
a = = = ® . L3 5
am s u B " s * ‘\ *
. -'..‘-.' 7 *

The first | would say the end of November towards th.mks‘j |\‘mg sitd the next was mide lim ember or end of December |
know it was right around winter break \wiu(h are m: {-hb als, mcw | ask ifEs getting investigated?

.
. - -
- ® s " . . . @
- - » L
. - .

From: . 1' . ¥ 5n

Sent: mm.&mzﬁ;am] o W
To:I_ _ L e i .
Subject: RE: (U] i l. . o S e w

- -
HlE— Lhe first was when he commented « an’m second onm Do you rempémber when that was?

.
"o, wii *
Nk gy &

(b) (3)-P.L. 86-36

(b) (6)
From: ! '..
Sent: Monday, March 28 2014.1:11 M e . .
To:| I; L s
Subject: RE: (U)] | ‘v."-, ..‘
Classification: UNCLASSIF[EDNF@R‘@FH@!*L—U'SE—%
r\,-1"~:_ - Vimig . ' . ,::.:’ )
Sorry but what 2 occurréntess akeypu tallunp about? o Fate
Thank you, S PR BRI
* L .., bl a’p
i = L o. "l‘
.0 "o ey
‘.' (b) (3)-P.L. 86-36
--------- .:‘- ---.------..-uu:::’.é“t
From:| R Tt
Sent: Monday, March 28, 204t 1:10PM *~  .°
To: — .t
Ce: |

Subject: (U] |
}”E' Thank you for writing this up. One more question for you - do you remember when two occurrences

happened?

1 Release: 2019-02
NSA:07177
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(b) (3)-P.L. 86-36

(b) (6)
- 2 * :':. : -.‘
From: | . i
Sent: Monday, March 28 2011 1Z41PM, .° o+ =" *o, | e
To: " 5 ::t: ':- - v X : - : o
Cc: d. a2 = Tl Ttep v G
Subject (U1 o PRRRR L N T
- - '|-......:-..-..“
e, :lf { s
Classification: UNCLASSIF'IED/7‘i‘-6‘-FP@-Fi-+E=|-ﬂirk—bl-@-(:—@-l%d-l_—‘v;L ol Sl

-

Hey:-----.‘-----.".'--'----_-------:------_’----

L » - (]

How are you? . .

-t

. ®
.
e

(b) (3)-P.L. 86-36

From what | was told you would like me to tell you everythmg‘about the mappmpnate talksr.egardmg people in the

office | had witr: to understand my side of the story? - e =:
Ok here it is.... L ",‘ s : -

. st

The first occurrencg wo.uld'be that | was domg a task wﬂhﬂ | do not remembef W'hat the task was but |
had asked him to come oy&r: ro fy desk and helpme with the task because | didn’t understand whatl was doing and |

didn’t mess up.|*

alk.over and said something.. I think it was your wife is on hold or something like that.

After| |wa|ked away'to g0 batk to her desk D]ooked at her and then looked at me and said |
L Jsaid

| Ji said | J'm not answering that betause | don’t look at co-workers like tha,
something om the lires gs “ok fair enough”..... I'm sorry if | den’t remember exactly what he said. e o

The setend occurrence was on the same lines as the first occurrence because again | needed help oRa
assignment and|.” * alked over to my desk to help rhe out. This is different because this time a d.lffefent lady

[

walked over whose name is

. sorry if | missed epelled that. Anyway she walked over to talk tg] - Jabout

something sh¢ was workmg,on Affer their short maybe 5 min conversation which was next to my desk, alked

away and Dwatched her waik aWay and that leaned doWn and said to me |

|1 said | no |

wouldn’t | told you | do not look at,eo-workers like that”] Isays “your right” and finishes helping me ¢o

The third time was when allthe|

project.

and thg

Iwas in the

| |Al by the name off office whare
| Jand | were working. After | talked tp about a assignment? walked back to my desk te do the prajet. A Co-

wgorker named ame and t,a!ked to'rae about a different project and told me | needgd to knqw, Some peO?le

cause those were'the people | would bg wqulng Wlth to do the prcuect

Jwasgne of theph.

bﬁought me over to introduce me to her. S':he was talitmg to someone at the time and| |mtgrrupte,d and Introduced

me we exchange namigs and said nice te meet you to each Jother. | told her I'was the HSW§ H’]IE

) schgol work study) of

the office and if she nekdey anythfngjust Iet me know. She ’sald ok and we aII |
about the projec

came over and started-talkipg'to me qbout the project. | didn’t neéd help at'the tlme, bu
ame over and talked rlght'by my desk, just like the frss,t‘two-occur;antes

Wastalking to me about earlier. After aH;hat happened I waIL-ed Dack td,my desk ar1d|

‘and*l) began.to talk

t'a‘lkeqi'to me=about. That
|ﬁ1t'rcrduced.us but we

had alréady met and we to-ld hat. After the y had gotten done.t’a‘kmg;l_lwat_she's h.er w;ﬂl?.awax and looks over

all the cubbles | guess to seeﬂfanybody was ground and said]

[ £3y “wo’h

iﬁvs

after he

said that he sdid & A - | w i if hqﬂ he said |
I * | 8o “ok” t te'ld h|m tice befofe that | do.n‘ﬂqok‘a.t cd-worlcers'zmd-he.drdn t listen td me.
. | would say'the, Flr.st,occurren‘qe ha ﬁpened'm Nov‘emlger the Setond omurre:\ce'happened towa-rd’s the end of

December, and the Third otgurrencé'happennd when t-ht{

Tirst day from what | was tolq

-

" N oSl il '.“ .,
S P Sl LR T PO,
.1 hope this helps you bette{undef a‘rrd,‘ JTq.t tﬁe inappropriate talks were 'aﬁcmt
’ "o":: .I'::. .‘
(b) (3)-P.L. 86-36 ¢ . e .

(b) (6) (b) (3)-P.L. 86-36

-

.
.

Ichme' in because that' was
Mb.md;:red'uted.me that day I’ wo.ub sdythat is M|dtJa myary. .

- = st ““0

e Lo
I" o";’ -
" . r ]

o n ; :’.
Release: 219
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| also want to Thank you again for offering me a job irl | but I’'m sorry but | am declining the offer. | am working in a
different office so | can get away the other people in so,there is not a awkward situation.

* -

Thank you, o .

(b) (3)-P.L. 86-36

Classification: UNCLASSIF|ED/HSR-SFtStAttS—ontr—
Classification: UNCLASSIFIED/FOR-SFHCHASEONT

3 Release: 2019-02
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From: _ |

Sent: Tuesday, March 29, 2011 12:39 PM

To:

Cc: |

Subject: RE: (U) Please Read - Action . HSWS Issues

Classification TRt ERTAARE o S A S C A NGB R

UNCLASSIFIED//EOR—OFFICIAL—USE-ONLY— (b) (3)-P.L. 86-36
PR LR

(b) (6)

el ] (b) (3) -P.L. 86-36
----""'. ’ "

Below is the statemehl of what a,rtma")kpd and s'mﬂe'ﬂaqur.ouud on this ¢sé as | kjow it. As directed,
as"atked to plo'ulde his part ofwhal impuenodqn NovenﬂJer.ar;r‘dDwﬂlbe asked to

document his paint of Aew but nmth‘er orl wem p:eserwu#urmé the alieged &napproprtate
jokes/comments. is (urrenth,e on leave and will r-nrqs;f'nexl Monday. " w. i
] " .‘ - . .' .

. . L]
. .-. - b i -

As far as | krwoil:complamtﬁ about hls.e‘l.whomnunl and the mappropraate comments mD
began in Noveniber of 2010 after hissfirst cwallmhop His complaint came about a week after his eval

was completed by the Branch chlefsl ]and' }  waspot Tavolved becaus ¢ | was'on leave at
the time. :bmught the evaluadibn to their attention shortly befﬂre it was due’and jokingly
gave him all 0’s because he waSolbId t0 quickly fill it out. After what the Branch chiefs contend was funny
banter about the grade,Dnetho:htaliy went through the eval with askigg him to discuss his
performance and what he thought he deserved in each category,| eceived high marks because
we all thought his performance was great and we all thought it showed in his eval. L‘Vhen | first heard of
his displeasure ahout the eval | demanded to see it. When | saw it | then asked, “What's wrong here?
This looks great.” As you can see frofn my email to the HSWS coordinator on 19 Nd_'\fember we were all
surprised by his complaint at the tinre: .

“ They admit they were lightly Joking with him like usual during the assessmentmfilied out but that
they walked him through a fair assessment of his performance. (as you can see in the scores) Also they
gave him the report on Wednesday of last week and last Friday he seemed fine so they are again unsure
what went wrang, )

They insist that while they were |s.)|m1 sly writing down “0"s on his form at first, they had a friendly
banter about his actual performancé. They also explained that his work measured up to their
expectations and that is why he recaived the good score that he did. They never intended to scare him
and they have apologized and talked to him abaut everything in a professional manner. In their defense,
the Branch chiefs and my deputy, talk to him and task him primarily during the day and have Nothing
but good things to say about his performance. Granted he is a high schogler so he has not been perfect
but we have no real complaints... | believe the stress m‘l |and misunderstandings
with the Branch chiefs led to his complaint and | have made it clear to him that he needs to bring any
more issues or complaints to me if ij is hothered in the work place. *after the Branch chiefs and | talked

to him today he seemed fine and | think we can all get back to work without any further
misunderstandings.” 2 *
ied -

Keep in mind that in November his complaint to his parents and the HSWS coordinator included a
slew of things to include the inappfnpriale joke, the eval, our advice about his post high school plans,
comments on] - | He mostly came to us asking for advice on these issues much
like the previous HSWS studernl ITur-lu rLwe helped review her resume,’recommend her to other

(b) {6I}2elaase: 2019-02
NSA:07181
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(b) (6)

(b) (3)-P.L. 86-36
(b) ()

offices and | personally I.é:lked to her perspective employers recommending her. So this was so strange
to us that we were now.‘deing chastised for providing the advice that he sought. The sexual “joke/s”
incident was not seen as & major part of his complaint, it looks like it was thrown in there to top off the
list. We believe that he Le*teraterf the advice we gave him about going to college instead of working
here full time after ngh'ﬂ.chooi to his parents and they were angered. That is likely why his dad called
the HSWS program coordihator complaining that we were trying to contral him and making him feel

uncomfortable. We were bllnd5|ded by the odd complaint because he showed no outward signs of
discomfort. '

Regardless | talked thimmedtdteiy about the sexual comments made t and told him this
was not appropriate within the work center and especially to a HS student. He agreed and apologized to
:r:ght away. Dhas repeatedly admitted that this occurred in Novembe} and that he
apologized. 1tist fos good measure | had the same discussion about inappropr :ate-dlscuss:ons at work to
anyone within possible earshdt-{atme tlm |and| } | wanted ever\aone to understand that
as a teenager.and that jt s, ma_ppn dpriate fa discuss sitdations or jokes ¢f a sexual nature at
work period, regardless of age...

(b) (3)-P.L. 86-36

So post November EVERYONE was very catetul about what they said within ea.rshot o'f:
Everyone ir tHaf'of command is cunentiy or former military so we all have had a considerable
amount of sexual harassment training and know the issues that can arise if someone fﬂgs a complaint.
Also | had no less than 3 discussions withmbetween November and this March tellihg him that if
he felt uncomfortable, underutilized or bothered by anyone in the division that he needed to come
talk to me or our deputy immediately. He never did. | never escalated any of these issues t
leadership because each time we were able to handle] |concerns or issues with the HSWS
coordinator as far as we could tell. But it seemed that every time was corrected for his time &
attendance issues, work ethic, appearance, inappropriate internet usage or attitude he would complain
to the HSWS coordinator that we were treating him poorly. He also haf good days and bad days
dependlng on bqw.l konfilcted with his work responsibilities, this is documented
in my previous email and the email[—__Jwrote detailing his broblems wn-hl Ito the HSWS
coordinator this month. ., (b) (3) -P.L. 86-36

*

Therefore after this one mappropr;ate-inc'l&ent that occutred in Novembpr I am unaware of any
other sexually expllut jokaseor ¢ comments made'tD Lam not sure wlfthwHI state but As far
as | can tell comment at the ehd of higlast'meeting With the HSWS anél.our Branch Chiefs is
complete hyperbole. After the mpetmg the H5WS mondmator told me about@romment and |
told her again that he is ewagger’atmg the situation becausrc I have no reports or evidence that any other
inappropriate comments wt’re made to him affer Nouembor’_,i also told her thdtDWSS counseled
after the incident and others were briefed on c?ppmpnate C onvarsallons in the worfgulace

+ L "
+

Even with:comment during the meptmg last wook and hIS'DE'hd\HDr ﬂmd:ﬁill
recommended that he stay in the division so that he could bﬁ- brought Back to his f'qrrruer work ethic. |
disagreed with them and recommended to thﬂ HSWS that hesmove as he requeszed’,to ranother office
because he obviously was too immature to stick to his schedqle, report his wolk hours'@oneclly, work
with direction, follow his dress code or act prdfessionally mDMy Branch chlef'-;.spem -r.ncmy valuable
hours trying to correct his behaviors and in lh-e final analysis | did not think his contmbuhpn to the
division was worth the continued effort to cosrect his behaviors. % “

If you have any further questions ahr.uutmr am of course at your disposal (b) (3)-P.L.

(b) (6)

86-36

Release: 2019-02
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.‘jinrere!f{.

-
*
-
*

"
From:| | S
Sent: Tuesdav, March 202017 5:46 AM Yag
To] S Niwig s
Cc

= L'y
Subject: (U) Please Read - Action - HSWS Issues (b) (3)-P.L. 86-36
HIDI--c-n--.--|--|----|--I--I-n--":.:-é.é.g.- :
u/ /reve— anin WSl .'
1. 7= . lease ask to sg urj-ﬂ‘&urnnm.r_y.rﬂ the aﬂ@g,ﬂ inappropriate discussions that
took place between him i former HSVS = T * | It Yas due COB Monday, 28
March 2011. The HSW% ptovided 1 ,[qnm:mm {If . sent it to yourplease send a copy to
and me.) 3 ._'- - - i . . :
u/ /Feve— ala® . . 4 =

» -
.
[y

2. == «he HSWS mel am F\'I:u!!gfdr haﬁ’sfnd t-hnr o the day whm‘ananagersQ
i | .* land | met wrthhm the HSWS said during the meeting ‘the’sex

talked neetled to stop. lidn,t*deny |t’m(l apologfzed. You had already left, I)UD
:'was there. Please a§k

0 (Ir};hmm.r this pml of the discussion.

U/ frove— flie . ) i
3. t=rmor) castly, please documment aw} discussions \,ﬁ(m lml re ardm;’:}and the alleged
mapprupnaje discussions I)U,w mn him and the HSWS. » N .
You fpentioned ¢ O'Jf'l’s,‘-’lmr.:lﬂ one.fime abaut an inapmppriale.;c;l-;f_—:{s}. Please
provide details, %= N " 2 . ‘
Please vifite up a Summary of your discussion with: . 5

= tite HSJNHl | afteg’she cdlled to let you know

lhatﬂihr had Tﬁlinwp d up with EEO regarding the ISWS% comment that ‘the sex

{,ﬁk needed h)-n‘up What follow-up ac lltms Lliri-ShF Say you needed to take

n—smrdm; D,md did you take them? Please dnrurm nt any follow-up

.' fil;(lIHBIE‘H‘HJIT‘aMd WIID " S
-

-
- . L]
. .-. i = .o
* - . . .
Thanlk y(_ru,.: .« e " Y ol
B . " . "o
- -‘ - - = e
‘l‘- - -
.;- - ...
-

(b) (3)-P.L. 86-36 Release: 2019-02
(b) (6) NSA:07183
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From:| ] 1
Sent: Thursday, March 24, 201} 1:49'RM

-

Cc: .
Subject: (U) Correction: M/R Meetmg on 24 March'2011' L
IJ/‘/%J:( punxelerD bk grm; e :C in & m{.;n_l{n {n :f Zdl'll
'lt........-l'.:. ..:..t‘"’....;.'.t.
"oy .l.l .n.l‘-.'.'.‘..:f’;:
Frrrrrrrsscs st a e eans] (b)(3)-P.L. 86-36
-------- .. . .,' o "' .
From:] | ._ swwrt sl s i . :.°:,.-:':' :
Sent: Thursday, March 24 2011 =44 PI¥ * PR L B S ._.::::-'-.-'. - H
PR — 2 — .‘.‘.‘.:..‘. O. E
Cc: ] g8t ) :
Subject: (U) M/R - Meeting on 24 March 20,11 s ,;:.’,:' vast 2, :
“ 0.:' ,:' 0' --:‘ : E
Purpose: (U//+868) To document a meetlng on Thursday,’Zd Marcj‘tZO.Il ‘régdrding alleged !
inappropriate discussions ofa sexual nature between| a'nd| : |
(HSWS assigned t SO R RN iy ; .
. i 0.'. oY .' LRI 1 : o
Attendees: (U//FEte] L e e L] angl s : ¥
5 Y ." .:‘. P .' : . . - : .
* * .:0 .- x l. " : " :

Discussion:

.

U/ /Fot6— (€HREL) The purpose of the meetmg.Was to,dss,cu%s alleged mapproprlate Jiscussions ofa sexual nature

that took place between|

land[..”

occasions, as reported by] - |-

(U/He4$8) In Nov 201

*

-’

. ot

- ot
v ot

-
-

L]
-
]

9-

fin 201d gnd 2011 on at leait twor

L]
L]

ounseledmman-agers, |n¢1ud|ng:abput

L]

Fﬁ'wlment'the alleged:
an i by COB Monday, 28 March

- Jand|

| to havel

[
L]

Jwill meet du'ringthe week of 28 Mar — 1 April

0-

=B L,

86-36

[ 1,
inappropriate jokes in[’ w18 bre'sence
o (U//Fete] psked hto direct
inappropriate discussiens between him |
2011. :IS to send hls-documentatlontol-
. (u//eeee)mm ask-the Hsws] -
document what happgned: .
o (U//Feuey . “Jand| ‘
to discuss after they have an Dppo'rtumty to rewew' |d0cume ntation.
(b) (3)
(b) (6)
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e (U/Me88) There is no need for| land— Jto meet on 25
March to discuss this issue as previously planned..

o (U//rese [ Jwill meet with the HSWS] land her
supervisor, to discuss théqu_urse of action. 4 s

... e s, 8 -

(b) (3)-P.L. 86-36

Derived From: NSA/CSSM 1-52
Dated: 20070108
Declassify On: 26836636+
Classification: COMNBENT AR TS A S e R R

UNCLASSIFIED/ /FOROFFICIAT—USEONEY—
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(b) (3)-P.L. 86-36
(b) (6)
APPENDIX P
Emails with Summary of Events Attached, Dated

29 March 2011
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From: A |

Sent: o 1 r

To:

Subject: . (U) HSWS issye
Attachments: %S_tatement,doc“_

UNCLASS IFIED//M.F‘-‘?‘?%—EW

Classification:

* . f LS ¥ )
rYlle—l@”]Hl@FH_Eﬁ FE R R ERE ‘-.I “- = o= ow :".: " owon - .u .- .-. .
Cheers e i (b) (3)-P.L. 86-36
E . (b) (6)
:' x ‘.:"

: = = T
From: | -
Sent: Tuesday, March 29, 2011 3:10 PM : () (1 =E:Li, 88730
Toﬁ L:I. ----- - . Ll s omoEow L -:-'-.
Cc:
Subject: RE: (U) HSWS issue_+ LamdtT

Classmcatlon-eeﬁﬂﬁﬁrﬁm CANTGBR, NZL
|:| eect’ uucmssxnm//ma—emmmy___

-
I've attached a statement to address the concerns.

- -
-

.
-

Please I;T me know if you have any questions.,
* .
-

—1 :

(Vrancaz28 :
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From{ |

Sent: Tuesday, March 29, 2011 1:02 PM

To: * | I .. 3)-P.L. 86-36
Cc: | (b) (6)

Subject: (U) HSWS issue . '_ " -

Classification: WWWM% : .

M&W : .
HiD' » UNCLASS‘IT?IED// : : :

Below is the guidance from Isection 1) About what ygu heed to include in the writ-up. Shewants you }o list

your interaction with him because afl,they havé is :lstory You need to defend your position she has
asked that you write up an email der.aﬂmg yoursp‘omt q_fVIEW about the meeting as well. Please see.sec‘.tlon 2: Her

R ]
» -

request below: P ., :
(U/ /Pever— s . . '

L. yspgiveeyanadse ask l‘o&er’ld a‘summary of the alleged inappropriate discussiop’s that took 1)la1 o
between him and former HS‘MS -1 ] It was due COB Monday, 28 Mayth 2011. The. HSWS
provided a statement. ’(Jth,@nt-T[ to \,f(.)u please send a copy to and Jhe. }- :

(U/ FevOY T T . . : .
2, =ttt | e HSWS Program I\/Iarxagm had saidithat on the day whenm anagers ( I |

anc met with her, the HSWS §a|crdllrmg the meeting ‘the sex talked*needed to stop, L Hidn’t

deny it and apologized., You had afreaﬂy Ief; ‘bllt:was there? Please ask 8 document this part
of the discussion. iw . '._- " e s
.a...'= . “.":.
c . -
Cheers
:. i wawem s aw s e wmne] (B) (3)-PiL. 86-36

Derived From: NSA/CSSM 1-52
Dated; 20070108

UNCLASSIFIED//FOR—OFFICTAEUSEONLY— Declassify On: 26366364

C|aSSIfICBt|0n AP s i g g g ey gy g ey e e~ 7 T e e e — ) — o e g — —
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(b) (3)-P.L. 86-36 March 29, 2011
(b) (6)

From: [ |

l. wessss=sd (b)(3)-P.L. 86-36

Subject: Statement concerning interactions with|

‘lﬂ g

The following statement is submitted based on faets t'hat | gan recalf’m 'thgwb'é‘st-of my ability: .+ *

. mmw® r ! A ‘. .
| Jstarted workmg mDm September‘Z'OlO He, wﬁeﬁrrectfy assngned to The
understanding in the.o-fﬁce Wwas thatEwould take his’ deﬂ/.to day tasklng fro nd
me. Dpresented himself very well and |mmed|aLeiy hltthe ground running. He would complete
tasks very quickly and be at the ready to corn-pTe,te 5dd¢tlona| tasks. Qften times he would swing by just
to chat during down times. He alway.shad aStorym tell, some of whlch didn’t always make sense.
From nearly the start, | talked wnhmahout credibility. | had hlm look the word up in the =

dictionary and read it back to mes 1 told.h‘lm that he is going tQ have credibility; he needed to tell the
same consistent stmy, preﬁerably g.hve truth because as it stood his stories were all over the place .

-
.

Within weeks of a.r:'umg toEl was off on a Friday. Wheh | returned on Monday | was told by?l
ha |had u.séd homosexually derogatory terms|

I_ to one of our gay employees. She told| |that he needed to apolo'gi»ze but he didn’t want
to. Whenl |ar‘r|ve-d.at work on Monday, | immediately pulled him aside and had him describe the
situation from the previous Frlday f told him it was wrong and I'd have to figure out what we would do
about it. | made the decision to have him apologlze t6 the person and made it clear to him that this kind
of behavior would not be tolerated. | also askedl Ito check withrthe empioyee to see |f she
was okay. From that point on, | became somewhat of-a mentor to] | | believe he'locked up.to rne

and respected me. We often told to tone it dewn if his conversatlons weren't appropriate for 5 (6)
the work space, sometimes would tell me staries, which as, the adult | felt needed more prymg

For example, he told me thatf N 'a§ked°
him what that was and as he described it. | Itoldl—l you shouldn-t-b‘etalkmg about that
stuff and work”. | stated tol |that what he described WQ‘S:D | explamed to him whatD
was and that if he felt things had gotteh out of hand, then he ‘needed to report it. He also told me of a
High School Work Study friendfof his tHat he knew was smaking pot. | then had him describe the
situation to me and said that if.he saw fhe friedd smokingipot, then he needed to report it. 1
stated that he had not actuallf seen hirh; he just knew hé' was, and | recommended that he-r'eport it.
Doften asked me questipns that I° ‘would ot answer because | didn’t feel it was.af‘ppropnate in fact
| once told him that he’d haveito wait uhtil h§ was 18’0ef0re I would answer his gliestions. | never
taIked-wﬂhEIabout anyfhing that you wpufdn.‘t see on TV. In fact, | wouldn t even let

swear m the workspace howgver, as time went op‘l wasn’t as strlct with him as | shoyld'have been.

-’ an - Lt

On Novefpber 9 :askeﬂ me to r_or'hpLete Bis evaluanon that he was.requqred to turn in the next
day at schol. since he had ffrought it td me a,{ the last mmute l askéd him to sit down and we'd go
over each chtena and | asked him to expraj.n.fo me whét he-d’eserved and why. After we completed the

;
. I f . .a
f"' -.'
. .

f .
-isl"' LIS . !"

s .
» L]
§

UMNCLAS

{(b) (3)-P.L. B6-36 Release: 2019-02
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(b) (3)-P.L. 86-36 UNCI
(b) (6)

. Iater:came to work very upset and wouldn’t talk to anyone. | sent him the following email:

evaluation he went home and seemed satisfied with the evaluation. On November 18" eleven days

.
-
*
-

It’s obvious that ygu’réhgving a bad day...which seems to tie in to the generally bad week. | just want to
raake sure that you HOn’t.ﬁa\{e a problem with me or your work here. If you do, then you need to
address it. If you're just haviné:a.bad day, then that’s fine, but don’t let it impact your work.

i ;

(b) (3)-P.L. 86-36

(b) (6)

He never responded to ];he-emall ;;md when | add‘ressed him in pefson he said everything was fine. The
next day:recelved a caH from stating thal; had reported us for giving
him a hard time with his evaluatlsn and strong arming him into gomg.tc college. Immediately |
discussed the situation wﬁhEand discovered that he was upset that | had asked him for input to
his evaluation. | asked hlm a'bout “strong arming him into college” -and he‘sald that he told his parents
that the people at work were telimg him that he needed to go to coHege and-hls mother didn’t like that.
| made it clear tomhat-ﬁrom that point on, | didn’t want there to be anympre communication
issues and we would have a stnctly work-related professional relatlonshlp He stated that was fine with

him. As time went onrl mamtalned a professional relationship Wlth: .

-
-

From November wF\en:had first contacted the HSWS coordinator until now, | ha\'fe‘wo rked extra
hard to make suté that we didn’t ruffle his feathers, in fact, | was probably too easy on him*which lead
to his decline in'performance. | feel that he thought he could get away with anything. I've walked on
pins and needies to make sure that he didn’t have any issues. Recently, while sitting withl__l

and mel Ibrought up a story aboutl |

| rtoldl . |!o’-khc'>‘c'k it off; I’'m tired of his “stupid stories”.

In February, as: performa.nce declined and he was calling into work more and more stating that
he would make up the hour’sia.te;r in the Pay period. He then came to work one day and said | can only
work an hour today and I'll be off tomorrow 1 had enough so | told him that he would be put on AWS
2. Starting March 1* :would not talk to me an.ymare and his performance declined. On March
2”“Dcall&d the HSWS coordinator ant said that we wére breing mean to him. | immediately
contacted to HSWS coordlnator-and r'equestec' that we meet; r——l'pg{j‘ormance issues are

addressed in an email that | sent t0:0n3,£14;ﬁ2011.} sressa] (b)(3)-P.L. 86-36

On March 15, 2011, the HSWS| ]'came toEEpa@es and we conducted a :
meeting addressing the issues. As the meetmg was GO‘I’TTIng to tlose[. askecf_lf there >
were any more issues that needed e ke ddd ressed. At that time *stated ‘the sex talk'neededto
stop’, | questloned:as to what he was talkmg about. He stated'that | had asked him i

was his type of girl. At that point rstated “look, there may have been some lines crossed on everyone s
part here to mclude: and if there was ever a time that:felt offended, | apologlze-, | was the

adult in the situation, and | should have made sure that he wasn’t offended” and | assured

Release: 2019-02
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E{hat we wouldn’t have any additional problems. | don’t recall specifically asking him aboutD

for me to addres,s the comment would only be guessing at the context of what was being said at the
time. He never alerted'me,that I stepped over any line or offended him and I don’t recall any speuflcs
At the meeting, | minimized comment as | was quite blindsided and didn’t spemflcallv

understand the accusation, but felt that f atany | tlmgelt uncomfortable while wo.rkmg i
then | would make sure it didn’t happen again. Afte left the meeting, | stated t

“He just took a swipe at me”.

(b) (3)-P.L. 86-36

PRLTR

| can assure you thatznever ap'péared'o'fFend'e y anything that | sdid and surely'never said

anything to me about being offended S . . .

(b) (6)

]
....-"-...
.

In late February, | knew that I was leaving theDofﬂce to" work nDaﬁd I heard[ |say to

“I kfow you think you’re being funny, but you're not” na stern vofce.” | |mmed:a,tely took
put in the hall and found that he had once again| L1 ] At that

point | said, “look, I’'m leaving here in a couple of weeks and | wpn't be here to babysit you anymore, you

need to grow up and take advantage of the opportunity you have in front of you. There is no place for
your games in the work space and the people in the office don’t}have time for it. You need to start

doing your job and cut out all of this crap”. At that paint he askéd me, “why don’t they just move me to

another office”.
just need to do your job”. | believe at that point
that he would do whatever he had to do to get moved. He had created an environment where his
immaturity was wearing thin with the entire office. | feel tha is taking something that | may
have said out of context, and it trying to divert the attention and blame on to me so that he would be
moved from the office without being held accountable for any of his actions.

I asked him, “why do you think theysshould do that, you have a place to work here, you
decided he wanted to move offices and decided

Release: 2019-02
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(b) (3)-P.L. 86-36

APPENDIX &

Email Correspondence betweenl & ER, Dated 29 March and

05 April 2011
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|

From: |

Sent: —~Tuesdav_Apnl 0572011 12-12 PM

To:

Cc:

Subject: RE: (U} Need |:3‘formati0n-| I ..... foree e

-
-

Good Mormingl |.... |

(b) (3)-P.L. 86-36

did not miss Jl]\lhlll“ :

On Tuesday, 15 March 2011

* *e

-

(b) (3)-P.L. 86-36
(b) (6)

Jn lInﬂnDlo make sure |

and’l met with|

and

his management team {

| | and|

to

discuss several issues they were having with

We first met with the management

team, then with and finally we met with,everyone (minus

*

When we met with the management team to discuss the issues they were having with

opened the meetmg by making comments such as: he “feared for his

employees” and'he. did not want his * employees to have to walk on eggshel]s” around this

student; that he did not want

| parents 'eallmg him (or me) to

discuss i issues their son

was having at work; and he did net.want.the i issues with this 17 year old student to reach more *
senior level management which could then.affeet the pramotions arid future careers of his

employees. When he made these comments,

and | were a little haffled because we could *

not understand how issues regarding time and attendan&e/il,me card dlscrepancles dress code,
and misuse of the external internet and other seemingly minor fssue,s.(h,e doesn t take notes and
he tries to get others to do his work) would affect the management teamis pogentlal for

promotion and/or future careers.

[ ThndTthen mef with

(b) (3)-P.L. 86-36

concern (which are also outlined in a Memorandum for the Recor.ck)‘ Before we ended the
meeting, we asked if there was anything else that we needed- to*know or should know regarding
the issues he was facing with his organ.lza'tlon At tha.t ';uﬂe he mformed us of an issue that he

had with his managel |

.ﬁ‘

| Imformed us of t;h.e faet that

conversations with him.

.
.

»
-

.
n‘.$

referred to thls as “Sex Talk?’.

-
-

had a few'.inappropriate

He stated that there are a

few younger women in his oi{ree and’on several occasions, when the ladies exited his area, |

Jstated that he told

-“'

(b) (&)

..
1 .

(b) (3)-P.L. 86-36
(b) (6)

R don t laokat my coworkers tf)at way” and “I have a girlfriend”.

*e
e
.;

ol had io l'eaye prior to our group meetmg When we had our. .g'roup meeting,
nd [ had discussed the ISsues. wnth bath parties (mmus the “Sex Talk issue). Before we

Release: 2019-02
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Poc EhdEerttle meeting, we gave both parties the opportunity to discuss any other issues that were
looming that needed to be brought to the other parties attention. At that time,| |
brought up the “Sex Talk” issue. He told that the “Sex Talk” had to stop. 1

| who was sitting next to did not hear what| |had said so he repgated it

again. | Hooked shocked b,y_tbg fif_:Clea‘non "}did not deny the allegéﬂon In

fact, he apologized for the statements iHat hé nrade and .sal.d..thgt as the adult he should have
known better and he should not have made those comment-s (b) (3)=P.L. 86-36

.ln'-f“" e

After the meeting was over, e .Iwaﬁ'rél‘eaééd' so wé could dlscuss. what would

happen next. After]....--* " |éxited the room, -+ Imade the comment that .

only brought up the “Sex Talk” issue ag .a"'dig” to'him. He said that was
mad because of the other issues that werg brought up and -that is why he said it. Neither
nor | made any additional comments* regardmg that to.pl-c'

.
. . -"

[ you need any addmona{ infin‘ma‘llm]. please lx.‘i:mc know.

4 > ua”
. * *

e x -
I'hanks, . * ¥ )

" (b) (3)-P.L. 86-36
O (b) (6)

Personnel Privileged Information

Do not release without permission ot DJ4P
Do not further release without approval {rom originator

Ihis document may contain Privacy Act (1974, as amended) information which must be protected IAW NSA/CSS Policy 1-34 or
removed prior to further disclosure. This NTOrmMation is 101 Es-ermmsr————(—="—"—
Fromy |
Sent: Tuesdav, March 29, 2011 9:39 AM_I e
L) - - (b) (3)-P.L. 86-36
Subject: (U) Need information (b) (3)-P.L. 86-36

- % .

ni (b) (6)

Classification: UNCLASS|FIE B/ SR-aFrertsonm—

. " - +

Would you send me a summary of the conversation that occurred at the meeting with
|cmd the his managers regarding inappropriate comments?

Release: 2019-02
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Doc P d6r*ffeed information on the entire meeting, just the part that involved the

inappropriate comments.

If you have any questions, let me know.

Employee Relations

(b) (3)-P.L. 86-36

Please consider using my DropBox for large files:

PERSONNEL PRIVILEGED INFORMATION

Do not release without approval of Employee Relations

Classification: UNCLASSIFIED/ oSS ti—rSt—tr
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APPENDIX R

Text Messages Dated 10 February 2011 and Handwritten Notes

Provided by

-
-

(b) (3)-P.L. 86-36
(b) (6)

Personnel Privileged Information
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Atigd to Contacts

-
e 1 207 3 15 g
*

Feb 10, 2011 B:08 PM 3

| know thanx for helping .
me out sorry for getting ’
back to you laté

(b) (3)-P.L.
(b) (6)

86-36

(b) (6)

TR L LT

7 } I /&C‘CH Tiee P

/6’/) 2 /?HO

C//ac /?.c]t)
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APPENDIX S

Response to the Tentative Conclusions and Related Emails
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From:
Sent:
To:
Subject:

-

& | ]
5 VWednesday, February 27, 2013 7:03 AM

{
RE: (U) Results of OIG Inqﬁ'u:y:

»

-
L3
*

Classification: UNCLASSIFIED/A-OR-0FHCHHSE-OMNEY

- .

é | ® (3-p.L. 86-36

(b) (6)

From] . ow? e

Sent: Tuesday, February *26i 2013%0:02 AM . =] ‘
TO .‘ . * i - -

Subject: RE: (U) Results of OIG I_nqun'y . .

Classi%‘tcationi_UNGEASSIFIEDﬁF@ﬁ'@FFﬂ*E&W

3 .
3 . ® .
L .
. 5 .
. * b .

| received your response. It will be included in itSentifety as an attachment to the report of investigation.
. . *

. . *
.

In your response, you mention speaking with your fnmale superwsor-cwer‘the phone in late March 2011 regarding an
incident involving Can you please tell me who Ihaﬁwas?‘ s

.
- .
L * . .
.

Also, just to clarify, the NSA/CSS Equal En'l;')l‘nymrm'[ Oppoulunitﬁar?d vaéss]t‘y Office (EEOD) investigates alleged
violations of EEQ law and only upon receipt®of g comptaml from the-a]l‘eged.mﬁpm who has 45 days to contact EEOD.
The NSA/CSS Office of the Inspector General (OIG) dvoeﬂ not investigate, adlepafmolatrons of EEQO law. Further, we do not
require that an alleged victim be the individual to make & cognplaint. Thé OIG 1 ipves tigates credible allegations of
employee misconduct that are brought to our attention —in thid ease, allpgedyrblattons of regulation and the PMM
(policy). There is no time limit for when such misconduct may have Dcctn.rqd_

..

- ~ : o."
e
Thank You,
(b) (3)-P.L. 86-36
[ ] s o vimmecuims on o s 3 miwinsionicn i a 5 o Mwsvmsevs vt s
I I.--.--l --_.-'
Senior Investigator R
Investigations, D14 iedr?
Office of the Inspector General * *
C._“-”J-_J‘L]E}jr:ls.l I

PRIVACY SENSITIVE - any misuse or unauthorized disclosure may lead to disciplinary action
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FromL |

Sent: Friday, Febru 2 :45 PM
To o =

Subject: RE: (U) Results of 016 .Inquuy T

-

Classification: UNCLASSIFIE D;"/FG'F“@FFE&#‘ITU'S'E@'PH

messrsssscra st s r s anannannns | (b)(3)-P.L. 86-36

Thank you for providing me the opportunity to comment. BT, e

As | stated in the July 18, 2011 interview, | did not knew that the mfbrmat:on | sent to:pa-rents was
considered non-public information. The real.faal'ure here is that tite National Security Agency has a program, the High
School Work Study (HSWS) program, but doesn’t have an instruction or manual to provide guidance to’emplo yees on
how to handle the personnel or-the information related to the* personnel. On November 9, 2010, % Iasked me
to fill out his evaluat:on.form This entailed providing work performance (non-public informatipn as
described in NSMES'S Personnel Management Manual (PMM), Chapter 366, Section 2-4) to his high school on*their
form. In,this instance, the release of non- public information is required as part of the HSWS program. Whenb

reported my performance at work (non-public information as described in NSA/CSS Personnel Management
Manual (PMM), Chapter 366, Section 2-4) to his mother shortly after | gave him the evaluation by telling her that he
didn’t like the way that | handled the completing of the high school evaluation form or the presentation of the form
resulting in her calling the National Security Agency, that is apparently acceptable. But, when | send an informative plea
for help to his parents containing factual information, it is concluded through this investigation that | disclosed non-
public information and misused government equipment. Same information interpreted three different ways.

The letter that | wrote was not hostile. I'm not sure you have the copy that | sent if it was concluded that the letter
demonstrated hostility toward him. Who made the determination that it was hostile? The intent of the letter was to be
informative, it was a plea for help. When | talked with my supervisor over the phone in late March 2011, she asked me
to make a statement on this incident. |stated to her that this whole thing was ridiculous and that | was thinking about
writing a letter tozparents to let them know the chaos that he had been causing. She said, “I don’t blame
you”. In retrospect, writing the letter was wrong, | was extremely upset at the tacticsiwas using to keep his
job. But the thought of sefyding the letter didn’t trip any red flags with my supervisor either.

As discussed in our intervieu;, | joked around with:at work and | tolerated hint. On November 8, 2010,
asked if | could fill out his school performance eyaluation form beca usel |h|s supervisor of record,swas
not inrand the form was due the next day at school. | sat down with[ |and went over the form and we
d|scussed every factor, | then ptesented him with a sugned/dated form tha} he presfimgbly turned in to schoo]: on
November 15, 2010, became distant toward me at work. | was busy and dndn t put much thought into it.

On Novembég 19, 2010, old me thatl;lnother had talked to-the High School Work Study
coordinator and reported thdthe didn’t like the way his evaluation was conducted agd something aboyt me forcing him
to go to college (1was confuset). At that timel Ia'sked me what happened and told me to “just watch what | say
tob Later that day and | talked w_lth| ||n the OPS2B cafetena | explainetl that | was sorry if
there waSany mmunderstandmg;‘and that if he had.a problem with anything that kappened he shbuld have let someone
at work know and should Iet somepne know from hEre on .out if he has a groblen,; The next wotk day,

continued to be'distant, th-ns contmfyed‘ until November 24, 2010. At that pomt-l pulle aS|de, and asked him
why he was being drstant He stated‘}hat it was bECause of his evaluation and that | had asked him for input. | said, “I'm
not sure why you are so. upset, Y thougf;t it was a gbod evaluat:on” He saitl, “rdon’t think” you shcu.ﬂd have asked me for
input”. | said, “ That doesn’ t make sensé to me, hut if that’ swhat you areupse’c about;{hen I’'m sorr\,r and the next time

| won't ask you for input, From her’e.on au‘; I'm n'bt going togoke around wuth-you awmoraénd our relationship is going
to be strictly professional”. He saad "that s-fme fhat s the w’ay it should be” « We shook‘hands and he left.
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From November 2‘4 2016 Gh,‘FcaﬁeﬂJHy-chQse every word that | said to nd,we-g‘_t}i. @ng pretty well, If |
said anythigg that-could b c’o,nsfrue’dtth Wm.ng way { weuld say to him, “Ron’t take ‘;h«a.t'bhte Wrﬁug way, | don’t need
you to repdrt me.to your mothér agém" It g’o’tm the paint whereh'&ﬁnuld ay, ‘.\}ou'd‘on.tha\ﬁ to keep saying that”.
would say,-“yes I"do, | don’t want any prob'lé,ms‘ wnfwtp&”' ?he#pedﬁ;n'fb mécts 1nd-| tried to assist him
with belng.successful in the NSA enwfanm'eht' 'Qn Qecefn‘ber, 17, 201 . Z%e o |
| g . S ::{’ On December
23 or 24, 201{},| |and_| were ha\nng a conversatlon‘wlth.the H_V?Sf R and|_|
[ Ftated howmuch fe'liked whrking in the office and like'd wdrkmgwﬁh, fe becaush,he had learned so much. In
January,| Jasked thaf * ,* e s+l . AT | 1 said |
would, and eveiitually | did| . . ‘FDn 31 Januaryo2011- | gavel ] o |
| .* |igayeitto hlm becausa fknew how much}’ + .
he was véry appreciative. | often wouldl. $ . S fand if § didn’t see him before | Ieft,]
]anybow He generafly acted immature, Pnterruptmg people’s conversatlons in the office, he would
. Itn]mg to be fyrmy, butd i nored most of that becaus_é | had accepted another position
within the Ag‘ency and Iooked’forward to Ieavmg thy offfce | was more conderned about completing my tasks, then
erform‘ance | wasn't his supemso‘r of reqcrrd so | asked if he could oversee his tasks.
Throughout timein] |rd overhear conpversations that he was having and break in and tell him to “stop,
you can't talk Iike that here”. In addltlon t.o’the statement | already made abouthis inappropriate conversations with

[ I Here are some examples:” o s

- knd 1 overheard him tel[ ™ - |
= I_ . w ® "" A
- He wastgHing Jthat' he dida’t comre in to Work straight after school becayse he was:

L e s it e ol e TR T

then startidgslau hln. o ow o wmem e
®rHewa¥-Sitting i

esk and told:that he wouldn’t get up, “until you call me
(b) (6) Sir”.

2 ame to me and asked me to “do something about this kid, all he does is surf Craigslist and disrupt

% thecontfactor T e Yy s
On February 10, 2011 over the cubicle wall | heard| lsay, .1 know you think you are being funny
| but I don’t thl_nk you are one bit funny”. | found out that had once agam] |
% || had heard/saw enough, on that day, | pulle aside and told him that he needs to stop
playing games in the offi¢e and just do his job. | told him that he can’t Keep bothering everyone and the management
team | ] | said these are the people that are going to give you a recommendation to be
hired on, and n’you keep #rritating them all, they’re not going fo give vou a good recommendation. | said, “you just need
to do your job andstop pla\,ﬂng games, I’'m not going to be here to help you out anymore”. hen stated,
“Well, then I'll just mbye offlces” Lsaid, “they don’t let high school woTk=studies change offices, you just need to do a
good job in the office you are in” .. The conversation ended with him asklng me as he smiled, “Dd you still love me?”, |

said “no, | don’t”, and walked awaf, Later that night | sent him a text and said | hope you don’tthink I'm being mean, |

just want you to be successful tated that he kne.w and than-ks. (Copy was prowded in July 2011)

Over the next couple of daysEﬂemme distant. He started cosﬁmg to work and not‘dom anything
productive. He would sit at his desk ahdreadmagazines and surf the Internet | stated t “if 1 didn't know any
better, I'd say he’s trying to get fired.” | kepttelungl Ito find somethmg to do. Astime went on he wouldn’t
talk to me at all. |then found out that the w’eek of.Feb 28, .2011 A |had contacted the HSWS coordinator. |

sentr:the attached mail (RE: Meetmg}r owMarch‘? 2011 to see what was bothenng him. | Irefused
to offer any response? On March 8 2011, | contacted HSWS coordma‘td-r to schedule a meeting to+alk about] |

:Iar,ta_ched ema|l Request"meetl to discuss S). | belxeue the meetmg.actuajly ended up happening
on March 14, 2011." At tHat meetmgis,ta‘ted s0 t-hmg to the fect that he waﬁt,ed te stay in the office, but all
of the sex talk needed to stop.

(b) (3)-P.L. 86-36

| tell this sequence of events with timelines, because the timellRE TS TMporTant. Accoramg to Public Law 107-174 107th
Congress, Notification and Federal Employee Antidiscrimination and Retaliation (NO FEAR) Act of 2002, dated May 15,
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2002, employees must contact an Equal Employment Opportunity (EEQ) counselor within 45 days of the alleged
discriminatory event before filing a formal complaint with the Agency. This is relevant and applicable to this inquiry.

Did | say something that ound offensive? | don’t think so, and didn’t think so until he got
himself in a bind. Did it happen after November 24, 2010? Definitely not. From fhe day that | told:i\hat we
would have a strictly professional 'rejationship and the joking would stop (November 24, 2010), we did, and | did
everything | could to help him be suceessful. When decided that he wanted to move offices,he used me
(the person that was transferring offices in two weeks) as the excuse to get moved to another office. If | was the
problem, it only makes sense that could remain‘,inDand still be successful, but knew he had

caused so much havoc in the office, that he® ‘needed to move 1f he.had any cha nce of getting hired on after his HSWS
program ended. . . .

+ - n
* L]
-
* -

| agree that | was ignorant of the NSA/CSS Persortiel Management Ma nual (PMM), Chapter 366, Section 2-4 details on
what entails non-public information. Asa National'Security Agenty émployee | should have known the Agenc 's polic
and definition of non-public information. However, | drd not violate the PMM, ¢hapter 366, Section 2'~1(A )i &
made accusations to distract the focus away from him i m-an attempt to, change ofﬂces and blame it on me.
o’ - = » .

made these allegations, my promotion package in Which | wa§ the number one recommended'person
for promotion in n’iy-category was dropped and my evaluatlon markings ere lowered without justification. |thought all
of these details would come 'out_m the investigation. |also expected that’every person thatbp\mrked with
would be interviewed, to establish how mapproprlate and disruptive, he was and to get to the truth e )

Once

[
L * .y >

Regardless of the outcome of this inquiry, one of the reegmmendations s.houtd-be for the Agericy to establlsh a directive
or manual that addresses how to handle HSWS personnel and ’related mforxﬁ,‘c}tlon to prevent:anyone frdm dealing with

similar situations in the future.

. .'-' » l~
* " Ld
(b) (3)-P.L. 86-36
(b) (3)-P.L. 86-36 o -
I Ia- - (b) {6) ..:‘.' . :
(U//rEE6} 3 : ]
From: | T J : ;
Sent: T ursda\‘, Februa[x 07‘ 2013 1:56 PM i . t . 2
TOI - . - - : -
Subject: (U) Results of OIG Inquiry .° o 2 3 d

Classifigation: UNCLASSIFIED)/ AeR-airet oy

* - .
-
-
. L]
*

+ 5 et (]

This is to notify you oithe tentative conclusmns reached in the OIG inquiry into allegatsons that while mthDy
harassed| | then ah|gh school work study student, and in doing so misgsed Government resources
and divulged non-public mfurmatlon Spemflcally, it was alleged that you harassed by using offensive

language and gestures and makin denigrating comments in the workplace and by anonymously sending an email
exchange and letter toﬁpa rents thaf demonstrated hostility toward him. It was further alleged that you

used Government computers and printers in sehding said letter and email exchange and that the documents involved
revealed non-public information aboutﬁwork performance and on-the-job conduct.

4
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In accordance with the investigative process, we are affording you the opportunity to comment on the tentative
conclusions and/or offer additional information before we close our inquiry. Your comments will be given full
consideration in reaching our final conclusions.

public information in sending an anonymous package to parents, in violation of the Joint Ethics Regulation,
Chapter 2, Section 2-301(a. and b.) and the NSA/CSS Personnel Management Manual (PMM), Chapter 366, Section 2-4.
The preponderance of the evidence also supports the conclusionthat you used offensive language and gestures directed
againstl Iand others and also used actions and words that denigrated and showed hostility toward

| |thereby affec;tmg his work performance, in violation ofthe PMM, Chapter 366, Section 2-1(A.). s

The preponderance of the evidence supports the conclusion that fou misused Government resources and divulged non-

-
- L] - .

We request your comments by close, cf business on Friday, 22 Februgry 2013. Once the OIG final conclusiofis are
reached, a report will be issud for, appr’opuate action. If you have any questions, please contact me by email or at the

telephone number below. Y . 2
Thank You, i T | o
D'.-l.-llIIllllIlllllIll.ll-ll'llIl""‘.:-; '
(b) (3)-P.L. 86-36
I I " % " ® s momomowm " " " s omomomow = = = = om ® '-'-"'-'.'-"
Senior Investigator e
Investigations, D14 L

Office of the Inspector ae*"
963-0920s

PRIVACY SENSITIVE - any misuse or unauthorized disclosure may lead to disciplinary action

Classification: UNCLASSIFIED/AFSR-SFSHATS—ONEY-

Classification: UNCLASSIFIED/ /FER-SHotA—s—ai-
Classification: UNCLASSIFIED/ FoR-atati—ro—oii=-

Classification: UNCLASSIFIED/ SR atAd—ta i Ohliny
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I

-

From: 2 ]

Sent: Tuesday March 08 2011 12:69 PM

To:

Subject: RE. (U) Meeting .. Ry

Classification: UNCLASSIF&EDﬂ‘Feﬂ'G‘Fﬁ'SDﬁrt'ﬁ'SE'GW i Eg; "Bl BEI0

y for the confusion. We being myself and others from theDi'e,adersh:p i _:.o:‘f'*
Rams o “ee ™ e
R s oy A
-":O.ou“ ’.. *
- e ks -‘;':. . .
(U/FOBe) . Tl L e
wi® I X
o‘.' . * .:*0
. @ s
- - 4
:. * 0‘. y .z$
- .o“ 0.0. I'. »
" l. - - - - ;
S (b) (3)-P.L. 86-36
o . : i - .. ., .a i e
e . s wem u = ® i 2*

‘

=
- =
el
-

3

*

-

.

P
..
..

From LR . .
Sent: Tuesday, March 08, 201,;' 12:58 Pr A y gt
Toi| S R
Subject: RE: (U) Meetmg PR ST

Cla 5s|fzc,a£|0n UNCLASSIFI ED!J‘FG'R‘GFH'&I‘H_—HSEW

. *

Thanks but no thanks ill tell her my Snde as {/ou-say to:w\/self. And We? You said you would meet with her not

me . .
+ ..
* »

*
.

From L. | .

Sent: Tuesday, March 08, 2011 12: .
To: o
Subject: RE: (U) Meetmg .

Classification: UNCLASSIF IED!EF@Q—QFF%HSE@H'H"

-

- L]

Thereis a vuur.q:de of the story” because yoyi obviously had a problem with something in the office and reported it to
the HSWS cosrdmdtor If you don’t want to,take this opportunity to talk about it before we meet with her that is fine.
We'll just gresent her the facts and she cajf handle you as she wishes based on our recommendations. We’ll be meeting
with her‘on Thursday. If you change your mind, feel free to talk with me at your convenience.

(UHeE6n :
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From
Sent: Tuesday, March 08, 2(111 12:02 PM

To! . |
Subject: RE: (U) Meeting ,

(b) (3)-P.L. B86-36

T T (b) (6)

No | am fine there is not a side of my story " 3 ot
.
Thanks, v S E
% .‘ ’0 .a
L4 0. ’. -
‘. “ 0. -
.0 .0 -
o“ o'.° o.
... .. .. ‘.
o. o. ¥
e, . kg * . "
o, .' - -
.‘ " . I . *
I - -
..o ‘.o “., 5. ..
- hd ) w e -
‘o. o. .' e
P [° 5 (b) (3)-P.L. 86-36
From: * .

L — r = o = ..-.-:5
Sent: S g w o e L
To: e S e
Subject: (U) Meeting . et St

. - * .

Classification: UNGLASSIFIED/4R-amraisasmamr

* - -
.
»

| haven’t met wi{h:vet but will later this week. I'd like to give you an opportunity to meet with me prior
to me talkmg with her. Please reply to this émail stating that you want to meet with me or not. My intent is to
understand your side of the story before I,brief her on my side of the story.

L -

(UAFOHE) .

Jassification: UNCLASSIF|E D/ ASm=ift et St
Classification: UNCLASSIFE D/ttt
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From: L Y., |
Sent: Tuesday March A8 2011 12:58 PM
To:
Cc:
Subject: (U) Request meeting to discuss '-LSWIS.
- Ll .-..-‘-
Classification: UNCLASSIFIED/A SR +Stt ooy 15 (BY=Bidv 030
L] L PR P

....--ll."-'.-. . -l'-.‘l-‘.
wom W B W e -
e = ® s ® ‘ﬁ‘. P

. " g -* s

From my understanding you\ Ve been in-corttact wrymg to coordmate a meeting to discuss our HSWS,
| Ibut haven't been able to connegt. will be out thé remainder of this week, but I'd like to
propose that wenieet on Thursday.| ,+* Jand | have acted a_&immediate supervisor since his arrival to
nd I'd recommend that| Jattend the meeting as well. €ould you please advise of your availability to meet
on Thursday (3/10)? If possible I'd like to meet in our office so that you can get a feel for our working
environment.

Thank you,

|:| (b) (3)-P.L. 86-36
(b) (6)
(U/FEEe) :

Classification: UNCLASSIFIED/ A -Ci oAt =
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