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SUBJECT A History of SIS e
Number Name, Division or
s aeci:;:(l)ln To— Memorandum Branch, and Date
1 Col.Corderman 1. Some time ago,at the suggestion

7

y 3 %uék de m‘/v'w %% @
hndkes

of Colonel Clarke, I undertook the pre-

paration of a brief history of the

Signal Intelligence Service. This hag

just been completed and the original
copy is attached hereto. I presume

( that Colonel Clarke would still like

~ to see this study.

2. I have two additlional copiles,
complete with exhibits, vhich are
availlable for such purposes as you
desire.

3. Mr. Wahl,who 1ls:preparing a
detailed historical study of crypt-
analytic work in the Army, would like
to take advantage of this brief survey
wvhich has been made. Are there any
objections to my letting him have a

copy? ' (Z}J %:_(é"

W. F, Friedman

Attchd: C Dir. Com. Res.
Paper w/5 - SPSIS-3 .
tabs ' : ' 12 July 1943
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HEADQUARTERS ARLINGTON HALL STATION .
ARLINGTON, VIRGINIA - 8PSIS~1

DATE

INFORAL MEMO FORt Mr. Friedmans

I wonder if Mrse Highley couldn't finish this
job? I have finished the re-typing, but it has not
been proof-read, nor stamped SECRET. ’

Attached is a carbon of the first draft, which .
I took the liberty of marking upe This merely con-
sists of changes in arrangement of sentences, and you
may or may nor find it of usee Colonel Corderman ,
read the original and made no comments. Just dopx this
in the wastebasket if you don't want to bother.

Attached also are additional copies of the tabs
which I had made. You will note they are clearer than
the others, as I had them made from G-2 copiss or
originalse.

Mo Dyer

We Preston Corderman
Colonel, Signal Corps
,Command;ng

i
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/ : A History of SIS

1 Col.Corderman l. Some time ago at the suggestion

I of Colonel Clarke I undertook the pre-~

j paration of a brief history of the

! Signal Intelligence Service. This has

| just been completed and the original

: copy 1s attached hereto. I presume
that Colonel Clarke would still like

’ to see thls study.

2. I have two addlitlonal coples
complete with exhiblts which are
availlable for such purposes as you
desire.

5. Mr, Wahl wvho 1s preparing a
detailed historical study of crypt-
analytic work in the Army would like
to take advantage of this brilef survey
which has been made. Are there any
objections to my letting him have a

copy? »

W. P, Friedman
Attehd: Dir. Com. Res.
Paper w/5 , SPSIS-3
tabs 12 July 1943
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A BRIFF HISTORY OF THR SIGRAL INTELLIGENCE SERVICE

l. PFrior to June 1917 no depsrtment of the Government conducted any
cryptanalytic activities whatsoever, From June 1916 to sbout December
1920 a considerable amount of work along these lines wss conducted purely
ags a patriotic enterprise and at his own expence by lir. Beorge Fabyan,
whose Riverbank Leboratories £t Genevs, Illinois, organized :nd provided
elementary training for a emsll group of emeteur eryptanelysts to work
upon suci codes and ciphiers as were forwerded by the Wer, Navy, State, end
Justice Departments. The group soon becane somewhet proficient ¢nd grew
in numbers, at one time reaching 30 persons. The undersigned directed the
cryptanalytic operationg snd treining =t the Riverbank Lsboratories from
thetime of the inception of this work until its close therest in 1920,
except for a period of & year (May 1918 - May 1919) when ne wae 1lst Lieut.,
MID, serwing st GHQ-AFF in the Germen code solving section. )

2. 8. In June 1917 the crfntanalvtic activitics of the War Depsrt-
ment were initiated by Colonel Ven Deran, G-2, with the comrlssiqnlng of
0. !ardley, 2 telegrapher ot the State Department who hud “taken sone
‘ﬁﬁ;:U~ﬂc)ia$erest in cryptography, whe was given two civillan erployees to assist
him., The work grew rapidly and by the sutumn of 1917 the increased staff
was organized as a section designated asn JI~8, which was ambdivided into
glx subsectionss

Subsection 1. Code end cipher solution

" 2. Code and cipher compilation

, 3. 'l‘raining

. 4+ Secret inks

n 5. Shorthand &nd niscellaneous

" 6. communications (for WID only).

L. The functions &nd duties of these six subsections nay Le
briefly outlined:

(1) The cods and cipher solution subsection was what would
now be called the cryptanalytic subsection. It was the largest of the sub-
sections of MI-8 =snd performed tbe cryptenalytic work not only for the War
Department but  also for sll other Government depertments, including Navy,
State, Justice, snd the iwe censorshipa-—Cable and Pocstal, which were thsn
separate orvanizations.

(2) Despite the fnact thst under Army regulstions the com-
pilation :nd revision of codes was & function of the Chief Si.nal Officer,>
compilation activities under the Sign=l Corps were ia a noribun
state. Informetion having lLeen received theat the be T

I8 posseased coples
of the War Departnient Telegraph Code, MI-8 deened it advisable to estsblish
a code compilation subsection, end that subsection produced several codes
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such as Military Intelligence Codes 0. 5 «nd lo. 9, small pocket codes

for secret agents, =nd the iike,

 {3) In sddition to training g own persommel, LI-8 truzined
the~medorst: of the personnel sepnd—ayersesn {or cryptenalytic dutics with

&l force§, ‘ATF «nd Siberia. It mst be mentioned, however, thst
approxin tely 85 officers were trained =zt Riverbank Laljogr: tories, where

2 six-week training course in cryptanalysis was giv , -of£icees prior
to their shé;ﬂaaa—atz:Stss.d7hbﬁaglb, i Ay .

(4) A laborztory was estehlished for the preparstion of
invigible inks for use Ly our own agents. It 2lso exarined letters for
sacret writing, nd an average of over 2000 letters per week WP examined
for the military ¢nd postal censorship from July 1, 1918 to February 1,

1919, )

(5) The shorthand subsection wrs organized to hax: captured
documents and texts in various shorthsnd systems, especially Gerwan whieh
MW@R&.. This was tw-fmet the first subsection pin
M-8 en the censorship hegon scnding (0§t§§6251917) letters and docu=-
ments supposed%ﬁeﬁhe in ecipher lut w -% in shorthand.

In June 1918 the AEF recucsted 15 expert stenographers who could tahonéarnﬂﬂcfulb
verbetim cxaminstion’ of German prisoners. The recuired number was found

and éégigéd. This subsection 2lso provided trained linguists for ¥I-8

and the ALF. ’

(6) The comrunications subsection was estsblished in MI-8
for handling messages to and from nilitary atiaches snd intelligence offi-
cers serving abroad. Ik @ period of nine tonths it sent end received about
25,000 sueh messeges, prectically all in cods.

3. At the height of its development, which was reached in November
1918, UI-8 was, for those dsys, a rather lerge unii, consistiag of 18
officers, 24 civilian cryptogruphers z2nd cryptsnalysts, and 109 iypists
#nd stenographers,. Tae time had core for *he estellishpent of & definite
policy Por the future. Now, the guiding hesds of lMilitery Intelligence at
that tice fully'recoguixed the high importrnce rnd value of the services
rfnde ed.é :the, WI-0 cryptanalytlc bureau, because they hed teen iu posi-
tions Lhe roducts £ - = = a‘%pf the bLureay, eaze—diredidy

- hewrinfluence and bearing,
whiek~thesrworkied, uot onlx upon the military und naval, tut slso upon
the diplomstie, political, =nd economic phases of the conduct of the war.
They therefore had practical experience in the matter ond could bring the
welght of the JQizitLonsof infldence :nd their scturl experience to bear
upon those the purse strings, with the result that they were
able to obtain funds sufficient to keep & falirly large organization intact
for e year or two. An annual approprirstion of $100,000 wss recommended
iu a memorandum for the Chief of Staff from the A. C. of S., G-2, dated
May 16, 1919,(Tab A att.ched) to be used as follows:
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n&n‘b, liﬂlt’ tf'!nd hﬂat $ 3’900
Reference hooks © 100
Personnels Chief (¥srdley) | 6,000
' 10 code and oipher experts ,
3 43,000 30,000
15 code =nid eipher expertis
& 42,000 30,000
<§ clerks - :
2 $1,200 30,000

$ 100,000

TR A F tmabindit

_ The item for P®rent, light, nd heed® iz explsin ' :

f? MovL  the turcsu w-—de—te—moved fron ¥nshington with » view to hiding its
existence. Of the 100,000 raqzbtended, the Sizte Depurtrent was to pro-
vide 340,000 »ad #60,000 wee tglyrovided for expenditwre by the A. C. of
S., G-2 on ®confidentirl nemorande® against funds pertsining to "Contin-
gency ¥ilitary Intslligence Division® - thnt is, Ly vouchers not subject
to review Ly the Comptroller Goner:l. The paper contsining thce recommenda-
tions mode by the A. C. of S., G-2 10 the Chlef of 3taff was "0K-ed® snd
initinlled by acting Secretsry of Str-te Polk on Luy 17, 1919, s#nd within
three duys of the Initistion of the papsr (Mey 19) it #~¢ approved by the
Cecretary of Wrr over the aign ture of Genersl arch, Cnlef of Steff (see
top sheet of Tab A). Next come the quaestion of rcturlly obitaining the
funds. In this connection Tcb B shows & cony of & letter doted My 24,

1922 from the then Secretnr: of State Lo Jenator Wadzworth, #ho was Cheirman

of the “enate Appropriations Comiiities. With she letter went a specisl
merior:ndum " nd s copr of it 1s included in Tot B. Fvidently the funds were
obtained. The plan w-s put into effect, the turesn wrs installed in a private
housa at 22 Enat 38th Street, Now York City, - nd all personnel together-with awd
exlsting ricords were noved thersto.

Le The Poregoing funis -z = the bureesu Ter the FY 1920, but
when in June 19720 it cenme tine to set up thn bLudget for FY 1971, the purse
- strinrs were eslr.aly beginning to Le pulled tijhter. Lany of the “old-timers®
in G~-2 hrd jone to othrr - asiruments; those remsining rad the newcomers in
G-2 apprrently 1id not beve the beckrround of the story, nor the foresight
nad the influence to pressz the 3 tier go £+r as the Wer Depuriment w8 con-
cerned. The spproprietion wrs ~t once cut im heif, thet 1s, to 350,000,
of whicn the State Depsrtucnt shere still continued to be $40,000. It is
possible thet the G- thesis w+s thr.t since the work done by the“burea%;w%?
primarily, if not solely, for rnd of intervsi to the Stzis Deyartmen. 8 .
that period in our affeirs, sll or ncurly r1l of the funds shold be provided
Ly thet depsrizent. The Far Depsriment overlooked soms very ?ﬂPortiittP°int3
in the situstion —- pointa which will Le lrought up tnd emphusized : ';'her
in this summary. Bear the close of PY 1921, when it sppesred thet a gr
contraction in funds could e rnticipated, sn attumpt was muie to.zz;a o end
Stete Department support tefore Congressionrl eppropristions comul e3,

TR NUA
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the A. C. of 5., G-0 succesded in rotidng the Sscrot-ryr of Jtite to
.write & lett»r %ot Qhrdrnen of tts Tenste ‘ppro;ribtiona Comnittee.
4 copy of thip lettrr is «%% ched =5 Tub Be Tho A. €. of 5., G=X :1lso
present. d hisg views lefore the comaitiece in closad LOR o - :
open refirence, & - { cryptenelugic

denced by p Tenor:s niux (AR ched to Teb B, Th : P
-m,,resaidy for there was not, in FY 1922, anothcr aharn da
allotted for crvplanalytic work. Hoy ypver, in order not to l‘reak tha con-
tinuity of the hibtor' et this point will merel: he stitod thot year Ly
ve.r tre fun:s o '*oviied {or the msa.tm noice ni opers t..on of the bure
becssie more “ud more constricted, bl the cutusn of 1629 ¢
tetulstion, bised u on » letter J-ted July 17, 1929 fron Jrjor 4
Yricht, (e~ , 4o the Chief Signsl Officor (General Giibs)e
areau had Lcen rermittid fo rie‘cerior tefs ﬂ»mwt»

Rent ' $ 3,000

Looks, nostrge, travel ~nd
tr: naportetion, mise. 2,370

Peraonnels ' '

- 1 Chief {¥ardley) 7,500
1 code & cipher expert 34660
1 transletor (Jep) : 3,750
1 secrotary ‘ o 1,800
1 clerk-typist 1,600
1 clerk-typist ‘ 1,320

' 325,000 |

5 Of the totsl sprropriatioa of #£2§,000, the Stite ‘Department fur-

nished 815,000, the ¥War Deprriment 310,000, Ahe activiti s of the bureau
hed ) econe 5o reduced that 1t weo sending in only ocersional
translatITos——L ~ for Jopanesc sad o fow ¥Mexican diplomntic menseges. Mo

ressenrch wheisoever w-g conducted in cryptonalysiss there were no trazining

sctivitice, no intercept, no direction-finding studles, no secret ink work.

The parsonacl conalstod of six perasons <12 told, -nd 3768 of the totsl pay-

"roll went to ous msi, who hnd little intorest o*bher thra to continue ns

long 3 possille to meintin hmself in the sinucurp into whlcb he hed been

yermt-ted to estal J.ish tumelf. g v % . hent
1 1 A LW

.--_

6. In the sumgep of 1929 jor 0. 8. Allri ht, Siganl Corps, was

easigned BEESR to ! > on Ll staff of the Al G. of §., G~2 to supervise
rnd eoordinete sueh of the eryptographic "nd cryptupalyrtie cctivitivs of
the War Depororedt 48 rgmaingd. Aftor o cereful < of the situation rnd
an appraisa.l ct&vﬁ%&e’ﬁ‘d & crypt,ana.lx tic burc:m,
t e % R} roi) € S =2q71is100 s o) hﬂjcr Albri

és,ne to tHe" ”'E'EIITsIon th‘t\ i v , M

btulletin®§ wnich the Turesu wss 75&5! intermittent-

ly was i.mv} of ;rir'ry interest fex_tis—ewmeneie to the 5t-te Departmenty

snd whthe the Tar Departnent hod oaly : secondary interest in the Suelieetrieg®
for=the infornation Lt gwws, the rrimery interest of the War Departuent in




et T Lo enguge
in research rad . tr inbng speci&lized personnel
for immediate wir-time effec’ ivenes.;. ilajor Aluricht founi tinct not only
was there very little i eny treining heing eouducted Lut riso that ell
p:rsons in the luresu, eﬁ;gy 20T, oﬂg}}pt‘k racelving ithe lcust pry, were
*sotting «loof in yenrs®— po‘ben‘c.lv I Gretulness for possible gertime
service.pw. Yoreover, %he lutesu was now hidden owey in a
pulic office lullding in New York (under cover o. the "Code Compilatisn

Conzany® for o 1u§‘ed uurpo 8 of sacarity) ni T xr swoy from dircet super-
vislen of wryl € } ver rt:xen» or of G-, srthat
W TRE ma“' -'?!gw"% figgea' =7 m, 24e%) M 'a‘z‘”!
Yardley devoted moat of his tiwe to tvm or three ;rivetc enterprises, ot

(commerciel code compilsition, real estste brokeraga, consultant i code
metters to comrercisl firms) «nd ke wns heving a "Field day" ot Governrment
expense./ Lhere wereyxIn addilldny scversl other wel;hty fectors which
motiveted Nejor Albri;ht in preparing & G-2 stud (Tch C) re onmending that
the lureau be—trsien-out 38 Ger znd its functiona™ rmsforre tne Sig_nul
Corpas. Chief smon;; thesze wug Lhe deslrr.bi_ity, if pot nacesaity, of pluacing
all eryptogrsphic and cryptanalytic work of tie Wer Deprriment under one
agency, rether then distriluting it among three (The Adjutsn® Gunersl, for
printing, storege, issue, rnd accounting of codes; tihe Chiefl Sigunl Officer,
for compiling codes rml ciphers; MAlitary Inlclliigence, for sslulion of
codes :nd ciphers).  Rimswmorandum on the G snb;ect w:s .repared by Lisut,
Col., ¥, K. Wilnon of lhe Wur Pluns and Trodniag fectiou of G-, ud is elso
attoched hereto (T-b D). £he recsons ;iven i.ﬂ.—zaa—e-{—sznd,—&-i%:r-se;egel
¥itsoate-=caorsndun wors(4 deemed valid by the Chlel of 4nff, for
Major Allri;ht?s recommenioliorms—¥ere ap,roved in April 1929 wnd steps were
soon initisted ly G=% mnd the Chief 3igunl Officer to put them into effect,
The recommnndations curried with them nerely she-momliaof chenpes te?w wrducy
a..J-e e AR 105-5, speci?vi he dutles of the Chief Siguel OII'iccr, theee

edne enl: rgqeﬂi e the priating, storsge, :distriiution, and
Acconnting of codes . nd "in ui.ﬂ@ ol wer the iuterec tion of enemy radlo and
wire traffie, the goniometric locrtlon of eneny rodis stutions, the solution
of intercepted enemy code rud ciphor mesenges, rud luborsiory Arrongements
for the emplorment oud detection 097 secoret in?s."

. 7. However, lLefore anything cowldd be Aone zeduedldsy to rr«nai‘c.r,*tho
ectivity, &« new snd very disturbiag {i.ctor cniered into t,he picture,’ In
Yarceh 1979 r new sdministrition took oficve, ixn which Mr. Stirson hbecame
Secretary of State. For a {ew weeks no "bulletins® from the cryptanalytic
ureau in lew York were given him, the intentlon being to *go slow® until
he had hocome sufficiently wmedd oriented in “he duties of his office to
warrant bringing to nis cttentlion the highl. secret (.nd im the then
current view, highly Munethical®) setivities en:cged in by War snd Stute
Departments Ly mesns of fwnda provided ia lerge prrt Uy the lutier Depsrt-
ment. Darly ia Uay 1929, however, the tise was desmed ripe for this
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measure, 2nd (ececording to Yardley) it~wes with some trepidation thet

& few trensletions of Japsnese code messages were placed on ¥r. Stimsonts
desk. There ; reeson to belileve that his reaction was

violeat sud-lbes—dEion drastic. Upon learning how the msteriel was obe
tained, he characterized the szctivity ss Lelng highly unethlicel and dew-
clared that it would cease immedistely, so fer as the State gtpartment ¥a8
concerned. To put teeth into nis decision he gewe instructf&is that the
necessary funds of the Stete Department womEd be withdrswn ab once 1).

It was only after coasidersble pressure by the &, C. of 8., G-X that he

was dissuaded from this course, which might have had serious consequences
by sugddenly throwing cut of employment the six people concerned, at & time

of. re economic depression. Eor Zhose workers had only special treining
in a field wholly useless to commercial, industrial, shipping or banking
firms, or to other government deportments, or to educationsl institutions,ast
An arrengenent was Ghereford) nede)to close the office immedistely so far ‘Gkgﬁz‘
as active work wes coucerfied, but i keep the personnel on the payroll for

the time necessary to wind up affeirs snd get the files in sheps ready to
turn over to the Signsl Corpse. This took 8 couple of months, end at the

enéd of June 1929 the emplowvees were given three wmonths! pay in advance in

s lump sum, to tide them over the period in whieh they might te joblessa.
Since they hed been peid out of Feconfidential funds® they hed no eivil
service sistus snd no retirement benefits; moreover, they were ineligiblg

for transfer to other Government positions, TEcolTsessengEdenger wes Lhat
their dissatislottIoN nithA{at Bust hvvefpresred to=dhen ag highehanded,
arbitrary-dction on the rart of a new offijégyn

#a (the serious persousl situstion created fgr'them in the midst of a serious
economic depression)by.ahiﬁ=§£&s$ie—¢e%ian ht lead them to indiscretions

esbarrassing to the,lovernment end hese /se¥ious COnw
sequencef §;§§ national defense,s 1% ‘“ﬂ"”“'*“ ‘that, whatever their private
Peelings, ell the discharged persomnely, except the chief beneficlary of the
old reginey remeined loyal and did the best they could to find jois.

8. 1In October 1929 I was sent by the Chief Signal Officer to New York -
to take over ths ﬁSﬁgéﬁzp records snd—£ites of the defunct Bureeu end to
oversee their transportation to Washington. The €ryptenalvtic activities,
regesrch, end training now being under the Chief Signal Officer, imrediate
steps were taken omplete W\ to reorgenize the btureau and its workp/'The

i SEy-yery siim -~ only what remained of the
War Depariment g 86 cn of $10,000 for the FY 1930)was—available;
becsuse the repsinder of the State Department's share of $15,000 had alrsady
been withdrawn,by-the—Siate Deparioent, ss=indicated-sbove, An offer of
employment was made to tirs. Wilson, the Japanese expert with Yardley, but
she wes unsble to asccept, since it involved moving to Wushington nnd she

(l)A number of years later (1941) Yerdley told me thet he had been mis-
informed -2s to Mr. Stimsonts attitude and that it wes reslly the President
(%r. Hoover) who "killed® the bureau, not lr. Stimson. There @ay Ld scme

grounds for believing this, and it would be intercsting to know the)truth.

r\”’\”\r‘?ﬂ ’

\_/L\4\1.‘»
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had a husband and child in New York. Another employee, kr. Victor Weiss-
kopf, had a business in Hew York and refused to move to Tashington. The
female clerical employees werc deemed unsuitable for our purposes and,
moreover, having no civil service status, they could not be taken on by
trensfer. An offer of tenporary employment was made to Yardley bub—he
refused .the—tonder, Instead, he proceeded secretly to prepare a book which
first apppsred in the form of articles in the Saturday Evening Post, &nd wuue
later n mich expanded form under the title, ®*The American Black
Chember.®. The bock snd articles were highly sensationel znd made damsging
disclosures concerning the most secret activities cver conducted by the
Government. Before the appearance of the articles and book, however, he

had taken certain steps to protect himself from possible prosecution for

his disclosures, among which was to resign his commiscion es Hajor in the |
Mllitary Intelligonce Reserve., O0Of course, had the authorities understood
the rcal purpose of kis rcsipgnation they might have prevented it sc as to
retein some hold on him. But being in doubt or in ignorance of his resl
motives and deeming it just &m act of picue, the resignation was eccepted.
The unfortunate consequences atiendant upon the publication of the book

need nc elaboretion herein. Suffice it to say that our amicable reletions
with the British, who recented the discleosure of certain informetion ob-
tained from them by Yardley as s commissioned officer, were disturbed;

much more serious, our precarious relations with Jopan were brought to &
boiling point when about 30,000 copics of the Japsnege translation of The
Anerican Blsck Chamber were sold in Tokyo in & periocd of less than & month
(perhaps the book was subsidized by the Japanese Government itself)., The
bad odor into which all cryptanalysts end cryptanalytic activities fell,

as a result of the difficulties which the publicity given the matter by
Ysrdley's disclosures occasioned high government officials, had a bad effect
upoa the sttempted reorganizetion of the cryptanalytie buresu by the Chief
Bignal Officer. Funds were hard to get, and State Department support was
lackings if-net-inthe—other—direction-altogetder., The most serious conse-
quences of Yardley's disclosures, however, care ten years later, end their
effects can hardly be estimated. I refer here to the jolt which his book
gave the Jepanese cryptographers, leading them out of their blissful ignorance
and causing them to develop really complex methods which are now giving us
so many Cifficulties, The sane is true probably as regards the German snd
Italian cryptographers - their education has heen entirely at Uncle Sam's
expence and the finsl consequences of Yardley's work can not yet be foreseen,
They msy well turn out to be disastrous.

9. Without delay, a5 indiceted in the beginning of the last paragreph,
the Chief Signal Officer proceeded, as energetically as possible under the
circumstances, to carry out the mission assigned to him. The recorgenized
code and cipher solving section was placed under the War Plans and Training
Division, since the code compilation section was already there. A rather
detailed directive, which was prepared Uy G-2 and approved by the Secretary
of War (Tab E), Lecame the guiding plan of the reorganized service, which
wes now named the Siguel Intelligence Service. Iis personnel, consisting
of myself and ome or two clerks, soon was augmenied by 8 hzlf dozen more
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employees. Training literature cund courses in cryptanalysis and erypto-
graphy were prepared and pubt into good useze at once. A grest desl was
done in expanding our cryptogruphic work nlso, by preparing reserve edi-
tions of existing codes, ecompiling and devising new codes ond ciphors,
developing cipher apparatus, and so on. Cryptanalytic work was put on a
firm basis of research and training, with emphasis on the latter, for
there existed no interceuvt service and the raw materisl could not be
obtained., (Yardley had been able to get o small amount of material from
the cable companies but this sodree had practically *dried up®™ by 1929

due to fear on the port of the companies.) Hence sn intercept service
now was organized cud grew very slowly. All phases of signal intelligence
were unified under one service end taken under study and action. Moreover,
important cooperation with the Nevy in the same type of work was 80
initiated. How the activity has expanded since then requires no comment
at this time. However, a few words about relstions with the Navy are
pertinent. '

10. Cryptanalyiie activities in our Navy Department were practically
non-existent untid after the close of the last war, during which, as was
noted sbove, whatever problems they had in eryptanalysis were referred to
MI-8, But in 1921 the Havy, recognizing the important role which crypte
analysis was bhound to nlay in future, began building up a large unit in
the Navy Department, with echelons afloat. Whereas the Army placed emphasis
upon civilian training, the Navy placed emphasis upon officer training; and
.for each dollar the Army was able Lo obtain for cryptanalyiic znd crypto~-
grephic work the Navy was sble to obtain three to five dollars, until by
1939, as far a5 concerned numbers of officers and civilian perszonnel en-
gaged in these activitles, amount of squipment oan hand, and funds =svallable
ifor research, the Wavy had considerably outstripped the Army. However, it
may be szid, with some justifiable pride pemhmps, thet while they were ahbeed
of us in cuantiiy, we were ahead in quality, for &1l the important develop-
ments in both the cryptographic znd the cryptanalytic fields must be credited
to Army personnel. At first, cooperation between the two services was in-
termittent and at times very indifferent--the ususl mmtusl suspicions and
jealousies pervaded our relationships. But, happily, for the past four or
five years cooperation has been much more wholehesrted, with the resuit
thet 1t mey now be said without reserve that, as regards their eryptographic
and cryptenalytic activities, technical cooperation between the Army and
Navy in these fields is so close as to he the seme as though they were under
one hezd, This, of course, is as it should be and must be in order to
gain the desired result from such activities.

11. It would be of utmost value to the winning of this war if the
GCovernment were now in a position to re=ad the codes and ciphers of all the
foreign powers whose actions and probsbie intentions are of interest and
importance in our prosecution of the war. It could have been in this
faortunate position hed it piven to crypianalytic studies the attention
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Note: It seems to me No. 1 should be the
necessity for factual knowledge of inten-
tions of potential enemies; No. 2 the pro-
tection of our own systems (now included
in No. 4); then 1, 2 and 3. :
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whicl they deserve during peacetime and had provided funds for their
conbinuity on al@caleNgilcicient)f
iuvended... Tue matter can be summarlzed very succinctlv in thls state~
meutt Actunl or physlcsl warfars is intermittent,but signel security
warfare, especielly cryptanalytic warfire, is continuous. It is vital
that this be understood by those =ho exercise #ss control over -such
studies.

"~ 12. There ars four besic reasons why this contipuity in crypt-

enalytic studiesyis sg importent. They will be discussed brieflys
m’u-a .
(1) It must be realized thet cryptenalytic activities have

no coumdsrpart in civil life. Therelore, on the outbreck of war there
i8 no important source from which trained, experienced personnel can be
drewn for immediste uwsefulness. Since ckill in eryptenalysis cen hardly
be developed in & short tinme snd cryptanelytic units capable of producing
gulck results cun not be improvized in 2 hurry, unless there is & good=-

" sized nucleus of such trsined and expcrienced personnel no good erypt-

analytic operstions cen be conducted in the esrly thases of a war; that
iz, just ot the time when results can usually be obteined most easily
end when such results are extremely important. BKoreover, it is in the
upper strata of cryptanalytic brasins thet conticuity in studies is most
importent, It is poseible, under pressure, to obtein large numbers of
recruits of high intellizence from colleges snd universities, but until
they have hed at least five years actuzl experience and training they
are whelly unprepsred to attsck the morve difficult problems eancountered

. in modern, up-to-date secret communications. GConsider the present ®Purple®

system, for exsmple. It required almost two years of conceantrsted effort
to break cdown this systen and it was indeed fortunate that this hed been
eccorplished by September 3939« If we hed only been uble to start this
study in December 1241 it would not have bLeen possitle to rcad those
messages short of two years! study, if a2t all, because the preblem is so
difficult to begin with, snd moreover, the volume of traffic available

for analysis would be sc small compared to what it was shortly before
Deceuber 7, 1941. Koreover, if we did not heve the two years! experience
with the ordinary PPurple® the tagk of reading the special PPurples® now
occaaionslly eaployed would be extrenely more difficult, i1f it could te
done 2t 211 before too late to be useful., Ageia, our present difficulties
with Jepanese milltary systems sre in large part occasioned by our failure
to devote sufficicnt study to these systeme over the past few yeers; but
it must be realized that limitetions on funds and personnel nade gueh
studies impossible, bacause with the smell stall of SIS persoanel from

. 1930 to 1940 it was all thet this personnel cculd do to keep abreast of

the Japanese diplomatic systems, for whieh G-2 was clemoring.

(2) Continuity in cryptanslytic studies eslso requires continuity
in intercept work, for without the besic rew msterial no studies st all
ean be conducted on sctuvsl traffic snd purely theoreticel studies may be
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far off the veal targst sltoresthsr, no matter how successful, Continuity
in intercept work means, of couraie, tha' the equipment and personael of

Hhe intercept service have o be muintulned snd thus, these are available
on the outbreak of war, for imnediate, useful work. Unless cryptanalytic
studies are pursued the nsed for the maintenance of adequate intercept
stations soon disappears, for it presentdy begins to look as though the
work done by the intercept nersonnel is useless and funds for this activity
are withdrawn. -

(3) Continuity in cryptsmalvtic studies is necessary beceuse
cryptanalvsigs is not a static science or art - it must progress as crypto=
graphic aclence progresses. In the past few years great strides have
teen made in the lather, especially as regards the development of complex
alectrical and mechanical eryplographic devices and machinery. HMoreover,
the cryptanalytic work done during the last war has been publicized. As
alluied tc above, "The American Black Chamber® in particular has exercised
a wide influsnce in putting certsln nations which had been qulte backward
in their cryptography on their guard, causing thsm to engage in studies and
developments for the improvement of thelr codes and ciphers. The result is
that the cryptographic svstems of these zaations have bscome nmore and nore
difficult to analyze. It _1is ioportant to note that improvement in eryotogre-
phy usuzlly comes in successive smsll steps, and if the opvosing cryptanalyst
can keep in step with thess progressive increases in complexity he can, as
& ™aule, be in a nposition to read the new systems almost ag Tast sy they are
put into usage. If there is much of a lag in the cryptanalysis the cryptogra-
phsr gets too far ahesd for the cryptaialyst to cetch up guickly; in some
cases caiching up becomes impracticable or impossible.

{4) Pinelly, it may be noted thet continuity in cryptanalytie
studioss brings improvements in our own cryptographic systems and msthods,
without whiech we may be lulled into a false sensze of security and remain
blissfully ignorant of what souwe foreign cryptanalytic bureaun may be doing
#ith our supposedly secret comaunicetions. It can be szaid thri the greatest
blow that can be dealt to signal security work iz loss of contiouiby in
cryptanalvitic studies, for it means thet a disastrous blow has been de-
livered to techniecal efficiency of both the cryptographic and cryatanalvtic
gservicses for war-time functioning.

13, 1t may be pertinent to add that the British Government began its
cryptanalytic activities in 1914 and never desisted from them Jor even a
month since then, though of course on a smaller scale than was reached at
the beight of these activities in 1918-19, However, it was on a scale
sufficient bo enable them toilsep up with the diplomatic traffic of most of
the governments of any conseguence in the world in which they had an in-
terest. The British built up a corps of about 35 to 4C ahle crypianslysts,
including Army ~nd Havy officers permanently assigned to crypianairiic
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_ dutics. Tbév meloteined crypianalytic units in Lon’on; Inala, Alrics,
China, snd so on — the officers being transferred from ofe unit to snother -

tat constently staying #a cryptenslytic work. The result is thst today,

.while our SIS hag solved and cen perhaps agein golve more difficult is-

dividuel problems, in overall coversge of the field the British organiza-
tion is considersbly zhead of ours. It is clear that no couniry is too
small for them to have agn interest in that country's seerst communicetions,
end they sre todesy able to read the traffic of most countries on which
they have had continuity since the lest war.

14, TFinally, iT we sre uot to repeat once more the mistakes made
at the close of the lest war in respect to signal sceurity work, every
sffort sbould be mede to pluace the present organization on the most firm,
pernmanent foundation it is possible to erect. The service should not be
considered as merely &n ap pcnd&ve to the functions performed by the Signal
Corpe only in time of wer but ss & permsnent ssrvice that operatea-on 8
laree scale in npsace~time as well a8 in war—time. : ,

Willien F. Friednan, ;
Director of Corwmunications Research,

Originelly written :
and dated June 29, 1942.

Einor changes made on
April 2, 1943.

CAtt.: 5 TABS, & to B, incl.
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Sub ject: Plans for . I. 8.

1, HISTORY.

1. Previ.us to June, 1917, neither the ¥ar Department nor aay
other devartanent of Government had any organization for code and
cipher attack, and the only work of this character that had ever
been done was the sporadic reacing ot a few simple ciphers by in-
dividuals and the .ore aumerous decipherments volunteered by Iir.

-Gaorge Fabyan of Gensva, Iilineis, who at his own expense brought

togetiter and supported & staff to whom elementary imstruction in
cipher attack was giveu at the Army Service Ichools, at Fort Leaven-
worth. ©On June 10, 1917, the code and cipher work of Hilitary
Intelligerice was begu.1 by the appointment of one officer, who, with
two civilian exmployees, was expected to encode and decode the official
messages of Military Intelligence, supply encipharing tavles, and
attack enemy codes and ciphers. ‘‘he work, howerer, grew rapidly and
in the autwm of 1917 the iacreased staff was organized into a cen-
tral code and cipher section to do the work of all departments of

the Govermaent. i

2. At the height of its development, in Movernber, 1318, the
Section consisted of cigihteen officers, twemty-four civilian cryptog-
raphers, aud one hundred and nine typists and stenogravhers. In con-
segquence of demobilization, it now comsists of fifteen officers,
seven civilian cryptographers anda fifty-five typists aad steaogravhers.

3. During the eighteen months since it seriously began to functionm,

the section has decipherea ten thousand seven hundred 2.4 thirty-{ive
messages in five hundred and seventy-nine code and ciphar systems. OfF
tne syste.rs of foreign governments the Section now controls the follow-
ing as completely as if they were our own systeas:

’

Argentinian Diplomatic Code

1
Brazilian Diplomatic Code 1
Brazilian Diplomatic Cipher i
Chilean Diplomatic Codses 2
Costa Rican Diplomatic Codes 3
Cuban Diplomatic Code 1 .
German Piplomatic ant Intelligence Uoues 7
German Diplomatic and Intelligence Ciphers 3
Mexican Diplomatic and Cousulszr (Ciphers 541
Spanish Diplomatic Coues 16
Spanish Consulur Code 1
579
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. 4. Tlork upon other codes is in such s state of advancement
that with adequate personnel the following will certesinly be solved
by the end of June:

Germen Diplomatic Codes 3
Panams Piplématic Code 1
Spanish Diplomztic Codes 3

7

5. In the account just given no note is taken of the enormous
number of personal codes &nd ciphers submitted by the Fostal Censor-
ship or of the letters examined in eour laboratory for secret writing =--
2000 a week for several months. Also unnoted is the large amount of
work invelved in our own communications, in compiling civher tables
and code books, and in training militery attaches, cede clerks, and
cryptographers..

11.  VALUE OF THE YOBK. The Chief value of sll this work has resided
in the large and constent stream of informstion it has provided in
regard to the attitudes, purposes, and vlans of our neignbors. But a
few selected examples will emphasize the Tesults of the pgst and the
possibilities of the futures

1. Insight inte Germen 3ecret Service.

a) The Waberski Cipher is an official letter of intro-
duction given by Minister von Eckardt to Pablo Waberski, a secret

"ggent of the Cermsn government, addréssed to all German consular agents

in Mexico, ordering them to furnish him aid and support, provide fundsy
and forward his messages in code as official. This was captured on =
(fermen spy and was a principal factor in his conviction. For this

ciphier and its decipherment see Exhibit A.

b) The von ¥agnus Cipher -- kmown officially as “Document
PQR" -- is a2 very long and elaborate gquadruple trensposition cipher,
addressed by the German Charge d' Affaires in Mexico Gity to all
German consular officials in Mexico, giving directions concerning the .
carefﬁl and complete destruction of correspondence, accounts, receipts,
lists, registers, and all other napers having to dorwith nthe Sggret
Service and the represenmtatives of the General Staff and the Admiralty
Staff" and the preservation of "Bhe strictest silence concerning the
existence and activities of these repreSentativeS-nowland fornall’
future time, even ‘after the conclusion of peace." For this cipher and

its decipherment see Exhibit B. )

¢) Of the numerous Germsn code messages deciphered by
The first was sent

M. 1. 8, ‘two belong specifically under this head.

te ae
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oyt by wireless from Nauen and intercepted by our statioms sixty-four
times between January 13 and February 2, 1918. It includes an Brder
.f?om the German Foreign Office to the recipient to aveid negotiations
with the Japanese, because "commnication through you is too difficultn
and the Japanese have "representatives in Europe"; and presents a plan
for providing Mexico with arms, and machinery and technical staff for
tpe manufacture of arms and air-craft. The second mesﬁage -- also a
wireless from Nauen, intercepted in February 1918 -- informs the German
Minister in Mexico of the deposit of ten million pesetas in the

German Oversea Bank, Madrid, which he is authorized to offer to the
Mexican Government as a "preliminary amount" "on supposition that
Hexico will remzin neutral during war." See Exhibit BB.

2. Specizl Var lMessures. The most important messzge of this
character deciphered by M. I. 8 is the code cablegram sent by
Embassedor von Bernstorff on Januery 21, 1917 to the German Consul at
Manila ordering him to take up at once the question of making useless
the machinery of interned Germen vessels or, in case that proved im-
possible, of sinking them. (For message and decipherment see Exhibit C.)
It will be noted that this message was sent ten days before the.
declaration- of unrestricted subrmarine warfare. If the U. S. Government
had possessed at that time an organization capable of deciphering this
and the other messages relating to this subject -- as was later done
by M. I. 8 -- precautions ageinst the crippling of these vessels .could
have been taken, with a2 Saving to this government conservatively
estimated at twenty-five millions of dollars.

Although M. I. 8 as an organization did .not take part in any of
the work on the front, it wes in constant communication with G-2, A-6,
and furnished and trained most of its personnel. The distinction
between M. 1. 8 and G-2, A-6, is therefore purely oné of names and the
work of (-2, A-6 should be tzken into consideration in estimsting the
velue of an organization for code and cipher attack. The following
jncidents illustrate hot only the value of this work in actual milifary
operations but also the absolute necessity of preparing in advance
the trained personnel required by this work.

¢ a)' In March.1918 the Germens put into service along their

entire western front a new code, different from anything they had had.
By the second day after it was issued the complete system had been
worked out by the experts of ourselves and our allies and we were read-
" ing it currently before the Germans themselves had become familiar
with it. Colonel Moormen, chief of G-2, A-6, the authority for this
incident, justly remarks: "¥hile it is too much to say that it changed
the result of the war, it certainly cost the lives of many German
soldiers and saved meny of the aAllies.”
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. b) In 1916, when the Germans made their great withdrawal
in Flanders, the code experts of the British gave G.H.Q. advance
informetion not merely of the fact of the intended withdrawal but
also of the time and manner of it. But at that time the officers in
charge of operations were skepticel of code attack and put no faith
in the information until they woke one morning and found the Germans
gone. Similar skepticism, -says Colonel Moorman, awesited the first
message deciphered by G-2, A-6, giving definite informstion of an
intended attack, but in this instance also the attack itself
authenticated the work of the code-men.

3. Yalue in Peace Time. As has been set forth above, M.I.8
is now able to decipher as promptly as if they were in our owm codes

the messages of a considerable number of forei owers and by the
end of th?s month will have made notable addit%ghgoto its 1is¥.

If it is worth while to know exactly what instructions foreign
povers give to their representatives at Washington, it is important
to maintain M. I. 8 with a sufficient persomnel in time of peace.
If the impressions and opinions of diplomatic representatives at

- other cepitals and the instructions they receive as to attitudes
and actions are of importence for the maintenance of peace, the
chegpest, indeed the only, way to keep constantly and promptly in-
formed on these matters is to preserve M. I. 8 with a2 suitable
personnel. Intirate knowledge of the true sentiments and intentions
of other nations may often be an important factor in determining
whether we are to have peace or war. '

Two recent Incidents may be cited out of many in the experience

of M. I. 8.
a) On April 26, 1919, M. I. 8 furnished decipherments of

five code messeges which passed between Berlin and Madrid on that

very dey., This was of course possible only through the megnificent

service of the intercepting station at Houlton,. Maine. See Exhibit CC.
! !

b) Yesterday's newspapers published the ammouncement of
the Mexican government that certain umsmed friendly nations of Latin
America had urged upon it a coalition in opposition to the lbnroe
Doctrine. Information on this point was sent by M. I, 8 to the State
Department on April 23 in a message sent by cable to the Mexican De-
partment of Foreign Relations on April 17 and submitted to M. 1. 8
on April 22. A copy of the message is attached as Exhidbit D.

4, When this world war was precipitated neither we nor any of
the Allies had had sufficient experience in code and cipher attack
or possessed anything like an adequate personnel. This is established
not only by the statements of well-informed officers but also by such
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facts as that so late as the autum,1916 the heads of the British
Army were still skeptical of the results obtained by the code-men;
see above. ' '

Code attack is indeed still in its infancy. It is capable of
rapid and incalculable development. If we do not take part in this
. development, we shall be helpless when the next war comes, and it is
by no means certain that we shall then have allies upon whomi we may
rely for knowledge which we should have developed for ourselves.

The rapid advance in methods of attack is indicated by such facts
as the following: . '

Vhen the war began, British officers declared that the
Playfair cipher - the official cipher of the British Army - was
indecipherable. Messages in this system can now easily be solved
in thirty minutes, and the system has been abandoned as insecure.
Vhen the United States entered the war the official ¢ipher was the
Army disk with running key. This method was believed by experts of
the Army to be indecipherable. By November 1917 M. I. 8 had showm
that it wes not only decipherable but yielded easily to scientific
attackx., The number of official ciphers and codes which have been
successfully attacked by M. I. 8 bears witness to the same truth.
Scores of systems submitted for Army use as invulnerable have been
examined by M. I. 8 and rejected as insecure.

It is definitely kmown to us that two at least of our most
jmportant allies have arranged to maintain in the future large and
powerful organizations for code ahd cipher attack, for the develop-
ment of new methods, and for the training of an adequate personnel.
It is probable that other nations, of whose plans we kmow nothing,
will pursue the same policy. For amonf the lessons taught by this
war two are of special importance to the cipher expert:

a) That speed in the solution of messages is of the very
essence of the metter. To decipher 2 message announcing an attack
a week - or even 2 minute - after the attack has occurred may De
interesting but is of no operative value.

b) That speed is attained by experience and that gxperience
' camnnot be improvised. To solve the first Chilean code required
several months; the second was solved on the basis of twenty messages

in less than a month.

I1I. CONCLUSION. In view of the facts recited and Fgggestgd in
the preceding paragraphs, it seems imperative that this Government .
should maintain in time of peace 2s well as in time of war an organiza-
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tion of skilled cryptographers sufficient in number to carry out
the program of deciphering promptly all foreign code and cipher
messages submitted to it, of solving new codes, of developing new
methods and of training an adequate personnel.

. IV. RECOMMENDATIONS.

l. Experience has shown that such an organization as is
proposed will be best equipped to secure results if it has access
not only to the sources of information and of material controlled
by the Army, but also to the special sources controlled by the
State Department. The achievements of M. I. 8 have been due in no
small measure to the fact that during the war it has been serving
both these departments of the Govermment. Therefore after consulta-
tion with the Director of Ii. I. D. and with responsible officials
of the State Department it seems desirable to recommend continued
cooperation between the two departments, with acceptance of the
. finencial assistance heretofore approved by .the State Department,
and with administrative control vested as heretofore in the

Director of M. I. D.

That the organization should consist of civilians as
indicated by the following facts:

a) After the demonstration afforded by the incident of
the Germah withdrawal from Flanders recorded above, the British
adopted the policy of searching the British Empire for the best code
and cipher brains of the Empire, and results Justified this policy.

b) The success of M. I. 8 has been due to an‘attempt from
the first to carry out a2 similar policy.

¢) The type of thinker with necessary language qualifica-

tions required for code and cipher attack is a special type - .
difficudt to find in the Army, where an entirely differgnt type is
more useful, and not easily inducted into the Army if discovered in

civil life.

dO The salaries suggested have Deen determined after very
careful study of the situation. Ien and women of the high qualifica-
tions necessary can hardly be attracted to the work gnd - whaF is
equally important - retained in it for smaller salariles. gurlgg the
war M. I. 8 was for patriotic reasons able to command the .,erncest .
of both civilizn officers and civilian cryptog?aphers for emoluments ‘ p
far below those actuslly received by these officers and cryptographers :

h seerifices can of course not be expected in time

in civil life. BSuc




of pezace.

2. It is estimated that the anmuel expenses of an adequate
organization would be approximately as follows:

Rent, Light, and Heat & 3,900.00
Reference Books 100.00
Personnel: Chief 6,000.00

10 Code & Cipher Experts @ $3000. - 30,000.00
15 Code & Cipher BExperts @ 2000. - 30,000.00
25 Clerks 1200. - 30,000,00

=)

$ 100,000.00

3. Tne placing of .;40,000.00 annually at the d&isposal of the
Pirector of M. I. D. by the State Departiment and the authorization
of the Secretary of War for the anmmual expenditure oy the Director
of . I. D. on coafidential memorandum of $60,000.00 of funds per-
taining to "Countingency Mdilitary Intelligence Division, General
Staff" would make possible the. execution of the plans outlined above.

_;177.(:22;<L4A~1“Z$’ﬁif;£¥4-a

M. Churchill,
Brigadier-General, General Staff,
Director of 2Military Intelligence.

vh}j
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| WAR DEPARTMENT \ s »

3 .) THE ADJUTANT GENERAL'S OFFICE :‘]

wrere 4G B311.5 (4-14-30) WASHINGTON SSL-AWO >
REFER TO Pub . R _‘LpI'll 22 s 1.9 30. '

Sussect: Codes, Ciphers, Secret Inks, Radio
Interception and Goniometry.

To: THE CHIEF SIGNAL OFFICIER.

1. With reference to the responsibilities devolving upon the Chief
Signal Officer in accordance with Army Regulations 105-5, and Changes No. 1
thereto, dated May 10, 1929, the following statement -of Var Department policies
is trensmitted.

2. a. Army Regulations 105=5 as amended by Changes No. 1, places the
responsibility for the following activities upon the Chief Signal Officer:
(1) Code and Cipher Compilation.
(2) Code and Cipher Solution.
(3) 1Interception of enmemy radio and wire traffic.
(4) Location of enemy radio transmitting stations
by goniometric means.
(5) Laboratory arrangements for the employment
and detection of secret inks.

b. The fundamental reason for placing the responsibility for these
duties upon the Chief Signal Officer is that all correlated duties in connection
with secret communication may be assigned to one operating agency for efficiency
| of operation. To serve this purpose these duties will be organized by the Chief

Signal Officer into a‘single coordinated service.

J/ c. #ithin the discretion of the Chief Signal Officer it is suggested
that "Signal Intelligence Service" be the designation for this coordinated service.

3. The general mission of this service is, as for all other military
services, the proper organization and development in peacetime to the end that the F
service may be prepared to operate at maximum efficiency in war.

4, The specific missions of this service may be stated as follows:

a. The preparation and revision of all codes, ciphers and other means
of secret communication to be employed by the Army in time of peace and war.

Note: In this comnection it should be noted that in accordance with ¥
v current Army Regulations this office is responsible for the printing of codes !
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and ciphers, for their distribution in accordance with distribution tables
prepared by the Chief Signal Officer, and for their accounting.

b. In time of war the interception of enemy communications by electri-
cal means, the location of enemy radio transmitting stations by goniometric means;
and in peace time the necessary organization and training of personnel and the
necessary development of equipment to render this service capable of immediate
operation in war.

c. In time of war the solution of all secret or disguised enemy mes-
sages or other documents that may be intercepted by the Army, or forwarded by
other agencies to the Army for solution; and in peace time the necessary research
work, and the organization and training of persomnnel to render this service
capable of immediate operation in time of war.

d. Laboratory arrangements for the detection of intercepted enemy
documents written in secret ink, and for the selection and preparation of secret
inks to be employed by authorized agents of our own forces in time of war; and in
peace time the necessary research work to render this service capable of immediate

operation in war.

5. Upon mobilization the various activities of this service will operate at
the following headquarters: '

a. Under the War Department:
(1) The preparation of ell means of secret communication

employed by the Army in peace and war including secret inks, except
that, upon its organization, GHQ will begin the preparation of field
codes and ciphers required for current replacement for subordinate units.

(2) The interception of enemy communications by electrical
means, including the necessary goniometric work incident thereto.

(3) The detection and solution of secret or disguised enemy
cormunications including those written in code, cipher, secret ink or
those employing other means for disguisement.

b. At General Headquarters:
(1) The preparation of field codes and ciphers for employment

by subordinate units to replace those previously prepared under the Wwar
Department during peace time.

(2) The interception of enemy communications by electrical
means.

(3) The location of enemy radio tramsmitting stations by
goniometric means.

(4) The detection and gsolution of secret or disguised enemy

-2-
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cormmunications including those written in code, cipher, secret ink or those
employing other means for disguisement.

c. At Headquarters of Field Armies:
(1) The interception of enemy communications by electrical

means.

(2) The location of enemy radio transmitting stations by
goniometric means.

(3) The solution of intercepted enemy code or cipher messages
by the assistance of cipher keys and solved codes as furnished by the
service at General Headquarters.

6. Based upon the policies expressed above the Chief Signal Officer will
submit at a conveniently early date a recommended draft for an Army Regulation to
cover the funétions and duties of this service. He will also take the necessary
steps to draw up such addi tional regulations to cover the activities of this
service as he deems appropriate for publication.

7. Peace Time Objectives:
In addition to the provisions expressed above, efforts to attain ultimate

peace time objectives with reference to certain activities of this service will be
made by the Chief Signal Officer as outlined in the following paragraphs.

a. Code Compilation.

(1) The ultimate aim of this activity is the preparation
of authorized codes, satisfactory in character and sufficient in the
nurber of copies and editions, for employment by the Army during both
peace and war. Upon the outbreak of war it will become necessary for
purposes of secrecy to change certain cheracteristics of the codes
employed during peace, and the required number of copies of each code
will be greatly increased. Since the preparation and publication of
codes requires considerable time, it would be improvident to wait till

the outbreak of war to begin this work.

(2) Therefore, as a peace time objective, the Chief Signal
Officer will make the necessary arrangements to the end that as funds
become available there will be at all times in the possession of this
office for immediate distribution one edition of each authorized secret
code, with cipher tables if necessary, and in the possession of the Chief
Signal Officer twc reserve editions of such codes and cipher tables.

b. Code and Cipher Solution.

(1) The ultimate peace time objective .
the training of sufficient personnel to the end that they W}ll be ?xpert
in solving enemy code and cipher messazes in war. + is evident that
much time will be required for tnis training. Also, since large commands

of this activity is

-3
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require the operation of this activity in the conduct of their peace-
time training, it is necessary that it operate for them during their
training exercises, such as during the joint Army and Navy Maneuvers
held periodically in the Hawaiian and Penama Canal bepartments and on
the =tlantic seaboard, or during combined maneuvers in the Fighth or
other Corvs Areas. It is evident therefore that the peace time organiza-
tion and training of this activity should contemplate, first, training
persomnel, and second, furnishing specialists to large commands for
peace time maneuvers after persomnel has been sufficiently trained. To
accomplish this end it would seem that, at the present inception of this
new service, its peace time training should be centralized under the
office of the Chief Signal Officer, and that the comparatively small
number of trained personnel required should be sent to corps areas and
departments for assignment only for the period of maneuvers, and upon
completion of maneuvers should be returned to the office of the Chief
Signal Officer. This procedure insures the necessary continuity of
their initial training under the Chief Signal Officer, whose office is
the only military agency at the present time gualified to carry it on.
However, each corps area or department which requires this service
should be in a position ultimately to function independently with
reference to it. It would seem therefore that the Chief Signal Officer
should be prepared to furnish trained specialists of this service for
permanent assignment to such corps ereas and departments as the War
Department may later decide,whenh the training has progressed to such
extent that sufficient personnel ars able to function as independent

units.

{(2) The peace time organization andAtraining of this service
will be based on the procedure as indicated above.

C. Radio Intercept.
(1) This activity is very closely related in its operation

to code and cipher solution, in that the interception of enemy messages
answers no purpose unless the messages ere solved, and on the other hand,
the solution service depends primarily upon the activities of the intercept
service for work material. It is evident therefore that the operation of
both services should be carried on in close liaison. Hence the ultimate
training of both services involves mutually coordinated operation.

(2) The chief peace time problems confronting the radio
intercept service are first, the development of equipment, and second,
the development of the technique of the operating personnel. The second
is incident to the first and may be considered as one with it. It is
evident that there is the same need for this service as for the code and
cipher solution service in the peace time maneuvers of large commands.' It
is also & possibility that during peace time or during periods of strained
relations the War Depariment or Commanders of Departments and of certain
corps areas may desire the operation of this service, provided the services

of a code and cipher solution agency can be made available. It is also

-4=
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evident that the practical operation of this service is regional

and cannot be concentrated in any locality as can the code and cipher
solution service. In other words intercept stations must be located

at certain critical points where their operation mey be effective,

such as within departments or certain cqiys areas, while the code and
cipher solution service may be located in Washington or eny other place,
provided proper communication faecilities may be made available between
the two services.

(3) It would seem therefore that the peace time activity

of the radio intercept service should be directed toward objectives
stated in chronological sequence as follows:

(a) The development of equipment directly urder the.
Chief Signal Officer.

(b) . The location of an intercept station to be
prepared to operate directly under the Chief Signal Officer.

(¢) When equipment has been developed and obtained
in sufficient quantity, the location of stations at critical
points as follows, in the Hawaiian, Panama Canal and Philippine
Departments, and in the Eighth and Ninth Corps Areas; these
stations to operate under the department and corps area copinanders
concerned; the Chief Signal Officer to recommend when such stations
should be established, at which time the matter will be taken up by
the War Department with department and corps aree commanders con-
cerned.

(4) It is contemplated that
{a) should certain interceptions be desired by the

‘War Department, vhich condition does not exist at the present
time, the Chief Signal Officer will be called upon to recommend
what station or stations can best perform the service, and the
War Department will issue necessary instructions.

' (b) Should interceptions be desired by department or
corps area commanders concerned, they will obtain them by means

of the facilities under their control.
(¢) Messages in code or cipher intercepted by stations

under the control of the Chief Signal Officer will be transmitted
for solution to the code and cipher solution service operating
under Yim.

(d) Messages in code or cipher intercepted by
under control of department or corps area commanders will be
transmitted by mail to the Var Department for soclution py the co@e
and cipher solution section operating under the Chief Slgnal'OTflcer
until such time as a code and cipher solution service shall have
been established under the control of the department or corps area

commanders concerned.

stations

-5=




REF ID:A4148493

O

(5) The peace time organization and training activities
of the radio intercept service will be based upon the provisions
contained in this paragraph. @2}

d. Goniometry.
Goniometric work in its results may be considered as divided

into two phases, one which is supplemental to radio interception, and one
which gives the location of enemy radio transmitting stations and thus
indicates the enemy's tactical disposition. The work of these two phases,
while serving two different purposes, is performed by the seme or similar ’
equipment and personnel. The chief peace time problem of the goniometric
service is the same as that of the radio intercept service, namely, the
development of suitable equipment and methods. These close relations between
the goniometric service and the radio intercept service indicate that a basis
of peace time activities similar to that stated for the radio intercept
gervice should be adopted for the goniometric service, and that the develop-
ment of equipment, the organization and training of personnel, and the
location of stations of the goniometric service should be carried out in a
manner similar to that of the radio intercept service as outlined in

paragraph ¢ above.

e. Secret Inks.
The peace time objective of activities in connection with

secret inks is the establishment of & small laboratory for the conduct
of research work which will result in the war time objective of the
establishment of an agency for the detsction of secret inks employed
by the enemy, and for the recommendation of suitable secret inks to be

employed by authorized agents of our own forces.

By order of the Secretary of War:

D o (0 -

Adjutant General.
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Mey 24, 1922.

The Honorable
Jemes W. Wadsworth, Jr.,

United States Senate.

Sir:

I am taking the liberiy of addressing you on the subject
of the Military Intelligence appropriations now pending before your
comnittee in order that you may have cognizZance of the very direct

manner in which the interests of the Departiment of State are involved.

My attention was first drawn to this metter through notification from

the Var Depertment of the —ithdrawal of a number of military atteches

from our embsssies 'nd legations abroad tecause of a lsck of funds to

.provide for their maintenance. Seversl communications have since been

received from our diplonatic representétives vrotesting to the Departmént
against the withdrawal of the military attaches, on the ground of their
préctical value in relation to the essentiel work of the missions.
| I have thought that perhaps a word from me in this connection
Would serve a useful nurpose in indicsting the manner in which.these
officials, while dealing primarily with military iﬁteiligence, are really
the coﬁplement of the aiplomstic estéblishment, in which capacity they
render most valueble assistance to this Department.

As you are well aware, the military factor in international

cuestions is one of the greatest importance, especially in Europe, at
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this time. No precise genefal view can be had of & foreign political;
or econoﬁic situation ﬁithout due‘regard to,consideratioos of military;
poliey.sﬁd the influence which militeristic tendencies'eXert in national
matters;‘ It is in this domaih that the military attachs becomes a useful
adjunct to-the diplomatiC-mission.‘ His contect.with_iﬁportaht personages
- who‘direct the course of military affeirs, combined with the technical‘ 
advice which he is able to sﬁpply'are.often_ihdispensable to aﬁ intelii-
gent understanding of the-course of events in a'particuiar eountry;
In the'édme manner the Militarv Intelligence Division in
ashington, which hes’ develooed 1ts fa01lities to a very high degree,
is of the utmost value to the Department of State through the Jnforma—
tion which it is able to‘supply. There is ' a daily contact between this
Depaftment and the'Hiiitery Intelligence Division of tﬁe.War-Departmeht.
. In fact that ageocv is the medium of llalSOH, or in Other words,'it is
‘the 1nterlocking link through which the work of the two Departments is
coordinated. I do'not desire to have the esppearance of intruding in a
matter relating to the appropriations of esnother Department but aS'the
‘ Miiitary-lntelligence Divieion, an@lespeeially the military ettaches,
.really serve both Depertﬁentsll feel that an expreSsion of my views may' ‘
serve a paeful-purtoSe in eet?biiehing the facts for your considefation.
.i'have the hohor toibe5'8ir,_
‘Youriobeaient sertaot,
'(sigted) Charles E. Hugﬁes.
(Note: In a closed ‘ ' '

segssion the Director ' : )
of Military Intelli- (Then. Secretary of State. W.F.F.)

gence presented the
attached memo. #Znd
exhibits mentioned

therein. W.F.F.)
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it was made availeble can hardly be estimsted. Informétion of equal

importance was missed in 1917 because of ‘our lack of an efficient Gode

and. cipher section. -
Codes and ciphers are constanfly developing. /EVén'aztempOrary sﬁop

in the work meansilosing tduch with current changés. It is like the

" loss of a link in & chain or a cog in a wheel.

TO DISCONTINUE OUR CODE AND CIPHER SECTION NOW WILL, -ALMOST

CERTAINLY, MEAN THAT WE WILL ENTER THE NEXT WAR AS POORLY PREPARED -

'FOR THE HANDLING OF THE ENEMY'SlSECRET MESSAGES AS WE WERE IN 1917.
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COPY - 3 Dec. 21. W.F.F.)

-jéﬁﬁn FOR A CODE AND CIPHER SECTION.
* SECRECY, IN REGARD TO A CODE AND CIPHER SECTION IS
ESSENTIAL TO ITS SUCCESS. THE FACT OF ITS EXISIENCE SHOULD NEVER

BE MENTIONED PUBLICLY AND' UNNECESSARILY. .-

In 1917 and’l9lé the solution of mehy importent messages was
‘ so.delayed due to our lack of preparation'and previous study. thet much
of ﬁheir value wés lost. Studies are now continuoﬁély under way wﬁich
if continued will, it‘is Beliéved,iprevenf a simiiér deiay in ﬁhe fﬁture.‘
" Had we, for éXamﬁle, been able to réad the one message (Exhibit

No. 1) orderiﬁg the‘ﬂisabling‘Qf,Gérﬁan‘ships inlAmerican porté as promptly
as we could now read similar messages thejsaviﬁg'élqne would have:beéﬁ |
sufficient to maintain'the'code énd‘cigher section bn‘avpeace basis for
many yeafS. |

| In 1§18 our code znd cipher section had so impfoved ﬁhat messages
df: vital and,immediate:importdnce were read in time tq'be of the greatest
value. Examples of these are orders'for attack or retreét‘knOWIedge of
Whigh en?bled ourltroops to take'f@l% advantage éf mo%eménps on the part
of the enémy{ .bn'Novémber an;:i918 é'Géfman_Radio @essage.gaVe pieﬁs for
a generai.wiﬁhdrawal from Roumanialén accdunt-ofilackﬁqf ammunitiéh and
other subpiies. This message ﬁgévihtefcepped by an Ameridan Radio Station,
deci?héred and trenslated ond placed in ﬂhe hands éf-the éupreme.War'

Council within A8 hours. The;impdftance,of such information 2t the time
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MEMORANDUM FOR THE CHIEF OF STAFP:

Subject: Responsibility for the Solution
of Intercepted Enemy Secret Com-
munications in War,

I. Ths problem presented,
Should the Signal Corps be charged with tho solu-
tion of enemy code or cipher messsges and the detection of
enenmy secret ink documents intercepted in time of war?

I1, Xacts besring uvon the problem, '

1, Under present policles (-2 is charged with the
solution of code and. cipher meseages and the detection of
secret ink documents of the enemy interceptcd in war or othar
emergency which requires such action,

2. Under present policies, the Signal Corps is
charged with the compilation of codses and c¢iphers for use by
the Amy, and with the interception of enemy radie traffic
which includes enemy code and cipher messages,

3., It i1s apparent that the operation of & code and
cipher solution service and g service for the detection of
secret inks is not a normal General Staff function as contem-
plated by the National Defense Act, but is an operating function
which should be performed by an existing service branch if prac-
ticable, The present policy which charges these duties to 'G=2

‘i a continuance of ¥World War policy which was adopted in haste

and in accordance with the exigencies of the situation existing
at the time,

4, All of the afore mentioned dutiea, viz., code and
cipher solution, code and cipher compilation, code and cipher
interception, and the detection of secrst inks, are very closely
correlated, From the viewpoint of efficiency in operation these
duties should be assigned to one operating agency so that they
may be organized into a properly coordinated whole., The present
agsignment of these closely allied duties makes for a division
of responsibility between G-2 and the Signal Corps which presents

v
\ =
N~
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difficulties, particularly in connection with organiezing and training
in time of peace for war. It seems logical, therefors, that the Signal
Corps should be charged with all phased of this work to the end that

it may be properly coordlnated as an organised entity, and still remain
ag at present under the General 3Jtaff control and supervision of G-2.

I11. Action recormended.
The Secrstary of Wer directs:

1. That the Signal Corps be charged with the duties pertein-.
ing to the solution of enemy codes and ciphers ani the detection of
secret inks in war, in addition to those duties with which thsy are
now charged pertaining to the compilation of codes and ciphers required
by the Army and %o the 1ntorceptlon of enemy radio and wire traffic
in war.

2, That the Handbook for the War Department General Staff of.

October, 1923, Chapter I1J], paragraph ander “Communications Section”
on pages 21 and 22 be changed to remd ns follows:

“This section is charged with the formulation of War
Department policieam relsative to codes and ciphere and with the
sapervision of all means of sacret and confidential communica~
tion in the Army. It suporvises the preparation of codes and
‘ciphers for. use in peace and var anrd ebtbempta-{$he-sedulien-of
eneny-aodos-and-gbphorg-abd-aceros-ink-docunenta-tn-varr--1$

ar!asges-niobsake-SQQaa}-Go!ye-€oe—the-&a%evzeptiea-ef—eaeay
#aéie-traf-idv. an

3. That Army Hegulations 105—5. paragrayh 2e, sgecifying in
part the duties of the Chief Signal Officer, be changed to read as
follows:

"a, The preparation and revision of %he-Fey-Beparimend

gereph-Gode-ond-other-eodes~and-eirhera-required-dy-she-Armyr

UI&EJ&&“lJi&d-OF§?§ codes and ciphers required by the Army, and in time of war

L

and wire traffge. the ggniomgigg

Concurrences.

VUL, €. of §., G-1 ) concure.
- 599 A, C, of 5., 0=-3 ) concurs.
5 » A. C. of 5., G=4 ) concurs.
War Flans Division ) concurs.
ig F3The Chief Signal Officer ) concurs.
l'\‘)“ TR D
A ' P ety
1 I'Oj fAuf ,“-»,(I.'"""' !
Bl/ Or(dd) C r) b»)‘ it f \ﬁLL A?R ,6/\93
(S¢ Ty SN 31 SPANL®Y H. PORD,
Chwfgﬂswﬁﬁu Colonel, Gensral Staff,
gha A, C. of §., G-2.
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 /april 4, 1929

' ,MEMORANDUM FOR THE CHIEF OF STAFF'

" Subject: Responsibility for the Solution
. - of Intercepted Enemy Secret Com-
_ munications An War. _

D The problem presented. :
S -Should the Signsl Corps be charged with the solu-
tion of enemy code or cipher messages and the detection of
- enemy’ secret ink documents intercepted in time of war?\

II.' Facts bearing,upon the;problem. R
. I, Under present poiicies G-2 1s charged with the ’
solution of code and cipher messages and the detection of '
secret ink documents of the enemy intercepted in war or other
emergency vhich requires such action.

2. Under present policles, the Signal Corps is
charged vith thé compilation of codes and ciphers for use by
the Army, and with the interception of enemy radio traffic
which includes enemy code and. cipher messages. :

' 3. It 1is apparent that the operation of a code and
cipher solution service and a service for the detection of
secret inks 1s not a normsl General Staff function as édontem-

- plated by the.National Defense Act,.but is an operating function .
‘which should be performed by an existing service branch if prac-

- ticable. . The present policy wvhich charges these duties to G-2.
1s a continuance of World War policy which was adopted in haste
and in accordance with the exigencies of the situetion existing
at the time. :

' 4, . All of the afore mentioned duties, ‘viz.,. code and
cipher solution,'code and cipher compilétion, code and cipher

- interception, and the detection of secret inks, are very closely

. correlated. From the viewpoint of efficiency in operation these

- duties should be assigned to one’ operating agency so that they
may be organized into & properly coordinated whole. The present
assignment of these closely allied duties makes for a division
of responsibility between G-2 and the Signal Corps which presents
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difficulties, particularly in commection with organizing and
tralning in time of peace for war. It seems logical, therefore,
that the Signal Corps should be charged with all phases of this
vork to the end that it may be properly coordinated as an
organized entity, and still remailn as at- present under the
General Staff control and supervision of G-2

III. Actlon recommended.
The Secretary of war directs.
, 1. That the Signal Corps be charged with the duties
pertaining to the solution of enemy codes and ciphers and the
detection of secret imks in war, in addition to those duties
with wvhich they are now charged pertaining to the compilation
of codes and ciphers required by the Army and to the interception
of enemy radio and wvire traffic in war. -
2. That the Handbook for the War Department General
Staff of October, 1923, Chapter III, paragraph under 'Communi-
cations Section on pages 21 and 22 be changed to read as follovws:
"This section 1s charged with the formulation of VWar
Department policies relative to codes and ciphers and with -
the supervision of all means of secret and confidential communi-
cation in the Army. It supervises the preparation of codes
and clphers for use in peace and var apd-attempte-the-selun-
tion-of-encmy-eodes-and-eiphers-and-seeret-ipk-doouments
in-wary--It-arranges-vith-the-Signal-Corps-for-the-inber-
soptien-of -onemy-radie-traffie, 2nd in time of war super-
vises the interception of enemy radio and wire traffic,
the solution of enem codes and ciphers, and the detection and

loyment of secret nks., "
3. That Army Regulations 105 -5, paragraph 2e, speci-

fying 1n part the duties of the Chief Signal Officer, be changed
to read as follovs.

"e. The preparation and revision of the-War-Depart-
ment-Felegraph-tode-and -other-¢odss-and-eiphePs-roquired
by-the-Army, 811 codes and ciphers requlred by the Army, .
and in time of war the interception of enemy radio and wire
Etraffic, the gonjometric Jlocation of enemy radio stations,
the solntion of intercepted enemy code and Cipher messages,
and laboratory arrangements for the emplqyment and de-
tection of secret 1nks.“

IV, Concurrences.

A, C. of 8., G-1 ) : . ..} concurs.
A, C. of S., G-3 ‘ concurs,
A. C. of 5., G-4 , concurs.,
War Plans Division . concurs.
The Chilef Sigaal Officer _ : ) concurs.
Yoo W2y - . STANLEY H. FORD,
Colonel; General Staff,

“W A. C. of S., G-2
S T O 1
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"replying: refer to
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i % ““[LITAP" INTELLIGENCE DIVISION

14
G-B 11t
0Sa.
'WAR DEPARTMENT B Ls-F-
OFFICE OF THE CHIEF OF STAFFE o v
WASHINGTON ~

March 18, 1929,

MEMCRANDUM FOR COLONZL FORD:

Subject: Memorandium for the Chief of Staff
submi tted herewith,

) 1, In connection %ith the memorandum for the Chief of
taff submitted herewith for your approval recommending that
the Signal Corps be charged. with the solution 6f codes and
ciphers and the detection of secret ink documents of the enemy-
intercepted in war, the following amplifying comments. are
submitted,,

2, &, TWhen analysed it is evident that code and cipher
compilation, code and cipher solution, code and cipher inter-
,eeption, and the detection of secret inks are very closely
allied duties, both from the viewpoint of techniqie and also
of practical operation, ‘

b. In technigue the solution of enemy codes and
ciphers is very closely related to the compilation of codes
and c¢iphers for use by our own forces, since similar princi-
ples are applied in toth and operatives in either line of
work must be expert in both.

c. In its operation, the solution of enemy codes
and ciphers is very closely related to ths work of compiling
codes and ciphers for our own use, since for secrecy's sake
our own codes and ciphers should not be similar in construc-
tion and form to enemy codes and :ciphers; and closely related
to the work of intercepting enemy code and ciphér messages,
since the particular enemy stations which are ssending the
type of code or cipher messages desired for solution must dbe
selected for intercention; and closely related to the work
of detecting enemy documents written in secret ink, since both
classes of work, though differing in téchmique, are in the same
category with referasnce to their operations, that is, both are
solutions of secret enemy communications,

3. a. In connection with the difficulties of organizing
and training in these duties, which difficulties are increased

|
|
{
|
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by the present division of responsibility with reference to
them, the following comments seem pertinent.,

b

The work of cryptanalysis (code and cipher solu-

tion end its correlary, compilation) is highly technical and
requires g high degree of training for operatives, This train-
ing reguires much time and must be carried out by the Army,
since there is no source in civilian pursuits from which this

class of techmician can be drawn.

At the present time fhere

is only one individual in the Army who is technically expert
in tais work, Major W, K. Friedman, Signal Reserve, who is
employed in hie civilian capacity by the Signal Corps and
has eharge of the Signal Corps Code and Cipher Comnilation
Sectien in the Office of tne Chief Signal Officer.

c. In time of %

r a corps of expert operatives will

be required in the War Deévartment for both compilation and
solution of codes =znd ciphers, and also for the solution of
codes and ciphers at General Hezdquerters in the Theatre of
Operatiens and at the Headquarters of FTield Armies, Peace=
time prepzration requires the training of such peérsonnel and

their tentative organization into units,

Under present arrange-

ments, G-2 of the War Department has no expert to conduct this
training, and in the pest has had to borrow the Signal Corps
exvert for such limited amount of training which it has been

‘possible to give,

Moreover, the only G~2 personanel .available

for this training are reserve officers, who obviously cannot
be made experts in this work By ‘the comparatively smsll amount
of training which they receive as reserve of ficers,

4. As an example of the consegusnces of these unsatis-
factory conditions the status of code and cipher solution in
Jjoint Army and Navy eXercises may be cited, During the last
such exercise held in the New England ares, the Signzl Corps
expert, Mr, Friedman, was borrowed by the ¥War Devartment and

given charge of code and
He ottained the services

cipher solution work for the exercise.
of two officers of the MI-Feserve and

one Signal Corps officer and creditebly carried out such work

as he could with such an

extemporaneous and untrained organiza-

tion, During the last joint exercises held in the Panania Canzal
Depa¥tment and those held in the Hawaiian Department, enemy
nessages were intercented but no attempt was made to solve those
in code or cipher due to the absence of personnel cualified

for the work,
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4, If the Signal Corvs could be given the entire responsi- ]
bpility for the cperation of =2ll of these duties, it would go a :
long way toward smoothing out many of the vresent troubles; Train- |
ing could be coordiriatéd, personnel could be assizned for training, !
and in time arrangements cguld be made for gual:ified gersonnel J
at_headqugrtars‘carxying on joint or other maneuvers requiring |
this work, G-2 would of ceurse, continue tio get out policies '
for and to supervise this work as at present., Of course, results '
from twis change would not be apparent probably for some time, l
but it is thought that these recommendations are the first step '
in theé prover d&irectidn.
l
i * 1
#. K. FIL3OW, %‘
1 Inel. Lieutenant Coleonel, General Staff,
Memo, for War Plens and Training Section,
Chief of Staff,
|
i

L
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IN REPLY™ IS '
REFER TO :
WAR DEPARTMENT ,Z. e 35 ﬂ/ﬂ/{ )
. OFFICE OF THE CHIEF SIGNAL OFFICER ..“‘ -
ol WASHINGTON
February 18,1936
'll”
MEMORANDUM FOR: The Chief Signal Officer.
SUBJECT s Increase in personnel for the Signal Intelligence

I. Papers accompanying:

1,

20
3-
4.
5.

6.

7.
II. The

1.

2.

What action by the Chief Signal Officer is necessary in order

III. Facts bearing on the Problem:

responsibility for compiling codes and ciphers, for locating enemy radio
stations by goniometry, and for 1nterceut1ng enemy electricel communications
in time of war.

Service.

Letter to the Chief Signal Officer from The Adjutant
General, dated April 22, 1930, Subject: Codes, Ciphers,
Secret Inks, Radio Interception and Goniometry.

General Background.

g oort

/’ Of?’-/—
zv'orfﬂz”w/s

Q

Personnel available and required for the Signal Intelllgen e

Service.

/7

Organization of Communication Security Group (formerly
Code and Signal Section) and Registered Publication.
Section, Navy Depariment.

Signal Corps Board Case No. 200, January 19, 1935.

Letter dated March 20, 1935, to The Adjutant General,
Subject: Increases in Civilian Personnel, FY 1937, and
lst Ind. thereto, dated March 27, 1935.

Estimates for FY 1938.

Problem presented:

to enable him to discharge the duties prescribed by Par. R2e,
AR 105-5 as amended by Changes No. 1, August 21, 1934.

For many years the Chief Signal Officer has been charged with

(28 725 4/

In Mey, 1929, responsibilities in connection with solving

-~ enemy codes and ciphers, and meintaining a secret ink laboratory were trans-
ferred from G-2 to him.




3. In a letter dated April 22, 1936, the War Department set
forth certain general principles for the guidance of the Chief Signal
Officer in carrying out his responsibilities in these matters. A copy
of this directive is attached hereto. Reference is made specifically
to Pars. 2'b, 3 and 7 b thereof, and to Incl. 2, Gemeral Background.

4e In August, 1934, responsibilities in connection with the
printing, storage, accounting, and distribution of codes and ciphers
were transferred from The Adjutant Gemeral to him. (Changes No. 1, AR
105~-5, August 21, 1934.)

5. From 1920 to 1930 the Chief Signal Officer had funds suf-
ficient to employ but one cryptanalyst @ $5600 per annum, and one typist
at $1440. With the additional responsibilities given him in 1929, funds
were made available to employ the following total personnel:

1 Principal Cryptanalyst, P-6 §5600

3 Junior Cryptanalysts, P-1, @ $2000 - 6000
1 Cryptanalyst Aide, SP-5 1800

2 Asst. Cryptographic Clerks, CAF-3, @ $1620 3240

Total $16640

No additional funds were furnished to provide ﬁersonnel for the additional
reaponsibilities noted in Par. 4.

6. The present duties in connection withs

. a. Compllation, proofreading, storage, distribution, and
accounting of codes and ciphers.

, b. The.activities connected with the devising and testing
of cryptographic machinery,

c. -The activities connected with the preparation of instructional

material in cryptography and cryptanalysis and the conduct of traiming
in the Signal Intelligence School and Army Extension Courses in these
subjects,

\
-

are so numerous that the present very limited civilian personnel avallable
to the Chief Signal Officer is not able even to keep up with these duties,
let alone do any real work in cryptanalytic research and solution of current
material. If these duties alone are to be properly performed, an increase
in personnel is absolutely essential. An analysis of the personnel required
is included in Incl. #3, Personnel Available and Required for the Signal
Intelligence Service. :

7. The assignment of Regular Army officers to cryptanalytic work
and research on current material is impracticable because they cannot be
kept on such assignments continuously and in order to develop the skill

=R = eoqqaynTt
IURETI N W R
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required for success in this specialty continuous application and leng,
practical experience are absolutely requisite. Reserve officers (except
for those who are also civilian employees now engaged in this work in
this office) will never be more than suitable, selected personnel to be
trained as assistants after the emergency breaks. Hence, the civilian
employee is the sole practicable answer to the problem.,

8. In 1934 the matter of the peace-time development of the

Signal Intelligence Service was made the subject of special study by

the Signal Corps Board in Case No. 200, copy of which forms Incl. #5.

The Board recommended that one (1) civilian cryptanalyst be assigned

to each of the six (6) Signal Intelligence Detachments (overseas Depart-
ments, 8th and 9th Corps Areas and Fort Monmouth). The enlisted personnel
for these detachments was included in the increase in the strength of

the Signal Corps under the 1936 appropriation bill, but it is impossible
to furnish the six civilian cryptanalysts required for these detachments
until this personnel is obtained. and trained by the Chief Signal 0fficer.

9« Under date of March 20, 1935, the Chief Signal Officer re-
guested authority to present in commection with the 1937 estimates a re-
quirement for two (2) Assistant Cryptographic Clerks at $1620 per annum
and two (2) Junior Cryptanslysts at $2,000 per annum. The War Department
approved the inclusion of this additional personnel in the Signal Corps
preliminary estimates. The limiting figure, designated by the War Depart-
ment under date of August 5, 1935, for Project No. 1 "Personnel®™ of the
Signal Corps estimates to be submitted to the Bureau of the Budget was
reduced to such a point as to necessitate the deletion of these four
positions from the FY 1937 estimates: One of the contributory factors
in the necessity for this deletion was, no doubt, the lack of support by
representativés~from the A. C. of S., G-8, whose assurance of cooperation
in defense of this item had been obtained in advance, but who failed to
appear at the hearing when held.

IV. Opinion of the Officer-in-Charge, War Plans & Training Division:

1. Such a serious shortage of tralned persomnel exists in the
Signal Intelligence Service that that serv1ce cannot fully perform its
peace-time mission.

2. Should this shortage of personnel be allowed to continue,
no Signal Intelligence Service worthy of the name will be available during
the early phases of an emergency when the most valuable results should be
expected from this agency.

V. Action recommended:

1. That if funds in the amount of §7240 accrue by savings under

Project 1, FY 1937, that these savings be used for the employment of two (R)

Asgistant Cryptographic Clerks @ $1620 and two (2) Junior Cryptanalysts
@ $2000, to be obtained and trained in this office as soon as possible.
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2« That if no suc;‘h savings can be foreseen,_ funds be diverted
from other projects and allocated to Project 1, FY 1937, for the fore-
golng purpose.

3+ That estimates for FY 1938 include the funds set forth in
Incl. 7, for personnel for the Signal Intelligence Service.

VI. Concurrences: o,“&um o\

. Fiscal Diviston ( (37 ) conours, susph i s v

Executive Officer ( ) concurs.

(J£>3\SS,.ﬁgizillrbx~fﬁ-\

W. S. Rumbough,
Ma jor, Signal Corps.

Inclosuress
6 documents..

“r=2

-4 =
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WAR DEPARTMENT
OFFICE OF THE CHIEF SIGNAL OFFICER 8
WASHINGTON
August 19, 1935 ~
|

MEMORANDUM TO: Major Rumbough.

1. It 1is believed that the time hes come when the Signal Intelli-
gence activities of the Chief Signal Officer should be organized on a
more extensive basis than iz now the case, 1n order that persommel for
efficient operation may be available when the situation will require
thelr services. It 1s hardly necessary to polnt out that on account of
the long period of time it takes before a real expansion can be accom-.
plished we must begin several years in advance of the time when the
funds will become available for actual expenditure. It is also essential
in view of the long period of special training required for cryptanalytic
personnel before they can actuslly do useful work.

2. There is therefore submitted herewith for your consideration an
outline and a chart covering the expanded and reorgenized Signal Intelli-
gence Section. Attentlon has been given to the necessity for providing
opportunity for advancement of Signal Intelligence personnel commensurate
with the increasingly difficult and responsible duties to be performed by
them as they progress in the work. This is also essential if we are goimg )
to meke 4t worthwhile for young men with ability to devote their lives to ~
Such a restricted field as cryptography and cryptanalysis, which presents >
no competitive opportunities for advancement in the commercial world. %Q

3. In my opinion, if the Signal Intelligence activities and personnel"t}v\
are expanded es shown on the attached organization chart, the establishment °

o

of a separate division in this office would be warranted. éﬁ:
4. There is attdched, for comparison, a chart covering the present ™,

organization of the Signal Imtelligence Section, showing the funds now ‘&;z

expended for personnel. It should be added that we have inserted in the ;

preliminary estimates for FY 1937 provision for two Assistant Cryptographic :'_
Clerks, CAF-3, and two Junior Cryptanalysts, P-1. These are intended for \;33_
gervice with Radio Intelligence Detachments in the field. In any case, ™~
allowing for two years' minimum period of training, they will not be ready N
for actual work until about July 1939, and then they can not be expected to N
be experts.

5. There is also attached, for comparison, a chart covering the presentx
organization of the Code and Signal Section, Navy Department. It should be
added that the Chief of that section has recently stated that they are going
to expand still further and have started to meke provision for several more
positions in the upper brackets of the professional grades, P-3, 4, 5 and 6.
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: 6. Realizing that it will take some time before resl progress can
be made in the way of expansion, and that in any event a nucleus for that ;
expansion must be retained, I urgently recommend that steps be taken at |
once to bring about an administrative reclassification of the present
personnel of the Signal Intelligence Section. This is not at all difficult
to accomplish. It should be done in order that the present personnel may
have some hope of advancement within a short time if they remain in the
work, and under the Chief Signal Officer. If it is not done, soon we shall
£ind that the Signal Imtelligence Section has become merely a training
ground for other departments. Incidentally, in this comnection, I have it
on the best authority that the cryptanalytic section of the Coast Guard is
now making administrative reclassifications of thelr present personnel,

(who were only on July 1, 1935, reclassified from subprofessional (SP-5)
grade to P-I] to P-Z and P-3. Their personnel have not had either the
training or experience of our own; in my opinion, with a full knowledge
of their work, they are less able cryptanalysts than are our own.

- 7. It is also realized that the Chief Signal Officer has done all
that he could with the funds available for promotions. We are about to
lose one excelléent man whose services we will find it very difficult to
replace. It is only my sincere desire that our present organization be
not completely disrupted within a year or two by other separations which
leads me to urge the advisability of teking this matter up as far as
possible in the War Department before becoming résigned to the impossibility
of accomplishing the ends sought for herein.

Wil 3 Pt

William F. Friedman

Atteched:
Outline of proposed organization.
Chart of proposed organization
Chart of present organization ‘
Chart of Code & Signal Section Organization.
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Organization and Duties

‘Siénéi Intelligence Division.

1, ADMINISTRATIVE SECTION

Personnel -

1 - Major

1 -~ Captain

1 - Principal Cryptanalyst P-6

1

Cryptographic Clerk CAF-4

1 - Asst. Cryptographic Clerk CAF-3

1. - Multilith-mimeograph-tabulating machine operator CAF-4

1 - Clerk, typist CAF-2

Duties -

1l - Administration and coordingﬁion of sections of Signal Intelligence
bDivision. |

2 - Technical siupervision and coordination of Signal Intelligence Service,
including designation of specific missions of Radio Infelligence
Detachments in the field.

3 - Liaison with signal intelligence agencies of other.gévernmgnt=depart-

ments.

General liaison with other divisions of 0CSigO.
Liaison with MID on Signal Intelligence matters.

éorrespondence and files of division.

2 o W~
1

Reproduction and distribution of coples of dociments for all sections

of the Divislon.

003
!

gence Division, including information, maps, charts, and documents

;‘Maigtains‘reference librery and information center for Signal Intelll-

‘v——
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pertaining to commnication systems of the world and the
International Telecommunications Union.
9 - Preparation of special reports as recuired.
10 ~ Preperation of materisl and participation in work of Army-Navy
Committees on signal intelligence matters.
11 - Preparation of uﬁiﬁ plans for signal intelligence activities ﬁnder

war plans and general mobilization plans.

2. CRYPTOGRAPHIC SECTION
A, Persomnel:
1 - Cryptanalyst P-4 -
1 - Junior Cryptanalyst P-1
1 - Asst. Cryptographic Clerk CAF-3
B. Duties:

1

Coppilation, productionvénd revigion of all codes, cipher tables,
cipher keys, end cipher alphabet strips.

2 - Direction and coordination of new codes and ciphers, and changes of
editions qf'codes,‘cipher53 cipher tables, cipher keys employed in
the military establishment.

3 = Proofreading of cryptographic and cryptanalytic publications.

~
[

Design of cryptographic systems, &ppa?atus, and mechanisms; prepa- ~
ration of patents covering new apparatus, snd lisison with Signal
Corps Patents Section.

4§ - Liasison with Govermment Printing Office on;pfigted‘cryptographic

publications. |

6 - Technicel ligison with cryptanalytic section, with communications

security section, and with other arms and services and with Sigpal

Corps personnel in connection with design and service testiqg of

|
!
!
\

J
f
]

B
7 il

|
|
\
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new codes, ciphers, cipher machines, and improvements in our
own systems of secret communication. |

7 - Studles in. connection with improvements and new developments in
use of tabulating mechinery for cryptographicvand‘cryﬁtanalytic

work,

3. CRYPTANALYTIC SECTION
A. Personnel:

Lieut. (langusge officer)

1 -

1 - Senior Cryptanalyst P-5

1 - Cryptanalyst P-4

]l - Associafe Cryptanalyst  P-3

1 - Asst. Cryptanalyst P-2

1 - Junior Cryptanalyst P-1

e
i

Cryptanalyst Aide SP-5

1

Sehior‘Cryﬁtographic Clerk CAF-5
1- Cryptbgrappic Clerk - CAF-4
B. Dutiess
.1 - Solution of intercepted traffic.

2 - Translation of solved messages when required, and research in

foreign languages in comnection with cryptanslysis.

W
!

thereon.

. Intercept traffic analysis, in¢luding researéh in radiogoniometry,

>~
f

means and methods of locating fixed or mobile stations. Technical

liaison with field radiocompass stationa.

-Research in cryptanaslysis and preparation of techniecal papers baseQ~,

[
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5 — Liaison with cryptographic section and with communications security

and training section in comnection #with improvements in communication

security measures -and in trainingkproblems ar1sing'out of crypt-

analytic studies.

4. COMMUNICATIONS SECURITY AND TRAINING SECTION

Personnel:

(1) Captain

1 Cryptanalyst P-4

1 Asst. Cryptographic Clerk CAF-3

1 Clerk, typist CAF-2

Duties:

1 - Conducts Signal Intelligence School for training of regular army,

\w

7

8 - Technical liaison with cryptanalytic section and cryptographic section

reserve officers, enlisted, and new civilian personnel of Signal
Intelligence Service in all phéses of signal intelligence and
communications security.

= Conducts Arqj’Extensionﬁsubcourses in signal intelligence work.

- Prepares instructieonal manuals on signal Intelligence and communica—

tions security subjects.

- Prepares and delivers lectures at service schools on signael intelli-

gence and communications security.

. — Supervises communications security in the military establishment,

including War Department Message Center.
- Technical liaison with Fort Monmouth in training of radio intelli-
gence personnel at the Signal Corps School.

- Analysis of our own traffic for purpeoses of communication security.

in connection with improvegeztg in our own codes and ciphers ari§ipgil

|
{;
|

Y
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out of comminication security studies.

5. REGISTERED PUBLICATIONSSECTION

A. Personnel:
(1) Captain
Assistant 7
1 _/Cryptographic Clerk CAF-3
(1) Clerk, typist CAF-2

1 - Storege of registered cryptographic publications, including super- |

vision of measures for safeguarding vaults. 1

of distribution tebles based upon current needs and war plans.

2 - Issue of registered cryptographic publications, including preparation
2 - Accounting of cryptographic publications. ]

6. SECRET INKS AND SECRET SIGNALLING SECTION
A. Personnel:
1 - Chemist-Physicist P-2
(1)- Clerk, typist CAF-2

B. Duties:

|

|

l

!

|

1. Operation of secret ink laboraﬁdry. : ;

2. Research in preparation and defection of secret inks. {

3. Collection, evaluation and preparation of information 6n systems !

of secret signaling, including radio, optieal, acoustical and |
thermal methods. .

4e Technical liaison with Signal Corps LaboratorieS‘in regard to

research in subjects mentioned under 3.

5 - —ne sl "
R Ui o Ny e J
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Administrativa Saction

Major

Captain

Principal Cryptanalyst P-6

Oryptographiq Clerk CAF-4

Asst. Cryptographic Clerk CAF-3

Mult11ithsmimeograph-tabulat1ng
Machine Operator CAF-4

Clerk, typist CAF-2

LaVIVoLl) VIlradasl 4840 SV 0% \4,“ T LNl LINVL DL LD

=

‘nyptographic Section

Cryptanalyst P-4
Jr. Cryptanalyst P=1
Asst. Cryptographic Clerk CAF-3

O R D

Cryptanalytic Section

Lieutenant (language officer)
Senior Cryptanalyst P=b
Cryptanalyst P-4

Associate Cryptanalyst P=3

Asst, Cryptanalyst P-2

Jr. Cryptanalyst ZP-1
Cryptanalyst Alde SP-5

Senior Cryptographic Clerk CAF-5
Cryptographic Clerk CAF-4

- Communications Security and ”

il e

Training Section

Captain ]

Cryptanalyst , P-4

Asst. Cryptognaphic Clerk CAF-3
Clerk, typist CAF-2

Registered Publications Section

{1) Captain
-1 Asste Cryptozraphic Clerk CAP-3
(1) Clerk,. typist CAF-2

Secret Inks and Sgcret
Signalling Section

1 Chemist-Physicist DP-2
3|-|(1) Clerk, typist CAF-2

|
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PRESENT ORGANIZATION OF SIGNAL INTELLIGENCE SECTION - P ik]:_r_-‘ :
. B A T 151‘..“‘55“'{

1. Administrative subsection

1 Principal Cryptanalyst P-6 ($5600)
2 Assistant Cryptographic Clerks CAF-3 ($1680)

A

2. Cryptographic Section

1 Junior Cryptanalyst P-1 ($2200)

4. Communication Security and

3 Cryptanalytic and Secret
Registered Publications Sect.

Inks Section

1 Junior Cryptapalyst P-1 ($2200)

| 1 Junior Cryptanalyst P-1 ($2200)
1 Cryptenalyst Aide (SP-5)($1860)

1) Asst. Cryptogrephic Clerk CAF=3|

Total payroll: $17,420 per annum.

Ce

=
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TOTAL PERSONNEL

Commissioned:
1 - Major
1 - Captain

1l - Lieutenant

3

-~ Total commissioned

Civilian:

1

1

3

Rl

Principal Cryptanalyst P-6
Senior Cryptanalyst P-5
Cryptanalysts P-4
Associate GrybtanalystA P-3
Assistant Cryptenslyst P-2
Junior Cryptanalysts P-1
Chemist-Physicist P-2
Cryptanalyst Aide SP-5
Senior Cryptogréphic Clerks CAF-5
Cryptogrephic Clerks CAF-4

Asst. Cryptographic Clerks CAF-3
Clerks, typist, CAF-2

Multilith-mimeograph-tabulating
machine operator CAF-4

Total civilian

($5600-$6400)

($4600-¢5200)
($3800-$4400)
($3200-43700)

($2600-£3100)

($2000-$2500)
(82600-$3100)
($1200-£2100)

($2000-§2500)

($1800-$2160)'

(1620-$1920)
($1440-$1800)
($1800-£2100)

Grand total
for salary

"'w; t:";..,;
(VLU ETAF SRV B S

($5600-$6400)
($4600-§5200)

($11400-§13200)

($3200-¢3700)
($2600-§3100)
($4000-¢5000)
($2606-$3100)
($1800-$2100)
($2000-$2500)
($3600-$4200)
($6480-§7680)
($2880-%3600)

($1800-82100)

($52560-$61880)
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A BRIEF HISTORY OF THE SIGUAL INICLLIGENCE SERVICE

: .

1. Prior to'June 1517 no department of the Government conducted any
oryptanalytic activitiessg whatsosver, From Juns 1916 to about December
1920 a considorable amount of work along theose lines was conducted purely
as a patriotic enterprise and at his own expense by lir. George Fabyan,
whoge Riverbank laboratories at Gensve, Illinols, organiged and provided
elementary training for a smell group ef amatsur cryptanalysts to work
upon such codes and ciphers as were forwarded by the Tar, Navy, State, and
Justice Departments. The group soon became somswhat proficient and grew
in numbers, at one time reéaching 30 personse The undersigned directed the
cryptanalytic operations and training at the Riverbank laboratoriss from
the time of the inception of this work until its cilose thereat in 1920,
except for & period of a year (liay 1918 « Kay 1919) when he was 1st Iieuto.
¥ID, serving at GEQ~AEF in the German gode solving ssction.

2, 2+ In June 1917 the cryptanalytic activities of the Var Dopart-
ment wore initiated by Colonel Van Deman, G=2, with the commiseioning of
He Qs Yardley, & telegrapher at the State Department, who had taken some
intorcet in oryptogzraphy, and was given two civilian employses to assist
himes The work grew rapidly and by the eutumn of 1917 the increased staff
wes organized as a geotion dosignated as [I-B, which wasz uubdivided into
six subsoctions:

Subsecgtion 14 Code and cipher solution

+ 2& Code and clpher campilation
Ss Training
4. Secret inks
6« Shorthsnd and miscellaneous
6e Comunications (for MID anly)o

L - - -]

"bQ The functions and duties uf these six sﬁbsectiona may be
briefly outlineds

(1) The code and ciphor solution gubsection was what would
now bae called the cryptanalytic subseotione It was the largest of the sube
sections of ilI=8 and performed the cryptanalytic work not only for the Tar
Department but algo for all other Government departmente, including Favy,
State, Justice, and the two censorshipse~Cable and Postal which were then
aqparate organisations. . :

(2) Dsspite the faot that under Army regulationa the come
pilation and revision of sodes was a funotion of the Chief Signal Officer,
compilation activities under the Signal Corps wore apparently in a moribund
state, . Information having bsen raceived that ths Germane possessed coples
of the Tar Department Telsgraph Code, IiI-8 dsemed it advigadls to establish
a oode compilation subseotion, and that subsection preduced soveral codes
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such as Uilitary Intoclligeunco Codos Noe O aud Dos G, saall pocket codes
for socret agents, and the like. i

(8) In eddition to training our) orm personnel, I8 trainsd
the majority of the psracnnel sent overseas for cryptanalytic dutiss with
fisld forces, both AEF and Siberia. It must be mentionsd, howaver, that
approximatsly 85 of'ficers were tralied at Riverbank Iaboratories, where
a slxewsek training course in cryptanalysis was given these officera prior
to their shipment oversgeas. '

(4) A laboratory was established for the preparation of
invisible inks for use by our om ggentse It also examined letters for
socrat writing and an sverage of over 2000 letters per week vere ezamined
for the military and postal eensorship from July 1, 1818 to February 1,
1519. ’ ‘

(5) The shorthand subgection wag orpenized to handle captured
documents end texts in various shorthand syetems, especielly German, which
had to be deciphered. This was in fect the first subssction organigzed in
11-8, when censorship begen sending (October 1917) letters avnd 4ocuments
supposed to be in cipher but which turned out to be in shortimnd. In June
1618 the AEF requested 15 empert stenographers who oould take down werbatim
exsmination of German priscrners. The roquirad number was found and shipped.
This subsection slso provided trained linguists for MI-8 and the AEF.

(6) The communications subsection was established in Kle8
for handling messages to and from military attaches and intelligence officers
serving abroade In a pericd of nine months it sent sand received about 25,000
such messages, practically all in code. '

, 3¢ A% ths height of ite development, which wag rsached in November
1918, Il1-8 was, for those days, a ¥ather lsrge unit, consisting of 18
officera, 24 civilian sryptographera and oryptanalysts, and 109 typiste
and stenographere. The tims had ocome for the estadliskment of & definite
polioy for the futures. BEow, the guiding heads of Military Intelligence at
that time fully recogniszed the high importance and walus of the services
rendered by the Ie8 oryptanalytic bureau, hecause they had been in positions
where the products of the dalily activities of the bureau came directly to
their notice end they could not fail to mote the influence and bearing
which the work hed, not cnly upon the military and ansaval, but also upom
the diplamatic, political, and ocooncmic phases of the conduct of the wars
They therefore had practical expsriencs in the matter and could dring the
woight of their position of influence end their actual expsrience to bear
upon those in cherge of the purse strings, with the result that they wore
eblo to obtain funds sufficient to keep a fairly larpe organization intasot
for a yesr or twos An annual appropriation of $100,000 wae recommended
ia a memorandum for the Chief of Staff fram the A+ Co of S., G=2, cated
weay 16, 1919,! (Teb A attaohed) 'to be used as followss

\,_ .
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Rent, light and heat : - & 3,900

Reference books - ‘ 100
Personnel: Chief (Yardley) , 6,000
10 code und cipher experts
- w $3,000 - 30,000
~.15 code and cipher experts
o $2,000 30,000
25 clerks _ '
@ $1,200" , 30,000
$ 100,000

The item for *rent, light, and heat® is explaineble when it is noted that

the bureau was to be moved from Washington with & view to hiding its
exlstence. Of the $100,000 recommended, the Stute Departument was to pro-
vide $40,000 and $60,000 was to be provided for expenditure by the A.C.

of 8., G2 on "confidentisl memoranda®™ agasinst funds pertaining to “Con-
tingency Miiitary Intelligence Division®™ — thst is, by vouchers not sub-
ject to review by the Couptroller Genersl. The paper containing the
recomnendations made by the A. C. of S., G-2 to the Chief of Staff was
P0K-cd® und initialled by &scting Secretary of State Polk cn dsy 17, 1919,

agnd within three days of the initiation of the paper (iey i9) it <=s approved
by the Secretary of War over the signature of General darch, Chief of Staff.
{{see top sheet of Tab A) .. Next came the guesticm of actually obtaining the
funde. Just how difficult this turned ocut to be I do not recollect, ir I
ever did know. (I don't think there was much difficuity. I was offered

a very good position in ihe organization but, for reasons not pertinent to
this paper, was forced to decline.) However, the necesgary funds were
obtained. The plan was put into effect, the buresu wus installed in a private
house ‘at 22 East 38th Street, Nev York City, and all personnel toyether with
existiag records were .xoved thereto.

4. The foregoing funds took care of the burenu for the FY 1920, but
when ia June 1920 it came tine to set up the budget for FY 1921, the purse
strings were already beginning to be pullea tighter. idany of the Pold-timers®
in G-2 had gone to other assignments; those rempining =2nd the newcozers in
G-2 apparently did rot have the background of the story, nor the foresight
and the influence to press the uatter so far us the Wur Departaent was con-
cerned. The appropriation was at once cut in half, that is, to $5J,000,
of which <the State Departaent share still continued to be $4u,000. It is
possible that the G-2 thesis wus that since the work done by the buresu was
primariily, if not solely, for and of interest to the Stsate Degartnent zt
that period in our affeirs, all or nearly alli of the funds should be .rovided
by #hat departuent. The War Dejartuent overiooked soze wvery iuportznt | .ocints
in the gituation - points which wil. be brought up and esphasized later
in this sumsary. Near the close of FY 1921, when it appeured that a further
centraction in funds could be anticipated, an atteipt wss aude to obtain
Stete Departszent support before Congressicnal eppropriations comaittees, and
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the As Co of Be, G=2 suoccoled 1a getting tho lecrotary of State to
writs e latter to ths Chairman of the Senate Appropriations Committese

VA copy of this lstter is attached ae Teb B. Tho 4, Ce of Se, G=2 also

“pregented his views hefore ths camittes in cloged session, durine whieh
open referance Lo and exhibits of cryntanalytic werk wors made, 6§ ovie
denced by a menorandum atisched to Tad B.] The showinz made muct have bsen
impressive, for thore was not, in FY 1922, anothor sharp declins in funds
allotted for eryptanalytio work. Howsver, in order not to break the con-
tinuity of the history a% this point, "will merely be siated that year by
year the funds provided for the mintemao and opsration of the bureau
becare more and more constricted until by the autumn of 1929 the following
tabulntion, based upon a letter dated July 17, 1929 frox Xnjor O S Al-
brizht, (-2, to the Chief Siznal Officer (Gemral 04tbs), shows how the
bureau had bssn parmitted to deteriorata:

Rant g § 3,000

Bocks, postase, travel and ‘
transportation, misc. 2,370

Personnel: : _
1 Chief (Yardley) : - 7,800
1 eode & ciphor sapert - 8,660
1 translator {(Jap) §,750
1 seoretsry 1,800
1 clerk-typist 1,600

1 clerketypist , 1,320
‘ € 25,’ 000

e Of tho totel appropristion of $26,0600, the State Deplrtment fup-
nished £15,000, the ¥ar Departvent $10,000, m activitiss of the bureau
khad by this tim becums $0 rédused that it was sendinp in ¢nly oscasionml
transletions of & few Japanese and o Cow lexican diplamatic messapes. No
fecparch whatsoever was conducted in cryptanalysiss there were no tral
activities, no intercept, no dlrection-finding stucies, no secret ink worke
The peracmnel conslsted of #ixz porsons all told and ST of the totel pay-
roll went to one man, vho hrd 1ittle interest other than ¢o continue es
long es possible to raintain himself ir the sinecure into which he had been
permitted to eatablieh himself. Ife wot only lhad hie well-pay.’mg Government
position but wes engared comporcielly in o‘ahsr activitios.

e In the zurmer of 1929 ¥ajor C. S. nlbrig,ht, Sirnal Corps, was
azsizred to G- to sorve on the staff of the A C. of S., G2, t0 supsrvice
and ceordinate such of the cryptozraphic and oryptanalytic activities of
the Tar Department e«s remained. Aftor a careful study of the situstion and
en aporeigal of how the existing eryptamalytic bureau was and sms not serving
ths functions for whioh it had besn or should be intended, Xajor Albripght
care Lo the oonclusion that the entire picture was wronge He felt that
the product ("bulletin®) whioch the bureau was turning out only intermittente
ly was indeed of primary intersst for its own zake to the Stete Department,
and while the War Department had only a seccndary interest in the “bulletin"
for the information it gave, the primary interest of the War Department in

o & -
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oryptanalytic sbtudles in peace time was that it was intended to engage
in research and %o provide & means for iraining specialized persomnel
for immediate war-~time offectivenesse Hajor Albright found ¢hat not only
wag There vary little if any 4reining bsing conductad but also that all
persons in the bureau, excapt for one cleork receiving the lsest pay, wore
"rotting alaong in yeare--their potentlal usefulness for possible wartime
gervice practioslly nile. lioreover, the buresu wes noW hiddeu awey in a
public office building in Sew York {under covor of ike "Code Compilation
Company for alleged purposes of mecuriiy) end far awy from direct super-
visien of sanybody comnected with the Yar Depariment or of G=2, so that
nobody knew what was golng on, how the office was administered, otee
Yardley devoisd most of his time to two or thres privats entsrp*ises »
{cawnercial code compilation, real estate brokerage, consultant in code
natters to cumercial firms) and he wms having e *ficld day" et Coverxment
exponsee Thers were, in addition, several other weizity factors which
notivated ¥ajor Albright in preparing a G2 study[(Tad C)\recommending that o
the bureau be taken cut of 3-2 and iis functions transferrud %o the Sigmal
Corps. Chief among these ws the desirability, if not nocessity, of plaoing
211 cryptosraphic and eryptanalytic work of the ‘Tar Copartnert under one
azerey, rathsr than distributing it among three {The Adjutant Gensrel, for
printing, storage, lssue, and accountlng of codes; the Chief Sigmal Officer,
for compiling codes and ciphsrss Jilitary Intelligence, for sclution of
codes and oiphors)s 4 nemorandum on tlo same subject was proparcd by Lisute
Cols Yo Ko Wilson of tne Far Flans and Training Cection of G=2, Tan* is also
attacted hereto (Tab D). | The reasons given in the G2 etudy asd in Colonel
¥ilgon's menorandun wers apparsutly desmed vaild by the Chief of Staff, for
¥ajor Albright's recamzondstions were approvad in Lpril 1922 and steps wore
soon initiated dy G2 and tiwe Chief Signal Cfficer to put them into effact.
The reccmmendations carried with them merely the wording of changes to de
made in AR 105~5, speoifyins the duties of the Chicf Signal Officer, thess
duties being enlarzed {0 include the printing, storages, distribution, end
accounting of ocdes and "in time of wer the interceprtion of enemy radioc amd
wire traffic, the ponicratric locatlon of enony radio stetiong, the solutiom
of interceptad enemy cede and cipler messages, and laboratory arrangenents
for the employmeont and detection of éecretl inke."

Te Iowever, before anrthaing oould be done actually to troansfer the
astivity, & now and very disturbing factor entered inte the pictures In
Jarch 1025 s new admirigtration took office, in which lir. Stinmson bescame
Secrotary of State, For a fow woeke no *bulletins” from tha cryptanalytie
bureau in ¥ew York were .given him, the jutention being to "go slow’ until
ne had became sufficiently well oriented iu the dutics of kis office to
warrant bringing, to his sttention the Rizhly secret {(ard ia the then eurrent .
view, highly "unethical™) activities engeged in by Tar snd Siets Depart-
ments by means of funcs provided ia large pert by the latter Dcparment.

Barly in vy 1929, bowsver, the tims wos doomed ripe for this measurs, and,
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{according Lo Terdley) it wms with sone trepidetion thnd & fow translaw

tions of Japanese code messagas weres placed on Mre Stimson's dosks There
.goems to be zoms reason to belleve that his reaction mas wioclent and his
action drastic. Upon isaming how the materiel wms obtained, he charac~
terizod tre activity as being highly unethical and declared that it would
cense mediatolx, 80 far as the Giate Lepartment ‘wms concerned. To put

toeth into his decisian ke pave instructions fhﬁ)the necegsary funds of

the Ctete Department would be withdrawn at omce It was only after
conaiderable pressure by the 4. C. of S., , G2 that he was dissuaded fram

this course, whioh might have had serious consequences by guddenly throwing . 4
out of omployment the six people concerned, at s %ime of sovera econamic et
depression. ifor these warkers had only speciel trairinz in & field wholly ciﬁ
ugsless to commercial, induetrial, shipping or banking firms, or to otherd oy bl ‘
government dapartments, or to educaticnal institulions. An arranzement -
was therefore made to close the office imediately so far 2s sctive work

was conoerned but to keep the personnel on the payroll for the time necessary

to wind up affairs and et the files ir shape resdy to turn over to the 3ig-

xal Corpse This toak a ocouple of montbs, and at the end of June 1529 the
employees were giver three months'! pay in advance in a lump sum, to tides them
over +the pariod iz which tbey night be joblesss Since they Led bYeen paid

out of Yconfidentisl funis" they hid meo oivil service status ard no rs‘cire—

ment benefitss moreover, they wore inelizible for transfer to otier Covern=-

ment positionas Of course, the denger wes that their dissatisfaction with

what must have appsared to tlrem as high-handed, arbitrary sction on the part

of & new official, and that their helplessness in the serious perszomal situae
tion ereated for them in thke midet of & serious econcuic depression by this
drastic action might lead them %o indiscretlone which might prove mozt em-
barraseing to the Govermmont ard rave serious consequences upon natiorsl
defsnsee It turned out thet vimtever thelr private feelings, all the dig-
charged personnel, except the chief banefiglary of the old reszime, remained
loyal =nd did the bYeat they could to find jobs.

8¢ In October 1920 I was sent by the Chief Signel Officer to Sew York
to talke over the buxed up records and files of ths defurct bureau and to
oversge their traunsportation to Viashiagten. The cryptamelytie sctivities,
- reseerch, snd tralning now beinz under the Chizf Signal Officer, immediate
steps wers taken coupletnly to reorganire ths bureau end its worke The
funds available wore, of courss, very slim -- only whkat remainsd of the
¥ar Cepartment's contribution of $10,000 for the FI 1230 was availadle,
becauco tlie renairdar of the Ctate Department's share of {15,000 had already
baen witharawn by Lhe Stato Departmont, as indloated abovo. An offer of
employment was made to Mrse ¥ilson, the Japanese expert with Yardley, but
giic was unable to ascept, sincc it involvod moving to “eshirzton and she

(1) A number of years later (1941) Yardley told me that he had been mis-
inforned £s to #re Stimsem's attitude and that 1% was reaily the Frosident
(¥r. Hioover) who "killed" tLs bureau, noct kre. Stimson, ~There may Le some
grounds for believing this, end it would be interesting to kmow the truth.

]
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had a hueband and child in Now Yorke. Another employse, lir. Victor Taiss-
kopf, had @ business irn Wew York and refused to move to Viashingtom. The
female clerlcel smployses were deemed unsuitable for our purposes and,
moreover, having no civil service status, they could not be taken on by:
transfers An coffer of temporery employment was made to Yardley but he
refused the tender. Instead, he procseded secretly to prepare a book which
first appeared in the form of artiocles in the Saturday Evening Post, and
later appearsd in much expanded form under the title, "The American Black
Chamber.® The book and articles were highly sensational and mads damaging
digclosures concerning the most secret activitics ever conductsd by the
Govarnment. Befors the appearance of the articles ard dock, howsver, he

had taken certain steps to protect himself fram possible proseoution for

his disclosures, among which was to resign his commission as Major in the
Military Intelligence Regerve. Of course, had the authorities understood
the real purpose of his resignation they might have prevented it so as to
retain some hold on him. But being in doubt or in ignorence of his real
notives and deeming it just as an act of pique, the resignation was accepted.
The unfortunate consequences attendant upon the publication of the book
nsed no elaboration herein. Suffice it to say that our amiocable relations
with the British, who resented the disclosure of certain information cbe
teined from them by Yardley as a comissicned officer, were disturbed;

much more serious, our precarious relaetions with Japan were brought to a
boiling point when about 30,000 ocopies of the Japanose translation of The
Amorican Black Chamber were sold in Tokyo in & psriod of less than a month
(perheps the book was subsidized by the Japanese Government itself). The
bad odor into which ell eryptanalysts and cryptanalytic activities fell,

as a result of the difficulties which the publicity given the matter by
Yardley's disclosures ccoasioned high govermment officials, hed a bad effect
upen the attempted resorgaenisation of the eryptanalytic bureau by the Chief
Signal Officers Funds were hard to get, and State Department support was
lacking, if not in the other direction altogethers The most serious conse-
quences of Yardley's disclosures, however, oame ten years later, and their
effects can hardly be estimatede I refer hore to the jolt which his book
gave the Japanese cryptographers, leading them out of their blissful ignarance
and causing them to develop rsally complex methodes which are now giving us
80 many difficultics. The same 1is true probably as regarde the German and
Italian oryptographerg ~= their education has been entirely at Uncle Sam's
expense and the firnml consequences of Yardley's work can not yet be foresesoen.
They may well turn cut to be disastrouse.

9« TUithout delay, eas indicated in the beginning of the lest paragraph,
the Chief Signal Officer procsceded, as energetically as possidle under the
clrcunstances, to carry out the mission assigned to hime. The rearganiszed
code and ocipher solving seotion was placed under the Var Plans and Training
Division, since the code compilation section was alroady there. A rather
detailed diregtive, which was prepared by G-2 and approvad by the Sscretary
of Vhr (Tab E), became the guiding plan of the reorganized service, whioh
was now named the Signal Intelligence Service. Its personnel, consisting
of myself and one or two clorks, scon was augmented by a half dozen more
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employses. Tralning literature and courses in cryptanalysis and cryptoe
graphy wore prepared and put into good usege at oncas A great deal wes
done in exparnding our cryptozraprhic work also, by preparing reserve edie
tions of existing codes, compiling ard devising nsw codes and ciphers,
developing cipher apparatus, and so on. Cryptanalytic work was put on a
firn basis of resecarch and training, with emphasis on the latter, for
there existed no interospt servics and the raw material could not be
obtained. (Yardley had been able o get a small amount of material from
the cable ccmpenies but this sourcs had practically "dried up® by 1529

dus to fear on the part of the companies.) Hence an intercept sorvice

- now wag organized and grew very slowlye. All phases of signal intsliigence
wers unified under one service and taken uader study and action. Ioreovar,
important coopsration with the Ravy in the gamo type of work was also
initiated. How the activity has expanded since then requires no commrent
at this time. Howover, a few wards about relations with the Ravy are
pertinent.

10, Cryptanalytic activitiss in our Havy Department were practically
non-oxigteont until after tha close of the last war, during which, as was
noted above, whatever problems they had in cryptanalysis wers referred to
Ki-8. Buf in 1921 the Havy, recognizing the important roles whioch orypte
analysis was bound to play in the future, began bullding up a largs unit
in the Navy Dspariment, with ochelons afloat. Wherees the Army placed
emphasis upon civilian treining, the Navy placed emphasis upon officer
trainings and for sach dollar the Army was abdle to obtain for cryptamlytio
and oryptogzraphic work the Navy was ablo to obtain three to five dollars,
until by 1939, as far as ooncorned numbers of officers and civilian pere
sonnel engaged in tlwse activities, amount of equipment on hand, end funds
available for research, the Havy had considerably outstrippsd the Army. Howe
ever, it may be said, with soms justifiadble pride perhaps, that while they
woere ahead of us in quantity, we were ahead in quality, for 211 the important
developmente in both the cryptographic and the oryptanalytic fislds must be
ocradited to Army persomnol. At first, cooperation between the two services
was intermittent and at times very indifferent -~ the usual mutual suspicions
and jealousies pervaded our relationships. DBut, happily, for the past four
or five years cooperation has bsoen much more wholehearted, with the result
that 1t may now be sald without reserve that, as regards thelr cryptographio
and oryptanalytic activities, technical cocperation betwsen the Army and
Vavy in theso fields is so close as to bs the game a2s though thsy were under
ons hesds This, of courge, ie as it should be and must be in order to gain
the desired result from such activities. '

1l It would be of utmost valus to tho winning of this war if the
Government wers now in a position to read tho codes and ciphers of all the
foreign powers whose actions and probable intentions are of interest and
importance ln our prosecution of the ware. It could have boen in thie
fortunste position had it piven to oryptanalytic studies the attentien
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which they deserve during peacetime and had provided funds for their
continuity on a scale sufficient for the purpose for which they are
intended. The matter can bo summArized vory succinetly in this state-
- ments JAotusl or physical warfare is intermittent but signel sscurity
warfarse, especially cryptanalytic warfare, is continuouse It is vital
that this be understocd by thoso who exercise the control over such
studles. ‘ . :

12. Thore are four basic rsasans why this continuity in cryptanalytie
studies is so important. They will be diccussed brisfly:

(1) rIt must be realized thet oryptanalytic activities have no
counterpart in civil life. Therefore, or tke outbresk of wzar thers is
no important source from which trained, experisnced personnel can be
drawn for immediats usefulnesse Since skill in cryptenalyeis can hardly p
be developed in a short time and cryptanmalytic units capabls of produoing '
Guick results can not be improvised in a hurry, unless there iz a goode
sized nucleus of such trained and experienced perscmnel no good orypte
anelytic operstions can bs conducted in the early phesee of a war; that
is, just ai the time when results can usually be obteined most easily
and when such results ere extremely importante MNoreover, it is in the
upper strata of cryptanalytic brairs that cortinuity in studies is most
importante It is possible, undor prescure, to obtein large numbers of
recruits of high intelligence from colleges and universities, but until
they have had at% lonst five yoers actusl exporience and training they v
are wholly unprepared tc attack the more difficult problems encountered
in modern, up-to-datc secret camunications. ] Gonsider the present "Purple®
systom, f'or example. It required almost two years of concentrated offort
to break down this systom ard it vas indeed fortunate that this had been ,
accanplished by Septerber.; 19390 If we had only been able to start this ~ S
study in Jecemver 19241 it would not heve been possidls to read thoee
wossages short of two years® study, if st ell, because the problen iz so
diffioult to begin with, and moreover, the volme of traffic availadle
for analysis would bs so smell compared to what it was shorily before
December 7, 1941. Moreover, if we did not have the two years' axperience
with the ordimary "Purple” the task of reading the special "Purples™ now
oscasionally employed mould be extremely more difficult, if it could de
done at all before too late to be usefuls Ageln, our presant difficulties
with Japanese military systems are in large part occasioned by our fallure
to devote sufficient study to thess systems over the pest few yecars; dbut
it must be realized that limitations on funds and perszonnel made suoch
etudies impossible, because with the gnall staff of SIS persomnel from
193C to 1940 it was all that this personnel oould do to keep abrsast of
the Japaness diplamatic systems, for vhich G-2 was clamoring.

(2) [ Cmtinuitj in cryptanalytic studies also requires continuity

in intercept work, for without tho basic raw matsrial no studies at all
can bte conductsd on actual traffic and purely theoretiosl studies may be
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far off the resl target sltossther, no mattor how successful. Continuity
in intsrcept work means, of course, that the equipment and personnel of

the intercopt service have to be maintained and thus, these are available
at the outbreak of war, for immediate, useful work. Urless cryptanslytiec
studiss are pursued the need for the maintenance of adeguate intercept
stntions asocon disappears, for 1t preesently begins to look as though the
work dons by the intercept personnel is useless and funds for this activity
are withdreswn. _

(3) Continuity in eryntanalytic studies is nececsary because
sryptanalysis is not a static scisnce or art «- it must prozress as orypto-
zraphic sgience prozresses. In the past few yoars great strides have
baen made in the latter, especisily as reperds the Geveloprent of camplex
electrical and mechanical oryptographio devices and machinery. Horeover,
the oryptenalytiec work dore during the last war hes deen pnbliezsod- As
alluded tolabove, "The fmwerican Black Chamber® in partiouhr ‘hag exercised
& wide 1nf1usnoo in putting certein nations which had been q_uite backward
in their cryptozraphy on their guard, causineg them to sngege in studies and
developments .for the improvement of thelr codes and ciphers. The result is
that the cryptosraphic systems of these nations have bsoome more and mors
difficult to amaiyse. I is important to note that improvement in cryptoe
graphy ueually comes ir suocessive emall steps, and if the cpposing crypte
analyst can keep in step with these progressivs iporesses in somplexity he
can, as a rule, bo ium & position to read the new systens almost as fast
as they are put into vUeares If there is much of & lag in the cryptanelysis
the cryptographer gete too fer aheed for the cryptanalyst to satch up
quickly; in some omees catohing up becores impracticadle or impossible,

(4) Pinally, it may bs noted that continuity in oryptanslytic
studies bLrings improvements in our own coryptograrhic systewms and methods,
without which we xey be lulled into & falae sense of security aund remain
blissfully isnorant of what some foreisn oryptemalytic bureau may be doing
witk our supposedly secret cormunications. It cen be said that the zrestest
blow that oan be dealt to sigral gecurlity work is lose of continulty in
oeryptanalytioc studiss, for it weans thet & disastroves biow hag heen de-
1ivered to tschnical afficlency of both the cryptorraphic and cryptanalytio
services for war-time functionins,

18. It may bs pertinent to add that the British Goverment bogan its
sryptammlytic ectivities in 1914 and nevor degisted from them for even a
month since then, though of course on e erxmller scale than was reached at
the height of theee activitios in 1918-1901P+ However, it was on & scale
suffiolent to enable them to keep up with the diplomstie traffio of most
of the govermmonts of any corsequence in the world in which they had an
interest. The Britieh tuilt up a corps of about 35 to 40 adle oryptamalysts,
including Army and Navy officers pemmansutly assigned to cryptenalytic
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dubties. Thay malntained cryptanalytic units in London, India, Africa,
Chinm, and s¢ on =« tho officers baing transferrad fron ono unit to-
- - another but constautly steying in cryptanalytic worke The result is
- “that todey, while our SIS has solvod and cen perhaps egsin solve mora--...
difficult individual problems, iz ovsrall covorapge of tis fisld the
British organization is considerably ahead of ocurss It is clear that no
country is too small for them to have an intorest inm thst ecountry's secret
cémmunications, snd thoy ars today able to rsad tho traffic of most counw
tries on thich thay hava had contimdty sinoe the Iast ware

14, Fimlly, ir we are not to repaat: ohce more ths mistakes rode
at the close of the last wur in regpeot to signal security work; every
effort should be made to rlace the present organisation on tre 'noet firm,
permansnt foundation it 1s poseible to erecte Tho service skould not be
coasidered as merely an appehdage o0 the funstions perforced by the ‘Signal
. Corps only ia tiwe of war but as a pormansnt sarvice 'c’:.at op&ratos on a
large seale in ﬁace-%ima &6 mll as in var=tire.

- _ ' - Tilliem F. Fricdman,
.' _ _ - . Dircctor of Comunications Poscareh.

~ Originally written
’ end dated June 29, 1942,
Hinor changes made on
April 2, 1943 '

Attacheds
G Tabe, & to B, incla
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