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l. prong the subjects cn uhich you asked that I write a paper,
was that of similarities amd differences| |organ-

izations, methods and arraigerente for processing plain-text traffic
For the production of CrMIrT, Attached hereto, as an enclosure, is
the paper I have prepared on the subject, wtnch 1 hope will be adequate

for your purposes. ore o Coveansitid D e 1o 0 L& v Hilo
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2ain thad there in reason {o think that

the impartimo of

Asages in decreasmg; a large part of w at 18 now being obtaired meraly -
repeats what iy vwell-known., This may not bLe trie in all areas of the
proolem; only a carveful review of the situwstion cmﬂd gerve to indicate
what could now be elilemted or reduced in scale. - “
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3. ,beies,‘e, 1 must state that $He—eneiesure ropresen é 7
personsl views ané cw_not to be 'Lganded as ¥» cat‘fic:.al. %—-i-—deom

EO 3.3(h)(2)
PL 86-36/50 USC 3605
EiCLel WITLIMY P, FRIVDMAN
Cousultant

W.F.Friedman/eby/3). Mar 52
AFSA-00T/Rm.19232B/Ext. 60493

Leclassified and approved for releasé by NSA on ’lD-éD-éD’M pursuantto E.0_13529
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REPORT ON

SIMILARITIEo AND DIF'FBR"NCES

"IN REGARD T0 CRGANIZATION, METHODS, AND ARRANGEMENTS
FOR
PROCESSING PLAIN-TEX? TRAFFIC FOR THE PRODUCTION OF COMINT
 AND A FEW COMMNTS THEREON

By: WILLIAM F, FRIEDMAN

' Dpates 31 March 1952
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1. a. The term Communications Intelligence (COMIM‘) designates the
information and technical material rgsulting from the interception and
study of intercepted communications.

b. The term traffic analysis (T/A) designates thc operations
involved in the study of fhe Vexternals" and characteristics of inter-
cepted cormunications (procedure signals, message headings, call signs,
etc., D/F bearings,] |data, and other technical aids)
for the purpose of obtaining information< concerning the organization and
operation of the communication system or networks on uhich the communica-
tions are passing.

el The term traffic intelligence (T/I) is that COMINT which is
produced by drawing inferences or deductions from the information obtained
by T/A operations defined above.

d. The tern plain text (2/T) includes communications of two sortss

(1) Category 1 - Plain-language communications passed on
internal radio links of the country involved.

EO3:3()(2)
PL 86-36/50 USC 3605

(2) category 2 » Plain-language and|

of the world,.,”

e. The term processing refers to the steps and operations per-
formed on intercepted commmnications, up to and including their translation.
It does not include the preparation of reports, appreciations, digests,
etc., based upon the information constituting the end-product of the
CGMINT, /A and T/I operatdons; that is, the term does not include the
preparation of soecalled finished "intelligence."

2. a. The principal differences| lorganizations

PL 86- 3‘6750 USC 3605 (1) The COMINT establishment is currently organized on
EO 3.3(h)(1)B a centralized ctional basis, that is, the structure as a whole

l. This and the follow.lng definitions apply to the terms as specifically
ugsed in this report.

2. This information is used (1) as a guide to efficient intercept control
and operation, (2) as an aid to cryptanalysis, and (3) as a basis for
what is defined in lc.

3. Commercial code is included in this category because such codes are
available and are intended for economy, not secrecy.
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‘ (,4,;:? e. Finally, as to the fourta suggestion, it is hardly necessary
rR to point out the administrative and other problems of having personnel who
N do not belong to you work in your quarters but not umler your administra-

&7 tive or operational control. There are enough cases of this sort of thing

already - where the necessity for them is much more evident than in the
case umder consideration. .

WILLIAM F, FRIEDIAN
Consultant




