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THE PROBLEM:

Te determine how the 1lntelligence organizations of
this Government shauld'handle cormmunications intelligence
(COMINT) in relationship with intelligence from other sources

in the production and dissemination of finished intelligence.

PACTS BEARING ON THE PROBLEM:

1. National Security Couneil Intelligence Directive
No. 9, dated 10 March 1950,'which now governs the condust of
: communications intelligence activities, provides in paragraph 6:
"The special nature of Communications Ihteiligence
activities requires that they be treated in all respectis
a3 being cutside the framework of other or general in-
telligence activitiesg." '
Thaﬁ gtatement codifisd previoug wartime and post-wartime poliey
and practice, whereby-the COMINT activity in eaeh agency was

separated from the other, general intelligence activity.®

2. Accordingly

¥Even in time of war Che Chief of Staff, U.S. Army, and the
Commander-in-Chief, U.8. Fleet, and Chief of Naval Operations,
by memorandum of 10 March 1945 establishing the Army-Navy Commu-
niecationg Intelligence Board, directed that "the Board will
function outside the framework of the Joint Chiefs of Staff &and
report directly to the Chief of Staff, U.S..Army, and the Comi-
mander-in-chief, U.8. Fleet, and Chief of Naval Operations.”
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2. Accordingly, the uniform practice in this
Government until quite recently has been that the produg-
tion and diseemiﬁation of finishéd intelligence based on
COMINT material is conducted as a specialized function by
unite physiéally and operationally séparéte from those pro-
dueling and-disseminatiné other or general 1ntelligence; and
that any necessary correlation of COMINT material with
other inteiligence materialiis accomplighed by or under éonn
trol of the separate units specializing in COMINT material.
‘ | 3. Since the adoptioh of NSCID No. 9, there has
been a tendency among the intélligence organizations, most
'extenmiveiy in the Central Intelligence Agency, to process
COMINT in general-ihte;ligence unite in direot econjunction
with the processing of all other intelligence, and to dis-
geminate COMINT by direct ineluasion in general intelligence
reports and estimates, 80 that the handling of COMINT ceases
o be the exclusive funstion of a unit physically and
organizationally separate from general intelligence units,
"and the finished intelligence produced from COMINT material
¢eases to.be.a.epecialize&, distinctively COMINT produdt,'

DISCUSSION:
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DISCUSSION:

i

A. The Issue

The issue is not whether, but in what manner and
under what conditions COMINT should be related with intelli-
gence from other sourcés in the production and dissemination
of finished intelligence. The necessity of relating COMINT
with other informstion 18 unquestionable. | |
' ‘The issue is whether COMINT research, analysis,
evaluatioﬁ, and presentatidn, and the correlation of COMINT
with other information, should be handled in dirset cénjunc-
tion with the processing of other intelligence by units pro-
dueing general intelligence reports-and estimates, or should
be handied a5 a speciaslized function by COMINT units organi-
zationally and physically separate from those engaged in
‘general intelligence production; and whether COMINT should
be diﬂ&eminate& by direet inelusion in general intelligence
reports and éstimteﬁ, or in distinetively COMINT reports,
(in whiech intellligence from other sources ia only ancillary
to the COMINT content) and in separate COMINT supplements' |
or appendices to generel intelligence reports and eatimates
based 6n intelligence from other sources. |

Discussion of the issue requires'conéideratien.
of e |

(a) the



REF ID:A41464§R
® -“POP—SECRETSUERE—

Seeurity—Information -

{(a) the éecurity of 'COMINT 8ources;
| (b) the gsubstantive characteristies of
_ COMINT, and
(c¢) the comparative efficiency and con-
venience of ineluding COMINT in or separating
COMINT from general inteiligenée, -- S
in the production and dissemination of finished intelli-

gence.

B. The Security of COMINT Sources

Of all intelligence sources, COMINT involves
on the broadest seale the most sensitive balance between,
onvthe one hand, the potential for long-range proourement
of information of unique intelligence value and, on the

other, the rigk of loss of such information through compro-

mise of COMINT operations and successes., The ability of

this Govermment to obtain a continuous flow of valuable
intelligence from the communications of'foreign goverments
depends directly upon its ability to withhold from them any
knowledge or reaéon to suspect that this Government hag

succeeded in exploiting their sommunications for intelll-

gense purposes. It is obvious that such lnowledge or

. Sugpicion
ol
—“TOP—SECRET SUEDE-
Sesurity Information—
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su@picion would induce guch foreign governments to adopt all
practicable means of defeating further exploitatioh of their
. communications for intelligence purposes. This consideration
epplies not ohly to encrypted communications but algo, in
greater'méasure than might appear at first glance, to plain-
language communications. within the limita of operétional
ptacticability, the communicator may shift from plain~text'
radib'communication to code or cipher, to wire telegraph or
telephone, or to poatal or courier ‘communication.®

The

, EO 3.3(h)(2) |
—Top SEGRET -SUEDE- PL 86-36/50 USC 3605
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: The preservation of COMINT sources depends upon
the ability of this Government to safeguard a large body
of special information on such matters as the character
and location of 1ts COMINT facilities; the identitiles of
its personnellengaged in COMINT activities or given ;ccess
to COMINT; the extent of its intefcebt, 6011ect16n, and
. eryptanalytic targets, capablilities, and accomplishments;
and the very content of thousands of eommunications actually
intercepted, read, and exploited for intelligence purposes.
US' COMINT collaboration with Great Britain and
Canada further enlarges the body of special information re-
quiring to be safeguarded, and imposes upon this Government
and the collaborating governments by express agreement a
comnon set of standards for COMINT éécurity which are, to
say the least, extraordinary in gtriotness.
The strietness of the agfeed standards may best be
made ¢lesar by borrowling at some length from the language of

part cf the US-British agreement, as followsg#®

"The

¥BRUSR Agreement, Appendix B (as revised, December 1948),
B
—POoP-—-SECRET SUERDE—
4&aeurttyffnfurmgttun-
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"The value of Communicstion Intelligence in
war and in peace cannot be over-estimated; consServa-
tion of the source is of supreme importance. It is
essential, therefore, that the dissemination accorded
to all related or resultant information be strietly
controlled and limited. The physical security of
related documents is not alone gufficient; it is
esgential that all reference to its exigtence either
direct of indireect be avoided exeept among those to
whom the knowledge is necessary for the proper per- '
formance of their duties. The tiwme limit for the safe-
guarding of Communication Intelligence never expires.

G 8N 8 B R LR B

"It 18 of the utmost importance that complete
and absolute slience on all Communication Intelligensce
matters be maintained by those who have ever been
connected with the Communication Intelligenee organiza-
tion, and by all individual recipients of Communication
Intelligence, whether past or present, unless they are
freed from this obligation by unmigtakable end cate-
gorical order of proper authority as shall be designated
by the respective parties. If at any time indiscreet
matter referring to Communication Intelligenece is brosd-
cast or publighed, even by prominent people, this does
not free those other persons who are, or have ever been,
producers or regipients of Communication Intelligence
from maintaining absolute silence, and special precau-
tiong may have to be taken

"In time of war, the full value of Communication
Intelligence cannot be reallzed unless operational use
is made of it. However, before the decision is made
to take action beased on Communication Intelligence,
gtudied effort ghall be made to ensure that susch astion
cannot be attributed to this sourse alone. In every
cage, unlegs completely impractieable, action ageaingt a
specific target revealed by Communication Intelligence
shall be preceded by appropriate reconnaissange or other
sultable cover to which the enemy g¢an reagonably be
expected to attribute the action. (Any astion taken in
the absence of such safeguarde must be considered in
the light of the possibility cf compromising the gource.

The extent .
'°7f
TOP SECRET-SYEDE-
Seeupity—Information—
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The extent of military advantage to be gained must

be weighed carefully sgainst the risk of losing

the particular gource and velated Communication -
Intelllgenge sources and against the effect of sueh 2
lo8s on other Commands and on future operationsg.

Only after it has been decided that the overall
military advantage to be gdined elearly outweighs

the irretrievable loss whieh would probably result
from a compromige of the souree ghould ag¢tion be
taken in the absence of suitable cover.)

"When action as contemplated . . . &bove is
finally ordered, particular care shall be.taken on
211 occasiong to ensure that personnel who may becone
engaged with the enemy in the course of such action
are glven only the minimum information, with no un-
necegsary detail .

"In time of peace the prineiple that the con-
.gervation of Communication Intelligence sources is
a paramount consideration affecting any action taken
in the light of Communication Intelligenece g8hall be.
rigidly upheld.

"The principle of dizsemination is based on
*the nsed to Mmow.! Eaeh item of Communication In-
telligence shall thereTore. be made known only to those
individuals who require it in the performanee of their
- duties and who have been appropriately indoctrinated.
Every effort shall be made to restrict the number of
indoctrinated pergons to an abgolute minimum."

Cextain ap@cial security safezuards have been pre-

8eribed by regulation or experience as being necessary to

insure the preservation of COMINT sources. Those safeguards

are above and beyond thome eatablisﬁed for TOP SECRET informa-

tion in general.-

Special
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Special olearance 18 required for persona given
any knowledge of or aecess to COMINT, quite aparﬁ
from reguiar TOP SECRET clearance. COMINT oclearance
must be baged on a findiﬁg in each case by competent
COMINT guthority that there ig & ¢lear need to lmow.
Persong ¢leared must be given & thorough indoectrina-
tion in the sPeciﬁI,mecurity con&id@fations pertalin-
ing fo COMINT and mugt undertake in wrliting an obliga-
tion to maintain complete secrecy coneerning COMINT
agtivities not only &uring'the period of ecceas to
COMINT but fbrever aféer.

COMINT material must novmally be kept and COMINT
ectivities conducted within gpecilally seeure&; re-
stricted aress, geparate fLrom those in whiach general
intelligence or other activities are conducted.

¥hen COMINT material has to be conveyed outside
the apeclal restricted areas, 1t must be &t all ﬁimeﬂ in’
in the secure gugtody of oleared and fully ;ndootrinated
officers. |

T¢ is atristly prohibited that any person take
motlon on the basls of information from COMINT if the
agtion might tend to compromige COMINT sourses.

COMINT 1s
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COMINT is subjeet not only to TOP SECRET
security classification but also to a special code- |
word, which designatea_iﬁe character &8 COMINT, must
be prominently marked on every sheet of paper con-
‘taining COMINT, and 18 itself subject to all the
gsecurity restrictions applicable to COMINT. COMINT
and the COMINT codewoﬁd.muat not be exposed to any
uncléared pergon; and the COMINT mzterial and
éctivities“must not be. mentioned, nor the COMINT'code-
word uged in its codeword sense, in the hearing of any
unlceared berson. _

In order to maintain a high standard of combliance -
with thbse unusually stringent and complex security require-
ments 1t is a practical necessity in a large departmental
or agency intelligen¢e organization that the persdne entrusted
with the actual handling of COMINT {a) be limited in number
to the minimum practicable'fof the production of finished in-
telligence frdm_COMINT; {b) be organized in a special unit
operationally 3¢§arate ffoﬁ the units engaged in general in-
teliigence production; (¢) be reqﬁired to conduct COMINT work
within a specially secured area, restricted to persons cleared
for COMINT and physically separated from the aress in which

\ general
-10- |
-POP—-SECRETSUEDE-
—Seeurityr—Ianformation



intelligence or other activities are conducted: (d) be
direetly subject to speciallsecurity diseipline and sur-
velllance by a responaible authority expert in COMINT
security;-(e) be required ¢o conduet thei: ne¢essary in-

- quiries into general intelligence information. and their
necessary cdntéc%s with geheral intelligence units and per-
gonnel by means, through channels, and under conditions

~ speelally established, approved, 6r supervised by a respon-
sible authority expert in COMINT security:; (f) eonfine the
contente of thelr intelligence production and dissemination
to COMINT and such information from other sources as may be
strictly ancillary to the COMINT content: and {g) disseminate
COMINT only through channels, under cpn&iﬁiongﬂ and to re-~
cipients approved by a responsible authdrity éxpért in COMINT
gecurity. |

The practical necesgity of such limitations has
been imblieifly acknowledged in the traditional practice of
the'intelligence'organizations of this Government.

When COMINT is processed in direct eonjunction
with other intelligence by personnel of general intelllgence
uhits and is disseminated by direet ineluslon in general in-
telligende veports and estimates, the Security of COMINT

| | gourees
11~
-FOP—SEOREP-SYEDE-
-Securtby—Infermation—
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gources is subjected to subetanfially increased hazards,
not only within the intelligence organization concerned,
‘but throughout the COMINT structure.

The number of COMINT clearances among intelll-
gence personnel is necessarily vastly increased; the
clearance prineiple of strict "need to kmow" is perforce
atfetched becoming in effect clearance on a basis of "might
need to know." |

The authoritics bearing specific responsibility
for COMINT security are deprived of the advantage affor&ed
by a separate, specialized COMINT unit, ror direct organiza-
tional and adminiatrative control over the persons having
sccess to and making use of COHINT material, and thus are
~unable to maintain as effectively the neceasary security
disecipline and aurvelillance over such persona #

&

A considerable and increasing amount of COMINT

activity

¥On more than one ococazion agencies which do not confine
the handling of COMINT to a separate organizational unit and
a8 sopavate restricted area have, through clerleal error in
- the seleetion of distribution liste, forwarded copies of im-
portant COMINT documents to all offices entitled to general
TOP SECRET distribution, with consequent multiple compromises
of the COMINT codeword and COMINT material.

-12-
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activity’is carried on outside the separate, specially
secured, restricted srea. COMINT material in ome form
or another is carried into, stored in, worked upon,
and diséussed in outgide areas used by or accessibie to
© pergons not cleared for COMINT.

Pergonnel of general intelligence units, using
COMINT along with other intelligencé, tend to regard
COMINT from the Security standpoint as no more sensitive
than other TOP SECRET intelligence material, and to dver~
- look the gpecial requirements for the protection of COMINT
sources. Laeking elose security eontrol by & rQSpongiblé
expert ih COMINT gecurity and;fhe other safeguards erected
.upon a gpecially organized COMINT unit and a specially se-
cured restricted area, such persons are free to take the
"oractical” course, rather than the sometimes cumberszome
éouvse required by good COMINT gecurity practice, in eonduct-
ing contacts with general intelligence pefsonnel and inquir-
iea into general intelligence inférmation in connection

wlth COMINT and in handling the cugtody and conveyance

of COMINT

-13



P . REF ID:R41464§9
~“POP-SECRER-SUREN.
-Securtbty—Infermabion—

of COMINT material . #

Mbreover, persond in general intelligence unlts
handling COMINT along with other intelligence are fre-
quently and neceasarily in close officlal econtast concern-
ing geheral intelligenﬁe problems with persons of their
own and other agendies who are not eleared for COMINT. In
- guch normal gontaet there ie great\likelihood of more or
less indirect aliusion to COMINT either by aceident or in
the belie? that a guarded reference is sufficiently secure.
Any'allumiona, however indirect and guarded, tend to pro-

voke the professional curioslity and pique the professional'
pride of

¥The Foilowing 18 an actual cage involving senior in-
telligence officers of two dAifferent sgencles:; Both offi-
cerz vere engaged in general intelligence work and also were
eleared for COMINT, A's agency, however, permitted him to
be in actual possession of COMINT material, whereas B had
COMINT clearance from his agency for speclal puiposes only,
wilthout direct pessesdgion or use of COMINT material. A
orally informed B that A's ageney had pirepared in draft an
important estimate on Soviet capabilities and intentions for
war, & aubject of mutual officisl concern to A and B, At
B's request A carried a copy of the draft, which contained
some COMINT material and was prominently stamped with the
COMINT classification and ¢odeword, to B's office, which was
not.- in a COMINT secoure area, and left it with B, who took 1t
to a departmental meeting and, without inquiry us to COMINT
clesrances exhibited 1t and read from it in the presence of
an uncleared person.

-1l
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pride of uneleared personnel and at the very least to
undermine the prineiple of limiting the number of COMINT
clearances. Even the most guarded references are a poor
substitute for perfect silence.?
The breakdown of operational separation between
COMINT aetivities and general 1htelligen¢e activities in
having COMINT handled aldng with other intelligence by
genéral intelligence unite has exposed the separate COMINT
stfueture to heavy pressure for extension of the use of
COEINT to various inter-agency staffa, committees, and work-
ing érouﬁs set up'primafily to deal with general intelli~
- gence problems. Without express authorization or responsi-

ble security guidanece from the United States Communications

Intelligence

¥Actual cases have oceurred in which general intelli-

. gence analysts of an agenoy which permits its general in-
telligence units to handle QOMINT have stated to uncleared
general intelligence analysts of another agency which does
not, that eertaln econclusions proposed for lnelusion in
joint reports or estimates and questioned by the uncleared
analysts as lnsufficiently supported were in faet well sup-
ported by other, very reliable intelligence (meaning COMINT)
not available to the lattsr, who until then had had every
reason to believe they had access to all availlable intelll-
gence on the subjeet. One consequence of such cases has
been a demand upon the COMINT authorities of the other ageney
for additional clearances of personnel in its general in-
telligence units. '

15~ .
-POoP—SECREP-SULDE-
Securisy—Information
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Intelligénce Board, such inter-agency general intelli-
gence bodies have constituted themselves or have been
constituted by one or more of the sponsoring ihtelligence
organizations to handle COMINT along with other intelll-
gence for general 1ntelligence-purﬁose3.

| The extension of COMINT into inter-agency'
general intelligence bodies has virtuallyiforced tﬁbee par-‘
‘tileipating 1ﬁt@111genoe organizations whieh still follow
the policy of COMINT seperation to elear additionsl persons
for COMINT in thelr general‘intelligence units solely for
the purpose of qualifying sush persons to'attend meetingn
and teke part in the other activities of inter-agensy bodiea
in which COMINT ig being used or at some time mey be uged.

| The progressive extension of COMINT into the

general intelligence units within one intelligence organiza-
tion, thenee into internagéncy general intelliigence bodies,
and fhenoe into the general intelligence unitslof other in-
télligenoe organi?atione particeipating in inter-ageney
activities has set in motion a trend toward the eventual
extension of COMINT clearance to all or a very sizeable
proportion of fhe pergonnéllof 211 the departmental or

| ' ageney

. a16-
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ageney 1nte111geﬁcé organizations.®# The trend to multi-
ply COMINT clearances in the intelligence community has
already pazsed the point of slear "need to know" and has |
entered the area of "might need to know."

The handling of COMINT by 1ntéf-agency general
intelligence bodies involves other hazards to COMINT
gegurity than the.multiplication of clearances. In general

those hazards result from the facl that COMINT 1s only

incidental

WThe precise extent of the increase in COMINT clear-
ances attributable to the extension of COMINT handling into
general intelligence units and inter-agsency general intelli-
gence bodies 18 not lmown. The following tabulation shows
the general increase in total COMINT clearances by depart-
nental or agency intelligence organizations in the COMINT
structure since June 1950. {(The totals include all offi-
ciala of the CGovernment to whom COMINT is disseminated or
. whoge duties require knowledge of COMINT activities, as well
" as the personnel of the intelligence organizations; but ex-
clude personnel of the technical COMINT producing agencies.)

Date . State  Arm Navy AR CIA #BI
JuAe Toso | STIO-  hOY B9 238 263 B
May 1951 134 " 533 uss btz 687 - 50
Peb. 1952 = . 162 752 577 597 1467 " 50

-17-
_POP SEORET SUEDE-
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incidental to the buéineas of such bodies, fhat general
intelligence personnel not directly subject to COMINT -
pecurity diseipline often econstitute the predominant
element of the membexship, and that such bodies are not
directly responsible to any overall COMINT security
authority. The standards of COMINT security mainteined
in their proceedings vary considerably from one'to another.
Among the COMINT security hazards observed from time to |
time in eonneotioh with the operations‘of guch bodlies are'
the following: Some meetings are held outside COMINT:reu
ptricted areas and without adequate provision to prevent
the inadvertent admission of perzon® not cleared for COMINT.
Papers containing COMINT material are mislaid and left in
the meeting foom gubject toaripk orvexposure. Notes on the
,rpéoceedings;-inelu@ing references to COMINT material, ave
taken and insecurely carried away. COMINT informetion 1g
presented without suffieiently elear identificstion to
impress 16gelf upon the minds of all persons present. COMIﬁT |
material and the COMIﬁT codeword are permitted to bé expored
to the view of uncleared attendants entering the meeting
room on ervands for participants. Participation of general
intelligence personnel conoerhed'with certain subject matter

| in eoms

~18-
-LORSECRETSUEDE—
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in gome meetings that are held "on the COMINT level® and
in some that ave not, leads to thelr making inadvertsnt
references to COMINT matters in non-COMINT meetings
attended by uncleared persons. |
The breakdown of separation between COMINT and
general intelligence in having COMINT digsseminated by‘in-
_ elupien in goneril intelligence reportz and estimates
tends to debase the COMINT codeword as & sesurity safe-
guard for COMINT sources. |
. When & report or eatimate oontaiha any COMINT
material, the entire document must bear the COMINT clawgsil-
.fication and codeword. The purpose of the COMINT sodeword
iz to notify the reader that the material he is reading
iz COMINT and to remind him of ths sextraordinary obliga-
tions of zeoreey he hag undertaken soncerning COMINT matere
ial. In order that the COMINT eodeword may continue to
serve ite purpose effectively i1t i3 essential that COMINT
be disseminated in documents eontaining only COMINT
material and such other information as is necezaary to bring
out the significance of the COMINT material; and that in the -
elearsst pogsible menngr the other information be differen-
tiated from, and be presented as amecillary to the COMINT

material.
When
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When COMINT material 18 merely inocluded in
a general Inteliligenoe report or eetimate, thé reader
rea&il& pereeives -that slthough the document bears
the COMINT codeword it 15 esgentizlly a general intelli-
genee report or estimate based to a great extent upon
intelligence that is not éubject}to any apescial COMINT
Becurity obligations on his part. Moreover, the form of
preaentation used in general 1ntelligéhee reports and
egtimates fails to provide a sufficlently clear differ~
entiation, anéd in many canem any differentiation at all,
between what is derived from COMINT sources and what
" from other intel;igence sourees. Thus, the reader is
deprived of asgistance he greatly needs in order to re-
late his COMINT security obiigat;iona, at the time of
reading and forever after, with_the apecifie COMINT con-
tent of thes report or estimate; he is thereby subjected to
confusion and invited to indifference eoﬁéerning the
séouﬁity implications of the COﬁINT codeword.

C. Substantive Charactéristies of COMINT

The substance of COMINT 18 foreign telegsommuni-
cations and nothing else. Each item of COMINT material

available
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avallable fér use 1n‘the prodﬁction of finished intelli-
gence i8 the end product of a iong, complex Qeriéa of
operations, fraught with multiple possibilitiem of error,
whereby one or more unique patierng of electronie im-
pulﬁes have been intsrcepted and recorded, transmuted
into words, letters, or figures, passed with thousznds of
otheras through gollection channels, analyzed or de- |
srypted, identified as potentially signifleant, taxtualiy
tranélated, reproduced, or compiled, and forwarded in thg
ultimate form %o the intelligence organizations.

When that series of operations has been com-
‘pleted without error, the ultimste fact thereby estab-
dshed is that at 2 certain time A communisated certain
words, letters, or figures to B. The use of interecepted
gommunications &8 proof of the truth of the matter
apparently asserted 1n‘thom mugt therefore be limited
‘acgording to principilet broadly similar to those governing
thé uge of hearsay in Judicihl avidence.

Telecommunications are normally terse and often
obsoure, Thal&vailable gommunications rarely consiitute

ths entire

S
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the entife correspondenge on a subject between the very
parties, much legs a complete and aceurate aecount of
the whole subject. |

The procur@ment of the neeessary communieations
to meet spesific intelligence requirements ecannot nore
mally be aceomplished at will; the availability of any
traffic at all is largely haphazard; and much or moat‘
traffie of the greateat potentlal inteliigenee value is
not obtainable at any givén time. |

Ariging from the speeial aubstantive character~

_'1Eticalof COMINT are two eonsiderations:

(1) the proper functions of COMINT as com-
pared with general intelligence; and

(2) the teehnique-required for the proper

: .evaluation and presentation of COMINT.

1. Functionl
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1. PFunctions of COMINT ~- By the very nature of

COMINY its props» functions are, primarily, tactical; second-
arily, strategie.
fhe proper function of COHINT ghould be considered

as primarily ¢motical bacaus@-its evidentiary force and its
unigue oapability for penctrating secrey dbear most effective-
1y on discovery of'the policies,”plans, intentions, and éurrent
actions of this Government's adversaries. Thaﬁ propqsition_
has broad application in the military, political, and sconcmic
fields,'and to adversaries ranging ftom'an enemy in war to the
" other party in a negotiation'for economic asoistance.
| COMINT is less sulted to strategic funetions becaume‘
it is fragmentary, incomplete, and 1argeiy.incapable of pro-
csurcment to mest spocific requirements; and because in general
it has lees force as evidence of basio faets, conditions, end
-developaents relating to long-range military capabilities,
coconomic wor potential, and othér elemente of the atrategic
position of an adversary.

' In the strategic fisld the proper function of COMINT
i® quite limited. Normally COMINT can serve only to supple-
msntigeneral intelligence in ad hoc ways dependihg upon the

problem under ccnsideration and the avallability of pertinent

traffio
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¢raffic. Among the strategic uses of COMINT in supplementing
genexral intalligehée are the cstablishment of corroborative or
additionsl detoils (such as unit identificotions or locations
- in military order of battle); the suggestion of new lines of.
inquiry or analysis for general>int3111gence_(suoh a8 might
result from & reference in a messsge to the use of a solenti- -
fic device not previously belisved to have been developed);
and the checking of conclusions or assumptions baged on other
1ntelligence (es in cazes where Some goqd evidence of certain
kinde ofvproauction or'shipments may be sufficient to-contra-
dict or give @ddition&l weight to such a conclusion or assump-
tion). | - _ ‘ “

The inherently limited character of the strategic
function that COMINT propekly can pley hae been too widely
overlooked in reoeht vears becauze of the inersasing dearth of
relinble information from any scurce on which to bame strategic

estimates concerning the Soviet Union. - In this unprecedented

situation COMINT bas been called upon ¢c perform the impossible
-- that is, to take the place of the iacking general intelll-
gonoe souress in supplying this Governmont°s requireﬁ@nts for
complete, basic, raw, factual information needed to determine

 the strategic position of the USSR.

vast‘
-2l



. REF ID:R41464§9
® —POP SECREP-SUEDE- ©
_Ssoupity Infermmatien

. Vant inoreases in the procurement of Soviet internal traffilc
in an effort to meet thope requirdments heve not materially
enlarged the inherently limited strategic function of COMINT
ae aﬁplied to problems of intelligence on the Soviet Union.

| Becauge the‘aubstantive characteriatics of COMINT
are psculier &and itb proper functions are limited as compared
with those of general intelligence, the cperational separstion
of the production and dissemination o? finished intelligence
based on COMINT is well justified by its aubstantive character-
iﬁtios‘and'funotions, as wall as by security conmiderations.

In'ite tactical use COMINT can and ahouid be dis-

seminated on the ﬁost direct possible basis from a speciglized
COMINT unit to the policy and operational officers who most
need it. In 159 gtrategic uses it can and should bes applied by
8 speciglized COMINT unit in coliaboration with the top echglons
of the genersl inteliigence units; and should be disseminsted,
. 88 necessary, in the form of separate COMINT supplemsnts or
appendises to general intelligence reports'and egtimates, In’
cages where there is little or no evidenee other than COMINT on
which to base a strategic report or estimate n-'és is sometimes
the case with problems of Soviet intelligance -~ the substantive
cﬁaructeriatics of COMINT are such as to Justify the handling of

the report
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or estimate by a Bpecialize& COMiNT unit rather than by a gen-
eral intelligence unit. '
2. Technigue of COMINT Evaluation and Presentstion --

Proper evaluation and presentation of COMINT require conatant

expert attention to ite pesoculiar substantive charaecteripgtices.

Of all intelligence materials COMINT iz the most con-
sistently fraught with possibilities of error and sﬁsceptible of
miainterpr@ﬁation, erroneous evaluation, and misleading presenta-
tion. | |

For competent evaluation and presentation of COMINT it
is necessery to'b@ ever mindful of the character of the material
aé ecamunications, of the processes by vhich the communications |
at hand were obtained, of the identity of the parties communica-
ting, of the circumstances under which they cémmunicated, and of
probable inc@mplet@neﬂé of the available corr@@pond@nce between
the parties and the informetion  set forth in the available cor-
regpondence. ' o ’
| | Special attention must be given to the logical and
evidentiary principles goverﬁing the probativ@ value to be at;
tributed to the asgertions contained in the eommunications.

Such matters 28 the pattern of the communications channels used;
or the &vailability of traffic of & particular kind on a certain

a : | gircuis
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cirauit during & gilvon periocd of time are often of greater
" gignificance thag cnayslopnedic references to all availawvle in-
- formation relating to the gencral subject metter of:the;ccmmuni-
o8 tions. | |
Although some of the principles and technigues noces-
sarily brought into play in the evalustion and presentation of
'COMINT' also have opplication in dealing with cartain aspecta of |
other iﬁteliigenc@, %h@ whole body of spscial expértness re-~
quired for COMINT evaliuation and preséntation is suflficiently
aistinctive to indicate the desirabllity of epecialized‘handling
of COMINT by full-time expertn trained in the applicable techni-
ques . - _ ' | .
When QOMINT is used by peraonnel of general intelli-
gence un;ta,.&long with other intelligence, in the preparation
of general intelligence reporte and estimates, the nandiing of
COMINT becomes a part-tims conhern of persons whe, however
expert they may be in their assigned geographic areaus or fields
of knowledge, are not full-time exp;rts in COMINT and cgnnot
normaliy be expected to havs had ths gpoecialized training and
@xperiesnoe in tha sharacteoristiocs of forelgn teleocmmunicaticns
as guch, whioch is essential to the achievement of maximum relin-
bility and quality in the utlilization of COMINT In vsing COMINT

1

material
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material, persong engaged in general 1nteliigance opéfﬁtiona
tend to underemphasize the eseentirl character of the materlal
a8 individuzl messages from A tb B, from B to A, and 8o forthj
%o gloss over the manifold possibilities of error in any and
every detail of the available texts; to disregard the normally
'rragmantarv and haphazard availability of traff}e; to over-
emphasize and over-generalize the aﬁbstantive sontent of avail-
gble meosages asg support for conclusiohs based on general intel-
ligonce or on hypothesis; and to rely upon the lack of COMINT
evidence in certain cases as a pogitive or negative indication.

" In the proparation of general 1ntelligence.reporﬁs
end estimates conteining COMINT materisl, the authors often
fall to distinguish clearly between information or conclusions
derived from COMINT and thbs@ derived from generai 1ntelligence,
and neglect to bring out regarding COMINT the essential facts a3
to who communicated what to whom. They habitually resort to
uncritical preaentations of COMINT materizl in such form as
"COMINT reveals" this fact or that, or "fails to confirm" this
hypothesis or that.

The preaentatlon of COMINT material along with oth@r

intelligence ag an integral part of general intelligence re-
| porting impairs the rellability and quality of the finished
intelligence based on COMINT, '

, D. Comparative
-28-
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D. Comparative Efficiency and Convenlence of Including

COMINT in or Separating COMINT from Genersl Intel-

iigence. |

The reasons that have'been advanced asz Juatification
for handling COMINT in direct conjunction with general intel-
'ligence and for the dirsct inelusioh of COMINT in general in-
telligence reports and estimates are in substance the fqllowingz

(1) That COMINT material bearing on any given subject
cen best be evaluated and utilized by general intelligenc@
analyets who are responsible for the handling of all other in-
teliigence on the same subjeect;

(2) That direct inclusion of COMINT in gensral intel-
ligénce reports and estimates is necesssry in order td make them
complete, rellable, and authentic; and , |

| (3) That the convenience of high-level vecipients re-
quires that generzl intelligence and COMINT material bearing on
the same subject be disseminated in a s8ingle document rather
than in separate documents for general inf@lligence and for
COMINT. o ‘ '
Those reasons, taken together, argus that the pro-
duction and dissemination of finished intelligence would be

sufficiently enhanced in efficiency and conviencs to warrant

overriding

«2Q=
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overriding the considerations, including the security of COMINT
sources, which haeve hitherto diotated the operational separation
of COMINT activities ffom other or general intelligence activi-
ties. For the reasons to be acceptable, it would need to be
' d@mohetrated not only that the intelligence product rasult-
" ing from the inclusion of COMINT in gencral intelligénce is
more effective and the process more efficient and convenient,
but suffieiently so to warrant rejection of the considerations
undeilying the traditlional policy and practice of this Govern-
ment in handling COMINT since the inception of its present
COMINT program. Such demonstration must indeed be compelling,
for at stake is the risk of 1088 of the COMINT material itaelf.
1, ‘EValuation and Utiligation of COMiNT -« There

may be superficial appeal in the argument that COMINT material
or any glven subject ean best be evaluated and utilized_by gen-
eral intelliigence analysts who are responﬂible for 311 other
intelligence on that subject, but the argument fails to take
finto account the highly specialized and limited functions that
COMINT properly can perform, and the special techniqueé and

| experience required for-com@etent evaluation and presentation
of COMI&T material. HMorecover, @8 noted above, actual experience
with the handling of COMINT by general intelligence'units falls
to show that their capacity for evaluation and ﬁtilization is

: invfaot
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in fact,éuperior. ' _

The argument vould seem to imply that the‘handling
of COMINT by general intelligsnce units 18 necessary in order
that other intelligence pertinent to the COMINT‘may be brought
to bear in 1te evalustion and utilization. That implication is
unf ounded. |

Even where there i3 strict separation of COMINT activj
ities, the ofher imtelligeﬁce informatidn re@uired for the‘purn
pozes of evaluating and utilizing COMINT material in the pro-
auction of finished intellig@nce-cag be and regularly iz made
&vailab;evunder proper-&ecurity controls Lo the COMINT special- -
- igts in their geparate COMINT unit, |

sﬁﬁciglization in COMINT does not preclude, bub in
faot requires familisrity with the regquigite intelligence from
cther gources; and 2 normal and necessary feature of & properly
organized separace COMINT wnit is the establishment of secure
ch&mn@ls through which“&cceas'may.be had when needsd tb the -
knowledge end opinion of expertalin particular geographic areas
or technical gpecimlties in the generai inteliigence unite.
| Thug COMINT specialists are not ot any disadvantage
as 6ompared with the peraonnel of %ﬁe general,inteliigenoé unite,

but'do have the advantage over them of special expertness and

training
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training in the subatantive characteristics of COMINT material.

2. Completeness, Reliability, and Authenticity of Gen-
eral Intelligence Reports and Eatimetes -- The argu-

ment that COMINT material must be directly included in general
intelligenee reports and estimates in orxrder to make them o¢m-
plete, reliable, and suthentlc rests on the unfounded assump-
tions that COMINT material having an easential bearing on the
subject matter of general intelligence reports and estimates
iz so commonly available that it is inefficient and 1nponv1ent
to require separate treatment of COMINT material. As already
pointed out, however, the availability of pertinent COMINT is
héphazard; the primary funct#pn of COMINT is taotical; and
the proper stiategic uées of CGMINT are quite limited and
supplementary. o '

. As & praotical matter, the cases in which & general
1ntelligenoé report or estimate actually requires COMINT sup-

port are comparatively fow.®
' where

~¢it Is worth noting that since the inception of the pre-
sent seriesz of National Intelligence Estimates in November 1950,
of 8 total of about 65 estimates projected by the Board of Ng-
tional Estimates (of which some 43 were complsted and approved)
only four were regarded 28 requiring the direoct inclusion of
COMINT, and of those one failed to obtain concurrgnce in the
JAC and another is yet to be completed '

-32-
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Where separation of COMINT activities is maintained,
general intelligence reports and astimates on which avallable
COMIHT material has a neceﬁaary bsaring can be and regularly
are supplementedyby apeciaI'COMINT appendlices prepared in the
separate COMINT unit. and disseminated with the genefal intel-
ligence reporte or estimates ¢o the recipienté having the
requisite COMIﬁT clearance and nced to know. Insefar as there
is real need to bring COMINT material into juxtaposition with‘
a géneral intelligence repbrtzor estimate in order to insure
the completeness, reliability, and suthenticity of the latter; _
that n@ed_ean be and is met by the devics of the COMINT sup-
plement or appendix. Where, on the other hand, the case ia
such that without COMINT material there could be no general
1ntélligence report or estimate, then thare is no persuasive
reason why a generai intelligence unit rather than a speoc-
ialized COMINT unit shéu;d prepare such report or estihate.

3. Convenience of Recipiente -- The argument that

the convenience of high-level reciplents requires that gen-
eral intelligence ahd COMINT material on the same subject be
disgeminated in a single document, rather than in separate
" Qocuments for general intelligence and for COMINT, merely

proposes the sorrection of a minor inconvenience by the

craation
-33-
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creation of & major one. |

The direct ihclusion of COMINT material in a gen-
erel intelligence report or estimate cyeates & major incon-
venience and pbt@ntial gsource of'obnfuaion to the recipient
“which would seem o outweigh'any minor inconvenience that
might be ocoasioned by his’ hmving to consult two closely re-
lated documents rather than one.

If any COMINT material is directly included in a
generai intelligence report or estimate, the entire document
muet bear the COMINT classification and codeword. The uge of
that codeword denotes, and should reliably reflect in fact,
an esaentialiy'COMINTroont@nt, If the recipient is given a
document bearing the COMINT codeword, which contains page
efter page of text and conclusions based on other intelligence,
rand which is in content ané form of presentation a general
intelligenoce report or estimaée in all but the fact that some
COMINT material has been woven into the fabris, he is cerfain
tp be incomvenienced in proportion &8 he is conscientious
about the obspervance of the exgraordinary security obligations
he has undertaken concerning COMINT., Sueh a document only
tends to leave him confused, at the time of reeding and there-
after, as to what spesific parts of the text and conciumion

must be




mumtvbe congidered subjeet to QOMINT gsecurity restrictions.
He is likely to be confronted with the alternative either of
foregolag free use of the other intelligence content lest ha
insdvertently compromige. the CO@INT content, or of making—his
own judsment &3 to how he will use the entire contents, re-
gér&leas of COMINT geourity Pestrictibne. Sueh incoavenience,
confusion, and possible invitation to dimregard'COMINf pecurity
restrictions'may be entirely avoided by keeping the pertinent
COMINT mat@ria;'in geparate form. |

Where & meparate COMINT eppendix is uged to supple-
mnent & gen@ra;vintelligence report or estimate, the actunl de-
graae of inconvenignce te the recipient from having to read two
documents insteed of one is invergely propertional to the
materiality of the COMINT in connection with the other intel-
1igence uged in the gereral intelligenece report or estimate,
and to .the skill with which the COMINT appendist has besn
drafted. The convenience of th@'?ecipient is best served by
confining the use of COMINT in comnection with general intel-
ligence reports and estimztes to thoze cuses in which COMINT
hes a material besring, and by drafting COMINT appendices in
such & way &3 to bring out most effectively the precise bear-
ing that COMINT hag. -

CONCLUSIONS: .
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CONCLUSIONS:

1, The unigue gecurlty considerations involved in
LCOMINT must be governing if we are %o retaln éhis important
source. Furthefmora, uniformity of practice among the intel-
ligence agencies iz a vesic element of this sscurity.
| 2. Security ccngiderations require that the-prbv'
cesaing and dissemination of COMINT be handled on the basis
of @égr@gation from other intelligence operationg. Efficient
and @ffective handling of COMINT-is‘possible'on a segregated
basig. The production and dissemination of COMINT on an in-
tegrated bazis with general intelligenc@'presents an unneéeaé
sary securlity hazard not warranted by improved effectiveness
or effisiency in the inbteiligence product and process. |

3. Information from all sourees must be brought to
beayr on intelligence problems.. However, the necessary corre-
lation of COMINT with other intelligence should be eseentially
a COMINT process rather than a general intelligencé operatiqh,'
Such corrzlation can be handied withouk)serious detriment to
the effectiveness éf'th@ intelligence product or to the effi--
cieney of the intelligence process, by’coilaboration-betW@@n
the separate unit handling COMINT and the highest echelons

of tvhe general intelligence units.

-36-
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B, Tpe poliey enuncizted in parvagraph & of N3CID 9,
which calils for such segregastion of COMINT zewlvity from obther
imteliigenee actlvity is sound and should be folicowed by allﬁ

9

sgencie

1\ the ST“@R: ion nfﬂ digsemination of finighed in-




