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Moy 24, 1938,

MEMORANDUM TO: Col., G. V. Strong

1. The Subcommiitee on State, War, and Kavy Department Cormuni-
cations met at 10:00 a.m., Eay 17, in the Office of the Director of
Naval Comrunications,

Present:

Rear Admirel C. E. Courtney, U. 3. H., Navy Department,
Senior Nember,

Mr. D. A, Salmon, State Depertment,
Msjor W, O, Resder, U. S. A., War Departinent, Membders,

Mr. ¥, ¥, Friedman, War Department,

Commander L. ¥. Safford, U, 5. N., Navy Department,

Lisutenant P, V., Nercer, U, 8, N., Navy Department,
Technical Advisors.

8., Admiral Courtney opened the meeting and stated that a
Bubcormittes on Cormunications, consisting of Admiral Courtney, ¥Nr.
Salmon, and Major Reeder, had been appointsd to investigate improving
conmunications between the State, War, and Ravy Depariments. The Sub-
somnittes was %o study and report on classification of messages and a
new interdepartmentsl code or ¢iphesr systenm.

3, Lisutenant Mercer stated that the Naval Corrmunication Service
had besn handling a consideradbles smount of Utate Depariment messages ¢o
and from the Yar East since the beginning of the Sino-Japanese dirfi-
culties and that he had observed gertain discrepancies and chances for
improvement. The Navy and State Depertments appsrently gave different
méanings to the epams words used in comnection with security classifica-~
tion of codes anf oiphers and the precedence to be given mespeges.
Everything was working smoothly now beeause the peopls concerned under-
atood the terms used by the other service; but there had been irouble
in the past sad there would be similar trouble iIn the future if the
Ravy had $o haidle Stete Depertment messages in some other guarter of
the world. On many occcasions messages i1denticsl in substance and
similar in wording would be sent from the American Minister to the State
Department in a State Department code and from the Commander in Chief
1o the Ravy Depertment in & KRavy system. This waa very bad cryptogra-
phically, as it subjected both systems %o crypitanalytic attack, 4
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cormon system ald by State and Navy Department officiels, and possidly
the Army, plus & widax use of information mddresses, would reduce the
apount of radic traffic and afford sonsiderable protection %to the system
used.

4. Coumander Safford stated that the Ciate, War, and Navy Depart-
ronts hed a oommon responsibility in national defense and preservation
of offieial seorets. It wes therefore very desirable that the three
Departments use the same phraseology sand, if practicable, have common
standards of sequrity. at the present time there was in existence an
Arpy-Navy oipher dut it was restricted to joint operations, partioulariy
in coastal dsfense, and should not he used for administrative matters
or intelligenos. There had heen a State~Nevy oipher for many years but
it was little used becauss it was of very complex type snd difficult so
operate, mnf was ganerally unsatisfactory. It had besn withdrewn from
servics about three years ago. There was need of a Htate-Navy cipher,
and it would be wise to include the Army, as thexe would be wer cccasions
when dirvot communications between the State Department officials and
Ay officers, or military missions, might be necessary.

B. Mr, ¥riedmen stated tihat the Army, Navy and Coast Guard now
had at lesst one eryptographis systenm common to all three services,
and that the State Department wae purchasing soms of this apparatus
with the War Department on a joint order. Tharefore it should be =
vory aimple matter %o supply « common eipher for the three Departments.
In determining & cipher of this nature it was necessary to sonsider
possible future conditions rather than the trmediate present, as dia-
trivution took sush a long tims that we could not wait for the situation
to arise. The Army should be included in this system, as there is an
instance of a military intelligsnoe offloer soming mboard a Favy ship
abroad to send & message to the War Department in a Nevy eipher.

8. Nr, Salmon stated that although common standards of seocurity
were doubtless desired in pripsiple and might be practicadle betwesn
the Army and Navy, the State Department's problems were so €iffersnt that
they could not possibly agree %o undertaks it, Mesaages in which other
Gepartments wore interested were snother matter and he thought the State
Department could sgree to enything proposed by the Army and Navy. Ye
should be able to iron out our diffieculties in regard to secrecy classi-
fication and precedence of messsges. The Treasury Dapartment also %o
be included in the distridbution of this unew eipher system &g counsuls
frequently have to communicate with Coast Guard sutters in regard to
parcotic and liguor smugszling, and there were other ocoasions when
Goast Guard vessels would find this aipher very useful,

?. Oommander Safford stated the Navy Depariment already had the
facilitles for the production of mlphadets and key lists for the proposed
system and that the Navy Department would be willing to print the first
two editionn; subsequent editions could be left to the future. The
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Bavy Department would prepare the manuseripts und sutmit them directly
to the othar two Departments for inspection and approval,

8. A genersl discussion then followed snd ithe following decisions
wars Féadhed!

{1) Each Department furnish its instructions relative to sesurity
classif'loation and precedence of messages to the other two Departments,
Eech Department would make en independent study and submit a proposel
for uniform phrassology.

{8) To adopt & common aipher for interdepartmental communications
betiween the State, War, Navy, and Treasury Departments, distribtution
going down to destroyers mnd gunboaia of the Navy and Coast Cuard cutters.
The guestion of the exact distribution of this system and whether to
make 8 second oipher af limited distribution to be defarred for the time
being, %Yhe Navy to undertake preparation and printing of the alphabots
ard key lists for the new asystem and to start without delay in order to
meet the completion of the physical apparatus which had been ordered for
the State Department,

. The Subcommittes then adjourned at 12:15 to reconvene at
10;00 a.m. on Honday, May 23, 1938, in the Office of the Director of
Raval Communications,

10. The Subcormittee on State, War, and Navy Departments Communi-
sstions met at 10100 m,m., May 25, {n the Office of the Director of
Naval Cormuniostions with all members present. '

11. Commander Safford presentad a paper sontaining the Havy's
stully of secreoy slessification and precedence andl suggssted that it
be used as the bepis of discussion. This was agreed to and & general
digoussion followed,

12, It was pointed out that the olassification “"Secret" and
"Confidential” were substantially identical for the Army and Nevy and
had the same scope for the S8tate Department, except the slement of
national security wes not involved, The Stats Departmant classification
of “Routine” gorresponded exeotly to the Army and Ravy olassification
"Hestrioted” and there was no purpose in changing e word which was well
sstablished by usege within the State Department.

13. In the matter of precedence of messeges gimilar uniformity
existed. Army, Navy, State Depariment all used "Routine” and "Nite~,.
The State Department's “Rush" correspondel sxactly to thes "Priority"
of the Army and Savy. The term "Rush" had been mdopted for reasons of
soonoAy and would csusme no confusion on Wavy aircuits provided its
meaning was known to our operators.
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14. Nr, Balmon stated that he would 1like a copy of the minutes
of the last mceting to present %o Nr, Welles., Major Reeder said thag
he would like a copy for the Chief of Htaff, It was sxplained thas
the instruosions had been to prepars only ome copy of the minutes of
the meeting ard submit it t0 the Chief of Naval Operations. Major
Becder suggested that the Subccunmitise mest again tamorrow moxrning to
review and approve tks minutes of laat week's meeting and this week's

meatlng, sand receive their personal soples iIf sonsent could bs obtained
smsanwhile,

18, The following decisions were reached:

{1} Retain the present nomenclature for sacrecy slassification
end for precedence of mepssages es followss

SRCHIUY CLASSIFIOATION

State Ay 34
Bacret Becret Secret
Gonfidential Gonfidential Oonfidential
Boutine Restricied Reatricted

Plain Language Plain lengusge Plain ‘anguage

Note: "Houtine" popnsidered identisal
with "Restricted", - -

FHEOKDENCE
Efnte Arny Ravy
.+ - Rush Priority Priority
Rite Mite Hite

In the sbaence of the above two designations messages will teke prece~
dence after "Rush" and "Priority”.

Hote: "Rush"™ ponsidersd identioal with
*Priority®.

{2} The Bavy Department to ecmmencs the preparation of the
Interdepartmental Cipher, sulmitting it to the State snd War Departments

for approvoel before printing.

16, The Subcommittee then ad journed at 11:% to reconvene at
10130 a.m. on Tuesday, -May B4, 1938, in the 0ffise of ths Director of

Eaval Comauniocations,
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17, The Subcomsitiss reconvensd at 10:30 a.m. on May 24th, in
the 0ffice of the Direcicr of Wavel Communioations. The Minutes of
the previcus meetings, am preparsd by Commander Safford, were disous-
sed and approved. The Subcommittee decided to report individually
t0 the members of the Forking Committes the decimions smbodied in
this mamorandum,

¥, 0, Reader,
Major, Signal Corps,




