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MEMORANDUM for
The Problem: The necessity for plocing responsibility
in regurd to communication securlity compromises
indicated by ULTRA information in order to insure
that suitable action is taken.

I. DISCUSSION. ,

1. ".The necesslty for definitely plecing responsibility for
action in cas§3'of compromises indicated b§ ULTRA information, in
order to insure thet sultuble corrective measures are taken, 1is
deened of utmost importance.

2. The Signal Securlity Agency csn and does 1ssue necessary
instructions for placing reserve systems'into effect in the case of
definite compromise of United States Army codes or ciphers. Tails
responsibility is assigned to the Cryptogrephic Branch. In most ccses
the compromise is & physical one and 1s reported by our own field
units. In the case of a cryptogriphlc compromise, the_only means
of ascertaining this feet is by observing obvious reactions of thg
enemy or in realing enemy code or cipher messages. The C Seriles
of the Bulletin was set up in an attempt to segregate this type
of iInformation anq route 1t to the Cryptographic Branch for necessary
&ction. Tnpis method presupposes that the personnel engaged In
scanning and translating caﬁ.recognize this type of message end
place it in the proper category. Thls recognition of compromises
may not alvays be appurent.even to a seasoned translator because

of the senarstion of Japanese message in psrts, some of vhich be-

- come readable &t widely seperated periods. Thilis method further »re-
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. dcn understend ond evaluaté the materizl lm order that proper cction
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mey te taken. The use of Kana and othgr obacure terminology should
therefore he elther rizidly excluded from C Series messages, or ex-
plained in each message vhere such cases cre encountered. Aside
from the C clussificction vhich is mgdé by the translator, there
zre other methods of screening this materizl. The Bulletin Section
hes scanners who place messapes in various categorieé for which it
maXkes & sepcrate distribtution. IHesswapes which eppear of interest
to C und A Branches cre routed to them. A& In the cese of the trans-
lotor, the 'proper selectlon ls not clveys apparent.
~+« The Signel Security Agency -can only act on compromises
pertaining to systems over vhich it has direect control. -How is proper
cctior tsken In regord to compromises of low-graée codes or cipheﬁs
arepared locally in theaters by Ariy Ground Forces'or“Army Air Forces?
k., If an intercepted message quotes United States informa-
ion tut does not clearly stete vhether the information waos secured
by cryptanzlysis or by the reading of plain text, how 1s 1t classi-
fiéd according tolSeries, and if 1t is put in the C Series vhat action
is tuken by~cryptographic Eranch? (See G-925 A,Q@). If it 18 not plsced
in the C Series, Cryptogranhic Branch would not necessarlily see it,
although attempts are made to screen this materlal for them in I&L
Brench. Does (-2 assume the responsibility for notifying the interested
commaends? Of lete, G-2 has been taking the initiative on some of
these items (See FES ,254). For instance, take F-)7240-E which quotes
a messapge from Siilwell to Chiang Kal Shek and vhich is labeled "A"
intelligence. A @-2 report (FES ,214) stated that these were Chinese
code messtcges, but hov would Gryptograpﬂic Branch know thls since it

does not receive copies of the legilc Summatzg .There have been specific
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indications that the term "A" intelligence in the Japanese Army
applies %o that obtained from the solution or reading of code messages.
“als informetion appeared in the F Series (F-29577). Hessage P-18 47D
quotes as "A" intellipgence the movements of some Allied regiments in
Burme. It Is not stcted whether the movements were made by United
Stetes or British units. Vhere 1s the responsibility placed in order
to ascertaln the missing informction in this casg? There Are elso Navy
ULTRA sources which occasionallwy shov some type of compromise.

5. There are countless messages 1n the Bulletin vhich revesl
Japanese traffic anslysis results. Some of these are pubt.in the C'
Series, which means they get to the Cryptographic Branch, but & Branch
is primarily interested in this information ané should.have it for
evaluation in order to study deception resultslin verious- thesters.
Eere agaln the Bulletin Section screens out this meterial for A Eranch.
This 1s not & problem involving cryptographic security, bu% it does
involve communication security vhich is both a O and an A Branch con-
cern at present. '

5. There is the case of compromises of State Department
systems. It 1s understood that the State Depertment does not get-
the C Series, but gets other Bulletin series. Who 1s to notify
the State ngartment in the case of indications of compromise? As an
example, take C-871 vhich shows that the Germens are epparently
resding the Brown code. ‘hat actlon wus tcken on the part of the
Signal Security Agency? Colonel Cook queried the State Department

"in this cese and they statéd it ves Brown and "everybody kmows Brown
is only used for brevity purposes™, but suppose i1t had not been

Birovn, but a high-grade system? vaiously, Cryptographlic Ereznch has
no power over the State Department. 1nhose job is it to notify them?
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7. Another exanp&é“%;}the evidence obtained from ULTRA

sources vhich shovs that the Jups are reading Fgéﬁcq systems; in some
cases, 'messages ln these syctems contadin data about our troop
movements, etc. (See specisl report on this matter.) Whose respon-
sibility 1s 1t to put a stop to this sort of leakage of importent
information? : ' -

3. There are indications that the Japcnese have been
reading some Allied messsges vhich contailn false information (see
MIS special report). In order to properly evaiuate this muterial,
Allied deception programs must be known.. ‘

g. A}l thess are matters thet require G-2, Joint Security
Control, Security Division, ;ntelligence Divisian, State Department,
ané SHAEF coordination as vell as coordination wi ﬁ.the various
theatres. At present, there sre many loose ends with no definite
procedure beling £olloweq. Noﬁmechanics are set up for informing'
the right people at once. The responsibilities of the Signal Security
Agency and those of G-2 should be clearly set forth.

II. IT I8 REGOMHBNDED-ngT

1. ' Slgnal Gecurlty Agency evaluate all evidences of crypto-
graphic compromlses. ' ;

2. Thioush liaison with G-2, collateral mategial.peqessary
for checking and amplificatibn'of the evidence be’ obtained through
the channel already-authorized. Messages of inguiry to theatres
requiriny coordinated actlon betwgen G-2 and 5C1 will frequently be
necessary.
J. Bignal Secur;ty.Agency take the necessary action 1ln cases
vhere cryptographic compromise is indlcated of ;ar Depurtment‘systems
ovor which 1t hes direct”?ﬁﬁp#@p. A A T '
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L, I£ coses over waich it docs not awve direct control,
Sioaul decurlt; igenc, buss the results of its eveluation of
eryptoprupnic corpiromise to G-2 througl ihe sane channsl mentioned
in aparLzropnh O QLove, ¥ho vwill notify tihe theatree or orgunizations

concernsd. * .cn necessuyy, ilsnticul. messupges vwill be sent by “igncl

tecurity JAcenc: to.tue thewtre or or_tnizutlion S5ignal Ofificers con-

e in cuses of Novy, Stute Dedortment, or other U. S. Govern-
ment cjency, or Alllsd code coupronise, L' encl Security Jgenc; like-
vise pLoc -this informution on to G-2 for necessury action, unless
C-2 vuthorizes direct liulsom ketueen H1gnal Eecurity Agency, State
Dunartnent, o«nd Huvy in their perticulur fields.

<. At 3iznal Security Apency, the responsibility for the »nro-
cer evuluction ol eryptorridhic compromise imdicated from ULTRA,
ceptured documents, .nd 2/% reports be vested in one of three
poeeiile organizotions:

&7/ The °courity Divisior.
B, Tas Cifice of the Director of Communicetions Resescrch, ar
*’s, The Intellizence Divisiom.
In any case, a full time job for a small unit with & definite T/0 is
necessary.

T. . The evuluition tuthority prescribe the methods necessary
for the proper screening of the ULBSA nmuterial uvailable through
checlz 1lists furnishoel to trunslotors and the Bulletin Sectlon. Some

of tnesc it.ms slouvld he:
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L. Al) messszes thut smenuie from aegtuin messc.ge centers
like "Torth Hiroshima Tsushinsho Americ.n Intellisence" messages.

b. 2ll guotations from A, 2, C, and T 1nt9111bence, es
vell as other otvious sources. :
' ¢. Al truffic unalysis references.
d. All references in addresses of Central Special Intelli-
pence Buresu, any other Speclal Intelligence Zureau, Speciul Redio
Unit, Speciul S.gnul Zxamination Unit, ete.

e. All quotations from communiéutions of unf sort.

f. Aill rcferences to foreisn crrotogréphic s;stems.

3. If translators are truined oproperly in such & check list,

- the messages falling in the above cutegories be placed in the C series,

othervise, the C series be cbolished und scanning in I&L Brench should
continue «s at »resent. The messages in this serias.should be free

of excessive use of Xanu, and erlunatong footnotes should be used
freely.

9. If the C series is continued,_its distribution be revised to
narmit théir inclusion in other Signal Security Agéncy &nd G-2 studies,
since there are times when the leck of particular-messages prevents
complete studies beirns made.

10. The evaluntion authority have access to the Diplomatic and
Far B. st Summaries.

11. A1l Allled deception programs using signal comunic<tions
for the sending of false ‘information in pluin or code text, or tiae use
of dummy traffic, be made kxnown to the evaluating;gnit. If compronised
code or cipher methods are used for the trcnsmission of this false

naterial, séch methods must heve the jolnt approval of Signal Eccurity
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- Agency and KIS.

12, In cases vhich incdicate the reading of plein-text messages,
studies be made by the evaluation unit. there improper classification
of the information has been made, G-2 will be notified as a matter
for thelr informition and action. If the plain text constitutes a
compromise of similer Information previously or later cryptographed,
aetion will be taken .by Signal Security Agency as indicated in pera-
graphs %, 4, and 5 above.

1. Copies of all action cables sent and received in cases

covered herein be exchanged between Signal Security Agency and G-2.



