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. l., AFSA-1l recommends that wo take the position of supporting the
principles of this proposal while resexrving jodgement on details. Thia
is a8 logical position to take, bscause it would bo useless to belabor
the details (some of which noed second thoughts) until we have some as-
suvance thet the generxal principles on which they ere based have general
U. S. accephbancs.

2. In my opinion, these principlss are forced on uas whether we liko
them or not. The besle purpose of the new proposal is to inoreage the
sacurity of really top~level, mwally sensitive COMINT, and to increage
Jhe usefulness of lowsr-level, less sensitive GOMINT. It is proposed to
do this by ageparating the two, spd handling them differsntly, so that
tha high-level, sonsitive COMINT will uct be imperilled by asaociotion
with low-level COMINT which requires wide dissemination, and the low-
lsvel COMINT will mot be sewed up to the point of usclesshess by associa=-
tion with high-lavel COMINT which requires airingent safeguards. Unless

you separate them, you will not accomplish this puzpose.

3. The gaslient feature of the new proposal, then, is the methed
of divigicm of CQINY into separnte catepgories. The proposed categorie
zation can be celled a departure from or not a departure from the bssic
principles of the present Appendixz B depending on how fer down you go
in your definition of "basic®. The original 1946 Appendix B provided
for dividing COMINT into categories based broadly on diffisulsy of pro-
duction. The proposed wersion doss the same thing, 20 that thors is
really no departure from the old prineiple in that respect. Where the
difference liea is in the direction of slicing the categoriss. The
origingl divigion was & horizontal ong-=coryptanalysis was difficult, so
it formed the top category, with greatly limited dissemination--traffic
analysis wag less difficult, so it formad the lower category, with less
restricted dissemination. (I igpore for the moment tho facht thet, in
prectice, no differsnce was made in degrees of dissemination.) Thus,
with sny cpeocific body of forsign traffic, you could eryptanalyze it apd
disseminets the product narrowly as top—category COMINT, or traffic-
analyze it and put out tho product more widely as low-level COMINT.

4. This basln of categorizing began 0 come loose et the seams
almogt as goon as it was devised. The nature of the problem was auch;
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or begsn to become such, that the nest distinction between difficult,
sensitive cryplanalysis and essy, insensitive traffic anelysis simply

414 not hold, This was recognized in 1948 in emendments to .ppendix B

by which excepticnal shifts of category could be made for specifio casses
of "sasy" orypianalysis asnd "difficult® traffic amalysis. This make-
shif% seemed to pakch up-the old Appendix B almoagt adequately for a while,
but ths plein language problem and various problems bdrought out by the
Eorsan War, and which have been partielly solved on a pieca-meal basls,
have shown thet a more fundamentsl change is needed,

6. The preseni proposal provides for a vertical category division
by technical difficuliy and sensitivity of the foreign communicationa
themaelves, rather than by what is done with them. This statement,
though an oversimplificsticn, is eteentially true. Of oourse, the pro-
posed top category will continue to contain largely the producis of
cryptanalysis, and very few of traffic anelysis, and the bottom category
will be heavily traffic analysise—=bnt this will be bscause of the nature
of things, and not because of artificialities c¢created by category defini-
tions, as at pressnt. (Under the proposal, categorizstion, in practice,
will be gpecific--for each new GOMINT job as it comes up someons will
have to detemine what catsgory 1t belongs $0. A% present, the categozy
i3 prescribed by blenket mles which, as ofson as not, fail to satisfy
the needs in individuasl cases.)

6. The details of how much we are going to tele the wraps off the
low-level stuff, and what the code-words will be, and how hendled, anmd
whethor there shall ba one level of clecarancs or two or fouy, reguire
sonme study, end I 4o net propose 0 g0 into that pow. 1t secans to me
+hat USCIB must agree (1) that the four proposed categoriaes are neces-
sary, (2) that the higher ones must come under rules predicated om high
gecurizy, and (3) that the lower ones must eome under rules predicated
on usefulness. This much agreed on, we should present these basio points
to ISIB, %0 get their reaction. Only theon need we start haggling over
the details of implementation. The proposed xevised Appendix B submitted
with +he paper is morsly one way of doing ii-~there are many others.

/3/ E. 8. L. Goodwin
Eo, S. L. GUCODWIN
Captain, U. S, Navy
AFS5A=11
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