17 April 1951

MIMORANDUM FOR AFSA-00B

SUBJECT: Crypto-Security of AFSA Communications

1. I am deeply concernsd over the security of our COMINT communica-
tionas from a cryptanalytic viewpoint. A cursory examination of this prob-
lem indicetes that crypto-systems currently in use between AFSA and fileld
organizations (1.e., theater processing centers and intercept stations)
and from units in the fleld to main processing centers for the passing
of raw intercept and COMINT may be subject to successful atitack by enemy
or foreign COMINT orgenizations. As an example MINERVA (ASAM 2-1) is
used to forward raw intercept and daily coverage reports from fleld units
to AFSA and from field units to theater headquarters. It is an accepted
fact that this system can be successfully explolted crypianaliytically
under certain conditions which may frequently occur. Likewlse, equally
vulnerable aspocts of our comminications may be exploitzble through traf-
fic analysls and vitsl intelligence gleaned therefrom.

2, ‘'the present complexity of the COMINT problem as a whole, emphmsizes
the need for maintaining a cloge security check on our own commnicsatlons
in order to minimize, 1f not entirely eliminate, the possibility of any
knowledge of U.S. COMINT activities being made avallable to eneny or for-
sign COMINT organizations. The outbreak of hostilities in Eorea, and
particularly the entry of Communist China into the conflict made it neces-
sary to readjust our COMINT offort. An expanded and accslerated ~rogram
was instituted, as a direct result of which not oaly was the volume of
raw intercept substentially increesed, but providing for the rapid for-
warding of additional volumes of traffic becams an operationsl neccasity.
A concomitant growth was evident at once in the commnications voluae
from AFSA to the field in order to dlirect this expanded intercept effort.
As an example in June 1950 AFSA received by electrical meoans an sverage
of 49h,826 groups dally of raw intercept. By March 1951 this aversss
hed increased to 823,443 groups deilly. A corresponding incresse in volume
hes also taken plece during the same perilod in outgoing groupsge from AFSA.
T think it also pertinent to point cut that this alresdy complex problem
is steadily Incressing in complexity sand size. Long-range mebilization
planning for AFSA has as its micleus a greatly expanded intercept effort
which will of course increass the ammount of raw traffic availsble to AFSA
and in turn incresse the volume of commnlcations among AFSA snd field
units and other processing centers. With this growth the need for msin-
talning a close wstch on the crypto-security of our commnications becomes
even more necossary.

3. To the best of my knowledge it hes besn a long time, perbkaps
toc long a time, since this matter has been loocked into and dlscussions
held amcng representatives of appropriate divisions of AFSA., It sesems to
me to be entirely worthwhile to review the entire provlem; to ascertain
the wealknesses, 1f any, in our present crypto-systems and their use and
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to formmlate new procedures end technigues for coping with this tesk
wherever and whenever the need appears. I believe that our vulnsrability
both from a troffic asnalytic and cryptanalytic viewpoint should be thorw
oughly explored. Indeed, the time is now ripe, for AFSA has been organiged
and. operating for over a year.

k, Accordingly, I propose that a panel be ecteblished composed of
representatives of /FSA-02, AFSA-Ol, and any other cognizent groups, to
make a study of this entire problem and upon its completion to svimlt
their findings and recomendations to RIRAFSA, I further propose that
this pansl be permanent and that it meet at atated Intervals to review
the vulnerability of AFSA communications to foreign COMINT effort and
report its findings and recommendsmtions.

5. Your guidence in this matter is regquested. _}’]W
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FRANK B. ROWLETY

Technical Director
Office of Operations




