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SECTION I - SUPERSESSION

This Regulation supersedes NSA Regulations 122-1, dated
22 April 195k, 120-3, dated 27 January 1954, and Chapter III of
the NSA' Security Manual.

SECTION II - PURPOSE AND SCOPE

This Regulation prescribes the persommnel security standards
appliceble to personnel of the National Security Agency.

SECTION III - GENERAL

The nature of the National Security Agency's operation is
such that all NSA persomnel, whether eivilian or military; and
regardless of the level or nature of employment, are in a position
to endanger or compromise national security. All NSA positions
are designated "sensitive positions"; therefore, clearance of all
employees or assignees prior to assigmment is required. Person-
nel security does not stop with clearance. All persomnel must be
alert, observant and aware of the ever present danger of infile
tration and subversive action. To insure this, continuous super-
vision and education of personnel’are necessary.

SECTION IV -~ SELECTION STANDARDS AND CRITERIA

l. Selection Standards. To meet NSA selection standards an
individual.:

eclassified and approved for
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a. Must be of excellent cheracter and discretion, snd of
unquestioned loyalty to the United States. Exceptions to this re-
guirement may be made only as agreed by USGIB.

b. Should be a native born citizen of the United States.
If a citizen by naturalizstion, finsl papers should be dated prior
to 1 Septewber 1939. The members of his immediste Tamlly should be
United States citizens.

¢. Should be a person, no member of whose immediate family
nor any person to wvhom he may reasonably be supposed to be bound by
tles of affection, kinship, or obligation is of dubious loyelty to
the United States.

d. ©Should be a person, no member of whose immediate family
nor any person to whom he may reasongbly be supposed to be bound by
ties of affection, kinship, or obligation, is a resident of a foreign
country having basic or critical national Interests- opposed to those
of the United States.

2. Exceptions. Exceptions to any of the foregoing require-
ments, except the firsb, may be made by the USCIB member of a member
department or sgency bt only in case of compelling need after
every reasonable assur@ince has been obtained that, in the circum-
stances, the security fisk involved is negligible.

3. Waiver of Sel@ction Standards. It is inevitable that strict
application of paragr one will bar some individusls of great
talent from duty or asBociation with the Agency. Therefore, in cases
of urgent operational fieed exceptions suthorized by paragraph two
may be made. When such exceptions are desired, requests shall be
submitted to the Chiefy Security Division, in writing, to include the
following:

a. A statement of the unigue qualifications possessed by
the individual in question

b. A Justification, in terms of compelling operational heed,
for acecepting the calculsted risk involved .

c. The signature of the Chief of the Staff Division or
Office concerned.

Ly, Criteris for Determining Eligibility for Clearance. Acceptance
or retention is based on ah evaluation of all available information re-
garding an applicant or employee. There follows a list, which is not all
inclusive, of tynes of infornation which may indicate that an individual's
employment or retention is not clearly consistent with the interests of
Natlonal Security:
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a. Depending on the relation of the Govermment employ-
ment to the national security:

(l) Any behavior, activities, or associations which
tend to show that the individusl ls not reliable
or trusiwvorthy

(2) Any deliberste misrepresentations, fals;ficationq,
or omission of meterial facts

(3) Any criminal, infamous, dishonest, immoral, or
notoriously disgraceful conduct, habitual use of
intoxicants to excess, drug addiction, or sexual
perversion

Any illness, including any mental condition, of
a nature vhich, in the opinion of competent
medical authority, may cause significant defect
in the Judgment or relimbility of the employee,
with due regard Lo the transient or continuing
effect of the illness and the medical findings in
such case

Any facts which furnish reason to believe that
the individual may be subjected to coercion,
influence, or pressure vhich may cause him to act
contrary to the best 1nterests of the national
security

b. Commission of any act of ssbotage, esplonage, treason,
or* sedition, or attempt, threat or preparation therefor, or con-
spiring with, or alding or abetbing another to commit or attempt to
comnit any sct of sabotage, espionage, treason, or sedition.

¢, Bstablishing or continuing a sympathetic assdciation
with a sahoteur, spy, traitor, seditionisi, anarchist, revolutionisi
or with an espionage or other secret agent or representative of a
foreign nabion, or any reépresentotive of a foreign nation whose
intercsts may be inimlcal to the interests of the United States, or
with any person who advocates the use of force or violence to over=-
throw the government of the United States or the alteration of the
Porm of govermment of the United States by unconstitutional mesans.

d. Advocacy of use of force or violence to overthrow the
government of the United States, or of the alteration of the form
of government of the United States by unconstitutional mesns.

e. Membership in, or affiliation or sympathetic associa-
tion with, any foreign or domestic organlzation, association,
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movement, group, or combination of persons which 1s totali-
tarian, Fascist, Communist, or subversive, or vwhich has adopted,
or shows, a policy of advocating or approving the commission of
acts of force or violence to deny other persons their rights under
the Constitution of the United Stales, or which seeks to alter the
form of government of the Unlted States by unconstitutional means.

f. Intentional, unauthorized disclosure to any person of
security information or of other information, disclosure of which
is prohibited by law, or willful violation or disregard of security
regulations.

g. Performing or attempting to perform his duties, or
otherwise acting, so as to serve the interests of another govern-
nent in preference to the interests of the United States.

h. Refusal by the individual, upon the ground of consti-
tutionel privilege against self-incriminetlon, to testify before a
congressional comittice regarding charges of his alleged disloyslty
or other miscanduct.

5. Foreign Residence. In view of length of time and difficulty
involved in conducting investigations In foreign countries, no
persons who have spent long portions of their lives abroad should
be consldered for NSA employment or sssignmenl unless the Chiefl of
the interested Staff Division or Office provides written justifica-~
tion stating that no other person with the required qualifications
is availgble.

6. Evaluation and Declaration of Ineligibility for Clearance.
If, after careful evaluation of all the facts in a particular case,
doubt exists as to whebther the individual's employment or retention
under the foregoing Selection Standards and Criteria is clearly
consistent with interests of national security, the individual cone
cerned shell not be cleared for access to classified information.

T. Applicanis Disapproved for Hire ~ Reconsideration. When
the compelling operational need for the qualifications of an indiw
vidual, whose application for hire (either permanent, temporary,
contractor, consultant, or WAE, etc.) has been disapproved for
security reasons, is deemed sufficient to justify reconsideration,
the Chief of the Staff Division or Office concerned may resubmit
the spplication to the Chief, Security Division, accoampanied by
written Justification for reconsideration.

SECTION V - PERSONNEL CLEARANCE

1. Clearance Requiremenis for Access to COMINT i-formation.
Persons requiring access to COMINT information within the scope
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of i1his Agency's operation, or access to arcas in which such in-
formation is being collected, produced or prepared for dissemina-
tion, must have been cleared and indoctrinated for COMINT. Such
8 clearance and indoctrination estoblishes eligibility for access
to any category of COMINT the "need to know" requires. In this
category are all employees or military assignees, all consumers,
contractors, consultants, advisors and certain custodial person-
nel.

2. CGClenrance Requirements for Access to Classified non-
COMINT Information. Persons requiring access only to non-COMINT
clagslfied information in the conduct of ‘their business with
this Agency require clearance basecd on investigative requirements
and to a classification level commensurate with the classifica-
tion of the information to which they must have access. Employees
of NSA who are indoctrinated for COMINT also have cryptographic
and Top Secret clearance.

3. Pre-employment Security Check. The Chief, Security
Division, shall be furnished one copy of the "Statement of Personal
History," (DD Form 398), with NSA Supplement; one "Finger Print
Chart," (CSC Form 87); and four copies of "Security Investigation
Data for Sensitive Positions," (C3C Form 86). These forms shall
be completed with no omissions and all periods of time accounted
for. The Chief, Securlty Division, shall review these forms for
completeness and shall make an initial determination that the
individual meets selection standaxds.

'R Pre-employment National Agency Check for Sensitive
Position. The pre-employment National Agency Checks are conducted
by the Civil Service Commission on all civilian applicsnts for
government employment.

5. Pre-employment Sccurity Interview. A security interview
by qualified interviewers 1z required.

6. Background Investigations. The three military services
and such other components of the Federal Government as have admine-
istrative or statutory obligations for the conduct of personnel
securlity investigations mske the investigations required for the
clearance of NSA civilian employees. They also conduct the re-
dquired investigations of military assignees to this Agency and of
military consumer persomnnel, but at the request of the service con-
cerned and in accordance with the clesrance procedures of that
service, Civilian consumer personnel and certain custodisl person=-
nel are investigated in accordance with the recognized policles of
the agency, bureau or department concerned. Contractual personnel
are investigated in accordance with the regulations of the service

performing the procurement for NSA.
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7« Clearance of Military Assirnces and Civilian Assignees.
Subject to ithe Dareclor's review, btlic heads of olacr government de-
partments or agencies grant clecarances Lo military or civilian
personnel provided by them for NSA duty or aduinistrative support,
and whenever access {or lheir own personnel, civilian or military,
to classified informalion of I'SA is required.

8. Inlerim Clcarance. In response to corpelling operational
need, interim clearance may be grantede As tliis type oi clearance,
is given, is prior to the complelion of all clearance procedures, it
should be strictly limited to cases of compelling operatlional need.
Persons having an incterim clearance arc .indocirinated for and may
have access Lo all material availablc to persons having a final
clearances The pranling of this access hould also be limiled %o
compelling operational nced and each case should be handled on an
individual bagis. Persons having inlerim clecarances will wear a
distinctive badres This badce will have a diagonal while bar tiwough
a dark color field or a dia~onal blue bar tiroupgh a light color fields

9. Involuntary Scparationse Svch scparations from this Agency
on sccurity prounds saall be accomplished in accordance with the
provisions of Executive Order 10450, P. L. 733 and Civil Service Reg-
ulations. Whenever military personnel fail to mecel clearance stand=-
ards which results in denial or revocation of clearance for access to
this Agency's material, the Chief, !dlitary Personnel Iranch, shall
be advised immediately to take the nccessary action to return the
individual to his parcnt military services

10. Reinvestipation. Four jcars afler the date of last evalu-
ation, and i1i the necd ifor clearance still exdists, investigations
shall be reopcned to the extent necessary to bring them up to date
and to justify extension of clearance. For ihis purpose, a new
Statenent of Personal Jlislory must be obtained and reviewed by the
Chief, Sccurity Division, as required.

1ll, Clearance DNecords. The 1'SA Sccurity Division is the office
of record for clecarances granted I5A personnel and otiier persons
perforning services for I'SA.

SECTION VI - TRRSCIIEL SLCURTTY SURIDWVISICH

1. Ewployecs ol tie ational fecurity Arency, having access o
sensitive classified material, nave a rrine resionsibilily to sce
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that by their saclions Lhey do not expose their knowledge of this
material to persons who could or may use it to the detriment of the
United Stateg Security canmnot depend s8olely on rules and procedures

to sa=aure Lhat omployeces recognize thelr individusl responsibilitien.
Generslly, as in any work to be performed by an employee, supervision is
necesgary.

2. The initial responsibility for the security supervision of
employees of NSA is placed on the individual employee's lmmedlate
supervisor. The supexrvisor should be a constant reminder to the
people under his or her supervision, by example and instruction, of
security rules and good security practices. He should repori any
violation of personnel security coming to his attention.

3. Incidents or allegations affecling the clearance status of
any other employee should be directly and immediately referred to the
Chief, Security Division. No evalustion or investigation should be
made by the person reporting the information.

4. The overall responsibility for Lthe security supervision of
NSA personnel including any necessary counter~intelligence measures
is the responsibility of the Chief, Security Division, and all matters
relating to Personnel Security should be referred to him.

5. In carrying out his responsibility, the Chief, Security
Division, i8 responsible for maintaining llaison with other Federal
and local governmental counter-intelligence, investigative and law
enforcement agencies, All contacts with personnel of other agencies
on NSA security matters should be made through liaison as established.

G. In order ‘to assist in the proper supervision of NSA personnel,
the Chief, Security Divislon, shall organize and effectively use a
Security Education Program.

SECTION VII - SECURITY EDUCATION

1. Initial Orie...%lom.

a. During the new employee's processing (on his first day of
duty), a preliminary security briefing will be administered by Civilian
Persommel Branch, Personnel Division.

b. All military and civilian personnel entering on duty with
this Agency will read Title 18, Section 798, USC, and so certify by
completing NSA Form (1971 attached thereto, during initial processing
into the Agency. The Chief, Personnel Division, will forward the
signed certificates to the Chief, Security Division, for the file.
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2. Security ;rra.ining - NSA School.

a. Upon arrival of the new employee or assignee at the NSA
8chool and during the first week of his orientation period, hes will
receive instruction concerning his security responsibility as an NSA
employee, sound security practices to be observed, and regulations
governing his conduct while an employee of the National Security Agency.

b. Administration will be effected by the NSA School Staff.
3. Indoctrination.

a. Upon the granting of a clearance, all personnel will be
indoctrinated for COMINT and subscribe to an oath of secrecy. This
indoctrination shall include a discussion of the general mission of the
Agency, with emphasis on the need for sound security practices by the
individual employee, &n explansation as to some of the possible disastrous
results in cases of violations of security and a reading and explanation
of such public laws and directives as are applicable to employees of
this Agency.

b. Further briefing on the more sensitive phases of the
cryptologic endeavor shall be accomplished by the branch chief or other
supervisory officer when the individual reports to his duty assigmment
and will be administered on a need-to-know basis. This briefing shall
include an expleanation of the particular mission of the organizational
segment and its part in the general cryptologic effort of the National
Security Agency. Such indoctrination and briefing will entitle the
individual to access to Category I, II and III COMINT on a'need-to-know"
basis.

¢. Upon the assigmment of a cleared individual to an operationsal
element, NSA Form No. G1927 will be accomplished immediately by the
Chief of the Staff Division or Office concerned or his authorized repre-
sentative and forwarded to the Chief, Security Division.

k. Continuing Security Education.

a. To maintain a constant awarenest by the individual employee
or assignee of his security responsibility, a planned program of continuing
security education will be promulgated and administered by the Chief,
Security Division. Requests for talks, lectures or other types of special
gecurity education should be directed to the Chief, Security Division.

b. Eeginning 1 January 1955, all cleared civilian employees
and military personnel ssaigned to Staff Divisions and Offices will be
re-instructed snnually as of 1 January of cach calendar year on all
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phases of on-the~job security. This is the responsibility of the
Chiefs of the Staff Divisions or Offices concerned. A certificate
(RCS-276), to the effect that all assigned personnel have been
re-inatructed, will be sent to the Chief, Security Division, no
lster than 31 January of each calendar year.

¢. Chlefs of Staff Divisions and Offices are responsible
for insuring that all of their personnel understand the provisions
of Title 18, Section 798, USC, at ell times.

d. NSA persoanel who have been assigned to TDY or FCS
outside the continental limits of the United States will be briefed
concernlng their security responsibility prior to departure for
overseas areas.

e. The Chief, Security Division, shall be notified of the
employee's assignment by the Chief of the Staff Division or Office
concerned, at least ten days prior to the employee's date of
departure.

f. The Chief, Security Division, will prepare for publication
materisl econcerning security. This material will be disseminated {o
21l NSA personnel. Requests for this type material should be
directed to Chief, Security Diwision.

g, Visusl aids, heing an integral part of a security education
program, will be prepared and dissemipated on a regular program besis.

5. Debriefing.

a. Each person being separated from association with N3A
shall be debriefed.

b. 8Separation shall include, but not be limited to the
following:

(1) Permanent separation

(2) Temporary separation for 30 days or more due to:
(a) Personal foreign travel
(b) Illness

(¢) Maternity leave

(&) IWOP for any purpose
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(e) Rducational purposes including training under
Agency sponsorship

Any requests for exceptions to the debriefing requirement should be
addressed to the Chief, Security Division, by the Chief of the Staff
Division or Office involved.

c¢c. It shall be the responsibility of the Chiefs of the Staff
Divisions and Offices concerned to insure that each person being separated
from association report to the Chief, Security Division, for debriefing
prior to departure. Execution of a Debriefing Oath is a part of the
process,

d. The debriefing shall include & review of the punitive
laws concerning the unauthorized disclosure of classified security
information and the execution of a Debriefing Security Oath. The
debriefing shall also include an exit interview during which the
individual shall be cautioned to continue to report violations of
NSA security regulations which may come to his attention. In the
case of military personnel, & copy of the debriefing oath shall dbe
forwarded to the parent service whenever assigmment to duty with NSA
ceases.

SECTION VIII - SUPERVISION

Supervision for the implementation of the policiea established
herein is the responsibility of the Chief, Security Division.

BY COMMAND OF LIEUTERANT GENERAL CANINE:

D, M. ACNEW
Captain, US Navy
Acting Chief of Staff

OFFICIAL:

Colonel, AGC
Adjutant General
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