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HORTH ATLANTIC MILITARY COMMITTEE
COMITE MILITAIRE DE L'ATLANTIQUE NORD

Standing Group Groupe Permanent

SGM-201~-50
20 July 1950

MEMORANDUM FOR ALL MILITARY REPRESENTATIVES ACCREDITED
TO THE STANDING GROUP.

SUBJECT: Regulations Governing the Handling and Use
of Cryptographic Material Provided for the
Use of the North Atlantic Treaty Organisation,

1. The annexed regulations governing the handling and
use of cryptographlic material provided for the use of the
North Atlantic Treatv Organisation (which are supplementary
to the basic security agreement contained in DC 2/1) have
been approved by the Standing Group for transmission to
the nations signatory to the North Atlantie Treaty,

2. The concurrence of member nations in these regulations

is requested. -
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REGULATIONS GOVERNING THE HANDLING AND USE OF

CRYPLOGRAPHIC MATERIAL PROVIDED FOR THE USE OF
ITHE NORTH AT C_TREATY ORGANISATIO!

l. SCOPE
a. Cryptography is a basic and widely employed method

of protecting classified information transmitted by any
means susceptible to interception. It is of paramount
importance that the cryptographic material previded fer the
use of the North Atlantic Treaty 8rganisation be accerded

2 maximum degree of protection in all 1ts phases ef existence
and use in order to insure that no information may be gained
by unauthorilised persons through compromise of such crypto-
graphic material.

b. In arder to safeguard such oryptographic material,
1t 1s imperative that the rcgulations establishing the
protective measures to be afforded such material be stan-
dardized and rigidly observed, This document sets forth
the basic protective measures considered essential to the
proper safeguarding of such cryptographic material. The
measures outlined herein sre tp be considered as minimum
standards and may be elaborated upon as any of the signa-
teries of the North Atlantic Treaty Organisation may decm
necessary, desirable and practicable,

8. Two separate and distinct elements are embodied
in any crypto system

(1) The basic or unchanging element which may
consist of a principle, device, or machine.
(2) The specific element or variable key used in
conjunction with the basic element,
Crypto systems provided for the use of the North Atlantie
Treaty Organisatian will be designed in such a manner
that to a great degree their security depends upon safe-
guarding only the second of the two elements, but it 1s
alse esgsential to establish sreeial safegusrd feor the

srotection of the basie element.
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4. The measures which are outlined herein and which
apply te all items of eryptographic material llkely to be
provided for the use of the North Atlantic Treaty Organlsa-
tion, may be augmented from time to time with additional
requirements for particular items of cryptographic material

that may subsequently be provided.

2. AUTHORIZATION

2., No crypto system will be employed for North Atlantic
Treaty Organisation purposes unless i1t has been approved
by the Standing Group (Communications Electronics Coordina-
ting Section) or higher authority.

b. No crypto system apprévod for the use of the Horth
Atlantic Treaty Organisatien shnll be employed for any ether
purpose but that for which 1t has been provided without
express permlssion of the Standing Group (Communications
Electronics Ceordinating Section), When a crypte system
appraved for the use of the North Atlantic Treaty Organisa-
tion 1s employed for other purposes than that for which it
has bcen provided, such system will be safeguarded in
accordance with the provisions of these regulations or
such speclal regulations as may be issued by the Standing
Greup (Communications Electronic Cgordinating Section).

¢. Cryptographic prineliples, systems, ar material
provided for the use of the North Atlantie Treaty Organisa-
tion may not be reproduced or copied except with the priar
approval of the Standing Group (Communications Electronies
Coordinating Section).

d. Cryptographic material provided for the use of the
North Atlantic Treaty Organisation will not be issued to,
discussed with or shown te personnel or organlsations of
any nation which 1s nat a signatory of the Nerth Atlantie
Treaty Organisation witheut the prier approval ef the
Standing Group (Communications Electronics Coordineting
Seetion).
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3. DEFINITIONS

a. APPROVED CIRCUITS. Elcctrical means of signal
communication which have been approved by the Standing
Group (Communications Electronics Coordinating Section)
for the transmission in plain language of classified infor-
mation of a specified security classification,

b, COMPROMISE, The capture, ar recevery, by salvage,
theft, photography, or cryptanalytic solution of erypto-
graphic materials, plans, orders, and the like by un-
authorised persons, (Physical coempromise results when
it must be concluded th-~t, by reason of loss, theft, capture,
recovery by salvage, or unauthorlsed viewins, cryptographic
material has become available to unauthorised persons,
Cryptographic compromise results when 1t must be concluded
that, by reasons of cryptanelytic method applied to avail-
able communications, unauthorised persons may recover the
plain text of messages sent in the crypto system affected
or in a related system),

g. CLASS. Designations assigned to eryptographic
holder grouped accordingly to similarity of requirements.

d. COMMUNICATION SECURITY., The protection resulting
from all measures designed to deny to unauthorised persons
information of value which might be derived from a study
ef ecopmmunications.

€. CRYPTOCENTER. An cstablishnent maintenance for
the enerypting an?! decrypting of messages.

£, CRYPTOGRAPHIC MATERIAL. All cryptographic equip-
ment, instructions, and keying moterlals used in the
encryption and decryption of classified cormunications.

E. CRYPTO SYSTEM. The assoclated items of crypto-
graphic material which are used as a unit and whieh provide

a single means of encryption and decryption of communications.
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h. CRYPTO SECURITY., That component of comrmunication
security which results from the provision of technically
sound crypto systems and their proper use,

1. CRYPIO SECURITY OFFICER. The officer appointed
by the cormander of a headquarters or other equivalent
authority to represent the command or other equivalent
agency ih all naters relating to crypto security and the
physical security of cryptographic material,

3. CUSTODIAN. The officer who is charged with the
wctual custody, handling, and safeguarding of registered
documents issued and who is rcsponsible to the Cormanding
Officer or other equivnlent authority therefor.

k., EMERGENCY DESTRUCTION, The burning or destruction
to such an extent as to render unrecognizable and unusable
of cryptographic material when its capture is threatened,
to prevent its being of value to unauthorised persons.

1. LITERAL TEXT. The verbatim plain-text trans-
eription of encrypted text.

m. LONG TITLE. The descriptivc name assigned to
a document or deviece by the preparing agency.

ns Pz2RAPHRASE. To change the phraseology of a
message without changing its meaning.

o. PHYSICAL SECURITY, That component of communi-
cation security which results from 21l measures necessary
to safeguard classified communication equipment and material
from access thereto by unauthorised persons.

p. REGISTERED MaTTER. iny classifiodAmatter taken
on registered charge, and periodically accounted for,

9. BREGISTER NUMBER. A number assigned to registered

matter for accounting purposes.
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r. ROUTINE DESTRUCTION. Thc burning or otherwlse
rendering useless of obsolete or surplus cryptographic
material, as ordered by the offlice of issue.

S. SHORT TITLE. 4 short, identifying combination
of letters and/or numbers rssipned to a document or device
for purposes of brevity and/or security.

t. IR4NSMISSION SECURITY. That component of communi-
cat ion security which results from all mecasures designed
to protect transmissions from interception and/or traffic

analysis,

4, ALLOCATION, PREPARATION, DISTRIBUTION.

a, Allocatlon of cryptographic material will be
determined by the Standing Group (Communications Electroniecs
Coordinating Section) on the basis of requirements. To
this end, holders of consunable material such as books
of settings must notify the Standing Group (Cormmunications
Electronics Coordinnting Section) as rmuch in advance as
possible when replacements are required,

b. The printing, reproductinn nd storage of crypto-
graphlce material by the argency responsible for its prepar-
ation will be performed in 2 manner which will safeguard
the security of the information involved, Provision
will be made for the proper safeguarding and destruction
of notes, manuseripts, type, plates, stenclls, neratlves
and waste in a manner cormmensurate with the classification
of the material being prepared.

. Each item of cryptorraphic material will show
its elessification, short title, and register number.
Whenever possible, the long title, the office of orlgin,
effective date, duration of effectiveness and instructions
for accounting and ultimate disposal will be shown on the
item. (When this is not possible this information will be
published separately.)
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d. Distribution of cryptographic material to using
organisation will be as dircct as possible consistent
with efficlent and secure transmission of the material,
8. Cryptographic material will be securely packed
for transmission, whenever practicable, in a double
wrapping, with no indie~tion of the contents or theilr
classification on the outside wrapper. Packages containing
ceryptographic material will be covered by a recelnt system
during transmission.
f. Transmission of cryptographic material will be
by couriers officianllv designated as such by competent
authority, or by other approved means, When other approved
means are used 1t is the responsibility of the distributing
agency to assure 1tself that the merns so utilized are
wholly under the control of the nation(s) signatory to
the North .atlantic Treaty concerned and the material is
at no time subject to lnspection or censorship,
(1) If possible, persons officially designated
as courilers wlll not be assigned other dutles during
a courier trip and will deliver the cryptographic
material before assuming any other duties. They
will be instrueted by the transmitting arency in the
proper nethod of destroylng the material in an emer-
gency. The transnitting arency must be satisfied
that the courler realises the necessity for the con-~
stant safeguarding of the material entrusted to hinm,
(2) Cryptographie machlines (unless specifically
excepted by the Standlng Group (Cormunications Electro-
nilos Coordinating Section)) will be transmitted only
in the custody of an officially designated eourier
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irrespective of the type of transportation used and

will also be handled in accordance with speclal instruc-
tions applicable to the particular equlpment, except
that when cryptorraphic machines are being shipped
overseas they nay be unacconmpanied by & courier provided
that:

(2) They are shipped in a naval vessel of
one of the nations sipnatory to the North atlantie
Treaty, on chargze to the Captain,

(b) They are shipped in a merchant vessel of
one of the nations signatory to the North Atlantie
Treaty, in charge of the Captain (who must have
security clearance from the Shipping Government) and
in locked stowage, and

(e) They are delivered in either event to
the Captain by an officlially designated courier
and are cnllected from him by an officially designated
courler at the port where they are landed.

E. The distribution of eryptographic material will
be so arranged that each local dlistributing agency will
have one or rore reserve editions of each system avail-
able at all times, These reserve editions may be the
next regular editions, recelved in advance, or may %e
spare editions permanently kept in reserve and placed
in effect only upon proper notification,

h. Vhen registered cryptographic material is
transferred from one service or agency to annthcr, the
material will be incorporated in the accountine system
of the receliving service or agency, wlll be handled and
safeguarded in accordance with the security measures
of the recelving service or agency and with these
regulations, The classification of eryptographiec
material will not be changed.without the approval of
the originating authority.

REGTRIGTED .
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5. ACCOUNTING.

&. By the Standing Group (Communications Electronics

Coordinating gSection).

(1) The Standing Groeup (Communications Electronics Co-
ordinating Section) will maintain a central record of all
registered cryptographic material allocated in aceordance
with paragraph 4 a, above,

(2) To this end North Atlantic Treaty nations will
render to the Standing Group (Communications Electronias
Coordinating Sectlion) on 1 January and 1 July of each year
certificates showlng sliort titles and register numbers of:

(a) All registered cryptographic equipment still
held and the command or agency by which 1t 1s held.

(b) All registered consumable cryptographic equip-
ment (e.g. books of settings) destroyed during the past
six months.

(c) All other registered cryptograplkic equipment
destroyed (e.g. in an emergency) during tre past six
months.

By North atlantic Treaty Organization Nations.

(1) 1In each command or other equivazlent agency hold-

I

ing registered ceryptographie material the commander or
other equivalent auttority will appoint an officer to be
the sustodian of cryptographic material. The custodian
will be responsible for the proper safeguarding of, and
acecounting for all reglistered cryptographic material.

(2) Registered cryptogriphic material will not be
considered as ordin.ry property but will be accounted for
in a manner which will ensure that the material is belng
securely Landled, stored and safeguarded at all times.
The accounting system will provide for the maintenance of

a complete record of each item of cryptographic material

RESERFCTED-
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by requiring the following:
(a) Notification of initial receipt of each item.
(b) Reports of inventory checks at least once
every six months, and invariably on transfer to the
charge of another Commanding Officer or other equive
alent authority and/or custodian.
(c) Reports of transfer between individual cus-
todians or organizations.
(d) Reports of destruction (routine and emergency)
Provided that these basic requirements are established, the account-
ing processes will be as prescribed by the individual services or

other equivalent agencies.

6. STORAGE.
a. Registered cryptographic material will be stored in

three combination safes or thelr equivalent.* OQOtrerwise ttre

meterial must be kept constantly under armed guard, Tre
storage space containing registered cryptographic material
will be kept locked when not undar the supervision of author-
ized petrsonnel,

b. As far as practicable, keyingz materials will not be
stored 1n the same safe as the instructions or devices to which
they apply. This restriction does not apply to 2 veult used
exclusively for the storage of registered cryptograplrie
materials.

c. Wrere, owing to its size a cypher machine cannot be
stored in a safe when not in use, the basic or unchenging
element (see paragrapk 1 ¢ (1) above) must be locked up or
covered over and safeguarded against inspcction by unauthorized
persons.

d. Eech command or other equivalent agency will maintain
current records showing tre short title, register numbers and
dates of storage or withdrawal of all registercd cryptograplhic

material in storage or removed from storage by use or issue.

* As defined in the Basic Security Agree-
ment for the North Atlantic Treaty
Organization,

-9-
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7. DU N. DERS OR OTHER
EQUIVALENT AUTHORITY AND CUSTODIANS.

a. In each command or other equivalent agency holding
cryptographic mterial, the commander or other equivalent
authority will be responsible for all measures necessary to
ensure crypto security and physical security of cryptograplic
material. The commander or other equivalent authority will,
in accordance with the regulations of the several services or
other equivalent agencles, appoint an officer to supervise
cryptographic operations. This officer 1s called the "erypto
security officer" and may also be appointed as custodian of
oryptographic material.

b. All personnel engaged in cryptographic activities must
be consclous of the need for, and cognizant of, the means of
achieving maximum communication securlity. Continuous and
effective security is possible only if each individual makes
a determincd effort to maintain the highest standards of pro-

cedure and operating techniques.

8. SECURITY OF INSTALLATION.
a. To provide maximum security the following wlll be

observed in all installations:

(1) The crypto center will be established in a secure
portion of the command or other equivalent agency, and not
in an isolated location,

(2) 1If practicable the crypto center will be sound
proof.,

(3) 1If practicable fireproof safes and cabinets wall
be used.

(4) Windows will be non-~-transparent unless thcy are
protected by shutters, blinds, louvres, or blackout curtains.

(5) At no time will unauthorized persons be permitted
acecess to or an opportunity to view the cryptographiec

material in the erypto center.
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(6) Normally the crypto center will be locked at

21l taimes,

b. The following will be observed 2t all shore installa-

tions and as far as possible on shipboard installations. .

9.

(1) Trec entrance will be constructed so that persons
seeking admittance may be i1dentified without permitting
access to, or 1 view of, the interlor of the crypto center.

(2) A notice that the crypto center 1ls a restricted
ares will be displayed outside tre door but the nature of
the operations within will not be indicated.

(3) Tre windows of the crypto center will normally
be barred ond protected by wire mesh to prevent papers

blowing away.

QUALIFICATIONS OF PERSONNEL.

a. Normally military personnel will be assigned to perform

ceryptographic duties. Before such personnel are so assigned

their loyzlty, reliability and trustworthiness will be ccn-

firmed by the commanding officer or other cppropriate authority.

b. Civilian personnel may be selected to perform crypto-

graphic duties, Before being so assigned they will be inves-

tigated in order to establish their trustwortlkiness, integrity,

and loyalty.

¢. No person will be assigned to cryptogrophic duties by

any of the several services or other equlvailent cgencles if

such individual 1s not a citizen or subject of the nation con-

cerned, or a citizen or subject of a nation wkich is a signatory

of the North Atlantie Treaty.

d. No person will be permitted to use cryptographie

material unless he has been earefully instructed and ithoroughly

tested for efficiency in the procedure pertinent to the par=~

ticular material.

—RESTIRICTEED-
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€. Should any person assigned to perform cryptographic
dutlies be subsequently found to be unreliable, untrustworthy
or disloyal, he should be immediately removed from such dutles
and the fact reported as grounds for suspecting compromise

(see paragraph 10 below).

10. AEPOLTS OF COMPHOMISA

a. The loss of suspected compromise of =any cryptographic
matsrinl, device or publication will be reported by the most
expeditious means at h=nd to the Theater (Depnrtment, Force,
Independent Cormmand) Cormander or other equivalent authority
and the Service Head or other equivalent suthority concerned
who will inform the Standing Group (Communications Electronics
Coordinating Section). The Theater (Department, Force, Inde-
pendent Command) Cormander or other equivalent authority may
order discontinuance of the use of the compromise-suspectcd
materiel, device or public-~tion within his own cormand or other
equivalent agency pending action by the Standing Group (Com-
munications Jlectronics Coordinrcting JSectaion).

b. 4#hen the circumstences of » conpromise warrant such
action proper authority will dircct each cormander or other
cquivalent authorlity to review all mnessagcs cnerypted 2t his
headquarters or other equlvalent agency in the conpromiscd
system, take such ~ction as he decems neccssary nnd report to
the ncxt higher headquarters or ethcr equivalent agency any
conpromise of information involving nojor opcrations, strategie
intelligence or significant military plans.

¢. In all cases of corprorisc 1 thorough investigation
will be made into the clrcumstances., The report of thils
investigation will be forwnrded to the Service Hend or other
equivalent authority concerned, who will inform the wtanding

Group (Comrmunications Electronics Coordinating Section),

-12-
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11, ROUTINE AND #MIRGENCY DESTIUCTION.

a. outine Destruction.
(1) Prior to destroying any cryptographic material,

each item will be thoroughly checked to
ascertalin that only the material which should be
destroyed is includcd.

(2) Cryptographic documents will be destroyed by
being burnt by authorized personnel or effectively
pulped under authorized supervision when directed.

b. Precautionary Destruction.

Precautlionary destruction to reduce the probability of

capture or other physical compromise, nay be undertsken by a
local commander or other equivalent authority upon his own
initiative or upon instructions received from higher authority.
Such destruction will normally not include currcnt or first
reserve systems and will be acconplished as far as possible in
advance of an anticlipated eniergency.

¢. Bmergency Destruction.

(1) A plan will be adopted to ensure effective
destruction of cryptographic matcrial under
énergency conditions., The specific steps taken
will depend in each instance upon the conditions
prevalling in the particular arer and the likell-
hood of capture or loss.

(1) The plan will provide for sufficient offi-
cer and other personnel, ineluding
altermnates, to carry out the expeditious
destruction of cryptographic material at
any time,

(b) The plen will assign responsibilities by
watches or duties rather than by nane.

(¢) Frequent drills will be held to test the
plan,
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(2) The following is the priority in which encrgency
destruction of cryptographic material should be
carried out:-

(2) Roters, cipher key lists
(b) Cinher machines and associ~ted materi=l
(c) Other cryptographic raterizl.

(3) Cryptogr=phic material which is of highcst priority
on the destruction list should bc marked or stored
in a clearly distinctive manner to ensure

expeditious destruction.

12. TRANSMISSION SECURITY.

a. The regulations governing transmission of communica-
tion via electrical means are contained in other publications,

b. Classificd messages will not be transmitted in plain
language by electrical reans except over circuits approved by
the Standing Group (Cormmunications Electronics Coordination
Section) for the classification(s) concerned or in emcrgencies
under procedures established by the individual services or other

equivalent authorities.




