INTRODUCTION

This series of "problems" is the outgrowth of & highly informal
discussion of "phenomena" presented to & recent gathering of certain
technical personnel of operations, &t which time passing reference was
made to historical solutions, citing certain properties which bad
to be noted before further snslysis was fruitful.

The idea occurred that perhaps & series of example (in which one
does not have to reconstruct entire messages of plain test, etc.) would
serve as a useful adjunct to the ordinary crypt courses., It is realized
that the ground upon which the author is tresding 1s far from firm
~= opinions as to what one might -be expected to observe and consider
"phenomenal" differ! Also, hindesight-often blinds one to the fact
that even so~called obvious properties sre often obscured in a person's
zeal to tackle such s problem from all sngles at once, With so many
things to look for, 1t is surprising that so often the weak link is
spotted relatively quicklys

It 1s my feeling, however, that as an over-all indication of a
person's ability to react quickly to cryptogrephic stimmli, these problems
might be an interesting challenge to those who are desirous of testing
thelr perceptive Jjudgement, at the same time offering a chance for
learning a few of the countless properties which have been encountered in
the past. As experience is probably the biggest factor.in success with
these (along with cryptenslytic imagination) the stolyte is at a serious
digedventage, but on the other hand has the opportunity for greater
rewards as far as gaining information and explanation is concermed.

For the benefit of the aforementioned acolyte, it might be worth
outlining some of the possible approaches and "things to look for".

Some properties are obvious (usually properties of identify, rather
than relationship). If a message uses only 10 letters of the 20,
one can hardly help but notice the fact on simple inspection! If every
fourth digit of text is a 1, 2, or 3, it might take a few more glances
to notice, f

Many properties are latent however - in keeping with the lews of
physics one muet put some effort into the operation to produce a
"ph " regult. This manipulstion might involve more complex
establishment of identify (umususl frequencies, heavy vowel content, etc,)
or else an establishwent of relationship between individual positions or’
groups (by subtraction, comparison, sequential relstionship, positional
relationship, etec.). Oné must be familinr with established procedures
and technical vocebulary, such as differéncing (major and minor), delta
effects (borizontal or vertical), isomorphs, sumechecking, sliding cribs,
and the like. No attempt is herein made to clear up any questions which
grise in regard to teclmiques, and it is assumed that smswers to such
questions are readily available elsewhere, It is felt that in ‘the process
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of doing thege problems, certain techniques now unfasmiliar to soms
individuals, will becoms clesv., Certain statistical measurements such
as the I.C., (Index of Coincidence) should becoms familiar tools, for
example, Cyclic properties = either of identity or relationship O
that show up only when a given interval or width is considered; are
obvieusly not to be iguorad.

Appended to the collection of problems is a brief discussion of
the basic principles involved in each, often with refererce to the
actusl system upon which the problem is based. The origlinal historical
problem has sometimes been -digstorted almost beyond recognition in an
sttempt at simplification- e~ the general principle has been the gozl
rather thax specific application, and no pratense iz made that one
coald learn sbout the sctusml historical problem (German keyword, for
example) by reading the sppended remarks, It is hoped that lster a
wore complete bibliography would enable the reader to follow up on any
point to get the true facts of the case rather then & smattering of
concepts, but it is felt that such an attempt is beyond the scope of
this presentation,

One further caution =- the reader should rot spead an undue amount
of time pounding on auy glven problem, If a "reaction™ is not forth-
coming after & relatively short time (messured in minutes rather than
hours) oae could best profit by accepting the comments made in the
gppendix, and turning to the next problem, {it is to be hoped, with one
more memory cell alerted for possible reocccurrence some time some place
of the sams phenomera).
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PROBLEM I
Following are common groups of a certaln code:
2912
o7k

6635

175
2h62

9313 °

It 18 suspected that some time offset juxtapostion of the following cipher
repregsents an overlap. Cen you confirm this suspicion, sfter an examinstion of
the code and cipher?

A [0&73 9615 2807 113%F 2886 T130 5520 0106 T022 8349 34Th ete.

B /3202 7736 3988 5217 0514 8261 L4917 8372 3036 8971 L4502 ete.

PROBLEM 2

Is there anything in the following list of cipher begimnnings, sorted
by date, which is phenomenal?

e (1) (2) (3) (1) ~(5)
ookl 02178 91380 55079 65503
77365 20k17 89103 75319  T7168
34051 61239 76219 20132 52587
16737 54188 10116 17083 34198
41070 7503k 86705 40930 02930
02918 91725 59741 62622 09164
63152 83132 30247 60030 76293
k9052 4ho68 45088 98967  T3108
34701 65539 23553 8911
81098 91227 TO3h2 48138 k0333
27763 61982 72847
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PROBLEM 3

What do the following beginnings of message suggest?

ABURZ DAXYB GOQON OOWKF
BSKTT IMACL CRSOB DUXZM
IMIXH DDORC LESPD RKIST
00SGS WZDEA OLPUV XMPSH
ASEST CILGSK NHHUR XINGZ
DNCUA HFRET ACOCO PLIQO
QFTAU FUQPT DSPAO WPYUA
KRJIJ BEFSE AANVX QAWCR
HSIKU IIRVF OATIQE VISTG
MAGMK OGVTJ CROBS YJZXH
BPSVV JCGAED NDHXP EMZKY
EDHSS MIDIU INEDT RUVQL
BGDVY ADHWC FaMDQ CAIWF
DHLEBIL TBGHU ONF'OF RNAVM
EPRNA NKCXJ ERFRX SOERX
EAMAC ZYPBV QKBFR UBWDN
FQCTA WINRJ GKEFR UBWDN
FQCTA WINRT PIAEG APCOE
INOCAN AOQHS

PROBLEM &4

What explanstions are possible for the menifestations of the
following cipher:

2193 4709 2690 1919 2703 8193 LTL3 6232 T8Y0 6623 T703
PROBLEM 5
Can you detest any property of the followings
19273 62019 09821 31988
PROBLEM 6
-Country X is thought to be using a double-additive system, involving
an 8~letter keyword which somehow designates two starting points in a
series of additive lines; both additive streams sre added to the plain
code to obtain cipher. In testing possible cribs (with a recovered code)
when the following crib is run against the cipher, certain evidence about
the hypothesis of double additive is obtained.
Crib: OOL36 02145 00107

To be tested all Jjuxtapositions. (1st. group of plain egainst
1st. group, 2nd. group 3rd. etc of cipher),

Message: ABROAERRO 1927h 24983 72109 01h7h 88583 20363 651538 71002
ala
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PROBLEM 7

What is the peculiarity of the following portion of cipher text, and
what might it imply? ’

PUKFH TCFGU OLZDX CBZAR: JOEZB NWZAO
PROBLEM 8
Backgrounds

This country’s main system seemingly involved one-time usage of
1literal key (or unique sebtings of machine encipherment ). Indicators
seen to be first groups, as in the past, these groups were patternized
and progressive, e.g., AABBC, AABBE, etc.

New series of messages ghows no repeats of letters within first groups,
and no continuity from message to message, e.g. XRBDA, LOARQ, etc.

Eventually one remsage (%) of key was noted - two message with first
group identical. The I. C, of thege two messages; when compared , was
approximately 1.8.

In the process of analysis, differences (on a normal alphabet) were
taken vertically {message B subtracted from message A) with the following
tabulation of ocecurence.

0123 4%:56 78 9 19 11 1213 1471516 17.(181,19'720 21
'2613.19'11 161523151818 19 17 16 11 12 11 19 17 18 10 15 16

22 23 24 25
15 10 15 1

- . P— P -

Can you detect and explain the property which instilled sufficient
confidence to emable the reading of the depth?

PROBLEM 9

As & separate problem to the preceding, the following key was recovered
by reading ‘the overlap mentioned; and the property tentatively established
that each line of 25 letters of key consisted of 25 unique values of the
26 possible.

CAPHOFNBKGMDQYSEI TXVRIUZW
JESDRECTEPTHRR QFTZAWGMOVN
RMCDTJOBUNFAKAZI:, - €L,

On the basis of cribg the following additional key looked reasonsble,
Can you predict any subsequent key?

Form 781.C13§ _’PG'P__S_E_G_R_ET__GKNOE_




RBKNYEMCLZAGASIVHEWQITPUOF
HLJGTNR

MOGNBPCQEZEDYTKYXWIVSUTREF
XE

PROBLEM 10

What kind of system does the following case of two cipher beginnings
suggest?

/38961250758329117125709848673
/38961791870989183768029741611
FROBIEM 11

Following is a list of first four and last four digraphs of a series
of messages, sorted on first digraph. (Evidence has been noted that the
systen is probably & book-type literal key used to encipher digraphs from
8 basic chart page, and row-column coordinates of the starting and ending
points are probably indicated.) Is anything apparent which might initiate
solution of the indicator system?

AB KL, OR AH,,.S55 XA IX CF

AB CR BA ZI...KP.AB 08 OI
AB OF CL IW,,,TP ER VO ID
AB XM HI TG...EX YQ DC AQ
AB 7I BX IS...YQ AC RZ OK
AC PA FR OB...VP AA EF MB
AC RL 7 AK...AB OV CJ BB
AC TD NN IF...TJ ZX AH TW
AC 17 TB MB...QV AC MA ST
AC CN DG CH...XT AB KZ RD
AD ER RS NU...KZ GI KV 8K
AD NO EL VP...OF ER DN NT
AD OV ML EE...NG AD OV IE
PROBLEM 12

A certain system with plenty of traffic, has a type of indicator which
ig probably not going to yleld to ordinary analysis, however, certain
depths (?) seem to imply reuse of key, probebly from & key book. Can you
note anything about the following two messages, seemingly in depth, which
would suggest an obvicus method of attash on the entire system?

éogn 6428 1097 6819 2281 2908 k376 ete.
0013 6428 0322 0734k 7365 2008 9281 ete,

ah.a
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PROBLEM 13

Three isologs (same plain code, different additive) are suspected in
the following cases., Is there sny property which would ensblé you to
make a conjecture sbout the type of underliying additive?

1685 69919 301k 032k 02849
36852 L8787 31638 68223 02848
5807k 36686 53850 8okli5 91738

43351 18111 71353 96670
ko127 06090 69232 9h650
85570 32333 58121 05761

Country X has been using one-iime additive on S=digit code.
Additive pads were serially numbered (different series on each link).
Pads have 48 groups op each page, with pad nmumber preceding each block
of 48 groups. Thus, the first group of a me=ssage might be 0001, the
50th 0002, the 99th 0003, etc.

QwpPr QWi

A'body of traffic showed us such sequence of indicators yet unrelsted
h-digit numbers were intersperced at the proper intervals. The following
is a 1ist of pad (?) numbers as they sppesred in order of usage within L
separate links, giving the groups immediately following each h-digit number.

idnk A Link B Link C Link D
Ene, Cipher Ene, Cipher Enco Cipher Ene. Cipher

Pad ogsé Fad Pad

TT72 32179 33 ko713 5572  h59h5 6298  5TT6k
2873 28103 5342 33101 8016 83L5h 3779 44851
3331 53520 3166 75919 957 o6 o2k 879
3139 55684 T732 52818 0130 120192 8zi8 37657
6849 71902 6993 98358 9804 58217 1079 75692
2660 20729 5906 38061 380k 17280 8082 39320
31k2 55900 3813 81282 5136 91305 2860 60553
3878 61199 5619 30260 1759 36429 6203 575808
3149 55991 0503 47036 ok93 27516 2726 14641

7603 10955 6936 98938 880k 82270

hohk 98337
7580 17048
aha
ZOP-SHCRET
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PROBLEM 15

The following key represents the first 4 groups on several one-=time
It is suspected that some #imple device was used to print

pad pages.

successive pages, but the order of generation has been shuffled, However,
collateral informstion implies the first two pads listed happen to have
been generated segquently. :

ok39
4337
Lo

610L
3396
T761
5652
0955
9971
6711
7180
1076
1755
9688
3203
2622
8128
6580
3782
y725
8311
216
5466
6097
9849

PROBLEM 16

9305
T9k2
28 7827
2187
6932
5770
0163
9710
1998
2760
5129
8ko2
866k
1623
6886
L5313
3559
9257
6653
T61k
3960
ko0
0398
2035
1801

1237
5896
5103
L6h3

9981
TT705
TOST
TO5T
2071 6Th2
0365
9722
1hk25
861
kois
oThh
3871
3952
8900

2149
7628
6680
160k
2388
5322
6455
Thil
9061
4896
8539

N
5638
0753
9674
1732
2690
5559
8342
819k
1113
6927
k279
3269
9819
6163
T173
3770
k798
0932
b= I
1086

The following is suspected to be the zamz plain text of two messages
enciphered by a simple 5-wheel Hegelin device (non-overlspped). Is
snything apparent which engbles the reconstruction of at least one portieon
of the machine’s set-up?

(1) BSDFF IMTUO RYAWQ ERJTF HJRVS OSPXQ VUGKS BPTNB OQVMB
(2) BSDFG XMTTA FYMKC TAXAM QSVIF VVFVE CEDXC JUSYE BPHZP

PROBLEM 17

SCDSs
SCDS

YRRB
ICIC

Form 781.C138

This I8 a megeage and & resend sent the next day,

cQsd
CQRJ

PFLY
MDAY

FPXRH
IXDG

T.BPD
MYOD

NECT
MHFK

KOYK
KEYJ

INED
INCI

UWBF
UWCH

SBFM TBJS WIBY YIOU PKMD QRDS MCDJF QCTIU HIFP
SCSN MCHQ WBCH YEKUO OKNI QSDT STAT GQPAT GFQM

GFIS EROP BQKI IPKB DDIO KNPP SDIR KHRH PESS
FJES CSBL: CQJH KQIC TRMP JMLQ SAAS IJSG INCR

o
-FOP-SECRET—
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TIRL
RKTR

PQsSS
IRSR

DVPB
AVIC

ATIBQ
OHCQ

PROBLEM 18

What type of system does the following message suggest, and how far can

HRCC RPSS PCJH IIWA RCQC FSIC KHQC CIQK BIHK BFNC SQLI

~FoP-SRoRET-

QAGY

JSBD SMRQ IPKG HFWB SBQP HERD LJQB DMQJ IFHL CSAP SQAF REBFY

BLEX
CAMX

you go in deciphering?

PROBLEM 19

of illustration.)

EBKDV
ERGKX
BTZKM

ZIJEX

CGJIKN

AVYTK
GRKXB

OVYGC
YVZDI
VEGCK

VCHMK
VPARK

KOMVP BFEKXV

VOEIX CNVFES
BFVCE IKNVJ

What are the properties of the following modified exsmple of certain
pages of additive? (The éize of the page has been reduced for purpose

PROBLEM 20

nzv,

The following represents a typical page of key used by country
How would you desgcribe the property which appesrs?

PROBLEM 21

there 18 one point between successive colums through which off-set
do not pass a8 hits.

Form 781.C13S

00849
34165
22017
38496
ToTTH
23015
56162
83598

12593
31521
23371
64855
60802
(=
96048
ko978

kh620
34298
73817
o629
59631
15782
87065
30159

35201 96070
58736 12184

TOUO8 39721

87589 84165
06965 03452
3102k 58967
267kl 98603
21439 k42537

1k792 81h69 57035 o02k79 58147

36925 1hk703 92580 57036 25703 ete.

In the following series of cipher begimnings it will be noted that

exts
not (They may pick up again as continuations oFf 51::‘3.
What simple explanation is there for this?



HQWTZVITGGNIYNNOE
OAZHQWTZVJHUUNIUL
XHQWTZVITGLYIYNNO
ZHGWTZHGWTNIINLXX

TROBLEM 22

The following cipher count suggest in general what type of enciphere-
ment (assuming underlying plain-text rather than code)?

ik

NHHI<4QHORONOREHNRUHE QAR R QW >
vhoovFaqvookoavowrbauwiosm

PROBLEM 23

The beginnings of a large ‘body of traffic, when examined showed certain
letters to have a very low frequency in certain columns, Thus, in the
first columm; B ; N and X were either absent or low; in the second columm

A and U 3 in the third X, ¥, and Q3 in the fourth B and Y; in the fifth
BE; in the gixth R and S. What type &f system does this suggest?

=8
-FCP-GRERET—
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PROBLEM 2k

In & long cipher messsge & significant repeat showad up, beginning
at the 103rd, and S5h5th, positions. In addition, & signigicant isormorph
was observed beginning with the 16th, and 101ist. positions. Although
meny explanations are loosely "possible™, what specific ides might you
be inclined to pursue?

PROBLEM 25

A certain country has been known to use a 2-part code of four diglt
groups, enciphered with book additive, Indicators in the past have listed-
which book (of 3 or 5), 2-digit page, and row and colwm coordinates; e.go,
Book 1, Page 53, Row 6, Columm L, This starting point might be indicated -
by two U-digit groups of various patterns, using the extra digits as checks,
by either sumechecking or by repetition. Thus, Book, Page Units, Page Tens,
and the sum of these three digits (abbreviated as BPPS) would be 1539 in
the above example, and the row-colums, checked by repetition, would be 646k,
This plain indicator (1539 646h) might be enciphered in various ways, often
by means of & separate chart of 100 S8-digit additives, The contirel for
this additive (i.e., which of the 100 indicator additives were used) might
be hidden in the message, or actually dependent upon fixed positions of
cipher; for example, the first 2 digits of the hth group might be used as
such a control. Even the group count as transmitted might bz used as part
of the contrcl, The enciphered indicator might appsar in various pre-
arranged places for given pericd. Oceasionally a cheek on the ending point
might also be made by inserting a second indicator towards the end of the
nesgzage, The problem given involves a consistent method of enciphering withe
in a homogensous period. (Sorted en first group.)

6238 ko058 5312 {last three) 4301 1750 1007

oW75 0953 2936 1811 9317 6022
1418 8561 0393 1799 1390 2808
2387 6216 2906 0811 1218 2880
” 2h22 5959 T178 5338 1703 3124
3757 3345 9021 2487 8430 T103
3956 k166 1268 3625 6643 LL65
k703 920k 9317 503k 1709 8130
5223 2468 1117 1919 k731 1529
6790 8686 ©OTT8 9h78 6023 9289
T631 9921 L4487 0676 T1T3 9877
9217 3326 2308 ho31 2802 5466
9502 2235 5518 2518 . 9513 3346
9598 8517 2417 1108 2062 TOTO
9=
—TOP SECRET-
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PROBLEM 26 ) - e
This problem is related to Problem 25, with the same country and

general type of indicator involved. In logging messages, & clerk "~ s
noticed certain peculiar behavior of cipher digits. What phenomenon
of these groups ?the first 4 of each message can you detect, and how

far can you go in recovering cértain elements?

922 0661 9L99 1200
2715 Lask 1272 TiSh
hi3k L4931 6600 2277
4139 L4953 9898 5881
0021 5156 T705 3324
Looo Thok 8988 9755
1900 T795 1531 9835
2001 243k 1116 5687
0590 5330 6644 : G006
8216 6756 SL9O 1230
3178 Th72 9280 9667
k920 Oh23 5659 0713
3521 T340 Lhok 3205
673% 3240 3209 2370
ki72 ©O450 9925 Lli62
2817 6173 2306 2569
0059 8656 5201 0202
0769 3031 T736 1367
1691 957h 4431 bhe2
1800 %337 0991 0349
3018 T9T2 6837 1975
5067 0501 OTO7 T979
6172 372h 2306 2569
5253 7209 Tiohk 3812
6486 6450 3108 3576
3576 14336 7833 9600
5343 3662 1167 1902
6h2lk 03h0 1482 4593
3335 4572 5829 4771
2001 2434 6837 1975
3281 5633 5891 5285
7102 6092 ©h80 6167

2022

9980 h2oh>a 8622 083k

9120 0110 8892 1196

7202 3958 ThO8 4327

9215 6373 3410 6813

8833 341k 8864 8791

8396 6ok 8123 1625

896k 1731 2826 k315 K
9907 6754 1477 4533

4050 0932 8811 8799

2001 2h3h 2222 6655

0053 5947 Ti26 3815

oGl 59 oko8 1227

h5ho Lho3 T823 9625-

mmas — L OP-SECRET CANOE




PROBLEM 27

It is suspected that the following two messages were enciphered
on the same page of additive, and might overlap at some point. Can
you prove 1he case?

A, 8276 €498 66290 308L 7416 8811 3905 k578 5083 6283 1706
B, 2287 2538 9092 6255 2830 6558 5015 0685 LT10 9210 8863

PROBLEM 28
_ The following ciphers were received s few days apart,
A, RRFPC IGEOE NENSR TFYGOC OPOGS RANSD NEPEA MERTS TSDIM EOALE
COORU OEEFI EIMAL KRNXX
B, RUORC OPOFY GTSDT MEOAL ANSDN EPPCI GIMAE EFIEG SRIKR NRTSI
EAMEE OEHEC OORRF EHNSR
PROBLEM 29
Indicator evidence not shown implies the following messages start
at the same point inan additive book. Can you detect and explain a
property which should yield a quick relative solution?
A. 90219 22043 20690 14802 22127 92817 ete.
B, 67436 94200 97816 23356 96Th6 14372 ete.
C. 06916 507h2 13709 55906 01235 83969 etc.
D. 90216 61488 26699 16994k 22122 L3083 ete,
E. 29114k 62823 34679 83123 94020 43206 ete.
PROBIEM 30
A machine cipher is being employed which necegsitates knowing the
getting of 10 wheels, of length 15, 15, 15, 15, 10, 10, 17, 19, 21 and 23
regspectively, The first and last few groups are likely candidates for
disguising the indicator., Can you recvover the entire indicating system
on the following messages, the first of which has been read and definitely

fixes the first four wheels (each length 15) at the 3rd, 5th, lst and 8th
setting point, respectively?

Form 781.C13§ %_P_S_EC RE T C HG_E




First 3 Groups Iest 3 groups
DARFQ MECDQ OSHHU BREDB TWIQT APRTT
BBCDS MNWMQP JRIES KYOIU IIRTL AMATF
CFAED CVUFY OINHS WOIKT RGQWPT RGDGS
DSRXD BOGEN QQOUB JWIIN TCKVI IBBIM
XEBAC ERVRW ISHHC | ATKDT VILJR PKOKO
EOGRQ MEWIX DFJIK NVTUC PNIKF AFOEV
ACORA QXQPS FPPFVB IISGE WRNKW IVIFC
RFQXB BWWIL LIVRD HGXVW KQIVL LOOEX
QMEEF BACFD XVSLL VYREQ IAJIQ IWRQT
SDZSO GBATF NNVEW TXWTT CIVCH TINLQ
FEMVQ FSUEY JOSSN CIHOP GQUAGI QCDPS
MEXQS SWDSG VICOJ TORXJ APVIC COICB '
HAXCM ONTDQ TAGKB INZNY JWVRA NMBTI
GCGDEQ AECHC ISHIN XBUAT BBTPI WPRJR
VRVAQ MBERB KSIWW BYBYE GKGWI ALIKL
FROBIEM 31

Following are three messages suspected to be enciphered at some point
on the same page of additive (not necessarily level starting). Can they
be made into a depth?
8978 9813 8802 2h11 1387 4809 TO9R 183k T73§ Y7013 Lo83 8188 2846 ete,
2001 2846 3986 8019 3468 6013 T738 L4081 6613 2879 893k 8199 3768 ete,

7768 0124 4879 0811 k036 8739 3681 6911 T083 3681 8224k 2571 T698 ete,

rd

———

rmmess —OPSEGRET-CANOE




FROBLEM 32

Following are several megsages sent on one day:
1. YGMKX EESDF GBKOD GAWZD UTMIK etc.
2, FDHECS NEGPB NVDSZ HZJDE AWDJL ete,
3, ARZDZ HMKWB DIEHI CJNDE AWZFV SMKOL ete.
h, QBNVE SZIYK EEBMF UDKHW DDIAL etc.
A message on a different day begdn:

PXDAN RUJUV XSADV YUAYO VWZRQ etc.
PROBLEM 33

Following are three ingsomorphs in a fractionating system. Without
spending any great deal of time attempting to reconstruct the elements,
can you give a reasonable hypothesis aszs to the manner in which the
cipher differs? (The next problem offers an opportunity for more
complete reconstruction.

EAXGCZKTADRSMNZIES

XYCULKHEYBNRFPKEXR

DXBAMLIWXROQPGINDQ
PROBLEM 3% -

In a system similar to the sbove, it will be noted that the three
isologs are not isomorphic, However, the messages should enable you
t0 recover certalin of the enciphering elements,

1. ANCHK RACSY IHCJP HUECQ RXMIC OVUSL IFZON

2, ALQUD RZIFY EIKBY IHRTO EJLUG HPQSE QRVOL

3. ECJYH ZTOAK IYNOP HZEPM (QQIP NQZSK TURJC

nl36

Form 781-C135 _'Ile_P_S_EC H T C HG_E




REF_ID:A59039 :

PROBLEM 35 :

The following are known to be enclphered indlcabors. Theoretically,
they should show a 3-digit line mumber (the starting point of sdditive)
checked in some way. Is there any property which’ would yield to solution
of the indiecators and possible overlapping?

2037 3201
2065 3245
2005 L565
h7hé  Th58
1253 1969
Lo88 6h2h
0189 0297
3752 5896
sh7h 8602
0791 1243

PROBIEM 36

The following isologlc begintings imply what type of encipherment?
(In your reasoning, you will probably determine the actual plain text),

SEOGVIQKKAOCX
ZIMHTLVRGHRYT
WRNHSPPGMFXAW
TGOEZHQGLZWWV
XJONTIJRHFARUY
VMGKUHNEJHQYZ
SHMJWMUENGQVR
RMFJREUCMYQAX

;11;.:
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FROBLEM 37
What can you say sbout the followlng groupst
CVBNM GFDSA MZXCV ERTYU |,
IASDFF XCVBN BVCXZ RTYUI
KIASD
PROBLEM 38
Following is the begimiing of a message, and a resend the 1\1ext day.
A property cen be noted and with sufflicient background on a particular
phase of commnications an even more specific phenomena can be explained.
A, EBQEU5 DEQEK 8DASS
) 8FUXY WUJTU EFQBK
B, OQ7IG DTPBC V349
8FIMY WURHI ENPOC

e15¢=
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COMMENTS ON FOREGOING FROBLEMS PL 86-36/50 USC 3605
EO 3.3 (h) (2)

PROBLEM I

PROBIEM 2

One of the more zommon methcods of indicatér encipherment involves
the subtraction of one group from another, In this case the second group
subtracted from the fourth in sequent masssges ylelds the interesting
geries,

53901
35902
69903
63905
75906
79907

At first blush it might sppear that the last three digits of this
difference iIn themselves fova the only startling phenomema, and perhaps
iwply the sterting point or psd name of successive encipherments, How=
ever, the progression of the first two digits when noted and analyzed,
shows that the two digit date must be subitracted from the fourth group
(with ¢ ) before the second group is spplied (without cerrying)
‘o form a wniform series,

-hth Group Ith Group Less 2nd Group Iidicstor
date
55079 54079 02178 52901
75319 - 72319 20417 52902
20132 13132 61239 52903 etc.
&16a
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PROBLEM 3

This is typical of the specialized problems which are obvious to
those experienced in certain phases of the work, snd not necessarily
neaningful to otherez., The limitations of the first six colums are
such that there -is a point in the alphabet beyond which no cipher -
letter sppears -- in the first columm this "ghsence” area is R to Z,
in the second colum T to Z; etec, From the positive viewpoint, the -
higest letter used in these colums iz Q, S, U, W, ¥, (and Z) respective-
1y, In terms of numbers, the limitations 17, 19, 21, 23, 25 and 26
would suggest Hagelin indieators to anyone who has been exposed to the
machine,

PROBLEM &

PROBIEM 5

A simple example of a FIBONACCI series, (this type of key might
be used by an agent for example, who can remember a short stretch of
key and generate a mich longer series from it), in this case, the first
and second digits are summed to createthe eighth, the second and third

, to create the ninth, etc, ) /

=17=

PL 86-36/50 USC 3605e
EO 3.3(h) (2)
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A more complex Fibonaccl series might be:
12955263499114723990

Can you analyze it?

In actual cases, such Fibonacci u'sage a8 has been determined has
been oftentimes mich more complex; sometimes the user will go through’
several steps of combination of different series, using a final version
vhich exhibits no properties, yet is based on two or more series
(unused) which do have properties. PL 86-36/50 USC 3605
0 3.3(h) (2
PROBLEM 6 EQ 3.3 (2)

P
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BL 86-36/50 USC 3605
PROBLEM 8

EO- 3:3(h) (2)

PROBLEM 9

PROBLEM 10

The difference between the two ciphers given is:
000005599884400344678 ete.
Those experienced with conventions of plain mmbers in some
wonome=dimome systems would spot this typical difference =« in many

such systems the number "1" is indicated in plain as a double digit
‘"11"5 "2" a8 "22", ete, (Some systems use a triple check - 111, 222,
ete,

NSA Form 781-C135 1 Jul 52
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" When & number in one message fzlls over a nunmber in a message in
a.ep’ch, the difference is characteristic. Of course, by itself, this
will not "reed” the depth -~ other tools are necessary for ultimate’
solution, but an understanding of the basic problem may be obtained,

PROBLEM 11

This is a simplified example of the indicator usage of the Ja.pa.nese
Military Attache system used esrly in the war,

The critical messagss to note are:

AB CR (BA) (Z1)... (XP
AB ZL imcg §J33, iYQ.;
i ov Gmy (eE)n. (u0)

AB CS §01)
AC RZ (OK)
AB XZ gmng
AD OV (IE
Among the congiderations would be the possibility that s disgraphic
page designation is msde at the beginning of the message (with possibly
a different disgrsph being used &s & control) and also that the ending
point of key is checked by an indieator similarly enciphered by a
different control, pleced at the end of the message. Perhaps row and
colum coordingtes are included in the indicator as well.

Thus the AD OV - AD OV might imply & message ended on the same
page as it began, and the conitrol happened by chance to be’ the same
diagraph. (Which is control and which cipher remasins to be seen). The
AB R - AB CS occurrence might lead to the hypothesis that here the
ending was on a consecutive page from the beginning, the control being
AB and the enciphered pages CR and CS. This might imply normal alphabets
were used to encipher the pasge designation. If the chain AB ZI, - AC RZ,
AC CN - AB K7 is checked the following relative solution might be obtained.
(Only "page"™ encipherment can be thus quickly confimed- if the indicator
is "PP RC" the row-column digraph will probebly "come out in the wash".)

Control AB Control AC
Key AA Key 80
Starting Page X Ending Page YK
Cipher ZL Cipher RZ
Control AC Control AB
Key . 80 Key AA
Sterting Page JY Ending Page JY
Cipher CN Cipher X7
=121-




-

(It is of course apprecieted that ZL from RZ gives the same difference
as K7 from CN).

In the actual system involved, the soluticn of indicator enabled the
complete reading of the system (which involved an underlying digraphic
code chart) and, more important the solution of the simple version using
normal alphabets enabled the more complex solution of subsequent periods
using mixed components which by themsgelves could have offered great

obstacles.

The importance of continuity, end getting into the simpler versions
before they become impossibly complex, cannot be over-emphasized.

PROBLEM 12

PROBLEM 13

PL 86-36/50 USC 3605
EO 3.3(h) (2)




PL 86-36/50 USC 3605
EO 3.3(h) (2) .
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PROBLEM 1%

PROBLEM 15

sah-m

PL 86-36/50 USC 3605
EO 3.3(h) (2)
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It will be noted that the relationship between the first digits’
of the first two groups listed is constant == 0 t0 9, 1 to 8, 2 %o
h, etc. This is a decimation of the asctual sequence used on each
wheel, Knowing the first two keys are in sequent order, the true
sequence 1528043976 is obtained even more simply, The resder can
certainly work out the rules of mdtion from this point.

PROBLEM 16

- PL 86-36/50 USC 3605
PROBLEM 17 EO f.3(h) (2)

This problem is not too simple to s2nalyze. Possibly few readers
will spot the cycle of 5, but (discounting the first few letters,
identicAlly enciphered before a mistake caused the shifting of one
message relationship) there is a completaly isomorphic representztlon
of 5 alphabets here,

Thus, starting with the 9th letter, indexing the lower message
in terms of the upper, on a cycle of 5 zwith a minimmm of garbles)
ghows:

vorrem s 1w S OP-SEGRET-CANOE-




Upper

Beat ABCDEFGHIJKLMNOPQRSTUVWXYZ
1l CDRM HF ENA LQST w X
2 CPIN HM LMD EQRTSBU WX
3 BCT H JAKLR PMQDS O Y .
L ¢C A DFG HJL 0QSR T Y
5 OLBD S GHJKA M CQRUVW X

If one takes the trouble to solve these messages (as a 5 wide
polyalphsbetic substitution) one will note that the same 5 alphabets
are used in each, but one of them ?dropped a stitch'!. Many tricks can
be .ysed in recovery, as one quickly gets the impression that the sequences
are 'based on keywords (accounting for the largely undisturbed relationships
in certain parts of the alphabet).

EO 3.3(h) (2)
PROBIEM 18 PL 86-36/50 USC 3605

This is based on a German |system, which used a dictionary
code, sending page and line nunber o e desired word (using a standard
pocket dictionary). Instead of sending figures, however, the letters
DURCHWALKE: were substituted for 1 = 0 , with N used as a separator
between page and line and between successive combinations. Unnecessary

digits were omitted (page 1 line 1 sent NDNDN, for example).

In the problem given, instead of using a keyword (with only 11 letters
sppearing in the text) the maker has used a simple substitution with variants ,
so that “each digit can be por'brayed by two or three letters at different
times. The use of the variants is not random, however. One notes that
every few letters either 2 V or K is present == with never more than
three intervening letters.

Also the order KVKVKVE is almost invariable. If these two letters
are the separators, an eleven-wide box is suggested, and a lucky guess as
to "the’ opder ('based on the 11-22 relationship of K to V) would pay off.
AL rggrst, 'bhe limitations afforded by the fact that not all digits appear
as beginning page or line numbers would lead to a partial solution.

PROBLEM 19
The property to be noted here is one of distribution -=-~ within the
first groups (the left hand column of 5-digit additive) there are exactly

four 0Ots, four 1's, four 2's, ete. The same property holds for each of
the other four columns.

.
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PROBLEM 20

PROBLEM 21

This illustrates an extended monoalphsbetic substitution, wherein
the key is constant for 10 letters, then changes to a different key.
Within these stretches everything is monoalphsbetic, so off-set hits
occur, but disappear when the *border' is reached and reappear only
after both off-sets get into the same "territory' again. The irregular
interval between partial hits (WIZVJTGLNIYN and WTZEQWINIYN) is an
example of a very simple thing which can be temporarily perplexing
when one knows the overall messages do not involve either monoalphabetic
or single~position Cyclic keys.

EL 86-36/50 USC 3605
E\o 3.3(h) (2)
PROBLEM 22

This is based on the properties of the original Japa.nese mach:.nes
(Red) which preceded Purple, wherein vowels were substituted for vowels,
and consonants for consonants (through a rather complex substitution
process). The result at first.blush bears a resemblance to transpos:Ltlon,
but the flatness of course precludes such a theory. ‘

PROBLEM 23

Those familiar with Enigma might be expected to quickly spot the
word NUMBER as a cliche, due to the non-crashing features of such:
reciprocal systems s where a letter can not be enciphered as itsélf.
Overall counts of such traffic (which includes certain strip systems
as well as machines) should show a reverse curve of the normal frequency
= expectations of plain text -~ E would be low in the cipher, for :mstance.

PROBLEM 2L
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EO 3.3(h) (2)
PL 86-36/50 USC 3605
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PROBLEM 28 S
This will probably be quickly spotted as a literal transposition,.
but perhsps not all readers will as quickly notice the properties
which make solution simple. With the exception of a few letters
(which differ between the messages, and imply a different word appear=-
ing within the two versions) the first message can be broken into
segments of 3 or & letters, each segmznt then being matched w;‘i_.th an
identical segment in the second message. Assumifig almost identicel ~
text, but different colvmm as trensposition keys, the plain is easily
Tecoverable,
PL 86-36/50 USC 3605
EO-3.3(h) (2)
PROBLEM 29

¥
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Eo 3.3(h) (2)
(Notice 9021 - 9220 and 6743 - 69h) FL 86-36/50 USC 3605

FROBLEM 32

First of all, this example must be studied on the cut of h-]ettér
groups.

Consider:
KODG
JNEG

EHIC JNDH

PL 86-36/50 USC 3605
EO 3.3(h) (2)
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Note thet there is a close relationship (never more than 2 letters removed)
between these messages at this point. Other such relationships show no
evidence of additive, as "hits" and "near misses" come at all points (but
atay on the beat of U). It is seen that relstionships fall into classes
of 2 and 3 letters at a time in alphabetical order, and the clusters are:

A-C, G-I, J-L, M-0, P-R, ST, UV, WX, and YZ
If one assumes such a conversion table (with variants)as:

012 etc.
ADG
BEH
CFI

The texts begin:

1. 9243 8016 1120 etec.
2. 1120 3h12
3. 0591 92i3
k., s50b7 1692

One can solve the next days message on ‘the square

012 ete,
RUX
svY
™WZ

which ylelds:
9243 8016 1120 ete.

PROBILEM 33

In order for the true isomorphs to show through, there should be
either a constant method of enciphering the elements of fractionation
(i.e. the substitution on rows and/or colums would be constant, but
differenl between messages) or, if constantly changing (a8 by rumning
keys, moving commtators, etcos the keys or motion mist be the same
(or isomorphic in the case of keys). In other words, different
settings plus different motion of at least one commmtator would probably
not cause true isomorphism, but different settings and the same motion
might. Disregarding plain text &nd frequency relationships, no motion
and the same motion are indistingushable intheir cipher isomorphic
phenomensa,. With enough data, a relative square could be obtained in
the type of problem given if rows are constant and colummns are
isomorphic, or vice versa.

One could also build up a distorted type of square if, without
being identical, the rows and/or columns are slides of each other
(12345 as coordinates of one message going to 23451 in the other).
Random igomorphism on both sides simulteneously (12345 equivalent to
15243, for example) would be much more difficult to untangle.

=3l
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It is seen on the problem given that all 3 messages cannot be
treated simultaneously as being constant on the same element; for the
chains built up would be too large. (X,C,L,E,D,M,F,P etc would all
have to be in the seme row or colummn!) However, indexing and chaining
the relationships of messages 1 to 2, 1 to 3, and 2 to 3 ylelds:

-2 1-3 2-3
CXLIE ROED XY¥YD
AY XAGBN RQCB
U PMC UA
KZH VAR IXM
DB KIW HI
NPRS 5Q ON
™ EW
FPG

This implies that CXLIE might all be on the same row, or the

' seme column, or perhaps diagonally related if the coordinates are
slide between messages. By the same token XAGBN, and independently
RQCB are related in some fashion. A square can be made which will
satisfy &ll these conditions. However, if we are fortunate enough
to have a simple slide of coordinates (or identy) in 21l cases of, &
much simpler solution is possible. In such a case, going back to the
messeges, E is next to X, X is next to C, C is next to L, ete. (Or
at worst the relationships are on en adjacent diagonal).

In this ca.se,'we must be careful how we associate the letters,
chaining them exactly:

IEXCL EDRO XD
AY NGAXB CERQ
aU CMP vA
ZKH ZL, KIM
DB KIW HT
SRNP 8Q EW
MF NO
FEG

The square falls into place almost automatically now. PL 86-36/50 USC 3605
5.3.3(h) (2
PROBLEM 34 5033 2)
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PROBLEM 38

PROBLEM 36

Readers of Jules Verne will recognizé this simple polyalphabetic
- cipher, using digital key -~ only 10 possible ciphers for any plain
letter, of course. The lowest form (counting on & normal alphabet)
in each column should represent plain plus O or 1 usually, and the
cliche stands out like the proverbial sore thumb.

PL 86-36/50 USC 3605
EO 3.3(h) (2)
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