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COMINT -=«~ HARD FACTS IN THE COLD WAR

by J.A.Meyer

Rapid communicatlons are the nervous system of the
modern super-state, connecting a strong central control
with wldespread agencles and outposts. Traditionally
these communications are sent in code or cipher to protect
the information they carry. In the politics of competing
natlons, the timely analysls and exploitation of weaknesses
in these vital communications is an important facet of
statecraft.

7

"Gentlemen do not read other people's mall", sald

Henry L. Stimson, then Secretary of State; as he closed down
the secrst cryptanalytic gsection of the State Dapartment. The
time was 1928, and Stinmson, as the new Secretary, was bsing
gently introduced to the inner workings of the. Departmsnt,
howsver, the exlstence of the cryptanalytic section which
"had been decoding secret foreign'diplomatic messages from
World War I onwards, had been so carefully concealed that
each new Secreftary of State usually learned of it only after

he was in offica.1

A9 G

A political euphoria and revitlsion toward war and intrigue
following World War I made the position of the cryptanalytic
.section sémewhat insecure. Successive Secretaries of State

regarded this espionage function with varled reaetions ranging
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from shock and dieebproval, or feelings of moral confllict at
trying to pry into the state secrets of bqgﬁher nations while
publiely ﬁ?@ﬁ?Z@iﬁé good will --~ to businesslike rationelization
of this as & necceseary diplomatic function.z "

Stimson did not rationalize. He took direct action,
dlsolved the section, Eixradxihexzazpkax and fired the people,
a purge intended to restore honor to international poliplcef
As a result, the head cryptanalyst H.O0.Yardley, sesing the
work of more than a Qecade suddenly term;nated. wrote_a book,
"The Black Chamber", in which he revealed meny incidents of the
World War I code breaking in whlch he had taken .part, and in the
later part of the book, described 1n-clinical detall the action .
of the section during the Naval Diaermeﬁent confereeee of 1922,
in which the U.S. and Japenssse éovernments had negotiated Japanese
naval tonnage. To authenticate hie nerrative, Yardley included
verbatim decipherments of the messages passed between Tokyo and

Embessy
the #aXugakism 1in Washington, with a runnlng commentary on the
way the_American etateemen, knowing the instructions and terme.
of reference of the Japanese delegatlon —— bargalined sharpiy to
reduce the Japanese fleet to the smallest size Tokyo would stand
for. Thls Naval Conference was heiled as & great diplomatic
success for the U.8. ' '

Yardley's book, published in 1929, was so convinecing that
the Japanese government , in an enraged protest, expanded thelr

naval power, Jjustifying thie as & moral right after the way the

"-'./

unscrupulous American governmentAﬁﬁd tricked them._Cryptanalyeis,
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the art of code breaking, suddenly grew in the public and

polit;cal mind from a distasteful and somewhat sneaky habit,
not mentioned in the best circles, to é dangeroud political
wéaponJ-- which might booherangif

The ethical and political repercuséions of reading other
people's mail had occurred earlier, in England, during World
War I, when Capt. R. Hall, Director of Naval Intelligence for
the Admiralty, interceptsd correaﬁonﬂence frdm German agents in
Britain which was being sqnt to contacts in neutral countries
through His Majesty's mails. Interfering with the mail was 1il=
legel, so Hall, acting largalj on his own authority, set up a
mail reading sectioh, and insulated this'activity ffom other
branches of the government., . '

When his unofficial tampér;ns was discovered, Hall was
threatened with trial and prisén; bﬁt he aréued.the practical
urgency of the actlon, and the function was 1ega11zed.‘5

"Even earlier, in 18__, a secret ﬁritiSh oréanization
known as the Offlce of the Decypherer, a code breaking section

of s wae subjected to publicity; and abandonned as

the scapegozt 1ln an era of publicized political Ldealism.q

Al Cryptanalyeis went underground in the U.S. after the
Stimson incident. The U.S.Army Signal Corps had a small section
which kept ths torch burning during the 1930's, but the existence
of this group was not made known through all branches of the
government. Signal Gorps cryptanalysis produced the vital "Magic"
intelligence of 1941.7 In 1940 Stimson, as Secretary of War, had
to authorlze ths expansion of the Signal Corps effort, which he
did with mixed feelings. '

=F:‘if\"lz'e’c.a.pping is another method of 1ntercépt1ng messages,
publiclzed but not approved.
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S ~ Stimeon's action then was Just"a) repeat of Tan earlier
? |0 Lo N -
Pattern; the secret function begun to meet an emergency and
continued to assist the state in its policles, was condemmned
as a gesfure of good falth. The political repercussions of
Yardley's book were eye opening - , but the 1deal persisted-—-=-
world peace must bs sought in mutual trust and respect between
. g .
natlons, not cynical and ruthless opportunism.-Politlcs or not,

there are soms things that gentlemen do not do.?
The Ethlcs of Informal Esplionage

This curious distaste for reality idlustrated above derives
from the supposition that foreign affairs are carrled out by
businessmen and gentlemen, and that theigéntlsman/f.oeﬁé, which
forbids cheating, can be applied. In .practical terms this means
that espiongge and aggressivs matﬁods;of géttiﬁg intelligsnce arse
bad form, whereas many activities quite like espionage are legal
and approved, and the 1nf6rmation they sgpply may be used wlth
clear eonscienceﬂ In fact, there 1s no-diéhotomous séperation
betwesn diplomacy and intelligencse, théhrules for'both are inexact

and blurred by outlook.-

¥ vVon Papen: "What do you think the Britieh would do if one
of our people made them a com?arable of fer?"
Moyzisch: "I think they'd undoubtedly accept 1t, sir. In
time of war no natlion could afford to turn down such a proposition.
In peacetime 1t would probably be better diplometic business to do
the gentlemanly thing and inform the British Ambassador rather than
get involved with stolen documents. But in time of war, sir... %

. + Even the use of codes and ciphers for normal diplomatic
communications has been regarded with disfavor.9 One of the im-
'portant advantages of diplomatic recognition of the USSR by the

N U.8. and Canada, was the authorizatlon of coded messages.no

o

.
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‘.rogation of pristners, and planting sples 1n the-enemy campsa—«

- Gathering information on forelgn countries 1s alﬁgight as long as the

'Iﬁ the business world the use of agent. 1ntelligence is a time honored

" than military end political detalls are the target,. but the analogy
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Intelliéence.is an institution as olad ee politics and war.
It consists of knowing as much as possible about the opponent,
his hablts, resources and'intentiops, a reesdnable'aim in war,
politics, pueinese or pereonal'affeirs.'fpe conyentional forme
are agent 1ntelligence, information gathered by end from people,
which in earliest times’ took the form of scouting parties, 1nter-

and communications intelligence ( shortened by usage to- ggg;g& )
which, after the 1nvention of eisnallins and uriting, 1nvolved
‘interception and reading of messages.: '

The gentlemanly view of suoh activitiescd is that they violate
the rules of the game, and while a military organization might,

as a wartime necceasity , haetily indulge in some of these prac=

tlces, no statesman would condone and support them during peacetime.

the methods are eboéeﬁboard, slmply a matter of beins well informed,
but esplionage, pilfering eecret 1nformation, and most especially
peekins at other people 8 correspondence are definitely cheating.

. Actually, there 1s an element of ssif deception in this.

cuetbm whiegh has provoked the concept "Gompany Gonfidential" to.
POAL

shield new developmente, anehmede company 1oye1ty an 1mportant

item of reputation, Marketins and technical information, rather
W}\K\Aﬁ-—ﬂ

perslsts. )
An executive.in afhighly competltive 1ndpetry would consider

it of paramount importance to bse well ;nformed about the activities
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and plans of hils competitors,_not,only from puﬁlished sourcss,
but also from carefully sifted gossip and anecdotea gathered in
neutral situationskfgié the golf course, cocktail bar, an&h;ﬁiJ.L
ional conferen03$ .
While +the executlve might not actually send sples to work

Tor the opponents, corporatlon wives ﬁ?;wafusaful link3 and pro-
fessiopal friendshlips can of;en be uged.for-discreet trading of
information.. The rewards for- the agents afe:indiréceﬁigifts,-invitn'
atlons ‘and political favor, all skillfully disguilsed. For A really
:1mportant inforﬁation, the exs&utive_may attempp the master coup:
of bribing a key man to defect from a rival organization to his
own, and he hisht rationallize thls polite subversion'by the arsumént
_that. the competitlon wes trying at least as hard. .

' This type of espionsge 1is "gafa“', it is done informally
and face to face, 1t is hard to trace and eaéy to dény, and the
competitor, even if he knows what 1s going on, can never make
a case of 1t, or force the 1ssus. However, a delliberate act of
‘agsression, such a reiding’ the competitor B 1ocked files, or
tﬁpping\hie phops, or slitting open his mail is rather a different
" story, and besides the 1llegality and risk of discovery, .the .
executive, no matter how ruthless and singléminded he is in trying
to advance  his organizgtion and his ownlﬁoaitién, might, aéide

from the risk, consider this a contemptible way of doing business.™

* 1933 Jacob Sterngluss, former GB chlef in Afghanistan,
came to the U.8. as an officlal of ‘the Russian Red Cross..Hls speclic
Job consisted of organizing the theft of mall from the mailboxes
of certaln individuals. He arranged contacts with minor employses
of Western Union, Commercial Cables,. and RCA, with a view to inter- "
cepting telegrame, cables, -and radlograms in which he was interestead.

-
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So the folkway 1s established,-the ethlcs of business and
personal life, which'accept informal ‘espionage and apparently
recoil at formal esplonage as an invasion of brivacy, are pro=

Jected into the alms aend practioss of foreign_politics.*
Honor Among Nations

The statesman ma& prefer to'avoid_fofmal esplonage for
practical as wsll as 'morsl reasons. Politics and the behavior of
compsting nations is infinitely more complicated than bueiness
or games, there is more at staks, and it 1s harder to dstermine
whether & country is winning or losing since there 1s no simpls
scorecard or account ledgar to consult. The most important lngred=-
ient for analysis of a politlcal situation 1s informatlon, plsntﬁful,

timely , and correct. Ignorance on any point is a dangerous weaknsss,

¥ Formal esplonage 1s within the rules in compsetitive sports,
particularly football, where the rules were altered pragmatically
to legallze existing systems of esplonage. Scouting games 1s rec-
ognized as a fair method of sstherins information, but taking
movies of the games, except on the home fleld, 1s disallowed.
Pumping squad members for information about injurles is not de
rigeur, although it 1s done. Remarkably, the style of play in
football has changed as a result of communications intelligsence.
Thirty years ago the offensive team normally lined up at scrimmags,
and the quarterback called off a string of numbers which defined
the play, and the startlng slgnel. Shrewd defensive players were
able, howsver, to "break" the system, and toward the end of the
game the defense could recognlize the play, and shift to meset the
attack. Surprise was eliminated and the offense bogged down.
Systems of encipherment were too cumbsrsome to use on the field,
so the "huddle", originally derided as "ring around the rosy", was
desveloped to simplify and protect the communioations.

Diagnosing the play from the signals was not "cheating" s, 1t

was "heads up football", because victory wae highly prized. 13
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since national policy depende upon what the government believes,
AREXEEIYAXEEFURXEH
and nalve scruples about methods of getting information may
prove costly fetishes. ' . _
- However, quite a lot of information can-be-gctten'thrcugh
informal channels, without the exertiou and_aniiety of extralegal
activities. Formal-espionage; buying informaticn,_eetting up
epy rings, brieing-defectcre, intercepting mall and readiﬁg _
secret communications---4 these activitiee ere outside'the rules,
outslde the law, and dietasteful to a good statesman, beslildes
vhivh they -are expensive and hazardous. '

Information which is for sale mmEk may be highly priced,
and 1t must be verified before it can be believed. A spy ring
ie exceedingly difficult to organiZe.gYears mey be required to screen
and select peopls whc have- the rare qualities that mlght enable
them to function in an espionage system: A, Foote, in his '
"Handboek ror Spies , dlscusses.in .detaill the elaborats and thorough
work required to, eet up and opsrate a single ring in one country.
The administration of the system 1is difficult once 1t 1is in
'operation, the finencins is exceedingly tricky since individual
agents may have to- dispcse of large amounts of cash without
':deteiled accountins, and 1t 1s difficult to check ths loyalties
of all agents sincde they must ﬁlend into the system they are
trying to penetrater' Security is e_constant threat, and a few
leaks, or some bad luck may disable a network that has taken
years 'to.ccnetructEsWheuia spy_ring is unrauelled, a diplomatic

rift is certain, no matter how many reassuring liee:are told-—w~-
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tbus even 1if fhe esplonage system falls completely, the state-
sman cannot wash his hands of 1t:quide from the ﬁisgraca of
being Eaught, the project will be regarded as a flop at home.

On the other hand, the information gotten through approved
éhannels may be incomﬁlete. One nation may éheat energetlically
while the other acts "by the rules". Then comes a day of reckoning
when & shocked nation 1s presented with some convincing evidence
which 1t must act on, diplomatliec rift or no.*

Igor Gouzenko, the Russlan code clerk who chose thse West in
1945, provided just such é bitter lassoh.by hils revelatlons about
Russlan esplonage in Canada. From 1941 onmérds, the Sovie; had been
considered and treeted as an ally and-“friend}y“,power, and-
altercations in eastern Europe were played down on the premise
that wartime cooperation sﬁill exlsted and mﬁsf be preserved.
Belatedly , the Russlan intentlons and organizatlon exposed and
documented, we began -our new role in the uninterrupted idsslogical
ware. _ |

Gouzenko's defection and the chill that folidwed it did not
alienate Russla from the West. Thelr polic& was already formed
and in operation, the West was simply blind to it, partly by
dellibsrate optimisﬁ,.and partly through lack of information.

The facts about the Red spy network were not avallatle through
normsl channels for obvious reasons. Except for Gouzenko's def-
ection, the net might have spread and functioned, unrecognized,

whlle the West forced themselves to recurring declarations of

sincserity, friendship, and high principls. The rules of peace
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had changed, the stakes:wérq-difﬁerent,-nbt coexlstence but
+ .

conquest, therefore both sides ﬁa& to ﬁlay ﬁifferenfly.
A post mortem 1m§11catioq of the episode is that, while .
Gouzenko'sﬂdefection was a phenomenal'etréke of 1nck, ir thé
West.had_beeh intepfested in Russian comint, and had_cdntiﬁuqusly,
through.the war-and afterwards, hammered at the Russisn’codes and
read some of the“measages éhaﬁ Gouzenko was sending, we might
have known about the espionéga ring before his defection--«- or-
even better, might; from comint, have been able to 869 the-Rﬁssian
Plan in itg formativé periéd, and dons sbmething to dlsable Xkx
"thé net and thwart the Red desigh before it had matured.
Gouzenko's defection:sﬁélled the end of a boom period of
80v1ét tntnit£ esplonags, unfortunafely too late to prement the
transfer of much of the vital astomlc information and material that
enabled the USSR i&'bu11Q'1ta own A-bombs, and the true nature of
Sovletn alllance was exposed too late to enable interference ;n
the anneiation of eastern furopet‘Tﬁe history and effgct of Red
esﬁionage and- poii@ies could be different today~~~-for the xkam

' - pns %
sa of a successful cryptanalytic effort.
7‘ 88ke of ¢ °

- *’|It was -symptomatic of the political climate of the time

_ that Mr. King ( Canadlan Prime Minister) not only refussd to
deal with Gouzenko and hils papers but recommended that the young
cipher clerk return to his embassy. "I thought he should be tola,"
Mr. King raported later to the House of GQommons, "to go back to
the embassy with the papers he had in his possession...What I
felt most important was to see that nothing should be done which
would cause the. Russlan Embassy to believe that Canade had the
least suspicion of anything which was taking place thers..." :

Gouzenko did not follow the advice of the prime minister.3?

. ¥ 1t was not considered gentleménly to spy on allies while
there were Germans and Japanese to be_spieﬂ on. .
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The Amerioao Tourist .

The U.S. , in .considering a policy of formal esploange, is
lmmedletely confronted with a serious fundamentel problem. Toe
Soviet is walled off from the rest of the world by its security

. system. Much -asent intelligence must, take-plece in borﬂering
satellite or neutrel countriee in ths orient, near eest, and
BEurope. For a diverse problem like thie, the backbons of a good
_agent eystem is a eupply of peopls whoioan blend. into & target
country, and, like a piekpocket, work.undeteoted and without
drawing attentlon. This implies suitable. phyeical :appearance,
perfect command of the language and dialect, experience and
savolr falre Iin adapting to the country, knowledge of minutae-
of local politics and hietory, the ability to play a role, and

a rare quality of mind that makes ah "agent“'eeee.plue unqueetioop
aole loyalty.* Unfortunately, native born ggefioans_who fil1
thle blll . are rather rare. Many 9ﬁerloepe with.euitable forelgn
backgrounds, travel ahd_.eduoatioﬁfwere barred from secret work
by eecufity 'policiee which exclude .people with forelgn back=
sroﬁnoe. Forelgn natlonals cen be hired for this work, but the
eeouritj broolem is very sensitive. The average eduoeteﬁ.ggerioan,
with proper 1ntellectue1 and loyalty qualifications, has an
unmistakeable stamp to hls epeech and pereonality which perman=
ently diequalifiee him for this kind of work.1i

~

N\

\\

'\' + Spy rings seldom - euoceea for -long, prinoipally because
-they must operate in the opponent s territory. Arrests, defections,
gnd disintegration of painfully constructed nets are the norm,
an nce the counter esplonage agents ldentify a spy, survelllancs
and Tnterrogatlone can be used km not only to unravel the chain of
people, but elso to establish what kind of information, and how
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: 23 :
much, has been passed over to the enemy. By way of contrast,
comint actlvitles may be persupd for decades without the target
country ever being certain of how far its communications channels
have been penetrated.s? '

* During World War 1II, American spies, - after completing
thelr training in the U.S., were frequently rejected by the
British SAB at Pemberly, as unsuitable.zs

In addition, merely in coordinating the information
gathered from any sources, an intimsate knowledge.of European,
mideasiern and sastern hilstory and. pﬁlitics and-personaliéies
1s required to makse '1ntellisence out of:a complex of uncertaln
and incomplete detaila:‘However, sophisticated and tﬁqreugh
understanding of history and intsrnational- polities is not in
fashlon 1ﬁ our technological spcie£j. A predominant numbéf of good
minds go into the exact sclences, and business, and other markét-
able channels, and coﬁsiderins our recent - emergence as a major
factor in international affairs, and thé _10pg éxpenience of our
allies and opponents, 1t may be some tiha before we develop
a Weltagzg&runs wbichl wil} enable us to meeﬁ the competitlion
in thes; A fields .

By comparison, we are much better equipped for communications
intslligence, because of our téchnology. Comint begins with in-
tercepting signals and messages. Radlp slgnals can be 1ntegcepted
by putting a receiving station in the right placs, and having
an operator copy down the méasagas. Sending station;, ships, planes
‘'and submarines can be located by coordinating information from
several recelving stations. A thorough intercept system requires

a vast outlay of equipment, and a large organlization of psople to
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-

opsrate, maintain and administrate the functién, but meny of
the equipmente and skllls needed are availafle in our electronics
: industry.

The signals and megeages, after they are intercepted anad
copled down, are sent to central organizations for analysis,
where theyﬂ are sorted into appropriate classeé, according to
sender, receiver,'ahﬁ other characteristics. Wherg possiblse,
individual messages are read and trnnslatad."

The work of "resding" the messages often involves "bresking"
a codse or cipher system, and this 1is the most difficult and
'uncertain part of the entire comint effort, "and tha most l
cruclal. However, the task of gathering the 1nformation, the
intercept phase, 1s much simplser an§ safer than "the correspon&ing
process 1ln agsnt 1nteli15enceT-Tﬁe "intercept'bperétof need know
nothing about the 1angﬁage or habits of the country he is monlitoring,
his job 1s specialized and can be quickly ;edrped; The analyst
who tries to "break" the ﬁessage need not play the role of a
forelgn national,_cryptanalyéis 1s an exact écience, all be 1t an
uncertaln ome, and sclentific mehhodé and. brailnpower can be
used to expedite 1tff

Encipherment and saExak systeﬁs of secret writlng were used
by the ancilent Gréeks in thgir political and military affairs,

and slnce that' time have recurred. frequently in European history?'

: Y The German Abwehr used comint methods to penetrate end unravel
the famous Rote Kapelle ( Red Orchéstra ) spy ring in Germany dur-
ing World War II¥ Direction finding technliques were used to isolats
the houses from which coded messages were belng sent. A raild cap-

. tured the radio operator and cryptographlc materials. With the
Russlian keys known, other Rote Kapelle messages, which up to then
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had been ingsoluble, were decinhered and the information
contained in them was used to locate Rote Kapelle agents, and
to verify their confeeeions after 1nterrogation.33

After the invention of .the telesraph and wireless, great Vola
umes of offlclal communicatlons could bs qulckly. sent to all parts
of the world. Remote activitles could be controlled from a central
point, and the modern etate anﬁ nilitary system is profoundly
dependeni upon a coniinuous flow of communications.3*
When secrecy in communications became importent,’ new~met§bde'
of enclphermsnt wﬁich could ﬁrbvide security for iarge numbers
of meesagee, were sought. Most codes and ciphers are "broken" by
arranging and. combining evidence from a 1arse. number of messages.
Pos, 1n "The Gold Bug", and Yerdley, in "The Black Ghamber” show
examples of how a cipher syetem di1spleys characteristlics after
1t has been used enough. For decades a long battle has been waged
between'cryptegraphers, to.deﬁeloﬁ seeure cibhere, and cryptanslysts,
to find better - methods . and tools. for breaking meseages."'
Modern cryptanalyeie is characterized by a large amount of
work done on a large amount of datar counting, eearchingz sbrting,-
calculation, 1n'genera1; information preceeeing. Some parts of
cryptanalysie require human insight and imagination. -Other phases
can be reduced .to exact logical proceeduree.36
The advancing electronic technology in the U.S. has evolved
equipment and skills whlch could. be applied to thls mschanlstic
part of cryptanalytic work, and because 6f the speed of commun=
lcatlons between the intercept poini ané the analytle ceﬁter,

much of the analysis and processing can be 'done within ihe
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éontinental UeSe with great advantages in security.and staffing.’q
The U.3., resources in 1ndustr§, technology and scientific

menpowser are greater and more accessible thén our resources in

_ traingd intelligence agenta, so any polliecy of formal. esplonage

would have to consider not only our historf of ﬁolitical

inexperience, but also our futurs. position ln the changing

technologlcal races
Needle in the Haystack

-ImeQIately before ths Paérl'Harbor-attack in 1941, Signal
Corps cryptanalysta vare searching for a particular Japanese
message, “Eaat windw--rain", whlch was a battle sisnal. Althoush
they had sufficient "Masic" 1ntalllgence to Xnow e war was immenent,
this message was ( allegedly) never found -in time. Thie illus~
trates an important aspect of cryptanalysis mf and comint, thé
_@lsment of luck.

Even where a cipher system has heen broksn, and messages
can be read, a great volume of traffic mdy have to be labortously
processed before a féw "slgnificant items are found?q In other
cases, critical messages can be 1sol€ted before they are solved.
The famoué Zimmerman telegram of World War I 1s an example
.of thls. Because British Intelligence thought the gransmisslon
of German coded messages wlthin Swedish diplpmétic'telegrams was
espeéially ilmportent, certaln of Ewing's Room 40 colleagues gave
thls traffic +thelr full 'attentlon, and this single message,
when solved, was the catalyst which brought the 'U.S. into

World War I. Y0
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Customarily, because of traditional differences between
militery and politlcal groups, a targst cohntry may have a
number of different cipher systems. Tha opposing cryptsnslyst
must review all thsse systems and.decida which ones appear
"braakable", and what kind of informstion can be derived fros
the messages. Some ,cipher systems are completely unsolveable,
many are very stubborn and may be solvoa only by luck or
brillient insight, others give up easily but yield p_oor returns.
gsarching-for a"break" into a system is analogous to. prospecting,
1.,e., looking in the: right places, and recognizing clues. Once
‘a spstem is broken, individual messases can usually be read by
sufficient stralghtforward hard work. This phase 1s called
exploitation, and 18 analosops to mining operations once a
‘rich lode hss bosp discoverad. ' o

Countrios cosnge thsir cipher systems from time to time Just
as they chenge and lmprove their alreraft and other military
instruments. Bscauss complste'ovsrhaul 1s éxpensive, gradual
modification 1s'conyentionalfﬁThe erypbtanalyst, reading a system,
suddehly finds 1t unreadable. He must qulckly determine if it is
radically new or just .slightly different, and in this reanalysis,
ope of ‘the most important factors is cohtinuity, a knowlsdge of
" the history of the orypt system. A cryptanalyst follows changes
in a clpher system like a broker follows fluctuating stocks,
or a deslgner follows fashions, and this repctoire (frsquently)
ensbles him to evaluaste a change muqh.more_quickly'than the

system was originally solved.

Unfortunatsly, this detailed knowledge of cryptographic
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history can be gotten only by a thorough and.continuing erypt-

enalytic effort:" Contiﬁuity onee 1ost,'is hard to ¢ regain, like
losing momentum on an icy hill. “_ _
In psacetims, politieal 1ntellisence may be more tcplcal then -

'mllltary communicetions, and the military cipher systems may not

be used enough to provide much material for solution oy exploit-
.ation. At such times when greater effort is directed at political

and diplomatic communlcatiog chanqels,_tne m;litary llnks must

be perslstently studled, even'if the yieiﬁ is smali,'ﬁecause:tﬁ;

contipuity is_neéded';o detect aﬂd gnalyzé the usual 1n§raasing

difficultiss of the syetem. )
In time of war, the volume of military bommuniéations
changes sharply, ﬁany'mors messagés are sent, ;nd under wart;mé
‘urgency, mistgkes may bq- mades. If military sction disableg normal
éommunicationa, the wirelesé may carry an aéditionallburden, and
sooner or 1ater, a break may occurs’ ' | |
‘Then the oada are more favorable to the cryptanalyst, pro=
viding he has the organization, .special knowledse,'material
and tfainéd personnel to“reéqt-swlftly. In tspmé of modern warfare;'
much of the comint work canlbe done in the hintériaﬁds, ‘but a
lapse of several years to develop and expand a comint organization

may be too long.

+, .One of the hazards of agent intelligence 19 that abrupt
military or poliée" action may cut their lines of.communications,
Thus the agant system may be gathering information with no way
of sending 41t ¥ Many Red spy rings were overrun by the German
mllitary successes in Europe?’ The Rote Kapells in Germany had
trouble communicating its vitel information to Moscou & The
Swiss network was also cut off by arrests of its radlo operators.fv
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' - Even during a 1limlited or expanded military action, the

_diplomatic channéls canmot be'ignored,for the political implications
of the end of the war mey be mlsjudged, ap_some cost., " At a time -
of extréme tension or imménent war, .the most urgéht mission for'
comint'might be to pick up a battle signal -glgeest, 1;ﬁe_the

"East wind---rain" of 1941. There is only a -glim chance that
“suoh'a message -could bs found and solred 1n time, even if " the
crypt systems had been opensed up, however so much preparatory

-communication and direction 1s needed to get any 1a;ge military_
project- under way, even in these days of push button" warfare,-
that scraps of evidence might emerge 1n-t1meerurthermore, the
position of the West would bs stronger; even where atomlc warfare
asreoments existod and- were roopecfed, if comint had, over a
period of time, reve@k}dﬂ weapon sites, numbsers, aﬁd astate of

raadiness ng 1nside the Sovietuma-and panetrated the Russian

attituds toward their use.,
. The Hard. Faots

B Razyodka, Russian 1npeliisence'and esplonage, dictates a
pragmépic ethlc for modern Western diplomacys Contginment and
‘the cold wér depends on. accuraté, rel}able intelligence, 1.8. .
paaceful cooxistance will - be mﬁeh gasier to éxpediie if we know

what 1s really goins on 1nside the Soviet. Agent 1ntelligsnce

t‘Duriné the campaign in Africa, Rommel learned of British
deployments and 1ogist1cs throush signal 1ntelligence before a
crucial battle at « 50 .
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and comint must both be pursued, since they usse complementary

sources 2and methods, and a continuiﬁs intelligence effort must

be cerried out in spite of fluctustions in the political bar-
omete?j- The Russians ‘have  a 1ongllead i1n experience and organ-
1zation, and confidence based 6n success. .We must piay our best
cards, our. wealth, technoiogy and industry, orgenized in ths
right directlon, +to gain the initlative. ' |
One critical advantage of comlnt over egent- intellligence
in thig struggle 1s the valldlity of the product. Agent reports
Il!.i.x undsr the best eondiﬁions may be untrue, half trﬁe, or
disorgéhizedf’lﬁ is difficult to take forceful action on vague
. information. A solved criptogram carries'the'weight of exact legal
evidence, itnis an offlcial communication which defines what
the organization 1s really golng to do. This 1is why a single
message like the Zimmerman felegram, or . | ftoccurrins
in a séa'of.conflictlné and unproved rumors, testimony and opin-
ions, can be treated as a hard_fact; and . the history of nations
turned around 1t. |
Finally, any -intelligenﬁe effort is uncertaln and difficult,
years of effort and expense may be in valn, and success may
dissappear overnight, bﬁ% failure should carry no stigma, ahd

the rewards for winning are high.

4+ In contrast to the West, the flow of people and information
from Russia is meagre and guarded. Soviet security measures are
effective in preventing infiltration of agents into Russla. Defectors
and deserters can provide some currect intelligence, but 1t 1s

rarely high level. The importance of Russlen cable and radio com«
munications 4s a source of intelligence 1s thereby lncreased.
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52. epecial

'Note ' that 1n soms cases , whers I do not have the books .
at.hand, I cannot "supply the page number of the refarence.

Special.'
37.. I believe that in 1953, Fletcher Pratt wrote and
article in Computere end Automation (Berkley Ent. )

dealing with ths application of computers: to
cryptanalysis. I have never gseen this article, and
I am not sure it axiete, but a good erosa reference
on Pratt, or a - direct 1nqulry, might give us a
valuable source of puﬁlic domain'literature.

.52. What I need here,. for 'a filler, is a reference to
a vital plece.of comint, 1like the Yamamoto incldsnt,
which is p.d., and important. Do you know of any?




