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SURVEY OP VIDERE MECHANTZED OPERATION CATT DEHEFIT
THE GOLIINT BFFORT ON LITERAL

FRAFT

[have the Lighest potential intelllgence
value, | } are also
to the 0 organization Jn maintaining ﬂmtinnityo

[is on high power, high frequeney
radie.) High speed morse and radioprinter (both single chammel
and multiplex) are used on the main links although there is still
somd manual morse, In generzl, g ignals are avallsble

at present intercept sites, The prohlem is largely ome of
afficient operation and handling of the sxivemely large quantities
of traffic whish must be screened for desired messages.

Nationa) Compereisl Radio (NCR)

National Commereial Radio is the nsme chosem, for tha pur~
pose of this paper, for internal networks, sueh as the Brasilian
and Russian Civil, These nets carry imternal cammerclal traffis,
of the type gensrally carriesd in the U, S, by Westerm Unlen.
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might be considered In this category), From the mmapreén
natwre of these orgenizations and the low traffic densities on
many links, siwpler forms of transmission are to be expected. In
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4o Military Tactical

Mi{litary Tacticel traffic (sematimes mferrad to as lor leval)
is vsually intercepted and, to some cxbent, processed by Military
“Close Support® COUINT erganizatiens, vhish produce "tactical™

wde’ slligence~prinarily "Order of Battle” - of direct valm to the
oY) e N orm of reports snd, latar, of the raw intercept iteelf, are

e Y forwarded to NSA, However, the initial user is in the £ield and
Mg control of "Close Support® ’activities anrd, to the meximm

A5 " " practiceble axtent, processing functions are delogated to the
L cognizant service organiszatian, Iiilitary Tactieal traffic,

since it is generally being sent by or raceived by subordimte
m:i.ts, is usually low pmredmd is transm

Radiotelephone also is used eztensivuly :!.n W
sexvices,

5. Milibary Strategl

Military Strategiec refers to high lavel military mms.cations,
including those sormecting Corps and Army Headquarters with War
Hinistry (and for eorresponding and echelons of the parallel service
branghes), Nowmally, high traffic densities swl very sscure
cryptographic systems are used st this level, In the U, S, Armed
Forcas heavy use is made of radie; inelndo
the redioprinter mltiplexes. In

6. Sy C gtiol

Suppext Commmications is the name chosen, for the purpeses
of this paper, for those commmications required, either on a
brocdeast ar a point-te~point basis to support various types of
operations., Weather nets and broadeasts, navigational systems
and services are examples of support cammmieations,
support commmications (Iiteral) include hand speed horse and
gingle charnel radiorrinter,
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B. Hajor Technieal Intercept Problems
1.

“plex ca three or four, All three of thess have posed erioue
intercept problems whigch have required resecarch and dewlo__m;nto

were inadequately quilified for recelving cryptographis
radioprinter, and beeause technical consideratiom sush as
axtremcly wids and inconsistent frequency keying shifts arose.
Hagnetie tape recording of the demodulated signmal with later
sentral processing to hard (page) copy in NSA preserved vital
signsal information, and mads it possible %o carry out the
critical processes of printing, under dontrolled laboratery
conditions and prevented tho irretrievable loss of Informabtion
in the field, A btuning aid was devised, and this has en-
abled operators to make substantially better recerdings than
wae previously possible, Central Precessing, in the Special
Intercept Techniques Division, Office of Collection, PROD,
using synehronized free-mmming teleprinters provides page
copies for the coryptanalysts, showing the time relationshlp

of characters sent by each operator by the I;gm:d:mjaa_m_
the page copies. The eryptographic dewvice

EO 3.3(h)(2)
PL 86-36/50 USC 3605
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Demands for :improvanent ef inborcept of this signal have
led to considerzble ctforts ‘on the part of PROD; the signsl

is now X . and centrally processed similarly
to the / described above, Circuit din-

P standards avre excellent, and relatively
belleved to be used, The sipnal is
generally Gtranend on one side of a Double Frequenesy Shift

trensmission, Keying rates and standardization of shifts ave
such that intercaption and demoduwlation may affieiently be
ascomplished with standard equipment, .tncluding the AFSAV D35
Double Frequeney Shift Demodulatar, . .

¢, Flexible Multiplex

sequently, gevers : Y

on intereept equipment., To date, these special meda have
besn met by an interim high precision intercept system still
undergoing development and improvement, iwcorporating highly
stable receiving and recording equipments and a special
tuning indieator., The Flexible Multiplex always appears in
a circuit, f.e., with two way tranmmission end reception
botween two points, and both links are simmltanecusly re-
corded on the same magnetic tape, The recordings ave then
processed in NSA under conditions designed to give both the
best possible transeription and an evalwation of the probable
degree of garble, Research and Development on this pmblun,
including the Central. Prodessing Aspects, are continuing.
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3. HNoise Commmicstions

A conmunication technique, attractive to coommmicators
both because of eertain eoncealmert and anti-jaming featuras,
is known a8 "nolse comunications" and is currently undergoing
extensive experimentation by U, S. groups. (lNoise communi=
cations, genarally using some form of white, or apparently
white, noise as the carrier to be moduln'hed by the intelligenca),
ro].'l.mr directly from modemn information theory studies and
the various correlation time damein £il technigues which
are now advanc ra

4o Cryptographie Radiatiem

EO 3.3(h)(2) Various elsctrieal and electromechanicsl devices, such as
PL 86-36/50 USC 3605 teletype machines may radiats signals which can be read on
power lines and through the alr, as well as on the sigml line

_itoelf, Y
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has been developed in studies designed to ma.irrba:in the
secuwrity of cur own cryptographic devices, These technigwes
are, however, avallable for offensive use., Aithough most

operations of this type weuld be covert, the possibility exists

IT TRAFFIC OPERATIONS INDEPENDENT CF SYSTEIN
A, Preliminary Proesssing

Logging and Fditing

After traffic has been microfilmed and time-stzmped it is
broughh into the analytic sections where it is separsted into
ddentifiable systems, A record of all traffie for which a
settion is responsible is maintalned in the form of a log,
Messages are hand sorted in an ocrder determined by the format
of the log and then regorded in the log by hand, Duplicate
massages are noted at this point and messages are glven
worksheot numbers, Originals and duplieates are filed tow
gather, If textual material is to be keypunched into cards or
tape the traffic is edited by the logger. This editing in-
cludes deletion of uninformative material; reordering of
information, diserimination between textual and non~textual
groups, correction of group length and run-togsbher groups,
ete, often the same messages are logged in two or more
difforent: ways by the sazme or different sections, Properly
speaking, logging and editing are not readily separable.

One set of logging information eould be enough for logs for
all needs if a means for feady resorting were available.
Currently expsriments are being made to debtermine techniques
needed for machine edifing, Time in preparing logs must be
kept at 2 minimm for the older the log is the less walusble
it betomes, Two prototype editing machines are under con-
struction., Whon editing is pexformed logging informaticn can
and should be extracted. Logging eurrently requires about 23
of PROD man hours. As this is often roubine and duplicated
hand work there is a need for meehanization.




2. Daba Conversion

Traffie arrives at M2A in as many as four different
forms; hard copy, perfarated paper tape, magnetic tape, and
occasionally punched cards, In cases in which hard copy does
not exist 1t is usually made, In addition edibed versioms
of this dsta are required variously in punched cards; per=
forated peper tape, and msgnetic tape as inputs to the various
analytie machines, The same dala may be required in more than
one of these forms, OCurrently there is considerable duplication

of puriching in slightly varying foma.,

3. Data Storeze and Recovery

Currently 211 hard copy traffie is microfilmed and
nurbered in order of arrivel, This mmbey is neceded to re-
for back to the microfilm, Ordinsry pholographie techniques
must bs used to obtain 2 print which can be used by the
analyst. A problem of vagt magnitude exists in the storags
of collateral information used by the intelligence anslysts.
These £iles are of such a nature as to require continual addibion
‘both of new subjeets md new Information wnder old subjscts,
hueh of the reproduction of this information is done by
standard photographis techniques. The recording, reprodvetion,
and cataloging of this material are all in nsed of methanized
aid, There is currently a study project on this topie.

Bs Nen=Textual Analysis

Traffic analysis can be thought of as all COMINT obtained frem
sources other than textual, Of primazy importance is the reponstruetion of
communication nets employed by the enemy. Nels are reconstructed by the
anslysis of Call signs, frequencies, chatier, nunbers, page and pad mmbers;
addresses, and cnllaﬁeral infcma.tich. Centinmmities in one or more of
the above mentioned eategories may estdblish nsbs. Standard IBM sorting
and indexing processes aid bthe traffis analyst, by speeding wp and making
moyre accurate his rowbine operalions, These sorts are basieally legs
arvanged according to variows sharacteristiss. Since most T/A opemates em
a reasonably current basis ene of the prineipsl problems 3s to shorten the
time to got IHM runs mads, This lag 1s both a function of THM speeds, koy-
puneh operator shortage, and the slownsess of administrative mrocedures,
Machine aids for these listings are nseded %o permit use of persommel for
analytic operations rather then clerical. (Saws call sign eryptanalytie
problems exist which ave suitable for solution by compuber profirams),.
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Ce Textual Analysis

Large volumes of plain text messages are received by
HSA, HNuch of this is of a commercial nature and is of
interest (depending upem the subject matter, firms, or
contries involw as providing valusble collateral inw-
fdmation. Sines the volume is so great as to preclude
dotailed examination of 21l messages, & preliminary scanning
is performed upon incoming messages to ses iIf they contain
ey words, addresses, etc. This is a human operation in-
volving scanning overprinted perforator tape,; sxbraching
messages of irberesh, and printing on tape operated type=
writers, Uhen messzges are seleched far printing they are
also categorized as to subjecth gmbent accarding to the key
words noted., Currantly devices are under development both
Por automatic format sontrelled printing and for cate~
gorization together with format controlled printing.
Pessibilities for language translation have been ceonsidered
briefly bt no work is going on ak the present time in IISA,

2, Commareial Code llessages

This problem is yery similar to the plain text problem,
Although litile work is being done om such systems; it
might be desirsd at some time 4o place more emphasis on
them, Equipment similar to that required for plain text
scamning could be used, The problem is simplified by the
fact thab code groups have a mifom length, and complicated
by the faet that many codes might be used over one
commnications link, Eguipment for printing code group
meaning currently exisis.

IIXI DIAGNOSTIC OFERATIONS
A, Search for and Statistieal Evaluation of Phencmena
In mahy cases traffie appears whish 1s not plain text but has
been enorypted by some wmlnowm profess. It iz ncesssary, in the gbsence
of any pertinent information vhatscever, to attemplt to make some sort
of diagnosis of the erypto-system involved in order that an intelligent

attack may be carried oub, This diagnosis may be made upen the texts
themselves (Identity) or upon some derivative text (Latent),

8
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1. Identity

Among the characteristics which may be searched for
are glven monogzaphie, digrephic or dbher polygrephic fre-
quenciss or roughness, Ssts of messsges having the same
charaeteristics may be grouped together and differentisted
fron cther groups of messages, Stabistisal phenomers eceuwring
with eertain periodicities may bs sought for, ALl of these
charscteristics are searched for and evaluated by means of
compubars, counters, IR equipment and in some cases desk
aids, In addition to these counteble phencmena of individual
messages there are betuween-messsge phenomens suth as high
coingidence rates, Machines of the comparator class arye
used for this problem, Machins aid is usually thab of
poinbing out where phenomsna exist and of applying some
statisticsl. tesh of signifieance to them, Exemination of
ths usefulness of the phenomena requives the work of a
cryptanalyst., In perfoming these operations one of the
largest problems is volume of work, Fear example, if 1000
messeges are veceived per day in a certain system and they

are o be canpared with egoh obher ab all posaible Juxbapositions

a total of abouk 500 x 107 coincidence searches must be made,
This type of operation is being done ewrrently. The prehlem
of doing this for o mopthis or a yeart!s traffic is over-
buxdenning al present equipment spesds,

2, Lsbent

Other expleitable phenomena may not be obserwable from
the text of the mesesage itself, but rather from a dorivative
text such as might be formed by replacing sash letter by
the differencs belween itself and the preceeding letter, or
replacing eash lotier by the distance %o the next repetibion
of that letter, ihen these derivative texts have been
formed they nay be examined as discussed in the preceding
paregraph, In genaral, these latent properties are dws to
part'.ial, but not complete duplieation of varisbles in the

process. In same cages data sonwersion amd
ation equirment are gble 1o foxm the derivative text
propaying the data for machine processing, Oomputers,
comparators, cowders, and IBM equipment are also used,

B, Tests of Specific Hypotheses
There may be cases in which there is aome Peason to sugpect that

a parbticular enerypting process is used, When this is 30 more pawerful
tests may be used to determine the validity of the hypothesis,

9
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1. Machine Systems

Certain machine systems produce noticeable eharacteristics,
for example, the Enigma type machina has the characteristic
that 2 letlser cannot eneipher into Aitself.’ When a Irequency
count is made of the text lstters which occur frequently in
plaintext ocenr with belowr averags frequency in cipher bext,
A single test of this nabure may serve to prove or disprove
a given hypothesis, Other machine systems have thelp
individual charaseteristics vhich may be used to give more
powerful tests, Compubers, counters, end IBM eguipment
may be used to perform these diagnosés,

2, Hand ons3

In eome cases 1t may be belleved that a new, unanciphered .
code is in use, If a varisty of traffic is being hamdled over
the link in question, messages must bo compaved against
themselves for within-message group coincidencas. If godes
baccme known or partially known me'ssages may be compared
with a recognitiim bank of knowm code groups and stored
statistically. In many cases codes will be eneiphered with
what are supposed to be one-time«pads, Re-uses of this kay
mgy cccur on a different link after an- extended period,

If key has beon regoversd from one use, other mossages may
be matched with the key, inspecting the results fer either
known or unknown eodes, Because of the volumes of texts
that might be invoived all possibilities eannot ba tested
with present equipment, There must be 2 reasonsble hypo-
theais that the situatlon exists before tests can be made,
Comters, computers, test and recognition devices, and IBM
oquipment are all used for these problems,

IV  OPERATIONS BASED ON KNOWIEDGE OF THD GEMNERAL SYSTIM
A, Machine Systems

1. De Se and Reading

If it has been determined that depths are likely to
exist in a gystem, an effort is made to search for them,
These may be cbservable from charscteristies which appear
in a leg sush as indicators, from high coincidence rates
between messages or other observable phenomena, When
depthe have been fownd: and if the underlying languages are
ab least partislly known, assistance may be given to the

16
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Lryptanalyst, This may be done by furnishing a list of
palirs of words whose simltaneous ogcwrrence is compateble
with the texls involved and which have a good probability
of occurrence in the language involved, Searching is done
with IBM equipment, computers, camparators, and test and
recognition devices while depth reading is uwsually done
with test an recognition devices,

Maghine Rescovery and Setting

In most ¢ipher machine systems thore are two problems;
wachine recovery and setting, Machiné recovery means
recovery of the primary variables of the machine system
vhile setting recovery noxrmslly refers to the recovery of
the mossago-uise variables which are most often posibtlons
in the cipher machine cycle or cycles, Some machine re—
covery processes ars largely statistical in natwre. These
nay be performed on computers or IBM equipment, Others may
require methods of attack combining logical steps with ax-
haustive trial techniques,

These require the assumption of a correct portion of
plain text for a glven cipher text together with assumption
of cartain of the periodie variables of the system, Ex-
haustive trial techniques aspplied to the remaining varisbles
during the operation of an analogue to the cipher machine
together with logisal tests at each trial, serve to identify
the remaining varisbles vhen the eorrect plain text assumption
has besn made, Setbing and partial machine recovary as wall
as cogputers are used for this,

An example is that of a wired-rotior system in which the
periodically changing parameters are identity of rotors, a
vwheel motion controlling element, and the arrangement of a
set of manually inserted wires while the message-ulse vary-
ing parameter is initial rotor setbings. (The effect of the
wvires is to apply a self-inverse simple substitution to the
plain text before it enters the rotor maze, and to apply
the same simple substitution to the taxt emerging from the
maze to form the final ciphar text.)

The wiring of the rotor maze, together with a plain/
eipher pair produced with that wiring carries with it a set w
of restrictions on the substitution, of the form "A is the
substitute of B if a;ga:g}y if C is the substitute of DY,
Given a sequence of c¢ipher pairs and the wiring wages
produuing them, the restrictions implied may be suﬂi.e:lmb

to detsrmine wiquely the substitution. (For example, the

11
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two restrictions, "A 1s the substitution of B if and only
if ¢ is the substitution of D% and "A is the substitution of

B if and only if € is the substituviion of ET together imply
that A is gol the substitution of By C is not the substitution
of either D or E« A sufficient nunber of restrictions may
Jield "4 is not the substitubion of any letter except FW,
vhich is equivalent to "4 is ths substitute of F7,) Moreover,
if the logical process of determining tho substitution is
carried out using a sequence of wirings cther than that
actually used in the encipherment, if may be that no sube
stitution will satisfy the implied vestrictions - that is,

the restrictions may be mutually contradictory,

Since, with a limited set of rotors, there is a limited
set of mazes possible, and, in this system; rotor mobion i=
strongly limited, it 1s possible to try four a given matchsd
plain and ¢ipher sequence, all possibls maze wiring sequences,
eliminating those which yield contradictions, in the effort
to determmine the substitubtion wiring.

In same machine systems, the Indicators are sueh that even
when all the periodie variables have béen dstermined, the
message-wise varisbles cannot be determined by an easy method,
In the gbsence of any knowledge of the plain text (other than
statistical) of a particular message, it may be necessary to
do the equivalent of deciphering it for possible values of
the mossage-iise variable and examine the results statistisally
to determine vhich actually is plain,

If there is s high probabllity that a certain word, e
one of a list of words, ocewrs in the plain, it may be more
econamical to determine those values, if any, of the message-
wise variables, which parmit the simultaneous ocourrence of
the e¢ipher text being exsmined, and one of the words of the
list. Setbting recovery and computersare used for this,

De on

At times, the oryptanalylie process yields complete ire
formation econcerming a eryptographic period. -A period is
an homogeneous set of cipher text which has been encrypted
with a gingle cipher machine setup. Any message-uise
variations in the machine setup are obtainable from the
cipher texts.) Tt is then necessary to pexrform the do-
eryption of all awailable text in aecordance with the rules
of the system and print the resulting plain, Analogs and
decryption devices often using pumched card or tape input
are used for this,

12

TOP-SECRET FROTH



EO3.3(h)(2)
PL 86-36/50 USC 3605

Hand Systems

1.

Additive Eneivherwent

Successful recovery of additively enciphorsd messapes
depends on predictebility of the key. Key becomss iwedietable
wvhen (a) it is generated in a non-random menney or (b)
vhen it is reused, Exploitabls generctod key is either
produced by a definsble process, in vhich case the problems
of additive recovery become almost identical %o those of
reading mechine enciphemments, or preduced by a unknown pro-
cess which results in an exploitabls characteristiec (an
example in monographic roughness). Reuse of key permits
discovery of the reuse and recovery of the text based an
the reconstruction of the key.

Theze are four facets to the wedges into additive en-
ciphermsnts: (a) System Diserimination, or the minimizstion
of the nunber of variables that mst be considered in reading
a new system, is almost always performsd by hand or om a

r because of the variability of the steps vequired;
(b) Indicator Recavery, the utilizatiom of the decipherment
Information supplied to the intended recipient by the
gender, has been carrisd on almost entirely on IBM pro-
cesses (particularly sorting) but, to a limited extent,
has been done on computsrs and, recognition devices; (c)
Bepth Search, the diseovery of messages having the same
key, and uoiog search, the dissovery of messages having
the care wnder-lying plain text and different (tut exploitable)
key, 18 of such importance that it has been attempted on most
of the available equirments (comparators, camputers, counters,
IBM equimment and recognition eqnipmts‘ as wall as by handj
Iinally r(‘:5 Expleitation, the actual code or plain-text
recovery on the basis of the information gained in ane or
moye of the preeeding steps, is of such a varisd matwe that
virtually every analytic equipment; compubers, comparators,
counters, 10 and recognition equipment as well as decryption
devices and hand method are in use,

20
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These procedures are normally performed by computers
although IBM equipmentiswith many intervening manuzl steps
have been used,

Additionsl C x D ures

There are many complicated procedures, more logisal than
statistical in nature which are used, An exampls Is the
solutlion of a simple eolumnar transposibtion, with under-
lying text ordinary language, but wmlnom subject matter,
Here one will juxtaposs each paiv of sequences of text from
the mossage which might be suecessive colums from the
original form, and for each pair make an estimate of the
relative probability of their arising causally. To ths
better scoring pairs, trial third colums are added, and
new probability estimates and further eliminations zre made,
wtil a seors is obtained which is umlikely to have been
obtained by random in the nmbex of trials attempted,

A second example is the case in vwhieh it is kmown thet
additive key has heen derived by a speecifiec complex manual
process (with at least ome varisble of the system unknown)
but such that the detalled nature of the underlying plain in
unknown, Hore it Is necessary to follow the steps of the
¢ipher ¢lerk for each possible value of the missing parae
meter to generats trial additives, to strip each trial
additive from the e¢ipher text; and exemine each resulting
pseudo plain for language-like properties, Computers are
best, guited to this work.

%
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v SUPPORT FULICTIONS

These functions embrace a nuber of different activities which
may employ mechanized alds, These setivitles are smevhat generzl to
all eryptanalytic work ard are not based on any particular traffiec or
systen,

A, Linguistie and Statistical Aids

A number of special dictionaries and statistical studies bassd
upon vardious languages of interest are required as aids to eryptanalysts.
The dictlionaries and statistics may be based upon particular traffle
decryptions or upcn genersl samples of the language., Dictionaries
arranged in special ordering (such as backwards) may be desired, Frequent
revision of dletionaries and statistical studiss are required, Most
studies of this nature have boen made using IBN equipment. Some desired
studies have not been made bscause too graat a volume of IRl work would
have been required, Besides linguistid-studies large mmbers of speeial
mathematleal and stetistical tables have been prepared. These include
special Polason, binomisl and pultinomial tables and others, This work
has been done both on IBM equipment and on computers.

B, Generation of Crypto-system data

It is sometimes desired to provide the analyst with listings of
date pertaining to a particular cipher machine system., For example,
tables which enable compubation of cycle distance between specifis
machine settings and lists of successive settings of a cipher machins,
In certain hand systems in which the combining of texts is done in
seversal steps, tables showing the end results of the several steps for
various variablew may be desired., These problems are normally done by
IEM equipment or ecmputers,

Co Desk Alds

There are a nuber of smll deviees which may be provided for
the individ@al eryptanalyst to use directly alemg with his work, These
include comercial adding spthines and desk caloulators, individusl
c¢ipher machines, snalogs of portions of various eyrpto processes, tally=-
ing eocunters and the like. Such devices may be wvery useful, providing that .
they are actuallyarailsble to the person while working., There is a
need for more such equipments to ald in reoving clerisal burdens frem
the gnglygfb. Samething which is cpstage more erudite than a desk caleulator »»
wouls ] use.

D. OCryptanalytic research
There are times; in the course of current:eryptanalysis, shich

during elements appear which are not subject to regular periodic change,
but are such that a change in them would obviate current methods of
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attack, Again there are times when information as to new ¢ipher
machines or systems not inuse, bubt offered for sale, becomes available,
In this sort of situation a substantizl effort o prepare to solve a
problem which may never exist is justified,

16




) * "PENDIX ¥
MACHINE AIDS

INTRODUCTION

In the following pages a brief description of computers and more
special purpose devices 18 made. These descriptions are followed by
a listing of the principal machine aids currently available for use,
{or shortly to be in use). A short deéscription of the prinecipal
furictions of each are given. For the listing under computers, an
sttempt has been made to "define" the categories into which NSA
combuter programs fall. Some explanation is made as to why certain
problems should be assigned to computers and others to special pur-
pose devices in order that the reader may obtain a general notion of
thetareas in which computers and special purpose devices are best
suited.

COMPUTERS

Besides large scale data handling probléms, the Agency 1is faced
wlth analytic problems which may be classified under two general
headings: the "work horse" problems which require almost continuous
affort to effect almost daily solutions, and problems which require
machine effort on a much smaller scale and on a more sporadic time
basis. Under the second type, one would include problems requiring
only a few machine runs to effect a solution after which no immediate
need for machine time is required. These problems are definitely
handled by means of a general purpose computer or IBM equipment.

Under the "work horse"” machine problems we have the following
titc classes:

Class 1. Problems which involve many and varied types of
computational and logical operations and require a reasonable
amount of machine time.

Class 2. Problems which involve a few operations but may
require considerably more machine time,

It is felt that problems in Class 1 are best handled by general
purpose digital computers, and that problems in Class 2, in most
cases, are best handled by special purpose devices.

Problems in Class 1 might be handled quite well by special pur-
pose devices. However, due to the variety of operations required to
effect a solution, the equipment would wgll approach the design of a
Zeneral purpose computer. For this reason it is deemed advisable to
develop general purpose equipment with the idea that the added cost,
if not excessive, 1s Justified in having a device which has general
uti1lity even after the problem or problems which motivated the device

no longer exists. (I:U'IZ YM:CR'ET COOI:!RO'L ‘EUMBLEI;!PESQ_L?Q__FA
i) l ¥ .
: APPENDIX T =g 5 PAGES
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-~ Problems in Class 2 are usually given every consideration as
omputer problems and are handled as such unless by virtue of size,
iwportance, time consumption and monetary savings, it is decided that
viiey warrant special purpose equipment.

COHPARATORS

\

In searches for causal characteristics (such as reuse of key,
rneipherment with most variables identical, etec.) 1t 1s often desired
1o make comparisons between texts in an effort to find 1f and where
nese circumstances exist. Among the "symptoms" being sought may be
such items as high coinclidence rates, simiiar repetition patterns,
4+nd characteristic frequency distributions.

Tasks of this nature are often performed on comparator equip-
mnents. These equipments have in general the ability to examine texts
at many Juxtapositions, to generate certain periodic texts, to make
various combinations and compariscns using logical circultry, and to
count and compare results against a criterion in order to test for
slgnificant results. General purpose comparators, with great flexi-
hi1lity in pProblem capability, and limited purpose comparators are in
«Gd3e.,

SETTING RECOVERERS

In a number of machine cipher systems all periodic variables are
viten recoverable leaving only a particular message variable, that
of the position In the machine cycle, to be recovered. It is desired,
Lherefore, to provide a means for recovering the position or setting
a? the machine at the start of the encipherment.

Setting recoverers are in general of two varieties: erib place-
went and statistical placement. In crib placement procedure, 2
orobable plain text word (or erib) is assumed to underlie some posi-
wlon of the message and possible machine settings are tried on an
=xhaustive trial basis or by a series of logical tests to see 1f the
asgumption can be verified or proven false. In statistical placement
urocedure, a message 13 decrypted at all possible settings and the
+egultant possible plain text is examined for statistical plain text
characteristics, Since certain languages have a very strong odd
Letter-even letter unbalance some procedures consider cipher, key
ond plain text streams solely on a modulo 2 basis for statistical
rlacement.

SETTING AND PARTIAL MACHINE RECOVERERS

In some machine cipher systems not only the message setting btut
also some of the periodic machine variables are unknown. Procedures
have been developed to solve both unknowns.simmltaneously. These
srocedures generally involve exhaustive trial setting runs while
atplying logical procedures teo test assumptions of the other varizbles.
Tor these tests long cribs may be regquired, or very long cipher texts
and statistical plain text characteristics may be used.
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TEST AND RECOGNITION OR CRITERION DEVICES

In situationd where key can be predicted or 1is used more %han
once, 1t is desirable to make tests for its occurrence inm a particular
rosition and recognize according to plain text (or plain code) char-
seteristics. In the case of codes these may be known or unkncun. When
the code is unknown or cannot he predicted, recognition of plain =zode
=5 opposed to random text must be performed by observing group repeacs.
vtherwise recognition of known code groups, known plain text groups or
single letters, and plain text roughness are variously used. Provision
must be made for the combining of streams of textual material according
o the method of the crypfto system involved and selecting the streams
i the desired order.

ARALOGS, TEST AND DECRYPTION DEVICES

In the simulation of various cryptosystems a variety of devices
%4 found useful to replace hand operations. A device may simulate all
oxr part of the actions of either a machine system or a hand enciphered
system and may have a manual, tape, or card input togethér with a tape,
card, or printed output. Thelr principal utility is as a labor saving
iid% They are aften used in the vicinity of the coperating analytiec
pection.

DATA CONVERSION, PREPARATION AND RECCORDING

Since data may arrive at the Agency in a variety of forms includ-
ing hard copy, perforated paper tape, punched cards, and magnetic tape
2nd as it 1s utilized by both analytie machines and personnel in
rarious of these forms devices are necessary to permit the conversion
o7 data from one such form to another. At this time minor changes
w2y be made in the data such as receding in a different baud format,
weletion of certain characters, iusertion of indicative information
it spaces, etec, Auxiliary input and output to analytic equipmenis
zre required. The variety of such equipments in use is very great.

COUNTERS

In the course of exploratory amd cryptanalytic operations a large
zmount of information is often obtained from making counts of various
textual characteristics. A number of specialized counting devices
exist for the purpose of making these counts. The devices are of'ten
iocated in the vielnity of the using section.

SELECTION DEVICES

large quantities of plain text material are received in perfor-
zted tape form. These messages require printing in an acceptable
message format, and because of the volume involved, deletion of messages
o 1littie interest will be needed., By use of a list of key words
vertaining to subjects of interest, this deletion function can be per-
ormed in a step prior to printing. Format is controiled by identi-
fication of heading ludications, etc. Simllar devices could handle
commercial code material but are not currently being planned.
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EDITING DEVICES

The possibilities of mechanised editing are currently beginning
to be explored. The problems involve reordering of message inform-
ation, deletion of superfluous material, adding auxiliary indicative
information, collation of several versions of a message to produce a
best copy, provision of output for logging, regrouping of information
and many others. A4 first editing device, a limited purpose, char-
acter handling computer, is under construction.

IBM_EQUIPMENT

This category includes standard IBM equipment plus modifications
made to these equipments which enable problems pecullar to the Agency
effort to be solved with more facility. The aggregate of ordinary
and special IBM equipment is capable of performing tasks of any des-
ceription (Just as 1s a digital computer) but with certain drawbacks
for very large operations including the requirement for manual handling
of cards between steps of various operations, and the limitations on
speed imposed by mechanical card handling.

DESK AIDS

In addition to all the machine aids previously listed, there 1is
a final category of equipments which are used by the individual crypt-
analysts at or on the desk. These include desk calculators, actual
cipher machines, and special purpose devices used to simulate portions
of a cryptosystem process. These devices are required in general to
be small, simply operated and quiet.




1. COMPUTER PROGRAMS

a. Cipher Machine Analog and Simulation:

4 program which simulates the operation of a c¢ipher machine
in order to study 1ts cryptographic characteristics.

B. Machine Setting:

A program wherein partial knowledge of the machine is known
and some subsidiary information (eribs, ete.) 1s employed to
recover the initial setting of the machine.

C. Decrypting:

i program wherein the usually non-machine system is assumed
and messages decrypted by means of system analog.

D. Key Study:

4 program wherein key is amilyzed with view to determine
its characteristics and method of generation.

E. Computational:

4 program wherein special counts and tables, ete. are made
on sets of data.

F. Rough Key Exploitation:

A program wherein ey characteristics rather than actual
key values are exploited to obtain underlying "plain text".

G. Logiecal:

" [
A program wherein the basic operation is one of comparing
and ordering.

H. Statistical Research:

A program wherein the machine obtains information concerning
a population by random sampling.
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K.

Mathematics Research:
A program wherein ﬁathematical and statistical theory is

tested for computational, statistical and eryptanalytic feasi-

bility.

Engineering Research:

A program wherein designs or projected designs are analyzed
for feasibility and optimal properties.

Intercept Studies:

These are programs involving intercept control and direc-
tion finding.
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2. COMPARATORS

A, AFS4AF D1A General Purpose High Speed Comparator
(Perforated Paper Tape)

B. Copperhead Group Repeat Search between messages
(Polystyrene tape)

C. TO MM Counts 1, 2, 3 and 4 character repeats
(70 mm paper tape)

D DELLA Limited Purpose High Speed Comparator
(1-64 character repeats) (Magnetic Tape)

E. ROBIN - Coincldence Counter with Threshold
(Perforated Paper Tape)

F. IDA Coincidence Counter between bands
{Perforated Paper Tape)

¢. HYPO (See 3F) Coincidence Counter with Thresheld
(35 mm £11lm) '




HECATE
WARLOCK I
WARLOCK II

VIVIAN

HAGELIN MESSAGE
SETTER

HYPO (See 2G)

FIRECRACKER
GRENADE

DRAFT

3. SETTING RECOVERY

Hagelin Message Setter (Crib)
Hagelin Message Setter {Statistical)

Wired Wheel Hagelin Message Setter
(Statistical)

Hagelin Message Setter (5 Wheel Parity)

Hagelin Message Setter (3 Wheel Parity)

Enigma Hagelin Message Setter (3 wheel
Hagelin max.)

Purple Machine Message Setter (Crib)
Enigma Setting




¢ OTBETCRE§ FReq:H

E03.3(h)
DRAFT PL 86- 36/50 USC 3605

%. SETTING AND PARTIAL MACHINE RECOVERY

A. BOMBE Enigma Wheel Op&er and Stecker Recovery

B. FROG [ | Stecker and Setting
Recovery
C. BRIDE General Wired Wheel Stecker, Order,

Setting Recovery




SOPSBEREG Froy,

EO 3.3(h)(2)
DRAFT PL 86-36/50 USC 3605

5. TEST AND RECOGNITION OR CRITERION

A. DEMOR IX

B. SKATE II [Key Pinder/Slide Run
C. DEMON III ’// Depth of 2 reading/Key Stripping (Base
s 32: 5 characters; Base 10: up %to 15
i charaeters)

D, SLED X //* Wired wheel decipherment/Depth search/

B Key finder/Coincidence counts/group

E I.C. counts/chaining
E. DUCHESS Group I.C. counts of differences iz f(f—l)}
B 2

F. ’miSTRESS Placode finding (repeat search)

G.,/”GEEWHIZZER Digraph weighting of cipher text/Fourier
S welghting of cipher digraphs

EO 3.3(h)(2)
PL 86-36/50 USC 3605




6.

B-211
Cc-38 (NaGg)
SATYR

STURGEON Analog
EMBRYO OFHIS

BABY OPHIS
ROE

HELLCAT
AFSAP D6Y
MAISIE
PEELER
MATTHEW

Chinese
Typewriter

CALL 35
HOYLE
M-8
PADDLE

f@%@ﬁ@m F'—heﬂﬂ-r

/E0 3.3(h

DRAPT ~ PL 86- 36/50 USC 3605

ANALOGS, TEST AND nzcnvm‘:con DEVICES

'5-211 Analog

Hagelin C~38 Analog

Hagelin C-38 Analog

Model C, D and E in one package
G.P. wired wheel

G.P. wired wheel

Deciphers Sturgeon traffic using
externally prepared key tapes

Polyalphabetic (26) decipherer

,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,, "EO 3.3(h)(2)
PL 86-36/50 USC 3605

Code 1ookup and printer
Additive Stripper and Tester

Strips key from cipher using
externally prepared key tapes

Draws a stylized (straizht 1line)
characters from special coding in
that card

Call sign decipherment

Playfair decipherment

Enigma 4nalog and/or "Key" generation

Decipherment of two letter enciphered
code

FOPSEGRET T NOTH




7. DATA CONVERSION, PREPARATION AND RECORDING

MILLIE.

MATTHEW
JOHN
ASAF 25

BURNY

CENSOR

AYE AYE
PRIMATE
MAYBE
CXco

CAPPY
TIZZY
AFSAF B4
Hi Speed
TT Reader
Hi Speed
TT Punch

Ferrantl Reader

Perforated Paper Tape to magnetic tape

{("regen" or patternized)
2-to-1 conversion of perforated

Mononome Dinome Decipherment

paper tape

High speed perforated paper tape reader

(Potter) used in tape checking

High apeed perforated paper tape pluggable

regen and patternizer

[}
Cheécker for coded paper tapes (Atlas,

Demon)

Perforated paper bape patternizer

Computer Program Tape Punch

Computer Magnetic Tape Preparation Device

Perforated Tape Readers, Typewriters and

Punches
Card to Tape Converter

Tape to Card Converter

High speed digital and/or literal recorder

High speed mechanical perforated tape

reader

High speed perforated tape punch

High speed photeelectric perforated tape

reader
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9. COUNTERS
1, CHADILLAC Monographic Counter/I. C. computation/
baud level totals
B. BABY ALCATRAZ 35 category monographic frequency counter
{d1fferencing optional)
C. DELTA COUNTER Counts baud-no baud changes in 5 levels

plus character totals

D. DELTA-DOT COUNTER Counts runs of bauds and no bauds in 5
levels of tape

E. DIFFERENCE COUNTER Counts differences between two tapes
(digital)

F. DIROME COUNTER Counts dinomes supplied as one digit from
each of two tapes

SECRET - EFF
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10. SELECTION DEVICES

A, PATRICIA Message Categorization Unit

B. BUDDY Message ending reoognition ~ Pormat
Controlled Printing

C. PADDY Message Categorization - ending Recog-
nition - Format Control Printing



DRAFT

11. EDITING DEVICES

8, BOGART Limited purpose character handling
computer




Standard IBM

Special IBM

RAuxiliary Devices
604

12. IBM EQUIPMENT

Punches, Verifiers, Sorters, Collators,
Reproducers, Tabulators

Coordinating Reproducer, Brute Force
Device, Card-to-Tape, Tape-to-Card

Relay Gates
Small General Purpose Caleulator




Calculators

NCR

B-211 Handtester
Electric Hagelin
WW Handtester
PICCOLO

ROSE

/EO 3.3(h)(2)
DRAFPT - PL 86-36/50 USC 3605

13. DESK AIDS

Computational Work

Additive testiﬁg

B-211 testmg/

Keyboard 0-39

General W1qéd Wheel testing

|ér1b Tester and Decipherer

Sturgeon Crib Tester and Decipherer



