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Wa.shinaton 25, D. c., l July 1955 

EFFECTIVE U1'1TIL RF.ScnmED OR SUPmSEDED 
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DIS'mIBUTION. • • • • • • • • • • • • 
MACHINE PROCESSING. • • • • • • • • • 
TRAFFIC FORWARDING ••••••• • • • 

SECTION I - DEFINITION 

rstood to IRl'?BJ) u I I r.r.1n11.1m i l'?fl I I• inn fL<. l.:f v l l..itJG or 
.----=-=......_ _______ _.I serv:i ccs a.s rcprc-nl.:11 l,ed h.f I.he l.• Lf_~i:-nph nn ~.n I.tons 
________ .... I respectively. 

l. In acco1"dance with too proviolnnn rif J~.il\. r:irr11lnr r;1.10, AGAE 
is responsible for. operational cou1..1·ol ov1.:1· t,lJoGr:? !>Nil l.L .. nc.i 011 l.he 

I jenti ties designa.ted C~eeory C. 

2. NSA is responsible t"or chD.Ilges in the nwnher or positions 
assigned to each o.r thel !entities. 

OP.l!!OIA:D IJMafiINS RBiUIRHB 

The Information contained in 
this document will not be disclosed 
to foreign nationals or their repre­
sentatives 
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3. ASAE will forward a monthly recapitulation of assignments for 
these positions, as set forth in NSA Circular 51-10. 

PL86c:36/50 USC 3605 
EO 3.3(h)(2) 

SECTION III - TEXTA RESPONSIBILITIES 

ASAE l:ias ~A responsibility for thel · · I entities. AS.l\E has 
authority to conta.ctlldirectly on aJ.1 matters dealing with TEXTA. 
ASAE will prov:i.de 1'~ information copies of' all. such communications 
dealing with TEXTA. 

SECTION IV - TRAFFIC ANALYSIS RESPONSIBILITIES 

1. ASAE ha.s full traffic analytic responsibility :f'or thcll 
entities, utilizing trafi':l.c from saul'."ces available to ~em. ~ 
of' traffic analysis performed will be of suf'ficient amplitude to ruJ.fill 
the missions or intercept control, technical support to the crypt­
analytic effort, and the reporting responsibilities. 

2. NSA will conduct such traffic analysis on the II entities 
as is necessary for purposes of technical control and ~ support 
and to provide timely support to the cryptanalytic effort rema.:lning at 
NSA. NSA will use the results of traf'fic analysis performed at\ASl\E in 
order to i'urther support the cryptanalytic effort remaining at N8A. 

SECTION V - CRYPTANALYSIS RESPONSIBILITIES PL 86-36/50 USC 3605 
EO 3.3(h)(2) 

1. ASAE is responsible for the cryptanalytic effort on low a.nd 
medium-grade systems. 

2. ASAE will process high-grade systems on1y to the extent 
necessary to isolate such systems from the total traffic receipts in 
order to exploit low, medium-grade, and und:i.agnosed traffic. Undiag­
nosed traffic is defined as any trafflc not bearing the characteristics 
of designated systems. 

3. ASAE is not authorized to perform analys:l.s on high-grade 
systems. 
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l~. ASAE ma.y conduct cryptanalytic processing jointly wi l;h NSA on 
undiac;nosed traffic. When o. determination is subsequently mude by NSA 
that any portion of such traffic is high-grade, ASAE will. immediately 
cease vrork. on those portions so detemined. 

5. ASAE wil.l. keep NSA informed of aJ.]_ cha.naes in encipherment in 
the systems for which ASAE has operational. responsibility. Notification 
of routine encipherment changes for which solution has been effected 
at ASAE will be accompanied by a nm"lll number of representative messages. 
When o. change in enciphermcnt occurs in a system for which ASAE has 
responsibility but for which a solution co.nuot be effected 'fl.thin twenty­
four hours, ASAE 1rill forward all U.S. inl.ercept in that system to NSA 
by electrical means until a solution is effected or until a major change 
has been diagnosed. J\.Sl\E ma.y continue to perform analysis on such 
systems involved unless i"t; is determined by NSA that the systems are 
high-grade. 

6~ responsible for determining the appropriate grade level 
of all L___J systems. 

~ NSA i.····s solely responsible for all cryptanalytic effort on those 
L___Jsystems diagnosed as high-grade. 

8. NSA is responsible for periodic re-diae;noses of' systems 
desie;nated as high-grad.e in order to validate the grade level or those 
systems .on a current basis. Should any low or medium-grade system be 
isol~t~.Q. __ trt?Jll_t~~~~?:.~ ~~giJ)aJ.ly designatQd_h!Bh-grade, NSA will. dele­
gate z:.espons:i.bility for that system to ASAE. 

9. NSA will perf'orm such cryptanalytic processing ot low and 
medium-grade systems as is necessary for purposes of technica.1 control 
and technical support, forwarding results of such processing to ASAE on 
a timely·. basis • 

SECTION VI - TRANSLATION RESPONSIBILITIES 

l. • •.. AS.·· AE has the responsibili ty·······f····o·····r····· f'ul .. ·· t translation,, as necessary, of messages resulting from the processing of ~ow and medium-
grade systems. . .... ································ . 

PL 86-36/50 USC 3605 
EO 3.3(h)(2) 
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2. NSA has the responsibility for t'ull translation, a.s necessary, 
of messages derived from sources not available to ASAE and from systems 
for which NSA has sole analytic responsibility. 

3. Reports resulting from the processing of low and medium-grade 
systems will be compiled in accordance with the provisions of' NSA 
Circular 53-1. (See Section VII). NSA wi11 spot check ASAE transla­
tions for purposes of technical control and technical support. 

SECTION VII - REPORTING RESPONSIBILITIES 

1. Technical Reports -

reports: 

reports: 

a. J\.SAE is responsible for the production o:f' the following 

(l) Spot TASUMS (See Appendix A). 

(2) Weekly T.ABUMS (See Appendix A}. 

(3) Weekly Traffic Analysis Notes. 

(4) Semi-monthly Cryptanal.ysis Notes. 

(5) TEXTA. 

(6) Interim reports, as required. 

(7) Such Reverse Technical Support Letters or technical 
cables as may be required. 

b. NSA is respc•nsible for the production of the following 

(l) Weelr.ly Traffic Analysis Notes. 

(2) Semi-monthly Cryptanalysis Notes. 

(3) TEXIN, as required. 

NSA ':PB Oeft'63:: Nea 55-1419 ·. 
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(4) rnt~rlm reports, ns required. 

( :.;) 'l'cchnlcal Sup1>ort Lclitcro or cables, a.a required. 

2. r,01t.II!T Er.d-produc l; Reports 

reports: 
o.. !IJ,jh"fl is rcsponaiblc !'or the prod1.1ction o"£ the .rollotrl.nfl 

(1) F'llll trrJJ1slations onc1 ~istc or individUll.l mcssagco 
derived from tho pr'>ccosing of low and mcd:lum-grade 
c;ystcrns for which tl1•:y ho.ve rcs:pons'lbility. 

(2) Spot rcr>ortG bnocd on C/A or T/A information. 

( 3) Coroptlo.tions (pro form a. c;i.oi..a) • 

( 11 ) JIJarrnti vc or tcnn rcporto ( Nl'JA and AHAE will not Lfy 
each other o.r proJcctcd n11rro.tive tnic reports in 
D.dvo.ncc of o.cLulll. work bcina undertaken tn order that 
duplication in roportinc; con be o.vcrted.} 

b. NSA io rcoponsiblc ror prcpo.ri.na tronolntions end reports 
bo.:;cd on the procossincr oi' trui'fic rrom sonrccs not availl!ble to ASAE. 

SECTIO?r VIII - GOURCEG OF TECIINICJ\L OUPPORT 

1. ./\SAE is reoponoible for prov.I.dins the necessary T/A support to 
itu oubordino.tc units. 

2. M.iAE will .rorwo.rd to l'r:'.JA any rccovc1·lca on the low and medium­
c;ro.rl•· r.yol.c.ms ror which they have C/A rcoponntbility. 

3. J~lA Ls reoponsibl.e for prov:Ld:I nt~ AGAE w1 th technical C/A support 
on IJ1Jn:;c low o.nd mcclium-crad.c systems wh'lch are o.ssign.ed to ASAE's 
rcnporrn!btlity. NSA will forward to ASAF: recoveries on J.ow o.nd medium­
crnuc cyalic..'l"l.O derived from processing at NSA includin8 recoveries derived 
from the proccssill3 or tro.i"ric from sources not a.ve.:l.la.bl.c to ASA'E. 

!fBtt m e011t1 D"t>. ____ 5~5_-1_4_1_.9.___ 
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4. NSA is responsible for forwarding to ASAE significant T/A in­
formation derived from processing at NSA to include processing of traffic 
~rom sources not available to ASJ\E. 

5. HSA is responsible for providing ASAE wi"l~h timely critiques of 
the translations produced at ASAE. These will usually be in the form 
of Technical Support Letters. 

6. NSA and ASAE will exchange, by el.ectrical means if necessary, 
sie;nificant T/A developments and significant C/A developments on low 
and medium-grade systems including alterations in basic rectangles, 
coordinates, keys, indicators, e·tc. 

SECTION IX - LIAISON 

l. ASAE is authorized to conduct necessary J.iaison wi thllin 
matters deal.ing with the exchange of technical. and end-produc~rma­
tion, utilizing existing NSAEUR liaison channels. NSA will/be information 
addressee on all connnunications resuJ.ting therefrom. 

2. In a.J..l. matters concerned. with third party material, liaison 
will be conducted through NSA channels. 

SECTION X - DISTRIBUTION PL 86-36/50 USC 3605 
EO 3.3(h)(2) 

l. Technical Reports -

a. ASAE is responsib1e for rorwa.rding/the following: 

(1) Spot TASUM8, by electrical means, to NSA andD 
(2) Weeltly TASUMS,/by electricaJ. means, to NSA and\D 

(See Appendix A). 

(3) Weekly T/A Notes, by bag, 7 copies to NSA, l copy to 

D 
(4) Semi-monr C/f .. /Notes, by bag, 2 copies to NSA, 

1 copy t 
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PL 86-36/50 USC 3605 
EO 3.3(h)(2) 
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(5) TEXTA, by electrical means, 
units as required. 

(6) Interim Reports, by bag, l 
to NSA. 

1 July 1955 

to NSAD and to other 

copy to 10 copies 

b. NSA is responsible :for forwarding the i'ollowing to ASAE: 

(1) Weekly T/A Notes, 4 copies, by bag. 

(2) Semi-monthly c/A Notes, 4 copies, by bag. 

(3) Interim Reports, 4 copies, by bag. 

(4) TcchnicaJ. Support Letters, 4 copies, by bag. 

(5) TEXIN, by electricaJ. means. 

2. COI-UNT End-products -

a. End-product reports will be distributed to consumers listed 
in Section V, paragraph 9, of NSJ\. Operations Order Number 113. 

b. In addition end-product reports will be distributed to the 
i'ollowine: 

(l) sso, 3rd Air Force. 

(2) sso, 5th Air Division. 

(3) sso, 7th Air Division. 

(4) sso, 12th Air Force. 

( 5) CINCLANTFLT. 

c. NSA will forward translations and reports based on the 
processing or trai'fic from sources not available to ASAE by bag or by 
electrical means as may be required. 

HSA 'ilS Qeatl Jle • _ __..5...,5_-_14_.J.:_..9_ 
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d. The criterion~ for the precedence in forwarding Ca.'IINT end­
product 'Will be the intelligence value or the message or report. Items 
of high intelligence value will be forwarded by electrical means. Those 
01' a more routine nature will be forwarded by bag. In all. instances 
it is essential that discrimination be used in the selection of material 
for forwarding by electrical means or by bag. While it is imperative 
that materinl of' hieb intelligence value be given rapid dissemination, 
it is also important that material ot: a more routine no.ture does not 
burden electrical circuits. 

Sia'ION XI .. MACHINE moc:msm 
PL 86-36/50 USC 3605 
EO 3.3(h)(2) 

.ABAE is authofzesi to CC)n.Q.uctsuch machine analysis as is required 
tor su;pport of the l1ow and medium-grade systems assigned as ASAE's 
rcsponsibiJ.ity and to support tra:Ci"ic analysis efforts. :NBA will provide 
technical support for the machine program. ASA.E will keep NBA advised 
a.s to the status of its machine program on a continuing basis. 

S:OOTION XII - TRAFFIC FORWARDING 

Traffic Will be forwarded in accordance with the provisions of NSA 
CircuJ.ar 51-11 and the current Supplementary Forwarding Directive. 

BY CCHWm OF LIEt7.IENANT GENERAL CANINE: 

DISmIBUTION 
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Incl: 
Appendix A 
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APPENDIX A 

CZECHOSLOVAK TASUM FORMAT AND INSTRUCTIONS 

Pur,Pose: 

The purpose of' the CK Trnffic Analysis Summaries (TASUMS) is to 

:~~ ::r~~:!6te~=~!~:=~~; ~;C:~~~eJ. s=~~:s~~;es. 
PL 86-36/50 USC 3605 

Reporting Period: EO 3.3(h)(2) 

L A TASUM for each entity! !covering the period 
OOOOZ Friday to 2359Z Thursday, will be issued weekl.y Blld rorwarded 
e1ectrica.J.ly with a routine precedence on Friday of each week. 

2. A separate TA.SUM, to be called a SPOT TA.SUM, Will be prepared 
concurrently with publication of 8IJ.Y' spot intelligence report and for­
warded electrically with the same precedence as the report for which it 
was prepared. It will summarize the period of camnunica.tions activity 
that provided the pertinent details for the spot report. 

Format: 

Each TA.SUM will consist of' two sections: 

SECTION I - GENERAL CCMmN'lB 

Information contained in this section sbou1d include remarks and/or 
questions of' a general. nature including unit identification, location, 
or movements referring to the network as a whole, as well as theories, 
ideas, and conclusions concerning network activities, i.e., callsigns, 
keys, address groups, procedures references, unique external indicators, 
possible reorge.nization, etc. 

Callsigns: When callsigns change, the new callsigns and 
frequencies shall be reported in following TAStMS with any continuities 
established. 

Appendix A to NBA Operations 
Order Annex 113-4, dated l July 1955 
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SECTIOJ:T II - CASE ACTIVITY 

Information in this section should contain: 

a. Details of unusual activity or each case notation, including 
such itams as odd contacts, inactive stabions, new scbedu1es, frequencies, 
call.signs, BSTs, unusual chatter, operator's comments, station equations, 
and remarks or questions pertaining to each net. 

b. A summary of traffic total.a for the week by intercept 
source, case, and t;ype (valid or practice). 

Dete.:l.l.s of Preparation: 

l. .All TA.~tlMS coverina the same do.te period Will carry a common 
serial number which will progress by one each week. All serials will 
revert to one yearl.y (on l January). 

2. Ea.ch TASUM will begin with a sta.nda.rd entry 1 for exampl.e: 

PL8fi:::36/50USG 3605 DNR l ror l-7 Jmru.ary 1956 
EO 3.3(h)(2) NR l for 1-7 January 1956 

NR l for 1-7 January 1956 

3. In order to provide a standard basis for reference 1 all 1 tems 
should be numbered consecutively w1 tb no regard to section beeili.ngs 1 e.g. : 

Section I 

l. 

2. 

Section II 

4. etc 

NSA: 'PS Sea4;1 iJe, 55-14J.9A 
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1~. Each case notation under Ar.-ction II shall constitute a new item, 
f'ollowing the consccutiv~ numbcrlnc; of' Section I. Ea.ch item shall start 
a ne"'~ line, pertinent information concerning the case to follow the 
case notation in date order, e.g.: 

Section II 

5. 501.01 1 Jan. , 2 Jan. ----
6. 50201 1 Jan. ----, 2 Jan. 

7. 50301 Nil 

5. A negative report is requi~cn in the event there is nothing to 
be reported in any g1 ven section or i tcm or the 'J'ASUM. 
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