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SECTION I -~ DEFINITION

| cmm entities are understood ‘to mean all eomuanienliona nclivilics of
.___these| |sexrvices as ropreacaled hy Lhe L1 uiraph noknlions
| [respectively.

SECTION II - JMPIGI " ruirmiog,

l. In accGrda.nce with the provisions of RSA Uirenlarv 51-10, ASAE
\_1s responsible for operational conlrol over Lbuse posilirng on Lhe
‘Ijen‘bi‘bies designated C{begor,v c.

2. NSA is respdhsible for chanpges in the number of posillons
assigned to each of 'bhe‘*l entities.
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NSA OPERATIONS ORDER ANNEX 113-4 1 July 1955

3. ASAE will forward a monthly recapitulation of assigmments for
these positions, as set forth in NSA Circular 51-10.

PL 86-36/50 USC 3605  ggapron ITT - TEXTA RESPONSIBILITIES
EO 3.3(h)(2)
ASAE ‘has TEXTA responsibility for the[ _ ]entities. ASAE has
avthority to conﬁé:cHdirectly on all matters dealing with TEXTA.
ASAE will provide NS information copies of sll: such communicetions
dealing with TL‘X'I‘A

SEC”ION IV - TRAFFIC ANALYSIS RBSPONSIBILITIES
1. ASAE has full traffic analybtic responsibility for 'th

entities, utilizing traffic from sources available to them. ThEe &

of tralffic analysis performed will be of sufficient smplitude to i‘ulf:.ll
the missions of intercept control, techunical support to the crypt- ‘
analytic effort, and the reporting responsibilities. :

2. NSA will conduct such traffic analysis on the  entities
as is necessary for purposes of technical control end technical supjport
and to provide timely support to the cryptanalytic effort remalm.ng at
NSA. NSA will use the results of traffic analysis performed at ASAE in
order to further support the cryptanalytic effort remaining at NSA

SECTION V - CRYPTANALYSIS RESPONSIBILITIES

1. ASAE is responsible for the cryptanalytic effort on low and
medium-grade systems.

2. ASAE will process high-grade systems only to the extent
necessary to isolate such systems from the total traffic receipts in
order to explcit low, medium-grade, and undiasgnosed traffic. Undiag-
nosed traffic is defined as any trafllc not bearing the characteristics

of designated systems.

3. ASAE is not authorized to perform analysis on high-grade
systens.

NeA-PS—Genti—o. 55-1419
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4. ASAE may conduct cryptanalytic processing jointly with NSA on
undiagnosed traffic. When a determination is subsequently mode by NSA
that any portion of such traffic is high~grade, ASAE will immediately
cease work on those portions so determined.

5. ASAE will keep NSA informed of all changes in encipherment in
the systems for which ASAE has operational responsibility. Notification
of routine encipherment chenges for which solution has been effected
at ASAE will be accompanied by a small number of rcpresentative messages.
When a change in encipherment occurs in a system for which ASAE has
responsibility but for which a solution camot be effected within twenty-
four hours, ASAE will forward all U.S. intercept in that system to NSA
by electrical means until a solution is effected or until a major change
has heen diagnosed. ASAE may continue to perform analysis on such
systems involved unless it is determined by NSA that the systems are
high-grade.

6, _NSA is responsible for determining the appropriate grade level
of all systems.

Z . NSA 15 solely responsible for all cryptanalytic effort on those
systems diagnosed es high-grade.

8. NSA is responsible for periodic re-diagnoses of systems
des:Lgns.ted. as high~grade in order to validate the grade level of those
systems on a current basis. Should any low or medium-grade system be
:Lsola,ted from traffic originally designated high-grade, NSA will dele~
gate res;pons:.blli'by “for that system to ASAE.

9. ENSA will perform such cryptanalytic processing of low and
medium-grade systems as is necessary for purposes of technical control
and technicael support, forwarding results of such processing to ASAE on
a timely basis.

SECTION VI - TRANSLATION RESPONSIBILITIES

1. ASAE has the responsibility for full transiation, as necessary,
of messages resultlng from the process:mg of ow and medium-

PVI:86 36/50 USC 3605  —NeA—T5-CentdNo. _ 55-1419
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2. NSA has the responsibility for full translation, as necessary,
of messages derived from sources not available to ASAE and from systems
for which NSA has sole analybtic responsibility.

3. Reports resulting from the processing of low and medium-grade
systems will be compiled in accordshce with the provisions of NSA
Circular 53-1. (See Section VII). NSA will spot check ASAE transla-
tions for purposes of technical control and technieal support.

SECTION VII ~ REPORTING RESPONSIBILITIES

1. Technical Reports -

a. ASAR is responsible for the production of the following
reports:

(1) Spot TASUMS (See Appendix A).

(2) Weekly TASUMS (See Appendix A).
(3) Weekly Traffic Analysis Notes.
(4) Semi-monthly Cryptanalysis Notes.
(5) TEXTA.

(6) Interim reports, as required.

(7) Such Reverse Technical Support Letters or technical
cables as may be required.

b. NSA is respcnsible for the production of the following
reports:

(1) Weekly Traffic Analysis Notes.

(2) semi-monthly Cryptanalysis Notes.

(3) TEXIN, as required.
HSA-T5Oenbtl—Ne~ 55-1419 -
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NSA OPERATIONS ORDER AINEX 113-h 1 July 1955
(%) Intrrim reports, as required.
(5) Technical Support Lebters or cables, as required.
2. COAIIT Ernd~produch Reports

a. ASAR is respongible for the production of the [following
reports:

(1) M1l tronslations and pistoc of individual messopes

derived Trom the proccssing ol low and medium-grade
cystems for which tlu:y hove responsibility.

(2) spot rcports bused on C/A or T/A information.

(3) Comptlotions (pro forma gisis).

(h) Marrative or term rcportc (M3A ond ASAE will notlfy
cach other of projected narvabive type reports in
advaonce of aclunl work being undertaken in order that
duplication in reporting can be averted.)

b. NSA is responsible for preparing translabions and reports
based on the processing of traflfic from sonrces not available to ASAE.

SECTION VIII -~ SOURCEG OF TECHNICAL SUPPORT

l. ASAE is responsible for providing the necesssry T/A support to
1ts cubordinate units.

2. ASAE will forward to NGA any rccoveries on the low and medium-
crosle gyslems for which they have C/A respons ibility.

3. TUA ls responsible for providing ACAE with technical C/A support
on Lhose low and medium-grade systems which are sssigned to ASAE's
regsponslbility. NSA will forward to ASAR recoveries on low and medium-
rrade sysvems derived [rom processing at NSA including recoveries derived
Irom the processing of traflic [rom sources not aveilable to ASAE.
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NSA OPERATIONS ORDER ANNEX 113-L 1 July 1955

k. NSA is responsible Tor forwarding to ASAE significant T/A in-
formation derived from processing at NSA to include processing of traffic
from sources not avallable to ASAE.

5. MNSA is responsible for providing ASAE with timely critiques of
the translations produced at ASAE. These will usually be in the form
of Technical Support Letters.

6. NSA and ASAE will exchange, by electrical means if necessary,
significant T/A developments and significant C/A developments on low
and medium-grade systems including alterations in basic rectangles,
coordinates, keys, indicators, etbe.

SECTION IX - LIAISON

1. ASAE is authorized to conduct necessary liaison with| in
matters dealing with the exchange of technical and end-product TATOrma~
tion, utilizing existing NSABUR liaison channels. NSA will ‘be information
addressee on all communications resulting therefrom.

2. 1In all matters concerned with third party mater:.a.l s liaison
will be conducted through NSA channels.

SECTION X - DISTRIBUTION PL 86-36/50 USC 3605
i EQ 3.3(h)(2)
1. Technical Reports =~

a. ASARE is responsible for rorwa.rding 'bhe followj.ng

(1) Spot TASUMS, by electrical mea.ns, o NSA and

(2) Weekly TASUMS, ny electrlca.l means, to NSA and
(see Appcndlx a). s

(3) Weekly T/A Notes, by bag, 7 copies to NSA, 1 copy to

1l copy t

(%) Semi-monthlf CfA/thes , by bag, 2 copies to NSA,

—HoA—Fo—Cemti—Ho . 55-1419
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(5) TEXTA, by electrical means, to NSA, and to other
units as required. .
(6) Interim Reports, by bag, 1 copy to 10 copies
to NSA.

b. DNSA is responsible for forwarding the following to ASAE:
(1) Weekly T/A Notes, b4 copies, by bag.
(2) semi-monthly C/A Notes, 4 copies, by bag.
(3) Interim Reports, 4 copies, by bag.
(4) Technical Support Ietters, 4 copies, by bag.
(5) TEXIN, by electrical means.
2. COMINT End-products -

a. End-product reports will be distributed to consumers listed
in Section V, paragraph 9, of NSA Operations Order Number 1l13.

b. In addlition end-product reports will be distributed to the
Tollowing:

(1) s80, 3rd Air Force.
(2) 880, 5th Air Division.
(3) 880, Tth Air Division.
(4) 830, 12th Air Force.
(5) CINCLANTFLT.
c. NSA will forward translations and reports based on the

processing of traffic from sources not available to ASAE by bag or by
electrical means as may be required.
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d. The criterion, 'for the precedence in forwarding COMINT end-
product will be the :Lntelligence value of the message or report. ITtems
of high intelligence value will be forwarded by electricel means. 'Those
of a more routine nature will be forwarded by beg. In all instances
it is essential that discrimination be used in the selection of material
for forwarding by electrical means or by bag. While it is imperative
that materisal of high intelllgence value be given rapid disacmination,
it is also important that material of a more routine nature does not
burden electrical circuits.

. PL 86-36/50 USC 3605
SECTION XT - MACHINE PROCESSING EO 3.3(h)(2)

ASATL is authoj conduct such machine analysis es is required
for support of -bhe] low and medium-~grade systems assigned as ASAE's
responsibility and to support tralffic analysis efforts. NSA will provide
techniecal support for the machine program. ASAE will keep NSA advised
as to the status of its machine program on a continuing basis.

SECTION XII - TRAFFIC FORWARDING

Praffic will be forwarded in accordence with the provisions of NSA
Circular 51-11 and the curreat Supplementary Forwerding Directive.

BY COMMAND OF LIEUTENANT GENERAL CANINE:

pmA

ED R. MARCY
Colonel, US Army
Deputy Director
Production

DISTRIBUTION
Special

Incl:
Appendix A
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APPENDIX A
CZECHOSLOVAK TASUM FORMAT AND INSTRUCTIONS

EEEOSG:

The purpose of the CK Traffic Anslysis Summeries (TASUMS) is to
pro iSA with details and analytic results of initlal processing of
the

PL 86-36/50 USC 3605
 E033(h)(2)
1. A TASUM for each entity ‘covering the period

0000Z Fridey to 23592 Thursdsy, will be issued weekly and forwarded
electrically with a routine precedence on Friday of each week.

Reporting Period:

2. A separate TASUM, to be called a SPOT TASUM, will be prepared
concurrently with publication of any spot intelligence report and for-
warded electrically with the same precedence as the report for which 1t
was prepared. It will summerize the period of comminications activity
that provided the pertinent detalls for the spot report.

Format:

Each TASUM will consist of two sectlionsa:

SECTION I - GENERAL COMMENTS

Information contained in this section should include remerks and/or
gquestions of a general neture including unit identification, location,
or movements referring to the network as a whole, as well as theories,
ideas, and conclusions concerning network activities, i.e., callsigns,
keys, sddress groups, procedures references, unique exbernal indicetors,
possible reorgenlzetion, etec.

Callsigns: When callsigns change, the new callsigns and
frequencies shall be reported in following TASUMS with any continuities
established. .

Appendix A to NSA Operations' —EA—PS—Cenbl—Ne. 55-1419A
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SECTION II ~ CASE ACTIVITY

Informetion in this section should contain:

a. Details of unusual activity of each case notation, including
such items as odd contacts, inactive stablions, new schedules, frequencies,
callsigns, BSTs, unusual chatter, operator's comments, station equations,
and remsrks or questions pertbaining to each net.

b. A summary of tralfic totels for the week by intercept
source, case, and type (valid or practice).

Detalls of Prepsration:

l. All TASUMS covering the same date period will cerry a comon
serial number which will progress by onc each week. All serisls will
revert to one yearly (on 1 Jamuary).

2. FEach TASUM will begin with a standard entry, for example:

PL 86-36/50 USC 3605 IR 1 for 1-7 Jamary 1956

EO 3.3(h)(2) MR 1 for 1-7 January 1956
IR 1 for 1-7 January 1956

3. In order to provide a standerd basis for reference, all items
should be numbered consecutively with no regard to section headings, e.g.:

Scction I
1.
2.
Section II
3.
k., ete

—HEA—P6-ConslNo~_55-14104 Appendix A to NSA Operstions
Copy Number Order Annex 113-4, dated 1 July 1955
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k. Rach case notation under Seclion II shall constitute a new item,
following the consccutive numbering of Section I. Each item shall start
a new line, pertinent inTormation concerning the case to follow the
case notation in date order, e.g.:

Section IX
5. 50101 1 Jan. , 2 Jan.
6. 50201 1 Jan. , 2 Jan.
7. 50301 Nil

5. A negative report is required in the event there is nothing to
be reported in any given section or item of the TASUM.
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