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ESPIONAGE ACT

Titles I, VIII, and XIII of an act approved June 15, 1917
(Public, No. 2, 65th Cong., 40 Stat. 217; 50 U. S. C. 31-42),
as amended by an act approved March 28, 1940 (Public, No. 443,
76th Cong., 54 Stat. Chapt. 72).

Section 31
UNLAWFULLY OBTAIMNING OR PERMITTING TO BE OBTAINED INFORMATION

AFFECTING NATIONAL DEFENSE.

(2) Whoever, for the purpcse of cbtaining information
respecting the national defense with intent or reason to believe
that the information to be obtained is to be used to the injury
of the United States or to the advantage of any foreign nation,
goes upon, enters, flies over, or otherwise obtains information
concerning any vessel, aircraft, work of defense, navy yard, naval
station, submarine base, ccaling station, fort, battery, torpedo
station, dockyard, c¢anal, railroad, arsenal, camp, factory, mine
telegraph, telephone, wireless, or signal station; building, offiece,
or cther place connected with the national defense owned or con-
structed, or in the progress of construction by the United States or
under the control of the United States, or any of its officers or
agents, or within the exclusave jurisdiction of the United States,
or any olace in which any vessel, aircraft, arms, munitaions, or
other materials or instrmiments for use in time of war are being
made, prepared, repaired, or stored, under any contract or agree-
ment wath the United States, or with any person on behalf of the
United States, or otherwise on behalf of the United States, or
any prohibited place within the meaning of section 36 of this title; or

(b) whoever for the purpose aforesaid and with like intent or
reason to believe coples, takes, makes or obtains, or attempts, or
induces or aids another to cooy, take, make, or obtain, any sketch,
instrument, appliasnce, decument, writing, or note of anything connected
with the national defensc

{c) whoever, for the purpcse aforesaid receives cr cbtains or
agreas or attempts or induces or aids another to receive or obtain
from any person, or from any source whatever, any document, writing,
code book, signal book, sketch, photograph, photographic negative,
blueprint, plan, man, medel, instrument, appliance, or note, of
anything connected with the national defense, knowing or having
reason to believe, at the time he receives or obtains, or agrees
or attempts or induces or aids another to receive or obtain it,
that it has been or will be obtained, taken, made or disposed of
by any person contrary to the provisions of this title: or

{d) whoever lawfylly or unlawfully having possessjon ©f
access 20, control over,lgr beang intrusted w;.l‘%h any do%wnent:

wrating, code book, signal book, sketch, photograph, photographic
negative, blueprint, plan, map, mocdel, instrument, appliance, or
note relating to the national defense, willfully communicates

L)
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transmits or attempts to communicate or transmt the same to any
person not entitled to receive at; or willfully retains the same
and fails to deliver it on demand to the officer or employes of
the United States entitled to receive it; or

(e) wheever, being intrusted with or having lawful possess~
ion or control of any document, writing, code book, signal book,
sketch, photograph, photographic negative, blueprint, plan, map,
model, note, or information relating to the national defense,
through gross negligence vermits the same to be remcved from its
proper place of custody or delivered to anyone in vioclation of his
irust, or to be loat, stolen, abstracted, or destroyed, shall be
punished by imprisomnment for not more than 10 years and may, in
the discretion of the gourt, be fined not more than $10,000. As
amended Mar. 28, 1940, c. 72, Sec., 1, 54 Stat. 79.

Section 22-
UNLAWFULLY DISCLOSING INFORMATION AFFECTING NATIONAL DEFENSE,

{(2) Whoever, with intent or reason to believe that is 1s to
be used to the injury of the United States, or to the advantage of
a foreign nation, communicates, delivers, or transmits, or aktempls
to, or aids or induces another to communicate, deliver, or transmit
to any foreign government, or to any faction or party or military
or naval force waithin a forsign country, whether recognized or
unrecognized by the United States, or to any representative, officer,
agent, employee, subject, or citizen thereof, either directly or
indarectly, any document, writing, code book, signal book, sketch,
photograph, vhotographic negatave, bluepraint, plan, mep, model, note
instrument, appliance or information relatang to the national
defense shall be punished by imorisemment for not more than 20 years:
Provided, That whoever shall violate the provisions of subsection (a)
of this section in time of war shall be punished by death or im-
prisorment for not more than 30 Years; and (b) whoever, in tame of
war, with intent that the same shall be communicated to the enemy,
shall collect, record, publish, or communicate, or shall attempt
to elicit any information with respect to the movemsnt, numbers,
description, condition, or disvesition of any of the armed forces,
ships, aircraft, or war materlals of the United States, or with
reapect to0 the vlans or conduct, or supposed plans or conduct of
any naval or military cperations, or with respect to any werks or
measures undertaken for or comnscted with, or intended for the
fortification or defense of any place, or any other information
relating to the public defense, which might be useful to the
enemy, shall be punished by death or by imprisonment for not more
than 30 years,
(June 15, 1917, c. 30, Title I, Sec. 2, 40 Stat. 218)
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RESTRICTED-

THE WHITE HOUSE
WASHINGTON

28 August 1945

MEMORAMDUM FOR:

The Secretary of State

The Secretary of War

The Secretary of the Navy

The Attorney General

The Joint Chiefs of Staff

The Director of the Budget

The Director of the Office of War Information

Appropriate departments of the Government and the Joint Chiefs

of Staff are heredby directed to take such ateps as are necessary
to prevent release to the publie, except with the special avproval
of the President in each case, of:

Information regarding the past or present status,

technique or vrocedures, degree of success attained,

or any specific results of any cryptanalytic unit

acting under the authority of the U. 5. Goverrment or

any Department thereof.

HARRY S. TRUMAN
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DEPARTMENT OF IEFENSE

ARED FORCES SICURITY AGENCY
Vaghingbon 25, D, C,

REGHRICTHED-

AFSA MOHICRATDUM 110, 7250 15 February 1950

Sublect. Handling of Colde Word Material,

1. ‘The followleg imstzuctioms are publishod for the guldance of all
AFSA persomnel for the bandling of Code VWoxd material.

8q

Co

4,

3o

Definitivn: Code Vord Material is a temm applied to clase
sified moteriel which, im additiom to 1ts classificatiom,
bears a five letier code wordl designatioa,

Clageificatiom: The appropriate classiflcation, TOP SECRET
or SLCRUT, and ite assoclated Code Vord shall appear on
every sheet of paper (top amd bobtitom),

Transmiseliom: Code Word matsrial will elther be trancmitited
by emoryptiom om am aubthorized orypitosystom, or through

TOP SECRET chanrels over officislly approved officer courier
routes, except where such routes lnvolve alr or lamnd transe

port over lerritoriocs of fereigh meitloms,

Digaeminmbtiom: Code Voutk material will be disseminsted orly
tomprsamel who have beer properly isdocbrimated im the
handliieg of spscial intelligenoo amd culy thom on a "meed-
to Imow" basis,

Addresging: All Code Vord material will be wmapped in
doublo envalopos and eddressed as follows:

(1) Outer Invelope will bs marked im the gams mammer as
all other % SCCRET correspondence (Rogister Number,
*VIA OFFICER COURIER," etc, )

(2) Imner Eavelope will be stamped TOP SICRET (Code Weaid
will BIVER appoar o eithor the imner or cuter cr-
velope), and in addition to the vegular address, the
following phrase will be appsnded, “TO BE OFENED QULY
BY PERSONALLY. " The title or the mame
of the persom Imowa 4o be authorized to receive Code
Vord materiel wlll be l=ssried in the blank,
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AFSA EMORGNDUL. 10, 72-50

Subject: Harndling of Code Word Material,

2, Stricet compliance with the above directiome is rsgnired of all
AFSA pergomnel, as failure to chserve thsse securlity precautions may rssult
in serious compromise of this Aguncy’s activities,

FOR 4HE DIRECIOR, APSA,

[/ 11, J, COFFIEID
Colonel, USAF
Chief of Administration

DISTRIBULION II

AUTHENTICATED:

j" -d‘ i "QM
¥, T, JOHNSOI
1T UsH
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DEPARTMENT OF DEFENSE

ARMED FORCES SECURITY AGENCY
Waﬂhington 25. D. C.

3 April 1950

AFSA MEMORANDUM NOo 1011

Subject: Personal Mail.

l. AFSA pergomnel are reminded that neither the Armed Forces
Security Agency nor the Service Cryptologic Agencies will bs used as
& address for reosiving personal mall.

2. Persomnel asslgned to the Armed Forces Security Agency will
not. utilize officlial mail channels for the posting of personal mailj
all such mail must bo posted in mail boxus located ocutaide the Station

arsas.

3. An exception to the requirements of paragraph 1l above is
permitted in the case of individuals aetually quartered at elther
the Naval Communication Station or Arlington Hall Station.

FOR THE DIRECTOR, AF3A:

/s/ B.3. Coffield
M. J. COFFIELD

Colonel, USAF
Chief of Administration

DISTRIBUTION I



REF ID:A40556

@ RESTRICIED @

DEPARTMENT OF DEFENSE
ARMED FORCES SECURITY AGENCY
Waghington 25, D. C.

APSA-05 fur 16 December 1949
ABb

—gESTRIeTE —

AFSA MEMORANDUM NO. 1206
Subject: Security Regulations.

1, Effective thia date, and until further notification,
the provisions of the CSAW Security Hanual will apply to all AFSA
spaces, facilities, and personnel located at NCS; the provisions
of ASA security regulations will apply to AFSA spaces, facilities,
and personnel located at AHS.

FOR THE DIRECTOR, AFSA:

\

Lo e
Captain, U. S. Navy
(Actvg) Chief of Administration

DISTRIBUTION II
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HnTr W OITL v 1.1 SW
LdRTD LN TE SECURITY AGLV'CY -
Uashlngton 25, De Ce

27 .pril 1950

—RESTHE+-D—
AFSS L3 TDut M0. 12015

Subjocts

Refercnces: (a) Post Ropulatlions, arllington "wll

le

Carmera Restrlictione et srlington hall {tation
end J. S, ¥av; Comamlcation Stabron

Suovion
(b) Organizatlcon and Regulationa, ~e Se Vavy
Communicatlon Station

"ost .legulaticns concernin, the use and v»ossession of

camercs al /rlinpgton xnall Ltaliovn and e &, I'avy Commmlcaiion
Cltaticn are ocuolod asc follows:

8

be

2e

care, (f), "age 22, "ost Regulalions, rrlington all
Station reads:

"Camoroa. Comeres .musi Le repistored witn the Provost
ars.i8l. unrogisterced cameras will not Le pormltted on
tac Post end aro subject to seizure. DBona [ido 1icmbers

of tne Liyilicn Lamcra Club are autnorized to registor
Lzeir cemeras and bring them un ihe Post fcr the fuar.oso
of study e2v tne acetin,s of tac lLamera “1lub. crocrs

of Llub vill cheeg Lielir cameras in lLicadquarlors Pairldingg
Roow, L=119, durins Lhe day. Under no eircurisbances

wlill cameras be carried into an OUperatlons Bulldling,.

The use of cameras on tne Post is strictly forblddent.

Pose 7=3, Iter (Cl3, Orzmizctloa and Rerulaiions,
Je S, Navy Cormunication Ltatron rcads:

" .1e personal posscssicn of carerdas or tue Ctabion shall
be orohliblted 1'ilhout the vritlon permiscion of the
cormunandins Clrficor. Cfficlial careras, Iilm and photo=-
crapnle eqaapment nay be cerrlied in cna oul of ine
Htation if the be.ror has s property »ess bearin: an
aubnorized slprnu.ture®,

1ho uso of pesrsonal camoras ab erther post 1s strictly
forbldden.
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DEPARTMENT OF DEFENSE
ARMED FORCES SECURITY AGENCY
Washington 25, D. C.

AFSA=511 15 May 1950
AFSA MEMORANDUM NO. 120-16

Subject: Recognition of A.H.S. Badges at N.C.S.
Referer.co: NCS STATION ORDER NOe 1449

l. The reference 1s quoted in part for the information and
guidancs of all AFSA personnels:

2. Effective immediately permanent (photo) badges issued by
Arlington Hall Station shall be recognized by sentries for admit-
tance to inner and outer compounds of the Navy Communication Station
as indicated below:

{a) YELLOW (photo) badges:

Authorized to enter outer and inner compounds through
all regularly manned gates. No escort rsquired.

(b) GREEN (photo) badges:

"Auf.horized to enter outer and inner compounds through
all regularly manned gates. No escort required.

(e) CHERRY (Photo) badges:

Authorized to enter the irner and outer compounds
when in company (escort) of a wearer of YELLOW or
GREEN Arlington Hall Station badges or by NCS Personnel
wearing permanent badges. CHERRY badge perasonnel
must be attended at all times while within NCS com-
pounds. Escort slip not required.®

FOR THE DIRECTOR, AFSAg

/91’ M.ds Coffiecld

Y. J. COFFIELD

Coleonel, USAF

Chief of Administration

DISTRIBUITION II
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@ vestricren  ®

ALLA CJT.QRTUO MG. 100-50

3s 'Whe contcntes of this uemorandum will be brocaal
to the attention of all £l 8A personncl, and strict compliance
with the Post Regulations nobed hereln will be observed by
all 41 SA personnel.

FOR TLl! DIRECTCk, AHTLHA:

/8/ e Je Cofficld

Mo Jo COFFITLD

Colonel, USAP

Chilef of Administration
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DEPARIMENT OF DEFENGE
ARMED FORCES SECURITY AGERCY
Washington 25, D, C,

16 Janvary 1652

AFSA MEMORANDUM NO. 120-18/1

Subject: Certification of Public Iaw 513 (Crypto Security Iaw)

1, AFSA Memoranda 120-18 and 120-19, 15 May and 13 Jume 1950
respectively, are hereby superseded.

2, All personnel, military and civilian, entering on duty
with this Agency, will read Public Iaw 513 and complete the cer-
tifioation attached theveto. This will be accomplished dnring
initial processing into the Agency by the Personnel Divisiom, The
signed certificates will be forwarded to the Seourity Control Divi-
sion for file.

3., Public Iaw 513 will be reviewed quarterly dy all personnsl,
Office and Staff Division Chiefs will notify the Chief, Securiiy Con-

wrol Mvision, in writing, by the 15th of the mcnth following the end
of cach ocalendar quarter that this has besn acocomplished, Individual

certifications are not requimed,

FOR THE DIRECTOR:
Colonel, AGC

Ad Jutent Qenexal
DISTRIBUTION X
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DEPARTMENT OF DEFENSE
ARMED FORCES SECURITY AGENCY
Washington 25, D. C.

36 Jaruary 1952
—RESTRICTED—SECURITY INFORMATION
AFSA_VEMORANDUM NO, ].20—25‘1

SUBJECT: SHecurity of Equipment used for Storage of Classified Material

1, AFSA Memorandum Mo. 120-25(202-50) 29 Lovember 1950 and
Aprendix 1, 30 August 1951, are hereby superseded, The protedures
ard standards set forth herein shall gowern the use of vaults, safes,
and safe c¢abinets and the custody of safe combinations for all
components of AFSa,

2+« Each vault, sale, and safe cabinet having a cambanition lock
has beon assigmed & Security Contrel Division File numbsr for identi-
fication. when present eguirment is noved or when new agquirment is
asyuired, “hys.cal Jecurity Dranch will be notified immediately 30
thut records may he kept up to dste.

3. Euth comhiration will be eharcadl.

1, AL least every ¥ix (A+ months.

1. riprera ¢ gone nixwity e emblnatior 13 ~enosod fram
wsipmment. A erson wha his had sccess to 3 combirat.on is orasumed
to hnow it.

¢+ wWhenever the combinatior bezomes known Lo anyone not
mthorized to krom Wbe A person who hax had access to 1 ¢ombination

+5 presumed to know t.

Lo Comdinations will bs furnished to Fhysieal Security BRranch
in sealed =nvelopas, {Safe and File Combination Record -~ FRNC-NCSW
365) for use in emergenriss. The Security Control Division File
Number iasigned to the equipment will be inserted on the top line
of &ach envelope, and a 1ist of Lthe namss ana badge numbers of persons
to whom the anvelops may be issued will be written in the space
nrovidsd,

%« The keys to key “ocked and bar~-locked cabinets wili be
dtorrd in combination=locked safes or cabinets.

£, shensver tne rombinating ~f a safe ia naeded, (L may bw
nita.ned from bhe Phyvica: e.write ssficer or Lhe Security weteh
officer. The snvelope eontrininr the «ombination will be given only
¢ the Mrav.ogr, Depaty DI~ tnee  mref af Staff, Star? Doty 017 ee-w
AT BAAY PAPMEY whcEn NRte appaste on the envelops,

~ESTRICTFED—
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AFSA MEMORANDUM NOs 120-25/1

7 Responsible Chiefs and Heads of organizational umts will
insure that the instruetions listed belww are understood and followed
by all persons in their units who are responsible for locking and
checking safes and cabinets.

a., When a combination lock is being locked, the combinatien
dial should bs turned ir one direction .t least four za) complets turns.
It should not be turned one way and then the other, and IT SHOULD NOT
BE SPUM R~:IDLY.

b, Before i safe-cibinet i{s locked, all drawers must be
completely closed. After the combinatior 18 turned, the locker should
check by deoressing the liteh of each drawer und attempting vigorously
to open the drawer.

¢. Wher a cabinst 13 beirg secured with i bar lock, the
locker should ingure that the bar is put through a1l f:isteners and
that the padlock 13 rowpletely closed und locked.

des when i cabinat of any type iz being secured, care should
he taken to insure that loose papers, piper elips, stc., do net become
wedged behand driwers or iln the drawer tracks,

B. Euch piece of equizment used to store clasasified matter will
bear, posted ar a couspicuous place, 1 list of the names, home addresses,
ind homs telephone rumbers of all perscng suthorized to open the
squipment .ind use ils contents.

7o A Gegurity Record Certifigite wai'l be posued or each piece of
equivmert used for the atoring of citssified naterial and on each
door Lo 1 roon which has heen declared a restricted or sesured area.
On this sheet will be recorded the date and tames of each opening,
locking, ard checking of the equipmcnt or door and the signature of
the person who psrformg tLhe functions 4sher these sheets becoms
comcletely filled, they wall be signed by the chief or head of the
orpanirationil unit concermed ind forwarded to Physical Security
Braneh for veview

10, Eich piece of equi.ment used for the storage of classified
maberlil will, when open imd in use, bexr : red card with the print
lepend "Cpen'’s When It is c¢losed and locked the card waill be
reversed to reveil Lhe legend "Closed'r,

11, Euch equipmert used to siore only unclassified material
will bear o legend to that sffect sigred by the appropriate urit
Chief or Head,



s
4FSA_ VEMORAMNDUY NO, 120-25/)
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12. 111 forms, 2arda, and envelupes proscribed in this

mamorandum @3y be obtained from ths Puh)i~ations ara
Ssmanch of the Adgntent wwners’ s ofifies

1'Ot THE DIARCTOd:

anpo” jetione

S

GEQ. E, CANFBELLT
Colonel, AGC
Ad jutant Gt_amral

DISIRIBUTION 1V
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DEPARTMENT OF DEFENJE
ARMED FORCES SECURITY AGENCY
Washi.ngbon 25, Do C,.

AFSA-~16
AFSA ANDUM NO. 120-26 - .

29 Decembsr 1950

SUBJECT: Names of Organizatioms hawing Interests in Confliet with
those of the United States

1. For the information of all parsons in AFSA, there is
altached hereto a consolidated 1ist of organizations designated by
the Attorney General as having interests in conflict with those of
the United Statesz of Ameriea.

2. Affiliation or assceiation by any menber of this Agency
with any cne of the organizations listed will entail serious risks
on his part in connection with lbyaliy determination.

FOR THE DIRECTOR, AFSA:

/2/ Es 8. Le Govdwin
Es Se L. GOODWIN
Captein, U. 3. Navy
Executive for Cooydinetion
and Compliance

Attachment - 1 ’
1. List of orgenizations dssignated
by the Atin'y General, &td 11-29-50

DISTRYIBUTION JII
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ARMED FQORCES SECURITY AGENCY
22 Decenber 1950

Organizations Designated by the Atterney General as having Interesis in

Conflict with those of the United States
{Extracted from the FEDERAYL REGISTER, 29 Nov. 1950, Vol. 15, No. 231)

Totalitoarians

Black Dragon Sccisty

Oentral Japanese Asscciation {Beilkeku Chue Nipponjin Kal)

Central Japanese Asscciabtion of Southern California

Dal Nippm)ﬁutek\\ Kai (Military Virtue Society of Japan or Military Art Society
of Japan

Heimuska Kai, also known as Nelmbei Heleki Gimusha Kai, Zaibel Nihonjin,
Heiyaku Gimusha Kai, and Zaibei Heimusha Kai (Japanese Residing in Amerieca
Military Conscripts Association)

Hinode Kai (Imperizal Japanese Reservists)

Hanomaru Kai (Rising Sun Flag Society--a group of Japanese War Veterans)

Hokubei Zaigo Shoke Dan (North American Réserve Officers Asseciation)

Japanese Assotiation of America )

Japanese Overaeas Cemtral Scciety {Kaigai Dobo Chue Xai)

Japanese Overseas Convention, Tokyo, dJapan, 1940

Japanese Prolective Association (Recruiting Organization)

Jikyoku 1in Kai (Current Affairs Association)

Kibei Seinen Xai (Association of U. S. Citizens of Japansse Ancestry who have
returned to America after studying in Japan)

Nanka Teikeku Gunyudan (Imperial Military Friends Group or Southern California
War Veterans)

Nachibear Kogyo Kaisha (The Great Fujii Theatre)

Northwest Japanese Association

Peace Movamnent of Ethiopia

Sakura Kai Patriotic Society, or Cherry Association-~compdsed of veterans of
Russo~Japanase War

Shinto Temples

Sokoku Kai {Fatherland Society)

Juike Sha (Reserve Officers Assceiation Los Angeles)

-ageist:

American Nationalist Party

Amepiecan National labor Party

American National Socialist League

‘merican National Socialist Party

‘merican Patriots Inc.

asland-Organization der NSDAP, Overseas Branch of Nazi Party

gscciation of German Nationals (Reichadsutsche Vereinigung)

entral Organization of the German-American National Allzance (Deutsche-
Amerikanisehe Einheitsfront)

itizens Protective league

omuittee for Nationalist Action

mnte Alighierl Society

f! )
nélosure with AFSA Msmorandwn No, 120-256(209-50)
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Fascist: (Cont®d)

Federation of Italian War Véterans in the U. S. A., Inc. (Associazions
Nazionale Combattenti Italiani, Federazione delgl Stati Uniti d%America)

Friends of the New Gsrmany (Freunde des Neusn Deutschlands)

German-American Bund (Amerika-deutscher Velksbund)

Cerman-American Republican League

German-American Vocatiomal League (Deutsche-Amerikanische Berufsge-meinschaft)

Kyffhasuser, alsc known as Kyffhaeuaer League (Kyffhaeuser Bund), Kyffhaeuser
Fellowship {Kyffhaeuser Kameradschaft)

Kyffhaeuser War Relief (Kyffhasuser Kreigshilfswerk)

Lictor Society (Ytalian Black Shirts)

Mario Morgantini Circle

National Bule Star Mothers of America

Nationalist Action League

Commnists

Abraham Lincoln Brigade

Abraham Lincoln School, Chigago, Illinoils

Action Committee to Free Spain Now

American Association for Reconstruction in Yugoslavia, Inc,

Asjerican Branch of the Federation of Greek Maritaime Unioms

American Comittee for European Workers? Relief

American Committce for Protection of Foreign Born

American Committee for Spanish Freedom

American Committee for Yugoslav Relief, Inc.

Amerdican Comneil for a Democratic Greece, formerly known as the Greek American
Courteil; Greek American Committee for Katidnal Unity

American Council on Soviet Relations

American Croatian Congreas

American Jewish Labor Council

American league Against War and Fascism

American league for Peace and Democracy

American Peace Nobilization

American Polish Labor Council

Amsrican Rescue Ship Mission (a project of the United American Spanish Aid
Committee)

American Russian Institute, New York

American Russian Institute, Philadelphia

American Russian Institute (of San Francisco)

American Russian Institute of Southern California, Los Angeles

American Slav Congress

American Youth for Democraty

Amznian Progressive league of America

Boston School for Marxist Studles, Boston, Massachusette

Californis Labor School, Inc., 216 Market Street, San Francisco, Californis

Central Council of American Women of Croatian Descent, aka Central Council of
American Croatian Women, National Council of Croabian Women

American Youth Congress



REF ID:A40556

— - - —_—_—_—,—

Comunist: (Cont'd)

Citizens Committee to Free Earl Browder

Citizens Committee for Harry Bridges

Civil Rights Congress and its affiliated organizations, including; Civil Rights
Congress for Texas, Veterans Against Discrimination of Civil Rights Congress
of New York .

Comite Coordinador Pro Republica Esponola

Committee for a Democratiec Far Eastern FPolioy

Comonwsalth College, Mena, Arkansas

Communist Party, U, S. A., its subdivisions, subsidiaries and affiliates,
including: Citizens Committee of the Upper West Side {New York City),
Committee to Ald the Fighting South, Dally Wroker Press Club, Dennis Defense
Committee, Labor Research Association, Ine., Southern Negro Youth Congress,
United ¥ay Day Committes, United Negro and Allied Veterans of America,
Yiddisher Xultur Farband.

Communist Political Association, its subdivisions, subsidiaries and affiliates,
including: Florida Press and Educational league, Peoples Educational and
Press Association of Texas, Virginia League for Peoples Education.

Connecticut State Youth Conference

Congress of American Revolutionary Writers

Congress of American Women

Council on African Affairs

Council for Pan-American Democracy

Detroit Youth Assembly

Emergency Conference to Save Spanish Refugsss (founding bedy of the North ~
American Spanish Aid Committee)

Friends of the Soviet Union

George Washington Carver Sehool, New York City

Hawail Civil Libsrties Committee

Hollywood Writers Mobilizataion for Defense

Hungarian-American Council for Demosracy

Independant Socialist league

International Labor Defense

International Workers Order, its subdivisions, subsidiaries and affiliates,
in¢luding: American-Russian Fraternal Society; Carpatho-Russian Peoples
Socliety; Cervantes Fraternal Society; Croatian Benovolent Fraternity:
Finnisli-American Mutual Aid Society; Garibaldi American Fraternal Socisty;
Hellenic~-Ameyican Brotherhood; Hungarian Brotherhood; Jewish Peoples
Fraternal Order: People®s Radio Foundation, Inc.; Polonia Soelety of the
IW0; Romanian~Amsriecan Fratermal Society: Serblan-American Fraternal
Society; Slovak Workers Society; Ukrainian-American Fraternal Union.

Jeffersor School of Social Scisnce, New York City

Jewish Peoplss Commitiee

Joint Anti-Fascist Refugee Committes

Joseph Weydemeyer School of Social Science, St. Louis, Mg.

labor Youth League

League of American Writeras

Macedonia-American People®s League

Michigan Civil Rights Fedoration
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Commnist: (Conttd)

Michigan School of Soeial Science

National Canmittee forr the Defensa of Political Prisonere

National Committee to Win the Peace

National Conference on American Policy in China and the Far East {a Conference
called by the Committee for a Demoeratic Far Esatern Policy)

National Council -of Croatian Descent”

National Council of Ameriean-Soviet Friendship

Kational Federation for Constituticnal Igberties

National Regro Congress

Nature Friends of America (aince 1935)

Negro Labor Victory Committee

New Committee for Publications

North American Committee to Aid Spanish Democracy

North American Spanish Aid Committee

Ohio School of Social Sciences

Oklahoma Comnittee to Defend Political Prisoners

Paelific Northwest Labor School, Seattle, Washington

Partide del Pusblo of Panama (operating in the Canal Zone)

Peoples Educational Association {incorporated under name Los Angeles
Educational Association, Incs) aka Paoples Educational Center, Peoples
University, People's School

Pesople®s Institute of Applied Religien

Philadelphia School of Social Selence and Art

Fhoto League (Mhew York Cith)

Progressive German-Americans, aka Progressive German-Americans of Chicage

Proletarian Party of Americe

Rgvolutionary Workers league

Samyel Adams School, Boston, Massachusetts

Schappes Defense Committce

Schneiderman<Darcy Defense Committes:

School of Jewish Studiss, New York City

Seattls Labor School; Seattle, Washingtwn

Serbian Vidowdan Couneil

Slovenian-American National Council

Socialist Workers Party, including Amerdisan Committee for Eurcpsan Werkers?
Relief

Socialist Youth

Tom Paine School of Sosial Science, Philadelphia, Pa.

Tom Paine School of Westchester, New York

Union of American Croatians

United American Spanish Aid Commities

United Coamittee of South Slavic Americans

United Harlem Tenants and Consumers Organization

Vetarans of the Abraham Lincoln Brigade

Walt Whitman Scheol of Social Science, Newark, Kew Jersey

Washington Bockshop Asactiation

Washington Committse for Democratic Aestion

Washington Comiionwealth Federation

<
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Comunist: (Conttd)

Wisconsin Conference on Social Legislation
Workers Alllance

Workers Party, including Socialist Youth League
Young Communist lLeague

—_—— - —_ —_— —_———-— -—— -

Subversive:

Communisi, Party, U. S. A.; its subdivisions, subsidiaries and affillates

Commmist Political Assoclation, its subdivisions, subsidiaries and affiliates,
including: Florida Press and Educational league; Feoples Iducational and
Press Association of Texas; Virginia league for Psoples Education

German-~-American Bund

Independent Sociallst Ieague

Partido del Pueblo of Panama (operating in the Canal Zone)

Socialist Workers Party

Workers Party

Young Communist League

Organizations which have' "adopted a policy of advecatling or approving the
commission of acts of force and violence to deny others their rights under
the Constitution of the United States™:

Ameraican Christian Nationalast Party

Assoclated Klans of America
Columbians

Knights of the White Camellia

Ku Klux Klan

Original Southern Klans, Incorporated

Protestani, War Veterans of the United States, Inc.
Silver Shirt lLegion of America

Organizations which Mseek to alter the form of government of the United States
by unconstitutional means™:

Communist Party, Uo S. A., its subdivisions » subsidiaries and affiliates
Commmist Political Association, its subdivisions, subsidiaries and affiliates
including: Florida Press and Educational League; Peoples Educational and

Press Assoclation of Texas; Virginia League for Peoples Education
Independent Socialist League
Industrial Workers of the World
Nationalist Party of Puerto Rico
Partido del Pueblc of Panama {operating in the Canal Zone)
Socialist Workers Party
Workers Party
Young Communist lLeague
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ARTD) JORUTE FI1C @IFY  OTICY
Vashingbon 25, De Ce

(TSA=11 7 Fobruary 1521

AT CTTTQRALDLE M0. 120-27

CUDITCT: "Tauthorized Disclosures of Glacagificéd Information

le The President of the unltved Staves has expressed
concern over the large number of recent unauthorized releases
to the press and public of classiflied information.

2« Personnel of ~Fg/ are beins reminded quarierly, iLhrough
the procedurc prescribed _n 'T¢ M™ewmorandum Mo. 120-18, of the
law which proteccts classified cryptologic inforration. It is
now cclled to thelr attention iLhel rwuen of tne classifica infore
mation availeble to them in . S5s 18 non=cr:vsoloric in natare
and that, as mombers of the military services end ermwloyees of
the Governmonl, thoy arc obligated co protecit all classlfied
infornatlon, cryplologic or not.

3. Anmonc serving in :7T™7: who Intends Lo expose to publiclzsy
any wr.tin:s or statoment must c¢' eck it carofuily before 1t leavos
his control to lnsure that 1t 1s free of classified infornation.
If he is xn doubt, he should, for als oun protection, clear the
urlbing or statement irith the Dircecilor, AF{A, by rvhe process
prescribed (in 1¢ . " omorandum “o. 10=33) for cryptolo,ic lecsures
and articlcs.

te In addition, 211 are rewinded t:al iLac unpremcdltated
statement, if mode in the wron, pl.cos and to the wrong oeomle,
is cavable of exposing: classifiea information to paublicitye.
Tor this reason, and becsuse of Lholr constant concern irath
larpc a~ounte of clarsified information, AFSA personnel must
be partlcularly alert in tholr conversatlon, "o amount of
official censorship can protect against careless conversallon;
securiby in this respoect denenus entlrely on the lojalty, deascretion,
end alertness of each individual,

5. This “omorandum vill be read quarterly by or to every
person serving in LI'SA. Chlefs of O0fflces and Staff “ivisions
will add a repori of compliance uith tLhis provision to ilhe renort
(to ATEf«l5) cellcd for by AI'SA Memorandum Ho. 120-18,

/S/ larl S. Stone
WARL E, STONE
Rear ﬁd‘m:.ral' Ues Se Kavy
Director, Armod Forces Security Agency

DISTRIPTTION IIXI —GGNFH}ENT—IﬁL—
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DEPARTMENT OF DEFENSE
ARMED FORCES SECURITY AGENCY
Washington 25, D. C.

SUBJECT: Preliminary Security Instructions for Armed Forces
Security Agency Personnel.

—THIS MATERIAL IS5 CONFIDENTIAL.~ It is directed that this
meterial not pass out of the hands of personnel associated with

the Armed Forees Security Agency, excspt by express permission
of The Director, Armed Forces Security Agency.

Prepared by: AFSA Security Control Division
7 Janvary 1952
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INTRODUCTION TO SECURITY

The Agency by which you are employed is engaged in a very sensitive
operation; the details of the opsration and the final results theresof
are highly classified, Even the smaliest slip as to the failure or success
of the work within the Agency may be of comfort to the enemy. The success
or failure of this and similar activities has, therefore, always been
diligently guarded, even at the expense of sacrificing lives to do so.
The necessity that you constantly gusrd your conversation regarding the
work of the Agency is obvaous. To be brief, you do not discuss it anywhere
except on the jobs

Realizing human frailtles and the natural tendency of most humans to
talk about themselves, access to information concerned with Agency cperation
is based on a "need to know." This method of granting access to information
to personnel tends to insure that each person is familiar only with the part
of the process performed by his own immediate aection, It is neceasary that
each employee realize that even though a friend is a fellow employes and
known to be cleared, he is not entitled to the information that you held
unless he is working on the same job you are. Yeu are never, under any ecir-
cumstancesz, to diacuss your work with anyone except your immediate supervisor
and as required to accomplish your daily task; you will never answer questions
about your work to anyone unless instructed to do so by your supervisor. No
one i3 entitled to information by virtues of his rank or poaition alone.

To assist in maintaining the gsecurity of the operation and to serve as
identification of various phases of it, cede words are used., Code words are
of the highest classification and each refers to a definite phase of the
operation and, perhaps of your work. Ordinarily, no one verson has access
to more than one code word. If some code word material te which you are not
normally entitled comes into your possassion, it is your duty to immediately
return it to the proper authority so that is may be placed in the proper
channels and to inform your supervisor of your knowledge.

Further indoctranation into your work and the operation of your section
will be given you by your immediate supervisor as required. Do not be
inquisitive or impatient; do not ask questions of persons outside your section;
do not wander into aress where you do not belong. Undue curiocsity or tendency
to wander, either one or both, is sufficient grounds to tarminate your

employment by AFSA.

As you know, you have been or are being thoroughly investigated by cne
of the governmental investigating agencies. You will continue to bas the
subject of investigation from time to time to insure that your personal life
and your personal character remain sbove reproach. This action is necessary

: BONFDENTIAL
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to maintain the security of the United States and to protsct the lives of
Americans everywhere. AFSA, must, thersfore, be sure of the character,

loyalty, and discretion of each individusl connected with this Agency and
on a continuing basis.

Any question you msy have about any of the material which you receive
during this indoctrination will be arswered by us. Any proven violation
of the oath which you will sign at the completion of the indoectrination is
sufficient evidente in a gourt of law to make you lisble for impriscnment,
fine, or both, under the Espionage Act. It is essential that it will
never be necessary to apply the provisions of this law to anyone within the

Agency.
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Part 1II
5 PRELIMINARY SECURITY INDOCTRINATION mm

The Armed Forces Security Agency comprises a number of units, which
are components of the National Military Establishment. It employs wmany
military and civilian permsonnel, It is orgenized for the purpose of
conducting certain types of research and analysis in the communications
field, The nature of the work is CONFIDENTIAL. The detalils of the work,
including specific a2ims and methods are of even higher clasgification
and all ccme under the classification of Security Information as defined
by Executive Order No. 10290, dtd 24 Sept 51; the reaults of the work are
ﬁven the highest protection afforded the classification of dcocuments and

formation.

Even before your approval for full participation in AFSA, thore are
many ltems of information in comnection with the nature and details of
the work of AFSA which will come into your posgesaion either directly
and legitimately or by deduction and inference from collateral information
which is furnished to you. Even in listening to me now you will obtain
certain information which, added to other facts which will become known
to you, may enable you to deduce much about the work in which AFSA is
engaged. Sueh deductiors must be given the same protection which as
afferded classified documents, It is the information which is clasaifiad,
regardless of whether obtained from a8 classified or a non-classified
soutrce., This is one of the reasons for prohibiting the circulation of
this talk to persons ocutside of this organization. By the same ressoning
the imparting of any of the information I am giving you to persons not in
the organization is prohibited unless expressly authorized. This holds
regardless of whether you are later disapproved for full association;
approved and subsequently withdraw, or approved and remain active,

Personnel new to AFSA remain in a provisional status until such time
as their security status has bsen evaluated. The need for such evaluation
and the msthoda of obtaining the information on which it is based will be
discusgsed later. Persons are placed in this provisional status only on
the basis of three important assumptions: l. That they are loyal citizens
of the Unitad States; 2, That they are particularly well qualified by
education, experience, or mentality for some phase of this work: and 3.
That they are capable of learning and practicing the requirements of - .
security. OSince many persons new to the organization have had little or
no expsrience in military security, I am going to discuss some elemsntary
facts. If you are already familiar with them, my discussion will refresh

your memory.

AFSA work 1s involved almost exclusively with classified matter. By
the nature of the beast, the organization thrives particulerly on TOP SECRET

L}
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matter, "the security aspect of which is paramount," and the unauthorized
disclogure of which would cause exceptionally grave damage to the nation.
Such is the stuff that the AFSA organization is made of, the stuff it
handles and creates,

Other classifications established by Regulations are as follows:

"Secret® Information and material (matter), the unauthorized disclesure
of which would endanger national security, cause serious injury to the
interests or prestige of the nation, or would be of great advantage to
& foreign nation, shall be classified SECRET.

nConfidential® Information and material (matter), the unauthorized
disclogsure of which would be prejudical to the interests or prestige of
the nation, or would cause urwarranted injury to ar individual, or be of
advaniage to a foreign nation shall be classified CONFIDENTIAL,

fiRestricted" Information and material (matter) which required security
protection other than that determined to be TOP SECRET, SECRET, or CONFIDENTIAL
shall be eclassified as RESTRICTED.

You wall note that some pages of material you will read later are marked
CONFIDENTIAL. Every classified document is marked an a similar way. Merely
stamping a document with a classification does not lead it its securaty,
however, auch measures are only guides which help to indicate the proper
course to follow. The most amportant aspect of security is the method of
handling various classifications of information, Handling may be divided
into two aspects: (1) who shall receive what anformation, and (2) what
mechanical safeguards shall be used for storing various classiiied documents.

Regulations state that confidential matter may be disclosed to those
persons in the‘Navy, Army, Air Force, or other government services whose
official duties require such action. This reguiation is intsrvreted some-
what broadly in the services generally, but AFSA takes a very narrow view
of it, Confidential information concerning AFSA, which is Security
Information, is almost never disclosed to persons outside thia organization,
and then only for reasons which are telling and cogent, and in such manner
as to indicate that this particular confadential information is in a class
apart from other information so classified,

Becauge almoeat every phase of AFSA work involves highly classified
Security Information and material responsible AFSA personnel must guard
against allowing what is commonplace within their organization to be com-
monplace outside of it. TOP SECRET means what it says. Unsuthorized
disclosure of TOP SECRET information involves Yexceptionally grave damage
to the nation." What is commonvlace in AFSA work 13 ordainarily a rarity
elsevhere, Familiarity should breed only a greater appreciation and
respect.«

~ GOMFBERTHAL
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Conversely, the AFSA worker must guard against a tendency to dismiss
information of clasaification lower that TOP SECRET as of no great con-~
sequence., The mere fact that material is classified at 3ll indicates ite
importance to presumably competent authority. Unauthorized disclosure of
restricted or confidential matter is subject to the same "Espionage Act
50 U.S.Ce, 31 and 32, as amended, and Public Law 513 as is TOP SECRET
matter, Beyond any such dire implications and the threat of punishment,
howaver, the security sense essential to AFSA work must extend to svery
phase of the work and must be solid all the way down the line.

Maintenance of security is a professional skill, requiring initial
study and effort, which after a while becomes automatic and unconseious,
Great athletes do not tims their movements exeept intuitively. Similarly,
properly instructed and reasenably experience AFSA personnel ssldem plan
their security measures, they automatically exercise security dascretion
at all times, For such personnel, security is not something separate and
apart, but a natural element, a part of the job., Security is a matter of
reflex, not reflection. That, at least, is the ideal, and it is among the
highest ideals of the Armed Forces Security Agency.

AFSA personnsl are naturally subjscted to questions from aitsiders
about their work. Usually such questions are asked only out of idle
curiosity or interested friendship. The safest reaction is a casual
vagueness calculated to give the impression that the activities of the
organization ars routine, commonplace, and non-mysterious.

Reserve personnsl who are taking one of the courses and attending
"drill? in their District may be asked by family arnd friends what they
are doing and what ocutfit they are in. A safe answer to the question
might be "I'm taking a course in Comunications -~ systems, methods,
etco,” Such an answer is direct enough sc that further questioning is
unnecessary. Also it sounds like routine work and probably will not
provoke any further interest.

Above all, do not be eoy. Do not hint at great secrets, or make
'sly allusions to what you could tell if you would. Do not give answars
in such a way as to arouse the curiosity of your qmestionsr. Your job
is to alleviate his itch, to diminish his curiosity, not to arouse it
through suggestion.

AFSA persomnnel will be exposed to curious people other than these
who ask guestions, namely to psople who just listen. Again, these will
not nscessarily be spies or saboteurs, dut the curisus and uninitiate,
who, when they know too much, ars doubly dangerous because thay have not
had the securaity indoctraination to make them reslize how dangerous is
their little knowledge.

As Americans, we are all prone $o make speculative statements or
even positive assertions concerning subjoctz sbout which we know litile

v
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or nothing, We feel free to discuss things which we know should bes secret
as long as we are not in on the secret. When it touches the field of AFSA
work this may be a very dangerous thing.

It is advisable for AFSA pesrsonnel to refrain from dascussing Lheir
work, even among themselves, when away from duty stations. There is, of
course, no harm in such discussions when there is nec possibility of their
being overheard by outsiders, but the habit of telking shop away from the
organization leads inevitably to carelessness in the maltter of being
overheard. Unless the habit of not talking is cultivated, even the most
alert person will sooner or later forget, not alone that the walls have
ears, but that other pecple have them too.

It is well to note, also, that precautions against outsiders over-
hearing what they shouldn't must be cbserved on station as well as off.
Careless conversations should not make it possible for ocutsiders to
overhear insiders through windows, through walls, or throuvgh telephones
which happen to be in use nearby.

Personnel assigned to the AFSA organization must be approved.
Ordinarily they will not receive such approval until specially investi-
gated. This security measure is designed to eliminate bad security risks
at the very outset. It is at best an elementary precautionary measure
which eliminates fairly cbvious risks. Greater risks remain, despite this
initial selectivity. Note that such risks are created not by willful or
conscious bstrayal of classified matter, but by unthinking and unconscious
acts of conmission or omission. Security is, of course, concerned with
barring those who might willfully betray their eountry by betraying the
AFSA organization, but its far more difficult job is to prevent thought-
less exposure, careless disloyalty, or unconsciocus betrayal. An act of
unconsidered carelessness may do greater harm than one of calculated
malice,

It should be apparent, therefore, that there is a valid distinction
between a disloyal person and one who is a bad security risk for other
reasons. Generally speaking the distinction is analogous to the
distinction betwesen murder and manslaughter, The law distinguishes with
regard to intent, but the result i1s identical. In either ease the viectim
is dead. There are degrees of responsibility and of punishment. There
are no degrees of being dead.

A bad security risk might be anyone who for any reason finds it
difficult to keep a secret. Everyone knows people who are simply consti-
tutionally unable to keep their mouths ahut. They may, and often do, have
hearts of gold. Socurity takes 2 very unsentimental view of such goodness.

Certain people have an inner compulsion to impress others with their
importance, and revealing secrets ssems to be a fashionable method of
achieving such en impression. Anyons so phychologically uncertain of
himself thal he might adopt this mode is a bad security risk.

-ONFBENTIA:
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Certain people may talk in excess when they drink, and wh
organization, fortunately, does not require teetovalers, its members must
inow either when to stop drinking or when to stop talking. A wagging
tongue may be no more disloyal than a friendly puppy dog's tail, but it is
infinitely more dangerous. Too great a fondness for luxury, for thes spot-
light, for vices, foibles, peccadillow, call them what you will, whatsocever
the lack of moderation, may make a person a bad security risk.

The security investigation which is required for all AFSA personnel
attempts to eliminate not only the potentially disloyal but the bad security
risks as well. An unsatisfactory report on an individual, therefore,
implies no suspiclon of disloyalty or incipient treason. To call the
investigation a "loyalty check" is to miss much of its significance. It is
that,, but the phrase "security check™ gives a much better indication of its
scopo. It is recognized that to a greater extent the bright and able minds
of our day are naturally concerned with political questions. Evan the
scientists, who were long considered--and who considered themselves-<secure
in their ivory towers, have entered the political arema, It would be
foolish to expect first-class men with firat-class minds to be uninterested
in ideas of change and progress. It is recognized further that such men
have been at times overly receptive to change and to proposals for social
progress without examining very carefully the implications therein. Such
over-receptiveness is, for example, characteristic of youth. It is not
taken to indicate that a mature person is likely to betray his country or
that he desire to undermine his government. On the other hand, continued
association with certain persons or groups who advocate change and make
certain proposals for soclal progress may be associated with persons or
groups who are inimical to the government of the United States., Such an
association cannot be condoned for any reason. Whoever lends himself to
becoming a tool of such a person or group, no matter whether through
ignorance of with the purest of motives, is, by nature, a possible tool of
enemies of the United States., He is decidedly a poor security risk.

Many such considerations exist which are not iwmediately apparent to
the uninstructed individual. Every effort is made to base security checks
on these practical considerations., Investigations, even though they are
conducted by other agencies, are evaluated by this organization, and the
evaluations are not based on snobbery, intolerance, or political orthodoxy.

Inevitably, certain people are admitted to the AFSA organization who
should have besn kept out, and others are kept out who should have been
welcomed., Security attempts to keep each of these groups to a minimum.

If, in the name of security, able men are excluded from the AFSA organization
for reaaons which are not valid, operationsl efficiency suffers.

Security itself has been sensitive to the need for change. As the
organization grew the requirements of operational efficiency demanded
reliance on an ever widening circle of people. The "need to know" grew
along with the organization., The result was a rigid system of compart-
mentation, though retained, was made more elastic. It was recognized

QOMFIBENTHAL
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that the preduct of.a.ny ene operating sectlion demm!ywm

number of othars, and allowance was made for such inter-dependence.

Thorough-going security for AFSA might seem best attained by an
organization consisting of one man in solitary confinement, While such
an environment might, on oeccasion, seem desirable or preferabls to AFSA
peraonnel, it is chviously undesirable from the standpoint of operational
efficiency. The use of additional personnel, in steady contact with one
ancther, is certaeinly not a relaxation of seecurity.

Withan the AFSA organixation there can be no relaxation of security.
There can and rust be recognition of operational imperatives. The only
imperative which is categorical and ummistakeable faor all AFSA personnel,
however, is the primacy of security.

Every member of the AFSA organization whether officer, enlisted, or
civilian is required to subscribe to an oath of secrecy. What I am saying
is intended to show you the need for such an oath, and to give you such an
understanding of security that you will not be guilty of unconscious
violation of its principles,

One phase of AFSA work in which many people would be employesd in time
of war is cryptanalysis. This is a field which requires the services of
trained personnel, and as you will know this training cannot be acquired
overnight. Much time and effort are required sven to locate aindividuals
who are good progpects for such training. It is for this reason that AFSA
encourages Reserve personnel to enroll in the eryptanalysis course given
by correspondence and that almost all actave duty and civil service
personnel are given elementary cryptanalysis training and tests. This
8erves to locate a reservoir of potential trainees arnd partially trained
people to draw on in case of emergency.

Ths more knowledge that you may be taking such a course is of much
greater velue to foreign agents than you may suppose, It is very natural
for ond who is not fully aware of the complications of security to draw
false conclugions from the obvicus belief that the general public and
the foreign agant must know that the United States engages in eryptanslysis
activities. The belief in itself, is true; the informed publie in this
country as wall as foreign agents do know that we try to "break codes.” It
does not follew from this ract that it is safe or proper to make the slight-
est reference to such pursmits except to those who need to know about it.
Every reasonable sffort must be made to conceal the scope and saze and even
the very exasience of such an organization. Quite valid conclusions
concerning its activities might be drawn from a mere analysis of its size
and extent. Ws cannot hope for complete success in concealing the exist-
ence of such an activaty, but we know full well that we cammot hope to
reallze any goal higher than that at which we aim. We aim for perfection
in this regard wath the sincere hope that we may at least achieve the
degree of security essential to our continued effectiveness. The need for
this perfection can best be emphasized by a consideration of how enemy

CUNFIBERTEAL
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intelligence operates against our endeavors. Fram an understanding of
what foreign intelligence wishes to learn about us, we can know how to
defeat its purpose.

In the first place, military intelligence seeks to establish what is
called an "order of battle" of our military forces., That is, so far as
possible, military intelligence seecks to find out first how our military
forces are organised and second, the names and backgrounds of the person-
alities who occupy the various pests., It is hard for one not in the
military intelligence to believe the extent and detail to which this is
done. FEuropean intelligence agents kept careful track of names, training,
and sqguadron assignments of the pilots in their enemy air forces. Much
of this data could be obtained by newspapers published in the enemy country
and gathered through neutral sources. Further information as to the
compogition of squadrons and hagher groups was obtained by interrogation of
captured pilots. The information was valuable in several ways. Fairst,
ain interrogating pilots recently shot down the interrogation officer could
display the broadest knowledgo of the most minute detail concerning the
cavtured pilot?s unit. Accordingly, the pilot was led to feel that there
was no sense in trying to withhold information from such an all-knowing
eneny. Second, when a new pilot was cactured it was pessible to identify
his unit even i1f he refused to do so himself. From unit adentification
it was pcssible to determaire the movement of the enemy's forces, thear
present employment (as to whether currently operational or in trainaing)
and to get information as to their current equipment.

From this you can see what the intelligence officer of a country who
considers the U. S. as a potential enemy would want to know about our
AFSA work. He wants tc¢ know who is receaiving cryptographic and erypt-
analytic training. In the event of mobilizaticn, he will be especially
interested in where those of us who have cryptanalytic training are
assigned. He would be very pleased to know how many of us are engaged
in training for this activaty, because in discovering this fact he can
estimate the intensity of our effort along such lines and can make his
plans accordingly.

Today it is not possible to read the newspapers without knowing that
it is common for foreign parers to subject members of our militapry forces
to searching interrogation whenover they tan arrest our men. Do you
suppose those foreign powers would eare to ask you what you know about
our country's eryptographic work® Can you imagine the consequences to
you? You think this plcutre impossible? Think it over if you do. Every
one who hears this talk today knows many things foreign agents desirs te
know.

We all must recognize that the press of this country has carried
statements to the general effect that during World War II we broke
varions Jap codess How this must interest Intelligence Officers and
also the Commnication Security Officers of our prospective snemies.
12t us consider the questions which such a statement eculd raise in thes

; ~GONFBENTIAL
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minds of the milatary authorities of Lower Slobovia who regard the United
States as a primary target country. Fairst, what type of Jap codes does
the United States so loosely claim to have broken? Second, what is ths
connection between the Jap code so claimed to have been broken, and the
codes now used by Lower Slobovia? We must consider the fact that there
18 a somewhat limited number of cryptographic procedures available, and
that other countries can and do use systems ard techniques similar to
those employed by the Japunese., To release information about our
success against one, would advertise to the others that we have been able

to develop the tools and techniques, the necessary "know how" to attack
their systems successfully.

In addition, some of the methods we have developed are of much
broader application than the individual problems which they were designed
to solve. The continuous battle between the cryptanalysts and the
eryptographers is often lakened to that waged between gun and armor.

The impetus toward the development of new armor 18 slight indeed as

long as it remains invulnerable to any practical mode of attack and its
users are relucitant to go to the effort and expense of making any

radical change. Consequertly, no matter how much publicity the bresking
of codes may have enjoyed, AFSA continues to keep silents It 1s clearly
a case here that you cannot arguc Ywhy be so secretive aboul, somothing
that everybody knows?, or "after all--the cat is alrcady out of the Bag."

It's not so bad, really. After a while the individusl develops, as
a sixth sense, a sense of security. This saxth sense provides him with
a reflex to questions Jjust as touch does to fire, a reflex to outsiders
as taste does to baitterness. I{ bscomes anstiretive and involuntary.
The AFSA organization depends on the develcopment of this sixth sense and
relies on 1t for ita wvery existence. Without 1t and without the security
that it provides, AFSA cannot long exist. Cultivate it, mature it, and
hopor it.
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