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feveral examples in a Japanese survey made during the porisd 8 Pe-
tenber 1941 to Bl October 1043 show how information wes obtained by the
Jupsanese beosuss of lack of security precautions on the pert of U, 8.
yordonnel, The docuwant statos:

*It may be seen in the ssoumuletion of battle lessons whioh
follow that mmking use of enermy eommunication is of greet valud in oper-
stions. In acdition to perfeoting cur own ocommmiocation security, we
mnst do our utmost to develop our own cperations sdvautageousl; by obw
teining enemy intelligence through the use of radio,

"It is well to have e separate enemy commmiocation seition
sttached to each command whioh has a direct part in the operat on,
Specialists should be made of interception personnsl, to truin them for
fixed duties and to avold changing thelr sssigmments, The fol lowing
a5 sxmnples of sdvantage being taken of enenmy communieations.

¥rhe movement of ensmy planes and air beses in the Aljutian
Arohipelago was in general inferred by weristions of signal strength,
this was used to sdvantsge in operations.

%At the time of the air atteck en Dutoh Mmrbor, the ubter eon-
fesion of the anemyts movements was realized immediaiely by tle enamy
soammiriliections seotion on the flazship and importent deta was obitmined,

*In the battle of the Coral fea the frequencies of s!ore-bmsed

#ud oarrler airoraft were well known, since the greater part ¢f the enomy

aezrimiontion was in plain langusge.®
Another part of the Japansse survay gives examples of thoir geining
y#3iunbie information from U. 8. transmissions in olear text,
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¥1n the battle of the Coral Sea piain-language ocEmunications
whioh ware used by the enemy {generally scouting planes communioating
the discovery of our ships) were frequently intercepted, and we cbtained
miterial of oconsiderable value in the conduast of operations.

¥In the sanme naval battle, the Australisn snd Amesfioan sir
foroes acumuniocated to their base by plain languege every movemsnt made
following dlecovery of Japanesé units. We wers thus adble to faresest the
sttaoks of enamy planes through the communioations, snd to dedice the
wovénints of ensmy task forces.

"When enemy planes raided Xiska, we were gensrally able to

foreoast Lt from the reports of enemy weather scouting plmnes prior to

the attwok.”
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Intarrogation of Japanese intelligemos offiocers a fenr months sgo
brought to light & mumber of useful facts sbout the nature, extent, and
sulicdss of enémy efforts in the fleld of communication {ntelligenco,
sipedlally traffic mnalysis. One of the officers was a fomnander Jitdeo
Onawd and the other was Lt. Comander ¥. #atake, Both held key ponts in
the radio intelligence seotion of the Japarwse Faval Sexersl Staff dure
ing wont of the war,

fada was the center of the sotivity desoribed by (sewa and Sateke.
Sere Allied tranamissions were intercepted, sopled, end sorted by aress.
There were sevin of these areas - the west coast of the United Ntates,
the Mu} Ooean and five different sectors of the Pacific. Hevaral of-
ficery wore iasigned to emch area., %¥hough ususily unable to descice
whether transmissions oeme from shipa or shors atations, enemy sntlysts
used direction finders to determine the point of origin,

Yakcing Geinswa ss an exwnple, Satako made n wiatement ss fol ows:
¥a month bofore Okdnews, NAME * & ¢ had a notable inoremss in trans-
missions, %Ton deays befare your (kinews operation, there wus & ms.ced
incresse in submarine reporta. These are easy to spot beocause we could
got good direction-finder fixea as they cloamed in., When submarin
shanged from routine cperational coammmnisations to urgent, we deduced that
porhaps aft adr strike or landing might be in the offing, depending upon
the tactical situation.

Otawa, when asked what was the greatest sucosss of maval rafio ine
telligence in predioting future operations, named the Mershells ¢per-
ation. “We got the word to the garrisons in time to bs of some lwlp
Ahat they should prepare for an attsok,” he stated, Regarding the

Susis of the prediotion, he explained as follownm:
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¥Boabing grew intense, Both ship and siroraft volume of radis
transmiosions rose to s pesk, and we were able to plok up a few plsin
language broadossts. I remembor ome saying General Olds would ar-ive
ghortly.”

Our airoraft often gave away their plans. When B.£0s preparsd to

take off “there was muoch ad,ju-'ting of radio frequencies."
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¥he following cleer test message, logged by a redlo security of'-
ficer in fdmly, is & ahining exanple of how plans mky be rovedled t) the
snenyi KHA ¥ XDM,...RESBAGE FOR YOU.,..BRITISH WILL BE FIAIR: FROM 1P
170 Y245 TODAY AT FOLLOWING POIRTS 908-14%, 898.141, 804-150....AEQTERT
1A DO WOT FIRE THISE POINTE AT THIS TIMD....DID YOU 0BT THAT,....OUER.
Anothey incident esrly in the Anizloc owmpaign illustrates the waste of
supplios through the sampromise of locations by misuse of communioct tions.
An sdvancing tank battalion radiced beck in the clear the: an snemyr
gounteratiack was under way and asked that all traffic be stopped ut a
spseitied town behind the lines. German intercept notified its air

foros and within sn hour a squadron of planes was strafirg a long column
of traffioc halted on the road. Meny trucks, jJeaps, and cars wers wreoked
beyond repair, but mors importent still was the number of mén killed.

WEL YR,
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ften during the war violations of radio security on airorsaft oir-
#uits provided the enemy with valuebls information. An outstandirg ex-
axple of this ocourred afiter the first air raid on fokyo in April of
1942, The HRNET and the ENTERFRISE had been sighted, It was important

to the Japsnese to know what they would do next, Would they retwin to
Pert]l Marbor to refuel or might they steam southwerd to the Coral Bea?
Por several days silence surrounded the carriers. As they ajproached
Poxrl Harbor, however, and began to launch planes, the air was enlivened
with unnecessary and unsuthorized conversation which dissiosed ths prew
sensd of the oarriers, It was known that important information o)p-
eerning the oarriers was resching the Japanese, and an sxaminatio: of
fdroraft oireuit logs at about this time showed that disclosures wwd
besn made by pliots. The frequemoies then in use were favorable to longw
Paxige interception.

Corrective sotion was tsken and the pilots learned their lesson
wsll, When the carriers left FPear)l Harbor and headed townrd the Coral
fen, ths radio sflence of their planes was undisturbed end hope ran high,
Porhaps the oarrlers could get to the Coral Sea area before the rsxt
Jupanese push which saemed to be shaping up., %Lheh patril plenes noticed
the departure of the carriers axd begen talking., The Liformatior offered
by the patrol planes may not hmve helped the Japs in making thels plans,
put the D(RNET and the ENTERPRIBE arrived too late, Tho patrol plesnes

Fécelved some supsrhoated advice regarding radic silencs and the de-

sirebility of reporting only enemy ships.
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During the Salernc campalgn, & regimentsl commander ordersd one
battalion to relisve mnother at 2300. Unfortunately, the battelion
boling relieved spent most of the afternoon discussing the details of the
#OW on the battalion ocommend net.

Just before 2500 hours, at the critioel moment when the bettalion
holding the front line was due to move off and the incoming bettalion
Wai merching up from the rear to taks ovor the poasiticn, the Germans leunched
& bheavy atisck with two mssault companies brought up especially for the
purpsis. Bince nsither hattlliog was prepared to mset the atteok, the
G;rmnna won iritiel suocesses, mnd it took three days of hesvy fighting
%0 restore the situation.

Prisoners of war afterwards sald that the attack wus mado as a

reault of intercsption of our radio traffio,
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Puring the battle of Germany, Emsi Antercept operators were jar.
4icularly on the alert for Allled reports revealing that sertain svroeas
ingide Oermany were not mined. ¥ollowing interception of this inielligense,
those areas wore mined immediately, snd into these traps walked Miited

Btates infontry men,
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In the latter part of 1544, » United Ststes infantry diviasion be.
oxmd insreasingly esreless about its radio procedure. Enemy inters
septions of transmissions containing operstor "ghet®, characteristio
sending, snd plain languags had revealed the identity of all regiments
within the division., Rarly in Dscembor 1944, the division launched a
major sattack, YThe enemy wes listoning as usual, snd messages sent by
the American division revealed the time of attssck and other pertinent
information. These transmissions wero intercepted {in time for the enemy

%o take sffeotive eountarmeasures and arrange favorable artillery am~

placernnts, The American attack was beaten back with heavy lossas.
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In the latter phese of the Allied offensive in !uroxln, & reccrnaissance
plane spotted a eoncentration of ensmy vehiclea between two Germar
sities. 1|.'ha pilet instruoted his operator to tranamit this intelligence
%o his bese requesting lmmediate air support. Unthinkingly, the cper-
ator sent this request in the clear. Enemy interception quickly rsaimue
lated this information and acted to correct an swkward situstion Ly re-
fouting the vehicles to = new loocation. ZThe Awerican attack, diracted
st the previocus location, was fruitless.
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As the geourity of eryptosystexs has improved, mo has the "know-how"
o oryptanalysts, both our own and enemy. An inoident early in the North
Afriosn oampaign illustrates this point., An encipherod messsg) was sent
totwoon two British units. The message was intercepted and brsken by
the Germans, who emeiphered the result in s German system sand rushed it
%0 Berlin. ¥he British intercepted the German message, and thiy broke
g. ﬁoy diacovered, muach to their chagrin, that the Cormans irexre read-
tng their supposedly secure cipher, and of course ahanged it i1 a hurry.
411 of this took place within a 24-hour period.
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The oontents of messages may often be s source of danger in oper-

&tiops, or the lack of sufficient information contained 4n wmessmges. Dur-

ing 1843, an enemy submarine was sble to sink one of our ships angd sacRpe

A

from fwrican waters because of inoamplete messsges, and failure to send

pide v HE

A moasage at ell. The pubmarine might have besn destroyed belfore it

sctld do demege hed not eny one of the following errcrz ocecurred: 4

LT

plano reporfed rescus of survivors but failed to give the tims of the
wttack, the position of the attack, the courge of the sub, or its oon-
dition; another plane naglected to make an enplifying report imd wasted
éﬂ.m. asking & queation to which it should have known the angwor; a third
plare failed to give the positicr of the sub or to communioat: with a
plans which was in a position to assist. It feiled also ¢to mtke smplify.
ing reports promptly, in sufficient detail, and in plain langiags ine
ftend of eopde, Bpeed was vital, and the information was of little wslue
to the enemy.

In snother omse qomplicated by the lasck of olarity in @ neusage,
during the final month of the War in the Pucific, a tesk group made
radar cortact with en unidentified submarine. Al) efforts at recognition
fulled, viwidility was poor, and the submerine gave indiocatiors of being
hodtije. At thig point one of the destroyers in the task group reseived
A H83dAES Trom the taak group cammander which was underatood to statas
*(lose target evaluation is ensmy attack and destroy". The destroyer
Attscked and the target dissppsered., Iater it wes discovered that the
sud was one of our own, What the measage actuslly maid was, "ilose

dargot and 1f evaluation is ensmy destroy it*.




Repotition of mesasge olerments is a scurce of mmoh ingecurity, es the
defenders of Corregldor found during the Japmness oonquest of the Philli-
pines, On the Cavite shore about ten miles mouthesst of Corregidor wore
batteries of Japanese artillery whioh shelled Corrggidor and the j'orti
fied islends intermittently. During the air raids of the next far
months a spesial cods word was sdopted to warn vessels of the imaliore
]ln"grol when an alr reid wes expected. The defenders of Corregido- dis-
oovered, after a while, that the Japanese batteries on Cavite would be«
gin shelling Corregldor every time the code word for air raid was broadoast

%0 the imahore patrol. %This shelling was errstio, but it harassel the
g orews of the anti-airorsft batteries enough to impair their ef-

fectivenews. Use of the code word was digoontinued, and the vesssls of
4the inshors patrol were required to listen for the strer «n Corregldor

or élse maintain their own lookouts for alr raids. The shelling Prom

the Cavite shore during air rasids decressed exeept when bombers approeched

from the southeast, thus passing over the enemy gun positions.

]
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At times ths method of procassing masssges has produoed oomprormise
situatione, the methods used being eonducive to error and therefore

faulty. In one offlce, for exmmple, it was an established custom for the
Plain text of & megsage to mocompany the oryptotext all the way to the
toletyps operstor, who transmitted the oryptotext and late filed both
yorsions separatsly. One day an inexperienced teletypswriter operaior
who was doing his best %o kesp up with heavy traffio transmitted bolh

ths sncrypted and the plaln-text versions of ome of the messages, and 1t
was sudbsaquently relayed by radio. The method of processing wasz abiruptly

changed, but the cormunioation officer, who was experience3 but had been
stationed at that headquarters only three days, recelved an offiocia:
veprimeand beosuse he had not soted before a compromise could eccur,

To another instanos an inoxperienced snd relatively untrained some
minications officer was soting as oantrol and hsndling nesrly 10 tises the
rormal smount of traffie, Deorypted messages were brought to the radio
shaok to be typed. Oma day a decryption which was not properly merced,
sither us & slassified message or am a decryption, found its way by
mistaks into the radio files snd was later transmitted in reaponss bto =
yéqueat for » pepatition,
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Taking a pape from the enemy's notebook, we may derive a lesson in
saintaininz the security of U, S, oryptosystems, The following extracts from
the translation of a captured Japanese document make it clear Lnat the Japanese
sxpetted thelr own erypto raphed messages to be attacked by cr;ptanalysis, and
Yy implication, that they were expendin: considerable effort to break J. S.
eryptographed traffic.

Many yoars of study have gone into the compilation of cur latest army
tode books, which embody special orliginal systems, and we can be confilent of
achleving security in the face of increasingly determined sclentific esplonage.*
If we have any unproved susplclons based on doubtful information, thes.s should
be thorouzhly investizated and care taken not to vause needless emiietr to
hicher authority. In all countries scientific esplonage will go to anr length

gnd brinz to bear the utmost iatellirence in order to break into s codn, taking

domediate asdvantaces of evan the slightest flaw, and then by concentrating every

wergy on this, will break the code. For thls reason we must spare no effort to

obtain definite concrete proof. . . .

tJust as ants may enter tarough one hole and destroy everythin:; within, so
aven a trifling error may lead to the loss of a whole army. Therefors, it is
expected that henceforth code discipline shall be maintained in use of codes,
s0 that by allowin; absolutely no erroxs to creep in, the securlity of Lhe codes
¢An be preserved. . . .

"It is of tae utmost importance tnat =e shoculd make continuous prezress with

our codes, sc that persistent eneamy sclentific intelligence may not catch us up,

ﬁipmes; temn for eneny cryptanalysis.
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and that we ahould recognize the necessit; for uninterrupted research endeavors
under all eircumgtances. If we interrupt our studies in this directitn in toe
balief that our present standard is adequate, even temporarily, the eremy will
outwit us by meientiile intelligence methods and we will be liable to suffer
undesirable results. Since f{irat-rate mat.ematical research is required for
theoretical study of thess matters, we must redouble our efforts and raturally
make full use of mathematiciains of high standin:. In tnis direction, all
eountries are energetica-lly turning their attentlon. Howeve:, our cotes have of
late made great atrides forvard and while they seen to have reached tre peak of
perfection in this matter, under the circumstances mathematical study must be
increased and our codes set on a secure scieatific footing. Striving after new
&nd ori;inal eryptogra;hic methods, we may axpect that our ccdes will lead the
world and thus acaleve the most important factor in aignals gecurit.y. e
"Since we muct articipate that even our best technical schexes will at once
be surpasgsed by the enexmy's technieal offensive, we must be victoriou: in the
keanly contested decisive bvattle of science and once and for all secure over the
snewy & position of domination in technical matters. . . . Equipment haam not as
yet attained the desired objective, eitiier because of a low standard cf sonceal-~
ment or because of reluctance to put it into general use throu nhout the Army. -
The National Amiy will hencefort. redouble lts eiforta in the technicesl field to

overcome di‘ficulties that appear insuperable, and will preserve its (re-

L

sminent position in a science pec.liarly Japanese in nature. It 1s of the utmost
importance at present that in this matter we should thus surpass the enemy and

T

; eontribute to the ultimate perfection of our arms, . . ."
- It is interestin: to note that the Japenese feared their codes wculd

T

be broken, yet insisted that t.ose codes were secure. Tney seemcd mildly
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hysterical on both points, The U, 8. Army's attitude s that itas erypto-

graphic aystems, when used sccording %o instructions, provide adequate
security for the type of com-unications for which they are authorized.
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Moving cauntiously ahead during mop-up sperations on Xwajalein, a ccral
stoll of the #arshall Islands, a U, S. Marine stumbled across Lhe body cf a
dsad Jap. This in itself was no unusual occurrence for that hot day in
danuary 194/, but the fact that the marines e;e was attracted by a water-
soaked shest of paper lyin; next to the body started a chain of circumshan-
tial evidence whlch clearly demonstrated the importance of reporting all
possible lossos of cryptographic documents. It developed that the paper
was a cryptograrhic document extensively used in the Pacific area at ths tims,
and Japanese writing on the document was later iranslated to read "isceived
3 January 194L%.

Subsequent investigation revealed that the document nad originally beesn

issued in bulk to the Chief Signal Officer for radistribution to the Aimy
Alr Forges for uss in the Pacific area. Tne particular documont was tiaced to
& cortain bomber command involved in the Ewajalein campaigzn. Murther ‘nvesti-
gation narroved the search down to a specific sguadron ¢f the bomber eummand, and
sventuall; it was found through questioning the squadron commander tha:. one of
the Liberator Bombers in his squadron had been shot down in shallow waler near
the beach where the water-soaked document had bee;: discovered. 7The squadron
comnander, sséin: the Japanese ¢apture the plane and its crew, reportcd the
loss of the plane and assumed that higher authority would take care of the
document, siml:o it was carried or 211 the planes of that misaion as a part
ef the equipment.

The fact remaina that no one reported loss of the documant until it was
too late. 7The Japanese had received the decument on 3 January, and the
dead Jap was not found until 8 January. This means that 1t is very likely
the Japanese were reading cur tactical air-ground messs;es, and any other
megsaces sent in that partic.lar system, for a period of five days at the

PR

height of a eritical campaign. L
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Bworn statements reporting that specific eryptodocuments have teer in-
sdvertantly destroyed by burnin; and requestin: release from accountability
sre frequently retélved by accounting head uarters. One such mess - e vas

recelved from the security officer at a certain Port of Embarikation, amounc-
ing the loss of a document ccmtainin;, & list of types of installations uaing a
eryptosystem used by the Argy. The document was subsequently reroved from
ag¢countability after a routine irvestigation, and the case was forjotten. A
few sonths later the document reappeared mysteriously and the puzzled port
security officer reported that fact and wanted accountability resumed.

All the exployees of the siznel office were questioned by iavestigators,
and it was learned that a woman employee of the establishment had takan the
document home with her; she claimed she wanted to study the document to lear

all the establishments in this ccuntry using the cryptosystenm, so she could

apply for a job elsevhere, An i:vestigation of the woman's past reccrd revealed that
she had orizinelly been "cleared® at Bolling Field, and subsejuenily dismissed
for "suspicious astions,” and t.at two other air force inatallations had dis-
missed her for the same reason, althourh nothing was ever "pinned" o1 her.
The woman was dismissed from her job at tne port signal office, but the
PBI requested Lhat she not be prosecuted, as the Inspector Genersl rdcommended,

#s they deelred to keep her movements undor surveilisnce.
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LA first lieutenant in charge of a code roam in Canada owed hi: freedom
and relatively honorable reputation to ths clemency of the Presidert,
Visited by his wife one day, he "pulled rank” on & security-minded seryeant,
who protesfed the violation of security regulationa, and permitted his wife
to mter the code reon. iie shorved his wife wie of the chief cryptonachines
in use Ly the Arny, and let her encipher messa;ss as she pleased. Ihe
sor eant, who had coverad everythin_ in sight, left and returned wilh the
poat intellisence officer, who placed the lieutenant under arrest w.der the
oyes of the wife he was trying to impress with his importance. The officer

.mag found gullty at the court-zartlal which followsd, sand vas sentenced to
four years at hard labor, and a dishonorable discharge. In raviewing the
oase, the President, commuted the sentence to a reprimand and subsegumt

traasfer to another atation.




4 Major at an ordnance plant is now fully sonscious of security regula-
tione ap & result of two bitter eoperiences. After being charged with
loeing & eryptograrhic document for whileh he could not account, the Ma'or
requested that his account be inactivated. He was "throush® with erypto-
graphy. The authorities obliged, reguceted the return of certain mterials
and the destruction of the rest. The Fajor, who had been sevarely repri-
manded for his first violation, rerlied at some length on the destruction of
same forby or fifty documents. The case was forgotten.

A routine i~vestigation of the Major's files, some time later, con-
ducted hy a carafully trained security officer, revealed that some twenty-
five of the documents reported bumed werc still on file. The dajor and &
eartain who had "witnessed" the burning of tae documents, wers charged with
false svecring, and were heavily fined under the 104th Article of ¥ar.
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4% the height of the invasion of Saipan, & Japanece intellsgende
fFeport wos ploked up whioh gtated in effect that Japansse intelligence
w53 having oonsiderable success reading the American traffis en: rypted
in & ocertain system in use throughout the Pacific ares. I% was not knowm
shéther or not the snemy oryptanalysts were having phenamenal s\.coess
with the messages, or if some physiesl or oryptographic sompron’se was
invo)ved,

Yhe bresk in the case csms when a yeport reached acoountin: authorities
that the 27th Infantry Division had "ohanged its acscounting records™ to
abcw that three dooumsnts were missingl The 27th was then on Suipan,

" a4 the battle for the Mariammas was in its closing phases, aftor a long

blcody struggle. Bere obviously wers two faots which could be :.inked,
#nd sn investigation revealed that they were more than remotely linked.
July 7¢h was & bad day for the £7th. oOn that date two commnd posts
a2 the 10Bth regiment, both loouted nemr Tenapag Harbor, were orer~run
by & powsrful Japsnese foroce, who wiped out both headquarters, ‘e per-
l@ﬂ. the machinery, squipment, mrythin;' in sight. A signal salwage
ihm‘ﬁiny Fecoversd what it oould, but when all the reports were :ln, three
srypto-doouments could not bs acoounted for in any way exept timt they
vers in the possession of the enemy. %he 1065th regiment report:d this

. faot to division headquarters, which was the correot thing to 4>, How-

aver, division merely sent back an indorsement stating that "rejords have
baon changed® noting the loss of the doouments, %The missing dojuments
were Joint Army-¥avy key lists covering a period fram 1 June 184k to

#1 July 1944, so the Japs undoubtedly hed “considerabls success” reading
4raffio during that period}
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It is history now that the Saipan eaxpaign went well during i‘a
first woak, The fact thet 5,000 mon were lost in the campaizn can nsver
bve atiributed directly to the ceptured doouments, but 1t seems mors than
wers ovincidence that most of these cagualtiss were suffered through
well-planned Japanese ocunterattacks after 7 July, the day the first two
battalions of the l08th Regiment were gverrun.
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Iike the lieutenant mentioned in a previous story, a commanding officer
of a siznal station neglected to keep information about cryptographie
gystens to himself. Me had a group of distinguished visitors from an
Allied nation as his guests, He had shomwn them many things about his sstab-
dishment and discovered that .e had 20 minutes left, Beli g tne perfect host,
he wanted to kwep them entertalned; so he took them to the code roous, waived
sslide the protests of the non-com who was on guard at the door, and proceded
to give his visltors a demonstration of all that was there. Subsequen:ly
he was tried by court martial, reduced in rank from Golonel to his peranent

grade of Hajor, relieved of his comsand, and zent home for reassl nment.
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QOHVCOY IS IAYED

This glaring vioclatian ef Transalssion Security happened shortly
after the outbreak of the war,

A flight of B-25's was assigned to patrol duty on thu West Coist.
(rders read to he on the alert for submarines and to aild in canvoying
ships, The 30I required a report, upon return of the flight, of the
position of a certain convoy, the nuwber of ships, etc.

The flight leader sighted the convoy. HNot having read the in-
structions in the SGI, he reparted the pesition of the convey, giving
the course, mumber of ships, ste., in clear language by C. W. trant-
mission,

For ites ovn safety, the convoy was ismediately ordered into tle
nearest port. The sailing was delayed for a periocd of 10 days - ard
who can evaluate the LOSS OF THOSE 10 DAYS!
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BRAD HABIT

There is no such thing as an inconsequential radio transmissiaon,
Messages sent in the clear can produce repercussions which dim the
reverberations of falling bambs,

A British medical unit in the Sollum ares of Bgypt formed thy habit
of sending casualty lists in the clear, giving the arm of the serrice
af the dead and injured: "Rifleman Adah 3ingh, killed st Gisah; Artillerist
Arthur %. Smith, injured at Halfays Pssa.”

(iven enough volume of this traffic, the Germans were able to lccate
and identify all the major British units in that sector.

1f wire had been available, this administrative traffic should have
been ment by telegraph. Wire lacking, a courier should have cari:ied the
1ists. If radio had to be used, the traffic should have been en:oded.
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TESTING TIPPRD THEM OFF

Radio silence is more then golden to men who observe it str.ctly.
Yo those who don't ~

A division moving up into the combat zone in Rorth Africa friled to
vbserve absolute radio silence, and permitted its radio stations to msend
premature test sessages in their new positions. Captured Italiar intelli-
gence reports later revealed that {he enemy had intercepted the test trans-
missione and deduced that a new division was moving up.
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INTERCEPTED CLUB

“mr

Boecauss of little consideration for the element of security, and
som® ingenlious map-pletting by an alert enemy, serious cbstacles ware
encountered by the British,

An attack on Halfaya Pass waws planned by the British. Before moving
their bases, the British opened radic nets at advanced points, W!th this
tlue to aet upon, Geraan and Italian intercept platoons mere abls to
anticipate the disposition of the British troops ~ befors they arrived
&t the front.
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THE GERMANS DID SOUETHING ABOUY IT

Among the violations of transmission security encountered daily
is the ever-frequent cass of sending important information in the clear.
Teke this example:

In the early days of the libyan campaign, two officers were cn the
air talking about the difficulty of a¢lesing the 3-mile gap existing
betwsen their lines.

I haven't the equipment,” one commented.

"Well, 1 can't do anything about it,* the other replied.

Not far distant a German intercept operator hastily sought contact
with his superior officer. This vital bit of information was quickly
sspimilated by enemy intelligence, and before the end of the day the
Germans did scmething about it.

Badio is a direct link to the enemy.
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U-BOAT3 ESCAPED

This significant story is told by an XCO in charge cf an aircraft
warning station on the coast of Scuth Amsrica.

%In the latter part of 1941 it was common knowledge that enemyr
submarires were operating in South American waters. From cur recently
established location, occasicnal observances of submarines, presunibly
Uerman, were reported,

"Fe had been operating at this location for about 6 months whon
war was declared, Immediately, the submarine astivity became more
noticeabls and several reports on enemy submarines were sent by racio.
fhrough carelossness, some of thess reports were sent in the clear . . .
and without feil, the reported submarinsd would leave the viginity,

having amplo time to do so, as the nearest troops were 2 houra flight away.n
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fhis incident has to do with IMPROFER RADIO FROCFDURE. From this
story it cen be seen that sericus consequences may attend those who
fail to cbmerve it.

About 1 year ago, at Miami, Fla., a plane was sent out on an anti-
submarine patrol, using speciel equipment. During the course o the
flight an important part of this equipment became incperative. The pilot
instructed the radio operator to send a message back to the air base
stating they were returning because the was out of ordur,

If the correct procedure signal had been used, with no ment.ion of
the faulty equipment, the transmission would have been in order. In-
stead the message was sent in the glear. When the ship landed there
was an escort of M.P.'s waiting. Both the pilot and the radio cperator
were court-martialed.

This leak was VITAL., Until then we had every reason to believe
that the snemy did not know this particular equipment was being used in
antisubmarined warfare im that locality.
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NISSION NOT ACCQUPLISHED

Incidents that stress the hazards of SEFDING IN THY CLEAR cannot be
vesoutited teo frequently.

A formation of B-25's took off somewhere in Tunisia during tle early
part of the North African campaign., Swiftly they climbed, and soun they
were half way to the designated cbjective. Then . . . & mossage was
received from their air base instructing the flight leader {0 abzndon
the assigned target and procesd to ancther area. The informatior, in-
dluding the name of the new target, waa transmitted in the cleer.

When the formation approached the new cbjective a supsrior number
of enemy planes intercepted the f.ligh.f.. The missicn was not acsomplished,
and the degree of carelesaness took a corresponding toll in men and planes,
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TRAFPIC WAS DELAYED

Prompt distribution of SOI's within a net is always an important:
factor, as this story clearly shows.

In the cambat sone where this partieular net was in operatiom,
transportation was at times slow and very uncertzin., The only means of
transportation in this area were by water and air.

80I's were made up by headquarters in the rear echelon, about 1,500
miles distant. The majority of stations were so removed from headquarters
that from 1 te 3 days'! travel by aly was necessary to traverse the cdistances. |
Call signs were changed periodically and frequently, but not alwseys did
distribution of SOI's include the forward stations.

Personnel of the rear echelon staticn, not realising the situa<ion,
would, on the appointed hour, change over to the new call signs and
refuse to answer the old ones.

This caused considerable delay in handling traffic.

It is well to remember that because of slow traffic -~ MEISAGES THAY
ARRIVED 1T00 LATE -~ battles have been lost.
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WAS TH. INEMY LISTANING?

Radio chatting 1s slways music to the ever-listoning ears uf the
snery, Pere 1s another ~tory wherein the desire to talk paid poor
dividends.

Samewhere in North Africa, e pilct wes returning from a reconnais-
sance missicn suceessfully completed. It might have been elaticn over
& job well done or a general sense of relaxation which caused the officer
to indulge in chatting.

During the ensuing chat this officer mentioned that a large formation
of aircraft had landed at a certain air base. Wan the enemy lis:ening?
Gbviously he wmas, beceuss in a few short hours the air base was hombed

end slmost totally destrcyed.
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BADIO OPERAYOR TALKS

Tranmission security cannet be effectively obtained without s STRIC?
FERSOHAL CENSCRSHIP on the part of the operating personnel, 4 report
recently received in Washingtom clearly illustrates this.

The report read: "Captain and I were notified in confi-
dunce that ws were to take a plane to Erehwon and stand by for paisengers,
We wore notified we were to leave Meld secretly. Within 30
simutes the rest of the crew reported to us and said that they bad heard
from a radio cperator that we were to leave in a few hours. We wore soon
besieged with requests from Ay and other personnel who wanted to ride
with us.”




e —

s |

" "REF ID:A71204

Tadio deception is frequently practiced by the enexy in an attempt
to gain an cbjeative. This story should serve as & lesscn in the im-
portance of AUTHENTICATION. Nere is shown how fallure to authenticate
results in an effcortless victory for the enemy.

During the German campaign against Norway, plans were made by the
invader for an easy ocoupation of Bergen. On 9 April 1940 the Germans
salled troop and supply ships, along with escorting crulsers and de-
#troyers, into the harbor. Jeveral hours before this task force arrived,
the Norweglan o’ficers at Bergen had received presumably bons flde orders
Yy radio to abandon the fort. Since the Norwegians made no effsrt to
suthenticate thege messages, they fell easy prey to the Germans' ruse,




