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20 THE AMERICAN BLACK CHAMBER
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umes of copies of telegrams to read there the authentic
_ record of his machinations. There too I found the thrill- 2
)l ing stories of the seizure of the Panama Canal, the Vene- ‘3|
.f':l | zuelan incident when America was on the verge of war _ sol
i with England, and other great moments of American a’ﬁ
\f‘ nationalism. I was again sitting on a flour barrel in ;
the village bakery, listening to intrigues of the vivid past of;
i as recited by the baker, an exiled German nobleman. tra
"Ij ‘Were our diplomatic codes safe from prying eyes? sirt
il: | Who knew? From the pages of history I had had n 01-!!
by . glimpses of the decipherer who could unravel military ;
;: , 2 and diplomatic cipher telegrams. Other countries must wa
" a4 have cryplographers. Why did America have no bureau pr
;; ”: for the reading of secret diplomatic code and cipher tele- cog
1 3 grams of foreign governments? vaj
)', \':; *  AsT asked myself this question I knew that I had the f“f
.‘ = answer to my eager young mind which was searching sa
T for a purpose in life. I would devote my life to eryptog- bu,
|H: | | ;é . raphy. Perhaps I too, like the fc?reign eryptographer, :'::
i could open the secrets of the capitals of ithe world. I :
l} \E . now began a methodical plan to prepare myself. m:
i S P / I quickly devoured all the books on cryptography that v
;,3 , i could be found in the Congressional Library. These .y
,llr Q were interesting but of no practical value. Next I )
i b "\ searched Edgar Allan Poe’s letters for a glimpse of the oo
il') ! I ™ scientific-treatment of cryptography. These were full 1
I . il ™~ of vague lLuasts of his skill-mothing more. To-day, :"
. I= [} * / lJouking at eryplography from a scientific point of view, c
[ . ! | for the Anicrican Black Chamber has never bad an equal,
' - , s ¥
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THE STATE DEPARTMENT CODE ROOM 21

I know that Poe merely floundered zround in the dark
and did not understand the great underlying principles,

At last I found the American Army pamphlet on the
solution of military ¢iphers. This pamphlet was used as
a text-book for a course in cipher solution at the Signal
Corps School at Fort Leavenworth. The book was full
of methods for the solution of various types. The only
trouble was that the types of cipher it explained were so
simple that any bright schoolboy could solve them with-~
out a book of instructions. I was at the end of the trail.

It was obvious I would have to do my own pioneer
work. I began at once. Due to friendly connections
previously established, I had no difficulty in obtaining
copies of code and cipher communications dispatched by
various embassies in Washington. Progress was slow,
for the clerical work incidental to the solution of mes-
sages is enormous. (Later I was to bave fifty typists
busy making elaborate frequency tables.) Some I solved
and some I did not. But I was learning a new science,
with no beaten path to follow.

One night, business being quiet, I was working on the
solution of a cipher when I beard the cable office in New
York tell the White House telegraph operator (we used
the same wire to New York) that he had five hundred
code words from Colonel House to the President. As
the telegram flashed over the wire I made a copy. This
would be good material to work on, for surely the Presi-
dent and his trusted agent would be using a ditlicult code.

Imagine my amazement when I was able to solve the
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THE, STATE DEPARTMENT CODE ROOM 23

had little respect for _World War, the President sent a mission into Russia,

- .
L LT R P ¢ WY

ith them every day -« headed by another of his favorites, George Creel. By !/{ 3'
this was incredible. """ this time all code messages filed with the cable companies * o
Ie had just seen the . “"J , came to me in a routine manner, and so simple to solve "'E
over British cables ° *"" were the American Mission’s secret dispatches that they "
every cable went to ‘v were.used as elementary exnmples in the training of it
y. ‘ “woa ': - "tudent cryptographers. .-
ies’ best informant! a : - * For months now, I bad been “orkmg- on the solution i ;3;
nny when they have o ;e- - .of . the .American diplomatic code, which progressed __.;:"' '
ws with the Emperor, g slowly but surely. The clerical work incidental to its .%;H '
trial leaders. And _-" solution was uninspiring but unfortunately necessary. ; ‘3_,_
ble that a man sits in .- Aside from this I was making notes as I slowly chiseled i d‘f,r_.- i
ing himself a maker .-, “out words here and there, for it was my aim to write an 'lfﬁ.@;* :
iman, a mediator of ,i7,« exbaustive trealise on this problem and band it to my bird X ‘
th schoolboy ciphers? Y ‘superior. I shall not explain my methods. To do so 1; Bef iy
o : "‘ 'would reveal the character of the State Department r! 1 :
ecret but what can I _’ ;'-' code book which of course can not be done. Further on LYES
jors. But what then? .'_ ;r- we shall follow the scientific analysxs and solution of the ’f
tempt. Besides, this - * "codes and ciphers of foreign governments, . sk
and adverse criticlsm © ! '= ¢ TE Durmg these years from 1918 to 1917 many faces :1
ave someé one’s head - l‘:;‘:‘:'f)m'.se(l before me. Among them Mr. Lansing, who was S ii
resuming to read his . e .;{Jater Secrelary of State, stands out vividly. Immacu- - a
uses for my head.:I- . ‘;': ,Ia?.&ely dressed, gray hair, a short mustache, and the blank E1
per and destroyed the 2 """:“fnce yof & farc dealer. In a. deuces-wild poker game, . fq
onfidential agent con- , -k ‘mused, he should hold his own with even Mont Mull, o ' E;
- . T ‘;'mor at least with Salty East, our two village poker sharks. R
had 2 penchant'for,. | :‘:r ;r _H_Ia.d Secretary Lunsing not been tied to a tyrant school- _ il
rganizing the Awnieri- g master and represented in London by an Anglophile, ; i ¥
America cutered the | lnstory might well have been changed. | . . ) "'%
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36 THE AMERT CAN BLACK CHAMBER

of the State Department, that the wire from Galveston,

graph wire frem Vera Cruz to Mexico City, bé held
open. A few minutes afier seven the operator ai Gal- 3§
veston md. “Here you are, forty words from Mexmo
.Clty” g iy S o
"What is it!" demanded Damels. : _
“Themessageyouarewutmgf Irephedmd
turnedtomytypewnter,begmnmgtocopy _
_ As the sounder spelled out the code words, Secreta.ry ]
Daniels began in a sqlemn voice, “Gentlemen, we are
'now receiving the most nta.lmensageeverconfrontedby N
_tthAdmlmstratlon. 7 :
I deciphered the message and handed It to them }
Mexmo refused. They actually turned pa.h, but had -
the good sense to run: to the President. - :
A]lthmtlmemyworkonthedeclphermentofthe
American diplomatic code was slowly progressing. ‘At
last I laid some one hundred pages of typewrrl:l:en ex-
position before my mmedmte supenor
“What’s this?” he asked. - : ' "' B
“Exposition on the ‘Solution of AmermanpIomntlc .
Codes,”’Irephed. o
“You wrote it?.
“{-—&L “Ye&” . : -
“You mean to say our codes arenol: safe!" He turned
| ‘ _ﬁg&lge. “I don’t believe it.”
A “Yery well,” I a.nswered. “Tlus memorandum repre-
H /‘. r"

P

dxstmgmshed audience present, X requested, in the name - 3%

Texas, the cable from Galveston to Vera Cruz, the tele- .

THE STATE
sents over one thou:
and tedious detailed
years. I merely ask

As I left him he
for he had compile«
secret communicatic

Aﬂde from ' this
mysterious trick, an
some occult power.
the combination of t
and as he did so h
Saturday, and I 'w
failed to tell me ti
him for it.

Al this T realizec
morning. Hehad:
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would be great fun
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nn
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when I was in London studying ervptography with the =
British, an English Colonel told me that Captain Hitch- b o :
ings, their most brilliant cryptogmphcr, was worth four d T“i
divisions to the British Army. L3

- Judging from the letters I found in the ﬁles of the eb-f
War College, nearly.every one in the United States had R
dabbled in ciphers. The authors of these letters were‘%} ‘
either offering their services, or had a new and mde-“i‘j'i:" K
cipberable cipher that the governmenl: should mnnedi- "f"-f. -ﬁ
ately purchase. S

From among the former I qu:ckly scleeted a few
scholars who appeared to havea superficial knowledge of %

-.

ll_ J.-

ﬁﬁi’f’

!.
L

ciphers, and ordered them commissioned.
The spectacle of an eager thin-faced lieutenant, sur-
roundcd by a group of scholarly caplains, was indeed a :

iﬁ@z

,.
'.l
R
-J

‘ 1

y! notewortlly sight, and I was obliged to submit to a great —. ﬁ'

deal of good-natured raillery. However, they scemed ; 7
to enjoy my encrgetic illiteracy, which they kindly ;,;%
termed “native intelligence,” and I was amused at their F3E:
eagerness to master the principles of cryptography. JM 7
Here was a problem not found in the classroom, and not 3‘
many of them would succeed. Scholarship, I suddenly h u i
discovered, was nothing more than the capacity to ab- %
sorb learning. These scholars were faced with a quite
different problem, for there was not a great deal of ™
learning to absorb. They would be obliged to make 3 B
their own discoveries. ¥or this reason most of them were 7K
dismal failures. . . '-_' % ,
The first of these captains to arrive was Dr. John M. -

> ,_-4»

‘q.

)

|
|1
T Ak

e v:':}-,i .._.",t.. %

Manly, a small 1
the Xnglish Dep.
Fortunately for 1
originality of m
brains.” He was
ful and brilliant
Captain Manly th
I achieved as he
Bureau, - -

I had just begu
instruction on the :
plans were upset }
Secretary of State
This communieatic
gram sent from I,
Government consic
of coding cablegr

menace to secrecy..
the Germans we
Passed through thg
The seriousness {
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40 THE AMERICAN BLACK CHAMBER

i; Chited States and Englnnd, pass these secret messages. .4 directions, and
Close by thiy cable. at the bottom of the Atlantic, lay ":'“_-.l him to take i
German yubmarines. The cubles cun not be tapped, but % would compile
. by stretching olher wiies alongside for 2 Jistance of - heing overwhe
; several hundred feet teleyraph operators stationed in "" : had much else }
L ! the submarines can copy the passing messages by indue- 'J section was eflic
|- tion. - o - ing the man
N + No wonder the memarandum from the Assistant Sec- - ment was who
' Y  retory of State frightened the War Department! The - done well, and

Chief of Staff made a personal request far & prompt re-
port. . - . . . e .ttt
Upon investigation, I learned that a copy of the W'
Department code book had been stolen in Mexico during
i our punitive cxpedition in 1916 and that a photograph
oE : of this was reported to be in the hands of the German
' Government. - Furthermore, X discoverced from actual
tests that because of the technieal construction of the '
code, it could be solved within a short time by the inter- ‘g

.
-
[ g
e . T

B
Pl
SR AR U

- - . - "z ~ L
. | B i -
) S L - N o SR T . (L. O »
- s o e f R R - ‘T , - .
oy Kkt i R I e T ; &
h ‘ N T . . . o
LA T . E . : . gk T - »
Ly - [ - - . o = : = p .
P et . T s, = 4 . F ")
P PO R [ - - - - - toA e " =T Y - - -
(]
YT EL . MV m S N P

R

—

i
X

e

ceptors cven though they were not in possession of the '3 Orders, a Signa)

: book. "o - N - | the unpreparcdn
p I prepared my memorandum after this investigation, "By States. How inu
t _ but I doubt that it was taken very seriously. However, i higher officcr of
R _the opinion of the British Government was beld in re- £ sppointed & milit
37, _ spect and innsmuch as Xngland bad reported the un- & was not intended
: safety of communications which must be kept secret, I % and decode their
H wuorderedtodmpeverythingnnd:wiuthe telligence course
il system of War Department codes and ciphers. o knowledge of hott
4 % il Ypromptly chosea man'in the State Department Code F preciate the impo:
,:MIDWJWMIMMMtquthoMW = in safeguarding o
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sages. directions, and tempted huim with a commission. I wished
e, lay b him to take immediate charge of a subsection which

‘J"
s )

I3
T

e

ed, but " would compile codes and ciphers. I had no intention of
nce of ‘ being overwhelmed with the details of this work for I
ned in : had much else before me. In a very short time the sub-
indue- 4 section was efficiently functioning with ten clerks assist-
: ing the man who had been put in charge. The arrange-
nt Sec- 1% ment was wholly satisfactory for the work was being
! The 5 done well, and I needed to devote no more than an bour-.
pt re- each day to reviewing some of the more important de-
: tails. | I - L e
e War This subsection prepared codes, ciphers, tables, etc.',
dduring - for communication with Military Intelligence officers,
ogruph special agents, Ordnance Department agents, military
Crerman 1 attachés, General Bliss of the Supreme War Council,
“actual ; the commanding officer of American Forces in Lon-
of the L don, and General Pershing,
e inter- & The compilation of codes and ciphers was, by General
n of the Orders, a Signal Corps function, but the war revealed ,7
- the unpreparedness of this department in ibe United \
tigation, : States, How much so is indicated by a talk Thad with a >
Towever, higher officer of the Signal Corps who had just been
Id in re- - appointed a military attaché to an Allied country. It
the un- yad] was not intended that attachés should actually encode
secret, 1 and decode their own telegrams, but as part of an in-
e entire telligence course they were required to have a superficial !
knowledge of both processes in arder that they might ap- \
eat Code 3 preciate the importance of certain precautions enforced \
ollow 1oy § in safeguarding our commugnications, '
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THY, AMERICAN BLACK CIIAMBER

When the new attaché, a veteran of the old Army.
appeared, T banded himn o brochure and rapully went
over some of our methods of secret communication. To
appreciate his attitude, the reader should understand
that the so-called additive or subtractive method for
garbling a code telegram (used during the Spanish-

American War) is about as effective for maintaining 7

secrecy as the simple substitution cipher which as chil-
dren we read in Poe’s The Gold Bug.-

He listened impatiently, then growled: “That’s & lot
of nonsense. Whoever heard of going to all that trouble?
During the Spanish-American War we didn’t do all
those things. 'We just added the figure 1898 to all our
figure code words, and the Spaniards never did find out
about it.”

He outranked me greatly or I might have added that
we werc not at war with medieval Spain but with
twentieth-century Germany, who had gathered the
brains of her empire behind the greatest war machine the
world had ever seen.

Amazing as it may seem, his attitude was characteris-
tic, even at the Front. One of the young officers whom
we had trained confirmed this when he arrived at General
Headquarters in France. e had received his instruc-
tion and practical experience in my bureau. Faving
observed the necessity for revising the War Depart-
ment’s communications in this country, he was eager to
leurn whether the codes and ciphers of General Pershing
(n use at the Frout were safe.
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AT THE WAR COLLEGE

ing in France was to induce his superiors to intercept by
wireless our own radio code and cipher messages along
the American sector. These codes and ciphers were used

- to transmit the most secret and important messages and

by those who employed them they were considered safe.
- 'Without any knowledge of the American method of

encipherment, the young officer solved these messages

within a few hours. The system was wholly inadequate
and as a means of insuring secrecy was httle more than
a farce. ' ’ e

Through decxpherments of German mtercepted cxpher
messages, our Cxpher Bureau in France knew that the
enemy maintained a large staff of skilled cryptogra-
phers. All radio messages of the Allies and of the Anmeri-
cans ‘were intercepted and sent to the German Cipher
Bureau for attack. If this young American ofticer, who

‘was still merely a student cryptographer, could solve

these messages, the German cryptographers, with their
long experience of code and cipher solution, without
question had also solved and read these telegrams even
more quickly than he. And once the system was broken,
the enemy could solve every message as easily as the
person to whom it was addressed.

As it happened, the contents of this partlcular de-
cipherment were so important and their secrecy so im-
perative that the young officer’s memorandum on the
matter threw the General Staff into a panic of confusion.

From these wireless intercepts he learned the disposition

The first thmg which this young officer did after arriv- - .
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\ of troops along the St. Mihiel salient, the number and
,, names of our divisions, and. finally, the actual hour at
| which the great American offensive would be launched.
This, then, the encmay knew!

I'he herculean etfort of flattening out the salicnt,

‘ping railways between Verdun and Toul, was the task

“‘k which for four years had formed a huge “pocket” inside '
!

of the Americans. And by reading the intercepts, the

" for the great American offensive. Incredible! No
wonder the Géneral Staff was in a panic. In these mes-
sages were contained some of the most important strata-

l\. gems of the World War.

The Germans considered their position in ithe salient
impregnable. General Pershing knew that the encmy
had several lines of defensc, the second known as the
‘ Schroeter Zone, another as the Hindenburg Line or
\Kriemhilde Position. What was to happen to the great
_.'American offensive of 1918 if the enemy was prepared
! for it? Or, if the defenses were not considered strong
enough now to meet the offensive, was the encmy, warmed
by our messages, withdrawing? )

- The latter was the case. Our young officer had
! shown the General Staff the leak in the offensive, but it

was too lute to swoop down upon the Germans in a sur-
\prise attack. The messages were already in their posses-
"fsion and a retreat had begun. The American offensive
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the French lines, cutting off communication and stop- : :

this young officer had learned, plans and preparations
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AT THE WAR COLLEGE 45

of September 12, 1918, was considered 2z triumph, but
it represents ouly o small part of what might have been a
1remendous story in the annals of warfare, had the Ger-

i e ¢ W g ey

nmuns not been forewarned, '_IJ'E: ssubborn_ trust plaggg[__ Q‘ . f:"'";'{' {
in inadequate code and ci phe@&'g@ls had taken its toll “#+"wr{L & 1
nt the Front. The enemy had actually been taken into 2-’\!_ Y
American confidence, through the non-secrecy of com- | ‘z.;'-rflé
munieations, " It was not a surprise attack which was 5 E(_. ‘
achieved. Pershing pursued an already retreating horde =5

and entered St. Mihiel on September thirteenth. The

R T L]

: %
salient was broken, but thé'surpris;e attack never came to - , ' i BTt :}' . -
pass. . Too many staff officers in France had, like our ..-:;:JE
authorities in Washington, placed a childish unfounded A
trust in any encipherment which could not be réad at R

sight. ‘ o - -
Seldom are the curtains drawn back so that the in-
tricate secret plots, dangers and discoveries may be

¥
L
L
}
e
A
L]

| -
. i RPN B
known. In = history of the World War, one reads the : i ", . ;;'?s: .’-;{;;%_;" - ‘t:;i
. . . . 5 el I AP Y
story of this amazed young officer, in some short unin- H' i W il
3 1 | -+ ’ ' o - v
formative generalization. XIe knew that the code and o st R e TN
; Ea e

cipher systems were inadequate; but all he could do was
reveal his findings and give warning to the General StafT.
The story of his revelation is one which, like many others
enacted behind a curtain of warfare, is scldom told. It
was too late to undo the damage after the young officer
had revealed the inadequacy of the codes and ciphers.
Of this whole episodc we read but one sentence in 2 his-
tory of the World War:
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THE AMERICAN BLACK CHAMBER

Despite all Pershing’s precautions for se-
crecy in the St. Mihiel sector, the Germans
expected attack and began to w1thdraw.

By readmg contemporary h1story of the World War
we are led to believe that inefficiency was found on this
_ ‘sxde of the Atlantic only Such is not the case. In fact,
the foregomg incident is but one of the tragedles of the
erican Expedltlonary Forees, led by General Per-
mg The Signal Corps in France was using mexpert )
r*‘, and meffectlje codes and ciphers to ¢ over the wire-
WM "
1 - We have now seen the ridiculous spectacle of Presi-
: dent Wilson, Colonel House, the Department of State,
' H G?:" George Creel, the War Depa.rtment and General Per-
AJ,;’ wd‘* hing in France attempting to conduct successful diplo~
@1? g, IOACY and warfare with schoolboy codes and ciphers.
2 voﬂ(f?Later on, as late as 1929, we shall hear something of
‘T“ a novice on whose shoulders rests the responsibility of
maintaining inviolate the dlplomatlc secrets of the
United States Government. : B "
The Code and Cipher Compilation Subsection in
America won a great deal of praise from the War De-
partment in the form of letters of congratulation. One
letter directed me to inform all the officers and clerks wh{)
" had contributed to the preparation of the new codes that
the ingenuity, skill and painstaking labor involved in
their conception and execution were thbroughly appreci-

ated and that th«
the Chief of Staf
m MI-8.
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‘No.8. Itbecam:
- graphic Bureau.
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fiw (or o seemed obvious that a Military Intelligence should con- :: ] 35
: .{ ‘ N J trol its own communications if it were to be held re- ;..é; 3 " s
) ; _ / sponstble for its vital scerets. ,%: \r.“
o ] e ] Therefore I commissivned another man from the De- *‘ R
£ R *-!';i:-' ' i Pactment of State Cade Room, drew up a plan of organi- = d dNe2 g,
ifal i e v cf ’ zation, cut in direct wires to the cable points, employed a X% N o
~ i o vk | IR P
i § LE: 32 corps of code clerks and telegraph operators and within i ;‘;{ <A PARY
p '-f. i d a few,wecks we had a subsection which rivaled, in speed, ;1:_;;,, N : _E_; ;o
~sf :\ ﬂ\ . accuracy and economy of transmission of cflbles, that of gi“?t : -_-:'_; ..; 3 St
:'E :-’é 3 the Associated Press. It was also the duty of this sub- ‘:mge-i: £ :;_../ D
- L;.; 5: X section to train clerks for our agencies sbroad and to ‘% :\i “‘/ X
A {4, :fg‘g ' instruct the numerous Military Intelligence agents wha N PN -—"""4
13 g.if:," passed through MI-8, in the use of codes and ciphers. :.: ‘\\}i :”“'3{
¢ H!l.:,tg Although I had already surrounded myself with men "rﬁ 3 Pon Q - 2*«4.
b ; ‘?;{ and women who werc interested in codes and ciphers, and ;‘_;“% ) ‘ ‘* {: _:_ Eihie
‘:‘ _"E:.:g:s f had drawn up a course of instruction, it began to look as ilé N % Y _‘
:.'-‘; .r:lilﬂ“ - . if the war had converted me into an execcutive instead of iyt F 3 : y :_,5 =
d 79 . a cryptographer. _ ki cyl s g
,;E i As I turned my attention once more to the organiza- 3¢5 ;.\t'\ 1’-) —
T R tion of the Code and Cipher Solution Subsection, I was ¢ PR IEFDS,
Lk ‘seriously interrupted by a curious docuraent which came 2 3 s B ”/"-';:f 7 -
f,,-_ o g . from the Department of Justice. (See facing page.) ‘,S&'F"z 2 S - \: _:..,‘-".:'{ ,
F-i--::-'_:il i Colonel Van Deman ealled me to his office and handed ~ 4’5@‘ . Q; s s __: e ;
Pe N me this strange letter. There were several pages. Foon S\ ‘/_‘:,;g
i; AN . “What's this, Yardley? Cipher?” o ~ ' RS : "?"?
TS I looked the letter aver very carefully. el 4 5 eooe L
.”,:- A + “Looks like shorthand to me.” - ' : ; B et Ty
'; : L “I've already showed it to my secretary, She says it 333 ! -
3

o VT

Page of Werner T'smer, pri:

isn’t Gregg or Pitman.” i /
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CHAPTER IIX Q,P’,&.-?" g

T Sxceer INES ‘(1"\,-"- _
Tae Code and Cipher Compilation Subsection, the Q
Communications Subsection and the Shorthand Sub- %} )

section were all necessary. . But the really exciting ac- '
tivities came through actual contact with German-

spy cipher and secret-ink documents. If I had never
dreamed that the organization of the three foregoing
subsections would fall to my lot, as a cryptographer,

the final surprise came when Van Deman ealled me 1o

his office and handed me a folded sheet of ordinary blunk
writing-paper.

I unfolded it and held it up to the light. Therc was
not & trace of writing. I wondered what the next mys-
lery would be, for a Department of Justice agent had
just brought me a dead carrier-pigeon and wanted me
to determine whether or not its perforated feathers car-
ried a hidden message. There seemed no limit to the
variety of problems which I was called on to solve. X
wondered if this sheet of blank paper, like the dend
pigeon, was but a mistake, a false alarm, and whether
or not I could determine its meaning so readily. For I
had, after examining the pigeon carcfully, plucked
several of the unperforated feathers and placed them
in my desk drawer for examination the following day.
But upon taking them out again, to make this inquiry,
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SECRET INKS

covered sccret inks for the use of their spies which could
not be developed by heat or any other known chemieal
reagent. But perhaps these new major inks had not yet
reached German agents operating in Mexico and the
United States. .

I immediately telephoned the National Research
Council which kept o list of scientists, and asked them
for the name of the most skilful chemist in Washington.
Within an hour he was in my office, 7 ,

After.] had handed him the sheet of blank paper
and told him my story, he said, “I am a chemist but I
know nothing of secret writing. VWhy don’t you send
this to the British lnboratory in Englandf” .

‘“That would take three weeks. Van Deman wants
quick action. Why not subject a small portion of the
paper to hcat? I'm afraid to try it mysclf; afraid I'll
scorch or seriously burn the paper. You can do this,
can’t yout” ,

“Yes, I can apply heat without injuring the paper.”

“Suppose we go down in the basement and try it.” 1
suggested. “Would a lighted candle do? Or a hot
iront” - et
He told me he had what he wanted in his Iaboratory,
and I suggested he write a note for delivery to his assis-
tant. .

Immediately I sent a messenger to get the equipment
he needed, and within a half-hour we were buried in the
basement. There, in our improvised secret-ink labora-

tory, the experiments began. : -
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53 THE AMERICAN BLACK CHAMBER . z .

;' I watched him carefully as he took the paper in hiy =3 stuts, wondering ho
‘; : skilful fingers and passed a small portion of it back & : velopments had takd
l';_ 1 and forth over the heat. Again and again he dj:d this, \35; to his assertion, fads
Wl al but the endeavor seemed to be useless. The page re- g3 Or had the continued
E‘ '!,3 mained blank. ’ ] %ﬁ message clearly? "

. !_(_'i ' I had given up all hope of developing the writing, if 5 -% As I bent over the

: \"1‘ i -‘1 it conteined writing, with heat. Suddenly X heard him _;‘éﬁ was true. Distinctl
j Hq-l exclaim: -0, s o 0 T - " ks which had been, ju
3 B! ‘“Here are traces of writing!” * 4] blank paper, were the
R He Jowered the paper closer to the lamp, then held i of the message.

] l% “.,: it under tlfe light while we both studied the curicfus char- :}%ﬁ i-; We rushed it to
‘ g fi’f acters which had appeared as though by magic. But % N “Tt’s written in &
:“ despite our encouragement only small portions of writ- ::?? : camera ready?”

, J |’\ I'a . ing were visible and these were too faint to be made out. .3 lr:; “Yes,” I said exci
] i :{.." It had been impossible to anticipate in what language the %& “T don’t know,” hd
; " : message might be written although we had expected ‘;':,:L" o Greck scholar.”

-' !"i'. :af;:_ German, Spanish or English. We continued to study ks A few moments lal
J:'j" the faint traces of what was revealed to us thus far. =& the color of death ui
X . Perhaps it was cipher. Then suddenly, as I bent over, g photostat-room, hande
) ,1 'l studying the characters, my heart stood still. ; L. ,%f'f Tious message. (Sce |
d- },g:'.'fa' “The writing is fading away!” 1 cried. Q ok T s :95!:5' After the secmingly
! E; ' .' But the chemist, sure of his ground now, laughed at :3}.'3'% feat of producing visi
ik my distress. : - o *tﬁ paper had been acco;
f ; i “Yeat will bring it back again,” he assured me. “Have &% Greek scholar was neg
' ,H iy you o photostat-reom heref” 74, e-nn el “i@ a translation of the me
':._!E”_.:Z “Yes.” o P ~7 ﬁ & end within a few hou
‘f"f;:, : ““Have them get a camera ready. We will have to . & v me the mysterious pa;
+ !'l photostat this writing after I apply more heat.” E ':**%E the solution of the pro
P
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. In the excitement which followed, I returned to my" ‘
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Mr. —, : vt
San .\ntonio, Texas.

I beg you to betake yourself quickly to Gal-
veston, in order that the representative of
may deliver to you the $119,000 which you ask
for in your letter of 5-8.

.. Thereis no need of your having trouble (dis-
"+ putes) with the LW.W.

- Your friend,
L. (%e R.

%, s - g g

office and drafted a cable, for Van Deman's signature,,"”‘
to our Military Attaché in London, requesting that the -,
British ' Government cable full instructions regarding
necessary equipment and personnel for a secret-ink lab- .-
oratory. The message also urged thal they send at
once one of their best chemists to the United States to ' . 1&%
act as an instructor. T R
.. We received an immediate reply, stating that B¥ S. "‘_'1
‘W. Collins, England’s foremost secret-ink chemist, %
would sail as soon as possible. The answer also gave us
specific instruction for the organization of a secret-ink
laboratory. I therefore immediat_elurdcrgg_ggmmi&-__,_r{'-,é
sioned several of our most brilliant chemists and in- E%‘;{E
structed them to set up a laboratory according to the ‘}:ﬁil
plan outlined in the cable from England. ' - }fé
While awaiting the arrival of Doctor Collins these i!..,_,
chemists scoured the country for scientific information
on the subject of secret ink. But as all had suspected,
almost nothing was known in America on this subject.

With the exception of a few scattered references in the
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him, convinced now that he was well fitted to instruet ,‘ %,

.. . e . of colorless liquid wh
them in the intricacies of this scientific battle of mts."

types of perfumes, a
1 -~ though faint aroma. €
inks,” he continued,.“so as not to arouse suspicion. In._..i_ one one-hindredth pex
one case, because of the discovery of forged passports,” ,, “As the Germans
we carefully examined the belongings of two suspects: i slowly with their scer
_who had _]ust arrived in England and ﬁnn]ly concluded gp and less common for t
that they had no secret ink in their possession, although ,q&"?‘ any kind.- The Ger
our authorities were certain of their respective missions. ii‘-’»; developed to 2 point Wl
But at the last moment, we discovered the ingenuity of . :%,, impregnated, without
the agents. - HFlad they carried cobalt salts, potassium "7 silk lingerie, handkerc
ferrocyanide or other secrci-ink materials with them. '*’-'?-g-_"’ silkk scarfs, neckties a
openly, we would have seized them without delay. But F'-?'- soak the garment in d
the.spies had brought them in concentrated form. One _,;?, scribed solution, in ord:
spy had cleverly concealed potassium ferrocyn.mde in a. '5--
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then wrote his letter, u

threw away the imme

his supply in a cake of soap. ; -?‘ dried the garment an
“This discovery of ingenious concealment led imme- "% the same manner. OFf

diately to the institution of more thorough search of sus- -3 the impregnated garm
pected persons, and this, in turn, led to amazing dis- - “There was one C:
coveries. The German system of sceret writing was 7 : thorough search, seeme
based on carefully considered chemical reactions, but it . it-# However, we noticed «
was also based on practicability. In every possible case "% ? his black necktie. Or
German chemists labored to devise an _ink which could ‘*;_ and soaked in distilled +
pass as something else if discovered. of their inks_ *j’l one of the stains app
reach a concentration so low that only a spectroscopic ‘;ﬂ& yellowish. Microche

analysis can detect the presence of silver in them. Among _'E" Ay proved the presence of
the seized possessions of one agent the ink was in a scent :f#j_;e"‘ particular spy was of
bottle. The container concealed fifteen cubic centimeters ::%% reactions for silver wo
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SECRET INKS

disgrace that I was utterly unable to defend
tuyself Prupc.rh' I feel that only miy mother’s
plea to Thedore Roosevelt and that grand old
livn’s insistence on clemency, together with the
goo heartedness of the British, made the con-
tinuance of life on this planet possible for me.
I thought you might be interested in hearing
from one of the leading characters in your
story. It has created great interest here and I
find myself a sort of local historicul character,
for the time being—a somewhat sinister histor-

*- ical churacter, howevcr

~ R e ey
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Cordially,
(Signed) Gmner. Vfg Bacow
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i o~y
T e A T

Doctor Collins suggested that we now take up the
problems already before MI-8, but we begged him first
to tell us about other secrel-ink spy cascs. I:Ie smiled
good-bumoredly and continued:

“There is an earlier case of Pickard, a German spy.
This man carried the first example of & really clever
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SN secrct ink. Before his time the enemy had relied on ] ]
S simple processes such as lemon juice, potussium ferrocy- 5 4
: anide and alum, as in the case told me by Captain Yard- ¥
" ley in which he developed by heat secret writing in a A !
sheet of blank paper which & woman had concealed in the Kl
" i heel of her shoe. Pickard wus eonvicted of espionage e
~ad and condemned to death by court martial in September, : <
_ :‘ 1916. He carried his ink in a bottle which also con- ! ‘
;11 1 tained a small quantity of alcohol and perfume, hoping j f
- £ that the scent would be a protection. 4
p B “Alfred IIagn, like Pickard, carried the same ink. ]
: . He possessed two bottles of this, one beuring the label ()

ro m_ Vet —"a“‘ -
Sor-page B Bl byl

Lyl W Y P PR (LR
Le
< e Lr,bl—.-,-. ,u.pw "‘-Ur"’
'y
[

?)'lw-'"f'

Ll ] » .
.Ei":‘t PR, Al

LA i

1'1‘-'-‘1“ e - B 2, [ o Y
lf'.'ﬁ g I Mt ; £ . - * - -

'.'I' "
Tasle,

- WL



aToee -

~——y
o~ =
2y Temam -
- T ek b S S
L e

'

h,_w_.-’-ﬁg-.h v s

e

. AT 8 AT,

e

B EnwLgmtran
sy

e =
¥

—_

Wl

- e et

Wrh T K g et Hyn

gty
I
AT
5‘::._...—-

Ay s

o £

LTI

i — e a W

- e ™ byt
—
-
.

[ e )

“h s

Py iy2vg
i
——p
't

— p—

B T L TV

:";"_"-‘-j? k5

e 2 “J‘m. -
”A’%ﬁ%ﬁ
1y

R Y
g ey

lyad

—
e
'

S e —

-
H

-

Py e V25
bro&l

-
.
o
S
e £y 2
- t 5
fngh T e

L df‘d."/c%d)’?"f'iifﬁ—e'mg_ Arr 5

s
Y l:.-"'-.'

E'r,',.. o W, Y, e N -
L -':"a ‘ .:.::_-.I: PR

[
.-Imfv' _“;""-.'h
A o

d

6 THE AMERICAN BLACK CHAMBER

this secret formula for developing all kinds of inks, the
life of every one of our spics who uses secret writing
hangs by a thread. In this respect we are helpless. It
is useless for us to develop new inks. But once we dis-
cover this general reagent, we doubtless will discover a
defense against its successful use.

“The last words of my superiors just before I sailed,
were: ‘For God's sake, find this general reagent. Beg
Aumerica to join us in our researches.’” "
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T reFr these chemists with their strange tubes and SR TR
chemicals and returned to my office to draw up plans ‘%‘aﬁg; s 'f
n} B ':ﬁ"', (o

for a direct liaison between our laboratory and those
of the French and British. - -+ - ' Co
Our group of scientists was now divided into two '
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sections: one, for research for the great discovery; the j—_ _J'“.'._‘f.,.

other, for technical study under Doctor Collins, which ?.;41“:’:-5?{_?«?
included the restoration of secret inks after development, ".. o ; et
opening and resealing of letters, forging of letters and r’*"'?:'fi'.f‘
diplomatic seals, photography, duplication of paper and ] e % v
envelopes in cases whete they were injured, duplication e -;':Té';ﬂe?g; z
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of these duties required the employment of Amecrica’s ”
most adept eriminals, skilled in forgery and counterfeit-
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The problem of discovering a general reagent for
which the United Allied scientists struggled was finally

. A
-"ﬁ limited to one field: if the Germans could develop a ik 2D :;".‘7:3:"35 ‘%
!.'; letter written in clear water, their reagent obviously was \..‘ RA I }‘fg
! A f-‘l’ :-e-" " 3

not based upon chemical reactions. Was water used

-

merely to keep the pen from scratching the paper? Or \ g{?_ A
3 was there another purpose? Would not any fluid which _‘.,,gx.é
T,,-i touched paper disturb the fibers of the surface? These 3‘5 'ﬁ‘; ;
Al premises seemed sound enough. Elaborate apparatus T
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78 ~ALTHE AMERICAN BLACK CHAMBER

were therefore installed for photographing and enlarg-
ing letters written with distilled water. Though it

seemed obvious to all that the fiber had been disturbed

by the water, photography brought no results.
For months chemists and photographers worked over

jﬁw W‘bthm problem, for they were convinced that whatever
form o general reagent might.take, it would inevitably ¢
be one which revealed thesc disturbed fibers of the paper. .

And then overnight the discovery! Credit for this -
¥ | discovery which revolutionized the technique of secret-

ink laboratories is hard to place. There was such a close
\linison between the scientists of all Allied laboratories,

I besitate to mention one man or one nation. Suffice it
to say that the long-drenmed-of general rengent was dis-
covered. And like all great discoveries, it was so ob-
vious, 8o simple that it left all the chemists dazed, won-
dering why they had not thought of it before.

A, glass case; an jodine vapor! Nothing more!l

thin vapor of iodine. This vapor gradually settles into
all the tiny crevices of the paper, nllthe tissues that had
been disturbed by pen and water. Even to the naked
eye there forms a clear outline of writing.

spies used. An lodine-vapor bath—and, like magic,

appeared sceret writing! S,L. -
There was rejoicing throughout the American and
"Allied espionage circles. Ourfchemists had now caught
’ -
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as each idea was flashed back and forth hy cable, that .
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iy
larg- o up with those of our enemies. I3ut we must surpass 5.3'.'3':'_ f—‘.."“'
gh it =i them. Germany too knew of the iodine vapor or some ':';iult.!r .
rbed ‘:__1 gimilar treatment and, as Doctor Collins had pointed 3 EBE 1
7 out, could develop the secret letters of the Allied spies. ‘ e 1L
over Many of these spies had been eaptured and condemned " ;._‘5 ,I,f':‘ :
tcver to death. The lives of others were in the hands of 198 o
tahly Providerice. Our chemists must discover a formula of . ] i-_.‘ga};" i
2per. invisible writing that defied iodine vapur or any similar ] K P
this process. - T Wg- - ‘*E‘ '
L oret- L While engaged in this worthy cause our scientists qil‘.'m d' . -'5-.;: N TR
close iny received a most disconcerting blow. It seemed incred- — , i ‘ tﬁ'-':-'m.ﬁ:
ories, ible, but we were faced with the facts. Qur examiners 7! . i E RO ;
that reported that iodine vapor no longer revealed sceret ) ) ;-‘-.-.'; __}ﬂ"ﬁ;*__t?
.(‘:'lt 3 l writing even In cases where ummbl.c writing was n.bso-‘!' X oy Taf 'i:";i%.zﬂ
s dis- o lutely known to exist—known to exist from unimpeach- /“"“‘M#“ (RN G o+ ¥
vob- B able sources of information] What did this mean? It Fii _fé o
»on- "‘_f 5 meant but one thing. Our great discovery had reached I; SIEH f-:ﬁ;g'—.‘- )
s the ears of enemy spy headyuarters in Germany. And h, § i e g
~s H -1 . .o = . . e 1§ - i 8
e with truc genius in chemistry German scientists had ; J AL R 3
tina s quickly discovered a method of secret writing in which l B R il o
5 into "S. the iodine-vapor treatment was not effective—a method { } :ﬁ; .?!r 7 65;
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for which Allied chemists had been feverishly scarching.
German chemists were still one step ahead of us!
It may seem incredible that the iodine-vapor dis-
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nemy -:‘,‘ covery was so quickly known by the enemies and a pre-
12gric, a8 ventive method devised. To understand this rapid truns-
T ! mission of secret discovery to German headquarters, it
1 and ﬁ’ is necessary to keep in mind conslantly the intricacy and
tught i subtlety of the espionage system. .
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were the French to know that there was not, even in the
uniform of an Americun Intelligence oflicer, a German
spy to send back to enemy headquarters the sensational
outline of French espionage which had been given? 'This
story ‘of the indiscreet linison officer serves to illus-
trate the secret and rapid transmission of news, and by
keeping it in mind we can better grasp the whole prob-
lem of secrcey. - No wonder the triumph of ou.?.Sccret-' :
Ink Laboratory was discovered! ) Lt
Now our scientists had to begin all over again, YWhat
had the Germans doe to prevent the success of iodine
tests? VWhat made iodine-vapor tests possible? Dis- ?
turbed tissues of the paper—disturbed by the pen or
fluid. How could this disturbance be prevented? e Dral
After over one hundredfexperiments American ehem-x L0ty et Y
ists discovered that if a letter is written in sec-ct ink; aet
dried, dampened lightly by a brush dipped in distilled do Tl
water, then dried again and pressed with an iron—the #
secret ink can not he developed by an iodine-vapor hath.
Why? Because the dampening process disturbs all
the fibers of the paper. Since the original crevices
formed by pen and water were now destroyed, the io-
dine vapor settled on the entire surfave of the leiter but
revealed no outline of secret writing.
This was a Jong-sought-for discovery. Germany could
no longer develop the secret-ink letters of our own spies.
Nor could we develop those of our enemy! °
T'he development of secret writing was now at a stand-
still on both sides. Wefhad ot last caught up with the

f‘f'flw' onbitaid @M_,ﬁ /317 %/QG?ZMLM

. Ty ol ‘r'-' Y. "w o Y .}

. '. e el o [

S

. -‘1 Y e P01 el

K PR e ’hl.ﬁ L""-’- -’.-
- "El'_; v é‘ﬂ’-’l“‘#i L :.r“ a,




--"‘.

-
—

the reagent, provided the letter had first been dumpened. Yy
In other words we were right back where we bad becn - %4
when Doctor Collins arrived. et b
| Welwere engaged in & deadlock with the Germans i !
“ . “lexcept for one thing. We suddenly made another im- 4"
R portant discovery. We found a method of streaking / ;-n. S
. 6‘«0?, suspected letters with two different chemicals—and if _!“’ 5|

o}

these two sireaks ran together it proved that the letter
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. had been dampened. And who would ever think of ;Mg
* dampening a letter except a spy! Whether we could ';
develop the ink or not, a dampened letter was suffici '
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N1y E " proof thet we were denling with a spy message. 2 Awl”
- [144, \ But this was not enough. QOur scientists must dis-
Y i?‘ 944 'W# cover a reagent to develop all secrei-ink letlers cven
“i-'!f Rioponr though the letters were dampened. f
X ]’j cusde ﬁ’ Inevitably in the battle of wits came this startling _.
: :.‘. * . and greatest of all triumphs, & triumph that marked a .i:'f '
; '.2.1::1'1- Frulbsl new aud final epoch in the achievements of secret-ink’ WK
i mLI eolf chemistry—the infallible reagent that revealed secret-ink ‘s
o lll; k) writing under any and all conditions. . i
rﬁj . This secret was of such vital importance to successful %k
Y + i espionage and was so jealously guarded—IX doubt if a _' ;.
{1 dozen men know of its existence-£-that it did not find its 73y
' 5-',‘-'-‘:'- way to enemy ears. Even here it would be unethical to
o reveal the nature of this scieatific formula, which enme -7
r’:’! only after repeated discoursgements and after long oy
b months of experiments by all the Allied chemista. nih |
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;‘ Germans. 'Would we surpass them? There was now :éf"_
h no known process of developing ink without knowing :'j"
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Shortly nfl:er our chemists made this discovery our '

censor on the Mexican-border mmtercepted the letter

facing pages 82 nnd sa—beca.use of the hle;oglyp

pages 2 and 4. Wi -aodu

The character 's?.?‘th“a'm fa T e ot

the plan revealed by the secret-ink writing mdlcnte that
this letter is from an important spy. - -
'I‘he secret ink as developed rea.ds r '

L] '
.-n ..‘|-.. “ L1} - l:‘-

Iwmbeyousboutthemeercerahonofthe -

h'm,ete. -

Thlsmustrefertothreeluspectsthathavebemnr-
rested—sp:es are often vngue in their secrel:-mk letl:ers.

Letmeknownssoonasyouennnboutﬂle
“  boys going to France. IfofnousemI‘rmee
they are preparing to flee.

Our department had already uncovered information
that German agents planned to have at least one spy in
each regiment. Patricia, who signs the letter, obviously
is asking her superior how these bays are to operate when
they reach Frn.nee. There is more on thia sub;eel:.

PR ]

I’m wondering if this ink is good. Let me
knowxfthoseboyswouldbeofanyusetoyou

in France. e

Preparations are being made for training
and drilling in use of blgguns inU.S. Officers
returning from France for that purpose.

I regret to say that “Patricia™ was never captured.
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_“syllable, or each word of one syllable, takes but one mark, -
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ever, secret ink was often sent in face cregms by spies.
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This was due to over-zcalousness on the part of our
agents on the west coast. I also regret that we were .»
never able to decipher the hieroglyphics. They cer-
tainly contain a hidden meaning, for, as any one kunows,
the scansion of the two lines of poetry is ridiculous, The
first line, “A thing of beauty is a joy forever,” is the ‘
opening line of Keats’ Endymion; and the second, *'Of
man's first disobedience and the fruit,” is the opening line
of Milton’s Paradise Lost. In scanning poetry, each -

either accented or unaccented. The words first and and * I
each have two marks, and rather eurious ones at that. -
Perhaps the reader can decipher these cryptic signs.
Or perhaps Patricia, if she sees this, will tell us all about
them! - : -
Patricia also writes that she is sending fashion shects
.and face creams. Fashion shects suggest nothing; how-
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“Cephalic index” is clear enough, but the diagrams below
these words are a complete mystery.

There is one thing about the “open’ letter that is
reminiscent—the name Hopkinson-Smith. A red-
haired young lady, obviously a German agent, once made
the statement to one of my cryptographers, “You and I
must work for the same cause,” She gave her name as
Smith-I{opkinson and her address in care of a certain
bank in Los Angeles, which is not so very far from San .
Francisco where this letter was mailed.

Is Patricia, who writes of Hopkinson-Smith, the red-
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blade carefully between the flap and cover, we raised
the flap without much difficulty.

After photographing the contents, we resoftencd the
remaining gum on the envelope flap by the steam method
and if sufficient gum did not remain, rubbed the edge
against the moistened gummed edge of an unused en-
velope. This was better than application of glue for
it assured the adherence of just the right quantity.
Otherwise, an oversupply might ruin the job by making
it sticky and splotched. In case any gum marks showed
after the letter was resealed, we brushed the cover lightly
with moistened blotting paper, followed by blotting
with similar dry material. In cases where the scams
were obviously affected by this steam process, we pressed
them out with a hot iron and removed all traces of our
work. . . -

Replucing or duplicating seals was a2 much more diffi-
cult task than that of opening and rescaling envelopes.
The operation required more skill, and the process some-
times depended upon the nature of the seal. For a
rough small seal, we used a thin sheet of lend with a
backing of india-rubber placed on it and screwed down
under a writing press. This took only a few seconds and
any impressions which were made on the envelope during
the process could be ironed out satisfactorily. ¥or a
perfect Inrge scal, the operation was much more com-
Pplicated.

We first dusted it with French chalk. Then we placed
a piece of gutte-percha, lslightly mixed with oil and
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88 THE AMERICAN BLACK CHAMBER

: ‘ heated with hot water, over the seal. This we put under

Then, with another picce of gutta-percha, similarly
heated, we made a second impression from the cokl ma-
terial after it had been covered with graphite and put

= [ Sy

Ty
]

T

-—F---

- | ]

et bt
- -

o - -
Ll LB il |

—
"

itizing, we put it in a copper-plating hath and started an

with ordinary solder and supplied a handle.
" +Even more difficult than constructing a mold, was
the process of getting the original scal off the diplomatic
. Jetter. We heated the wax to a certain temperature
0 by a small electric hot-plate. Our success depended
’ on applying just the correct amount of heat to the seal.
At the proper stage we scraped the wax from the en-
v velope with a small scraper.  'With this old wax, in case

already described.
Such tasks as these scarcely came within the duties of

particular science must be added to the American Secret-
Ink Laboratory. Thus two of the most adept criminals
who had been convicted for forgery and counterfeiting
were sought oul and their particular skill mcnrporated
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pressure untl the gutta-percha bevane firm and eold. -°

under pressure as in the first operation. After taking
the second impression, and after again thoroughly graph-

* electric current. ' Depending on the amount of current +
we could force, the process of obtaining our copper de- .-
posit took from twenty minutes to an hour or more. -
'When we broke away the copper deposit from the gutta- -
percha we had a perfect scal. The back we then filled in

the seal was broken, we made a duplicate with the mold %"y

the chemists. It was obvious that specialists in this
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pt under | with that of the Secret-Ink Subsection of MI-8.
h‘l cold. :"i" "There was one case in particular that always amused
imilarly ! me.?We were asked to open and photograph the con-
'old ma- ':.a"-' tents of a letter addressed to General Carranza, Presi- .
and put et dent of Mexico. Before opening this letter, our coun- " ,
taking -'j,f; terfeiter made a copy of the seal, but afler opening the 5
s graph- ':5: .! letter, photogr?aphing'l:hc contents, and resealing the en- < 3
riedan "y velope,' we discovered that the duplicate seal which had i
current - ‘ been made was too defective to be used. \We were at o ﬁ
hPI’er de- ) ‘ﬁ loss to know what to'do. . Finally the counterfeiterftold ¥
pr more. R4 us that he could perhaps approximate the original by !
je gutta- - q engraving a seal. VWhile this move was under discussion,
 filled in e he made o closer examinution of a portion of the original
:il seal and discuvered, happi eno kthat it had been
old, was I made with an old and rare coin. 'This simpli-
lomatie s fied a distressing problem in engraving, for it was only
perature - necessary to obtain one of these coins from an obliging
epended -} ,i collector to make a perfect seal.
the seal. tﬁl Note: The offcial history of this bureau will be found on page 99 In
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CHAPTER V
Mavasr Magsa pe VieTorica

Amudealofrommhasbeenwntten nboutﬁle
famous German spy, Madame Maria de Victorica, alms
Marie de Vussitre, the “besutiful blonde woman of Aut-
werp,” but the aulhentic story of her activities, detec-
tion and arrest has never been told. Though she hed
been sought by the British Secret Service since 1914, it
was the Secret-Ink Burenu of MI-8 that finally proved
her nemesis.

Mademe de Victorica was the mosl'. daring and dan- .

gerous spy encountered in American history. Her ac-
tivities in this country between her arrival and arrest
comprise a8 story of ruthless espionage and wholesale
destruction that surpasses the wildest fantasies of our
most imaginative fictionists. But like many other Ger-
man spies, Madame Victorica did not reckon with our

skilled chemisis, whose glass test-tpbes and varicolored °

liquids at last undid her.

On November 5, 1917, the British authorities gave us
information, which, though it bad no direct bearing on
Madame Victorics, finally led indirectly to her identity.
We were informed that a German agent of unknown

name and nationality had revently left Spain for the

United States with instructions to pay ten thousand
9%
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MADAME MARIA DE YICTORIC) 03
'; i“; dress on the envelope is D. Crain, 932 E. 108ih Street,
j New York;* and the letter itsclf begins, “Dear Mrs.
o Gerbardt.” Ilere are enough discrepancies to awaken
t# the suspicions of any novice.

“Have you investiguted Crain at 932 . 108th Street?”
our chemist inquired. “That is the return address on
the envelope,” -

#“The report that came with the letter said that he
was being investigeted and promised to telephone in
any information that was picked up.”

“Be sure to tell me the moment it comes in. Ii might
help us with our secret-ink tests.” ' Voepriss

As the jodine-vapor test had not yet been discovered, ~ '
there was nothing to do but to test the letter with the '
reagents already known to be in use by German agents.
Our chief chemist unfolded the letter and with deft fin-
gers rapidly drew a linc with o brush dipped in cheliicals

E; crosswise on the paper. When no visible writing ap- -

d peared, he took up another brush dipped in another botile

ot and drew znother'lipe. At the third attempt faint

m traces of invisible writing appeured. [ .

or “It's written in ‘I ink—here’s ‘secret writing,” he 7 7 3 -

he excleimed; “in German seript!” ,
H “How long will it take to develop all the letter?” 'y

e “It may take all night. This is an important spy

letter and we will have to work carefully in order not
to injure the paper. We may wish to restore the sceret
Z. A8 writing.” 'The secret agent turned to go, but was called
T *Name and address have been changed.
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Years of conslantly facing the danger of delection
had taken its toll even of this hundsome and clever
woman. Like so many other suceessful spies, Madame
Victorica was of necessity a drug addict.

On Juac 7, 1918, the Fedcral Grand Jury found an
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3 indictment against ber for conspiracy to commit espio-
.?h.% nage in time of war., She was never brought to trial, and
% ‘_' though treated with cvery consideration, for the Ameri- Pl
4.3 - can authorities held her in the highest esleem, she aged
'*-.'tsf ™ rapidly behind prison bars. !
‘;é- Finally, o pitiable, broken creature, her henuty and |
i 1
}

charm gone, her spirit crushed, she died on August 12,
© 1920, and was buried at Kensico, New York, in the
= 'Gales of Heaven Cemetery.

Madame Maria de Victorica, who had cleverly escaped
?:%? detection since 1914, was but the victim of cnincidence
"!_q'- ~and the Secret-Ink Scction of MI-8. Though a pathetic
£¥ figure in death, may she remain immortal in the annals of

. espionage.
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CHAPTER VI -

Two GERMAN WIRELkSS INTERCErTS

By Jaxuany, 1918, the Codec and Cipher Solution
Subsection of MI-8 had grown to ambitious proportions.
We not only had io train students for our own use, but
were also required to teach recrnits for General Per-
shing's Cryptographic Bureay in France. This double
function severcly handicapped us, for we felt that in
juslice to the Amecrican Expeditionary Forees we should
send abroad the studenis who showed the greatest
promise for successful code and cipher attack. I regret
to say thut not more than two of all those we sent to
Frunce distinguished themselves, but this was not the
fault of MI-8. ]

The successful cryptographer requires a type of mind
difficult to describe. The work is absolulely foreign to
anything he has ever done. To excel, he not only needs
yours of cxperience but great originality and imagina-
tion of a parlicular type. We call it “cipher brains.”
I know of no better description. We were ncver able to
formulate an intelligence test that would indicate the
future of a student. The most successful students, when
put on their own responsihility were, more ofien than
not, utlerly worthless, except for clerical work. I was
Jater to have the unusual opportunity of studying under
the British. French and Italians. I learned that they too
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“hed WA W 1

g4 = ad i bud the same cxperience. In the combined Cipher
':'""""""”"f " Bureuus of England, France, Italy and America there T b
';p‘,:;' ) i " were thousnnds of nen and women devoting their lives to |S t'
, , . this science, but among these thousands there were go .I- 7
ER ! .~ " more than a dozen who had “cipher braips.” . &
éicphmer“ Solution FAE By tracing the actual decipherment of a code messuge, ‘ % { ;
.. " ', the reader may he betler ahle to appreciate the type of e
thitious proportions. %" miud required for successful code attuck. The followi NRE
or our own use, but Tae's L Ted Or success ¢ attack. 1helollowing R IE
for General Per- % two code messages, destined to meke history, are E T
unee. This duuble "210 . especially adapted for this purpose. The column of ; 2
ettt i ‘ letters at the left are not a part of the telegrams. They - Lk ‘!-..
v ¥ we should ._3-}'5"-' , are added for reference purposes. ' ' |
ec attack. I regret h;.:_ Code Message No. 1 “°G t ;i
a1l those we sent o .,"f,{ (A) 49188 27141 51636 02062 49140 41845 FrEge
ut this was not the vy (B) 42635 02306 12201 15726 27918 30348 It T
. B (C) 53825 46020 40429 87112 48001 38219 ‘1. )
_ 394, (D) 50015 43827 50015 04628 01815 55831 i
ires & type of mind aa’ . (E) 20514 57803 19707 33104 83951 20240 b T w
solutely foreign to e (F) 02062 43740 38051 40252 8S¢08 14918 R
i G) 88416 16329 55936 24909 27143 01158 D1k
1, he not only needs
16 not only T e (FI) 420385 018006 09301 49718 55927 50112 R I ¢ 2 A
alily and imagina- ': rg (I) 13747 24255 27143 02808 24809 15742 ) R
it “cipher braius.” - (J) 49513 22810 16783 41362 24909 17236 =
er able to S (K 10707 49419 30408 19801 84011 06386 i’ . '
¢ Were neve W b (L) 15726 47230 20901 37018 42635 19707 ; g
wnuld indicate the L LT (M) 42022 80334 06788 04156 39501 03237 - : T 3

3

usful students, when g ot N) 14521 87320 13508 42035 83951 29901
. more 3 Q) 49117 46638 02062 16636 19707 01426

’ often than AR (P) 11511 42635 11239 03156 02914 12201

erical work, X was <% (Q) 28145 55381 49423 08455 12201 80205 .

v of studying under «om . (R) 88931 88219 50015 04150 43827 00420

' (

arned that they too

S) 28309 19707 33104 42035 00308 29240
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TWO GERMAN WIRELESS INTERCEPTS 139

resentatives in Europe for that purpose. For-
eign Office Busshe. Machinery plans for rifle
manufactory can be put at disposal. Details «*
of machinery, technical staff, and engineer for
aircraft could be arranged here with the
authorized man of president [Mexico] to be
sent by him for negotiations about loan. We
agree purchase arranged by Craft (Kraft) in
Japan of ten thousand rifles, etc., wished by
president. General Staff Pohtlcal Section
number (?)

. ‘Theré was general excitement in Washington when

these two messages were deciphered, for this would
obviously open a new avenue to the United States for
information of not only the intrigues of Germany, but
~ also of the true aims and intentions of Mexico and,
perhaps, Japan. What would the decipberment of fur-
ther messages reveal? A hundred instruments tuned in
on the powerful Nauen wireless stétiqn in order to inter-
cept the next messages that would surely follow.

 But Nauen was now suddenly silent. Why? Be-
cause news of pur success had been flashed back to Ber-
‘1in? There can be Vno other reason, for when Nauen
finally again begms to send out messages their system_ ‘
of encoding has changed MI-8, with all its care in the
selection of its personnel, has a German spy within its
doors. A ﬁnger of susplcxon now pomts at every cryp-
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L PArLO WABERSKT

o (4 ! f:l_?uﬂmmr in February, 1918, Colonel Van Deman buzzed
41" tor me on the inter-office dictograph and asked that I
L 4 come 1o his office at once.

There was no address or signuhn-;—-nothing but a
. jurable of lctters, bearing the date January 15, 1918.
T I had been with the YWar Department now for nearly
cight months, and though thousands of code and cipher
documents as well as secret-ink letters had passed
140

11 {8 He maotioned to me to sit down beside him and with-
a8 oul comment handed me a sheet of ordinary writing
! paper on which was typed the following series of letters:
1|
M . 15-1-18
H: scofnatupk asiheihbbn -  uersdausnn
i Irseggicsn nkleznsimn ehneshmpph
L h Y asueasriht hteurmynsm caincouasi
1} KE insnravegd esnbitnnren dtdrzbemuk
H R kolselzdnn auebfkbpsa .  tasecisdgt
by, ihukinaeie tiebacuera thnoieaeen
| H5 hsdaeaiakn ethnnneecd ckdkonesdu
(3 1R eszadehpea bbilsesooe etnouzkdml
| } ) neniiurmrn zwhnee, eodhicsince
1 nmusnrdnso drgsurrice egresuassp
k{ eatgrsheho etruscelea umtpaatiee
i cicxrprga awsulemair nasnutedea
L errreohcim eghkimuhdt cokdtgeeio
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Ph and asked that 1

besite m-ma with-
- of ordinary writing
wwing series of letters:
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through my hands, I still felt a thrill at the mystery of
the unknown when a jumble of letters met my eye. And
- aside from this I well knew that Colonel Van Deman
* did not ask me to see him personally unless he hiad some-
‘o thmg out of the ordinary to discuss.

I took it for granted that this was an 1mportant cipher,
~but I could not know that I was holdmg mn my hand
a document that would lead to one of the most extraor-
“dinary; cases in American history—a document that
‘would be re'sponsible for the death sentence of a daring
German spy.” .

“What do you make of it? P Van Deman asked.

“It looks like cipher and not code to me,” I rephed.
 “There are long sequences of consonants such as shmppb
in the second line, and mbtnnrcndtdrzb in the fourth -.
Yine. Usually, code groups are formed by combinations
-"of vowels and consonants. Yes, T'm qmte sure this is

‘And since he is traveling on-a Russian passport, we shall
‘be unable to hold him even though we know that he is

(ﬁu,u(_ M.,ww.;

3

L ..
B I B

"&Mwas found on his person 1 but this slip of paper. %

%P‘.’. IL’-—MLMMA.&‘?M- mww? & et/

. d ] : o g A, S
\4,..*(:7 ﬁ._iaxyﬂ_g O ,&,.;T'lz,’ MimL ahpmd o

L o

r— P ... L . .
g e iy | Wi et 8 el 1 et R O
ey " M.‘L.. *

4N

Py

pgpeetpnein

o

-.-r._i._.l\....._,—. A Serva

S



FLARR

b ¥,

e

t}
- c,:_",‘ ‘.
- -

.

.I.' S
L T

¢ :
75k ! =
Rey i
A 5-:"; ¥ i { 142 THE AMERICAN BLACK CHAMBER .
S a German spy unless this cipher contains ineriminating ! RO
! evidence.” He paused and looked ne squarely in the l " w
% : eyes. “Yardley, I want this message deciphered,” he i : _:_'.1","', Su
£ } ‘ { said in his incisive voice. “I want to know what it says. i : Cd
E ¢ ! I am depending upon the cleverness and ingenuity of . :": -
t b f MI-8. Don’t come hack until you can bring me the ?,z:‘.',%: ar
1, I ! decipherment.” And he curtly dismissed me. " Pl U]
' ' g N §-2/:S2c{  On only one other occasigpn had I seen Van Deman, ] f:*:;‘-;f » th
i':':.. , . ; « ""}E % .usunlly even-tempered, so exerciscd over a cipher mes- " _\::' '5‘ .
Il;‘rf;.ﬁ ] . o 3 i,‘t; };& sage. Several months earlier he had given me 2 spy _ :g'*__’a,“
ko i ! {q: Y | message and almost demanded a decipherment by the gy
s ' !! | . ‘_‘ . ¢ | next morning. I had worked on it all night and, basing o
E : 1 E !I gt ¥ g ;_}?E my opinion on scientific analysis, had told him the docu- _ » -
E A ;-,_j- 18 I [ ,f 2 ‘.‘%‘? ment was not a cipher but a fraud, or, as we called it, 2 ~ . ‘..,-‘:_:;
per 23 .f_ijf‘:"#.- J" ﬁ 164 %j_ 8 25U fake cipher. Van Deman was very impatient at my re- "-r:-"
£ g ‘ g, ¥ . "i; ¢ Si‘ &4} port, but in the face of criticism I maintained that he 2"
Ry ?*33 “ * et FE o . o i + | message was a pure fraud and had becn constructed by n-*-’r;;:"':'
A i} . g\p some one who simply sat before a typewriter and pecked i€ S
' i ! :? f out a jumble of letters. A4 4.;'5:?
‘A ‘ 53 \R'E%. Van Deman’s secret operator was plainly disgusted .. ,j‘_‘_
‘ il | F Sl'} & { with both me and my report, but at my insistence con- ii- I‘;}i "
v o 1 LH .5‘ nhr  aG § sented 1o give the two principals in the case a scvere q.-‘::,,’?g,i
. ::'V;i..'.'- i i NS cross-examination. As 2 result they confessed that they :{“‘:?_L
%‘?&_ :’!‘u,uta‘ﬁ'f *_31 it ! S-fx had madeup the cipher out of pure malice in order to im- o .}1:_;_;1.-’%3_};
b -“‘_.:.5_ 4 }i | l} + . plicate u third person. The suspect was relcased from -._E.*»\:_j‘";-:
Ty : ; , jail, and rolm that da.y‘no report .from MI-8 was ever isgj‘,‘,'s_r;v_-
21 questioned. tt - o vl g
E , Experiences of this type, however, led to one very ;&:’:‘ :
A 1 grave difficulty—it soon became a tradition that MI-8 g
g b
i 4 .
i

o=

ok e T
OCERE hende .r!,-'ﬁ'i.-;:
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Note how closecly these two tables resemble each other,
Such a close resemhlance would indicate that there is

5 F . 1'*;‘ " ’,
.E::— ] . agles ’* - . !
":".:':H.'.."‘:mr.r:#‘- -

agen . [
Teirestaces 31 no doubt about this being & German transposition cipher. ‘. I fﬁi-f
;'#_ How doves one go about deciphering a transposition 1 1
x_? cipher? If in the spring of 1918 you had searched the Jﬂm ' '}' b :f.;;-
X ** "libraries of the world you would not have discovered so R A% % )
&, I’-wwé, S R
¥ much as one word that would give you the least idea CL mz"l'in, y ' tﬁl"

%% * how to attack such a problem. Even the pamphlet used

B £,
ﬁ:’.:: by the United States Army for imstruction in codes and Gt

/

Wkt

o
.

=

jq:};i;l*.‘:::::-:._cipllers worlld have given you no clues. This is what IE‘?’% . ! i }
r~:.+ meant earlier when I mnde the statement that the cryp-I°, i "‘&7 v
-.q'i-;. tographer in order to be successful must make his own| =" I
3% discoverics; there is Do beaten path to follow. Loalodv o} FiN
" . Now in German the letter ¢ is always followed by the / | DLk
'jggs-'--.letterkorlr, except in a few rare words and proper : ii,'- ,
¥e names. It you first write 2 message in German and then 3 ‘t. { %
%% disarrange the letters by a formuls, it follows that the i R
“letters of all the digraphs ck or ck are disturbed or dis- : ..:', ¥ i
P43 arranged in the same manner. And if you can discover r :nl.) 2
*-L'; method for matching up correctly all the ¢'s with their , i ;; o
N #%¢ affinity & or k, you bave made long strides in the solution Al 5 60
of the message, .-~ ¢ . ... . ) ﬂ 12
- f:55 The séicatific method as developed by MI-8 for such . B R g
- 1s& problem is first the tabulating of the number of letters - i [
- 'Z}lﬁ-g!'_iﬁtheciphermessagethatsepnuteeachcmdeuhhor : .:::". Z
ﬁﬁk; The message therefore was turned over to clerks to 3, [y &
’ r%qﬁppﬂe these statistics. ' {.F 5
- . %> Was it possible, I wondered, that German eryptog- . o ‘.f
,f- raphers had not made this discovery? Evidently not, N
*%r""i ] i |
o -
A 5.

=g =~

3 i .| _'_q-.'ﬁ;':."‘: J
- _-'" . w}“f‘ﬁ%
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* PABRLO WABERSKI

,-a\-«' Germsan reservists who fled across the border at the
"3 X " declaration of war were recruiting and drilling Mexi-
:.é'“ ', can troops; that high German officials, such as Jahnke
J""z" *.." (Chief of German Secret Service), Von Eckhardt (the
"“F‘-: .German Minister), and the German. Consul-General to e

'.-l.

Fﬁ. "‘E; ~ Mexico were extreme]y fr:endly and operated openly

?E%H ! with President Carranza. * -~ SEO
{'"ﬂ- ... . Our agents reported that German spy plans were of
4 "e. +7a most ambitious nature: destruction at the opportune
' HV . moment of the Tampico oil fields; establishment of a
kit  wireless station for direct communication ‘'with Berlin
Lo " with the knowledge and cooperation of General Car-
%}.%\,ranza (2 most flagrant violation of neutrahty——see
*Ni2+" Chapter VI); stirring up strikes in the United States
.,T-_j"-,.: through the I. W. W.; fomenting dxscontent among
ign NE the negroes m the South who, at’ the proper moment,
i:f,."'v were to start & serles of massacres, destructmn of war { i
E) i: :1ndustr1es in the Umted States, and every other con-'
g 'F eelvable phase of war-t:me espionage.
"‘-2'1. ’ We were of course declphermg all of the Mexlca.n
@Govemment's dlploma.tle cipher ~te]egrams which' gave
'&f £ us a fair’ plcture of the attitude; rof General Carra.nza.

ok 2
i*—--i"i‘u‘toward the Umted States. ,;;,-u:fmz e A ’=. A

'é. '.l,." LY STV LN 2, 0" F,:]‘l!.'ﬂ'!ln.l .

L ~That our own spies ‘were not exaggeratmg ‘matters -~

|| Y
I
n,,-\.'le ' ’

ot 23 )
.-9

r;* :Na, TRy ‘be gleaned from the Nauen messages. See Chapter
VLo . e, ae e et s :
That Von Eckha.rdt the Consul Genernl and J ahnke
were not only ambitious but ruthless in their activities
u may be surmised frnm the following which is & trans-
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age, deciphered by
reneral in Mexico to
er the Armistice, A
t to MI-8 by a spy
h Office in Mexico
Var College, for the
nan diplomatie and
from the Mexican

den 10, Jan., 1918.

scienewwei
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PABLO WABERSKI

nE scecfaonen ehsmnrﬁ;\nt erzruiernc
0 incpeinfee etksinbika zeugdednkr
= ibhideeree aeuneinzet dendaoerea
. ighueuoanu uzasruoddi eeemcutiee
' teanchchdd ] 80 esiereerde
L emiehdeade dthmnosm  elolmeennd
L rhktendend uockehaete cresf jhouk
g, fhbmkttemn ledsetuehl enimliaern
LA . chzeuesesg snmeuhaimd rrensshikh
= rahdbennjh osesedfhin meerneaseh
%;/. udzsgifmri uoisochsna deitfeebsa «
fa ekamhceant ezoabeunou flrnneizua
vl nfpbhmnfon gusdiporth fhrsmdndrl
¥4, .  tmaurrwini ulnezsknis hdrsdbbnip
v osedlsuctb ctidafsaue ttunwirhbr
X ngnedumiis veurakking enrcmtdtes .
™. . ° nsinleimgr fehnlemnlg gkhegdatee
v 3 . enacegtero arusrelari aenuinbi
bt eeikdnspni , ribhhpkuze seshdne
) haravnisee ipreicseuu emozusmudh
“%’. ipitnndark nalcessgle urstirlecp
I*.‘;_ . irbdnsaend . recoeteian mdinnheamt
:f'g"' ntzeomtier nukwmttcke ueed;bgihgt:ﬂf
} cswgowgeen notzreasnu ca
ceernsnrta . 1gghcue*®
T'ranslation of Decipherment
[Addressed to all German Cansuls in
-7+ ‘Mexico] vot

Please carefully and immediately burn with- .
out remainder, and destroy the ashes of, all
papers connected with the war, the preserve- .
tion of which is not absolutely necessary, espe- |

*After veadmp the rment of the Waberskl document, the
reader may wish to attempt to decipher thus, The translation of the
German decipherment follows
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PABLO WABERSKI

always maintained. 1Te instructed me to give a copy of
the letier to cach ofiiver and clerk who had contributed
to the decipherment. ey

"This German cipher message, officially designated
PQR, is without queslion the frankest and mmost open .
document treating on the subject of espionage, except-
ing the Soviet spy document in Chapier XIII, that X A
have ever seen. I am always amused at the frankness ¢
with which diplomats express themsclves in secret code
telegrams, and their childlike faith that a cipher or a
code can kecp their utmost secrets from prying cyes.
Diplomats, as we read more of them later on, are almost
as naive as children. '

In retrospect, it is no wonder that my superiors were .
concerned about the cipher document found on Pablo
‘Waberski, for Mexico was full of spies operating across
the border.and, so the reports read, Pablo Waberski
“was the most dangerous of them all. There were even

T g,
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reports from the British who suspected him of being | ;"' : ‘:‘h
responsible for the Black Tom explosion in New York | -k s
Harbor in July, 1918. ' . {, *::"%
Pablo Waberski, so the reports stated, entered the ! §R A5
United States at Nogales, Arizona, on February 1, 3 ."' El
1918, traveling on a Russian passport. He was not }' o] :
. aware that our sceret agenis in Mexico bad reported his - ﬂ: 3. .
activities and was surprised when arrested as he crossed? d :{-5 t:i?’
" the border. L. ' e i y
He was rushed to the Military Intelligence Officer B
Nothing Sl & T
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s 3y %“c‘s and 20 A's. All the c’s were underlined in red and all
§sy.d 13the ¥'s in blue, so that the eye could readily find them.

‘They were then typed on another sheet of paper together
v |i owith their letter-numbers; thus,

.Ii}EIHHHHHHHHH'
;4 52 56 69 71 152 172 181 198

H H H H H H H H H H
217 253 264 807 309 867 873 878 896 398

AR e i A Al e &Lv’“ Q\“‘"“Q
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b e b |
! B e R I_)g_ta.slme_____t_gf__wﬂfﬂg -paper containing a series of ten- 4 y C C
H o ] +f 3 letter groups was found on his person. However, since z 85 109
;: . 29 our authorities already had reports of his activities, he C C
,’E ' o \'i was kept under close guard. 204 819 B
?fh‘“ \’J\ ) ;g + Ireturned to MI-8 Mth. no small concern, for]Eunder- , Now, as al
,;-1'.: i Q\ tood better the importance of the Waberski docu- matbematical
-'_i 5% : é 5 ent. Van Deman had placed the issue squarely in arranging the
L,;p;_ ,Q_ Q hands of MI-8. Would we be able to outwit the . the letter ¢ i
- Ef ‘? lgG:::n clryptographem? Was our s]nll grenter than ’ the digraph ¢
: .I :"'\- When I returned tdal 4 hudalread unalysis of cf
i i o g& en lre a greal deal o progrcss y . letter-number
_ ._'L :; made. All the necessary statistics had been pre- all the A's, wi
B . pa.red and severa.l cryptographers, under the direction cipher is & gri
: ™ f Captain Mn.n]y, were busily engaged in plecmg the Let us, the
L A B age together. the resultant
_ 1: B M S The Waberski cipher bad been retyped and each letter dealing with.
P SRR g given & number; thus, e ; be graphicall;
{;"‘. g_i! * .seofna.t'upketc'.,et-c.- T numbers in 2
Hde § ’
f;, n.;;_ "’ll 12845678910 | e letter-number
St ft o o 5 T . B
. ig ,Jg ‘zi"-:_a Our frequency table already tells us that there are 15 paper d

column from
arrive at the
each ¢ and e
smaller than t]
424, the numt
ber before sul
424 equals H-

The followi
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PABLO WABERSKI

Cc € ¢ € € € cC-
8% 109 145 199 201 259 266 270

c €C € ¢ C ¢C -
204 819 831 333 881 o387

Now, as already explained, our problem is to find the
mathematical formula that the Germans used in dis-
arranging the original text. And since in pure German
the letter ¢ is nearly always followed by h or & {(only

" the digraph ch will be considered in this problem, as the
analysis of ck will not be necessary), if we subtract the
letter-numbers of sall the ¢’s from the letter-numbers of
all the %’s, we should find a common factor, unless the
cipher is a grille or double transposition.

Let us, therefore, take this first step and see whether
the resultant figures indicate the type of cipher we are
dealing with. The distances between the ¢’s and A's can
be graphi'cally shown by writing the A's and their Jetter-
numbers in a horizontal column, and the ¢’s with their
Jetter-numbers in a vertical column, on cross-section
paper. By subtracting each figure in the vertical

. column from each figure in the horizontal column we
arrive at the distance, or number of letters, between
each ¢ and each h. In cases where the & number is
smaller than the ¢ number it will first be necessary to add
424, the number of letters in the message, to the & num-
ber before subtracting; thus, in the first case XI-14 plus
424 equals H-438 minus C-85 equals 353. .

The following figure shows the result of this procegs:

Q-'."‘.'r:-ul.#wuk&% MmZI o é—i-ﬂL d'“ M"""‘?L Z La—

o For 7 Y Vo 171517 - @ s ) 1 3 B,
) - ; . }

o dpla -

iz




..-_,_p'

e e e
Ly . K

S
)
Sy

-
o i,

'y —
-

.
T
2 2t

At L e R TR
" e

P
.

160 THE AMERICAN BLACK CHAMBER

: covered a method for solving transposition ciphers or
they would néver have recommended such a system. Let
’i s be fmr to the German cryptographers. Perhaps Ger-“'

" German digraph.

. letter ¢ never follows ¢. Have we made an error? Per- &

_track, n a ¢ i must be a group of letters from a foreign ™
~“word. We hive already noted the Spanish word pe?éi_.?i__ . ai'

. PE ‘l?‘
I

st
b ‘;"l;
P

codat oy
i

. We have a].ready noted that 8 of our 15 c’s ure“t %
pmperly placed, or at least they are followed by k. Let .ag-; '
us see if we can place the remaining 7 ¢'s. H— i
C, line 50, is followed by k; ck is a very common *
*'-';"‘aﬁ
C Line 78, is followed by {1 in the four-letter group
naci. "This is most unusual because in pure German the

haps the copyist bus made an error, or the German who '*.:
enciphered the message. If not, and we are on the fight .,{‘?W
15

Perhaps naci is the beginning of the Spanish word'g
nacional—national. 'This seems reasonable for in lin§
86 we find onal.
C-319, line 103, is the final letter of the trigraph nec" t* 2
"-This ¢ is spparently also not followed by bk, for 15' i
reference to Figure 4 shows a question mark. As fmj‘.‘ P25
suggests no word, let us pass to the next e, g“.“ 52
C-3881, line 7, and ¢-881, line 57, have question ma.rks% "-;_8
after them in Figure 4. They either are not followed by'

h or the technical construction of the table used by the.f

A

"-l'l -r-upl'h
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[Fv

. 'The sequence in each of the ahove lines is 16-8-2-3-8-12-
8-11. _ . - A
. After dividing Figure 9 into German words, it reads: ~§ ‘g3&

o

‘;:_fl;".-*.._'.:-_.'.i-:..-‘_

.
o

: wwiet Decipherment - <~ -
* 1 An die Kaiserlichen Konsular-Behoerden in *°*
der Republic Mexiko Punkt. - .
Strenggeheim Ausrufungszeichen])

Der Inhaber dieses ist ein Reichsangehaer-
iger der unter dem namen Pablo W aberski
als Russe reist punkt Er ist deutscher geheim-
agent punkt Absatxich bitte ihm auf ansuchen

: 8chutz und Beistand u gewehren komma thm
-~ auch auf, Verlangen bis zu ein tausend pesos
oro nacional vorzuschiessen und seine Code-
+  telegramme an diese Gesandtschaft als konsu-

" . laramtliché Depeschen abzusenden punkt
n vy i Yox Eckarpr

) ' ! ' ’ * s '

£ T \.,r"/df,,lg was daylight before the message was completely

ve #;,-J"fdeci hered and translated. It was too late to telep-l;ﬁﬁ’

Van Deman. ~Aside from this I hesitated to telephone

L 4 the fact that the Waberski document had been deci-
phered. Since it"was Sunday, ke would not be at the

v ) office before ten o’clock. The message had produced too
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& much excitement for sleep; so there seemed nothing to do ‘_g" ]
but wait for him. : ) -3 J'".:_ :
- X tried to appear calm when Colonel Van Deman ¢ t
entered his office. He seemed a bit surprised when he °
found me waiting. . Cien, ;
“YWhat'’s on your mind, Yardley?’ he asked as he
. sat down at his desk. N
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B § a German tra.nsposltlon cipher. The address, slgnature
andthemeisageltselfwereﬁrstwntteanerman

Sefior Jesus 4
" is absolutely s
in secret. 1l
addresses whi
peopleherett

_ Wa.herskl obvi:
desperate pomtmn
" ‘In the hope of i

mailed the cipher
Finally in Augr
name was Lathe:
" court. - He was ch

" For an hOtll' or more we discussed the’ dempherment
the Waberski document, and the feasibility, now that .

-'wehaddueoveredtheGermaneeplonagemethodof tnallastedtwod
identifying their secret agents, of drafting identification’ court sentenced hi:
ciphers afong the line of the Waberski clpher for use by The failure of

. our own agents in Mexmo, 80 that they eould pose as’  other sI’i"’f_ was d
German spies. - : Y increased, our po:
ﬁ? On February sixteenth Pablo Waberski, manacied * to affect the life of
' sndunderheavygua.rd mtakenbyuuntoSan" *thet_i_ecisioq_fofsc
'Sﬂ-wvab "‘ ' fq [ad4

- carcerated here and awmtmg tnal, ‘Waberski composed g M ﬂ, W 4.

8 c:pher message a.nd attempted to have it smuggled out '

Tt was addressed to Sefior K. Tanusch, Calls Tacuba |
81, Me-eo, D F. The translatlon reads:

Need my note-book whxch I left i m Mr Pag—
: lasch’s safe. Very Decessary. wpe a.ddren,
_ TQM«. AT B i ot ' ,,"; W’"I“' -t;(...
y‘-dA—wl MQ—\.LUH-! sz. Wmiﬂa—* ':'f W “Q“‘" ey
RRE ‘j&u lu_,w\ i' .pe r_' ’NM}M.-H&_\.U/.;" _ r‘frﬁ |
./mu_u Jf.'p ’3\ 'L'*'»-?’W?«'Au «‘MJ‘L* WJ‘J‘ f A K

Mkt

R ) e
- R

(RS
J—

)i
P
-

g

c—




[l

rr

i

0 '\*'_b

.\zéplﬁ: If:'_ll =
o 1"‘-.:-"5-".‘,‘);
l\u‘-\;l'- & iy o

<
3
PABLO WABERSKI 1717, )
. <
Sefior Jesus Andrads, Box 681, San Antonio, RN &
.is absolutely safe and it will be delivered to me 5
in secret. I have forgotten certain names and r3

-

addresses which X need in order to show the
. people here that I am innocent. Need money.

zﬂﬂn—wfﬂ Ak
Cide
JI-JJ.

Waberski obviously recognized that he was in a
desperate position. '. o T ,
« In the hope of intercepting the reply, our authorities |,
mailed the cipher message, But no answer ever came."

-Finally in August, 1918, Pablo Waberski, whose real
name was Lather Witcke, ‘was tried before military
court. He was charged with being & German spy. The
trial lasted two days. e was found guilty, and the
court sentenced him to be hanged by the neck until dead. ( Lo

1'The failure of Pablo Waberski, like that of many h@"
other spies, was due to the skill of MI-8. As our skill haT f
fncreased, our power as an orgunization was not only
to affect the life of a single person but was also to shape
the decisions of governments. T8 2ng
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of State called me on the telephone and asked me to :‘;,f""
. come over as soon as possible. The whole Department :*=h

of State is controlled by a small clique in the diplb-:':.: b
matic corps, and this man was considered one of its®:
most brilliant leaders. He was o staunch supporter.
of M-8 and dealt directly with the Secretary of Stat.e.'f'

He was positively the most mysterious and secretive .¥i¢
- do - M
KTl

man I have ever known in my sixteen years of.ex- "%

e A5
iy
perience with the United States Government. Al- 'Zm
though I dealt personally with him for several years, I
know less about the man now than I did the first day
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he did talk his voice was so low that I had to strain my
ears to catch the words. T

He offered me a cigarette without any greeting and
lighted one himself. A good minute passed before he’

-
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forced him to open the conversation.
eral minutes passed. -
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read Spanish diplomatic messages. Our powerful wire- -
. Yy
less station on the coust of Maine was intercepting hup-' ¢
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THE AMERICAN"BLACK CHA.'\-I_'BER

_ “What has the Ca.pta.m told you, Miss Abbott?”* I . " “One might.”
o bega.n._ L ',-“ T IRE e e o ;. . ‘.. g ; o there.”- NPT
/ She must be
1 felt a. certa.lmreluctance a.bout takmg her mto my she -was,_b'eiz'fg'"-
conﬁdence, not because ber report was. by, dny means : ' ténigél{éé Sh
dJscou:ragmg but because I'had heard so, many stories . 'z, tviH was & 8°°d sigr
% of the faxlures;of women, a.gents. But there was always ' a3 she was intelligd
‘.‘g‘; ‘T‘h.tbe. chance .of«.suceess--and even if she de t1p off our - 4' W o '-'Wé‘:"v;is'ﬂ ri_:b
-'*;'.'- .;hand all tha.t she could‘ d1sclose wou]d be the fact tha.t‘ %’ﬁ' ; o 'tary his 1’¢1ir'ect
3 Just his ﬁgme;
¥ "this out for me
571 learn of this it would mean-a change of codes. We had ST attention?”:
‘  already madé a great deal of progress and 1 knew 1 e =- *[ think’so,”
. .would have'to i 1mpress this on Miss Abbott. ] sound verjr diffic
. “You have no idea whyyou were asked to eome here"”l Pl # “Very well.:
I began again. . N PR 1 suecessfu.l It
“No, Mrs. Blakeslee telephoned me that I was- - paG there may be o
wanted here. She gave no reason. She was very mys: ~ 5% “I am more
ierious about the matter, but she always is.” .. be sure of my i
“You know the Spanish Ambassador?”. I asked her.' e man who has ¢
“Yes. LR . Db e it e LRI want hxs name
“Any of the Embassy staﬁ?” .o _' o P any one ls inter
. ,“Shghtly : - '“"’-‘t “Exactly.”
.. Perhaps, I thought the best plan wou]d be to tell E‘ ot »" T think she T
her’as little as-possible unt:l T had ‘an- opportumt_v} to ,—a & _? door she stoiled

Judge her cheracter and d.lscretlon. PR o HARe Aok

~ “You could cultivate a better a.cqua.mtance vlnth some * ool * 'When T wer
of these men? - . _: ‘ He was a well-

xR S .. Ty alertness about

*For obvious reasons the correct name ell.n not be glven.
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- A STOLEN CODFE. _

lowing, apparently an innocent cablegram from Ger-
many,” I said, and showed it to him:

From Germany . . '
**To Schmidt & Holtz, New York .. ;.. -

Give Victorica following message from her
lawyers lower terms impossible will give fur-
ther instruction earliest and leave nothing un-
tried very poor market will quote however
soonest our terms want meanwhile bond have
,* already obtained license.
! Disconto

““This cablegram appears on its face to'be harmless,”
I said, “and seems to concern a lawsuit or a sale. In
any case, it readily escaped the British Censor for Vic-
torica was unknown at that tirse.” :

I now pulled out another document. “Here,” I said,
“is a photograph of the letter containing instructions
for decoding cables of this type. You can see the secret
writing as developed in our Iaboratory.

- “T'he first consonant of each word in a clear text
inessage stands for a figure. In the case of this partic-
ular cable the equivalents are:
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A STOLEN CODE

If Boyd could only get a copy of one of these cades,
and if this girl could find out whether or pot the others
were secondary copies, we need only discover the system,
or if there was no system, the mere fact that there were
_ primary and. secondary codes would aid us. Negatwe S
mformatlon is often as valuable as posxtlve. LN S of
ERN | think I should liké to study cryptography, 2.she 2o
'sa.ld. -"":". ,?';-?T."“- : -;-' _'.-'.‘1.'5_??.. = 'u£ .
Ry “.A.ll nght.. I’ll_gwe you 2 copy of our short.oourse
of mstructlon.** But ‘don't clutter up your‘mmd thh .
ﬂns After a]]*one eryptographer can't'do very much! + are 1'_

LI you can plck up ‘odd scraps of information for us’ ”"

.. you will be much more “valuable.’ Suppose you cultivate *. ~} .-" |

Mr. Gomez. If you succeed in thls task you will be our
* best eryptographer.”, ' - :--. el T g
s Tl try,” she said,. | . -'.~'- P A,
" And one had ‘Ghly to look at her to know that she‘“ '
would succeed, .,I'must confess that I felt rather sorry, |

sa o' % .

for Mr. Gomez. - N w.r‘.;'.
The girl prepared to leave, and I turned to her, -
“Communicate with me at once if you learn apything.

Of course I should''warn you to be discreet a.nd all that

sort of thing, but I don’t think it is necessary.” RS
“It isn’t,” she said simply. Then she ﬂashed a reas-

surmg smﬂe at me and was gone. , N .

* . * ‘p - . ~ -
* LR P .‘,‘ 'i"' ': o '=I ' 'u-: -y . oiF ""
. . it

Boyd Teft Washmgton for the Panama. Canal Zone e
a few days later and it was not long before I recewed
an inquiry from him requesting me to cable h1m at once

0.
e nkoap

Lot

DT M g T0or
h -

fase S = .




Fwv amn

~
Rk Fan,

[} -
A e Seie——.

el

T A e ja

. .
L -
o, .,

e mm g
ey

ltet®

By g Bt e

At

-

R

ACH eiinare ety b g, =
T RrAremeis

i lrmiiv. 211,

- I- a4
e

ey
e L T © I

4
T
er

-y

’E |1_! -

g

—-\-

el
g

-
-

CopEs L Y

o )

-

-
-

Loy
dutipn

~y - .

-

e

i
.'l__

'S
-

T

wa
I
Py Py,

1

Fw

T

i STt

Ay s SHSASAAS e ety

-
"

R DR W gt

ey

-
L LY TR

" * 0@

—-—————— = m——

.
—

o LR

el

"
- =1 S d

-
'

D

. e 2290
y a3 - Spanish diplomatic codes. There was an amazing net- :"-'::l-%‘;;n:l' 249
"'; work of codes within codes. "E":N'E:';ﬂ"‘ 4 253

; According to Miss Abbott’s reports, and of course'{ffwj.ffj,’‘-'.i'}i':"‘!1 o1
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192  THE AMERICAN BLACK CHAMBER- e
" several copies of different Spanish diplomatic messages. 1,'%:_: to deter
In respunse to my inquiries about his success, I had only r._"._‘ which
the laconic reply that be was progressing satisfactorily. ™~
: ) gy INDICAT:
) Then came a message requesting funds on the Royal | oA .
= Bank of Cunada with the urgent demand for quick ’;’% 9
'E execution. And then he seemed doubtful about the code '}_’g o :;24
| * he was preparing to photograph. - He did not seem sure * 5 101
i _ that it was the code we desired. ..“._.-.‘I :
S Boyd had stolen into the Consulate at night, opened "fw,- :gg |
} the steel safe which protected the diplomatic code, but_"_*.':;ﬁ!-' 131
| had been unable to decipher the messages which we had *# 5 132
i cabled. For this reason he doubted that he had dis- ’\‘“:r 7t .- %2?
: covered the correct code. Boyd also explained that only”:’ bEsiY )
a few pages of this book could be photographed each *"d‘_fjf . 148
: night and to make a photograph of each page, with the i’-?‘:"i% i igg
i' facilities he had available in his secret proceedings, would :‘3’-";. 155
X require time. . . b: -, 159
W We were not surprised that the book Boyd found ; ;‘;fit- igz
i o /owf would not decode telegrams passing between Spain, ‘m"%f?i’?ﬁf-;' 187

¢ L ES"J-PL“"' merica and Germany. Miss Abbott had already sup-'-: ﬁ!:.-’a‘-i 209
ol plied us with detailed reports regarding all phases of the @ 215

(=

3

confirmed by eryptographic analysis, the Spanish Gov-'?{.i:'\?‘

: ) et t
ernment was using in all twenty-five codes. Each mes- "'g_ﬁz 303
. sage was prefaced with an “indicator,” a special number ¥'gg)
: sage Wi ; : o, The s
. indjcating the particular code which was used to encode . -3 is a ve
the message. The complete list, so far as we were able PR us with
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ORDERED A.BROAD

and instructed me to show him about. I was not pa.rt:c-
ularly pleased when I was instructed to tell this of- .
ficer- our secrets. - But in order that the reader may
apprecmte my pomt of v1ew it w:]l be necessary to_ .
dlgress. o ---'.t‘,]l At "l'.&":-, Sopet. T.:'-'- i -'_‘,-".r;' "’i' “__FM_' _; L
2 : MI-8 had been on'g'obd terms with the Navy S:gnn.l", ' :;_
Oﬁoe wluch compiled naval codes and ciphers. ‘In fact ™~

this oﬂice had submitted several messages encoded in ;.‘3
thel.'t'-' ba.ttle codes. and asked* if,"in our oplmon, thelr
‘methods were sa.fe. When the Navy Szgnal Office ~-‘.:
transmitted their ﬁrst problem to me, they.remarked, ,'-'
facetiously, that they wished Ine luek for they thought -
I would need lt.‘ PR . '"f.'..,.-.": NEERCS

. The Amencan a.nd Bl’ltlsll ﬂeets malnta.med close
Liaison, for it was ‘necessary-for them to oommumca.te
“with"each other during operations. ' The Navy Depart- .
ment methods for secret communication had heen sub-
mitted to British cry'ptogra.phers who had pronounoed
them indecipherable. Because of this, I was especially
anxious to demonstrate our skill.

The Navy system was a most elaborate one, an and at ]
first it Jooked as if I would need 8 great deal of Tuck.
But after several clerks had complled ela.bora.te sta.tls—
tics which required thirteen Hundred pages and six'hun-
dred and fifty thousand entries, the messages were
read:ly solved. Thirteen bundred pages and six hundred
and fifty thousand entries, merely to prove that the

United States Navy was still controlled by amateur
cryptogra.phersl "
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ORDERED ABROAD ¥ s
conld now read documents in nearly any language in
thurty different shorthand systems; and our Secret-Ink
Subsection was examining two thousand letters a week,

and had developed over fifty important spy secret-ink
letters,
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Pxample of persoual cipher turmed over to MI$8 by censor. The
reader may wlslr to try his band st decipherment.

-
-

e mmam W e sAa e g
= P e N

P T = PRV L O
e

| Bl s P




/

/
/

“pr..ﬂ--'-

L Sty !i S e o '.-'*'-ﬁnuq B

?j"bl'.l rf“ *P

i‘lw_""! v

+ ORDERED ABROAD

breaking enemy. cipher and cede messages,
being represented in their office by a Liaison
Officer - who looks .l.fter the interests of the
Navy . :

.
L] P ]
"~ - ~

.
v, LT, -’ur\:' -

For once, the Navy Department, ever Jea.lous of its
prestlge, admitted fmlure. RV LR PR SN

-

M._ttfw‘ﬂu‘f»—m-?w

T 21 g ‘”“.""""' b {ﬁt -\1,"‘~.-'-i oL _.'*'“ L
Cryptography seems to,do’ _queer things to people.
Onseveral occasrons I had _been obhged to let _Dersons
res:gn on aécount of. shattered nerves, I too felt the
strain’and though I said ‘nothing ahout it; for several S
weeks, in July I. sudden]y knew that I wis close toa
breakdown and ‘asked to be’ reheved A TS e
General Churchill wa.s sympathetlc, but refused to
accept'my resignation.’ Instend he asked ‘that I draw’
.up plans for a Cipher Bureau for the Expedltlonary
Forces to Siberia which was then being formied. " Papers
were drawn up ordering me to Siberia with a selected
- personnel, when a cable came from General Pershlng,
asking that I be sent to France. "
though I felt some pride in General Pershing’s !
request for my services in France, I was too ill to take d

a great desl of interest in what was going on. I had B

. I.

hnren

nothing to do with the pla.ns that were made for me, but

it seems that after an etchange of scveral cables it was
decided that I should go abroad on temporary duty to ;
establish liaison between ‘Allied and American Cipher
Bureaus, and t6- obitain " certain information from our
Allies on the subj _]ecl: of codes and crphers.
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_ decode every word I sent. Not baving anticipated that i
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213 THE AMERICAN BLACK CHAMBER
deal of tea and drank quantities of whisky and soda with
various ofticers in the War Office. They were affable’
enough and invited me to their clubs. But I received -
no .information. L _ o
I was at a distinet disadvantage for I did not dare

commqnicatq with Washington, since the British would
: .

I should find a British subject in possession of our sec':ret:""c'g y
codes, I had brought with me no special means of en-;;%.' :
ciphering my cablegrams. :'":":‘, M 1

While playing a waiting game with the War Office {25
I quietly investigated the situation in the Military Ab——;;,
taché’s office, and finally took a chance on transmitting"'f B,
& secret cable to Washington by a method that I fclti:
certain the British would be unable to decipher. This

method, I am sure, is worth describing.

et
2
LA
et i=f' )]

Mexican telegrams was unable to break into the new ' ;
system. Although they had been able to discover the ;7

wal

type or method under study, and had followed the usual [
analysis necessary for the solution of such ciphers, the =
messages resisted successful attack. .
Finally, when I saw that these cryptographers were: ,

. s 3L e

merely going arcund in circles, I took a summary of theu.-f:._:-ﬁ L
statistics and analyses home where I could work un- J‘f"’ '
disturbed. The analyses before me showed clearly that"'lg':_ 3%

he x?sages were enciphered with o mixed alphabet e
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one but MI-8 would be able to read my dispatch, despite
the fact that the British must have by now photostated
our codes.

- I went on to describe the exact situation in the Mili-

tary Attaché’s office. I did thiswith some trepidation, for |
although General Churchill had told me to report any- "*.' 3

thing I considered of interest, I still felt some misg'wings A
as to his attitude toward my meddling in affairs forelgn

w ‘

to draft the cable, had it not been for the fact that Colonel 4'#5‘
Tolbert told me that the British had made repeated : 5
efforts to plant British agents in his office in Copenha-'
gen. b

Still T reasoned that as long as we granted British -
subjects access to our secret means of cornmunieation, 7
even in one office, nothing but stupidity could prevent -
them from reading every message sent and received by .‘,"{:
our military attachés throughout the world. Sooner or f'_t..:.
later peace would be declared. There would be a =~
squabble among the powers for the spoils of war. We  ‘i.v.
would be helpless in our negotiatiors with our com- .
. munications compromised. .

I managed to escape the scandal my report produced, .
for Washington was horrified when it learned that our
Military Attaché's office in London was full of British *
subjects. An investigation was made in every Military
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Attaché’s office in the world to the end that all foreigners
were discharged and replaced with Americans I:ramed
in Washington. .- +% - " AN
But this did not assist me in my mission, though I
did receive the thu.nks of General Churchlll queour-
aged w1th the Bl‘ltlSh refusal t6allx my requests, I cabled

for pernnss:on to proceed to Parls. The matter was ta.ken

they advised that I not try to press the Brltrsh but that
I shou]d gain their confidence by my silence a.nd discre-"
tion, ‘and should, ‘establish pleasant persona.l ‘relations.
They told me that the English were caut:ous ahout grv-
ing confidence until u]ly convmeed of one’s trustworth—
iness and discretion. i S ol —

Thls was sound adyice but sca.rcely helpful Our rela.- Y
tlons seemed pleasa.nt enough At least they gave me’
enough whisky and food to keep me dizzy nea.rly very
night.. Perhaps I couldn t drink enough.

Finally Captam Brook-Hunt .of the Brlt:sh War 3
Office submitted to me for examination & combination
substitution and transposition cipher. The British Army
planned to adopt this cipher for the transmission of tele- A
grams along the Western Front. Since such messages
carried definite information, such as the disposition of
troops and the hour of attack along different sectors, it|®
was vital to the lives of the troops engaged that the mes-
sages be mdec:phera.ble, for German wireless stations
intercepted all telegrams that passed through the air nnd]
passed them on to the German Cryptographic Bureau at.&rd‘w_’L
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enough will remember the laconic bulletins issued by the
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A knew the hour of attack and strength of the forces en-
. 7 ” ' | gaged by the decipherment of wireless intercepts. How

icanp Emb

approached
|

? i War Offices, such as: . of differe
, l :.;I pieces of
& {1 Our troops madé surprise attack on sec- .7 rapher ¢
ks tor, but were repulsed by superior forces, .

; 3] r ' - - s wide expe
& P {1 . Surprise indeedl More likely than not the enemy ing my ed
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many men died for this reason no one knows.
0 If 1 could break this cipher the British were about to
adopt, and demonstrate that it was suicide to use it for
:lb- Wﬁront-line military messages, all my trouble with the
; ‘:J;;,w ar Office would be over. Such an accomplishment
P would estabhsh me on a professional basis that could
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i not be denied. 'With these thoughts in mind I asked )
~ﬁ’ + b the Military Attaché for a2 room where I ‘could study demp.hered,
E F ' / undisturbed. Here for several days I pored over the . EForelgn Of
by / sample messages that Captain Brook-ITunt had given to ® was-n].mos
E' bl me, striving for a solution. Suddenly the whole struc- aa revealing th
11y ' ture of the messages fell apart and I rushed with my LA neutral gov.
] ' . solution to the War Office. oF For exanm
i S N mermann-C.

Its doors were now open to me; I could have anything
I wanted. That evening I cabled Washington that I
was on extremely good terms with the British War
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"who cabled it to the Secretary of Stale, who in turn-’
. gave it to the President. Diplomatic procedure would * o™
require that such sensational information be transmitted | '.l; e
by the Foreign Office {o Ambassador Page, but Admiral *; 5 f =
: "Ha.l] did as he pleased... It is no wonder then that; hgﬁ“ ?;E" ;
\ Was: “feared by the- Foreign Office.” ks, ‘ R
2 * Edward Bell'was on extremcly good terms w1th Ad-
mn'al Hall, and, the little success I had with the A
' ,'-4:;": i I:y was due slmost entirely. ‘to his good oﬁces., Tl}}ci My
, Admu'al bad beett informed.by, Colonel French of my-t_r;; ]
g n:ussxon in Londori and was prepared to give me as httle ’f"é-‘;‘f;,’ .
Aﬂﬂ mformatxon as possible. He made it clear that he ab— ~-~r:f$. :
. ,a@w* *solutely would not deal officially with the United States .-":’ '":'::1
M Government. ‘He insisted that cverything be transm.ted- .-i’,;_;‘;l
8 ? on & personal bns:s, and thou_gh he Temained firm in h 5 R :
' refusal to gnre me any mforma.tmn abnut the German. )
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Berhn and Madnd he ﬁnal.ly consented to give me "
r'\.'r‘ﬂ\

persona]ly, several coplcs of & certain neutral govern-™ " ‘.
ment’s diplomatic codes and a eopy py of & Germzm Naval « *

Y.

code'in two volumes. ey i i M

- ~
[} 1

The naval codes he gave me under thc most mystenous
mstructmns. He promised to forward them to Wash~ : WS i
on but they gbsolutely were not to be tu.rned over- g
to the United States Government. Upon my Teturn to-. i
Washington they would be handed to me personally. S
These codes, 50 I learned, had been photographed from it
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.'% : being deciphered and the undeniable fact that the French
1 *!: : ) A mbassador in YWashington, since my first visit to Mor-
i ? HeN ' dacq, had transmitted to our State- Department infor-
s ; t grl' .mation these messages contained.
e-‘i: : .oq Two days before this Washington had asked me
Bkl o ' whether I thought it advisable to ask Colonel House to Ax Arm
431 e help, but when I cabled Warburton’s interview with =it Allied Arr
£ r “?‘l o Clemenceau and Cartier, they readily saw how hopeless == After cabl
: gl it would be to ask Colonel House to use his influence, for ,'_"‘31 French aut
s -& E' ff,"': I it was by now obvious to every one that France had no *‘;',r to General
;;r / f :"'- intention of permitting me to have even a peek into ‘:"(“4'. General N«
2 fl 1 \ La Chambre Noire. Later, when the reader sees some of i‘:i Churchill w
;. ;¥' i i the diplomatic messages deciphered by our own Black -‘-'::" This
P Chamber, he will better appreciate the iripossib’lity of of our
f' ‘ 3 my entering the doors of the diplomatic Code and Cipher ™ 1 3 ' Frfn]:;
b1 l'g? Bureau of a foreign government. However, my ne- “?‘ about
f:r ! o gotiations were not wholly in vain, for my failure im- —”z- which )
;| ‘ pressed upon American officials the shsolute necessity . ;% %2;;}:1'?&
i+ for an American Black Chamber even in peace times, if i:i’i delight
the United Stales hoped to thwart the machinations of .. represe
;H! . other governments, "';a ::;‘::;’ﬁ
i That Washington was planning for the future I was . ‘E,"é’ refrain
assured by General Churchill's frequent letters, telling '3
. me that he was sure that, with my added knowledge of _,:;‘,.": General 1
K, jA-WM codes and ciphers obtained abroad, MI-8 would have no :5 i The rf:ader
I B ! equal in the science of eryptography. L. - g Washingtor
Vi o bl oy BEL porrm B BRZone, T T of the aceon
“ l' ' 'Z{' Y/ *P-a-ub d.u.-i:-‘uu.ﬁl_ :H{e/w e GJ.'LHWM"’" ) M’}"V{‘)"L- 5:‘::}": Waris 'if'riﬂ
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share of glory in the part that the American Expedi- for the Hc
el tionary Forces played in the winning of the war. o tente and .
; '{ b While at Chaumont I received orders from Washmg-h e to the Pre:
o z: ﬁ1 ton to report to General Bliss, for * specm.l duty at the:f el When th
ﬁ ’ K oA Peace Conference.” “.T cabled for furtliér details and was. ,:‘" X codes and ¢
STV mstructed tha.t my specml duty was to organize code and’ ""Qr%w full instru.
RS clpher commumcatmns between the Peace Conference ki :é,%‘ i sary. For
i FELE . andthe M:hta.ry Intelhgence Division at. Washington, I*% r!',:‘ﬂf‘ in Washin,
‘{ A was told that my status a.nd allowances as Military Ob- : 5 proof-read
iy . A " server ceased ‘when I reported to General Bliss, but that ™ e, ‘“ plishment.
f‘ Li‘ (. :‘:.-f_." .- General Church:ll who would soon arrive in Paris, - '%b new code w
II ;: - would provide an allowance from special funds. ' '-'"‘;_i'%l, This "rec
‘Iﬂ' L ' I 1mmed.1ately left for Versailles and reported to E".";EM " office upsic
; P :% f R Y . General Bliss in person "He gave me aletter to Colonel x ‘ _ to draw uj
3 r" e ‘ M Van Deman, 'who had been appointed Director of In- "‘ L% of commur
B l ) telligence at the Peace Conference, authorl..mg an vthing 5 in a differe
- _: -,‘;z he considered ' necessary for establxshmg a Code Bureau 1 . A strea
: E: L in Paris. Van Deman in turn ga.ve me the same author-" struction,
E: ' ization. - fired with
PO I immediately telegraphed General Headquarters for" " - upon their
' _l 5 several particular officers and field clerks, demanded two e downtrodd
v ROLERN rooms at 4 Place de la Concorde—the general offices - ;ﬂi;‘}f;'f;{ for his mo
gl of the Peace Conference—and within'a short time was "':1-'5-.',5_; ever, they
ey well organized. As it was difficult to anticipate my . %3l none of th
| { § Efi gt : duties, I prepared for both 2 Communication and a #%) One of
o £ i:l‘ ‘h!; Deciphering Bureau. Eventually we handled the mes-- . out of bed,
2 ‘:’5 £ Jt sages of General Bliss, the Secretary of War and Mili- 7 : forced me
a-i‘h _'*; E - ) Intelligence; - deciphered intercepted wireless ; » harangue.
g 'ﬁ"f ) - mtente a.nd devised codes and cxphers ' negro to di
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AT THE TEACE CONFERYENCE 2

hegan to write on the package, Goelet edged closer and
watched him slowly spell out the address for which Van
Deman had searched in vain!

If I was unprepared for the sort of espionage that
engages women to attempt to influence the decisions of
our Pcace Commissioners (though one should never be
amazed at what occurs either during a war, or at the.:
division of the spoils), the reader may well appreciate the 'y
shock I received as I deciphered a telegram which re-
ported an Entente plot to assassinate President Wilson
either by administering a slow poison or by giving him.
the influenza inice. Qur informant, in whorma we had th
greatest confidence, begged the authorities for God's
sake to warn the President. ]

I have no way of knowir:-whether this plot had any
truth in fact, and if it had, whether it succeeded. Bu
there are these undeniable facts: President Wilson’
first sign of illness occurred while ke was in Paris, and
he was soon to die a lingcring death.

After the President arrived and the excitement sub-
sided, there was not a great deal to do. In fact, except
for a few overworked clerks, and the Commissioners <
themselves, the whole Peace Conference now developed .
into one grand cocktail party. Every one with the Mis-

I

Aleyte o .
.209 Phie

m ﬁ?’?‘d—‘l‘-*
D.a a_ .9 Fia-
- (.M-vja. .

3, M

¢ ad? ¢
al M
& eatie O,

K/‘L&‘:
15

Vet
af /‘f'f‘f?-—
WJGa& /o

7

sy, B
tter @

[

L)

FEya a? fﬂi Ciuit Aea
? L

e 3 71"#‘14 af—- 6:
Z:.’ /-‘!-w--— AJ/'.. /:?f

ot
-

GZ{.- Oy ,I'Z;:.—l..l.;l..

/

25 /1
f;glzl

sion received stacks of tea and dinner invitations. And in .5 . E :"‘\\'3’
typical American fashion it was the general custom tol‘a ] ‘,\:.:‘ é‘.;
blackball any French host or hostess who failed to serve oy { A
champagne. No wonder the French dislike our man- ) : g :‘,l
ners! § <3 -&3 3
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¥ 3 238  THE AMERICAN BLACK CHAMBER ot
', ‘l " ‘ ¥ Messages trickled in now and then from Washington fj :
T ;i e about the status of MI-8. We were all dreaming now of ﬂ g
S a powerful peace-time Cipher Bureau, and at last, late s
F i‘,}’}'i L1 in March, when it was obvious that MI-8 was rapidly .. ;‘:
;i i : :"i: E disintegrating, General Churchiil ordered me to proceed - _E_,'{:% ’ |
iz ;.:\"7 ' to Rome to see what information I could pick up there: ;ﬁ% an.
1) § 1 ' about codes and ciphers, and then to hurry to Washing- -;* “e MI-8in
Ei ;“ A ) " ton to draw up plans for a peace-time organization. :ﬁ-‘“ | hold the ¢
! ;.' 51 In Rome I learned very litile, The Italians were 5 "E:.j"?‘ many of
T 1T reported to be clever at eryptography, but X soon was . i ?ﬂ,{ life.
N % tE, v convinced that they were not to be classed with the = $3%§ I-I.owe
% l? il : ,‘1 French and British. -:'_;_j 2 continue 4
E," ’f "’3; The day I sailed for the United States from Genoa, é&f ihe depa
B E i a cable was forwarded to me from The Hague, stating . -*g-?;;‘" could the
7,:_ !': i )tt that the German diplomatic codes I had failed to obtain -t ’:??% the trm'a 3¢
] ‘ég . " u' from the British and IFrench could be purchased there \"*‘-_ v recognize
: 3 %’E iR from a German for six thousand dollars. The Military '; _:‘.':'f; Bureaus, 4
d E:‘ '_; ' 1 g Attaché had cabled me after I left Paris requesting that :; on an equ
.f,e? Bl I proceed to The Flague in order to have the bencfit of % group of ;
i i,‘ N L my judgment. As this would delay my arrival in Wash- "_""-:‘- After s
iR e . r/ ington, it was finally decided that I proceed at once and ... the State,
PN ‘.:Eif i / send some one elsc to examine the codes. oo *j demobi]iq
*: I N B SR . o
} E,E,ii Ul lqw-d PO/ 4 / “g‘uélj— ’i"‘“’; . % that Arm
,: ‘ r . /a".i.w.- JJM Gt Yond "J-u- srfoes Tuer ‘:"i*;::" compile ¢
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6 - 8
:.: W gsemi  forui  roths  nglmo  acvin  lheru
c M nitte agnhu icggh  nroar  hddgr tnuev
1 -_{ thort genel oylms maera nnnke efpre
ot rlgmf hlein ~ hkonw nsthl  gpedu  ntatt
P ; ‘ i ibmin  gukra heien  igent  tseal
w ‘1 l"' nwttb neent  iatri cane
Pl ,
i R | “T was instructed to tell you that the State Depart-
' § oY | ment wanted a decipherment at the earliest possible . .
ik nn" 11 ¢ moment,” he said. '
“ ¥y !5; ! , “Yes?! How do you suppose we go about dec:phermg
1l ek s jumble of letters like this?”
S “I haven't the faintest ides,” he admitted. “I'm only
3 Y ’ - repeating my instructions,”
%: ‘3 | - i‘- “You fellows in Washington are always in a terrible
N rush to know the contents of a secret document. We'll
_ i_ ! I'j g{ . do our best, but don’t give theni the idea that all we have
k) to do is to go into a trance to reveal hidden secrets,”
1y :a'l' :'5:'{;. I showed him ebout the place, und got rid of him, for
-} f ; o E i; I was myself anxious to sce what the messages said.
I AR

The Latvian Government, I Iater learned, had tried 3
to decipher these messuges und, after failing, had asked ;. s nages &
the American Consul at Rigs to send them to the United 5
States in order to see what the American eryptographers
could do with them.

By the same analysis us that followed in the decipher-
ment of the Waberski document we discovered that these gy

-f- ciphers were transposition, and written in German. I ..g‘ me
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ghall not go into the details of decipherment, for I am - thi

not sure that all readers will eare to follow the method. | g i
. wever, for those who wish to try their hn.nd at cryp fﬁ,"’- tol
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ALSKI arrived here with money on his way
to dmerica. German Government permits
exchange .of journalists from here. 'The
“Frankfurter Zeitung” is taking advantage of
t;:le opportunity. Urgenily needed capable
talent.. L L -

.
1 5 v -

These méssz;ges created a sensation among officials
in Washington, for they. were the first, authentic docu-
ments that came into the government's possession dealing KA
with international Soviet activities. ., M’i ﬁ '

M-8 also received original telegramsfthat Lenin sent ’ '
to Bela Kun during the White revolution in Hungary. Paaga
But these are too long to publish here. - '

There is one Soviet document, however, that is too
revealing to pass over. - I have always regretted that I &"Mﬂ‘rﬂ'— _
was not employed by a government, such as the Soviet "
Government, that ,understood and practised espionage.j.ﬁoo'

R

in the same ruthless and intelligent mariner. AL
The following docurnent to me is unique. Although\

espionage as practised by the Great Powers is no differ-

ent from this, it is seldom that one comes into possession

of a document that is so clear and frank in its instruc-

tions to secret agents. -

Instructions to ‘Agents for Hiring 8pies in
Legations. -

r

INSTRUCTIONS

‘VWhen enlisting the Chinese servants and em-
ployees in the legations of Japan, England and
America you must pay the utmost attention to
the following subjects:

e

) L4
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-




FoE 0 g B Y e T LT LI R R T L T, B ' [y LT wya - _
1—l:g‘-\:-:.:‘ . " -E‘!—E-‘L‘?‘ [l U""’ 4 ;.I--l" - r‘r:'l':.é["' !""' l:‘ o 'l' .j' o ' P \'-.-- k] [y I " Frrsy -

i"..':,‘h._' e e TR AC SR U . | w e I T = o N T T ST T e e L A S N N
o At Y grar W A T e TR N b T A - PR S O 1 ELPY A e ¥ g
;.-}_-\3 £, M0 T {\ - g = [ T % v e .= ' - 1 -4 E Iy K
' ) ~ - s ;.':| I -~ " - . 5; '-T.‘-! i . - - A -.-‘m__= . e n . . '_: 't
it REE BRaaf et 8 w2l
'I,}Q, s ! E 'EE’-‘&E},J r 1?'-' N LA L
B i N . Vo e A “s't e ow o
,._l -_hq,;_‘r L. LI R P L i . r L : - -".l_‘ ‘_..- 1
-.ﬁr...ﬂ..u.-..!ﬁ..n._ R ——y = T — - 1 - T »
ey o [ — e ‘L ': - “: o 1.|'l

i '

L

"

5 }“:—?:gr

-
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will recogmize it; and having recognized it, will know

[ . »
5 that T must also possess other Soviet documents of o
""‘" - " . .
AN more sensational character. For instance, instructions

for the massacre of foreign nationals, etc.*

* Sorwet agants, please nolo. Yesn, 1 once had copies of these documents, 12
but X don’t care to bave my throat cut and do nut plun to publish them, M'T
In fact they have been destruyed. So be yewsopable. '
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During my absence abroad several unsuccessful at-
tempts had been made to decipher these messages, and
although I always have assumed that any code or cipher

-
-

L A S

its spoken
with the w

i N e 2=

. , can be solved, during the next ﬁve‘a months I was to re- 3 tury on, the
P an gret"max‘ay:;cimes that I had been so.sanguine m my" " Gl of Chiu:ase
'I\_ ' ’ promise to reach a solution within oné year: Since my % YL nese launds
dh return to the United States T had worked over these mes- 53¢} .
o ra: " ; . . TP receipt, wor
.5. L r Cur | sages a:t-.thli- moments, but it was not until July that I ,4& LS '3 . able to find
! e began & serious and methodical analysis. ., - ;‘%“ mystic sigos
', . . _ Ishallnotof cfiurse attempt to give all the details of. "E}'ﬁ";ﬁ knows, are
4 . the decipherment of the Japanese codes, for these would'*;_f might call C
H"j ' AR be of intere's_t only to the eryptographer, but when X tell Ls? pressing no 4
N : ’ the reader that the Black Chamber sent to.Washington, ; N B sun in our 12
theitl . 7+ Quring the Washington Armament Conference held t_ivo'.._ _:E.ﬁﬂlﬁ uite differe
i il;_" «. % .- years later, sorae five. thousand deciphered Japanese 2y %n our langu
By ?J ."l"| " . ' messages which contained the secret instructions of the, "5 Though Pf:n
& ?& i 5,;} : J apanese D-elegates, X am sure he will wish to know how "' meangthe sam
-é ;* } B it was possible for the Black Chamber to tzke such an - ., The metho
N i . important part in the making of history. L.et the reader their languag
X T : ':lhe‘l.'efore,]jfor the m}c:merrllli:. at lt.aast, p:: a.mtie h:i natural bersome, and
"!f‘i -; o esire to listen to the whisperings o oT'elgn plomats L %o resort to a)
ﬁi ' I as they lean closer together to reveal the:}' secrets, and I, . ; kana. 'The K
-d'-,?l ‘}?3' . " shall try to tell a few of the tremendous discouragements > -_ alphabet or "
*' B . that I had to overcome in the decipherment of this code,- . :.-;:f:;._-,“: mare ideogr:
FUSEL | : ' written in-the most diﬂic.:ult of all languages, J apanesc. '-"._;-P: soonds. Lat
‘ : i, _ bAt the t:n;e Ibegan ;h:s emn'n.u_»u]s3 task I knew no:thmg *‘.‘{g-ﬁ letters, these
) ¥ about the Japanese language. Before we begm. ta i3 % The kana
§ .1' analyze these code telegrams, let us therefore see just ~7. both given or
iy how the Japanese language is formed. . C
i .
() )

.
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JAPANESE SECRET CODES

Japanese differs m grammar and in voeabulary in
its spoken and written forms, but here we have to deal
with the written form only. From about the ninth cen-
tury on, the classical language was expressed by the use
of Chinese ideographs. These we have all seen on Chi-
nese laundry slips, which we reluctantly accept as a
receipt, wondering at the time if the Chinaman will be
able to find our shirts and collars with the aid of these
mystic signs. These ideographs, as of course the reader
knows, are either pictorial or arbitrary symbols. We
might call @ a pictorial ideograph, which, though ex-
pressing no sound, might symbolize and be pronounced
sun in our language, while in another the sound would be
quite different, the idea sun however remaining the same.
In our language we have such symbols as £, 2, 3, 2, /, ete.
Though pronounced differently in other languages they
mean the same thing.

The method adopted by the Japanese of expressing
their language in Chinese ideographs proved very cum-
bersome, and in the course of time it became necessary
to resort to abbrevistions which finally took the form of
kana. 'The kana which might be termed the Japanese

h

alphabet or syllsbary is expressed in seventy-three or

more ideographs representing Japancse and Chinese

sonnds. Later, in order to express Japanese in Roman
letters, these ideographs were Romanized.
The kana ideographs and the Romanized kana are

both given on the following page.
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§¢ that these messages were encoded with a two-letter code. {Vs
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seen how I proved that Japanese has its peculiar letter,

syllable and word behaviors just as any other language i3
Of course, without, the a.s.ﬂstance of a corps of .-¢ :?

typxsts tlus work would have beén too-enormous even o S

l' 1. .I

¥ L

contemplat R - e T g
. But what about the code telegramel e _ ""‘,;7-,.; 4

L

Let the reader again examine the code message on #‘_q‘_‘
page 251 Now that we have our’ Japanese language .. ¥
charts, how shall we go ‘about deciphering these tele- *-\ﬁ?’
g-rams? How indeed! " Since April, and this was now- "_‘ kY
July, I had pored over these code-miéssages at odd mo- ' Ef -
ments trying to discover what type of .code or cxpher 11 \ﬁ

the Japanese were uslng I finally made up-my mind: "'u;:.é

h

If I should go into the labyrinth of analytical details ~~;‘,:“?

showmg why I finally arrived at this opinioa, I am afraid %% "j
that we should never get to the Washington Armament ﬁ&

Conference, or at least not in this book. \jf}

Whether right or wrong I bad to start at some point. * %

groups and copy them in the same manner as they had the ; E“”
¥

on a separate card, showing the four-code-group- preﬁx '-' {4

cording to prefix and copied on sheets, then sorted ac- ' f

I turned the telegrams over to my typists with instruc- % }};_‘“
tions to divide the ten-letter code words into two-letter ,,_“m,
P
Japanese language telegrams. They selected approxi- - »{%
mately 10,000 two-letter groups and carded each group, * i
and the four-code-group-suffix,’ just as they had don_ A -ﬁ
with the Japanese kana. These cards were sorted ac-.
cording to suffix and again copied. I now had before. \i:,ﬁ'
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JAPANESYE SECRET CODESs

x> not onby 20,000 hines of Tapanese Innguage data, but
stan 20060 Lrwes of emnle data

The ty ping and indexing, the rety ping and reindexing,
i all 60,000 lines, as well as the compilation of reduced
statistical charts, together with other miscellaneous
data—all this work, done by a corps of typists, is the
background uf the scientific eryptographer. The reader
wiil now Letter appreciate the difticulties I experienced
as a clerk back in the State Department when I was de-
ciphering our own diplomatie codes, for, since T was
working alone, X was obliged to do all this drudgery.

As Thad anticipated, the indexing's? these code words
hoth by their prefix and suffix, revealed in graphic form
repetitions of varied lengths. Dy first step then was
to go through all the messages and underline in different

volured peneil all the repetitions of four or more let-
ters. This work I did myself, in order to familiarize
myself with the text. My typists also compiled tubles
of these repetitions, taking great pains to add the refer-
ences (page and Jine) so that 1 could instantly refer
to the cxact position i which they occurred in the mes-
sages.

One of the most striking points that these charts re-
vealed was that {he code group en oceurred only 11
Limes, and that its position was, in most cases, in the last
tenletter code group of the messnges. Now one of the
reesins that L had been uueertain of the possihility of
2 two-letter code was the fact thal the last code word

altays coutained 10 letters. As the reader ean sce, in

v, e et
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.kept up my courage though I still worked mostly.in.
. .circles. Finally I made several trips down to the Japa-

_ and make up my imind as to the possibilities of getting

: thxswouldbetoo&angeroustotrymNewYork “Why

- and get his opinion. One thing was certain. Washing- -3
~ ton had given me s job to do—the decipherment of the = e

have made so promising a begmmng . The-
agreements you found are very stnkmg
your method is fine and your results are proba-
bly right . . . there isn’t one chance in ten -
thousand that you haven’t hit the meaning of

. the differential group. ...HowIwishI_
weremthyou....__- SR

.. And how I wished he were. with mel. These-letters -

nese Consulate in New York to look the ground over 3§

into the Consulate’s safe for a peep at his code book..
If I could only be sure that I was on the right track. - But

not try it in some other country, where, if caught, we
would-not-be suspectedl I must see Blank about’ this,

Japanese codes. If I couldn’t do it one way, I'd have
to do it in another.

I took up again the history of the declpherment of the
Rosetta Stone, which led to the reading of the Egyptmn'
hieroglyphics on the ancient monuments of Egypt. The
problem here was not unlike my own, but the method
of attack used by scholars was so_primitive and
mentary that I did not get much encouragement. Their ‘
idea as to what constitutes evidence in the correct identi- i

fication of any given ideograph was so vague that for
' centtmu they had pubhshed wlu:%t
ok i |

i"\f_}.-,r'-wx. vaur\wu‘w"‘-n ’L"" Fb&-
U Wv" '\.‘\h Ji‘l. A
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San T'ranciseo on Novanber first, is urgently vequested.’

“/Ihe ideal repetition is one where the difference is be-
tween similar beginnings and c¢ndings. Can’t you see
how simple it would be for me Lo find lhese names in
the code message? I'm sure a ielegram along these lines
would enable me to hreak into the code. Do you think
a bona fide case can be found?”

This idea intrigued Churchill for he was born for
espionage. Later, however, he told me that they had
been unable {o find a real case that would fit. It might
tauke some time; we must make no error that would lead
the Japanesc to believe that they were being duped.

General Churchill, in my opinion, was the greatest
executive produced by the General Staff during the war.
He knew what he wanted; but when he told his sub-
ordinates to do 2 job he was reudy at all times to lend
them any aid at his command.

The reader must not gel the impression that I had
given up all hope of deciphering the Japanese codes
without aid. T had not. Nor were any of my plans ful-
filled, for as we shall soon see I had no need of them.
But I was preparing myself for failure. I might need
assistance.

By now I had worked so long with these code tele-
grans that every telegrum, every line, vven every code
word wus indelibly printed in my brain. I could lie
awake in bed und in the darkness make my investiga-
tions—trial and error, trial and errur, over and over
again,
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""" tremibling fingers I spun the dial and opened the safe.” I
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. JAPANESE SECRET CODES

anﬂyommghtlwakenedatmdmght,forlhd
_rehredenrly.andmtofﬂnduknmcnmethemehm
thnt;eertunmoftwo—lettereodewordsablolutdy
-_MequnlAwaldo (Irelsnd). Then other words
dlneedbefmmmnpulm dokunm(mde-ﬁ
. pendence), Doitss (Germany), owari (stop). ‘At last

:

e« T'L‘t-‘l Pl
il G I E

"'._'th.gutd.mmy! My heart stood stll, and I-dared § { 5% §

not move.. 'Was I dreaming? Was I.awake! Was I 4} I
Té'

i . Iosing my mind? A sclution? Atlnb—mddterdl

these months! SR .S' i
D ¥ mtofbedandmmy-eagane-,forlhew” 3B
I was/awake now, I almost fell dovn the stairs. W'nhi\tib%
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JAPANESLC SECRET CODES

an

Kven thiz smuldl chare convinees me that L am on the
right track, For an hour I fitled in these and other
identifieations until they had all been proved to my satis-
faction.

Of course, I have identified unly part of the kana—
that is, the alphabet. Most of the code is devoted to
compleie words, but these too will be easy enough once
ull the Zana ure properly filled in.

The impossible had been accomplished! I felt a ter-
rible mental let-down. I was very tived.

I finally placed my papers in the safe, Incked it and
leaned back in my chair, checking up my blunders, and
at the sume time wondering what this would mean to the
United States Government, TWhat scerels did these
messages hold? Churchill would want to know of my
accomplishment. Should I telcphone him at this hour?
No, I would waijt and diclale a lelter.

I was unbelicvably tired, and wearily climbed the
stairs. My wife wus awake,

“What’s the matter?” she asked,

*“1've done it,” I replied.

“I koew you would.”

“Yes, I suppose so.”

“You look dead.”

“Iam. Getonyourzags. Let’s go get drunk, We
haven't been out of this prison in months.”
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f_;; { N A MissioNary CRYPTOURAPHER thrqughc
¢ é' S T'yr next morning, or rather the same, I dictated 2 | awaiting
] .I' ; long letter to Churchill, outlining in detail what the %ﬁ' guessed ¢
i L ' ; reader already knows. I did this for two reasons. Gen- *?;5.:# ' When
-'; ‘ eral Churchill was always interested in the details of e hm“pleam
$iil T my bureau, and besides I had no small measure of pride '!;Fﬁﬁ “Hm’v
L R in having solved the Japanese codes and wished a record  *&8% We're
;j o in the War Department files. Churchill had becn espe- %I;%;: “The cod:
i iN - cially anxious to have a few Japanese telegrams in his ‘.!.f;;'i;"’f “I may
:g;- L, possession when we went to Congress for the Military &'ﬁ;g'-% ing that i
' %i : ;-'.l ' Intelligence appropriation. "These T promised him in v'ﬂg & Japanes
G ample time. ¥ vassed the
o i;!ii‘ 2 I shouldn’t wonder but that this letter sounded a bit .;, ¢ find one sc
:F fg‘ '_-; | youthful. Xven yet, the memory of those exciting days ;f.;;: lators are.
L thrills me. e rs ever devel
3 ;l"g . When General Churchill received my letter he did A% easier for
B, | ) not wait to write, but telephoned his congratulations, and % a3 a Japanese
"E . told me that those in authority would hear of the new S give some «
LT success of my burcau. Judging by the tenor of his T'll give hir
;; - voice and words, he was more excited than we were. the languag
,}{ 1 ' After dictating the letter T instructed ray secretary purpose. 2
E,.- ! to tell my cleverest eryptographer, Charles Mundy (I longer have
. ,,i:__,! ( shall call him this for want of a better name, for he now port tomeb
P f i-'f : ! holds a position that might be jeopardized were his past ress.”
si i history known) that I wanted to see him. T could se
é‘,"' . ¢t = wis 7 i'_':':/'..-'.--_-..f iy
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A MISHIONARY CRYPTOGRATHT.R a3

When he came in I knew by the expression of his
small eyes that looked at me through thick lcnses that

he already knew of the breaking of the Japanese dip- * —

Jomatic codes. In fact I had sensed an air of excitement
throughout the office. Every one had anxiously been
awaiting the breaking of this code and no doubt had
guessed of my success by my manner.

When I showed him a part of my analysis, he smiled
his pleasure,

“HMow are ithe Russian codes progressing?” I asked.

“We're still working on the manuseript,” he said.
“The code doesn't look very ditficull.”

“I may be wrong,” I told him. “But I have the feel-
ing that these Japanese codes will make history. I need
8 Jupanese scholar to read them. T have already can-
vassed the United States for one without success, I'll
find one somehow or other. But you know how trans-
lators are. It’s one chance in a thousand that he will
ever develop cipher brains. In my opinion it may be
casier for o eryptographer to learn Jupanese than for
& Japanese student to learn cryptography. I'm going to
give some one here an opportunity to study Japunese.
I'll give him a year, or two yeurs if necessary, to lenrn,
the language. I'l get a fund from VWashington for this
purpose. Now the person I select for this job need na
longer have any strings attached to him. He nced re~
port to me but once a month to convince e of bis prog-
ress.”

I could see his little eyes burn with desire. I have
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Lo uTh TITE AMERICAN BLACK CHAMBER G

All this looked vather hopeless, butb I kept at 1t and )
! finully discovered a retired missionary of some sixty %<

i El. i ‘] years of age who I was told was one of America’s hest hg
, : 5 5, .-,;g,e/ Japanese schalars. X paid his expenses to New York and {":'
i :1 '« f: Y after sizing the manTp put all my cards on the table and :#_;
. {f":gl” iried 1o intrigue his mind with the mystery of codes ;“é‘;
B %{E“ and ciphers. : proA
;i E;” ! : 1 ITe demurred at first and X thought he was afraid tor_-"'ﬁ“:‘:;-.
’:i PRl attuch himself to an under-cover organization that was -_{i’;,:r-l
i * i "*' ! prying into the affairs of foreign governments. But I ._‘:E?;
<Rl ’..@t:.. suddenly learned that he was just a good horse-trader _,“;{;f
, i !{ b and was holding out for more money than I had at first fr“
k! 5; £ .F: . . offered. We finully came to an agreement, and he "...,.
2 E; i immediately moved his family to New York. gtk
p "L f“' A, I now regrouped my cryptographers, and selected the _‘.' J#":
" 1';1 '_""' most rapid and accurate clerks (accuracy on the part of Jq,':""
) ;g i:i ,‘: o clerks will often save months of futile investigations in ;:l*__:: ]
i “".:. : l: the decipherment of a code) for the Yapanese Depart- ,,,
t i S | ment. ‘:“3_,
Hi E ' I selected the largest room available, placed our long A
:: I i ;' ' whiskered missionary and thick-spectacled cryptog- ) _"
e t‘ A rapher at adjacent desks, and changed the locks and 3 i<
By e ” kev LA
i €ys. %,
f' %I!_ : i The Black Chamber, housing as it did so many per- ' "-‘ ]
" i 5" sons of queer sorts, seemed almost like 2 menagerie, but P-,:,
E‘x 11:151 l‘?, I never failed to langh lo myself every time I went into -:.:ji'
7. 'J'i{. L! ‘ K g the Japanese Department and saw this benevolent-faced, "-!:
2! ! ﬁ fy ; t whiskercd, old missionary as he puzzied over Japanese :'::*‘
'i {“; f words, kana and code groups. Ile was instantly the .;.'. i}
R l ! Sy




. and
sixty
s best
zand
= nnd
codes

ud 1o
't was
But I
trader
1t first
nd he

¢ the
art of
ops in
hepart”

r long
vptog-
s and

i per-
., but
nt intn
-reed,
nnese
il the

--.-.h

- -\_LIH_;

._ Fou iy

. .._.A-,uwn.nl'l-.‘
—are o em

"'l L Bl l‘.?.p‘" --"' (5 ";-‘

. _-l.a-."!i

' I-I ‘1“?’ - 1“‘11-.;- ql- H
- "- _.."..r'_.‘.F— ] -
R

-..p -

A MISSTONARY CRYPTOGRAPHER ar

favorite of the whule oflice. 1Ie was so gentle and so
very frightened at the mystery and secrecy. I had never
expected to live to see a missionary engnged in espionage.
I don't think he ever quite realized what Le was doing.

1lowever he was a good translator and in February,
1920. Y sent to Washington the first translations of
Japanese decipherments. YWhen General Churechill re-
ceived these messages he took them at once to the Chief
of Staff and to oflicials of the State Department, and
told me personally that he considered their decipherment
the most remarkable accomplishment in the history of
code and cipher wark in the United States. He told me

to extend to my assistants his personal regurds and-

official eongratulations,

PR PAFIL ™

";ir"““-‘a"é_érﬂﬁgﬁ. i,&

"I-‘.--
-

-l-l

X do not make these statements to magnify the accom- 7 p:- |

plishments of the American Black Chamber. Ilistory &
alone will decide those things. I cite them as a tribute to
the finc general officer under whom we served. ITe knew
and understood that men and women to succeed at ceyp-
tography must be inspired both hy a passion for the
science and by sympathetic lendership. Certainly, no
hum:n being would burn up his heart and brain without
the Iatter.

On June 12, 1020, our missionary made the following
translation of 2 Japanese code message from the Jupan-
ese IForeiga Oflice in L'okio to the Jupanese Ambassa-
dors to Washington and Loandon, The italics are mine.

A cubinet council has decided on a partial
evacuation of the Japanese army from districts
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A MISSIONARY (RYPTOGRAPHHER 270

did not disbueb the steady How o Jupanese transtulions,
for in six months Mundy had accomplished the unheard-

of thing of mastering the reading of the Japanese lan-
guage. Ile had done well in six months what it takes
army officers in Japan three years to do poorly. IKe had
the greatest capu-city for languages of any one I have
‘ever known. Even back in 1917 when he came to MI-8,
he had this facility, but eryptography had sharpened
his intelleet.  IXe had no originality of mind as a cryp-
tographer, however, and needed assistance when a new
cipher problem confronted him; but as a sponge for
absorbing languages he had no equal.
The code I had broken, I designated Ja for reference
o purpuses—the J standing for Japanese, the a an arbi-
‘0 ) trary designation. The next code we solved would be
termed .JD, the next Je, ete,
"_‘E Now the Japanese had no intention of permitting us
{;p : to rest on our laurels, fur from 1919 until the spring of Ceybe
to 1920 they introduced cleven different codes. e el
We learned that they had employed a Polish cipher """“""3"'%'
foreign expert to revise their code and cipher systems. * It took
produce e all our skill to break the new codes that this man pro-
ntle soul duced, but by now we had developed a technique for the
zemed to solution of Japanese codes that could read anything.
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u ot last - Theoretically the Japanese codes were now more scien-
Just six - tifically constructed ; practically they were easier to solve
: than the first code, although some of them contuined as
rendliness many as twenty-five thousand Lana, syllables and words.
s1gnation The Polish cryptographer seemed to specialize on

. p ¥ R e s I S U ST

L R R T
b ~:-§*". P e N A ":"“
S -:.q"f}-_}s-t;f.:_*.?"".c_:{ Y -‘.""*»,..;.-q.'-"i-‘.g- }‘J.‘:_:_‘:.f‘ﬁ ;:':-'.. ;

St PR

=

s fb-l- ] g?-
b '%“*"*:iq;‘i‘;?{fi’

v,
S B )

Ry
il ey



280  THE AMERICAN BLACK CHAMBER A?

army codes, for the Japanese Military Attaché’s codes new typeof
suddenly became more difficult than those of any other g of trouble.

branch of the Japanese Government. This new sys- 3 pended on th

tem was elaborate and required ten different codes. [ Ing telegrair

o coret The Japanese would first encode a few words of their : pect. either :

message in one code, then by the use of an “indicator” P This made t

jump to another code and encode a few words, then to -. code compa:

still another code, until all ten had been used in the . JuN But they

encoding of a single message. . several week

Messages encoded in this manner produced a most : us to develo:

puzzling problem, but after several months of careful 3% I am surc
_ana.lysis, I discovered the fact that the messages were g describing.

encoded in ten different systems. Having made this - for encodin:

discovery, I quickfy identified all the “indicators.” From or four part

this point on it was not difficult to arrive at a solution. . ;38 Were now gi

The Japanese Government must have received in- =~ 38 only two sec

. formation of our successes, because they not only em- ' were three ¢

ployed a Polish cryptographer to revise their codes, but four, W, X,

also began a series of well-planned and secret inquiries Then the

at the Cable Companies as to whether it was possible & - the last secti

for the United States to obtain copies of their code i became Z Y

telegrams after they had been filed for dispatch., i became Z, 1

Information of this type always reached me, for as - this orderhe

Chief of the Black Chamber, I was not only executive - 8% sent it to the

and cryptographer, but was obliged to maintain my own =~ A This arra

espionage system as well. L ing! And i

Early in 1921 there were rumblmgs of an Armament nerable poi:

Conference for the limitation or reduction of arms. -No - However

doubt anticipating this, the J apanese again launched a A the discove:
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- structed new codes, but had adopted a new pﬁnciple in
their construction.. We all dropped everybhmg we were'

doing and. concentrated on its solution. -

Our difficulty in breakmg this code was due to 1ts"

scientific construction. _Although the code messages

* were on their face the same as others (they were all in
" groups of ten letters) we could not discover the real -
" length of the code words. Heretofore the code words
~ had been of two-letter and four-letter length. We

divided the ten-letter groups of these messages in all

~ their various combinations without success. _
| Finally we discovered that three-letter code words
‘were interspersed throughout the messages. ‘The code.

words in all other codes had been divisible by two. This

new element.-bf three so confused us that we could nol: '
-even set about solving the code. . .
However, once we had dlscovered the three-letter ele-
ments, we quickly solved the messages, and within forty
days after their receipt were reading current telegrams
almost as rapidly as the Japanese themselves. ‘Momen--
tarily, at least, all those in the Black Chamber gave a

sigh of relief.  This new code we designated as Jp, the

- sixteenth code we had broken since my original solution.

It is of interest to note that Japan and the Soviet

'Union are the only nations which attempt to take ad-
' vantage of the construction of code words of uneven .
lengths. Itisa powerful weapon with which to confuse
_the cryptographer, and I have repeatedly urged this

upon our own government, with not a great dea.l of sue- -
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"that it would be 4 good plan to move at fre- -
' quent intervals so that people in the nexghbor- o
. hood would not get wise to our activities. I ex-

' plmnedtoh:mthatlfeltsurethatnoonemour
neighborhood suspected thie nature of our work,
especially in view of the fact that there are .
-almost 2 half-dozen other offices in the same .
block in private. homes conducted in the same -
manner as this office. - .

Heaskedwhetherlwouldexpenmneany".

. dxﬁculty in cashing ehecks during. your ab-.

ﬁce Itoldhlmtherewouldbenotroublzat

InJlme, 1022, IreturnedtromAnmsmexeellmt

bealth, but foundmymostvdmblemtmtmafnght- .-‘-'-
ful condition. ;JHehad been working sixteen hours a day "
*’foraolongthatheﬁdkedw.mtham
-light in his eyes. Ihptclosewatchoverhmfmaweek ’,_1

: .mmore,forcryptographystuhmtothebloodatream
S anddoesmnousthmgstopeople. - 9
" “Tmyself hsd already had trouble iix this réspeet. Then - 4

. there were the cases of two girls who were near a nervous

 breakdown snd asked that I let them resign. One 38
dreamedeonstantlythatabulldogmloosemherroom. '
For hours she chased it under and over the bed,. behind g

thechmr under the dresser, and firially when she caught Sl
' it, she found written on its side the word code. The other - 3l

-gxrldreamedeachmghtofwallnngalongalonelybeach

weighed down by an enormous sackful of pebbles. She "N

-

,.
L e ke

. struggled along for miles with this heavy burden on her <98

| back,seucmgforpebble.tb.tmwhedtho-emmﬁ
dm-c-w. Lo abiedd ”‘{%3 ted E

.,.u'r-- p
_-é’av*'-s rﬁ!«»—-r’,"ﬁm 3 7 —&7{/{‘44#/‘- #- bf

. finally foun

bag. - ‘Whe

" could take

the sea. 1

" burden that

It was i

- and told mr
' lnmtogou
" codesand ci
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bui. When she found nne that exactly mached she
could 1ake the duphcate from the bag and cast it into
the sca. This was her only method of lightening the
burden that weighed so heavily upon her shoulders.

It was therefore with some concern that I observed
my assistant, Tinally he came to me of his own accord
and told me he was becoming afraid of himself. I told
him to go away for a couple of months and try to forget
codes and ciphers. Upon his return he said that he wished
to give up cryptography and try something else. We
finally found a good position for him in another field.
I suspect that he does not now regret his step.

Not long after I returned from Arizonz I was
ordered to Washington for a conference with Colonel
Ieintzelman. He had just been promoted to a
Brigadier-General and would shortly be relieved, be-
cause the Director of Military Intelligence is not a gen-
cral officer. YWhen a Director is promoted to a General
be is relicved by a Colonel. Colonel Nolan had been re-
lieved because he too had heen promoted to a Brigadier-
General.

“Yardley,” General Heintzelman began, “I have
talkerd abnut you to the Chief of Staff, General Pershing,
and the Secretary of War. You are to receive the Dis-
tinguished Service Medal,”

I could only connect this in my own mind with the
part plaved by the Black Chamber during the Arma-
ment Conference, 1t was a surprise to me, for no matter
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what may be said about my orgaziiration, it can never be ; 1

again, “we find it difficult to draft a citation that wﬂlg’
descrlbe your distinguished semces, a.nd at the same ;

N

i
eI
i %' E.Lf: N ber had a great deal to do with the promotlons of both=

R ,; B Nolan &nd Heintzelman to general officers, for. lt waq §
,a 2.7 well known that the Chief of Staff and the Secretary. ot‘
E;,' : i - War were vitally intérested in the translations from tlhe .

- l Lo Black Chamber, and both officers were in -a meqs_ureﬁ: 1:'!&‘
TN responsible for our successes. .~ ‘ -_"‘;
3‘ ‘?'&;ti T ~“In awarding you the-D. S. M.,_ the General be“an'
NIRRT

f e course all citations are published. Have you any sug—
v Tl gestions?” - L o st
' “I naturally have never given the matter any thought.” - 'J
e “Well, we'll draft something, so-that your successes* 31"‘ ‘
1y b . will not be revealed. The only regret is that the real‘ .J}‘ L of
i l o reason for conferring the D. S. M. can not be given.”

T - We were of course well aware that if our actmhes I 'ﬁ"

. - . - . L
b were discovered there would be na protest from forexgn - ;”i;-'“
R governments, for 'we knew that all the Great Powers ?‘“' “'"6

maintained Cipher Bureaus for the solution of d:plo-,,t m:q-
matic telegrams. This was a sort of gentlernen’s agrees ..L,., g
ment. Just as in warfare armies do not attempt to bomb qH :
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I RECEIVE DISTINGUISHED SERVICE MEDAL 32

wch other’s headquarters. so also in diplomacy states-
men do not protest against the solution of each other’s
messages. Eowercr, if for_e_i_gy__governments learned _
that we were successful they would irnmediately change
their codes, and we would be obliged after years of
struggle to begin all over again. For this reason the
War Department would need to draft the wording of
my citation in a manner that would not lead foreign
governments to suspect the skill of the Black Chamber.
After discussing with him some of the new problems
of my office, I returned to New York, an1 within a few
weeks was again ordered to Washington.

X was to appear before Secretary of War Weeks
began at two r.n1. to receive the D. S. M. On the way to his
at will office I asked General Heintzelman if Secretary Weeks

e same .. ', really knew why I was being awarded the D. S. M. He
i for of assured me that the Secretary was one of the most arlent
F_v sug-- supporters of the Black Chamber. )
) . X felt rather silly standing before the Secretary of
hught.” | - War, as he read my citation that seemed to have very
;_ccessg'i little to do with the breaking of codes of foreign govern-
the real ™ ments, but I was relieved when he pinned the medal on
en.” my lapel, for with a twinkle in his eye he winked at me.
:tivil:ies . t*  The wink pleased me immensely.
EOF&ign : The vague phraseology of my citation and the note
Powers - from my secretary to me while I was in Arizona gave
: diplo- - some idea of the fear on the part of Washington that our
activities would be discovered. Ve were not only asked
to move our office from time to time, but many other so-
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329 THE AMERICAN BLACK CHAMBER o IRECEIV

called precautions were taken to keep our identity secret' ;R messages.
'“". e ,_,g,-,.,,, " Ab Chief of MI-8 my name was known in every cor- "+ lelegrams ar
/ner qf_t_}x_e earth, for I had to sign all letters dealing mth ) an incontest
codes and ciphers. Aside from this I was well known to". ‘ had decipher
English, French and Italian cryptographers during the ..‘ --f' diplomatic a
war, as the Chief of MI-8, I1f a foreign government‘, P came around
wished to find out whether the United States still main- /P was told tha
tained a Cipher Bureau, the first thing their secret agents’ ;'m:;'r --- Bureau, and
would do would be to locate me, and of course my nddress et The situatio
was on file with the Adjutant-General of the Army. _. "5 officer knew t
It was really useless to attempt to hide my where-! was nothing h
'abouts, but as the attempt seemed to please Washmgton, g It certain}
"I made no protests. My name was not permitted i in the 404 experts give
telephone book, mail addressed to me was throu;,h a '_ How did the
cover—add.ress, cte. e . ': iy 2 Navy Cryp
; up their office

.
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away from congress:onal investigations, Durmg the ‘,' :f-i cause of their §
investigation of Secretary of Interior Fall, my corre- ;'*_-;__ This morni
spondent in Washington telephoned me for God’s sake ™3+ 1981, I waus inf
to lie low for if I was called upon to decipber the Fall ;- -3 ington that the
messages we would be ruined. - .'::v_.._& had one thousa
During the Senate’s investigations of the authen-" ;’"" turned over to
ticity of the Mexican cipher telegrams published in -3 P :‘ they couldn’t
the Hearst papers that produced such a scandal, I was _ .".‘l, very enlighten;
in Washington and had a good laugh with one of my ¥ the Black Ch:
: minor correspondents. Why, I do not know, unless ;.- eryptographers
the Navy still advertised itself as it did during the war, e teen closed hy
but in any case the Senatc appealed to the Navy for its ":“ In spite of .

opinion as to the genuineness of these Mexican cipher. TRN regarding our a
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L

messages. YWe in New York bad already analyzed the
telegrams and could, at & moment’s notice, have given
an incontestable opinion as to their authenticity, for we
had deciphered thousands of Mexican code and cipher
diplomatic and consular messages. The Navy, however,
came around to my correspondent for his opinion, but
was told that the War Department had no Cipher
Bureau, and did not know a thing about the subject!
The situation was especially ludicrous, for the Naval
officer knew that my correspondent was lying, but there
was nothing he could do about it.

It certainly amused us both to see so-called Naval ¥ Zpue w.u.
experts give their opinion about the ITearst documents. -revass Heiuge
How did they become expert? The last I had seen of =, ‘f-'L
& Navy Cryptographic Buresu was when they closed 4 ..,
up their office and placed a ligison officer in MI-8 be-
cause of their failure to decipher a single message.

This morning, and I am now writing of February,

1981, I was informed by a friend just back from YWash-
ington that the committee investigating Soviel activitics
had one thousand Soviet code messages which had been
turned over to “Government experts” to decipher, but ’,"
they couldn’t be solved by these experts. This was !
very enlightening, for it had been my impression that!
the Black Chamber had a monopoly on experienced
gy_ztgn_rn_p_hers, and the Black Chamber had long ago !
been closed by the government.

In spite of all the precautions to maintain secrecy
regarding our activities, we were once nearly given away

[
) A " a e

— -
= —m - -

——

hong




' 826 - THE AMERICAN BLACK CHAMBER °

through our kindness in giving a helping hand to Bruce
~ Bielaski while he was conducting under-cover mvestxga— :
[tions of rum-runners off the Atlantic coast. - - .-
& He was intercepting by wireless a great number of
|
i
|

;cipher messages to “mother” shxps along the coast, which
.lay beyond the twelve-mile limit, waiting for oppor-’
itune moments to discharge their cargoes of fine wines:
andhquorsi:ommrunners. Bielaski, with whom I was
ploaely associated during the war when I was Chief ¢
MI-8 and he Chief of Investigations of the Departmer
“of Justice, knew of my present activities and asked if’
I minded if one of my assistants deciphered these mes
,sages I said np, so long as it did not interfere wi
. our work. - He gave my cryptographer two hundred
l‘ dollars per month for this, and often when the Iatte

needed help I assisted in the declpherment of these boot-
/ leg cipher messages. .
Finally Bielaski decided he eould win a case for con-:

\ | spiracy by presenting as evidence several messages we'
had deciphered that showed conclusively the nature of;
the activity of a mother ship off the coast of Atlantic-
| City. Hesentb:scoastguardwttohaulmthev

. \wlnch,aslremember euntamedaboutshalf-million
3dollarcal‘3‘0- R

- He was allready for thetnal, and called meup
-tell me that he would need expert testimony on the d

. 'cipherment of the messages. I nearly dropped dead:
~ 'when he made this request, and told him emphatically:
’-thatIcouldpermxtnooneconnectedthhmyoﬁee;
- Rl e i o B Bk
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to mve such testimony. To do so would disclose our
secret activities, “The newspapers would be full of the
activitics of the Black Chamber. Foreign governments
would change all their codes and years of labor would be
erased. Needless to say, this ended our connection with
bootleg cipher messages.

Despite all our precautions, however, some one, or

some government suddenly became interested in our '

secrct activities and went shout learning what they
could in the manner I knew they would follow, for I
had not been connected with espionage all these years
for nothing.

For several weeks now I had known I was under ob-
servation. Whenever I ventured on the street, which
was no more than once or twice a day, I sensed this
shudow behind me. But to make certain I employed a
private investigator. After this when I appeared my
unwelcome friend sprang from nowhere and strolled
along well behind me, and behind him too ambled my in-
vestigator. We were of course now certain that I wus
being watched. For what purpose! My man en-
deavored to discover this by following my shadow after
I returned to the office, but he was too clever. e also
sensed that he was covered and at the proper moment
eluded pursuit.

Nearly every day late in the afternoon I dropped in
st o speakeusy in the West Forties for a cocktail or
two before dinner. As the bar was always jammed,
more often than not one engaged a stranger in conversa-

- ’Wj' RS Fodir s Tienf all Tl T, _..r...;_....u‘-

L 3 -
ot .u.-h.f :"'.-t-? B e, J,r---_q-M . L9 .m...?’
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cab. From the mail-box in the vestibule I learned the
location of her apartment and helped her as best I
could up the first flight of stairs. I fumbled for her
key, and in another moment we were in a-beautifully
furnished two-room apartment. Once inside she lay
'downontheeouchmdmstlntlyfellmtoadeephbored
_sleep. T e T
: Iq\ncklyaenchedtheaparhnentmddmveredwhnt
Iwas]oohngformtbehmdkerchefdrawaofher
dressing-table. It was a typewritten note that must
.'bnvebemdethredbymemgerthedaybefore. It
reads .

I S
A A S A

Ha.vetnedtoreach a.lldnybytelephme,
See mutual friend at ﬂrst opportunity. o
portantyougetuamformahonatome T

el

Ibentovertoseexfshewasshllasleep, tlytook
oﬂhzrsllPPel‘Sscoveredhermthabhnketmdqmeﬂy
. letmyselfout. .= . . . -
Thenextdaysheduappearedandleftnotmeeof
her wheréabouts. Who employed her, just what infor-
mhonheremployerswmtedlhavemwayofknow—
- ing. However, whatever they wanted they mnst have
wa.nted badly, for the next night -the ‘office door was-
-foreed,cabmeunﬂed andpspersmtteredallover
the place, Itook:tforgrmtedthattheyhadpboto—

grapbed the nnportant documents which they required.

& | %awmlmw ‘

E..:un-ﬁ. \ y < SOW/R
J—'Zu?.w— cﬁ-""r




-"_thousand cryptogra.ms from 1917 ‘to 1929, and at one
time or another, we broke the codes of Argentine,’
Brazil, Chile, Chins, Costa' Rics] Cube, England,
France Germany, Japan, Liberia, Mexico, Nlca.ragua, _
Panama, Peru, Russis, Sa.n Salvador, Santo Dommgo &
. Somt Unior'and Spa.m. o _
' We also made prelnmm.ry amlyses of the eodes of:
_many other governments. . This we did because we
" never kiew at what moment a crisis weuld arise which

would ‘Tequire quick solution of a particular govem
- ment’s diplomatic ‘telegrams.”” Our personnel was
B Limited and we conld not hope to read the telegrams of

" all nations, But we drew up plans for an offensive, in
the form of code annlyses, even though we antmpated
no crisis. - We never knew at what moment to expectr
o 3 telephone call or an urgent lettér dema.ndmg a prompt
. solution of messages which we had never dreamed would

_.-’_'mterest the Department of State.. B

5 gra.ms of the Vatlcan. But our a.nalys:s of tbe Vatica.n
_Ieode nearly got me mto trouble and was aba.ndoned
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A new Director—I shall not give his .-name—had
'beenappomted.andlwasorderedtoWashmgtonto.
outline the history of the activities-and accomplishments
-oftheBlackChamber andtogwehmmyphnsfor .

. Theneanector,huexecuhveoﬂoerandeere"
: lunchmgattheArmymdNavyClub whentheDI--
“Yardley, whateodedoyouplantololvenextf" -

“T don’t know, but the Vatican code telegrams rather -
‘intrigue me. Ourprehmmaryanalymshowsthtthey
can beread. . .J* . -

Imheedmth;mazementthattheDlreeborsfaee
wenl:vel_'ywhlte. “At the same moment the executive -
‘officer gave me a vicious' kick under the table. It
scarcely needed the injury to my shins to make me
_realmthattheDlrectorwasaCathohc,butltgaveme
'_mopporhzmtytocovaupmyeonfunon.. - -

* My voice 'was a bit tremulous, but I began again: - .

Ourprehmmaryamlymshnwsthattheyanbe' L

read.butlpersonallyfeelthatlt is ungthical forus to . . ...
-_'mqunemtotheVatxunsecrets. Ihopeyoucnnetm'-
_mthmynew '
' Thewordunethcalsoundedabxtstrmgemmu-
sociation with the activities of the Black Chamber; but . °
in this case it was effective, forthebloodslowlyre— '
" turned to the Director’s face. ' '
- “You are quite right, Yardley,” helud.' “Iwouldn
bothermththeVatwaneodetelegruns. ‘I'm glad to.
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: = The ty;
b ] we can not exceed in the espionage necessary for the - Mexican ¢
_ 3""5:' E successful operation of your bureau,” A fort ciphe
W Though the Black Chamber made preliminary analy- ~* 56 known as.
“y ! ses of muny codes that it was never called on to solve, :-"@#: 4 T'ableau o
i Py . it was on the other hand required to solve all the codes 4’:-:"'“;7; _It is abs
'i . l , ¢ [ of certain countries even though they gave our govern-" 3% tare expr
Lo . ment no information of any value, since at the moment™ a4 of their ak
s there were no important questions being discussed. This % kn ing the k
l') . was done of course with only a few governments, and &J;i”‘: mounteban
:i . ' was necessary, for only by continuity is it possible to “E’» boasted of
B keep up with the changes that the codes of all goverg- ke ] they had n
Ao ments gradually undergo. In fact the success of a Ci-* %" The full
i } pher Bureau in breaking new codes is often dependent L%\éf decipherme
o) on continuity. If we read a particular government's ";""‘IE?J ?"'0“1‘1 be o
i messages over a period of years, when the code is sud- 1% -. Ing mentic
gy ’ denly changed, it is less difficult to break the new one, . bj:f; dicate brie
' because, having observed this government make slight .- problem,
o improvements from year to ycar, we are familiar with i T The Me
S ' the line of reasoning of the expert who is compiling the "~ *{ ° of the Bea
it ‘ codes. Each government has pet theories about codes "1™ tion is the
- ! and ciphers, and as long as the same man compiles them, _'}‘ 3 are based.
PR we assume, when confronted with a new code or cipkher, 7";_ . crnment is
c that we are dealing with his particular type. s ::-‘5,-5‘ alphabet.
N Let us take the Mexican Government as an example. ' 7 - ten after t
| ?ti: . In 1917 they enciphered their messages in simple substi- - '::,, or disarra
1 tution ciphers, of the Gold Bug type. Shortly after- -~ i*?
7] ward their cryptographer evidently thought these un- ~ J.f" This ci
j -1:! : safe, for he adopted multiple substitution cipbers. o tangle of 2
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= Depart- it code words and the plain text words for which they
apwould  7E stood was thoroughly mised. In Chapter VIIY
er inter- ; there is quoted a puge from a German trench code that
text mes-~ shows how a thoroughly disarranged code is con-
nsidering. structed. The illustration facing page 313 also shows
3. Had s thoroughly mixed code in use by the British JForeign
: messages Office during the Washington Armament Conference.
-2 Depart- The latter is what we call a “skeleton code.” At this
: Fmbassy stage about thirty-five hundred words had been identi-
' fied, The British Government seemed to prefer small
codes of only ten thousand words and phrases.

‘We have now watched the slow development of Mexi-
can means for the eacipberment of their diplomatic
messages. They had started with simple single substi-
tution ciphers and had gradually reached the stage of
the disarranged code. It was by continuity that we
t we finally : were able to solve them so readily. Oyer a_period of
solve mes- T yesrs we learned not only their pet theories on_so-

ggl]g_@iriﬂggjpllerablm;n—cl—aghers, which assisted
an Govern-~ i us im.meusq_r:::z_bly, but also became familiar with their

srapher for A sfé_él}_}?ﬁigsi@iﬂ_ phraseology. No eryplographer
re not very . "__ can i;c;i‘)e for rapid solutions uniess he has this back-
d alphabet- 3 ground to assist bim. Aside from this, if no attempt is
ne of attack  ~l. made to decipher messages during quict periods when
be decipher- %7 there seems to be no likelihood of important issues aris-
rhe German in-4, the true aims and intentions of a government can
fexico City. ™ not possibly be ascertained. One never knows at what
nent in thetr 7 moment another government will start a movement

uénce of the S prejudicial to our interests.
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the analysis of the solution of this message, but he was
now frowning at me again. : 3
“Now, Yardley, I have a most unusual story to tell ':’;‘_‘

you. Yesterday morning, a few moments after this.
message arrived, the Secretary took it over to show it'”:

Sn

Pl
A

LY

to the President. The President glanced at your deci-"- el
pherment, then, handing it back to the Secretary, said, E:;L‘ ;:i.
“Yes, the Attorney-General showed that to me a few ‘1’.-;‘,:1
moments ago. He just left.’” ‘ ‘h'-i.gi: ’:

Lty
pad
e '-:.-‘-'

He paused and eyed me furtively. He waited for

some comment. I made none, for I knew now what '

¢ ARy

was coming. I . !d%.‘; ‘:E.

At last he said very slowly and deliberately: .ot :.;?’3‘ 3

“Now, tell me if you can, how did the Attorney- kff%j
General get a copy of this message?” MHe said this as_ ”;:f::i
if he were exploding a bomb. . :‘-‘ﬁ:‘: <
Some one, perhaps the Secretary, had tramped on his 3 ..;
toes, for he was very angry by now. : ;‘,r-";f‘;
“That’s easily explained,” I answered, “though you ™

may not yourself appreciate the explanation. You' Py
see, during the war the department that I organized was R
the central Code and Cipher and Secret-Ink Bureau ;"3
for the War, Navy, State and Justice Departments.‘: S
At that time the Department of Justice had on their., 1 ;"

}.-;,:.

Department of Justice contributed his services when %+
we asked for him. Ile becume expert. So after the’ X
war, when we moved to New York and organized as a -~
civiliin bureau on secrel pay-roll, though we severed 7;

THE

relations ¥
us. Butl}
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L  make, no matter how slight.”

 be either Peruvian or Chilean. - I had been surprised

352 THE AMERICAN BLACK CHAMBER

"entire message before me, I could see at a glance many_
. other repetitions of several ﬁve-ﬁgure code words. The'
- fourth group NCOTRAL was. probably cipher and _
spelledaplaeeoranamenotmthe code book. '
.+ - T immediately put through a call to Washmgton'
o “Just got your note. The message is in code a.nd I

' suppose we can read it, but why all the mystery?”
. “I don’t know a thing, Yardley.”. . "

“Well, you know where you got it, don’t you? You
'canngeusaclueastothelanguageltlsm. o
. “I haven’t the least 1dea of the language.  S.D. gave:

N but told me to i lmpress on you the unportance of a qui
. solution. Be sure to let me know what progrees you.

- “All nght," I answered an& hung up :
By S. D. he meant the State Department. Thls was
just another one of those problems of opening a safe_"
y without the eombmatlon. If the Department of Sta
‘was interested it must be a diplomatic message. The onl:
'_nnportant controversy at the time was the Tacna
Arica case in which the United States was acting as um-"
| pire. This disputed territory had nearly led to war
“{ -between Chile and Peru, and the United States was at*

_ 'tempung to get them to settle their dispute without re-:
sorting to arms. The message, then, 5o I reasoned, must

| 'thatthe StateDepartmenthadnot askedustofurmsh_

a Woiil

controversy
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controversy, but I was long past attempting to antici-
pate the Department’s vagaries.

'We maintained a elipping bureau of our own, and in-
dexed all articles in the New ¥ ork Times and a few other
papers regarding any international controversy, so
that we could review what had been mentioned in the-

. newspapers without any research. A perusal of the
clippings regarding this controversy showed that one of
the questions was the disposition of the City of Arica.
We reasoned therefore that the phrase ciudad de Arica
should occur at least once.

As we had deciphered the Chilean and Peruvian codes
during the war and were familiar with their construc-
tion, we assumed that this message was encoded in an
slphabetical system; that is, one in which the words
retain their alphabetical sequence and the code words
their numerical order. The codes we had solved during
the war were, however, five-letter code words instead of
five figures. . :

Our analysis told us that the code word occurring most
frequently was 36166, which we assumed as de and in-
serted this meaning throughout the message. As ciudad
de Arica should occur, we began to look for a word that
followed de that would fit for Arica—the code word for
Arica should begin with 00 . . . since Arica would occur
early in the code book itself. After several hours’ search
we gave up 36166 as meaning de and filled it in 23 en.

As en brought no results, we temporarily abandoned
the solution of 86166.
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We now selected 27339, another high-frequency *',.-;’:‘5‘
group, to mean de¢, and again began our search for %3
ciudad de Arica, which we finally tentatively identified. 3}
In this manner after the first day we filled in only '{'f;,
such words as de, en, el que, ¥, a, etc., and were rather "':;5.%

doubtful of a quick solution, for the problem now, of .
. course, became a great deal more complex, since about’

e

' curred only once. ST . ;_3“_1""_
The next morning, however, we forttmat-ely identified '

the words Secretary of State, and such phrases, trans-

lated, as the Secretary of State said, ete. *

-t

message reported a conversation with the Secretary of
State about the Tacna-Arica controversy. Also that if
they wanted a quick solution he should send us a résumé *
of this conversation. Xt was the Secrctary’s custom to -

e
dictate résumés of conyersations immediately after a eon- ‘
- e F .

-—.'-“-_.--‘W _ .
ference with_a representative of another government, ¢+~
These were often_sent to us and were invaluable in the -~/

solution of new codes. SN e bk
gL S S

i -
e g 1Y

The résumé arrived the next morning, and within a ".. 3+

abk -

'
)

' few days we had deciphered the entire message, which -i-;!:
turned out to be from the Peruvian Ambassador to his - f:a '
home government in Lima. A part of the translation ';'._i'
is quoted: - ok R
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and sat smokiné while he made up his mind to tell me,
in his secretive way, what was on his mind. = .-

~+“Yardley,” he finally began, “I have wondered for a

Plett’s Cipher Machine, a modification of the famous Wheatstone crypto-

graph. The inner disk contains twenty-six spaces, the outer twenty-seven.
The machine is so constructed that with each revolution of the inner disk it
changes its position one space. The alphabet may be changed at will.
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between these two machmes tapped the wn'e, he would X
- have intercepted nothing but a jumble. of letters. - In
cases where instantaneous transmission and decipher
ment was not practicable the operator first enciphered
.. the message by striking the letters on the keyboard and.
" turned the resultant cipher message over to the cable
... company.: When the cipher telegram reached the ad--
- . dressee, he adjusted his machine, struck the cipher letters
_ onthe keyboard and the ongmal telegram appeared be-_‘

- Onein partxeular was s0 mgemously contnved that there
xs no repetltlon for four billion letters Or at least that

have the amateur attemptmg to escape repetitions by a
senes of disks, tapes, electric impulses, etc. These ma-
ebmes ﬁﬂ your needs i in sxmphcnty, speed and accuracy

-~ E s, vented by people who haven’t as yet grasped the fact tha

- " there is no method of avo:dmg repehtlons. To the eye

: &1' J “6 ‘these machines, a3 well as'innumerable othér cprers and__

' miva types of codes, do escape repehtxons, but mathematlcal
v-wﬁ’ol— formula will reveal them.” - :

:"“‘“ l\“Ifthxslsi:me,andIamreadyi:oadmﬂ:any'l:lnng;

. } " you tell e, howisit pOSSlble to constmct any prachcable

. means
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",

we would means of secret communication that is indecipherable?” E-}dm,:.?-"
In ' *“There is no way as long as the attempt is made to Fu .-,.2.4-,-
. " . . . . + 4t
avoid repetitions. The only indecipherable cipher is one Mo -V #4i
i

in which there are no repetitions to conceal. Therefore *>“4%% 0y :
pohlt L I

]
ekers.
i decipher-

enciphered A ‘
sooard and no neced to attempt to escape them. . . % ~

P
the cable o “There is such a method?” . : C o R .

! . “Yes.” .o .
ad the ad- ] o .
pher letters ' “It can be made practicable by some such machine as

bpeared be- the American Telephone and Telegraph machine that
& you described 2 . .

-A_ =
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]
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¥ practicable
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“Yes, though for small offices the machine need be no
larger than a typewriter. If and when the Government
of the United States adopts such a system, and not until
then, may they have absolute certainty that their mes-
sages will never be read by a eryptographer. Sooner or
later all governments, all wireless companies, will adopt
some such system, .And'when they do, cryptography, as
a profession, will die. - -

“I hope you now understand why I prefer not to write
a memorandum for your Code Bureau. Even with all
my experience, 1 wouldn’t know how to go about com-
piling an indecipherable code or cipher along the con-
ventional lines. There is only one indecipherable means
of communication, and its adoption would require the
Department to revolutionize its antiquated methods.
I'm afraid there is nothing that either you or I can do
about it. - .

“What I have said might have seemed disrespectful
to the Department, but I'm sore you appreciate my
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CHAPTER XX
b Tae Brack Crasset Is DESTROYED

In THE latter part of 1928 the newspapers were full
of the Anglo-American naval race. The British in 1927
¥ had walked out on 1Tugh Gibson at the conference at

: Geneva, but when President Coolidge recommended the ; - Momentari]
' ‘,F'. © fifteen-cruiser bill which would bring us to parity with : - ference. Both
-?J - " England, the British statesmen suddenly changed their gressive than e
”4 ] tone and decided after all that perhaps it might be well China we had
- to enter an agreement with America on limitation of thought, secret!
: cruisers. - -Ameriea would

Everything pointed definitely to a conference in 1929.
1} ‘We therefore set about to prepare ourselves to play an
¢ important part, as we had done in 1921-22 af the Wash-.
, ington Armament Conference. ~
"This was not a simple matter. The Black Chamber

but 1t was the
. ington to permi

had entered a critical period of its history. Itbecamein- - himself with bis
k creasingly difficult to obtain copies of the code telegrams . tion the activitie
':; : of foreign governments, and we were forced to adopt . ' . Finally we de
!‘i rather subtle methods. Qur superiors did not always _ . ;._.; sages, and when
i assist us in the measures necessary to maintain the flow e that this presen
5 of telegrams into the Black Chamber. T : Fhe new Se-creta
n| I envied the foreign eryptographer, forhe had nosuck - | - T accordingly
i problem to worry over. All coded messages were turned . with the greate
M over to him as a matter of routine, as they were to us i '! news of the Se
li during the war. In fuct England, in her license con- " o when I saw a lei
1 o R '
i T
' L .
}

T
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. 'ants, I studied it a Iong while i in s1Ience before I had_"

SR \,}j o - the courage to open it.

"! g . Finally I ripped it open. Theﬁrstwords spelledour g
53 > doom. The letter was almost illegible, full of exclama- -

S\  tions, and what-not. I put ina telephone call for more' ;
Sy details, o '

My mforma.nt told me that the messages I had sent
- down were given to the Secretary, who wished to know
. how they were obtained. When informed of the Black
- Chamber he had totally dlsa.pproved ‘of our actmtlesi‘
- and ordered that all State Department funds be with-’
. drawn from eur support, and that the State Depart'-f:__

ment have absolutely nothing to do with our organiza-

&4-1.’.1.7. y
Srde:
d:.'.' l:

&

_CA’ - ;.

‘-
O -
RN é tion.  He took the position that we should not supervise
% Qa i{ . the telegrams of foreign governments. This of course
T spelled the doom of the Black Chamber which was.
‘i- X § - NOW supported almost tota.lly by State Department
_ P4 __funds. e ;
3 3; - I slowly hung up the receiver and tm'ned to my secre-.j
e i ‘ | ta.ry who had been with me for ten years. She had-
o gathered the meaning of the conversation. Her fa.ce'
2 :
~ was as white as death.

7 “T’'m sorry,” I said manely “I guees wed better
“ call in the others.” .~ .- i
.. 'When I told them the declsmn at Washmgton, they

" all stared at me with uncomprehending eyes. Most of 7

" them had devoted many years to eryptography, ‘work-
| mg secretlvely, not even their most intimate friends.
bemg aware of thelr real aeeomphshments. That

L “Th
. simply




