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ARMY 1XTENSION COURSES 

Subcourse--Mili tu.ry Cryptanalysis Part II 
Simpler Varieties t)f Polynlphabetic Substitution Systems. 

Introduction. 

Purpose and Scope: 

The purpose of this subcourse is to teach the student the methods 
of arn:;lysis of the simpJ.er polyalphabetic fmbsti tutio:n syste1iiS. 

The scope of this subcourse is: Primary classification of polyalpha­
betic systems; kinds of. cipher alphabets; repeating key systems-factoring; 
mixed cipher alphabets; direct sy1mnetr;y; h:i.gh frciqucnc~' gcneratrices; and 
indirect symm0try. 

This subcourse consists of ten J.sssonf.5 and wi11 probably require 
approximately l+O hours of work by the averr.:.ge student. 

The time listed for this suhcoursG and for each lesson is only an 
estimEi.te and should be considered merely as a guide. It does not in any 
way limit the tim8 that ma;y be: dovoted to the lGsson or subcoursc. 

Texts Rcouired: 

Military Cryptanilysfr.-Part II--Simpler Varieties of Polyalppabetic 
Substitution Systems, 1937, as prepared under the direction of the Chief 
Signal Officer. 

Materials .Required: 

Cross-section puper. 

Special Ins~ructions Dnd Informn.tion: 

• This subcourse and the tc~xt used therewith were prepared under the 
direction of the Chief Signnl Offie0r. · 

So far as practicable, detniled work shec:ts which usually form a 
po.rt of the solution should be submitted with the solutions. They will 
b0 returned to tl1e student for file or further study. 

The student is urged to apply the principles cxpl~1ined in the text 
in solving the problems, even though solutions may be obtrdned in some 
cases by other mw.ns. Only by und0rste.r1ding 0ach principle in turn will 
progressiv8 results be obtnined. 

Milit[Ty Cryptanalysis-Part II, 1-p l 
193?. 
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ARIV[Y EXT:f~N~IOi~ COL~RSES 

LESSON ASSIGNMENT SHEEr 

SUBGOURSE ··· Mili ta:r-y Cryptan.'.1lysis, Part II 

LESSON I - Repea.ting Key Systems, vd th standard and reversed 
standard alphabets. 

ESTIMATED 'l'IME - 3 hours. 

' TEXT ASSIGNMENT Text, Sections I to IV, inclusive. 

MATEF~IALS HEQUIRED - Cross-section p.'.lper of l/L~ inch squares. 

MAXIMUM WEIGHT - 100. 

SUGGESTIONS - None. 

EXEHCISE 

Weight: 

5 1. a. In a message of 180 letters, what is the approximB.te 
probability of two similar trigraphs occurring by chance? 

5 b. In a messagE of 1,200 letters, what i,s the approximate 
pro bG bili ty of two simil::i.r pE:nt.?,grnphs occurring by chance? 

Solve the following and recover the keyvrnrd: 

UC G Z D FR CA J G T Z V F W F Z V U K H Z V H 

D R U E W A Z F R U Q G N B S Q C 0 J L D Z G B Y 

W H I C R K W N V R F G I A V G I N U P G I H G D 

ABNBP GFLBZ UCGZD UCGCO WHCAJ 

EC PRE QHYAS E G N B S J S X S R J Q Y F H 

K H C Z D L S X N W S F Y V Q X C L P H V R C I L 

K W I A D J S G B Y , A B A B Q Y S N G B K P 0 E J 

V 0 M U K S B I I H J F I N G K H I C W Z W M Q L 

N W M V R F K C Y J U C H G L F I Y G R Y ill U E G 

L V Y E L Y V N S 0 S B E B I G I L P R J D M F W 

Military C-ryptanalysis-Part II, J.-p 2 
1937. 
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Weight: 
GDUZP MBCGL GBQVO DQIAW ABORW 

GPYSX JBCFK WRCAD FMUZR MBNFG 

WGCEH VPIGK XCLFH NSHGB XWPRV 

S B X S R J Z U E J W F A H Q K G N B S Y 0 M B 0 

ABYSR JHLNF LCLFZ AZFOH GPNNL 

F 0 V Y H S H Z B X J Q I E Q W F M N W S ~ S G 1 

E S U S W W F Y V J Z H U K P L C G B U J C Q F W 

GDWTV WQIAG VWPVV ACH 

25 J. Solve the following .. and recover the ke;yword: 

25 

V K S W D E X F C K C Z K E X F T Y Z D I F N W A 

EUJTA XRPCI MAXHG GRLNA VNQ,JY 

~W D W D G ~ V Z W D GIUS P V KW J Y Y HY T 

1 S N Z Z E F V T K U H J T B Z D I F N W A E H Z 

N X K A S H Z 1 

Note: The enemy has been using reversed standard alphabets. 

Li-. Solve the following; It is suspected that the 
word PLEASANTON occurs in this message, Recover the keyword. 

HEADQUARTERS THIRD AR.V.Y 
ACofS G-4 
1500 Sept. 23, 1936. 

To: CG Provisional Cavalry Corps 

K 0 W Y Z N M X H G H 1 N X B 1 G H A N R F 0 P D 

Q, Y P N E Q W M E E F 3 F I G E E U 1 J 1 I Q G A 

M R H V 1 R A W G Z B N F X I U 0 M Q X T E T 1 

Military Cryptanalysis-Part J:I, 1-p 3 
1937. 



! . . 

REF ID:A4146451 

AHNIY i:'.,XTENSION C:OURSES 

LESSON ASE3IGNI'tIHJT SHEET 

SUBCOUPcSE - t'1i1Hary Cryptanalysis, Part II 

LESSON II - flepeating-key systems with mixed cipher r,1.lphabets • 

ESTIMATED 'l'IME - I+ l10urs 

TEXT ASSIGN!foNT - Text, Section V. 

N!ATEE.IALS HEl~UIIrnD Cross-section paper of l/ L;. inch squares. 

MAXIMUM WEIGHT - 100 

SUGGESTIONS - Prepare "box" compnrable to Fig. 7, Page 26 
of text:, and fill in each value as assumed. 

( 

EXERCISE 

Weight: 

60 1. Solve the following and recover the freyword: 

FQUHA WXDVI UWXCP HHVTP PQNNK 

RT N N X DK HE Q K X Z F N P Q NY U 0 T S·F Q 

U H A I W X H V P T P Z R X H V P X H V P B C Z M 

GB S V M HK 0 I H PR KC K J 0 ~EM M.B G VP 

P P R A C W D B X N Q Z H K J P X P Z 0 1 F 0 0 I 

G V 0 X P V Y D V R Y A X T F G B F P N 0 P K Y W 

ULAEU SHQ,EP MQ.MYI MUOKW TFGQ.N 

LVEMM CPFXH RULKG KLWXQ LBGPA 

G Y U 0 W D E ·G B E N G X P J 1 J X 0 0 I G V 0 X 

PEGBO RADIM EDLVP BQNID KTBSG 

Military Cryptanalysis, Part II, 2-p 1 
1937. 
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N T C P W K R I W P C 0 H L A X F D C X R A L B P 

A P Z F N P Q N N B G C M L R F S P W F G\VGNB 
) 

XPWYF XZOLF MGIEU OWDEG BORNX 

P J W Y E U 0 X R R Y B K A 0 W I E P H V N G X P 

V P B Q N I F I Y Y U V A Y L X T B S E V P P N T 

PHRWM BERKH DFDHP WNXPE KXPWP 

MENPR XDOBR MYIRF SPWFG WVRNT 

K W L G G N T X V M 0 W D I Y F J W M C X X F P X 

Q L B G P A C X N 0 W E W L H P D G T V M Y I I J 

KROPK YWDLU RCLW~ UYUKF FHWPQ 

LFPTB GCMLE UKCPM MLQOY IENHX 

V W M X W W 0 U E T P 1 I M E C S Q Y B E N P U L 

V F X S Q L G K R Y B 

'20 2. The following is believed to be endpherod by the same 
compone;nt::; as those used in .t'roblem l above. Solve nnd 
determine the lcey"Irord. 

K K T u K y M s !vI u '7 H u D I Li J U A A C H A X F R 

S F L U 0 · T C K Q R R R lJ s w ,-. r x z r1 N ' K B u u ~ u .tt 

G E M H N I K Q R P I y ·r 
1\ y G N T G I\, 0 Q B E E J 

z T \.V i\ TT Q H z y T[ p T u z c .. h .. .w W A K Q H B S S J Y 

G B 

20 3. Solve the following. · It J.s suspc;ctGd that the v1ord 
CROSSROADS occurs in this mcssr:-cge and 'that the s;,_me 
cipher alphnbet employed in Problem 1 above was used. 
Determine thu k0yvvord. 

To 4th Corps, Dewees Raneb, Texas 
From: G-3, 3rd Army 

A D C M 0 G Z R I T F U S 0 S H I T Z I U X F 0 R 

B Z B M V B U Z C D X 0 D C X P G J D Y F A F D B 

B D F 
Military Cryptanalysis, Part II, 2-p 2 
1937. 
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ABMY EXTENSION COUHSES 

I,ESSON ASSIGNMENT SHEEI' 

- i\Uli tary Cryptannly sis, Part II 

- Ikpeating-key syst0ms, mixed 1 • p_._E:.J.n component. 

ESTIMATED TIME - 3 hou::.'S. 

TEXT ASSIGNMENT - Text, Section VI. 

MATERIAts rmc;uIRED ·- Cross--section ;.x.1.pc;r of 1/1+ ineh squares. 

MAXIMUM'. YIEIGHT - 100. 

SUGGEST!ONS . ,·'· 

EXERCISE 

Weight: 

2 

2 

6 

90 

' 

- None 

1. DirE:ct symmetry co.n be used only v1hen the plain 
C 1)mponent is known • (Line out incorrect one.) 

unknown 

2. Vlhich cornponent m·ust lJe 1cno\;1r1 ir1 order to make 
possible tho matching of distributions of cipher 
a1ph'lbets? 

J. If th~ first and fifth cipher alphabets show similar 
frcquE:ncy distribution:t, wh~J.t can be deduced ns to 
the nature of the keyword: 

4. Solve the following and recover th\:: keyword: 

TO: CG THIED Al1.i'vIY 
FRm:1: IV COHPS DEWEES Ii.ANCH, TEXAS 

s FY x F ·r 0 
,., 

0 D 0 u X iVI c N c H E z K p I I v 

s I G E M z y y '.;JI H p Vi E 0 T x K s M c x· P T x 

N c F ,, 
0 A E 0 K J 0 T Q 1'11 u M z H VJ z 0 K T J E 

A H L T' ;\, D .s x s v T D H A p L L L G J E w 0 E s 

H 

H 

N 

B 

z J m N M J N c " A s L R 0 D s T L I L w " A X T .L A u 

E 0 rd H G Q c F .i s F 

Military Crypts.nalysis, Part II, 3-p 1 
1937. 
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Weight: 

J p v D T 0 G x B c T 

T w G A z z I T w s x LJ 

v A I 0 y H Vi w s H E 

F u F s A N s L H c z 

B 'l' p w H Q L A H T I 

J F w I' D z u J R G H ., v 

M 0 n 
l' x F s s 0 c 0 p 

Q T L L v WY F T ,T I 

E [\lj J 0 0 A x s J T J .LI 

p M H s L I B T< ,_, w x p 

u 0 T '7 L 0 M G c v z LJ "' 
vV x M F s B w w E c B 

u F N A H L D H A p L 

n " A H E v ' Q L '7 c '<\', r !l i...J 

G I YV B s L G H G G D 

s p y D x B <' ..... ~ 0 F p E 

R c H B H z A y A I-1 v 

N H B u y L R E z A Q 

n s v G • A p c D R N H 

s B K A F L v D E'. 'l' s .l. 

A T 0 T y r, u 0 0 rn D rl 

E VJ H M R1 I r/' c s A x L~ 

c N s F K A v ,J N c x 

u A p A p N F E s D r7 
LJ 

Military Cryptanalysis, Part III, 3-p 2 
1937. 

A Q J w D B y T 

B I y E M ,J AY 

u J E x v I s B 

T y E N I rr z L .LI 

H x s x 0 c J x 

K T 0 .J E N A H 

F p 
'~ 0 I s L 0 B 

s J J M E u x s 

x J M u J Q J s 

F Q H I z .E 0 0 

R K T 0 y x F I 

J Q ~7 r1 s T 1fV K \.J 

L T G J -r:·: p J f1iI l.J lJ 

E v C .V u F Q F 

L v A H G W.M E 

v A Q L r; c E v LJ 

·~\i I A x T E 0 lVl 

L x s F A H I z l'"j,. 

I E v I\ p A p y 

v K F ? N z lj' i L 

M E A H N R D 1\ 

E B J Q F c N T 

N A H L N Q G p 

p s Q w x N v y 

M z w p J D 

x 0 E J Q E 

J Q y w x K 

L 'T p c H G 

F y L L T G .u 

L H D c x Q u 

w z 'f T I H 

F " H A x L I 

s v ,-. F L J u 

D M E c K p 

0 w z G E v 

r; p J M x J LJ 

L w H x G A 

v M v u I H 

B H A x B M 

R E 0 G s I 

H G w s L R 

K T p G E z 

L y A Q T w 

H p ,-. Q E s u 

x c v u u D 

p L E x v E 

E u T y s H 

F E v v M T 
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AErlffi EXTENSION COURSES 

LESSON ASSIGNlwENT SHEEl' 

.SUBCOUHSE 
·_1' .. , 

- Military Cryptn.no.1ysi.s, Part II : 

LESSON IV 
''·" 

Indirect symmetry; secondar;y alphabets. 

ESTIMATED TINIE - L~ hours. 

T1XT ASSIGNMENT - Text, SectioP.s VII.and VIII. 

MATEHI~iLS EEQUIRED - CroSS···Section paper of 1/ 4 11 squares: 
5 sheots 811 x 10~ 11 

l shuet 8" x 21 11 

1 frequency t2bJ.e form 

MAXIMUM WEIGHT 100 

SUGGESTIONS 

EXEHCISE 

\"ieight: 

~ 

5 

5 

5 

5 

30 

- None 

l. vfon.t ar6 the keys on which the following second.r:i.I"J 
alphabets are based: 

n. N G 
,., u H T h I v y K w D L x c M z D 0 J E p A F Q 0 

b. 0 M D K u G N ("1 ~r s z H B 
,.. 

Q y .,,, 
J\ H p x v T F L w v _L £., 

c. ,.. 
H H u F p z IVi B E x K T I v G 0 c r·· D s y L A N w ··' ,.,~ 

d. z v A s D G K r'. w c p N I "' H IVi u x H T L B F J 0 v J. ... k~ ...... 

..., Decimation of 0. primary alphabet C.'.t 1;;ha t 11 f1mdamental ;... . 
intervals only vrill give complete s0condary nlphabet 
chains? 

3. Two messag~s, Message A nnd Mossage B, huve be8n inter~ 
CEpted. It is ;.mspected th.:;y contnin the same plain 
text. The enemy hns been using a :nixed sequence slid 
against itself. Factoring indicutcs that mc~snge B 
is corm_Josed of S ciphc~r al pk·. bets. [J~lirs of values 
nre obtained as follows: 

Military t3rypt'lnalys:Ls, Part II, 4-p 1 
1937. 
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Pairs from Pn.irs· from Pairs from 
Alpk'cbet 1 tJ-f?.haqet _g_ Alphabot ".l 

AD QE AU 
EV TH EG 
IJ AH TA 
VG IX HX 
CF\. WQ IY 
13(), CH WR 
KZ KO 

Pairs from P[tirs from 
AlphabGt 4 11.f2habot 5 

IO SL 
AN HM 
TD IP 
HT F'A. 
EL lvlN 
OE RO 
XA WJ 
WI 

Determine the primary alphabet :md the keyword on which it 
is b8.sed. 

10 4. From what deci;;iation interv~1l of ths primary alpk1bet are 
the pnirs of: 

L:Jt .'.llphabet ____ ; ~.d ri.lphabet ___ ; Jd .'.llphabet 

4th al.plrnbet ___ ; 5th alphabet ___ • 

5 5. Moke.up two strips as indicated in sketch and lay them 
aside for later uGe. The sequences on both strips will 
be thG mixed sequence you-rccovGred from thu p11irs given 
in Qu0stion J above. 

Plain: B ¢ p r •• etc. 

rnixec::. sequctnce 26 lotters long 

Cipher: a ¢ p r •• etc. • • • •· • • • • 9 ¢ p r • • etc. 
. ..... 

so.me mixod sequence repeated ·- 52 lc,tters long 

10 6. Po.rt of messc:~ge B i'olloviS. Make up frequency fable .for 
each alphabet. 

iVl.ESSAGE "B 11 • 

c NUYW v L ELY M X Z C K A A L L u p s s y 

p y v J M p A C T v N U G D V K X Vi T u EA s B 

x w GI v y.: NU u u P I GM W K I A T W w x z L 

u 

K 

L 

v H v D v x s ..... y u u ? y v J 1VI ? A G T v N u G FW 

s F G v K I N N N u 

NW EY v A DA R E 

Military Cryptanalysis, Part II, .~-p 2 
1937. 

lv1 VU DU J c G D v A A L L v 

E W S V V N FU K. c etc. 
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Consider the frequency table for the second alphabet. 
Cipher letters A, N, W, X, and Y are high, with A highest. 
In general, these l~ttors shrnJld represent most of the letters 
E,.T, O, A, I, N, •• 0tc., thnt is, the high-frequency letters. 

Now take th6 sliding strips prepared in Question J. Put 
the A on thE:, cipher (long) strip under the E on tho plain (short) 
strip, and notE:: what plain-text values of N, W, X, and Y are 
concomitant with Ac = Ep • Place the Ac on the cipher strip 
under T, O, A, etc., (on the plain strip) in turn, noting what 
plain-text values of the other ciphc:r letters corriJsoo:id to each 
sot ting. When th0 corrE;ct j1n::tn.posi ti on is me.de, tba 1ralues of 
all the cipher letters in alphe.bet 2 become known, and the fre­
quc,ncies of tho plain-text letterf; will be 11ccording to their 
normal frequencies. 

Enter the correet values for the cipher letters of alphabet 
2 in their proper. pleces in the messagr;.~ (NOTE: It is often 
of considerable assistance to enter tho plain-text letter·s in 
red, green, or somo othe::r bright color.) 

Decipher v:hat is given of message 11 B11 • 

5 7. Mn.kE:: up a 11 llox 11 in the: following form: 

Plain (Mixed st:;quence derived in Question .3) 

Cipher 1 (Same sequence with starting point cleterminerl from text) 
Cipher 2 f 11 " 11 ·11 11 11 11 " \ 
Cipher 3 ( " " " " " " II 11 

Cipher 4 ( " " " " 11 " " " 
Cipher 5 ( " II " " " " 11 " 

Vihnt is the keyword? 

15 8. From thG 11 box11 in Qu.:.;stion 7 and the lit>t of puirs given in 
Quc~;tion .3, Hhat can you say M0r:is:?,go "A 11 was? 
Note: 'I'his is.an important point - not0 tho weight of this 

question. 

Military C1yptnnnlysi.s, Part II, 4.-p 3 
19.37. 
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) 
) 
) 

·.,, 



REF ID:A4146451 

ARMY EXTENSION COUHSES 

LESSON ASSIGNMF:N'l' SHEE'r 

SUBCOURSE - iVLLli tnry Cryptnnalysis, Part II 

LESSON V - Mixed components; indir0ct symmetry. 

ESTIMATED TIME ··· 4 hours 

TEXT ASSIGNMENT - Ted, to include Section VIII. 

MATElUALS REQUihED - Cross--scct.i.on po.per, frequency table form, and 
trigr~1phic frequeney table forms. 

MAXIMUM WEIGHT -' 100 

SUGGESTIONS - None. 

EXERCISE 

,Weight; 

95 

.3 

1 

1 

1. Solve the mess-1.ge on the next page anc. reconstruct the 
o.lph8bcts. Determine th0 keyword for the cipher. 
alphabet •. 

NOTE: f\.s soon as y.'.)u have determined the number of alphabets, 
mo.kc freqmmcy tables for each alplmbet and then lo.y out the 

11 box11 for the a1.1Jhabets. (SGe Fig. 35, Page 86) Vvnrnever you 
mD..kG nn o.ssumption of a plc:.in-text vo.J.ue for a cipher letter, 
be sure to finish four things b<.::fore you make :my further 
guesses: (1) Enter the clear value belo}! all occurrences of 
the cipher letter; (2) enter tho value in the "box"; (J) see 
if o.ny inconsistencies lire prsduced (a) in the clear text or 
(b) in th0 "box"; rrnd (4) see if you Cl:n get any new values 
from pri:1porticms in the 11 b'.)x 11 • 

Proceedin;:, in thG above orderly mnnner will 0e.ve you much 
timG in th<:o fmd. 

~2. If tlvu of t!1e cipl1er-.. nlphabet frequency distributions 
match, v:hat :Ls indicated concerning tht ke:yword'? 

.3. Vih~1t is tlk keyword in the rnessnge given? 

L~. D0es the kf;ywo:cd necessarily h.::1.ve to be under the 
letter 11 A" in tl1e "box"? 

Military Cryptlmalysis, Pnrt II, 5-p l 
1937. 
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LESSOl'l FIVE 1·1 E ~ S A G E 

x J I T z F ~) v y v il/l ~! i~ TL c J I I) T F i\I H T L 

H d 0 K H R Z E y E v p 1\J HZ i'J M A .• r- A F~ W H X A 

V G A I< H !:) 0 w HR D LC i'J c u A J E F q i'J s (;) c 

x z K I~ x c p x z x K L J L H H y Q K. E H l:1 D X K 

/\ z LJ K H 8 ;) CZ L R F> I~ X D l3 ,{:;, x H k l:l 8 H CJ c 

E J L G T G H x pf.: s 8 O L H HI~ V 11,1.0 U I~ G /\ v 

i\j Vi/ lJ z z c u L Z ~) K ,J H p I_ ,J R K ET H x T H H 

I I T K H B S. I z ,J A N H (~ w i\) p J T [ A f3 D X x 

i\ I~ ~; f( K p A H y T T f\J f'J AL I~ V L p I\ c ,J () L H 

u c R K H R Z H I z D B D K H B SY [ 
...., ,,, f3 0 x F ,') 

T H L H C c w LR Z t3 l\J H X H e A H I z El (:JG y w 

L I B x c p w LR Z RR H W H N y I f~ 0 r1~ \V tj 1111 s 

E N LJ AW x IN LR Z B C RT z x y z WT F 8P z L 

f\ B IJ x w x i\I J M J K ST YW .j WH I i\) R lj 0 x H 

K i\) c H D p A I Z l\J A L u RL l-) K W i\ 1l s lvl ,_Jc Q A 

l\f l\j C D R x y A Z E TR G ~.,1 H H A HHH D 'T L K lJ 

YG L K U R '~ R I L D () G kl y I\ H 

f) I G B IN " v hil i\11 ,J DH [) A VII l-J G I A 

y G F3 11/1 u x Y KEH K ~J H X If\/ X Y F 

YG t'J x L y K C T S A L. r~ I~ C \\J H C 

v J s x c 

Military Cryptanal;ysis, Po.rt II, 5-p 2 
1937. 

VI K x ,J I /\ V<I 

G W ll up x L 

C F !'I UL P L 

lJ E f~ J u l~ ~.1 

x v I/II z T 

R F W KI\ 

I v L ,J K 

H l'l F J E 

pp f) (' ,, F 

BF ~ p s 

J IN I D K 

,.J y F z 0 

H f'.! V H 0 

P Y Z H T 

,.J WHCS 

E V o h~ L 

c y x v p 

Ry I z 0 

UV HTS 

R 0 A v w 

WKt~hAT 

X V i•1I z E 

C Y H H J 

y K CT S 
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L E 8 S 0 N F I V E Ht~SAGE 

X J I T Z F P V Y V !l/l f\I f~ T l_ C J I 1-) T F i\J H T L X V W Z T 

H lJ 0 K H R Z E Y E V F> llJ H Z I'~ M A E A R IN H X A R F W K I< 

V G !~ !< H f3 S W H R D L C i\J C U /:1 J E F (.) l1J S GJ C I V L ,J K 

X Z K i~ X C P X Z X K L J L H H Y r-1 K E i1~ lj D X K H 111 F J E 

1-\ Z U K H 8 ;) C Z L R P I~ X 0 l3 A X H R f:l B H l-:J C P P F' C F 

E ,.J L G T G H X F' ~: S b U L H H I~ V 11,1 0 U I~ G ti V B F 0 P S 

NWUZZ CULZP KJHPL JRKFT HXTHR JWI DK 

I I T K H B S· I Z ,J .A. l1J H /~ W 1\J P J T F. A 8 D X X J Y F Z 0 

!\ 111 K f\ K FJ A H Y T T 111 t'l A L 1\J II L P I\ C ,.J 0 L. H H f\J V t•1 0 

UCRKH [~ZH IZ IJBDKH E3SYFS l1Jr3DXF PYZHT 

TBLHC CWLRZ BNHXR BAHi Z B~GYW JWHCS 

LIBXC PWLRZ BRHWH KYI EO MW~MS EVQML 

E llJ U A IN X W L R Z B C B T Z X Y Z VI T F Ei P Z L C Y X V P 

I\ B D X W X fl! J i\t1 J K S T Y W J W H I I~ R l:l D X H R Y I Z 0 

KN CHO PA I ZN AL URL WKWMS ~JCQA UYHTS 

1\1 11J C D R X Y A. Z E T R G i.,,, H K A H H R D T L K lJ 8 0 J\ V W 

YGLKU AAR IL DQGRL YAHWK XJI AW WKBMT 

l3 I G B IN X V ivl IV1 ,J D ~4 0 A W l~ G I G W I) U P X L X V 1•1! Z E 

Y G 8 1v1 U X Y ii< E H K J\J H X w X Y F C F !'! U L P L C Y H H J 

Y G f'J X L Y K C T S A L [~ i\J C i~ f'-,1 C U [ H ,J U L.,) M Y K C T S 

v J s x c 

Military Cryptnnnly-sis, Po.rt II, 5-p 2 
1937. 
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t~ ·. 

L E S S 0 N F I V E HESS AGE 

x J I T z F p v y v !Vl f\! i~ T l_ c J I ll T F i\J H T L 

H ,~ 0 K H R Z E y E v Fi l\i H Z i'~ H A E A F~ W H x A 

I 

v G A f\ H fl s w HR D L f, i1J c u A J E F q 111 s Ll c 

x z K i~ x c I.) x z x K L J L H H y (,) KE i11 B D X K 

J\ z u K H 8 1~'3 CZ L R p [\j X D [3 A X UI R H B H 0 c 

E ,J LG T G H x PE s e 0 L H HI~ V 11,1 () LJ p r• 
'\ l' !\ v 

f\I vv u z z c () L Z P K ,) HP L ,J I~ f< ET H X T H H 

I I T K H BS· I z ,J A J\j H (~ 111 i\I p J TE A 8 D X x 

!\ 111 ~; f( K F) A H y T T l\I f1J A L 1\1 v L p I\ c d I) L H 

lJ c R K H R Z H I z D B D K H 8 SY E s 111 B D X r--

T B L H C c !,V LR Z f:) l\J H X I~· [) A H I z El OG y vv 

L l R x c p \IV I_ f\ z RRH W H r< y I r~ o M \V l::l j\ij s 

E l\J u A IN x w LR z B c Fs T z x y z V•I T F 8 p ZL 

I\ B U x w x 111 J i\t1 J K ST y IN ,J W H I 1\1 R I::\ D X H 

K i\J c HI) 1-) A I z J\l A L. u kl l-l KW i•.t! s tvi ,Jc l..J A 

f\I 11J C D R x y A. Z E TR G •,,J H H .A HHR [) T L K lJ 

y G L I< U RA R I L D (J G RL y ;\ H 'J.I I< x ,) I !~ Vi/ 

[3 I G BIN " v i"l H ,J DH D A w l..J G I G W D !J p x L A 

y G R 1v1 u x Y KEH K ~J H x \f.I XYF C F i'I UL P L 

y G i'~ x L y K C T S A L r~ N c :·~ i,,, c U E f~ ,J ,U l..J M 

v J s x c 

Military Cryptnnnlysis, Part II, 5-p 2 
1937. 

x v w z T 

R F W KI< 

I v L ,J K 

H 111 F J E 

pp p c F 

B F ;:) p s 

J v~ I DK 

J. y F z 0 

H f\I V t·~ 0 

p y 1. H T 

,J VJ H CS 

E V l..J h~ L 

c y x v p 

R y I z 0 

UYHTS 

R u J\ v w 
D 

W K 13 f,A T 

xv 1•11 Z'E 

C,Y 8 HJ 

y K CT S 
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'r J .• ,, .; 

AllMY EXTENSION COUHSES 

LESSON ASSI GNMLNT SHEET 

SUBCOUH.SE - Military Cryptnna:I_ysL1, Po.rt II. 

LESSON VI - · Indirect Syrmpetry. 

ESTIMATED TIME: 5 hours. 

T1'XT ASSIGNI\1ENT - Text, Sections IX o.nd X to include:: Pnr. 41,. 

MATElUALS Ri!;(;UIRED - Cross--section paper; frequenc;)' table f·Jrms. 

MAXIMUM WEIGHT - 100 

SUGGESTIONS - Use the messagG Bheets provided. 

EXERCISE 

!I eight: 

60 l. The following two messages have been intercepted. Solve 
th8m, reconstruct the !1lpho..bets nnd keywords employed. 

Mes;mgc A 
DNC to DBA 2:15 ~Jm. 

H u () u I/ 0 ~-; w K l'J I c H <~ L f3 JS 
i11J T () G \, SD [\J () 0 I AH T j) z K x 
q c f< A E y (! n s 0 fvf () c 8 i1~ HK ,) 

H l) J I< hi E ,) z J h1i L c z t: 0 i\J !\J r= 
kl c K G u J H I c Vil j\J K 0 H y flil H () 

K E 0 i·.! h! G z H J K i'l H y 0 H HH u 
D !\J (\ ' ; , K (.) x ,J H x I~ 0 x A F ~.1 v E c 

M1:;ssage B. 

DNC to DBB 2:30 pm. 

u 1.,J' \,) c L 0 H T 8 p u A. Z F 1: F H 0 
LJ j) (.J J F D IN h1l q T u i\A z p lJ 1.1 c K 
A I t' ,) D I/ S A z [) T .j Q F I\ y H c x 
z !~ x L H H 0 y x 0 

,, 
,) AH v q pH H 

u I R d q x u u A v M B c J s 0 ,J v 
G v (;;,) p '"1 T f~ J XL :vl w E [\) w OE E 
!i'i 1·/i \,) 8 z I\ q J K F3 z K p [) y R v .A. 

Military Crypfo.naly sis, Pnrt II, 6-p 1 
1937. 

I l·!i x O I.) ,J c I W i'l UR 
KE 0 i\J f\l v H GPO K J 
Q (' T H ~) J d n YW lJ y ,, 
H ,) 0 0 ;c:j v I () HH (.) H 
H I y YU u F I c i111 K x 
F () p f'J K F T H I l1rl H d 
HT 

D J K T () '/... F u c p (.J ,.J 
(; v (:) jJ FI G u 1: v T c x 
A I I 1\i! i\ x u j'.) 0 y I~) S 
0 H n T J G 1·1 !\) w i) l w 
z u (\ 

') (] () E x u A u cf\ 
x l·I u f.J E p s J R L) J x 
z F' 
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WGight: 

! 1,0 2. Solve tht;; fo.1Jowing mGSfJngo nnd determine the keyword. 

r.~e n ;;;ag(; c 

DNC to DBC 1+:00 pm. 

Vi F K (i F Q. ll. x L Q T F c c x G w E L c p s A 

F A Q R u T F F A K I c c 11' 
1'. G 0 c D K R E D J 

P C W F K Q F E X C 
---------·----· -------· 

Worksheet for r'roblera 1. 
ii.I U () U \I IJ ~; W I< i'J I C H G L l3 J S .1 i11i X () P J C I W 1'1 U f~ 
lJ(.JUCL OHTH~) UAZFF ~-HDD,J KTOXF UCPl:J·.J 

H T 0 G G S U \\J () 0 I A H T P Z K X K [ U l\I i,J V l- 11 . G 1~ U K J 
U P U ,J F D W H (.\ T U I\~ Z P U U C K G V . r:1 P h1 G U F V T C X 

q C K A E Y f) t:J :) 0 :A 0 C l~ ~1 H K ,J (:J C T H S ~J J 0 Y W U Y 
AIBi:l\/ S/l..7-UT ,JOFAY HCXAi liVlf<XO l\!SYQS 

H U ._J !< 1,1 E J l J 1vi I_ . C Z [ 0 I\! 1\J E R. ,J 0 . 0 H V i 0 H ul 0 H 
Z J\! X L_ r11 rl q Y X 0 S A H V (.) P i1 11 H 0 H (.) T ,J G D 1~ V1I Li Z W 

H c KG u J R I c w f\) K 0 H y H j·J 0 H I 

lJ I R J I) x u u A y f)] B c J " 0 .. J v ,') 

K 
,-

0 !~ i'i G z \\~ J K l\J H y u H :-.,1 H u t: 
G \j u fJ i··tl T H ,J XL [\/] w E f\j \nJ () [ E 

D !"J 0 R 0 x ,J i\tl x H Q x A F H v [ c 
\r'J ;1\ u t3 z K q J K H z K p [) y R v A 

Military Cryptanalysis, Pe.rt II, 6,-p 2 
1937. 

z u 

,.- 0 
x l\I 

HT 
z p 

y y LJ u F t C i\/J K x 
s (I 1-) E x u A U CK 

p l'J H F T j\~ I l•'i M J 
u p E p s ,J RU ,.J x 

K Vi 

0 Q 
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Work.shu~t for JJroblcm 1 
Message A 

j\,1 u 0 u v [) ~) Vv K i'J c H GL E3 \J s I r1.1t x 0 p J c I w l\J UR 

H T () G G SD I\! () 0 AH T p -7 
!\ XKE 0 j\J i\) v 1··1 G l~ 0 K J L 

oc K A E y q 0 s 0 M 0 c BM HK c_l r:.i c T HS J J 0 YW u y 

H 0 ~J I\ i\J E J z JM L C z E () f\j I\! E ~~ ,J 0 0 !\1 v I 0 H 1;1 Q H 

!'ii c KG ll c_l H I c w l\J K 0 Jl,j y H i\ii (_) H I y y lJ u F I CH f( x 

K E 0 I'] !\J G z i11 J K l\J H y 0 H . ivi I< u F 0 p i'l R F T htl I H H J 

D N () k 0 x J H x H 0 x A FH v f: c HT 

Message B 

u u \-! c L 0 H TB P u A 7 FF F H D D ,J KT () x. F u c p (,) J ,_ 

u j.J l-) ,) F l) \:,/ !I~ t-1 T. u H z F.> lJ u c K G v n p !'JI (' -' IJ F V T c x 

A I H u v S A z u T J bl F A y H C x i\ I I 1;1] K X () !\) 8 '-
y ll s 

z f\j x L !'ti H q y XO s A !·~ v r:.i P !14 H () 11 (_) T J G fJ 1\J w u z w 

u I f?, J Q x 0 LJ A y fV/ B c J s 0 ,J v z IJ 8 r:i :;i E x U ·A U C I"< 

G v (,J fJ iA T r~ JXL hA W E J\I in/ CJ E E x J\j u p E p s ,JR U J x 

\!V 1vi u D 
t:J z K q J K H z K p u y H v A z p 

Military Cryptanalysis, Part II, 6-p 3 
1937. . 



REF ID:A4146451 

JlHMY EX'l'LWHON COUESES 
·ri~ 

LESSON J.SSIGI~MJ::N'.r SHE1"T 

SUBCOURSE - Mfli tary Cryptr.mn.lysis, Po.rt II 

LESSON VII - Indir(:ct symmetry. 

ESTIMATED TIME - L, hours 

TEXT ASSIGNi11ENT ·- Tc::xt, Section X. 

MATKUilLS hEQUIEED - Cross--section pci.per; frequency table: form~:l. 

MAXIMUM WEIGHT - 100 

SUGGESTIONS 

EXEr~Cif>E 

100 

- Study Par. 45, text. 

L Sol V(' the following two message;s, anu deterrninf;, the 
alphabets used [·.nd tho k<:wwords. 

BZ.A to BZC 9:55 am. 

TB ER J s y QM I MR E G J HARB v u·x Jc F 

Y E M E M U T N C X I V S J E T B E B N K N P N V 

B 8 V P Q G T V B L A B J R G Y Y G X D F Z V R J 

Message B 

BZA to BZD 10:00 :i.m. 

N Q I P K D S F M T V F Z Z N T T E A G · U I 0 J S 

P I B F V W M N W U 0 H J N Z U H U V N R W S C F 

G L H Z K S T G H V M Q N ~ H ·c S S X P K D H N N 

Military Cryptanc.lysis, Part II, 7-p--1 
1937. 



SUB COURSE 

LESSON VIII 

ESTIMATED TIME 

TEXT ASSIGNMENT 

REF ID:A4146451 
ARUIY E.."\."IENSIOI~ COURSES 

L.E.SSON AS~)IGNMENT i3HE.E~ 

-
- Military Cryptanalysis, Part II 

,... Indirect symmetry. 

~ 4. hours. 

- All of text. 

MATERIALS Hl%:UlhED Crons--section paper, freq1rnncy table forms. 

MAXIMUM \NUGHT 

SUGGESTIONS 

EXERCISE 

Weight: 

100 

- 100. 

- Study remark0 on solution of Problem L of 
Lesson VIL 

1. Sol VE the following messagc1i, r0construct the 
alphabets, nnd determine the keywords: 

Message No. 1 

JXA to ,lXB 4.:55 am 

F u z y v T A Q W F WDHU~ QAZWL QUQTE 

N F A L 0 0 p A K K MK w Z1 D N Ky Fu MDT T G 

FF c A N NH il A 0 T T P Z K 0 D D X B I K Z P U 

O X J T x 

M•_;ssc.ge No. <2 

JXA to JXC 5:00 am 

u x '· G T y E.. F L v J\. 

u L p ,T K G R s c v 

1\. H T M N u p y X K .L 

z v AU x 

Military Cryptanalysis, Part II, 8-p 1 
1937. 

B 

F 

D 

p E P T H z D 
.L 0 c L z J p E 

L T F L K F K x A y [) ,J u x 

I CJ B v A u z U T J F u H A 
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'' 

ARMY EXTENSION COURSES 
~ . ., '. 

LESSON ASSIGN.MENT SHEET 

SUB COURSE - Military Cryp~ahalysis, Part II. 

LESSON IX - Indirect Syinm¢i;ry~ 

ESTifflATED TIME - 5 hours. 

TEXT ASSIGNMENT - All of text. 

MATERIALS REQUIRED - Cross section paper, frequency table forms. 

MAXIMUM liVEI GET 100. 

SUGGES'J;'IONS 

EXERCISE 

Weight 

Note that you can only take 11 proportions 11 

from outside the 11 box 11 to the inside when 
you know the plaih component sequence. Until 
you know this, you can only work within the 11 box11

• 

100 1. Solve the message given on page two of 
this Jesson~ determine the alphabets employed, the 
keys upon which they are based, and the key-word 
v.ri thin the 11 box11 

• As the message readily factors to 
indicate seven alphabets, it is given already laid 
out in that manner to save copying. 

Military Cryptanalysis, Part II, 9- pl. 
1937. 
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Problem for .Lesson- IX. 

i\I c L O 0 A L T x J /\ s i\! c.l p s f'" B 8 L. f\ 

U F J iVI Rf-3 p v S T C G) L. K 0 p G I A z j\j 

(:) F B H Y 8 K p j\j VJ I~/ I~ I \i"f 0 f\J x q z F 0 

11 z x L 0 T v T XY C H Y F z llJJ G I 0 G P 

U E v y YR id· y f\j v y RM F- A E F W f..J I'! G 

G VV x TC Q W 0 f\! Vii R H B I< L d GOY EH 

E 8 E J s f-3 R v L .G I:/ h/i i~ L J lj ,J z A Q i'I 

T c UH z 8 L z G G Z E F K IA} s x Vv O Y iul 

E G G I< RT GJ L J J M Q E l.,J w s x VV0.8~< 

l\J s X R z 8 K A Z X L OTV E s y c 0 L Z 

H i·!i W HE F F I/ JA T V F A z c n L T !3 I~ 

z 0 G H ZR i'!I E l\I f~"Y T BC A !\I H f~. Q i'J L 

v F G Y i\ll G L z G G Z s I w u p G W r:J 1\J (' 
c.J 

hi 0 VOTF!iA z y F x DY r.Ji (~ !\I y z 0 1•.1! F 

Z G G l Q [ w L H B ,J· H H l·l u y r- T S WH 

J E y v R Z J v F U A 0 L z L c Y LB F s 

v !VI G H S Iii} !\II y f\J w z (-) F Z G i'I XU T l.,J L 

. 
Ty E [) Q u \IV G vv z T x Q l HS l.J C 'i'I AH 

Z Y F K A U K 1:i H [i J I\~ 1\1 ~~ I c R c A l\j z L 

s I"~ U Ll R L z (J f\I x L IJ G l:l LJ CJ 1:3 y x 8 L 

hi 0 z OHR R s ,,, u A p N ,J p p w f~ \j F A 

HY X R Z I~ s F> (,) G ~ p F p X l\I w !~ lJ w x 

Military Cryptanalysis, Part II, 9-p 2 
1937. 

H ~.J u A H W w 

L y r-- H Z B L 

y II/I G w Q I I 

z HF L Q y (} 

l\I c y CRY p 

u [ u w Q i'l L 

v !:'. [ J Q I !( 

0 l\J G R s - Vv 

x s r T W I F 

A '( U W H H z 

x \...' ~ 
,) ' T W I I< 

v c i"·i x w G L 

E Q G z w r~ L 

A y x R W /\ f 

0 I ~ F E F K 

f\j D V O T F H 

p (,) ,J A. F F z 

y i•I v A P I~ J 
\ 

L lJ lJ H 0 L z 
0 A i 1~ R ivl F ,J 

z C B L T P L 

TX G W tv1 TV 

Hp lJ L D G \} 

l\J s E Z A 8 P 

JN I R Z B K 

0 SJOi'ALO 

i\I. D W B w u w 

v z WO PF M 

w 0 8 G 0 T L 

lJ p GllTHC~ 

E s E J p f3 G 

v C K T w AK. 

L J JR z RM 

1\1 0 H 0 U N A 

p s E J w I 0 

u 1\1 X R Z BL 

p Q G A \fl I L 

z y FOMMO 

L y F W "'1 TV 

I'~ 0 VO T FM 

I\! D Z 0 HRH 

L 1\1 PG W I M 

p s E J w I D 

Ty E 
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APJvIY EXTENSIO~ COURSES 

LESSON ASSIGNMENT SHEET. 

SUBCOURSE - Military Cryptanalysis, Part II. 

LESSON X - Indirect Symmetry. 

ESTIJ\IIATED TIME - 5 hours. 

TEXT ASS I GNMENT - All of text. 

MATERIALS REQUIRED- Cross section paper; frequency table forms. 

HAXHIITJM WE I GHT 

SUGGESTIONS 

EXERCISE 

Weight_ 

100 

- 100. 

- Note that when you get a complete secondary . 
alphabet, some decimation of it will give 
the primary-alphabet. This primary alphabet 
may be standard, mixed in any number of ways, 
or it may be random. For this problem, see 
Par. 46, Section IX, TEXT No. 165. 
See also Par. 33, d and e, Military Crypt-
analysis, Part I. - -

1. The message given on page tvro of this lesson 
contains a repeat in the plain text eighty nine letters 
long. 

Solve the message, reconstruct the plain and 
cip;her alphabets, and determine the key-words used. 

Military Cryptanalysis, Part II, 10-p 1 
1937. 
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. , .:r 

L I U D B U ~ N Y ~ 1 I D D K B Z U L A X M Q Z P 

Q K U C W 8 L C W L S L V U X I M M L ? A N U L P 

ANUWY IN\;ZO LQRDG YSHBS YWZPC 

SSPYY ST WHO GB~MW IBRID" SLWHA 

T D P H K J 0 D P \n! E K G Z I\ ,I 0 D P X Y •::, A R N 

I B C lJ C A U W C Y I " :J L G I Q N :i'.. ?~ J '.~ I-c F A 

T ~ P I A T D N J K B R D D Q D B D D Q D B P K K 

D U U A Y E L H P F J M I C f D J K W A J T S K A 

X E W A N Y N E L 'K Y 1 X X A T E W U 0 L T W H W 

C S K L P A N U E W C S K S H 
,? 

Military Cryptanalysis, Patt II, lO~p 2. 
1937. 
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ARMY EX1.1ENSION COURSES 

mLUTIONS 

SUB COURSE - Military Cryptanalysis, Part II 

LESSON 1 

Weight: 

- Repeating Key Systems, with standard and reversed 
standard alphabets. 

5 1. a. Approximately 1/100 

5 b. Approximately 1/10,000 

40 2. Polyalphabetic substitution with five normal alphabets. 

25 

Solutions 

Keyword: SOUND 

Plain text: 

COMMANDING OFFICEH FIRST FIELD AHTILLEFi.Y STOP 
YOU WILL MOVE TO POSITIONS ON SOUTH MOUNTAIN TOMOPJWW 
COIVITv1A COMPLETING MOVE BY TEN PM STOP I\.ED '"FOHCES ESTIMATED 
AT A REINFOHCED DIVISION ARE MOVING ON G1TTYSBUHG DASH 
'HANOVEh ROAD STOP THIS DIVISION WILL CONTINUE TO GUARD 
THE RIGHT FLANK OF OUH CORPS STOP /dVIlVIUNITION WILL CON­
TINUE TO BE FURNISHED IN ANY AMOUNTS DESIRED BOTH FOH 
SEVENTY FIVES AND FOH LARGEH GUNS STOP GASOLINE FOR. 
TRACTOHS WILL BE OBTAINABLE AT FOUfi COBNEHS AT ANY TIME 
AFTER 1IGHT A(X)M TOMORROW STOP 

CG SECOND DIVISION 

J. Polyalphabetic sub?titution with six reversed standard 
alphabets. 

Keyword: ORANGE 

Plain text: 

. THIRD ARMY' DEF'ENDING POSITION GENERALLY SOUTH AND EAST 

OF TORDILLAS .HILL STOP THE EIGHTH CORPS WILL EXTEND 

POSITION TO THE RIGHT. 

Military Cryptanalysi9, Part II, 1-p 1 
1937. 
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25 4. Polyalpho.betie substitution viith seven normal standard 

Solutions 

alphabets. 

Keyv:ord: MACHINE 

Pb.in text: 

HE.ADQUAHTERS THHW AEMY 
ACofS G-4 
1500 Sept. 23, 1936 

To: CG PROVISIONAL CAVALRY CORPS 

YOUR HAILHEAD AT PLEASANTON hILL BE OPERATED 

BY HAILHEAD COMPANY NOW ESTABLISHED THERE. 

Military Cryptanalysis, Part II, 1-p 2 
1937. 
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Aft'\AY EXTENSION COUB.SES 

SOLUT-I()NS 

SUBCOUHSE - Mil i ta'ry CI"Jptami.ly sis, Part II 

LESSON 2 -Repeating-key systems with mixed cipher alphabets. 

Weight: 

60 1. Polyalphabetic substitution with four mixed cipher alphabets, 
bnsecl on the word BALTIMOHE. 

Solution::; 

Cipht;r alphabets: 

Plain 
Cipher 

·Keyword: 

A_l?__C D. E F G H I J __ K L M N 0 P Q H S T U V Vi X Y Z 
CD F G HJ K N.P Q SUV W X Y Z BAL TIM 0 RE 
I M 0 R E C D F G H J K N P Q S U V W X Y Z B A L T 
T I M 0 R E C D F G R J K N P Q S U V W X Y Z B A L 
YZB~LTIMORECDFGHJKNPQSUVWX 

CITY 

Plain text: 

CORPS SUMMARY OF OPERATIONS G DASH THHEE PROVISIONAL 

CAV CORPS AT ZEHO FIVE ZE.t:l.O ZERO Ci.\V CORPS H1LD GENEHAL 

LINE CH.HI.sTINE DASH COMPBELLTON WITH DIVISIONS !1BRE,\ST 

AND WITH .CORPS HESEHVE OF TWO CAV Bf,IGS AND ONE MECHANIZED 

REGIMENT PERIOD DURING FORENOON LEFT DIVISION FORCED BACK 

BY STRONG BLACK INF,.lNTHY ATT;>JK ESTIMJ~TED TrJO DIVISIONS 

EIGHT DIVISION IN CONTACT WITH COVEHING FOHCES ONLY PERIOD 

EARLY IN AFTERNOON STHONG CAVALhY ATTJ\.CK ESTIMATED THREE 

REGIMENTS ON FRONT TWENTYTHilill CAV DIVISION RESULTED IN 

FORCING BACK THhT UNIT PEHIOD AT NINEI'EEN HOUR c;~vi~LRY CORPS 

HELD GENEI\.AL LINE SOUTH OF HIGHTEH RANCH TO DAVENPOHT 

Military Crypt.a11:~lvsis. Part IL :· -n ·· 
1937 .. 
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AHIVIY EXTENSION COURSES 

SOLUTIONS 

SUBCOUHSE - Military Cryptanaiysis, Part II 

LESSON 2 - Repe:i. ting-key sy'stems with mixed cipher alpha bets. 

60 1. Polyalphabetic substitution with four mixed cipher alphabets, 
bnsed on the word BAJ.JTIMOHE. 

Solution8 

Cipher alphabets: 

Plain 
Cipher 

A..JLC D E F G H I J I\ L. M N 0 P Q R S. T U V VI X Y Z 
C D F G H J K N P Q S U V W X Y Z B A L T I M 0 R E 
I M 0 R E C D F G H J K N P Q S U V W X Y Z B A L T 
T I M 0 R E C b F G H J K N P Q S U V W X Y Z B A L 
Y Z B A 1 T I M 0 R E C D F G H J K N P Q S U V W X 

Keyword: CITY 

Plain text: 

CORPS SUMMARY OF OPERATIONS G.DASH THHEE PROVISIONAL 

GAV CORPS AT ZEHO FIVE ZEEO ZERO C.i\V CORPS HELD GENEHAL 

LINE emu.STINE DASH COMPBELLTON WITH DIVISIONS ABRL\ST 

AND WITH CORPS HESEhVE OF Tivo CAV BF~IGS AND ONE MECHi\NIZED 

REGIMENT PERIOD DUHING FORENOON LEFT DIVISION FORCED BACK 
I 

BY STRONG BLACK INFANTHY i\.TTi>CK ESTIMATED TWO DIVISIONS 

EIGHT DIVISION IN CONTACT WITH COVEf~ING FORCES ONLY PERIOD 

EARLY IN AFTEHNOON STliONG CAVALhY ATTACK ESTil/L;\TED THREE 

REGIMENTS ON FRONT TWENTYTHihD CAV DIVISION RESULTED IN 

FORCING BACK THAT UNIT PEHIOD AT NINETEEN HOUR c;~VALRY CORPS 

HELD GENEH.t\L LINE SOUTH OF IUGHTEH RANCH TO DAVENPOHT 

HOS'J'ILE ATTA.CK f\.PPAF\ENTLY STOPPED LE.f\R 

Military Cryptanalysis, Part II,_ 2-p 1 
1937 .. 
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SUB COURSE 

LESSON 3 

Weight: 

2 1. 

2 2. 

6 J. 

90 1+. 

Solutions 

REF ID:A4146451 

ARMY EXTENSIOtl COURSES 
.';;:'",;·' 

SOLU'l'Im~·£ 

- Military Cryptanalysis, Pnrt II 

- Repeating-key systems, mixed plain component. 

Direct syrrnnetry can be used only ~vhen the plaih component 
is known. ---

The ciphE:r component. 

The first and fifth lutter~ of the keyword are the same. 
letter. 

Polyalphnbetic substitution with mixed pln.in component 
based on the word COPYHIGHTED, using seven cipher o.lpha­
bets of plain normal sequence. 

Cipher alphabets: 

Plain C 0 P Y R I G H T E D K B F J K L M N Q S U V W X Z 
Cipher: K L M N 0 P Q E S T U V h X Y Z A B C D E F G H I J 

' 

Keyword: 

E F G H I J K L M N 0 P ~ H S T U V W X Y Z A E C D 
Y Z A B C D E F G H I J K L M N 0 P Q H S T U V W X 
W X Y Z A B C D E F G H I J K L M N 0 P Q R S T U V 
0 P Q R S T U V W X Y Z A B C D E F G H I J K L M N 
R S T U V W X Y Z A B C D E F G H I J K L M N 0 P Q 
D E F G H I J K L M N 0 P Q R S T U V W X Y Z A B C 

.KEYWORD 

Plain tGxt: 

TO: CG THIRD AI\MY 
FHOM: IV COH?S DEYiEES RANCH, TE'JCAS. 

TO CO!Vll'.1.tiNDING GENEHAL THii-i'.D AEMY STOP DUJUNG NIGHT TROOPS 

iiERE RbORGANIZED TO ATTACK AT ZERO FIVE ONE ZERO STOP AT 

TliO T\IO FIVE ZEBO BOTH DIVISIONS REPOHTED Pi\RT OF THEIH 

LINES liiER.E FORCED TO FALL BACK DUE TO CONCENTRATIONS OF 

MUSTARD GAS IN THEIH SECTOHS LATEL' IT biAS DISCOVE.HED 'l'HE 

GAS USED h1\S TEAR AND LINES \iERE.. REOhGANIZED STOP ATTACK 

Military Cryptn.n'llysis, Part II, 3-p 1 
1937. 
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Weight: 

LAUNCHED AT ZEHO FIVE ZEHO ZEHO AND 1mT WITH LITTLE 

rtESISTANCE INITL~LLY STO? RESISTANCE; STIFFENED IN FHONT 

OF FOURTH DIVISION AS TORDILLA HILL WAS AP.?li.OACHED COMMA 

BUT THIS .?OSITION WAS TAKEN BY ONE FIVE ZEHO ZEHO STOP 

AT ONE ONE ONE FIVE THE FOURTH AND ONE HUNDHED SIXTH TANK 

COM.P i\NIES V\EHE DETACHED FhOM THE FOURTH COf\.PS BY ARMY 

OEDER AND HEPORTED 'fO TEE EIGHTH COhPS STOP AS THE ATT.Jl.CK 

AP?HOACEED THE BLACK DEFENSIVE POSITION COMf'M~ ·IT WAS SLOWED 

UP BY ti.RTILLEhY Fii:U'~ AND LITTLE PROGRESS rr;:is MADE AFTFB 

ONE SEVEN ZEHO ZERO END OF. MESS,\GE BLAKE LOCK A~;ST G D1\SH 

THREE 

Solutions 
Militc.ry Crypkna1ys.is, Part II; 3-p 2 
1937. 
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SUBCOURSE 

LESSON IV 

Weight: 

5 

5 

5 

5 

1. a 

b 

c 

d 

REF ID:A4146451 

AR1i1Y EXTENSION COURSES 

SOWTI01~~3 

- Mili t.ary Cr;v ptanal,vsis, P,,;n·t II 

- fr1d.irect S;1mmetry; sec;Jnd:ffy alphabets. 

JANUAHY 

GOVH:f\Nl\l!ENT 

CHINESE POHT 

CRYPTANALYSIS 

5 2. .3, 5, 7, 9, E, 15, 17, l '), 21., 23, 25. 

JO 3. WASHING T 0 BC D-E F J KL MP QR UV W X Y Z 

10 4. 1st 10 or -16 2d 19 or ~7; 3d 20 or -6 ; 

4th L or --22 5th 14 or_::_:\-2 .• 

5 5 . Plain : WASH rnGTOBCDEF J"KLMPQRUVXY Z 

Cipher: WAE·EINGTOBCDEF.JKLMP~:RUVXYZW1\SHINGTOB1~DEFJKLMPQRUVXYZ 

10 6. Fla.in text: 

5 

WE ARE EXPECTING A iVIOVE TCl BOR.TON SCHOOLHOUSE TONIGHT 

SOON AFTER. ONE AM TO DEFEND THE LINES EAST OF BOHTON 

SCHOOLHOUSE BE P?:EPARE°) AT THAT TIME TO MOVE OTJ'r PROMPTLY 

S70P OUH ADV ••• etc. 

7. Plain W A S H I N G T 0 E C D E F J K L M P Q R U V X Y Z 

Cipher 
, c D E F T K .L C' 

Cipher 2 Q R u v x v 
' -

Cipher 3 R u v x y z 
Cipher ~4 I N 

,., 
Lr T 0 B 

Cipher 5 J K L M p Q 

Keyword: DRUNK 

L fvI p 

" /, w A 
w A .Q ,_, 

c D E 
R u v 

Q R 
0 
,.) H 
E I 
]:i' .J 
x y 

u 
I 
N 
K 
z 

v 
N 
G 
L 
w 

X Y Z W A S H I N G T 0 B 
G T 0 B C D E F J K L M P 
T 0 B C D E F J K L M P Q 
MPQRUVXYZWASH 
A S H I N G T 0 B C D E F 

15 · 8. It was plain text. 

Solutions 
Military Cryptanalysis, Part II, ,4-p 1 
1937. 
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AHMY EXTENSION COURSES 

SOLU'rIONS 

SURCOURSE - Mili te,ry Crypt[~nr;:.lysi s, Part II, 

LESSON V -- Mixed components; indirect symmetry. 

Weight: 

95 1. Plain text: 

rmb CAVALRY FORCES ILWE CONCEI>J"TRATED EAST OF C.ROSS 

ROADS SIX NINE FOUH DASH B STOP R.ED INFANTRY IS M01!ING 

TOWARD P,\.SS AT THE NOi1TH END OF THE iHLDWOODS STOP IT 

WtS REPORTED AT NINE AM /,3 BEING ViITHOUT AHTILLERY 

1"i.LTHOUGH THIS HAS NOT BELN VEEIFIED BY OUR CAVALRY 

STOP AT NOON TODAY NO OTHEE HED TROO?S WEEE REPORTED. 

TO HAVE: ARTILLERY V:EST OF E SMITH STOP YiITH THESE 

EXCEPTIONS COMMA ONE MORE SMALL FORC1'J AT GREENE COMMA 

AND THI~ AIH FIELD AT NE"ii BOSTON COMMA WE CAN EXPECT 

THESE TO BE THE ONLY E.NE~Jr1 FORCES IN THE THEATRE OF 

OPERATIONS BEFORE THE FIFTEENTH OF J"UNE STOP ALL THREE 

DIVISIONS OF THIS COR?S \vILL BE PREPAI\.ED TO MOVE EARLY 

O~ THE NIGHT OF MAY FIFTEENTH TO THE LINE FIVE ONE 

ONE DASH FIVE SEVEN Tiffi.EE POINT ONE AND SIX ONE SIX 

POINT SEVEN. 

Plain and cipher alphabets: JUGOSLAVIBCDEFHKMNPQRTWXYZ, 
based on keyword: JUGOSLAVIA 

Solutions 
Military Cry ptanaly sis, Part II, 5-p 1 
1937. 
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Plain 

Cipher 1 
Cipher 2 
Cipher 3 
Cipher 4 
Cipher 5 
Cipher 6 
Cipher 7 
Cipher 3 

· Ciph 1::r 9 
Cipher 10: 

REF ID:A4146451 

J U G 0 S L A V I B C D E F H K M N P Q R T W X Y Z 

0 S L A V I li C D E F H K M N P Q R T W X Y Z J U G 
HEMNPQJiTWXY.Z .. TUGOSLAVI)3CDEF 
X Y Z J U G Q S L A V I B C D E F H K M N P Q R T W 
D E F H K M li P Q R T W X Y Z J U G 0 S L A V I B C 
Q R T W X Y ~ J U G 0 S L A V I S C D E F H K M N P 
A V I B C D & F H K M N P Q R T ~ X Y Z J U G 0 S L 
E F H K M N E Q R T W X Y Z J U G 0 S L A V I B C D 
G 0 S L A V 1 B C D E F H K M N ? Q R T W X Y Z J U 
SLAVIBQDEFHKMNPQRTTIXYZJUGO 
B C D E F H K M N P Q R T W X Y Z J U G 0 S L A V I 

Solution by guessing frorr. citudyof repc1:ets and frequencies 
· the following; 

Line 3 KHBS . . 'STOP 
Line 4 HHY . . . . . THE 
Line ~- BDX . THE 
Line 6 GLHHNVMOU . ARTILLE~RY 
Line 11 WRLZB . COMMA 
Line 20 YKCTS POINT 

With those words ns n. start, the whole last line c'rn be filled 
in and th8 words EAST OF in Line 2 and WEST OF in Line 10 can 
be: guGSSGd. 
ThE;se ve,lu8s are sufficient to complete the, chain of R secondary 
nlphabGt, which co.n be decimntod to give the primary alphabet. 

J 2. 'I'hat tht: two corresponding letters of the keyword are the 
s.<>.me. 

1 J. BROHZE PICK 

1 4. No, it may be under any lotter. 

Solutions 
Mili tnry CI'Jrptnnnlysis, Part II, 5-p 2 
1937. 
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ARMY EXTIWJION · COURSi':S 
"·' 

SUBCOUHSE - Military Cryp:tmnlysis, Part II·, 

LESSON VI Indirect symmetry •. 

60 1. lV!t~ss~:.ge A :rnd Mess2.ge B have the same plain text: 

Solutions 

AN ENFMY FOP.CE ESTIMATED AT THO BRIGADES HAS REACHED 

RT SIX ZEHO DASH A .STOP OUH COMPi\NY WILL STOP ALL 

'fi:.AFFIC EAST OF HJ ~)EVEN ZEHO FIVE AND TAKE UP A 

POSITION FOH DEFENSl!; OF HILL ONE SIX ZEli.O ONE STOP 

MAKE ALL AHHANGE.MENTS :i.EQUIBED.QUICKLY HEED 

Plain and cipher alphabets are the s:,m1e, bnsed upon the key­
word QUICKSILVEH: 

Q U I C K S L V E R A B D F G H J M N 0 P T W X Y Z 

"Box" fo:c·Messgge A 

Plain Q U I C K S L V E R A B D F G H J M N 0 P T W X Y Z 

Cipher 1 V E R A B C F G H J M N 0 P T W X Y Z Q U I C K S L 
Cipher 2 R A B D F G H J M N 0 P T W X Y Z Q U I C K S L V E 
Cipher 3 B D F G H J M N 0 P T ri X Y Z Q U I .C K S L V E R A 
Cipher 4 R A B D F G H J M N 5 P T W X Y Z Q U I C K S L V E 
Cipher 5 Z Q U I C K S L V E h A B D F G H J M N 0 P T W X Y 
Cipher 6 T W X Y Z Q U I C K §. L V E E A B D F G H J M N 0 P 

Keyword: MOTORS under plain letter A. 

1113ox" for lViesso.ge B 

Plain Q U I C K S L V E R A B D F G H J M N 0 P T W X Y Z 

Cipher l M N 0 P T ~ X Y Z Q [ I C K S L V E R A B D F G H J 
Cipher 2 E R A B D F G H J M li 0 P T W X Y Z Q U I C K S L V 
Cipher 3 N 0 P T W X Y Z Q U 1 C K S L V E R A B D F G H J M 
Cipher 4 B D F G H J M N 0 P T W X Y Z Q U I C K S L V E H A 
Cipher 5 Y Z Q U I C K S L V ~ R A B D F G H J M N 0 P ~ W X 

. Cipher 6 I C K S L V E R A B D F G H J M N 0 P T W X Y Z Q U 

Kuyword: UNITED under plain letter A. 

Mili tnry Cr~,rptannly sis, Pnrt II, 6-p 1 
. 1937. 
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Weight: 

40 

Solutions 

REF ID:A4146451 

2. ?llcssri.ge C best solved !Jy factoring to get four 
:llphnbets, -::.no then completing the pb.in (mixed) 
component end picking tho hieh-frequency generatrices. 

"$ox" for Mecsnge C 

Plain Q U I C K S L V E R A B D F G H J M N 0 P T W X Y Z 

Cipher 1 U I C K S L V E R A a D F G H J M N 0 P T W X Y Z Q 
Giphol' 2 Y Z Q U I C K S L V E H A R D F G H J M N 0 P T W X 
Cipher 3 . I C K S L V E n A B Q F G H J M N 0 ? T W X Y Z Q U 
Cipher 4 T W X Y Z Q U I C K Q L V E R A t D F G H J M N 0 P 

Keyword: BEDS unde1· ;)la:Ln 10t ter A. 

?Lin text: 

THIS DIVISION IS 'l'O TAKE OVEh THE SECOND DIVISIONS AHEA 

AT NINE THIS DATE • 

• 

Military Cryptnnaly sis, Part II, 6-p 2 
1937. 
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SUBCOURSE 

LESSON VII 

100 

REF ID:A4146451 

SOLUTIONS 

'· 

- Military CryptA'.i:ia:lysis, Part II 
f;: :-

- Indirect sy1runetry. 

1. Both messages have the same plain text: 

Plain 

OUR ADVANCE HAS BEEN STOPPED AT RJ SIX ZERO 

FIVE YOUH HEGIMENT WILL CONTINUE ATTACK ADVISE. 

The plain component and the cipher components are the 
same sequence, br1sed upon the 1-:eyword SATUHDAY: 

S A T U R D Y B C E F G H I J K L M N 0 P Q V W X Z 

"Box" for Message A 

S A T U R D Y B C E F G H I J K L M N 0 P Q V W X Z 

. Cipher 1 E F G H I J K L M N 0 P Q V W X Z S A T U R D Y ~ Q 
Cipher 2 R D Y B C E F' G H I J K L NI N 0 P Q V W X Z S A T .Q. 
Cipher 3 D Y B C E F G H I J K L M N 0 P Q V rl X Z S A T U B:_ 
Cipher 4 U R D Y B C F F G H I J K L M N 0 P Q V W X Z S A ! 

Keyword: CUHT under plqin lt~tter Z. 

e "Box" for MGssag(~ B 

Solutions 

Plain S A T U R D Y B C E F G H I J K L M N 0 P Q V W X Z 

Cipl1t;;r 1 Z S A T U h D Y B C E F G H I J K. L id N 0 P Q V W X 
Cipher 2 N 0 P Q V W X Z S A T U li D Y B C E F G H I J K L M . 
Cipher J E F G H I J K L M li 0 P Q V W X Z S A T U R D Y B C 
Cipher 4 0 P Q V W X Z S A 1 U R D Y B C E F G H I J K L M N 
Cipher 5 F' G H I J K L r.'1 N Q P Q V ;; X Z S A T U H D Y B C E 
Cipher 6 E F G H I J K L M !':!. 0 P C:. 'J W X Z 8 A T U R D Y B C 

Keyword: CANTON under plain lotter E. 

Mili tnry Cryptanalysis, P3.rt :rr, 7-p 1 
1937. 
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VJEOip.;ht; 

123412341231+12J41234123/:12341234123/,12.'3412341234123412JL11234123412J4.12J4123 
TBERJSYQMI!VIILEGJHAHBVUXJCFYEMEMU'rNCXIVS.JET/3EBNRNPNVBSVPQ,GTVELABJRGYYGXDFZVRJ 

. NQIPKDSF!VJTVFZZ,NTTEAGUIOJSPIBFVW!'JJNV.JUOii~.~~UHUVNmVSCF'GLVVZirnTGHVMQ.NPHGS.SXPKDHNN 
12.345612J456123456123456123456123456i2J456123456123456123456123L.56123/+56123 

. "'" "·..:.· . 
;-1. ,_. •• 

1-1 2::..2 3-J 4-4 1-5 2-6 3-:1. ~-2 1-3 2-4 3-5 4--6 
TN 
EZ 
FS 
VII 
NC 
AM 

BQ E:I HP SI( SD YS QF MM IT NlV 
GZ ,JN HT A'f MV .BA VG uu XI JO 
yp BG M;3 EF HE uvv TlVJ NN cw XU 
SJ EZ TU BH EH BV TT KH NVi 
VF SL vw pr· i.J. QK GS xx VG BH 
RN GE YG DP FK 

Note thnt the 2-6 and the 3-5 columns are the same interval Hnd can be 
combined; likewise:, columns L,-2. nnd 2-4. 

From 4-2 and 2-4, get immediately: BVGS and XIT. 

From 3-3, since B and G are at intervul of 2 in thi:: 4-2 chain, we have 
also: B.G} E.I, and J.N. 

From 2-:2, WO have BG and QZ in the snmr~ interval. This p-ives .,, QFZ. 

Also from ?-2, FJ and vs. Sines we h'lVe v.s, this gives QFZJ.N. 

From 1-5, VG : : VIH and from 3-5, rm : : NB. Since we have VG already 
0..dJacent, we can add NB to the chain. This E·.nabl8s us to say: 

QFZJ.NBVGS 

From thi.s point, th2 ch.sin is rapidly completed to: 

Q F Z J D N B V G S K R 0 C W H A L D P E X I T ~ Y 

Noting thnt J, Kand Laro in order at interval of 7, decim!ltion at 
this intorv8.1 producee. the primary alphnbet: 

J K L M N 0 P Q V W X Z S A T U R D Y B C E F G H I 

Since T and N in the two first alphabets rcproscmt tho s.'.lmc (the first) 
lotter, the two first alphabets can be entered in thE:ir boxes in 
their prop0r relation. 

RF 
CJ 
IO 
PS 
LV 
ZD 

Then since J and K rcpr&sent the snme letter in 1 nnd 5, alph3bet 5 can 
be E:nte:ced in the box in its proper relation, etc. All the odd num-­
bered columns can be plllced with proper relation to each other. Like­
wise, all the ~ numb0red columns ca.n be placed with respect to each 
other, but not in thi;:;ir relation to the odd co.lumns. The two sc:ts of 
alpha.bots can bt.: placed in proper re:J.ation oi. theT by sliding the t1·rn 
sets of alphabets along each othfJr until the keyword appenrs or by 
making frequency tables of the two sots of nlphabeta and matching the 
two frequGney distributions. 

Solutions 
Military Crypb.naly sis, Pnrt II, 7-p 2 
1937. 
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SOLUTION~ 

SUBCOUHSE lvlilitnry Cryptin:1ly.sis, Part II 

LESSON VIII IndirE:ct s~,rmmetry. 

Weight: 

100 1. Both mGssn.ges h':tve the same plain tex,t: 

ENEMY ARTILLEHY FIRE IS IN'rERDIC'rING CEOSSEOADS ONE 

SEVEN EIGHT DASH I ALSO ONE EIGHT SEVEN ONE. 

The plain nnd cipher alph11bets "1.I'e the sarno, based 
on tho words: KEY'iiOHD MIXED. 

K E Y W 0 R D M I X A B C F G H J L N P Q S T U V Z 

11 Box" for Message No. 1 

Pb in K E Y W 0 R D M I X A B C F G H J L N P Q S T U V Z 

Cipher 1. CF G HJ L NP Q S ! UV Z KEY W 0 RD MIX AB 
Cipher 2 R D M I X A B C F G H J L N P Q S T U V Z K E Y W 0 
Cipher 3 V Z K E Y ~ 0 R D M 1 X A B C F G H J L N P Q S T U 
Cipher 4 S T U V Z K E Y IT 0 B D M I X A B C F G H J L N P Q 
Cipher 5 T U V Z K E Y rf 0 R ]2 M I X A B C F G H ,J L N P Q. S 

Keyword: THIED under plain letter A. 

e "Box 11 for Messnge No. 2 

Solutions 

?.lrdn K E Y W 0 h D M I X A D C F G H J L N P Q S T U V Z 

Cipher 1 T U V Z K E Y W 0 R QM I X A B C F G·H J L N P Q S 
Cipher 2 ·L N P Q STU V Z K 1 Y W 0 RD MIX ABC F G HJ 
Cipher 3 X A B C F G H J L N E Q S T U V Z K E Y ~ 0 R D M I 
Cipher 4 M I X A B C F G H J h N P Q S T U V Z K E Y W 0 R D 
Cipher 5 Q S T U V Z K E Y W Q li D M I X A ~ C F G H J L N P 
Cipher 6 NV Q ST 'UV ZX EI WO i AM I X ABB F G HJ L 

Kc::yword: · DEPLOY under pl~1in lettor A. 

The numbt:r of alphnbets in c,o.ch messe.gc c~rn be determined 
in several ways

1
thb easiest of which is: 

Military Cryptanalysis, Part II, G-p 1 
1937. 
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Weip;ht: 
· .. ;y::' 

'~~' :: 
. ; .. ~ 

Since t11e twenty--fift;kt r:mu fifty-fiftl1 letters of both mess<tges 
'-: are tho s,2rne lettor (E end N, rdp~)~.ipj·(interval of thirty, this 

number riust be a common rn11l tiplc-; \cif th1.'.(numbur of letters in each 
keyword a:nd one of the c~lpho.hets in ;nC: messag•2 must be the same 
as some one of the •1lphabets in th.S other. KE.:ywords of 5 and 6 
lettt::rs are thus practically dete:rininerl. In Message No. 2, o.t the 
end there is a trigrnph, Vf\Uc repeated a.t an interval of 12. This 
fix0s the keyword 1ongth. of Mes~mgc:: No. :2 at 6 and that of Messc.ge 
No. l at 5. ' 

The mes Gages can now be l:tid off into nlphabets. It is best to 
set clown the· numbers of ths aJ.piw.bet~; of e.:ach po..ir of letters: 

~~34.5123451234512J/;51?34512345123.'151234512.3451~~3/,.51234512345123451234512345l234 

Fu2YVTAQWFWDViUXQAZWLQiJQTENF ALOOPAI:EMKWZDNK"iFUMDTTGFl~GANNHP 1\CTTPZKODDXBIKZPUOXJT e ~XAGTYEFLVBPEPTHZPOCLZJ?EULrJ~(GRSCVFLTFLKFKXAYSJUXAHIMNUPYXKDJ:OBVAUZUTJFUHAZVAfJ 
l2345612J45612345612345612J45612.'"3456123,~5612J.~~.i61234561231+561234561234561234561 

If the messages hnve the sr.ime plain te:,~t, the following :pairs of 
values can be obtained: 

1-1 2-2 3-3 - l;.-4 5-5 - 1-6 2-1 3-2 4-3 5-4 1-5 2-6 3-1 4-2 5-3 

FU UX ZA YG VT TY 
OG PR AS KC KV MF 
TD TI PO ZB KV OA 

(HZ)2-4 

AE 
KL 
DU 

QF WL 
vVT ZF 
DZ XU 

FV 
DL 
BT 

WB DP WE UP XT 
NK KF YK FX UA 
IJ KF ZU PH UA 

1-4 2-5 J-6 4-1 5-2 1-3 2-4 3-5 4-6 5-l 1-2 2-3 3-4 !+-5 5-6 

QH AZ ZP 1;m LC Q.L UZ QJ TP EE NU FL 
MY DS T.J TU GX FA FH CI AM NN NU HP 
OZ XV JA TU 

In J-J we have Z A S. 
From 2-5, ZS :: AD, whi~h gives Z AS D. 
From J-2, where D Z occurs, we get T • • W and 

From 1-3, F Q .. A L, which gives 
From .4.-5' ' L x J, which gives H . . 
From 2-4, F u .. H z, which permits . . 
Then from 1-1, z D .. H T, giving H .. 
From 5-4, D L .. F v . . B T, whieh .. 

permits H 
From 1-5, B w .. K N . . J I, giving . . . . 

x . 
From J-5, J' I .. Q c, which gives . . 

Solutions 
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F •• Q 

" A s D L /.., 

x . . J 
addition of . . T . . w 

gives F v . 
. B T . . w 

K .N . J . . . I 
Q c 

H z to 

Q ahd 

and 

AP LJ OK 
PY AX OK 
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From 2-2, x I .. u T, giving u :., . ! . . . T since we 
had x ': • J • . • I 
From 2-5, s D .. v x, giving F yx ~ 

. ' : .. 
w now have the following chains, c.alliin the same interval:. e , , ..... 

Z' A S D L 
F V X:Q , J • C • I 

p 0 
K ·~ N 
u •• • :H • B T •• W 

From 4-2, F X :: UP, giving U. PO H. BT •• W 

From 4-6,. p T .. MA giving 
From 1-6, 0 T .. A y giving 
From 3-1, y z . . K U giving 

We now have tho following 

M • . . . z A s D L 
:Z A s D Ly 
u . . . . K which 

u . p 0 H K B T . . Vif 

M • Z A S D L Y 
U.POHKBT •• W 
F V X Q • J • C • I 

gives 

From the relation A P Y in 3-4, the interval of which compared 
to the chains vre already _hav~...S'..:":_1?-· only -b815;or -ll, we have :. 

U I.P 0 HK B ·TM • W. Z AS D LY F V X Q • J • C 

which.can readily be completely filled in. Decimation at an 
interval or seven to the left (determined by the letters 
A B C F G H. J etc. ) gives the primary component : 

ABCFGHJLNPQSTUVZKEYWORDMIX 

All of thA alphabets in both boxes can be placed with respect 
to each other by the process explained in solution to Lesson VII. 
As one of the keys is 5 letters long and the other, 6, which two 
numbers have no factors and no common multiple less than their 
product, all of the alphabets can be placed relative to each 
other, determining the keys in the "boxes". 

NOTE: It is suggested the student go over this point 
thoroughly. 

Correctly guessing only one letter. and any one letter· of the 
plain te:ict then irnmediatelyproduces complete solution. 

Solutions. 
Military Cryptanalysis, Part II, 8- p3 
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ARMY EXTENSIOI>t COURSES . . ,. 
~,: ~ : ~ 

SOLUTIONS 

SUBCOURSE - Eili tary Cryptanalysis, Part II. 
' ...... : 

LESSOW IX - Indirect Symmetry.·. 

100 1. Different mixed sequences slid against each other: 

Plain - S M A R T B C D E F G H I J K L N 0 P Q U V W X Y Z 

1 LMNOPQSUVWXYZRI GHTABCDEFJK 
2 CD:§._FJKLMNOPQSUVW::X:YZRIGHTAB 
3 U V ! X Y Z R I G H T A B C D E F J K L M N 0 P Q S 

Cipher - 4 Yv X I Z R I G H T A B C D E F J K L M N 0 P Q S U V 
5 M N Q P Q S U V TI X Y Z R I G H T A B C D E F J K L 
6 YZp~IGHTABCDEFJKLMNOPQSUVWX 
7 F J [ L M N 0 P Q S U V W X Y Z R I G H T A B C D E 

The plain text of the mossago,isi 

A SQUADRON OF. BOMBING PLANES FLYING SOUTH DROPPED 

EIGHT LARGE BOMBS Olif THE RAILROAD BP..ID GE AT EAST 

RIVER 1NHICH DESTROYED THE APPROACH ON THIS SIDE BUT 

DID NOT SERIOUSLY DAMAGE THE J\fJAIN SPAN STOP AS THIS 

DAMJ'-i..GE liHLL REQUIRE AT LEAST EIGHT DAYS TO REPAIR 

IT WILL BE NECESSARY TO ROUTE ALL TRAFFIC ACROSS 

THE RIVER VJJ1. FIRST STREET BRIDGE IN NEW VENICE 

STOP THE FIRST ENGINEERS WILL, REPAIR THE APPROACH 

WITH ALL POSSIBLE SPEED L.ND ADVISE THE DIVISION 

ENGINEER AS TO TIIE TIME 'l'HfiT WE CAN EXPECT TO RESUME 

TRAF1'1 IC OVER Ef,ST RIVER BRIDGE STOP WHERE ARTILLERY 

AMMUNITION MUST BE TPJ,.NSPORTED OVER THE RIVER THIS 

WILL BE DOl\TE BY TRUCK VIA THE FERRY AT ZIIvll:lERS FJ,LLS 

Solutions. 
Military Cryptanalysis, Part II, 9- pl 
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STOP IF AMlVIUNITION IS NEEDED BY THE ARTILLERY NORTH 

OF WILSONS SCHOOL IT W:j:LL BE FURNISHED THEM FROM 

AMMUNITION NOW id YHLSONS SCHOOL STOP ALL LMBULl'.NCE~ 

WILL BE .ROUTED VIA FERRY AT SIMS EXCEPT i1.MBULANCES 

FROM THiiT DIVISION J.RTILLERY NORTH OF THE BRIDGE 11.T 

CY JONES SCHOOL. 

From repeats and froqueri.cy considerations, W Q N G 
. 4 5 .6 7 

guessed to be STOP; thon W S X W Q to be FIRST. 
1 2 3 4 5 

Sev0ral THE 1 s, LlvIBlJLANCES, AR:TILLERY and DIVISION 
follow. 

Indirect symmetry, Vihile applicablo is usually of 
little value where two different mixed soquonces are 
used as by the time enough values can be insortod iµ 
the 11 box11 to produce results, the plain text can be read 
directly frcm frequency considerations and skeletons of 
words. However, the principle is cxtt,emoly valuable 
in solving more complicated systems, 

Military dryotanalysis, Part II, 9~p 2~ 
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ARMY EXTENSION COURSES 

SOLUTIONS 

SUB COURSE l.[ili tary Cryptana1y::)is, Part II. 

LESSON X - Indirect Symmetry. 

Yieight: 

100. 1. The plain text is as follows, the repeat being 

Solutions. 

underlined: 

ARTILLERY FIRE IS INTERDICTING THE ROAD FROM R J SIX 

EIGHT EI GH'i.' DASH A TO A POIN'.r EIGHT HUNDRED YARDS 

SOUTHWEST OF CROSS-ROADS SEVEN EIGHT SEVEN STOP 

NIDSTARD GAS m.s BEEN SPRAYED ON E_:~\D FPOM R J SIX EIGHT 

EIGHT DASH A TO A POINT EIGHT HUl'JDB.ED YJ1RDS SOUTHWEST ·------·-·----·--·--·------
OF CROSS-ROADS SEVEN EIGHT SEVEN X B. 

Repeat patterns or ideomorphisms indicate the exact 
beginning and end of the repeat of the same plain text~ 
These are superimposed and the five sets of pairs taken 
out~ it having been determined that there.are five 
alphabets involved: 

1 2 3 4 5 1 2 3 4 5 1 2 3 4 5 1 2 3 4 5 1 2 3 4 5 1 2 3 4 5 
SLCWLSLVUXIMMLPANULPANUWYINCZO 
AT UP I AT D NJ KBR DD QD B DD Q DB PK K DU U A 
n· 21 3 4 5s1 2 3 4 s i 2 3 4 sf 2 3 · 4 sT 2 3 4 s 1 2 3 4 

1 2 3 4 5 1 2 3 4 5 1 2 3 4 5 1 2 3 4 5 1 2 3 4 5 1 2 3 4 5 
L Q R D G Y S H B S Y N Z P C S S P Y Y S T IN H 0 G B G M W 
Y E L H P f J M I C f D J K W A J T S K A X E W A N Y N E L 
5 1 2 3 4 5 1 2 3 4 5 1 2 3 4 5 1 2 3 4 5 1 2 3 4 5 1 2 3 4 

1 2 3 4 5 1 2 3 4 5 1 2 3 4 5 1 2 3 4 5 1 2 3 4 5 1 2 3 4 
I B R I D S i. W H A T U P H _K -~·_Q_}J_? W B K G Z K J 0 D P 
K y L x x A T E w u 0 L T w H lN c s K L p A N u nw·csK 
5 1 2 3 4 5 1 2 3 4 5 1. 2 3 4 512 3 4 5 1 2 3 4 5 1 2 3 

Military Cryptanalysis, Part II, 10-p 1. 
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Pairs are taken out: 

1-5 2-1 3-2 4-3 5-1 

S A L T c u WP L I 
A Q N D U B y s y K 
T 0 s J p T HW K H 
I K UL V D

1 

UN x .J 
JW T X WE z u OA 
Ly 0 c D S p K WL 
G N MB G N ME Gp 
B p Q E R L D H p D 
y F B y MR L D s c 

KA HM I X DX 
z J B I cw 

AU 

From 4-3, we get ME and from 5-1, C W L I 
y s YKH 
L DH WP K G P D x J 
Z U N OAU 
B I X 

Most fortuitously, the letters L and W occur in chains in 
both sets of values. D 0.nd P 8l so occur in the same relation­
ship. If we spread out.the 5-1 column so that C and W 

Solutions. 

are at an interval of three, we can combine the two sets 
of relationships by reversing all the chains from 4-3: 

5-1 
c . . Yv . 
y . . K . 
G . • p 

0 . . A . 

. L . . 
•, H 

D . . . u 

I 

v 
.A . . J 

4-3 
EM 
s y 
KPWHDL 
N U Z 
X I B 

Combining the two (as they are now at the same interv~l): 

C K P W H D L • X I B 
Y • • K P W H D L 
G •• P •• D.,XIBJ 
o •• A.NUZ 
E M vvhich combine to give: 

YGCKPWHDL,XIBJ 
O •• A.NUZ 
EM 

Military Cryptanalysis; Part II, 10-p 2 
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From 2-1, B 0 : : Y C and L X .: : U T which give: 

Y G C KP W HD L • XI B Jo: •• A • NU Z TE M • 

Which can readily be completJ:l'd to give: 

YGCKPWHDLQXIBJOVRAFNUZTEMS 

This hanpens to be the primary sequence. If some other 
interval was used as the basic interval to build up the chain, 
the secondary derived must be decimated at different odd 
intervals until by trial this sequence is obtained. The pri­
mary sequence is recognized by the relationships of such 
letters as (in this case) JOV, KFv'V, LQX, etc. When this 
is noted, the transposition key can be built up to get the 
key-word a 

4 3 1 2 5 
R I G HT 
A B C DE 
F J K L M 
N 0 P Q S 
UVWXY 
z 

Now since S1 = A5 , we can start the 11 box11 (although 
we do not know what the plain-text equivalent of S1 and 
A5 are): 

Plain 0 

1 s (T) 
·2 (L) 

Cipher 3 

Solutions. 

4 
5 A 

from which alphabets 1 and 5 can be completely filled in. 

Now since T1 : 12, Yfe can add 12 under T1, and fill 
in alphabet 2.· Similarly, the rest of the 11 box11 may be 
completed and the key-word LUCKY noted. 

1 S Y G C K P W H D L Q X I B J 0 V R A F N U Z T E M 
2 I B J 0 V R A F N U Z T E M S Y G C K P W H D L Q X 
3 N U Z T E M S Y G C K P W H D L Q X I B J 0 V R A F 
4 U Z T E M S Y G C K P W H D L Q X I B J 0 V R A F N 
5 AFNUZTEMSYGCKPWHDLQXIBJOVR 

Military Cryptanalysis, Part II, 10-p 3. 
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The v1hole message can :now- be reduced -to a monoalphabet 
and solved, whereupon the pJain component, based upon the 
words Hfl.ND SIDE becomes evident. 

The plain component is: 

HANDSIEBCFGJKLMNOPQRTUVWXYZ 

Military Cryptanalysis, Part II, 10-p 4. 
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