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ARMY EXTINSION COURSES

Subcourse--Miiitary Cryptanalysis Part II
Simpler Varieties of Polyalphabetic Substitution Systems.

Introduction.

Purpose and Scope:

~

The purpose of this subcourse is to teach the student the methods
of anzlysis of the simpler polyalphabetic substitution systems.

The scope of this subcourse is: Primary classification of polyalpha-
betic systems; kinds of. cipher alphabets; repeating key systems-factoring;

mixed cipher alphabets; direct symmetry; high frequency generatrices; and
indirect symmetry. ) :

Number of Lessons and Approximate Time KHequired:

This subcourse consists of ten lesson® and will probably require
approximately A0 hours of work by thc average student.

The time listed for this subcourss and for each lesson is only an
estimate and should be considered merely as a guide. It does not in any
way limit the time that may be devoted to the lesson or subcourse.

Texts Reouired:

Military Cryptanalysis-Part II-Simpler Varieties of Polyalphabetic
Substitution Systems, 1937, as prepared under the direction of the Chief
Signal Officer, :

'

Materials Required:

Cross-section paper.

Special Instructions and Information:

. i .
This subcourse and the text used therewith were prepared under the
direction of the Chief 3ignal Officer.-

So far as practicable, detailed work sheets which usually form a
part of the solution should be submitted with the sclutions. They will

be returned to the student for file or further study.

The student is urged to apply the principles cxplained in the text
in solving the problems, even though solutions may be obtained in some
cases by other means, Only by understaerding each principle in turn will

progressive results be obtained.

Military Cryptanalysis-Part II, 1l-p
1937, oo ey
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e _ REF ID:A4146451

ARMY EXTENSION COURSES ~
LES30N ASSTGNMEINT SHEET
SUBCOURSE - Military Cryptanalysis, Part II

o

LESSON I - Repeating Key Systems, with standard and reversed
shtandard alphabets. :

ESTIMATED TIME ~ 3 hours.

TEXT ASSIGNMENT Text, Sections I to IV, inclusive.

§

MATERIALS REQUIRED - Cross-section paper of 1/4 inch squares.

~ MAXIMUM WEIGHT - 100,
SUGGESTIONS - HNone.
'EXERCISE
Wieight:
5 1. a. In a message of 180 letters, what is the approximate

probablility of two similar trigraphs occurring by chance?
5 b. In a message of 1,200 letters, what is the approximate

orobability of two similar pentagraphs occurring by chance?
_ 3

. 40 2. Solve the following and reccver the keyword:
UCGZD FRCAJ CTZVF WFZVU XHZVH

WHICR KWNVR FGIAV GINUP GIHGD

ABNBP GFLBZ UCGZD UCGGCO WHCOCAJ

ECPRE QHYAS EGCNBS JSXSR JQYGFH
KECZD LSXNW SFYVQ XCLPH VROIL
KWIAD JSGBY ABABQ YSNGB KPOEJ

VOMUK SBIIH JFING KHICW ZWMQL
NWMVR FKCYOQ UCHGL FIYGR YTUEG
LVYEL YVNSO SBEBI GILTPR JDMTF W‘

Military Cryptanzlysis-Part II, 1-p 2
1937. I ’
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Weight: A '
GDUZP MBCGL GBQVO DQIAW ABORW

GPY S-X JBCFK WRCAD ¥MUZR | M 3B N F G
w G.C B HJ VPIGK XCLFH NSHGB XWPRY
SBXSR JZUEJ WFAHQ XG N BS YOM B 0
ABYSR JHLNF LCLTF Z AZFOH GPNDNL
FOVYH SHZBX JQIEQ WFMNW SBSGL
E S Uusw WFYVJ ZHUKP?P LCGBU JCQFW

GDWTV WQIAG V WP VYV ACH

25 3. Solve the following.and recover the keyﬁord:

VKSWD EXFCK CZXK

t

X FTYZD IFNWA

o

EUJTA XRPCI MAXHG GRLNA VNQJY
M#¥DW¥D GAVZW DGIUS PVEWJI YTYHYT

LSNZZ2 EFVTK UHJ

-3

B ZDIFN WAEHZ

NXXAS EZL

Note: The enemy has been using reversed standard élphabets.

25 4w Solve the following: It is suspected that the
word PLEASANTON occurs in this message. Recover the keyword.
HEADQUARTERS THIRD ARMY ) 7
ACofS G-4 :

1500 Sept. 23, 1936.

' To: CG Provisional Cavalry Corps o
KOWYZ2 NMXHG HLNXB LGHAN RFOPD
QYPUNE QWMEE FEFIG E E ULJd LIQgQGaA

MREHVL RAWGZ 3BNFXI UOMQX TETL

Military Cryptanalysis-Part II, 1-p 3
1937.



REF ID:A4146451
ARMY EXTENSION CCURSES

LESSCN ASSIGNMENT SHEET

SUBCOURSE - Military Cryptanalysis, Part II

LESSCN II - - Repecating-key systems with mixed cipher alphabets

ESTIMATED TIME ; /. hours

TEXT ASSIGNMENT - Text, Section V.

MATERIALS EEQUIRED - Cross-section paper of 1/4 inch squares.

MAXIMUM WEIGHT -~ 100

SUGGESTIONS - Prepare "box" comparable to Fig. 7, Pags 26
of text, and fill in each value as assumed.

‘ ' (
EXERCISE
Weight:-

€0 1. Solve the following and recover the keyword:
FQUHA WXDVI UWXCP HHEVTP PQUNN K.
RTNNX DK H'E Q XXZ2FN PQN Y U O0TSPFQ
UH4aIW XHVPT PZRXH VPXHV PBCZ MJ

GBSVM HK O.I H PRKCK JOWEM MBGVP

b
o
[aN]
O
=
!

PPRAC WDBXN QZHKJ P 001
GVOXP VYDVR YAXTF GBFPN OPXYW

ULAEU SHQEP MQUYI MUOKW TFGQUX

t—

LVEMM CPFXH RULKG XLWXQ LBGPaA

L—{
c
>
(@]
(@]
—
@

GYUOW DEGBE NGXPJ VoX

PEGBO RADIM EDLVP BQNID KTBSG

Military Cryptanalysis, Part II, 2-p 1

1937.
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RWM
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Xsq

NTX
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WP

i N B

RY

B

W

4

The following is believed

components

determinc the keyword.

AAC

i

U o
MHN

K QH

Solve

Determine the

the

HAX

T GCK

I ¥KQ

8838

F R
QR
R P

JY

X

R

following.

X

as those used

=3

M

t=4

W

W

ke

w

DCX R
PWF G
DEG B
EPE V
BSE V
XPE K
FFG W
WM C X
6TV M
UKTF ¥
QoY I

to be enciphered &
in Yroblem 1 above.

w2

A

M

E

T

H

SMU Z
X7 G N
GRO @

A

W

BP

~

RN X

GXP

NT

WP

RNT

FPX

IJ

VPQ“

NHX

UL

the same
Solve and

HUDI

AKBU

BEEJ

ZYX PL

7 G

It iz "uDocbtcd that the word
CROSSROADS occurs in this messazge and that the same
cipher alphabet employed in Problem 1 aUOVu was used.
keyword,

To Atn Corps, Dewees Ranch, Texas
3 s
G-3, 3rd Army

From:
ADC
B ZB

BDF

Military Cryptanalysis,

1937,
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R REF ID:A4146451
o | ARMY EXTENSION COURSES
: LESSON ASSIGNMENT SHEET

ﬁUBCQUﬁSE - Military Cryptanalysis, Part II
ﬁESSéN%III' | " - Repeating-key systems, mixed plein component.
ESTIMATED TINE - 3 hours.
TEXT ASéIGNMENT - Text, Section VI.
MATERIA?S REGUIRED - Cross-section paper of 1/4 inch squares.
MAXIMUM?WEIGHT -~ 100.
SUGGESiiONS - None
EXERCIéﬁ

Weight:

2 1. Direct symmetry can be used cnly when the plain
component is kmown . (Line out incorrect one.)
‘ unknown :
2 Z. Which component must be known in order to make

possible the matching of distributions of cipher
alphabets? '

6 3. If the first and fifth cipher alphabefs show similar
frequency distributiong,whnt can be deduced as to
the nature of the keyword:

20 4. Solve the following and recover the keyword:

TO: CG THILD ARMY
FROM: IV CORPS DEWEES TLANCH, TEXAS

SFYXF I0COD OUXMC NCHE?Z XKPIIH
SIGEWM ZYYHH PWEOT XKSHMC XPTXH

MUM ZHWZO KTJEN

NCFS3A EOKJO TQ

T DHAPL LLGJE WOESHEB

U
<

AHLRD S5X

7]
3

ZJTNM JNCXA SLROD LIL WSAXT

EOMHG QCHSF LEVAI O0UDOX LATTIH

Military Cryptanalysis, Part II, 3-p 1
1937,
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XBIYE MJ
EUJEX VI
ZLYEN IT
IHXSX O0C
RKTOJ ENX
PFWOI 8L
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ARMY EXTENSION COURSES

LESSCN ASSIGNMENT SHEET

=]

SUBCOURSE - Military Cryptanalysis, Part IT .
'LESSON Iv - Indirect symmetry; secondary alphabets.

ESTIMATED TIME . - 4 hours.

TEXT AB3SIGNMENT - Text, SectionsVII.and VIII.

ALS KEQUIRED - Cross-section paper of 1/4" squares:
5 shects 8" x 1Q%u

1

I

I shest 8" x 21"
equency table form

MAXIM@M WEIGHT - 100 | .
SUGGESTIONS ' - None

EXERCISE

Welght:

1. What are the keys on which the following secondary
alphabets are based:

, DO0J EPAFQ

(@]
[N

5 : a. NG3UHTERIVYKWBLX

HPXVTPFLW

W
=
.
<
=
=3

KUGN

«
oy
m
3
=
os]
faa
&£
=<
tad
o=

ce JRHUFPZMBEXKTIVGOCGDSYLANW

ASDGKQWCOCPNIEHMUXRTLBFJIOV

Vi (8,1
[[n?
.
)
g

2. Decimation of a primary alphabet at what 11 fundamental
intervals only will give complete sccondary alphabet

chains?
30 3. Two messoges, Message A and Mossage B, have been inter-

cepted. It is suspected thoy contain the same plain
text. The enemy has been using ¢ wixed seguence slid
agninst itself. Factoring indicates that message B
is comocsed of 5 cipher alpheobets. Pairs of values
are obtained as follows:

Military €ryptanalysis, Part IT, 4-p 1
1937,
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lieight:
Pairs from Pairs from Pairs from Pairs from Pairs from
Alphabet 1 Alphabet 2 Alphabet 2 Alphabet 4 Alphabet 5
AD . RE AU I0 ‘ SL
EV TW .. - EG AN i
1J AR TA TD IP
VG IX HX HT FA
CkR WQ IY EL MN
BQ - CH WR. 0% RO
KZ KO XA W
WI
Determine the primary alphabet and the keyword on which it
is based. '
10 4o From what decimation interval of the primary alphabet are
the pairs of:
1st alphabet __ 3 2d alphabet _3 3d alphabet 3
4th alphabet _ ; 5th alphabet _

5 5. Make up two strips as indicated in sketch and lay them
aside for later use. The sequences on both strips will
be the mixed sequence you- recovered from the pairs given
in Guestion 2 above.

Plain: © Z p T v v €5Ce v v o v o o o
mixed sequence 26 .letters long
Cipher: 8 J pr v v 66Ce v v v v « v« » 6 ¢ pr..etc. ..
same mixcd sequence repeated ~ 52 letters long
10 6. Part of message B follows. Make up frequency table for

each alphabet.
MESSAGE "B",

NpgYw VLELY MXZCK AALLU PSSYU

()

PYVJM PACTV NUGDV KXWTU EASBK

xe]

XWGYIV KNUUU IGMY KIATW WXZLL
VRVDV XS35YU PYVJM PACTV NUGFW
SFGVK INNNU MVUDU JCGDV AALLYV

NWEYV ADARE EWSVV NFgKC etc.

Military Cryptanalysis, Part II, 4-p 2
1937.
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Consider the irpqupn07 table for the second alphabet.
Cipher letters A, N, W, X, and ¥ are high, with A highest.
In general, these letbers should represent most of the letters
E, T, 0, A, I, N, .. ete., that is, the high-frequency letters.

Now take the sliding strips prepared in Question 3. Put
the A on the cipher (long) strip under the E on the plain (short)
strip, and note what plain-text values of N, Vi, X, and Y are
concemitant with A, = E5 . Place the A, on the cipher strip
under T, 0, A, etc., (on the plain strip) in turn, noting what
plain-text values of the other cipher letters correspond to each
setting. When the correct Juxtupos¢tlon is made, the values of
all the cipher letters in alphabet 2 become known, snd the fre-
quencies of the plain-text letters will be according to their
normal freguenciles.

Enter the correct values for the cipher letters of alphabet
2 in their proper. places in the message. (NOTE: It is often
ot considerable assistance to enter the plain-text lctteﬂs in
red, grecn, or some other bright color.)

Decipher what is gilven of message "BY,
is s ) 4 A o

7. Make up a "box" in the following form:

Plain (Mized sequence derived in Question 3)

Cipher 1 (Same sequernce with starting point determined from text
Clphe]—- 2 ( i " " 'H 1 1 n "
Cipher 3 ( n n 1 n n 1" 1 "
Cipher 4 ( p 1t n " oo f " L]
Cipher 5 ( n o 1 " " n .on 1" n

What is the keyword?

€. From the "box" in Guestion 7 and the list op pairs given 1n
Question 3, what can you say Message "A" was?
Note: This is an important point - note the weight of this
question. :

Military Cryptanalysis, Part II, 4-p 3

1937,

)
)
)
)
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ARMY EXTENSION COURSES

LESSON ASSIGNMIENT SHEET

SUBCOURSE - Military Cryptanalysis, Part II
LESSON V - - Mixed components; indircct symmetry.
ESTIMATED TIME ~ 4 hours

TEXT ASSIGNMENT - Tcxt, to include Section VIII.

MATERTALS REGUIRED - Cross-section paper, frequency table form,_and

trigraphic frequency table forms.

J

MAXIMUM WEIGHT = 100
SUGGESTIONS - None.
EXFRCISE

Weights
95

1. Solve the message on the next page and reconstruct the
alphabets. Determine the keyword for the cipher.
alphabet.

NOTE: As soon as you have determined the number of alphabets,
make frequency tables for each alphabet and then lay out the

"hox" for the alphabets. (See Fig. 35, Page 86) VWhenever you

make an assumption of a plain-text value for a cipher letter,
be sure to firish four things before you make any further
guesses: (1) Enter the clear value below all occurrences of
the cipher letter; (2) enter the value in the "box"; (3) see
if any inconsistencies are produced (2) in the clear text or
(b) in the "box"; and (4) see if you can get any new values
from proportions in the "hoxM.

Proceeding in the above orderly manner will save you much

time in the end.

o

2. If two of the cipher-alphabet fredquency aistributions
match, what 1o indicated concerning the keyword?

0

. What is the keyword in the message given?

4e Does the keyword necegsarily have to be under the
letter "A" in the "box"?

Military Cryptanalysis, Part II, 5-p 1

1937,
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LESSON FIVE  ®mESSAGE

XJd LT

i~

FPVYYV WMNNTL CJIRT FHHTL XVWwzT
HJOKH BZEYE VPNHZ WNMAEA RWHXA BFWKK
VGAKH BSWMR DLENC UAJEF aNSWeC I1VLJK

XZKNX MBDXK HNFJE

(@}
©
>
NI
>
X
-
o
—
T
T
<
o}
=
™

AZUKH BS CZL RPNXD BAXWR BBHQC PPPCF
EJLGT GRXPE SBOLH HNVMO URGAY BFSPS
NWUZZ COLZP KJHPL JRKET HXTHR JWIDK
|1 TKH BS12J ANHAW WPJTE ABDXX JYFZO

ANKKK PAWHYT TNNAL NVLPK CJD L.H NV e O

I

UCRBRKH BZHItZ DBDKH .B SYES NBDXF PYZHT

()
.<
=
[

TBLHC WHCS

O
—
P
N

BNHXB BAHIZ BAQ

VaML

™

LYBXC PWLRZ BRHWH RYIEO #M¥duMs
ENUAW XWLRZ BCBTZ XYZWT FBPZL CYXVP
KBOXW XNJmd KSTYW JWHIN RBDXH RYI1ZO
KNCHD PAITZN ALURL QKW#S WJCQA UYHTS
NNCDR XYAZE TRGMH RAHMR DTLKU BUOAVW
YGLKO RARIL DAGRL YAHUWK XJI AW WKBMT
BIGBW XVviMJ DMDAW QGIGW.DUPXL XViMzE
YGRWMU XYKEHM KNHXw®w XYFCF ®ULPL CYBWMJ
YGNXL YKCTS ALBNC WNMCUE RJUGM YKCTS

VJgsSXe

Military Cryptanalysis, Part II, 5-p 2
1937,
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LESSON FVE ME SSAGE

XJ1 Tz FPVyYYy WNNTL CJIDT FNHTL XVWZT
HJOKH BZEYE VPNHZ NMAEA RWHXA BFWKK
VGAKH BSWHMR DLENC UAJEF AQNSQC VLUK
XZKNX CPXZX KLJLH RYQKE MBDXK HNF JE
AZUKH BS CZL RPNXD BAXMR BBHQC PPPCF

EJLGT GRXPE BOLH HNVMO URGAY BFSPS

[op

e
~N
~
<
<
—
~N
o
X

JHPL JRKET HAXTHR JWIDK

—
X
I
fI:‘_
[P
~N
[
P

NHAW WNPJTE ABRDXX JYF/Z

0
ANKKK PAHYT TNNAL NVLPK CJOLH HNVHO
T

i~
-
4

UCRKH BZHI1Z DBDKH BSYES NBDXF PY
TRLHC CWLRZ BNHXB BAHIZ BAGYW JWHCS
LIBXC PWLRZ BRHWH RKYIEO MWBMS EVQML

ENUAW XWLRZ BCRBT7Z XYZWT FBPZL CYXVP

\}
o

KBDXW XNJMJ KSTYW JWHIN RBOXH RYI
KNCHD PAIZN ALURL OKWMS W JCQA UYHTS
NNCDR XYAZE TRGMH RAHMR DTLKU RUAVW
YGLKO RAR L DQGRL Y AH WK X J1 AW WKB.MT
BIGBW XvimMJ DMDAW WGIGW DUPXL XVuzE

YGBMU XYKEM KNHXw XYFCF NULPL CYBMJ

w

YGNXL YKCTS ALBNC ®WMCUE RJUQM YKCT

Military Cryptanalysis, Part II, 5-p 2
1937,
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Ll

CLESSON FIVE ME SSAGE

XJ | TZ FPVYV MNNTL CJI DT FHHTL XVWwzZT
HJOKH BZEYE VPNHZ NMAEA RWHXA BFWKK

VGAKH BSWMR DLCNC UAJEF aNSQC IVLJK

>
I
EN
=
>
o
<
>
~
>~

. KLJLH RYQKE MBDXK HNMFJE
A Z UKH BS CZL RPNXD BAXMR BBHQC PPPCF
EJLGT GRXPE SBOLH HNVMO URGAV BFES PS
NlW Uzz CcoLzZP KJH P’L JRKET HATHR JWI DK
I T TKH Bs 1 ZJ ANHAwW NPJTE ABRDXX JYFZO
ANKKK PAHYT TNNAL NVLPK CJOLH HNVHO
UCRBRKH BZHI1Z DBDKH BSYES NBDXF PYZHT

WH

o
<
=
[

TBLHC CWLRZ RBNHXB BAHIZ BAQ

O
[92)

LIBXC PWLRZ BRHWH KYLED mMWwBMS EVIML
ENUAW XwLRZ 8CBTZ XYzwT FBPZL CYXVP

KSTYw JWHIN RBDXH RYIZO

P
5y}
o
>
=
>
[
[

KNCHD PAIZN ALURL QKWMS WJCQA UYHTS

NNCDR XY AZE TRGMH RAHHMR DTLKLU AV W

o

YGLKO BARIL DOQGRL YAHWK XJI A® WKBMT
BIGBW XVMmMJ DMDAW QGIGW DUPXL XVWZE
YGBWMU XYKEM KNHXw XYFCF WMULPL CYBRMUJ

YGNXL YKCTS ALBNC WNWmCUE RJUQM YKCTS

<
[
ow
>
O

Military Cryptanalysis, Part II, SQp ?
1937.
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ABMY EXTENSTON COURSES

LISSON ASSIGNMENT SHEET

SUBCOUKSE - Military Cryptanalysis, Part [I.

LESSON VI - Indirect Symmetry.
ESTIMATED TINE ~'5 hours.
TEXT ASSIGNMENT - Text, Sections IX ond X to include Par. 44.
MATERIALS REQUIRED - Cross--section paper; frequency toble forms.
MAXIMUM WEIGHT - 100
SUGGESTIONS | - Use the messagce sheets provided.
EXERCISE
60 1. The following two messapeé have béen intercepted, Solve

them, reconstruct the alphabets and keywords employed.

_ Message A
DNC to DBA R:15 om.

MUOUY Do WKMN JTCHGEL BJSIW XOPJC TWNUR

MTOGG SDNDOO FAHTP ZKXKE. ONRYM GROKJ

BCKAE YOnNs0d MOCBM HKJQLC THSJJ 0oYWUY

HOJKN EJZJdM LCZEO NNERJ 00«#AaVIE OHMAQH
MOKGU JRIECH NKOMY Mg YYUUF 1 €MKZX

KEOWN GZMJK NHYOH MRBUFO PNRFT MMM

NNORQ XJMXR GXAFM VECHT

Message B.
DNC to DBB 2:30 pm.

U CL OHTBP UAZFF FHDDJ KTOKXF cPp@gJ

UPRJIF DwWwMQT UwMZPy HEKGYV QG FVTCX

Al BOyYy. SAZDT JQFAY mMCXAI P KX pNS YRS

ZNX i HOY XD SARVO PMHOH TJGD wsWOZW
UIBJO - XOUAY MBCJS 0OJVZIU SQIEX HAUCK

GVUPM TRUXL SMWENW OEEXH UFPEPS JRUJX
Wl B7Z KQJKB ZKPDY RVAZF

Military Cryptanalysis, Part II, 6-p 1
1937.
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Weight:
: 40 2. Solve the following mesgage and determine the keyword.

Meszage G
DNG to DBC  4:00 pm. - , .
WFKQF CGRXL Q TFCCX GWELGC PSA K W
FAQRU TFFAK ICCK G 0¢C DKR EDJOGQ
POWFK QFEXC |

Workshect for Problem 1
|

MUOUY DS WKN CHGL BJSIM XOPJC TWNUR
UHWCL OHTBP UAZFF FHDODJ KTOXF uyCPud

YN NV M. GRU

MTOGGE SDHMOO 1TAHTP ZKXKE o K J
UPQJF DWHMOT UMZPU UCKGY 0OPMGU FVTCX
GCKAE YOAS80 #0CBM HKJOC THSJUJ 0YWUY
AT RDY SAZDT JAQFAY MCXAL ITMKXQ NSYQS
MO J N EJZ Ju LCZED N ER J GO0 MY i OH®MQH
ZNX L HOYXO SARKVO PMHOH QTJGD RNWUZW
MCKGU JRICW NKOMY MMOHI YYUUF 1CMKX
UITRJUD XOoUAY MBCJS 0Q0JVZU SOGEX UAQCK
KEONN GZMJK NHYOH MRUFO PNRFET wlwimdJ
GVUPrm TRJIXL MWERNW OEEXM UPEPS JROJX
DNORO XJHMXR QXAFM VECHT

Wil 0 BZ KOJKB ZKPDY RVAZP

Military Cryptanalysis, Part II, 6-p 2
1937.




Message A

MU O U Y
MTOGG
0CKAE
HO J K
M CKG U
KE O N

DNORAQ

Message B

U w .
VUPQJF
A I.B v
ZN X Lw
uipdJdna
GV P

Wl B2

Military Cryptanalysis,

1937.

Ds WwKN.

SDNOO
YQQaso
EJZJM
JR 1 C
G 7 JK

XJ MXR

OHTBP

DwMaT

AZUDT

95

Havy Xo
XOUAY
TRJXL

K JKHB

g
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Workshieelt for Problem 1

P CHGL
FAHT P
MOCREBM

LCZEO

NKO#MY

NHY OH

0 X AF

UAZFF

UM ZPy
JaFAY
SARVY
MBCJS
WWE N W

LKPDY

BJS I M
ZKXKE
HKJ@QC

NNE R

YRYNSEE

CMRUEO

VECHT

HEKGYVY

BCX A

OEE XN

Part II, 6-p 3

X0OPJC
QNNYH
THS JJ
O O0MVY I
Y YUUF

PHRET

KTOXF

0P G U

Lol K X 0
GTJGD
3092 F X

UPEPS

PWN UR
GRO K J
OYWUY
OHMQH
b i KX

Mo

UCP QY
FVTCX
NSYQS
NWUZ W
UAOCK

JRO J X



REF ID:A4146451

ARMY YTIN‘ION COUpupS

LESSON ASSIGNMENT SHEET

SUBCOURSE - Military Cryptanalysis, Part IT
LESSON VII ~ Indircct symmetry.

ESTIMATED TIME ~ 4 hours

TEXT ASSIGNMENT ~ Text, Section X.

MATERIALS REGUIRED - Cross-section poaper; frequency tablé forms.
MAYIMUNM WEIGHT - 100

SUGGESTIONS - Study Par. 45, text.

EXERCISE

100 . 1. Solve the following two messages, and dctelmlnc the
alphabets used znd the kasywords, :

Message A
BZA to BZC 9:55 an.

TBERJ S

<t

EMI MREGJ HARBV UXJCF

Lav]

YEMEM UTNCX IVSJE TBEBN KNPNYV

YGXD FZVRJ

]
<
o
s
=]
s
[
s

(&)
=<

EPSVPQ G

Mcssage B

BZA to BZD 10:00 am.

fop
[an]
—
o
oy
[¢2]

NQIPK DSFMT VFZZIN TTEA

PEBFVY WHMNWU OHJIJNZ UHUVN RWSCF
GLWZK STGHV MQNPH G S'S XP KDHNN

Military Cryptunciysis, Part Ii, 7-p-1
1937.



SUBCOURSE

LESSON VIII
ESTIMATED TIME
TEXT ASSIGN#MENT
M.ATERI.‘.’ LS REQGULIRED
MAXIMOM WEIGHT

SUGGESTIONS
EXERCISE

Weight:
100

REF ID:A4146451

ARMY EXTENSION COURSES .

LESSON ASSIGHMENT SHEET

- Military Cryptanalysis, Part II

~ Indirect symmetry.

- 4 hours.

- All of text.

- Crosgs--section paper, frequency table forms.

~ 100.

- Study remarks on solubion of Problem 1.of

Lesson VII.

. alphabets, and determine the keywords:

Message No. 1

JXA to JXB 4:55 am
FUZYV

NFALO

FFCAN

DXJITX

JXA to JXC
UXAGT

-ULPJK

AHIMN

ZVAUKX

TAUQUWYF WDW
OPAKK MKW
NHPAO TTP

Mzssage No.

5:00 am

YEFLV BPE
GRSCV FLT
UPYXK DIGO

Military Cryptanalysis, Part II, S-p 1

1937,

UX
ADY

Z K

FL

BV

H?Z

AU

Z WL

FU

£ 0.C

KXA

ZUT

1. Solve the following messages, reconstruct the

QU

MD

‘I K

Y3

I ¥

QTE
TTG

ZPU

2 J P E

J U X

UJHA



REF ID:A4146451

ARMY EXTENSION COURSES

' LESSON ASSTGNMENT SHEET

SUBCOURSE - Military Cryptanalysis, Part II.
LESSON IX - Indirect Symmetty.
ESTIMATED TIME - 5 hours. |

TEXT ASSTGNMENT - All of text.

MATERIALS REQUIRED - Cross section paper, frequency table forms.

~ MAXIMUM WEIGHT - 100.

SUGGESTIONS - Note that you can only take "proportions"
from outside the "box" to the inside when
you know the plain component sequence. Until
you know this, you can only work within the "box".

EXERCISE

Weight
100 l. Solve the message given on page two of
this lesson, determine the alphabets employed, the
keys upon which they are based, and the key-word
within the "box". As the message readily factors to
indicate seven alphabets, it 1s given already laid
out in that manncr to save copyinge’
Military Cryptanalysis, Part II, 9= pl. ' .

1937. . .



N C
UF

NF

AZ

UE

GW

=
<

VF

N D

TY
ZY

SN

N D .

HY

LOOA

JM R A
BHYR
0T
Y B
ca
S B
78

RT

GZQFEv

[p)
X

D QU

S W

L
o
K

v

i -

W

&

=

it

TXJ
) SAT
PoNW
T XY
Y NV
O MW

VLG

@ N X
SNU

P QG

REF ID:A4146451

Problem for lLesson IX.

A S N

CaL~x

oo bW
CRYF
Y RMF
HiH B K

W R L

i ZEFK

MQE W
LOTVY
TVF A

YTBC

i Z S W

% DY wi

: J'H_H o)

AOLZ

NZF 2

TXat

JMNR
L DGu
APRPNUJ

PPFP

NS F
0P G

DN X

Zu G

AN K

uP

QANY 7

Y F

LCY

GN XL

HS U
t CR

UGB

P Q!

XN W

BB

| A

NZF

IO

RU

GP

FWORNG

Military Cryptanalysis, Part II, 9-p 2

1937,

oMU AH W
LYFRZB
YMG W QI
szL@v
NCYCRY
UE W WaH

EJaQl

<
m

ONGRS |
=T W

W H
T
vV Crm X W G
i 7 W R
RW A
RFEF
NDVOTF
PUJAFF
YHVAPHN
L JJi0L
0 AWRMF
ZCBLTR

T %G

WM T

J

V

N
L.
P

T

PULDGY
SEZARP
N1TRZBK

SJOMLD

DWBWUW

Z WD PFM
0BGOTL

PGD T MAQ

SEJPBG
CKTWAK
JURZBM
OHDU N A
SEJWID
NXRZBL
QGAWIL
Y FDMMQ
Y F WM T.V
DVOTFM
DZOHRR
NPGWI M
SEJWID

Y E



REF ID:A4146451

'ARMY EXTENSION COURSES
LESSON ASSIGNMENT SHEET.

SUBCOURSE Military Cryptanalysis, Part II.

LESSON X -~ Indirect Symmetry.

- ESTIMATED TIME 5 hours.

TEXT ASSIGNMENT All of text.

MATERIALS REQUIRED~ Cross section paper; frequency'fable forms.

MAXIMUM WEIGHT 100.

SUGGESTIONS - Note that when you get a complete secondary
alphabet, some decimation of it will. give
the primary alphabet. This primary alphabet’
may be standard, mixed in any number of ways,
or it may be random. For this problem, see
Par, 46, Section IX, TEXT No. 165,
See also Par. 33, d and e, Military Crypt-
analysis, Part I.
EXERCISE
Weight
100 ‘ l. The message giveh on page two of this lesson
contains. a repeat in the plain text eighty nine letters
1 ONge

Solve the message, reconstruct the plain and
cipher alphabets, and determine the key-words used.

vMilitary Cryptanalysis, Part II, 10-p 1
1937, :
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-

CA

421

o

v

t=

[€al

W

X

cw

Wy

Jc

[

jes

(s

T

U

W

W

jea)

REF ID:A4146451

C

W

T

W

o

=~

i)

g

M

=

yptanalysis, Patt II, 10-p 2.

v

i~

M

L

“ -

I,

]

A

i

Y

=

e

K2}

[E5}

o

W

I_) 7

e

¥

3

W

"R

w

R N

PA

KK

KA

HW



' REF {11:::.&4146451

ARMY EATENwION “OU?SES

SOLUTIONS

SUBCOURSE -~ Military Crypténalysis, Part IT
LESSON 1 . ~ Repeating Key Systems, with standard and reversed

standard alphabets.

Weight:
5 1. a. Approximately 1/100

5 - b. Approximately 1/10,0600
40 -2. Polyalphabetic substitutisn with five normal alphabets.
Keyword: SOUND
Piain text:

COMMANDING OFFICER FIRST FIELD ARTILLERY STOP

YOU WILL MOVE TO POSITIONS ON SOUTH MOUNTAIN TOMORROW
COMMA COMPLETING MOVE BY TEN PM STOP KED FORCES ESTIMATED
AT A REINFORCED DIVISION ARE MOVING ON GETTYSBURG DASH
'HANOVEK ROAD STOP THIS DIVISION WILL CONTINUE TO GUARD
THE RIGHT FLANK OF OUR CORPS STOP AMMUNITION WILL CON-
TINUE TO BE FURNISHED IN ANY AMOUNTS DESIRED BOTH FOR
SEVENTY FIVES AND FOR LARGER GUNS STOP GASOLINE FOR
TRACTORS WILL BE OBTAINABLE AT FOU:H CORNEES AT ANY TIME
AFTIR LIGHT A(X)M TOMORROW STOP

CG SECOND DIVISION

25 3« Polyalphabetic substltutlon with six reversed standard
alphabets.

Keyword;  ORANGE
| Plain text:
 THIRD ARMY DEFENDING POSITION GENERALLY SOUTH AND EAST
OF TORDILLAS HILL STOP THE EIGHTH CORPS WILL EXTEND

POSITION TO THE RIGHT.

Solutions
Military Cryptanalysis, Part II, 1-p 1
1937. '



REF ID:A4146451

Weight:
25 L. Polyalphabetic substitution with seven normal standard
alphabets. ’ ‘
Keyword: MACHINE
Plain text:
HEADQUARTERS THIRD ARMY
ACofS G-4
1500 Sept. 23, 1936
To: CG PROVISIONAL CAVALRY CORPS
YOUR RAILHEAD AT PLEASANTON WILL BE OPERATED
BY RAILHEAD COMPANY NOW ESTABLISHED THERE.
Solutions

Military Cryptanalysis, Part II, 1-p %



REF ID:R4146451
ARMY EXTENSION COURSES
SOLUTIONS
SUBCOURSE - Military Cryptanalysis, Part II

LESSON 2 'rRepeating~key systems with mixed cipher alphabets.

Weight:

60 1. Polyalphabetic substitution with four mixed cipher alphabets,
based on the word BALTIMORE..
Cipher alphabets:

szt
-

< W = O
= e o
LBl e N [

PG

=t
=]
3}

Plain :
Cipher :

lwnd fus]
jaay
) FOH

ST

=t
HEOY

=1

o3 H Qe
0 E O i,
= O = O
H QY NG
= o= m
=il p Rzl o) [
[ lins BN g5 8
Qo RO
[ I SR S 2
to = g = e
Qg o
ma < I
= < = kel
YO = b 3
O dd < 3la
N <
G N =

N =

HJ

e
(@

'Keyword:. CITY

| Plain text:
CORPS SUMMARY OF OPERATIONS G DASH THREE.PROVISIONAL
CAV CORPS AT ZERO ﬁiVE ZERO ZERO CAV,CORPS HELD GENERAL
LINE CHR STINE DASH COMPBELLTONIWITH DIVISIONS ABREAST
AND WITH GCORPS RESERVE.OF TWO CAV BRIGS AND ONE MECHANIZED
REGIMENT PERIOD DURING FORENOON LEFT DIVISION FORCED BACK
BY STRONG BLACK INFANTRY ATT.CK ESTIMA&ED TWO DIVISIONS
RIGHT DIVISION IN CONTACT WITH COVEEING FQRCES ONL&IPERIOD
EARLY IN APTERNOON STRONG CAVALLY ATTACK ESTIMATED THREE
REGIMENTS ON FRONT TWENTYTHIRD CAV DIVISION RESULTED IN
FORCING BACK THAT UNIT PERIOD AT NINEIEEN HOUR CAVALRY CORPS
HELD GENERAL LINIL SdU?H OF RIGHTER RANCH TO DAVENPORT

o HOSTILE ATTACK APPARENTLY STOPPED  "¥AR

Solutions
Military Cryptauslvsis, Part II. #-o % .
1937. ‘ ‘



SUBCOURSE

" LESSON 2

Welght:
60 1.
Solutlonb

Plain : ABCDEFGHTIJELMNOPGRSTUVWIXY Z
Cipher : CDFGHJKNPQSUVWXYZBALTIMORE
IMORECDFGHJIJKNPQSUVWXYZBALT
TIMORECDFGHJKNPGSUVEXYZBAL
YZBALTIMORECDFGHJIENPQSUVWIX

REF ID:A4146451

ARMY EXTENSION COURSES
© . SOLUTIONS. -
~ Military Cryptahéiysis, Part II

- Repeating-key syétems with mixed cipher alphabets.

Polyalphabetic substitution with four mixed cipher alphabets,
based on the word BALTIWMORE,
Cipher alphabets:

Keyword: CITY

Plain text:

CORPS SUMMARY OF OPERATIONS G DASH THREE PROVISIONAL

CAV CORPS AT ZERQ FIVE ZERO ZERO CAV CORPS HELD GENERAL
LINE CHRISTINE DASH COMPBELLTON WITH DIVISIONS ABREAST

AND WITH CORPS RLSERVE OF TWO CAV BRIGS AND ONE MECHANIZED
REGIMENT PERIOD DURING FORENOON LEFT DIVISION FORCED BACK
BY STRbNG BLACK INFANTRY ATTACK ESTIMATED THO DIVISIQNS'
EIGHT DIviSION IN CONTACT WITH COVERING FORCES ONLY PERIOD
EARLY IN AFTERNOON STHONG CAVALEY ATTACK ESTIMATED THREE
REGIMENTS ON FRONT TWENTYTHIKD CAV DIVISION RESULTED IN
FORCING BACK THAT UNIT PERIOD AT NINETEEN HOUR.CAVALRY. CORPS
HELD GENERAL LINI: SOUTH OF RIGHTER RANCH TO DAVENPORT

HOSTILE ATTACK APPARENTLY STOPPED LEAR

Military Cryptanaly51s, Part IIL 2-p X

1937.



REF ID:A4146451
ARMY EXTENsde COURSES
SOLUTTONS
SUBCOURSE - Military Cryptanalysis, Part II

LESSON 3 - Repeating-key systems, mixed plain component.

Weight:

2 1. Direct symmetry can be used only when the plain component
is known.

2 2. The cipher component.

6 " 3. The first and fifth lotters of the keyword are the same
letter. : -

20 4. Polyalphabetic substitution with mixed plain component
based on the word COPYRIGHTED, using seven 01phpr alpha-~
bets of plain normal sequence.

Cipher alphabets:

1

Plain : C

=

22 g

=

< g

Cipher:\ K
E

Q- O
HE WO Y Ui
sl el ol i ) (o]

N g
=
U+

oo = 3NN

T HE O EE O Qs
@
O

P HO

W

==
==
—t
-

]

5 O
O N m =

o< o
HY = o<W
<L SO OD

el 0o Iigwll-S S S B sl (@
=t

kg 3
e b A

Zo< QHOcle
sl el e B S IO B3 Lve

O o =

O QNm@ Yy <
O oty

o R
R R S e
N2 NN A Ol
O e3 < =
W E O S Q|
QO = << MUYl

-t
L=

Keyword: KEYWORD
Plein text:

TC: CG THIRD ARMY
FROWM: IV CORPS DEWERS RANCH, TEXAS.

TO COMMANDING GUNERAL THIKD ARMY STOP DURING NIGHT TROOPS

WERE REORGANIZED TO ATTACK AT ZERO FIVE ONE ZERO STOP AT

TWO THO FIVE ZERO BOTH DIVISIONS REPORTED PAKT OF THEIR

LINES WERE FORCED TO FALL BACK DUE TO CONCENTRATIONS OF

MUSTARD GAS IN TERIR SECTOKS LATEX IT WAS DISCOVERED THE

GAS USED WAS TEAK AND LINES WERE REORGANIZED STOP ATTACK
Solutions

Military CryptunquSls, Part II, 3-p 1 "
1937. .



Weight:

Solutions

REF ID:A4146451

LAUNCHED AT ZERO FIVE ZERO ZERO AND MET WITH LITTLE
RESISTANCE INITIALLY STOf RESISTANCE STIFFENED IN FRONT
OF FOURTH DIVISION AS TORDILLA HILL WAS APSRQACHED COMMA

BUT THIS 2OSITION WAS TAKEN BY ONE FIVE ZERO ZERO STOP

' AT ONE ON% ONE FIVE THE FOURTH AND ONE HUNDRED SIXTH TANK

COMPANIES WERE DETACHED FhOM THE FOURTﬁ CCLPS BY ARMY
OEDER ANL REPORTED TO THE EIGHTH CORPS STOP AS THE ATTACK

AFPROACHED THE BLACE DEFENSIVE POSITION COMMA -IT WAS SLOWED

'UP BY ARTILLEWY FIRE AND LITTLE PROGRESS ¥AS MADE AFTER

ONE SEVEN ZERO ZERQO END OF MESSAGE BLAKE LOCK ASST G DASH

TEREE

Militery Cryptanalysis, pfart Iij 3-p 2

1937.



REF ID:A4146451
ARMY EXTENSION COURSES

SOLUTIONS

SUBCOURSE - Military Cryptanalyeie, Part II
LESSON IV ~ Indirect Symmetry; secondary alphabets.

Weight:

5 1. a JANUARY
5 b GOVERNMENT
5 ¢ CHINESE PORT
5 4. CRYPTANALYSIS
5 2. 3,5,7,9, 1%, 15, 17, 19, 21, 23, 25.
30 2, WASHIKNGTOBCDEFJKLMP QR UYWRY 2
10 4o lst 10 or =16 ; 24 _19 or -7; 3& 20 or -6 ;
Ath‘ Lor 22 5 5th 14 or -12.
5 5. Plain : WASHINGTOBCDEFJKLMPQRUVXYZ
Cipher: WASEINGTOECDEFJKLMPGRUVXY ZWASHINGTOBCDEFIKLMPGRUVXYZ -
10 6. Plain text:
WE ARE EXPECTING A MOVE T0 BORTON SCHOOLAOUSE TONIGHT
. S0ON AFTER ONY AM TO DEFEND THE LINES EAST OF BORTON
SCHOOLHOUSE BE PREPARED AT THAT TIME TO MOVE OUT PROMPTLY
STOP OUR ADV. . . ebe.
5 7. Plain W 4 S 4 NG TOBCDETFJKLMPQRUVXY Z
Cipher LCDEFJKLEPGRUVIYZWASHINGTORB
Cipher 2 URUV XY ZWASHINGTOBCDEFJIJKLHKP
Cipher 3RUVXYZWASHINGTOBCDEFJKLMPQ
" Cipher 4 INGTOBCDEFIJKLMPQRUVXY ZWAGSH
Cipher 5 J KLMPQRUVYY ZWASHINGTOBCDETF
 3 %eyword:_DRUNK
15 . 8.V It was plain text.

~ Solutions ,
- Military Cryptanalysis, Part II, 4-p 1
1937.



SUBCOUhoF

LESSON ¥

Weight:
95

Solutions

REF ID:A4146451

ARMY EXTENSION COURSES

SOLUTIONS

- Military Cryptanazlysis, Part II,

- Mixed components; indirect symmetry.

Plain text:

RED CAVALRY FORCES HAVE CONCENTRATED EAST OF CHOSS
ROADS SIX NINE FOUR DaSH B STOP RED INFANTRY IS MOVING
TOWARD PASS AT THE NGORTH END OF THE %ILDWOODS STOP IT
{WiAS REPORTED AT NINE AM AS BF lNG WITHOUT ARTILLERY
ALTHOUGH THIS H&o NOT BEEN VERIFIED Bv QUE CAVALRY
STOP AT NOON TODAY NO OTHER RED TROOPS WEKRE REPORTED"
TO HAVE ARTILLERY WEST.OF E SMITH STOP WITH THESE
EXCEPTIONS COMMA CNE MORE SMALL FORCE AT GREENE COMMA

AND THE AIR FIELD AT NEW BOSTON COMMA WE CAN EXPECT

| THESE TO BE THE ONLY ENEMY FORCES IN THE THEATRE OF

OPEBATIONS BEFORE, THE FIFTEENTH OF JUNE STOP ALL THREE
DIVISIONS OF THIS COKPS WILL BE PREPARED TO MOVE EARLY
ON THE NIGHT OF MAY FIFTEENTH'TO THE .LINE FIVE ONE
ONE DASH fIVE SEVEN THHEL POINT ONE AND SIX ONE SIX |
POINT SEVEN. |

Plain and cipher alphabets: JUGOSLAVIBCDEFHKMNPQRTWXY Z,
based on keyword: JUGOSLAVIA

Military Cryptanqu51s, Part I, 5p 1

1937,



REF ID:A4146451

Weight:

Plain : JUGOSLAVIBCDEFHEKMNPQRTWIXY Z
Cipher 1 : OSLAVIBCDEFEKMNPQRTWIXYZJUG.
Cipher 2 : HEMNPQRTWXYZJUGOSLAVIBCDETF
Cipher 3 : XY ZJUGCSLAVIBCDEFHEMNPQRTW
Cipher 4 ¢+ DEFHEMEPQRTWXYZJUGOSLAVIBC
Cipher 5 : QRTWXYZJUGOSLAVIBCDEFHKMNP
Cipher 6 : AVIBCDEFHKMNPQRTWXYZJUGGCSL
Cipher 7: EFVFHEKMNERYRTWXYZJUGOGSLAVIBCD
Cipher 8 : GOSLAVIBCDEFHKMNPGRTWXYZJU
‘Cipher 9 ¢ SLAVIBCDEFHEXMNPQRTWXYZJUGO
Cirher 10: BCDEFHEMNPYPQRTWXYZJUGQSLAVI

Solution by guessing from study of repeats and frequencies
: + the followings :

- Line 3 KHBS . . « « « « « STOP
Line 4 HRY . . . ... . . THE
Line 4 BDX . ¢« . .+ .+« . . THE
Line 6 CLHENVMOU . . . . ARTILLERY
Line 11 WRLZB -« v « « « .« COKMA
Line 20 YKCTS . + + + « . POINT

With those words ns a start, the whole last line can be filled
in and the words EAST OF in Line 2 and WEST OF in Line 10 can

be guessed. _

These values are sufficicnt to compiete the chain of a secondary
aiphabet, which can be decimated to give the primary alphabet.

3 2. That the two corresponding letters of the keyword are the
same. '
1 3. DBRONZE PICK
1 4. No, 1t may be under any letter,
Solutions

Military Cryptanalysis, Part II, 5-p 2
1937, '
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REF ID:R4146451

ARMY EXTENSION COURSES

SOLUTIONS
SUBCOURSE - Military Cryptdnhlysis, Part IT.
LESSON VI - Indircct symmetry. | —
Weight:
60. 1. Messuge A and Message B have the same plain text:
AN ENEMY FORCE ESTIMATED AT TWO BRIGADES HAS REACHED
RT SIX ZERO DASH 4 STOP OUR COMPANY WILL STOP ALL
THAFFIC EAST OF RJ SLVEN ZERO FIVE AND TAKE UP A
POSITION FOR DEFENSE OF HILL ONE SIX ZFLO ONE STOP
MAKE ALL ARRANGEMENTS REQUIRED.QUICKLY — REED |
Plain and cipher alphabets are the same, based upon the key--
word QUICKSILVER:
QUICKSLVERABDFGHIMNOPTWIXYZ
"Box" for Message A
" Plain. GUICKSLVERABDFGHJIM NOPTW XY Z
Cipher 1 VERABCFGHJIJMNOPTWXYZQUICKSL
Cipher @ RABDFGHJIJMNQOQPTWXYZGQGQUICKSLVE
Cipher 3 BDFGHJMN PTWXY Z2QU ICKSLVERA
Cipher 4 RABDFGHJIJMNOQPTWXYZQUICKSLVE
Cipher 5 Z QUICKSLVERABDFGHJMNOPTWIXY
Cipher 6 TWXIYI ZQUICKSLVERKABDFGHJIMNOP
© Keyword: MOTORS under plain letter A.
"Box" for Message B
Plain”  QUICKSLVERABDFGHJIMNOPTWXY?Z
Cipher . MNOPTWXYZQUICKSLVERABDFGHJ
Cipher 2 ERABDFGHJIJMNOPTWIXYZQUICKSLYV
Cipher 3 NOPTWXYZQUIGCKSLVERABDFGHJIM
Cipher 4 BDFGHJIJUMNOPTWXYZQUICKSLVERA
Cipher 5 YZQUICKSLVERABDFGHIMNOPTWX
 Cipher 6 ICKSLVERABDFGHJIJMNOPTWIXYZQU
) Keyword: UNITED under- plain letter A.
Solutions

Military Cryptanalysis, Part II; 6-p 1
1937, .



REF ID:A4146451

- Weight:

40 ' 2. qusage'c best solved by factoring to get four
alphabets, ond then completing the plsin (mixed)
component and picking the high-frequency generatrices,

WHox" for Megsage C
Plain QUICKSLVERKABDFGHIMNOPTWXYZ
Cipher 1 UICKSLVERABDFGHIMNOPTWIXYZQ
Cipher 2. YZQUICKSLVERABDFGHJUMNOPT WX
Cipher 3 ICKSLVERABDFGEIMNOPTWIXYZQU
Cipher 4 TWXYZQUICKSLVERABDFGHJIMNOP
Keyword: BEDS undeyr plain letter A.
Pl=zin text:
. | THIS DIVISION IS TO TAKE OVER THE SECOND DIVISIONS AREA

AT NINE THIS DATE.

-Solutions
Military Cryptanalysis, Part 1I, 6-p 2
1937. . '



SUBCOURSE

LESSON VII

Weight:

100

Solutions

ALY ﬁVTENSION POUR&FS

REF ID:A4146451

oOLUTIJNS

- Military Cryptasalysis, Part II

- Indirect symmetzy.

1. Both messages have the

same plain text:

CUR ADVANCE HAS BEEN STOPPED AT RJ SIX ZERO

FIVE YOUR REGIMENT WILL CONTINUE ATTACK ADVISE.

The plain component and the cipher componénts are
same sequence, based upon the keyword SATURDAY:

SATURDYBCEFGHTIJ

Plain S A
Cipher 1 EF
Glpher 2 K D
Cipher 3 DY
Cipher 4 U R

Keyword:

Plain S A
Cipher 1 272 3
Cipher 2 N O
Cipher 3 EF
Cipher 4 OP
Cipher 5 F G
Cipher 6 ETF

Keyword:

pw< o 4

A
A

QIO QR
<

"Box" for Message A

URDYBC

HI
BC
C L
Y B

| N

oo R
QH:l:g

0
J
K

O

hes]

PQVW

K LMNO P Q VwX

EFGHIUJ

KLMN

I
JKLMNDO
HIJKLM

CURT under plain letter

"Box" for Message

‘B‘.

D i
X

St o

b=
==Y

—
&

L
T
0

et
(&

——

K

]

1

=

U

1>
Py

it DY
Uk
Vi
rJd
WX
J X

=
I=ZloR =R =

I

eyt

Military Cryptanalysis, Part II, 7-p 1

1937.

9)
CANTON under plain letter E.

oI

¥
U

P

R
I

<

P

T
Ly
L1

[op]
—

< &

o

B

sl ]

e <t T

=

<2

pEe)

o

T

-t

L lvs}

b
OL£Y N

¢ O
go<ig

=T

.
ol

ent
~

I K

B C
L2
C X
Z S
X Z

=
=

=3 O

(.Js<k"
< >

&y =

Ha@m3a=zE O

U e S e

W

N O

WY S Y O

N=Ng <

oRXNODGO <
< R <
waEw

the

= A W

SR

QOEZ 0= N
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- REF ID:A4146451

Weight: ‘ . e
Solution of Problenm

123412340.234123412341234123412341.034123412341834123412341834123412341234123
TBERJ SY WMIMREGIHARBVUXJ CFY EMEMUTNCX VST ETBEBNK NPNVBSVPGCT VELABIRGYY GXDFZVRJ
* NQIPKDSTMIVFZZNTTEAGUI0J SPIBFVIMNKUORI NZUHUVNRWS CFGLIZK STGHVHGNPHGSSXPKDHNN
123456123456123456123456123456123456123456123456123456123456123456123456123

11 2.2 323 4k 15 26 a1l 42 13 2.4 35 46

TN BQ EI RP JX SD ¥YS - QF il IT MV RF
E7Z = GZ JN HT AT MV BA VG Uy - XI Jo cT
'FS YP . BG M3 EF KE ~  UW Til NN CcW XU . IO
Vi a7 EZ TU BH £ BV TT KR N PS
NC VF SL VW PZ . WK GS XX VG BII LV

AM . RN GH YG - DP FK ZD
Note that the 2-6 and the 3-5 columns are the same interﬁal and can be
combined; likewise, columns 4-2 and Z2-4.

From 4-2 z2nd 2-4, get immediately: BVGS and XIT.

From 3-3, since B and G are at interval of 2 in the 4-Z chain, we have
also: B.gg, E.I, and J.N. ‘

From 2-2, we have BG and QZ in the same interval. This gives QFZ.
Also from #-2, FJ and VS. Since we hnve‘V.S, this gives QFZJ.N.
From{l—S,-VG :: WH and from 3-5, WH :: NB. OSince we have VG already
adjacent, we can add NB to the chain. This enables us to say:
QFZJ . NBVGS :
From this point, the chsin is rapidly completed tos
CFZJUNBYVGSKROCWHALDPEXIT M'Y‘

Noting that J, K and L arc in order at interval of 7, decimation at
this interval produces the primary alphabet:

JKLMNOPQVWXZSATURDYBCEFGHTI

Since T and N in the two first nlphabets represcnt the same (the first)
letter,'the two first alphabets can be entered in their boxes in
their proper relation. - :

Then since J and K represent the same letter in 1 nand 5, alphabet § can
be entered in the box in its proper relation, etc. All the odd num-
bered columns can be placed with proper relation to each other. Like-
wise, all the even numbered columns can be placed with respect to each
other, but not in their relation to the odd columns. The two sets of
alphabets can be placed in proper relation either by sliding the two
scts of alphabets nlong cach other until the keyword appears or by
making frequency tables of the two sets of alphabets and matching the
two frequency distributions.

Solutions '
Military Cryptanalysis, Part II, 7-p 2
1937.



SUBCOURSE

LESSON VIII

Welght:
100 4 1.

REF ID:A4146451

ARMY EXTENS

SOLUT

IHN COURSES

TON3

idilitary Cryptéﬁnlysis, Part II

Indirect symmetry.
Y

.....

ENEMY ARTILLERY FIRE IS INTERDICTING CHOSSEOADS ONE

SEVEN EIGHT DASH I ALSQ ONE EIGHT SEVEN ONE.

The plaiw and cipher alphabets are the same, based

on the words:

KE:

YWORD MIXED,

KEYWORDMIXABCFGH

Plain KEY W
‘Cipher 1 . CF GH
Cipher 2" RDM I
Cipher 3 V Z K E
Cipher 4 STUV
Cipher 5 T UV 2
Keyword:

Plein EY W
Cipher 1 T UV Z
Cipher 2 L N P @
Cipher 3 X ABGC
Cipher 4 M I X A
Cipher 5 ¢ S TU
Cipher 6 N P:Q 6

Keywords”

"BOX”_

@)
=3

D
N
AB
0
E
4

5Nk ba oy

E

'HIRD

3

"Box!

OR

@ O
N Q<

s !
SNG oM

DEPL

Tor Message
BC

ugv
J L
X A
DM
M I

=

MI X

1 O D
oo HoO
MO E QW
Hwlieai Il lavi BE

under plain

for Megsnge

=
jo9]
THOO

et a0 H

Mo =i =
= e

OO’

OY under plain

JLNPQSTUVZ

Ho.

r

[op]

o

(S

N T =W
T Q2 fu

e =
o

e =D
(oo iRve RN en BN SR

e e i

letter A.

Ho.

-3
I ~c U

N

i

£

W PR

Qe OO

B ONE MO

letter A,

J")
R
L

H

The number of alphabets in each message can be
in several ways, the easiest of' which is:

Solutions

Military Cryptanalysis, Part II, &-p 1
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REF ID:A4146451

Since the twenty-fifth and flfty flftu letters of both messages
are the same letter (E end N, resp, ),5“ﬁ interval of thirty, this
number rmust be a common uult1ple pf thé number of letters in each
keyword and one of the alphabets in:oene message must be the same
as some one of the alphabets in Lhu other. Keywords of ‘5 and &
letters are thus practically determined. In Message No. &, at the
end there is a trigraph, VAU, repeated at an interval of 12. This
fixes the kejword longth of Nc3>agc No. 2 at 6 and that of Message
Ho. 1 at 5.

Weleht:

The messages can now be 1aid off.1n+o alphabets. It is best t»n
set down tne numbers of the alpucbets of each pair of letters:

183451234512345123/451P34512345183.5 1034512?45723k57?3451°34512q451234512345l234_
FUZYVTAQWFWDWU {GAZWLOGUQTENFALOOPAI EMEWZDNKY FUMPTTGFY CANNHP ACTTPZKODDXBIKZPUOXJT

‘ UXACTY EFLVBPEPTHZPOCLZJ PEULP JXGRSCVFLIFLKFKXAY STUXAH TMNUPY XK DIOBVAUZUTIFUHAZVAE
1234561234561234561234561234561234561234561234561234561234561824561234561234561

If the messages have the ssme plain text, the following pairs of
values can be obtained:

1-1 2-2 3-3 A4 5-5 1-6 21 3-2 43 5-4 1=5 2-6 3-1 4-2 5-3

FU UX ZA YG VI TY AE QF WL FV WB DF WE UP XT
OG PR A3 KC KV MF (L Wr ZF DL NK KF YK FX UA
T TI PO ZB K¥Y OA DU Dz XJ BT IJ KF . ZU PH UA
(HZ)2-4 :

1o 25 3-6 4=l 5-2 1-3 2-4 3-5 4=6 5-1 1-2 2-3 3-4 45 5-6

QH AZ. zp WO LC QL Uz QJ TP EE NU FL AP LJ 0K
: 0 MY DS TJ TU GX FA T CI AM NN . NU HP PY AX OK
0z Xv JA TU '

In 3-3 we have Z A S.

From 2-5, 2 3 :: A D, which gives Z A S D.

From 3-2, where D Z occurs, we get T . . W and
' - F.o.oQ

From 1-32, F Q :: A L, which gives Z A S DL

FProm 4-5, A L :: X J, which gives X. .J

From -4, F U :: H Z, which permits addition of H Z to 1-1.
Then from 1-1, Z2 D :¢s HT, giving H. . T . . W

From 5-4, DL :: FV :: BT, which gives F V . ¢ and

permits o _ H.BT. W
~From 1-5, BW :: KN :: J I, giving K . . . N and
' Xo.oJ 0001
From 3-5, J I :: Q C, which gives Q. .«.C

Solutions
Military Cryptanalysis, Part II, 8-p %
1937.
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From 2-2, X I :: UT, giving U" . , . . » T since we
had Xc e J o o o 1 A
From 2-5, § D ¢+ V X, giving F VX Q

W, now have the following chginé,;éil?in the same interval:’

A
FVXQ,da.Col
POl |
K.oo VN
Uon:o'lHoBTo.W

From 4-2, F X :: UP, giving U « POH . BT o« « W

From 4-6, PT :: MA , giving ¥+ + « ZA SDL
From 1-6, O T :: A Y , giving ZASDLY
From 3-1, Y.Z2 :: KU , giving U. « ¢ ¢« K which gives
' U.POHKBT..W
We now have the following : M . . .ZASDLY
UPOHKXBT ., W
FVXQ..dJd.C.TI

From the relation A P Y in 3~4, the intérval of which compared
to the chains we already_hgyé, can only be 15, or-l1l, we have :

UILPOHKBTM.W.2ASDLYFVXQ.J.cC

which can readily be completely filled in. Decimation at an
interval or seven to the left (determined by the letters
ABCF GHJ etes) gives the primary component :

ABCFGHJLNPQSTUVZEKEYWORDMIX

All of the alphabets in both boxes can be placed with respect
to each other by the process explained in solution to Lesson VII.
As one of the keys is 5 letters long and the .other, 6, which two
numbers have no factors and no common multiple less than their
product, all of the alphabets can be placed relative to each
other, determining the keys in the "boxes"

NOTE It is suggested the student go over this p01nt
thoroughly.

Correctly guessing only one letter and any oné letter  of the
plain text then immediately produces complete solution.

Solutlons.
Military Cryptanalysis, Part 11, 8- p5

1937,
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ARMY EXTENSION COURSES

SOLUTIONS

SUBCOURSE - Military Cryptang;ysis, Part II.
LESSON IX - Indirect Symmetry.
Weight
100 " 1. Different mixed sequences slid against each other:
Plain ~ S MARTBCDEFGHIJXLNOPQUVWXYZ
1 LM NOPQSUVWXYZRIGHTABGCDETFJK
2 CDEFJKLMNOPQSUVWXYZRIGHTARB
8 UVWXYZRIGHTABCDEFJKLMNOPQS
Cipher-4 WX YZRIGHTABCDEFJXKLMNOPQSUYV
5 MNQPQSUVWXYZRIGHTABCDEFJKL
6 YZRIGHTABCDEFJKLMNOPISUTVWX
"7 FJKLMWNOPQSUVWIYZRIGHTABCDE

The plain text of the message,is:

A SQUADRON OF BOMBING PLANES FLYING SOUTH DROPPED
BIGHT LARGE BOMBS ON THE RATILROAD BRIDGE AT FAST
RIVER WHICH DESTROYED THE APPROACH ON THIS SIDE BUT
DID NOT SERIOUSLY DAMAGE THE MAIN SPAN STOP AS THIS
DAMAGE WILL REQUIRE AT LFAST BIGHT DAYS TO REPATR

IT WILL BE NECESSARY TO ROUTE ALL TRAFFIC ACROSS

THE RIVER VIA PIRST STREET BRIDGE IN NEW VENICE

STOP THE FIRST ENGINEERS WITL REFAIR THE APPROACH
WITH ALL POSSIBLE SPEZED AND ADVISE THE DIVISION

NGINEER A4S TO TIE TIME THAT WE CAN EXPECT TO RESUME
TRAFFIC OVER EAST RIVER BRIDGE STOP WHERE ARTTLLERY
AMMUNITION UST BE TRANSPORTED OVER THE RIVER THIS |
WILL BE DONE BY TRUCK VIA THE FERRY AT ZIMJERS FALLS
Solutions.

Military Cryptanalysis, Part II, 9= pl
1937.
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STOP IF AMMJNITION Is NEEDED BY THE ARTILLERY NORTH
OF WILsoNé SCHOOL IT WILL BE FURNISHED THEM FROM
AMMONTTION NOW AT WILSONS SCHOOL STOP ALL AMBULLNCES
WELL BE‘RbﬁTED VIA FERRY AT SIMS EYCEPT AMBULAN&ES
FROM THAT DIVISTON LRTILLERY NORTH OF THE BRIDGE AT
0Y JONES- SCHOOL.

From repeats and frequency considerations, W Q N
6

-~

Q
o . . 45

guessed to be STOP; then W S X W Q to be FIRST

' 12345

Several THE's, AMBULANCES, ARTILLERY and DIVISION

follow. '

Indirect symmetry, while applicable is usually of

little value where two different mixed sequences are
used as by the time enough valuecs can be inserted in
the "box" to produce results, the plain text can be read
dircetly frem frequency considerations and skeletons of
words, However, the principle is cxtremely valuable

in scolving more oomplloatod systems.

Solutions ‘
Military Cryotanalysis; Part II, 9wp 2.
1937,
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LESSON X

Weight:

 100.

Solutions.

l. The plain text is as f
underlined: .

REF ID:A4146451

ARMY EXTENSION COURSES

‘SOLUTIONS

- Military Cryptanalysis, Part II.

~ Indirect Symmetry.'?

ollows, the repeat being

ARTILLERY FIRE IS INTERDICTING THE ROAD FROM R J 3IX

EIGHT EIGHI! DASH A TO A POINT EIGHT HUNDRED YARDS

SOUTHWEST OF CROSS-ROADS SEVEN EIGHT SEVEN STOP

MUSTARD GAS HAS BEEN SPRAYED ON K2AD FPOM R J SIX EIGHT

EIGHT DASH A TO A POINT EIGHT HUNDRID YARDS SOUTHWEST

OF CROSS-ROADS SEVEN EIGHT SEVEN X B.

bl

M o

|

[\ e BN @ RNV

o
et

(2 S i o ol

O
AUl an = s VN
[N es B w
e v e Je

o<t oo
ot oW

Repeat patterns or ideomorphisms indicate the exact
beginning and end of the repeat of the same plain text,
These are superimposed and the five sets of pairs taken
out, it having been determined that there.are five
alphabets involved:

EN

W\ g

W

4

G4 D

> H

> 4 ;

Military Cryptanalysis,

1537.
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e
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.
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Part II, 10-p 1.
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Pairs are taken out:

1-5 2-1 B2 43 5-1
S A LT cCU WP LI
AQ KD U B Y s Y K
T O S J PT HW K H
IK UL v D' UN X J
JW T X W E yAR) 0 A
LY 0C DS P X WL
G N M B G N M E G P
B P QE ‘R L D H PD
YF BY MR LD S
KA. HM IX D X
A B I CW
AU
From 4~3, we get ME and from 5-1, C WL I
‘ ' Y8 Y KH
LDHWPK GPDXJ
ZUN OATU
BIX

Most fortuitously, the letters L and W occur in chains in
both sets of values. D and P al so occur in the same relation=-
ship. If we spread out the 5-1 columm so that C and W

are at an interval of three, we can combine the two sets

of relationships by reversing all the chains from 4=3:

5al o 4-3
CeoeWaeolaoaol E W
Y..K..H" S Y
GoewoPoeaDoeoXaead KPWHDL
Oeeh .0 NUZ

X IB

Combining the two (as they are now at the same interval):

CXPWHDL . X1IB

Y. .KPWHDL

Ge oPe oD s XIBJ

0o oA .NUZ

E M which combine to give:

o}

CKPWHDL X IBJ
«A NUZ

H O
= oe

Military Cryptanalysis, Part II, 10-p 2

1937,
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From 2-1, B O :: YC and L X'2: UT , which give:

YGCKPWHDL .XIBJO . .A .NUZTEM.

Which can readily be compleﬁé& to give:
YGCKPWHDLQXIBJOVRAFNUZTEMS

This happens to be the primary sequence. If some other -
interval was used as the basic interval to build up the chain,
the secondary derived must be decimated at different odd
intervals until by trial this sequence is obtained. The pri=-
mary sequence is recognized by the relationships of such
letters as (in this case) JOV, KPW, 1LQX, etec., When this
lo noted, the transp051tlon key can be built up to get the

ey—worda '

A

N

dowtwHW®
ETOURQQH
MO YN
< EHESE ;M

Now since S3 = Ag, we can start the "box" (although
we do not know what the plaln—text equivalent of S and
Ly are): :

Plain 0 -

(SIS GNER AV

i
from which alphabets 1 and 5 can be completely filled in.

Now since Tl = Lo, wé can add Lo under T;, and fill

Solutions.

in alphabet 2. - Similarly, the rest of the "box" may be
completed and the key-word LUCKY noted.
1 SYGCEPWHDLQXIBJOVRAFNUZTEM
2 IBJOVRAFNUZTEMSYGCKPWHDLAQZX
3 NUZTEMSYGCKPWHEHDLQXIBJOVRATF
4 UZTEMSYGCKPWHDLQXIBJOVRATFN
5 AFNUZTEMSYGCKPWEDLQXIBJOVR

Military Cryptenalysis, Part II, 10-p 3.
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The whole message can;nOnge reduced to a monoalphabet
and solved, whereupon the .plain component, based upon the
words HAND SIDE becomes evident.

The plain component is;

HANDSIEBCFGJKLMNOPQRTUVWXYZ

Solutions,. . ‘ ’
" Military Cryptanalysis, Part II, 10-p 4.
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