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Section I
INTRODUCTORY
Paragraph
Preliminary remarks, : 1
General remarks upon the nature of cryptographic periodicity 2
Effects of varying the length of the plain-text groupings 3
Primary and secondary periods; resultant periods 4

1. Preliminary remarks.—a. The text immediately preceding this devoted itself almost
exclusively to polyalphabetic substitution systems of the type called repeating-key ciphers.
It was seen how a regularity in the employment of a limited number of alphabets results in the
manifestation of periodicity or cyclic phenomena in the cryptogram, by means of ‘which the
latter may be solved. The difficulty in solution is directly correlated with the type and number
of cipher alphabets employed in specific examples.

b. Two procedures suggest themselves for consideration when the student cryptanalyst
realizes the foregoing circumstances and thinks of methods to eliminate the weaknesses inherent
in this cryptographic system. First, noting that the difficulties in solution incrgase as the
length of the key increases, he may study the effects of employing much longer keys to see if
one would be warranted in placing much trust in that method of increasing the security of the
messages. Upon second thought, however, remembering that as a general rule the first step
in the solution consists in ascertaining the number of alphabets employed, it seems to him that
the most logical thing to do would be to use a procedure which will avoid periodicity altogether,
will thus eliminate the cyclic phenomena that are normally manifested in cryptograms of a
periodic construction, and thus prevent an enemy cryptanalyst from taking even a first step
toward solution. 1In other words, he will investigate the possibilities of aperiodic systems first
and if the results are unsatisfactory, he will then see what he can do with systems using lengthy
keys.

¢. Accordingly, the first part of this text will be devoted to an examination of certain of the
very simple varieties of aperiodic, polyalphabetic substitution systems; after this, methods of
extending or lengthening short mnemonic keys, and systems using lengthy keys will be studied.

2. General remarks upon the nature of cryptographic periodicity.—a. When the thoughtful
student considers the matter of periodicity in polyalphabetic substitution systems and tries to
ascertain its real nature, he notes, with some degree of interest and surprise perhaps that it is
composed of two fundamental factors, because there are in reality fwo elements involved in its
production. He has, of course, become quite familiar with the idea that periodicity necessitates
the use of a keying element and that the latter must be employed in a cyclic manner. But he
now begins to realize that there is another element involved, the significance of which he has
perhaps not fully appreciated, »iz, that unless the key is applied to constant-length plain-text
groups no periodicity will be manifested externally by the cryptogram, despite the repetitive or
cyclic use of a constant-length key. This realization is quickly followed by the idea that possibly
all periodicity may be avoided or suppressed by either or both of two ways: (1) By using constant-
length keying units to encipher variable-length plain-text groupings or (2) by using variable-
length keying units to encipher constantlength plain-text groupings.

b. The student at once realizes also that the periodicity exhibited by repeating-key ciphers
of the type studied in the preceding text is of a very simple character. There, successive letters
of the repetitive key were applied to successive letters of the text. In respect to the employment
of the key, the cryptographic or keying process may be said to be constant or fixed in character.
This terminology remains true even if a single keying unit serves to encipher two or more letters

1)



2

at a time, provided only that the groupings of plain-text letters are constant in length. For
example, a single key letter may serve to encipher two successive plain-text letters; if the key is
repetitive in character and the message is sufficient in length, periodicity will still be manifested
by the cryptogram and the latter can be solved by the methods indicated in the preceding text.!
Naturally, those methods would have to be modified in accordance with the specific type of
grouping involved. In this case the factoring process would disclose an apparent key length
twice that of the real length. But study of the frequency distributions would soon show that
the 1st and 2d distributions were similar, the 3d and 4th, the 5th and 6th, and so on, depending
upon the length of the key. The logical step is therefore to combine the distributions in proper
pairs and proceed as usual.

¢. In all such cases of encipherment by constant-length groupings, the apparent length of
the period (as found by applying the factoring process to the cryptogram) is a multiple of the
real length and the multiple corresponds to the length of the groupings, that is, the number of
plain-text letters enciphered by the same key letter.

d. The point to be noted, however, is that all these cases are still periodic in character,
because both the keying units and the plain-text groupings are constant in length.

3. Effects of varying the length of the plain-text groupings.—a. But now consider the effects
of making one or the other of these two elements variable in length. Suppose that the plain-text
groupings are made variable in length and that the keying units are kept constant in length.
Then, even though the key may be cyclic in character and may repeat itself many times in the
course of encipherment, external periodicity is suppressed, unless the law governing the variation
wn plain-text groupings is wself cyclic in character, and the length of the message is at least two or
more times that of the cycle applicable to this variable grouping.

b. (1) For example, suppose the correspondents agree to use reversed standard cipher
alphabets with the key word SIGNAL, to encipher a message, the latter being divided up into
groups as shown below:

s I 6 N A L s I G N A L S I G

1 12 123 1234 12345 1 12 123 1234 12345 1 12 123 1234 12345
C OM MAN DING GENER A LF IRS TARM YHASI S SU EDO RDER SEFFE
Q UW UGT KFAH UWNWJ L HN ARQ NGPU PGNVF I TR OPE RFER OCBBC
N A L S I G N A L S I & N A L

1 12 123 1234 12345 1 12 123 1234 12345 1 12 123 1234 12345
C TI VET WENT YFIRS T AT NOO NDIR ECTIN G TH ATT ELEP HONES
L HS QHS WOFZ KDARQ N NU NMM YIDU OQZKF C NZ NUU WPWL EXYHT
s I & N A L S I

1 12 123 1234 12345 1 12 123

C OM MAS WITC HBOAR D SC OMM...

Q UW UGO RFUL TZMAJ I AQ UWW...

CRrYPTOGRAM

QUWUG TKFAH UWNWJ LHNAR QNGPU PGNVF ITROP ERFER

OCBBC LHSQH SWOFZ KDARQ - NNUNM MYIDU 0Q CNZNU
UWPWL EXYHT QUWUG ORFUL TZMAJ JAQUW W...
FiquRE 1,

3 In this connection, see Section III, Military Cryptanalysis, Part I],
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(2) The cipher text in this example (Fig. 1) shows a tetragraphic and a pentagraphic
repetition. The two occurrences of QUWUG (=COMMA) are separated by an interval of 90
letters; the two occurrences of ARQN (=IRST) by 39 letters. The former repetition (QUWUG),
it will be noted, is a true periodic repetition, since the plain-text letters, their grouping, and
the key letters are identical. The interval in this case, if counted in terms of letters, is the
product of the keying cycle, 6, by the grouping cycle, 15. The latter repetition (ARQN) is not
a true periodic repetition in the sense that both cycles have been completed at the same point,
as is the case in the former repetition. It is true that the cipher letters ARQN, representing
IRST both times, are produced by the same key letters, I and G, but the enciphering points in
the grouping cycle are different in the two cases. Repetitions of this type may be termed
partially periodic repetitions, to distinguish them from those of the completely periodic type.

¢. When the intervals between the two repetitions noted above are more carefully studied,
especially from the point of view of the interacting cycles which brought them about, it will be
seen that counting according to groupings and not according to single letters, the two pentagraphs
QUWUG are separated by an interval of 30 groupings. Or, if one prefers to look at the matter in
the light of the keying cycle, the two occurrences of QUWUG are separated by 30 key letters.
Since the key is but 6 letters in length, this means that the key has gone through 5 cycles. Thus,
the number 30 is the product of the number of letters in the keying cycle (6) by the number
of different-length groupings in the grouping cycle (5). The interaction of these two cycles
may be conceived of as partaking of the nature of two gears which are in mesh, one driven by
the other. One of these gears has 6 teeth, the other 5, and the teeth are numbered. If the
two gears are adjusted so that the “number 1 teeth’” are adjacent to each other, and the gears
are caused to revolve, these two teeth will not come together again until the larger gear has
made 5 revolutions and the smaller one 6. During this time, a total of 30 meshings of individual
teeth will have occurred. But since one revolution of the smaller gear (=the grouping cycle)
represents the encipherment of 15 letters, when translated in terms of letters, the 6 complete
revolutions of this gear mean the encipherment of 90 letters. This accounts for the period of
90, when stated in terms of letters.

d. The two occurrences of the other repetition, ARQN, are at an interval of 39 letters; but
in terms of the number of intervening groupings, the interval is 12, which is obviously two
times the length of the keying cycle. In other words, the key has in this case passed through 2
cycles.

e. In a long message enciphered according to such a scheme as the foregoing there would
be many repetitions of both types discussed above (the completely periodic and the partially
periodic) so that the cryptanalyst might encounter some difficulty in his attempts to reach a
solution, especially if he had no information as to the basic system. It is to be noted in this
connection that if any one of the groupings exceeds say 5, 6, or 7 letters in length, the scheme
may give itself away rather easily, since it is clear that within each grouping the encipherment is
strictly monoalphabetic. Therefore, in the event of groupings of more than 5 or 6 letters, the
monoalphabetic equivalents of tell-tale words such as ATTACK, BATTALION, DIVISION,
etc., would stand out. The system is most efficacious, therefore, with short groupings.

f. It should also be noted that there is nothing about the scheme which requires a regularity
in the grouping cycle such as that embodied in the example. A lengthy grouping cycle such as
the one shown below may just as easily be employed, it being guided by a key of its own; for
example, the number of dots and dashes contained in the International Morse signals for the
letters composing the phrase DECLARATION OF INDEPENDENCE might be used. Thus, A (.-)
has 2, B (—...) has 4, and so on. Hence:

DECLARATIONOFINDEPENDENCE
3 1 4 4323 2123 3% 38 4323141 23124°713
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The grouping cycle is 3+14+444-+2 . . ., or 60 letters in length. Suppose the same phrase
is' used as an enciphering key for determining the selection of cipher alphabets. Since the
phrase contains 25 letters, the complete period of the system would be the least common multiple
of 25 and 60 or 300 letters. This system might appear to yield a very high degree of crypto-
graphic security. But the student will see as he progresses that the security is not so high as
he may at first glance suppose it to be.

4, Primary and secondary periods; resultant periods.—a. It has been noted that the length
of the complete period in a system such as the foregoing is the least common multiple of the
length of the two component or interacting periods. In a way, therefore, since the component
periods constitute the basic element of the scheme, they may be designated as the basic or primary
periods. These are also hidden or latent periods. The apparent or patent period, that is, the
complete period, may be designated as the secondary or resultant period. In certain types of
cipher machines there may be more than two primary periods which interact to produce a
resultant period; also, there are cases in which the latter may interact with another primary
period to produce a tertiary period; and so on. The final, or resultant, or apparent period is the
one which is usually ascertained first as a result of the study of the intervals between repetitions.
This may or may not be broken down into its component primary periods.

b. Although a solution may often be obtained without breaking down a resultant period
into its component primary periods, the reading of many messages pertaining to a widespread
system of secret communication is much facilitated when the analysis is pushed to its lowest
level, that is, to the point where the final cryptographic scheme has been reduced to its simplest
terms. This may involve the discovery of a multiplicity of simple elements which interact in
successive cryptographic strata.
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Section 11

SOLUTION OF SYSTEMS USING CONSTANT-LENGTH KEYING UNITS TO ENCIPHER
VARIABLE-LENGTH PLAIN-TEXT GROUPINGS, I

Paragraph
Introductory remarks . 5
Aperiodic encipherment produced by groupings according to word lengths 6
Solution when direct standard cipher alphabets are employed 7
Solution when reversed standard cipher alphabets are employed 8
Comments on foregoing cases 9

6. Introductory remarks.—a. The system described in paragraph 3 above is obviously not
to be classified as aperiodic in nature, despite the injection of a variable factor which inthat
case was based upon irregularity in the length of one of the two elements involved in polyalpha-
betic substitution. The variable factor was there subject to a law which in itself was periodic
in character. .

b. To make such a system truly aperiodic in character, by elaborating upon the basic
scheme for producing variable-length plain-text groupings, would be possible, but impractical.
For example, using the same method as is given in paragraph 3f for determining the lengths of
the groupings, one might employ the text of a book; and if the latter is longer than the message
to be enciphered, the cryptogram would certainly show no periodicity as regards the intervals
between repetitions, which would be plentiful. However, as already indicated, such a scheme
would not be very practical for regular communication between a large number of correspondents,
for reasons which are no doubt apparent. The book would have to be safeguarded as would a
code; enciphering and deciphering would be quite slow, cumbersome, and subject to error;
and, unless the same key text were used for all messages, methods or indicators would have to
be adopted to show exactly where encipherment begins in each message. A simpler method
for producing constantly changing, aperiodic plain-text groupings therefore, is to be sought.

6. Aperiodic encipherment produced by groupings according to word lengths.—a. The
simplest method for producing aperiodic plain-text groupings is one which has doubtless long
ago presented itself to the student, »12., encipherment according to the actual word lengths of
the message to be enciphered.

b. Although the average number of letters composing the words of any alphabetical language
is fairly constant, successive words comprising plain text vary a great deal in this respect, and
this variation is subject to no law.! In telegraphic English, for example, the mean length of
words is 5.2 letters; the words may contain from 1 to 15 or more letters, but the successive
words vary in length in an extremely irregular manner, no matter how long the text may be.

¢. As a consequence, the use of word lengths for determining the number of letters to be
enciphered by each key letter of a repetitive key commends itself to the inexperienced cryptog-
rapher as soon as he comes to understand the way in which repeating-key ciphers are solved.
If there is no periodicity in the cryptograms, how can the letters of the cipher text, written in

1 Tt is true, of course, that the differences between two writers in respect to the lengths and characters of
the words contained in their personal vocabularies are often marked and can be measured. These differences
may be subject to, certain laws, but the latter are not of the type in which we are interested, being psychological
rather than mathematical in character. See Rickert, E., New Methods for the Study of Literature, University of
Chicago Press, Chicago, 1927,

®
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5-letter groups, be distributed into their respective monoalphabets? And if this very first step
is impossible, how can the cryptograms be solved?

7. Solution when direct standard cipher alphabets are employed.—a. Despite the foregoing
rhetorical questions, the solution of this case is really quite simple. It merely involves a modifi-
cation of the method given in a previous text,? wherein solution of a monoalphabetic cipher
employing a direct standard alphabet is accomplished by completing the plain-component
sequence. There, all the words of the entire message come out on & single generatrix of the
completion diagram. In the present case, since the individual, separate words of a message
are enciphered by different key letters, these words will reappear on different generatrices of the
diagram. All the cryptanalyst has to do is to pick them out. He can do this once he has found
a good starting point, by using a little imagination and following clues afforded by the context.

b. An example will make the method clear. The following message (note its brevity) has
been intercepted:

TRECS YGETI LUVWV IKMQI R J
SVAGR XUXPW VMTUC SYXGX V B LLBHG

¢. Submitting the message to routine study, the first step is to use normal alphabet strips
and try out the possibility of direct standard alphabets having been used. The completion
diagram for the first 10 letters of the message is shown in figure 2.

d. Despite the fact that the text does not all reappear on the
same generatrix, the solution is a very simple matter because the
first three words of the message are easily found: CAN YOU GET.
The key letters may be sought in the usual manner and are found
to be REA. One may proceed to set up the remaining letters of
the message on sliding normal alphabets, or one may assume
various keywords such as READ, REAL, REAM, etc., and try to
continue the decipherment in that way. The former method is
easier. The completed solution is as follows:

R E A D E R S
CAN YOU GET FIRST REGIMENT BY RADIO
TRE CSY GET ILUVW VIKMQIRX SP JSVAG

D I G E S T
OUR PHONE NOW OUT OF COMMISSION
RXU XPWVM TUC SYX GX VHFFBLLBHG

e. Note the key in the foregoing case: It is composed of the
successive key letters of the phrase READERS DIGEST.

f- The only difficult part of such a solution is that of making
the first step and getting a start on a word. If the words are
short it is rather easy to overlook good possibilities and thus
spend some time in fruitless searching. However, solution must
come; if nothing good appears at the beginning of the message,
search should be made in the interior of the cryptogram or at
the end.

3 Military Cryptanalysis, Part I, Par. 20.

XSSP
HFF

QUWeEPNHKMIgCH
PNHKMEBCANX
ZErRcHIQ®E

HMMHMI<CCHUNIVOPYOZZRNRUHIOMOTHEOOQ
OCZErRNRGUHIQEWAERUQAWPEPNKXKA<LSCIN
CHUXNOUYOZEBErRUGUHIQTIEUQW> N

SEHUOQUEPNAKANKE<CANHOYTOZIEZT R GH TN

DQUrPNHLAME<cHANIOYTOZCRNGHIOQA|E
nNnIYoOoOvoOoOZRCCrRUHIOHMBUQW»NHKMAEALCHH

oQuWweEerNMIEI<<CIWNXOYWO

NWOoOvoOZERArRGHIMNMARUD
OYWOoOZEMN"NRUHIOQOEEHUOOQOW

o> N
noOo v
HE<

:
:

TSRO QEWEPNKMKIE<QHUNHOYVOZRECORGWH

R

|
i



REF ID:A60213
7

8. Solution when reversed standard cipher alphabets are employed.—It should by this time
hardly be necessary to indicate that the only change in the procedure set forth in paragraph
7¢, d in the case of reversed standard cipher alphabets is that the letters of the cryptogram must
be converted into their plain-component (direct standard) equivalents before the completion
sequence is applied to the message.

9. Comments on foregoing cases.—a. The foregoing cases are so simple in nature that the
detailed treatment accorded them would seem hardly to be warranted at this stage of study.
However, they are necessary and valuable as an introduction to the more complicated cases to
follow. .

b. Throughout this text, whenever encipherment processes are under discussion, the pair
of enciphering equations commonly referred to as characterizing the so-called Vigenére method
will be understood, unless otherwise indicated. This method involves the pair of enciphering
equations 6,,=6yp; 6,,=0,y4, that is, the index letter, which is usually the initial letter of the
plain component, is set opposite the key letter on the cipher component; the plain-text letter
to be enciphered is sought on the plain component and its equivalent is the letter opposite it
on the cipher component.?

¢. The solution of messages prepared according to the two preceding methods is particularly
easy, for the reason that standard cipher alphabets are employed and these, of course, are derived
from known components. The significance of this statement should by this time be quite
obvious to the student. But what if mixed alphabets are employed, so that one or both of the
components upon which the cipher alphabets are based are unknown sequences? The simple
procedure of completing the plain component obviously cannot be used. Since the messages
are polyalphabetic in character, and since the process of factoring cannot be applied, it would
seem that the solution of messages enciphered in different alphabets and according to word
lengths would be a rather difficult matter. However, it will soon be made clear that the solution
is not nearly so difficult as first impression might lead the student to imagine.

3 See in this connection, Military Cryptanalysis, Part 11 Section II, and Appendix 1.
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SOLUTION OF SYSTEMS USING CONSTANT-LENGTH KEYING UNITS TO ENCIPHER
VARIABLE-LENGTH PLAIN-TEXT GROUPINGS, II

Paragraph
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Solution when other types of alphabets are employed 11
Isomorphism and its importance in eryptanalytics 12
Illustration of the application of phenomena of isomorphism in solving a eryptogram 13

10. Solution when the original word lengths are retained in the cryptogram.—a. This case
will be discussed not because it is encountered in practical military cryptography but because it
affords a good introduction to the case in which the original word lengths are no longer in evi-
dence in the cryptogram, the latter appearing in the usual 5-letter groups.

b. Reference is made at this point to the phenomenon ¢alled idiomorphism, and its value in
connection with the application of the principles of solution by the ‘“probable-word’’ method,
as explained in a previous text.! When the original word lengths of a message are retained in
the cryptogram, there is no difficulty in searching for and locating idiomorphs and then making
comparisons between these idiomorphic sequences in the message and special word patterns
set forth in lists maintained for the purpose. For example, in the following message note the
i‘mderlined groups and study the letters within these groups:

MEssAGE
XIXLP EQV‘TIB VVEF‘H‘APFVT RT XWK PWEWIWRD XM
NTJCTYZL OAS XYQ ARVVRKFONT BH SFJDUUXFFP
OUVIGJPF ULBFZ RV DKUKW ROHROZ

IDIOMORPHIC SEQUENCES

() PREWIWRD (2) A KFONT (3) SFJDUUXFEP
N N’

RV,VR -
SN— ~— :

(4) ROHRO Z
N———

¢c. Reference to lists of words commonly found in military text and arranged according to
their idiomorphic patterns or formulae soon gives suggestions for these cipher groups. Thus:

(1) PWEWIWRD (3) SFJDUUXFP
DIVISION ARTILLERY
N’ N’ N ——
(2) ARVVRKFONT (4) ROHROZ
BATTALIONS 0CLOCK

1 Military Cryptanalysis, Part I, Par. 33 a—d, inclusive.
€
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d. With these assumed equivalents a reconstruction skeleton or diagram of cipher alphabets
(forming s portion of a quadricular table) is established, on the hypothesis that the cipher
alphabets have been derived from the sliding of a mixed component against the normal se-
quence. First it is noted that since 0,=R, both in the word DIVISION and in the word OCLOCK
their cipher equivalents must be in the same alphabet. The reconstruction skeleton is then as
follows:

A|B|C|D|E|F|G|HII|J|K|IL|M|N|O[P|Q|R|S|T|UIV|IW|X|Y|Z
Division,
o’clock...._(1) o|p W Z|H D|R I E
Battalion ____(2)]R| A F K N|O T|V
Artillery ____. 3) s _ X D U F J P

FiGURE 34,

e. Noting that the interval between O and R in the first and second alphabets is the same,
direct symmetry of position is assumed. In a few moments the first alphabet in the skeleton
becomes as follows:

A|B|C|DJE|F|G|H|I|J|K|L|M|N}|O]JP|Q|R|S|T|JU|V|W|X|Y|Z
(1) N|O}|P S|T|V|IW|X|Z|H DIRJA|U I E|F J|K
2)|R|A F K| [N|oO T|V
@3)ls X D U F J |

Fi1GURE 3b.

f. The key word upon which the mixed component is based is now not difficult to find:
HYDRAULIC.

g. (1) To decipher the entire message, the simplest procedure is to convert the cipher
letters into their plain-component equivalents (setting the HYDRAULIC . . . Z sequence against
the normal alphabet at any point of coincidence) and then completing the plain-component
sequence, as usual. The words of the message will then reappear on different generatrices. The
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key letters may then be ascertained and the solution completed. Thus, for the first three words,

the diagram is as follows:

Plain________________ ABCDEFGH NOPQRSTUVWIXY2Z
Cipher...._________. HYDRAULI JKMNOPQSTVWX?Z

XIXLP VEFHAPFVT

YHYGS WKLAESLWYV

ZIZHT XLMBFTMXW

AJAIU YMNCGUNYX

BKBJYV ZNODHVOZY

CLCKW AOPEIWPAZ

DMDLX BPQFJXQBA

ENEMY CQRGKYRCB

A=S, DRSHLZSDC

ESTIMATED

A=P,

MEHUQWPNLKMEsCHNIO 9O ZREMNR|ID aH
ZECRUHIQWMEBUOQWEEPNCLWMELSCAO WS
OUDVOLZENMrRUGUHIQHEARUQEWE> N NM=SE[g X

QUWPEPrNWUKNIE<CHNAIOTOZRErRGHIIH =

HFOQEWPN<KKME<HHNIOYVOZE=NRU N Q8

:;,O
A E:
-]

FIGURE 4,

(2) The key for the message is found to be SUPREME COURT and the complete message is

as follows:
« SoLuTION

S U P R E M
ENEMY FORCE ESTIMATED AS ONE DIVISION
XIXLP EQVIB VEFHAPFVT RT XWK PWEWIWRD

R T S U P
BATTALIONS OF ARTILLERY MARCHING NORTH
ARVVRKFONT BH SFJDUUXFP OUVIGJPF ULBFZ

E
OF
M

R
AT
RV

4 0 U
INFANTRY AND TWO
NTJCTYZL. OAS XYQ

E M
SEVEN OCLOCK
DKUKW ROHROZ

h. In case the plain component is the reversed normal sequence, the procedure is no different
from the foregoing, except that in the completion diagram the reversed sequence is employed
after the cipher letters have been converted into their plain-component equivalents.

1. No doubt the student realizes from his previous work that once the primary mixed
component has been recovered the latter becomes a known sequence and that the solution of
subsequent messages employing the same set of derived alphabets, even though the keys to
individual messages are different, then becomes a simple matter.
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11. Solution when other types of alphabets are employed.—a. The foregoing examples
involve the use either of standard cipher alphabets or of mixed cipher alphabets produced by
the sliding of a mixed component against the normal sequence. There is, however, nothing
about the general cryptographic scheme which prevents the use of other types of derived,
interrelated, or secondary mixed alphabets. Cipher alphabets produced by the sliding of a
mixed component against itself (either direct or reversed) or by the sliding of two different
mixed components are very commonly encountered in these cases.

b. The solution of such cases involves only slight modifications in procedure, namely, those
connected with the reconstruction of the primary components. The student should be in a
position to employ to good advantage and without difficulty what he has learned about the
principles of indirect symmetry of position in the solution of cases of the kind described.

¢. The solution of a message prepared with mixed alphabets derived as indicated in sub-
paragraph b, may be a difficult matter, depending upon the length of the message in question.
It might, of course, be almost impossible if the message is short and there is no background for
the application of the probable-word method. But if the message is quite long, or, what is
more probable with respect to military communications, should the system be used for regular
traffic, so that there are available for study several messages enciphered by the same set of
alphabets, then the problem becomes much easier. In addition to the usual steps in solution
by the probable-word method, guided by a search for and identification of idiomorphs, there is
the help that can be obtained from the use of the phenomena of isomorphism, a study of which
forms the subject of discussion in the next paragraph.

12. Isomorphism and its importance in cryptanalytics.—a. The term idiomorphism is
familiar to the student. It designates the phenomena arising from the presence and positions
of repeated letters in plain-text words, as a result of which such words may be classified according
to their compositions, “patlerns,” or formulae. The term isomorphism (from the Greek “isos”
meaning “equal” and ‘“‘morphe”’ meaning ‘“form”) designates the phenomena arising from the
existence of two or more idiomorphs with identical formulae. Two or more sequences which
possess identical formulae are said to be isomorphic.

b. Isomorphism may exist in plain text or in cipher text. For example, the three words
WARRANT, LETTERS, and MISSION are isomorphic. If enciphered monoalphabetically, their
~ cipher equivalents would also be isomorphic. In general, isomorphism is a phenomenon of
monoalphabeticity (either plain or cipher); but there are instances wherein it is latent and can
be made patent in polyalphabetic cryptograms.

¢. In practical eryptanalysis the phenomensa of isomorphism afford a constantly astonishing
source of clues and aids in solution. The alert cryptanalyst is always on the lookout for situations
in which he can take advantage of these phenomena, for they are among the most interesting
and most important in cryptanalytics.

13. Illustration of the use of isomorphism.—a. Let us consider the case discussed under
paragraph 10, wherein a message was enciphered with a set of mixed cipher alphabets derived
from sliding the key word-mixed primary component HYDRAULIC . . . XZ against the normal
sequence. Suppose the message to be as follows (for simplicity, original word lengths are
retained):

CRYPTOGRAM

VCLLKIDVSJDCI ORKD CFSTV IXHMPPFXU EVZZ
FK NAKFORA DKOMP ISE CSPPHQKCLZKSQ LPRO
JZWBCX HOQCFFAOX ROYXANO EMDMZMTS

TZFVUEAORSL AU PADDERXPNBXAR IGHFX JXI
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b. (1) Only a few minutes inspection discloses the following three sets of isomorphs:

(8)) YVCLLKIDVSJDCI () ITXHMPPFZXU
() {b) CSPPHQKCLZKSQ (2 {b HOQCFFAQX
| (¢ PADDERXPNBXAR I ~ 1
L= ' || () NAKFORA
(3 jb) ROYXANOQ
N~———

(2) Without stopping to refer to word-pattern lists in an attempt to identify the very
striking idiomorphs of the first set, let the student proceed to build up partial sequences of
equivalents, as though he were dealing with a case of indirect symmetry of position. Thus:?

From isomorphs (1) (a) and (1) (b):

V<C; CCS; L<CP; KCH; I<cQ; D<CK; S<L; JTZ;
from which the following partial sequences are construeted:
(a) VCSLP (b) DKH (c) IQ (d) JZ
From isomorphs (1) (b) and (1) (c):
CC-P; S<A; PD; HCE; QCR; KSX; LCN; Z<CB;
from which the following partial sequences are constructed:
() CPD (f) SA () HE (h) QR (1) KX (j) LN (k) ZB
From isomorphs (1) (a) and (1) (¢):
<P; CCA; LCD; KCE; IOR; DCX; S<N; J<CB;
from which the following partial sequences are constructed:
(1) LDX (m) VP (n) CA (o) KE (p) IR (q) SN (r) JB

Noting that the data from the three isomorphs of this set may be combined (VCSLP and CPD
make VCSLP..D; the latter and LDX make VCSLP..D...X), the following sequences are -
establishred:

1 2 3 4 5 [} 7 8 9 10 11 12 13
(1){v c s L P A N D K H X E
1 2 3 4 5
@1 q 5
1 2 3 4 5
(3){J v/ B

¢. (1) The fact that the longest of these chains consists of exactly 13 letters and that no

additions can be made from the other two cases of isomorphism, leads to the assumption that a

“half-chain” is here disclosed and that the latter represents a decimation of the original primary
1 2 8 45 67 80

component at an even interval. Noting the placement of the letters V.. S . P . N . K,

2 The symbol <= is to be read ‘‘is equivalent to.”
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which gives the sequence the appearance of being the latter half of a keyword-mixed sequence
running in the reversed direction, let the half-chain be reversed and extended to 26 places, as
follows:

1 2 3 4 5 6 7 8 9 1011 12 13 14 15 16 17 18 190 20 21 22 23 24 25 26
E . K N p 8 VvV X H D A L C

(2) The data from the two partial chains (JZ. .B and IQ..R) may now be used,and the.
letters inserted into their proper positions. Thus:

1 2 3 4 5 6 7 8 9 10-11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 28

E..JK.N.PQS.V.XZH.DRA . .LICB

(3) The sequence H.DRA . L I Csoonsuggests HYDRAULIC as the key word. Wheﬁ
the mixed sequence is then developed in full, complete corroboration will be found from the data
of isomorphs 2 (a) (b) and 3 (a) (b). Thus

1234567891011121314151617181920212223242520

HYDRAULICBEFGJKMNOPQSTVWXZ

(4) From idiomorphs (2) (a) and (2) (b), the interval between H and I is 7; it is the same
for Oand X, Qand H, Cand M, etc. From idiomorphs (3) (a) and (3) (b) the mterval between
Rand Nis 13; it is the same for 0 and A, Yand K, etc.

d. The message may now be solved quite readily, by the usual process of convertmg the
cipher-text letters into their pla.m—component equivalents and then completing the pla.m com-
ponent sequences. The solution is as follows:

[Key: STRIKE WHILE THE IRON IS . . . (HOT?)] .

S T R I K -
COMMUNICATION WITH FIRST ARTILLERY WILL
VCLLKIDVSJDCI ORKD CFSTV IXHMPPFXU EVZZ
E w H I L E
BE THROUGH CORPS AND COMMUNICATION WITH
FK NAKFORA DKOMP ISE CSPPHQKCLZKSQ LPRO

T H . E I :
SECOND ARTILLERY THROUGH DIVISION
JZWBCX HOQCFFAOX ROYXANO EMDMZMTS

R 0 N ' I S .
SWITCHBOARD NO COMMUNICATION AFTER TEN
TZFVUEAORSL AU PADDERXPNBXAR IGHFX JXI

e. (1) In the foregoing illustration the steps are pa,rtlcularly sunple because of the followmg
circumstances: . ;

(a) The actual word lengths are shown.

" (b) The words are enciphered monoalphabetically by different alphabets belongmg to 8
set of secondary alphabets.

(c) Repetitions of plain-text words, enciphered by dlfferent alphabets, produce mqmorphs
and the lengths of the isomorphs are definitely known as a result-of circumstance (a). ,

(2) Of these facts, the last is of most interest in the present connection. But what if the
actual word lengths are noy’shown; that is, what if the text to be solved is intercepted in the
usual 5-letter-group form?

135922—39— 2 ‘ Ny
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- 14. General remarks.—a. The cases described thus far are particularly easy to solve because
the cryptanalyst has before him the messages in their true or original word lengths. But in
military cryptography this is seldom or never the case. The problem is therefore made some-
what more difficult by reason of the fact that there is nothing to indicate definitely the limits of
encipherment by successive keyletters. However, the solution merely necessitates more ex-
perimentation in this case than in the preceding. The cryptanalyst must take careful note of
repetitions which may serve to “block out” or delimit words, and hope that when this is done he
will be able to find and identify certain sequences having familiar idiomorphic features or pat-
terns, such as thosenoted above. If there is plenty of text, repetitions will be sufficient in number
to permit of employing this entering wedge.

b. Of course, if any sort of stereotypic phra.seology is employed, especially at the begmmngs
or endings of the messages, the matter of assuming values for sequences of cipher letters is easy,
and affords a quick solution. For example, suppose that as a result of previous work it has been
found that many messages begin with the expression REFERRING TO YOUR NUMBER . . . .
Having several messages for study, the selection of one which begins with such a common
idiomorphism as that given by the word REFERRING is a relatively simple matter; and having
found the word REFERRING, if with a fair degree of certa.mty one can add the words TO YOUR
NUMBER, the solution is probably well under way.

" ¢. (1) Take the case discussed in paragraph 13, but assume that word lengths are no longer
indicated because the message is transmitted in the usual 5-letter groups. The process of
ascertaining the exact length of sequences which are isomorphic, or, as the process is briefly
termed, “blocking cut isomodrphs’ becomeés ‘& inore difficult matter and must often rFest upon
rather tenuous threads of reasoning. For example, take the illustrative message just dealt
with and let it be assumed that it was arranged in 5-letter groups.

VCLLK IDVSJ DCIOR XKDCFS TVIXH MPPFX
UEVZZ FKNAK FORAD KOMPI SECSP PHQKC
LZKSQ LPROJ ZWBCX HOQCF FAOXR OYXAN
OEMDM ZMTST ZFVUE AORSL AUPAD DERZXP
“NBXAR IGHFX JXI ' ’

.15 (2) The detection of isomorphisms now becomes a more difficult matter. There is no
specla.l trouble in plckmg out the followmg three isomorphic sequences:

() VCLLKIDVSJDCI

(2) CSPPHQKCLZKSQ

(3) PADDERXPNBIXAR
a9
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since the first one happens to be at the beginning of the message and its left-hand boundary, or
“head,” is marked by (or rather, coincides with) the beginning of the message. By a fortunate
circumstance, the right-hand boundary, or “tail,”’ can be fixed just as accurately. That the
repetition extends as far as indicated above is certain for we have a check on the last column
I, Q, R. If an additional column were added, the letters would be 0, L, I. Since the second
letter has previously appeared while the first and third have not, a contradiction results and the
new column may not be included.

If, however, none of the three letters 0, L, I had previously appeared, so that there could
be no means of getting a check on their correctness, it would not be possible to block out or
ascertain the extent of the isomorphism in such a case. All that could be said would be that
it seems to include the first 13 letters, but i might continue further.

d. (1) However, the difficulty or even the impossibility of blocking out the isomorphs o
thetr full extent is not usually a serious matter. After all, the cryptanalyst uses the phenomenon
not to identify words but to obtain cryptanalytic data for reconstructing cipher alphsabets.
For example, how many data are lost when the illustrative message of subparagraph 13a is
rewritten in 5-letter groups as in subparagraph 14¢ (1)? Suppose the latter form of message
be stud.led for momorphs

VCLLK IDVSJ DCIOR KDCFS TVIXH MEPEZ UEVZZ
FKNAK FORAD KOMPI SECSP PHQKC LZKSQ LPROJ
ZWBCX HOQCF FAQXR OYXAN OEMDM ZMIST ZFVUE
AORSL. AUPAD DERXP NBXAR IGHFX JXI

(2) Xf the underscored sequences are compared with those in the message in subparagraph
13a, it will be found that only a relatively small amount of information has been lost. Certainly
not enough to cause any difficulty have been lost in this case, for all the data necessary for the
reconstruction of the mixed cipher component came from the first set of isomorphs, and the
latter are identical in length in both cases. Only the head and tail letters of the second pau-
of isomorphic sequences are not included in the underscored sequences in the 5-letter verslon,
of the message. The third pair of 1somorph1c sequences shown in paragraph 135 does not appear
in the 5-letter version since there is only one repeated letter in this case. In long messages or
when there are many short messages, a study of isomorphism will disclose a sufficient number of
partial isomorphs to give data usually sufficient for purposes of alphabet reconstruction.

e. It should be noted that there is nothing about the phenomenon of isomorphism which
restricts its use to casesin which the cipher alphabets are secondary alphabets resulfing from
the sliding of & mixed component against the normal. It can be useful in all cases of mterrelated
secondary alphabets no matter what the basis of their derivation may be. -

7. In subsequent studies the important role which the phenomenon of 1somorphlsm pla,ys
in eryptanalytics will become more apparent. When the traffic is stereotypic in character,
even to a slight degree, so that isomorphism may extend over several words or phrases, the
phenomenon becomes of highest importance to the cryptanslyst and an extremely valushble tool
in his hands, _ o

15. Word separators.—a. One of the practical difficulties in employing systems in which the
keying process shifts according to word lengths is that in ha.ndlmg such a message the decrypto-
graphing clerk is often not certain exactly when the termination of & word has been reached,
and thus time is lost by him. For instance, while decryptographing a word such as INFORM
the clerk would not know whether he now has the complete word and should shift, to hhe next
key letter or not: The word might be INFORMS, INFORMED, INFORMING, INFORMAL, INFOR~
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MATION, etc. The past tense of verbs, the plural of nouns, and terminations of various sorts
capable of being added to word roots would give rise to difficulties, and the latter would be
especially troublesome if the messages contained a few telegraphic errors. Consequently, a
scheme which is often adopted to circumvent this source of trouble is to indicate the end of a
word by an infrequent letter such as Q or X, and enciphering the letter. In such usage these
letters are called word separators.

b. When word separators are employed and this fact is once disecovered, their presence is
of as much aid to the cryptanalyst in his solution as it is to the clerks who are to decryptograph
the messages. - Sometimes the presence of these word separators, even when enciphered, aids
or makes possible the blocking out of isomorphs. .

16. Variations and concluding remarks on forégoing systems.—a. The systems thus far
deacribed are all based upon word-length encipherment using different cipher alphabets. Words
are markedly irregular in regard to this feature of their construction, and thus aperiodicity is
imparted to such cryptograms. But variations in the method, aimed at making the latter
somewhat more secure, are possible. Some of these variations will now be discussed. ‘

. b. Instead of enciphering accordirnig to natural word lengths, the irregular groupings of the
text may be regulated by other agreements. For example, suppose that the numerical value
(in the normal sequence) of each key letter be used to control the number of letters enciphered
by the successive cipher alphabets. ‘Depending then upon the composmon of the key word or
key phrase, there would be a varying number of letters enciphered in each alphabet. If the
key word were PREPARE, for instance, then the first cipher alphabet would be used for 16
(P=16) letters, the second cipher alphabet, for 18 (=R) letters, and so on. Monoalphabetic
enclpherment would therefore allow plenty of opportunity for tell-tale word patterns to manifest
themsélves in the cipher text. Once an entering wedge is found in this manner, solution would
be achieved rather rapidly. Of course, all types of cipher alphabets may be employed in this
and the somewhat similar schemes described.

" ¢. If the key is short, and the message is long, periodicity will be manifested in the crypto-
gram, so that it would be possuble to ascertain the length of the basic cycle (in this case thelength
of the key) despite the irregular groupings in enc1pherment The determination of the length
of the cycle might, however, present difficulties in some cases, since the basic or fundamental
penod would not be clearly evident because of the presence of repetitions which are not periodic
in their origin. ‘"For example, suppose the word PREPARE were used as a key, each key letter
being employed to encipher a number of letters corresponding to its numerical value in the
riorngal sequence. It is ‘elédr that the length of the basic period, in terms of letters, would here
be the surr of the numerical values of P (=16)4-R (=18) + E (=5), and so on, totalling 79
Tetters.  ‘But because the key itself contains repeated letters and because encipherment by each
key letter is monoalphabetic there would be plenty of cases in which the first letter P would
éxicipher the same or part of the same word as the second letter P, producing repetitions in the
cry'ptogra.m The saine would be true as regards encipherments by the two R’s and the two
E s in thls key word. ‘Consequently, the basic period of 79 would be distorted or masked by
aperiodic repetitions, the intervals between which would not be a function of, nor bear any
relation to, the length of the key. The student will encounter more cases of thls kind, in which
& fundamental periodicity is masked or obscured by the presence of clpher—text repetitions not
attributable’' to the_fundamental cycle. The experienced cryptanalyst is on the lookout for
ghenomena of this type, when he finds in a polyalphabetic cipher plenty of repetitions but with
no-factorgble constanéy which leads to the disclosure of a short period. He may conclude, then,
either that the cryptogram involves several primary periods which interact to produce a long
fesultant penbd or that it involves s fairly long fundamental cycle within which repetitions of &
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nonpenodlc origin are present and obscure the phenomena, mamfested by mpetmons orf a penodlc
origin. -

d. (1) A loglcal extension of the prmclple of polyalphabetm enclpherment of vanable—length
plain-text groupings is the case in which these plain-text groupings rarely exceed 4 letters, so
that a given cipher alphabet is in play for only a very short time, thus breaking up what might
otherwise appear as fairly long repetitions in the cipher text. For example, suppose the letters
ofuthe alphabet, arranged in their normal—frequency order were set off into four groups,
follows: : e

ETRIN OASDLC HFUPMYG ,wvs‘x,xQJz‘
Group 1 Group 2 Group 3 Group 4

(2) Suppose that a letter in group 1 means that one letter will be enciphered; a letter in
group 2, that two letters will be enciphered; and so on. Suppose, next, that a rather lengthy
phrase were used as a key, for example, PREPARED UNDER THE DIRECTION OF THE CHIEF
SIGNAL OFFICER FOR USE WITH ARMY EXTENSION COURSES. Suppose, finally, that each
letter of the key were used not only to select the particular cipher- alphabet to be used, but also
to control the number of letters to be enciphered by the selected alphabet, accordmg to the.
scheme outlined above. Such an-enciphering scheme, using. the-HYDRAULIC...XZ primary
clpher component sliding against the normal plam component, would yield the followmg.
groupings:

Grouping 311 32112 3 12111 3 12"
Key - P RE P ARED UNDERTHED
Plain_ FIRS TDIVISIONWILLADVANCEATFIV
Cipher -~ WHB TRTHJ GV F X MX JNN N UWN E N W AHQ M EW
Grouping ~111211212 313 12 31
Key oo IRECTIONO F T HIEC H I.
Plain EFIFTEENAMAS SEC O NDD I VI SIO N .
Cipher ... FCPJYZVF AOD OB RMJ B JRR P RN PCK S

(3) Here it will be seen that any tendency for the formation of lengthy repetitions would
be counteracted by the short groupings and quick shifting of alphabets. The first time the
word DIVISION occurs it is enciphered as THIGVFXM; the second time it occurs it is enciphered .
as RPRNPCKS. Before DIVISION can be twice enciphered by exactly the same sequence of key
letters, an interval of at least 140 letters must intervene between the two occurrences of the
word (the sum of the values of the letters of the key phrase=140); and then the chances that
the key letter P would begin the encipherment of DIV are but one in three. Only one of these
three possible encipherments will yield exuctly the same sequence of cipher equivalents the
second time as was obtained the first time. For example, if the text were such as to place two
occurrences of the word DIVISION in the positions shown below, their encipherments would
be as follows:

3 11 3 2 112 8 1 3 11 3 2 11 2 3 1
P RE P ARED U N P RE P ARED U N
FIRSTDIVISTION. .DI VI SION. .

THI GV F X M ., THZGTPNM....




18

Although the word DIVISION, on its second appearance, begins but one letter beyond the place
where it begins on its first appearance, the cipher equivalents now agree only in the first two
letters, the fourth, and the last letters. Thus:

DIVISION
(1) THJGVFXM
2) THZGTPNM

e. Attentlon is directed to the characteristics of the foregoing two encipherments of the
same word. When they are superimposed, the first two cipher equivalents are the same in the
two encipherments; then there is a single interval where the cipher equivalents are different;
the next cipher equivalent is the same; then follow three intervals with dissimilar cipher equiva-
lents; ﬁnally, the last cipher equivalent ia the same in both cases. The repetitions here extend
only to one'or two letters; longer repetitions can occur only exceptionally. The two encipher-
menits- yield only ocoamonal coinovdences, that is, places where the cipher letters are identical;
moreover, the disiribution of the coincidences is quite irregular and of an intermittent character.

f. This phenomenon of intermitient coincidences, involving coincidences of single letters,
pairs of letters, or short sequences (rarely ever exceeding pentagraphs) is one of the character-
isties of this genéral class of polyalphabetic substitution, wherein the cryptograms commonly
manifest what appears to be a disturbed or distorted periodicity.

g. From a technical standpoint, the cryptographic pnnclple upon which the foregomg
system is based has much merit, but for practical usage it is entirely too slow and too subject
to error. However, if the eneipherment were mechanized by machinery, and if the enciphering
key were quite lengthy, such a system and mechanism becomes of practical importance. .Cipher
machines for socomplishing this type of substitution will be treated in a subsequent text.
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17. Variable-length groupings of the keying sequence.—The preceding cases deal with
simple methods of eliminating or avoiding periodicity by enciphering variable-length groupings
of the plain text, using constant-length keying units. In paragraph 2a, however, it was pointed
out that penodlclty can also be suppressed by applying varmble-length key groupings to con-
stant-length plain-text groups. One such method consists in zrregularly interrupting the keying
sequence, if the latter is of a limited or fixed length, and recommencing it (from its initial point)
after such interruption, so that the keying sequence becomes equivalent.to & series of keys of
different lengths. Thus, the key phrase BUSINESS MACHINES may be expanded to a series of
irregular-length keying sequences, such as BUSI/BUSINE/BU/BUSINESSM/BUSINESSMAC, etc.
Various schemes or prearrangements for indicating or determining the interruptions may be
adopted. Three methods will be mentioned in the next paragraph. -

18. Methods of interrupting a cychc keying sequence.—a. There are many methods of
interrupting a keying sequence which is basically cyclic, and which therefore would give rise
to periodicity if not interfered with in some way. These methods may, however, be classified
into three categoéries as regards what happens after the interruption occurs:

(1) The keying sequence merely stops and begins again at the initial point of the cycle.

(2) One or more of the elements in the keying sequence may be omitted from time to time
irregularly.

(3) The keymg sequence irregularly alternates in its direction of progression, with or
without omission of some of its elements.

b. These methods may, for clarity, be represented graphically as follows. Suppose the
key consists of & cyclic sequence of 10 elements represented symbolically by the series of numbers
1,2,3,. .. 10. Using an asterisk to indicate an interruption, the following may then represent
the relation between the letter number of the message and the element number of the keying
sequences in the three types mentioned above:

Letter Noo.o._...._..___. 1234 5678910 111213 141516 17 18 19 20
) Key element No_.._._... 1-2-3-4-*-1-2-3-4-5- 6-*- 1- 2- 3—*- 1- 2- 3- 4-.5- 6- 7-*

Letter No___..___.____.__.. 21 22 23 24 25 26 27 28 29 30 31 32 33 34 35 '

Key element No......___ 1- 2- 3- 4 5- 6~ 7- 8- 9-10-*~ 1- 2- 3-*- 1- 2- etc.

Letter No___.....__..___. 123 4567 89 101112 1314151617181920
@) Key element No___.__... 1-2-3- —7—8—9—10—1—2—"‘-— 4- 5~ 6-*- 3- 4~ 5~ 6~ T— 8 9-10-

Letter Nooceeoooe oo 21 2223242526 272829 303132 333435

Koy element No_....___. 1-*-~ 8~ 9-10- 1- 2-* 5- 6- 7-*- 9-10- 1-*- 5~ 6~ 7- etc.

(19)
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tter Noo. ... 12345 67 8910111213 1415 16 17 1819 20
3) Key element No...____.. 1-2-3—4-5-*-4-3-%*4-5- 6- 7- 8- 9-10- 1-*-10- 9- & 7-*-
Letter Noooeooooooe 21 22 23 24 25 26 27 28 29 30 31 32 33 34 35
Key element No....____. 9-10- 1- 2—- 3-*-2- 1-10- 9- 8&* 9-10- 1- 2- 3 etec.

As regards the third method, which involves only an alternation in the direction of progression
of the keying sequénce, if there were no interruptions in the key it would mean merely that a
10-element keying sequence, for example, could: be treated as though it were an 18-element
sequence and the matter could then be handled as though it were a special form of the second
method. But if the principles of the second and third method are combined in one system,
the matter may become quite complex.

- ¢. If one knows when the interruptions take place in each cycle, then successive sections of
the basic keying cycle in the three cases may be superimposed. Thus:

MzrrOoD (1)
Keying element No_.. 12 3 4 5 6 7 8 9 10
Letter No__..o..._._._. 1 2 3 41}
Letter No......__.__...._. 5 6 7 8 9 10|
Letter No__..c...c..__. 11 12 13}
Letter No_.......... e 14 1516 17 18 19 20|
Letter NO-ccooo——nec 21 22 23 24 25 26 27 28 29 30|
Letter NO-ooeeeo - 31 32 33
Letter No._.._____________ 34 35 ete.
MgeTHOD (2)
Keying element No.. 1 2 3 4 5 6 7 8 9 10
Letter No...............1 2 3] — — — 4 5 6 7
Letter Noecceceeen- 8 9 |— 10 11 12]
Letter No.wcceeeceeeee — — 13 14 15 16 17 18 19 20
Letter NO-weooeeooee 21| — — — — — — 22 23 24
Letter NO-«ooeeeee 25 26| — — 27 28 29| — 30 31
Letter No....._......__. 32| — — — 33 34 35 ete.
MeTrOD (3)
Keying element No.. 1 2 38 4 5 6 7 8 9 10
Letter No....c. ... 1 2 3 4 65|— — — — —
. Letter No.....__._.___.__ —_ =7 6 — — — — — —
*Letter No...—-..oc..._—.. — — — 8 9 10 11 12 13 14
Letter No_...........__... 5]— — — — —|19 18 17 16
Letter No....___......... 28 24 25| — — — — 20 21 22
Letter No......________. 27 26 — — — — —|30 29 28
- Letter No..oooccoooc 33 34 35 ete. 31 32

Obviously if one does not know when or how the interruptions take place, then the successive
sections of keying elements cannot be superimposed as indicated above.

d. The interruption of the cyclic keying sequence usually takes place accordmg to some
prearranged plan, and the three basic methods of interruption will be taken up in turn, using
a short mnemonic key as an example.
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e. Suppose the correspondents agree that the interruption in the keying sequence will take
place after the occurrence of a specified letter called an interruptor,! which may be a letter of the
plain text, or one of the ¢ipher text, as agreed upon in advance. Then, since in either case
there is nothing fixed about the time the interruption will occur—it will take place at no fixed
intervals—not only does the interruption become quite irregular, following no pattern, but also
the method never reverts to one having periodicity. Methods of this type will now be discussed
in detail.

19, Interruptor is a plain-text letter.—a. Suppose the correspondents agree that the inter-
ruption in the key will take place immediately after a previously agreed-upon letter, say R,
occurs in the plain text. The key would then be interrupted as shown in the following example

(using the mnemonic key BUSINESS MACHINES and the HYDRAULIC . . . XZ sequence):
| (G A BUSINESSMACHI|IBUS|BUSI|BUSINE
Plain__. . _____. AMMUNITIONFOR|IFIR|ISTAR|ITILLER
Cipher_..._______ BOLYRPJDROJKXKJFYXSXDJUPSY
Key.oweeii: . BUSINESSMACHINESBU|BUSINESSMACHTI
Plain ... ....... YWILLBELOADEDAFTERAMMUNITIONFOR
Cipher......... . IYDPYFXURAFAENMJJVIBOLYRPJDROJKX
Keyooooooooo . BUSIIBUSIBUSINE|IBUSIN
Plain_____________ THIRIDARTILLER|Y
Cipher......___.. DGDX|GUFIDJUPSYI|I
CRYPTOGRAM
BOLYR PJDRO JKXKJ FYXSX DJUPS YIYDP
YFXUR AFAEN MJJVEB OLYRP JDROJ KXDGD
XGUFD JUPSY IXXXX

b. Instead of employing an ordinary plain-text letter as the interruptor, one might reserve
the letter J for this purpose (and use the letter T whenever this letter appears as part of a plain-
text word). This is a quite simple variation of the basic method. The letter J acts merely
as though it 'were a plain-text letter, except that in this case it also serves as the interruptor.
The interruptor is then inserted af random, at the whim of the enciphering clerk. Thus:

Key ... BUSINESSMAC BUSINESSM BUSINESSMACHINESBUSIN
Plain________ TROOPSWILLJ | BEHALTEDJ | ATROADIUNCTIONFIVESIX

c. It is obvious that repetitions would be plentiful in cryptograms of this construction,
regardless of whether a letter of high, medium, or low frequency is selected as the signal for key
interruption.. If a letter of high frequency is chosen, repetitions will occur quite often, not
only because that letter will certainly be a part of many common words, but also because it will
be followed by words that are frequently repeated; and since the key starts again with each
such interruption, these frequently repeated words will be enciphered by the same sequence of
alphabets. This is the case in the first of the two foregoing examples. It is clear, for instance,
that every time the word ARTILLERY appears in the cryptogram the cipher equivalents of
TILLERY must be the same. If the interruptor letter were A, instead of R,, the repetition

1 Also called at times an “influence” letter because it influences or modifies normal procedure. In some
cases no influence or interruptor letter is used, the interruption or break in the keying sequence occurring after
a previously-agreed-upon number of letters has been enciphered.
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would include the cipher equivalents of RTILLERY; if it were T,, ILLERY, and so on. On the
other hand, if a letter of low frequency were selected as the interruptor letter, then the encipher-
ment would tend to approximate that of normal repeatmg-key substitution, and repetitions
would be plentiful on that basis alone.

d. Of course, the lengths of the intervals between the repetitions, in any of the foregoing
cases, would be irregular, so that periodicity would not be manifested. The student may
inquire, therefore, how one would proceed to solve such messages, for it is obvious that an
attempt to allocate the letters of a single message into separate monoalphabetic distributions
cannot be successful unless the exact locations of the interruptions are known—and they do
not become known to the ctyptanalyst until he has solved the message, or at least a part of it.
Thus it would appear as though the would-be solver is here confronted with a more or less insoluble
dilemma. This sort of reasoning, however, makes more of an appeal to the novice in cryptog-
raphy than to the experienced cryptanalyst, who specializes in methods of solving cryptographie
dilemmas.

B ¢. (1) The problem here will be attacked upon the usual two hypotheses, and the easier
one will be discussed first. Suppose the system has been in use for some time, that-an original
solution has been reached by means to be discussed under the second hypothesis, and that the
cipher alphabets arée known. There remains unknown only the specific key to messages. Exam-
ining whatever repetitions are found, an attack is made on the basis of searching for a probable
word. Thus, teking the illustrative message in subparagraph a, suppose the presence of the
word ARTILLERY is suspected. Attempts are made to locate this word, basing the search
upon the construction of an intelligible key. Beginning with the very first letter of the message,
the word ARTILLERY is juxtaposed against the cxpher text, and the key letters ascertained,
using the known alphabets, which we will assume in this case are based upon the HYDRAULIC

. Xz sequence sliding against the normal. Thus:

Cipher . _____. BOLYRPJDR
Plain . _ ARTILLERY
i ) A BHJQPIBFU

- {(2) Since this “key” is certainly not intelligible text, the assumed word is moved one letter |
to the right and the test repeated, and so on until the following place in the test is reached: ) "

Cipher_.__ .. SXDJUPSYI
Plain ARTILLERY : B """
O S SIBUSINEB

(3) The sequence BUSINE suggests BUSINESS; moreover, it is noted that the key is in-
terrupted both times by the letter R,. Now the key may be applied to the beginning of the
message, to see if the whole key or only a portion of it has been recovered. Thus:

. |
Key .. BUSINESSBUS I

Cipher_........____ BOLYRPJDROUJ
Plain..... ... _ AMMUNITIUMT

(4) It is obvious that BUSINESS is only a part of the key But the deciphered sequence
certainly seems to be the word AMMUNITION. When this is tried, the key is extended to
BUSINESS MA... . Enough has been shown to clarify the procedure.
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f. The foregoing solution is predicated upon the hypothesis that the cipher alphabets are
known. But what if this is not the case? What of the steps necessary to arrive at the first
solution, before even the presence of an interruptor is suspected? The answer to this question
leads to the presentation of a method of attack which is one of the most important and powerful
means the cryptanalyst has at his command for unraveling many knotty problems. It is called
solution by superimpogition, and warrants detailed treatment.

20. Solution by superimposition.— a. Basic principles. — (1) In solving an ordinary
repeating-key cipher the first step, that of ascertaining the length of the period, is of no signifi-
cance in itself. It merely paves the way for and makes possible the second step, which consists
in allocating the letters of the cryptogram into individual monoalphabetic distributions. The
third step then consists in solving these distributions. Usually, the text of the message is trans-
cribed into its periods and is written out in successive lines corresponding in length with that
of the period. The diagram then consists of a series of columns of letters and the letters in each
column belong ta the same monoalphabet. Another way of looking at the matter is to conceive
of the text as having thus been transcribed into superimposed periods: in such case the letters in
each column have undergone the same kind of treatment by the same elements (plain a.nd cipher
components of the cipher alphabet).

(2) Suppose, however, that the repetltlve key is vety long and fhat the message is short, so
that there are only a very few cycles in the text. Then the solution of the message becomes
difficult, if not impossible, because there is not a sufficient number of superimposable periods to
yield monoalphabetic distributions which can be solved by frequency principles. But suppose
also that there are many short cryptograms all enciphered by the same key. Then it is clear
that if these messages are superimposed:

(a) The letters in the respective columns will all belong to individual alphabets; and

(b) If there is a sufficient number of such superimposable messages (say 25-30, for English),
then the frequency distributions applicable to the successive columns of text can be solved—
without knowing the length of the key. In other words, any difficulties that may have arisen on
account of failure or inability to ascertain the length of the period have been circumvented.
The second step in normal solution is thus “by-passed.”

(3) Furthermore, and this is a very important point, in case an extremely long key is em-
ployed and a series of messages beginning at different initial points are enciphered by such a key,
this method of solution by superimposition can be employed, provided the messages can be super-
imposed correctly, that is, so that the letters which fall in one column really belong to one cipher
alphabet. Just how this can be done will be demonstrated in subsequent paragraphs, but a
clue has already been given in paragraph 18c. At this point, however, a simple illustration of
the method will be given, using the substitution system discussed in paragraph 19.

b. Ezample.—(1) A set of 35 messages has been intercepted on the same day. Presumably
they are all in the same key, and the presence of repetitions between messages corroborates this
assumption. But the intervals between repetitions within the same message do not show any
common factor and the messages appear to be aperiodic in nature. The probable-word method
has been applied, using standard alphabets, with no success. The messages are then super-
imposed (Fig. 5); the frequency distributions for the first 10 columns are as shown in Figure 6.
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{2) The 1st and 2d distributions are certainly monoalphabetic. There are very marked
crests and troughs, and the number of blanks (14) is more than satisfactory in both cases. (Let
the student at this point refer to Par. 14 and Chart 5 of Military Cryptanalysis, Part 1.) But
the 3d, 4th, and remaining distributions appear no longer to be monoalphabetic. Note particu-
larly the distribution for the 6th column. From this fact the conclusion is drawn that some
disturbance in periodicity has been introduced in the cryptograms. In other words, although
they all start out with the same alphabet, some sort of interruption takes place so as to suppress
periodicity.

(3) However, a start on solution may be made by attacking the first two distributions,
frequency studies being aided by considerations based upon probable words. In this case, since
the text comprises only the beginnings of messages, assumptions for probable words are more
easily made than when words are sought in the interiors of messages. Such common intro-
ductory words as REQUEST, REFER, ENEMY, WHAT, WHEN, IN, SEND, etc., are good ones
to assume. Furthermore, high-frequency digraphs used as the initial digraphs of common
words will, of course, manifest themselves in the first two columns. The greatest aid in this
process is, as usual, a familiarity with the “word habits” of the enemy.

 (4) Let the student try to solve the messages. In so doing he will more or less qulckly find
the initial point of the messages.

21. Interruptor is a cipher-text letter.—a. In the preceding case a plain-text letter serves
as the interruptor. But now suppose the correspondents agree that the mterruptlon in the key
will take place immediately after a previously- agreed-upon letter, say Q, occurs in the cipher
text. The key would then be interrupted as shown in the following example:

Key .. BUSINESSMACHINESBUSINESSM
Plain AMMUNITIONFORFIRSTARTILLE
Cipher.........._____ BOLYRPJDROJKXTPFYXSXBPUUAQ
Key __________________ BUSINESSMACHINBUSINESSMACH|BU
Plan . .. ___ RYWILLBELOADEDIAFTERAMMUNITIIO
Cipher............... HRNMYTTXHPCRFQBEJFIELLBONRQ|OQ
Keyooemeeee BUSINESSMACHBUSINE
Plain____________ - __ NFORTHIRDART|IILLERY
Cipher............__ VECXBODFPAZQIONUFIC

CRYPTOGRAM
BOLYR PJDRO JKXTP FYXSX BPUUAGQ HRNMY
TTXHP CRFQB EJFIE LLBON QOQVE CXBOD
FPAZQ ONUFTI CXXXX

b. In the foregeing example, there are no significant repetitions. Such as do occur comprise
only digraphs, one of which is purely accidental. But the absence of significant, long repetitions
ig itself purely accidental; for had the interruptor letter been a letter other than Q,, then the
phrase. AMMUNITION FOR which occurs twice, might have been enciphered identically both

j
|
i
i
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times. If a short key is employed, repetitions may be plentiful. For example, note the fol-
lowing, in which S, is the interruptor letter:

Key BANDSBANDSBANDSBANDSBAN/BANDSBANDSB
Plain FROMFOURFIVETOFOURFIFTE|ENAMBARRAGE
Cipher.. .. KTAKZWXIIDACBNZWXIIDKWS|[JONKTBTIDHJ

¢. This last example gives a clue to one method of attacking this type of system. There
will be repetitions within short sections, and the interval between them will sometimes permit
of ascertaining the length of the key. In such short sections, the letters which intervene between
the repeated sequences may be eliminated as possible interruptor letters. Thus, the letters
A, C, B, and N may be eliminated, in the foregoing example, as interruptor letters. By extension
of this principle to the letters intervening between other repetitions, one may more or less
quickly ascertain what letter serves as the interruptor.

d. Once the interruptor letter has been found, the next step is to break up the message
into ‘‘uninterrupted” sequences and then attempt a solution by superimposition. The prin-
ciples explained in paragraph 20 need only be modified in minor respects. In the first place, in
this case the columns of text formed by the superimposition of uninterrupted sequences will
be purely monoalphabetic, whereas in the case of the example in paragraph 20, only the very
first column is purely monoalphabetic, the monoalphabeticity falling off very rapidly with the
2d, 3d, . . . columns. Hence, in this case the analysis of the individual alphabets should be
an easier task. But this would be counterbalanced by the fact that whereas in the former case
the cryptanalyst is dealing with the initial words of messages, in this case he is dealing with
interior portions of the text and has no way of knowing where a word begins. The latter remarks
naturally do not apply to the case where a whole set of messages in this system, all in the same
key, can be subjected to simultaneous study. In such a case the cryptanalyst would also have
the initial words to work upon.

22. Concluding remarks.—a. The preceding two paragraphs both deal with the first and
simplest of the three basic cases referred to under paragraph 18. The second of those cases
involves congsiderably more work in solution for the reason that when the interruption takes
place and the keying sequenee recommences, the latter is not invariably the initial point of the
sequence, as in the first case.

b. In the second of those cases the interruptor causes a break in the keying sequence and
a recommencement at any one of the 10 keying elements. Consequently, it is impossible now
merely 4o superimpose sections of the text by shifting them so that their initial letters fall in
the same column. But a superimposition is nevertheless possible, provided the interruptions
do not occur so frequently ? that sections of only a very few letters are enciphered by sequent
keyletters " In order to accomplish a proper superimposition in this case, a statistical test
is essential, and for this a good many letters are requlred The nature of this test will be
explained in Section XI.

¢. The same thing is true of the last of the three cases mentxoned under paragraph 18.
The solution of a case of this sort is admittedly a rather difficult matter which will be taken up
in its proper place later.

d. (1) In the cases thus far studied, either the plain-text groupings were variable in length
and were enciphered by a constant-length key, or the plain-text groupings were constant in

2 When no interruptor or “influence letter’” is used, the interruption or break in the keying sequence occurs
after the encipherment of a definite number of letters. Once this number has been ascertained, solution of
subsequent messages is very simple.
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length and were enciphered by a variable-length key. It is possible, however, to combine both
principles and to apply a variable-length key to variable-length groupings of the plain text.

(2) Suppose the correspondents agree to encipher a message according to word lengths, but
at irregular intervals, to add at the end of a word an interruptor letter which will serve to inter-
rupt the key. Note the following, in which the key is BUSINESS MACHINES and the interruptor
letter is X:

| G A B U S B

Plain._________ AMMUNTIT ON FOR FIRSTX ARTILLERY ete.

Cipber_....__. BTTRVOD WV EQV ZDFGJO BHDOSSJHTI
CRYPTOGRAM

BTTRV ODOWY EQVZD FGJOB HDOSS JHI. . . etc

~ (3) The foregoing system is only a minor modification of the simple case of ordinary word
length encipherment as explained in Section II. " If standard cipher alphabets are, used, the
spasmodic interruption and the presence of the interruptor letter would cause no difficulty
whatever, since the solution can be achieved mechanically, by completing the plain-component
sequence. If mixed cipher alphabets are used, and the primary components are unknown,
solution may be reached by following the procedure outlined in Sections II and III, with such
modifications as are suitable to the case.

¢. It is hardly necessary to point out that the foregoing types of aperiodic substitution are
rather unsuitable for practical military usage. Encipherment is slow and subject to error. In
some cases encipherment can be accomplished only by single-letter operation. For if the
interruptor is a cipher letter the key is interrupted by a letter which cannot be known in advance;
if the interruptor is a plain-text letter, while the interruptions can be indicated before encipher-
ment is begun, the irregularities occasioned by the interruptions in keying cause confusion and
quite materially retard the enciphering process. In deciphering, the rate of speed would be
just as slow in either method. Itis obvious that one of the principal disadvantages in all these
methods is that if an error in transmission is made, if some letters are omitted, or if anything
happens to the interruptor letter, the message becomes difficylt or impossible to decryptograph
by the ordinary code clerk. Finally, the degree of cryptographic secunty attainable by most
of these methods is not sufﬁclent for military purposes.
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REVIEW OF AUTO-KEY SYSTEMS
The two basic methods of auto-key encipherment________ e 23

23. The two basic methods of auto-key encipherment.—a. In auto-key encipherment there
are two possible sources for successive key letters: the plain text or the cipher text of the message
itself. In either case, the initial key letter or key letters are supplied by preagreement between
the correspondents; after that the text letters that are to serve as the key are displaced 1, 2, 3,

. . intervals to the right, depending upon the length of the prearranged key.

b. (1) An example of plain-text keying will first be shown, to refresh the student’s recollec-
tion. Let the previously agreed upon key consist of a single letter, say X, and let the cipher
alphabets be direct standard alphabets.

Key . XNOTIFYQUARTERMASTER.
Plain________ NOTIFYQUARTERMASTER.
Cipher......._________. KBHBNDOKURKXVDMSLIXYV

(2) Instead of having a single letter serve as the initial key, a word or even a long phrase

may be used. Thus (using TYPEWRITER as the initial key):
Key oo TYPEWRITERNOTIFYQUAR.
Plain..._.._____.. .. NOTIFYQUARTERMASTER
Cipher_.._____.._. GMIMBPYNEIGSKUFQJYR
¢. (1) In cipher text auto keying the procedure is quite similar. If a single initial key letter
is used:
Key. oo XKYRZECSMMDWARDDVOS
Plain_..__.___________. NOTIFYQUARTERMASTER
Cipher.....__________..__ KYRZECSMMDWARDDYVOSTJ
(2) If a key word is used:
Key oo, TYPEWRITERGMIMBPYNETI.
Plain .. NOTIFYQUARTERMASTER
Cipher........ ... GMIMBPYNEIZQZYBHRRY

(3) Sometimes only the last cipher letter resulting from the use of the prearranged key
word is used as the key letter for enciphering the auto-keyed portion of the text. Thus, in the
last example, the plain text beginning TERMASTER would be enciphered as follows:

Key.. TYPEWRITERIBFWIIATX.
Plain.... ... NOTIFYQUARTERMASTER.
Cipher................_. GMIMBPYNEIBFWIIATXO

(28)
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d. In the foregoing examples, direct standard alphabets are employed ; but mixed alphabets,
either interrelated or independent, may be used just as readily. Also, instead of the ordinary
type of cipher alphabets, one may employ a mathematical process of addition (see par. 40f of
Special Text No. 166, Advanced Military Cryptogmphy) but the difference between the latter
process and the ordinary one using shdmg alphabets is more apparent than real.

¢. Since the a.na.lysm of the case in which the cipher text constitutes the auto key is usually
easier than that in which the plain text serves this function, the former will be the first to be
discussed.

135922—39——38




Secrion VII

SOLUTION OF CIPHER-TEXT AUTO-KEY SYSTEMS

Paragraph
Solution of cipher-text auto-keyed cryptograms when known alphabets are employed 24
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Frequency distributions required for solution 26
Example of solution by frequency analysis 27
Example of solution by analysis of isomorphisms 28
Bpecial case of solution of cipher-text suto-keyed cryptograms 29

24, Solution of cipher-text auto-keyed cryptograms when known alphabets are employed.—
a. (1) First of all it is to be noted that if the cryptanalyst knows the cipher alphabets which
were employed in encipherment, the solution presents hardly any problem at all. It is only
necessary to decipher the message beyond the key letter or key-word portion and the initial part
of the plain text enciphered by this key letter or key word can be filled in from the context.
An example, using standard cipher alphabets, follows herewith:

CRYPTOGRAM
WSGQAV OHVMQ WEQUH AALNB NZZMP ESKD

(2) Writing the cipher text as key letters (displaced one interval to the right) and deciphering
by direct standard alphabets yields the following:

Keyooooooo WSGQVOHVMQWEQUHAALNBNZZMPESK
Cipher...._.__.__. WSGQVOHVMQWEQUHAALNBNZZMPESKD
Plain.....__._... WOKFTTOREGIMENTALCOMMANDPOST
(3) Trial of the word REPORT as the initial word of the message yields an intelligible word
as the initial key: FORCE, so that the message reads:
. Keyooooooooeee. FORCEVOHVMQ.
Cipher——— . WSGQVOHVMQ. .
Plain REPORTTORE .

(4) A semiautomatic method of solving such a message is to use sliding normal alphabets
and align the strips so that, as one progresses from left to right, each cipher letter is set opposite
the letter A on the preceding strip. Taking the letters VMQWEQUHA in the foregoing example,
note in Figure 7 the series of placements of the successive strips. Then note how the successive
plain-text letters of the word REGIMENT reappear to the left of the successive cipher letters
MQWEQUHA.

(30)
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b. If, as a result of the analysis of several messages (as described in par. 25), mixed
primary components have been reconstructed, the solution of subsequent messages may readily

be accomplished by following the procedure outlmed ina above, since in that case the cipher

alphabets have become known alphabets.

25. General principles underlymg solution of cipher-text auto-keyed cryptogra.ms by
frequency analysis.—a. First of all, it is to be noted in connection with c1pher-text auto-keying
that repetitions will not be nearly as plentiful in the cipher text as they are in the plain text,
because in this system before a repetition can appear two things must happen simultaneously.
First, of course, the plain-text sequence must be repeated, and second, one or more cipher-text

letters (depending upon the length of the introductory key) immediately before the second appear-.

ance of the plain-text repetition must be identical with one or more cipher-text letters immediately
before the first appearance of the group. This can happen only as the result of chance. In
the following example the introductory key is a single letter, X, and direct standard components
are used in the usual Vigenére manner: ‘

Key oo XCKBTMDHNVHLY .KDKSJMDHNVHLY
Plain_ ... FIRSTREGIMENT .. THIRDREGIMENT
Cipher....___ CKBTMDHNYVHLYR .KDKSJMDHNVHLYR
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The repeated plain-text word, REGIMENT, has only 8 letters but the repeated cipher-text group
contains 9, of which only the last 8 letters actually represent the plain-text repetition. In
order that the word REGIMENT be enciphered by D H N VH L. Y R the second time this
word appeared in the text it was necessary that the key letter for its first letter, R, be M both
times; no other key letter will produce the same cipher sequence for the word REGIMENT in this
case. Each different key letter for encipbering the first letter of REGIMENT will produce &
different encipherment for the word, so that the chances * for a repetition in this case are roughly
about 1 in 26. This is the principal cause for the reduction in repetitions in this system. If
an introductory key of two letters were used, it would be necessary that the two cipher letters
immediately before the second appearance of the repeated word REGIMENT be identical with
the two cipher letters immediately before the first appearance of the word. In general, then,
an n-letter repetition in the cipher text, in this case, represents an (n—Fk)-letter repetition in the
plain text, where n is the length of the cipher-text repetition and & is the length of the introductory
key.

b. There is a second phenomenon of interest in connection with the cipher-text auto-key
method. Let the letter opposite which the key letter is placed (when using sliding components
for encipherment) be termed, for convenience in reference, ‘“the base letter.” Normally the
base letter is the initial letter of the plain component, but it has been seen in preceding texts
that this is only a convention. Now when the introductory key is a single letter, if the base
letter occurs as a plain-text letter its cipher equivalent is identical with the immediately pre-
ceding cipher letter; that is, there is produced a double letter in the cipher text, no matter what
the cipher component is and no matter what the key letter happens to be for that encipherment.
For example, using the HY D R AUL:I C . . . X Z sequence for both primary com-
ponents, with H, the initial letter of the plain component as the base letter, and using the
introductory key letter X, the following encipherment is produced:

Key oo XJOIIFLYUTTDKKYCXG
Plain . MANHATTANHIGHJINKS
Cipher. oo JOIIFLYUTTDEKKYCXGL

N ote the doublets IT, TT, KK. Each time such a doublet occurs it means that the second letter
represénts H,, which is the base letter in this case (initial letter of plain component). Now if
the base letter happens to be a high-frequency letter in normal plain text, for example the letter
E, or T, then the cipher text will show a large number of doublets; if it happens to be a low-fre-
quency letter the cipher text will show very few doublets. In fact, the numbar of doublets
will be directly p_roportional to the frequency of the base letter in normal plain text. Thus,
if the cryptogram contains 1,000 letters there should be about 72 occurrences of doublets if
the base letter is A, since in 1,000 letters of plain text there should be about 72 A’s. Conversely,
if ‘& cryptogram of 1,000 letters shows about 72 doublets, the base letter is likely to be A; if it
shows about 90 it is likely to be T, and so on. Furthermore when a clue to the identity of the
base letter his been obtained in tlns manner, it is possible immediately to insert the corresponding
plain-text'letter throughout the text of the message. The distribution of this letter may not
only serve as a check (if no inconsistencies develop) but also may lead to the assumption of
values for other eipher letters.

-.¢. When the introductory key is 2 letters, then this same phenomenon will produce groups
of the formula ABA, where A and B may be any letters, but the first and third must be identical.
The occurrence of patterns of this type in this case indicates the encipherment of the base letter.

1 If all the cipher letters appeared with equal frequency the chances would be exactly 1 in 26, But certain
letters appear with greater frequency because some plain-text letters are much more frequent than others.
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.d. The phenomena noted above can be used to considerable advantage in the solution.of
cryptograms of this type. For instance, if it is known that the ordinary Vigendre method of
encipherment is used (8xp=0;,; 6,,=0,p), then the initial letter of the plain component is
the base letter. If, further, it is known that the plain component is the normal direct sequence,
then the base letter is A and a word such as BATTALION will be enciphered by & group having
the formula AABCCDEFG. If the plain component is a mixed sequence and happens to. start
with the letter E, then a word such as ENEMY would be enciphered by a sequence having the
formula AABBCD.? Sequences such as these are, of course, idiomorphic and if words yielding
such idiomorphisms are frequent in the text there will be produced in the latter several or many
cases of isomorphism. When these are analyzed by the principles of mdlrect symmetry of
position, a quick solution may follow.

e. A final principle underlying the solution of cipher-text auto-keyed cryptograms Temains
to be discussed. It concerns the nature of the frequency distributions required for the a.nalysxs
of such cryptograms. - This principle will be set forth in the next paragraph.

26. Frequency distributions required for solution.—a. Consider the message given in
paragraph 23¢ (1). It happens that the letter R, occurs twice in this short message and, because
of the nature of the cipher-text auto-keying method, this letter must also appear twite in the
key. Now it is obvious that all plain-text letters enciphered by kéy lettér R; will be in ths same
cipher alphabet; in other words, if the key text is “offset’ one letter to the right of the cipher
text, then every cipher letter which immediately follows an R, in the cryptogram wnll belong to the
same cipher alphabet, and this alphabet may be designated conveniently as the R cipher alphabet.
Now if there were sufficient text, so that there were, say, 30 to 40 R/’s in it, then a frequenty
distribution of the letters immediately following the R.’s will exhibit monoalphabeticity.
What has been said of the letters following the R,’s applies equally well to the letters following
all the other letters of the cipher text, the A.’s, By’s, C,’s, and so on. In short, if 26 distributions
are made, one for each letter of the alphabet, showing the cipher letter immediately succeeding
each different letter of the cipher text, then the text of the cryptogram can be allocated into 26
uniliteral, monoalphabetic¢ frequency distributions which can be solved by frequency analysis,
prowdmg there are sufficient data for this purpose.

b. The foregoing principle has been described as pertaining to the case whett themtroductory
key is a single letter, that is, when the key text is “offset”” or displaced but one interval to the
right of the cipher text. But it applies equally to cases wherein the key text is offset more than
one interval, provided the frequency distributions are based upon the proper interval, as deter-
mined by the displacement due to the length of the introductory key. For instance, suppose
the introductory key consists of two letters, as in the following example:

Key text..... . XZIMRHFHGFNQRXOMRMVWEE
Plain text . oo RELIABLEINFORMATION_
Cipher text......._.__._ MRHFHGFNQRXOMRMVWEE. .

The key text in this case is offset two intervals to the right of the cipher text and, therefore, fre-
quency distributions made by taking the cipher letters one interval to the right of a given cipher
letter, each time that letter occurs, will not be monoalphabetic because some letter not related
at all to the given cipher letter is the key letter for enciphering the letter one interval to the
right of the latter. For example, note the three R,’s in the foregoing illustration. The first
R, is followed by H,, representing the encipherment of L, by My; the second R, is followed by X,,
representing the encipherment of F, by Q;; the third R, is followed by M,, representing the en-
cipherment of A, by M. The three cipher letters H, X, and M are here entirely unrelated and do

% Six letters are shown because the idiomorphism in this case extends over that many letters.
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not belong to the same cipher slphabet because they represent encipherments by three different
key letters. On the other hand, the cipher letters two intervals to the right of the R/’s, viz,
F, 0, and V, are in the same cipher alphabet because these cipher letters are the results of en-
ciphering plain-text letters I, O, and T, respectively, by the same key letter, R. It is obvious,
then, that when the introductory key consists of two letters and the key text is displaced two
intervals to the right of the cipher text, the proper frequency distributions for monoalphabeticity
will be based upon the letter at the second interval to the right of each cipher letter. Likewise,
if the introductory key consists of three letters and the key text is displaced three intervals to
the right of the cipher text, the distributions must be based upon the third interval, and so on,
in each case the interval used corresponding to the amount of displacement between key text
and cipher text.

- ¢. Conversely, in solving a problem of this type, when the length of the introductory key
and therefore the amount of displacement are not known, the appearance of the frequency dis-
tributions based upon various intervals after each different cipher letter will disclose this un-
known factor, since only one set of distributions will exhibit monoalphabeticity and the interval
corresponding to that set will be the correct interval.

" d. Application of these principles will now be made, using a specific example.

27. Exaniple of solution by frequency analysis.—a. It will be assumed that previous studies

‘heive disclosed that the enemy is using the cipher-text auto-key system described. It will be

further assumed that these studies have also disclosed that (1) the introductory key is usually a
single letter, (2) the usual Vigendre method of employing sliding primary components is used,
(3) the plain component is usually the normal direct sequence, the cipher component a mixed

sequence which changes daily., The following cryptograms, all of the same date, have been

intercepted:
; Mgssace 1
IJXWX EECDA CNQET UKNMV DIWPP
.QZSXD HIFEL NNJJI DIVEY GTCZM
EHHLM RVCUR GDIEAQ SGTAR JJQQQYy
CARPH MGLDY FYTCD GYFKR FKSET
TDIQK KMLTU RQGGN KMKIX JXWKA
OKNTB TZJ0Q YSCDI DGETX GXXXX
Mgzssage 11
" GRVRM ZWKXG WPCKK RMXAN JCCXU
"RTNJU AKOBL NLMWK YYZJU CSUHF
FHIJA QBMLT PURRS UEQEYV ZEYGC
FFNFI BWNYS TCETP DGTTZ RRQHAQ
,_AOOXD BUYNK LBWCD GGKXX
Messace ITI
RWKAO LTCJM ZDKVU JCDDY BZELM
MWTQO HQVGX CHOLM WVGRK IBRXD
LAQYU KIROZ TQYUX
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Mgzssage IV
XJJPM LTZKX ECAQZ NTTOC ONDUC
TUTCYV GRJPPF FDIPP DIXCE SETWW
SUMUJ CSLGX HXMOZ EKAQTI SUAOQOX

Mzssace V
GISUH WZHST TZO0OID DHOOYV NBTJG
XCTBS FKIRH MMVYM IIVUU CZMJE
HAGIE WMEHH LMWKY PPDQZ GBOIW
PSFAJ UQZHZ MTFHZ MLACZ ROVDTI
WPVIB OBCCX NNDGI ESJOC KBJHAQ
MUZEL YOoOOVU JWKIE IBBOZ AJIEF
FORSA JLNQM BQXIXX

Message VI
TBJPA ARYYP YHIDI TUXNJ MXGSS
BDAQY MMTTPF UUNMG QPUXM OVUYE
CECZM MWOHC FOBHYV NKAZC KMXXX

Mzssace VII
TBJPA QAAZT RXALZX FXKME JAABD
SFTQT CJJGJd OVMRG LVWTT JUAWL
XUKTX GGBOX MXDIPD SPBSPF LYZKC
FXXXX

b. A distribution table of the type described in paragraph 25¢ is compiled and is shown as
Figure 8 below. In making these distributions it is simple to insert a tally in the appropriate
cell in the pertinent horizontal line of the table, to indicate the cipher letter which immediately
follows each occurrence of the letter to which that line applies. Obviously, the best method of
compiling the data is to handle the text digraphically, taking the first and second. letters, the
second and third, the third and fourth, and so on, and distributing the final letters of the digraphs
in a quadricular table. The distribution merely takes the form of tally marks, the fifth being a
diagonal stroke so as to totalize the occurrences visibly.
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SECOND LETTER
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FI1GURE 8.

¢. The individual frequency distributions give every appearance of being monoalphabetic,
which checks the assumption that the enemy is still employing the same system. The total
number of letters of text (excluding the final X’s) is 680. If the base letter is A then there should ;
be approximately 680X7.2% =49 cases of double letters in the text. There are actually 52 |
such cases, which checks quite well with expectancy. The letter A is substituted throughout |
the text for the second letter of each doublet.

d. The following sequence is noted:

Message V, line 1._._____ GISUH WZHST TZOID DHOOV NBTJG :
i
|

A. ... A. . .A,

Assume that the sequence DDHOOVNBT represents BATTALION. Then the frequency of H, in the
D cipher alphabet should be high, since H,=T,. The H has only 2 occurrences. Likewise, the
frequency of 0, in the H alphabet (=T,) should be high; it is also only 2. The frequency of V
in the O alphabet should be medium or low, since it would equal L,; it is 5, which is too high.
The rest of the letters of the assumed word are similarly checked against the appropriate fre-
quency distributions, with the result that, on the whole, the assumption that the DDHOOVNBT
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sequence reprea¢nts BATTALION does not appear to be warranted. Similar attempts are made
at other points in the text, with the same or other probable words. Some of these attempts
may have to be carried to the point where the placement of values in the tentative cipher com-
ponent leads to serious inconsistencies. Finally, attention is fixed upon the following sequence:

Message VI, line 2.________ BDAQY MMTTF UUNMG

. .A . A. .A. ..
The word MX‘T;XEEBN%% is assumed. The appropriate frequency distributions are consulted

to see how well the actual individual frequencies correspond to the expected ones.

Assumed Frequency
Alpha- Approxi-
bet mation
[P Oy - Expected Actual
M T v Low 2 Fair ,
T F I High 2 Fair -y
F U L Medium 1 Good
U N B Low 1 Good
N M L Medium 2 Fair
M G E High 3 Fair

The assumption cannot be discarded just yet. Let the values derivable from the assumption
be inserted in their proper places in a cipher component, and, using the latter in conjunction
with a normal direct sequence as the plain component, let an attempt be made to find corrobora-
tion for these-values. The following placements may be made:

Plain___.. ABCDEFGHIJKLMNOPQRSTUVWXYZ
Cipher_.............. M FG UN T

The letter M, appears twice in the cipher sequence and when this partially reconstructed cipher
component is tested it is found that the value L,(Ny)=M, is corroborated. Having the letters
M, F, G, U, N, and T tentatively placed in the cipher component, it is possible to insert certain
plain-text values in the text. For example, in the M alphabet, F,==D,, G,=E,, U,=0,, N,—=P,,
T,=V,. In the F alphabet, G,=B,, U,=L,;, N.=M,, T,=S,, M;=X,. The other letters yield
additiona] values in the appropriate alphabets. The plain-text values thus obtainable are
inserted in the cipher text. No inconsistencies appear and, moreover, certain “good’” digraphs

Keyemuamanen UQZH ZMTFH ZMLAC Z
Message V,line 4. ________ Cipher..._..... UQZHZ MTFHZ MLACZ
Plain__._______ VI

Now if the letter H can be placed in the cipher component, several values might be added to this
partial decipherment. Noting that F and G are sequent in the cipher component, suppose H
follows G theérein. Then the following is obtained:

Key.oooeeeeeo. .UQZH ZMTFH ZMLAC Z
Message V,line4.______.__________ Cipher....._... UQZHZ MTFHZ MLACZ
Plain____.______ VIC
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A, C,L, and Zin the cipher component, as follows:

Plain

Cipher—....___.___. MA
These additional values check in very nicely and presently the entire cipher component is

reconstructed. It is found to be as follows:

Plain

ZUN

ABCDEFGHIJKLMNOPQRST

Cipher ... MABFGHJKLQSVXZUNDERW

The key phrase is obviously UNDERWOOD TYPEWRITER COMPANY. All the messages now may
The following gives the letter-for-letter decipherment of the first
three groups of each message:

be deciphered with ease.

I (Introductory key: K)

KIJXW XEEC
TJXWX EECD
RIGHT FAIR

II (Introductory key: E)

ElGR VR
GRVRM

MZWK
ZWKX
NOTHI NGOF
III (Introduectory key: R)

OLTC
LTCJ
ONEH

JXJJP MLTZ
XJJPM LTZK
GUARD INSU

V (Introductory key‘: E)
ElGISU HWZH
GISUH WZHS
NUMER OUSF

VI (Introductory key: B)

BITBJP AARY
TBJPA ARYY
THERE AREA

VII (Introductory key: B)

H e

TBJP
BJPA
HERE

Cam MR (= QX [ v

W<

Q>
O 20

W= 0
mws
QQ'

Z2NR
O oN
ARUO
Mg R
oo«

ol o -
HQR
Q> Q
HO >

> ] 3
N3
O N
HHO
NOoH

o<'
Q<
e W
o
HHQO

M
(=1 -]
> M4
I F e
=4

(= =~

U
0

& 3o

> =" =N

B NO

T

V'
T

ABCDEFGHIJKLMNOPQRSTUVWXYZ
FGH L

c

WXYz
YPIC
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e. In the foregoing example the plain component was the normal direct sequence, so that
with the Vigendre method of encipherment the base letter is A. If the plain component is a
mixed sequence, the base letter may no longer be A, but in accordance with the principle set
forth in paragraph 255, the frequency of doublets in the cipher text will correspond with the
frequency of the base letter as a letter of normal plain text. If a good clue as to the identity
of this letter is afforded by the frequency of doublets in the cipher text, the insertion of the
corresponding base letter in the plain text will lead to further clues. The solution from there
on can be handled along the lines indicated above.

27. Example of solution by analysis of isomorphisms.—a. It was stated in paragraph 25d
that in cipher-text auto-keying the production of isomorphs is a frequent phenomenon and
that analysis of these isomorphs may yield a quick solution. An example of this sort will now
be studied. ‘

b. Suppose the following eryptograms have been intercepted:

1

USYPW TRXDI MLEXR KVDBD DQGSU NSFBO
BEXKVB MAMMO TXXBW ENAXM QLZIX DIXGZ
PMYUC NEVVJ LKZEK URCNI FQFNN YGSIUJ
TCVNI XDDQQ EKKLR VRFRF XROCS SJTBYV
EFAAG ZRLFD NDSCD MPBBV DEWRR NQICH
ATNNB OUPIT JLXTC VAOVE YJJLK DMLEG
NXQWH UVEVY PLQGW UPVKU BMMLB OAEOT
TNKKU XLODL WTHCZ R

' 2
BIIBF GRXLG HOUZO LLZNA MHCTY SCAAT
XRSCT KVBWK O0TGUQ QFJOC YYBVK IXDMT
KTTCF KVKRO BOEPL QIGNR IQOVJ YXKIPH
JOEYM RPEEW HOTJO CRIIX OZETZ NK

3

HALOZ JRRVM MHCVB YUHAO EOVAC QVVJL
KZEKU RFRFX YBHAL ZOFHM RSJYL APGRS
XAGXD MCUNX XLXGZ JPWUI FDBBY PVFZN
BJNNB ITMLJ OOSEA ATKPB Y

¢. Frequency distributions are made, based upon the 2d letters of pairs, as in the preceding
example. The result is shown in the table in figure 9. The data in each distribution are rela-
tively scanty and it would appear that the solution is going to be & rather difficult matter.
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SECOND LETTER
ABCDEFGHIJKLMNOPQRSTUVWIXYZ

Al / / i W il il / A
B| W R fo I il i i il B
c / / / il R '
D| W il i IR i / D
E R i Wy / AR E
Fy Vv i /oy /ol / o i /| F
G / I i i /. /ol il G
H | / / il / H
I / /R / /ol i M I
J / iy R il J
g K / i il /o / A 7 | K
& Ly 0oyl IR il il 'R i | L
B My / i i oW / / M
e N ju /ol i/ il il I i/ N
B O oy gl ! / AR |0
= Pl / / / i\ S P
Q R i/ / / i/ /i Q
R / i i i /o i il il IR
S il I i / i /| S
T i |w 1oy i\ R / r Aoy ¥ |T
uyp v /ol i RN / 11U
Vo i\ i i /ol / i / \'
Wi v / I / , / i W
Xy v M I i\ / i / iy X
Y| / vy i / i/ / Y
Z 7 i iy I | |2
ABCDEFGHIJKLMNOPQRSTUVWIXYZ
FIGURE 9.

~ d. However, before becoming discouraged too quickly, a search is made throughout the
text to see if any isomorphs are present. Fortunately there appear to be several of them.
Note the Yollowing:

(1) .DBDDQGSUNSFBOBEK . ..
Message 1..........{2) . NEVVJLKZEKXKURCNIF. .. o
' 3 .TNKKUXLODLWTHC ZR | end of message
“ Message 2.__________ (4) .CRIIXOZETZNK] endof message
Message 3. .. _..... 5) .CQVVJLKZEK

URFRFX.

First, it is necessary to delimit the length of the isomorphs. Isomorph (2) shows that the iso-
morphism begins with the doubled letters. For there is an E before the V V in that case and also
an E within the isomorph; if the phenomenon included the E, then the letter immediately before
the D D in the case of isomorph (1) would have to be an N, to match its homolog, E, in isomorph
(2), which it is not. Corroborating data are given by isomorphs (3), (4), and (5) in this respect.
Hence, we may take it as established that the isomorphism begins with the doubled letters.

e R T3 T 4B S S (S RN A TS AT e T

e

£ (o —— i AV 0

p—
3
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As for the end of the isomorphism, the fact that isomorphs (2) and (5) are the same for 10 letters
seems to indicate that that is the length of the isomorphism. The fact that message 2 ends 2
letters after the last ‘‘tie-in” letter, Z, corroborates this assumption. It is at least certain that
the isomorphism does not extend beyond 11 letters because the recurrence of R 'in isomorph (5)
is not matched by the recurrence of R in isomorph (2), nor by the recurrence of T in isomorph (3).
Hence it may be assumed that the isomorphic sequence is probably 10 letters in length, possibly
11. But to be on safe ground it is best to proceed on the 10-letter basis.

e¢. Applying the principles of indirect symmetry to the superimposed isomorphs, partial
. chains of equivalents may be constructed and it happens in this case that practically the entire
primary component may be established. Let the student confirm the fact that the following
sequence may be derived from the data given:

1 2 3 4 5 6 7 8 9 101112 13 14 15 16 17 18 19 20 21 22 23 24 25 26
TEZKR.IVF...Q.WG.NUSBXJDOL

The only missing letters are A, C, H, M, P, and Y. By use of the nearly complete sequence on the
text it will be possible to place these 6 letters in their positions in the cipher component... Or, if a
keyword-mixed sequence is suspected, then the sequence which was reconstructed may be merely
a decimation of the original primary sequence. By testing the partial sequence for various
intervals, when the seventh is selected the following result is obtained:

1 2 8 4 6 6 7 8 9 10111213 14 15 16 17 18 19 20 21 22 23 24 25 26
TVWXZ..DR.ULI.BEFGJK.NO.QS

The sequence is obviously based on the keyword HYDRAULIC, and the complete primary cipher
component is now available. The plain component is then to be reconstructed. A word must
be assumed in the text.

f. A good probable word to assume for the 10-letter repetition found in messages 1 and 3
is ARTILLERY. This single assumption is sufficient to place 7 letters in the plain component.
Thus:

Key oo .« .VVJLKZEKUR.
Plain.....__ .. .ARTILLERY.
Cipher............. . . VVJLKZEKUR.

1 2 34 5 6 7 8 9 1011 12 13 14 15 16 17 18 10 20 21 22 23 24 25 26
A ...E.. . I..L.....R.T....Y.

These few letters are sufficient to indicate that the plain component is probably the normal
direct sequence. A few minutes testing proves this to be true. The two components are there-
fore:

Plain..._.._______ ABCDEFGHIJKLMNOPQRSTUVWIX
FGJ TVW

Y Z
Cipher_........._. HYDRAULICBE MNOPQS X Z

With these two components at hand, the décipherment of the messages now becomes a relatively
simple matter. Assuming a single-letter introductory key, and trying the first five groups of
message 1 the results are as follows:
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It is obvious that an introductory key of more than one letter was used, since the first few letters
yield unintelligible text; but it also appears that the last cipher letter of the introductory key
was used as the introductory key letter for enciphering the subsequent auto-keyed portion of
the text (see par. 23c(3)). However, assuming that the IVE before the word FIRE is the ending
of the first word of the plain text, and that this word is INTENSIVE, the introductory key word
is found to be WICKER. Thus:

Key....... WI CKERTRXDIMLEXRKVDBDDQGS.
Pain.......... INTENSIVEFIREOFLIGHTARTIL.
Cipher........ USYPWTRXDIMLEXRKVDBDDQGSU.
The beginnings of the other two messages are recoverable in the same way and are found to be
- as follows:
Key oo PROMISERXLGHOUZO.
Plain REQUESTVIGOROUS
Cipher......_.__.... BIIBFGRXLGHOUZO
Keyoooooooeeee CHARGEDRRVMMHCYVB.
Plain________________. SECONDBATTALION.
Cipher______________ HALOZJRRVMMHCYVB

g. The example solved in the foregoing subparagraphs offers an important lesson to the
student, insofar as it teaches him that he should not immediately feel discouraged when confronted
with @ problem presenting only a small quantity of text and therefore affording what seems at firsi
glance to be an insufficient quantity of data for solutton. For in this example, while it is true that
there are insufficient data for analysis by simple principles of frequency, it turned out that
solution was achieved without any recourse to the principles of frequency of occurrence. Here,
then, is.one of those interesting cases of substitution ciphers of rather complex construction
which are solvable without any study whatsoever of frequency distributions. Indeed, it will
be found to be true that in more than a few instances the solution of quite complicated cipher
systems may be accomplished not by the application of the principles of frequency, but by
recourse to inductive and deductive reasoning based upon other considerations, even though
the latter may often-appear to be very tenuous and to rest upon quite flimsy supports.

29. Special case of solution of cipher-text auto-keyed cryptograms.—a. Two messages with
identical plain texts enciphered according to the method of paragraph 23 ¢ (3) by initial key
words of different léengths and compositions can be solved very rapidly by reconstructing the
primary components. The cryptographic texts of such messages will be isomorphic afier the initial
key-word portions. Note the two following superimposed messages, in which isomorphism be-
tween the two cryptograms is obvious after their 6th letters:

. . l . L] A~ |
.TSBJS KBNLO CFHAZ LWJAM BNFNS MVJRE

22BKKMJ XYCXB HRPVO XMUVI YCRCG IKUTD
. I 11 ~ |

-t

EHFMU HRAXC NFDUB ATFQR

N

I1.LHFPRX CPCRR

2 PRETN HEHTT DPRIW PTVNH CRSWY VJRFT
N :
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Starting with any pair of superimposed letters (beginning with the 7th pair), chains of equiva- 5
lents are constructed:

1 3 8 4 5 6 7 8 9 10111218 14

) P ZOBY.

b LXNCHPEDSG. ...
. S QFRTJUWMI . ..

. S—— AVK. .

By interpolation, these partial sequences may be united into the key-word sequence:

HYDRAULICBEFGJKMNOPQSTVWIXZ

b. The initial key words and the plain texts may now be ascertained quite easily by
deciphering the messages, using this primary component slid against itself. It will be found that 1
the initial key word for the 1st message is PENCE, that for the 2d is LATERAL. The reason that 1
the cryptographic texts are isomorphic beyond the initial key word portions is, of course, that I
since the text beyond the key word is enciphered auto-key fashion by the preceding cipher letter l
the letters before-the-last letter of the key have no effect upon the encipherment at all. Hence -
two messages of identical text cannot be other than isomorphic after the initial key-word portions.

¢. The foregoing solution affords a clue to the solution of cases in which the texts of two
or more messages are not completely identical but are in part identical because they happen to
have similar beginnings or endings, or contain nearly similar information or instructions. The 3
progress in such cases is not so rapid as in the case of messages with wholly identical texts because |
much care must be exercised in blocking out the isomorphic sequences upon which the recon-
struction of the primary components will be based.

d. (1) In the foregoing cases, the primary components used to encipher the ﬂlustrauve
messages were identical mixed sequences. If nonidentical components are employed, the
cryptograms present an interesting case for the application of a prmclple pointed out in a
preceding text.*

(2) Suppose that the three messages of paragraph 27b had been enciphered by using a
plain component different from the mixed component. The encipherments of the word
ARTILLERY would still yield isomorphic sequences, from W}nch as has been noted, the recon-
struction of the cipher component can be accomplished.

(3) Having reconstructed the cipher component (or an equivalent) the latter may be
applied to the cipher text and a “decipherment’ obtained. In this process any sequence of 26
letters may be used as the plain component and even the normal sequence A . . . Z may be
employed for this purpose. The word decipherment in the next to the last sentence is enclosed
by quotation marks because the letters thus obtained would not yield plain text, since the real
or an equivalent plain component has not yet been found. Such ‘‘deciphered’” text may be
termed spurious plain text. Bul the important thing to note is that this text is now monoalphabetic
and may be solved by the simple procedure usually employed in solving a monoalphabetic cipher
produced by a single mized alphabet. Thus, a polyalphabetic cipher may be converted to mono-
alphabetic terms and the problem much simplified. In other words, here is another example
of the situations in which the principle of conversion into monosalphabetic terms may be applied
with gratifying success. It is also an example of the dictum that the use of two differently
mixed primary components does not really give much more security than does a mixed component
sliding against itself or against the normal sequence.

¢ Military Cryptanalysis, Part 11, par. 46g.
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e. (1) If the auto-key method shown in paragraph 23¢ (2) had been employed in enciphering
the two identical texts above, the solution would, of course, have been a bit more difficult. To
illustrate such a case, let the two texts be enciphered by key words of the same lengths but
different compositions: PENCE and LATER. Thus:

No.1
Key ... PENCE TSBJS MMNRU LPUIH JBTXF INNRM
Plain_...__. REQUE STINF ORMAT IONOF SITUA TIONTI
Cipher..... TSBJS MMNRU LPUIH JBTXF INNRMUDWIQV
Key........ DWIQV PCKAO DPAZO BCMRI AFNWO GLIHT
Plain_______ NFIFT EENTH INFAN TRYSE CTORA TONCE
Cipher..... PCKAO DPAZO BCMRI AFNWO GLIHT IWWCU
No. 2

Key....._.. LATER BKKMJ RBTUX SGEBQ YRHHA TETUC
Plain_______ REQUE STINF ORMAT IONOF SITUA TIONTI
Cipher.._.. BKKMJ RBTUX SGEBQ YRHHA TETUC NOGTM
Key..... NOGTM LDQLE NGBYE WDSUH PUTZE HHGDK
Plain__.._.. NFIFT EENTH INFAN TRYSE CTORA TONCE
Cipher._..__ LDQLE NGBYE WDSUH PUTZE HHGDK TODEX

(2) Now let the two cryptograms be superimposed and isomorphisms be sought. They are
shown underlined below:
) TSBJS MMNRU LPUIH JBTXF INNRMODWIQV
Q. BKKMJ RBTUX SGEBQ YRHHA TETUC NOGTM
1o . PCKAO DPAZO BCMRI AFNWO GLIHT IWWCU
2 e LDQLE NGBYE WDSUH PUTZE HHGDK TODEX

It will be noted that the intervals between isomorphic superimposed pairs show a constant
factor of 5, indicating a 5-letter intial key word.

(3) A reconstruction dmgram for the pairs beyond the first five letters is established, based
upon this interval of 5, and is as follows:

" ABCDEFGHIJKXKLMNOPQRSTUVWIYZ
1[P|w| |N H| |T|Y|D|S|R Liz|o Fla
2|X|R|D U H(B|E| |G| |w 0|P
3|Bik| [T} [N|O| |G| [Q| |s|T| |w|X|c| |H|E| |D|R
4|L|F|E|A D|B| [N|c| (P| [S|T|U| |W ZIH| |Y
s|wip| |T| |alulqlH| |1I| |c|B|E|F|G K|X|M[N|O

The equivalent sequence A WNBDTKIHQGUXOERVMCYSJLZPFis
established by indirect symmetry; from this, by decimation on the eleventh interval, the
HYDRAULIC ... XZ component is recovered.

L@ It w111 be noted that the foregoing case, in which the initial key words for the two crypto-
grams are of the same length, is only a special application of the method set forth in paragraph
44 of Military Cryptanalysis, Part II. But if the key words were of different lengths, the method
set forth in paragraph 45 of the text referred to would be applicable. No example is deémed
necessary, since no new principles are involved.
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Sectron VIII
SOLUTION OF PLAIN-TEXT AUTOQ-KEY SYSTEMS :
Paragraph
Preliminary remarks on plain-text auto-keying. 30
Solution of plain-text auto-keyed cryptograms when the introductory key is a single letter oo 31
Example of solution by the probable-word method 32
Concluding remarks on the solution of auto-key systems - ' 33

30. Preliminary remarks on plain-text auto-keying.—a. If the cipher alphabets are unknown
sequences, plain-text auto-keying gives rise to cryptograms of more intricate character than
does cipher-text auto-keying, as has already been stated. As a cryptographic principle it is
very commonly encountered as a new and remarkable “invention’ of tyros in the eryptographie
art. It apparently gives rise to the type of reasoning to which attention has beett’ directed

oncee before and-which was then shown to be a popular delusion of the uninitiated. ‘The noviee

to whom the auto-key principle comes as a brilliant flash of the imagination sees only the apparent
impossibility of penetrating a secret which enfolds another secret. His reasoning runs about
as follows: “In order to read the cryptogram, the would-be solver must, of course, first know
the key; but the key does not become known to the would-be solver until he has read the crypto-

gram and has thus found the plain text. Since this is reasoning sround a circle, the system is-

indecipherable.” How unwarranted such reasoning really is in this case, and how readﬂy the
problem is solved, will be demonstrated in the next few paragraphs. ’

b A cons1dera.tlon of the mechanics of the plain-text suto-key method discloses that a
repetition of n letters in the plain text will produce a repetition of (n—#%) letters in the cipher
text, where n represents the length of the repetition and k the length of the introductory key.
Therefore, when the introductory key consists of a single letter there will be as many repetitions
in the cipher text as there are in the plain text, except for true digraphie repetitions, which of
course disappear. But on the other hand some “accidental” dlgraphlc repetitions are to be
fairly expected, since it can happen that two different plain-text pairs, enciphered by different
key letters, will produce identical cipher equivalents. Such accidental repetitions will happen
less frequently, of course, in the case of longer polygraphs, so that when repetitions of 4 or more
letters are found in the cipher text they may be taken to be true or causal repetitions. It is
obvious that in studying repetitions in a cryptogram of this type, when the introductory key
is a single letter, a 5-letter repetition in the cipher text, for example, represents a 6-letter word,
or sequence repeated in the plain text. When the introductory key is k letters in length then
an n-letter repetition represents an (n--k)-letter repetition in the plain text.

c. The discussion will, as usual, be divided into two principal cases: (1) when the cipher
alphabets are known and (2) when they are unknown. Under each case there may be an intro-
ductory key consisting of a single letter, a word, or a short phrase. The single-letter initial
key will be treated first.

31. Solution of plain-text auto-keyed cryptograms when the introductory key is a single
letter.—a. Note the following plain-text auto-keyed encipherment of such commeonly encountered
plain-text words as COMMANDING, BATTALION, and DIVISION, using two identical primary
components, in this case direct standard alphabets:

185922—89———4 (45)
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Key text ... .BATTALION Keytext... ... .DIVISION
(1); Plain text...._._._. BATTALION. Plain text_..__.._.. DIVISION.;®
Cipher.._.......___. .BTMTLTWB Cipher.__..___._____ .LDDAAWB.
Keytext...__._.... .COMMANDING Keytext....._____ .CAPTAIN
(3)1 Plain text__________ C OMMANDING . Plain text.________. CAPTAIN 4)

Cipher..a..o____.. .QAYMNQLVT Cipher:, . .__..... .CPITIV

These characteristics may be noted:!

(1) The cipher equivalent of A, is the plain-text letter which immediately precedes A,.
(See the two A’s in BATTALION, in example 1 above.)

(2) A plain-text sequence of the general formula ABA yields a doublet as the cipher equivalent
of the final two letters. (See IVI.or ISI in DIVISION, example 2 above.)

(3) Every plain-text trigraph having A, as its central letter yields a cipher equivalent the
last two letters of which are identical with the initial and final letters of the plain-text trigraph.
(See MAN in COMMANDING, example 3 above.)

(4) Every plain-text tetragraph having A, as the initial and the final letter yields a cipher
equivalent the second and fourth letters of which are identical with the second and third letters
of the plain-text tetragraph, respeetively. (See APTA in CAPTAIN, example 4 above; also ATTA
in BATTALION, example 1.)

b. (1) From the foregomg charactemﬂcs and the fact that a repetition of a sequence of n
plain-text letters will yield, in tlre case of a 1-letter introductory key, a repetition of a sequence
of n-l cipher letters, it is obvious that the simplest method of solving this type of cipher is
that of the probable word. Indeed, if the system were used for regular traffic it would not be
long before the solution would. consist merely in referring to lists of cipher equivalents of com-
monly used words (as found from prevmus messages) and searching through the messages for
these cipher equivalents.

(2) Note how easily the followxng message can be solved:

BECJI BTMTL TWBPQ AYMNQ HVNET WAALC...

Seemg the sequence BTMTLTWB, Wlnch is on the list of equivalents in a above (see example 1),
the word BATTALION is mserted in proper position. Thus:

BECJI BTMTL.TWBPQ . .. ..
.. ..B ATTAL ION.

With this as a start, the deoxpherment may proceed forward or backward with ease. Thus:

BECJI BTMTL TWBPQ AYMNQ HVNET WAALC
EACHB ATTAL ‘IONCO. MMAND ERWIL LPLAC

- ¢. The foregoing example is baaed upon the so-called Vlgenére method of encipherment
(e,,,:e.,l, 6,1=0,). If in encipherment the plain-text letter is sought in the cipher com-
ponent, its equivalent taken in the plain.component (Bxp=61x; 0,2,=0.5), the steps in solution
are identical, except that the list of cipher equivalents of probable words must be modified
accordingly. For instance, BATTALION will now be enciphered
by the sequence. ..o ... ZTAHLXGZ.

1 Thé student is cautioned that the cha.ra.ctenstxcs noted apply only to the case where two identical com-
ponents are used, with the base letter A.
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" d. T reversed ‘standard cipher alphabets are used the word BATTALION
will ‘be' enciphered by the sequence..._.___-.____: BHATPDUB,
which also presents idiomorphic characteristics Iea,dmg to the essy recognition of the word.

e. All the foregoing phenomena are based upon standard alphabets, but when mixed cipher
components are used and these have been recorstructed, similar observations may be recorded
and the results employed in the solution of add1txonal messages enclphered by the same com-
ponents.

32. Example of soluuon by the probable-word method.—a. The solution of messages
enciphered by unknown mixed components will now be discussed by example. When the pri-
mary components are unknown, the observations noted under the preceding subparagraphs are,
of course, not applicable; nevertheless solution is not difficult. Given the following three crypto-
grams, all intercepted 'ort the same day, ard therefore suspected of being related:

Messace I
HUFII: 0€CQJJ IVZO0Z VPDGO VVVKW
UEWHU UQHUM RZVQR UAKVD NNEZV-~
GJPGH AYJDR UWNGR YSKBL QVUXN’
PHDPR SVKZP PPKGS LLPRV RBHAK
WUAVW YUEZQ XAPQY GPSVS FNRAK
CIFGZ UVCCP DKCWV XTWFM RFKBYV
"ROQOJ DRUWN GRYSK BL

MEessage II - . .
JUFII 0CQJJ IVZ0zZ IBFEJ SUBRJ
SPKTS RZVXT WFMRF QHHFO RFJPD
GOVVV XWUHE NDBDD RHWUN KCMPD
GOVZS ENDBD DRHWU NPPKP EQOY

* M=essacs 111
FJUHF FKDEN. ALUPZ KQMVB JWVPK
EUBDD RHWUM RHVGP DNCUJ CDZCY
RHUJU FZPQP. YQCYH OEQZV XKCQF
TVHNS VCCEJ PEAMP APOEP BHMVJ
UNMHH WKCVG DSWJA EQZBU FFYUE
ZQXAP QYGPA RPZVX CFNRA KCIFG
ZUVCC PDKCO GJWZH APUFZ FVHAV
XMHFF KMYHS TBSKC VRQIJ YCPZH
UHCBM THOFH »

b. (1) There are many repetitions, their intervals show no common factor, and & uniliteral
frequency distribution does not appear to be monoalphabetic. Plain-text auto-keying is sus-
pected. The simplest assumption to make at the start is that single-letter introductory keys
are being used, with the normal Vigenére method of encipherment, and that the plain component
is the normal sequence. Attempts to solve any of the messages on the assumption that the
cipher component is also the normal sequence being unsuccessful, it is next assumed that the
cipher component is a mixed sequence. The 13-letter repetition J DRUWNGR Y S
K B L and the 10-letter repetition P D G O V V V K W U are studied intensively. If a




single-letter introductory key is being used, then these repetitions involve 14-letter and 11-letter
plain-text sequences or words; if the normal Vigenére method of encipherment is in effect
(6xp=0/11; Opn=0.p), then the base letter is A. If the latter is true then a good word which
would fit the 13-letter repetition is:

Koy .. RECONNAISSANCE

Plain text...._.__.. RECONNAIS|ISANCE.

Cipher..........____. JDRUWNGRY|SKBL
and a good word which would fit the 10-letter repetition is

Key .OBSERVATION

Plain texte...oeeeeeeooo OBSERVATION.

Cipher. ... PDGOVIVVKWU

(2) Inserting, in a mixed component, the values given by these two assumptions yields
the following:

Plain.......... ABCDEFGHIJKLMNOPQRSTUVWXYZ
Cinher R A4 J STINGBC KL Ve Y
PAOT--eemeees E D U 0P

(3) It is a simple matter to combine these two partial clpher components into a single
sequence, and the two components are as follows:

Plain___________ ABCDEFGHIJKLMNOPQRSTUVWXYZ
Cipher......... READJUSTINGBCFHEKLMOPQVWXY?Z

(4) With the primary components at hand, solution of the messages is now an easy matter.

¢. The foregoing example uses an unknown mixed cipher component sliding against what
was first assumed (and later proved) to be thenormal directsequence. When both primary com-
ponents are unknown mixed sequences but are identical, solution is more difficult, naturally,
because the results of assuming values for repeated sequences cannot be proved and established
8o quickly as.in the foregoing example. Nevertheless, the general method indicated, and the
application of the principles of indirect symmetry will lead to solution, if there is & fair amount
of text available for study. When an introductory key of several letters is used, repetitions
are much reduced and the preblem becomes still more difficult but by no means insurmountable.
Space forbids & detailed treatment of the method of solving these cases but it is believed that
the student is in a position to develop these methods and to experiment with them at his leisure.

33. Concluding remarks on the solution of auto-key systems.—a. The type of solution
elucidated in the preceding parageaph is based upen the successful application of the probable-
word method. But sometimes the Iatter method fails because the commonly expected words
may not be present after all. Hence, other principles and methods may be useful. Some of
these methods, useful in special cases, are almost mechanical in their nature. Extension of the
basic principles involved may lead to rather far-reaching complexities. However, because these
methods are applicable only to somewhat special situations, and because they are somewhat
involved they will be omitted from the text proper and placed in Appendix 1. The student
who is especially interested in these cases may consult that-appendix at his leisure.

b. It is thought that sufficient attention has been devoted to the solution of both eipher-text
and plain-text auto-key systems to have demonstrated to the student that these cryptographic
methods have serious weaknesses which exclude them from practical usage in military cryptog-
raphy. Besides being comparatively slow and subject to error, they are rather easily solvable,
even when unknown eipher alpha,bets are employed.

T A S T R S U SN
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¢. In both systems there are characteristics which permit of identifying a cryptogram as
belonging to this class of substitution. Both cases will show repetitions in the cipher text. In
cipher-text auto-keying there will be far fewer repetitions than in the original plain text, especially
when introductory keys of more than 1-letter in length are employed. In plain-text auto-keying
there will be nearly as many repetitions in the cipher text as in the original plain text unless
long introductory keys are used. In either system the repetitions will show no constancy as
regards intervals between them, and a uniliteral frequency distribution will show such messages
to be polyalphabetic in nature. Cipher-text auto-keying may be distinguished from plain-text
auto-keying by the appearance of the frequency distribution of the second member of sets of

two letters separated by the length of the introductory key (see par. 36#). In the case of cipher- 26 ‘_)_, < /:

text auto-keying these frequency distributions will be monoalphabetic in nature; in plain-text
aubo-keying such frequency distributions will not show monoalphabetic characteristics.

/

¢




| SectioN IX

METHODS OF LENGTHENING OR EXTENDING THE KEY

Paragraph
Preliminary rémarks. 34
Extended and nonrepeating keys; the so-called “running-key system’ . i .. 35
Other systems employing lengthy keying sequences 36

34. Preliminary remarks.—In paragraph 15 of this text it was stated that two procedures
suggest themselves for eliminating the weaknesses introduced by periodicity of the type pro-
duced by simple, repeating-key methods. The first of these, when studied, embraced some of
the very simple methods of suppressing or destroying periodicity, by such devices as interrupting
the kéy and using variable-length groupings of plain text. It was demonstrated that subter-
fuges of this simple nature are inadequate to eliminate the weaknesses referred to, and must be
discarded in any system intended to afford real security. The other alternative suggested in
paragraph 1b therefore remains now to be investigated, viz, that of lengthening the keys to a
point where there would seem to be an insufficient amount of text to enable the cryptanalyst to
solve the traffic. Attempts toward this end usually consist in extending the key to such a length
that the enemy cryptanalysts will have only a very limited number of periods to work with.
The key may, indeed, be lengthened to a point where it becomes as long as, or longer than, the
text to be enciphered, so that the key is used only once.

35. Extended and nonrepeating keys.—a. It is obvious that one of the simplest methods of
lengthening the key to a message is to use a long phrase or even a complete sentence, provided
it is not too long to remember. In addition to the difficulties that would be encountered in
practical military cryptography in selecting long mnemonic phrases and sentences which would
have to be imparted to many clerks, there is the fact that the probable-word method of solution
still remains as a powerful tool in the hands of enemy cryptanalysts. And if only a word or
two of the key can be reconstructed as a result of a fortunate assumption, it is obvious that the
enemy cryptanalysts could readily guess the entire key from a fragment thereof, since any long
phrase or sentence which is selected because it can easily be remembered is likely to be well
known to many people.

b. There are, however, more or less simple methods of employing a short mnemonic key in
order to produce a much longer key. Basically, any method of transposition applied to a single
alphabetic sequence repeated several times will yield a fairly long key, which, moreover, has the
advantage of being unintelligible and thus approaching a random selection of letters. For
example, a numerical key may be derived from a word or a short phrase; this numerical key may
then be applied as a columnar-transposition key for a rectangle within which the normal alphabet:
has been repeated a previously agreed upon number of times in a normal (left to right) or pre-
arranged manner. The letters when transcribed from the transposition rectangle then become
the successive letters for enciphering the plain text, using any desired type of primary com-
ponents. Or, if a single transposition is not thought to be sufficiently secure, a double trans-
position will yield a still more mixed up sequence of key letters. Other types of transposition
may be employed for the purpose, including variouys kinds of geometric figures. Also, a non-

(50
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transposition methed of lengthening the keying sequence and at the same time introducing an
irregularity, such as aperiodic interruption has already been described (see par. 18). .

¢. Another method of developing a long key from a short mnemonic one is that shown below
Given the keyword CHRISTMAS, a numerical sequence is first derived and then one. writes down
successive sections of this numencal key, these sections terminating w1th the successive num-

bers 1, 2, 3, . . . of the numerical key. Thus:
Mnemonic key......_ CHRISTMAS
Numerical key... .. 2-3~-6-4~7~9-5-1-8
Extended key....... C.HRISTMACCHCHRICHR'ISTIMCHR
EE 8 -9
CHRISCHRISTMASCHRIST
Thus the original key of only 9 lettersis expa.nded to. one of 45 letters (1+2+3+ . +9 45).

The longer key is also an interrupted key of the type noted under paragraph 17, but if the mes-
sage is long enough to require several repetitions of the expa,nded key the enclphermen.t becomes

If the basic key is fairly long, so that the expanded key becomes 8 qmte lengthy sequence, then
the message or messages may be handled in the manner explained in paragraph 20.

d. Another method of producing a rather long sequence of digits for keying purposes from a
single key number is to select a number whose reciprocal when converted by actual division into
its equivalent decimal yields a long series of digits. For example the reciprocal of 49, or 1/49,
yields a sequence of 42 digits beginning .02040815 . . . . Such a. number, coupled with a
key word like CHRISTMAS, could be used for interrupted Leymg, the successive cipher alphabets
being used for enciphering as many letters as are indicated by the successive digits. In the case
of the example cited, the first digit is 0; hence the C alphabet would not be. used: The next
digit is 2; the H alphabet would be used for enciphering the first and second letters. The third
digit is again 0; the R alphabet would not be used. The fourth digit i s 4;the I alphabet would
be used for enclphermg the third, fourth, fifth, and sixth letters, and so on.

. 86. Other systems employmg lengthy keying sequences.—a. The so-called mnmng—key”
system.—To be mentioned in connection with. this subject of. extensive or lengthy keys is. the
cipher system known as the runnjng-key, continuous-key, or nonrepeating-key system, in Wlnch
the key consists of a sequence of elements which never repeats no matter how long the messa.ge
to be enciphered happens to be. The most common and most practical source of such a key ig
that in which the plain text of a previously agreed-upon book serves as the source for successive
key letters for encipherment.! The solution of this type of cipher, an accomplishment which wags
once thought impossible, presents some interesting phases and will be considered shortly. At this
point it is merely desired to indicate that according to the running-key system the key for an
individual message may be as long as the message and never repeat; but if a large group of
correspondents employ the same key sequence, it may happen that there will be several messages

in the same key and they will all begin with the same initial key letter; or, there will be several

which will “overlap’’ one another with respect to the key, that is, they begin at different initial
points in the keying sequence but one message soon overtakes the other, so that from that point
forward all subsequent letters in both messages are enciphered by the same sequence of key
letters.

1 Bec. IX, Advanced Military Cryptography. See also footnote 8, page 71 of this text,
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b. The so-called progressive-alphabet system.—In the so-called progressive-alphabet system
the basic principle is quite simple. Two or more primary elements are arranged or provided
for according to a key which may be varied from time to time; the interaction of the primary
elements results in making available for cryptographic purposes a set of cipher alphabets; all
the latter are employed in 2 fixed sequence or progression; hence the designation progressive-
alphabet system. If the number of alphabets available for such use is rather small, and if the
text to be enciphered is much longer than the sequence of alphabets, then the system reduces
to a periodic method. But if the number of alphabets is large, so that the sequence is not
repeated, then of course, the cryptographic text will exhibit no periodic phenomena.

¢. The series of cipher alphabets in such a system constitutes a keying sequence. Once set
up, often the only remaining element in the key for a specific message is the starting point in the
sequence, that is, the initial cipher alphabet employed in enciphering a given message. If this
keying sequence must be employed by a large group of correspondents, and if all messages
employ the same starting point in the keying sequence, obviously the cryptograms may simply
be superimposed without any preliminary testing to ascertain proper points for superimposition.
The student has already been shown how cases of this sort may be solved. However, if messages
are enciphered with varying starting points, the matter of superimposing them properly takes
on & different aspect. This will soon be treated in detail.

"~ d. The respective cipher alphabets constituting the entire complement of alphabets may
be employed in a simple progression, that is, consecutively from a preselected initial point; or,
they may be employed according to other types of progression. For example, if the system
¢comprises 100 alphabets one might use them in the sequence 1,3, 5,7, . . . ;or1,4,7,10, . .. ;
or irregular types of skipping may be employed.

"~ 'e. In addition to the foregoing, there are, of course, a great many mechanical methods of
producing a long key, such as those employed in mechanical or electrical cipher machines. In
most cases these methods depend upon the interaction of two or more short, primary keys which
jointly produce a single, much longer, secondary or resultant key. (See par. 4.) Only brief
reference can be made at this point in the cryptanalytic studies to cases of this kind. A detailed
treatment of complex examples would require much time and space so that it will be reserved
for subsequent texts.

f. Finally, there must be mentioned certain devices in which, as in encipherment by the
auto-key method, the text itself serves to produce the variation in cipher equivalents, by con-
trolling the selection of secondary alphabets, or by influencing or determining the sequence with
which they will be employed. Naturally, in such cases the key is automatically extended to a
point where it comcldes in length with that of the text. An excellent exa.mple of such a device
15 that known as the Wheatstone, the solution of which will be described in its proper place.?
Strne writers classify and treat this method as well as auto-key methods as forms of the running-
kéy system but the present author prefers to consider the latter as being radically different in
principle from the former types, because in the true running-key system the key is wholly external
to and independent of text being enciphered. This is hardly true of auto-key systems or of
systems such as the Wheatstone mentioned herein.

R e
¢ 38ee Bec. XII, Advanced Military Cryptography.

[ Y
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Srcrion X

GENERAL PRINCIPLES UNDERLYING SOLUTION OF SYSTEMS EMPLOYING LONG
OR €ONTINUOUS KEYS

; Paragraph

Solution when the primary components are known sequences 37
Solution. of a running-key cipher when an unknown but intelligible key sequence is used and the primary

components are known_.________ e R 38

Solution of a progressive-alphabet cipher when the primary components are known ‘ 39

General solution for ciphers involving a long keying sequence of fixed length and composition __________..____ 40

37. Solution when the primary components are known sequences.—a. As usual, the solution
of cases involving long or continuous keye will be treated under two headings: First, when the
primary ¢omponents are known sequences second when these elements are wholly*unknown
or-partielly-unknown. ~ - . e

b. Since the essentml purpose in- usmg long keys is to prevent the formataon of repetmve
cycles within the text, it is obvious that in the case of very long keying sequences the crypt-
analyst is not going to be able to take the text and break it up into a number of small cycles
which will permit the establishment of monoalphabetic frequency distributions that can readily
be solved, an'end which he can attain all the moreé readily if to begin with he knows the primary
sequences. But, there nearly always remaing the cryptanalyst’s last resort: the probable-word
method. Inasmuch as this method is applicable to most of these cases, even to that of the
running-key system, which perhaps represents the furthest extension of the principle of long
keying sequences, an example using a cryptogram of the latter type will be studied.

38. Solution of a running-key cipher when an unknown but intelligible key sequence
is used and the primary components are known.—a. In paragraph 36e¢ mention was made of
thé so-called running-key, continuous-key, or nonrepeating-key system, in which the plain text
of a previously agreed-upon book serves as the source for successive key letters for encipherment.
Since the running-key system is entirely aperiodic, and the cipher text can therefore not be
arranged in superimposed short eycles, as in the case of the repeating-key system, it would
appear on first consideration to be ‘‘indecipherable’” without the key.! But if the student
will bear in mind that one of the practical methods of solving a repesting-key cipher is that of
the probable word,? he will immediately see that the latter method can also be applied in
solving this type of nonrepeating-key system.- The essence of the matter is this: The
cryptanalyst may assume the presence of a probable word in the text of the message; if he
knows the primary components involved, and if the assumed word actually exists in the message,
he can locate it by checking against the key, since the latter is intelligible text. Or, he may
assume- the presence of a probable word or even of a phrase such as ‘““to the,” “of the,” ete.,
in the key text and check his assumption against the text of the message. Once he has forced

1 At one time, indeed, this view was current among certain eryptographers, who thought that the prineiple
of factoring the intervals between repetitions in the case of the repeating-key cipher formed the basis for the
only possible method of solving the latter type of system. Since, according to this erroneous ides, factoring
cannot be applied in the case of the running-key system (using a book as the key), therefore solution was ¢on-
sidered to be impossible. How far this idea is from the truth will presently be seen. In this same connection
see also footnote 8, page 71.

3 See Milstary Cryplanalysis, Part II, par. 25.

(53)
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such an entering wedge into either the message or the key, he may build upon this foundation
by extending his assumptions for text a,lternately in the key and in the message, thus gradu-
ally reconstructing both. For example, given a cryptogram containing the sequence .
HVGGLOWBESLTR . . ., suppose he assumes the presence of the phrase THAT THE in the key text
and finds a place in the plain text where this yields MMUNITI . Thus, using reversed standard
cipher alphabets:

Assumed key text____......_______.. .
Cipher text. .
Resultant plain text _._._......... .

This suggests the word AMMUNITION. The ON in the cipher text then yields PR as the begin-
ning of the word after THE in the key text. Thus:

BESLTR.

=rn43
=S B o
=33
20
H -3
Hom
= m

Assumed key text.. ... __ .. .THATTHEPR. . .
Cipher text .. .HVGGLOWBESLTR.
‘Resultant plain text............... . MMUNITION.

PR must be followed by a vowel, with O the most likely candidate. He finds that O yields W
in the plain text, which suggests the word WILL. The latter then yields OTEC in the key,

meking the latter read THAT THE PROTEC . . . Thus:
Assumed key text.....oooo. ... THATTHEPROTEC.
_Cipher text . ...HVGGLOWBESLTR.
.Resultant plain text.._____.________ .+« MMUNITIONWILL

This suggests the words PROTECTION, PROTECTIVE, PROTECTING, etc. Thus extending one
text u few letters serves to “‘coerce’” a few more letters out of the other, somewhat as in the case
of two boys who are running approximately abreast in a race; as soon as one boy gets a bit ahead
the spirit of competition causes the other to overtake and pass the first one; then the latter puts
forth a little more effort, overtakes and passes the second boy. Thus the boys alternate in
overtaking: and passing each other until the race is run. The only point in which the simile
fails is that while the boys usually run forward all the time, that is, in a single direction, the
cryptanalyst is free to work in two directions—forward and backward from an internal point
in' the message. He may, in the case of the example cited above, continue his . building-up
process by adding A to the front of MMUNITI as well as ON to the rear. If he reaches the end . of
his resources on one end, there remains the other end.for experimentation. .. He. is.certainly
unlucky 1f both ends terminate in complete words both for the message and for the key, leaving
him without a single clue to the next word in either, and . forcing him to a more intensi ve use
of his imagination, guided only by the context.

b. In the foregoing illustration the cryptanalyst is sssumed to have only one message
available for his experimentation. But if he has two or more messages which either begin at
identical initial points with reference to the key, or overlap one another with respect to the key,
the reconstruction process described above is, of course, much easier and is accomplished much
more quickly. For if the messages have been correctly superimposed with reference to the key text,
the addition of one or two letters to the key yields suggestions for the assumption of words in several
messages. The latter lead to the addition of several letters to the key, and so on, in an ever-
widening circle of ideas for further assumptions, since as the process continues the context
affords more and move of a basis for the work,

%
L

Y
54
¥
4




REF ID:A60213
5:

1+ Of course, if sufficient of the key text is reconstructed, the, cryptanalyst might identify
t.he, book that is being used for the key, and if available, his subsequent labors :are very much
sunphﬁed

4. All the foregomg is, however, dependent not only upon the use of an mtelhglble text as
the keying text but also upon having a knowledge of the primary. components or cipher alpha-,
bets employed in the encipherment. . Even if the primary components are dlﬂerently mixed
sequenfces 8o long as they are. known sequences, the procedure is qulte obvious in view of
the: foregomg expla,na.tlon The Araining the student has already had is believed sufficient to
mdmate to him the. procedure he. may follow in, that-solution, and no further details will here be
given in respeet to such cases. But what if the primary components are not known sequences?
This contingency will be treated presently. .

/-89, Solution of a progressive-alphabet cxpher when the cipher alpha.bets are known.—a.
Taking a very sunple ease, suppose the interacting elements referred to in paragraph 36b consist
merely of two primary cipher components which slide against each other to produce a set of 26
secondary cipher alphabets, and suppese ‘that, the simplest type of progression is used, viz, the
cipker* aiphabets are- employed one, after the other consecutively. Begmmnv at an initial
]uxtaposltmn producing say, alphabet 1, the subsequent secondary alphabets are in the sequence

2;3;.%. 726, 1, 2; 3; .~. 7, and so on. If u different initial juxtaposition is used, say alphabet 10
1s the ﬁrst one, the sequence is exactly the same as before, only beginning at a different point.

b. Suppose the two primary camponents are based upon the keyword HYDRAULIC. A
message is to be enciphered beginning with alphabet 1. Thus;

Plain component.._____ HYDRAULICBEFGJKMNOPQSTVWXZHYD.
Cipher component........ HYDRAULICBEFGJKMNOPQSTVWXZ ‘
12345678910 11-12 13 14 15 16 17 18 19 20 21
4567891011 1213 14 15 16 17.18 19 20 21
MYHASPL A CEDUHEA AV Y IN
PUUEYHM K Q VMEK Z S J QHE
'R4'25 26 27 28 29 30 31 32 33 34 35 36 37 38 39
L2526 1 2 3 4 5 67T 8 9 10 11 12'13
“R*'D"I € T I 0O NF I RE UZP O N
*HH L C VB 8 S NJ E P KD DD
( 142 43 44 45 46 47 48 49 50 51 52 53
Alphsbet No..,... ... 14 15 16 17 18 19 20 21 22 23 24 25 26 1
Plain text,--,;-,;_;._,;-,,_, Z AN ESYILLETRTUOATD
Clphel‘ 70 PR ¢ I i HFXKHHYLHMERD

e ThlS method reduces to 4 penodlc system mvolvmg 26 secondary cipher alphabets and
the latter are used in snané progression. = 1t is obvious therefore that the 1st, 27th, 53d,
letters are in the 1st alphabet; the 2d, 28th, 54th, . . . lotters are in the 2d alphabet and 8o on.
d. To solve such a cryptogram khowmg the two prunary components, is hardly a problem
at’all.. - The:only element lacking is a knowledge of the starting point. But this is not neces-
sary, for merely by completing the plain-eomponent sequences and examining the diagonals of

the diagram, the plain text becomes evident.  ‘For example, given the following: HIDCT

EHUXI, Completing the plain-component sequences initiated by the successive eipher letters, the
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plaintext, ENEMY MACHTI... isseen tocomeoutin successive steps upward in Figure
10. Had the cipher component been shifted in the opposite direction in encipherment, the steps
would have been downward instead of upward. If the sliding strips had been set up according to
the sequence of cipher letters but on & diagonal, then, of course, the plain-text letters would
have reappeared on one generatrix. :

¢. The student will understand what simple modifications in
procedure would be required in case the two primary ¢components
were different mixed sequences. But what if the primary com-
ponents are not known sequences? How does the cryptanalyst
proceed in that case?

40, General solution for ciphers involving a long-keying
sequence of fixed length and composition.—a. It is obvious, as
stated at a previous point, that no matter how the keying sequence
is derived, if all the correspondents employ the same key, or if this key is
used many times by a single office, and if it always begins at the same
point, the various messages may simply be superimposed. Thus, their
respective 1st, 2d, 3rd, . . . letters will all fall within columns
which have been enciphered by the 1st, 2d, 8rd, . . . key letters.
If there is a sufficient number of messages, solution then becomes
possible by frequency analysis of the successive columns—mnomatter
how long the keying sequence may be, and regardless of whether the keying sequence constitutes
intelligible text or is a purely random sequence of letters. This method of solution by superimposi-
tion has already been outlined in paragraph 20 and no further reference to it need hete be made.

b. But now suppose that the keying sequence ‘does not always begin at the same pomt for
all messages. Suppose the several correspondents are able to select at will any point in the
keying sequence as the point of departure in enciphermens. Thus, such & keying sequence, if re-
garded as partaking of the nature of a circle, will afford as many possible starting points as there
are letters or characters in that sequence. Now if there are no external indications or tndicxtors?
in the cryptograms pertaining to such a system, such as would afford enemy cryptanalysts direct
and definite information with regard to the initial keying element for each cryptogram, then it
would seem as though the superimposition of messages (to bring letters enciphered by the same
cipher alphabets within the same columns) would be difficult or impossible, and therefore that
attempts at solution are blocked at their very begmmng This, however, is not the end of the
story. For suppose two of the messages have in common only one polygraph, suy of 5 lettets;
these two messages may be juxtaposed so as to bring these repetitions into supenmposition
Thus, the possession of this long polygraph in common serves to “tie”’ these two messages to-
gether or to “interlock” them. Then, suppose a shorter polygraph, say of 4 letters, is possessed
in common by one of these two messages and a third message; this will serve to tie in the latter
with the first two. Extension of this process, including the data from shorter repetitions of
trigraphs and digraphs, will serve to assemble a whole set of such messages in proper super-
imposition. Therefore, the first step is to examine all the messages for repetitions.

QEEWAHD G 0O T
OvoZERLOMEBWaH
QEIEW QM T
oZExRuaomwaoHEC
BWQHD G DO <IN
VOZBXRGUQ UMW -

RupEBWOHEOP»OY

3 Indicators play an important réle in practical cryptography. An indicator is & symbol (consisting of a
letter, group of letters, a figure or a group of figures) which indicates the gpescific key used under the general
cryptographic gystem, or it may indicate which one of a number of general systems has been ysed, or it may indi-
cate both.
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¢. When such repetitions are found, and if there are plenty of them so that assumptions for
probable words are easy to make, it is clear that the correct assumptions will enable the crypt-
analyst to set up plain-cipher equivalencies which will make it possible to reconstruct the pri-
mary components. Depending upon the type used, the principles of direct or indirect sym-
metry of position will be very useful in this process.

d. But if it happens that there are no polygraphs by means of which two or more messages
may be tied together and properly superimposed, the simple methods mentioned in subparagraphs
a~¢ cannot here be applied. However, although the road toward a solution seems to be blocked
rather effectively, there is a detour -which presents rather interesting vistas. The latter are
really of such importance in cryptanalysis as to warrant detailed treatment.




Secrion XI

THE ““‘COINCIDENCE”’ OR “«’* TEST . o

Paragraph
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Example of application of the x test : L. 43
Subsequent steps 44

41. The basic theory of the coincidence or « (kappa) test.—a. In Appendix 2 of the pre-
ceding text® certain simple applications of the theory of probability were presented for the
student’s consideration, by way of pointing out to him the important role which certain phases
of that branch of mathematics play in cryptanalysis. Reference was there made to the subject
of coincidences and its significance in connection with the study of repetitions in cryptograms.
In this section the matter will be pursued a few steps further.

b. In the appendix referred to, it was shown that the probability of monographic coincidence
(1) in random text employing & 26-letter alphabet is .0385; (2) in English telegraphic plain text,
.0667. These two parameters were represented by the symbols «, and «,, respectively. The
important role which these values play in a certain cryptanalytic test will now be explained.

¢. One of the most important techniques in cryptanalytics is that known as applying the
coincidence or “kappa test.”” This test is useful for several cryptanalytic purposes and one of
the most important of them is to ascertain when two or more sequences of letters are correctly
superimposed. By the word “correct” in this case is merely meant that the sequences are so
arranged relative to one another as to facilitate or make possible & solution. The test has for
its theoretical basis the following circumstances:

(1) If any two rather lengthy sequences of characters are superimposed, it will be found,
on examining both members of the successive pairs of letters brought into vertical juxtaposition,
that in a certain number of cases the two superimposed letters will coincide.

(2) If both sequences of letters constitute random text (of a 26-letter alphabet), there will
be about 38 or 39 such cases of coincidence per thousand pairs examined. This, of course, is
because k,=.0385. o S

(3) If both sequences of letters constitute plain text, there will be about 66 or 67 such cases
of coincidence per thousand pairs examined. This is because «, is .0667.

(4) If the superimposed sequences are wholly monoalphabetic encipherments of plain
text by the same cipher alphabet, there will still be about 66 or 67 cases of coincidence in each
1,000 cases examined, because in monoalphabetic substitution there is a fixed or unvarying
relation between plain-text letters and cipher letters so that for statistical purposes monoalpha-
betic cipher text behaves just the same as if it were normal plain text.

(5) Even if the two superimposed sequences are not monoalphabetically enciphered texts,
but are polyalphabetic in character, there will still be about 66 or 67 cases of identity between
superimposed letters per thousand cases examined, provided the two sequences really belong to the
same cryplographic system and are superimposed at the proper point with respect to the keying
sequence. 'The reasons for this will be set forth in the succeeding subparagraphs.

! Military Cryptanalysis, Part II. It is recommended that the student refresh his memory by reviewing
that appendix.
(58)
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() Consider the two messages below. They have been enciphered polyalphabetically by
the same two primary components sliding against each other. The two messages use the same
keying sequence, beginning at the same initial point in that sequence. Consequently; the two
messages are identically enclphered letter for letter, and the only differences between them are
those occasmned by differences in plain text.

Alphabets ............ 16 21 18 5 8 4 17 19 21 M 2 6 3 6 1B 13 1 7 12 6
No. 11 Plain text.....c..... WHENINTHET COURGSETLUONGM.,.,
Cipher.....oeeccc..... EQ NBTFYRCIXXLQJNZOYA AW
Alphabets...___.___. 6 2 18 5 6 4 17 19 2 21 2 6 3 6 13 15°1 7 12 6
No. 2{ Plain text......_..__. THEGENERALABSOLUTELY...
Cipher...........__.. P Q NTUEBWDJLQHYZPVTMQI...

Note, now, that (a) in every case in which two supenmposed cipher letters are the same, the
plain-text letters are identical and (b) in every case in which two superimposed cipher letters
are different, the plain-text letters are different. .In such a system, even though the cipher
alphabet.changes from letter to letter, the number of cases of identity or coincidence in the two
members of a pair of superimposed cipher letters will still be about 66 or 67 per thousand cases’
examined, because the two members of each pair of superimposed letters are im the same cipher
alphabet and it has been seen in (4) that in monoalphabetic cipher text x is the same as for plain
text,?® viz, .0667. The two messages may here be said to be superimposed ‘‘correctly,” that is,
brought into proper juxtaposition with respect to the keying sequence.

(7) But now suppose the same two messages are superimposed “mcorrectly,” that is, they
are no longer in proper juxtaposition with respect to the keying sequenee. Thus: :

~ [Alphabets..__._... e om o1

5 6 4 17 19 . ;W 2 6 3 5 1B.13 1 7 1
No. 1{Plain text.......... WHENTINTHECOURSETLTU ONG.
Clpher__-,.----,_--- EQNBTIFYRCIXIXLQQJNZOYA.
Alphabets.__....... 16° 22 18 5 6 4 17 18 2 A 2 6 3 6 W B 1 7
No. 2{Plain text....._._.. THEGENERALABSU OLUTE
Cipher..._...______. PQNTUFBWDJLQHYZTPT

It is evident that the two members of every pair of superimposed letters are no longer in the
same cipher alphabet, and therefore, if two superimposed cipher letters are identical this is
merely an “accident,” for now there is no basic or general cause for the similarity, such as is
true in the case of a correct superimposition. The similarity, if present, is, as already stated,
due to chance and the number of such cases of similarity should be about the same as though
the two cipher letters were drawn at random from random text, in which «,=.0385, It is no
longer true that (a) in every case in which two superimposed cipher letters are the same, the
plain-text letters are identical, or (b) in every case in which two superimposed cipher letters are
different, the plain-text letters are different. Note, for example, that the superimposed T,’s repre-
sent two different plain-text letters and that the S, of the word COURSE in the first message gives
Jo while the S of the word ABSOLUTELY in the second message gives H,. Thus, it becomes clear
that in an incorrect superimposition two different plain-text letters enciphered by two different
alphabets may “by chance’” produce identical cipher letters, which on superimposition yield a.

'3 The fact that in this case each monoalphabet contains biit two letters does not affect the theotetical value

of x; and whether the actual number of coincidences agrees closely with the expect.ed number based upon x=
.0667 depends upon the lengths of the two superimposed sequences.
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coincidence having no external indications as to dissimilarity in plain-text equivalents. Hence,
if there are no other factors which enter into the matter and which might operate to distort
the results to be expected from the operation of the basic factor, the expected number of cases of
identical cipher letters brought together by an incorrect superimposition will be determined by
the value «,=.0385. ‘ o '

(8) But now note also that in the foregoing incorrect superimposition there are two Z,’s and
that they repregent the same plain-text letter-L. - This is occasioned by the fact that the plain-
text messages happened to have L’s in just those two places and that the cipher alphabet hap-
pened to be the same both times. Hence, it becomes clear that the same cipher alphabet brought
into play twice may ‘by chance’’ happen to encipher the same plain-text letter both times, thus
producing identical cipher letters. In some systems this source of identity in superimposed
cipher letters is of little importance, in other systems, it may materially affect the actual number
of coincidences. For instance, if a system is such that it produces a long secondary keying cycle
composed of repetitions of short primary keying cycles, an incorrect superimposition of two
cryptograms may bring into juxtaposition many of these short cycles, with the result that the
actual number of cases of identical superimposed cipher letters is much greater than the ex-
pected number based upon «,=.0385. Thus, this source for the production of identical cipher
letters in an incorrect superimposition operates to increase the number of cases to be expected
from the fundamental constant x.==.0385.

(9) In some systems, where nonrelated cipher alphabets are employed, it may happen
that two identical plain-text letters may be enciphered by two different cipher alphabets which,
“by chance,” have the same equivalent for the plain-text letter concerned. This is, however,
a function of the particular cryptographic system and can be taken into account when the
nature of the system is known. ‘

(10) In general, then, it may be said that in the case of a correct superimposition the
probability of identity or coincidence in superimposed cipher letters is .0667; in the case of an
incorrect superimposition, the probability is at least .0385 and may be somewhat greater, de-
pending upon special circumstances. The foregoing situation and facts make possible what
has been referred to as the “coincidence test.” Since this test uses the constant x, it is also
called the “kappa test.” ,

d. The way in which the coincidence test may be applied will now be explained. The
statement that «,=.0667 means that in 1,000 cases where two letters are drawn at random
from a large volume of plain text, there will be about 66 or 67 cases in which the two letters
coineide,; that is, are identical. Nothing is specified as to' What the two letters 'shall be; they
may be twe Z’s or they may be two E’s. This constant, .0667, really denotes a percentage:
If many comparisons of single letters are made, the letters being drawn at random from among
those constituting a large volume of plain text, 6.67 percent of these comparisons made will
yield coincidences. So, if 2,000 such comparisons are made, the theory indicates that there
should be about .0667<2,000=133 coincidences; if there is sufficient text to permit of making
20,000 comparisons, there should be about 1,334 coincidences, and so on. '

e. Another way of handling the matter is to find the ratio of the observed number of co-
incidences to the total number of cases in which the event in question might possibly occur, i. e.,
the total number of comparisons of superimposed letters. When this ratio is closer to .0667
than it is to .0385 the correct superimposition has been ascertained. This is true because in
the case of a correct superimposition both members of each pair of superimposed letters actually
belong to the same monoalphabet and therefore the probability of their coinciding is .0667;
whereas in the case of an incorrect superimposition the members of each pair of superimposed

| =%
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letters belong, as & general rule, to different monoalphabets ?, and therefore the pmbpbjﬁty‘
their coinciding is nearer ,0385 than .0667. :

f. From the fqregomg, it becomes clear that the kappa test involves a.scertumng the total
number of comparisons that can be made in a given case, as well as ascertaining the actual number
of coincidences in the case under consideration. When only two messages are superimposed,
this is easy: The total number of comparisons that can be made is the same as the number of
superimposed pairs of letters. But when more than two messages are superimposed in a super-
impasition diagram it is necessary to make a simple calculation, based upon the fact that n

letters yield —(—n——lApau‘s or compa.nsons, where n is the number of letters in the column.* For

example, in the case of a colunm of 3 letters, there are %— 3 comparisons. This can be

checked by neting that the 1st letter in the column may be compared with the 2d, the 2d with
the 3d, and the 1st with the 3d, making 3 comparisons in all. The number of comparisons per
column times the number of columns in the superimposition diagram of letters gives the total
pumber of eomparisons. The extension of this reasoning to the case where a superimposition
diagram has columns of various lengths is quite obvious: one merely adds together the niftber of
comparisons for columns of différent lengths to obtain a grand total. For convenience, the
following brief table is given:

e | et | O | o | R S
2 1 1 55 21 210
3 3 12 66 22 231
4 6 13 78 23 233
5 10 14 91 24 276
6 15 15 105 25 300
7 21 16 120 26 325
8 28 17 136 27 351
9 36 18 153 28 378
10 45 19 171 29 406

20 190 30 435

g. In a.scerta.mmg the number of coincidences in the case of a column containing several

(n 1)

letters, it is again necessary to use the formula , only in this case n is the number ot

identical letters in the column. The reasoning, of course, is the same as before. The total

3 The qualifying phrase ‘““as a general rule” is intended to cover any distortion in results accasioned by the
presence of an unusual number of those cases of coincidence described under subpar. ¢ (8) and (9).

4 This has already been encountered (footnote 8, Appendix 2, Military Cryptanalysis, Part II). Ttismerelya
special case under the general formula for ascertaining the number of combinations that may be made of n
C, nl

different things taken r at a time, which is A

In studying coincidences by the method indicated,

since only two letters are eompared ata time, r is always 2; hence the expression ﬁ(":‘i“ﬁ’ which iz the same as
n(n—1)(n—2)! n(n—1)

—9)!
3m—9) +» becomes by cancellation of (n—2)!, reduced to ——— —5

188922—39——&
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number of coincidences is the sum of the number of coincidences for each case of identity. For
example, in the column shown at the side, containing 10 letters, there are 3 B’s, 2 C’s, 4 K’s, and
1 Z. 'The 3 B’s yield 3 coincidences, the 2 C’s yield 1 coincidence, and the 4 K’s yield 6
coincidences. The sum of 3-+-1+46 makes a total of 10 coincidences in 45 comparisons.

42, General procedure to be followed in making the « test.—a. The steps in applying
the foregoing principles to an actual case will now be described. Suppose several messages
enciphered by the same keying sequence but each beginning at a different point in that
sequence are to be solved. The indicated method of solution is that of superimposition,
the problem being to determine just where the respective messages are to be superimposed
80 that the cipher text within the respective columns formed by the superimposed messages
will be monoalphabetic. From what has been indicated above, it will be understood that
the various messages may be shifted relative to one another to many different points of
superimposition, there being but one correct superimposition for each message with respect
to all the others. First, all the messages are numbered according to their lengths, the long-
est being assigned the number 1. Commencing with messages 1 and 2, and keeping number 1 in
a fixed position, message 2 is placed under it so that the initial letters of the two messages coincide.
Then the two letters forming the successive pairs of superimposed letters are examined and the
total number of cases in which the superimposed letters are identical is noted, this giving the
observed number of coincidences. Next, the total number of superimposed pairs is ascertained,
and the latter is multiplied by .0667 to find the expected number of coincidences. If the observed
number of coincidences is considerably below the expected number, or if the ratio of the observed
number of coincidences to the total number of comparisons is nearer .0385 than .0667, the
superimposition is incorrect and message 2 is shifted to the next superimposition, that is, so
that its first letter is under the second of message 1. Again the observed number of coincidences
is ascertained and is compared with the expected number. Thus, by shifting message 2 one
space at & time (to the right or left relative to message 1) the coincidence test finally should
indicate the proper relative positions of the two messages. When the correct point of super-
imposition is reached the cryptanalyst is rarely left in doubt, for the results are sometimes quite
startling. After messages 1 and 2 have been properly superimposed, message 3 is tested first
against messages 1 and 2 separately, and then against the same two messages combined at their
correct superimposition.® Thus message 3 is shifted a step each time until its correct position
with respect to messages 1 and 2 has been found. Then message 4 is taken and its proper point
of superimposition with respect to messages 1, 2, and 3 is ascertained. The process is continued
in this manner until the correct points of superimposition for all the messages have been found.
It is obvious that as messages are added to the superimposition diagram, the determination of
correct points of superimposition for subsequent messages becomes progressively more certain
and therefore easier. .

b. In the foregoing procedure it is noted that there is necessity for repeated displacement
of one message against another or other messages. Therefore, it is advisable to transcribe the
messages on long strips of cross-section paper, joining sections accurately if several such strips
are necessary to accommodate & long message. Thus, & message once so transcribed can be
shifted to various points of superimposition relative to another such message, without repeatedly
Tewriting the messages. ‘

¢. Machinery for automatically comparing letters in applying the coincidence test has been
devised. Such machines greatly facilitate and speed up the procedure.

5 At first thought the student might wonder why it is advisable or necessary to test message 3 against message

1 and message 2 separately before testing it against the combination of messages 1 and 2. The first two tests,
it seems to him, might be omitted and time saved thereby. The matter will be explained in par. 43f (3).
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43. Example of application of the « test.—a. With the foregoing in mind, a practical example
will now be given. The following messages, assumed to be the first 4 of a series of 30 messages,
supposedly enciphered by a long keying sequence, but each message commencing at a different
point in that sequence, are to be arranged so as to bring them into correct superimposition:

MgssaGe 1
PGLPN HUFRK SAUQQ AQYUO ZAKGA E;OQCN
PRKOYV HYEIU YNBON NFDMW ZLUKAQ AQAHZ
MGCDS LEAGC JPIVJ WVAUD BAHMI HKORM
‘LTFYZ LGSO0G K

MEessaGE 2 /
CWHPK KXFLU MKURY XCOPH WNJUW KWIHL
OKZTL AWRDF GDDEZ DLBOT FUZNA ‘SRHHJ
NGUZKXK PRCDK YOOBV DDXCD OGRGI RMICN
HSGGO PYAOY X <«

- - MEssaGge 3 ..

WFWTD NHTGM RAAZG PJDSAQ AUPFR 0XJRO
HRZWC ZSRTE EEVPX OATDAQ LDOQZ HAWNX
THDXL HYIGK VYZWX BKOQO AZQND TNALT
CNYEH TSCT '

Mzssage 4
TULDH NQEZ2Z UTYGD UEDUP SDLIO LNNBO'
NYLQQ vVQGCD UTUBAQ XS0SK NOXUYV KCYJX
CNJKS ANGUI FTOWO MSNBQ DBAIV IKNWG -
VSHIE P '
b. Superimposing ® messages 1 and 2, beginning with their 1st letters,

' 3 10 15 20 25 30 35 |
No.1...___ PGLPNHUFRKSAUQQAQYUOZAKGAEOQCNPRKOV “
No. 2. CWHPKKXFLUMKURYXCOPHWNJUWKWIHLOKZTL |

© ¢ %0 55 0 6 n
No.1._____ HYEIUYNBONNFDMWZLUKQAQAHZMGCDSLEAGC |
No. 2. AWRDFGDDEZDLBOTFUZNASRHHJNGUZKPRCDK
75 80 85 %0 9 100
No. 1 _ . JPIVJWVAUDBAHMIHKORMLTFYZLGSOQOGK
No.2.___.__ YOOBVDDXCDOGRGIRMICNHSGGOPYAOQOYX

the number of coincidences is found to be 8. Since the total number of comparisons is 101, the
expected number, if the superimposition were correct, should be 101X.0667=6.7367, or about

7 coincidences.

The fact that the observed number of coincidences matches and is even greater

than the expected number on the very first trial creates an element of suspicion: such good
fortune is rarely the lot of the practical cryptanalyst.
even if the results are favorable, for this close agreement between theoretical and actual numbers

It is very unwise to stop at the first trial,

8 The student will have to imagine the messages written out as continuous sequences on cross-section paper.
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of coincidences might just be ‘“‘one of those accidents.” Therefore message 2 is shifted one
space to the right, placing its 1st letter beneath the 2d letter of message 1. Again the number
of coincidences is noted and this time it is found to be only 4. The total number of comparisons
is now 100; the expected number is still about 7. Here the observed number of coincidences is
considerably less than the expected number, and when the relatively small number of com-
parisons is borne in mind, the discrepancy between the theoretical and actual results is all the
more striking. The hasty cryptanalyst might therefore jump to the conclusion that the 1st
superimposition is actually the correct one. But only two trials have been made thus far and
2 few more are still advisable, for in this scheme of superimposing a series of messages it is
absolutely essential that the very first superimpositions rest upon a perfectly sound foundation—
otherwise subsequent work will be very difficult, if not entirely fruitless. Additional trials will
therefore be made.

¢. Message 2 is shifted one more space to the right and the number of coincidences is now
found to be only 3. Once again message 2 is shifted, to the position shown below, and the
observed number of coincidences jumps suddenly to 9.

5 10 15 20 25' 30 35
No. 1. PGLPNHUFRKSAUQQAQYUOZAKGAEOQCNPREKOV
No. 2eeeeee CWHPKKXFLUMKURYXCOPHWNJUWKWIHLOK
40 45 50 55 060 85 70
No.1.... HYEIUYNBONNFDMWZLUKQAQAHZMGCDSLEAGOC
No. 2. ZTLAWRDFGDDEZDLBOTFUZNASRHHJNGUZKPR
% 80 85 20 95 100
No. 1. JPIVJWVAUDBAHMIHKORMLTFYZLGSOGEK
No. 2. CDKYOOBVDDXCDOGRGIRMICNHSGGOPYAOYZX

The total number of comparisons is now 98, so that the expected number of coincidences is 98X
.0667=6.5366, or still about 7. The 2d and 3d superimpositions are definitely incorrect; as to
the 1st and 4th, the latter gives almost 30 percent more coincidences than the former. Again
considering the relatively small number of comparisons, this 30 percent difference in favor of
the 4th superimposition as against the 1st is important. Further detailed explanation is unneces-
sary, and the student may now be told that it happens that the 4th superimposition is really
correct; if the messages were longer, all doubt would be dispelled. The relatively large number
of coincidences found at the 1st superimposition is purely accidental in this case.

" d. The phenomenon noted above, wherein the observed number of coincidences shows a
sudden increase in moving from an incorrect to a correct superimposition is not at all unusual,
nor should it be unexpected, because there is only one correct superimposition, while all other
superimpositions are entirely incorrect. In other words, a superimposition is either 100 percent
correct or 100 percent wrong—and there are no gradations between these two extremes.
Theoretically, therefore, the difference between the correct superimposition and any one of the
many incorrect superimpositions should be very marked, since it follows from what has been
noted above, that one cannot expect that the discrepancy between the actual and the theoretical
number of coincidences should get smaller and smaller as one approaches closer and closer to
the correct superimposition.” For if letters belonging to the same cipher alphabet are regarded

* The importance of this remark will be appreciated when the student comes to study longer examples, in
which statistical expectations have a better opportunity to materialize.
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as beitig mémbers of the satne family, so to speak; theh the two letters forhiiing the successive
pairs of letters brouglit ints superimposition by an incorrect placement of one ‘message ralative
to another are total strangers to each other, brought togéther by pure chanes. This hap]iens’
time and again, as one message is slid against the other-—until the correct superimposition is
reached, whereupon in every case the two superimposed letters belong to the same family. There
may be many. different families. (clpher alphabets) but the fact that in every case two members
of the same family are present causes the marked jump in number of coincidences.

e. In shifting one message against another, the cryptanalyst may move to the right con-
stantly, or he may move to the left constantly, or he may move alternately to the left and right
from a selected initial point. Perhaps the latter is the best plan.

J. (1) Having properly supérimposed messages 1 and 2, message 3 is next to be studied.
Now it is of course possible to test the latter medsage against the combination of the former,
without further ado. That is, ascertaining merely the total number of coincidences given by the
superimposition of the 3 messages mght be thought sufficient. But for reasons which will
soon become apparent it is bettér even though much more work is involved, first to test message
3 against message 1 alone and against message 2 alone. This will really not involve much addi-
tional work after all, since the two tests can be conducted simultaneously, because the proper
superimposition of messages 1 and 2-is already known:- If the tests against messages 1 and 2
separately at a given superimposition give good results, then message 3 can be tested, at that
superimposition, against messages 1 and 2 combined. That is, all 3 messages are tested as a
single set. Since, according to the scheme outlined, a set of three closely related tests is involved,
one might as well systematize the work so &s to'save time and effort, if possible. With this in
view a diagram such as that shown in Fighire 11a i$ made and in it the coincidences are recorded
in the appropriate cells, to show separately the ccﬁ}:idences between messages 1 and 2, 1 and 3,
2 and 3, for each superimposition tested. The number of tallies in the cell 1-2 is the same at
the beginning of all the tests; it has already been found to be 9. Therefore, 9 tallies are inserted
in cell 1-2 to begin with. A column which shows identical letters in messages 1 and 3 yields a
single tally for cell 1-3; a column which showg identical letters in messages 2 and 3 yields a single
tally for cell 2-3. Only when a superimposition yields 3 identical letters in a column, is a tally
to be recorded simultaneously in cells 1-3 and 2-3, since the presence of 3 identical letters in the
column yields 3 coincidences; : .
1 2 3

Iy

2| x| x 1w

3]l x| x| x

F1GURE 1la.

.




1 2 8 4 5 6 7 8

) I PGLPNHUF

2 CWHPK

E WFWTDNHT

28 20 30 31 32 33 34 35

1o QCNPRKOV

p S WKWIHLOK

. S JROHRZWC

55 B6 57 58 50 60 61 62

/ J A S— QAQAHZMG
I A S UZNASRHH
BV S— ZHAWNXTH
ri" 82 83 84 85 86 87 83 89

' ) D AHMIHKOR

2 e CDOGRGIR

E JO—— ZQNDTNAL

(2) Let message 3 be placed beneath messages 1 and 2 combined, so that the 1st letter of
message 3 falls under the 1st letter of message 1.

80 that they cannot easily be disturbed.) Thus:

The successive columns are now examined and the coincidences are recorded, remembering that
only coincidences between messages 1 and 3, and between messages 2 and 3 are now to be tabu-
lated in the diagram. The results for this first test are shown in Figure 11b. This superim-
position yields but 3 coincidences between messages 1' and 3, and the same number between
messages 2 gnd 3. The total numbers of comparisons are then noted and the following table

is drawn up:

66

(It is advisable to fasten the latter in place

9 10 11 12 13 14 15 16 17 18 19 20 21
RKSAUQQAQYUOZ
KXFLUMKURYXCO
GMR_A_AZGPJDSQA
36 37 38 30 40 41 42 43 44 45 48 47 48
HYEIUYNBONNFD
ZTLAWRDFGDDEZ
ZSRTEEEVPXOAT
63 64 65 66 67 68 60 70 7L T2 73 4 5
CDSLEAGCJPIVJ
JNGUZKPRCDKYO
DXLHYI_(EKVYZWX
90 91 92 93 94 95 96 97 98 00 100 101 102
MLTFYZLGSOGK
MICNHSGGOPYAO
TCNYEHTSCT

1 2 3
Ty x)mlm
21 x| x| wm
31 X X X

FiGurr 110,

222324255627
AKGAEO
PHWNJU
UPFROX
49 50 51 52 53 54
MWZLUK
DLVOTF
DQLDOQ
76 71 78 79 8 81
WVAUDB
OBVDDX
BKOQOA
103 104

Y X

Number of coincidences .
Combination g%&;’;r&‘gﬁg D;iﬁp-
Expected Observed
Percent
Messages 1 and 3._______.____ 99 | About 7 3 -—57
Messages 2and 8._..__________ 96 | About 6 - 3 —50
Messages 1, 2, and 3.________ 2? About 49- 15 | —21
2
/ i
%
) o

N
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(3) The reason for the separate tabulation of coincidences between messages 1. and. .3,

2 and 3, and 1, 2, and 3 should now be apparent. Whereas the observed number of coincidences.

is 57 percent below the expected number of coincidences in the case of messages 1 and 3 alone,
and 50 percent below in the case of messages 2 and 3 alone, the discrepancy between the expected
and observed numbers is not quite so marked (—21 percent) when all three messages are con-
sidered together, because the relatively high number of comncidences between messages 1 and 2,
which are correctly superimposed, serves to counterbalance the low numbers of coincidences

between 1 and 3, and 2 and 3. Thus, a correct superimposition for one of the three combinations.

may yield such good resulls as to mask the bad results for the other two combinations.
(4) Message 3 is then shifted one space to the right, and the same procedure is followed as
before. The results are shown below:

10 15 2 .2 30 38
No.1.__... PGLPNEUFRKSAQQQAQXUOZA_KGAE_QQCNPRK_QV
No.2.__.__.. CWHPKKXFLUMKURYXCOPHWNJUWKWIHLOK
No. 8. WFWTDNHTGMRAAZGPJDSQAUPFRQXJROHRZW
4 50 55 60 o6, 70
No.1..____. HYEIUYNBONNFQM_WZLJ!KQAQAHZMGCQSLEA,GC‘
No2-_-----ZTLAWRDFGDDEZDLBOTFUZN-AS“R'HHJNGU'ZK,P'R
No.3....__. CZSRTEEEVPXOATDQLDOQZHAWNXTHDIXLHYIG
18 8 85 90 95 101
No.1.._____ JPIVJWVAUQB_A_..HMIHKOI_QMLTF_Y_ZL_G__S__OGK
No.2.._____ CDKYOOBVDRPXCDOGRGIRMICNHSGGOPYAOYX
No.3....__. KVYZWXBKOQOAZQNDTNALTCNYEHTSCT
1 2 3 Number of coineid ,
Combination Togaelrlggm- it Dlh:g;p
11 % % % comparisons Expected Observed .
2] % X }71 Percent
Messages 1and 3_________.| 99 About 7 10 +43
3l x| x| x Messages 2and 3. 97 About 6 6 0
' Messages 1, 2, and 3..__.. 233’ About 20 25 | +25
FicURE lle.

Y
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Note how well the observed and expected numbers of coincidences dgree in all three combina-
tions. Indeed, the results of this test are so good that the cryptanalyst might well hesitate to
make any more tests.

(5) Having ascertained the relative positions of 3 messages, the fourth message is now
studied. Here are the results tor the correct superimposition.

5 10 15 20 25 30 35
No. 1oeoo PGLPNHUFRKSAUQQAQYUOZAKGAEOQCNPREKOYV
No. 2. CWHPKKXFLUMKURYXCOPHWNJUWKWIHLORK
NO. 8o WFWTDNHTGMRAAZGPJDSQAUPFROXJROHRZUW
No.4...___. TUL]_)HNQEZZQTYQDUEDU_PSDLIQ_LN_N_BONYL
40 45 50 55 60 65 70
No. 1._.__. HYEIUYNBONNFDMWZLUKQAQAHZMGQ_QSLEAGC
No.2...._.. ZTLAWRDFGDDEZDLBOTFUZNASRHHJNGUZKPR
No. 3o CZSRTEEEVPXOATDQLDOQZHAWNXTHDXLHYIG
No. 4....... QQVQGCDUTUBQXSOSKNOXUVKCYJXCNJKSANG
75 80 85 90 . 95 101
No.1 _.__._. JPIVJWVAUDBAHMIHKORMLTFYZLGSOGK
No. 2....... CDKYOOBVDDXCDOGRGIRMICNHSGGOPYAOYX
No. 3o KVYZWXBKOQOAZQNDTNALTCNYEHTSCT
No. 4. ____. UIFTQEOMSN_B_Q_QBAIVIKNWGVSHIEP
1 2 3 4 Total num- Number of coincidences .
1| x woln | Combination con:ll)g;r (;;0 o D;SIS(‘;;D'
2 Ha VYN Expected Observed
21x|x ”/N”/” Percent
Messages 1and 4.__________. 96 About 6 7 +16
XXX Messages 2 and 4....._._.._. 95 | About 6 7 +16
Messages 3 and 4........_._. 96 About 6 5 —16
4 xjx|x|x Mossages 1, 2, 3, and 4. 581 | About 39 | +10
FIGURE 11d . ;' L

The results for an incorrect supenmposxtlon (1st letter of message 4 under 4th Ietter of message 1)
are also shown for comparison: :

- ”l; : ;’4 3
/
/
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: 5 0 R 0 26 -3 3
No. 1....... PGLPN.,_I'IUFRKSA_U_QQAQ}_QOZA.KGA'EQ_QCNPRK_O_V
No.2 ... CWEPKKXFL_U_MKUR_‘{_XCO‘FHWNJUWKWI_!iLOK
No. 3....... WFWTDN_HTGMR;AAZGPJDSQ,A‘UPFR_Q_XvJRO_I-_!_R-ZW
No.4...._.. TULDHNQEZZUTYGDUEDUPSDLIOLNNBONY
40 45 50 55 0 65 70
No. 1....... HYEIUYNBONNFDMWZLUKQAQAHZMGCDSLEAGC
No.2....._. ZTLAWRDFGDDEZDLBOTFU-._Z_NﬁSRHHJNGUZKPR
No.3.______ CZSRTEEEVPXOATDQEDOQ_&HAWNXTHQ_X_L.._HYIG
No.4....__. LQQVQGCDUTUBQXSOSKNOXUVKCYJXCNJKSAN
75 80 85 20 95 ) 101
No. 1 ______ JPIVJWVAUDBAHMIHKORMLTFYZLGSO0GK
No.2....... CDKYOQ&VDBXCDOGRGIMIQ_I;I_H§GGOEYAOYX
No.3....... KVYZWXBKOQOAZQNDTNALTCNYEHTSCT
No.4 . GUIFTOWOMSNEQDBAIVIKNWGVSHIEP
1 2 3 4 ‘ ‘ Total num- Number of mincidenc;as Discrep-
1| x | % iy v Combination eonry?;r(igons ancy
Il Expected Observed |
2 xx ”/u Wy ) ) ' Percent
» / Messages 1 and 4. 96 About 6 3 —50
JpxxIx Messages 2 and 4. 96 | About 6 3 —50
i ‘ Messages 3and 4._______._.. - 96 About 6 A —83
4| X x| x|x Messages 1, 2, 3 and 4..... 582 | About 39 33 | —18
FIauRe 11¢ ; .

(6) Itis believed that the procedure has been explained with sufficient detail to make further
examples unnecessary. The student should bear in mind always that as he adds messages to
the superimposition diagram it 18 necessary that he recalculate the number of comparisons so
that the correet expected or theoretical number of coincidences will be before him to compare
with the observed number. In adding messages he should see that the résults of the separate

tests are consistent, as well as these for the combined tests, otherwise he may be led astray at.

times by the overbalancing effect of the large number of coincidences for the already ascertained,
correct superimpositions,

44. Subsequent steps.—a. In paragraph 43a four messages were given of a series supposedly
enciphered by a long keying sequence, and the succeeding paragraphs were devoted to an ex-
planation of the preparatory steps in the solution. The messages have now been properly
superimposed, so that the text has been reduced to.monoalphabetic columnar form, and the
matter is now to be pursued to its ultimate stages.

.,\’\\)\
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b. The four messages employed in the demonstration of the principles of the x test have
served their purpose. The information that they are messages enciphered by an intelligible
running key, by reversed standard cipher alphabets, was withheld from the student, for peda-
gogical reasons. Waere the key a random sequence of letters instead of intelligible text, the
explanation of the coincidence test would have been unchanged in the slightest particular, so
far as concerns the mechanics of the text itself. Were the cipher alphabets unknown, mixed
alphabets, the explanation of the x test would also have been unchanged in the slightest par-
ticular. But, as stated before, the four messages actually represent encipherments by means of
an intelligible running key, by reversed standard alphabets; they will now be used to illustrate
the solution of cases of this sort.

¢. Assuming now that the cryptanalyst is fully aware that the enemy is using the running-
key system with reversed standard alphabets (obsolete U. S. Army cipher disk), the method of
solution outlined in paragraph 38 will be illustrated, employing the first of the four messages
referred to above, that beginning PGLPN HUFRK SAUQQ. The word DIVISION will be taken as
a probable word and tested against the key, beginning with the very first letter of the message.
Thus:

Cipher text PGLPNHUFRKSAUQQ
Assumed plain text.......____. DIVISION. ..
Resultant key text. ___......_._. SOGXF . . . . v v v v oo
The resultant key text is unintelligible and the word DIVISION is shifted one letter to the right.
Cipher text PGLPNHUFRKSAUQQ.
Asgsumed plain text.__.____.___.. .DIVISION. .. ...
Resultant key text ... .JTK

Again the resultant key text is unintelligible and the hypothetlca.l word DIVISION is shifted
once more. Continuation of this process to the end of the message proves that the word is not
present. Another probable word is assumed: REGIMENT. When the point shown below is
reached, note the results:

Cipher text. PGLPNHUFRKSAUQQ. .
Assumed plain text ._._.__...... . +. .REGIMENT. . ...
Resultant key text.....c.ooe.__. «.+«. .ELANDOFT

It certainly looks as though intelligible text were being obtained as key text. The words

LAND OF T . . . suggest that THE be tried. ‘The key letters HE give NO, making' the plain text

read ... .REGIMENT NO... . The four spaces preceding REGIMENT suggest such words
as HAVE, SEND, MOVE, THIS, etc. A clue may be found by assuming that the E before LAND
in the key is part of the word THE. Testing it on the cipher text gives IS for the plain text,
which certainly indicates that the message begins with the word THIS. The latter yields IN
for the first two key letters. And so on, the process of checking one text against the other con-
tinuing until the entire message and the key text have been reconstructed.

d. Thus far the demonstration has employed but one of the four messages available for
solution. When the reconstruction process is applied to all four simultaneously it naturally
goes much faster, with reduced necessity for assuming words after an initial entering wedge has

iR

i
i
fos
i
bos
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been driven into one message. For example, note what happens in this case just as soon as the
word REGIMENT is tried in the proper place:

Key text E|L]a|N|D|O|F|T|.|.].]. . .
NolClphertext __________________ P|Gi{L{PIN|H{U|F|R|{K[S|A{U|Q(Q].
Plain text ..o .|.1.]-[RIE|G|I|M|E|N]|T|. . .
No. 2 Cipher text. ......._....._. .1.].|C|WH|PIKIKIX|FILIUMIK
Plain text : .1.1.1.]I|E/LID|T|R|AII]|. .
Nogclphertext .................. W|F|W[T|D(N|H|T|G|M|R|AIA{Z]|. .
Plain text ... (LI IINIGIK|I|T(C]. .
N04C‘1phertext __________________ TIU|L{D|H|N|Q|E|Z|Z|U|T|Y
* 7 | Plain text , .|-IT|I|T|A|IN[K|G|U]|.

It is obvious that No. 2 begins with FIELD TRAIN; No. 3, with ROLLING KITCHEN; No. 4
with ANTITANK GUN. These words yield addmona,l key letters, the latter suggest additional
plain text, and thus the process goes on until the solution is completed.

e. But now suppose that the key text that has been actually employed in encipherment is |
not intelligible text. The process is still somewhat the same, only in this case one must have at ]
least two messages in the same key. For instead of checking a hypothetical word (assumed to !
be present in one message) against the key, the same kind of a check 18 made against the other |
message or messages. Assume, for instance, that in the case just described the key text, instead [ .

of being intelligible text, were a series of letters produced by applying a rather complex transpo- |
2 sition to an originally intelligible key text. Then if the word REGIMENT were assumed to be j
3 present in the proper place in message No. 1 the resultant key letters would yield an unintelligible

sequence. But these key letters when applied to message No. 2 would nevertheless yield

IELDTRAI; when applied to message No. 3, LINGKITC, and so on. In short, the text of one mes-

sage 18 checked against the teat of another message or messages; if the originally assumed word is

correct, then plain text will be found in the other messages.?

¥
3
[ ]
4

8 Perhaps this is as good a place a8 any to make some observations which are of general interest in connection
with the running-key principle, and which have no doubt been the subject of speculation on the part of some
students. Suppose a basic, unintelligible, random sequence of keying characters which is not derived from the
interaction of two or more shorter keys and which never repeats is employed but once as a key for encipherment.
Can a cryptogram enciphered in such a system be solved?, The answer to this question must unqualifiedly be
this: even if the cipher alphabets are known sequences, cryptanalytic science is certainly powerless to attack
E such a eryptogram. Furthermore, 80 far as can now be discerned, no method of attack is likely ever to be devised.
Short of methods based upon the alleged phenomena of telepathy—the very objective existence of which is
denied by most “‘sane’ investigators today—it is impossible for the present author to conceive of any way of
x attacking such a cryptogram.

- This is & case (and perhaps the only case) in which the impossibility of oryptanalysis is mathematically

4 demonstrable. Two things are involved in a complete solution in mathematics: not only must a satisfactory
| (logical) answer to the problem be offered, but also it must be demonstrated that the answer offered is unique,
that is, the only possible one. (The mistake is often made that the latter phase of what constitutes a valid
solution is overlooked—and this is the basic error which numerous alleged Bacon-Shakespeare “eryptographers’’
commit.) To attempt to solve a eryptogram enciphered in the manner indicated is analogous o an attempt to
find a unique solution for a single equation containing two unknowns, with absolutely no data available for
solution other than those given by that equation itself. It is obvious that no unique solution is possible in such
a case, gince any one quantily whatsoever may be chosen for one of the unknowns and the other will follow as a
sonsequence. Therefore an infinite number of different answers, all equally valid, is possible. In the case of a

H
3
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f. All the foregoing work is, of course, based upon a knowledge of the cipher alphabets
employed in the encipherment. What if the latter are unknown sequences? It may be stated
at once that not much could be done with but four messages, even after they had been super-
imposed correctly, for the most that one would have in the way of data for the solution of the
individual columns of text would be four letters per alphabet—which is not nearly enough.
Data for solution by indirect symmetry by the detection of isomorphs cannot be expected, for
no isomorphs are produced in this system. Solution can be reached only if there is sufficient
text to permit of the analysis of the columns of the superimposition diagram. When there is
this amount of text there are also repetitions which afford bases for the assumption of probable
words. Only then, and after the values of a few cipher letters have been established can indirect
symmetry be applied to facilitate the reconstruction of the primary components—if used.

g. Even when the volume of text is great enough so that each column contains say 15 to 20
letters, the problem is still not an easy one. But frequency distributions with 15 to 20 letters
can usually be studied statistically, so that if two distributions present similar characteristics,
the latter may be used as a basis for combining distributions which pertain to the same cipher
alphabet. The next section will be devoted to a detailed treatment of the implications of the
last statement.

cryptogram enciphered in the manner indicated, there is the equivalent of an equation with two unknowns;
the key is one of the unknowns, the plain text is the other. One may conjure up an infinite number of different
plain texts and offer any one of them as a “solution.” One may even perform the perfectly meaningless labor
of reconstructing the “key’’ for this selected “‘solution’’; but since there is no way of proving from the eryptogram
itself, or from the reconstructed key (which is unintelligible) whether the ‘“solution” so selected is the actual
plain text, all of the infinite number of “solutions” are equally valid. Now since it is inherent in the very idea
of cryptography as a practical art that there must and can be only one actual solution (or plain text), and since
none of this infinite number of different solutions can be proved to be the one and only correct solution, therefore,
our common sense rejects them one and all, and it may be said that a cryptogram enciphered in the manner
indicated is absolutely impossible to solve.

It is perhaps unnecessary to point out that the foregoing statement is no longer true when the running key
constitutes intelligible text, or if it is used to encipher more than one message, or if it is the secondary resultant of
the interaction of two or more short primary keys which go through cycles themselves. For in these cases there
is additional information available for the delimitation of ope of the pair of unknowns, and hence a unique solu-
tion becomes possible.

Now although the running-key system deseribed in the first paragraph represents the ultimate goal of
cryptographic security and is the ideal toward which cryptographie experts have striven for a long time, there is
a wide abyss to be bridged between the recognition of a theoretically perfect system and its establishment as a
practical means of secret intercommunication. - For the mere mechanienl details- invelved -in- $he - produetion,
reproduction, and distribution of such keys present difficulties which are so formidable as to destroy the effective~
ness of the method as a system of secret intercommunieation suitable for groups of correspondents engaged in a
voluminous exchange of messages.
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Applying the x test in matching distributions 48

45, Preliminary remarks.—a. The real purpose of making the coincidence test in cases such
as that studied in the preceding section is to permit the cryptanalyst to arrange his data so as to
circumvent the obstacle which the enemy, by adopting a complicated polyalphabetic scheme of
encipherment, places in the way of solution. The essence of the matter is that by dealing indi-
vidually with the respective columns of the superimposition diagram the cryptanalyst has
arranged the polyalphabetic text so that it can be handled as though it were monoalphabetic.
Usually, the solution of the latter is a relatively easy matter, especially if there is sufficient text
in the columns, or if the letters within certain columns can be combined into single frequency
distributions, or if some eryptographic relationship can be established between the columns.

b. It is obvious that merely ascertaining the correct relative positions of the separate mes-
sages of a series of messages in a superimposition diagram is only a means to an end, and not an
end in itself. The purpose is, as already stated, to reduce the complex, heterogeneous, poly-
alphabetic text to simple, homogeneous, monoalphabetic text. But the latter can be solved only
when there are sufficient data for the purpose—and that depends often upon the type of cipher
alphabets involved. The latter may be the secondary alphabets resulting from the sliding of the
normal sequence against its reverse, or a mixed component against the normal, and so on.- The
student has enough information concerning the various cryptanalytic procedures which may be
applied, depending upon. the circumstances, in reconstructing different types of primary com-
ponents and no more need be said on this score at this point. )

¢. The student should, however, realize one point which has thus far not been brought
specifically to his attention. Although the superimposition diagram referred to in the preceding
subparagraph may be composed of many columns, there is often only a relatively small number
of different cipher alphabets involved. For example, in the case of two primary components of
26 letters each there is a maximum of 26 secondary cipher alphabets. Consequently, it follows
that in such a case if a superimposition diagram is composed of say 100 columns, certain of those
columns must represent similar secondary alphabets. There may, and probably will be, no
regularity of recurrence of these repeated secondaries, for they are used in a manner directly
governed by the letters composing the words of the key text or the elements composing the
keying sequence.

d. But the latter statement offers an excellent clue. It is clear that the number of times a
given secondary alphabet is employed in such a superimposition diagram depends upon the com-

1 The x test, presented in this section, as well as the & test, presented in Section XIV, were first described
in an important paper, Statistical Methodsin Cryplanalysis, 1935, by Solomon Kullback, Ph. D., Associate Crypt-
analyst, Signal Intelligence Service. I take pleasure in acknowledging my indebtedness to Dr.: Kullback’s
paper for the basic material used in my own exposition of these tests, as well as for his helpful eriticismas thereof
while in manuscript.

(73)

|
|
f
i
|
|
1
|
\




(L

position of the key text. Since in the case of a running-key system using a book as a key the
key text constitutes intelligible text, it follows that the various secondary alphabets will be em-
ployed with frequencies which are directly related to the respective frequencies of occurrence of letters
in normal plain text. Thus, the alphabet corresponding to key letter E should be the most
frequently used ; the alphabet corresponding to key letter T should be next in frequency, and so on.
From this it follows that instead of being confronted with a problem involving as many different
secondary cipher alphabets as there are columns in the superimposition diagram, the erypt-
analyst will usually have not over 26 such alphabets to deal with; and allowing for the extremely
improbable repetitive use of alphabets corresponding to key letters J, K, Q, X, and Z, it is likely
that the cryptanalyst will have to handle only about 19 or 20 secondary alphabets.

e. Moreover, since the E secondary alphabet will be used most frequently and so on, it is

possible for the cryptanalyst to study the various distributions for the columns of the super-

imposition diagram with a view to assembling those distributions which belong to the same cipher
alphabet, thus making the actual determination of values much easier in the combined distri-
butions than would otherwise be the case.

f- However, if the keying sequence does not itself constitute intelligible text, even if it is
s random sequence, the case is by no means hopeless of solution—provided there is sufficient
text within columns so that the columnar frequency distributions may afford indications enabling
the cryptanalyst to amalgamate a large number of small distributions into a smaller number of
larger distributions.

g. In this process of assembling or combining individual frequency distributions which be-
long to the same cipher alphabet, recourse may be had to a procedure merely alluded to in con-
nection with previous problems, and designated as that of “matching’’ distributions. The next
few paragraphs will deal with this important subject. '

46. The nature of the ‘‘Cross-product sum’’ or ‘‘x (Chi) test’’ in cryptanalysis.—a. The

.student has already been confronted with cases in which it was necessary or desirable to reduce

a large number of frequency distributions to a smaller number by identifying and amalgamating
distributions which belong to the same cipher alphabet. Thus, for example, in a case in which
there are, say, 15 distributions but only, say, 5 separate cipher alphabets, the difficulty in solving
a message can be reduced to a considerable degree provided that of the 15 distributions those
which belong together can be identified and allocated to the respective cipher alphabets to which
they apply.

b. This process of identifying distributions which belong to the same cipher alphabet in-
volves a careful examination and comparison of the various members of the entire set of distn-
butions to ascertain which of them present sufficiently similar characteristics to warrant their
being combined into a single distribution applicable to one of the cipher alphabets involved in
the problem. Now when the individual distributions are fairly large, say containing over 50
or 60 letters, the matter is relatively easy for the experienced cryptanalyst and can be made by
the eye; but when the distributions are small, each containing a rather small number of letters,
ocular comparison and identification of two or more distributions as belonging to the same alpha-
bet become quite difficult and often inconclusive. In any event, the time required for the suc-
cessful reduction of a multiplicity of individual small distributions to a few larger distributions
is, in such cases, a very material factor in determining whether the solution will be accomplished
in time to be of actual value or merely of historical interest.

¢. However, a certain statistical test, called the “cross-product sum’ or ‘“‘x test’’, has been
devised, which can be brought to bear upon this question and, by methods of mathematical
comparison, eliminate to a large degree the uncertainties of the ocular method of matching and
combining frequency distributions, thus in many cases materially reducing the time required
for solution of a complex problem.
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d. It is advisable to point out, however, that the student must not expect too much of a
mathematical method of comparing distributions, because there are limits to the size of distribu-
tions to be matched below which these methods will not be effective. If two distributions
contain some similar characteristics the mathematical method will merely afford a quantitative
measure of the degree of similarity. Two distributions may actually pertain to the same cipher
alphabet but, as occasionally happens, they may not present any external evidences of this
relationship, in which case no mathematical method can indicate the fact that the two distribu-
tions are really similar and belong to the same alphabet. '

47. Derivation of the x test.—a. Consider the following plain-text distribution of 50 letters:

= = L EE = ZFx
GHIJKLMNOPQRSTUVWXYZ

In a previous text * it was shown that the chance of drawing two identical letters in normal
English telegraphic plain text is the sum of the squares of the relative probabilities of occurrence
of the 26 letters in such text, which is .0667. That is, the probability of monographic coincidence
in English telegraphic plain text is x,=.0667. In the message to which the foregoigg distribu-
tion of 50 letters applies, the number of possible pairings (comparisons) that can be made between

5OX49= 1,225, According to the theory of coincidences there should, therefore,

be 1,225X.0667 = 81 7065 or approximately 82 coincidences of single letters. Examining the
distribution it is found that there are 83 coincidences, as shown below:

single letters is

= - § - = = = EE ~ZE = =
ABCDEFGHIJKLMNOPQRSTUVWXYZ
34040414214 0404143404 0-+041+10+1540+0+ 141041541 4041404040 =83

The actual number of coincidences agrees very closely with the theoretical number, which is
of course to be expected, since the text to which the distribution applied has been indicated as
being normal plain text.

b. In the foregoing simple demonstration, let the number of comparisons that can be made

M—): where N=the total number of letters

in the distribution. Then the expected number of coincidences may be written as '-(-)—%—Z—A—;(ﬁ_———l—),

in the distribution be indicated symbolically by

which may then be rewritten as

@ .0067N’2— .0667N

¢. Likewise, if f, represents the number of occurrences of A in the foregoing distribution,

falfa—1).
2

then the number of coincidences for the letter A may be indicated symbolically by

And similarly, the number of coincidences for the letter B may be indicated by M”{—_&, and
so on down to fz(f,—1) The total number of actual coincidences found in the distribution is,
2

of course, the sum of JA0A=1) foUa=1) . | falfy=1) If the symbol fo is used to indicate
! 2 2 2

any of the letters A, B, .. . Z, and the symbol Z is used to indicate that the sum of all the

* Military Cryplanalysis, Part II, Appendix 2.
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elements that follow this sign is to be found, then the sum of the actual coincidences noted in
the distribution may be indicated thus: Zle(f%—l—} » which may be rewritten as

d. Now although derived from different sources, the two expressions labeled (I) and (II)
above are equal, or should be equal, in normal plain text. Therefore, one may write:

Zfez—fe=.0667N’—-.0667N
2 2

Simplifying this equation:

(IIIn) Zfe*—Zfo=.0667N2—.0667N
e. Now Zfe=
. Therefore, expression (III) may be written as
v - Zfe?— N=.0667N?—.0667N,
which on reduction becomes:
V) Zfe?==.0667N?-+.9333N

This equation may be read as ‘“‘the sum of the squares of the absolute frequencies of a distribution
is equal to .0667 times the square of the total number of letters in the distribution, plus .9333
times the total number of letters in the distribution.” The letter S; is often used to replace the
symbol Zfo?. ‘

f. Suppose two monoalphabetic distributions are thought to pertain to the same cipher
alphabet. Now if they actually do belong to the same alphabet, and if they are correctly *
combined into a single distribution, the latter must still be monoalphabetic in character. That
is, again representing the individual letter frequencies in one of these distributions by the general
symbol fe, the individual letter frequencies in the other distribution by fe,, and the total frequency

in the first distribution by ,, that in the second distribution by N;, then
(VD) Z(foy+Se,)*=.0667 (N, + N3)*+.9333 (N;+N,)
Exp&ﬁding the terms of this equation:
(VII)  Zfo,2+2%fo,fo,+Zfo,?=.0667 (N;2+2N,N;+ N;*) 493330, + .9333N, . - - .

But from equation (V):
Zfe,*=.0667.N,*-+-.9333NV; and

fo,t=.0667Ny+.9333 N\,
so that equation (VII) may be rewritten thus:

.0667.N,*+4-.9333 N, +2Zfe, fo,+.0667 N2+ .9333 N, =
0667(N12+2N1N2+N22)+ 9333N1+ .9333N;

3 By “correctly” is meant that the two distributions are slid relative to each other to their proper super-
imposition.

T
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Reducing to simplest terms by cancelling out similar expressions:
9%fofoy=-0667(2N,Ny), or

ZferJ O3 __
(VIII) NN, — 0867

g. The last equation thus permils of establishing an expecied value for the js'um of the products
of the corresponding frequencies of the two distributions being considered for amalgamation. The
cross-product sum or x test for matching two distributions is based upon equation (VIII),

48. Applying the x test in matching distributions.—a. Suppose the following two distribii—
tions are to be matched:

Frome. ABCDEFGHIJKLMNOPQRSTUVWXYZ
S ABCDEFGHIJKLMNOPQRSTUVWXYZ

Let the frequencies be juxtaposed, for convenience in finding the sum of the cross products.
Thus: - ' : C

Foreaemeemaeraee 14030100100100100322101302
ABCDEFGHIJKLMNOPQRSTUVWXYZ

Fogeemememaeeemeen 03000300101001100311000012___N=17

Jorfor-eeerannie: 0800 0300100000100922000004

In this case Sfo, fo,=8-+3-1+1+9+2-+2+4=30
NiN,;=26X17=442

Zfefo, _ 30
N.N, =199 0711

b. The fact that the quotient (.0711) agrees very closely with the expected value (.0667)
means that the two distributions very probably belong together or are properly matched. Note
the qualifying phrase ‘“very probably.” It implies that there is no certainty about this business
of matching distributions by mathematical methods. The mathematics serve only as measuring
devices, so to speak, which can be employed to measure the degree of similarity that exists.

¢. Instead of dividing Zfe, fo, by NiN, and seeing how closely the quotient approximates the
value .0667 or .0385, one may set up an expected value for Zfe, fo, and compare it with the ob-
served value. Thus, in the foregoing example .0667 (IV,N2)=.0667X422=28.15; the observed
value of Zfs, fo, is 30 and therefore the agreement between the expected and the observed values
is quite close, indicating that the two distributions are probably properly matched.

d. There are other mathematical or statistical tests for matching, in addition to the x test.
Moreover, it is possible to go further with the x test and find a measure of the reliance that may
be placed upon the value obtained; but these points will be left for future discussion in subse-
quent texts.

135922—89——=6
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e. One more point will, however, here be added in connection with the x test. Suppose
the very same two distributions in subparagraph a are again j uxtaposed, but with fe, shifted one
interval to the left of the position shown in the subparagraph of reference. Thus:

P 1403010010010010032210130°2_____ N,=26
O1--mmmmmmmmmmooees ABCDEFGHIJKLMNOPQRSTUVWIXYZ
P BCDEFGHIJKLMNOPQRSTUVWXYZA _ __N=17
Oet1200030010100110031100001 20 o
Zfe,fo, 10
Here 2 =24+3+2+3=10 and e~
. felfez m 140 0226

The observed ratio (.0226) is so much smaller than the expected (.0667) that it can be said that if
the two distributions pertain to the same primary components they are not properly superimposed.
In other words, the x test may also be applied in cases where two or more Jrequency distributions must
be shifted relatively in order to find their correct superimposition. The theory underlying this appli-
cation of the x testis, of course, the same as before: two monoalphabetic distributions when prop-
erly combined will yield a single distribution which should still be monoalphabetic in character.
In applying the x test in such cases it may be necessary to shift two 26-~element distributions to
various superimpositions, make the x test for each superimposition, and take as correct that one
which yields the best value for the test. .

J. The nature of the problem will, of course, determine whether the frequency distributions
which are to be matched should be compared (1) by direct superimposition, that is, setting the A
to Z tallies of one distribution directly opposite the corresponding tallies of the other distribution,
as in subparagraph a, or (2) by shifted superimposition, that is, keeping the A to Z tallies of the
first distribution fixed and sliding the whole sequence of tallies of the second distribution to
various superimpositions against the first. B

Rt U Bk 5
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SECTION X111
APPLYING THE CROSS- PRODUCTAOR X TEST
. L , Paragraph
Study of a situation in thch the x test may be applied 49
Solution of a progressive-alphabet system by means of the x test.. ‘ . 50
Alternative method of solution - 51

49, Study of a situation in which the x test may be apphed —a. A snmple demonstration
of how the x-test is applied in matchmg frequency distributions may now be set before the
student. The problem involved. is the solution of cryptograms enciphered according to the
progressive-alphabet system (par. 36b), with secondary alphabets derived from the interaction
of two identical mixed primary components, It will be assumed’ that the enemy has been using
a system of this kind and that the primary components are changed dally o

b. Before attacking an actual problem of this type, suppose a few mmutes be devoted to a
general analysxs of its elements. " It is here assumed that the pnmary components are based
upon the HYDRAULIC . . . Z sequence and that the cipher. component is shifted toward the
right one step at a time.. Consxder a. cipher square such as that shown in Figure 12, which is
applicable to the type of problem under study It has been.arranged in the form of a dec1phermg
square. In this square, the horizondal sequences are. all uientzcal but merely shzfted relatwely, the
letters inside the square are plain-text letters ’ '

(79)
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ArraaBET No.

1 2 3 4 5 6 7 8 0 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26

KEOHMMOMEENJUSDXMEZO0OAMACN<H>E T X
AHJATOMNMHMDEUSHD XM EZONALOENEH>NE
HADNHOME<KHEXUDMEZIOALAON H X >
IDadX IHOSKEAORMALUSMENZONLONE K
N<SEEDIHEADAMMERUSXXEZIOLI> N
HEAS D INHHDIMEHEUSEXENZOMLEKO
EQAMBHESDOn IHNODMORERUP>SMNMEZO N A
MO NAE<<AND ANHOMNBEBRUSENXSZFO
M IENONAKOXNICDE JHOMHNED > XX M 'Z
NNXALLHAZEE<LS> D AHOMOWMKEUDXOS
OXREONINELARMHLD IHOALQM®NED o 'Z X
LEPZXNIXHMNANK<LD IJHOODNOHEUES
OB HEEMNONIHOAXK <D IZHOA MR KM
ZEUXPENUOUONIAMAX DS AHOOME - &
HEUNOOHHPERLMNOINAM XD I ZHOD MY K
MOALUODNEBEPHOEXZNI A S«EDEIHDEM
DAL ONEFEMNZPESEXNNINAUE<SXD AHEKO
VOoOZHMLONOEHSXEKNNIIENEAKH <D JMH
LZEMOLOHNMNEDEEXNIHNAOUXE <D O J
HEMOZOMLARONUHPEMNMAIL ML <HD
ML HEZODUAGENESEMONINE>A K J <
ONUVUANEZAROANONEBEEEHXNMLMADK
HOMDHO X EXHZOMALONEHDABEMONI ™M <A
EHNCUNDYANSEZOOLONEHDSEHNNT X >
PEHAERUS HOMEHZOALONaGEHD> JEXNA DT

<MOARHNGUUIHDYXJIAEZOAIKNEDEEMM™MN

<MUARKRSITIHYMAIEZOAITKNEDEEMMNN

YALLAT] ATHAID

[Plain-text letters are within the square proper}
FIGURE 12

¢. If, for mere purposes of demonstration, instead of letters within the cells of the square

there are placed tallies corresponding in number with the normal frequencies of the letters
occupying the respective cells, the cipher square becomes as follows (showing only the 1st

three rows of the square):

ArpaasBeT No.

10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26
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d. It is obvious that here is a case wherein if two distributions pertaining to the square are
isolated from the square, the x test (matching distributions) can be applied to ascertain how the
distributions should be shifted relative to each other so that they can be superimposed and made
to yield a monoalphabetic composite. There is obviously one correct superimposition out of 25
possibilities. In this case, the B row of tallies must be displaced 5 intervals to the right in order
to match it and amalgamate it with the A row of tallies. Thus:

NS s = s = NS s

glszs'«x%ss‘s%ssﬁ 10 11312%3.%1’4'316 1021!7218‘1‘9\20 21 2232334325226

:a = g = = -~ E =

Bkl L-EBR|L S ERER| BEL K SN

2212 (2625 383 [2 |3 [ 6|6 {7 |8 [w|T0ofnu|T2{1a|Te[Ts|16]|17 (18T 2|2
FIGURE 13b.

e. Note that the amount of displacement, that is, the number of intervals the B-sequence
must be shifted to make it match the A sequence in Flgure 183, corresponds exactly to the distance

between the etters A and B in the primary cipher eomponent, whieh is 5 intervals. Thus:
01 2 3 4 5

.AULICB-... . Thefactthatthe primary plain component is in this case identical
with the primary cipher component has nothing to do:with the matter. The displacement interval
18 being measured on the cipher component. 1t is important that the student see this point very
clearly. He can, if he like, prove the point by experimenting with two different primary com-
ponents.

F. Assuming that a message in such & system is to be solved, the text is transcribed in rows
of 26 letters, A uniliteral frequency distribution is made for each column of the transcribed
text, the 26 separate distributions being ecompiled within a single square such as that shown in
Figure 14. Such a square may be termed a frequency distribution square.

g. Now the vertical columns of tallies within such a distribution square constitute frequency
distributions of the usual type: They show the distribution of the various cipher letters in each
cipher alphabet. If there were many lines of text, all arranged in periods of 26 letters, then each
column.of the frequency square could be solved in the usual manner, by the application of the
simple principles of monoalphabetic frequency. But what do the horizontal rows of tallies
within the square represent? . Is it not clear that the first such row, the A row, merely shows the
distribution of A, throughout the successive cipher alphabets? And does not this graphic picture
of the distribution of A, correspond to the sequence of letters composing the primary plain component?
Furthermore, is it not clear that what has been said of the A row of tallies applies equally to the
B, C,D,.....Zrows? Finally,is it not clear that the graphic pictures of all the distributions
correspond to the same sequence of letters, except that the sequence begins with a different letter
in each row? In other words, all the homzonta,l rows of tallies within the distribution square
apply to the same sequence of pla.m-text letters, the sequences in one row merely beginning with
a different letter from that with which another row begins. The sequences of letters to which
the tallies apply in the various rows are merely displaced relative to one another. Now if there
are sufficient data for statistical purposes in the various horizontal sequences of tallies within the
distribution square, these sequences, being approximately similar, can be studied by means of
the x test to find their relative displacements. And in finding the latter a method is provided
whereby the primary cipher component may be reconstructed, since the correct assembling of
the displacement data will yield the sequence of letters constituting the primary cipher component.
If the plain component is identical with the cipher component, the solution is immediately at
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EFOMNEEHOZUSZNIKENEI ORI EOMAEB S
NEOUHFRHNDMNSLOUDHELRO<AMNENI>NZPONAMO M
JFKKWBGXHYERXWGBKYUNJPUKEE?VZEIZICV‘
DU ANBEUAEZAAXEANNMOZEHEPEZANHASNED - MA
EEXMOC>DIMEEREKE<EMSHE>OPIDRMIEXEIIX M

50. Solution of a progressive

cryptogram has been enciphered

68 wg.H
mm mmm ZHABHDODNNNZE PP ZES<EHUOANBESNZOD MR, EEHO H
°2 mm Zh idHN<OMNOE KO > HAO ML NOLITM<EHEG MMM RS
g S I HMAEXAIDTHMNLCPODAORNMEDHAKEXOEHZOHTAND N
S g grH EALKZMNUNSEZOLKMUOTEMOIADAZOUDH ALK E
mm Emm NEHRALAERE>YNAOSHALENODCOROUOUALANMHETR AKMOA
® Wa.m. .
MW Hmm MO EHELDMOSONEAERSEMODP US> NNXONMNERNMAQYE
* S qu HALARSONHNHDEMEHAHMNDOHENUUOBHHI > L >MMO0 >
MM ARt HOHL U KOMHZRMEODOHI DI HEEUEHRATI SO X KX N> XA
= mmm HNOHS IAMHEOERKEHNEX S ESANPDEXNALMNEMAZITOMAO
- E<DNUHANHHEZOSEEELAKMME IO XADUIEZ XX KO
BEOSES | s |
2y Bo B NHEMNLONKEO I ZENTOEHNS UMM ROSPELSNIUO KGN
g3 th AHEIDNHNDHOPMOUTKH>PHRMNOOH>AKNAS>OEZHAM
~E Bz d EEXXM>RONOAANA>ZAH>OCAONKONMANZHD XM S
g FHE 5 FXMEE>ZOSLRINKOUOHEMATOOJAHN<CANEMHED X
- mm mmm B EROHMNMMONMNZONHO<HMRKEEN>EDREXONEHEREAQ
o B > S o o
® MM mma mCKYIOUZFCHEUNCWURGKHSWWQFRJJZOOLMSD
ol mmm G ORHHIAREREANAZDACERNKDINIEENDXNUXEES >N O
5 2TE OREEHROMOHMHOLDNUMOMR<ZL JORIA<>ALNECH-ATE
S8 ﬁmw CLCNOAL<HAXYNANUHAHUOHODAEN D IKOUOOHENX
58 $=34 AOHLIEMHSHNNASPEPNAATNOENIHELDNIK AL HNHNNEON
g 2 R ) A
mm EOECTDJLXKORPWOWYVLBINNSHKBFKQYQKVT,
t,Ma XYGXPUYLCQRNHTCOUJZ,MLKHVP,B,TEYODWS.NV‘
m.m NEEMEXNMECLOPEODUIMMUREMDESS AN KXESD MM
md EERMHEDAAPESTHAHN<SDHHD<ODHNNXERNODADL
5 EE LA UMHAENEREHMXX JOEONODNADNERONDHO .
@ O : : : .
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b. The messageis transcribed in lines of 26 letters, since that is the total number of secondary

alphabets in the system. The transcribed text is shown below:

158 16 17 18 19 20 21 22 23 24 25 26

1 2 3 4 5 6 7 8 0 10 11 12 138 14

]

RNNKMNERENENN INNDOZNRNZESPOZHHEEN S NREEZX >N 0> N
ML ERMALMEOUNHIES D MOMLEHORIHAUOENHMMENXOMOAQAEE> MK

HEFEHOSEHDNHNJAOKRAGEHAHA<<NDODANNNVNVNZHNNMOEMAHOMAE
HEMIHOSDNSHENZEXOODOADNPEOLPODAUPNNNNEKO KM
HOEMOUNMIOOHMDO>EHPON JODOSPEDPPUHRNNMNWODOCIOLUDOLO»AQ
EHMEMEONOLROODALUUEAEESEORDESDOBREOEDODMEONAEOL AKX AN

MmoOoMEBNMLOSMEMDAXKXTAKMMNOEAMNZDONBREOOUNAEMOMT

AXAMENIALDOCOAELIODUELINHALADMOKIEEITDTODASADHAEHD QAKX OX
ErmEHAAISEENQAALDTSALUKALAALEBEMMAOMDHEKAENOMAAMMOYDENMSAOM

HEOHEMERERENDPRHANOUUVORHBEMMUEHENERSIMEBEMOAL<<CNN IAD B NN

B LU ER IR HZOROHHIEROERERKROODZO0ZUVOMLXONKMENMNIEHNX®
OHEMHEHONXNODUMOKROUDAHNNAMMOILNOXNPPOI MDY T XENXMXMKED>
OO MENOEORZHENHOXNERMEDDNZHHESEXNAHKENM
OHOBEZUNNMHAMNBEOZONODEEEHEREIEREDDANKXNAMNMEEXKNZEND
CEOAMAMDCEAEEDDONUUEROSDPEPHXHAOEBENMUEBREDERMHSOJdIAZX>>DO
aAaEMdM IAHUZOAZ dZNMMZOAOOMMMHME A I d<OoOZOaOKNIMXMNIEREZHAOZEH
MEOSAHCCSAEXQrNERAIZEHRANHUBECOKKENAENEMOH <O ARE B
HMEENKDODDODHD JILNOPHUEODHMKAI IS IMHALMKPEPEPHPERSDKEXEIX K>
SEXEHHAOARMRYH SN ONOddXHYONMPENPSPEIAQAP>XEMOD>XEOML
S kAP ERMODELPDH UG ANCEOO>ANEPERENEPKEEEONDNEM
EOAALENMANMD D OUDABRAMEDASHMHEMDADOUBENXODAMPUHEBED®DEH
HSMNAMHITOHDHKONOHINIONILIEOILRUMOYHRINOAANK T AMKOONMDOSR
S EZHAMMOAHOMHS ZZAEDZOEREAKANPPMNMECCDHY ONZLOMNMHEOODMAN.
HEZENDEHMDHPNZORPOEERHEEEENGEDBHH OO Y RNOERERHORE

UHMAXBOXMMAOAEBEOKMMEIXOHEKAHAUOUUOUAHUI N AN QMU I NI EOoONDUAQAO
EXOSHREULODAHEERZVNAKIHEKEBHEDZAMADAAMMLZEHBENRPOHAOAH<RO

12345678901‘234567890123456789012345678901
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ing a
stribution in columnar form in the square. The latter is shown in figure 14.

~ ¢. A frequency distribution square is then compiled, each column of the text fo

separate
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- d. The x test will now be applied to the horizontal rows of tallies in the distribution square,
in accordance with the theory set forth in paragraph 49¢g. Since this test is purely statistical
in character and becomes increasingly reliable as the size of the distributions increases, it is best
to start by working with the two dlstnbutlons having the greatest total numbers of tallies.
These are the V and W distributions, with 53 and 52 occurrences, respectively. The results of
three relative displacements of these two distributions are shown below, labeled ‘“First test,”
“Second test,” and ‘“Third test.”

First TEsT
{1 020028648007002 1111106402 4]Ny=53
l1 2 3 45 6 7 8 910111213 14 15 16 17 18 19 20 21 22 23 24 25 26
1 24252 1 2 3 4 5 6 7 8 910 11 12 13 14 15 16 17 18 19 20 21 22 23 ,
04211530100281786010023021 2|Ny=52
frfw 0 0 4 0 01018 0 8 0 014 0 014 6 0 1 0 0 018 0 0 2 8 Zfvfw=103
| Ifvfw _ 103 |
NyNy 2756037 .
S8econp TEsT '
f102002648007'00211111064024Ny=53
"1 2 845 6 7 8 910111213 14 1516 17 18 19 20 21 22 23 24 25 26
/,{18192021 2223 242526 1.2 3.4 5 6 6 8 910111213 14 15 16 17
Fl2 30212042 1153010023817 86010 0]Np=52
,fvf,z00004.0161600..3500200.281036_000.0 Ifvfw=122
Zfvfw __ 122 '
NyNy~ 2756044
TaRp TEsT
P 10200264800 70021 111100640 2 4]Ny=5
1 2 83 456 7 8 910111213 14 15 16 17 18 19 20 21 22 23 24 25 26
fp{ %567 89101112131415161718192021 2223242526 1 3 3|
"1l3 01002817 601002302120421 1 5|Ng=52
fvfy302'004484560070043021202480220 Zfvfw=190
Zfviw __
N = 37089

e. Since the last of the three foregoing tests gives a value somewhat better than the expected
0667, it looks as though the correct position of the W distribution with reference to-the V distribu-
tion has been found. In practice, several more tests would be made to insure that other close

approximations to .0667 will not be found, but these will here be omitted. The test indicates
1 2 3 4

that the primary cipher component has the letters V and W in these positions: .V . . W, since
. the:correct superimposition requires that the 4th cell of the W distribution must be placed under
the 1st cell of the V distribution (see the last superimposition above).
f. The next best distribution with which to proceed is the F distribution, with 51 occirTences.
Paralleling the procedure outlined in paragraph 43, and for the same reasons, the F sequence
is matched against the W and V sequences sep‘a,rately and then against both W and V sequences
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at their correct superimposition. The following shows the correct relative positions of the three
distributions:

f{10200264800700211111064024Ny=53
12 3 4 56 7 8 910111213 14 15 16 17 18 19 20 21 22 23 24 25 26
[B91011121314151617181920212228 242526 1 2 3 4 5 6 7
11210063 93020002111204¢2037|8=5
ffr10 4 0 0 0361272 0 014 0 0 0 2 1 1 1 2 024 8 0 6 28 | fyf=212
fofy _ 212 _
NvNy 2705078
;{11583 010028176010028032012042]Ny=b2
"l12 8 4 5 6 7 8 9101112 13 14 15 16 17 18 19 20 21 22 23 24 25 26
(56 7 8 01011121314151617181020212223242526 1 2 3 4
03 7 11210063 09302000¢21 11204 2]|N=5
fwfr0335 3 0 2 0 0 048 36318 0 2 0 0 0 6 0 2 1 4 016 4| Zfwfy=210
2fwfy _ 210 _
NNy 2,703 078
Hruw){40 8 0 0 414 515 6 0 8 0 0 4 413 23 010 6 1 3 0Nrsw=105
%12 3 4 5 6 7 8 910111213 14 15 16 17 18 19 20 21 22 23 24 25 26
891011121314 1516 17 18192021 2223242526 1 2 3 4 5 6 7
1112100639302 00021112042037]|n=s
frsw)fr40 6 0 0 084153518 016 0 0 0 8 1 3 2 6 04012 O 9 63 | Zf wemfr=422

Ef(7+%r 422

Niviw p=5,355='079
123 454678

The test yields thesequence V.. . W . . . F .

g. The process is continued in the foregoing manner until the entire primary cipher com-
ponent has been reconstructed. It is obvious that as the work progresses the cryptanalyst is
forced to employ smaller and smaller distributions, so that statistically the results are apt to
become less and less certain. But to counterbalance this there is the fact that the number of
possible superimpositions becomes progressively smaller as the work progresses. For example,
at the commencement of operations the number of possible points for superimposing a second
sequence against the first is 25; after the relative positions of 5 distributions have been ascer-
tained and a 6th distribution is to be placed in the primary sequence being reconstructed, there
are 21 possible positions; after the relative positions of 20 distributions have been ascertained,
there are only 8 possible positions for the 21st distribution, and so on. ' o

h. In the foregoing case the completely reconstructed primary cipher component is as
follows:

12 8 45678 91011213 415161718190002%%x% 8
VALWNOXFBPYRCQZIGSEHTDJUMK

Since it was stated that the problem involves identical primary components, both components
are now at hand.
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‘l23456789101112131415;61_7181920212223242526
3| IOEMOIBJMLNNSYKXJZJMLCZBMS
" |INGDAYLIGHTHOURSXUNOBSERVE
3 |DJWQXTJVLFIRNRXHYBDBJUFIRJ

DDAYLIGHTMOVEMENTSWILLRERQU
3|TCTUUUSKKWDVMFWTTJKCKCGCVS
: IRETHERESTRICTIONOFHOSTILE
39| AGQBCJIJMEBYNVSSJKSDCBDYFPPYV
|AIROBSERVATIONBYANTIAIRCRA
40| FDWZMTBPVTTCGBVTZKHQDDRMNEZ

FTARTILLERYANDCOMBATAVIATI
41]00

ON

WITH THE IMPROVEMENTS IN THE AIRPLANE AND THE MEANS OF COMMUNICATION AND WITH
THE VAST SIZE OF MODERN ARMIES STRATEGIC SURPRISE WILL BECOME HARDER AND
HARDER TO ATTAIN X IN THE PRESENCE OF MODERN AVIATION AND FAST MOVING MECHANIZED
ELEMENTS GREATER COMPLEXITIES MORE SUBTLE DECEPTIONS STRATEGEMS AND FEINTS
WILL HAVE TO BE EMPLOYED X IN MODERN WARFARE IT IS STILL POSSIBLE TO GAIN
TACTICAL SURPRISE BY MANY MEANS X WHILE THE MEANS OF OBSERVING AND TRANSMITTING
INFORMATION OF TROOP MOVEMENTS ARE GREATLY IMPROVED OVER THOSE OF THE PAST THE
MECHANICAL MEANS OF MOVING TROOPS ARE LIKEWISE FAR SPEEDIER X ALSO FALSE
INFORMATION CAN BE FAR MORE EASILY AND QUICKLY DISTRIBUTED X THE LESSON TO BE
LEARNED FROM THE OPENING PHASE OF ALLENBYS BATTLE OF MEGGIDO IS THAT SURPRISE IS
PQSSIBLE EVEN IN MODERN WARFARE BUT ONLY BY PERFECT DISCIPLINE ON THE PART OF THE
TROOPS AND ALMOST SUPERHUMAN FORETHOUGHT AND ATTENTION TO DETAIL ON THE PART OF
THE STAFF BACKED UP BY RESOLUTE ACTION IN THE AIR X TO MAINTAIN SECRECY MOVE-
MENTS MUST BE UNDER COVER OF DARKNESS AND COVERED BIVOUAC AREAS MUST BE OCCUPIED
DURING DAYLIGHT HOURS X UNOBSERVED DAYLIGHT MOVEMENTS WILL REQUIRE THE RESTRIC-
TION OF HOSTILE AIR OBSERVATION BY ANTIAIRCRAFT ARTILLERY AND COMBAT AVIATION.

k. The student shotild clearly uinderstand the real nature of the matching process employed
to such good advantage in this problem. In practically all the previous cases frequency distri-
butions were made of cipher lelters occurring in a cryptogram, and the tallies in those distribu-
tions represented the actual occurrences of cipher letters. Furthermore, when these distribu-

tions were compared or matched, what were being compared were actually cipher alphabets.

That is, the text was arranged in a certain way, so that letters belonging to the same cipher alphabet

actually fell within the same column and the frequency distribution for a specific cipher alphabet

wa3 made by tabulating the letters in that column, Then if any distributions were to be com-

pared, usually the entire distribution applicable to one cipher alphabet was compared with the

entire distribution applying to another cipher alphabet. But in the problem just completed
what were compared in reality were not frequency distributions applying to the columns of the
cipher text as transcribed on p. 83, but graphic representations of the variations in the {requencies
of plain-text letters falling in identical sequences, the identities of these plain-text letters being
unknown for the moment. Only after the reconstruction has been completed do their identities
become known, when the plain text of the cryptogram is established.




2

bl. Alternative method of solution.—a. The foregoing method of solution ig, of course,
almost entirely statistical in nature. There is, however, another method of attack which should

~ be brought to notice because in some cases the statistical method, involving the study of rela-

tively large distributions, may not be feasible for lack of sufficient text. Yet in these cases there
may be sufficient data in the respective alphabets to permit of some assumptions of values of
cipher letters, or there may be good grounds for applying the probable-word method. The
present paragraph will therefore deal with a method of solving progressive cipher systems which
is based upon the application of the principles of indirect symmetry to certain phenomens arising
from the mechanics of the progressive encipherment method itself.

b. Take the two sequences below and encipher the phrase FIRST BATTALION by the pro-
gressive method, sliding the cipher component to the left one interval after each encipherment.

COMPONENTS
Plain _______________ HYDRAULICBEPFGUJ OPQSTVWIXZ
Cipher....__________ FBPYRCQZIG EHTD MKVALWNO X
MESSAGE-
. 1 2 38 45 67 8 9 101121314
Plain .. FIRSTBATTALION
Cipher......cc....c........ EICNXDS PYTUKYY

¢, Certain letters are repeated in both plain text and cipher text. Consider the former.
There are two I's, three T’s, and two A’s. Their encipherments are isolated below, for con-
venience in study. '

FIRSTBATTALTION

1 2 3 4 5 6 7 8 9 1011 12 13 14
Plain ... . I, I (1)
Cipher......___.___.. . I . . K (2)
Plain ... ... . LT TT . L L. o (B)
Cipher....___________. ... X 0L PY L0 L0 (4)
Plain . e . . AL AL L0 (8)
- Cipher.....___._____. c e ... .S . .T. ... (6)

The two I’sin line (1) are 10 letters apart; reference to the cipher component will show that the
interval between the cipher equivalent of the first I, (which happens to be I,) and the second I,

(which is K.,) is 10. Consideration of the mechamcs of the enciphering system soon shows why
this is so: since the clpher component is displaced one step with each encipherment, two identical
letters n intervals apart in the plain text must yield cipher equivalents which are n intervals
apart in the cipher component. Examination of the data in lines (3) and (4), (5) and (6) will
confirm this finding. Consequently, it would appear that in such a system the successful appli-
cation of the probable—word method of attack, coupled within indirect symmetry, can qmckly
lead to the reconstruction of the cipher component.
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d. Now consider the repeated cipher letters in the example under . There happens to be
only two cases of repetition, both involving Y’s. Thus:

1 2 3 4 6 6 7 8 9 101112131
.T. . .0ON
Y. LYY

Reference to the plain component will show that the plain-text letters represented by the three
Y’s appearin theorder N O , . . T, that i3, reversed with respect to their order in the plain text.
But the intervals between these letters is correct. Again a consideration of the mechanics of
the enciphering system shows why this is so: since the cipher component is displaced one step
with each encipherment, two identical letters » intervals apart in the cipher text must represent
plain-text letters which are n intervals apart in the plain component. In the present case the
direction in which these letters run in the plain component is opposite to that in which the
cipher component is displaced. That is, if the cipher component is displaced toward the left,
the values obtained from a study of repeated plain-text letters give letters which coincide in
sequence (interval and direction) with the same letters in the cipher component; the values
obtained from a study of repeated cipher-text letters give letters the order of which must be
reversed in order to make these letters coincide in sequence (interval and direction) with the
same letters in the plain component, If the cipher component is displaced toward the right, this
relationship is merely reversed: the values obteined from a study of the repeated plain-text
letters must be reversed in their order when placing them in the cipher component; those yielded
by a study of the repeated cipher-text letters are inserted in the plain component in their original
order.

e. Of course, if the primary components are identical sequences the data from the two
sources referred to in subparagraphs ¢ and d need not be kept separate but can be combined
and made to yield the primary component very quickly.

f. With the foregoing principles as background, and given the following message, which is
assumed to begin with COMMANDING GENERAL FIRST ARMY (probable-word method of attack),
the data yielded by this assumed text are shown in Figure 15.

Mzssace
IKMKI LIDOL WLPNM VWPXW DUFFT.
FNIIG XGAMXIX CADUY AZVIS Y N U N L etc,, ote
13345678910111213141516}71819!)2122.”2425”
Assumedplaintext COMMANDINGGENERALFIRSTARMY
Cipher....aueaee_ IKMKILIDOLWLPNMVWPXWDUFFT‘F
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*  FIGURE 15.

Analysis of the data afforded by Figure 15, in conjunction with the pi'inciples of indirect sym-
metry, yields the following partial components:

£ 23 4 5 6 7 8 9 1011 1213 14 15 16 17 18 19 20 21 22 28 24 25 26
Plain_ .. A .LIC.EFG..MNO..S......YDR
. . MKV.LWNO.F.P.....I.. T
Cipher._....._.._.__. ‘

D, .........X

Setting the two partial components into juxtaposition so that C,=1I, (first encipherment) the
8th value, I,=D,, gives the position of D in the cipher component and permits the addition of X
to it, these being two letters which until now could not be placed into position in the cipher
component. With these two partial sequences it becomes possible now to decipher many other
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letters in the message, gaps being filled in from the context. For example, the first few letters
after ARMY decipher as follows:

The word after ARMY is probably WILL. This leads to the insertion of the letter W in the plain
component and G in the cipher component. In a short time both components can be completely
established.

g. In passing, it may be well to note that in the illustrative message in paragraph 50a the
very frequent occurrence of tripled letters (MMM, WWW, FFF, etc.) indicates the presence of a
frequently used short word, a frequently used ending, or the like, the letters of which are sequent
in the plain component. An astute cryptanalyst who has noted the frequency of occurrence
of such triplets could assume the value THE for them, go through the entire text replacing all
triplets by THE, and then, by applying the principles of indirect symmetry, build up the plain
component in a short time. With that much as a start, solution of the entire message would be -
congiderably simplified. s

A Thepnnmplesehmda.tedmthxspa.mgmphmay, of course, also be applied to cases of

rognesslve systems in which the progression is by intervals greater than 1, and, with necessary
modifications, to cases in which the progression is not regular but follows a speoiﬁc pattern, such
as 1-2-8, 1-2-8, . . . , or 2-5-7-3-1, 2-5-7-3-1, and so. ‘The latter types of progression
are encountered in certain mechanical cryptographs the study of which will be reserved for
future texts.

135922—39——7
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Secmon XIV

THE “MONOALPHABETICITY” OR “& TEST”’
. . Paragraph
Purpose of the & test 52

x]ierivatjon of the & test, - 53
62. Purpose of the ¢ (phi) test.—a. The student has noted that the x test is based upon the
general theory of coincidences and employs the probability constants «, and «,. There is one
more test of & related nature which may be useful for him to understand and its explanation
will be given in the succeeding paragraphs.

b. In paragraph 48¢ it was stated that two monoalphabetic distributions when correctly
combined will yield & single distribution which should still be monoalphabetic in character.
This question arises, therefore, in the student’s mind: Is there a test whereby he can ascertain
methematically whether a distribution is monoalphabetic or not, especially in the case of one
which hes relatively fow data? Such a test has been devised and is termed the “‘® (phi) test.”

83. Derivation of the ¢ test.—a. Consider a monographic or uniliteral frequency distribution
which is: monoalphabetic in composition. If there is a total of N letters in the distribution
in’a systém in which there are n possible elements, then there is a possible total of M(%L————-l)
pairs of letters (for comparison purposes).

b. Let the symbol f, represent the number of occurrences of A, f5 the number of occurrences
of B,andsoon tof;. Withregard to the letter A then, there arefAzA—z:D coincidences. (Again

the combinations of f, things taken two at a time.) With regard to the letter B, there are
fa(fs—1)

) coincidences, and so on up to&g‘;—_g coincidences for the letter Z. Now it has been

seen that according to the « test, in w comparisons of letters forming the two members

of pairs of letters in normal English plain text, there should be W#ﬁ coincidences, where
%, is the probability of monographic coincidence for the language in question.
¢. Now the expected value of fa (f“2_1)+fi(f;—1)+ < +fA%:1—) is equal to the theoret-

ical number of coincidences to be expected in NNV-1) comparisons of two letters, which for

2
normal plain text is x, times N—(—Jyz:—}l and for random text is «, times w That is, for

plain text: .
Expected value off“(f‘;_l)+f3(f;—1)+ - +f£(fz2';1)___xva(1\;—1), or

(IX) Expected value of f,(f,— D+fe(fe—1)+. . -+Sf2(fz—1)=«k,N(N—1); and for random
text:

Expected value of‘f‘(f‘2—1)+f‘*(f32—1)+ - +fi(@=xr>< N(Nz—l), or

(94)
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(X) Expected value of £, (fA— D+fe(fs—1)+. . +fe(fe— 1)==x,N(N--1) o '
If for the left-hand side of equatlons (IX) and (X) the symbol E. (<Ix) is used, then these equatlons
become:

(XI) ' For plain text . . . E(@,)=x,N(N—1)
(X1I) For random text . . . E(®,)=x,N(N—1),

where E(®) means the average or expected value of the expression in the parenthesis, «, and

x; are the probabilities of monographic coincidence in plain and in rendom text, respectively.

.+ d. Now in normal English plain text it has been found that x,=.0667. = For random:text

of a 26-letter alphabet Kr= 038 _“Therefore, equations (XI) and (XII) may:now be wntten

thus: , . A
(XIII) For normal English plain text . E(<I>,)—- 0667 N(N —-1) .

(XIV)  For random text (26-1etter alphabet) E(¢I> )=. 0385 N (N ——1)

e. By employmg equamons {XIII) and (XIV) it becomes pomble, therefore, to testa. pwce
of text for monoalphabeticity or for ‘“randomness.” -That is, by using. these equatioms one oan
mathematically test a very short cryptograin to ascertain whether it is a monoalphabeticelly
enciphered substitution or involves several alphabets so that for all practical purposes it is
equivalent to random text. This test has been termed the @ test.

54. Applying the & test.—a. Given the following short piece of text, is it likely that it is
normal English plain text enciphered monoalphabetically?

ABCDEFGHIJKLMNOPQRSTUVWXY% N=25

TEEE= = =
= =

o

A

For this case the observed value of & is:

(1X0)+ (1X0)+ 2 X 1)+ (3X2) 4 (4 X3)+ (2 X 1)+ (1 X0)+ (4X3)+ 2 X 1)+ (1X0) +(1X0)+
(3><2)=2+6+12+2+12+2+6=4/

If this text were monoalphabetically enciphered English plain text the expected value of & is:
E(®,)=x,N(N—1)=.0667 X 25X 24=40.0

If the text were random text, the expected value of & is:
E(@,)=«,N(N—1)=.0385X25X24=23.1

The conclusion is warranted, therefore, that the cryptogram is probably monoalphabdtic sub-
stitution, since the observed value of #(4f) more closely approximates the expected value for
English plain text (40.0) than it does the expected value for random text (23.1). (As a matter
of fact, the cryptogram was enciphered monoalphabetically.)

b. Here is another example. Given the following series of letters, does it represent a
selection of English text enciphered monoalphabetically or does it more nearly represent a
random selection of letters?

YOUIJ ZMMZZ MRNQC XIYTW RGKLH




-
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The distribution and calculation are as follows:

ABQDEFEEIQ!\(EB\!HQPQRSTUVWXYZ
Jf—1). .. 0002000600 02 00 0026

Zf(f—1)=18 (That is, observed value of &= 18).
E(2,)=.0667X25%24=—40.0 (That is, expected value of ®,=40.0)

The conclusion is that the series of letters does not represent a selection of English text mono-

alphabetically enciphered. Whether or not it represents a random selection of letters cannot

be told, but it may be said that if the letters actually do constitute a cryptogram, the latter is

probably polyalphabetically enciphered. (As & matter of fact, the latter statement is true, for
the message was enciphered by 25 alphabets used in sequence.)

¢. The & test is, of course, closely related to the x test and derives from the same general

¢/ theory as the latter, which is that of coincidence. When two monoalphabetic distributions

have been combined into a single distribution, the ) X test may be applied to the latter as & check

upon the x test. It is also useful in testing the columns of a superimposition diagram, to ascer-

tain whether or not the columns are monoalphabetic. ‘

L
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SecTioNn XV
CONCLUDING REMARKS

4 Pansgraph
Concluding remarks on aperiodic substitution systems . 58
Synoptic table : &6

65. Concludmg remarks on aperiodic substitution systems.—a. The various systems
described in the foregoing pages represent some of the more common and well-known methods
of introducing complemtles in the general scheme of cryptographic substitution with the view
to avoiding or suppressing periodicity. There are, of course, other methods for accomplishing
this purpose, which, while perhaps a bit 'morecomplex from s practical point of view, yield more
desirable results from a cryptographic point of view. That is, these methods go deepét into the
heart” of the problem of cryptographic sscurity and thus make the task of the enemy erypt-
analyst much harder. But studies based on these more advanced methods will ha.ve to be
postponed at this time, and reserved for a later text, -

: b. Thus far in these studies, aside from a few remarks of a very general nature, no attent.lon
has been paid to that other large and important class of ciphers, viz, transposition. It is desir-
able, before going further with substitution metheds, that the student gain some understanding
of how to solve certain of the more simple varieties of transposition ciphers. Consequently,
in the text to succeed the present text, the student will temporarily lay aside the various useful
methods and tools that he has been given for the solution of substitution ciphers and will turn
his thoughts toward the methods of breaking down transposition ciphers.

66. Synoptic table.—Conigining the plan instituted in previous texts, of summarizing the
textual material in the form of a very condensed chart called An Analytical Key for Military
Cryptanalysis, the outline for the studies covered by Part III is shown on p. 119.

87




APPENDIX 1

AppiTioNaL NoTeEs oN MeTHODS FOR SoLviNGg PrLAIN-TExT AvuTo-KEYED CIPHERS

v Paragraph
Introductory remarks :

8imple “mechanical” solution.

Another “mechanical’’ solution
Solution of plain-text auto-keyed eryptograms when the introductory key is s word or phrase
Subsequent, steps after determining the length of the introductory key
Conversion of foregoing aperiodic cipher into periodic form
Coticluding remarks on auto-key systems '

e

R YR AR

1, Introduoctory remarks.—a. In paragraph 33 of the text proper it was indicated that the
method elucidated in paragraph 32 for solving plain-text auto-keyed ciphers is likely to be suc-
cessful only if the cryptanalyst has been fortunate in his selection of a ‘‘probable word.” Or; to
put it another way; if the “probable words” which his imagination leads him to assume to be
present in the text are really not present, then he is unfortunate, for solution will escape him,

Henoe, it is desirable to point out other prineiples and methods which: are not so subject to chance. -

But because most of these methods are applicable only in special cases and because in general it
is true that auto-key systems are no longer commonly encountered in practical military eryptog-
raphy, it was thought best to exclude the exposition of these principles and methods from the
text proper and to add them in an appendix, for the study of such students as find them of
particular interest. ‘

b. A complete discussion of the solution of plain-text auto-key systems, with examples,
would require a volume in itself, ‘Only one or two methods will be described, therefore, leaving
the development of additional principles and methods to the ingenuity of the student who wishes
to go more deeply into the subject. The discussion herein will be presented under separate
headings, dependent upon the types of primary.components employed.

¢. As usual, the types of primary components may be classified as follows:

(1) Primary components are identical.
(a) Both components progress in the same direction.
~ (b) Both components progress in opposite directions.
(2) Primary components are different.

2. Simple ‘‘mechanical’’ solution.—a. (1) Taking up the case wherein the two identical
primary components progress in the same direction, assume the following additional factors to
be known by the cryptanalyst:

(a) The primary components are both normal sequences.

(b) The encipherment is by plain-text auto-keying.

(c) The enciphering equations are: Ox3=0y§ 6,1="0p.

(2) A message beginning QVGLB TPJTF ... is intercepted; the only unknown factor is
the initial key letter. Of course, one could try to decipher the message using each key letter in
turn, beginning with A and continuing until the correct key letter is tried, whereupon plain text
will be obtained. But it seems logical to think that all the 26 possible ‘“decipherments” might
be derived from the first one, so that the process might be much simplified, and this is true, as

7 (98)
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will now be shown. Taking the two cipher groups under conslderatwn les them b¢ “démpherod
with initial key letter A:

Cipher . - :
Deciphered with keyletter A_....... - QF‘BKRCNWXI

The deciphered text is certainly not “plain text.” But if one complates t.he seguences. mmt,ed
by these letters, using the direct standard sequence for the even columus, the reversed standard
for the odd columns, the plain text sequence is seen to reappear on one generatrix: It is HOSTILE
FOR(CE). From this it appears that instead of going through the labor of making 26 successive
trials, which would consume considerable time, all that is necessary is to have a set of strips
bearing the normal direct sequence and another set bearing the reversed normal sequence, and
to align the strips, alternately direct and reversed, to the first ‘‘decipherment.” The plain text
will now reappear on one generatrix of the completion disgram. (See Fig. 1.)

Initial

key
letter

B
R
Q
P
0
N

*

NHHNS<CHUNNOJOZENRUHIOMRU QW >

PUHC<SSEXRHKNPWQUR I OIHGRD X2 0 WOolo
MOUQWEPNHKXI<CHNIOVOZELRGHIO W<
QUEHQINHOGROPEZOoOTOTNHEC<SaEX<NDE OlQ
GCHPQTMEOUQWRPNWKMIE<LCHN YO Vo ZE - =
m>N<Ns<cemwowongwhH:owm00e
CTOTUNHC<SAXRKNPDQUBAQITHGXH® 2|V
<cemwomozgrxaHmnwmcow>N4xsu
HNPEUQURHHMQZHUGRDPEZODO NN G4 = XA
TQUEUQEWEPNKXI<CHUNOvVOZZDXRGHT

M
L
K
J
I
H
G
F
E
D
C
B
A
z
Y
X
w
L
U
T
S
E

FIGURE 1,

b. The peculiar nature of the phenomenon just observed, iz, a completion diagram with the
vertical sequences in adjacent columns progressing in opposite directions, those in alternate
columns in the same direction, calls for an explanation. Although the matter seems rather
mysterious, it will not be hard to understand. First, it is not hard to see why the letters in
column 1 of Figure 1 should form the descending sequence QPO. . . for these letters are merely
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the ones resulting from the successive “decipherment” of Q, by the successive key letters A, B,
C . Now since the “decipherment” obtained from the 1st cipher letter in any row in

igure 1 becomes the key letter for “deciphering” the 2d cipher letter in the same row, it is
apparent that as the letters in the 1st column progr

ess in a reversed normal (descending) order,
the letters in the 2d column must progress in a direct normal (ascending) order. The matter
may perhaps become more clear if encipherment is regarded as s process of addition and de-

cipherment as a process of subtraction. Instead of pri
one may use simple arithmetie, assigning numerical values to the letters of the alphabet, begin-
ning with A=@ and ending with Z=25. Thus on the basis of the pair of enciphering equations
6xp=6; 8,1 =06,ps, the letter H, enciphered by key letter M, with direct primary components
yields T,. . But using the following numerical values:

A,BC.DEFGHIJKLMNOPQRSTUVWXYZ
A 2n Y

01234567891011121314!516171819 25

the same result may be obtained thus: HM)=7+4+12=19="T,.
exceeded in the addition, one subtracts 26 from it and finds the le
der. In decipherment, the process is one of subtraction.! For example: T,(M=19—12=7=
Hy; D,(R,)=3—17=[(26+3)—17]==29—-17=12=M,. Using this arithmetical equivalent of
normal sliding-strip encipherment, the phenomenon just noted can be set down in the form of »
diagram (Fig. 2) which will perhaps make the matter clear,

Every time the number 25 is
tter equivalent for the remain-

1 It will be noted that if the letters of the alphabet are numbered fro

employing the normal Vigenere square. This modifieation consists merely i
value of the key letter. Thus:

ABCDEFGHIJKLMNOPQRSTUVWXYZ
123 45678 9101 1218141516171810 %2 22%u33 2

Hp (M) =8+ (13— 1) =8+12=20=T,
T.(My) =20— (13— 1)=20—12=8=H,
For an interesting extension of the basic idea involved in arithmetic cryptography, see:
Hill, Lester 8. Cryptography in an Algebraic Alphabet. American Mathematical Monthly, Vol, XXXVI,
No. 6, 1929.

Ibid. Concerning certain linear tra

nsformation apparatus of cryptography. American Mathematical Monthly,
Vol. XXXVIII, No. 3, 1931.

*
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QVGLBTPJ ete.
Q.(Ay)=16— 0=16=Q——Q F B K R .
Ve(Qu)=21-16= 5=F____ i 1|
Go(Fx)= 6— 5= 1=B 5
Le(Bx)=11— 1=10=K =
Bo(Ky)= 1-10=17=R_ ’

* e
* .-

* X X X ¥ X * ¥ L K R B R R R K

[P T

— g - * o O *--.

o cen Koo

Qo(By)=16~ 1=15=P——F
Vo(Py)=21-15= 6=G___ | 1

Go(Gy)= 6~ 6= A___.
Lo(Ac)=11- 0=11=L
Bo(Ly)= 1~11=16=Q

- g ---
— _... [ T

*
| JPRN I .
. .

Note how homologous letters of the three rows (joined by vertical dotted lines) form alternately
descending and ascending normal sequences.

¢. When the method of encipherment based upon enciphering equations 6;5=0,,; 9, n=00n i
is used instead of the one based upon enciphering equations 6,,=0,,; 6,,=6,, the process |
indicated above is simplified by the fact that no alternation in the direction of the sequences
in the completion diagram is required. For example: |

Cipher
Deciphered A=A___..___

* ¥ ¥ K ¥ ¥ * -l'- -)('- * X ¥ ¥ H ¥ X ¥ H*
Q.(Ce)=16— 2=14=0——0 H Z M ;
V(6 )=21-14="7=H " ! :
Go(Hy)= 6— 7=25=Z 3;
Lo(Zy)=11-25=12=M ] , l
B.(My)= 1-12=15=P : = ‘
FIGURE 2. ]{
i

IQTEHETQWE NI
CZErrR4UuHIT QAL
hWhxovoZzZarRjlum
HNnODOoOZH|Xw
HIQE@EHUQW>|N"
CPRGHIIQEEUlQD
HOQW»NKME|I<3
RO QWP N MHsSw
OZEArCrRGHI QMG
O YJOoOZIBrRNaul-y

*

FiGusk 3.

d. (1) In the foregoing example the primary components were normal sequences, but the
case of identical mixed components may be handled in a similar manner. Note the following
example, based upon the following primary component (which is assumed to have been recon-
structed from previous work):

FBPYRCQZIGSEHTDJUMKVALWNOX

Message...cmeee-- USINL YQEOP ... ete.
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(2) First, the message is “deciphered’” with the initial key-letter a, and then a completion
diagram is established, using sliding strips bearing the mixed primary component, alternate
strips bearing the reversed sequence. Note Figure 4, in which the plain text, HOSTILE
FOR(CE), Teappears on & single generatrix. Note also that whereas in Figure 1 the odd columns
contain the pnmary sequence in the reversed order, and the even columns contain the sequence
in the direct order, in Figure 4 the situation is reversed: the odd columns contain the primary
sequence in the dlrect order, and the even columns contain the sequence in the reversed order.
This point is brought to notice to show that it is immaterial whether the direct order is used
for odd columns or for even columns; the alternation in direction is all that is required in this
type of solution.

e. (1) There is next to be considered the case in which the two primary components progress
in opposite directions [par. 1¢ (1) (b)]. Here is a message, known to have been enciphered by
reversed standard alphabets, plain-text auto-keying having been followed:

XTWZLXHZRX

(2) The procedure in this case is exactly the same as before, except that it is not necessary
to have any alternation in direction of the completion sequences, which may be either that of
the plain component or the cipher component. Note the solution in Flgure 5. Let the student
ascertain why the alternation in direction of the completion sequences is not necessary in this
case.

(3) In the foregoing case the alphabets were reversed standard, produced by the sliding
of the normal sequence against its reverse. But the underlying principle of solution is the same
even if a mixed sequence were used instead of the normal; so long as the sequence is known, the

procedure to be followed is exactly the same as demonstrated in subparagraphs (1) and (2) hereof.
Note the following solution:

MESSAGE

VDDNC TSEPA..

Plain component......_ FBPYRCQZIGSEHTDJUMK
Cipher component...... XONWLAVKMUJDTHESGTI?Z

(VALWNOX
QCRYPBF

Note here that the primary mixed sequence is used for the completion sequence and that the
plain text, HOSTILE FOR(CE), comes out on one generatrix. It is immaterial whether the
direct or reversed mixed component is used for the completion sequence, so long as all the
sequences in the diagram progress in the same direction. (See Fig. 6.) :

f. (1) There remains now to be considered only the case in which the two components
are different mixed sequences. Let the two primary components be as follows:

Plain ABCDEFGHIJKLMNOPQRSTUVWIXY
Cipher_..__.....__... FBPYRCQZIGSEHTDJUMKVALWNDO

and the message:

zZ
X

CFUYL VXUDJ

%
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*
NN OOONHUNEHEIDIEHEOS D=

MPagdEZONM

At AR ZOKRENMAL N EOONHUNRATEHQASD S X>
MAaAlE Zo X EMA MO ONHUNREITEA S DS XS <.
NOINHUNEWIEFRALDEXPLIEZOREMAMNBOD
FojEXbadaEZOXRLOANNODONHODNHIEAQD D
OMHrveNHUUNE DA DEXPSIEZONEMAMA
ZHIONMHM N EHADDEXDP L IR ZOMKENALMKO TN

>
I .

AVONHUNEILEALNDENXEPGIEZONEMANMKDO
=

A< AEBEZOMEBAALMXOCONHUODNEAIDEHEANYDEX
SNIHONMBMIDEHEQAHDDEXPAIEZOMLAOAMLMKOON

M= CALCWNEHDEPEMMN<mOLAMK
(s A HMEZO0oOMOXNEDEENMNMNaGM
N < ODAaRKNODEHDXAEZOoOX W

=

e

1}

<CAONOAOAMKUIHSKAEZOMLOM
THHO XM AEZOoOMLOWNEDEEMM
HFEUOIHSMASEZOoOALOKNEH D>
MO NEHEDPEPEMMHNpOARKUD
OAMCCPrNEHDEEMMN<<MNODAOK K
M EZOoALoOrNEDEEMMNGM
AREUODI WYX AEZ20MMOKMNED

XTWZLXH
CJNODGZ

<EXEDRARIMNNOHNCO X b,
HONBIEONDEMPCSAEZ O XK
DS ARMIHNNUHNCOOE>MALMEKMO
MEZOMEZAMLMNEOONHD W E T
BNUHNOIOUMHALMONEKMOZE I«
Mg IEZOMELALMNEOONHU N
HLMEMOZEE A< >NMEDYARTI®
<IAEZOMMMAMLMNMOONHU W M T
AOBTHMNUHNOOXKESHAMEMOZE
EZOMBMAMNEOONHODNEITHAQ

USINLYQEOQP

e O H P X I
OAKRKUIH
HDP>BEM>MN
NEBED>EMM
N<mOA KK
EMPHN<<MND
T HHDXJdEZ
D HSXJdE
OARELIH
PEMHEN<MN

O ZEAe—
M Do N —

Pravri 8 -

[ 8

ZEd<b> X —

ARBENP<—
MEDSAQMT—
HMTEHAHDS—

NG HNOO I e—

HASDENX>—
WD e
nPDENM> < I—

Trovrx 4.
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(2) First “decipher”’ the message with any arbitrarily selected initial key letter, say A,

and complete the plain component sequence in the first column (Fig. 7a).

Cipher....CFUYLVXUDJ CFUYLVXUDJ CFUYLVXUDJ
Plain......_. LFQXWXAWSF LFQXWXAWSE LFQXWXAWSE

M MJ MJBC
N NiD NDCY
0 ocC ocLI
P PuY PYNG
Q Q.U QUAJ
R RW RWUN
s S Q SQKL
T TN TNTQ
U UK UKYA
v VH VHES
W WE WEFD
X XB XBPB
Y YX YXRZ
y/ " ZT ZTDP -
A AG AEHR
B BZ BZJO
c cv CVIXE
D DM DMZW
E EP EPOF
F F A FAWH
G GR GRMM
H HO *HOST
I Is IsSG
J JL JLV
K KI KITI

Yiauns 7. FiGuRE 7). FIGURE 7¢.

Now prepare a strip bearing the cipher component reversed, and set it below the plain componént
so that F,=L,, a setting given by the 1st two letters of the spurious “plain text’” recovered.
Thus:
Plain.......... ABCDEFGHI J
Cipher....... FXONWL AVK

UVWXYZ
QCRYPB

:EO
n
@

(3) Now opposite each letter of the completion sequence in column 1, write its plain-
component equivalent, as given by the juxtapesed sequences above. This gives what is shown
in Figure 7b. Then reset the two sequences (reversed cipher component and the plain com-
ponent) so that Q,=F, (to correspond with the 2d and 3d letters of the spurious plain text);
write down the plain-component equivalents of the letters in column 2, forming column 3.
Continue this process, scanning the generatrices from time to time, resetting the two components
and finding equivalents from column to column, until it becomes evident on what generatrix
the plain text is reappearing. In Figure 7¢ it is seen that the plain text generatrix is the one
beginning HOST, and from this point on the solution may be obtained directly, by using the
two primary components.

Rl e e e
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(4) When the plain component is also a mixed sequence (and different from the cipher
component), the procedure is identical with that outlined in subparagraphs (1)-(3) above.
The fact that the plain component in the preceding case is the normal sequence is of no particular
significance in the solution, for it acts as a mixed sequence would act under similar circumstances.
To demonstrate, suppose the two following components were used in encipherment of the
message below:

Plain............ _ WBVIGXLHYAJZMNFORPEQDSCTKU
Cipher. ... FBPYRCQZIGSEHTDJUMKVALWNOX
Message.._._. BBVZU DQXJD.

To solve the message, “decipher” the text with any arbitrarily selected initial key letter and
proceed exactly as in subparagraphs (2) and (3) above. Thus:

Cipher..... -.BBVZUDQXJD
“Plain” (Oy=X)--cc-cee--- VYRIYZEFOR

Note the completion diagram in Figure 8 which shows the word HOST... very soon in the
process. From this point on the solution may be obtained directly, by using the two primary
components.

< W
MNPTQUIUZUNAHHIQGURED RO SO W
<o

N O

mo

b4

o

oo

HONGG|HN

CNEBL QNI WN XS Z|D<

HORHONUOH INOMZENGLERPWKILIMOH

p URCO'vUQ>»POH

g
=)
E
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3. Another ‘‘mechanical’’ solution.—a. Another “mechanical”’ solution for the foregoing
cases will now be described because it presents rather interesting cry-pta.na.lytlc gidelights.
Take the message

REFERENCE HIS PREFERENCE IN REFERENCE
BOOKS AND REFERENCE CHARTS ..

and encipher it by plain-text auto-key, with normal direct primary components, initial key
setting A,=G,. Then note the underscored repetitions: -

REFERENCEHISPREFERENCEINREFE
XVJJVVRPGL HGVJJVVRPGMVEYVJJ
RENCEBOOKSANDREFERENCECHARTS
VVRPGFPCYCSNQUVJJVVRPGGJHYKL

b. Now suppose the message has been intercepted and is to be solved. The only unknown
factor will be assumed to be the initial key letter. Let the message be ‘““deciphered’’ by means
of any initial key letter,? say A, and then note the underscored repetitions in the spurious plain
text.

L]
G
C

R R
o of i B e o |-
H OR
wa <
DT K E

(ol CS T (a5
im0 |-
=<1 [<ID
= =<
0= |-
HEe i

The original four 8-letter repetitions now turn out to be two
different sets of 9-letter repetitions. This calls for an explana-
tion. Let the spurious plain text, with its real plain'text be
transcribed as though one were dealing with a periodic cipher
involving two alphabets, as shown in Figure 9. It will here be
seen that the letters in column 1 are monoalphabetic, and so are
those in column 2. In other words, an auto-key ciphér, which
is commonly regarded as a polyalphabetic, aperiodic cipher, has
been converted into a 2-alphabet, periodic cipher, the individual
alphabets of which are now monoalphabetic in nature. The two
repetitionsof X Y L Y X Y T W K represent encipherménfs of
the word REFERENCE, in alphabets 1-2-1-2-1-2-1-2-1; the two
repetitions of L K Z K L. K H I Y likewise represent éncipher-
ments of the same word but in alphabets 2-1-2-1-2-1-2-1-2.

¢. Later on it will be seen how this method of converting an
auto-key cipher into & periodic cipher may be applied to the
case where an introductory key word is used as the initial keying
element instead of a single letter, as in the present case. ‘

T
n
|
aV]
|
N

<Y OHXEHIZ MO T XD
CHENET SQ <8 <E <
F XN oM HQ XNE RE X

FHE KRR IZ <A EZCD NTD

§

e LU QP ORCOXEAZ MW
PR MZENHO < Ha <
NH QP HQ HQ RBE X XM
HN P WE <H T2 W N

3 Except the actual key letter or a letter 13 intervals from it. See subparagraph (7) below.

Lk ]

T RS Ay g g S ] -
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d. The student has probably already noted that the phenomena observed in this sub-
paragraph are the same as those observed in subparagraph 2b. In the latter subparagraph it
was seen that the direction of the sequences in alternate columns had to be reversed in order
to bring out the plain text on one generatrix. If this reversal is not done, then obviously the
plain text would appear on {wo generatrices, which is equivalent to having the plain text reduced
to two monoalphabets.

e. When reciprocal components are employed, the spurious plain text obtained by ‘“decipher-
ment”’ with a key setting other than the actual one will be monoalphabetic throughout. Note
the following encipherment (with initial key setting A,=G,, using a reversed standard sequence
sliding against the direct standard) and its ‘‘decipherment” by setting these two components
Ap=A,.

Plain text..........__.. REFERENCEHISPREFERENCE.
Cipher.....___________. PNZBNNRLYXZQDYNZBNNRLY.
Spuriousplaintext.. L YZYLYHWYBCMJLYZYLYHWY.

Here the spurious plain text is wholly monoalphabetlc ~

J. The reason for the exception noted in footnote 2 on page 106 now becomes clear. For
if the actual initial key lefter (&) were used, of course the decipherment yields the correct plain
text; if a letter 13 intervals removed from G is used as the key letter, the cipher alphabet selected
for the first “‘decipherment” is the reciprocal of the real initial cipher alphabet and thereafter
all alternate cipher alphabets are reciprocal. Hence the spurious text obtained from such a
“decipherment’”” must be monoalphabetlc

g. In the foregomg case the primary components were identical normal sequences progress-
ing in thesame direction. If they were mixed sequences the phenomena observed above would
still hold true, and so Iong as the sequences are known, the indicated method of solution may be
applied.

h. Wher the two primary components are known but differently mixed sequences, this -

method of solition is too involved to be practical. It is more practicable to try successive
initial key letters, noting the plain text each time and resetting the strips until the correct
setting has been ascertamed as will be evidenced by obtaining intelligible plain text.

4. Solution of plam-text auto-keyed cryptograms when the introductory key is a word or
phrase.—a. In the foregoing discussion of plain-text auto-keying, the introductory key was

assumed to consist of a single letter, so that the subsequent key letters are displaced one letter :
to the right with respect to the text of the message itself. But sometimes a word or phrase

may serve this function, in which case the subsequent key i 1s displaced as many letters to the
right of the initial plain-text letter of the message as there are letters in the initial key. This
will not, as a rule, interfere in any way with the application of the prmclples of solution set
forth in' paragraph 28 ‘to that part of the cryptogram subsequent to the mtroductory key, and
a solution by the probable-word method and the study of repetitions can be reached. However,

it may happen that trial of this method is not successful in certain cryptograms because of the. ‘

paucity of repetitions, or because of failure to find a probable word in the text. When the cipher
alphabets are known there is another point of attack which is useful and interesting. The
metliod consists in finding the length of the introductory key and then solving by frequency
principlés. Just how this is accomplished will now be explained.

b. Suppose that the introductory key word is HORSECHESTNUT, that the plain-text message
is as below, and that identical primary eomponents progressing in the same direction are used
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to encipher the message, by enciphering equation Ox/;;=6y/;; 05,=0,2. Let the components
be the normal sequence. The encipherment is as follows:

}‘ 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 10 20 21 22 23 24 25 26
i .5 A HORSECHESTNUTMYLEFTFLANKIS
t;‘ Plain oo MYLEFTFLANKISRECEIVINGHEAV
1 Cipher......—.... TMCWJVMPSGXCLDCNINONYGUOTIN
| ) RECEIVINGHEAVYARTILLERYFIR
I Plain. oo YARTILLERYFIREENEMYISMASSTI 5
| Cipher............. PETXQGTRXFJIMCEEXUJTWDYXAZ %
ii Keyo oo EENEMYISMASSINGTROOPSTOLEF
| T W— NGTROOPSTOLEFTFRONTANDCONC A
| Cipher. oo RKGVAMXKFODWNGLKFBHPFWQZRH f
ol
). A TFRONTANDCONCENTRATINGARTI
\ Plain.. .. ENTRATINGARTILLERYTHEREZXWI
L! Cipher. .o XSKFNMIAJCFGKPYXIYMPRXEOPGQ
i‘ ). SR LLERYTHEREXWILLNEEDCONSIDE ¥
Plain.oooooeeeee LLNEEDCONSIDERABLEREINFORC
| Cipher_._.———..._ WWRVCWJSEWFZMCLOPIUGWAXWUG
| |
| . S RABLEREINFORCEMENTSTOMAINT i
Plain. oo EMENTSTOMAINTAINMYPOSITION
\l Cipher...eeveeeee- VMFYXJXWZFWEVEURZRHHGUTQBG ‘

‘ It will now be noted that since the introductory key contains 13 letters the 14th letter of the

1 message is enciphered by the 1st letter of the plain text, the 15th by the 2d, and so on. Likewise,
| the 27th letter is enciphered by the 14th, the 28th by the 15th, and so on. Hence, if the 1st
i cipher letter is deciphered, this will give the key for deciphering the 14th, the latter will give

the key for the 27th, and so on. An important step in the solution of a message of this kind
would therefore involve ascertaining the length of the introductory key. This step will now
be explained.

1

l

' c. Since the plain text itself constitutes the key letters in this system (after the introductory
B key), these key letters will occur with their normal frequencies, and this means that there will
U be many egcurrences of E, T, 0, A, N, I, R, S, enciphered by Ey; there will be many occurrences
i of these same high-frequency letters enciphered by Ty, by O, by Ax, and so on. In fact, the
\ number of times each of these combinations will occur may be calculated statistically. With

T e B T A

the enciphering conditions set forth under b above, E; enciphered by Ty, for example, will yield
the same cipher equivalent as T, enciphered by Ey; in other words two encipherments of any
; pair of letters of which either may serve as the key for enciphering the other must yield the same
‘ cipher resultant® It is the cryptographic effect of these two phenomena working together
f | which permits of ascertaining the length of the introductory key in such a case. For every
e time a given letter, 6,, occurs in the plain text it will occur n letters later as a key letter, 6, and
\ n in this case equals the length of the introductory key. Note the following illustration:

3 It is important to note that the two components must be identical sequences and progress in the same
direction. If this is not the case, the entire reasoning is inapplicable.
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R W B3 L 5 6 Y 8.6 19111313 1 2 3 4 85 6 7 B 0 WM
) Key. ... ... HORSECHESTNUT ., ... . .T. ..
@) Plabn.. .- O S O S O SR TR S SRS
(3) Cipher...___... T Y T
i 2 8 « 5 6% 8 8 SR

M Keyooocoem oov 4. E. ..

(2)le ___________ e = 4 s s T . 4

(3) Cipher--___;--- . . k.

Here it will be foted thist E in hhé (@) hus & ‘I‘ oh eithef sidé of it, at a didtdnce of 13 mtervals;
the first encipherment (€, by T5) ylélds the same equivalent (X,) as the seconid enclphermant
tt, by Ba).  Two cipher lebters it hiré identical, at an interval equal to the letigth of tha intro-
ductory kéy. But the tonvetsd id hot true; that is, not every pair of identical létters iit the clpher
text réprédents a case of this type.  For 111 this system identity in two ciphbr lottery ity be
the rebult of the foﬁdwiﬁg ﬁn‘éé E(iﬁditions éach havmg 8 statistically s,sberta:lﬁablé proﬁabﬂlty
of océuttetice:

(1) A gfiven pldin-toxt lottar i enciphered by the sanié key letter tiwd differént timés, 4t én
intérval which is putely accidental; the cipher equivalehts are identical but could not be tisbd
to give any information about the length of the introductory key.

(2) Two different plain-text letters -are enclphered by two different key letbers the cipher
eqmva.lents are fortuitously identical. - :

(3) A given plain-text letter is enclphered by a ngen key letter and iater on the same plain-
text letter serves to encipher another plain-text letter which is identical with the first key letter,
the cipher equivalents are causally identical.

It can be proved that the probability for identities of the third type is greater than that £or
identities of either or bo'sh 1st and 2d types Jor that interval which corresponds with the length
of the introductory key; that is, if a tabulation is made of the intervals between identical letters 3 in
such a system as the one being studied, the interval which occurs most frequently should comclﬁe
with the length of the introductory key. The demonstration of the mathematical basis for this
fact is beyond the scope of the present text; but a pra,ctlcal demonstration will be convmcmg

d. Let the illustrative message be transcnbed in lines of say 11, 12, and 13 letters, as.in
Figure 10.

-
)
=
-t
©
s
@

1 2 8 4 6§ 6 7 8 » 01 1 2 3 4 5 6 7 8 9 101112 1 2 3 4 5 6 7 8 9 ;
TMCWJVMPSGX TMCWJVMPSGXC TMCWJVMPSGXCL
CLDCNINONYG LDCNINONYGUO DCNINONYGUOZIN
UOINPETXQGT INPETXQGTRXF PETXQGTRXFJIM
RXFJIMCEEXU JIMCEEXUJTWD CEEXUJTWDYXAZ
JTWDYXAZRKG YXAZRKGVAMXK RKGVAMXKFODWN
VAMXKFODWNG FODWNGLKFBHP GLKFBHPFWQZRH
LKFBHPFWQZR FWQZRHXSKFNM XSKFNMIAJCFGK
HXSKFNMIAJC IAJCFGKPYXIY PYXIYMPRXEOZPQ
FGKPYXIYMPR MPRXEOPQWWRY WWRVCWJSEWFZM
XEOPQWWRVCW CWJSEWFZMCLO CLOPIUGWAXWUG
JSEWFZMCLOP PIUGWAXWUGYM VMFYXJXWNZFWEYV
IUGHAXWUGVM FYXJXWZFWEVE EURZRHHGUTQBG
FYXJXWEZFWEYV URZRHHGUTQBG
EURZRHHGUTAQ
B G

] b e

Fi1GURE 10

135922—39—8
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In each transcription, every pair of superimposed letters is noted and the number of identities
is indicated by ringing the letters involved, as shown above. The number of identities for an
assumed introductory-key length 13.1s 9, as against 3 for the assumption of a key of 11 letters,
and 5 for the assumption of a key of 12 letters. ‘

¢. Once having found the length of the introductory key, two lines of attack are possible:
the composition of the key may be studied, which will yield sufficient. plain text te get a start
toward solution; or, the message may be reduced to periodic terms and solved as a repeating-key
cipher. The first line of attack will be discussed first, it being constantly borne in mind in this
paragraph that the entire discussion is based upon the assumption that the cipher alphabets
are known alphabets. The illustrative message of b above will be used.

.5, Subsequent steps after determmmg the length of the introductory key.—a. Assume. that
the first lgtter of the introductory key is A and decipher the lst cipher letter T, (with direct
standard alphabets). This ylelds T, and the latter becomes the key letter for the 14th letter of
the message. The 14th letter is dec1phered D, (Tx)=K;; the latter becomes the key letter for
the 27th letter and so on, down the entire first column of the message as transcribed in hn\,eszof
.13 letters. The same procedure is followed using B as the initial key letter, then C, and so on.
The message a8 it appears for the first three trials (assuming A, B, then C as the initial key letter)
is shown in Figure 11.

'1:345'0’78910111213 1234 5676 9101112713 132345 67 8 910111213

- -

MEC<RQUBEBIEKREQC TN QT H.X 0 -

TMCWJVMPSGXCL TMCWJVMPSGXCL TMCWJVMPSGXCL

CmR<SCraQIRARNURKZOHAI<OBYI-TN
<HmG<EQOoOSQUGKOQRUINQUUEUX

(a) First column O! Figure 10 (c) “‘deciphered’’ | () First column of Figure 10 (¢) *“deciphered” | (¢) First ooluinﬁ of Figﬁ.re 10 {(¢) “‘deciphered’’
with initial ©x=A. with initial Ox=B. with 6x=C.

FicuRe 11,

g

————

g

e
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T Ty T Sy m

- b. ‘Inspection of the results of these three trials soon shows that the entire series: ‘of 26
trmls need not be made, for the results can be obtained from the very first trial. This may be
shown graphxcally by supenmposmg merely the results of the first three trials konzontully
Thus: - :

Cipher lotters of Col. 1, Fig. 11...__.. TDPCR
Aee. TKF X

S
Keyletters.__ {C...... R

VTN v PRRTEEReT

¢. It will be noted that the vertical sequences in adjacent columns proceed in opposite
directions, whereas those i in alternate columns proceed in the same direction. The explanatlon
TDPCRGXPWEVE for this alternation in progression is the same as in the
‘previous case wherein - this phenomenon was enceuntered
-{per. 2b), and the sequences in Figure 12 may now be
‘completed very quickly. The diagram becomes as shown
-in Flgure 13. :
d. One of the horizontal lines or generatrices of figure
.13 1& the correct one; that is, it contains the actual plain-
text. eqmvalents of the 1st, 14th, 27th, . . . letters of the
message. The correct generatrix can be selected by mere
ocular examipation, as is here possible (see generatrix i
marked by asterisk in Fig. 13), or it may be selected by a l
frequency test, assigning weights to each letter according !
. to its normal plain-text frequemcy. (See par. 14f of |
' Milstary Cryptanalysis, Part I1.) §
Lo |

L]

C<mXKNPWOURTPHOIHOGCRMORZOWOIWNA
CHIQEWHUQWRPrNRMXSSCHNWO VO ZETKR
DIEHGURICPRZo070o0TnHAcCc<L=mz1X<dNPWQLODRT
F<CHUTNOWOZENRUWUHIQUEBU QW > N <& Hd
<EMSKRNPUQUHEOIDIHORDRZOoOWOWNAC
PRUHIQEUHMUOAOWPNKMNE<<cIUROYO ZR
EZ09000NHACEXKNIPDQORYO T HS XK
DO NKNE<CHNIOYOZENRGHIQTE
HO<EMKNPIQURIQINUGRIOEZZOUYOIY
GtHIOTHMBUQWEPNYMIE<SCHN VO VO ZRLEE|C
BEZOWONUHO<ENKNPTQUE IO T H G X
NAOVOZRIXRGHIQURAUDQW™NKX= <l

FIGURE 13,

e. Identical procedure is followed with respect to columns 2, 3, 4, . . . of Figure 10c, with
the result that the initial key word HORSECHESTNUT is reconstructed and the whole message
may be now deciphered quite readily.
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§. Gonvarsion of foregeing aperipdic cipher intp pariedig form.—¢. In parsgroph 4 if was
stptad that an aperiodie cipher of the foregoing type may be reduced tg periodie terms and
selved s though it werp & repeafing-key cipher, prayided the primssry compenents are known
sequences. The basis of the method lies in the phenomena noted in paragraph 2b, An example

will be given.

b. Let the cipher text of the message of paragraph 4b be set down again, as in Figure 10¢:
1 3 3 4 5 6 7 8 9 10 um 12 13
TMCWJVMPSGIXCL
DCNINUONYGUU OTIN
PET}{QGTRXFJIM
C EEXUUJTWDYX A Z
R K GV A MX KVF ODWN
-G L K P BHPUFWAQ 3R H
X S K F N M IAJCFGHK
B,YX_IX,'MPRXEOP%
W WRVCWJSEWFZ)]
¢LOPIUGF¥AZXWUG
VMFYXJIXIVW2ZFWEV
EURZRHHGUTAQB @

Figuzy, 1.

Using direct standard glphabets (Vigendre method), “decipher” the second lipe by megna of
the first lme, that is, taking the letters of the con& hne as cipher text, thase of the firat ling
as key letters. Then use the thus-found “plain tegtt” a9 “key lettars* and “Qempbex*’ the third
Ime of Flgqre 1Qc, as shown in Flgu.ye 14 Thus' .

0 O s TMOWJYNPSGXCL
Gipher_. ... PCNINONYGUOIN
“Plain e KQLMETZJOORGC
0 (I KQLMETZJOQRGG®C
Cipher.............._. PETXQGTRXPFJEN
“Plain”..emooero.. FOILMNUIJRSGEK

Continue this operation for all the remaining lines of Figure 10¢ anq wyite @own thc; r@sgltq in
lines of 26 letters. Thus: , ‘ ‘

1 2 8 4 5 6 7 8 9101112131415161718192)212228‘24255%1'
TMCWJVMPSGXCLKQLMETZJOORGC:
FOILMNUIJRSCKXQWMIWZOUHFYP
UUKJSQYWLHYYYMRAWJRRJLJIBTUJ-
LBKJEVRRYTENBEXNZURYAZLEKCEP
SZEWIFLSFLVXXKMKTAPVEVMBXJ.
LAVFXUCSETVHMTURUUNFOQAVUU

16,

‘w
=

Figurs
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Ngw writa down. the yesl plain texk of the meossaga in lines of 26 lettera, Thus
l;! 4 5 6 'I89101]'.1213141516171819'2}@!?2252425'26
MYLEFTFLANKISRECEBIVINGHEAV
YARFILLERYFIREENEMYISMASSI
NGTROOPSTOLEFTFRONTANDCONGC
ENTRATINGARTILLERYTHEREXW]I
LLNEEDCONSIDERABLEREINFORC
EMENTSTOMAINTAINMYPOSITION

Tgusp b

¢. When the underlined repetitions in Figures 15 and 16 are compared, they are found to be
identical in the respective columns, and if the columns of Figure 15 are tested, they will be found
to be monoalphabetic. The cipher message now gives every indication of being a repeating-key
cipher. It is not difficult to explain this phenomenon in the light of the demonstration given in
paragraph 3¢g. First, letthe key word HORSECHESTNUT be enciphered by the following alphabet:

8 Yk e v z

ez

ABCDEF‘GHIJKLMNOPQRSTUVWXYZ
AZYXWVUTSRQPONMLKJIHGFEDCB

Then let, the message MY LEFT FLANK, etc., be enciphered by direct standard alphabets as
hefore, but for the key add the monoglphgbetic equivalents of HORSECHESTNUT TMJIW.

the key itself, that is, use the 26-letter key HORSECHESTNUTTMJ IWYTWIHNGH m, a repea,mng-kej
manner. Thms (Fig. 17):
l 2 3 4 5678910111213141516171819mﬂ2§232425%
1. A HORSEGHESTNUTTMJIWYTWIHNGH
Plain ... MYLEFTFLANKISREOEIVINGHEAV
Cipher.........._.. TMOWJVMPSGXCLKQLMETZJOORGC
Plain... ... YARTILLERYFIREENEMYISMASSI'
Cipher..........._. FOILMNUIJRSCKXQWMIWZOUHFYP
Plain ... NGTROOPSTOLEFTFRONTANDOONG
Cipher. oo UUKJSQYWLHYYYMRAWJRRJLJIBTJ
Plain ENTRATINGARPILLERYTHEREXWI
Cipher.......__.. LBKJEVRRYTENBEXNZURYAZLEKCEP
Plain....ooo . LLNEEDCONSIDERABLEREINFORC
Cipher_....___._ SZEWIFLSPLVXXKMKPAPVEVMBXJ
Plain oo oooeoeeoe EMENTSTOMAINPAINNYPOSITION
Cipher. oo LAVFXUCSETVHMTUWUUNFOQAVUU
Fiapaz §7

The cipher regultants of thig process of enmphemng a message coincide exactly with those obtained

from the “demphenng" operatxon that gave rise to Figure 15. How does this happen? ‘
1
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d. First, let it be noted that the sequence TMJI ..., which forms the second half of the
key for enciphering the text in Figure 17 may be described as the standard alphabet complement
of the sequence HORSECHESTNUT, which forms the- first half of that key. Arithmetically, the
sum of a letter of the first half and its homologous letter in the second half is 26. Thus:

- H4T= 7419=26=0"
04M=14+12=26=0
R4-J=174 9=26=0"
S+I=184 8=26=0
E4W= 4422=26=0

That is, every letter of HORSECHESTNUT plus its homologous letter of the sequence
TMJIWYTYIHNGH equals 26, which is here the same as zero. In other words, the sequence
TMJIWYTWIHNGH is, by ecryptographic arithmetic, equivalent to ‘‘minus HORSECHESTNUT.”
Therefore, in Figure 17, enciphering the second half of each line by the key letters
TMJIWNYTWIHNGH (. e., adding 19, 12,9, 8, . . .) is the same as deciphering by the key letters
HORSECHESTNUT (i. e., subtracting 7, 14, 17,18, . . . ). For example: '

Ry(Tx)=17+10=36=10=K, and
Ry(—Hy)=17—7=10=K

E,(Mk)—4+12—16—Q¢, and
E,(—0y)=4—14==(261+4)—14=16=Q,, and so on.

e. Refer now to Figure 15. The letters in the first half of line 1, beginning TMCWJ ...
are identical with those in the first half of line 1 of Figure 17. They must be identical because
they are produced from identical elements. The letters in the second half of this same line in
Figure 15, beginning KQLME ... were produced by deciphering the letters in the second line
of Figure 10c. Thus (taking for illustrative purposes only the first five letters in each case):

KQLME=DCNIN-TMCWJ
But DCNIN=RECEI+MYLEF
And TMCWJ=MYLEF+HORSE
Henco, KQLME=(RECEI + MYLEF)- (MYLEF + HORSE)
O, KQLME=RECEI-~HORSE (1)

As for the letters in the second half of line 1 of Figure 17, also beginning KQLME ..., these

letters were the result of enciphering RECEI by TMJIW.

Thus:
: KQLME=RECEI + TMJIW

But it has been shown in subpagagraph d above that

"TMJIW=~HORSE
Hence,KQLME=RECEI+(-—HORSE)
O, KQLME=RECEI-HORSE (2)

Thus, equations (1) and (2) turn out to be identical but from what appear to be quite diverse
sources.

f. What has been demonstrated in connection with the letters in line 1 of Flgures 15 and
17 holds true for the letters in the other lines of these two figures, and it is not necessary to
repeat the explanation. The steps show that the originally aperiodic, auto-key cipher has been
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converted, through & knowledge. of the primary components, into a repeating-key cipher with a
period twice the length of the mtroductory key The message may now be solved as an ordinary
repeating-key cipher. ‘

g. (1) The foregoing case is based upon enclpherment by the enciphering equations
Oy p=0y,; O,s=043. When encipherment by the enciphering equations Ox,=0,4; ©pp=0.,
has been followed, the conversion of a plain-text auto-keyed cipher yields a repeating-key cipher
with. a period equal to the length of the introductory key. In this conversion, the enciphering
equations Byp=0,,; 6,,==0,, are used in finding equivalents,

(2) An example may be useful. .Note the encipherment of the following message by
auto-key method by enciphering equations Oxn=01; Opp="0n.

TUESDAY[INFORMATIONFROMRELIABLESOURCESINDIC
INFORMATIONFROMRELIABLESOURCESINDICATESTHE
PTBWOMCLVJZOFOTJQYDJNZNODMRBTOQZJRAWBWFQZC

(3) If the messdge is written out in lines corresponding to the length of the introductory
key, and each line is enciphered by the one directly above it, using the enciphering equations
Oxn=01n; Opn=0opn in finding equivalents, the results are as shown in Figure 22b. But if the
same message is enciphered. by equatlons Oxn=061,; Opp=0., usmg the word TUESDAY as a
repeatmg key, the cipher text (Fig. 18¢) is identical with that obtamed in Flgure 185 by enclpher-
ing each successive line with the line above it. C :

Original cipher text Original cipher toxt Repeating key encipher-

and converted text ment
TUESDAY
INFORMA
PTBWOMC ~———— PTBWOMC e——— PTBWOMC
LVJZOF0 &—— LVJZOFO
TIONFRO
’ oo AOKVCRQ /— AOKVCRQ
TJQYDJN ¢——— TJQYDJN
' Co ' . - MRELIAB
, “ - TXATFAD &—— TXATFAD
ZNODMRB &———— ZNODMRB '
, R LESOURC
SKOWRRE +——— "SKOWRRE
TOQZJRA ~——— TOQZJRA
: ESINDIC
LYEVAIE +&~——— LYEVATIE
WBWFQZC &——— WBWFQZC
' ATESTHE
HZAAQHG e———— HZAAQHG
[ b ]

FI1GURE 18.
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(4) Now note that the séqusiices joihsd by atrows in Fignire 18 § and ¢ are identidal and &ihed
it is certain that Figure 18¢ is periodic in form bécause it whs bhciphdfed By the repeiting:ksy
method, it follows that Figure 18b is now also in periodic form, and in thht fofm the messdge
could beé solved as though it weré & Yépeatingkeéy éipher. ‘ ) ‘

h (1) In case of primary coriponents tonsisting of a diréct fofihal sequetics sliding dgainst
a reversed normal (U. S. Army disk), the process of conveérting thé sutd-key text to Périsdic
terms is accomplished by using two direct fdtmal déquences and “deciphetinp” each litie of the
text (as transcribed in periods) by the liie above it. For exéimple, héfe is & mésstiis auto-
ericiphered by the aforeméntibnetl disk; With thé initial key word TUESDAY:

TUESDAYINFORMATIONFROMRELIABLESOURCESINDIC

INFORMATIONFROMRELIABLESOURCESINDICATESTHE
LHZEMOYPFRBMVMHRKcXRNBNMXOJZHMRBRJAEZEVKBY

~(2) The cipher text is transcribed in periods equal to the length of the initial key word
¥ letters) and the 2d line is “deciphered” with key lettats of the 18t line, fising erciphering
equations 6y 5="0:,; O,n=0,. The resultant lotters are thén used as kéy letters to “deciphér”
the 3d linie of text and so oni. The results are as seen in Figure 195. Now let the origihal meés-
sage be endiphered in repesting-kéy manner by thé disk, with the key word TUESDAY, &nd the
result is Figuré 19¢c. Note that the 6dd or alternate lines of Figure 186 and ¢ are identical,
showing that the auto-key text has been converted into tepehting-key text.

Orfitnil eiphiér tekt Otginal cipher text Repoatihg kby encipher-
atid cohverted text ment
TUESDAY
R INFORMA
LHZEMOY ~~—= LHZEMOY e———— LHZEMOY
PFRBMVM —— PFRBMVM TIONFRO
AMQFYJK —— AMQFYJK
HRKCXRN &~ HRKCXRN MRELIAB
HDAHVAX ~——— HDAHVAX
BNMX0JZ ——— BNMXO0JZ LESOURC
. ‘ IQMEJJW ——— IQMEJJW
HMKBRJA «——— HMKBRJA ESINDIC
PCWFASW ———— PCWFASW
EZEVKBY ~—— EZEVKBY ATESTHE
TBAAKTU +~=—— TBAAKTU
a b c
Fiévet 19,

1. The foregoing procedures indicdte a sitaple m#thed of solving ¢iphéts bf the foregoing
types, when the priméry components or the secondary cipher alphabets are known. It consists
in assuming introductory keys of varidus lehgths, converting the cipher text into repeating-key
form, and thef examining the resulting diagraths for repetitions. When a corfect key length is
assumed, repetitions will be as numerous as should be expected in ciphers of the repeating-key
class; incorrect assumptions for key length will not show so many repetitions.

4. All the foregoing presupposes a knowledge of the cipher alphabets involved. When these
are unknown, recourse must be had to first principles and the messages must be solved purely
upon the basis of probable words, and repetitions, as outlined in paragraphs 27-28.
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[Numbers in parentheses refer to Paragraph Numbers in this text]
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