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SECTIO?f I 

INTRO!lJCTORY RJJ4ARKS 

Paragraph 

The essential difference between monoalppabetic and 
polyalphabetic substitution. .• • ••. /I • • r /I • • • • r ·' l 

~ Primary classification of polyalpnabettc syste'llllS• • • • • • • 2 

' 

Primary classification or periodic· systsma. • • 11 • • • • • • 3 
Sequence or study of polyalphabatic systems • • • • • • , • • ~ 

1, The essential difference between monoalphab~tic and polyalpha­
betic substitution. - •· In the s-ubstiti.ttion methods t~us far discussed 
it has been pointed out that thie~ lasic re~ture is that ar monoalpha­
beticity. 1rom the cryptanalytic standpoint, neither the nature or the 
cipher symbols, nor their method or production is an essential feature, 
althdugh these may be differentiating ekaracterisiics fro~ the erYP,to­
graphic standpoint. It is true that in those ca.sea designated as,mono­
alphabetic substitution vith variants or multiple equivalents, there is 
a departure, more or lass considerable, r~om str~ct.monoalJhabeticity. 
In soma or those cases, indeed, thore may be available two or more wholly 
indspondotl't sots of oquivalonts, which, morenvor, may oven bo •rrangod 
in tho £orm or completoly soparato alphabots. Thus, whilo a loose tor­
minology might pormit ono to designate such systoms as polyalphabotic, 
it is bettor to roserva this nomonclaturo for thoso casos whoroin-poly­
alphaboticity is tho ossonco or tho mothod, specifically introdu~od with 
tho purposo of imparting a positional variation in tho substitutivo 
oquivalonts for plain-toxt lottors, in accordancg with somo rulo diroctly 
or indiroctly connoctod with tho absoluto positions tho plain-to~ lottors 
occupy in tho mossago. This point calls for ~mplification. 

R• In monoalp'lm.botic substitution with variants tho objoct or having 
difforont or multiplo oquival~nts is to suppross, so far as possiblo qy 
simplo mothods, tho charactoristic froquoncios or tho lottors occurring 
in plain toxt. As has boon notod, it is by m~ans of thoso charactoristic 
froquoncios that tho ciphor oquivalants can usually bo idontifiod. In 
thoso systoms tho V11rying oquivalonts for pl~in-toxt lottors nro subjoct 
to tho froo choico and c~prico of tho onciphoring clork; if ho is careful 
and consciontious in tho work, ho will roally ma.ko uso of ~ll tho diffor­
ont oquival~nts arro:rdod by tho systom; but if ho is slip-shod ~nd hurriod 
in his work, ho will uso tho samo oquivulQnts ropo~todly ra.thor tha.n t~ko 
pains and timo to rotor to tho charts, tables, or diagrnms to rind tho 
variants. Uoroovor, and this is ~ crucial point, ovon if tho individunl 
onciphoring clorks ~ro oxtromoly cnrorul, whon m..~ny or thom omploy tho 
snmo systam it is ontiroly impossiblo to insuro n comploto divorsity in 
tho onciphorm~nts produced by two or moro clerks working ~t difforont 
mossngo cantors. Tho rosult is inovitably to produco plonty or ropoti­
tions in tho toxts oma.nnting rrom sovor~l stntions, nnd whon toxts such 
r.s thoso nro nll ~vnil~blo for study thoy nro opon to solution, by n com­
pnrison of thoir simil·1.ritios '1Jld diftoroncos. 
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.s&.• In true polyalpmbetic systems, on the other hand, there is 
established a rather definite prodedure which automatically deter­
mines the shifts or changes in equivalents or in the manner in which 
that are introduced, so that these changes are beyond the comentary 
whiw or choice of the enciphering clerk. ilher1 .the method of shift­
ing or changing the equivalents is scientifically sound and sufti• 
eiently complex the research n9cessary to establish the values of 
the cipher characters is much more prolonged and difficult than is 
the case even in complicated .:ionoalphabetic substitution with variants, 
as fdll later be seen. These are the objects or true ~olyalphabetic 
substitution systaos. The number or such systems is quite large, and 
it will be possible to describe in detail the cryptanalysis or only 
a fflfl ot the more common or typical examples o? methods encountered 
in practical military crypta:nalysis • 

• 
;. 
4• The three methods, (1) mono-equivalent monoalphabetic substi­

tution, (2) monoalphabetic substitution with variants, and (3) true 
pol,.:Yalphabetic substitution show the tollo•'ling relationshi})S as regards 
the pquivalency between plain-taxt and cipher-text units' 

A. In method (1), there is a set or 26 symbols; a plain­
text letter is al\18.ys revresented by one and only one of these 
symbols; conversely, a symbol always represents the BQGl.e plain­
text letter. The equivalence between the plain-text and the 

,·cipher letters is constant in both encipherment and decipherment. 

B. In method (2), there is a set or 26+D symbols, ~here n 
mar be any numbers a plain-text latter may be represented by 1, 
2, 31 ••• different sy~bols; conversely, a symbol always repre­
sents the same plain-text letter, the S&lile as is the case in 
~ethod (1). The equivalence betveen the plain-text and the cipher ... 

I 

.. 

• 



REF ID:A64561 

- 3 -. . ~ 

letters ill variable in. enciphennent but constJ,nt in 4,u1pher-
111a11t .1.. . . . 

c. In method (3), there is, as in the first metho~ a set 
ot 26 symbols.; a plain-ta.x.t latter may be represant•d by 1, .a, 
3, · •••• 2& different symbols; convarealy, a symbo-l· may• re,pres.ant 
1, 2, 3, ; •• _2.6:di~terent plaln text letters, depending upoA 
the system and the specific key. Ths equivalence between the 
plain-text and the ·cipher l1t.iars iq Tariable in. both e1u~ipherr 
mant and "det:ipnerml!tnt.. . · 

2. Primary classification of polyalphabetic systems. - A• ~~ri­
mary classification ot p.olyalphabatic systems into two rather distinct 
types may be ma.de: (1) periodic •ystems'and (2) aperiodic systems. 
\ilhan the enciphering process involves a cryptograpiic treatment which 
is repetitive in character 1 and whj~h results in the production of 
.2!,Clic phenomena in the cryptographic text, the system is termed Rariodic. 
Jherr the enciphering proc.ess is not of the type described in the fore­
going general ta~, the systec is termed aperiodic. The substitution 
in both cases involves the use of two or more cipher alphabets • 

. ' 
a• The cyclic phenomena inherent in a periodic system may be 

exhibited externally, in which case they are said to be J!!t..!1!1 1 or they 
may net be exhibited externally, and must be uncovered by a preliminary 
step in the analysis, in which case they are said to be latent. The 

1 There is a monoalphabetic method in which the inveraa result 
obtains, the correspondence being constant in enciphermant but variable 
in decipherment; this ;Ls a method not found in the usual books on. cryp­
tography but in an assay on that subject by Jdgar Allan Poe, entitled, 
in some editions of his works, "A few words on secret writing" and, 
in other editions, "Cryptography". The method is to draw up an encipher­
ing alphabet such as the following (using Poe's example); 

Plain -ABC.J.&lli'GHIJKLIJHOl'~:l.STUVWXYZ 
Cipher - S U A V I T l R I N il 0 D 0 F 0 R T I T l R I N R E 

In such an alphabet, because of repetitions in the cipher c091ponent, 
the plain-text equivalents are subject to a considerable degree of 
variability, as •ill be seen in the deciphering alphabet~ . 

Cipher - A B C DE F G H I J K L M: N 0 P Q R S T U V W X Y i ~ 
,Plain - c r4 G 0 E K J L :i A F :a D 

U I XN Q R 
Z 5 P V T 

w y 

This type of variability gives rise to amb:l:guities in decipherment. A 
cipher group such as TI~0 would yield such plain-text sequences as REG, 
FIG, TIU, ll!!.-,,, ate., ~hich could be read only by context. No system ot 
such a character would be practical tor serious usage. 
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periodicity may be quite definite in nature, and therefore deter­
qinable ~ith mathematical exactitude allowing f-0r no variability, 
in which case the periodicity is said to be fixed. In other in-
1 • 

stances the periodicity is more or less flexible in character and 
even though it may be determinable mathematically, allowance must 
be made for a d~gree of variatiili1ry subject to limits controlled 
by·the specific system under investigation. The periodicity is in 
this case said to be tl~xibl~, OP ¥ariable -:r.i.thin limits. 

3. .Primary 'classification ar periodic systems. - !:• .t·eriodic 
polyalphabetic substitution systems may p~imarily he classified into 
two kinds. 

(1) Thos~ in vhich only a few of a 'Jhole set of cipher 
~alphabets. are used in enci,hering individual messages, these 
alphabets being employed repeatedly in a fixed sequence thrcu.gh­
out each message. Because it is usual to employ a•secret word, 
phrase, or number as a-key to determine the numQer1 idqntity, 
and sequence with ~hich th~ cipher alphabets are e~~loyed, and 
this key is used over and over again in encipherment, this 
method is often called the repeating-alphabet systa~. It is 
also so1netimes referred to as the multiple-alphabet m.!B 
because if the keying of the entire message be considered as 
·• wbol• ii is composed at multiples of a short key us•d repe­
t:l ti vely.. In this text the designation "repeating-key aystsm11 

will be used. 

(2) Those in which all the cipher alphabets comprising 
the complete' s'et for th-e system are employed one after the other 
progressively in the encipherment of a message, and '1hen the 
last alphabet of the series has been used, the encipherer be­
gins over again with the' first alphabet • This is coD1;:i.only re­
ferred to aa a prograssiye-al-.>habet system because t:tre cipher 
alphabets are used. in prog:nsB"fan • . 
4. Sequence of study or polyalphabetic systems. - A• In the 

studies to be foll~wed in connection with polyalpliabe1lic systems, 
the order 'in whic'1 the Pork ·lill pro-ceed conforms very closely to 
the classifications made in paragraphs 2 and 3. teriodic polyalpha­
be~ic substitution ·ciphers will 'co1ne first, because the~· are, as a 
rule, the siapler arid because a th~~ough underst-andihg of the prin­
ciples of their analysis is prerequi~ite to a comprehansi~n of how 
aperiod~c systems are s~lved. But in the final analysis the solution 
of examples of both typss rests upon the conversion or reduction of 
polyalphabeticity into monoalphabeticity. If this is pG~sible, solu­
tion can al1111.ys be achieved, granted there are sufficient data in - . 
1 

Franch taminology calls this the "dou~le-kay method11
, but there 

is no logic:'in such noaenclature. 

' . . . . 

.. 

• 

" 



,. 

REF ID:A64561 

- 5 -

the final monoal~habetic distributions to permit of solution by re­
course to the ordinary ~rinciplea or frequency. 

ll• First i11 the ord.1t~ of study of pqri.Pdic, ,yatema will coma 
the analysis of ~e~aating-key syat~ra••, ~OJ!li8 ot the.m.ore si~pla 
varieties r1ill be dlacusslld in detail, with examples. Subsequently, 
ciphers of the progressive type will be discussed. There ~ill than 
fQllow a more 9r ~ssa ~~tai~ad traat~an~_ pf aP,eripdic ~J~~ams., 

-. 
• I 

S::i:CT-IOH II 
, ~. 

CIHl:!R .nlrrliABll'S roa. POLY.:lLl'3l\B3TIC SUBSTITU'l'IOM . . 
• I 

Claaaification of cipher alphabets upon the basis' ·bf 
their derivation. • • • • • • • • • • • • • • • • • • 

~rimary- componantd aWd sicondary alptiabats •••••••• 
Ciplter disks and c,iphel' squares • • • • • • • • • • • • • 

!" "' I :- ' 

r 

Paragraph 

5 
6 
7 

5. 91assificAtiop of ci_phar nlphabets upon the basis of their 
derivation. - &• The,:aubstitutidn processes in polyalp"lB.betic methods 
involve the use of I.' plurality of cipher alphabets. The latter may 
be derived by various sc~ames, the exact nature o~ which datannines 
the principal charac~eristics of the ciJJher alphabets and plays a 
vary important role in the preparation and solution or polyal~habatic 
cryptograms. For these reasons it is advi~able, before proceeding 
to a discussion of tbe prin.ciptes and methods or analysis, to point 
out these various types of cipnar alphabets, sho~ how they are pro­
duced, and how the method of their productioh or derivation may be 
made to yield important clues and short-cuts in analysis. 

" ' A 

I i• A primary classification of cipher'al~habets for polyalpha-
betic substitution may be made into the two·tollailing types: 

(1) Indepandent'·or unrelated ciplier alphabets. 

(2) Derived or interrelated cipher alphaoets. 

A·· Independent cipher alphabets may~· disposed of in a very 
f8YI words. They are merely separate and 4istinct alphabets showing 
no relationship to one another in any Wa.y. They may be ccxnpiled by 
the various method~ discussed in ttrs. 44 - 48; !~elusive, Section IX 
of Special Text No. 165, llamentary Uilitary Cryptography. The solu­
tion of cr1pto3rams written bJ. means o~ such alphabets is reridered 
~ore difficult by reason of the absence of any relationship between 
the equivalents of' one ciphtir alphabet and tht>ae of any of the other 
alphabet a of the same cryptogram. On the other hand, fro1:i the point 
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of view of practicability in their production and thai:- h(l.Ddling 
in cryptographing and decryptographing, they. present some

1

diffi­
culties •1hich 1!18.ka them lass favored by cryptographers tbari Cipher 
alphabets of the second type. 

a• Derived or interrelated alphabets, as their name indicates; 
are most1 corJClonly produced by the llj;eractioq of t'lio p"'i iary com­
ponents, which when juxtaposed at the va5ious ~oints of coincidence 
S.IY!. be mad.a to yield secondary alphabets. 

6. l-'rimary components and secol'ldary alphabets. - Two basic, 
slidable sequences or components of n characters each ~ill yield n 
secondary alphabets. The cocponents may 1J8 classified according 
to various schemas. For cryptanalytic purposes the follo\:f.ing classi­
fication will be found useful• 

CAS~ iL. The priCJary co.nponents are both normal sequences. 
' 

(1) The sequenc1s proceed in the same dii·ection. (The 
secondary alphabets are direct standard alphabets.) 

(2) The sequences proceed.in opposite directions. (The 
secondary al1ihabets are reversed standard alphabets 
and are reciprocal.) 

C..Lf>~ a. The primary components are not both no:rCJB.l sequences. 

(1) T..~a plain component is nonnal, the cipher component 
is a mixed sequence. (The secondary al~habats 
are mixed al~habets.) 

(2) The plain cor~ponent is a mixed se~uenca, the cipher 
cOCJ.ponant is normal. (Ths secondary al~ha.bets a:-e 
mixed alphabets • ) 

(3) Both components ~re ~ixed se~uences. 

(a) Components are identical i:i.ixsd sequences. 

I. &aquences proceed in the same direqtion. 
(f~e secondary alphabets are rnixea alpha­
bets.) (rar. 28) 

I 
1 Saa .r'ar. 37, Special ·rext t:O. 165. ___ ........_ ____________________ _ 
2 

See l:'ars. 49 and 59, Special T3.xt Ho. 165. 

.. 

• 
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II, Sequences )roceed in opposite directions. 
(The seco~d~I""/ alpnabets are reci~roca] 
·:iixed alr!iabei.s.) (1"2.r. 33) 

(b) Components are dif'fe:ztent mixed setiuenc~s. (rhe 
secondary al_ihabets are nixed al,li.<tbets., 
(tar. 39) 

7. Cipher disks and cipher squares. - !.• Reference is no\1 
,ade to rars. 60 - 62, Seetion XII, Spe~ial Text No. 165, wherein 

was sho,·11n the equival.mcy that subsists bet\1een the results }lroduced 
by slid 1.ng priinary components and cio11.E1r disks and square tables of 
the Vigenere type. In all cases the results produced by the succes­
sive juxtaposition.a Of tv10 slidin~ C011ponents inay be duplicated by 
using a cipher square; the converse relationsli.ip is true only \:':rrheri 
the columns or ro\1s cf the ciphe• square shO'\' symmetryj t\.i.at is, 
the seyuences in the columns or ro•1s a~·e ident:i,.cal but r.ierely dis­
~laced 1, 2, 3, ••• intervals successively. 

~· In cryptanalytic studies it is usually more convenient and 
..iseful, ,y.rherever possible, to consider the problem fro·1 the point 
of view Of _slid.ing cot:iponents rather than cipher SGUares • 

SECTION III 

THE0,1.Y OF SOLU'rION OF R.!:l-'EATING-K3Y SYST~{S 

Paragraph 

The three steps in the analysis of repeating-key systems. • 8 
First step; finding the length of the period. • • • • • • • 9 
General remarks on factoring • • • • • , • • • • • • • • • • 10 
Second step: distributing the cipher text into the 

component monoalphabets • • • • • • • • •••••••• 11 
Third step; solving the inonoalphabetic distributions ••• • 12 

a, The three steps in the analysis of repeating-key systems. -
a. The method of enciphering according to the principle of the re­
peatiTig-key, or repeating alphabets is adequately.explQ1nad in :ears. 
57 and 58 of Spacial Text No. 165, Elementary ~il~tary Cr;ptography, 
and no further reference need be made at this time. The analysis of 
a cryptogram of this type, regardless of the kind of cipher alphabets 
employed, or their mothod of production, resolves 1tsolf into thrae 
distinct and succassivo steps. 

(1) Determination of tho length of tho ropeating key) 
which is tho samo as tho detormination of the oxact numbor of 
alphabots involved in th~ cryptogram~ 
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(2) Allocation or distribution of the lette~s ot the 
cipher text into the respective cipher al~habets to which 
they belong, vhich reduces the poly~lphabetic tezt to mono­
alphabetic terms; 

(3) Aiialysis of the individual monoal~habetic distribu­
tions to detel'l'Jine plain-text values of the ci~her letters 
in each distribution or al~habet. 

R• The foregoin3 steps uill be tre~ted in the order ir. which 
mentioned. The first step may be described briefly as that of 
detennininP, the period. The second ate) may be described briefly 
as that of is~uction 12. monoalphabetic i!L.i:e!• T~e third step '&lB.Y 
be designated as !.d..!llltific~t:\9.!! 9.i cipher-telS!, values. 

9. First steps finding the length of the rerfod. - !• The 
determination of the ,eriod, that is, Ghe len3th of the key or the 
number of ciilher alphabets involved in a crypto,;ra:r.a enci1>hered by 
the repeating-key method is, as a rule, a relatively si1.'lple matter. 
The cryptogram itself usually manifests externally certain phenor.iena 
,mi ch are tha direct result 'of the use of· a repeating 'l:::e:,r. The . 
principles involved are, '10\Titver, so funda1nental in cryptanalysis 
that th.,.ir elucidation warrants a somawhat detailed treat1:ient. 
Thia will be done in connection ~ith a short exa~ple of encipherL~ent, 
sho'7n beloT' i11 Fig. 1. 

~· Regardless of what system is used, identicnl plain-text let­
ters enciphered by the same cipher alphabet1 .nust yield identical 
cipher letters. Referring to Fig. 1 1 such a condition is brought 
about every time that identical plain-text letters happen to be en­
ciphered with the same key-letter, or every ti.:ie identical plain-text 
letters ta.11 into the same column in the snciphenaent.2 lfo .. 7 since 
the number of columns or positions vith respect to the xey is vary 
limited (except in the case of very long key words), and since the 
repetition of letters is an inevitable condition in plain text, it 
follows that thaI"a 'tlill be in a message of fair length i?IB.ny cases 
where id~ntical plain-text letters !IY!1 tall into the s&J:le column. 
They will thus be enciphered by the same &ipher alphabet, resulting, 
therefore, in the production ot many identical letters in the cipher 
text. ~'lb.an identical plain-text poly3ra~hs tall into.identical 

1 It is to be understood, ot course, that cipher alphabets with 
single equivalents are meant in this case. 

2 The frequency with rhich this condition may be expectg9. to occur 
can be definitely calculated. A discussion of this point falls beyond 
the scope of the present text. 

, 

, 

\ 

.. 
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'rIU: it.ftTILLJ:RY B.aTTALIOU Mh.:acHIJ~:J. I?J TIU .UA..1. OF THJ.i: AJVAUCE GUARD KEil:PS 
ITS COMBnT TRn.lN Wir.a IT. (::ey. y BLtf..ll, using direct standard alphabets.) 

' 
C I1"'H::l .l'~k'1lA&::TS • 

Plain _, !,_!3_ C J -.1!:.L.1.JL!.ll~ N.. N O P Q, R LT U V W X Y Z 
( l) - B C ,.J E F G H I J ~: l.i 1' N 0 f Q R S T t1 v' ~- X Y Z A 

Cipher (.2) - L M, N 0 l- Q R s ·r u v w x ~ z A ~ d D F.: F G H I j K 
( 3) - U V W X Y Z i, ,B C iJ ,E F G U I J ,K t ~·- II 0 l' Q R S T 
(4) - EFG d I J KL h NOP QR STU V W~ Y Zn.BCD 

BLUE".. BLUE 
TH:ii:A ·THEA I , 

U 5 Y·E 
a TI L a T ·I L 

S· EC P 

LE RY LERY 
MP LC 

BATT B A'T t 
CL N X 

A 'L ! 0 AL I 0 
awes 

N ll .lt R N I.ri AR 
0 x u 11 I I 

CH I'N' CH I H 
D 5 CR 

' 
GI UT GJ:NT 

II. ... •' HT H X 
'• 
l.lEH.E H. E n E 

I PL I 

A R 0-F AR O,F 
B C I J 

1' H E A l'Hi.n. 
U 5 YE 

D VAN DVAN 
EGUR 

C E GU CE GU ) ( I I 

.J p A y ' I , 

A;tDK .\ R J) K 
BC X 0 

E iil PS ::l: E P 5 
F P J VI 

I TS C I T S C 
J E tl G 

O'.MBA OMBA 
PX VE 

T 'f RA TT RA 
U :5: L .J: 

IM WI I N W I 
J y ~ 14 

T H- I T TH IT 
u s c x 

Cl l! CRY?'rOG::lAlll 

'• 

US YES ~PMP 
AYBCX OFPJW 

LCCLN 
JEMGP 

XBWCS 
XVEUE 

OXUVJ sc.-qHT HXIPL IBCIJ USYEE GURDP 
LEJYQ MUSCX 

Fig. l. 
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columns the result is the formation Qf identical cipher-text ;polJ­
graphs, that is, repetitions or groups or 21 3, 4, ••• lattars are 
exhibited in the cryptogram.. Repetitions of this type will hereafter 
be called causal repetitions, because they are produced by a definite, 
traceable cause; the encipherment of identical letters by the same 

· cipher alphabets. 

a• It will also happen, however, that different plain-text 
letters falling in dif ferant columns will by mare accident produce 
identical cipher letters. Note, for example, in.Fig. l that in 
Column 1, Rp becomes Sc and that in Column 2, Hp also becomes Sc• 
The production of an identical cipher letter in th~se two cas~s 
(that is, a repetition where the plain-text letters are different 
and enciphered by different alphabets) is merely fori·uitoua. ·It is, 
in every day language, "Ill mere coincidence", or ''an accident". For 
thia reason repetitions of this type ·.dll hereafter be called'!.e£.i­
dental repetitions. Such repetitions 'Hill, of course, happen fairly 
frequently with individual letters, but less frequ•ntly ~dtb ~i­
graphs, because in this case the same kind of an· "accident 11 must take 
place twice in succession. Intuitively one feels ~tmt the chances 
that such a purely fortuitous coincidence vill happen t\lO tim8s"in 
succession must be much lass than that it will he.~pen every once in 
a while in the case of single letters. Similarly,· intuition makes 
one feel that the chances of such accidents ~appenin,g in the case ,of 
three or more cansecutive letters are still less.t~a.'D in the cave of 
digraphs, decreasing very rapidly as the repetit,ion ~ncreasas i!l 
length. This phano1.1anon may, however, be dealt ~1iih statistically, 
taking the matter outside the realm of intuition. · 

4• Suppose that ~ 26 letters of the alphabet are placed in 
a hat and shaken up. i.Jha.t is the probability of d"rawi11g any speci­
fied single letter in a single drawing? Obviou&ly -/r;-• Suppose 
that all 676 pairs of letters, each pair being vrittsn on a separate 
slip of paper are similarly placed in a hat, what is the probability 
of drawi!J.8 any specified digraph in a single dr~1'ing?l Obviously 
..l.... or ~ • Sitnilarly, fer trigra.phs the probabtlity is 1 or 
676 26 17576 

~ s for tetragra.phs, l or 14 ; and in ge~ral, for any 
26 456,976 26 . 
polygraph the probability is • ..L Thiara n is th& Iemgth of tha poly-26ll ' . 
graph. However, tba student here is concerned not ·:ith the theoret­
ical results of a single drawing of a letter or'-a. polygraph but Yith 
the theoretical results or two 2.£. more successive d.rawings. netum­
ing to the case or the 26 letters in a hat, suppoee a letter is drawn, 

--------------~~--------------------~------~---~-----:._..._·------
1 Or, if single letters are used, what is the probability of drawing 
any specified pair or letters in two successive diawings, the first 
letter drawn being replaced before drawin~ the second? 

' 
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recorded, and replued ln the hat." 'A second drawing ia now made. 
~Jbat ia the probability that the latter drawn the second time is 
the same as the one drawn the first timT Again the proll&'&lli\y' 
ia ..1... , bec&Jise tha letter t.o be drawn. on the f'irst trial was nbt 

88 - ~ ---
spac iti ad. The phenomenon ot interest here is not the idelltity of 
the letters that turned up in the two aucceaa.ive drawings but merely 
uhether or not the letters that turned up in the two auccessiva 
drawings are idontical; they may be 2 A's, 2 B's, 2 C'a,, and~•o on. 
Coming nov to the aaae of digraphs, the reasoning ia the BB.Ille• SuP-. 
~ose a slip containing a digraph ia drkwn 1 recorded, and replaced. 
A second drawing is then mad.a. ~tn.at ia the.1>robabillty that the 
digraph drawn the second time is the same a.a that drawn the first 
time'l .Again the pro-babili ty ia ..!.. , since tha disraph to be drawn 

. ' 676 
on the first trial ns not apopitied and merely oc'currence or non-
occurrence of repetition is of interest. Thus, the reasoning may 
be carried on as before to cover repati~ious polygraphs of n letters, 
and it may be set dOWJl that the ~robability tor the occurrence or a 
.c.apatition of 11 lc-tters is 

2
hi:· · -· . 

A• Suppose that in a cryptogram containing axactly 80 letters 
there occurs a repetition or a tetra.graph. iha.t is the probaQility 
that thi' is a purely accidenta~ phenomenon? Lat the matter be 
reasoned put aa follows. In 80 letters there are 77 successive 
tetragraphs (assuming that the massage as 'a whole cannot be cons\dered 
as cyclic, so that the 78~h, 79th,'BOth and lat letters do not tOTID 
anothe:r tatragraph). Or these 77 tetri.graphs, only 7!i ·are available 
tor stu.dy after a given tetra.graph l'la'9 bean specified iri'itially as 
the b~ia r.or a repetition. For exauipia, suppose the t1rat tetra­
graph US~ is specifiad5 a repetition of USJ~ is sought. Since, as 
explained above, in perfectly homogeneous random text the probability 
of occurrence of a repetition of • tetragraph is 1 , and since 

. . 456,976 . 
there are in this case •ts totragraphs whiah may be examined. to seo 
whether or not any or tham coincides with the initially specified 
tetragraph USYJ, the probability that a second USYi will o~cur in 
this moBBago puroly by accidont is 73 , approximately 

62
1

60 
or 

456,976 
roughly 6i00 • In othor wards, such an accidental repetition may 
be expected to occur on the average only about once in 6300 eases. 
The odds against its being an accidental repetition are therefore 
sufficiently great to lead to the conclusion that it is nq'fi..._~ccidental, 
but causal; and the cause ia in this case quite easy to ~ae. A poly­
graph repeated in the plain taxt was actually enciphered by identical 
alphabets. ln order tor this to occur, it was necessary that the 
polygraph tall both times in exactly the same relative position with 
respect to the key. Nots, for example, that USYE in Fig. 1 represents 
in both cases the plain-text polygraph THEA. The first time it occur-• . ' red it tall in position• 1-2-3-4 with respect to the key; the second 
time it occurred it happened to tall ~n the vary same relative posi­
t ions 1 al though it might just as well have happened to fall in any of 
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the other three possible relative positions with respect to the key, 
viz, 2-3-4-1, 3-4-1-2, or 4-1-2-3. In fact, the worrl "happened" ' 
correctly expresses the case, for the insertion or deletion of a 
single plain-text letter betV1een the t\70 occurrences would have 
throvm the second occurrence one letter for,lard or backward, respec­
tively, and thus caused the poly~raph to be enciphered by a seque11ce 
of alphabets such as can no longer produce the cipher JOlygraph USYE 
from the plai~-text polygraph THEA.1 

!· If a count is made of the nu1nber of letters from and in­
cludin3 the first USY~ to, but not including, the second occurrence 
of USYG, a total of 40 letters is found to intervene between the two 
occurrences. This number~ 40, must, of course, be an exact multiple 
of the length of ~he key. Having the plain-text before one, it is 
easily seen that it is the 10th multiple; that is, the 4-letter key 
has repeated itself 10 times between the first and the second occur­
rence of USYE. It follows, therefore, that if the length of the key 
were not knonn, the number 40 could safely be taken to be an exact 
nultiple of the length of the key; in other -.~·ords, one of the factors 
of the number 40 would be equal to the length of the key. The \vord 
"safely" is used in the preceding sentence to mean that t.he interval 
40 aJplies to a repetition of 4 letters anJ the chances that this 
repetition is accidental are extrecely scia.11 (roughly 1 in 6300). 
The factors of 40 are 2, 4, 5, a, 10, and 20. So far as this single 
re~etition USYE is concerned, if the length of the key were not known, 
all that could be said about the latter would be that it is equal to 
one of these factors. The repetition by itself gives no further in­
dications. How can the exact factor be selected from among a list 
of several oossible factors? 

4, 

&• ~t all the repetitions in th3 cryptogra1i1 be listed. They 
are a~ rS'llows (note undex·scoring in the cryptogram)~ 

U S Y E S ECPM~CCLH XBWCS 0 XU VD 

S C R H T d X ! !!..1 I JL.Q I J U S Y E E G U R D P 

A Y IL] X 0 F P J ~ J E Y. G P X V E U E L E J Y q -

1 On the other hand, the insertion or deletion of this one letter 
might bring the letters of some other polygraph into sir.ular columns 
so that another repetition ~ould be exhibited in case the USY~ re­
petition had thus been suppressed. 
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lat Y§!I to 2d Y.m 40 letters. Factors 2, 4, 5" s, 10, 20. 

2d !l§. to 3d Ye. 36 letters. F.actora 2, a, 4, 6, 9,. 18, 

' 
lat~ to 2d §.Q 52 letters. Factors 2, 4, 13, 26. .. 

'· 
lat ll! to 2d ~ 24 letters~ Facto:rs 2, 3t ~ .. s, 12.· 

'· ' 
1st. !Q. to 2d .eQ. . 16 letters. Factor-a 2, 4, e. 

, I 

1st g to 2d g. 25 lettare. Factors 5,. 

h• Are all thees repetitions causal ~epetitionet It has been 
seen that the odds against the USYE :repetition beiqg aQcidental are 
about 6300 to l; the odds against tne 2-letter repetitions Qeing 
accidental are only.about 9 to i~ Experience indipates that cuch 
mbre weight is to be attached to a single 4-lette~ ~epetition ~han 
to a halt dozen or sq 2-letter repetitions1 nevertheless, it wi~l 
be noted that eYH'J one ·ot the 2-letter repetition intervals except 
the last· contains the tactor11 2 and 41 aa does the intePval 40 l"Or 
the 4-letter repetition. Thia means that it the cipher iB' v;ritten 
out in either 2 columns or 4 columns, all these repetitions (except 
the last) \Yould tall into :the same columns. From this it tollo.ws 
that the length of tha key is either. 2 or 4, the latteG ~n.p~ctical 
grounds, ·be:i.ng more probable than thff f"On:ier. Doubts co.nee.ming the 
matter of chooeing.betW'ean a 2•latter and a 4-letter kay will be 
diesolved ,\"•hen the cipher text is ..distributed into it,s c;om:eonent 
monoliteral t.reque-ncy .distributions •.. . . 

!.. The repeated .digraph CX in the for.egoing 111easage ie an acci­
dental repetition, as will·b.e" ~pplrent by referring to Fig•, 1. Had 
the massage been longsr tbere would hav~ been. more auch.~cd.dental 
repetitions, but, on the ather hand., there would be a propQrtionately 
greater number of causal repetition&. Thia is because t~e phenomenon 
ot repetit.ion in plain text is so all-pePvading. 

'. 
J.• &ometimea it happens that the cryptanalyst qqicltly notes a 

repetition of a polygraph. af fouT or mora lettere, the intel"VB.l be­
tween the first and second occurrences of \"hich has only two factors, 
ot which one is a relatively small number, the ot~er a rel4tively 
high incommane:ura:bla. number. ·He Ul&.Y therefore assume at one.a that 
the length of the key is equal to the smaller factor rithou.t search­
ing for additional.recurraru:ss upon ~hich to corrobont.te his assump­
tion. SuppoQa, tor example• that in a r~latively short C1"J'ptogram 
the interval between the first and second occurrences ot a polygraph 
ot five letters happens to be a number such as 2Q3 1 the factors ot 

I 

which are 7 and 29. ;vidently the number of alphabets may at once 
be assumed to be 7, unless one ia dealing ~ith messages in which the 
correspondents-ar& tnawn to uae long keys. In tne latter case one 
could assume the number of alphabets to be 29~ 
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£• The foregoing method of detennining the period in ~ poly­
alphabetic cipher is camaonly refe~red to in the literature as 
11ractoring'' • Because it is an apt term and is brief, it l"lill ~ 
81i1ployed hereafter in this text to designate the process. 

10. General remarks on factoring. - &• The statement made in 
.t'a.r. 2 ;lith respect to 1;he cyoli~ phenomena said to be exhibited 
in cryptograms of the periodic type now becomes clear. The use or 
a short repeating key produces a periodicity of recurrences or rep.. 
etitions collectively tanned "cyclic phenomena, 11 an analysis of 
which leads to a determination or the length or the period or cycle, 
and this gives the len:rt;h of the key. Only in the case of relatively 
short cryptograms enciphered by a relatively long key does factoring 
tail to lead to the correct determination of the number of cipher 
alphabets in a repeating~key cipher; and of course~ the fact that 
a cryptogram contains repetitions ~hose factors sho~ constancy is 
in itself an indicatio.n and test o:f its periodic n.atu.1.·e. It also 
tollo\"18 tha:t if the cryptograu is not a rep~ating-~ey ci,pher, then 
factoring ••ill ahow no definite results, and conversely the fact 
that it does not yield definite results at once indicates that the 
crypto3ram is not a periodic, repeating-key cipher. 

R• There are two cases in which factoring leads to no definite 
result9. Ona is in tba case of monoalphabetic substitution ciphers. 
Here re-0urrences are var~ plentiful as a rule, ~nd t~e intervals 
separating these ~ecurrances may be factored, but the tactors ~ 
sho~ m!. constancu there will be several factors colJIUlQn to lilB.nY or 
most or the recurrences. This in itself is an indication of a mono­
alphabetic substitution cipher, if the very tact of the presence ot 
~any recurrences fails to impress itself upon the inexperienced crypt­
analyst. Th~ other caae in which the process of factoring is non­
signiticant involv~s certain types of nonperiodic, polyalphabetic 
ciph,rs. In certain ot these ciphers recurrences of ~igraphs, tri-
3rapne, and even polygraphs may be plentiful in a long message, but 
the intervals between such recurrences bear no definite multi~le 
relation to the length of the key, such as in the case of the true 
peripdic, repeating-!cey ci;,mer, 1n which the al)habete cl:Jange w~th 
successive letters and repeat themselves over and over &.c"'B.in. 

~· Factoring is not the only method of determining th~ length 
ot the period of a ~eriodie, polyalphabetic substitution ciJ>her, 
althGugh it is by far the most colDl?lOn and easily ap_plied. ~"t this 
poin1; it 'l.1:Ul 1Qerely be noted that '!;then the m.eaaage under study is 
relatively short in comparison with the lengtn of the key, so that 
there are only a few ay~l~s ot cipher,te~t and no long repetitions. 
affording a basis tor tacto~ing, there are qeveral other methods 
available. lioVS'Ve.r, it being deemed inadvisable to interject the 
data con-cernin.:J t~oa-e other methods at this point, th~y r1ill JS ex­
Jlaintd subsequently. It is desirable at t~s juncture merely to 
indicate that methods other than factoring do exist and are used in 
practical work. 

.. 
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11. Second a\ep: distributing the cipher text into the com­
ponent r,ionoa1i>3bata. · - !:.• After the number or cipher alphq,bats 
involved in the c.typtogra.c has befk"'l ascertained, the next step is 
to rewrite the m'essB.ge i~ groups corresponding to the length of 
the key, or in cOl1.U11nar fashion• whicheY"er is more convenient, and 
this automaticallj'1 aividea up th&·text ao that the letters beJ.ong. 
ing to the aal?18 cipher alphabet oceupy-aimilar positions in the 
groups, or, if the columnar method is used, fall in the same column. 
The letters are thus aJ.located or distributed into the respective 
cipher alphabets to •~ich they belong. Thia reduces the polyalpha­
batic text to monoalpnabetic te~s. . . 

ll• Then separate monoliteral frequency distributions for the 
thus isolated indivi:d"Ua~ alphabets are compiled. For 8X&Qple, in 
the case of the cipher on page 9, having determined.that four 
alphabets are involved, and having rewritten the massage in four 
columns, a frequency distribution is made of the letters in Column 
1, another is uada or the' lifttel's: in Calunm 2, and so. on far t-ha 
rest ~r tha columns·,.. Each !it th!p ·resu.lting i;U.s~tions ll thare­
!:2.r..!I. !:. !:!eJlO&:lphabatic freguency'!fistributiJ!!!• If tnese distributions 
do not give the irregular crest and trough appearance or si.".lgle 
frequency distributions, than the analysis which led to the hypothesis 
as raga.rda the number of alpha~ets -involv~d ia fallaciouu. In fact, 
the appearance of thee individual distributions may be considered 
to be an index or the correctness of the factoring process; for theo­
retically, and practically, the.individual distributions constructed 
upon the g,g_l:}',~j;_ hypothesis will iend to conform more closely to the 
irregular crest and trough appearance of a single alpha.bat frequency 
distribution than vill the graphic tablas constructed upon an in­
correct h11>oth~sia~ 

12. Third. step= solving the ,monoalphabatic; diatnbutions. 
The difficulty SJcperienced in analyzing the individual or isolated 
frequa~cy distributions,depands moat~y upon the type of ci~er alpha­
bets that iB used. It is apparent that mixed alphabets C1&Y b8 used 
just as. aasily as standard alphabets, and, of course, the cip}J.ar 
letters themselves give no indication as te ~h!ch is ths ca&•• Hov­
avar, just as it was found that ~n the case or monoalphabetic, sub­
stitution ciphers a monoliteral-fraquency distribution ~ilr give 
clear indications 'lhathe~ the cipher alphabet is a standard or a 
gixed alphabet, by the relative positions and extensions o~ the 
crests ~;and troughs in the tabla, ,so it is found that in thq case or 
rapa&ting-kay ciphers, monoliteral frequency diatributiona·ror the 
isolated or individual alphabets will also give clear indi91L~ior.a 
as to 'lfhether t'18Be alphabets are tl'ta.ndard alphabets OP mixed ii"lpha­
bata. Only one or two such iraqueqcy distributions are necessary 
for this determination; if they appear to be standard alphabets, 
similar distributions ean be made f'or. the reet of the alphabets: 
but it they a~pear to be .:ii.red alphabets, tben it is beat to compile 
trilitaral fraqueney d~at.ributions for all the aiphabats. The 
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analysis or tha values or the cipher letters in each table pro­
ceeds along the same lines as in the case of monoalphabetic ciphers, 
The analysis is more difficult only because or the reduced size or · 
the tablas, but if the message be vary long, then each frequency 
distribution will contain a sufficient number or elements to en­
able a speedy solution to be achieved. 

S..OOTICl~ IV 

ltilril':ATiilG-KCY SYSTEMS WITrt ST.~JJAR.D Cil:HEJ. AL:l:.i:i.r..BJi:l'S 

nragraph 

Solution by applying principles of frequency •••••• 
Solution by completing the plain-component sequence • • 
Solution by the "probable-word method". • • • • • • • • 

• • 
• • 
• • 

13 
14 
15 

13. Solution by applying principles of frequency. - ~· In 
the light or the foregoing principles, lat the following cryptogram 
be studied: 

J!ESSAGl 

1 2 3 4 5 

A '1UKHY i..AKf.I Z.I.J!WM JMIGX NULX 

B lilTIU:I ZHBHR AUZM ILVM!. JKUTG 

C DPUit QY..AJiQ LHVJ\JI L!ZNG GZX.,,11 

J) ... 11 .. J, U F II P Z J ll V CH U U HK li_! I PL WP 

~ AJZXI__QUMTV .Dl'TLJ ECMYS Q!'BAV 

F ALiliY POJ:XW PVllYE EYXEE UDPXR 

G BVZVI ZIIVO SPTIG iCUBBR QUXP 

H WFQGIC PTIKW DJZXI GOIOI 

J ZLAMV KL.HWF NPLZI OVVFM ZKTXG -
r. UMDF A&EXI JLUFM PZJNV..£AIGI 

L D A W P R ll V I W =E_.J...,..K Z il Z L A F 1i ri S 
~-

... 
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A search for repetitions discloses the following short.list of most of the 
longer repetitions,'with the intervals' and £actors below 11 listed (fQr 
previous exp~rience iiJs:¥ lead to the'concl~sion that it~is unlikely that 
the cryptogr'1n in,lolves.more than lo a.lph&beta; 'snowing the.n'Wnber of 
recurrences 1Jhiah 'it 'does} t J • ' • 1 • ' 1

' • ···: •• ' • 
' r~ • 11 

1 J 

Repetttion 

LUFMPµNVC 

JZXIG 

EJK 

PT!; 
I 

QGK · 

UKH 

ZLA 

AS 

EJ 

FM 

FM 

FM 

FM 

FM 

JA 

LA 

LA 

LL 

NL 

NL 

VI 

YM 

. · 

' ' '· 

_J,ocation 

Dl, IO 

El, H4 

Al, C2 

Jl, L4 

D3, 1;.3 

194; L2 

AS, Dl 

AS, J'2 

J:2., J4 

J4, K3 

K.3, L4 

A2, 04 

Fl, Jl 

Jl, ~ 

Dl, H2 

H2, Kl 

Cl, C5 

A3, B3 

' . ' 

Inte.rval 

160' 

90 
' ., 

.315" 

50 

85 

55' 

65 , . 

175 

115 

57 
1

185 . ' 

12 

20 

30 \ . 

60 

'75 

65 

10 

l-0~ 

1,.; 

20 

25 

' . ' 

2, 4, '>, 8, 10 

2, 3, 5, 6, 9, 10 

1, 5,_ '"I, 9 

2, 5, 10 

5 

. : 5 

5 

' . 

3, 5, 7 

~ 
L I 

3 

5 

2, I.,, ) , J.O 

2, 3, 5, 6, 1(1 

3, 5 

5 

., , . 

... , J 

3, 5, ? 

3, 5, 

2, ,!,. ,, '· 

5 
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:e,. The factor 5 appears in all but two cases, each of which 
involves only a digraph. It seems almost certain that the number 
of alphabets is five. Since the text already appears in groups of 
five letters, it is unnecessary to rewrite the message. The next 
step is to make a monoliteral frequency distribution for Alphabet l 
to see it it can be determined whether or not standard alphabets 
are involved. It is as follows: 

Alphabet 1. · -
'I ~ 

( . 
~ ·- = = •' = - - ~ - ~' :;? : c - - - - - - - - - - - - c -
AB C DEF G H I J KL M~N p P Q RS T U,V 7 X Y Z 

.£• Although the indications are not._very~lear cut, yet if one 
takes into consideration the small amount of data the assumption of 
a direct standard alphabet with ,\fc !: AP' :i,s wo-r.th further tes.t. 
Accordingly a similar distribution is made for Alphabet 2. 

' 
Alphabet 2. 

-
'J - - \., I 

t:. - = - = = ~ - = i = = - - -- - - - - -- -
A B C D E F G H I J !{ L M N 10 P ~ RSTUViXYZ 

.sl• There is every indication of a direct stand~rd alphabet, 
with He = Ap• Let similar distribution be mado for tho last threo 
alphabets. Thoy aro as follo'R9J. 

Alphabot 3. 

= --= = = i==~~- -= =~i-- ~ 
ABCDEFGHIJKLMNOPQRSTUVWXYZ 

Alphabet 4. 

Alphabet s. 

= 
~=§ f-= i -=-~= l==­ABC DEFGHIJKLMNOPQ RSTUVWXYZ 
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2• Arter but little experiment it is found that the distribu­
tions can best be made to fit the no.rmal when the follo1•1ng values 
are assumed: 

. , 

Alphabet 1,-- .tLp •We 

Alphabet 2 -- ~ : He 

~pha~e"!; 3 -- ~P. '7. ~c 
I 

Alphabet 4 -- 1Lp ~ T~ 

Alphabet 5 ~- Ap = Ee 

'• 

l• Note the key nord given by ·the successive equivalents of 
h.p; WHITE. The .real proof of the correctness of tha analysis is, 
of course, to test the v:a,lues of the solved alphabets on the crypto­
gram, The five conipl:_ete .c.ipher alphabets are as follows -a 

. 
~~a~n --- AB C DEF G.H I J KL MN 0 P Q R S T tr V W X Y Z 
- ~ - w xx z AB C

2

D i ~ G H I'J KL M
1

U 0 ~QR 5 Tu v 
2 - II I J, I: L. M 11 0 f Q R S T U V W X Y z· .'L .B C Q E F" G 

Cipher 3 - I J IC L M N 0 p 'Q R s T u v w x y z A B c D E F 'G H 
, t-TUVWXtZA»QDE1GHIJKLMNOPQRS 

5-EFGHlJKLMNOPQRSTUVWXYZABCD 
... . ',,. 

Fig. '2 

' I 

&~ A~plying these va~ues,to the ~irst few groups of our mes-
sage, the following is fou.nd: . , 

1 2 3 4 5 
Cipher - A U K a Y 
l'lain - ,.;: H C O U 

l 2 3 4 5 
JAM~CI 

H r'E RE 

l 2 3 4 5 
ZYMWM 
D' R E j) I 

l 2 3 4 5 
JM I G X 
HF ANT 

l 2 3 4 5 
NFMLX. 
RY~ST. 

h• Intellisible text at once results, and tbe solution can now 
be completed very ~uickly. The cobplete message is as foll?W's: 

EllCOUNTERED RED INFAN'rRt ESTIMATED AT ONE P..EGIM.JmlT JUJD MACHINE 
GUN COMPANY IN TRUCKS ~EAR EMMITSBURC. .\!Ii HOLDING MIDDLE CREEK 
NEAR HILL 543 SOUTHWEST 01', F..U:R?LAX'. WHEN FORCED BA.CK WILL 
CONTINUE DELAYING Rl!:DS AT MARSH CREEK. HAVE DESTROYE.D BRIDGES 
ON lttIDDLE CREEK BEl'WEEN EMMrrsBUR.G--TANEYTOWN ROAD lJ~D .RHODES 
NILL. 

~· It is obvious that reversed standard alphabets may be used. 

• • 
• • 

The solution is accomplished in the same manner. In fact, the now 
obsolete cipher disk used by the United States Army for a number of 
years yields exactly this type of cipher and may just as readily be 
solved. In fitting the isolated frequency distributions to the normal 
direction of "reading" the -crests and troughs is merely reversed. 
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14. Solution by completing the plain-component sequence. ~ !• 
There ie another method or solving this type or cipher, which is 
worthwhile axplaining, because the underlying principles will be 
found useful in 1nany cases. It is a modification of' the matho4 
of' solution by completing the plain-component sequence, already 
explained in ~r. 20 of Part I. 

ll• Attar all, the individual alphabets of a cipher such as . 
the one just solved are merely standard direct alphabets. It ~a 
bean seen that monoalphabetic ciphers in which standard cipher 'lpha­
bet s are employed may be solved almost mechanically by completing' 
the plain-component sequence. The plain taxt reappears on only one 
genai:atrix and t}\is generatrix is the same for the whole messa.g't~· 
It ~s easy to pick this ganaratrix out of all the other generatrices 
because it is the only one which yields intelligible text. Ia it 
not apparent that if the same process is applied to the cipher latter• 
of the indiyidual alphabet• of the cipher just solved that the plain­
text aQuivalenta of these letters must all reappear on one and the 
same generatrix? But how will the genaratr~x which actually contains 
the plain-text letters be distinguishable trom the other ganaratrices, 
since these plain-text letters are not consecutive la:ttars in the 
'plain text but only letters separated from one another by a constant 
interval? The answer is simple. The plain-text genera.trix should 

. be· distinguishable from the others because ii n.!! !!'!2!: !2£.! !!'.!!. !. 
batter assortment .Qi high-frequency letters, .!&!!S. .E!!l !Ill!!!!!.!!:. 
lacted'JrL tQ.e III.~ the whole !I! al generatricas. If this is 
dona with all the alphabets in the cryptogram, it will merely be 
necessary to assemble the letters of the thus selected generatrices 
in proper order, and the result should be consecutive letters form­
ing intelligible text. 

~· An example will serve to make the process clear. L~t the 
same meesage be used as before. Factoring showed that it involves 
five alphabets. Lat the first tan cipher letters !!!. each alphabet 
be sat dawn in a horizontal line and let the normal alphl.bet sequences 
be completed. Thus: 

' 
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Alphabet 1 Alphabet 2 Alphabet a Alphabet 4 Alphabet 5 

l .AJZJNlZAIJ UAYI-liFTHY""LK Ki~: I1.1IB •• ~VU HK·7GU.,.HZUT Yill.XXIRW:G 
2 BK.U-.OF A.BJI\ VBZfJGUIZJ.iL LNU~JJClf TV · ILXHfiNllNU ZJNYYJSNFH 
3 CLBLrGBCXL WGAOH.V J .ANM liiOOKOKDOXW ~JliiYIHOJB-OV AKOZZKTOGI 
4 DUCL:QHC DU.~ XDBl-'l!fi<BON NPPLPLi:PYX · Kl~ZJOZ.KCJ?i1 BLPtU\LUPHJ 
5 ~JDIHtI:::>lilaN YEO...,iJXLGPO · OQQ:!1MF1'Z? LOAK~L!J~X CU:QBlliV'lIK 
6 FOii:OSJ~FHO I ZFDRI:niDQ p ffiRNRNG .'.AZ :.tl'BL' JRh-UnY .ll'1RCClf.i:tJL 
7 GPFPI'ICFGOP AG~S LZI4'JrR'~ • ~5SOSOHSBA NflCl:UtSNFSZ mos OOOXSKU 
8 HQG-:~ULGH!'Q BHFT1AAOFSR RT'l'l-'rl·rrCB ORmSTOGTA FPl'llPYTLN 
9 IRHRVl··iHI~R CIGUlIBl'G'l'S SWQUQJUDC . m:u:aruPrmi3 .. cn.uFF"JZUUO 

10 JS IS' llUJ JS DJHVOCQHUT TVVRV"1lKVED QTFRJV'1IVC HRVGGRzWNP 
11 Y.TJTXOJKST :.!1KI'" /PD:lIVU tf1 /S;IS'L'.fF:iil RUGQV\r7Ril"1D IS""IHHSB'.JOQ 
12 LUKUYPKLTU Fl.JXQ.J>.T :V VXXT~XGF s VH:tmcs1arn: JTXIITCX·PR 
13 l.:i VLVZQU.aJV Clai!{YRJ"I'l'.XW \if!YUYUN"YHGt> 'FWISXYTLYF KUYJ .roDY1S 
14 · N\Ji,~1i.Ai"":U.J.H'J",f HHJ',,.ZSGULYX xzzvzvozm- UXJTYZUMZG LVZKI:V:2:ZRT 
15 G>XlUBSNO. /X IOMATHWZY YAA.".v'A~'PAJI VYKUZAVNAH " lJllALL~IFASU 
16 l'YOYCTO.l:'XY J .r'NBurmuz Z~mcBX~BhJ "JZLVABV/OBI llXBl il.1lXGBl'V 
17 QZPZDU.r'QYZ K~OC.V JXOBA ACCYCYR.CLK JW.:'1BCXPCJ OYCHHYHCUW' 
18 RAQL"'V ~RZA LRJ:'.D',iK YPCB BJDZDZSlllL YBNXCDY..! DK PZDOOZIDVX 
19 5 B..lBY.1~1SAB J~.QZXLZ d00 C:WA:".i:A fi":NI.i ZCOYO.:CZ:UL qA.l:Pl'AJE .1Y 
2-0 TCSCGXSTBC NTRFYMA .. ~D DFFB!i'BUFON A.Dl'Z~ASF"vi RBF'}QBKFXZ 
21 Uf/rIHYTUCJ) OUSGZHBSF.l 4i:GGGGCVG1'0 B•'}AFGBTGN Sc.G:lRCLGYA 
22 V:lU:S:IZUVDE PVTHAOCTGF FHR:fHD1.'1HQP Cli'nBGHCUHO TDH5SllJHZB . 
23 \1FVF JAV lJ:F Q\nJIB?DUHG GIIEIEXIRQ DGSCHIJVIP U~ITTEIUAO 

24- XGAl'GKB IXFG RXVJCQ2VIH HJJFJFYJSR ETDIJE,lJQ VFJUUFOJBD 
25 YHXHLCXF.M S Y~llC~U" MI IKKGKGZKTS FIUJ:JKFXKn1 WGKVVG.t'KCE 
26 Z IY~'.DYZHI TZ.fi,t35GXKJ JWILiiALUT GJVFKLGYIS XH1i.1~1LDF 

( I 1 Fig. 3 
•' ' 

. 
.!l• It now high-frequ~ncy generatrices underlined· in Fig. 3 

are selected and their letters are juxtaposed in. coluons, the con~ 
secutive letters of intelligible plain text immediately present 
themselves. Thus: 

, ' ' 
For Alphabet 1, gen-eratrix 5 .... il:,_N D N R I D ] .it. N 

Selected For Alphabet. 2, _generatrix ~O - H T R F Y M a ~ .J: D 
Genera- For Alphapet 3, g,neratri.x. 19 -._C :C ..i: A ~ A T 2 N 14. 
trices For Alphabet 4, generatri~ 8 - 0 R D N S T 0 G T A 

For Alphabet S, generatrii 23 - U E I T T £ N I A C 

Columnar 
juxtapos,i'.t ian 

of. 
letters from 
selected 
generatrices 

~ N'c 0 U 
HT~ R .!!": 
Dll.d:DI 
HF ANT 
RY ] ST 
IL.n.Tli: 
DAT ON 
ER.]GI 
MEHTA 
HDlJAU 

Fig. 4 
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.L~in text : ~lCOUNTE:U:D HEJ ..IlU'A?rl'RY ETDIATED AT ONE 
RllGIMEHT Arin M."...O' • • • • 

~· Solution by this method can thus be achieved without the 
compilation of any frequency tablas whatever and is vary quickly 
attained. The inexperienced cryptanalyst may have difficulty at 
first in selecting the ganaratricas which contain the moat and the 
bast assortment of high-frequency letters, but with increased practice, 
a high degree of proficiency i11 attained. &\tter all it is only a 
matter of experiment, trial, and error to seltct and assemble the 
proper genera.trices so as to produce intelligible text. 

l• If the letters on the sliding strips were accompanied by 
numbers representing their relative frequencies in plain text, and 
thaav numbers ware added acress each gana:ratrix then that generatrix 
uith the highest total frequency would theoretically al•ys be the 
plain-text genera.trix. Practically it vill be among the generatrices 
which show the first three or tour greatest totals. Thus, an entirely 
mathematical solution for this type of cipher lil&Y be applied. 

&• If' the cipher alphabets are reversed standard alphabets, it 
is only necessary to convert the cipher letters or each isolated alpha­
bet into their normal plain component equivalents and than proceed as 
in the case of' direct standard alphabets. 

h• It has been seen how the key word may be discovered in this 
type of cryptogram. Usually the key ia mad.a up or those letters in 
the succas11iv-e alphabets whose equivalents are Ap• Sometimes a key 
number is used, such as 8-4-7-1-12, 11h.ich means merely that An is 
represented by the eight latter from A (in the normal alphabei) in 
the first cipher alphabet, by the fourth latter from A in the second 
cipher alphabet~ and so on. However, the method of' solution as illus­
trated above, -betns in4ependent or the na.ture of the key, is the same 
as before. 

lS.. Solut;i.on by the "probable word mBthod". - !• The cammon 
use of key words in·cryptograms such as the foregoing mates possible 
a method of solution that is simple and can be used where the more 
detailed method of analysis using frequency distributions or by com­
pleting the plain-coaponent sequence is of no avail, so that in the 
case of a vary short message Which may show no recurrences a~d give 
no indications as to the number of alphabets involved, this modified 
method will be found useful. · • 

R• Briefly, the method consists in assuming the presence of a 
probable word in the message, and referring to the alphabets to find 
the key letters applicable v1han this hypothetical v.ord is assumed to 
be present in various positions in the cipher text. If the assumed 
word happens to be correct, and is placed in the correct location in 
the message, the key letters produced by referring to the alphabets 
will yield the key vord.. In "the following example it is assumed that 
reversed standard alphabets are known to be used by the enemy. 

• 
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MBSSAGI 

.. 

MDSTJ LQCXC KZASA HYYKO LP 

£• Extraneous circumstances lead to the assumption of the pres­
ence of the word AYMUNITIOH. Ona may aaaume that thia vord begins 
the massage. Using sliding normal alphabets, one reversed, the 
other direct, one proceeds to find the key letters by noting what 
the successive equivalents ot Ap are. Thus& 

Ir LI D 6 T J L Q c x c equals 
A M M U N I T I O N, then the key letters C= Ap) are 
M P E H WT J K L P. 

The "key" does not spell any intelligible word. One therefore shifts 
the assumed word one letter f orva.rd and another trial is made. 

If D S T J L Q C X C K equals 
A M M U H I T I o N, then the key letters C= Ap) are 
D E F D Y Y V F Q X. 

Thia a lr3 a yields n~ intelligible key word. One continues to 
ahitt the assumed VIOrd f'onra.rd one apace at a time until the follow-
ing point is reached; " 

If L Q C X C K Z A S A equals 
A M M U N I T I 0 N, then the key letters C= Ap) are 
L C O R P S S I G N. 

The key stands out: It is a. cyclic permutation of the name SIGUAL 
COR}IS. l 

51.. If the assumption of reversed. standard alphabets yields no 
good results, then direct standard alphabets are assumed and the 
teat aade exactly in the same mannar. Solution by this method is 
inevitable when the correct word has been assumed and its corre~t 
position ascertained. Here again is an example ~f the efficacy of 
the "probable word 11 method. Furthermore, as will be shown subse­
quently, it can also be used as a last resort when mixed alphabets 
are employed • 

l 
It should be clear that since the key word or key phrase repeats 

itself during the encipherm.ent of such a message, the plain-text word 
upon whose assumed presence in the message this teat is being based 
may begin to be enciphered at any point in the key, and continue over 
into its next repetition if' it is longer than the key. "Rhen this is 
the cue it is merely necessary to shift the latter part of the se­
quence of determined key letters to the first part, as in the case 
noted; LCORl'SSIGN ia transposed into SIGH ••• LOORPS, and thus SIGNAL 
CORJ:lS. 



REF ID:A64561 

- 24 -

A• lt will be seen in the foregoing method of' solution that 
the length of' the key is of' no particular interest or consequence 
in the steps taken in effecting the solution. The determination 
ot the length and elements of the key cow.as after the solution. 
rather than before it.. In this case the length of the period is 
seen ta be eleven (SIGNAL CORlJS). 

• ' L 

t• The foregoing methad is one ot the'ather methods ot deter­
mining the length of the key <besides factoring), raferred to in 
Par. 10 .£• 

S~CTIOH V 

REPSATllfG-KEY SYSTEIS WITH MID.D CIPH:i:R ALlilABE'l'S, I. 

.... ,, Paragraph 

Reason for the use of mixed alphabets; • • • • • • • • • • • 16 
Interrelated mixed alphabets •••••.•••.••••• " • • .17 
l'rinc~ple~ of direct symmetry of position. • • • • • • • • • 18 
Initial steps in the solution of a typical examp~e • • • • • . 19 
Application of principles ol direct symmetTy of position • • 20 
Subsequent steps in solution • • • • • • • • • • • • • • • ,• 21 
Completing tae solution. • • • • • • : • • • & • • • • • • • 22 
Solution of' subsequent messages enciphered by same 

cipher component. • • • • • • • • • • • • • • • • • • • 23 
SWJ11W1,tion of re~ative frequencies aa an aid to the 

selection of the correct generatrices • • • • • • • • • 24 
88~i\\U8n blh~epfif~B1o&pg"Bmt1Dfahif!Ad; f.he di:Phlr;narmal. •• 226 

16. Reason tor the use of ~ixad al,habets. - !• It has bean 
seen in the examp~u c ons:ld ered thus tar that the use of' sevtpral 
alphabets in the same meBBage does not greatly canplicate the analysis 
ot such a cryptogram. There are three reasons why.this is so; 
Firs~l!, Dnly relatively few alphabets were employed; secondly, these 
alphabets were employed in a peri9dic or repeating manner, g~ving 
rise to cyclic phenomena in the cryptogram, by means of which the 
number ol alpha"'bets-could be determined1 and, thirdly, the ciph9r~ 
alphabets were knQ!p alphabets, by which is meant merely that ~be 
aeq11ances'·-of 1stters in both ccxnponents -o-f the cipher alpha"tlets war-. 
knnrn sequence&.. ·· 

' a• In the ~asa of monoalilhabetic aipners it was found ~ha~ th• 
use of' a mixed alphabet delayed the solution to a considerable degra•, 
and it will now be,seen that the use of cixed alphabets in polyalpha­
betic ciphers renders the analysis llluch more diffic~lt than the use 
ot standard alphabets, but the solution is still fairly easy to.acpieve. 

' 
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l'l. Interrelated mix.ad alpha.bats ... !.• It was stated in l'ar. 2 
that the method of producing the ~ix:ed al~habats in a polyalphabat~c 
cipher often affords clues 'Which are of great assistance in the anal­
ysis of the cipher alphabets. Thie is so, of course, only when the 
ciphe~ alphabets are interrelated •econaary alphabets produced by 
sliding components.. Ref'erenoa is now. made ta the cls.ssii"ication set 
forth in Par. 61 in oonnection with t'he types of alphabets which may 
be employed in 'polya!phabetia substitution •.. It will be seen that thus 
tar only Cases A(l) and (2)· have bean treated. Case B(l) will now be 
discussed. 

11• Here one or the components, the plain component 1 is the normal 
sequence, while the cipher component is a Jll:i.xed sequences t~e eliding 
ot the two components yielding mixed·alphabets. Th~ mixed ~ompanent 
may be a ayatematically-mi.xed. t>r a. random-t11ixed aaquence. It the 
successive alphabets produce~ 'bf ~he &lid;ng of ~wo e~ch ccmponenta 
are sat down a.a in the 4asa of the.Vigane~e Squara, a eymmetrical square 
such as that eho"Wn ill Fig. 5 results tharetrom. 

• 
l:'lain & A B C D i F G H I. J K L ~ r N 0 P Q R S. T U V }f X Y Z 

L :;i: .AV 11"l0 RT H .a CD F GI J Kl! 1-' Q SU X Y Z 
· · ..t A V lf 7 0 'il T H B .0 iJ F G I J K l! P ~ S U X. Y Z L 
AYN~OaTHBCJFGIJK~~qSUXYZL~ 
VN~ORTHBCD7GLJKliP~SUXYZLKA 
NdORTHBCDFGIJKMt1SUXYZLEAV 
~ORTHBCDF&IJK~~~SUXYZLJAVN 
ORTHBCDFGIJK~~~SUXYZLlAVN~ 
R 'l H B C D F G I J K l.1 .t ~ S U X Y Z L i A V H ::.1 0 
T H B C :il F G I J K i4 P '} S U X Y Z L :&: A 'l H ~1 "O R 
HaCDFGIJKMPqSUXYZL3AVNUORT 
B C D F G I J K. M ~ Q 5 U X Y Z L J A V N ·1 0 RT H. 
C D F G I J K Li P 'l S U X Y Z L E :A V H . i 0 !l_T H B 

Ciphert .J F G I J K ~ P Q. S U X Y Z L S A V H ~I 0 a T H B C 
F G I J K i:: i Q .S U X Y Z L :f a V ·Y ,J 0 R T H B C D 
G I J K h P Q S U X Y Z. L l A V N 'l Q R T H B C D F 
IJKUPQSUXYZLEAVN70~THBCDFG 
J K U P l S U X Y .z L J A V N '/ 0 R T H B C D F G I 

_K_ li ;r Q S U 1.. J Z L E A V ll U O 3. 'r H B C D F G I J 
~PQSUXYZLjA~U r6a~H~CDFGIJK 
P~SUXYZL3AVN~ORTHBCDFGIJK~ 
Q SU I Y Z L J AV H "i 0 RT Ii :a C .i) F GI J K :U: P 
SUXYZL3AVS~O~THBCJFGIJKliP~ 
u x y z L :ii: ..\ v N ·r 0 R T H B c D F G I J K J.i r Q s 
X Y Z L ~ A V N ·1 0 R T H B C .D F G I J K :i }' Q .S U 
Y ·Z L ~ A V 11 ·1 0 a T H B C D F G I J KU l1 -:;) S U X 
ZLl~VNJORTHBC~FGIJKMPQSUXY 

J'ig. 5 



REF ID:A64561 

- 26 -

£• Buch a table may be used in exactly the sa~e .nanner as 
the Vigenere Table. Uith the key vord BLU~ the following secondary 
alphabets would be used; 

'Plain -- A B c D .il F a H I J_ K L ....! M OJ.: Q R s L.U v •i x y A 

(:
1 -- a c D F G 1 J K L.. P 'J s u x Y a L :i: A v 1~ f o R. T H • 
2 -- L ::i A. V H "1 0 il T H B C ~ F G I J IC H P ~ S U X Y Z 

c~~ 3-UXYZLEAVNdOnTHBCDFGIJKuPis 
~ 4 -- 3 a. V U ·1 0 ~ T H 3 C J 1 G I J Kl: l:' Q S U X "! Z L 

Fig. 6 

18. ~rinciples of direct sym.natry of position. - !• It was 
stated directly above th:a.t Fig. 5 is a S~..lliletrical cipher square, by 
which is meant th&t the letters in its successive horizant-al lines 
show a direc! ~.YJl!ll.!.'tr.X 2!. position with respect to Gna another~ 
They constitute, ~•ally, one and only one ssquence or aerie~ of 
letters, the sequences being merely dis~laced succe~sively 1, 2, 3, 
••• intervals. The symmetry exhibited is obvious and is said to be 
patent, OF "direct.". This :tact can be used to good advanta~e. 

' 
~· Consider, tor exa~ple, the pair of letters G and V in the 

B, or lat, cipher alphabet directly above; the letter v·is the 15th 
letter to.tne ri3ht of G. In the L, or 2d, cipher alpha.bet, V is 
also the 15th letter to the ribht of G, as is the case in ev~ry one 
of these secondar/ alphabets, since the .£!.::yij;j._v..!, positio...~s they 
occupy ar& the same in each horizontal line, that is, in ea.ch cipher 
alphabet. Ir, therefore, the relative positions occupied by a given 
pair of lettero in one of these cipher alphabets is known, and one 
of the members of tllie same pair has been locat ad in another of 
these cipher alphabets, one may at once place the other m81lber of 
t'1is pair in its proper position. in the seco::id or the cip'1er alpha.beta. 
Suppose, tor exa.nple, that as ttw result of an aralysis based upon 
considerations of fre~usncy, the £oll0t1ing values in a given crypto­
gram have been tentatively det~rmined= 

Plain _.,. a,; n: c D E r G HI I J K L i; N 0 IP· ' nis T 1u v 1x.•yz 
r- , 1 ' , i 1 ' • 1 t i l -- I I I ! G : i I I I : y : 

! I 
I I 

. i 2 -- ! I I 11= ! : ! I ! G] : p j 
Cipher f --r-1-ti:-r-+-r-+--+-+---+-, ....... -. -+--+-·~+-+--1--+--~-· 

I 3 - I I f 1L, ! I ' I I !J. ,B! :I 
\_4 --1~t I ~ I w I I I I I i 11It·--l11--T-: --i--.J-~ +-I -+-+--1-+--t-I 

- _1 

Fig. 7 
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The letter G is common to iuphabats l and 2. In Alphabet 2 it is 
noted that ~ occupies· the 10th position to the left of G, and the 
letter r occupies the 5th position to the right of G. One lilB.Y there­
fore place thaae lett-ars, H and l-', in their proper positions in 
.\lphabet -I, .• tha" latter N being placed 10 letters before G, and the 
latter ~,,5 letters after G, Thus: 

flain -- A B G D E F G H I -J K L 11 H 0 P Q R S T U V YI X Y Z 
l -- G P Y V N -

Thus, the values of two new letters in A1.pnal5at l, viz, Pc = Jp1 and 
N0 = Up have be.en automatically datarmined1 these val uea were ob­
tained without any analysis ba.sad upon the 'trasuency of Pc and Mc• 
Likewise, in Alphab.,t 2, .the lattera "! &.mi V may be inserted in these 
positions; - -

I-lain -- A B C D E F G H I J K L M U 0 P Q R S T U 'I W X Y Z 
2 -- V _I~- G P Y 

This gives the new :va1uaa !c • Di)· -~d: Y0 : Yp in i\lphabet 2. _.Alpha­
bets 3 and 4 have a colllllon letter I, which ps:nnits of the ~lacament 
ot ·~ and .I in Alphabet 3, and of B and L in Alpha~at .4. 

2.• The nn valuea thus found are ot course bnediately inserted 
throughout the cryptograml thus leading to the assumption of further 
values in the cipher text. This procesa, the reconstruction ot the 
primary components by the application ot the principles of direct 
symmetry or position, thus raciiitat.as an~ hastens solution. 

4·· It must be clearly understood that ~afore the principles ot 
direct symmetry ot position can be applied in cases such as the fore­
going, it is necessary that the plain co~ponent be a knOWJ! sequence. 
~1hether it is the normal sequence or not is immaterial, so long as 
the sequence ia knDVID. Obvioualy, if the sequence is unkno,ni, symmetry 
even if' present 1 cannot be detected by the cryptanalyst because he 
has no base upon which to try out his assumptions for symmetry. In 
other vords, direct symmetry of position ia manifested in the illus­
trative example because the plairi cor.aponent •ras a :.no~rn s&quance, md 
not because it was the normal alphabet. 'l:he significance of' this 
point vill become e.i:.·parent later on in c ormsction \ti th the problem 
discussed in Par. 26B_. 

19. Initial steps in the solution or a typica.l u:anple. - I.• In 
the light or the toregoing principles lat a typical message no~ be 
studied. 
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A 

B 

c 

D 

F 

G 

ii 

1 

Q \1 B R I ____ ,._ 
V ·r YI J 

IDliRU 

VCGXG 

~ L F C 0 

V P "/ li R 

l.r& y J J y 
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V ·.1 Y C A 

I C J C I 

B IN B Q 

V ·~ Z Y G 

BK Z Z G 
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KESSAGiC 

3 

IS P J L 

lrTZ:i:I 

~CG Q H 

'-IGVN 

IV X CU 

U T !..!..! C C B Y ~ ---

4 5 

RBZ;l:Y ~"'IYEU 

liIBKN 'J"/j3R.I 

I\fJKA G:CG.XN ---
CTGYO B 1"' DBL 

NT Z .it. 0 B 7F.i~ 

OPDI:A GDGIG ------
Q I I J W I C G X G B L G ~ i .:.:.........:...:::--...-.------- VBGRS 

RWNFL GXIIF'tl i...CJI:X 

J IJDRU OPJQ~ za.HCH' V"l/DYl__!UGDG 

1~ 13 X :l B 11 P X F P U Y !..1i.J: G lt P J i ! S A N C D 

L S~ZZG IBlill'U KDHCA ... BJJF KILCJ 

!:.f MF.L>Z'l' CTJR.iJ ii.IYZQ aCJRR SBGZN 

H ~Yd.H~ V~DC~ LXNCL LVVCS L..L.!II 

P IVJRll WUBRI V?JJi:L TAGDU !!iG~lP 

Q ATY,E;; CB!..!.1 EVGClU V.tlYHL LRZllQ 

R .X I H B A I K :r" J $ R D Z Y F K •7 F Z L G ·," F J Q 

S ~ ~I J Y 'l I B ~I R X 

ll• The principal repetitions of three or lnore letters have been 
underli•ed in the message and the factors (up to 20 only) at the 
intervals between them are as fallova: 

Q".lBnIV'1Y -- 45 :: B, 
CGXGB - 60 • 2, 

PJ".J:L -- 95 • 5, 
ZZGI -- 145 • 5 
Bh.IY -- t.as • 3, 

BRI -- 45 • 3, 
ICA.G -- 75 11 3, 
2RD -- 165 : 3, 
Q1UI -- 45 • 3, 
QVB - 275 • 5, 
YIC -- 130 • 2 , 
XNF -- 45 = 31 
Yt:r -- 225 = 3, 
ZTO -- 145 • 3 1 

5, 9, 15 
s, 4, 5, &, lo. 12, 15, 20 
19 

5, 15, l~ 
5, 9, 15 
s, 15 
5, 15 
~l 9, 15 

5, 10, 13 
~: ?~ 15 
5 

• 
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The fact.or 5 .is co .. on<to ~~ll of thee~ repehtions, 'and there 'seems 
to be eve'rf indication th&~ fiie alphebets are'invoived. Sinoe ~he~ 
message.atteedy' a~Q@IU's in gro~ps of five letters, iv is unneces~ar~ 
in this 'case ~o re-'r..ite it in groups corresponding to the length of 
the key •.. The mono:y.teral frequeJicy distribution for .A.lphs.bet l is 
aa follow a.: ·.. ,,,. · 

I 

i! - ! ~ 
, - = ~ -=~ ~=- i 
it~DiFGBIJitMNOPQisiuvix?z 

Fig. 8. 

S• Attempts to fit this distribution to the normal on the basis 
of a direct or reversed standerd alphe.bet da not give positive results, 
end it.is .assumed thet mi~ed elnhabets are involved. Individual tri­
graphi<f,fr1eq~nc7 distributions: are than compiled end are shown -in Fig. 
9~ These' 1:ables are similar to those made for single mixed slnhabet 
q.1-phers, ~d are me de in the same way except thst insterd of taking 
the letters one after the other, we now mu.st assemble in separete tables 
the letters which belong to the sepetete elphabets. For example, in 
il.phebet l, the trigre.ph Q,A.C mee.ns that .I. occurs· in Alphabet'!; Q,, ··its 
prefix, occurs in Alphabet 5, and 0, its suffix, occurs in AlPbebet 2. 
l"e ma.y e.void ell confusion by plE1cing numbers indicating the Plphebets 
in which they belong above the letters, thus: a!S . 

.I.lube.bet l. 

B c D E F G B I 
Q.C GI' NT TV .t.E AS 

J X L M N 0 P Q. R S T 
UD U1'I IT UT Q,P NX -W LB LA LA 
Fl Q,X II UP YW YI' DE 

u' v w x Y z 
IW NN Q,I UX ~ 
II' PT OP TO 

GK TT 
ow iB 
GL . 
GX ~ . 

.AD WC 
LX HW 
LW :tro 

GV 
WC 
XD 
GB 
IV 
KR 
.Al 
~ 

l!'I LV OTi ~.. ~ • . . NW Q)> RB 
LR sY" -·. '~ Q,C Q,D 

,· 

, WO GI 
• GP QL 

AB RI 
JF YV 
DI NY 

SW 
Q,W 

UE 
LC 
G:P 
QB 
Nii' ;. 
Q,!l 
I:P 
UP 



REF ID:A64561 

- 30 -

.Alphabet 2. 

.A. B c D E l!' G H I J K L M N 0 p Q. R s T u 
SN RZ IJ IM GG MD MB IW qF IB BD ZH IP MZ 
'l'G VG Q,G GG VZ . QG BZ BG OD IG OG 

IE VG ID SZ Q,I ri LZ NZ 
MJ CB RG VD KL OJ MY 
SG IG XB MY MJ CJ 
CY MJ RZ XN VJ .A.Y 
IW .A.J VY 

J..lp!l"'!"l 3. 

.A. B 
YH WR 

IK 
WR 
CY 
WI 
NR 

C D E F G H I J K 
PB BY WE CQ RO IE CC 

L M N 
IC WG WB 

OPQ,RSTU 
SJ 

PK LC .IX DC WK 
DR VW IV YJ 
WY 'XP TY CK 
n wz ex PQ 
FZ WJ DI PE 
EC ex BJ 

LQ TR 
BR dR 
DD VR 
BZ PE 
AD WY 
RQ 
VQ 

DRWF 
XF 
XF 
AC 
xc 
IB 

.A. B 0 D E F G H I J X L M N 0 
ZO NQ Y.A. GG ZY NL Mii ~ YG PL :SN WR ZQ 

DL JI GN YU NW 
DN XU ZI NG 
NA. FO FQ 

HN If 
NII JL 
RA. JL 
LJ Yii 
DQ 
NL 
VS 

YL GG JY J~ 
BI JF DA 

l7Q JX 
FQ 

P Q R S T U 
FUGH BI 

GQ BI 
JQ MU 
GP GS 
GU DU 

JD 
JR 
JN 
BI 
wx 

Fig. 9 (continued) 

v w x y z 
IX QB GN MJ 
QJ' VY BD Q,l 
LV Q,Y PF 
IJ LU YN 
EG QB LN 

VY 
BN 
IJ 
BF 
RN 
VD 
Q;e 
Kl!' 
GF 
Q,J 

v w x y z 
VC PM VC WC BE 

KJ WE TE 
BR WI EY 

TZ KZ 
IZ T.A. 
TE EZ 
BZ RN 
PH DY 

V lf I Y Z 
GN FY GN ZG ZG 

GG GO YT 
GG BQ ZG 

DQDT 
EU YQ 
ZF GN 
JQ YT 

FL 



.\' 
CI 
KG 
~G 
CM 
i,r 

B 0 D 
cs 
RM 
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Alphabet 5. 
, 

EFG.HL.J -... .. .. .... 
K L 

'JR 
BV 

M N 0 P Q K S T U 
K~ YB QA BQ MQ R.\I "ZC EL 
i.1 AB BQ RS c~ zc Rv 

'I I 

JK lB QI )}'Vi CM 
YK :IG GM 

x.a • JjA j_ 

ZI RV 
IV II 
XB RV 

• ,~:Q I ' f ',i_ 

T ... -i?Mt t, 

ZI 

~ . .: l 
., - I' - • r 

t I 'J "I 

I FG 
.l!.S 

- ~ CJ:;; 
IIT 

1A ,HL. 
'" ZG. 

' ' r 

,,1 -• 
-

r " 

vq CM ' 10 Zl CN 
CV I ·- .QV ft() 

BP . QZ PY 
Z~ YR YK 
RW ,,Z~'-' 1 , Q.V 

'I ,DI ... .. ;HY, L ... , 

CL 
NI, , 

,,.\ I .... ,JY, .I r ..... 1 I "'1 J r 'J 

• I 

Condensed tabl~ of repet1t1an~. 
v I I I I ' 

,... - r " -

5-l-~ -.. 
IV \{-2 !!" 

Q R D-2 
i! I. C-~ 

I 

r ,, . 

1-2 
Q W-5-
V P-3 
V W-3 

' 
2-J, 

I , c_ ct-.3 
c J-3 

, .. t .! 7 1-:t.::.3 ~ ' - '. ' ~·p J-3 

' "' 

_; ! i • 

• I 

., 

•' 

Q \~ 5-.Jr 
V \t X..Tf!. 

- :a ., t I 

2-3-4 

- .. ,. .... I 

,3-4-5 
B R I-3 I • 

G x G.-2'- I 

J E.. Ir~ 
Y Z T-2 
Z Z G-2 

1 

4-S-l · 
.iC A G-2 
X G B-2 
Z G I-2 
Z TC-~ 
RI V-3 

~~ B-3 
ti .lf-3 
\{ Y'-3 
X N-J 

' . 3-4 
B R-3 

' • G Q-4 
G X-3 
J R-J 
1~ F-3 
Y Z-3 

4-5 
it I-3 
y Q-3 
z 'r-3 

5 1 
G B-4 
I V-3 

,Q Q-3 

Fig. 9 (continu~d) 

I~ 

v \'i'f x y z 

.J 

'Gt KI EQ 
'EI R--JQ 
FPJl - ,,'R 
E.C 

. ' 

' • 

- i 
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g. On.a now proceeds to anal;JZe each alphabet distribution, iJt an 
endeavor to establish identificetiona of cipher equivalents. Jira,, of 
course, attempts should be made to separate the vowels from tha con• ·· 
aonanta in each alphabet, using the same teat aa in the case ot a aimple 
mixed alphabet cipher. There seams to ba

4
no doubt about tJbe equiva}a~t 

of Ep in each alphabet: I = i 0 i 0 ~c Cc ~ • · · 

.!• The lettera of greateat frequency in .llphabet l are I. 11. Q,. 
V, B, G. L, B., S, and C. Ic has alraaq been assumed to be. Ep. I:e·· 
2 5 I 

l'c and Qc = lip, then one ahould be able to distingu.iah the vowela f1"9JI!" 
the consonants amo~the letters JI, Q,, V, B,5G, L, ll 1 S, and C bJ ex~i-n-
ing the prefixes of 1'c, and the auff ixes of Qc. The prefixes ancl sut(ixea 
of theae letters, as ahown bJ the trigraphic frequency tablea, are tti•~e: 

... 
Prefb:ea of IC (. ~) Suffll:ea of aa <= ~) ~. 
~GIC~RBIL I~irXL'f.A.ZO 

1 
f. Consider noir the letter u_; it does not occur either aa a pre-
- 2 5 ~ 

fiz of •c• or aa a auffix of Qc• Hence it ia moat probabl.7 a vowel, 
and on account of i ta high frequency it may be aaaumed to be Op. On the 

other hand, note that ~ occurs fiTe timeal as a prefix: of i 0 and three 

timaa as a suffix of a . It is ther~{ore a conso:aant, most probabl7 B, 
for it would give the digraph ER (= ®.c> as occurring three times and 

.BE (• ic> as occurring fiw times. 

&• The letter ~c occurs three times aa a prefix of i 0 and twice 

as a sUffix of ~. It 1a therefore a consonant- .. and '.on. account of i ta 
l 

frequenc7, lat it be asaumad to be !l'p· !l'he letter B0 occurs twice as 

a prefix of tc but not as a suffix of ~- Its fre4u&ne1' is onl7 medium, 
12 

am it is probably a consonant. In fact, the twice repeated digraph B1'c 

is on.ca a part of the trigraph aH I and ac I the letter of second highest 

frequenc1' in .Alphabet 5, looks excellent for !l'p• Might not the trigraph 
aif be !l'Bl7 It will be well to keep this poaaibilit7 in. mind. 

1 . i _e. Tb.a letter G0 occura onlJ" once as a prefix of c and doea not 

occur aa a auffb: of ~. It mBT 'be a Towel. but one can not be sure. 

1. !rha letter Q haa four tallies under it, plus one occurrence indicated 
by the presence of the letter itself among the prefixes, equals five 
occurrences. Tb.a same applies to the other letters. 

.,.. 
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!he letter le occurs once as a prefix of ic and once as a :sutf 1:1: of aa. 
i.t 'llJIJ7 be considered to be a consonant. le occurs once e.• a prefix of' 

*c• encl twicd as a auf'fix of aa. and is certainl7 e cons~nant. Neither 
l l 2 

the letter Sc nor the letter Cc occurs as a prefix of W0 or aa a autf1z:: 

of ac; both 11Dul.d seam to be vowels, but a stuq of the prefixes and 
l 

autf'ixea of these letters lends more weight to the asaumption that Cc 

is a vowel then that i 0 is a vowel. J'or all ths prefixes of C, Tiz, 

'i, ~, and i, are in aUbaequent aml.J'aia of .Alphabet 5 claaaified aa con­

acmanta, aa are likewise ita auf'fb:es, viz, T, C, and B in .Alphabet 2. 

On the other handl ~1' one prefix, ~. and one auff'iz:, i 0 , of' tc are 

later olaaaified aa conaoll8l'lta. Since TOwela are more often aasociated 
l 

with consonants than w1 th other TOWels, it would aeem thst C0 ia more 
l . l 

lilml7 to be a TOWel 'than S.,· .A.t 8Jl1' rate C0 ia assumed to be a TOwel, 
1 

far tbe present, leaving S0 unclaasif'ied. 

1· Going through the same atepa with the remaining alpha.beta, the 

f'ollow1ng raaul ta ars obtained: 

.Alphabet Consonant a Vowel" 

l Q. v I :a, L, :a, G7 I, 11.J c 
, • I 

2 B, Q, D, T ,:·w, P, I 

3 J, B, D, y • .., G, z 

4 Y, Z, J, q, C, 17 t .R7 I BT 

5 G, H, .l, I, 'I, L, T Q, u 
20. .Application of principles of direct apmet17 of position. - A· 

The nu:lj·atep ia to t17 to determine a few ftlues in each alphabet. In 
Alphabet 1, from the analJ"aiS aboTB, the folla-ing data are on hand: 

:PJ.ain -- .A. :B C D I 1 G B I J I L II 11 0 P Q R S T U V 1' X Y Z 
Clpher -- C7 I 07 11 Q V 



... 
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,t.et t,tle values of ~ alraedT assumed in the remaining alphabets, ,be tset 
~own, as follows: 

Plain 

Fig. 10 

b. It is seen that by good fortune the letter Q is common to 
Alphabets l end 5, and the letter C~is common to Alphabets l and'4. 
If it is ass'll.DJSd that one is dealing with a case in which a mixed com­
ponent is sliding against the normal component, one can apply the prin- , 
ciples Qf direct s7JDD19try of position to these elohabets, as outlined 
in Par. l G. For example, one 11181' insert the following valueB :lr( Alpha­
bet 5: 

Plain --1!~~:~~-~l~~IJ+!~L~\~~Rl~~~.;!JT :_,z 
( 1 --r'C?1 ; : I 1: I I !C~ : ; : I :M: ! IQ, i vi I I l 

Cipher "'\ - 1--- - 1- t -r --:- -~-1 +-n-r--tj--1-r-t , 
\ 5 -- 111 ! 1 QI : v1 1 ' 1 lc11 1 • 1 I, 1 1 :c?! 1 1 · 1 I I I I I ' I ' _ _........ .... _ .. _ - _ .. -- -

Fig. 11 

S· The process at once gives three definit~ values· ~c = Bp, 

f c = Gp, ~c = Rp Let these deduced values be substantiated by referring 

to the frequency distribution. Since B and G are normally low or medium 

frequency letters in plain text, one should fl nd that Mc and Ve, their 

hypothetical equivalents in Alphabet 5, should have Jow frequencies. As 

a 'ID.atter of fact, they do not appear in this alphbbet, !'h1ch thus far 

corrobor~tes th~ assumption. On the other hand, since ~c = R:P• if the 

values de.ri..ye.cl from symmetry of position are correct, ~c should be of 
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htgh frequency, and it is. The position of C is doubtful, it belongs 

either under Np .or Vp• If the fcrmer is eo:rrec't, then the frequency 

of ~c should be high, for it ~ould eoual Np; if the latter is correct~ 
then i te frequency mould be low, for it would equal V c. As a ma:tter 

of feet ~c doe~ not oocu.r, and it must be concluded that it belongs 

under VP This in turn settles the value 
l 

must now be of Cc, for it 

placed definitely under IP nnd removec fro~ beneath Ap· 
~· The definite placement of O now permits the insertion of new 

values in Alphabet 4, and one now hes the following• 

Plain -- ~Ai'B": c ~EI F1,-Gf H:ifJ1 x;Lf MI ~ci' 0 Pj QT RI Si T"fuTvTWlxl YTZ: 
~+= 1--=1 ~ J--+- b.d--ft -- ~-r+--•-+-:{=f--=H ~ 

11--, ': !-jir 1-1101; I ,--i ,M1~-1Q!-;v1-11 I ,-i 
- ,' 2 --! ~ ~--!~ i WJ_ r-J:-t I t! 1 ~--1-ij-rl- .,-r,L-+ 1I I j 

L -+-lJ- +-- !~} _, ,._..:_ .1-II' - -+--'- I --t_J -I 
I 3 I I I I '1G' ~J I I I I I I I I I I 1 Ci.phe1 ' -- 1 

1 
I r , 1 I 1 • I ' ' 

'1 l-f-r - I.. -•- -r~- -j---~1_J-~~ t 
4 I I I I ' I ' I I I 

l 
-- I I I c I ' I : MI I I QI v I I l I I 

; +--'" 1-t-L "--+--1-- - ' --+f+ _!__~-f-:-- ~-- -l-f-11 
5 -- I ! M: I I QI ! v I I I I : : ' l I I I ! I c I I I 

- -- - --t...-- -- ~ !-.....:. -- ... - ~- .. _ - ___ _... __ ----..,. _ _.._ --"---..J 

Fig. 12 

21. Subsequent steps in solution - ~· It is high time that 

the thus far deduced values be inserted in the ciuher text, for by 

this time it must seem that one has cert~inly gone too far with work 

based upon unproved hypotheses The following results· 
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MESSAGE 

Q.WBRI VWYGA ISPJL R13ZEY Q,VIYEU LWMGW ICJCI MTZEI ~!IBKN Q,WBRI 
RE _R_ !E E E RE E E ER 0 R 0 RE I!_ 

VWYtG BW:NBQ. QCGQJI IWJKA Gli.lCXN IDMRU VEZYG Q.IGVN' CTGYO BPDBL 
_!E A E E R EN EE E E T R EP I E 

VCG~G BKZZG IV.X:CU NTZAO B11FEQ Q,LFCO MTYZT CCBYQ, OPDKA GDGIG 
T E E E E E R E 0 l E EA 

VP'iiMR QIIEVi ICGXG BLGQQ v:stRS MYJJY Q,VF"vVY Ri7NFL GXNFW MCJKX 
T KR EE El'1E TE 0 R E 0 

IDDRU OPJQ,Q ZRHCN ViDYQ RDGDG B..<D:Bl~ PXFPU YXNFG MPJEL SANCD 
E NE ~ TE E E 0 E 

SEZZG IBEYU KDHCA MBJJF KILCJ MFDZ'I CTJRD MIYZQ, ACJRR SBGZN 
E B 0 E 0 I 0 S E 

Q,YAHQ. VBDC"­
R E T EZ 

LXNCL LVVCS Q.riBII IVJRN 11NBRI VPJEL 
E Kil: AR .LU R 'I 

IAGDN IRGQ)? 
E E EN 

ATYEJ CBYZT DVGQ,U VPYliL LRZNQ, XINBA IIGi'JQ RDZYF Kirn'ZL GWFJQ, 
I EN T E E E E E E 

b. Th~ co~binations given are excellent througnout and no incon­
sistti~cies apoeE1r. Note the trigraph ~~, v•hich is repeated in the 
follo~ing polygraphs (underlined in the foregoing text) 

1 2 3 4 5 l 
Q 11 B R I V 
R E R T 

5 l 2 3 4 5 1 
SQ.i1BIII 

R E A P E 

£ The letter ~c is commo'1. to both polygraphs, tnd a little irr1ag1nf'­

t1on will lead to the assumpt1on of the v~lue ~c = Pp, yielding the 

following 

d 

1 2 3 4 5 l 
Q,aBR IV 
R E P 0 R T 

5 1 
s Q, 
p R 

Note Plso the follo"l!l6 polygre.ph • 

2 3 4 5 1 
',1 B I I I 
.E P .A R E 
4 5 l 2 ) 4 
I G V P 1j 11f., which 
A T K 

looks like the •ivord ATTACK The frequenc~~ d1str1bu.tlons ere consulted 
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to see whether the freouencies given for de end ~c pre high enough for 

~p end~· respectively, rnd elso ~hether the frequency of ~c i~ good 

enough for 

graph a~C' 
Op; it is noted thet they ere excellent. }«ore over, the di-

1. 
which occurs four times, looks like TH, thus mrking B0 = !!p· 

Does the insertion of these four new vrlues in our dlPgrAm of elnhrbets 
2 

bring forth ony i~cons1stenc1es? The insertion of the value P0 = ~ 
l 

end B0 = HP gives no indications either ~ay, since neither l~tter hes 

yet b~en loceted in any of the other rlph~b~ts. The insertion of the 

value 6.0 = Tp tives 

~c = Ep was assumed 

a value common to Alphabets 3 end 5, for the value 

' lon~ ago. Unfortun.e.tely an incon~istency is found 

here. The..J.etter 1 has been plac~d two letters to the left of G in 

the mixed component, and has given good results in Alphpbets 1 and 5, 

if the value 10 = CP, as obtained above from the assumption of the word 

ATTACK, is correct, then W, end not 1 1 eh,ould be the second letter to 

the left of G. Which shall be retained? There hes been so far nothing 

to establi~~ the value of d0 ~ Ep• t~1s value was assumed from frequency 

considerations solely. Perhaps it is wrong. It certainly behaves like 

a vowel, en~ one may see whet hap~ens ~hen one chang~s its value to Op' 

The following ple~ements result from the analysis when only two or three 
1 

new values have been added as a result of the clues ~fforded by the de­

ductions: 
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~ Many ne~ values are produced, anC. these are inserted throughout 
the message, yielding the following 

QWBRI VWYCA ISPJL RBZEY QWYEU LWMGW ICJCI MTZEI MlBKN QWBRI 
REPOR TE E Ela SR RE EWCH ES ER 0 R OOP REPCR 

VWYIG BVIN.BQ, QCGQB IWJKA GEGXlT IDMRU VEZYG Q,IGVN CTGYO BPDBL 
TE AT EE DE RSON EE G 0 E WO T T ROOP I 0 HA D 

VCGXG BKZZG IVXCU NTZAO B\1FEQ~ QLFCO MTYZT CCBYQ, OPDKA GDGIG 
TSO T H T ED E HE E R E 0 ISP E A G OAT 

VPWMR Q,I IEW I CG .. {G BLGQ,Q, VBGRS MY J JY Q,VFWY R';J.q]'L GU.lffl MCJKX 
TACKF ROM H ESQ T H ONE l'ROOP 0 RD Q, SE. G H OS 

IDDRU OPJQ,Q ZRHCN VWDlQ, RDU-DG BXDBN PJCFPU YXNFG MPJEL SANCD 
E 0 A NE C E TE E S 0 T H D Q, M T OA C E 

SEZZG IBEYU KDHCA MBJJF KILCJ MFDZT CTJRD MIYZQ, ACJRR SBGZN 
C T ER E OR 0 E 0 I 0 00 E S OF CRO 

Q,YAHQ, VEDCQ, LXNCL LVVCS Q,WBII IVJRN WNBRI VPJEL TAGDK IRGQ,P 
R E T EE E DBEP REPAR ED 0 U FOR TA 0 ECOND 

ATYEW CBYZT EVGQU VPYHL LRZNQ XINBA I.KWJQ RDZYF KWFZL GWFJ~ 
- H IR DON TA C E 0 D E E S E GE E 

0.,7¥ JYQ IBrlRX 
RE E ER 0 

22 Completing the solution. - ~ Completio~ of solution is now 
a very easy matter. The mixed component is finally found to be the 
following sequence, based upon the word EX.d.AUSTING 

E, .\ H H u s T I 11! G 9 c Li F' J K L ,., 0 .? Q rl v I y z 
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Plain 

Cip:C.er 

Fig. 13 b. 

].. Note that the successive equivelents cf ~ spell the word 
APRIL, which is the key for the message The plain-text message is as 
follows: 

REPORTED ENEMY HAS RETIRED TO NE.VCHESTER 'ONE TROOP IS lIBPORTED 
A'l! HENDERSON MEETll.G HOUSE· 7iVO OTHER TROO?S IN ORCHARD Al SOUTH-
WES'l. EDGE OF NE.iCHES':.ER 2D SQ IS PREPARI1iG TO A'l'TACh. FRuM IHE 
SOUTH O~E TROOP OF 3D SQ IS ...Ji'GAGING HOSTILE TROOP A'I. NE "CHESTE..t? 
REST OF 3D S~ IS MOVItG TO A'l'IACK NENCHESTER FRO~ ~HE RUB.TH MOVE 
YOUR S"Q. INTO 71GODS EAST OF CROS&ROJ.D 539 J..ND BE PREPARED 'IO SUPPORT 
ATTACK OF 2D AND 3D SQ. DO NO! ADVJ..:'l"CE BEY01''1]) 1\3,VCHESTER MESSAGES 

TruBR, 
COL 

c The nreceding case is a good exacole of the value of the prin­
ciples of direct symmetry of position when apnlied pronerly to a cryp­
togram encip~~red by the slidi~g of a mixed componer.t against the normal. 
The crYPtanalyst starts off w1tn only a very limited number of assump­
tions and bu+lds up many new values as a result Of the placement of the 
few original values in the diagram of the alphabets. 

23. Sol~tion of subsequent ~essages enciphered by the same cipher 
component - ~ Freli~in~z remarks Let it be sunnosed thPt the cor­
responder.ts are using the same basic or urimary coMnonent but with 
different i<:ey "'ords for other messages. Can the knowledge of the se­
quence of letters in the reconstructed primary connonent be used to 
solve the subsequent messages? It has beer. sh.own that in the case of 
a monoalphabet::.c cipher in \'l•hich a mixed alphabet was 1.ised, the process 
of completing the plain component could be applied to solve subsequent 
messages in which the same cipher component was used even 1h ough the 
cipher component was set at a different key letter. A modificatio~ of 
the procedure used in tha.t case can be used in this case, \''here a plu­
rality of cipher alphabets based upon a sliding primary component is 
used. 
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E.. The message Let it be suoposed th~t the following ~essage 
passing between tne same t~o correspondents as in the preceding mes-
sage has been interceptad• 

MESS.A.GE 

SFDZR nm.xx MIWLL A~U RQ;FRT IJQP' X-u"\\'BS MDJZK 

MICQC UDP TV TYRNH TRORV BQLTI Q,'BNPR RTUHD PT IVE 

RMGQ.N LRATQ. PLUKR KGRZF JCMGP IHSMR GQPFX :BC.A.BA 

OEM TL PCXJM RGQSZ VB 

.£ ractoring and conversion i~to plain component equivalents. 
The presence of a repetition of a four-letter polygrEph whose interval 
is 21 letters suggests a key word of seven letters There ere very 
few other repetitions, and this is to be e~uected in a short message 
with a key of such length. 

1 2 3 4 5 6 7 
SFDZRYR 
RKX.t.!IWL 
LAQRLUR 
Q, F R T I J Q, 
KFXU.7BS 
MDJZKr.fI 
CQCUDPT 
VTYRNHT 
RORVBQL 
T I Q B N P R 
RTUHDP~ 

IVERMGQ 
NLRATQ.P 
LUKRKGR 
ZFJCMGP 
I H S M R G Q 
RFXBCAB 
AOEMTLP 
C.<JMRGQ, 
s z v .B 

Fig. 14 

~ Transcription into pe­
riods Let the message be writ­
ten in groups of seven letters, 
in columnar fashion, as sho~n in 
Fig. 14. The letters in each 
column belong to a single alpha­
bet. Let the letters in eacn 
column be converted into their 
plain componPnt equivalents by 
setting the reconstructed cipher 
component against the normal 
alphabet at any arbitrarily se­
lected point, for example, that 
shown below 

1234567 
FNMZVYV 
VPBRHXQ, 
QDUVQ.EV 
UNVGHOU 
P N i3 E X K F 
RMOZPRB 
LULE MTG 
WGYVICG 
VSVWKUQ, 
G .H U K I T V 
V G E C M 'I' G 
HWAVRJU 
IQ.VD GUT 
Q E P V P J V 
Z N 0 L R J T 
HCFRVJU 
VNBXLDK 
DSARGQ,T 
LB03.VJU 
F Z N K 

Plain -- A B C D E F G H I J K L M N 0 P Q R S T U V W X Y Z 
Cipher -- E X H A U S T I l~ G B C D F J K L lv1 0 P G, R V W Y Z 

The ~olumns of equivalents are now as shown in Fig. 15. 
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~· !xaminahon end E_electio11 of generetrices It has been shown 
tpat in the case of a monoaluhabetic eipher it was merely necessary to 
oomplete the normal alphabet seauenc€ beReath the plain-component equiv­
alents and the plain text all reappeared on one generatrix. It was 
slso found that in the case of a multiple-aluh~bet ciuner involving 
standPtd alnhabets, the plain-te~t equivale~ts of each aluhabet reap­
peared on the same generatrix, end it wa~ neceE~ary only to combiRe the 
proper generatrices in order to Produc& the plain t~xt of the message. 
In the case at hand both proces-&es are combined: the nor'llal alphabet 
sequence is co~tir.ued beneath the letters of eeeh column and then the 
generatrices are combined to produce the plain text The completion 
diagrams for the first two column~ are as follows {Fig 16), 

Colwnn l 

FV~~'RVGVHIQZHVDLF 
GW'Rv~SMXWE1IJBAIW1~1G 
HXSWRTJ:.i'YXIAJKSBJXFNH 
IYTXSUOZYJYKLlCKYGOI 
JZUYTVPAZKZLMUDLZHPJ 
KA VZUWQ.BALlw1WVEM .. \I Q.K 
LBWAVXRCBY.BNOWF113JRL 
MCXB~YSDC~COPAGQCKSM 
NDYClZTEDODPqYHPDLTN 
OEZDYAUFEPEC(;RZIQ;EhUO 
PFAEZBVGFQ;E'RSAJRFLnrl' 
QGBFA8WHGRGSTBKSGOWQ 
RHCGBDXIHSBTUCLTHPXR 
SIDHOEYJITlUVDMUIQYS 
TJEIDFZKJUJVWE~VJRZT 

UKFJEGALKV~RXFOWKSAU 
VLGKFHBMLWLXYGPXLTBV 
WMHLGICNNiXJAYZHQYl~UCW 
XNIMIIJDOJ:.i"YlTZAIRZNVDX 
YOJ1TI KEPOZOABJSA0'1TEY 
ZPKOJLFQ,PAPBCKTBPAFZ 
A~PKMGRQ;BQCDLUCQYGA 
BRMQLNBSRCRDEMVDRZHB 
CSNRMOITSDSEFNUESAIC 
DTOS~'"PJUTETFGOXFTBJD 
E~TOQ,KVUFUGRPYGUCKE 

1 
2 

~ 
5 
6 
7 
6 
9 

10 
11 
12 
13 
14 
15 
16 
17 
18 
19 
20 
21 
22 
23 
24 
25 

Q.olumn 2 

NP:gfill"'1~GSHG~~'il'C!~.J3Z 
OQ;EOO:~VHTIHG.FODOTCA 
PBFPPOil!UJIYSGPEPUDB 
QSGQQ?XJVKJZTHQ,FQVEC 
RTHRRr..t,YK'NLK...4.UIRGR'NFD 
SUISS3ZLXMLBVJSHSXGE 
TVJTTs.AMYNMCWKTITY::IF 
UWKutirBNZONDXL UJUZ I G 
VX..UVVUCOAPOEYMVY..VAJH 
WYM.'l'r.IVDPBQ,PFZJ:.i"VILVlBKI 
XZNXXWEQCRQGAOXlw.XCLJ 
YAOYYXFRDSRHBPYNYDMK 
ZBPZZYGSETSICQZOZENL 
ACQ.AAZHTFUTJDRAPAFOM 
BDRBBAIUGVUKESBQBGPN 
CESCCBJVHWVLFTCRCHQO 
DFTDDCKWI.XWMGUDSDIRP 
EGUEEDLXJYXNHVETEJSQ 
FHVFFEWYKZYOIWFUFKTR 
GIWGGFNZLAZ?JXGVGLUS 
HJXHHGOAMBAQ,KYH\VHMVT 
IKYIIHPBNCBRLZIXINWU 
JLZJJIQCODCSV.AJYJOXV 
KMAKKJRDPEDTNBKZKPYW 
LNBLLKSEQ;I!'EUOCLAL~ZX 
MOCM?lt!LTFRGFVPDMJ3MRAY 

i· Combining the selected generatrices After so~e experimenting 
with these generatr1ces the 23d generatr1x of Column l ar.d the 1st of 
Column 2, which yields the digraphs shown in Fig 17, are combined The 
generatr1ces of the subsequent columns are examinei to select those which 
may be ad~ed t.o these already selected in order to build up the plain 



l 2 
c 0 
s Q, 
NE 
R 0 
MO 
0 N 
I V 
TH 
S T 
D I 
S B 
EX 
FR 
NF 
w 0-
ED 
s 0 
AT 
I C 
CA 

Fig. 17 
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text. The results are shown in Fig 18 
This process is a very valuable aid in 
the solution of messages after the pri­
mary compoae~t has been recovered as a 
result of the longer and more detailed 
analysis of the frequency tables of the 
first message intercepted. Very often 
a short message can be solved in no other 
way than the one shown, 'IVhen the primary 
alphabet is completely known. 

g. Recovery of the key It may 
be of interest to find the key word for 
the message. All that is necessary is 
to aet the mixed component of tne cipher 
alphabet underneath the plain component 

- so as to produce the cipher letter in­
di•ated as the equivalent of any given 
plain-text letter in each of the alpha­
bets For example, in the first alpha­
bet it is noted that Cp = Sc• Setting 
the two coiµponents under each other so 
ns to bring S of the cipher component 
beneath C of the plain component, thus 

1234567 
OOFIRST 
S Q, U A. D ~ 0 
NENEMTT 
R Q 0 P D i $ 
M 0 U N T E :0 
ONHILLF 
I VE N I N Ef 
THREE WE'' 
STOFGOO 
D I N T E N T 
S H X L I N E 
E X T E N D S 
FROMCOR 
N F I E L D T 
W 0 :a U N D R 
EDYARDS 
SOUTHXI 
ATTACKR 
I C H A R D S 
C A P T 

Plal.n~ 

Cipher• 
ABCDEl'GHIJKLMNOPQ;RSTUWIXYZ.ABCDEFGHIJY..LMNOPQ;RSTUVilXYZ 

EXRAUSTIKGBCDFJKLMO?Q;RVWYZ 

It is noted that Ap ~ Ac· Hence, the first letter of the key word to 
the message is A The 2d, 3a, 4th, ••• 7th key letters are found in 
exactly the same manner, and the following is obtained· 

' 
When C 0 F I R S T 

Sli1D-ZRYR 
A Z I M \,T T H 

equals 
then~ successively equels 

24. Summation- of relative frequencies as an aid to the selection 
of the correct generatrices. - ~ In the foregoing example, under sub­
paragraph f, theT_e occurs this phrase• "After sO'Ilc- experimenting 'll'l th 
these generatrices 11 By this was meant, of course, that the selection 
of the correct in~tial pair of generatrices of ~lain-text equivalents 
is in this process a matter of trial end error. The test of 11 correct­
ness11 is 'IVhether, when Juxtaposed, the tvro generatrices so selected 
yield 11 good11 digraphs 1 that is 1 high-freouency digraphs such as occur 
in normal plain text. In his early efforts the student may have some 
difficulty in selecting, merely with his eyas, the most likely genera­
trices to try Thers may be in each diagrAm several gen~ratrices wnich 
contain good assortments of high-frequency letters, and the number of 
trials of co~binatiorts of generatrices may be quite large Perhaps a 
simple mathematical method may be of assistance in the process. 
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b. Suupose, in Fig 16, that e~oh letter were accompanied by a 
number which corresponds to its relative frequency. Then, by adding 
the numbers along each hor:zontal line, the totals thus found will 
give ~numerical measure of the frequen~y value of each generatrix. 
Theoretically, the generatrix vith the greatest value will be the cor-
rect generatrix because its total will represent the sum of the individ-
ua.l values of the actual plain-text letters. In actual practice, of 
course, the generatrlX with the grea.tes.t value may not, be the c,orrect 
one, but the correct -qne will certainly be amqng the three or four 
generatrices with the largest values. Thus, the number of trials may 
be greatly reduced, in the ~t~e~t to put together the correct ~enera-
trices 

£• Using the prec~d~n:g mes~age as an example, note iihe respective 
generatrix values in Fig. 19 

... 
I< 

l>a r-1 
F-4 C) .... Column 1 s:I - I 

"' Cl) 
F-4 &~ Q) 
s;::: Q) ..-I 
Q) M '1S 
t!> - f.Zt .l> 

I 

0 F v Q, u p R L w v G v H I Q, z H v D L F 

3 2 0 3 3 8 4 2 2 2 2 3 7 0 0 3 2 4 4 3 57 

1 G w R v Q s M x w H w I J R-A I w E w G 
2 2 8 2 0 6 2 0 2 3 2 7 0 g 7 7 2 13 2 2 77 

2 H x s w R T N y x I x J K s B J x F N H 

3 0 6 2 g 9 8 2 0 7 0 0 0 6 l 0 0 3 g 3 66 

3 I y T x s u 0 z· Y- J y K L: T c K y G 0 I 
7 2 9 0 6 3 g 0 2 0 2 0 4 9 3 0 2 2 g 7 74 

4 J z u y T v p A z K z L M u D L z H p J 
0 0 3 2 9 2 3 7 0 0 0 4 2 3 4 4 0 3 3 0 49 

5 K A v z u w Q. B A L A M N v E M A I Q, K 
0 7 2 0 3 2 0 1 7 4 7 2 g 2 13 2 7 7 0 0 74 

6 L B w A v x R c B M B N 0 w F N :s J R L 
ll 1 2 7 2 0 8 3 1 2 - 1 g g 2 3 g 1 0 8 4 73 

' 7 M c x B w y s D c N c 0 p x G 0 c K s M 
2 3 0 1 2 2 h 4 3 g 3 g 3 0 2 g 3 0 6 2 66 

g N D y c x z T E D 0 D p Gt y H p D L T N 
6 4 2 3 0 0 9 13 4 g 4 3 0 2 3 3 4 4 Q g 91 _, 

Fig 19 (t.ontinued) 



: 10 

11 

12 

13 

14 

15 

16 

17 

18 

19 
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Jig. 19 (oOJitinaaa) 

Co~umn 1 (continued) 

.. . 
0 i Z D Y ~ U 1 I P » ~ R l I Q J I U 0 
Bl) 0 4 2 ·7 3 313 313 C'S 8 0 ·7 ~13' 2 3 8 

I 

P'J AB Z B f G 1'q 1 R S • J R 1 B V P 
3 3 7 13 0 l 2 2 3 0 3 8 & 7 0 8 3 s 2 3 

~ G ! r A 0 I B G R G S T B X S G 0 W Q 
o 2 i 3 7 3 2 3 2 s 2 6 9 l o·6 2 s 2 o 

R B C G B D % I B S B T U C L T B P % R 
s 3 3 2 1 4 0 7 3 6 3 9 3 3 4 9 3 3 0 8 

S I D H C I Y J I T I 0 V D K U I Q Y S 
6 7 4 3 3 13 2 0 7 g 7 3 2 4 2 3 7 0 2 6 

T J • I D 1 Z g J U J V I I B V J R Z T 
9 0 1.3 .,.. 4 3 0 0 0 3 0 2 2 13 8 2 0 8 0 9 

" 
U X 1 J E G A L X V X Y X ~ 0 I X S A U 
3 0 3 0 13 2 1 ~- 0 2 0 2 0 3 8 2 0 6 7 3 

V L G X F B B M L I L % Y G P X L T B V 
2 4 2 0 3 3 l 2 4 2 4 0 2 ~ 3 0 4 9 1 2 

I M B L G I 0 B K X K Y Z B Q Y K ~ C I 
2 2 J 4 2 1 3 8 2 ~ 2 2 0 3 0 2 2 3 3 2 

% B I K B J D 0 R Y B Z A I R Z N V D % 
0 8 7 2 3 O ~ 8 8 2 I O 7 7 ~ O 8 2 ~ O 

Y 0 J B I X ~ P 0 Z 0 .A B J S A 0 I I Y 
2 s 0 s 1 0'13 3 s 0 s 7· l 0- ~ 7 ff 2 13 2 

20 Z P X Q tJ.: L F Q P .A P :B C. X T B P X ~ Z_ 
0 3 0 8 0 4· 3 0 3 7 3 1 3 0 9 l ' 0 3· 0 

21 .&. Q L P X M G R Q B ~ C D L U C Q. Y G A 
1 o 4 3 o 2 a s o l o 3 4 4 ' 3 o 2 2 1 

.. , 
'-~ l1T .. , 

... , 
! 

67 

82 

go 

83 

52 

86 

103 

51 

55 

22 B R K Q L B B S R C R D E K V D ~ Z ll B 
i s ~ o 4 s 3 6 a 3 s. 4 13 2 2 lt s a 3 1 ss 

I 



REF ID:A64561 

- 45 -
F-ig 19 (contlllUed) 

H 
r-1 
f.t !>a 

1iS ' C.Olumn,f (continued) 
0 
i::: 

f.t 

~~ CD 
s:1 s f al 

IZi ~ 

23 c s N R M 0 1 T s D s E 'F N 11 E s A _I -C 
3 6 8 8 2 8 7 9 6 4 6 13 3 s 2 13 6 7 !1 3 129 

24 D T 0 s N p J u 'T E T F G 0 x F T l'.B J D 
4 9 8 6 6 3 0 3 9 13 9 3 2 s 0 3 9 l 0 -4 102 

25 E u p T 0 Q K v U F .IJ G H p y G u 0 K E 
13 3 3 9 g 0 0 2 3 3 3 2 3 3 2 2 3 3 0 13 78 

;:: -
H 
rt Column 2 >.. ,.. C,) 
~ i;:I 
as ~ i-8 t 
i::: :! al CD 
t!> IZi > 
0 N -p D N N M u G s H G w Q E N 0 N s B z 

8 3 4 8 s 2 3 2 6 3 2 2 0 13 8 3 8 6 1 0 90 

l 0 Q E 0 0 N v H T I H x R F 0 D 0 T c A 
g 0 13 g 8 s 2 3 9 7 3 0 g 3 g 4 s 9 3 1 119 

2 p R F p p 0 w I u J I y s G p E p u D B 

3 g 3 3 3 g 2 7 3 0 1 2 6 2 3 13 3 3 4 1 s4 
-' 

3 Q s G Q Q p x J v x: J z T II Q F Q v E 0 
0 6 2 0 0 3 0 0 2 0 0 0 9 3 0 3 0 2 13 3 46 

4 R T II R R Q y K if L K A u I R G R w F D 
g 9 3 8 s 0 2 0 2 4 0 7 3 7 8 2 g 2 3 4 88 ,.,. 

-
5 s u I s s R z L x M L B v J s H s x G E 

6 3 1 6 6 s 0 4 0 2 4 l 2 0 6 3 6 0 2 13 79 

6 T v J ·T T s A M y N M 0 w K T I T y H F 
9 2 0 9 9 6 7 2 2 s 2 3 2 0 9 7 9 2 3 3 94 

7 u f K.U u T :a N z 0 N D x L u J u z I G -

3 2 0 3 3 9 1 g 0 s g 4 0 4 3 0 3 0 7 2 68 



g 

9 

10 

11 
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Fig. 19 (continued) 

Column 2 (continued) . - ' 

V X L V V U C 0 A P 0 E Y M V K V A J H 
2 o 4 2 2· 3 3 s 7 3 8 13- 2 ~ 2 a 2 7 · o ) 

r 

W Y M W W V D ? B Q P F Z N W L W B K I 
2 2 2 2 ~ ~ ~ j 1 0 3 3 0 g 2 ~ 2 1 Q 7 

' 
X Z N X X W E ~ C R Q G A 0 X M X C L J 
0 0 8 0 0 2 l) 0 3 g 0 2 7 g 0 2 0 3 4 0 

Y A 0 Y Y X F R D S R H B P Y N Y D M K 
2 7 8 2 2 0 3 8 4 6 g 3 1 3 2 g 2 4 2 0 

12 Z B P Z Z Y G S E T S I C Q Z 0 Z E N L 

73 

50 

60 

75 

0 l 3 0 0 2 2 6 13 9 6 7 3 0 0 g 0 13 g 4 85 

~ AC QA AZ HT FUT J'D RAP AF 0 M 
7 3 0 7 7 0 3 9 3 3 9 0 4 g 7 3 7 3 8 2 93 

14 B D R B B A I U G V U K E S B ~ B G P N 
1 4 s l 1 7 7 3 2 2 3 0 13 6 l 0 l 2 3 g 73 .. 

15 0 E S e C B J V H W V L F T C R C H Q 0 
3 13 6 3 3 l 0 2 3 2 2 4 3 9 3 g 3 3 0 g 

I 

16 D F T D D C K W I X W M G U D S D I R P 
4 3 9 4 4 3 0 2 7 0 2 2 2 3 4 6 4 7 g 3 

17 E G U E E D L X J Y t N H V E T E J S ~ 

13 2 3 13 13 4 4 0 0 2 0 8 3 2 1~ 9 13 0 6 0 

18 F H V F F E M Y X Z Y 0 I W F U F K T R 
3 3 2 3 3 13 2 2 0 0 2 g 7 2 3 3 3 0 9 g 

19 G I W G G F N Z L A Z P J X G V G L U S 
2 7 2 2 2 3 8 0 4 7 0 3 0 0 2 2 2 4 3 6 . ' 

20 H J X H H G 0 A M B A Q K Y H W H M V ~ 
3 0 0 3 3 2 g 7 2 l 7 0 0 2 3 2 3 2 2 9 

21 I K Y I I H P B N C B R L Z I X I N W U 
7 0 2 7 7 3 3 1 g 3 1 g 4 0 7 0 7 g 2 3 

79 

77 

108 

76 

59 

59 

~· 
81 
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Fig 19 (continued) 

Column 2 (continued) E's' 
~ 

~ Q) 
Cf' ~ 
Q) r-1 

:: ~ 
J L z J J 1 Q c 0 D c s M A J y J 0 x v 
0 4 0 0 0 7 0 3 8 4 3 6 2 7 0 2 0 g 0 2 56 

23 K M A K x J R D p E D T N l3 K z K I' y w 
0 2 7 0 0 0 8 4 3 13 4 9 g 1 0 0 0 3 2 f? 66 

85 
L N l3 L L K s E Q F E u 0 c L A t Q z x 
4 g 1 4 4 0 6 13 0 3 13 3 8 3 4 7 4 0 0 0 

24 

25 M 0 c M M L T F R G F v p D M B M R A.Y ) 

2 8 3 2 2 4 9 3 g 2 3 2 3 4 2 1 2 g 7 ? }7.·' 
I \ i;. 

- 'I~ 

~ It will be noted that the frequency value of the 23d ~nera..tri,x: 
for the first column of cipher letters is the greatest value, that of 
the first generatr1x for the second column is the €reatest. In both 
cases these are the correct generatrices. Thus the selection of the 
correct generatr1ces in such cases has been reduced to a purely mathe­
matical basis which is at times o~ much assistar.ce i~ effecting a quick 
solution. Moreover, an -understanding of the principles involved will 
be of considerable value in subsequent work. 

25. Solution by the probable-word metaod - ~ Occasionally one 
may enco\lllter a cryptogram which is so E,lv.>l•t that it contal'.ns no recur­
rences of even digraphs, and thus gives no indications of the number 
of alphabets involved If the sliding mixed component is kn01.11n one may 
apply the method illustrated in Par. 15, assuming the presence of a prob­
able word, and checking it against the tdxt end th~ sliding components 
to establish a key, if the correspondents are using key ~ords 

.£ For example, suppose that the presence of the word ENEMY is 
assumed in the messege iti Par. ~.£ '~,.,.._.One proceeds to check it against 
an unknown key word, using th~ already reconstructed mixed component 
sliding against the normal and starting with tne first letter of the 
cryptogram in this manner· 

If SFDZR equals ENEMY, then the successive equivalents of~ 
equal XENFVI. 

The sequence XENFW spells no intelligible word. Therefore one shifts 
the location of the assumed word EllEMY one letter forward in the cipher 
text, and the test is made again, JUst as was explained on page 23. 
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When the group AQRLU is tried one obtPins as the key letters ?.IMUT, 
which, taken as a part of a word, suggests the word AZIMUTH. The 
method must yield solution when a correct word is assumed end correctly 
placed. 

£ The danger to cryptographic security resulting from the inclu­
sion of cryotogra9hed addresses en~ s~gnatures in cryptographic mes­
sages is directly connected with the principles of scrlution by the 
probable-word method. To illustrate, reference is ma.de to the message 
employed in Pars l~-22 It will be noted in Par 22 ~ that the mes­
sage carried a signature (~rear. Col ) and that the latter wa~ enciphered 
Suppose that this were an authorized practice, ana that every mes~ege 
could be assumed to conclude ~1th a cryptographed signature The sig­
nature "TR~ COL" 'V"ould at once afford .:i vrf:.ry good basJ.s for the ouick 
solution of subsequent messages e~a~ating from the some headquarters 
as did the first message, because presumably this same signature would 
aopear in other mes~ages. It is for this r~ascm that addr~sses And 
signatures ~ust not be cryptographed, if they must be included they 
should be cryptographed in a totally dif:erent system or by a wholly 
different method, perhaps by means of a spacial address ~nd signature 
code. It would be best 1 however, to omit all addresses &nd signatures, 
and to let the call signs of the head.quarters concerned tlso convey 
these pa~ts of the message, le.ving the aistribution or ae1ivery to 
the off1Ges concerned a mPtter fot locel ection 

¢6. Sol,ution vhert th~ plain component is a. mixed sequence, the 
cipher comyonent, the normal. - ~ This fplls under Case B (2) out­
lined in Par 6 It is not the us112l method of employing a single 
mixed,co~ponent, but may be encountered occasionally in cipher devices • . 

B, The prel~minary steps, as regeras factoring to determine the 
length of tne period, ere the svme es usu.Pl. Tne messege is then tran­
scribed into its periods. Frequency distributions ere tnen Ttl~de, es 
usual, end these are ettt>cked by the urincinles of frequency and re­
currence. An pttempt is made to eoply the principles of direct symmetry 
of position, but tlus a.tte:rlpt will be futll~, for the reeson thet the 
plain co~ponent is in th~s ccse an unknou~ Mixed sequence (See Par. 
15 §; ) Any atten:ipt to find sy:r:imetr:r in the secondary• alphebets based. 
upon the nor'Tle.l sequence ctn therefore disclose no syynnetry because the 
symnetry which exists is based upon e wholly different sequence 

g However, if the principles of direct sy'11:letry of position ere 
of no avail in this case, there ere certrin other principles of sy~Tt1etry 
which nay oe employed to gre~t Pdvrntcge. To explP1n them Pn PctuPl 
exeMole ~ill be usdd. Let it be Ps~umed that it is known to the crypt­
onalyst th.Ft the ene-n;r is using the generel system under discussion, 
viz, a ~ixed sequence variable froM dey to dcy is used rs plain co~po­
nent, the noroel sequence is used ~s cipher co~ponent, Pnd c repeating 
key, veriable fro~ nessage to Mess~ge, i~ used in the ordinpry ~anner 
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!Iha foll•wing meeaage has been intercepted: ~ . •' 
I . ,. 

Q lC 0 ' lt LRllLZ JV GT G JrDLVlt ·11;v I' T Y E :a M lJ l!l 

VRZMO ?.A.A.MP DJ:EI.J "& J •II Y 0 YBMllJI G Q .1 M ;a 

UQ.AX:a B U 1 B U XQYJIU llLVT ltQILE XZBU'Z . 
ULIBlt I D .A. X B XUDGL L.A.DVlt PO.A.YO DXX'fX 

L.A.DBY BVJlJV Ulllll ll'MTJI GVWIY TVDZL 

SPBBB XV.A.ZC UDYUJI LXJIJl.A. IUD DX JlCJSB 

BS.A.BY TllGUJ BQXPP· DltOUI X tJ Q V B JVWBX 
. 

I X .A. L B T C D L II I V .A. .A. .A. JSZIL OV'IVP ? .A. G Z L . . . 
SBJIMI GQDBO Y B I V P rc:a:a:m XXDQZ G X Jr C G 

'IQGtJY J I 'I y y T M .A. B·W X :a L B L 0 .A. D L G 11 Q G U Y 

JUUGB JBRVX E B. 1 L I GIGUO XIDTP DXEI Z 

VX'll.A. J.A..A.ll'I II I: G B B SSBLO l:JCBZ T G G L 0 

P lt 11 I X BGIBY TlllfLZ JlQCYY TJllfIP DX.A.Tl 

J L 11 U J BDTVX JRZTL OP.A.BC DJZYY DEY CL 

GPGTY TICXB BQlllBR XVI MU JlIJlGJ IQDLP 

JX.A.TE GU'i:all BUQ,ill VllQBW YB.JBJ lt111fllB 
. 

T JI U L Z L .A. .A. B Y JGDVX: L iC R R E XXl'.A.0 JlDSBX . 
XCGZ.A. BDGTL VXllBW IS.AUE FD!l'IP BLZIJ 

' . 
• SRQZL .A.V:IBL GVW'VIC J' I G B P GJlCZU JC Q A p 
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~· A at'lllll' of the recurrencaa and factorf,Jlg their interval' diacloaea 
that fin al.phabe\a are involved. Kanoliteral bar f'reqU8D.eJ' diatributiana 
B.T"e lllaCle and are aa tollowa:,, 

: 

.. 
I 

• I I 

.Alpbabet l. . 

----
= : - i 
l ; l ~ i = i i i - 1. : -:: -

ABCDIFGBIJXLMJO~Q~S~OVUXYZ 

Alphabet ~-

Alphabet 3. 

i - -
i i i == ' 
I z i Ji ii = ~·~·i l ~ §: __ = ~ _: i 
AJCDEJGBIJXLK•OPQRSTUVWXYZ 

t 

.Alphabet 4. 

~ i 
= ! = ,.. - = f ~ 
ABCDIJGBIJKLM•OPQRST~VWXYZ 

.Aip:babet 5. 
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!• Since the cipher component in this case is the normal alphabet, j! 
fqllows that the five frequency diatribution!.are based upon a sequence which 
is

1

known. Therefore the five frequency distributions should manifest I direct 
'ymmetrx or distribution or c~ests and tro~ghs. By shirting the five ~istri­
butions relative to one anot~er, all five can be matched as regards the posi­
tlons or the crests and troughs, thus reducing the five distributions to a 
single equivalent monoalphabetic diatribUtion. Note how this has been done 
i~ the case or the five illustrative diatributionaa 

--• - --- : - • • - i. = -
-- i.iii:,li_i •• _ ii;; ii 

Alp~'bet 1 - A B C "b JC ]' 0 !i I J Jc L U: N O· P. Q R S T U V W X Y Z 

-- -~ - ... -
- = - ! !! l - -

= _i !!l::!:.t:i .:ll! ~·-
Alphabet 2 - XY ZABCDE)GHt~KLMNOPQRSTUVW --i.. = = 

i. l ~· l =z - -
- ' =~~~:22:2 = :22_ == - - - - ~ ~ e - - ~ ~ ~ ~ - - - ~ ~ - - - -

Alphabet 3 - T U V W X Y Z A B,C DE F G H I J K L MN 0 'p Q R S --
5tt t -

l~ 

Alphabet 4 -
=-=-lll::ll:E=- .:tt it_ 

OPQRSTUVWXYZABCDEFGHIJKLHN 

-- :' -= - -- -
= __ ;_:iii;·i: .. i.:_ ''"=ti 

Alphabet 5 - RSTUVWXYZABCDKFGHIJKLMNOPQ 

Fig. 21. 

I .. 
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f. Tho superi~position of tho respoctivo distributions enablos one tQ 
conveft ~he cipher lottors of the fivo alpha.bots into ono alphabot. aupp~se 
it ~~.decidod to convert alphabots 2, 31 41 and S intp alphabot 1 •. It ~~ 
merolx ~qcossary to substitute for tho rospoctivo letters in tho four a~pJlfi-
bots those which stand abovo thom in Alphabot 1. For oxample-, in Fig. 2If ltc 
in,A~ph,bot 2 is diroctly undor Ac in Alphabet 11 honco, if the suporimpo~i-
tiori: :Ls corroct thon J=l • Theroforo, in tho cryptogram it is meroly neces-

~· cAc ~ 
sa.ry 'Ef> roplace ovory Xe in the socond position by Ac• Again T0 in Alphabet 
3 • A in Alphabet l; thorofore, in tho cryptogram one roplacos ovary Tc in 
tho tgird position by Ac• The entire process gives the following convortod 
message1 

QHVHT LUTXI JYNFP ?1 G 5 H T EYUFH E ?J l' G N VUGYX 

YDHYY DMLUS SITX.X YKTYN GTHYK UTHJA HXMND 

K T J' Y D NHSHO KTPXN KC I G N U 0 P NT NGHJK XXKSU 
•; 

LDKHT PRHKX DNRKT LDKTH BY URE UHI.YI~ FITFN -• GYDHH TYKLU SSITK XYHLl, UGFGN LNTYJ EXKPT 

NFJlEQ HVHTH T P NG 5 HTEBY DNVGN XXXHK FYDNG 

NAHXK T F F.: X V I Y HM J NVGUU OYDBY YDNI.U SKTYN 

GTKTX Y IC P B Y NF YD N XNKCI GNU OP NTNGH JLDKH 

TPHTF XUSNU ODKXP NTNGH JXBSK JKYHG EUllXN 

GZNGX XHXFY 1>NLUI VAUIJ FDHZN MN NTK svuxx . 
KMJNI TJNXX PNTNG HJLDH T PD XI NTJKH TPDUY 

DNHFN J'OUGS NGAHG JUG FU 0 S H 'l' L DIG K H DHFOU 

GSNFH T H J' J K HTLNA KYD'(D NL 0 SS ITKXY JNHFN 
I of 

G X l) H A HXXIV V U X N .F YUYNO KPDYK TPBXI ~ D H T Ji 

JJKHT LHYDH XlfUllX NGZJfG XFNLJ HGNFU VNTHF .. 
IVBGN J'GUIY N 0 GUS SUlLU AYUTU GYDHT FLNTY 

G HJ L D KT H B 

-• 
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J I 

The monoalphabetic frequency for this follows. Note that the freq~ency 
or eacb let.tar i:e t'>.e .Sum or tlie rive frequenci:es in the corrresponding · 
columns or Fig. 21 • . ... . 

· .. .. -
I l 

i 
J LI -- f -

j J ---, , , 
g - E g - e .. 

i i I i i i ' ' I ' 
! g ! ! ! ! 1 1 . 

~ i 
! J. ! ! ! = g ! g g ! . 
i i 'j i = i j j i = i i i i 
! ! ! ! ! ! ! ! ! :I ! i F = l l 
l l l l l l l l = ' = ' 1 l l 1 1 i - - -- - -

~ ! ~ ~ ~ ~ t t ! t t t ~ t t - i i i i i i -- = -
A a "C .!) E F G H I J K L M I{ 0 J:' Q R s T u v 'f x y z ,, 

5 3 11 '7 30 35 54 18 21 38 22 d fi9: g 14 2 3 19 48 38 12 - 35 31) q 

Fig. 2la. 

g. The problem having been reauced to 1nonoalphabet1c terms, a tri­
graphic frequency distribution car now be made ar.d solution readily attained 
by simple p~inciples. It yields the r~llowing1 

I. 
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JAPAH CONSULT5:ll G~ ~ANY TODAY ON nEPORrS THAT THE CC11k1JNIST INTi:R-

NATIONAL WAS BEHIHD THE AkAZiifG SEIZURE OF GENElULISSDJ.O CHIANG KAI bHEK IN 

CHINA. TOKYO AC'!ED UHDER THE Ai"fl'ICOIOruNIST ACCORD RECEHTLY SIGNED BY JAPAN 

AND GEHllA.tf!. ~dE P:IESS SAID TH'i:?.E \fAS IN'JISRJTABL.i: PROOF THAT THE COHINTERN 

INSTIGATED T:l"": SE• "',•1Ttfil OF GE?f.d:RAL CHIANG AND S<nm OT' HJS CENERAJ,S MILITARY 

OBSERVE!-.S SJ.."!:.J THI ;oup \lOULD HAVE BEEN DIPOSSIBLE UNLH.r:. .. GENE~ t..rAlfG 

HSUEN LlANG Ha!'HEL:.m FORMER WAR LORD OF MANCHURIA HA!> F J~D AN ALLIANCE 

\fITH TriE COM,..'lTNI6T .J:ADERS HE W.\S SUPPOSED TO BJi'l FIGHT!'l~·. SUCH AH ALLIANCI 

THESE O:aSERVERS DEC!..i1..1mD OPENED UP ~~L RE!> ROUTE FR<J~ M:C:'SO')';l TO NORTH .~ 

ClilNTRAL CHI?M. 

A• The reconstruction of t~& plain com)nn&nt is no~ e very simple 
matter. It i~ found to be as f 1ilows1 

HYD~dULI~B~FGJKYNOPQSTVWXZ 

-
Hota also, in Fig. ~l, th~ koyw.rd ~for the ' -.ssage, (.JJ. ~.-'•), the letters 
being in the columns head~d Qy ''lie letter H 

!· The solution of subsequent messagos 'I'll.th different keys can now be 
reached directly, by a Sll!!.ple modification ~t the principles explained in 
Paragraph 18. This modif~cation consists in using for the compl&tion tho 
mixed plain ccmponent (no~ known) instead of tho normal alphabot, after the 
cipher letters have boen converted into their plain component equivalents. 
Let the studont confirm tnis by an expurl.Dl8n"' • 

I 

1• The probable-word .method of solution discuasQd undor Paragraph 20 is 
also applicablo here, in case of vory short cryptograms. This mothod pre­
supposes of courso, posses&ion or the mixed component1 the procoduro is os­
sontially the same as that in Paragraph 20. In the oxamplo discussBd. in the 
present paragraph, ~ho lottor A on the plain componont was successfully set 
against tho key lottors HEAVYI but th~s is not tho only p~ssiblo proceduro. 

~· Tho student should 
into monoalphabatic torms 11 

thoroughly understands it. 
pr1nciplo is of very groat 
probloms. 

go ovor carefully tho principlo or "convorsion 
oxpiainod in subparagraph t abcvo until ho 

Lator on ho will encounter casos in which this 
assistance in tho cryptanalysis er moro complox 

r 
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SECTION VI. 

REPEATING-KEY SYSTEMS Wl'fH MIXED CIPHER .\LPHABE'l.'S, II. . . 
Par. 

Further cases to b~ considered. • ... • • • • • • • • • • 27 

Identical primary, mixed c;D1Q.pone11ts proceeding in 
the same direction •• · •••••••••••••••••• 28 

Cryptographing and dacryptographing by means of 
identical, primary mixed components, •••••••••• 29 

Principles of solution. • • • • • • • • • • • • • • • • • 30 

27. J'urther cases to be considered. - a. Thus far Cases B (1) and 
(2), mentioned in Paragraph 3 have been treated. There remains Case B (3) 
to be studied. This cq.se has bsen further subd.1-vided as .follows 1 

Case B (3). 

(a) 

(b) 

Both components are mixed sequences. 

Components are identical mixed sequences. 
(l) Sequences proceed in the SBllU9 d~rection. 

(The secondary alphabets are mixed alphabets). 
(2) Ssquences proce~d in oppos~te directions. 

(Th~·sec~Jldary alphabets are reciprocal mixed 
alphabets). 

Components are different mixed sequences. (The 
s~corxiarJ alphabets are mixed alphabets). 

2• The first ,of the foregoing subcases will now be examined. 

28. Identical~ priaiary mixed cor.tponents proceeding in the same 
directio~. - &• It is o~en the case that the mixed components are derived 
from an easily remembered word or phr~se, so that they can be ~produced 
at any time from memory. Thus; for ax.ample, givon the koy word 
QUESTION • .BLY, the following mixed sequence is del."ived 1 

QUBSTIONAJLYCDFGHJKKPRVWXZ 

h· By using this sequen~e as both plain and cipher component, 
that is, sliding this sequence against itself, a series of 26 secondary 
mixed alphabets may be prQduced,. .For example, by setting the two sliding 
strips against each othBT in the two positions shown below, the cipher 
alphabets labeled (1) arid (2) given by the two settings are seen to be 
different. 
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Key letter - lt (i. o., 1p :A). 

rlain componortt.. 

"' qUESTICN.\.dLYCJFGHJKl.~PRVVXZQUESTIONABLYCDFGHJKMPRV\1XZ 

QUESrION.nBLYCDFGHJKi4PRVVlXZ 

Cipher co~onont. 
Secondary alphaoet: 

Ila.in - ,J3CDEFG:UJKI1'1NOP~RSTUVWX¥Z 
( 1) Cipher - HJ PRL V'liJOZQKUG FE.AS YCBTIOL1N 
. 

Key letter: B (i. e., Qp = Bc). 

Plain. c~~p~nent. 

Q.U'i:STION.illLYCtFGHJKkPRVWXZQUESTIONABLYCDFGHJKJ'PRV'./XZ 
1UESTIONABLYGDFGHJKMPR~.IXZ 

'1' Cipher cnmponent. 

Seconda,ry.alphabet: 

flain - .~BCDE'FGtlIJKUt.NOP'l'9.S'rUV'\XYZ 
l:i!. \ Ciphor - JKnVY'.JXZFQtrr.iEH~SBTGD!.ICNPA , 
. 

£• In enciphering a message by such eliding strips, a key word is used 
to designate the particular positions in which the strips are tr be sot, 
the sa~p as was t~e case i~ previo~s examples ~f the usu 0£ sliding components. 
The method of designating the positions is, however, sli6htly different, the 
roasons far which Nill appear in tho succeeding paragrap~. In tha methods 
heretofore given, tho key lo-ttor, as loeatod on the C"iphor compcmont, was sot 
oppos~to A, as lo~ated on tho plain ~omp~nont; in other words, if n was the 
key lotter, than the two sliJing strips were set so that AP : Ac. In this case, 
however, where identical mixed sliding cempo~onts are used, thu key lettor is 
sot opposito the f~.t§i lettor of t~e soquanco upon whi~h tho primary com­
ponents aro based; that is, if A i~ tho koy lotter, then tho sliding strips 
are set so t~~t Q = A in the caso ~r tho mixod compnrents shown above. 
Hence, in tho fir~t ofcthe two oxamplos ,above, the koy lottar for tho first 
oxarnpla being A, then Ac 1s sat opp~sito Qpr in the sccnnd of these examples, 
the key letter being B, than Bc is set rppositc Qp• 

,. 
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~· Vory frBqUently a quadricular or square table is employed by the 
correqpondents, instead. ~r sliding strips, b~t the results are· the s~or 
The square table based ~pen the word QUESTIONABLY is shown in Table 6, It 
will be noted that the table does nothing more than set forth t~e succ~ssivo 
positions of the two primary sliding components, and tho t~p line of the 
table is the plain component, the successive horizontal lines bol~w it, the 
cipher component in its 'various JUxtapositions. The usual method of em­
ploying surh a table is to take as the cipher equivalont of a plain-text 
letter that letter wI-.1,.h lies at tho intersection of tho vertic-al column 
head.ad by the plain·text letter and tho horiz,ntal rrw bogun by tho key 
lotter. For ex&.lllplo, the eipher oquivalent of Ep with key lettor T is tho 
lotter Oc or E {Ti) : 0 • Tho meth'i givon in paragraph ~' for determin­
ing the eipherpequivalents by means rf tho two sl~d1ng strips yields the 
same results as doas the square table. 

TABLE 6. 

QUESTIONABLYCDFGHJKMPRVWXZ 
U E S T I 0 N A B L Y C D F G H J K M P R V W X Z Q 
ESTIONABLYC~FGHJKMPRVWXZQU 
STIONABLYCDFGHJKMPRVWXZQUE 
TIONABLYCD1GqJKYPRVWXZ~UES 
IONABLYCDFGHJKMPRVWXZQUEST 
ONABLYCDFGHJKMPRVWXZQUESTI 
N A B L Y C D F G H J K M ~ F V W X Z q ~ E S T I 0 
A B L Y C D F G H J K M P R V W X Z Q U B S T I 0 N 
B L Y C D F G H J K M P R V W X Z Q U E S T I 0 N A 
LYCDFGHJK~PRVWXZQUESTIONAB 
Y C D F G H J K M P R V W X Z Q U E S T I 0 N A B L 
CDFGHJKkPRVWXZQUESTIONABLY 
D F G H J K M P R V W X Z Q U E S T I 0 N A B L Y C 
F G H J K M P R V ~ X Z Q ll 3 S T I 0 N A B L Y C D 
GHJKMP~VWXZQrE~TIO~ABLYCDF 
11 J K M P R V W X Z Q F E S T I 0 N A B L Y C D F G 
J K M P R V W X Z 1 U E S T I 0 N A B L Y C D F G H 
K .J P ol V ~ X Z 1 U E S T I ('I N A eB L Y 0 D F G H J · 
M P R V W X Z Q ~ E S T I 0 N A B L Y C D F G H J K 
P R V W X Z Q U E S T I 0 N A B L i C D F G H J K ~ 
avWXZQDESTIONABLYCDFGHJKMP 
V~XZQUESTI0NABLYCDFGHJKMPR 
WXZ~UESTIONABLYCD?GHJKMPRV 
XZQUECTIONABLYCDFGHJKMPRVW 
Z Q ~ E S T ~ 0 N A B L Y C D F G H J K M P R V W X 
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29. Cryptographing and decryptographing by identic•l 1 primary mixed 
compo_1'tnts. - There is nothing of special interest to be noted in connection 
with the use either of identical mixed components of an equivalent quadricular 
table such as that shown in Table 61 in.enciphering or decippering a message. 
The basic principlos are the same as in'tbe case of tho sliding of one mixed 
c0mponent against tha norma,l changeable keywords of varying lengths. The 
components may bo changed at will and so on. All" this has been demonstrated 
adequately enough in Special Text No. 165, Elementciry Military Cryptography. 

30. Pri~~iplcP. ~f solution. ~ A• Basically tha principles of &elution 
in the case of a cryptogram oncj,pherod bJ two identical mixed slid.J.ng compon­
ents aro the samo as in tho prec~ding, cas,. Primary reco~rso is had. to tha 
principles of troque~cy and ropotition qf,single lot\ors, digraphs, trigrapha, 
ani polygraphs. Once An entering irod.ge has been ?creed into tho problem, tho 
subsequont steps may consist merely in continuing al~ng tho samo lines as be­
fore, building up tho solution bit bJ bit. 

. 
R• Doutloss tho question has"alroady nrison in the student's mini 

as to whether nny principles of symmetry. of position can bo usod to assist 
in tho solution nnd in the racDnstruotion ot the ciphor alphnbots in cases 
of this kind. under considera.tion. This phaao of. tho subjoct will be taken up 
in the next soction and will bo tro~tod in a somowhat det~ilod manner, bocauso 
the thoory and principlas involvoci aro ot vary wide applicl'.tion in crypt­
analytics. 

5:J:C?ION V'II, 

THEORY OF INDIRECT Sni14Jt."9fRY DF. POSITION IN SECONDARY ALFHABETS. . . 

Pa.r. 
Roconstruction ot pr~mary rc-mpon~nts tr~ socond.nr:• nlpha.bots 31 

31. Roconstruction o~· prima.ry comporlont1 ... tram 10condnry alpha.bets. 

&• Noto tho two eocond.c.ry alphabets (1) a.m (2) givon in parngra.ph 
27g. Extorna.lly thoy show no ro"samblq.nco or symmotry dospito tho tact that 
they ware produced from tht1 sama primary compononts. :No...-:-.rtholoss 1 whon tho 
mnttor is atudiod with cnra, n symmotry of positicn is discovor~bla. Becauso 
it is n hiddon or latent phonomanon, it m"ny bo tormod lntont axmmotrx ot 
p~sition. However, in previous toxta tne phonomonon has buon dosignntod as 
~n ind,iroct eymmotry of pcsition IJlJd this tonninology has grown into us~go 
so tha.t a chango is parhaps now inadvisablo. Indiroct"symmotry of position 
is n vory~ntorosting l1nd. oxco'Odingly useful :Phonomonon in cryptnna.lytics. 

... 
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R• Consider the following secondary alphabet (the one labeled (2) 

in paragraph 27~), · 

1"lain - A B C .J E F G H I J K L M N 0 P Q R S T U V W X Y Z 
Ctp~er - J K ~ V Y 7 X Z F Q U U ~ H G S B T C D L I 0 N P A 

' 

st• 4ssuming H to be known that this is a secorda.ry alphabet produced 
by two pl'~mar1 idou~ical mixed components, it is dosi,red to recons.truct the 
latter. Construct a chain of alternate ~P - &c - & values, beginning at 
any point,and continuing u~til the chein na~ beon c&npleted. 1hus, for 
example, ~eginning with AP : Jc, JP : Qc• Q : B0 , and dropping out the 
letters cqmmon to successive ~irs, there rfsults the sequence A J Q B • • • 
By compleiing the chain tna following sequence of letters is es~abliahed1 

' 

A J Q B K ti L U: E Y P S C R T D V.: I F W 0 G-X N ij Z 
' 

~· This sequence consists pf 26 l~tters, and when slid against its~lf 
will produce exactly tho same secondary alphabets as do the priQl.Q.ry com­
ponents baaed upon the word QUESTIONA13LY.. To deme>ns.trat<r that 'th:l.s is tho 
case, compare the secon&a.ry alphabets given by the two sattings•bf the ex­
ternally different components shown below: 

Plain component. 
- . . -~ 

iUESTlONABLYCDFGHJKUPRV'NXZQUESTIONABLYCDFGHJKMPRVlf.XZ 
qUESTIONABLYCDFGHJKilPRV\JXZ. 

Cipherlf'component. 

Secondarx alphabet• 

Plain • ABC.J.EFGHIJKUiNOPQRSTUV\VXYZ 

(1) Cipher - JICRYY:YXZFQUMEHGSBTCDLIONPA 

Plain~compo.nent • 

.AJQBKUI.MEYPSC~DVli'\'IOGXNHZAJ~BKUllili:YP5CRl'DVIi!WOGXNHZ 
AJQBKUIJIEYP5CRl'DVIFWOGXNHZ 

~ 
Cipher component. 

Secondary alphabet• 

Plain - ABCDEFGHIJKI.d:NOPJRSTUV'iXYZ 
(2) Cipher - JKRVYWXZFQUUEHGSBTCDLIONPA 
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!• Since tli.e sequence A J '2 B K ••• gi"es exactly the same equivalents 
in the secondary alphabets as the sequence Q U E S T ••• gives, it is 
termed an equivalent ~rima~ component. If the real or original primary 
component is a key-word mixed seouence, it is hidden or latent within the 
equivalent primary sequence; it can be made patent by decimation of the 
equi~alent priMarj compone~t. Find three letters in tli.e equivalent primary 
component sue~ as are likely to have formed an unbroken sequence in the 
original primary co~ponent, and see if t~e interval between the first and 
second is the sa~e as that between the second and third". Such a case is 
presented by the le~ters J, X, and Zin the equivalent primary component 
above1 the distanco or interval bet,veen tli.em is two latt Jrs. Continuing the 
chain by adding lotters t~o intarvals removea)the latent original primary 
component is mada patent. 

'
111XZQUESTIONABLYCDFGHJK}l.PRV 

i· It is possible to perform the steps given in ~ and ~ in a combined 
single operation when it is suspectod that the orie;inal primary component is 
a key-worj mixed seq~ence. S~arting wit~ any pair of lutters (in the ciphar 
componont of the secondary alphabet) likely to be sequent in tho key-word 
mixed sequ~nca, suc'1 as JKc in the secondary alphabot labolr1d (2), the fol­
lowing chain of digraphs may be set up. Thus, J, K,in the plain component 
stand over Q, U, rospectivoly, in the cipher component; Q, U, in the plain 
component stand over B, L, rospoctivaly, in tho cipher componantJ and so on. 
Connecting tho pairs in a series, tho follo.ving results are obtainod: 

JK - QU - BL - KM - UE - LY - MP - ES - YC - PR - ST - CD - RV -

TI - DF - VV - IO - FG - WX - ON - GH - XZ - NA - HJ - ZQ - AB -

These may now be united by means of theiz corm~on letters: 

JK - KM - MP - PR - rlV - etc. : JKMPRV3XZqUESTIONABLYCDFGH 

The original primary component is thus completely reconstructed. 

g. Not all of the 26 secondary alphabets of the series yielded by two 
sliding primary components may be usea to develop a complete equivalent 
primary component. If examination be made, it will be found that only 13 of 
these secondary alphabets will yLeld complete equivalent primary components 
when the method of reconatruction shown in subparagraph ~ above is followed. 
For example, the following secondary alphabet, which is also derived from the 
primary components based upon t~e word ~UESTIONABLY will not yield a complete 
chain of 26 plain text-cipher-plain text equivalents• 

Plain - A.t3CDEFGriIJKUlNOPQRSTUV'•lXYZ 
Cipher - coqJQKMPBRVF'VYLXTZNAIQUEGS 

Equivalent primary cot'lponent 1 

AG H PX E 0 L F KV QT AG H •• (The AC H sequence begins again). 
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h· It is seen that only 13 letters of t'1e chain have been e1:1tablished 
before the sequen~e begins to repeat itself. It is evident that e~ac~ly one­
half of the chain has been established. The other half may be established 
by beginning with a lettei- not in the first half. Thuss :~ 

B DJ R Z 5 NY~ MW U I B DJ ••• (!he B DJ sequence beg~ns again). 

~·It is not nscessary~o distrlbute the letters of each half-sequence 
within 26 spaces~ to correspond wath their placements in a complete alphabet. 
This can only be done by allew:i.ng between the letters of one of the half• , 
sequences a constant ggg, number of spaces. Distributions are therefore made 
upon the basis of 3, 5, ~, 9, ••• sp~ces. Selsct that distribution w~ich 
most nearly coincides with the distribution to be expected in a key-word 
component. Thus, for example, with the first half-sequence the distribution 
selected is the 0ne made by leavins thtee spaces between'the letters; it is 
as follows• ' 

I ' 

1 2 3 4 5 6 7 8 9 10 11,12 13 14 15 l~ 17 18 19 20 21 22 23 24 25 26 
A-L-C-F-H - K - P ... V ... X - Q - E - T 0 -

i~ Now interpolatef by the same constant irtterval (three-in t~is case), 
the letters of the other half-sequence. ?lot1ng that the grotip F ,.. H appears 
in the foregoing distribution, it is apparent that G of the S~cQnd half­
sequence shduld be inserted between F and H. The letter which 1znmediately 
follows G in the second half-sequence, viz, M, is next insert~ in the position 
three spaces to the right of G, and so on, until the interpolation has been 
completed. This yi~lds the orag1nal p~imary component, which is as f~llows1 

h 

ABLYCDFGHJKMPRVWXZQUESTI-ON 

!• Another method of handling cases such as the foregoing is indicated 
in subparagraph l• By extendiR~ the principles set forth in that subparagraph, 
one may reconstruct the following chain of 13 pairs from the secondary 
alphabet given in subparagraph g• 

CD - HJ - PR - XZ - ES - ON·- LY - FG - :KM - V\Y - QU - TI - AB - CD 

Now find, in the foregoing chain~ two pairs likely to be sequent, for example 
HJ and KM and count the interval between them in the chain. It is 7 (counting 
by pairs). Ir this decimation interval is now applied to the cnain of pairs, 
the following is established:• 

H J K k P R V W X Z Q U E 5 T I 0 N A B L Y A B C D F G 
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!· The reason why a complete chain or 26 letters ~annot be constructed 
from the secondary alphabet given und6r subparagraph g is that it represents 
a case in which two primary components of 26 letters were slid an !!!D. num­
ber or intervals apart. There are in all 12 such cases, none or which will 
admit or the construction of a complete chain of 26 letters. In addition, 
there is one case whe~ein, dispite the fact that the primary components are 
an odd number of intervals apart, the secondary alphabet cannot be made to 
yield a complete chain of 26 letters for an equivalent pr~mary component. 
This is the case in which the displacement is 13 intervals. Note the fol­
lowing secondary alphabet based upon the primary components shown in sub­
paragraph !!.• 

Plain .. 
Cipher -

QUESTIONABLYABCDFGHJKMPRVWXZ 
CDFGHJKMPRVWXZQUESTIONABLYAB 

ABCDEFGHIJKLKNOPQRSTUVWXYZ 
RVZQGUESKTIWOPMNDAHJFBLYXC 

m• If an attempt is made to construct a chain of letters from this 
secondary alphabet alone, no prQgress can be mad~ because the alphabet 
is completely reciprocal. Howev~r, tQe cryptanalyst need not at all be 
baffled by this case. The attac~ will follow along the 11nes shown below 
in subparagraph& n and ~-

n• Ir the original primary component is a key-word mixed sequ~nce, 
the cryptanalyst may reconstruct it by attempting to 11dovetail11 the 13 
r&ciprocal pairs (AR, BV, CZ, DQt EG, FU 1 HS, IIC~ JT, LW, UO, NP, and XY) 
into one sequence. The members of these pairs are all 13 intervals apart. 
Thus• 

1 2 3 4 5 6 7 8 9 10 11 12 13 
A • • • • • • _ • • • • • R 
B • • • • • • • • • • • • V 
c • a I e e • e • e • e • z 
D • • • • • • • • • • • • Q 
E • • • • • • • • • • • • G 
F • • • • • • ~ • • • • • U 
H • • • • • • • • • • • • 5 
I • • • • • • • • I • • • K 
J • • • • • • • • • • • • T 
L • • • • • • • • • • • • W 
M • • • • • • • • • • • • O 
N • • • • • • • • • • • • p x • • • • • • • • • • • • y 
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Write out the series of numbers from 1 to 26 and insert as many pairs 
into position as po9sible~ be~ng guided by considerations of probable 
sequence in the key-word mixed sequence. ThusJ 

i 2 3 4 s s 7 a 9 10 11 l~ 13 1~ 15 16 
ABCD ••••••••• RVZQ 

' I 

It begins to l~ok as though the key-word commences with the letter Q, 
in whi.ch case it sh.>uld be folloed by u. Thl.S means th..IJ.t ;the next pair 
to be inserted is FU. T!11J..s• 

l 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 
ABCDF •• • •••• •RV Z Q U.• 

The sequence A B C D r means that E is in the kpy. Perhape th~ se­
quence is A B c D F G H. Upon trial, usi'ng "the :pEUrs' EG and HS, the fol-- ...,, . 
low1n~ placements a~e o'bta1ned1 

.J 

' l 2 3 4 5 6 7 8 9,.J.O ll 12 13 l4·15 16 17 18 19 
ABCDFGH ••••• •RV Z QUE S 

\ ' 
This suggests the wo;rd_ qu:E?T ar QUESTION.. The pai.r JT is ~dad 1 

l 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18· l 9 20- -
ABCDFGHJ ••• •.• RVZ QUEST 

The sequence G H J suggests G H J K, which places an I after T. 
Enough af the process has been shown-to make the steps clear.' 

• 
~· Another method of circ\.Ullventing the u_fficulties introduced by the 

14th secondary alphabet (displacement interval, 13) is to use it in con­
JUnction with another secondary alphabet which is produced by an even­
interval displacement. For example, suppose the following two secondary 
alphabets are available. 

0-ABCDEFGHIJKLMNOPQRSTUVWXY~ 
1-RVZQGUESKTIWOPUNDAHJFBLYXC 
2-XZESKTICRNAQBWVLHY~PJCDFUG 
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The first of these sepondar~es is the 13 interval secondary; the 
s~cond ~s one of the even-interval secondaries, from which only half-chain 
~equences can be constructed. But if the construction be based upon the 
two sequences, l and 2 in the foregoing diagram, the folloWJ.ng is obta1ned1 

... I • • 

RXUTNLDHMVZEIAYFJPWQSOBCGK 

} 

This is a complete equivalent primary component. The or~ginal key­
word mixed component can be recovered from it by pec11DJ.n~tion based upon 
the 9th interval• 

RV W X Z QUE 5 TI 0 NA.BLY C D.F G HJ KM P 

~· (1) When the prJJD.ary components are identical mixed sequences 
proceeding in opposite diraeti~ns, ail the secondary alphabets will be 
reciprocal alphabets. Reconstruction of the primary component can be ac­
complished by the procedure indicated under subparagraph 2 above. Note the 
following three reciprocal secondary alph~bets1 

0-ABCDEFGHIJKLMNOPQRSTUVWXYZ 
1-PMHGQFDCWYLKBRVAENZXUOITJS 
2 - \f V 14 K 5 J H G Q F D R C X Z Y I L E U T B ·A N P 0 
3-TSSZLXWVNRP~MIOKCJBAYHGFUD 

Fig. 24. 

(2) Using lines l and 2 the following ch&.l.n can be constructed 
(equivalent primary componen~)a 

P \f Q 5 O B C G K R )(. U, T N L D H M V Z E I A T F J 

Or, using lines 2 and 31 

WTYKZODPUAGVSLJXICMQNFREBH 

The or~sinal key-word mJ.xed primary componont {based on the word 
QUESTIONABLY) can be recovered from either of the two foregoing equivalent 
primary comporients. But if lines l azui 3 are used, only half-chains can be 
constructed 1 

PTFXAKECVOHQL andMSDWNJUYRIGZB 



REF ID:A64561 

~~65 -

Thia is because 1 and 3 are both odd-interval secondary alphabets, 
whereas 2 1s an even-interval secondary. It may be added that odd-int~rval 
secondaries are chatacterized by having two cases in which ep : ec• 
(Note that 1n secondary number l above, F p : F c. and UP = Ucl 1 n secondary 
number 3 above, Mp :Mc and ep: ec); This characteristic will enable the 
cryptanalyst to select at once the proper two secondaries to wort with in 
case several are available; one should show two cases where ep : 0cf the 
other should show none. 

g. (l) When t~e primary components are diffe1e~t m~xed secuences, 
their reconstruction from secondary p1J>her a~phabets follows alcng the 
same lines as set forth under h to 1 inclusive, above, with the exception 
that the selection -0f letter~ for building up the chain of equivalents for 
the primary cipher component is restricted to those below the zero line. 
Having reconstructed th~ primary cipher com~onent, the plain component can 
be readily reconstructed. This will become clear if the student will study 
the following example. 

' 

0-ABC~EFGHIJKLkNOPQRSTUV~XYZ 
l - 1' v A B u L I Q x y c'w 5 N D p F E z G R H J K M 0 
2-ZJSTVIQRMON~XEAGBWPLHYCDFU 

(2) Using only lines land 2, the following chain is constructed• 

TZPGLIQRHYOUVJCNEWKDASXMFB 

This is an equivalent primary cipher component. By finding the values 
of the successive letters of this chain in tenns of the plain component of 
the first secondary alphabet (the zero line), the following is obtained• 

TZPGLI~RHYOUVJCNEWKDASXMFB 
ASPTFG~UVJZEBWKNRLXCCIMYQD 

The sequence A S PT ••• is an equivalent primary plain component. 
The original key-word mixed components may be recovered fro•n each of the 
equivalent primary component\- That for the primary plain component is based 
upon the key- RJBLISHERS MAGAZINE; that for the primary cipher component is 
based upon the key QUESTIONABLY. 

(3) Another method of accomplishing the process indicated above can 
be illustrated graphically by the following two chains, based upon the two 
secondary alphabets set forth in subparagraph g (1)1 
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l 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26 
j - A B_C DE F G H I J K L M~_O P ;2 R S T U V W X Y Z 
1-TVABULIQXY CW SN DP FEZ GR HJ KM O 
2 - Z J S T V I Q R ll 0 N K X E A G B W P L H T C D F U 

Col, 1, Col, 2, 

A(pl-1) ~ T(l-l)s T(2-4) --+ D(pl-4) I 

D(jl-4) -+ B(l-4) I B(2-17) ~ Q(pl-17)1 

Q(pl-17) ~ F(l-1'7) J F(2-25) ~ Y{¢-2s)1 

Y(~-25) ~ 14(1-25) • :u: ( 2-9) ~ I(pl-9)1 

I(fll-9) -+ X(l-9)1 X(2-13} _.,... i.i{pJ-13) I 

M(pf-13) -:. S(l-13); 5(2-3) ~ C(pf-3) I 

etc, etc. 

Fig. 26, 

(4) By joining the letters in Column 1, the following chain is 
obtained• AD Q Y IM, etc, Ir this be examined, it will be found to be an 
equivalent primary of the sequence based upon P U B L I 5 H E R S 
M A G A Z I N E, By joining the letters in Column 2, the folloVll.ng chain 
is obtained a T BF M X s. This is an equivalent prl.Dlary or the sequence 
based upon Q U E S T I 0 N A B L Y. 

SECTION VIII. 

APPLICATION OF PRIHCIPLES 01'' INDIRECT SYMMET~Y OF POSITION, 

Par. 

Applying the principles to a specific example, • • ! • • •• ! • 32 

The cryptogram employed in the exposition. , , • , •• , • • •• 33 

Fundamental theory. • • • , • • • • • • • • • • • • • • • • • • 34 

Application of principles • • • • • ! • • • • • • • • • • • • • 35 

General remarks. • • •••• • • • • • • • • • • • • • • • • • 36 
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32. Applying the principles to a specific example. - !• The preceding 
sect~on, with the many details covered, now forms a sufficient base for 
proceeding with an exposition or how the principles of indirect symm~try 
of position can be applied very early in the solution of a polyalphabetic 
substitution ci~her i~ which sliding primary components were employed to 
produce the secondary cipher alphabets for the enciphering of the crypt-ogram. 

S• lho cas~ GSicrLbed below will serve n:~ onll ~o a~p ain the 
principles of tho methcd cf ~pplying these pr1nc1pleB b~t ~1111 ai tha same 
time show how the solutior• .Jf a single, rather difficult, polyalphabetic sub­
stitution cipher can oe ~~eatly facilitated by applying these pr~nciplos. It 
is realizod, of courso, that tho cryptogram could bo sol vod by t.1a 'lf:1Ual 

methods of froquency and long, patient experimentation. Hovrovor, th~ mothod 
to be described was actually appliod and very materially reduced the amount 
of time and labor that would otherwise have been required for solution. 

33. The cryptogram employed in the exposition. - !• The problem that 
will be used in this exposition involves an actual cryptogram submitted for 
solution in connection with a cipher device having two concentric disks upon 
which the same random mixed alphabet appears, both alphabets progressing in 
the same direction. This was obtained from a study of the descriptive cir­
cular accompanying the cryptogram. By the usual process of factoring, it was 
determined that the cryptogram involved 10 alphabets. The message as arranged 
according to its period is shown in Figure 27, in which all repetitions of 
two or more letters are indicated. 

h• The trigraphic frequence distributions are given in Figure 28. 
It will be seen that on account of the brevity or the message, considering 
the number of alphabets involved, the frequency distributions do not yield 
many clues. By a very careful study of the repetitions, tentative individual 
determinations of values of eipher letters, as illustrated in Figures 29, 
30, 31, and 32, were made. Th&se are given ~n sequence and 1n detail in 
order to show that there is nothing artificial or arbitrary in the preliminary 
stages of analysis here set forth. 
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THE CRYP!'OGRAM 

(Repetitions underlined) 

x 
y 

z 
A A 

BB 

cc 
DO 

EE 

FF 

G G 

1-f H 

I J 

J J 

KK 

LL 

00 

pp 

QQ 

RH 

SS 

l2l4567890 

GHXEJ.<OQPSE ----- -
. .ii~ ~ T L F 0 l,U 

0 C D t-1 W_~A Z T !:L~ 

KLAPCJOTXI:. - -----
H S P ll..e_t-t ~-Q L ~-~ 

_G X I< ·~I D V !:LL U 

1!8UG~O_THX 

BKDZFMTGQJ 

LFUYDTZVHl~ 

Z GlrJr~ KXJTRN - -- .. _ 
Y T X C n i-l ~~ V L \'I - -
BGRWWOQ~tJN 

HHVLAP~>VD_ 

JQl/\fOU fTl\JVll 

!L_K ~ S Q_Z H 8 1:!_ 

y u x q__e p y 0 x ~­

H f) Z lJ !_~A ~~ u q 

J lJ IJ G Q_JJ Q. 8 V_!1 

UKWPEFXEl'IF 

_s C L!..G 0 W P E U 1-f 

YAWEWV!:1_QYu 

R Z X 
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FIGURE 28. 

Trigraphic ~requency Distributions. 

I. 

~_Q_.~D~E~F~~G~H~I=-~J__:K~L=-=M....:N:....~O-=-P__;;Q~~R-=5--=T=--~U--:.V_.;W:......~X--=Y---=Z 
nrr ll~~~wn~ ~~oo~~ ~ J ~~ 
HZ FC OR NH VQ ZL. JF MK NT QG 
~ WJ ZO QJ JZ NU 
WG \iK HB 
QK MO 

ES 
EV 
LH 
EK 
MC 
ES 

II. 

A B C D E F G H I J K L M N 0 P Q R S T U V \Y x y z 

A 

GZ QB 
BJ J~ 
Y\¥ RV 

B 
CZ 
FS 
KW 
LP 
G''I 

OD 
GK 
cu 

c D E 
QP 
CH 
KZ 

WU Z\'I GX 
CB BB HV 
LU 

F G H 
RT 

I 

GX IW KB 
JU GQ 

RU 
FV 
GB 
BD 
BX 
uw 

J K L 
BI CW 

III. 

M N 

GX 
HZ 

0 p 

LZ GF GX ZZ YX GQ 
YD PX HP YX 
JW SQ G\1 

Q R s T u v w x 
50 KH FP CO KE JN 

CR ZG KH GN RD 
RE KH HL QO OS 
vw SG KP SE 

FY BE HE 
JG TC 
CG KD 

uo 
z-

y 

KU 
BZ 
RH 

z 
BD 
QA 
zc 
TS 
00 
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PJ 'flV HA 
PJ GP PF 

VT 
CP 
GVI 
GW 

A B c D E F -1L H I J 
AM co EM 
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QV ex 
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K 

K 
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FIGURS 28 (Cont). 

IV. 

L K ! 0 p g R s T 
VA XL VP UC QQ XN FZ 

WK PP DC BC 
WO BC ZD 
XP \lE 
ZVI 

v. 

L M N 0 p Q R s T 
CQ fill SZ HL DF RF EO DC \VL 
NX OT EQ EO 

IQ 
ON 
HJ 
ON 
OP 

VI. 

K L M N 0 L Q R 5 T 
WZ ZQ PB RZ DO PZ DZ 
00 WL &I RQ Dk PF <Jr 
TF DX WQ PY KO 

19'Z sz EE 
IT AQ 
wx 

u v w x y z 
QE UD BE 
Br DF 
KD 
BW 

u v w x y ...A 
DL TM 
EM 
HM 
WO 
OM 
EV 

u v w x y z 
ex LY EQ DF NH 
DB DQ KJ 
WM DP 

" 
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FIGURE 28 (Cont). 

VII. 

A B c D E F G H I J K L :u N 0 p g R s T u v w x y z 
FO QD YT ZA JK MN JK FC VIE Mid MG i1i VC WO QO 
NL QJ .rr AD LD XT TN MW PO LI 
VL LD ND QI OP JL OJ 

PV JT OR MC llT 
VD Pl' QV FE TV 

WR OR 

VIII. 

A B c D E F G H, I J K L M N 0 p g R 5 T u v w x y z 
HS OJ OV XN TQ ZC m MG BC QA IA BU QS QG FR ZH XC 

XH MC FU OK ZS JJ XL VL TV YU ZS QX ML 
XG EG BS ZK QV zu QA 

FU YX ox 
ML OH 
M:Y JR 

IX. 

A B c D E F G H I J K L M N 0 p g R s T u v rl x y z 
MV IW KH JD CY OZ MH EF GJ TW AE 00 DM TZ DJ 
NE LW DX CQ KY IF LL TN JE OX NQ TE 
vv DH RN TX DM PE DZ RM oz 

WM CQ VQ vw LE TZ 
RN EH 

x. 

A B c D E F G H I J K L M N 0 p g R s T u v w x y z 
HQ SB KC LS QL LG VG RY UG HZ AK RG UI JG KP 

AG NC GR YR CR GH HZ M CG GF JY XJ 
SG CB LG SY VB CL HB uo 
SG UY w GJ LB UK 
XH XH. 
SG 
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345 456 901 
UGD i THE; PCJ : THE; and SEG : TtIE, from study of repetitions. 
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ADDITIONAL VALUES FROM ASStr~Pl'IONS {I) 
2 

Refer to line DD in Figure 291 Sc assumed ta be Np• 
9 

Refer to line M in figul'"e 29t Ac assumed to be Wp• 
9 10 l 2 3 4 5 

Then in lines O-D 1 A V K Z U G D is assumed to be drrH THE • 
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Fig. 30. 
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THE 

U K W P E F X E 111 F 
ET -

~CUGOWPl:UH 
THE 

Y B W t:: W V ~1 n '( J 

R Z X 
HE 
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1 2 3 4 5 6 7 8 910 
Refer to Figure 30, line A; W F U P C F 0 C J Y; assume to be BUT THOUGH. 

- - T T H - - - - -
3456 

Refer to Figure 30, lines N and X, where repetition XERO occurs1 assume EACH 

c 

D 

E 

F 

G 

H 

J 

K 

L 

0 

p 

(.J 

R 

T 

u 

v 

w 

WFU~FOCil 
BUTT HOUGH 
Gt3ZDl-'FBOU0 
E O ___,. 

GRFTZr~l:ilMAV 
E il: 
KZ~J.JYFI..B'L 
TH THE 
GJXNLWYUUX 
EE --
IKWEPbl ZOKl i-,-
1-' I~ x 0 ~~ L z I c w 

E -=--
GK Q HO LO D V M 
EE U --
J!OXSNZHASE 
E E TH 
t~BJlfj!FJHD 

OCRZEXWTXl 

J C n H C~ F V t·4 L H 
0 

'iK~lE"H4LNA L 
A.-- WH 

GSXEROZJSE .....___ - -
ENE A CH TH 
GVl,lWEJMKGH 

E E 
HCVOPN§J...LI 

L1-3Z A AAtLQCH 

BZZCKblOIKF 
H U -

CFBSCVXCHQ 
-u H -G-
Z T Z S J 1A X J C ~4 

- E-

HKUH~-~EDGX 
ET 

FKVHPdJKJY 
E E H 

YQOPCJXLLL 
THE 

x 
y 

z 
A A 

UR 

cc 

DD 

EE 

FF 

G G 

HH 

I I 

J J 

KK 

I L 

N N 

0 0 

PP 

RR 

E.---

1?.34567B~O 

GHXEHOQP~ 
E EACH TH 
_G.KR 1·~TLFl1UZ -- -EE 
0 C D H W r, l T U...Z 

KLBPCJOTXE -- --
T THEU H 
H S P U P r~ 1,1 D l ~~ 

N ---- --

GXKWOVBL8E - --E E TH 
GSU~OPOTl-IX 
-nTli"i- u 

B_K 0 Z F ~4 T G Q J 
E 
LFUYOTZVHI~ - --

U T .l 
...1. GW1'4 K X ,J "[_Bl~ 

_:i.TXCOPMVLW 
E E 

Bf~BWWOQRuN 
H 

HHVLAOwVU 
WI 

J Q W v U T T ·~ V ~> 

1:i K X tJ S f) Z H S 111 
EE H- T 
YU,<~ P'(__(J X Z 

H 0 7 U ~~ 111 X C (1 Q --=c; 
J J U G r; tl 1-J H V ~~ ---- - -THE 
UKWPEFXl:.l~E._ 

E T 0 
~CUGO~PEUH 

THE 
Y R"'Jf:..1~Vd..QY1J 

A 
~ z x 

HE 
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456 
OPN - assume ING from repetition and frequency. 

901 
HQZ - assume ING frnm repetitinn and frequency. 

A 

B 

c 

0 

E 

F 

G 

H 

J 

K 

L 

1\J 

0 

p 

R 

s 
T 

u 

v 

w 

1?,34567890 
WUJUFOCJY 
BUTTHOUGH 
GHZDPFBO!LQ 
E N 0 
GRFTZMQMAV 
E WI 
KZUGDYFTR~ 
TH THE 

_§JXNLWYUUX -E E 
IKWEPIJZOKZ 
EAN-

PHXDWLZl CW E -:..... 
GK 1.J H 0 L 0 D V 14 
EE u -
GOXSNZHASE 

E E TH 
AtiJIPblFJHD 

N I 
l.JCBZEXQTXZ 

JCC>RQF\/MLH 
0 

SHOEWl\4LNA E 
A-~ WH 

GSXEROZJSE 
EN EACH Tri 
GVOWEd114KGH 
E E 
HC\/OPNRLCIAI 
~- --
I HG 

LQ1-AAAti4DCH 

BZZCKIJOIKL 
H U 

CFBSCV UH(.J 
U H GIN 

Z T Z S D M X W C ~4 
G E 

RKUHElJEOGX 
ET 

F K'V H P J J K J...Y 
E NE H 

YOOPCJXLLL 
THE 

x 

y 

l 

A A 

BB 

cc 

OD 

EE 

FF 

GG 

HH 

I I 

J J 

KK 

LL 

MM 

N N 

00 

PP 

RR 

q s 

Fig. 32. 

1~341)67~YO 
GHXEHOQP[L 
E EACH TH 
GKBlr/ fLFDUZ -- -
EE 
UCOHWMZTUZ 

KLF3PCJOTXE 
T THEU-H 
H S I"' IJ P N P.LQ L ~ 

N ING 
l;XKVP)VljL8E - ---
E E TH 
GSUGDPOTHX 

==--- --- -ENTHE U I 
B K D 7 F ~~ T C:i Q J 

E 
LFUYnTZV!!JL 

UT E IN 
-1. GWl\JKXJTl-(11_ 

G 
__:t..TXCDPMVLW 

E E 
BGBwWOQHGN 

- H 
HHVLAQQVAV 

WI 
Jf)~VOOTTl,IVQ 

I N 
~KXU<;QZHSN 
JfE H T -
_y_ux~PY...QXZ 

Hnz6~~~L~~i.J 
I -G N 

JJUGO~.lL_R~ 
THE 

UIUJPEFXEl\4[_ 
E T C 

ccur.owPE:.UH 
THE 

YAWEWVMDYJ 
A 

R Z X 
H E 
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~· From the initial and subsequent t~nt~tive identifications shown in 
Figures 29, 30, 31, and 32, the values obtai~ed were arranged in the form 
of the secondary alphabets shown in Figure 33. 

9J ABCDEFGHIJ KL 114 N 0 P Q 
1 2 3 4 5 6 7 B 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26 

R S T U V W X Y Z 
1 W G Z K 

_2 K Z S F 
3 x u 
4 E G 0 
5 R D c 
6 J N O F 
7 0 
8 c 
9 JH s A 

10 EV 

Fig. 33. 

34. Fundamental theory. - !• In paragraph 31 methods of reconstruct­
ing primary components from secondary alphabets were given in detail. It 
is necessary that those methods be fully understood before the following 
steps be studied. It was there shown that the primary component can be 
one ~f a series of 26 equivalent primary sequences, all of which will give 
exactly similar results so far as the secondary alphabets and the crypto­
graphic text are concerned. It is not necessary that the identical or 
original primary component employed in the cryptographing be reconstructed; 
any equivalent primary sequence will serve. The whole question is one of 
establishing a sequence of letters the interval between which is either 
identical with that in the original primary component or else is an exact 
cnnstant multiple of the interval separating the letters in the original 
primary component. For example, suppose K PX N Q forma & sequence in the ' 
original primary c~mponent. Here the interval between K and P, P and X, 
X and N, N and Q is nne; in an equivalent primary component, say the 
sequence I •• P •• X •• N •• Q, the interval between K and P is three, 
that between P and X also three, and so nn; and the two sequences will 
yield the same secondary alphabets. So long as the interval between K 
and P, P and X, X and N, N and Q is a constant one, the seque~ce will 
yield the same secondary alphabets as do those of the original primary 
sequence. However, it is necessary that this interval be an odd number 
nther than 13, as these are the only cases which will yield one unbroken 
sequence of 26 letters. Suppose a secondary alphabet to be as follows• 

fla~-ABCDEFGHIJKLMNOPQRSTUVWXYZ 
Cipher - X K N P 

,.. 
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It can be said that the primary cnmponent c~ntains the following sequences: 

XH KP NQ PX 

These, when united by means of their common letters, yield K P X N Q. 

Suppose also the following secondary alphabet is at hands 

Plain - A B C D E F G H I J K L M N 0 P Q R 5 T U V W X Y Z 
Cipher - P X K N 

Here the sequences PN, XQ, KX, and NZ can be ~btained, which when united 
yield the two sequences KXQ and PNZ. 

By a comparisrn of the sequenees K P X N Q, K X Q, and P N z, rne can 
establish the f~llnwing1 

KPXNQ 

K • X • Q 

P • N • Z 

It foll~ws that one can now add the letter Z to the sequence, making 
it K P X N Q z. 

R• The reconstruction of a primary alphabet from one of the second­
aries by the pr~cess given in paragraph 31 requires a complete or nearly 
complete secondary alphabet. This is at hand only after a cryptogram has 
been completely solved. But if one could employ several very scant or 
skeletonized secondary alphabets simultaneously with the analysis of the 
cryptrgram, one could then possibly build up a primary component from 
fewer data and thus solve the cryptogram much more rapidly than would 
otherwise te the case. 

£• Suppose ~nly the cipher components of the two secondary alpha­
bets given above be placed into Juxtaposition. Thuss 

1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26 
• • • • • • • • • • • • X • K N • • • • • • P • • 
• • • • • • • • • • • • • P • • X • • • • • • K • N 

The sequences PX, ..<N, and KP result, which, united, yield KPXN as part 
of the primary sequence. It follows, therefore, that nne can employ the 
cipher components of s&condary alphabets as sources nf independent data 
to assist in building up the primary sequences. The usefulness ~f this 
point will become clearer subsequently. 
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35. Application or principles. - ~· Refer now to Figure 33. Here­
atter, in order to avoid all ambiguity and rr.r ease in reference, the 
position ot a letter in Figure 33 will be indicated by coordinates in 
p~rentheses. Thus, R (6 - 7) refers to the letter N in line 6 and in 
column 7 of Figure 33. 

h• (1) Now, consld.er the following pairs or letters• 

E (¢ - 5) J (6 - 5) 

G (¢ - 7) N (6 - 7) 

( H (¢ - 8) c (6 - 8) ) 
( ) HO, CF : HOF 
( 0 (¢ -15) F (6 - 15) ) 

(One is able t~ use the line marked zero in Figure 33 since this is a 
sequence sliding a.~ainst itself.) mixed 

(2) The 1mm.Rd1ate results of this set ~f values will now be 
given. Having HOF as a sequence, with EJ as belonging to the same interval 
set, suppose HOF and EJ are placed into ju.xaposition as portions 0£ slid­
ing alphabets. Thus• 

Plain -
C.1.~her -

• • 
• • 

When Hp =EC, then op = Jc• 

• H 0 F • • • 
• E J • • • • 

(3) Refer now to alphabet 10, Figure 33, where it is seen 
that Hp : Ee• The ~~~~.:1...~:..ie, C\p : Jc,_ ':_a_:' __ ~:mnodis.tely be inserted in 
the same alphabei a .. .::. 51~)1-t. .... ui;ad in the cry~ ~gram • 

.£• (1) A.ga:::.n> Cl. hiongs to the same set or interval values as 
do EJ and HOF. Hence, by sJ.-;;:erimpositi.,nl 

Plain - • • • H 0 F • 
Cip~er - •• • G N •• 

• • 
• • 

(2) \JhA~ H~ • G , then 0 : Ne• Therefore, the value 
Op : He can be 1nse11;9d !'1d afso substftuted in the cryptogram. 

(3) Furthermore, note t~e corroboration we rind fr~m this 
particular superimposition. 

H (¢ - 8) 
0 (6 - 8) 

G (~ - 7) 
N (6 - 7) 

• 
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This checks up the value in alphabet 6, Gp : Ne• 

g_. (1) Again superimp~se HOF and GN1 

H 0 F 
G N 

(2) Hote this crrrC'boratirin1 

0 (6 - 8) G (4 - 8) 
F (6 -15) N (4 -15) 

which has JUSt been inserted in Figure 7, as stated above. 

!• (1) Again using HOF and EJ, but in a different superimposi­
tion, we haves 

• • • H O F • • 
• • E J • • • • 

(2) Refer nowt~ H (9 - 9) J (9 - 8). Directly under these 
letters is found V (10 - 9) E (10 - 8). Therefore, the V can be added 
immediately before H 0 F, making the sequence V H 0 F. 

l· (l) Now take VHCFand JUxapose it with E J, thuSI 

VHOF 
E J 

(2) Ile fer now to lt"igure 33, and find the followings 

v (10 - 9) E (10 - 8) 
H ( 9 - 9) J ( 9 - 8) 
c ( 4 - 9) G ( 4 - 8) 
I ( ¢ - 9) H ( ~ - 8) 

(3) Fr~m the value 0 G it follows that G can be set next to 
J in E J. Thuss 

V HOF 
E JG 

(4) But G N is already a member of the same interval as E J. 
Theref~re, it is now possible tn combine E J, J G, and G N into cne sequence, 
E J G N, yielding• 

V H 0 F 
EJGN 
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g. (1) Refer now to Figure 33. 

v (¢ - 22) E (¢ - 5) 
'l (1 - 22) G (1 - 5) 
'l (2 - 22) K (2 - 5) 
'l {3 - 22) x (3 - 5) 
'l (5 - 22) D (5 - S) 
'l (6 - 22) J (6 - 5) 

(2) The only values which can be inserted are 1 

0 (1 - 22) G (1 - 5) 
H (6 - 66) J (6 - 5) 

(3) This means that VP : O~ in alphabet 1 and that VP : He in 
alphabet 6. There is cne Cc in the freq~ency distribution for alphabet 
1, and no He in that for alphabet 6. The frequency distribution is, there­
fore, corroborative insofar as these values are concerned& 

h. (1) Further, taking E J G N and V H 0 F, superimpose them thusa 

E JG N 

V H 0 F 

(2) Refer now to Figure 33. 

E (f6 - 5) 
G (1 - 5) 

H (jd - B) 
'l (1 - 8) 

(3) From the diagram of superimprsitinn the value G (1 - 5) 
F (1 - 8) can be inserted, which gives Hp: Fe in alphabet 1. 

!• (1) Again, V H 0 F and E J G N are Juxtaposed• 

VHOF 

EJGH 

(2) Refer to Figure 33 and find the following• 

H (¢_ - 8) 
A (-,J - 1) 

G (4 - 8) 
E (4 - 1) 

This means that it is possible to add A, thusa 

AVHOF 
E JG N 

.. 
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(3) In the set there are alsol 

E (~ - 5) 
G (~ - 7) 

G (l - 5) 
z (1 - 7) 

Then in the superimposition 

E JG N 

E JG N 

It is possible to add Z under G, making the sequence E J G N z. 
( 4) Then taking 

and referring to Figure 331 

AV H 0 F 
E JG NZ 

H (~ - 8) N (¢ - 14) 
0 (6 - 8) 1 (6 - 14) 

It will be seen that 0 : Z from superimposition, and hence in alphabet 6 
Np : Zc 1 an important new value, but occurring only once in the cryptogram. 
Has an error been madeT The work so far seems to• corroborative 1n inter­
locking details to think so. 

~· (1) The possibilities of the superimposition and sliding of 
the AVHOF and the EJGNZ sequences have by no means been exhausted as yet, 
but a little different trail this time may be advisable. 

(2) Thens 

E (/6 - 5) 
G (1 - S) 
K ( 3 - 5) 

E JG N X 
T • K 

T (/6 - 20) 
K (l - 20) 
u (3 - 20) 

(3) Now refer to the following• 

E C1' - 5) 
N (fl -14) 

K (2 - S) 
5 (2 -14) 
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whereupon the value S can be inserted: 

E J G N Z 
T • K • • 6 

k· (1) Consider all the values based upon the interval correspond­
ing to JG: 

J 
N 

(6 5) 
(6 - 7) 

G ( l - 5) ~I J ( 9 - 8) 
z (l - 7) IH (9 - 9) 

s {9 -20) 

G (4 - 8) 
0 (4 - 9) 
p (4-20)~ IC) c2 -14) 

z {2 - 8) 
I K (2 - 5) 

p (5 - 14) 
c (5 - 8) 
D ( 5 - 5) 

{2) Since J and G are weqJent in t~e EJGNZ sequence, it can be 
said that all the letters of the roregoing pairs are also sequent. Hence 
Z C, S P, and K D are available as new data. These give E J G N Z C and 
T • K D • S P. 

T (¢_ - 20) 
A (fl - l) 
H (~ - 8) 
I (¢ - 9) 

p (4 - 20) 
E (4 - l) 
G (4 - 8) 
0 (4 - 9) 

{3) Now in the T • K D • S P sequence the interval between T and 
P is l 2 3 4 5 6 

T • • • • • P. Hence the interval between A and E is 6 also. It 
follows therefore that the sequences A V H 0 F and E J G N Z C sho~l4 be 
united thus: 

l 2 3 4 5 6 
AVHCF.EJGNZC 

(4) Corroboration is found in the interval between H and G, 
which is six. The letter I can be placed into position, from the relation 
I (¢ - 9) 0 (4 - 9), thusl 

l 2 3 4 5 6 
I • • A V H Q F • E J G N Z C 

J,,.(l) From Figur& 33• 
H (¢ - 8) z (2 - 8) 
E (¢ - 5) K (2 - 5) 
N (¢ -14) s (2 -14) 
u (-,I -21) F (2 -21) 

(2) From the I .. • A V H C F • E J G N Z C sequence one can writes 
l 2 3 4 5 6 7 8 

H • • e I • • • z 
E • ••• • • • K 
N • • • • • • • s 
u •• • • • • • F 



.. 

.. 
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(3) Hence one can make the sequence 

l 2 3 4 5 6 7 B 
I • • A V H 0 F • ! J G N Z C • • ~ 

Then I • • A V H 0 F • E J G N Z C T • K D • S P 

and g I • • A V H 0 [ • E J G li Z C T • K D • ~ P 
1 2 3 4 5 6 7 8 l 2 3 4 5 6 7 8 

m• (l) Subsequent derivations can be indicated very briefly as 
follows& 

E (j6 - 5) 
D ( 5 - 5) 

c (¢ - 3) 
R (5 - 3) 

l 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26 
From U I • • A V H 0 F • E J G N 3 C T • K D • S P , • • 
one can write E • • • • C 

l 2 3 4 5 
and D • • • R 

l 2 3 4 5 
making the sequence 

l 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26 
U I • • A V H 0 F • E J G N Z C T • K D • S P • R • 

(2) Another derivation& 
u (3 - 20) 
x { 3 - 5) 

T {¢_ -20) 
E {~ - 5) 

l 2 3 4 5 6 7 8 9 10 ll 12 13 14 15 16 17 18 19 20 21 22 23 24 25 2$ 
From U I •• A V H 0 F • E J G N Z C T • K D • 5 P • R .) 'Q. 
one can write 

U I •••••• • • • • • • • • T 
and • • • • • • • • • • E • • • • • • • • • x • • • • • 
making the sequence 

l 2 3 4 5 6 7 8 g 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26 
U I •• AVH 0 F. E J G N Z C T • K D X S P • R • 

(3) Another derivation• 
E (- - 5) G 
B (flJ - 2) W 

From E JG 
one can write E • G 
and then B • W 

(l - S) 
(1 - 2) 

There is only one place where B • W can fit, viz, at the end• 
l 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26 
U I •• A V H 0 F • A: J G N Z C T • K D X S P ~ R '! 
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G• Only four letters remain to be placed into the sequence: L, M, 
Q, and Y. They were easily found by application of the primary component 
to the message. Having the primary component almost fully constructed, de­
cipherment of the cryptogram can be completed W'l.th speed and precision. 
The text is as follows• 

?/FUPCFOCJY RCVOPNBLCW BKDZFMTGQJ 
BUTTHOUGHW POSINGTHES S E L F \'I I L L G 0 

GBZDPFBOUO LQZAAAMDCH LFUYDTZVHQ 
ECANNOTASY OLARSYSTEM CUTBECOMIN 

GRFTZMQMAV B Z Z C K Q 0 I K F Z G VY N K X J T R N 
ETREVIEWWI SHALLTTJR~rA G->'COLDANDL 

' . 
KZUGDYFTJ;lW CFBSCVXCHQ YTXCDPMVLW 
THTHElIINDS N U N C H A ~ G 1 n I F 3 L E S S M A 8 

GJXNLWYOUX zrzSDMXWCllil B G B W' W 0 Q R G N 
:!i: Y E 0 U R P A 5 T GFACEINPER 5 A N D T H E S 0 L 

ITWE•PQZOKZ J:J.K'CHEQEDGX' HHVLAQQVAV 
WECANTOANE PETUITY'rOT ARSYSTE'M''II 

PRXC\'ILZICW tKVHPJJKJY JQWOOTTNVQ 
XTENTFORES HESUNEACHYI LLCIRCLEUN 

GKQHOLODVM YQDPCJXLLL BKXDSOZRSN 
EEOURFUTUR ... L L T H E N H A V SEE NG H 0 S T.L 

GOXSNZHASE CJ.IXERCQPSE YUXOPPYOXZ 
EWECANWITH EREACHEDTH :{KE INS PACE . 
B B J I P q F J H D GKBWTLF!}UZ HOZOrlUXCGQ 
SCIENTIFIC E E N D 0 F I T S E AW'AITINGON 

Q C B Z E X q r X Z OCDH'VMZTUZ JJUGJWQRVM 
CONFIDENCE VOLUTIONSE LYTHERESUR 

JCQRQFVMLH KLBPCJOTXE UK\VPEFXENF 
LOOKFOR\VAR TINTHEIJNCH RECTIONOFA 

SR'lEWMLNAE HSPOPNMDLM CCUGDW'PEUH 
DTOATiliEVIH ANGINGSTAR NOTHERCOSM 

GSXEROZJS.E GCKWDVBLSE Y B \V E W V M D Y J 
ENEACHOFTH EOFDEATHTH ICCATASTRO 

GVQ\VEJMKGH G S U G D P 0 T H X R Z X 
EBODIESCO?;[ E !l T H E S U N I T PHE 

Fig. 34. 

.. 

... 
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36. General remarks. - !• It is to be statcid that the sequence of 
steps described in the preceding paragraphs corresponds quite closely with 
that actually followed in solving the problem. It is also to be pointed 
out that this method can be used as a control in the early stages of analysis 
because it will allow the cryptanalyst to check assumptions for values. 
For example, the very first value derived in applying the principles of in­
direct symmetry to the problem herei~ described was He : Ap in alphabet l. 
As a matter of fact the writer had been inclined toward this value, from a 
study of the frequency and combinations which He showed; when the indirect­
symmetry method actually substantiated his tentative hypothesis he immediate­
ly proceeded to substitute the value given. If he had assigned a different 
value to He, or if he had assumed a letter other than He for Ap in that 
alphabet, the conclusion would immediately follow that either the assumed 
value for He was erroneous, or that one of the values which lot to the de-
rivation of He : AP by indirect symmetry was arong. Thus, these principles 
aid not only in the systematic and nearly automatic derivation of now values 

(with only occasional, or incidental references to the actual frequencies 
of letters), but they also assist very materially in serving as corrobora­
tive checks upon tho validity of the assumptions already made. 

~· Furthermore, while the writer has set forth, in Figure 33, 
a set of 30 values apparently obtained before he began to reconstruct the 
primary componont, this was done for purposos of clarity and brevity in 
exposition of the principles horein described. As a matter of fact, what 
he did was to watch very carefully, when inserting values in F'igure 33, to 
find the very first chance to employ the principles of indirect symmetry; 
and just as soon as a value could be derived, he substituted the value in 
the cryptographic text. This is good procedure for two reasons. Not only 
will it disclose impossible combinations but also it gives opportunity for 
making further assumptions for values by the addition ~f the derived values 
to those previously assumed. Thus, the processes of reconstructing the 
primary component and finding additional data for the reconstruction pro­
ceed simultaneously in an ever-widening circle. 

~· It is worth noting that the careful analysis of only a sum 
total of 30 values in Figure 33 results in the derivation of the entire 
table of secondary alphabets, 676 values in all. And while the elucida­
tion of the method seems long and tedious, in its actual application the 
results are speedy, accurate, and gratifying in their corroborative effect 
upon the mental activity of the cryptanalyst. 

<i• (1) The problem here used as an illustrative case is by no 
means one that most favorably presents the application anj t~e 'ralue of 
the method, for it has been applied in other cases with much speedier 
sucoeas. For example, suppose that in a cryptogram of 6 alphabets the 
equivalents of only THE in all 6 alphabets are fairly certain. As in the 
previous case, it is supposed that the secondary alphabets are obtained by 
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eliding a mixed alphabet against itself. Suppose the secondary alphabets 
to be as follows: 

j A B CD E F G H I J KL MN 0 P Q R ST U V W X..!...L 
1 B E 
2 C L X 
3 I V C 
4 N P B 
5 x 0 p 
6 T Z V 

Fig. 35. 

(2) Consider th'e following ehain of derivatives arranged 
diagrammatically: 

H C; - 8) 
T C; -20) 
E (pl - 5) 

-:,,P (5 -20) 
o (5 - 0) 
x Cs - 5) 

0 
p 
x 

v 
z 
T 

(5 - 8) 
(5 -20) 
(5 - 5)-~E (1 - 20) 

Q (1 - re) 
B (1 - 5) 

(6 -20) 
(6 - a) 
(6 - 5) ~x (2 -20) 

L (2 - 8) 
c (2 - 5) 

Fig. 36. 

x (2 -20) 
L (2 - 8) 
c (2 - 5)->B (4 -20) c (3 -20) 

N (4 - 5) I (3 - 5) 
p (4 - 8) v (3 - 8~ 

T (¢ -20) 
H (pl - 8) 
E (pl - 5)~C (3 -20) E (1 -20) 

v (3 - 8) Q (1 - e) 
I (3 - 5) B (1 - 5) 

(3) These pairs are manifestly a1l of the same interval, and 
therefore unions can be made immediately. The complete list is as follows: 

EX QL NI LH 

HO BC oz CE 

TP PV VQ 

IB 
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(4) Joining pairs by their common letters, the following sequence 
is obtained 1 

N I S C E X T 0 V Q L H 0 Z 

~ ~· With this as a nucleus the cryptogram can be solved speedily 
and accurately. When it is realized that the cryptanalyst can assume THE's 
~ather readily in some cases, the value of this principle becomes apparent. 
When it is further realized that if a cryptogram has sufficient text to 
enable the THE's to be found easily, it is usually also not at ail difficult 
to make ~orrect assumptions for values for two or three other high-frequency 
letters, it is clear that the principles of indirect symmetry of position 
may often be used with gratifyingly quick success to reconstruct the com­
plete primary component. 

SECTIOH IX. 

Rli:P"~ATING-KEY SYSTEL15 1VITH MIXED CIPHER ALHIABETS, III. 
Par. 

Solution of messages enciphered by known primary components ••• 37 

Solution of repeating-key ciphers in which the identical 
mixed components proceed in opposite directions •••••• • .38 

Solution of repeating-key ciphers in which the primary 
components are different mixed seq~ences. • • • • • • • • • .39 

Solution of subsequent messages after the primary components 
have been recovered •••••••••••••••••••••• 4~ 

37. Solution of subsequent messages enciphered by the same primary 
components. - A• In the discussion of the methods of solving repeating-key 
ciphers using secondary alphabets derived from t~e sliding of a mixed com­
ponent against the normal component, (Section V), it was shown how subse­
quent messages encipherea by the same pair of priMary components but with 
different keys could be solved by application of principles involving the 
completion of the plain-component sequence (paragraphs 23, 24). The 
present paragraph deals with the application of these same principles to 
the case where the primary components are identical mixed sequences. 

~· Suppose that the following primary component has been recon­
structed from the analysis of a lengthy cryptogram• 

QUESTIONABLYCDFGHJKMPRVWXZ 
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A new message exchanged between the same correspondents is intercepted 
and is suspected of having been enciphered by the same prima1y components 
but with a different key. The message 1s as follows• 

NFWWP NOMKI !_EIDS CAAET QVZSE 

YOJSC AAAFG R!JtliD WD2-Q...! ~GNFP 

FOEMT HXLJW PNOMK IQDBJ ILl!.l!L 

T F N C 5 B G C R P 

£• Factoring discloses that the period is 7 letters. The text 1s 
transcribed accordingly, and is as follows& 

NFWWPNO 
MKIWPID 
SCAAETQ 
V Z S E Y O J 
SCAAAFG 
RVNHDWD 
SCAEGNF 
PFOEMTH 
XLJWPNO 
MKIQDBJ 
IVNHLTF 
NCSBGCR 
p 

g,,. The letters belonging to the same alphabet are then employed 
as the initial letters of completion sequences, in the manner shown 1n 
paragraph 23!, using t~e already reconstructed primary component. Tne 
completion diagrams for t~e first five letters of the first three alphabets 
are as follows 1 
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Alphabet 1. Alphabet 2. Alphabet 3. 

tlJLS VS F K c Z C WI AS A 
AP'fWT G lv1 D Q D X 0 B T B 
B R I X I HPFUF ZN LIL 
L V 0 Z 0 J ~GE G QA Y 0 Y 
Y W N Q N KV HS H U B C N C 
C X A U A M Y J T J ELD AD 
D Z B E B PXKIK 5 Y F B F 
F Q LS L R Z M 0 M T CG LG 
GUY TY V Q P N P IDHYH 

* H E C I C \7URAR 0 F J C J 
J S D 0 D XEVBV NGKDK 
KT F NF ZS\VL',( AHMFM 
MIG AG QTXYX BJ PG P 
P 0 H B H U I Z C Z LKRHR 
RN J L J E 0 Q D Q YMVS'1' 
VAKYK 5 NU FU CPWKW 
\VBMCM TAEGE DRXMX 
XL PDP I B S H 5 F V Z P Z 
Z YR FR 0 LT J T GWQRQ 
Q C V G V NY I KI HXUVU 
UDWSW *A C O Iii O JZEWE 
E F X J X BDNPN K Q S X X 
S G Z K Z LFARA k UTZ T 
TH QM Q Y G B V B PE I Q I 
I JU PU ChLWL ~ s 0 u 0 
OK ERE D J Y X Y *VTNEN 

l!'ig. 38. 

~· Examining the successive generatives to select the ones show­
ing the best assortment of high-frequency letters, those marked in Figure 
38 by asterisks ar& chosen. These are then aase~bled in columnar fashion 
and yield the following plain texts 

!_2 3 4 5 ..§...1 
ri AV 
E CT 
C 0 N 
I t4 E 
C 0 N 
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f• T11e correspondine; key-letters are sought and are found to be 
JOU, which suggests the keyword JOURNEY. Testing the key-letters RNEY 
for alphabets 4, 5, 6, and 7, the following results are obtained• 

l 2 3 4 5 6 7 
J O t!JLN E Y 

NFWWPNO 
HAVE DIR 

SCAAETQ 
ECTEDSE 

The message may now be completea with ease. 

JOURNEY 

HAVE DIR 
UFWWPNO 

ECTEDSE 
MKIWPID 

CON DREG 
SCAAETQ 

IMENTTO 
VZSEYOJ 

CONDUCT 
SCAAAFG 

TRORORE 
RVNHDWD 

CONNAIS 
SCAEGNF 

Fig. 41. 

It is as follows• 

JOURNEY 

SAIN CE I 
PFOEMTH 

NTHEDIR 
XLJIWPNO 

ECTIONO 
MKIQDBJ 

lHORSES 
IVNHLTF 

HOE FALL 
N C S B G C R 

5 
p 

38. Solution of repeating-key ciphers in which the identical mixed 
components proceed in opposite directions. - The secondary alphabets in 
this case (paragraph 3, Case B (3) (a) (II) are reciprocal. The steps 
in solution are essentially the same as in tho preceding case (paragraph 28). 
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the principles of indirect syiametry of position can also be applied with 
the necessary modifications introduce1 by virtue of' the reciprocity ex­
isting Wl.thin the,respective secondary alphabets (paragrap~ 31 ~). 

39. Solution of'
1

repeating-key ciphers in which the prLmary components 
are different mixed sequences. - This is Case B (3) (b) of paragraph 3. 
The steps in solution are essentially the same as in l?llragraphs 28 and 31, 
except that in applying t~o pfinciplas of indirect Symu'etri/ of' position it 
is necessary to take cognizance of' tho fact that the primary components are 
dif'f'erent mixod sequences (paragraph 31 g). 

40. Solution of' subsequont massages after the primary components have 
been recovered. - I• In tho caso in which tho primary components are iden­
tical mixed sequonces proceodin~ in opposite directions, as well as in that 
in which the primary C'Omponents are diff'aront nu.xed sequoncos, the solution 
of subsequent messages1 is a relatively easy matter. In both cases, however, 
the _ ~~~·~------~~ 
1rha.t is, messages intercepted after the primary components have been re­
constructed, and enciphered by keys different from those used in the mes­
sages upon which the reconstruction of' the primary components was accomplish­
ed. 

student must remember that before the method illustrated in PQ.ragraph 37 can 
be applied it is necessary to convert the cipher letters into their plain­
component equivalents before completing the plain-component sequence. From 
there on, tho procass of' selecting and assembling the proper generatrices 
is the s'mo as usual. 

R• Perhaps an example may b~ advisable. Suppose the enemy has 
been f'~und to be using primary compononts basod upon tho koyword 
QUESTIONABLY, the plain component running from left to right, the cipher 
component 1n tho revorso diroction. Th3 folloV11.ng new mossago has arrived 
from tho intorcopt station• 

ll\IXO.X ,L~IYZ NLWZH 0 XIE 0 0 OE P Z 

FX§...RX E JBS H BONA!!. R 1\ U I N RAU-

XO X A I JYXWF KN DOW J ER CU RA L V ll,_ 

_J,AQUW JWXYI DGRKD QB DR M Q EC Y V 

Q ,, 
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£• Factoring discloses that t~e period is 6 and the message ls 

123456 
M V X 0 .lt B 
Z I Y Z N L 
WZHOXI 
EOOOEP 
ZFXSRX 
EJBSHB 
O.NAuR.A 
PZINRA 
liVXOXA 
IJYXWF 
KNDOWJ 
ERCUR.A. 
L V B Z A Q 
U VI J W X Y 
IDGRKD 
QBDRMQ 
ECYVQW 

accordingly transcribed into 6 columns. Fig. 42. 
The letters ot these columns are then can- 1 2 3 4 5 6 
verted into their plaJ.n component equivalents 0 S U M U H 
by Juxtaposing the two primary components at Q P F Q K G 
any point of coincidence, for example E Q B M U P 
Clp : Zc• The converted letters are shown in W M M 1'1 W I 

QYUVTU 
Fig.43. The letters of the individ~al W A H v B H 
columns are then used as the initial let- M K J X T J 
ters of completion sequences, using the I Q p K T J 
QUESTIONABLY primary sequence. The final 0 5 u M u J 
step is the selection and assembling of p I\. F u E y 
the selected generatrices. The results for N K C M E A 
the first ten letters of the first three W T ~ X T J 
col~mns are shown belows G 5 H Q J z 

Fig.42 

Column l. 

0QW\7QWMIOP 
N U S X U X P 0 N R 
AETZEZRNAV 
B S I ~ S Q V A B W 
LTOUTUWBLX 
YINEIEXLYZ 
C 0 A S 0 5 Z Y C Q 
D N B T N T Q C D U 

*FALIAIUDFE 
G B Y 0 B 0 E F G S 
HLCHLNSGHT 
JYD.&YATHJI 
K C F B C B I J K 0 
MDGLDLOKMN 
PFHYFYNMPA 
R G J C G C A P R B 
VHKDHDBRVL 
1fJMFJFLVWY 
XKPGKGYWXC 
ZKRHMHCXZD 
Q P V J P J D Z Q F 
URWKRKFQLG 
EVXUVMGUEH 
5 1fZPWPHESJ 
TXQRSRJSTK 
I Z U V Z V K T I M 

Column 2. 

SP'}IJlYAKQSA 
TRUPCBMUTB 

*I V E R D L P E I L 
0 ~ S V F Y R 6 0 Y 
NXT\VGCVTNC 
AZIXHD 1VIAD 
B Q 0 Z J F X O B F 
L U N Q K G Z N L G 
YEAUMHQAYH 
C S B E P J U B C J 
DTLSRKELDK 
FIYTVMSYFl4 
GOCIWPTCGP 
H N D 0 X R I D 8 R 
JAFNZVOF .. V 
KBGJt.Qr'1~GKl'I 
MLiiBUX.n.HMX 
PYJLEZBJPZ 
R C K Y S Q L K R Q 
VDlilCTUYMVU 
VIFPDIECPWE 

.XGPFOrDRXS 
Z ~ V G N T F V Z T 
QJ\YHla.IGWQI 
UKXJBOHXUO 
EMZKLNJZEN 

XE.1'.EUF 
PC LT NC 
Z H C T 0 Z 
WDFSZE 

Fig.43. 

Column 3. 

U 'F B M U H J P U F 
EGLPEJKREG 
S H Y R S K M V S H 
TJCVTMPWTJ 
IKDWIPRXIK 
OMFXORVZOM 
NPGZNVWQNP 
ARHQAWXUAR 
BVJUBXZEBV 
LWKELZQSLW 
YXU5YQUTYX 
CZPTCUEICZ 
D Q R I D E S 0 D Q 
F U V 0 F S T N F U 
GEWNGTiaGE 
HSX1~HIOBHS 

J T Z B J 0 N L J T 
KIQLKNAYKI 
MOUYM.ti.BCMO 
PNECPBLDPN 

*R ~ S D R L Y F R A 
V B T F V Y C G V B 
\fLIGWCDHVIL 
XYOHXDFJXY 
Z C N J Z F G K Z C 
Q D k K Q G H N Q D 



REF ID:A64.S61 

- 93 -

Columnar assembl111g of selected generatrice-s gives what is sho\m in 
Fig. 4.5. 

. 

12345'6 
F I R • • • 
AV A •• • 
LE S • • • 
"'CR D • • • 
11. DR • • • 
l L L • • • 
UPY • • • 
DEF• • • 
F I R • • • 
ELA • • • 

Fig.45 • 

si• The key letters are sought, and found to be NUM, which suggests 
NUMBER. The entire message may now be read with ease. It is as follows 1 

NUMBER NUMBER 
FIRSTC E LAY IN 
14 V X 0 X B IJYXWF 

.1. V A L R Y GPOSIT 
ZIYZNL KHDO\'IJ 

LESSTH IONAND 
WZHOXI ERCURA 

IRDSQU W I L L P R 
EOOOEP LVBZAQ 

AD.:.ONW OTECTL 
ZFX3RX u w J \V x y 
I L L 0 C C EFT FLA 
EJBSHB IDGRKD 

UPYAND NKOFBR 
ON AURA QBDRMQ 

DEFEND IGADEX 
PZINRA &CYV'QW 

FIRS TD 
M. V l 0 X A 

Fig. 46. 
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!• If the primary components are aifferent mixed sequences, the 
procedure 1s identical with that jus1; indicated. 'l'he important point to 
note is that one must not fail to convert the letters into their plain­
component equivalents before the completion-sequence method is applied. 

SECTION X. 

REPEATING-KEY SYSTEMS WIT~-l MIXED CIFHER ALPHABETS, IV• 

General remarks. • • • . . . . . . . . ' . . . . . . ,. . . . . . . 
Deriving the secondary alphabets, the primary components, and the 

Par. 
• 41 

key, given a cryptogram with its plB.l.n text ••••••••• • • 42 

Deriving the secondary alphabets, the prlmary components, and 
the keywords for messages, given two or more cryptograms in 
different keys and suspected to contain identiaal plain text.. • 43 

The case of repeating-key systems ••••••• • • • • • • • • • • 44 

The case of identical messages enciphered by keywords of different 
lengths ••••••••••••••••• •• . . . . ., . . . . . 45 

Concluding remarks. • • • • • • • • • •••• • • • • • • • • • • 46 

41. General remarks. - The preceding three sections have been 
devoted to an elucidation of the general principles and procedure in the 
solution of typical cases of repeating-key ciphers. This section 'Rl.11 be 
devoted to a consideration of the variations in cryptanalytic procedure 
arising from special circumstances. It may be well to add that by the desig­
nation specl.8.1 circumstances it is not meant to imply that the latter are 
necessarily unusual circumstances. The student should alwa.ys be on th! 
alert to seize upon any opportunities that rn..-Y appear in which he may apply 
the methods to be described. In practical w~rk such opportunities are by 
no means rare and are seldom overlooked by competent cryptanalysts. 

42. ~eriving the secondary alphabets, the primary coMp~nants, and 
the key, given a cryptogram with its p1ain to.xt.-- ~· It may happen that 
a cryptogram and its equiv.a.lent plain text may be at ham, as the result 
of capture, pilferage, compromise, etc. This as a general rule affords a 
very easy attack upon the whole system. 

~· Taking first the case whare the plain component is tho nor.mal 
alphabet, tho cipher component a mixed sequence, the first thing to do is 
to write out the cipher text with its letter-for-lettor decipherment. 
From this, by a slight modification of the principles of 11 fact0r1ng 11

., one 
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discovers the length of the key. It is ohvious that when a word or three. 
or four letters is eneiphered by the same cipher text 1 the interval be­
t•en the two occurrences is almost certainly a multiple of the length 
of the key. By noting a few recurrences of plain text and cipher letters, 
one can quickly date:nnine the length of the key (assuming of course that 
the message is lorag enough ta af t'ord sufficient data). Having dete:nnined 
the length of the key 1 tbe mean.ge is rewritten accol'ding to its periods, 
with tbe plain text likensa in periods under tbe cipher letters. From 
this arrangement ene can now re~~nstruct ccxnplete ~r par1iial secondary 
alphabets. If 'the seeond.ary al;l'-.:1.Det& are complete., the)' will show dir­
ect symmetry of pnsition1 it the: are but fragmentary in several alphabets, 
then the primary component can be reconstructed by the application of' the 
principles of' direct symmetry of' position~ 

£• If the plain component is a mixed sequence, the cipher component 
the normal (direct or reversed sequence)• the secondary alphabets Wl.11 show 
no direct symmetry unless they are converted into their reciprocals (de­
ciphering alphabets). The studer&t should l>a nn the look~nt for such rasea. 

a,. (1) If the plain and cipher primary components are identical 
mixed sequences proceeding in the same direction, the secondary alphabets 
will show- i!ldiract symmetry of: position, am they can be used for the 
speedy reconstruction of the primary components (Paragraph 31 a.to i•)• 

( 2) If' tha plain and the cipher primary components are 
identical mixed saqieno's proceeding in opposite directions, the secondary 
alphabets will be col"i>letely reciprocal aacondary alphabets and the primary 
component may be rac~~structed by applying the princi-ples outlined in 
paragraph 31 2• 

C 3) lf the plain ud the cipher primary components are differ­
ent mi.zed sequences~ i;•;.e secondary alphabets will show indirect symmetry of 
position and the pri~~1y components may be reconstructed by applying the 
principles outlined :;,, i;.aragra.ph 31 51.• 

I.• In al'L tte foregoing caaas, after the primary components have 
been reconstructed, the keys can be readily recovered. 

43. Deriving the aecoridary elpha'b9ts, the primary components, am 
the kayworttlf tor massages, given two or more cryptograms in different keys 
am suspected to contain identical plain text. - !.• The simplaat case of 
this kind i1r that involving two manoalphabetic substitution c.J.phers with 
mixed alphabets derived from tbs SBID8' pair ot sliding components• An 
understanding of this case is nacessart to that of the case involving 
repeating-key ciphers. 

R.• (1) A message is trananitted from station A to •tation B. B. 
sands A soma operating signals which indicate that B cannot decipher the 
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message, and soon t~ereai'ter A sends a second message, identical in 
length wit~ t~e first. This leads to the suspicion that the plain text of 
both messages is the same. The interaepted messages are superimposed. 
Thus I 

1. 
2. 

1. 
2. 

l-lXGRV MJ:UOF ZQVCP VWERX 
EMLHJ FGV:UB PRJNG JIC'.IHM 

TBDSP VNXJK RFZWH 
ZT AXG J Jl.iCD HBPKY 

ZUWLU 
PVKIV 

QDZVX ,VXZQE 
RAPJM KMPRW 

IYVZQ FXOAR 
QOJPR ll41JSH 

(2) In iru..tiating a chain of cipher-text equivalents from mes­
sage l to message 2, the following complete sequence is obtained• 

l 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26 
NEWKDASXM F BT Z PG LIQ RH Y 0 UV JC 

(3) Experimentation along already-indicated lines soon discloses 
the fact that the foregoing component is an equivalent primary component of 
the originaL primary based upon the keyword QUESTIONABLY, decimated on the 
21st interval. Let the student decipher the cryptogram. 

(4) The foregQ1ng example is somewhat artificial in that the 
plain text was consciously selected with a view to making it contain every 
letter of the alphaoet. The purpose in doing this was tn permit the con­
struction of a complete chain of equivalents from only two short messages, 
in order to give a simple illustration of the principles involved. If not 
every letter cf the alphabet is present in the plain-text message, then only 
partial chaina of equivalents can be const~i~ted. These may be united, if 
circumstances will pennit, by recourse to tne various principles elucidated 
in paragraph 31. 

(5) The student should carefu+l1 study the foregoing example in 
order to obtain a thorough comprehension of the reason why it was possible 
to reconstruct the primary component from the two cipher messages without 
having any plain-text to begin with at all. Since the plain text of both 
messages is the same, the relative displacement of the prlillary components 
in the case of message l differs from the relative displacement of the same 
primary components in the case of message 2 by a l!!!!! interval. Therefore, 
the distance on the primary component, between'N and E (the first latters 
of the two messages), regardless of what plain-text letter these two cipher 
letters represent, is the same as the distance between. E and 1'1 (the 18th 
letters), Wand K (the 17th letters), and so on. Thus this fixed interval 
permits of establishing a complete chain of lett&~s separated by constant 
intervals and this chain becomes an equivalent prlln8.ry component. 
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44. The case of repeating-key systems. - !.• With the fnregoing basic 
principles in mind the student is ready to note the procedure in the case 
of two repeating-ke·r ciphers having identica\ plain texts.. ....,~rst, the case 
in "'1.ic~ both messaG'S have keyaords of identical length but different com­
positions will be s~udied~ 

~· Given tle following two cryptograms suspected to contain the 
• same plain text 1 

• 

YHYEX 

PCQTU 

T R 0 q 5 

CG S L Z 

MT A IQ 

V 5 NZ R 

UBUKA 

HGKFA 

UHAFK 

Q U BM N 

Z1YMD-Q 

B J N 0 q 

Message l 

PVLLT 

Z E FI Z 

Message 2. 

CT YB V 

N S D 'N N 

.ABUVV DYSAB 

BDJEZ ALVID 

HLQFT FLRHL 

LCBLQ NETOC 

The first step is to try to determine the length of the period. The usual 
method of factoring canuQt be employed because there are no long repeti­
tions and not enoug repetitions even of digraphs to give any convincing 
indications. Howev~r, a subterfuge will be employed, based upon the theory 
of factoring. 

£• Let the two messages be superimposed. 

l 2 3 4 5 ~ 7 8 9 10 11 12 13 14 15 16 17 18 19 20 
t. Y H Y E X U B U K A P V L L T A B U V V 

2. C G S L Z '2 U B M N C T Y B V H L Q F T 

- 21 22 23 24 25 26 27 28 29 30 31 32 33 34 35 36 37 38 39 40 
l. J Y S A B P 0 q T U N G K F A Z E F I Z 
2. D L R H L M T A I Q Z W M D Q N S D VI N 

41 42 43 44 45 46 47 48 49 50 51 52 53 54 55 56 57 58 59 60 
1. B D J E Z A L V I D T R 0 Q S U H A F K 
2. L C B L Q N E T 0 C V S N Z R :S J N 0 Q 

Now let a search be made of cases of identical superl.lDpos1t1on. For ex-
ample, 4 44 6 18 30 

E and E are separated by 40 letters, U, U, and U are 
L L Q Q Q 
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s&parated by 12 letters. Let these intervals between identical superimposi­
tions be factored, Just as though they were ordinary repetitions. That 
factor which is the most frequent should correspond with the length of the 
period for the following reason. If the period i.s the same and the plain 
text is the same in both messages, then the condition of idefltity of super- , 
imposition can only be the result of identity of encipherments by identical 
cipher alphabets. This is only another way of saying that the same relative 
position in the keying cycle has been reached in both cases of identity. 
Therefore, the distance between identical superimpositions must be either 
equal to or else a multiple of the length of the period. Honea, factoring 
the intorvals must yield the length of tho po rind. The complete list of 
intervals and factors applicable to cases of identical superimposed pairs 
is as follows (factors above 12 are omittod), 

1st EL to 2d EL - 40 : 2, 4, s, a, 10 1st TV to 2d TV - 36 :2, 3, 4, 

1st UQ to 2d UQ - 12 : 2, 3, 4, 6, 12 1st AH to 2d AH - 8 =2, 4, 8 

2d UQ to 3d UQ - 12 : 2, 3, 4, 6, 12 let BL to 2d BL - 8 =2, 4, 8 

1st UB to 2d UB - 48 :2, 3, 4, 6, a,12 2d BL to 3d BL - 16 -2, 4, 8 

1st KM to 2.d KM - 24 -=2, 3, 4, 6, a,12 lst SR to 2d SR - 32 =2, 4, 8 

lst AN to 2d AN - 36 =2, 3, 4, 6, 9,12 1st FD to 2d FD - 4 =2, 4 

2d AN to 3d AN - 12 •2, 3, 4, 6, 12 lst ZN to 2d ZS - 4 =2, 4 

lst VT to 2d VT - 8 =2, 4, 8 lst DC to 2d DC - 8 =2, 4, 8 

2d VT to 3d VT - 28 •2, 4, 7 

The fa~~c~ 4 is the only one common to evezf one of these intervals and 
it may oe taken as beyond question that the length of the period is 4. 

6, 9,12 

!!.• Let the messages now be superJJnposed according to their periods; 

1 2 3 4 l 2 3 4 1 2 3 4 1 2 3 4 l 2 3 4 l 2 3 4 l 2 3 4 
1. YHYE XU BU KAPV LL TA BU V V DYS A B PC Q 
2. C G S L Z Q U B MN CT YBVH L Q FT FLRH LMTA 

1. TUNG KFAZ E FI Z BDJE ZALV IDTR 0 Q 5 u 
2. IQZW MD Q N 5 D W N LC BL Q NET 0 c vs N Z R B 

1. HAFK 
2. JNOQ 

,. 



.. 
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!!.• Now distribute the superimposed 1Qttere into "secol'ldary alphabets". 

Thuss 

O. A B C D E F G H I J K L h N 0 P Q R 5 T U V W X Y Z 

1. L F S J 0 M- y N I z c Q 

2. _N __ ~~c~=D~~G ____ ,__;B _______ M_z ____ ~,-Q.._ ____ L ___ 

3. Q U T 0 W B E Z C R 'V F _L 

4. !L. _____ L ____ w ____ __.Q.__ ________ A_s _____ B __ T _______ N 

by the usual methods, construct the prlJDB.ry or an equivalent prllD.ary com­
ponent. Taking lines 0 am l, the following sequences are noted• 

BL, DP, ES, HJ, IO, KIA, LY, ON, TI, XZ, YC, ZQ, 

which, when united by means of common letters and study of other sequences, 
yield the complete original primary component based upon the keyword 

QUESTIONABLf 1 

QUESTIONABLYCDFGHJKMPRVfXZ 

The fact that the pair of lines with which the process was cORDDenced yield 
the original primary sequence is purely accidental; it might have Just as 
well yielded an equivalent primary sequence. 

!• Having the prllllary component, the solution of the messages 
is now a relatively simple matter. An application of the method elucidated 
in paragraph 3~ is made, involving the completion Of the plain-component 
sequence for each alphabet and selecting those generatrices which contain 
the best assortments of high-frequency letters. Thus, using Message la 



REF ID:A64561 

- l'lO -

1st alpha bet 2d alphabet 3d alphabet 4t"1 alphabet 
YXKLB tL!LALU YBPTV EUVAV 

CZ MY L J :i!: BYE CL RI W SE\VBW 
D Q PC Y KS LC S D Y V 0 X TS XL X 
FURDC ' MTYDT FCW'NZ IT Z Y Z 
GE VF D P I C F I GD X A Q 0 I Q C Q 
HSWGF R 0 D G 0 HF Z BU N 0 U D U 
JTXHG VNFHN JGQLE . *ANEFE 
KIZJH, '1AGJA KHU Y S BA 5 GS 
M 0 Q K J XBHKB MJECT LBTHT 
PNUMK ZLJML PK SD I Y L I J I 
RAE PM QYKPY RMTFO 'C Y O K 0 
VB 5 RP UC la.RC VPIGN D C N M: N 
WLTVR EDPVD WROHA FDA PA 
X YI WV SFR~iF XVNJB G F BR B 
z c 0 x w TGVXG Z~fAKL HGLVL 
Q D NZ X IHWZH Q X B L4 Y JHY~fY 
Uli'AQZ 0 J x Q J UZLPC K J C X C 
EGBUQ N K ZUK EQYRD MK DZ D 
SH LEU AMqEM S U C V F PMF1F 
T J Y SE B PU S P TEDWG RPGUG 
I KC T S *LRETR ISFXH VRHEH 
0 MD IT Y VS IV 0 T G Z J VIVJSJ 
NP F 0 I C\TTOlf NIHQK XWKTK 

*AR G N 0 DX IN X AOJUM ZXMIM 
BVHAN FZOAZ B N KE P Q z p 0 p 
LWJBA G Q NB Q *LAM SR U QR N R 

Fig. 48. 

The selected generatric&s (those marked by asterisks in Fig. 48) are assembl­
ed in colwnnar manna r a. 

ALLA 
RR AN 
GEME 
N T S F 
ORRE 

l!'ig. 49. 

The key letters are sought and give the keyword SOUP. The plain text 
tor the second message is now known, and by reference to the cipher text 
and the primary components, the keyword for this message is found to be 
TD.IE. The complete text.x are as follows& 

i 
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s 0 up TIME 

ALLA ALLA 
YHYE CG SL 

RRAN RRAN 
I XUBU Z Q U B 

GEME G E 14 E 
KA. P V MN CT 

NT SF NT 5 F 
LLTA YB V H 

0 RR E ORRE 
BU V V LQFT 

LIEF LIEF 
DYSA FLRH 

0 F Y 0 0 F Y 0 
BP C Q LMTA 

UR 0 R UR 0 R 
TUNG IQZW 

GANI GANI 
KFAZ MD Q N 

Z AT I Z '" T I 
E FI Z SDWN 

ONHA 0 NH A 
BDJE L C B L 

VEBE VEBE 
z A L v QNET 

ENS U ENSU 
IDTR 0 c v s 

SPEN SPEN 
0 Q s u NZ RB 

DEDX DEDX 
HAFK JN 0 Q 

Fig. so. 
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45. The case of identical messages enciphered by keywords of different 
lengths. - !• In the foregning case the ~eyw~rds for the two messages, al­
though different, were identical in length. When this is not true and the 
keywords are of different lengths, the procedure need be only slightly 
modified. 

~· Given the following two cryptograms suspected of containing 
the same plain-text enciphered by the same prl.rDary components bu~ with 
different keywords of different lengths. 

Message 1. 

I Y L FF PH X G C EXTZL &MBKI BY L Z E 
L FEIL B H NZ F UWNXS Z 0 RV K BG S L J 
PS LP F IHKFH Y Y XU T ZFH\YL Y X AD K 
0 D LG L I ZS.JS IL X NZ LWLKF HGOUW 
LA 

Message 2. 

.\. M T U K kFGFH UNNNT R\7.AHV AG B NS 
KA GB B N N 0 5 D BQGKH S IM DJ D FY DZ 
FHFMC VGVDX FMKFn. X C NVF LOY RC 

lo.1. J B DU TSE I 0 DTYYX A. F B V D XKF"RL 
FN 

£• The messages are long enough to show a few short repetitions 
which pennit factoring. The latter discloses that Message l has a period 
of 4, Message 2 a period of 6 letters. The messages are- superimposed, 
with'numbers marking the position of each letter in the corresponding 
period, as shown belows 

; 



I 
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I 1234l:234l234123412341234123412 
No.l-l Y L F F P H X G C ~ Z T Z L A ~ B ~ I B Y L Z E L F E I L 
No.2-A ~ T U K ~ F G F q U N N N T R ~AH V A G B N S K A G B B 

l 2 3 4 5 6 l 2 3 4 5 6,l 2 3 4 5 6 l 2 3 4 5 6 1 2 3 4 5 6 

' 3 4 l 2 3 4 l 2 3 4 l 2 3 4 l 2 3 4 l 2 3 4 l 2 3 4 l 2 3 4 
No .1-B H N Z !! .. U W H X S Z 0 R V K B G S L J P 5 L P F I H K F H 
No. 2-N N ,O S I> B Q G K H S I r.t D J D F Y D Z. F Ii F M C V G V D X 

l 2 3 4 5 6 l 2 3 -4 5 6 l 2 3 4 5 6 l 2 3 4 s 6 1 2 3 4 5 6 

l 2 3 4 1 2 3 4 1 2 3 4 l 2 3 4 l 2 3 ~ l 2 3 4 1 2 3 4 l 2 
No.1-Y Y X U T Z F H W L Y X A D K 0 D L G L I Z S W S I L X N Z 
No.2-F M K F A X C N V F L 0 Y R C U J B D u r 5 E I 0 D T Y Y X \ 

1 2 3 4 5 6 1 2 3 4 5 6 1 2 l 4 5 6 1 2 3 4 5 6 1 2 3 4 5 6 

3 4 l 2 3 4 l 2 3 4 1 2 
No.1-L ~ L K F H G 0 U W L A 
l.To. 2-A F B V D X K F R L F H 

l 2 3 4 s 6 l 2 3 4 5 6 

g_. A table of "secondary alphabets" is now constructed by distribut­
ing the letters in respect~ve lines corresronding to the 12 different 
superimposed pairs of numbers. For example, all pairs corresponding to 
the superl.Dlposition of position 1 of ~essage 1 with position l of Message 
2 all distributed in lines 0 and 1 of the Table. Thus, the very first 

1 
superl.!llposed pair is I; the letter A is inserued in line l under the tatter 

A 
1 l T 

I. The next lpair is the 13th superimposition, with N; the letter N l.S 

inserted in line 1 under the letter T, and so onn The compteted diagram 
is as follows: 

0 A...JLCDEFGHIJKLLlNOPQRSTUV\fXY~ 
1::1_...l_ S K A D ON Q F 
2-2 R D Z K G F ~ N 

~ 3-3 A CT F R K 
~ 4-4 R G U M H F L Y 
~1-5 ~~--J---~K _____ B..__ __ ~F-t~1-Y--. ______ ~·~A--------~~S..-
"g 2-6 N A B I M JC 

- ~ 3-1 N C u F H A 
G 4-2 I N v u 
J:! 1-3 A F G T J B 0 
CD 2 ... 4 D H v F M 3-5 u D F B 

4-6 x 
Fig. 51. 

E 
y B 

D F G 
v 

G S 
L 

I 0 N 

... 
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~· Tnere are more than sufficient data here to pennit of a complete 
reconstruction of the prlmar/ component, which is found to be that based 
upon the keyword QUESTIONABLY. 

f• The plain text and the keywords for both messages may now be 
found very easily. They_are shown belows 

5 TAR 

I Y L F 
ENEM 

F PH X 
YHAS 

G CEZ 
CAPT 

T Z LA 
UR::!: D 

MB KI 
HILL 

BY L Z 
0 NET 

ELFE 
W 0 ON 

IL B H 
E 0 UR 

NZ FU 
T RO 0 

WNXS 
PSHA 

Z 0 RV 
VEDU 

KB GS 
GIN A 

LJPS 
ND CA 

LP FI 
Ill H 0 L 

n K F H 
D F 0 R 

y y x u 
ANH 0 

T Z F rl 
UR 0 R 

~V LY X 
p 0 s s 

2-'t A_B 

ADKO 
I B L Y 

DLGL 
L 0 NG 

I Z S W 
ERRE 

S ILK 
QUE S 

NZLW 
TREE 

LKFH 
NF 0 R 

GOUW 
C E Jl E 

LA 
NT 

OCEANS 

AMTUKM 
ENEMYH 

FGFHUN 
AS CAPT 

MNTRWA 
UREDHI 

HVAGBN 
LLONET 

S K A G B B 
1fl00?1EO 

NNOSDB 
URTROO 

QGKHSI 
PS HAVE 

MDSDFY 
DU GINA 

DZ'.FHFAI 
NDCANH 

OCEANS 

CVGVDX 
OLDFO·R 

F ID. K F A X 
AN HOUR 

CNVFLO 
OR POSS 

YRCMJB 
IBLYLO 

DUTSEI 
NGERRE 

ODTYYX 
QUESTR 

AFBVDX 
EENFOR 

KFRLFN 
C E :M E N T 

46. Concluding remarks. - The observant student will have noted that 
a large part of this text is devoted to the elucidation 8.l'ld application of 
a very few basic prutc1ples. These principles are, however, extremely l.Dl­

portant and their proper usage in the hands of a skilled cryptanalyst makes 
them practically indispensable tools of hie art. The student should there­
fore drill himself in the application of these tools by having someone make 
up problem after problem for him to practice upon, until he acquires facil­
ity in their use and feels competent ta apply them in practice whenever the 
least opportunity presents itself. This will save him much tJ.me and effort. 

• 
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.. 


