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SecTioN I
INTRODUCTORY REMARKS
Peragraph
8cope of this text... ... 1
Mental equipment necessary for cryptanalytic work 2
Validity of results of cryptanalysis. 3

1. Scope of this text.—a. It is assumed that the student has studied the two preceding
texts written by the same author and forming part of this series, viz, Elementary Military Cryp-
tography, and Advanced Military Cryptography. These texts deal exclusively with eryptography
as defined therein; that is, with the various types of ciphers and codes, their principles of con~
struction, and their employment in cryptographing and decryptographing messages. Particular
emphasis was placed upon such means and methods as are practicable for military usage. Itis
also assumed that the student has firmly in mind the technically precise, special nomenclature
employed in those texts, for the terms and definitions therein will all be used in the present text,
with essentially the same significances. If this is not the case, it is recommended that the student
review his preceding work, in order to regain a familiarity with the specific meanings assigned
to the terms used therein., There will be no opportunity herein to repeat this information and
unless he understands clearly the significance of the terms employed, his progress will be retarded.

b. This text constitutes the first of a series of texts on cryptanalysis. Although most of the
information contained herein is applicable to cryptograms of various types and sources, special
emphasis will be laid upon the principles and methods of solving military cryptograms. Except
for an introductory discussion of fundamental principles underlying the science of cryptanalytics,
this first text in the series will deal solely with the principles and methods for the analysis of
monoalphabetic substitution ciphers. Even with this limitation it will be possible to discuss
only a few of the many variations of this one type; but with a firm grasp upon the general prin-
ciples no difficulties should be experienced with any variations that may be encountered.

c. This and some of the succeeding texts will deal only with elementary types of cipher
systems not because they may be encountered in military operations but because their study is
essential to an understanding of the principles underlying the solution of the modern, very much
more complex types of ciphers and codes that are likely to be employed by the larger govern-
ments today in the conduct of their military affairs in time of war.

d. All of this series of texts will deal only with the solution of visible secret writing. At
some future date, texts dealing with the solution of invisible secret writing, and with secret
signalling systems, may be prepared.

2. Mental equipment necessary for cryptanalytic work.—a. Captain Parker Hitt, in the
first United States Army manual ! dealing with cryptography, opens the first chapter of his
valuable treatise with the following sentence:

Success in dealing with unknown ciphers is measured by these four things in the order named: perseverance,
careful methods of analysis, intuition, luck.

1 Hitt, Capt. Parker, Manual for the Solution of Military Ciphers, Army Service Schools Preas, Fort Leaven«
worth, Kansas, 1916. 2d Edition, 1918, (Both out of print.)
1)
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These words are as true today as they were then. There is no royal road to success in the
solution of cryptograms. Hitt goes on to say:

Cipher work will have little permanent attraction for one who expects results at once, without labor, for
there is a vast amount of purely routine labor in the preparation of frequency tables, the rearrangement of
ciphers for examination, and the trial and fitting of letter to letter before the message begins to appear.

The present author deems it advisable to add that the kind of work involved in solving
cryptograms is not at all similar to that involved in solving ‘“‘cross-word puzzles”, for example.
The wide vogue the latter have had and continue to have is due to the appeal they make to the
quite common instinct for mysteries of one sort or another; but in solving a cross-word puzzle
there is usually no necessity for performing any preliminary labor, and palpable results become
evident after the first minute or two of attention. This successful start spurs the cross-word
‘“‘addict” on to complete the solution, which rarely requires more than an hour’s time. Further-
more, cross-word puzzles are all alike in basic principle and once understood, there is no more to
learn, Skill comes largely from the embellishment of one’s vocabulary, though, to be sure, con-
stant practice and exercise of the imagination contribute to the ease and rapidity with which
solutions are generally reached. In solving cryptograms, however, many principles must be
learned, for there are many different systems of varying degrees of complexity. Even some of
the sxmpler varieties require the preparatlon of tabulations of one sort or another, which many
people find irksome; moreover, it is only toward the very close of the solution that results in the
form of intelligible text become evident. Often, indeed, the student will not even known whether
he is on the right track until he has performed a la.rge amount of preliminary ‘“‘spade work”
involving many hours of labor. Thus, without at least a willingness to pursue a fair amount of
theoretical study, and a more than average amount of patience and perseverance, little skill and
experience can be gained in the rather difficult art of cryptanalysis. General leerge, the author
of an excellent treatise on cryptanalysis, remarks in this connection: 3

The cryptanalyst’s attitude must be that of William the Silent: No need to hope in order to undertake, nor
to succeed in order to persevere.

b. As regards Hitt's reference to careful methods of analysis, before one can be said to be a
cryptanalyst worthy of the name it is necessary that one should have firstly & sound knowledge
of the basic principles of cryptanalysis, and secondly, a long, varied, and active practical experi-
ence in the successful application of those principles. It is not sufficient to have read treatises
on this subject. One month’s actual practice in solution is worth a whole year’s mere reading
of theoretical principles. An exceedingly important element of success in solving the more
intricate ciphers is the possession of the rather unusual mental faculty designated in general
terms as the power of inductive and deductive reasoning. Probably this is an inherited rather
than an acquired faculty; the best sort of training for its emergence, if latent in the individual,
and for its development is the study of the natural sciences, such as chemistry, physics, biology,
geology, and the like. Other sciences such as linguistics and philology are also excellent. Apti-
tude in mathematics is quite important, more especially in the solution of ciphers than of codes.

¢ An active imagination, or perhaps what Hitt and other writers call infustion, is essential,
but mere imagination uncontrolled by a judicious spirit will more often be a hindrance than a
help. In practical cryptanalysis the 1magmat1ve or intuitive faculties must, in other words, be
guided by good judgment, by practical experience, and by as thorough a knowledge of the general
situation or extraneous circumstances that led to the sending of the cryptogram as is possible
to obtain. In this respect the many cryptograms exchanged between correspondents whose
identities and general affairs, commercial, social, or political, are. known are far more readily

2 Givierge, Général Marcel, Coyrs de Cryplographie, Paris, 1925, p. 801.
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.golved than are isolated eryptograms exehn.nged between unknown correspondents, dealing with
unknown subjects. - It is obvious that in the former case there are good data upon which the
intuitive powers of the cryptamalyst can be brought to bear, whereas in the latter case no such
data are available. Consequently, in the absence of such data, no matter how good the imagina-
tion and intuition of the cryptanalyst, these powers are of no particular service to him. Some
wnters, however, regand the intuitive spmt as valuable from still another wewpomt as may be
noted in the following: ® :

. Intuition, like a flash of lightning, lasts only for a second. It generally comes when one is tormented by
a diffioult decipherment and when one reviews in his mind the fruitless experiments already tried. Suddenly
the light breaks through and one finds after a few minutes what previous days of labor were unable to reveal.

.. This, too, is true, but unfortunately there is no way in which the intuition may be sum-
‘'moned at will, when it is most needed.* There are certain suthors who regard as indispensable
the possession of a somewhat rare, rather mysterious faculty that they designate by the word
“flair”, or by the expression ‘“cipher brains.” Even so excellent an authority as General
.Givierge,® in referring to this mental facility, uses the following words: -“Over and above per-
severance and this aptitude of mind which some authors consider a special gift, and which they
call intuition, or even, in its highest manifestation, clairvoyance, cryptographic studies will
continue more and more to demand the qualities of orderliness and memory.” Although the
-present author believes & special aptitude for the work is essential to eryptanalytic success, he is
sure there is nothing mysterious about the matter at all. Special aptitude is prerequisite to
~ success in all fields of endeavor. There are, for example, thousands of physicists, hundreds of

-excellent ones, but only & handful of world-wide fame. Should it be said, then, that a physicist

3 Lange et Boudart, Traité de Crypiographie, Librairie Félix Alcan, Paris, 1925, p. 104.

4 The following extracts are of interest in this connection:

The fact that the scientific investigator works 50 per cent of his time by non-rational means is, it seems, quite
insufficiently recognized. There is without the least doubt an instinct for research, and often the most auccessful
investigators of nature are quite unable to give an account of their reasons for doing such and such an experi-
ment, or for placing side by side two apparently unrelated faocts. Again, one of the most salient traits in the
character of the successful scientific worker is the capacity for knowing that a point is proved when it would not
Aappear to be proved to an outside intelligence functioning in a purely rational manner; thus the investigator
feels that some proposition is true, and proceeds at once to the next set of experiments without waiting and wasting
‘time in the elaboration of the formal proof of the point which heavier minds would need. Questionleas such a
scientific intuition may and does sometimes lead investigators astray, but it is quite certain that if they did
not widely make uee of it, they would not get a quarter as far as they do. Experiments confirm each other, and a
false step is usually soon discovered. And not only by this partial replacement of reason by intuition does the
work of science go on, but also to the born scientific worker—and emphatically they cannot be made—the strue-
ture of the method of research is as it were given, he cannot explain it to you, though he may be brought to agree
a postiori to a formal logical presentation of the way the method works. —-Exoerpt from Needham, Joseph,
The Sceptical Biologist, London, 1929, p. 79.

The essence of scientific method, quite simply, is to try to see how data arrange themselves into causal
configurations. Scientific problems are solved by collecting data and by ‘“thinking about them all the time.”
We need to look at strange things until, by the appearance of known configurations, they seem familiar, and to
look at familiar things until we see novel configurations which make them appear strange. We must look at
events until they become luminous. That is scientific method . . . Insight is the touchstone . . . The appli-
cation of insight as the touchstone of method enables us to evaluate properly the role of imagination in scientific
method. The scientific process is akin to the artistic process: it is a process of selecting out those elements of
experience which fit together and recombining them in the mind. Much of this kind of research is simply a cease-~
less mulling over, and even the physical scientist has considerable need of ap armehair. . .  Our view of scien-
tific method as a struggle to obtain insight forces the admission that science is half art . . . Insight is the
unknown quantity which has eluded students of scientific method.—Excerpts from an article entitled Insight and
Scientific Method, by Willard Waller, in The. American Journal of Soctology, Vol. XL, 1934,

§ Op. cit., p. 302.
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who has achieved very notable success in his field has done so because he is the fortunate posesssor
of a mysterious faculty? That he is fortunate in possessing a special aptitude for his subject is
granted, but that there is anything mysterious about it, partaking of the nature of clairvoyance
(if, indeed, the latter is a reality) is not granted. While the ultimate nature of any mental
process seems to be as complete a mystery today as it has ever been, the present author would
like to see the superficial veil of mystery removed from a subject that has been shrouded in
mystery from even before the Middle Ages down to our own times. (The principal and easily
understandable reason for this is that governments have always closely guarded cryptographic
secrets and anything so guarded soon becomes “mysterious.”) He would, rather, have the
student approach the subject as he might approach any other science that can stand on its own
merits with other sciences, because cryptanalytics, like other sciences, has a practical importance
in human affairs. It presents to the inquiring mind an interest in its own right ae a branch of
knowledge; it, too, holds forth many difficulties and disappointments, and these are all the more
keenly felt when the nature of these difficulties is not understood by those unfamiliar with the
special circumstances that very often are the real factors that led to success in other cases.
Finally, just as in the other sciences wherein many men labor long and earnestly for the true
satisfaction and pleasure that comes from work well-done, so the mental pleasure that the
successful cryptanalyst derives from his accomplishments is very often the only reward for much
of the drudgery that he must do in his daily work. Geneml Givierge’s words in this connection
are well worth quoting:*
" Some studies will Iast for years before bearing fruit. In the case of others, cryptanalysts undertaking them
never get any result. But, for a ecryptanalyst who likes the work, the joy of discoveries effaces the memory of his
hours of doubt and impatience.

d. With his usual deft touch, Hitt says of the element. of luck, as regards the role it plays in
analysis:

As to luck, there is the old miners’ proverb: “Gold is where you find it.”

The cryptanalyst is lucky when one of the correspondents whose ciphers he is studying
makes & blunder that gives the necessary clue; or when he finds two cryptograms identical in
text but in different keys in the same system; or when he finds two cryptograms identical in
text but in different systems, and so on. The element of luck is there, to be sure, but the crypt-
analyst must be on the alert if he is to profit by these lucky ‘‘breaks.”

e. If the present author were asked to state, in view of the progress in the field since 1916,
what elements might be added to the four ingredients Hitt thought essential to cryptanalytic
success, he would be inclined to mention the following:

(1) A broad, general education, embodying interests covering as many fields of practical
knowledge as possible. This is useful because the cryptanalyst is often called upon to solve
messages dealing with the most varied of human activities, and the more he knows about these
activities, the easier his task.

(2) Access to a large library of current literature, and wide and direct contacts with sources
of collateral information. These often afford clues as to the contents of specific messages. For
example, to be able instantly to have at his disposal a newspaper report or a personal report of
events described or referred to in a message under investigation goes a long way toward simpli-
fying or facilitating solution. Government cryptanalysts are sometimes fortunately situated in
this respect, especially where various agencies work in harmony.

.. (3) Proper coordination of effort. This includes the organization of cryptanalytic personne]
into harmonious, efficient teams of cooperating individuals.

$ Op. cit., p. 301,
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(4) Under mental equipment he would also include the faculty of being able to concentrate
on & problem for rather long periods of time, without distraction, nervous irritability, and
impatience. The strain under which eryptanalytic studies are necessarily conducted is quite
severe and too long-continued application has the effect of draining nervous emergy to an
unwholesome degree, 80 that & word or two of caution may not here be out of place. One should
continue at work only so long as a peaceful, calm spirit prevails, whether the work is fruitful or
not. But just as soon as the mind becomes wearied with the exertion, or just as soon as a feeling
of hopelessness or mental fatigue intervenes, it is better to stop completely and turn to other
activities, rest, or play. It is essential to remark that systematization and orderliness of work
are aids in reducing nervous tension and irritability. On this account it is better to take the
time to prepare the data carefully, rewrite the text if necessary, and so on, rather than work
with slipshod, incomplete, or improperly arranged material.

(5) A retentive memory is an important asset to cryptanalytic skill, especially in the solu-
tion of codes. The ability to remember individual groups, their approximate locations in other
messages, the associations they form with other groups, their peculiarities and similarities, saves
much wear and tear of the mental machinery, as well as much time in looking up thesegroupsm
indexes.

f. 1t may be advisable to add a word or two at this point to prepare the student to expect
glight mental jars and tensions which will almost inevitably come to him in the conscientious
study of this and the subsequent texts. The present author is well aware of the complaint of
students that authors of texts on cryptanalysis base much of their explanation upon their fore-
knowledge of the ‘“‘answer’”—which the student does not know while he is attempting to follow
the solution with an unbiased mind. They complain too that these authors use such expressions
_ a8 “obviously”’, “naturally”, “of course”, “it is evident that”, and so on, when the circumstances
seem not at all to warrant their use. There is no question but that this sort of treatment is apt
to discourage the student, especially when the point elucidated becomes clear to Aim only after
many hours’ labor, whereas, according to the book, the author noted the weak spot at the first
moment’s inspection. The present author can only promise to try to avoid making the steps
appear to be much more simple than they really are, and to suppress glaring instances of unjusti-
fiable ‘“jumping &t conclusions.” At the same time he must indicate that for pedagogical reasons
in many cases a message has been consciously “manipulated’’ so as to allow certain principles to
become more obvious in the illustrative examples than they ever are in practical work. During
the course of some of the explanations attention will even be directed to cases of unjustified
inferences. Furthermore, of the student who is quick in observation and deduction, the author
will only ask that he bear in mind that if the elucidation of certain principles seems prolix and
occupies more space than necessary, this is occasioned by the author’s desire to carry the
explanation forward in very short, easily-comprehended, and plainly-described steps, for the
benefit of students who are perhaps a bit slower to grasp but who, once they understand, are
able to retain and apply principles slowly learned just as well, if not better than the students
who learn more quickly.

8. Validity of results of cryptanalysis.—Valid, or authentic cryptanalytic solutions cannot
and do not represent “opinions’” of the cryptanalyst. They are valid only so far as they are
wholly objective, and are susceptible of demonstration and proof, employing authentic, objective
methods. It should hardly be necessary (but an attitude frequently encountered among laymen
makes it advisable) to indicate that the validity of the results achieved by any serious crypt-
analytic studies on authentic material rests upon the same sure foundations and are reached by
the same general steps as the results achieved by any other scientific studies; viz, observation,
hypothesis, deduction and induction, and confirmatory experiment. Implied in the latter is the
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possibility that two or more qualified investigators, each working independently upon the same
material, will achieve identical (or practically identical) results. Occasionally a pseudo-crypt-
analyst offers ‘‘solutions’” which cannot withstand such tests; a second, unbiased, investigator
working independently either cannot consistently apply the methods alleged to have been applied
by the pseudo-cryptanalyst, or else, if he can apply them at all, the results (plain-text transla-
tions) are far different in the two cases. The reason for this is that in such cases it is generally
found that the “methods” are not clear-cut, straightforward or mathematical in character.
Instead, they often involve the making of judgments on matters too tenuous to measure, weigh,

or ot.herwxse subject to careful scrutiny, In such cases, the conclusion to which the unprejudiced
observer is forced to come is that the alleged “solution” obtained by the first investigator, the
pseudo-cryptanalyst, is purely subjective. In nearly all cases where this has happened (and they
occur from time to time) there has been uncovered nothing which can in any way be used to
impugn the integrity of the pseudo-cryptanalyst. The worst that can be said of him is that he
has become a victim of a special or peculiar form of self-delusion, and that his desire to solve the
problem, usually in accord with some premously-formed opinion, or notion, has over-bala.nced

or undermined, his judgment and good sense.” . .

. 7 Spedific reference can be made to the following typical “‘case hlstones”
. Donnelly, Ignatius, The Great Cryptogram. Chicago, 1888,
Ovwen, Orville W., Sir Francis Bacon’s Cipher Siory. Detroit, 1895.
‘Gallup, Eliaabeth Wells, Francis Bacon's Biliteral Cipher. Detroit, 1900,
" Margoliouth, D, 8., The Homer of Aristotle. Ozxford, 1923,
Newbold, William Romaine, The Cipher of Roger Bacon. Phﬂadelphia. 1928. (For a scholarly and
complete demolition of Professor Newbold's work, see an article entitled Roger Bacon and
. the Voynich MS, by John M. Manly, in Speculum, Vol. VI, No. 3, July 1931.)
'Arensberg, 'Walter Conrad, The Cryplography of Shakespeare. Los Angeles, 1922,
" The Shakespearean Mystery. Pittsburgh, 1928. '
'The Baconian Keya Pittsburgh, 1928.
‘Feely, Joseph Martin, The Shakespearean Cypher. Rochester, N. Y., 1031,
Deciphering Shakespeare. Rochester, N. Y., 1934, - .
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SecTioN IT

FUNDAMENTAL PRINCIPLES

. Paragraph
The four basic operations in cryptanalysis .4
The determination of the language employed 5
The determination of the general system Pt
The reconstruction of the specific key. oy
The reconstruction of the plain text. 8

4, The four basic operations in cryptanalysls .—a. The solution of pra.ctlcally every crypto-
gram inyvolves four fundamental operations or steps:

(1) The determination of the language employed in the plain-text version.

(2) The determination of the general system of cryptography employed.

(3) The reconstruction of the specific key in the case of a cipher system, or the reconstruc-
tion, partial or complete, of the code book, in the case of a code system ; or both, in the case of an
enciphered code system.

(4) The reconstruction or establishment of the plain text.

b. These operations will be taken up in the order in which they are given above and in which
they usually are performed in the solution of eryptograms, although occasionally the second
step may precede the first.

b. The determination of the language employed.—a. There is not much that ‘need be said
with respect to this operation except that the determination of the language employed seldom
comes into question in the case of studies made of the cryptograms of an organized enemy.
By this is meant that during wartime the enemy is of course known, and it follows, therefore,
that the language he employs in his messages will almost certainly be his native or mother tongue.
Only occasionally nowadays is this rule broken. Formerly it often happened, or it might have
indeed been the general rule, that the language used in diplomatic correspondence was not the
mother tongue, but French. In isolated instances during the World War, the Germans used
English when their own language could for one reason or another not be employed. For example,
for a year or two before the entry of the United States into that war, during the time America
was neutral and the German Government maintained its embassy in Washington, some of the
messages exchanged between the Foreign Office in Berlin and the Embassy in Washington were
cryptographed in English, and a copy of the code used was deposited with the Department of
State and our censor. Another instance is found in the case of certain Hindu conspirators who
were associated with and partially financed by the German Government in 1915 and 1916; they
employed English as the language of their cryptographic messages. Occasionally the crypto-
grams of enemy agents may be in a language different from that of the enemy. But in general
these are, s has been said, isolated instances; as a rule, the language used in cryptograms:ex-
changed between members of large organizations is the mother tongue of the correspondents.
Where this is not the case, that is, when cryptograms of unknown origin must be studied, the
cryptanalyst looks for any indications on the cryptograms-themselves which may lead to a
conclusion as to the language employed. Address, signature, and plain-language words in the
preamble or in the body of the text all come under careful scrutiny, as well as all extraneous
circumstances connected with the manner in which the cryptograms were obtained, the person
on whom they were found, or the locale of their origin and destination.

@
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b. In special cases, or under special circumstances a clue to the language employed is found
in the nature and composition of the cryptographic text itself. For example, if the letters K and
W are entirely absent or appear very rarely in messages, it may indicate that the language is
Spanish, for these letters are absent in the alphabet of that language and are used only to spell
foreign words or names. The presence of accented letters or letters marked with special signs of
one sort or another, peculiar to certain languages, will sometimes indicate the language used.
The Japanese Morse telegraph alphabet and the Russian Morse telegraph alphabet contain
combinsations of dots and dashes which are peculiar to those alphabets and thus the interception
of messages containing these special Morse combinations at once indicates the language involved.
Finally, there are certain peculiarities of alphabetic languages which, in certain types of crypto-
grams, viz, pure transposition, give clues as to the language used. For example, the frequent
digraph C H, in German, leads to the presence, in cryptograms of the type mentioned, of many
isolated C’s and H’s; if this is noted, the cryptogram may be assumed to be in German.

¢. In some cases it is perfectly possible to perform certain steps in cryptanalysis before
the language of the cryptogram has been definitely determined. Frequency studies, for example,
may be made and analytic processes performed without this knowledge, and by & cryptanalyst
wholly unfamiliar with the language even if it has been identified, or who knows only enough
about the language to enable him to recognize valid combinations of letters, syllables, or a few
common words in that language. He may, after this, call to his assistance a translator who may
not be a eryptanalyst but who can materially aid in making necessary assumptions based upon
his special knowledge of the characteristics of the language in question. Thus, cooperation
between cryptanalyst and translator results in solution.!

6. The determination of the general system.—a. Except in the case of the more simple
types of cryptograms, the determination of the general system according to which a given crypto-
gram has been produced is usually a difficult, if not the most difficult, step in its solution. The
reason for this is not hard to find.

b. As will become apparent to the student as he proceeds with his study, in the final analysis,
the solution of every cryptogram involving a form of substitution depends upon s reduction to mono-
alphabetic terms, if it i8 not originally in those terms. 'This is true not only of ordinary substitution
ciphers, but also of combined substitution-transposition ciphers, and of enciphered code. If the
cryptogram must be reduced to monoalphabetic terms, the manner of its accomplishment is
usually indicated by the cryptogram itself, by external or internal phenomena which become
apparent to the cryptanalyst as he studies the cryptogram. If this is impossible, or too difficult
the cryptanalyst must, by one means or another, discover how to accomplish this reduction,
by bringing to bear all the special or collateral information he can get from all the sources at his
command. If both these possibilities fail him, there is little left but the long, tedious, and often
fruitless process of elimination. In the case of transposition ciphers of the more complex type,
the discovery of the basic method is often simply a matter of long and tedious elimination of
possibilities. For cryptanalysis has unfortunately not yet attained, and may indeed never
attain, the precision found today in qualitative analysis in chemistry, for example, where the
analytic process is absolutely clear cut and exact in its dichotomy. A few words in explanation of
what is meant may not be amiss. When a chemist seeks to determine the identity of an unknown

1 The writer has seen in print statements that “during the World War . . . decoded messages in Japanese
and Russian without knowing a word of either language.” The extent to which such statements are exaggerated
will soon become obvious to the student. Of course, there are oceasional instances in which a mere clerk with
quite limited experience may be able to *“solve” a message in an extremely simple system in a language of which
he has no knowledge at all; but such a “solution” ealls for nothing more arduous than the ability to recognize
pronounceable combinations of vowels and consonants—an ability that hardly deserves to be rated as “crypt-
analytic” in any real sense. To say that it is possible to solve a eryptogram in a foreign language “without
knowing a word of that language” is not quite the same as to say that it is possible to do so with only a slight
knowledge of the language; and it may be stated without cavil that the better the eryptanalyst’s knowledge of
the language, the greater are the chances for his suocess and, in any case, the easier is his work.

Y
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substance, he applies certain specific reagents to the substance and in & specific sequence. The
first reagent tells him definitely into which of two primary classes the unknown substance falls.
He then applies a second test with another specific reagent, which tells him again quite definitely
into which of two secondary classes the unknown substance falls, and so on, until finally he has
reduced the unknown substance to its simplest terms and has found out what it is. In striking
contrast to this situation, cryptanalysis affords exceedingly few “reagents’ or tests that may be
applied to determine positively that a given cipher belongs to one or the other of two systems
yielding externally similar results. And this is what makes the analysis of an isolated, complex
cryptogram so difficult. Note the limiting adjective “‘isolated” in the foregoing sentence, for it
is used advisedly. It is not often that the general system fails to disclose itself or cannot be
discovered by painstaking investigation when there is a great volume of text accumulating from
a regular traffic between numerous correspondents in a large organization. Sooner or later the
system becomes known, either because of blunders and carelessness on the part of the personnel
entrusted with the cryptographing of the messages, or because the accumulation of text itself
makes possible the determination of the general system by cryptanalytic studies. But in the
case of a.single or even a few isolated cryptograms concerning which little or no information can
be gainied by the cryptanalyst, he is often unable, without a knowledge of, or a shrewd guess as to
.the general system employed, to decompose the heterogeneous text of the cryptogram into
homogeneous, monoalphabetic text, which is the ultimate and essential step in analysis. The
only knowledge that the cryptanalyst can bring to his aid in this most difficult step is that gained
by long experience and practice in the analysis of many different types of systems.
. ¢ On sccount of the complexities surrounding this particular phase of cryptanalysis, and
because in any scheme of analysis based upon successive eliminations of alternatives the crypt-
analyst can only progress so far as the extent of his own knowledge of all the poesible alternatives
will permit, it is necessary that detailed discussion of the eliminative process be postponed until
the student has covered most of the field. For example, the student will perhaps want to know
at once how he can distinguish between a cryptogram that is in code or enciphered code from one
that is in cipher. It is at this stage of his studies impracticable to give him any helpful indica-
tions on his question. In return it may be asked of him why he should expect to be able to do
this in the early stages of his studies when often the experienced expert cryptanalyst is baffled on
the same scorel . .

d. Nevertheless, in lieu of more precise tests not yet discovered, a general guide that may be
useful in cryptanalysis will be built up, step by step as the student progresses, in the form of a
series of charts comprising what may be designated An Analytical Key For Oryptanalysis. (See
Par. 50.) It may be of assistance to the student if, as he proceeds, he will carefully study the
charts and note the place which the particular cipher he is solving ocoupies in the general erypt-
analytic panorama. These charts admittedly constitute only very brief outlines, and can
therefore be of but little direct assistance to him in the analysis of the more complex types of
ciphers he may encounter later on. So far as they go, however, they may be found to be quite
useful in the study of elementary cryptanalysis. For the experienced cryptanalyst they can
serve only as a means of assuring that no possible step or process is inadvertently overlooked in
attempts to solve a difficult cipher. _

¢. Much of the labor involved in cryptanalytic work, as referred to in Par. 2, is connected
with this determination of the general system. The preparation of the text, ite rewriting in
different forms, sometimes being rewritten in a half dozen ways, the recording of letters, the
establishment of frequencies of occurrences of letters, comparisons and experiments made with
known material of similar character, and so on, constitute much labor that is most often in-
dispensable, but which sometimes turns out to have been wholly unnecessary, or in vain. In a
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recent treatise ? it is stated quite boldly that ‘“‘this work once done, the determination of the
system is often relatively easy.” This statement can certainly apply only to the simpler types of
ciphers; it is entirely misleading as regards the much more frequently encountered complex
cryptograms of modern times.

7. The reconstruction of the specific key.—a. Nearly all practical cryptographic methods
require the use of a specific key to guide, control, or modify the various steps under the general
system. Once the latter has been disclosed, discovered, or has otherwise come into the possession
of the eryptanalyst, the next step in solution is to determine, if necessary, and if possible, the
specific key that was employed to cryptograph the message or messages under examination.
This determination may not be in complete detail ; it may go only so far as to lead to a knowledge
of the number of alphabets involved in a substitution cipher, or the number of columns involved
in a transposition cipher, or that a one-part code has been used, in the case of a code system.

‘But it is often desirable to determine the specific key in as complete & form and with as much
‘detail as possible, for this information will very frequently be useful in the solution of subsequent

cryptograms- exchanged between the same correspondents, since the nature of the specific key
in a solved case may be expected to give clues to the specific key in an unsolved case.

b, Frequently, however, the reconstruction of the key is not a prerequisite to, and does not
constitute an absolutely necessary preliminary step in, the fourth basic operation, viz, the recon-

- struction or establishment of the plain text. In many cases, indeed, the two processes are

carried along simultaneously, the one assisting the other, until in the final stages both have been
completed in their entireties. In still other cases the reconstruction of the specific key may
succeed instead of precede the reconstruction of the plain text, and is accomplished purely as a

matter of academic interest; or the specific key may, in unusual cases, never be reconstructed.

' 8, The reconstruction of the plain text.—a. Little need be said at this point on this phase

‘of cryptanalysis. The process usually consists, in the case of substitution ciphers, in the estab-

lishment of equlvalency between specific letters of the cipher text and the plain text, letter by

‘Tetter, pair by pair, and so on, depending upon the particular type of substitution system
‘mvolved In the case of tra.nsposmon clphers, the process consists in rearranging the elements of
‘the cipher text, letter by letter, pair by pair, or occasionally word by word, depending upon the
‘particular type of transposition system involved, until the letters or words have been returned

to their original plain-text order. In the case of code, the process consists in determining the
meaning of each code group and msertmg this mea.mng in the code text to reestabhsh the original

"plnm text.

b. The foregoing processes do not as a rule, begm at the beginning of a message and

' eontmue letter by letter, or group by group in sequence up to the very end of the message. - The
"estnbhshment of values of cipher letters in substitution methods, or of the positions to. which
cipher letters should be transferred to form the plain text in the case of transposition methods,
-comes at ‘very irregular intervals in the process. At first only one or two values scattered here

and there throughout the text may appear; these then form the “skeletons’ of words, upon which

“further 'work, by a continuation of the reconstruction process, is made possible; in the end the

complete or nearly complete ® text is established.
. ¢. In the case of cryptograms in a foreign language, the translation of the solved messages

is a final and necessary step, but is not to be considered as & cryptanalytic process. However,

it is commonly the case that the translation process will be carried on simultaneously with the
cryptanalytic, and will aid the latter, especially when there are lacunae which may be ﬁlled in

from the context. (See also Par. 5¢ in this connection. )

.. ’LangeetSoudart op cit., p. 106.
* 8 Sometimes in the case of code, the meaning of a few code groups may be lacking, because there is Insuﬂicient
text to establish their meaning.
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‘ Compare, for exaimple, the frequencies of A, B, C .
,in Fig. 2., . Aside from one or two exceptions, as in the case of the letter F, these two graphs ngree
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SECTION 111

FREQUENCY DISTRIBUTIONS R
’ ?mp;

‘The mmple or uniliteral frequency distrlbuhon . : !
Important features of the normal iiniliteral fréquency distribution 10
"Constanoy of the standard or normal uiiliteral frequency distribution. . oy |

9. The simple or uniliteral frequency distribution.—a. It has Jong been known to, eryptog-
‘taphers and typographers that the letters composing the words of any intelligible written text

_composed in any language which is alphabetic in construction are employed with greatly varying

frequencies. For example, if on cross-section paper a simple tabula.tlon, shown in Fig. 1, called a
uniliteral frequency distribution, is made of the letters composing the words of the precedmg sen-
tence, the variation in frequency is strikingly demonstrated. It is seen that whereas certain
letters, such as A, E, I, N, O, R, S, and T, are employed very frequently, other letters, such as
C, G, P, and W are employed not nearly so frequently, while still other letters, such as F, J,Q,V,
and Z are employed either seldom or not. at all
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(Tota.l—200 tter-s)

FIGUBI L

b. If a similar tabulation is now made of the letters compnsmg the words of the second

Tsentence in the preceding paragraph, the graph shown i in Fig. 2 is obtained. Both sentenoes

-have exa.ct.ly the same number of lettere (200).

= .

= & Cox : =
= = O - EE S EE
2 SxEBx B S BEE. REE :
EcEEXTZTSEXE ~~BEXREZE_EXREE -3
ABCDEFGHIJKLMNOPQRSTUVWIXYZ
12 2 8 7 257 4 5 01 9 5 1714 6 2 1314175 t-3 1380

(Total=200 letters)
;Fxm: 2,

¢. Although each of these two graphs exhlelts great variation in the relative frequencies

. with. which different letters are employed in the respective sentences to which they apply, no

marked differences are exhibited between the frequencies of the same letter in the two gra.phs
. Zin Fig. 1 with those of A,B,C, . . . Z

rather stnkmgly _
an °
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d. This agreement, or similarity, would be practically complete if the two texts were much
longer, for example, five times as long. In fact, when two texts of similar character, each con-
taining more than 1,000 letters, are compared, it would be found that the respective frequencies
of the 26 letters composing the two graphs show only very slight differences. This means, in
other words, that in normal text each letter of the alphabet occurs with a rather constant or
characteristic frequency which it tends to approximate, depending upon the length of the text
analyzed. The longer the text (within certain limits), the closer will be the approximation.!

e. An experiment along these lines will be convincing. A series of 260 official telegrams ?
passing through the War Department Message Center was examined statistically. The mes-
sages were divided into five sets, each totaling 10,000 letters, and the five distributions shown
in Table 1-A, were obtained. .

J. U the five distributions in Table 1-A are summed, the results are as shown in Table 2-A.

TaBLE 1-A.—Absolute frequencies of letters appearing in five sets of Governmental plain-text tele-
grams, each set containing 10,000 letters, arranged alphabetically

Measage No. 1 Measage No. 3 Message No. 3 Moessage No. 4 Mesmge No. 8

Abaclute Aheolute | Absalate Absoluts Absolute

. — 788 || A 788 || Ao 681 |} Ao ] 740 | A 741
B | 104 B. | 1w3f{B_.__ | o8B | 83||B 99
[ + S 819 {| Comnee 806 (| C—— .| 288 | Cooe | 826 {| C 801
Do .| 387D | 413D | 428D | 451D 448
E_ {18367 |E {1,204l E {1,202 [{B__[1,270 [E {1,275
F | 268 H P ] 287 | F. J 3808 P ] 287 || F 281
G} 186)|G— | 175ff{G—__ | 181)CG | 167G 160
Hooo 310 | Hoo ] 861 | Heo ] 885 | Hoooeoo 849 | H ] 349
b 743 || T 760 || Tooooo] 787 || T} 700 | T 697
N S 18{{J 1y . U | I S 21 J 16
K| 86fk | sk} 23fxk____| arjx____ 1 3
| sesfiL_— | sesflt____| sssfL____| asse “ L | 34
| I 242 M. ] 240 M 238 H M_________} 249 H M| 208
N 786 || N 794 || N 815 || N 800 || N - 780
O} 685 | O 770 |} O 701 f O 756 }| O ] 762
P 241 | P 272 || P. 817 || P 245 || P 260
Q] 40 || Qe 22 | Q] 45 | Queeeeel 38 || Qo] 30
R ] 760 | R ] 7456 | R ] 762 ! R 736 | R.e .| 786
S 658 || Semeee] 583 || S 585 || Semee | 628 | S 604
T | es]T | 879 || T g4 fl 7| o988 T 028
U 270 || U. ] 233 || U. 812 || U | 247 _U. 238
Vo 163 | Ve 178 | Ve 142 || V. ‘ 133 {| V. 1556
| F— 166 || W .| 168 || W. — 186 || W | 183 || W 182
X 43 | X ] 60 [| X 4 | X [i3: N | I . 41
Y 191 || Yoo 156 j| Y. _— 179 | Yoo | 218 || Y. 229
zZ _ iz} 11(z 3|z 11 || z 5
Total 10; 000 10, 000 10, 000 : 10, 000 10, 000

1 See footnote 5, page 16.

2 These comprised messages from several departments in addition to the War Department and were all of
an administrative character.

’
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TasBLE 2-A.—Absolule frequencies of letters appearing in the combined five sets of mcacages total'mg
60,000 letters, arranged alphabetically

A 3,68 G.. 89 L__1,81 Q. 175 V__ 766
B 487 H__ 1,694 M__. 1,237 R__ 3,788  W.._. 780
C... 1,534 I 3,676 N._.3,075 S... 3,068 X ___ 231
D... 2122 J.__ 82 03,764 T 4,595 Y __. 967
E._ 6498 K. 148 P.. 1,335 U.. 1,300 Z._. 49
F.. 1,416 S

g. The frequencies noted in subparagraph f, when reduced to the basis of 1,000 letters and
then used as a basis for constructing a simple chart that will exhibit the variations in frequency
in a striking manner, yield the following graph which is hereafter designated as the normal, or
standard uniliteral frequency distribution for English telegraphic plain text:

=
Z
S
S
=
Z
- z
= =
Z 2
Z £
= g ~ =
g = S = =2 Z =
Z S Z Z = 2 =2
2 Z 2 2= ==
Z Z S == ZEE
Z Z S Z & EZ 2
2 ES 2 22 ZR=
= x E = 2= X Z=
2 2Z2 2 ~ =Z 2=
2 O_EZ S =2 Z2 22 2 XX
£ EZEEsx =ZEZE 2 EE EEE_
2 ZEREEZE ZZE FETEEE EE=EZ .
ZE EEREE_EE ZEEERE BEEE__ S
X2 EEEEEZEE EEEEE ZEEREZ =2
ZEEFETEXE EERXREE EEERER E
EERXERERZRESEREZEESRERREERZE

ABCDEFGHIJKLMNOPQRSTUVWXYZ
74 10 31 42130 28 16 34 74 2 3 36 25 70 78 27 3 76 61 92 26 15 16 5 19 1
FIGURE 8.

10. Important features of the normal uniliteral frequency distribution.—a. When the graph
shown in Fig. 3 is studied in detail, the following features are apparent:

(1) It is quite irregular in appearance. This is because the letters are used with greatly
varying frequencies, as discussed in the preceding paragraph. This irregular appearance is often
described by saying that the graph shows marked crests and troughs, that is, points of high fre-
quency and low frequency.

148274—38——2
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(2) The relative positions in which the crests and troughs fall within the graph, that is, the'
spatial relations of the crests and troughs, are rather definitely fixed and are determined by cir-

cumstances which have been explained in a preceding text.?

(3) The relative heights and depths of the crests and troughs within the graph, that is, the
linear extensions of the lines marking the respective frequencies, are also rather definitely fixed,

as would be found if an equal volume of similar text were analyzed.

(4) The most prominent crests are marked by the vowels A, E, I, 0, and the consonants
N, R, S, T; themost prominent troughs are marked by the consonants J, X, Q, X, and Z.
(6) The important data are summarized in tabular form in Table 3.

TABLE 3
Percent of
Froquaney| Pezentof| total o
numbers
6Vowels: AEIOUY 398 39. 8 40
20 Consonants;
5 High Frequency (D NR S T) 350 35.0 35
10 Medium Frequency B CFGHL M P VW ... 238 23.8 24
5 Low Frequency (J K Q X Z) 14 1.4 1
Total 1,000 | 100.0 100
(6) The frequencies of the letters of the alphabet are as follows:
A 74 ¢ H— 16 ) PR 36 Qo 3 Voo 16
B 10 H. . 34 M. 25 ) ; 76 || A 16
Coeen. 31 I . 74 N 79 S 61 X B
D..... 42 N S 2 0eeeeen. 75 P 92 h A— 19
B 130 K. . 3 P .. 27 |§ S 26 A 1
Feeeee 28 .
(7) The relative order of frequency of the letters is as follows:
E....... 180 I...__.. 74" . Co.._._. 31 - Yoo 19 gD S 5
T 92 S 61 ) 28 G- 16 Qoo 3
| S 79 Do 42 ) S 27 | A 16 Koew 3
R 76 Lo 36 U 26 Ve 15 Je 2
Lo 75 H..... 34 Mo 25 - S 10 Zo..... 1
A wg : _ o .

(8) The four vowels A, E, I, 0 (combined frequency 353) and the four consonants N, R, S, T
(combined frequency 308) form 681 out of every 1,000 letters of plain text; in other words, less

than ¥ of the alphabet is employed in writing % of normal plain text.

% Section VII, Elementary Military Cryptography.
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- b. The data given in Fig. 3 and Table 3 represent the relative frequencies found in a large
volume of English telegraphic text of a governmental, administrative character. These fre-
quencies will vary somewhat with the nature of the text analyzed. For example, if an equal
number of telegrams dealing solely with commercial transactions in the leather indusiry were
studied statistically, the frequencies would be slightly different because of the repeated occurrence
of words peculiar to that industry. Again, if an equal number of telegrams dealing solely with
military messages of a factical character were studied statistically, the frequencies would differ
glightly from those found above for general governmental messages of an administrative character.

¢. If ordinary English literary text (such as may be found in any book, newspaper, or printed
document) were analyzed, the frequencies of certain letters would be changed to an appreciable
degree. Thisis because in telegraphic text words which are not strictly essential for intelligibility
(such as the definite and indefinite articles, certain prepositions, conjunctions and pronouns) are
omitted. In addition, certain essential words, such as “stop”’, ““period”’, “comma’’, and the like,
which are usually indicated in written or printed matter by symbols not easy to tmnsmlt tele-
graphically and which must, therefore, be spelled out in telegrams, occur very frequently. Fur-
thermore, telegraphic text often employs longer and more uncommon words than does ordinary
newspaper or book text.

d. As a matter of fact, other tables compiled in the Office of the Chief Signal Officer gave
slightly different results, dependmg upon the source of the text. For example, three tables based
upon 75,000, 100,000, and 136,257 letters taken from various sources (telegrams, newspapers,
magazine a.rt.xcles, books of fiction) gave as the relative order of frequency for the first 10 letters

the following:

For 75,000 letters. ETRNIO A SDL
For 100,000 letters..__....._..... -ETRINOASDL
‘For 136,267 letters....... ... . ETRNAOISLD

TABLE 4.—Frequency table for 10,000 letiers of literary English, as compded by Higt
ALPHABETICALLY ARRANGED

A 718 G__--_--..- 174 - L. 3 72 Q ... 8 Vel 112
B 141 Ho.. 595 | S 288 L S— 6561 Weeoeo— 176
Com 296 I 667 N...... 686 [ — 622 X, 27
D__. 402 s S 651 L 807 p 855 Y. 196
E_.. 1,277 K . 74 P ... 223 u.......... 308 L 17
Fo.... 197
ARRANGED ACCORDING TO FREQUENCY

E__.. 1,277 R 651 U 308 Y oo 196 K . 74
T.... 855 S T 622 Co 296 || 176 s S . b1
0...... 807 H. .. 595 M. 288 G 174 p G 27
A 778 D 402 P . 223 B 141 Y A 17
N..... 686 L. 372 Fo 197 | J— 112 Qe 8

I_.. 667 -
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Hitt also compiled data for telegraphic text (but does not state what kind of messages) and
gives the following table:

TaBLr 5.—Frequency table for 10,000 letters of telegraphic English, as compiled by Hitt
. ]
ALPHABETICALLY ARRANGED

A _ . 813 ¢ S 201 L. 392 Q... 38 | A 136
B.....- 149 Ho 386 Mo 273 R 677 W.—. 166
Co 306 I 711 N 718 S 656 X ... 51
D.... 417 J . 42 0. 844 T .. 634 Y. 208
E...1,319 K___._ 8 P 243 U____ 321 Z._..__. 6
F.... 205
ARRANGED ACCORDING TO FREQUENCY

E_. 1,319 S 656  U_____. 321 F_.._._ 205 K. 88
0. 844 T 634 C..... 306 G 201 X 51
A 813 D 417 M. 278 W 166 J... 42
N___.. 718 . L. 392 P 243 B ... 149 Qe 38
T.... 711 Ho.__ 386 Y. 208 V... 136 Z.._._ 6
R... 677 :

e. Frequency data applicable purely to English military text were compiled by Hitt,* from
a study of 10,000 letters taken from orders and reports. The frequencies found by him are given
in Tables 4 and 5. .

11, Constancy of the standard or normal, uniliteral frequemey distribution.—a. The
relative frequencies disclosed by the statistical study of large volumes of text may be considered
to be the standard or normal frequencies of the letters of written English. Counts made of

smaller volumes of text will tend to approximate these normal frequencies, and, within certain

limits,® the smaller the volume, the lower will be the degree of approximation to the normal,
until, in the case of a very short message, the normal proportions may not obtain at all. It is
advisable that the student fix this fact firmly in mind, for the sooner he realizes the true nature
of any data relative to the frequency of oceurrence of letters in text, the less often will his labors
toward the solution of specific ciphers be thwarted and retarded by too strict an adherence to
these generalized principles of frequency. He should constantly bear in mind that such data
are merely statistical generalizations, that they will be found to hold strictly true only in large
volumes of text, and that they may not even be approximated in short messages.

b. Nevertheless the normal frequency distribution or the ‘normal expectancy’” for any
alphabetic language is, in the last analysis, the best guide to, and the usual basis for, the solution
of cryptograms of a certain type. It is useful, therefore, to reduce the normal, uniliteral
frequency distribution to a basis that more or less closely approximates the volume of text which
the cryptanalyst most often encounters in individual cryptograms. As regards length of mes-
sages, counting only the letters in the body, and excluding address and signature, & study of the

¢ Op. cit., pp. 6-7.
8 It is useless to go beyond a certain limit in establishing the normal-frequency distribution for a given
language. As a striking instance of this fact, witness the frequency study made by an indefatigable German,

- Kaeding, who in 1898 made a count of the letters in about 11,000,000 words, totaling about 62,000,000 letters in

German text. When reduced to a percentage basis, and when the relative order of frequency was determined,
the results he obtained differed very little from the results obtained by Kasiski, a German cryptographer, from a
count of only 1,060 letters. See Kaeding, Haeufigkeitswoerterbuch, Steglitz, 1898; Kasiski, Die Geheimschriften
und die Dechiffrir-Kunst, Berlin, 1863.
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260 telegrams referred to in paragraph 9 shows that the arithmeticel average is 217 letters;
the statistical mean, or weighted average,® however, is 191 letters. These two results are,
however, close enough together to warrant the statement that the average length of telegrams
is approximately 200 letters. The frequencies given in Par. 9f have therefore been reduced to
2 basis of 200 letters, and the following uniliteral frequency distribution may be taken as showing
the most typical distribution to be expected in 200 letters of telegmphlc Engllsh text:

=
= =
E Z = 2= B E
2 U= E ~ = ~ =Z2E  EZXE -
E_EZTXEXTSEZ TEEZE BERExzL_E
ABCDEFGHIJKLMNOPQRSTUVWIXXYZ
Ficunex 4.

¢. The student should take careful note of the appearance of the distribution ? shown in
Fig. 4, for it will be of much assistance to him in the early stages of his study. The manner of
setting down the tallies should be followed by him in making his own distributions, indicating
every fifth occurrence of a letter by an oblique tally. This procedure almost autematically
shows the total number of occurrences for each letter, and yet does not destroy the graphical
appearance of the distribution, especially if care is-taken to use approximately the same amount
of space for each set of five tallies. Cross-section paper is very useful for this. purpose. -

d. The word “uniliteral” in the designation ‘‘uniliteral frequency distribution” means
“gingle letter”’, and it is to be inferred that other types of frequency distributions may be encoun-
tered. For example, & distribution of pairs of letters, constituting a biliteral frequency distri-
bution, is very often used in the study of certain cryptograms in which it is desired that pairs
made by combining successive letters be listed. A biliteral distribution of A B C D E F would
take these pairs: AB, BC, CD, DE, EF. The distribution could be made in the form of a large
square divided up into 676 cells. When distributions beyond biliteral are required (triliteral,
quadraliteral, etc.) they can only be made by listing them in some order, for example, alpha-
betically based on the 1st, 2d, 3d, . . . letter.

¢ The arithmetical average is obiained by adding each different length and dividing by the number of
different-length messages; the mean is obtained by multiplying each different length by the number of messages
of that length, adding all products, and dividing by the total number of messages.

TThe use of the terms ‘“distribution’ and ‘“frequency distribution”, instead of “table” and- “frequenoy
table”, respectively, is considered advisable from the point of view of consistency with the usual statistical
nomenclature. When data are given in tabular form, with frequeacies indicated by numbers, then they may
properly be said to be set out in the form of a iable. When, however, the same data are distributed in a chart
which partakes of the nature of a graph, with the data indicated by horizontal or vertical linear extensiona, or
by a curve connecting points corresponding to quantities, then it is more proper to call such a graphic represen-
tation of the data a distribution.
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FUNDAMENTAL USES OF THE UNILITERAL FREQUENCY DISTRIBUTION

Paragraph
The four facts which can be determined from a study of the uniliteral frequency distribution for a crypto-

12
Determlmng the class to which a cipher belongs 13
Determining whether a substitution cipher is monoalphabetic or polyalphabetic 14
Determining whether the cipher alphabet is a standard, or a mixed cipher alphabet 15
Determining whether the standard cipher alphabet is direct or reversed 16

12. The four facts which can be determined from a study of the uniliteral frequency dis-
tribution for a cryptogram. a. The following four facts (to be explained subsequently) can
usually be determined from an inspection of the uniliteral frequency distribution for a given
cipher message of average length, composed of letters:

(1) Whether the cipher belongs to the substitution or the transposition class;

(2) If to the former, whether it is monoalphabetic or polyalphabetic in character;

(3) If monoalphabetic, whether the clpher alphabet is a standard clpher alphabet or a mixed
cipher alphebet;

(4) If standard, whether it is a direct or reversed standard cipher alphabet.

b. For immediate purposes the first two of the foregoing determinations are quite important
and will be discussed in detail in the next two subparagraphs; the other two determinations will
be touched upon very briefly, leaving their detailed discussion for subsequent sections of the
text.

13. Determining the class to which a cipher belongs.—a. The determination of the class
to which a cipher belongs is usually a relatively easy matter because of the fundamental difference
in the nature of transposition and of substitution as cryptographic processes.. In a transposition
cipher the original letters of the pla.m text have merely been rearranged, without any change
whatsoever in their identities, that is, in the conventional values they have in the normal alpha-
bet. Hence, the numbers of vowels (A, E, I, 0, U, Y), high-frequency consonants (D, N, R, S, T),
medium-frequency consonants (B,C, F, G, H,L, M, P, V, W), and low-frequency consonants (J K,
Q, X, Z) are exactly the same in the cryptogram as they are in the plain-text message. Therefore,
the percentages of vowels, high, medium, and low-frequency consonants are the same in the
transposed text as in the equivalent plain text. In a substitution cipher, on the other hand, the
identities of the original letters of the plain text have been changed, that is, the conventional
values they have in the normal alphabet have been altered. Consequently, if & count is made
of the various letters present in such a cryptogram, it will be found that the number of vowels,
high, medium, and low-frequency consonants will usually be quite different in the cryptogram
from what they are in the original plain-text message. Therefore, the percentages of vowels,
high, medium, and low-frequency consonants are usually quite different in the substitution text
from what they are in the equivalent plain text. From these considerations it follows that if in
a specific cryptogram the percentages of vowels, high, medium, and low-frequency consonants
are approximately the same as would be expected in normal plain text, the cryptogram probably
belongs to the transposition class; if these percentages are quite different from those to be
expected in normal plain text the cryptogram probably belongs to the substitution class.

(18)
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* b, In the preceding subparagraph the word ‘“probably” was emphasized by italicizing it,
for there can be no certainty in every case of this determination. Usually these percentages in
‘s, transposition cipher are close to the normal percentages for plain text; usually, in a substitu-
tion cipher, they are far different from the normal percentages for plain text. But occasionally
a cipher message is encountered which is difficult to classify with a reasonable degree of certainty
because the message is too short for the general principles of frequency to manifest themselves.
It is clear that if in actual messages there were no variation whatever from the normal vowel
and consonant percentages given in Table 3, the determination of the class to which a specific
cryptogram belongs would be an extremely simple matter. But unfortunately there is always
gsome variation or deviation from the normal. Intuition suggests that as messages decrease in
length there may be a greater and greater departure from the normal proportions of vowels,
high, medium, and low-frequency consonants, until in very short messages the normal propor-
tions may not hold at all. Similarly, as messages increase in length there may be a lesser and
lesser departure from the normal proportions, until in messages totalling a thousand or more
letters there may be no difference at all between the actual and the theoretical proportions.
But intuition is not enough, for in dealing with specific messages of the length of those commonly
encountered in practical work the question sometimes arises as to exactly how much deviation
(from the normal proportions) may be allowed for in a cryptogram which shows & considerable
amount of deviation from the normal and which might still belong to the transposition rather
than to the substitution class.

¢. Statistical studies have been made on this matter and some graphs have been constructed
thereon. 'These are shown in Charts 1-4 in the form of simple curves, the use of which will now
be explained. Each chart contains two curves marking the lower and upper limits, respectively,
of the theoretical amount of deviation (from the normal percentages) of vowels or consonants
which may be allowable in a cipher believed to belong to the transposition class.

d. In Chart 1, curve V, marks the lower limit of the theoretical amount of deviation from the
normal number of vowels to be expected in a message of given length; curve V; marks the upper
limit of the same thing. Thus, for example, in a message of 100 letters in plain English there
should be between 33 and 47 vowels (A E I 0 U Y). Likewise, in Chart 2 curves H,; and H,
mark the lower and upper limits as regards the high-frequency consonants. In a message of 100
letters there should be between 28 and 42 high-frequency consonants (D N R S T). In Chart 3,
curves M, and M; mark the lower and upper limits as regards the medium-frequency consonants.
In a message of 100 letters there should be between 17 and 31 medium-frequency consonants
BCFGHLMPVW). Finally, in Chart 4, curves L, and L; mark the lower and upper
limits as regards the low-frequency consonants. In a message of 100 letters there should be
between 0 and 3 low-frequency consonants (J K Q X Z). In using the charts, therefore, one
finds the point of infersection of the vertical coordinate corresponding to the. length of the
message, with the horizontal coordinate corresponding to (1) the number of vowels, (2) the
number of high-frequency consonants, (3) the number of medium-frequency consonants, and
(4) the number of low-frequency consonants actually counted in the message. If all four points
of infersection fall within the area delimited by the respective curves, then the number of vowels,
high, medium, and low-frequency consonants corresponds with the number theoretically expected
in a normal plain-text message of the same length; since the message under investigation is not
plain text, it follows that the cryptogram may certainly be classified as a transposition cipher.
On the other hand, if one or more of these points of intersection falls outside the area delimited
by the respective curves, it follows that the cryptogram is probably a substitution cipher. The
distance that the point of intersection falls outside the area delimited by these curves is & more or
less rough measure of the improbability of the cryptogram’s being & transposition cipher.
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e. Sometimes a cryptogram is encountered which is hard to classify with certainty even with
the foregoing aids, because it has been consciously prepared with a view to making the classifica-
tion difficult. This can be done either by selecting peculiar words (as in “‘trick cryptograms’’)
or by employing a cipher alphabet in which letters of approzimately similar normal frequencies
bave been interchanged. For example, E may be replaced by 0, T by R, and so on, thus yielding
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CuART No. 1,—Curves marking the lower and upper limits of the theoretioal amount of deviation from the narmal numbes of vowels to be expected
in meesages of various lengths, (See Par. 13d.)

a cryptogram giving external indications of being a transposition cipher but which is really a
substitution cipher. If the cryptogram is not too short, a close study will usually disclose what
has been done, as well as the futility of so simple a subterfuge.

- In the majority of cases, in practical work, the determination of the class to which a
cipher of average length belongs can be made from a mere inspection of the message, after the
cryptanalyst has acquired a familiarity with the normal appearance of transposition and of
substitution ciphers. In the former case, his eyes very speedily note many high-frequency letters,
such as E, T, N, R, 0, and S, with the absence of low-frequency letters, such as J, K, Q, X,
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and a correspondmg absence of the usual hlgh-frequency letters. .

g. Another rather quickly completed test, in the case of the simpler varieties. of clphers,
to look for repetitions of groups of letters. As will become apparent very soon, recurrences of
syllables, entire words and short phrases constitute a characteristic of all normal plain text.
Since a transposition cipher involves a change in the sequence of the letters composing a plain-

and Z; in the latter case, his eyes just as quickly note the presence of many low-frequency lettam | j ‘ :
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Onraxrr No. 2—Curves marking the lower and upper limits of the theoretical amount of deviation from the normal number of high-frequency conso
nants to be expectad in messages of various lengths. (See Par. 13d.)

text message, such recurrences are broken up so that the cipher text no longer will show repetitions
of more or less lengthy sequences of letters. But if a cipher message does show many repetitions
and these are of several letters in length, say over four or five, the conclusion is at once warranted
that the cryptogram is most probably a substitution and not a transposition cipher. However,
for the beginner in cryptanalysis, it will be advisable to make the uniliteral frequency distribution,
and note the frequencies of the vowels, the high, medium, and low-frequency consonants. Then,
referring to Charts 1 to 4, he should carefully note whether or not the observed frequencies for
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these categories of letters fall within the limits of the theoretical frequencies for a normal plam-
text Inessage of the same length, and be guided accordingly.

h. It is obvious that the foregoing rule applies only to ciphers composed wholly of letters.
Ifa messo,ge is composed entirely of figures, or of a.rbltrary signs and symbols or of mtenmxtures
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cmn'! No.3 —Cnrveu marking the lower and upper limits of the theoretical amount of deviation from the normal number of medium-frequency

consonants to be expected in meesages of various lengths. (See Par. 13d.)

of letters, figures and other symbols, it is immediately apparent that the cryptogram is a sub-

stitution cipher.

1. Finally, it should be mentioned that there are certain kinds of cryptograms whose class
cannot be determined by the method set forth in subparagraphs b, ¢, d above. These excepti_ons
will be discussed in a subsequent section of this text.!

14, Determining whether a substitution cipher is monoa.lpha.beuc or polyalphabetic.—a.. It
will be remembered that a monoalphabetic substitution clpher is one in which a single cipher
alphabet is employed throughout the whole messa,ge, that is, a glven pla.m-text letter is mvanably

1Par. 47.

i, e
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represented throughout the message by one and the same letter in the cipher-text. - On the-other
hand, a polyalphabetic substitution cipher is one in which two or more cipher alphabets are
employed within the same message; that is, a given plain-text letter may be represented by two or
more different letters in the cipher text, according to some rule governing the selection of the
equivalent to be used in each case. From this it follows that a single cipher letter may represent
two or more different plain-text letters.

b. It is easy to see why and how the appearance of the uniliteral frequency dlstnbut:on for
a substitution cipher may be used to determine whether the cryptogram is monoalphabetic or
polyalphabetic in character. The normal distribution presents marked crests and troughs by

»n

w

Expected number of low-frequency consonsuis J K Q X 2Z).
w -

0O 0 20 30 40 50 60 70 80 90 100 110 | § 140 150 160 170 180 180 200
Number of letters in message.

CHART No. 4~—Curves marking the lower and upper limits of the theoretical amount of deviation from the normal number of low-frequency conso-
nants to be expected in messages of various lengths. (See Par. 13d.)

virtue of two circumstances. First, the elementary sounds which the symbols represent are
used with greatly varying frequencies, it being one of the striking characteristics of every alpha-
betic language that its elementary sounds are used with greatly varying frequencies.® In the
second place, except for orthographic aberrations peculiar to certain languages (conspicuously,
English and French), each such sound is represented by the same symbol. It follows, therefore,
that since in a monosalphabetic substitution cipher each different plain-text letter (=elementary
sound) is represented by one and only one cipher letter (=elementary symbol), the uniliteral
frequency distribution for such a cipher message must also exhibit the irregular crest and trough
appearance of the normal distribution, but with only this important modification—the absolute

3 The student who is interested in this phase of the subject may find the following reference of value: Zipf’,
G. K., Selected Studies of the Principle of Relalive Freguency in Language, Cambridge, Mass., 1932,




REF ID:A64646

24

posttions of the crests and troughs unll not be the same as in the normal. That is, the letters accom-
panying the crests and the troughs in the distribution for the cryptogram will be different from
those accompanying the crests and the troughs in the normal distribution. But the marked
irregularity of the distribution, the presence of accentuated crests and troughs, is in itself an
indication that each symbol or cipher letter always represents the same plain-text letter in that
cryptogram. Hence the general rule: .A marked crest and trough appearance in the uniliteral
frequency distribution for e given cryptogram indicates that a single cipher alphabet is involved and
constitules one of the tests for a monoalphabetic substitution cipher.

¢. On the other hand, suppose that in a cryptogram each cipher letter represents several

different plain-text letters. Some of them are of high frequency, others of low frequency. The
net result of such a situation, so far as the uniliteral frequency distribution for the eryptogram
is concerned, is to prevent the appearance of any marked crests and troughs and to tend to reduce
the elements of the distribution to a more or less common level. This imparts a “flattened
out” appearance to the distribution. For example, in a certain cryptogram of polyalphabetic
construction, K,=E,, G,, and J,; R,=A,, D,, and B,; X,=0,, L,, and F,. The frequencies of
K., R, and X, will be approximately equal because the summations of the frequencies of the several
plain-text letters each of these cipher letters represents at different times will be about equal.
If this same phenomenon were true of all the letters of the cryptogram, it is clear that the
frequencies of the 26 letters, when shown by means of the ordinary uniliteral frequency distribu-
tion, would show no striking differences and the distribution would have the flat appearance of
a typical polyalphabetic substitution cipher. Hence, the general rule: The absence of marked
crests and troughs in the uniliteral frequency distribution indicates that two or more cipher alphabets
are involved. The flattened-out appearance of the distribution constitutes one of the tests for a poly-
alphabetic substitution cipher. _

d. The foregoing test based upon the appearance of the frequency distribution constitutes
only one of several means of determining whether a substitution cipher is monoalphabetic or
polyalphabetic in composition. It can be employed in cases yielding frequency distributions
from which definite conclusions can be drawn with more or less certainty by mere ocular exami-
nation. In those cases in which the frequency distributions contain insufficient data to permit
drawing definite conclusions by such examination, certain statistical tests can be applied. These
will be discussed in a subsequent text. .

e. At this point, however, one additional test will be given because of its simplicity of appli-
cation. It may be employed in testing messages up to 200 letters in length, it being assumed that
in messages of greater length ocular examination of the frequency distribution offers little or no
difficulty. This test concerns the number of blanks in the frequency distribution, that is, the
number of letters of the alphabet which are entirely absent from the message. It has been
found from statistical studies that rather definite “laws’ govern the theoretically expected num-
ber of blanks in normal plain-text messages and in frequency distributions for cryptograms of
different natures and of various sizes. The results of certain of these studies have been embodied
in Chart 5.

J. This chart contains two curves. The one labeled P applies to the average number of
blanks theoretically expected in frequency distributions based upon normal plain-text messages
of the indicated lengths. The other curve, labeled B, applies to the average number of blanks
theoretically expected in frequency distributions based upon perfectly random assortments of
letters; that is, assortments such as would be found by random selection of letters out of a hat
containing thousands of letters, all of the 26 letters of the alphabet being present in equal pro-
portions, each letter being replaced after a record of its selection has been made. Such random
assortments correspond to polyalphabetic cipher messages in which the number of cipher alpha-
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bets is so large that if uniliteral frequency distributions are made of the letters, the distributions
are practically identical with those which are obtained by random selections of letters out of a hat.

g. In using this chart, one finds the point of intersection of the vertical coordinate corre-
sponding to the length of the message, with the horizontal coordinate corresponding to the
observed number of blanks in the distribution for the message. If this point of intersection falls
closer to curve P than it does to curve R, the number of blanks in the message approximates or
corresponds more closely to the number theoretically expected in a plain-text message than it
does to a random (cipher-text) message of the same length; therefore, this is evidence that the
cryptogram is monoalphabetic. Conversely, if this point of intersection falls closer to curve R’
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Expected number of blanks.
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CHART NO. 5,—Curves showing the average number of blanks theoretically expecied in distributfons for plain text (P) and for random text (R) for
messages of varjous lengths. (See Par. 141.)

than to curve P, the number of blanks in the message approximates or corresponds more closely
to the number theoretically expected in a random text than it does to a plain-text message of the
same length; therefore, this is evidence that the eryptogram is polyalphabetic.

h. Practical examples of the use of this chart will be given in some of the illustrative messages
to follow.

15. Determining whether the cipher alphabet is a standard, or & mixed cipher alphabet.—
a. Assuming that the uniliteral frequency distribution for a given cryptogram has been made, and
that it shows clearly that the cryptogram is a substitution cipher and is monoalphabetic in
character, a consideration of the nature of standard cipher alphabets * almost makes it obvious
how an inspection of the distribution will disclose whether the cipher alphabet involved is a
standard cipher alphabet or a mixed cipher alphabet. If the crests and troughs of the distribu-

3 See Sec. VIII, Elementary Military Cryptography.
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tion occupy positions which correspond to the relative positions they occupy in the normal
frequency distribution, then the cipher alphabet is a standard cipher alphabet. If this is not the

case, then it is highly probable that the cryptogram has been prepared by the use of a mixed

cipher alphabet.

'b. A mechanical test may be applied in doubtful cases arising from lack of material available
for study. Just what this test involves, and an illustration of its application will be given in the
next section, using specific examples.

16, Determing whether the standard cipher alphabet is direct or reversed.—Assuming
that the frequency distribution for a given cryptogram shows clearly that a standard cipher
alphabet is involved, the determination as to whether the alphabet is direct or reversed can also
be made by inspection, since the difference between the two is merely a matter of the direction
in which the sequence of crests and troughs progresses—to the right, as in normal reading or
writing, or the left. In a direct cipher alphabet the direction in which the crests and troughs
of the distribution should be read is the normal direction, from left to right; in a reversed cipher
alphabet this direction is reversed, from right to left.

i e
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UNILITERAL SUBSTITUTION WITH STANDARD CIPHER ALPHABETS
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Practical example of solution by the frequency ‘method.. , e e 19
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Special remarks on the méthod of solution by completing the plam—component sequence ST UT . ) |
Value of mechanical solution as a short eut. i L 28

17. Principles of solution by construction and analysis of the uniliteral frequency distri-'
bution:—a. Standard cipher alphabets are of two sorts, direct and reversed. The analysis of
monoa.lphabetlc cryptograms prepared by their use follows almost directly from a consideration of
the nature of such alphabets. Since the cipher component of a standard cipher alphabet consists:
either of the normal sequence merely displaced 1, 2, 3, . . . intervals from the normal point of
coincidence, or of the normal sequence proceed.mg in & reversed-norma.l direction, it is obvious’
that the uniliteral frequency distribution for a cryptogram prepa,red by mesns of such a cipher
alphabet employed monoalphabetically will show crests and troughs whose relative positions
and frequencies will be exactly the same as in the uniliteral frequency distribution for the plain -
text of that cryptogram. The only thing that has happened is that the whole set of crests and
troughs of the distribution has been displaced to the right or left of the position it occupies in the
distribution for the plain text; or else the successive elements of the whole set progress in the
opposite direction. Hence, it follows that the correct determination of the plain-text value of the
letter ma.rking any crest or trough of the uniliteral frequency distribution will result at one
stroke in the correct determination of the plain-text values of all the remaining 25 letters respec-
tively marking the other crests and troughs in that distribution. Thus, having determined the
value of ‘a single element of the cipher component of the cipher alphabet, the values of all the
remaining letters of the cipher component are automatically solved at one stroke. In more
simple language, the correct determination of the value of a single letter of the cipher text
automatically gives the values of the other 25 letters of the cipher text. The problem thus
resolves itself into a matter of selecting that point of attack which will most quickly or most
easily lead to the determination of the value of one cipher letter. The single word identification
will hereafter be used for the phrase “‘determination of the value of a cipher letter”; to identify a
cipher letter is to find its plain-text value.

b. Itis obvious that the easiest point of attack is to assume that the letter marking the crest
of greatest frequency in the frequency distribution for the cryptogram represents E;,. Proceeding
from this initial point, the identifications of the remaining cipher letters marking the other crests
and troughs are tentatively made on the basis that the letters of the cipher component proceed
in accordance with the normal alphabetic sequence, either direct or reversed. If the actual
frequency of each letter marking a crest or a trough approximates to a fairly close degree the
norma.l theoretical frequency of the assumed plain-text equivalent, then the initial identification

=E, may be assumed to be correct and therefore the derived identifications of the other cipher
letters may be assumed to be correct. If the original starting point for assignment of plain-text
values is not correct, or if the direction of ‘‘reading’ the successive crests and troughs of the'
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distribution is not correct, then the frequencies of the other 25 cipher letters will not correspond
to or even approximate the normal theoretical frequencies of their hypothetical plain-text equiva-
lents on the basis of the initial identification. A new initial point, that is, a different cipher
equivalent must then be selected to represent E;; or else the direction of “‘reading’ the crests and
troughs must be reversed. This procedure, that is, the attempt to make the actual frequency
relations exhibited by uniliteral frequency distribution for a given cryptogram conform to the
theoretical frequency relations of the normal frequency distribution in an effort to solve the
cryptogram, is referred to technically as “fitting the actual uniliteral frequency distribution for a
cryptogram to the thoretical uniliteral frequency distribution for normal plain text’’, or, more
briefly, as ‘‘fitting the frequency distribution for the cryptogram to the normal frequency distribution’,
or, still more briefly, “fitting the disiribution to the normal.” In statistical work the expression
commonly employed in connection with this process of fitting an actual distribution to a the-
oretical one is “testing the goodness of fit.” The goodness of fit may be stated in various ways,
mathematical in character.

¢. In fitting the actual distribution to the normal, it is necessary to regard the cipher com-
ponent (that is, the letters A . . . Z marking the successive crests and troughs of the distribution)
as partaking of the nature of a wheel or sequence closing in upon itself, so that no matter with
what crest or trough one starts, the spatial and frequency relations of the crests and troughs are
constant. This manner of regarding the cipher component as being cyclic in nature is valid
because it 18 obvious that the relative positions and frequencies of the crests and troughs of any uniliteral-
frequency distribution must remain the same regardless of what letter is employed as the initial point
of the distribution. TFig. b gives a clear picture of what is meant in this connection, as applied to
the normal frequency distribution.

= =
Z = =
= = Z . EE Ex = = =
= .S % = EE EEE _ E _sE
TLEXTIxsFX  FEEEE ITITESS_S BLEEEE
ABCDEFGHIJKLMNOPQRSTUVWXYZABCDETF .
——— . - . —
2 =
S s = _
F3 F3 Ex ZE EE = = =
CEEERE SSSEEXE OEEEEREZ EESEZEZRER
.FEDCBAZYXWVUTSRQPONMLKJIHGFEDCBA
—— « —
Ficuzz 8.

d. In the third sentence of subparagraph b, the phrase ‘“assumed to be correct’” was ad-
visedly employed in describing the results of the attempt to fit the distribution to the normal,
because the final test of the goodness of fit in this connection (that is, of the correctness of the
assignment of values to the crests and troughs of the distribution) is whether the consisteni
substitution of the plain-text values of the cipher characters in the cryptogram will yield intelli-
gible plain text. If this is not the case, then no matter how close the approximation between
actual and theoretical frequencies is, no matter how well the actual frequency distribution fits
the normal, the only poseible inferences are that (1) either the closeness of the fit is a pure coin-
cidence in this case, and that another equally good fit may be obtained from the same data, or
else (2) the cryptogram involves something more than simple monocalphabetic substitution by
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means of a single standard cipher alphabet. For example, suppose a transposition has been
applied in addition to the substitution. Then, although an excellent correspondence between
the uniliteral frequency distribution and the normal frequency distribution has been obtained,
the substitution of the cipher letters by their assumed equivalents will still not yield plain text.
However, aside from such cases of double encipherment, instances in which the uniliteral fre-
quency distribution may be easily fitted to the normal frequency distribution and in which at
the same time an attempted simple substitution fails to yield intelligible text are rare. It may be
said that, in practical operations whenever the uniliteral frequency distribution can be made to
fit the normal frequency distribution, substitution of values will result in solution; and, as &
corollary, whenever the uniliteral frequency distribution cannot be made to fit the normal
frequency distribution, the cryptogram does not represent a case of simple, monoalphabetic -
substitution by means of a standard alphabet.

18. Theoretical example of solution.—a. The foregoing principles will become clearer by
noting the cryptographing and solution of a theoretical example The following message is to be
cryptographed.

HOSTILE FORCE ESTIMATED AT ONE REGIMENT INFANTRY AND TRO PLATOONS CAVALRY
MOVING SOUTH ON QUINNIMONT PIKE STOP HEAD OF COLUMN NEARING ROAD JUNCTION SEVEN
THREE SEVEN COMMA EAST OF GREENACRE SCHOOL FIRED UPON BY OUR PATROLS STOP
HAVE DESTROYED BRIDGE OVER INDIAN CREEX .

b. First, solely for purposes of demonstrating certain pl'lnclples, the uniliteral frequenoy dis-
tribution for this messa.ge lB presented in Flgure 6.
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¢. Now let the foregoing message be cry'ptogra.phed monoalphabetically by the following
cipher alphabet, yielding the cryptogram and the frequency distribution shown below.

Plain........ . ABCDEFGHIJKLMNOPQRSTUVWXYZ
Cipher_ .. _ GHIJKLMNOPQRSTUVWXYZABCDEF
Plain..... . HOSTI LEFOR CEEST IMATE DATON EREGI MENTI NFANT RYAND
Cipher..... NUYZO RKLUX IKKYZ OSGZK JGZUT KXKMO SKTZO TLGTZ XEGTJ
Plain.. ... TWOPL. ATOON SCAVA LRYMO VINGS OUTHO NQUIN NIMON TPIKE
Cipher......_.... ZCUVR GZUUT YIGBG RXESU BOTMY UAZNU TWAOT TOSUT 2ZVOQK
Plain ... STOPH EADOF COLUM NNEAR INGRO ADJUN CTION SEVEN THREE
Cipher...........YZUVN KGJUL IURAS TTKGX OTMXU GJPAT IZOUT YKBKT ZNXKK
Plain. ... SEVEN COMMA EASTO FGREE NACRE SCHOO LFIRE DUPON BYOUR
Cipher__.____YKBKT IUSSG KGYZU LMXKK TGIXK YINUU RLOXK JAVUT HEUAX
Plain. ... PATRO LSSTO PHAVE DESTR OYEDB RIDGE OVERI NDIAN CREEK
Cipher....___. VGZXU RYYZU VNGBK JKYZX UEKJH XOJMK UBKXO TJOGT IXKKQ

148274~-38——38




REF ID:A64646

30
CryYPTOGRAM
NUYZO0O RKLUX IKKYZ O0SGZK JGZUT KXKMO
 SKTZO0 TLGTZ XEGTJ ZCUVR GZUUT YIGBG
RXESU BOTMY UAZNU TWAOT TOSUT ZVOQK
" YZUVN KGJUL IURAS TTKGX OTMXU GJPAT
IZOUT YKBKT ZNXKK YKBKT IUSSG KGYZU
LMXKK TGIXK YINUU RLOXK JAVUT HEUAX
VGZXU RYYZU VNGBK JKYZX UEKJH XOJMK
UBKX0 TJOGT IXKKQ
= s B
- £ -~ EE ~ =
= .= s Z = z <=
- = . = SSE ~ Z ~xEEX_ EZXZ
BEX. § ExTEZEERE_EEZEEE_EBEEER
ABCDEFGHIJKLMNOPQRSTUVWXYZ
FIGURE 7'

d. Let the student now compare Figs. 6 and 7, which have been superimposed in Fig. 8
for convenience in examination. Crests and troughs are present in both distributions; moreover
their relative positions and frequencies have not been changed in the slightest particular. Only
the absolute position of the sequence as a whole has been displaced six intervals to the right in
Fig. 7, as compared with the absolute position of the sequence in Fig. 6.

Pt = = E
3 < = - EE . =
EE = 3 EE  EsE
E% SS=E _FE _SEEL EEE_L _
BxBREEEERR  BEEZETE_ZRBREE~ =
ABCDEFGHIJKLMNOPQRSTUVWXYZ
s = = B
- = ' . E=E ~ =
g'-- = & = S RBE = =
Lo BEL S E-REEBREEEcEERmE_R2EE
.. ABCDEFGHIJKLMNOPQRSTUVWXYZ
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. 6.1 'the two distributions are compared in detail the student will clearly understand how
easy the solution of the cryptogram would be to one who knew nothmg about how it was prepared.
For example, the frequency of the highest crest, representing E, in Fig. 6 is 28; at an interval of
four letters before E, there is another crest representing A, with frequency 16. Between A and E
there is a trough, representing the low-frequency letters B, C, D. On the other side of E, at an
mterval of four letters, comes another crest, representing I with frequency 14. Between E and I
theré is another trough, representing the low-frequency letters F, G, H. Compare these crests
and troughs with their. homologous crests and troughs in Fig. 7. In the latter, the letter K
marks the highest ¢crest in the distribution. w1th a frequency of 28; four letters before K there is
another crest, frequency 16, and four letters on the other side of K there is another crest, frequency
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14. .- Troughs corresponding.to B, C, D and F, G, H are seen at H, I, J and L, M, N.in Fig..7." In
faet, the two distributions may be made to coincide exactly, by shifting the frequency distribution
for the cryptogram six intervals to the left with respcet to the distribution for the equivalent
plain-text message, as shown herewith.

-3 = = 2

e = _ I

E§ . = £ 2R ExE

B RBERBREBEREBEEBEE _BREEER. =
ABCDEFGHIJKLMNOPQRSTUVWIYZ

.. - ¥ = & Lo

'E'E L& s Z 2 B

E® sSS=  .F _sEE. BEEE_.  _
ExEREEZXEE REZEBB _EBEBBRER. =
GHIJKLMNOPQRSTUVWXYZABCDETF

F1GURR 9.

7. Let us suppose now that nothing is known about the cryptographing process, and that
only the cryptogram and its uniliteral frequency distribution is at hand. It is clear that simply
bearing in mind the spatial relations of the crests and troughs in a normal frequency distribution
would enable the cryptanalyst to fit the distribution to the normal in this case. He would
naturaly first assume that G,=A,, from which it would follow that if a direct standard alphabet
is involved, H,=B,, I,=C,, and so on, yielding the following (tentative) deciphering alphabet:

Cipher..... ABCDEFGHIJKLMNOPQRSTUVWXYZ
Plain............. UVWXYZABCDEFGHIJKLMNOPQRST

9. Now comes the final test: If these assumed values are substltuted in the cipher text
the pla.m text immediately appears. Thus: S

NUYZO0O RKLUX IKKYZ OSGZK'JGZUT 'ei:c'."-'.
HOSTI LEFOR CEEST. IMATE DATON ete.

h. 1t should be clear, therefore, that the selection of G, to represent A, in the cryptographing
process has absolutely no effect upon the relative spatial and frequency relations of the crests
and troughs of the frequency distribution for the cryptogram. If Q; had been selected to repre-

sent A,, these relations would still remain. the same, the whole series of ‘crests and troughs bemg-

merely displaced further to the right of the positions they occupy when Go=A,.

19. Practical example of solution by the frequency method.—a. The case of direct standard
alphabet ciphers.—(1) The following cryptogra.m is to be solved by applying the foregoing
principles:

"IBMQO PBIUO MBBGA JCZOF MUUQB AJCZO
"ZWILN QTTML EQBPU IZKPQ VOQVN IVBZG

(2) From the presence of repetitions and so many low-frequency letters such as B, Q, and
Z it is at once suspected that this is a substitution cipher. But to illustrate the steps that must
be taken in difficult cases in order to be certain in this respect, & uniliteral frequency distribution
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is constructed, and then reference is made to charts 1 to 4 to note whether the actual numbers
of vowels, high, medium, and low-frequency consonants fall inside or outside the areas delimited
by the respective curves.

§§§ -~ = §=\=§§EE§ =S=s. Z
ABCDEFGHIJKLMNOPQRSTUVWIXYZ
’ FIQUEE 10a.
Letfers Frequency Position m& r%sypzﬁi;v tgl areas
Vowels AEIQOUY) 17 | Qutside, chart 1.
High-frequency Consonants (DNR S T) 4 | Outside, chart 2.
Medium-frequency Consonants BCFGHLMPVW)..... 25 | Outside, chart 3.
Low-frequency Consonants (J W Q X Z) 14 | Outside, chart 4.
Total ; 60

(3) All four points falling quite outside the areas delimited by the curves applicable to these
four classes of letters, the cryptogram is clearly a substitution cipher.

(4) The appearance of the frequency distribution, with marked crests and troughs, mdma.tes
that the cryptogram is probably monoalphabetic. Reference is now made to Chart 5. The
mesesage has 60 letters and 6 blanks., The point of intersection on the chart is closer to curve
P than it is to curve RB; therefore, this is additional evidence that the message is probably
monoalphabetic.

(5) The next step is to determine whether a standard or a mixed cipher a.lphabet is mvolved
This is done by studying the positions and the sequence of crests and troughs in the frequency
distribution, and trying to fit the distribution to the normal.

(6) The first a.ssumption'to be made is that a direct standard is involved.: The highest crest
in the distribution is marked by B,. Let it be assumed that B,=E,. Then C,, De, Ee, . . .=Fy,
G,H,... respect.lvely, thus S .

Cipher.......... ABCDEFGHIJKLHNOPQRSTUVWXYZ
_ Pla.in-__.----..---DEFGHIJKLMNOPQRSTUVWXYZABC
! FiauEs 105,

At ﬁrst glance the approximation to the expected frequencies seems fair, especially in the region
FGHIJK,andRST,. Buttherea.retoomanyoccurrencesofl.,,P,,X,a.ndc,a.nd too few
occurrences of A, I,, N, 0,. Moreover, if a substitution is a.ttempted on this basis, the followmg
is obtained for the first two cipher groups:

Cipher IBMQO PBIUO
* “Plain text”....cooceeceenen-- LEPTR SELXR
This is certainly not plain text and it seems clear that B, is not E,. A different assumption will

have to be made.
(7) Suppose Q,=E;. Going through the same steps as before, again no satisfactory results
are obtained. Further trials! are made along the same lines, until the assumption M,=E, is tested.

1 It is unnecessary, of course, to write out the alphahets as shown in Figs. 10b and ¢ when {esting assumptions
This is usually all done mentally.

i o ohe et e
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ti: ~~ = §§\§§§§S§ =Ss - =
Cipher.....___. - ABCDEFGHIJKLMNOPQRSTUVWXYZ
Plain _____________ STUVWXYZABCDEFGHIJXLMNOPQR
Fiours 10e. '

(8) The fit in this case is quite good; possibly there are too many occurrences of G, and M,
and two few of E,, 0, and S;. But the final test remains: trial of the substitution alphabet on the
cryptogram itself. This is immediately done and the results are as follows:

Cryptogram... IBMQO PBIUO NBBGA JCZOF MUUQB AJCZO
Plain text-..._. ATEIG HTAMG ETTYS BURGX EMMIT SBURG
Cryptogram.... ZWILN QTTML EQBPU IZKPQ VOQVN IVBZG
Plain text.__... ROADF ILLED WITHM ARCHI NGINF ANTRY

AT EIGHT AM GETTYSBURG-EMMITSBURG ROAD FILLED WITH MARCHING INFANTRY.

(9) Itis always advisable to note the specific key. In this case the correspondence between
any plain-text letter and its cipher equivalent will indicate the key. Although other conventions
are possible, and equally valid, it is usual, however, to indicate the key by noting the cipher
equivalent of A,. In this case A,=1I,.

b. The case of reversed standard alphabet ciphers.—

(1) Let the following cryptogram and its frequency distribution be studied.

IPEAC BPIWC EPPKQ HORCL EWWAP QHORC
RUIFD AXXEF MAPBW IRGBA VCAVD IVPREK

(2) The preliminary steps illustrated above, under subpar. a (1) to (4) inclusive, in connec-
tion with the test for class and monoalphabeticity, will here be omitted, since they are exactly
the same in nature. The result is that the cryptogram is obviously a substitution cipher and is
monoalphabetic.

(3) Assuming that it is not known whether a direct or a reversed standard alphabet is in-
volved, attempts are at once made to fit the frequency distribution to the normal direct sequence.
If the student will try them he will soon find out that these are unsuccessful. All this takes but a
few minutes.

(4) The next logical assumption is now made, viz, that the cipher alphabet is a reversed
standard alphabet. When on this basis E, is assumed to be E,, the distribution can readily be
fitted to the normal, practically every crest and trough in the actual distribution corresponding
to a crest or trough in the expected distribution.

EFSEXaSsu®E oo s Ex E ~SS=x
Cipher_._____.__ ABCDEFGHIJKLMNOPQRSTUVWXYZ
Plain . _________ IJHGFEDCBAZYXWVUTSRQPONMLKJ

'FIGUBIIM.

(5) When the substitution is made in the cryptogram, the following is obtained.

Cryptogrem_________________. IPEAC  BPIWC EPPKAQ
Plain text, ATEIG HTAMG ETTYS

(6) The plain-text message is identical with that under paragraph a. The specific key in

this case is also A,=1I,. If the student will compare the frequency distributions in the two cases,
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he will note that the relative positions and extensions of the crests and troughs are 1dentlcal
they merely progress in opposite directions.

20. Solution by completing the plain-component sequenoe —a. The case of direct standard
alphabet ciphers.—(1) The foregoing method of analysis, involving as it does the construction of
a uniliteral frequency distribution, was termed & solution by the frequency method because it in-
volves the construction of a frequency distribution and its study. There is, however, another
method which is much more rapid, almost. wholly mechanical, and which, moreover, does not
necessitate the construction or study of any frequency distribution whatever. An understand-
ing of the method follows from a consideration of the method of enclpherment of a message
by the use of a single, direct standard cipher alphabet. .

(2) Note the following enclpherment

Message......... REPEL INVADING CAVALRY

ENCIPHERING ALPEABET

Plain ___________ ABCDEFGHIJKLMNOPQRSTUVWXYZ
Cipher........... GHIJKLMNOPQRSTUVWX ZABCDEF
ENCIPHERMENT
Plain text._..___. R PEL INVADING CAVALRY
Cryptogram.... X K VK R OTBGJOTM IGBGRIXE

CRYPTOGRAM '

XKVKR OTBGJ OTMIG BGRIXE

. (3): The enciphering alphabet shown above represents a case wherein the sequence of letters
of both components of the cipher alphabet is the normal sequence, with the sequence forming the
cipher component merely shifted six intervals in retard (or 20 intervals in advance) of the posi-
tion it occupies in the normal alphabet. If, therefore, two strips of paper bearing the letters of
the normal sequence, equally spaced, are regarded as the two components of the cipher alphabet
and are juxtaposed at all of the 25 possible points of coincidence, it is obvious that one of these
25 juxtapositions must correspond to the actual juxtaposition shown in the enciphering alphabet
directly above.? It is equally obvious that if a record were kept of the results obtained by ap-
plying the values given at each juxtaposition to the letters of the cryptogram, one of these results
would yield the plain text of the eryptogram.
' (4) Let the work be systematized and the results set down in an orderly manner for exam-
ination. It is obviously unnecessary to juxtapose the two components so that A,=A4,, for on
the assumption of a direct standard alphabet, juxtaposing two direct normal components at
their normal point of coincidence merely yields plain text. The next possible juxtaposition,

therefore, is A,=B,. Let the ]uxtaposmon of the two shdmg strips therefore be A,=B,, as shown
here:

Plain._....____.____ ABCDEFGHIJKLMNOPQRSTUVWXYZABCDEFGHIJ. KLMNOPQRSTUVWXYZ
Cipher....___.___. ABCDEFGHIJKLMNOPQRSTUVWXYZ

The values given by this juxtaposition are substituted for the ﬁrst 20 letters of the cryptogram
and the following results are obtained.
Cryptogram.......__....._... XKVKR OTBGJ OTMIG BGRXE

1st Test—*Plaintext”.._. YLWLS PUCHK PUNJH CHSYF

2 One of the strips should bear the sequence repeated. Thm permits juxtaposing the two sequences at all 26
possible points of coincidence 8o as to have a complete cipher alphabet showing at all times..

. arBanine's

o ek o i Dt
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This certainly is not intelligible text; obviously, the two components were not in the position
indicated in this first test. The cxpher component is therefore alid one interval to’ the nght-
making A,=C,, and a second test is made. Thus '

Plain .. ABCDEFGHIJKIMNOPQRSTUVWXYZABCDEFGHIJKI.MNOPQRSTUVHXYZ
Cipher...________ ABCDEFGHIJKLMNOPQRSTUVWXYZ '
Cryptogram._._____....____.__ XKVKR OTBGJ OTMIG BGR-X'E-

2d Test—*‘Plain text”____. ZMXMT QVDIL QVOKI DITZG
Neither does the second test result in disclosing any plain text. But, if the results of the two
tests are studied a phenomenon that at first seems quite puzzling comes to light. Thus, suppose'
the results of the two tests are superimposed in this fashion.

Cryp@_gram .................. XKVKR OTBGJ _OTHIG_)BGRXE

1st Test—Plaintext”... YLWLS PUCHK PUNJH CHSYF

2nd Test—“Plaintext”.. ZMXMT QVDIL QVOKI DITZG

(5) Note what has happened. The net result of the two experiments was merely to contmue
the normal sequence begun by the cipher letters at the heads of the several columns. It is
obvious that if the normal sequence is completed in each column the results will be exactly the same
as though the whole set of 25 possible tests had actually been performed. Let the columns therefore
be completed, as shown in Fig. 11. -

XKVKROTBGJOTMIGBGRIXE

YLWLSPUCHKPUNJHCHSYF
ZMXMTQVDILQVOKIDITZG
ANYNURWEJMRWPLJEJUAH.
BOZOVSXFKNSXQMKFKVBI
CPAPWTYGLOTYRNLGLWCJ
DQBQXUZHMPUZSOMHMXDK
ERCRYVAINQVATPNINYEL
FSDSZWBJORWBUQOJOZFM
GTETAXCKPSXCVRPKPAGN
HUFUBYDLQTYDWSQLQBHO
IVGVCZEMRUZEXTRMRCIP
JWHWDAFNSVAFYUSNSDJAQ
KXIXEBGOTWBGZVTOTEKR
LYJYFCHPUXCHAWUPUFLS
MZKZGDIQVYDIBXVQVGMT
NALAHEJRWZEJCYWRWHNU
OBMBIFKSXAFKDZXSXIOV
PCNCJGLTYBGLEAYTYJPW
QDODKHMUZCHMFBZUZKQX
*REPELINVADINGCAVALRY
SFQFMJOWBEJOHDBWBNMNSZ
TGRGNKPXCFKPIECXCNTA
UHSHOLQYDGLQJFDYDOUB
VITIPMRZEHMRKGEZEPVC
WJUJQNSAFINSLHFAFQWD

FIGURE 11.

An examination of the successive horizontal lines of the diagram discloses one and only one line
of plain text, that marked by the asterisk and reading REPELINVADINGCAVALRY.
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(6) Since éach column in Fig. 11 is nothing but a normal sequence, it is obvious that instead
of laboriously writing down these columns of letters every time a cryptogram is to be examined,
it would be more convenient to prepare a set of strips each bearing the normal sequence doubled
(to permit complete coincidence for an entire alphabet at any setting), and have them available
for examining any future cryptograms. In using such a set of sliding strips in order to solve a
cryptogram prepared by means of a single direct standard cipher alphabet, or to make a test to
determine whether a cryptogram has been so prepared, it is only necessary to “set up’’ the letters
of the cryptogram on the strips, that is, align them in a single row across the strips (by sliding
the individual strips up or down) The successive horizontal lines, called generatrices (singular,
generairiz), are then examined in a search for intelligible text. If the cryptogram really belongs
to this simple type of cipher, one of the generatrices will exhibit intelligible text all the way
across; this text will practically invariably be the plain text of the message. This method of
analysis may be termed a solution by completing the plain-component sequence. Sometimes it is
referred to as “running down” the sequence. The prmclple upon which the method is based
constitutes one of the cryptanalyst’s most valuable tools.?

b. The case qf reversed standard alpha,bets —(1) The method described under subpa,r a may

- also be applied, in slightly modified form, in the case of a cryptogram enciphered by a single

reversed standard a.lphebet The basic principles are identical in the two cases.

(2) To show this it is necessary to experiment with two sliding components as before, except

that in this case one of the oomponents must be a reversed normal sequence, the other, a direct
normal sequence.

(3) Let the two components be juxtaposed A to A, as shown below, and then let the resultant
values be substituted for the letters of the cryptogram Thus:

: Cmrm-oemn
PCRCV YTLGD YTAEG LGVPI
Plain_______.____ . ABCDEFGHIJKLMNOPQRSTUVWXYZABCDEFGHI JKLMNOPQRSTUVIXYZ
Cipher...........___ ZYXWVUTSRQPONMLKJTHGFEDCBA . -
Cryptogram_._________ ... PCRCV YTLGD YTAEG LGVPTI

lstTest—“PlainteXt"_---LYJYF CHPUX CHAWU PUFLS

(4) This does not yield mtelhglble text, and therefore the reversed component is slid one
space forward and a second test is made. Thus

Plain ABCDEFGHIJKLMNOPQRSTUVWXYZABCDEFGHIJKLMNOPQRSTUVWXYZ

Cipher............. ZYXWYUTSRQPONMLKJTHGFEDCBA
Cryptogram ... ... P CRCV YTLGD YTAEG LGVPTI

2d Test—Plain text”....M ZKZG. DIQVY DIBXV QVGMT

(6) Neither does the second test yleld mtelhglble text. But let the results of the two tests
be superimposed. Thus:.

Cryptogram . PCRCV YTLGD YTAEG LGVPI

1st Test—*Plain text”... L YJYF CHPUX CHAWU PUFLS
2d Test—“Plain text” . M ZKZG D IQVY DIBXV QVGMT

+ 3 If is recoramended that the student prepare a set of 25 strips % by % by 15 inches, made of well-seasoned
wood, and glue alphabet strips to the wood The alphabet on each strip should be a double or repeated alphabet
with all letters oqunlly spaced. -

L e i Sdnd
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¢ (6) It is seen that the letters of the “‘plain text” given by the second trial are merely the
¥ oontinuants of the normal sequences initiated by the letters.of the “plain text” given by the first
% ¢rial.. If these sequences are “run down’”—that is, completed within the columns—the results
& must obviously be the same as though successive tests exactly similar to the first two were
£ spplied to the cryptogram, using one reversed normal and one direct normal component, If the
cryptogram has really been prepared by means of a single reversed standard alphabet, one of
the generatrices of the diagram that results from completing the sequences must yield intelligible
text. . o
I A7) Let the diagram be made, or better yet, if the student has already at hand the set of
ghdmg strips referred to in the footnote to page 36, let him ‘“set up” the letters given by the '
jmmd]M1“Mm&mhmmuﬂmMMﬂMﬂmWﬂymMm

b PCRCVYTLGDYTAEGLGVPI

v

WO WoZEr|

]

HNE<CHUNOYOZENRGUHIQTEUDQOW> N
HIQEUADQWPNHKMA<SCHUNIO VOZREF NG
NA<CCHNAOVOZEDRUHIQTMHUQOW > N
HUQWEPrN<KMAE<CHNIOVOZENRUGUHT Q™
WP NHHNE<CHUTIOYOZENRUHIQEEUO
QEUEUQWPrNHKHNIE<SCHN IO VOZEM NG AT
OCZEMRUHIMTNAUQWIPNKMNIE<CHIUYO Y
HUWOYOZRENRUHIOBURAUQWP NKME < C
B<CCHNIOVOZENRUHIQTMEU QW > N M
F wrNHMNE<cHU IO VOZENRGUHIQIRUAQ
QEHEUQUPNRXE<CHNIOYOZEN R&HT
NHME<CHNIOYOZENRUHINEHNUOW >
<COCHUNOVOZENRUGUHIQEMEHUOW > NS
HUNOJVOZENRUHIQWRUQAWPNKKE <
CZENRGHINIHUQNPNRKI<CHN O Y
HNNOYVOZENRUHIOMEAUQW P NKM= < C
HUQWEPN<KNE<SCHNNOYVOZEERGHTQ ™
RUHINEHUOUQWIrPFNKKNE<CHNNOYVOZEL
WOWORZREBINRUHIQEMEBUQWIPNKXE<LCT N

RUHIQEHUOWP N<KMNE<SSH W

FIGURE 12.

(8) The only difference in procedure between this case and the preeedmg one (where the
clpher alphabet was a direct standard alphabet) is that the letters of the cipher text are first
“deciphered” by means of any reversed standard alphabet and then the columns are “run down”,
according to the normal AB C . . . Zsequence. KFor reasons which will become apparent very
soon, the first step in this method is techmcally termed convcrtmg the cipher lelters into their
plain-component equivalents; the second step is the same as before, viz, completing the plain-com-

ponent sequence.
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21, Special remarks on the method of solution by completing the plain-componont sequence.—
a. The terms employed to designate the steps in the solution set forth in Par. 205, viz, “con-
verting the cipher letters into their plain-component equivalents” and “eompletmg the plain-
component sequence”, accurately describe the process. Their meaning will become more clear
as the student progresses with the work. It may be said that whenever the plain component of
a cipher alphdabet is a known sequence, no matter how it is composed, the dlﬂiculty and time
reqmred to solve any cryptogram involving the use of that plain component is practically cut
in half. In some cases this knowledge facilitates, and in other cases is the only thing that makes
possible the solution of a very short eryplogram that might otherwise defy solutwn Later on an
example will be given to illustrate what is meant in this regard. :

b. The student should take note, however, of two qualifying expressions that were employed
in a preceding paragraph to describe the results of the application of the method. It was stated
that “one of the generatrices will exhibit intelligible text all the way across; this text will practically
invariably be the plain text.” Will there ever be a case in which more than one generatrix will
yield intelligible text throughout its extent? That obviously depends almost entirely on the
number of letters that are aligned to form a generatrix. If a generatrix contains but a very few
letters, only five, for example, it may happen as a result of pure chance that there will be two or
more generatrices showmg what might be “intelligible text.” Note in Fig. 11, for example, that
there are several cases in which 3-letter and 4-letter English words (ANY, VAIN, GOT, TIP, etc.)
appear on generatnces that are not correct, these words being formed by pure cha.nce But there
is not a single case, in this diagram, of a 5-letter or longer word appearing fortuitously, because
obviously the longer the word the smaller the probability of its appearance purely by chance;
and the proba.blhty that two generatrices of 15 letters each will both yield intelligible text along
their entire length is exceedingly remote, so remote in fact, that in pra.ctlca.l cryptography such
a case may be considered nonexistent.*

¢. The student should observe that in reahty there is no difference whatsoever in principle
between the two methods presented in subpars. a and b of Par. 20. In the former the preliminary
step of convertmg the clpher letters into their plam-component eqmvalents is apparently not
present but in reality it is there. The reason for its apparent absence is that in that case the
plain component of the clpher alphabet is identical in all respects with the cipher component, so
that the cipher letters require no conversion, or, rather, they are identical with the equivalents
that would result if they were converted on the basis A,==A,. In fact, if the solution process had
been arbitrarily initiated by converting the cipher létters into their plam—component equivalents
at the setting A,=0,, for example, and the cipher component slid one interval to the right there-
after, the results of the ﬁrst a.nd second tests of Par. 20a would be as follows:

Cryptogram. ... ; XKVKROTBGJOTMIGBGRXE

18t Test—*Plain text” ... E'Y_J YFCHPUXCHAWUPUFLS
2nd Test— “Plaintext”. M ZKZGDIQVYDIBXVQVGMT

Thus, the foregoing diagram duplicates in evefy particular the diagram resulting from the first

two tests under Par. 20b: a first line of cipher letters, a second line of letters derived from them
but showing externally no relationship with the first line, and a third line derived immediately
from the second line by continuing the direct normal sequence. This point is brought to attention
only for the purpose of showing that a single, broad principle is the basis of the general method of
solution by completing the pla.m-component sequence, and once the student has thls ﬁrmly in

¢ A person with patience and an inclination toward the curlosities of the science might oonptruot a text of 15
or more letters which would yield two “intelligible’” texts on the plain-component completion diagram,
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mind he will have no difficulty whatsoever in realizing when the principle is applicable, what a
powerful cryptanalytic tool it can be, and what results he may expect from its application in
gpecific instances.

d. In the two foregoing examples of the application of the principle, the plain component
was a normal sequence but it should be clear to the student, if he has grasped what has been said
in the preceding subparagraph, that this component may be a mixed sequence which, if known
(that is, if the sequence of letters comprising the sequence is known to the cryptanalyst), can be
handled just as readily as can a plain component that is a normal sequence.

e. Itis entirely immaterial at what points the plain and the cipher components are juxtaposed
in the preliminary step of converting the cipher letters into their plain-component equivalents.
For example, in the case of the reversed alphabet cipher solved in Par, 20b, the two components
were arbitrarily juxtaposed to give the value A=A, but they might have been juxtaposed at any
of the other 25 possible points of coincidence without in any way affecting the final result, viz, the
production of one plain-text generatrix in the completion dm.gra.m :

22. Value of mechanical solution as a short cut.—a. It is obvious that the very ﬁrst step
the student should take in his attempts to solve an unknown cryptogram that is obviously a
substitution cipher is to try the mechanical method of solution by completing the plain-component
sequence, using the normal alphabet, first direct, then reversed. This takes only a very few
minutes and is conclusive in its results. It saves the labor and trouble of constructing a frequency
distribution in case the cipher is of this simple type. Later on it will be seen how certain varia-
tions of this simple type may also be solved by the application of this method. Thus, a very
easy short cut to solution is afforded, which even the experienced cryptanalyst never overlooks
in his first attack on an unknown cipher. .

b. It is important now to note that if neither of the two foregoing attempts is successful in
bringing plain text to light and the cryptogram is quite obviously monoalphabetic in character, the
cryptanalyst is warranted in assuming that the cryptogram involves a mized cipher alphabet.®* The
steps to be taken in attacking a cipher of the latter type will be discussed in the next section.

§ There is but one other possibﬁity, already referred to under Par. 17d, which involves the case where trans-
position and monoalphabetic substitution processes have been applied in successive steps. This is unusual,
however, and will be discussed in its proper place.
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UNILITERAL SUBSTITUTION WITH MIXED CIPHER ALPHABETS

- Paragraph

Basioc reason for the low degree of cryptographic security afforded by monoalphabetic cryptograms involving
standard cipher alphabets 23
Preliminary steps in the analysis of a monoalphabetic, mixed-alphabet eryptogram 24
Further data concerning normal plain text 25
Preparation of the work sheet. . 26
Triliteral-frequency distributions 27
Classifying the cipher letters into vowels and consonants 28
Further analysis of the lefters representing vowels and consonants : 20
Substituting deduced values in the eryptogram : 30
Completing the solution 31
General remarks on the foregoing solution 32
The “probable-word” method; its value and applicability. ' - 33
Solutmn of additional cryptograms produced by the same cipher component. i . 34

23, Basic reason for the low degree of cryptographio security afforded by monoalphabetic

-cryptogram involving standard cipher alphabets,—The student has seen that the solution of

monoalphabetic cryptograms involving standard cipher alphabets is a very easy matter. Two
methods of a.na.lysm were described, one involving the construction of a frequency distribution,
the. other not requiring this kind of tabulation, being almost mechanical in nature and corre-
spondmgly rapid. In the first of these two methods it was necessary to make a correct assumptlon
as to the value of but one of the 26 letters of the cipher alphabet and the values of the remaining
25 letters at once become known; in the second method it was not necessary to assume a value
for even a suigle cipher letter. The student should understand what constitutes the basis of this
situation, »iz, the fact that the two components of the cipher alphabet are: composed of known
sequences. 'What if one or both of these components are, for thé cryptanalyst, unknown séquences?
In other words, what difficulties will confront the cryptanalyst if the cipher component of the
cipher alphabet is & mixed sequence? Will such an alphabet be solvable as a whole at one stroke,
or will it be necessary to solve its values individually? Since the determination of the velue of
one cipher letter in this case gives no direct clues to the value of any other letter, it would seem
that the solution of such a cipher should involve considerably more analysis and experiment than
has the solution of either of the two types of ciphers so far examined occasioned. A typical
example will be studied.

24, Preliminary steps in the analysis of & monoalphabetic, mixed alphabet cryptogram.—
a. Note the following cryptogram:

SFDZF IOGHL PZFGZ DYSPF HBZDS GVHTF UPLVD FGYVJ VFVHT GADZZ AITYD
ZYFZJ ZTGPT VTZBD VFHTZ DFXSB GIDZY VTX0I YVTEF VMGZZ THLLV XZDFM
HTZAI TYDZY BDVFH TZDFK ZDZZJ SXISG ZYGAV FSLGZ DTHHT CDZRS VTYZD
O0ZFFH_TZAIT YDZYG AVDGZ ZTKHI TYZYS DZGHU ZFZTG UPGDI XWGHX ASRUZ
DFUID EGHTV EAGXX

b. A casual inspection of the text discloses the presence of several long repetitions as well as

of many letters of normally low frequency, such as F, G, V, X, and Z; on the other hand, letters of
(40)

A
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normally high frequency, such as the vowels, and the consonants N and R, are relatively scarce.
The cryplogram is obviously a substitution cipher and the usual mechanical tests for determining
whether it is possibly of the monoalphabetic, standard—a.lphabet type are applied.  The results
being negative, a uniliteral frequency distribution is nnmedlately constructed and is as shown

in Figure 13.

Z

Z

= = Z

2 S8 2 o 2

E EEX 2 = E=

£ E OZEIE - B = § S EE
EE EosETRXETEBxsxBx S B S RRRBE_EZEE
ABCDEFGHIJKLMNOPQRSTUVWIXYZ
'8 4 1 B 3 1915103 25 2 03 5 0210 2 5 161 8 1435

Fraure 13

¢. The fact that the frequency distribution shows very marked crests and troughs means
that the cryptogram is undoubtedly monoalphabetic; the fact that it has already been tested
. (by the method of completing the plaincomponent sequence) and found not to be of the mono-
alphabetic, standard-alphabet type, indicates with a high degree of probability that it involves
& mixed cipher alphabet. A few moments might be devoted to making a careful inspection of the
distribution to insure that it cannot be made to fit the normal; the object of this would be to
rule out the possibility that the text resulting from substitution by a standard cipher alphabet
had not subsequently been transposed. But this inspection in this case is hardly necessary, in
view of the presence of long repetitions in the message.! (See Par. 13g.)

d. One might, of course, attempt to solve the cryptogram by applying the simple prineiples
of frequency. One might, in other words, assume that Z, (the letter of greatest frequency)
represents E,, D, (the letter of next greatest frequency) represents T;, and so on. If the message
waere long enough this simple procedure might more or less quickly give the solution. But the
message is relatively short and many difficulties would be encountered. Much time and effort
would be expended unnecessarily, because it is hardly to be expected that in a message of only
235 letters the relative order of frequency of the various cipher letters should exactly coincide
with, or even closely approximate the relative order of frequency of letters of normal plain text
found in a count of 50,000 letters. It is to be emphasized that the beginner must repress the natural

“tendency to pltwo too much confidence in the generalized principles of frequency and to rcly too much
upon them. It is far better to bring into effective use certain other data concerning normal
plain text which thus far have not been brought to notice.

25. Further data concerning normal plain text.—a. Just as the individual letters constituting
a large volume of plain text have more or less characteristic or fixed frequencies, so it is found
that digraphs and trigraphs have characteristic frequencies, when a large volume of text is
studied statlsuca.lly In Appendix 1, Table 6, are shown the relative frequencies of all digraphs
appearing in the 260 telegrams referred to in Paragraph 9¢. It will be noted that 428 of the 676
possible pairs of letters occur in these telegrams, but whereas many of them occur but once or
twice, there are & few which occur hundreds of times.

b. In Appende 1 will also be found several other kinds of tables and lists which w111 be useful
to the student in his work, such as the relative order of frequency of the 50 digraphs of greatest

s Thig possible step is mentioned here for the purpose of making it clear that the plain-component sequence
completion method cannot solve a case in which transposition has followed or preceded monoalphabetic substi-
tution with standard alphabets. Cases of this kind will be disoussed in a later text. It is sufficient to indicate
at this point that the frequency distribution for such a combined substitution-transposition cipher would present
the characteristics of a standard alphabet cipher—and yet the method of oompletmg the plain-component
sequence would fail to bring out any plain text.
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frequency, the relative order of frequency of doubled letters, doubled vowels, doubled consonants,
and so on. It is suggested that the student refer to this appendix now, to gain an idea of the
data available for his future reference. Just how these data may be employed will become ap-
parent very shortly.

26. Preparation of the work sheet.—a. The details to be considered in thxs paragraph may
at first appear to be superfluous but long experience has proved that systematization of the
work, and preparation of the data in the most utilizable, condensed form is most advisable, even
if this seems to take considerable time. In the first place if it merely serves to avoid interrup-
tions and irritations occasioned by failure to have the data in an instantly available form, it
will pay by saving mental wear and tear. In the second place, especially in the case of com-
plicated cryptograms, painstaking care in these details, while it may not always bring about
success, is often the factor that is of greatest assistance in ultimate solution. The detailed
preparation of the data may be irksome to the student, and he may be tempted to avoid as much
of it as possible, but, unfortunately, in the early stages of solving a cryptogram he does not know
(nor, for that matter, does the expert always know) just which data are essential and which
may be neglected. Even though not all of the data may turn out to have been necessary, as a
general rule, time is saved in the end if all the usual data are prepared as a regular preliminary
to the solution of most cryptograms.

b. First, the cryptogram is recopied in the form of a work sheef. This sheet should be of a
good quality of paper so as to withstand considerable erasure. If the cryptogram is to be
copied by hand, cross-section paper of ¥%-inch squares is extremely useful. The writing should
be in ink, and plain, carefully made roman capital letters should be used in all cases. If the
cryptogram is to be copied on a typewriter, the ribbon employed should be impregnated with an
ink that will not smear or smudge under the hand.

¢. The arrangement of the characters of the cryptogram on the work sheet is a matter of
considerable ‘importance. If the cryptogram as first obtained is in groups of regular length
(usually five characters to a group) and if the uniliteral frequency distribution shows the erypto-
gram to be monoalphabetic, the characters should be copied without regard to this grouping.
It is advisable to allow two spaces between letters, and to write a constant number of letters
per line, approximately 25. At least two spaces, preferably three spaces, should be left between
horizontal lines. Care should be taken to avoid crowding the letters in any case, for this is
not only confusing to the eye but also mentally irritating when later it is found that not enough
space has been left for making various sorts of marks or indications. If the cryptogram is origi-
nally in what appears to be word lengths (and this is the case, as a rule, only with the cryptograms
of amateurs), naturally it should be copied on the work sheet in the original groupings. If
further study of a cryptogram shows that some special grouping is required, it is often best to
recopy it on a fresh work sheet rather tha.n to attempt to mdlcate the new grouping on the old
work sheet.

"~ d. In order to be able to locate or refer to speclﬁc letters or groups of letters: with speed,
certainty, and without possibility of confusion, it is advisable’ to use coordinates applied to the
lines and columns of the text as it appears on the work sheet. ‘To minimize possibility of con-
fusion, it is best to apply letters to the horizontal lines of the text, numbers to the vertical columns.
Inreferring to a letter the horizontal line in which the letteris located is usually given first. Thus,
referring to the work sheet shown below, coordinates A17 designate the letter Y, the 17th letter
in the first line. 'The letter I is usually omitted from the series of line indicators so as to avoid
oonfusion.With the figure 1. -If lines are limited to 25 letters each, then each set of 100 letters of
the text is automatically blocked off by remembering that 4 lines constitute 100 letters.

&, Above each character of the cipher text may be some indication of the frequency of that
character in the whole ¢ryptogram. This indication may be the actual number of times the




T n N S R e

it o

REF ID:A64646

43

character oceurs, or, if colored pencils are used, the cipher letters may be divided up into three
categories or groups—-high frequency, medium frequency, and low frequency. It is perhaps
simpler, if clerical help is- available, to indicate the actual frequencies. This saves constant
reference to the frequency tables, whlch interrupts the train of thought, and saves considerable
time in the end.

J- After the special froquency dlstnbutlon, explamed in Par. 27 below, has been constmcted
repetitions of digraphs and trigraphs should be underscored. In so doing, the student should be
particularly watchful of trigraphic repetitions which can be further extended into tetragraphs
and polygraphs of greater length. Repetitions of more than ten characters should be set off by
heavy vertical lines, as they indicate repeated phrases and are of considerable assistance in
solution. If a repetition continues from oneline to. the next, put an arrow at the end of the
underscore to signal this fact. Reversible digraphs should also be indicated by an underscore
with an arrow pointing in both directions. Anything which strikes the eye as being peculiar,
unusual, or significant as regards the distribution or recurrence of the characters should be
noted. All these marks should, if convenient, be made with ink so as not to cause smudging.
The work sheet will now appear as shown herewith (not all the repetitions are underscored):

l!i45078'01011!21314151011mlﬂ”ﬂlﬁﬂﬂﬂ

10 1928 35 10 10 3 10 15 5 5 35 10 19 35 2 16 10 & 19 15 4 3B 2B 10
A SFD-ZFIOGHLPZFGZ-DYSPFHBZDS
1016 156 22 10 & & 5 16 28 10 10 14 16 3 16 10 16 15 23 19 8 2B 85 35
B GVHTFUPL!_D.FEYVJVFVHTG-ADZZ
$ 108 UMY MBEI BN BB LD DL S
C/AITYDZYFZJZTGPTVTZBDVFHTZ,
—
|31 5 10 4101028 41628 35101418235 1916310BB
DIDFXSBGIDZYVTXOIYVTEFVMGZZ
_.
22156 5 5 168 35 22 19 2 15 22 35 8 10 22 14 28 35 14 4 28 16 10 15
E THLLVXZDFMHTZAITYDZYBDVFH|
22 35 23 10 32 35 23 35 35 8 10 8 10 10 10 35 14 10 8 16 19 10 5 10 36
F| TZDFKZDZZJSXISGZYGAVFSLGZ
25 22 15 15 22 1 25 35 3 10 16 22 14 35 28 8 85 10 10 15 22 85 8 10 2
G DTHHTCDZRSVTYZDOZFFHTZAIT'
14 28 35 4 10 8 16 33 10 85 35 22 3 15 10 23 14 35 14 10 23 35 10 15 §
HIYDZYGAVDGZZTKH TYZYSDZGHU
36 10 35 2 10 5 5 19 28 10 8 1 10 15 8 8 10 3 5 35 28 10 5 10 28
J|ZFZTGUPGDIXWGHXASRUZDFUID
31915213 81988
K|IEGHTVEAGXX

27. Triliteral-frequency distributions.—a. In what has gone before, a type of frequency
distribution known as a uniliteral frequency distribution was used. This, of course, shows only
the number of times each individual letter occurs. In order to apply the normal digraphic and
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trigraphic frequency data (given in Appendix 1) to the solution of a eryptogram of the type now
being studied, it is obvious that the data with respect to digraphs and trigraphs occurring in the
cryptogram should be complled and should be compa.red with the data for normal plain text. In
order to accomplish this in suitable manner, it is advisable to construct a shghtly more com-

plicated form of distribution termed a triliteral frequency distribution.?
. b. Given a cryptogram of 50 or more letters and the task of determining what tngraphs are
preeent in the cryptogram, there are three ways in which the date may be arranged or assembled.
One may require that the data show (1) each letter with its two succeeding letters; (2) each letter
with its two preceding letters; (3) each letter with one preceding letter and one succeeding letter.
¢. A distribution of the first of the three foregoing types may be designated as a ‘“‘triliteral
frequency distribution showing two suffixes’’; the second type may be designated as a ‘“‘tri-
literal frequency distribution showing two prefixes”; the third type may be designated as
a “triliteral frequency distribution showing one prefix and one suffix.” Qua.dnhteral and

pentahteral frequency distributions may occaslonally be found useful.

d. Which of these three arrangements is to be employed at a specific time depends la.rgely
upon what the data are intended to show. ¥or present purposes, in connection with the solution
of a monoalphabetic substitution cipher employing a mixed alphabet, possibly the third arrange-
ment, that showing one prefix and one suffix, is most satisfactory.

e. It is convenient to use ¥-inch cross-section paper for the construction of a triliteral fre-
quency distribution in the form of & distribution showing crests and troughs, such as that in
Figure 14. In that figure the prefix to each letter to be recorded is inserted in the left half of the
cell directly above the cipher letter being recorded ; the suffix to each letter is inserted in the right
half of the cell directly above the letter being recorded; and in each case the prefix and the
suffix to the letter being recorded occupy the same cell, the prefix being directly to the left of the
suffix. The number in parentheses gives the total froquency for each letter -

3 Heretofore such a distribution has been termed a “trigraphic frequency table.” Itisthought that the word
“triliteral” is more suitable, to correspond with the designation “uniliteral” in the case of the distribution of the
singlo letters. A trigraphic distribution of A B C D E F would consider only the trigraphs AB Cand D E F,
whereas a triliteral distribution would consider the groups A B C,BC D,C D E,andD EF. (See also Par. 11d.)
The use of the word “distribution’ to replace the word ““table’ has already beeu explained.

T T T T
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CONDENSED TABLE OF REPETITIONS FT

Digraphs Trigraphs Longer Polygraphs ol

DZ-9 TZ-5 VF-4 DZY—4 FHT-3 HTZAITYDZY-2 YY

ZD-9 TY-5 VT—4 HTZ~4 TYD-3 BDVFHTZDF-2 7T

HT-8  FH-4 ZF—4 ITY-4 YDZ-3 ZAITYDZY-3 GZ

ZY—6 GH-4 ZT-4 ZDF-4 ZAI-3 FHTZ-3 DY

DF-5 IT-4 ZZ-4 AIT-3 ' TA

GZ-5 OF

YD

DR

1E GD

A Hv GY

GI 7G 273

SZ IY DZ

VG DU AX ZK KD

Yz 7z EH Iy ™

Z0 FH WH HZ DY

CZ ZF PD VY TE TA

ZT VS TU GT HC AD XD

72 DK ZH GX DH ST 28 zZT

ZF VH DZ GU HZ AF TZ GZ

BV DM YA KI IY DF 7G DY

YZ EV LZ FT HZ ILX ™ TD

7F DX YA HT UD - AR ZH FM TZ TB

IZ  VH SZ FH DX YD VE Y7 76 JT

EG ZF YZ MZ TT HT RV VX YT X- ZB FJ
XS BV VW BI MT AT FL HZ DF GX TD DY
v Yz DG TP TL XS ¢ vz T HA IV ZA
71 AZ TU TA FT AT SG ue JX PV FI FH IN ZV DZ
GV YD VP PH FY VT OY LV GT XB ZG RZ JF SI ZF BD
7I SG ZS VA 2G SV VP GD ZS HL DZ UL D IY GP YJ VZ TD GD
7T 2D 7Y DG ZI FZ FB AT ZZ TH PV FH  XI SF SU YP HG HZ LD TO GV FF
GD HZ T FZ TF SD OH GL FO VV FZ HP VG IG LZ  2S —F HF FP GH XG FS DS DF
A B CDGETFGHTIJ KL M NO P QR ST UUVUWN X Y Z
® W W ) ® e (m aw W ® »® ®O O o ® ® @ ) @ ® a o ® a0

bR
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J. The triliteral frequency distribution is now to be examined with a view to ascertaining
what digraphs and trigraphs occur two or more times in the cryptogram. Consider the pair
of columns containing the prefixes and suffixes to D, in the distribution, as shown in Fig. 14.
This pair of columns shows that the following digraphs appear in the cryptogram:

Digraphs based on prefizes (arranged Digraphs based on suffizes (arranged
as one reads up the column) as one reads up the column)
FD, ZD, ZD, VD, AD, YD, BD, Dz, DY, DS, DF, DZ, DZ, DV,
zp, Ib, Zzp, YD, BD, ZD, ZD, DF, DZ, DF, DZ, DV, DF, DZ,
Zb, ¢p, Zb, YD, VD, SD, GD, DT, DZ, DO, DZ, DG, DZ, DI,
ZDh, ID DF, DE

The nature of the triliteral frequency distribution is such that in finding what digraphs are
present in the cryptogram it is immaterial whether the prefixes or the suffixes to the cipher
letters are studied, so long as one is consistent in the study. For example, in the foregoing list of
digraphs based on the prefixes to D, the digraphs FD, ZD, ZD, VD, etc., are found; if now, the
student will refer to the suffixes of F,, Z,, V,, etc., he will find the very same digraphs indicated.
This being the case, the question may be raised as to what value there is in listing both the
prefixes and the suffixes to the cipher letters. The answer is that by so doing the trigraphs are
indicated at the same time. For example, in the case of D,, the following trigraphs are indicated:

FDZ, ZDY, ZDS, VDF, ADZ, YDZ, BDV, ZD¥F, IDZ, ZDF, YDZ, BDV, ZDF,
ZpZ, ZDT, CDZ, ZD0, YDZ, VDG, SDZ, GDI, ZDF, IDE.
g. The repeated digraphs and trigraphs can now be found quite readily. Thus, in the case
of D,, examining the list of digraphs based on suffixes, the following repetitions are noted:

DZ appears 9 times
DF appears 5 times
DV appears 2 times

- Exammmg the trigraphs with D, as central letter, the following repetitions are noted:

ZDF appears 4 times
YDZ appears 3 times
BDV appears 2 times

k. It is unnecessary, of course, to go through the detailed procedure set forth in the pre- .
ceding subparagraphs in order to find all the repeated digraphs and trigraphs. The repeated
trigraphs with D, as central letter can be found merely from an inspection of the prefixes and
suffixes opposite D, in the distribution. It is necessary only to find those cases in which two or
more prefixes are identical at the same time that the suffixes are identical. For example, the
distribution shows at once that in four cases the prefix to D, is Z, at the same time that the
suffix to this letter is F,. Hence, the trigraph ZDF appears four times. The repeated trigraphs
may all be found in this manner.

. The most frequently repeated digraphs and trigraphs are then assembled in what is
termed a condensed table of repetitions, so as to bring this information prominently before the eye.
As a rule, digraphs which occur less than four or five times, and trigraphs which occur less than
three or four times may be omitted from the condensed table as being relatively of no importance
in the study of repetitions. In the condensed table the frequencies of the individual letters
forming the most important digraphs, trigraphs, etc., should be indicated.

28, Classifying the cipher letters into vowels and consonants.—a. Before proceeding to a
detailed analysis of the repeated digraphs and trigraphs, a very important step can be taken which
will be of assistance not only in the analysis of the repetitions but also in the final solution of
the cryptogram. This step concerns the classification of the high-frequency letters into two
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groups—vowels and consonants. For if the cryptanalyst can quickly ascertain the equivalents
of the four vowels, A, E, I, and O, and of only the four consonants, N, R, S, and T, he will then
have the values of a.ppronmately two-thirds of all the cipher letters that oceurin the cryptogmm

the values of the remaining letters can almost be filled in automatically.

b. The basis for the classification will be found to rest upon a comparatively simple phe-
nomenon: the associational or combinatory behavior of vowels is, in general, quite different
from that of consonants. If an examination be made of Table 7-B in Appendix 1, showing the
relative order of frequency of the 18 digraphs composing 25 percent of English telegraphic text,
it will be seen that the letter E enters into the composition of 9 of the 18 digraphs; that is, in
exactly half of all the cases the letter E is one of the two letters formmg the digraph. The
digraphs containing E are as follows:

ED EN ER ES
NE RE SE TE VE

The remiining nine digraphs are as follows:

AN ND OR ST
IN NT TH
ON TO

¢c. None of the 18 digraphs is a combination of vowels. Note now that of the 9 combinations
with E, 7 are with the consonanta N, R, S, and T, one is with D, one is with V, and none 18 with any
vowel. In other words, E, combines most readily with consonants but not with other vowels, or
even with itself. Using the terms often employed in the chemical analogy, E shows a great
“affinity”’ for the consonants N, R, S, T, but not for the vowels. Therefore, if the letters of highest
frequency occurring in & given cryptogram are listed, together with the number of times each of
them combines with the cipher equivalent of E,, those which show considerable combining power
or affinity for the cipher equivalent of E, may be assumed to be the cipher equivalents of N, R, S,
T, ; those which do not show any affinity for the cipher equivalent of E, may be assumed to be the
cipher equivalents of A, I, 0, U,. Applying these principles to the problem in hand, and examin-
ing the triliteral frequency distribution, it is quite certain that Z,=E,, not only because Z, is the
letter of highest frequency, but also because it combines with several other high-frequency letters,
such as D,, F, G, etc. The nine letters of next highest frequency are:

# 2 19 19 16 1B M4 10 10
DTFGVHYSTI

Let the combinations these letters form with Z, be indicated in the following manner:

~

Number of times Z, occurs as prefix__ ~
Cipher Letter D(23) T(22) F(19) G(19) V(16) H(15) Y(l4) S(10) I(10)
Number of times Z, occurs as suffix.. g = 2

d. Consider D,. It occurs 23 '_ames in the message and 18 of those times it is combined with
Z,, 9 times in the form Z,D, (=E6,), and 9 times in the form D,Z, (=6E,;). It is clear that D,
must be a consonant. In the same way, consider T,, which shows 9 combinations with Z,, 4 in the
form Z,T, (=EO,) and 5 in the form T.Z, (=6E,). Theletter T, appears to represent a consonant,
as do also the letters F,, G, and Y,. On the other hand, consider V,, occurring in all 16 times but
never in combination with Z,; it appears to represent a vowel, as do also the letters H,, S,, and I,.
So far, then, the following classification would seem logical:

Vowels Consonants

zo(=E»): Ve, He, Se, I Dy, T, F, Gm Yo

Iﬂl ]

=™
=

i
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99, Further analysis of the letters representing vowels and consonants.—a. 0, is usually
the vowel of second highest, frequency. 1Is it possible to determine which of the letters V, H, S, I,
is the cipher equivalent of 0,7 Let reference be made again to Table 6 in Appendix 1, where it
is seen that the 10 most frequently occurring diphthongs are:

Diphthong....... I0 OU EA EI AI IE AU EO AY UE
Frequency_..___..41 37 35 27 17 13 13 12 12 11

IV, H, S, I, are really the cipher equivalents of A, I, 0, U, (not respectively), perhaps it is possible
to determine which is which by examinting the combinations they make among themselves and with
Z, (=E;). Let the combinations of V,H, S, I, and Z that occur in the message be listed. There
are only the following:

ZZ,—4 HI—1
VH—2 S§SV—1
HH—1 IS—1

ZZ, is of course EE,. Note the doublet HH,; if H, is a vowel, then the chances are excellent that
H,=0, because the doublets AA,, II,, UU,, are practically non-existent, whereas the double vowel
combination 00, is of next highest frequency to the double vowel combination EE,. If H,=0,,
then V, must be I, because the digraph VH, occurring two times in the message could hardly be
AO0,, or UO,, whereas the diphthong IO, is the one of high frequency in English. So far then, the
tentative (beea.use 80 far unvernﬁed) results of the analysis are as follows:

Ep Hg 09 v° Ip

This leaves only two letters, I,and S. (already classified as vowels) to be separated into A, and
U,. Note the digraphs: .

, S . HI,=0e,
" SV.=eI,
: : Is,=60,
Only two alternatives are open:
(1) Either I,=A, and S,=U,),
(@) Or I,=U,andS,=A,.
If the first alternative is selected, then .
. | HI,=0A,
SV.=UIL,
IS,=AU,
If the second alternative is selected, then
‘HI,=0U,
SV,=AI,
IS,=UA,

The eye finds it dlﬂicult to choose between these alternatives; but suppose the frequency va.lues of
the plmn-text diphthongs as given in Table 6 of Appendix 1 are added for each of these alternatives,
giving the following:

-HI,=0A4,, frequency value= 7 - : HI., ou,, frequency value--37
SV,=UI,, frequency value= 5 SV.=AIL,, frequency value=17
IS,=AU,, frequency value=13 IS,=UA,, frequency value= 5

B S
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Mathematically, the second alteérnative is more than twice as probable as the first. Let it be
assumed to be correct and the following (still tentative) values are now at hand: |
=Ep Hg=0p V.,=Ip s°=Ap I°=Up

b. Attention is now directed to the letters classified as consonants. How far is it possible ) I’

to ascertain their values? The letter D,, from considerations of frequency alone, would seem
to be T, but its frequency, 23, is not considerably greater than that for T,. It is not much
greater than that for F, or G,, with a frequency of 19 each. But perhaps it is possible to ascer- It

tain not the value of one letter alone but of two letters at one stroke. To do this one may make i
use of a tetragraph of considerable importance in English, viz, TION,. For if the analysis per- 10
taining to the vowels is correct, and if VH,=1I0,, then an examination of the letters immediately ‘ |
before and after the digraph VH, in the cipher text might disclose both T, and N,. Reference i
to the text gives the following:

GVHT,  FVHT, | |
eI06, ©I06, | I

The letter T, follows VH, in both cases &nd very ptobably indicates that T,=N,; but as to whether
- G, or F, equals T, cannot be decided. However, two conclusions are clear: first, the letter D,
" is neither T, nor N,, from which it follows that it must be either R, or S,; second, the letters
" G, and F, must be eithet T, and S,, respectively, or S; and T, respectively, because the only
tetragraphs usually found (in English) containing the diphthong I0, as central letters are SION,
and TION,. This in turn means that as regards D,, the latter cannot be either R, or S,; it musi
be R,, & conclusion which is corroborated by the fact that ZD, ( ER,) and DZ, (=RE;) occur 9
times each. Thus far, then, the 1dent1ﬁcat10ns, when inserted in an enciphering alphabet, are

. as follows:
. Plein___ ABCDEFGHIJKLMNOPQRSTUVYWXYZ
Cipher .._..._._._ S Z v TH DGFI
FG

80. Substituting deduced values in the cryptogram.—a. Thus far the analysis has been
almost purely hypothetical, for as yet not a single one of the values deduced from the foregoing
analysis has been tried out in the cryptogram. It is high time that this be done, because the
final test of the validity of the hypotheses, assumptions, and identifications made in any crypto-
graphic study is, after all, only this: do these hypotheses, assumptions, and identifications
ultimately yield verifiable, intelligible plain-text when consistently applied to the cipher text?

b. At the present stage in the process, since there are at hand the assumed values of but 9
out of the 25 letters that appear, it is obvious that a continuous “reading” of the eryptogram
can certainly not be expected from a mere insertion of the values of the 9 letters. However, the
substitution of these values should do two things. First, it should immediatély disclose the
fragments, outlines, or ‘“‘skeletons’ of “good” words in the text; and second, it should disclose
no places in the text where “impossible” sequences of letters are established. By the first is
meant that the partially deciphered text should show the outlines or skeletons of words such
as may be expected to be found in the communication; this will become quite clear in the next
subparagraph. By the second is meant that sequences, such as ““AOOEN" or ‘““TNRSENO” or the
like, obviously not possible or extremely unusual in normal English text, must not result from
the substitution of the tentative identifications resulting from the analysis. The appearance
of several such extremely unusual or impossible sequences at once s1gmﬁes that.one or more of
the assumed values is incorrect,
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¢. Here are the results of substituting the nine values which have been deduced by the

reasoning based on a classification of the high-frequency letters into vowels and consonants

and the study of the members of the two groups:
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further values,

in an ever-widening circle, until all the identifications are firmly and finally established, and the

message is completely solved. In this case the decipherment is as follows:

Nad N NRKH N o NBM H2Z Dm A
A NKHM 2Z NR 02 UFH HD T O HD
NE A O OFR >PH W <5 OB DN

E B A AN PH MB HZ U OFH P>H
NE 6022 DA N A B XO MO BHZ HZX
AR IO HZ MO Jadfk O IO N NI O
B >PH HD R0 KO NH H=Z A W2 UK
Ng OUH <« A B2 B O A NE RO

d. No impossible sequences are brought to light, and, moreover, several long words, nearly

complete, stand out in the text. Note the following portions:

81. Completing the solution

is at once made throughout the cryptogram. This leads to the determination of

g
3
H
2
@«
it ]
m -
. ZE%.
O m = QMo < W MM A Nd NE NB Q0
< ° | TO UE >H BH AL RV RHZ AKX AMX
__% ‘e . .m R H2Z O R0 A >H DO d NRK
O o m > 2l TO A B NM < L A DM
] N B .m 2l na >H NM HZ A OB KW NKE K=
“ B B0 b .m £ El A W HZ BPH MA MA NMFM MO <
m £ o o o b @ 2l oM >H >H A BZ N O BHEZ <x
e E o mo .w. __.m 2 NE 5> HZ HD HD UEH QX HD O
I > - o 2.3 g S| OFR >H LM O3 <% < NM KO LO
M = CHE o o 3 © 2l m MO UKH MO NBE HD A ME OH
o - o e 4] p.m A NM OB BE RNEZ HZ MO B HZ BEX
a e N N .WPh Bl A R NK >H IO g bH NRK MO
N g £ o > 0 £ B __._m 2| Ok A > A EX D> Nad NEM HD %
@ o o e mB ' el MO B>H NM NE R NE 2 OFH Q@
ito fe= Ro< = ﬂ | WEH IR R O AKX N N A OF OF
< © = R ~rl O A A HD NMEM AKX AR S>H > <X
= « ~ o ol HD DM NP O MO NKH OO <! DM MO
~ -~ < m .
& -
g «
E ]
.m e
3
Tm
Py
p—y
g
iG]

The words are obviously OPERATIONS, NINE PRISONERS, and AFTERNOON. The value G, si
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Message: AS RESULT OF YESTERDAYS OPERATIONS BY FIRST DIVISION THREE
HUNDRED SEVENTY NINE PRISONERS CAPTURED INCLUDING SIXTEEN OFFICERS ONE
HUNDRED PRISONERS WERE EVACUATED THIS AFTERNOON REMAINDER LESS ONE HUNDRED
THIRTEEN WOUNDED ARE TO BE SENT BY TRUCK TO CHAMBERSBURG TONIGHT

b. The solution should, as a rule, not be considered complete until an attempt has been
made to discover all the elements underlying the general system and the specific key to a message.
In this case, there is no need to delve further into the general system, for it is merely one of
monoalphabetic substitution with a mixed cipher alphabet. It is necessary or advisable, how-
ever, to reconstruct the cipher alphabet because this may give clues that later may become
valuable.

¢. Cipher alphabets should, as a rule, be reconstructed by the cryptanalyst in the form of
enciphering alphabets because they will then usually be in the form in which the encipherer
used them. This is important for two reasons. First, if the sequence in the cipher component
gives evidence of system in its construction or if it yields clues pointing toward its derivation
from a keyword or a key-phrase, this may often corroborate the identifications already ‘made
and may lead directly to additional identifications. A word or two of explanation is advisable
here. For exa.mple, refer to the skeletonized enciphering alphabet given at the end of par. 295:

Plain_ __.._________ ABCDEFGHIJKLMNOPQRSTUVWXYZ
Cipher........... S yA v TH DGFI
' FG

Suppose the cryptanalyst, looking at the sequence DGFI or DFGI in the cipher component, sus-
pects the presence of a keyword-mixed alphabet. Then DFGI is certainly a more plausible
sequence than DGFI. Again, noting the sequence S . . «..V,...TH. . D, he might
have an idea that the keyword begins after the Z and tha.t the THis followed by AB or BC. This
would mean that either P, Q,=A, B, or B, C,. Assuming that P, Q,=A, B,, he refers to the fre-
quency distribution and ﬁnds that the assumptions P,=A, and Q,=B, are not good; on the other
hand, assuming that P, Q,=B, C,, the frequency distribution gives excellent corroboration.
A trial of these values would materially hasten solution because it is often the case in crypt-
analysis that if the value of a very low-frequency letter can be surely established it will yield
clues to other values very quickly. Thus, if Q, is definitely identified it almost invariably will
identify U,, and will give clues to the letter following the U, since it must be a vowel. In the
case under discussion the identification PQ,=BC, would have turned out to be correct. For the
foregoi.ng reason an attempt should always be made in the early stages of the analysis to deter-
mine, if possible, the basis of construction or derivation of the cipher alphabet; as a rule this
can be done only by means of the enciphering alphabet, and not the deciphering alphabet. For
example, the skeletonized deciphering alphabet corresponding to the enciphering alphabet
directly above is as follows:

Cipher........_.. ABC

DE
Plain...oo........ R

IJKLMNOPQRSTUVWIXYZ
U ' AN I E

Here no evidences of a keyword-mixed alphabet are seen at all. However, if the enciphering
alphabet has been examined and shows no evidences of systematic construction, the deciphering
alphabet should then be examined with this in view, because occasionally it is the deciphering
alphabet which shows the presence of a key or keying element, or which has been systematically
derived from aword or phrase, The second reason why it is important to try to discover the basis

P

e p———————
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of construction or derivation of the cipher alphabet is that it affords clues to the general type of
keywords or keying elements ernployed by the enemy. This is a psychological factor, of course,
and may be of assistance in subsequent studies of his traffic. It merely gives a clue to the general
type of thinking indulged in by certain of his cryptographers.

d. In the case of the foregoing solution, the complets enciphering alphabet is found to be as
follows:

Plain ABCDEFGHIJKLMNOPQRSTUVWXYZ
Cipher........... SUXYZLEAVNWORTHBCDFGIJKMP

Obviously, the letter Q, which is the only letter not a.ppearmg in the cryptogram, should follow
Pin the cipher component. Note now that the latter is based upon the keyword LEAVENWORTH,
and that this particular cipher alphabet has been composed by shifting the mixed sequence based
upon this keyword five intervals to the nght so that the key for the message is A,=S,. Note
also that the deciphering alphabet fails to give any evidence of keyword construction based upon
the word LEAVENWORTH.

Cipher...___.... ABCDEFGHIJKLMNOP ST
Plain.....___HPQRGSTOUVWFXJLY AN

e. If neither the enciphering or the deciphering alphabet exhibits characteristics which
give indication of derivation from a keyword by some form of mixing or disarrangement, the
latter is nevertheless not finally excluded as a possibility. The student is referred to Section IX
of Elementary Military Cryptography, wherein will be found methods for deriving mixed alphabets
by transposition methods applied to keyword-mixed alphabets. For the reconstruction of such
mixed alphabets the cryptanalyst must use ingenuity and a knowledge of the more common
methods of suppressing the appearance of keywords in the mixed alphabets.

82. General notes on the foregoing solution.—a. The example solved above is admittedly
a more or less artificial illustration of the steps in analysis, made so in order to demonstrate
general principles. It was easy to solve because the frequencies of the various cipher letters cor-
responded quite well with the normal or expected frequencies. However, all cryptograms of
the same monoalphabetical nature can be solved along the same general lines, after more or less
experimentation, depending upon the length of the cryptogram, the skill, and the experience of
the cryptanalyst.

b. It is no cause for discouragement if the student’s initial attempts to solve a cryptogram of
this type require much more time and effort than were apparently required in solving the fore-
going purely illustrative example. It isindeed rarely the case that every assumption made by the
cryptanalyst proves in the end to have been correct; more often is it the case that a good many
of his initial assumptions are incorrect, and that he loses much time in casting out the erroneous
ones, 'The speed and facility with which this elimination process is conducted is in many cases
all that distinguishes the expert from the novice.

¢. Nor will the student always find that the initial classification into vowels and consonants
can be accomplished as easily and quickly as was apparently the case in the illustrative exa.mple
The principles indicated are very general in their nature and applicability, and there are, in
addition, some other principles that may be brought to bear in case of difficulty., Of these, per-
haps the most useful are the followmg

(1) In normal English it is unusual to find two or three consonants in succession, each of h1gh
frequency If in a cryptogram a succession of three or four letters of high-frequency appear in
succession, it is practically certain that at least one of these represents a vowel.?

3 Sequences of seven consonants are not impossible, however, agin STRENGQTH THROUGH.

QR vaxyz
ZMANBIKCD
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(2) Successions of three vowels are rather unusual in English. Practically the only time
this happens is when a word ends in two vowels and the next word begins with a vowel.®

(3) When two letters already classified as vowel-equivalents are separated by & sequence of
six or more letters, it is either the case that one of the supposed vowel-equivalents is incorrect,
or else that one or more of the intermediate letters is a vowel-equivalent.*

(4) Reference to Table 7-B of Appendix 1 discloses the following:

Distribution of firet 18 digraphe forming £5 percent of English tex

Number of consonaat-consonant digraphs 4
Number of consonant-vowel digraphs. 6
Number of vowel-consonant digraphs. 8
Number of vowel-vowel digraphs 0
' Distribution of first 58 digraphs forming 50 percent of English texi
Number of consonant-consonant digraphs. 8
Number of consonant-vowel digraphs 23
Number of vowel-consonant digraphs ; 18
Number of vowel-vowel digraphs._____ 4

The latter tabulation shows that of the first 53 digraphs which form 50 percent of English text,
41 of them, that is, over 75 percent, are combinations of a vowel with a consonant. In short,
in normal English the vowels and the high-frequency consonants are in the long run dis-
tributed fairly evenly and regularly throughout the text.

(5) As a rule, repetitions of trigraphs in the cipher text are composed of high-frequency
letters forming high-frequency combinations. The latter practically always contain at least one
vowel; in fact, if reference is made to Table 10—A of Appendix 1, it will be noted that 36 of the 56
trigraphs having a frequency of 100 or more contain one vowel, 17 of them contain two vowels,
and only three of them contain no vowel. In the case of tetragraph repetitions, Table 11-A of
Appendix 1 shows that no tetragraph listed therein fails to contain at least one vowel; 28 of them
contain one vowel, 25 contain two vowels, and 2 contain three vowels.

(6) Quite frequently when two known vowel-equivalents are separated by six or more letters
none of which seems to be of sufficiently high frequency to represent one of the vowels AE I O,
the chances are good that the cipher-equivalent of the vowel U or Y is present.

(7) The letter Q is invariably followed by U; the letters J and V are invariably followed by a
vowel.

d. In the foregomg example the amount of experimentation or “cutting and fitting” was
practically nil. (This is not true of real cases as a rule.) Where such experimentation is neces-

4 Note that the word RADIOED, past tense of the verb RADIO, is coming into usage.

% A sequence of seven vowels is not impossible, however, as in THE W,

¢ Some cryptanalysts place a good deal of emphasis upon this principle as a method of locating the remaining
vowels after the first two or three have been located. They recommend that the latter be underlined throughout
the text and then all sequences of five or more letters showing no underlines be studied attentively. Certain
letters which ocour in several such sequences are sure to be vowels. An arithmetical aid in the study is as follows:
Take a letter thought to be a good posaibility as the cipher equivalent of a vowel (hereafter termed a possible
vowel-equivalent) and find the length of each interval from the possible vowel-equivalent to the next known (fairly
surely determined) vowel-equivalent. Multiply the interval by the number of times this interval is found. Add
the products and divide by the total number of intervals considered. This will give the mean interval for that
possible vowel-equivalent. Do the same for all the other possible vowel-equivalents. The one for which the
mean is the greatest is most probably a vowel-equivalent. Underline this letier throughout; the fext and repeat
the process for locating additional vowel-equivalents, if any remain fo be located. _

PRI I

e .
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sary, the underscoring of all repetitions of several letters is very essential, as it calls attention to
peculiarities of structure that often yield clues.

e. After a few basic assumptions of values have been made, if short words or skeletons of
words do not become manifest, it is necessary to make further assumptions for unidentified letters,
This is accomplished most often by assuming a word.” Now there are two places in every message
which lend themselves more readily to successful attack by the assumption of words than do
any other places—the very beginning and the very end of the message. The reason is quite
obvious, for although words may begin or end with almost any letter of the alphabet, they
usually begin and end with but a few very common digraphs and trigraphs. Very often the
association of letters in peculiar combinations will enable the student to note where one word
ends and the next begins, For example suppose, E, N, S, and T have been definitely identified,
and a sequence like the following is found in a cryptogram:

. «-. ENTSNE . .
Obviously the break between two words should fall either after the Sof ENTS or after the T
of ENT, so that two possibilities are offered: . . . ENTS/NE.. ., or...ENT/SNE
« « « Since in English there are very few words with the initial trigraph S N E, it is most
likely that the proper division is . . . ENTS/NE ... Obviously, when several word
divisions have been found, the solution is more readily aclneved because of tho greater ease with
which assumptions of a,ddltlona.l new values may be made.

83. The “probable word’’ method ; its value and applicability.—a. In practlcally all cryptan-
alytic studies, short-cuts can often be made by assuming the presence of certain words in the
message under study. Some writers attach so much value to this kind of an “attack from the
rear’”’ that they practically elevate it to the position of a method and call it the “intuitive method”
or the ‘“probable-word method.” It is, of course, merely a refinement of what in every-day
language is called “assuming” or “guessing” a word in the message. The value of making &
“good guess” can hardly be overestimated, and the cryptanalyst should never feel that he is
accomplishing a solution by an illegitimate subterfuge when he has made a fortunate guess
leading to solution. A correct assumption as to plain text will often save hours or days of labor,
and sometimes there is no alternative but to try to ‘“‘guess a word”, for occasionally a system is
encountered the solution of which is absolutely dependent upon this artifice.

b. The expression “‘good guess” is used advisedly. For it is “good” in two respects. First,
the cryptanalyst must use care in making his assumptions as to plain-text words. In this he
must be guided by extraneous circumstances leading to the assumption of probable words—not
just any words that come to his mind. Therefore he must use his imagination but he must
nevertheless carefully control it by the exercise of good judgment. Second, only if the “guess”
is correct and leads to solution, or at least puts him on the road to solution, is it & good guess.
But, while realizing the usefulness and the time and labor-saving features of a solution by assum-
ing a probable word, the cryptanalyst should exercise discretion in regard to how long he may
continue in his efforts with this method. Sometimes he may actually waste time by adhering
to the method too long, if straightforward, methodical analysis will yield results more quickly.

¢. Obviously, the “probable-word”” method has much more applicability when working
upon material the general nature of which is known, than when working upon more or less
isolated communications exchanged between correspondents concerning whom or whose activities

7 This process does not involve anything more mysterious than ordinary, logical reasoning; there is nothing
of the subnormal or supernormal about it. If cryptanalytic success seems to require processes akin to those of
medieval magio, if “hocus-pocus” is much to the fore, the student should begin to look for items that the claimant
of such success has carefully hidden from view, for the mystification of the uninitiated. (See Par. 33 in this
connection.)
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nothing is known. For in the latter case there is little or nothing that the imagination can seize
upon. as a background or basis for the assumptions.® _

d. Very frequently, the choice of probable words is aided or limited by the number and
positions of repeated letters. These repetitions may be patent—that is, externally visible in
the cryptographic text as it originally stands—or they may be lateni—that is, externally invisible
but susceptible of being made patent as a result of the analysis. For example, in & monoalpha-~
betic substitution cipher, such as that discussed in the preceding paragraph, the repeated letters
are directly exhibited in the cryptogram; later the student will encounter many cases in which
the repetitions are latent, but are made patent by the analytical process. When the repetitions
are patent, then the paitern or formula to which the repeated letters conform is of direct use
in assuming plain-text words; and when the text is in word-lengths, the pattern is obviously of
even greater assistance. Suppose the cryptanalyst is dealing with military text, in which case
he may expect such words as DIVISION, BATTALION, etc., to be present in the text. The
positions of the repeated letter I in DIVISION, of the reversible digraph AT, TA in BATTALION,
and so on, constitute for the experienced cryptanalyst tell-tale indications of the presence of
these words, even when the text is not divided up into its original word lengths.

e. The important aid that a study of word patterns can afford in cryptanalysis warrants the
use of definite terminology and the establishment of certain data having a bearing thereon. The
phenomenon herein under discussion, namely, that many words are of such construction as
regards the number and positions of repeated letters as to make them readily identifiable, will be
termed idiomorphism (from the Greek ‘‘idios’’ =one’s own, individual, peculiar-+‘“morphe’” =form).
Words which show this phenomenon will be termed idiomorphie. It will be useful to deal with
the idiomorphisms symbolically and systematically as described below.

J- When dealing with cryptograms in which the word lengths are determined or specifically
shown, it is convenient to indicate their lengths and their repeated letters in some easily recog-
nized manner or by formulas. This is exemplified, in the case of the word DIVISION, by the
formula ABCBDBEF'; in the case of the word BATTALION, by the formula ABCCBDEFG. If the
cryptanalyst, during the course of his studies, makes note of striking formulas he has encoun-
tered, with the words which fit them, after some time he will have assembled a quite valuable
body of data. And after more or less complete lists of such. formulas have been established in
some systematic arrangement, a rapid comparison of the idiomorphs in & specific cryptogram
with those in his lists will be feasible and will often lead to the assumption of the correct word.
Such lists can be arranged according to word length, as shown herewith:

3/aba : DID, EVE, EYE.
abb : ADD, ALL, ILL, OFF, ete.
. 4/abac : ARAB, AWAY, etc.
abca : AREA, BOMB, DEAD, efc.
abbc : . . .
-abcb : ., . .
etc.  ete.

8 General Givierge in his Cours de Cryplographie (p. 121) says: “However, expert eryptanalysts often
employ such details as are cited above [in connection with assuming the presence of ‘probable words’], and the
experience of the years 1914 to 1918, to cite only those, prove that in practice one often has at his disposal ele-
menta of this nature, permitting assumptions much more audacious than those which served for the analysis
of the Inst example. The reader would therefore be wrong in imagining that such fortuitous elements are
encountered only in eryptographic works where the author deciphers a document that he himself enciphered.
Cryptographic correspondence, if it is extensive, and if sufficiently numerous working data are at hand, often
furnishes elements so complete that an author would not dare use all of them in solving a problem for fear of
being accused of obvious exaggeration.”
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- g. When dealing with cryptographic text in which the lengths of the words are not indicated
or otherwise determinable, lists of the foregoing nature are not so useful as lists in which the
words (or parts of words) are arranged according to the intervals between identical letters, in the
following manner:
1 Interval

2 Intervals 3 Intervals

Repeated digraphs

~DiD- AbbAcy AbeyAnce COCOa
~EvE~ ArAbiA hAbitAble dERER
-EyE- AbiAtive lAborAtory ICICle
dIvIsion AboArd AbreAst ININg
revisIon -AcipA- AbroAd bAGgAGe
ete. ete. ' ‘ete. ete.

34, Solution of additional cryptograms produced by the same cipher component.—a. To
return, after a rather long digression, to the cryptogram solved in pars. 28-31, once the cipher
component of a cipher alphabet has been reconstructed, subsequent messages which have been
enciphered by means of the same cipher component may be solved very readily, and without
recourse to the principles of frequency, or application of the probable-word method. It has been
seen that the illustrative cryptogram treated in paragraphs 24-31 was enciphered by juxtaposing
the cipher component against the normal sequence so that A,=S,. It is obvious that the cipher
component may be set against the plain component at any one of 26 different points of coinci-
dence, each yielding a different cipher alphabet. “After a cipher component has been reconstructed,
however, it becomes a known sequence, and the method of converting the cipher letters into their
plain-component equivalents and then completing the plain-component sequence begun by
each equivalent can be applied to solve any cryptogram which has been enciphered by that
cipher component.

b. An example will serve to make the process clear. Suppose the following message, passing
between the same two stations as before, was intercepted shortly after the firat message had
been solved : :

IYEWK CERNW OFOSE LFOOH EAZXX

It is assumed that the same cipher component was used, but with a different key letter. First

the initial two groups are converted into their plain-component equivalents by setting the
cipher component against the normal sequence at any arbitrary point of coincidence. The
initial letter of the former may as well be set against A of the latter, with the following result:

Plain_....._. ABCDEFGHIJKLMNOPQRSTUVWXYZ
Cipher.......... LEAVNWORTHBCDFGIJKMPQSUXYZ

Cryptogram.... T YEWK CERNW ...
Equivalents.... PYBFR LBHEPF ., . .

The normal sequence initiated by each of these conversion equivalents is now completed, with
the results shown in Fig. 15. Note the plain-text generatrix, CLOSEYOURS, which manifests
itself without further analysis. The rest of the message may be read either by continuing the
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same process, or, what is even more simple, the key letter of the message may now be determined
quite readily and the message deciphered by its means.

IYEWKCERNUW

ZEFNQHEQ"JHU&WPN&NS<CHMWO"U
H<CHNMIPOIUOZEMNRUHIQEBOQW> N
N<HE<CHNAIOYVOZErNRGHIORBUOUOW
UQUWErNHdME<CHWIOYVOZEINRGWHIORT
WOZEIMRGUHIQEABEUQWEPNWKHEdCc-INX
CHIQEMAUQWIPNKMKMIA<SCINTOTOZRE
N<<ME<CHNTOVYVOZECrRUGCHIQEEHUOW
HMFADQUWPrNHKMNEdCHNTNOYVOZRCTRGLHT
QUWIPNHKHNIE<CHNTOYVOZENRGUHIQARE
CQwrbrN<KME<CARIAHOTUOZEBIOCORWHIOD

OXAEQKAGDE

¢. In order that the student may understand without question just what is involved in the
latter step, that is, discovering the key letter after the first two or three groups have been deci-
phered by the conversion-completion process, the foregoing example will be used. It was noted
that the first cipher group was finally deciphered as follows:

Cipher..___ IYEWK
Plain......._____ CLOSE
Now set the cipher component against the normal sequence so that C,=I,. Thus:
Plain............. ABCDEFGHIJKLMNOPQRSTUVWXYZ
Cipher_________. FGIJKMPQSUXYZLEAVNWORTHBCD

It is seen here that when C,=I, then A,=F,. This is the key for the entire message. The
decipherment may be completed by direct reference to the foregoing cipher alphabet. Thus:

Cipher.......cccoeeeees IYEWK CERNW OFOSE LFOOH EAZX
Plain CLOSE YOURS TATIO NATTW OPMX

Message: CLOSE YOUR STATION AT TWO PM

d. The student should make sure that he understands the fundamental principles involved in
this quick solution, for they are among the most important principles in eryptanalytics. How use-
ful they are will become clear as he progresses into more and more complex eryptanalytic studies.

X
X
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Secrion VII
MULTILITERAL SUBSTITUTION WITH SINGLE-EQUIVALENT CIPHER ALPHABETS
. Paragraph
Analysis of multiliteral, monoalphabetic substitution systems. 35
Historically interesting examples 36

85. Analysis of multiliteral, monoalphabetic substitution systems.—a. Substitution methods
in general may be classified into uniliteral and multiliteral systems.! In the former there is a
strict “‘one-to-one” correspondence between the length of the units of the plain and those of the
cipher text; that is, each letter of the plain text is replaced by a single character in the cipher text.
In the latter this correspondence is no longer 1,:1, but may be 1,:2,, where each letter of the plain
text is replaced by a combination of two characters in the cipher text; or 1,:3,, where a 3-character
combination in thé cipher text represents a single letter of the plain text, and so on. A cipher in
which the correspondence of the 1,:1, type is termed uniliteral in character; one in which it is of
the 1,:2, type, biliteral; 1,:3,, triliteral, and so on. Those beyond the 1;:1, type are classed to-
gether as multiliteral.

b. When a multiliteral system employs biliteral equivalents, the cipher alphabet is said to be
bipartite. Such alphabets are composed of a set of 25 or 26 combinations of a limited number of
characters taken in pairs. An example of such an alphabet is the following.

Plain .. A B C D E F G H I J K L M
Cipher_ ... W WH WI WT WE HW HH HI HT HT HE IW IH
Plain..___.__. . N 0 P Q R 8 T U V W X Y 2
Cipher_.. ... ITI IT IE TW TH TI TT TE EW EH EI ET EE
This alphabet is derived from the square shown in Fig. 15
2

W H I TE

W|{A|B|C|D|E

H{F|G|H[ K

MDI|L|M|N P

TIQ|R|S U

EjVv|IWiX Z

F1GURE 15,

¢. If a message is enciphered by means of the foregoing bipartite alphabet the cryptogram is
still monoalphabetic in character. A frequency distribution based upon pairs of letters will

1 See Sec. VII, Advanced Milstary Cryptography.
(69)
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obviously have all the characteristics of a simple, uniliteral distribution for a monoalphabetic
substitution cipher.

d. Ciphers of this type, as well as of those of the multiliteral (triliteral, quadraliteral, . . .)
type are readily detected externally by virtue of the fact that the cryptographic text is composed
of but a very limited number of different characters. They are handled in exactly the same man-
ner as are uniliteral, monoalphabetic substitution ciphers, So long as the same character, or
combination of characters, is always used to represent the same plain-text letter, and so long as a
given letter of the plain text is always represented by the same character or combination of
characters, the substitution is strictly monoalphabetic and can be handled in the simple manner
described under Par. 31 of this text.

¢. An interesting example in which the cipher equivalents are quinqueliteral groups and yet
the resulting cipher is strictly monoalphabetic in character is found in the cipher system invented
by Sir Francis Bacon over 300 years ago, Despite its antiquity the system possesses certain
features of merit which are well worth noting. Bacon? proposed the following cipher alphabet,
composed of permutations of two elements taken five at a time:?

A=aaaaa I-J=abaaa _ R=baaaa
B=aaaab K=abaab S=baaab
C=apaba L=ababa T=baaba
D=aaabb M=ababb U~-V=baabb
E=aabaa N=abbaa W=babaa
F=aabab O=abbab X=babab
G=aabba . P=abbba Y=babba
H=aabbb Q=abbbb Z=babbb

If this were all there were to Bacon’s invention it would be hardly worth bringing to a.ttentlon
But what he pointed out, with great clarity and s1mple examples, was how such an alphabet
might be used to convey a secret message by enfolding it in an innocent, external message which
might easily evade the strictest kind of censorship. As a very crude exa.mple, suppose that a
message is written in capital and lower case letters, any capital letter standing for an “a’ element
of the cipher alphabet, and any small letter, for a “b” element. Then the external sentence
"All is well with me today" can be made to contain the secret message "Help." ‘Thus:

ALl is WELlL WItH mE TodayY
aab bbb aaba aaba ba abbba

H B L P

Instead of employing such an obvious device as capital and small letters, suppose that an *“a”
element be indicated by a very slight shading, or a very slightly heavier stroke. Then a secret
message might easily be thus enfolded within an external message of exactly opposite meaning,
The number of possible variations of this basic scheme is very high. The fact that the characters

* For a true picture of this cipher, the explanation of which is often distorted beyond recognition even by cryp-
tographers, see Bacon’s own description of it as contained in his De Augmentis Scientiarum (The Advancement of
Learning), as translated by any first-class editor, such as Gilbert Watta (1640) or Ellis, Spedding, and Heath
(18587, 1870). The student is cautioned, however, not to accept as true any alleged ““decipherments” obfained
by the application of Bacon’s cipher to literary works of the 16th century. These readings are purely subjective.

. 8 In the 16th Century, the letters I and J were used interchangeably, as werealso Uand V. Bacon’s alphabet
was called by him a “biliteral alphabet” because it employs permutations of two letters. But from the cryptan-
alytic standpoint the significant point is that each plain-text letter is represented by a 5-character equivalent.
Hence, present terminology requires that this alphabet be referred to as a quingqueliteral alphabet,

Baaiie 4. i iy d . I _
T I TR Y A L R YT T PRy RS
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of the cryptographic text are hidden in some manner or other has, however, no eﬂ'ect. upon the
strict monoalphabeticity of the scheme.

36. Historically interesting examples.—a. Two examples of historical interest will be cited
in this connection as illustrations. During the campaign for the presidential election of 1876
many cipher messages were exchanged between the Tilden managers and their agents in several
states where the voting was hotly contested. Two years later the New York Tribune ¢ exposed
many irregularities in the campaign by publishing the decipherments of many of these messages.
These decipherments were achieved by two investigators employed by the Tribune, and the
plain text of the messages seems to show that ﬂlega.l attempts and measures to carry the election
for Tilden were made by his managers. Here is one of the messages:

JACKSONVILLE Nov. 16 (1876).
GEO. F. RANEY Tallahasses.

Ppyyemnsnyyyplmashnsyyssitepaaenshns
pensshnsmnnpiyysnppyeaapieissyeshainsssp
eeiyyshnynsssyepiaanyitnsshyyspyyprpinsyy
ssitemeipimmeisseiyyeissitelepyypeoeiaass
imaayespnsyyianssseissmmppnspinssnpinsin
J.myyltemyysspeyymmnsyyss1tspyypeepppma_.
aayypiit _ : '
L’Engle goes up tomorrow. .

DANIEL.

Examination of the message discloses that only ten different letters are used. Itis proba.ble,
therefore, that what one has here is a cipher which. employs a bipartite alphabet and in which
combinations of two letters represent single letters of the plain text. The message is therefore
rewritten in pairs and substitution of arbitrary letters for the pairs is made, as seen below:

PP YY EM NS NY YY PI MA SH NS YY SS eto.
A B C D E B F G H D B I oetc.

A triliteral frequency distribution is then made and analysis of the message along the lines
illustrated in the preceding section of this text yields solution, as follows:

JACESONVILLE, Nov. 16.
Geo. F. Raney, Tallahassee:

Have Marble and Coyle telegraph for mﬂuentm.l men from Delawa.re and Virginia. Indi-
cations of weakening here. Press advantage and watch Board. L’l'hgle goes up tomorrow.

DANIEL.
b. The other example, using numbers, is as follows: '
JACKSONVILLE, Nov. 17.
S. PASCO and E. M. L’ENGLE: _
84 55 84 25 93 34 82 31 31 75 93 82 77 33 55 42
93 20 93 66 77 66 33 B84 66 3l 31 93 20 8 33 66
52 48 44 55 42 82 48 89 42 93 31 82 66 75 31 93
DANIEL.
¢ New York Tribune, Extra No. 44, The Cipher Dispaiches, New York, 1879.
148274—38——§
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There were, of course, several messages of like nature, and examination disclosed that
only 26 different numbers in all were used. Solution of these ciphers followed very easily, the
decipherment of the one given above being as follows:

S. Pasco and E. M. I’ENGLE:

JACKSONVILLE, Nov. 17.

Cocke will be ignored, Eagan called in. Authority reliable.

DanNIEL.

¢. The Tribune experts gave the following alphabets as the result of their decipherments:

AA=0 EN=Y IT=D NS=E PP=H SS=N
AI=U EP=C MA=B NY=M SH=L YE=F
EI=I IA=K MM=G PE=T SN=P YI=X
EM=V IM=S NN=J PI=R SP=W YV=A
20=D 33=N 44=H 62=X 7T7=G 89=Y
25=K 34=W 48=T 66=A 82=I 93=E
21=S 39%=P ©52=U €8=F 84=C 96=M
3l=. 42=R b55=0 75=B §87=V 99=J

They did not attempt to correlate these alphabets, or at least they say nothing about a possible
relationship. The present author has, however, reconstructed the rectangle upon which these
alphabets are based, and it is given below (fig. 16). '

2d Letter or Number
H I 'S P.A Y M E N T
-1 2 3 4 5 6 7 8 9 0
H1
I2 K s D
Llss Ll IN|w P
k v L .
§P4 R T
Z
5 A5 0
gYG A F
3 |M7 B G
®
- |E 8 I c
N9 E M
TO
Fiaunz 18,

It is amusing to note that the conspirators selected as their key a phrase quite in keeping with
their attempted illegalities—HIS PAYMENT—for bribery seems to have played a considerable
part in that campaign. The blank squares in the diagram probably contained. proper names,

numbers, ete.
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SecTion VIII
MULTILITERAL SUBSTITUTION WITH MULTIPLE-EQUIVALENT CIPHER
ALPHABETS
. ) . o : . l’nnmph
Purpose of providing multiple-equiva.lent cipher alphabets. _ : ' 87
Solution of a simple example ' S . 88
Solution of more comphcated example.. _ _ : 39
A subterfuge to prevent deeomposition of cipher text mto oomponent umtu ' ; - 40

87. Purpose.of providing mnltlple-eqmva.lent cipher alphabets.—a. It has been seen t.hat
the characteristic frequencies of letters composing normal plain text, the associations they.form
in combining to form words, and the peculiarities certain of them manifest in such text all afford
direct clues by means of which ordinary monoalphabetic substitution encipherments of such
plain text may be more or less. speedlly solved. This has led to the .introduction of simple
methods for disguising or suppressing the manifestations of monoalphabeticity, so far as poaslble
Basically these methods are multiliteral and they will now be presented.

b. Multiliteral substitution may be of two types: (1) That wherein each letter of the plain
text is represented by one and only one multilitersl equivalent. For example, in the Francis
Bacon cipher described in Par. 35¢, the letter K, is invariably represented by the permutation
abaab. For this reason this type of system may be more completely described as monoalpha-
betic, multiliteral substitution with single-equivalent cipher alphabets.

(2) That wherein, because of the large number of equivalents made available by the com-
binations and permutations of a limited number of elements, each letter of the plain text may be
represented by several multiliteral equivalents which may be selected at ra,ndom For example,
if 3-letter combinations are employed there are available 26 or 17 576 equivalents for the 26
letters of the plain text; they may be assigned in equal numbers of different equivalents for the
26 letters, in which case each letter would be representable by 676 different 3-letter equivalents’
or they may be assigned on some other basis, for exemple, proportionately to the relative
frequencies of plain-text letters, For this reason this type of system may be more completely
described as monoalphabetic, multiliteral substitution with muliiple-equivalent cipher alphabets.
Some authors term such. a system ‘‘simple substitution with multiple equivalents”; others term
it nwnoalphabetw substitution with varianis. For the sake of brevity, the latter designa.tion will
be employed in this text.

¢.. The primary object of monoalphabetic substitution with vn.na.nts is, as has been men-
tioned above, to provide several values which may be employed at random in a simple substitution
of cipher equivalents for the plain-text letters, In this connection, reference is made to Section
X of Elementary ‘Military Cryplography, wherein several of the most common methods for
producing and using variants are set forth.

d. A word or two concerning the underlying theory from the crypta.nn.lytxc point of view of
monoalphabetic substitution with variants, may not be amiss. Whereas in simple or single-
equivalent, monoalphabetic substitution it is seen that—

(1) The same letter of the plain text is invariably represented by but one and a.lways the
same character of the cryptogram, and

(63)
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(2) The same character of the cryptogram invariably represents one and always the same
letter of the plain text;

In multiliteral substitution with multiple equivalents (monoalphabetic substitution with
variants) it is seen that—

(1) The same letter of the plain text may be represented by one or more different characters
of the cryptogram, but

(2) Thesame character of the cryptogram nevertheless invariably represents one and always
the same letter of the plain text.
. 88, Solution of a simple example.—a. The following cryptogram has been enclphered bya
set of four alphabets similar to the following:

A B CDETFGHIJK LM 0

08 09 10 11 12 13 14 15 16 17 18 19 20 21 22 4 1 5 .06 07
35 36 37 38 39 40 41 42 43 44 45 46 47 48 49 6 8 2 4
68 69 70 71 72 73 T4 7T5 51 52 53 54 55 56 57 58 59 60 61 62 63 64 65 66 67
87 88 89 90 91 92 93 94 95 96.97 98 99 00 76 77 78 79 80 81 82 83 84 85 86

The keyword here is TRIPL. In enciphering a message the. eqmva.lents are to be selected at
random from among the four variants for each letter. The steps in solving & message produeed
by such a scheme will now be scrutinized. .

o
~
]
c
<
»
a8l
N

N P
2 2

g i
moz

ol
N O

3 2 03
0 9 30

NN
NO
(L=
N o
L7 N

Cnn'roenm

68321 09022 48057 65111 88648 42036 45235 09144 05764 22684
00225 57003 97357 14074 82524 40768 51058 93074 92188 47264 -
09328 04255 06186 79882 85144 45886 32574 55136 56019 45722 -
76844 68350 45219 71649 90528 65106 11886 44044 89669 T0553
18491 06985 48579 33684 50957 70612 09795 29148 56109 08546
62062 65509 32800 32568 97216 44282 34031 84989 68564 53789
12530 77401 68494 38544 11368 87616 56905 20710 58864 67472
. 22490 09136 62851 24551 35180 14230 50886 44084 06231 12876
05579 58980 29503 99713 32720 36433 82689 04516 52263 21175
06445 72255 68951 86957 76095 6'7‘215 53049 08567 9730

b. Assummg that the foregomg remarks had not been ma.de and that the cryptogra.m has
just been submitted for solution with no information concerning it, the first step is to make a
preliminary etudy ‘to ‘determine whether the cryptogram involves cipher or code. - The erypto-
gram appears in 5-figure groups, which may indicate either cipher or code. A few remarks will
be made at this point with reference to the method of determining whether a cryptogram com-
posed of figure groups is in code or cipher, using the foregoing example,

e In the first place, if the cryptogram contains an even number of digits, as  for example
494 in the foregoing message, this leaves open the possibility that it may be cipher, composed of
247 pairs of digits; were the number of digits an exact odd multiple of five, such as 125, 135, etc.,
the possibility that the cryptogram isin code of the 5-figure group type must be considered. Next,
a prehmmm-y study is made to see if there are many repetitions, and what their cha.ractenstlcs

. !The letter corresponding to the lowest number in each line of the diagram showing the cipher alphabete
inekeyletter Thus, in the 1st line 01=T; in the 2d line 26=R; ete. )

5

S ekl i
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are, If the eryptogram is code of the 5-figure group type, then such repetitions as appear should
generally be in whole groups of five digits, and they should be visible in the text just as the mes-
sage stands, unless the code message has undergone encipherment also. If the cryptogram is in
cipher, then the repetitions should extend beyond the 5-digit groupmgs if they conform to any
definite groupings at all they should for the most part contain even numbers of digits since each
letter is probably represented by a pair of digits. If no clues of the foregoing natureare present,
doubts will be dissolved by making a detailed study of frequencies.

d. A simple 4-part frequency distribution is therefore decided. upon. Shall the alphabet be
assumed to be a 25- or a 26-character one? If the.former, then the 2-digit pairs from 01 to 00
fall into exactly four groups each corresponding to an alphabet. Since this is the most common
scheme of drawing up such alphabets, let it be assumed to be true of the present case. The
following distributions result from the breaking up of the text into 2-digit pairs.

01—/// C20—/)) * 51— 76— /
02— 27— 52— 77—/
03—//// - 28— 53—/f/ 78—
04—/ 20—/ - 54— 79—/
05—IN 30—/{/ 55—/l 80—///
06—/ / 31— - 56—M 81—
07—/// 32— | - - 8T—MM | 82—///l.
08— 33— - B8—f 83—/
09—//// 34— 59— 84— |
10—//// 36—/ 60— 85— /
11— 36— 61— 86—///
12—/// 37—/ 62—// 87—
13—/ 38— 63— 88—///|
14—/ 39—/ 64— / 89—/
15—/ 40—/// 65— 90—/ /
16—/// 41— 66—/ Nn—//
17— a2—//// 67—// 92—/
18—/ 43—/ 68— // 93—/
19— 44— | - 89—// 94—/
20—/ 45— | 70—/ 95—///
21—/ 46—/f/ 71—/ 96—
22— 47— 72—//// 97— /
23—// 48—/// 73— 98—/
24— 49— 74—/l 99—
25—/ 50— 75—/ 00—//

e. If the student will bring to bear upon this problem the principles he learned in Section V
of this text, he will soon realize that what he now has before him are four, simple, monoalpha-
betic frequency distributions similar to those involved in & monoalphabetic substitution cipher
using standard cipher alphabets. The realization of this fact immediately provides the clue to
the next step: “fitting each of the distributions to the normal.” (See Par. 17b). This can be
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done without difficulty in this case (remembering that a 25-letter alphabet is involved and
assuming that I and J are the same letter) and the following alphabets result:

01—I-J 26—U 51—N 76—E
02—K 27—V 52—0 77—F
03—L 28—W 53—P 78—G
04—M 20—X 54—Q 79—H
05—N 30—Y 55—R 80—I-J
06—0  31—2Z 56—S 81—K
07—P 32—A 57—T 82—1L
08—Q 33—B 58—U 83—M
09—R 34—C 59—V 84—N
10—S 35—D 60—W 85—0
11—T 36—E 61—X  86—P
12—U 37—F 62—Y  87—Q
13—V . 38—G 63—2Z 88—R
14—W 39—H 64—A 89—S
15—X 40—I-J 65—B 90—T
16—Y 41—K 66—C 91—U
17—Z  42—L 67—D 92—V
18—A 43—M 68—E 93—W
19—B  44—N 69—F 94—X
20—C 45—0 70—G 95—Y
21—D 46—FP 71—H  96—Z
22—E 47—Q 72—I-J 97—A
23—F 48R 73—K 98—B
24—G 49—S 74—1L 99—C
25—H 50—T 75—M - 00—D

f. The keyword is seen to be JUNE and the first few groups of the éryptogra-m decipher as
follows: ' " ' '

68 32 10 90 22 48 05 76 51 11 88 64 84 20 36 45 23
E A S T E R N E N T R A N C E 0 F

g. From the detailed procedure given above, the student should be able to draw his own .

conclusions as to the procedure to be followed in solving eryptograms produced by methods
which are more or less simple variations of that just discussed. In this connection he is referred
to Section X of Elementary Military Cryptography, wherein a few of these variations are mentioned.

h. Possibly the most important of the variations is that in which a rectangle such as that
ghown in Fig. 17 is employed.

'1|2)13|4|5|6|7|8|9|0

1, 4, 7

A
2,5, 8| K|L|IM|{N|O|P|Q|R|S|T
U

3,6, 9

TRy
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In the solution of cases of this kind, repetitions would play their usual role, with the modifications
noted below in Par. 39. Once an entering wedge has been forced, through the identification
of one or more repeated words such as BATTALION, DIVISION, etc., the entire enciphering
rectangle would soon be reconstructed. It may be added that the frequency distribution for
the text of a single long message or several short ones enciphered by such a system would show
characteristic phenomena, the most important of which are, first, that the distribution for a
rectangle such as shown in Fig. 17 would practically follow the normal and, second, that the
distribution for the 2d digit of pairs would show more marked crests and troughs than the
distribution for the 1st digit. For example, the initial digits 1, 4, and 7 (for the numbers 10-19,
4049, and 70-79, inclusive) would apply to the distribution for the letters A to J, inclusive; the
initial -digits 2, 5, and 8 would apply to the distribution for the letters K to T, inclusive. The
total weighted frequency values for these two groups of letters are about equal. Therefore,
the frequencies of the initial digits 1, 2, 4, 5, 7, and 8 would be approximately equal. But
consider the final digit 5 in the numbers 15, 45, 75, 25, 55, and 85; its total frequency is com-
posed of the frequency of E, plus the frequency of 0,; whereas in the case of the final digit 6,
its total frequency is composed of the frequency of F, plus the frequency of Q,. The two cases
would show a marked difference in frequency. Of course, the letters may be inserted within

the enciphering rectangle in a keyword-mixed or even in a random order; the numbers may be -

applied to the rectangle in a random order. But these variations, while increasing the difficulty
in solution, by no means make the latter as great as may be thought by the novice.

39. Solution of a more complicated example.—a. As soon as a beginner in cryptography
realizes the consequences of the fact that letters are used with greatly varying frequencies
in normsal plain text, a brilliant idea very speedily comes to him. Why not disguise the
natural frequencies of letters by a system of substitution using .many equivalents, and let
the numbers of equivalents assigned to the various letters be more or less in direct proportion
to the normal frequencies of the letters? Let E, for example, have 13 or more equivalents; T, 10;
N, 9; etc., and thus (he thinks) the enemy cryptanalyst can have nothing in the way of tell-tale
or chara.ctenstlc frequencies to use as an entemlg wedge.

b. If the text available for study is sniall in amount and if the variant values are wholly
independent of one another, the problem can become exceedingly difficult. But in practical
military communications such methods are rarely encountered, decause the volume of text is usually
great enough to permit of the establishment of equivalent values. To illustrate what is meant,
suppose a set of cryptograms produced by the monoalphabetic-variant method described above
shows the following two sets of groupings in the text:

Set A Ser B
12—37702—79—68—1 3-03-37-77 71-1202-51-23-05-77
82-69-03-79-13-68-23-37-35 11-82-51-02-03-05-35
82-69-51-16—-13-13-78-05-35 11-91-02-02-23-37-35
91-05-02-01-68—42-78-37-77 97-12-51-03-78-69-77

An examination of these groupings would lead to the following tentative conclusions with regard
to probable equivalents:

12, 82, 91 01, 16, 79 03, 23, 78

05, 37, 69 13, 42, 68 35,and 77
02, and 51

The establishment of these equivalencies would sooner or later lead to the finding of additional
sets of equal values. The completeness with which this can be accomplished will determine
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the ease or difficulty of solution. Of course, if many equivalencies can be established the
problem can then be reduced practically to monoalphabetic terms and a speedy solution can
be attained.

¢. Theoretically, the determmatlon of equivalencies may seem to be qmte an easy matter,
but practically it may be very difficult, because the cryptanalyst can never be cerfain that a
combination showing what may appear to be a variant value is really such, and is not a different
word. For example, take the groups—— .

17-82-31-82-14-63, and
27-82-40-82-14-63

Here one might suspect that 17 and 27 represent the same letter, 31 and 40 another letter. But
it happens that one group represents the word MANAGE, the other DAMAGE.

-d. When reversible combinations are used as variants, the problem is perhaps a bit more
simple. For example, using the accompanying Fig. 18 for encipherment, two messa.ges with
the same initial words, REFERENCE YOUR, may be enciphered as follows:

K,z QV BH MR D,L

ws| N | H|A| o] E
F,X| D T | F | P
GJ| Q B U I v
C,N| G | X | R | C s
PT| Z | L | Y| W|K

FiGURE 18, |

R E F E R E N C E Y 0 U 'R
() NHWDR XLSHC DWWZN RSLHP SRBJC H
2) ‘CHDWR XSLHN DWZWN RLSHP RWJBN H
The experienced cryptanalyst, noting the appearance of the very first few groups, assumes that
he is here confronted with a case involving biliteral reversible equivalents, with variants.

e. The probable-word method of solution may be used, but with a slight variation intro-
duced by virtue of the fact that, regardless of the system, letfers of low frequency in plain text
remain infrequent. Hence, suppose a word containing low-frequency letters, but in itself a
rather common word strikingly idiomorphic in character is sought as a “probable word”; for
example, words such as CAVALRY, ATTACK, and PREPARE. Writing such a word on a slip of
paper, it is slid one interval at a time under the text, which has been marked so that the high
and low-frequency characters are indicated. Each coincidence of a low-frequency letter of the
text with a low-frequency letter of the assumed word is examined carefully to see whether the
adjacent text letters correspond in frequency with the other letters of the assumed word; or, if
the latter presents repetitions, whether there are correspondences between repetitions in the
text and those in the word. Many trials are necessary but this method will produce results
when the difficulties are otherwise too much for the.cryptanalyst to overcome.

40. A subterfuge to prevent decomposition of cipher text.into component units.—a. A few
words should be added with regard to certain subterfuges which are sometimes encountered in
monoalphabetic substitution with variants, and which, if not recognized in time, cause con-
siderable delays. These have to deal with the insertion of nulls so as to prevent the cryptanalyst
from breaking up the text into its real ¢ryptographic units, The student should take careful
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note of the last phrase; the mere insertion of symbols having the same characteristics as the

‘symbols of the cryptographic text, except that they have no meaning, is not what is meant.

This class of nulls rarely achieves the purpose for which they are intended. What is really meant
can best be explained in connection with an example. Suppose that a 5 x 5 checkerboard design
with the row and column indicators shown in Fig. 19 is adopted for encipherment. Normally,
the cipher units would consist of 2-letter combinations of the indicators, invariably giving the
row indicator first (by agreement). '

VGIUWD
AHP SN
. T 0.E B N
'F URLGC
V,AT,FIA|BIC|D|E
GHOU|F|G|HI|I-JK
I,P,E,R|L|M|[N|oO]P
W,S,B,L|Q[R|Ss|T|U
_D,M,N,C Viw|{x|Y|Z
.!'HUIII..

The phra.se COMMANDER OF' SPECIAL TROOPS might be enciphered thus
¢c o0 M M A N'D E R 0. F ...
VI EB PH Iu FT IE AB TM WO PW GT ...
These would normally then be arranged in 5-letter groups, thus: '
VIEBP HIUFT IEABT MWOPW GT.

b. Tt will be noted, however, that only 20 of the 26 letters of the alphabet have been employed
as row and column mdlcators, leaving J, K, Q, X, Y, and Z unused. Now,suppose these five letters
are used as nulls, not in pairs, buf as mdmdmd lcmrs inserted at random just before the real text is
arranged in 5-letter groups. Occasionally, a pair of nulls is inserted. Thus, for example:

VIEXB PHKIU FJXTI EAJBT MWOQP WGKTY

The cryptana.lyst after some study, suspectmg a biliteral elpher, proceeds to break up the text
into pairs:
‘.VIEXBPHKIUFJXTIEAJBTMWOQPWGKTY

Compare this set of 2-letter combinations with the correct set. Only 4 of the 15 pairs are “proper’ '
units. It is easy to see that without a knowledge of the eristence of the nulls, and even with a
knowledge, if he does not know. which letters are nulls, the cryptanalyst would be confronted with
a problem for the solution of which a fairly large amount of text might be necessary. The
careful employment of the variants also very materially adds to the security of the method be-
cause repetitions can be rather effectively suppressed.

¢. From the eryptographic standpoint, the fact that in this system the cryptographic text
is more than twice as long as the plain text constitutes a serious disadvantage. From the
cryptanalytic standpoint, the masking of the cipher units constitutes the most important source
of strength of the system; this, coupled with the use of variants, makes it a bit more difficult
system to solve, despite its monoalphabeticity.
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41. Monographic and polygraphic substitution systems,—a. The student is now referred
to Sections VII and VIII of Advanced Military Gryptography, wherein polygraphic systems of
substitution are discussed from the cryptogra.phm point of view. These will now be discussed
from the cryptanalytic point of view.

b. Although the essential differences between polyliteral and polyg'raphlc substitution are
treated with some detail in Section VII of Advanced Mdztary Oryptography, a few additional
words on the sub]ect may not be amisa at this point.

¢. The two primary divisions of substitution systems mto (1) uniliteral and multiliteral
methods and into (2) monographic and polygraphic methods are both based upon considerations
as to the number of elements constituting the plain-text and the equivalent cipher-text units. . In
uniliteral as well as in monographic substitution, each, plain-text unit consists of a single element
and each cipher-text unit. consists of & single element. The two terms uniliteral and mono-
graphic are therefore identical in significance, as deﬁned cryptographically. "It is when the
terms multiliteral and polygraphic are examined that-an essential difference is-seen.- In multi-
literal substitution the plain-text unit always consists of a single element (one letter) and the
cipher-text unit consists of a group of two or more elements; when biliteral, it is a pair of elements,
when triliteral, it is a set of three elements, and so on. In what will herein be desighated as
true or complete polygraphic substitution the plam-text unit consists of two or more elements
forming an indivisible compound; the cipher-text unit usua.lly consists of & correspondmg number
of elements.! When the number of elements comprising the pla.m-t.ext units is fixed and always
two, the system is d'agraphw, when it is three, the system is trigraphic; when it is four, fetra-
graphic; and so on.? It is important to note that in frue or complete polygraphic substitution
the elements combine to form indivisible compounds having properties different from those of
either of the constituent letters. For example, in uniliteral substitution AB, may yield XY, and
AC, may yleld XZ,; but in true digraphic substitution AB, may yield XY, and AC, may yield QN..
A difference in identify of one letter affects the whole result.® ‘An analogy is found in chemistry,
when' two ‘elements combine to form a molecule, the latter usually having properties quite
different from those of elther of the constituent elements. For example: sodium, a metal, a.nd

1 The qualifymg adverb “usually” is employed hecause this correspondence is not essential. For example,
if one should draw up a set of 676 arbitrary single signs, it would be possible to represent the 2-letter pairs from
AA to ZZ by single symbols. This would still be a digraphic system.

" 3'In this sense a code system is merely a polygraphic substitution system in which the number of elements
eonstituting the plain-text units is variable. .
. % Far this reason the two letters are marked by a ligature, that is, by a bar across their tops.
. o (70) .
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chlorine, & gas, combine to form sodium chloride, common table salt. Furthermore, sodium and
fluorine, also a gas similar in many respects to chlorine, combine to form sodium fluoride, which
js much different from table salt. Partial and pseudo-polygraphic substltutlon will be treated
under subparagraphs d and e below.

d. Another way of looking at polygraphic substitution is to rega.rd the elements oompnsmg
the plain-text units as being enciphered individually and polyalphabetically by a fairly large
number of separate alphabets. . For example, in a digraphic system in which 676 pairs of plain-
text letters are representable by 676 cipher-text pairs assigned at random, this is equivalent to
having a set of 26 different alphabets for enciphering one member of the pairs, and another set
of 26 different alphabets for enciphering the other member of the pairs. According to this
viewpoint the different alphabets are brought into play by the particular combination of letters
forming each plain-text pair. This is, of course, quite different from systems wherein the various
alphabets are brought into play by more definite rules; it is perhaps-this very absence of definite
rules guiding the selection of alphabets which constitutes the cryptographic strength of this type
-of polygraphic system.

6. When regarded in the light of the preceding remarks, certain systems which at first gla.nce
seem to be polygraphic, in that groupings of plain-text letters are treated as units, on closer
inspection are seen to be only partially polygraphic, or pseudo-polygraphic in character. For

“example, in a system in which encipherment is by pairs and yet one of the letters in each pair is

enciphered monoalphabetically, the other letter, polyalphabetically, the method is only psuedo-
polygraphic. Cases of this type are shown in Section VII of Advanced Military Oryptography.
Again, in a system in which encipherment is by pairs and the encipherments of the left-hand
and right-hand members of the pairs show group relationships, this is not pseudo-polygraphic
but only partially polygraphic. Cases of this type are also shown in the text referred to above.

f. The fundamental purpose of polygra,phlc substitution i3 again the suppression of the
frequency characteristics of plain text, just as is the case in monoalpha.betw substitution with
variants; but here this is accomplished by a different method, the latter arising from a somewhat
diﬁerent. approach to the problem involved in producing cryptographic security. When the sub-
stitution involves replacement of single letters in a monoalphabetic system, the cryptogram can
be solved rather readily. Basically the reason for this is that the principles of frequency and the
laws of probability, applied to individual units of the text (single letters), have a very good

-opportunity to manifest themselves. A given volume of text of say » plain-text letters, enciphered

purely monoalphabetically, affords n cipher characters, and the same number of cipher units.
The same volume of text, enciphered digraphically, still affords » cipher characters but only
%’ cipher units. Statistically speaking, the sample within which the laws of probability now apply
has been cut in half. Furthermore, from the point of view of frequency, the very noticeable
diversity in the frequencies of individual Ietters, leading to the marked crests and troughs of
the uniliteral frequency distribution, is no longer so strikingly in evidence in the frequencies of
digraphs. Therefore, although true digraphic encipherment, for example, cuts the cryptographic
textual units in half, the difficulty of solution is not doubled, but, if a matter of judgment arising
from practical experience can be expressed or approximated mathema.tica.lly, squared or cubed.

g. Sections VII and VIII of Advanced Military Cryptography show various methods for the
derivation of polygraphic equivalents and for handling these equivalents in cryptogmphmg and
decryptographing messages. The most practlcable of those methods are digraphic in character
and for this reason their solution will be treated in a somewhat more detailed manner than will
trigraphic methods. The latter can be passed over with the simple statement that their analysis
requires much text to permit of solution by the frequency method, and hard labor. Fortunately,
they are infrequently encountered because they are difficilt to manipulate without extensive
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tables.t If the latter are required they must be compiled in the form of a book or pamphlet. If
one is willing to go that far, one might as well include in such-document more or less extensive lists
of words and phrases, in which case the system falls under the category of code and not cipher.

42, Tests for identifying digraphic substitution.—a. The tests which are applied to deter-
‘mine whether a given eryptogram is digraphic in character are usually rather simple. . If there
are many repetitions in the cryptogram and yet the umhteral-freqilency distribution gives no
clear-cut indications of monoalphabeticity; if most of the repetitions contain an. even number
of letters; and if the cryptogram contams an even number of letters it may be assumed to be
digraphic in nature.

~ b. Thestudent should first try to determine whether t.he substltutlon is completely dlgra.phlo,
or only partially digraphic, or paeudo—dlgra.phlc in character. 'As mentioned above, there are
cases in which, although the substitution is effected by taking pairs of letters, one of the members
of the pairs is enciphered monoelphabetlca,]ly, the other member, polya.lphabetlca.lly A dis-
tribution based upon the letters in the odd positions and one based upon those in the even
positions should be made. If one of these is clearly monoalphabetic, then this is evidence that the
message represents a case of pseudo-digraphism of the type here described. By attacking the
‘monoalphabetic portion of the messages, solution can soon be reached by slight variation of the
usual method, the polyalphabetic portion being solved by the aid of the context and considera-
tions based upon the probable nature of the substitution chart. (See Tables 2, 3, and 4 of
Advanced Mdmwy Cryplography.) It will be noted that the charts referred to show definite
symmetry.in their construction.

¢ On the other hand, if the foregomg steps prove fruitless, it may be assumed that the
cryptogram is completely digraphic in character.

d. Just as certain statistical tests may be applied to a cryptogmm to establish its mono-
alphabet.mty, 80 also may a statistical test be applied to a cryptogram for the purpose of estab-
hshmg its digraphicity. The na.ture of this test and its method of apphcauon will be discussed
in a subsequent text.

43. General procedure in the analysis of d;gn.plnc substitution ciphers —a. The analysis of
cryptograms which have been produced by digraphic substitution is accomplished largely by
the application of the simple principles of frequency of digraphs, with the additional aid of such
special circumstances as may be known to or suspected by the cryptanalyst. The latter refer
to peculiarities which may be the result of the particular method employed in obtaining the
-equivalents of the plain-text digraphs in the cryptographing process. In general, however,
only if there is sufficient text to dlsclose the normal phenomena of repetition will solution be
feasible or possible.

b. However, when & digraphic system is employed in regular service, there is little doubt
but that traffic will rapidly accumulate to an amount more than sufficient to permit of solution
by simple principles of frequency. Sometimes only two or three long messages, or a half dozen
of average length are sufficient. For with the identification of only & few cipher digraphs,
larger portions of messages may be read because the skeletons of words formed from the few
high-frequency digraphs very definitely limit the values that can be inserted for the intervening
unidentified digraphs. For example, suppose that the plain-text digraphs TH, ER, IN, IS, OF,
NT, and TO have been identified by frequency conmderatlons, corroborated by a tentatively
identified long repetition; and suppose also tha.t the enemy is known to be using a quadricular

¢ A patent has been granted upon & rather ingenious maehine for automatically accomplxshing true poly-
graphie substitution, but it has not been placed upon the market. See U. 8. Patent No. 1845947 1ssued in 1932
‘to Weisner and Hill. In U. 8. Patent No. 1515680 fssued to Henkels in 1924, there is deecnbed a mechanism
‘which alep produces polygraphic substitution.

e humwb b
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table of 676 cells containing digraphs showing reciprocal equivalence between plain and cipher-
toxt dxgraphs Suppose the message begins as follows- (in whleh the assumed values have been
mserted)

'XQ VO ZI LK. AP OL ZX PV QN IK _OL _UK AI._. HN LK VL
FO TH 1IN NT RE .NT NO IN

BN 0Z KU DY EL LE YW
"SI ON TO

The words FOURTH INFANTRY REGIMENT are readily reoogmzed The reolprocal pairs EL.
and LE, suggest ATTACK. The beginning of the message is now completely disclosed: FOURTH
INFANTRY REGIMENT NOT YET IN POSITION TO ATTACK. The values more or less automati-
cally determined are VO=UR,, AL,=TY,, HN,=ET,, VL,=P0,, 0Z,=TI,, YW,=CK,. .

¢. Once a good start has been made and a few words have been solved, subsequent work
is quite simple and straightforward. A knowledge of enemy correspondence, including data
regarding its most. common words and phrases, is of great assistance m breakmg down new
dlgmphlc tables of the same nature but with different equivalents.

.d. The foregoing remarks also -apply to the details of solution in cases of partially
digraphic substitution. .

‘44, Analysis of digraphic sublntution ciphers based upon 4-square checkerboard deslgnl —_
a. In Section VIII of Advanced Military Crypiegraphy there are shown various examples of di-
graphic substitution based upon the use of checkerboard designs. These may be considered
cases of partially digraphic substitution, in that in the checkerboard system there are certain
relationships between plain-text digraphs having common elements and their corresponding
cipher-text digraphs, which will also have common elements. For example, take the followmg
4-square checkerboard design:

B|lw|e|{rR|M|o|P|Aa|U|L
N|ly|v|x|E|H|zZ|Q|D]|F

i/s|{x|c|T|k|K|T|T|S|cC]|3
viplr{alolu|lw|r|B|G|
p{z{F|Q{H]E|Y|X|N|V
WiA|[L{E|[s|c{x|k(P|B
Flulufz|r|o|u|Y|D|V

2|p|x|B|k|c|s|a|Elw|[L]|4
N|z|rR|{Q|lele|z|Q|N|R
piMlv|y|o|T|u|I|F|U

!'mm”..

Here BC,=0W,, B0,=0F,, BS,=0P,, BG,=0N, and BT,=0D,. In each case when B, is the initial
letter of the plain-text pair, the initial letter of the cipher-text equivalent is 0,. This, of course,
is the direct result of the method; it means that the encipherment is monoa.lphabetic for the
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first half of each of these five plain-text pairs, polyalphabetic for the second half. This relation-
ship holds true for four other groups of pairs beginning with B,. In other words, there are five
alphabets employed, not 25. Thus, this case differs from the case discussed under Par. 42b
only in that the monoalphabeticity is not complete for one-half of all the pairs, but only among
the members of certain groups of pairs. In a completely digraphic system using a 676-cell
randomized square, such relationships are entirely absent and for this reason the system is
cryptographically more secure than the checkerboard system.

b. From the foregoing, it is clear that when solution has progressed sufficiently to disclose
a few values, the insertion of letters within the cells of the checkerboard design to give the plain-
text and cipher relationships indicated by the solved values immediately leads to the disclosure

of additional values. Thus, the solution of only a few va.lues soons leads to the breakdown of
the entire checkerboard design.

¢. (1) The following example will serve to illustrate the procedure Let the message be as
follows:

1 2 8 4 &6 6 7 8 9 10 11121314.15 16 17 18 10 20 21 22 8B M 25 m!vzsmm
HFCAP GOQIL BSPKM NDUKE OHQNF BORUN
CGY

QCLCH QBQBF HMAFX SIOKO QYFNS XM

"XIFBE XAFDX LPMXH H_RG_KG QKQML FEQQI,S
GOIHM UVEORD CLTUF EQQCG QNHFX IFBEX
FLBUQ FOHQO QMAFT XSYCB EPFNB SPKNU
. QITXE UQMLF EQQIG 01 EUE HPIAN YTFLB
FEEPI DHPCG NQIHB FHMHF XCKUP DGQPN
CBCQL QPNFN PNITO RTENC OBCNT FHHAY

s s

ZLOQCT AATQU CHTPC BIFGW Kf‘CQS LQMCB

OYCRAQ QDPRX FNQML IDGC CGIOG OIHHF

IRCGG GNDLN OZTFG EERRP IFHOT FHHAY,

ZLQCTI AATIQU CHTP |

(2) The cipher having been .tested for standard alphabets (by the method of completing

the normal components) and found to give negative results, a uniliteral-frequency distribution
is made. It is as follows:

FRaonrHO mE Y OW B

-~ Z =

Z 2 o F =

2 _ExEE T L=
~EER EEERE S_EEZRE -~ =
EEXEXREEERE S EEEEBRBERT_®REZE = x
ZEEZZXZTIXRXET ZTZXXEZZRRBEE _BES
ABCDEFGHIJKLMNOPQRSTUVWIXIXYZ
11 15 26 8 16 30 17 22 24 0 8 14 11 18 18 16 33 & 6 11 11 0 1 12 7 8

: Figuex 21

(3) At first glance this may appear to the untrained eye to be a monoalphabetic frequency
distribution but upon closer inspection it is noted that aside from the frequencies of four or five

. . szt
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letters the frequencies for the remaining letters are not very diseimilar. There are, in reality, no
very marked crests and troughs, certainly not as many as would be expected in & monoalphabetic
substitution cipher of equal length.

(4) The message havmg been ca.refu]ly exammed for repetitions of 4 or more letters all of
them are listed: :

Frequency | Located in lines
TFHHAYZLQCTIAAIQUCHTP (20 letters) 2| Hand K.
QMLFEQQIGOI (11 letters) 2 | Cand F.
XIFBEX (6 letters).... 2| Cand D.
FEQQ. 3{C,D,F. +
QULF 3|C,F,J
BFHM. 2 | Band G.
BSPK- 2|Aand E.
GOIH 2|Dandd.

Since there are quite a few repetitions, two of considerable length, since all but one of them
contain an even number of letters, and since the message also contains an even number of letters,
344, dlgmphlc substitution is suspect;ed The cryptogram is transeribed in 2-1etter groupe, for
greater convenience in study. It is as follows:

Message transcribed in pairs
'+ 3 3 & 5 6 7 8 9 W n 13 B
.HF CA PG 0Q IL BS PK MN DU KE OH QN FB :OR UN -
FN SX |

A

B.QC LC HQ BQ BF_HM AF XS IO KO QY

C.XI_FB EX AF DX LP MX HH RG KG QK QM LF EQ QI )

D TU QN B
AF EP

.G0 IH MU EO RD CL TU -FE_QQ CG
E.FL BU QF CH Q0 QM TX SY CB .
F.QI TX EU Q4 LF FQ QI GO IE UE HP A NY TF
G.FE EP ID HP CG NQ IH BF_HM HF XC KU
H.CB CQ LQ PN -FN PN IT OR TE NC CB CN TIF
| cQ
10

J.ZIL QC IA AI QU CH TP CB IF GW KF
K.OY CR QQ DP RX FN QM LF ID GC CG IO
L. IR CG GE ND LN OZ TF GE ER RP .IF HO TF_HH AY

. M. ZL_QC TA AT QU CH TP

It is noted that all the repetitions listed above break up properly into digraphs except in
one case, viz, FEQQ in lines C, D, and F. This seems rather strange, and at first thought one
might suppose that a letter was dropped out or was added in the vicinity of the FEQQ in line D.
But it is immediately seen that the FE QQin line D has no relation at all to the .F EQ Q. in
lines C and F, and that the F EQ Qin line D is merely an accidental repetition.,




. o ——_ren TR . g

e

REF ID:A64646

R Ty ‘s-_wxna-“&‘“*"#“*“m

76
~ (8) A digraphic frequency distribution * is made and is shown in Fig. 22. |
ABCDEFGHIKLMNOIPQRST__UV,WX_YZ., i
A 3 2 ' ' 2]
B 2 1 2 1
cl1]s 413 1 1 2l1
D 1 1
E 1221 1 2
F 3 2 1 4
G 1 1 1 3 1 1 1
H| 4 2 1{2{1
Iis 2/1]2 1 2 1 1
K 1|11 1 1
L 1{1 3 1 1|1
M 1 1 1 1
N 1|1 1 1 1
0 1 12 11
P 1 1 2
Q 3 1 3|1 5 1 2 2 1
R 1 1 E 1. 1
S 1 ' 1
T 1|4 Ty 1 2
U 1 1
v
w
X 1 2 1
Y
Z 2
F10URE 25

(6) The appearance of the foregoing distribution for this message is quite characteristic of
that for a digraphic substitution cipher. There are many blank cells; although there are many
cases in which a digraph appears only once, there are quite & few in which a digmph appears
two or three times, four cases in which a digraph appears four times, and two cases in which a
digraph appears five times. The absence of the letter J is also nobed thls is often the case in a
dlgmphlc system based upon a checkerboard design,

4 The distinction between ‘digraphic’” and “biliteral” is based upon the following counsideration. In a
biliteral (or diliteral) distribution every two successive letters of the text would be grouped together to form a
pair. For example, a biliteral distribution of ABCDEF would tabulate the pairs AB, BC, CD, DE, and EF. In a
digraphio distribution only successive pairs of the text are tabulated. For enmplo, ABCDEF would yield only
AB, CD, and EF.
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' (7) In another common type of checkerboard system known as the Playfair cipher, described
in Par. 46, one of the telltale indications besides the absence of the letter J is the absence of double
letters, that is, two successive identical letters. The occurrence of the double letters: GG, HH,
and QQ in the message under investigation eliminates the possibility of its being a Pldyfair

cipher. The simplest thing to assume is that a 4-square checkerboard is involved. One with
normal alphabets in Sections 1 and 2 is therefore set dqwn (Fig. 23a).
als|c|p|E 1]
F|G|HI|IJ K
1 |[LIM|N P 3
Q|R|S LN |
VIW|X yA
A|B|Cc|{D|E
F|G|HI({I-JK
4 LIM|N P| 2
Q|R|S|T|U
ViwX Z
Fiauas 20,

(8) The recurrence of the group QULF, three times, and at intervals suggesting that it might ﬁ
be a sentence separator, leads to the assumption that it is the word STOP. The letters Q, M, L, [
and F are therefore inserted in the appropriate cells in Sections 3 and 4 of the diagram. Thus :
(Fig. 23b): H

AlBlc|D|E e | It
F|G|H|I-JK ﬂ
1 |[LIM[N P L| 3
Q|RI|S U Q
Viw]|X zZ
. A|B|C|D|E
F|G|H([I-JK
4 F LIM{N|(O|P]| 2
M e[r|{s|T|U |
viw|x|Y|z
Fiauss 20, ;
148274—38—8 J
" i1




Thus (Fig. 23d):
AlB|C|D|E
F|G|H|J K
1 |L|M|N P L|3 4
Q|R|S ulul[y|r|q _
viwlx z
AlB|c|D|E
Fle|H[Jlk s
4 F L(M|N P|2
M| Q|R|S U
v|iw|x z
Fiaurs 28d.
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These placements seem logical. Moreover, in Section 3 the number of cells between L and
Qis Juat one less than enough to contain all the letters M to P, inclusive, and suggests that either
Nor 0.isin the keyword portion of the sequence, that is, near the top of Section 3. Without
making a commitment in the matter, suppose both N and 0, for the present, be inserted in the

cell between M and P. Thus (Fig. 23¢):
A|B|C|D|E :
FlG|H|k
1 (L|M|N P L| 3
QR[S ululslr|a
Viw|x z
AlBlc|D|E
F|G|H |- K
4 F L{M[N P| 2
M QR[S U
viw|x z

FIGURE 23c.

(9) Now, if the placement of P in Section 3 is correct, the cipher equivalent of TH, will be
PO,, and there should be a group of adequate frequency to correspond. Noting that PN, occurs
three times, it is assumed bo be TH,; and the letter Nis mserted in the appropnate cellm Sectxon-i
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(10) It is about time to try out these assumed values'in'the message. “The proper insertions
are made, with the following results:

l_ 3 .l I [ I ] 7
A. HF CA PG 0Q IL BS PK-

9 ¥ u 1B B .4 B

~ B. QC LC HQ

D. GO

BQBFHMAF

AFDX

LPMX

EO RD CL TU

3 E ¥ B

10
RG

«.

KO -
Gk QM LF EQ of,
ST oP

'HF

'KG
&

.CB

QY FN SX MC GY

EP

FN

XI FB EX

BS PK NU

CH Q0 QM AF' TX
. ST
B

ST . OP S

HP CG NQ IH BF_ HM

SY .

HP

I G0 IE . IA NY TF LB
XC KU PD GQ PN
H

TF__HH_AY

EP ID

cq PN FN PN IT  OR TE NC CB
o m o

J. ZL_qC IA AT QU CH TP CB TF

K.OYCRQQDPRXFNQM"ID_
ST oOP

L. IR CG GG ND LN 0Z TF GE

M. QC_IA AT QU CH TP

- (11) So far no meosslble combinations are in ewdence
message is seen the following sequence:

LQ

N

GN KF 'CQ SL QM CB
ST

CG I0 GO IH HF

ER RP IF HO TF HH AY,

Beginning with group H4 in the

PNF'NPN
TH..TH

Assume it to be THAT THE. Then AT,=FN,, and the letter N is t.o be mserted in row 4 column 1.
But this is inconsistent with previous assumptions, since N in Section 4 has already been tenta~
tively placed in row 2 column 4 of Section 4. Other assumptions for FN, are made: that it is,
1S, (THIS TH. ..); that it is EN, (THEN-TH. . .); but the same mconslst.ency is apparent. In fact
tbe student will see that FN, must represent a dlgmph ending in F, G, H, I-J, or K, since N, is
tentatively located on the same line as these letters in Section 2. Now FN. occurs 4 times in
the message The dxgraph it represents must be one of the follorwmg

DF, DG, m-l, DI, DJ DK
- IF, IG, IH, II, 1J, IK
JF,JG, JH, JI, JJ,.JK
OF, 0G, OH, 0I, 0J, OK
1K,
YF, YG, YH, YK

YI, YJ,
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Oftheeetheonlyonehkelytoberepea.ted4tlmestOF,yleldmgTH_OF‘THwhlchmaybe
: PNFNPN _
a part of
.NORTHOFTHE. “SOUTH OF.'TH’E..“
CQLQPNFNPNIT orCQLQP FNPNIT

In either case, the position of the F in Section 3 is excellent: F ;. . . Lin row 3. There are 3
cells intervening between F and L, into which G, H, I-J, and K may be inserted. It is not nearly
so likely that G, H, and K are in the keyword as that I should be in it. . Let it be assumed that
this is the case, and let the letters be placed in the appropriate cells in Section 3. Thus (Fig. 23¢):

A|lBlc|D|E
Fla|H[-]K]|
1 |L|M|N P G|H|K|L| 3
Q|R|S v X Q|
vV w|x Z :
A|lB|c|D|E
N F|G|H[J| K
4 LiM|N|o|P]| 2
M|Q a|R|s|T|U
viwlix|y]z
FIGURR 23s.

Let the resultant derived values be checked against the frequency distribution. If t.he posmon of
H in Section 3 is correct, then the digraph ON,, normally of high frequency should be represented
several times by HF,. Reference to Fig. 22 shows a frequency of 4 times. - And HM,, with 2 occur-
rences, represents NS,. 'There is no need to go through all the possible corroborations.

(12) Going back to the assumption that TH . . TH
PNFNPN
is part of the expression

.NORTHOFTHE.or.anEHOFfHRLL
CQLQPNFNPNIT CQLQPNFNPNIT

it is seen at once from Fig. 23¢ that the latter is apparently correct and not the former, because
LQ, equals OU, and not OR,. If 6S,=CQ,, this means that the letter C of the digraph CQ, must be
placed in row 1 column 3 or row 2 column 3 of Section 8. . Now the digraph CB, occurs 5 times,
CG,, 4 times, CH,, 3 times, CQ,, 2 times. Let an attempt be'made to deduce the exact position of
C in Section 3 and the positions of B, G, and H in Section 4, . Since F is already placed in Section

. B ek ot g
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4, assume G and H directly follow it, and that B comes before 1t How much before? Suppose a
tna.l be made. - ‘Thus (Fig. 23_)") ' .
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By refemng NOW to the frequency dxstnbutlon, Fig. 22, after a very faw minutes of experimenta-
tion it-becomes apparent that the following is correct:
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T e il ki

Zhe ME HH MK Dm mA, ZX MM MZ Z >N
DM VO Ox MM BEH I3 MK <H Dd TO «H
e O OD M MU R O I NMEB IE O XIW
OM WK BMA RO ME BH 3O X OV Ha T
Ml Mt A HH H ME QZ kil W OO

el 20 JO KE M ZH AR HH BE O BHH
ZH Zk HEB kRZX Zkh <H DA XX QW OH OX
OH KO OW XO KO HBE ¥O A LA HOL I
SR P MEM.ZMH LR AD DO MZE RO U KO
O O O)K OH MO XZ ME Dd XO OM HAO

2.

MO OH WO UxZ Mz Mad &LiZ ON BEE OXE MM
MO MEZ Mo, O Od D> IO Zx OZ UE K0
DM OH U OR HM> HMA B Bd O A0 XD
AH HD KD O A Hd M Bk HA HO MM
Zh VH LN Md M< OV O My Mz o, MM

R MNP T R HO UOZ MH OM O<d O O
MU REZ Md Dd RZ HH B B Ad BE &
L wH R BN <N O Hd Had BT OV B
NH Bwn AR A0 HE OD o) XN KWV Zk NE
ME N d% OM O MA ZE M O kO O

FioURE 20,

A kO MK AR OH ki OE Zk DA K@ XM
HE MH AY KN Nl JO OK KO OFH My JO
L, O} OF kRiZ OM I M6 4D ZX HI AR AN
- o MH <dH KO Dd N FNZ AR < AL Z0
Uz On XEH D O DM NO OD <H OB UM

Q/R|S|T|Uu]M|N|[P|Q]|R
|viw|x|Yyilz|u|Vv|w|X|z
Elx|P|lulL]lalB|c|D|E
S|I|o|NjA]F|G|H|IJK
B|C|D|F|G|L M |N|O]|P
HIK|{M|QIR|Q|R|S|T|U
TV (W Y[ZfV( (W(X|Y | Z

F{G|H{IJ|K|T|Y|A|B|D

A|B|c|D|E|s|o|c|I|E

4

LD To Hm SEH OH MO HO OO0 HE OBH Ua
< Op M TR DA Mg M O DO KN O
OR WE g Hag MH HD MDD DA O O OK
EZ DO HH OU Jdd HH Ra MZ 1K ME oM
Lo O ME U b O K Dad NN OQ H M

< M S A4 H K S ®H % M A

82
/(13) The identifications given by these placements are inserted in the text, and solution
is very rapidly completed. The final checkerboard and deciphered text are given below.
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d. (1) It is interesting to note how much simpler the matter becomes when the positions
of the plain-text and cipher-text sections are reversed, or, what amounts to the same thing,
when in encipherment the plain-text pairs are sought in the sections containing the mixed alpha-
bets, and their cipher equivalents are taken from the sections containing the normal alphabets.
For example, referring to Fig. 23k, suppose that sections 3~4 be used as the source of the plain-
text pairs, and sections 1-2 as the source of the cipher-text pairs. Then ON,=DG,, EH,==AU,, etc.

(2) To solve a message enciphered in that manner, it is necessary merely to make a square
in which all four sections are normal alphabets, and then perform two steps. First, the cipher text
pairs are converted into their normal alphabet equivalents merely by “deciphering” the message
with that square; the result of this operation yields two monoalphabets, one composéd of the odd
letters, the other of the even letters. The second step is to solve these two mono-alphn.bets."

(3) Where the same mixed alphabet is inserted in sections 3 and 4, the problem is still
easier, since the letters resulting from the oonverslon into normal-a.lphabet equivalents all bdong
to the same, single-mixed alphabet.

45. Analysis of ciphers based upon other types of checkerboard designs.—The sohmon
of cryptogramis enciphered by other types of checkerboard designs is accomplished along lines
very similar to those set forth in the foregoing example of the solution of a message prepared by
means of & 4-square checkerboard design. There are, unfortunately, no means or tests whioh can
be applied to determine in the early stages of the analysis exactly what type of design is involved
in the firet case under study. The author freely admits that the solution outlined in subparagraph
¢ is quite artificial in that nothing is demonstrated in step (7) that obviously leads to or warrants
the assumption that a 4-square checkerboard is involved. This point was passed over with the
quite bald statement that this was ‘“the simplest thing to assume”’—and thén the solution
proceeds exactly as though this mere hypothesis has been definitely established. For example, the
very first results obtained weré based upon assuming that a certain 4-letter repetition represented
the word STOP and tmmediately inserting certain letters in appropriate cells in a 4-square checker-
board. Several more assumptions were built on top of that and very rapid stfides were made.
‘What if it had not been a 4-square checkerboard at all? What if it had been a 2-square checker-
board of the type shown in Fig. 24?

M|IA|N|U|F|]O|S|Q|L]P

C|T|R|I|GIW[(Z]|]Y|VIX

BI{D|IE|H{K]|D|K|H{B|E

LIOIP|IQ|SJA|FIU|MI|N

VIiWIX|[Y|[Z]JT|[G|IJC|R
FIGURE 24.

The only defense that can be made of what may seerii to the student to be purely arbitrary
procedure based upon the author’s advance information or knowledge is the following: In the
first place, in order to avoid making the explanation a too-long-drawn-out affair, it is necessary
.(and pedagogical experience warrants) that certain alternative hypotheses be passed over in
silence. In the second place, it may now be added, afier the principles and procedure have been
elucidated (which at this stage is the primary object of this text) that if good results do not follow
from a first hypothesis, the only. thing the cryptanalyst can do is to reject that hypothesis, and
formulate a second hypothesis. In actual practice he may have to reject a second, third, fourth,

. nth hypothesis. In the end he may strike the right one—or he may not. There is no
guaranty of success in the matter. In the third place, one of the objects of this text is to show
how certain systems, if employed for military purposes, can readily be broken down. Assuming
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that a checkerboard system is in use, and that daily changes in keywords are made, it is possible
that the traffic of the first day might give considerable difficulty in solution, if the type of

-checkerboard were not known to the cryptanalyst. But the second or third day’s traffic would

be easy -to solve, because by that time the cryptanalytic personnel would have analyzed the

system and thus learned what type of checkerboard the enemy is using.

. .- .46, Analysis of the Playfair cipher system.—a. An excellent example of a practical, partially
digraphic system is the Playfair cipher.® It was used for a number of years as a field cipher by
the British Army, before and during the World War, and for a short time, also during that
war, by certain units of the American Expeditionary Forces.

b. Published solutions? for this cipher are quite similar basically and vary only in minor
details, The earliest, that by Lieut. Mauborgne, used straightforward principles of frequency to
establish the values of three or four of the most frequent digraphs. Then, on the assumption
that in most cases in which a keyword appears on the first and second rows the last five letters
of the normal alphabet, VWXYZ, will rarely be disturbed in sequence and will occupy the last row
of theé square, he “juggles’ the letters given by the values tentatively established from frequency
considerations, placing them in various positions in the square, together with VWXYZ, to correspond
to the plain-text cipher relationships tentatively established. A later solution by Lieut. Frank
Meoorman, as described in Hitt’s Manual, assumes that in a Playfair cipher prepared. by means
of a square in which the keyword occupies the first and second rows, if a digraphic frequency
distribution is made, it will be found that the letters having the greatest combining power are
very probably letters of the key. A still later solution, by Lieut. Commander Smith, is perhaps
the most lucid and systematized of the three. He sets forth in definite language certain con-
siderations which the other two writers certainly entertained but failed to indicate.

¢. The following details have been summarized from Commander Smith’s solution:

(1) The Playfair cipher may be recognized by virtue of the fact that it always contains an

‘even number of letters, and that when divided into groups of two letters each, no group contains

a repetition of the same letter, as NN or EE. Repetitions of digraphs, trigraphs, and polygra,phs

-will be evident in fairly long messa.ges

(2) Using the square ® shown in Fig. 25a, there are two general cases to be considered, as
regards the results of encipherment: :

B|A|N|K|R

DIE|F|G|H

L W0

‘UIP|T|C|Y

S(V|W|X|2Z
_ ¥iqunz 5a.

- #This cipher was really invented by Sir Charles Wheatstone but receives its name from Lord Playfair,
who apparently was its sponsor before the British Foreign Office. See Wemyss Reid, Memoirs of Lyon Playfair,
London, 1899, A detailed description of this cipher will be found in Sec. VIII, Advanced Military Cryptography.

7 Mauborgne, Lieut. J. 0., U. 8. A.  An advanced problem in cryptography and its solution, Leavenworth, 1914.

" Hitt, Captain Parker, U. 8. A. . Manual for the solution of military ciphers, Leavenworth, 1918.

8mith, Lieut. Commander W. W., U. 8. N. In Cryplography by André Langie, translated by J. C. H.
Maebeth, New York, 1822.

$ The Playfair square accompanying Commander Smith’s solution is based upon the keyword BANKRUPTCY,
‘%o be distributed between the first and fourth lines of the square.,” This is a simple departure from the original

Playfair scheme in wl_li__oh the letters of the keyword are written from left to rlght and in oonsecutlve lines from

the top downward.

o ol
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Casx 1. Letters at opposxte corners of a rectangle ‘The following illuatrative relationships
are found: : -
TH,=YF,
HT=FY,
YF,=TH,
FY=HT,
Reciprocity is complete
Case 2. Two letters in the same line or column, The followmg ﬂlustra.trve relatxonshps
are found: : . _
AN=NK,
- NA;=KN,

But NK,, does not=AN,, nor does KN,=NA,.. -

Reciprocity is only pa.rtial.

(3) The foregoing gives rise to the following: :

Ruisl. (a) Regardless of the position of the lettors in the square, if

1.2=34, then
2.1=43 .

) 1f1 and 2 form opposite corners ofa rectangle, the followmg equations obtain:

1.2=34
2.1=43
34=1.2
43=2.1

(4) A lotter considered as occupying a position in & row can be combined with but four other
letters in the same row; the same letter considered as occupying a position in a column can be
combined with but four other letters in the same column. Thus, this letter can be combined with
only 8 other letters all told, under Case 2, above. But the same letter considered as occupying
a corner of a rectangle can be combined w1th 16 other letters, under Case 1, above. Commander
Smith derives from these facts the conclusion that *it would appear that Ca.se 1is twice as prob-
able as Case 2.” He continues thus (notation my own)

“Now in the square, note that:

- ANp=NK, ' EN=FA,
GN=FK, EM~=FL,
ON=MK, . also ET,=FP,
CN,=TK, EW,=FV,
XN=WK, . : EF=FG,

“From this it is seen that of the 24 equations that can be formed when each letter of the
square is employed either as the initial or final letter of the group, five will indicate a repetition of
a corresponding letter of plain text.

“Hence, RuLe II. Afterithas been determmed in the equation 1.2=3.4, that, say, EN,=FA,,
thereis a proba.blhty of one in five that any other group begmmng with F, mdlcates EO,, and that
any group ending in A, indicates GN,
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“After such combinations as ER,, OR,, and EN, have been assumed or determined, the above
rule may be of use in discovering additional d]gmphs and partial words.” ?

Ruie IIL. In the equation 1.2=3.4, 1 and 3 can never be identical, nor can 2 a,nd 4 ever be
identical. Thus, AN, could not possibly be represented by AY,, nor could ER, be represented by KR..
This rule is useful in elimination of certain possibilities when a specific message is being studied.

RuLe IV. In the equation 1.2,=3.4,, if 2 and 3 are identical, the letters are all in the same
row or column, and in the relative order 124. In the square shown, AN,=NK; and the absolute
order is ANK. . The relative order 124 includes five absolute orders which are cyclic permuta.tlons
of one another. Thus: ANK. ., NK..A, K. .AN, ..ANK, and .ANK..

Rurr V. In the equation 1 2,=34,,1if 1 and 4 are identical, the letters are a.ll in the same
row or column, and in the relatlve order 243. In the square ehown, KN,=RK, and the absolute
order is NKR. The relative order 243 includes five absolute orders whlch are cyclic permutations
of one another. Thus NKR. ., KR..N, R..NK, ..NKR, and .NKR..

Rure VI. “Analyze the message for group recurrences. . Select the groups of greatest
recurrence and assume them to be high-frequency digraphs. Subetitu'te the assumed digraphs
throughout the message, testing the assumptions in their relation to other groups of the ¢ipher.
The reconstruction of the square proceeds simultaneously with the solution of the message and
aids in hastening the translation of the cipher.”

d. (1) When solutions for the Playfair clpher system were first developed, based upon the
fact that the letters were inserted in the cells in keyword-mixed order, cryptographers thought
it desirable to place stumbling blocks in the path of such solution by departing from strict,
keyword-mixed order. Playfair squares of the_'.'lattei-_'type are designed as ‘“modified Playfair
squares.” One of the simplest methods is illustrated in Fig. 254, wherein it will be noted that
the last five letters of the keyword proper are inserted in the fourth row of the square instead
of the second, where they would naturally fall. - ‘Another method is to insert the letters within

.the cells from left to right and top downward but use a sequence thatisa keyword-meed sequence
developed by a _columnar tranepomt.mn baaed upon the keyword proper. Thus, usmg the key-
word BANKRUPTC¥ o

2154.7968310
- BANKRUPTCY
"DEFGHILMOQ
SYWNXZ

Sequence: AEVBDSCOKGXNFWPLRHZTHUIYQ
9 There is an error in thisreasoning. Take, for example, the 24 equations having I as an initial letter:

Case Caso Case _ Case
1. FB,=DN, - 9. FE=ED . 2. FT=NM . 1. FX=GW
2, FD =EH " 1. FL=EM " 2, FR=NT . 1. FR=HN
1. FI =DM " 1. FP=ET 1. FK=GN 2. FH=EG
1. FU =DT 1. FV=EW 2. FG=BF - 1. PQ=HM
1. FS =DW 2. FN=NW 1. FO=GM 1. FY=HT
1. ‘PA =EN " 2. F=NF - 1. FC=GT 1.

FZ=iN

"Here, the initial letter F, represents the following Initial letters of plain-text digraphs:

DENGH

It is leen thai F. repreeente D,, Ny, G,, H, 4 times each, and E,, 8 tlmee Coneequently, supposing that it has
been detérmined that FA,—EN,, the probability that F, will represent E, is not 1in § but 8 in 24, or 1 in 3; but
supposing that it has been determined that FW,=NT,, the probability thnt F. will represent N,is4in24 or 1 in 6.
The difference in these probabilities is occasioned by the fact that the first instance, FA,=EN, corresponds to a
Chase 1 encipherment, the second instance, FWf,=NT,, to a Case 2 encipherment. But there is no way of knowing
initially, and without other data, whether one is dealing with a Case 1 or Case 2 encipherment. Only as an
approximation, therefore, may one say that the probability of F, representing a given 8, is 1in 5,
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The Playfair Square is-as follows: - - .
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2l %] ] »
clw|=zlajm
H[m|alo| <]

<Nl = = @
olalvwl alo

FIGURE 265.

" "-(2) Tn the foregoing square practically all indications that the square has been developed
from a keyword have disappeared. The principal disadvantage of such an arrangement is that
it requires imore time to locate the letters desired, both in eryptographing and decryptographing,
than it usually does when & semblance of normal alphabetic order is preserved in the square.

(3) Note the following three squares: ' v

w| ol g a

BRI
wlalo oA
M|l ol =] =l o
zlalmfial w.
m|lol<|r|m
w|m| wln| =
2| % »| 0|«
= zrqw Q-
alm|a|lw|l=z]|
‘ol <l k=l =]
= w| | n| =
@o|o|lo|alv|
| > m| e ]

" FlaURR e, : ¥iouRE 25d. . ¥auRE 2.
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At first glance they all appear to be different, but closer examination shows them to be cyelic
permutations of one another and of the square in Fig. 256b. They yield identical equivalents in
all cases. However, if an attempt be made to reconstruct the original keyword, it would be
much easier to do so from Fig. 25b than from any of the others, because in Fig. 25 the keyword-
mixed sequence has not been disturbed as much as in Figs. 25¢, d, ¢. In working with Playfair
ciphers, the student should be on the lookout for such instances of cyclic permutation of the
original Playfair square, for during the course of solution he will not know whether he is building
up the original or an equivalent cyclic permutation of the original square; only after he has
completely reconstructed the square will he be able to determine this point.

(4) It canreadily beshown that the columns of a Playfair square may be cyclically permuted
(see subpar. d) to produce a first set of 25 squares all of which, though at first glance apparently
different, will yield identical equivalents; likewise, the rows of such a square may be cyclically
permuted to produce a second set of 25 squares all of which will also yield identical equivalents.
Thus there may be a total of 50 cyclic permutations compoeed of two.sets of 25 each. The
cipher equivalents yielded by Case 2 encipherments (letters in the same row or in the same
column) will be:identical for.any two of these 50 different Playfair squares; but the cipher equiv-
alents yielded by Case 1 encipherments (letters at diagonally opposite corners of a rectangle)
will be identical only for two squares belonging to the same set of 25 cyclic permutations.

¢. (1), The steps in the solution of a typlcal example of this cipher may be useful Let
the message be as follows:

123 465 678010 1 1IBKIB 617819VN NBBHS BYIBHN

AVTQEU HIOFT CHXSC AKTVT RAZEV TAGAE
B.OXTYM HCRLZ ZTQTD UMCYC XCTGM TYCZU
C.SNOPD GXVXS CAKTV TPKPU TZPTW ZFNBG
D.PTRKX IXBPR ZOEPU TOLZE KTTCS NHCQM
E.VTRKM WCFZU BHTVY ABGIP RZKPG GQFNLYV
F.OXOTU ZFACX XCPZX HCYNO TYOLG XXIIH
G.TMSMX CPTOT CXOTT CYATE XHFAC XXCPZ,
HXHYCT XWLZT SGPZT VYWCE TWGCC MBHMQ
JYXZPW GRTIV UXPUM QRKMVW CXTMR SWGHB
K.XCPTO TCXOT MIPYD NFGKI TCOLX UETPX
LXFSRS UZTDB HOZIG XRKIX ZPPVZ IDUHQ
M.OTKTK CCHXX
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(2) Without going through the preliminary tests in detail, with which- it will be sssumed
that the student is now familiar,”® the conclusion is reached that the cryptogram is digraphic in
nature, a.nd a dxgraphxc frequency dxstnbutlon is made (Flg 26)

ABCDEFGHIKLI&NOPQRSTUVWXYZ

A 1] |1}
B 2 1
clz 1{1 1 11 5)1 i
D 1 1 1 2
E| 1 1
F|2 1 2 ' 1
G 1 2.
H 1]1 1 1
I 1 1|1 1 1
K[ 1 1 1 4
. L| 11 1 '
' ' 1 11 2 1 2 Ak
N 1 ’
0 3 1 6 2
s P 1 1 4|21 1|1]s
P Q 1 1 1
T R{1 4 1)1 1
S 1 2 1 1
T 3 1 1 2 2|1)1]2]1 M
U 1 1 1 1
v 5| '
W 2 1 1
X 1 1 3|2 2 1{1
Y|z2 : 1)1
Z 2 2 1|2 3|2
Fiauxns 26,
© See Par. 44c,
Him
it |
¢
i
. ‘i
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Since there are no double-letter groups, the concluslon is reached that a Playfair clpher
is involved and the message is rewritten in digraphs.

1 3 8 4 & 6 7 8 9 1 N 1B B U B
A. VI QE UH IO FT CH XS CA KT VT RA ZE VT AG AE
B. OX T MH CR LZ ZT QT DU MC YC XC TG MT YC ZU
C. SN OP DG XV XS CA KT VI PK PU TZ PT WZ FN BG
D. PT RK XI XB PR Z0 EP UT OL ZE KT TC SN HC QM
E. VI RK MW CF ZU BH TV YA BG IP RZ KP CQ FN LV -
F. OX OF UZ FA CX XC PZ XH CY NO TY OL GX XI IH .
G. TM SM XC PT_OT CX OT TC YA TE XH FA_CX XC PZ.
H X4 YC TX WL ZT SG PZ TV YW CE TW GC CM BH MQ
J. YX ZP WG RT IV UX PU MQ RK MW CX TM RS WG HB
K. XC_PT_OT CX OT MI PY DN FG KI TC OL XU ET PX .
L. XF SR SU 2T DB HO 2I GX RK IX ZP PV 2ZI DU HQ .
M. OT KT KC CH XX
(3) The following three fairly lengthy repetitions are noted:
F. OT UZ FA_CX XC PZ YH CY NO
——
G. TE XH FA_CX XC PZ X4 YC TX
A. FT CH XS CA KT VT RA ZE
C. DG XV XS CA KT VT PK PU
G. ™™ SM XC PT OT CX OT TC
K. W6 HB XC_PT OT CX OT MI

A

The first long repetition, with the sequent reversed digraphs CX and XC immediately suggests
the wqrd BATTALION, split upinto -B AT TA LI ON and the sequence containing this repeti-
tion in lines F' and G becomes as follows:

Line F 0OX OT UZ FA CX XC PZ XH CY NO TY

B AT TA LI ON
Line G. YA TE XH FA CX XC PZ XH YC TX WL

ON B AT TA LI ON

(4) Because of the frequent use of numerals before the word BATTALION and because of
the appearance of ON before this word in line G, the possibility suggests itself that the word
before BATTALION in line G is either ONE or SECOND. The identical digraph FA in both cases
gives a hint that the word BATTALION in line F may also be preceded by a numeral; if ONE is
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correct in line G, then THREE is possible in line F. On.the otherha.nd ﬁSEOOND;scorrectm
hneG thenTHIRDlspossxblemlmeF Thus

Line F . 0X OT Uz FA CX XC Pz _"xH_ cY NO TY
1st hypothesis..____._____ — TH RE EB AT TA LI ON
2nd hypothesis...._...... — TH IR DB AT TA :LI ON
Line G. ' YA TE XH FA CX XC PZ.XH YC TX WL
18t hypothesis_. ... — — ON EB AT TA LI ON

2nd hypothesis ... =S EC ON DB AT TA LI ON

First, note that if either Bypothesm is true, then OT.—TH, The ﬁ'equency distribution shows
that OT occurs 6 times and is in fact the most frequent digraph.in the message. Moreover, by
Rule I of subparagraph b, if 0T.=TH, then TO,—HT,. Since HT, is a very rare digraph in normal
plain text, TO, should either not occur at all in so short a message or else it should be very infre-
quent. The frequency distribution shows its entire absence. Hence, there is nothing incon-
gistent with the posmb:hty that the werd in front of BATTALION in. line F is THREE or THIRD,
and some evidence that it is actually one or the other. - -

(5) But can evidence be found for the support of one hypothesis a.gn.mst the other? - Let
the frequency distribution be examined with a view to throwing light upon this point. - H the
first hypothesis is true, then UZ,=RE,, and, by Rule I, ZU,=ER,. The frequency distribution
shows but one occurrence of UZ, and but two gccurrences of ZU,. These do not:look very good for
RE and ER. On the other hand, if the second hypothesis is true, then UZ,=1IR,; and, by Rule I,
ZU,=RI,. The frequencies are much more fayorable in this case. Is there anything inconsistent
with the assumption,:on the basis of the second hypothesis, that. TE,=~EC;? The frequency
distribution shows no inconsistency, for TE, occurs once and ET, (=CE,, by Rule I) occurs once.
As regards whether FA,~EB, or DB,, both hypotheses are tenable; possibly the second hypothesis
is a shade better than the first, on the following reasoning: By ] Rule 1, if FA,=EB, then AF,=BE,,
or if FA.—-DB, then AF,=BD,. The fact that no AF, occurs, wheren.s at least one BE, may be
expected in this message, inclines one to the second hypothesis, since BD, is very rare.

(6) Let the 2nd hypothesis be assumed to be correct. The additional values are téntatively
inserted in the text, and in lines G and K two interesting repetitions are noted:

Line G. TM SM XC PT OT CX OT TC YA TE XH FA CX XC PZ XH
TA TH AT TH -S EC ON DB AT TA LI ON

Line K. WG HB XC PT OT CX OT MI PY DN FG KI TC OL XU ET
: TA . TH AT TH ‘

This certainly looks like STATE THAT THE..., which would make TE,=PT.. Furthermore, in
line G the sequence STATETHATTHE. .SECONDBATTALION can hardly be anything else than
STATE THAT THEIR SECOND BATTALION whlch would make TC,=EI, and YA.—RS, Also

SM,=-S,.
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(7) It is perhaps high time that the whole list of tentative equivalent values be studied in
relation to their consistency with the positions of letters in the Playfair square; moreover, by so
doing, additional values may be obtained in the process. The complete list of values is as follows:

Assumed values ' Derived by Rule T
AT,=CX, TA~=XC,
LI,=PZ, IL,=ZP,
ON,=XH, NO,=HX,
TH,=0T, HT=T0,
IR=UZ, RI,=2U,
DB,=FA, BD=AF,
EC~ CE,=ET,
TE=~PT, ET,=TP,
EI=TC, IE~=CT,
RS,=YA, SR,=AY,
~S,~=SM, S—=MS,

~ (8) By Rule V, the equation TH,=0T, means that H, T, and 0 are all in the same row or col-
umn and in the relative order 2-4-3; similarly, C,E,and T are in the same row or column and inthe
relative order 243. Further E, P, and T are in the same row and column, and their relative
order is also 243, That is, these sequences must occur in the square:

(1) 2) @3)
HTO0. ., or CET. ., or ETP. ., or
TO. . H, or, ET. . C, or TP..E, or
0. .HT, or 'J.'-..CE,or P..ET, or
.. HTO, or .. CET, or . .ETP, or
. HTO. .CET. .ETP.

(9) Noting the common letters E and T in the second and third sets of relative orders, these
may be combined into one sequence of four letters. Only one position remains to be filled and
noting, in the list of equivalents that EI,=TC,, it is obvious that the letter I belongs to the CET
sequence. The complete sequence is therefore as follows:

CETPI, or
ETPIC, or
TPICE, or
PICET, or
ICETP

(10) Taking up the HTO sequence, it is noted, in.the list of equivalents that ON,=XH,, an
equation containing two of the three letters of the HTO sequence. From this it follows that
N and X must belong to the same row or column 88 HTO. The arrangement must be one of the
following:

HTOXN
TOXNH
OXNHT
XNHTO
NHTOX

(11) Since the sequence containing HTOXN has a common letter (T) with the sequence
CETPI, it follows that if the HTOXN sequence occupies a row, then the CETPI sequence must
occupy & column; or, if the HTO sequence occupies & column, then the CETPI sequence must
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occupy a row; and they may be combined by means of their common letter, T. According to
subpar. d (4), the two sequences may be inserted within a Playfair square in 25 different ways
by cyclically permuting and shifting the letters of one of these two sequences; and the same
two sequences may be again inserted in another set of 25 ways by cyclically permuting and
shifting the letters of the other of these two sequences. In Fig. 27 the diagrams labeled (1)
to (10), inclusive, show 10 of the possible 25 obtainable by making the HTOXN sequence one
of the rows of the square; diagrams (11) and (12) show 2 of the possible 25 obtainable by making
the HTOXN sequence one of the columns of the square. The entire complement of 25 arrange-
ments for each set may easily be drawn up by the student; space forbids their being completely
set forth and it is really unnecessary to do so.

(1) @) (3) 4)
c c c c
E E E E
TIO|X(N(H||H|T|O|X|N||N|H|[T|O|X||X|N|H|T]|O
P P P P
I I ' I I
(5) ) ) 8)
cl|P P P
Ejl |z I I
olx{N|H|T]]C c c
P||E E E
I{|(T|lo|x{N|{H|[H|{T|O|X|N]|N|H|T|O|X
9) (10) . (11) (12)
P P IN}|N
I I H| [H
c cll{p|zI|c{E|T||T|P|I|C|E
E E ol ol
X|N|H]|T]O olx{N|H]|T x| [x

FIGURE 27.

148274—38——7

i
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(12) Before trying to discover means whereby the actual or absolute arrangement may
be detected from among the full set of 50 possible arrangements, the question may be raised: is

‘it necessary? So far as concerns Case 2 encipherments, since any one of the 50 arrangements

will yield the same equivalents as any of the remaining 49, perhaps a relative arrangement
will do.
(13) Let arrangement 8 be arbitrarily selected for trial.

miQ|lH|o

NIH|T|[O0|X

'FIGURE 28a,

(14) What additional letters can be inserted, using as & guide the list of equivalents in sub-
paragraph (7)? There is AT,=CX,, for example. It contains only one letter, A, not in the
arrangement selected for trial, and this letter may immediately be placed, as shown:!*

P
-
c A
E R

N H|[T|o0|x]

FIGURE 280,

Seannmg the list for addltlona.l cases of this type, none are found. But seeing that several hlgh-
frequency letters have already been inserted in the square, perhaps reference to the cryptograin
itself in connection with values derived from these inserted letters may yield further clues. For
exa.mple, the vowels A, E, I, and O are all in posmon, a8 are the very frequent consona.nts N and '1‘
The follomg' combma.txons may be studled .

ANOK, ATSCX, ?NA;,=xé. L TA.,=xc.f?._

EN,=OT, ET,=TP, NE,=T6, TE,=PT,
IN=0T, IT,=CP, NI,=To, TT,=PC,
ON,=XH, OT,=X0, NO,=HX, T0,=0X,

AT,(=CX,), TA,(=XC,), ON,(=XH,), TE,(=PT,) and ET,(=TP,) have already been inserted in the
text. Of the others, only 0X,(=TO0,) occurs two times, and this value can be at once inserted in
the text. But can the equivalents of AN, EN, or IN be found from frequency considerations?

10 The fact that the placement of A yields AT, =CX, means that the outline selected for experiment really
belongs to the correct set of 25 ETowble cyclic {;ermutatlons, and that the letters of the NHTOX Be(ilflence belong

in a row, the letters of the PIC %uenee belong in & column of the original Playfair square the reverse
were the case, one could not obtain A CX, but would obtain AT, =XC,. T

o i il
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Take EN,, for example; it is represented by oT.. What combination of OT is most likely to repre-
sent EN, among the following candidates: : ' - '
KT, (4 times); by Rule I, NE; would=TK, (no occurrences)
VT, (5 times); by Rule I, NE, would=TV, (2 times)
ZT, (3 times); by Rule I, NE, would=TZ, (1 time)

VT, certainly looks good: it begins the message, suggesting the word ENEMY; in line H, in the
sequence PZTV would become LINE. Let this be assumed to be correct, and let the word ENEMY
also be assumed to be correct. Then EM,=QE, and the square then becomes as shown herewith:

P
I
cl |aA
E
T|Oo|X

 Fiaunse 28
(15) In line E is seen the following sequence:

LineE:.......VTRKMW-CF‘ZUBHTVYABGIPRZKPCQFNLV
EN _ RI- NE RS PT E

The sequence . . .RI..NERS. .PT. .. suggests PRISONERS CAPTURED, as follows:

MW CF ZU BH TV YA BG IP RZ KP
P RI SO NE RS CA PT UR ED

This gives the followmg new values: 6P,=CF,; S0,=—BH,; CA,=BG,; UR,=RZ,; ED,—-KP

The letters B and Gcan be pla.ced in position at once, since the positions of C and A are already
known. The insertion of the letter B immediately permits the placement;of the letter S, from the
equation SO,-BH. Of the remaining equations only ED,=KP, can be used. Since E a.nd P are
fixed and are in the same column, D and K must be in the same column, and moreover the K must
be in the same row as E. There is only one poss1ble position for K, viz, immediately after Q. This
automatically fixes the position of D. The square is now as shown herewith:

P D.
I

.

E K
T|O

FiaURx 28d.

H

I
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% % 1
| 3
3

Lo (16) A review of all equations, including the very first ones established, gives the following
] which may now be used: DB,=FA,; RS,=YA,. The first permits the immediate placement of F;
| the second, by elimination of possible positions, permits the placement of both R and Y. The
square is now as shown herewith:

mMiQjH~|~

T =R}
HIxR|(>»]|m|O

T|O

TiGURR 28,
Once more a review is made of all remaining thus far unused equations. LI,=PZ, now permits

t
| L)
I[ r the placement of L and Z. IR,=UZ, now permits the placement of U, which is confirmed by the
; L equation UR,=RZ, from the word CAPTURED.

L| |p{F{D
: 2|Y _I U|R
| G|s|c|B|a
viu{e[aq(x
N|H|T|O|X
, - o
' There is then only one cell vacant, and it must be occypied by the only letter left unplaced,

viz, W. Thus the whole square has been reconstructed, and the message can nOwW be decrypto-
graphed. g
it (17) Is the squa.re just reconatructed identical with the orlgmul orisita cychc permuta.- j
: tion of a keyword-mixed Playfair square of the type illustrated in Fig. 250? Even though the
message can be read with edse, this point is still of interest. Let the sequence be written in five

ways, each composed of five partial sequences made by eyclicly permuung each of the hormontll
rows of the reconstructed square, Thus:

Row 1 Row 2 Row 3 Row 4 Row §
@ LWPFD ZYIUR GSCBA VMEQK NHTOX
| () WPFDL YIURZ SCBAG MEQKV HTOXN
¢c) PFDLW IURZY CBAGS EQKVM TOXNH
@ FDLWP URZYI BAGSC QKVME OXNHT
@ DLWPF RZYIU AGSCB KVMEQ XNHTO




. g

REF ID:A64646

/4

By ‘experimenting with these five sequences, in an endeavor to reconstruct a transposition
recta.ngle conformable to a keyword sequence, the last sequence yields the following:
PYACMN
DFIGBEH
LRUSKQT
Wz VX0
By slnftmg the O from the last position to the first, and rearranging the columns, the followmg
is obtained; .
‘2536147
COMPANY
BDEFGHI
KLQRSTU
VWXZ

The original square must have been this:

{ale|s|c|B
K(v|iM|E|Q
X{N{H|T|O
D|L|W|P|F
Riz|Y|I|U

FIGURE %9

.. -f. Continued practice in the solution of Playfair ciphers will make the student quite expert
in the matter and will enable him to solve shorter and shorter messages. Also, with practice
it will become & matter of indifference to him as to whether the letters are inserted in the square
with any sort of regularity, such as simple keyword-mixed order, columnar transposed keyword-
mixed order, or in & purely random order.
¢ It may perhaps seem to the student that the foregoing steps are somewhat too artificial,
a bit too “cut and dried” in their accuracy to portray the process of analysis, as it is applied in
practice. For example, the critical student may well object to some of the assumptions and the
x_'_easoning in step (5) above, in which the words THREE and ONE (1st hypothesis) were rejected
in favor of the words THIRD and SECOND (2nd hypothesis). This rested largely upon the
rejection of RE, and ER, as the equivalents of UZ, and ZU,, and the adoption of IR, and RI, as
their equivalents. Indeed, if the student will examine the final message with a critical eye he
will find that while the bit of reasoning in step (5) is perfectly logical, the assumption upon which
it is based is in fact wrong, for it happens that in this case ER; occurs only once and RE, does not
occur at all. Consequently, although most of the reasoning which led to the rejection of the 1st
hypothesis and the adoption of the 2nd was logical, it was in fact based upon erroneous assump-

11 The author once had a student who “specialired” in Playfair ciphers and hecame so adept that he could
solve messages containing as few as 50-60 letters within 30 minutes,
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tion. In other words, despite the fact that the assumption was incorrect, a correct deduction
was made. The student should take note that in cryptanalysis situations of this sort are not at all un~
usual. Indeed they are to be expected and a few words of explanation at this point may be useful.

h. Cryptanalysis is a science in which deduction, based upon observational data, plays a
very large role. But it is also true that in this science most of the deductions usually rest upon
assumptions. It is most often the case that the eryptanalyst is forced to make his assumptions
upon & quite limited amount of text. It cannot be expected that assumptions based upon
statistical generalizations will always hold true when applied to data comparatively very much
smaller in quantity than the total data used to derive the generalized rules. Consequently, as
regards assumptions made in specific messages, most of the time they will be correct, but occa-
sionally they will be incorrect. In eryptanalysis it is often found that among the correct deduc-
tions there will be cases in which subsequently discovered facts do not bear out the assumptions
on which the deduction was based. Indeed, it is sometimes true that if the facts had been known
before the deduction was made, this knowledge would have prevented making the correct deduc-
tion. For example, suppose the cryptanalyst had somehow or other divined that the message
under consideration contained no RE, only one ER, one IR, and two RI’s (as is actually the case).
He would certainly not have been able to choose between the words THREE and ONE (1st hypo-
thesis) as against THIRD and SECOND (2d hypothesis). But because he assumes that there
should be more ER,’s and RE,’s than IR’s and RI’s in the message, he deduces that UZ, cannot
be RE,, rejects the 1st hypothesis and takes the 2d. It later turns out, after the problem has been
solved, that the deduction was correct, although the assumption on which it was based (expectation
of more frequent appearance of RE, and ER,) was, in fact, nof true in this particular case. The
cryptanalyst can only hope that the number of times when his deductions are correct, even though
based upon assumptions which later turn out to be erroneous, will abundantly exceed the num-
ber of times when his deductions are wrong, even though based upon assumptions which later
prove to be correct. If he is lucky, the making of an assumption which is really not true will
make no difference in the end and will not delay solution; but if he is specially favored with
luck, it may actually help him solve the message—as was the case in this particular example.

1. Another comment of a general nature may be made in connection with this specific
example. The student may ask what would have been the procedure in this case if the message
had not contained such a tell-tale repetition as the word BATTALION, which formed the point
of departure for the solution, or, as it is often said, permitted an “entering wedge” to be driven
into the message. The answer to his query is that if the word BATTALION had not been repeated,
there would probably have been some other repetition which would have permitted the same
sort of attack. If the student is looking for cut and dried, straight-forward, unvarying methods
of attack, he should remember that eryptanalysis, while it may be considered a branch of mathe-
madtics, is not a science which has many “general solutions” such as are found and expected in
mathematics proper. It is inherent in the very nature of cryptanalytics that, as a rule, only
general principles can be established ; their practical application must take advantage of peculi-
arities and particular situations which are noted in specific messages. This is especially true in
a text on the subject. The illustration of a general principle requires a specific example, and the
latter must of necessity manifest characteristics which make it different from any other example.
The word BATTALION was not purposely repeated in this example in order to make the demon-
stration of solution easy; ‘it just happened that way.” In another example, some other entering
wedge would have been found. The student can be expected to learn only the general principles
which will enable him to take advantage of the specific characteristics manifested in specific cases.
Here it is desired to illustrate the general prineiples of solving Playfair ciphers and to point out
the fact that entering wedges must and can be found. The specific nature of the entering wedge
varies with specific examples.

§
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Secrion X j

CONCLUDING REMARKS j

o . Paragraph |
Special remarks concerning the initial classification of cryptograms : : 47
Ciphers employing characters other than letters or figures...... - 48
Concluding remarks coneerning monoalphabetic substitution i 49
Analytical key for cryptanalysis. - ' 50

47, Speﬂul remarks concerning the initial classifloation of cryptograms.—a The student
should by this time have a good conception of the basic nature of monoalphabetic substitution and i
of the many “changes”” which may be rung upon this simple tune. 'The first step of all, naturally, [
is to be able to classify & eryptogram properly and place it in either the transposition or the i
substitution class, The tests for this classification have been given and as a rule the student i}
will encounter no difficulty in this respect. :

b. There are, however, certain kinds of cryptograms whose class cannot be determined in the (]
usual manner, as outlined in Par. 13 of this text. First of all there is the type of code message B
which employs bona-fide dictionary words as code groups.! Naturally, a frequency distribution
of such a Imessage will approximate that for normal plain text, The appearance of the message, [
however, gives clear indications of what is involved. The study of such cases will be taken up in i
its proper place. At the moment, it is only necessary to point out.that these are code messages and
not cipher, and it is for this reason that in Pars. 12 and 13 the words “cipher” and ‘“‘cipher mes-
sages’ are used, the word “‘cryptogram” being used only where technically correct.

¢. Secondly, there come the unusual and borderline cases, including cryptograms whose
nature and type can not be ascertained from frequency distributions. Here, the cryptograms are
technically not ciphers but special forms of .disguised secret, writings which are rarely susceptible
of being classed as transposition or substitution. These include a large share of the cases wherein
the cryptographic messages are disguised and carried under an external, innocuous text which is '
innocent and seemingly without cryptographic content—for instance, in & message wherein B
specific letters are indicated in a way not open to suspicion under censorship, these letters being 1
intended to constitute the letters of the cryptographic message and the other letters constituting 11
“dummies.” Obviously, no amount of frequency tabulations will avail a competent, expert
cryptanalyst in demonstrating or disclosing the presence of a cryptographic message, written and !
secreted within the “‘open’’ message, which serves but as an envelop and disguise for its authentic i
or real import. Certainly, such frequency tabulations can disclose the existence neither of sub- if
stitution nor transposition in these cases, since both forms are absent. Another very popular tf
method that resembles the method mentioned above has for its basis a simple grille. 'The whole o
words forming the secret text are inserted within perforations cut in the paper and the remaining j_
space filled carefully, using “nulls” and “dummies”, making a seemingly innocuous, ordinary E
message. There are other methods of this general type which can obviously neither be detected '-'
nor cryptanalyzed, using the principles of frequency of recurrences and repetition. These can _
not be further discussed herem, but at a subsequent date a specla.l text may be written for their

handling.? .
1 See Sec. XV, Elemenlary Mzhtary Cryptography. '
1 The subparagraph which the student has just read (47¢) contains a hldden cryptogra.phic message. With
the hints glven in Par. 85¢ let the student see if he can find it.
: 99) -
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48, Ciphers employing characters other than letters or figures.—a. In view of the fore-
going remarks, when so-called symbol ciphers, that is, ciphers employing peculiar symbols,
signs of punctuation, diacritical marks, figures of “dancing men”, and so on are encountered
in practical work nowadays, they are almost ¢ertain to be simple, monoalphabetic ciphers,
They are adequately described in romantic tales,® in popular books on cryptography, and in
the more common types of magazine articles. No further space need be given ciphers of this
type in this text, not only because of their simplicity but also because they are encountered
in military eryptography only in sporadic instances, principally in censorship activities, Even
in the latter cases, it is usually found that such ciphers are employed in “intimate’’ correspondence
for the exchange of sentiments that appear less decorous when set forth in plain language. They
are very seldom used by authentic enemy agents. When such & cipher is encountered nowadays
it may practically always be regatded as the work of the verieat tyro, when it is not that of a
“‘crank” or a mentally-deranged person.

b. The usual preliminary procedure in handling such cases, where the symbols may be some-
what confusing to the mind because of their unfamiliar appearance to the eye, is to substitute
letters for them consistently throughout the message and then treat the resulting text as an ordi-
nary cryptogram composed of letters is treated. This procedure also facilitates the construction
of the necessary frequency distributions, which would be tedious to construct by using symbols.

¢. A final word must be said on the subject of symbol ciphers by way of caution. When
symbols are used to replace letters, syllables, and entire words, then the systems approach code
methods in principle, and can become difficult of solution® The logical extension of the use of
symbols in such a form of writing is the employment of arbitrary characters for a specially
developed “shorthand” system bearing little or no resemblance to well-known, and therefore
nonsecret, systems of shorthand, such as Gregg, Pitman, ete. Unless a considerable amount
of text is available for analysis, & privately-devised shorthand may be very difficult to solve.
Fortunately, such systems are rarely encountered in military cryptography. They fall under the
heading of cryptographic curiosities, of interest to the cryptanalyst in his leisure moments.®

d. In practical eryptography today, as has been stated above, the use of characters other
than the 26 letters of the English alphabet is comparatively rare. Itis true that there are &
few governments which still adhere to systems yielding cryptograms in groups of fizures. These
are almost in every case code systems and will be treated in their proper place. In some cases
cipher systems, or systems of enciphering code are used which are basically mathematical in
character and operation, and therefore use numbers instead of letters. Some persons are
inclined toward the use of numbers rather than letters because numbers lend themselves much
more readily to certain arithmetical operations such as addition, subtraction, and so on, than
do letters.® But there is usually added some final process whereby the figure groups are con-
verted into letter groups, for the sake of economy in transmission.

3 The most famous: Poe’s The Gold Bug; Arthur Conan Doyle’s The Sign of Four.

¢ The use of symbols for abbreviation and speed in writing goes back to the days of antiquity Cicero is
reported to have drawn up “a book like a dictionary, in which he placed before each word the notation (symbol)
which should represent it, and so great was the number of notations and words that whatever could be written in
Latin eould be expressed in his notations.”

§ An example is found in the famous Pepys Diary, which was written in shortha.nd purely for his own eyes
by Samue! Pepys (1633-1703). *“He wrote it in Shelton’s system of tachygraphy (1641), which he complicated
by using foreign languages or by varieties of his own invention whenever he had to record passages least fit to be
seen by his servants, or by ‘all the world.” ”’

§ But, this of dourse, i» because we are taught arithmetic by using numbers, based upon the decimal -yltem
as a rule. By special training one could learn to perform the usual “aiithmetical” operations using letters.
For example, using our English alphabet of 26 letters, where A=1, B=2, C=3, ete., it is obvious that A+ B=C,
just as 142=3; (A+B)*=I, ete. This sort of cryptographic arithmetic could be learned by rote, just as
multiplication tables are learned.

T P T o T
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" e. The only notable exceptions to the statement contained in the first sentence of the pre-
ceding subparagraph are those of Russian messages transmitted in the Russian Morse alphabet
and ananese messages transmitted in the Kata Kana Morse alphabet. As regards Chinese,
which is not an alphabetlcal language and comprises some 40,000 ideographs, since the Morse
telegraph code comprises only some 40 combinations, telegmms in Chinese are usually prepared
by means of codes which permit of substituting arbitrarily-assigned code groups for the char-
acters. Usually the code groups consist of figures. One such code known as the Official Chinese
Telegraph Code, has about 10,000 4-figure groups, beginning with 0001, and these are arranged
so that there are 100 characters on each page. Sometlmes, for purposes of secrecy or economy,
these figure groups are enciphered and converted in letter groups.

49, Concluding remarks concerning monoalphabetic substitution.—a. The alert student will
have by this time gathered that the solution of monoalphabetic substitution ciphers of the simple
or fixed type are particularly easy to solve, once the underlying principles are thoroughly under-
stood. As in other arts, continued practice with examples leads to facility and ekill in solution,
especially where the student concentrates his attention upon traffic all of the same general nature,
80 that the type of text which he is eontinually encountering becomes familiar to him and its
peculiarities or characteristics of construction give clues for short cuts to solution. It is true
that a knowledge of the general phraseology of messages, the kind of words used, their sequences,
and so on, is of very great assistance in pre.ctlcal work in all fields of cryptanalyms The student
is urged to note particularly these finer details in the course of his study

b. Another thing which the student should be on the lookout for in simple monoalphabetlc
substitution is the consecutive use of several different mixed cipher alphabets in a single long
message. Obviously, a single, composite frequency distribution for the whole message will not
show the characteristic crest and trough appearance of a simple monoalphabetic cipher, since a
given cipher letter will represent different plain-text letters in different parts of the message,
But if the cryptanalyst will carefully observe the distribution as i is being compiled, he will
note that at first it presents the characteristic crest and trough appearance of monoalphsabeticity,
and that after a time it begins to lose this appearance. If possible he should be on the lookout
for some peculiarity of grouping of letters which serves as an indicator for the shift from one
cipher alphabet to the next. If he finds such an indicator he should begin a second distribution
from that point on, and proceed until another shift or indicator is encountered. By thus isolating
the different portions of the text, and restricting the frequency distributions to the separate
monoalphabets, the problem may be treated then as an ordinary simple monoalphabetic sub-
stitution. Consideration of these remarks in connection with instances of this kind leads to the
comment that it is often more advisable for the cryptanalyst to compile his own data, than to
have the latter prepared by clerks, especially when studying a system de novo. For observations
which will certainly escape an untrained elerk can be most useful and may indeed facilitate
solution. For example, in the case under consideration, if a clerk should merely hand the umi-
literal distribution to the cryptana.lyst the latter might be led astray; the appearance of the
composite distribution might convinee him that the cryptogram is a good deal more complicated
than it really is.

¢. Monosalphabetic substitution with variants represents an extension of the basic principle,
with the intention of masking the characteristic frequencies resulting from a strict monoalpha-
beticity, by means of which solutions are rather readily obtained. Some of the subterfuges
applied on the establishment of variant or multiple values are simple and more or less fail to
serve the purpose for which they are intended; others, on the contrary, may interpose serious
difficulties to a straightforward solution. But in no case may the problem be considered of more
than ordinary difficulty. Furthermore, it should be recognized that where these subterfuges
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are reelly adequate to the purpose, the complications introduced are such that the practical
manipulation of the system becomes as difficult for the cryptographer as for the cryptanalyst.

d. As already mentioned in monoalphabetic substitution with variants it is most common
to employ figures or groups of figures. The reason for this is that the use of numerical groups
seems more natural or easier to the uninitiated than does the use of varying combinations of
letters. Moreover, it is easy to draw up cipher alphabets in which some of the letters are
represented by single digits, others by pairs of digits. Thus, the decomposition of the cipher
text which is an irregular intermixture of uniliteral and multiliteral equivalents, is made more
complicated and correspondingly difficult for the cryptanalyst, who does not known which
digits are to be used separately, which in pairs,

e. A few words may be added here in regard to & method which often suggests itself to lay-
men, This consists in using a book possessed by all the correspondents and indicating the letters
of the message by means of numbers referring to specific letters in the book. One way consists
in selecting a certain page and then giving the line number and position of the letter in the line,
the page number being shown by a single initial indicator. Another way is to use the entire
book, giving the cipher equivalents in groups of three numbers representing page, line, and
number of letter. (Ex.: 75-8-10 means page 75, 8th line, 10th letter in the line.) Such systems
are, however, extremely cumbersome to use and, when the cryptographing is done carelessly,
can be solved. The basis for solution in such cases rests upon the use of adjacent letters on the
same line, the accidental repetitions of certain letters, and the occurrence of unenciphered words
in the messages, when laziness or fatigue intervenes in the cryptographing.’

f- It may also be indicated that human nature and the fallibility of cipher clerks is such
that it is rather rare for an encipherer to make full use of the complement of variants placed
at his disposal. The result is that in most cases certain of the equivalents will be used so much
more often than others that diversities in frequencies will soon manifest themselves, affording
important data for attack by the cryptanalyst.

g. In the World War the cases where monoalphabetic substitution ciphers were employed
in actual operations on the Western Front were exceedingly rare because the majority of the
belhgerents had a fair knowledge of cryptography. On the Eastern Front, however, the exten-
sive use, by the poorly prepared Russian Army, of monoalphabetic ciphers in the fall of 1914
was an important, if not the most important, factor in the success of the German operations
during the Battle of Tannenberg.® It seems that a somewhat more secure cipher system was
authorized, but proved too difficult for the untrained Russian cryptographic and radio personnel,
Consequently, recourse was had to simple substitution ciphers, somewhat interspersed with

.plain text, and sometimes to messages completely in plain language. The damage which this

faulty use of cryptography did to the Russian Army and thus to the Allied cause is incalculabl
k. Many of the messages found by censors in letters sent by mail during the World War
were cages of monoalphabetic substitution, disguised in various ways..

- 71n' 1915 the German Government conspired with a group of Hindu revolutionaries to stir up a rebellion in
India, the purpose being to cause the withdrawal of British troops from the Western Front. Hindu conspirators
in the United Btates were given money to purchase arms and ammunition and to transport them to India. For
communication with their superiors in Berlin the conspirators used, among others, the system described in this
paragraph. A 7-page typewritten letter, built up from page, line, and letter-number references to a book known
only to the communicants, was intercepted by the British and turned over to the United Statés Government
for-use in connection with the prosecution of the Hindus for violating our neutrality. The author solved this
mesgage without the book in question, by taking full advantage of the elues referred to.

8.Gyldén, Yves. Chifferbydernas Insatser I Vdarldskriget Till Lands, Stockholm, 1931. A translation under
the title The Coniribution of the Crypiographic Bureaus in the World War, appeared in the Signal Corps Bulletin
in seven successive installments, from November-December 1933 to November—December 1934, inclusive.

Nikolaieff, A. M. Secret Causes of German success on the Eastern Frond. Coast Artillery Journal, Septemm
October, 1935.
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50. Analytical key for cryptanalysis.—a. It may be of assistance to indicate, by means of an
outline, the relationships existing among the various cryptographic systems thus far considered.
This graphic outline will be augmented from time to time as the different cipher systems are
examined, and will constitute what has already been alluded to in Par. 6d and there termed an
analytical key for cryptanalysis.® Fundamentally its nature is that of a schematic olsssification
of the different systems examined. The analytical key forms an insert at the end of the book.

b. Note, in the analytical key, the rather clear-cut, dichotomous method of treatment; that
i8, classification by subdivision into pairs.. For example, in the.very first step there are only
two alternatives: the cryptogram is either (1) cipher, or (2) code. - If it is cipher, it is either
(1) substitution, (2) transposition. If it is a substitution cipher, it is either (1) monographie,
or (2) polygraphio——-and so oni. If the student will st.udy the analytical key-attentively, it will
assist him in fixing in mind the manner in which the various systems covered thus far are related
to one another, and this will be of benefit.in clearing aw&y some of the menta.l fog or ha.zmess
from which he is at first apt to suffer.

¢. The numbers in parentheses refer to specific paragraphs in this text, so that the student
may readily turn to the text for detmled mformatlon or for purposes. of refreshmg his memory
as to procedure.

- d. In addition to these reference numbers there have been aﬁixed to the successive steps
in the dichotomy, numbers that mark the “routes” on the cryptanalytic map (the analytical
key) which the student cryptanalyst should follow if he wishes to facilitate his travels along the
rather complicated and difficult road to success in cryptanalysis, in somewhat the same way in
which an intelligent motorist follows the routes indicated on a geographical map if he wishes to
facilitate his travels along unfamiliar roads. The analogy is only partially valid, however.
The motorist usually knows in advance the distant point which he desires to reach and he pro-
ceeds thereto by the best and shortest route, which he finds by observing the route indications
on a map and following the route markers on the road. Occasionally he encounters a detour
but these are unexpected difficulties as a rule. Least of all does he anticipate any necessity for
journeys down what may soon turn out to be blind alleys and “dead-end” streets, forcing him
to double back on his way. Now the cryptanalyst also has a distant goal in mind—the solution
of the cryptogram at hand—but he does not know at the outset of his journey the exact spot
where it is located on the cryptanalytic map. The map contains many routes and he proceeds

? This analytical key is quite analogous to the analytical keys usually found in the handbooks biologists
commonly employ in the classification and identification of living organiems. In fact, there are several points
of resemblance between, for example, that branch of biology called taxonomic botany and cryptanalysis. In
the former the first steps in the classificatory process are based upon observation of externally quite marked
differences; as the process continues, the observational details become finer and finer, involving more and more
difficulties as the work progresses. Towards the end of the work the botanical taxonomist may have to dissect
the specimen and study internal characteristics. The whole process is largely a matter of painstaking, accurate
observation of data and drawing proper conclusions therefrom. Except for the fact that the botanical taxonomist
depends almost entirely upon ocular observation of characteristics while the eryptanalyst in addition to observa-
tion must use some statistics, the steps taken by the former are quite similar to those taken by the latter. Itis
only at the very end of the work that a significant dissimilarity between the two sciences arises. If the botanist
makes a mistake in observation or deduction, he merely fails to identify the specimen correctly; he has an
“angwer’’—but the answer is wrong. He may not be cognizant of the error; however, other more skillful botanists
will find him out. But if the cryptanalyst makes a mistake in observation or deduction, he fails to get any
“answer” at all; he needs nobody to tell him he has failed. Further, there is one additional important point of
difference. The botanist is studying a bit of Nature—and she does not consciously interpose obstacles, pitfalls,
and dissimulations in the path of those trying to solve her mysteries. The cryptanalyst, on the other hand, is
studying a piece of writing prepared with the express purpose of preventing its being read by any persons for
whom it is not intended. The obstacles, pitfalls, and dissimulations are here consciously interposed by the one
who cryptographed the message. These, of course, are what make cryptanalysis different and difficult.
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to test them one by one, in a successive chain. He encounters many blind alleys and dead-end
streets, which force him to retrace his steps; he makes many detours and jupnps many hurdles.
Some of these retracings of steps, doubling back on his tracks, jumping of hurdles, and detours
are unavoidable, but a few are avoidable. If properly employed, the analytical key will help
the careful student to avoid those which should and can be avoided; if it does that much it will
serve the principal purpose for which it is intended.

¢. The analytical key may, however, serve another purpose of a somewhat different nature
When a multitude of cryptographic systems of diverse types must be filed in some systematic
manner apart from the names of the correspondents or other reference data, or if in conducting
instructional activities classificatory designations are desirable, the referencé numbers on the
analytical key may be made to serve as ‘“type numbers.” Thus, instead of stating that a given
cryptogra.m isa keyword-syswnatxca.lly-mned-mhtera.l—monoa.lphabetw-monogmpho substitu-
tion cipher one may say that it is & “Type 901 cryptogram.” -

J. The method of assigning type numbers is quite simple. If the-student will examine the
numbers he will note that successive levels in the dichotomy are designated by successive hun-
dreds. Thus, the first level, the classification into cipher and code is assigned the numbers 101
and 102. On the second level, under cipher, the classification into monographic and polygraphic
systems is assigned the numbers 201 and 202, ete. Numbers in the same hundreds npply
therefore to systems at the sarne level in the classification. There is no particular virtue in this
scheme of assigning type numbers except that it provides for a considerable degree of expanmon
in future studies.
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APPENDIX
Table No.

1-A. Absolute frequencies of letters appearing in five sets of Government plain-text telegrams, each set .
containing 10,000 letters. Arranged alphabetically. .

1-B. Absolute frequencies of letters appearing in five sets of Government plain-text telegrams, each set
containing 10,000 letters. Arranged according to frequency.

1-C. Absolute frequencies of vowels, high frequency consonants, medium frequency consonants, and low
frequency consonants appearing in five sets of Government plain-text telegrams, each set con-.
taining 10,000 letters.

2-A. -Absolute frequency of letters appearing in the combined five sets of messages totalling 50,000
letters. Arranged alphabetically.

2-B. Absolute frequency of letters appearing in the combined ﬁve sets of messages totalling 50,000
- letters. Arranged according to frequency. .

2-C. Absolute frequency of vowels, high frequency consonants, medium frequency consonants, and low
frequency consonants appearing in the combined five sets of messages totalling 50,000 letters_._____ .

2-D. Absolute frequencies of letters as initial letters of 10,000 words found in Government plain-text tele-
grams. (1) Arranged alphabetically, and (2) according to absolute frequencies... ...

2-E. Absolute frequencies of letters as final letters of 10,000 words found in Government plain-text tele-
grams.’ (1) Arranged alphabetically, and (2) according to absolute frequencies . ...

- 8. Relative frequencies of letters appearing in 1,000 letters based upon Table 2. (1) Arranged a.lplm-'
: betically, (2) according to absolute frequency, (3) vowels, (4) high frequency consonants, (5) med-
ium frequency consonants, and (6) low frequency consonants.
_ 4. Frequenoy distribution for 10,000 letters of literary English. (1) Arranged alphabetically, and -
(2) according to absolute frequencies i
5.  Frequenoy distribution for 10,000 léttera of telegrapluo Enghsh (1) Arranged alphabetically, and
’ """ (2) according to absolute frequencies
6. Frequenoy distribution of digraphs, based on 50,000 letters of Government plain-text telegra.ms,
. reduced to 5,000 digraphs
- 7-A. The 438 different dxgraphs of Table 8. Arranged according to their absolute frequencies..... ............
. 7-B. The 18 digraphs composing 25%, of the digraphs in Table 6. . Arranged alphabetically according to
their initial letters, (1) and according to their final letters (2) and according to theu' absolute
o frequenclea
7-C. The 53 digraphs composing 50%, of the digraphs in 'Table 6. Arranged alphabetlcally aeoording to
their initial letters, (1) and acoordmg to their final letters (2) and according to their absolute
_ frequencies
7-D. The 117 digraphs composing 75% of the dxgraphs in Table 8. Arranged alphabetically acoordmg to_ N
. -their initial letters, (1) and acoordmg to their final letters (2) and according to their absolute fre-
, quencies
. 7-E. All the 438 digraphs of Table 6. Arranged first alphabetically acoordmg to their initial letters and
) “then alphabetlca.lly according to their final letters
. (See Table 6. Read across the rows)

8. The 438 different digraphs of Table 6. Arranged first alphabetlcally according to_their fnitial
letters, and then aceording to their absolute frequencies under each initial letter.._.__. . __________.

0-A. The 438 different digraphs of Table 6. -Arranged first alphabetically according to their final letters
and then according to their absolute frequencies )

9-B. The 18 digraphs composing 25 % of the 5,000 digraphs of Table 6. Arranged alpha.betlcally according
- to their final letters, (1) and according to their initial letters, (2) and according to their absolute

. frequencies.
9-C. The 53 digraphs composing 50%, of the 5,000 digraphs of Table 6. Arranged alphabetically according
“to their final letters, (1) and according to their initial letters, (2) and according to their absolute

.frequencies
- 9-D. The 117 digraphs composing 75% of the 5,000 digraphs of Table 6. Arranged alphabetically accord-
. ing to their final letters, (1) n.nd acecording to their initial letters, (2) and according to thelr

- -absolute frequencies

~ 9-E. All the 438 different digraphs of Ts,ble 6. Arranged alphabetically first accordmg to their final letters

_and then according to their initial letters
(See Table 6. -Read down the columns)-.
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Table No.

10-

-A.
-B.

-C.

-D.

11-

-A.
-B.

-C.

12,

The 56 trigraphs appearing 100 or more times in the 50,000 letters of government plain-text tele-
grams—

Arranged according to their absolute frequencies.

Arranged first alphabetically according to their initial letters and then according to their absolute
frequencies

Arranged first alphabetically according to their central letters and then according to their absolute
frequencies.

Arranged first alphabetically according to their final letters and then according to their absolute
frequencies

The 54 tetragraphs appearing 50 or more times in the 50,000 letters of government plain-text
telegrame—

Arranged according to their absolute frequencies

Arranged first alphabetically aceording to their initial letters and then according to their absolute
frequencies.

Arranged first alphabetically acoording to their second letters and then according to their absolute
frequencies

. Arranged firat alphabetically according to their third letters and then according to their absolute

frequencies

. Arranged first alphabetically according to their final letters and then according to their absolute

frequencies.
Average and mean lengths of words

129
130
130

131

132
132
133
183

134
1356

TaBLE 1-A—Absolule frequeneies of letters appearing in five sets of Governmental plain-text telegrams,

each set containing 10,000 letlers, arranged alphabetically

Set No. 1 Set No. 2 g Bet No. 8 Set No. 4 Bet No. 8

Letter [ Abeclute Lotter . |ghoeoeun |l Lettar | flecie |l Lewer [Atworne | eum  |govotie
A 788 | A | 783 A esifiaA qa0 oA | 741
B | 104 B 103 || B 98 || B 83 || B 29
Cooee] 319} ¢ g0l .| 288/ ¢C 826 || C. 301
Deo| 387l D 413 || D_ 423 D 451 i D 448
E . t1387llE. 1204l E_ . {1,202 |[Bu |1 270} B | 1,275
P a3{F 287 || F 308 || F 287 || ¥ 281
G| 166 175 || & 1 16| 16706 150
H. -} swoflH | 851l | 33l lH_______}| B49 | H________ 849
I | 7a2li1 750 || T 787 || I 700 }j T 697
o | 181l J 1713 10fJd - a1l g 16
K 36|k 38 | K 22l K| 21 || K 81
L . 365 |l L 808 | L. .| 883||E____ | 886 L. 344
Mo 242 M ] 240 M. __.__f 238 M. ] 249 M____ 268
N ] 7881 N 704 || N 815 || N —] 800 || N_. 780
o___| e85} o0 770 )} © ~ 7010 756 || © 762
Pt 243l P 2r2|P sl P 245 || P 260
Q. 40 |l Q 22 flq | sl Q ssflq | 80
R | 70||Reeee} 7450 R______ | 762fR ] 785 R 786
s | es8|s | 683fls_______ | &586) 8] 628(l S 604
v | ese{flT .| smoHT goa llr | essHT 028
U | 270l U—— | 283(U si2lflv______ | 2a7)lu 238
Voo | 1681 V J 18] | 1e2fv— | 133fjv_—._.. 155
W .| 166 W 163 || W. 136 W | 188 | w i 182
X 43 || x 80 || x 4| x ss|lx___ 41
Y} 1me1|¢Y | 15 Y Jd o1l Y| 218l Y . 229
2 14|z 17| Zoe 2l z ] 1nmjlz | 5

Total ___| 10, 000 10, 000 10, 000 10, 000 10, 000

[ adaon”
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TaBLE 2—-A.—Absolute frequencies of letters appearing in the combined five sels of messages totalling
50,000 letters, arranged alphabetically
A . 3,683 G 819 L. 1, 821 Q. 175
B...... 487 H___ 1,694 M. 1,237 R__ 3,788
C... 1, 534 I .. 3,676 N 3,975 S.... 3, 058
D.._ 2,122 1 S 82 0...... 3,764 T. ... 4, 595
E. . 6,498 K. . 148 P... 1, 335 U.._. 1, 300
F.._. 1,416

V. 766
We.. . 780
X 231
Y oo 967
Z...... 49

TasLe 1-B.—Absolute frequencies of letters appearing in five sets of Government plain-text telegrams,
: each set containing 10,000 letters, arranged according to frequency

Bet No. 1 Set No. 2 Set No. 3 Bet No. 4 8et No. 5
Letter | Abeclute l|  retter [ AbSCII® || peyee  (Abociute )| perter [ADNING Jf  perger [ Absclute

B 1,867 || E. 41,204 | B BT 52 —— 1,270 | E— . 1,275
T -] 936 }| T _._{ 879 | T— 804 || T | 958 || T— . 928
N ] 786 || Neooeooee] 794 (| N | 815 || N... 800 | Rn— | 786
R 760 || A 783 || O 791 ) O 756 4 N 780
I | 7420 - T T | 787 | A 740 || 0. ‘ 762
A | 788 | I 4 7O R 762 | R | 785 A .. 741
0| 685 R. 745 (| A .| 681] I J 700 || Lo 697
S| 658]| S 683 || Seeeveeeee.| B85 || S— | 628 || S 604
D | 37| D | 4183 Do | 423 || D 451 || D | 448
L | 35 L 393 || H— —f 835 | Lcoe . -~ 386 ({H_ 349
c_ | 319)fH ] &1L __ | 333|H ] 349 L __ 344
Ho__..{ 310]| C.. 300 [| P 817 || Coe | 326 || Cccoel 301
Voo 270 || P! 287 || U - B12\\F | 287 | Feeeeel 281
Fe | 253§ P 272 || F. .| 308 ((M________ 249 (| M 268
Mo 242 || M 240 | Cooe| 288 | U | 247 || P 260
P. 241 || U 233 | M. 238 || P. 245 || U 238
Yoo | 1010 G | 175 Y| 179 Y ' 213 || Y i 229
G| 166 ( V. 178 [ G| 161 || G 167 || W. - 182
W | 166 || W—______{ 163 | Voo 142 || V| 133 || V. - 155
V| 168 || Yoo | 155 || W— | 136 | W | 1384 G . 150
B .| 104 B 103 (( B—— | 98 || B. 83 | Boeeert 99
X 434X . 50 ({ Q 45 | X 63 | X .. 41
Qe 40 | K| 38 [ X— | 4 ) Q. L1 3| IR . SR— 31
Koo 36 || Qe 2 1K 22 f K 21 | Qe 30
[\ S pE: 201 [ J— 17 || J— 10 | Je 21 o 16
z_ 14z 1702 2 Ze B | O A 5
Total _.{10, 000 10, 000 10, 000 10, 000 10, 000

148274—38—8
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TaBLE 1-C.—Absolute frequencies of vowels, high frequmcy consonanis, medium frequency con-
sonanis, and low frequeney consonants appecmng in five sels of Government plain-text tele-
grams, each set containing 10,000 letters

Set No. Vowes | Eigh Frequency ‘}“P‘%o@";_ Loy Frequency

1 3,903 3, 527 2, 329 151
2 3, 985 3,414 2, 457 144
3 4,042 3,479 2,356 123
4 3,926 3, 572 2,858 144
5 3, 942 8, 546 2, 389 123
Total ! ' 19, 888 17, 538 11,880 | 685

1 Grand total, 50,000.

TaBLE 2-B.—Absolute frequencies of letters appearing in the comb'med ﬁve sets of messages totall’mg

60,000 letters arranged accord'mg to frequancws

E ... 6498 I..._.. 3,676 C.__..._ 1,534 Y . --967 X 231
p 4,596 S..___. 3,068 F._.____. 1,416 G._....... 819 Q . 176
N 3,975 D 2,122 P 1,335 W_.... 780 K.... ~ 148 .
R 3,788 L ... 1,821 U.._._.. 1,300 V... 766 J..... = 82
0oeeeren 3,764 Ho__. 1,694 M______ 1,237 B...._... 487 Z_._._ ' .49 .
A 3, 683 . ’ . o . ’ . e - «

TasLe 2-C.—Absolute frequencies of vowels, high frequency consonants, medium frequency con-
sonanis, and low frequency consonanis appea,rmg in the combined ﬁvc sets qf messa.gas tolallmg
50,000 letters . o s

Vowels.._.... ' SR T ™
High Frequency Consonants (D N R S, and T)--__--.-__- meean 17,.538
Medium Frequency Consonants (B, C, F, G, H, L, M P, V, and W) : ' 11 889
Low Frequency Conlonants (J K, Q, X, a.nd Z) . ol S 685

Total.. N ; e 50,000
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TasLe 2-D.—Absolude frequencies of letters as initial latiers of 10,000 words found in Government
plain-text telegrams
(1) ARRANGED ALPHABETICALLY
g S 905 G 109 L. 196 Q... 30 V... 77
) : S 287 H.._... 272 M____ 38¢ R.___. 611 W.... 320
¢ Ceeeee 664 I 344 N____ 441 S 965 X _ 4
o Do 525 J...... 4 0. 646 T.... 1,268 Y. 88
E.... 390 K. .. 23 P 433 U.___. 122 Z.._... 12
- Feeeeee 855
Total.... 10, 000
, . (2) ARRANGED ACCORDING TO ABSOLUTE FREQUENCIES
P 1,253 R 611 M. 384 L. 196 Joe. 44
- 8. 965 Do 525 I 344 U...... 122 Q. ... 30
Y W— 905 N 441 W 320 G_____ 109 K. 23 Elg_
S — 855 P 433 B...... 287 Y. . 88 Z._.._.. 12 i
[ — 664 E_..... 300 H.._. 272 Voo 77 Xl 4 4
g, O 646 | i
Total... 10,000
TABLE 2—E ——Absolute jrequencwa of letters as final letters of 10,000 words found in Government |
. plain-text telegrams i
_ (1) ARRANGED ALPHABETICALLY . ?._
A, 269 G 225 Lo 354 Q.. 8 Vo ' 4
R - S 022 Ho..... 450 M__ 154 R 769 W._... 45
S 86 I 22 N...... 872 S.._.. 962 X 116 f
j » T 1,002 J.__.. 6 0. 575 T 1,007 Y. . - 866 !
E ... 1,628 K...... 53 P 213 U.___. 31 Zo.... 9
) 252 ' S
Total ... 10,000
(2) ARRANGED ACCORDING TO ABSOLUTE FREQUENCIES.
Eoeeee. 1,628 Ro..._.. 769 Fo..... 252 C........ © 86 I..... 22
S 1,007 O 575 G 225 K. © 53 Zo... 9
D 1,002 H__.. . 450 P 213 W 45 Q... 8
S 962 L. 354 M. 154 U 31 Jo... 6
N 872 A 269 X 116 B....... 22 V... 4
Y. 866 —_—
Total.... 10,000 1N
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TasLE 3.—Relative frequencies of letters appearing in 1,000 letiers based upon Table 2-B
(1) ARRANGED ALPHABETICALLY

A 73.66
B 9.74
A 30. 68
> I 42.44
B 129. 96
P 28. 32

G- 16.38
33.88
73. 52

1.64

2.96

 PR— 36. 42
M. -~ 24.74
Noooeeeee 79. 50
L0 J— 75.28
P 26.70

Q. 3.50
R 175.76
. 61.16 X ..
T . 91.90

-

| A—

15. 32
15. 60

- 4.62

19. 34

Uo—- 26.00 Z_____. .98

Total.- 1,000.00

(2) ARRANGED ACCORDING TO FREQUENCY

B 129,96 I 73.52 OC....... -~ 30.68 Y...._. 19.34 X ... 4.62
I - 91.90 S..... 61.16 F._____.. 28.32 G.__.___. 16.38 Q... 3. 50
) 79.50 D._._.... 42.44 P.__..__ 26.70 W.__.... 15.60 K. 2. 96
Rooeee 75.76 L. 36.42 U...._. 26.00 V... 15.82 Jeeee.  1.64
O 75.28 H_.._._.. 33.88 M ___ 24.74 B.___ 9.74 Z ... .98
A..... 73.66 -
Total.... 1,000.00
(3) VOWELS (5) MEDIUM-FREQUENCY (6) LOW-FREQUENCY
CONSONANTS . CONSONANTS
A 73.66 B 9.74 X 4.62
E 129.96 C 30.68 Q 3. 50
I 73.52 F 28.82 K 2.96
0 76.28 G .16.38 J 1.64
U 26.00 H 33.88 Z .98
Y... 19.34 L 36. 42 _ _—
— M 24.74 Total . 13.70
Total ... 397.76 P 26.70 - m——
- \/ ©15.32 Total (38), (4),
(& HIGH-FREQUENCY W 15.60 (5), (6)- 1,000. 00
CONSONANTS _—
D 42. 44 Total ... 237.78
N 79. 50 - e
R 75.76
S 61.16
T 91. 90
Total....... . 350. 76
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TaABLE 4.—Frequency disiribution for 10,000 letters of literary English, as compiled. by Hitt ¥
(1) ALPHABETICALLY ARRANGED .

A 718 G — 174 L._______ 3712 Q... 08 V. 112
Beeeeeeee . 141 H.. . 5956 M.___ 288 Ro....... 651 W.____ . 176
Coo— 296 I...... 667 N_..__... 68 S.___ 622 X.____._ .27
* Do 402 J_. . 51 O 807 T ... 856 Y. . . — 196
E_ . 1,277 K . 74 P 223 U____ 308 Z__ .. 17 :
Fo—. 197 . . . g - L
: (2) ARRANGED ACCORDING TO FREQUENCY S
Eo 1,277 Rl 651 Ul 308 Y. 196 K. 74
T 855 S 622 C— 208 Wo_.. 176 J____ - 51
O 807 H____. 595 M.___ 288 G _ 174 X o7
A 778 D....... 402 P._.__._.. 223 B.____ 141 Z___ . S ¥ A
Nt 686 L._.____ 372 F._._...__ 197 Voo 112 Q. 8 :
I 867 - i
il

TABLE 5 —-Frequmcy dmnbutwn for 10,000 letters of telegraphic English as compzled by Hitt ",n
"' (1) ALPHABETICALLY ARRANGED |

A 813 G 201 L. 392 Q.. 38 V... 136 i
o B 149 H.___ 386 M_._.._. 273 R.___ 677 W_..._. 166
R ¢ A 306 I ... 711 N_.__ 718 S 656 X_____ 51 .
Do 417 J__ . 42 0. 844 T ... 634 Y____. 208
B 1,819 K 88 P._.... 243 U____ 321 Z..... 6
P, 208 3 ' _,

_ -~ (2) ARRANGED ACCORDING TO FREQUENCY
E.._1,319 S 656 U.._.. 321 F_..... 206 K___._ 88
O..... 844 T __.__ 634 C..___. 306 G 201 X .. 51
A 813 Do 417 M____ 273 W.___ 166 J.—. 42
N 718 Lo 392 P__._. 243 B_____ 149 Q. 38
I . 711 H____ 386 Y. 208 V... 136 Z. ... 6
R 677" '

1 Hitt, Capt. Parker. Manual for the Solution of Milucry Ciphers. Army Service Schools Press, Fort
Leavenworth, Kansas, 1916. .
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TABLE 7-A.—The 438 different digraphs of table 6 arranged according to their absolute frequencies

01 | S— 111
RE 98
4 87
) 82
™H. 78
(0) | A 77
INee. - 76
TE 71
F.\. 64
1) . — 64
ST 63
ED......... - 60
) 67
VE 57
21— 54
ND__ ... 652
TO e - 50
1 — 49

11, 249
AT . 47
o SO 45
.\ S— 44
EE 42
1 O 42
AS .. 41
[+ o I— 41
10 41
TYeee.. 41
FO 40
20 S 39
RA ... 39
ET 37
101 S 37
) I\ 37
MA . 36
by 36
. W— 35
IS . 35
) S 34
DE .. 33
7 I S 33
.\ FR—— 32
CE . 32
o U— 32

EC . 32
11 S— 31
UR.....n 31
NI . 30
RE 30
EL 29
HT 28
LA o 28
RO 28
TA . 28

12,495

g P PR 27

AD. . 27
DI . 27
Ele 27
IR ... 27
IT 27
[ — 27
ME .. - .26
NA . 26
L1 S 26

IV 25

0) 25
0)." — 25
) (N 25
NS . 24
SA. 24
IL . ... 23
PE. .. 23
I 22
) 22
UN .. 21
] 20
EP . 20
EV. 20
&, I— 20
HA .. 20
HE . ... 20
HO. oo 20
LI 20
S8 19
TP 19
IGe 19
[ S— 19

1 The 18 digraphs above this line compose 25% of the total,
? The 53 digraphs above this line compose 50% of the total.
1 The 117 digraphs abgve this line compose 75% of the total.

oL 19
o) R 19
p ¢ 19
|, (o 19
BE...eeeeee- 18
EF .. 18
NO. . 18
PR 18
J -\ S 17
HR . — 17
| o  I— 17
RD........... — 17
TR 17
PO 16
DT et 15
IX. o oo... 15
4} | S 15
S0............ - 15
b ¢ 15
AC. . 14
AM . .. . 14
CH.. ... 14
CT . 14
EM .. 14
GE ... 14
0S. . 14
PA-.-' --------- 1 4
PLoo . 13
RP........... — 13
SComeeeee — 13
|} S 13
MM... ... 13
DS - 13
AU .. 13
IE. .. 13
LOeeeoe 13

33,745
AP 12
DR ... .. 12
EQoe - 12
AY. . 12
EO ... 12
OD..oeee - 12
5] 12

/. U
|

PP —

IF.
| 7 A— —
MO............
SPoe.

v
LD
MI ...
NP

0C.a -
oW
| o
L0 T—

Al ST ~T ST~ ~Y~T 00 000000 GCOO0 OO OMAMAINDLODOOODD®©

12
12
12
12
11
11
11
11
11
11
11
11

10

10
10
10
10

10
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TABLE -7T-A.—The 438 different digraphs of table 6 arranged according to their absolute frequen~
ctes—Continued

GA‘-----'-- ————
P

N.U---------.—---. |

1) S——

RGoooooo .

Xt
AG

0. ..
YA .

B2 > N—
m—---- wovcosren

s T

Pl
m...---..-..---'.'.;-- :

0
DU .
1) S
UA.. .

mcncncncncnmc_nc-c_w_';n’o:o‘cnv«cne.ncaoaa'c:-camaaacaa’aacpqaaaa@adQ_QQ'qqquqq

SDe.

T

p ¥ SO -
9, S——

AP

BO_. .
CKommooeo.

o S

DB ...
DC.oeeeees
15) | A—
1), S

e ’.“. .

HSoooee
MS.
NH..oiie

S

YC o

) £ 0 I—
) 4 S—
PH ..
PU e
RH .

AW
1) PR

©0 00 03 0O G2 OO 02 00 GO ©9 00 GO GO a in i it i B i K B i R W B R R R i R e R R G O O o O

0. —

AA

EU me——eemssecmee

> S—

30—
GN..... .
Gs—---------e--.-

HCoooen

HN .

)
LPoee.
| (¢ ———
NP . -
| —

F.\, S——
Bl ...

. BR el

BU .o
DG ...

DH. .

DO
AO. ...
[0}

081 S—

WRHR OO RN NN NN NN NN G 0 O G0 W G 0 e o800 oo e o

A

)

NK——oo .

G -
0] . R
PP

RB. .

¢ S

COWNe

XA

b4 .

BS ..
BT .
160 N




REF ID:A64646

TasLre 7-A.—The 138 different digraphs of table 6 arranged according to their absolute frequen-~

b jeck bk ek ek fed fd ek ek ek fed fed bk b et b ek bt ek

p. ¢ I

I!
[
1
i
H
[
1
1
1
(1
’

(2) AND ACCORDING TO THEIR ABSOLUTE

FREQUENCIES
64 ON—o... 77
OR.____ TS
111 RE...._... 98
87 |
60 SE.._..._. 49
54 ST 63
™. ... 78
7% TE 71
™. . 50.
82 VEo. 57
57 '

cies—Continued
AR . 1 Y .. - 1 PDe .
o . 1 JA . 1 PNooeoee . —
Y. 1 KA 1 PV —
v AR 1 KCo . 1 PV
3 » I 1 ¢ PR 1 PYo —
Fe_ 1 KN - 1 ()"
| 3 . 1 KSoo . 1 QR
FP . 1 | ¢ S 1 R
W 1 IH 1 RK .
Y. o 1 LN . 1 SKooe
GD—— . — 1 M. ... 1 12—
(¢ S 1 MF 1 sy
G . -1 MH 1 TG
GW_ . 1 NI .. 1 Qe —.
HB . 1 NQ 1 T2 . —
) ;| P 1 0. 1 UF.eeee
HP_____ - 1 oX. ... — 1 1) 20—
HQ 1 PB . 1 vo_ .
7 S 1 PCo 1 Ve
TasLe 7-B.—The 18 digraphs composing 26%, of the digraphs in Table 6 arranged alphabetically
according to their initial letiers
(1) AND ACCORDING TO THEIR FINAL
) LETTERS
AN 64 ON. . 77 AN
o) ; SS—— 64
ED s 60 RE ... ... 98 EN ..
EN 111 ER ..
ER . 87 SE 49 ED._........
ES . 54 ST 63 ES.
B - 71
IN. .. — 75 TH . - 78 - IN .
TO.......... — 50 :
ND........ — 52 VE.eee. 57 NT
) R — 57 NE
82 Total...... 1,249 | I

52

‘Total..... 1,249

PR
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Taste 7-C.—The 53 digraphs composing 50% of the 5,000 digraphs of Tabtc 8, arranged alphabetically
according to their initial letters

(2) AND ACCORDING TO THEIR ABSOLUTE

(1) AND ACCORDING TO THEIR FINAL

LA .l

LE. ... -

LETTERS
32 MA
64
44 ND. ...
41 NE .
47 NL .
ND
32 _
41 ON... .
o OR
32  OUee.
RA.
35. REoo .
32 RL .
60 RO
42 o —
29 REc .
111 '
.. 87 SE.......... —
. 5% ST
87 ST
39 TA .
0 TE—
N T
33 T
. 28 To—-— --------
: T
75 _
4 g
36
VE ...
28 .
37 Total._....

36

62
67
30

82
7
37

39
08
30

28"
31

43

49

34

28
71
78

45°

50
360

41

31

N
10 . -
T

FREQUENCIES
64 MA ... 36
47 . _
44 | . 82
41 NEB e 57
32 ND..ooe e 52
NL . 30
41 o C
32 ON. e g
: OR — 64
33 [0, 0 S 37
32 -
: RE e 98
111 Bl -~ 42
87 RA — .39
3y Rs 31
N R 30
42 R 28
A T 03
32 S 49
20 ST 34
;. ™ o 78
;g TE-------".-.-.-.--.. . 71
_ TO e 50
p o S 45
33 ey 41
28 ™ 36
. TA. .. 28
75 :
41 UReee 31
35 . .
VE .. 57
37 - e
28 Total.__... 2,495
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Tasrz 7-D.—The 117 digraphs composing 76% of the 5,000 digraphs of Table 6, arranged alpha~-
betically according to their initial letters——

(1) AND ACCORDING TO THEIR FINAL LETTERS

N AC 14 EP.oeeee. 20 ) o S 13 RI_ ... 30
i AD. ... 27 ER ... 87 S % ROieeein 28
AL 17 ES. . - b4 MA 36 RS: 31
; AL . 32 EP oo . 87 ME. ... 26 RT . 42
g AM 14 BV . 20 o S T . e e
5 AN 64 - - - NAooooo - 26  SAo___... . 24
Al . AR .. - 44 FL.... 39 [ R——— 19°  SE_..... 49
AS 41 FO._ 40 ND.... ... 52 SH..._. — - 26
AT A7 " NE_ . b7 ST - 34
AU 13 GE . 14 NG. ... .27 so.____--_---.. 15
' GH oo 20 NI .. .. 30 SS.o e - - 190
BE o 18 - - NOoo 18 ST .. i - 63-

HA . . 20 NS e 24
CA.ee . 20 HE .. 20. NP . 82 TA. . 28.
CEoe . 32 HI. ... 33 - B .. 71
. CI'L._-_-----..--; 14 HO,--._---_----, 20 0?..- ............ o 25 : TI‘L ............. 78-
L CO. . 41 " HR 17 OLiveceee - 19 T . 45.
CTeeee 14 HT. oo . 28 01------~--_-- .25 TO__...... .50
ON._.. . — 77 TR .. . .17
DA 32 I . 22 OP_____. - 25 TS . 1%
DE_ .. . " 33 IE ... 13 OR e 64  TT .. . 19
DI ... - 27 IGe . 19 08 e 14> TW________ . .. 36.
DO - 16 IL oo 23 o)) 19 e oo 41
DS ... — 18 IN . P 0] - U . 3% s L
2 I .15 I0 . 41 P N T ; I
- IR 27 PA. . . 14 URee 31
BA .. — 35 IS . 35. PR 287
EC.----__---.---. 32 IT .............. ' 27. PO_- —————aewme- R 17 VE -..-_--.-‘.;._' . 5"7-;
EDi ... 60 Ve 25 PR ... - 187 o
m,“..-- - 42 IX oo 15 a S | 22
EFee. 18 o o QU 15 W0 .o 19
B . 27 LA 28 T
_ EL 29 LE . 37 RA . 39 Y. 15
I EM._ ... & LI 20 RD ...l 1% -
LI EN.... ... _ 11 Ll 27 RE. e 98 *Total ... 8, 74§

>
Q
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TasLe 7-D, Concluded.—The 117 digraphs comprising 76% of the 5,000 digraphe of Table 6,

AN .
AT ..
AR ..
AS ...
AL ...
AT
AC. ..
AL
AU
BE.. .. -
[
CA .
CH ...
CTeeee.
DE .
DA .. ..
DL ...
DO.__......
2/ S
EN._oo..
ED. ..o
ES.ooomee
EE..ooooeo.
ET oo
EA.oooooo..
EC.ooooeee.
>
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arranged alphabetically according to their initial letters——

(2 AND ACCORDING TO THEIR ABSOLUTE FREQUENCIES

64
47
44
41

32

27
17

14

14

13

18

41
32
20

14

14

33

32
27
16
15

13

111

87
60

54

42
37
35

32.

29

El .
EP.. . ..

HI.....
Hle .

HO. .

0

1 W
L
A
IL. ...
ICeooooeo

27
20

20

18
14

40
39

20

14.

33
28
20

20

20
1
75
41

35

27
27
25
23

22

19
15

13

37
28
27
20

13

MA .

NT o
) T
)| »

| 1,
NO. .

o R

OF .
oM
OP oo
oL

PE
PRt
POt

36
26

82
57

52
30
27
26
24
19
18

77
64
37
25
25
25
19
19

14

23
18
17
14

15

98
42
39
31

RL.... ... 30
RO.... ... 28
RO 17
ST 63
SE. ... 49
ST..... .. 34
SH_ ... 26
SA oo 24
SSeo 19
SO 15
i 78
B, 71
... 50
v A 45
AR 4
™ 36
TA .. 28
TS~ 19
i S 19
Ly S 17
UR oo 31
UNeeoro e 21
VE.ooooo, 57
WE..oo . 22
WO oo . 19
Yoo 15

Total..... 3,745

TasLe 7-E.—All the 438 digraphs of Table 6, arranged first alphabetically according to their initial
letters and then alphabetically according to their final letters.

(SEE TABLE 6.—READ ACROSS THE ROWS)
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TasLe 8.—The 438 different digraphs of Table 6, arranged first alphabetically according to their

initial letters, and then according to their absolute frequencies under each initial letier !

BR..._

CA
¢, ;

64
47

44

41
32
27
17
14
14
13
12
12

v

41

32
20
14

=t b B DD D W PO

el L R Y Y-

DE .
DA.......
2 S
DO .
DT

DV
>, ¢ S
DH .

e ged =t DD GO OO
WOt ~T W

. '_.
s D) DD RO GO GO W O OOt 00 00N

. et
P bk et et et et b OO W B e R ST R

EO._ .

FR...____
FA
FSoo
FU
FC.._
FLoo—

FM_ . ..

60
54
42
37
35
32
29
27
20
20
18
14
12
12

L Y Y

L S b b s O N
bt et et et A MY D R WO NO O i DO

¢! PR
GPo—

MY
H_ .

HC

HN._ ...

HQ oo
HW.ooooeeeo..

. HY_________'____ P
1 For arrangement alphabetically first under intial lefters and then under final letters, see Table 6.

BEERY

. . . Lo [

Pub fed pmi bt bt DD DD DD DD DD OO CO M N R D =T

4
i
?

‘




Rk A ey

ML mTRRERIA L s e e

G eme o Wy g
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TanLe 8, Contd.—The 438 different digraphs of Table 6, arranged first alphabetically according to

their initial letters, and then according to their absoluie frequencies under each initial leiter

IN . -
I0. e
IS .
IR .
IT e —
b}
L. —
IC . - —
IG.. . —
x. .
IE ...
IF. .
b —
IA .
2 § L
ID.. —
D - S— —
IK.. ... . -
IZ .
) — —
JO .. -
U
JA.. .
KE ...
KI.... ..
KA .
KCoor
Koo
KN .
| S—
LE.. e
LA . -
| N P

1 For arrangement alphabetically first under initial letters and then under final letters, see Table 6.

76
41
35
27
27
25
23
22
19
15
13
10

NNON D WO

~ NN

ol pt ek ek =t N DD

LY e
LD .

LF .

20
13
10

Fut et b DO DD DO DO B 0O 00 63 €O O 00 ©

et N NDNNOR®D OO

82

NE . -
ND.eee
NI .
NG .
| —
NS. ... —
NC . —
NO.......—. -
NF._..... —_—
NN .
N ..
| | P
N
|} S—
NH ...
NR ...
NP
|| [
|
NB . ... -
| C——
N .
NQ ...
ON... ..
1) S——
QU
OF e -
oM ... .
OP.e
1) PR —
0 7
0S.me—
oD .
L0 —
0] I

67
52
30
27
26
24
19
18

NN WR RO RAIN S

7
64
87
25
25
25
19
19
14

12
8
8

0] W——

tt = DD DD DD R OO I

b bt ek pt et DD
- 00t =Y 00 &

T Y - X- - X
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TasLz 8, Concluded.—The 438 different digraphs of Table 6, arranged first alphabetically according

to their initial letters, and then according to their absolute frequencies under each initial letter !

RR .
RC
RM. .

ST

SE .-
ST

SSo
SO
SCor.
SFero.
SU. .

1 For-arran'gemeht alphgbetically first uxjnder initial letters and then under final letters; see Table 6. -

98
42
39
31

. 30

28
17
13
11

9

DWW EROTNTONTN NI DO

SGet
SL
SK oo
SV
) S

TH.o .
g S
TO .
I

L ¢ S
Qe -

T - N N- Y- X-)

= ok ek DO DD GO OO W O

.71

50
45
41
36
28
19
19

Us. .

UM

UF

VI
VA .
| [ J—

VD

12

12

- i DO 02 OO CO R N O O OO

22
19
13
12

It et et e DD

7
2
2

XH
XN
X0 -

YF..oooooo .
YS oo
YO
YE. ...
YA .
W
YC........... -
YD ...

) & S—
) 4
YB...o .
h ¢ PR

) {0 S——

b s et et DO KD KD GO GO M R R D @ ©

Pk pomd Bk pk ek d ek ped DD DD

-t b DD

Total___. 5, 000

. Lo aa Pl
b iiind Bt “wﬁﬂ‘*
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TABLE 9-A.~The 488 different digraphs of Table 6, arranged first alphabetically according to their

NA_

SA..

'CA------..".-'.-.--' .
HA ...
.PA---._-_-_-.-_-_-_ N

GA e
IOA.---..--,.__-_ PO
"VA_------.-.-..-..‘.- e -

YA ..

‘FL_""‘.".'..' "

AA
XA

AB. e

SB........ ——

RB---------A..-'-' .

D 4 S—

HB. e e
PBoine

e L

e e B0 RO DO NGO €O O 00 I R R O &

39
36

35

32
28
28
26
24
20

20
14
- 12

RC .
0C ...

pC.

g (P
€O -
HC... ... ..

X

MC e -
U

FC_. .
GO
XC_._

SD. .
Yo
UD.. oo

W .

[+, M— -

e,
MD______ .

PD.___ ...

XDl

- DO DO DD GO GO 69 03 O B h O GO ©

19
-3

A T
bt i s e et DD OOt N O D 00 © BO =T

32
22
19
14
13

oy
PR

CE.

PE____ ..
.| CF

Ke .
OE.. . .

) 4 —
IF .
NF .
)
TP

RF.___

98
71
57
57
49
42
37
33
32
26

. 23

22

- 20
.18

14
13
11
10

95

18
12
11
11

=
[ - ]

Ot O ~J 00

- final letters, and then according to their absolute Jfrequencies

NG .

IG. s

UG... .
RG. ...
AG. ...
EG .
>, ¢ SENE—
0G. e
SG

p S

R (¢

L) I—

e R

Sk b e DD e DD

27
19

e bt bt DDOBD DD e D =3 OO

= DO A ~¥
o™

bt bk pud =t D DO GO GO OO 4 W =T 4




B
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TasLg 0-A, Contd.—The 438 different digraphs of Table 8, arranged first alphabetically according
to their final letters, and then according to their absolute frequencies

45
39
34
33
30
30
27
27
20
17
13
12

NI O

Pk et ek et e et b ik

=N N

LI PR—
¢ PR

27
23

13

N . .
(-] = NN

Lo e
bk ek et = DN VWA TIOTR DO O It

AN.. .. 64
UN. .. 21

YN
DN..oe .
SN.. ...

2
=
{
i
i
i
i
1]
1
Y Y R R

e E R Y X

18
12
11
10

[
Pk et d DD DD e s DD N NI DD OO WO OO N ~T QO
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DrpE

195

Tasts 9-A, Conoluded.—The 438 difierent digniphe. of Tabld 6; arvenges it uiphabersally :
according to their final leltérs, and then scording 0 thetr wbsolute frequencies ol

B 6 R g

ES. . 54 0T .. 19  JU.._. 2 PNt
AS. oo 41 G o S 19 LU p) W 1
I8 86 > S 15 MU g i
; RS. ... 81 ' 5 - 15 Yo . 1 b > 7
£ NS 24 CTeeee 14 EX.o 7
. L T 10 17 12 ) A £6 Koo . A
TS e 19 o 11 EV e 20 i
(o> S 14 | 7 8 AV -7 L’ -4}
DS 13 ! 8 ov._. .. ¥ AY i2
USeeeee 12 XT . 7 RV ... 5 W 10
Y8 e 11 (¢ A 4 V. e 3 RY oo 9
LS 6 MT 2 NV . 3 BY ... ¥
PS . ] BT 1 W ® ) A 5
HS. B! VT 1 2 A 1 EY 4
MS._ .. 4 - SV . 1 MY ]
FS_..... - 3 ou... 87 W 1 oV 2
GSpooeeee . - 3 14 S 15 P ) A 1
BS.. ... 1 AU 13 TW. .. © -8 DYoo 1
(o= S 1 SU_._. ... 1mnoow._.___..° 8 FY__ 1
KSooooe 1 HU.. .. 8  EW._._____._. 7 HY 1
WS 1 NU_ . 7 DA . 4 PY . 1
XS . 1 DU 5 RW._... .. 4 BY_ . 1
' ' RU .. 5 SWeo . 4 L) A 1
NT. ot 82 p A 5 AW . .3 o
< 88  CU...._.. 4 NW. L S v A 2
AT .. 47 0.1 8 A A 2  ov AR 1
1 42 PO 3 W 1 T2 1
BT 37 PUL___ 38  FW...__ . 1
HT . 28  BU._.____ 2 W .. 1 Total .. &, 0060
IT . 27 QU .. 2 HW. . 1

148274~-38——9




S

REF ID:A64646

126

TasLe 9-B.—The 18 ‘digraphs composing 26% . of the 5,000 digraphs of Table 6, arranged alpha-
betically according to their ﬁnal letters——

(1) AND ACCORDING TO THEIR INITIAL (2) AND ACCORDING TQO THEIR ABSOLUTE
.LETTERS FREQUENCIES

o1 S 60 IN._____. 76  ED....._._. 60 INee ... 75

Moo 52 ONeeooooe - 77 N 52 AN 64

NE__ g7 T 80 gg 08  TOe 50

RE..oo .. 08 TE oo 71

SE 49 ERe . 87 N 57  ERee. 87

e L2 OR. . 64 VE___ BT o), S— 64

VEoooen BT SE. . 49 '
| ES........ b4 , ES.cooe. B4

THoooeee. 8 NT TR S—— 8 Nt 82

ST .. 63 ST 63

AN ... 64 EN .. 111
EN..... .. 111 Total... 1,249  ONeooo 77 Total . 1,249

Tapiz 9_0'—'- The 68 digraphs composing 50%, of the 5,000 diwaihs of Table 6, arranged
. alphabetically according to their final letters— |

(1) AND ACCORDING TO THEIR INITIAL LETTERS 3
DA . 32 RE._._.._... 08 o1, A 111 IS0 35

EA .. 35 SE .o 49 IN 75 RS . 31
7 28 ™ . 71 ON.oooomoe.. 77 _. .
MA gg | J— 57 . . AT 47
RA. .. k l . €O 41 ET. . 87
TAeeeee 28 THeoo. 78  po_ 40  HI ‘28
= 10 41 NTeo . 82
ECoe 32 FIooooen 39 RO . 28 RT____... 42
HI .. 38  ro______ 50 ST 63

NI e 30
ED..o. 60 RL . 30

O 52 g1 34 AR 44 U 37
' S 45 ERo—.. 87

CE._____. 32 ©) L S— 64 by 36

DE.o .. 33 AL 32  URe. 31

EE.... ... 42  EL__.__ . 20 Yoo . 41

IE. .. 87 AS. oo 41

NE...... 57 AN ... 64 ES..._._. 54 Total ... 2,405
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Tasrs 9-C, Concluded.—The 58 digraphs composing 509, .of the 5,000 digraphs of Table 6,
arranged alphabetically according to their final letiers——

(2) AND ACCORDING TO THEIR ABSOLUTE FREQUENCIES

RA ... 39 lE_ 37 N . 77 IS a6
MA...._... 36 DE . 33 IN.._. 78 RS 3%
EA_ . 85 CEeeee 32 AN 64 . L
DA....... — 82 . ' o | A 82
¥ W— -~ 28 T 78 To_____ R IR S— - 83
e 28 O 41 AT .. A%
. I 45 10 41 BT’ 42

EC o 82 P 30 FO______ 40 ET_______ 3%
_________ - 60 SL..e. 34 ROeeeree - 28 HP. ... 28
ND._ 52 HL .. 33 _ : : o
NI.__._.. 30 ER .. 87 OV 37

RE. ... 98 R 30 OR..o . 64
TEceeeeeeee 71 AR . 44 ™Woooeee 38
I 1 {  \ R—— 32 §) S 31 .
VE. oo 57 EL_.. 29 ) TYeooeeee. 41
SEeeee 49 EScoee. 54 :
EE. ... 42 BN 111 AS.__.. 41 Total...... 2,495

. TasLe 9-D.—The 117 digraphs composing 76% of the 5,000 digraphs of Table 6, arranged
alphabetically according to their final letters——

(1) AND ACCORDING TO THEIR INITIAL LETTERS

CA .. 20 ND.............. 52 EF . 18 SI e 34
DA ... 32 RD.. ... 17 10) S 25 Tl 45
EA .. 36 .
HA ... 20 BE ... 18 G ... 19 : :
I 28 ©___ 8 N__ = g " 5
MA.____.. 3 DE...... 38 . 23
NA ... 26 EE___._.__. 42 CH._____ 14 T on
PA . 14 GE—.. 14  GHo 20 oL~ 19
RA .. 30 HE....... 20 SH_____ 26 S :
SA . 24 IE .. 13 TH e 78 ; .
TA .. 28 LE__..__.._ 37 AM..oo...oe. 14
ME . 26 AT 17 EM..om 14
ACoo 14 NE______ 87 DI ... 27 OM—. 25
ECeoerooeeee. 32  PE...... 28  EL..._. 27 |
IC e 22 RE . . 98 0 — 39 AN........ ... 64
| [ 19 SE... ... 49 HI........... . 33 EN. 111
TE..o e 71 LI 20 IN . 75
AD.....oe. 27 VE 67 NI .. 30 1) I 77
EDueee 60 ||} O 22 Rl 30 UN. . 21




REF ID:A64646

138

Tasus 9-D, Contd.~—The 117 dzgraphs composing 76% of the 5,000 digraphs of Tuable 6, arranged
alphadedivally decording to their final letters———

(1) AND ACCORDING TO THEIR INITIAL LETTERS—Contitiued

N 1 AR 44 08 14 Yo 15
DO 16 TR 17 Is 385
FO___._ 40 UR___.__ 31 RS . 8t AU - 13
MO .. 20 ER._____. 87 oU.oeoe. 87
io ______________ 41 g:: ____________ 64 AT 47 W - 18
O i8 S 18 CTeee 14 :
T — I wan R w— TR — 20
go .............. -;7 1 SR 97 Bt 8y AT
O . 8 : < ¥ 28 '
SO 15  AS_._...... 41 ) & S 2% e B0
(o I 50 oL T 19 | 82 X 15
WO 19 TS 19 0T 19 -
: DS i8 R, 42 3 A 1
EP. ... 20 BS. . ... 84 ST 83 - -
0P . %5 NS .. 24 o 19 Total ... 3; 745
(2) AND ACCORDING TO THEIR ABSOLUTE FREQUENCIES .
RAo .. 39 TE oo 71 TH ... 78 AM.. 14
MA 3 NE____. 57 SH....... 26 EM_ . - 14
EA ... 35 VE ... 57 GH. 20
DA_ ............. 32 - SE..-_---'.._..'...- 49 . CH...-_-----;.-- 14
LA . 28 EBe . 42 . EN 111
T o8 te 37 3 SO 45 ON....oooc. . 77
NA 26 be_ 43 Pt ... B9 IN 76
SA..._._ 24 CEoooo.. 32 ST 34 AN . 84
CAo . 40 ME___ . 9 AL 33 ... #
HA 46 PE______ g3 g-'f -------------- - .
PA..... 4 WE_._. 22 i -------------- 30 g 50
S gp  BL. SR A N 41
EC . 32 3 a7 0. 41
IC. . o2 g TR o f— 20  pp_____ i0
T 19 @ 14 Mo 17 RO 98
AC........ ~ W 18 A gg MO 20
86 g L a9 WO 19
g ______________ 22 OF —mcemmmeanm— 25 & _____________ 23 Nb.-------:-.--- ‘18
D 97 B S8 T 2 PO 07
A R gy Ol - W T s

RE..... 98 fo_____ 19 M 25 L0 13

e e hE e me e e e o
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Tarwx 9-P, Concluded.—~The {17 digraphs comporing. 26% of. the 4,000 mwmu. 0i
. arranged dphabetwauymormtotlm Mlkmrs e
P 25  ES. 54 AT 47T QU us
EP... 20 AS. ... 4 RToey. 42 AU 18
IS 35 ET.. 37" .
: ' RS ... 31 HT . 28 IV 28
ER... ... 87 NS 24 T ... 27, B 20
OR. ------------- 64 SS -------------- 19 IOT.---.---,..'_.,_ 19’ R <t
T S 44 TS 19 T 19 T 36
1) ; 31 0S. e ' 14 DT . — 15 AR
IR 27 DS 13 Yoo 15 e "
PRoeee 18 . CT..... 14 TY . Y § O
11 S 17 NI . 82

p ¥ ; SO 17 - ST.-_ . 63 ou. e eererer

their final letiers and then according to thelr initial lcmrs
(SEE TABLE 6—READ DOWN TH’E COLUMNS)

TasLe 10-A ——Thc 56 trigraphs appearing 100 or more t‘mwa in the 50,000 letters of Gooemmm
plain-text telegrams arranged according to theip absolute fraguencies

ENT. 569 TOP.. 174 EIG 135
ION 260 NTH 17t FIV , 135
AND 228 TWE 170 MEN 131
ING 228 TWO. 163 SEV. 131
IVE 225 ATI 160 ERS 126
T10, - 221 THR . 158  UND i 128
FOR. . . 218 NTY. 157  NET.——. e 118
OUR. 211 HRE 153 PER. S § ¥
THY, 211 WEN. 153 STA e oy 2
ONE. 210 FOU 152 TER 115
NIN 207 ORT 146 EQU. . i
STO. 202 REE 146 RED...... : 118
EEN 196 SIX 146 TED —t Y
GHT. 196 ASH. 143 ERI - 109
INE. 102 DAS 140 HIR 106
VEN 190 IGH _ 140 IRT 106
EVE 177 ERE. 138 DER.... 101

EST 176 COM 136 DRE. 1Q0
TEE. - 174 ATE. 13§ o

37, ‘Total .3, 748
Tass 9-E.—All the 498 different digraphs of Table 6 arranged alphabetwally first accordz”ax 16 _
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i _
I ' Tasrm 10-B. The 66 trigraphs appearing 100 or more times in the 50,000 letters of Government
S plain-text telegrams arranged first alphabetically according to their initial letters and then
P according to their absolute frequencies . .
Lo AND 228 GHT 196 REE 146
L ATI 160 RED . 113
. ASH 143 HRE . 153 .
i ATE 135 HIR 106 . 8TO 202
; o SIX 146
CoM 136 ::Eglr\‘f ;gg SEV 131
a : STA .. . 115
; DAS 140 IVE 225 .
DER : 101 INE 192 _
DRE 100 IGH.... 140 o 221
211
IRT . 105
ENT 569 TEE 174
EEN 196  MEN 131 ToP 174
TWE. 170
| e 177 - TRO._. 163
L EST 176 NIN._... 207 nR 158
o ERE 138 NTH 171 TER 115
Lo EIG 135 NTY - 157 ' TED 112
v ERS _ 126 NET 118
EQU — 114 '
o ERI .. 100 ~ OUR . 211 UND 125
o . ONE 210 _ ;
FOR. 218 ORT..... 146 VEN _ 190
FOU 152 : _ N .
_ FIV 135 PER 115 WEN 153
‘ TasLe 10-C.—The 686 trigraphs appeanng 100 or more times in the 50,000 letters of G’ovemmqnf
i " plain-text telegrams arranged first alphabetically accord'mg to thm' ceniral letters and thep
= . according to their absolule frequencies . _ _
DAS 140 DER 101 HIR 106
{8 EEN 196 IGH 140 ENT 569 -
| VEN 190 | AND e 228
1IN TEE 174 THI.... 211 ING 226
I WEN 153 GHT 196 ONE 210
e REE : - 146 THR 158 INE 192
o MEN 131 : . UND . 125
i SEV.... 131 TIO 221 | |
3iim NET 118 ' - ION 260
PER 115 NIN 207 FOR. 218
1 TER 115 SIX 146 TOP 174
| RED, 113 EIG 135 FOU 152
A TED 112 FIV 135 COM. 136
1 |
f |

i miad o ks i,

ksl e
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TasLe 10-C, Concluded.—The 66 trigrams uppearing. 100 -or more times in the 50,000 leRere-df
Govemmem plain-text telegrams arranged first: ulphabetwully according ‘to ‘their cmtral letters
and then according to their absolute frequencies

Aot

EQU (114 DRE 100 STA.... __,1_',_:'.13 |
| | EST 176 ' |
HRE. 153 : . oy OUR..... 211
ORT. 146 ASH 143 P
- o STO "202 e 238
ERE 148 NTH 171 EVE s 1M
ERS 128 ATI... 160 o
ERI... 109, NTY 187 THE. : 140
IRT 105 ATE 135 TH. 188

TaBLE 10-D.—The 56 trigraphs appearing 100. or more t'mwa in the 50; 000 kttera of Gowmmam
. plain-text telegrams arranged first alphabetically accordmg to their ﬁnal'ldtera and then acoording

to their absolute freg_'umcws i
STA | 1 5 IGH 140 TER ‘ 1’!‘5‘
. _ T : HIR "108°
AND. ; : 228 THI i - 211 DER... . - 101
RED. 113 - ERI 109 - DAS 140
TED. 112 : ' ERS 126
R COM 136 Ck
IVE 225 o : ENT 569
ONE 210 ION 260 GHT 196
INE 192 NIN 207 £ST 476
EVE 177 EEN. e 108 ORT 146
TEE. 174 VEN 190 NET 118
HRE 153 MEN. 131 .o RUS
REE 146 TI0 221 e e
ERE 138 STO 202 ggg- ifz
ATE 135 TWO. 163 d _
DRE 100 . SR
: TOP 174 FIV 135,
ING 226 SEV 131
EIG 135 FOR 218 : B
OUR. 211 SIX 146.
NTH. 171 THR 158 o
~ ASH 143 PER 116 NTY. 157




REF ID:A64646

182

Tmn 11-A.—The b4 tetragraphs appearing 60 or more times in the 50,000 lstiers of Gavernment
. . plain-text telegrams arranged aceording ta their ahsolute frequencies

TION
EVEN
TEEN.
ENTY. oo
sTopP.___ .
WENT. ...
NINE.......

TWEN.
THRE
FOUR
(e
FIVE
EIGH
DASH.
SEVE
ENTH
MENT.

218
168
163
161
154
153
158
152
149
144
140
135

. 134
132

132
121
114
111=

THIR 104
EENT 102
REQU 98
HIRT e 97
coMdL.. .. .. 93
QUES.. 87
UEST 87
EQUE.. 86
NDRE 77
OMMA . 71
LLAR 71
OLLA 70
VENT. oo 70
NOLL....... - 68
LARS 68
THIS 68
PERI 87
ERIO 66

ASHT . e

DRED

64
64
63
63
62
62
62
59
59
59
59
56
56
56
54
52
52
50

TA:BLE 11-B.—The 54 tetragraphs a,ppear'mg 50 or more times in the 50,000 letters of G’ovom-

ment plain-text telegrgms, arranged first alphabetically apeording to their initial letters, and thm

" aecording to their absolute frequencies

EENT.
EQUE
ERIO
ENTS

FOUR.
FIVE

FROM . ...
FICE

64
52

168
161.

132

114
102,

66

62’

144
135
62
659

50

HREE. 134
HIRT..___ . . 97
HUND..--orton 84
(e 140
IVED SR
IRTY.... 59
LLAR . 71
LARS - 68
MENT. oo 111
NINE 153
NDRE.... A
NAUG -~ 86
OMMA. . . L
OLLA 70
OURT 56
PERI 67

QUES. 87

) 1000 ) R
RIOD
RTEE

STQP-oee e

SEVE
STAT . ]

TION
TEEN
TWEN
THRE
THIR
TPHIS

UEST..oooooio
UNDR. -
UGHT

08
63

89

154,

131

B4,

218

163:
1588

149

104
6’8.

59
56

70

153

PP




'
f
i
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TasLB 11-C.—~The &4 ieiragraphs appearing 63 .or mers times in the 50,000 letters of Gavernment
. plain-text telegrams arranged first alphabmoally mordmg to tlmr second. lamrs amd then

according to their absolute frequencies "
DASH. 132 THIS . 68 EQUE.... - BB
LARS 68
NAUG . 56 TION. 218 HREE 134
: . NINE 188 ERTIO e
NDRE T FIVE 135 DRED .68
: EIGH 1392 FROM. 5 B
TEEN. 1643 2 i 1y 7 IRTY e 0O
WENT. - 153 RIOD. 8% T . I
SEVE... o 121  ° FICE 50 ASHT _ 64
MENT._. ca 111 - SR EE N S S
E'“M‘U | - 1o LLAR. ... 10 "‘.’_'S'rOP.._-;L'_-.--.'.f;.‘l._-'.‘-.?.‘.' ‘154
REQ ........................ 98 OLLA 70 1R1\EE I 59
UEST 87 - SPAT
: VENT. ______________________ 70 . : b ittt L] s"ﬁ‘
i ) Ars. OMMA. .71 "
PERI . 87 .
CENT ..o e 52 QUES. 87
S - ENTY oo, 181 HUND 64
________________________ 2 ENTH 114 QURT......oeeeeee BB
FFIC 6 BNTS. . 82 AUGH. 52
TGHT. e 140 UNDR 59 |
UGHT . 56 ' ' . EVEN 168'-
o T FOUR_ 144 IVED. . ] ]
THRE. : 149 coMM ... - 93 ‘ C
THIR 1 _0_4 DOLL 68 TWEN 152

TABLE 11-D.—The 64 tetragraphs appearing 60 or more times in the 50,000 letters of Government
- plain-test telegrams arranged first alphabetwally accordmg to their tlnrd lstters and then accodfugl
~ io their absolute freqmcws ‘

LLAR. 71 EIGH.. 132 o Y * ¥
STAT.ooooooooo . 54 AUGH - 59 QMMA. ey
FICE 50 oHT 140 WENT. 158
: : o ASHT 64 NINE . 'll 5;
UNDR. 59 UGHT 56 MENT. 111
EENT 102
EVEN 168, o VENT. oo 70
TEEN 168 THIR 104 HUND. oo .. B4
TWEN 152 THIS 68 CENT.ooomooooooo 52
mEE 1 3 4 ERIO ------------------------ 6 6 .
QUES 87 FFIC e 62 TION 218
DRED 63 ) 154
IVED 62 OLLA 70 RIOD..___ o .. 63

RTEE 59 ~ DOLL 68 FROM . . 59
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Tasre 11-D, Concluded.—The 54 tetragraphs appearing 50 or more times in the 50,000 letters of
Government plain-text telegrams arranged first alphabetwally according to their tlm-d lmers and
then according to their absolute frequencies

REQU.. . 98 OURT..... e 56 IRTY. 59
' DASH. 132 FOUR ' 144

THRE 149 UEST 87 EQUE. -- 86

HIRT 97 NAUG. 56

NDRE 77 ENTY. 161

LARS 68 ENTH 114 FIVE 135

PERI 67 ENTS 62 SEVE 121

TasLE 11-E.—The 54 tetragraphs appearing 50 or more times in the 50,000 letters of Government
. plain-text telegrams arranged first alphabetically accord'mg {o thezrjinal kﬂers and then according
to their absolute frequencies

OMMA .. 1 DASH. 132 QUES 87

OLLA 70 EIGH. 132 THIS 68
ENTH. 114 LARS 68
: o AUGH 52 ENTS 62
FFIC . 62 : . S
' PERI 67
' WENT 153
HUND. 684 DOLL 68 IGHT. e 140
DRED,. - 63 , MENT 111
RIOD 63 COMM.. .. . . 93 EENT. 102
IVED. 62 FROM...... oo - 69, HIRT. ; ,9?
UEST
o S ~ TION....... —.. 218  .VENT gt .70
NINE..... : 2168 - . EVEN... u: 168 . ASHT... ez 04
THRE 149 TEEN 163 UGHT- e . 58
FIVE. 135 TWEN. 152 OURT. 56
HREE 134 : o STAT -8k
SEVE 121 ERTIO 66 CENT. 52
EQUE 86
NDRE 77 o 154 . o
RTEE 59 _. REQU 98
FICE. 50 FOUR 144 | S
{ ' THIR 104
: S LLAR 71 ENTY. 161
NAUG 86 UNDR. 59 IRTY . 59

H'E,ti,\ e Bk
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TABLE 12.—Average and mean lengths of words
Number of Number of Number of
lemx:i in txg;e zl?srd letters
1 378 378
2 973 1, 946
3 1,307 3,021
4 1,635 6, 540
5 1,410 7,050
6 1,143 6, 858
7 1,009 7,063
8 7n7 5,736
9 476 4,284
10 274 2, 740
11 161 1,771
12 86 1, 032
13 23 299
14 23 322
15 4 60
120 9,619 50, 000

(1) Mean length of messages.
(2) Average length of messages

(3) Mean length of messages

(4) Mode (most frequent) length

(5) It is extremely unusual to find 5 consecutive letters without at least one vowel.

(6) The average number of letters between vowels is 2.

5.2 Letters.
217 Letters.
161 Letters.

105-114 Letters.
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INDEX Lo : S
Paragranbs T my)
Accented letters. 5b. NONSNUGHID - R .
Alphabets: N
Bipartite. 850 —enren e BO.
Deciphering 8le . .82 .
Direct standard 12,16, 19 oo 18, 26. 31-28.
Enciphering 209, 3le. _ 49,52,
Keyword-mixed 8ld. . ' 53
Mixed ' 12a, 164, 19, 21d, 22b, 18, 25,81—33,
24, 31b. . 89, 89, 41,
. . : o Py
Reversed standard éa. 16, 108, 20b,......... 18,26, 53, 8.
Standard. . 12a, 154, 16, 19, 20b, 23, 18, 25.@:,31—
Systematically mixed 3 P T -52 88
Analytic key for eryptanalysis 6d, 50.__. 9, 103-104.
Arbitrary symbols. 13h, 48 —— g (U
Assumptions. 46h. : .98 .
Average length of messagos - 11b , 16,
Baconian cipher 8Be. ‘80,
Beginnings of messages 32, 54.
Biliteral substitution. 41 _T0-71.
Bipartite alphabet. 85, ¢ 59
Blanks, number of 14e 2%
Book systems. 49e.. - 102 ..
Censorship, methods for evadmg 47c ; 0
Characteristic frequency of the letters of a language 9d, 14b, 26 ... 12, 23,41,
Characteristic frequency, suppression of 8,4 68, 71.
Checkerboard systems._ 44, 45. 78-88,83.
Checkerboards, 4-square. 44 .. 78-83.
Chinese Official Telegraph Code. 48e. _ 1oL
Cipher: ' )
Baconian 85e 60,
Component 34 ' 57—58. _
Distinguished from code. 6c, 38¢ . 9,64
Text, length of, as oompaned with plain text 40¢ . 69,
Unit, 41c ) : 0. -
Classification of ciphers . 12a, 13, 47, 50e, f....-._- 18, 18—22, 09.
104,104, -
Code systems 4q, 41g, 47, 48d,e...._ 7, 71, 99, 100,
. 101..
Distinguished from cipher. B¢, 38¢.. : 9, 64,
Completing the plain component. 20q, 340.__..._-..-.....5.,... 34, 57. L
Concealed messages. 47¢ R+ R
Condensed table of repetitiona. 27 . 48.
Consonante: _ S e
Dhtinguished from vowels 28,82 oo - 46-47. 53, -
Relative frequeney of 10a, 18, 19. e e 18, 18—22, 8!-
o 33 i
In succession 32¢. : 53.

Conversion of cipher text

Coordinates on work sheet.

21a, ¢, 34&-..-..-..-...... 88. 88, 5&
26d

(139)

e VA




REF ID:LA6d64d6
L]
140
Paragraphs Pages
Coordination of services. 2e 4
Crests and troughs_________ . 10a, 14b, 41f, 44¢c.__.__ - 18,23,71,74
Absence of 14c¢ 24,
Deciphering alphabets. 3le 52.
Dictionary words used as code words 47b 99.
Digraphic substitution 41¢,42, 43 70, 72, 72-713.
Digraphs: '
Characteristic frequenoy. 25 4.
Weiglited according to relatwe frequency. 29 4849,
Distritnition: .
Fréqtiéney 9a, 11 11, 16.
Normal 17b, c. 27, 28.
"With ho orests dild trouﬁhs 14c 24
- Duminy letters 47c 99.
Elementary sounds, characteristic frequency of 14b 23.
Entiphering alphabet 31e 52.
Bndings of messages 32¢ 54
¥quivalent values 30b 66.
Figure ciphers. 134, 48 22, 100-101.
Fitting distribution to normal 17b, ¢, 19, 38e._________.__ 27,28, 31-33,
: ' 65. :
Foreigh language cryptograms 5b, ¢ 8.
Formulas 33d. 6.
Frequency distribution. 9, 17, 19, 26e, 44¢_..._. 11-18, 27-28,
: 31-33, 42,
14.
Fitted to normal 17% 27, 28.
For certain types of code 47b 99,
Four part 38d 8.
Multiliteral 85, 87, 410..---._...---.------ $9-60, 63, 70.
Uniliteral 9 17 11-18, 27-28.
teral , 4348
Frequenty thethod of solution ' 18 944, W.-_.-____--_,.,-' 29—31 41,48-
: 749,
General solutions in eryptanalysis.___ , 98,
General system, determination of... 40, 6,18, 80.. . i, 8-9,18-29,
103-104.
Generatrix 20a. 34,
Goodneéas of fit. 175 27.
Grilles 47e¢ g9.
Hidden messages. . 47¢ . 99,
ngh-frequency consonants. .. 18d 19,
: exampiles of inultiliteral aystems 86 81,
Ididthorpl 33e. 56.
“Intiléators  49b. 101, -
Intelligehce facilities 2e 4.
Intelligihle text obtained by chisiice. 21b ... 38,
Intuitive mhéthod 33.... X 55—57
Invisible Wilting ... '
Japanese Morse alphabet b, 486 .. ' s 101.
Kata Kana Morse alphabet. 48e io1.
Key; analytical 6d, 50 9, 103-104.
Khdwn seduences. 23 . 40.
Languagé employed in a cryptogram 4a, 5 7, 8.
Language fiequency characteristios.. 9d, 25 e i 12, 41
Laugusge peculiarities bmeimedund 5b. 8.
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1 .ﬁw f“r;quency :;:. 14e . . -F Tl;( f.r qh'm"h .
Low-frequency consonants. 13d, 31c... s BQ’ haofitn
Medium-frequeney consonanta 13d. 19, ity
Messages: ' st

Beginnings and endings amenable to cryptanalysis. 82e.

General phraseology. 49a.

Hidden 47c
Military text. : 105 . 15,
Missing Jetters. ' ; 5b, 14e. ' '
Mixed alphabet. A 15a, 22b, 24¢; 3_1».._....'.-, 5, 3é 41,52,
Mixed sequience ; i 214 e 89,
Modified Playfair : 46d. mmpimme 8. . .,
Monoalphabets..._._. . A N '
Monoalphabet distinguished from polyalphabet.. 12, 14._-------..-.--------__ 18, 92 928"
Morse alphabet, Japanese, Rusalan ' 5b, 48e 8, 101.
Multiliteral substitution - 85, 37, 4le......... ' 59—60 83, 70.

. Multiliteral systems, historical exa.m,ples of 36 S !

{ Normal distribution 178, € ' 27 28 . '

i Normal frequency 911,25 . .. ... 11-13, 16—17 ;

' ' 41, .
Deviations from : 1| S——— | N

. Nulls ' 40, 47c.......—.. ... 68-69,99.

ri New York Tribune, éphers in 36.. IR ) S :
Phraseology of messages 49q : 101.

F Plain component, completion of 20a. 34,

| Plain-text unit. 4l I | N
Playfair cipher. e 44,46, 7383, B4-08.
Modified 48d T g X -
Polyalphabetic cipher distinguished from monoalphabet e 12,14 T 18,99588,

1 Polygraphie substitution : 4l i TOTL

1 Prefixes in triliteral distribution " 27e e 4

| Prerequisites for eryptographic work 2 . e FB

1 Probable-word method 33 56-57.

| Pseudo-polygraphic syatems “4le — )

; Punctuation in telegraphic text. 106 emeciiconiioenes 15.
Quadraliteral cipher. 36d. 60.
Quinqueliteral cipher. ' ... 3be X ——- 60.

i Random text, number of blanks. 14f. I | N

3 Relative frequencies 10b, ¢,d, 11, 146 15, 15,15, 16—

1 -~ 17, 23.
Repetitions 13g, 24b, ¢, 27 ecee . 21,40,41,43-

46.

In a code message. 38¢ 64.
Of consonants. 32¢ 53.
_ Of digraphs and trigraphs. 27f. 46,
3| Condensed table of. 27 46.

' Reversed standard alphabets 16, 20b. oo 26, 86.
Reversible digraphs indieated on worksheet. 26f. 43.

Russian Morse alphabet 5b, 48e. 8, 101,
3 Security of monoalphabet using standard alphabets 23 40.

B Sequences:
3 Known 23 40.
1 Mixed 21d. 39.
' Unknown 23 40.
148274—88—10
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Paragraphs Pages
Solutfons of & subjective nature 3 5.
Specific key. 4,7,19a,31b._..._... 7, 10, 31, 52.
Standard alphabets. 15a, 16, 20b, 88e......... 25, 26, 36, 65.
Subjective solutions 3 N
Substitution;

Biliteral 41 70-71.

Digraphic 41¢, 42a 70, 72.

Distinguished from transposition 12,13 18, 18-22,

Polygraphic. 4le 70.

Multiliteral . - .. 4le : 70.

Trigraphio. . - 41c. - 70.

Triliteral - . 41 70-71.
Suffixes in trigraphic distribution 27e : 44, _
Suppression of frequency. 37,400, 41 ... 83,69, 71.
Symbols as cipher elements. 13h, 48 . . 22, 100-101. .
Telegrams, average length of. 11b...... 16.
Terminology. 1 1.

Text, different types of. 100, ¢ . 15, 15.
Transposition distinguished from substitution 12, 13 18, 18-22.
Trigraphic cipher system_ 41e 70.
Trigraphie frequency table. - 27 (footnote 2)_.....__... 44,
Triliferal frequency distribution 27. 43--46.
Triliteral substitution 41 70-71.
Type numbers for eryptographic systems 50f. 104. ©
Uniliteral frequency distribution 9, 17 .- 11-13,27-28.
Unknown sequences. 23 40,
Variants 87d, 40b, 49¢, d, f-.-... 63, 69, 101,
_ 102, 102.
Vowels: ' A

Average distance apart. 32¢, footnote._............_ 53.

Combipations with consonants. 28, 29 46-47,48-49.

Combinations with vowels.._.. 29a. ; 48,

Distinguished from consonants. 28, 3260 46-47, 53

In sucoession. i 82¢. ~ea- 53,

Relative frequency of. 10a, 13,19 ... 13,18-22,31-

33.
Word formulas 33d. 56.
Word lengths in a cryptogram 26¢, 32¢, 334, f, g---vemm- 42, 54, 56, 56,
: ' 57.
Word patterns 33d. 56. '
Word skeletons. 300, 32e. 490, 54.
Work sheet, preparation of._ 26 42-43.
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ANALYTICAL KEY FOR CRYPTANALYSIS!
(Numbers in parentheses refer to paragraph numbers in this text)

ORYPTOGRAMS
(4-6,38b, ¢, 48)
|
101—Cipher o 102—Oode (to be
(4142) taken up later)
1 201—Polygraphic 202—Monographio
| r — —_— e e e - ——y
ml—Subsi;ituﬂon 302—Transposition 303—Transposition 804—Bubstitution I m;.__c o-ll;b; ,Tl
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INTRODUCTORY REMARKS '

The essentinl difference between monoalphabetic and polyalphabeﬁe subsﬁtuﬁon
Primary classification of polyalphabetic systems.
Primary classification of periodic systems.
Sequence of study of polyalphabetic systems, :

1. The essential difference between monoalphabetic and polyalphabetic substitution,—a
Tn the substitution methods thus far discussed it has been pointed out. that their basic feature
is that of monoslphabeticity. From the cryptanalytic standpoint, neither the nature of the
cipher symbols, nor their method of production is an essential feature, although these may be
differentiating characteristics from the cryptographic standpoint. It is true that in those cases
designated as monoalphabetic substitution with variants or multiple equivalents, theré is a
departure, more or less considerable, from strict monoalphabeticity. In some of those cases,
indeed, there may be available two or more wholly independent sets of equivalents, which,
moreover, may even be arranged in the form of completely separate alphabets. Thus, while a
loose terminology might permit one to designate such systems as polya.lphabetlc, it is better to
reserve this nomenclature for those cases wherein polyalphabeticity is the essence of the method,
specifically introduced with the purpose of imparting a positional variation in the substltutlve
equivalents for plain-text letters, in accordance with some rule directly or indirectly connected
with the absolute positions the plain-text letters occupy in the message. This point cal]s for
amplification.

b. In monoa.lphabetlc substitution with variants the object of having dxﬁerent or multlple
equivalents is to suppress, 80 far as possible by simple methods, the characteristic frequencles
of the letters occurring in plain text. As has been noted, it is by means of these characteristic
frequencies that the cipher equivalents can usually be identified. In these systems the varying
equivalents for plain-text letters are sub]ect to the free choice and caprice of the enciphering
clerk; if he is careful and conscientious in the work, he will really make use of all the different
equivalents afforded by the system; but if he is's]ip-shod and hurried in his work, he will use the
same equivalents repeatedly rather than take pains and time to refer to the charts, tables, or
diagrams to find the variants. Moreover, and this is a crucial point, even if the individual
enciphering clerks are extremely careful, when many of them employ the same system it is entirely
impossible to insure a complete d1vers1ty in the encipherments produced hy two or more clerks
working at different message centers. 'The result is inevitably to produce plenty of repetitions
in the texts emanating from several stations, and when texts such as these are all available for
study they are open to solution, by a comparison of their similarities and differences, _

¢. In true polyalphabetic systems, on the other hand, there is established a vather definite
procedure which automatically determines the shifts or changes in equivelents or in the manner
in which they are introduced, so that these changes are beyond the momentary whim or choice of
the enciphering clerk. When the method of shifting or changing the equivalents is scientifically
sound and sufficiently complex, the research necessary to establish the values of the cipher
characters is much more prolonged and difficult than is the case even in complicated monoalpha-~
betic substitution with variants, as will later be seen. These are the objects of true polyalpha-
betic substitution systems. The number of such systems is quite large, and it will be posmble to

)
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describe in detail the cryptanalysis of only a few of the more common or typical examples of
methods encountered in practical military communications.

d. The three methods, (1) single-equivalent monoalphabetic substitution, (2) monoalpha-
betic substitution with variants, and (3) true polyalphabetic substitution, show the following
relationships as regards the eqmvalency between plain-text and cipher-text vnits:

A. In method (1), there is a set of 26 symbols; a plain-text letter is always represented by
one and only one of these symbols; conversely, a symbol always represents the same pla,in-text
letter. The equivalence between the plain-text and the cipher letters is constant in both encl-
pherment and decipherment.

B. In method (2), there is a set of » symbols, where n may be any number greater than 26
and often is a multiple of that number; a plain-text letter may be represented by 1, 2, 3, . . .
different symbols; conversely, a symbol always represents the same plain-text letter, the same as
is the case in method (1). The equivalence between the plain-text and the cipher letters is
variable in encipherment but constant in decipherment.

C. In method (3) there is, as in the first method, a set of 26 symbols; a plain-text letter
may be represented by 1, 2, 3, . . . 26 different symbols; conversely, a symbol may represent
1, 2, 3,...26 different plain text letters, depending upon the system and the specific key.
The equivalence between the plain-text and the cipher letters is variable in both encipherment
and decipherment.

2. Primary classification of polyalphabetic systems.—a. A primary classification of poly-
alphabetic systems into two rather distinct types may be made: (1) periodic systems and (2)
aperiodic systems. When the enciphering process involves a cryptographic treatment which is
repetitive in character, and which results in the production of cyclic phenomena in the crypto-
graphic text, the system is termed periodic. When the enciphering process is not of the type
described in the foregoing general terms, the system is termed aperiodic. The substitution in
both cases involves the use of two or more cipher alphabets.

b. The cyclic phenomena inherent in a periodic system may be exhibited externally, in
which case they are said to be patent, or they may not be exhibited externally, and must be un-
covered by a preliminary step in the analysis, in which case they are said to be latent. The
periodicity may be quite definite in nature, and therefore determinable with mathematical
exactitude allowing for no variability, in which case the periodicity is said to be fized. In other
instances the periodicity is more or less flexible in character and even though it may be deter-

! There is & monoalphabetic method in which the inverse result obtains, the correspondence being constant
in encipberme 1t but variable in decipherment; this is a method not found in the ususal books on cryptography
but in an essay on that subject by Edgar Allan Poe, entitled, in some editions of his works, A few words on secret
vriling and, in other editions, Cryptography. The method is to draw up an enciphering alphabet such as the
following (using Poe’s example):

Plain._.____ ABCDEFGHIJKLMNO PQRSTUVWXYZ
Cipher.......... SUAVITERINMODOFORTITERINRE
In such an alphabet, because of repetitions in the cipher component, the plain-text equivalents are subject to a
oonuiderable degnee of variability, as will be seen in the deciphering alphabet:
Cipher_..._.._.. ABCDEFGHIJKLMNOPQRSTUVWIXYZ
c MGO E KJL HAFBD
U I XN Q R
Plain....._... z s P V T
w Y

This type of variability gives rise to ambiguities in decipherment. A cipher group such as TIE, would yield
such plain-text sequences as REG, FIG, TEU, REU, ete., which could be read only by conferi. No system of such a
character would be practical for serious usage. For a further discussion of this type of cipher alphabet see
Friedman, William F., Edgar Allan Poe, Cryplographer, Signal Corps Bulletins Nos. 97 and 98, 1937-38.
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minable mathematically, allowance must be made for a degree of variability subject to limits
controlled by the specific system under investigation. The periodicity is in this case said to be
flexible, or variable within limits.

8. Primary classification of periodic systems.—a. Periodic polyalphabetic substitution
systems may primarily be classified into two kinds:

(1) Those in which only a few of a whole set of cipher alphabets are used in enciphering
individual messages, these alphabets being employed repeatedlyin a fixed sequence throughout each
message. Because it is usual to employ a secret word, phrase, or number as a key to determine
the number, identity, and sequence with which the cipher alphabets are employed, and this
key is used over and over again in enclphennent this method is often called the repeating-key
system, or the repeating-alphabet system. It is also sometimes referred to as the multzple—alphw—
bet system because if the keying of the entire message be considered as a whole it is composed
of multiples of a short key used repetitively.? In this text the deslgmmon “repeatmg—key
system” will be used.

(2) Those in which all the cipher a.lphabets comprising the complete set for the system are
employed one after the other successively in the encipherment of a message, and when the
last alphabet of the series has been used, the encipherer begins over again with the first alphabet,
This is commonly referred to as a progressive-alphabet system because the cipher alphabets are
used in progression,

4. Sequence of study of polyalphabetio systems.—q. In the studies to be followed i in con-
nection with polyalphabetic systems, the order in which the work will proceed conforms very
closely to the classifications made in paragraphs 2 and 3. Periodic polyalphabetic substitution
ciphers will come first, because they are, as a rule, the simpler and because a thorough under-
standing of the prmclples of their analysis is prerequisite to a comprehe_nsmn of how aperiodic
systems are solved. But in the final analysis the solution of examples of both types rests upon
the conversion or reduction of polyalphabeticity into monoalphabeticity. If this is possible,
solution can always be achieved, granted there are sufficient data in the final monoalphabetic
distributions to permit of solution by recourse to the ordinary principles of frequency.

b. First in the order of study of periodic systems will come the analysis of repeating-key
systems. Some of the more simple varieties will be discussed in detail, with examples. Subse-
quently, ciphers of the progressive type will be discussed. There will then follow a more or less
detailed treatment of aperiodic systems.

1 French terminology calls this the “double-key method”’, but there is no logie in such nomenclature.
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CIPHER ALPHABETS FOR POLYALPHABETIC SUBSTITUTION

. Paragraph
Classification of cipher alphabets upon the baais of their derivation 5
Primary components and secondaiy alphabets -6
Primary componeats, eipher disks, and square tables. : i ' 7

5. Classification of cipher alphabets upon the basis of their derivation.—a. The substitu-
tion processes in polya.lphabetlc methods involve the use of a plurality of cipher alphabets.
The latter may be derived by various schemes, the exact nature of which determines the principal
characteristics of the cipher alphabets and plays a very importa.nt role in the preparation and
solution of polyalphabetic cryptograms. For these reasons it is advisable, before proceeding to a
discussion of the principles and methods of analysis, to point out these various types of cipher
alphabets, show how they are produced, and how the method of their production or derivation
may be made to yield important clues and short-cuts in analysis.

b. .A primary classification of cipher alphabets for polyalphabetic substltutlon may be made
mto the two following types: .

(1) Independent or unrelated cipher alphabets.

(2) Derived or interrelated cipher alphabets.

¢. Independent cipher alphabets may be disposed of in a very few words. They are merely
sepa.rate and distinct a.lphabets showing no relationship to one another in any way. They may
be compﬂed by the various methods discussed in Section IX of Elementary Military Cryptography.
The solution of cryptograms written by means of such alphabets is rendered more difficult by
reason of the absence of any relationship between the equivalents of one cipher alphabet and
those of any of the other alphabets of the same cryptogram. On the other hand, from the point of
view of practicability in their production and their handling in cryptographing a.nd decryptograph-
ing, they present some difficulties which make them less favored by cryptogmphers than cipher
alphabets of the second type.

d. Derived or interrelated alphabets, as their name indicates, are most commonly produced
by the interaction of two primary components, which when juxtaposed at the various points of
coincidence can be made to yield secondary alphabets.!

6. Primary components and secondary alphabets.—Two basic, slidable sequences or com-
ponents of n characters each will yield n secondary alphabets. The components may be classi-
fied according to various schemes. For cryptanalytic purposes the following classification will be
found useful:

Case A. The primary components are both normal sequences.

(1) The sequences proceed in the same direction. (The secondary alphabets are direct
standard alphabets.) (Pars. 13-15.)

(2) The sequences proceed in opposite directions. (The secondary alphabets are reversed
standard alphabets; they are also reciprocal cipher alphabets.) (Par. 131, 14g.)

Case B. The primary components are not both normal sequences. .

(1) The plain component is normal, the cipher component is & mixed sequence. (The
secondary alphabets are mixed alphabets.) (Par. 16-25.)

t Bee Sec. VIII and 1X, Elementary Military Cryptography.
10
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(2) The plain ‘component is-a mixed sequence, the clpher compnnent. is norma.l (The
secondary alphabets are mixed alphabets.) (Par. 26. ) -

(3) Both components are mixed sequences.

(a) Components are identical mixed sequences.
I. Sequences proceed in the same direction. (The secondary alphabets are
mixed alphabets. ) (Par. 28.) '
II. Sequences proceed in opposite directions. (The secondary alphabets are
reciprocal mixed alphabets.) (Par. 38) o _ o
" (b) Components are different mixed sequences. (The secondary alphabets are mixed
. alphabets.) (Par.39.)

7. Primary components, cipher disks, and sqna.re tables —a. In preceding texts it has
been shown that the equivalents obtainable from the use of quadricular or square tables may be
duplicated by the use of revolving cipher disks or of sliding primary components. It was also
stated that there are various ways of employing such tables, disks, and sliding components.
Cryptographically the results may be quite diverse from different methods of using such para-
phernalia, since the specific equivalents obtained from one method may be altogether different
from those obtained from another method. But from the cryptanalytic point of view the
diversity referred to is of little significance; only in one or two cases does the specific method of
employing these cryptogmphic instrumentalities have an important bearing upon'the procedure
in cryptanalysis. However, it is advisable that the student learn something about these different
methods before proceeding with further work.

b. There are, not two, but four letters involved in every case of finding eqmva.lents by means
of sliding primary components; furthermore, the determination of an equivalent for a given
plain-text letter is representable by two equations involving four elements, usually letters.
Three of these letters are by this time well-known to and understood by the student, viz, 6, 6,,
and 6,. The fourth element or letter has been passed over without much comment, but crypto-
graphically it is just as important a factor as the other three. Its function may best be indicated
by noting what happens when two primary components are juxtaposed, for the purpose of finding
equivalents, Suppose these components are the following sequences:

(IDABCDEFGHIJKLMNOPQRSTUVWXYZ
@) FBPYRCQZIGSEHTDJUMKVALWNOX

Now suppose one is merely asked to find the equivalent of P, when the key letter is K. Without
further specification, the cipher equivalent cannot be stated ; for it is necessary to know not only
which K will be used as the key letter, the one in the component labeled (1) or the one in the
component labeled (2), but also what letter the Ky will be set against, in order to juxtapose the
two components. Most of the time, in preceding texts, these two factors have been tacitly
assumed to be fixed and well understood: the K, is sought in the mixed, or c1pher component,
and this K is set against A in the normal, or plain component. Thus:

Plain Index
4
(1) Plain._._... ABCDEFGHIJKLMNOPQRSTUVWXYZABCDEFGHIJKLMNOPQRSTUVWXYZ
(2) Cipher.._._.. o FBPYRCQ%IGSEHTDJUMKVALWNOX '
Cipher Key

With this setting Pp=2Z,




6.

_¢. The letter A in this case may be termed the index lelter, symbolized A;. The index letter
constitutes the fourth element involved in the two equations applicable to the finding of equiva-
lents by sliding components. The four elements are therefore these:

(1) The key letter, 6x

(2) The index letter, 0,

(8) The plain-text letter, 6,
(4) The cipher lotter, 0,

The index letter is commonly the initial letter of the component; but this, too, is only a con-
vention. It might be any letter of the sequence constituting the component, as agreed upon by
the correspondents. However, in the subsequent discussion it will be assumed that the index letter
18 the initial letler of the component in which i is localed, unless otherwise stated,
d. In the foregoing case the enciphering equations are as follows:
d@ Ki=A,; PD=Ze

But there is nothing about the use of sliding components which excludes other methods of finding
equivalents than that shown above. For instance, despite the labeling of the two components
as shown above, there is nothing to prevent one from seeking the plain-text letter in the com-
ponent labeled (2), that is, the cipher component, and taking as its cipher equivalent the letter
opposite it in the other component labeled (1). Thus:

Cipher Inilex
: i
(1) ABCDEFGHIJKLMNOPQRSTUVWXYZABCDEFGHIJKLMNOPQRSTUVWXYZ
(2) FB;‘YRCQZIGSEHTDJUW{VALWNOX
' T
Plain Key

Thus:
(II) K3=A|; P,=K,

e. Since equations (I) and (II) yield different resultants, even with the same index, key,
and plain-text letters, it is obvious that an accurate formula to cover a specific pair of enciphering
equations must include data showing in what component each of the four letters comprising the
equations is located. Thus, equations (I) and (II) should read:

(I) Ky in component (2)=A,; in component (1); P, in component (1)=2Z, in component (2).

(IT) Ky in component (2)=A, in component (1); P, in component (2)= K, in component (1).

For the sake of brevity, the following notation will be used:

(1) Kxp=Asn; Pyn=2Zn
_ (2) Kxp=Ain; Pys=Ken

J- Employing two sliding components and the four letters entering into an enciphering
equation, there are, in all, twelve different resultants possible for the same set of components
and the same set of four basic elements. These twelve differences in resultants arise from a set
of twelve different enciphering conditions, as set forth below (the notation adopted in sub-
paragraph e is used):

(1) Gxp=064n; Byn=0,p
(2) Gp=614; Bp=0¢n
() Gxn=01p; Byn==O0¢pn
(4) 6xp=04p; Bp=0¢p
(5) 6xp=6pp; O1n=04n
(6) Oxs=04; O1n=6pp

(7) &up=06yp; 01p=6,p
(8) Oxp=0.n; O1p=6pp
(9) 6xn=6p; O1n=0,p
(10) 6xpn=04p; O1n=6yp
(11) Bxp=0pp; O43==6,p
(12) Oxn=04p; O1a=6p
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g. The twelve resultants obtainable from juxtaposing sliding components as indicated under

the preceding subparagraph may also be obtained either from one square table, in which case

twelve different methods of finding equivalents must be applied, or from twelve different square
tables, in which case one standard method of finding equivalents will serve all purposes.

k. If but one table such as that shown below as Table 1-A is employed, the various methods

of finding equivalents are difficult to keep in mind.

Tasre I-A
ABCDEFGHIJKLMNOPQRSTUVVWIXYZ
F|IB|P|Y(R|CIQ|!Z|I|G|S|E|{H|{T(D|J|UIM|K|V|A|L|W|N|O X
B(P|Y|RICIQIZ|I|G|S|E(H|T(D|J(U/M|K|V|A[L{W|N|O|X|F
P|Y|RIC|IQ|Z|I|G|S|E{H|TID|J|U|M|K|V|A|L|W|N|O|X|F|B
Y(R|C|Q|Z|I|G|SI|E(H|T|D|(J|U|M|K|V|A|L|W|N|OIX|F|B|P

‘

R{C{Q|Z|I|G|S|E|(H{T|D[(J|U[M{K|V{A|L|W|N|OX|F|B|P|Y
C|Q|Z|I|G|S|E|H|T|D|J|U|M|K|V|(AIL(W|N|O|X|F|B/P|Y|R
Q{Z|I|G|(S|E|H|T|D|J|U{M|K|[V|A|L|W|N|O|X|F|B|P|Y|R|C

Z|I|G(S|E{H|T|D|{J|U/M{K|{V(A(L{W(N|O{X|F|B|P|Y{R|C|Q

I|G|S|E/H(T|D|J|U|M|K|V|A|LIW|N|O|X|FIB|P|Y|R|C|Q|Z]
Gis|E[H|T(D|J|ulM|k|v|a|L|w|N|O|X|F|B|P|Y|R|C|Q[Z]|I

S|E(H|T|D|J|U|M|K|V|A|L|W|N|O|X|{F|B|P|Y|RIC|Q|Z|I|G

E|H|T|D|{J|UM|K|{V{A|L[{W[NjO|X|F|B|P|Y|R|C{Q{Z]I|G|S

H|{T|D|J|U|M{K|V|A|L|{W{NIOX|F|B|P|Y|RIC|Q|Z|I|G|S|E

D(J|UIM|K|V|A|L|W|N|O|X|F|B|P|Y|R|C|Q|Z|I|G|S|E|H|T

JIUIM|K|VIA|L|WINIOIX|F|B|P|Y|R|CIQ|Z|I|G|S|E|H|{T|D

M|K|V[A[L|W|N|O|X|F|B|P{Y|R|C|Q[Z|I|G|S|E|H|T[D|J]|U

U(M|K{V|A|L|W|N|O|X|FIB|P|Y|R|CIQ|Z|I|G|S|E(H|{T(DIJ

K|VIA|[L|W|N|O|X|F|B|P|YIR|CIQ|Z|I|G|S|E|H|T|D|J|U|M;

VIA|IL{W|N|O|X|F|B|P|Y|R{CIQIZ|I|G|S|E|H|T|D|J|U/MIK
A|L|W|N|O|X|F|B|P|Y|R|IC{Q|Z|(I|G|S|E|H|T|D|J|U[M|K|V

L|W[N[O|X|F|B|P|Y|R|C[Q|Z|I|(G|(S|E|{H|T|D|J|U|M|K|V A

WIN|O|X|F|B|P|Y|R|C|Q|Z|I|G|S|E|H|T|D|J|UIMIK|VIAIL
N|O|X|F|B|P|Y|R|C|QIZ|I|G|S(E{H|T|D|J|U|M|K|{VIAIL|W

O|X|F|B|P|Y|R{CIQ|Z|T|G|S|(E{H|T(D|J|U(MIK|V|A/L|W|N
X|/F(B|P|YIR|C|Q|Z)I|G|S|E{H|T|D|{J|U|M|KIVIA|LIW|N|O

-{TID(J{U/M|K|VIAIL(W|N|O|X|F|B|P|Y|R|C|QIZ|I|G|{S|E(H

For example:

(1) For enciphering equations 6y,=01,; 0,1=0,s:

Locate 6, in top sequence; locate 6y in first column;

0, is letter within the square at intersection of the two lines thus determined.

Thus:

Ken=A1n; Pon=2p
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(2) For enclphenng equations Oyp=0y,; Ops=0,u: '
Locate 6 in first column follow line to right to 6,; proceed up this column ; B, 18
letter at top.
Thus:

Kin=An; Pon=Kon

(3) For enciphering equations 8yy=0,4; O,n=0,p:
Locate 6y in top sequence and proceed down column to 6,;

Locate 6, in top sequence; 0, is letter at other corner of rectangle thus formed.
Thus:

Kin=Ap; Pon=Xen

Only three different methods have been shown and the student no doubt already has encountered
difficulty in keeping them segregated in his mind. It would obviously be very confusing to try
to remember all twelve methods. But if one standard or fixed method of finding equivalents is
followed with several different tables, then this difficulty disappears. Suppose that the following
method is adopted: Arrange the square so that the plain-text letter may be sought in a separate
sequence, arranged alphabetically, above the square and so that the key letter may be sought .
in a separate sequence, also arranged alphabetically, to the left of the square; look for the plain-
text letter in the top row; locate the key letter in the 1st column to the left; find the letter stand-
ing within the square at the intersection of the vertical and horizontal lines thus determined.
Then twelve squares, equivalent to the twelve different conditions listed in subpmgraph f, can
readﬂy be constructed. They are all shown in Appendix 1, pp. 96-107.

i. When these square tables are examined carefully, certain interesting points are noted.
In the first place, the tables may be paired so that one of & pair may serve for enciphering and the
other of the pair may serve for deciphering, or vice versa. For example, tables I and I1 bear this
reciprocal relationship to each other; III and IV, V and VI, VII and VIII, IX and X, XI and
XII. In the second place, the internal dispositions of the letters, although the tables are derived
from the same pair of components, are quite diverse. For example, in table I-B the horizontal
sequences are identical, but are merely displaced to the right and to the left different intervals
according to the successive key letters. Hence this square shows what may be termed a hor-
izontally-displaced, direct symmetry of the cipher component. Vertically,it shows no symmetry,
or if there is symmetry, it is not visible.? But when Table I-B is more carefully examined, an
invisible; or indirect, vertical symmetry may be discerned where at first glance it is not apparent.
If one takes any two columns of the table, it is found that the interval between the members of
any pa.lr of letters in one column is the same as the interval between the members of the homolo-
gous pair of letters in the other colunin, if.the distance is measured on the cipher component. For
exa.mple, consider the 2d and 15th columns (headed by L and I, respectively); take the letters P
and G in the 2d column, and J and W in.the 15th column. The dlsta.nce between P and G on the
cipher component is 7 intervals; the distance between J and W on the same component is also
7 intervals. This phenomenon implies a kind of hidden, or latent, or indirect symmetry within
the clpher square. Infact,it may bestated that every table which sets forth in systematic fashion
the various secondary alphabets derivable by sliding two primary sequences through all points of
coincidence to find cipher equivalents must show some kind of symmetry, both horizontally and

3 It is true that the first ¢olumn within the table shows the plain-component sequence, but this is merely
because the method of finding the equivalents in this case is such that this sequence is bound to appear in that
column, since the successive key letters are A, B, C, . . . Z, and this sequence happens to be identical with
the plain component in this case. The same i8 true of Tables V and XI; it is also applicable to the first row of
Tables IX and X,
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vertically. The symmetry may be termed vistble or direct, if the sequences of letters in the rows
(or columns) are the same throughout and are identical with that of one of the primary com-
ponents; it may be termed hidden or indirect if the sequences of letters in the rows or columns
are different, a.pparently not related to either of the components, but are m reality decimations
of one of the primary components. -

J. When the twelve tables of Appendix 1 are examined in the light of the foregoing remarks,
the type of symmetry found in each may be summarized in the followmg manner:

" Horizontal B " Vertioal
Table _ Visibleordirect | Invisible or indirect Visible or diect Invisible or indirect
Follows Follows Follows Follows Follows Follows Follows Follows
plain cipher plain cipher plain cipher P cipher
component | component | component | component | component | component | component || component
) SRV [UT SN IV SOUPRIPIPIN RpIppIu RS H x
L | PR FNPRRUROPIUN FN X Jereccommce]|emmceeafeemieac e X |ecacemen-
) 4 1 PR S > S VRS PR E b S R
§ 'R SRR S b SN U X fececmcmac|ccmmcmmec o
|2 R b SN ORIV NIV NSCIIOIp FPPIVVUEI AN x
'/ SRR FUS N VST > S NI NI x e
' 3 D > SEN ISR PN I SN S b JUN
VIII. e ee b S PN SNSRI MR RS JE X Jecucmcnuo
) . GRS UV U SR X |eecmmmmefec e e x
p_ IS VRt RSO A ST X feacmmmmee)em e x
D¢ SNSRI U R X fecccanea- b S SNSRI NS
p. @ | I S b SN SN SUPIIo S X Jecmcmcc e

Of these twelve types of cipher squares, corresponding to the twelve different ways of using a
pair of sliding primary components to derive secondary alphabets, the ones best known and
most often encountered in cryptographic studies are Tables I-B and II, referred to as being of
the Vigenére type; Tables V and VI, referred to as being of the Beaufort type; and Tables IX
and X, referred to as being of the Delastelle type. It will be noted that the tables of the Dela-
stelle type show no direct or visible symmetry, either horizontally or vertically and because of
this are supposed to yield more secunty than do any of the other types of tables. But it will
presently be shown that the supposed increase in security is more illusory than real.

k. The foregoing facts concerning the various types of quadricular tables generated by diverse
methods of using sliding primary components or their equivalent rotating cipher disks will be
employed to good advantage, when the studies presently to be undertaken will bring the student
to the place where he can comprehend them in the analysis of polyalphabetic systems. But in
order not to confuse him with a multiplicity of détails which have no-direct bearing upon basic
principles, one and only one standard method of finding equivalents by means of sliding compo-
nents will be selected from among the twelve available, as set forth in the preceding subpara-
graphs. Unless otherwise stated, this method will be the one denoted by the first of the formulae

listed in subpar. f, viz:

Oxn=0611; Opn=0.n
Calling the plain component “1’’ and the cipher component “2”, this will mean that the keyletter
on the cipher component will be set opposite the index, which will be the first letter of the plain
component; the plain-text letter to be enciphered will then be sought on the plain component and
its equivalent will be the letter opposite it on the cipher component.
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THEORY OF SOLUTION OF REPEATING-KEY SYSTEMS

: Paragraph
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General remarks on factoring.. 10
Second step: distributing the cipher text into the component monoalphabets 11
Third step: solving the monoalphabetic distributions. 12

8. The three steps in the analysis of repeating-key systems,—a. The method of enciphering
according to the principle of the repeating key, or repeating alphabets is adequately explained in
Section XTI of Elementary Military Cryptography, and no further reference need be made at this
time. The analysis of a cryptogram of this type, regardless of the kind of cipher alphabets
employed, or their method of production, resolves itself into three distinet and successive steps.

(1) Determination of the length of the repeating key, which is the same as the determination
of the exact number of alphabets involved in the cryptogram;

(2) Allocation or distribution of the letters of the cipher text into the respective cipher alpha-

~ bets to which they belong. This is the step which reduces the polyalphahetic text to mono-
alphabetic terms; ,

(8) Analysis of the individual monoalphabetic distributions to determine plain-text values of
the cipher letters in each distribution or alphabet.

b. The foregoing steps will be treated in the order in which mentioned. The first step may

"be described briefly as that of determining the period. The second step may be described briefly
as that of reduction fo monoalphabetic terms. The third step may be designated as identification of
cipher-text values. : :

- 9, First step: finding the length of the period.—a. The determination of the period, that

is, the length of the key or the number of cipher alphabets involved in & cryptogram enciphered
by the repeating-key method is, as a rule, a relatively simple matter. The cryptogram itself
usually manifests externally certain phenomena which are the direct result of the use of a repeat-
ing key. The principles involved are, however, so fundamental in cryptanalysis that their

elucidation warrants a somewhat detailed treatment. This will be done in connection with a

short example of encipherment, shown in Fig. 1.
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b. Regardless of what system is: used, identical plain-text letters enciphered by the same
cipher alphabet ! must yield identical cipher letters. Referring to Fig. 1, such a condition is
brought about every time that identical plain-text letters happen to be enclphered with the same
key-letter, or every time identical plain-text letters fall into the same column inthe encipher-
ment.> Now since the number of columns or poSitions with respect to the key is very. limited
(except in the case of very long key words), and since the repetition of letters is an inevitable
condition in plain text, it follows that there will be in a message of fair length many cases where
identical plain-text letters must fall into the same column. They will thus be enciphered by the
same cipher alphabet, resulting, therefore, in the production of many identical letters in the
cipher text and these will represent identical letters in the plain text. When identical plain-text
polygraphs fall into identical columns the result is the formation of identical cipher-text poly-
graphs, that is, repetitions of groups of 2, 3, 4, . . . letters are exhibited in the cryptogram.
Repetitions of this type will hereafter be called causal repetitions, because they are produced by
8 definite, traceable cause, viz, the encipherment of identical letters by the same cipher alphabets.

¢. It will also happen, however, that different plain-text letters falling in different columns
will, by mere accident, produce identical cipher letters. Note, for example, in Fig. 1 that in
Column 1, R, becomes S, and that in Column 2,H, also becomes S,. The production of an identical
cipher text letter in these two cases (that is, a repetition where the plain-text letters are different
and enciphered by different alphabets) is merely fortuitous. It is, in every day language, “a
mere coincidence’, or “an accident.” For this reason repetitions of this type will hereafter be
called accidental repetitions.

d. A consideration of the phenomenon pointed out in ¢ makes it obvious that in polyalpha-
betic ciphers it is important that the cryptanalyst be able to tell whether the repetitions he finds
in a specific case are causal or accidental in their origin, that is, whether they represent actual
encipherments of identical plain-text letters by identical keying elements, or mere coincidences
brought about purely fortuitously.

e. Now accidental repetitions will, of course, happen fairly frequently with individual letters,
but less frequently with digraphs, because in this case the same kind of an “‘accident’” must take
place twice in succession. Intuitively one feels that the chances that such a purely fortuitous
coincidence will happen two times in succession must be much less than that it will happen every
once in a while in the case of single letters. Similarly, intuition makes one feel that the chances
of such accidents happening in the case of three or more consecutive letters are still less than in
the case of digraphs, decreasing very rapidly as the repetition increases in length.

f. The phenomena of cryptographic repetition may, fortunately, be dealt with statlstlca]ly,
thus taking the matter outside the realm of intuition and putting it on a firm mathematical or
objective basis. - Moreover, often the statistical analysis will tell the cryptanalyst when he has
arranged or rearranged his text properly, that is, when he is approaching or has reached mono-
alphabeticity in his efforts to reduce polyalphabetic text to its simplest terms. However, in
order to preserve continuity of thought it is deemed inadvisable to inject these statistical con-
siderations at this place in the text proper; they have been incorporated in Appendix 2 hereof.
The student is advised to study the Appendxx very ca.refully after he has ﬁmshed reading this
section of the text. D

g. At this point it will merely be mdma.ted that if & cryptanalyst were to heve at hand only
the cryptogram of Fig. 1, with the repetitions underlined as below; a statistical study of the

1 It is to be understood, of course, that cipher alphabets with single equivalents are meant in this case.
1 The frequency with whieh this condition may be expected to occur can be definitely calculated. . A dis-
cussion of this point falls beyond the scope of the present text.
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number and length of the repetitions within the message (Par. 5 of Appendix 2) would tell him
that while some of the digraphic repetitions may be accidental, the chances that they all are
accidental are small. In the case of the tetragraphic repetition he would realize that the
chances of its being accidental are very small indeed.

A, USYES ECPMP_LCCLN XBWCS OXUVD
B. SCRHT HXIPL IBCIJ USYEE GURDP
C. AYBCX OFPJW JEMGP XVEUE LEJYQ
D. MUSCX JYMSG LLETA LEDEC GBMFI

k. A consideration of the facts therefore leads to but one conclusion, viz, that the repetatlons
exhibited by the cryptogmm under investigation are not accidental but are causal in their origin;
and the cause is in this case not difficult to find: repetitions in the plain text were actually en-
ciphered by identical alphabets. In order for this to occur, it was necessary that the tetragraph
USYE, for example, fall both times in exactly the same relative position with respect to the key.
Note, for example, that UYSE in Fig. 1 represents in both cases the plain-text polygraph THEA.
The first time it occurred it fell in positions 1-2-3—4 with respect to the key; the second time it
occurred it happened to fall in the very same relative positions, although it might just as well
have happened to fall in any of the other three possible relative positions with respact to the
key, iriz, 2-3-4-1, 3—4-1-2, or 4-1-2-3.

i. Lest the student be misled, however, a few more words are necessary on this subject.
In the preceding subparagraph the word ‘“happened’” was used; this word correctly expresses
the idea in mind, because the insertion or deletion of a single pla.m-text letter between the two
occurrences would have thrown the second occurrence one letter forward or backward, respec-
tively, and thus cansed the polygraph to be enciphered by a sequence of alphabets such as can
no longer produce the cipher polygraph USYE from the plain-text polygraph THEA. On the
other hand, the insertion or deletion of this one letter might bring the letters of some other
polygraph into similar columns so that some other repetition would be exhibited in case the
USYE repetition had thus been suppressed.

Jj. The encipherment of similar letters by similar cipher alphabets is therefore the cause of
the production of repetitions in the cipher text in the case of repeating-key ciphers. What
principles can be derived from this fact, and how can they be employed in the solution of crypto-
grems of this type?

k. I a count is made of the number of letters from and including the first USYE to, but not
including, the second occurrence of USYE, a total of 40 letters is found to intervene between the
two occurrences. This number, 40, must, of course, be an exact multiple of the length of the key.
Having the plain-text before one, it is easily seen that it is the 10th multiple; that is, the 4-letter
key has repeated itself 10 times between the first and the second oceurrence of USYE. It follows,
therefore, that if the length of the key were not known, the number 40 could safely be taken to
be an exact multiple of the length of the key; in other words, one of the faciors of the number
40 would be equal to the length of the key. The word ‘“‘safely” is used in the preceding sentence
to mean that the interval 40 applies to a repetition of 4 letters and it has been shown that the
chances that this repetition is accidental are small. The factors of 40 are 2, 4, 5, 8, 10, and 20,
So far as this single repetition of USYE is concerned, if the length of the key were not known, all
that could be said about the latter would be that it is equal to one of these factors. The repeti-
tion by itself gives no further indications. How can the exact factor be selected from among a
list of several possible factors? -

152018—88——2
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+ 1. Let. the mterva.ls between all the repetitions in the cryptogram be listed. They dre as
follows . _

Repetition

1st USYE to 2d USYE
1st BC to 2d BC
1st CX.to 2d CX
1st EC to 2d EC
1st LE t0.2d LE
2d LE to 3d LE
: 1st LE to 3d LE
1. 1st JY to 2d JY.
gt PL to 2d PL..
1st SC to 2d-SC
(18t SY to 2d SY, already included in USYE.)
- (18t US to 2d US, already included in USYE.)
2d US to 84 US: ;
(1st US to 3d US, already included in USYE.)
_ (1st YE to 2d YE, already included in USYE.)

-

E TR
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m. Are all these repetitions causal repetitions? It can be shown (Appendlx 2, par. 4¢) that
‘thé odds against a theory that the UYSE repetition is accidental are about 99 to 1 (since the
proba.bxhtv for its occurrenceis .01). It can also be shown that the odds against a theory that the
10 dlgraphs which occur two or more times are accidental repetitions are over 4 to 1 (Appendix
2, par. 5¢c); the odds against a theory that the two digraphs which occur 3 times are accidental
rcpetxtlons are quite large. (Probability is calculated to be about .06.) The chancesare very
great, therefore, that all or nearly all these repetitions are causal. Certainly the chances against
thee two occurrences of the tetragraph UYSE and the three occurrencesof the two different digraphs
{LE and US) being accidental are quite lugh and it is therefore not astonishing that the mtervels
between all the various repetitions, except in one case, contain the factors 2 and 4.
.. mi This means that if the cipher is written out in either 2 coluinns or 4 columns, all these
i‘epetltlons (except the CX repetltlon) would fall into the same columns. = From this it fo]lows
that the length of the key is either 2 or 4, the latter, on practical grounds, being more probable
than the former. Doubts concerning the matter of choosing between a 2-letter and a 4-letter
key will be dissolved when’ the cipher text is distributed into its component umhtcra.l frequency
dlstnbutlons .
"+ 0. The repeated digraph CX in the foregomg message is an accidental repetition; as will be
apparent by ‘referring to Fig. 1. Had the message been longer there would have been more
such acciderital repetitions, but, on the other hand, there would be a proportlonately greater
number of causal repetltlons This is because the phenomenon of repetition m pla.m text :g
8o all-pervadmg
- ?. Sometlmes it happens that the crypta,na,lyst quickly notes a repetition of a polygra.ph of
four or more Tetters, the interval between the first and second occurrences of which has only
two factors, of which one is a relatively small number, the other a relatively lngh incommen-
surable number. He may therefore.assume at once that the length of the key is equal to the
sialler factor without searching for additional recurrences upon which to corroborate his
assumption. Suppose, for example, that in a relatively short cryptogram the interval ‘bétween
the first and second occurrences of a polygraph of five letters happens to be a number such as
203, the factors of which are 7 and 29. Evidently the number of alphabets may at once be
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assumed to be 7, .unless one is dealing with messages exchanged among correspondents known
to use long keys. In the latter case one could assume the number of alphabets to be 29.

¢. The foregoing method of determining the period in & polyalphabetic cipher is commonly
referred to the literature as ‘“factoring the intervals between repetitions’; or more often it is
simply called “factoring.” Because the latter is an apt term and is brief, it will be employed
hereafter in this text to designate the process. :

10, General remarks on factoring.—a. The statement made in Par. 2 with respect to the
cyclic phenomena said to be exhibited in cryptograms of the periodic type now becomes clear.
The use of a short repeating key produces a periodicity of recurrences or repetitions collectively
termed “cyclic phenomena”, an analysis of which leads to a determination of the length of the
period or cycle, and this gives the length of the key. Only in the case of relatively short crypto-
grams enciphered by a relatively long key does factoring fail to lead to the correct determination
of the number of cipher alphabets in a repeating-key clpher, and of course, the fact that a crypto-
gram contains repetitions whose factors show constancy is in itself an indication and test of its
periodic nature. It also follows that if the cryptogram is not a repeating-key cipher, then
factoring will show no definite results, and conversely the fact that it does not yield definite
results at once indicates that the cryptogram is not a periodic, repeating-key cipher.

b. There are two cases in which factoring leads to no definite results. One is in the case of
monoalphabetic substitution ciphers. Here recurrences are very plentiful as a rule, and the
intervals separating these recurrences may be factored, but the factors will show no constancy;
there will be several factors common to many or most of the recurrences. This in itself is an
indication of a monoalphabetic substitution cipher, if the very fact of the presence of many
recurrences fails to impress itself upon the inexperienced cryptanalyst. The other case in which
the process of factoring is nonsignificant involves certain types of nonperiodic, polyalphabetic
ciphers. In certain of these ciphers recurrences of digraphs, trigraphs, and even polygraphs
may be plentiful in & long message, but the intervals between such recurrences bear no definite
multiple relation to the length of the key, such as in the case of the true periodic, repeating-key
cipher, in which the alphabets change with successive letters and repea.t themselves over and
over again.

. ¢. Factoring is not the only method of determmmg the length of the period of a periodie,
polyalphabetic substitution cipher; although it is by far the most common and easily applied.

At this point it will merely be stated that when the message under study is relatively short in .

comparison with the length of the key, so that there are only a few cycles of cipher text and no
long repetitions affording a basis for factoring, there are several other methods available,
However, it being deemed inadvisable to interject the data.concerning those other methods
at this point, they will be explained subsequently. It is desirable at this juncture merely to
indicate ‘that methods other than factoring do exist and are used in practical work.-

" -d. Fundamentally, the factoring process is merely a more or less simple mathematical method
of studying the phenomena of periodicity in eryptograms. It will usually enable the crypt-
analyst to ascertain definitely whether or not a given cryptogram is periodic in nature, and if
so, the length of the period, stated in terms of the cryptographic unit involved. By the latter
statement is meant that the factoring process may be applied not only in analyzing the periodicity
manifested by cryptograms in which the plain-text units subjected to eryptographic treatment
are monographic in nature (i. e. are single letters) but also in studying the periodicity exhibited
by those occasional cryptograms wherein the plain-text units are digraphic, trigraphie, or
n~graphic in character. The student should bear this point in mind when he comes to the study
of substitution systems of the latter sort. However, the present text will deal solely with cases
of the former type, wherein the plain-text units subjected to cryptographic treatment are single
letters.
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11. Second atep: distributing the cipher text into the component monoalphabets.—a.
' After the number of cipher alphabets involved in the cryptogram has been ascertained, the next
step is to rewrite the message in groups corresponding to the length of the key, or in columnar

; fashion, whichever is more convenient, and this automatically divides up the text so that the

letters belonging to the same cipher alphabet occupy similar positions in the groups, or, if the

: columnar method is used, fall in the same column. The letters are thus allocated or distributed
into the respective cipher alphabets to which they belong. This reduces the polyalphabetic
text to monoalphabetic terms.

b. Then separate uniliteral frequency distributions for the thus isolated individual alphabets
are compiled. For example, in the case of the cipher on page 13, having determined that four
alphabets are involved, and having rewritten the message in four columns, a frequency distribu-
_ tion is made of the letters in Column 1, another is made of the letters in Column 2, and so on for
’! the rest of the columns. Each of the resulting distributions is therefore a monoalphabetic frequency

disiribution., If these distributions do not give the characteristic irregular crest and trough
appearance of monoalphabetic frequency distributions, then the analysis which led to the
hypothesis as regards the number of alphabets involved is fallacious. In fact, the appearance of
these individual distributions may be considered to be an index of the correctness of the factoring
process; for theoretically, and practically, the individual distributions constructed upon the

] correct hypothesis will tend to conform more closely to the irregular crest and trough appearacne

of a monoalphabetic frequency distribution than will the graphic tables constructed upon an

! incorrect hypothesis. These individual distributions may also be tested for monoalphabeticity

by statistical methods.

b 12. Third step: solving the monoalphabetic distributions.—The difficulty experienced in
analyzing the individual or isolated frequency distributions depends mostly upon the type of
cipher alphabets that is used. It is apparent that mixed alphabets may be used just as easily as
standard alphabets, and, of course, the cipher letters themselves give no indication as to which

isthecase. However,just asit was found that in the case of monoalphabeticsubstitution ciphers,

' a uniliteral frequency distribution gives clear indications as to whether the cipher alphabet is a
standard or a mixed alphabet, by the relative positions and extensions of the crests and troughs
in the table, 80 it is found that in the case of repeating-key ciphers, uniliteral frequency distribu-
tions.for the isolated or individual alphabets will also give clear indications as to whether theee
alphabets are standard alphabets or mixed alphabets. Only one or two such frequency distribu-
tions are necessary for this determination; if they appear to be standard alphabets, similar distri-
butions can be made for the rest of the alphabets; but if they appear to be mixed alphabets, then
it is best to compile triliteral frequency distributions for all the alphabets. The analysis of the
values of the cipher letters in each table proceeds along the same lines as in the case of monoalpha-~
betic ciphers. The analysis is more difficult only because of the reduced aize of the tables, but
if the message be very long, then each frequency distribution will contain a sufficient number of
elements to enable n speedy solution to be achieved.
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REPEATING-KEY SYSTEMS WITH STANDARD CIPHER ALPHABETS
Paragraph
Solution by applying prineiples of frequency : - 13
Salution by completing the phm-component sequence. 14
Solution by the ‘“‘probable-word met, 15

18. Solution by applying principles of frequency.—a. In the hght of the foregomg prmclples, .

let the following cryptogram be studied:

MEssace

1 2 3 4 [
A, AUKHY JAMKI ZYMWM JMIGX NFMLX
B. ETIMI ZHBHR AYMZM ILVME JKUTG
C. DPYXK QUKHQ LHVRM JAZNG GZYVXE
D. NLUFM PZJNV CHUAS HKQGK IPLWP
E. AJZXI GUMTYV DPTEJ 'ECMYS QYBAV
F. ALAHY POEXW PVNYE EYXEE UDPXR
G. BV2VI 2ZIIVO SPTEG KUBBR QLLXP
HO WFQGK NLLLE PTIKW DJZXI GOIOI
J. ZLAMV KFMWF NPLZI OVVEM ZKTXG
K. NLMDF AAEXI JLUFM PZJNV CAIGI
L. UAWPR NVIWE JKZAS ZLAFM HS

A search for repetitions discloses the following short list ) w1th the intervals and factors
above 10 omitted (for previous experience may lead to the conclusion that it is unlikely that the
cryptogram involves more than 10 alphabets, showing the number of recurrences which it does):

Repetition Loeation | Interval Factors
LUFMPZJNVC. ... D1, K3 | 160 2, 4,5, 8, 10.
JZXIG. El, H4 90 2, 3, 5, 6, 9, 10,
EJK B4, L2 | 215 5.

PTE E3, G3 50 2, 5, 10.

QGK D4, H1 85 5.

UKH. Al, C2 &6 5.

ZLA Ji, 14 66 5.

AS D3, L3 | 175 3,517

EJ B4, L2 | 115 5.

Fi A5, D1 57 3.

FM A5, J2 | 185 5.

Fu J2, J4 12 2,38, 4,6.
Fi J4, K3 20 | 24,5, 10.
M K3, 14 30 2, 3,5, 6, 10.
JA A2, C4 60 2,845,610,
LA Fl, J1 | . 76 3,5

LA Jl, 14 65 5.

LL. G5, H2 10 2, 5.

NL. D1, H2 | 105 8,57

NL..... H2, K1 45 85,9

X Ci, C6 20 2, 4, 5, 10.
b A3, B3 25 5.

an
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b. The factor 5 appears in all but two cases, each of which involves only a digraph. It seems
-almost certain that the number of alphabets is five. Since the text a.lrea,dy appears in groups of
five letters, it is unnecessary to rewrite the message. The next step is to make a uniliteral fre-
quency distribution for Alphabet 1 to see if it can be determmed whether or not sta.nda.rd alpha-
bets are involved. . It is as follows: .

ALpHABET 1
2o TExsExs. E_Es =
ABCDEFGHIJKLMNOPQRSTUVWXYZ _

¢. Although the indications are not very clear cut, yet if one takes into consideration the
small amount of data the assumption of a direct standard alphabet with W,=A,, is worth further
test. Accordingly a similar distribution is made for Alphabet 2. -

 ALPHABET 2

~ -~

III
w

III
/III

—
= =
=SB < B -~ = = =

= :
ABCDEFGHIJKLMNOPQRST WX

d. There is every indication of a direct standard alphabet, with H,=4,. Let similar distri-
butions be made for the last three alphabets. They are as follows:

w<

N -

ALPHABET 3
ABCDEFGHIJKLMNOPQRSTUVWXYZ
ALPHABET 4
. ~SSEE8 =TS L -~ = =§§§§
ABCDEFGHIJKLMNOPQRSTUVWIXYZ
' ALPHABET 5
A;‘BCDEF.GHIJKLMNOP R

Exsx=x
STUVWXYZ
can b

_ q
e. After but little experiment it is found that the distributions est be made to fit

the normal when the following values are assumed:

" Alphabet 1. A=W,
Alphabet 2.___.____ A,=H,
Alphabet 3_____.__. A=I,
Alphabet 4._____._. Apy="T,
Alpha.bet [ A=E,

f. Note the key word glven by the successive equivalents of A,: WHITE. The real proof of
the correctness of the analysis is, of course, to test the values of the solved alphabets on the
cryptogram. The five complete cipher a.lphabets are as follows:

Plain . _________ ABCDEFGHTIJKLMNOPQRSTUVWXYZ
| D— WXYZABCDEFGHIJKLMNOPQRSTUYV
2 HIJKLMNOPQRSTUVWXYZABCDETFG

Cipherd3........ . IJKLMNOPQRSTUVWXYZABCDEFGH
TUVWXYZABCDEFGHIJKLMNOPQRS
O i B PFGHITIKLMNOPQRSTUVRXYZABCD

Fraums 2.
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g Applying these values to the first few groups of our message, the followmg is found
1-2-8 4 & 1 2 8 4 5 1 2 3 ¢ 5 1-2 8 4 5- 12!45

Cipher ........ AUKHY JAMKI ZYMWM JMIGX NFMLX. .

Plain..._.. ----ENCOU NTERE DREDI NFANT RYEST . .

h. Intelligible text at once results, and the solution can now be completed very quickly.
The complete message is as follows:

ENCOUNTERED RED INFANTRY ESTIMATED AT ONE REGIMENT AND MACHINE GUN COM~
PANY IN TRUCKS NEAR EMMITSBURG. =AM HOLDING MIDDLE CREEK NEAR HILL 543 SOUTH-
WEST .OF FAIRPLAY. WHEN FORCED BACK WILL CONTINUE DELAYING REDS AT MARSH
CREEK, HAVE DESTROYED BRIDGES ON MIDDLE CREEK BETWEEN EMMITSBURG—TANEYTOWN
ROAD AND RHODES MILL.

i. In the foregoing example (which is typmal of the system erroneously ettnbuted in cryp-
tographic literature, to the French cryptographer Vigendre, although to do him- ]ustlce, he
made no claim of having “invented” it), direct standard alphabets were used, but it is obvious
that reversed standard alphabets may be used and the solution accomphshed in- the same
manner.  In fact, the now obsolete cipher disk used by the United States Army for a number
of years yields exactly this type of cipher, which is also known in the literature as the Beaufort
Cipher, and by other names. In fitting the isolated frequency distributions to the norma.l the
direction of “reading” the crests and troughs is merely reversed.

14. Solution by completing the plain-component sequence.—a. There is another method
of solving ‘this type of cipher, which is worthwhile explaining, because the underlying principles
will be found useful in many cases. It is a modification of the method of solution by completing
the plain-component sequence, already explained in Military Cryptanalysis, Part I. -

b. After all, the individual alphabets of a cipher such as the one just solved are merely
direct standard alphabets It has been seen that monoalphabetic ciphers in which standard
cipher alphabets are employed may be solved almost mechanically by compléting the' plain-
component sequence. The plain text reappears on only one generatrix and this generatrix is the
same for the whole message. It is easy to pick this generatrix out of all the other generatrices
because it is the only one which yields intelligible text. Is it not apparent that if the same process
is applied to the cipher letters of the individual alphabets of the cipher just solved that the plain-
text equivalents of these letters must all reappear on one and the same generatrix? ‘But how
will the generatrix which actually contains the plain-text letters be distinguishable from the
other generatrices, since these plain-text letters are not consecutive letters in the plain text but
only letters separated from one another by a constant interval? The answeris simple. The plain«
text generatrix should be distinguishable from the others because it will show more and a better
assoriment of high-frequency letiers, and can thus be selected by the eye from the whole set of genera-
trices. If this is done with all the alphabets in the cryptogram, it will merely be necessary to
assemble the letters of the thus selected generatrices in proper order, and the result sould be
consecutive letters forming intelligible text.

¢. An example will serve to make the process clear. Let the same message be used as before.
Factoring showed that it involves five alphabets. Let the first ten cipher letters in each alphabet
be set down in a horizontal line and let the normal alphabet sequences be completed. Thus:




—
Q00 IO N

Pk et et ek et e ek et
O DI BN

» N
O

[ -3 -]
w W

N W W
D Ok

AvemaBRT 1 ALFRABET 2 ALPHABET 8 ALPHABET 4 ArraanxT § .
AJZJNEZATJ  UAYMFTHYLK  KMMIMIBMVU _HKWGLMHZMT  YIMXXIRMEG
BKAKOFABJK VBZNGUIZML. LNNJNJCNWV  ILXHMNIANU ZJNYYJSNFH
CLBLPGBCKL. WCAOHVJANM MOOKOKDOXW JMYINOJBOV  AKOZZKTOGI
DMCMQHCDLM  XDBPIWKBON NPPLPLEPYX KNZJOPKCPW  BLPAALUPHJ
ENDNRIDEMN YECQJXLCPO  OQQMQMFQZY  LOAKPQLDQX  CMQBBMVQIK
FOEOSJEFNO ZFDRKYMDQP PRRNRNGRAZ MPBLQRMERY DNRCCNWRJL
GPFPTKFGOP AGESLZNERQ QSSOSOHSBA NQCMRSNFSZ  EOSDDOXSKM
HQGQULGHPQ BHFTMAOFSR RTTPTPITCB ORDNSTOGTA FPTEEPYTLN
IRHRVMHIQR CIGUNBPGTS SUUQUQJUDC PSEOTUPHUB GQUFFQZUMO
JSISWNIJRS DJHVOCQHUT TVVRVRKVED QTFPUVQIVC  HRVGGRAVNP
KTJTXOJKST EKIWPDRIVU UWWSWSLWFE RUGQVWRJWD  ISWHHSBWOQ
LUKUYPKLTU FLJXQESJWV  VXXTXTMXGF SVHRWXSKXE JTXIITCXPR
MVLVZQLMUV  GMKYRFTKXW  WYYUYUNYHG TWISXYTLYF KUYJJUDYQS
NWMWARMNVW  HNLZSGULYX XZZVZVOZIH UXJTYZUMZG  LVZKKVEZRT
OXNXBSNOWX  IOMATHVMZY YAAWAWPAJI  VYKUZAVNAH MWALLWFASU
PYOYCTOPXY JPNBUIWNAZ ZBBXBXQBKJ WZLVABWOBI  NXBMMXGBTV
QZPZDUPQYZ KQOCVJXOBA  ACCYCYRCLK XAMWBCXPCJ  OYCNNYHCUW
RAQAEVQRZA LRPDWKYPCB BDDZDZSDML  YBNXCDYQDK PZDOOZIDVX
SBRBFWRSAB  MSQEXLZQDC CEEAEATENM ZCOYDEZREL QAEPPAJEWY
TCSCGXSTBC NTRFYMARED DFFBFBUFON ADPZEFASFM  RBFQQBKFXZ
UDTDHYTUCD OUSGZNBSFE EGGCGCVGPO BEQAFGBTGN SCGRRCLGYA
VEUEIZUVDE PVTHAOCTGF FHHDHDWHQP CFRCGHCUHO  TDHSSDMHZB
WFVFJAVWEF QWUIBPDUHG GIIEIEXIRQ DGSCHIDVIP T
XGWGKBWXFG RXVJCQEVIH HJJFJFYJSR EHTDIJEWJQ VFJUUFOQJBD
YHXHLCXYGH SYWKDRFWJI IKKGKGZKTS FIUEJKFXKR WGKVVGPKCE
ZIYIMDYZHI  TZXLESGXKJ JLLHLHALUT GJVFKLGYLS  XHLWWHQLDF

Fiqunz 8.
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d. If the high-frequency generatrices underlined in Figure 3 are selected and their letters

are juxtaposed in columns the consecutive letters of intelligible plain text immediately present
themselves. Thus: ' '

For Alphabet 1, generatrix 5 ENDNRIDEMN

For Alphabet 2, generatrix 20 NTRFYMARED

Selected Generatrices{ For Alphabet 3, generatrix 19 CEEAEATENNM
For Alphabet 4, generatrix 8 ORDNSTOGTA
UEITTENIAC

For Alphabet 5, generatrix 23

™~

Columner juxtaposition of letters
from selected generatrices.____.

OEDPR <X ZN
EZRarp@EHP>MEEQIwW
>HQQO0HNZ0XO|w
QP HZFEARHEREGI®

P

2 E2HMOHP2Z20ZE~

FicUuRR 4.

e

e R
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Plain text: ENCOUNTERED RED INFANTRY ESTIMATED AT ONE
REGIMENT AND MAC . . . .

e. Solution by this method can thus be achieved without the compilation of any frequency
tables whatever and is very quickly attained. The inexperienced cryptanalyst may have diffi-
culty at first in selecting the generatrices which contain the most and the best assortment of
thh—frequency letters, but with increased practice, a high degree of proficiency is attained.
After all it is only & matter of experiment, trial, and error to select and aesemble the proper
generatrices o as to produce intelligible text.

J. If the letters on the sliding strips were accompanied by numbers representing thelr relatlve
frequencies in plain text, and these mimbers were added across éach generatrix, then that gen-
eratrix with the highest total frequency would theoretically always be the plain-text generatrix.
Practically it will be among the generatrices which show the first three or four greatest totals.
Thus, an entirely mathematical solution for this type of cipher may be applied.

g. If the cipher alphabets are reversed standard alphabets, it is only necessary to convert
the cipher letters of each isolated alphabet into their normal, plain-component equivalents and
then proceed as in the case of direct standard a.lphabets .

h. It bas been seen how the key word may be discavered in this type of cryptogram. Uaunlly
the key is. made up of those letters in the successive alphabets whose equivalents are A, but other
conventions are of course posmble Sometimes a key number is used, such as 8-4-7-1-12,
which means merely that A, is represented by the elghth letter from A (in the normal alphabet)
in the first cipher alphabet, by the fourth letter from A in the second cipher alphabet, and so on.
This modification is known in the literature as the Gronsfeld cipher. However, the method of
solution as illustrated above, being independent of the nature of the key, is the same as before.

15. Solution by the ‘‘probable-word method.’’—a. The common use of key words in eryp~
tograms such as the foregoing makes possible a method of solution that is simple and can be used
where the more detailed method of analysis using frequency distributions or by completing the
plain-component sequence is of no avail. In the case of & very short message which may show
no recurrences and give no indications as to the number of alphabets involved, this modified
method will be found most useful.

b. Briefly, the method consists in assuming the presence of a probable word in the message,
and referring to the alphebets to find the key letters applicable when this hypothetioal word is
assumed to be present in various positions in the cipher text. If the assumed word happens to
be correct, and is placed in the correct position in the message, the key letters produced by
referring to the alphabets will yield the key word. In the following example it is assumed that
reversed standard alphabets are known to be used by the enemy.

MzssacE
MDSTJ LQRCXC KZASA NYYXO LP

¢. Extraneous circumstances lead to the assumption of the presence of the word AMMU-

NITION. One may assume that this word begins the message. Using sliding normal compo-
nents, one reversed, the other direct, the key letters are ascertained by noting what the successive

equivalents of A, are. Thus:’

Cipher..—........ MDSTJLQCXC
Plain text....... AMMUNITION
ey MPENWTJKLP
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The key does not spell any intelligible word One therefore shlfts the assumed word one letter
forward and another trial is made. : .

Cipher..........._.. DSTJLQCXCK
Plain text . AMMUNITION
“Rey” e DEFDYYVFQX
This also ylelds no mtelhgxble key word. One continues to shift the assumed word forwerd

one space at & time until the following pomt is reached.

Cipher....... . LQCXCKZASA
 Plaintext... AMMUNITZION
ey LCORPSSIGN

The key now becomes evident. It is a cyclic’ permutatmn of SIGNAL CORPS. It should be
clear that since the key word or key phrase repeats itself dunng the encipherment of such a
message; the plain-text word upon whose assumed presence in the message this test is being
based may begin to be enciphered at any pomt in the key, and continue over into its next repeti-
tion if it is longer than the key. When this is the case it is merely necessary to shift the latter
part of the sequence of key letters to the first part; as in the case noted LCORPSSIGN is trans-
posed into SIGN . . . LCORPS, and thus SIGNAL CORPS.

d. It will be seen in the foregomg method of solution that the length of the key is of no
particular interest or consequence in the steps taken in effecting the solution. The détermina-
tion of the length and elements of the key comes after the solution rather than before it. In this
case the length of the period is seen to be eleven, correspondlng to the length of the key (SIGNAL
CORPS).
: e. The foregoing method is one of the other methods of determmmg the length of the key
(besides factoring), referred to in Par. 10¢. a

J. If the assumptlon of reversed standard alphabets ylelds no good - results, then dn'ect '

standard alphabets are assumed and the test made exactly in the same manner. ~As will bé
shown subsequently, the method can also be used as a last resort when mxxed e.lpha.bets ‘are
employed. -

g. When thé assumed word is longer than the key, the sequence of recovered key letters will
show 'a periodicity equal to the length of the key; that is, after a certain number of letters the
sequence of key letters will repeat. This phenomenon would be most useful in the case of keys
that are not intelligible words but are composed of random letters or ﬁgures Of course, lf such
a key is longer than the assumed word, this method is of no avail.

h. This method of solution by searching for a word is contingent upon the followmg cir-
cumstances:

(1) That the word whose presence is assumed actually occurs in the message, is properly
spelled and correctly enciphered.

“(2) That the sliding eomponents (or equivalent cipher dmks or squa.res) employed in the
search for the assumed word are actually the ones which were employed in the enc1phemhent
or are such as to g1ve identical results as the ones which were actually used. .

(3) That the pair of enciphering equations used in the test is actually the pair which’ was
employed in the encipherment; or if a cipher square is used in the test, the method of finding
equivalents gives results that correspond thh those actually obttuned in the encipherment.
(See par. 9.)

"t
& gt
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1. The foregoing appears to be quite an array of contingencies and the student may think
that on this account the method will often fail. But examining these contingencies one by one,
it will be seen that successful application of the method may not be at all rare—after the solution
of some messages has disclosed what sort of pa.mpherna.ha and methods of employing them are
favored by the enemy. From the foregomg remark it is to be inferred that the probable-word
method has its greatest usefulness not in an initial solution of a system, but only after successful
study of enemy commuhications By more difficult processés: of analysis has told its story to the
alert cryptanalyst. Although it is commonly attributed to Bazeries, the. French cryptanalyst
of 1900, the probable-word method is very old in cryptanslysis and goes back several centuries.
Its usefulness in practical work may best be indicated by quoting from a competent observer

There is another [method) which is to this first method what the geometric method is to analysis in’ certain
lcienoes, and, according to the whims of individuals, certain oryptanalysts prefer one to the other. Certain others,
incapable of getting the answer with one of the methods in the solution of a difficult problem, conquer it by means
of the other, with a disconcerting masterly stroke. This other method is that of the probable word, We may
have more or less definite opinions concerning the subject of the cryptogram. We may know something about its
date and the correspondents, who may have been indiscreet in the subject they have treated. On this basis, the
hypothesis is made that a certain word probably appears in the text . . . .In certain classes of documents,
military or diplomatic telegrams, bankirig and mining affairs; ete., it is not impossible to make very impértant
assumptions about the presenee of .certain words in the text. Aiter o eryptanalyst has worked for 4 long time
with the wnimgs of certain correspondents, he gets used to their expressions. He gets a whole load of words
to try out; then the changes of key, and sometimes of system, no longer throw into his way the dlﬂioultles of an
nbsolutely new study, which might require the analytical method. )

1 Givierge, M_., Cours de Cryptographw_, Paris, 1925, p. 30.
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16. Reason for the use of mixed llpha.bets —a. It has been seen in the examples considered
thus far that the use of several alphabets in the same message does not greatly complicate the
analysis of such a cryptogram. There are three reasons why this is so. Firstly, only relatively
few a.lphabets were employed ; secondly, these alphabets were employed in a periodic or repeating
manner, giving rise to cyclic phenomena in the cryptogram, by means of which the number of
alphabets could be determined; and, thirdly, the cipher alphabets were known alphabets, by
which is meant merely that the sequences of letters in both components of the cipher alphabets
were known sequences.

b. In the case of monoalphabetic ciphers it was found that the use of a mixed alphabet
delayed the solution to a considerable degree, and it will now be seen that the use of mixed alpha-
bets in polyalphabetic ciphers renders the analysis much more difficult than the use of standard
alphabets, but the solution is still fairly easy to achieve.

17. Interrelated mixed alphabets.—a. It was stated in Par. 5 that the method of producing
the mixed alphabets in a polyalphabetic cipher often affords clues which are of great assistance
in the analysis of the cipher alphabets. This is so, of course, only when the cipher alphabets
are interrelated secondary alphabets produced by sliding components or their equivalents.
Reference is now made to the classification set forth in Par. 6, in connection with the types of
alphabets which may be employed in polyalphabetic substitution. It will be seen that thus far
only Cases A (1) and (2) have been treated. Case B (1) will now be discussed.

b. Here one of the components, the plam component, is the normal sequence, whlle ‘the
cipher component is a mixed sequence, the various juxtapositions of the two components yielding
mixed alphabets. The mixed component may be a systematically-mixed or a random-mixed
sequence. If the 25 successive displacements of the mixed component are recorded in separate
lines, a symmetrical cipher square such as that shown in Fig. 5 results therefrom. It is identical
in form with the square table shown on p. 7, labeled Table I-A.

(24)
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NOME>ZEORBEIMOAKSHD ML ND XN
HNAM<> ZEORHIMOARTHD M BT WD XM
KMNIN<> ZEOXNBHIMOAMUHS XS MR D

NODOKRINAHN<C> ZEOXEHEIMNDAKOHY X EMAOD
CNDHRINOAHLPZEOKHEINODARTHS XN A
LMONDXMINIRHLA> ZEORNKHIMOARTHS MR
MACNDHMMHN,H<S> ZEOXHITANDARTHSD X
MELOUDKSNN RG> ZEOXEHIMD ARG HD
DM EACUDKRMNNANCG> ZEOKEHLIMNOAQARSH
HO M ELONDXMMNAHN<SSZEOBINDARD
OHSMELOUDKNNAML> ZEORKHITMO AR
ROHSMELONDKMNNARNCSS ZEOXEHMIMDA
ARUHSXEALAOUDHRMINIHACS>ZEOXHIMO
DCARUHDMELONDXRHNAK<G> ZEOXEB XM
MOARUHDXELONDKMNIMNLC>ZEOMXEH X
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EHIONOARUHS X ELOND X NJIHMLP ZEO
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PZEOKHINOAKROHSXY EALTN DM >™NJIM<
AO>ZEORBMHIMODARUHSDMXELOND M MNNJIK
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Cipher..... .

DHUMINAMSS>ZEOXHIMNMLDARUHSXELON

FigUnRE 8.

¢. Such a cipher square may be used in exa.étly the same manner as the
With the key word BLUE and conforming to the normal enciphering equations (6

O.s3), the following lines of the square would be used:

Vigenére square.

2=01/1; Op1

ABCDEFGHIJKLMNOPQRSTUVWXYZ

ZN®A
M ON
0 B¢ AL Be
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ENNXD
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nMaDm

FauRs 6a.

These lines would, of course, yield the following cipher alphabets:

Plain...._._.___ A
® Cipher......... B

NN NN NJ
Pt b4 D1 Q@ >IN
VRV VY W VRS
BED BE B M
N > 2D
DO O D
HA B BQ
na N NN
[ - A
o ON OM
aLH AD AN
oYU OMm OH
Zk 2 220
2O SH 2
SO A a0
XM MO MO
HIn DE SM
HE HZ HI
LK LD X E
O Uaxg Um
iELE KO
B A, e
a>aN Az
O O D>
mEEl @y Mo
o W] XD « M|
IR
BRI
Pob
LA I
g444 42
N .
RO RO RD
~~ ~~ o~
a «£ 3
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18, Principles of direot symmetry of position.—a. It was stated directly above that Fig. 5
is a symmetrical cipher square, by which is meant that the letters in its successive horizontal
lines show & symmelry of posifion with respect to one another. . They constitute, in reality, one
and only one sequence or series of letters, the sequences being merely displaced successively 1,
2, 3, . . . intervals,  The symmetry exhibited is obvious and is said to'be visible, or direct.
This fact can be used to good advantage, as has already been alluded to-in par. 7;.

b. Conslder, for example, the pair of letters G, and V, in cipher a.lpha.bet (1) of Fig. 6b. The
letter V, is the 15th letter to the right of G,. In cipher alphabet (2), Vo is also the 15th letter to
the right of G,, as is the case in each of the four cipher alpha.bets in Fig, 6b, since the relative
pomtlons they occupy are the same in each horizontal line in Fig. 6a, that is, in each of the suc-

cessive recordings of the cipher component as the latter is slid to the right against the plain or
normeal component. If, therefore, the relative positions oceupred by two letters, 6, and ©,, in
such a eipher alphabet, Cl, are known, and if the position of 6, in another cipher alphabet, C;,
belonging to the same series is known, then 6, may at once be placed into its correct position in Cj.
Suppose, for exa.mple, that as the result of an analysis based upon considerations of frequency,
the followmg values in four cipher alphabets have been- tentatively determined:

(1) lain. . ABCDEFGHIJKLM'N'OPQ_RSTUVWXYZ
. Cipher......... G Y. ooV
(2)Pla.m_-------___ABCDEFGHIJKLMNOPQRSTUVWXYZ
Cipher._..__.. N G P
(wmmx ........... ABCDEFGHIJKLMNOPQRsmuvwxrz
Cipher..._____. . L . B I
(4)len-_-_-_-_-_ABCDEFGHIJKLMNOPQRSTUVWXYZ
Cipher......... ] ¢ Q
. . Fiaurz 7a. :

c. The cipher components of these four secondary alphabets may, for convenience, be assem-
bled into a cellular structure, hereinafter called a sequence reconstruction skeleton, as shown in
Fig. 7b. Regarding the top line of the reconstruction skeleton in Fig. 75 as being common to all

four secondary cipher alpliabets listed in Fig. 7a, the successive lines of the re¢onstruction skeleton

may how be termed cipher alphabets, and may be referred to by the numbers a.t the left

Plain_..........|A|B|c{D|E|F{G|H[I|J|K|L|M|N|o[P|Q|RIS|T|UlV|W|X|Y|2
I G Ty INEZI
2 N G Pl
Cipher : -
.......... L B I
4o Wl I Q
Emm 7.

d. The letter G is common to Alpha.bets 1and 2.. In. Alphs.bet 2 1&13 noted that N occupies
the 10th position to the left of G, and the letter P occupies.the 5th, posmon to the right of G.
One may therefore place these lettere, Nand P, in their proper pos1tlons in Alphabet 1, the letter N
being pla,ced 10 letters before G, and the letter P, 5 letters after G. Thus:"

Plain....______ A|B|C|D|E|F|G|H[I|J|K|L|M[N|O[P|Q|R[S T'u"'v,',.fw'..'x Y|z




REF ID:A64646

27

Thus, the values ¢f two new letters in-Alphabet 1, viz, P,=J,, and N,==U, have been automati-
cally determined; these values were obtained without any analysis based upon the frequency of
P, and N,. leewme, in Alphabet 2, the letters Y and V may be inserted in these positions:

Plain.......... ‘AHCJLEFGHI qxuuncWPQRSTtvaxyz

9t | V|N L' o lel | P Y

This gives the new values V,=D, and Y -Y in Alphabet 2. Alpbabets 3 and 4 have a common
letter I, which permits of the pla.cement of Q and Win Alphabet 3, and of B and L in Alphabet 4.

e. The new values thus found are of course immediately mserted throughout the crypto-
gram, thus leading to the assumption of further values in the cipher text. This process, viz, the
reconstruction of the primary componenis, by the application of the principles of direct symmetry
of position to the cells of the reconstruction skeleton, thus facilitates and hastens solution.

f. It must be clearly understood that before the principles of direct symmetry of position
can be applied in cases such as the foregomg, i 18 necessary that the plain component be a known
-sequence. Whether it is the normal sequence or not is immadterial, so long as the sequence is
known, Obviously, if the sequence is unknown, symmetry, even if present, cannot be detected
by the ‘eryptanalyst -because he -has no- base upon which to try out his sssumptions for
symimetry.. In other words, direct symmetry of position is-manifested in the illustrative
exdmple because .the plain component is' & known sequence, and not because it is- the
normal alphabet. The significance of this point will become .apparent'later on in connection
with the problem discussed in Par. 26b.

19. Initial steps in the solution of a typical example —a. In the light of the foregoing prin-
ciples let a typmal messa.ge now be studled

MEe_sAGE ;

1 2 3 4 5
A QWBRI VWYCA ISPJL RBZEY QWYEU -
'B;mecw ICJCI MTZEI MIBXKN ngRI
C. YNYIG BWNBQtQCGQHeIWJ A_GEGXN
" D. IDMRU VEZYG QIGVN CTGYO BPDBL -
E. VCGXG BKZZG IVXCU NTZAO BWFEQ
F; QLFCO MTYZT CCBYQ OPDKA GDGIG .-
G. VPWMR QIIEW ICGXG. BLGQQ VBGRS |
H. MYJJY QVFWY RWNFL GXNFW-MCJKX
J. IDDRU OPJQQ ZRHCN VWDYQ DGDG.
XK. BXDBN PXFPU YXNFG MPJEL-SANCD
L. SEZZG IBEYU KDHCA MBJJF KILCJ
M. MFDZT CTJRD MIYZQ ACJRR SBGZN
N. QYAHQ VEDCQ LXNCL LVVCS QWBITI
P. IVJRN WNBRI VPJEL TAGDN IRGQP
Q. ATYEW CBYZT EVGQU VPYHL LRZNQ
R. XINBA IKWJQ RDZYF KWNFZL GWFJQ
S. QWJYQ IBWRX
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6. The principal repetitions of three or more letters have been underlined in the message and
the factors (up to 20 only) of the intervals between them are as follows:

QWBRIVWY. ... 45=3, 5, 9, 15.
CGXGB........ 60=2, 3, 4, 5, 6, 10, 12, 15, 20.
PJEL. ... 95=>5, 19.

2ZGI. .. 145=5.
BRIV........ 285=3, 5, 15, 19.

BRI.... ... 45=3,5,9,15.
KAG....... 75=3, 5, 15.
QRD....... 165=3, 5, 15.
QWB....... 45=3, 5, 9, 15,

QWB___.. 275=5, 11.
WIC....... 130=2, 5, 10, 13.
XNF. . 45=3, 5, 9, 15.
YZT. . _ 225=3, 5, 15.
ZTC...... 145=3, 5.

The factor 5 is common to all of these repetitions, and there seems to be every indication that
five alphn.bets ere involved. Since the message aiready appears in groups of five letters, it is
unnecessary in this case to rewrite it in groups corresponding to the length of the key. The
uniliteral frequency distribution for Alphabet 1 is as follows:

ABCDEFGHIJKLMNOPQRSTUVWXY
Fievzs 8

c. Attempts to fit this distribution to the normal on the basis of a direct or reversed standard
alphabet do not give positive results, and it is assumed that mixed alphabots are involved.
Individual triliteral frequency distributions are then complled and are shown in Fig. 9. These
tables are similar to those made for single mixed alphabet eiphers, and are made in the same
way except that instead of taking the letters one after the other, the letters which belong to the
separate alphabets now must be assembled in separate tables. . For example, in Alphsbet 1,
the trigraph QAG means that A occurs in Alphabet 1; Q, its prefix, occurs in Alphabet 5, and C, its
suffix, oecurs in Alphabet 2. All confusion may be avmded by placing numbers mdxcutmg the

alphabebs in which' they belong above the letters, thus QAC

ALPHABET 1 _
A'BCDEFGHIJKLHN'OPQR'STUV'WZYZ
QC'GENT . TV . AE AS UD UW IT UT QP NX W LB LA LA IR NN QI UX QR
PT OP TC . AD | [ FI QX II upP YW YW DE I

“GK IT X HW M LV OT NW QD' RB UE
ONWB . Ly ND IR SY QCc Q Le
GL GV wC GI GP
GK L[] GP QL QB
XD AB RI NW
GB Jr w QE
Iv DI NY IP
NR Sw up
AK =L}
QB
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ABCDEPFGHIJKLMNOPA QRTGSTUUVWXYTZ

23

BRAEES

He3Rg

U8EEBR
[}

SR

8E3ERE

WB BD

IN QF
BZ BG

MB
Qa
QI
KL
MY
XN

g
BEEE
ABAREN
R8EBR33

HERIRBE

ae

L8 ERKECSLES

ALPHABET 3

ABCDEFGHIJK'LHNOPQRSTvaXYZ

HEENSNER
TEEEERE

2

ra

2

2

PEPREE

2K
BEREZEREEEER
2]

28
gHRENHEIEANAES
E3EENR

B

EEEEANR
EMEBEE

2

' ALPHABET 4

A B CDZEFGHTIJI XKLMNUOPA QR STUVVWIXXYZ

REREFNEER
RN82ZBNS
888

E

8

HHBBRAEEHE
58958

B

g

g

EIaN

LT

285

g

5

2ES
REREELLE
£
SHREESSALAY
ZAES

S

152018—38——3
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ALPHABET &

REF ID

A B CDEVFGHTIUJIKTLMNUGOP QRS STUVWIYZ

HSE

o

SHER
BREREES
RRH

28

=4
RRSEEENESESSH
3

028
gHEBERER
ERREA8EER
=

(&

=8HEHE

=

o
AERNRRBEN
5H

82

SE88HK

1-2

Q w-5
V P-3
Vi3
2-3

C J=3
P J-3

1-2-3

QWB-3
Vvwy=2
CGZX2
PJE-2
W B R-2
XN F-2

Condensed table of repelitions

1-2-3-4-5-1-2-3
QWBRIVWY-2
2-3-4-5-1
CGXGB=2
2-3-4-1
PJEL-2
3-4-5-1

W F-3

G X G-2
J E L2
YZT-2
ZZG-2

3-4-5
BRI-3

B-R-I-V
Z-7~G-I-2

¥ Y-3
X N-3
3-4

B R-3
G Q-4
G X-3
J R-3
N F-3
Y 2-3
4-5

R I-3
Y Q-3
Z T-3
5-1

IV-3
Q Q-3

4-5-1
KA G2
X G B=2
ZGI-2
ZTC-2
RIV-3
IvVvw2
Q R D=2
WIcC=2

5-1-2

FIGURE 9.
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d. One now proceeds to analyze each alphabet distribution, in an endeavor to establish
identifications of cipher equivalents. First, of course, attempts should be made to separate
the vowels from the consonants in each alphabet, using the same test as in the case of a single
mixed-alphabet cipher. There seems to be no doubt about the equivalent of E; in each alphabet:

1 2 3 4 b

E=T,,W,,G,,Cs, Q0
e. The letters of greatest frequency in Alphabet 1 are I, M, Q, V,B, G,L,R, S,and C. I,
has already been assumed to be E,. If I;I and a.,=E,, then one should be able to distinguish the
vowels from the consonants a.mong the letters M, Q, V, B, G, L, R, S, and C by examining the
prefixes of W.,, and the suffixes of Q., The prefixes and suffixes of these letters, as shown by the
triliteral frequency distributions, are these:

2 2 5 8
Prefixes of W, (=E,) _ Suffixes of Q, (=E,)
QGKVRBIL IQRXLVAZO
% — s — I ™~

1 2 5
f. Consider now the letter M,; it does not occur either as a prefix of W,, or as a suffix of Q,.

Hence it is most probably a vowel, and on account of its high frequency it may be assumed to
be Op. On the other hand, note that Cll., occurs five times as a prefix of V:, and three times as
a suffix of (3,., It is therefore a consonant, most probably R;, for it would give the digraph
ER (= QQc) as occumng three times and RE (= QW ) as occurring five times.

g. The letter V., occurs three times as a prefix of W and twice as a suffix of Q., It is there-
fore a consonant, and on account of its frequency, let it be assumed to be T,. The letter Bl.
occurs twice as a prefix of V?I., but not as a suffix of &,. Its frequency is only medium, and it is
probably 85. consonant. In fact, the twice repeated digraph Bl‘;,, is once a part of the trigraph

512

GBW, and G,, the letter of second highest frequency in Alphabet 5, looks excellent for T,. Might

512

not the trigraph GBW be THE? It will be well to keep this possibility in mind.
h. The letter Go occurs only once as a prefix of W., and does not occur as a suﬂix of Q, It may

be a vowel, but one can not be sure. The letter L., ocecurs once as & prefix of W, and once as a
suffix of 6.,. It may be considered to be a consonant. 112., occurs once as a prefix of VEV,, and twice
as a suffix of 5,, and is certainly a consonant. Neither the letter Sl., nor the letter é., occurs as a
prefix of V%, or as a suffix of Qs.,; both would seem to be vowels, but a study of the prefixes and
suffixes of these letters lends more weight to the assumption that (13. is a vowel than that é, isa
vowel. For all the prefixes of C, viz, I%, 'f‘, and V?I, are in subsequent analysis of Alphabet 5 classi-
fied as consonants, as are likewise its suffixes, viz, T, C, and B in Alphabet 2. On the other hand,

5 2 1
only one prefix, L,, and one suffix, B,, of S, are later classified as consonants. Since vowels are
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1
more often associated with consonants than with other vowels, it would seem that C, is more

1 1 1
likely to be & vowel than S,. At any rate C, is assumed to be a vowel, for the present, leaving S,
unclassified.

1. Going through the same steps with the remaining alphabets, the following results are
obtained:

Alphabet Consonants Vowels
1 Q, V, B, L, R, G? I, M, C.
2 B, C, D, T. W, P, I
3 J, N, D, ¥, F, G, Z.
4 Y, Z, J. Q. C, E?, R?, B?
5 G, N, A, I, W, L, T. Q, U.

20, Application of principles of direct symmetry of position,—a. The next step is to try
to determine a few values in each alphabet. In Alphabet 1, from the foregoing analysis, the
following data are on hand:

Plain._______. ABCDEFGHIJKLMNOPQRSTUVWXYZ
Cipher.._.._. c? I c? M Q Vv

Let the values of E, already assumed in the remaining alphabets, be set down in a reconstruction
skeleton, as follows:

Plain. ... ... A|B|C|D|E|/F|GH|I|J/KIL|IM|N|O|P|QIR|S|T|U|V|W|X|YZ
) S c? I c? M Q v
2 w
Cipher{3......_... G
YR c
L S Q
FioUz= 10.

b. It is seen that by good fortune the letter Q is common to Alphabets 1 and 5, and the
letter C is common to Alphabets 1 and 4. If it is assumed that one is dealing with a case in which
a mixed component is sliding against the normal component, one can apply the principles of
direct symmetry of position to these alphabets, as outlined in Par. 18. For example, one may
insert the following values in Alphabet 5:

Plain.. ... lA|B|C|D|E|F{G|H|I|J|KL|M|N[O|P|Q(R|S|T(U|V|W|X|Y(Z
) I c? I C? M Q v

Cipher
R ;S Q v c? I Cc?

FIGURE 11.
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c. The process at once gives three definite values: l:!,,:B,, \5Ic=G,,, ;I°=R,. Let these de-
duced values be substantiated by referring to the frequency distribution. Since B and G are
normally low or medium frequency letters in "plain text, one should find that M, and V,, their
hypothetical equivalents in Alphabet 5, should have low frequencies. As a matter of fact, they

do not appear in this alphabet, which thus far corroborates the assumption. On the other hand,
5 5
since I,=R,, if the values derived from symmetry of position are correct, I, should be of high

frequency, and reference to the distribution shows that I, is of high frequency. The position of
C is doubtful; it belongs either under N, or V,. If the former is correct, then the frequency
5

of C, should be high, for it would equal N,; if the latter is correct, then its frequency should be
5

low, for it would equal V,. As a matter of fact, C, does not occur, and it must be concluded

1
that it belongs under V,. This in turn settles the value of C,, for it must now be placed definitely

under I, and removed from beneath A,.

d. The definite placement of C now permits the insertion of new values in Alphabet 4, and
one now has the following:

Plain ... ___ A/B|CID|E|F|{G|H|I|J|K|L|{M|N[O|P|Q|R{S|T|U|VIW|X|Y|Z
& I c 1 (u v
2 . )
Cipher{3.__._.___... G
S I c M Q |V
C J— M Q v I C
FIGURE 12,

21. Subsequent steps in solution.—a. It is high time that the thus far deduced values, as
recorded in the reconstruction skeleton, be inserted in the cipher text, for by this time it must seem
that the analysis has certainly gone too far upon unproved hypotheses. The following results
are obtained:

MgssaGE
1 2 3 4 5
A QWBRI VWYCA ISPJL RBZEY QWYETU
RE R_TE E E RE
B. LWMGW ICJCI MTZEI MIBKN QWBRI
E E ER 0 R 0 RE R
C. VWYIG BWNBQ QCGQH IWJKA GEGXN
TE A E E R EN EE E
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b. The combinations given are excellent throughout and no inconsistencies appear. Note
123 :
the trigraph QWB, which is repeated in the following polygraphs (underlined in the foregoing text):
1 2 3 4 5 1 5 1 2 3 4 5 1
QWBRIV. . . SQWIBTITITI
R E R T . . . R E A R E

3
c. The letter B,is common to both polygraphs, and a little imagination will lead to the
3
assumption of the value B,=P,, yielding the following:

1 5 1 5 1
Q v . . . 8 Q
R T . . PR

=
B> e
e

3 4
B R
P O

M=
U We

1
I I
R E
d. Note also (in F5) the polygraph ‘ZE & "I‘; 1§ V?I &, which looks like the word ATTACK. The
frequency distributions are consulted to see whether the frequencies given for é’., and lg,_ are high
enough for T, and A, respectively, and also whether the frequency of \?V, is good enough for C,;
it is noted that they are excellent., Moreover, the digraph (63'.113.,, which occurs four times, looks
like TH, thus making é,=H,. Does the insertion of these four new values in our diagram of
alphabets bring forth any inconsistencies? The insertion of the value ﬂl"'_.=A,, and 113.=H,, gives
no indications either way, since neither letter has yet been located in any of the other alphabets.
The insertion of the value &,=T,, gives a value common to Alphabets 3 and 5, for the value
(a;,=E, was assumed long ago. Unfortunately an inconsistency is found bere. The letter I
has been placed two letters to the left of G in the mixed component, and has given good results
in Alphabets 1 and 5; if the value Vsl._= C, (obtained above from the assumption of the word
ATTACK) is correct, then W, and not I, should be the second letter to the left of G. Which shall

be retained? 'There has been so far nothing to establish the value of E‘r,,:E,,; this value was
assumed from frequency considerations solely. Perhaps it is wrong. It certainly behaves like
a vowel, and one may see what happens when one changes its value to 0,. The following
placements in the reconstruction skeleton result from the analysis, when only two or three new
values have been added as a result of the clues afforded by the deductions: ‘

Plain... ... A/B|C|DIE|FIG/H/I|J|K/ILIM|N|O|P{QIR|S|T|U|VIWIX|Y|Z
¢ T—— S G|B|C B M P RV
p PIQIR|V|W ; I G|B M
Cipher<3_..._____. R{ViW S I G c M Q
- S— I G|B PIQ|R|V|W S
G J—— M QIR|V|W I G|B|C

FIGURE 13a.
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22. Completing the solution.—a. Completion of solution is now a very easy matter.

The mixed component is finally found to be the following sequence, based upon the word
EXHAUSTING: '

EXHAUSTINGBCDFJKLMOPQRVWYZ
and the completely reconstructed skeleton of the cipher square is shown in Fig. 13b.

Plain ABCDEFGHIJKLMNOP'QRSTUVWXYZ
(1. A{U|S|T|{I|N|G|B{C|D|F|J|K|L{M|O|P|{Q|R{V|W|Y|Z|E[X|H
2. PIQIR|V|W|Y|Z|E|X{HIA|UIS|T|I|N{G|B|{C|{D|F|J|K|LIM|O
Cipher..$3__.____ RIVIWIY|Z|E|X|H{A[UIS|T{I|N|G|B|{C|{D|F|J|K|L|M|O|P|Q
4 _JIINIGIB|C|D|F|J|KIL|M|O(P|Q|RIV|WIY|{Z|EIX|H|A[U ST
s I LIM|O|PIQIR|VIWIYIZEIX|H|A|U|S|T|I|N{G|BIC|D|FIJ|K

FioUBK 13b,

b. Note that the successive equivalents of A, spell the word APRIL, which is the key for the
message. The plain-text message is as follows:

REPORTED ENEMY HAS RETIRED TO NEWCHESTER. ONE TROOP IS REPORTED AT HEN-
DERSON MEETING HOUSE: TWO OTHER TROOPS IN ORCHARD AT SOUTHWEST EDGE OF NEW--
CHESTER. 2D SQ IS PREPARING TO ATTACK FROM THE SOUTH. ONE TROOP OF 3D SQ IS
ENGAGING HOSTILE TROOP AT NEWCHESTER. REST OF 3D SQ IS MOVING TO ATTACK
NEWCHESTER FROM THE NORTH. MOVE YOUR SQ INTO WOODS EAST OF CROSSROAD 539 AND
BE PREPARED TO SUPPORT ATTACK OF 2D AND 3D SQ. DO NOT ADVANCE BEYOND NEWCHESTER.
MESSAGES HERE.

TREER,
COL.

¢. The preceding case is a good example of the value of the principles of direct symmetry
of position when applied properly to a cryptogram enciphered by the sliding of & mixed com-
ponent against the normal. The cryptanalyst starts off with only a very limited number of
assumptions and builds up many new values as a result of the placement of the few original
values in the reconstruction skeleton.

23. Solution of subsequent messages enciphered by the same cipher component.—a.
Preliminary remarks.—Let it be supposed that the correspondents are using the same basic or
primary component but with different key words for other messages. Can the knowledge of
the sequence of letters in the reconstructed primary component be used to solve the subsequent
megsages? It has been shown that in the case of a monoalphabetic cipher in which a mixed
alphabet was used, the process of completing the plain component could be applied to solve
subsequent messages in which the same cipher component was used, even though the cipher
component was set at a different key letter. A modification of the procedure used in that case

can be used in this case, where a plurality of cipher alphabets based upon a sliding primary
component is used.

i
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b. The message.—Let it be supposed that the following message passing between the same
two correspondents as in the preceding message has been intercepted:

MzessAGE
SFDZR YRRKX MIWLL AQRLU RQFRT IJQKF XUWBS MDJZK

MICQC UDPTV TYRNH TRORV BQLTI QBNPR RTUHD PTIVE
RMGQN LRATQ PLUKR KGRZF JCMGP TIHSMR __GQRFX BCABA
OEMTL. PCXJM RGQSZ VB

¢. Factoring and conversion into plain component equivalenis.—The presence of a repetition
of a four-letter polygraph whose interval is 21 letters suggests a key word of seven letters. There
are very few other repetitions, and this is to be expected in a short message with a key of such
length. .

1 2 3 4 8 6 7 1 2 8 4 5 6 7
SFDZRYR FNMZVYYV
RKXMIWL VPBRHXAQ
LAQRLUR QDUVQEYV
QFRTIJNQ UNVGHOU
KFXUWBS PNBEXKF
MDJZKMI d. Transcription info periods.—Let the message RMOZPRH
CQCUDPT be written in groups of seven letters, in columnar LULEMTG
VTYRNHT fashion, as shown in Fig. 14. The letters in each WeYVICEGE
RORVBQL column belong to a single alphabet. Let the letters VSVWKUQ
TIQBNPR in each column be converted into their plain-com- CHUKTITYV
RTUHDPT ponent equivalents by setting the reconstructed VGECMTOG
IVERMGGQ cipher component against the normal alphabetatany H WA VR J U
NLRATQP arbitrarily selected point, for example, that shown IQVDGUT
LUKRKGR  below: QEPVPJYV
ZFJCMGP ZNOLRJT
IHSMRGAQ HCFRVJU
RFXBCAB VNBKLDK
AOEMTLP DSARGQT
CXJMRGAQ LBORYVJU
SZVB FZWK
F!GUltl 14, F1GURE 15.
Plain ... ABCDEFGHIJKLMNOPQRSTUVWXYZ
Cipher....._. EXHAUSTINGBCDFJKLMOPQRVWYZ

The columns of equivalents are now as shown in Fig. 15.

e. Examination and selection of generatrices—1It has been shown that in the case of a mono-
alphabetic cipher it was merely necessary to complete the normal alphabet sequence beneath
the plain-component equivalents and the plain text all reappeared on one generatrix. It was
also found that in the case of a multiple-alphabet cipher involving standard alphabets, the plain-
text equivalents of each alphabet reappeared on the same generatrix, and it was necessary only
to combine the proper generatrices in order to produce the plain text of the message. In the
case at hand both processes are combined: the normal alphabet sequence is continued beneath
the letters of each column and then the generatrices are combined to produce the plain text.
The completely developed generatrix diagrams for the first two columns are as follows (Fig. 16):
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i FVQUPRLWVGVHI LF NPDNNMUGSHGWQENCNSBZ .
1 GWRVQSMXWHWIJRAIWEMG 1 OQEOONVHTIHXRFODOTCA H
2 HXSWRTNYXIXJKSBJXFNH 2 PRFPPOWIUJIYSGPEPUDB l
3 IYTXSUOZYJYKLTCKYGOI 3 QSGQQPXJVKJZTHQFQVEC II
4 JZUYTVPAZKZLMUDLZHPJ 4 RTHRRQYKWLKAUIRGRWFD
: 5 KAVZUWQBALAMNVEMATIQK 5 SUISSRZLXMLBVJSHSXGE
; 6 LBWAVXRCBMBNOWFNBJRL 6 TVJTTSAMYNMCWKTITYHF
i 7 MCXBWYSDCNCOPXGOCKSM 7 UWKUUTBNZONDXLUJUZIG ‘
' 8 NDYCXZTEDODPQYHPDLTN 8 VXLVVUCOAPOEYMVKVAJH :
9 OEZDYAUFEPEQRZIQEMUQ 9 WYMWWVDPBQPFZNWLWBKI :
10 PFAEZBVGFQFRSAJRFNVP 10 XZNXXWEQCRQGAOXMXCLJ
11 QGBFACWHGRGSTBKSGOWQ 11 YAOYYXFRDSRHBPYNYDMK
12 RHCGBDXIHSHTUCLTHPXR 12 ZBPZZYGSETSICQZOZENL
13 SIDHCEYJITIUVDMUIQYS 13 ACQAAZHTFUTJDRAPAFOM
14 TJEIDFZKJUJVWENVJRZT 14 BDRBBAIUGVUKESBQBGPN
15 UKFJEGALKVKWXFOWKSAU 15 CESCCBJVHWVLFTCRCHQO
16 VLGKFHBMLWLXYGPXLTBV 16 DFTDDCKWIXWMGUDSDIRP
17 WMHLGICNMXMYZHQYMUCW 17 EGUEEDLXJYXNHVETEJSQ
18 XNIMHJDONYNZAIRZNVDX 18 FHVFFEMYKZYOIWFUFKTR
19 YOIJNIKEPOZOABJSAOWEY 19 GIWGGFNZLAZPJXGVGLUS
20 ZPKOJLFQPAPBCKTBPXFZ 20 HJXHHGOAMBAQKYHWHMVT
21 AQLPKMGRQBQCDLUCQYGA 21 IKYITHPBNCBRLZIXINWU
22 BRMQLNHSRCRDEMVDRZHB 22 JLZJJIQCODCSMAJYJOXV
23 CSNRMOITSDSEFNWESAIC 23 KMAKKJRDPEDTNBKZKPYW
24 DTOSNPJUTETFGOXFTBJD 24 LNBLLKSEQFEUOCLALQZX
25 EUPTOQKVUFUGHPYGUCKE 25 MOCMMLTFRGFVPDMBMRAY
F1GURE 16,
13 f. Combining the selected generatrices.—After some experi- 123 435 67
co menting with these generatrices the 23d generatrix of Column 1 and COFIRST
S Q@ the 1st of Column 2, which yield the digraphs shown in Fig. 17¢, S QUADR 0
N E are combined. The generatrices of the subsequent columns are NENEMYT
R O examined to select those which may be added to these already ROOPDIS
MO selected in order to build up the plain text. The results are shown MOUNTED
oON in Fig. 17b. This process is a very valuable aid in the solution of ONHILLF
v messages after the primary component has been recovered as a IVENINE
T H result of the longer and more detailed analysis of the frequency THREEWE
ST distributions of the first message intercepted. Very often a short STOFGOO
DI message can be solved in no other way than the one shown, DINTENT
S H if the primary component is completely known. SHXLINE
EX g. Recovery of the key.—It may be of interest to find the key EXTENDS
FR word for the message. Assuming that enciphering method num- FROMCOR
NF ber 1 (see Par. 7f, page 6) were known to be employed, all that NFIELDT
wo is necessary is to set the mixed component of the cipher alphabet WOHUNDR
E' D ynderneath the plain component so as to produce the cipher letter EDYARDS
S50 indicated as the equivalent of any given plain-text letter in each SOUTHXI
AT of the alphabets. For example, in the first alphabet it is noted that ATTACKR
L C,=S,. Adjust the two components under each other so as to ICHARDS
K CA bring S of the cipher component beneath C of the plain component, CAPT
i ‘Fioves 170, thus; FiGurE 170,




e = -

.. .ol i

REF ID:A64646

40

Plain ... ABCDEFGHIJKLMNOPQRSTUVWXYZABCDEFGHIJKLMNOPQRSTUVWXYZ
Cipher___..__. EXHAUSTINGBCDFJKLMOPQRVWYZ

It is noted that A,=A,. Hence, the first letter of the key word to the message is A. The 2d,
3d, 4th, . . . 7th key letters are found in exactly the same manner, and the following is obtained:

When C O F IR S T equals
S FDZR YR then A, successively equals
AZIMUTH

24, Summation of relative frequencies as an aid to the selection of the correct generatrices.—
a. In the foregoing example, under subparagraph f, there occurs this phrase: ‘‘After some
experimenting with these generatrices . . .”” By this was meant, of course, that the selection of
the correct initial pair of generatrices of plain-text equivalents is in this process a matter of trial
and error. The test of ‘‘correctness’” is whether, when juxtaposed, the two generatrices so
selected yield ‘“‘good’’ digraphs, that is, high-frequency digraphs such as occur in normal plain
text. In his early efforts the student may have some difficulty in selecting, merely by ocular
examination, the most likely generatrices to try. There may be in each diagram several gen-
eratrices which contain good assortments of high-frequency letters, and the number of trials of
combinations of generatrices may be quite large. Perhaps a simple mathematical method may
be of assistance in the process.

b. Suppose, in Fig. 16, that each letter were accompanied by & number which corresponds
to its relative frequency in normal English telegraphic text. Then, by adding the numbers along
each horizontal line, the totals thus obtained will serve as relative numerical measures of the
frequency values of the respective generatrices. Theoretically, the generatrix with the greatest
value will be the correct generatrix because its total will represent the sum of the individual
values of the actual plaintext letters. In actual practice, of course, the generatrix with the
greatest value may not be the correct one, but the correct one will certainly be among the three
or four generatrices with the largest values. Thus, the number of trials may be greatly reduced,
in the attempt to put together the correct generatrices.

¢. Using the preceding message as an example, note the respective generatrix values in Fig.
18. The frequency values of the respective letters shown in the figure are based upon the normal
distribution for War Department telegraphic text (see Table 3, Appendix 1, Military Crypt-
analysis, Part I).
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d. It will be noted that the frequency value of the 23d generatrix for the first column of
cipher letters is the greatest; that of the first generatrix for the second column is the greatest.
In both cases these are the correct generatrices. Thus the selection of the correct generatrices
in such cases has been reduced to a purely mathematical basis which is at times of much assistance
in effecting a quick solution. Moreover, an understanding of the principles involved will be of
considerable value in subsequent work.

25. Solution by the probable-word method.—a. Occasionally one may encounter a crypto-
gram which is so short that it contains no recurrences even of digraphs, and thus gives no indi-
cations of the number of alphabets involved. If the sliding mixed component is known, one may
apply the method illustrated in Par, 15, assuming the presence of a probable word, checking it
against the text and the sliding components to establish a key, if the correspondents are using
key words.

b. For example, suppose that the presence of the word ENEMY is assumed in the message
in Par. 23b above. One proceeds to check it against an unknown key word, sliding the already
reconstructed mixed component against the normal and starting with the first letter of the
cryptogram, in this manner: : '

‘When ENEMY equals
SFDZR then A, successively equals
XENFW

The sequence XENFW spells no intelligible word. Therefore, the location of the assumed word
ENEMY is shifted one letter forward in the cipher text, and the test is made again, just as was
explained in Par. 15. When the group AQRLU is tried, the key letters ZIMUT are obtained,
which, taken as a part of a word, suggests the word AZIMUTH. The method must yield solution
when the correct assumptions are made. '

¢. The danger to cryptographic security resulting from the inclusion of cryptographed
addresses and signatures in cryptographic messages becomes quite obvious in the light of
solution by the probable-word method. To illustrate, reference is made to the message employed
in Pars. 19-22, It will be noted in Par. 225 that the message carried a signature (Treer, Col.)
and that the latter was enciphered. Suppose that this were an authorized practice, and that
every message could be assumed to conclude with a cryptographed signature. The signature
“TREER COL” would at once afford a very good basis for the quick solution of subsequent mes-
sages emanating from the same headquarters as did the first message, because presumably this
same signature would appear in other messages. It is for this reason that addresses and signa-
tures must not be cryptographed; if they must be included they should be cryptographed in a
totally different system or by a wholly different method, perhaps by means of a special address
and signature code. It would be best, however, to omit all addresses and signatures, and to
let the call signs of the headquarters concerned also convey these parts of the message, leaving
the delivery to the addressee a matter for local action.

26. Solution when the plain component is a mixed sequence, the cipher component, the
normal,—a. This falls under Case B (2) outlined in Par. 6. It is not the usual method of
employing a single mixed component, but may be encountered occasionally in cipher devices.

b. The preliminary steps, as regards factoring to determine the length of the period, are
the same as usual. The message is then transcribed into its periods. Frequency distributions
are then made, as usual, and these are attacked by the principles of frequency and recurrence.
An attempt is mede to apply the principles of direct symmetry of position, but this attempt
will be futile, for the reason that the plain component is in this case an unknown mixed sequence.




REF ID:A64646

44

(See Par. 184.) Any attempt to find symmetry in the secondary alphabets based upon the normal
sequence can therefore disclose no symmetry because the symmetry which exists is based upon a
wholly different sequence.

¢. However, if the principles of direct symmetry of position are of no avail in this case,
there are certain other principles of symmetry which may be employed to great advantage.
To explain them an actual example will be used. Let it be assumed that it is known to the
cryptanalyst that the enemy is using the general system under discussion, viz, a mixed sequence,
variable from day to day, is used as plain component; the normal sequence is used as cipher
component; and a repeating key, variable fromn message to message, is used in the ordinary
manner.

The following message has been intercepted:

1 2 3 4 5 6

A, QEOVK LRMLZ JVGTG NDLVK EVNTY ERMUE
B. VRZM0 YAAMP DKEIJ SFMYO YHMME GQAMB
C. UQAXR HUFBU KQYMU NELVT KQILE KZBUE
D. ULIBK NDAXB XUDGL LADVK POAYO DKKYK
E. LADHY BVNFV UEEME FFMTE GVWBY TVDZL
F. SPBHB XVAZC UDYUE LKMMA EUDDK NCFSH
G. HSAHY TMGUJ HQXPP DKOUE XUQVB FVWBX
H NXALB TCDLM IVAAA NSZIL OVWVP YAGZL
J. SHMME GQDHO YHIVP NCRRE XKDQZ GKNCG
K. NQGUY JIWYY TMAHW XRLBL OADLG NQGUY
L. JUUGB JHRVX ERFLE GWGUO XEDTP DKEIZ
M. VXNWA FAANE MKGHB SSNLO KJCBZ TGGLO
N. PKMBX HGERY TMWLZ NQCYY TMWIP DKATE
P. FLNUJ NDTVX JRZTL OPAHC DFZYY DEYCL
QO GPGTY TECXB HQEBR KVWMU NINGJ IQDLP
R. JKATE GUWBR HUQWM VRQBW YRFBF KMWMB
S. TMULZ LAAHY JGDVK LKRRE XKNAO NDSBX
T. XCGZA HDGTL VKMBW ISAUE FDNWP NLZIUJ
V. SRQZL AVNHL GVWVK FIGHP GECZU KQAP

d. A study of the recurrences and factoring their intervals discloses that five alphabets are
involved. Uniliteral frequency distributions are made and are shown in Fig. 19a:

ALPHABET 1
= - == = x> - % s =
- ZESEZEZESEREBE_EZ . EBEBEE Z2BZ2
ABCDEFGHIJKLMNOPQRSTUVWIXYZ
ALPHABET 2
= \§§ - % ~ %E\ §§
EF SERIES_ESE O_SZEE OEBl= o
ABCDEFGHIJKLMNOPQRSTUVWXYZ
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and therefore, the five frequency
uniliteral distribution. Note

e. Since the cipher component in this case is the normal alphabet, it follows that the five
how this shifting has been done in the case of the five illustrative distributions:

frequency distributions are based upon a sequence which is known,
this symmetry and by shifting the five distributions relative to one another to proper superim-

distributions should manifest a direct symmetry of distribution of crests and troughs. By virtue o

positions, the several distributions may be combined into a single
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For example, in Fig. 19), X,

4

Suppose it is decided to convert Alphabets

It is merely necessary to substitute for the respective letters in
The entire process, hereinafter designated as

g

A, in Alphabet 1; therefore, in the cryptogram one
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Again T, in Alphabet 3

replaces every T, in the third position by A..
conversion into monoalphabetic terms, gives the following converted message:

1

Therefore, in the cryptogram it is merely necessary to replace every X, in the second

1

f. The superimposition of the respective distributions enables one to convert the cipher

letters of the five alphabets into one alphabet.

2, 3, 4, and 5 into Alphabet 1.

v

in Alphabet 2 is directly under A, in Alphabet 1; hence, if the superimposition is correct then
position by A,.

the four alphabets those which stand above them in Alphabet 1.

2
X, Ay

SZMZEDOUDLIHMZDMHMXMOW

UMUMARZJAOUDKEROMMNZIDM
EIHMEMEAZDZJJZ I LN AND I
DHOUZMLMAZHZNDZIEHALUDOR
HUMAMZRHUZAHFAAQAHMZZ X

TZZXMITEMMHMLMHMNINOMM™MNAO
EHMMZANNOMEZIDXNZSEHJ
DHANAMMAMMMSOY QAUDEDD"
HMEHEMMEMMZADEAHLADZU I
EHrMAUDEHMOMOMMEBHAZMHMED

HMOHZSZDZDMMXIdAAERZZ M
NI REMUDAZIUKNKEBHENZAQAUR
NMEHENXEBER>PUMNZIDHDIAMMN I
UHTIAHMZZPERONPEHNMHDZ> J
ZNZAdJ0Z2ZMKMO0ONZIOoOXEAdHK

L NNADZZHNDHRAMHD<>HKB
EODMVNMUMETLTEHMKEMKMLZH T Z X
ZURMOARRIATIEZQA0dMMXEBAN
HZEEHEMNITUORMNMNMADZMALDEHMDZ M
SPAMMKDDIHMEBRAESEHHD I IN>U

HMAMMBE NN IIUZIUXSIDD
MM ZH B JUMERBRXIINAID ZEHREE
HonERDnEZxMMAMKTdL4AY AL ZD
DAMUMNMMAMMAMERAMADUIKAOU M
WM NZAXMBEUUDYD YT RIZEHRUO AN <

BEMABHIMIEMZIIMHUN I ZHYD
I ZHERHEBEMMPMPUONHZOM R MO
SPULDIAMMITIEIEMZMANDEHDZIMZ M
ToOoRHCAaAnPbdAXMEBEMaAZONZALmLD
DD AJNRNZINZAH>LEUDEM®N

<hCAdHEcHsMASZn o e

The uniliteral frequency distribution for this converted text follows. Note that the frequency
of each letter is the sum of the five frequencies in the corresponding columns of Fig. 195.
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g. The problem having been reduced to monoalphabetic terms, a triliteral frequency distri-
bution can now be made and solution readily attained by simple principles. It yields the
following:

JAPAN CONSULTED GERMANY TODAY ON REPORTS THAT THE COMMUNIST INTERNATIONAL
WAS BEHIND THE AMAZING SEIZURE OF GENERALISSIMO CHIANG KAI'SHEK IN CHINA.
TOKYO ACTED UNDER THE ANTICOMMUNIST ACCORD RECENTLY SIGNED BY JAPAN AND GER-
MANY. THE PRESS SAID THERE WAS INDISPUTABLE PROOF THAT THE COMINTERN INSTI-
GATED THE SEIZURE OF GENERAL CHIANG AND SOME OF HIS GENERALS. MILITARY OB-
SERVERS SAID THE COUP WOULD HAVE BEEN IMPOSSIBLE UNLESS GENERAL CHANG HSUEN
LIANG HOTHEADED FORMER WAR LORD OF MANCHURIA HAD FORMED AN ALLIANCE WITH THE
COMMUNIST LEADERS HE WAS SUPPOSED TO BE FIGHTING. SUCH AN ALLIANCE THESE
OBSERVERS DECLARED OPENED UP A RED ROUTE FROM MOSCOW TO NORTH AND CENTRAL
CHINA.

h. The reconstruction of the plain component is now a very smple matter. It is found to
be as follows:

HYDRAULICBEFGJKMNOPQSTVWXZ

Note also, in Fig. 19, the keyword for the message, (HEAVY), the letters being in the columns
headed by the letter H.

1. The solution of subsequent messages with different keys can now be reached d.lrectly, by
a simple modification of the principles explained in Par. 18. This modification consists in using
for the completion sequence the mixed plain component (now known) instead of the normal alpha-
bet, after the cipher letters have been converted into their plain-component equivalents. Let
the student confirm this by experiment.

j. The probable-word method of solution discussed under Paragraph 20 is also applicable
here, in case of very short cryptograms. This method presupposes of course, possession of the
mixed component and the procedure is essentially the same as that in Par. 20. In the example
discussed in the present paragraph, the letter A on the plain component was successively set
against the key letters HEAVY; but this is not the only possible procedure.

k. The student should go over carefully the principle of “conversion into monoalphabetic
terms” explained in subparagraph f above until he thoroughly understands it. Later on he will
encounter cases in which this principle is of very great assistance in the eryptanalysis of more
complex problems. (Another example will be found under Par. 45.)

l. The principle illustrated in subparagraph e, that is, shifting two or more monoalphabetic
frequency distributions relatively so as to bring them into proper alignment for amalgamation
into & single monoalphabetic distribution, is called matching. It is a very important crypt-
analytic principle. Note that its practical application consists in sliding one monoalphabetic
distribution against the other so as to obtain the best coincidence between the entire sequence
of crests and troughs of one distribution and the entire sequence of crests and troughs of the other
distribution. When the best point of coincidence has been found, the two sequences may be
amalgamated and theoretically the single resultant distribution will also be monoalphabetic in
character. The successful application of the principle of matching depends upon several factors.
First, the cryptographic situation must be such that matching is a correct cryptographic step.
For example, the distributions in figure 195 are properly subject to matching because the cipher
component in the basic sequences concerned in this problem is the normal sequence, while the
plain component is a mixed sequence. But it would be futile to try to match the distributions
in figure 9, for in that case the cipher component is a mixed sequence, the plain component is
the normal sequence. Hence, no amount of shifting or matching can bring the distributions of
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figure 9 into proper superimposition for correct amalgamation. (If the occurrences in the various
distributions in figure 9 had been distributed according to the sequence of letters in the mixed
component, then matching would be possible; but in order to be able to distribute these occur-
rences according to the mixed component, the latter has to be known—and that is just what is
unknown until the problem has been solved.) A second factor involved in successful matching
is the number of elements in the two distributions forming the subject of the test. If both
of them have very few tallies, there is hardly sufficient information to permit of matching with
any degree of assurance that the work is not in vain. If one of them has many tallies, the other
only a few, the chances for success are better than before, because the positions of the blanks in
the two distributions can be used as a guide for their proper superimposition.

m. There are certain mathematical and statistical procedures which can be brought to bear
upon the matter of cryptanalytic matching. These will be presented in a later text. However,
until the student has studied these mathematical and statistical methods of matching distri-
butions, be will have to rely upon mere ocular examination as a guide to proper superimposition.
Obviously, the more data he has in each distribution, the easier is the correct superimposition
ascertained by any method.
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SecTion VI
REPEATING-KEY SYSTEMS WITH MIXED CIPHER ALPHABETS, I
Paragraph
Further cases to be considered 27
Identical primary mixed components proceeding in the same direction 28
Cryptographing and decryptographing by means of identical primary mixed components ........................ 29
Principles of solution : 30

27. Further cases to be considered.—a. Thus far Cases B (1) and (2), mentioned in Para-
graph 6 have been treated. There remains Case B (3), and this case has been further subdivided
as follows:

Case B (3). Both components are mixed sequences.

(a) Components are identical mixed sequences. :
(1) Sequences proceed in the same direction. (The secondary alphabet are mixed
alphabets.)
(2) Sequences proceed in opposite directions. (The secondary alphabets are
reciprocal mixed alphabets.)
(b) Components are different mixed sequences. (The secondary alphabets are mixed
alphabets.)

b. The first of the foregoing subcases will now be examined.

28, Identical primary mixed components proceeding in the same direction.—a. It is often
the case that the mixed components are derived from an easily remembered word or phrase,
so that they can be reproduced at any time from memory. Thus, for example, given the key
word QUESTIONABLY, the following mixed sequence is derived:

QUESTIONABLYCDFGHJKMPRVWXZ

b. By using this sequence as both plain and cipher component, that is, by sliding this
sequence against itself, a series of 26 secondary mixed alphabets may be produced. In encipher-
ing & message, sliding strips may be employed with a key word to designate the particular and
successive positions in which the strips are to be set, the same as was the case in previous examples
of the use of sliding components. The method of designating the positions, however, requires
a word or two of comment at this point. In the examples thus far shown, the key letter, as
located on the cipher component, was always set opposite A, as located on the plain component;
possibly an erroneous impression has been created, #iz, that this is invariably the rule. This
is decidedly not true, as has already been explained in paragraph 7¢. If it has seemed to be the
case that O, always equals A, it is only because the text has dealt thus far principally with cases in
which the plain component is the normal sequence and its intital letter, which usually consti-
tutes the index for juxtaposing cipher components, is A. It must be emphasized, however,
that various conventions may be adopted in this respect; but the most common of them is to
employ the initial letter of the plain component as the index letter. That is, the index letter,
©,, will be the initial letter of the mixed sequence, in this case, Q. Furthermore, to prevent the
possibility of ambiguity it will be stated again that the pair of enciphering equations employed
in the ensuing discussion will be the first of the 12 set forth under Par. 7f, viz, 6i/;=01/1; Op/1=0./s.
In this case the subscript ‘1’ means the plain component, the subscript ‘2, the cipher
component, so that the enciphering equation is the following: 6,/,=0/p; Op/p="04/s.

(49)
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¢. By setting the two sliding components against each other in the two positions shown
below, the cipher alphabets labeled (1) and (2) given by two key letters, A and B, are seen to be
different.

KzyY LETTER=A f,
Plain component........._._. QUESTIONABLYCDFGHJKMPRVWXZQUESTIONABLYCDFGHJKMPRVWXZ
Cipher component...._._... QUESTIONABLYCDFGHJKMPRVWXZ
91:
Secondary alphabet (1):
Plain_______..... ABCDEF JKLMNOPQRSTUVWXYZ
Cipher.......... HJPRLYV ZQKUGFEASYCBTIOMN
Kzey LETTER=B 6,
4
Plain component._._.._____.. QUESTIONABLYCDFGHJKMPRVWXZQUESTIONABLYCDFGHJKMPRVWXZ
Cipher component........... QUESTIONABLYCDFGHJKMPRVWXZ
T
Ox
Secondary alphabet (2):
Plain ____________ ABCDEFGHIJKLMNOPQRSTUVWXYZ
Cipher......... JKRVYWXZFQUMEHGSBTCDLIONPA

d. Very frequently a quadricular or square table is employed by the correspondents, instead
of sliding strips, but the results are the same. The cipher square based upon the word QUESTION-
ABLY is shown in Fig. 21. It will be noted that it does nothing more than set forth the successive
positions of the two primary sliding components; the top line of the square is the plain component,
the successive horizontal lines below it, the cipher component in its various juxtapositions. The
usual method of employing such a square (i. e., corresponding to the enciphering equations
BGr/e=015p; Opip="0,/) is to take as the cipher equivalent of a plain-text letter that letter which
lies at the intersection of the vertical column headed by the plain-text letter and the horizontal
row begun by the key letter. For example, the cipher equivalent of E, with keyletter T is the
letter O,; or E, (Tx)=0,. The method given in paragraph b, for determining the cipher equiva-
lents by means of the two sliding strips yields the same results as does the cipher square.
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29. Cryptographing and decryptographing by identical primary mixed components.—There
is nothing of special interest to be noted in connection with the use either of identical mixed
components or of an equivalent quadricular table such as that shown in Fig. 21, in enciphering or
deciphering a message. The basic principles are the same as in the case of the sliding of one
mixed component against the normal, the displacements of the two components being controlled
by changeable key words of varying lengths. The components may be changed at will and so on.
All this has been demonstrated adequately enough in Elementary Military Cryptography, and
Advanced Military Cryptography.

30, Principles of solution.—a. Basically the principles of solution in the case of a crypto-
gram enciphered by two identical mixed sliding components are the same as in the preceding
case. Primary recourse is had to the principles of frequency and repetition of single letters,
digraphs, trigraphs, and polygraphs. Once an entering wedge has been forced into the problem,
the subsequent steps may consist merely in continuing along the same lines as before, building
up the solution bit by bit.

b. Doubtless the question has already arisen in the student’s mind as to whether any
principles of symmetery of position can be used to assist in the solution and in the reconstruction
of the cipher alphabets in cases of the kind under consideration. This phase of the subject will
be taken up in the next section and will be treated in a somewhat detailed manner, because the
theory and principles involved are of very wide application in cryptanalytics,
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Section VII
THEORY OF INDIRECT SYMMETRY OF POSITION IN SECONDARY ALPHABETS
Paragraph
Reconstruction of primary components from secondary alphabets.___ . _ .. ___.__- 31

31. Reconstruction of primary components from secondary alphabets.—a. Note the two
secondary alphabets (1) and (2) given in paragraph 28¢c. Externally they show no resemblance
or symmetry despite the fact that they were produced from the same primary components.
Nevertheless, when the matter is studied with care, a symmetry of position is discoverable.
Because it is a hidden or latent phenomenon, it may be termed lafent symmetry of position.
However, in previous texts the phenomenon has been designated as an indirect symmetry of position
and this terminology has grown into usage, so that a change is perhaps now inadvisable,
Indirect symmetry of position is a very interesting and exceedingly useful phenomenon in
cryptanalytics,

b. Consider the following secondary alphabet (the one labeled (2) in paragraph 28c¢):

()Pla.in________ABCDEFGHIJKLMNOPQRSTUVWXYZ
Cipher_____. JKRVYWXZFQUMEHGSBTCDLIONPA

¢. Assuming it to be known that this is a secondary alphabet produced by two primary
identical mixed components, it is desired to reconstruct the latter. Construct a chain of alter-
nating plain-text and cipher-text equivalents, beginning at any point and continuing until the
chain has been completed. Thus, for example, beginning with A,=J,, J,=Q,, Q;=B,, . . ., and
dropping out the letters common to successive pairs, there results the sequence AJQB. .. By
completing the chain the following sequence of letters is established:

AJQBKULMEYPSCRTDVIFWOGXNHZ

d. This sequence consists of 26 letters. When slid against itself it will produce exactly the
same secondary alphabets as do the primary components based upon the word QUESTIONABLY.
To demonstrate that this is the case, compare the secondary alphabets given by the two settings
of the externally different components shown below:

Plain component______ QUESTIONABLYCDFGHJKMPRVWXZQUESTIONABLYCDFGHJKMPRVWXZ

Cipher component.._ QUESTIONABLYCDFGHJKMPRVWXZ
Secondary alphabet (1):

Plain. . _____ ABCDEFGHIJKLMNOPQRSTUVWXYZ
Cipher.......__ JKRVYWXZFQUMEHGSBTCDLIONPA
Plain component.__.___ AJQBKULMEYPSCRTDVIFWOGXNHZAJQBKULMEYPSCRTDVIFWOGXNHZ
Cipher component...__. AJQBKULMEYPSCRTDVIFWOGXNHZ

Secondary alphabet (2):
Plain.._.__._. ABCDEFGHIJKLMNOPQRSTUVWIXXYZ
Cipher_.. .. _JKRVYWXZFQUMEHGSBTCDLIONPA
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e. Since thesequence A J Q B K . . . gives exactly thesame equivalents in the secondary
alphabets as the sequence Q UE S T . . . gives, the former sequence is cryptographically
equivalent to the latter sequence. For this reason the A J Q B K. . . sequence is termed
an equivalent primary component. If the real or original primary component is a key-word mixed
sequence, it is hidden or latent within the equivalent primary sequence; but it can be made patent _
by decimation of the equivalent primary component. The procedure is as follows: Find three i
letters in the equivalent primary component such as are likely to have formed an unbroken
sequence in the original primary component, and see if the interval between the first and second
is the same as that between the second and third. Such a case is presented by the letters W, X,
and Z in the equivalent primary component above. Note thesequence. . . WOGXNHZ. . . ;
the distance or interval between the letters W, X, and Z is two letters. Continuing the chain by
adding letters two intervals removed, the latent original primary component is made patent.
Thus: - :

14 15 16 17 18 19 20 21 22 23 24 25 26

6 7 89 2 18
WXZQUESTIONABLYCDFGHJKMPRYV

f. Itis possible to perform the steps given in ¢ and e in a combined single operation when the
original primary component is a key-word mixed sequence. Starting with any pair of letters (in
the cipher component of the secondary alphabet) likely to be sequent in the key-word mixed
sequence, such as JK, in the secondary alphabet labeled (2), the following chain of digraphs may
be set up. Thus, J,K,in the plain component stand over Q,U, respectively, in the cipher com-
ponent; Q,U, in the plain component stand over B, L, respectively, in the cipher component, and
8o on. Connecting the pairs in a series, the following results are obtained:

i T it e ey

JKo QU BLoKMSUESLYSMPSES S YC PR ST CD 5 RV
TIoDFo VW10 FGo W ONSGHSXZ 5 NASSHI S5 ZQ 5 ABSJK . L

These may now be united by means of their common letters:

JKoKM>MP5> PR RV ete= KMPRVWXZQUESTIONABLYCDFGH

B v e e s o 2 S

The original primary component is thus completely reconstructed. i

g. Not all of the 26 secondary alphabets of the series yielded by two sliding primary compo- |/
nents may be used to develop a complete equivalent primary component. If examination be made,
it will be found that only 13 of these secondary alphabets will yield complete equivalent primary
components when the method of reconstruction shown in subparagraph ¢ above is followed. For
example the following secondary alphabet, which is also derived, from the primary components
based upon the word QUESTIONABLY will not yield a complete chain of 26 plain text-cipher-
plain text equivalents:

Plain.....__. ABCDEFGHIJKLMNOPQRSTUVWXYZ
Cipher______ CDHJOKMPBRVFWYLXTZNAIQUEGS

18uch an equivalent component is merely a sequence which has been or can be developed or derived from
the original sequence or basic primary component by applying a decimation process to the latter; conversely,
the original or basic component can be derived from an equivalent component by applying the same sort of
process to the equivalent component. By decimation is meant the selection of elements from a sequence accord-
ing to some fixed interval. For example, the sequence A E I M, , , is derived, by decimation, from the
normal alphabet by selecting every fourth letter,
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Equivalent primary component:

1 2 3 4 56 6 7 8 o 1011 12 18 |1 2 8
ACHPXEOLFXKVQT|ACH. . . (The A.C H sequence begins again.)

h. Itis seen that only 13 letters of the chain have been established before the sequence begins
to repeat itself. It is evident that exactly one-half of the chain has been established. The other
half may be established by beginning with a letter not in the first half. Thus:

1 2 3 4 35 6 7 8 9 1011 12 13|11 2 8
BDJRZSNYGMWUI|BDJ. .. (The B D J sequence begins again.)

1. It is now necessary to distribute the letters of each half-sequence within 26 spaces, to
correspond with their placements in a complete alphabet. This can only be done by allowing a
constant odd number of spaces between the letters of one of the half-sequences. Distributions
are therefore made upon the basis of 3, 5, 7, 9, . . . spaces. Select that distribution which
most nearly coincides with the distribution to be expected in a key-word component. Thus, for
example, with the first half-sequence the distribution selected is the one made by leaving three
spaces between the letters. It is as follows:

1 3 8 4 5 6 7 8 9 10111213 14 1516 17 18 10 20 21 22 23 24 35 26

A-L~C-F-H-K-P-V-X-Q-E-T~-0-

j- Now interpolate, by the same constant interval (three in this case), the letters of the other
half-sequence. Noting that the group F — H appears in the foregoing distribution, it is apparent
that G of the second half-sequence should be inserted between F and H. The letter which imme-
diately follows G in the second half-sequence, viz, M, is next inserted in the position three spaces to
the right of G, and so on, until the interpolation has been completed. This yields the original
primary component, which is as follows:

1 2 8 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 190 20 21 22 28 24 25 26

ABLYCDFGHJKMPRVWXZQUESTION

k. Another method of handling cases such as the foregoing is indicated in subparagraph f
By extending the principles set forth in that subparagraph, one may reconstruct the following

chain of 13 pairs from the secondary alphabet given in subparagraph g:

5 [} 7 8 9 10 1 12 13 1

CD-)HJ-)PR—)XZ—)ES—)0N->LY—)FG-)KM—)VW—)QU—>TI-)AB—) ¢cb...

Now find, in the foregoing chain, two pairs likely to be sequent, for example HJ and KM and count
the interval between them in the chain. It is 7 (counting by pairs). If this decimation interval
is now applied to the chain of pairs, the following is established:

1 2 8 4 5 6 7 8 9 1011 12 13 14 15 16 17 18 10 20 21 22 28 24 25 26
HIJKMPRVWXZQUESTIONABLYCDFG

l. The reason why a complete chain of 26 letters cannot be constructed from the secondary
alphabet given under subparagraph g is that it represents a case in which two primary com-
ponents of 26 letters were slid an even number of intervals apart. (This will be explained in
further detail in subparagraph r below.) There are in all 12 such cases, none of which will
admit of the construction of a complete chain of 26 letters. In addition, there is one case where-
in, despite the fact that the primary components are an odd number of intervals apart, the
seconda.ry alphabet cannot be made to yield a complete chain of 26 letters for an equivalent
primary component. This is the case in which the displacement is 13 intervals. Note the
secondary alphabet based upon the primary components below (which are the same as those
shown in subparagraph d):

e
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PriMarY COMPONENTS

ABLYCDFGHJKM
RVWXZQUESTIO

|
N

oo

TION RVWXZ
JKMP ABLYC

ool /3]

UE
F G
SECONDARY ALPHABET =

Plain.______ . ABCDEFGHIJKLMNOPQRSTUVWIXYZ
Cipher.. . .. RVZQGUESKTIWOPMNDAHJFBLYXC

m. If an attempt is made to construct a chain of letters from this secondary alphabet alone,
no progress can be made because the alphabet is completely reciprocal. However, the crypt-
analyst need not at all be baffled by this case. The attack will follow along the lines shown below
in subparagraphs n and o.

n. If the original primary component is a key-word mixed sequence, the eryptanalyst may
reconstruct it by attempting to “dovetail” the 13 reciprocal pairs (AR,BV,CZ,DQ,EG,FU,HS,
IK,JT,LW,MO,NP, and XY) into one sequence. The members of these pairs are all 13 intervals

apart. Thus:
g 1 28 4 5 6 7 8 9 101 1213

HMZECPOHIERHROQW>
YyoEARUNUARON<X

Fiaorx 22.

Write out the series of numbers from 1 to 26 and insert as many pairs into position as possible.
being guided by considerations of probable partial sequences in the key-word mixed sequence,
Thus:

01 2 8 4 85 6 7 8 0 10 11 12 13 14 15 18

ABCD.........RVZQ

It begins to look as though the key-word commences with the letter Q, in which case it should
be followed by U. This means that the next pair to be inserted is FU. Thus:

0 1 2 8 4 5 6 7 8 9 1011 12 13 14 15 16 17

ABCDF........RVZQU

The sequence A B C D F means that E is in the key. Perhaps the sequenceis ABCD F G H.
Upon trial, using the pairs EG and HS, the following placements are obtained:

0 1 2 3 4 5 6 7 8 91011 12318 14151617 1819
ABCDFGH......RVZQUES

This suggests the word QUEST or QUESTION. The pair JT is added:
8§ 9 10 11 12 13 14 15 16 17 18 190 20

01 23 42867
ABCDFGHJ ..., .RVZQUEST
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The sequence G H J suggests G H J K, which places an I after T. Enough of the process has
been shown to make the steps clear.

0. Another method of circumventing the difficulties introduced by the 14th secondary
alphabet (displacement interval, 13) is to use it in conjunction with another secondary alphabet
which is produced by an even-interval displacement. For example, suppose the following two
secondary alphabets are available.!

/S ABCDEFGHIJKLMNOPQRSTUVWXY?Z

1 RVZQGUESKTIWOPMNDAHJFBLYXC
p. S XZESKTIORNAQBWVLHYMPJCDFUG
FiGURE 23.

The first of these secondaries is the 13-interval secondary; the second is one of the even-
interval secondaries, from which only half-chain sequences can be constructed. But if the con-
struction be based upon the two sequences, 1 and 2 in the foregoing diagram, the following is
obtained: '

RXUTNLDHMVZEIAYFJPWQSOBCGK

This is a complete equivalent primﬁry component. The oi'iginal key-word mixed component
can be recovered from it by decimation based upon the 9th interval:

RVWXZQUESTIONABLYCDFGHJEKMP

p. (1) When the primary components are identical mixed sequences proceeding in opposite
directions, all the secondary alphabets will be reciprocal alphabets. Reconstruction of the
primary component can be accomplished by the procedure.indicated under subparagraph o
above. Note the following three reciprocal secondary alphabets:

1 2 8 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26

) ABCDEFGHIJKLMNOPQRSTUVWXYZ

1l _ PMHGQFDCWYLKBRVAENZXUOITUJS

2. _ WVMKSJHGQFDRCXZYILEUTBANPO

3. _ TSSZLXWVNRPEMIOKCJBAYHGFUD
FicuRe 24,

(2) Using lines 1 and 2, the following chain can be constructed (equivalent primary com-
ponent): .
PWQSOBCGKRXUTNLDHMVZEIATFJ

- 4 The method of writing down the secondaries shown in figure 23 will hereafter be followed in all cases when
alphabet reconstruction skeletons are necessary. The top line will be understood to be the plain component; it
is common to all the secondary alphabets, and is set off from the cipher components by the heavy black line.
This top line of letters will be designated by the digit @, and will be referred to as “the zero line” in the diagram.
The successive lines of letters, which occupy the space below the zcro line and which contain the various cipher
components of the several secondary alphabets, will be numbered serially. These numbers may then be used as
reference numbers for designating the horizontal lines in the diagram. The numbers standing above the letters
may be used as reference numbers for the vertieal columns in the diagram. Hence, any letter in the reconstruc-
tion skeleton may be designated by coordinates, giving the horizontal or X coordinate first. Thus, D (2-11)
means the letter D standing in line 2, Column 11,
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Or, using lines 2 and 3:
WTYKZODPUAGVSLJXICMQNFREBH

The original key-word mixed primary component (based on the word QUESTIONABLY) can
be recovered from either of the two foregoing equivalent primary components. But if lines 1
and 3 are used, only half-chains can be constructed:

PTFXAKECVOHQL &and MSDWNJUYRIGZB

This is because 1 and 3 are both odd-interval secondary alphabets, whereas 2 is an even-
interval secondary. It may be added that odd-interval secondaries are characterized by having
two cases in which a plain-text letter is enciphered by itself; that is, 0, is identical with ©,.
This phrase ‘“identical with’’ will be represented by the symbol =; the phrase “not identical
with’’ will be represented by the symbol . (Note that in secondary alphabet number 1 above,
Fy,=F, and U,=U,; in secondary alphabet number 3 above, M,=M, and 0,=0,). This charac-
teristic will enable the cryptanalyst to select at once the proper two secondaries to work with in
case several are available; one should show two cases where 6,=0,; the other should show
none.

¢. (1) When the primary components are different mixed sequences, their réconstruction
from secondary cipher alphabets follows along the same lines as set forth above, under b to j,
inclusive, with the exception that the selection of letters for building up the chain of equivalents.
for the primary cipher component is restricted to those below the zero line in the reconstruction
gkeleton. Having reconstructed the primary cipher component, the plain component can be

readily reconstructed. This will become clear if the student will study the following example.

9 _ABCDEFGHIJKLMNOPQRSTUVWXYZ

1. . TVABULIQXYCWSNDPFEZGRHJKMO
2. _ _ZJSTVIQRMONKXEAGBWPLHYCDFU

FIGURE 25.

(2) Using only lines 1 and 2, the following chain is constructed:
TZPGLIQRHYOUVJCNEWKDASXIMFB

This is an equivalent primary cipher component. By finding the values of the successive
letters of this chain in terms of the plain component of secondary alphabet number 1 (the zero
line), the following is obtained:

TZPGLIQRHY
HUVJ

U NEWKDAS MF
ASPTFG E 0

VvJgce
BWKNRLXOCMIYQD

The sequence AS P T . . . is an equivalent primary plain component. The original key-
word mixed components may be recovered from each of the equivalent primary components.
That for the primary plain component is based upon the key PUBLISHERS MAGAZINE; that for
the primary cipher component is based upon the key QUESTIONABLY,

0
Z
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(3) Another method of accomplishing the process indicated above can be illustrated graphi-
cally by the following two chains, based upon the two secondary alphabets set forth in sub-

paragraph ¢ (1):

1 2 3 4 85 6 7 8 9 10111213 14 15 16 17 18 10 20 21 22 23 20 25 26
[ ABCDEFGHIJKLMNOPQRSTUVWIXYZ
) TVABULIQXYCWSNDPFEZGRHJKMO
2 ZJSTVIQRMONKXEAGBWPLHYCDFU
Col. 1. Col.2.
A1 —- T(Q-1); - T@24) — D@Y); -
D(p4) — B(14); - B(@217) - Q(B-17); —»
Q @#-17) - F (1-17); - F (2-25) - Y (8-25); —
Y (@3-25) —» M(1-25); > M(@29) — I(@9); —
I@9 — X@09); — X(@-13) > M (3-13); —
M(@13) —» S@-18); - S(23) —» C(#-3); —
ete. ete.
FIGURE 26,

(4) By joining the letters in Column 1, the following chain is obtained: A D Q Y I M, etc.
If this be examined, it will be found to be an equivalent primary of the sequence based upon
PUBLISHERS MAGAZINE. By joining the letters in Column 2, the following chain is obtained:
T B F M X S. This is an equivalent primary of the sequence based upon QUESTIONABLY.

r. A final word concerning the reconstruction of primary components in general may be
added. It has been seen that in the case of a 26-element component sliding against itself (both
components proceeding in the same direction), it is only the secondary alphabets resulting from
odd-interval displacements of the primary components which permit of reconstructing a single
26-letter chain of equivalents. This is true except for the 13th interval displacement, which
even though an odd number, still acts like an even number displacement in that no complete
chain of equivalents can be established from the secondary alphabet. This exception gives the
clue to the basic reason for this phenomenon: it is that the number 26 has two factors, 2 and 13,
which enter into the picture. With the exception of displacement-interval 1, any displacement
wnterval which is a sub-multiple of, or has a factor in common with the number of letters in the primary
sequence will yield a secondary alphabet from which no complete chain of 26 equivalents can be
derived for the construction of a complete equivalent primary component. This general rule is
applicable only to components which progress in the same direction; if they progress in opposite
directions, all the secondary alphabets are reciprocal alphabets and they behave exactly like
the reciprocal secondaries resulting from the 13-interval displacement of two 26-letter identical
components progressing in the same direction.

8. The foregoing remarks give rise to the following observations based upon the general
rule pointed out above. Whether or not a complete equivalent primary component is derivable
by decimation from an original primary component (and if not, the lengths and numbers of chains
of letters, or incomplete components, that can be constructed in attempts to derive such equiv-
alent components) will depend upon the number of letters in the original primary component
and the specific decimation interval selected. For example, in a 26-letter original primary com-
ponent, decimation interval 5 will yield a complete equivalent primary component of 26 letters,
whereas decimation intervals 4 or 8 will yield 2 chains of 13 letters each. In a 24-letter compo-
nent, decimation interval 5 will also yield a complete equivalent primary component (of 24 letters),

" but decimation interval 4 will yield 6 chains of 4 letters each, and decimation interval 8 will
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yield 3 chains of 8 letters each. It also follows that in the case of an original primary com-
ponent in which the total number of characters is a prime number, all decimation intervals will
yield complete equivalent primary components. The following table has been drawn up in the
light of these observations, for original primary sequences from 16 to 32 elements. (All prime-
number sequences have been omitted.) In this table, the column at the extreme left gives the
various decimation intervals, omitting in each case the first interval, which merely gives the
original primary sequence, and the last interval, which merely gives the original sequence
reversed. The top line of the table gives the various lengths of original primary sequences from
32 down to 16. (The student should bear in mind that sequences containing characters in addi-
tion to the letters of the alphabet may be encountered; he can add to this table when he is
interested in sequences of more than 32 characters.) The numbers within the table then show,
for each combination of decimation interval and length of, original sequence, the lengths of the
chains of characters that can be constructed. (The student may note the symmetry in each
column.) The bottom line shows the total number of complete equivalent primary components
which can be derived for each different length of original component,

Dmam Number of characters in original primary component
32 30 28 27 26 25 24 22 21 20 18 16
2 16 15 14 27 13 25 12 11 21 10 9 8
3 32 10 28 9 26 25 8 22 7 20 6 16
4 8 15 7 27 13 25 6 11 21 5 9 4
5 32 6 28 27 26 5 24 22 21 4 18 16
6 16 5 14 9 13 25 4 11 7 10 3 8
7 32 30 4 27 26 25 24 22 3 20 18 16
8 4 15 7 27 13 25 6 11 21 5 9 2
9 32 10 28 9 26 256 8 22 7 20 2 16
10 16 3 14 27 13 5 12 11 21 2 9 8
11 32 30 28 27 26 256 24 2 21 20 18 16
12 8 5 7 9 13 25 2 11 7 5 8 4
13 32 30 28 27 2 25 24 22 21 20 18 16
14 16 156 2 27 13 25 12 11 3 10 9 8
15 32 2 28 9 26 5 8 22 7 4 6
16 2 15 7 27 13 25 6 11 21 5 9
17 32 30 28 27 26 25 24 22 21 20
18 16 5 14 9 13 25 4 11 7 10
19 32 30 28 27 26 25 24 22 21
20 8 3 7 27 13 5 6 11
21 32 10 4 9 26 26 8
22 16 15 14 27 13 25 12
23 32 30 28 27 26 25
24 4 5 7 9 13
25 32 6 28 27
26 16 15 14
27 32 10
28 8 15
29 32
30 16

Tolmumer 14 6 10 16 10 18 16 8 10 6 4 6

sequences
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Secrion VIII
APPLICATION OF PRINCIPLES OF INDIRECT SYMMETRY OF POSITION

Paragraph
Applying the principles fo a specific example 32
The cryptogram employed in the exposition 33
Fundamental theory .- 34
Application of principles 35
General remarks -36

82. Applying the principles to a specific example.—a. The preceding section, with the
many details covered, now forms a sufficient base for proceeding with an exposition of how the
principles of indirect symmetry of position can be applied very early in the solution of a poly-
alphabetic substitution cipher in which sliding primary components were employed to produce
the secondary cipher alphabets for the enciphering of the cryptogram.

b. The case described below will serve not only to explain the method of applying these
principles but will at the same time show how their application greatly facilitates the solution
of a single, rather difficult, polyalphabetic substitution cipher. It is realized, of course, that the
cryptogram could be solved by the usual methods of frequency and long, patient experimentation.
However, the method to be described was actually applied and very materially reduced the
amount of time and labor that would otherwise have been required for solution.

838. The cryptogram employed in the exposition.—a. The problem that will be used in this
exposition involves an actual cryptogram submitted for solution in connection with a cipher
device having two concentric disks upon which the same random mixed alphabet appears, both
alphabets progressing in the same direction. This was obtained from a study of the descriptive
circular accompanying the cryptogram. By the usual process of factoring, it was determined
that the cryptogram involved 10 alphabets. The message as arranged according to its period
is shown in Figure 27, in which all repetitions of two or more letters are indicated.

b. The triliteral frequency distributions are given in Figure 28. It will be seen that on
account of the brevity of the message, considering the number of alphabets involved, the fre-
quency distributions do not yield many clues. By a very careful study of the repetitions,
tentative individual determinations of values of cipher letters, as illustrated in Figures 29, 30,
31, and 32, were made. These are given in sequence and in detail in order to show that there is
nothing artificial or arbitrary in the preliminary stages of analysis here set forth.

(60)
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. Tae CRYPTOGRAM

(Repetitions underlined)
1238456738910
RCVOPNBLCW

LQZAAAMDCH
BZZCKQOIKF_
CFBSCVXCHQ
ZTZSDMXWCM
RKUHEQEDGX
:FKVHPJJkil
anggngLL
GHXERQQPSE
GKBWTLFDUZ

"OCDHWMZTUZ

FiGuR& 27

II

JJ

LL

MM

NN

00

PP

QQ

RR

SS

YTXCDPMVLW
BGBWWOQRGN
HHVLAQQVAV
JQWOOTTNVQ

DS

(=]

ZR

177}

BK N

Uxo

|

la+)
)
v
o
>
IN

X

Q
[]
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JJUGDWQRVM
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TRILITERAL FREQUENCY DISTRIBUTIONS
I
A B CDEVFGHTIUJIIKLMNDUGUOPA QRS STUYVYVWIXY2Z
EB FF XK YB ES XK ZC VZ WQ ZC ZR DC HC HR MK -F YQ QT
HZ FC OR NH VQ ZL JF MK NT QG
XK WwJ Z0 Q JZ NU
WG WK HB
QK MO
ES
EV
LH
EK
MC
ES
II
A B CDEVFGHTIUJ I XKULMNUGOPA QTR RS STUVWIXIXY Z
GZ QB WU ZW GX GX IW KB GX LZ GF GX ZZ YX GQ KU
BJ JQ CB BB HV JU GQ HZ YD PX HP YX BZ
YW RV LU RU JW SQ GU RX
oD FV
GK GB
cu BD
BX
W
III
A B CDEVFGHTIJII KILMNUOPAQRSTUV W XY Z
Ccz QP RT BI CW S0 KH FP CO KE JN BD
FS - CH CR ZG KH GN RD QA
Kw KZ RE KH HL Q0 0S ZC
Lp w 5G KP SE TS
GW FY BE HE 00
JG TC
CcG KD
uo
./
Iv
A B CDEVFGHTIUJI KLMNUOPA QR STUVWIXY Z
ZA ZK ZP WP UD Q0 JP VA XL VP UC QQ XN FZ QE UD BE
XD XW QW UD UE WK PP DC BC BT DF
XS XR uD VP W0 BC ZD KD
XR uD DW XP WE BW
L1 A |

i) i, oS
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v

A B CDEVFGHTIJZ XKULMNODOPA QRSTUV WX Y Z

AA PF GY ZX ZM
LQ SV SM WJ
PJ WV HQ
PJ GP PF
T
GP
GW
GW

A B CDEUVPFPGHTIUJIKTULM

CQ NW
NX oT EQ EO
IQ
ON
HJ

oP

VI

SZ HL DF RF EO DO WL

DL ™
EM
HM
wo
oM
EV

P QR S TUVWIXY Z

N O
WZ ZQ PB RZ DO PZ
PM

AM co EM Dz CX LY EQ DF NH
PB PJ 00 WL RQ DM PF oT DB DQ KJ
Qv cX TF DX WQ PY KO WM DP
EX co w2 Sz EE
FT AQ
WX
v
A BCDEVPFPGHTIUJI XULMNOPA QRS STUV WX Y Z
FO QD YT ZA JK MN JK FC WE MM MG FM VC wWo QO
NL QJ XT AD LD XT TN MW PO LI
VL LD ND QI OoP JL oJ
PV JT OR MC MT
vD PT Qv FE v
WR OR
VIII
A B CDEVFGHTIJIEKTLMNOPAGQRSTUVW XY Z
HS 0J OV XN TQ ZC FH MG BC QA LA BU QS QG FR ZH XC
XH MC PU OK 2S5 JJ XL VL TV YU Zs QX ML
iG EG BS ZK Qv ZU QA
FU X oX
ML OH
MY JR
IX
A B CDEVFGHTIUJIKILMNUOPQRSTUV WX Y Z
MV IW KH JD CY 0Z MH EF GJ TW AE 00 DM TZ DJ
NE LW DX CQ KY IF LL T™N JE OX NQ T’
w DH RN TX DM PE DZ RM 0z
WM cQ VQ L LE TZ
RN EH
X
AB CDEVFGHTIUJI XIULMNOGOTPAGQRSTUVWZYZ
HQ SB KC LS QL LG VG RY UG HZ AK RG UI JG KP
AG NC GR YR CR GH HZ AJ CG GF JY XJ
SG CB LG SY VB CL HB uo
SG [8) 4 vu GJ LB UK
XH XH
SG

FicURR 28,
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IntTianL VaLues FroMm AssUMPTIONS

1 .2 . 3 5 . .
G.=E;; K,=E,; X,=E,; and D,=E,, from frequency considerations.
345 4586 901

UGD=THE; PCJ=THE; and SEG=THE, from study of repetitions.

2 3 4 5 6 7 8 8 10 1 2 8 4 5 6 7 8 9 10 1 2 3 4 8 6 7 8 9 10
FUPCFOCJY| P RCVOPNBLCW|EE BKDZFMTGQJ
TTH E
BZDPFBOUO| Q LQZAAAMDCH|FF LFUYDTZVHQ
T E
RFTZMQMAV| R BZZCKQOIKF| G ZGWNKXJTRN
ZUGDYFTRW| S CFBSCVXCHQ{H YTXCDPMVLVW
THE H E E
JXNLWYOUX| T ZTZSDMXWCM|II BGBWWOQRGN
E - E
KWEPQZOKZ| U RKUHEQEDGX|JJ HHVLAQQVAY
E ET
RXDWLZICW| V FKVHPJJKJY| KK JQWOOTTNVQ
E E E
KQHOLODYM| W YQDPCJXLLL|LL BKXDSOZRSN
E THE EE T
OXSNZHASE| X GHXEROQPSE|(Md YUXOPPYOXZ
E T H E E ~— TH
BJIPQFJHD| Y GKBWTLFDUZ| NN HOZOKMXCGQ
EE -
CBZEXQTXZ| Z OCDHWMZTUZ|{ 00 JJUGDWQRVM
THE
CQRQFVMLH| A KLBPCJOTXE|PP UKWPEFXENF
THE ~  H E T
RQEWMLNAE BB HSPOPNMDLM| QQ CCUGDWPEUH
H THE :
SXEROZJSE|CC GCKWDVBLSE|RR YBREWVMDYJ
E T H E E TH -
VQWEJMKGH|DD GSUGDPOTHX| SS RZX
E E THE E

g
8
]
8
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ApprmioNAL VALuEs rrom AssumpTioNs (I) {
a B
Refer to line DD in Figure 29; S, assumed to be N;. %::
9 A
Refer to line M in figure 29; A, assumed to be W,. ' ?f(
9101 28 48 lJ
Then in lines C-D, AVKZ UG D is assumed to be WITH THE. i
1 2 8 4 5 6 7 8 9 10]. 1 2 3 ¢4 5 ¢ 8§ 9 10 1.23456'78910 !:
A WFUPCFOCJY| P RCVOPNBLCW| EE BKDZFMTGQJ il
TTH E
B GBZDPFBOUO| Q LQZAAAMDCH| FF LFUYDTZVHQ I[
E ' T E j
-l
C GRFTZMQMAV| R BZZCKQOIKF| GG ZGWNKXJTIRN t
'E WI H
D KZUGDYFTRE| S CFBSCVXCHQ|H YTXCDPMVLW ‘I
THTHE H E E o |
E GJXNLWYOQUX| T ZTZSDMXWCM)] II BGBWWOQRGN )'
F IKWNEPQZOKZ| U RKUHEQEDGX | JJ HHVLAQQVAY
E = ET WI 1
G PRXDWLZICW| V FKVHPJJKJY KK JQWOOTTNVQ 1%
E - E E i
H GKQHOLODYM| W YQDPCJXLLL IL BKXDSOZRSN '
EE - THE EE T |
I GOXSNZHASE| X GHXEROQPSE) MM YUXOPPYOX2Z 14
E E TH E E ~— TH |
J BBJIPQFJHD| Y GKBWTLFDUZ| NN HOZOREMXCGAQ :
EE - J
i
K QCBZEXQTXZ| Z OCDHEWMZTUZ]| 00 JJUGDWQRYM i
| THE i
L JCQRQFVMLH |AA KLBPCJOTXE| PP UKWPEFXENEF
T THE ~— E T
M SRQEWMLNAE|BB HSPOPNMDLM| QQ CCUGDWPEUH
_ WH N : THE
N GSXEROZJSE|CC GCKWDVBLSE|RR YBUEWVMDYJ
ENE T H E E T H
0 CVQWEJMKGH|(DD GSUGDPOTHX | SS RzX
E E : ENTHE HE

FiguRE 30.
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i
! ApprrionaL VALues FroMm AssumpTioNs (IT)
it
N ) 1 2 3 45678910 :
W Refer to Figure 30,lineA; WF U P C F 0 C J Y; assume to be BUT THOUGH.
ri: . - =-TTH=-==~-
i . . 3 4 56
il Refer to Figure 30, lines N and X, where repetition X E R 0 occurs; assume EACH
E -~ -
‘ 1 2 3 4 5 6 7 8 910 1 2 3 4 5 6 7 8 % 10 1 2 3 4 5 6 7 8 910
A WFUPCFOCJY| P RCVOPNBLCW/|E BKDZFMTGQJ
it BUTTHOUGH E
| B GBZDPFBOUO| Q LQZAAAMDCH |FF LEFEUYDTZVHGQ
i E 0 UT E
[ C GRFTZMQMAV| R BZZCKQOIKF | |GE ZGWNKXJTRN
It E WI H U
D KZUGDYFTRW| S CFBSCVXCHQ |Hi YTXCDPMVLW
THTHE U H G E E
i E GJXNLWYOUX| T ZTZSDMXWCM|II BGBWWOQRGN
' ' E E - E H
F TKWEPQZOKZ| U RKUHEQEDGX |JJ HHVLAQQVAY
E - A ET WI
Al G PRXDWLZICW| V FKYHPJJKJY KK JQWOOTTNVQ
E - E E H
'j, H GKQHOLODVM| W YQDPCJXLLL |[LL BKXDSOZRSN
| EE U = THE EE H T
I COXSNZHASE| X GHXEROQPSFE [MM YUXQOPPYOXZ
E E T H E EACH TH
| .
' J BBJIPQFJHD| Y GKBWTLFDUZ | NN HOZOWMXCGQ
| EE TG
| K QCBZEXQTXZ| Z OCDHWMZTUZ |00 JJUGDWQRVM
THE
L JCQRQFVMLH|AA KLBPCJOTXE |PP UKWPEFXENF
i | 0 T THEU  H E T O
i M SRQEWMLNAE (BB HSPOPNMDLM | QR CCUGDWPEUH
| A WH N THE
! N GSXEROZJSE|CC GCKWDVBLSE|RR YBWEWVMDYJ
i ENEACH T H E E T H A
! 0O GVQWEJMKGH|DD GSUGDPOTHX |SS RZX
i E E ENTHE U H E
| F1aURE 81




REF ID:A64646

67
AppiTioNAL VaLuEs FroMm Assumprions (III) ¥

458
OPN—assume ING from repetition and frequency.

!
HQZ—assume ING from repetition and frequency. {
|

201
1 2 8 4 58 6 7 8 9 10 1 2 3 4 6 6 7 8 9 10 1 2 3 4 8 6 7 8 9 10
A WFUPCFOCJY| P RCVOPNBLCW|EE BKDZFMTGQJ _
BUTTHOUGH ING E ;
B GBZDPFBOUO| Q LQZAAAMDCH |FF LFUYDTZVHQ :
; E NO UT E IN |
4 C GRFTZMQMAYV| R BZZCKQOIKF |G ZGWNKXJTRN E
E WI H ) G {
D KZUGDYFTRW| S CFBSCVXCHQ|{HH YTXCDPMVLW 1
THTHE U H GIN E E ;
E GJXNLWYOUX| T ZTZSDMXWCM| II BGBWWOQRGN :
E E - G E H !
F IXKWEPQZOKZ| U RKUHEQEDGX | JJ HHVLAQQVAYV iE
E AN ET WI 'y
| G PRXDWLZICW| V FKVHPJJKJY | KK JQWOOTTNVQ
E - E NE H I N
! H GKQHOLODYVYM| W YQDPCJXLLL |[LL BKXDSOZRSN
EE U - THE EE H T
I GOXSNZHASE| X GHXEROQPSE |MM YUXOPPYOXZ2
E E TH E EACH TH IN 1
J BBJIPQFJHD| Y GKBWTLFDUZ |NN HOZOWMXCGAQ 1]
N I EE I — G N ;
i K QCBZEXQTXZ| Z OCDHWMZTUZ |00 JJUGDWQRUYVM H
- THE
i L JCORQFVMLH|A KLBPCJOTXE |PP UKWPEFXENF
0 T THEU™ H E T O
M SRQEWMLNAE |BB HSPOPNMDLM|QQ CCUGDWPEUH
AT WH N ING THE
N GSXEROQZJSE|CC GCKWDVBLSE |RR YBWEWVMDYJ
ENEACH TH E E T H A
, 0O GVQWEJMEKGH |{DD GSUGDPOTHX|SS RZX
E E EHTHE U I HE

FIGURE 32.
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¢. From the initial and subsequent tentative identifications shown in Figures 29, 30, 31,
and 32, the values obtained were arranged in the form of the secondary alphabets in a reconstruc-
tion skeleton, shown in Figure 33.

1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26

g(alslcip|e|F|clulT|s[x|L u[n][o[p]a|R]s[T[u]v]w[x[¥|z
1| W ¢| |z | K '
2 K z s F
3 X U
4|E G|o
5 R| |D P
6 N[O F
7 0
8 c
9 s A
10 E|V
FIGURE 33.

84. Fundamental theory.—a. In paragraph 31, methods of reconstructing primary com-
ponents from secondary alphabets were given in detail. It is necessary that those methods be
fully understood before the following steps be studied. It was there shown that the primary
component can be one of a series of equivalent primary sequences, all of which will give exactly
similar results so far as the secondary alphabets and the cryptographic text are concerned.
It is not necessary that the identical or original primary component employed in the crypto-
graphing be reconstructed; any equivalent primary sequence will serve. The whole question is
one of establishing & sequence of letters the interval between which is either identical with that
in the original primary component or else is an exact constant multiple of the interval separating
the letters in the original primary component. For example, suppose K P X N Q forms a
sequence in the original primary component. Here the interval between K and P, and P and X,
Xand N, N and Qis one; in an equivalent prima.ry component, say thesequence K . . P . . X

. N. . Qthe mterva,l between K and P is three, that between P and X also three, and so on;
and the two sequences will yield the same secondary alphabets. So long as the interval between
Kand P,P and X, X and N,N and Q, .. .,is a constant one, the sequence will be cryptographically
equiva.lent. to the original primary sequence and will yield the same secondary alphabets as do
those of the original primary sequence. However, in the case of a 26-letter component, it is
necessary that this interval be an odd number other than 13, as these are the only cases which
will yield one unbroken sequence of 26 letters. Suppose a secondary alphabet to be as follows:

(I)Pla.ln ........... ABCDEFGHIJKLMNOPQRSTUVWIYZ
Cipher......... X KN P
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It can be said that the primary component contains the following sequences:

XN KP NQ PFX

These, when united by means of their common letters, yield K P X N Q.
Suppose also the following secondary alphabet is at hand:

(2)P1a.in ___________ ABCDEFGHIJKLMNOPQRSTUVWXYZ
Cipher......... P X K N

Here the sequences PN, XQ, KX, and NZ can be obtained, which when united yield the two se-
quences KXQ and PNZ.
By a comparison of the sequences K P X N Q,K X Q, and P N Z, one can establish the

following:

KPXNQ
K.X.Q
P.N.Z

It follows that one can now add the letter Z to the sequence, makingit K P X N Q Z.

b. The reconstruction of a primary component from one of the secondary alphabets by the
process given in paragraph 31 requires a complete or nearly complete secondary alphabet.
This is at hand only after a cryptogram has been completely solved. But if one could employ
several very scant or skeletonized secondary alphabets simultaneously with the analysis of the
cryptogram, one could then possibly build up a primary component from fewer data and thus
solve the cryptogram much more rapidly than would otherwise be possible.

¢. Suppose only the cipher components of the two secondary alphabets (1) and (2) given
above be placed into juxtaposition. Thus: '

1 2 8 4 6566 7 8 9 1011 1213 1415616 17 18 10 20 21 22 23 24 25 26
@a........0...X. KN, .....P..
@ ... PUX0 ... KN

The sequences PX, XN, and KP are given by juxtaposition. These, when united, yield KPXN
as part of the primary sequence. It follows, therefore, that one can employ the cipher components
of secondary alphabets as sources of independent data to assist in building up the primary sequences.
The usefulness of this point will become clearer subsequently.

85. Application of principles.—a. Refer now to the reconstruction skeleton shown in
Figure 33. Hereafter, in order to avoid all ambiguity and for ease in reference, the position of
a letter in Figure 33 will be indicated as stated in footnote 1, page 56. Thus, N (6-7) refers to
the letter N in line 6 and in column 7 of Figure 33.

b. (1) Now, consider the following pairs of letters:

E (35 J (6-5)
G @7 N (6-7)
H (-8) 0 (6-8) _
{0 G-15) F (6-1)HO» OF =HOF
(One is able to use the line marked zero in Figure 33 since this is a mixed sequence sliding against
tself.) '




i
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(2) Theimmediate results of this set of values will now be given. Having HOF as a sequence,
with EJ as belonging to the same displacement interval, suppose HOF and EJ are placed into
juxtaposition as portions of sliding components. Thus:

Plain.______ .. .HOF.
Cipher.... .. .EJ . ..
When H,=E,, then 0,=J..

(3) Refer now to alphabet 10, Figure 33, where it is seen that H,=E,. The derived value,
0,=J., can immediately be inserted in the same alphabet and substituted in the cryptogram.

(4) The student may possibly get a clearer idea of the principles involved if he will regard
the matter as though he were dealing with arithmetical proportion. For instance, given any
three terms in the proportion 2:8=4:16, the 4th term can easily be found. Furthermore, given
the pair of values on the left-hand side of the equation, one may find numerous pairs of
values which may be inserted in the right-hand side, or vice versa. For instance, 2:8=4:16
is the same as 2:8=5:20, or 9:36=4:16, and so on. An illustration of each of these principles
will now be given, reference being made to Figure 33. As an example of the first principle, note
that E (8-5):H (0-8)=J. (6-5):0 (6-8). Now find E (10-8):H (#-8)=7 (10~15):0 (#-15).
It is clear that J may be inserted as the 3d term in this proportion, thus giving the
important new value, 0,=J,, which is exactly what was obtained directly above, by means of
the partial sliding components. As an example of the second principle, note the following pairs:

E (-5) H (8-8)
K (2-5) Z (2-8)
D (5-5) C (5-8)
J (6-5) O (6-8)
These additional pairs are also noted:
K (1-20) Z (1-7)
T (8-20) G (@-7)
Therefore, E:H=K:Z=D:C=J:0==T:G, and T may be inserted in position (4-5).

¢. (1) Again, GN belongs to the same set of displacement-interval values as do EJ and HOF,
Hence, by superimposition:
Plain_____. .. .HOF.
Cipher._.. . . .GN.

(2) Referring to alphabet 4, when H,=G,, then 0,=N,. Therefore, the letter N can be inserted
4
in position (4-15) in Figure 33, and the value N;=0, can be substituted in the cryptogram.
| (3) Furthermore, note the corroboration found from this particular superimposition:

H (8-8) G (8-7)
0 (6-8) N (6-7)

This checks up the value in alphabet 6, G,=N,.

d. (1) Again superimpose HOF and GN:

(2) Note this corroboration:
0 (6-8) G (4-8)
F (6-15) N (4-15)
which has just been inserted in Figure 33, as stated above.
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e. (1) Again using HOF and EJ, but in a different superimposition:

.HOF . .
.EJ.III

(2) Refer now to H (9-9), J (9-8). Directly under these letters is found V (10-9), E (10-8).

Therefore, the V can be added immediately before H 0 F, making the sequence VH O F,
J. (1) Now take V H O F and juxtapose it with E J, thus:

.VHOF . ..
.EJ ..

(2) Refer now to Figure 33, and find the following:
'V (10-9) E (10-8)
H (99 J (98
0 (4-9) G (4-8)
I(@9) H@8

(3) From the value O G it follows that G can be set next to J in E J. Thus:

.VHOF.
.EJG.

(4) But G N already is known to belong to the same set of displacement-interval values
as EJ. Therefore, it is now possible to combine E J, J G, and G N into one sequence, E J G N,
yielding:
.. VHOF . ..
EJGN. ..
g. (1) Refer now to Figure 33.
V (#-22) E (8-5)
? (1-22) G (1-5)
? (2-22) K (2-5)
? (3-22) X (3-5)
? (5-22) D (5-5)
7 (6-22). J (6-5)
(2) The only values which can be inserted are:
0 (1-22) G (1-5)
H (6-22) J (6-5)
(3) This means that V,=0, in alphabet 1 and that V,=H, in alphabet 6. There is one 0,
in the frequency distribution for alphabet 1, and no H, in that for alphabet 6. The frequency

distribution is, therefore, corroborative insofar as these values are concerned.
(h) (1) Further, taking E J G N and V H O F, superimpose them thus:

..EJGN. ..
.VHOF . ..
(2) Refer now to Figure 33.
E (3-5) H (#-8)
G (1-5) ¢ (1-8)
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(3) From the diagram of superimposition the value G (1-5) F (1-8) can be inserted, which
gives H,=F, in alphabet 1. :
i. (1) Again, VHO F and E J G N are juxtaposed:

.. VHOF . ..
.EJGN. ..

@) Refer to Figure 33 and find the following:

H (-8) G (4-8)
A (-1) E (4-1)
This means that it is possible to add 4, thus:
' .AVHOF . ..
EJGN.
(3) In the set there are also:
E (8-5) G (1-5)
G 8-7) Z (1-7)
Then in the superimposition
.. .EJGN. ..
.EJGN ...
It is possible to add Z under G, making the sequence E J G N Z.
' (4) Then taking h
.. .AVHOF . ..
..BEJGNZ".
and referring to Figure 33: '
H (6-8) N (8-14)
0 (6-8) ? (6-14)

It will be seen that 0=Z from superimposition, and hence in alphabet 6 N,=Z,, an important
new value, but occurring only once in the eryptogram. Has an error been made? The work
so far seems too corroborative in interlocking details to think so.

J- (1) The possibilities of the superimposition and sliding of the AVHOF and the EJGNZ
sequences have by no means been exhausted as yet, but & little different trail this time may
be advisable. -

E (8-5) T (8-20)
G (1-5) K (1-20)
) Th K (3-5) U (3-20)
en:
.EJGNZ...
.T.K...

(3) Now refer to the fbllowing:

CE (35 K (2-5)
N (8-14) S (2-14)
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whereupon the value S can be inserted:

.. BEJGNZ ., .
t'c..‘T .-.St.l

k. (1) Consider all the values based upon the displacement mterval correspondmg to JG:

J (6-5) G (1-5)-|J (9-8) G (4- 8)
N@67) Z@-7) H(@©9 0@ 9 -
S (9-20) P (4—20)—>Li (2-14) P (5-14)

Z (2-8) C (5~ 8)
2-5) D (5 5)

(2) Since J and G are sequent. in the E J G N Z sequence, it can be said that all the letters
of the foregoing pairs are also sequent. Hence ZC SP and K D are available as new data.
Thesegive E J GNZ CandT . KD .

(3) Now consider: T

T (8-20) P (4-20)
‘A (@ 1) E @4 1)
H@-8) G4 8)
I@9 09

Now in the T. K D.SP sequence the interval between T and P is T . . . . . P.
Hence the interval between A and E is 6 also. It follows therefore that the sequencesA VH O F
and E J G N Z C should be united, thus: .

1 28 456
.AVHOF.EJGNZC. ..

(4) Corroboration is found in. the interval between H and G, which is also six. The letter I
can be placed into position, from the relation I (§-9) 0 (4-9), thus: _ .
133 4358

.I..AVHOF.EJGNZC. . .

1. (1) From Figure 33:
H@8 Z @2 8
E (6-5) K (@2 5)
N (8-14) S (2-14)
U (#8-21) F (2-21)

(2) Since in the I . . AVHOF . EJ G N Z C sequence the letters H and Z are separated
by 8 intervals one can write:
1 2 8 4 5 6 7 8
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(3) Hence one can make the sequence
. 1 2 8 4 5 6 7 8
...XY. . . AVHOF.EJGNZC..K. ..
Then . . .I..AVHOF.EJGNZCT.KD.SP. .
and ..UI. .AVHOF.EJGNZCT.KD.SP.
1 2 3 4 5 6 7 8 1 2 8 4 8 6 7 8

m. (1) Subsequent derivations can be indicated very briefly as follows:

E (@-5) C(#-3)
D (5-5) R (5-3)

1 2 3 4 8 6 7 8 ¢ 1011 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26
FromUI . .AVHOF.EJGNZCT.KD.SP.
one can write .. .E. .. .C.

1 2 38 ¢ 5
and ...D. .. .R.
1 28 45
making the sequence

1 2 3 4 8 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26

UI..AVHOF.EJGNZCT.KD.SP.R.

(2) Another derivation:
U (3-20) T (-20)
X 3- 5) E (B 5)
1234507891011121314151617181920212223ﬂ
FromUI..AVHOF.EJGNZCT.KD.SP.
one can write
UI. .. .. :{i ¢ ¢eeee.T. ..
and . .........EB. .. ......%.
making the sequence
1 2 8 4 8 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21

2
UI..AVHOF.EJGNZCT.KDXSP.R.
(3) Another derivation:

R

E (8-5) G (1-5)
B(@2) WwW({i-=2)

From .. .EJG.
one can write .. .E.G.
and then .. .B.W.

There is only one place where B . W can fit, viz, at the end:
1 2 3 4 6 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22

B % 25 2
UI..AVHOF.EJGNZCT.KDXSPBREW

n. Only four letters remain to be placed into the sequence, viz, L, M, Q, and Y. Their
positions are easily found by application of the primary component to the message. The com-
plete sequence is as follows:

10 11 12 13 14 15 16 17 18 19 21

1 33456789 20 21 2 28 U 3% 2
UIMYAVHOFLEJGNZCTQKDIXSPBRW

Ry, ol
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NI »h BN KB XME OF IO DO DO EH N >m
MEH UM HE MM O O M0 OO HJ A CK| O

Having the primary component fully constructed, decipherment of the cryptogram can be

completed with speed and precision. The text is as follows:

FIGURE 34,
Nevertheless, the random construction of the primary component did not compli-
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2. Some students may prefer to work exclusively with the reconstruction skeleton, rather
than with sliding strips. One method is as good as the other and personal preferences will dictate
which will be used by the individual student. If the reconstruction skeleton is used, the original
letters should be inserted in ink, so as to differentiate them from derived letters.

86, General remarks.—a. It is to be stated thatl the sequence of steps described in the
preceding paragraphs corresponds quite closely with that actually followed in solving the prob-
lem. It is also to be pointed out that this method can be used as a control in the early stages
of analysis because it will allow the cryptanalyst to check assumptions for values. For example,
the very first value derived in applying the principles of indirect symmetry to the problem
herein described was Hy=A4, in alphabet 1. As a matter of fact the writer had been inclined
toward this value, from a study of the frequency and combinations which H, showed; when the
indirect-symmetry method actually substantiated his tentative hypothesis he immediately
proceeded to substitute the value given. If he had assigned a different value to H,, or if he had
assumed & letter other than H, for A, in that alphabet, the conclusion would immediately follow
that either the assumed value for H, was erroneous, or that one of the values which led to the
derivation of Hy=A4, by indirect symmetry was wrong. Thus, these principles aid not only in
the systematic and nearly automatic derivation of new values (with only occasional, or incidental
references to the actual frequencies of letters), but they also assist very matena,lly in serving as
corroborative checks upon the validity of the assumptions already made.

- b. Furthermore, while the writer has set forth, in the reconstruction skeleton in Figure 33,
a set of 30 values apparently obtained before he began to reconstruct the primary component,
this was done for purposes of clarity and brevity in exposition of the principles herein described.
As a matter of fact, what he did was to watch very carefully, when inserting values in the recon-
struction skeleton to find the very first chance to employ the principles of indirect symmetry;
and just as soon as a value could be derived, he substituted the value in the cryptographic text.
This is good procedure for two reasons. Not only will it disclose impossible combinations but
also it gives opportunity for making further assumptions for values by the addition of the derived
values to those previously assumed. Thus, the processes of reconstructing the primary com-
ponent and finding additional data for the reconstruction proceed simultaneously in an ever-
widening circle.

¢. 1t is worth noting that the careful analysis of only 30 cipher equivalents in the recon-
struction skeleton shown in Figure 33 results in the derivation of the entire table of secondary
alphabets, 676 values in all. And while the elucidation of the method seems long and tedious, in
its actual application the results are speedy, accurate, and gratifying in their corrobomtlve effect
upon the mental activity of the cryptanalyst.

-d. (1) The problem here used as an illustrative case is by no means one that most favorably
presents the application and the value of the method, for it has been applied in other cases with
much speedier success. For example, suppose that in a eryptogram of 6 alphabets the equivalents
of only THE in all 6 alphabets are fairly certain. As in the previous case, it is supposed that the
secondary alphabets are obtained by sliding a mixed alphabet against itself. Suppose the sec-
ondary alphabets to be as follows:
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g{A|B|C|D|E|F|G[H|I|J|K|L|M|N|O|P|Q[R[S|T |U|V|W|X|Y|2Z
1 B Q E

|2 c L X
3 I v c
4 N P B
5 X 0 P
6 T z v

FIGURE 38.

(2) Consider the following chain of derivatives arranged diagrammatically:
H (- 8) 0 (5 8)
T (#-20) P (5-20)
E (5 X (@ 5—E (1-20) X (2-20)
Q (1-8 L (2-8)
B (1-5) C (2- 5)-»B (4-20) C (3-20)
N @5 I (3 5)
P48 V(3 8)—

—P (5-20) V (6-20)
0 (5-8) Z(6-8)
X (5- 5) T (6~ 5)—X (2-20) T (¢-20)
L (2- 8) H (¢ 8)
C (2- 5) E (#- 5)—C (3-20) E (1-20)
V(3-8 Q(1-38)
I (35 B (-5)

FIGURE 36.

(3) These pairs manifestly all belong to the same displacement interval, and therefore
unions can be made immediately. The complete list is as follows:

EX, QL, NI, LH HO BC, 02, CE, TP, PV, XT, VQ, 1B
(4) Joining pairs by their common letters, the following sequence is obtained:
. NIBCEXTPVQLHOZ. .

e. With this as a nucleus the cryptogram can be solved speedily and accurately. When
it is realized that the cryptanalyst can assume THE’s rather readily in some cases, the value of
this principle becomes apparent. When it is further realized that if a eryptogram has sufficient
text to enable the THE's to be found easily, it is usually also not at all difficult to make correct
assumptions of values for two or three other high-frequency letters, it is clear that the principles
of indirect symmetry of position may often be used with gratifyingly quick success to reconstruct
the complete primary component.

f. When the probable-word method is combined with the principles of indirect symmetry
the solution of a difficult case is often accomplished with astonishing ease and rapidity.

152018—38—6
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Skcrion IX
REPEATING-KEY SYSTEMS WITH MIXED CIPHER ALPHABETS, III
Paragraph
Solution of messages enciphered by known primary components. ————— 37
Solution of repeating-key ciphers in which the ideatical mixed components proceed in opposite directions___._. 38
Solution of repeating-key ciphers in which the primary components are different mixed sequences .. ... 39
Solution of subsequent messages after the primary components have been recovered 40

37. Solution of subsequent messages enciphered by the same primary components.—a. In
the discussion of the methods of solving repeating-key ciphers using secondary alphabets derived
from the sliding of a mixed component against the normal component (Section V), it was shown
how subsequent messages enciphered by the same pair of primary components but with different
keys could be solved by application of principles involving the completion of the plain-component
sequence (paragraphs 23, 24). The present paragraph deals with the application of these same
principles to the case where the primary components are identical mixed sequences.

b. Suppose that the following primary component has been reconstructed from the analysis
of a lengthy cryptogram:

QUESTIONABLYCDFGHJKMPRVWXZ

A new message exchanged between the same correspondents is intercepted and is suspected
of having been enciphered by the same primary components but with a different key. The
message is as follows:

NFWWP NOMKT WPIDS CAAET QVZSE

YOJSC AAAFG RVYNHD WDSCA EGNFP
FOEMT HXLJW PNOMK TIQDBJ IVNHL

TFNCS BGCRP
¢. Factoring discloses that the period is 7 letters. The text is transcribed accordingly, and
is as follows:

TZHEXMThaoaunu<hhEZ
aoa<sROOEQa<aNQR™
NWZHGopPrZrlerH=AE
rro=mEI>EP=E=R
QrCrUTEQU><KETYY
QHWZ3Z2=""9503HZ
AMGCOoOn"MUQGOU0O0

FIGURE 37.

(78)
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ALPHABET 2

ALPHABET 1

d. The letters belonging to the same alphabet are then employed as the initial letters of
completion sequences, in the manner shown in paragraph 23e, using the already reconstructed
primary component. The completion diagrams for the first five letters of the first three alphabets

are as follows:

<A AHOARNUIOMXMEALAKSPEXNODHNMEHORZ
NEHOZANM AU ALRUINXELA>ENMNODK
<A IO AR IO MEALAKNPEMNODRNEHHORZ
HOZ < XU OO NHOMELKUSEMNODRERNEK
WXZQUESTIONABLV.CDFGHJKMPR*V

These are then assem-

O AR XEALESPEMNODHNEBEHOZ <M,
NODEHNEHEHOZAMN AMOAKRUIHXEAM>ENM
ONUINHXEAKSPEMNODHNEHHO Z <M >
MEALEPEMNODRVNEBHHOZANJdI>MOARKU I
FGHJKMPRVWXZQUESTT_ONM“BLYCD

~EHZNDZR
<OO=O
T EHOHOD

FIGURE 38,
FIGURE 39.

1 2 3 4 5 6 7

NerHOZCMAHOAKRUINHDXMEA>ENMNODM
SlIEXMNODEHNBHHOZAAN 0D ARUD I HX E0LMX
NEHOZAMNMJIHOARUUIIHNDX ELEPEMNODMK
EAaREPEMMNODHNEHHOZAMNM AMOLODAKRU LD X
NABLYCDFGW_HJKMPRVWXZQUESTIO

¢. Examining the successive generatives to select the ones showing the best assortment of

high-frequency letters, those marked in Figure 38 by asterisks are chosen.

bled in columnar fashion and yield the following plain text:
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f. The corresponding key-letters are sought, using enciphering equations 6x/e=015; Gpp=
Oc/0, and are found to be JOU, which suggests the keyword JOURNEY. Testing the key-letters
RNEY for alphabets 4, 5, 6, and 7, the following results are obtained:

1 2 8 4 5 6 7
JOURNEY
NFWWPNO
HAVEDIR
SCAAETAQ
ECTEDSE
FiGURE 40.

The message may now be completed with ease. It is as follows:

JOURNEY JOURNEY
HAVEDIR SAINCEI
NFWWPNO PFOEMTH
ECTEDSE NTHEDIR
MKIWPID XLIJWPNO
CONDREG ECTIONO
SCAAETQ MKIQDBJ
IMENTTO FHORSES
VZSEYOJ IVNHLTF
CONDUCT HOEFALL
SCAAAFG NCSBGCR
THORORE s
RVNHDWD P
CONNAIS

'SCAEGNF

Fiours 41,

88. Solution of repeating-key ciphers in which the identical mixed components proceed in
opposite directions.—The secondary alphabets in this case (paragraph 6, Case B (3) (a) (II)
are reciprocal. The steps in solution are essentially the same as in the preceding case (para~
graph 28); the principles of indirect symmetry of position can also be applied with the necessary
modifications introduced by virtue of the reciprocity existing within the respective secondary
alphabets (paragraph 31p). . ,

39. Solution of repeating-key ciphers in which the primary components are different mixed
sequences,—This is Case B (3) (b) of paragraph 6. The steps in solution are essentially the same
as in paragraphs 28 and 31, except that in applying the principles of indirect symmetry of posi-
tion it is necessary to take cognizance of the fact that the primary components are different
mixed sequences (paragraph 31¢).

40. Solution of subsequent messages after the primary components have been recovered.—
@. In the case in which the primary components are identical mixed sequences proceeding in
opposite directions, as well as in that in which the primary components are different mixed
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sequences, the solution of subsequent messages!is a relatively easy matter. In both cases, how-
ever, the student must remember that before the method illustrated in paragraph 37 can be
applied it is necessary to convert ‘the cipher letters into their plain-component equivalents
before completing the pla.m-component sequence. From there on, the process of seleetmg and
assembling the proper generatrices is the same as usual.

b. Perhaps an example may be advisable. Suppose the enemy has been found to be usmg
primary components based upon the keyword QUESTIONABLY, the plain component running
from left to right, the cipher component in- the reverse direction. The following new message
has arrived from the intercept station:

MVXOX BZ2IYZ NLWZH OXIEO OOEPZ
FXSRX EJBSH BONAU RAPZI NRAMY,
X0XAI JYXWF KNDOW JERCU RALVB,
.

“AQUW JWXYI DGRKD QBDRM QECYV

QW
1 38 435 1 23 4 5°8
MVXOXB OSUMUH
ZIYZNL . QPFQKG
WZHOXTI ¢. Factoring discloses that the period is 6 and themes- E QB MU P
EOOOEP  gage is accordingly transcribed into 6 columns, Fig. 42. = WMMMW I
ZF XSRX  Theletters of these columns are then converted into their QYU VT U
EJBSHB  plain component equivalents by juxtaposing the two pri- WA HV B H
ONAURA  mary components at any point of coincidence, for ex- MK J X T J
PZINRA  ampleQ=2, Theconvertedletters are shownin Fig.43. I QP K TJ
MV XO0XA  Theletters of the individual columns are then used asthe 0 S UMUJ
IJYXWF  initial letters of completion sequences, using the P AFUEY
KNDOWJ  QUESTIONABLY primary sequence. - The final stepisthe N K CME A
ERCURA  gelection and assembling of the selected generatricess, W T DXTJ
LVBZAQ  Theresults for the first ten letters of the first threecolumns G S HQJ Z
UwWJwixy are shown below: XEAEUF
IDGRKD PCLTNC
QBDRMAQ ZHCTOZ
ECYVQW WDFSZE
Frovez &2 Frovee 4.

1 That is, messages intercepted after the primary components have been reconstructed and enciphered by
keys different from those used in the messages upon which the reconstruction of the primary components was
accomplished.




Ac4646

REF ID

82
COLUMN 2
SPQMYAKQSA

CoLUMN 3
UFBMUHJPUF

CoLUMN 1
OQEWQWMIOP

UL XEBEAMMPEMNODHRNEHHOZAAMAMODA
BENHHOZA4MAHODAKRUINDRXMEAKSPEMKNGO
BSEMNODRHRNEHEHOZ4aMN AHOARID I M
MEALADPDEXMNCCDHNBHOZAAM AXOUOAKU KL
HSMEALALRPEMNODRMNEHHOZAN A0 A KD
BNEAEHOZSAOJAMHODAKRUDNDMXMELE>DEMKNO
ARRPEXMNODERENEHHOZ«<MJdAMHOLDAEKUI DX
MO ARUUDDDXEBAMPEMNODHNEHEHOZ<
UnHhXMEAMSPEMNODR®RNEHHOZAMN.A>™0OAN
ESTIONABLYCDFGHJKMP.WVWXZQ

MO ARUDHYXELN>EMNODEHNEBEHO X
FEHOZ4M AP0 ARUIHMXELEPPEMNODR
DRHNEHHOZ<AMAMODARULIHDMEAMD>EMN
SEAMEPEMNODRHRNEAHHOZ<AAAOARKRU RS
MAHOOARUIHMELESPEMNODHNEHHO X
OOERUISHXELMES>ENNODEHENEBHEHOZ<MJ
LEPEXMNODEHNEHHOZAAMAMOD AR I DX
DHNFHOZ<AMAHOARKRUDIDXEANXK>EMN
LEPEMNODEHNEHEHOZANAMOARKU I X =
TH..ONABLYCDFGHJKMPRVWXZQUE

HEMNODHNEHHOZA4AMNAMOUOARU I DX E
Z4MAMOARUIDMEL>PEKMNODRHRNEH
OZ<CMM AP ARLUIIHXELESEMKMNODERWNE
AP EMNODRENEHEHOZA4N AMOARKUD I HMX
HWNODHNEHHOZAMN MO ARUID M EL M
DHNEHHOZAMN IO AKRUIHDXEAKPEENN
HMNODHNEBEHOZ<AMAXOAKUD L DX ELNKD>
NMEHHOZA4MAXODARUDIIHDKEAMLPEMNOD
DHNEMHHOZANAMNODARKRUD IS MEAKSEMNN
NABLYCDW.GHJKMPRVWXZQUESTI

Figure 4.

Columnar assembling of selected generatrices gives what is shown in Fig. 45,

1 2 3 4 5 8

rgnAMJd>H RN <
HPPHEKEQOJARHJ
g dHHDAQKIMK

Fi1aUure 45.
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d. The key letters are sought, and found to be NUM, which suggests NUMBER. The entire
message may now be read with ease. It is as follows:

NUMBER NUMBER ;
FIRSTC ELAYIN |
MVXOXB IJYXWF |
AVALRY GPOSIT i
ZIYZNL KNDOWJ |
LESSTH IONAND |
WZHOXTI ERCURA

IRDSQU WILLPR

EOOOEP LVBZAQ

ADRONVW OTECTL

ZFXSRX UWJWXY

ILLOCC EFTFLA

EJBSHB IDGRKD

UPYAND NKOFBR

ONAURA QBDRMQ

DEFEND IGADEX

PZINRA ECYVQW

FIRSTD

MVXOXA

FIGURE 46.

¢. If the primary components are different mixed sequences, the procedure is identical with
that just indicated. The important point to note is that one must not fail to convert the letters
into their plain-component equivalents before the completion-sequence method is applied.
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Szcrion X
REPEATING-KEY SYSTEMS WITH MIXED CIPHER ALPHABETS, IV

Paragraph
General remarks 41
Deriving the secondary alphabets, the primary components, and the key, given a cryptogram with its
plain text 42
Deriving the secondary alphabets, the primary components, and the keywords for messages, given two or
more cryptograms in different keys and suspected to contain identical plain text 43
The case of repeating-key systems 44
The case of identical messages enciphered by keywords of different lengths 45
Concluding remarks. 46

41. General remarks.—The preceding three sections have been devoted to an elucidation
of the general principles and procedure in the solution of typical cases of repeating-key ciphers.
This section will be devoted to a consideration of the variations in eryptanalytic procedure arising
from special circumstances. It may be well to add that by the designation ‘‘special circum-
stances’ it is not meant to imply that the latter are necessarily unusual circumstances. The
student should always be on the alert to seize upon any opportunities that may appear in which he may
apply the methods to be described. In practical work such opportunities are by no means rare and
are seldom overlooked by competent cryptanalysts,

42. Deriving the secondary alphabets, the primary components, and the key, given a
cryptogram with its plain text.—a. It may happen that a cryptogram and its equivalent plain
text are at hand, as the result of capture, pilferage, compromise, etc. This, as a general rule,
affords a very easy attack upon the whole system.

b. Taking first the case where the plain component is the normal alphabet, the cipher com-
ponent a mixed sequence, the first thing to do is to write out the cipher text with its letter-for-
letter decipherment. From this, by a slight modification of the principles of “factoring”, one dis-
covers the length of the key. It is obvious that when a word of three or four letters is enciphered
by the same cipher text, the interval between the two occurrences is almost certainly a multiple
of the length of the key. By noting a few recurrences of plain text and cipher letters, one can
quickly determine the length of the key (assuming of course that the message is long enough to
afford sufficient data). Having determined the length of the key, the message is rewritten accord-
ing to its periods, with the plain text likewise in periods under the cipher letters. From this
arrangement, one can now reconstruct complete or partial secondary alphabets. If the secondary
alphabets are complete, they will show direct symmetry of position; if they are but fragmentary
in several alphabets, then the primary component can be reconstructed by the application of the
principles of direct symmetry of position.

¢. If the plain component is & mixed sequence, and the cipher component the normal (direct or
reversed sequence), the secondary alphabets will show no direct symmetry unless they are ar-
ranged in the form of deciphering alphabets (that is, A, . . . Z, above the zero line, with their
equivalents below). The student should be on the lookout for such cases.

d. (1) If the plain and cipher primary components are identical mixed sequences proceeding

“in the same direction, the secondary alphabets will show indirect symmetry of position, and they

can be used for the speedy reconstruction of the primary components (Paragraph 316 to o).
(84)
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(2) If the plain and the cipher primary components are identical mixed sequences proceeding
in opposite directions, the secondary alphabets will be completely reciprocal secondary alphabets
and the primary component may be reconstructed by applying the principles outlined in para-
graph 31p. :

(8) If the plain and the cipher primary components are different mixed sequences, the
secondary -alphabets will show indirect symmetry of position and the primary components may
be reconstructed by applying the principles outlined in paragraph 31q.

e. In all the foregoing cases, after the primary components have been reconstructed, the
keys can be readily recovered.

43. Deriving the secondary alphabets, the primary components, and the keywords for
messages, given two or more cryptograms in different keys and suspected to contain identical
plain text.—a. The simplest case of this kind is that involving two monoalphabetic substitution
ciphers with mixed alphabets derived from the same pair of sliding components. An understand-
ing of this case is necessary to that of the case involving repeating-key ciphers.

b. (1) A message is transmitted from station A to station B. B then sends A some operating
signals which indicate that B cannot decipher the message, and soon thereafter A sends a second
message, identical in length with the first. This leads to the suspicion that the plain text of both
messages is the same. The intercepted messages are superimposed. Thus:

1. NXGRV MPUOF ZQVCP VWERX QDZVX WXZQE TBDSP VVXJK RFZWH ZUWLU IYVZQ FXOAR
2. EMLHJ FGVUB PRJIJNG JKWHM RAPJM KMPRW ZTAXG JJMCD HBPKY PVKIV QOJPR BMUSH

(2) Initiating a chain of cipher-text equivalents from message 1 to message 2, the following
complete sequence is obtained:

1 2 3 4 8§ 6 7 8 # 10 11 12 13 14 15 18 17 18 10 20 21 22 28 4 25 26

NEWKDASXMFBTZPGLIQRHYOUVJC

(3) Experimentation along already-indicated lines soon discloses the fact that the foregoing
component is an equivalent primary component of the original primary based upon the keyword
QUESTIONABLY, decimated on the 21st interval. Let the student decipher the cryptogram.

(4) The foregoing example is somewhat artificial in that the plain text was consciously
selected with a view to making it contain every letter of the alphabet. The purpose in doing
this was to permit the construction of a complete chain of equivalents from only two short
messages, in order to give a simple illustration of the principlesinvolved. If the plain-text message
does not contain every letter of the alphabet, then only partial chains of equivalents can be con-
structed. These may be united, if circumstances will permit, by recourse to the various prin-
ciples elucidated in paragraph 31.

(5) The student should carefully study the foregoing example in order to obtain a thorough
comprehension of the reason why it was possible to reconstruct the primary component from the
two cipher messages without having any plain text to begin with at all. Since the plain text of
both messages is the same, the relative displacement of the primary components in the case of
message 1 differs from the relative displacement of the same primary components in the case of
message 2 by a fized interval. Therefore, the distance between N and E (the first letters of the
two messages), on the primary component, regardless of what plain-text letter these two
cipher letters represent, is the same as the distance between E and W (the 18th letters), W and K
(the 17th letters), and so on. Thus, this fixed interval permits of establishing a complete chain
of letters separated by constant intervals and this chain becomes an equivalent primary com-
ponent,
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44, The case of repeating-key systems.—a. With the foregoing basic principles in mind
the student is ready to note the procedure in the case of two repeating-key ciphers having identical
plain texts. First, the case in which both messages have keywords of identical length but different
compositions will be studied.

b. (1) Given the following two cryptograms suspected to contain the same plain text:

Messace 1
YHYEX UBUKA PVLLT ABUYVY DYSAB
PCQTU NGKFA ZEFIZ BDJEZ ALVID
TROQS UHAFK

Mgzgsage 2
CGSLZ QUBMN CTYBY LQFT FLRHL
MTAIQ ZWMDQ NSDWN CBLQ NETOC
VSNZR BJNOGQ

(2) The first step is to try to determine the length of the period. The usual method of
factoring cannot be employed because there are no long repetitions and not enough repetitions
even of digraphs to give any convincing indications. However, a subterfuge will be employed,
based upon the theory of factoring.

¢. (1) Let the two messages be superimposed.

1 2 83 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20
.L.YHYEXUBUKAPVLLTABUVY
2CGSLZQUBMNCTYBVHLQFT

21 22 23 24 25 26 27 28 20 30 31 32 33 34 35 36 37 38 39 40
1. DYSABPCQTUNGKFAZEFTIZ
2FLRHLMTAIQZWMDQNSDVWN

41 42 43 44 45 46 47 48 49 50 51 52 53 54 55 56 57 58 59 €0
1. BDJEZALVIDTROQSUHAFK
2LCBLQNETOCVSNZRBJNOQ

. u

E E

(2) Now let a search be made of cases of identical superimposition. For example, L and L
6 18 30
uvu U

are separated by 40 letters, Q, Q, and Q are separated by 12 letters. Let these intervals between
identical superimpositions be factored, just as though they were ordinary repetitions. That
factor which is the most frequent should correspond with the length of the period for the following
reason. If the period is the same and the plain text is the same in both messages, then the con-
dition of identity of superimposition can only be the result of identity of encipherments by
identical cipher alphabets. This is only another way of saying that the same relative position in
the keying cycle has been reached in both cases of identity. Therefore, the distance between
identical superimpositions must be either equal to or else a multiple of the length of the period.
Hence, factoring the intervals must yield the length of the period. The complete list of intervals
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and factors applicable to cases of identical superimposed pairs is as follows (factors above 12
are omitted): :

Repetition Intferval Factors Repetition Interval Factors
1st EL to 2d EL............ 40 2, 4, 5, 8, 10. 1st TV to 2d TV............ 36 23 4,6,9, 12.
st UQto 2d UQ........___ 12 2, 3,46, 12 st AHto2d AH...._...._.. 8 24,8
2dUQto3d UQ....cccooo. 12 2, 3, 4, 6, 12. 1st BLto 2d BL ... 8 2, 4,8.
1st UBto 2d UB....__..__. 48 2,3, 4,6, 8, 12. 2d BL to 3d BL............ 16 24,8
1lst KMto 2d KM........... 24 234,68, 12, 1st SR to 2d SR.... ... 32 2,4, 8
1st AN to 2d AN............ 36 23,469, 12. 1st FD to 2d FD............ 4 2, 4.
2d ANto3d AN____________ 12 2, 3, 4, 6, 12. lst ZNto 2d ZN._________. 4 2, 4.
1lst VT to 2d VT............| 8 2,4,8. 18t DC to 2d DC........._.. 8 2,4,8.
2d VT to 8d VT..ccemneaee | 28 2,4,7

(3) The factor 4 is the only one common to every one of these intervals and it may be taken
as beyond question that the length of the period is 4.
d. Let the messages now be superimposed according to their periods:

1 2 3 4 1 2 3 4 1 2 8 4 1 2 3 4 1 2 3 4 1 2 3 4 1 2 3 4
1. YHYE XUBU KAPV LLTA BUVY DYSA BPCAQ
2. CGSL ZQUB MNCT YBVH LQFT FLRH LMTA
1. TUNG KFAZ EFIZ BDJE ZALV IDTR 0QSU
2. IQZW MDQN SDWN LCBL QNET O0OCVS NZRB
1. HAFK
2. JNOQ

e. (1) Now distribute the superimposed letters into a reconstruction skeleton of ‘“secondary

alphabets.”
Thus:

p/A|B|C|DIE|F|G|H|I|J LIMIN PIQIR|SI|IT|IU|VIW[X|Y|Z

1 L FIS 0 MY N I ciQ

2 C D B Mi|Z Q L

3 ujT WiB E A C R|V F S

4 H L w Q A|S BT N

(2) By the usual methods, construct the primary or an equivalent primary component.
Taking lines ¢ and 1, the following sequences are noted:

BL, DF, ES, HJ, IO, KM, LY, ON, TI, XZ, YC, Zq,

which, when united by means of common letters and study of other sequences, yield the complete
original primary component based upon the keyword QUESTIONABLY:

QUESTIONABLYCDFGHJKMPRVWIXZ

(3) The fact that the pair of lines with which the process was commenced yield the original.
primary sequence is purely accidental; it might have just as well yielded an equivalenf primary
sequence,
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An application of the method elucidated in paragraph 37 is made, involving the comple-
tion of the plain-component sequence for each alphabet and selecting those generatrices which

J. (1) Having the primary component, the solution of the messages is now a relatively simple
contain the best assortments of high-frequency letters. Thus, using Message 1:

matter.

ESIENNODHUNEHHOZ<AMAMOAKRS I DX 2 x
mABLYCDFGHJKMPRVWXZQUESTION
<PlIENNODHNEHHOZAMAMNOARD IS XML X
mUESTIONABLYCDFGHJKMPRVWXZQ
EHNEHOZAMAMOAKRDINMEAKSERNTD

PIEMNODHNEHHOZ<<MAMNODAKD I - M SEA X
HHOZ M AMOAOAKRULHMEALMDPENNODEHE®N
A EMNODHNEHEHOZ <M AMHOAKD T H X
OISO AR LM EAECERNODRHNEHO X <
YCDFGHJKMPRVWXZQUESTIONAB%

TERIRD ALPHABRET

< Z [ F [
A< E®nK :
S Re e B

. o R
SIHNBEHOZAR MO ARUINMELEDENMNO s“mo=o

A O AR NS EAESENNODRNEHO Z <M
MUt AR IR MELECEXNODRNEHO X
EDMNEHHOZ<M I MNOARU LI HMEALEDENNG
mHJKMPRvWXZQUESTIONAB%YCDFG

LPHABET

O HOARUIISMEAGPENNODHBNEHO Z <
Iro AR MEAEPEMNODRHNEHOZ <M
mKMPRVWXZQUESTIONABLYCDFGHJ
EXNINODRNEHEHOZAM IO ARUTHMELX>E
mYcDFGHJKMPRVWXZQUESTIONMBL

FIGURE 48
(2) The selected .generatrices (those marked by ‘asterisks in Fig. 48) are _gssemﬁled in

columnar manner:
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(3) The key letters are sought and give the keyword SOUP. The plain text for the second
message is now known, and by reference to the cipher text and the primary components, the
keyword for this message is found to be TIME. The complete texts are as follows:

SOUP TIME

T ounHBEN<WOHRNXOOHAAdWOUINwWOLINZ XXX <Kk
PRHROYUOUZPRUZ Y RN a9 <M PERCGD T
Ho AN GUI HES P2 20 Q<< I YR WU <
AMOCZ A< EP>PNHNHQIYOOPPH<HAPEY<<EHCZH>
COZuLoNMO<IMIOUNEQHAINOTWIPNINrOKZ EQ N QR
A NvvTQZ ZHN QZ O UbPOTIEREIIINHOoOTIHEZRO QF
COU IR <AV IaAOZNOHW I I<<OERE G I
O WZUNCdHEPPZHZHIXY PO IIE AR IS GOdR W TP

FIGURE 80.

45. The case of identical messages enciphered by keywords of different lengths.—a. In the
foregoing case the keywords for the two messages, although different, were identical in length.
When this is not true and the keywords are of different lengths, the procedure need be only
slightly modified. '
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d. A reconstruction skeleton of “secondary alphabets” is now made by distributing the
letters in respective lines corresponding to the 12 different superimposed pairs of numbers. For
example, all pairs corresponding to the superimposition of position 1 of Message 1 with position 1
of Message 2 are distributed in lines @ and 1 of the skeleton. Thus, the very first superimposed

1
pair is [ g; the letter Z is inserted in line 1 under the letter V. The next {} pair is the 13th super-
1

imposition, with{g; the letter D is inserted in line 1 under the letter F, and so on. The skeleton
is then as follows:

¢ |alBlc|p[E[F|ec[H[z]a[k|L]M|N]o]P]q[R]s[T|UlV|W|X]Y]|Z

1-1 |I|J| |P| |D Q|G|CIE K|O| |R|zZ

22 |H|[V|N ¢l (v W E|D|M|L|X
s 33 |E M x| (el (T{D|{a| [N R Alo
il 44 x| [ofc D|K| |AlF|Y|Q VM
§1—5 B| (T(W| |L R| |E N| [Y(Q UlA
§2‘6 0 I C D u|v| |[F|R
HIESIRRE R L[ [P [s| (D z

42 |[L|P H ulv E|[D|M F

1-3 QlJ vViwlklolx|Y M|A

24 |B J (x[plo Al [FlY

35 |N|R Y B|C|G Qls

4—6 M Lio slulv|w|x

FIGURE Bi.

e. There are more than sufficient data here to permit of the reconstruction of a complete
equivalent primary component, for example, the following:
1 4 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26

2 3 5 6 7
ITKNPZHMWBQEULFCSJAXRGDYVOY

f. The subsequent steps in the actual decipherment of the text of either of the two messages
are of considerable interest. Thus far the cryptanalyst has only the cipher component of the
primary sliding components. The plain component may be identical with the cipher com-
ponent and may progress in the same direction, or in the reverse direction; or, the two com-
ponents may be different. If different, the plain component may be the normal sequence,
direct or reversed. Tests must be made to ascertain which of these various possibilities is true.

g. (1) It will first be assumed that the primary plain component is the normal direct
sequence, Applying the procedure outlined in Par. 23 to the message with the shorter key
(Message No. 1, to give the most data per secondary alphabet), an attempt is made to solve
the message. It is unnecessary here to go further into detail in this procedure; suffice it to
indicate that the attempt is unsuccessful and it follows that the plain component is not the
normal direct sequence. A normal reversed sequence is then assumed for the plain component
and the proper procedure applied. Again the attempt is found useless. Next, it is assumed
that the plain component is identical with the cipher component, and the procedure outlined in
Par. 37 is tried. This also is unsuccessful. Another attempt, assuming the plain component

. runs in the reverse direction, is likewise unsuccessful. There remains one last hypothesis, viz,
that the two primary components are different mixed sequences.

T e
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| (2) Here is Message No. 1 transcribed in periods of four letters. Uniliteral frequency
N distributions for the four secondary alphabets are shown below in Fig. 52, labeled. 1a, 2a, 3a,
i and 4e¢. These distributions are based upon the normal sequence A to Z. But since the recon-
i structed cipher component is at hand these distributions can be rearranged according to the
! sequence of the cipher component, as shown in distributions labeled 15, 25, 3b, and 4b in Fig. 52.
h The latter distributions may be combined by shifting distributions 2b, 3b, and 4b to proper super-
f impositions with respect to 1b so as to yield a single monoalphabetic distribution for the entire message.
H In other words, the polyalphabetic message can be converted into monoalphabetic terms, thus very
considerably simplifying the solution.

MgEessage No. 1

VMYZ VABT lo. ABCDEFGHIJKLMNOPQRSTUVWXYZ
GEAU AYYU
NTPK OAYT S s . %73 R sFUSRTET S
: 2. ABCDEFGHIJKLMNOPQRSTUVWXYZ
FAYJ DKFE
IZMB NWNT - s L s
UMYK DBQK 3 ABCDEFGHIJKLMNOPQRSTUVWXY
BVFI ULAJ
i - S S ~ S5 =~ SS2¥S35._ 53>
fi VVSE LZI0 4 EBCDEFGHIJKLMNOPQRSTUVWXYZ
H OAFS UMAB
Hi KXKR OAFS
YWCA KXQP
CZOR UYMJ - < « % s s
pDozR pwqeT 1 ITKNPZHMWBQEULFCSJAXRGDVOY
DEFB DBTO
ik S~ S Es=x = -~ E oo B =
LKFE SIYS 9 ITKNPZHMWBQEULFCSJAXRGDVOY
il SMKS MIYK
I‘ FAFE UROG R T = g ;k\ g S§
'l 3. ITKNFZHMWBQEULFCSJAXRGDVOY
il KVQU MWCT
RCMY MZ22ZV -
ZVOX MVAJ 4 ITKNPZHMWBQEULFCSJAXRGDVOY
FI1GURE 82.
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" (3) Note in Fig. 53 how the four distributions are shifted for superimposition and how the
combined distribution presents the characteristics of a typical monoalphabetic distribution. -

/
b
T

1b. ITKNPZHMWBQEULFCSJAXRGEGDVO
= - - %:\ B = = - = S =
2. EULFCSJAXRGDVOYITKNPZHMWBQ
= o= = - = §=\ 3 S.é
3b. KNPZHMWBQEULFCSJAXRGDVOYIT
4b. PZHMWBQEULFCSJAXRGDVOYITKN
z s
= = =
- - ~ =8 EI__E =~ SEE
b4b 2 TS E2Es _ EEESES SESEEE_
combined ITKNPZHMWBQEULFCSJAXRGDVO

FIGURE 53,

(4) The letters belonging to alphabets 2, 3, and 4 of Fig. 52 may now be transcribed in terms
of alphabet 1. That is, the two E’s of alphabet 2 become I’s; the L of alphabet 2 becomes a K;
the C becomes a P, and so on. Likewise, the two K’'s of alphabet 3 become I’s, the N becomes
a T, and so on. The entire message is then a monoalphabet and can readily be solved. It is as

follows:

VDVTG ISWNS KOFMV LIRZZ UDVOB UUDVU
ENEMY HASCA PTURE DHILL ONETW OONEO
FMOMU UKWIS YVLFC RDSDL NSDIU ZLJUM
URTRO OPSHA VEDUG INAND CANHO LDFOR
SDIUF MUMKU WWRPZ GZUDC VMMVA FVWOM.
ANHOU RORPO SSIBL YLONG ERREQ UESTR
VVDJU MNVTV DOWOU KSLLR ORUDS ZOMUU
EINFO RCEME NTSTO PADDI TIONA LTROO
KWWIU FZLPV WVDOY RSCVU MCVOU BDJMYV
PSSHO ULDBE SENTV IAGEO RGETO WNFRE
LVMRN XMUSL

DERIC KROAD

(5) Having the plain text, the derivation of the cipher component (an equivalent) is an
easy matter. It is merely necessary to base the reconstruction upon any of the secondary alpha-
bets, since the plain text—cipher relationship is now known directly, and the primary cipher
component is at hand. The primary plain component is found to be as follows:

1 2 3 4 5 6 7 8 9 1011 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26

HMPCBL.RSW. . .ODUGAFQKIYNETYV

(6) The keywords for both messages can now be found, if desirable, by finding the equivalent
of A, in each of the secondary alphabets of the original polyalphabetic messages. The keyword
for No. 1 is STAR; that for No. 2 is OCEANS.

152018—38——7

e i T
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(7) The student may, if he wishes, try to find out whether the primary components recon-
structed above are the original components or are equivalent components, by examining all the
possible decimations of the two components for evidences of derivation from keywords.

h. As already stated in Par. 26/, there are certain statistical and mathematical tests that

can be employed in the process of “matching” distributions to ascertain proper superimpositions -

for monoalphabeticity. In the case just considered there were sufficient data in the distributions
to permit the process to be applied successfully by eye, without necessitating statistical tests.

1. This case is an excellent illustration of the application of the process of converting a
polyalphabetic cipher into monoalphabetic terms. Because it is a very valuable and important
cryptanalytic “trick,” the student should study it most carefully in order to gain a good under-
standing of the principle upon which it is based and its significance in cryptanalysis. The
conversion in the case under discussion was possible because the sequence of letters forming the
cipher component had been reconstructed and was known, and therefore the uniliteral dis-
tributions for the respective secondary cipher alphabets could theoretically be shifted to correct
superimpositions for monoalphabeticity. It also happened that there were sufficient data in
the distributions to give proper indications for their relative displacements. Therefore, the

"theoretical possibility in this case became an actuality. Without these two necessary conditions

the superimposition and conversion cannot be accomplished. The student should always be
on the lookout for situations in which this is possible.

46. Copcluding remarks.—a. The observant student will have noted that a large part of
this text is devoted to the elucidation and application of a very few basic principles. These
principles are, however, extremely important and their proper usage in the hands of a skilled
cryptanalyst makes them practically indispensable tools of his art. The student should therefore
drill himself in the application of these tools by having someone make up problem after problem
for him to practice upon, until he acquires facility in their use and feels competent to apply
them in practice whenever the least opportunity presents itself. This will save him much time
and effort in the solution of bona fide messages.

b. Continuing the analytical key introduced in Military Cryptanalysis Part I, the outline
for the studies covered by Part II follows herewith.
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Analytical Key for Military Cryptanalysis, Part 11 *

(Numbers in parentheses refer to Paragraph Numbers in this text)

402—Polyalphabetie
Systems (1, 2).

506—Periodic (2).

611—Flexible Perio-
dieity (2b) (to be taken
up later).

612—Fixed Perfodic-
ity .(2b).

L

709—Progressi be
taken up later), velto

Systems

710—Regontln¢ Key

taken up later).

506—A periodic (to be

811—With Interrelat-
ed Cipher Alphabets
(6-12).

812—With Independ-
22:) Cipher Alphabets

Alphabets

903—Normal Cfpher
(Primary
Components are both
Normal) (13-14).

1001—Direct Stand-
ard Cipher Alphabets
(13a-h; a-f; 15).

904—Mixed Cipher
élphabsts (Prlmuy

both Normal) (16, 17)

[

1002—Reversed Stand-
ard Cipher Alphabets
(134; 14g; 15).

1003—Both

nents mixed (27-30).

compo- 1004—One component '
normal (16, 17).

1 -~ |
1101—Diflerent Com- 1102—Identical Com-
ponents (38). ponents (28-30).

l

1103—Plain  Compo-
nent Normal (18-25),

1104—Plain  Compo-
- nent Mixed (26).

(31-37; 40-46).

1201—8equences pro-
ceod in same direction

tions (38; 40-46).

1202—8equences pro-
coed in opposlte direc-

*For explanaiion of the use of this chart see Par. 60 of Military Cryptanalysis, Part I.

(95)
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APPENDIX 1

TrE 12 Tyres oF CiPHER SQUARES

(See Paragraph 7)

TasLE I-B.!

Z
X

T
N

Ocp ©wn1 is A).

LMNOPQRSTUVWIXY
EHTDJUMKVALWNO

on
=m
3

xwn P
Ho s
-HHD
et
vod
B O 3y
M §
as e
O
-4}
mMm
mAF.m
2584
. E
nm &

PLAIN TEXT
ABCDEFGHIJKLMNOPQRSTUVWIXYJZ

Sl MHRNAQSE| <D=z~ Moo
xlxix|mlolo|n|n|o|e|o[=sqleln||ajHln|al=|«|z]|m|o
=|o|a|miHz|olo|lo|m|in|lala|alx| > alNn|e|o|>]=]m|x
SlzimnNiEs|lvHOEin|>ldo|mik|alolmia| X))
lElklo|ola|e|N|>|n|e|p|n|x|>=zn|x|ol-]|r|a|=]{w|io]a
ala|x|H|ola|>|ola|o|n|»|n| =] =|mn|o|k|n]|e|a]|o]|>]|=|m
Hla|o|N|zls|njo|lalHia|alre|os|a|x|z|x]ojo|n|» x| el
T lZ|amidom(kNBE O b|dlolE|lalOo|HIEK| AlE] X
midislola|=|n>|xa|oln|Hal=|>zlam|g|N|nle]|o|<|o
n|=slalgim|o|x|n|o|lo|H|a|N|e|axEla|w>]olo|x|»|>]=
o|nla|six|»|oln|zie|Nn|o|nle|s]|al>|x|a|o|Ha|alx|=
Himlsiax oz E|H|olo|jo|n|x|o|d|ixiojm|en|n|e=|=]a
Nja|d|m|o|e|z|xa|la|o|R|e|n|a|s|>]s|z| || ooz o]
gle|mlr|z|z|alo|a|m|a|N|>|v|lu|a|x|o|ex| o]~
oln|o|x|elk|<|=z||m]>o|la|Hlole|=m]|=|aloln|e|N|r|alx
glm|n|olaln|s|e|d|x|njo|n|N|Hz|o|a|<|=z|mls]|o|v|a|=
mlnlalz|aloidlal=|lo|n||n|o|Nnim|=|e]>|zx|a]olH]xz|o
nlo|leesRElapz|mxx|o/ajnlaln|xld|o|mn|e|Na]m{-
alH|z|alx|N]o]sn|Ex|a]|o|x|o|o|e|m|=|<|=z|w]|>]|o|n]a
kN|m|<l=|o|n|x|alalolmz|>|x|H]z|n]o|s>|2|x]|a]|o|v]|x
x| oln|>plolalE|e|<|z|w|z=]a | Nm|o]s|x|a|lolm|k| -]
oloju|x|m|x|ap|nlzlElX]alnln]ojvi-]al=| <] =] m]>]N]@m
zlx|H|=|lal>]nisaldalole|m|alo|o{a]o]> =] x|n]o]v
z|{x|N|ple|an|lalnls|<|z|> || n|c|H]|oln]six]aloln|oloe
dlalon|z|alu|e|o|o|sle|x|o|x|H|N|o|lu]al=| <= ]| x| -
<|m|o|alm|r|olz|H|s|x]al={=|o|n]|o|aln]e|o]| > e]x] >N
<MOVARRKOIEHSSM JIEZOMLOKENEHD>EEDHMDMN
AdX

1 This table is labeled “Table 1-B’’ because it is the same as Table 1-A on page 7, except that the horizontal

lines of the latter have been shifted so as to begin the successive alphabets with the suceessive letters of the normal

sequence,

(96)
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TABLE_ II_

Components:;

ecli (elll is A)-

Enciphering equations: 6y2=06y; Opp

PLAIN TEXT
ABCDEFGHIJKLMNOPQRSTUVWXYZ
AJATH|L]UIR]G]P[S|0[V]Y|B[X|D|E|I|M|K|Q|T|W|Z|C[F|J [N}
BlT|A|E|N|X|z|T|L|H|o/R|U[q|w|X|B|FD|J|M|P|[S|V|Y|C|6G

~1

e

D|K{O|X{U{J|S|{V|R|Y|B|E(A{G|H|L|PIN|T|W|ZIC|F|I{M|Q

cip|wlalJlc|{v|E|H|D|K[N|Q|M|{s|T|X|B{Z|F|I|L|0|R|U|Y[E]

DGNRAXMVYUBEHDJKOSQWZCFI-L?'}["
EJJIQIUIDIA|P|Y|BIX|E/H|K|G|MIN|R|VIT|Z|C|F|I|L{O[SIW

FIUIB|F|O|LIA|[J|M|{I|P|S|{V|R|{X|Y|C|GIE|K{N|Q|T|W | 2Z|D|H{

G|L{S|W|F(C|R{A|D|Z|G|J|M{I|O|P|T|XIVIB|E|H|K|NIQIU Y]

HiT|p(T|c|z|o{x|{a|wiD|G{a|{F[L{M|Q[U|S|Y|{B[E|H|K|N|R{V}
I|m|T(x|c|{p|{s|B{E{AlH|K|N[J|P|QlU|Y|W|C|F|I|L{0|R{V{zZ}

J{FIMIQ{Z(WILIUIX{T{A{D|G|C|I|J|N|R|P|V|Y|B|E/H|K|[O|S!

Klclog[n[wlTIT(R|U[Q[X|2[D|Z[F|G|K|{o[M|S(V|Y[B|E(H|L[P]

LIZ|GIK|TIQ|F|O|R|IN|U|X|A|W|C|D|H|L|{J|P|S|V|Y|{BIEII|{M¢}

- M
K

MNIX|E|I/R|O/DIM|PIL|{S|V|IY|U|A|{B|F|J|H|N|Q|T|W|Z|C|G|{K}

O\W|D|H|Q|N|C|L|O(K|R|U|X|T{Z|A|E[I|{G|M|P|S|V|Y|B[F|J

P{S|Z(D|M|{J|{Y|{H|K|{G|N|Q|T|P|V|W|AE|CII|LIO|R|UIX|B|F}

QIO|V|Z|I|F|U|D|G|C|J{M|P|IL|R|S|W/A|Y|E[H|K|{N|Q|T|X|B}|
RIQIXIBIK|H|W|F|II|E|L|O|R|{N|T|U|Y|C{A|G|J|M|P|{S{V{Z|D:

S|KIR{VIEIB|Q|Z|{C|Y{FIIILIH|N|O{S|WIU{A|D|G|J|M|P|T|X}
THOSBYNWZVCF-IEKLPTR_XADGJMQ'U
UIE|L|P|Y|V|K|T|W|S|Z|C|F|B|H|I|{M[Q|O[U|X|{A|D|{GIJ{N(R

VIB|I(M|V|S{H{Q|T|P|/W|Z|C|Y|E|F|J|N|L|{R|U|X|A|D|G|K!OD]
WIYF|J({SIPIE|NIQ|M|T|W|Z|V|B|IC|G|K|I|O|R|U|X|A|D{H|L
X|V|C|G|P|M|B|K|N|J|Q|T|W|[S|Y|Z|D|H|F|L|{O[R|U{X|{A|E|I
Y|R|[Y|C|L|I|{X|G|J|F{M|P|S{O(U|V|Z|D|B|H|{KINIQ|T|W A|E

ZNUYHETCFBILOKQRV_ZXDGJMPSWA
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TasLe ITT

Components:

N >
> O
»e =
EE
>
o <4
B >
0 X
m =
oD
)
onNn
Z B
=
I M
X W0
2 U
H =
I N
oo
o
B m
o>
O A,
mm
< [

o~
N N

O12; Opn="0¢p (G is F).

Enciphering equations: 6y,

PLAIN TEXT
ABCDEFGHIJKLMNOPQRSTUVWIXYZ
A|F|B|P|Y|R|C|Q|Z|I|G|S|E|H|T|D|J|U/M|K|VIA|L|W|N|O[X
B|X|F|B|P|YR|C|Q|Z|I|G|S|E{H|{T|D|J|UM(K|V|AIL|W|N|O
Clo|X|F|B|P|Y|R(C|Q|Z|I|G|S|E|H|{T|D|J|UM|K|V{A|L|W|N
DIN|O(X|F|B|P|YR|C|Q|Z|I|G|{S|E|H|T|D|J|U|M|K|VIA|L|W
E|W|N|O|X|F|BIP|Y|R|C|Q|Z|I|G|S|E|H|T|D(J|U|M|K|V|A|L
Fl|L{w|N{o|[X|F|B|P|Y(R|cC|Q|Z|I|G|S|E|H|T|D|J|U|M|K|V|A
G|A|L|W|N|O|X|F|B|P{Y|R|C|Q|Z|I|G|S|{E{H|T{D|J|U|M|K|V
Hi{V|A[{L|W|N|OI/X|F|B|{P|Y|R|C|Q|Z|I|G|S|E|H|T|D|J|U|M|K

J{UIM|KIVIAILIW|N|O|X|F|BIP|Y|R|C|Q|Z|I|G|S|E|H|T

IIK|V|A|L|W[N|O|X|F|B|P|Y|R|C|Q|Z|I|G|S|E|H|T|D|J|U|M
JIMIK|VIA|L|W|N|O|X|FIBIP|[YIR|C|Q|Z|I|G|SIEfH|T|D|J|U
KIU|M|K|VIA|L|W[N|O(X|F|B{P|Y[R|C|Q|Z|I|G|S|E|H|T|D|J
LIJ|UIM|K|V|A{L|[W|NIO|X|F|B|P|Y|RIC|Q|Z|I|G|S|E|H|T|D

>~ MI|D
&

¥ N|T|D|J|U/MK|V|A|L|WIN|O|X|F|BIP|Y|R|C|Q|Z|I|G|S|E|H
O|H|T|D|J|U|M|K|V|A|L|W|N|O|X|F|B|P|Y|R|C|Q|Z|I|G|S|E
PIE|H|T|D|(J|U|M|K|VIA|L|W|N|O|X|F|B|P|Y|RICIQ|Z|I|G|S
Q|S|E|{H|T|D|J|U|M|K{V|IA|L|W|N[O|X|F|B|PIYIRIC|Q|Z|I|G
R|G|S|E|H|T|D|J|U|M|K|{VIAIL|WIN|O|X|F|B|P|Y|R|C|Q|Z]|I

S{I|G|S|E|H|T|D|J|U|M|K|VIA|LIWINIOIX|F|B|P|Y|R|C|Q|Z
T|{Z|I|G|S|E|H|T|D|J|U[M|K|V|A|L|W|N|O|X|F{B|P|Y|R|C|Q
UIQ|Z|I|G|S|E|H|T|D|J|UIM|K|V]A[L|(W|N|O|X|F|B[(P|Y|R|C
V{C|Q|Z|I|G|S|E|H|T|D|J|U|(M|K|V|AILIWIN|O|X|F|B{P|Y|R
WIR|C|Q|Z|I|G[S|E[H|T|D|J|U|M|K|V|A|L|W|(N|O|X|F|[B|P|Y
X|YIR|C|Q|Z|I|G|S|E|H|T|D/J|U(M|K|V|A|L/W(N|O|X|F|B|P

Y|P|Y|R|C|Q|Z|I|G|S|E|/H|T|D|J|U|M|K/VIA|L|W|N|O|X|F|B
Z|BIPIYIRICIQIZIT|GISIE|H|TIDIJIU|MIK|V|AIL|{WIN{O|X|F
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TasLE IV

G
Q

Enciphering equations: 6y;=015; 6pn=0en (Oy3is F).

Components:

PLAIN TEXT
ABCDEFGHIJKLMNOPQRSTUVWIXYZ
A|U|B(F|O|L|A|J|M[I|P|ISIV|R|X|Y|C|G|E|K|N|{Q|T|W|Z|D|H
B|V|C|G|(PIM|B|(K|N|J|Q|T|W|S{Y|Z|D|H|F|L|OIR|U|X|A|E|I
C|W|IDIHIQ|N|C|L|O|(K|RIUIX{T|Z|A|E|I|G|MIP|S[V|Y|BI|F|J
D|X|E|I|R|O|D|M|P|L|S|V|Y|U|A|B|F|J|H|N|Q|T|W|Z|[C|G|K
E|Y|F|J|S|PIE[N|Q[M|T|W|Z|V|B|IC|G|K[I|O|RIU|X]A[D|H|L

FIZ|GIK|T|Q[F|O{R{N|U|X|A|W[C|D|H{L|J|P|S|V]|Y|B[E|I|M|
GI{A|/H|LIUIR|G|P|S|O|V|Y|B|X|D|E|I|M|K|{Q|T|W|Z|C|F|J|N
H|B|I(M|VIS|H|Q|T|P|W|Z|C|Y|E(F|J|NIL|R|U(X|A|D|G|K|O
I|{C|{J|N[W|T|I|R|U|Q|X|A|D|Z|F|G|K|O|M|S|V|Y|B|E|H|L|P

JIDIK|OIX|U[J|[S|V(R{Y|B|E|A|G(HIL|P|N[T|W|Z|C|F|I|M|Q}
KIE|L|P|Y|VIK|T|W|S|Z|C|F|B{H|I{M{Q|O|U|X|A[D|G|J|N|R
LIFIMIQIZ|WIL|{U|X|T|A|D(G|C|I|J|{N(R|P|(V|Y|B|E|{H{K|OIlS

MIGINIR|A|X|M|V|Y|U|BIEH|DIJ|K|O|S|Q[W|Z|C|F|I|L|P{T}
N|H|OISIB|Y(N|W|Z|V|C|F|I|E(K|L|(P|T|R|X|A[D|G|J|M|Q|U

AN

O|I|P|T|C|{Z|O|X|A|{W|D|G|J|FIL{M|Q|U|S|Y|B/E{H|K[N|R[V{
P|JIQ|U|D|A|P|Y|B|X|E|H|K|{G|M|N|R|V|T|Z|IC|F|I|{L|0O|S|W
Q|K|R|V|E|B|Q|Z|C|Y|F|I{L|{H|N|O|SIW|U|A|D|G|J|M|P|T|X
R|LIS|W|F|C|R|AIDIZ|G|J(M|I|OIP|T|X|V|B|E/H|KINIQ|U|Y
SIMIT|X|GID|SIB|E}|A{H{K[N|J|PiQIU[Y|W|C|{FII{L|O|R|V|Z
TIN|{U|Y|H|E|T|C|F|B|I|L|O[K|Q|RIV|Z|X|D|GIJ|M|P|S|W|A
UjoO|VIZ|I|{F|U|D|G|(C|J{M|P|L|RIS|W|A|Y|E(HIK|N[Q|T|X|B
VIP|WIAIJ|G|VIEIHD|K|{N|Q|M|{S|T|X|B{Z|F|I|L|OIRJUiY|C
WiQIXB|K|H|W|F|{I|EL|O|R|{N|T|U|Y|C|A{G|J|M|{P|{S|V|Z|D
XIR|Y(C|L|IX|G|J|F|M|PIS|0/UIVIZ|D|BIHKIN|Q|T|W|A|E

T e

Y|S|Z|D|M|J[Y|HIK|GIN|Q|T|P|V|WIA|E|C|I|LIO|R|UIX|BI|F
ZTAENKZILHORU_Q__W_X_BFDJ_MPSV_Y_CG
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REF ID
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0
D
Bop (641 is A).

100

TaBLE V
L
E

PLAIN TEXT

G
Q

ABCDEFGHIJKLMNOPQRSTUVWIXYZ

c
P
Enciphering equations: Oy;=0p,; 6in

Components:
MIM|UIJ|D|IT|H|E|S|G|I|Z|Q|C|R|Y|P|{B|F|{X|O|N|W|[L|A|ViK}

AlA|V|K|M|U|JID|T|H|E{S|G|I|Z|Q|C|R|Y|P|B|F|X|O|N|W|L
B|B|F|X|O|NIW|L|A|V|K/M|U|J|D|T|H|E|S|{G|I|Z|Q|C|R|Y|P
c|c|R|Y|P|B|F|X|o|N{W|L|A|V|k|M|U|J|D|T|H|E|S|G|I|Z]|Q
D|D|T|/H|E|S|G|I|Z|Q|C|R|Y|P/B|F|X|O|N|W|/L|A|V|K|M|U|J
E|E|S|G|I|[Z|Q|C|R|Y(P|B|F|X|O(N|W|L|A|V|(K|M|U|J|D|T|H]|
F|F|X|OIN/W/L|A|V|K|M|U|JID|T|H|E|S|G|I|Z|Q|C|R|Y|P(B
G|G|I|Z|Q|C|R|Y|P|B|F|X|O|N|W|L|A|V{KIM|U|J|D|T|H|E|S
HI|H|E|S|G|I|Z!Q|C|R|Y|PIB|F|X|O|N|W|L|A|V|K/M|U|J|D|T
I|I|Z{Q|C|R|Y|P|B|F|X|O|N|W|L|A|[V|K|M|U|J|D|T|H|E|S|G}
J|J|DIT|H|E|S|G|I|Z|Q|C|R|Y|P|B|FIX|O/N|W|L|A|VIK|M[U
K|K|M|{U|J|D|T|H|E|S|G|I|Z|Q|C|R|Y|P|B|F|X|O|N|W/L/A|V]
L|L|A|V|K|M|U|J|D|T|HIE|S|G|I|Z{Q|C|R|Y|P|B|F|X|O(N|W|
N|{N|W|L/A|V|K|M|U|J|D|T|H|E|S|G|I|Z|Q|C|R|Y|P|B|F|X]|O

A3

O{O|{N{WILA[VIK|M|U|J|DIT|H|E|S|G|I|Z|Q|C|{R|Y|P|B|F|X]
P{P(Bi{F(X{O|N|W/ L{A{V|K|M|U|J|D|T(H|E{S|G(I|Z|Q{C|R|Y
Q[QICI{R|Y|P|BIF|X|O(NIW|L|A/V|K|M|U|JID|T|H|E|S|G|I}|Z

RIR|Y|P|B[{F|X|O(N|W(L|A|V|K|M|U|J|D|T|H|E|S|G|I|Z|Q|C}
S|{S|{G|TI|(Z{Q|C|R|Y|P|B|F|X|O|N|W|L|A[V|K{M{U|{J|D|T|H|E
T{T|{H{E(S|G|I{Z(Q|C(R|Y|P|B(F|X(O(N|W|IL{A|V(K/M|U|J|D
UIU|J|D|T|HIE|S|GII|Z|Q|C|R|Y|P|B|F|{X|O|N|W|L|A[V{K|M

VIVIK{M{U|J|DIT|H|EIS|G|I|Z|Q|C|(R|Y|P|B|F|X|{O|N|WIL{A}
W|W|L|A|V|IK|M|U(J|D|T|H|E|S|G|I{Z|Q|C|R|Y|P|B{F|X|O|N
X|X|O[N|W|L{A|VIK|M(U|J|D|T|{H|E|S|G(I|Z{Q|C|R|Y|{P|B|F
Y|Y(P|B|F|{X|O|N|W/L|A[V|K|M|U|JID|T|H|E!S|G|I|Z|Q|C|R
Z|ZiQICIR/Y/PIBIFIX|O|N|W/LIA|V|IKIM|{U|JID|T/HIEISI|G|I
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REF ID

101

Tasre VI
L
E

Components:
(1)
2)

Enciphering equations: 6.

Oon; ©1n=06pp (By, is A).

‘PLAIN TEXT
ABCDEFGHIJKLMNOPQRSTUVWIXYZ
Ala|T|P|G|J|U|L|TI|M|F|c|Z|D|X|W|S|O|Q|K|H|E|B|Y|V|R|N
Bi{H|A|W|N|QB|S|P|T(M|J|G|K|E|D|Z|V|X|R|O|L|I|F|C|Y]|U
C|LIE|IA|R|UIF|W|T|X|Q|N|K|O|I|H|D|Z|B|VIS|P|M|J|G|CI|Y
D|U(N|J|A|D|O|F|C|G|Z|W|T|X|R|Q|M|I|K|E|(B|Y|V|{S|P|L[H

E|RIK|G|X|A|L[C/Z|DIWI|T|Q|U|O|N|J|F|H|B|IY|VIS|PIM{I|E}
F|G{Z{VIM|PJA|R|O|S|L|I|F|J|D|C|Y{U/W{Q|N|K|HIE{B|X|T
G|P|II|E|V|Y|J|AIX|B{UIR|O|S|MIL{H|{D|F|Z|WIT|Q|N|K|G|C
H|S|L(H|YB/M|D/AIE{X|U|R|V|IP|OK|G|I|C|Z|W|T|Q|N|JI|F
I|O|HID|U|X|I|Z|W(A|T|Q|{N|R|(L|KJG|C|E|Y|V|S|P|M{J|F|B

J|VI|O|(K|B|E|P|G|D|H}IA{X|U|Y|S|{R{N|J|L[F|C|Z{W|T|Q[M|I]
K|YIRIN|E[H|S|J|G|K|D|A|X|B|V|UIQ|M|{O|I|F|C|Z|W|T|P|L
LIBIU|Q{H|K|VIM|J|N|G|D|A/E{Y(X|T|P|R|L|I|{F|C|Z|W|S|O

AH

MIX|QIM|DIG|R|I|F|J[C|Z|W(A|UIT(P|LIN|H|EIB{Y[{VIS}{O[K

N|D|WIS|[JIMIX|O|L|P|T|F|C|G|A|{Z|VIR|T|IN|K|H|E|B[Y[U{Q

b |

O|E|X|T|K|N/Y|P|M|Q|J|G|D|H|B|A|W|S|U|O|L|I|F|C|Z|V|R
P|I|B|X{O/R|C|T|Q|U|NIK|H|L|({F(EIAW|Y|S|P|M|J|G[D|Z|V
QIM|F|B|(S|V|G|X|U|Y|R|O|L|P|(J|I|E{A(C|W|T|Q|N|K|H|D|Z

RI{K|D|Z|Q{T|EIV(S{W|P|M|J(NJHIGIC|Y[A|U|R|O|L|I{F|B|X}
SIQ|J|FIW|IZ[KIB|Y|C|V|S|P|TIN|[M|I|E{G|A|X|U|R|O|L[HID
TIT|M|I|Z|C|N|E|B|F|Y|V|S|W|Q|P|L/H|J|D/IA|X|UIR|O|K|G
U(W|P|ILIC|F|IQ[(H|E|I|B|Y|V|Z|T|S{O(K|{M|G|D|{A|X|U[R|N|J

VIZiS|O|F|I|TIKIH|L|E|B|Y|CI{W|V|R|{NIPIJIGIDjAIX|UIQM
WI|C|VIR[I|L|W/N|K{O(H|E[W|F|U|T|U|Q|S{M|J|{G|D|V|X|T|P
X|F|Y/UILIO|Z|Q/N|R|K/H|A/I|C|B[X|T|V|PIM|J|G|DIAIW|S

Y|J|C|Y/P|S|D|U|R|V|O|L|I{M|G|F|B|X|Z|T|Q|N|KH|E|A|W
ZINIGICITIWIHIY|V|Z|S|P|M|Q|K|J|FIB|D|X|U/RIOL|I|EA




A64646

REF ID

2

102
TasLe VII

Components:
0]
@)—

Opn1; ©12=0cn (ella is F).

Enciphering equations: ©yp

PLAIN TEXT
ABCDEFGHIJKLMNOPQRSTUVWIXYZ
A|GIH|I|J|K|L{M{N|O|PIQ|R|S|T|U|VIW|X|Y|Z/AB|C|D|E|F
B|Z|A|B|C|D|E|F|G{H|I|J|{K|L|M|N|OIP|{Q|R[S|T|UIV|W XY
C{V|{W(X|Y|{Z{A|B|C(D(E|F|G/H|I|J/K|L(M/N|O(P|QIR|S|TU
D{M|N(O|P|Q|R|S|T|U|V|W|X|Y|Z[A|B|C|ID|E|F|G|H|I|J|K|L
E|P[Q|R|S|T|U|V|W|X|Y|Z|A|B|C|D|E|[F|G|H|[I|J|K|L|M|N|O
F|A|B|CID|E(F|G|H|I|J|K|L|M|N|O|P|Q[R|S|T|U|VIWIX|Y|Z
G|R|S{T|U|V|W|{X]|Y{Z|A|B|C|D|E|F|GIH|I|J|K|{L({M|NIO|P|Q
H|O|P|QI|R|S|T|U|V|W|X|Y|Z|A|B|(C|D|E{F|{GIH|I|J[K|L|M[N
I{s|T|U|V|(W|X|Y|Z|A|B|C|D|E|F|G|H|I|J|K|L|M|NO|P|Q|R
JIL|{M[(N|O|P|Q|R|S|T|(U|{V|WIX|Y|Z|A[B|C|D|IE|F|G|H|I|J(K
K|I|J|K|L|M|N|O|PIQ|R|(S|TIU|V|W|X|Y|Z|A|B|C|DIE(F|G|H
L|F|G/HII|JIK|L|MIN/IO|PIQ|R|S|T|U|VIW X|Y/Z|A|BIC|D|E
M|JIK|L|M|N|O|PIQ|R|S|{T|U{V|W|X|Y|Z|A|B|C|(D|E|F[G|H|I
N|D|E|(FIGIH|I|{J|KILIM|N|(OIP|Q|R|S|T|U(V|W|X|Y|Z|AIB|C

O|C|D|E|F|{G|H{I|{J|K|L|M|N|O|P|Q|R|S|T|(U|V|WIX|Y Z[A|B
P|Y|Z|A|{B|C|D|E|F|GIH|I|J|{K|L|M{NIO|P|Q[R|S|T|U|V|W|X
QiU|V(WIXIY|Z|A|B|C|D|E|F|G|H|I|J|KIL|M|N|O|P|Q|R|S|T
RIW[(X|Y{Z|A|B|C|D|E|F|G(H|I|J[K|L{M{N|O|P|Q|R|S|T(U(V
S|Q|R|S|T|U|V[W|X|Y|Z|A[B|C|D|E|F|GHII|J|K|LIMIN/O|P
T{N[O|P|Q|R|S|T|U|V|W|X|Y|Z|A[B|C|D|E|F|G|H|I|JIKILM
UJK|L|M|N|O|P|Q|R|S|T|U|V|W|X|Y|Z|A|B|C|D|E|F[G|HII|J
VIH|I|(J|K|L|M|N|O(P|Q|R|S|T|U(V|W|X|Y|Z|AIB|C|D[E|F|G
W|E|F|[G|H|I|J|K|L(M|N|OIP|Q|R|S|T|U(V|W|X|{Y|Z|A[B|C|D
X|B|C|{D|IE|F|G|H|I|J|K|L|M|{N{O|P|Q[R[S|T|UIVIWIXIY|Z|A
Y|{X|Y|{Z|A|B|C|D|E|F|G(B|I|J|K|L|M|N|O|P|QiRIS|IT(U|V(W
Z{T|lu|vIwiX|Y|Z|A|BICID|E[F|GIHII|{J|KIL|M|NIO|PIQIR|S

AdTX

ALt SR &
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REF ID

103

TasLe VIII

Componets:

N 4
> O
M=
EE
>l
= <
B>
n X
@ =
oD
[ e
(ol al
= B
= T
B
x w0
DU
HH
I N
U o
O
A
a >
O
Mm o
< [

~ ~
N’ Nt

Enciphering equations: ©ys=0en; 815=0;,1 (Oy2 is F).

PLAIN TEXT
ABCDEFGHIJKLMNOPQRSTUVWIXYZ
Alulviw[X[Y[Z]A[B[C|D[E|F|G|H|I|J |K|L|M|N|O|P|Q|R|S|T
B{Blc|p|E|F|c|u[T|J(k|L|u|N|o[P|a|R|S|T[U([V|Ww|x[Y[z]a

C|F(G/H|I|(J|K|L|M|N/O|P|Q|R|S|T|U|V|W|X|Y|Z|A|B|C|D|E
D|O{PIQR|S(T|U|V(W|X|Y|Z|A|B|C|D|E|FIG|H|I|J|K|L[M|N
E|LIM|NIO|P|Q|R|S|T|U|V(W|X|Y|Z|A|B|C[D|E{F|G|H|I|J|K
F|A[B|C|D|E|F|G|B|I|J{K|LIM|N|IO|PIQ|R|S|T|U|V|W|X|Y|Z
G|JIK|L|M)NIO|P|Q|R|S|T|U|VIW|X|Y|Z|A|B|C|D|E|F|G|H|I
HIMINIO|P|Q|R|S{T|U[VIW|{X|YIZIA|B|C|D|E|F|GIH|I|J|K|L
I|{I|J(KILIMINIOIPIQ[R[S|T]U|VIW(X|Y|Z|A|B|C[D|{E|F|G|H
J{P|QIR|S|T|UIV{W|X|Y|Z|A|B|C|D|E|FIG(H{I|J|K|L[M[N|O

K|S|T{U{V|(W|X|Y|Z|A|B|C|ID|E|F|G|H{I|J|K|L|M|N[O|P|Q|R
LI{V|W|X|Y|Z|A[B|C{D|E|F|G|H|I|J(K|L|M[N|O|P|[Q|R|S|T|U
M MiR|S|T|U|(V|W|X|Y|Z|A|B|IC|/D|E|F|G|H|I|J|K|L|M|N[O(P|Q

el

q

N|X|Y/Z|A|B|C|D|E|F|G|H|I|J|KIL|M|N|O|P|Q|R|S|T|U|V|W
O]Y|Z}A|B{C|D|E|F|G|H|I|J|K|LIM|N|O|P|Q|R|S|T|U|V|W|X

PICIDIE|(F|GIH|I|JIK|{LIMIN|OIP|QIR|S|T|UlV|W|X|Y|Z[A|B]
QIGIH|{I|JIK|L{M|N|o|P|Q|R[S|{T|U|Vv|w|x|Y|Z|A|B|C|D|E|F
RIE|F|IGH|I|J|K|LIM[N|{O|P|Q|R|S|T|U{V|W|X|Y|Z|A|B]|C|D
SIK|L|M|N[O|P|Q|R|S|T|U|V|W|X|Y|Z|A|B|C|D|E|F|G|H|I|J
T|N|o|P|Q[R|S|T|U|V|W|X|Y!Z|A|B|C|D|E|F|G|H|I|J|K|L|M

UJQ|R|S|T|U|V|IW|X|Y|Z|A|B|C|D|E|F|G|H|I|{J|K|L|M|N|O|P
V|T|U|V|W|X{Y|Z|A|B|CID|E|F|G|H|I|J|K|L|M|N|O|P|Q|R|S

WI|W ) X|Y|Z|A|IB|C|D|E|F|GH|I|J|K|L|M|NIO|P|Q|R|S|T|U;|V
X|ZIAIBICIDIE|F|GIH|I|J|K|L|MINIO|P|Q|RIS|ITIU|V|W|X!Y
Y{DIE|F|GI/H[I|[J/K{LIM|N{O{P|[QIR|{S|T|U|V|W|[X{Y|Z|A|B|C

ZIHII|JIKILIM|N|O|P|Q|RIS|TIU|V|W{X|Y|Z|A|B|C|D|E|F|G
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REF ID

104

TasLe IX 3

P
I~
g
S
f=5
g
&)

=0,p (011 18 A).

=6pp2; O1n

Enciphering equations: Oy,

S|T|M{L

PLAIN TEXT

ABCDEFGHIJKLMNOPQRSTUVWXYZ

A|A/B|C|D|E|F|G|H|{I|J|KIL(M|N|O|/P|Q/R{S|T|UIV|W|X|Y|Z
B|V|F|R|T|S|X|{I|E|{Z|D(M|A|{U|W|N|B{C|Y|G|H|J|K|L|O|P|Q
C|K|X|YH|{G|0O{Z|S|Q|T{U|V|J|LWFR{P/I|EDMANB|C
D|M[O|P E|I|N|Q|{G|C|H|J|K|{D|A|L|X|Y|B|Z|S|T|U|V|W/FIR
E|U|N|B|S|{Z|W|C|I|R/E|D|M|T|V|A|O|PIF|Q|G|H|J|K|LX|Y
F|J|W|F|{G|Q|L|R|Z|Y|S|T|U|/H|K|V|N|B|X|C|I E/D/M|AO|P
G|{D|L|X|I|C|A|Y|Q|P|G|H|J|EM{K|W|F|O|R|Z/S|T|U|V|N|B
H|T{A|O|Z|R|V|P|C|B|I|E|D|{S|U|M|L|XIN|Y|Q|G|H|J|K|W/F
I|H|VIN|Q|Y|K|B|R|F|Z|S|T|G|J|U|/A|O|W|P|C|I|E|DIMIL/X
JIE|K|W|C|P|M|F|Y|X|Q|G|H|I|D|J|V|N|L|B|R|{Z|S|T|U|A|O
K|S|M|L|R|B|U|(X|P|O|C|I|E|Z|T/D|K|W|A|F|YQIG/H|J|V|N
S L|{G|U/A|Y|F(J|/O/B/N/R|/ZIS|Q|H|T{M|{L/V/X/P/C/I E|D KW

=

N|Z|D|K|{B|O|T|W{X|L|P|C|I|R|SI|E|J|V|M|NIF Y Q|G|H|U A
O|Q|T|M|FIN/H|L|O|A|B|/R|Z|Y|G|S|D KU WX|P|IC|IEJ|V
P|C|H|U|X|{W|/E|A|N|V|F|Y|Q|P|I|G|T|M|JIL|IO|B|R|Z|S|DK
Q|R|E|Jg|o|L|{s|v|w|k|X|P|C|B|Z|I|H|U|D|A|N|F|Y|Q|G|T|M
R|Y|{S|D|N|A|G|K|L{M|OB|R|F(Q|Z|E|J|T|V|W|X|P|C/IIH|U
S|P|G|T|W|V|I|M|A|UIN|IF|Y|X|C|Q{S|D|/H|/K|L|O|B|R{Z|E]J
T|B|I|H|L|K|{Z|U|V|J|W|X|P|O|R|C|G|T|E/M/ANIF|Y|Q|S|D
UIF|Z|E|]A|/M{Q|J|KID|L|O|B|N|Y|R|I|H|S|U|VIWX|P|C|G|T
V|{X|Q(S|V|U|C|DIM|T|A|N|F|W|P|Y|Z|E|G|J|K|L{O/BIR|I|H
W|{O|C|G|K|J|R|TIUIH|V|W|X|L|B/P|Q|S|I|D/M|A|N|F|Y|ZE
X|N/R|I|M|D|Y|H|{J|EK|L|O|A|F|{B|C{G|Z|T|U|V|W|X|P[Q|S
Y|{W(Y|Z|U|T|P|E|D|S{M|A[N|V|X|F|R|I|Q/H|JIK|IL|O|B|C|G
Z|L|P|Q|JIH|BIS|T|G|U|V|W|K|O(X|Y|Z/CIE{D/MIA[NIFIR|TI

M M|I|J|V|PIX|DIN|IFIWIY/Q|G|C|E|H|U|A|K{O|BIR|Z

2 An interesting fact about this case is that if the plain component is made identical with the cipher eom-

.), and if the enciphering equations are the same as for Table 1-B,

then the resultant cipher square is identical with Table IX, except that the key letters at the left are in the

ponent (both being the sequence FBPY ..

In other words, the secondary cipher alphabets produced

by the interaction of two identical mixed components are the same as those given by the interaction of a

order of the reversed mixed component, FXON ... .
mixed component and the normal component,
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"REF ID

108
TasLE X?

Components:

O2; ©1n=6ypp (B4 is A).

Enciphering equations: 6y,

PLAIN TEXT

ABCDEFGHIJKLMNOPQRSTUVWIXYZ
A|A|B|C|D|E|F|G|H|I|J|K|L|{M{N|O|P|Q(R|S|T|U|V|W|X|Y|Z
B|L|P|{Q|J|H|B|S|T|G|U|V|W|K{O|X|Y|Z|C|E|D|M|A|N|F|R|I
c|wly|(z|u|T|P|E[D|[S|M|A|N|V|X|F|R|I|Q|H|J|K[IL|O|B|C]|G
D|N|RII|M|D|Y|H|J|E|K|L|O|A|F|B|C|G|Zz|T|U|V|W|X|P|Q|S
E|0|C|G|K|J|R|T|U|(H|V|WIX|L|B|P|QIS|I|D|/M|A|N|F|Y|Z|E
F|X|Q|S|V|U|C|D|M|T|A|N|F|W|P|Y|Z|E|G|{J|K|L|O|B|R[I|H
G|F|Z|E|A{M|Q|J|K!D|L|O|B|{N|{Y|(R|[I|H|S|U|V|W|X{P|C|G|T
H|B|I|H|L|K|Z|U|V|{J|(W|X|P|O|R|C|G|T|E|{M|A|N|F|Y|Q|S|D
I|PIG|T{W|V|I|M|A|{U|N|F|Y|X|C|Q|S|D|H|K|L|O|B|R|Z|E|J
J|Y|S|D|N|AjG|K|L(M|O|B|R|FI|IQ{Z|E|J|T|V|W|X|P|C|I|H|U
K|R|E|J|O|L|S|V|W|K|X|P|C{B|Z|I|H|U|D|A|N|F|Y|Q|G|T|M
L|C|/H|U|X|W|E|A|N|V|{F|Y|Q|P|I|G|T|M|J|L{O|B|R|Z|S|D|K
“M|Q|T|M|F\NHILIOABIRIZ|Y|G|S|DK|UWXPIC|I|E|J|V

“ N{Z|DIK|B|O|T|W(X|L|P|C|I(R|S|E(J|V|M|N|F|Y|Q(G|H|U|A

O{I{J{V|P|X|DIN|F|W|(Y|Q|G|CIE|H|U|A|K|O|B|R|Z|S|T|M|L
P|G|U(A|Y|F|J|O|B|N|R|Z|S|Q|H|T[M|L|V|X|P|C|I|E|D|K|W
Q|S|M|L(R{B|U|X{P|O|C|I|E|Z|T|D|K|W/AF|YQ|G{H|J|V|N
RIEIKIWI{C|PIM{F|YIX|Q|G|H|I|DIJ|VINIL{BIRIZ|{S|TIUJAIO

S{H|VINIQ|Y(K|B|R|(F|Z|S|T|G|J|U|A|O|/W|P|C|I|E{D|M|L|X
T|T|A|O|Z|R{V|P|C[(B|I|E(D|S|U(M|L|X|N|Y|{Q|G|H|JIK|W|F
UID|ILIXII|C[A|Y|Q|P|G|H|J|E|M|K|WIF|O|RI!Z|S|T|{U|V|NIB

Cm e e

VIJ|WFIGIQ|L|R|Z|Y|S|T{U/H|K|V|N|B|X|C|I|E|D|MIA/O|P

WIUIN|B|S|Z|W|C|I|R|E|D|M|T|V|A|O|P|F|Q|G|H|JIK|IL|X]|Y
X{M[O|PIE|I|N|Q|G|C|/HIJIK|ID|AIL|X|Y|B|Z|S|T|U|V|W|F|R
Y|KIXIY H|G|0O|Z|S|Q|T|U|V|J|L|W|F|R|P|I|E/DIM|/A[N|B|C

ZIVIFIR[T|SIX|I/E|Z|D|M|A/U|W|N|B|C|Y|G|H|J!K|L|OIP|Q
3 Footnote 2 to.Table IX, page 104, also applies to this table, except that the key letters at the left will

follow the order of the direct mixed component.

+ T e ——————..
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REF ID

N |a[o[se[=]>[n[<|m[o[ala[m|a[x[R]-|x]a]={=]o|n]o[x]n
HM “XYZABCDEFGHIJKLMNOPQRSTUVW
ot o WBCDEFGHIJKLMNOPQRSTUVWXYZA
e Me|o|m|Hls|dalz]zo|a|o|a|n|e]o|>|=]x]>]n]<t|r]o]a
> = minn(xal=s[z|o|a]|ox|n|e|o|> x> [N<|a|o]a|m| v
D« o |xlal=|z|oln|o|xe|n|u|p]s |z >|N|<tn|v]a]m|w]o][x]H]
&> ([ Z|oln|aie|n|eD|>|EM>Na|lalo|a|la|k|o|m|R]n]xial=
ax . n |orlu|a]o|> =M= N|<(alo|alm|e|o|z|~]=|x[a=]={o]~
“M M m |ElxxNaln]o|alm n|olziA]slixals{z]|o|ln]o|gn|w]o]>
0 e o |ple|e|x|mn|<|alola|m|m|o|mjH|=]xal=|=z|o|a]c|x]n]=
oa & o miNj<|mo|alp|a|lo|m|Hn|x]al=|=z|o|n|o||un|e]o]> =]
o ze 5 | B o |v]ajuslo|z]H]s|x]al=]z]o|a]aolx]un|a]n]>|=]x]|x|N]<|x
%v“ 2z § | B =z |au|eo|z[q|s|x[al=]=o]a]ox|un|a]n]> === n|<|mn|o
~ ~ & s |z =|nlx[al=|=lola|o|x|u|e|o]>z|x]>|N]<|m[o]a]u]|x|s]=]|H
& MH 2 | 5 A |=lelzln]s]x|al=[=z]o|n|ofx|n|uo|>=]x]>|N]|<[a]o]a]=
e @& |7 xHsx]al=lz|o|a]olalnle] o= =R N <|n]o]ala|m|o|x
zn n |al={=z|o|ja|oiuk|nla|o|sBx=]Nn|w|a|o]a[m|m|o|z[H]» ]~
vo & H |n]e]o]e|E|x|>| | <|alo]ala|m]o|n -] = x|a|=2]|=]o|a ]|
= O m I |o|aoen|EiD|iesidHNgnoQROIR(HIRIMA =S
e g o |ln|e]o|>|e[x]>[n]<|nlo|a]a|w|o]m|H]=|x]a]=]z|c]u|e
MH W E|<lmnjolajd|eloln]R]sdalg|=z]lo|an|o|a|n|e|n]s>|z] x>~
# mm g M |anox|n D> EH > N<dnoaEno|RH| | Ma[=|=|o
8§ <t 5 a |=|=zloln|om|nla]n|=|e]x]>|n|<|n[o]|alm|w|v|zH]=]x]a
m.mm.m. o sk Nj<|n|o|alm|r|o[z[H]=]x[a]=]l=zlo|a[o|x]n]e=]D
m m m|N(<|aloaR|O(niRA(dAS Zonodi|n|eIDSE] ] >
&) = < (UITnH»IMAZR | Z|Oo/aod||HDI>IEIMININ<@OlA|E] R
<M OUARHRKOIHSSMJIdSEZO0OALON NED>EDMDMN

XA
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TasrLe XII

REF ID

N
> o
M=
==
> el
D o<
B >
0 x
e =
oD
(e
onQ
Z
=T
- =
xn
U
H
N
(& e 4
O
B
o>
O A
M m
<

N~
N

Ocn; O1n=6pn (Oy/zis F).
PLAIN TEXT

Components:

R|Y|P|B|F|X|O|NIWILIA|V|K|M|U|JD|TIH|E|S|GII|Z|Q

C/|R|Y PIB|/FIX|O|N|(W|L|A|V|KIM|U{(J|D|T/H|E(S|G|I|Z
1ZiQIC|R|Y|P|B|/F|X|OIN|W|IL|A!V(K|M{U|J,D|{T H|E|S|(G|I
I|lr|{z[Q|C|R|Y|P(B|F|X|O|N{W|L|A|V|K|M|U|J|D|T|H|E|S|G
J|G|I{Z|Q|C|R|Y|P|B|F|X|O|IN|W|L|A|VIK|M|U|J|D|T|H|E|S
KIS|G|I|Z|Q|C|R|Y|P|B|F|X|O[N|W|L|A|VIK|M|U|J|D|T|H|E
LIE|S|G|I|({Z|Q|C|R|Y|P|B|F|X|O|N|W|L|A|[V|{K|M|U|J|D|T|H
MIH|E|S|G|I|Z|Q|C|{R|Y|P|B|F|X|O|N|W|L|A|V|K{M|U|J|D|T
N|[T|H{E|S|G|TI|Z|Q|C|R|Y|P|B|F|X!O|N|W|L|A|V|K|M|U|J|D
O|DIT|H|E|S|G|{I|Z|Q|C[R|Y|P|BIF|X|O|N|W|L|A|V|K|M|U|J
P{JIDITIHIE|{S|G{I|Z|{Q|C|R|YIPIBIFIX|O|{N|WIL{A|V|K|M|U
Q|U|J|D|T|HIE|S|G|I|Z|Q|C|R|Y PIB[F|X|O|N|W|LIA|V|KIM
RIM[{U|J|D|T|H|E|S|G|I|Z|Q|C|R|Y|P|B|F|X|O|N|WIL|A|V|K
S|K|M(U|J|D|T|H|E|S|G|I[Z|Q|C|R|Y|PIB(F|IX|O/N|W|L{A|V
T{V|K|M{U|J|D|(T|H|E|S|G|I|{Z|Q|C|R|Y|P(B|F|X|O|N|W|L|A
- UlAIV|K{M|U[(J|D|T|H|E|S|G{I|Z|(Q|CIR|Y(PIB{F|X|O|N|W|L

ABCDEFGHIJKLMNOPQRSTUVWIXYZ
AlF|x|o|N|W|L|A|V|K|M|U|J|D|T|H|E|S|G|I|Z|Q|C|R|Y|P|B
BIB|F|X|O|N|W|L|A|V|K(M|U|J|D|T(H|E|S|G|TI|Z|Q|C|R|Y|P
C|p|B{F|X|OIN|W|L|A|V|K|M|U|J|D|T|H|E{S|G|I|Z|Q|C|R]Y
DIY|P|B|FIXIO{NIWILIAIVIK{M|U|{J|D|TIH|E|S{G|I{Z|Q|{C|R

R|Y|P|BF|X|{O(N|W|(L|A|V|K|\MUIJD|T|IH|E,S|GII|Z|Q]|C

Enciphering equations: 6xp

c
Q

VIL|A|V|(K{M|U|J|D|T|H|E|S|G|I|Z|Q|C|R|Y|P|B|F|X|O|N|W
W W{LIAIVIK|M{U|J|D|T|{H|E|{S{G|I|Z{Q|{C|R|Y|P|B|F|{X|O|N
XIN|W|LIA|V|K|M|U|(J|D|T|HIE|S|G|I|Z|Q|C|R|Y/P|B|F(X|O0
Y|O|N|W|L|A|{V|K|M|U|J|D|T|H|E|S|G|I|Z|Q|C|R|Y|P|B|F|X
Z|X|OIN[W[LJA|(V(K|M(U|J|D|T/H|E|S|G|{I|Z|QIC|R[Y|P|B|F

E
F
G
H

Al
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APPENDIX 2!

ELEMENTARY STATISTICAL THEORY APPLICABLE TO THE PHENOMENA OF REPETITION
IN CRYPTANALYSIS

1. Introductory—a. In Par. 9¢ it was stated that the phenomena of repetition in erypt-
analytics may be removed from the realm of intuition and dealt with statistically. The dis-
cussion of the matter will here be confined to relatively simple phases of the theory of probability,
8 definition of which implies philosophical questions of no practical interest to the student of
cryptanalysis. For his purposes, the following definition of @ priori probability will be sufficient:

The probability that an event will occur is the ratio of the number of “fav-
orable cases” to the number of total possible cases, all cases being ‘equally
likely to occur. By a “favorable.case’” is meant one which will produce the
event in question. '

b. In what follows, reference will be made to random assoriments of letters and especially to
random text. By the latter will be meant merely that the text under consideration has been as-
sumed to have been enciphered by some more or less complex cryptographic system so that for
all practical purposes the sequence of letters constituting this text is a random assortment; that
is, the sequence is just about what would have been obtained if the letters had been drawn at
random out-of a box containing a large number of the 26 letters of the alphabet, all in equal
proportions, so that there are exactly the same numbers of A’s, B's, C’s, . . . 2Z’s. It is assumed
that each time in making a drawing from such a box, the latter is thoroughly shaken so that the
letters are thoroughly mixed and then a single letter is selected ‘at random, recorded, and
replaced in the same box, In what follows, the word “box’’ will refer to the box as described.

¢. A uniliteral frequency distribution of a large volume of random text will be “flat,”
i. e., lacking crests and troughs.

d. For purposes of statistical analysis, the text of a monoalphabetic substitution cipher is
equivalent to plain text. As a corollary, when a polyalphabetic substitution cipher has been
reduced to the simple terms of a set of monoalphabets, i. e., when the letters constituting the
cipher text have been allocated into their proper uniliteral dlstnbutlons, the letters falling into
the respective distributions are statistically equivalent to plain text.

2. Data pertalnmg to single letters.—a. (1) A single letter will be drawn at random from
the box. 'What is the probability. that it will be an A? According to the foregoing definition of
proba.blhty, since the total number of poss1ble cases is 26 and the number of favorable cases is

here only 1, the probs.blhty isl: 26——= .0385, This is the probability of drawing an. A from

the box. The probability that the letter drawn will be aB,aC,aD, .. . aZisthesame as for A,
In other words, the probability of drawing any specified single letter is p_ .0385. _ .

(2) The value p=.0385, as found above, may also be termed the probability constant for
single letters in random text of a 26-letter alphabet. For any language this constant is merely
the reclproca,l of the total number of different characters which may be employed in writing the
text in question.

1In the preparation of this appendix, the author has had the benefit of the very helpful uggestions of
Capt. H. G. Miller, Signal Corps, Mr. F. B. Rowlett, Dr. 8. Kullback, and Dr. A. Sinkov, Assistant Cryptanalysts,

0. C. Sig. 0. Certain parts of Dr. Kullback’s important paper “Statistical Methods in Cryptana.lysls" form
the basis of {he discussion.

(108)
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(3) Another way of interpreting the notation p=.0385 is to say that in a large volume of
random text, for example in 100,000 letters, any letter that one may choose to specify may be
expected to occur about 3,850 times; in 10,000 letters it may be expected to occur about 385
times; in 1,000 letters, about 38.5 times, and so on. In every-day language it would be said
that “in the long run” or “on the average” in 1,000 letters of random text there will be about
38.5 occurrences of each of the 26 letters of the alphabet

(4) But unfortunately, in cryptanalysis it is not often the case that one has such a large
number of letters available for study in any single cipher alphabet. More often the cryptanalyst
has a relatively small number of letters and these must be distributed over several cipher
alphabets. Hence it is necessary to be able to deal with smaller numbers of letters. Consider
a specific piece of random text of only 100 letters. It has been seen that “in the long run”
each letter may be expected to occur about 3.85 times in this amount of random text; that is,
the 26 letters will have an average frequency of 3.85. But in reaching this average of 3.83
occurrences in 100 letters, it is obvious that some letter or letters may not appear at all, some
may appear once, some twice, and so on. How many will not appear at all; how many will
appear 1, 2, 3, . . . times? In other words, how will the different categories of letters (differ-
ent in respect to frequency of occurrence) be distributed, or what will the distribution be like?
Will it follow any kind of law or pattern? The cryptanalyst also wants to know the answer
to questions such as these: What is the probability that a specified letter will not appear at
allin a given piece of text? That it will appear exactly 1, 2,3, . . . times? That it will appear
atleast 1,2, 3, . . . times? The same sort of questions may be asked with respect to digraphs,
trlgraphs, a.nd S0 on.

b. (1) It may be stated at once that questions of this nature are not eas11y answered, and
a complete discussion falls quite outside the scope of this text. However, it will be sufficient
for the present purposes if the student is provided with a more or less simple and practical means
of finding the answers. With thisin view certain curves have been prepared from data based
upon Poisson’s exponential expansion, or the ‘law of small probabilities’” and their use will
now be explained. Students without a knowledge of the mathematical theory of probability
and statistics will have to take the curves ‘“on faith” Those interested in their derivation are
referred to the following texts:

Fisher, R. A., Statistical Methods for Research Workers, London, 1937.
Fry, T. C., Probability and Iis Engineering Uses, New York, 1928,

(2) By means of these probabzlzty curves, it is possible to find, in a relatively easy manner,
the probability for 0, 1, 2, . 11 occurrences of an event in n cases, if the mean (expected,
average, probable) number of occurrences in these n cases is known., For example, given a cryp-
togram equivalent to 100 letters of random text, what is the probability that any specified single
letter, whatever will not appear at all in the cryptogram? Since the probability of the occurrence

1
of a specified single letter is 56=" 0380, and there are 100 letters in the cryptogram, the average

or expected or mean number of occurrences of an A, a B, a C, . . .,is .0385X100=3.85. Refer
now t-o that probability curve which is marked ‘f,”’, meaning “frequency zero’’, or ‘‘zero occur-
rences.” On the horizontal or z axis of that curve find the point corresponding to the value
3.85 and follow the vertical coordinate determined by this value up to the point of intersection
with the curve itself; then Tollow the horizontal coordinate determined by this intersection point
over to the left and read the value on the vertical axis of the curve. It is approximately .021.
This means that the probability that a specified single letter (an A, 2B, a C, . . .) will not appear

- at all in the cryptogram, if it really were a perfectly random agsortment of 100 letters, is .021.

152018—38——8
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That is, according to the theory of probability, in 1,000 cases of random-text messages of 100
letters each, one may expect to find about 21 messages in which a specified single letter will not
appear at all. Another way of saying the same thing is: If 1,000 sets of 100 letters of random
text are examined, in about 21 out of the 1,000 such sets any letter that one may choose to
name will be absent. This, of course, is merely a theoretical expectancy; it indicates only
what probably will happen in the long run.

(3) What is the probability that a specified single letter will appear exactly onee in 100
letters of random text? "o answer this question, find on the curve marked f;, the point of
intersection of the vertical coordinate corresponding to the mean or average value 3.85 with
the curve; follow the horizontal coordinate thus determined over to the vertical scale at the
left; read the value on this scale. It is .082, which means that in 1,000 cases of random-text
messages of 100 letters each, one may expect to find about 82 messages in which any letter
one chooses to specify will oceur exactly onee, no more and no less.

(4) In the same way, the probability that a specified single letter will appear exactly twice
is found to be .158; exactly 3 times, .202; and so on, as shown in the table below:

100 letters of random text

Probability that

Frequency | a specified single
) letter will occur

exactly z times

0. 021
. 082
. 1588
. 202
. 195
. 150
. 096
. 053
. 026
. 011
. 004
. 001

O O 00D U W N O

.
-

(6) To find the probability that a specified single letter will occur af least 1,2, 3, . . . times
in a series of letters constituting random text, one reasons as follows: Sinece the concept “‘at least
1” implies that the number specified is to be considered only as the minimum, with no Limit,
indicated as to maximum, occurrences of 2, 3,4, . . . are also “favorable’’ cases; the probabilities
for exactly 1,2, 3,4, . . . occurrences should therefore be added and this will give the probability
for “at least 1.” Thus, in the case of 100 letters, the sum of the probabilities for exactly 1 to 11
ooturrences, as set forth in the table directly above, is .978, and the latter value approximatas
the probability for at least 1 ocourrence.

(6) A more accurate result will be obtained by the following ressoning. The probability
for zero occurrences is .021. Since it is certain that a specified letter will occur either zero times
orl, 23, ... times, to find the probability for af least one tinre it is merely necessary to sub-
tract the probability for zero occurrences from unity. That is, 1—.021=.979, which is .001
greater than the result obtained by the other method. The reason it is greater is that the value
.979 includes occurrences beyond 11, which were excluded from the previous celoulation. Of
course, the probabilities for these gegurrences beyond 11 are very small, but taken all together they
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add up to .001, the difference between the results obtained by the two methods. The proba-
bility for at least 2 occurrences is the difference between unity and the sum of the probability
for zero and exactly 1 occurrences; that is, 1 —(Py+P;)=1—(.0214-.082)=1—.103=.897. The
respective probabilities for various numbers of occurrences of a specified single letter (from 0 to
11) are given in the following table:

100 letters of random text

Probability that a | Probability that a
Frequency | oot o | e e
@ exactly z at leastz
times times
0 0. 021 1. 000
1 . 082 . 979
2 . 158 . 807
3 . 202 . 739
4 . 195 . B37
;1 .150 ° . 342
6 . 096 . 192
7 . 053 . 096
8 . 026 . 043
9 . 011 . 017
10 . 004 . 006
11 . 001 « 002

(7) The foregoing calculations refer to random text composed of 100 letters. For other
numbers of letters, it is merely necessary to find the mean (multiply the probability for drawing

a specified single letter out of the box, which is ﬁlﬁ or .0385, by the number of letters in the

assortment) and refer to the various curves, as before. For example, for a random assortment
of 200 letters, the mean is 200 X .0385, or 7.7, and this is the value of the point to be sought along
the horizontal or z axes of the curves; the intersections of the respective vertical lines correspond-

ing to this mean with the various curves for 0, 1,2, 3, . . . occurrences give the probabilities for
these occurrences, the reading being taken on the vertical or y axes of the curves.
(8) The discussion thus far has dealt with the probabilities for 0, 1, 2, 3, . . . occurrences

of specified single letters. It may be of more practical advantage to the student if he could be
shown how to find the answer to these questions: Given a random assortment of 100 letters
how many letters may be expected to occur exactly 0, 1, 2, 3, . . . times? How many may be
expected to occur at least 1, 2, 3, . . . times? The curves may here again be used to answer
these questions, by a very simple calculation: multiply the probebility value as obtained above
for a specified single letter by the number of different elements being considered. For example,
the probability that a specified single letter will occur exactly twice in a perfectly random assort-
ment of 100 letters is .158; since the number of different letters is 26, the absolute number of single
letters that may be expected to occur exactly 2 times in this assortment is .158X26=4.108,
That is, in 100 letters of randm text there should be about four letters which occur exactly 2 times.
The following table gives the data for various numbers of occurrences.
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100 letters of random tewd
Probability that a | Probability that a
{ Proquency | gpectfedsingie | " specitediingle | Cfiotor apiuar | ofaters poear:

@ exactly z stleastz T mes | times

0 0. 021 1. 000 0. 546 26. 000

1 . 082 . 979 2. 132 25. 454

2 . 158 . 897 4. 108 23. 322

3 . 202 . 739 5. 252 19. 214

4 . 195 . 537 5. 070 13. 962

5 . 150 . 342 3. 800 8. 892

6 . 096 . 192 2. 496 4. 992

7 . 053 . 096 1. 378 2. 496

8 . 026 . 043 . 676 1. 118

9 .011 . 017 . 286 . 442
10 . 004 . 006 . 104 . 156
11 . 001 . 002 . 026 . 052

(9) Referring again to the curves, and specifically to the tabulated results set forth directly
above, it will be seen that the probability that there will be exactly two occurrences of a specified
single letter in 100 letters of random text (.158), is less than the probability that there will be
exactly three occurrences (.202); in other words, the chances that a specified single letter will
occur exactly three times are better, by about 25 percent, than that it will occur only two times.
Furthermore, there will be about five letters which will occur exactly 3 times, and about five
which will occur exactly 4 times, whereas there will be only about two letters which will occur
exactly 1 time. Other facts of a similar import may be deduced from the foregoing table.

¢. The discussion thus far has dealt with random assortments of letters. What about other
types of texts, for example, normal plain text? What is the probability that E will occur 0, 1,
2,3, ... times in 50 letters of normal English? The relative frequency value or probability
that a letter selected at random from a large volume of normal English text will be E is .12604.
(In 100,000 letters E occurred 12,604 times.) For 50 letters this value must be multiplied by 50,
giving 6.3 as the mean or point to be found along the z axes of the curves. The probabilities for
0,1,2,38, ... occurrences are tabulated below:

60 leliers of normal English plain lext

Probability that | Probability that
Frequency an E will be an E wi
(2) drawn exactly drawn at least
z times z times
0 0. 002 1. 000
1 .011 . 998
2 . 036 . 987
3 . 076 . 951
4 . 120 . 875
5 . 151 . 765
L] . 159 . 604
7 . 143 . . 445
8 . 113 . 302
9 . 079 . 223
10 . 050 .173
11 . 029 . 123
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d. (1) Ithasbeen seen that the probability of occurrence of a specified single letter in random
text émploying a 26-letter alphabet is p’=%i=. 0385. Ifa considemblg volume of such text is

written on a large sheet of paper and a pencil is directed at random toward this text; the probabil-
ity that the pencil point will hit the letter A, or any other letter which may be specified in advance,
is .0385. Now suppose two pencils are directed simultaneously toward the sheet of paper. The
probability that both pencil points will hit two A’s is §%X21—6=%'=.00.148, since in this case
one is dealing with the probability of the simultaneous occurrence of two events which are
independent. The probability of hitting two B’s, two C’s, . . ., two Z’s is likewise 2—2—,- Hence,

if no particular letter is specified, and merely this question is asked: ‘What is the probability
that both pencil points will hit the same letter?”’ the answer must be the sum of the separate
probabilities for simultaneously hitting two A’s, two B’s, and so on, for the whole alphabet,

J_1
26°" 26

which is 26 X =.,0385. This, then, is the probability that any two letters selected at random

in random text of a 26-letter alphabet will be identical or will coincide. Since this value remains
the same so long as the number of alphabetic elements remains fixed, it may be said that the
probability of monographic coincidence in random text of a 26-element alphabet is .0385. The fore-
going italicized expression 2 is important enough to warrant assigning a special symbol to it, #iz,
k» (read “‘kappe sub-r""). For a 26-element alphabet, then, x,=.0385.

(2) Now if one asks: “Given a random assortment of 10 letters, what are the respective
probabilities of occurrence of 0, 1, 2, . . . single-letter coincidences?”’ one proceeds as follows.
As before, it is first necessary to find the mean or expected number of coincidences and then
refer to the various probability curves. To find the mean, one reasons as follows. Given a
sequence of 10 letters, one may begin with the 1st letter and compare it with the 2d, 3d, . . . 10th
letter to see if any two letters coincide; 9 such comparisons may be made, or in other words there
are, beginning with the 1st letter, 9 opportunities for the occurrence of a coincidence. But
one may also start with the 2nd letter and compare it with the 3d, 4th . . . 10th letter, thus
yielding 8 more opportunities for the occurrence of a coincidence, and so on. This process may
continue until one reaches the 9th letter and compares it with the 10th, yielding but one oppor-
tunity for the occurrence in question. The total number of comparisons that can be made is
therefore the sum of the series of numbers 9, 8, 7, . . . 1, which is 45 comparisons.? Since in
the 10 letters there are 45 opportunities for coincidence of single letters, and since the probability

?* The expression itself may be termed a parameter, which in mathematics is often used to designate a constant
that characterizes by each of its particular values some particular member of a system of values, funetions, ete.
The word is applicable in the ease under discussion because the value obtained forx, is .0385; for a 25-element
alphabet, x,=.0400; for a 27-element alphabet, x,= .0370, etc. (n—1)

nin—

3 The number of comparisons may readily be found by the formula 5 ! where n is the total number

of letters involved. This formula is merely a special case under the general formula for ascertaining the number

/
of combinations that may be made of n different things taken r at a time, which is ,.C,=r,(—1:';_—7_5—,- In the

present case, since only two letters are compared at a time, r is always 2, and hence the expression ;!(::——-[—r_)l’

which is the same as W’ becomes by cancellation of the term (n—2)! reduced to n—-—-—("2— D,



REF ID:A64646

— -

for monographie coincidence in random text is .0385 the expected number of coincidences is
0385X45=1.7325. With m=1.7 one consults the various probability curves and an approxi-
mate distribution for exactly and for atleast 0, 1,2, . . . coincidences mayreadily be ascertained.*

|
1 114
|
|

e

~<|; e. (1) Now consider the matter of monographic coincidence in English plain text.® Follow-
P[ i ing the same reasoning outlined in subpar. d (1), the probability of coincidence of two A’s in plsin
{“‘ text is the square of the probability of occurrence of the single letter A in such text. The
o probability of coincidence of two B’s is the square of the probability of occurrence of the single
: l}t'l : letter B, and so on. The sum of these squares for all the letters of the alphabet, as shown in
| {iﬁ '_ the following table, is found to be ,0667.
:[ al”
| (i
L | Brobabi
H[‘I Letter Tl | Timle otouments | Bl o'i'sepi.“a’%‘e
Ll
N ii A 73. 66 0. 0737 0. 0054
| ii B 9. 74 . 0097 . 0001
[ c 30. 68 . 0307 . 0009
i D 42. 44 . 0424 . 0018
!' B 129. 96 . 1300 . 0169
_ l F 28. 32 . 0283 . 0008
ji G 16. 38 . 0164 . 0003
- H 33. 88 . 0839 . 0012
i I 73. 52 . 0733 . 0054
Rt J 1. 64 . 0016 . 0000
i K 2. 96. . 0030 . 0000
Bk L 36. 43 . 0864 . 0013
ke M 24.74 . 0247 . 0006
il N 79. 50 . 0795 . 0063
T 0 75. 28 . 0753 . 0057
PRI P 26. 70 . 0267 . 0007
o Q 3.50 . 0035 . 0000
gt ‘ R 75.76 . 0758 . 0057
Lhtit s 61. 18 . 0612 . 0037
b T 91. 90 . 0019 . 0084
' ‘ i U 26. 00 . 0260 . 00Q7
i .li v 15. 32 . 0153 . 0002
o W 15. 60 . 0156 . 0002
| X 4, 62 . 0046 . 0000
i Y 19. 34 . 0193 . 0004
Z . 98 . 0010 . 0000
18 Total 1,000. 00 1. 0000 . 0687
LEHE
| [ . 1 The data gfven are taken from Table 3, Appendix 1, Military Cryptanalysis, Part I.
Wil
] This then is the probability that any two letters selected at random in a large volume of
I8 i normal English telegraphio plain text will coincide. Since this value remains the same so long
| as the character of the language does not change radically, it may be said that the probability
' of monographic coincidence in English telegraphic plain text is .0667, or k,=.0667.
: . ¢ The approximation given by the Poisson distribution in the case of single letters is not as good as that
b in the ease of digraphs, trigraphs, ete., diseussed in paragraphs 3, 4, below.
it L ¥ The theory of monographic coincidence in plain text was originally developed and applied by the author
il i ¢ in a technical paper written in 1925 dealing with his solution of messages encxphered by a cryptograph known
i' ) as the ‘“Hebern Electric Super-Code.”” The paper was printed in 1934.
e
1
R
HIINE
]




REF ID:A64646

115

(2) Given 10 letters of English plain text, what is the probability that there will be 0, 1,
2, . . . single-letter coincidences? Following the line of reasoning in subparagraph d (2), the
expected number of coincidences is .0667 X45=3.00, or m=3. The distribution for exactly and
for at least 0, 1, 2, . . . coincidences may readily be found by reference to the various probability
curves. (See footnote 4.)

J. The fact that «, (for English) is almost twice as great as «, is of considerable importance
in cryptanalysis. It will be dealt with in detail in a subsequent text. At this point it will mere-
ly be said that x, and «, for other languages and alphabets have been calculated and show con-«
siderable variation, ag will be noted in the table shown in paragraph 3d.

8. Data pertaining to digraphs.—a. (1) The foregoing discussion has been restricted to
questions concerning single letters, but by slight modification it can be applied to questions
concerning digraphs, trigraphs, and longer polygraphs.

(2) In the preceding cases it was necessary, before referring to the various probability
curvee, to find the mean or expected number of oecurrences of the event in question in the
total number of cases or trials being considered. Given a piece of random text totalling 100
lotters, for example, what is the mean (average, probable, expected) number of occurrences of
digraphs in this text? Since there are 676 different digraphs, the probability of eceurrence

of any specified digraph is (%=.00148; gince ih 100 lettors there are 99 digraphs (if the letters

are taken consecutively in pairs) the mean or average number of occurrences in this case is
00148 X99=.147. Having the mean number of occurrences of the event under consideration,
one may now find the ahswers to these questions: What is the probability that any specified
digraph, say XY, will not occur? What is the probability that it will occur ezactly 1, 2,
3,...times? Atleast1,?2,3,. .. times?

(3) Again the probability curves may be used as before, fof the type of distribution is the
same. The following values are obtainable by reference to the various curves, using the mean

value .00148 X99=.147. .
100 letters of random text

Probability that | Probability that | Probable number | Probable number
Frequency | a specified digraph | a specified digraph | of digraphs af- of digraphs ap-
(z) will occur exactly | will occur at least éxactly pea.rln’ at least
z times z times z times z times

0 0. 88 1. 00 581. 36 676. 00

1 .13 . 14 B7. 88 94, 64

2 .01 .01 6. 76 6.76

8 .00 .00 0. 00 0. 00

(4) Thus it is seen that in 100 letters of random text the probability that a specified digraph
will occur exactly once, for example, is .13; at least once, .14; at least twice, .01. The probability
that a specified digraph will occur at least 3 times is negligible. (By calculation, it is found to

to be .0005.) _ o
b. (1) The probability of digraphic coincidence in random text based upon a 26-element
alphabet is of course quite simply obtained: since there are 26° different digraphs, the probability

of selecting any specified digraph in random text is 2—155 The probability of selecting two iden-
tical digraphs in such text, when the digraphs are specified, is E%X%‘ﬁ——"'zi@’ Since there are 26*

different digraphs, the probability of digraphic coincidence in ranidom text, k2, is 26’X-2—z—.=%=
.00148.
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. (2) Given a random assortment of 100 letters, what is the probability of occurrence of
0, 1, 2, . . . digraphic coincidences? Following the line of reasoning in paragraph 2d (2), in
100 letters the total number of comparisons that may be made to see if two digraphs coincide
is 4,851. 'This number is obtained as follows: Consider the 1st and 2d letters in the series of
100 letters; they may be combined to from a digraph to be compared with the digraphs formed
by combining the 2d and 3d, the 3d and 4th, the 4th and 5th letters, and so on, giving a total of
98 comparisons. Consider the digraph formed by combining the 2d and 3d letters; it may be
compared with the digraphs formed by combining the 3d and 4th, 4th and 5th letters, and so on,
giving a total of 97 comparisons. This process may be continued down to the digraph formed
by combining the 98th and 99th letters, which yields only one comparison, since it may be
compared only with the digraph resulting from combining the 99th and 100th letters. - The
total number of comparisons is the sum of the sequence of numbers 98, 97, 96, 95, . . . 1, which
is 4,851.8 '

(3) Since in the 100 lotters there are 4,851 opportunities for the occurrence of a digraphic
coincidence, and since x,2=.00148, the expected number of coincidences is .001483X4851=
7.17948=7.2. The various probability curves may now be referred to and the following results

are obtained:
Distribution for 100 letters of random text

Probability for exactly 7 | Probablility for at least z

Frequency (z) | digraphic coincidences | digraphie coincidences
0 0. 001 1. 000
1 . 005 . 999
2 . 019 . 994
3 . 046 . 975
4 . 083 . 929
5 . 120 . 846
6 .14 .726
7 . 148 . 582
8 .13¢ . 434
9 .107 _ . 300
10 . 077 . 1903
11 . 050 . 116

¢. In this table it will be noted that it is almost certain that in 100 letters of random text
there will be at least one digraphic coincidence, despite the fact that there are 676 possible
digraphs and only 99 of them have appeared in 100 letters. When one thinks of a total of 676
different digraphs from which the 99 digraphs may be selected it may appear rather incredible
that the chances are better than even (.582) that one will find at least 7 digraphic coincidences in
100 letters of random text, yet that is what the statistical analysis 6f the problem shows to be
the case. These are, of course, purely accidental repetitions. It is important that the student
should fully realize that more coincidences or accidental repetitions than he feels intuitively
should occur in random text will actually occur in the cryptograms he will study. He must
therefore be on guard against putting too much reliance upon the surface appearances of the
phenomena of repetition; he must calculate what may be expected from pure chance, to make
sure that the number and length of the repetitions he does see In a cryptogram are really better
than what may be expected in random text. In studying cryptograms composed of figures this

¢ The formula for finding the number of comparisons that can be made is as follows, where n=tl}e.tota.l
_ A , M nta1
uumber of letters in the sequence and ¢ is the length of the polygraph; No. of commrim"(" 2 (; H -

/



REF ID:A64646

117

is very important, for as the number of different symbols decreases the probability for purely

chance coincidences increases.
d. (1) For convenience the following values of the reciprocals of various numbers from 20 to

36, and of the reciprocals of the squares, cubes, and 4th powers of these numbers are listed:

x 1= 1zt Yz Yzt

¢ 20 0. 0500 0. 002500 Q. 000125 0. 00000625
21 . 0476 . 002266 . 000108 . 00000514

: 22 . 0455 . 002070 . 000094 . 00000429
23 . 0435 . 001892 . 000082 . 00000358

24 . 0417 . 001739 . 000073 . 00000302

25 . 0400 . 001600 . 000064 . 00000256

26 . 0385 . 001482 . 000057 . 00000220

27 . 0370 . 001369 - 000051 . 00000187

28 . 03567 . 001274 . 000046 . 00000162

29 . 0845 . 001190 . 000041 . 00000142

30 . 0333 . 001109 .. 000037 . 00000123

31 . 0323 . 001043 . 000034 . 00000109

32 ..0813 . 000980 . 000031 . 00000096

33 . 0803 . 000918 . 000028 . 00000084

34 . 0294 . 000864 . 000025 . 00000075

35 . 0286 . 000818 . 000023 . 00000067

36 . 0278 . 000773 . 000021 . 00000060

(2) The following table gives the probabilities for monographic and digraphic coincidence
for plain-text in several languages.

Language Ky [ )
English__ .. _______ . __ 0. 0667 0. 0069
French__.______._______. e . 0778 . 0093
German._ __ .. ____._____.______.___ . 0762 . 0112
Ttadian . - ... . 0738 . 0081
Spanish_____ . __ ... . 0775 . 0093

4. Data pertaining to trigraphs, etc.—a. Enough has been shown to make clear to the student
how to calculate probability data concerning trigraphs, tetragraphs, and longer polygraphs.

b. (1) For example, in 100 letters of random text the value of m (the mean) for trigraphs
is .00005689 X 100=.005689. With so small a value, the probability curves are hardly usable,
but at any rate they show that the probability of occurrence of a specified trigraph in so small
a volume of text is so small as to be practically negligible. The probability of a specified trigraph

occurring twice in that text is an even smaller quantity.
(2) The calculation for finding the probability of at least one trigraphic coincidence in 100

letters of random text is as follows:
m=(gl>2i9_8.) (.2.;_3)=4,753>< 0000568912 = 2704= 27

Referring to curve f,, with m=.27 the probability of finding no trigraphic coincidence is .76.
The probability of finding at least one trigraphic coincidence is therefore 1—.76=.24.
¢. The calculation for a tetragraphic coincidence is as follows:

m=(@->-2<~?-7> (52_—4)=4,656X.0000021883=.0101=.01
Referring to curve f,, with m=.01 the probability of finding no tetragraphic coincidence is

80 high as to amount almost to certainty. Consequently, the probability of finding at least
152018-38~—0
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one tetragraphic coincidence is practically nil. (It is calculated to be .0094 =approximately .01.
This means that in a hundred cases of 100-letter random-text cryptograms, one might expect
to find but one cryptogram in which a 4-letter repetition is brought about purely by chance; it
is, in common parlance, a ‘“hundred to one shot.”) Consequently, if a tetragraphic repetitiont
is found in a cryptogram of 100 letters, the probability that it is an accidental repetition is
extremely small. If not accidental, then it must be causal, and the cause should be ascertained.

b. An example.—a. The message of Par. 9a of the text proper will be employed. First, let
the repetitions be sought and underlined; then the repetitions are listed for convenience.

A. USYES ECPMP_ LCCLN XBWCS O0OXUVD
B. SCRHT HXIPL IBCIJ USYEE GURDP
C. AYBCX OFPJW JEMGP XVEUE LEJYQ
D. MUSCX JYMSG LLETA LEDEC GBMFI

Number of

Group occurrences

BC
cX
EC
LE
JY
PL
SC
SY
Us
YE
SYE
UsSY
USYE

NN NNWNNNNWN NN

b. Referring to the table in Par. 3a (3) above, it will be seen that in 100 letters of random
text one might expect to find about 7 digraphs appearing at least twice and no digraph appearing
3 times. The list of repetitions shows 8 digraphs occurring twice and 2 occurring 3 times.

c. Again, the list of repetitions shows 10 digraphs each repeated at least twice; the table in
Par. 3b (3) above shows that in 100 letters of random text the probability of finding at least
that many digraphic coincidences is only .193. That is, the chances of this being an accident are
but 176 in & thousand ; or another way of expressing the same thing is to say that the odds against
this phenomenon being an accident are as 807 is to 193 or roughly 4 to 1.

" d. The probability of finding at least one trigraphic coincidence in 100 letters of random
text is very small, as noted in Par. 4); the probability of finding at least one tetragraphic coin-
cidence is still smaller (Par. 4¢c). Yet this cipher message of but 100 letters contains a repetition
of this length.

-e. A consideration of the foregoing leads to the conclusion that the number and length of the
repetitions manifested by the cryptogram are not accidental, such as might be expected to occur
in random text of the same length; hence they must be causal in their origin. The cause in this
case is not difficult to find: repeated isolated letters and repeated sequences of letters (digraphs,

trigraphs) in the plain text were actually enciphered by 1dentwa.l a.lphabets resultmg in producmg

repea,ted letters and sequeuces in the clpher text.
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