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FURTHER APPLICATIONS OF TII£ PRINCIPLES OF INDIRECT SYMMETRY OF 
POSITION IN iSECONDARY ALPHABETS 

SECTION I. 

INTRQDlJCT()RY RE~RK~ 1, 

• . : . , Pl11'111111Ph 

~:°r:~;;t;~ ~=================== ====================== :::': ::::::::::::::~) . ~ 
· i. Purpose.-This paper is intended a8 a ,mpplement to the technical pa.per, The Principlss 

of Indireet Symm.et111 <>f Po4ili<m in &crmdary Alpha6ets and Their Applic<JMn in (he Solution 
of Polyalphabetw &ib3titution Oiphers,1 in' wh.roh ollly orle;of ·th&·ma.ny applications of the prin­
ciples of indirect symmetry is treated. In this pa.per other applications of this valuable tool 
will be presented, and the steps to be followed in the analysis of three types of cipher systems 
will be shown in detail.' 

2. GeMril remarka.-As & general rule, the principles of indirect symmetry can be applied 
in the solution of any cipher system based upon two sequences which a.re slid against ea.ch other. 
This includes polyalpha.betie ciphers based'upon a square tabla or cipher disk, the Wheatstone 
Cipher, autokey ciphers, and some others which a.re not so frequently met by the cryptanalyst. 

1 By William F. Friedman, Cryptanalyst, Chief of Signal Intelligence Section, Office of the Chief Signal 
Officer; i936. 

:1 The methods and principles described herein were developed in collaboration with othet members of the 
staff of the Signal lntellipnce Section and I desire to acknowledge my indebtedness for the important contribu­
tions ~e by·th~nQ1 ·e&.!J8Cially by Dn. S. Kullbackand A. Sinkov. In particular, it is necessary tQ indicate that 
credit for the original discovery of the principle of "conversion to monoalphabetic terms", described in par. 22, 
belongs to Mr. William F. Friedman, Chief of the Section,_ who first applied it in 1923 in the solution of a poly­
alphabetic cipher involving two sliding, mixed, primary components . 

.(1) 



SECTION II 

SOLUTION OF A PROGRESSIVE ALPHABET SYSTEM IN WHICH THE ALPHABETS 
ARE CHANGED AT THE END OF EACH WORD 

Paragraph Paragraph 

An actual exampte~------•--------·'---- .. ·----~- < 3 ~aon*Uetion oHh&eipher componen•------~-- 7 
Determination of word lengths --------·--~..;---~ .4 •&eeon.trµotion of the J>laif.n component__________ 8 
Solution of two alphabets _____ :_· ___________ :·--~- 5 Solution completed _____ :_____________________ 9 
Application of principles of indirect symmetry___ 6 Concluding remarks__________________________ 10 

3. An actual example.-A very frequently ·encountered type of cipher is one in which a. 
key letter designates the alphabet e~o .?.~ ... used for ~nciphe~ a complete word. A great many 
users of this type of system commbiily elieipher'an infreq11ently used letter, such as Q, J, or Z, 
at the ell.d of each word to indicate to the decipherer that he is to proceed to the next alphabet 
in order.to decipher the following letters.· This practice usually facilitates the solution of such 
systems, and in order to bring out other ideas of cryptanalysis, as well as to present an application 
of the principles of iµdir~ot' symmetry; the extl.IJlPl~ h.e®in tre~ted will b• qf this .Jlaturt .. · The 
cryptogram of figure. l is knoWD. to h.a.ve-. been enciph¥.\l'ed by lileallli of slleh a syatem., lWng· &W<> 
different keyword·roixed alphabet$ and· the letter Q to- indica~ the end of. a word: 

' -~ 

CRYPTOGRAM 

6 10 16 20 23 30 

QXRUB YA Y K F DJVKK C D R ·8, Y .WDBQ.Z M Zi1' GI 
3l 40 46 Ill 'M eo 

N ·ET l S X Ei J I R DUYDW A 0 .V X p.., J B R X V ! G Z. Y H 
85 fl) '14 llO ._ 8G 90 

B. ZR EK G JU Z G X F .I. Y S UH C J.G MFG YB. WIVBI!: 
96 100 105 110 116 :\2(). 

:Z M Z P 0 VG 13 T J D T l G S X M I; P S UKV~A YER.VT· 
126 130 135 140 145 . 18& 

D TS JV A G Y C I A I C S I ZUTMM TSP RE GTUNX 
IM 160 185 170 176 180 

Q PUXY ER' VJ K Q FU PY HBZKP Y z; M G I L'G EE X 
18/i 190 195 200 206 210 

E Z Q UH FY D VJ GMBRR Y KHA 0 Z X RC 0 GE BK L 

215 2'Jll 2'l5 

I X V S Y SP UHF Y D V J K V A B 

FIGURE 1 

4. Determination of word lengths.-Only one repetition of more than four letters in length 
occurs in the foregoing message. Its first occurrence begins with the 184th letter of the message 
and ends with the 190th letter, while the second occurrence begins with the 218th letter and ends 
with the 224th letter. Since each word of the message is followed by Q, this repetition must 
represent a five-letter word with the Q's preceding and following it. Therefore, U0 =Q1> in one 
and J 0 =Q1> in the other of the alphabets used in the encipherment of the plain text which causes 
this repetition. Wherever in the cipher text a sequence of letters occurs, produced by the 
alphabet which gives Qp=Jc, this sequence will be preceded and followed in every case by the 
letters U and J respectively. Let us now search through the cipher text of the message for a U 

(2) 
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followed by a J a.t a distance approximating the length' ~f·-one word (not more 'than 15 letters), 
and tabulate the sequences thus found, for study. · · · 

• 12 

UBYAYKFDJ 
(:! Ill 

UY D WAD tr X P J . 
. 76 'Ill 

UHCJ 
111 124 

U K V X A Y E R V. T D "T S J . 
. ··· .. ·1· 

1153 159 

UXYERVJ 
184 190 

UHFYl>VJ 
218 ~ 

UH l'Ytl VJ , .. 

. '. FIGURl!I. 2 

The letters falling between each U andJ aooV'e are in the same monoalphabet, and if this 
monoalphabet can be solved, a great deal will have been accomplished toward complete solution 
of t~s message. With such a small amount of de.ta, however, it will be&; very difficult matter 
to make correct' assumptions as to the plain: text represented by' the foreg9irtg cl,phet text. 
However, if we can determine the cipher letters which represent Qin each alphabet as we have· 
those above, solution of the message will be facilitated. Let the foregoing portions, with the 
cipher text folloWing them, be superimposed e.S~'lliown in figure 8, arid let 'us search fol' cipher 
letters which may represent Q0 in each alphabet used in this ~ssage. 
4 41 

UB1AYKFDJYKKCDRBYWDBOZMJKGINETISXEJIRD 
Q Q 
(:! 119 62 76 

UY D WAD V X·P J BR XV B G-Z Y H ~ZR EKG JU Z G X FI Y S 
Q . . . Q 

u m 
U H C J G M F G Y B W I V B E Z M Z P 0 V G B T J D T I G S X M I P 8 
Q Q 
111 152 

U K V X A Y E R V T D T S J V A G Y. C_ I A. I C:·_S I ~ U T M M T" S P ·R E G T U N X Q· P 
Q Q 
1153 166 11!8 . . 183 

UXY£RVJKQFUPYH§ZKPYZ~~·~LGEEX~~Q 
Q Q 
184 217 

U H F Y D V J G M B R R Y K tt A 0 Z X R t 0 G E B K L I X V S Y S P 
Q Q 
218 228 

UHFYDVJKVAB 
Q Q 

Flovu 3 
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, Note the repetition of Y H 13 Z of. 5H2 and .165-168. Thi& is prob.,bly a two-letter 
word with its associated word stops, and we sh~ntld find a Y and Zin each of the first six sections 
of superimposed text separated by intervals which correspond to reasonable word lengths. This 
eonditioo. is met with in all the first six sections; a,nd., in the fourth section of the foregoing, Y is 
separated from J by only three cipher letters. 'This, when coupled with the fact that the 
first word stop, Qp=U0 , occurs as the follft4.letter of the message, leads to the conclusion that 
the cipher equivalents for Qp in the first four alphabets ·have been determined. 

An examination of the remaining cipher text discloses that only two letters, G and X, occur 
in ea.ch of the first six sections of cipher text, and we can assume first, that only six cipher alpha­
bets are involved, and second, that the,se .two letters (G and X) represent Qp in the fifth and sixth 
alphabets, respectively. The following six values have now been obtained: 

Alphabet L _____ QP=U
0 

Alphabet 2-- .. -~- Qp:-..Jo 
Alphabet 3 ______ QP' Y

0 

Alphabet 4--·-·- Qp=Z. 
Alphabet 5 __ :·.,. __ QP=G~ 
Alpha.bet 6...:...: __ .__ Qp=X

0 

F1•VBJ!I 4 
. ,· r 

'I , 

' ' 

.' '. 

Since tl;i.e equivalents for ~ in six alphabets are known, the message can ·be broken into 
word lengths as shown in figure p. . . 

1 , a • a 
Q X R·U BY A. Y K F ,DJ V K KC DR BY W DB 0 Z M Z KG 

Q Q Q Q Q 
8 1 2 3 • 

I N E T I S X E J I R D U . Y D W A D V X P J B R X V B G Z Y H B Z 
Q Q Q Q Q 

ll 8 1 2 3 ' 
REKG JUZGX.FIYSU HCJ.GMFGY BWIVBEz·· 

Q Q Q Q Q Q 
II e 1 .•.•.• _ ... 2 

M z p 0 v· G B 'T J D T I G ·5 ·x . M I p s u K v x A y E R v T D T s J 
Q Q Q Q 

8 4 3 8 1 

VAGY CIAICSiZ UTMMTSPREG TUNX QPU 
Q Q Q Q Q 

2 8 ' s 8. 1 
X Y E R V J K Q F U P Y 'H B Z K t> Y Z II G I L G E E X E Z Q U 

Q Q Q Q Q Q 
2 8 ' Ii fl 1 

HFYDVJ GMBRRY KHAOZ XRCOG EBKLIX VSYSPU 
Q Q Q Q Q Q 

2 3 

HFYDVJ KVAB 
Q 
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5 

5. Solution of two alpbbeta.-Note the sequence U T M M T S P R E ~.alphabet 6·. 
The ·T M M T. suggests the . A T T A of the word B A T T A L I 0 N , and when the equiv-.; 
lents obtained from assuming this to be the correct decipb.erment are substituted in the other 
port.ions enciphered by this alphabet, the following solution for alpha.bet 5 is obtained WitJiout 
difficulty. 

1 2 3 4 Ii 

QXRU BYAYKFDJ VKKCDRBY WDBOZ MZKG 
Q Q Q -q· THE Q 
6 l 2 3 4 

I N E T I S X E J I R D U Y D W A D V X P J B R X V B G Z Y .H B Z 
Q Q Q Q .Q. 

Ii 6 1 2 3 '., 

R E K G J U Z G X F I Y 'S U H C J G M F G Y B W I V B E Z 
ONEQ Q Q Q Q Q 

Ii 6 1 2 

M Z P 0 11 G B T J D T :t G S X M I P S U . K V X A Y E .R :V T D T a ~ 
THIRDQ Q Q Q 

·· 1 , ,, 4 , · I . 6 6· 1 . 

v AG y c I A 1 ~-s I z u TM MT s p REG T'U N x' ~ p u· 
Q Q B A T T A L I 0 N Q Q Q' ·' · ' . 

2 3 4 IS 6 1 

X Y E R VJ K Q F U P Y H B Z K P Y Z M G I L G E E X E Z Q U ·. 
Q .Q .. Q ~ i G H T Q Q Q 

2 3 ' 5 6 1 
H F Y D V J Q M B R R Y K H A 0 Z X R C 0 G E B K L I X V S Y S P U 

Q Q Q F 0 U R Q Q . Q 
2 3 

HFYDVJ KVAB 
Q 

F10URE 6 

An enciphering table is now drawn up in which all the equivalents obtained are tabulated. 
This table is shown in figure 7. 

1 2 a ' 11 e 1 s 11 10 u 12 1a 14 111 16 17 18 111 20 21 22 ll3 24 25 26 
Plain ________ A B C D E F G H I J. K L M N 0 P Q R S T U V W X Y Z 

1 
2 

Ci h 3· p er ____ 
4 

5 

6 

-
-
T -

- - _._ 

- - -
u V· -

- ~ ,_ 

- - - - -
K x y z p 

u 
J - -

... y 
- ,_ -z ,_ - ·- - >---

s E R G 0 M c 
x .. 

FIGURE 7 

If the same sequence served as both the plain and cipher components, the principles of 
indirect symmetry of position could be applied in the foregoing diagram between the plain and 
cipher alphabets to obtain new values in other alphabets. However, since the plain and cipher 

71833-36--2 
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components of this example are known to be different, equivalents·in some other alpha.bet must 
be,detennined before the principles of indirect symmetry of position can be applied. This~can: 
beSt .be done by solving another portion of the cipher text. 

· SOiution of· alphabet 6 is obtained by assuming a plain-text word. The cipher text following 
the plain-text word E I G H T of alpha.bet 5 suggests the word T H R E E. Insertion of 
the values obtained from this assumption throughout alpha.bet 6 yields the following: 

1 2 a 4 ·6 

QXRU BYAYKFDJ VKKCORBY W DB 0 Z MZKG 
Q Q Q Q THEQ 

fl 2 8 4 

INETISX EJIRDU YDWADVXPJ BRXVBGZY H B Z 
TWENTYQ Q ·Q Q Q,. 

I 6 1 2 3 4 

R E K G J U Z G X F I Y S U H C J G M F G Y B W I V B E Z 
ONEQ FOURQ Q Q Q q 

6 2 

M Z P 0 V G B T J D T. I G S X M. .. I P ,S U K V ~X A Y E .R V T D T S J 
T H I R D Q . I N F A N T ~ y Q Q. , ': ·. ., Q ., 

8 4 6 6 

VA G Y CI A IC SI Z UT MM 'l' SP R E'G TU. N X Q PU 
Q Q B A T T A L I 0 N Q ~·N 0 W Q ·Q 

2 3 6 6 ;; 

XYERVJ KQFUPY HBZ KPYZMG ILGEEX E Z Q U 
Q Q Q EIGHTQ THREEQ Q 

2 3 6 :: 6 · 1 

HFYDVJ GMBRRY KHA OZ XRCOG EBKLIX VSYSPU 
Q Q Q FOURQ 

I 8 

HFYDVJ KVAB 
Q 

FIGURE 8 

EIGHTQ Q 

The equivalents which have been obtained in alphabet 6 when inserted in figure 7 give 
figure 9. 

1 2 3 4 5 6 7 8 9 W ll U U H U M U ~ ill ~ fil ~ ~ U ~ ~ 

Plain,. _______ A B C D E F G H I J K L M N 0 P Q R S T U V W X Y Z. 

1 

2 

Cipher _____ 3 
4 

5 

6 

-
-
-
-
T 

D 

- -
- -

- -u 

- - - -

-

- - - -
v K x y 

-
E J K 

~ 
,_ - - - -

- ,_ 

- ·-- - -

- - - - - -z p s - - - - - -
L B 

FIGURE 9 

u ,_ - ,_. ,_ - - ,_ - - - - - -
J ,_ - --,.-- - - -y ,_ - - - ,_ - - - - - - - -z - -

E R G 0 M c ,_ ,_ -
T u x G I z N s 

I 

" 
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''6. Ap:Plication of principles of in.di?ect·symmetry . .....,..:.By applying .. the principles .of iii.direct 
symmetry between alphabets 5 and· 6 of figure 9, the following pai,rs of letters sep&l'ated. b-y ·-the 
same interval in the original primary component are -obta.ined.1 • -

T(5-1) 0(6-1) E(S-14) 
K(S-5) E(6-5) R(5-15) 
X(5-6) J(6-6) <rn;~11) 

Y(5-7) K(6-7) 0(5-18) 
Z(5-8) L(6-8) M(5-20) 
P(5-9) B(6-9) C(5-21) 

,FIGUBE 10 

The letters X and J both occur in column 17 ,·giving the pair 

X(6-17) 

From alphabets 5 and 6 we have 

X(5--6) 

l 

J(2~17) 

J(6-6) 

T(6-14) 
U(6-15) 
X(6-17) 
G(6-18) 
I(6-20) 
Z(6-21) 

This means that the equivalent primary component -formed from alphabets 5 and 6 is the 
same as that which can be obtained from alphabets 6 and 2, and that wherever in figure 9 a 
first letter of one of the pairs obtained from alphabets 5 and 6 occurs in alphabet 6, its associated 
letter can be written in the correspQnding coLUlllll in alphabet 2. For ~~p~1Jrom T(~-1) 
[)(6-1), _we a:an write T(6-14) D{2~14), -which means that the lette:r D must occupy the eel}. 
in figure 9 designated by the coordinates (2-14). 

All the values which can be entered a.re giv~n in figure 11. 
. . ~ 

X(S- 6) J(6- 6) X(6-17) 
T(5- 1) D(6- 1) T(6-14) 
K(5- 5) E(6..,- 5) - K(6---"- 7);. 
Z(5- 8) L(6- 8) Z(6--;..21) 
E(5-14) T(6-14) E(6-.5) 
G(5-'-17) X(6~17) , . G(6~18)_ 

FIGURE: 11 

These ~quivalents are now inserted in figure 9. to give figure.1~. _ 

i .2 _3 _4 6 ~ 7 8 f w " 
Plain_~------A B C D E F G H I J K 

1 

12 

L 
13 

M 

: 

14 111 

N 0 

D ,_ 

16 17 •s 19 
p Q R s 

u " 
< J x 

J,{2+.17). 
0(2-14) 
E(2_:_ 7) 
L(2-20 
T(2- 5) 
X(2~18) 

~ 21 22 23 

T u v w 

L 

·:U. 25 31! 
x y Z. 

~-----1--1------------~:---1-1--. 

Cipher _____ 3 __ ,_:!__ ___ r--1--i-'-l--l"--i--"--1 

4 z 
__ ,___:_ __ ---_. ---· -- - -' ----1-1-1:-11-11---"ll~l~l---I 

5TU VKXYZP SER GO MC -----1--1--------- -~-1-l-fr--+--+--·l-+--1-rl-
6 D E ·J K L B - T U X _G I Z N. - S '· 

FIGURE 12 

i The system of notation used here is the same as in Friedman, W. F., loc, cit. -For ~t~c\,, f(~l) 
refers to the letter T in line 5 and column 1. · ·-- '' · 
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· Fiv4 value& have been obtained in alphabet 2 without making any assumptions .u to a 
pJain .. texi word.enciphered by this alphabet. These values ca.o. be tested by inserting them in 
the cipher text of alphabet 2 as shown in figure 13. 

BYAYKFDJ 
NQ 

YDWADVXPJ 
N N R Q 

H CJ 
Q 

KVXAYERVTDTSJ 
R G E N E Q 

XYERVJ 
R G Q 
HFYDVJ 

N Q 
HFYDVJ 

N Q 

Fiona• 13 

Solution'of this monoalphabet cheeks the values obtained by application of·the principl"8 
of mdllieet sytrunetey of t>o8itiot1 and gives the paftia.I solutfon of the message shown in figure 14. 

3 2 . 3· . t IS 

Q X R U B Y A Y K F D J . V K' K C D R B 1 W D B 0 Z M Z ·.K G 
Q LI.A IS 0 N Q Q Q THE Q 
11 - :, 1 2 a • 

I NE T I S X E.J I R D U Y D W A D V X P J B RX VB G Z Y H B Z 
TWENTYQ Q INFANTRYQ Q Q 

IS I 1 2 3 ' 
R E K G J u z G x· F I y s 0 H c J G M F G y B w I v B E ;z 
ONEQ FOURQ Q PMQ Q Q 

IS t l 2 

M z p o~v G BT JD TI Gs x MI p s u K v x·A y ER v TD Ts J 
TH l RD Q INF A N·T RY Q Q STRAIGHTENED Q 

a l & e 1 

VAGY CIAICSIZ·UTMMTSPREG TUNX QPU 
, Q Q B A T T A L I 0 N Q N 0 WQ Q 

2 3 • 5 11 1 

X Y 'E R V J K Q F U P Y H B Z K P Y Z M G I L G E E X E Z Q U 
R I'G.H T Q Q Q EIGHT Q THREE Q Q 

I 

2 · a· ' a e 1 

H F \Y D V J G M B R R Y K H A 0 Z X R C 0 G E B K L I X V S Y S P U 
p o~r NT Q Q Q F 0 u R Q EIGHT Q Q 

2 a 
~ .P\l .D V J K V A B 
POINTQ 

FIGURE 14 
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The new equivalents obtained in alphabet 2 are iriserted in figure 12 to giTe figure 15. 

1 2 3 • 6 6 7 8 0 W U U U U U M D IB ~ ~ ti ~ ~ ~ ~ • 

Plain ____ - - __ A B C D E F G H I J K . ~ M N 0 P Q R S T U V W X Y Z 

1 

2 

Cipher _____ 3 
4 

5 

6 

-
A 

-
'--

T 

D 

- - -s 

- - -
,_ - -
u v 

. 

- - - ,_ I-
T w E R y 

,_ 
I- - ,_ ,_ 

K x y z p 

E J K L B 

u - '-"--~ - - I-I- ,_ 
B c D F H J x K v L p 

,_ 
y 

'-- '-- '-,_ - - -z 
s E R G 0 M c 

T u x G I z ,N s 
FIGURJC J5 

7. Reconstruction of the cipher component.-From the three partially recovered secondary 
sequences of figure 15, portions of three equivalent pr4nary sequences can be reconstructed by 
the application of the principles of indirect syiruµetry~ of position between the three pairs of 
alphabets which can be formed from alphabets 2, 5; and 6. The tabulation of the pairs obtained 
from alphabets 5 and 6, 6 and 2, and 5 and 2 is given in figure 16.1 

5-6 6-2 5-2 
TD DA '1' A 
KE ET v 'S 
x J J VI KT 
YK KE xw 
Z L LR YE 
p B BY ·ZR 
ET TD p 'Y 
RU UF SB 
GX XJ ED 
O G GX RF 
II I I V G J 
c z ZL ox 

s p MV 
CL 

FIGURE 16 ' 
Since some of the pairs from 5-6 and from 6-2 are the same, these two sets can be 

combined, and all pairs of both 5-6 and 6-2 having common letters can be united to give the 
following sequences: 

0 G X J W 
CZLRUF 
SPBYKETDA 
MI V 

. ' •Hereafter, when reference t1 made to two alpmt.beta, the numben corresponding to them wtil be u.e& 
For.inatuce,.alphabet.a 5 and 6 will be replaced by 6-6. 
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The t>airs of 5-2 can also he united in a similar manner. 

KTA 
MVSB 
0 x w 
PYED 
ZRF 
C L 

If the letters of the sequence K T A of 5-2 a.re separated by one space, the interval 
between ·them will be the same as in S P B Y K E T D A: All the sequences of 5-2 can 
be so treated to give: 

K T A 
M v S'. ·B 

':.-· :0 I x w 
'< p . y . E D 

z.,. 1R F 
c . L 

' 
Unfortunately, only one of the foregoing sequences can be used to combine any of the 

sequences of 5-6, viz, the seq~ence M . V • S . B which permits the union of M I V and 
S P B Y K E T D A to give M I V . S P B Y K E T D A. All the pairs formed from 
the three pairs of alphabets have now been combined to give .the following sequences based 
on the interval of 5-6: · 

M I V • S P B·Y K E T D A 

0 G X J W 
CZLRUF 

At this point it is impossible to insert other' letters in this equivalent primary component 
unless some other equivalent ptjniky compollent is made ~allable. Now it usually happens 
in a keyword-mixed sequence ,th~t the low-frequency letters 'J K, X Y Z, P Q, and B C D 
retain their original alphabetical order. If this is true of the original primary component with 
which we are working, we can assunie that X Y Z are sequent letters in it and bring the sequences 
of 5-6 in juxtaposition as shown below: .,. . 

, OGXJ.W ·· 
MIV S•PBYK'E'l"DA' 

CZLRUF 

The sequence X Y Z appears in the foregoing superimposition in a column, and since the 
assumption has been made that these threeletters are a pa.it of the original primary component, 
the other columns of this arrangement mus't also be portions of the original primary component. 
This assumption is corroborated by the fact that 0 P, BC, J KL, TU, and D F fall in their proper 
alpha.betieal order. Since B C .aµd D F are sequent letters. in, the c<Huurqs of the for~oing 
arrangement, it is reasonable to assume that they can "be: united .to form.. B. C D :F .. If :this is 
true, the B of M I V . S P B Y K E T D A and the C of C Z L R U F may be placed over 
the D of M I V • S P B Y K E T D A to give the following arrangement: 

i .... 
i 
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.· MIV. SPBYKETDA 
OGXJW. CZLRUF 

MIV. SPBYKETDA 

0 G X J W • -C Z L R U F 

This arrangement permits the combination of 0 G X J W and C Z L R U F, and also gives 
the following columnar sequences: 

MOP.TU 
IGBCDF 
VXYZA 
J KL · 

SWER 

From a. consideration of their 8.lphabetical order, the sequenoos J K Land M 0 P • T tJ 
can be combined to give u K L M 0 P . T U. This arrangement, however, gives twp appear­
anoes.oi the letter Jlin..the sequence M] V • ~PB Y }f: E_T __ D .. A~Mi.separ~ ~~inter­
val of 13. This me,ans that the equivalent primary component thus recovered for 5-6 consis~ 
of two sets of 13 'letters ea.Ch. We can now,'revise' the arrangeµient which we haV'e been using 
to give the on-a shown herewith. ' · ' · -

M l V . S P .B Y K g T D A 
0 G X J W . • C Z .L ~ U F • 
PB Y-K ETD AM% V • ~. 
. C Z L R U F . 0 G X J W 

The fact that A follows Z in the columnar sequenee of the foregoing diagram leads to the 
conclusion that it is the first letter of .the keyword upon which the sequence is b~. All the 
oplumnar sequences can now be united t9 give: 

A. SWERIGBCDF. JKLMOP. TUVXYZ 

Only three letters, H, N, and Q, are missing from this sequence. The Hand Q can be inserted ill 
. their proper alphabetical positions leaving N to follow A, which gives the sequence 

A N S W E R I G B C D F H J K L M 0 P Q T U V X Y Z 

8. Reconstruction of the plain component.-The plain component can now be obtained by 
using the three secondary sequences of figure 15 to prepare the deciphering table shown in figure 
17 in which the principles of direct symmetry of position may be used. 

1 2 a 4 a o 1 ~ t ro u ~ ~ u ~ M n ~ w ~ ~ ~ ~ ~ » • 
Cipher _______ A N S W E R I G B C D F H J K L M 0 P Q T U V X Y Z 

1 

2 

Plain _______ 3 
4 

5 

6 

-
A 

-

- -
D 

- -
L 

w y 

- ,- - -
F G H -

-

- - - -
N 0 -
E T 

- - - - - -
L M N 0 p 

-
- - - - - -
Q u --
R I A 

FIGURE 17 

Q 

~~ - - - - - - - - - - -
Q s u y G T 

- - -

Q 
- - - - - - - - - -

~~ 
-

E T R I A B D H 
,-,- -

F G H N 0 J 



The sequence obtained by application of the principles of direct symmetry of position from 
figure 17 is 

E.TRI.ABDFGH •• LMNOPQSU.WY. 

The missing letters, C, J, K, V, X, and Z, can be easily inserted to give 

E X T R I C A B D F G H J K L M N 0 P Q S U V W Y Z 

9. Solution completed.-Now that both plain and cipher components have been recovered, 
it is possible to prepare sliding strips to complete the decipherment of the message. The correct 
relative positions of these two strips for alphabetil 1, 3, and 4 are determined by the values of Q11 

in these alphabets. The complete decipherment of the. cryptogram is given in figure 18. 
' 

Q X R U B Y A Y K F D J V K K C D R B Y W D B 0 Z M Z K G 
·o U R Q L I A I S 0 N Q 0 F F I C E R Q W I T H Q T H E Q 
·I H E T I S X E J I R 1,-u Y D W A D V X P J 'B R X V B G Z Y H B Z 
T W E N T Y Q T H I R D Q; I N F A N T R Y Q R E P 0 R T S Q A T Q 

'.R ·E K G . J U Z G X F I Y S U H .C J. G· M F G Y B W I V B E. Z 
0 N' E Q F 0 U R Q F I V E Q P M 'Q T H A T Q T W E .N T Y Q .. 

MZPOVG BTJDTIGSX MIPSU KVXAYERVTDTSJ 
T H I R D Q I N F A N T R Y Q L ~ N E Q S T R A I G H T E N E D Q 

~ . 
V A G Y C I A I C S I Z U T M ~ T S P R E G T U N X Q P U 
0 U T Q R E S E R V E Q B A T T A L I 0 N Q N 0 W Q 0 N Q 

XYERVJ KQFUPY HBZ KPYZMG ILGEEX EZQU 
R'·I G H T Q F L A N K Q. A T Q & I G H T Q ·T H RE E Q T W O Q 
HFYDVJ GMBRRY KHAOZ XRCOG EBKLIX VSYSPU 
P 0 I N T Q T H R E E Q D A S H Q F 0 U R Q E I G H T Q S E V E N Q 
HFYDVJ KVAB 
P 0 I N T Q F O U R 

F'IGUBJI 18 

10. Concluding remarka.-ln the solution of the foregoing example, the principles of 
indirect IJJl.mmetl"y of position were applied to an enciphering table (figure 15) to recover the cipher 
~m~nent, while the plain component was obtained by applying the principles of direct aymmetry 
of position to a deciphering table (figure 17) based upon the recovered cipher compo:nent. How­
ever, the same result could have been obtained by first recovering the plain component by th.e 
application of the principles of indirect symmetry of position to the deciphering table based on 
the normal alphabet, resulting from figure 15. In this case the cipher component could have 
been recovered from· an enciphering table based on the recovered plain component, by the use of 
the pr:biciples of direct symmetry of position. 
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SECTION III 

SOLUTION OF A PROGRESSIVE ALPHABET SYSTEM IN wmce: THE ALPHABETS 
ARE CHANGED FOR EACH LETTER 

Paragraph 
Nature of the system_________________________ 11 
Preliminary analysis__________________________ 12 

An actual example---------------------------- 13 
Detection of isomorphisms---~----------------- 14: 

Paragraph 
Reconstruction of the cipher component..:________ 15 
Result of completing the plain component_______ 16 
Solution oomplet.ed-------------------'-------- 17 
Concluding remarks------------------:-------- 18 

11. Nature of the syatem.-A very important application of the principles of indirect 
symmetry of position in the analysis of a cipher system based upon a square tabl~ will be brought 
out in the solution ~of another type of progi-essive-alphabet cipher system. The method of enci­
pherment is such that the first letter of the plain text is enciphered by a prearranged alphabet 
of a square table, the second letter by the alphabet immediately following that used'. for the first 
letter, and so on until 26 letters have been enciphered, after which the cycle of 8.lphabets is 
repeated for each set of 26 letters until the entire message is enciphered. The saJ:Il.e effect can 
be obtained with a cipher disk such as the obsolete United States Army Cipher Disk, by moving 
the inner disk one space clockwise after the encipherment of each letter of the plain text. 

12. Preliminary analysia.~In order to develop the fundamental idea. upon which solution 
of the following example is based, the beginnings of two messages enciphered by means of the 
square table shown in figure 19 will be examinea. The sequence upon which the table is based 
is keyword-mixed, derived from the word QUESTIONABLY. 

,, (13) 
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Q U E S T I 0 N A B L Y C D F G H J K M P R V W X Z 
U E S T I 0 N A B L Y C D F G H J K M P R V W X Z Q 
ESTIONABLYCDFGHJKMPRVWXZQU 

STIONABLYCDFGHJKMPRVWXZQUE 

TIONABLYCDFGHJKMPRVWXZQUES 

1·0 NA a LY C P 1" G HJ KM PR V W X Z QUEST 

ONABLYCDFGHJKMPRVWXZQUESTI 

N A B L Y C D F G H J K 14 P R V W X Z Q U E S T I 0 
A B L Y C D P' G H J K M P R V W X Z Q U E S T I O N 
BLYCDFGHJKMPRVWXZQUESTIONA 

LYCDF.GHJKMPRVWXZQUESTIONAB 

Y C D F G H J K M P R V W X Z Q U E S T I 0 N A B L 
CD F G HJ KM P R.V W l Z QUE Sr I 0 NAB LY 
DFGHJK~PRVWXZQUESTIONABLYC 

FGHJKMPRVWXZQUESTIONABLYCD 

G»JKMPRVWXZQUESTIONABLYCDF 

MJK¥PRVWXZQUESTIONABLYCDFG 
JKMPRVWXZQUESTIONABLYCDFGH 

K M P R V ~ X Z Q U E S T I 0 N A B L Y C D F G H ~ 
M P R V W X Z Q U E S T I 0 N A B L Y 0 D F G H J K 
PRVWXZQUESTIONABLYCDFGHJKM 

RVWXZQUESTIONABLYCDFGHJKMP 

VWXZQUESTIONABLYCDFGHJKMPR 

WXZQUESTIONABLYCDFGHJKMPRV 

XZQUESTIONABLYCDFGHJKMPRVW 

ZQUESTIONABLYCDFGHJKMPRVWX 

FIGURE 19 

lST MESSAGE 

Plain _____ F I R S T B A T T A L I 0 N W I L L S U P P 0 R T 
Cipher ___ F 0 W 0 A F F Y C J P H K P Y P Q U R P F G E K E 

Plain_____ S E C 0 N D • • • 
Cipher ___ E E D A L J 

2D MESSAGE 

Plain_____ T H E F I R S T B A T T A L I 0 N W I L L S U P P 0 R T 
Cipher ___ T J T J B Q B Y J J F G P W M R W F W S T X W J K I R I 

Plain_____ T H I R D 
Cipher ___ 0 M B Q M 

FIGURE 20 

' 

\_ 
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The cipher' text produeed by the tWo encipherinents of the w.>rds FIRST BATTALION 
WILL SUPPORT is different in each csse, but when the two encipherments for these words 
are superimposed, as shown in figure 21, certain phenomena are exhibited by the cipher text. 

Plain text~-·----·- F 1 R S l' B A T T A L ,I .0 N W I L L S U ,P P 0 R T 
1st encipherment_ _ F 0 W 0 A F F Y C J P H K P Y P Q U R P F G E K E 
2d encipherment ___ J B Q B Y J J F G P W M R W F W S T X W J K I R I 

FIGURE 21 

These phenomena deal with characteristics here designated by the term: isomorphism. If two 
sequences occur in a cryptogram, one of which can be obtained by applying a monoalphabetic 
substitution, upon the other, the two sequences are said to be isomorphic. For instance, 
the sequences L R S R U L M V L R M and Q S F S B Q N J Q S N a.re isomorphic 
because the second can be derived by applying a monoalphabetic substitution to the first 
using the foll.owing substitution: 

" Plain _____ A B C D E F G H I J K L M N 0 P Q R S T U V W X Y Z 
•Cipher_ _ _ . . . . . . . . . . . Q N • . • . S F . B J . . . . 

Note that the two encipherments of figure 21 are isomorphic, and that if the interval in 
the original primary component between corresponding cipher letters of this superimposition is 
determined, it will be seen that in each case the letter of the second encipherment is three letters 
removed from the corresponding letter of the first encipherment in the sequence 

QUESTIONABLYCDFGHJKMPRVWXZ. 

If the letters of the first encipherment are paired off with the letters of the second encipherment, 
so that they a.re separated by the proper interval, portions of the Qriginul primary component 
will result. The pairs which can be fonp.ed from these two encipherments are tabulated in 
figure 22. 

F . . '\J c . G Q . s 
0 B J . . p u . . '1" 
w Q p . . w R . x 
A y H M G . . K 
y . ~ J' K . . R E . . I 

FIGURE 22 

By uniting the pairs which have common let~rs, the following sequences, are formed: 

A • Y • • F • ~ J. • • P • , W • • Q • • S 
0 B 
C •• G •• K •• R •• l 
H • M 
U T 
E I 
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A comparison of these sequences with the original primary component shows that both 
are identical in interval. This can be seen from the following superimposition. 

QUESTIONABLYCDFGHJKMPRVWXZ 
Q •• S A. Y. F .. J •. P •• W. 

O •• B 
c G ' •• K .R . x 

H •• M 

U •• T 
E I 

FIGURE 24 

13 .. An actual example.-It is obvious from the foregoing discussion that if at least two 
differently enciphered versions of a plain-text repetition of fifteen or more letters should 
occur in a cryptogram enciphered by this system, and if the isomorphisms resulting from this 
repetition could be detected by the ~ryptanalyst, partial or complete reconstruction of the 
original or an ~quivalent primary, component could be effected. Thei!Je isomorphisms can best 
be detected by superimposing and comparing all portions of cipher text containing ~e letters 
which are adjacent or separated by one, two, three, or four letters. An illustra.tion of this 
method of finding isomorphisms in the cipher text is given in the solution of the following 
example which is enciphered by means of the system ref erred to above. 

CRYPTOGRAM 

5 10 15 20 25 

ARN U.X XVMPY 0 PM FY K Z T I W. EH CD M 
30 35 40 45 50 

HDSMM DWNGJ Z 0 KU V BR Q DX T F T C I 
55 60 85 70 75 

RB TI B RUY YA U P P K 0 HHEOF SN F 0 A 
80 85 90 94 

SZGDL TB JR X OJXKO 0 X T P 

FIGURE 25 
•' 

The :fint. step in the solution of this cipher is to rewrite it in superimposed cycles of 26 let­
ters, so that letters enciphered by the same alphabe~ occur in the same column. 

1 2 s 4 5 6 1 s 9 ro n ~ ra u ~ u u ~ w 20 ID ~ ~ ~ 25 ~ 

A R NU X X ·V M P Y 0 P M F Y K Z T I W EH C D M H 
30 M 40 ~ 50 

D S M M D W N G J Z 0 K U V B R Q D X ~ F T C I R B 
55 60 85 70 u 

TIBRUYYAUPPKOHHEOFSNFOASZG 
80 85 90 94 

DLTBJRXOJXKOOXTP 

PIGtilnl 20 

-
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i4: Deteotion of isomorphiama.-The next step i~ to search through the cipher text of the 
meaaage for isom.orphimui. Thie is done by fil'llt superimposing portions of the cipher text with 
like letters occupying adjacent positions. Only six such pairs of letters occur in the message 
and they are given in figure 27 with the 8 letters preceding and following them. 

(1) 

(2) 

·ca' 
(4) 

. (5) 

(6) 

1 5 ro ~ 

----ARNULJVMPYOPMFY 
25 - ·30· . 36 

EH CD M HD S.M M.D.W.N G J Z 0 KU 
M M 00 M 

·c-R B T I B R -u ·y ·y ·A ·u p p K 0 H H E . 
. M 00 M ~-

I BR UY YAU PP K 0 H H~OFSN 
00 M 70 U 

Y Y A U P P K 0 !::L1i E 0 F S N F 0 A S 
II 'Ill H 

BJRXOJXKOOXTP------

. . . .. F1au;tlJ!l_27 

Note that in lines (1) and (5) of figure 27 an isomorphism occur$ which be~ with the 
doubled letter and extends throughout the remainder of these twc? J.fu~. . . ' 

5 66 6 67 8 69 13 7• 9 70 12 73 . 10 . 71 15 76 

(X~; X-+H) (M-+0; .M-+0.) (P-tF; P-+F) (Y~; Y~) 

11- M 4 M 

However, the isomorphism does not e:xteiid to the left any furtlaer than X-*I, because U-+O con· 
8 69 13 74 118 

filcts with M-+0 and M-+O. Let us now superimpose a.11 the cipher text between H and the end 
. - 6 . 

of th~ message, with the corresponding portion following X. 

1 ro n ~ • • 
XXVMPYOPMFYKZTIWEHCDKHDSMMDWN 
• 70 76 80 811 uo 9t 
H H E O F S N F 0 A S Z G D L T B J R X 0 J X K 0 0 X T P 

FIGURl!I 28 

2081 3293 8 69137425M2DOO 8091 

W-+T and W-+T, and M-+O, M-+O, M-+O, M-+O and M-+O indicate that the a.hove two portions of 
cipher text represent the same plain text and that this repetition begins in one case with the 5th 
letter of the message and in the other with the 66th letter. Since. the isomo@hiut eJ:t;ends 
through the next to last letter of the message; it is safe to inelqde the 33d and 94th letters in the 
repetition. 

15. Reconstruction of the cipher component.-Reference to figure 28 a.hove shows that the 
first letter of the first occurrence of the repetition is represented by Xe in alphabet 5 and.the first 
.letter of ita second oeourrenee is represeiuted by H. in alphabet 14 (66-52=14). N():W since Xe 
in alphabet 5 and H. in alphabet 14 represent the same plain-text letter, theee two letter$ muet 
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·be separated by an interval of 14 minus 5, or 9, in the original primary component. This is also 
true for all the other pairs of the above superimposition, and they can be written as shown 
in figure 29. 

x H F . A E 
v . E K z H . . . 
M 0 z . G c 
p . F T D D . . 
y . . . . . . s I . L s . . . . . . . 
0 N w T N 

FIGURE 29 
. , ·-· 

By uniting pairs having common letters the following sequences can be formed: 

{!) ____ x 
(2)_ - -- v . . 
(3) _ - ,. - "' p 
(4) ____ ·yz 
(5) ____ c ... 
(6) ____ I •• 

TH . 
E .• 
0 F 
'S G 
R 
L 

DJ ...... W 
B 

•. NA 
K' 

B 
. J 

R 

. x 

. K 
p 

These sequences:are porli.ons of the original primitrf component with which the square table 
was formed and if this component is keyword mixed, V W X Y Z, B C D, and J K are very likely 
sequent letters.. Let us make tl,ie assumption that .Y W. X Y Z a.re sequent letters and combin~ 
sequences (I), (2), and (4) on this ba.sls: 

.• ,, 

~)XYZ .... ETHSG .... BDJK .... VW 

The sequence B D J K corroborates this ass~ptio~, because all are low frequency letters 
and not likely to occur in the keyword, and it is very reasonable now to assume that the key­
word occupies tKe.portfon of the fdregoing sequence falling between Zand B. .· 

If the let.tar L does. no~ occur in the keyword, thenfrom alphabetical considerations it must 
follow the K of B D J Kin (7), which will pertnit th~ union of (6) and (7) .. 'Phis is impossible 
because the I of (6) would have to occupy the position of G of (7). Therefore, L mll8t be in the 
keyword . ..,..Since the letter L occurs in the keyword, then from alphabetical considerations the 
M P of (3) should fall immediately after the K of (7) to give 

' . 

(8) x' y z o· F . . E T H s G N A • . B D J K M p ~ • v w 
I " ' . . ' 

16~ Result of completing the:plain component.-There is now a. total of 20 letters in (8) 
and it may be possible at this point to·obtain plain text from some pa.rt of the message by correct,. 
ing for the movement of this sequence against itself and completing the plain component. · 11 this 
'8equence is correct, piain·text may result on one generatrix. 

The last 10 letters of the message, X 0 J X K 0 0 X T P, seems a likely portion to use, 
because all -0f these letters occur in (8). However, there- a.re letters missing from this sequeilce, 
but since the portion of ·text to be deciphered contains none of the missing letters, the only 
difficulty which may arise is in the case where a letter in the cipher component may correspond 
to a blank in the plain component. This difficulty can be surmounted by inserting arbitrary 
symbols in the blank spaces of (8) to give (9). 

(9) X Y Z 0 F 2 3 E T H S G N A 4 5 B D J K M P 6 7 V W. 
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The text can now be:oonverted by assuming an initial relative position of the sequence 'with 
respect to itself, and proceeding asm deciphering. Iri order to illustrate this clearly, (9) will lie 
used to convert the first three letters of X 0 J X K 0 0 X T P. 

Let the initial relative position of the sequence be that shown herewith: 

· Plain ______ X Y Z 0 P 2 3 E T H S G N A :4 5 B D J KM P 6 7 V W · 
Cipher.:. ___ 1t Y Z 'O F 2 3 E T H S G N A 4 5 B · D J K M P 6 7 V W .. 

hi this position X0 =X11• .. . 

The cipher ~omponent is moved one space to the left for_'de.ciphering th~ next letter .. 

··· Plain .. _ .... _. X Y Z 0 F 2 3 E T H S G N A 4 5 B D J K M P 6 7 V W 
: . Oiph81' - • _ - Y Z 0 F 2 3 E T » S G N A 4 5 B D J ~ M P 6 7 V W X 
,.. .., ,; .... . . - . . 

This gives 00 ==Zp. ,· '· '' 1 
For the next letter the-cipher oomponent is~a.gain moved.one space to the left gi:Ving J•=B11• 

This procedure is followed until all IO letters a.re converted, giving 

X.O J X K 0 0 X T P 

.XZB:75iV7KXN 

· · -The result of completing' the plain component for thi8 deciphen;nerlt is shown in ~· 8~: 

... . i .. 

X Z ·s 7 5 V 7 K X N. · 
:y O·D V B W V t4 Y A 
Z-FJWDXWPZ4 
0 2 K X J Y ·X 6 0• 5 
F3MYKZY7FB 
2EPZMOZV2D 
3 T 6 0 P F 0 W 3 J 
EH7F62FXEK 
TSV2732YTM 
HGW3VE3ZHP 
SNXEWTEOS6 
GAY T X·H T F G 7 
N4ZHYSH2NV 
A 5 0 S Z G S 3 A W 
4BFGONGE4X 
5D2NFANT5Y 
BJ3A24AHBZ 
DKE4354SDO 
J M T 5 E B 5 G J F 
KPHBTDBNK2 
M6SDHJDAM3 
P 7 G J S K J 4 P E 
6VNKGMK56T 
7WAMNPMB7H 
VX4PA6PDVS 
WY56476JWG 

FIGUltE 30 



··The underlined generatrix obviously contains the word INFANTRY. This permits us to re­
place the 2 and 5which were arbitrarily written in (9) by the letters I and R, respectively to obtain 

X Y Z. 0 F I 3 ETH S G. NA 4 RB DJ.KM P 6 7 V W, 

17. Solution com.pleted.-Sinoe the correctness of (9) has now been established and a word 
of the pie.in ~t detennined, it is an easy matter to recover the letters missing in the sequence 
and consequently obtain the complete decipherinent of the nies8age as shown mfigure 31. 

A R N ·U X :it ·V M P Y · 0 P M F Y K Z T l W E H C D. M H D S M M D W N 
T.H I RD BAT TA L I 0 NT WE NT YT H I RD I NF A NT RY 
G J Z 0 KU VB R Q Q X T ~ T C I RB T I ~RU~ J AU P P'K 0 H 
W I L L 0 C C U P Y P 0 S r T I O N N 0 W H E L D B Y S E C 0 N D 
H E 0 F S N F 0 A S Z G D L T B J R X 0 J X K 0 0 X T P 
D A 'l' T A L I O· NT W E··N· T Y T H I: R D I N F. 4· N· T R Y 

18. Concluding remarks.-If, iI1 the encij>h~rment of this cryptogram, the encipherer had 
used different mixed sequences for the plain and ciph~r components, plain text would not have 
~n :OQtained .by complt:lting . ~ plain component with the cipb,~ BeQ,\ll;ID.OO. . Ho:wev:er, the 
analysis of the cipher would have been identical up to the poirit of completing the pie.in com­
ponent, but, instead of converting only ~few letters. of the cipher text and completing the plain 
component, it would have been nefW~ t.o convert tPtt,el\tire message insofar as the partially 
reconstructed sequence (9) would pen:J)i.t; and ·then solve' the converted text as a monoalphabet. 
This procedure will be illustrated ~ the pa.rt Qf tbiEJ paper which treats of the solution of the 
Wheatstone Cipher. 
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SECTION IV 

SOLUTION-OF THE MODWlED WHEATSTONE CIPHER·1 

Paragraph P11r1111mph 

Preliminary analysis------------------------ 19' Conversion of the cipher text to monoalphabetic 
,\n actuaj._Q:~lJ1ple------------------~------ . 20 . tel'Ill$ ________ .. ___________ .. __________ _,___ 22 
~eoristntetton otthe cipher compon~nt_______ 21 Solution of the converted cipher text ____ ' ____ ;__ . ~3 

' · ' · · · · Recoruitruction of the plain component________ 24 

19. Preliminary analysis.-The application of the principles of indirect symmetry of posi~ion 
in the solution of the modified Wheatstone Cipher is without doubt the easiest known method of 
solution for-tliis Oi.pllef. 2 . Thl8'so1uion depencis i1p0n ~e'presence of ,-repetition or l'ej>etitionsm 
the plain text of. a :tnees&ge'and their detection a.nd identifica.tion ·as surih in the oipher te)[t by 
the cryptanalyst. The repetition or repetitions wuet be.of .su1ficient ~ngth to permit the r~n· 
struction of an equivalent primary component by the applioation of t;,Jie p~es .of ~direci 
symmetry of position. As in paragraph 14, repetitions can· be :detected by comparing portions of 
the cipher text until one or more isomorphisms are found which may be utilized to reconstruct 
an equivalent primary component of the cipher sequence. 
. Why isom.orphisms appe¥, in .. the ciph~i:. t~t resulting.from two <Iµf~rent encipheqne:o.ts of 
the same plain text can be se~n ·from a study of the I olloWing plain text and rte corresponding 
cipher text. Both sequences tised fu' the preparation' of this eneipherment are given here~th, 

Outer sequence: 
a 6 ' 2 i o 
FR ID !',Y 
8CEGHJ 
KLMNOP 
QSTUVW 
x z 

AHOVDGNUFBKQXIEMTRCLSZYJPW . : . . . ; . 

im:ier sequence: 
1 i 6 ' 6 2. 
COURSE 
ABDFGH 
IJKLMN 
PQTVWX 
y z 

C A I P Y E H N X 0 B J Q Z R F L V S G M W U D K T 

1 'For a description of the modified Wheatstone Cipher device and a method for using it see Special Text 
N:o.186, Advanced Mlliti.ry Cryptography 1931 Ed., Paragraph 60. 

I For another method of solution see Friedman, w. F., Several Machine Ciphef!B ~nd M~hoakfor thei~'Solu.: 
non, Riverbank Publi~&tion No. 20, 1918. 

(21) 
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Initial setting of sequences Ap=A0 

F I R S T * 8 A T Q A L I 0 N * T W E N T Y * T H I R D * I N F 
QRSWSIQYMLHTMBRXTXKVANJIRCYSRIUK 
A N T R Y * W I T H * S E C 0 N D * 8 A T Q A L I 0 N * T W E N 
V D N X Z V V H 0 W M F B R T P I K X C L Q I W L H B Y W Y M Z 
T Y * T H I R D * I N F A N T R Y * W I L Q * 
DPNKBUCRBKSMZGPYOZZIXAL 

FIGURE 32 '.•':'', 

It will be noted that the plain-text repetition underlined in figure 32 does not give a repe­
tition of the ciphet text. However, when the cipher text corresponding to the repeated plain 
text is superimposed their faomorphic character is evident. . . . . 

Plain _______________ * B A T Q A L I 0 N * T W E N T Y * T H I R D * 
FirstenciphermenL:.;.. IQ Y ML H.T MB RX TX K 'f/ A NJ_ IR CY SR 
SecQnd encipherment:_ .K X C L• Q .I W L H B Y W Y .M Z 'D P. N.-K :BU ,C,R B 
Plain __ :_ _____ ;.._;._.; ___ I N F- A N T R Y * W I 
Firsteiiciph~rmeni ___ 'I U K \;·o: N X Z V V H 
Second encipherment:. K s M, z ~ l> Y o z· z I' 

.-FIGUBE 33 . ! ' 

. ~y pairing off the letters of the first encipherment wl~ ~he letters '()r .the second en­
ciphe'rment in tlie above superitnposition, the following ,pairs ft.re obtained,: 

L • • ' ' 

I K H I KM cu 
QX T W v z SR 
y c BH AD us 
ML RB, ~ p D G 
L Q x y JN z 0 

FIGURE 34 

In thf!' cipher component, th~ inter~al between the fust and ,second letters of each of these 
pairs is 22; that is, for the pair IK, K is the twenty-second letter beyond I. It follows, therefore, 
that pairs having common letters can be united to fcrm portions of an equivalent primary com­
ponent consisting of two sets of 13 letters each, which will be identical with the equivalent 
primary component derived by decimating the original primary component, using the interval 
22. 

The reason the interval between I and K is 22 is that the long hand of the device made 22 
complete revolutions between the two encipherments of the character beginning each occurrence 
of the repeated plain text. .Since e~ch_ re:volution effects. a shjft of one space between the plain 
and cipher sequences the 22 revolutions will effect a relative shift of 22 spaces. Also the reason 
the interval between the other corresponding letters of the cipher text remains.constant at 22 
is that the motion of the long hand is governed by the nattire of the pla.in text enciphered, 
an4 since.the plain text is the same in both cases, the moyement o.f~he .101).~.hSJJ.4. for'. both 
encipherments must be identical. From this it follows that if the nature of, the text betweeu 
the beginnings of the repetitions had been such that the relative shift of the cipher sequence 

''. 
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would have .been: 8 mstead. of 22, the mterval between -the corresponding letters of the. two 
encipherments would have been 8, and instead of the pair I K, the pair . I B woµId have 
teShlted. . 

. 20. An actual example.-In order to show how the foregoing principles can be applied 
in the solution of a message, an ·actual example will he worked out in detail~ The cryptogram 
given herewith is known to have been enciphered by means of a modified Wheatstone Oipher, 
using two different mixed alphabets. 

CRYPTOGIU.M 

IS 10 15 20 26 

•GR CSL· JJMYM PEJGG WEN NM RVMNG 
30 35 4cO 4ll ' liO 

CT IN U RAN Y S S X Q GR M JV T G XYDJM 
55 60 65 70 71l 

LI FL J ERUXZ GP Y P 0 NIGG M LC I WV 
80 86 . 9() Vil 100 

l" X R U J UK EBB FR q·w·u· TN R Z I M I Z F 0 
105 110 '115 120 125 

MC K J A s 0 s y w K U A E.P GE PP Q MN IE F 
130 135 140 Hll lliO 

JM G V•C VFUDL KYAVU NSCTH TOXXI 
lllll 160 165 170 i 171f ' 

DASNZ X ·BA CJ U 'J C D R UEQPH 'W· R'W F N' 
180 185 190 196 . 

QZ~G~ xvvsu B·J GDP UL ·O'E 0 

· . F1avrui: · 36 

21. Reconstruction of the cipher component.-The first step in the solution of this crypto­
~-.m 1s to pick 'O\J.t portions of the -ciphe:r text whi~h are isomc;>rphi~.. The· most thorough and 
strughtforward way of doing this is to· follow the pro~ur~ ·given if1 paragraph 14; that is, 
to superimpose portions of the cipher text falling on each side of like letters which are adjacent 
or separated by one, two, :three, or four letters. However, this procedure is rather laborious, 
and it may be eliminated by scanning the cipher text and picking out peculiar patterns of 
cipher letters which are isomorphic, somewhat in the same m~r as a search would be made for 
repetitions in a monoalphabetic cipher. Such distinctive patterns as A B B A, A B A C A, 
A A B B A, A B C B A~ etc., al1! easy to pick up with the eye an9, in a majority of the cases 
where they do occur in the different encipherments of the same plain text, the cipher text corre-
sponding thereto can be easily discovered. . . . .... 

In the foregoing message two groupings of the type A B C B A are found, beginning with 
the 94th and 159th let_ters of the cipher text, respectively. The portions ohext including them 
are superimposed in order to determine whether the isomorphism extends further in either 
direction. 

~ M 9() ~ ~ ~ ill ill 

EBBFRQWUTNRZIMIZFOMCKJASOSYWKUAEP 

lliO ' 166 . 100 165 17-0 175 180 

XXIDASNZXBACJUJCDRUEQPHWRWFNQZHGN 

'FIGURE 36 
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, . M W . 
· In· this superimposition, the similarity which can be verified begins with F-+D and ends 

llS 178 
with A-+H and it is possible that the plain-text repetition extends on each side of these limits, 

. 84 J06 11• 179 

bac&UH neither corroborations nor contradictions can be found forB~I, and Ji:-C. However,it 
can be aaid that the repetition does not extend further than. one letter on each side of these limits,· 

M~ 84~ woo wm 
because B-+X conflicts with B-+I, and P-+N conflicts with W-+N. In order to preclude the 
possibility of introducing error, only those portions which show positive evidence of similarity 
will be used in reconstructing an equivalent primary component. 

By pairing off the letters of the foregoing isomorphi8m and uniting th<te&' pairs having 
common letters, the following sequences can be formed: 

ORAH 
MUZCE 
Y FD 
I J p 

KQSWNB 
TX 

Unfortuna~yt sin~ no complete equivalent prin).ary C<?IllPODent C"'1 pe recovered from the 
available data, it will be necessary to obtain portions of some other equivalent primary com­
ponent whic4, will p8l'IIJit the consolidation of the abov~ .isequencl'!s. These portions may be 
obtained either by assuming sequent letters in the original primary component as was done in 
the two preceding exampl~ or by finding other ·isomorpbisms·.in the mes&age ~d using the 
sequences formed from them to combine the sequences already obtained. Of these two courses, 
the latter is the easier to apply in the analysis of this cipher, because the sequences used are 
known tQ be sys~matically mixed, and to make correct assumptions of sequent letters in such 
cases is difficult. · · 1 

· .' . In·order to find other isomorphisms, repeated letters of the cipher text which we adja.cent 
are superb:npo~ as shown: in Dgure, 37. 

a 10 111 

(l) ____ - - - GR C S L J J M Y M P E J G G 
ld . 1S . ' ·- 20 

,.,, (2) _ _ _ _ J J 'M Y M P E J G G W E N N M R V M 

w ~ ~ • 
(3) ____ M P E J G G W E N N M R V M N G C T 

~ M ~ 

(4) ____ T I N U R A N Y S S X Q G R M J V T 

00 M m ~ 

(5) ____ Z.G PY P 0 NIGG ML CI WV F X 
~ 84 00 

(6) ____ F X R U J U K E B B F R Q W U T N R 

110 115 m 126 

(7) ____ W K U A. E P G E Ll Q M N I E F J M 

1~ 1'6 lro lM 
(8) ____ U ll S C T H T 0 Ll I D A S N Z X B 

176 180 184 100 

(9) ____ F N Q Z H G N X LJ S U B J G D P U 

FIGURE 37 
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. , · . . Ill 1911, 90· 188 M 182 811 '193 

In lines 6 and 9 of the superimposition the repetitio.-is u~G and u~G, B~V and B~V,, and 
in 185 93 191 . 

R~u and R~Uindicate that portions of these twolines a.re isomorphic .. The isomorphism begins 
81 179 

with U~ and extends to the end of each. of the.two lines. A superimposition of the text occurring 
beyond these two points is made in order to determine where the isomorphism ends. 

~ 85 00 ~ 

U J UK EBB FR Q W U,T N R Z I M I Z F 
180 185 100 195 

ZHGNXVVSUBJGDPULOEO--

FIOUBlll 38 

911 1118 97 191 . 

A .check at the end of the message is found, viz., I-+O and I~, which .indicates that thfi 
. ' ' 8!1· 178 ' . ' ' ' 

isomorphism includes these letters. However, there is. no corroboration for J~H, and aft)J.pugh 
it may be possible to include this ,pair of letters, it is ~ot uied nf forming the folloWing, ~~' 

' 'QB V 

MEX 

FS 

I 0 

'KN P 

RUG 
WJ 
ZL 

. ' ' 

A reference to the first ~t of partial sequences found shows two, M U Z C E and 
K Q S W N B, which have letters in common with three of the foregoing sequences. These 
thl-00 are Q B C, M E X, and K N P. In the first set the interval between Mand Eis 4; in this 
set it is 1. The new set can therefore be reduced to the interval of the first by rewriting each of 
its sequences so that the letters are separated by an interval of 4 instead of 1. 

Q . . 
M 
F . . . 
I 
K . . . 
R 

w . . 
z . . . 

B 
E . 
s 
0 
N . 
u 
J 
L 

.v 
x 

. p 

G 

ORAH 
MU Z CE 
YFD 
I J p 

KQSWNB 
TX 

All these sequences can now be combined to give the following equivalent prima:ry comp0nent: · 

YFDKQSWNBIJPVORAHMWZCEGLTX 
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22 .. Conversion of the cipher text to monoalphabetic ter.DJ.s.-At this poin.t it is necessary to. 
explabi an important characteristic of the cipher text produced by the Wheatstone device. 
The fµI).da.menta.l crypt\Ogra:Rhic idea Ullderlying. th.is instruµient is tQ provide ·two ~u,ences, 
each of which is composed of a different number of elements, connected by a mechaniBJll in 
such a manner that intervals between elementri of one en.n be merurured in tenmnrl intenms 
between elements ef the·, other. For instaqce, in ·tb eooipherment of the word FIRST 
of the example given in para.graph 19 of this section, the interval between the F and I in the 
plain sequence is equal to the interviµ between the Q and R of the cipher sequence. Likewise, 
the interval between the I and R in the plain sequ~nce corresponds to the interval between 
R and S in the cipher sequenee1 and so o:ii for the other l~tters of the message. From this it 
can be seen that the cipher iext of a message mereiy indicates to the decipherer the number 
of spaces over which the long hand must be moved in order to pick up the next plain-text letter, 
and that the cipher sequen-0e serves ~ a SPrt of "yardstick" on which these spaces are measured. 
It :follows· from· di.is' that unless th« e:rad o'l'<lM of the let~ of the cipher. sequence is' known, 
the con:ect int'~fva;l b~tween letters of the plain sequence cannot be determined ari.d conse­
qmmtly solUtiori'"of the message is Still 'ff difficult matter, even if the plain sequence is. known. 
on··ate otMr hand, 'if the cipher :sequence is known, ths·itiierv&ls between· letters.of the plain· 
sequence can be determined, and if an arbitraT'fl S6<J'llfnce is inscribed on the outer circle of the device, 
the process of decipherment will res'lilt in a monoalphabetic substitution on the plain text.1 

Now the sequence of 26 letters which has'been recovered may be either the original primary 
component or a.ny one of the eleven equivalent primary components of 26 letters which can 
be derived by a decimation of the original primary component, using an odd interval other 
than 13. Since it is necessary to obtain the ex1rot~sequence of the inner circle in order to con­
vert the cipher text to monoalphabetic tem1s, it will be necessary at this point to determine 
the original primary component of the cipher sequence. This component can be obtained by 
either of two methods. One is to derive the other eleven possible primary components of 
26 letters from the sequence above, make the cipher-text conversions for each, and select that 
conversion which gives a monoalphabetic distribution. Another is to follow the procedure 
shown on pages 6-11 inclusive of Methods for the Reconstruction of Primary Alphabets, 
Jj>,1,1.J;ili~ti:(>q. No. 21, Rive:rblmk Laboratories, by· Wi,lliam F. Friech;nan, in which the r~con­
strueiion of systema.ti~y mixed alphabets is. treated. The eecond of · t}lese twq possi. 
bilities i~ easier to apply in this instance; the first method would have to be used if the 
sequences. were r.andom~mixoo •. It.is. foUD.d. that the compo1u~ut. de:rixed by Q. •• dec;W\atiop.,,Qf .the 
foregoing, sequence, usit\g. iuterva.l 21, gives the l>El~t arrangement for a systematicQ.lly ~ed 
alphabet. This component is given herewith. · · - · ·· 

YEH PW F G.M V ND LU 0 BK T ZR IQ X CA JS 

In this component it is fo~nd that the pairs YW, WV, VU, and ZX are each separated by three 
letters, while the pairs UZ and XY are separated by four letterS. .This gives a diagram with 
six columns, and if' tll,~ lette~ U V W X Y Z are arrang~d so. that th~y occur in their normal 
alphabetical order, the following diagram is obtaineq and the correctness of the sequence is 
established : · · · ·· · 

1 This idea of conversion of the cipher text can be applied not only to the Wheatstone Cipher, but also to a 
great many other types of cipher systems based upon two sliding alphabets, 1f both the cipher sequence and the 

eJffl~. :i»~ in whioh it. is tQ ~ ~~4.~e ~aown. . .. , .. 

-· - i..; ..... <' 



"'J ': ; ~ . , . 

,., 

REF ID:A58464 

JS!l,lf 
C 0 N F E R, 

A~I)G~I. 

JKLMPQ 
S T U V W X 

\' . .) ·- '{ .•·. 

. If ·the s.f'q~ence. r~ting from thjs ditWram··is ~:Q~ on: the i,n.Qer circle of the device, 
any aequence wha.~oever ~ctibed ..91\. tb,e ~uter cifCl~, t\D.f! the process of deciphering applied 
to the cip.be.t t~t, a,mi>noalpl\ab~tic substitiitioIJ. .on.· the plain. text .will result. For instance, if 
we write the noi:mal alphilbet, with the word stop(*) falling after Z, in the twenty-seven spaces 
provided 

1

011
1 .tlle OU~r ~le, the S~Uence'-Oote.ined from the foregoing diagram Oll the inner 

circle, iet·s of the'iruier cifcle opJ>(lsite A of th.e.outer cikle, anti convert the meesage as we would 
if we were deciphering it, the conversioDi sht>wn W. tigur• 3P ~ oeta.ined, 

Mes8&.ge ______ c R er s·L J J t.r Y M P t J ci G vi ·E N·w M R v M N G c TI N u 
Conversion ____ S D H K W I H Q I P K ff D L. K H D L K H S H F H D T M P E H 

R ~A N·Y S S X, Q ·G R •. J V '1' G X Y n J if ·L.·I-·F. L ·d.il R.-U :X Z 
.. NS D U SR II K W Ii WM W D T H M W J S W D P V HK ·A Q.C Y . 

. · G l' Y P 0 N I G GM L C :f W V F X R U J ·u. KE B B F R Q"W U 
.MI EH R1 M WI HIM X:'l' DH DTP I U HK WI H y·K.M W D 

TNRZIMIZFOMCKJASOSYWKUAEPGEPPQ 
H * I G I W H E S * T H * I G I W H I M X T D H J M G I H Y 

~ N t m F J M G v a v F u D L K y A v u N s c T H T 0 x x I 
&MfDW•I~IWHDKHlMXTDHDTPIUHDLKH 

D A S N Z X: 8;,A, ~ · J U J C D R l) E Q PJi "1l R W E N Q Z H G N 
YKMWDH.*IGIWHE~~.TH*IGlWHIMXTDHK 

X V V S U B J C D P U L 0 E .0 
WIHYKMWDH*IGIWH 

FIGURE 39 

23. Solution of the converted cipher te:it.~Sinoe the principles involved in the solution of a 
monoe.lphe.betic cipher a.re elementary, it;Js not considered necessary to go into a detailed expla­
nation of how the solution of this exe.mpl, ia obti!in~d. The plain text of the message is given 
in figure 40. . :· 
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Conversion ____ S D H K W I H Q I P K H D L K H D L K H S H F H D T M P E H 
Plain text _____ A T * 0 N E * Z E R 0 * T W 0 * T W 0 * A * M * T H I R D * 

NSDUSRMKWHWMWDfHMWJSWDPVHKAUCY 
BATQALION*NINTH*INFANTRY*OCQUP 
MIEHRMWIHIMXTDHDTPIUHKWIHYKMWD 
I E D * L I N E * E I G H T. * T H R E Q * 0 N E * P 0 I N T 
H*IGIWHES*TH*IGIWHIMXTDHJMGIHY 
* S E,V EN* DA ,5 .H.* SEVEN* E I;G HT* FIVE* P 

KM W 0 H *I GI W HD K'H I'M X T 0 H"D T PI U H'D L K H 
0 I N T * S E V ''E .N * T C) *. E I G H T * .T H R E Q * T W 0 * 

' ' ' ' : ,, ,f' . ·,. 

Y K M W D H * I G. ;I W. H E S ,*. T H, ~ I G. I W H I M X .T D H. K · 
P 0 INT *,SEVEN:* DA S.M .*:.SEVEN *.E J; G.H T'. * 0 

WI HY KM W'D ff* I GI W H 
N E * P 0 I N T * S E V E N * t,. .. ,. ' .•• 

24. Reconstruction' of the plain component ......... .All the variable elements incorporated in the 
cryptogram have been obtained except the plain 'component .. Probably· the aasiest method of 
~xering,it is to prepare. a de<iiphering alphabet from the above solution based on the arbitrary 
sequen~~ ~~in conver,tingthe cipher text. The plain component of.thi,s deaj.phering alphabet 
will be flie' pla.ili component used in the preparatiOri of the message. . ' 

DE(:Il"llEliING ALPHA.llE~ 

Cipher_____ A B C D E F G H I J K L M N 0 p> Q ~ S T U V W X Y Z * 
Plain ___ ~ - _ C: T D M V * E F 0 W I B R Z L A H Q. ~ M G P S 

·' All 27 elements of the plrun component cft.nnot be obtainecfdirectly from ·the above decipher­
ing afphabet, but it is possible tO recover the missing letters by reeonstruetillg the diagram from 
which it was obtained, using the method by which the original primary cipher component was 
recovered. Application of this method gives the arrangement shown herewith which can be 
completed without difficulty. · · · · 

3 2 6 6 1 4 

LISTEN 
A B C D F.Q, 

H • M 0 P 
Q R • V W • 
YZ 



REF ID:A58464 

SECTION v 
AUTOKEY CIPHER USING THE CIPHER TEXT AS A KEY 

Paragraph 

General discussion _____________________________ -- -------- _ --------- __ -- --------- 26 

25. General discussion.-The application of the principles of indirect symmetry of position to 
isomorphisms in the cipher text of a message enciphered by means of an autokey cipher system 
using the cipher text as a key affords an easy method of solution. 

The method of solution for this type of autokey cipher is identical with that used for the 
Wheatstone Cipher up to t.he point where the cipher component is reconstructed from isomor­
phisma. From this point on it di:ff ers in only one detail, viz, inste&d of it being necessary to use 
the original primary cipher component for converting the cipher text to a monoalphabet, either 
it, or any one of the eleven possible equivalent primary components consisting of a complete set 
of 26 letters, may be used. However, as in the aforementioned example, in converting the cipher 
text to a monoalpha.bet, it is necessary to duplicate the deciphering process, using an arbitrary 
sequence as the plain component. 

(29). 

0 


