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Fii..."'l1rc 1 gives a passage Of narrative English c1>n . ..;i~t ing • ,f :~-ti 1 J,·1 t ··r.... ·rht: 
di\'i:-:inn hrt\\0 l't'n \Vf)rds is not marked .. 

l{1·c11rring ~t'<J111·nces of five or more consecutive letter:- are 11nd1·di11•·1l. 
Fignr,. '2 =-h•1\\' ... graphica11y the nnml>t:r of occ11rr1·nc1·:-. of •·:14·Ji J.·11.·r 11f the 

alpha Ii· ·1 . Fit.!11 n · :~ gi \"t:S the nutnber of occurrt.·nc1·:-' again. FiJi;"Hf• · ·I 1 Ji .. Ju ·r('• ·111 ag1: 
fn.·qu1·1u·y 111 thi· 111•:tn.•st \\'hole nun1bt:r. In llg11n.· ..=; th1· l1·ttcr~ nf th1· .d11li,tlu·: an~ 
n.:arrang1·d in onf,·r ,,f freqth·ncy. Figur1~ () gi\·1.·~ th1: p1Tc1·ntag1• 1_1f th1· t11:;il c;,ntinPd 
to th<' rnw.·I,; A. E. I. 0 and U. 

1:ig11TC / ~j\"t'S graphically tht: bigralll fre')llt~llCy, i.e. the lllltlllJtT of o(ClllT•'ll(l'S 

of pairs of lt·tt•·r.-. in st~p1ence. For exa1nph'. th1· tigun· sho\\'S that th•··· 1,i;.:1.t111" 
IN occur.-. ,..;1·\'1•11 ti1111..·:; in the giv1·11 passag1·. 

Figure H gi\·1· .... I ht• :-antt: inforrnatiun. as figure 7 in a diff1:rt.·nt f1_1n11 inr t Ii·· l1·t t•·rs 
. .\, }{ and ~. For 1·xan1ple, it ::>ho\\':- that :\ls pn:c1:d1·d 1.•y <:live t in1 .. , and f. •1111\\·•.·d 
hv G once. 

:\II th1· inf11nnatinn C<"1ntain1·d in f1gurt·~ 2, :{, 4, 5, 6 and H can b•: d.·riv1·d fr11111 1 h1• 
higran1 fn·q111·11cy tahJ •. · in tig11n• 7. ·rhi:- fnr111 of fn:q11cncy tahl·· i:-0 ,,·jd1·ly u..;,·d in 
crypt11grapl1~·. 

In ligun· ~) tlu· pas:-agc giv1:n in fig11r1! I has h1:1·n t•nciph1:r1:d hy th1· 1111·1ilod 11£ 
"simpl1· alphabt:t .-.ubstituti!1n," i.e. a table giving a :~ingh· lt·tt•·r ··q11i\·:il•·111 inr 
each h·tter of th1· alphabet ha:-;· been us1:d. 

·rhus th1: ll.:ttt'r ·rat each occurn.·nc1: is n:pn~scntcd b_y \V, I-I b~· I\, 1·tc. It ,,·ill 
be seen frorn ~ht~ underlined seque11t'es that the recurrences of the original ha\'.•' bet:n 
preserved. Figur1· 10 gives the nu1nber of occurrenct.-s of each lcttt·r of th1· alphahct 
in figurt· Band it ,,·ill he seen that th1: frequency of the letters has als.- h1·•:ll prt·scr\'t·1l. 
In fact each lctt••r of the clt!ar'tt·xt has hcen rcpn::-;entcd by the lt·tt1'.r lying thrt't: 
places latl'r in th1.· alphabet. ··rhus 1-1 in the cipher \'ersion rcpn:scnts E in th1· ch·ar 
text and has·th1· sarne fr1:qut•i1Cy. Nott: that\"' is rt>prt:Sl:nted by l~: 1his i:-; h1·caust: 
the alphah1·t i::. trcat1·d a~ cyclic. It n1ight be ~a~d that the frt'1p1t·11cy 1alil1· in 
figure 10 pn·s1•r\'t'S thl' fn:quency pattern of the or1g1nal text. 

In figur1: 11 the passage in figure I ha:; l.lC1~n enciphered again hy th·· 111··t liod 11f 
"simple alphabet substitution," hut h1.~r1: th1·r1~ is a \\\"o-tigur~: t·q11i,·alt'11t j,q· 1·ach 
letter i11st1·ad of a single-letter equivalent. 

Hen: again thl' n~currcnccs of th1; original text hav1; h•.•en pn·si·r,.,.,J. Fig111··· l'.1 
gives th1: nu111h1·r-of occurrences of each pair ol figure:- anti its 1·\.·;ir 1·q11i,·al•·11t. 
It \\·ill he st·1·11 that the frequt."ncy of tht· original is =-till pr1·s1·f'\'1·d hnt th•· pair 
cquivah·nts for th1· lt:ttt."rs in alph'ab1·tical ordl'r arc not in 11u1111·rical ord1·r. ;-;.uch a 
shuffit.'d tahh· j_... fr•·1p1t~ntly f1·ft'rn:d lt') a:5" hatted." In tig11r1: I:{ thi· ... 11h-.tit11tion 
table i=-- r··arra11g1·d to sh,,,,. the lettt:rs in alphah1·tical 11rd1·r. ·r1i,• 1abl·· 111 li.~nr•· I:{ 
rnay b1· 1h· .... c1:ih··d as th1· "1·11ciphl.'r" and that in lig11r1· I:! a:- th1: ·· d,·,·ipli•-r.·· 

In th1· l\\'o 1·xa1nplt·=-- 11f ciph1·r =-o far givt.'n th1· "1111it .,f :-ul>:-tit11t1•111" j.., 11111: 

lcttt·r and l\rn lig11r1·:-; n· .... pecti\'t'.ly. ·rh1· unit of :-::11h:'tit11ti1111 can. oi c•111r-.1-. h·· thr1.•1· 
or 111on.· lig11r1·..., ur l\\'o or rnon.· lt:tt1·rs qr ;-::\·n1hul..., ,.fall\' kind. pr,.,·j.J .. d 1h:11 no 
conf11='ion h1·t\\'••1·11 th1: \'ariou:; ciph1·r 1'(p1i\';;l.·111." i:- 1·:111.,,:,1. 

1:.r1"rcis1~ 1.-1.i:'t all n:c11rn·nc1::' uf thn··· qf' 111car·· l1·lt1•r-. in 1ig1u··· ~ 1 ~i,·111;.! th1· 
"int1·rv:il "b1·t\\"1·1·11 the vario11:-; 1~xa1npl1·s of thi· .-.an11· r1·cu1T1·111:1· .. \ .... 111''\.1ill\•l1·11f 

the forn1 \\'hich tht'. "intt:r\'al" ~liould tak1.· in \"1111r li:-t, 1aR.· th" ~···111• net~ 
1: X Ll L: 11 Q ,,·hich occurs t\~·ic1: in th'-· lirst lint:. ·r1i:. 1ir:-.t'J,·ttcr 111 th·· , .. q111·11···· F 

(C41687) •• 
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·in the iwo nccmrcncr:s is respectively the sixth and the twenty-fourth letter nf the 
cipher tt'XL The interval will be 24 - 6, i.e. 18. 

Figun: 14 gives still another cipher version of the text in figure I. 

Exercise 2.-Examinc figure 14 for recurrences of 3 or more letters. Note that 
here some of the recurrences of the original text have been lost. List the intervals 
from all the n:currences observed. Figure 15 gives in graphic form the frequency 
table in figure 14. It will be observed that the frequency of the original text is here 
partially blurred. Jn the original text the letter E occurred 42 times and 5 letters 
did not occur at all. Here the commonest letter G occurs only 33 times and only one 
letter docs not occur. 

Exercise :!.-Compare the intervals obtained in Exercise 2 with those listed in 
Exercise I. Observe that all recurrences have been preserved where the intervals 
are even and Jost where the intervals are odd. · ,..-

Figure 16 gives two separate frequency tables, 1.for,\etters occupying odd positions 
in figure 14, and II for those occupyi!18 even_pnsi.tions ... 

Exercise 4.-Now compare the clear text in figure 1 ·with the cipher text in 
figure 14 in conjunction with figure 16, and describe shortly the method of 
cncipherrncnt employed. · 

The unit of substitution in figure 14 is still one letter but the methr:id is no longer 
'.' simple alphabetical substitution " ; it can be described as" periodic substitution," 
and the period is two lette1s. 

Exercise 5.-Solve the following cipher text which has been enciphered by the 
method of " simple alphabet substitution." The clear text starts with the word 
"possession." (N.B.-The fact that the text is divided into 5 figure groups has 
nothing to do with the" unit of substitution." Messages sent by cable or W/T are 
most frequently transmitted in 5 letter or 5 figure groups.) 

28827 73213 21167 32132 12112 77'lf'IJ 00021 13210 0034.'l 
321~{4 31232 44244 38700 02662 11266 16700 02882 77211 
2s6a:1 23210 OCtm 17800 03322 00167. 00024 41233 n5<JOO 

Exercise 6.-The following cipher text represents the same clear text as in 
Exercise 5. Find the method of cnciphennent. · 

r 
18172 12172 12111 17160 11210 23212 33141 4Z701 61116 
70181 71116 22210 1780'2 21070 14325 

Figure 17 gives a cipher text of 280 figures. The clear text; is not that of figure 1. 
If the- cipher text is cut up into pairs on the assumption that the unit of 

substitution is 2 figures, it wiU be seen that the pairs are limited to the numbers 
from 01 to 44, providing a fair check of the original assumption. Figure 18 gives 
}n tabular form the analysis for 2- and 3-pair recurrences. Take for example the'. 
pair 23. The table shows that it occurs 4 times in the text, that when it occurs · 

. asthe third pair it is followed by 38, JI. and that when it is the fifty-fourth pair 
it is followed by 18, 22, etc. 

Figure 19 gives the 3-pair recurrences deiived from figure 18. It will be seen 
that there arc five such recurrences and that 7 is the highest common factor of'thc 
five intervals. 

In figure 20 the pairs of the cipher text are written out in seven cohiihns . 

• v. ,. 

•· .. · 
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Figure 21 gives the frequency table for each of the columns separatdy. In any 
particular colu1nn the nun1ber of pairs is small and the count corr1!spondingly 
unsatisfactory, but the pattem.s of the columns suggest that each column has its 
own " simple alphabet substitution" and that the order of the alphabet is 
preserved. 

Figure 22 gives the result of the attempt to equate the cipher units of the 
seven columns to the same base by sliding according to the pattern. The right­
hand column of the figure 22 gives the total number of occurrences in each line 
and should therefore give the frequency of the ,letters of the original text. 

Exercise 7.-From figure 18 list the 2 pair recurrences and their intervals and 
observe how many of these recurrences have the period of seven pairs and how 
many are accidental. Go carefully again over the workings given in figures 17 to 22 
and solve the text of figure 17. 

Exercise 8.-Solve the cipher text in figure 23. 
. . 

Exercise 9.-The clear origiiial of the cipher text in figure 24 is the same as 
that gi'·en in figure I but in the simple table used for enciphering the whole range 
of pairs from 00 to 99 is used to represent not only the letters of the alphabet but 
also common syllables and words. Reconstruct the table as far as you can. Make 
a frequency table from the' pairs. of figure 24. You will see that the pattern· of, 
the frequency table is far less distinctive than that in the case of simple alphabet 
substitution. . 

Figure 25 gives a text enciphered by means of periodic substitution on· the 
basis of the syllabic table you have derived from figure 24. The unit of substitution 
is the pair of figures. The period has already· been found to be 4 pairs and the 
text has consequently been written in 4 columns. Two long recurrences on. the 
period are underlined. 

Figure 26 gives 4 bigram counts each giving the occurrences of pairs in the 
respective columns together with the pair appearing on the right in each case. 
For example the second and third pairs of the text are OS 38; 38 will be found in 
line 0, column 6 of Table 2. (N.B.-The expression "bigram count," normally 
used of 2 letters, is here used of 4 figures as the unit of analysis is 2 units of 
substitution.) · 

In contradistinction to the simply sliding pattern of figure 21 (q.v.), where the 
whole range of possible units is taken up in the basic substitution (i.e., 26 letters 
or 100 pairs of figures) it is usual to treat the alphabet from A to Z or the 
numerical digits from 0 to 9 aS cyclic. · 

The result of this is that, for example, X slid 4 places down the alphabet becomes 
B, the digit 7 slid 5 places down a series of digits 0-9 becomes 2, the digit 4 slid 
9 places becomes 3, and the pair 74 slid 59 places down a series of pairs 00-99 
Ix-comes 23. This is obvious in the case of letters but n1ay require further explanation 
in the case of figures where it is equivalent to " non-carrying addition." The 
arithmetical sum of 74 and 59 is 1:l3, whereas it might be said that the 
"cryptographic sum " of 74 and 59 is 23. 

(C4168i) •• 2 
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Figure 'Z7 gives what is knom1 as the Vigenere table, an old type of ciphe~ 
equivalent to the sliding alphabet type. Its use is exemplified below:-

. To encipher the sentence " GONE WITH THE WIND " on the key word 
" NOBLE," write the letters of the key word as many times as required 
under the clear text :-

GONE 
NOBL 

WITH 
ENOB 

THE W.I ND. 
LEN OBLE 

Look up in the Vigehere table the letter at the intercsection of the line having 
G at the left and the column having N at the top. This gives the n~quisite cipher 
letter. Tiie same result is obtained by looking up the letter at the intersection of 
the line having Nat the left and the column having G at the top. : · · .. - · .. 

' 

The cipher version wiU ~ :- .. 

TCOPAVHIELRKJYH 

. The operation may be' expressed algebraically:­

G + N = T 
O+O=C 
N+ B = 0, etc. 

Ex"cise 10.-Encipher and decipher a sentence of about 20 letters according to 
the Vigenere system to satisfy yourself tha.t you understand it thoroughly. 

Figure 28 gives the digital equivalent of the Vigenere table. Inspection of the 
table will show that encipherment on this table is equivalent to " non-carrying 
addition." 

Now examine again the cipher pas5age in figure 25 and its analysis in figure 26; 
as the· frequency of the syllabic table is much less distinctive than a simple 
alphabet substitution, it may be difficult to equate the 4 columns on evidence of. 

. pattern alone. There is, however, a direct method of equating the columns where 
the period is very short. It will be found to be applicable in this case. · 

. The pairs resulting from the subtraction (without carrying) of each pair from 
the pair 4 later than it (i.e., at period distance from it) arc written down in 4 columns. 
Figure 29 gives this.result. You will notice that the recurrence f}7 72 89 occurs 
four times, twice starting in column 4 and once each in columns 2 and I. The two 
recurring sequences starting in column 4 correspond to a recurrence in the cipher 
text (see figure 25) ; the sequence in line 55 (of figure 29) and the shorter sequence 
f}7 72 in line :J also correspond to recurrences in the cipher text. 

The purpose of this sort of analysis may per)laps be best understood when treated 
algebraically. Imagine a series representing consecutive clear units a, b, c, d, e, f, 

· etc., enciphered on a recurring key w, x, y, z. The cipher versions can then be 
expressed as:- a + w, b + x, c + y, d + z, e + w, f + x, etc. The series 
obtained in figure 29 is equivalent to :-

e + w - (a+ w), i.e .. c - a, 
f + x - (b + x), i.e., f .;.., h, etc. 

Thus it ";ll be seen that any recurrence of n consecutive clear units will be 
revealed as a recurrence of n - 4 consecutive terms in a table such as figure 29. 
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Compare the recurring sequences in figure 29 with the cipher text in figure '.!5. 
Th1~y will be found to have resulted from the following passages :-

A. 91. 93 01 
:19 58 65 

B. 91 93 01 · 
39 58 -65 80 

c. 18 
74 84 58 75 
46 6..1 

D. 18 
74 84 58 75 
46 63 

E. 07 08 79 8U 
24 70 58 

These 5 passages can be assumed to represent a 7-u_nit recurrence in the clear 
text starting in 3 different positions in the period .(presumably the last letter is 
missing in A). Leave column I untouched, i.e., assume that the first clear unit of 
the recurrence is 07. The other versions of the recurrence in columns 2 and 4 
start with 91 and 18 respectively. 

To reduce these to 07 it will be necessary to subtract (non-carrying) :l4 anrl 51. 
These provisional " subtractors " when applied to the whole of their corresponding 
columns give the following result :-

00 34 SI 

A. 07 50 
3!l 24 

B. 07 50 
39 24 39 

c. 07 
74 50 24 
46 39 

D. 07 
74 50 24 
46 39 

E. 07 74 .. 39 
24 46 

Exercise I! .-Find the provisional subtractor for colunrn :i. \' ou are "now in a 
position to reduce the whole of figure 25 to one common base. Find the correction 
necessary to reduce the whole to the true figures of the syllabic table reconstructed 
in Exercise 9. 

The above is only one of the methods which might have been employed to solve 
the cipher text in figure 25. In this case it is probably the most direct, bu.t ciphers 
with such a short period are very vulnerable and when the period is.longer than the 
normal length of recurrences this method would be useless. · ·: .. · 



; 
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Other methods whicp might have bccn employed are:-
(i) Reduction of the columns to a common base by fitting tlie frequency patteniS. 
(ii) Finding provisional subtractors for each of the co!umns which would equate 

the common pairs in them to common units of the syllabic table (which, 
in this case; has 1><;en partially reconstructed). . . · 

It cannot ~emphasised too often that the proper method of solving a cipher is 
. the shortest, and that it is the business of the cryptographer to proceed as rapidly 
as possible by experiment, devising at each stage .new ~thods of approach ba5ed on 
the features observed. · · · · 

Exercise 12.-Solve the cipher employed in -~he six cipher texts of figure 30. The 
clear texts are passages of nanative English taken from a book on meteorology. You 
will have to analyse the texts for recurrences and list the intervals between them, 
being careful to distinguish between internal recurrences (i.e . ._ th<>se within :one of 

. ~he texts) and· external ·recurrences (i.e., those which connect .two .t<ixts). But, 
. before doing so, read through the cipher texts ; ·a preliniinar:Y cursory examination 
is always advisable and it may save you much trouble if you can ~ecogniSe any non­
textual gT!)Ups inserted at prearianged places' as key-indicators or ch~ groups .. 
(Such non-te~tual groups will ;tlways be fairly obvious at this stage oft.he course;) 

... !.~. ' .. ·. ·- '~. . .. . . . ; . . . . 

' . . . 
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•, 
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SEm'ION ll.-TRANSPOSITION 

(A) Simple Transposition 

Figure I gives a cipher text sent in 8 parts, the first 7 each containing 55 letter;, 
and the eighth the "remaining 12 letters. Figure 2 b>ins the frequency count which 
is clearly the count of unaltered English letters. Some method of transposition of 
the letters is therefore employed. It is a justifiable assumption that, as the first 
7 parts are of the same length, the systt'm of transposition is ic!t:1uical for all of 
"them. The first 7 parts am therefore written under one another, and the columns 
numbered as in figure I. / 

Consider the letter Q which is the 42nd letter of the 7th part. This ought to 
be followed in the clear text by U, and there happe11s to be only one U in the 7th 
part. Below will be found columns 42 and 41 of Figure I. 

42 41 

E.R 
0 N 
W T 
T S 
H E 
E D 
Q u 

If Q and U arc consecutive letters in ttie clear text of the 7th part, then the 
pairs of-letters shown above should also be next to one another in the other parts. 
On ·the basis of these two columns, by trial and error, the following collection of 
columns is put together :-

.18 2 49 13 28 42 41 

A N u M B E .R 
N s A T I 0 N 
A y .G R 0 w T 
u R R E N T s ....... ..._ L y T 0 T H E 
E L 0 p p E D 
s 0 F R E Q u 

This is the process known as· .. anagramming". Once a start has been made it 
is not usually difficult to complete the text, given sufficient " depth ", " depth" 
being defined as th~ number of texts of equal length to which the process is applied. 
For instance it will be seen at once that the· next column to be added on the left 
should have M as the 3rd letter, C as the 4th, and V as the 6th. Column 33 will 
be found to lit. . :·' 

Figure 3 shows a further stage of the process of anagramming .. An attempt 
might now be made to find if there is any system revealed in the " anagram key ", 
i.e. the series.of column numbers in the anagram order. 

Figure:4 shows the effect of arranging the " anagram key " on a series of different 
levels so that each level contains .only consecutive numbers. The progression 
revealed can be used to carry :th"e anagram further. For example, the next 
numbers to the left in the anagram key should· be 51 4 20 34 21. Upon examina­
tion it is found that the first four of these are correct, but that column 21 is. not 
correct. So a fresh start has to be made. 
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Exercise 1.-Complete the anagram. 
Figure 5 shows the extension of figure 4 when the anagram key is completed. 

· At the right-hand side, the levels have been numbered in numerical order, i.e. 
level I contains the numbers I, 2, 3, 4, 5 and 6, level 2 contains 7, 8 and 9, level 3 

. contains 10, 11, 12, 13, 14, 15, 16.and 17, etc. · 

· Take level 8-it contains the numbers :n to 46 ; these are the :rlth to the 46th 
cipher letters and they are the.55th, 54th, 50th, 49th, 41st, 40th; 28th, 27th, I Ith 
and 10th letters of the clear text. Figure 6 is built up in this way and shows the 
original method of transposition-the " routing " is shown more clearly in figure 7. 

Exercise 2.-What is the clear text of part 8 ? . 
_The series 8 6 3 9 I 4 7. 2 10 5 is known a5 the " transpositi_on key ". TI1c 

diagonal " routing " is one of the innumerable geometrical transposition systems. 

The original diagnosis of the system of t~ansposition is often··_extremely difficult, 
and successful " anagramming " is the basis of all cryptography in this field. · 

The commonest of all systems of transposition is that knoWn as .. simple tr.ins­
position ". Here the ,text to be enciphered is written· horizontally under a key 
and the cipher text consists of the columns so obtained written horizontally in the 
numerical order of the numbers, ~tarting at the head of them. The example below 
gives a clear text writt~n under .. a :J;~Y :~ . 

Transpo'sition key :_ . s· ·2 6 4 I 3 

Clear text : T H E c A p 
T A. I . N ·s· A 
N I) T H' E K 
I .N G s D E 
p A R T 

The cipher text will be :-ASEDH ADNAP · AKECN HSTTT NIP.EI TGR. 

The decipherer reverses the process, but he has to construct the frame ·requircd,-
to fit the key, ~d the number of cipher letters received. · 

Transpositicin keys arc frequently deriyed from memorizable wordS or phrases 
or from sentences from a book. · The. normal method is to number the letters from 
!~ft to right in alphabetical ?rder. For example, the key phrase :-

I. I T 
giv~ the key : 5 _4 11 

T t _E A P P· L 
12 . 6 2 . I .· 8 9 7 

E S 
3 IO 

The feature of " ~ci:urrence " does not nomially occur. in ·tfa!1Sposition systems, 
but there are certain circumstances in which recurrences can be found and used. In 
simple transposition two of th" most useful of these c;aSe$ are :- -

(a) where the same message is enciphered twice on two different keys of the same 
·. length, and · ' 

(b) where two in_essages enciphered onthe same key contain. the same clear 
passage (af least twi~e as long as the-key) starting at the same column in 
the .. cage''. nbis word is sometimes used to express the shape of a text . 
wlien written under the transposition key.) . 
~ . . ' ' . ' . \ . 

· In figure.~ will· be found three clear texts written under their transposition keys." 
Cages I and 2 have the same clear text, but the transposition keys are different, 
though of the sam~ length. Cage5 2 and 3 have the same transpositi~n key and the 

.. 

·. 
'• 

I 
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first 31 letters of the two clear texts are identical. (It will be realised that the 
commonest pla<:c for case (b) to occur is at the beginning of texts.) 

In figure ·9 the cipher· versions are given in a form suitable. for displaying the 
recurrences. It will be ~en that the recmrences are portions of columns in the 
original cages, and that they do not represent consecutive passages of the clear text, 
but arc series of clear letters, the key length apart. 

Figme JO shows the recurring J>OI:.1.ion5 between cipher texts 1 and 2; these are 
the columns of cage 1 rearranged in 6'.ge 2. 

It will be seen that from figures 9 and 10 the key length 8 can be deduced, either 
by comparing cipher texts I and 2 or 2 and 3. 

From any of the three cipher texts the clear text could be obtained by rearranging, 
as columns, the portion.s marked off in figure 9. It is very important to notice here 
the part played in reconstruction by the grouping of all long columns to the left of 
the cage and short columns to the right. In the system of simple transposition the 
l_ast lines of cages are hardly ever completed so as to make the cages into " perfect 
rectangles," The latter only occtir by cbance and instructions are sometimes issued 
witli a view ici avoiding them. . . 

Exacise 3.-In ·figure 11 will be found two cipher versions of the same clear text, 
orie letter of the clear having been omitted in the first encipherment. Take a 
freq1,1ency count of the two messages in order to decide. what the missing letter is. 
Examine the two texts for recurrences between them and find the clear text. 

Figure 12 is intended to demonstrate the approach to solution of simple trans­
position ciphers by making use of stereotyped beginnings of the clear texts. The 
five cipher texts shown are five parts of the same clear text, all except the first 
starting with the word " continuation." The texts vary in length from 45 to 
71 letters;· the numbers from 45 to 71 have been written down in a column on the 
left hand side, and each of the cipher texts has been \1•rilten out opposite to the 
number representing its length, i.e .• part 2 which has 52 ktt< ·rs 'is written in line 52, 
etc. The radial lines divide each text into 11 equal parts. It will be seen that near 
each dividing line the same letter occurs in parts 2, 3, 4 and 5. These letters are the 
letters of the word " continuation " and lie at the heads of columns in the original 
transposition cage. In fact, from the letters occurring at proportional positions in 
parts 2, 3, 4 and 5 of the cipher text, the key-length 11 could have been found. 

This proportional m.ethod of writing out cipher texts on the same transposition 
key has wide applications in' t!J.e solution of transposition systems. 

. ' 
Exacise 4.-Solve the texts in figure 12.. . 
Figure 13 shows the classical method of treatment, known as the "hat," of 

simple transposition texts where the cage is not a perfect rectangle and the key-length 
is known or assumed. The five diagrams give this effect of the five parts of figure 12. 
Here the key-length is in each case 11, and as a result of the incidence of long and 
short columns those letters which might belong to either of two adjacent columns 
·are shown twice. The thin lines .endose the q>lumns on the assumption that all the 
Jong columns are at the right of the cage-the. thick Jines enclose the columns on the 
assumption that the long columns· are all on the.left. . 

Such " hat " figures· are, of course, quite independent of the text-they are 
dependent only on the number of letters in the text and the key-length. 

Figure .14 is a diagrammatic rei>resentation of the column limits for the key­
length· JO, and text lengths .from 40 to 75. This arrangement is similar to that of 
figure 12, while the thin and thick lines have the same meaning as those in figure 13. 
Figure 15 shows the effect of superimposing a similar hat-diagram· (but this time for 
the key-length 11) on the texts of figure 12. 

(C41687) e" 
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L·\,·1.1\1·' ,=;, \1.1k1· .i t..ar1·111\ i- .. 1111•:iri-...111 11f tl.!.!tlr·· ... I:.! !•1 1;; and 111ak1· ~un· th.ti 
y,111 1111•l1·r:-1;i11d tl1· \·.iri.,11-. :t--11<·1·1 .... Ji-.1il:i~;1·1l. '\'11\l \\'i\l 1111ti1_·1· tli:11 tli•· radial \in•·:' 
( 'f 11:..: 11 r• · I '..! h: i \ ·, ] 1, "- • • 1111 · ! 11! •"' , · :-. i 'r· · -.= ... i 11 !..'. \ 'ri 'L:d ,j Ii t y (' d. t l 1, · p• l:' i 1 ion~ (l f t Ii v 1:1 , Ju 1n11-

! 11 · .11 ! -. ) in 11.!..'.ll!t" 11 ;11:1! J..=i. 1 •• ;i ... i1l(T 1!11\r y1111 ,,·1qi\1l dr;1\\' .-..i1nilar Ji111.·_..; 11f 

prulial1ili::· in tl1i· h.11-d1:1!.!1'.tl11-. "f (1_:..:11r·· I:~. 

·r,1 d1:.~-r1· ...... f·•r th•_· 111 .. 111,·nt tr.>111 th·· 111.1iu Jin·· ,,j :ir~111111·111. it ha-. Ji,·1·11 -;tat1·1l 
:1l>1i\·1· 1)1.1i 1r:iil"/"'·"i1i111J k:1·\· . ..; :1r1· fri·1111t·111h· (\,·ri\·1·rl in>1111111·111orizahl·· kt•\··,\·•1rd . ..: or 

phra:--•·:- •1r lr(1111 lin·· .... l"h11:--t'l; at r;1nd11111 ir";ll a prt·arrang.·d hnok. ·rht• cni"1,·1·11tio11:1\ 
1111·th11d ,,f i·innin~ :1 k•·\· fr.int t•·xt ha:-: al:--•1 lu•t'll :-:hn\\'11. It i:-; ;-;11111t·ti1111·=- n1·c1·;o;;::--ar\· 
,,, ath·111pt !11 1in1i 111111i1~·1.·xtual :-1111n·t· ••f kt·y::--. ·r1i •. ;-;o\11ti11n i:-- 1nnch 1·a:-:i1·r \\·l11T~· 
tl11· k1:\· i~ a \~int.: ll!l•·. i.t'. ;lt ll'a:-t ~;; l•·nn~. It i~ ad,·i:-.able to !av 1111t the kt·\· i11 
diai:::ra;111natic f1;nn a:- in llµ11r·· IH. - -

It \\'ill b1· ;-.•_'t ll that th~· llh.:thud 11f \\'ritint.: the kev out ha:' been to \\Tit1· do\\'ll 
th1• n11111h1·r~ of tit•: k··y in 1n11111·rical unh·r fr;Hn ),•ft t;1 right and to clrnp to a lo\\·1·r 
li111: 1·v1·r\· 1i11Jt· it i .... n··c:1·::.:-ar\· tii ~n hack t•1 th1· l1·ft. :\~ tht· occurn:nce:-; of each 
lettt·r an: 1u11nb1·r1·d ir111n lefl t11 right, it f11lle1\\":- that in figure 10 nutnber~ on t\\"11 

diffcn:nt line:; cannPt n·pn·:-;1·nt th1; :-;an11· letter. ·rhere 0111:-;t be at lea:-;t l:i different 
letter~ ft'jH't:,~1·11t··d in tht· key. ,..\ start is rnade hy as~un1ing that the occurrenc•· .... 
of tht· lt·ttt:r I·: ari: nt1rl'~1·Iltt·d hy t\\·11 ur n1urc consecutive nutnbcrs front the scri,-.... 
5, t-;, 7, H. If thi:-; i:-; so, th1·11 land 2 can only represent I~. Cur J), etc. 'l'he \\'ord 
THE might wdl be represented twice by 28 12 5 and :!O l:J 7. Tl11:n 9, 10 anrl 11 
n1ust he F or (~ and 29 nlu~t be 'I'. 

Exercise !i.-Finrl the ocntencc uf English poetry represented by the key 111 

figure JG. 

Exercise 7.-:\ttempl to lind 1111: sentences of English 1x.1etry represented by I h·· 
10 keys gi,·en in figure 17. 

·rhe :-;olution of :;i111pl1: tran~position ciphers in the ca::o;c \\"here th•.:rc is a diftt·11·11t 
key fur each trxt is chidly a matter uf ex1wrience and cannut be taught as a!'''"""" 
\\'ithin this course. 13ut an example y.•ill dt~monstratr. thl' gt'llt'fal lines of \\·11rk 
l:ib'l.tre 18 (L\) gi\·es a pi~.·ce of narrative te."<t cnciphl·rcd by 1neans of si1nplt· 
transposition. F·igure lH (13) sho\\"S :i columns fitted togt>th1·r hy trial and error 
v.·ithout assu1ning any particular key-lenbrth. ThP trigran1~ l'llClo::;..'d betv.·ecn the 
two horizontal line:' look correct. 

Exercise 8.-Cornplcte the solution uf the text in tigun: 18 (,\) uy­
(a) finding the key-length, and 
(b) constmcting the "hat "diagram. 

Exercise 9.-Figure lY givt..--s the " anagra1n key:-;" 0£ tivc texts each enciphered 
uv different processes ol trarisposition. In each case tint! the nwthod of cnciphcr­
n~ent. \'oll n1ay find it easier to v.·ork from the "encipher key " in:-;tead nf fro1n 
the " anagranl key." ·rhc text follo\ving l~xcrci~e 12 describes ho\.\' to form the 
one fron1 the other. · 

1;·x,·rcist' 111.-IJt:vis•: a trans1>ositiun cipher to be used und .. r 1.h,_· iollo\.\·ing 
c1111dition:-; :--

(a) ·r1i1: ciph1·r is to 1-"-~ ll:'L'd b1·t\vc..:n an agent abroad and !11-. 11··.1dquartcrs at 
!Jc Hill". 

(b) 'fhi·y \\'ill b1· •nit uf touch \Vith one another fur at lea:-1 a 11tt.1nth. 
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Each hold1·r 111,1\· lh· ··x:p•·t:t•·d t11 :-i1·11d not 111,·r·· th.111 -in·· 1n,. ...... ag·· ;1 d.i,· ,if 
1111t 111.1r·· 1li;11~ 111~1 J,·tt··r:-. 

(d) ·r1t1· 1:ipli··r -.It• 111\d 1 .... 1 ... far a..; pu:-..;iJi\,: :-:1·cnr•·. 

(t') 'l'h·· ag•·nt 11111-.1 In· .t\11·· !11 1111·111.1ri .... · tht· ··iph··r c11:11pl•·l.··I\· :u1d 11111~i ·1 .. t 
carry any (.'0111pr"1111:-1n.~ p:qn·r .... 

t.~i\'1: :-'hort hut cn11q1\•·t•· dit\.:•:tio11_ ... l<1r 1·nt·ip!t1·ring and il··riph,·rill~. 

J:'xtrcise 11. J ... th1·r·· a1Ly 111•·tliHd l1y \\'Jij,·h th·· Ji,·.1dq11.1rt1·1-. can c1111\'f'Y '" 
the ;1g1·nt, i11 th•· cipl11·r \\hi,·li y•ill d1·\·i.-.1·d i11 lh• 1.1-.1 1·:-..::··r··i:-1., in:-ll'lh'ti"11 .... tu c·li.111g1· 

th1~ cipht·1 \\'itli :1 ,·i1·\\' t•1 1'1·-1·-.tal,\i:-liinµ: ... ,·l.'11rit\· 1111 1J1,· a:-:-11111pti1111 1li.1t \'cillr 
cipher ha~ b1·1·11 c•1:11prin11i ..... ,.d ~ - · 

\Vritt! utll, n11 paper y• 1nr :-.olu1io11:; ,,j l·:x,·r·:i~.-:- tu a111l 11. a1nl liand i11 toi ll1t· 

instructor. 
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SECTION Il 

(B) Double Transposition 

1\ far 1nnn· ~ccur1_• systt·rn of tran:-;po~ition than any \\'hich ha~ app1·ar1.·d so far 
·in this :..;ccti.in i;-; that of·· thH1l1le tran:-:1111siti1ll1.'' l·len: th1·r•: ar1· I\\'(• 11n1c1~s=--•·s, 

each of si111pl•: transpnsitiun, t..:ith•.'f on the sanh: key or on l\\'11 difit·r1·11t k1·y:-:. In 
enciphering, \\·hat \\'Uuld haVL' bt•t·n th~; cipht:r \'ersion aftl'r :=;i111pl1: tran:..;position i;-; 
\\.Tit ten horizontally UIH.lt:r the sccu1uJ key and takl'll uut cohunn by cuh111111 according 
to that key. 

Figure 20 gives t\\'O cxa1nples :-

(a) in \\'hich the sa1nc transposition k1!y is used t\\'icc, and 

(b) in which two different keys arc usr.d. 

Exercise 12.-~lakc up an example for yourself so as to understand thoroughly 
,s_thc process of cncipherment and decipherment. 

Generally speaking the only method of solving double tran,;1~1,;itinn is by 
anagramming either completely or partially, t\\'o or nlorc tt'Xt:> of the ~atnc length. 

Below will be found the complete anagram key of a text enciphered by double 
transposition. The following is a rapid method of reconstructing the tran,;pusition 
key or keys, given the complete anagram key. The method is applicable whether 
one key is used .twice or two different keys are used. 

I 2 3 4 5 6 7 8 9 10 II 12 13 14 151 
II I 10 18 8 17 7 26 9 25 6 ~J3 5 :i2 '..!:l 

16 17 18 19 20 21 22 23 24 25 26 ?:l 28 29 30 
24 22 31 16 30 15 29 21 28 14 4 13 :i 20 'Z7 

31 32 33 
19 2 12 

Numbers in the above series, the anab'fam key, represent the numbered positions 
of the text in the cipher order arranged according to their position in the clear 
text, e.g. the first number in the series, i.e. II, means the eleventh letter in the cipher 
order and it is the first letter of the clear text. 

Below is another series, the indexed version of the above :-

2 32 28 26 13 II 7 
'Z1 25 21 19 6 4 31 
10 8 30 24 22 20 18 

5 9 
29 23 
14 12 

3 
17 

:n 
16 

The first term, i.e. 2, means the second clear letter which occupies the first position 
in the cipher order. To distinguish this series from the anagram key, it will be 
described here as the "encipher key." 

F'ro1n this series is derived a further series, here tcr1ncd the" interval key." 'fhis 
brivcs the intervals, positive ur negative, bct\vccn consecutive tcr1n:> nf the encipher 
key. 

+30 -4 -2 -13 -2 -4 -2 -f-4 
-6 ~2 +32 -6 -2 -4 -2 -1:1 
-2 +27 -2 -6 -6 -2 +1 -f; 
-2 +2'2 -6 -2 -2 -2 -4 -2 
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'l'hc thret; nc.c111T1'llC!'S of !ht· .-:t·q111·11c,· » -·l, ·-'2 arr· dtTi\·· rl lr••lll tlt,· f,il),,,,·int: 
~ecjllt'llC:t_•:-; in tllt' 1·nci11IKT kt~y :-

1:1 11 7 5 
··-_, .,--·' '..!l I ~l 

and '.lll IS 14 I~ 

I :i I I 7 ·' '.20 IS 14 I:.! 
.,-_, .. -

-~ 21 I ~1 

·r1i1: constant difft~rcnct· 7 b1~l\\'•:1.·n 1·ac:h nu1nh1_'J" of tlu· aJi,,,.,. tig11rl' and t!tt: 01h; 

bclo\\' it ,,·ill h4-· n11t1:d. ·rhat thi:-: 11111:-:.1 h1· th,• key-lt·ng:th of the' llr.-:t tra11.-:p11sition 
kt•\' \\'ill be 111H.l1·rstood if the fir.-:t cag1· is 111ade up on this a.-:sutnption. 

1 2 :i -t 5 
H· fl 111 11 12 

15 Hi 17 18 19 
'.!'.! '..!:i '..!4 25 '.2(1 

29 : ;o '.ll :i2 :l:l 

·rhe four column.-: of the earlier figurt.; :-

l:l II 7 5 
20 18 14 12 
27 25 21 HJ 

6 
13 
20 
27 

I 

arc now seen as portions of coh1n1n:-: in the first cage. 

7 
14 
21 
'.28 

In fact the 12 nurnbcr.-: concl~rned li1' in the follo,,·ing po~ition:-; :-

5 7 
II 12 1 :i 1-t 
18 I ~l '.20 21 .,--" 27 

in.the first cage, and in the positions:-

J:l 21l .,-_, 
II IS 25 
7 14 21 
5 l '.2 rn 

in the ~~;cond cage, ot \.\·hich thl.' tran:qio;-;iti(1n k1·y-lc·11gth i:-: :-'till 11nknt1\\"J1. 

·rhl.' block nf the :;i:cond cage j u~t n ·cnn:-'t r11ct 1 ·d ran 1111\\' h1 · ~ · x1'·;11 !1 ·1 l a:- f1 ii J, •\\·~ :-

(j I :l '..!I.I ··-_, 
4 II JS .,-

-~ :t~ 

7 14 :!I :!..'{ 

·' I'..! I ~I '..!t) :t{ 
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'l'l\1· 111•:.:t l'Xt1.·n:;ion of thl! :'1:cond cag:r i:; nhtain1'<l hy cn1nplt·ting the partial 
c;l].1111111~ nf th·· :iho\·1· lig11r1· fri1111 th,! PI1cii1h1·r 1,rd1·r :-

I~ 
I :1 ~o .,- H _, 
11 I~ .,-

~" 

:!I I 7 1-1 :!I 
'...'\l ;; . I'.! w 

~O\\" tJ II' 1·arli1·r pr11Cl':\:O: can h.· r1·ppall·d h\' 1·xt••nding th1: Ii ne:-: to i111:\ude th1• 
co111plt·t1· coh11nn:-: of t h1• lirst cag1· -

(i 1:1 20 c,-_, ., fl Hi '.!:~ :~l 

4 I I IS .,--" :I:! :1 IO 17 '.!-I :n 
:1 111 · 17 '.24 :n 7 14 '.!I 2.~ I S l.'i ',., ~I 

I 8 I;; '.22 ~~· 5 12 19 2'1 a~~ 

/'.-xercisc t:t-Co1npletc the sqJution, i.t'., !ind the l\\'o transpu~ition kt~y:;. 

·rtu:re is an alt1·rnati,·c 1ncthod 1.>f ~olution \\'orki11g i"~nly fr.0111 thi: anagran1 key. 
hut it is <lcp1_·ndcnt on kno\\'ledg1: of th1! kcy-l1·11gth of th1: fir='t tran:;p•_i:;itinn k··y. 
In the prohlt~n1 solv1:d above it i:-; nec1·s;-;ary tu go back t<°) th•~ point at \\'hich it \\'aS 
established that the first key-length ,,;a.'."I 7. 

l'hc anagran1 key is \\'Titt•·n out in the appropriate cag1: :~:- follo\\'s :-

11 I Ill IS S 17 7 
26 !:) •r -" (i :1:1 5 :i2 
2:i 24 2~ :H 16 :io 15 
~~J 21 '.!!< 14 .. I :1 :l 
20 'D rn 2 1'..! 

The key-length of the :-:.ccnncl transposition key is unkno\\'11 hut ,,·orking frotn the 
anagram key the second cage ,,·ill hav1~ an app<'aranc1: si111ilar to the foll_o\ving :-

6 17 28 23 12 
7 18 ~ 24 2 I :i 
1:1 HJ :io 25 :1 14 
!:) 20 :ll 26 4 Iii 

10 21 :i2 Tl ;; J(i 

II 22 3.1 

i.e., the colun111s \\·iH consist of consecutive nu1nb1·r~ reading dn\\'Il\\'ards. ·rh1! lin1:s 
will be compnscd of the coh1n1ns of the first trans1l41:-;ition cag•:. ·r111· colun1n:-: of the 
first cage can be fitted together in lines to fqrm part of the second cage as foll'\\\'.:': -

!:) 24 21 'Ii 
10 25 22 '.!-'! I >I 
II 26 2.'.i ~ '.!() 

and 17 ;; :10 l:l 
18 (i :ll 14 2 

7 :l2 15 :1 
8 :i:l J(i 4 l '..! 

Exercis• 14.-Find the two transposition keys. 

Exercise 15.-Find the t \\'() tran~positin11 k1;ys f ro1n t h1; f, 1ll•J\\'ing a1iag:ra1n 
key:-

:1 I ., Tl .,- 26 2~ '.!I 19 20 (i 4 ,:; 
~ -·' 

7 14 12 1:1 Ill 8 ~ 11 '.!4 '") '..!~i 17 15 
16 18 :ll 2H :10 
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ln tigun· ~I an an:q.~r:11n kvv i:- !.!J\'cll .11HI 1111· diat.'ra111 b1·\11\r i1 .. ]t.1\r..: ii a..; it 
app1·;1r:-:: in it=- l\vo 1·:q . .:~·:-;. l'1·riai11 ; .. ·cnrring i 0 ·:11nr··--~ k1111\\·11 .1-. "rli\·!11111 .... " .11\.: 
underlini:d. It \\'iii i,,. ~'--'t'll th:it th·· t•·nn-.. 1lli11\y 111Hl•Tlin1·•l C••llf••1111 «• .l r1·1·11rri11g 
pattt·rn :-

(j ' .'i 
.,­_, 
l.i 
'.! 

'.,!(i 

I ·I 

7 

Iii 

·rhr int1·r\·a\ ~It \rhich tli1· patt•·r11 n·t;11r-. j .. ~). i.t'., tli1· tir--t k1·\·-li·11;!th. ·1·1i,. tir=-t 
k1'\'-lt•ngth i:-: al:-n 1-.•\·,·:ll1·d by th1• t1·r11J. ... tlii1·kl\· 1111d._·rli111·d. · It \\·di f111 tlh·r h·· 
ob;t'f\'1•d tliat !ht· l1·nn..; •'llt1·1:i11i: into tht::'c' "rh\·111111 ... " ;1n· d1-r1\·.·,I frt1111 1 •i\1111111-. 

of 1h._. scc1111d c:1t.:1·. ·r1i11:- (-\, S a~1d I h•_·l1111t: to 01;,. t:P\u1nn •if th•· '2nd c;u..:1'. Ji11t :3 j .... 
not in the sa1n,· ~1Jh111111. ' . 

·rhi:- f1~atun· of" rhy1!11n .. t:;in ;tl,,·ay.-; hi' 11.-.t·d tq ftnt! th,· 1ir:-:1 k,·y-lt·11gth, and is 
partic11larly \·al11abl1· i11 (:!:-··~ \\"h,·n· iii•· :111;1gr:11n k··y j .... i111·11111pll't1·. 

·rhc folk1\\·ing an· tl11· tir .... t 1):< 11·n11..: tif th·· :1nagr:u11 kl'\' f1•r a h·xt 1-iO l1:tt,·r~ 
Im~- . 

26 29 t)() . 32 1 :m I.,-_, ·I'.! ~l/ ,.;(' 
' ' 

11 14 ~).J : ~: ~ ti :1 t)~ :-i~l (''' ,_ 
;)~) 67 70 II 73 Sit 7/ ~{ ~ .. , 
:17 ·I IS l~l .=;: { I '.!·I 1:1s I :l:i .\~) 411 
·Iii 4:1 18 21 91 24 IO:i JO:! :q 
i 12"'\ .,-_, :111 4 74 I I:; 1111 911 

l:H S7 S-1 92 95 ~o 98 I :i 1~ 

·rhis partial anagra111 k1.•y i:-: full uf rhyth1n..; hnt thu;.;t: shu\\'ll ar•; :-;ufflci1·11l tu 
prove conclusiv1:ly that th•· tirst k1·y·l1;ngtli i ..... 1~1. ·rht! partial anagr:i1n k1.·y i:; HU\\' 
\\'fitten out again in a cagt' ior a k1:y-length I~ and text l1;11gth I.tu a:i follo\\':-i :-

26 29 66 32 1:~1 127 -!'.! ~•7 SC ' ) 11 14 H·I :1:1 ti :; li,'i :-i9 Ii~ .'i~) 

67 70 17 73 ~I 77 s:1 :ifi :17 I IS 1'.!1 ;;:1 l'.!4 1:1s 1:1,'; -!~I 411 41i 4:1 
18 21 91 24 lt,15 ·111'.! :q 7 1 :!." .. -

~1 :10 4 74 11 :1 1111 ~MI 1:n :-i7 S4 
92 95 :iO 98 15 12 

. I 

·rhc inco1nplctc colu11111.-.. of th1; abu\'C ftg11rt• ar·· 11ttt:d togetht:r in lint_;~ to f11r1n tht: 
second cage :-

33 124 74 tl43 17 ~n 5(1 42 S:I 
J4 ~(i (,7 IS ~)~ .'i~) 4:1 :-i-l 

11 I IS .. -_J :1 1:15 1111 
1 r _, 77 1112 I'..! ~I-! s:~ 4 ~ 

:l7 128 '...'H 7o :!I ~);i (''' ,_ 4li ~7 

14 1'.!1 :m G 1:1s I I :1 
130 80 lll5 I,'; ~fj ,;., 7 ~~) 

40 I :!I :t! 7:1 '..!-! ~)~ Ii,; -1~1 ~~J 

. I 
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l:~xercise IH.-<~n carefully over the "'orking of the ahn\·1~ 1•xan1plc and complete 
tlt1· .~ol11ticin by linding th1· t\\·o transposition k1·y:-'. 

/:'.rt'rcist 17.-ln certain special. and ratlH~r 11nco111n1on circ11111stanccs, there arc 
t\\'1) 1ir 111()r~· 11~1s~ihh~ s11luti1)ns <1f a particular anagra1n k1·y. ·rry t(> make up an 
cxa111pl1: t1< illu;.;tratt'. this. 

·rht· ahov(: 1nt·thnd of solution of a partial anagran1 key is nnly applicabl1: where 
th1· nu111bcr of cons1·cutiv1~ tcnns cxc_cc<ls the fir;.;t k~_·y l1·ngth by a number sufficient 
to ::-upply n·cognisabh· rhythn1s. Solution can b1· achi1·\·•·d hov;ever in cases where 
rnuch short1•r partial anagra1n keys have been obtain1.·d for several different text 
lt'ngths. In practict: it 1nay be taken for granted that short partial anagram keys 
\\·ill on]~ .. he obtained either at the beginnings or at tht' ends of texts O\\ring to the 
occurrt•ncc of ster(·otyped formulae rluc to addrcssl·~. opening rt~fl·rcnccs or signatures. 

In the exan1plt: in figures 22 and 21 it is assu1n1~d that fi.vt! texts of lengths 65, 
66, 69, 7'2 and 75 letters enciphered in the same pair of keys have been anagrammed 
for the first 12 letters. 

Figure 22 gives the positions of the first 12 letters for each text in the second 
cages, or, from another aspect, the positions in the second cages of the heads of the 
twelve columns of the first cage. A careful study should be made of the manner 
in which the column heads move across the cage with increasing text-length, those 
in the upper part of the cage slowly and the others more rapidly according to their 
level in the cage. 

Figure 23:\ shows the positions of the column heads of the first cage in the en­
ciphered texts-the column heads of the second cage arc also marked with vertical 
lines. Figure Z:lB gives the appropriate " hat-figure." 

Figure 24 shows the method of using the above features, i.e. " maintenance of 
level " and progressions to the right across the second cage with increase of text­
length. Figure 24 shows the positions in the final enciphered form of the first 
10 letters of the text for lengths 42, 45, 46, 48 and 50 on a pair of keys. The 
following deductions can be made :-

(i) 3 remains in the same (proportional) position from 45 to 50 and is 
immediately prece<led by 6 in 46; therefore :1 is at the head of a column 
in the second cage for all the lengths, and 6 is at the bottom of a column 
for lengths 42-46. 

(ii) 

(iii) 

3 has moved between 42 and 45 while 8 remains in the same relative position 
throughout ; therefore 8 is at the head of a column in the second cage 

· and. to the left of 3. 

7 remains in the same relative position i~ 48 and 50, and is immediately 
preceded by 2 in 50; therefore 7 is at the head of a column in the S<.'Con1l 
cage for all lengths, and 2 is at the bottom of a column for all h·ngths. 
(The position of 2 at the bottom is checked in 46 where it is the la.'1 term 
of the series.) 

(iv) 3 remains in the same relative position tram 45 to 50. whit.- i mo'"" hctwc'Cn 
46 and 48; th1•refore 8, 3 and 7 appear in the tnp lint• of th.- >c•.,•nrl cage 
in that order. 8 probably occupies the top ldt-han1l corner of the cai:e. 
which means that it lies immediately under the numlwr 1 of the 
transposition kt:y in the first cage, i.e. 1 is tlw Hth l<'rrn of the first 
transposition key. 

In figure 2~ the ~1bov...: d1:dnctions are incorporated. The divi..;ion.' h1~t "'t..-cn 
columns of thl' second cage an: mark1:tl where established. It will I•• n·alis.:•I that 
the approxin1atc J)Ositions of rnany n1urc of the heads of coltunns can be dcLluccd. 
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1-~igurc 26sh11\\'S that tht~ second kt•y l1·ngth n1ust ),,. t:t 'fh1· :~•'ll1;il tr:i11 ... J' 11 ... iti<•ll 
key can he deduced fron1 the changes of colurnn of th1· \'ari11u..; 1111111h.·r ... \\'!I !1 cli:tn,!.!'~ 
of text length. In tht' first place those nun1ln~r::. ,,·hi\·h :u··· in dif1,-r,·nt t:ol1111111 ... 
in 45 and 46 can onlv have 1novcd one place t(I iii·· rit:ht in th•.· ..... con.\ 1·:q . .:t·. 
l'herefort~ 4 pairs of ad]accnt tl'rms in th1· sec11nd tr.1nsp11-.iti•111 k··y ar" k11••\\'ll: 

2 5, derived frorn chang~· of position of nu1nln·r ~),if th•· ··111·i1 1h1·r k"Y· 
:~ 7, 4 

10 1:1. ,, 
12 6, n 

Nov• 2 changt's fron1 colun111 H to colun1n IO h1·\\\'t't'll -t! and -If;, th1·r··for1• S 11111::.t 
ht: to the left 41f ltl in the second cage anti tht'rt: cann•1t h1· 1n~1rl' tha1l :! t1·r1n-. i11 
het\\.L'cn th1•1n. l~ut 9 changt!S frotn colun1n 5 to culurnn IO ht·t\\'t:i·n -H) and -t.S 
and 5 1nust therefore ht~ to the leh of 10 \\·ith not 11111rc than on~· t"Tlll in h1·t\\'1'•'ll 
1t has been provc<l abovt'. that 2 is in11nl'diatl'ly to tl11· lt·ft of.~: thi·n·fon· part of 
the second key has bt·t•n rt:constructcd :-

~ 2 5 IO 1:1 

Exercise 18.-Find the two transposition keys. 
One f urt lu~r aspt·ct of double transposition deserve~ con:-;iderat ion. Fi~un: '2H 

gives the encipher kt•y:-; for the five cons1:cutive lengths fnnn 50 tn fi·O derived as 
sho"·n in figure 'Z'J. 

l:igurc 29 gives the corresponding anagram k1:ys. Con1parison of any two 
consecutive encipher keys in figure 2~ reveals that the tt·rms di'.·iclt: tht.·111:.:.elv1·s into. 
th rec clas..o;;es :-

{a) The same term occurs in the same position. 
(b) The same term occurs one place further to tilt' right in the lo11gt:r ''ncipht:r 

key. 
(c) There is no obvious relation. 

In figure 28 in each cnciphPr key after the tir<t, terms which belong tn cla;,; (r), 
"'hen comparison is made \\'ith the <!ncipher key above it. an· droppi·d nn1· line. It 
will be seen that the shift to the right in class (b) hap1wn; in tlw case of term< 
occurring in columns of the second cage, numb1~n·cl higher than th•· la:=.t long col111nn 
in the second cage (i.t. the column \\·hich changt:s fro1n :-;hqrt to l11ng \\'hl'll thi· t•:Xt­
lcngth is increased by 1). As an exa1nplc, for th1: lt:ngth .:S7, the last long eolu1n11 
in the second cage is 6, and all tcr1ns belonging to colutnn:; 7, 8. ~•. etc. arc of th1: 
class (b) or class (c) varieties. Class (r) terms an· all those lying in tlw '"""'"I 
cage after the number identical \\·ith the text-length. For t•xa1nplc, £or tht· length f;/. 
the class (r) terms arc 11. 24, :n. r.41, :1, 16. ~. 42, :i.'i. which lie aftt•r .'ii in th<: scc .. nd 
cagi_', rrhe nun1bcr 57 which docs not' of cours.·, occur in the encipher kl'y for 
text-length 56 need not be classified.) 

·rurning to the anagram key (orm in figutl' ~'· the sarnc thrt•! cla;.;;::'1·s 111ay I~! 
observed, but here class (b) terms are in tht• sa1nc po~ition but nun1erically incr.·ast.'d 
by I. In figur<' 29 class (b) terms are underlined in red, whik claS> (r) knns arc 
dropped a line. For text-length fti class (a) tcr1n~ an: all nun1h•Tt'd :!.."' or I··:::-', 
\\'hilt'. clas...., (b) terms an· numh•·r~d ~iO or more. ·rhis is li1:caus1· the la:-t n11111IJ,.r 
in the second cage, i.t-. :;..;, is the ~h letter to he taken out pf tih· cag1:. 

t:xercist 19.-Stu<ly the class (c) tern1-. in 1ig11re ~~and find a rul1: tu ac1.·n1111i fi•r 
their <lisplace1ncnt het \\·t~en con:-.,·cut i ,.,. ,lnagra 111 k1·\·;-;. In \\'hat cirri llll:~t a nc •. .., 
could the aspect dc~ribcd above h•: used to a t ... oJuiion? 

l:igurc 30 shO\\o'S the anagran1 k1·y:-" f.,r l1·11::th:-' 51i tt!it.l 57 put through the cagl..' ..... 
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SUPPLEMENTARY EXERCISES A- M 

:\. })1·!•1\\' \\·ill ht: f11u1H.l thn•1..· cipher Illt'S:'agcs t•ach Sl'lll in thn:l' or 111ort· parts. 
It i . .:. kn11\\·11 that .th1· corn::-;po1HJL'lll:-i are kllo\\'ll to one a1u1th1·r hy th1· na111e:.; l)f 
co111111011 C!i\• •llr:-i, and it i.s thnught prohablt· that th1· '.2nd, :~rd, 1·tc. part:-; nf n11!:-i:-iag1!::> 

ht·gin \rith t!H· \\·ord "continuation." ·r1i1.· tPxt:-; of tht• n1t·s:-;ag•':' rin· narrati\·1~ 
E11gli:-;h :111d apa1 t front addn::-1~·;:; or :-:i;,!natur1':-i, no altt·1np1 ha:; hc1•n n1ad1· to r1·ndt"r 
the text n:alistic. 

I>rcipht·r one r.f th1· 1n1:ssagt·s :-

A/I 

A/'2 

B/1 

B/2 

B/3 

C/1 

C/2 

c;:i 

C/4 

EREAI. 
RR F H ~I 
I l; T 0 S 

ENC NY 
UNRH:\ 
T~IETI> 

PET ES 
NI CEO 
TREAC 

BOC PR 
NRDLT 
EMRTF 

NKTOT 
UNDFR 
OA N ~IR 

PL T 1 S 
NI CEO 
OE I TR 

EHDTT 
PRM:\S 
EAAFS 

GS HAS 
:\ I C E E 
YCRRO 

FI TL:\ 
OT I WR 
KPTAH 

PAS R II 
IITIEE 
TETI.O 

Tl' ENE 
N I C \\. F 
~ I{ :\ I 1 1\ 

RFNHR 
ONAIH 
HDNLB 

NBNYN 
A ~I 0 S \\' 
N ~IL U A 

ECERlJ 
LRJ>SO 
OGRNA 

MRS EH 
BMOTF 
ET FI I 

AH IL M 
NNODM 
lJLAME 

T RNHT 
LRPIO 
AEEOO 

UTOOE 
\VTETS 
FNOAM 

UFl.01. 
I ES S 0 
TOS"l'N 

N N A L \' 
.IELl'O 
ROTO\\" 

NNRl.J 
N\"Ill'I 
I S T (; E 

El>TIS 
USN.JU 
E :\ T \. H 

FPTl'K 
SEOGA 
CEETO 

HTOEO 
0 1 CV I 
AGSI:\ 

DH IS I 
HTOAN 
ROSEL 

EEONE 
RRFAH 
RSOFG 

LTOOG 
0 I C 0 I 
TAC IA 

PL! LR 
OTO:\N 
SS I:\ 0 

PEOMC 
TUFOH 
S B 1 S L 

TC I AN 
)IT 0 TY 
TOATU 

T 0 N ~10 
UYEEN 
N 

SHY ~I:\ 
\\'I U I' N 
n 

ONl:\N 
ITUNU 
HIE l; N 

EI OWT 
0 fl ~I:\ 0 

ATEAl.l 
HHI>TR 
NT 

:\lJSLD 
T P. ~I UR 

I NnE G 
0 1) li F I 
Aq 
OEACN 
B \\f N RD 

NTI 

Nlj!DO 
Tl1~1UR 

L q I.BI 
REE LE 
IU1A 

TOUHH 
~' (.\ :\ c ~' 
N J -

0 T P NS 
If U:\N 

lllVHT 

I <1 (\ :\ A 

TI 1>011 
B 

0

l R I~ ~I 
N 

ASA IN 
BC Z EO 

:\ :\ A E N 
T:\EKH 

AESWlJ 
SF OS H 

T ~IR DE 
NAAEO 

BOB I N 
0 U li B ~I 

NSNTU 
I.FOSS 

I FL IO 
NHHL:\ 

OSOLU 
\"REE 0 

:\ 0 N UO 
L>HIUT 

:\ E P CO 
OHOll> 

(;~I I' TU 
l'Jll'll 
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It l~ncipl11·r 1-\t·y :-
'2 :l n :i-1 :i 1'2 '2'2 IS'.,!;{ :\o '.!II ~I l-1 '21 :{I IH '21i '.!S :t{ ·~~) '.!.7 ;{'._! I 7 ~ 10 I~ 11 

'..!5 :~5 -t. J;~ J7 )~) :.!·L (lloulil~· 1ra11:-:p(i:-;itii111 ln11 n~·t 11•1r111:11.) 

C. l·=nciph~·r h'..1:y :-
79 9:l 111.'i 11.'i l'.!7 rn :;11 44 .'iS li~I i'i:l ~l.'i H 117 Ii 'c4 :l.'i ·l~l 1i:l 74 !'ill ~14 .'i I Iii 

I:l 20 :H 4.'i .'i9 711 Sli ~IS !OS l'.!11 l:m '.!fi ;;:-; .'i'..! (iii /Ii Hll Ill'.! 11'..! l'..!4 1:q 
'27 41 .'i.'i 144 I ;; 7 11 l.'i 22 :1:; 47 Iii /'.! /.'i S~! 1111 111 l'.!:l 1;i;; 1:1~1 411 141 
J.J:l l"S 111111111 I'.!'.! l:l'.! 1:1;; 1411 .'i.J l·l'c i'i'.! .J i'i I'.! Hi 2:; ;q 4S Ii'..! 7:1,.;.'i H7 11!7 
I IH 12'! J:lfl :l/ .'ii H.'i i'il '.!Ii 111 14 '..!I ;l'.! -Iii '111°/I IS~!'.! 1114 114 !'..!Ii t:l.'i 
2~1 -tl ,=,7 1-1:1 ~7 9~1 10~1 1'21 1:~1 t:{/ :~~I :i:~ ti/ S-t ~ll) li\ti 11~ 1'2,"' '_!;):Hi .=,n 
G4 77 ~!I llJ:l 1 l:l l'.!.'i IS '.!i'i 4'.! .'iii 1~..;. 

D. s .. v .. n m"""g'" in an unknown ciph,·r :-
1. T l.l E V E H N I; I( l E 0 C :\ 11 I\ I l Q II T 

K E \I F .-\ 
11:\_l<;H 

N ET I. .-\ 
l I\ I' 11 N 
I~ TU SF 

'2. 

4. 

.1. 

Ii. 

I. 

I< 0 t· I' T H I I T .-\ S T C I' \' 
T E \' I< :\ R T ~l T 1.; < l T K .-\ 0 
Rl!SSP SNEEE l:Nllfl 

Cll!NE 
S I E ~l C 
NHl\NO 

NllTFI< 
:\ l IJ li I< 

IDTl.E 
l{lll'E 
ENKSM 
AEO 

:\!>PH\' 
0 IP PS 
KE!\'! 

TDE:\E 
Ul'ECI 
OAI<TI 
Nl'SNE 

T D \' I \\' 
:\ T C I' F 
\\'!\JI{:\ 
CENA!' 

TN n n I< 
i'Tll<Y 
_ISUDH 

NT c; S H 
(>l.RFI< 

E N N N T 
NACEF 
l.l I' S E .I 

ENNl.C 
ECK TE 
:\TJRO 

ENl<IE 
~I :\ l; I< T 
EK I US 
:\ \' \' H 0 

ONT FI 
\'ITT:\ 
I\ TE:\ K 
SNENR 

GEN V c; 
~I N ll ?\ II 
F I\ 1..: l\ I 

llF!SC 
EFCl'S 

NGS l'T 
WT)! RT 
I\ I\ I I S 

I; I< I. [l () 
\' \I N R N 
EB FI U 

n (', S H ~I 
C I' I< T 0 
.-\ (l :.; I< .I 
A 

·1·: OC F H 
I< T C I' ~I 
E \' I\ .-\ o 
s Y n 1 

HTEE:\ 
TE l\ A E 
FREl'S 

IOICH 
EOE 

OHIRD 
R H H R l.l 
Fl;C\'\' 

B1;DEO 
!HIPS 
ATE FE 

:\ 0 HT \' 
~I i~ T I I\ 
BI<\' OU 

SHQHT 
Tl.J'°l\'C 
I .-\ .I ll E 

I.NI\:\\' 
11{\\'K:\ 
Ell U 

I\ E U \' II 

El.:\llO 
llf;:\NO 
l U EE Li 

l. I )I I. I{ 
:\ :\ :\ \' I' 
L I\ S I{ U 

Fill.Al.; 
~!Hl\ll.-1 
SFT:\C 

El{l<l.ll 
11\Elll: 
N:\<lSF 

E. I lo11h!t· tran:-pn:-:.itio11. Six partial a11agra1n kt·y:- nn the ~a1nt: pair 11i 
t ran;-;po~ition k1~y::; :-·-

·r,•:-:t.]1·11.L:t Ii 79. -ts liS :~ . .:;ti~) :~-l ;{)-ti 7'..! 7S :{ '27 -t:~ ;{(; -lH '21 l);) :;~) ()l) /S .JP. 
7'2. ti;) ;i() S7 I Iii 17 :Hi l~l S'2 ;)~J 54 1;:; '2'2 ,; 
7S. IS -t:~ SH'.,!,....; '21 ::ill '.{S . .:;'...'. 4-t -- - -- - H~l ~l 7'2 '.!ti :~11 
7H. S.~ 711 liil :!~ S-1 '..! ;{~J -t -t11 l~l -t:.! Sli 1;1 )li Ii:{ '24 IH Ii,-.; .1.~ :.!7 ,'i:{ 

liti ,; '2~l 71 
11 . . ;~) '2S Iii ~~) ,;~ '2 411 -I 41 l~I -t:{ ,.:;/ii',.; t-.ll f).J '2:; ill t\q ·ft! 11 
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F. Thi' f,,\J.,ll'illg ar1· r••mpk11· cnciph•·r key>:-
·r1i,. co111hinati(>/l ()f th1.'. fonn -ll I :'tanding at th1· \,·ft 1,f ,_·:1r.::h ~,·ries is assu1ncd 

I!! h;i,·,. l11·1·n tak··n fn1111 th·· pn·a1nb\1· 4Jf th1: 1nt·ssag1: a11agra1n1nt·cl. 

41 I 7 l>I :~14 '!.fi :17 I'.!'!.:! :q 8 '!.ll 41 5 IH '!.7 :is I l:l '.!4 :;.:; :; 15 :15 9 :II 6 
17 '..!~ :i~) 10 :!I :i:! I~ ~l 40 11 :!'..! '.{;{ :! 1-l '..!S 

7il. I 7 "l :m 5'!. H:I 4 '!.11 :17 48 I'!. 2:1 :14 4.'\ 5fi li7 8 20 .\I G.\ 5 16 27 '.18 49 60 
I 1:1 '!.4 :15 4G 57 H." :1 15 :16 5>1 711 ~I :11 42 5:1 ·1; 17 '.,!.<.; :m 50 HI llJ 21 
:12 4:; 54 !i5 18 29 40 .'ii H'!. 11 '!.'!. :;:; 44 5.'i !i!i '!. 14 '!..'\ 47 58 HH 

1:1.·:1 8 '.!>140 .'\I G'!. 7:14 27 :17 59 70 12 2:1 :14 4.\ 5.'i 6fi IH :~I 5'!. H:I 5 16 :is 48 
71 I 1:1 '!.4 :15 45 5(i 67 :1 15 '!.6 47 .'is 69 H '!.II :n 41 H4 6 17 '..!.'! 49 60 
Iii '!.I :1'!. 4'!. ,:;;; 7 18 :l>i 511 fil 7'!. 11 22 :1:14:; 54 65 '!. 14 '!..'\ :16 4fi 57 68 

41/6 8 17 25 :;:1 4 '!.2 :10 :19 9 18 26 :14 5 14 :11 40 I 11 '!.IJ '!.8 :16 :1 1:1 29 :is 
Ill !>I '!.7 :J5 6 15 '.!:! 41 7 16 24 :12 2 12 21 ;17 

I 
) 

G. Transposition k1~ys tn be n:solved into tlu~ lines of po1·try from \\'hich they an; 
derived:- · 

(i) 28 2:119 5 !fl 8 25 29 I 2fi 9 .\ 17 :12 18 :15 IO 21 :~l 24 1:16 11 2 :1:1 15 :11 14 
2712'.1420:1227 

(ii) 3123:!041202778281'.1919517 1022518:1224 21 II 1629 14 1226 
15 3 22 6 

(iii) 52825141126715161821(i18929224 !022:120 12 17 192:127 1:14 

(iv) I 28 7 35 17 9 6 22 2 29 16 :IO 15 :16 18 IO 4 2:l :m 11 5 12 24 2.;·3:1 20 :1-1 8 
1:1 3 :17 19 :is :11 27 41 26 21 40 14 :12 

I 24 5 35 !fl 8 :~I '!.7 2 :11 28 14 36 17 H (i :1 25 7 JO 22 rn :m 26 15 20 :l7 11 
:l3 2112 4·:14 18 21 :is l'.l 32 

I 24 7 2 12 20 :1 4 15 8 :n 16 25 21 28 :17 9 22 JO 26 :1:1 17 :12 2:1 :16 5 14 :14 
29 30 11 38 6 18 3S 19 27 1:1 

1 21 4 15 20 22 6 '.l:J '.19 29 '.l..'I :14_ 40 1:1 7 2:1 :15 '.!6 2 24 5 16 25 111 :10 '.!6 :!I 
27 8 32 9 3 19 17 II 14 37 18 2~ 12 

(v) 22 8 II 12 9 1 14 7 2 4 3 18 21 20 19 l:J 5 15 17 16 JO 6 '..!:! 
I 

H. An encipher key :-
8 42 43 60 61 76 26 29 40 45 11 6:1 74 79 21 16 47 55 &'i fi 14 :1:1 :16 :1,:;:1 18 70 

8.127 9 44 59 62 25 77 :IO :19 2:157 12 7:1 HO :II 38 17 .'i4 5 72 SI :14 '!. 4H 52 67 
1984 28 41 JO 58 24 75 7H 15 22 4fi 56 64 1:17 :12 :17 4114 06 71 82 I :15 51151 
6869 20 

I. T\\-·o encipher keys on the same transposition keys :-
25612247II20:17I2822726J021 :16189:1:1:129:12:~11719H4'..!:1:14 

14 1s 13 16 :11 s 22 :is 

25 6 12 24 29 11 20 :17 :i..~ 15 2 '27 26 JO 8 :15 18 9 3 :1:1 28 :12 :m 17 19 7 :16 4 2:1 
34 I 14 l:J 16 :JI 5 21 22 

J. An encipher key :-
2 fi 14 '27 5 9 17 25 4 7 15 24 11 1:1 22 26 :1 12 ltl 2:.l S 16 20 28 I JO 18 '21 
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K. Partial anagran1 k1·y~ on th1· :'a1n1· l\\'o tran:-po...;ition k1·y~ i11r t•·X.t l1·ni:11l ... 7t~. 
7'!, l'.!7, l:l:l, l:H . 

1:14 

.J:l 11 IS.JI :lS :l'.! 7'.! 74 :i:; 4~1 I :l '.!.J '.!II SS .'i'.! '.!ti itl,54 47 1:; '~'.! .'iti ·IS W 
(.;:~ 11~lo\2:~ -t5 7-t 7f'i So ~t~ -ti I '.21 2-l H7 17 7 SSS'..! ~I 3~1 :~I ti~I J;) t-i.; :S~l 
19 1'21 7,; l'.!7 Sil (;7 nt IO'.! ~l:! :«" n~l '!.7 :~9 :l:~ 117 11-t -I ~I~ 1-1 11 s~ '...'.~ 

SS -IS H7 
Sil SI l'.!.'i I IS S 117 (i.J '.!t.1 '.!S 77 111:; ~I'.! 411 11:; 4.'i ~17 :l.'i 1:n ti~I l'.!S '.!I 

IOI 7:! l:l2 12 
121 liS Ill'.! (i:l :l() ()'.! li4 SI '.!.'i IOI:> lo:l I:l 411,'iS ~1:l '.!ti 11·1 S7 ti S'.! .'i'.! :l11 

111.J SG 1:~_1 

I.. See Cipher 'J't·xt L, in \-'111. 11. ·r1i1· t\\·1·11ty pa:':--agt·:-- 1•f cipher in tJii .... 1'X1·n·i-..1· 
repn~~t~nt the sa111e 11assagc 11f clt·ar, ci1il11·n·d in t\\'1•11ty ,1i1l1·r1·11t \\'ay:-. l'a:---.:ig1· 
~·o. I~ contains an additiunal portion of text, dL·sig111·d tH 111akc it;-; :-o\ut ion 1·a:-i1·r. 

·rhe passage i::; iru111 an Engli~h 01wra. 

It \\·ill probably he found ad\·i:.:ahle to begi11 the attack 011 P:1:-i;o;:1gc '.\o. :{,or 
No. 4, th1::'e b1·ing a::. it \\"L'ft' ha~ic \"1Tsions. 

:\ftcr :;olving tlu· cipht·r t•·:.;t in 1·\·1·ry ca:it'. CP111parc \"1·ry car1·i11lly thi· diff1.·r1·nt 
cipht.:r Vt~r:-;ion:i in the light 11f tlt1: 1;l(·ar, and 111ake a li:-it uf the \·ariou:i \\"••ak point:i 
and openings for attack un t'arh ciphl'r. 

~L S'ee CiphtT ·r,·xt ~I. in \"ul. I l. l'.:ight passag1_·:; of narrati\'e Engli,:.;h c·nciphen:d 
by means of a si111pl•· Illl'lllurizaJ,Je proce:-;s. 



• ~F ID:A3079835 

24 

SECTION ill 

Playfair 

Description 
·r111· f1J!l11\\'iuµ i:-: tlit· 111\_'thod nf 1·11cipl11·rin,:.!; and de,:ip!tt'ring I>\' 1n1·a11:-; 11f th1· 

-,i1np!\• ... 1 f11r1n 11f Playfair cipher. the classical l~ngli=--h 1ncthnd. . 

·r1i1 · ha:-:i:-; i~ a int ·1111 •riza hh · k1•\'\\·urd. ·r1u.· kc·\"\\'11n I i . ...:: \\Tit 11·11 di •\\'ll ht ;rjz, 1111;111\·. 

any l1·t1•·r uccurring 111uri.: than 1.•IlCt' lwi11g cut ~•lit aftl'r it:- iir~t occ111T•·11c1·. ·r1;,. 
n·1naind1·r of the alphabet i~ \\Titt1·11 out afllT it i11 alphah1·tical ord1·r. ·rh1· l1·ttcr J 
is lfllliltt·d to reduce the \\'hult; tu:!;:; letters and the kt:y alphabet i:"o \\Titti:n into ~l 
:-ic1 uar1·. 

J:.rnmpi<' :-1..:,:yw<>rd-~ECESSITY. Key squan· :- :-i E t' ~ I 
TY:\HL> 
Ft; Ht..: L 
~I 0 I' Q I{ 
uvwxz 

l"hc 1nc:-;sag1: to he trans111itt1·d i:-; \\Titt1·11 out 111 pair:-; of lt·ttl'r!'i (,,-ht·rcver th1: 
letter .I occurs l is substituted for it). \\'ht·rl~ a pair \\'ould consist of one letter 
doubled, the letter X is inserted after the first occurrence of the lcttl~L 

Example :- Text :- F R E E IJ F RO ~I 
Pair form:- FR EX ED FR 

HIS 
O~I HI 

FETTEl{S 
SF ET TE RS 

In the process of cnciphl'rn11 . .:nt a pair ()f lcttt:rs fr11111 tht· kt·y squan: i:-; :-;ubstituted 
for.the pair::. so forn1ed according to the follo\\'ing ruh::-; :-

1. \Vhcre the t\\'o h·ttcrs of the pair occur in th•-' ~a1111· li111; nf the k1·y :'tjuare th1: 
t"·o letters un the in11ncdiate right of tli1:111 n·:-;pcctiv..:ly are s11bstitut1'd 
fur thcn1. l"hc lines arc treated as cyclic. 

2. \Vhcre tlH: tv.·n letters of the pair occur in th1· .sa1ne col111nn of tlil' k1!y :=;quare 
the l\\'o letters i1n1ncdiatel\' h1·lo\\' then1 n·.spt'ctiv1·l\' arl' :-iuh~titutcd for 
thctn. 1\gain the cohunns ~trt.: treated as cyclic. -

3. \\'here the tv.·o letters of the pair are not in the :;arnt: li111; qr coln11111 they a1c 

regarded as tht: corners of a rectangle and thl' t\\\1 lcttt·r::. at the 11thcr 
corners substituted for thcn1, each by the letter on thi: :;a1ne line. 

Example :-Key square :- N E C S I 
TYABD 
F G HK L 
MOPQR 
u vw xz 

Clear pairs :-GN IJE RT HE SI' l{E All IN CC llE ST ~U TX TR EX EX 

Cipher pairs :-NT YI )llJ GC CQ 01 IH NE HE GC :\B TN BU IJ~I SV SV 

·rhe process of dcciphc1mcnt is tncrcly the rev1~r:'al of the aho\'1'. 1'hc solution 
of 1-'layfair iu the ab(1\'1: :;in1plt~ forn1 pn·scnt; little dilliculty provided the 
cryptographer is in a position to gt1t;ss at the beginning uf a ciph1:r tt'Xt. 
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111 th\! fo\\11\\·ing 1•x;un1)I•· tht' cl1·Hr t1·xt i . ..:. knt•\\'!I It• li1,:..:1n. 
and f11~1· . ..... " 

Cipher text 
I':\ A:\ u; IH~]l>Sll l.F RH r(; l'T ({,\!IF \II~(, l•l.UESDHFDXRE 

AG HN HO UE SD HF RS 1·1· U< n· I.\ R< • 1;R < •R -1( \1; Tl] <'II DX 

RE AG HN HO 1<11 I.:\ Z~I \Y \.\ 1;11i-:11·1-:~1 UE SD I\"\.\ I'': Ii:\ 

l.'Z llE <.}:\I<( SR Cl. :\A EY IROG HO UL GB VF SD UL GB VF SD t·r. 

Cl' I<!. HI l<l' (;t; LT I'\ 1\1' 1•1· :\.\ (ii·: .\.\ I.\ l.\ \·1 IR OG HO \'I-: 
l<I IP II< RY Z~I OE (U ,;1< :\A EF IJ\ IJ.\ I.I' I'll Kl EM I.I<:\.\ F\ 

Ell S:\ HO Z~I 1.n l'E DI Fl LIE 1\1. \'1• n· Tl 1\11 ,u: :::I. I'll KI EM 
Pl. 111. GE OF I.A EF l'T HB Kl EM I'll l<I' SI< I,\ UF (\' l<I l<I. Ul< 

E II l.D ZK DT l'R ET 

llerc the clear cqui\"al1·nt=i of IO cipht.:r pair:-; an· kll(l\\'11 :- · 

Cipher Clear Ciph•·r Ci<-ar 
------

J>N th SD le 
A:\ l!V l.F nd 
UG 01 l<H an 
DA cc Fl; df 
QD sb l'T us 

Sornc of the above can be provi:o;i11nally i:la:':·ill1·d at PllCt'. 

(i) (FC; = df) I), F and(~ in th1· k1·y.:-1p1ar1· 111u:-;t b1: con.:"ecutive in 011•' lin·~ or 
one coh1111n. :\lphal>t!lical c1111:;idt·ratb•ll:' :-ugg1·.:-t \'lTY :-trnngly that 
I) F f~ is part of tht~ lines and follH\\":i clu:-L"ly aft1·r till· k··y \\"<)rd \\"liich 
prcsu1nably contains the letter E. 

(ii) (AX = ev) >11gg<:sb the rectangle A . . . . . . . E 

\' . . . . . . . :\ 
1\ and E hi·ing part ,Jr the k1_·y\\'1.1rd and \"and :\. in thl' bott1·111 lin1" 
If sn, as there i.< <Jilly on•· po<Sihle ktt<T, \\', b,·tm'"" \'and:\ . .-\ and I·: 
must be acljaci:nt or :-;eparatt"d by 011\· k·th·r. 

(iii) (liG = ui) gi,·cs as <Jlle ]"';;il•ility with (i) ab<1w :- I 

(iv) (PT= us), in conjunction with (iii) ab'""'• giv.-,: --
1 

IJFl; 
u 

P STl' 
(v) (SD = le) with (iv) arnl (ii) ab""" gi,.,.,. :­

.\ E . I 
U F c; 
L . U 

I' s T L 
v \\' :\ 

IJ F c; 
(} 
l.' 

'· 
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Exercise !.-Complete the key-square and find the key-word a1id the clear text. . . 

Exercise 2.-Construct in graphic form a bigram table fropl the example given 
above showing the clear equivalents of all the cipher pairs of the example and their 
frequency. ! · 

' Exercise 3.-Examine the problem theoretically (i.e. from the aspect of positional 
relationship, independently of what the key-word may be). Some of the questions 
to be answered are :-

(i) What is the number. of cipher letters which can represent any one clear 
letter ? 

(ii) Arc all the possible cipher letters of one clear letter equally probable ? 
(iii) For any one first letter of a clear pair, how many possible second letters of 

a cipher pair are possible ? 

Exercise'4.-0nc known method of increasing the sccu~ity 1/thc Playfafr cipher 
. is the substitution of pairs from the key-square for pairs m·:lettcr;;,.riotcadjacent, but 

at a pre-arranged interval. For example, the 1st letter njighfbC taken with the 
11th, the 2nd with the 12th, etc., and the 21st with the 31st, etc. The resultant 

. pairs may appear as pairs in the cipher version, or they may be split so as to occupy 
the positions of the clear letters in the clear text. How would you overcome the 
n~w cryptographic difficulties introduced by this complication? (N.B.-You must 
not assume that the interval is known, but a guess at the textual beginning of a 
message may be assumed.) 
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SECTION IV-COMPLEX SUBS'flTOTION 

A. General Considerations 
I. Students have alreadv been introduced in Section I of the cnurs1· to various 

aspects of sirr1plc substitutiOn and of one of the simplest for1ns nf cvn1plex substi­
tution, i.e. enciphcrmcnt in letters by use of the Vigcn~re table, or reciphcrment 
in figures by use oi the figure equivalent of the Vigen~re table, in each case by means 
of a short key. \'igenCre substitution i.s fre<iucntly kno\\'n as "sliding alphabet " 
substitution. The loose term " subtractor " for an addition series {non-carrying) 
of any length will already have been understood. 

2. In dealing with the later exercises of Section I. students will haw h<'come 
accustomed to present their material i1! the form of a table in which thusc units 
of substitution of a.cipher text arc arranged in a column to which the same procc<s 
of substit utiou or rcsubstit ut ion has l>Ccn applied. Such a table displays the following 
general features :-

(a) Recurrences in the cipher text lie under one another; and 
(b) the frequer\cy of the original textual units is a feature of individt)al columns 

and not comtnon to all colun1ns. 

:l. Solution depends on the adjustment of the columns to a co~nmon base and 
the correctncs:; of .\\'ork carried out on these lines is, normally chrckcd by the 
appearances of offset (i.e. overlapping) recurrences additional to those lying under 
one another in the original table. Units of a column of the original table may be 
said to be " homogeneous." It is very important that all the implications of this 
method of presentation "in depth " should be grasped. .The word "depth " here 
has a somewhat different significance from that of the same word applied to the 
solution of transposition systems by anagramming. Here it m:iy be defined as the 
number of lines at any point in a table of the kind undcr·discussion. , 

Exercise !.-Refer back to exercise 12 of Section I. Arrange the beginnings 
(excluding non-textual groups) of the six texts " in depth." Observe that, when 

.the true significance of the starting point indicators has been revealed, units of 
substitution appear on two " cuts " owing to the fact that pairs belonging to two 
texts of odd anp even starting point respectively do not coincide in columns arranged 
in depth. (Conversely, it should be noted that this feature of " non-coincidence of 
cut " of the units of substitution mav in certain circumstances be used to arrive 
at the true figures of a complex substitution.) This aspect is worthy of careful 
study. 

B. Long Subtractors 
I. " Long subtractor" ciphers may be dcfmed as systems in which the subtractor 

is longer than the individual texts to which it is applied. ·In modem practice such 
ciphers take the following fomi :-

(i) First process. Direct substitution for the letters, syllables, words and 
phrases of the clear text of cipher units taken from a code book in 4 or 
5-fii,'llre !,'fOups. Such a code book may bc-

(a) alphabetic, i.e. the cipher groups in numerical order correspond to 
the clear units in alphabetical order ; or 

(b) " hatted," i.e. the cipher groups arc shuffled, and two books have 
tn be prepared, one for enciphering and the other for deciphering, · 
the latter being the index in alphabetical order of the former. 
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(ii) :-:.1·1:u11d JH'11Ct';-.:'. \"u11-ra1r\·i11.!.! additinn to tJi,. ![gur•·:'- riJ1tai11,.cJ in tht; lJr:-;t 
prn1·1·-.. ... l1y 1111·a11..: of pa1:t 11f :1 long :-ulitra.·1 .. r. ~11IJtrat·111r:.: 111ay he of 
;1 !--!l'l'at h·ngt 11. 

~. ·r1i1· i•1ll11\\'ill.!..! arl' :-t•Jllt' t•t tli1• 1non· i111p•Jrtarll riiar.t•'l•'l"i:-tic:- of cipher:- uf 
tlii:- l_\'jl•• :-- • 

ti) ":\lixt·d nnit "c•1d1· l11i.1k:- an· :-1J!!l1;ti1111·...; L'!np!u_\"t·d. i.1'. niixl'd :{ aud-l-ligun" 
~1r 111ixt·d -l and"·;=;-tigun·. In tJi1! pr1·p:1ration uf ;-;uch hP•1k:- there 1nu:-;t, 
qf c1111r ....... !J1· 1111 a111bi~11itv f•.1r th·· d··cipli1·n·r ;1.-.: to tli1· divi:-i1111 intn unit:-; 
uf tht· 1:iph1·r text ()f tl~1; tlf:-11 1•nic1·:.::-;. (In thi:' c11111H·ctio11 r1·f1·rcncc :-;hould 
be n1ade to th•· ...;11li:.:tit11tioH t·111ploy1.·d in 1·xerci:-:1.· 6 of :-'1·ctiu11 I.) In 0111: 
hi:-:torical i11:-:1a11c1· a n1ix1·d '.!, :~ a11d -1-llgurt· bo11k i:; kllo\\'11 to ha\'c been 
11~.·d u11d1·r a )1111g :-:nhtract11r. 

(ii) Sy;t"1natit· c"'"' "'"'k' :If•.· ; .. m,·tinw; ,·mployo:.\ wlwr·· th•· arrangc1rn:n\ i; 
11411 :'trictly alphaln·tic but i:-> :-ufli1:i1·ntly :->y:-tl'Jllatic t11 p~·nnit encipher­
n11:11t and d(_·1;ipiHTint.·nt fnnn th1· !'i:u111.· b•_)ok. 

(iii) I>ictio11ari1·:-: :tf'(' :-:01nt·tin1t;:-> e1np\1Jy1:d a:-; code bllok:-;: in tlt1·;-;e the cipher 
group:-i an· nonnally 1nad1· up uf tlu· page and pn:-;itiun on the page of 
tih' \\'(1nl n_·(111iring 1·11ciJlh1·r1n1·111. 

(i,·) ::iu1111·ti111t~:- ;1 11111nlil·r of ;-;1·parat1· :-i11htrac1or.-- arl' 1·1npl11y1·1l If so, the 
particular :-:ubtractor chost:n ha~ to he indic:ttt'd fur the benefit of the 
deci1>l11:n'.r in :;111111· pn·arrang1·d 111an111!r. 

(\') \\'hen 11111~ long :-;uhtractor is t'!llployed and tl11~n· are a 11111nh1·r of diffcre11t 
pu:'sihl1· ~larting point:-:. tl_h' partic11lar .--tarting point u~e<l has tu be 
indicatt·cl. 

(vi) 111 th1: ca~1· \\'li1:n: tht·rt· i:-. ci1dy 1111t: .-;tarting point for all telegra1ns, indication 
is uh\'iou:->l.Y u1111t·c1·.-;.-;ary. 

(\'ii) Indicators 111ay he in tht· pr1~a111Ulc of tht: tclegra111, or at the beginning or 
end of th1· t•·xt. 11r hidd1·11 in the body of it. 

(viii) ·rhl'n: 111ay b1: 1nany altcr11ati,·c indicator:-; for each starting point, or they 
111ay \'ary according to the date, ttic serial nt11nbcr, or even the length 
of the t1·l1·gra1n, or acc11rding to certain figures of the enciphered text. 

(ix) ~01neti1ncs th1· starting point depend~ directly on tlie dat1:, the serial 
nun1her, ur the le11gth of the 1ncs:->agc. In :-iuch cases there arc frequently 
nun-t1.·xt11al groups in the text v;hich cht'.Ck tht starting point. 

:i. ·rhe lx1:.:i:-i of a11y 1n1·thud of solution of long subtractor ciphers 111ust always 
be the accu11111lati1i11 of "depth." 1"hc follo\ving arc the vulnerable points in th1: 
construction 11f thi:- ty11" of ci.pher \\·hich 1nost frequently as:-;ist th1· cryptugraphc;r '.'­

(i) Ob\'-iuu:- 11r i11:-tlllici1.·ntly cn11c1~aled starting point indicator:-:;. 
(ii) l.i1nitatio11s in the ba~ic book. 

(iii) l.i111itation:-i in the subtractor. 
(iv) (~roups \\'hich an! an integral part of the :-:ubtractor in~crted unchanged 111 

t ht: I ext fur chl'ck purpose.-;. 
(v) O\'t~rloading of the substractor. 

'f'hc:'t: \·ulnerahl1· characteristics \\-'ill Ho\\' bt: treated in 1111 in: detail. 

-t ·rypt~S uf indicators arc too nu1neruus fur classificatin11, but it 1nay ht: stated 
gl'nl'rally that attt·inpts. ho\\·t·vcr ingl'niuu:', to conceal indicator:.: sy!'itt~n1atically 
art· rarely :-:.ucccssful again:-;t experienced cryptographer:->. l,.•ir this r1·as1 in. ,,-hen: 
conc1·aled indicator:-; ha\'e not been found but arc suspected, a :-;yst1:n1atic :.:cr11tiny 
of the tabulated hegin11i11gs and ends of.tclcgra111s, hn\\'ever lab11rious, has fr 1:qttt·ntly 
to be u1u.lcrtake1L 



.I ~F ID:A3079835 

.::... Hi···k ln'nitati1111 \\'ill h1· lH·:-it 111Hl«·r:--tr!()d fro1t1 :t !•·\\ Jii .. 1 .r1t~d '·\ i:rq 1 i• .. 
\ ...:.;_unn .:..:n>llJl S-tigun· hued..: in \\·]ii(!i 1]11· ci1il1··1 :..:l•l!!Jh .tll !1·· l11 t\,.,., 11 

!141(M!lf :111tl '..!·l~~~~I. 

11) .\ ~-11g11r1· l; .. ok in \\hich tlu· ciphcT gr11111·-- c11J1-.i-.1 .. t I 1 \'1 11 "1 .1, .. 1.J li.:.!111• 

"11ly l'.,!,;n of !111· 10,0(10 po~;-;ilih· -t-li;..:11r1· .t.!1"«1\lji... :11• 11--· d. 

1111' .\ S-fih11n· IJu•ik i11 \\·hich tl11: 11q11-carryi11.~ :-.tun <ii 1!1°· 1li.:..:i1 .. id 1·a._·li ,t!l'"'ti 

i-, ti: gr1•1q1~ ::uch a:-; '2:{7~1. :{-tli'..!.:i and JSt-lS11 .. t·i·11r. \,111 ~:\.Jt)/ i],.,._..; 1111' 

u11ly IH,IMIU pn:'~ihle group~ an· u:-;1·«!. ·r1ii ... 1y1~·· j.., !.:1J11\\'ll .i-. ,-,dq,· 

( i \') 

I\') 

li111iL1ti1)JI. It:- only ad\'antagt· i:-- that any gr1111p in \\hit.:h 1•11•· t1!..'nr1· 
ha:- h,·,·11 \\Tn11gly tran:-:111itt1·d i;:; in11111•di:it1·ly r•:c"gni:.:.:1hl(· . 

. \ .t-!ig111··· l"iok in \vhicli tht· carrying :-:11111 of th1· f•.n1r di~it:-- id 1·.i• Ii ~ro1q1 
j .. a .lllllltipl•· of :t 

.\ :({,111111 group S-tigun: hatt•·d lio11k in ,,·hic!t tlit• !ir:-1 p:1ir 11i ,.,1' !i f:.l'\1111• 
1:-- l11111t1·d to 0111· of th1· f1dlo\\·ing :- t~I. I:(, IS, 17. ~I.'..!:'. '....'..=i. '.!./, ;{!. 
:6. :11. ~I. ~:I, ~s. ~7. SI, s:i. 57, iii. li:I, liS, (i/. 71. 7:1. 75. SI, s:i. SS. 
-:-:.I. ~II. 9:{, ~•:S. ~17. 

('·i) :\ -t,(100 group ..J,figur1· hook in \\'hich all group~ ~tart \\'ilh H, :{, 6 11r ~'-

1:·.n .. ·rcist'. ,, Exa111i111.; th1· 1·ffl't;t uf applying :-;t'ihtractor:-: tu .·ach 11i tl11· :1bnv1· 
liniited !Jfu 1k:-: : -

(i) In \\'hiclo .,j ilh· ··xamplo-s l(i\'l:ll could the limilati•HI b·· 11,,.o) 1,, .'d ,,,.,.,., 

lapping 1111· ... :.agt:;-; in thi·ir trt11: relatio11:-"hip to nnt.' an11tl11:r, i.e., tll g1·1 

d··pth' 

(ii) l·lo\\' \\"11tild y1111 l)roceed to gt·t sufficil'nt depth tq n·c11g11i:--1· tlu· f11n11 ,if 
the li111itation in the first instance (as:-;11111ing that you g1:t lltJ hi·lp fr.1111 
the indicating systern)? 

(iii) l·lo\\' \\'ould vuu use the li1nitatiun to gt;t as 11111ch d1·pth as pt.1:-,~ilJJ,. at all 
po~nt~ u{ t fH~ subtract or ? 

6 .. Li111itations of tlH: subtractur arc not co1n1nnnlv found, 1>111 the foll1•\\"i11~. 
\\·hich have been seen in actual u:->c, 1nay serve as a gcn;•ral guid1· :- - · 

{i) ·rht: figure 0 i!-i on1itted, presurnably on the quite 1nistaken as:.:;t1111ptio11 that 
the :-iecurity of a subtractor cipht:r depends to StJ1111• ~·xt1·nt on th1· fact 
that no figun· ubtain4·c\ in th1· first pn>c1·s:.:; n·111ai11:- 11na\1\·r1·ll in ;Ji,· 
:'t.'COnd. 

lii) ·1 he !"i11htractor is forn11·d hy each holdt·r of th1· ciphi·r ir1d1·1u·11d .. 1nly IJ~· 
··xp.an:-:ion fro111 a short St~rit.•s of figure:-> or a kl:,!' :u:cording 11 1 a pr1·:irr;111g··d 
.. y ... t 0 ·111 :\:-: an t•xan1plt· of thi:-: a suhtractur 111i.l'.hl IH· fon111·d fr11111 :in 
arb1t1~11\ ~ lig\lft' gr1>np a:; fii\hl\\':' :-

(,,~ •• 111y arbitrary S-tigun: group: thi . ..; ,,·iii lw th·· tir:--1 ,t.:r,.iq1 ·ii 

th• ... ub1r.11·1or: tht~ 5 figures of tlH· ;-;l·co11d gri1t1p \\ill c11!t:-i.;1 11f 1l1·· 
:--u111111 tit• l'I and ~11d tigun::-;, tht> :-;111n 11f th1· :!11d ;ind :in!. tlii· -.11ni 11! 

th1· :'rd .tnd -'th. tht· :-;tun. of tlH· ..Jth and .=ith. and 11!1· .-.u111 11f tip· ,=itl1 
and 1:--t hg-ur1·s of tht'. first group. ·rhu:-- th" ~11btra1;t11r d1-ri,·1·d ir.1111 th. 
arbitral') grt111p ~~7~1 \\·uuld ih· :!:{/~JI 511(·lH:l St~);{S l'..!~11:~ ;q11.1.1 
-ll-h~7 ·S=i:.!SI !'77fi6. t:tc. 'J'Ji,. j1arti1·11lar arl,itr.1r~· .l:t11u1· "1t \\!11111 

the ~11btrai:t~1r i~ i>a::-cd ~\'<1uld. 11f C'111r:-.1·. lt:1\'1• !11 I)'' 111d11 <tt~·d J,\ tl1• 
1.·nci phi ·n ·r. 

-11i1 I h1• ~11btract11r i:' 1ak1:11 tro111 a lin1itt.:.! • 1r n·g11l:ir ... 1•tll • 1·. i-;: 111:_.,;: .. 111"tl 11'.ti 
11r logaritl1111ic table::;. 
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{iv) The subtractpr is an actual mathematical series, such as the successive 
powers of the figure 2, which would .give 24816 32641 282S6 51210 
24204, etc. 

(v) The subtractor is formed from successive groups of the e.11cipher of the basic 
code book employed in the first process, where that book is hatted. 

Exercise 3.-What limitation, partial or complete, would you expect to find in 
the groups of the final enciphered form of messages where the basic book has the 
limitation of para. 5 (v) above and the subtractor consists qf groups from the 
encipher ? . 

(vi) The subtract or is formed by substitution of either 1 or 2 figures for each letter 
of a prearranged narrative text. In this type the base would be a code or 
dictionary and the subtractor derived from a book, such as a novel, of 
which all the holders of the cipher possess a copy. Each holder must also 
be in possession of the substitution table to be used for converting the 
text into figures and he must know:how to indicate his starting point in 
the novel. ·· ' 

... 
Exercise 4.-Supposc that you arereq·uircd to solve cipher messages inconsiderable 

quantities knowing that a 300-page (approx.) English Dictionary is used as the basic 
code and that the solution is derived from an unknown novel by use of the following 
substitution table :-

A25 823 C97 DOI E41 FOS G64 H95 119 J63 K45 LOO M65 N78 023 P80 
Q83 R37 S86 T78 U89 VSO W78 X79 Y47 Z54 . · · 

In the first process each word or letter may be assumed to be represented by a 
5-figure group of which the first 3 figures arc the page of the dictionary on which 
the word occurs ·and the last 2 figures are the position on the page, e.g., the group 
03219 means the 19th word on page 32, and 25701 means the first word on page 257. 
It may further be assumed that the starting point indicating system is known and 
expresses directly the page, and the line on the page, of the starting point of the 
subtractor for each message, also that there are several cases of 4 or 5 messages 
rcciphercd from ·the same starting point. On what lines would you suggest 

· approaching the solution of messages in such a cipher ? · 

Exercise 5.-'What would be the effect of substituting"singlc figures for letters in 
the construction of the subtractor instead of pairs in the above cipher according to 
the followillg table ? 

A, K, U represented by 0' 
B, L, V ,, ,, 1 
·c,. M, W ,, ,, 2 
D; ·N, X·. " " 3 
E, 0, Y ,, ,, 4 
F, P, Z ,, .. 5 
G, Q ,, .. -6 
H, R .. " 7 
I,S ,, ,.8 
J, T ,. ,, 9:· 

7. One peculiar type of long subtractor has ·~en seen on rare occasions ; in this 
type there is an·extra arbitrary 5-figure group after the last group of each line of the 
subtractor as printed, or of each alternate line. Such groups are inserted unchanged 
in the message· when recipherment has reached the end of the line where they lie . 

. . They arc presumably intended as."a position.check for the benefit of the decipherer, 
but they are of course completely destructive "of security, as they can be used to set 

\ 
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all overlapping mcs..~ages in their proper interrelationship. \\'hen th1·y are nscd. 
they are quite easily recognisabk as recurring grnnps, which appear at r<!gnlar 
intervals in two or more long mcssag1:s. . · . 

S. A subtractor mav be said tu be n\·1~rloaded \vh1~n it is sn short or us1·d for so 
many messages that it is praciicable tn S1'l messages at some plac<•s in sufficient 
depth for solution, merely by nwssage-to-message recurrences. It is difficult to 
1nake any definite statement as to the an1011nt of depth requin~d f1)r the solution of 
long subtractors, but it has frequently been found possib1¢ to solve 011 a depth of :L' 

little as 5 where a sufficient number of identifications have been cstablislwd to read 
son1c messages. 

9. So far little has been said about th~ actual process of bn·aking into an unknown 
long subtractor cipher. ln\·cstigation on the fnl11)\\•ing linC's in nrder to get dL·pth 
is a necessary preliminary :-

(i) All messages rn'ust be "registered," e.g .. the beginnings and ends tabulated 
together with all relevant external information, such as date and time of 
origin, identity of originator and addressee, call signs of transmitting and 
receiving wireless stations, external indicators, if any, etc. · 

(ii) The register formed above must be scmtinised for initial or final recurrences 
between messages and for evidence of concealed starting point indicators. 

(iii) I 1 may now be possible to lay out the whole material in depth. If not, that 
portion of the material which can be arranged in depth should be tabulated 
and the columns so obtained examined for limitations of the basic book. 
Such limitations, if found, should make it possible to complete the 
tabulation in depth. 

(iv) If the above procedure is unsuccessful or only partially successful, it may be 
necessary to analyse the whole material or a large portion of the matcrilll 
for message-to-message recurrences. Herc students should remember 
that recurrences are not to be expected within the same message, and that. 
as large numbers of groups will have to undergo analysis, recurrences of 
single groups \,;u very frequently be accidental, while recurrences o! two 
or more consecutive groups arc very unlikely to be accidental. 

10, Below will be found a portion of the tabulated depth in a 5-figure long 
subtractor cipher. The-best depth is here 15, and a section 7 groups wide is given. 
The demonstmtion following shows some of the information which can be obtained 
from this small amount of material. It will, no doubt, be realised that the example 
is a very favourable one. 

" 
:i 
4 
:) 

r, 
7 
8 
H 

10 
11 
12 
I :l 
14 
15 

A 
(3189'2 

B 
64437 
(54906 

f)J(f]2 00559 
45492 57'1:]9 
:!48 IO 80186 
69256 54358 
23791 . 41612 
47200 46805 
46921 44081 
2436i . 76140 
s:l66s 80186 
44882 00.153 
750SO 98400 
6550'2 58906 

c 
12991 
'l:D75 
(12244 
33541 
26844 
40608 
:14948 
49942 
11247 
33541 
02646 
42669 
21048 
07744 
33541 

D 
82384 
85570 
95354 
7a774 
85622 
87917 
13287 
07239 
075Zl 
11003 
14862 
11003 
'70:!23 
20002 
07682 

E 
45306 
16687 
19873 
31360 
5:l700 
12449 
3'1:.!31 
37344 
'..!4255 
47580 
023:11 
47700 
12780 
18551 
47580 

F G 
87882 91445 . . 
87419 08.502 .. 
58790 06328 . . 
46739 78358 .. 
89693 06791 .. 
72536 14722 .. 
89664 I 01580 .. 
87419 0-ISSS .. 
41314 91445 .. 
87882 91445 . . 
41314 91445 . . 
87419 703:1:l. . 
54257 64484 .. 
45738 06328 .. 
4:1s2a 92842 .. 

A1J· 1'9sitional recurrences of one or more cmnpletil group> arc shown in hea\•y 
type. The passages nu.mbered I, 2 and :1 arc beginnings of messages, tlw remainder 
arc sect ions from the middle of messages. 

--
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11. Examination for limitations reveals 
limited as follows :-

that the first figures of groups arc 

Column A 
B 

--~" 
c 

.. D 
.. E 
.. F 
' G .. 

2, 3, 4, 5, 6. 7. 
4, 5, 6, 7, s. 9. 
o. I. 2, 3, 4. 
7, 8, 9, ,o. I. 2. 
0, 1. 2, 3, 4, 5 . 
4, 5, 7, 8. 
6, 7. 9; o. I. 

This can only mean that_ there is a limitation of the first figure of all groups in 
the basic book which may be assumed to begin with 0, I, 2, 3, 4, or 5. This 
provides a provisional skeleton subtract or as .follows :-

, 9 ···. ~-::~~·;~~.:::~0~!Zi-·_1:>·-3~-
2.... 4.... 0.... ~L_.o·o"-0·.... 4.... 6 .... 

. 12. The majority of the groups which occur more than once in a column may be 
presumed to represent very commonly used groups in the basic book. Certain groups 
may.in fact occur more than once in two or more columns. To test this, each group 
which occurs more than once in a column is subtracted from all the other groups 
in the same column. Analysis of the result reveals certain recurrent groups which 
are underlin_ed in the table below :-

Group B c t>\. F F F I G G 
subtracted. 80186 33541 llfm 87882 87419 41314 I 91445 0&128 

I 84:JSI 89450 71381 I 00000 00473 46578 95127 
2 74820 99'l34 74577 00637 00000 46105 17167 02284 
3 89703 84:JSI 71918 71381 17486 159&1 00000 
4 .00473 00000 6.'-1771 89957 69320 05425 87913 72030 
5 77143 93303 74629 02811 02284 48389 15356 00473 
6 00000 17167 76914 95754 95127 3122'2 23387 18404 
7 ·73272 01407 02284 02882 02255 48350 10145 05267" 
8 61~ 16401 96236 00637 00000 46105 13413 08630 
9 66729 88700 96524 64532 64905 00000 00000 95127 

10 64905 00000. 00000· 00000 00473 46578 00000 95127 
II 96064 79105 03869 64532 64905 00000 00000 95127 
12 00000 191~. 00000 00637 00000 46105 89998 74015 
13 f!im7 98507. 69320 77475 77848 . 13943 73049 68166 
14 18323 74203 10009 68956 68329 04424 15983 00000 
15 78820 00000 96689 66041 66414 02519 01407 96524 

I 
I 
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It will be seen at once that column B with the subtractor 00186, column D with 
the subtractor 1 IOO:l, colnmn F' with the subtractor 87419 and column G with the 
subtractor Q(l.:_~28 arc inte.rlinked. These subtractor:; arc used as provisional 
subtractors in the following table, but the first figure has in each ease been corrected 
to agree with the skeleton subtractor at the encl of para. 11 above. 

t\ B c D E F G 
Provisional 9 

Subtractor :- '.l .... 40186 o .... 71003 0 .... 47419 66:l2S 

l (:11892 &14-17 12991 82.184 45:!06 87882 91445 .... 
2 

I 243:i] I //.'JS I .J 40473 35127 
2 (54fWJ6 2T/7S 8.5570 16687 87419 OS502 .... 

3 
1./820 2 /./:)17 I 40000 4228.J 

:1 ( 12244 ~1.;:iS-1 19873 57700 (16:!28 .... ., 
I :.!./._';.-;I I 11381 40000 

4 .... fl7072 tlfl;i,.:;9 :i:l.'>41 7:l774 . :ll:l60 46739 7S:l58 .... 
./ 

I 
.J ./11·17.) 3 0:.!'lil .J 09.320 120.30 

5 .... 4.5492 ·57229 2&"44 8.5ti:!:! s:m10 8~l69:l 06791. ... .. 
•) 

2 17143 2 1462!1 :i 42284 4047.1 
fl .... :!4810 XOIHB 40fl08 87917 12449 72..~:{() 147'l2 .... 

Ii 
I 10000 J .16914 I 35127 ;i840.J 

7 .... tiM5fl 54:is~ :l494S 1328'7 :l22:H 89664 01580 .... 
4 

4 14272 :; . 42284 3 4225.5 45262 
8 .... . 2:l791 41612 4~l!cl4'.! 072.19 37344 87419 04858 .... 

5 
0 01536 4 .)6236 :1 40000 48530 

9 .... 47210 46805 Jl247 075'.!i 24255 41314 91445 .... 
2 

2 06729 1 31i:i24 2 04905 35127 
10 .... 469'21 44081 33541 1100! 47580 87882 91445 .... 

4 
2 04905 3 40000 4 40473 35127 

II .... 24:!67 76140 0264h 14002 02..131 41314 91445 .... 
I 

0 36064 0 43869 o 04905 35137 
12 .... s:lh65 80186 42669 11003 4nOO 87419 70333 .... 

,; 
3 40000 4 40000 4 40000 14015 

l:l .... 44882 6035:! 21048 70323 1Z780 542S7 64484 .... 
3 

'! 202i7 2 09320 1 17848 08166 
14 .... i.;(60 ~lS409 07744 20002 18551 45738 06378 .... 

1 
;) 58323 . 0 59009 11 . 08329 40000 

15 .... G5502 58906 33541 07682 47580 4382:l 92842 .... 
4 

4 18820 3 36689 4 06414 38524 

,. 

.A .. ~\.., 
., .> . .... 

·5:~'.i 
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/:'.r1·rcis1· f). • Ex:u11in1 · th~ t hn·1; 1111·..;..;ag1· h1·gi nning:-- ;1. ... pr11\·i...:iona II y d··ciphcn~d 
111 th1· al11•\'1· t:ihl1· a11cl c(Hnpl1·h· th1· pro\'i:.;i11nal ..;11htr;H~l11r. E:-.:a111i111· tli1• n•..;ult 
f1)r ·· 1iff.;•:t" n·c111Tt~llC•':' (str. para. :~on th1· tir..;t p:q.::•: 11f thi:- ..;1•cti11n) to ..;ati..;f\· 
~·1111r..;1•1f that tht· r1·:-:ult you ha\·1· achi1•\'1•d i:-: corn·ct. 

J:~. :\11 alt1·n1ati\·1· 1111·th•11l. 11111r1• g1·111·ral in applic:lli1111, c•111ld ha\·1· b1·1·11 ll:'t'd 

to 11li1ai11 a pruyi..;io11al ..;ulitractnr. :\n i11d1:x c1111ld ha\·1· h1·1·n pr1·pared of the 
diff1T.·11c1· l11·t\\'1•1•111·\·1·ry pair of group:-; occurring in tht' ..;a1111· col1111111. In practice 
thi· ..;1nal\1·r 11f th" l\\'() p11:-:.:-:.ibl1· c11111ph·n11.·ntary diff~·n·JH'(·S li1•t\\0 t'1·11 :111~· t\\·o groups 
is gi\·1·n in :'t1ch an i11d1·x. 

·rh1· follo\\·ing tahl1· 1·xhihits graphically the diffcrl·nct's h1·t\r1·1·n l'ach pair of 
groups in coh111111 :\ :-

TABLE OF DIFFERENCF.S FOR COLUMN A 

. I , , ·1· , 

--167117214.5-1921:\-1810 h9256iZ:f791147200 46921 24:l67,S:lffi5
1

4.J..".'{2.75( 1711.ti.'i5( 12 

:!189'2 :l6280,146m!o:1028l1:!8464 1HI01 fl641H 1s 1:19: I 75:1s:22•0:1.1:~ )91) 442tiH :l-1710 
67072 l22tiHO:l:l2ti2112'~44:lHI 20872211514:171.'i 1441712:1'...'Y(l IH0&-;

1
0'..!5:10 

45492 I 111&-;2l2-1AAt1221010281Ho1s:191 211:1sJ1s21:1!01fiw·:~lfifiH!:.m110 
:!481~ 1 • l:1.:;.i4fii11 !2!.! ~:w:!o;~~.1!!f1~ss:11~s:.~~~1z2 -11240::11z9'2 
69'26.~ ' I 4656.~1-20561-l:l:b14"f)!.l!HHfi91 _';41411ti.-;(l-l,041.54 
2:17fl1 . I •24:';19t2:12:IOOl676:~~74:2119152:16942-;l I 
472m, I I 1 01:1~:z:194:11&16..~:0:142..-·:1..'l8.;t1!28:llJ2 
.w;n1

1 I I ;226&11,17?44.'.;2!~~!~9~:1~!~-;1 
24.!67 I I ' :-19.10Hj-11:>2:>i.,IJ9.1141245 
-·>=c l"'"''l"''' on- 1''"'-"'"""'I . . ' ·""" __ .,,,;,, .... ~, 
448821 ' :H'.!iH,21720 
75(15() 105"8 

Exercise 7.-Study the above table. A:-;surning that you have prepared such a 
table for each column, how would you analyse your difkn·nct:s with a view to 
discovering if any pair of columns have thn·c diffl!rcnt groups in co1nn1on ? 

14. Yet another approach could have been to aso;mne that nw,;,;ago·,; I. 2 and :1 
all start with the samt• recurrence. The result of subtracting 2 from I arnl :1 from 2 
is shov.·n bclov.·. 

B c D E F (_; 

1-2 105:11 90226 071'14 :!9729 I !047:1 ~rnl4:1 
2-:1 IOS:ll 91Y226 07814 :197'..~I 022"4 

Extrcise 8.-lJsc tht! above information to obtain pro\'isional ~11htract4ir~ for 
the seven cohnnns. 

Exercise 9.-,·ou ha\'t' nov.• reduced tht: rnaterial pro\'id1·d t11 ho1nogen1·ity. 
I.ist the groups so obtainl·d and count the 11u1nber of occ11rn:nces of 1·acl1. l'rcpan· 
a diffl•rcnce tahll· for the con1n1onest groups (not 1non· than n nr. 7 of th1·111). 
~\~. Ji.-l t is \Vise to on1it t host• groups \\·hich occur on! y i 11 the sti:n·ot yped 
beginning of n1cssages 1, 2 and 3. 
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/:,·erci~e 10.- 1:. ,\, \,·ill J,,; f 0 1und P••rti•111. ... ·ii S inrtJi,·r :n1·-.-.:1!_!·· ... in 1\11· .. ;1nl~· 
ciph1'r as ab""' I ·.i ..... 1 in d1·pth" :11 an•ith•T 1~;1rt 11i :.Ji,. ... 11Ji11.1• iHr !"ind 
pr11v1:-innal .. 11J•:r ,, 1 ·- :11 r,·d11•·1_· the111 t11 tlii• ;-;a111•· h~1:-1· ;i ... ali·•\•· .\dd d." !!•'\\' 

grnHp- ·''·'' · :•l"Jl:il"l'd in E:-:1·n:i:;1· ~J. 

\.~ 

I ~l 
211 
:!I 

.- ,..-.J,~ 
1).~I fi-l 
';tMJ'.~·~ 

/t Ml'..!'.! 
711'2-l'2 
li-1-\:q 
()'.{tit),.:; 

7 Io07 

~:f/(~-l 

is:;:q 
~~l'.,!t I/ 
·~-ti ~:!S 

2:~;\~):\ 

'2:t,n:' 
l~l:-i\4 
.,----_;"!:"!/I 

,:;:\11:-\,-..: s1:;~1.; 

'"'"'~ l(l ! 71 ·~;;l-l 
/(1'2S4 4ti\ IS 
-t-t I ~r; Ii j I)\ I I 
'.\'2~J71' /~M)/'_'. 

(,:! I~ I(.; ;\1,:\1:..J 
'.!~111:1 '.\S-Hill 
l~<;;;;q H-t l~~I 

'2~(101) .\(\~I I . 
:t!-l l~I 7'..'.•ll~. 

4!>44! I S~l/7~ 
'.;71(,'.\ S"7 ,;~II . 
11;;·~.:;~1 s7;;~H. 
;q.\.\IJ S/:~~11. 
1 ·~~17 ;\ s4:1:1,1. 
:l'.ll 1-lti 4-1.'17. 

/;;xerrist' 1 l.-~1e~:::ag1~ ~n. '1.t 11f \\'hich th~· tir:'l S ci11h1·r ~roups an· ;.:-i\'('ll bclo\\' 
1:-: :-(•\ again:::t th1· sul1tractnr. 1111.- ilg11n· (nnt nae gruup---nn1· tignrt') lo th1· riµ-ht of 
111e.:-.:-:t!-!•' ~u. I aho\·~·. Fi11+! d:• ·n1" f1~11n·:: of .tht· ha;-,ic h<u1k and r··dt1t'1! the list 
11f gn•up~ pn·pan·d i11 Ex1:n:1.'.'•- .. ~1 .t11d lU t~i tin· 1.'1Jrrcct h.'.1.:ii:. h'.1:d11Ct: 1li1· t \\'11 j1nrtiu113 
of th,. ~11litr:11'tor . ..;olv1·d to tlh· driginal tl,t:"llr>'-.. 

-l:)UI:) &:\(;:-\~ ,:;9~~.; 82,~'.l :)-l:t{:) 
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.SUPPI.EMENTARY EXERCISES-N-P 

N.-The following series of messages was jntercepted by the German Wireless 
Interception Service in Occupied France during September and October, 1940. 
Owing to the very high frequency used by the transmitters it was impossible to locate 
the sets with any certainty by direction-finding ; one set however was fairly certainly 
across the Channel, ancl the other in the coastal sector near the important aerodrome 
of Bois-le-Due. The character of the transmission made it fairly evident that the 
messages Pl, 2, 3, etc., were those of a hostile secret agent reporting from this area, 
and the Al, 2, 3, etc., serie;; the replie;; from his H.Q. · 

The Gestapo gradually narrowed the search and finally raided a hotel room in 
the local town ; their bird had flown, but among the burnt papers in the grate they 
were able to identify part of the last me5sage (A.8.) intercepted; a miniature wirele;;s 
transmitter was also found, together with two sheets of paper ; one of these was a 
torn shed of official French notepaper from the local Mairie, with notes on it as 
follows:-

'REPUBLIQUE FR.ANCAISE 
: . ' ,.;•;., ' . Egalite F rat~niti Liberti 

1llairic, 
Bla11qul!'l1i/lc, 

PAS-DE-CALAIS. 

Origi11e 
Enckmiquc 
Pas-de-Calais 
Democrat 

Alphonse 
Elaine 

1 
Octave 

Paul 
Edouard 
Xerxe;; 
Nigel 
Quichotte 
Zadig 

Poirot 
SL-Etienne 

I 
Neu-Offenbach 

le ............... 19 .. . 

Cas d'urgence 
Nouvelle El~ve 

2 
Sous-Officier 

No. Tel. 
Blanqueville 16 
Bapaume 43 
Bois-le-Due 9 
GiVry-sur-Somme 2 
Blanqueville 44 
Courtois 23 

This suspicious document was accompanied by another, a sheet of squared school 
paper, on which was scribbled in English an unfinished message :-

" FROM P16 STOP YOUR AS URGENT ACKNOWLEDGED STOP 
ACTION BEING .... " 

The agent was probably in the middle of writing this message when the raid took 
place ; no other indication of his method of enciphering was found, except some more 
blank sheets of squared paper, on one of which was scribbled in English :-

"Play up, play up, and play the game". 

" Ach," commented the Chief of the German cipher bureau on seeing this, 
"Der Englander, auch wenn er Spion wird, muss immer 'gentleman' bleiben, er 
muss ' play fair ' ! " 
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0.-The background to this exercise is the early part of the British nfknsin in 
Libya in January, 1941, culminating in the fall of Bardia. The mcssag,., am 
supposed to be Itallttn. taken by our Interception Service. The contents arc imaginary, 
but more or less realistic, and the text is English. 

You may expect the Italian commanders concerned to use ;ignaturcs and 
addresses as a regular practice. The following extracts from the Italian Order of 
Battle published by the Intelligence Branch of the Gem~ral Staff may h.; uf 
assistance :-

ANTONELLI 
ARGENTINO 
RERGINZOLI 
GALLINA 

LEO 
RUFFO 

General 
General 
General 
General 

Lt.-Col. 
Col. 

Intendant-General (Supplies) 
Commanding Defences 

.. " 
C.-in-C., Eastern Libya, at 

advanced G.H.Q. 
O.C., Saharan Battalion 
Second in Command 

Located at BENCHAZI. 
,, ,, DEf~N:\. 

,, B:\RDlA. 
,, TOl3RVK. 

,, HON. 
,, DERNA. 

The Wireless Iritelligence Service has provided the following identifications of the 
Italian W /T stations concerned :-

W/T Station. Identification. 
X Adrnnce H.Q., E.""l.ibya, near TOBRUK. 
Y BENGHAZI area (Probable). ' .' . 
Q DERNA (Probable). 
S H.Q., BARD!:\. 
N TOBRUK (Probable). 
0 Believed to be a form of C.Q. (all stations) call, since traffic is always 

to 0, and never originates there. 
P HON. 

This exercise is best tackled by a syndicate. Write a description of the differC"nt 
processes used and of the indicating systems, and build up the original book or books 
as far as possible. Describe also the reasoning you used in arriving at a solution. 

P.-The recipher and concealed indicator systems used in this problem arc typical 
of a fairly high-grade cipher. The original cipher is not as elaborate as the dictionary 
code-book used in the last problem, and the texts are quotations from a modern 
novel. Write a lull description of the cipher and of your at tack on the problem. 

(C41687-I) 250 8/41 c 


