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This report is intended to give. detailed account of the

technical work of the Radio Intelligence Section insofar as it wasg
concerned with the main function of the sectionm, viz., furpishing
to tke preper suthorities such informat;on regarding the enemy and

his intentions as could be secured from (1) the solution of his code

end cipher messages, and (2) a detailed study of his wireless traf-rrw

fic. ) i
It is but natural that the progress made in all phases of f”' :
military activity during the European War should have included markéauvlg
advances iﬁamgthods of secret communication., The develorment and
improvement in German military'cryptography began not long after the
cutbreak of the war and continued steadily until the end, attaining
by the fall of 1918, a remarkebly high state of efficiency.

In what follows it will be presumed that the reader already
has a falr knowledge of the fundamental principles of ciphers and
cryptography in general, and that he understands the nature of the

rental requirements necesary for all cryptographic work.

First, it is necessary that the reader understand the organ=-
ization of the German Signal Service, especially the so-oalied DIFUA
or DIVFUNEA, (Divisions-Funker—Abteilung) or Divisional Wireless
Detachment, so that he has a proper unde rstanding of the relative
positions of the various stations in the DIFUA, and thelr reletions,

Exhibit 1, which is & copy and trenslation of a German chart,

‘will repay close scrutiny. It shows the arrangement of ihe stations

in a typicel DIFUA within a divisional area, and the various means
of lieison which existed between therm. For a detailed exposition of
the Germen Signal Service, the rsader is referred to the report of

Caprt. P, B, Whiteheed, F.A,, of uhis Section.

T

To fecilitzte reference, the entire length of the Testem
Front wes divided up arbitrarily asccoriing to the nurber of German
Armies occupying 1t, and to the “"sectors® thus determined the con-

secutive letters of the alphebet were applied, comrnencing on the

coast and proceeding in the general direction south, Since on the
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,whéle,‘tﬁé nuxber and relative pcsitions of the German Armies on this
front nderwent no marked change throughout the war, the letters ap-
plied to the sectors could be applied also to designate the Amies.
Eaech of these sectors in tum was divided up according to +he number
of divisions holding it; %o the sub~sectors thus formed beginning

on the left, consecubive numbsrs were applied in multiples of 5

(to allow for the appearance of new divisions)., A DIFUA could

then be referred to by us according to the sector and sub-sschor
occupied by it, or by the division to which the DIFUA was atbached.
Thus the DIFUA serving the German 29th Division when that organiza-
tion was located in January 1818, on the right bank of the Meuss

was referrad to as G-30, "G" indicating the sector, or the German
Fifth Army, and"30" the sub-division of the sector (see Table I,
below)., Sectors were also resferred to by a general name derived
from the.geographical location, and it may be useful %o glve them
here,

The following names and limits of sectors and "group sectors®

i.e., the sub-divisions of sectors closely allied by reason of the
topography in the vicinity of the American troops were désignated as
official in May, 1918:

IABLE I. -

. . / . N
SECTOR: e . LIMITS:
ARGONNE or F-Ssctor : The AISNE River %o the eas-
tern limit of ARGONNE FOREST
VERDUN or G-Sector Eastern Limit of ARGONNE FOR~ §
EST to MOULAINVILLE
TOEVRE or H-Sector ¥OULAIYVILLE %to the
; YOSELLE River
LORRAINE or I-Sector The MOSELLE river to

the P Rive
R LAINE r

\:? GROUP SECTOR:

) ARGOINE or F-SECTOR, GERMAN III ARUY

PY-Group Sector F-10, F-15, F-30
DORUOISE~Group Sector F-35, F-35

ARGOENE-Group Secior F-40, F-45, F-50
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VERDUN or G-SECTOR, GERMAN V ARMY
G-10, G-30, G-35

*

W.MEUSE-Group Sector

E. EﬁUSE-Group Sector G-30, G-40

ORNE-Group Sector . G-50, G-55

fﬁUX—Group Seétor* " 5 f,‘ : '53-5’ B-7
ROEVEE or H-SECTOR. GEEMAN DETACHMENT "G,

EPARGES-Group Sector H-10, E-20

ST, MIHIEL-Group Sector | | H-25, H-30, E-35

THIACOURT-Group Sector ‘A H-40, H-45

LORRAINE or I-SECTOR. GERMAN XIX. ARMY,

BERSDORF—Gropp Sector I-5, I-10
PLAYONT-Group Sector 1-20, I-35, I-30, 1-35
¥(noTE: In the spring of 1918 the left boundary of the German
Fifth Army was extsnded and made %o inclﬁde the region fommerly

occupied by the right wing of Detachment "C¥, but the sub-sector

designations 'ver’ent/nf}gh?noeg &09: Anv D CIPHER USED

A brochure on the methods of seoret communication used by

the Germans may well begin with a description é?igfgﬁwrtfwhicé
was bssued by the Germans themselves in Apr11‘1918 to illustrate
the regulations for the use“of code and clear text. fhié chart
which -formas-Fxhibit=28,- is almost self-explanatory. Within the
three-~kilometer danger-zone no q}éar text whatsogver was pernit-
ted. The only authorized method of communication within the dan-
ger zone, whether it wes by means of dogs, pigeons, ground-tele-
graph, lamps, radio, telephone, or even im the csse of courlers,
had to be in a code called the THREE-NUMBER CODE, Yo other code
or cipher‘yasvpermfﬁggd. Lrtillery observers, and forward in-

telligence officers also had to use this means. The only exceptinon
to thies regulation was in the case of communlcetion between zero-
rlanes and ground stations, in which case & specially prepared set
of rhrases and signals known as the EXTRACT FRO¥ THE THREE-HUHBER
CODE was percitted, The re wes & code, the AVIATION CODE, speclally

prepared for the use of giant bombing seroplanes, and for baliloons,

which code is not shown in this chart, inasmuch as the latter is

intended solely for illustration to troops. There was also a
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special ¥ETEOROLOGICAL CODE. _ s

For commumication between regiment?@nd artillsry sub-groups

& aivreten, another code, ealled the THREE-LETTER CODE, as well

as the Three-Number Code ?as provided, TFor communication to the

right and left within ths danger-zone only the Thrse-Number Code

was used; behind this mne the Three-Letter Code could be psed. V&
i

Crvrsd
Gommunicaiion between division, awmd COIpPs,was means’ of

the ADFGVX GIPHER> aio«o M/M’fﬁ/ M&—ﬁ er Fon

Besyond that, the WAR DEPARTMENT GOD in addition to the ié;

aforementioned cipher was used. Since messages in this code

¢

werg never sent by wireless we know nothing about it.

The Germans were consistent throughout in applying some
extemal differentiatfgzamarks to their varicus‘ches and'ciphersxhh
For example, their various ciphers bore in their pgéambles the word
*RICHI", "ALACHI", or "ITOCHI®, etc., designations made up of the ‘
abbreviation CHI (GHIFFEﬁzcipher) and letters indicaxing the sys~-
tem. The four different codes which were in effect simultaneously

were distinguishable from their external appearance. For example,

" the code-groups in both the Three-Lettér Trench Code and the

Aviation Code, consisted regularly of combinations of three 1etters,?
but in the former the initial letters in each group were diffsrant
from thosn‘in the 1atter,'aﬁa in both cases the number of initial
letters was very limited at first only three, finally, five.

The exact reasons for limiting the number of initial letters are

not known, but there are two which seem probablé;//

- 1) These distinguishing features not only a8 regards the

initial letters in thess two codes, but also as regards all
the external design&tioqywhich went with their various codes
and ociphers such a&s RICHI, ALACHI, etc., would tend to pre-
vent confusion, and expedite delivery and decoding or decipherff
ing of nessages within their own lines of communication. -

2) Liziting the number of lette rs to a given few would
tend %o reduce to & minimum the errors of transmission, to

which all messages transmitted by telegraph are subject, and 3
§

BT
L
|

*

' . Dchnssmsﬁ O 7
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enable such errors as do c¢reep in té be.reotified more speod-=
ily. It is obvicus that if the receiving operator is listen-
iné fbr a few of a limited nuwber of letters he is apt to
get them nearly corrsct., Also, in endeavoring to trace the
. incorresct letter in é code;group, the deéoder‘will have to
deal with only g very limited number of possibilities as‘re-
gards the initial letter in these codes or in other wordls,
" the number of possibilities are extremely limited as regards
one-third of each gioup. " In the ocase of the ADFGVX Cipher,

the fact that only six different letters were used enabled
L " | " errors to be corrscted #efy readily. In this cipher each
f: ; plain text lettergg:'represented:by & combination of two of
the letters A, D, F, G, V or X, end it was rare that two
letters in succession would bs mutilated. Given one-half
of each“coméination &8 corract, the number of possibllities
was very much reduced as regards the lstter for which it
stood,. k ‘ | | |
As.rég&rds these co&es; however, there was one disadvan=-
tage to the limitation of the initial letters; it enabled us to
devise & coﬁpact, simple system of recording!or indexing the group:
£s will be explained further; Had each group of thrée letters
begun with the various 1etters of the alphabet, recording and u&b‘
e

ulation would have been a much more serious problﬂm to us than i%

2z actually was,

- Mﬂ ~

- A

- 34 GENERAL REVARKS ON CODE. .

H A CODE may be defined as & liet in which letters, words,
vhrases end sentences are designated by arbitrary syzbols, or
groups of symbolsaby the coxbinations of wkich it 1s pessible to
convey a message., Tre cocde-designations usually teke the form of .
combinetions of letters or figures, terued code-groups. Whan suor

a list is extensive and is arranged in soxe systematic form it is

3 called a CODE-BDOK. In order to meet the requirements of special
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ueage; code—books vary greatly in thelr convents. It is obvious
that a code for a spscialized branch of commerce, as for example,
the rubber industry, would be very differsnt from o@e adapted to-
warfare. The Cerman Three-Letter Code is a good example of a highy
specielized code adapted to trencF Tarfare. |
The process of transforﬁing the clear text of a nessage
into the corresponding code equivalents is called ENCODIXG, The
rrocess of converting the code equivalents of éucb a mességa into
the corresponding clear text is called DECODIXG, It is obvious

that this cannot be accomplished without possession of the code-

+ H

book.
In a broad sense the distingulshing feature between cipher

end code is that in the former, one desls with the individual
letters of the message, whéreas in the latter one deals with let-
ters, words, phrases and eyen‘enfire sentences, |

The advantages of code, éﬁd_of code cver cipher as a sys=-
tem of secret oommunicaticn are as follows:

(1) I permits of rapid enooding and decoding. In this re-

spect oode is mudh to be preferred over cipher.

(2) The encoded messabe is usually much ehorter than the

original clear text and thps represenas e great scononmy,
Cipher ressages are usuall& just as loﬁ%{’sometimes
longer, than the pd;iesponding clear text,

(3) It permite of & ﬁigh deg:ae of secrscy. As distinguished
from cipher in regard to the degree of secrecy, it may.
be pointed out that wheress the solution of a single
ressege in a cipher‘discloses the vwhole system and en-
ables one ta/ﬁecipher every subseguess message in the
sexe key, the solution of & single nessege in code or
the couperison cf a code message with the corresponding
i} clear text afforis only the solutions for the particular

ccde groups of which the rnessage is compcsed, though 1%
should be added thzt these rmeay furmish valuable cluss

to oﬁgers.. Therefore, the degree of security is zuch
higher in the case of a good code than in that of cirher,

The degree of securlty is indeed very hLigh, unless & cory

NWD rx. o



S ' REFgYD:A2458117
| > |

' of the code-book falls into tpé hends of the enemy or o weny mes-
sages have been sent that the enemy 1s able to RECONSTRUCT the
code-book by a detailed analysis of a sufficiently voluminous
text; in such a case 1% becomes tantamount to the actual rosses-
sion of the cods-book. Wha? is weant therefore by the process

of "solving & code® is the reconstruction of the code-book,

There are, in general, two types of code-books. In the
first type, the clear-text contents are arraﬂged albhabetically
and ars acocompanied by their corréspcnding code~desiznations ar-~
rangzd in systematic form (either numerically or alphabetically,
whichever form the code-groups take). In suck a code only cne
arrangerent 1s necessary, the same book servingiboth for encoding
snd decoding. In the second type, the clear-text contents are
arranged alphabstically, accomﬁanied by their correséanding code~
designations wkich have been chésen et random, and therefore fol=-
low no system whatever. Hence, in such a typé; in addition %o
an encoding book, & decoding boock is necessary, in which the code
designatlions are a;ranged sysﬁematically, accompanied by their
correspondingrclear—teit; equivelents, which are tten at random,

It is easy to ses that in the former type the solution of
é?ode-group will offer clues to the solution of codegroups %alrha-
betically or numerically rela@éd“ to the solved group; for in-
_stance, /if code-group 123 has/ been found to be the word DFR, 123
may be DEN and 134 may bs DES, In the 1atter'type of code-book
no such clues can fe derived. The group 133 may mean DER, end
124 may mean WANN.

Fow when g zessage has besen encoded, and the code-grours
ars then enciphered, the result is spoken of &s EXCIPHERED CODE,
For exexple, if the code~groups for the phrase "ACCORDING TO RE-
PORTS RECEIVED® are 473 B07 and scme syster of encipherrent is
epplied to therx so that they appesr finally as 309 251 or as
RAN XVS, they would be spoken of &s being "enciphered code®.

If great secrecy is desired, scre form of encipherment is

therefore appllied to code. Should the enemy rpossess & copy of

the code-boock, he would still be confronted with the necessity of

Ry Y
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. solving a cipher,

In codes of the first type defined above, it is usual to
aprply some form of encirherment which can be changed at will, and
often, without necessitatigga complete change in the form, con-
tents, or the code-designations of the code-book, ‘For this puz-
pose, ENCIPEERING TABLES are used, and changed as often &s neces=
B&Ty. But in the case of the second type, secrecy mey bs ab-
tained by a frequent change in the code~designations in the en-
coding part, necessit'tﬁzg, each time, of course, a complete re-
vision or rearrangement of the decoding psrt. Iﬁ short, in deal-
ing with the latter type, when wé iill speak’subséquently of a
"change in ccde®, it will be’meant to:indicate merely, that a new
edition of the code-book went into effect; the cods contents re-
rained fizxed, but the qodetdééignations changed;

Now the Three—ﬂﬁmber Code wes an example of the first
type. The form and contents of the code-book were standard throughf
cut the German Armies on the Westéin'Front. Each division issued
its own Enciphering Table énd éecééé& wes malintained by frequently

changing 1%,

R o

LT  rhe Three-Letter Code was an exaﬁﬁietcf tﬁersecond type.

Ihé form and contents were alsc standard trhroughout the German

Lrmies, tut each Amy issued agd changed its editions independently
of the others. Theréfore, tﬂ;Ie vere about ten differsnt editions
inveffect simultaneously on the Western Front, and it was obviously

necessary, thersfocre, to restrict one's study to the rarticular

edition with which one was concerned.

- bl T

The process, therefore, of sclving the Three-Number Code,

after a copy of the code-book had beer egptured, involved in reality

3
only the analysis vwhkich was necessary for the reconstruction of

the enciphering table, whereas the process of solving the Three-

Letter Ccde involved the analyéis neceesery for the reconstruction

of the code-bcok. The two processes werse very dissinilar,

. PREPARING TEE VESSAGES FOR STUDY.

It will be essential first to describe the manner in which -

the material was prepared for study.

, X
LT LT LT T T e T R ———— T p——
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All nessages as they arrived from the Intercept stations
first went throughthe office of the Adjutant of the code office, or
the "Outer Office™ as it was called. " Here a clerk sep&rteé the
code messages from the cipher, a process which was usually very
easy and which was learned after a 110%13 experience, because the
mess&ages bore on their fac; the distin guishing characteristics ap-
rlied by the Germans themse;ves, as mentioned bafors, On account

of the impossibility of pravenning the oocasio 2l filtering through

of messages not in enemy coae or cipher, bat in our own or in that

of our Allies the clerk had to bs familier with *he extemal ap-
rearance of the latter nessages, which was &8lso very es sily learmed,
First of all, the Gemman Raval Diplomauic, and Colonial
Code text which was intercepted by ohe stetion &t G.H.Q. was sent
‘directly %o the office of the Chief ‘Clerk, who supervised the sten-
cilling of this material, which was then sent $o the proper auuhor-
itges at Washington, No work on these messggesrwgs attempted in
this office. ¢ B | |

Fext the cipher text and text of the codes used on the

Western Front weia sent directly o the respect;fe departments con-

cerned,

The "Inner Office" of the section was subdivided into a

nuxber of départments, each concerned with a particular enemy code
y; .
or cipher, Graphically, the distribution was as follows:

INNER OFFICE

{ i
Code Dept. Cipher Dept. Goniﬁietrb
' ADFGVX Cirher Pept,
| WILHELM Cigrer
3-Letter Code 3-lio,Code Avistion ther cirhers
Division Divislon Code Div.

S ! L : - E
G-Sec., - H-Sec.' = G-Sec., H-Seec, Heteorological i

i 1 i

Group Group Group Group Code Div.

The code derpartment had a clerk whose duty it was $0 receive
e froz the "outer office®, and to arrange the code messages for sten-

ciling. It wes first necessary to separate ocut the various codes,

and then, in the case of the Three-Letter and the Three-Iugbsr
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Codes, to sergrate the messages into the G-Sector and E-Sector
o éluiﬁ B Mo o e .
piles, Tats—serbing-vas—done by means of the "DBailly Field Station
List" furmished by the Goniometric Departwent (ssze Par:s VII, Seotiogl)
and the sector co;cerned was indicated by colored pencil on each
telegram, He then arrangsd the messages in each pile according

"toc the following:

(1) All messages from the same sub-sector were Tfirst
brought togethef and the»separata piles ware arranged
numerically. Thus there might be five messages from

Qanfnt” JoI I YV
'B-10; g  from H-15; 7 from H-30, etc.

(2) Ali messages within the same sub-~secior were then
arranged as regards time of transmission from 0001 %o
2359, (The 34-hour system was sitandard).

(3) All nresseges of approximately the same hour were then
arrangad with reference to keeping together, or as closs
together as possible, the messages between the same
sending and receiving stations,

It is in this process of final sorting that the best
judgment and expsrience of the clerk were brought into play, not
only aé‘regarded the ultimate sequeﬁce of the telegrsms, but, what
was of greater lmportance, the bringing together of duplicates
(the saue message might have been igtercepted by three of four
different stations) and by me;ns of a careful comparison and a
judicious discriminetion, correcting one copy which was taken to
represent the original telegram with & minimum number of errors of
transmission. f
o=~ In doing this the clerk was guided by the nuzber of inter- t
.j?:l cepts which agreed and by the reliability of the s%ations concerned;
one station may have been know¥n to be very relieble, eithgr being
closer to the transmitting'st;tion, Laving better apparatus, or |
better operators; the other sfation may have been known to be
usuelly unrsliable, on the sazxe tasis. £11 of these factors counisl,
Yany times, however, ¥ was impossitle to decide which of two or

three different readings was the correct one. In ttis case the

clerk irserted &t the propsr rlaces on one copy, the other inter-

certed readings in rarenthesis, anéfééesféaaiueopy? the.othe r
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was put irto the hands of the code-solvers, showed these alternate

b readings.

The assorted ressages werz then turned over to the typlsis
% ' for stenciling. Each message w¥as accompanied by all indications
-(::'

in clear at the beginning or at the end of messages, and the latter

were carefully typed out, leaving a fair amount of space beitween

2 7%t ~lines to edmit of the insertion of values later.
| The stenci%iéd text was then distrituted to the!respective
: sué—divisions'concerned. N
5 Let us examine in detail the attached semple shest of Hexit
# of the Three-Letter Code.
%a The heading on the page is as fol}owé:
= : "H® SECTOR-ALBERT CODE ¥0.17 (Started August 233, 1918).
14 It was stated abcve that there were about ten different

editions of the Thrse-Letter Code in oporation similtaneously on
the Festem Front all the time, since each Army issuéd its om
edition inde;éndently of the otheis. Fhen this officé.wag opened,
study of the Three-Letter Code was resé¥icted to the material com-

ing from %that portion of thﬁfront occupied by the Fifth Gsr"an Arny,

ﬁg' i.e., The Verdun or G-Sector; later the material ooming from that
rortion of the front occupried by the German unit calleu DETACHMNENT
. ncn, i.e., the Woevre or H—Sed%or, wasﬂadded. The material from
all other sectcrs was studied by the Britieh and the French officeg,
=X in sccordance with the portion of the front held by ezch.

For convenience in reference, the code arplying to each of
} iz“ these seciors was given z naze, chcsen purely arbitrarily by the
office studying the ccde ccncerned; and since these codes "cLanged®
(i.e., & new edition went into effect) at more or less reguler
intervals, each rarticular cocde had in addition & serlel nuwber,
L8 to how it was determined when the code chanced, that wilil be
&i} taken up later (Scze Pege--). Then the ivpe of a code changed
in sore very noticeatle marner, & new nzme vwas zrriied ard this

formed the starting roint of a new series of codes, Thus, for

exaxple, "Tre Fritz Code®, which was in operation in the G-Sectoer

s

’
was replaced by "AndreCole", which in turn was succeeded by "Mar-

cel Code", The name "Alvert" vweas applied toc the codes used by
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the enewy, in +MW H-Sector, and there wers in all about a dozen
changes from the beginning of the study of this code until the
slgning of the armistice, ‘

The heading on this sheet, therefore, shows that the text

applies to Albéit Code Wo. 17, which conwrernced on August 233.

Below this heading is indicated, for the attenticn of the -~

mailing clerk, to what distributicn this material belongs. The
proper distribution of all material o ot@er offices is a function
of the Outer 0ffice, |

The date on which the ressages were sent is given on the
same line, |

| Then follow the telegrams, each nuﬁberad alrhabeticelly
beginning with & &t the top of each rzge, aa% fhe f%ggg;kare nia-
bersd consecutively in each code, This rrovides a convenient,
stendard way of referring to every telegrem; for exsmple, 47A.
The most important use of this will Te discussed'later.

A staﬁdard forn was adopted for setting forth each tele-
gram‘égfew words on the various parts, together with & genersal
discussion of the use of abbreviations may be neCessaTY.

Let us take telegram 47B.  First come the call-signs of
the stations concerned. These are naiuraily given iﬁ the telegram
itself. The abbreviation "v" stends for the word VO¥ (froxm].

This weseage was sent from station GMI to station DIK. Then iﬁb"’
rarenthesis is given the 1ocati§n of each station as deterxined by

the Goniometrickngpartment and given in thelr Daily Field Station

- List, & copy of which, applying to the day's treffic under considew-

aticn, is attached. It shows that g¥I, the sending station, is
located in H35, znd is indicated &s stetion 7 in the group, & divi-
sional station; DIM, the receiving stétion, is located ir H7, and
is indicated &8s staticn 5 in tkat grecup, & regivental siation.

By referring to the GROUPING of <he Germzr. Radio Stetions &s given
on tke Station List, it will te seen that DIM may bz the call of
the station attached to the 105th, 110tk or 111tk Lendwehr Regl-
ment, or to the 8th Landwehr Field Artillery Regiment, As regards
station GMI, no régimental nucbers have been identified as yeti.

Ye will see later how 2ll tkis information may be used.
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‘stations, end the time at which they picked the message up. N

-
v

REf ID:A2458117 P |
After this comes the name and number of the intercent
“uTJ)
stands for Toﬁl,‘é’%or Souiliy. Then follows the German time and
&1l other indications contained in the preaxzble of the message. -
Iﬁasmuch a6 the Germen time on the Western Front was made to corres-
rond with the time at Bariin, there wes usually a difference of
about one h&ur between the German $ime and the time given by the
intercept étation. Also, the Gérman tire applied to the time
when the nessage was prepared,'and,since zessages could not always
be tramskiitted immediately afte?jthéir preparation, the discrep-
m oy between the German,time.éﬂdwéafﬂdwn veried,
The abbreviation CHI standa for CRIFFER (cipher) and ZI,
for ZIFFER (ciphei). ks & rule, a CHI despaich was a tactical
message; & ZI telegram dealt with station operation. However,
these distinctions were not always used coneiestently and invariably
by the German operators, |
Then followed the numberléf groups in the message. TWhere
our intercept stetions failed to get this number 1% had to be omit~

ted rather than indicate a number found by counting the groups re-

ceived,

Often certain abbreviations would be given by the CGerman
operator in‘the presawble, and ﬁhese were alwgys included in the
stenciljed copy beczuse they}éémetimes furnished clues of the utwmost
impcrtance. A complete liét of the #bbreviations used in German
wireless traffic is attached to this report forming a part of Sec-
tion ~- Pert VI.
4s a good exewple of an ilmportant clue furnished by such
ebbreviations and indications in clear, a case will be given.
The followirng message was found in the text of one dey's
traffic:
DZE Vv DGS (B-35 v H-40) T-3.17.03 (‘v,\o-'nlamwtzw)
UF¥ TEX EHAT - ¥R DGS BP
Then the &bbreviation MR (¥OTOR TROUVRLE) was recognized
as being pert of the message, instead of regarding the two groups
DEY endé HAT as contalning errors in their initial letiers it was

A
.
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seen thet 1f UNK was the code group for STATION, the message would

Ny ) (] A

rake complete sense &8 it stood.lk It was aiso noted thet there was
& station DEX which took part in the day's traffic some hours after
this message‘was sent, The carelessnesé of this orerator gave us
the solubion for the group UNM, evidently STATION,

Often a rélayed message will contalin in 1ts preanble just

before the Germen time—giéup the prhrase (AN GUS) or (VON DPN) mean-

ing that the message which follows is 1o be relayed to GSU, or came
from DPN,

As soon as the meSéages of each day's traffic hed been
stenci%féd; coples were.fﬁrnished to the officqrs‘assigned to each
code, whe kept them in 1q§se-leaf binders. The text was recorded
&8 it ceme 1n}by a'ngup of‘cierks,:&nd inesrmuich as the method of
indexing and recording was an important preliminary o the study
of a code it nray be'usefﬁl to explain it in detealil, The writer
"is pleazsed tc acknowledge his indebtedress to Second Lieutenant
D. D. ¥illiken, Infaniry, for a preliminary report on}this phase
of the work, o ‘

' - RECORDING AND INDEXING THE THREE-LETTER CODE TEXT,
Q;é5 I. NECESSITY FOR, AND PURPOSES OF, RECORDIKG,

In wofking with the Three-Letter Trench Codes,‘tWo require-

ments in the way of recording the individual grouprs were immediately

apparent. )
1., A method by which the following features of each code~ .
group could be referred to readily and made use of:

a. Frequency of occurrence.

b. In what messeges the group appeared

c. Its relative position in each message

d. Whether or not a solution for the group had
been found, arnd if so, what the corresponding
clear text was,

2. A peans of easy reference, by which any letter, word,

oy
phrase, nunber ef charscter, could be lccked up, and if

solutions had been fcund, the code~group or groups

which represented it could be determined.

k- ’ II. METHODS OF. RECOFDIFG.

3 In meeting the first requiremént, a system of charts was

used at first, and though it wes soon discarded, it will be of inter- E

est to describe itt

— e
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to page until 27 was reached, when a new combination bezan
using letters A'A, A'B, including 2'Z, affer which A'1A,
A3, etec., and if necessary A''!'A, A'!!'B, etoc., were em-

ploved until the code changed.

~ For example, the rectangle recording KFA would look

gomewhat like this:
WA-,«;

..

"STATION®
45-143-8£-25)
:AC, DE, F¥d, FL4,HJf, ¥H, LNd, ¥Df,
-ps,nmf Rvd SA TK, VB #CT, WGd
7, BT, WL, Wit, Wb, AR, B1DE) 0 1Ed,
G’L C'H, D'K,D‘Vf -------
P - - A"B, C' 'Kd-o

*e 9
(X ]

0 20 b0 oy

1y
" o9

In the record above, the messages in which KFA have
occurred are shown in consecutive order. The lowsr case
letter "d", (the abbreviation of the French wori "debut",),
after the designation of the message, shows that in the mes-
sages FK, FL, etc., KFA is the initial group. Similady
with "£", (abbreviation for "fin"), in the messages HJ, ¥D,
etc,, XFA was the final group. The underlining of the
message, e.g., RTL, TX, and ¥H, indicated a recurrence, or

the fact that the group occurred twice.

It was customary to send all solutions, as they were
discovered, to the Fréﬁch and British. If confirmed, thre
solution was entered in the rectangle, e.g. "STATION" as
shown above, If not confirmed, it was ente;eé neverthe-
less, but a question mark, indicating thet it was doubtful,
was pleced after it. ’

The following is the explanation of the figures .
sﬁown in parenthesis, After & code had run its course the
rmore fresguent zroups were exarined and the total nurber of
occurrsnces, number of times &s initial and as final groups,
and numbsr of recurrences, were roted., "(45-143-8f-2r)"
indicates that ¥EFA appeared 45 times, 14 times as the ini-

q
tial group and 8 as the final, and $hat it recurred in nine

messages., A sazple of such & chart is attached &8 Exhibit ;é

H
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2. RECODY BOO¥KS. Shortly after the appearance of the

initial letter S, in addition to K, R, and U, it was decided

to use a system of record books, one for each initial let-
ter. Each book contained 13 sheets or Bé reges, one psge
for each letter of the alphabet, each page being divided
into 26 parts, with a line for each letter from 4 to 2
inclusive, \

At the same time, the manner of indicating the mes-
sages was changed, Each pzge of stenciLied text was num-

bered, the succesive messages on each page being lettered,

beginning at the tdp bf eachipage with the letter A. Thus:

P

/5

the first message of the text would be indexed in the rec-
ord books as 1l-A, the third would be 1-C, the second nmes-
saée on page two would be 2-B, the third on page 1; would
be 11-C, etc. '

. The ﬁethod of showing the relative posliition of the
group iﬁ the message wast:adically changed. L cirole was
drawn with a colored pencil around the number of the mes-

sege as indexed in th%book, the following scheme being

employed:
First =--- group in the message ---- Green circle
Second --- " nooom n ———= Blue "
Next to lest " " n " -——== Yellow *©
Last =-=—= W n u . " -~=- Red "

/ N

If the group appeareézin the interior of the message thers
would be no circle around the index nuuber, Wheré & nes-
sage conslsted of only one goup, two circles, green and red,
one within the other, were used, as the group was both the
first and last. In a2 xessage of twe groups, the firsi

would have two circles, green and yellow, the second heving

" e

I‘mmmm-!ﬁmm—n\_mu PN

two also, but red and dblue. Similarly, in a three group
telegram, the first group would be within a green circle,
the third, or last, encirzled in red, while the second, or

middle group had two circles, blue and yeliow, Recurrancas

were indicated by underlining, as in the case of the charis.

(Exhibit ¥).
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In what follows, when the "color of & group” as shown :
by the indexes is rsferred to, 1%t is this ccloring scheme
that is meant. Afser the occurrsnces of a frequent group
had~been recorded, certain infere?ces could be made from the
colors alone. | o

In fact, the importance of the positional features of
code-groups and their frsquéncies,rled to the adoption of
what was called tﬁe "formula of a group". This was simﬁly
a condensed étatémenﬁ of thehfreﬁuéncy of each group and
the positions i3t occtpied in the texi. The significance of

each number in the formula was as follows: 3

e i
fff‘ lst No, ==~—-= Total fresquency

2nd " ---- TNo, of times sappearing as initial group
3rd " ——e— " n n " T 2nd "
4-th n S n n n - fn 1 ne Xt f

to last #
sth i o o o n n n i n 1 a.B't T
G-th " — e v - |+ n f " 4] a‘n in_ n

P terior

7th F e ®m " }% is repeated in messages.

After a short acquaintance with such formulae the
code solver could tell at a glance the general characteris-

tis of a group from the formule alone. ~This was found to

be very useful.

v
]

v -
Then the unlauted letters K, 8 and T were added, an-

other index bock was adided to the system, and this was re-

served for the groups containing an umlauved lettzr, In

[ R 11 I

recording such & group, only the secchd and the third let-
ter were considersd in regerd $o the rpage, and the line on
that rege. A certain portion of eaéh line was reserved
for sirilar groups. Thus ¥F! would £0 on }ine L, page
in the portion reserved to K. EEE would go on the saxe
line but in a portion reserved to R, etc.

In the actual recording of the telegrans, they were

taken in the corder in vwhich they were s»pncillei for text
end eath grcup entered from day to day as it occurred. To E
maintain a check on the entry of the groups and to be sure =

thet none were rissed or left out, as each group was entered




%
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s
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or index=d in the books, from the set or text used for re-
cerding, a dot was rarked in pencil above it.

Where the number of offieers and clerks working with a
code was large ehough to make it necessary, extra sets of
bocks were made up, so that no time be losi. As soon as
one deij‘s text was reéo&ied in one set of books, the
clerks were set to work'><‘ura sferring the records in
the Oube“ sets. )

I1I, ALVAHTAGES A¥D DISADVAWTAGES OF EACH SYSTEM,
1. CHARTS. The advantage of the chart methoi lay in the
fact that all of the groups dbegizming-with-the—same—indtial
FTetee were vefore one at the seze time and it was sasy to
see which was the most frequent.  This advantage weas mors

than offset by the nurercus disadvanitages which this systen

/7  hed.
" a. There was not sufficlient space in each of the rectangles,
éi;4éa especially if the code happened to run for a longér rericd
than usual; the result was that the indexing overlapped

into other rectangles, causing confusion. Furthermove,

)
it was necessary to use very small 1etuers and figures
in recording, &nd this feeturs wes not only hard on the uen
who did the recording, but nmade the index very difficult
to read, &nd caused lpés of speed both in recording and
in the use of the chért.
b. There wes no means of showing when the groups appeared
as elther second or next to last in the nmessages. This
feature was esrecially desirable in cesrtain coles where
the grcups in either of these positions had clearly
rerked craracteristics or represenied, fcr example, mil-

itery units or nuzbers, or certein #rsqguent words which

o g
f“
£

charecteristic positions,
¢. The cherts rsquired rather large shests of paper, about
/2 :
Zé x -0~ inckes in size, end were inconvenient %o handle,

liable to e uom, and the perncil records blurred after

tke sheets had been used for z few days.
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2. BOOXS. All of the disadvantages of the chart method wers

eliminated in this systen, The books were much more &l
P*3 - 3 ily handled; also, they lent themselves readily to teing

13

= f§1; . uséd es "decoding part;“, after solutions had been found,
5 ‘ The only disadvantage of the book system was that the decodor
= diéd not have &ll groups before him &t one'time, enabling the
eye to compare groups at & glance.
IV. "TEE BIBLE",

To meet the second requirement in the way of rscording, a
bdok which was termed "The Bible} was . sed. This wes nothing morsa
or less than a SUU“cil;ed cOpy o;(a—coae—boox which had been csg
: tured. However, the groups representing the various letters, A
: €%d< wgrds, ghr’ses, numbers and characters, were left out, and in the;g)

~~ stead dots were placed orposite each of them, corresponding in
rumcer to the num%er of grours used to represent that particular
letter, word, phra e, nuxber or charactier. Then, as solutions
were found, they were entered, obposite the clear text which they
stood for. If doubtful, or not confirmed, a question mark was
rlaced after the soluticns Just as in the case of the charts and
' eAr&_’,\;>>5rec:<3ru. books. (Sample, Exhibit 5) ‘
Vv, "TRIPTICS",
To take the piace of & 5deooding part¥, for the purpose
of decoding messages afte;‘é/break haed been mede in a code, a sysw-
tem of charts cailed "Triptics" was employed,

Triptics consisted at first of three sheets of cardboard,

{one for each of the three letters, K, R, and U), festened together

side by side, so that they could be folded up, scrmevhat along thre

following design:

R
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ii. :2 A sample sheet 1s attached to this report, as Exhibit &, 4

Assuming that a solution for the group KFA had been found,

REGRID: A2458117 " /

v was then entered on the K sheet of the triptic, in the proper
space,

The placing of & question mark affer the solution, ipaioated

28 in the case of the charts or racord books, that it was doubtful

-
¥

or unconfimred,

T

After the use of the initial letters S, and A began, the
sheets of the triptics were continuea for each letter as before,
but they were not fastened uogather,ras it was difficult to handle

five shsets convenlently. : D .
%’E.R. Lnnt t‘uﬂv(:_%

Another use of triptics was made whenhg«code ook for cne
of the codes for which text wes available was captured. Al1 of
the groups in the code book were entered on & set of triptics and
thus could be referred o very readily Ggﬁé%%%%~?ﬁ The & 3

%HHQ*QL a§> &unba+

method was also used with the record books.

VI. "EXTRACTS", ,

Aside from the systems referred %o above, a mesns of SuUdY_
ing the characteristics of the more frequen‘ groups end the groups
which preceded/or followed them in the varicus messages in which
they occurred, without having to run thrbﬁgh'ali'%he text, wes
deened advisable.b The plan of making "extracts” of telegrams in
which these groups appesared, was/adopted |

As soon as sufficient text had been stencillea end indexed
the fregquent groups, (that is those which had appeared five or
more times), were taken, and extracts made. These weré kept up
to date by aiding to them each day ag new texﬁ4feca$e eveailable,

& typicel extract is shown 4§£f%§&%it4%.‘

EXPLAYATIOR:

.

5 - The number of the messages was rlaced &t the lefi edge of

E% the pege, and the group "extracted" in the center of the page. B
i: :Grcups which preceded znd followed were written in their proper
rositions, The asterisk (*) indicated the beginning end end of

the rcesseage, If a2lternate grours vwere given in the text they

DA R R

vere placed underneath the groups for wkiéh they were sltemates. f
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Grcups *hich aspearea mcre than once in the extracts were underlined
in colored pencil, a aif;erent color being used for each separate

group ﬁhich 80 coccurred. In'the extracts shown in the exhibit sev-

eral groups are underlined in bUCh a manner. This Wprk was done
by clerks. I was fOund importanu to keep the extracts always up-
to-date, | ' | |

. YETHODS OF SOLVING THE TEREE-LETTER CODE .

We will consider first the Three-Letter Céde, beginning with
its original or simplest fom and following i% iﬁ the déveldpment
to the most complex, noting the firet methods of sclution, and the
irprovements in those methodgt which were kecessitated by the dev—
eloprment in complexity of +the code,

At the outset it must be siztéd that this aevelopment pro-
ceeded simulteneously with the advances made in the various methods
of"camouflaging liaison, a subject which would require a long, déif
tailed rerort in itself, but which igut;egtedﬁbriefiy’ éﬁbéequentiy
(see Pages—-) and also in the,:eport"of the Goniomgt@;cfbepartment.
| The date on which %he very first'meséages iﬁcodg ﬁére

sent on the Ves*arn Front marked the beginning of é new éra in
cryptography as far &8 the use of secret neens of communication in
warf&re are conoerned Up‘uéfll this time oipher had been used
elmost exclusively, and much iﬁformation had been secured therefrom. N
But with the sudden introduction of code-as a meens of daily communi-
cation on the battle front, approximétely Jenvary 1217, new problems,
end aprerently grave ones, presented themselves to the expérts in
the code offices of the Allies, Heretofore, while iﬁ is true that
retrods of solving the ordinary, srall, dictioneary-type of code,
wherein each ccde group represerts a whole werd, no more and no
lees, a2nd where these words follow ezch other in alphebetical se-
quence (the simplest form of type 1, pege —--) were known, still
the solution of & c?de nessage set up by means of a code-book whersin
a single group may represert a letter, syllable, group of letiers,

word, phrase or even an entire sentence was regarded as extremely

difficult, if not irpossible.

> " D’CLA€5W1F N
; N\\\E 10
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I+ was not long, however, befors these ressages were baing
read, either in part of completely. There is no doubt but that two '
of the factqrs which were of the greatest assistance in giving the
clues leading tothe discovery of these §ethods were first, the
genergl lackiof'knowledge of the wea?éggggg of code as a system of
seoret communicatioﬁ, and second, the methodicalness and the almost
slavish adherence to set form, that is characieristioc of the Geruan
mind, |

The German Three-Letter Code, which they called the SATZBUCH
(1iterally, sentence-book) was a couparaiively small code, spzcisl-
ized to meet the requirements of the field; i.e., elther positional
or open warfare., -EOriBITT"9).

As stated above, this code, as shown in the chart discussed
on page --, Was not suprposed to be iaken within thrse kilometers of
the front line trenches, the danger zone, and thersfore it was noi
avallable for infantry battélions in line, trench mortar batiterles,
artillery observers, forward intelligence and liaison officers
and the like, The code designations took the form of combinations
of three letters of which thelinitial letter was one of a limited
numbe r-of ietters, the other two being any lgtters'of the alphabet,
In the‘first codes, these initial letters were K, R, or U, Later
%he letters S and A were added, /?S further groups were madé a por-
tion of the code. With three iniuial letters, the total number
of code groups possible equals 3 x 5 x 368, or 3038 groups; with
five inltial letters it is 5 x 36 x 36, or 3380 groups, The last
development was the inclusion of the three umlauted letters 3, 5,
and ﬁ, for the second and third istters of groups, making the total

sible nusber 5 x 29 x 238 ofégggg'groups. In setting up a new
edltion, not all of these possible groups wers used, as many pleces
were lefs to be filled in a2t Army Eeadquarters for th; niemes 0%
vowns, code nzmes of uniis, artillery grcups, observatlon posis,
etc., at the discreztion of the rerticular units concerned.

The SATZBUCH was based, a8 stazted above, upon the two-part

type, and thersfore consisied of & VERZIFFERUNGSBUCH, or the en-

coding book, znd an ENTZIFFERUNGSEUCH, or the decodinz book.

~

. e —
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The encoding book was prefaced by some general remarks and
precautions to be taken, and it will be interesting to read then,
then tc compare the early editions with the last in regerd to these
instructions., The folloﬁing is a translation of these instructlions

given in & code-book capturad in the fall of iQ%&g
TRAVSLAT 6N '

TO BE READ BEFORE USIVG THE BOOK

PRELIMINARY REMARKS,

l. All reports and orders must be encoded by means of the code~

book,. flear text may be sent by wirsless only in case of
ext rese necessity., The%ixing of clear text and code text
is prohibited.

2. The code-book consists of an encbding book and a decoding
book, and.contains three-letter groups of vhich the first
letter is K, R or U,

a) ths encoding book is composzd of the following partss:
TUMPORTANT REPORTS
GENERAL REPORTS
STATION AXD SERVICE REPORTS
MILITARY NAMES
PLACE NAMES
NUMBERS
PUNCTUATION /
LETTERS AND S§LLABLES
AUXILiARY SIGNALS AND BLIND SIGNALS
VOCABULARY
After each pars, &s well &s in the.vocabulary, srace hzas .
been left for the insertion by hand of supplements. -
Military names (Staffs, Formations) and Plece naues
rzust be inserted by the Wireless Defachrent 1tself according
to its needs, and wust be provided with code groups.
The groups which have been provided for these supple-

decoding book.

¢

zents are to be takxen from th

Tne Auxiliary Signals are placed imwedistely after the
; . al
groups whose meaning is $o bz changed. Yor exazrie, if 1§Q§¥ )

Rt

;Z\é; is desired to encode ANGEFORDERT, the signzl KITTELWORT DER

(R
—a

VERGANGEI'HEIT I8 rlaced after the group for ANFORDERN; thus:
) RGS RYR




o : REE ID:A24838417 ‘.
i : v
The Auxiliary Signals will be used only when necessary

in order to avoid an srror.

The Blind Signals must be inssrted at random in very
frsquent, recurring, similar or stercotyped rzports and

P

oriers,

In decoding they afe simply disregarded.

The vocabulary is arranged alphabetically; §, O and i
are treated as A, O, and U, In sdjectives, the group for
the uninflected form applies also for the inflected forus;
for example, the group for GROSS applies equally for GROSSE,
G=0S8ER, GROSSES, ete. Thﬁgroup for DIESER applies like-~
wise for~DIESE, DIESES, DIESEM, DIESEN. The group for the
infinitive epplies also for the other forms of the preuent
tense; for example, ABFLAUEN, for FLAUT AB; NEHWEN for NIMMT,
Compound verbs are arranged alphabetically under the prep-
osition; for example, FLAUT AB, under ABFLAUEW, GREIFT AN
under ANGREIFEN. Reflexive verbs are to be sought under
the verb; for example, SICH AUSDEHNEN, under AUSDEHNEN,
8ICH; SICH EIN GRABEN, under EINGRABEN, SICH, Phrases such
&8 AUF DEM RECHTEN FL%GEL » UNTER FEUER NEHMEN, EIGENE ARTIL~
LERIE, EAT AUFGEHORT, ZU SPAT are inserted once alphabetic-
ally under their first word (AUF, UNTER, EIGENE, HAT, ZU),
and then also under ths,sﬁcceeding noun, verb, etd. (FL%GEL,
FEUER, ARTILLERIE, AUFHOREN, SPAT). In & similar manner
the frequently recurring forms of the auxiliary verbs and
verbs such as IST, VAR, VIRD, XANN, GENGUMEN are to be found

once under thesé forus and then also under the infinitive,

- to which they belong (SEIN, VWERDEN, KOWYEN, NEHMEN),
8 For the spelling of words and nazes which ars not
| - contained in the code-beok, individusl letters, double-letters,

ard syllables are set forth under the section LETTFRS AND

éﬁ, SYLLABLES,

e
’( If there are several code-grcups for z word or a

? 7 group of words, these groups must be chosen at random,

o~

~ DECLACSIFIE

&LQQ O
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b. The decoding book contains first the thrse-letier -
groups with the initial letter K, then those with the ini=-
tial letter R, and finally those with the initial letter U.
3. - In & éHAﬁGE IN QODE—GRouPS it is necessary ﬁo pay perticular
attention thats ‘ .

1) The change is wade in the encoding and iﬁ the decoding

book.

2) Those groups; whose significance appears in severai'places

(sce above: AUF DEM RECHTE&KFLUEGEL, UNTER FEUER NEHMEN,
gy sPRT, IST, FAR, KANN, etc.), are changed in all the
piaces. ‘

For simplifying this work, these gsoups vhenever they &appear

twice, are indicated with an asterisk.

-

T . e o . e T e S

The firs{eiition of the Three-Letter Code was really very
'
simple compared with the latest. But spnce 1t will be impossible

to glve & clear idea of the methods of solving ithe more complex

types without first giving a detalled exposiition of the methods
by means of which it was possible tovsolve the simple types, we
will proceed first to discuss in detail the solution of what we shall

Tha
callAKRU Codes, a name derived from the fact that the early editions

emploxed as initial letters onI§ K, R, and U, Then we will take
up)step by step)the evolution through which these codes and the
methods for their rsconstruction rassed, until finally the XRUSA
Codes came into use and_represented the most developzd typs.
Serious work on the code began only aftsr a feir axount
of text had acoumulated and Be2en recorded. For the first day or

two, therefore, it was necessary to examine the ressages with a

view {0 faniliarizing oneself with the new code grours. Too much

stress cannot be 1&id upon the imyortance of training the eys and

the renory in this regerd. A ran with a poor memory will never

i il

o 7 meke a pode expert, for he must be able to racognize groups, or
¢ ?

gt ETOf groups at a glazce; and he must be ?Efe to keep in mind the

oG
F ;_8¢fralative positions occupied by these gouprs,ﬁ?hat &s soon &8 his

A \\L(o&ii ¥ o
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eye meete them in new'mesbaf*es it calls up at orge the various

theories which he has formed with respect to the groups in question;
and the juxtaposition of groups which he recognizes in new poslitions
wust be consistent with the thecories he has forzed previously éon-:

cerning them,

E-R-U-CODES

b :
In acode of the typs to be discussed, the whole of the text

\ .
was divideéd into six main parts, or sets of groups, which, slihough
they were very closely inter—related; really had to be attacked sep—

arately. If even only & few solutions weré féund 1n each of these
sets, these soluuions enabled us ultimately to rebuild or reconstruct
the oode eluher completely, or at 1east sufficiently so to be of
valus, These sets of groups, all heving their own peculiarities
and characterissics by means of which they were susce tible of besing
discoversd were &8 follows:

{1) NUILEERS

(2) VORDS AND PHRASES

(3) SPELLING GROUPS

(4) AUXILIARY SIGNALS

(5) PUNCTUATION

(8) BLIND GROUPS | .

The analysis which ultimately led to the individusl solu~
tions for the members of these gféups, went through two staées, a
proper and thorough understanding of which is absolutely essentiel.
They were: | | “

(1) CLASSIFICATION

(2) IDEFTIFICATION

Then the code solver first began his study of the text, he

wes confronted with a body of conpletely unintellighle "sentences"”

to which ke had to earply various tests zmcre or less eguivalent to
tte reagents of chemlcal analysis; Ey mears of these tessd

8 ke was
o€
ets of groups of ~°

W"‘"’
which the code text was ccmposed, &as stated above. Tris, then, is
gz‘f;? whet is meant by the process of classification, Lfter this, the

identification, of the individuasl nembers of each set followed by a

0

enebled to treak uvp the text into these six neirn

o — o1 5 w3 s
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different series of tests, In & word, the process was scuevhat an

'alogous to that in gualitative analysis; first, the chemlst applies

tests by means of which he breaks up a complex substance inio its
several classés, then he proceeds, by another series of feets %o
ideﬁtify the mewbers in each class. When clessification ﬁad pro-
ceeded upon a solid foundation far enough, each set of groups was
indicated in some distinctive manner. For exampls, spelling groups
wers unde;lined ;n greenvpencil; numbers, in rsd; woris, in purple;
military units were set off by a rad square; etc. In case of doubt ,
such underliping or blocking-cut was wade by aot ted, instead of con-
uinuous, lines. This had the result of setting forth clearly to
the eye the pearts of which each message wes composed and was of
the greatest ald in solution, Immediately after an identification
hed been made, the solution was written above the group each time it
occurred, This was absolutely essentiel, '

| The two processes mentioned gsbove will be referred to sub-
sequently strictly in accerdance with these definitions.

The principles by means of which .these {wo steps in solu-

tion were accomplished were based di}ectly upon the characteristics

of these rain classes resulting from the uses to which they Were'put.

Only after an opening had been madeAiﬁto 21l of these six categories
hed thefe been builtd up & sure fouﬁdation for the complete sclution
of the code, We will therefo;e'pfoceed to give them somewhai in
detail, ’

Before proceeding, several definitions will be nécessary.

Certain groups will often be designated &s either STATIONARY
cr MOBILE. That is, certain groups reuaired unchanged either in
form or posifion, while their sccompanying groups varled in these two
Iresrecis. For exeurle, Millitary Units foruzed a set of stetionary
groups with numbere &8 moblile groups, That is the group starding
for the word Regimeni, when used in connection with nurbsrs, remeined

constant or steticnary, while the groups standing for nunbers

1/ changed, or were robile cr varied, The words V0N, ®IS and UHR/

,;?; forzed ancther set of stationary groups wi*h nunbers as the woblle

ETCUES,

T Tk

&k}g&sSBEKC%QSW}§i£2~
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Repetitions of two code grours, in Tthe same order, are cailed

BIGRAPHS; of three groups, TRIGRAPHS; of more than three, POLYGRAPHS,

THE USES AND CHARACTERISTIOS OF THE MAIN CLASSES
OF CODE GROUPS |

I. XUMBERS,

é(/{,_?‘};‘,« ﬁ\r Uses.

1. In designating Military Units. In referring %o thé various
wnits, nusbers naturally pley a great part. '

2. In giving dates and the hours of the day.

S.QIn giving vGH;“ andnrgI" nurbers. t weas a usuwsl custom
to refer to messages according to thenumber of groups &as
given in thekﬁreamble to the message referred to; for ex-
swple: "CHI 37 NICHT VERSTANDEN", Another way of refer-
ring to messages wes to give the time stated in the pre-
axble of the messags referred to; for example: "CHI 1835
ERLEDIGT",

4, In giving the coordinates of a map square, or, as the
Germens call it PLANQUADEAT; for example: "40 SCHUESSE
AUF PLAKQUADRAT 4425", 1In referring to points on a map;
for example: "KARTENPUNKT AS". | '

5, In tabulated reports wherein the serarate subhea&ings were
referred to by consec};tive numbers. |

.6+ In setting forth numger of shots, and casuslties; request-
ing supplies, accessories, stc.
B, CHARACTERISTICS,

1, gse groups were very freguent, numbers 1 and 3 beiﬂg
‘r‘.,r'}‘"w 10\5"»0'50 40 50,, ‘OEL‘%;)MHQ{%'M‘&F%
text

smong the wosd freouent grours in the

2. These groups were found in connection with a set of groups
ahich alruaay hed been classified es WILITARY UVITS,

Note: % should be bome ir rind that the mental process

40
S
;5?;? whick accoupanied cleseification 4ild not attempt to teke

1
up one of these sets of groups at & time and isolate that,
wrayy
for this 48 impoesible. In fact it may be sald tkat the
process of classificetion rroceeded with respect to all

the sets of groups more or less simultenecusly.

"qu&Q A“:%;io‘:
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These groups appeared frequently‘in sets of two's, three's
end four's; rareiy, in chains of more than four, the latter
teing occasioned infrequently by certain types of weather
reports to be uiscussed later.

These chains showed ext reme aiversity in the arrangewent

of rermutations of the COﬂBui tuent groups, i.e., there was
no regularity of sequence of groups in such chains. For
example, if A, B, C, D E, F, G H, represent a set of
these frequanu groups wbioh co*iorm to the first three

principles enumeraued above, they mignt have shown the follow-

ing sequences in the various chains where they occurred: .

ABg BAS 503 FAS EBs HA3 etC.
ABCs CAF3 GHAE DEFs GBD; 2t0.
ABCDS EAFES EGFAs DFACE etc.

The reason for stating thgﬁ & chain of more than four of
such suepected groups was rarely‘to'be found is, of course,
that the occassions for giving a'number beycnd four places

was rather uncommon in these ‘codes, exoept in wea ther reports
as mentioned above; vhereas in the case of spblling ércups

which also appeared in chains (eee below), the proportion

of long to short chains was the reverse of $hat in the case

of numbers, since rost words that had to be spelled out re-
P, A

quired several groupé as & rule.

C, CLASSIFICATION AND IDEKTIFICATION.

Heving found some ¥ilitary Units, & study of their extracts

was wede, with a view to classifying numbers, which were found to

behave &s mobile groups in connection with these militery units, the

stetionary groups. Note the following extracis of two groups clas-

sified as HMilitary Units:

- (Ve M LSS L

*RRC | RBE | ECB UFP RIO XNT

UAX ©UUN | RBK }KCB ¥PF FKXT*
*RRC UVX | RBK: RIO EKPF RCC RIP

= RBE | KKN¥ RIO

S

*RVL RHV ROPE REK {UCQ XKCB UOR UVK KKX
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*RRC {RBK/ UFP EEF KXX UUO UOK
KOJ iRBK| KPF ECB KCB KEA
_ *RRC UVX |RBK | UFP RIO UFP RZP
o) rall .\ RYY RCP KNM KII {RBK | KKN UCQ EKNT*

*RRC XCB EKKN RIO UXU L UOK XUS KTA

UKS UVV XCB KCB KPF |UXU [FAE KVD RDS RIB*
*RRC RIO UCQ |UXU |RBB UBQ |
RYI ROY KPF KOB |UXU | KNT*
KNL RLZ

RSP UXT KCB RIO RIO UXU

*RRC TUCQ XPF UXU ;RYY UNA TUAM
Note the behavior of the groups which heve been wmderlined.
In the first set of extracts these groups follow the suationary group
RBK; in the secont set, they precede the stationary group UXU. . If
! ’ ? Wt und® Bus ,uvfib+kxt
these mobile groups are numbers, and ﬁsa£6ﬂ§ the evidence is good that

this is the case, then their behavior with pe stationary groups RBX

1%5 and UXU is quite in accordance with the Cerman method of designating
o the military units, REGIME ﬁT and DIVISION,'respectively; in the case
of the former, the‘numbers follow; in the case of the latter, the num-

BATALLLON
bers precede. In the case ol BATTALION;- the numbers follow; in the

case of BRIGADE and KOMPAGNIE, the numbers precedé. 0f all of these

¥ilitary Units, DIVISION and REGIMENT were by far the most frequent.
Heving thus classified ; few nﬁgbers, they were underliped

in red throughout the text, and in a short time further study of the

messages in which they occurred, and of the gfoups which preceded and

2% followed them disclosed more numbers, and g}adually, the classifica-

i;; tion process had isolated all 6f the lmportant ones. For example,

;f if an unclessified group was found between two med—underliﬁed groups

f%f ' (alreaay classified as numbers) the unknown group Wwas i;iggg)tnroughouu
- 7

e

the text. If it bshaved as 8 number, for exawple, if 1% wes found
g ‘%{;f in connection with Lilitary Units, etc., the chences were it was &

nuwber also. It was underlined, asnd the process continued,
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The process of identification then followed, by a detailed
study of all the mességes in which thess groups occurred. If one
were fortunate enough to find one or more long messages in %he nature
of reports, a careful study of sﬁch meésages often disclosed the
whole series of numbers from 1 to 10 (ses samrple stereotyped message

<§E> on pege --). The numbers 1 and 2 were the most frequent, and they
were identified often on the basis of frequency alone,. By a study
of the German "Order of Battle® Map, the "Deily Field Station List®
and a reference to the two volumés "Index of the German Forces in the
Field" further identification or confimmations were secured. For
exapple, if the map showed in a given locality the following divisions:

351, 53, 121

end the aforsmentioned books, or the "Daily Field Station List" showed

the following regliments, as parts of the divisions named:

251st Division 53d Division 121st Division

Regiment 73 Regiment 183 " Regiment 243

n 129 : 1 71 A Ll g6
- m 42 ‘ " 56

almost positive identifications in the followlng cases may be made:
RBK UPF UCQ XKPF
RBK RVR TUUA

RBK RIO UUA

RBRK UCQ UPF

RBK KCB RVR UPF
Va
RBK KCB UPF RVR

RIO UPF UXU
UPF RIO KCB UXU
ECB TUPF KXCP UXU

" 9 at

e® oo 94 ew 0P

20 oo

II. SPELLING GROUPS. y ;

rd
lLeto—> &. Uses,
/ —— . 11
1, It is obvious that the chief use of these groups was to spell
out words which did not exist in the code book. Hence, when
used at all, the majority of cases necessitated the use of a

whole chain of spelling gTOUESs. However, in praciice messages,

meny words wers spelled out which reelly 4did exist in the code

book, although rules are strictly against 1%,

\
\
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3 _ 2. Cervaln letters were very frsquently used in abbreviations,
f, jy Among the most frequent of these were the following:

3 X.T.X. (KOMMANDEUR DER KAMPF-TRUPPEN)

; ‘ R.I.R. (RESERVE INFANTRIE REGIMENT)

: R.I.D. (RESERVE INFANTRIE DIVISION)

A, V.0,

L. [ Lﬁ., LD.

(LANDWEHR)

Z
(ARTILLERIE VERBINDUNGS OFFICIER)

3, Certain letters wers used as sub-indicators; exaumples,

4, Single letters and combinetions of single letters were fre-

‘quently used in giving the call-sign of stations.

PLANQUADRAT 4452 A3; KARTENPUNKT M3.

- g call consistsd of two letters, soxetimes of a letter and
h ‘\‘ F
(&Y & number (Sese nggéénw*-).

assigtance in establishing tentative values and in finding

nNew ones.

These were oftsen of very grea

For example, given a wessage in which the word

STATION had been already identified, followed by two let~

ters of which one is already known, the other lett

fication could be made imnedietely by finding the call of

=2 Tl the station coﬁcerned

There ars certain of these spelling groups which were used

as words. The most important cf these wers the following:

AB BIS
b AM DA
AN DEM
/ AUF DER
% ATUS
3 % BEI

DES

DIE |
DURCH.

EIR

ER
ES
FUER

GEGEM
IM
IN

IsT

MIT
NACH
UBER
34

UNTER
VOR
¥IB
20

< The possibility of usiﬁg these eyllables s words resulted

in the finding of messages in whlch a surposed epelling group occur-~

red "isoleted" and not in a chein of such groups.

e. vhasized is the fzct

that

The point toc be

the classification proceldurz es ragerds

spelling groups consisted ir the gradval builiing up of these chains,

a process which wes of the hig“eeu importence in breaking intc a new

code,

The method of building up these chealins wes as follows:

Having classified a few of the most frazguent groups as spelling

groups, from color in %he indexes, rosition, usze in abbreviations,

etc., they were underiined throughout the text in green,

S/

3

R add
£
)

ol = "':.»- .

Suprose

Scmetimes

er identi-

TR N L TAT IRILL B R T T e,

2L () LR
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= r§§g that one or two unclassified groups were found between two green

groups; these unknown groups were followed ghroughout the text, to

see if they could be spelling groups, bearing in mind all of the char-
acteristics of spelling grojps as outlined below, If they wers found
$0 behave in accordance with expectation, they were underlined green
likewise, The process was continued in the same manner until many -
complete chzins had been built up, It will aiso be recalled that
spelling'groups wers occasfdnally used in connection with numbers

and some in conneé%ion with ﬁiiiﬁary wmitse. Tﬁerefore, the discovew
of certain ten»ative spelling groups in the vicinity of such numbers
or military units wes of greet assistance in the final identification

-

of such letters.

The -reader will umderstand by this time, if he has care-
fully examined the construction of these codes, &and has considered
the uses nawed above that the principles of the frequency of occur~
rence of individual letiters in clear texi, as arplied to the solu-
tion of cipher, could no% have besn applied in the solution of these
codes, without certain modifications, due to the causes which may be
summarized as follows: ‘

v 1) The use of syllables cbntaining the most fréquent comblin-
ations of single letiers.
2) The frequent use of certain letters not in connection
with the spelling”gf words; as abbreviations, sub-indi-

cators, station calls, etc.

3) The use of certain syllables as words. Kote those gilven

gbove,

4) (The assignment -of more than one value to the most fre—.

quently used single letters, and syllables, This ap;li}ﬁ

only tc the later codes).

The ressult of these causes is that cerzain sinzle letters

g

which are only of medium or IOﬂ frequency in Gerran clear tex? *csaruri

ES

to & high frequency in these codes. These letters wers 2,D,F,G,H,XK,

- th8
% L,¥,P,¥,2. Single letiters such as E, ¥, end I, which ars 2lxays 1.8

hizhest in frehuenoy in ordinary German textv, wWere &mong the less )

frequent groups beczuse they wers ¢4corpor&v8» in so mxpy sylist **‘3

) ) P

”::r - : SPURCIR- ﬁ.'.:i - A

“Wﬂciganii'
T ontn ‘dm>
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gj?éiieach reprzsented by a single group; and because each time there oc~
curred syllables such as AD, AC, etc., i.e., combinations for which
there wers no spslling groups, stc., the individual 1etters had to
be used, and hence these congonants wentioned abtove rose to a fairly
high frsquency. |

B, The characteristics of spelling groups were therefore as

follows:
1) Soxe of them were very frequent.
2) They were found in chains as & rule.
5) The sequences in these chains were very much more regular
in naturs than sequences of chains of numbers. The focr-

mation or construction of words of a language entails the

building up of a chain of lettzrs in & definite seqguencs;
Long words are usually composed of the parts of shorier
ores., The most frequently used syllables of a language
will therefore follow sach other in more or less definite
sequences, The result of this condition is theat srelling
groups in these codes were founa in chains of 4, 5, 6 or

. more groups, often in the same order, someuimes in winor
variations of & given order, but these varistions wers no-
where so irregular and harhazard as was the case with
numbers. This charac eristic forwed the basis of en im-
portant teat by meags of which spelling groups were clasgsi-
fied ag distinct from numbers, though, of course, such a
test was never absolu%e, merely, relative in nature,

4. Vhersas numbsrs wers found in very short messages, spelling

-

groups &s a rule, except those which were used zs stirevia-

(4}

tlons, were not found in short messages, Lgain, messazes

rarsly began with a word that had to bz spelled out. Lis0

there zre certzin letters in evsry languzze which are
rer2ly used as initial letters, others, rersly zs finsl

letters. The result of these coniltions was that nost of

3 he spelling .groups were of necessity restricied to the

ey

:
interior of messazes; &nd the CGRSSQB@?Cngf this condi-
«mmr”'"~"——_~_—%ion wvas that the majority of spelling groups showed no

O L PO 11 Wy e

_231‘ . color or iitile colcr in the indexes, It is true, however,

N“gﬁﬂﬂ &_Q_
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that certein of the very frequent spelling groups, such
.as8 R, D, etc., which were used &5 abbreviations in connec-
*ion #ith Military Units, showed gome color but always

1ess golor than was the case in numbsrs.,

C. CLASSIFICATION AND IDENTIFICATION.

| Yo definiﬁe procedure can te outlined as exexplifyving the
steps used in nraking the first break into the spnllinv groups, for

ratiences,

here is rezlly where the ingenuity,/ana good=fortune, of the code-
solver cones most into play. As a rule, in the early codes *the
first steps were to find the PUNKTS (fo be discussed later) and they
would almost in&ariably iead to the clessificatiocn and identifica-
tion of some of the most frequent letters such as R, I, D, L, K, and
T, The coloring of the groups &s shown by the indexes was & great
gid in first classification. Folliowing through ssveral such groups
and anderlining them in colored pencil as indicated above resulied

in the building up of spelling group chains., Repotition..of.gode
_groups~ant-umde FIIRTEE then 1IN 0010 red pero1l as indivated Ebove e~
gultsdginwiheﬂ%uiiéingagpaﬁff%pei&ing“gréupﬂéh&iﬁs. Repetition of
code groups within cheins wes of course a great ald in assigning ten-
tative values. In subsequent pages several actual cases will be
given, Once'baving solved & few groups the values were immediately
filled out wherever the groups in guestion appesared. Juxtaposition
end new arrangements of them leé to the sclutlon of additionsl groups
{ﬁ:h>ﬁggnfbav-&*kgfizvz§?1°ss chain until finalxy all or neariy &ll
the spelling groups ars solved,

It should be added that in this whole process the part rlayed

by ciance, by the harpy coincidences which were alwgys lurking every- .
where for the watchful eve of the worker to note, by the mistekes of
& fecolish or a carsless encoder, end by a fortunate "long shot®™ or
guess by the decolser cannot be overestineted. Often the minutest
end mest insignificert of clues forzed the starting point for the
unravelling of a whole cheln of groups, Latar one or vwo examples

27 '

%¥iil be phown.

al ““% D“CLAEQ!F):
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III, WORDS AND PHRASES.

There are certain words that ccould be classified so easily
that they were among the very first to yield to solution. Thess
words may be classified into these four main sets:

1, ¥ilitary Units
8. Interrogatives
3. Certein prepositions
"4, Nost commonly used wozds not included in the &ove

The characteristics of each of these classes were as
follows:
1) Military Units.

a. These were naturally among the most frequent groups in
the code. ‘

. b. On accouht of the common customof beginning a nessage
- by addressing the unit 4o which the dispatch is sent,
and ending it by the signature of the unit from which
it is sent, these groups were among the most highly
colored groups in the indexes, if not act ually the
most colored,

c. These ércups were accompanied very freguently by num-
bers. It is inmportant to nite the standard form of
giving Military-Unit designations in Gersan. (See p&ge--)

)

i

It wes enough on first classificetion merelyato designate
the group as & militery unit and draw e red square around it; later,
from ofher sources the actualridentification of the military unit,
i,e., whether ituzzg"division", "brigade”, "battelion", "regiment®,
etc., followed. Such sources were either external, furnished by
goniometric data, or interal, derived frem a study of the messages
themgelves, the numbers identifiedvtogether with their positions
(see page--), and by reference to the rap giving *he Grman Order of
Battle. For example, 1t was possitle from goniometric data alone
to deternine from a study of the sending and receiving staticns the

higher and the lower units. A divisionel station was ususlly further

VOl AT DS WA P DY PN R T . S -

back, and wes the receiver of reports from the battalion or regimental
staticne, which wers nore scattered and nearsr the frent.

2) Interrogatives: %O, VIE, TAS, TAREUL.

f»f a. These were of wedium freguency.

b. They showed the predominent color green, then blue, in
the irdexes; rarely yellow, and never red,

¢. They occurred in short messeges, in the nature of
guesvions, A great aid 1n cetermining the latter
wes to study the messages from the s*andpoint of time
of sending, and the stations concex rned., Note these
two messages:

»*
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RY v P23 Chi-5 0B30O

KAB RUA UAB RIC KNB

P2 v RX  Chi-2 0835

USAR RTF ) '
It is not hard to imagine that these two stations have
exchanged "questicn and answer®. On account of the
importence of locating these interrogatives, all the
ressages of each day were studled and “question and
ansWer"” messages indicated. A carsful sxaminafion of
all such ressages woon disclosed many impertant groups.
Classification of(the'inéérrogatives alnost immediately
led to the identification of the verd IST,’Which was
of very great impoJ:'tau:t.‘ce.~ Consider thé?ollowing res-
sages, arraﬂged in the fom of an extract of the.group

KNB; the finel group in five of them:

¥O IST REGT, 1 3 5 ==
*RTF RUA UAMA KRI UFS UTS »KRB*:

WIE IST LAGE DORT, =7w=
*KAB RUA UAB RIC , KNB *
*RCX KOP KZR RUA RYP UPY KVU KIL UTS KNB*:

- , IST P O ST DORT == [._
- *RUA UXR  RRU RVI RICEKHB* "

AN ¥ EN IST FUNKSP, O 7 2 5 == |
?

by

L L L L L L T LI L e N —— - Y — I ....mm-n-r'J_ "

e+~ - / STA- ) EE-
: PS5 % ER” IST TION P .72 == UN KANET
W e e *KOP ROO RUA KZK RI"O KIL! K¥B FAO RSV*
A A S /oo
Wt T o IST ABEND MELDUNG UmeR TEG == SOFORT ANTIORT
odP eV *RUA KKR RIL UUO .ULT (KKB RZK  RVV*
e~ v ’,rji\‘ N e } / 7 ;
VT T WO PLEIBEN GEGFT,MORGEN NELD,=1?= .
s - *RTF RFF UFX UXP [RIL ,ENB*

Fote that the vert IST often came second in a short
nesszge receaed by an interrogative, and often first
in a short nmessage ending with an Interrogation roint,
o In short, the 1nte$rogatives ¥0, FIE; WAS, WARU%i.wsre
found to be boundé up very clesely with the verh IST and

its various £11ied forms SI¥ND, TAR, SEID, etc.
§ - .
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Once having classified the interrcgatives, the identifiea-

.

tion of %0, and WIE were made rather easily by reference %o the col-

ors in the index znd a study of the position cccupied by

the grours
representing these suspected interrogatives,

In Gz rman

the inter-
rogative WIE can also be used in the sense that cur ' word

"as® is
used and hence this word was found in the interior of messages hav-
ing nothing to do with gquestions; on the other hand, the interroge-

tive WO is rarely used except in gquestions.

The result, therefore,
was that the group representing WIE was usually scmewkhat higher in

frequency and showed less green and blue color in the index than did
the group ¥0, which was almost invariadly green.,

These ®questions and answers" vwere verltable mines of informa=-
tion because they led to the classification and identification of some
of the commonest nouns and verbs. Questions as a rule were found
e
(k,j } +to assume a

A ’

stéreotyped ferm, such as those_given cn page---, which
are typical,

3), Prepositions.

The most important prepositions AN, VON, RIS, ZWISCEEN, and
AUF, will be considered only, because of the important chains which

they initisted, and because they were usually among the first identi-
fications nade.

&. AN /

I

~

Of all the code groups, this was usually among the easiest
t0 clagsify and to identify, because of the constancy of its

position: very frequently the first word ln & message.

By
looking through the index the predominent color, green was us-
ually

so apparent, and the phenomxena exhibited by the groups
which

followed it, (Military Units with numbsrs either in front
of it

[T 8
or after it, sqgngagsﬁrw) ware so clear thet it wes no-

ticed very gquickly.

Furthermore, it could never snd & nmessage,

and could rarely come near the eni, say second or third frox
: ? / the

end, excert in such comparatively rare cases &s messazes
concluding with "...ANTVORT AKX REGIKENT®.

In aidition to its importance as a preposition, the syllable

8% 0.

VP ik
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AN was found to te a very important spslling group. Once

having located the AN, this group was found sometimes in a

chain of say five spezling groups; an imporiant clue to the wholé‘
word Wés of course furnished by the sy}lable, AX. It was fre-
quently found in words such as LAXD, KRANK, MAXNSCHAFT, ANRUFEN,
DAYK, etc.

It was also of great importance in classifying Eilitary
Units and such words as STATION, GRUPPE, etc. Often a messags
intended for several stations bsgan thus: AN ALLE STATIOK-EN,
Notice that the important word ALLE, and the very fréquent spel-
ling group EN were very apparent there. ‘ .

b) .VON, BIS and ZWISCHEN.

These three prepositions wers usually so closely bound
up with the word Uﬁﬁ, and with numbers, that they may be said
to have formed & wmore or less definite set of groups, which
were solved simultaneously. Consider the following series
of messages arranged in the form of an extract of what may be
called the STATIONARY GROUP, SHA, bescause it is al%ays suiroﬁnded
by groups which change around, or &are MOBILE? Tie _droupihatiich
a;z'nadaaﬂxnjerkuug4§f§aaéf’E%snaciﬁgeiiéeﬁfgz‘numberﬁj“éﬁﬁ?ﬁ@*
dze _pomirying o lotibe theEe~propds THion bv-—-

iRRU KII SVB ALU SHA SJB UAY UID
A SHA SJB

* ,-/
. (RSP UNS RPS UZF SHA UAS EWN

B
SHA SSX RIO

RPS SYN UAE AMB SHA UAY RPS AMB

- et e S —

NN R GAS o

Fo . B DL
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Note the group RPS which s0 often prscedes the MORILE
Ai; groups; and also the group SVB, which is often found precsd-
ing the group SHA with one or two intsrvening mobile groupé.
It does not take much imagination to see that we have here the
prepositions VON, BIS, &nd ZWISCHEN, %together with the word
UER and numbers, in accof&aﬁcg #ith tke ususl formula of give
ing time in German: A |
"VON 3 UHR 30 BIS 3 UER 45"
"YON 3 BIS 5 UHR® _
"VON 3 UER 15 BIS 4 UHR UND VON 5 UHR 35 BIS 5 UHR"
"ZWISCHEN 6 UHR 30 UND 7 UHR"
c) AUF.
This preposition was often located in the following
type of phrases, which wers of rather frequent occurrence:
"ANTTORT AUF FUNKSPRUCH 1735" | .
n50 SCHUESSE AUF PLA&QUADEAT 4315%

In othker words the two stationary groupé praqeding sets
of four mobile groups which ha& béen.classified a8 numbers,
were studied with a view to ascsrtai;:%hether they were not
the commonly used words giveﬁ above, preceded by the preposi-
tion AUF,

4) Very frequently used wordis not included in the preceding.

Among these were the following: 4
MORGEN LINKS HIER ~ SOHST
ABEND SENDEN HEUTE GESTERN
NACHT EMPFANGEN HACH KOVMEN
MELDUXRG SOFORT NICHT EAREN
LAGE VAVN urb SCHICKEX /
RECHTS AX¥XUEULATOR HNEU ERHALTEN

The words MORGEN, and ABREND, forxzed a set of zlternate
groups with the word ¥ELDUNG, because of the frequent occurrence of
ressages beginning MORGENW MELDUNG or ABEXND EELDUHG. Often a tent-
e%ive interrogative WO ;na the interrogation point were confirmed

by finding a mwessage such as the following:

WO BLEIEBEN GEZEFTART AREYD EELDUYTG?
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i%/ ;: RECHTS and LINKS formed snother set of alternate groups

ﬁith such words &as REGIMENT, Kﬁ;b ABSCHNITT. This wzs best deter-
mined by noting the bigraphs throughout the texbt, especlally tboge
obviously éonnected with groups which had been classified as mili-
A téry units.
The word LAGE was & very frequént one in short messsges
) Crretr Fxod

such &8 FIE IST LAGE DORT? ften the answer eomes back somewhatb
in this form? LACE UNVERAENDERT, or HIER NICHT-S NEUES. I$ is now
clear why the classification and identification of the interroga-
tives and the ihterrog&tion roint were so importent bescause they
led to the identification of so many comwmon words,

The important verbs SENDEN, EYPFANGEN , and SCHICKEN were
often easily identified in such’sueraotyped messages as the follow-
ing: )

"2 CHI EYPFANGEN 3 2I SCHICKEN®

"SENDEN 3 T-A-K-T ERJALTEN 4 CHI®

Such ressages were in the nature of station reporis end
wers transmitted to the central statlicn &t least once every day.
Not only because they were 80 easy to identify, bul also beczuse
they were veritable mines of informaiion (note the spelliing groups
above), thess uessages were of the utmost 1mportan¢e and they will
be treated more in detall subseguently.

Two other very frequen% ghort messages were the following:

SOFORT 1 MAWN NACH HIER SENDENW |
BRAUCHEN SOFORT 2 AKKUMULATOR-EN

Yote the appearance of the very important words NACH, HIER

. anesans o

and SOFORT in the preceding messages. The preposition NACH was in
t
fact very important.

st o [ loes oy

The conjunction UND was feirly easy to locate from the

ey

various clues given herewiths
1) It was the very obvious connecting link bsiwssn two sets
of groups which were externally evident as being coor-

—

dinate., TFor example, note the following messages. S
; .

el =T 7T gPR UNS UVK RIF ¥VS KPR UNS RSQ UPW
’\”"bih’““ KVO RIS XVS KVO KPU

ot
\ %} ROB RXT; ROB ¥AS; ROB RXT EVS KAS
M o
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Z?*{Eﬂf 3) Sometimes this group was usad bstween two "foreign®
groupé i,e., groups which were evidently not errors
but which aid have the initisl letter X, R or U, or
‘Wbich sometimos had one of uhe umlauted vowels. Such
groups warewf;equently used to designata the naxes of
places'aﬁd;tée code names of military urnits, & subject
‘whicﬁrwill be discussed later, Exsnxples of such a
usage, which was soon péqhibited, are the following:
BAN EVS BAP

‘ rEk xvs rBd
IV. PUNCTUATION, (Satz-zeichen).

Instead of being 28 might be thought at first hand, nere
refinements and really unnecessary additions to the msaning of
the sentenceé, in these codes the punctuation signs were of para-
mount lmportance in solution, and their identification was an in-
dispensable part of the solution. For example, it may be said
that the identification of the PUNKT (.) was probsbly the rmost
important factor in the preliminary steps toward solution. At
the beginniné when the would-be-decoder was working with wholiy
unintelligible "sentences” the me re ability to block out a single
sentence into its rarts, if t was & fairly long one, was of great-
est velue; and‘ﬁhetvgrious uggs to Which the Geramans put the im-
rorsant punciuvation signs fﬁinished the most surprising and valu-
able clues. Their discovery may be attributed more or lesa %o tle
unintelligent pédantry of fhe Geiman cperators, who in the begin-
ning varied only unconséiously & procedure once established, i.e,

-

thelir tendency was slavish adherence to & regular form. Hevwever, ;

P

e

‘M
ki 11

1t must not bs supposed that the uses glven herswith wers subjeot

to re¢ varisticn whatscever. They are only generalizaticns after

all, and just as we in writing clear text 4o not irnvariadly use

T

the sane punctuation in exactly the ssxe manmer ant in exactly the

sam2 risces, s0 the Gerzsns likewise veried their procedurs now
ho

" m’ o

| ‘ml!\lmnn‘\mim“« -

The c}aracueristics by means of whkich the most important of

&

,/ these eigns were classified and identifled followed from thelr uses

171' just exactly es was the case in all that has gone before,

" W




1 PULKT (pericd)

yé ‘ A, Uses.

1) Nor.al use in separating sentences within a long nmessags.

REF @p: A2458,1A17 PN

2) Sepgrating the various Eeadings of tgbulated messages in
the nature of reports. 'Eiémplezrl PUNET KICHTS PUNKT 23
PUNKT SICHT GUT PUKNKT 3 PUT NICHETS...etc. |
3 3) At the end of short, Singie—senterce nes s?ge
4) In abbreviations, probacly uhe most 1mportanu use, and thus
the most fruitful source of 1aent1ficailons, because

single letters way be found, Bxazples:

X PUNKT T PUNKT XK PUKKT tl&l&‘?tﬁl‘?PZH KOMMANDELR)
e A PUNKT V PUNKT O PUNKT (ARTILLERIE-VERVIFDUNGSOFFICIER)
2 R PUNKT I PUNKT R PUNKT (sz:ssam I}?Fw'rmxé REGIMENT)
R PUNKT I PUNKT D PUNKT (REfefERVE INFAKTERIE DIVISION)
LT-PUNKT ¥ PUYKT ( AL'E’U"A«"A T M. )
In the earliest codes these grcufs were yarticularly ceasy
to iden tlfy because there were no alternzites for any of
the letters nor for the PUNKT 80 that *he repe titions of
the latter in the form shown above were clear indicators
of the presence of such abbrevwations. o "

5) In se:tlng off addresses ama signatures ei*Fer accompanied

by numbers or not accompanied,
e : .

Examplég o
\6) REGIMENT PUNKT WARUM IST ebo., etc. R PUNKT 61 PUNKT
|») DIVISION PUNKT FEIND IN DIE MITTE EIN_DE PRUSGEN PUNKT BRAGAY.
et (e) mmﬁﬁn 35 RESERVE DIVISION PUNKT SOFORT ..., PURKT
{2V 4w 12 PUNKT RESERVE DIVISION
EE (£} 3 PUNKT KOMPAGNIE
= 8) In dates: 11 PUNKT 4 PUNET 17 PUNKT

AV}

7) Often used to raplace the vor& UER: 2 PUTET 30 (3:30)

&) In decimals
B, The result of all these uses led 10 tke characteristicgﬁy

means of which the PUNKT could be identified vsry early. These

charecteristics vere as follows:
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} i72£; 1) It was one of the most frequent groups, if not in fact
the most frequent one. .
2) It was highly colored red and yellow, never green, oC-

casionally blue.

3) It was repeated several times within long messages.

z 3. xomes (comma)

This group was noi nearly so fresquent &8 PUNKT and iis nmain

-3 use wes in serarating the parts of a sentencs, Occésionally it vwas

» used in the place of a PUNKT, as for example in the follbwing "VOoN

£ 2 UHR 30 BIS 3 KOMMA 45": ‘ /

Af orne time it used %o be veryifrequént in the following:
KOMLA N-D-0

o 3. DOPPELPUNKT (colon)

The use of thisAgroup was the sarxe as in English and it
often would overlap Wwith the dash (TRENNUNGSSTRICE)., Example:
55 VERLUSTE bOPPELPUNKT (<=Verluste:) /
- ANFORDERUNG DOPPELPUNKT (=Anforderung:)

4, TRAGEZEICHEN (Interro ation point)

) This group was of the greaitest importance in +that it was

L,g% N tound up with the identificet i%ﬁ.Of the main interrcgatives and of
" the verdb IST &s expleined &ﬂfﬂeﬁwxﬁﬂf—- On account of its almost

- - e

invarieble stationary position &t the end of messages, chisfly short

P ones, its freguenoy &nd red cglcr in the index was sufficient to
enable the solver to find it very e&riy in hi§ getudies, especisally
if "guestion end answer" ressages were indicated throughout the text.
Note the following messages: .

A €/PV v RS 1530 CHI-5 ¥AB RST ROB KNS UAF
55 ( RS v PV 1535 CHI-3 KNS RIN RBQ

v EN 0810 ¢HI-7 XUN RIF UFT RCS ¥SU UAF

v 83 0220 (C4YI-3 RIF UBS

v PR 1205 CCHI-5 KUN RCA EKSO UEE UAF -

v &Y 1208 CHI-2 XZR UXB

v ¥B 1635 CHI-7 XSU XVP KUK UFT ERCA XSU UAF

. v A4 1642 (CHI-4 RCE XSU ROA RIY
5. AUSRUFINGSZPICYEN (Exclazation Point)

%{ This group was comronly used in rrectice messages snd after

T
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ded one of the finishing touches 4o solution.

8. BINDESTRICH, (Psphen)

a) Its nomal use was that of a hyphen. Exanple:
ERD-TEL STATION. _

b) It was also equivalent to the word BIS. Example:
VOX 30-35 SCHUESSE. '

¢) In ééparaﬁing coordinates in iabulated EEeS8&EeS. iExample:
5 PUNKT-8 PUNKT NICHTS. '

d) In givingvtge strength of units. Example:
5 TE KOUPAGWIE: 1-%%0, which meant thet the strengh of
the 5th Cormpeny wes one officer, 4 N,C.O's end 40 nmen.

7. BRUCESTRUCH (Diagonal st roke)

This hed a particular use as a rule in the following cases
only: 8 / 1113 which egualled REGIMENT 112 COMPANY 8.
8. LNNUNCSSTPICH (dash)

a) This group was often used in the same wey as the RINDESTRICH,
seraraiing address and signature from the main body of the
text, for example: !

REGIMENT - WARUM ,.. .. ? — BRIGADE.
b) As a dash in English - separating an "afterthought" or
further explanation. |
c) As the equivalent of“gIS.
S, KLAMFVER (parenthesis)

A very rare group and difficult to identify. t ves some=-
times used to enclose an explanétion or an identification, exauple:
PLANQUADRAT 4453 (1: 20000).
-4 a *}J
V. RUXILIARY SIGNS (Hilf-signalj)

Trhe uses of thg§é suxilisry signs in these codes were very
definite and the identification of the important ones was necessary
o the completion of the reccnstruction of the cods, These signs
wers placed immediatély after certain words to alter, modify, or %o
zake more definite their meaning wherever doubt existed conéarning

their significance in the particular position they occupied.” 70n

~+vhis account, nanely, that they always irmediately followed a certain

short commands, It was not very important, but its identification ai-~

5
<
B
]
!
!
u
K
]
=
B
E
£
E




REF ID:A2458117 .'
g —47-

few groups, their position wes falrly consitant. Furthormore, they

-

never showed green color in the indexes, and, in facu, 1ittle color of

'any sort. When several sets of bigraphs were found, in each of which

57" é?/ 60 SCHUSS ¥EHRZAL (equals - €0 SCHUESSE) i

o 3. ERGTE STEIGERUHGSFORY end Z¥EITE STEIGERUNGSFORK :

5}%?{ These signs were used to indicate the degrze of comparison §
¥hich en adjective was meant to signify. Examples:

the second group was the sanme, the latter group was usuelly one of thes.
auxiliary signs. Therefors, when beginnigg the study of the code

text, it wes important to find and to note 21l gzroups which hal a
tendency to occur in pairs, or bilgraphs, on accowumt of the aforesaid
constancy of position of these signs, | Iumediately after identifying
any of these groups they wers filled out through the entirs text,

and the nature of tﬁe preceding group thus indicated. | This was of
great asslstance in forming an assumption régarding the meaning of =n
entire sentence. Continuing the chain, abéve each occurrence of

these preceding groups which had +thus been classified wes indicated

its naturs, i.s., NOUN, VERR, etc., €ven though it was not followed
by the auxiliary sign which had led to its classificaition.

) ANRLS S

The chisf charzeterisdies of the auxilisry signs were as

follows: i ﬂ/
1, HAUPTEORT and ZEITFORT. (%W/m fa3 & ’v'“f/v(‘)

The Ffirst of these two groups was used to change & verb into

& noun in case the latter was not in the code book, and vice versa in

the case of the second of these groups. Exauwple: DIE VERTEILEN
vEquals -

HAUPTRORT WIRD etc. DIE VERTEILUNG WIRD, etc. )) BIP\ .. "ANDERUNG
ZEITFORT Yequals - =& Ax DE%{ ; J
2. EINZAHL and MEHRZARL (aﬁmuu‘{«&!} .éma u«t LA )

These groups wers used to convert & noun which was found only
in the singular or the plural form respectively in the code book into
the desired form. Examples:

DIE GRAVATEN EINZAML (equals = DIE GRAYVATE)

GUT ERSTE STEIFRUNGSFORY AUFPAS EN (equals - EESSER AUFPASSEN)
HOCH ZVEITE STEIGERUNGSFORY ANTENNE (equals - HOECHSTE ANTENNE)

4, TEXESOATFE YErI\_

‘-,w-«- o
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4, TEVSES OF THE VERB

GEGENFART (pressnt tense) '

VERGANGENHEIT (past tense) .
I KUBFT (future tense)

MITTELWORT DER VERCANGENHEIT (pest perticiple)

These groups are all sel;—explana ory &and were fairly frs-
guent, They were first found in short messages usually snd from
there on the path was clear. The first one together with HEHRTAHL
were the most frequent, and thus had a tendency to forn bigrarhs

wore than wost of the groups. 4 careful hunt for bigraphs, there-

fore, usually disclosed these groura. f
eV ;)

5. BUCHSTAEIER GRUPPE (;g/<cxﬁi;/7 ;/3?7
that Spe]ﬁi g g Toups ‘b -

This sign was used to indicat
or ended. It was only used in the earlier editions of this code,
inesmuch as later it wzs found to be unnecessary.

As stated above the mannsr in Which‘these groups wera found
was by noting all bigrams and by studying the context of the messages
whersin they appeared for further identification. Often the sense
was clear but the intervening group which was present had to be gilven
& meaning, and therefore the decoder had to determine whether or
not he had there an auxiliary or possibly & punciuvation sign.

VI, BLIFD GROUPS /
/

In the period covered %} the above, the use of blind goups
v&8 80 relatively infregquent that they couid have been omitited from
consideration entirely, inasmuch &s they did not interfers with the

solution to any appreciable degree, The code book contained only

=

the cole book, end not enough stresss was laid upon their use j °eh

& few of such groups, all localized at the boitom of one paéex\of Afﬁ

them in the mind of the operators, who &s & conseguence iisregarded
them entirely,
In the later stages, howsver, the rrocedure with respect to

these groups hed been modified so much thet they hecame of increas-

bt | o i e ©

ingly greater importance es itime went on, Trhey will bs discussged
. T T

e v
in a further section., (sce pagé:-). é3 < ow/
\,_..-«’
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5?} but that the liaison between the German *Eneuny-Cods-Sectlon" and
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The uses and characterisiics of the six main seis of groups

have béen discussed, and indications have been given how solutions in;
each were made, Too much stres§ cannot bé laid upon the fact thas a&
no time was 1% possible To confine &ll attempis to the solution of

one set irst t ien prOUeed to another, and sc on. The work of solu;
tion and reconstruction proceeded in &ll of the classes simultanecusl§
solutions in one set leading to sclutions in anothsr in & never ending

chain. t must be emphasized that the preliminary steprs necessitated

the classification of the most important groups of each set of these

six main classes, Afser a few solutions had been made in each,

and all work rested upon & sure foundation)the road to completion

wes clear, It was possible in those early days, after considerzble
and as long &8 the code continued to be in effec

progress had bsen m&diﬁfo decode +the enemy rmessages as rapldly and alz

&8 completely as ;{\Was done by the enemy himself.

Messages dealing with plans for raids, local attacks or counte

attacks, reliefs, etec., were freﬂ"ently solved in time to be of great

AN
value,

SOLUTWON BY }N}LOGY

As stated above, the Gsrmans, in the Sprirg of 1217, were the
first to enmploy code on the Testern Front. The British and the
French soon followed their example, There seems to be no rsason
for doubting that the German Gode Office we able to solwe the ccdes
f the Allies, and thus aiscoverﬁag the-weakaesqﬁof code &5 a general

systen of secr2t communicztion in warfagi;’:?There is 2180 no doudbt

their own code-producing section was good, for 1T wes noit long belore
improverents and developments set in with respect to thelr own code,
together with a greduval improveme~t in code discipiine and personnel,
which continued steadily until the fell of iSlE, when their code
reacked & very high cdegree of complexity and szfety,

Before rroceeding %o & discussion d these developmernts it 1s

necessary to bring up s subject to which only &n &lluslon here and

there has bsen rade in 211 the precediing discussion, nanely, tke in-

rortence of AMNALOGY in ths solution of codes, In fact, 1t may be

R s

&&Q D"CU\?SIFIE’& Q_—

Pipe, =
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sald that there are two says of solving codes; (1) by ths wmethod of

, "First Principles", and (8) by the Method of Analogy. In brief, the

ch

distinction betwsen these two methods is *his: the solution of a

code by "First Principles" involves a long, laborious znd detailed
analysis of all groups, with the aid of indexss, record-books, charts,
extracts and all the various helps by means of which the code-solver
can bring the most important festures of ihe code-groups before him
in order to form a basis for the assignment of clezr-text values to
the code-groups; the solution by "Analogy" simply involves the study
of a series of unsolved messages the usual form and general conterts
Treban .8
of nhlch are known to0 the code- solverhgna 2ll he has to d0 is o0 find
the groups and ssts of groups in the unsolved zessagzes which are
analogous with the groups and sets of groups in the previously solved

=ess8ages in order to form a basis for the assignrent of clear-is

values.

The Analogy e*boa,patuv;¢?h can bu appll°d only af a solu-
tion by First Principles has disclosed the nature of the messages

sent by a%iven set of stations, As long as the personnel of these

stations remsins unchanged, and as long &s they continue to adhere %o

2 - a_cefinite prodedure, to & set or stereotyped phraseology, the Aralogy

3 Method is inveluable, and way result in & bresk being rade into a new

code when the amount of text is still very szmall, Vhen this no longer

continaies to be the case fnaturally the Enslogy ethod cannot be ap-

solution mMuas be attained by & recourse to Firs{ Princirles,

i}
H
[N
Q
[en

)]
o]
£

In the early days, each SUatlon had to send daily rerorts, and

these took the forz of stersotiyped messazes, which wers even sent at

the coded

pl
o

definite hours. A thorough stuvdy and acgueintance with
vext of nessages passing between the statlions whose new text was to
be =olved was, therefcre, nscessary and wes indeed a prercqguieite to

sclution by anzlogy. The decoder hed tc te fariliar with the form of

ttese zeports, their contente, their varlations and pecullariities.
The location of but a few of the characteristic "lardrarks®™ in the text

-

that was necessary: solution proceedsd

e

-

of & new code was gll, then,

.

very raridly, .
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& Note the following exenmples of typical rerorte such &s mighthave-¥ean
‘ sent during the sumrer of 1917:

PQ Q“RT 04.30 4 TLE 1 TL CHI-§§ 7
,AN-s-B-RESERVEoDIVISIOH»P?NKT-uORGEN-mELnﬁﬁe-PUHKTil-PUKKT-IxFAE-
TEIRIF - LOMA+ EIGEN- 1+ G+ TAETIGKEIT- SEHR LEBHAFT PUTKT"-DUKKT'VON'l'
UHE-BIS-B-KOHHA-SO-MORGEN-S~QEHR «LERPHAFT» EN» FEUER-AUF. UNSER-E+ VORe

I ,
o DER-E- GRABEY - VEHRZAHL» PUNKT - :
W pg | ' _ 7

' PQ vV RT 04.30 4 TLE 3 TL coI-31

3*PUNET+VON+1*8¢UHR«15+ BIS+30+ PUNKT 30, UX °V03'%?GUHR‘BIS'S'3‘
KOEMA*15 +HUNDERTs SCHUSS * MEERZAEL® AUFsERSTE+ UND* VIERTE STELLUNG* EXl+
PUFKT -

1

N3]

[§]
-

PQ v BT 04.30 4 TLE 3 TL  CF
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Enowledge of the form &nd conu ents of raports like thesv and
/ J

the carsful study of & few messzges in & new code was sufficieg?lto

The lmportance of the Analogy Method may bs iZlustrated best by

iving somewhat at length the verious steps in the solubion of the

n

bef

ritz Codes, which were s5udied by this office’y The writer %eakes
rleasure in acknowledpring his indebiedness ¢ & priliminary report
¢n the "Fritz Codes" ty Sescond Lieut. L&e.%ﬁ Seilkrs, Inf, for most
of tre reteriel discussed under this heading. ~— 5vjf’

The "Fritz Cocdes" were used by tme Fifth Gerzan Army up %0

the spring of 1618, Tiih the exceriticn of ithe Erergency Signal
Systzr (Géirih&¢~—l7~£eeéée; , &nd & spaclel colie for aeroplane

registration, tress ccdes, at ithe tire of their emnloyrent conghi-

tuted the only matter trunsmisted by wireless on the front of ihe
afocrecenticned Army ihrcughout the pariod stated. It must be re- -
rewbered 2180 thet at this time the oaile eletters of tte var¢cns od
Bu&u-O 8 rewained comperatively fixed, (seg ?&@%&aﬂ; Paée--), that

rrocad:: _0’ gvay eticn coull e suudied Irom dey o day.

e xS A———
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g ‘ In the Verdun Sector at that time it was the invariable

procedure occasicned by & General Ofder, in fact, for lower unlis

)

‘8 to transmit short)

+3 definite times during the day. The first sitep was therefors to

routine reporte %o higher units by wireless ab

scarch for these reports. Usually they began with either MORJEN

¥ELDUNG, or ABEND MELDUNG, <epending naturally upon the time of the

" day at which sent. Therefors, after separating out all the mes-
}, gages sent during the entire dgy into two classes, viz., those sent
from 00.01 %o 12.00 and those from 13,01 t¢ 24.00, a search was

made for a set of three grouprs which would be found to bshave in

z?' accordance with the requirements’of the words MORGEN , ABE¥WD, =and
o Y¥ELDUNG, That is, if these wordis be fepresented by the lettars
T 4, B, and C respeotively)then the messsgesﬁof the morning hours
4 should show among them several beginning AG, &nl theose of the af-

ternoon hours should show among them several beginning with BC,

- ,i:éﬁ Series of such messeges wers not hard to find. Now these
3B ,
- ' reports ordinarily referred to the messages of different kinds

67 sent by & station during the last twelve hours.
Here ars several examrles ¢

. o ‘ 5 '
e 1) MORGFN MELDUNG 1 cgg’-l 3 SCH fT SENDEN 4 CHFI EMPFANGEN

3) AFEND MELDUNG EREALTEN 3 curl 4 zfl GEREN
3) ABEND VELDUYG ALLE%S IN ORDNUNG

4) ABEND YELDUNG IN ORDNUNG

5) MORGFY MELDUNG WIE SONST

!

8) ABEND MELDUNG NIC :Tgs NEU-i-ES ,

Note the repetition of the code group for the single letter

I in messages one &and iwo, From this group the other spelling

groups CH, SCH and Z wers soon located, together with the verbs
SFYDEN and ENPFANGEN,
A§ this time the oparators were in the habit of expressing
. thelir eprproval or disarproval of msssages recaiﬁed by sending a
cessagre consisting of the cole groups for GUT or WEIN repeated two

or more itimes. Such messages, which consisited therefore of two

or three repretitions of the sare group, were watched. There would be
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sure to be one or more messages beginning with a set of three groups

1

of which the third was MORGEN, the second unknown, and the first, one

of these groups which was rereated as stated above in clther messazes.
Eere then was a clear indication that we had the phrase GUT% N MORQEN,

thus giving the important speliing group EN.
As soon as & few solutions had been made, the custom was to

send out a "First Lis{t" to the French Code Office. Ls mors solu=-

tions were made, subsequent lists were issued.
So invariable were the reports mentioned above thét practic=
&ily all "First Lists" of solutions for the Fritz Codes were identi=-

cel and consisted of sme or all of the following:

MELDUNG CH IN ORDNUNG
MORGEN z GUT
AREKD SCH UKD
;  SEEDEN I 1,2.3.4.5.
- “f ENMPFANGEN EN

“ﬂﬁfﬂm""ﬂvﬂggce an opening was made, further Progress was very rapid,

..V

During those days, when “camouflage of liaison® was vet in its in-
fancy, the sending cf practice messages by the German oprerators was
For a detsalled discussion of the neg¢-

t

essity for and importance of practice ressages, reference is made 4o

G%uﬁ\rca pageg --, of this report.

cuss the neture of the practice messages sent by the German operators

a boon to this code office.

At this point we will cnly dis-

at this.time. . y
,//// Owing parhaps to 1ack of imaginztion *hey were in the habit
of repeating short aphorisms as practice messages. They did this

so constantly phat in at least one instance it was pcésible to know

in advance what "aphorismus® & particular statlon would sad. Its
favorite was:?
MORGEN STUNDE HAT GOLD IX HUXDE
Sowetimes before a code was three deys old a thirbtesn group

ressage beginning with the word LORGEF and having certalin charactier-

istic repetitions would prove to bz this uroverb, spelled out as
followsse
HORGYFY ST-UHD-E ELT G-0-L-D IX ¥-URD-E

Yote

the reretition of the UKD-E in <thls nessags.
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Frequently the group for UND would be located already and would thus
aid ih&he finding of this proverdb.

| Having identified a few spelling groups further progress
was made by continuing the chains wh%ch they initiated. Fhole
words would now be solved. The auxiliary signals and puncfuations
would manifest themselves, and progress would be very rapid.

Having given, from the proverb menticned above perhagps,

the following: | ' -

'KKA RUC RLN UVE KUZ UVA
.0 8T -7

it was soon possible usually to complete ths messags without any
difficulty as follows:

e KKA RUC RLN UVK KUZ UVA
4 IST P -0 - ST DA ~-%-

=

The Qﬁrd IST was used very freqﬁently es a syllable.in the
werds L-IST-E, or HE-IST, and very often the vhole message

%0 BLEI;%N GEGENWART_VER%%EGUEGS L-IST-E?
would be solved as a result. .

Among th; ressages which furnished a graai dezl in the way
of solution by anslogy, end this applied not only to the Fr&tQ'Codes,
but also to the very latest codes, were thoss dealinglwith the
issuing and recalling of the SATZBUCH, or code-book, It is &
rather curious féct'that'thefﬁbde—bbok itself did not contain in its
" first editions the word sATéBUCH;nor wae it emong the many words addedé
subsequently. As é conseguence, whenever mention was mads it,
the word had to be spelled oute. How when & new code~book went
into effect, among the wessages of the'firsf dayts traffic would be
found almost invariably one or more messages calling in the old
code~-books, They ususlly began with the words ALTES SATZBUCH or
ALTE SATZEUECHER,

The appesarance of such messages was so regulzr that & hunt
for them would be made immediateljéfter & few spelling groups
hed been classified, Let w asséme that we heve found & message
in whick we heve underlined a chain of spélling groups and which

we susp2ct to contain the word SATZBUCH. The question then arises

a8 %o how to disiribute or assign the values in the chain.,

TR

WATD Loove
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From the various pravious solutions, the following distributions are
possio&..
ALT-ES S-A-TZ-B-U-CH .:i%..
sL7-E¥  S-A-TZ-B-U-E-CH-ER ....

v

ALTE + S-A- Tz—n—ﬁ—CH-Ep e

e I-B"U-— R .
the alstrloutlon voula bn furmished

The guiding c%heégfg;
by the indexes. It is obvious that the groups representing the
rarts of this word’éhould show the following charactsristics:
S-High frsquency, sowe color, of which yellow and red prsdominsie
ArHigh' frequency, little color, sometimes standing alone, or
even in the cowmpany of numbers. This arises from the use of this

letter in designating the subdivision of a PLANQUADRAT square, for

example: PLANQUADRAT 452384,

IZ-Low fregusncy, little color, sometimes standing alcne, or
even in the company of numbers for the same reason as given under
letter A.

O-Yedium frequency, no color, seldom found except with other

spelling groups.

WYY M e .

ﬁ&Medium frequency, no color, At one time the enemy had Leen

‘sending & peculiar type of report somewhat as follows:

T-3-15-2-0-3-15-3.  The nature of this report was undis-
covered, For this resson the letter % might sometimes appear be-
tween ntmbers., o -

E-Very high frequency, if colored, red or yellow, seldom green,
Often standing alone because of its frequent.use in connection with
the inflection of nouns and of such adjectives as ALT, VEU, SCHYER,
etc. 4 | '

gi-Low in frzguency, very little color, sometimes green or blue
occzsicned by the sending of such messages &8

cE-1 1307 FR-LE-D-IG-T |
2 CH-I GESCHICKT, 3CH-I EMPFAVGEN

ER-Fai¥ly high in frequency, colors, red and yellow,‘seldom
grzen, perheps two or three times blue, occasioned by such a mes-
sage as -

T-ER FAT TFUNKSPRUCE 2000 GE-GEBEN?

OO SN 10 I T 0 M DY 1 0 100 P N 1 0 1 G O 64500 11110 4w 0 i 1 i

EINNS RGa8 0

trmt s
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. ' Thie group (ER) mey be found alone frequently, that is in '3
. : N

Juxtaposition with groups evidently not spelling groups. This 1is

cccasioned by the use of this group in connection with the inflec-

TR Y A

tion of ncuns and of such edjectives as S”ARK, SCHTER, ALT, etc.
f Mi.'j:‘\ _—
v These brief descriptions will suffice %o emphasize the

e point that nct only cculd the decoder find no aid from the normal

frequency tables for the language, but also that he had to be famid

iar with the various uses to which th individuél letters and sylla=

(¢

-

bles were put in such a code,. In this, the knowiedge and ex-

perience gained in previous codes wes indispensable,

 rem=""""Tn these codes numbers were solved withoui much aifficulty.

~ In the fires rlace, the most imrortant ones, from 1 %o & or 7 were
classified very early, by the station reports which were the bésis
of the analogies 1eadiﬂg to the first solutions. Kunbers wefe
fiZ%} used in all the situations mentiocned on prage --, esrscislly fre-
quant was their use in connection w;th call-signs of statibns, snd
since in these days the call-sizns remained fairly constant, meny
1dentifications wers secured or corroboreted by their means,
The solution of complete words and phrases was the most

difficult part in solution and naturally fcllowed only after a

fairly lerge awmount, of work on spelling groups and numbers had bzsen ‘

done.  However, it must be added that rhrases and WICHTIGE MELDUNGEN

(importantfggggzégg) presented’difficulties noraslly insurmousiable
becacse the groups standing for such nessazes wers of such infre-
quent occurrence thet cerbteinty or corroboration of solution was
usually impossitie. Perhars if & close llaison beiween the intel-

ligence officers in the fronit line and the code office a hundred or

mors kilometers back wers possible, such soluticans could have been
E achievsd, ' But as & matisr of fact, while such sclutions wers im-

}f pcrvant they were of grsat interest only &%t the particular hour vwhen

ct

Tf they were sent. Yesseges deeling with the vical situation,
3 preraraticns, end intentizns wers of much grsater importance and
4 treir sclution was alweys w#ithin +he reslm of roseibility. The

idsntifying of such short end frequently used phrases as
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IN ORDNUNG
LEICHT VERFVUKDET
SCHWER VERWUNDET
LAGE UNVERAENDERT
was & comparatively.easy matter, but at the same time that repre-

sented the limit of sucecess in solving of such vhrases,

The Ffitz Codes continued 1o vield to solution along these
lines until late in the spring of 1918 when this office discontin-
ued their study and concentrated all astiention upon the Albsrd
Codes in use by the &Lerman unit "Detachment "CF ite THe Arzriean

Ersihrmy, Vrdd ol et N gt ;f_-;!,;ea .

As stated before, code wes introduced on the Vestern Front
sometime around the month of January, 1917.. After it was found
that code could be used with advantage under such conditions, wire-
1esB activity suddenly incressed very greatly in amount. This is
illustrated in & striking way by noting the great increzse ih

the nunber of enemy wireless stationst in Jznuary 1tl7 there were
approximately 125 on the Vestern Front; in August of the same yesr
the number had increaséd to almosi 700.

Wireless~traffic thus begén to aséume & very great impor{ancs
and .“L’s was but natural that Gcevelopments and changes should take
place, On account of the information that could ve secured by
nerely studying the radio traf;ib in its external asypects above, it
became necessary to adopt mea;ures tc rrevent the enemy from secur-
ing such inforrmation. | This was the beginning of the "Camouflzge of
Liaison", & subject which is discussed in detail subsequently (see
7%%{3' Peges --). For the moment we will not brezak +the continuilty of

thought, by gecing into that pﬁase of tke subject, vut will ccntinue

with +the ¥RUSA Codes.

— —— w— —— —

Lo
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It wes but nabtural theayv zlcprzent of methods of
camoufleging Iieison, and, &lso of cstr ods of scliving codes, that

th trench codes should increase in complexity. ks time went on,

it beocawe more and more difficult {0 recomsiruct the eneuy codes,

and the various séditions and complicetions which arose will he taken

up herewith,

P M U TSR | Y 5N A PO
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. The first change (towards the early part of Fall, 18917)

was an increase In the number of representatives or code-groups

for the the most frequently used groups, i.e., the adoption of "
"variantsrl Phersas up until this time such highly important and |
frequsntly used goups a8 PUNKT, numbers, and spelling groups such

as the iwmportant consonants B, C, D, G, K, etc., and even the

owels O and U, were without alternztes whatsoevsr, the enemy scon
found thet these grcups became so conspicuous by their high fre-
guency that most of the inmportant groups were increased to two

representatives, and some to three,

’““ The effect of these additions was not to cause any change

{i;ro ve made in the methods of classification and identification, as
8

xpleined in the preceding sections, t t¢0 render these processes
mere difficult &t the start, because of the reduced fraquency of
the maln groups, and the disappearance of certain invalusble clues
which were the result of the ebsence of alternates or variants for
the important groups. Consider for exzmple, the single case of
locating the abbreviations XTK and RIR. In the early dzays, these
abbreviations could be represented in one of two, and only two

forms:

‘.,M
_“A BA or AXBXLEX .
CDC or CXDXCX

—
in which A stands for the §;oup representing letter K; B,- the
group for the letter T; Q,ft?§=bne for R; D, tke-one for I, and the-
egg-for PUNKT.

Therefore, after PUNKT hed been identified (and this was
done very quiokly), as soon &8s such sequences s=ek gs those showvn
hea been found, it was soon easy te determline them to be either
XTE; K PUNKT T PUNKT X PUNET; or RIR; R PUNKT I PUNKT R PUKKT,

It weas easy to determine which of these twe vas corrsch,

But with the a:op:ion of two and thrse varisnts for these

freguent grours T, R, I and PUWXT, each of these abtreviaiions

could eppear in any of the large variesy cof for.s rzsvlting fron

urnber of combinaticns possible as & conseguence of this

ok
[
(U]
6351
©
ct
v

increase in the nuuber of code-squivelerts for each vvoup.
he metrod, then, of 1ocauing such a series wae to ssuly

&ll the kigrarhs, trigrarhs and polygraphs with & view to the emtab-

-

” &&Q chmssmri Qj - o
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'lishuent of eguivalency of code-~groups. Vhen %wo code-groups were

found to exchange pleces in cheins of grours, or when two or three

groups were found to occupy the szme relative positions in messeges

indifferently, it could be essumed that these groups were eguivalent

Or variants for the sawe group.

Having found, for example, a polygrarh repeated three times

‘EFGHIJEK

and twice &8s | EFPHKEJK

it wes not hard to imagine that the groups rspresented by the let-
ters G'and P, I end ¥ were eguivelents. By a stuldy of such czses
the alfternates and variants for the most frequent groups were class-—.
ified and later identified.

' To 1llustrete the enormous increase in Qifficulty of lc-
cating such & phrase &s HORGEN !ELDUNG, which fomerly had been so
ezsily identified, it may be stated that whersas at first there was
but one group to rerresent VELDUNG and cne each to rerresent the
varicus pearts of the day, &t the end of a year there were in the

code-book the following groure for the same exrressicn, each having

three variants.

LEEND BITTAG

VYORGEN VORILITTAG
VELDUYVG ; WACBNITTAG
ABEXDMELDUNG/ VORMITTAGSUELDUNG
MORGENNELDUNG MITTAGSHELDUNG

WACHUITTAGSKELDUNG
Despite this increase in the nubber of variants, code
rsseages could still be solved, though not so readily, because of
the carelessness and ignorance of the opzrators responsible for en-
coding the messages, a fault of which the Germen operatcrs wers on
the whcle much less gﬁilty than ar own as time went on. Trough
the use of the varienis was racowzended time and &gain, the orera-

tcrs failed to 4o so arnd it wes cnly after az long p2riod of inspec-

tion and strict reguletion that the reies for the indiscriuinste
use of varianis were followed, L% first, the Germezn operators

o be used only in cese t-e

ct
ct

ted the idea thet ths variante wers
group were rereated in & single message: i.e., 1f the group had

to be used thrse times the first time he would chocse the first of e
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the series of threse variants, the second time, the seccnd one, esc,
As a result, the first group in each set of variants was w==E by far

the most frequent and a great deal was detracted thus from the value

é:,f of the zlternates., Later, however, and possibly-aéigé %g; resulyv cof
regular insuruct;on in special schools, the German operators improvaed

é:d& vestly and the reretition of a group within & message became indeed *
a rare rhenomenon; alsc all three values were used indiscriminstely,

Another important facior was that the rule prohlbiting the speiling

out of & word, the equivalent for which existed in the code book,
was noy siricily folloved. The most flagrant violation of these
rules was encountered in one message sent during the month of Sep-
ember 1818, which was as follows: | : /
DSZ v DHR  (HA0 v ---) T-3.08.18.  10.10  CHI-10

h H 0 CH A N T E N N E
UAR KUE SHN ALV RZK ASN SAY RZN RZN 8AX

Thie message, afier we hed decoded it (by means of & cap-
tured code book) caused us much chagrin, for had we not hesitated
to follow through to its completion the clues offered by the re-
reated groups, we might have broken into this code in the early

rart of its life. This case also emphasized to us that one mﬁst

not hesitate to assume such an occurrence as the spelling out of & x»

word or a phrase which is alreadv rresent in +the code Dbook, even unde

. ‘
IR AT Rt PN i+

! the best controlled condluions, for the word ANTENNE wae among those

which suggested theuselves to lus, but bescause of what we regardied as

7F::> its high degree of improbability, it was not tested very thorcughly.
/ The next important changes wers as follows: %

1) The compoung nuiber s frow 10 to 30 were sdded, This nat-

-

urélly resulted in increasing the difficuliy in locating nuxbers,

B

N
v

especielly rilitery unit nu. bzars. Trhereas forzerly in order to 3

indicete the 135th Regiment, for exenmple, it was nscessary to give
the grecups for 1, 2 end 5, the saue could now be rerresented by two j
groups, 1z and 5, This also tended to reduce the freguency of the f
number 1 very greatly.

8) Vericus freguently used words #hich forzerly had %o be
srelled out were added. For exexnrle, a case which was rich in its

harvest of spelling grcups was the following:

e . D-IST-I-LL-IE~R-TE-S-TASSER |

~ -

"""“"”*z

!“ «\\_\E DECLAL G ‘H&_Q i
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é S Fow, the whole phrase DISTILLIERTES WASSER was represented by one
}‘group. Other additions of wuch importance were the groups repre-
sentihg the words TELEFON, RUFHAMEN, SCHLUESSELEEFT, etc., which
formerly had to be spelled out,

3) A table of ths hours of the day was added, giving for each
hourly and half hourly perioa of the day thrse variasnts and also
having two complete sets, one for the morning hcurs, the cother for
the afternoon hours. Thus at one stvroke, the entire set of groups
by means of which it was rossitle to locate very quickly the prerg-
eltions VON, BIS, ZWISCHEN, the word UHR and elso the very import-

ant numbers from one %o twelve, was destroyed, and from then on

~J*fi:§ such identificaitions became very difficult. The enemy alsc added

%ﬂ: ff & smraller table glving two alternate equivalents for periods of
§i%fv time frow five min:tes up %o 55 minuies.

4? % 4) The entire procedurs with respect fo nulls or blind groups

f;; ‘ was changed. The nulls increased in number from 13 to 50 and
*wéfy_ were distributed in sets of 4 at the bottom of nearly every page in

the code book. The instructions were to use them very liberally
end especially in messages consisting of only two or thrse groups .

The first code in which theilr use in such & manner was 4iscovered

33{ S wes in Albert Code No, 10, Long after the bresk was nade into this
?”ié code, in fact weeke after thi code went cut of effect, continued

?l; study of this code&rought td/light the fact that the high frequency
groups for which no wvalues could be found, and the presence of which
ngvertheless 4id not seem to interfere with the sense of most mes-
sages were nothing else but blind groups. Three g% four of éuch

r grours having been identified in perfectly legitimete places, such

ko]

.
' .

f=3

Ayt ee tetween spelling groups, these gr curs were traced throughout the
e text, when it was noted thzt here and there an entire nessage con-
sisted of nothing but a series of trese blind grours acccrranied
by the groups for UTERUNGS FUNESPRUCH. Following up this clue it
-
‘f'dﬁ socon becaune arp&rent/ttat the enemy was sending as practice messagss

e

cheins of rlind gffups vith rerteps one or two "reel" grocups in the

S s AP Py TR T

-
Lof
651/( wholé message. By followinz oui this clue, the entire series of

about 50 blind grouprs was identified.
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’ Now & little thought will show that such a method of emzlcy-

ing blind group rut new difficulties in the way of the code solver,
for the blind groups, if used with discretion, would behave exactly
like numbsrs &s regards first, their irregulariity of interchanges

and second, thelr coloring in the indexes, since they could he

- rlaced anywhere in & message.

It becane necessary, thersfore, to find some method of dis

tinguishing numbers from blind grcups, for at the beginning when
the code=-solver hes hardly any gulding poinﬁs at hand, once having
starteélout on & false track, he might readily classify end build
up as & whcle series of nw.bers whai really was nothing bvut a
series of blind groups; |

The clues for distinguishing them were found not in any
rarticular characteristics of biind groups themselves; but in the
characteristics of the blind groups as used by the Germans: they
carried a good thing too far. The operators got into the habit of
turming to = page end transmitting the series of blind groups in

the order in which they stood on the page. The result was that

R

as the text accumulated, and the blind groups stood out bscazuse of
the freguency and ubigulty of their positions; the finding of indl-

vidual messages with & chain of such groups scon cornfirned their ide:

tification &s blind groups. . ‘Vsry often, furfhsrmore, & blind

Y

group would be found bet weln two groups which in other places foraed:

[EPS PSS

& bigreph, & very clear confiriation, therefore, when sev¥eral
cases llke this were found,

It should be added, however, gh et when there was really
Inportant traeffic going on, the operators ssermed to fbrget ell

about blind grours. In otter Woris, the leavish use of these wus

confined to practice nessages and to zessagses couing from a quiet

"f;‘i/
= The addlition of 811 the groupe wentioned aove, together

/fQ? with an increase in the nuuber of variante for the important groups

neczzseiteted the addition of the letter § to the szriss of initi=zli.

(D

ing “he total nuuwber of possible cowbinations from 2,038

)
b G

etters r

to 2,%04 conbinations,

a
.

Hent r e
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) The final additions end changes to the cole were evan wors

radical.
1) Yore spelling groups wers added,

guent combinations in German, (b) for frequent ccubinations of

this time (&) for infre-

letters found in the Freanch names of towns, such &s AIN, AGYE, AYCE,

UX, BOIS, etvc., etc.

3) The adoption of an enciphering table containing cipher

equivalents for pairs of letters; this table was to bs used in

The following is a translation of the

spelling out nlace naes,
dire ctlono for the employment of this sySJem, as contained in @ha

code=book itself (see pagegzgg—o_ Exhi“lus~:g and )
bcﬁméji) | SYSTEM ¥FOR THE SPELLING OUT OF WORDS.
. The Encipheruent.
"571§ / 1). Write the word to be spelled ous, writing the letter tft
ii' | as'AE!, '5{, as 'QE?, 0 oes 'PEY; for example, Dusseldorf - Duessel
e |, dorf, Divide the word into pairs of letters. If after this an

unpaired letter remains at the end, add to it a rscognizably dummy

lester, for example J, X, y or I,
LTI Exaxple: The word DUESSELDORF would give:
I f 3) Encipher-ggﬁ palrs of letters thus formed by means of the

This is done by finding the pair of letters

DU-ES-SE-LD-OR-FX

Enciphering Taltle,
and setting down the pair of letiters standing besside them in the

table.
;/ Example: DU=sLZ; FS=JdT; SE=CH;
rair thus found place as the

LD=SE; OR=BV; FX=¥WD,

3) In front of ever- enciphered

§
| third letter A, K, R, S or U.
!

- : _gfdf Example: ELZ AJT UCH SSE RBV SWD,
§i- I A AP ,
o i / 4) OCount the threce-letter groups fornsed in this zeanmner, find
. ;é;)ﬁthe SPELLING SIGHAL corresyronding to this nu.ber, and set it bafore

; .
; The Spelling Signal indicztes to the deccder how zany groups

following 1t are notv to be found in the ccde-book bulb wers bulli

up by weans of the Enciphering Table.

Exanple: XLZ AJT UCH SSE RBV S¥D,

There are 6 groups., The Spelling Signal for "six encipher

ers follow" is UPF It is set befors the grcups.
UPF ¥LZ !JT UCH * SSE RBY SWD

g

rairs of lett

- e A e A St e s e 1

R

. ‘ .‘ , R“Q BECTACS ma_Q_rl\ :t
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—84 -
SYSTEM FOR SPELLING
Deciphering.

If one finds in decoding a message the following meaning

for & group:
r ollow (nuwbzr) enciphered pairs of letters then
"There follow (nunber) enciphersd pairs of let ", thre
es many of the code groups following this signal as are indicated

by the nunber are not %o be sought in the "Lecoding® part but are

t0 be tresated ss follows:

1) Strike out the first letter of every group, sc that

peirs of letters rexain.

Example: The message reads:

shexe. SUNS UEC AUQ KWU RCV SRY SHZ UQS €FI
{ CUMS = STATION
= There follow € enciphersd pairs of letters.

The initial letters, therefore, of the succeeding six

groups are stricken out:
A
£U7Q FwUu Fov grY #Hz  Fos

2) Decipher the pairs of letters thus formed by means of

the "Deciphering Table”, This is done by sseking the pair of let-

ters and writing the paierf letters standing opposite in the table.

By writing together the pairs of letters thus found, the clear text
results.,

yd
UQ = DU, NU@& ES, CV =« SE, RY = LD, HZ = OR, QS = FX.

DUESSELFORFX :‘DﬁSSELDORF
3) The ccae groups then following in the messaze are lcoked

up in the "Deccling" part.
Exazple; The group SFI follows.  SFI - AYRUFEN (call up).

The aecoded xessage reads: STATION DUSSELDORF ANRUFEN, )

-

o further explanation of this svstem 15 necessary. The

Enciprnering Teble cranged with each code, and the equivalents were
&t random, there béing no systeu whatsoever to the construction of

the table.

A study was uwade to determine whether such enciphersd spel-
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"ling groups could be detected in the new code text, whether the

Germans were actually meking use of this table, and 1f so, to

what extent. A lerge chart, 386 x 38 ¥ was nade. Each one of

the 876 smaller squares was divided into five parts and the text

. was reccrded in the following wmanner:

ct

'.
g
[N
m
Q
b
®
a3
-

C. ,
Surpose the group Rgg'were to b2 recorded in Tt

The grcup belonged in the large square ae%ermine‘

(¢

g
i
[
ct
o
L]
[+1]

c.
A and B, and on the line rnservoa for the letter R) check mark

w&as placed, L group U%B would go in the same square but on the
wMg“L

line opposite the letter U a check-was rileced, Thus:
X ', A ., B ., 06 . D . E ., etc. .
= L) W\\\\““~\$\K— v K=11i1 ¢ K- : : : :
o : : R> ¢ R-11 : R-{ : : : :
. ffi a4 U{§ : U-1171: u-l : : : :
T : 8- : S-111 : s- : : : :
L T A- ; A-11731: A- : : : :
PR : : : K-1 : : 3 :
' : : : r=(1171 13y3 1371 1371) : —
A B . . « U-ldi : : :
: : : S- : : : :
: : s A : : : :
: : : tE-1lix : :
c : : :U-(1271 1173 1173 1373):
: : : :S- : : :
: : : sA- : : :
D : ; ; :; ; ; ;
7 cto.: ; S : : :
f — > : T WYy MO R ) ;e
éi §f> Wow the theory was that since any one of +the letters
¢€ K, R, U, S or A could be prefixed to these.encipherments, & Squarse
; which showed & diversity of prefixes might well indicete one of t“esA
spelling groups, whereas a squars showing a high degree of consiercy
et &8 regards initiael letters mould be likely tc be a code group, On
*{_'f this basis, the group AB as shown in the diszram might well bz an

ern¢ipherad spelling group, whereas RBC and UCD ar2 probably coaa
AR
EIUULE . To ckeck this up, suprosing that the groups ending B3

were found in the f¢llowing chains:
ATEZ RAX zzmr'n}xs’isgv RIV UCT
" . ROV EAX XUW ‘UAB%RAV' LIV ATK
ATE  TAX RUN'{IKABESAV UIV RIP
RCY SAXY Utm\zSA’E bkev ATV mn
ATE ALY AUX %KAB }-Av SIV XOL
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The finding of Buch sequences would be =z Qmplgte confirration of th
theory thet we have here an enciphersd word of five digrarhs which
begina with the group AX and ends with the grcoup IV, The constancy
of the'gro:;s ATR and RCV shows them to be the spsllin -grouy &lgnal
for five grours wherezs the incongtancy of the grours following the
.encipheréd spelling groups shows that miscellaneous text follows,

A fairly exhaustive study of the text of one code failed %o

disciose such phenomene, whereupon vwe were ied to conclude that

the enemy was waking very little use of this table, Thi%oonclu—
ES ' : sion wes coupletely substantiated when & copy of the very next code

was capbured and it was found that the use of this %able was indesd

Tars. : okuaxquLMQL% L&Jﬁv{,?rkbgg"
5) The extensive use of and change in procedure'as regaris
DECKIFAYEN .
This was probably one of the most important chan és in
_the entire development of ®he code, bscause of the stuwbling blocks
‘ it put in the way of the solution.
p——" 1% was only after listening-set stations were established

/f on the Testern Front, and their possibilities discoversd that all

(-

the warring forces found it necesssry to adopt a whole system of

conventicnal or code names to deslgnate the varicus Military Tnits,

ersillery—groups, suppori—groups, observaticn—posts, geographical

*“} . pcints, etc., all along the/whole front. The CGermans called them
DECKIAYEN (1iterally "cover-nasme§ or disguise-namsd'). Up until

the winter of 1917, and early spring of 1918, when & DECKNVAVEN was.
T used ir a code message, it hed to be spelled out. The resuls was

tice aided very ccnciderably in the sclution of

Q

P It

ct
22
Q
]
ot
15
{\1
ct
m
o]
Q
ry
o
4

ST sveliing groups. By the end of spring 1918, howevzr, & most rzd-

lcal change took place ir. this resgect, &5 a result of the very
sirple expedient of arplying code-groups 3o the DECKNWAMEN, and
changing not only the lettzr every few weeks, but also changzing the
code—groups with sach rew change of code. The very earliest code-

bocks Lred pages essigned for ccde-grours of DECIIANEY and OTTETATEN

cr plzce-nz-es, but ther were not rade use cf to any great extent.

’

|
|
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But iate€r, when their inmportance became understood, w#idth the Issue

of each new code, a list of DECKNANEN equivale tor eagh sector
‘?/‘V(D MQS' U}‘g\am AT o ) o i ! Taa by ui’a
was pro videdhﬁn either Corps or Army Headouagters. Tbese wers

written in by hand, or the sypswritten sheet was pasied inside the
book, at the proper place, by each unit recelving & copyv of the
code~book, Note peges 21-24 in the rhotestat copy of Albert Code
Ko. 17(%2xhiti* %%9ané:ﬁhgﬁ%gn%ﬁ?€&‘ﬁﬁﬁﬁ”6*‘ﬁ A NEN ;-3 RONR.. A8
<Exh¢r$*m%%. -

o I3 is obvious thet, as a result of these changes,

Z) L marked reduction in the use of epelling groups and of

runbers was thus effected

olvaed nc actuel iaentifica-

W

ié) Even if such code grours were
tion of Military Units or of rositions could poseibly follow excert
by circuusbtantlial evidence.
It shopld be added that the grestest effectiveness cf
DECKNAMEN was during positional warfare, since in warfare of movs-

rentv, most of the units and groups shifved rpleces, AT the baginning

cf their employment, the custom was regularly to begin the message

with the DECKNVAMEY of the umit addressed and to end with fthet of
o“e unit sending. As a consequence it was very easy to lccate

these DECKNANEN and upon scme occasione ceritain deductions were

possible with regard to veliefs and changes in battle crder; nsuely,

vhen & unit bearing & given’DECKRAJEN was founiro disarpear from
one position ara'yélSLadenly reappear in another position, indica-
that a unit had moved and faillzd to také the DECXNAVEY of the unit

LIPS

whose place it was taking, & procsdure which vwas absolutely against

egulaticns, Hewewer, latsr even this methol of using the DElH-
¥WAYEY, which resulted in their bscowong conepicuous, was awended,

80 thet they coulld not be distinguished from the nemes of Ulitewy
Uriits, such as ragiment, trizade, etc., or at least cnly 7ith rreet
Gifficuity in = quiet secior.

In additicn 7o these DECYNAWEY arrenged in alphabetical
crier there was & spscial table in the l§st coles Lty reans of which
the code—groups representing, let us sey, the DECKIIAYEY of a gilven
artiliery group, changed with every ten-minube pericd. {A-serpiv—of.

b o™ - . ~
s : —Cn—Pegss—E IE: —

e e 3~ |

; N\% DﬂLASS!FI{ﬁ-O él ‘ - | . |
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) Suppos™yz the time given by the & 8N OpeTATOT WaS i2.25,
and the message was addressed to group IARS,  the code nars was ROR,
If tris saﬁe group was.aidressed at 10.32 its DECKNAMEK wculd be
rerresented by AZI. At 8.55 it would be addréssed as RYI, etc.
In other words, the DECEWAMEYN would b2 chosen accomiing to the

. . o . . s i . -
colun under whlchyhe minute-period for theparticular message fell,

R It is not lmown to what extent the Ger:ans nade use of this table
R T
. ii . in every sector, but in certain ocnes, it was used a great Geal,

i ‘ o

end with gcood effect.

H.DISTORTION.

In orde® to make clear the nature of the change which is
to bs described now it will be necessary o recall 1o the reasder
t-at the first process of solution cf a code, namely the procsss

which hes been terwved classification above, was dependent upon

-: . the external characterisvics of the maiésets of groups in these codas
»%ffg &s deternined by their uses. Spelling groups, for exampie, hadi the
| z chief characteristics of arpearing in chains, in rore or less defin-
:t? , ite positions; Supposing now that the cofe groups of which & unessa:

R Lo Ac, e 2
PN #es corposed were shifted about so that all constancy orgTegulerity™
f, /"'—..-’-—_____ l

f position of any code group has absclutely broken Lp, it is easy

lf! . wrntd Ge

to see that the greatest of all stumbling blocks kai--basa rlaced

‘in the path of uhe would-be-coie-zolver.

ﬁAOﬂﬁj Supposing even that classification of spelling groups
could be wadé, it is clear yhat the difficulfiee in the way of
building up & word whose farts were scattered and mixed about within
& message weuld be enoruous. This $s5 exactly what the Germens did
&s regards their practice messagss, by means of an apparéntly random
distortion which resulted in a complete transposiiion of the grcups‘%&

comprising the nessages, This phenomenon was first encounbtered in

"
: ¢

“he Three-Nuwb-r Code and, of course, evidence was scon found in
the Thres-Letter Colde thzt the sare praciice was teing followed,
It was ot until the capture of the code-book arplying to Albert 17
(Exhibit “é) enabled us to decode completely the text, that full

confirmetion of this procedure was fcurnd, few attenpts to cde-

v

terzine the nature of the transposition were unsuccessful and 1%
weuld scem thaet it was insended to be mwore or less of 2 test or a
puzzle for the receiving station to put together the distorted nres-

sages, aside from confusing the enemy code sxparts.

- -
-

v - - S em e e gt c w4 g e e e = —wge e - .
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ignels for distorted wessages, the enewy had a table feee—TPose-

A
“8l-of Exi-boit—T0), vwhich changed with the code.  These signals

changed wish-—<he Late daily. Examples of such messacses are given

[

IR 11 % i SEREE

subseguently on pages --—-.

As stated abecve, such tricks were used almost exclusively

m

conseguently, in an inactive sector, where

e

in rractvice ressages

U}

very little rezl trafific was necesszry, by fall of 1818, the text
presentsd & rather hopeless case to the code-solver and it must be

adritted that kherdly any information of value was or could have bheea

secured therefronm, As soon, however, as the sector.b2gan to be
ective the éntire coupiexion of the codse changed and tcok on the

rezularxgERx arpearance of real code text, and it becaze possitle onc
= ]

eful information.
ERE I U SE
no rention hes bzen mede. of the

0

mere t0 dig in &nd Ho extract u
LENGCTH of TIME coDE
n &ll that heas precede

ol

fector which wzs of the highest importance in the solution of a

code, i.e., the "life" of the cod de, or in other words %the length

e

of time it continued to be in effech. Below is given & tadble show=-

i

ing this informetion,

G - Sector

Type Hanme No. Ccrmencded Ended o, days.
KRU Rritz 3 Aug.29, '17 Oct.30 83
# 8 Oou.zo ¥ov,.36 2 Everaye
n 11 Yov.27, Dec,38 z0 :
" 14 Dec.27, Jan.28, '18 23 )-- 36 r{-nu‘:?
: n 19 Jan.zg,'ls Feb.38, 31
: " - 33 Yar.1, Ltpr.4, 35 ~
s " 28 Apr.5, ¥zy b, 31
§
KRUS Jean 1 ay 8, ¥y 23, 18 g__ 23
" ) ¥ay 24, ~ Juge 20, 28
e xrusA  Andrd 3 June 21, July 14, 24
gk " 7 July 15, July 21, 17
- “g " 8 Aug.1, Aug.14, - 14 )-- 18
o " 8 Aug.15, fug. 31, 7
‘ YRUSA  lmrcel 1 pug. 22, Seyt. 22, 33 )
" 2 Szpt. 583, Oct. 3, 11
" 3 Oct. 4, Oct. 13, 9 )-- 18
" 4 Oct.13, Yeov. 3, 32
" 5 Nov. 4, Nov, 11, 8
= e - r: < h. -~ ,-} '
2] \ A . . .

~
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H - Sector (Albert Code)

Type No. Commenced Ended No. days
KRU 8* Dec.28,1917. Jan.25,1918. 29 )
7* Jan.25,1918, Feb.21, 37 ;
g* Feb,23, © Mar.3l, 38 )-- 25
g** Ker.23, Lpr, 4, . 14 )
10 Lyr, 5, Apr.29, 25 )
ERUS 11 4pr.30,1818, ¥ey 19,1218, 30 )
12 Yay 20,1 June 6 18 )-- 21
13 Jurne 7, hmezo, 24 )
v X4 Fxiyxk, - Iuixxis, %
KRUSA 14 July 1, ' July 14, 15
’ 15 July 15, hug, 8, 33 )—-- 18 -
18 bug. 7, Aug, 21, 15
KRUSE 17 Aug.33, Sert .18, 26 )
1g*** Sert.17, Oct. 21, 35))-- 87
18 Oct. 33, Yov, 11, 21 )

* Plbvert Codes #8, 7, and 8 were callied Nancy Code #1, 2, Znd 3,
until the French Code Office informed us that they hLad arplied
the name "Albert" to this code,

** Sometimes & code changed at the beginning of an offensive.

. KRUSA .
*x* This coae ran longer than any othsr oaxe kmown. t wes &t the
time ¢f the &+t. Hihiel opsration, vwhen the German organlzation was

comp*eue¢y aisrupued evidently.

It will be noted that the avera l1ife of the early codes
wes much longer zs compared with that of the latest codes. The

reader will undcrstand by this time the importance of this fact;

for the ease of breaking into & code varied dirsctly uigh the

arount of wmaterial. In the early codes, when nc great 4if ficuliies
were encountered, the text/;f one week was sufficient to snable

& breek to bz made into’a new code, and by the end of three weeks,
ressages were being rezd by us as quickly and slmost &s completely
by the code-officed/as by the enemy. But wken the codes becare

mere &nd mors difficvli, =nd et the same time the 1life of esch one

wes wade shorter and shorter, the amount of information that wsas

~received was .very greatly reduced.

The guestion mey bz reiszd "how was it determirned when the
code hed chenged?" This was not & difficult matier at &ll, end

scrnetimes wes Jeterined even to0 the exact bour from externgl evi-

d=nce alcne.

-

-

/NS EGLRod Y s

IS




REF @D : A2458117 @

- The expert soon acguirss & highly trained visual memory
without which he is iost in code work, LAs svated before he must

be able to recognize on sizht +the freguent groups and he should be

eble to remember their relative positiops'in messages, even theilr

MR b G -

Freceding and succéeding groups, what ﬁ?éraphs, trigrayhs, snd poly~-

L

graphs they form. Certein ssquences are familiar to him, and

1 gy
L‘“";a‘;’n\‘. %A 1 It
ini

his memory becomes so trained as to snable him even rexenbsr in

o}
what message & certsin polygraph cccurs, Wow when the text tzkes
on &an unfamiliar, Wholly new appaarance; when new groups suddenly

spring ituo prominuhca, with a srzzi-disappeara wce of the old, fam-

¥

ilier, frequenu groups, together with their coumkinaticns, the code zan

»
e A 8 o i 5 o B

becomes aware of it at once. The change Iin these codes could be

detsrmined o the very day, =nd it %as uveuzl to recoznize it not

later then the first day after the new code went into effect.

The code officers, thersupon notified the chief recoriing clerk

who had & set of new index books preparsd and the rzcording of the

gég new text began at once. | X

?:,w—*““”“"’_—fgfgg;;;; be added that at the end of the summer of 1918,
;7jf£ the nunber of code groups in the trench code had incrsasei so

much that the Germans adopted the umlauted letters for use in the

second and third letters in code-groups. THowever, the umleuted

letters gave rise to so many errors thet it is certzin had the ar-

mistice not gone into effect s0 soon, the Germans would have dis-

carded this procedure and would have added another initial letter
to thke series,
It will te inferesting at this point Ho compare the "Pra-

3 liminary Remarks® tc the early code-books with those apriying 4o the
-

Ly latest, | A 1

-*3 v Compa the, follow 1ng “Pre7iminary Remearks" to IRUISA

1 ’f&v&/‘l P

_ Caly re ALt MdiGJf@T' ) ;

Cole #1532, “Bxhaed /ﬂ 41th those of RukibiiB, given—on—pages !

o A et

BT o Tl i a0l »A/J{ﬂw’t‘«r//c WJ,/ Ce.

. | /Y »/[; V,/' LA S Lot "5
't LY !(/C/zdwi A 7 e 1
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R
e PRELIWINARY REMARKS
1. All reports and orders must be encoded by means of the
code-book, Clear text xay be sent by wireless only in case of
extremxe necessity.
The wixing of clear text and coded text, s&s well as the
‘ insertion of uncoded numbers, time groups, hyphsns or puncituation
in the code text is forbidden. Phreses and sentences whbich nay
! be tremsmitted by one group in the code-book must not be sxpressed
E by their indiviau=l parte; for exesxple, "IN UNSERER HAND by IK‘UIQER
i .
i HAND, v
g ~ hed ~ v - ‘
! Words and wori-endings which are not absolutsly necessary
for the understanding are to be omitted in encoding; for example,
ey, encode BEI FEIND insteed of REI-¥ FEIND-E, etc.
o ‘ ' .
:;"{; ) 2. The code~book consists of the part "Encoding® and the xars
¥f>! : "Decoding®, and contains three-letter groups of which the initial
T
By 0w, -
. letter is A, K, R, § or U,
- R J?l "
Lt ; a) The part "Encoding" contains the following sections:
£y z
el | I¥PORTANT REPORTS
T GENERAL REPORTS : ¢
E;{.@ | STATION AND SERVICE REPORTS
e ! WEATHER REPORTS
00 ! ' PLACE NAKES ,
B : , ‘ MILITARY CODE NAYES :
Lo ; HUIBERS L
L ; ; HOURS OF THE DAY |
! LETTERS AXD SYLLABLES
I AUXILIARY SIGHALS -
: ~F PUNCTUATION
; » VOCABULARY AWD EBLIND SIGHALS
] , SPELLING SYSTEY
i LN
1 :7 &l After each section, as well as in the vocabuleary, spaCe has
t 4 .
% éeen left for the insertion by hand of supplements.
S i For the military names (Staffs, Formations) only the code
g | razes under the "MHilitary Code Names®" eare to be used, not the real
designations, The nuwbers of the lines in which the code-nanes
‘ for Givisions, brigedes, regivents and battalions are to bs inserted
' i will be deterwined by *he Grukonach (Corps Sisnal Conuer avr), the
§ reveining code-nawes will we insersed in places whers desired,
B In the part "Lecoding® the conveniional nems is to be in-
v ' _
v serted by hani opposite the six code groups whick belong to it.

For simp;ifying this siork trecse are indicated by & pair ol crossed

ST
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b i dh .
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X;ﬁ4{;4@{

g
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‘deggers. The use of cother code groups for the designation of

conventional nsmes and the use of the code groups indicated by the

croased daggers for the designation of other meanings is forbidden,
The naxes of places must be inserted aznd provided with ocods

groups by the ireless des aohment itself accoralﬁg to its needs,

The code-grogps which have teen provided for such supplements &r3 t0

be taken from the part "Decoding®. The exployrent of other cole- |

groups Dy & recourse to groups With new initlel letters is'forbidden

Such military nares and plsce names as are nob prbi?ded for

[

in the compxeue filling in of the code-book are to be trensmifted

by means of the "Systexr for Spelling out Words“,~which ig found at

tke end of the part "Encoding®,
The Auxiliary Signale are placed immediately after the
if it is de-

g
e o
e e g .

groups whose meaning is %o bevchanged. For example,
sired to encode ANGEFORDERT, the signal for MITTELEORT DFR TERGAN®
GENEEIT is placed after the group ANFORDERN; thus, S0A UID,

The Auxiliary Signels will be used only when necessary in

125 ordier to &avoid an error.

‘ o Blind Sicmals are inserted st the foo: of every pege
O N & -

f;%:’Liberal use is to b2 wmade of them, Above &ll they wmusi be inserted

at rendom in freguently recurring, similsr or stersotyped rerorvs an:

orders.

Short messzges whith consist of only one or very few groups

ers to be disguised by the giditicn of several blind grours.

In decoding,thess blind groups are merely omltted.

Tre vocabulary is arranged alphabetically, The umlauted
vowels } and U are also contained in the vocabulery; 8 is treated
es O, In éijectives, the group for the uninflected form appliss &
elec fcr the inflecuei forus; for exanxple, the group for GROSS

arrlies equally for GROSSE, GRJOSSER, GROSSES, etc. The group for

(O]
=
b

DITSER &arrlies lik

se for DIESE, DIESES, DIESEYM, DIESEN. Tre

group for the infinitive arplies also for example, ARFLAUEN, for

b-
; FLAUT AB; TEJEEﬁ fof NIMET. Rsflexiyeiverbs are to be sought unie
; the verb; for example, SICH, AUSDEHNEYN under AUSDIEYEN SICH; SICH
{ EINGRABREX under EINGRAREYN SICH. Phrases like AUF DEN RECHTEN

4]
FLUGEL, U'TFR FEUER NEH{EIl, EIGENE ARTILLERIE, HAT AUFGEH&HT ou

v

BT SV SNV e e

3
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.SPKT, are inssrted conce in the alphabet accoriing to thsir first
vword (AUF, UNTCR, EIGEWE, HAT, ZU), and then agesin under the suc-
eedirg noun, verd, oto. (FLUGEL, FEUER, ARTILLERIE, AUFHOREN,
) In similar manner the frequently recurring forms of the
suxiliary verbs and verbs such as IST, TAR, WTIRD, XANY, GEHOMKEﬁ
arz fo be found once under these forcs and then also under the

1
infinitive tc which they belong (SEIN, WERDEW, KONWEW, FEHUEN).

For the spelling of words which are not coniained in the

codie bocock individual letters, double letters, and sylliables are set

forth under the section LETTERS AND SYLLABLES.

The SPELLIHG of words which are‘contained in the code=book

is forbidden.,
If “here are several code groups for & word or a phrase,

thess groups wmust be used at random, for example even if the word

cccurs only once in ths message, the group which stands in the firgt

in the code-~toock is not to bs chosen invariably.

rosition
b) The part "Decoding" contains first the three-letier

rl

groups with the initiel letter &, then those Witk the initial letter

K, R, 8 and finglly with the initial letter U,

e part "Decoding" there is +the Enciphering

>
[~
ot
jm
(5]
<
o]
ch (e
O
+h
ck
ju
’..J

r
Teble of the "System fcr Spelling,

;
3. In & change in Code~Groups it is necessary to pay particu-

lar attention thet:

|

1) The change is made in therpart "Boding" an

i

4 the rert

»

"TDecoding".
2) Those grours whose significance appears in several places

i :
(see above; AUF DEM RECHTEY FLUGEL, UTTER FEUER ¥EHVEN, ZU SPAT,

ST, TAR, ¥AY, ETC,) are changed in all the plzces.

iy

For simplifying this work,

-

ear twica, ere indlcatad with an asterisk,

T e e P s i pom e S

‘q:’_,__

As &xn exazmple of the nethod of brsaking into one of these

-

highly complex copdes the folilowing brief descripsion of the sters
1

actuelily usel in the first solutions of tke spelling groups in

¥
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. Albﬁrt Code #18 are given, This descripbion was givan in = =r2
rort by the writer under date of Oct. 39, 1S1E&,.
The procedure involved the eaprlicea i-n of no naw princi-
Ples, The steprs way be outlined briefly as follors:
o 1) Determinationpf il Unite, DECENAMEN, and PUVKT.
were fairly easy fé detect from the
| the schexe rre-

rerresenting th
the occurrences, in &ccordance with

The groups
Two protrable PUEKTS were loceted, XDV and ¥AF
i d allied

coloring of
viously described.
2) Determihation of the interrozation points and all

tudied
ter

G e,
o | Among the groups s
8Z& =nd AQY, which showed mainly rel and

often found in &‘b”l ¥ resssags, of,er folliowed shortly thereafl

ing & Tre

i".‘ o 4- ~
by what &ppeared to be the auswer %o the pre
i g these groups, morsover, came from various sta-
tione, eliminzting at once & supposition thet the groups concemed
two groups SZA and

S
uBSc&gBS centbaining
Lcoordingly th
This aszsunpbion

the

er2 signatures or DECENAMEN
0 be W"interrogastion poin
gtudy of the irnitial grops of
which might

AQY were assuxzed
a

t <k

41

was cerroborated
TAG,

1]

U
= e
fzct tha

nessages concemed
the

well be the interrogeiivse FO, TWIE =znd
hown in the indexes (gféen)‘ﬁut also from
en in these short messages tercinated by the
"k study of'tnese suspedte

further by
ere were found several groups
ot only from the color
oy L

d ine

TIE

a8 8
eppeared most of
grours SZA cr AQY interchen eably.
terrozatives resvlted in the identifiqation of the gronpé for
‘ . ami W0; end these soor led to the iuenuifioation of AWP as the vsrb
Iar, The latfer was corroveoratesd by the freguency and color of
; the group as shown in the index, and &lsc by the fact thut sevsral
! of the shozrt messeges renticned gbove coouernced with the group 4ATP
ena fterirated with elther SZA or AQY. |
3) Identification of speiling grours. ‘
Tre first zroup sought was AN. In the "Albari" Codes
itself &s clearly as in other ccdes,
which Zocked fair, ¥IZ

i
this group does not
but it was possible 30 isolate w0
LT¥, cf wkhich the former was the more frecuent, with it

! ; ‘ ! &% DFOLKC’S;H& ;i KD,

vhe formule

ard
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(ji:> (see Page--) 35-11-4-4-0-1C-1, Both of these groups were followed

occesionally, but not frequently, by groups previously deteruined

N

égr%f ¥ilitery Uni
An asteupt was then walde to classify by means of the in-

O
H
[
w3
[11¢3
ct
o

dexes alone scme speliing groups without, of courss, endeav

rake any cefinite identifications. Following the principlies eluci-

'5§?§y5 J dated on raged ---, nany wers found znd these were unieriined in grem

ck
@
PR
LX)

_ij\‘///l throughout the text. The following messazge was no

XIXXXTXEARXXAERIEXXXEX
1

ISsT REGT, =7=
" : Egg USK ARP TCX REV !KJ;S AQY

The werd TW-ER suggested itself for trial for the first

two groups. The group "% (formla §7-1-1-5-3-12-~0) szened ex-

PR
<
-

cellert for ER; and there was nothing to contradict the assumptian§§

that the group UHF (formuld 14-3-1-0-0-3-2) was ¥. -

Adonz the m=ssages ccentaining longer cha*ns of spelling
groups there were the following:
e |

2) TFrom station G¥P %to station LNQ time .. 07:30C

ER IST . ¥O
|ABL REB XJO KTU AJV RGG USK| ¥RU PRQQ A¥P SEN AGR KA
SLA AXN
3) From stabion L¥Q %to station GKP  time ... 08.00
AR o IST Ay DIV ER =-?-
S AWP KOM AI¥ JAPC| UZA |ABL PREB XJO KTU AJV RGG USK|ez:
’ 4) From station GEP %o station LNQ  Tize ... OE.2
. . AY |
TR I
. XOM XIG SX0 {S¥D ¥JO KTU AJV RGG KT} ULJ AZF
t o .. e oy o

-t

ow
l'essage #2 ie aldressed to sone psrson whose nsae is spelled

der of rnescage #3, in-
Dwisvord

gquiring whether the ressage ie for at psrson or for soss-hidisery

L

age #¥3, directs = question L0 the s

ct
e
R
o]
[1]
[0]

that person. t seered therefors that the group ¥0l uight well be

FUNKSPRUCH. This group was found in the following nessage:

5) AN IST -7-
¥IG UFY URB ATP KOY¥ ------ S7ZA
i

A‘ETﬁ  X§J§&SEBEW0{3?£E éﬁ 1_:?§i. ;

—Fu
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. Since UFE sarpeared only twice throughout the texi, anc
wals
gince the two letters F aznd E ray be confused easily (ﬁ??..—.
3 Wi 3 e L. ES oL > - s
anc.fi;f vess) it was not oo much %o sssume that this group

really UHW (= W), vwhereupon it ssemed safe to assuze URB to squal

{Kﬁ
ct

he message read "AN-F-EN=-ICT-FUNKSPRUCH =-=-=1" Tt
g;’?) may be well {o note hers that such corrsctions are often necessary
2

and the assumpiion of an esrrcr in the text on the ground of probad-

ilivies slone should not be rsgerdied as gratuitous.

uts

Attent

on was then dirscted té§ne srelling groups forming
[

the name of the psrson addressed in message 8. First of ail it

¥:'f;5 seemed best S0 try tc determine the lenzth ¢f the name, From &
gwigd considsration of messages #3 and #3 it will bve seen that the name
'%ﬁ' certainly ends with the group USK (SER) and begins either with AXL
't ’ or REE, t will be rscaliled that a copy of the code book apply-

ing to the text of the sreceding YAlbwrt"™ Coae had been captursd.

T In the text decoded by means o

]

2
S K-AY-ER, also P-U-T-K-AV¥-ER &nd BUTTE-X-LE-ER. This seermed $o0
L : :
g ~ offer & good clew to the name concerned in the messages gnder

s discussion and & trizl was thersfcre made upon tkis hasis., It
g*:'g also seemed best, on consideration of frsguency, to split up ik
. \}m ' .
ot groups as follows:

-3
[T A = m e
- . 8) ; y T(T) K AL ER
ABL REB gJO KTU AJV RGE UEX

It reczained then to at-vat & corroborztion of these valuss

in otker portions of the text, Eere ere several of the sreliing-

’ U n
"
7) WU SJU UKE SUI FRSE ¥TP 7ZJO ROR UFU
¥ U
e 8) * % * UEB SUI RSE YTP KJO ART * *x ¥
¥ oo W - : TT J
. S) UHY  AMA UIA EDV ¥JO UQG UVV kJo xTR ¢ x o #
e ManS IR PeT- L»;..‘: Baver Ty Wt e T s
4
. ' FR P T
; 10) * * * UKD AAC USK I PCE SUT LALC TUFRR
e w-«t-r - - —con—— - :.._...
11) IST P -Ta -
TP RSB RYA UZY RZE S7 .
iz) _* * *  TyT UBY R’YA TG UED  AUR
13) IST FLEES. - (z) e
ATP 7O Ps opT QUI ATV EITY RRQ AQY
PO ) -
.

/7 T\SE(Thod
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lessage #7 was sent on the 34 day of the life of the code;

Y ;
and if it be suprposzd thet the enemy was following the usual cusiom

of celling in the o0ld code bocks it seeued that such a wuesssge
{} cught to arresar in the early text, It may seem perheps fer fetched
~ to have imaginzd the werd S§-A-TZ-E-U-CH, given cnly the assuzed and

&s yvet uncorroboratad velus of ¥JO s U, but such was neverthaless

the cese; end the values for the paris of this word were therefors
dissributed in this messaze on the besie of frequency and probab-

ility, (sese page--¥ +thus:

7) TZ B U cH

1 s A
Uyt <J UkP SUI RSE XTP ¥JO ROR UFD

S
Pilling in thsse velues in oth-r nessages, ssuries of

which ars given abova, corrobocration of most of the assumed iden

tificasions wers found, Using the preceding exaumpies, some of the

stsrs uay be 1ilustrated zs follows: |

v 9) é (4 -¥ U U B
¢ UHTT AiA UIA ¥IDV XKJO TQG TUVV EKJO KTP ¥k %

é A = 1 UIA = LL UQe = R ygvv = LA

[<}]

ER L " EX
* * UKD AAC TUSK UMI REB SEI 2AC TURB

)

A

NN N
*

UKD = PE AAC = S8 UMt = AUF

( IsT P |
( AP REB -RVA URY RZE SZA
( =a-0

toa
BN

g

St

*
c
G2
=
N
{1 -3
<
oy
-3 O
s
o]
O
[
d
5|
o
o=
[
+

* *

; (
' ‘ é TCL = GE  ATR = ¥

2 / 16) LTP  UTU zou ‘mAD SUT AJY ETH TRG AGY
(

7
) UFG = ? RAT = T PRQ 180¥7)
. Once the stars wzs uede and the fcoundaslon corroborated,

atiisionel spelling groups wers ilerntified ard wore words were

builts up. But it goes without seying that the process of break—
ing intc the colz did not go &s fzet as that described in brief

abcye,

-

e
1”4

3
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S CLIOUFLAGE OF LIAISON,

It is safe to say that in the esriy days ealmost &s valuable

inforzmation was secured from merely an extemmal study of the enewny's

. wireless traffic as from the sctusl decipherment and decodement of

hzd tha Gerzeans izproved

his zessares. It is also safe to say that
nd compliceted thelr code without adopting the various neasures

to be discussed below, informztion of the higles%value could still

heve been secured without sciving z single one of his messages

= A clear ga of the naturs of the dangers in cogﬁéotlon with
. 3 P

N

en unlimised o1 unsuperviigi redio lieisgd may be gained by r%gdlné

- : s rd
the docuumenits and exitracts which are ziven &t the’ nna of this’ report,

/ ; .r
~ , ‘o a )
By & careful stua of the weekly reports.of the

,é‘

e -
Departrent, bsdinning »ith <he oneg - e V)*he/geek v"i%ng Januapy” 28,

uonicmetrib
e Nl

. A
118, one c&n gain # gzood 1ae§fof the p:ogressigg'deveIOfLents. The

whole seXies oj/;eekiy reports fora ,’rt of tre rec%;d% going with

. v &
the rspord of the Genlonétric Deparinent.

Trhe important steprs by meens of which the ensmy succeeded

in disguilsing his wireless traffic may be summarized undsr the fol-

lowing headings:
1) Changes in procedure =8 regaris czall signs.

2) Regulations as regards the nuxbar and contents and dirsction,
of messages sent sach day by means of pracitice rxessages, and
i 7 s

spurious activity.

RS

3) Regulation and complete standeardization of rethods,
These will be discussed in orier.

1) Charnges in procedure as rezardis call signs.
In the eearly dzys call signs consisted of coubinations of

two letters, czill signs were rela=-

tively siable; in statvion reteined the s:swe call sign

fcr wore <hen & wonsh,.

| | [ -7 r&&Q D“CJ\&S‘FI é, Q_Ql e ’
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-w .
Moreovexr, the Geruan Slignal Service ®as organized upon a

souevwhat different basis then, the DIFUAS being assigned to divisional

areas instead of the divisions themsslves, &and woving with the latt
&8s wes later the case.

It is clear therefore, tbat once having located & station by
gonionetry, &5 long as its call sign remained unchanged, no further

-

was a relatively easy ratser, Furthermore, by paving msss sttention,

R an observant intercept opsrator soon learned all the pecualiarities

—

-+ Vi

iﬁl*f of the scatlonc under surveillance, and could iater draw many vsluable
lgf f deductions from any change in procedure, for exasrle, the'appearaﬁce

’ ,I of new opsrators,

;w‘% . Then all the stations along the front had been oharted, as
sg#w; long as no changes in ce&ll sign ococurred it could be concluded that

e .

{?ﬁé': no change in the distribution of forces was taking place., On the

otrher hend, the arpearance of & new cal%gign, and the prompt loca-—
tiorn of the Station using it as being bstween tTwo stations previocusly
located would mean that a new unit had been interposed, or & change
in distributicn of foroes'had occurred. Yo comment upon the im-

rorsance of this informstion is necessary.

The necessity for frequently changing the call-signs becoumes

5722 epparent, therefore, in oxder to maeke it more difficult to deterwine

the location and ordsr of stations., - The Germens soon realized this

of 1817 ctenged began to take place,

Hh
-

necassity and by, the zl

\'J

B How wher a change in ceall=-sign occurred, it was more or
less & gereral and progreesive rhenoxenon &ll elong the front, the
chenges beling made in successlion, and not sinblitaneously. Therefors,

4=y when & general change was nrede it wes easy to follow upr the individval

stetions and note the new cells, Soretimes a warning of & change w

be furnished by the enewy hiwsslf, Ycr exerple, ihis note is fovrd

in the weekly report of February 4, 1918, ty our Gonio Cerariment:
"4 wessage intercerted on January 37, in Group G-40 man indi-

caze that a change of call sicns is being contenplat=dm.

3

bearings needed to be taken., - In other words, the location of siation



REF @D A2458117 @

The systen o.\. monthly change of call-signs lasted until

¥erch, 1918, -then the calls bezan to be changed more freguently. In
sore places the calls were changed as oftsn as 3wice a ®seek, and begin-

ning on ls ‘arch 8, & daily change in signs wes aiopted by the Gerran

Fifth Army and Detachment "CH, ‘
The following extract from the report for the week ending

March 21, 1918, is of interest:

"GEWERAL, In connection with the present Germen offensive we way

reasonably assume the following facts to have dirsct tearing on it,

During the two weeks preceding the offensive an entirely new
e system of changing cells daily (see rerort for week ending March 14th)
was adopted bty the CGermans oﬁ the entire Vestern Front. The adogption
of the new scheme on the entire front was calculated to confuse our

. i locations and &t the same time to prevent our attention from being

v ettracted to any ones certain sector®.

Lt On May 1lth, 1918, all enemy radio siations aaop ed thrs
for

N

'

letter call-signs, with the initisl letters D and G r field stations,

3
£
Vhopd gk #
e

and W and ¥ for seroplane-~artillery stations. Later other initisl

-

I
o
PR P

_ E £} letters vwere added,

tey L, %zon the wholse front. In gddition to the o0ld sysitem of thrse-leiter
i’" Sy i3

13
k N
{n
]
I
@
e
“«
3
@
=
Q
®
i
4
e

- _ ) .
» 1&"}foaile veginning with D, G, ¥ and ¥, introducsd o

d
. : £ . <
beginning with L, P and T were.inaugurated. From a czrtured docu~-

unéd that ezch station, including power dbuzzsrs, Wwas

B
[0
3
ct
[X5
ot
=}
o
[14]
Na

allotted ove of these initial letters and a numbsr; the initiel

ng
- letters of the call changed every day and were obtained from lists
‘f}% wrich gé&ve & series of pairs cf letters fcr 2ach nurber. Hew vadbles
i ceare in force on the 1st, 11th and Zlst days of the month, It wes
8¢ arranged that two sitation cells with the sane pair of Tinal letters

¢ouid mot occur in aljecent armies, znd that when such cslls 3id ap-
rzar in amuies not adjacent, the sare statlions wo-ld have the saus
fingl two-letter cowbinztions throughout the 10~3dry pericd.
JSomet{mes a stetion wou.d use several cail-signs dsaily, and
it would change wave-length, or tone when giving slternate call~signaj

all this was designed to confuse the ensrxy.

-

, &“& DECLAS Vsm ﬁ, _Qi T ?f‘i

AT s
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Vith the aa,i.Ly change in signs, it b3cawme neceadsary to ino-
prove all the work in connection with goniometry; gnd it also becsme
necessary to get out & daily list of field s auiops, and to adopt new

schenes for designating locations,

28) Regulations &s regards the number, Girection and contents of

LeSSAges.

This subject is clesely bowmd up with thrse apparently unre-

i{i;f lated things viz.,, (@) The details of organization of the German

f;ti (//ﬂfi%ﬁilA'gz) The deductions which can be made merely from the amount

. f;“‘si%“ of traffic, and (%5 The subject of practice messages.

5 J f i é)lt was stated above that at first wireless groups were as—
'f'* ' signed %o divisionsl arsas, and later assigned to the divisions then-

-

selves. Now & wireless station is usually located in%he vicinity

e of the post of command whick it serves. Since each DIFUA scted as
“,{ . & unit, with the Givisional station in charge, by 5rawing iines be-
tween the stations whose locations have bsen ascertained by ganiom?

8btry arnd studying C1?fii§/the numnber of wessages passing between sta-

Tions the whole "racio ne:" of the DIFUA would be ascerfained, Thus,

the arrangewent and location of the units within & division would be

disclosed.

A particularly fruitful scurce of information in the esarly day

lay in & close watch for "General Calls". t used o be the custom
when the coumanding station.;éi a message @o be communicated to all
stations in 1ts jurisdiction to send out a general call sign (equiv-
alené to C%, in internationsl wireless traffic, meaning "Attention!
a2ll stations?®, Irmedigtely after, every station in the net would

lash out in turn its call sizgn, indiceting that it wee readyv %to re-
celive. Naturally, by listing each call in turn, the entire radio
net would be disclosed, The celling-up by & general czll sign was
socn strictiy prokiblited.

Further, since in tre 2arly dsvs, comrpunicaticn batween DIFUAS

:;F restricted only by the reeds c¢f the situation, by otserving <weg-

L
4=e=y lines across which nessages wers not sent or ornly occasionelly

3
- [y

gsent, <ke bounaar es of divisions couli Te ascertazined, alsc She depth

' of fornation, wnits in reserve or rest, etec. Likewise;émmy boundarie:

- e e e e s e e o e et e emer - o s e e Y ama J s 2 NN
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' could be ascertained, In other words, the entire eneuy Order of
Battle could be secured from goniomstric dete slone. No comment
. upon the importance of this information 1s necessary.

In order %o destroy this source of information cbviously the

thing to do was to order wmessages to be sent across thsge boundaries.

This gave rise to what is celled "lateral communicetion", cr"lateral

ligison®, a phenomenon wrich began %o come into prominsnce in the
A
Srring of 1918 znd continued $0 be of increasing importance umill the

.L

end ¢f the war. The nature of the ressages which wsre sent will be

“\"\

aken up later.
é;?g. &9 As to the second point, regariing the deductions which can
“Be made rnerely from the amount of traffic, it is ezsy ‘o sze thad
_ i
: gzjg unless regu;gtive reasures be taken, the number of siations and the

SR emownt of traffic will be greatver in the region where an attack is

&
.

being prerered than in one whers no change is besing contemplsted

’?jf" vice versa, In & sector vhich has just been active and setitles down

to "rest", the traffic will die dowm. This 1s &lmost szlementary in

;ﬁggjf nature and it was not long before the Germans recognized the danger.

o &i It became'necessary therefore to regulete the amount of traffic whioh
: ?Hé could take rlace on every rortion of the fronit. This led naturally

ey to the attexpts to decsive the enemy by spurioﬁs activity; to dravw

. his attention away from the péint where =n &ttack was really 1o take
' place and center it upon & ﬁg;nt of no luportance.

This statewent which may arpear at first thought essy 1o
do, calis for the highest skill ani foresight by the director of wizo~
less camouflage operaticns, and it muev e szig that on the whole no
very successful plan was peie by eitﬁer side bsczuse of the very nun~-
. ercus other sources of inforuation cutside the control of the direcior
of opsrations,

Th vas t0 meintelin zcehiviziy on &
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o rerfectly evé?vlevelrso thas an zcvive secior could not be disiin-
gulshsd from an inactive one, nor could one whers preparations ware in,
rrogress feor an attack bz distinguished fror onz wWhers 1o rrapare-
tionas were béing‘aade. This could bz done best, &ndi was done, by re=-

quiring eech station to0 send not more nor less tkhan & given numba2r of

messaces each day.

4 WSEEEed T
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é) ks %o the third point, regariing the nature and importance of

rractice uessages many pages could bz devotesd to the subject.

THE NATURE AKD IMPORTAXCE OF PRACTICE IESSAGES

¢

The problem of keeping the station apparatus in good working
orler and the opsrators in practice, sc that in case of emergsncy the

)fstation can be l*ea upon to transact business with despatch and with
s
!!

certeinity, is a most serious one. In the first place, in orier to

m FRE I WS n T o e a8

e PR e Ty S 7 N f

o P insure’ accuracy in the recept ion end transpission of cod e messages,

RN, . . . . :

S E;Z;fope rators must be keprt in tralning comstantly; and in the second place,
' in order to insure srsed in encoding and decoding, the code parsonnel.

) must &lso b2 kept in training. There is another po nt which cannot

be over-emphasized with rssyect o the psrscnnel of the coding office:

o

Y ' t rust reslize anG e awars of all the dangsers to which thelr code
is subject unless 2ll the proper precautions in encoding are ciocely
followed. The only way ik which the encodsr can avoid m&king the
unnecessary errors which alillow an cpsning for the enemy code sxpert,

is constaht practice and a familiarity with his cwn code. For this

rezson it is advisable that 2l1ll)l of the business of & wireless station

————. g —————

be trensacied in code by competent experts.
W

To combine now the reguirszents necessitated by these three

conditions discussed above, viz,, that: .-

1) Messages must b2 sent across boundaries,

' 2) " * " 1¥zited in number,
b ‘ ' . .
o 3) " W % gent for practice,
’ ¥
a nle sy tem of well regulated wireless activity was maintained by

mweans of practice nessages. It is obvious thai unlsess these messages

R

be in the currens ccae in &ll cases, the purpcse for which they were
o sent would be Gefeated, since the code exzeris would te able to telil

srurious nessages from rezl ones by their external aprearance aléne if

e b

in

W

they werse net in the cole in effect at the

.

- . - 4
& %o eend ressazes to the

Stations, trhersfore, were regulirs
right snd left scrcoss boundarie the nuaber of messages which could be

sent was ligpited, and had to be made up by practice nessages in cease
no

ct sufficient real messages to make up the required nuuber,

,‘rT §\\\§EBDWAMSWu§ Q& F;f ‘ ‘. ’
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A : .
anGthese messages had to0 be in the current code, in the nature of prac-

}
{ice messages.
Let us now takeé up the nature of the practice messages
- ;gf They way be aivided into six types:

Ta*
{ *ﬁﬂﬂﬂ7§3 Practice tactical or staztion operstion uessages.

[

fjf)? As this heading indicates, these messages were put up

"i eanuly the seme as though they wers real tactical messages, thers

o : was sdded some group designating the nessage to be "praciee".  Such

designations were usuaily: |

DIES IST EIN UEBD} G FUNKSPRUCH OHNE SINN (1 code group)
OHNES-IH-N (4-5 code groups) |

UEBUNG FUNKSPRUCHE (2 code groups)

v 0 FUNKSPRUCH (2 code groups)
UEBUQXGV (1 code group)
- 0-8 (5 code groups)

3) Proverbs, greetings, jokes and the like.

Without guestion, the sending bf proverbs as practice mes=-
sages wes of the greatest sid in the early days to the éoluticn of
a code, because most of the material in such msssages had to be

relled out. In fact such messages forued veritable mines of infor-

wation, Added to this, the fact that the GCGermans had a prsdilection
for repeating certain prover%f meny tires, &s stated above, the es-~ -
tablishuent of & single letter often resulted in 1ooating these rro-
verbs and thus in tum, the solutiocn of a whols series of important
sp2lling groupsvin & new code was sifected.

In these proverbs and greetings the operators wers at times
eitrer careless atout spelling, or purposely jocula r, affording us
Co sowe auusement on occasions such a&s these:l

¥A£S u*2 DIE,.,.. YAUL-ER~AD

R-U-r~TAE~UEN E-UHG

: UER-LA-U-B | K-CF-HEIT ‘
DIE-CH etc. etc.
E-UHR-A

; . - . 4 .
fnothsr great aid found not only 1ﬁthese rractlce rmessages

but also in real tactical rmessages was the spelling out of words

. - ' / &“.% chugss:rn:ﬁ’_ m& *”;:,‘,? o :.

S S I 5t
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wging commonly ussd short words in cowbination with spelling grouis.

-
- s ! .
4
- e
‘

cowd

4portant short wecrds.

P

Such practice was beneficial to us, thersefore, from the standpoint of
aiding in the solution of not only spelling groups but &lso many im-

A few exampies Q,f this are the followingi

AUF-P~A-SS5-EN UEBER¥HAUPT TM-GEFEN-D
AE-CE-SCHE-LAGF-N E-IST HIT-TO-CH
3 DEUTCE-L-AN-D NIE-12¥N-D GE-S-UND
- K-R-AX-K JE-DER M-UNTER
Tt ER-S-A-TZ K-Al~ER=A~D FEST-UNG
L * . AK~EE-I-XANN-ER SOE-MIT ALLE-S
| GE~¥O0-R-DEN ¥-A-SCH-IH~E PE-H-ALT-ET
W=0-T-VER-FAHREN ¥O~H-L
?i;%A 3) Fictitious uessages.
”;%{Q? By such & wessage is neant one which is composed of bona-

fide code groups, belonging tc the code, but which were simply chosen

Toro o arR,
atv random, The wessages never made &ny seunse. -k*exampl%;és the
following:

LA A
HAIE PRU- (BLAWK(RLANK 13  VOR-
L'EVE FUNG CODE CODE UHR DERE BE-
QUE GROUP JTHMP WACHTS LIVEE U CKE TREFFS
- KFO KIC RCI RKA Unb KOE URJ UCB R ZB
FETTER
BE VOR~ L RE~ %0 (BLAMX
u LERK  AB FER-  REGR, LI- HKIERES STEHT CODE
UBER EX LOSUFG SAGE @1 RELLE YALD UNG IER? GPROYP)
RVC ADO L¥Z RMK LAY RXD uw XHQ K0P PKE

L lazy operatcr (or perhaps a crafty one!) would scnetiues

open the code book zt & given raze &nd send a series of code groups

- o

chesen &t randon, Three exanples of such messages found in Albers

H
'y Cole #17, which were decoded by neans of & captursd code bock, ars
s follecws:
N
XXXREXIXERRXXE - )

' I NK T QIS YEU Y¥YES WD ET YE =3 on QE I'IE ¥
1) RZY SEP UZO RLR FR¥Z RGP RSY R¥YI ¥SF RKF AVW 2AX ARU SHI
¥ DIES IST EIY UEZBUNG FUNKS®RUCHE OXIE SINH

.= =,z ‘=iz == =lz =-= =/= =_= =(}=
3) ALC AJQ S¥Z STT UOQ SOX ASQ ADG ASY
{ (fij
! -;5?1 o , .

- FECLACOIFIE ‘ :
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e Cf FE~
\ zf AB-  AE- LEUCH- ‘ BE-  BI-
scatd  rECES- , TUNGS BRENN- CEAUS- BRIEF- VEG- TA

”FTN ELF¥D UBUNG BEIDE ILIATERIAL PUNXT SEE TAUBEN TUNG IERE
3) VEP UEY RJ3 STY KQQ RAV U0 - KHK AVR ST

1) Airiificiel Yessacges.

These aré sipply drawn up without reference to the cods hwook
CE &t &all and made to resenble bonafide code goups. & good exanmrle
E»' cf an ertificial message found in Albtert Code 17, is the following, i
which 1t will be noted that the letter B,is the middle letter of nearl;
every group:

RIE ¥BI KBL ¥BX EKNQ RBV APR SBX RII

P,

Varioua ocher pecallarl ies of a similar nevure were encountersd,
Such messages alwa 38 kave a peculiar arpearance and are not hard to
iscleate.
grﬂ 5) Distorted messages.
o Eention hzs been made above concerning the {transposition of
?é'§ code-groups within a meseage and the gress a;fficult;es which such
procedurs set in the way of solution. Exarple of such distorsed nes—
Bages are &s follows:

| ZIE¥~-

* VER DIE UNACHT IE ILUCH 1 F RUHIG MAWN 3
RCC SLO UUCD KXQU SIH TPV AGF KPJ ATR TUCUH TUGZ

UND . LEICET VERVUNDET €C P ﬁTPW”VDVT &

*
- AYH - ~—iBXE ’ £§1X SGA SEY

* Distortion signal?
The reconstructed message reads as follows:

* DIT WACHT VERLIEF ZIFKLICH RUHIG; 3 MAFT LEICHT VERVUNDET UND

i

& SCHTER VERTUNDET * L R
- Tas e
AR BIN-
. (pLp¥K (®mLAvK  TER i

ITF, CCDE CODE GEL- STELL~-

BRIG.T  GROUPYGROEP  LDE  UNG BE 0

ALY RET 43 LCO UFT S¥B KUE
FEIND=- ;
LICETR (ELAYK
FLIE~- CODE

WACHT  GER  FEUTE u UiID BROUP  AUF B

EQU AXH SER ¥LO AYM . REV TCZ - FREC

-~
.

Infantrj Brigede G. HEUTE IACHT, BOUMBEN UND FEINDLICHER FLIEGER AUF
. EaJ‘/\ -

CHIVT PGELA”“W ETELLUNG.

“l SRR | o
630 A""J' DECLASSIFIE ‘"*%jﬁﬁ
4 N\DRGodod

- .- .- -r
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BLIND BRLIKD
LIV.G & GROUP SIKD GROUP TRUPPE TZ N
ALY UYL RGD KCX UER SPH ANA RZN
BLIED BLIND
GROUP UlISER SE E T IN GROUP
LKP I , AV Z 153:9.4 ASH SvE RGE  wrAEG@y

DIV.G, UNSER-E TRUPPE-N &8IND I MARSCH GE-SE-TZ-T

- —— ——— —— -

BLANK ERAT- DRING-
DER  GROUP - VASSER ¥ £HEY S EID
£DS PEZ RAT RGB  UAU a7y YEY
o BLIN
PUMPE  EIN AT ZUM ER GROUP
AMB .  RVE YEO £OT UQT UvL
4 < — ( RLANK
1 ~ STOL- CODE .
: LEN N GROUP) L i
N RIV ROU

'
-
3

e

FRAUCHEN DRINGEND EIX TFASSER PUMPE ZUM ENTWAESSERY DER STOLLEN

8) Blind Group Chains.

These have been taken up bsfore. (See Page--) Toward the end
of October such messageé were never encountered, and it would seem
that the practice was prohibited, ‘

The third point in regerd %o the camouflage of liaison deals

with the regulation &nd comyleue gstandariization of wethods on the

whole front. The purprose oz/thle wee $O rrevent deductions being

. /
made from varations in procedurs which

mgy beve been characteristic
of certain units; whole movements were often sraced by neans of them.
It is easy o sse that the constent sending of stereotvpsd nmessages,
CTr unessages s%; z2d by anene eliowed the enemy %o follow the unit to

vhich the station was attached from place to rlace, Illuminating

oy

exerples nay be fow:d in the documents attached.

s8]
ct
Q)]

pl

ispecially regola va8 the procedure atterldant uron the

r2li=f, dut long

o

relief of & nfiit, Care wae ta¥en not only bafere

This was accomplisheg?
¢

by retaining all cornventional neres, by rsetaining i trefBiation [erschie

after, 8o that no indicetions of it bs gilven.

nel for & certain langth of time &fter the relief had been completed,

anl by continuing ell procedure eAactly &s before, The Gerwans wers

ather successful in this parvicular on ecount of the complete starn-

H

Sardization end sirict superfision cof methods.

DECLACSIFI S
Vs X\\\\% J,‘fr'.i_clél :
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Avorg the documents captursd during an atback waS‘aApook in

which the nessages sent and recelved by a radio station bstween August
Org. Oporruny wae
35 and Septewber 11, 18 A It happened that a cole—dook was 2lao

2
¥ i
}447§ captured anc¢ 1t will be iInterssting to see the sort of traffic that
b w2k,

3 was carried on by this st&tionhﬁuring the period mentioned)was loca~-

—N% ted in & very guiet sector. Ve will give only the nessages handled
} ;i by this stetion during one day, and in the forz in which they appaared.
S T on the sheet. Of course, the decodemenis were not on the sheet.
‘ ¥ere it not for the fact that three of the nessages make sense
- one would ve justified in questioning whether the correci code had
ey been applled, so great was the nuubsr of spurious messages.
. Note that touch of "reality" is added to the fictitious messazes by
:7‘-v rrefixing end suffixing what are arparently code gZroups for.oonven~
”}{# : ‘ tional nares. OXW, the recelving siation was Zoceted in H-40, and
5§{~ the locatvions of the sending stations are added in parenthesis after
A

the signature.

n
11/8 UB. Funksp. Exmpfeng 0135
cyw - 01,058 - (CcHI-18

DECR- 5.30 Aus- DECE- GEG- DECEK-
- NAVEN P.1I, SERE VAMEW STADT S0 WER  NALEN .
RJB SLL KUK RBB UFV AXG KMT RDH CLY

. (Station in H-4C)

/

n
Ub. Eunksp. Enpfang 0858
GIT 0930  (QHI-10
AU~
CENEH- QAR
¥IG- BLIND DECK- SCEIE-DECK- RLIND
SE G GROUP KAMEN AU DRAHT = EER FAVEN 76 GROUP .
, ARZ  ¥IT XM RCI AAR SYZ UIK RBE  SAT  AGX PSA
S (Station in E
4:‘.”. 7‘{‘ . '
L fpae e "
G o
Ub, PFunksp. Peforidert 2003
7 [ep ]
;f;i; pslk 0950  CwI-10
TU
ist Um. DECY~-2LIND ABS- 1:35000TECKH-
AWM  AYX ¥ELD., K ET MLVEN GROUP CENITT : AVEY
LLM  ¥BRQ SOV RBI XQ0 RDE XDS AVE S¥0 RCI qme

-

A%

'A"¥" : DECLASSIFIE ST o
NWD Kado: : | .

3 [i
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I'Bb. Funksp. Enpfangen 1512
GN¥ 1510 (CHI-S
BLIYD
GROUP TIECK-~
B L QE D S I XN  RXIXR NALEW
ATH LGF ALK AXFE L2AG AAR ANO AEP RBR DOK :
(Station in ¥-40)
fv.  runksp. ERerordert 19:20
4
GAY 1800 CHI-1C
DECV-UERER- 4:30 ¥ELDE RAD RAD gP, EIN- DECY=
TAYENY FALL ¢ A ¥, CANGER FAHRER FAYRER 16 ZEEN ¥NAVEN
RCI HeQ ZRT R¥FA SLY SKS UFU AVJ AQT RDH G
" 7
Ub. Funksp. Befordsrs 1853
316).¢ 1¢15 CHI-E
TREXN- SIG-
DECK- DECE- ‘iUYGS- XL- 4:30 YALE TRINK-~
FAVEN UWAIEN STRICH NONE VER L.M, VERFER WASSER
RDJ rCI  USD AV SLO EVI RIL ACGT GHY .
n
Ub. Funksp. Enpfang 1833
G¥T 1230 (CHI-11
;
DAG- BLI¥D s DECK-
U EGEN HABEN GROUP S GE SCH A ® T NAUEY
URT LUV AOF RCI AAG UYL RKY ALV UYZ AGN RRRB DOX
" :
Ub. Funksp. Fupfang 2102
GrW
DECX~- SIE- BAT- BRBLIMND TRGL~- STEIL- GASAN- ERAF- EBLI'D
NAVEN XARTE BENTE TERIE GROUP Tl =¥IS FEUER FAST GRIFF TIG GROUP
RCI ¥AL SAT UER QX ’ALP ARY RIT AFT AET RRD ¥ST
A
I'SA
f R A
Ub. Funksp. Beforisry 22,48
DECK- - ZOY~- DECY-
TAVEY SIVD DIE B ¥ AR ¥  GUT AN ¥EY TAUEX
RJB KCX RZY SGA UDW SZA APL UUQ AXT U¥ REB GH
* ::!»:%-' ‘e
! X\\X\@ DE‘CLA SIFI & \ ;’3
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I3 is difficult™ICorthHE Writar to wale & good estimats of the

Thrze~-Letter Code as a system of secret communicaticn, At first, whre
the codes were simpie, and no ariificial difficulties were put in he
way of Gecodewent the awount of veluables waterial which was secured
from a study of the text vwes only limited by the life of the code,

The gonger it lasted, the rnore infornation was sscursd. La

AT the dangers of unresiriciesd and unsupsrvised wireless traffic wers
i t

recognized; when messages were n&de shorier, and greater care wsas

taken to prevent locpholes for the decoder, the eamowmt of inforuwation

Ch e g which was secursd depended a gresat deal upon whéther the text was
et '
' coming frox an active or a guiet sector. In the formar case it
wag difficult to disguise real traffic; urgent womsnts arose when

» rules wers forgotien; spurious activity was discarded and every zes-
'1*'5 'sage wae & resl one. t was slways possitle to breek into such &
codes, notwithstending the large number of variants, eﬁc., bacause the =
characteristics of the most important groups would manifest themselves
despite &ll regulation and carefulness. |

In the latter case, in = quiet sector, the text was of a tot=-

2 . - Y
-

ally differsnt complexion. Here spurious aciiviity, vricks, fake

messages, evtc. wWere rawpant. Such text presernted a rather hopzless

case.
A Fow it happened that the activities of this section wWers re-
stricted,ffrom May to Septewber 1218, +to the text couing fromw a guiet

sector. Xzx Ge were elways walting for the "big show" to take plsace,

A for then we knew that the case would rresent grsater possibilitiis, #g?‘
X . - ,-qf‘!g'zza Zrc g P i
Immediately efter the St., lihiel cffensive bzgan ithe {pex* $5ok on
+

These hopes were csoon dispellki, for the whole affair was over vary
shortly, znd she Gerwuans returned to threir cli tricks of cawouflsging

wirsless traffic, Then care the ercistice, end the enld of &ll &o~-

tivity,.
In tke iight of this limited exvericncs it 1s lxrpoesitlie to
A : 3 + .
say abso lutely what the degree cf securily offersd by such & highiy
—
Zevelgpel sysitenm really is. There is no doubt but that it is

f ! ;“\E DE’CLAS.:IFIE‘& Ql —

MA S P 4n - . L
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at with the progper prscautiocns,

-0

£x e

™
i

is no doubt dDut

g

-

very great.

n end control the smploywent of such & code by

-

-
et
Q

careful supsrvisi
trzined men offers the highest pessitle security for secret comnunica-
tion on the fi=ld of battle.
But no cole, no matiter how carsfully cénstructed, will be
intelligent :
saf® without a trainzd,/rersomnel. A poorliy coneiructed code may bhe

in reelity more safe when used by an expert than a very well REZEeixaks

gonstructed one when used by a carsless oparator, or one ignorant of

the dangers of improperly encoded messagss. Tris point cannot be

. ok g - . . :
o over-smphasizsed, It is hardly necessary ¢ point out, therefors,
N ;
4 2 that the rrorer training of the psrsonnel which is to be put in chargs
RO
Lt of the work of coding messazes is an essentlal preguisite So the
¢ meintenance of sscrzevy of operaticns, znd thus of success on ire
’l" .
- field of vattle.
H \ 4
R
',‘_:. :3
#"{
i 1 .
« ‘.,?; ’
o d
T LR
* ® ‘
. ™"
-, /
¢ , 7
|
t
5‘ !
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74
' THE TEREE-NUMBER CODE

For most of the material forming the basis of the follow-

ing exprosition, the writer is inde®ted to Second Lt, J. F. Gunster,
8 Infantry, who wade & preliminary report'on the éubject. ¥any
i valuable suggestions were added by Capt. P. B, Whitehead, F. A,
I take pleasure in acknowledging indebtedness to these two officers

e for their aid.

& - i

As stated in Section ___, the Three~Nurber Code was in-
tended for use in all forms of communication within or to and from
the three kilometer Danger Zone; it was designed, in other woxds,

' t0 meet the requirements for ccmmunicati&n in the region from which
“ - “’ the Three-Letter Code and all other means of liaison were specific-
ally excluded, ‘

- _ Although this code ¥as not put into use until March, the
| plens for 1ts employment were fully completed by the German General

Staff before Janusry 22, 1918, and were published in Part 10 of

a
TN, SR

. their WANUAL OF POSITION VARFA%?,FQR ALL AR¥S, under the heading _

" T SIGNAL SERVICE TRAFFIC REGULATIONS” a translat;on of which is at-
tached to this report, as Exhibit ‘7 . In this docurxent, the

last ten pages were devoted to a description of the SCHLUESSELHEFT,V
the name wHch the Gerrans epplied to the book which forms the basis
of what we have called the Thrse-Fumber Code. 4 captured copy
' is attached to the report, as Exhibit jz:.
. It will be well to set forth this description inesmuch as

it explains in dgtail very clearly how the code-bcok was to be used,
TRANSLATION
®Directione for the Use of the §§¥§25§§§§23iﬁggg;agok
fGe mén:>SCHLUESSELERFRHF

SCHLUESSELHEF T
The Three-Number-Code~Book contains a list of sentences,

, worde, letters, numbers, etc., for the comstruction of the messages

necessary on the battle-field. - The transmission of messages is-

s m et et T s e iy Wen e e

! K&E DECLASCIFIE ﬁ, Q 3
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done by weans of letter or figure designations.

Fundamental changes of the code-book are forbidden.
g The employvment of the code-boock for encoding without the
’ig use of the Secret Key consists in the following:

a) Replacing the text arranged under the headings of
*General Traific Signals®™ and "Signals for Aeroplane Sexrvice"

by the letters opposite them,

. : y # TR
o s+ a1 " . . o
a»-‘- 4 N (! - U PR T I MR
- PR ¥ et e rol o b

iff Examples

j::" INFAKTERIE IN MARSCHKOLONNE - 1IM

Qj. b) Tramsmitting the combinations of three figures which
xi i in the code-bock represent the words and sentences of the

. : other signals that may be sent,

iﬁ ¥ Example:

F GEGNER GEHT ZURUECK - 153

;‘7 ? The transmitter sets down in front of the encoded message
»ﬁi? the syllable "GR" (Groups) and the number of three-figure groups

of which the ressage consists, Thus *GR.7% means that the mes-

’:*;;? ~ sage consists of seven three-figure groups. _
Fﬁi ' The employment of the code-~book for decoding, without use
: of the Secrst Key is as follows:
f?ﬁ a) In place of the letters received, the text corres-
} ronding to the combinatioqffh the code-book is set down.
';; | Exemple:
‘ 153 =~ GEGNER GEHT ZURUECK
In order to render the trensmission of important messages

during the exigencies of the moment more safe than is the case with

}

R the system given above under b, the basic signals of the code-book

Y ““.
R

can be re-enciphered. Decision in this regard concerns the send-
irg station. This encipherment is accomplished with the aid of

a Seorst Key (GEFEIMKLAFPE, literally, secret-flap®, or "seoret
fly-leaf®) provided on the lest page of the code-book, The messége{
enciphered in this manner still offer securlty as regards keeping
the contentis sgc:et,from the eneny even after the loss of a code-

book, as soon as a new Secret Key is inserted in the place of the

7L lost key.
,«‘/
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The use of the code-book without the Secret Key represents
not a secret writing, but merely an abbreviated writing.

The Secret Key consists of itwo tables of numbers, The
upper table serves for the enciphering; the lower one for decirher—
ing.

Words which are not contalned in the code=-book may be
built b§ putting together the letters and syllables found on peges
23 and 33 of the code-took.

Only the designations consisting of numbers can be encl-
rhered. This is done in the following manner:
é First the woris or sentences are repleced by the three-
_Qéié figure groups standing opposite them, as explained above,
R a3 ' Example:

GEGNER GEHT ZURUECK =- 153

‘}; Then one applies the following system:

*?% In the Secret Key, on the left hand margin of the upper
i
-

nunerical table, one loocks for the first figure of the number to

be enciphered, thet is the figure l. | _
Next, one looks for the second figure of the number to be

enciphered in the upper margin of the upper table, that is, the

figure 5,

9]

00 [06 00 Do loe 00 40 00 40 9o |0

o
ct
(@]

ve jo

o

S0 (09 06 S0 100 58 20 (80 ¢ o o
e o0 wole

ete

s0 |00 40 08 {00 40 solee oo oo le
s0lee ee v0jes se se]er oo sele
sojee oo volae 00 oo loe o0 vole
29 |00 08. 00 00 00 oo (00 09 av]e

00 100 00 G0 00 40 o |00 o

o0 oo o0 o0 |00

If one proceeds toward the right, carrying the finger
along the row beginning with 1, until one finds oneself under ths

nucber 5, one arrives at a number (04), which is written down:
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To this number (04) is added the last

ber to be enciphersd; that is, in the preceding example, 3.

number thus found (043) is then transmitted.

In order t0 indicate to the receiver

figure of the num-

that the message

The

following is enciphered, the transmitter places before the enciph-

sred contents the syllable "CHI" (that is, CHIFFRIERT). Thue,

for example, CHI GR 13 indicates that the message contains 13

enciphered three-figure groups.

If messages with the prefix CHI are to be read, for ex-

ample the nuwmber 043, then one proceeds as followse:

Cne seeks in the lower table of nurbers:

a) On the left hand margin the first figure of the

nunber to be deciphered, i.e., O.

b) On the upper margin the second figure of the number

to be deciphered, i.i,f 4.

o
n
>

(0]
ct
Q

o

e oo

(4]
ct
o]

o8 o0 80 leo o0 oo fee
o8 o0 oo o0 o0 st e
s 00 oo fee o0 o0 fee
0 40 no joe se o0 ]ae
0 00 00 joe oo et ]os

*0 96 o0 jes 00 o0 e
*8 00 90 jee oo

If one proceeds with the finger along the line deterrined

by O to the right, then one finds under 4, a nuzber (15) which is

written down:

o
-t
V]
»
»

®
<t
0

15

00 100 40 o0 lee

o0 00 fos ae aofee

e oo low &0 090 |0

20 00 160 40 20 00
9 oo |oe o0 o0

o
ot
Q
Y

’ N&%J‘prcmsst: & Q_Q W N

..
o0 44 1ss o4 90 e

o0 o0 180 86 ¢0 e
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To this number, one adds the last figure of the number %o
: 3
bs deciphered (043), that is 3, The number thus found (15) is ~
then sought in the code-book, and the corresponding text is takens

153 - GEGNER GEHT ZURUECK

PRODUCTIOKR OF TEE SECRET XEY

‘?5?7 The Secret Keys are produced by an authority of the Higher
_;%”5 Command-~&s8 & rule, the Division--and are issued to the authori-
ties of the subordineate cormands and the troops. For the sirpli-
: fication of the production, printed Secret Key blanks are kept in
readiness at the Army Signal Service Parks; before issuing to
troops it is only necessary to fill out the 100 immer squares of
P the tables of numbers. '

a) Upper table (Enciphering Table)

o, First, the numbers O to © are written
B
o ; on the left margin of the table, from the
1 . -~ é\ ‘ ‘

"f }f,w e N top toward the bottom:,ﬁn the upper margin
A _\:ﬁ pe ST N _ . I -
R i e O T of the table from left to right.

. _:f': § {—okk }: sc.-\’%”"

- A wé*J\ Next, the numbers from 00 to 99 are written at

- . . /Cn“ ."' } :_(L.‘! X

W0 randor within the 100 squares of the table.

b) Lower table (/Déciphering Table).
First, the numbers O to 9 are written
on the left margin of the table frou the top
' tovard the bottom; ‘
on the upper marginlof.the table from left to
v". | : right,
 )} Next, the numbers from 00 to 89 corresponding in
their position in the upper table (the encipher-
ing table) are inserted in the 100 squares of the
lower table,
Example:

If in the upper table the nﬁmberHOS is located at the in-

tersection of the horizontal row determmined by 3 and the vertical

__ column determined by 7,
v, ) L ;”.-\

. C ' s , e
. ‘!t””’ Dﬁﬁﬁim?i ‘ .
A NN\BRkodod -7
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. : 1 :2: 3¢ 425 :8 7 :ates

oO: ¢ ¢+ : : ¢ ¥ 2z 3

: H : : : : : H :

1l : H : : : : : :

P S N S S -

2 : : : : : : 08: :

eto.: : : T s : : : :

$hen in the lower table, the number 37 is8 to be written at the in-

tersection of the horizontal row determined by O and the vertical

colurm determined by 8.

- . . » - * -
. :09:1:3:3:4:5:6:stec:
- - » - [ (3 - . *
- - - L L d - . L 3 L 4
. . . » L . » . -
O’ s » » . . 0270 .
. - » . 13 . . - [
» . ° 3 . . * - .
L3 L3 * - L L - L 3 -
. . . . . . . . 4
10 . . [ . . . ° -
. . . . . » . . .
. . - » - - . . [
* ® - L4 L4 L4 ® (4 *
. . [ 3 - . . - . »
4 - . . . . ° . .
etc- . ] - . L L3 - L4
. . . . . . » . .
[3 - . . . ® . - -
. . . . . . . - .

L4

In order to allow for the quickeé% possible transmission
of & message consisting of numﬁers, wher3 the connection is working
well, it is pemissible to send in abbreviated Horse Bignals, since
transnission by means of the,létter saves much time, For deteils, -
sece Page 4 6f the code-booki/

In order %o indicate openly that the abbreviated Morse Sig-
nals have been used,the prefix 2 is necessary at the bsginning of
the ressage; for example, in an enciphersd message CHI GR 9 2, or
in &an umenciphered one, GR 5 Z. '

The time at which the transmitted message was drasn up is
indicated at the beginning of the message by preflxing a "{ime-
group®.

This time-group is a four-place number. The first two
figures indicate the hours from O to 33, counting from midnight to
midnight; the last two f%gures, the minutes, If the hours or min-

utes are single figures, the first and the third figures become a

z8ro,

[<
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Examples?

Time of despatch from the Fost of Command

AT TOP OF TELEGRAPH BLANK TIME-GROUP

12.25 ¥orning 00.35

09.05 A.X, 09.05

13,38 P.¥, 13,38

03.00 P.Y, 15:00

10,03 Evening - 23.03

- If the message 1s not of the same day, then the date is

:4 *% placed in parenthesls before the time-group. - For example:
; | (8) 22.30 CHI 15, etc.
J o T

So much for the directions as given by the Germans them-
selves. No furtheﬁ?zfzifgition Ofuzfe;SEEPOd of‘Psingngfvii?st
and second parts of the code*gyzk 8 necesség;tbégdfgzg} do no{*
concern us further. They can-hardly be saild to pertain to code
or cipher work. ]

We will thersfore turn our attention immediately to the

code part proper of this gysiem.

Tb review what has pésn said previously, the outstanding
features which distinguish/the Three-Number Code from the Three-
Letter Code are these:

1) In the former, the code-book contents run alphabetic-
o ally and numdrically, thus conforming to the type of code requiring

but one book, which ssrves both for encoding and decoding;

-
o

[

L B e,

S 3) The form and contents of the code book remain constant;
and secracy is attained by an enciphering procsss which makes use

of a varilable, enciphsering table, The Three-Kumber Code, thers~-
fore, represents in iis most complete form)a good example of enci-
rhered code. Although a copy of the code-book itself was soon C)
captured, the form and contents of the book remaigigf;;;£;5g55*”“f“*‘

M
since 1ts inuroducuion, and have therefore been terued the BASE.

;2. Various inserted typewritten or handwritten suppleuents were pro-




<
al
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pared by the different divisions to cover the names of units and

places, and these supplements naturally varied for each division and

changed from time to time,

'Whereas the solution of the Three-~Letter Code involved

LAy the reconstiuction of the code-book, the solution of the Three-
! Number Code involved only the reconstruction of the enciphering
‘Ai'é table, and was thersfore a deciphering process in reality, since
*:*i the code contents, immediately after the capture of a single copy,
U became in the nature of clear text. ' |
T | It will be noted that the instructions as published by the,
High Command, with regard to the use of this code~book permitted
the sending of messages without the use of the Secret ﬁey, where
Sk € special secrecy was not necessarye. As a result many messages wers -
avet sent unenciphered, and, therefore, in what we shall designate as
T s the "basé® that is, the unchanging part of the systen, I+ hap=-
| » rened occasionally, too, that a careless or an ignorant operator
{, ’ would send a message in the base and later repeat the message in
the enciphered form, or vice versa. Often, %00, &n operator would,
after-sending an enciphered message in one key, repeat it in an- |
o ~ other Seoret Key. All these blunders were of gfeat aid to us,
' - Messages, both when in the base, or when enciphersd soms=-
times underwent a further éimple encipherment in which letters wers
substituted for figures, according to the following key:

01233456788
TAUVREGSBIDN

This simple key came into use about the same time as this
code, but offered no difficulty because it never changed and be-

'?;’i cause often the same message would te sent both by letters and

nunbers,

The first bresk made into this code was remarkeble for iis
almost dramatic illustration how the carslessness and ignorance of
a single individual responsible for tha coding of communications

may jeopardize the lives of hundreds of men by committing the inex~
- éigcusable blunder of cryptography: 3EEEQEAEELE;E&&&&gﬂk;nk_lmoSt itse
}»~""’”€§§Et form, but in another svstem,
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Here are the facte and the telegrams:
The messages of an obviously new system appsared along

the entire Westem Front on March 10 end 11, 1918, The inter-

cevted despatches of the first day's traffic along the Verdun

!
1
1
1
!

54 this, of course, was the finding of groups which appeared as three-

Front, March 11, were turned over to one of our officers and a

short study proved the new text to be cods. The main factor in

figure coﬁbinations many times, and in analogous positions,
Among these first messages, which were being studied from
the original telégraph blanks, there appearsed the following des-
patch:
IN v X2 (Souilly 0040) 0035 CHI~13
845 4233 373 7823 240 245 068 652 781 245 B8589 859 504
On the same %elegram there also appeared the following:

X2 v Ix (8ouilly O052) 0035 CHI-13

08 ARGV KZD

The sescond message was recognized as containing two groups
which belonged to the Three-Letter Code, whils the cowbinations 08
was the German abbreviation for OHNE SIWN. The officer immediately
referred to the current Three-Letter Code text to see whether the

two gioups RGV dnd XZD had been solved. He found that the former

represented the word ALT, but’pé meaning had yet been found for the
‘f éecond group. <

| These were the’ﬁental steps which he took: Here is a mes-
sage in & new code sent by station X2 to Station IN.  About 10
minutes later (shown by the time of intercepiion given by the siation

; at Souilly) AN sends a message to X3, saying substantially the follow

ing:
BYour 0035 CHI-13 1s without sense®, Then he sdds, in
another code: %013 ---—- " That could the unknown group,KZD,mean?

Clearly, it referrsd to some other system of communication, The

// ,ﬁ>wora VERZIFFERUNG suggested itself almost immedisately. The group
ZD occurred in only one other place in the entire Three-Letter

f/"i;fCode text, but in thaet place it fitted in well with the context.

e

.....
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It seemed then, that station KN had told Z3 that his nes-
gage in the new code could not be decoded and asked that he send

it in the o0ld code,

& search was made Immedietely among the messages of the

;;;i:i Three-Letter Code text that day, and it seemed almost too good to

| be true that the following message should have been intercepted:

_. In v 22 (Souilly 0057) 0035 CuI-14 ' :

£ GYC REM KUL REI XWZ RLF REQ KRD RVJ UOB XUU UQX UFQ RQK

- 'Note particularly the correspondence tetween the hours as

s given in these three telegrams, How the Three-Letter Code to

which this message belonged was already partially solved and this
message was at once decoded insofar as it was then rossible. For—-

;. ‘ tunately it contained moétly spelling groups. It was as follows:

) UYC REM !KUL; RHI KWZ RLF RNQ XRD RVJ UCB KUU UQX UFQ ROX

" Again it seened almost too good to be true that the mes-

¥ : sage in the new code should be almost exactly the same in form es
this decoded message. St1ll such was the case. Note below the
intemal evidences in the mesesages; the repetition of the géoup
D 659, which stande for T; the equivalent in the other code is the
group UFQ, which stands for TT. Note the repetition of the group
245, which stands for I. . The message in the new code was there-

fore tentetively solved as shown below, in comparison with the

other message:
AN U.¥, 3 H I R SCH =. W I TT E
UYC REM |KUL! RHI K¥Z RLF RNQ EKERD RVJ UDB KUU UQX UFQ RQK

AN v,¥, 2 H I R SCH W I T T E
845 433 {373y 793 240 2345 068 653 78l 345 659 659 504
Thege solutions were telegraphed imnmediately to the French
Code Office., ¥e hed not as yet adopted & method of secret ocommun-—
icetion by telegrarh with the British Code Office, and it may be
interecsting to note thzt to add to the dramatic situation, thess

,,%ijzgiéiifiiifi,were despatched to the British by a special sercoplane.
' This first break was sufficient. The new code was at-

- -

// ﬁif? tacked at once, using the same princirles as those concerned in

o

*
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the solving of the Three-letter Code. The principal cleasses

of groups soon manifested themselves and it was speedily recognizel
that the arrangecent in the‘code book was systematic and mostly
alphabetical, For example, it was first noted that the third |
figure in code groups representing nunbers was altays the same

as the number itself, though the first two figures in each combi-

- nation varied with different keys." Thus, for example, in one key

the various code groups were as follovs:

790 = 0
791 = 1 <
7923 = 23
73 = 3
794 = 4
-etc.

The spelling groups %alphabetically related"™ also showed

& consecutive arrangement. For example:

DEF = 360 H = 480
DER = 361 BEE = 481
DES = 363 HEIT = 483
DIE = 363 I = 485
- E = 3264 ICH = 486
EI = 3686 IST = 488 etc.,etec,
¥ords likewise exhibited simllar relations:
BAEN = 708
BATALLION = 708
BATTERIE = 630
BEFEHL = 6231
BEI = 633 etc., ete.

It was readily apparent, after the same phenomena had

‘beeﬁ discovered in what were clearly other "keys®, that as regards

the enciphering process, each code group may be considered as being
divided into two parts; the first part consisting of a variable
two-figure nunber, and the second part, of an invarieble digit.

This naturally led to the conclusion that the system con=~
sisted of a basic code of three-figure groups applied consecutively
to the contents of the book, the latter belng arranged strictly
alphabetically; that, furtherrore, in the enclphering process, oﬁly'
the first two numbers (the variable two-place numbers) were enci-

rhered, while the third remained unchanged.

A‘? .YXX\XE)DHLM&Héimjj :@ﬁﬁ‘

o HEEd 2
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From all these clues the nature of the system was qulickly
e d comprehended, add when on the 25th of March the French captured a
copy of the code~-boock full.confirmation of these varicus theories

was at hand. To the French resally belongs the credit of being

i%;é . the first to recognize these clues pointed out above, It now
;v:f beceme desirable to develop the best system for the attack of

{E messages in new’keys. ~ That was thenceforth our only real problenm,
:’51 The first thing done was the sfencilling of the RBase, With the

exception of the words and phrases, on three large sheets of paper
with all of the groups represented by the same two-place nuber,

or "radical®™ in a horizontal line as, e.g.,

. - o 1 2 3
o 35 A A AE AN eto
" 26 € OCHE CHE CHEN

These sheets (samples attached) were fastened on a triptic

and set in front of each worker, where they could be consulted

3 without the need of any psge-turning or other delay or inconvenience,

This was simply a more convenient arrangemsnt from a decil-

phering and decoding point of view., The columns represented then

J

$ion would involve merely the/finding of the correct equivalent for

7/
each of the one hundred radicals.

2
£ %
4

A
B
H

i

]
li
%
3

METHODS OF SOLUTION.

160 cwd 000

Following along the lines indicated in the methods of solv-

s
. L
f &ijf ing the Three-Letter Code we may divide the entirs body of text in
. [a) -
o 2;C§@ this code into three main sets of groups, which are:
‘,i ﬁé 1) Bumbars
N $ 2) Spelling groups
v V‘%» 3) Words, phrases and ssniences.
& v g7
é g £ Solution consists in the same two steps: ‘
L3 ~ 4
2R i lg Classification FEE
‘ﬁ e P 2) Identification. ;o
~ ‘ R R i v )
2 J 2 ‘ | T T T e
; 5, E - RIMBFERS B
?t The classification of numbers was exceedingly eimple.\)

.
{

N
s

. );?'The most frequently used numbers being O to 9, and having the same

e -~

[y

the invariable portion of the code-~book, while the two-place nunbers,

or "redicals® represented tﬁ% variable, or enciphered portion, Solu-

[
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GENERAL HEADQUARTERS, AMERICAN EXPEDITIONARY FORCES

GENERAL STAFY, SECOND SECTION (G.2,A4.6) (asm)
ff (DISTRIBUTION "A") | July 31, 1918.

BASE. 0 . 1 2 3 4 5 8 7 3 9
25 A | m | an | s | av | aUS| B | BE | BEN
R 26| ¢ | CH | CHE { cuEN| CHT | D | DA | DASS| DE | DEM
o
H ;
3} 27 | DEN'| DER| DES | DIE | E E EI | BIN | L | EN
g“.,‘ M
RE
; 28] ENT| ER | ES | EU r | FfR | G | GR {GEGEN | GEW
¥ i B
L , i i !
* 29| H | HE !®RIT | Wm | WIW, I | ICH| Is | IST| J
! ] .
: 30, X | xBIT L L i N | NACH ND | NE | NEN .
z i
}A 2 T ’
. § 31] ¥s | woy | o O | oB P Q | QU R | RE
32| rbick| s | sce!| sp |sEir | sEN | SICH SO | ST T i
= o
33, TEL| TEN| U | wt | ww | uee| uns] VvV | VER
- 3¢! VOR| W | WEG| WIE| WIR| WO X Y 2 | ZER
35| 0 1] 2 5 4 5 6 7 8 9
36]-10] 11! 12 | 15 | 20 | 25 | 30 | 40 | 45 | s0

TER 12
: 37 60 | 70 | 8 | 90 | 100| 1000| HAL{ T ROIH UHR
: - TES| ISCH| KACHTS,

1 UHR| 2UHR|3 UBR 41HR 15 UER |6UHR |7 UER |8 UHR [SUHR [ICUHR |

38 :
VLT VLML TVOILEIVOAT, T . Vo ILT. (LT, [VEET, VT, VAL T,

:QmmM .

11 UHR {13 UER!1 UHR; 2 UER |5 URR {4 UHR l5 UER {6 UER |7 UHR {8 LHR
VMT.EITTAG! NM. T NL.HL T HLMLT jHIAT. RIT. IMM.TNM.T.  NM,T.

A N\SEGERod T
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B Emm%.o. 1 2 < IR 5 8 .. 7 8 ‘g%”
/0 © UER 10 UHR Rl UHR ABBRE~ ABFEU4 ABSCH{ AB- |ABLOSH
*0 ool wesord wuvor.l AR | CHEN | ABEND | ERN irLAGEN LOSEN |UNG |
: ABSCH-ABTEIL- i ALL- AN | ANGREX AN~ |ANSCH-|ARTIL-
: 1 'yipp | UNG | ALARM IALLEIN|GEMEIN AM | FEN | GRIFF| LUSS |LERIE
al ' AUF~ | AUF=- AUS-
'3 43 |, ~n W.KDR. | A.M, [A.U.,GR| AUF | SATZS.|SCHLAG A.Z. |LADUNG
w1
A .4 BAGA- BATAIL}
Sy GEN __{BAHN | LON
S 45 BEI BEOB- | BEOB~ | BEOB. | BEOB, |BEOB., |BEKREIT+
o BAT. BEFEHL BEIM _ |ACHTEN|ACHTER GUT | UNMOGSTELLE |SCHAFT|B,T.K/
‘;Ti 16 | BESCH} BESCH! BE-  |BEWEG-|- _- B1,AU- | PLINDEBOGEN-
“ | __|DIe? | IESSEN|SEWEN | ING |- "= |Brs |BLAU | PUNKT G &NGER SCHUSS.
. 17 BaENN— BRIER- {
N LANGE | B.%Z. |[TAUBE | BRIG. ;BRUCKE |
L 48
- 19 DAUER~ | DECK- DIVI- |DRAHT- DRIN-| 1/3
) CHIF. FEUER : UNG | DICHT! STON _|H'NIS ! GEND DUNST |
50 | EIN- EINZEL
DURCH : EIGEN |SCHIES (FEUER
51 |ENT- | ER  ERBETEN ; ER-
" FERN'G| ES HOHUNG
52 , FEIND~| FELD~ | FELD- [FERN- |F,SPR.|F.
a FALLEW {FEIND | LICH ; XlJCHE | WACHE SPR-ER | LEIT, |SPRUCH
53 FEUER~ FEUER- FEUER | o _ FLIE-
~° | F.BAL| FEUER BEREICH |BEREIT ,FEUERN, PAUSE |F.U.F. FBSCHJ GER | -1~
54 | FRAG~ | FUNK~
-~ |LICH |FRONT |F.T.ST.FUHRER |SPRUCH
55 G.AN-| GEFANGS GEF.
. GANZ | GRIFF (6.FLA.| G.G. |G.MINE GEBEN| EN | STD. |
56 |GEGEN+  GESCHOS< GE-n I|GESCH.! GESCH.| GES- GEWOHYW | GEW,
| STOSS| GELB [SART | SCHUTZ FEUER!WEISE |TERN GEVWEER | LICH [FEUER |
57 | GRABEN GRA- | GR, | GRUND=
" URABEN|KANONE| GRAD | NATE [WERFER, GROSS|RICHPG GRUN |GRUPPE| GUT _|
58 | _// n
) HABEN | HALB |HALFTE
59 HAND- | HAUB. HEPT- HILF |HINDER
—__ HALTEN| GR. BAT. | HAUB, |HAUPTM.RICHT!G! HEUTE ; HIER | %IEL | NIS |
‘60 HINTER|H,GE- " " |
' > HINTEN|LANDE | HOCH | mOHE HOHER
61 . ! IN IM IM |
) | - IM _|[GANZEN| 7IEL |
Ao 82 INF. INF. | INF, , ‘
e INF, |FEUER FPLIEGER ! MUN. | _IST ; t 1
a 83 KALI- i hT
o BER K.T.K.| KANN VANONE |K.BAT. KARTE | FEIN |KLEIN |
64 | KL, KOli- { KOM- | KOM— |KRANK- KURZ ;
. 1QUAD. |[KOMMA | KDR. _, MANDO, MEN _:FAGNIE, ENTR. KURZER! _ o
) . . ;
59 f ] | LADEN | LADUNG LAGE |
68 | LAGENY LﬁFG ' LANG-! ggg;i__,_ﬂ_,.nmxm~
. _ | ¥EISE| LAGERILANGE . L.G _SAHJ,,L“nu.vL»‘
o "

|
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E By
" .

/ R&% D"C» S'H&_CL E R

UG L

BASE_ 0 1 w3 4 5 " 7 8 .

T 4 . ¢

70| . . | MITTRRIMITT- | = ( |

e | MW, VINUTE] MIT MITTAG | MITTE | NACHT |LERE | M.V. [MORGEN|MRS.
71 MUNI-] ' )

| TION - {

72| ' NACH | N-M- WACHSTE| : ' ' f
; NACH |BAR | TAGS |NAHER |LAGE |NACHT [NEBEL |NEHMEN

73 - | NORDL. | NORD- | -~ ‘ :

‘ NEIN IN.Z. [NICHT NORDEN | NADRL | - | f
AT . ~ ODER | OFF, |OHNE
o]  |0str.] - | |pran-

0.¥. |OSTEN| : PATR: [PION. {QUAD. ;

sl - | | o __ |QUAR- ‘

. |POSTEN| PUNKT ; _ |Q.SCH.|TIER |

77 | 1w REGI- ) RE< |RICH- |RICHT~| RICHT~

RAUMENRECHTS [MENT  REGLER |SERVE | TIG |KREIS | UNG

: . |roung ROLL~ | ¢ - |ROT | é
f~?8 R.N. ¢ RIEGEL §§%§E SALVE | ROT PUNKT | RUHIG o
, | R BN | BAUER-! .

79 | _ SALVE |SAPPE STOFF |

80 |SCH.ARL.SCH. |SCHEI-SCHIE- {SCH- SCHLUS-SCHNELL| SCHRAPH DCHUS°$

~ ISCH, |7EDG |TERN ISSEN |LECHT | SCH. |FEUER |NELL |SCHUSSRICHT G|
| 81 |soH- C A SEk- .| - | i

WACH SCHWER| SEHR |SEIT _|SRITE |S.RICH. UNDE BENDEN |SICH |SIE
L e SPERR-| SPREN-| SPR.P.| SPR.P.| SPREN-

82 |sTowAL  STND FOFORT | SOrL, [8pAT | FEUER | GEN .| HEBEN | SENKEN] GUNG

83f{ | _ |STAF-| _ ISTA- | STEL- | STOL- | STOP- | .  STOR,
182 |sprucH] sTaB | FELN |sTARK TION | LUNG |LEN | PEN | STOR.FSUCHER

g4 |870SS BTRAS |sTREUY - |- - | sriry | sboEw

TRUPP [SE | EN |STUNDE|STURM | PUNKT | SUDL.

85 ” R R i Co ,

86 , P TEI&ev TEIL=) oo
L » ‘ TAG | TANK RIN TRICH TIEF
lg7l 1 . |TREF-| : | T
| |PIEFER| TOT | FER _ |TROM.F

s8] - | . | o : ’ N |

, 1 ./ Mprr | UHR UM | UND _ uNS(ER)
89|UNTER | UNT- |  |UNTER=~|UNTER- |UNVER~| . | |
__|UNTEN WEHM. | U,OFF/STAND |STUTZ, |ANDERT | |

0 | BT R VER- | VER- {VER- | VER-
L v" V.Z. [BIND. | KEHR - LUST(E)MISSEN |
51 |VER- ~SOH- Y7 V=ST=- ¥-WON- | VON T
91 PR | v-unc| vememUTEEN |STAR- Gng~ |DEr | vOM | VOR lomsEI
92 VOR- | V-VER-

VORM. POSTEN|LEGEN

93
L WALD | WANN | WAR !WARUM | WASSER
94 , WEL~ WENIG ¥ESTL.] |
| " | WEG FEISS |WEIT |W-ER |CHER FIRD | WERFER; WESTEN, WIE ¢
95 lw1EpEr| Horenl WibL | wp lw.s. lwo | worimw wi.

96 @
e . i
97 ZER- | ZER- |ZER.

b : - ZEIT | STORT | ST-UNG|FEUER 2IEL

9g |Z2IEL~ | ZIEL~| ZIEL~ ZPe=- 1 ZUG 70U~ - | ZUR -
___|HOHE | NAHE |RICHT | 2U | 7UG |FUHRER | WEISE | LEGEN |zUM burlcx )
99 ZWIis- K , , -1
L |z, very), omN | ! |- |

ﬁgﬁ



92

REFID:A2458117 .
-

radical, any chain of numbers such as may accompany & military unif
or follow & word like PLANQUADRAT could be spotted almost immed~
iately because of the pressnce of a chain of groups #1ith the same

radical, Therefore, the finding of a group which occurred very

frequently at the beginning or end of messages, followed by a

chain of groups possessing the same radical could be taken to bs

. . REGIMENT with various numerical designations. Identification fol=~
%?;;;A lowed immediately, since the final digit in each group agrsed '
%v?# with the clear-text number, ’ﬁaving found the most common numbers,

féﬁ';% the other numbers from 10 up could be found easily by thelr as-

%?35%: sbciation with these already solved numbers, ETImab—she—round..
1 P aumbe rs—had—to-be~put—togeihe s from—the digiss.

o SPELLING GROUPS

;;%ET§ Tbg code being very short, it was very fregquently necess-

f if§§ &ry to spell oul words, There were only one hundred spslling

groups avallable for this, with no alterates whatever, so0 that, in
the case of any considerable number of wordis spelled out there en-
sued the repeated use of the same spelling groups. Moreovér,

since &s regards spelling groups there could be but ten different

radicals, repetitions of chains of groups containing these ten rad-

icels, with variable final digits, was unavoidable in spelling out
any considerable amount of’text.

These last facts gave an easy clue to the classifiéation
of the epelling groups. They weré, in general these groups which
appeared in chains composed of a few, very frsquently repeated
radicals, The first clue to ,hese chaine would bs given by find-
ing a sequence such as the following:

430 572 433 573 425' 435 174 435

. Not= the repeated radicals 42 ernd 57; the double leitsr

represented by 435; the intimate relestions between these rspeatsd

radicals, This chain manifests all the characteristica of a sa-

f quence of spelling groups.

In order to facilitate the solution of these chains, the

: [ " ‘ mg Drcmusmg& __Ql —
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problem is then to find the line. By employing another strip

RE{ID: A2458117 ® o / 06

apart and mounted upon cardbocard strips. These formed the equivsle
to the sliding strips so often used in deciphering processes, and
indeed tﬁey were ﬁsed for exactly the same purposes, viz.; ans-
gramming, to build up words, In order to show the details of the

procedure an artificial example will be taken.
Suppeae the word EI-G~EN had been spelled out. By re-
ferring to the triptic sheet it will be seen that the syllables EI

and EN are on the same horizontal line; in enciphement, thersfore,

the groups representing them would have the same radiecal. The
letter'G, being in a different line, the code group representing 1t
would have a different radical. |

Infthe base, the word EI-G-EN would be reprssented by the
combination 2378, 288, 278. Let us suppose that in the Secret
Key the number 37 wgs enciphered 53; the number 28 by cs8. This
word would therefore be represented és follows:

526 088 538

Now let us work this process backwards, using our sliding
strips. Since the first and third groups have.the same radical
it means that the groups which they represent are on the same horle
zontal line in the triptic. Therefore, 1f we take the two strips,
numbers 6 and 9, (determined by the final digits in the first and.
third groups) and lay them down so that the 1ines on both strips
coincidgﬁ (i.e., with the numbers at the top on the same horizontal
line), then it is clear that the clear text groups represented by
the first and third groups will be on the same line, ‘ | .

The two sttips are in position as follows:

- 8
AUS BEN
DA DEM
EI ER
G GEX
—_ ICH J
- RACH NEN
Q RE ,u.u.‘ “rD ‘.?4,\4,4\ [ W
S1CH T opeelp Y
UNG VER /;"‘ﬁ&‘xgm.& S T auv.{.;t! ax:
. B X ZER//’" o e RO, tre.
Tﬁgmgiggédﬁéigz;;;;BZQﬁB of the ten horizontal lines; the

e e e e F T T e T e e
v B f

4 N\SEKGERod
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number 8 (dete'rmin'ed by the final digit of the second group of our
chain) and sliding it between the two fixed strips we select tenta-
tively the most probable syllable, combination of syllables, or |
word which presents itself, In other words, we apply the well-

7 known process of anagramming columns of an ordinery transposition
4“‘ . cipher to this problem,

B - , ‘
;3  thev- e GeX vho. o2l 3/ For example, we might place the middle
& strip as follows:

Y 8 8
P : AUS 8 BEN
o DA AUS DEM
EI DA EN
G EI GEX
* ICH G J
: NACH ICH NEW
A | "Q NACH RE
o SICH Q T
g UNG  SICE  VER
B X UNG  ZER
o ?§ X
PR ‘ " _  TNo probable combination presents itself, so
z 3 - =————— W@ move the middle strip one space further, Thus?
N i ] '
. & g
AUS ‘ BEN
DA 8 DEM
EI AUS EN
G DA  GEN
ICH EI )
KACH G NEN
Q ICH RE
SICH NACH . T
NG Q VER
X  SICH  ZER
NG

¥ x “_,‘

St111 no good combination is found. True, the word NACHT
appears, but in the first place) this word appears in the code-book,

and secondly, we are looking for one complete word made up of

I b
S ! .
raris on each strip. %e continue thus un‘cil‘we try the following
. . 4.4 position: |
L~ 6 AUS 9
T ‘DA EBEN
anp el AUS g1 DEY
- o DA G EN
T W ‘ h -
p R T R Eé ICH  OEN
: . 1CH NACH J.
- NACH Qe  ¥EM
SICH RE
SICH URG vER
uHG X R
X ZER

! &&E Drcmcmn Q,_QQ\
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Not(ﬁow‘clearly the good coxbination EI-G-EN presents
itself.

Having determined the correct positions, we now have the
equivalents for two numbers in ﬁhe Secret Key., In the bease the
word EI—Q—EH would be enccded:

376 288 379
In fhe encipherrent we find it to be
538 088 539
' - It means therefore that 37 is encirphered by‘Ez, and 38,

by 08. ¥e may proceed then to decipher all other grouprs with

the radicals 52 and 08.

: was | . ’ ‘
Once =z start 4s made in the spelling groups, further pro-

gress wes very rapid. Values in the new keys were reco;ded and
adéed to as they were wérked cut from the incoming text.(?r¢q)
FORDS

Generally in & new key, the attempt was made to solwe
the spelling groups an@ confirm ther by several messages before
trying %o solve wo;d g¥oups. The wordAgrcgps could be more)or
less completelyﬁéoiveé according to the amount cf text in the glven
key. They were attacked on cordinery code principles, with, how-
ever, this addition, that %pe resulté could be checked; first, by
the similarity‘of their fiégl figures with the final figures of
the groups in the Base represenﬁing the same words; and second, by
the similarity &f their radicais, when they are taken to represent
worde having in the Bzse the same rgdicals, i.e., words from the

same horizontal line on a pege of the triptiec. Ko very ssesrious

p £
! i€> atterpt was rade iby us to solve the groups which represented battle

J

f! fepbits, i.e., whole phraseg, there being no ssatisfaciory way to
check the results which might be obtained,
The spelling groups not only served to give us our first
break into each new key, but also enabled us to recognlze and iden-
tify ressages in the sane key. Incominé messages in an unknown

key were scanned for repeated radiczls, The repeated radicals and

the radicals apparently tied up with them were then compared with
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the radicals of the spelling groups of the solved keys. If they
were the same as those of any particular key it was essuwed that the
messege was in that key and the values in that key were applied %o
the new message, Usually they led to an intelligible decoded text,
and so proved their applicability. If they gave & meanihgless
decodement it was essumed either that the ressage was not in the /

key applied, or that, if so, it had been garbled in transmission or
intentionally distorted by the encodsr, & trick to bte discussed

Gen

7543?5 later.

-;’h'l ‘ Occasionally it heppened that a message came in with spell-
fA‘; ing radicals ranging from 25 to 35. The presuwption in such a

b case was that the text had not been enciphered. The messages were

tried out in the Base and usually made sense.

§PECTAL METHOD OF SOLUTION.

One method of solving a new key, which may have already
won
suggested itself to the student, is founded on the fact that the
: od.
last numbers of the enciphered groups -4® not change, Thnrefore,
Wt had o
when & word is spelled out, the sequence of final numbers wild be
WM)
the same in any key as it 4s in the Base Gocde, A list of words

frequently srelled out and of phrases with the sequences of final

numbers used in spelling them was prepared and proved useful, This
wes celled the "Simple Sequence List® and wes revised severalbtimes.
TR A of |
. The nurbers were arranged in order, ase shown in *ehe«&%aohea—swp}e—
»jidgiww” A s:mi’ar list was prepared for the more common place nemes
| ff ;i. in the St. Mihiel Salient, shortly before our attack there. It
»Q?‘fé proved useful, but owing to the quickrness with which the sector was
taken it socn lost its usefulness,
Suppose a sequence of five spelling groups had been found,
as follows:
746 084 746 084 178
By referring to the Sequence List urder the series begin-
ning with the number 6, we look for a sequence as follows:

6 -4 -6-4-9

~

,,,,
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We fipgd the word GEGEBEN will fit the sequence and 1f this
word fits in the message, and can be checked elsewhere, three ci-
pher eguivalents have been determined.

From this 8imple Sequence List i1t was not long befors a
more elaborate list was fomed, called the “Seque%ce List Showing
Repested Radicalg“. §$ﬁ¢£$t \0

~In the example given above, note the repetitions of the
radicals 74 and 08, By referring to this new list under the
heading of repeated radicals ending in the ipvariable digit 8, we

find the sequence 5
8 4 6 49, the underlining in which indicates

that the radicels of the first and third groupe are the same, and
the word is GEGEREN. A 8ti1l further elaboration of such a list
would be to indicate in each series more than one repeated radical

if such occur, For example, the preceding sequence could bte marked’

thus:

846459

I

indicating that the radicals of the first and third, and of the
second and fourth are similar, ‘

Thus,.by a careful hunt for such sequences and a refersnce
to both the simple sequ»nce 1ist and the list of sequences showing

repeated radicals, many groups could be solved in one opgration.

;} .. This actually ocourred meny times in the ocurse of the work,
Lot . : ' :
!f,avww**' SECRET KEYS AND SUPPLEMENTS

(1) Keys.

13

Fach division supplied its‘own keys. In the first few
monthe, a siuple key sometimes continued to be in effect for as long’
as & month; one, in fect, lasted for six weeks, but this was in a
quiet sector. In tirze of active operations, as a rule, keys were
changed more frequently then was the cese in the viwe of comparative
quiet. However, the length of time during which a key remained 1in
effect gradually shortened, until by the end of the wer some divi-

sions changed keys deily. As soon as a kev had been captured it

%as neoessary_to notlfy divisional headquarters, where there were

! ﬂ\\% DFCLAszFnM‘Dj
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supposed to be two keys always on hand, the one in use and the one
next to be used. On two occasions, however, a key continued to
be in effect for several days after its capture by ourvtroops; as
a result much valuable informatioﬁ was secured,

Code bocks and keys were probably issued to all organiza-
tions in & division down to companies end batteries and to liaison
stetions and intel;igenoe personnel, Neighboring division head-

quarters exchanged keys., Independently of this, flank regiments,

- battalions and companies of the neighboring divisions.

Messages seﬂf to & unit of a nelghboring division were en-
cirhered, if at all, with the key of that divielon.

On August 18, 1818, the 18th CGerman Corps issued an oxder
that thenceforth keys should be issued_by it for its entire Corps
area, instead of by each division in the corps. 'It is thought
that this was only a local departure from the general rule,

(2) Supplements.,

A supplement to the code-book consisted of the code equiv-
alents for millitary and place names (the ggiﬁﬁnameﬁ’?, the battie
reports and the expressions to be inserted in the codefbook op-
rosite the blank spaces. Blank groups, even after the insertion
of the supplemente, were sopethmes used as null or blind groups,
i.e., they were inserted ogiy to confuse the enemy éode offices.
Then the blank groups in the code-book were insufficient

in number to represent all the worde it was desired to insert, the

excess words were represented by code groups of four letters, for

exaxples:
Anfang 443
Anfordern 444
Angabe 445
Adievimo~u Anhobre- - 4450
Ankunfi 4451
Arree 448

In the case of a four-figure group, the regulations were
to encipher on}y the second and third nurbers, leaving the first
and fourth wnchanged.

The suprlements were changed from time to time, at much

longer intervals than the keys, Each division furnished its own

A NN EGERod T
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supplementgc It is thought they werse exchanged cver the divisions

boundary in the same manner as the keys, {(Szmple—attached).

GEHERAL REMARKS,

ACTUAL OPERATION OF, AND VARIATIONS FROM THE SYSTEM,

The Three-Number Code System was, on the whole, eperated

by the Germans exactly as designed. " It is trus, also, that such

ﬁ;t‘ ’ measurss as were’recommended for camouflaging lisison as regards

S the use of the Three-Letter Code were‘applied in the use of this
”5‘¥ | code too. The sending of fictitious and practice messages was
> as normal in this code as in the other, Lateral cormunication
o f was eséecially practiced after the spring of 1318, There were,
PR however, certain features and sporadic variations from the normal
procsdure which deserve mention. These had to deal naturally,
mainly with the method of using the Secrat Key.,

A speclal key or variation from the system used by a
division in the Thiacourt Group Sector, July 1918, is interssting.
The messages were first encoded in the Base, and then from each
three f;gure group was subtracted a number determined as foiiows:

from the lst to the 9t%h of the month, the number of the day of the

E monﬁh, fom the 1llth to the 18th and from the 3lst to the 29%h,
54 and, on the 31st the last digit of the nusber of the day of the

»—fw‘-“""'/
_onth; on the 10th, 20th and 30th, the first diglt of the number

-
3

T,

“w
-

//- of the day of the monfh, i.e., 1, 2, and 3 respectively,
Another more common "sport" wgs the use of the decﬁphering
' f table of the Secret Eey for enciphering, the enciphering table be-

ing then used to decipher. A division taken out of a sector after

rwig
1* e

-
mt
¥ :

Wi

T having used both its keys on hand and suddenly put into line in a
new sector before it had time to obtain new keys, might, it has'
zen suggested, resort to this practice, as an expzdient, to avoild
the continued use of a key already long in uss,. The great aid
’ such pracilce furnished to us was, in that the solutions in each
key gave, 80 soon as the practice was néted an egual number of
golutions in uhe converse key, for if 58 was used t0 encipher 33

on the enciphering table, then, when the deciphering table was

uged as suggested above, 33 was used to encipher %ﬁ?

[ K“'E Drcmumﬁ i - f—“ﬁ
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A rather freakish development of the above wes the use
of the eﬁciphering table to encipher the first half of a message,
and of the deciphering table to encipher the second half,

It should be added that transpositions of code groups and

zi;i distorted messages were first noted in the use of this code, and
'f led to the discovery of the same procedure in the Three-Letter Code.
But this was observed only in the case of practice uessazges and com-
munications of only trivial importance, No case of a tactical mes-
sage of any importsnce, in which transpostion bccurred, came 1o
s our notice, |

R ESTIMATE OF THE SYSTEM

In the 247 days from Maruh 32 to November 11, 1818, there

lemendudid oppondi ewu %Jm
were intercerted 852 stenciled pages of %exﬁe an average slightly

under four pages per day. The majority of the messages were short,

T
H .

from two to fifteen groups.
| During the firsi weeks of the Code about one half of the

AR fimr o
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W
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messages were sent in the Base, This proportion fell off steadily
50 that during the last months the number of messages in the Base

= #FBnstituted less than 5% of the total.

i ;f{! The messages in the Pase were decoded as they came into
f-:rA”f ocur Radio Intelligence Offiées at the First and Second Armies,
‘//lﬁi Enciphersd messages could b2 decoded only‘as keys in which they
were enciphered were worked out. It is no exaggeration to say,
however, that over fifty psrcent of the enciphered messages were
g deciphered and decoded, either in whole or in part.
% The great majority of the nessages were either practice mes-:
’; sages sent to simulate activity or nessages of & very trivisl nat-
ure, The tactical messages of importance were,a8 2 rule, sant
during the first days of an edvance nrade by either side, They

were generally above the average 1n length.

Identificetions, that is, for example, dlvislional and regi-
rental nwibers serving to locate units as being in certain sectiors,

were never very common in the Three-Fumber Code, By the fall of

PR} '
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1918, they had almost entirely disappearsd. Messages were either

DA X S

unsigred and unaddressed or else use was made of shortened designa-
tions, sﬁch as division, regiment on the right, commander-of-the
front-line-troops, ete., or of code names.

The outstanding fact in a study of the Three-FKumbsr Code
wirecless messages is that nothing of importance was sent by wire-
less when there was %time to send itvbk messenger. It is, however,

equally clear, that when there was not an opportunity to communi-

. cate by messenger, the most. important uessages could be sent in
the ?héee-Number Code., |

The Threse-Number Code hed many excellent features.

The Eecret Key was & small slip of paper pasted into the
{@fr - back cover of the code-bocok by a narrow strip of edging on either
;?53 the top or left hand side. TVhen in use it procjected from the
code-took, so that both enciphering snd deciphering tables showed
clearly. ¥hen not in use it folded back, so that it was entirely
within the book; There was no danger of it being lost. ¥hen
capture was imminent, the key could be torn out end thrown away
or destro&ed. It could be bummed in one hundredth the time it
would have taken to burn the code book itself. If capbured, it
could easily be replaced, It could be changed just as often as

’ /
;'deemed desirable. -
2 @ o o
§ s = The ‘capture of the code book was foreseen when the system

/7 was adopted. The method of encipherin%-,; adopted was not suf-
// ficient to prectect the contents of all the messages from decipher-
ment. But the idea of & code-becok with a key which can be fre-
: gquently changed, ezsily destroyed when in danger of capture, and
'*; quickly replzced by a new key if ceapiured, was excellegt. |
The uniformity of the systenm along the entire front was
desirable, t mirinmized confusion, Furtheébthe fect that the
Bzse of every code-book wes exectly the sswe as the Base of evary
other code-book together with the fact that every unit of any size
wes known to have & copy, enabled any unit to communicate with

any other unit in a code, which, though simple, would nevertheless
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prevent the contents of the nessage from belng exploited by the enemf
troors opprosite for at least seversl hours,

These advantages of gniformity were counterbalanced by o0
long an adhergﬁce t0 the sane edition of the code. The captursd

books are uniformly marked "1 Ausgabe" ( 1st Editior&showing that

it was not the original intention never to change the Base, If

_ the Base had been slightly changed along the entire front once

i
-

every month it would héve added considerably to the cryptographic
velue of the system, Even after the current editions of the code-
book had been captured the work would have had to be done without
the aid of long and very helpful sequence lists.

The large nuwber of code groups assigned to“represent mil-
- itzry and plece names were an excellent feature of the littie book.
,§ Filled in differently for each division, or in are cases apparently

| -for each divisional sector and occasionally changed, they were, even
when not used in connection with DECKNANER or Code-Names, never

(e thoroughly btroken into by us. Similarly, though, to a far less
- extent with the blank groups in the vocabulary which were filled

in by supprlement. They were, hdwever, repeatedly solved,
| The "Battle Repcrts®", consisting of short sentences and
rhrases proved to be good. They were very difficult for us 4o
decode.  Their disadvantage is this, that too much is made %o
depend on a single code“grcup. A mistake in a single figure of
}Ji;Zi—iii};roup, in encoding, in transmission, or in decoding, may en-
tirely change the meaning of a very important wessage. This is
j/ true, however, of &ll code messagés,
The selection of matter for the contents was excellent,
The arrangement was good, with this possible excepiion, that the
'spelling groupé ghould not have been given consecutlve numbers.
It was because they had been numbered consecutively that we were
able to breek into the code so easily. If they hed been placed in
the vbcabulary in slphabetical order, they would have been much |
harder to solve, although, being solved they would then have 1n-
volved the solution of all the words in the Base having the sanme

radicals., That, of course, would have beeqkobjeotionable almdg%

egzéilﬁ.
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The fundauwental fault with the system 48 not in the code-

book itself, but in the system of encirhering the code, The en-

: ciphermenf did not suff;ciently change the appearance of the group
g 3
. enciphered. The one | Qﬁggf of each group left unchanged by the

process was fatal, ., All three figures of each grour should have |

.";;E been changed, This could have been done by the addition of a

2;1%%; ‘ shqrt list of $en equations, like the TAUVRESBDN teble, but using

R numﬁerg,not ;ettérs>and changing the table for each new key. That
L would have destroyed not only the value of our sequence lists, but

also %o a considerable extent, the possibility of checking solu-
tions with the Base. )

A table giving values for the numbers from 000 to 998 would
have been even better if it could have been made sufficiently srall
B : not to be awkward, There would then have been no éﬁeck whatever
a0 cn solutions, except that the words and spelliing groups found in the
code-book would heave been the most likely ones 1o appear in the mes- :
B&gZESs. Such a code would have been almost the equivalent of the
Three-Letter Code. , |

The code wes & little tBo short. If four figure groups

had been used instead of three figure groups it could have bsen made

longer and also it would not have been necessary to have ten conse=- .

4
-

cutive code groups with the/éame radicel. The groups could%havei/f?ﬁ
o Tt ! = ey A
been split in two and each half enciphered on a table similar to

ﬁ? one of the tables of a Secret Key, It is believed that 1f such &

ccde had been used for the same purposes &s this code, very few
of its messages would have been solved. &
R a_': Many messages were received in the Three-Number and in the
Three-Letter Codes with groups in transpcesed order., Ve know noth-
ing of the system of transpogition used, When used it was almost
invariably a stuzbling block, It is suggested that in the case of
any ccde with changing keys, it is desirable that there be printed

on each key one cr two simple systers or orders of transpositions

to be uced with that key,

, N“Q Drcu‘smég éﬁ ' «ﬁ
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» }
The Three-Number Code wag a War-of—?osi ien gode. »;&L; {
4&zr=6§=xaveme“tﬁzheremzs”ﬁﬁ*"ap much’need for 45646 "E0" BE used iﬁ{i-

AN
COWITE 1CETI6H hetween un;ts 50 sm&ll as-companies and battaliond,

Use can then be made of a code-~book without the same apprehension

es to the certainty of its ezrly cepture and exploitation by the
3?‘! enexy, And ye} even in uhe War-of-Yovement, a code similar to ths
oL Three~Number Code would be valuable, for use by patrols. advance

units, observers, and the like; llalson being established by meens

of carrier pigeons, courier dogs, and greatly improved wireless

and earth telegraph instruments,

/! &“E PUTOE R m
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EXTRACT FROM THE THREE=NUIBER CODE

Sy

G . This extract consisted of the rost iwm-
Wl )
. '% rortant words and thrases necessary for (1)
3 Artiliery Observetion Plzmes (3) Infantry Con-
Y - -tact Planes. They wers printsd uron & card,
‘f & sarplz of which ie attacked. ]
fﬁ;t A1l of these words and exrressicns were
L teken directly from tte SCLUSSELEEFT or Thres-
A Tumber Code, and they were designet2d by two
, letters chosen frow the word or exrression, as
¢
i;' will be seen on the saxrie. o encipherment
a§:;€ wes used.
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HISCELLAYRDOUS SYSTEMS,

There were several special and yerhaps pursly local sysiei s

which deserve wansion,.

One of jghem celled the FERUSPRECHSCELUECSSEL (Telephoné—key)

or SCHELUESSELSCHIERER, ("secret sliding-rula®) was | %

e das Lémat
vunication in the denger zone, It consisted of a\?ivifed into &
right and & lefi hand section, batwsen which a strip tearing nunler

‘_J
[(]
!(1
Q
e !
ct
te
O
b
o]
Fh
ct
o
'_.,l-
o
w
-y
[¢)
(o]
ct
“
=
jannd
[
Q
5

could be slid up and down. L semp
vas mounted upon & thin board, is atiached herewith; 1
explan atory. After se:tting the sliiding sirip &t the key number for

the hour or day, tvhe nunbars @rrosite

A wore elaborate telephons coie—book ves cepturzd by

ey

& message irn this code would te sent in groups of four fig-

t; & cory is attached. L”

ures., Tor example, 1o send the word ARTILLERIEFTUER (which is in

column A) the sliding strip on *he left would te moved till the letter
& aprresred in the apersure. Thie bfings the nuxber 3 oproaite the
top line of the page, and the nunmber 31 oppbsite the word ARTILLFRIE=-
FEUER. The word would then be sent &s 03231. A& ckange in key con-
sisted in the insertian’Qan strip with the ure ir & Aaifferent
position. —{Brhitidee—mm— df/
Anothsr elaborate telephone code- bdo%qusaa by the 14tk Infen-
try Division g _szsiseced-hewawiil, Strips containing four-pleace
nuzbers were pﬁéﬁed in oxposite the coluuns of olear—%ext, Evidantly
new strips wers printed each fire & charnge in code wes uade. fEgrEiX-
4 ratber siurple system esye 01a11y adaried for hand greneds
corriunication was based upon ‘he seare lines zs the Inergency Siimal

Chart (Sample a“tactred),

t+

I% is not Imown 10 whet extsnt these spseciel svsiterns wers

rveed,

R T 2at
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v |
e —GRHER——— FERNSPRECHSCHLUESSEL
e 7 11 15 19 - 33 i
. 4 14 25 30 ; :
. - B 9 21 28 X :
s 2 15 30 34 27: 133 199 :
o 1 10 18 26 P 134 200 :
] 3 § 12 17 31: 135 201 :
éyfz 8 18 23 329 138 203 .
*lf§v . 137 203 :
?%'; ¥aschinen»Gewehy § 138 204 § St rasse
’: : terial holen ; 133 2305 ; Stunde
o ¥elder : 140 206 :  Stuetzpunkt
L Yeldung {241 307 : t reufeuar
‘ | ¥inenwerfer : 142 208 § Sueden
o Minen . 143 209
‘*'ké wit Verzoegerung 144 210 ¢ Tank-Geschuetz
.  uitte { 145 211 :  Tenks im Anmarsch
ol ¥orgen D146 212 ¢ Teil |
e TR : : (b.kitte,e.link
. morzens 147 313 ¢ Teilsparfeuer.a.rechis,
el Yunition ! 148 314 :  Teilring
| /i 149 215 i  tief
§ Nechbar § 150 318 é tiefer
% Nachtricht,benachrichtigen 151 217 ¢ ot
g nachmittags § 152 2318 ;
| nachts § 153 219 § Uebe rnzhme
R Nachkonnmendo ! 154 280 :  Uebergabs
o nahe, naeher § 155 231 ; Uhr
Nebel i 158 233 § Unternchmung
.Norden § 157 2333 ; Unterstand
’ . 158 234 : Unterstuetzung
Offizier ; 158 235 i Unteroffizier
Osten . i 180 236 §

| | e TR IE X‘ T
' / N\BRGodod 7.
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(‘ebranchsanﬂeihung.
S : L
LRIV P 1. Qpnch am !elephon nie von Schlisseln (Deckwor len) = -
" . R 3
- ey moF 2. Vermeide jeden Klartext, nenne nie Namen, nie ﬂmn:fgmde nie Olts»
- T e _bezeichnungen. : . .
- ‘ i 3. Verrate nicht Bfgxnn und Beendlgung des Sc hwswns. ; -
R 4. Tiebe Dick im (‘eln‘auch ‘umstehenden Schluud: dann v«nat i)u da—};
- - i % 1 mit so leicht ¢ arbeiten wie rmt hlartext L v e
T R o 5 ’\cnne nie Enlfemungen ST T L T .
. & IR . : : 11, R T SETEE ] i
& semos o= LT ——— A; - - .
’ R B - .
! L » - : . - - . - 5.
* , \\ enn I)u nur noch Tnit dxe&em gddu%el a:hutu«t tust Du dem
h . femdln hen Nachrichtendienst Abbruch und schonst das Leben Deiner
oL o Kameraden. o R ' . e
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¥which were deveted o0 the

gm

REGNTD :R248611 216121 SYeigy. /L e
-w i

o Trls syst2m was cne of the various minor wethods of conmunica-

| N
tion euployed by the various Sernan Armies (First, Sscond, Fifth,
Sixth) in the frent line rrevious to She zdoption of the Three-Number
Coue. It ccnsisted in the applicetion of two Lkegy-word eiphabets,

a
which were changed frecguently, to & chart the various sublivisions cf

{t

etters of the alrhabet, nuwmbers, lupcrtant

words and phrases. (See sample).

Trhe alrhabetvs, the letters of whick deterined the ccordirates

ct
ct

of the smaller rectangles, were vususlly made up from elther a singie

word, & neme, or & phrase, in accordances with the well known custom,

fince the original chart consisted of & square 18 x 18, these elphadzis

kad only to b2 carried cut to 18 places,

()
et
(]
cl
ct
[}
H
w
™
O .
+h
&G
b
'.J-
[¢]
¥
ch
[en
(0]

The message was sent in grovps cf thre

last two lefters gave ithe cocriinates, and

.&t random, and which, of course, did not count. Trere were several

wolificetions of this scheme ¢f adding on the third letter tc nake a
trigraph. One was to duplicate the second letter of each pair of
coordinates, and thus.each trigraph appecarsed as a set of latters in
vrhich the first ana thirnd were always identical, Sozetimes the nss-
sege was not sent in gicups of three, but simply run together in & sin-
L to aad greater confusion

gle chein of letters. Sometimes,/after the Three-Lettsr Trench Code
was adopted, one of the Three letters K, R, U, was used for the inlvial
letter in each group, thus mak{gg a meesace look exactly like & three-
letter trench code messags.

These uwessagss, however, we re very easv to decipher, since

r.ost 0f the words used had toc be built up lettsr by letter frow tre

scon showed the eguivelents of the high fre-

]
w

chers. £ freguency tab
gusnocy letters E, ¥, etc., and the fact thzt Zsy-word Alphzabeis were
usel enableld the decipherer to comrlete the rzritiaslily sclved cigphsr

elrheabets in mwuck lgss tine than would heve bsen the ¢ass

ng

e

88 rendon-

a
Lfter Ayrii, LElE, since tlre Three-lurber Codzs rerlacsi it,
Lz use ¢f this chari stopred.

Some -grol exarples of the tvre cf XKey-word Alphabets that

BIIDERURGACFZLYOPQ (Hindenturg)

LUDENORFABCIEINEPQ  (Ludendorff)
SCHYERAT ILFUBDGYYY Schiier Azsitlerig Feuer)
114 SCEIKEGT RXOPEDFL Uaschine Gewehr Zoupagnie)
- - i
' TR : S
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o lention has been rade ;éra,special Thrae- o,
:?’fi Letter Code which the Germans suployed solely
’ ? for aviztion. Trese were in reality threse ssrzraie
| ccdes, each with srpecisl initiel letters, GLF, CLFTX
&nd GLFVZ;
i | One section ¢of thz Code Texariment was putb
pfié‘_ tc work on these codseg, buil afier September'%élE, 80

little information of any velue was sscursd from
treir study by us that work was discontinued.
These codes were used rainly by giant asroplanes in

boubing expeditions, Hoxever, the sawe rrinciples -

. /r“/ :
ty neens of whilch the XPUSA ware &attacked could te
. arplied to these codes ineswuch as they wers con-
LR B .
P X structed in exactly the saue way, &nd in fasct, with
. - ’! -
- the exception of sofie rlrrases &nd words speclszlly
-
inserved for gviaticn activitiss, the contents of
? e these codes was the same as the ZRUSA Codes. &
}
i
oo
%
;){ x.
¥ ‘ N -
- ¥
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The imporience of a lmowledge of metecrologzical conditions
in connection with both she Gas and the Artililery Service was soon
recoznized by the Geruans.

At first they simply had obsesrvation pests where metesorolog-~

ical date were teken and these were brarsmitted by the Thres-Letier

or Three-Nuubver Ccdes. A typical rgrort ran &s follcws:

7 PunkT
VETTER UELDUNG PUNKT 30 PUNKT 13 PUNKT 347, BODEN ¥IiD

HUKDERT KOMIfA NULL VIER XO¥MA ZWEI HUNDERT TREXNNUNGESSTRICH
NULL E£ECHS KOK%&K DREI HUNDERf KOMMA XULL ZEBH PUNKT EINS
FUENF WULL MNULL BAROUETER NULL DREI KON SECHS;Q TEYPERATURE
KINUS VIER PUNK” FEUCHTIGKEIT NEUW ZWEI PROZERT PUNKT LUFT

GEVICET EINS SIEEZW EINS DREI NULL PUNKT.

ere much shorter, and & typical example

3

Later these reporis

such as occurred in Fritz Code 23, was &as follows:
>

REGIUENT PUNKT SIEBEXN UHR AEEWD P NULL VIER ZFEI EIXS CECHS
TAUSEND XOVMA ACHT UHR P NULL VIER ZWEI EINS SIEREN TAUSEXD
YEUN UHR P ¥ULL VIER ZFEI EIFS ACHT TAUSEID FRONT FETTER ==
EATAILLON,

Later, special ccdées were adopited, and no mecrs reroris of

this nature were sent in the Three-Letter of the Threse-Nusber Codes.

[l B8

By July 1218, they had ssteblished about twenty-five meteor-
iestern Frent, the locations of which
are shown on the sheet attached. These stations werz devouved ex-—
clusively to wéather reports, and the enemy head great confidence in
the value of suck rercoris.

Several systews for transzitting the inforation ware used.

1

o)

4 mer.orandum of ifay 6, 1918, explains the weithod then in use, and no

couwwments &re nEeCEeSsaTy. Aiseched to this wemorarduw is & sesple

of tke forz in which the decoded ressegses wa2re sent by us to +the

cenvral office of G-2 ’
Lbcut Jﬁly 1818, she enemy intreduced a naw prqcedure in

trznsritting these rerorie. Egch zroup of four numhers was spils

invo two rarvs, ané each part encocded by thrse-lettzr Xrea Code
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groups. Ezch code book contained a whole section

!

.
20 eXC

v

[u}
ct
n

ve

t

[¢)]
d

section &

o

ively to weether rerorts, and the code groups in thi

-

(¢

to be uvused for nc othsr purposes, Sirnce the enenmy did not change the

form of the reports, solutiorns were falrly easy, on Analogy lethod

Tles,

f-to

ne

(RN

I

re

Lbout Ssriewber 1518, the type of messages beca vary uni-

c.‘c

forw on the whole front, on the introiucticn of what the eneny

iled the System of RALTASEXUNDEY. A copy of a German cocuument

shown herewith exrisins it.
In eddition to these reporis & sp2cial rsport was used for
veather forecasits, and & meworandum exrleining the systsm is alttached,

stetions wae that entirely umrelsteld to the naturse of their sctivity.

furnisked highly important inforzatlion as 30 his intenitions. A

3

generel withdrawal, for example, was oftern precedsd by & wovenent

of his neteorological stzticns further beck, Indeed, in the later
days, when information was very hard to get, a mest fruitful source

W in that furnished br the apparantly innocent movements of the en-
emy's metgoroiogical sitations,

oL
o TP OA Burend
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GENERAL HEADQUARTEﬁS s AMERICAN EXPEDITIONARY FORCES,
GENERAL STAFF, SECOND SECTION (G.2, A-6)

{DISTRIBUTION *1I) May 6, 1918.
A ! The following (furnished by the French) expleins the contenbs
1£§3-: of messages transmitted by enemy meteorological stations.
:};ff KEY HHUU BBTT WWSS WWSS(1)  WwSS(3) ..e....
i * {: EXAVPLE 0513 65611 0403 0805 0708
£ | 1 /~-HH indicatés the altitude of the meteorological cbserva-

tory in decameters, example 05 = 50 meters.

32 [/ -UuUu indicates the hour from O to 23; for example,
. 13 = 1 p-m.

L .
. »*
»
T R o« BTt

Lo 3 / ~BB indicates barometric pressure in millimeters at the
given altitude, (The figure designating hundreds is
omitted) Example, 65 = 765 millimeters.,

* * * *

indicates air tgmperature in degrees centigrade:
example, 08 = 6° centigrade, 51 = -1° centigrade (1
below zero). ¢

indicates direction of the wind at ground level in
accordance with following table:

g 1 Sby W .. 17
vs B SSW «r 18
v B SWby S .. 18
. @ 4 SW s ¢ 80
(] 5 . SW by W s 81
s B WeW «e 33
o 7 Wby S .. 233
v e 8 W e 24
« 9 ; Wby N .. 35
.o 10 S WNW e 26
s ¢ 11 ,:/ NW by W . 27
»eo 13 : NW «s 38
SE by S .. 13 NW by N .. 29
7 ~ SSE .0 14: 7 ) NNW PN SO
{ S e 16 N oo 33
3 /-8s8 indicates velocity of wind in meters per second:
example, 03 = 3 meters per second.
] 7 ) - WwhsS(1l) indicates direction and velocity of wind at an

altitude of 100 meters: example, 0805 = East Northeast,
5 meters per second.

8 / - wwss(g) ~do- altitude 200 meters etc., etc.

(“ 9 /- The last groups give additional data, for example
the indication of the average temperature for the
previous 24 hours for thé determinaticn of air density
at the average altifudes of the trajectory of pro-
jectiles (over 500 meters): example,

average temperature 37 centigrade

barometric pregsure 783 millimeters’/”»/’M,,,»‘/

following the daily table of corrects

density would therefore be 1.2° R
e T
T " o
. ,/

b -
i!?i fﬁisiiwﬁéﬁﬁﬂi&kwwi ‘ R
By  __NARS,Date .
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GEWERAL EEADQUARTLRS, AMERICAN CXPEDITIONARY FORCES,  \ .
GEFERAL STAFF, SECOHD SECTION (G.2, A.B} o
Intercepted by | 7 ,. o - B __1918.
| GERMAN IEEOROLOGICAL REPORT
Sent from: gt o .,‘iﬁi918‘

Height of observation staticn in msters:

Time of observation: — e

Barometer, in millimeters: - ‘ -
., Temperature, in degrees Centigrade: e

Humidity: ' —

 Density of air:
of wind at veriousg elevations:

Direction and velocity
(Elevation in meters, velocity in meters

Elevation: 000 100 200 300 400 500 600 700
Direction:

per second.) <) i

Velocity:: B _q

Elevation: 800 800 10007 1100 1300 1300 1400
Direction:

Velocity: —————
- PR
Remarks: L , S
Decoded by:
- -
- I g, - e - ': T T T
‘ B R B =g - N F - - ) R ¥ ?
4 ‘ii - ‘ N 5 s w - &
- o S . . ) .
§ H
| ¢
£ e ; : .
ool B
———— __NARS, Date ‘ = e
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GENERAL HEADQUARTERS
AUERICAN EXPEDITION?RY FORCES
: (G-2, &-

MEMO FOR MAJOR MOORUAN

bocording to the latest information, the following are
the locations of the Gernen METEOROLOGICAL staticnms:

July 23, 1918.

Referensce to larger city.

Gall Location
1 21 E. of TOURGCOING, N.B, of LILLE.
1 23 At HAUBOURDOI, - S.W. of LILLE.
4 25 N. of ARLET, i 8, of DOUAI.
1 Z8 At VALINCOUR?, . S. of CAMBRAI.
28 W, of 87, SINOH, ; S,%W. of ST, QUENTIN.
zZ9 W. of LAON, $
210 At BRAIVE, : E. of SOISSORS.
. 213 At TAGNO, i E. of XEUFCHATEL
: 213 X.E, of YOUZIRR"
. Z14 At STERAY, A 5.W. of YONTMEDY.
o 7186 S. of CONFLAYS, In the WOEVRE.
Z17 At POUILLY, S. of UETZ.
Z18 At DIEUZE, In LORRAINE.
Z1i9 N.E. of SCRLISTLDT; In ALSACE.
230 S.E. of SARRTBOURG.
221 In COLMAR.
WRG At PERORNE. ' . ‘-
BP £t MARCHILLEDOT, 30 kit W. of 87, QUENTIN.
KTR At SERAINGOURT, 40 km N,.N.W. of REEIIS.
ABS 4t MONT HOTRI DAUE, E.S.E. of SOISSONS.
23 km N.E, of REEINS.

WD A% AUSSONCE,

Al | : | E. H. FALK
1st Lt., F.A.U.S.R.

Officers decodiny weather reports will please note location.
If sent by statiens naot listed above, repert call letisrs to
3 Gonio Offiger.

FRANK MODRMAR,
Major,G.S., Auwsrican E.F.

: S ) | 7-*§By
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! Enemy Meteorological Repcrts. {Forecasts)

Enemy station Z1 sending messages containing 5 ;igure éfClOb
appears to be using the following procedure. 4

The preolse import of the first 15 or s0 groups has not yet

" been deuermined.,

The groqps contalnlng the weather ;oreCast when uhey occur,
always do so after the break sign (B') in the latter part of the
message . They are bullt up on the follodlng forrula.

FORMULA = KK O 00 DCWWS Spn Wn v L 7 nm 1 G Q Q

¥hen X X T
"Q000
1t
1
0
n
]
1n
f
)

Index Group. ' '
Place or terriuory for whlch the neather~foreoas+ is
valid. ) o
Durability of weather condition. =~ = A
Character of wind on the ground.
Direction of wind on the ground.
Velocity of wind on the vround.,
Veloocity of wind up above.
Direcvion of wind up above.
Condition of clouds. .
Tendency Howard a storm.
Temperature. ) »
Precipitaiions. . -
Visibility. ‘
Motion of the sea. '
(Check fijgure, arr1vad at by aadzng all the other
digits). -
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KX, 70 - Forecast Tor about 12 ‘hours, the oocurrence of Which is

very 11kely.

71 - Forecast for about 13 hours, the occurrence of vhich ie
to be expected to some extent.

73 - Forecast for about 13 hours, only wzth conaltxcnal

- rellablliuy.

73 - Forecast for about 3¢ hours, the occurrence of whlch
ig probable to some exteat.

74 ~ TForecast for about 24 hours, the occarrenoe of which

' is to be eipecued to some extent.

75 ~ Forecast for about 34 hours, only with bondltlonal
reliabllity. e

76 - Forecast for about 36 hours, the occurrenoe of which
is very llkely.

77 - Forecast for about 36 hours, the occurrence of vhich
is t@ be expected to soine extent.

78 - TForecast for about 36 hours, only with conaltlonal
reliability.

79 -~ Veather-forecast. o e

80 -~ Weather-forecaast irpossible. T

-

000 (ot known).

- QContinuation of nrevallznb weather probable for
several days (2 - 3 days)

- For today, continuation of preVa1¢ing weather.
Tororrow, caanze to bad weather.

- IncreasingLy bad weather.:

Tommworrow, Jangerously bad weather. o

Today, dangarously bad weather (stormy condition).

After passing calmness. renewal of bad weather.

Veathex dlSuurbance, probaoly of shert duration

{less than 1 aay)

Today, continuation; tomorrow, incoreasing calmnass

Increasing caluness.

Unable to s%ate development of weather condition.
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GENERAL HEADQUARTERS, AMERICAN EXPEDITIONARY FORCES

GENERAL STAFF, SECOND SECTION (G.3 A.6) (alp)

, Oct, 29, 1918,
(Translation of a German Document)
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18th Army © @.H.Q., March 17, 1918.

18 Art. Kofluft W.Br. No. 1777.18.

Introduction of the System of

BALTASEKUNDEN

Meteorological reports hitherto sent by an Army meteorologl-
cal station will in future be transmitted as Baltasekunden mess-
ages. ("Meldung ueber die ballistischen Tageseinflusse, gestarffalt
nach Flugzeit Sekunden; i.e., "Report on Ballistic Influences of
the Weather, Based on Duration in Seconds of the Flight of a: Pro-
jectile"™), ; :

Reports on Baltasekunden w{ii be iésﬁed'7;times each day.
Below are orders regarding the introduction of the new system,
hours and the methods of their transmission by wireless. \

Veasurements and calculations reguired for regisiration of
Baltasekunden will be made by the Army meteorological station.
No mathematical computations whatever are to be undertaken by
Balta sections. A reorganisation of this section is under con-
sideration, and until its completion, Artillery Commanders will
instruct detachments under their control and give them opportuni-
ties for practice about twice a week. Reports on the results of
such instructions will be returned once eachk week in writing to
the Army meteorological station. ’

Béltasekunden ﬁessages éénsist of ; characteristic word
followed by 11 groups of 5 ciphers. Tpe words indicate hours,

as; . :
temer....... ./4st morning-message...... ( 6 A.M.
texor........ 2nd morning-message...... { 9 A.M,
temit........ 1st afternoon-message...:. (13 M.
texit..e.... . 3nd afternoon-message.... (15 P.M,
temab........ lst evening-message...... (18 P.M.
texab..... ... 2nd evening-message...... (21 P.M.

) tenacht...... night-message. .. ... . (14A.M)

These groups are used respectively for flights of 10, 15,
20, 35, 30, 40, 50, 80, 70, and 80 seconds. The first two
figures of each group indicate the ballistic weight of the air,
the first two decimals thereof standing to the right of the
comma. The next two figures indicate the direction of the wind
according to the wind-card; thus, 08-East, 16-South, 34-West,
32-North, etc. The last figure shows the velocity of the wind
in double metres rer second ?Doppelmeter, Doms). Particular
attention is invited thereto, wind-velocity having previously
been expressed in single meters per second, and most tables of
atmospheric influénces so giving it. If the velocity of the
wind exceeds 9 Doms, the figures 30 are added to those represent-
ing the direction of the wind and only the second figure of the
group which stands for its velocity will be put down. The group
0731 would.thus be; weight of the air-1,30; direction of the wing,
WSW (73-50 = 23); velocity of the wind, 11 Doms.

Thod "




RERJD:A2458117 ‘
The eleventh and final group sérves as a verification of the
ten preceding ones, being their unlted total, with the figures
for "exceeding" left out )

Example for a Baltasekunden message:

' temit - lst azternoon—message.- . . '
20303 - for 10 seoonds flight, weight 1,30 dir. NNW. velocity 2 Doms. C::
20333 - 15 " 1,30 " N - 3 "

20023 - " 230 " " 1,80 " NRE " 3 "
20043 - " 35 " , " 1,30 " NE n 3 "
20034 - " 30 " " 1,30 "  NEN " 2 "
20064 - " 40 " " 1,80 " ENE " 4 "
20087 - " 30 " f i,30 ENE " 7 "
21068 - " &0 " " i,21 " ENE " 9 "

* 23570 - " 70 " " 1,83 * EN " 10 "
23581 - " 80 " o 1,33 " E # 11 "
07074 "~ verlxlcatlon-group :

. " An'aadition of the cipher-groups gives 207074, which, omitt-
: ' ing the fzrst flgure, gives 07074. .

. ~ Battery-chiefs are asked to keep a file, arranged as follows, (j
R for »he reglst'atlon of Baltasekunden messages. :

.’,..
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Bal. air- ' Wind V61001uy Duration ,Bal. air-. Wind' Actual
weight in - - in Doms. in - | .weight, - . velocity
decimals Dlr.‘ L ~seconds . . ¢ Dir. - in Doms.
- 30 30 3 10 - 1.20 ,-30 NNW 3
20 . 33 2 15 1.30 32 N 3
20 - 03. 2 20 ... 1,80, ° 02 NNW 3
30 . 04 3 35 " 1.30 04 MW 3 {
20 03 4 30 1.20 03 NWN 4
. 20 06 4 40 1.20 06 NW 4
30 06 7 : 50 1.20 06 WHW 7
21 . 06 9 - 80 1.21 06 WHW 9
31 ... 07 o .7 70 1.23 07 WN 10
22 _, . 08 1 80 .82 08 W 11

' Thie ‘example is the, éamé aé'tﬁat above.,

" The battery~00mmander Nlll determine tne flight-duration of a
given shot from his ranging-table. He will look in column 4 of
the model above for a flight-duration approachlng nearest o that
in the ranging-table, and will find the figures for weight, direo-
tion and velo¢ity of %he wind, in a horizontal line therefrom.
For example; for a flight of 18 seconds as given in the ranging- {‘
table, the flgures of the model in a horizontal line from 10 -
seconds are taken, . These figures serve for adjustments of dis- '
tance for a given weight of. air and direction of wind, as in %the
case of the tables of weather influences (TageoeinLlusstafeln)

- §
.7'5

.. It is suggested that Fll ght-durations be recorded daily, to
supply any possible lacks in the tables.

Gensral Staffs and Batteries will r3031V° 1nstruct10ns 1ater
for use of Baltasekunden. . )

To be distributed Chief Quartermaster.
down to Batteries.
BRAUR
Colonel.
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‘Somewhat suuaxﬁy.v ' o

Squally. ' o

Very gguaily.’ .
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" Changing wind velocﬁty- . ‘
* Air disturbances.
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' 14 - " SSW - WSW
R 15 - " SSW - mWSW
; - 16 .- SR WSW -~ WNW L
A } 17 - ft WNW -~ NNW
18 - " NNW - NNE
Bl - In e Dlrectlons..‘" R a
T 22 o= NT“ Baa. S‘& — " A T - ;va', <o
23" ST g g ;;,“;' Tl
e 24, = P SE o SWC M UUTLTLT
- - A From 8§ W 0w oot t T
26 -, " .SW-NW " R
37 - " w-®m % L
38 - " WW-WE T .0 ..
.31 - o
‘ 32 - r .
.o B33, = m L i e
T34 - o .
- .. 35 - - . ) f
“ 36" - . T LT T
- 37 - i ]
38 - - s ) -
» E L R . T R -

NW by W

E
E
S
8
4 46 - 8 " W
ki
N

>
“\
[ T O

NE

i >

© -2

P

22
=

NE directions, later shifting to the right.
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REF ID:A2458117 ¥ ]
From NE directions, 1ater °h1 flng to tnp I
1

' " 62 - TR " K
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63 — L ‘SE H] .N 7 1] " # a
64 - n g ] oo " non 1t
85 - " sy Ul ' n u noon i
86 - "W u W ¢ "ooon W
67 - ® wy ¢ : LI L g
68 - "N ’ ] ] v o oo ]
i ' Separate Stuteuwents.
A2 80 ~ From varying directions. :
R 81 ~ 1In the W of the territory from LW, in the E from
S R 1 dirgctions.
g ' 82 =~ In the W of the terr¢uory from SW, in the E from
L ' ' SE directions. - ..
< , 83 -~ In the W of the +er iuory from FE, in the E from
= : SE direcvions. '
B 84 - From the W shifting %0 S directions.
- 856 - v oF " to SW -
T . 88 - o now . T o
- * 87 - L f 7 L I Iv'?? n
- 88 - v % N of the terrluory shifting %0 sm
89 -~ n U] N M no- . . oon W
90 - In the S of the territory from SW, in the K {rom

SE directions.
91: - In the S of the terrluory from W in the N from

S dlreCulons. ‘
892 ~ In the 8 of the terr;tory from NW, in the N from

NE directions.

93 o -
94 ' e
95 o R,
99 -~ Nothing to state. - oo
8. 0 - Quiet. , LT : -
1 - Light. ' ET
8 -~ Light. O
3 =~ Average - weak. . ... .. o o
4 - " ~ moderate. s
5 - " ~ fresh.
6 - " - gtrong.
7 - f - 8viff. / i
8 '~ &l — stormyd o e
g - " - Full storm, . -
i 5 L
; : O - Upward, only slowly increasing, or decreasing.
1 - Up to 1000 meters slowly increasing, at greater
elevations increasing more rapidly.’
2 - Up to 500 meters moderat e; above that 1evel, slowly
increasing or not at all.
3 -~ Up to grpdue* el evations, moderately increasing.
) 4 =~ MNoderate maximum in about 500 meters, above that
s level decreasing.
: 5 - Up to about 1000 meters moderately 1ncrpasing, auev D
that level vemalnlng tne same or decreasing.
6 -~ Up to abou’s 500 iueters strong, ebove that level
slowly increasing.
7 ~ Up %o higher elevations, strongly increasing.
- 8 - Up tc abous 500 meters surongly increasing, above
that level decrea81ng :
9 -~ Unable to state. .
L S : y
: O - TUpward, little change, or shifting to the si ht
1 - Above 500 meters, shifting uOW&Id N %0 Kk
8 - ] i 15 " J
3 - n t ] n n SE ‘
! E Page 3.
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Unaole uO state.

L0,00 3 OV

3

v. ' o *

‘ Teigporarily clearlng up.
Prevailingly clear

Cloudy.

Overcast.

w
N

_Decreasing cloudiness.
Increa51ng cloudiness.

Changing cloudiness. -
$pn&b;e to staﬁe.
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Storiz not %o be egpected.,

Storm slightly probable. -
Storim not improbable. |

| S A T

Voo

Storm. tomorrow.

COONAUIBR WO

_hUhable to Qtate. v

-~ ot = .
w v e d ;- . . T ig‘?;—
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Cold.
cool.
Warn.

L1t

Increasing.
‘Decreasing.
Normal

Slight change.
Neur freezing-point.
changing.
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Dry

Diminishing precipitation.
Sporadic rain storms.
Extensive W
Rainfall.
Snowfall.

NI IR I

VORI O

Unable to state.

P

z

Increasing visibility.
Rormal visibility.
Sonewhat turbid.
Turbid.

Decreasing visibility.
Ground ‘nist.

LI T

Histy.
Uaable vo state.
Changing visibility.

OCO-JNAUIdLINO
[ I

\

Quiet. 6 - Heavy sea

Xoderate. 7~ "
Turbulent. . .. 8 - i n
High. 9 -~ Unablie to
Choppy sea.

Sea coming from N To X. Page 4.

Above, Shlltlng to the 1eft._

Dense, heavy cloud coverlng

Storm pvobable.‘ ok :
Here and thre storm to be expected.
- S8torm to be expected in many places.
" There will still be a storm today.

Only 11ght p2601p1tat10n.
Precipitation in showers.'

coming from E *:

n
1t

state.
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Above SOO meters, shlfting toward S
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sw
W
NW

Strong stora actlety to be expected.

-

Warm during day, cool during nlght.

Invigibility, at some places mristy.
) p

s
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Cloudy during day, ClG&Tng up durlng nlghr.

Foi a short while, dry; later, precipitation.
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