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1. AS-80 AS-81 15 Dec 47 Storing of Cryptographic Devices and Materials

1. It is believed advisable that a project be initiated to be undertaken by
CSGAS~-83 concerning future methods of storing cryptographic devices and materials
by low echelon units, )

2. Considering such devices as the MX-519, 508 and 507, wherein weight and
- gize are the daninant factors, it is necessary to revise our present 'security
regulations as to the association of documents and devices, or to revise our
method of storage. It is a certainty that no such device similar to the Chest
CH~-76 can be provided for low echelon units. The Air Force considers that the
Chest CH-76 does not possess sufficient weight to prevent its being carried away
manually. To lighten this safe would be a step in the wrong direction,

3. Consideration should be given to the inclusion of reserve rotors and
documents within the outer carrying case of the device, with a method of quick
and thorough destruction, Also to be considered is the provision of a light-
weight inflammable safe, with a suitable lock provided with a quick and thorough
means of destruction, wherein the necessary amount of cryptographic material
might be stored. This of course would not provide actual physical security, yet
would insure a certain degree of privacy. It is thought necessary that armed
guards supply the factor necessary for physical security in low echelon devices.

4. If present plans are successful for constructing cryptographic equip-
ments so that they are self destroying, it should not be necessary tb provide
safes for these devices in low echelon units.

5. Consideration might also be given to the removal of the cryptographic
unit of the MX-519 with storage in the magnesium safe,

6. Considerable thought will be necessary as to the most feasible and prac-
tical method consistent with the requirements for tactical use, as well as our
own security policy.

7. This'project should be undertaken at once as it is vitally necessary
that some plan be adopted prior to procurement of any future equipments.

/s/ William Brann

/t/ WILLIAK BRANN
Chief, Technical Staff
Security Division
Extension 388
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2. AS-81 AS-83 27 Sep kb  Sterisg of Cryptographic Devices and Materisls (Cout'd)

1. There are two fundamental objectives to be reached by ocur physical se-

ourity regulations and by the materials we isswe to provide this security. They
ares © ;

N ™ n-omw:n against forcible seisure such as the over-ruming of &
eryplocenter by sneay troops. )

b. Protection sgainst clandestine seisure far & brisf period of tise,
pormitting enemy agents to examine equipment, copy wirlag disgrams, key lists,
\ etec. This lstter protection is prodably more mecessary than the first, since suc-
coessful espionage of the type descrided will usually net be discovered.

2. It can be gencrally stated that contemplated issue of eipher equipment
Q is also divisible into two classes: issue to tactical, more or less mobile umnits
and issus to adninistrative, higher echelon, more er:.less "fixed® organisations.

M 3. Roughly the division by schelon and division of physical security ob-
A, Jectives match. Proteotion against espionage can gensrally be said to be the
paraxount considerstion in the higher headquarters, protection against loss through
; Niohnt action of prime importsnce in the lower echelous,

k. To a certain degree, also, different protective zsasures oxist to take
care of the different objoetives. Socure storage space 18 3 deferse againat
\( ©landestine compromisc; & repid aeans of total destruction of equiment is the
% logical defense against compromise by capture,

’ "§ 5. Unfortunately the divisions into two are not neat and well defined. The
. lower echelon unit still requires secure storsge as well as rapid means of destruc-
N'  tiom. Reszerve rotors and key lists, instructional documents, et sl must be car~
v ried arcund. Bven though these were made of the same self-destructible material
3 as the basic equiprent, they cannot be stored in the equipment itself, And the
Jower units are not free of the dangers of espicnage. Equimment destined pri-
marily for high echelon use will also have to be employed in lower echelons if past
experience is any criterion, The X 519 is already an example of this. 4nd, in
fature wars it is conceivable that “fixed" hsadquarters may be separated by enemy
territory, perhaps even isolatad. It will be necessary to transport cipher equip-
ment to such placea under dangercus conditions with increased chances of loss,
Thus, provision of the proper storege facilities, though of prime importance, is
not in itself enough but must be supplementsd by the same self-dsstructidle fea-
ture as must be incorporated into the lower echelon devices.

6. There has been a more or less traditionsl physical security “requirement”
of ssparate storage for various items of oryptographic material, It is conaidered
that, for the purposes of storags, this requirement no lomger need apply. If all
the equipment is self dsstructible, and if storege space iz sebure,:there is no
reason why all material cannot be handled together. 7The sim{lar hesitancy to put

eggs one basket in the case.of shipping should continus, howsver.
~ T« It can be concluded, then, that all eipher equipment regardless of where
% t's_to be used, will require both secure storage and rapid destruction means. It
therefore recommended that the following program be adopted:s -

...;'é.

* a:.;',‘;,«

' L - Lot e N i
— ek e SMEamE f e A e i e o el e e 1 LIPSO RSN o RE



REF, ID:A70939 '

e ) i 1 -1 1

1 ) *l i ey
. 1 PR =
e n_.'\_l' MR

2, AG-8) AS-83 27 Sep L8 Storing of Cryptographic Dsvices and Haterials (Cont'd)

@, All ejuipment, cipher casponents, rotors, key lists, etc., will be
zade of sslf destructibls material without regard to its contenplated issue., (in
exception to this provision can be made if an item of equipment is of such a nature
as to positively preclude its use in low echelons or its shipment under conditions
of sn‘njceuon to capture.)

b. A mell, ightweight, 'self-dectructible safe will Le developed for
issue to low echelon units., The sare will be usea for storaze of reserve materizl,
rotors, auvcurents, etc. Crgptogaphic unlts of machines themselves may also be
stored in the sales, when such uniis arc detachable,

c. In aacition to the ebove, amed guaris will be required., This is con-
aidm:nd necessar, for WO reasons.

(1) To permit a time delay for igniting the equipmant and the safe,

(2) To prevent capturc bty enexy apy activity of ihe safe which will
bs 1ight in weight, and portable. It is assuped that the normal
cryptographic complement will be able to £fulfill this requirs-
ment without the use of especially assigned guaxds,

d. At the higher echelons, heavy secure safes will be provided. (The
Cl~76 or an improvement on the CH-76, should meet this requirement.) Storage
therein of crypioyraphic material, mclu&ing clpher units when detachable, will bLe
mandatory. S5ince these safes will not be melf-destructible it may be nescessary to
provide some sort of an incendiary to ignite the equipment inside, a4l or which
will be self destruciible.

e. Gurrent minimum physical security requirements for fixed installaticns
will remain in farce.

FRAWK Co #USTIN
Chief, lethods Branch .
ixtension 261
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